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About the Documentation

• Documentation and Release Notes on page xxvii

• Using the Examples in This Manual on page xxvii

• Documentation Conventions on page xxix

• Documentation Feedback on page xxxi

• Requesting Technical Support on page xxxi

Documentation and Release Notes

To obtain the most current version of all Juniper Networks
®
technical documentation,

see the product documentation page on the Juniper Networks website at

https://www.juniper.net/documentation/.

If the information in the latest release notes differs from the information in the

documentation, follow the product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject

matter experts. These books go beyond the technical documentation to explore the

nuances of network architecture, deployment, and administration. The current list can

be viewed at https://www.juniper.net/books.

Using the Examples in This Manual

If you want to use the examples in this manual, you can use the loadmerge or the load

merge relative command. These commands cause the software to merge the incoming

configuration into the current candidate configuration. The example does not become

active until you commit the candidate configuration.

If the example configuration contains the top level of the hierarchy (or multiple

hierarchies), the example is a full example. In this case, use the loadmerge command.

If the example configuration does not start at the top level of the hierarchy, the example

is a snippet. In this case, use the loadmerge relative command. These procedures are

described in the following sections.
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Merging a Full Example

Tomerge a full example, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration example into a

text file, save the file with a name, and copy the file to a directory on your routing

platform.

For example, copy the following configuration toa file andname the file ex-script.conf.

Copy the ex-script.conf file to the /var/tmp directory on your routing platform.

system {
scripts {

commit {
file ex-script.xsl;

}
}

}
interfaces {

fxp0 {
disable;
unit 0 {

family inet {
address 10.0.0.1/24;

}
}

}
}

2. Merge the contents of the file into your routing platform configuration by issuing the

loadmerge configuration mode command:

[edit]
user@host# loadmerge /var/tmp/ex-script.conf
load complete

Merging a Snippet

Tomerge a snippet, follow these steps:

1. From the HTML or PDF version of themanual, copy a configuration snippet into a text

file, save the file with a name, and copy the file to a directory on your routing platform.

For example, copy the following snippet to a file and name the file

ex-script-snippet.conf. Copy the ex-script-snippet.conf file to the /var/tmp directory

on your routing platform.

commit {
file ex-script-snippet.xsl; }
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2. Move to the hierarchy level that is relevant for this snippet by issuing the following

configuration mode command:

[edit]
user@host# edit system scripts
[edit system scripts]

3. Merge the contents of the file into your routing platform configuration by issuing the

loadmerge relative configuration mode command:

[edit system scripts]
user@host# loadmerge relative /var/tmp/ex-script-snippet.conf
load complete

For more information about the load command, see CLI Explorer.

Documentation Conventions

Table 1 on page xxix defines notice icons used in this guide.

Table 1: Notice Icons

DescriptionMeaningIcon

Indicates important features or instructions.Informational note

Indicates a situation that might result in loss of data or hardware damage.Caution

Alerts you to the risk of personal injury or death.Warning

Alerts you to the risk of personal injury from a laser.Laser warning

Indicates helpful information.Tip

Alerts you to a recommended use or implementation.Best practice

Table 2 on page xxx defines the text and syntax conventions used in this guide.
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Table 2: Text and Syntax Conventions

ExamplesDescriptionConvention

To enter configuration mode, type the
configure command:

user@host> configure

Represents text that you type.Bold text like this

user@host> show chassis alarms

No alarms currently active

Represents output that appears on the
terminal screen.

Fixed-width text like this

• A policy term is a named structure
that defines match conditions and
actions.

• Junos OS CLI User Guide

• RFC 1997,BGPCommunities Attribute

• Introduces or emphasizes important
new terms.

• Identifies guide names.

• Identifies RFC and Internet draft titles.

Italic text like this

Configure themachine’s domain name:

[edit]
root@# set system domain-name
domain-name

Represents variables (options for which
you substitute a value) in commands or
configuration statements.

Italic text like this

• To configure a stub area, include the
stub statement at the [edit protocols
ospf area area-id] hierarchy level.

• Theconsoleport is labeledCONSOLE.

Represents names of configuration
statements, commands, files, and
directories; configurationhierarchy levels;
or labels on routing platform
components.

Text like this

stub <default-metricmetric>;Encloses optional keywords or variables.< > (angle brackets)

broadcast | multicast

(string1 | string2 | string3)

Indicates a choice between themutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

| (pipe symbol)

rsvp { # Required for dynamicMPLS onlyIndicates a comment specified on the
same lineas theconfiguration statement
to which it applies.

# (pound sign)

community namemembers [
community-ids ]

Encloses a variable for which you can
substitute one or more values.

[ ] (square brackets)

[edit]
routing-options {

static {
route default {

nexthop address;
retain;

}
}

}

Identifies a level in the configuration
hierarchy.

Indention and braces ( { } )

Identifies a leaf statement at a
configuration hierarchy level.

; (semicolon)

GUI Conventions
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Table 2: Text and Syntax Conventions (continued)

ExamplesDescriptionConvention

• In the Logical Interfaces box, select
All Interfaces.

• To cancel the configuration, click
Cancel.

Representsgraphicaluser interface(GUI)
items you click or select.

Bold text like this

In the configuration editor hierarchy,
select Protocols>Ospf.

Separates levels in a hierarchy of menu
selections.

> (bold right angle bracket)

Documentation Feedback

We encourage you to provide feedback so that we can improve our documentation. You

can use either of the following methods:

• Online feedback system—Click TechLibrary Feedback, on the lower right of any page

on the Juniper Networks TechLibrary site, and do one of the following:

• Click the thumbs-up icon if the information on the page was helpful to you.

• Click the thumbs-down icon if the information on the page was not helpful to you

or if you have suggestions for improvement, and use the pop-up form to provide

feedback.

• E-mail—Sendyourcommentsto techpubs-comments@juniper.net. Includethedocument

or topic name, URL or page number, and software version (if applicable).

Requesting Technical Support

Technical product support is available through the JuniperNetworksTechnicalAssistance

Center (JTAC). If you are a customer with an active J-Care or Partner Support Service

support contract, or are covered under warranty, and need post-sales technical support,

you can access our tools and resources online or open a case with JTAC.

• JTAC policies—For a complete understanding of our JTAC procedures and policies,

review the JTAC User Guide located at

https://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

• Product warranties—For product warranty information, visit

https://www.juniper.net/support/warranty/.

• JTAC hours of operation—The JTAC centers have resources available 24 hours a day,

7 days a week, 365 days a year.
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Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online

self-service portal called the Customer Support Center (CSC) that provides youwith the

following features:

• Find CSC offerings: https://www.juniper.net/customers/support/

• Search for known bugs: https://prsearch.juniper.net/

• Find product documentation: https://www.juniper.net/documentation/

• Find solutions and answer questions using our Knowledge Base: https://kb.juniper.net/

• Download the latest versions of software and review release notes:

https://www.juniper.net/customers/csc/software/

• Search technical bulletins for relevant hardware and software notifications:

https://kb.juniper.net/InfoCenter/

• Join and participate in the Juniper Networks Community Forum:

https://www.juniper.net/company/communities/

• Create a service request online: https://myjuniper.juniper.net

Toverify serviceentitlementbyproduct serial number, useourSerialNumberEntitlement

(SNE) Tool: https://entitlementsearch.juniper.net/entitlementsearch/

Creating a Service Request with JTAC

You can create a service request with JTAC on theWeb or by telephone.

• Visit https://myjuniper.juniper.net.

• Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see

https://support.juniper.net/support/requesting-support/.

Copyright © 2019, Juniper Networks, Inc.xxxii

Ethernet Switching Feature Guide

https://www.juniper.net/customers/support/
https://prsearch.juniper.net/
https://www.juniper.net/documentation/
https://kb.juniper.net/
https://www.juniper.net/customers/csc/software/
https://kb.juniper.net/InfoCenter/
https://www.juniper.net/company/communities/
https://myjuniper.juniper.net
https://entitlementsearch.juniper.net/entitlementsearch/
https://myjuniper.juniper.net
https://support.juniper.net/support/requesting-support/


CHAPTER 1

Understanding Layer 2 Networking

• Layer 2 Networking on page 33

Layer 2 Networking

• Overview of Layer 2 Networking on page 33

• Understanding Unicast on page 35

• Understanding Layer 2 Broadcasting on Switches on page 36

• Using the Enhanced Layer 2 Software CLI on page 36

• Enhanced Layer 2 CLI Configuration Statement and Command Changes for Security

Devices on page 53

• Layer 2 Next Generation Mode for ACX Series on page 55

Overview of Layer 2 Networking

Layer 2, also known as the Data Link Layer, is the second level in the seven-layer OSI

referencemodel for network protocol design. Layer 2 is equivalent to the link layer (the

lowest layer) in the TCP/IP network model. Layer2 is the network layer used to transfer

data between adjacent network nodes in a wide area network or between nodes on the

same local area network.

A frame is a protocol data unit, the smallest unit of bits on a Layer 2 network. Frames are

transmitted to and received from devices on the same local area network (LAN). Unilke

bits, frames have a defined structure and can be used for error detection, control plane

activities and so forth. Not all frames carry user data. The network uses some frames to

control the data link itself..

At Layer 2,unicast refers to sending frames fromonenode toa singleother node,whereas

multicast denotes sending traffic from one node to multiple nodes, and broadcasting

refers to the transmission of frames to all nodes in a network. A broadcast domain is a

logical division of a network in which all nodes of that network can be reached at Layer

2 by a broadcast.

Segments of a LAN can be linked at the frame level using bridges. Bridging creates

separate broadcast domains on the LAN, creating VLANs, which are independent logical

networks that group together related devices into separate network segments. The

groupingof devicesonaVLAN is independent ofwhere thedevices arephysically located
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in the LAN. Without bridging and VLANs, all devices on the Ethernet LAN are in a single

broadcast domain, and all the devices detect all the packets on the LAN.

Forwarding is the relaying of packets from one network segment to another by nodes in

the network. On a VLAN, a framewhose origin and destination are in the same VLAN are

forwarded only within the local VLAN. A network segment is a portion of a computer

network wherein every device communicates using the same physical layer.

Layer 2 contains two sublayers:

• Logical link control (LLC) sublayer, which is responsible formanaging communications

links and handling frame traffic.

• Media access control (MAC) sublayer, which governs protocol access to the physical

networkmedium.Byusing theMACaddresses thatareassigned toall portsonaswitch,

multiple devices on the same physical link can uniquely identify one another.

The ports, or interfaces, on a switch operate in either access mode, tagged-access, or

trunk mode:

• Access mode ports connect to a network device such as a desktop computer, an IP

telephone, a printer, a file server, or a security camera. The port itself belongs to a

single VLAN. The frames transmitted over an access interface are normal Ethernet

frames. By default, all ports on a switch are in access mode.

• Tagged-Accessmodeports connect toanetworkdevice suchasadesktopcomputer,

an IP telephone, a printer, a file server, or a security camera. The port itself belongs

to a single VLAN. The frames transmitted over an access interface are normal

Ethernet frames. By default, all ports on a switch are in accessmode. Tagged-access

mode accommodates cloud computing, specifically scenarios including virtual

machines or virtual computers. Because several virtual computers can be included

on one physical server, the packets generated by one server can contain an

aggregation of VLAN packets from different virtual machines on that server. To

accommodate this situation, tagged-access mode reflects packets back to the

physical server on the same downstream port when the destination address of the

packet was learned on that downstream port. Packets are also reflected back to

the physical server on the downstream port when the destination has not yet been

learned. Therefore, the third interfacemode, taggedaccess, has somecharacteristics

of access mode and some characteristics of trunk mode:

• Trunk mode ports handle traffic for multiple VLANs, multiplexing the traffic for all

those VLANs over the samephysical connection. Trunk interfaces are generally used

to interconnect switches to other devices or switches.

With native VLAN configured, frames that do not carry VLAN tags are sent over the

trunk interface. If you have a situation where packets pass from a device to a switch

in access mode, and you want to then send those packets from the switch over a

trunk port, use native VLANmode. Configure the single VLAN on the switch’s port

(which is in access mode) as a native VLAN. The switch’s trunk port will then treat

those frames differently than the other tagged packets. For example, if a trunk port

has three VLANs, 10, 20, and 30, assigned to it with VLAN 10 being the native VLAN,

frames onVLAN 10 that leave the trunk port on the other end have no802.1Q header

(tag). There is another nativeVLANoption. You can have the switch addand remove
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tags for untagged packets. To do this, you first configure the single VLAN as a native

VLAN on a port attached to a device on the edge. Then, assign a VLAN ID tag to the

single native VLAN on the port connected to a device. Last, add the VLAN ID to the

trunk port. Now, when the switch receives the untagged packet, it adds the ID you

specified and sends and receives the tagged packets on the trunk port configured

to accept that VLAN.

Including the sublayers, Layer 2 on the QFX Series supports the following functionality:

• Unicast, multicast, and broadcast traffic.

• Bridging.

• VLAN 802.1Q—Also known as VLAN tagging, this protocol allowsmultiple bridged

networks to transparently share the same physical network link by adding VLAN tags

to an Ethernet frame.

• Extension of Layer 2 VLANs across multiple switches using Spanning Tree Protocol

(STP) prevents looping across the network.

• MAC learning, including per-VLANMAC learning and Layer 2 learning suppression–This

process obtains the MAC addresses of all the nodes on a network

• Link aggregation—This process groups of Ethernet interfaces at the physical layer to

form a single link layer interface, also known as a link aggregation group (LAG) or LAG

bundle

NOTE: Link aggregation is not supported on NFX150 devices.

• Storm control on the physical port for unicast, multicast, and broadcast

NOTE: Storm control is not supported on NFX150 devices.

• STP support, including 802.1d, RSTP, MSTP, and Root Guard

See Also Understanding Bridging and VLANs on Switches on page 132•

Understanding Unicast

Unicasting is theact of sendingdata fromonenodeof thenetwork toanother. In contrast,

multicast transmissions send traffic from one data node to multiple other data nodes.

Unknown unicast traffic consists of unicast frames with unknown destination MAC

addresses. By default, the switch floods these unicast frames that are traveling in aVLAN

toall interfaces thataremembersof theVLAN. Forwarding this typeof traffic to interfaces

on the switch can trigger a security issue. The LAN is suddenly flooded with packets,

creating unnecessary traffic that leads to poor network performance or even a complete

loss of network service. This is known as a traffic storm.
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To prevent a storm, you can disable the flooding of unknown unicast packets to all

interfaces by configuring one VLAN or all VLANs to forward any unknown unicast traffic

to a specific trunk interface. (This channels the unknown unicast traffic to a single

interface.)

See Also Understanding Bridging and VLANs on Switches on page 132•

Understanding Layer 2 Broadcasting on Switches

In a Layer 2 network, broadcasting refers to sending traffic to all nodes on a network.

Layer 2 broadcast traffic stays within a local area network (LAN) boundary; known as

the broadcast domain. Layer 2 broadcast traffic is sent to the broadcast domain using a

MAC address of FF:FF:FF:FF:FF:FF. Every device in the broadcast domain recognizes this

MAC address and passes the broadcast traffic on to other devices in the broadcast

domain, if applicable. Broadcasting can be compared to unicasting (sending traffic to a

single node) or multicasting (delivering traffic to a group of nodes simultaneously).

Layer 3 broadcast traffic, however, is sent to all devices in a network using a broadcast

network address. For example, if your network address is 10.0.0.0, the broadcast network

address is 10.255.255.255. In this case, only devices that belong to the 10.0.0.0 network

receive the Layer 3 broadcast traffic. Devices that do not belong to this network drop the

traffic.

Broadcasting is used in the following situations:

• Address Resolution Protocol (ARP) uses broadcasting to mapMAC addresses to IP

addresses. ARP dynamically binds the IP address (the logical address) to the correct

MAC address. Before IP unicast packets can be sent, ARP discovers the MAC address

used by the Ethernet interface where the IP address is configured.

• DynamicHostConfigurationProtocol (DHCP)usesbroadcasting todynamically assign

IP addresses to hosts on a network segment or subnet.

• Routing protocols use broadcasting to advertise routes.

Excessive broadcast traffic can sometimes create a broadcast storm. A broadcast storm

occurswhenmessagesarebroadcastonanetworkandeachmessagepromptsa receiving

node to respondbybroadcasting its ownmessageson thenetwork. This, in turn, prompts

further responses that createasnowball effect. TheLAN is suddenly floodedwithpackets,

creating unnecessary traffic that leads to poor network performance or even a complete

loss of network service.

See Also Understanding Bridging and VLANs on Switches on page 132•

Using the Enhanced Layer 2 Software CLI

Enhanced Layer 2 Software (ELS) provides a uniform CLI for configuring andmonitoring

Layer 2 features onQFX Series switches, EX Series switches, and other Juniper Networks
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devices, such as MX Series routers. With ELS, you configure Layer 2 features in the same

way on all these Juniper Networks devices.

This topic explains how to know if your platform is running ELS. It also explains how to

perform some common tasks using the ELS style of configuration.

• UnderstandingWhich Devices Support ELS on page 37

• Understanding How to Configure Layer 2 Features Using ELS on page 37

• Understanding ELS Configuration Statement and Command Changes on page 41

• Understanding the ELS Translator on page 52

UnderstandingWhich Devices Support ELS

ELS is automatically supported if your device is running a JunosOS release that supports

it. You do not need to take any action to enable ELS, and you cannot disable ELS. See

Feature Explorer for information about which platforms and releases support ELS.

Understanding How to Configure Layer 2 Features Using ELS

Because ELS provides a uniform CLI, you can now perform the following tasks on

supported devices in the same way:

• Configuring a VLAN on page 37

• Configuring the Native VLAN Identifier on page 38

• Configuring Layer 2 Interfaces on page 38

• Configuring Layer 3 Interfaces on page 39

• Configuring an IRB Interface on page 39

• Configuring an Aggregated Ethernet Interface and Configuring LACP on That

Interface on page 40

Configuring a VLAN

You can configure one or more VLANs to perform Layer 2 bridging. The Layer 2 bridging

functions include integrated routing and bridging (IRB) for support for Layer 2 bridging

and Layer 3 IP routing on the same interface. EX Series and QFX Series switches can

function as Layer 2 switches, each with multiple bridging, or broadcast, domains that

participate in the same Layer 2 network. You can also configure Layer 3 routing support

for a VLAN.

To configure a VLAN:

1. Create the VLAN by setting a unique VLAN name and configuring the VLAN ID:

[edit]
user@host# set vlans vlan-name vlan-id vlan-id-number

Using the VLAN ID list option, you can optionally specify a range of VLAN IDs.

[edit]
user@host# set vlans vlan-name vlan-id-list vlan-ids | vlan-id--vlan-id
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2. Assign at least one interface to the VLAN:

[edit]
user@host# set interface interface-name familyethernet-switchingvlanmembersvlan-name

Configuring the Native VLAN Identifier

EX Series and QFX Series switches support receiving and forwarding routed or bridged

Ethernet frames with 802.1Q VLAN tags. Typically, trunk ports, which connect switches

toeachother, acceptuntaggedcontrol packets, butdonotacceptuntaggeddatapackets.

You can enable a trunk port to accept untagged data packets by configuring a native

VLAN ID on the interface on which you want the untagged data packets to be received.

To configure the native VLAN ID:

1. On the interface on which you want untagged data packets to be received, set the

interface mode to trunk, which specifies that the interface is in multiple VLANs and

canmultiplex traffic between different VLANs.

[edit interfaces]
user@host# set interface-name unit logical-unit-number family ethernet-switching
interface-mode trunk

2. Configure the native VLAN ID and assign the interface to the native VLAN ID:

[edit interfaces]
user@host# set interface-name native-vlan-id number

3. Assign the interface to the native VLAN ID:

[edit interfaces]
user@host# set interface-name unit logical-unit-number family ethernet-switching vlan
members native-vlan-id-number

Configuring Layer 2 Interfaces

To ensure that your high-traffic network is tuned for optimal performance, explicitly

configure some settings on the switch's network interfaces.

To configure a Gigabit Ethernet interface or a 10-Gigabit Ethernet interface as a trunk

interface:

[edit]
user@host# set interfaces interface-name unit logical-unit-number family ethernet-switching
interface-mode trunk

To configure a Gigabit Ethernet interface or a 10-Gigabit Ethernet interface as a access

interface:

[edit]
user@host# set interfaces interface-name unit logical-unit-number family ethernet-switching
interface-mode access
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To assign an interface to VLAN:

[edit interfaces]
user@host# set interface-nameunit logical-unit-number familyethernet-switchingvlanmembers
[all | vlan-names | vlan-ids]

Configuring Layer 3 Interfaces

To configure a Layer 3 interface, youmust assign an IP address to the interface. You

assign an address to an interface by specifying the address when you configure the

protocol family. For the inet or inet6 family, configure the interface IP address.

You can configure interfaceswith a 32-bit IP version 4 (IPv4) address andoptionallywith

a destination prefix, sometimes called a subnetmask. An IPv4 address utilizes a 4-octet

dotteddecimaladdress syntax (for example, 192.168.1.1). An IPv4addresswithdestination

prefix utilizesa4-octetdotteddecimal address syntaxwithadestinationprefix appended

(for example, 192.168.1.1/16).

To specify an IP4 address for the logical unit:

[edit]
user@host# set interfaces interface-nameunit logical-unit-number family inetaddress ip-address

You represent IP version 6 (IPv6) addresses in hexadecimal notation by using a

colon-separated list of 16-bit values. You assign a 128-bit IPv6 address to an interface.

To specify an IP6 address for the logical unit:

[edit]
user@host# set interfaces interface-nameunit logical-unit-number family inet6address ip-address

Configuring an IRB Interface

Integrated routing and bridging (IRB) provides support for Layer 2 bridging and Layer 3

IP routing on the same interface. IRB enables you to route packets to another routed

interfaceor toanotherVLAN that hasaLayer 3protocol configured. IRB interfaces enable

the device to recognize packets that are being sent to local addresses so that they are

bridged (switched) whenever possible and are routed only when necessary. Whenever

packets can be switched instead of routed, several layers of processing are eliminated.

An interface named irb functions as a logical router on which you can configure a Layer

3 logical interface for VLAN. For redundancy, you can combine an IRB interface with

implementations of the Virtual Router Redundancy Protocol (VRRP) in both bridging

and virtual private LAN service (VPLS) environments.

To configure an IRB interface:

1. Create a Layer 2 VLAN by assigning it a name and a VLAN ID:

[edit]
user@host# set vlans vlan-name vlan-id vlan-id

2. Create an IRB logical interface:

[edit]
user@host# set interface irb unit logical-unit-number family inet address ip-address

39Copyright © 2019, Juniper Networks, Inc.

Chapter 1: Understanding Layer 2 Networking



3. Associate the IRB interface with the VLAN:

[edit]
user@host# set vlans vlan-name l3-interface irb.logical-unit-number

Configuring an Aggregated Ethernet Interface and Configuring LACP on That Interface

Use the link aggregation feature to aggregate one or more links to form a virtual link or

link aggregation group (LAG). TheMACclient can treat this virtual link as if itwere a single

link to increase bandwidth, provide graceful degradation as failure occurs, and increase

availability.

To configure an aggregated Ethernet interface:

1. Specify the number of aggregated Ethernet interfaces to be created:

[edit chassis]
user@host# set aggregated-devices ethernet device-count number

2. Specify the name of the link aggregation group interface:

[edit]
user@host# set interfaces aex

3. Specify the minimum number of links for the aggregated Ethernet interface (aex)–

that is, the defined bundle– to be labeled up:

[edit interfaces]
user@host# set aex aggregated-ether-optionsminimum-links number

4. Specify the link speed for the aggregated Ethernet bundle:

[edit interfaces]
user@host# set aex aggregated-ether-options link-speed link-speed

5. Specify the members to be included within the aggregated Ethernet bundle:

[edit interfaces]
user@host# set interface-name ether-options 802.3ad aex
user@host# set interface-name ether-options 802.3ad aex

6. Specify an interface family for the aggregated Ethernet bundle:

[edit interfaces]
user@host# set aex unit 0 family inet address ip-address

For aggregated Ethernet interfaces on the device, you can configure the Link Aggregation

Control Protocol (LACP). LACP bundles several physical interfaces to form one logical

interface. You can configure aggregated Ethernet with or without LACP enabled.

When LACP is enabled, the local and remote sides of the aggregated Ethernet links

exchange protocol data units (PDUs), containing information about the state of the link.

You can configure Ethernet links to actively transmit PDUs, or you can configure the links
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to passively transmit them, sending out LACP PDUs only when they receive them from

another link. One side of the link must be configured as active for the link to be up.

To configure LACP:

1. Enable one side of the aggregated Ethernet link as active:

[edit interfaces]
user@host# set aex aggregated-ether-options lacp active

2. Specify the interval at which the interfaces send LACP packets:

[edit interfaces]
user@host# set aex aggregated-ether-options lacp periodic interval

Understanding ELS Configuration Statement and Command Changes

ELS was introduced in Junos OS Release 12.3R2 for EX9200 switches. ELS changes the

CLI for some of the Layer 2 features on supported EX Series and QFX Series switches.

The following sections provide a list of existing commands that were moved to new

hierarchy levels or changed on EXSeries switches as part of this CLI enhancement effort.

These sectionsareprovidedasahigh-level referenceonly. For detailed informationabout

these commands, use the links to the configuration statements provided or see the

technical documentation.

• Changes to the ethernet-switching-options Hierarchy Level on page 41

• Changes to the Port Mirroring Hierarchy Level on page 43

• Changes to the Layer 2 Control Protocol Hierarchy Level on page 43

• Changes to the dot1q-tunneling Statement on page 44

• Changes to the L2 Learning Protocol on page 44

• Changes to Nonstop Bridging on page 44

• Changes to Port Security and DHCP Snooping on page 45

• Changes to Configuring VLANs on page 47

• Changes to Storm Control Profiles on page 50

• Changes to the Interfaces Hierarchy on page 51

• Changes to IGMP Snooping on page 52

Changes to the ethernet-switching-options Hierarchy Level

This section outlines the changes to the ethernet-switching-options hierarchy level.

NOTE: The ethernet-switching-options hierarchy level has been renamed as

switch-options.
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Table 3: Renaming the ethernet-switching-options hierarchy

Changed HierarchyOriginal Hierarchy

switch-options {
...
authentication-whitelist {

...
}

}

ethernet-switching-options {
authentication-whitelist {

...
}

}

switch-options {
interfaces interface-name {
no-mac-learning;
...

}
}

ethernet-switching-options {
interfaces interface-name {

no-mac-learning;
...

}
}

switch-options {
unknown-unicast-forwarding {

(...)
}

}

ethernet-switching-options {
unknown-unicast-forwarding {

(...)
}

}

switch-options {
voip {
interface (all | [interface-name | access-ports]) {
forwarding-class (assured-forwarding | best-effort

| expedited-forwarding | network-control);
vlan vlan-name;

...
}

}
}

ethernet-switching-options {
voip {
interface (all | [interface-name | access-ports]) {
forwarding-class (assured-forwarding | best-effort |

expedited-forwarding | network-control);
vlan vlan-name;

...
}

}
}

Table 4: RTG Statements

Changed HierarchyOriginal Hierarchy

switch-options {
redundant-trunk-group {
group name {
description;
interface interface-name {
primary;

}
preempt-cutover-timer seconds;
...

}
}

}

ethernet-switching-options {
redundant-trunk-group {
group name {
description;
interface interface-name {
primary;

}
preempt-cutover-timer seconds;
...

}
}

}
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Table 5: Deleted Statements

Changed HierarchyOriginal Hierarchy

The statements have been removed from the switch-options
hierarchy.

ethernet-switching-options {
mac-notification {
notification-interval seconds;
...

}
}

The statements have been removed from the switch-options
hierarchy.

ethernet-switching-options {
traceoptions {
file filename <files number> <no-stamp> <replace>

<size size> <world-readable | no-world-readable>;
flag flag <disable>;
...

}
}

NOTE: The port-error-disable statement has been replaced
with a new statement.

interfaces interface-name family ethernet-switching {
recovery-timeout seconds;

}

ethernet-switching-options {
port-error-disable {
disable-timeout timeout;
...

}
}

Changes to the Port Mirroring Hierarchy Level

NOTE: Statements have moved from theethernet-switching-optionshierarchy

level to the forwarding-options hierarchy level.

Table 6: Port Mirroring hierarchy

Changed HierarchyOriginal Hierarchy

forwarding-options {
analyzer (Port Mirroring) {
name {

...
}

}
}

ethernet-switching-options {
analyzer (Port Mirroring) {
name {

...
}

}
}

Changes to the Layer 2 Control Protocol Hierarchy Level

TheLayer 2 control protocol statementshavemoved fromtheethernet-switching-options

hierarchy to the protocols hierarchy.
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Table 7: Layer 2 Control Protocol

Changed HierarchyOriginal Hierarchy

protocols {
layer2-control {
bpdu-block {

...
}

}
}

ethernet-switching-options {
bpdu-block {

...
}

}

Changes to the dot1q-tunneling Statement

The dot1q-tunneling statement has been replaced with a new statement andmoved to

a different hierarchy level.

Table 8: dot1q-tunneling

Changed HierarchyOriginal Hierarchy

interfaces interface-name {
ether-options {
ethernet-switch-profile {
tag-protocol-id [tpids];

}
}

}

interfaces interface-name {
aggregated-ether-options {
ethernet-switch-profile {
tag-protocol-id [tpids];

}
}

}

ethernet-switching-options {
dot1q-tunneling {
ether-type (0x8100 | 0x88a8 | 0x9100);

...
}

}

Changes to the L2 Learning Protocol

Themac-table-aging-time statement has been replaced with a new statement and

moved to a different hierarchy level.

Table 9: mac-table-aging-time statement

Changed HierarchyOriginal Hierarchy

protocols {
l2-learning {
global-mac-table-aging-time seconds;

...
}

}

ethernet-switching-options {
mac-table-aging-time seconds;

...
}

Changes to Nonstop Bridging

The nonstop-bridging statement has moved to a different hierarchy level.
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Table 10: Nonstop Bridging statement

Changed HierarchyOriginal Hierarchy

protocols {
layer2-control {
nonstop-bridging {
}

}
}

ethernet-switching-options {
nonstop-bridging;

}

Changes to Port Security and DHCP Snooping

Port security and DHCP snooping statements havemoved to different hierarchy levels.

NOTE: The statement examine-dhcpdoes not exist in the changed hierarchy.

DHCP snooping is now enabled automatically when other DHCP security
features are enabled on a VLAN. See Configuring Port Security Features for
additional information.

45Copyright © 2019, Juniper Networks, Inc.

Chapter 1: Understanding Layer 2 Networking



Table 11: Port Security statements

Changed HierarchyOriginal Hierarchy

vlans vlan-name forwarding-options{
dhcp-security {
arp-inspection;
group group-name {
interfaceiinterface-name {
static-ip ip-address {

mac mac-address;
}

}
overrides {
no-option82;
trusted;

}
}
ip-source-guard;
no-dhcp-snooping;
option-82 {

circuit-id {
prefix {

host-name;
routing-instance-name;

}
use-interface-description (device | logical);
use-vlan-id;

}
remote-id {

host-name;
use-interface-description (device | logical);
use-string string;

}
vendor-id {

use-string string;
}

}
}

ethernet-switching-options {
secure-access-port {

interface (all | interface-name) {
(dhcp-trusted | no-dhcp-trusted );
static-ip ip-address {

mac mac-address;
vlan vlan-name;

}
}
vlan (all | vlan-name) {

(arp-inspection | no-arp-inspection );
dhcp-option82 {

disable;
circuit-id {
prefix hostname;
use-interface-description;
use-vlan-id;

}
remote-id {

prefix (hostname | mac | none);
use-interface-description;
use-string string;

}
vendor-id [string];

}
(examine-dhcp | no-examine-dhcp);
}
(ip-source-guard | no-ip-source-guard);

}
}

TIP: For allowed mac configuration, the original hierarchy statement set

ethernet-switching-optionssecure-access-port interfacege-0/0/2allowed-mac

00:05:85:3A:82:8 is replaced by the ELS command set interfaces ge-0/0/2

unit 0 accept-source-macmac-address 00:05:85:3A:82:8

NOTE: DHCP snooping statements have moved to a different hierarchy level.
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Table 12: DHCP Snooping Statements

Changed HierarchyOriginal Hierarchy

system [
processes [
dhcp-service
dhcp-snooping-file local_pathname | remote_URL;

write-interval interval;
}

}

ethernet-switching-options {
secure-access-port {
dhcp-snooping-file {

location local_pathname | remote_URL;
timeout seconds;
write-interval seconds;

}

Changes to Configuring VLANs

The statements for configuring VLANs havemoved to a different hierarchy level.

NOTE: Starting with Junos OS Release 14.1X53-D10 for EX4300 and EX4600
switches, when enabling xSTP, you can enable it on some or all interfaces
included in a VLAN. For example, if you configure VLAN 100 to include
interfaces ge-0/0/0, ge-0/0/1, and ge-0/0/2, and you want to enable MSTP
on interfaces ge-0/0/0 and ge-0/0/2, you can specify the set protocolsmstp

interface ge-0/0/0 and set protocolsmstp interface ge-0/0/2 commands. In

this example, you did not explicitly enable MSTP on interface ge-0/0/1;
therefore, MSTP is not enabled on this interface.

Table 13: VLAN hierarchy

Changed HierarchyOriginal Hierarchy

vlans vlan-name switch-options {
mac-move-limit

}

ethernet-switching-options {
secure-access-port vlan (all | vlan-name{
mac-move-limit

}

NOTE: Statement is replaced with a new statement and has
moved to a different hierarchy level.

vlans {
vlan-name {

switch-options {
interface interface-name {
static-macmac-address;

...
}

}
}

}

ethernet-switching-options {
static {
vlan vlan-id {
macmac-address next-hop interface-name;
...

}
}

}
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Table 13: VLAN hierarchy (continued)

Changed HierarchyOriginal Hierarchy

These statements have been removed. You can assign
interfaces to a VLAN using the [edit interfaces interface-name
unit logical-unit-number familyethernet-switchingvlanmembers
vlan-name] hierarchy.

vlans {
vlan-name {
interface interface-name {
egress;
ingress;
mapping (native (push | swap) | policy | tag (push |

swap));
pvlan-trunk;
...

}
}

}

Statements have been removed.vlans {
vlan-name {
isolation-id id-number;

...
}

}

NOTE: Syntax is changed.

vlans {
vlan-name {
interface irb.logical-interface-number;

...
}

}

vlans {
vlan-name {
interface vlan.logical-interface-number;

...
}

}

Statement is removed. Ingress traffic is automatically tracked.vlans {
vlan-name {
l3-interface-ingress-counting layer-3-interface-name;

...
}

}

Statement is removed.vlans {
vlan-name {
no-local-switching;

...
}

}

Statement has beenmoved to different hierarchy.

vlans {
vlan-name {

switch-options {
no-mac-learning limit

...
}

}
}

vlans {
vlan-name {
no-mac-learning;

...
}

}
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Table 13: VLAN hierarchy (continued)

Changed HierarchyOriginal Hierarchy

Statement has been removed.vlans {
vlan-name {
primary-vlan vlan-name;

...
}

}

Statement is removed.vlans {
vlan-name {
vlan-prune;

...
}

}

NOTE: Statement has been replaced with a new statement.

vlans {
vlan-name {
vlan-id-list [vlan-id-numbers];

...
}

}

vlans {
vlan-name {
vlan-range vlan-id-low-vlan-id-high;

...
}

}

NOTE: Syntax is changed.

vlans {
vlan-name {
interface irb.logical-interface-number;

...
}

}

vlans {
vlan-name {
l3-interface vlan.logical-interface-number;

...
}

}

Table 14: Statements Moved to a Different Hierarchy

Changed HierarchyOriginal Hierarchy

interface interface-name {
encapsulation extended-vlan-bridge;
flexible-vlan-tagging;
native-vlan-id number;
unit logical-unit-number {
input-vlan-map action;
output-vlan-map action;
vlan-id number;
vlan-id-list [vlan-id vlan-id–vlan-id];

}
}

vlans {
vlan-name {
dot1q-tunneling {
customer-vlans (id | native | range);
layer2-protocol-tunneling all | protocol-name {
drop-threshold number;
shutdown-threshold number;

...
}

}
}

}
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Table 14: Statements Moved to a Different Hierarchy (continued)

Changed HierarchyOriginal Hierarchy

vlans {
vlan-name {

forwarding-options {
filter{
input filter-name
output filter-name;
...

}
}

}
}

vlans {
vlan-name {
filter{
input filter-name
output filter-name;
...

}
}

}

vlans {
vlan-name {

switch-options {
interface-mac-limit limit {
packet-action action;
...

}
}

}
}

vlans {
vlan-name {

switch-options {
interface interface-name {
interface-mac-limit limit {
packet-action action;
...

}
}

}
}

}

vlans {
vlan-name {
mac-limit limit action action;

...
}

}

protocols {
l2-learning {
global-mac-table-aging-time seconds;

...
}

}

vlans {
vlan-name {
mac-table-aging-time seconds;

...
}

}

Changes to Storm Control Profiles

Storm control is configured in two steps. The first step is to create a storm control profile

at the [edit forwarding-options] hierarchy level, and the second step is to bind the profile

to a logical interface at the [edit interfaces] hierarchy level. See Example: Configuring

Storm Control to Prevent Network Outages on EX Series Switches for the changed

procedure.
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Table 15: Changes to the Storm Control Profile hierarchy level

Changed HierarchyOriginal Hierarchy

forwarding-options {
storm-control-profiles profile-name {

(...)
}

}

interfaces interface-name unit number family
ethernet-switching {
storm-control storm-control-profile;

}

ethernet-switching-options {
storm-control {

(...)
}

}

Changes to the Interfaces Hierarchy

NOTE: Statements have been moved to a different hierarchy.

Table 16: Changes to the Interfaces hierarchy

Changed HierarchyOriginal Hierarchy

interfaces interface-name {
link-modemode;
speed speed)

}

interfaces interface-name {
ether-options {
link-modemode;
speed (auto-negotiation | speed)

}
}

interfaces interface-name {
native-vlan-id vlan-id

}

interfaces interface-name {
unit logical-unit-number {

family ethernet-switching {
native-vlan-id vlan-id

}
}

}

NOTE: Statement has been replaced with a new statement.

interfaces interface-name {
unit logical-unit-number {

family ethernet-switching {
interface-modemode

}
}

}

interfaces interface-name {
unit logical-unit-number {

family ethernet-switching {
port-modemode

}
}

}

NOTE: Statement has been replaced with a new statement.

interfaces irb

interfaces vlan
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Changes to IGMP Snooping

Table 17: IGMP Snooping hierarchy

Changed HierarchyOriginal Hierarchy

protocols {
igmp-snooping {
vlan vlan-name {

immediate-leave;
interface (all | interface-name) {

group-limit <1..65535>
host-only-interface
multicast-router-interface;
immediate-leave;
static {

group multicast-ip-address {
source <>

}
}

}
}
l2-querier {

source-address ip-address;
}
proxy {

source-address ip-address;
}
query-interval number;
query-last-member-interval number;
query-response-interval number;
robust-count number;
traceoptions {

file filename<filesnumber> <no-stamp> <replace>
<size maximum-file-size> <world-readable |
no-world-readable>;

flag flag <flag-modifier>;
}

}
}

}

protocols {
igmp-snooping {

traceoptions {
file filename <files number> <no-stamp> <replace>

<size maximum-file-size> <world-readable |
no-world-readable>;

flag flag <flag-modifier> <disable>;
}
vlan (all | vlan-identifier) {

disable;
data-forwarding {

receiver {
install;
source-vlans vlan-name;

}
source {

groups ip-address;
}

}
immediate-leave;
interface (all | interface-name) {

multicast-router-interface;
static {

group multicast-ip-address;
}

}
proxy {

source-address ip-address;
}
robust-count number;

}
}

}

Understanding the ELS Translator

ELS Translator is aWeb-based tool that converts Junos OS Layer 2 configurations to

EnhancedLayer 2Software (ELS)configurations. This conversion tool supportsall Juniper

Networks EXSeries,MXSeries, andQFXSeries deviceswith ELS installed. ELSTranslator

is hosted on the Juniper Networks Customer Support website for EX Series switches, MX

Series routers, andQFXSeries switchesand is available to registeredusers, internal users,

partners, and premium service contract customers. You need to log in using your Juniper

Networks username and password to access the ELS Translator.

Click here to access the ELS translator.
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If you are upgrading from a version of Junos OS that does not support ELS to a version

of Junos OS that supports ELS, we recommend that you update your configuration with

the ELS Translator using the following procedure:

1. Log in to your device by using the console port.

NOTE: Perform this procedure only from the console port. You will lose
connectivity to your device if you perform this procedure from a
management port or any other interface.

2. Copy the entire existing configuration to another file. Save the file in a remote location.

See Saving a Configuration to a File.

3. Retain the portion of your existing configuration related to management network

connectivity (such as [edit system] hierarchy level). Delete all other top-level

configuration hierarchy levels (such as the [edit interfaces], [edit protocols], and [edit

vlans]). Issue the commit command to remove the deleted configuration hierarchy

levels.

4. Perform the software upgrade. Reboot your device to complete the upgrade. See

Software Installation and Upgrade Overview.

NOTE: Ensure that the console port connection is up during the reboot.

5. Click here to access the ELS Translator in a web browser. Follow the instructions on

the page to update your configuration.

6. Return to your console port connection. When the switch has rebooted to complete

the software upgrade, copy the configuration from the ELS Translator to your switch.

See Uploading a Configuration File.

7. Commit the new configuration.

NOTE: It is possible that scripts do not translate correctly. Therefore, review
translated scripts carefully before loading the converted configuration on
your switch or other device.

Enhanced Layer 2 CLI Configuration Statement and Command Changes for Security Devices

Starting in Junos OS Release 15.1X49-D10 and Junos OS Release 17.3R1, some Layer 2

CLI configuration statements are enhanced, and some commands are changed.

Table 18 on page 54 and Table 19 on page 55 provide lists of existing commands that
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have beenmoved to new hierarchies or changed on SRX Series devices as part of this

CLI enhancement effort. The tables are provided as a high-level reference only. For

detailed information about these commands, see CLI Explorer.

Table 18: Enhanced Layer 2 Configuration Statement Changes

Change
DescriptionHierarchy LevelChanged HierarchyOriginal Hierarchy

Hierarchy
renamed.

[edit]vlans vlans-name {
...
}

}

bridge-domains
bridge-domain--name {
...
}

}

Statement
renamed.

[edit vlans vlans-name]vlans vlans-name {
vlanmembers [vlan-id] ;

}

bridge-domains
bridge-domain--name {
vlan-id-list [vlan-id] ;

}

Statement
renamed.

[edit vlans vlans-name]switch-options {
interface interface-name {

encapsulation-type;
ignore-encapsulation-mismatch;
pseudowire-status-tlv;
static-mac mac-address {

vlan-id vlan-id;
}

}
mac-table-aging-time
seconds;

mac-table-size {
number;
packet-action drop;

}
}

bridge-options {
interface interface-name {

encapsulation-type;
ignore-encapsulation-mismatch;
pseudowire-status-tlv;
static-mac mac-address {

vlan-id vlan-id;
}

}
mac-table-aging-time
seconds;

mac-table-size {
number;
packet-action drop;

}
}

Statement
renamed.

[edit security flow]ethernet-switching {
block-non-ip-all;
bpdu-vlan-flooding;
bypass-non-ip-unicast;
no-packet-flooding {

no-trace-route;
}

}

bridge {
block-non-ip-all;
bpdu-vlan-flooding;
bypass-non-ip-unicast;
no-packet-flooding {

no-trace-route;
}

}

Hierarchy
renamed.

[edit interfaces interface-name ]
unit unit-number

family {
ethernet-switching {
...

family {
bridge {

bridge-domain-type (svlan|
bvlan);

...

Statement
renamed.

[edit vlans vlans-name]...
l3-interface irb.0;
...

...
routing-interface irb.0;
...
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Table 19: Enhanced Layer 2 Operational Command Changes

Modified Operational CommandOriginal Operational Command

clear ethernet-switching tableclear bridge mac-table

clear ethernet-switching table persistent-learningclear bridge mac-table persistent-learning

show vlansshow bridge domain

show ethernet-switching tableshow bridge mac-table

show ethernet-switching interfaceshow l2-learning interface

NOTE: There is no fxp0 out-of-band management interface on the SRX300,
SRX320, and SRX500HM devices. (Platform support depends on the Junos
OS release in your installation.)

See Also Layer 2 Transparent Mode Overview•

• Understanding Switching Modes on Security Devices on page 593

Layer 2 Next GenerationMode for ACX Series

The Layer 2 Next Generation mode, also called Enhanced Layer 2 Software (ELS), is

supportedonACX5048,ACX5096, andACX5448 routers for configuringLayer 2 features.

The Layer 2 CLI configurations and show commands for ACX5048, ACX5096, and

ACX5448 routers differ from those for other ACX Series routers (ACX1000, ACX1100,

ACX2000, ACX2100, ACX2200, and ACX4000) and MX Series routers.

Formore informationaboutEnhancedLayer2Software, seeGetting Started with Enhanced

Layer 2 Software.

Table 20onpage55shows thedifferences inCLI hierarchy for configuring Layer 2 features

in Layer 2 next generation mode.

Table 20: Differences in CLI Hierarchy for Layer 2 Features in Layer 2 Next Generation Mode

ACX5048, ACX5096, and ACX5448
Routers

ACX1000, ACX1100, ACX2000, ACX2100,
ACX2200, ACX4000, and MX Series RoutersFeature

[edit vlans vlan-name][edit bridge-domains bridge-domain-name]Bridge Domain

[edit interfaces interface-nameunitunit-number
family ethernet-switching]

[edit interfaces interface-name unit unit-number
family bridge]

Family bridge

[edit vlans vlan-name switch-options][edit bridge-domains bridge-domain-name
bridge-options]

Layer 2 options
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Table 20: Differences in CLI Hierarchy for Layer 2 Features in Layer 2 Next Generation Mode (continued)

ACX5048, ACX5096, and ACX5448
Routers

ACX1000, ACX1100, ACX2000, ACX2100,
ACX2200, ACX4000, and MX Series RoutersFeature

[edit interfaces interface-name ether-options][edit interfaces interface-namegigether-options]Ethernet options

[edit vlans vlan-name] l3-interface irb.unit;[edit bridge-domains bridge-domain-name]
routing-interface irb.unit;

Integrated routing and
bridging (IRB)

[edit forwarding-options
storm-control-profiles]

[edit interfaces interface-name ether-options]
storm-control name;
recovery-timeout interval;

[edit vlans vlan-name forwarding-options flood
filter filter-name]

Storm control

[editprotocols igmp-snoopingvlanvlan-name][edit bridge-domains bridge-domain-name
protocols igmp-snooping]

InternetGroupManagement
Protocol (IGMP) snooping

[edit firewall family ethernet-switching][edit firewall family bridge]Family bridge firewall filter

Table 21 on page 56 shows the differences in show commands for Layer 2 features in

Layer 2 next generation mode.

Table 21: Differences in show Commands for Layer 2 Features in Layer 2 Next Generation Mode

ACX5048, ACX5096, and ACX5448
Routers

ACX1000, ACX1100, ACX2000, ACX2100,
ACX2200, ACX4000, and MX Series RoutersFeature

show vlansshow bridge-domainVLAN

show ethernet-switching tableshow bridgemac-tableMAC table

show ethernet-switching tableshow bridgemac-table
(MAC address, bridge-domain name, interface,
VLAN ID, and instance)

MAC table options

show ethernet-switching interfacesshow l2-learning interfaceSwitch port listing with VLAN
assignments

show route forwarding-table family
ethernet-switching

show route forwarding-table family bridgeKernel state of flush database

See Also • Storm Control on ACX Series Routers Overview

• Layer 2 Bridge Domains on ACX Series Overview

• Guidelines for Configuring Firewall Filters

• IGMP Snooping and Bridge Domains

• Understanding Ethernet Link Aggregation on ACX Series Routers
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CHAPTER 2

Configuring Layer 2 Forwarding Tables

• Layer 2 Forwarding Tables on page 57

Layer 2 Forwarding Tables

• Layer 2 Learning and Forwarding for VLANs Overview on page 57

• Layer 2 Learning and Forwarding for VLANs Acting as a Switch for a Layer 2 Trunk

Port on page 59

• Understanding the Unified Forwarding Table on page 60

• Example: Configuring a Unified Forwarding Table Custom Profile on page 67

• Configuring the Unified Forwarding Table on Switches on page 71

• Configuring Forwarding Mode on Switches on page 78

• Disabling Layer 2 Learning and Forwarding on page 78

Layer 2 Learning and Forwarding for VLANs Overview

Understanding Layer 2 Forwarding Tables on Switches, Routers and NFX Series
Devices

You can configure Layer 2 MAC address and VLAN learning and forwarding properties in

support of Layer 2 bridging. Unicast media access control (MAC) addresses are learned

to avoid flooding the packets to all the ports in a VLAN. A source MAC entry is created in

its source and destination MAC tables for each MAC address learned from packets

received on ports that belong to the VLAN.

When you configure a VLAN, Layer 2 address learning is enabled by default. The VLAN

learns unicast media access control (MAC) addresses to avoid flooding the packets to

all the ports in the VLAN. Each VLAN creates a source MAC entry in its source and

destination MAC tables for each source MAC address learned from packets received on

the ports that belong to the VLAN.

NOTE: Traffic is not flooded back onto the interface on which it was received.
However, because this “split horizon” occurs at a late stage, the packet
statistics displayed by commands such as show interfaces queue will include

flood traffic.
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You can optionally disableMAC learning either for the entire device or for a specific VLAN

or logical interface. You can also configure the following Layer 2 learning and forwarding

properties:

• Timeout interval for MAC entries

• Static MAC entries for logical interfaces only

• Limit to the number ofMAC addresses learned froma specific logical interface or from

all the logical interfaces in a VLAN

• Size of the MAC address table for the VLAN

• MAC accounting for a VLAN

Understanding Layer 2 Forwarding Tables on Security Devices

The SRX Series device maintains forwarding tables that contain MAC addresses and

associated interfaces for each Layer 2 VLAN. When a packet arrives with a new source

MAC address in its frame header, the device adds the MAC address to its forwarding

table and tracks the interface at which the packet arrived. The table also contains the

corresponding interface throughwhich thedevice can forward traffic for aparticularMAC

address.

If the destination MAC address of a packet is unknown to the device (that is, the

destination MAC address in the packet does not have an entry in the forwarding table),

the device duplicates the packet and floods it on all interfaces in the VLAN other than

the interface on which the packet arrived. This is known as packet flooding and is the

default behavior for the device to determine the outgoing interface for an unknown

destinationMACaddress. Packet flooding is performedat two levels: packetsare flooded

to different zones as permitted by configured Layer 2 security policies, and packets are

also flooded to different interfaces with the same VLAN identifier within the same zone.

The device learns the forwarding interface for the MAC address when a reply with that

MAC address arrives at one of its interfaces.

You can specify that the SRX Series device use ARP queries and traceroute requests

(which are ICMP echo requests with the time-to-live values set to 1) instead of packet

flooding to locateanunknowndestinationMACaddress. Thismethod is consideredmore

secure than packet flooding because the device floods ARP queries and traceroute

packets—not the initial packet—on all interfaces. When ARP or traceroute flooding is

used, the original packet is dropped. The device broadcasts an ARP or ICMP query to all

other deviceson the samesubnetwork, requesting thedeviceat the specifieddestination

IP address to send back a reply. Only the device with the specified IP address replies,

which provides the requestor with the MAC address of the responder.

ARP allows the device to discover the destination MAC address for a unicast packet if

the destination IP address is in the same subnetwork as the ingress IP address. (The

ingress IP address refers to the IP address of the last device to send the packet to the

device. The device might be the source that sent the packet or a router forwarding the

packet.) Traceroute allows the device to discover the destination MAC address even if

the destination IP address belongs to adevice in a subnetwork beyond that of the ingress

IP address.
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WhenyouenableARPqueries to locateanunknowndestinationMACaddress, traceroute

requests are also enabled. You can also optionally specify that traceroute requests not

be used; however, the device can then discover destination MAC addresses for unicast

packets only if the destination IP address is in the same subnetwork as the ingress IP

address.

Whether you enable ARP queries and traceroute requests or ARP-only queries to locate

unknowndestinationMACaddresses, theSRXSeriesdeviceperforms the following series

of actions:

1. The device notes the destination MAC address in the initial packet. The device adds

the sourceMACaddress and its corresponding interface to its forwarding table, if they

are not already there.

2. The device drops the initial packet.

3. The device generates an ARP query packet and optionally a traceroute packet and

floods those packets out all interfaces except the interface onwhich the initial packet

arrived.

ARP packets are sent out with the following field values:

• Source IP address set to the IP address of the IRB

• Destination IP address set to the destination IP address of the original packet

• Source MAC address set to the MAC address of the IRB

• Destination MAC address set to the broadcast MAC address (all 0xf)

Traceroute (ICMP echo request or ping) packets are sent out with the following field

values:

• Source IP address set to the IP address of the original packet

• Destination IP address set to the destination IP address of the original packet

• Source MAC address set to the source MAC address of the original packet

• DestinationMAC address set to the destinationMAC address of the original packet

• Time-to-live (TTL) set to 1

4. Combining the destination MAC address from the initial packet with the interface

leading to that MAC address, the device adds a new entry to its forwarding table.

5. Thedevice forwardsall subsequentpackets it receives for thedestinationMACaddress

out the correct interface to the destination.

Layer 2 Learning and Forwarding for VLANs Acting as a Switch for a Layer 2 Trunk Port

Layer 2 learning is enabled by default. A set of VLANs, configured to function as a switch

with a Layer 2 trunk port, learns unicast media access control (MAC) addresses to avoid

flooding packets to the trunk port.
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NOTE: Traffic is not flooded back onto the interface on which it was received.
However, because this “split horizon” occurs at a late stage, the packet
statistics displayed by commands such as show interfaces queue will include

flood traffic.

You can optionally disable Layer 2 learning for the entire set of VLANs as well as modify

the following Layer 2 learning and forwarding properties:

• Limit the number of MAC addresses learned from the Layer 2 trunk port associated

with the set of VLANs

• Modify the size of the MAC address table for the set of VLANs

• Enable MAC accounting for the set of VLANs

Understanding the Unified Forwarding Table

Traditionally, forwarding tables have been statically defined and have supported only a

fixed number of entries for each type of address. The Unified Forwarding Table (UFT)

feature enables you to allocate forwarding table resources to optimize the memory

available for different address types basedon the needs of your network. You can choose

to allocate a higher percentage of memory for one type of address or another.

• Using the Unified Forwarding Table to Optimize Address Storage on page 60

• Understanding the Allocation of MAC Addresses and Host Addresses on page 61

• Understanding Ternary Content Addressable Memory (TCAM) and Longest Prefix

Match Entries on page 66

• Host Table Example for Profile with Heavy Layer 2 Traffic on page 66

Using the Unified Forwarding Table to Optimize Address Storage

On the QFX5100, EX4600, EX4650, QFX5110, QFX5200, and QFX5120 switches, you

can control the allocation of forwarding table memory available to store the following:

• MAC addresses—In a Layer 2 environment, the switch learns newMAC addresses and

stores them in a MAC address table

• Layer 3 host entries–In a Layer 2 and Layer 3 environment, the switch learns which IP

addresses are mapped to which MAC addresses; these key-value pairs are stored in

the Layer 3 host table.

• Longest prefix match (LPM) table entries—In a Layer 3 environment, the switch has a

routing table and themost specific route has an entry in the forwarding table to

associate a prefix or netmask to a next hop. Note, however, that all IPv4 /32 prefixes

and IPv6 /128 prefixes are stored in the Layer 3 host table.

UFT essentially combines the three distinct forwarding tables to create one table with

flexible resource allocation. You can select one of five forwarding table profiles that best

meets your network needs. Each profile is configured with different maximum values for

each typeof address. For example, for a switch that handlesagreat deal of Layer 2 traffic,
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such as a virtualized network with many servers and virtualizedmachines, you would

likely choose a profile that allocates a higher percentage of memory to MAC addresses.

For a switch that operates in the core of a network, participates in an IP fabric, you

probably want to maximize the number of routing table entries it can store. In this case,

you would choose a profile that allocates a higher percentage of memory to longest

matchprefixes.TheQFX5200switchsupportsacustomprofile thatallowsyou topartition

the four available sharedmemory banks with a total of 128,000 entries among MAC

addresses, Layer 3 host addresses, and LPM prefixes.

NOTE: Support for QFX5200 switches was introduced in Junos OS Release
15.1x53-D30. The QFX5200 switch is not supported on Junos OS Release
16.1R1.

Understanding the Allocation of MAC Addresses and Host Addresses

All five profiles are supported, each of which allocates different amounts of memory for

Layer 2 or Layer 3 entries, enabling you choose one that best suits the needs of your

network. The QFX5200 and QFX5210 switches, however, supports different maximum

values for each profile from the other switches. For more information about the custom

profile, see “Configuring the Unified Forwarding Table on Switches” on page 71.

NOTE: The default profile is l2-profile-three, which allocates equal space for

MAC Addresses and Layer 3 host addresses. On QFX5100, EX4600, QFX5110,
and QFX5200 switches, the space is equal to 16,000 IPv4 entries for the LPM
table, and on QFX5210 switches, the space is equal to 32,000 IPv4 entries
for the LPM table. For the lpm-profile the LPM table size is equal to 256,000

IPv4 entries.

NOTE: Starting with Junos OS Release 18.1R1 on the QFX5210-64C switch,
for all these profiles, except for the lpm-profile the longest prefix match (LPM)

table size is equal to 32,000 IPv4 entries.

NOTE: Starting with Junos OS Release 18.3R1 on the QFX5120 and EX4650
switches, for all these profiles, except for the lpm-profile the longest prefix

match (LPM) table size is equal to 32,000 IPv4 entries.

NOTE: On QFX5100, EX4600, EX4650, QFX5110, QFX5200, QFX5120, and
QFX5210-64C switches, IPv4 and IPv6 host routes with ECMP next hops are
stored in the host table.
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BEST PRACTICE: If the host or LPM table stores the maximum number of
entries for any given type of entry, the entire shared table is full and is unable
to accommodate any entries of any other type. Different entry types occupy
different amounts of memory. For example, an IPv6 unicast address occupies
twice as much memory as an IPv4 unicast address, and an IPv6 multicast
address occupies four times as much memory as an IPv4 unicast address.

Table22onpage62 lists theprofiles youcanchooseandtheassociatedmaximumvalues

for the MAC address and host table entries on QFX5100 and EX4600 switches.

Table 22: Unified Forwarding Table Profiles on QFX5100 and EX4600 Switches

Host Table (unicast andmulticast addresses)
MAC
TableProfile Name

IPv6 (S,
G)

IPv6 (*,
G)

IPv4 (S,
G)

IPv4 (*, G)IPv6
unicast

IPv4
unicast

MAC
Addresses

4K4K8K8K8K16K288Kl2-profile-one

20K20K40K40K40K80K224Kl2-profile-two

36K36K72K72K72K144K160Kl2-profile-three (default)

52K52K104K104K104K208K96Kl3-profile

4K4K8K8K8K16K32Klpm-profile

4K4K8K8K(stored in
LPM
table)

(stored in
LPM table)

32Klpm-profilewith
unicast-in-lpm option

Table23onpage62 lists theprofiles youcanchooseandtheassociatedmaximumvalues

for the MAC address and host table entries on QFX5110 switches.

Table 23: Unified Forwarding Table Profiles on QFX5110 Switches

Host Table (unicast andmulticast addresses)
MAC
TableProfile Name

IPv6 (S,
G)

IPv6 (*,
G)

IPv4 (S,
G)

IPv4 (*, G)IPv6
unicast

IPv4
unicast

MAC
Addresses

4K4K8K8K8K16K288Kl2-profile-one

20K20K40K40K40K80K224Kl2-profile-two

36K36K72K72K72K144K160Kl2-profile-three (default)

52K52K104K104K104K208K96Kl3-profile
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Table 24 on page 63 lists the LPM table size variations for theQFX5110 switch depending

on the prefix entries.

Table 24: LPM Table Size Variations on QFX5110 Switches

Prefix Entries
Profile Name

IPv6 LPM> /64IPv6 LPM<= /64IPv4 LPM<= /32num-65-127-prefix

0K8K16K0

1K6K12K1

2K4K8K2

3K2K4K3

4K0K0K4

Table 25 on page 63 lists the profiles you can choose and the associatedmaximum

values for the MAC address and host table entries on QFX5200-32C switches.

Table 25: Unified Forwarding Table Profiles on QFX5200-32C Switches

Host Table (unicast andmulticast addresses)
MAC
TableProfile Name

Exact-MatchIPv6 (S,
G)

IPv6 (*,
G)

IPv4 (S,
G)

IPv4 (*,
G)

IPv6
unicast

IPv4
unicast

MAC
Addresses

02K2K4K4K4K8K136Kl2-profile-one

010K10K20K20K20K40K104Kl2-profile-two

018K18K36K36K36K72K72Kl2-profile-three
(default)

026K26K52K52K52K104K40Kl3-profile

02K2K4K4K4K8K8Klpm-profile

Table 26 on page 63 lists the profiles you can choose and the associatedmaximum

values for the MAC address and host table entries on QFX5200-48Y switches.

Table 26: Unified Forwarding Table Profiles on QFX5200-48Y Switches

Host Table (unicast andmulticast addresses)
MAC
TableProfile Name

IPv6(S,G)IPv6 (*,
G)

IPv4 (S,
G)

IPv4 (*, G)IPv6
unicast

IPv4
unicast

MAC
Addresses

2K2K4K4K4K8K136Kl2-profile-one

10K10K20K20K20K40K104Kl2-profile-two
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Table 26: Unified Forwarding Table Profiles on QFX5200-48Y Switches (continued)

Host Table (unicast andmulticast addresses)
MAC
TableProfile Name

18K18K36K36K36K72K72Kl2-profile-three
(default)

26K26K52K52K52K104K40Kl3-profile

2K2K4K4K4K8K8Klpm-profile

Table 27 on page 64 lists the LPM table size variations for the QFX5200-48Y switch

depending on the prefix entries.

Table 27: LPM Table Size Variations on QFX5200-48Y Switches

Prefix Entries
Profile Name

IPv6 LPM> /64IPv6 LPM<= /64IPv4 LPM<= /32num-65-127-prefix

0K8K16K0

1K6K12K1

2K4K8K2

3K2K40K3

4K0K0K4

Table 28 on page 64 lists the profiles you can choose and the associatedmaximum

values for the MAC address and host table entries on QFX5210-64C switches.

Table 28: Unified Forwarding Table Profiles on QFX5210-64C Switches

Host Table (unicast andmulticast addresses)
MAC
TableProfile Name

Exact
Match

IPv6 (S,
G)

IPv6 (*,
G)

IPv4 (S,
G)

IPv4 (*,
G)

IPv6
unicast

IPv4
unicast

MAC
Addresses

0K2K2K4K4K4K8K264Kl2-profile-one

0K18K18K36K36K36K72K200Kl2-profile-two

0K36K36K72K72K72K136K136Kl2-profile-three
(default)

0K50K50K100K100K100K200K72Kl3-profile

Table 29 on page 65 lists the profiles you can choose and the associatedmaximum

values for the MAC address and host table entries on QFX5120 and EX4650 switches.
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Table 29: Unified Forwarding Table Profiles on QFX5120 and EX4650 Switches

Host Table (unicast andmulticast addresses)
MAC
TableProfile Name

IPv6 (S,
G)

IPv6 (*,
G)

IPv4 (S,
G)

IPv4 (*, G)IPv6
unicast

IPv4
unicast

MAC
Addresses

4K4K8K8K8K16K288Kl2-profile-one

20K20K40K40K40K80K224Kl2-profile-two

36K36K72K72K72K144K160Kl2-profile-three
(default)

52K52K104K104K104K208K96Kl3-profile

Table 30 on page 65 lists the LPM table size variations for the QFX5210-64C switch

depending on the prefix entries.

Table 30: LPM Table Size Variations on QFX5210-64C Switches

Prefix Entries
Profile Name

IPv6 LPM> /64IPv6 LPM<= /64IPv4 LPM<= /32num-65-127-prefix

0K16K32K0

1K14K28K1

2K12K24K2

3K10K20K3

4K0K0K4

Table 31 on page 65 lists the Layer 3 Defip table size variations for the QFX5120 and

EX4650 switches depending on the changing IPv6/128 prefix entries.

Table 31: LPM Table Size Variations on QFX5210-64C and EX4650 Switches

Prefix Entries
Profile Name

IPv6 LPM> /64IPv6 LPM<= /64IPv4 LPM<= /32num-65-127-prefix

0K16K32K0

2K12K24K2

4K8K16K4

6K4K8K6

8K0K0K8
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UnderstandingTernaryContentAddressableMemory(TCAM)andLongestPrefix
Match Entries

Youcan further customizenon-LPMprofilesbyconfiguring thespaceavailable for ternary

content addressablememory (TCAM) to allocatemorememory for longest prefixmatch

entries. You can change the number of entries allocated to these IPv6 addresses,

essentially allocating more or less space for LPM IPv4 entries with any prefix length or

IPv6 entries with prefix lengths of 64 of shorter. For more information about how to

change the default parameters of the TCAMmemory space for LPM entries, see

“Configuring the Unified Forwarding Table on Switches” on page 71.

NOTE: The option to adjust TCAM space is not supported on the longest
prefix match (LPM) or custom profiles. However, for the LPM profile, you can
configure TCAM space not to allocate any memory for IPv6 entries with prefix
lengths of 65 or longer, thereby allocating that memory space only for IPv4
routes or IP routes with prefix lengths equal to or less than 64 or a combination
of the two types of prefixes.

NOTE: Starting with Junos OS Release 18.1R1 on QFX5210 switches, you can
configure TCAM space to allocate a maximum of 8,000 IPv6 entries with
prefix lengths of 65 or longer. The default value is 2,000 entries. Starting
with Junos OS Release 13.2X51-D15, you can configure TCAM space to allocate
a maximum of 4,000 IPv6 entries with prefix lengths of 65 or longer. The
default value is 1,000 entries. Previous to Junos OS Release 13.2X51-D15, you
could allocate only a maximum of 2,048 entries for IPv6 the IPv6 prefixes
with lengths in the range /65 to /127 range. The default value was 16 entries
for these types of IPv6 prefixes.

On Junos OS Releases 13.2x51-D10 and 13.2x52D10, the procedure to change
the default value of 16 entries differs from later releases, where the maximum
and default values are higher. For more information about that procedure,
see “Configuring the Unified Forwarding Table on Switches” on page 71

Host Table Example for Profile with Heavy Layer 2 Traffic

Table 32 on page 66 lists various valid combinations that the host table can store if you

use the l2-profile-one profile on QFX5100 and EX4600 switches. This profile allocates

the percentage of memory to Layer 2 addresses. Note that the default values might be

different on other switches. Each row in the table represents a case in which the host

table is full and cannot accommodate any more entries.

Table 32: Example Host Table Combinations Using l2-profile-one on QFX5100 and EX4600 Switches

IPv6multicast
(S, G)

IPv6multicast
(*, G)

IPv4multicast
(S, G)

IPv4multicast
(*, G)IPv6 unicastIPv4 unicast

0000016K
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Table 32: Example Host Table Combinations Using l2-profile-one onQFX5100 and EX4600Switches (continued)

IPv6multicast
(S, G)

IPv6multicast
(*, G)

IPv4multicast
(S, G)

IPv4multicast
(*, G)IPv6 unicastIPv4 unicast

00002K12K

002K2K012K

00004K8K

002K2K2K4K

1K1K004K0

Example: Configuring a Unified Forwarding Table CustomProfile

Traditionally, forwarding tables have been statically defined and have supported only a

fixed number of entries for each type of address. The Unified Forwarding Table (UFT)

feature enables you to optimize how forwarding-table memory is allocated to best suit

the needs of your network. This example shows how to configure a Unified Forwarding

Table profile that enables you to partition four shared hashmemory banks among three

different types of forwarding-table entries: MAC addresses, Layer 3 host addresses, and

longest prefix match (LPM).

TheUFT featurealsosupports fiveprofiles thateachallocateaspecificmaximumamount

ofmemory for each type of forwarding table entry. Some profiles allocatemorememory

to Layer 2 entries, while other profiles allocate more memory to Layer 3 or LPM entries.

Themaximum values for each type of entry are fixed in these profiles. With the custom

profile, you can designate one or more sharedmemory banks to store a specific type of

forwarding-table entry. You can configure as few as one or as many as four memory

banks inacustomprofile. Thecustomprofile thusprovidesevenmore flexibility inenabling

you to allocate forwarding-table memory for specific types of entries.

• Requirements on page 67

• Overview on page 68

• Configuration on page 68

• Verification on page 70

Requirements

This example uses the following hardware and software components:

• One QFX5200 switch

• Junos OS Release 15.1x53-D30 or later.
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Before you configure a custom profile, be sure you have:

• Configured interfaces

Overview

The Unified Forwarding Table custom profile enables you to allocate forwarding-table

entries among four banks of shared hash tables with a total memory equal to 128,000

unicast IPv4 addresses, or 32,000 entries for each bank. Specifically, you can allocate

one ormore of these shared banks to store a specific type of forwarding-table entry. The

customprofile does not affect the dedicated hash tables. Those tables remain fixedwith

8,000 entries allocated to Layer 2 addresses, the equivalent of 8,000 entries allocated

to IPv4 addresses, and the equivalent of 16,000entries allocated to longest prefixmatch

(LPM) addresses.

In this example, you allocate twomemory banks to Layer 3 host addresses, and two

memorybanks toLPMentries. Thismeans thatnosharedhash tablememory isallocated

for Layer 2 addresses. Only the dedicated hash table memory is allocated for Layer 2

addresses in this scenario.

Configuration

To configure a custom profile for the Unified Forwarding Table feature on a QFX5200

switch that allocates two sharedmemory banks for Layer 3 host address and two shared

memory banks for LPM entries, perform these tasks:

• Configuring the Custom Profile on page 69

• Configuring the Allocation of Shared Memory Banks on page 69

• Results on page 69

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,

and then enter commit fromconfigurationmode. A commit check is performed to ensure

that you have allocated forwarding-table space for nomore than four memory banks.

CAUTION: When you configure and commit a profile, the Packet Forwarding
Engine restarts and all the data interfaces on the switch go down and come
back up.

user@switch# set chassis forwarding-options custom-profile
user@switch# set chassis forwarding-options custom-profile l2-entries num-banks 0
user@switch# set chassis forwarding-options custom-profile l3-entries num-banks 2
user@switch# set chassis forwarding-options custom-profile lpm-entries num-banks 2
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Configuring the Custom Profile

Step-by-Step
Procedure

To create the custom profile:

Specify the custom-profile option.1.

[edit chassis forwarding-options]
user@switch# set custom-profile

Configuring the Allocation of SharedMemory Banks

Step-by-Step
Procedure

To allocate memory for specific types of entries for the sharedmemory banks:

Specify to allocate no shared bankmemory for Layer 2 entries.1.

[edit chassis forwarding-options custom-profile]
user@switch# set l2-entries num-banks 0

2. Specify to allocate two sharedmemory banks (or the equivalent of 64,000 IPv4

entries) for Layer 3 host entries.

[edit chassis forwarding-options custom-profile]
user@switch# set l3-entries num-banks 2

3. Specify to allocate two sharedmemory banks (or the equivalent of 64,000 IPv4

entries) for LPM entries.

[edit chassis forwarding-options custom-profile]
user@switch# set lpm-entries numer-banks 2

Results

From configuration mode, confirm your configuration by entering the show chassis

forwarding-options command. If the output does not display the intended configuration,

repeat the instructions in this example to correct the configuration.

user@switch# show chassis forwarding-profile
custom-profile {

l2-entries {
num-banks 0;

}
l3-entries {

num-banks 2;
}
lpm-entries {

num-banks 2
}

}
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If you are done configuring the switch, enter commit from configuration mode

CAUTION: The Packet Forwarding Engine will restart and all the data
interfaces on the switch will go down and come back up.

Verification

Confirm that the configuration is working properly.

• Checking the Parameters of the Custom Profile on page 70

Checking the Parameters of the Custom Profile

Purpose Verify that the custom profile is enabled.

Action user@switch> show chassis forwarding-options

UFT Configuration:
custom-profile
Configured custom scale:
Entry type                 Total scale(K)
L2(mac)                    8
L3 (unicast & multicast)        72
Exact Match                 0
Longest Prefix Match (lpm)        80
num-65-127-prefix = 1K
-------------Bank details for various types of entries------------
Entry type                   Dedicated Bank Size(K)      Shared Bank Size(K)
L2 (mac)                     8                         32 * num shared banks
L3 (unicast & multicast          8                           32 * num shared banks
Exact match                   0                          16 * num shared banks
Longest Prefix match(lpm)           16                      32 * num shared banks

Meaning The output shows that the custom profile is enabled as configured with two shared

memorybanksdesignated forLayer3hostentries; twosharedmemorybanksdesignated

for LPM entries; and no sharedmemory allocated for Layer 2 entries.

The total scale(K) field shows the total allocation of memory, that is, the amount

allocated through the sharedmemory banks plus the amount allocated through the

dedicated hash tables. The amount allocated through the dedicated hash tables is fixed

and cannot be changed. Therefore, Layer 2 entries have 8K of memory allocated only

through the dedicated hash table. Layer 3 host entries have 64K of memory allocated

through two sharedmemory banks plus 8K through the dedicated hash table, for a total

of 72K of memory. LPM entries have 64K of memory allocated through two shared

memory banks plus 16K through the dedicated hash table, for a total of 80K ofmemory.
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Configuring the Unified Forwarding Table on Switches

Traditionally, forwarding tables have been statically defined and have supported only a

fixed number of entries for each type of address stored in the tables. The Unified

Forwarding Table feature lets you optimize how your switch allocates forwarding-table

memory for different types of addresses. You can choose one of five unified forwarding

table profiles. Each profile allocates a different maximum amount of memory for Layer

2, Layer 3 host, and longest prefix match (LPM) entries. In addition to selecting a profile,

you can also select howmuch additional memory to allocate for LPM entries.

Two profiles allocate higher percentages of memory to Layer 2 addresses. A third profile

allocates a higher percentage of memory to Layer 3 host address, while a fourth profile

allocates a higher percentage of memory to LPM entries. There is a default profile

configured that allocates an equal amount of memory to Layer 2 and Layer 3 host

addresses with the remainder allocated to LPM entries. For a switch in a virtualized

network that handles a great deal of Layer 2 traffic, you would choose a profile that

allocates ahigher percentageofmemory to Layer 2 addresses. For a switch that operates

in the core of the network, youwould choose a profile that allocates a higher percentage

of memory to LPM entries.

On QFX5200 and QFX5210-64C switches only, you can also configure a custom profile

thatallowsyou topartitionsharedmemorybanksamong thedifferent typesof forwarding

table entries. On QFX5200 switches, these sharedmemory banks have a total memory

equal to 128,000 IPv4 unicast addresses. On QFX5210 switches, these sharedmemory

banks have a total memory equal to 256,000 IPv4 unicast addresses. For more

information about configuring the custom profile, see “Example: Configuring a Unified

Forwarding Table Custom Profile” on page 67.

• Configuring a Unified Forwarding Table Profile on page 71

• Configuring the Memory Allocation for Longest Prefix Match Entries on page 72

Configuring a Unified Forwarding Table Profile

To configure a unified forwarding table profile:

Specify a forwarding-table profile.

[edit chassis forwarding-options]
user@switch# set profile-name

For example, to specify the profile that allocates the highest percentage of memory to

Layer 2 traffic:

[edit chassis forwarding-options]
user@switch# set l2-profile-one

CAUTION: When you configure and commit a profile, in most cases the Packet
Forwarding Engine automatically restarts and all the data interfaces on the

71Copyright © 2019, Juniper Networks, Inc.

Chapter 2: Configuring Layer 2 Forwarding Tables



switch go down and come back up (the management interfaces are
unaffected).

Starting with Junos OS Releases 14.1X53-D40, 15.1R5, and 16.1R3, for a Virtual
Chassis or Virtual Chassis Fabric (VCF) comprised of EX4600 or QFX5100
switches, the Packet Forwarding Engine in member switches does not
automatically restart upon configuring and committing a unified forwarding
table profile change. This behavior avoids Virtual Chassis or VCF instability
after the change propagates to member switches and multiple Packet
Forwarding Engines automatically restart at the same time. Instead, a
message is displayed at the CLI prompt and logged to the switch’s system
log to notify you that the profile change does not take effect until the next
time you reboot the Virtual Chassis or VCF. We recommend that you plan to
make profile changes only when you can perform a Virtual Chassis or VCF
system reboot immediately after committing the configuration update.
Otherwise, the Virtual Chassis or VCF could become inconsistent if one or
more members have a problem and restart with the new configuration before
a planned system reboot activates the change on all members.

NOTE: You can configure only one profile for the entire switch.

NOTE: The l2-profile-three is configured by default.

NOTE: If the host table stores the maximum number of entries for any given
type, the entire table is full and is unable to accommodate any entries of any
other type. Keep in mind that an IPv6 unicast address occupies twice as much
memory as an IPv4 unicast address, and an IPv6 multicast address occupies
four times as much memory as an IPv4 unicast address..

Configuring theMemory Allocation for Longest Prefix Match Entries

In addition to choosing a profile, you can further optimize memory allocation for longest

prefix match (LPM) entries by configuring howmany IPv6 prefixes to store with lengths

from /65 through /127. The switch uses LPM entries during address lookup to match

addresses to themost-specific (longest) applicableprefix. Prefixesof this typeare stored

in the space for ternary content addressable memory (TCAM). Changing the default

parametersmakes this spaceavailable for LPMentries. Increasing theamountofmemory

available for these IPv6 prefixes reduces by the same amount howmuchmemory is

available to store IPv4 unicast prefixes and IPv6 prefixes with lengths equal to or less

than 64.

The procedures for configuring the LPM table are different, depending on which version

of JunosOS you are using. In the initial releases thatUFT is supported, JunosOSReleases
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13.2X51-D10 and 13.2X52-10, you can only increase the amount of memory allocated to

IPv6 prefixes with lengths from /65 through /127 for any profile, except for lpm-profile.

Startingwith JunosOSRelease 13.2X51-D15, youcanalsoallocateeither lessornomemory

for IPv6 prefixes with lengths in the range /65 through /127, depending on which profile

is configured. For the lpm-profie, however, the only change you canmake to the default

parameters is to allocate nomemory for these types of prefixes.

• Configuring the LPM TableWith Junos OS Releases 13.2X51-D10 and

13.2X52-D10 on page 73

• Configuring the LPM TableWith Junos OS Release 13.2x51-D15 and Later on page 74

Configuring the LPM TableWith Junos OS Releases 13.2X51-D10 and 13.2X52-D10

In Junos OS Releases 13.2x51-D10 and 13.2X52-D10, by default, the switch allocates

memory for 16 IPv6 with prefixes with lengths in the range /65 through /127. You can

configure the switch to allocatemorememory for IPv6 prefixes with lengths in the range

/65 through /127.

To allocate more memory for IPv6 prefixes in the range /65 through /127:

1. Choose a forwarding table profile.

[edit chassis forwarding-options]
user@swtitch# set profile-name

For example, to specify the profile that allocates the highest percentage of memory

to Layer 2 traffic:

[edit chassis forwarding-options]
user@swtitch# set l2-profile-one

2. Select howmuchmemory to allocate for IPv6 prefixes in the range /65 thorugh 127.

[edit chassis forwarding-options profile-name]
user@swtitch# set num-65-127-prefix number

For example, to specify to allocate memory for 32 IPv6 prefixes in the range /65

through 127:

[edit chassis forwarding-options l2-profile-one]
user@switch# set num-65-127-prefix 2

NOTE: When you configure and commit the num-65-127-prefix number

statement, all the data interfaces on the switch restart. The management
interfaces are unaffected.

The num-65-127-prefix number statement is not supported on the lpm-profile.
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Configuring the LPM TableWith Junos OS Release 13.2x51-D15 and Later

• Configuring Layer 2 and Layer 3 ProfilesWith Junos OS Release 13.2x51-D15 or

Later on page 74

• Configuring the lpm-profile With Junos OS Release 13.2x51-D15 and Later on page 75

• Configuring the lpm-profile With Junos OS Release 14.1x53-D30 and Later on page 76

• Configuring Non-LPM Profiles on QFX5120 and EX4650 Switches on page 78

Configuring Layer 2 and Layer 3 ProfilesWith Junos OS Release 13.2x51-D15 or Later

Starting in Junos OS Release 13.2X51-D15, you can configure the switch to allocate

forwarding table memory for as many as 4,000 IPv6 prefixes with lengths in the range

/65 through /127 for any profile other than the lpm-profile or custom-profile. You can also

specify to allocate nomemory for these IPv6 entries. The default is 1,000 entries for IPv6

prefixes with lengths in the range /65 through /127. Previously, the maximum you could

configure was for 2,048 entries for IPv6 prefixes with lengths in the range /65 through

/127. Theminimum number of entries was previously 16, which was the default.

To specify howmuch forwarding table memory to allocate for IPv6 prefixes with length

in the range /65 through /127:

1. Choose a forwarding table profile.

[edit chassis forwarding-options]
user@swtitch# set profile-name

For example, to specify the profile that allocates the highest percentage of memory

to Layer 2 traffic:

[edit chassis forwarding-options]
user@swtitch# set l2-profile-one

2. Select howmuchmemory to allocate for IPv6 prefixes in the range /65 thorugh 127.

[edit chassis forwarding-options profile-name]
user@swtitch# set num-65-127-prefix number

For example, to specify to allocate memory for 2,000 IPv6 prefixes in the range /65

through 127:

[edit chassis forwarding-options l2-profile-one]
user@switch# set num-65-127-prefix 2

Startingwith JunosOSRelease 13.2X51-D15, youcanuse thenum-65-127-prefix statement

to allocate entries. Table 33 on page 75 shows the numbers of entries that you can

allocate. Each row represents a case in which the table is full and cannot accommodate

any more entries.
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Table 33: LPM Table Combinations for L2 and L3 profilesWith Junos OS 13.2X51-D15 and Later

IPv6Entries (Prefix>=65)IPv6 Entries (Prefix <=64)IPv4 Entriesnum-65-127-prefix Value

0K8K16K0

1K6K12K1 (default)

2K4K8K2

3K2K4K3

4K0K0K4

CAUTION: When you configure and commit a profile change with the
num-65-127-prefix number statement, the Packet Forwarding Engine

automatically restarts and all the data interfaces on the switch go down and
come back up (the management interfaces are unaffected).

However, starting with Junos OS Releases 14.1X53-D40, 15.1R5, and 16.1R3,
Packet Forwarding Engines on switches in a Virtual Chassis or Virtual Chassis
Fabric (VCF) do not automatically restart upon configuring a unified
forwarding table profile change. This behavior avoids Virtual Chassis or VCF
instability after the change propagates to member switches and multiple
Packet Forwarding Engines automatically restart at the same time. Instead,
a message is displayed at the CLI prompt and logged to the switch’s system
log to notify you that the profile change does not take effect until the next
time you reboot the Virtual Chassis or VCF. We recommend that you plan to
make profile changes only when you can perform a Virtual Chassis or VCF
system reboot immediately after committing the configuration update.
Otherwise, the Virtual Chassis or VCF could become inconsistent if one or
more members have a problem and restart with the new configuration before
a planned system reboot activates the change on all members.

Configuring the lpm-profileWith Junos OS Release 13.2x51-D15 and Later

Starting with Junos OS Release 13.2X51-D15 you can configure the lpm-profile profile not

to allocate anymemory for IPv6 entries with prefix lengths from /65 through /127. These

are thedefaultmaximumvaluesallocated forLPMmemory for the lpm-profilebyaddress

type:

• 128K of IPv4 prefixes

• 16K of IPv6 prefixes (all lengths)

NOTE: The memory allocated for each address type represents the maximum
default value for all LPM memory.
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To configure the lpm-profile not to allocate forwarding-table memory for IPv6 entries

with prefixes from /65 through /127, thus allocating more memory for IPv4:

Specify to disable forwarding-table memory for IPv6 prefixes with lengths in the range

/65 through /127.

[edit chassis forwarding-options lpm-profile]
user@switch# set prefix-65-127-disable

For example, on the QFX5100 and EX4600 switches only, if you use the

prefix-65-127-disable option, each of the following combinations are valid:

• 100K IPv4 and 28K IPv6 /64 or shorter prefixes.

• 64K IPv4 and 64K IPv6 /64 or shorter prefixes.

• 128K IPv4 and 0K IPv6 /64 or shorter prefixes.

• 0K IPv4 and 128K IPv6 /64 or shorter prefixes.

NOTE: On the QFX5200 switches, when you configure the
prefix-65-127-disable statement, the maximum number of IPv6 entries with

prefixes equal to or shorter than 64 is 98,000.

Configuring the lpm-profileWith Junos OS Release 14.1x53-D30 and Later

Starting in Junos OS Release 15.1X53-D30, you can configure the lpm-profile profile to

store unicast IPv4 and IPv6 host addresses in the LPM table , thereby freeingmemory in

the host table. Unicast IPv4 and IPv6 addresses are stored in the LPM table instead of

the host table, as shown in Table 34 on page 76 for QFX5100 and EX4600 switches.

(Platform support depends on the Junos OS release in your installation.) You can use

this option in conjunction with the option to allocate nomemory in the LPM table for

IPv6 entries with prefix lengths in the range /65 through /127. Together, these options

maximize the amount ofmemory available for IPv4 unicast entries and IPv6 entries with

prefix lengths equal to or less than 64.

Table 34: lpm-profile with unicast-in-lpmOption for QFX5100 and EX4600 Switches

LPMTable unicast
addresses)Host Table (multicast addresses)

MAC
Table

prefix-65-
127-disable

IPv6
unicast
(>/64)

IPv6
unicast
(</65)

IPv4
unicast

IPv6
(S, G)

IPv6
(*, G)

IPv4
(S, G)

IPv4 (*,
G)

IPv6
unicast

IPv4
unicast

MAC

16K16K128K4K4K8K8K0032KNo

0128K128K4K4K8K8K0032KYes

Starting with Junos Release 18.1R1, you cannot set configure a prefix for the

num-65-127-prefix statement on non-LPM profiles. You can only enable or disable the

prefix-65-127-disable statement for the lpm-profile.
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Table 35 on page 77 lists the situations in which the prefix-65-127-disable statement

should be enabled or disabled.

Table 35: LPM Table Size Variations on QFX5200-48Y Switches

Prefix Entries
Profile Name

IPv6 > /64IPv6 <= /64IPv4 <= /32num-65-127-prefix

0K98K> 128K (minimum
guaranteed)

Enabled

16K16K128KDisabled

On QFX5120 and EX4600 switches, you cannot set configure a prefix for the

num-65-127-prefix statement on non-LPM profiles. You can only enable or disable the

prefix-65-127-disable statement for the lpm-profile

Table 36 on page 77 lists the situations in which the prefix-65-127-disable statement

should be enabled or disabled.

Table 36: LPM Table Size Variations on QFX5120 and EX4650 Switches

Prefix Entries
Profile Name

IPv6 > /64IPv6 <= /64IPv4 <= /32prefix-65-127-disable

0K168K (172,000
approximate)

351K (360,000
approximate)

Enabled

64K (65,524
approximate)

64K (65,524
approximate)

168K (172,000
approximate)

Disabled

Note that all entries in each table share the samememory space. If a table stores the

maximumnumberofentries foranygiven type, theentire shared table is full and isunable

to accommodate any entries of any other type. For example, if you use the the

unicast-in-lpm option and there are 128K IPv4 unicast addresses stored in the LPM table,

the entire LPM table is full and no IPv6 addresses can be stored. Similarly, if you use the

unicast-in-lpm option but do not use the prefix-65-127-disable option, and 16K IPv6

addresses with prefixes shorter than /65 are stored, the entire LPM table is full and no

additional addresses (IPv4 or IPv6) can be stored.

To configure the lpm-profile to store unicast IPv4 entries and IPv6 entries with prefix

lengths equal to or less than 64 in the LPM table:

1. Specify the option to store these entries in the LPM table.

[edit chassis forwarding-options lpm-profile]
user@switch# set unicast-in-lpm

2. (Optional) Specify to allocate nomemory for in the LPM table for IPv6 prefixes with

length in the range /65 through /127:
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[edit chassis forwarding-options lpm-profile]
user@switch# set prefix-65-127-disable

Configuring Non-LPM Profiles on QFX5120 and EX4650 Switches

For non-LPM profiles, each profile provides the option of reserving a portion of the 16K

L3-defip table to store IPv6 Prefixes > 64. Because these are 128-bit prefixes, you can

havemaximum of 8k IPv6/128 entries in the l3-defip table.

1. Choose a forwarding table profile.

[edit chassis forwarding-options]
user@swtitch# set profile-name

For example, to specify the profile that allocates the highest percentage of memory

to Layer 3 traffic:

[edit chassis forwarding-options]
user@swtitch# set l3-profile

2. Select howmuchmemory to allocate for IPv6 prefixes in the range /65 thorugh 127.

[edit chassis forwarding-options profile-name]
user@swtitch# set num-65-127-prefix number

For example, to specify to allocate memory for 2,000 IPv6 prefixes in the range /65

through 127:

You can choose between 0 and 4, 1 being the default.

[edit chassis forwarding-options l3-profile]
user@switch# set num-65-127-prefix 1

Configuring ForwardingMode on Switches

By default, packets packets are forwarded using store-and-forwardmode. You can

configure all the interfaces to use cut-throughmode instead.

To enable cut-through switching mode, enter the following statement:

[edit forwarding-options]
user@switch# set cut-through

See Also cut-through on page 660•

Disabling Layer 2 Learning and Forwarding

Disabling dynamic MAC learning on an MX Series router or an EX Series switch prevents

all the logical interfaces on the router or switch from learning source and destination

MAC addresses.
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To disable MAC learning for an MX Series router or an EX Series switch, include the

global-no-mac-learning statement at the [edit protocols l2-learning] hierarchy level:

[edit protocols l2-learning]
global-no-mac-learning;

For information about how to configure a virtual switch, see Configuring a Layer 2 Virtual

Switch .

See Also • Understanding Layer 2 Learning and Forwarding

• Configuring the MAC Table Timeout Interval

• Enabling MAC Accounting

• Limiting the Number of MAC Addresses Learned from Each Logical Interface
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CHAPTER 3

Configuring MAC Addresses

• MAC Addresses on page 81

MACAddresses

• Introduction to the Media Access Control (MAC) Layer 2 Sublayer on page 81

• Understanding MAC Address Assignment on an EX Series Switch on page 82

• Configuring MACMove Parameters on page 83

• Configuring MAC Limiting (ELS) on page 84

• Adding a Static MAC Address Entry to the Ethernet Switching Table on a Switch with

ELS Support on page 86

• Adding a Static MAC Address Entry to the Ethernet Switching Table on page 87

• Example: Configuring the Default Learning for UnknownMAC Addresses on page 87

Introduction to theMedia Access Control (MAC) Layer 2 Sublayer

This topic provides an introduction to the MAC sublayer of the data link layer (Layer 2).

In Layer 2 of a network, the Media Access Control (MAC) sublayer provides addressing

and channel access controlmechanisms that enable several terminals or network nodes

to communicate in a network.

The MAC sublayer acts as an interface between the logical link control (LLC) Ethernet

sublayer andLayer 1 (thephysical layer). TheMACsublayer emulatesa full-duplex logical

communication channel in a multipoint network. This channel may provide unicast,

multicast, or broadcast communication service. The MAC sublayer uses MAC protocols

to prevent collisions.

In Layer 2, multiple devices on the same physical link can uniquely identify one another

at the data link layer, by using the MAC addresses that are assigned to all ports on a

switch. A MAC algorithm accepts as input a secret key and an arbitrary-length message

to be authenticated, and outputs a MAC address.

A MAC address is a 12-digit hexadecimal number (48 bits in long). MAC addresses are

usually written in one of these formats:

• MM:MM:MM:SS:SS:SS
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• MM-MM-MM-SS-SS-SS

The first half of a MAC address contains the ID number of the adapter manufacturer.

These IDs are regulatedby an Internet standards body. The secondhalf of aMACaddress

represents the serial number assigned to the adapter by the manufacturer.

Contrast MAC addressing, which works at Layer 2, with IP addressing, which runs at

Layer 3 (networking and routing). One way to remember the difference is that the MAC

addresses apply to aphysical or virtual node,whereas IP addresses apply to the software

implementation of that node. MAC addresses are typically fixed on a per-node basis,

whereas IP addresses change when the nodemoves from one part of the network to

another.

IP networksmaintain amapping between the IP andMAC addresses of a node using the

AddressResolutionProtocol (ARP) table. DHCPalso typically usesMACaddresseswhen

assigning IP addresses to nodes.

See Also Overview of Layer 2 Networking on page 33•

• Understanding MAC Learning on page 89

UnderstandingMACAddress Assignment on an EX Series Switch

This topic describes MAC address assignment for interfaces on standalone Juniper

Networks EX Series Ethernet Switches. For information regarding MAC address

assignments in aVirtual Chassis, seeUnderstandingMACAddressAssignment onaVirtual

Chassis.

MACaddresses are used to identify network devices at Layer 2. Because all Layer 2 traffic

decisions are based on an interface’s MAC address, understanding MAC address

assignment is important to understanding hownetwork traffic is forwarded and received

by the switch. For additional information on how a network uses MAC addresses to

forward and receive traffic, see “Understanding Bridging and VLANs on Switches” on

page 132.

AMACaddresscomprisessixgroupsof twohexadecimaldigits,witheachgroupseparated

from the next group by a colon—for instance, aa:bb:cc:dd:ee:00. The first five groups of

hexadecimal digits are derived from the switch and are the same for all interfaces on the

switch.

The assignment of a unique MAC address to each network interface helps ensure that

functions that require MAC address differentiation—such as redundant trunk groups

(RTGs), LinkAggregationControlProtocol (LACP), andgeneralmonitoring functions—can

properly function.

On switches that use line cards, this MAC addressing scheme differentiates the Layer 2

interfaces on different line cards in the switch.

For EX Series switches, the first five groups of hexadecimal digits are determined when

the switch is manufactured. The switch then assigns a unique MAC address to each

interface by assigning a unique identifier as the last group of hexadecimal digits. The
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assignment depends on how the interface is configured. The switch uses a different

pattern to distinguish between an interface that is configured as any of a routed VLAN

interface(RVI), avirtualmanagementEthernet (VME) interface,oranaggregatedEthernet

interface or is not configured as any of an RVI, a VME, or as an aggregated Ethernet

interface.

For aggregated Ethernet interfaces, the MAC address assignment remains constant

regardless of whether the configuration of the interface is Layer 2 or Layer 3.

NOTE: In Junos OS Release 11.3 and later releases through Release 12.1, the
MAC address assignment for aggregated Ethernet interfaces changes if the
interface is changed from Layer 2 to Layer 3 or the reverse. Starting with Junos
Release 12.2, the MAC address assignment for aggregated Ethernet interfaces
remains constant regardless of whether the interface is Layer 2 or Layer 3.

NOTE: Prior to Junos OS Release 11.3, MAC addresses for Layer 2 interfaces
could be shared between interfaces and RVIs on different line cards in the
same switch. However, if you upgrade from Junos OS Release 11.2 or earlier
to Junos OS Release 11.3 or later on a switch that supports line cards, the MAC
addresses of these interfaces will change.

MACaddressesareassigned to interfacesautomatically—nouser configuration ispossible

or required. You can viewMACaddresses assigned to interfaces using the show interfaces

command.

See Also Interfaces Overview for Switches•

ConfiguringMACMove Parameters

When a MAC address appears on a different physical interface or within a different unit

of the samephysical interface and this behavior occurs frequently, it is considered aMAC

move. You can configure the router to report aMACaddressmovebasedon the following

parameters: the number of times aMAC addressmove occurs, a specified period of time

overwhich theMACaddressmove occurs, and specified number of times aMACaddress

move occurs in one second. You can only configure the global-mac-move statement at

the global hierarchy level.

To globally disable the MACmove action feature, include the disable-action statement

at the [edit protocols l2-learning global-mac-move]. This disables the MACmove action

feature, while MACmove detection exists.

To configure the time duration after which the port will be unblocked, include the

reopen-time statement at the [edit protocols l2-learning global-mac-move]. The default

reopen timer is 180 second.
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To configure MAC addressmove reporting if the MAC addressmoves at least a specified

numberof times inonesecond, include the threshold-time statementat the [editprotocols

l2-learning global-mac-move] hierarchy level. The default threshold time is 1 second.

To configure reporting of a MAC address move if the MAC address moves for a specified

period of time, include the notification-time statement at the [edit protocols l2-learning

global-mac-move] hierarchy level. The default notification timer is 1 second.

To configure reporting of a MAC address move if the MAC address moves a specified

number of times, include the threshold-count statement at the [edit protocols l2-learning

global-mac-move] hierarchy level. The default threshold count is 50moves.

Use the show l2-learningmac-move-buffer command to view the actions as a result of

MAC address move feature.

Use the showl2-learningmac-move-bufferactivecommandtoviewthesetof IFLsblocked

as a result of MACmove action.

Use the exclusive-mac command exclude a MAC address from the MACmove limit

algorithm, preventing a MAC address from being tracked.

Use the clear l2-learningmac-move-buffer active command to unblock the IFBDs that

were blocked by MACmove action feature. This allows the user to keep the reopen-time

configured to a large value, but when the looping error is fixed, user canmanually release

the blocking.

The followingexample sets thenotification time forMACmoves to 1 second, the threshold
time to 1 second, reopen-time to 180 seconds and the threshold count to 50moves.

[edit protocols l2-learning]
global-mac-move {

notification-time 1;
reopen-time 180;
threshold-count 50;
threshold-time 1;

}

ConfiguringMAC Limiting (ELS)

This topicdescribesdifferentwaysof configuringa limitationonMACaddresses inpackets

that are received and forwarded by the switch.
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NOTE: The tasks presented in the first section uses Junos OS for EX Series
switches and QFX3500 and QFX3600 switches with support for the Enhanced
Layer 2 Software (ELS) configuration style. See “Using the Enhanced Layer
2 Software CLI” on page 36 for more information about ELS configurations.

• For information on configuring an interface to automatically recover from
a shutdown caused by MAC limiting, seeConfiguring Autorecovery from the
Disabled State on Secure or Storm Control Interfaces (CLI Procedure)If you
do not configure the switch for autorecovery from the disabled condition,
you can bring up the disabled interfaces by running the clear

ethernet-switching recovery-timeout command.

The different ways of setting a MAC limit are described in the following sections:

• Limiting the Number of MAC Addresses Learned by an Interface on page 85

• Limiting the Number of MAC Addresses Learned by a VLAN on page 85

Limiting the Number of MAC Addresses Learned by an Interface

Tosecureaport, youcanset themaximumnumberofMACaddresses thatcanbe learned

by an interface:

• Set the MAC limit on an interface, and specify an action that the switch takes after

the specified limit is exceeded:

[edit switch-options]
user@switch# set interface interface-name interface-mac-limit limit packet-action
action

After you set a newMAC limit for the interface, the system clears existing entries in

the MAC address forwarding table associated with the interface.

Limiting the Number of MAC Addresses Learned by a VLAN

To limit the number of MAC addresses learned by a VLAN, perform both of the following

steps:

1. Set the maximum number of MAC addresses that can be learned by a VLAN, and

specify an action that the switch takes after the specified limit is exceeded:

[edit vlans]
user@switch# set vlan-name switch-options mac-table-size limit packet-action
action

2. Set the maximum number of MAC addresses that can be learned by one or all

interfaces in the VLAN, and specify an action that the switch takes after the specified

limit is exceeded:
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NOTE: If you specify a MAC limit and packet action for all interfaces in
the VLAN and a specific interface in the VLAN, the MAC limit and packet
action specified at the specific interface level takes precedence. Also, at
the VLAN interface level, only the drop and drop-and-log options are

supported.

[edit vlans]
user@switch# set vlan-name switch-options interface interface-name
interface-mac-limit limit packet-action action

[edit vlans]
user@switch# set vlan-name switch-options interface-mac-limit limit packet-action
action

After you set newMAC limits for a VLAN by using themac-table-size statement or for

interfaces associated with a VLAN by using the interface-mac-limit statement, the

systemclears the corresponding existing entries in theMACaddress forwarding table.

NOTE: On a QFX Series Virtual Chassis, if you include the shutdownoption

at the [edit vlans vlan-name switch-options interface interface-name

interface-mac-limit packet-action] hierarchy level and issue the commit

operation, the system generates a commit error. The system does not
generate an error if you include the shutdown option at the [edit

switch-options interface interface-name interface-mac-limit packet-action]

hierarchy level.

Adding a Static MAC Address Entry to the Ethernet Switching Table on a Switch with ELS
Support

NOTE: This task uses Junos OS for EX Series switches and Junos OS for
QFX3500 and QFX3600 switches with support for the Enhanced Layer 2
Software (ELS) configuration style. If your switch runs software that does
not support ELS, see “Adding a Static MAC Address Entry to the Ethernet
Switching Table” on page 87. For ELS details, see “Using the Enhanced Layer
2 Software CLI” on page 36.

The Ethernet switching table, also known as the forwarding table, specifies the known

locations of VLANnodes and the addresses of deviceswithin those nodes. There are two

ways to populate the Ethernet switching table on a switch. The easiest method is to let

the switch update the table with MAC addresses.

The secondway to populate the Ethernet switching table is tomanually insert addresses

into the table. You can do this to reduce flooding and speed up the switch’s automatic

learning process.

Before configuring a static MAC address, be sure that you have:
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• Set up the VLAN. See Configuring VLANs for EX Series Switches with ELS Support (CLI

Procedure).

To configure an interface to have a static MAC address:

[edit vlans vlan-name switch-options interface interface-name]
user@switch# set static-macmac-address

Adding a Static MAC Address Entry to the Ethernet Switching Table

NOTE: This task uses Junos OS for EX Series switches and Junos OS for
QFX3500 and QFX3600 switches that does not support the Enhanced Layer
2 Software (ELS) configuration style. If your switch runs software that
supports ELS, see “Adding a Static MAC Address Entry to the Ethernet
Switching Table on a Switch with ELS Support” on page 86. For ELS details,
see “Using the Enhanced Layer 2 Software CLI” on page 36.

The Ethernet switching table, also known as the forwarding table, specifies the known

locations of VLAN nodes. There are two ways to populate the Ethernet switching table

onaswitch. Theeasiestmethod is to let the switchupdate the tablewithMACaddresses.

The second way to populate the Ethernet switching table is to manually insert a VLAN

node location into the table. You cando this to reduce flooding and speed up the switch’s

automatic learning process. To further optimize the switching process, indicate the next

hop (next interface) packets will use after leaving the node.

Before configuring a static MAC address, be sure that you have:

• Set up the VLAN. See “Configuring VLANs for EX Series Switches” on page 144

or“Configuring VLANs on Switches” on page 143.

To add a MAC address to the Ethernet switching table:

1. Specify the MAC address to add to the table:

[edit ethernet-switching-options]
set static vlan vlan-name mac mac-address

2. Indicate the next hop MAC address for packets sent to the indicated MAC address:

[edit ethernet-switching-options]
set static vlan vlan-name mac mac-address next-hop interface

Example: Configuring the Default Learning for UnknownMACAddresses

This example shows how to configure the device to use only ARP requests to learn the

outgoing interfaces for unknown destination MAC addresses.

• Requirements on page 88

• Overview on page 88
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• Configuration on page 88

• Verification on page 88

Requirements

Before you begin, determine the MAC addresses and associated interfaces of the

forwarding table. See “Layer 2 Learning and Forwarding for VLANsOverview” on page 57.

Overview

In this example, you configure the device to use only ARP queries without traceroute

requests.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,

and then enter commit from configuration mode.

set security flow ethernet-switching no-packet-flooding no-trace-route

Step-by-Step
Procedure

To configure the device to use only ARP requests to learn unknown destination MAC

addresses:

1. Enable the device.

[edit]
user@host#setsecurity flowethernet-switchingno-packet-floodingno-trace-route

2. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Verification

To verify the configuration is working properly, enter the show security flow command.
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CHAPTER 4

Configuring MAC Learning

• MAC Learning on page 89

MAC Learning

• Understanding MAC Learning on page 89

• Disabling MAC Learning on Devices with ELS Support on page 89

• Disabling MAC Learning on QFX Switches on page 90

• Disabling MAC Learning in a VLAN on a QFX Switch on page 91

• Disabling MAC Learning for a VLAN or Logical Interface on page 91

• Disabling MAC Learning for a Set of VLANs on page 92

UnderstandingMAC Learning

MAC learning is theprocessofobtaining theMACaddressesof all thenodesonanetwork.

When a node is first connected to an Ethernet LAN or VLAN, it has no information about

theother nodeson thenetwork. Asdata is sent through thenetwork, datapackets include

a data frame listing their source and destination MAC addresses. The data frame is

forwarded to a target port, which is connected to the second device. The MAC address

is learned locally at the target port, which facilitates communications for frames that

later enter the target port and contain addresses previously learned from a received

frame.

By default, MAC learning is enabled on the QFX and NFX Series.

DisablingMAC Learning on Devices with ELS Support

By default, MAC learning is globally enabled on all nodes. This topic describes how to

disable MAC learning, as well as how to reenable and verify that MAC learning has been

enabled or disabled.

NOTE: This task supports the Enhanced Layer 2 Software (ELS) configuration
style. For ELS details, see “Using the Enhanced Layer 2 Software CLI” on
page 36 If your switch runs software that does not support ELS, see “Disabling
MAC Learning on QFX Switches” on page 90.
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Disabling dynamic MAC learning prevents a node from learning source and destination

MAC addresses.

• To disable MAC learning:

[edit vlans vlan-name switch-options interface interface-name]
user@switch# set no-mac-learning

• To enable MAC learning:

[edit vlans vlan-name switch-options interface interface-name]
user@switch# delete no-mac-learning
user@switch# deactivate no-mac-learning

• To verify the status of MAC learning, view the Ethernet MAC learning statistics in

operational mode.

user@switch> show ethernet-switching table

Ethernet-switching table: 2 entries, 1 learned
  VLAN              MAC address       Type         Age Interfaces
  default           *                 Flood          - All-members
  default           00:1f:12:39:90:80 Learn         29 xe-/0/0.0

DisablingMAC Learning on QFX Switches

By default, MAC learning is globally enabled on all nodes in a device. This topic describes

how to disable MAC learning, as well as how to reenable and verify that MAC learning

has been enabled or disabled.

Disabling dynamicMAC learning on the device prevents a node from learning source and

destination MAC addresses.

NOTE: This task uses Junos OS for QFX3500 and QFX3600 switches and
does not support the Enhanced Layer 2 Software (ELS) configuration style.
If your switch runs software that supports ELS, see “Disabling MAC Learning
on Devices with ELS Support” on page 89.

• To disable MAC learning on the QFX Series:

[edit ethernet-switching-options interfaces interface]
user@switch# set no-mac-learning

• To enable MAC learning on the QFX Series:

[edit ethernet-switching-options interfaces interface]
user@switch# delete no-mac-learning
user@switch# deactivate no-mac-learning

• To verify the status ofMAC learning on theQFXSeries, view the EthernetMAC learning

statistics in operational mode.
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user@switch> show ethernet-switching table

Ethernet-switching table: 2 entries, 1 learned
  VLAN              MAC address       Type         Age Interfaces
  default           *                 Flood          - All-members
  default           00:1f:12:39:90:80 Learn         29 xe-/0/0.0

DisablingMAC Learning in a VLAN on a QFX Switch

By default, MAC learning is enabled on a VLAN. This topic describes how to disable MAC

learning in a VLAN, as well as how to reenable and verify that MAC learning has been

enabled or disabled.

DisablingdynamicMAC learning in aVLANonaQFXSeries product prevents anode from

learning source and destination MAC addresses.

• To disable MAC learning in a VLAN:

[edit vlans vlan-name]
user@switch# set no-mac-learning

• To reenable MAC learning in a VLAN, use either of the following two commands:

[edit vlans vlan-name]
user@switch# delete no-mac-learning
user@switch# deactivate no-mac-learning

• To verify the status of MAC learning on the QFX series:

user@switch> show ethernet-switching table

DisablingMAC Learning for a VLAN or Logical Interface

YoucandisableMAC learning for all logical interfaces in a specifiedVLAN, or for a specific

logical interface in a VLAN. Disabling dynamic MAC learning prevents the specified

interfaces from learning source MAC addresses.

To disableMAC learning for all logical interfaces in a VLAN in a virtual switch, include the
no-mac-learning statement at the [edit vlans vlan-name switch-options] hierarchy level:

[edit]
vlans {
vlan-name {
domain-type bridge;
interface interface-name;
switch-options {
no-mac-learning;

}
}

}
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To disable MAC learning for a specific logical interface in a VLAN, include the
no-mac-learning statement at the [edit vlans vlan-name switch-options
interface interface-name] hierarchy level.

[edit]
vlans {
vlan-name {
domain-type bridge;
interface interface-name;
switch-options {

interface interface-name {
no-mac-learning;

}
}

}
}

NOTE: When you disable MAC learning, source MAC addresses are not
dynamically learned, and any packets sent to these source addresses are
flooded into the VLAN.

NOTE: When you gather interfaces into a VLAN, the no-mac-learn-enable

statement at the [edit interfaces interface-name ether-options

ethernet-switch-profile] hierarchy level is not supported. You must use the

no-mac-learning statement at the [edit vlans vlan-name switch-options

interface interface-name] hierarchy level to disable MAC learning on an

interface in a VLAN.

NOTE: When MAC learning is disabled for a VPLS routing instance, traffic is
not load balanced and only one of the equal-cost next hops is used.

DisablingMAC Learning for a Set of VLANs

YoucandisableMAC learning forasetofVLANs.DisablingdynamicMAC learningprevents

the Layer 2 trunk port associated with the set of VLANs from learning source and

destination MAC addresses. When you disable MAC learning, source MAC addresses are

not dynamically learned, and any packets sent to these source addresses are flooded

into the switch.

To disable MAC learning for a set of VLANs, include the no-mac-learning statement at
the [edit switch-options] hierarchy level:

[edit switch-options]
no-mac-learning;
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CHAPTER 5

Configuring MAC Accounting

• MAC Accounting on page 93

MACAccounting

• Enabling MAC Accounting on a Device on page 93

• Enabling MAC Accounting for a VLAN on page 93

• Enabling MAC Accounting for a Set of VLANs on page 93

• Verifying That MAC Accounting Is Working on page 94

EnablingMACAccounting on a Device

By default, MAC accounting is disabled on the device. You can enable packet accounting

either for a device as awhole or for a specific VLAN. After you enable packet accounting,

the Junos OSmaintains packet counters for each MAC address learned.

To enable MAC accounting, include the global-mac-statistics statement at the [edit
protocols l2-learning] hierarchy level:

[edit protocols l2-learning]
global-mac-statistics;

EnablingMACAccounting for a VLAN

By default, MAC accounting is disabled. You can enable packet counting for a VLAN.

When you enable packet accounting, the Junos OSmaintains packet counters for each

MAC address learned on the interfaces in the VLAN.

To enable MAC accounting for a VLAN, include themac-statistics statement at the [edit
vlans vlan-name switch-options] hierarchy level:

[edit vlans vlan-name switch-options]
mac-statistics;

EnablingMACAccounting for a Set of VLANs

By default, MAC accounting is disabled. You can enable packet counting for a set of

VLANs. After you enable packet accounting, the Junos OSmaintains packet counters for

each MAC address learned on the trunk port associated with the set of VLANs.
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To enable MAC accounting for a set of VLANs, include themac-statistics statement at
the [edit switch-options] hierarchy level:

[edit switch-options]
mac-statistics;

Verifying That MACAccounting IsWorking

Purpose Verify thatMACaccounting is enabled and the system is counting packets and collecting

statistics.

Action Verify that MAC accounting is enabled.1.

user@switch> show ethernet-switching table

MAC flags (S - static MAC, D - dynamic MAC, L - locally learned
        SE - statistics enabled, NM - non configured MAC, R - remote PE MAC)

Routing instance : default-switch
    Vlan                MAC                 MAC         Age    Logical
    name                address             flags              interface
    VLAN101             88:e0:f3:bb:07:f0   D,SE           -   ae20.0

MAC flags (S - static MAC, D - dynamic MAC, L - locally learned
       SE - statistics enabled, NM - non configured MAC, R - remote PE MAC)

Routing instance : default-switch
    Vlan                MAC                 MAC         Age    Logical
    name                address             flags              interface
    VLAN102             88:e0:f3:bb:07:f0   D,SE           -   ae20.0

MAC flags (S - static MAC, D - dynamic MAC, L - locally learned
       SE - statistics enabled, NM - non configured MAC, R - remote PE MAC)

Routing instance : default-switch
    Vlan                MAC                 MAC         Age    Logical
    name                address             flags              interface
    VLAN103             88:e0:f3:bb:07:f0   D,SE           -   ae20.0
[...output truncated...]

2. Display MAC accounting statistics for all VLANs associated with an interface.

user@switch> show ethernet-switching statistics

 Local interface: ae20.0, Index: 1039
   Broadcast packets:                   115
   Broadcast bytes  :                  6900
   Multicast packets:                395113
   Multicast bytes  :              61622869
   Flooded packets  :                     0
   Flooded bytes    :                     0
   Unicast packets  :                  1419
   Unicast bytes    :                117924

Copyright © 2019, Juniper Networks, Inc.94

Ethernet Switching Feature Guide



   Current MAC count:                     4 (Limit 8192)
[...output truncated...]

3. Display MAC accounting statistics for each address in the MAC address table.

user@switch> show ethernet-switching table extensive

MAC address: 88:e0:f3:bb:07:f0
  Routing instance: default-switch
VLAN ID: 101
   Learning interface: ae20.0
   Layer 2 flags: in_hash,in_ifd,in_ifl,in_vlan,in_rtt,acct,kernel,in_ifbd
   Epoch: 6                            Sequence number: 13
   Learning mask: 0x00000020
MAC address used as destination:
Packet count:                     0  Byte count:                     0
MAC address used as source:
Packet count:                     9  Byte count:                  1116

MAC address: 88:e0:f3:bb:07:f0
  Routing instance: default-switch
VLAN ID: 102
   Learning interface: ae20.0
   Layer 2 flags: in_hash,in_ifd,in_ifl,in_vlan,in_rtt,acct,kernel,in_ifbd
   Epoch: 6                            Sequence number: 13
   Learning mask: 0x00000020
MAC address used as destination:
Packet count:                     0  Byte count:                     0
MAC address used as source:
Packet count:                     9  Byte count:                  1116

MAC address: 88:e0:f3:bb:07:f0
  Routing instance: default-switch
VLAN ID: 103
   Learning interface: ae20/0
   Layer 2 flags: in_hash,in_ifd,in_ifl,in_vlan,in_rtt,acct,kernel,in_ifbd
   Epoch: 6                            Sequence number: 13
   Learning mask: 0x00000020
MAC address used as destination:
Packet count:                     0  Byte count:                     0
MAC address used as source:
Packet count:                     9  Byte count:                  1116
[...output truncated...]

Meaning In the output for show ethernet-switching table, the MAC flag SE indicates that MAC

accounting is enabled for VLANs 101, 102, and 103, which are all associated with the

default-switch routing instance.

Theoutput for showethernet-switchingstatisticsdisplayspacket statisticsand thecurrent

number of MAC addresses learned by the VLANs associated with aggregated Ethernet

interface ae20.0.

The output for show ethernet-switching table extensive shows information for each

address in the MAC address table. In particular, it displays the number of packets sent

to and received by an interface, which is identified by a MAC address.
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The output from the three commands demonstrates that MAC accounting is working

properly. That is, MAC accounting is enabled on VLANs 101, 102, and 103, and as a result,

you can view statistics for each of these VLANs, aggregated Ethernet interface ae20.0,

and each MAC address.
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CHAPTER 6

Configuring MAC Notification

• MAC Notification on page 97

MACNotification

• Understanding MAC Notification on EX Series Switches on page 97

• Configuring MAC Notification on Switches with ELS Support on page 98

• Configuring Non-ELS MAC Notification on page 99

• Verifying That MAC Notification Is Working Properly on page 100

UnderstandingMACNotification on EX Series Switches

Juniper Networks EX Series Switches track clients on a network by storing Media Access

Control (MAC) addresses in the Ethernet switching table on the switch. When switches

learn or unlearn a MAC address, SNMP notifications can be sent to the network

management system at regular intervals to record the addition or removal of the MAC

address. This process is known as MAC notification.

TheMACNotificationMIBcontrolsMACnotification for thenetworkmanagement system.

Forgeneral informationontheMACNotificationMIB, see the JunosOSNetworkManagement

Configuration Guide.

The MAC notification interval defines how often these SNMP notifications are sent to

the network management system. The MAC notification interval works by tracking all of

the MAC address additions or removals on the switch over a period of time and then

sendingall of the trackedMACaddressadditionsor removals to thenetworkmanagement

server at the end of the interval. For instance, if the MAC notification interval is set to 10,

all of theMAC address addition and removal SNMP notifications are sent to the network

management system every 10 seconds.

Enabling MAC notification allows users to monitor the addition and removal of MAC

addresses from the Ethernet switching table remotely using a network management

system. The advantage of setting a high MAC notification interval is that the amount of

network traffic is reduced because updates are sent less frequently. The advantage of

setting a lowMAC notification interval is that the networkmanagement system is better

synchronized with the switch.
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MAC notification is disabled by default. When MAC notification is enabled, the default

MAC notification interval is 30 seconds.

ConfiguringMACNotification on Switches with ELS Support

NOTE: This task uses the Enhanced Layer 2 Software (ELS) configuration
style. If your switch runs software that does not support ELS, see “Configuring
Non-ELS MAC Notification” on page 99 or “Configuring Non-ELS MAC
Notification” on page 99. For ELS details, see “Using the Enhanced Layer 2
Software CLI” on page 36.

When a switch learns or unlearns a MAC address, SNMP notifications can be sent to the

network management system at regular intervals to record the addition or removal of

the MAC address. This process is known as MAC notification.

The MAC notification interval defines how often Simple Network Management Protocol

(SNMP) notifications logging the addition or removal of MAC addresses on the switch

are sent to the network management system.

MAC notification is disabled by default. When MAC notification is enabled, the default

MAC notification interval is 30 seconds.

To enable or disable MAC notification, or to set the MAC notification interval, perform

these tasks:

• Enabling MAC Notification on page 98

• Disabling MAC Notification on page 98

• Setting the MAC Notification Interval on page 99

EnablingMACNotification

MAC notification is disabled by default. You need to perform this procedure to enable

MAC notification.

To enable MAC notification on the switch with the default MAC notification interval of

30 seconds:

[edit switch-options]
user@switch# setmac-notification

To enable MAC notification on the switch with any other MAC notification interval (here,

the MAC notification interval is set to 60 seconds):

[edit switch-options]
user@switch# setmac-notification notification-interval 60

DisablingMACNotification

MAC notification is disabled by default. Perform this procedure only if MAC notification

was previously enabled on your switch.
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To disable MAC notification on the switch:

[edit switch-options]
user@switch# deletemac-notification

To disable MAC notification on a specific interface (here, the interface is ge-0/0/3):

[edit switch-options]
user@switch# set interface ge-0/0/3 no-mac-notification

Setting theMACNotification Interval

The default MAC notification interval is 30 seconds. The procedure to change the MAC

notification interval to a different interval is identical to the procedure to enable MAC

notification on the switch with a nondefault value for the MAC notification interval.

To set the MAC notification interval on the switch (here, the MAC notification interval is

set to 5 seconds):

[edit switch-options]
user@switch# setmac-notification notification-interval 5

Configuring Non-ELSMACNotification

NOTE: This task uses Junos OS for EX Series switches that do not support
Enhanced Layer 2 Software (ELS) configuration style. If your switch runs
software that supports ELS, see “Configuring MAC Notification on Switches
with ELS Support” on page 98. For ELS details, see “Using the Enhanced Layer
2 Software CLI” on page 36.

When a switch learns or unlearns a MAC address, SNMP notifications can be sent to the

network management system at regular intervals to record the addition or removal of

the MAC address. This process is known as MAC notification.

The MAC notification interval defines how often Simple Network Management Protocol

(SNMP) notifications logging the addition or removal of MAC addresses on the switch

are sent to the network management system.

MAC notification is disabled by default. When MAC notification is enabled, the default

MAC notification interval is 30 seconds.

To enable or disable MAC notification, or to set the MAC notification interval, perform

these tasks:

• Enabling MAC Notification on page 100

• Disabling MAC Notification on page 100

• Setting the MAC Notification Interval on page 100
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EnablingMACNotification

MAC notification is disabled by default. You need to perform this procedure to enable

MAC notification.

To enable MAC notification on the switch with the default MAC notification interval of

30 seconds:

[edit ethernet-switching-options]
user@switch# setmac-notification

To enable MAC notification on the switch with any other MAC notification interval (here,

the MAC notification interval is set to 60 seconds):

[edit ethernet-switching-options]
user@switch# setmac-notification notification-interval 60

DisablingMACNotification

MAC Notification is disabled by default. Perform this procedure only if MAC notification

was previously enabled on your switch.

To disable MAC notification on the switch:

[edit ethernet-switching-options]
user@switch# deletemac-notification

Setting theMACNotification Interval

The default MAC notification interval is 30 seconds. The procedure to change the MAC

notification interval to a different interval is identical to the procedure to enable MAC

notification on the switch with a nondefault value for the MAC notification interval.

To set the MAC notification interval on the switch (here, the MAC notification interval is

set to 5 seconds):

[edit ethernet-switching-options]
user@switch# setmac-notification notification-interval 5

Verifying That MACNotification IsWorking Properly

Purpose Verify thatMACnotification is enabled or disabled, and that theMACnotification interval

is set to the specified value.

Action To verify that MAC notification is enabled or disabled on a QFX Series switch or an

EX4600, and also to verify the MAC notification interval setting:

user@switch> show ethernet-switchingmac-notification

Notification Status: Enabled
Notification Interval: 60  
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Notifications Sent          : 0
Notifications Table Maxsize : 256

The output in the Notification Status field shows that MAC notification is enabled. The

output in the Notification Status field would display Disabled if MAC notification was

disabled.

The Notification Interval field output shows that the MAC notification interval is set to

60 seconds.

To verify that MAC notification is enabled on an EX Series switch while also verifying the

MAC notification interval setting:

user@switch> show ethernet-switchingmac-notification

Notification Status: Enabled
Notification Interval: 30  

The output in the Notification Status field shows that MAC notification is enabled. The

output in the Notification Status field would display Disabled if MAC notification was

disabled.

The Notification Interval field output shows that the MAC notification interval is set to

30 seconds.
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CHAPTER 7

Configuring MAC Table Aging

• MAC Table Aging on page 103

MAC Table Aging

• Understanding MAC Table Aging on page 103

• Configuring MAC Table Aging on Switches on page 105

UnderstandingMAC Table Aging

Juniper Networks EX Series Ethernet Switches store MAC addresses in the Ethernet

switching table, also called theMAC table. When the aging time for aMAC address in the

table expires, the address is removed.

If your switch runs Juniper Networks Junos operating system (Junos OS) for EX Series

switches with support for the Enhanced Layer 2 Software (ELS) configuration style, you

can configure the MAC table aging time on all VLANs on the switch. If your switch runs

Junos OS that does not support ELS, you can configure the MAC table aging time on all

VLANson theswitchoronspecifiedVLANs,aswell asconfigureaging time tobeunlimited,

either on all VLANs or on specified VLANs, so that MAC addresses never age out of the

table.

To learn MAC addresses, the switch reads all packets that it detects on the LAN or on

the local VLAN, looking for MAC addresses of sending nodes. It places these addresses

into its Ethernet switching table, alongwith twootherpiecesof information—the interface

on which the traffic was received and the time when the address was learned.

When the switch receives traffic on an interface, it searches the Ethernet switching table

for the MAC address of the destination. If the MAC address is not found, the traffic is

flooded out all of the other interfaces associated with the VLAN. For example, if traffic

is received on an interface that is associated with VLAN v-10 and there is no entry in the

Ethernet switching table for VLAN v-10 (the Ethernet switching table is organized by

VLAN), then the traffic is flooded to all access and trunk interfaces that are members of

VLAN v-10.

Flooding allows the switch to learn about destinations that are not yet in its Ethernet

switching table. If a particular destination MAC address is not in the Ethernet switching

table, the switch floods the traffic to all interfaces except the interface on which it was

received. When the destination node receives the flooded traffic, it sends an
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acknowledgmentpacketback to theswitch, allowing theswitch to learn theMACaddress

of the node and to add the address to its Ethernet switching table.

The switch uses amechanism called aging to keep the Ethernet switching table current.

For each MAC address in the Ethernet switching table, the switch records a timestamp

of when the information about the network node was learned. Each time the switch

detects traffic from aMAC address that is in its Ethernet switching table, it updates the

timestampof thatMACaddress.A timeron the switchperiodically checks the timestamp,

and if the MAC address of a node is older than the value set, the switch removes that

MAC address from the Ethernet switching table. This aging process ensures that the

switch tracks only active MAC addresses on the network and that it is able to flush out

from the Ethernet switching table MAC addresses that are no longer available.

You configure how long MAC addresses remain in the Ethernet switching table by:

• (On switches that run Junos OSwith support for the ELS configuration style) Using

theglobal-mac-table-aging-time statement in the [editprotocols l2-learning]hierarchy.

• (On switches that run Junos OS that does not support ELS) Using the

mac-table-aging-time statement in either the [edit ethernet-switching-options] or the

[edit vlans] hierarchy, depending on whether you want to configure it for the entire

switch or only for specific VLANs.

For example, in a topology with EX switches that run Junos OS that does not support

ELS, if you have a printer VLAN, youmight choose to configure the aging time for that

VLAN to be considerably longer than for other VLANs so that MAC addresses of printers

on this VLAN age out less frequently. Because the MAC addresses remain in the table,

even if a printer has been idle for some time before traffic arrives for it, the switch still

finds the MAC address and does not need to flood the traffic to all other interfaces.

Similarly, in a data center environment where the list of servers connected to the switch

is fairly stable, youmight choose to increase MAC address aging time, or even set it to

unlimited, to increase the efficiency of the utilization of network bandwidth by reducing

flooding.

See Also Controlling Authentication Session Timeouts (CLI Procedure)•

Copyright © 2019, Juniper Networks, Inc.104

Ethernet Switching Feature Guide



ConfiguringMAC Table Aging on Switches

MAC table aging ensures that a switch tracks only active nodes on the network and that

it is able to flush out network nodes that are no longer available.

Tomanage MAC entries more efficiently, you can configure an entry’s aging time, which

is the maximum time that an entry can remain in the MAC address table before it is

deleted because it has reached its maximum age.

The following example uses JunosOS for JunosOS forQFX3500andQFX3600switches

with no support for the Enhanced Layer 2 Software (ELS) configuration style. Use the

set-mac-table-aging-timecommand toconfigurehow longentries remain in theEthernet

switching table before expiring. Here the VLAN is employee-vlan:

[edit vlans employee-vlan]
user@switch# setmac-table-aging-time 200

NOTE: This command applies to all VLANs configured for the switch. You
cannot configure separate MAC table aging times for specific VLANs.

The following example uses Junos OS for QFX Series switches with support for the

EnhancedLayer2Software(ELS)configurationstyle.Use theglobal-mac-table-aging-time

command to configure how long entries remain in the Ethernet switching table before

expiring, as follows:

[edit protocols l2-learning]
user@switch# set global-mac-table-aging-time 200

NOTE: This command applies to all VLANs configured for the switch. You
cannot configure separate MAC table aging times for specific VLANs.

The following example uses Junos OS for EX Series switches with support for the

Enhanced Layer 2 Software (ELS) configuration style.

The Ethernet switching table (or MAC table) aging process ensures that the EX Series

switch tracks only active MAC addresses on the network and is able to flush out MAC

addresses that are no longer used.

You can configure theMAC table aging time, themaximum time that an entry can remain

in the Ethernet Switching table before it ages out, on all VLANson the switch. This setting

can influence efficiency of network resource use by affecting the amount of traffic that

is flooded to all interfaces because when traffic is received for MAC addresses no longer

in the Ethernet switching table, the switch floods the traffic to all interfaces.

[edit]
user@switch# set protocols l2-learning global-mac-table-aging-time seconds
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The following example uses Junos OS for EX Series switches that do not support the

Enhanced Layer 2 Software (ELS) configuration style.

The Ethernet switching table (or MAC table) aging process ensures that the EX Series

switch tracks only active MAC addresses on the network and is able to flush out MAC

addresses that are no longer used.

You can configure theMAC table aging time, themaximum time that an entry can remain

in the Ethernet Switching table before it “ages out,” either on all VLANs on the switch or

on particular VLANs. This setting can influence efficiency of network resource use by

affecting the amount of traffic that is flooded to all interfaces because when traffic is

received for MAC addresses no longer in the Ethernet switching table, the switch floods

the traffic to all interfaces.

To configure the MAC table aging time on all VLANs on the switch:

[edit]
user@switch# set ethernet-switching-optionsmac-table-aging-time seconds

To configure the MAC table aging time on a VLAN:

[edit]
user@switch# set vlans vlan-namemac-table-aging-time seconds

NOTE: You can set the MAC table aging time to unlimited. If you specify the
value as unlimited, entries are never removed from the table. Generally, use

this setting only if the switch or the VLAN has a fairly static number of end
devices; otherwise the table will eventually fill up. You can use this setting
to minimize traffic loss and flooding that might occur when traffic arrives for
MAC addresses that have been removed from the table.
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CHAPTER 8

Configuring Learning and Forwarding

• Layer 2 Forwarding Tables on page 107

Layer 2 Forwarding Tables

• Layer 2 Learning and Forwarding for VLANs Overview on page 107

• Layer 2 Learning and Forwarding for VLANs Acting as a Switch for a Layer 2 Trunk

Port on page 109

• Understanding the Unified Forwarding Table on page 110

• Example: Configuring a Unified Forwarding Table Custom Profile on page 117

• Configuring the Unified Forwarding Table on Switches on page 121

• Configuring Forwarding Mode on Switches on page 128

• Disabling Layer 2 Learning and Forwarding on page 128

Layer 2 Learning and Forwarding for VLANs Overview

Understanding Layer 2 Forwarding Tables on Switches, Routers and NFX Series
Devices

You can configure Layer 2 MAC address and VLAN learning and forwarding properties in

support of Layer 2 bridging. Unicast media access control (MAC) addresses are learned

to avoid flooding the packets to all the ports in a VLAN. A source MAC entry is created in

its source and destination MAC tables for each MAC address learned from packets

received on ports that belong to the VLAN.

When you configure a VLAN, Layer 2 address learning is enabled by default. The VLAN

learns unicast media access control (MAC) addresses to avoid flooding the packets to

all the ports in the VLAN. Each VLAN creates a source MAC entry in its source and

destination MAC tables for each source MAC address learned from packets received on

the ports that belong to the VLAN.

NOTE: Traffic is not flooded back onto the interface on which it was received.
However, because this “split horizon” occurs at a late stage, the packet
statistics displayed by commands such as show interfaces queue will include

flood traffic.
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You can optionally disableMAC learning either for the entire device or for a specific VLAN

or logical interface. You can also configure the following Layer 2 learning and forwarding

properties:

• Timeout interval for MAC entries

• Static MAC entries for logical interfaces only

• Limit to the number ofMAC addresses learned froma specific logical interface or from

all the logical interfaces in a VLAN

• Size of the MAC address table for the VLAN

• MAC accounting for a VLAN

Understanding Layer 2 Forwarding Tables on Security Devices

The SRX Series device maintains forwarding tables that contain MAC addresses and

associated interfaces for each Layer 2 VLAN. When a packet arrives with a new source

MAC address in its frame header, the device adds the MAC address to its forwarding

table and tracks the interface at which the packet arrived. The table also contains the

corresponding interface throughwhich thedevice can forward traffic for aparticularMAC

address.

If the destination MAC address of a packet is unknown to the device (that is, the

destination MAC address in the packet does not have an entry in the forwarding table),

the device duplicates the packet and floods it on all interfaces in the VLAN other than

the interface on which the packet arrived. This is known as packet flooding and is the

default behavior for the device to determine the outgoing interface for an unknown

destinationMACaddress. Packet flooding is performedat two levels: packetsare flooded

to different zones as permitted by configured Layer 2 security policies, and packets are

also flooded to different interfaces with the same VLAN identifier within the same zone.

The device learns the forwarding interface for the MAC address when a reply with that

MAC address arrives at one of its interfaces.

You can specify that the SRX Series device use ARP queries and traceroute requests

(which are ICMP echo requests with the time-to-live values set to 1) instead of packet

flooding to locateanunknowndestinationMACaddress. Thismethod is consideredmore

secure than packet flooding because the device floods ARP queries and traceroute

packets—not the initial packet—on all interfaces. When ARP or traceroute flooding is

used, the original packet is dropped. The device broadcasts an ARP or ICMP query to all

other deviceson the samesubnetwork, requesting thedeviceat the specifieddestination

IP address to send back a reply. Only the device with the specified IP address replies,

which provides the requestor with the MAC address of the responder.

ARP allows the device to discover the destination MAC address for a unicast packet if

the destination IP address is in the same subnetwork as the ingress IP address. (The

ingress IP address refers to the IP address of the last device to send the packet to the

device. The device might be the source that sent the packet or a router forwarding the

packet.) Traceroute allows the device to discover the destination MAC address even if

the destination IP address belongs to adevice in a subnetwork beyond that of the ingress

IP address.
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WhenyouenableARPqueries to locateanunknowndestinationMACaddress, traceroute

requests are also enabled. You can also optionally specify that traceroute requests not

be used; however, the device can then discover destination MAC addresses for unicast

packets only if the destination IP address is in the same subnetwork as the ingress IP

address.

Whether you enable ARP queries and traceroute requests or ARP-only queries to locate

unknowndestinationMACaddresses, theSRXSeriesdeviceperforms the following series

of actions:

1. The device notes the destination MAC address in the initial packet. The device adds

the sourceMACaddress and its corresponding interface to its forwarding table, if they

are not already there.

2. The device drops the initial packet.

3. The device generates an ARP query packet and optionally a traceroute packet and

floods those packets out all interfaces except the interface onwhich the initial packet

arrived.

ARP packets are sent out with the following field values:

• Source IP address set to the IP address of the IRB

• Destination IP address set to the destination IP address of the original packet

• Source MAC address set to the MAC address of the IRB

• Destination MAC address set to the broadcast MAC address (all 0xf)

Traceroute (ICMP echo request or ping) packets are sent out with the following field

values:

• Source IP address set to the IP address of the original packet

• Destination IP address set to the destination IP address of the original packet

• Source MAC address set to the source MAC address of the original packet

• DestinationMAC address set to the destinationMAC address of the original packet

• Time-to-live (TTL) set to 1

4. Combining the destination MAC address from the initial packet with the interface

leading to that MAC address, the device adds a new entry to its forwarding table.

5. Thedevice forwardsall subsequentpackets it receives for thedestinationMACaddress

out the correct interface to the destination.

Layer 2 Learning and Forwarding for VLANs Acting as a Switch for a Layer 2 Trunk Port

Layer 2 learning is enabled by default. A set of VLANs, configured to function as a switch

with a Layer 2 trunk port, learns unicast media access control (MAC) addresses to avoid

flooding packets to the trunk port.
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NOTE: Traffic is not flooded back onto the interface on which it was received.
However, because this “split horizon” occurs at a late stage, the packet
statistics displayed by commands such as show interfaces queue will include

flood traffic.

You can optionally disable Layer 2 learning for the entire set of VLANs as well as modify

the following Layer 2 learning and forwarding properties:

• Limit the number of MAC addresses learned from the Layer 2 trunk port associated

with the set of VLANs

• Modify the size of the MAC address table for the set of VLANs

• Enable MAC accounting for the set of VLANs

Understanding the Unified Forwarding Table

Traditionally, forwarding tables have been statically defined and have supported only a

fixed number of entries for each type of address. The Unified Forwarding Table (UFT)

feature enables you to allocate forwarding table resources to optimize the memory

available for different address types basedon the needs of your network. You can choose

to allocate a higher percentage of memory for one type of address or another.

• Using the Unified Forwarding Table to Optimize Address Storage on page 110

• Understanding the Allocation of MAC Addresses and Host Addresses on page 111

• Understanding Ternary Content Addressable Memory (TCAM) and Longest Prefix

Match Entries on page 116

• Host Table Example for Profile with Heavy Layer 2 Traffic on page 116

Using the Unified Forwarding Table to Optimize Address Storage

On the QFX5100, EX4600, EX4650, QFX5110, QFX5200, and QFX5120 switches, you

can control the allocation of forwarding table memory available to store the following:

• MAC addresses—In a Layer 2 environment, the switch learns newMAC addresses and

stores them in a MAC address table

• Layer 3 host entries–In a Layer 2 and Layer 3 environment, the switch learns which IP

addresses are mapped to which MAC addresses; these key-value pairs are stored in

the Layer 3 host table.

• Longest prefix match (LPM) table entries—In a Layer 3 environment, the switch has a

routing table and themost specific route has an entry in the forwarding table to

associate a prefix or netmask to a next hop. Note, however, that all IPv4 /32 prefixes

and IPv6 /128 prefixes are stored in the Layer 3 host table.

UFT essentially combines the three distinct forwarding tables to create one table with

flexible resource allocation. You can select one of five forwarding table profiles that best

meets your network needs. Each profile is configured with different maximum values for

each typeof address. For example, for a switch that handlesagreat deal of Layer 2 traffic,
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such as a virtualized network with many servers and virtualizedmachines, you would

likely choose a profile that allocates a higher percentage of memory to MAC addresses.

For a switch that operates in the core of a network, participates in an IP fabric, you

probably want to maximize the number of routing table entries it can store. In this case,

you would choose a profile that allocates a higher percentage of memory to longest

matchprefixes.TheQFX5200switchsupportsacustomprofile thatallowsyou topartition

the four available sharedmemory banks with a total of 128,000 entries among MAC

addresses, Layer 3 host addresses, and LPM prefixes.

NOTE: Support for QFX5200 switches was introduced in Junos OS Release
15.1x53-D30. The QFX5200 switch is not supported on Junos OS Release
16.1R1.

Understanding the Allocation of MAC Addresses and Host Addresses

All five profiles are supported, each of which allocates different amounts of memory for

Layer 2 or Layer 3 entries, enabling you choose one that best suits the needs of your

network. The QFX5200 and QFX5210 switches, however, supports different maximum

values for each profile from the other switches. For more information about the custom

profile, see “Configuring the Unified Forwarding Table on Switches” on page 71.

NOTE: The default profile is l2-profile-three, which allocates equal space for

MAC Addresses and Layer 3 host addresses. On QFX5100, EX4600, QFX5110,
and QFX5200 switches, the space is equal to 16,000 IPv4 entries for the LPM
table, and on QFX5210 switches, the space is equal to 32,000 IPv4 entries
for the LPM table. For the lpm-profile the LPM table size is equal to 256,000

IPv4 entries.

NOTE: Starting with Junos OS Release 18.1R1 on the QFX5210-64C switch,
for all these profiles, except for the lpm-profile the longest prefix match (LPM)

table size is equal to 32,000 IPv4 entries.

NOTE: Starting with Junos OS Release 18.3R1 on the QFX5120 and EX4650
switches, for all these profiles, except for the lpm-profile the longest prefix

match (LPM) table size is equal to 32,000 IPv4 entries.

NOTE: On QFX5100, EX4600, EX4650, QFX5110, QFX5200, QFX5120, and
QFX5210-64C switches, IPv4 and IPv6 host routes with ECMP next hops are
stored in the host table.

111Copyright © 2019, Juniper Networks, Inc.

Chapter 8: Configuring Learning and Forwarding



BEST PRACTICE: If the host or LPM table stores the maximum number of
entries for any given type of entry, the entire shared table is full and is unable
to accommodate any entries of any other type. Different entry types occupy
different amounts of memory. For example, an IPv6 unicast address occupies
twice as much memory as an IPv4 unicast address, and an IPv6 multicast
address occupies four times as much memory as an IPv4 unicast address.

Table22onpage62 lists theprofiles youcanchooseandtheassociatedmaximumvalues

for the MAC address and host table entries on QFX5100 and EX4600 switches.

Table 37: Unified Forwarding Table Profiles on QFX5100 and EX4600 Switches

Host Table (unicast andmulticast addresses)
MAC
TableProfile Name

IPv6 (S,
G)

IPv6 (*,
G)

IPv4 (S,
G)

IPv4 (*, G)IPv6
unicast

IPv4
unicast

MAC
Addresses

4K4K8K8K8K16K288Kl2-profile-one

20K20K40K40K40K80K224Kl2-profile-two

36K36K72K72K72K144K160Kl2-profile-three (default)

52K52K104K104K104K208K96Kl3-profile

4K4K8K8K8K16K32Klpm-profile

4K4K8K8K(stored in
LPM
table)

(stored in
LPM table)

32Klpm-profilewith
unicast-in-lpm option

Table23onpage62 lists theprofiles youcanchooseandtheassociatedmaximumvalues

for the MAC address and host table entries on QFX5110 switches.

Table 38: Unified Forwarding Table Profiles on QFX5110 Switches

Host Table (unicast andmulticast addresses)
MAC
TableProfile Name

IPv6 (S,
G)

IPv6 (*,
G)

IPv4 (S,
G)

IPv4 (*, G)IPv6
unicast

IPv4
unicast

MAC
Addresses

4K4K8K8K8K16K288Kl2-profile-one

20K20K40K40K40K80K224Kl2-profile-two

36K36K72K72K72K144K160Kl2-profile-three (default)

52K52K104K104K104K208K96Kl3-profile
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Table 24 on page 63 lists the LPM table size variations for theQFX5110 switch depending

on the prefix entries.

Table 39: LPM Table Size Variations on QFX5110 Switches

Prefix Entries
Profile Name

IPv6 LPM> /64IPv6 LPM<= /64IPv4 LPM<= /32num-65-127-prefix

0K8K16K0

1K6K12K1

2K4K8K2

3K2K4K3

4K0K0K4

Table 25 on page 63 lists the profiles you can choose and the associatedmaximum

values for the MAC address and host table entries on QFX5200-32C switches.

Table 40: Unified Forwarding Table Profiles on QFX5200-32C Switches

Host Table (unicast andmulticast addresses)
MAC
TableProfile Name

Exact-MatchIPv6 (S,
G)

IPv6 (*,
G)

IPv4 (S,
G)

IPv4 (*,
G)

IPv6
unicast

IPv4
unicast

MAC
Addresses

02K2K4K4K4K8K136Kl2-profile-one

010K10K20K20K20K40K104Kl2-profile-two

018K18K36K36K36K72K72Kl2-profile-three
(default)

026K26K52K52K52K104K40Kl3-profile

02K2K4K4K4K8K8Klpm-profile

Table 26 on page 63 lists the profiles you can choose and the associatedmaximum

values for the MAC address and host table entries on QFX5200-48Y switches.

Table 41: Unified Forwarding Table Profiles on QFX5200-48Y Switches

Host Table (unicast andmulticast addresses)
MAC
TableProfile Name

IPv6(S,G)IPv6 (*,
G)

IPv4 (S,
G)

IPv4 (*, G)IPv6
unicast

IPv4
unicast

MAC
Addresses

2K2K4K4K4K8K136Kl2-profile-one

10K10K20K20K20K40K104Kl2-profile-two
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Table 41: Unified Forwarding Table Profiles on QFX5200-48Y Switches (continued)

Host Table (unicast andmulticast addresses)
MAC
TableProfile Name

18K18K36K36K36K72K72Kl2-profile-three
(default)

26K26K52K52K52K104K40Kl3-profile

2K2K4K4K4K8K8Klpm-profile

Table 27 on page 64 lists the LPM table size variations for the QFX5200-48Y switch

depending on the prefix entries.

Table 42: LPM Table Size Variations on QFX5200-48Y Switches

Prefix Entries
Profile Name

IPv6 LPM> /64IPv6 LPM<= /64IPv4 LPM<= /32num-65-127-prefix

0K8K16K0

1K6K12K1

2K4K8K2

3K2K40K3

4K0K0K4

Table 28 on page 64 lists the profiles you can choose and the associatedmaximum

values for the MAC address and host table entries on QFX5210-64C switches.

Table 43: Unified Forwarding Table Profiles on QFX5210-64C Switches

Host Table (unicast andmulticast addresses)
MAC
TableProfile Name

Exact
Match

IPv6 (S,
G)

IPv6 (*,
G)

IPv4 (S,
G)

IPv4 (*,
G)

IPv6
unicast

IPv4
unicast

MAC
Addresses

0K2K2K4K4K4K8K264Kl2-profile-one

0K18K18K36K36K36K72K200Kl2-profile-two

0K36K36K72K72K72K136K136Kl2-profile-three
(default)

0K50K50K100K100K100K200K72Kl3-profile

Table 29 on page 65 lists the profiles you can choose and the associatedmaximum

values for the MAC address and host table entries on QFX5120 and EX4650 switches.
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Table 44: Unified Forwarding Table Profiles on QFX5120 and EX4650 Switches

Host Table (unicast andmulticast addresses)
MAC
TableProfile Name

IPv6 (S,
G)

IPv6 (*,
G)

IPv4 (S,
G)

IPv4 (*, G)IPv6
unicast

IPv4
unicast

MAC
Addresses

4K4K8K8K8K16K288Kl2-profile-one

20K20K40K40K40K80K224Kl2-profile-two

36K36K72K72K72K144K160Kl2-profile-three
(default)

52K52K104K104K104K208K96Kl3-profile

Table 30 on page 65 lists the LPM table size variations for the QFX5210-64C switch

depending on the prefix entries.

Table 45: LPM Table Size Variations on QFX5210-64C Switches

Prefix Entries
Profile Name

IPv6 LPM> /64IPv6 LPM<= /64IPv4 LPM<= /32num-65-127-prefix

0K16K32K0

1K14K28K1

2K12K24K2

3K10K20K3

4K0K0K4

Table 31 on page 65 lists the Layer 3 Defip table size variations for the QFX5120 and

EX4650 switches depending on the changing IPv6/128 prefix entries.

Table 46: LPM Table Size Variations on QFX5210-64C and EX4650 Switches

Prefix Entries
Profile Name

IPv6 LPM> /64IPv6 LPM<= /64IPv4 LPM<= /32num-65-127-prefix

0K16K32K0

2K12K24K2

4K8K16K4

6K4K8K6

8K0K0K8
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UnderstandingTernaryContentAddressableMemory(TCAM)andLongestPrefix
Match Entries

Youcan further customizenon-LPMprofilesbyconfiguring thespaceavailable for ternary

content addressablememory (TCAM) to allocatemorememory for longest prefixmatch

entries. You can change the number of entries allocated to these IPv6 addresses,

essentially allocating more or less space for LPM IPv4 entries with any prefix length or

IPv6 entries with prefix lengths of 64 of shorter. For more information about how to

change the default parameters of the TCAMmemory space for LPM entries, see

“Configuring the Unified Forwarding Table on Switches” on page 71.

NOTE: The option to adjust TCAM space is not supported on the longest
prefix match (LPM) or custom profiles. However, for the LPM profile, you can
configure TCAM space not to allocate any memory for IPv6 entries with prefix
lengths of 65 or longer, thereby allocating that memory space only for IPv4
routes or IP routes with prefix lengths equal to or less than 64 or a combination
of the two types of prefixes.

NOTE: Starting with Junos OS Release 18.1R1 on QFX5210 switches, you can
configure TCAM space to allocate a maximum of 8,000 IPv6 entries with
prefix lengths of 65 or longer. The default value is 2,000 entries. Starting
with Junos OS Release 13.2X51-D15, you can configure TCAM space to allocate
a maximum of 4,000 IPv6 entries with prefix lengths of 65 or longer. The
default value is 1,000 entries. Previous to Junos OS Release 13.2X51-D15, you
could allocate only a maximum of 2,048 entries for IPv6 the IPv6 prefixes
with lengths in the range /65 to /127 range. The default value was 16 entries
for these types of IPv6 prefixes.

On Junos OS Releases 13.2x51-D10 and 13.2x52D10, the procedure to change
the default value of 16 entries differs from later releases, where the maximum
and default values are higher. For more information about that procedure,
see “Configuring the Unified Forwarding Table on Switches” on page 71

Host Table Example for Profile with Heavy Layer 2 Traffic

Table 32 on page 66 lists various valid combinations that the host table can store if you

use the l2-profile-one profile on QFX5100 and EX4600 switches. This profile allocates

the percentage of memory to Layer 2 addresses. Note that the default values might be

different on other switches. Each row in the table represents a case in which the host

table is full and cannot accommodate any more entries.

Table 47: Example Host Table Combinations Using l2-profile-one on QFX5100 and EX4600 Switches

IPv6multicast
(S, G)

IPv6multicast
(*, G)

IPv4multicast
(S, G)

IPv4multicast
(*, G)IPv6 unicastIPv4 unicast

0000016K
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Table 47: Example Host Table Combinations Using l2-profile-one onQFX5100 and EX4600Switches (continued)

IPv6multicast
(S, G)

IPv6multicast
(*, G)

IPv4multicast
(S, G)

IPv4multicast
(*, G)IPv6 unicastIPv4 unicast

00002K12K

002K2K012K

00004K8K

002K2K2K4K

1K1K004K0

Example: Configuring a Unified Forwarding Table CustomProfile

Traditionally, forwarding tables have been statically defined and have supported only a

fixed number of entries for each type of address. The Unified Forwarding Table (UFT)

feature enables you to optimize how forwarding-table memory is allocated to best suit

the needs of your network. This example shows how to configure a Unified Forwarding

Table profile that enables you to partition four shared hashmemory banks among three

different types of forwarding-table entries: MAC addresses, Layer 3 host addresses, and

longest prefix match (LPM).

TheUFT featurealsosupports fiveprofiles thateachallocateaspecificmaximumamount

ofmemory for each type of forwarding table entry. Some profiles allocatemorememory

to Layer 2 entries, while other profiles allocate more memory to Layer 3 or LPM entries.

Themaximum values for each type of entry are fixed in these profiles. With the custom

profile, you can designate one or more sharedmemory banks to store a specific type of

forwarding-table entry. You can configure as few as one or as many as four memory

banks inacustomprofile. Thecustomprofile thusprovidesevenmore flexibility inenabling

you to allocate forwarding-table memory for specific types of entries.

• Requirements on page 117

• Overview on page 118

• Configuration on page 118

• Verification on page 120

Requirements

This example uses the following hardware and software components:

• One QFX5200 switch

• Junos OS Release 15.1x53-D30 or later.
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Before you configure a custom profile, be sure you have:

• Configured interfaces

Overview

The Unified Forwarding Table custom profile enables you to allocate forwarding-table

entries among four banks of shared hash tables with a total memory equal to 128,000

unicast IPv4 addresses, or 32,000 entries for each bank. Specifically, you can allocate

one ormore of these shared banks to store a specific type of forwarding-table entry. The

customprofile does not affect the dedicated hash tables. Those tables remain fixedwith

8,000 entries allocated to Layer 2 addresses, the equivalent of 8,000 entries allocated

to IPv4 addresses, and the equivalent of 16,000entries allocated to longest prefixmatch

(LPM) addresses.

In this example, you allocate twomemory banks to Layer 3 host addresses, and two

memorybanks toLPMentries. Thismeans thatnosharedhash tablememory isallocated

for Layer 2 addresses. Only the dedicated hash table memory is allocated for Layer 2

addresses in this scenario.

Configuration

To configure a custom profile for the Unified Forwarding Table feature on a QFX5200

switch that allocates two sharedmemory banks for Layer 3 host address and two shared

memory banks for LPM entries, perform these tasks:

• Configuring the Custom Profile on page 119

• Configuring the Allocation of Shared Memory Banks on page 119

• Results on page 119

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,

and then enter commit fromconfigurationmode. A commit check is performed to ensure

that you have allocated forwarding-table space for nomore than four memory banks.

CAUTION: When you configure and commit a profile, the Packet Forwarding
Engine restarts and all the data interfaces on the switch go down and come
back up.

user@switch# set chassis forwarding-options custom-profile
user@switch# set chassis forwarding-options custom-profile l2-entries num-banks 0
user@switch# set chassis forwarding-options custom-profile l3-entries num-banks 2
user@switch# set chassis forwarding-options custom-profile lpm-entries num-banks 2
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Configuring the Custom Profile

Step-by-Step
Procedure

To create the custom profile:

Specify the custom-profile option.1.

[edit chassis forwarding-options]
user@switch# set custom-profile

Configuring the Allocation of SharedMemory Banks

Step-by-Step
Procedure

To allocate memory for specific types of entries for the sharedmemory banks:

Specify to allocate no shared bankmemory for Layer 2 entries.1.

[edit chassis forwarding-options custom-profile]
user@switch# set l2-entries num-banks 0

2. Specify to allocate two sharedmemory banks (or the equivalent of 64,000 IPv4

entries) for Layer 3 host entries.

[edit chassis forwarding-options custom-profile]
user@switch# set l3-entries num-banks 2

3. Specify to allocate two sharedmemory banks (or the equivalent of 64,000 IPv4

entries) for LPM entries.

[edit chassis forwarding-options custom-profile]
user@switch# set lpm-entries numer-banks 2

Results

From configuration mode, confirm your configuration by entering the show chassis

forwarding-options command. If the output does not display the intended configuration,

repeat the instructions in this example to correct the configuration.

user@switch# show chassis forwarding-profile
custom-profile {

l2-entries {
num-banks 0;

}
l3-entries {

num-banks 2;
}
lpm-entries {

num-banks 2
}

}
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If you are done configuring the switch, enter commit from configuration mode

CAUTION: The Packet Forwarding Engine will restart and all the data
interfaces on the switch will go down and come back up.

Verification

Confirm that the configuration is working properly.

• Checking the Parameters of the Custom Profile on page 120

Checking the Parameters of the Custom Profile

Purpose Verify that the custom profile is enabled.

Action user@switch> show chassis forwarding-options

UFT Configuration:
custom-profile
Configured custom scale:
Entry type                 Total scale(K)
L2(mac)                    8
L3 (unicast & multicast)        72
Exact Match                 0
Longest Prefix Match (lpm)        80
num-65-127-prefix = 1K
-------------Bank details for various types of entries------------
Entry type                   Dedicated Bank Size(K)      Shared Bank Size(K)
L2 (mac)                     8                         32 * num shared banks
L3 (unicast & multicast          8                           32 * num shared banks
Exact match                   0                          16 * num shared banks
Longest Prefix match(lpm)           16                      32 * num shared banks

Meaning The output shows that the custom profile is enabled as configured with two shared

memorybanksdesignated forLayer3hostentries; twosharedmemorybanksdesignated

for LPM entries; and no sharedmemory allocated for Layer 2 entries.

The total scale(K) field shows the total allocation of memory, that is, the amount

allocated through the sharedmemory banks plus the amount allocated through the

dedicated hash tables. The amount allocated through the dedicated hash tables is fixed

and cannot be changed. Therefore, Layer 2 entries have 8K of memory allocated only

through the dedicated hash table. Layer 3 host entries have 64K of memory allocated

through two sharedmemory banks plus 8K through the dedicated hash table, for a total

of 72K of memory. LPM entries have 64K of memory allocated through two shared

memory banks plus 16K through the dedicated hash table, for a total of 80K ofmemory.
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Configuring the Unified Forwarding Table on Switches

Traditionally, forwarding tables have been statically defined and have supported only a

fixed number of entries for each type of address stored in the tables. The Unified

Forwarding Table feature lets you optimize how your switch allocates forwarding-table

memory for different types of addresses. You can choose one of five unified forwarding

table profiles. Each profile allocates a different maximum amount of memory for Layer

2, Layer 3 host, and longest prefix match (LPM) entries. In addition to selecting a profile,

you can also select howmuch additional memory to allocate for LPM entries.

Two profiles allocate higher percentages of memory to Layer 2 addresses. A third profile

allocates a higher percentage of memory to Layer 3 host address, while a fourth profile

allocates a higher percentage of memory to LPM entries. There is a default profile

configured that allocates an equal amount of memory to Layer 2 and Layer 3 host

addresses with the remainder allocated to LPM entries. For a switch in a virtualized

network that handles a great deal of Layer 2 traffic, you would choose a profile that

allocates ahigher percentageofmemory to Layer 2 addresses. For a switch that operates

in the core of the network, youwould choose a profile that allocates a higher percentage

of memory to LPM entries.

On QFX5200 and QFX5210-64C switches only, you can also configure a custom profile

thatallowsyou topartitionsharedmemorybanksamong thedifferent typesof forwarding

table entries. On QFX5200 switches, these sharedmemory banks have a total memory

equal to 128,000 IPv4 unicast addresses. On QFX5210 switches, these sharedmemory

banks have a total memory equal to 256,000 IPv4 unicast addresses. For more

information about configuring the custom profile, see “Example: Configuring a Unified

Forwarding Table Custom Profile” on page 67.

• Configuring a Unified Forwarding Table Profile on page 121

• Configuring the Memory Allocation for Longest Prefix Match Entries on page 122

Configuring a Unified Forwarding Table Profile

To configure a unified forwarding table profile:

Specify a forwarding-table profile.

[edit chassis forwarding-options]
user@switch# set profile-name

For example, to specify the profile that allocates the highest percentage of memory to

Layer 2 traffic:

[edit chassis forwarding-options]
user@switch# set l2-profile-one

CAUTION: When you configure and commit a profile, in most cases the Packet
Forwarding Engine automatically restarts and all the data interfaces on the
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switch go down and come back up (the management interfaces are
unaffected).

Starting with Junos OS Releases 14.1X53-D40, 15.1R5, and 16.1R3, for a Virtual
Chassis or Virtual Chassis Fabric (VCF) comprised of EX4600 or QFX5100
switches, the Packet Forwarding Engine in member switches does not
automatically restart upon configuring and committing a unified forwarding
table profile change. This behavior avoids Virtual Chassis or VCF instability
after the change propagates to member switches and multiple Packet
Forwarding Engines automatically restart at the same time. Instead, a
message is displayed at the CLI prompt and logged to the switch’s system
log to notify you that the profile change does not take effect until the next
time you reboot the Virtual Chassis or VCF. We recommend that you plan to
make profile changes only when you can perform a Virtual Chassis or VCF
system reboot immediately after committing the configuration update.
Otherwise, the Virtual Chassis or VCF could become inconsistent if one or
more members have a problem and restart with the new configuration before
a planned system reboot activates the change on all members.

NOTE: You can configure only one profile for the entire switch.

NOTE: The l2-profile-three is configured by default.

NOTE: If the host table stores the maximum number of entries for any given
type, the entire table is full and is unable to accommodate any entries of any
other type. Keep in mind that an IPv6 unicast address occupies twice as much
memory as an IPv4 unicast address, and an IPv6 multicast address occupies
four times as much memory as an IPv4 unicast address..

Configuring theMemory Allocation for Longest Prefix Match Entries

In addition to choosing a profile, you can further optimize memory allocation for longest

prefix match (LPM) entries by configuring howmany IPv6 prefixes to store with lengths

from /65 through /127. The switch uses LPM entries during address lookup to match

addresses to themost-specific (longest) applicableprefix. Prefixesof this typeare stored

in the space for ternary content addressable memory (TCAM). Changing the default

parametersmakes this spaceavailable for LPMentries. Increasing theamountofmemory

available for these IPv6 prefixes reduces by the same amount howmuchmemory is

available to store IPv4 unicast prefixes and IPv6 prefixes with lengths equal to or less

than 64.

The procedures for configuring the LPM table are different, depending on which version

of JunosOS you are using. In the initial releases thatUFT is supported, JunosOSReleases
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13.2X51-D10 and 13.2X52-10, you can only increase the amount of memory allocated to

IPv6 prefixes with lengths from /65 through /127 for any profile, except for lpm-profile.

Startingwith JunosOSRelease 13.2X51-D15, youcanalsoallocateeither lessornomemory

for IPv6 prefixes with lengths in the range /65 through /127, depending on which profile

is configured. For the lpm-profie, however, the only change you canmake to the default

parameters is to allocate nomemory for these types of prefixes.

• Configuring the LPM TableWith Junos OS Releases 13.2X51-D10 and

13.2X52-D10 on page 123

• Configuring the LPM TableWith Junos OS Release 13.2x51-D15 and Later on page 124

Configuring the LPM TableWith Junos OS Releases 13.2X51-D10 and 13.2X52-D10

In Junos OS Releases 13.2x51-D10 and 13.2X52-D10, by default, the switch allocates

memory for 16 IPv6 with prefixes with lengths in the range /65 through /127. You can

configure the switch to allocatemorememory for IPv6 prefixes with lengths in the range

/65 through /127.

To allocate more memory for IPv6 prefixes in the range /65 through /127:

1. Choose a forwarding table profile.

[edit chassis forwarding-options]
user@swtitch# set profile-name

For example, to specify the profile that allocates the highest percentage of memory

to Layer 2 traffic:

[edit chassis forwarding-options]
user@swtitch# set l2-profile-one

2. Select howmuchmemory to allocate for IPv6 prefixes in the range /65 thorugh 127.

[edit chassis forwarding-options profile-name]
user@swtitch# set num-65-127-prefix number

For example, to specify to allocate memory for 32 IPv6 prefixes in the range /65

through 127:

[edit chassis forwarding-options l2-profile-one]
user@switch# set num-65-127-prefix 2

NOTE: When you configure and commit the num-65-127-prefix number

statement, all the data interfaces on the switch restart. The management
interfaces are unaffected.

The num-65-127-prefix number statement is not supported on the lpm-profile.
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Configuring the LPM TableWith Junos OS Release 13.2x51-D15 and Later

• Configuring Layer 2 and Layer 3 ProfilesWith Junos OS Release 13.2x51-D15 or

Later on page 124

• Configuring the lpm-profile With Junos OS Release 13.2x51-D15 and Later on page 125

• Configuring the lpm-profileWith JunosOSRelease 14.1x53-D30 and Later on page 126

• Configuring Non-LPM Profiles on QFX5120 and EX4650 Switches on page 128

Configuring Layer 2 and Layer 3 ProfilesWith Junos OS Release 13.2x51-D15 or Later

Starting in Junos OS Release 13.2X51-D15, you can configure the switch to allocate

forwarding table memory for as many as 4,000 IPv6 prefixes with lengths in the range

/65 through /127 for any profile other than the lpm-profile or custom-profile. You can also

specify to allocate nomemory for these IPv6 entries. The default is 1,000 entries for IPv6

prefixes with lengths in the range /65 through /127. Previously, the maximum you could

configure was for 2,048 entries for IPv6 prefixes with lengths in the range /65 through

/127. Theminimum number of entries was previously 16, which was the default.

To specify howmuch forwarding table memory to allocate for IPv6 prefixes with length

in the range /65 through /127:

1. Choose a forwarding table profile.

[edit chassis forwarding-options]
user@swtitch# set profile-name

For example, to specify the profile that allocates the highest percentage of memory

to Layer 2 traffic:

[edit chassis forwarding-options]
user@swtitch# set l2-profile-one

2. Select howmuchmemory to allocate for IPv6 prefixes in the range /65 thorugh 127.

[edit chassis forwarding-options profile-name]
user@swtitch# set num-65-127-prefix number

For example, to specify to allocate memory for 2,000 IPv6 prefixes in the range /65

through 127:

[edit chassis forwarding-options l2-profile-one]
user@switch# set num-65-127-prefix 2

Startingwith JunosOSRelease 13.2X51-D15, youcanuse thenum-65-127-prefix statement

to allocate entries. Table 33 on page 75 shows the numbers of entries that you can

allocate. Each row represents a case in which the table is full and cannot accommodate

any more entries.
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Table 48: LPM Table Combinations for L2 and L3 profilesWith Junos OS 13.2X51-D15 and Later

IPv6Entries (Prefix>=65)IPv6 Entries (Prefix <=64)IPv4 Entriesnum-65-127-prefix Value

0K8K16K0

1K6K12K1 (default)

2K4K8K2

3K2K4K3

4K0K0K4

CAUTION: When you configure and commit a profile change with the
num-65-127-prefix number statement, the Packet Forwarding Engine

automatically restarts and all the data interfaces on the switch go down and
come back up (the management interfaces are unaffected).

However, starting with Junos OS Releases 14.1X53-D40, 15.1R5, and 16.1R3,
Packet Forwarding Engines on switches in a Virtual Chassis or Virtual Chassis
Fabric (VCF) do not automatically restart upon configuring a unified
forwarding table profile change. This behavior avoids Virtual Chassis or VCF
instability after the change propagates to member switches and multiple
Packet Forwarding Engines automatically restart at the same time. Instead,
a message is displayed at the CLI prompt and logged to the switch’s system
log to notify you that the profile change does not take effect until the next
time you reboot the Virtual Chassis or VCF. We recommend that you plan to
make profile changes only when you can perform a Virtual Chassis or VCF
system reboot immediately after committing the configuration update.
Otherwise, the Virtual Chassis or VCF could become inconsistent if one or
more members have a problem and restart with the new configuration before
a planned system reboot activates the change on all members.

Configuring the lpm-profileWith Junos OS Release 13.2x51-D15 and Later

Starting with Junos OS Release 13.2X51-D15 you can configure the lpm-profile profile not

to allocate anymemory for IPv6 entries with prefix lengths from /65 through /127. These

are thedefaultmaximumvaluesallocated forLPMmemory for the lpm-profilebyaddress

type:

• 128K of IPv4 prefixes

• 16K of IPv6 prefixes (all lengths)

NOTE: The memory allocated for each address type represents the maximum
default value for all LPM memory.
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To configure the lpm-profile not to allocate forwarding-table memory for IPv6 entries

with prefixes from /65 through /127, thus allocating more memory for IPv4:

Specify to disable forwarding-table memory for IPv6 prefixes with lengths in the range

/65 through /127.

[edit chassis forwarding-options lpm-profile]
user@switch# set prefix-65-127-disable

For example, on the QFX5100 and EX4600 switches only, if you use the

prefix-65-127-disable option, each of the following combinations are valid:

• 100K IPv4 and 28K IPv6 /64 or shorter prefixes.

• 64K IPv4 and 64K IPv6 /64 or shorter prefixes.

• 128K IPv4 and 0K IPv6 /64 or shorter prefixes.

• 0K IPv4 and 128K IPv6 /64 or shorter prefixes.

NOTE: On the QFX5200 switches, when you configure the
prefix-65-127-disable statement, the maximum number of IPv6 entries with

prefixes equal to or shorter than 64 is 98,000.

Configuring the lpm-profileWith Junos OS Release 14.1x53-D30 and Later

Starting in Junos OS Release 15.1X53-D30, you can configure the lpm-profile profile to

store unicast IPv4 and IPv6 host addresses in the LPM table , thereby freeingmemory in

the host table. Unicast IPv4 and IPv6 addresses are stored in the LPM table instead of

the host table, as shown in Table 34 on page 76 for QFX5100 and EX4600 switches.

(Platform support depends on the Junos OS release in your installation.) You can use

this option in conjunction with the option to allocate nomemory in the LPM table for

IPv6 entries with prefix lengths in the range /65 through /127. Together, these options

maximize the amount ofmemory available for IPv4 unicast entries and IPv6 entries with

prefix lengths equal to or less than 64.

Table 49: lpm-profile with unicast-in-lpmOption for QFX5100 and EX4600 Switches

LPMTable unicast
addresses)Host Table (multicast addresses)

MAC
Table

prefix-65-
127-disable

IPv6
unicast
(>/64)

IPv6
unicast
(</65)

IPv4
unicast

IPv6
(S, G)

IPv6
(*, G)

IPv4
(S, G)

IPv4 (*,
G)

IPv6
unicast

IPv4
unicast

MAC

16K16K128K4K4K8K8K0032KNo

0128K128K4K4K8K8K0032KYes

Starting with Junos Release 18.1R1, you cannot set configure a prefix for the

num-65-127-prefix statement on non-LPM profiles. You can only enable or disable the

prefix-65-127-disable statement for the lpm-profile.
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Table 35 on page 77 lists the situations in which the prefix-65-127-disable statement

should be enabled or disabled.

Table 50: LPM Table Size Variations on QFX5200-48Y Switches

Prefix Entries
Profile Name

IPv6 > /64IPv6 <= /64IPv4 <= /32num-65-127-prefix

0K98K> 128K (minimum
guaranteed)

Enabled

16K16K128KDisabled

On QFX5120 and EX4600 switches, you cannot set configure a prefix for the

num-65-127-prefix statement on non-LPM profiles. You can only enable or disable the

prefix-65-127-disable statement for the lpm-profile

Table 36 on page 77 lists the situations in which the prefix-65-127-disable statement

should be enabled or disabled.

Table 51: LPM Table Size Variations on QFX5120 and EX4650 Switches

Prefix Entries
Profile Name

IPv6 > /64IPv6 <= /64IPv4 <= /32prefix-65-127-disable

0K168K (172,000
approximate)

351K (360,000
approximate)

Enabled

64K (65,524
approximate)

64K (65,524
approximate)

168K (172,000
approximate)

Disabled

Note that all entries in each table share the samememory space. If a table stores the

maximumnumberofentries foranygiven type, theentire shared table is full and isunable

to accommodate any entries of any other type. For example, if you use the the

unicast-in-lpm option and there are 128K IPv4 unicast addresses stored in the LPM table,

the entire LPM table is full and no IPv6 addresses can be stored. Similarly, if you use the

unicast-in-lpm option but do not use the prefix-65-127-disable option, and 16K IPv6

addresses with prefixes shorter than /65 are stored, the entire LPM table is full and no

additional addresses (IPv4 or IPv6) can be stored.

To configure the lpm-profile to store unicast IPv4 entries and IPv6 entries with prefix

lengths equal to or less than 64 in the LPM table:

1. Specify the option to store these entries in the LPM table.

[edit chassis forwarding-options lpm-profile]
user@switch# set unicast-in-lpm

2. (Optional) Specify to allocate nomemory for in the LPM table for IPv6 prefixes with

length in the range /65 through /127:
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[edit chassis forwarding-options lpm-profile]
user@switch# set prefix-65-127-disable

Configuring Non-LPM Profiles on QFX5120 and EX4650 Switches

For non-LPM profiles, each profile provides the option of reserving a portion of the 16K

L3-defip table to store IPv6 Prefixes > 64. Because these are 128-bit prefixes, you can

havemaximum of 8k IPv6/128 entries in the l3-defip table.

1. Choose a forwarding table profile.

[edit chassis forwarding-options]
user@swtitch# set profile-name

For example, to specify the profile that allocates the highest percentage of memory

to Layer 3 traffic:

[edit chassis forwarding-options]
user@swtitch# set l3-profile

2. Select howmuchmemory to allocate for IPv6 prefixes in the range /65 thorugh 127.

[edit chassis forwarding-options profile-name]
user@swtitch# set num-65-127-prefix number

For example, to specify to allocate memory for 2,000 IPv6 prefixes in the range /65

through 127:

You can choose between 0 and 4, 1 being the default.

[edit chassis forwarding-options l3-profile]
user@switch# set num-65-127-prefix 1

Configuring ForwardingMode on Switches

By default, packets packets are forwarded using store-and-forwardmode. You can

configure all the interfaces to use cut-throughmode instead.

To enable cut-through switching mode, enter the following statement:

[edit forwarding-options]
user@switch# set cut-through

See Also cut-through on page 660•

Disabling Layer 2 Learning and Forwarding

Disabling dynamic MAC learning on an MX Series router or an EX Series switch prevents

all the logical interfaces on the router or switch from learning source and destination

MAC addresses.
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To disable MAC learning for an MX Series router or an EX Series switch, include the

global-no-mac-learning statement at the [edit protocols l2-learning] hierarchy level:

[edit protocols l2-learning]
global-no-mac-learning;

For information about how to configure a virtual switch, see Configuring a Layer 2 Virtual

Switch .

See Also • Understanding Layer 2 Learning and Forwarding

• Configuring the MAC Table Timeout Interval

• Enabling MAC Accounting

• Limiting the Number of MAC Addresses Learned from Each Logical Interface
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CHAPTER 9

Configuring Bridging and VLANs

• Bridging and VLANs on page 131

Bridging and VLANs

• Understanding Bridging and VLANs on Switches on page 132

• Configuring VLANs on Switches with Enhanced Layer 2 Support on page 141

• Configuring a VLAN on page 142

• Configuring VLANs on Switches on page 143

• Configuring VLANs for EX Series Switches on page 144

• Example: Configuring VLANs on Security Devices on page 147

• Example: Setting Up Basic Bridging and a VLAN for an EX Series Switch with ELS

Support on page 149

• Example: Setting Up Basic Bridging and a VLAN on Switches on page 159

• Example: Setting Up Basic Bridging and a VLAN for an EX Series Switch on page 177

• Example: Setting Up Bridging with Multiple VLANs on page 185

• Example: Setting Up Bridging with Multiple VLANs on Switches on page 191

• Example: Connecting Access Switches with ELS Support to a Distribution Switch with

ELS Support on page 197

• Example: Setting UpBridgingwithMultiple VLANs for EXSeries Switches on page 208

• Example: Connecting an Access Switch to a Distribution Switch on page 216

• Configuring a Logical Interface for Access Mode on page 226

• Configuring the Native VLAN Identifier on page 227

• Configuring the Native VLAN Identifier on SwitchesWith ELS Support on page 228

• Configuring VLAN Encapsulation on page 228
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Understanding Bridging and VLANs on Switches

Network switches use Layer 2 bridging protocols to discover the topology of their LAN

and to forward traffic toward destinations on the LAN. This topic explains the following

concepts regarding bridging and VLANs:

NOTE: For Ethernet, Fast Ethernet, Tri-Rate Ethernet copper, Gigabit Ethernet,
10-Gigabit Ethernet, and aggregated Ethernet interfaces supporting VPLS,
the Junos OS supports a subset of the IEEE 802.1Q standard for channelizing
an Ethernet interface into multiple logical interfaces, allowing many hosts
to be connected to the same Gigabit Ethernet switch, but preventing them
from being in the same routing or bridging domain.

• History of VLANs on page 132

• How Bridging of VLAN Traffic Works on page 133

• Packets Are Either Tagged or Untagged on page 134

• Switch Interface Modes—Access, Trunk, or Tagged Access on page 134

• Additional Advantages of Using VLANs on page 136

• Maximum VLANs and VLANMembers Per Switch on page 137

• A Default VLAN Is Configured on Most Switches on page 138

• Assigning Traffic to VLANs on page 139

• Forwarding VLAN Traffic on page 140

• VLANs Communicatewith Integrated Routing and Bridging Interfaces or Routed VLAN

Interfaces on page 140

• VPLS Ports on page 140

History of VLANs

Ethernet LANs were originally designed for small, simple networks that primarily carried

text. However, over time, the type of data carried by LANs grew to include voice, graphics,

and video. This more complex data, when combined with the ever-increasing speed of

transmission, eventually became toomuchof a load for theoriginal Ethernet LANdesign.

Multiple packet collisions were significantly slowing down the larger LANs.

The IEEE 802.1D-2004 standard helped evolve Ethernet LANs to cope with the higher

data and transmission requirements by defining the concept of transparent bridging

(generally called simply bridging). Bridging divides a single physical LAN (now called a

single broadcast domain) into two or more virtual LANs, or VLANs. Each VLAN is a

collection of some of the LAN nodes grouped together to form individual broadcast

domains.

When VLANs are grouped logically by function or organization, a significant percentage

of data traffic stayswithin the VLAN. This relieves the load on the LAN because all traffic

no longer has to be forwarded to all nodes on the LAN. A VLAN first transmits packets

within the VLAN, thereby reducing the number of packets transmitted on the entire LAN.
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Because packets whose origin and destination are in the same VLAN are forwarded only

within the local VLAN, packets that are not destined for the local VLAN are the only ones

forwarded to other broadcast domains. This way, bridging and VLANs limit the amount

of traffic flowing across the entire LAN by reducing the possible number of collisions and

packet retransmissions within VLANs and on the LAN as a whole.

HowBridging of VLAN TrafficWorks

Because the objective of the IEEE 802.1D-2004 standard was to reduce traffic and

therefore reducepotential transmissioncollisions forEthernet, a systemwas implemented

to reuse information. Instead of having a switch go through a location process every time

a frame is sent to a node, the transparent bridging protocol allows a switch to record the

location of known nodes. When packets are sent to nodes, those destination node

locations are stored in address-lookup tables called Ethernet switching tables. Before

sending a packet, a switch using bridging first consults the switching tables to see if that

nodehasalreadybeen located. If the locationof anode is known, the frame is sentdirectly

to that node.

Transparent bridging uses five mechanisms to create andmaintain Ethernet switching

tables on the switch:

• Learning

• Forwarding

• Flooding

• Filtering

• Aging

The key bridging mechanism used by LANs and VLANs is learning. When a switch is first

connected to an Ethernet LAN or VLAN, it has no information about other nodes on the

network. As packets are sent, the switch learns the embedded MAC addresses of the

sending nodes and stores them in the Ethernet switching table, along with two other

pieces of information—the interface (or port) on which the traffic was received on the

destination node and the time the address was learned.

Learning allows switches to then do forwarding. By consulting the Ethernet switching

table to see whether the table already contains the frame’s destination MAC address,

switches save timeand resourceswhen forwardingpackets to theknownMACaddresses.

If the Ethernet switching table does not contain an entry for an address, the switch uses

flooding to learn that address.

Flooding finds aparticular destinationMACaddresswithout using theEthernet switching

table. When traffic originates on the switch and the Ethernet switching table does not

yet contain the destination MAC address, the switch first floods the traffic to all other

interfaces within the VLAN. When the destination node receives the flooded traffic, it

can send an acknowledgment packet back to the switch, allowing it to learn the MAC

address of the node and add the address to its Ethernet switching table.

Filtering, the fourth bridging mechanism, is how broadcast traffic is limited to the local

VLANwhenever possible. As the number of entries in the Ethernet switching table grows,
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the switch pieces together an increasingly complete picture of the VLAN and the larger

LAN—it learns which nodes are in the local VLAN and which are on other network

segments. The switch uses this information to filter traffic. Specifically, for traffic whose

sourceanddestinationMACaddressesare in the localVLAN, filteringprevents the switch

from forwarding this traffic to other network segments.

To keep entries in the Ethernet switching table current, the switch uses a fifth bridging

mechanism, aging. Aging is the reason that the Ethernet switching table entries include

timestamps. Each time the switch detects traffic from aMAC address, it updates the

timestamp. A timer on the switch periodically checks the timestamp, and if it is older

than a user-configured value, the switch removes the node's MAC address from the

Ethernet switching table. This aging process eventually flushes unavailable network

nodes out of the Ethernet switching table.

Packets Are Either Tagged or Untagged

When an Ethernet LAN is divided into VLANs, each VLAN is identified by a unique 802.1Q

ID. The number of available VLANs and VLAN IDs are listed below:

• On a switch running ELS software, you can configure 4093 VLANs using VLAN IDs 1

through 4094, while VLAN IDs 0 and 4095 are reserved by Junos OS and cannot be

assigned.

• On a switch running non-ELS software, you can configure 4091 VLANs using VLAN IDs

1-4094.

Ethernet packets include a tag protocol identifier (TPID) EtherType field,which identifies

the protocol being transported. When a device within a VLAN generates a packet, this

field includesavalueof0x8100,which indicates that thepacket is aVLAN-taggedpacket.

The packet also has a VLAN ID field that includes the unique 802.1Q ID, which identifies

the VLAN to which the packet belongs.

Junos OS switches support the TPID value 0x9100 for Q-in-Q on switches. In addition to

theTPIDEtherTypevalueof0x8100,EXSeries switches thatdonot support theEnhanced

Layer 2 Software (ELS) configuration style also support values of 0x88a8 (Provider

Bridging and Shortest Path Bridging) and 0x9100 (Q-inQ).

For a simple network that has only a single VLAN, all packets include a default 802.1Q

tag, which is the only VLANmembership that does notmark the packet as tagged. These

packets are untagged packets.

NOTE: Q-in-Q tunnelling is not supported on NFX150 devices.

Switch InterfaceModes—Access, Trunk, or Tagged Access

Ports, or interfaces, on a switch operate in one of three modes:

• Access mode

• Trunk mode

Copyright © 2019, Juniper Networks, Inc.134

Ethernet Switching Feature Guide



• Tagged-access mode

Access Mode

An interface in access mode connects a switch to a single network device, such as a

desktop computer, an IP telephone, a printer, a file server, or a security camera. Access

interfaces accept only untagged packets.

By default, when you boot a switch that runs Junos OS that does not support ELS and

use the factorydefault configuration, orwhenyouboot suchaswitchanddonotexplicitly

configure a port mode, all interfaces on the switch are in access mode and accept only

untagged packets from the VLAN named default. You can optionally configure another

VLAN and use that VLAN instead of default.

On a switch that supports ELS, the VLAN named default is not supported. Therefore, on

such switches, youmust explicitly configure at least one VLAN, even if your network is

simple and you want only one broadcast domain to exist. After you assign an interface

to a VLAN, the interface functions in access mode.

For switches that run either type of software, you can also configure a trunk port or

interface to accept untagged packets from a user-configured VLAN. For details about

this concept (native VLAN), see “Trunk Mode and Native VLAN” on page 135.

Trunk Mode

Trunk mode interfaces are generally used to connect switches to one another. Traffic

sent between switches can then consist of packets frommultiple VLANs, with those

packets multiplexed so that they can be sent over the same physical connection. Trunk

interfaces usually accept only tagged packets and use the VLAN ID tag to determine

both the packets’ VLAN origin and VLAN destination.

On a switch that runs software that does not support ELS, an untagged packet is not

recognized on a trunk port unless you configure additional settings on that port.

On a switch that runs Junos OS that supports ELS, a trunk port recognizes untagged

control packets for protocols such as the Link Aggregation Control Protocol (LACP) and

the Link Layer Discovery Protocol (LLDP). However, the trunk port does not recognize

untagged data packets unless you configure additional settings on that port.

NOTE: LACP is not supported on NFX150 devices.

In the rare case where you want untagged packets to be recognized by a trunk port on

switches that run either type of software, youmust configure the single VLAN on a trunk

port as a native VLAN. For more information about native VLANs, see “Trunk Mode and

Native VLAN” on page 135.

Trunk Mode and Native VLAN

Onaswitch that runs JunosOSthatdoesnot supportELS, a trunkportdoesnot recognize

packets that do not include VLAN tags, which are also known an untagged packets. On

a switch that runs Junos OS that supports ELS, a trunk port recognizes untagged control
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packets, but it does not recognize untagged data packets. With native VLAN configured,

untagged packets that a trunk port normally does not recognize are sent over the trunk

interface. In a situationwhere packets pass from a device, such as an IP phone or printer,

to a switch in access mode, and you want those packets sent from the switch over a

trunk port, use native VLANmode. Create a native VLAN by configuring a VLAN ID for it,

and specify that the trunk port is a member of the native VLAN.

The switch’s trunk port will then treat those packets differently than the other tagged

packets. For example, if a trunk port has three VLANs, 10, 20, and 30, assigned to it with

VLAN 10 being the native VLAN, packets on VLAN 10 that leave the trunk port on the

other end have no 802.1Q header (tag).

There is another native VLAN option for switches that do not support ELS. You can have

the switch add and remove tags for untagged packets. To do this, you first configure the

single VLAN as a native VLAN on a port attached to a device on the edge. Then, assign

a VLAN ID tag to the single native VLAN on the port connected to a device. Last, add the

VLAN ID to the trunk port. Now, when the switch receives the untagged packet, it adds

the ID you specified and sends and receives the tagged packets on the trunk port

configured to accept that VLAN.

Tagged-Access Mode

Only switches that run Junos OS not using the ELS configuration style support

tagged-accessmode.Tagged-accessmodeaccommodatescloudcomputing, specifically

scenarios including virtual machines or virtual computers. Because several virtual

computers can be included on one physical server, the packets generated by one server

can contain an aggregation of VLAN packets from different virtual machines on that

server. To accommodate this situation, tagged-access mode reflects packets back to

the physical server on the same downstream port when the destination address of the

packet was learned on that downstream port. Packets are also reflected back to the

physical server on the downstream port when the destination has not yet been learned.

Therefore, the third interface mode, tagged access, has some characteristics of access

mode and some characteristics of trunk mode:

• Like accessmode, tagged-accessmode connects the switch to an access layer device.

Unlikeaccessmode, tagged-accessmode iscapableofacceptingVLANtaggedpackets.

• Like trunk mode, tagged-access mode accepts VLAN tagged packets frommultiple

VLANs. Unlike trunk port interfaces, which are connected at the core/distribution layer,

tagged-access port interfaces connect devices at the access layer.

Like trunk mode, tagged-access mode also supports native VLAN.

NOTE: Control packets are never reflected back on the downstream port.

Additional Advantages of Using VLANs

In addition to reducing traffic and thereby speeding up the network, VLANs have the

following advantages:
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• VLANs provide segmentation services traditionally provided by routers in LAN

configurations, thereby reducing hardware equipment costs.

• Packets coupled to aVLANcanbe reliably identified and sorted intodifferent domains.

You can contain broadcasts within parts of the network, thereby freeing up network

resources. For example, when a DHCP server is plugged into a switch and starts

broadcasting its presence, you can prevent some hosts from accessing it by using

VLANs to split up the network.

• For security issues, VLANs provide granular control of the network because eachVLAN

is identified by a single IP subnetwork. All packets passing in and out of a VLAN are

consistently taggedwith theVLAN IDof thatVLAN, therebyprovidingeasy identification,

because a VLAN ID on a packet cannot be altered. (For a switch that runs Junos OS

thatdoesnot supportELS,we recommend that youavoidusing 1asaVLAN ID,because

that ID is a default value.)

• VLANs react quickly to host relocation—this is also due to the persistent VLAN tag on

packets.

• On an Ethernet LAN, all network nodes must be physically connected to the same

network. In VLANs, the physical location of nodes is not important—you can group

network devices in any way that makes sense for your organization, such as by

department or business function, types of network nodes, or physical location.

MaximumVLANs and VLANMembers Per Switch

The number of VLANs supported per switch varies for each switch. Use the

configuration-mode command set vlans vlan-name vlan-id ? to determine themaximum

number of VLANs allowed on a switch. You cannot exceed this VLAN limit because you

have to assign a specific ID number when you create a VLAN—you could overwrite one

of the numbers, but you cannot exceed the limit.

You can, however, exceed the recommended VLANmember maximum for a switch.

On a switch that runs Junos OS that does not support the ELS configuration style, the

maximumnumber of VLANmembers allowed on the switch is eight times themaximum

number of VLANs that the switch supports (vmember limit = vlan max * 8). If the

configuration of the switch exceeds the recommended VLANmember maximum, a

warning message appears when you commit the configuration. If you commit the

configurationdespite thewarning, the commit succeeds, but there is a risk of theEthernet

switching process (eswd) failing as a result of memory allocation failure.

Onmost switches running Junos OS that supports ELS, the maximum number of VLAN

members allowed on the switch is 24 times themaximum number of VLANs that the

switch supports (vmember limit = vlan max * 24). If the configuration of the switch

exceeds the recommended VLANmember maximum, a warning message appears in

the system log (syslog).

On an EX Series switch that runs Junos OS that supports ELS, the maximum number of

VLANmembers allowed on the switch is as follows:

• EX4300—24times themaximumnumberofVLANsthat theswitchsupports (vmember

limit = vlan max * 24)
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• EX3400—16times themaximumnumberofVLANs that theswitchsupports (vmember

limit = vlan max * 16)

• EX2300—8times themaximumnumberofVLANs that theswitch supports (vmember

limit = vlan max * 8)

AQFabric systemsupportsup to 131,008VLANmembers (vmembers)onasinglenetwork

nodegroup, server nodegroup, or redundant server nodegroup.Thenumberof vmembers

is calculated by multiplying the maximum number of VLANs by 32.

For example, to calculate howmany interfaces are required to support 4,000 VLANs,

divide themaximumnumberof vmembers (128,000)by thenumberof configuredVLANs

(4,000). In this case, 32 interfaces are required.

On network Node groups and server Node groups, you can configure link aggregation

groups (LAGs)acrossmultiple interfaces. EachLAGandVLANcombination is considered

a vmember.

NOTE: LAG is not supported on NFX150 devices.

A Virtual Chassis Fabric supports up to 512,000 vmembers. The number of vmembers is

based on the number of VLANs, and the number of interfaces configured in each VLAN.

ADefault VLAN Is Configured onMost Switches

Some switches running Junos OS that do not support the ELS configuration style are

preconfigured with a VLAN named default that does not tag packets and operates only

with untagged packets. On these switches, each interface already belongs to the VLAN

named default and all traffic uses this VLAN until you configure more VLANs and assign

traffic to those VLANs.

EX Series switches that run Junos OSwith the ELS configuration style do not support a

default VLAN. The following EXSeries switches running JunosOSnot supporting the ELS

configuration style are not preconfigured to belong to default or any other VLAN:

• Modular switches, such as the EX8200 switches and EX6200 switches

• Switches that are part of a Virtual Chassis

The reason that these switches are not preconfigured is that the physical configuration

in both situations is flexible. There is no way of knowing which line cards have been

inserted in either the EX8200 switch or EX6200 switch. There is also no way of knowing

which switches are included in the Virtual Chassis. Switch interfaces in these two cases

must first be defined as Ethernet switching interfaces. After an interface is defined as an

Ethernet switching interface, the default VLAN appears in the output from the ? help

and other commands.
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NOTE: When a Juniper Networks EX4500 Ethernet Switch, EX4200 Ethernet
Switch, EX3300 Ethernet Switch, QFX3500 or QFX3600 switch is
interconnected with other switches in a Virtual Chassis configuration, each
individual switch that is included as a member of the configuration is identified
with a member ID. The member ID functions as an FPC slot number. When
you are configuring interfaces for a Virtual Chassis configuration, you specify
the appropriate member ID (0 through 9) as the slot element of the interface
name. The default factory settings for a Virtual Chassis configuration include
FPC 0 as a member of the default VLAN because FPC 0 is configured as part
of the ethernet-switching family. In order to include FPC 1 through FPC 9 in
the default VLAN, add the ethernet-switching family to the configurations
for those interfaces.

NOTE: You cannot configure a default VLAN on NFX150 devices.

Assigning Traffic to VLANs

Youcanassign traffic onany switch toaparticularVLANby referencingeither the interface

port of the traffic or the MAC addresses of devices sending traffic.

NOTE: Two logical interfaces that are configured on the same physical
interface cannot be mapped to the same VLAN.

Assign VLAN Traffic According to the Interface Port Source

This method is most commonly used to assign traffic to VLANs. In this case, you specify

that all traffic received on a particular switch interface is assigned to a specific VLAN.

You configure this VLAN assignment when you configure the switch, by using either the

VLAN number (called a VLAN ID) or by using the VLAN name, which the switch then

translates into a numeric VLAN ID. This method is referred to simply as creating a VLAN

because it is the most commonly usedmethod.

Assign VLAN Traffic According to the Source MAC Address

In this case, all traffic received from a specific MAC address is forwarded to a specific

egress interface (next hop) on the switch. MAC-based VLANs are either static (named

MACaddressesconfiguredoneata time)ordynamic (configuredusingaRADIUSserver).

To configure a static MAC-based VLAN on a switch that supports ELS, see “Adding a

Static MAC Address Entry to the Ethernet Switching Table” on page 87.To configure a

static MAC-based VLAN on a switch that does not support ELS, see “Adding a Static

MAC Address Entry to the Ethernet Switching Table” on page 87.

For informationaboutusing802.1Xauthentication toauthenticateenddevicesandallow

access to dynamic VLANs configured on a RADIUS server, see Understanding Dynamic

VLAN Assignment Using RADIUS Attributes. You can optionally implement this feature

tooffload themanualassignmentofVLANtraffic toautomatedRADIUSserverdatabases.
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Forwarding VLAN Traffic

To pass traffic within a VLAN, the switch uses Layer 2 forwarding protocols, including

IEEE 802.1Q spanning-tree protocols.

To pass traffic between two VLANs, the switch uses standard Layer 3 routing protocols,

such as static routing, OSPF, and RIP. The same interfaces that support Layer 2 bridging

protocols also support Layer 3 routing protocols, providing multilayer switching.

To pass traffic from a single device on an access port to a switch and then pass those

packets on a trunk port, use the native mode configuration previously discussed under

“Trunk Mode” on page 135.

VLANs Communicate with Integrated Routing and Bridging Interfaces or Routed
VLAN Interfaces

Traditionally, switches sent traffic to hosts thatwere part of the same broadcast domain

(VLAN) but routers were needed to route traffic from one broadcast domain to another.

Also, only routers performed other Layer 3 functions such as traffic engineering.

Switches that run JunosOSthat supports theELSconfigurationstyleperform inter-VLAN

routing functions using an integrated routing and bridging (IRB) interface named irb,

while switches that run Junos OS that does not support ELS perform these functions

using a routed VLAN interface (RVI) named vlan. These interfaces detect both MAC

addresses and IP addresses and route data to Layer 3 interfaces, thereby frequently

eliminating the need to have both a switch and a router.

VPLS Ports

You can configure VPLS ports in a virtual switch instead of a dedicated routing instance

of type vpls so that the logical interfaces of the Layer 2 VLANs in the virtual switch can

handle VPLS routing instance traffic. Packets received on a Layer 2 trunk interface are

forwarded within a VLAN that has the same VLAN identifier.

See Also Understanding FCoE•

• Interfaces Overview for Switches

• Understanding Multiple VLAN Registration Protocol (MVRP) on page 472

• Understanding Integrated Routing and Bridging on page 423
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Configuring VLANs on Switches with Enhanced Layer 2 Support

SwitchesuseVLANs tomake logical groupingsofnetworknodeswith their ownbroadcast

domains. You can use VLANs to limit the traffic flowing across the entire LANand reduce

collisions and packet retransmissions.

NOTE: This task supports the Enhanced Layer 2 Software (ELS) configuration
style. For ELS details, see “Using the Enhanced Layer 2 Software CLI” on
page 36. If your switch runs software that does not support ELS, see
“Configuring VLANs on Switches” on page 143.

NOTE: Starting with Junos OS Release 17.1R3, on QFX10000 switches, you
cannot configure an interface with both family ethernet-switching and

flexible-vlan-tagging. This configuration is not supported, and a warning will

be issued if you try to commit this configuration.

NOTE: Two logical interfaces that are configured on the same physical
interface cannot be mapped to the same VLAN.

For each endpoint on the VLAN, configure the following VLAN parameters on the

corresponding interface:

1. Specify the description of the VLAN:

[edit interfaces interface-name unit 0]
user@switch# set description vlan-description

2. Specify the unique name of the VLAN:

NOTE: Switches that run Junos OS with the ELS configuration style do
not support a default VLAN. Therefore, on such switches, you must
explicitly configure at least one VLAN, even if your network is simple and
you want only one broadcast domain to exist.

NOTE: On QFX5100 switches running Junos OS Release 14.1X53-D46 or
earlier, when you configure an interface under a VLAN but do not specify
the name of the VLAN, the system will not issue a commit error.

[edit interfaces interface-name unit 0]
user@switch# set family ethernet-switching vlanmembers vlan-name

3. Create the subnet for the VLAN:
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[edit interfaces]
user@switch# set vlan unit 0 family inet address ip-address

NOTE: The family inet option is not supported on NFX150 devices.

4. Configure the VLAN tag ID or VLAN ID list for the VLAN:

[edit vlans]
user@switch# set vlan-name vlan-id vlan-id-number

or

[edit vlans]
user@switch# set vlan-name vlan-id-list [vlan-ids | vlan-id--vlan-id-]

5. Specify a VLAN firewall filter to be applied to incoming or outgoing packets:

[edit vlans]
user@switch# set vlan-name filter (input | output) filter-name

See Also Example: Setting Up Basic Bridging and a VLAN on Switches on page 159•

• Configuring IRB Interfaces on Switches on page 429

Configuring a VLAN

A VLANmust include a set of logical interfaces that participate in Layer 2 learning and

forwarding. You can optionally configure a VLAN identifier and a Layer 3 interface for the

VLAN to also support Layer 3 IP routing.

To enable a VLAN, include the following statements:

[edit]
vlans {
vlan-name {
domain-type bridge:
interface interface-name;
l3-interface interface-name;
vlan-id (none | all | number);
vlan-id-list [ vlan-id-numbers ];
vlan-tags outer number inner number);

}
}

You cannot use the slash (/) character in VLAN names. If you do, the configuration does

not commit and an error is generated.

For the vlan-id statement, you can specify either a valid VLAN identifier or the none or all

options.
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To include one or more logical interfaces in the VLAN, specify an interface-name for an

Ethernet interface you configured at the [edit interfaces] hierarchy level.

NOTE: A maximum of 4096 active logical interfaces are supported for a
VLAN or on each mesh group in a virtual private LAN service (VPLS) instance
configured for Layer 2 bridging.

By default, each VLANmaintains a Layer 2 forwarding database that contains media

access control (MAC) addresses learned from packets received on the ports that belong

to the VLAN. You canmodify Layer 2 forwarding properties, for example, disabling MAC

learning for the entire systemor a VLAN, adding staticMAC addresses for specific logical

interfaces, and limiting the number of MAC addresses learned by the entire system, the

VLAN, or a logical interface.

You can also configure spanning tree protocols to prevent forwarding loops.

Configuring VLANs on Switches

SwitchesuseVLANs tomake logical groupingsofnetworknodeswith their ownbroadcast

domains. You can use VLANs to limit the traffic flowing across the entire LANand reduce

collisions and packet retransmissions.

NOTE: This task uses Junos OS for the QFX Series that does not support the
Enhanced Layer 2 Software (ELS) configuration style. If your switch runs
software that supports ELS, see “Configuring VLANs on Switches with
Enhanced Layer 2 Support” on page 141.

For each endpoint on the VLAN, configure the following VLAN parameters on the

corresponding interface:

1. Specify the description of the VLAN:

[edit interfaces interface-name unit 0]
user@switch# set description vlan-description

2. Specify the unique name of the VLAN:

NOTE: In a QFabric system, do not configure “default” as the name of a
VLAN. Though the QFabric system will allow you to configure and commit
a VLAN with the name “default” in the current software with no commit
errors, it will not work. Junos OS 12.2 and onwards will not allow you to
commit a VLAN with the name “default.”

[edit interfaces interface-name unit 0]
user@switch# set family ethernet-switching vlanmembers vlan-name

3. Create the subnet for the VLAN:
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[edit interfaces]
user@switch# set vlan unit 0 family inet address ip-address

4. Configure the VLAN tag ID or VLAN ID range for the VLAN:

[edit vlans]
user@switch# set vlan-name vlan-id vlan-id-number

or

[edit vlans]
user@switch# set vlan-name vlan-range vlan-id-low-vlan-id-high

5. Specify a VLAN firewall filter to be applied to incoming or outgoing packets:

[edit vlans]
user@switch# set vlan-name filter (input | output) filter-name

See Also Example: Setting Up Basic Bridging and a VLAN on Switches on page 159•

• Configuring IRB Interfaces on Switches on page 429

• Creating a Series of Tagged VLANs on page 232

Configuring VLANs for EX Series Switches

NOTE: This task uses Junos OS for EX Series switches that do not support
the Enhanced Layer 2 Software (ELS) configuration style. If your switch runs
software that supports ELS, see Configuring VLANs for EX Series Switches
with ELS Support (CLI Procedure). For ELS details, see “Using the Enhanced
Layer 2 Software CLI” on page 36.

EX Series switches use VLANs to make logical groupings of network nodes with their

ownbroadcast domains. VLANs limit the traffic flowingacross the entire LANand reduce

collisions and packet retransmissions.

• Why Create a VLAN? on page 144

• Create a VLAN Using the Minimum Procedure on page 145

• Create a VLAN Using All of the Options on page 145

• Configuration Guidelines for VLANs on page 147

Why Create a VLAN?

Some reasons to create VLANs are:

• A LAN hasmore than 200 devices.

• A LAN has a large amount of broadcast traffic.
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• A group of clients requires that a higher-than-average level of security be applied to

traffic entering or exiting the group's devices.

• A group of clients requires that the group's devices receive less broadcast traffic than

they are currently receiving, so that data speed across the group is increased.

Create a VLANUsing theMinimumProcedure

Two steps are required to create a VLAN:

• Uniquely identify the VLAN. You do this by assigning either a name or an ID (or both)

to the VLAN. When you assign just a VLAN name, an ID is generated by Junos OS.

• Assign at least one switch port interface to theVLAN for communication. All interfaces

in a single VLANare in a single broadcast domain, even if the interfaces are on different

switches. Youcanassign traffic onany switch toaparticularVLANby referencingeither

the interface sending traffic or the MAC addresses of devices sending traffic.

The following example creates a VLAN using only the two required steps. The VLAN is

created with the name employee-vlan. Then, three interfaces are assigned to that VLAN

so that the traffic is transmitted among these interfaces.

NOTE: In this example, you could alternatively assign an ID number to the
VLAN. The requirement is that the VLAN have a unique ID.

[edit] set vlans employee-vlan
[edit] set interfaces ge-0/0/1 unit 0 family ethernet-switching vlan members employee-vlan
[edit] set interfaces ge-0/0/2 unit 0 family ethernet-switching vlan members

employee-vlan
[edit] set interfaces ge-0/0/3 unit 0 family ethernet-switching vlan members

employee-vlan

In the example, all users connected to the interfaces ge-0/0/1, ge-0/0/2, and ge-0/0/3

can communicatewith each other, but not with users on other interfaces in this network.

ToconfigurecommunicationbetweenVLANs, youmustconfigurea routedVLAN interface

(RVI). See Configuring Routed VLAN Interfaces on Switches (CLI Procedure).

Create a VLANUsing All of the Options

To configure a VLAN, follow these steps:

1. In configuration mode, create the VLAN by setting the unique VLAN name:

[edit]user@switch# set vlans vlan-name

2. Configure the VLAN tag ID or VLAN ID range for the VLAN. (If you assigned a VLAN

name, youdonothave todo this, becauseaVLAN ID is assignedautomatically, thereby

associating the name of the VLAN to an ID number. However, if you want to control

the ID numbers, you can assign both a name and an ID.)

[edit]user@switch# set vlans vlan-name vlan-id vlan-id-number
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or

[edit]user@switch# set vlans vlan-name vlan-range (vlan-id-low) - (vlan-id-high)

3. Assign at least one interface to the VLAN:

[edit]user@switch# set vlans vlan-name interface interface-name

NOTE: You can also specify that a trunk interface is a member of all the
VLANs that are configured on this switch. When a new VLAN is configured
on the switch, this trunk interface automatically becomes a member of
the VLAN.

4. (Optional) Create a subnet for the VLAN because all computers that belong to a

subnet are addressedwith a common, identical, most-significant-bit group in their IP

address. Thismakes it easy to identify VLANmembers by their IP addresses. To create

the subnet for the VLAN:

[edit interfaces]user@switch# set vlan unit logical-unit-number family inet address
ip-address

5. (Optional) Specify the description of the VLAN:

[edit]user@switch# set vlans vlan-name description text-description

6. (Optional) To avoid exceeding themaximumnumber ofmembers allowed in a VLAN,

specify the maximum time that an entry can remain in the forwarding table before it

ages out:

[edit]user@switch# set vlans vlan-namemac-table-aging-time time

7. (Optional)For securitypurposes, specifyaVLANfirewall filter tobeapplied to incoming

or outgoing packets:

[edit]user@switch# set vlans vlan-name filter input-or-output filter-name

8. (Optional) For accounting purposes, enable a counter to track the number of times

this VLAN is accessed:

[edit]user@switch# set vlans vlan-name l3-interface ingress-counting l3-interface-name

9. (Optional)ForVirtualChassisbandwidthmanagementpurposes,enableVLANPruning

to ensure all broadcast, multicast, and unknown unicast traffic entering the Virtual

Chassis on the VLAN uses the shortest possible path through the Virtual Chassis:

[edit]
user@switch# set vlans vlan-name vlan-prune
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Configuration Guidelines for VLANs

Two steps are required to create a VLAN. Youmust uniquely identify the VLAN and you

must assign at least one switch port interface to the VLAN for communication.

After creating a VLAN, all users all users connected to the interfaces assigned to the

VLAN can communicate with each other but not with users on other interfaces in the

network. To configure communication between VLANs, youmust configure a routed

VLAN interface (RVI). SeeConfiguringRoutedVLAN InterfacesonSwitches (CLIProcedure)

to create an RVI.

ThenumberofVLANssupportedper switchvaries for eachswitch type.Use thecommand

set vlans id vlan-id ? to discover the maximum number of VLANs allowed on a switch.

You cannot exceed this VLAN limit because each VLAN is assigned an ID number when

it is created. You can, however, exceed the recommended VLANmember maximum . To

determine the maximum number of VLANmembers allowed on a switch, multiply the

VLANmaximum obtained using set vlans id vlan-id ? times 8.

If a switch configuration exceeds the recommended VLANmember maximum, you see

a warning message when you commit the configuration. If you ignore the warning and

commit such a configuration, the configuration succeeds but you run the risk of crashing

the Ethernet switching process (eswd) due to memory allocation failure.

NOTE: When EX2300 and EX3400 ERPS switches have a VLAN-ID configured
with a name under an interface hierarchy, a commit error occurs. Avoid this
by configuring VLAN-IDs using numbers when they are under an interface
hierarchy with ERPS configured in the switch.

See Also Configuring VLANs for EX Series Switches (J-Web Procedure)•

• Example: Setting Up Basic Bridging and a VLAN for an EX Series Switch on page 177

• Creating aSeries of TaggedVLANsonEXSeries Switches (CLI Procedure) onpage 234

• Understanding Integrated Routing and Bridging on page 423

Example: Configuring VLANs on Security Devices

This example shows how to configure VLANs.
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NOTE: Starting in Junos OS Release 15.1X49-D10 and Junos OS Release
17.3R1, new terminology and CLI keywords are used for switching functions.
If your installation uses a Junos OS release preceding 15.1X49-D10, see
“Enhanced Layer 2 CLI Configuration Statement and Command Changes for
Security Devices” on page 53 to determine how you must modify configuration
tasks for implementation in earlier Junos OS environments.

• Requirements on page 148

• Overview on page 148

• Configuration on page 148

• Verification on page 149

Requirements

Before you begin, determine the properties you want to configure for the VLAN.

Overview

In this example, youconfigureVLANvlan-a forVLANs 1 and 10, andVLANvlan-b forVLAN

2. You then limit the number of MAC addresses learned on all logical interfaces on the

device to 64,000. When this limit is reached, incoming packets with a new source MAC

address will be dropped.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,

and then enter commit from configuration mode.

set vlans vlan-a vlanmembers 1-10
set vlans vlan-b vlan-id 2
set protocols l2-learning global-mac-limit 64000 packet-action drop

Step-by-Step
Procedure

To configure VLANs:

Configure the domain type and VLANs.1.

[edit]
user@host# set vlans vlan-a vlanmembers 1-10
user@host# set vlans vlan-b vlan-id 2

2. Limit the number of MAC addresses.

[edit]
user@host# set protocols l2-learning global-mac-limit 64000 packet-action drop

Copyright © 2019, Juniper Networks, Inc.148

Ethernet Switching Feature Guide



3. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Verification

To verify the configuration is working properly, enter the show vlans and show protocols

l2-learning commands.

See Also Understanding Integrated Routing and Bridging on page 423•

• Understanding Layer 2 Interfaces on Security Devices on page 577

• Layer 2 Learning and Forwarding for VLANs Overview on page 57

Example: Setting Up Basic Bridging and a VLAN for an EX Series Switch with ELS Support

NOTE: This example uses Junos OS for EX Series switches with support for
the Enhanced Layer 2 Software (ELS) configuration style. If your switch runs
Junos OS that does not support ELS, see “Example: Setting Up Basic Bridging
and a VLAN for an EX Series Switch” on page 177. For ELS details, see “Using
the Enhanced Layer 2 Software CLI” on page 36.

EX Series switches use bridging and virtual LANs (VLANs) to connect network devices

in a LAN—desktop computers or laptops, IP telephones, printers, file servers, wireless

access points, and others—and to segment the LAN into smaller broadcast domains.

This example describes how to configure basic bridging and a VLAN on an EX Series

switch:

• Requirements on page 149

• Overview and Topology on page 150

• Configuration on page 151

• Verification on page 155

Requirements

This example uses the following hardware and software components:

• One EX Series switch

• Junos OS Release 13.2X50-D10 or later for EX Series switches

Before you set up bridging and a VLAN, be sure you have:

• Installed your EX Series switch. See the installation instructions for your switch.
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• Performed the initial switch configuration. SeeConnecting andConfiguring an EXSeries

Switch (CLI Procedure).

Overview and Topology

EX Series switches connect network devices in an office LAN or a data center LAN to

provide sharing of common resources such as printers and file servers and to enable

wireless devices to connect to the LAN through wireless access points. Without bridging

and VLANs, all devices on the Ethernet LAN are in a single broadcast domain, and all the

devices detect all the packets on the LAN. Bridging creates separate broadcast domains

on the LAN, creatingVLANs,which are independent logical networks that group together

related devices into separate network segments. The grouping of devices on a VLAN is

independent of where the devices are physically located in the LAN.

TouseanEXSeries switch toconnectnetworkdevicesonaLAN, youmust, at aminimum,

explicitly configure at least one VLAN, even if your network is simple and you want only

one broadcast domain to exist, as is the case with this example. Youmust also assign

all needed interfaces to the VLAN, after which the interfaces function in access mode.

After the VLAN is configured, you can plug access devices—such as desktop or laptop

computers, IP telephones, file servers, printers, and wireless access points—into the

switch, and they are joined immediately into the VLAN, and the LAN is up and running.

The topology used in this example consists of one EX4300-24P switch,which has a total

of 24 ports. All ports support Power over Ethernet (PoE), whichmeans they provide both

network connectivity and electric power for the device connecting to the port. To these

ports, you can plug in devices requiring PoE, such as Avaya VoIP telephones, wireless

access points, and some IP cameras. (Avaya phones have a built-in hub that allows you

to connect a desktopPC to the phone, so the desktop and phone in a single office require

only one port on the switch.) Table 52 on page 150 details the topology used in this

configuration example.

Table 52: Components of the Basic Bridging Configuration Topology

SettingsProperty

EX4300-24P switch, with 24 Gigabit Ethernet ports: in this
example, 8 ports are used as PoE ports (ge-0/0/0 through
ge-0/0/7 ) and 16 ports used as non-PoE ports (ge-0/0/8
through ge-0/0/23)

Switch hardware

employee-vlanVLAN name

10VLAN ID

ge-0/0/0Connection to wireless access point (requires PoE)

ge-0/0/1 through ge-0/0/7Connections to Avaya IP telephone—with integrated hub, to
connect phone and desktop PC to a single port (requires PoE)

ge-0/0/8 through ge-0/0/12Direct connections to desktop PCs and laptops (no PoE
required)
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Table 52: Components of the Basic Bridging Configuration Topology (continued)

SettingsProperty

ge-0/0/17 and ge-0/0/18Connections to file servers (no PoE required)

ge-0/0/19 through ge-0/0/20Connections to integratedprinter/fax/copiermachines (noPoE
required)

ge-0/0/13 through ge-0/0/16, and ge-0/0/21 through
ge-0/0/23

Unused ports (for future expansion)

Configuration

To set up basic bridging and a VLAN:

CLI Quick
Configuration

To quickly configure a VLAN, copy the following commands and paste them into the

switch terminal window:

[edit]
set vlans employee-vlan vlan-id 10
set interfaces ge-0/0/0 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces ge-0/0/1 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces ge-0/0/2 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces ge-0/0/3 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces ge-0/0/4 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces ge-0/0/5 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces ge-0/0/6 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces ge-0/0/7 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces ge-0/0/8 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces ge-0/0/9 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces ge-0/0/10 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces ge-0/0/11 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces ge-0/0/12 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces ge-0/0/17 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces ge-0/0/18 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces ge-0/0/19 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces ge-0/0/20 unit 0 family ethernet-switching vlanmembers employee-vlan

Youmust then plug the wireless access point into PoE-enabled port ge-0/0/0 and the

Avaya IP phones into the PoE-enabled ports ge-0/0/1 through ge-0/0/7. Also, plug the

PCs, file servers, and printers into ports ge-0/0/8 through ge-0/0/12 and ge-0/0/17

through ge-0/0/20.

Step-by-Step
Procedure

To set up basic bridging and a VLAN:

1. Create a VLAN named employee-vlan and specify the VLAN ID of 10 for it:

[edit vlans]
user@switch# set employee-vlan vlan-id 10

2. Assign interfaces ge-0/0/0 through ge-0/0/12, and ge-0/0/17 through ge-0/0/20

to the employee-vlan VLAN:

[edit interface]
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user@switch# setge-0/0/0unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setge-0/0/1unit0 familyethernet-switchingvlanmembersemployee-vlan
user@switch# setge-0/0/2unit0 familyethernet-switchingvlanmembersemployee-vlan
user@switch# setge-0/0/3unit0 familyethernet-switchingvlanmembersemployee-vlan
user@switch# setge-0/0/4unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setge-0/0/5unit0 familyethernet-switchingvlanmembersemployee-vlan
user@switch# setge-0/0/6unit0 familyethernet-switchingvlanmembersemployee-vlan
user@switch# setge-0/0/7unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setge-0/0/8unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setge-0/0/9unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setge-0/0/10unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setge-0/0/11unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setge-0/0/12unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setge-0/0/17unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setge-0/0/18unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setge-0/0/19unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setge-0/0/20unit0familyethernet-switchingvlanmembersemployee-vlan

3. Connect the wireless access point to switch port ge-0/0/0.

4. Connect the seven Avaya phones to switch ports ge-0/0/1 through ge-0/0/7.

5. Connect the five PCs to ports ge-0/0/8 through ge-0/0/12.

6. Connect the two file servers to ports ge-0/0/17 and ge-0/0/18.

7. Connect the two printers to ports ge-0/0/19 and ge-0/0/20.
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Results Check the results of the configuration:

user@switch> show configuration

    ge-0/0/0 {
        unit 0 {
            family ethernet-switching {
                vlan {
                    members employee-vlan;
                }
            }
        }
    }
    ge-0/0/1 {
        unit 0 {
            family ethernet-switching {
                vlan {
                    members employee-vlan;
                }
            }
        }
    }
    ge-0/0/2 {
        unit 0 {
            family ethernet-switching {
                vlan {
                    members employee-vlan;
                }
            }
        }
    }
    ge-0/0/3 {
        unit 0 {
            family ethernet-switching {
                vlan {
                    members employee-vlan;
                }
            }
        }
    }
    ge-0/0/4 {
        unit 0 {
            family ethernet-switching {
                vlan {
                    members employee-vlan;
                }
            }
        }
    }
    ge-0/0/5 {
        unit 0 {
            family ethernet-switching {
                vlan {
                    members employee-vlan;
                }
            }
        }
    }
    ge-0/0/6 {
        unit 0 {
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            family ethernet-switching {

                vlan {
                    members employee-vlan;
                }
            }
        }
    }
    ge-0/0/7 {
        unit 0 {
            family ethernet-switching {
                 vlan {
                    members employee-vlan;
                }
            }
        }
    }
    ge-0/0/8 {
        unit 0 {
            family ethernet-switching {
                vlan {
                    members employee-vlan;
                }
            }
        }
    }
    ge-0/0/9 {
        unit 0 {
            family ethernet-switching {
                vlan {
                    members employee-vlan;
                }
            }
        }
    }
    ge-0/0/10 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    ge-0/0/11 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    ge-0/0/12 {
        unit 0 {
            family ethernet-switching {
                vlan {
                    members employee-vlan;
                }
            }
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        }
    }
    ge-0/0/17 {
        unit 0 {
            family ethernet-switching {
                vlan {
                    members employee-vlan;
                }
            }
        }
    }
    ge-0/0/18 {
        unit 0 {
            family ethernet-switching {
                vlan {
                    members employee-vlan;
                }
            }
        }
    }
    ge-0/0/19 {
        unit 0 {
            family ethernet-switching {
                vlan {
                    members employee-vlan;
                }
            }
        }
    }
    ge-0/0/20 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }

Verification

To verify that switching is operational and that employee-vlan has been created, perform

these tasks:

• Verifying That the VLAN Has Been Created on page 155

• Verifying That Interfaces Are Associated with the Proper VLANs on page 156

Verifying That the VLANHas Been Created

Purpose Verify that the VLAN named employee-vlan has been created on the switch.
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Action List all VLANs configured on the switch:

user@switch> show vlans

Routing instance        VLAN name             Tag         Interfaces
default-switch          employee-vlan            10
                                                             ge-0/0/0.0
                                                             ge-0/0/1.0
                                                             ge-0/0/2.0
                                                             ge-0/0/3.0
                                                             ge-0/0/4.0
                                                             ge-0/0/5.0
                                                             ge-0/0/6.0
                                                             ge-0/0/7.0
                                                             ge-0/0/8.0
                                                             ge-0/0/9.0
                                                             ge-0/0/10.0
                                                             ge-0/0/11.0
                                                             ge-0/0/12.0
                                                             ge-0/0/17.0
                                                             ge-0/0/18.0
                                                             ge-0/0/19.0
                                                             ge-0/0/20.0
...

Meaning The show vlans command lists the VLANs configured on the switch. This output shows

that the VLAN employee-vlan has been created.

Verifying That Interfaces Are Associated with the Proper VLANs

Purpose Verify that Ethernet switching is enabled on switch interfaces and that all interfaces are

included in the VLAN.
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Action List all interfaces on which switching is enabled:

user@switch> show ethernet-switching interfaces

Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
ge-0/0/0.0                    65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
ge-0/0/1.0                    65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
ge-0/0/2.0                    65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
ge-0/0/3.0                    65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
ge-0/0/4.0                    65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
ge-0/0/5.0                    65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
ge-0/0/6.0                    65535                                 untagged
             employee-vlan 10
                              65535    Discarding
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Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
ge-0/0/7.0                    65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
ge-0/0/8.0                    65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
ge-0/0/9.0                    65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
ge-0/0/10.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
ge-0/0/11.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
ge-0/0/12.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
ge-0/0/17.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
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interface    members          limit    state        interface flags
ge-0/0/18.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
ge-0/0/19.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
ge-0/0/20.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
...

Meaning The show ethernet-switching interfaces command lists all interfaces on which switching

is enabled (in the Logical interface column), along with the VLANs that are active on the

interfaces (in the VLANmembers column). The output in this example shows all the

connected interfaces, ge-0/0/0 through ge-0/0/12 and ge-0/0/17 through ge-0/0/20

and that they are all part of VLAN employee-vlan. Notice that the interfaces listed are

the logical interfaces, not the physical interfaces. For example, the output shows

ge-0/0/0.0 instead of ge-0/0/0. This is because Junos OS creates VLANs on logical

interfaces, not directly on physical interfaces.

See Also Example: Connecting Access Switches with ELS Support to a Distribution Switch with

ELS Support on page 197

•

Example: Setting Up Basic Bridging and a VLAN on Switches

The QFX Series products use bridging and virtual LANs (VLANs) to connect network

devices—storage devices, file servers, and other LAN components—in a LAN and to

segment the LAN into smaller bridging domains.

To segment traffic onaLAN into separatebroadcast domains, youcreate separate virtual

LANs (VLANs) on a switch. Each VLAN is a collection of network nodes. When you use

VLANs, frames whose origin and destination are in the same VLAN are forwarded only

within the local VLAN, and only frames not destined for the local VLAN are forwarded

to other broadcast domains. VLANs thus limit the amount of traffic flowing across the

entire LAN, reducing the possible number of collisions andpacket retransmissionswithin

the LAN.
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NOTE: You cannot configure more than one logical interface that belongs
to the same physical interface in the same bridge domain.

This example describes how to configure basic bridging and VLANs for the QFX Series:

• Requirements on page 160

• Overview and Topology on page 160

• Configuration on page 161

• Verification on page 170

Requirements

This example uses the following software and hardware components:

• Junos OS Release 11.1 or later for the QFX Series

• A configured and provisioned QFX Series product

Overview and Topology

To use a switch to connect network devices on a LAN, youmust at aminimum configure

bridging andVLANs. By default, bridging is enabled on all switch interfaces, all interfaces

are in access mode, and all interfaces belong to a VLAN called employee-vlan, which is

automatically configured.When youplug in accessdevices—suchasdesktop computers,

file servers, and printers—they are joined immediately into the employee-vlan VLAN, and

the LAN is up and running.

The topology used in this example consists of a single QFX3500 switch, with a total of

48 10-Gbps Ethernet ports. (For the purposes of this example, the QSFP+ ports Q0-Q3,

which are ports xe-0/1/0 through xe-0/1/15, are excluded.) You use the ports to connect

devices that have their own power sources. Table 1 details the topology used in this

configuration example.

Table 53: Components of the Basic Bridging Configuration Topology

SettingsProperty

QFX3500 switch, with 48 10-Gbps Ethernet portsSwitch hardware

employee-vlanVLAN name

10VLAN ID

xe-0/0/17 and xe-0/0/18Connections to file servers

xe-0/0/0 through xe-0/0/16Direct connections to desktop PCs and laptops

xe-0/0/19 through xe-0/0/40Connections to integrated printer/fax/copier machines
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Table 53: Components of the Basic Bridging Configuration Topology (continued)

SettingsProperty

xe-0/0/41 through xe-0/0/47Unused ports

Configuration

CLI Quick
Configuration

To quickly configure a VLAN, copy the following commands and paste them into the

switch terminal window:

[edit]
set vlans employee-vlan vlan-id 10
set interfaces xe-0/0/0 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/1 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/2 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/3 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/4 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/5 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/6 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/7 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/8 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/9 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/10 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/11 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/12 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/13 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/14 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/15 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/16 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/17 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/18 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/19 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/20 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/21 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/22 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/23 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/24 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/25 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/26 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/27 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/28 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/29 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/30 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/31 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/32 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/33 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/34 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/35 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/36 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/37 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/38 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/39 unit 0 family ethernet-switching vlanmembers employee-vlan
set interfaces xe-0/0/40 unit 0 family ethernet-switching vlanmembers employee-vlan
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Step-by-Step
Procedure

To set up basic bridging and a VLAN:

1. Create a VLAN named employee-vlan and specify the VLAN ID of 10 for it:

[edit vlans]
user@switch# set employee-vlan vlan-id 10

2. Assign interfaces xe-0/0/0 through xe-0/0/40 to the employee-vlan VLAN:

[edit interface]
user@switch# setxe-0/0/0unit0 familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/1unit0 familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/2unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/3unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/4unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/5unit0 familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/6unit0 familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/7unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/8unit0 familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/9unit0 familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/10unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/11unit0 familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/12unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/13unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/14unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/15unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/16unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/17unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/18unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/19unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/20unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/21unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/22unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/23unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/24unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/25unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/26unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/27unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/28unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/29unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/30unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/31unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/32unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/33unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/34unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/35unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/36unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/37unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/38unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/39unit0familyethernet-switchingvlanmembersemployee-vlan
user@switch# setxe-0/0/40unit0familyethernet-switchingvlanmembersemployee-vlan

3. Connect the two file servers to ports xe-0/0/17 and xe-0/0/18.
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4. Connect the desktop PCs and laptops to ports xe-0/0/0 through xe-0/0/16.

5. Connect the integrated printer/fax/copier machines to ports xe-0/0/19 through

xe-0/0/40.
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Results Check the results of the configuration:

user@switch> show configuration

    xe-0/0/0 {
        unit 0 {
            family ethernet-switching {
                vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/1 {
        unit 0 {
            family ethernet-switching {
                vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/2 {
        unit 0 {
            family ethernet-switching {
                vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/3 {
        unit 0 {
            family ethernet-switching {
                vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/4 {
        unit 0 {
            family ethernet-switching {
                vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/5 {
        unit 0 {
            family ethernet-switching {
                vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/6 {
        unit 0 {
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            family ethernet-switching {

                vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/7 {
        unit 0 {
            family ethernet-switching {
                 vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/8 {
        unit 0 {
            family ethernet-switching {
                vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/9 {
        unit 0 {
            family ethernet-switching {
                vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/10 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/11 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/12 {
        unit 0 {
            family ethernet-switching {
                vlan {
                    members employee-vlan;
                }
            }
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        }
    }
    xe-0/0/13 {
        unit 0 {
            family ethernet-switching {
                vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/14 {
        unit 0 {
            family ethernet-switching {
                vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/15 {
        unit 0 {
            family ethernet-switching {
                vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/16 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/17 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/18 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/19 {
        unit 0 {
            family ethernet-switching {
                       vlan {
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                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/20 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/21 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/22 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/23 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/24 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/25 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/26 {
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        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/27 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/28 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/29 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/30 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/31 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/32 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
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        }
    }
    xe-0/0/33 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/34 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/35 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/36 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/37 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/38 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/39 {
        unit 0 {
            family ethernet-switching {
                       vlan {
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                    members employee-vlan;
                }
            }
        }
    }
    xe-0/0/40 {
        unit 0 {
            family ethernet-switching {
                       vlan {
                    members employee-vlan;
                }
            }
        }
    }

Verification

To verify that switching is operational and that employee-vlan has been created, perform

these tasks:

• Verifying That the VLAN Has Been Created on page 170

• Verifying That Interfaces Are Associated with the Proper VLANs on page 171

Verifying That the VLANHas Been Created

Purpose Verify that the VLAN named employee-vlan has been created on the switch.
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Action List all VLANs configured on the switch:

user@switch> show vlans

Routing instance        VLAN name             Tag         Interfaces
default-switch          employee-vlan            10
                                                             xe-0/0/0.0
                                                             xe-0/0/1.0
                                                             xe-0/0/2.0
                                                             xe-0/0/3.0
                                                             xe-0/0/4.0
                                                             xe-0/0/5.0
                                                             xe-0/0/6.0
                                                             xe-0/0/7.0
                                                             xe-0/0/8.0
                                                             xe-0/0/9.0
                                                             xe-0/0/10.0
                                                             xe-0/0/11.0
                                                             xe-0/0/12.0
                                                             xe-0/0/13.0
                                                             xe-0/0/14.0
                                                             xe-0/0/15.0
                                                             xe-0/0/16.0
                                                             xe-0/0/17.0
                                                             xe-0/0/18.0
                                                             xe-0/0/19.0
                                                             xe-0/0/20.0
                                                             xe-0/0/21.0
                                                             xe-0/0/22.0
                                                             xe-0/0/23.0
                                                             xe-0/0/24.0
                                                             xe-0/0/25.0
                                                             xe-0/0/26.0
                                                             xe-0/0/27.0
                                                             xe-0/0/28.0
                                                             xe-0/0/29.0
                                                             xe-0/0/30.0
                                                             xe-0/0/31.0
                                                             xe-0/0/32.0
                                                             xe-0/0/33.0
                                                             xe-0/0/34.0
                                                             xe-0/0/35.0
                                                             xe-0/0/36.0
                                                             xe-0/0/37.0
                                                             xe-0/0/38.0
                                                             xe-0/0/39.0
                                                             xe-0/0/40.0
...

Meaning The show vlans command lists the VLANs configured on the switch. This output shows

that the VLAN employee-vlan has been created.

Verifying That Interfaces Are Associated with the Proper VLANs

Purpose Verify that Ethernet switching is enabled on switch interfaces and that all interfaces are

included in the VLAN.
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Action List all interfaces on which switching is enabled:

user@switch> show ethernet-switching interfaces

Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/0.0                    65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/1.0                    65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/2.0                    65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/3.0                    65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/4.0                    65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/5.0                    65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/6.0                    65535                                 untagged
             employee-vlan 10
                              65535    Discarding
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Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/7.0                    65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/8.0                    65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/9.0                    65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/10.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/11.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/12.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/13.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
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interface    members          limit    state        interface flags
xe-0/0/14.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/15.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/16.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/17.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/18.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/19.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/20.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/21.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
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Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/22.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/23.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/24.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/25.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/26.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/27.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/28.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
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interface    members          limit    state        interface flags
xe-0/0/29.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/30.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/31.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/32.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/33.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/34.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/35.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/36.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
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Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/37.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/38.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/39.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/0/40.0                   65535                                 untagged
             employee-vlan 10
                              65535    Discarding
...

Meaning The show ethernet-switching interfaces command lists all interfaces on which switching

is enabled (in the Logical interface column), along with the VLANs that are active on the

interfaces (in the VLANmembers column). The output in this example shows all the

connected interfaces, xe-0/0/0 through xe-0/0/40, are all part of VLAN employee-vlan.

Notice that the interfaces listed are the logical interfaces, not the physical interfaces. For

example, the output shows xe-0/0/0.0 instead of xe-0/0/0. This is because Junos OS

creates VLANs on logical interfaces, not directly on physical interfaces.

Example: Setting Up Basic Bridging and a VLAN for an EX Series Switch

NOTE: This example uses Junos OS for EX Series switches that does not
support the Enhanced Layer 2 Software (ELS) configuration style. If your
switch runs software that supports ELS, see “Example: Setting Up Basic
Bridging and a VLAN for an EX Series Switch with ELS Support” on page 149.
For ELS details, see “Using the Enhanced Layer 2 Software CLI” on page 36

EX Series switches use bridging and virtual LANs (VLANs) to connect network devices

in a LAN—desktop computers, IP telephones, printers, file servers, wireless access points,
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andothers—and to segment the LAN into smaller bridging domains. The switch's default

configuration provides a quick setup of bridging and a single VLAN.

This example describes how to configure basic bridging and VLANs for an EX Series

switch:

• Requirements on page 178

• Overview and Topology on page 178

• Configuration on page 179

• Verification on page 183

Requirements

This example uses the following software and hardware components:

• Junos OS Release 9.0 or later for EX Series switches

• One EX4200 Virtual Chassis switch

Before you set up bridging and a VLAN, be sure you have:

• Installed your EX Series switch. See Installing and Connecting an EX3200 Switch.

• Performed the initial switch configuration. SeeConnecting andConfiguring an EXSeries

Switch (J-Web Procedure).

Overview and Topology

EX Series switches connect network devices in an office LAN or a data center LAN to

provide sharing of common resources such as printers and file servers and to enable

wireless devices to connect to the LAN through wireless access points. Without bridging

and VLANs, all devices on the Ethernet LAN are in a single broadcast domain, and all the

devices detect all the packets on the LAN. Bridging creates separate broadcast domains

on the LAN, creatingVLANs,which are independent logical networks that group together

related devices into separate network segments. The grouping of devices on a VLAN is

independent of where the devices are physically located in the LAN.

TouseanEXSeries switch toconnectnetworkdevicesonaLAN, youmust, at aminimum,

configure bridging and VLANs. If you simply power on the switch and perform the initial

switch configuration using the factory-default settings, bridging is enabled on all the

switch's interfaces, all interfaces are in accessmode, and all interfaces belong to aVLAN

called default, which is automatically configured. When you plug access devices—such

as desktop computers, Avaya IP telephones, file servers, printers, and wireless access

points—into the switch, they are joined immediately into the default VLAN and the LAN

is up and running.

The topology used in this example consists of one EX4200-24T switch,which has a total

of 24 ports. Eight of the ports support Power over Ethernet (PoE), which means they

provide both network connectivity and electric power for the device connecting to the

port. To theseports, youcanplug indevices requiringPoE, suchasAvayaVoIP telephones,

wireless access points, and some IP cameras. (Avaya phones have a built-in hub that
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allows you to connect a desktop PC to the phone, so the desktop and phone in a single

office require only one port on the switch.) The remaining 16 ports provide only network

connectivity. You use them to connect devices that have their own power sources, such

as desktop and laptop computers, printers, and servers. Table 54 on page 179 details the

topology used in this configuration example.

Table 54: Components of the Basic Bridging Configuration Topology

SettingsProperty

EX4200-24T switch, with 24 Gigabit Ethernet ports: 8 PoE
ports (ge-0/0/0 through ge-0/0/7) and 16 non-PoE ports
(ge-0/0/8 through ge-0/0/23)

Switch hardware

defaultVLAN name

ge-0/0/0Connection to wireless access point (requires PoE)

ge-0/0/1 through ge-0/0/7Connections to Avaya IP telephone—with integrated hub, to
connect phone and desktop PC to a single port (requires PoE)

ge-0/0/8 through ge-0/0/12Direct connections to desktop PCs (no PoE required)

ge-0/0/17 and ge-0/0/18Connections to file servers (no PoE required)

ge-0/0/19 through ge-0/0/20Connections to integrated printer/fax/copier machines (no PoE
required)

ge-0/0/13 through ge-0/0/16, and ge-0/0/21 through
ge-0/0/23

Unused ports (for future expansion)

Configuration

CLI Quick
Configuration

By default, after you perform the initial configuration on the EX4200 switch, switching

is enabledonall interfaces, aVLANnameddefault is created, andall interfacesareplaced

into this VLAN. You do not need to perform any other configuration on the switch to set

up bridging and VLANs. To use the switch, simply plug the Avaya IP phones into the

PoE-enabled ports ge-0/0/1 through ge-0/0/7, and plug in the PCs, file servers, and

printers to the non-PoE ports, ge-0/0/8 through ge-0/0/12 and ge-0/0/17 through

ge-0/0/20.

Step-by-Step
Procedure

To configure bridging and VLANs:

1. Make sure the switch is powered on.

2. Connect the wireless access point to switch port ge-0/0/0.

3. Connect the seven Avaya phones to switch ports ge-0/0/1 through ge-0/0/7.

4. Connect the five PCs to ports ge-0/0/8 through ge-0/0/12.
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5. Connect the two file servers to ports ge-0/0/17 and ge-0/0/18.

6. Connect the two printers to ports ge-0/0/19 and ge-0/0/20.

Results Check the results of the configuration:

user@switch> show configuration
## Last commit: 2008-03-06 00:11:22 UTC by triumph
version 9.0;
system {

root-authentication {
encrypted-password "$1$urmA7AFM$x5SaGEUOdSI3u1K/iITGh1"; ## SECRET-DATA

}
syslog {

user * {
any emergency;

}
file messages {

any notice;
authorization info;

}
file interactive-commands {

interactive-commands any;
}

}
commit {

factory-settings {
reset-chassis-lcd-menu;
reset-virtual-chassis-configuration;

}
}

}
interfaces {

ge-0/0/0 {
unit 0 {

family ethernet-switching;
}

}
ge-0/0/1 {

unit 0 {
family ethernet-switching;

}
}
ge-0/0/2 {

unit 0 {
family ethernet-switching;

}
}
ge-0/0/3 {

unit 0 {
family ethernet-switching;

}
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}
ge-0/0/4 {

unit 0 {
family ethernet-switching;

}
}
ge-0/0/5 {

unit 0 {
family ethernet-switching;

}
}
ge-0/0/6 {

unit 0 {
family ethernet-switching;

}
}
ge-0/0/7 {

unit 0 {
family ethernet-switching;

}
}
ge-0/0/8 {

unit 0 {
family ethernet-switching;

}
}
ge-0/0/9 {

unit 0 {
family ethernet-switching;

}
}
ge-0/0/10 {

unit 0 {
family ethernet-switching;

}
}
ge-0/0/11 {

unit 0 {
family ethernet-switching;

}
}
ge-0/0/12 {

unit 0 {
family ethernet-switching;

}
}
ge-0/0/13 {

unit 0 {
family ethernet-switching;

}
}
ge-0/0/14 {

unit 0 {
family ethernet-switching;

}
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}
ge-0/0/15 {

unit 0 {
family ethernet-switching;

}
}
ge-0/0/16 {

unit 0 {
family ethernet-switching;

}
}
ge-0/0/17 {

unit 0 {
family ethernet-switching;

}
}
ge-0/0/18 {

unit 0 {
family ethernet-switching;

}
}
ge-0/0/19 {

unit 0 {
family ethernet-switching;

}
}
ge-0/0/20 {

unit 0 {
family ethernet-switching;

}
}
ge-0/0/21 {

unit 0 {
family ethernet-switching;

}
}
ge-0/0/22 {

unit 0 {
family ethernet-switching;

}
}
ge-0/0/23 {

unit 0 {
family ethernet-switching;

}
}
ge-0/1/0 {

unit 0 {
family ethernet-switching;

}
}
xe-0/1/0 {

unit 0 {
family ethernet-switching;

}
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}
ge-0/1/1 {

unit 0 {
family ethernet-switching;

}
}
xe-0/1/1 {

unit 0 {
family ethernet-switching;

}
}
ge-0/1/2 {

unit 0 {
family ethernet-switching;

}
}
ge-0/1/3 {

unit 0 {
family ethernet-switching;

}
}

}
protocols {

lldp {
interface all;

}
rstp;

}
poe {

interface all;
}

Verification

To verify that switching is operational and that a VLAN has been created, perform these

tasks:

• Verifying That the VLAN Has Been Created on page 183

• Verifying That Interfaces Are Associated with the Proper VLANs on page 184

Verifying That the VLANHas Been Created

Purpose Verify that the VLAN named default has been created on the switch.

183Copyright © 2019, Juniper Networks, Inc.

Chapter 9: Configuring Bridging and VLANs



Action List all VLANs configured on the switch:

user@switch> show vlans

Name           Tag     Interfaces
default       
                       ge-0/0/0.0*, ge-0/0/1.0, ge-0/0/2.0, ge-0/0/3.0,
                       ge-0/0/4.0,  ge-0/0/5.0, ge-0/0/6.0, ge-0/0/7.0,
                       ge-0/0/8.0*, ge-0/0/9.0, ge-0/0/10.0, ge-0/0/11.0*,
                       ge-0/0/12.0, ge-0/0/13.0, ge-0/0/14.0, ge-0/0/15.0,
                       ge-0/0/16.0, ge-0/0/17.0, ge-0/0/18.0, ge-0/0/19.0*,
                       ge-0/0/20.0, ge-0/0/21.0, ge-0/0/22.0, ge-0/0/23.0,
                       ge-0/1/0.0*, ge-0/1/1.0*, ge-0/1/2.0*, ge-0/1/3.0*
mgmt          
                       me0.0*

Meaning The show vlans command lists the VLANs configured on the switch. This output shows

that the VLAN default has been created.

Verifying That Interfaces Are Associated with the Proper VLANs

Purpose Verify that Ethernet switching is enabled on switch interfaces and that all interfaces are

included in the VLAN.
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Action List all interfaces on which switching is enabled:

user@switch> show ethernet-switching interfaces

Interface   State    VLAN members           Blocking 
ge-0/0/0.0  up       default                unblocked
ge-0/0/1.0  down     default                blocked - blocked by STP/RTG
ge-0/0/2.0  down     default                blocked - blocked by STP/RTG
ge-0/0/3.0  down     default                blocked - blocked by STP/RTG
ge-0/0/4.0  down     default                blocked - blocked by STP/RTG
ge-0/0/5.0  down     default                blocked - blocked by STP/RTG
ge-0/0/6.0  down     default                blocked - blocked by STP/RTG
ge-0/0/7.0  down     default                blocked - blocked by STP/RTG
ge-0/0/8.0  up       default                unblocked
ge-0/0/9.0  down     default                blocked - blocked by STP/RTG
ge-0/0/10.0 down     default                blocked - blocked by STP/RTG
ge-0/0/11.0 up       default                unblocked
ge-0/0/12.0 down     default                blocked - blocked by STP/RTG
ge-0/0/13.0 down     default                blocked - blocked by STP/RTG
ge-0/0/14.0 down     default                blocked - blocked by STP/RTG
ge-0/0/15.0 down     default                blocked - blocked by STP/RTG
ge-0/0/16.0 down     default                blocked - blocked by STP/RTG
ge-0/0/17.0 down     default                blocked - blocked by STP/RTG
ge-0/0/18.0 down     default                blocked - blocked by STP/RTG
ge-0/0/19.0 up       default                unblocked
ge-0/0/20.0 down     default                blocked - blocked by STP/RTG
ge-0/0/21.0 down     default                blocked - blocked by STP/RTG
ge-0/0/22.0 down     default                blocked - blocked by STP/RTG
ge-0/0/23.0 down     default                blocked - blocked by STP/RTG
ge-0/1/0.0  up       default                unblocked
ge-0/1/1.0  up       default                unblocked
ge-0/1/2.0  up       default                unblocked
ge-0/1/3.0  up       default                unblocked
me0.0       up       mgmt                   unblocked

Meaning The show ethernet-switching interfaces command lists all interfaces on which switching

is enabled (in the Interfaces column), along with the VLANs that are active on the

interfaces (in the VLANmembers column). The output in this example shows all the

connected interfaces, ge-0/0/0 through ge-0/0/12 and ge-0/0/17 through ge-0/0/20

and that they are all part of VLAN default. Notice that the interfaces listed are the logical

interfaces, not thephysical interfaces. For example, theoutput showsge-0/0/0.0 instead

of ge-0/0/0. This is because Junos OS creates VLANs on logical interfaces, not directly

on physical interfaces.

Example: Setting Up Bridging with Multiple VLANs

The QFX Series products use bridging and virtual LANs (VLANs) to connect network

devices in a LAN—storage devices, file servers, and other network components—and to

segment the LAN into smaller bridging domains.

To segment traffic onaLAN into separatebroadcast domains, youcreate separate virtual

LANs (VLANs) on a switch. Each VLAN is a collection of network nodes. When you use

VLANs, frames whose origin and destination are in the same VLAN are forwarded only

185Copyright © 2019, Juniper Networks, Inc.

Chapter 9: Configuring Bridging and VLANs



within the local VLAN, and only frames not destined for the local VLAN are forwarded

to other broadcast domains. VLANs thus limit the amount of traffic flowing across the

entire LAN, reducing the possible number of collisions andpacket retransmissionswithin

the LAN.

NOTE: This task uses Junos OS for QFX3500 and QFX3600 switches does
not support the Enhanced Layer 2 Software (ELS) configuration style. If your
switch runs software that supports ELS, see “Example: Setting Up Bridging
with Multiple VLANs on Switches” on page 191.

This example describes how to configure bridging for the QFX Series and how to create

two VLANs to segment the LAN:

• Requirements on page 186

• Overview and Topology on page 186

• Configuration on page 187

• Verification on page 189

Requirements

This example uses the following hardware and software components:

• A configured and provisioned QFX3500 switch

• Junos OS Release 11.1 or later for the QFX Series

Overview and Topology

Switches connect all devices in an office or data center into a single LAN to provide

sharing of common resources such as file servers. The default configuration creates a

single VLAN, and all traffic on the switch is part of that broadcast domain. Creating

separate network segments reduces the span of the broadcast domain and enables you

to group related users and network resources without being limited by physical cabling

or by the location of a network device in the building or on the LAN.

This example shows a simple configuration to illustrate the basic steps for creating two

VLANs on a single switch. One VLAN, called sales, is for the sales andmarketing group,

and a second, called support, is for the customer support team. The sales and support

groups each have their own dedicated file servers and other resources. For the switch

ports to be segmented across the two VLANs, each VLANmust have its own broadcast

domain, identified by a unique name and tag (VLAN ID). In addition, each VLANmust be

on its own distinct IP subnet.

The topology used in this example consists of a single QFX3500 switch, with a total of

48 10-Gbps Ethernet ports. (For the purposes of this example, the QSFP+ ports Q0-Q3,

which are ports xe-0/1/0 through xe-0/1/15, are excluded.)
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Table 55: Components of the Multiple VLAN Topology

SettingsProperty

QFX3500 switch configured with 48 10-Gbps Ethernet ports
(xe-0/0/0 through xe-0/0/47)

Switch hardware

sales, tag 100
support, tag 200

VLAN names and tag IDs

sales: 192.0.2.0/25 (addresses 192.0.2.1 through 192.0.2.126)
support: 192.0.2.128/25 (addresses 192.0.2.129 through
192.0.2.254)

VLAN subnets

File servers: xe-0/0/20 and xe-0/0/21Interfaces in VLAN sales

File servers: xe-0/0/46 and xe-0/0/47Interfaces in VLAN support

xe-0/0/2 and xe-0/0/25Unused interfaces

This configuration example creates two IP subnets, one for the sales VLAN and the

second for the support VLAN. The switchbridges trafficwithin aVLAN. For traffic passing

between two VLANs, the switch routes the traffic using a Layer 3 routing interface on

which you have configured the address of the IP subnet.

To keep the example simple, the configuration steps show only a few devices in each of

the VLANs. Use the same configuration procedure to addmore LAN devices.

Configuration

CLI Quick
Configuration

To quickly configure Layer 2 switching for the two VLANs (sales and support) and to

quickly configure Layer 3 routing of traffic between the two VLANs, copy the following

commands and paste them into the switch terminal window:

[edit]
set interfaces xe-0/0/0 unit 0 family ethernet-switching vlanmembers sales
set interfaces xe-0/0/3 unit 0 family ethernet-switching vlanmembers sales
set interfaces xe-0/0/22 unit 0 family ethernet-switching vlanmembers sales
set interfaces xe-0/0/20 unit 0 description “Sales file server port”
set interfaces xe-0/0/20 unit 0 family ethernet-switching vlanmembers sales
set interfaces xe-0/0/24 unit 0 family ethernet-switching vlanmembers support
set interfaces xe-0/0/26 unit 0 family ethernet-switching vlanmembers support
set interfaces xe-0/0/44 unit 0 family ethernet-switching vlanmembers support
set interfaces xe-0/0/46 unit 0 description “Support file server port”
set interfaces xe-0/0/46 unit 0 family ethernet-switching vlanmembers support
set interfaces vlan unit 0 family inet address 192.0.2.0/25
set interfaces vlan unit 1 family inet address 192.0.2.128/25
set vlans sales l3–interface vlan.0
set vlans sales vlan-id 100
set vlans support vlan-id 200
set vlans support l3-interface vlan.1
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Step-by-Step
Procedure

Configure the switch interfaces and the VLANs to which they belong. By default, all

interfaces are in access mode, so you do not have to configure the port mode.

1. Configure the interface for the file server in the sales VLAN:

[edit interfaces xe-0/0/20 unit 0]
user@switch# set description “Sales file server port”
user@switch# set family ethernet-switching vlanmembers sales

2. Configure the interface for the file server in the support VLAN:

[edit interfaces xe-0/0/46 unit 0]
user@switch# set description “Support file server port”
user@switch# set family ethernet-switching vlanmembers support

3. Create the subnet for the sales broadcast domain:

[edit interfaces]
user@switch# set vlan unit 0 family inet address 192.0.2.1/25

4. Create the subnet for the support broadcast domain:

[edit interfaces]
user@switch# set vlan unit 1 family inet address 192.0.2.129/25

5. Configure the VLAN tag IDs for the sales and support VLANs:

[edit vlans]
user@switch# set sales vlan-id 100
user@switch# set support vlan-id 200

6. To route traffic between the sales and support VLANs, define the interfaces that

are members of each VLAN and associate a Layer 3 interface:

[edit vlans]
user@switch# set sales l3-interface vlan.0
user@switch# set support l3-interface vlan.1

Results Display the results of the configuration:

user@switch> show configuration
interfaces {

xe-0/0/20 {
unit 0 {

description “Sales file server port”;
family ethernet-switching {

vlan members sales;
}

}
}
xe-0/0/46 {

unit 0 {
description “Support file server port”;
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family ethernet-switching {
vlan members support;

}
}
vlans {

unit 0 {
family inet address 192.0.2.1/25;

}
unit 1 {

family inet address 192.0.2.129/25;
}

}
}

}
vlans {

sales {
vlan-id 100;
interface xe-0/0/0.0:
interface xe-0/0/3/0;
interface xe-0/0/20.0;
interface xe-0/0/22.0;
l3-interface vlan 0;

}
support {

vlan-id 200;
interface xe-0/0/24.0:
interface xe-0/0/26.0;
interface xe-0/0/44.0;
interface xe-0/0/46.0;
l3-interface vlan 1;

}
}

TIP: To quickly configure the sales and support VLAN interfaces, issue the
loadmerge terminal command. Then copy the hierarchy and paste it into the

switch terminal window.

Verification

Verify that the sales and support VLANs have been created and are operating properly,

perform these tasks:

• Verifying That the VLANs Have Been Created and Associated with the Correct

Interfaces on page 190

• Verifying That Traffic Is Being Routed Between the Two VLANs on page 190

• Verifying That Traffic Is Being Switched Between the Two VLANs on page 191
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VerifyingThat theVLANsHaveBeenCreated andAssociatedwith theCorrect Interfaces

Purpose Verify that the sales and support VLANs have been created on the switch and that all

connected interfaces on the switch are members of the correct VLAN.

Action To list all VLANs configured on the switch, use the show vlans command:

user@switch> show vlans

Name           Tag     Interfaces
default       
                       xe-0/0/1.0, xe-0/0/2.0, xe-0/0/4.0, xe-0/0/5.0,
                       xe-0/0/6.0,  xe-0/0/7.0, xe-0/0/8.0, xe-0/0/9.0,
                       xe-0/0/10.0*, xe-0/0/11.0, xe-0/0/12.0, xe-0/0/13.0*,
                       xe-0/0/14.0, xe-0/0/15.0, xe-0/0/16.0, xe-0/0/17.0,
                       xe-0/0/18.0, xe-0/0/19.0, xe-0/0/21.0, xe-0/0/23.0*,
                       xe-0/0/25.0, xe-0/0/27.0, xe-0/0/28.0, xe-0/0/29.0,
                       xe-0/0/30.0, xe-0/0/31.0, xe-0/0/32.0, xe-0/0/33.0,
                       xe-0/0/34.0, xe-0/0/35.0, xe-0/0/36.0, xe-0/0/37.0,
                       xe-0/0/38.0, xe-0/0/39.0, xe-0/0/40.0, xe-0/0/41.0,
                       xe-0/0/42.0, xe-0/0/43.0, xe-0/0/45.0, xe-0/0/47.0,
                       xe-0/1/0.0*, xe-0/1/1.0*, xe-0/1/2.0*, xe-0/1/3.0*

sales       100
                       xe-0/0/0.0*, xe-0/0/3.0, xe-0/0/20.0, xe-0/0/22.0

support     200
                       xe-0/0/0.24, xe-0/0/26.0, xe-0/0/44.0, xe-0/0/46.0*
mgmt          
                       me0.0*

Meaning The show vlans command lists all VLANs configured on the switch and which interfaces

are members of each VLAN. This command output shows that the sales and support

VLANs have been created. The sales VLAN has a tag ID of 100 and is associated with

interfaces xe-0/0/0.0, xe-0/0/3.0, xe-0/0/20.0, and xe-0/0/22.0. VLAN support has a

tag ID of 200 and is associated with interfaces xe-0/0/24.0, xe-0/0/26.0, xe-0/0/44.0,

and xe-0/0/46.0.

Verifying That Traffic Is Being Routed Between the Two VLANs

Purpose Verify routing between the two VLANs.

Action List the Layer 3 routes in the switch Address Resolution Protocol (ARP) table:

user@switch> show arp

MAC Address       Address         Name                     Flags

00:00:0c:06:2c:0d        192.0.2.3       vlan.0                   None
00:13:e2:50:62:e0        192.0.2.11      vlan.1                   None
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Meaning Sending IP packets on amultiaccess network requires mapping from an IP address to a

MAC address (the physical or hardware address). The ARP table displays the mapping

between the IP address and MAC address for both vlan.0 (associated with sales) and

vlan.1 (associated with support). These VLANs can route traffic to each other.

Verifying That Traffic Is Being Switched Between the Two VLANs

Purpose Verify that learned entries are being added to the Ethernet switching table.

Action List the contents of the Ethernet switching table:

user@switch> show ethernet-switching table

Ethernet-switching table: 8 entries, 5 learned
  VLAN              MAC address       Type         Age Interfaces
  default           *                 Flood          - All-members
  default           00:00:05:00:00:01 Learn          - xe-0/0/10.0
  default           00:00:5e:00:01:09 Learn          - xe-0/0/13.0
  default           00:19:e2:50:63:e0 Learn          - xe-0/0/23.0
  sales             *                 Flood          - All-members
  sales             00:00:5e:00:07:09 Learn          - xe-0/0/0.0
  support           *                 Flood          – All–members
  support           00:00:5e:00:01:01 Learn          – xe-0/0/46.0

Meaning The output shows that learned entries for the sales and supportVLANs have been added

to the Ethernet switching table, and are associated with interfaces xe-0/0/0.0 and

xe-0/0/46.0. Even though the VLANs were associated with more than one interface in

the configuration, these interfaces are the only ones that are currently operating.

Example: Setting Up Bridging with Multiple VLANs on Switches

The QFX Series products use bridging and virtual LANs (VLANs) to connect network

devices in a LAN—storage devices, file servers, and other network components—and to

segment the LAN into smaller bridging domains.

To segment traffic onaLAN into separatebroadcast domains, youcreate separate virtual

LANs (VLANs) on a switch. Each VLAN is a collection of network nodes. When you use

VLANs, frames whose origin and destination are in the same VLAN are forwarded only

within the local VLAN, and only frames not destined for the local VLAN are forwarded

to other broadcast domains. VLANs thus limit the amount of traffic flowing across the

entire LAN, reducing the possible number of collisions andpacket retransmissionswithin

the LAN.

This example describes how to configure bridging for the QFX Series and how to create

two VLANs to segment the LAN:
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NOTE: This task supports the Enhanced Layer 2 Software (ELS) configuration
style. For ELS details, see “Using the Enhanced Layer 2 Software CLI” on
page 36. If your switch runs software that does not supports ELS, see
“Example: Setting Up Bridging with Multiple VLANs” on page 185.

• Requirements on page 192

• Overview and Topology on page 192

• Configuration on page 193

• Verification on page 195

Requirements

This example uses the following hardware and software components:

• A configured and provisioned QFX3500 switch

• Junos OS Release 13.2X50-D15 or later for the QFX Series

Overview and Topology

Switches connect all devices in an office or data center into a single LAN to provide

sharing of common resources such as file servers. The default configuration creates a

single VLAN, and all traffic on the switch is part of that broadcast domain. Creating

separate network segments reduces the span of the broadcast domain and enables you

to group related users and network resources without being limited by physical cabling

or by the location of a network device in the building or on the LAN.

This example shows a simple configuration to illustrate the basic steps for creating two

VLANs on a single switch. One VLAN, called sales, is for the sales andmarketing group,

and a second, called support, is for the customer support team. The sales and support

groups each have their own dedicated file servers and other resources. For the switch

ports to be segmented across the two VLANs, each VLANmust have its own broadcast

domain, identified by a unique name and tag (VLAN ID). In addition, each VLANmust be

on its own distinct IP subnet.

The topology used in this example consists of a single QFX3500 switch, with a total of

48 10-Gbps Ethernet ports. (For the purposes of this example, the QSFP+ ports Q0-Q3,

which are ports xe-0/1/0 through xe-0/1/15, are excluded.)

Table 56: Components of the Multiple VLAN Topology

SettingsProperty

QFX3500 switch configured with 48 10-Gbps Ethernet ports
(xe-0/0/0 through xe-0/0/47)

Switch hardware

sales, tag 100
support, tag 200

VLAN names and tag IDs
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Table 56: Components of the Multiple VLAN Topology (continued)

SettingsProperty

sales: 192.0.2.0/25 (addresses 192.0.2.1 through 192.0.2.126)
support: 192.0.2.128/25 (addresses 192.0.2.129 through
192.0.2.254)

VLAN subnets

File servers: xe-0/0/20 and xe-0/0/21Interfaces in VLAN sales

File servers: xe-0/0/46 and xe-0/0/47Interfaces in VLAN support

xe-0/0/2 and xe-0/0/25Unused interfaces

This configuration example creates two IP subnets, one for the sales VLAN and the

second for the support VLAN. The switchbridges trafficwithin aVLAN. For traffic passing

between two VLANs, the switch routes the traffic using a Layer 3 routing interface on

which you have configured the address of the IP subnet.

To keep the example simple, the configuration steps show only a few devices in each of

the VLANs. Use the same configuration procedure to addmore LAN devices.

Configuration

CLI Quick
Configuration

To quickly configure Layer 2 switching for the two VLANs (sales and support) and to

quickly configure Layer 3 routing of traffic between the two VLANs, copy the following

commands and paste them into the switch terminal window:

[edit]
set interfaces xe-0/0/0 unit 0 family ethernet-switching vlanmembers sales
set interfaces xe-0/0/3 unit 0 family ethernet-switching vlanmembers sales
set interfaces xe-0/0/22 unit 0 family ethernet-switching vlanmembers sales
set interfaces xe-0/0/20 unit 0 description “Sales file server port”
set interfaces xe-0/0/20 unit 0 family ethernet-switching vlanmembers sales
set interfaces xe-0/0/24 unit 0 family ethernet-switching vlanmembers support
set interfaces xe-0/0/26 unit 0 family ethernet-switching vlanmembers support
set interfaces xe-0/0/44 unit 0 family ethernet-switching vlanmembers support
set interfaces xe-0/0/46 unit 0 description “Support file server port”
set interfaces xe-0/0/46 unit 0 family ethernet-switching vlanmembers support
set interfaces vlan unit 0 family inet address 192.0.2.0/25
set interfaces vlan unit 1 family inet address 192.0.2.128/25
set vlans sales l3–interface irb.0
set vlans sales vlan-id 100
set vlans support vlan-id 200
set vlans support l3-interface irb.1
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Step-by-Step
Procedure

Configure the switch interfaces and the VLANs to which they belong. By default, all

interfaces are in access mode, so you do not have to configure the port mode.

1. Configure the interface for the file server in the sales VLAN:

[edit interfaces xe-0/0/20 unit 0]
user@switch# set description “Sales file server port”
user@switch# set family ethernet-switching vlanmembers sales

2. Configure the interface for the file server in the support VLAN:

[edit interfaces xe-0/0/46 unit 0]
user@switch# set description “Support file server port”
user@switch# set family ethernet-switching vlanmembers support

3. Create the subnet for the sales broadcast domain:

[edit interfaces]
user@switch# set vlan unit 0 family inet address 192.0.2.1/25

4. Create the subnet for the support broadcast domain:

[edit interfaces]
user@switch# set vlan unit 1 family inet address 192.0.2.129/25

5. Configure the VLAN tag IDs for the sales and support VLANs:

[edit vlans]
user@switch# set sales vlan-id 100
user@switch# set support vlan-id 200

6. To route traffic between the sales and support VLANs, define the interfaces that

are members of each VLAN and associate a Layer 3 interface:

[edit vlans]
user@switch# set sales l3-interface irb.0
user@switch# set support l3-interface irb.1

Configuration Results Display the results of the configuration:

user@switch> show configuration
interfaces {

xe-0/0/20 {
unit 0 {

description “Sales file server port”;
family ethernet-switching {

vlan members sales;
}

}
}
xe-0/0/46 {

unit 0 {
description “Support file server port”;
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family ethernet-switching {
vlan members support;

}
}
vlans {

unit 0 {
family inet address 192.0.2.1/25;

}
unit 1 {

family inet address 192.0.2.129/25;
}

}
}

}
vlans {

sales {
vlan-id 100;
interface xe-0/0/0.0:
interface xe-0/0/3/0;
interface xe-0/0/20.0;
interface xe-0/0/22.0;
l3-interface irb0;

}
support {

vlan-id 200;
interface xe-0/0/24.0:
interface xe-0/0/26.0;
interface xe-0/0/44.0;
interface xe-0/0/46.0;
l3-interface irb1;

}
}

TIP: To quickly configure the sales and support VLAN interfaces, issue the
loadmerge terminal command. Then copy the hierarchy and paste it into the

switch terminal window.

Verification

Verify that the sales and support VLANs have been created and are operating properly,

perform these tasks:

• Verifying That the VLANs Have Been Created and Associated with the Correct

Interfaces on page 196

• Verifying That Traffic Is Being Routed Between the Two VLANs on page 196

• Verifying That Traffic Is Being Switched Between the Two VLANs on page 197
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VerifyingThat theVLANsHaveBeenCreated andAssociatedwith theCorrect Interfaces

Purpose Verify that the sales and support VLANs have been created on the switch and that all

connected interfaces on the switch are members of the correct VLAN.

Action To list all VLANs configured on the switch, use the show vlans command:

user@switch> show vlans

Name           Tag     Interfaces
default       
                       xe-0/0/1.0, xe-0/0/2.0, xe-0/0/4.0, xe-0/0/5.0,
                       xe-0/0/6.0,  xe-0/0/7.0, xe-0/0/8.0, xe-0/0/9.0,
                       xe-0/0/10.0*, xe-0/0/11.0, xe-0/0/12.0, xe-0/0/13.0*,
                       xe-0/0/14.0, xe-0/0/15.0, xe-0/0/16.0, xe-0/0/17.0,
                       xe-0/0/18.0, xe-0/0/19.0, xe-0/0/21.0, xe-0/0/23.0*,
                       xe-0/0/25.0, xe-0/0/27.0, xe-0/0/28.0, xe-0/0/29.0,
                       xe-0/0/30.0, xe-0/0/31.0, xe-0/0/32.0, xe-0/0/33.0,
                       xe-0/0/34.0, xe-0/0/35.0, xe-0/0/36.0, xe-0/0/37.0,
                       xe-0/0/38.0, xe-0/0/39.0, xe-0/0/40.0, xe-0/0/41.0,
                       xe-0/0/42.0, xe-0/0/43.0, xe-0/0/45.0, xe-0/0/47.0,
                       xe-0/1/0.0*, xe-0/1/1.0*, xe-0/1/2.0*, xe-0/1/3.0*

sales       100
                       xe-0/0/0.0*, xe-0/0/3.0, xe-0/0/20.0, xe-0/0/22.0

support     200
                       xe-0/0/0.24, xe-0/0/26.0, xe-0/0/44.0, xe-0/0/46.0*
mgmt          
                       me0.0*

Meaning The show vlans command lists all VLANs configured on the switch and which interfaces

are members of each VLAN. This command output shows that the sales and support

VLANs have been created. The sales VLAN has a tag ID of 100 and is associated with

interfaces xe-0/0/0.0, xe-0/0/3.0, xe-0/0/20.0, and xe-0/0/22.0. VLAN support has a

tag ID of 200 and is associated with interfaces xe-0/0/24.0, xe-0/0/26.0, xe-0/0/44.0,

and xe-0/0/46.0.

Verifying That Traffic Is Being Routed Between the Two VLANs

Purpose Verify routing between the two VLANs.

Action List the Layer 3 routes in the switch Address Resolution Protocol (ARP) table:

user@switch> show arp

MAC Address       Address         Name                     Flags

00:00:0c:06:2c:0d        192.0.2.3       vlan.0                   None
00:13:e2:50:62:e0        192.0.2.11      vlan.1                   None
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Meaning Sending IP packets on amultiaccess network requires mapping from an IP address to a

MAC address (the physical or hardware address). The ARP table displays the mapping

between the IP address and MAC address for both vlan.0 (associated with sales) and

vlan.1 (associated with support). These VLANs can route traffic to each other.

Verifying That Traffic Is Being Switched Between the Two VLANs

Purpose Verify that learned entries are being added to the Ethernet switching table.

Action List the contents of the Ethernet switching table:

user@switch> show ethernet-switching table

Ethernet-switching table: 8 entries, 5 learned
  VLAN              MAC address       Type         Age Interfaces
  default           *                 Flood          - All-members
  default           00:00:05:00:00:01 Learn          - xe-0/0/10.0
  default           00:00:5e:00:01:09 Learn          - xe-0/0/13.0
  default           00:19:e2:50:63:e0 Learn          - xe-0/0/23.0
  sales             *                 Flood          - All-members
  sales             00:00:5e:00:07:09 Learn          - xe-0/0/0.0
  support           *                 Flood          – All–members
  support           00:00:5e:00:01:01 Learn          – xe-0/0/46.0

Meaning The output shows that learned entries for the sales and supportVLANs have been added

to the Ethernet switching table, and are associated with interfaces xe-0/0/0.0 and

xe-0/0/46.0. Even though the VLANs were associated with more than one interface in

the configuration, these interfaces are the only ones that are currently operating.

Example: Connecting Access Switches with ELS Support to a Distribution Switch with ELS
Support

NOTE: This example uses Junos OS for EX Series switches with support for
the Enhanced Layer 2 Software (ELS) configuration style. For ELS details,
see “Using the Enhanced Layer 2 Software CLI” on page 36.

In large local area networks (LANs), you commonly need to aggregate traffic from a

number of access switches into a distribution switch.

This example describes how to connect access switches to a distribution switch:

• Requirements on page 198

• Overview and Topology on page 198

• Configuring the Access Switch on page 200
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• Configuring the Distribution Switch on page 205

• Verification on page 207

Requirements

This example uses the following hardware and software components:

• Three EX Series access switches.

• One EX Series distribution switch.

NOTE: In an access switch-distribution switch topology, you can connect
EX Series switches that run a version of Junos OS that supports ELS with
EX Series switches that do not run a version of Junos OS that supports ELS.
However, this example uses switches running ELS only to show how to
configure this topology using the ELS CLI.

• Junos OS Release 12.3R2 or later that supports ELS for EX Series switches.

Before you connect an access switch to a distribution switch, be sure you have:

• Installed the switches. See the installation instructions for your switch.

• Performed the initial software configuration on both switches. For information about

the initial software configuration for all EX Series switches except the EX9200 Series

switches, see Connecting and Configuring an EX Series Switch (CLI Procedure). For

information about the initial software configuration for the EX9200 Series switches,

see Connecting and Configuring an EX9200 Switch (CLI Procedure).

Overview and Topology

In a large office that is spread across several floors or buildings, or in a data center, you

commonly aggregate traffic froma number of access switches into a distribution switch.

This configuration example shows a simple topology to illustrate how to connect three

access switches to a distribution switch.

In the topology, the LAN is segmented into twoVLANs, one for the sales department and

thesecond for thesupport team.One 1-Gigabit Ethernetportononeof theaccess switch's

uplinkmodules connects to the distribution switch, to one 1-Gigabit Ethernet port on the

distribution switch.

Figure 1 on page 199 shows an EX9200 distribution switch that is connected to three

EX4300 access switches.
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Figure 1: Sample Access Switch-Distribution Switch Topology

Table 57 on page 199 describes the components of the example topology. The example

shows how to configure one of the three access switches. The other access switches

could be configured in the samemanner.

Table 57: Components of the Topology for Connecting an Access Switch to a Distribution Switch

SettingsProperty

Three EX4300 switches, each with an uplink module with 1-Gigabit Ethernet
ports..

Access switch hardware

One EX9208 with up to three EX9200-40T line cards installed, which at full
duplex, can provide up to 240 1-Gigabit ports.

Distribution switch hardware

sales, tag 100
support, tag 200

VLAN names and tag IDs

sales: 192.0.2.0/25 (addresses 192.0.2.1 through 192.0.2.126)
support: 192.0.2.128/25 (addresses 192.0.2.129 through 192.0.2.254)

VLAN subnets

On the access switch: ge-0/2/0
On the distribution switch: ge-0/0/0

Trunk port interfaces

Avaya IP telephones: ge-0/0/3 through ge-0/0/19
Wireless access points: ge-0/0/0 and ge-0/0/1
Printers: ge-0/0/22 and ge-0/0/23
File servers: ge-0/0/20 and ge-0/0/21

Access port interfaces in VLAN sales (on
access switch)
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Table 57: Components of the Topology for Connecting an Access Switch to a Distribution Switch (continued)

SettingsProperty

Avaya IP telephones: ge-0/0/25 through ge-0/0/43
Wireless access points: ge-0/0/24
Printers: ge-0/0/44 and ge-0/0/45
File servers: ge-0/0/46 and ge-0/0/47

Access port interfaces in VLAN support (on
access switch)

Configuring the Access Switch

To configure the access switch:

CLI Quick
Configuration

To quickly configure the access switch, copy the following commands and paste them

into the switch terminal window:

[edit]
set interfaces ge-0/0/0 unit 0 description "Sales wireless access point port"
set interfaces ge-0/0/0 unit 0 family ethernet-switching vlanmembers sales
set interfaces ge-0/0/3 unit 0 description "Sales phone port"
set interfaces ge-0/0/3 unit 0 family ethernet-switching vlanmembers sales
set interfaces ge-0/0/22 unit 0 description "Sales printer port"
set interfaces ge-0/0/22 unit 0 family ethernet-switching vlanmembers sales
set interfaces ge-0/0/20 unit 0 description "Sales file server port"
set interfaces ge-0/0/20 unit 0 family ethernet-switching vlanmembers sales
set interfaces ge-0/0/24 unit 0 description "Support wireless access point port"
set interfaces ge-0/0/24 unit 0 family ethernet-switching vlanmembers support
set interfaces ge-0/0/26 unit 0 description "Support phone port"
set interfaces ge-0/0/26 unit 0 family ethernet-switching vlanmembers support
set interfaces ge-0/0/44 unit 0 description "Support printer port"
set interfaces ge-0/0/44 unit 0 family ethernet-switching vlanmembers support
set interfaces ge-0/0/46 unit 0 description "Support file server port"
set interfaces ge-0/0/46 unit 0 family ethernet-switching vlanmembers support
set interfacesge-0/2/0unit0description "Uplinkmoduleport connection todistribution switch"
set interfaces ge-0/2/0 unit 0 family ethernet-switching interface-mode trunk
set interfaces ge-0/2/0 native-vlan-id 1
set interfaces ge-0/2/0 unit 0 family ethernet-switching vlanmembers [sales support]
set interfaces ge-0/2/0 unit 0 family ethernet-switching vlanmembers 1
set interfaces irb unit 0 family inet address 192.0.2.1/25
set interfaces irb unit 1 family inet address 192.0.2.129/25
set vlans sales description “Sales VLAN”
set vlans sales l3-interface irb.0
set vlans sales vlan-id 100
set vlans support description “Support VLAN”
set vlans support vlan-id 200
set vlans support l3-interface irb.1
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Step-by-Step
Procedure

To configure the access switch:

1. Configure the 1-Gigabit Ethernet interface on the uplinkmodule to be the trunk port

that connects to the distribution switch:

[edit interfaces]
user@access-switch# set ge-0/2/0 unit 0 description "Uplinkmodule port connection to
distribution switch"
user@access-switch# setge-0/2/0unit0 familyethernet-switching interface-modetrunk

2. Specify the VLANs to be aggregated on the trunk port:

[edit interfaces]
user@access-switch# setge-0/2/0unit0familyethernet-switchingvlanmembers[sales
support ]

3. To handle untagged packets that are received on the trunk port, create a native

VLAN by configuring a VLAN ID and specifying that the trunk port is a member of

the native VLAN:

[edit interfaces]
user@access-switch# set ge-0/2/0 native-vlan-id 1
user@access-switch# set ge-0/2/0 unit 0 family ethernet-switching vlanmembers 1

4. Configure the sales VLAN:

[edit vlans]
user@access-switch# set sales description "Sales VLAN"
user@access-switch# set sales vlan-id 100
user@access-switch# set sales l3-interface irb.0

5. Configure the support VLAN:

[edit vlans]
user@access-switch# set support description "Support VLAN"
user@access-switch# set support vlan-id 200
user@access-switch# set support l3-interface irb.1

6. Create the subnet for the sales VLAN:

[edit interfaces]
user@access-switch# set irb unit 0 family inet address 192.0.2.1/25

7. Create the subnet for the support VLAN:

[edit interfaces]
user@access-switch# set irb unit 1 family inet address 192.0.2.129/25

8. Configure the interfaces in the sales VLAN:

[edit interfaces]
user@access-switch# set ge-0/0/0 unit 0 description "Sales wireless access point port"
user@access-switch# set ge-0/0/0 unit 0 family ethernet-switching vlanmembers sales
user@access-switch# set ge-0/0/3 unit 0 description "Sales phone port"
user@access-switch# set ge-0/0/3 unit 0 family ethernet-switching vlanmembers sales
user@access-switch# set ge-0/0/20 unit 0 description "Sales file server port"
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user@access—switch# setge-0/0/20unit0 familyethernet-switchingvlanmemberssales
user@access-switch# set ge-0/0/22 unit 0 description "Sales printer port"
user@access-switch# setge-0/0/22unit0familyethernet-switchingvlanmemberssales

9. Configure the interfaces in the support VLAN:

[edit interfaces]
user@access-switch# set ge-0/0/24 unit 0 description "Support wireless access point
port"
user@access-switch# set ge-0/0/24 unit 0 family ethernet-switching vlanmembers
support
user@access-switch# set ge-0/0/26 unit 0 description "Support phone port"
user@access-switch# set ge-0/0/26 unit 0 family ethernet-switching vlanmembers
support
user@access-switch# set ge-0/0/44 unit 0 description "Support printer port"
user@access-switch# set ge-0/0/44 unit 0 family ethernet-switching vlanmembers
support
user@access-switch# set ge-0/0/46 unit 0 description "Support file server port"
user@access-switch# set ge-0/0/46 unit 0 family ethernet-switching vlanmembers
support
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Results Display the results of the configuration:

user@access-switch> show configuration

interfaces {
    ge-0/0/0 {
        unit 0 {
            description "Sales wireless access point port";
            family ethernet-switching {
                vlan {
                    members sales;
                }
            }
        }
    }
    ge-0/0/3 {
        unit 0 {
            description "Sales phone port";
            family ethernet-switching {
                vlan {
                    members sales;
                }
            }
        }
    }
    ge-0/0/20 {
        unit 0 {
            description "Sales file server port";
            family ethernet-switching {
                vlan {
                    members sales;
                }
            }
        }
    }
    ge-0/0/22 {
        unit 0 {
            description "Sales printer port";
            family ethernet-switching {
                vlan {
                    members sales;
                }
            }
        }
    }
    ge-0/0/24 {
        unit 0 {
            description "Support wireless access point port";
            family ethernet-switching {
                vlan {
                    members support;
                }
            }
        }
    }
    ge-0/0/26 {
        unit 0 {
            description "Support phone port";
            family ethernet-switching {
                vlan {
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                    members support;
                }
            }
        }
    }
    ge-0/0/44 {
        unit 0 {
            description "Support printer port";
            family ethernet-switching {
                vlan {
                    members support;
                }
            }
        }
    }
    ge-0/0/46 {
        unit 0 {
            description "Support file server port";
            family ethernet-switching {
                vlan {
                    members support;
                }
            }
        }
    }
    ge-0/2/0 {
        native-vlan-id 1;
        unit 0 {
            description "Uplinking module connection to distribution switch";
            family ethernet-switching {
                interface-mode trunk;
                vlan {
                    members [ 1 sales support ];
                }
            }
        }
    }
    irb {
        unit 0 {
            family inet {
                address 192.0.2.1/25;
            }
        }
        unit 1 {
            family inet {
                address 192.0.2.129/25;
            }
        }
    }
}
vlans {
     sales {
        description "Sales VLAN";
        vlan-id 100;
        l3-interface irb.0;
    }
    support {
        description "Support VLAN";
        vlan-id 200;
        l3-interface irb.1;
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    }
}

TIP: To quickly configure the access switch, issue the loadmerge terminal

command, then copy the hierarchy and paste it into the switch terminal
window.

Configuring the Distribution Switch

To configure the distribution switch:

CLI Quick
Configuration

To quickly configure the distribution switch, copy the following commands and paste

them into the switch terminal window:

set interfaces ge-0/0/0 unit 0 description "Connection to access switch"
set interfaces ge-0/0/0 unit 0 family ethernet-switching interface-mode trunk
set interfaces ge-0/0/0 unit 0 family ethernet-switching vlanmembers [ sales support ]
set interfaces ge-0/0/0 native-vlan-id 1
set interfaces ge-0/0/0 unit 0 family ethernet-switching vlanmembers 1
set interfaces irb unit 0 family inet address 192.0.2.2/25
set interfaces irb unit 1 family inet address 192.0.2.130/25
set vlans sales description "Sales VLAN"
set vlans sales vlan-id 100
set vlans sales l3-interface irb.0
set vlans support description "Support VLAN"
set vlans support vlan-id 200
set vlans support l3-interface irb.1

Step-by-Step
Procedure

To configure the distribution switch:

1. Configure the interfaceon the switch tobe the trunkport that connects to theaccess

switch:

[edit interfaces]
user@distribution-switch# set ge-0/0/0 unit 0 description "Connection to access
switch"
user@distribution-switch# setge-0/0/0unit0familyethernet-switching interface-mode
trunk

2. Specify the VLANs to be aggregated on the trunk port:

[edit interfaces]
user@distribution-switch# setge-0/0/0unit0familyethernet-switchingvlanmembers
[ sales support ]

3. To handle untagged packets that are received on the trunk port, create a native

VLAN by configuring a VLAN ID and specifying that the trunk port is a member of

the native VLAN:

[edit interfaces]
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user@distribution-switch# set ge-0/0/0 native-vlan-id 1
user@distribution-switch# setge-0/0/0unit0familyethernet-switchingvlanmembers
1

4. Configure the sales VLAN:

[edit vlans]
user@distribution-switch# set sales description "Sales VLAN"
user@distribution-switch# set sales vlan-id 100
user@distribution-switch# set sales l3-interface irb.0

The VLAN configuration for the distribution switch includes the set l3-interface
irb.0 command to route traffic between the sales and support VLANs. The VLAN
configuration for the access switch does not include this statement because the

access switch is not monitoring IP addresses. Instead, the access switch is passing

the IP addresses to the distribution switch for interpretation.

5. Configure the support VLAN:

[edit vlans]
user@distribution-switch# set support description "Support VLAN"
user@distribution-switch# set support vlan-id 200
user@distribution-switch# set support l3-interface irb.1

TheVLANconfiguration for thedistribution switch includes the set l3-interface irb.1
command to route traffic between the sales and support VLANs. The VLAN

configuration for the access switch does not include this statement because the

access switch is not monitoring IP addresses. Instead, the access switch is passing

the IP addresses to the distribution switch for interpretation.

6. Create the subnet for the sales VLAN:

[edit interfaces]
user@distribution-switch# set irb unit 0 family inet address 192.0.2.2/25

7. Create the subnet for the support VLAN:

[edit interfaces]
user@distribution-switch# set irb unit 1 family inet address 192.0.2.130/25
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Results Display the results of the configuration:

user@distribution-switch> show configuration

interfaces {
    ge-0/0/0 {
        native-vlan-id 1;
        unit 0 {
            description "Connection to access switch";
            family ethernet-switching {
                interface-mode trunk;
                vlan {
                    members [ 1 sales support ];
                }
            }
        }
    }
    irb {
        unit 0 {
            family inet {
                address 192.0.2.2/25;
            }
        }
        unit 1 {
            family inet {
                address 192.0.2.130/25;
            }
        }
    }
}
vlans {
    sales {
        description "Sales VLAN";
        vlan-id 100;
        l3-interface irb.0;
    }
    support {
        description "Support VLAN";
        vlan-id 200;
        l3-interface irb.1;
    }
}

TIP: To quickly configure the distribution switch, issue the loadmerge terminal

command, then copy the hierarchy and paste it into the switch terminal
window.

Verification

To confirm that the configuration is working properly, perform these tasks:

• Verifying the VLANMembers and Interfaces on the Access Switch on page 208

• Verifying the VLANMembers and Interfaces on the Distribution Switch on page 208
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Verifying the VLANMembers and Interfaces on the Access Switch

Purpose Verify that the sales and support VLANs have been created on the switch.

Action List all VLANs configured on the switch:

user@access-switch> show vlans

Routing instance        VLAN name             Tag         Interfaces
default-switch          sales                    100
                                                             ge-0/0/20.0
                                                             ge-0/0/22.0
                                                             ge-0/0/3.0*
                                                             ge-0/0/0.0*
                                                             ge-0/2/0.0*
default-switch          support                  200
                                                             ge-0/0/24.0
                                                             ge-0/0/26.0
                                                             ge-0/0/44.0*
                                                             ge-0/0/46.0*
                                                             ge-0/2/0.0*

Meaning The output shows the sales and support VLANs and the interfaces that are configured

as members of the respective VLANs.

Verifying the VLANMembers and Interfaces on the Distribution Switch

Purpose Verify that the sales and support VLANs have been created on the switch.

Action List all VLANs configured on the switch:

user@distribution-switch> show vlans

Routing instance        VLAN name             Tag         Interfaces
default-switch          sales                    100
                                                             ge-0/0/0.0*
default-switch          support                  200
                                                             ge-0/0/0.0*

Meaning The output shows the sales and support VLANs and the interface (ge-0/0/0.0) that is

configured as amember of both VLANs. Interface ge-0/0/0.0 is also the trunk interface

connected to the access switch.

Example: Setting Up Bridging with Multiple VLANs for EX Series Switches

Tosegment traffic onaLAN into separatebroadcast domains, youcreate separate virtual

LANs (VLANs) onanEXSeries switch. EachVLAN is a collectionof network nodes.When
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youuseVLANs, frameswhoseorigin anddestinationare in the sameVLANare forwarded

onlywithin the localVLAN, andonly framesnotdestined for the localVLANare forwarded

to other broadcast domains. VLANs thus limit the amount of traffic flowing across the

entire LAN, reducing the possible number of collisions andpacket retransmissionswithin

the LAN.

This example describes how to configure bridging for an EX Series switch and how to

create two VLANs to segment the LAN:

• Requirements on page 209

• Overview and Topology on page 209

• Configuration on page 210

• Verification on page 214

Requirements

This example uses the following hardware and software components:

• One EX4200-48P Virtual Chassis switch

• Junos OS Release 9.0 or later for EX Series switches

Before you set up bridging and VLANs, be sure you have:

• Installed the EX Series switch. See Installing and Connecting an EX3200 Switch.

• Performed the initial switch configuration. SeeConnecting andConfiguring an EXSeries

Switch (J-Web Procedure).

Overview and Topology

EX Series switches connect all devices in an office or data center into a single LAN to

provide sharing of common resources such as printers and file servers and to enable

wireless devices to connect to the LAN through wireless access points. The default

configuration creates a single VLAN, and all traffic on the switch is part of that broadcast

domain. Creating separate network segments reduces the spanof thebroadcast domain

and allows you to group related users and network resources without being limited by

physical cabling or by the location of a network device in the building or on the LAN.

This example shows a simple configuration to illustrate the basic steps for creating two

VLANs on a single switch. One VLAN, called sales, is for the sales andmarketing group,

and a second, called support, is for the customer support team. The sales and support

groups each have their own dedicated file servers, printers, and wireless access points.

For the switch ports to be segmented across the two VLANs, each VLANmust have its

own broadcast domain, identified by a unique nameand tag (VLAN ID). In addition, each

VLANmust be on its own distinct IP subnet.

The topology for this example consists of one EX4200-48P switch, which has a total of

48 Gigabit Ethernet ports, all of which support Power over Ethernet (PoE). Most of the

switch ports connect to Avaya IP telephones. The remainder of the ports connect to

wireless access points, file servers, and printers. Table 58 on page 210 explains the

components of the example topology.
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Table 58: Components of the Multiple VLAN Topology

SettingsProperty

EX4200-48P, 48 Gigabit Ethernet ports, all PoE-enabled
(ge-0/0/0 through ge-0/0/47)

Switch hardware

sales, tag 100
support, tag 200

VLAN names and tag IDs

sales: 192.0.2.0/25 (addresses 192.0.2.1 through 192.0.2.126)
support: 192.0.2.128/25 (addresses 192.0.2.129 through
192.0.2.254)

VLAN subnets

Avaya IP telephones: ge-0/0/3 through ge-0/0/19
Wireless access points: ge-0/0/0 and ge-0/0/1
Printers: ge-0/0/22 and ge-0/0/23
File servers: ge-0/0/20 and ge-0/0/21

Interfaces in VLAN sales

Avaya IP telephones: ge-0/0/25 through ge-0/0/43
Wireless access points: ge-0/0/24
Printers: ge-0/0/44 and ge-0/0/45
File servers: ge-0/0/46 and ge-0/0/47

Interfaces in VLAN support

ge-0/0/2 and ge-0/0/25Unused interfaces

This configuration example creates two IP subnets, one for the sales VLAN and the

second for the support VLAN. The switchbridges trafficwithin aVLAN. For traffic passing

between two VLANs, the switch routes the traffic using a Layer 3 routing interface on

which you have configured the address of the IP subnet.

To keep the example simple, the configuration steps show only a few devices in each of

the VLANs. Use the same configuration procedure to addmore LAN devices.

Configuration

Configure Layer 2 switching for two VLANs:

CLI Quick
Configuration

To quickly configure Layer 2 switching for the two VLANs (sales and support) and to

quickly configure Layer 3 routing of traffic between the two VLANs, copy the following

commands and paste them into the switch terminal window:

[edit]
set interfaces ge-0/0/0 unit 0 description “Sales wireless access point port”
set interfaces ge-0/0/0 unit 0 family ethernet-switching vlanmembers sales
set interfaces ge-0/0/3 unit 0 description “Sales phone port”
set interfaces ge-0/0/3 unit 0 family ethernet-switching vlanmembers sales
set interfaces ge-0/0/22 unit 0 description “Sales printer port”
set interfaces ge-0/0/22 unit 0 family ethernet-switching vlanmembers sales
set interfaces ge-0/0/20 unit 0 description “Sales file server port”
set interfaces ge-0/0/20 unit 0 family ethernet-switching vlanmembers sales
set interfaces ge-0/0/24 unit 0 description “Support wireless access point port”
set interfaces ge-0/0/24 unit 0 family ethernet-switching vlanmembers support
set interfaces ge-0/0/26 unit 0 description “Support phone port”
set interfaces ge-0/0/26 unit 0 family ethernet-switching vlanmembers support
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set interfaces ge-0/0/44 unit 0 description “Support printer port”
set interfaces ge-0/0/44 unit 0 family ethernet-switching vlanmembers support
set interfaces ge-0/0/46 unit 0 description “Support file server port”
set interfaces ge-0/0/46 unit 0 family ethernet-switching vlanmembers support
set interfaces vlan unit 0 family inet address 192.0.2.0/25
set interfaces vlan unit 1 family inet address 192.0.2.128/25
set vlans sales l3–interface vlan.0
set vlans sales vlan-id 100
set vlans support vlan-id 200
set vlans support l3-interface vlan.1

Step-by-Step
Procedure

Configure the switch interfaces and the VLANs to which they belong. By default, all

interfaces are in access mode, so you do not have to configure the port mode.

1. Configure the interface for the wireless access point in the sales VLAN:

[edit interfaces ge-0/0/0 unit 0]
user@switch# set description “Sales wireless access point port”
user@switch# set family ethernet-switching vlanmembers sales

2. Configure the interface for the Avaya IP phone in the sales VLAN:

[edit interfaces ge-0/0/3 unit 0]
user@switch# set description “Sales phone port”
user@switch# set family ethernet-switching vlanmembers sales

3. Configure the interface for the printer in the sales VLAN:

[edit interfaces ge-0/0/22 unit 0]
user@switch# set description “Sales printer port”
user@switch# set family ethernet-switching vlanmembers sales

4. Configure the interface for the file server in the sales VLAN:

[edit interfaces ge-0/0/20 unit 0]
user@switch# set description “Sales file server port”
user@switch# set family ethernet-switching vlanmembers sales

5. Configure the interface for the wireless access point in the support VLAN:

[edit interfaces ge-0/0/24 unit 0]
user@switch# set description “Support wireless access point port”
user@switch# set family ethernet-switching vlanmembers support

6. Configure the interface for the Avaya IP phone in the support VLAN:

[edit interfaces ge-0/0/26 unit 0]
user@switch# set description “Support phone port”
user@switch# set family ethernet-switching vlanmembers support

7. Configure the interface for the printer in the support VLAN:

[edit interfaces ge-0/0/44 unit 0]
user@switch# set description “Support printer port”
user@switch# set family ethernet-switching vlanmembers support
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8. Configure the interface for the file server in the support VLAN:

[edit interfaces ge-0/0/46 unit 0]
user@switch# set description “Support file server port”
user@switch# set family ethernet-switching vlanmembers support

9. Create the subnet for the sales broadcast domain:

[edit interfaces]
user@switch# set vlan unit 0 family inet address 192.0.2.1/25

10. Create the subnet for the support broadcast domain:

[edit interfaces]
user@switch# set vlan unit 1 family inet address 192.0.2.129/25

11. Configure the VLAN tag IDs for the sales and support VLANs:

[edit vlans]
user@switch# set sales vlan-id 100
user@switch# set support vlan-id 200

12. To route traffic between the sales and support VLANs, define the interfaces that

are members of each VLAN and associate a Layer 3 interface:

[edit vlans]
user@switch# set sales l3-interface
user@switch# set support l3-interface vlan.1

Results Display the results of the configuration:

user@switch> show configuration
interfaces {

ge-0/0/0 {
unit 0 {

description “Sales wireless access point port”;
family ethernet-switching {

vlan members sales;
}

}
}
ge-0/0/3 {

unit 0 {
description “Sales phone port”;
family ethernet-switching {

vlan members sales;
}

}
}
ge-0/0/22 {

unit 0 {
description “Sales printer port”;
family ethernet-switching {

vlan members sales;
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}
}

}
ge-0/0/20 {

unit 0 {
description “Sales file server port”;
family ethernet-switching {

vlan members sales;
}

}
}
ge-0/0/24 {

unit 0 {
description “Support wireless access point port”;
family ethernet-switching {

vlan members support;
}

}
}
ge-0/0/26 {

unit 0 {
description “Support phone port”;
family ethernet-switching {

vlan members support;
}

}
}
ge-0/0/44 {

unit 0 {
description “Support printer port”;
family ethernet-switching {

vlan members support;
}

}
}
ge-0/0/46 {

unit 0 {
description “Support file server port”;
family ethernet-switching {

vlan members support;
}

}
vlans {

unit 0 {
family inet address 192.0.2.0/25;

}
unit 1 {

family inet address 192.0.2.128/25;
}

}
}

}
vlans {

sales {
vlan-id 100;
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interface ge-0/0/0.0:
interface ge-0/0/3/0;
interface ge-0/0/20.0;
interface ge-0/0/22.0;
l3-interface vlan 0;

}
support {

vlan-id 200;
interface ge-0/0/24.0:
interface ge-0/0/26.0;
interface ge-0/0/44.0;
interface ge-0/0/46.0;
l3-interface vlan 1;

}
}

TIP: To quickly configure the sales and support VLAN interfaces, issue the
loadmerge terminal command, then copy the hierarchy and paste it into the

switch terminal window.

Verification

To verify that the “sales” and “support” VLANs have been created and are operating

properly, perform these tasks:

• Verifying That the VLANs Have Been Created and Associated to the Correct

Interfaces on page 214

• Verifying That Traffic Is Being Routed Between the Two VLANs on page 215

• Verifying That Traffic Is Being Switched Between the Two VLANs on page 215

Verifying That the VLANs Have Been Created and Associated to the Correct Interfaces

Purpose Verify that the VLANs sales and support have been created on the switch and that all

connected interfaces on the switch are members of the correct VLAN.

Action List all VLANs configured on the switch:

Use the operational mode commands:

user@switch> show vlans

Name           Tag     Interfaces
default       
                       ge-0/0/1.0, ge-0/0/2.0, ge-0/0/4.0, ge-0/0/5.0,
                       ge-0/0/6.0,  ge-0/0/7.0, ge-0/0/8.0, ge-0/0/9.0,
                       ge-0/0/10.0*, ge-0/0/11.0, ge-0/0/12.0, ge-0/0/13.0*,
                       ge-0/0/14.0, ge-0/0/15.0, ge-0/0/16.0, ge-0/0/17.0,
                       ge-0/0/18.0, ge-0/0/19.0, ge-0/0/21.0, ge-0/0/23.0*,
                       ge-0/0/25.0, ge-0/0/27.0, ge-0/0/28.0, ge-0/0/29.0,
                       ge-0/0/30.0, ge-0/0/31.0, ge-0/0/32.0, ge-0/0/33.0,
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                       ge-0/0/34.0, ge-0/0/35.0, ge-0/0/36.0, ge-0/0/37.0,
                       ge-0/0/38.0, ge-0/0/39.0, ge-0/0/40.0, ge-0/0/41.0,
                       ge-0/0/42.0, ge-0/0/43.0, ge-0/0/45.0, ge-0/0/47.0,
                       ge-0/1/0.0*, ge-0/1/1.0*, ge-0/1/2.0*, ge-0/1/3.0*

sales       100
                       ge-0/0/0.0*, ge-0/0/3.0, ge-0/0/20.0, ge-0/0/22.0

support     200
                       ge-0/0/24.0, ge-0/0/26.0, ge-0/0/44.0, ge-0/0/46.0*
mgmt          
                       me0.0*

Meaning The show vlans command lists all VLANs configured on the switch and which interfaces

are members of each VLAN. This command output shows that the sales and support

VLANs have been created. The sales VLAN has a tag ID of 100 and is associated with

interfaces ge-0/0/0.0, ge-0/0/3.0, ge-0/0/20.0, and ge-0/0/22.0. VLAN support has a

tag ID of 200 and is associated with interfaces ge-0/0/24.0, ge-0/0/26.0, ge-0/0/44.0,

and ge-0/0/46.0.

Verifying That Traffic Is Being Routed Between the Two VLANs

Purpose Verify routing between the two VLANs.

Action List the Layer 3 routes in the switch's Address Resolution Protocol (ARP) table:

user@switch> show arp

MAC Address       Address         Name                     Flags

00:00:0c:06:2c:0d        192.0.2.3       vlan.0                   None
00:13:e2:50:62:e0        192.0.2.11      vlan.1                   None

Meaning Sending IP packets on amultiaccess network requires mapping from an IP address to a

MAC address (the physical or hardware address). The ARP table displays the mapping

between the IP address and MAC address for both vlan.0 (associated with sales) and

vlan.1 (associated with support). These VLANs can route traffic to each other.

Verifying That Traffic Is Being Switched Between the Two VLANs

Purpose Verify that learned entries are being added to the Ethernet switching table.

Action List the contents of the Ethernet switching table:

user@switch> show ethernet-switching table
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Ethernet-switching table: 8 entries, 5 learned
  VLAN              MAC address       Type         Age Interfaces
  default           *                 Flood          - All-members
  default           00:00:05:00:00:01 Learn          - ge-0/0/10.0
  default           00:00:5e:00:01:09 Learn          - ge-0/0/13.0
  default           00:19:e2:50:63:e0 Learn          - ge-0/0/23.0
  sales             *                 Flood          - All-members
  sales             00:00:5e:00:07:09 Learn          - ge-0/0/0.0
  support           *                 Flood          – All–members
  support           00:00:5e:00:01:01 Learn          – ge-0/0/46.0

Meaning The output shows that learned entries for the sales and supportVLANs have been added

to the Ethernet switching table, and are associated with interfaces ge-0/0/0.0 and

ge-0/0/46.0. Even though the VLANs were associated with more than one interface in

the configuration, these interfaces are the only ones that are currently operating.

See Also Example: Setting Up Basic Bridging and a VLAN for an EX Series Switch on page 177•

• Example: Connecting an EX Series Access Switch to a Distribution Switch

• Understanding Bridging and VLANs on Switches on page 132

Example: Connecting an Access Switch to a Distribution Switch

In large local area networks (LANs), you commonly need to aggregate traffic from a

number of access switches into a distribution switch.

This example describes how to connect an access switch to a distribution switch:

• Requirements on page 216

• Overview and Topology on page 217

• Configuring the Access Switch on page 217

• Configuring the Distribution Switch on page 222

• Verification on page 224

Requirements

This example uses the following hardware and software components:

• For thedistribution switch, oneEX4200-24F switch. Thismodel is designed tobeused

as a distribution switch for aggregation or collapsed core network topologies and in

space-constrained data centers. It has twenty-four 1-Gigabit Ethernet fiber SFP ports

and an EX-UM-2XFP uplink module with two 10-Gigabit Ethernet XFP ports.

• For the access switch, one EX 3200-24P, which has twenty-four 1-Gigabit Ethernet

ports, all of which support Power over Ethernet (PoE), and an uplinkmodule with four

1-Gigabit Ethernet ports.
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• Junos OS Release 11.1 or later for the QFX Series

Overview and Topology

In a large office that is spread across several floors or buildings, or in a data center, you

commonly aggregate traffic froma number of access switches into a distribution switch.

This configuration example shows a simple topology to illustrate how to connect a single

access switch to a distribution switch.

In the topology, the LAN is segmented into twoVLANs, one for the sales department and

the second for the support team. One 1-Gigabit Ethernet port on the access switch's

uplink module connects to the distribution switch, to one 1-Gigabit Ethernet port on the

distribution switch.

Table 59 on page 217 explains the components of the example topology. The example

shows how to configure one of the three access switches. The other access switches

could be configured in the samemanner.

Table 59: Components of the Topology for Connecting an Access Switch to a Distribution Switch

SettingsProperty

EX 3200-24P, 24 1-Gigabit Ethernet ports, all PoE-enabled (ge-0/0/0 through
ge-0/0/23); one 4-port 1–Gigabit Ethernet uplink module (EX-UM-4SFP)

Access switch hardware

EX4200-24F,24 1-GigabitEthernet fiberSPFports (ge-0/0/0 throughge-0/0/23);
one 2–port 10–Gigabit Ethernet XFP uplink module (EX-UM-4SFP)

Distribution switch hardware

sales, tag 100support, tag 200VLAN names and tag IDs

sales: 192.0.2.0/25 (addresses 192.0.2.1 through 192.0.2.126)support: 192.0.2.128/25
(addresses 192.0.2.129 through 192.0.2.254)

VLAN subnets

On the access switch: ge-0/1/0On the distribution switch: ge-0/0/0Trunk port interfaces

Avaya IP telephones: ge-0/0/3 through ge-0/0/19Wireless access points:
ge-0/0/0andge-0/0/1Printers:ge-0/0/22andge-0/0/23File servers:ge-0/0/20
and ge-0/0/21

Access port interfaces in VLAN sales (on
access switch)

Avaya IP telephones: ge-0/0/25 through ge-0/0/43Wireless access points:
ge-0/0/24Printers: ge-0/0/44 and ge-0/0/45File servers: ge-0/0/46 and
ge-0/0/47

Access port interfaces in VLAN support (on
access switch)

ge-0/0/2 and ge-0/0/25Unused interfaces on access switch

Configuring the Access Switch

To configure the access switch:

CLI Quick
Configuration

To quickly configure the access switch, copy the following commands and paste them

into the switch terminal window:

[edit]
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set interfaces ge-0/0/0 unit 0 description “SalesWireless access point port”
set interfaces ge-0/0/0 unit 0 family ethernet-switching vlanmembers sales
set interfaces ge-0/0/3 unit 0 description “Sales phone port”
set interfaces ge-0/0/3 unit 0 family ethernet-switching vlanmembers sales
set interfaces ge-0/0/22 unit 0 description “Sales printer port”
set interfaces ge-0/0/22 unit 0 family ethernet-switching vlanmembers sales
set interfaces ge-0/0/20 unit 0 description “Sales file server port”
set interfaces ge-0/0/20 unit 0 family ethernet-switching vlanmembers sales
set interfaces ge-0/0/24 unit 0 description “Support wireless access point port”
set interfaces ge-0/0/24 unit 0 family ethernet-switching vlanmembers support
set interfaces ge-0/0/26 unit 0 description “Support phone port”
set interfaces ge-0/0/26 unit 0 family ethernet-switching vlanmembers support
set interfaces ge-0/0/44 unit 0 description “Support printer port”
set interfaces ge-0/0/44 unit 0 family ethernet-switching vlanmembers support
set interfaces ge-0/0/46 unit 0 description “Support file server port”
set interfaces ge-0/0/46 unit 0 family ethernet-switching vlanmembers support
set interfaces ge-0/1/0 unit 0 description “Uplinkmodule port connection to distribution switch”
set interfaces ge-0/1/0 unit 0 family ethernet-switching port-mode trunk
set interfaces ge-0/1/0 unit 0 family ethernet-switching native-vlan-id 1
set interfaces ge-0/1/0 unit 0 family ethernet switching vlanmembers [sales support]
set interfaces vlan unit 0 family inet address 192.0.2.1/25
set interfaces vlan unit 1 family inet address 192.0.2.129/25
set vlans sales interface ge-0/0/0.0
set vlans sales interface ge-0/0/3.0
set vlans sales interface ge-0/0/22.0
set vlans sales interface ge-0/0/20.0
set vlans sales l3-interface vlan.0
set vlans sales vlan-id 100
set vlans sales vlan-description “Sales VLAN”
set vlans support interface ge-0/0/24.0
set vlans support interface ge-0/0/26.0
set vlans support interface ge-0/0/44.0
set vlans support interface ge-0/0/46.0
set vlans support vlan-id 200
set vlans support l3–interface vlan.1
set vlans support vlan-description “Support VLAN”

Step-by-Step
Procedure

To configure the access switch:

1. Configure the 1-Gigabit Ethernet interface on the uplinkmodule to be the trunk port

that connects to the distribution switch:

[edit interfaces ge-0/1/0 unit 0]user@access-switch# setdescription “Uplink
moduleportconnectiontodistributionswitch”user@access-switch# setethernet-switching
port-mode trunk

2. Specify the VLANs to be aggregated on the trunk port:

[edit interfaces ge-0/1/0 unit 0]user@access-switch# set ethernet-switching
vlanmembers [ sales support ]

3. Configure the VLAN ID to use for packets that are received with no dot1q tag

(untagged packets):

[edit interfaces ge-0/1/0 unit 0]user@access-switch# set ethernet-switching
native-vlan-id 1
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4. Configure the sales VLAN:

[edit vlans sales]user@access-switch# set vlan-description “Sales
VLAN”user@access-switch# setvlan-id100user@access-switch# set l3-interface(VLAN)
vlan.0

5. Configure the support VLAN:

[edit vlans support]user@access-switch# set vlan-description “Support
VLAN”user@access-switch# setvlan-id200user@access-switch# set l3-interface(VLAN)
vlan.1

6. Create the subnet for the sales broadcast domain:

[edit interfaces]user@access-switch# set vlan unit 0 family inet address 192.0.2.1/25

7. Create the subnet for the support broadcast domain:

[edit interfaces]user@access-switch# setvlanunit 1 family inetaddress 192.0.2.129/25

8. Configure the interfaces in the sales VLAN:

[edit interfaces]user@access-switch# setge-0/0/0unit0description“Saleswireless
access point port”user@access-switch# set ge-0/0/0 unit 0 family ethernet-switching
vlanmembers salesuser@access-switch# set ge-0/0/3 unit 0 description “Sales phone
port”user@access-switch# set ge-0/0/3 unit 0 family ethernet-switching vlanmembers
salesuser@access-switch# set ge-0/0/20 unit 0 description “Sales file server
port”user@access—switch# setge-0/0/20unit0familyethernet-switchingvlanmembers
salesuser@access-switch# set ge-0/0/22 unit 0 description “Sales printer
port”user@access-switch# setge-0/0/22unit0 familyethernet-switchingvlanmembers
sales

9. Configure the interfaces in the support VLAN:

[edit interfaces]user@access-switch# set ge-0/0/24 unit 0 description “Support
wireless access point port”user@access-switch# set ge-0/0/24 unit 0 family
ethernet-switching vlanmembers supportuser@access-switch# set ge-0/0/26 unit 0
description “Support phone port”user@access-switch# set ge-0/0/26 unit 0 family
ethernet-switching vlanmembers supportuser@access-switch# set ge-0/0/44 unit 0
description “Support printer port”user@access-switch# set ge-0/0/44 unit 0 family
ethernet-switching vlanmembers supportuser@access-switch# set ge-0/0/46 unit 0
description “Support file server port”user@access-switch# set ge-0/0/46 unit 0 family
ethernet-switching vlanmembers support

10. Configure descriptions and VLAN tag IDs for the sales and support VLANs:

[edit vlans]user@access-switch# set sales vlan-description “Sales
VLAN”user@access-switch# set sales vlan-id 100user@access-switch# set support
vlan-description “Support VLAN”user@access-switch# set support vlan-id 200

11. To route traffic between the sales and support VLANs and associate a Layer 3

interface with each VLAN:

[edit vlans]user@access-switch# set sales l3-interface vlan.0user@access-switch#
set support l3-interface vlan.1
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Results Display the results of the configuration:

user@access-switch> show
interfaces {

ge-0/0/0 {
unit 0 {

description “Sales wireless access point port”;
family ethernet-switching {

vlan members sales;
}

}
}
ge-0/0/3 {

unit 0 {
description “Sales phone port”;

family ethernet-switching {
vlan members sales;

}
}

}
ge-0/0/20 {

unit 0 {
description “Sales file server port”;

family ethernet-switching {
vlan members sales;

}
}

}
ge-0/0/22 {

unit 0 {
description “Sales printer port”;

family ethernet-switching {
vlan members sales;

}
}

}
ge-0/0/24 {

unit 0 {
description “Support wireless access point port”;

family ethernet-switching {
vlan members support;

}
}

}
ge-0/0/26 {

unit 0 {
description “Support phone port”;

family ethernet-switching {
vlan members support;

}
}

}
ge-0/0/44 {

unit 0 {
description “Support printer port”;
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family ethernet-switching {
vlan members sales;

}
}

}
ge-0/0/46 {

unit 0 {
description “Support file server port”;

family ethernet-switching {
vlan members support;

}
}

}
ge-0/1/0 {

unit 0 {
description “Uplink module port connection to distribution switch”;

family ethernet-switching {
port-mode trunk;

vlan members [ sales support ];
native-vlan-id 1;

}
}

}
vlan {

unit 0 {
family inet address 192.0.2.1/25;

}
unit 1 {

family inet address 192.0.2.129/25;
}

}
}
vlans {

sales {
vlan-id 100;
vlan-description “Sales VLAN”;
l3-interface vlan.0;

}
support {

vlan-id 200;
vlan-description “Support VLAN”;
l3-interface vlan.1;

}
}

TIP: To quickly configure the distribution switch, issue the loadmerge terminal

command, then copy the hierarchy and paste it into the switch terminal
window.
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Configuring the Distribution Switch

To configure the distribution switch:

CLI Quick
Configuration

To quickly configure the distribution switch, copy the following commands and paste

them into the switch terminal window:

set interfaces ge-0/0/0 description “Connection to access switch”
set interfaces ge-0/0/0 ethernet-switching port-mode trunk
set interfaces ge-0/0/0 ethernet-switching vlanmembers [ sales support ]
set interfaces ge-0/0/0 ethernet-switching native-vlan-id 1
set interfaces vlan unit 0 family inet address 192.0.2.2/25
set interfaces vlan unit 1 family inet address 192.0.2.130/25
set vlans sales vlan-description “Sales VLAN”
set vlans sales vlan-id 100
set vlans sales l3-interface vlan.0
set vlans support vlan-description “Support VLAN”
set vlans support vlan-id 200
set vlans support l3-interface vlan.1

Step-by-Step
Procedure

To configure the distribution switch:

1. Configure the interfaceon the switch tobe the trunkport that connects to theaccess

switch:

[edit interfaces ge-0/0/0 unit 0]user@distribution-switch# set description
“Connection to access switch”user@distribution-switch# set ethernet-switching
port-mode trunk

2. Specify the VLANs to be aggregated on the trunk port:

[edit interfaces ge-0/0/0 unit 0]user@distribution-switch# setethernet-switching
vlanmembers [ sales support ]

3. Configure the VLAN ID to use for packets that are received with no dot1q tag

(untagged packets):

[edit interfaces]user@distribution-switch# set ge-0/0/0 ethernet-switching
native-vlan-id  1

4. Configure the sales VLAN:

[edit vlans sales]user@distribution-switch# set vlan-description “Sales
VLAN”user@distribution-switch# set vlan-id 100user@distribution-switch# set
l3-interface (VLAN) vlan.0

5. Configure the support VLAN:

[edit vlans support]user@distribution-switch# set vlan-description “Support
VLAN”user@distribution-switch# set vlan-id 200user@distribution-switch# set
l3-interface (VLAN) vlan.1

6. Create the subnet for the sales broadcast domain:
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[edit interfaces]user@distribution-switch# set vlan unit 0 family inet address
192.0.2.2/25

7. Create the subnet for the support broadcast domain:

[edit interfaces] user@distribution-switch# set vlan unit 1 family inet address
192.0.2.130/25

Results Display the results of the configuration:

user@distribution-switch> show
interfaces {

ge-0/0/0 {
description “Connection to access switch”;
unit 0 {

family ethernet-switching {
port-mode trunk;
vlan members [ sales support ];
native-vlan-id 1;

}
}

}
vlan {

unit 0 {
family inet address 192.0.2.2/25;

}
unit 1 {

family inet address 192.0.2.130/25;
}

}
}
vlans {

sales {
vlan-id 100;
vlan-description “Sales VLAN”;
l3-interface vlan.0;

}
support {

vlan-id 200;
vlan-description “Support VLAN”;
l3-interface vlan.1;

}
}

TIP: To quickly configure the distribution switch, issue the loadmerge terminal

command, then copy the hierarchy and paste it into the switch terminal
window.
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Verification

To confirm that the configuration is working properly, perform these tasks:

• Verifying the VLANMembers and Interfaces on the Access Switch on page 224

• Verifying the VLANMembers and Interfaces on the Distribution Switch on page 224

Verifying the VLANMembers and Interfaces on the Access Switch

Purpose Verify that the sales and support have been created on the switch.

Action List all VLANs configured on the switch:

user@switch> show vlans

Name           Tag     Interfaces
default       
                       ge-0/0/1.0, ge-0/0/2.0, ge-0/0/4.0, ge-0/0/5.0,
                       ge-0/0/6.0, ge-0/0/7.0, ge-0/0/8.0*, ge-0/0/9.0,         

                       ge-0/0/10.0, ge-0/0/11.0*, ge-0/0/12.0, ge-0/0/13.0,
                       ge-0/0/14.0, ge-0/0/15.0, ge-0/0/16.0, ge-0/0/17.0, 
                       ge-0/0/18.0, ge-0/0/19.0*,ge-0/0/21.0, ge-0/0/23.0,
                       ge-0/0/25.0, ge-0/0/27.0*,ge-0/0/28.0, ge-0/0/29.0,
                       ge-0/0/30.0, ge-0/0/31.0*,ge-0/0/32.0, ge-0/0/33.0,
                       ge-0/0/34.0, ge-0/0/35.0*,ge-0/0/36.0, ge-0/0/37.0,
                       ge-0/0/38.0, ge-0/0/39.0*,ge-0/0/40.0, ge-0/0/41.0,
                       ge-0/0/42.0, ge-0/0/43.0*,ge-0/0/45.0, ge-0/0/47.0,
                       ge-0/1/1.0*, ge-0/1/2.0*, ge-0/1/3.0*

sales         100
                       ge-0/0/0.0*, ge-0/0/3.0, ge-0/0/20.0, ge-0/0/22.0,
                       ge-0/1/0.0*,  

support       200
                       ge-0/0/24.0*, ge-0/0/26.0, ge-0/0/44.0, ge-0/0/46.0,

mgmt          
                       me0.0*

Meaning Theoutput shows the salesand supportVLANsand the interfaces associatedwith them.

Verifying the VLANMembers and Interfaces on the Distribution Switch

Purpose Verify that the sales and support have been created on the switch.
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Action List all VLANs configured on the switch:

user@switch> show vlans

Name           Tag     Interfaces
default       
                       ge-0/0/1.0, ge-0/0/2.0, ge-0/0/3.0, ge-0/0/4.0,
                       ge-0/0/5.0, ge-0/0/6.0, ge-0/0/7.0*, ge-0/0/8.0,         

                       ge-0/0/9.0, ge-0/0/10.0*, ge-0/0/11.0, ge-0/0/12.0,
                       ge-0/0/13.0, ge-0/0/14.0, ge-0/0/15.0, ge-0/0/16.0, 
                       ge-0/0/17.0, ge-0/0/18.0*, ge-0/0/19.0, ge-0/0/20.0,
                       ge-0/0/21.0, ge-0/0/22.0*, ge-0/0/23.0, ge-0/1/1.0*,
                       ge-0/1/2.0*, ge-0/1/3.0*

sales         100
                       ge-0/0/0.0*

support       200
                       ge-0/0/0.0*

mgmt          
                       me0.0*

Meaning The output shows the sales and support VLANs associated to interface ge-0/0/0.0.

Interface ge-0/0/0.0 is the trunk interface connected to the access switch.
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Configuring a Logical Interface for AccessMode

Enterprise network administrators can configure a single logical interface to accept

untagged packets and forward the packets within a specified VLAN. A logical interface

configured to accept untagged packets is called an access interface or access port.

interface-mode access;

You can include this statement at the following hierarchy levels:

• [edit interfaces interface-name unit logical-unit-number family ethernet-switching]

• [edit logical-systems logical-system-name interfaces interface-name unit

logical-unit-number family ethernet-switching]

When an untagged or tagged packet is received on an access interface, the packet is

accepted, the VLAN ID is added to the packet, and the packet is forwarded within the

VLAN that is configured with the matching VLAN ID.

The following example configures a logical interface as an access port with a VLAN ID

of 20 on routers and switches that support the enhanced Layer 2 software:

[edit interfaces ge-1/2/0]
unit 1 {

family ethernet-switching {
interface-mode access;
vlan members 20;

}
}

See Also Ethernet Interfaces Feature Guide for Routing Devices•
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Configuring the Native VLAN Identifier

NOTE: This task uses Junos OS for EX Series switches and Junos OS for
QFX3500 and QFX3600 switches that does not support the Enhanced Layer
2 Software (ELS) configuration style. If your switch runs software that
supports ELS, see “Configuring the Native VLAN Identifier on Switches With
ELS Support” on page 228. For ELS details, see “Using the Enhanced Layer 2
Software CLI” on page 36.

EX Series switches support receiving and forwarding routed or bridged Ethernet frames

with802.1QVLANtags.The logical interfaceonwhichuntaggedpacketsare tobe received

must be configured with the same native VLAN ID as that configured on the physical

interface.

To configure the native VLAN ID using the CLI:

1. Configure the port mode so that the interface is in multiple VLANs and canmultiplex

traffic between different VLANs. Trunk interfaces typically connect to other switches

and to routers on the LAN. Configure the port mode as trunk:

[edit interfaces ge-0/0/3 unit 0 family ethernet-switching]
user@switch# set port-mode trunk

2. Configure the native VLAN ID:

[edit interfaces ge-0/0/3 unit 0 family ethernet-switching]
user@switch# set native-vlan-id 3
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Configuring the Native VLAN Identifier on SwitchesWith ELS Support

NOTE: This task uses Junos OS for EX Series switches and Junos OS for
QFX3500 and QFX3600 switches with support for the Enhanced Layer 2
Software (ELS) configuration style. If your switch runs software that does
not support ELS, see “Configuring the Native VLAN Identifier” on page 38. For
ELS details, see “Using the Enhanced Layer 2 Software CLI” on page 36.

Switches can receive and forward routed or bridged Ethernet frames with 802.1Q VLAN

tags. Typically, trunk ports, which connect switches to each other, accept untagged

control packets but do not accept untagged data packets. You can enable a trunk port

to accept untagged data packets by configuring a native VLAN ID on the interface on

which youwant the untagged data packets to be received. The logical interface onwhich

untagged packets are to be receivedmust be configured with the same VLAN ID as the

native VLAN ID configured on the physical interface.

To configure the native VLAN ID by using the command-line interface (CLI):

1. On the interface on which you want untagged data packets to be received, set the

interface mode to trunk, which specifies that the interface is in multiple VLANs and

canmultiplex traffic between different VLANs.:

[edit interfaces]
user@switch# set interface-name unit logical-unit-number family
ethernet-switching interface-mode trunk

2. Configure the native VLAN ID:

[edit interfaces]
user@switch# set interface-name native-vlan-id vlan-id

3. Specify that the logical interface that will receive the untagged data packets is a

member of the native VLAN:

[edit interfaces]
user@switch# set interface-name unit logical-unit-number family
ethernet-switching vlan members vlan-id

Configuring VLAN Encapsulation

To configure encapsulation on an interface, enter the encapsulation statement at the

[edit interfaces interface-name] hierarchy level:

[edit interfaces interface-name]
encapsulation type;

The following list contains important notes regarding encapsulation:
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• Ethernet interfaces in VLANmode can havemultiple logical interfaces. In CCC and

VPLSmodes, VLAN IDs from 1 through 511 are reserved for normal VLANs, and VLAN

IDs 512 through 4094 are reserved for CCC or VPLS VLANs. For 4-port Fast Ethernet

interfaces, you can use VLAN IDs 512 through 1024 for CCC or VPLS VLANs.

• For encapsulation type flexible-ethernet-services, all VLAN IDs are valid.

• For someencapsulation types, including flexibleEthernet services, EthernetVLANCCC,

and VLAN VPLS, you can also configure the encapsulation type that is used inside the

VLAN circuit itself. To do this, include the encapsulation statement:

encapsulation (vlan-ccc | vlan-tcc | vlan-vpls);

You can include this statement at the following hierarchy levels:

• [edit interfaces interface-name unit logical-unit-number]

• [edit logical-systems logical-system-name interfaces interface-name unit

logical-unit-number]

• You cannot configure a logical interface with VLAN CCC or VLAN VPLS encapsulation

unless you also configure the physical device with the same encapsulation or with

flexible Ethernet services encapsulation. In general, the logical interface must have a

VLAN ID of 512 or higher; if the VLAN ID is 511 or lower, it will be subject to the normal

destination filter lookups inaddition to sourceaddress filtering.However if youconfigure

flexible Ethernet services encapsulation, this VLAN ID restriction is removed.

In general, you configure an interface’s encapsulation at the [edit interfaces

interface-name] hierarchy level.

Example: Configuring VLAN Encapsulation on a Gigabit Ethernet Interface

Configure VLAN CCC encapsulation on a Gigabit Ethernet interface:

interfaces ge-2/1/0 {
vlan-tagging;
encapsulation vlan-ccc;
unit 0 {

encapsulation vlan-ccc;
vlan-id 600;

}
}

Example: Configuring VLAN Encapsulation on an Aggregated Ethernet Interface

Configure VLAN CCC encapsulation on an aggregated Gigabit Ethernet interface:

interfaces ae0 {
vlan-tagging;
encapsulation vlan-vpls;
unit 0 {

vlan-id 100;
}

}
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See Also • Ethernet Interfaces Feature Guide for Routing Devices
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CHAPTER 10

Configuring Tagged VLANs

• Configuring Tagged VLANs on page 231

Configuring Tagged VLANs

• Creating a Series of Tagged VLANs on page 232

• Creating aSeries of TaggedVLANsonEXSeries Switches (CLI Procedure) onpage 234

• Creating a Series of Tagged VLANs on Switches with ELS Support on page 236

• Verifying That a Series of Tagged VLANs Has Been Created on page 237

• Verifying That a Series of Tagged VLANs Has Been Created on an EX Series

Switch on page 239

• Configuring Double-Tagged VLANs on Layer 3 Logical Interfaces on page 242

• Stacking a VLAN Tag on page 243

• Rewriting a VLAN Tag and Adding a New Tag on page 243

• Rewriting the Inner and Outer VLAN Tags on page 244

• Rewriting the VLAN Tag on Tagged Frames on page 245

• Configuring VLAN Translation with a VLAN ID List on page 246

• Configuring VLAN Translation on Security Devices on page 246

• Example: Configuring VLAN Retagging for Layer 2 Transparent Mode on a Security

Device on page 247

• Configuring Inner and Outer TPIDs and VLAN IDs on page 248
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Creating a Series of Tagged VLANs

When you divide an Ethernet LAN into multiple VLANs, each VLAN is assigned a unique

IEEE 802.1Q tag. This tag is associated with each frame in the VLAN, and the network

nodes receiving the traffic can use the tag to identify which VLAN a frame is associated

with.

Instead of configuring VLANs and 802.1Q tags one at a time for a trunk interface, you can

configure a VLAN range to create a series of tagged VLANs.

When an Ethernet LAN is divided into VLANs, each VLAN is identified by a unique 802.1Q

tag. The tag is applied to all frames so that the network nodes receiving the frames can

detect which VLAN the frames belong to. Trunk ports, which multiplex traffic among a

number of VLANs, use the tag to determine the origin of frames and where to forward

them.

For example, youcouldconfigure theVLANemployeeandspecify a tag rangeof 10through

12. This creates the following VLANs and tags:

• VLAN employee-10, tag 10

• VLAN employee-11, tag 11

• VLAN employee-12, tag 12

Creating tagged VLANs in a series has the following limitations:

• Layer 3 interfaces do not support this feature.

• Because an access interface can only support one VLANmember, access interfaces

also do not support this feature.

NOTE: This task uses Junos OS for QFX3500 and QFX3600 switches that
does not support the Enhanced Layer 2 Software (ELS) configuration style.
If your switch runs software that does support ELS, see “Creating a Series of
Tagged VLANs on Switches with ELS Support” on page 236.
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To configure a series of tagged VLANs using the CLI (here, the VLAN is employee):

1. Configure the series (here, a VLAN series from 120 through 130):

[edit]
user@switch# set vlans employee vlan-range 120-130

2. Associate a series of tagged VLANs when you configure an interface in one of two

ways:

• Include the name of the series:

[edit interfaces]
user@switch# set interfaces xe-0/0/22.0 family ethernet-switching vlanmembers employee

• Include the VLAN range:

[edit interfaces]
user@switch# set interfaces xe-0/0/22.0 family ethernet-switching vlanmembers 120–130

Associating a series of tagged VLANS to an interface by name or by VLAN range has the

same result: VLANs __employee_120__ through __employee_130__ are created.

NOTE: When a series of VLANs is created using the vlan-range command,

the VLAN names are preceded and followed by a double underscore.
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Creating a Series of Tagged VLANs on EX Series Switches (CLI Procedure)

To identify which VLAN traffic belongs to, all frames on an Ethernet VLAN are identified

by a tag, as defined in the IEEE 802.1Q standard. These frames are tagged and are

encapsulated with 802.1Q tags. For a simple network that has only a single VLAN, all

traffic has the same 802.1Q tag.

Instead of configuring VLANS and 802.1Q tags one at a time for a trunk interface, you

can configure a VLAN range to create a series of tagged VLANs.

When an Ethernet LAN is divided into VLANs, each VLAN is identified by a unique 802.1Q

tag. The tag is applied to all frames so that the network nodes receiving the frames know

which VLAN the frames belong to. Trunk ports, which multiplex traffic among a number

of VLANs, use the tag to determine the origin of frames and where to forward them.

For example, you could configure the VLAN employee and specify a tag range of 10-12.

This creates the following VLANs and tags:

• VLAN employee-10, tag 10

• VLAN employee-11, tag 11

• VLAN employee-12, tag 12

Creating tagged VLANs in a series has the following limitations:

• Layer 3 interfaces do not support this feature.

• Because an access interface can only support one VLANmember, access interfaces

also do not support this feature.

• Voice over IP (VoIP) configurations do not support a range of tagged VLANs.
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To configure a series of tagged VLANs using the CLI (here, the VLAN is employee):

1. Configure the series (here, a VLAN series from 120 through 130):

[edit]
user@switch# set vlans employee vlan-range 120-130

2. Associate a series of tagged VLANs when you configure an interface in one of two

ways:

• Include the name of the series:

[edit interfaces]
user@switch# set interfaces ge-0/0/22.0 family ethernet-switching vlanmembers employee

• Include the VLAN range:

[edit interfaces]
user@switch# set interfaces ge-0/0/22.0 family ethernet-switching vlanmembers 120–130

Associating a series of tagged VLANS to an interface by name or by VLAN range have

the same result: VLANs __employee_120__ through __employee_130__ are created.

NOTE: When a series of VLANs are created using the vlan-range command,

the VLAN names are prefixed and suffixed with a double underscore.

See Also Verifying That a Series of Tagged VLANs Has Been Created on an EX Series Switch on

page 239

•

• Example: Setting Up Basic Bridging and a VLAN for an EX Series Switch on page 177

• Example: Setting UpBridgingwithMultiple VLANs for EXSeries Switches on page 208

• Example: Connecting an EX Series Access Switch to a Distribution Switch

• Understanding Bridging and VLANs on Switches on page 132
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Creating a Series of Tagged VLANs on Switches with ELS Support

When you divide an Ethernet LAN into multiple VLANs, each VLAN is assigned a unique

IEEE 802.1Q tag. This tag is associated with each frame in the VLAN, and the network

nodes receiving the traffic can use the tag to identify which VLAN a frame is associated

with.

Instead of configuring VLANs and 802.1Q tags one at a time for a trunk interface, you can

configure a VLAN range to create a series of tagged VLANs.

When an Ethernet LAN is divided into VLANs, each VLAN is identified by a unique 802.1Q

tag. The tag is applied to all frames so that the network nodes receiving the frames can

detect which VLAN the frames belong to. Trunk ports, which multiplex traffic among a

number of VLANs, use the tag to determine the origin of frames and where to forward

them.

For example, youcouldconfigure theVLANemployeeandspecify a tag rangeof 10through

12. This creates the following VLANs and tags:

• VLAN employee-10, tag 10

• VLAN employee-11, tag 11

• VLAN employee-12, tag 12

Creating tagged VLANs in a series has the following limitations:

• Layer 3 interfaces do not support this feature.

• Because an access interface can only support one VLANmember, access interfaces

also do not support this feature.

NOTE: This task uses Junos OS for Junos OS for QFX3500 and QFX3600
switches with support for the Enhanced Layer 2 Software (ELS) configuration
style. If your switch runs software that does not support ELS, see “Creating
a Series of Tagged VLANs” on page 232. For ELS details, see “Using the
Enhanced Layer 2 Software CLI” on page 36.
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To configure a series of tagged VLANs using the CLI (here, the VLAN is employee):

1. Configure the series (here, a VLAN series from 120 through 130):

[edit]
user@switch# set vlans employee vlan-id-list [ 120-130 ]

2. Associate a series of tagged VLANs when you configure an interface in one of two

ways:

• Include the name of the series:

[edit interfaces]
user@switch# set interfaces xe-0/0/22.0 family ethernet-switching vlanmembers employee

• Include the VLAN range:

[edit interfaces]
user@switch# set interfaces xe-0/0/22.0 family ethernet-switching vlanmembers 120–130

Associatinga series of taggedVLANS toan interfacebynameorbyVLAN range the same

result: VLANs __employee_120__ through __employee_130__ are created.

NOTE: When a series of VLANs is created using the vlan-id-list command,

the VLAN names are preceded and followed by a double underscore.

See Also Example: Setting Up Bridging with Multiple VLANs on Switches on page 191•

• Understanding Bridging and VLANs on Switches on page 132

Verifying That a Series of Tagged VLANs Has Been Created

Purpose Verify that a series of tagged VLANs has been created on the switch.

Action Display the VLANs in the ascending order of their VLAN ID:1.

user@switch> show vlans sort-by tag

Name             Tag        Interfaces
__employee_120__  120
                            xe-0/0/22.0*
__employee_121__  121
                            xe-0/0/22.0*
__employee_122__  122
                            xe-0/0/22.0*
__employee_123__  123
                            xe-0/0/22.0*
__employee_124__  124
                            xe-0/0/22.0*
__employee_125__  125
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                            xe-0/0/22.0*
__employee_126__  126
                            xe-0/0/22.0*
__employee_127__  127
                            xe-0/0/22.0*
__employee_128__  128
                            xe-0/0/22.0*
__employee_129__  129
                            xe-0/0/22.0*
__employee_130__  130
                            xe-0/0/22.0*

2. Display the VLANs by the alphabetical order of the VLAN name:

user@switch> show vlans sort-by name

Name             Tag   Interfaces

__employee_120__ 120
                       xe-0/0/22.0*
__employee_121__ 121
                       xe-0/0/22.0*
__employee_122__ 122
                       xe-0/0/22.0*
__employee_123__ 123
                       xe-0/0/22.0*
__employee_124__ 124
                       xe-0/0/22.0*
__employee_125__ 125
                       xe-0/0/22.0*
__employee_126__ 126
                       xe-0/0/22.0*
__employee_127__ 127
                       xe-0/0/22.0*
__employee_128__ 128
                       xe-0/0/22.0*
__employee_129__ 129
                       xe-0/0/22.0*
__employee_130__ 130
                       xe-0/0/22.0*

3. Display the VLANs by specifying the VLAN range name (here, the VLAN range name

is employee):

user@switch> show vlans employee

Name             Tag   Interfaces

__employee_120__ 120
                       xe-0/0/22.0*
__employee_121__ 121
                       xe-0/0/22.0*
__employee_122__ 122
                       xe-0/0/22.0*
__employee_123__ 123
                       xe-0/0/22.0*
__employee_124__ 124
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                       xe-0/0/22.0*
__employee_125__ 125
                       xe-0/0/22.0*
__employee_126__ 126
                       xe-0/0/22.0*
__employee_127__ 127
                       xe-0/0/22.0*
__employee_128__ 128
                       xe-0/0/22.0*
__employee_129__ 129
                       xe-0/0/22.0*
__employee_130__ 130
                       xe-0/0/22.0*

Meaning The sample output shows the VLANs configured on the switch. The series of tagged

VLANs is displayed: __employee__120__ through __employee_130__. Each of the tagged

VLANs is configured on the trunk interface xe-0/0/22.0. The asterisk (*) next to the

interface name indicates that the interface is UP.

When a series of VLANs is created using the vlan-range statement, the VLAN names are

preceded and followed by a double underscore.

Verifying That a Series of Tagged VLANs Has Been Created on an EX Series Switch

Purpose Verify that a series of tagged VLANs is created on the switch.
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Action Display the VLANs in the ascending order of their VLAN ID:

user@switch> show vlans sort-by tag

Name             Tag        Interfaces
__employee_120__  120
                            ge-0/0/22.0*
__employee_121__  121
                            ge-0/0/22.0*
__employee_122__  122
                            ge-0/0/22.0*
__employee_123__  123
                            ge-0/0/22.0*
__employee_124__  124
                            ge-0/0/22.0*
__employee_125__  125
                            ge-0/0/22.0*
__employee_126__  126
                            ge-0/0/22.0*
__employee_127__  127
                            ge-0/0/22.0*
__employee_128__  128
                            ge-0/0/22.0*
__employee_129__  129
                            ge-0/0/22.0*
__employee_130__  130
                            ge-0/0/22.0*

Display the VLANs by the alphabetical order of the VLAN name:

user@switch> show vlans sort-by name

Name             Tag   Interfaces

__employee_120__ 120
                       ge-0/0/22.0*
__employee_121__ 121
                       ge-0/0/22.0*
__employee_122__ 122
                       ge-0/0/22.0*
__employee_123__ 123
                       ge-0/0/22.0*
__employee_124__ 124
                       ge-0/0/22.0*
__employee_125__ 125
                       ge-0/0/22.0*
__employee_126__ 126
                       ge-0/0/22.0*
__employee_127__ 127
                       ge-0/0/22.0*
__employee_128__ 128
                       ge-0/0/22.0*
__employee_129__ 129
                       ge-0/0/22.0*
__employee_130__ 130
                       ge-0/0/22.0*
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Display the VLANs by specifying the VLAN-range name (here, the VLAN-range name is

employee):

user@switch> show vlans employee

Name             Tag   Interfaces

__employee_120__ 120
                       ge-0/0/22.0*
__employee_121__ 121
                       ge-0/0/22.0*
__employee_122__ 122
                       ge-0/0/22.0*
__employee_123__ 123
                       ge-0/0/22.0*
__employee_124__ 124
                       ge-0/0/22.0*
__employee_125__ 125
                       ge-0/0/22.0*
__employee_126__ 126
                       ge-0/0/22.0*
__employee_127__ 127
                       ge-0/0/22.0*
__employee_128__ 128
                       ge-0/0/22.0*
__employee_129__ 129
                       ge-0/0/22.0*
__employee_130__ 130
                       ge-0/0/22.0*

Meaning The sample output shows the VLANs configured on the switch. The series of tagged

VLANs is displayed: __employee__120__ through __employee_130__. Each of the tagged

VLANs is configured on the trunk interface ge-0/0/22.0. The asterisk (*) beside the

interface name indicates that the interface is UP.

When a series of VLANs is created using the vlan-range statement, the VLAN names are

prefixed and suffixed with a double underscore.
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Configuring Double-Tagged VLANs on Layer 3 Logical Interfaces

Junos OS supports a subset of the IEEE 802.1Q standard for channelizing an Ethernet

interface into multiple logical interfaces, allowing many hosts to be connected to the

same switch but preventing them from being in the same routing or bridging domain.

When an Ethernet LAN is divided into VLANs, each VLAN is identified by a unique 802.1Q

tag. The tag is applied to all frames so that network nodes receiving the frames can

detect which VLAN the frames belong to.

You can configure double VLAN tags (that is, an inner and an outer tag) on a Layer 3

logical interface (sometimes called a “Layer 3 subinterface”).

Support for double-tagging VLANs on Layer 3 logical interfaces includes:

• Configuration of an IPv4, an IPv6, or anmpls family on the logical interface

• Configuration over an aggregated Ethernet interface

• Configuration of multiple logical interfaces on a single physical interface

NOTE: This feature does not include support for the following:

• VLAN rewrite (input-vlan-map or output-vlan-map)

• TPID configuration (on physical or logical interfaces)

• native-inner-vlan-id; outer-vlan-id-list; inner-vlan-id-list; or vlan-id-range

To configure a double-tagged Layer 3 logical interface:

1. Apply flexible VLAN tagging to the physical interface:

[edit]
user@switch# set interfaces interface-name flexible-vlan-tagging

2. Configure inner and outer VLAN tags on the logical interface:

[edit]
user@switch# set interfaces interface-name unit logical-unit-number vlan-tags outer vlan-id
user@switch# set interfaces interface-name unit logical-unit-number vlan-tags inner vlan-id

3. Set the family type and, if needed, the address on the logical interface:

[edit]
user@switch# set interfaces interface-name unit logical-unit-number family family-type
address address

See Also Configuring VLANs on Switches with Enhanced Layer 2 Support on page 141•
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Stacking a VLAN Tag

To stack a VLAN tag on all tagged frames entering or exiting the interface, include the

push, vlan-id, and tag-protocol-id statements in the input VLANmap or the output VLAN

map:

input-vlan-map input-vlan-map {
push;
vlan-id number;
tag-protocol-id tpid;

}
output-vlan-map {
push;
tag-protocol-id tpid;

}

You can include these statements at the following hierarchy levels:

• [edit interfaces interface-name unit logical-unit-number]

• [edit interfaces interface-name unit logical-unit-number]

• [edit logical-systems logical-system-name interfaces interface-name unit

logical-unit-number]

• [edit logical-systems logical-system-name interfaces interface-name unit

logical-unit-number]

The VLAN IDs you define in the input VLANmaps are stacked on top of the VLAN ID

bound to the logical interface.

All TPIDs you include in input and output VLANmapsmust be among those you specify

at the [edit interfaces interface-nameether-optionsethernet-switch-profile tag-protocol-id

[ tpids ]] hierarchy level.

Rewriting a VLAN Tag and Adding a New Tag

On Ethernet IQ, IQ2 and IQ2-E interfaces, on MX Series router Gigabit Ethernet, Tri-Rate

Ethernet copper, and 10-Gigabit Ethernet interfaces, on aggregated Ethernet interfaces

using Gigabit Ethernet IQ2 and IQ2-E or 10-Gigabit Ethernet PICs on MX Series routers,

and on Gigabit Ethernet and 10-Gigabit Ethernet interfaces on EX Series switches, to

replace the outer VLAN tag of the incoming framewith a user-specified VLAN tag value,

include the swap-push statement in the input VLANmap or output VLANmap:

swap-push

A user-specified outer VLAN tag is pushed in front. The outer tag becomes an inner tag

in the final frame.

You can include this statement at the following hierarchy levels:

• [edit interfaces interface-name unit logical-unit-number input-vlan-map]

• [edit interfaces interface-name unit logical-unit-number output-vlan-map]
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• [edit logical-systems logical-system-name interfaces interface-name unit

logical-unit-number input-vlan-map]

• [edit logical-systems logical-system-name interfaces interface-name unit

logical-unit-number output-vlan-map]

SeeRewriteOperationsandStatementUsage for InputVLANMapsandRewriteOperations

and Statement Usage for Output VLANMaps for information about configuring inner and

outer VLAN ID values and inner and outer TPID values required for VLANmaps.

See Also input-vlan-map on page 725•

• output-vlan-map on page 795

• swap-push on page 840

• unit

• Ethernet Interfaces Feature Guide for Routing Devices

Rewriting the Inner and Outer VLAN Tags

On Ethernet IQ, IQ2 and IQ2-E interfaces, on MX Series router Gigabit Ethernet, Tri-Rate

Ethernet copper, and 10-Gigabit Ethernet interfaces, and on aggregated Ethernet

interfaces usingGigabit Ethernet IQ2 and IQ2-E or 10-Gigabit Ethernet PICs onMXSeries

routers, to replace both the inner and the outer VLAN tags of the incoming frame with a

user-specifiedVLAN tag value, include the swap-swap statement in the input VLANmap

or output VLANmap: The stacked and rewriting Gigabit-Ethernet VLAN Tags are also

referred to as Q-in-Q tunneling.

swap-swap;

You can include this statement at the following hierarchy levels:

• [edit interfaces interface-name unit logical-unit-number input-vlan-map]

• [edit interfaces interface-name unit logical-unit-number output-vlan-map]

• [edit logical-systems logical-system-name interfaces interface-name unit

logical-unit-number input-vlan-map]

• [edit logical-systems logical-system-name interfaces interface-name unit

logical-unit-number output-vlan-map]

SeeRewriteOperationsandStatementUsage for InputVLANMapsandRewriteOperations

and Statement Usage for Output VLANMaps for information about configuring inner and

outer VLAN ID values and inner and outer TPID values required for VLANmaps.

See Also Ethernet Interfaces Feature Guide for Routing Devices•
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Rewriting the VLAN Tag on Tagged Frames

To rewrite the VLAN tag on all tagged frames entering the interface to a specified VLAN

ID and TPID, include the swap, tag-protocol-id, and vlan-id statements in the input VLAN

map:

input-vlan-map {
swap;
vlan-id number;
tag-protocol-id tpid;

}

To rewrite the VLAN tag on all tagged frames exiting the interface to a specified VLAN

ID and TPID, include the swap and tag-protocol-id statements in the output VLANmap:

output-vlan-map {
swap;
vlan-id number;
tag-protocol-id tpid;

}

You can include these statements at the following hierarchy levels:

• [edit interfaces interface-name unit logical-unit-number input-vlan-map]

• [edit logical-systems logical-system-name interfaces interface-name unit

logical-unit-number input-vlan-map]

You cannot include both the swap statement and the vlan-id statement in the output

VLANmap configuration. If you include the swap statement in the configuration, the

VLAN ID in outgoing frames is rewritten to the VLAN ID bound to the logical interface.

Formore information about binding a VLAN ID to the logical interface, see 802.1Q VLANs

Overview.

The swap operation works on the outer tag only, whether or not you include the

stacked-vlan-tagging statement in theconfiguration. Formore information, seeExamples:

Stacking and Rewriting Gigabit Ethernet IQ VLAN Tags.

See Also Ethernet Interfaces Feature Guide for Routing Devices•
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Configuring VLAN Translation with a VLAN ID List

Inmanycases, theVLAN identifiers on the framesofan interface’spacketsarenot correct.

VLAN translation, or VLAN rewrite, allows you to configure bidirectional VLAN identifier

translation with a list on frames arriving on and leaving from a logical interface. This lets

youuseuniqueVLAN identifiers internally andmaintain legacyVLAN identifierson logical

interfaces.

To perform VLAN translation on the packets on a trunk interface, insert the vlan-rewrite

statement at the [edit interfaces interface-name unit unit-number] hierarchy level. You

must also include the interface-mode trunk statement within the [edit interfaces

interface-name unit unit-number family ethernet-switching] hierarchy because VLAN

translation is only supported on trunk interfaces. The reverse translation takes place on

traffic exiting the interface. In other words, if VLAN 200 is translated to 500 on traffic

entering the interface,VLAN500 is translated toVLAN200on traffic leaving the interface.

NOTE: You can configure either flexible VLAN tagging or trunk mode on
interfaces. VLAN translation does not support both. Additionally, the
inner-vlan-id-list statement is supported only on interfaces with VLAN
tagging (VLAN IDs).

The following example translates incoming trunk packets from VLAN identifier 200 to
500 and 201 to 501 (other valid VLAN identifiers are not affected):

[edit interfaces ge-1/0/1]
unit 0 {

... # Other logical interface statements
family ethernet-switching {

interface-mode trunk # Translation is only for trunks
inner-vlan-id-list [ 100 500–600 ];
vlan-rewrite {

translate 200 500;
translate 201 501;

}
... # Other ethernet-switching statements
}

}

NOTE: This example also translates frame VLANs from 500 to 200 and 501
to 201 on egress.

Configuring VLAN Translation on Security Devices
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VLANtranslationallowserviceproviders tocreateaLayer2Ethernetconnectionbetween

two customer sites. Providers can segregate different customers’ VLAN traffic on a link

(for example, if the customers use overlapping VLAN IDs) or bundle different customer

VLANs into a single service VLAN. Data centers can use Q-in-Q tunneling to isolate

customer traffic within a single site or when customer traffic flows between cloud data

centers in different geographic locations.

BeforeyoubeginconfiguringVLANtranslation,makesureyouhavecreatedandconfigured

the necessary customer VLANs on the neighboring switches. See Configuring VLANs.

VLAN translation can be done in two ways:

• To configure VLAN translation in VLAN retagging, an enterprise provider style of VLAN

translation can be achieved by following CLI configuration:

[edit]
user@host#set interfaces intf-name unit 0 family ethernet-switching interface-mode trunk
user@host#set interfaces intf-name unit 0 family ethernet-switching vlanmembers v1000
user@host#set interfaces intf-name unit 0 family ethernet-switching vlan-rewrite translate
500 1000

• To configure VLAN translation in Q-in-Q, a service provider style of VLAN translation

can be achieved by following CLI configuration:

[edit]
user@host#set interfaces intf-name flexible-vlan-tagging
user@host#set interfaces intf-name encapsulation extended-vlan-bridge
user@host#set interfaces intf-name unit 100 vlan-id 500
user@host#set interfaces intf-name unit 100 input-vlan-map swap
user@host#set interfaces intf-name unit 100 input-vlan-map tag-protocol-id 0x8100
user@host#set interfaces intf-name unit 100 output-vlan-map swap
user@host#set interfaces intf-name unit 100 family ethernet-switching vlanmembers v1000

See Also Understanding Q-in-Q Tunneling and VLAN Translation on page 526•

Example: Configuring VLAN Retagging for Layer 2 Transparent Mode on a Security Device

This example shows how to configure VLAN retagging on a Layer 2 trunk interface to

selectively screen incoming packets and redirect them to a security device without

affecting other VLAN traffic.

• Requirements on page 247

• Overview on page 248

• Configuration on page 248

• Verification on page 248

Requirements

Before you begin, determine the mapping you want to include for the VLAN retagging.

See “Understanding VLAN Retagging on Security Devices” on page 607.
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Overview

In this example, you create a Layer 2 trunk interface called ge-3/0/0 and configure it to

receive packets with VLAN identifiers 1 through 10. Packets that arrive on the interface

with VLAN identifier 11 are retagged with VLAN identifier 2. Before exiting the trunk

interface, VLAN identifier 2 in the retagged packets is replaced with VLAN identifier 11.

All VLAN identifiers in the retaggedpackets changebackwhenyouexit the trunk interface.

Configuration

Step-by-Step
Procedure

To configure VLAN retagging on a Layer 2 trunk interface:

Create a Layer 2 trunk interface.1.

[edit]
user@host#set interfacesge-3/0/0unit0familyethernet-switching interface-mode
trunk vlanmembers 1–10

2. Configure VLAN retagging.

[edit]
user@host#set interfaces ge-3/0/0 unit 0 family ethernet-switching vlan-rewrite
translate 11 2

3. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Verification

To verify the configuration is working properly, enter the show interfaces ge-3/0/0

command.

See Also Layer 2 Transparent Mode Overview•

• Example: Configuring Layer 2 Logical Interfaces on Security Devices on page 578

Configuring Inner and Outer TPIDs and VLAN IDs

For some rewrite operations, youmust configure the inner or outer TPID values and inner

or outer VLAN ID values. These values can be applied to either the input VLANmap or

the output VLANmap.
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On Ethernet IQ, IQ2, and IQ2-E interfaces; on MX Series router Gigabit Ethernet, Tri-Rate
Ethernet copper, and 10-Gigabit Ethernet interfaces; and on aggregated Ethernet
interfaces usingGigabit Ethernet IQ2 and IQ2-E or 10-Gigabit Ethernet PICs onMXSeries
routers, to configure the inner TPID, include the inner-tag-protocol-id statement:

inner-tag-protocol-id tpid;

You can include this statement at the following hierarchy levels:

• [edit interfaces interface-name unit logical-unit-number input-vlan-map]

• [edit interfaces interface-name unit logical-unit-number output-vlan-map]

• [edit logical-systems logical-system-name interfaces interface-name unit

logical-unit-number input-vlan-map]

• [edit logical-systems logical-system-name interfaces interface-name unit

logical-unit-number output-vlan-map]

For the inner VLAN ID, include the inner-vlan-id statement. For the outer TPID, include

the tag-protocol-id statement. For the outer VLAN ID, include the vlan-id statement:

input-vlan-map {
(pop | pop-pop | pop-swap | push | push-push | swap | swap-push | swap-swap);
inner-tag-protocol-id tpid;
inner-vlan-id number;
tag-protocol-id tpid;
vlan-id number;

}
output-vlan-map {

(pop | pop-pop | pop-swap | push | push-push | swap | swap-push | swap-swap);
inner-tag-protocol-id tpid;
inner-vlan-id number;
tag-protocol-id tpid;
vlan-id number;

}

For aggregated Ethernet interfaces using Gigabit Ethernet IQ interfaces, include the

tag-protocol-id statement for the outer TPID. For the outer VLAN ID, include the vlan-id

statement:

input-vlan-map {
(pop | push | swap);
tag-protocol-id tpid;
vlan-id number;

}
output-vlan-map {

(pop | push | swap);
tag-protocol-id tpid;
vlan-id number;

}

You can include these statements at the following hierarchy levels:

• [edit interfaces interface-name unit logical-unit-number]
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• [edit logical-systems logical-system-name interfaces interface-name unit

logical-unit-number]

The VLAN IDs you define in the input VLANmaps are stacked on top of the VLAN ID

bound to the logical interface. Formore informationaboutbindingaVLAN ID to the logical

interface, see 802.1Q VLANs Overview.

All TPIDs you include in input and output VLANmapsmust be among those you specify

at the [edit interfaces interface-nameether-optionsethernet-switch-profile tag-protocol-id

[ tpids ]] hierarchy level.

Table60onpage250andTable61onpage250specifywhenthesestatementsare required.

Table 60 on page 250 indicates valid statement combinations for rewrite operations for

the input VLANmap. “No”means the statementmust not be included in the input VLAN

mapfor the rewriteoperation. “Optional”means thestatementmaybeoptionally specified

for the rewrite operation in the input VLANmap. “Any” means that youmust include the

vlan-id statement, tag-protocol-id statement, inner-vlan-id statement, or

inner-tag-protocol-id statement.

Table 60: Rewrite Operations and Statement Usage for Input VLANMaps

Input VLAN Map Statements

inner-tag-protocol-idinner-vlan-idtag-protocol-idvlan-idRewrite Operation

NoNoOptionalOptionalpush

NoNoNoNopop

NoNoAnyAnyswap

optionalOptionalOptionalOptionalpush-push

AnyAnyOptionalOptionalswap-push

AnyAnyOptionalOptionalswap-swap

AnyAnyNoNopop-swap

NoNoNoNopop-pop

Table 61 on page 250 indicates valid statement combinations for rewrite operations for

the output VLANmap. “No” means the statement must not be included in the output

VLANmap for the rewrite operation. “Optional” means the statementmay be optionally

specified for the rewrite operation in the output VLANmap.

Table 61: Rewrite Operations and Statement Usage for Output VLANMaps

Output VLAN Map Statements

inner-tag-protocol-idinner-vlan-idtag-protocol-idvlan-idRewrite Operation
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Table 61: Rewrite Operations and Statement Usage for Output VLANMaps (continued)

Output VLAN Map Statements

NoNoOptionalNopush

NoNoNoNopop

NoNoOptionalNoswap

OptionalNoOptionalNopush-push

OptionalNoOptionalNoswap-push

OptionalNoOptionalNoswap-swap

OptionalNoNoNopop-swap

NoNoNoNopop-pop

The following examples use Table 60 on page 250 and Table 61 on page 250 and show

how the pop-swap operation can be configured in an input VLANmap and an output

VLANmap:

Input VLANMapwith
inner-vlan-id

[edit interfaces interface-name unit logical-unit-number]
input-vlan-map {

Statement, Output pop-swap;

VLANMapwith inner-vlan-id number;
}

Optional
output-vlan-map {

inner-tag-protocol-id
Statement

pop-swap;
inner-tag-protocol-id tpid;

}

Input VLANMapwith
inner-tag-protocol-id

[edit interfaces interface-name unit logical-unit-number]
input-vlan-map {

Statement, Output pop-swap;

VLANMapwith inner-tag-protocol-id tpid;
}

Optional
output-vlan-map {

inner-tag-protocol-id
Statement

pop-swap;
inner-tag-protocol-id tpid;

}

Input VLANMapwith
inner-tag-protocol-id

[edit interfaces interface-name unit logical-unit-number]
input-vlan-map {

and inner-vlan-id
Statements

pop-swap;
inner-vlan-id number;
inner-tag-protocol-id tpid;
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}

Related
Documentation

• Using the Enhanced Layer 2 Software CLI on page 36

• Example: Configuring Redundant Trunk Links for Faster Recovery on Devices with ELS

Support on page 559
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CHAPTER 11

Configuring Private VLANs

• Private VLANs on page 253

Private VLANs

• Understanding Private VLANs on page 254

• Understanding PVLAN Traffic Flows Across Multiple Switches on page 268

• Understanding Secondary VLAN Trunk Ports and Promiscuous Access Ports on

PVLANs on page 271

• Using 802.1X Authentication and Private VLANs Together on the Same

Interface on page 280

• Putting Access Port Security on Private VLANs on page 285

• Creating a Private VLAN on a Single Switch with ELS Support (CLI

Procedure) on page 295

• Creating a Private VLAN on a Single QFX Switch on page 297

• Creating a Private VLAN on a Single EX Series Switch (CLI Procedure) on page 298

• Creating a Private VLAN Spanning Multiple QFX Series Switches on page 300

• Creating a Private VLAN Spanning Multiple EX Series Switches (CLI

Procedure) on page 302

• Example: ConfiguringaPrivateVLANonaSingleSwitchwithELSSupport onpage304

• Example: Configuring a Private VLAN on a Single QFX Series Switch on page 308

• Example: Configuring a Private VLAN on a Single EX Series Switch on page 313

• Example: Configuring a Private VLAN Spanning Multiple QFX Switches on page 320

• Example: Configuring a Private VLAN Spanning Multiple SwitchesWith an IRB

Interface on page 335

• Example:ConfiguringaPrivateVLANSpanningMultipleEXSeriesSwitchesonpage351

• Example: Configuring PVLANs with Secondary VLAN Trunk Ports and Promiscuous

Access Ports on a QFX Series Switch on page 366

• Verifying That a Private VLAN IsWorking on a Switch on page 378

• Troubleshooting Private VLANs on QFX Switches on page 383
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Understanding Private VLANs

VLANs limit broadcasts to specified users. Private VLANs (PVLANs) take this concept a

step further by limiting communication within a VLAN. PVLANs accomplish this by

restricting traffic flows through theirmember switchports (whicharecalledprivateports)

so that these ports communicate onlywith a specified uplink trunk port or with specified

ports within the same VLAN. The uplink trunk port or link aggregation group (LAG) is

usually connected to a router, firewall, server, or provider network. Each PVLAN typically

contains many private ports that communicate only with a single uplink port, thereby

preventing the ports from communicating with each other.

PVLANs provide Layer 2 isolation between ports within a VLAN, splitting a broadcast

domain into multiple discrete broadcast subdomains by creating secondary VLANs

(community VLANs and an isolatedVLAN) inside a primary VLAN. Portswithin the same

community VLAN can communicate with each other. Ports within an isolated VLAN can

communicate onlywith a single uplink port.

Just like regular VLANs, PVLANs are isolated on Layer 2 and require one of the following

options to route Layer 3 traffic among the secondary VLANs:

• A promiscuous port connection with a router

• A routed VLAN interface (RVI)

NOTE: To route Layer 3 traffic among secondary VLANs, a PVLAN needs only
one of the options mentioned above. If you use an RVI, you can still implement
a promiscuous port connection to a router with the promiscuous port set up
to handle only traffic that enters and exits the PVLAN.

PVLANs are useful for restricting the flow of broadcast and unknown unicast traffic and

for limiting the communication between known hosts. Service providers use PVLANs to

keep their customers isolated from each other. Another typical use for a PVLAN is to

provide per-room Internet access in a hotel.

NOTE: You can configure a PVLAN to span switches that support PVLANs.

This topic explains the following concepts regarding PVLANs on EX Series switches:

• Why Use PVLANs on page 255

• Typical Structure and Primary Application of PVLANs on page 255

• TypicalStructureandPrimaryApplicationofPVLANsonMXSeriesRoutersonpage258

• TypicalStructureandPrimaryApplicationofPVLANsonEXSeriesSwitchesonpage260

• Routing Between Isolated and Community VLANs on page 262

• PVLANs Use 802.1Q Tags to Identify Packets on page 262

• PVLANs Use IP Addresses Efficiently on page 262
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• PVLAN Port Types and Forwarding Rules on page 263

• Creating a PVLAN on page 265

• Limitations of Private VLANs on page 267

WhyUse PVLANs

PVLANs are useful for restricting the flow of broadcast and unknown unicast traffic and

for limiting the communication between hosts.The need to segregate a single VLAN is

particularly useful in the following deployment scenarios:

• Server farms—A typical Internet service provider uses a server farm to provideWeb

hosting for numerous customers. Locating the various servers within a single server

farm provides ease of management. Security concerns arise if all servers are in the

same VLAN because Layer 2 broadcasts go to all servers in the VLAN.

• Metropolitan Ethernet networks—Ametro service provider offers Layer 2 Ethernet

access toassortedhomes, rental communities, andbusinesses. The traditional solution

of deploying one VLAN per customer is not scalable and is difficult tomanage, leading

to potential waste of IP addresses. PVLANs provide amore secure andmore efficient

solution.

Typical Structure and Primary Application of PVLANs

A PVLAN can be configured on a single switch or can be configured to spanmultiple

switches. The types of domains and ports are:

• Primary VLAN—The primary VLAN of the PVLAN is defined with an 802.1Q tag (VLAN

ID) for thecompletePVLAN.TheprimaryPVLANcancontainmultiple secondaryVLANs

(one isolated VLAN andmultiple community VLANs).

• Isolated VLAN/isolated port—A primary VLAN can contain only one isolated VLAN. An

interface within an isolated VLAN can forward packets only to a promiscuous port or

the Inter-SwitchLink (ISL)port. An isolated interfacecannot forwardpackets toanother

isolated interface; and an isolated interface cannot receive packets from another

isolated interface. If a customer device needs to have access only to a gateway router,

the device must be attached to an isolated trunk port.

• Community VLAN/community port—You can configure multiple community VLANs

within a single PVLAN. An interface within a specific community VLAN can establish

Layer 2 communicationswith any other interface that belongs to the same community

VLAN. An interface within a community VLAN can also communicate with a

promiscuous port or the ISL port. If you have, for example, two customer devices that

youneed to isolate fromother customerdevicesbut thatmustbeable tocommunicate

with one another, use community ports.

• Promiscuousport—Apromiscuousport hasLayer 2 communicationswithall interfaces

in the PVLAN, regardless of whether an interface belongs to an isolated VLAN or a

community VLAN. A promiscuous port is a member of the primary VLAN but is not

includedwithin any secondary subdomain. Layer 3 gateways, DHCP servers, and other
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trusted devices that need to communicate with endpoint devices are typically

connected to a promiscuous port.

• Inter-Switch Link (ISL)—An ISL is a trunk port that connects multiple switches in a

PVLAN and contains two or more VLANs. It is required only when a PVLAN spans

multiple switches.

The configured PVLAN is the primary domain (primary VLAN). Within the PVLAN, you

configuresecondaryVLANs,whichbecomesubdomainsnestedwithin theprimarydomain.

A PVLAN can be configured on a single switch or can be configured to spanmultiple

switches. ThePVLANshown inFigure2onpage256 includes twoswitches,withaprimary

PVLAN domain and various subdomains.

Figure 2: Subdomains in a PVLAN
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Inter-switch isolated VLAN

pvlan-trunk
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Primary VLAN

R1
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Subdomain

Secondary
isolated VLAN

g0
40

91
2

As shown in Figure 4 on page 259, a PVLAN has only one primary domain andmultiple

secondary domains. The types of domains are:
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• PrimaryVLAN—VLANused to forward framesdownstream to isolated and community

VLANs. The primary VLAN of the PVLAN is defined with an 802.1Q tag (VLAN ID) for

the completePVLAN. TheprimaryPVLANcan containmultiple secondaryVLANs (one

isolated VLAN andmultiple community VLANs).

• Secondary isolated VLAN—VLAN that receives packets only from the primary VLAN

and forwards frames upstream to the primary VLAN. The isolatedVLAN is a secondary

VLAN nested within the primary VLAN. A primary VLAN can contain only one isolated

VLAN. An interface within an isolated VLAN (isolated interface) can forward packets

only to a promiscuous port or the PVLAN trunk port. An isolated interface cannot

forward packets to another isolated interface; nor can an isolated interface receive

packets from another isolated interface. If a customer device needs to have access

only to a router, the device must be attached to an isolated trunk port.

• Secondary interswitch isolated VLAN—VLAN used to forward isolated VLAN traffic

from one switch to another through PVLAN trunk ports. 802.1Q tags are required for

interswitch isolated VLANs because IEEE 802.1Q uses an internal tagging mechanism

by which a trunking device inserts a 4-byte VLAN frame identification tab into the

packet header. An interswitch isolated VLAN is a secondary VLAN nested within the

primary VLAN.

• Secondary community VLAN—VLAN used to transport frames amongmembers of a

community (a subset of users within the VLAN) and to forward frames upstream to

the primary VLAN. A community VLAN is a secondary VLAN nestedwithin the primary

VLAN.YoucanconfiguremultiplecommunityVLANswithinasinglePVLAN.An interface

within a specific community VLAN can establish Layer 2 communications with any

other interface that belongs to the same community VLAN. An interface within a

community VLAN can also communicate with a promiscuous port or the PVLAN trunk

port.

Figure3onpage258showsaPVLANspanningmultiple switches,where theprimaryVLAN

(100) contains two community domains (300 and 400) and one interswitch isolated

domain.
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Figure 3: PVLAN Spanning Multiple Switches
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NOTE: Primary and secondary VLANs count against the limit of 4089 VLANs
supported on the QFX Series. For example, each VLAN in Figure 3 on page 258
counts against this limit.

Typical Structure and Primary Application of PVLANs onMX Series Routers

The configured PVLAN becomes the primary domain, and secondary VLANs become

subdomains that are nested inside the primary domain. A PVLAN can be created on a

single router. The PVLAN shown in Figure 4 on page 259 includes one router, with one

primary PVLAN domain andmultiple secondary subdomains.
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Figure 4: Subdomains in a PVLANWith One Router

The types of domains are:

• PrimaryVLAN—VLANused to forward framesdownstream to isolated and community

VLANs.

• Secondary isolated VLAN—VLAN that receives packets only from the primary VLAN

and forwards frames upstream to the primary VLAN.

• Secondary interswitch isolated VLAN—VLAN used to forward isolated VLAN traffic

from one router to another through PVLAN trunk ports.

• Secondary community VLAN—VLAN used to transport frames amongmembers of a

community,which isasubsetofuserswithin theVLAN,and to forward framesupstream

to the primary VLAN.

NOTE: PVLANs are supported on MX80 routers, on MX240, MX480, and
MX960 routers with DPCs in enhanced LAN mode, on MX Series routers with
MPC1, MPC2, and Adaptive Services PICs.
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Typical Structure and Primary Application of PVLANs on EX Series Switches

NOTE: The primary VLAN of the PVLAN is defined with an 802.1Q tag (VLAN
ID) for the complete PVLAN. On EX9200 switches, each secondary VLAN
must also be defined with its own separate VLAN ID.

Figure 5 on page 260 shows aPVLANon a single switch, where the primary VLAN (VLAN

100) contains twocommunityVLANs (VLAN300andVLAN400) andone isolatedVLAN

(VLAN 50).

Figure 5: Private VLAN on a Single EX Switch

Figure6onpage261 showsaPVLANspanningmultiple switches,where theprimaryVLAN

(VLAN 100) contains twocommunityVLANs(VLAN300andVLAN400)andone isolated

VLAN (VLAN 200). It also shows that Switches 1 and 2 are connected through an

interswitch link (PVLAN trunk link).
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Figure 6: PVLAN Spanning Multiple EX Series Switches

Also, thePVLANsshowninFigure5onpage260andFigure6onpage261useapromiscuous

port connected to a router as the means to route Layer 3 traffic among the community

and isolated VLANs. Instead of using the promiscuous port connected to a router, you

can configure an RVI on the switch in Figure 5 on page 260 or one of the switches shown

in Figure 6 on page 261 (on some EX switches).

To route Layer 3 traffic between isolatedandcommunityVLANs, youmust either connect

a router toapromiscuousport, as shown inFigure5onpage260andFigure6onpage261,

or configure an RVI.
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If you choose the RVI option, youmust configure one RVI for the primary VLAN in the

PVLAN domain. This RVI serves the entire PVLAN domain regardless of whether the

domain includes one or more switches. After you configure the RVI, Layer 3 packets

received by the secondary VLAN interfaces are mapped to and routed by the RVI.

When setting up the RVI, youmust also enable proxy Address Resolution Protocol (ARP)

so that the RVI can handle ARP requests received by the secondary VLAN interfaces.

For information about configuring PVLANs on a single switch and onmultiple switches,

see “Creating a Private VLANon aSingle EXSeries Switch (CLI Procedure)” on page 298.

For information about configuring an RVI, see “Configuring a Routed VLAN Interface in a

Private VLAN on an EX Series Switch” on page 419.

Routing Between Isolated and Community VLANs

To route Layer 3 traffic between isolated and community VLANs, youmust connect an

external router or switch toa trunkport of theprimaryVLAN.The trunkport of theprimary

VLAN isapromiscuous port; therefore, it cancommunicatewithall theports in thePVLAN.

PVLANs Use 802.1Q Tags to Identify Packets

When packets are marked with a customer-specific 802.1Q tag, that tag identifies

ownership of the packets for any switch or router in the network. Sometimes, 802.1Q

tags are needed within PVLANs to keep track of packets from different subdomains.

Table 62 on page 262 indicates when a VLAN 802.1Q tag is needed on the primary VLAN

or on secondary VLANs.

Table 62:When VLANs in a PVLANNeed 802.1Q Tags

OnMultiple SwitchesOn a Single Switch

Specify an 802.1Q tag by setting a VLAN
ID.

Specify an802.1Q tagby setting aVLAN
ID.

Primary VLAN

VLANs need 802.1Q tags:

• Specify an 802.1Q tag for each
community VLAN by setting a VLAN
ID.

• Specify the 802.1Q tag for an isolation
VLAN ID by setting an isolation ID.

No tag needed on VLANs.Secondary VLAN

PVLANs Use IP Addresses Efficiently

PVLANs provide IP address conservation and efficient allocation of IP addresses. In a

typical network, VLANs usually correspond to a single IP subnet. In PVLANs, the hosts in

all secondary VLANs belong to the same IP subnet because the subnet is allocated to

the primary VLAN. Hosts within the secondary VLAN are assigned IP addresses based

on IPsubnetsassociatedwith theprimaryVLAN,and their IP subnetmasking information

reflects that of the primary VLAN subnet. However, each secondary VLAN is a separate

broadcast domain.
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PVLAN Port Types and Forwarding Rules

PVLANscanuseup tosixdifferentport types.Thenetworkdepicted inFigure3onpage258

uses a promiscuous port to transport information to the router, community ports to

connect the finance and HR communities to their respective switches, isolated ports to

connect the servers, and a PVLAN trunk port to connect the two switches. PVLAN ports

have different restrictions:

• Promiscuous trunk port—A promiscuous port has Layer 2 communicationswith all the

interfaces that are in the PVLAN, regardless of whether the interface belongs to an

isolated VLAN or a community VLAN. A promiscuous port is a member of the primary

VLAN, but is not included within one of the secondary subdomains. Layer 3 gateways,

DHCP servers, and other trusted devices that need to communicate with endpoint

devices are typically connected to a promiscuous port.

• PVLAN trunk link—The PVLAN trunk link, which is also known as the interswitch link,

is required only when a PVLAN is configured to spanmultiple switches. The PVLAN

trunk link connects the multiple switches that compose the PVLAN.

• PVLANtrunkport—APVLANtrunkport is required inmultiswitchPVLANconfigurations

tospan theswitches.ThePVLANtrunkport isamemberofallVLANswithin thePVLAN

(that is, the primary VLAN, the community VLANs, and the interswitch isolatedVLAN),

and it carries traffic from the primary VLAN and all secondary VLANs. It can

communicate with all ports other than the isolated ports.

Communication between a PVLAN trunk port and an isolated port is usually

unidirectional. A PVLAN trunk port’s membership in the interswitch isolated VLAN is

egress-only,meaning that an isolated port can forward packets to a PVLAN trunk port,

butaPVLANtrunkportdoesnot forwardpackets toan isolatedport (unless thepackets

ingressed on a promiscuous access port and are therefore being forwarded to all the

secondary VLANs in the same primary VLAN as the promiscuous port).

• SecondaryVLANtrunkport (not shown)—Secondary trunkports carry secondaryVLAN

traffic. For a given private VLAN, a secondary VLAN trunk port can carry traffic for only

one secondary VLAN. However, a secondary VLAN trunk port can carry traffic for

multiple secondary VLANs as long as each secondary VLAN is amember of a different

primary VLAN. For example, a secondary VLAN trunk port can carry traffic for a

community VLAN that is part of primary VLAN pvlan100 and also carry traffic for an

isolated VLAN that is part of primary VLAN pvlan400.

• Community port—Community ports communicate among themselves and with their

promiscuousports.Communityports serveonlyaselectgroupofusers.These interfaces

are separated at Layer 2 from all other interfaces in other communities or isolated

ports within their PVLAN.

• Isolated access port—Isolated ports have Layer 2 connectivity only with promiscuous

ports and PVLAN trunk ports—an isolated port cannot communicate with another

isolated port even if these two ports are members of the same isolated VLAN (or

interswitch isolatedVLAN)domain.Typically, a server, suchasamail serverorabackup

server, is connected on an isolated port. In a hotel, each roomwould typically be

connected on an isolated port, meaning that room-to-room communication is not

possible, but each room can access the Internet on the promiscuous port.
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• Promiscuous access port (not shown)—These ports carry untagged traffic. Traffic that

ingresses on a promiscuous access port is forwarded to all secondary VLAN ports on

the device. If traffic ingresses into the device on a VLAN-enabled port and egresses on

a promiscuous access port, the traffic is untagged on egress. If tagged traffic ingresses

on a promiscuous access port, the traffic is discarded.

• Interswitch link port—An interswitch link (ISL) port is a trunk port that connects two

routers when a PVLAN spans those routers. The ISL port is a member of all VLANs

within the PVLAN (that is, the primary VLAN, the community VLANs, and the isolated

VLAN).

Communicationbetweenan ISLport andan isolatedport is unidirectional. An ISLport’s

membership in the interswitch isolated VLAN is egress-only, meaning that incoming

traffic on the ISL port is never assigned to the isolated VLAN. An isolated port can

forwardpackets toaPVLANtrunkport, butaPVLANtrunkport cannot forwardpackets

to an isolated port. Table 64 on page 264 summarizes whether Layer 2 connectivity

exists between the different types of ports.

Table 63 on page 264 summarizes Layer 2 connectivity between the different types of

ports within a PVLAN on EX Series switches that support ELS.

Table 63: PVLAN Ports and Layer 2 Forwarding on EX Series switches that support ELS

To Inter-Switch Link
Port?

To Community
Ports?

To Promiscuous
Ports?To Isolated Ports?From Port Type

PermitDenyPermitDenyIsolated

PermitPermitPermitPermitPromiscuous

PermitPermitPermitDenyCommunity 1

Table 64: PVLAN Ports and Layer 2 Connectivity

Promiscuous
access

Isolated
AccessCommunity

Secondary
TrunkPVLAN Trunk

Promiscuous
TrunkPort Type

YesYesYesYesYesYesPromiscuous trunk

YesYesYes—same
community only

YesYesYesPVLAN trunk

YesNoYesNoYesYesSecondary Trunk

YesNoYes—same
community only

YesYesYesCommunity

YesNoNoNoYes—unidirectional
only

YesIsolated access

NoYesYesYesYesYesPromiscuousaccess
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Table65onpage265summarizeswhetheror not Layer 2 connectivity existsbetween the

different types of ports within a PVLAN.

Table 65: PVLAN Ports and Layer 2 Connectivity on EX Series Switches without ELS Support

RVIPVLAN TrunkIsolatedCommunityPromiscuous

Port Type

To: →

From:↓

YesYesYesYesYesPromiscuous

YesYesNoYes—same
community only

YesCommunity

YesYes

NOTE: This
communication is
unidirectional.

NoNoYesIsolated

YesYesYes

NOTE: This
communication is
unidirectional.

Yes—same
community only

YesPVLAN trunk

YesYesYesYesYesRVI

As noted in Table 65 on page 265, Layer 2 communication between an isolated port and

a PVLAN trunk port is unidirectional. That is, an isolated port can only send packets to a

PVLAN trunk port, and a PVLAN trunk port can only receive packets from an isolated

port. Conversely, a PVLAN trunk port cannot send packets to an isolated port, and an

isolated port cannot receive packets from a PVLAN trunk port.

NOTE: If you enable no-mac-learning on a primary VLAN, all isolated VLANs

(or the interswitch isolated VLAN) in the PVLAN inherit that setting. However,
if you want to disable MAC address learning on any community VLANs, you
must configure no-mac-learning on each of those VLANs.

Creating a PVLAN

The flowchart shown in Figure 7 on page 266 gives you a general idea of the process for

creating PVLANs. If you complete your configuration steps in the order shown, you will

not violate these PVLAN rules. (In the PVLAN rules, configuring the PVLAN trunk port

applies only to a PVLAN that spans multiple routers.)

• The primary VLANmust be a tagged VLAN.

• If you are going to configure a community VLAN ID, youmust first configure the primary

VLAN.
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• If you are going to configure an isolation VLAN ID, youmust first configure the primary

VLAN.

NOTE: Configuring a voice over IP (VoIP) VLAN on PVLAN interfaces is not
supported.

ConfiguringaVLANonasingle router is relatively simple, as shown inFigure 7onpage266.

Figure 7: Configuring a PVLAN on a Single Switch

Configuring a primary VLAN consists of these steps:

1. Configure the primary VLAN name and 802.1Q tag.

2. Set no-local-switching on the primary VLAN.

3. Configure the promiscuous trunk port and access ports.

4. Make the promiscuous trunk and access ports members of the primary VLAN.

Within a primary VLAN, you can configure secondary community VLANs or secondary

isolated VLANs or both. Configuring a secondary community VLAN consists of these

steps:

1. Configure a VLAN using the usual process.

2. Configure access interfaces for the VLAN.

3. Assign a primary VLAN to the community VLAN,

Isolated VLANs are created internally when the isolated VLAN has access interfaces as

members and the option no-local-switching is enabled on the primary VLAN.

802.1Q tags are required for interswitch isolated VLANs because IEEE 802.1Q uses an

internal tagging mechanism by which a trunking device inserts a 4-byte VLAN frame

identification tab into the packet header.
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Trunk ports are only needed formultirouter PVLAN configurations—the trunk port carries

traffic from the primary VLAN and all secondary VLANs.

Limitations of Private VLANs

The following constraints apply to private VLAN configurations:

• Anaccess interface canbelong toonly onePVLANdomain, that is, it cannotparticipate

in two different primary VLANs.

• A trunk interface can be amember of two secondary VLANs as long as the secondary

VLANs are in two different primary VLANs. A trunk interface cannot be amember of

two secondary VLANs that are in the same primary VLAN.

• A single region of Multiple Spanning Tree Protocol (MSTP)must be configured on all

VLANs that are included within the PVLAN.

• VLAN Spanning Tree Protocol (VSTP) is not supported.

• IGMP snooping is not supported with private VLANs.

• Routed VLAN interfaces are not supported on private VLANs

• Routing between secondary VLANs in the same primary VLAN is not supported.

• Some configuration statements cannot be specified on a secondary VLAN. You can

configure the following statements at the [edit vlans vlan-name switch-options]

hierarchy level only on the primary PVLAN.

• If you want to change a primary VLAN to be a secondary VLAN, youmust first change

it to a normal VLAN and commit the change. For example, you would follow this

procedure:

1. Change the primary VLAN to be a normal VLAN.

2. Commit the configuration.

3. Change the normal VLAN to be a secondary VLAN.

4. Commit the configuration.

Follow the same sequence of commits if you want to change a secondary VLAN to be

a primary VLAN. That is, make the secondary VLAN a normal VLAN and commit that

change and then change the normal VLAN to be a primary VLAN.

The following features are not supported on PVLANs on Junos switches with support for

the ELS configuration style:

• DHCP security features (DHCP snooping, dynamic ARP inspection, IP source guard)

• Egress VLAN firewall filters

• Ethernet ring protection (ERP)

• Flexible VLAN tagging
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• global-mac-statistics

• Integrated routing and bridging (IRB) interface

• Multicast snooping or IGMP snooping

• Multichassis link aggregation groups (MC-LAGs)

• Port mirroring

• Q-in-Q tunneling

• VLAN Spanning Tree Protocol (VSTP)

• Voice over IP (VoIP)

You can configure the following statements at the [edit vlans vlan-name switch-options]

hierarchy level only on the primary PVLAN:

• mac-table-size

• no-mac-learning

• mac-statistics

• interface-mac-limit

Related
Documentation

Understanding Bridging and VLANs on Switches on page 132•

Understanding PVLAN Traffic Flows AcrossMultiple Switches

This topic illustrates and explains three different traffic flows on a sample multiswitch

network configured with a private VLAN (PVLAN). PVLANs restrict traffic flows through

their member switch ports (which are called “private ports”) so that they communicate

only with a specific uplink trunk port or with specified ports within the same VLAN.

This topic describes:

• Community VLAN Sending Untagged Traffic on page 268

• Isolated VLAN Sending Untagged Traffic on page 269

• PVLAN Tagged Traffic Sent on a Promiscuous Port on page 270

Community VLAN Sending Untagged Traffic

In this scenario, aVLAN inCommunity-1 ofSwitch 1at interfacege-0/0/0sendsuntagged

traffic. The arrows in Figure 8 on page 269 represent this traffic flow.
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Figure 8: Community VLAN Sends Untagged Traffic

In this scenario, the following activity takes place on Switch 1:

• Community-1 VLAN on interface ge-0/0/0: Learning

• pvlan100 on interface ge-0/0/0: Replication

• Community-1 VLAN on interface ge-0/0/12: Receives traffic

• PVLAN trunk port: Traffic exits from ge-1/0/2 and from ae0 with tag 10

• Community-2: Interface receives no traffic

• Isolated VLANs: Interfaces receive no traffic

In this scenario, this activity takes place on Switch 3:

• Community-1 VLAN on interface ge-0/0/23 (PVLAN trunk): Learning

• pvlan100 on interface ge-0/0/23: Replication

• Community-1 VLAN on interface ge-0/0/9 and ge-0/0/16: Receives traffic

• Promiscuous trunk port: Traffic exits from ge-0/0/0 with tag 100

• Community-2: Interface receives no traffic

• Isolated VLANs: Interfaces receive no traffic

Isolated VLAN Sending Untagged Traffic

In this scenario, isolated VLAN1 on Switch 1 at interface ge-1/0/0 sends untagged traffic.

The arrows in Figure 9 on page 270 represent this traffic flow.
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Figure 9: Isolated VLAN Sends Untagged Traffic

In this scenario, the following activity takes place on Switch 1:

• Isolated VLAN1 on interface ge-1/0/0: Learning

• pvlan100 on interface ge-1/0/0: Replication

• Traffic exits from pvlan-trunk ge-1/0/2 and ae0 with tag 50

• Community-1 and Community-2: Interfaces receive no traffic

• Isolated VLANs: Interfaces receive no traffic

In this scenario, this activity takes place on Switch 3:

• VLAN on interface ge-0/0/23 (PVLAN trunk port): Learning

• pvlan100 on interface ge0/0/23: Replication

• Promiscuous trunk port: Traffic exits from ge-0/0/0 with tag 100

• Community-1 and Community-2: Interfaces receive no traffic

• Isolated VLANs: Receive no traffic

PVLAN Tagged Traffic Sent on a Promiscuous Port

In this scenario, PVLAN tagged traffic is sent on a promiscuous port. The arrows in

Figure 10 on page 271 represent this traffic flow.
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Figure 10: PVLAN Tagged Traffic Sent on a Promiscuous Port

In this scenario, the following activity takes place on Switch 1:

• pvlan100 VLAN on interface ae0 (PVLAN trunk): Learning

• Community-1, Community-2, and all isolated VLANs on interface ae0: Replication

• VLAN on interface ae0: Replication

• Traffic exits from pvlan-trunk ge-1/0/2 with tag 100

• Community-1 and Community-2: Interfaces receive traffic

• Isolated VLANs: Receive traffic

In this scenario, this activity takes place on Switch 3:

• pvlan100 on interface ge-0/0/0: Learning

• Community-1, Community-2andall isolatedVLANson interfacege-0/0/0:Replication

• VLAN on interface ge-0/0/0: Replication

• Community-1 and Community-2: Interfaces receive traffic

• Isolated VLANs: Receive traffic

Understanding Secondary VLAN Trunk Ports and Promiscuous Access Ports on PVLANs

VLANs limit broadcasts to specified users. Private VLANs (PVLANs) take this concept a

step further by splitting a VLAN into multiple broadcast subdomains and essentially

putting secondary VLANs inside a primary VLAN. PVLANs restrict traffic flows through

their member ports so that these ports communicate only with a specified uplink trunk

port or with specified ports within the same VLAN. The uplink trunk port is usually

connected to a router, firewall, server, or provider network. A PVLAN typically contains

many private ports that communicate only with a single uplink, thereby preventing the

ports from communicating with each other.

Secondary trunkportsandpromiscuousaccessports extend the functionality ofPVLANs

for use in complex deployments, such as:
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• Enterprise VMWare Infrastructure environments

• Multitenant cloud services with VMmanagement

• Web hosting services for multiple customers

For example, youcanusesecondaryVLANtrunkports toconnectQFXdevices toVMware

servers that are configured with private VLANs. You can use promiscuous access ports

to connect QFX devices to systems that do not support trunk ports but do need to

participate in private VLANs.

This topic explains the following concepts regarding PVLANs on the QFX Series:

• PVLAN Port Types on page 272

• Secondary VLAN Trunk Port Details on page 273

• Use Cases on page 274

PVLAN Port Types

PVLANs can use the following different port types:

• Promiscuous trunk port—A promiscuous port is an upstream trunk port connected to

a router, firewall, server, orprovidernetwork.Apromiscuous trunkport cancommunicate

with all interfaces, including the isolated and community ports within a PVLAN.

• PVLANtrunkport—APVLANtrunkport is required inmultiswitchPVLANconfigurations

tospan theswitches.ThePVLANtrunkport isamemberofallVLANswithin thePVLAN

(that is, the primary VLAN, the community VLANs, and the interswitch isolatedVLAN),

and it carries traffic from the primary VLAN and all secondary VLANs. It can

communicate with all ports.

Communication between a PVLAN trunk port and an isolated port is usually

unidirectional. A PVLAN trunk port’s membership in the interswitch isolated VLAN is

egress-only,meaning that an isolated port can forward packets to a PVLAN trunk port,

butaPVLANtrunkportdoesnot forwardpackets toan isolatedport (unless thepackets

ingressed on a promiscuous access port and are therefore being forwarded to all the

secondary VLANs in the same primary VLAN as the promiscuous port).

• SecondaryVLANtrunkport—SecondaryVLANtrunkports carry secondaryVLANtraffic.

For a given private (primary) VLAN, a secondary VLAN trunk port can carry traffic for

only one secondary VLAN. However, a secondary VLAN trunk port can carry traffic for

multiple secondary VLANs as long as each secondary VLAN is amember of a different

primary VLAN. For example, a secondary VLAN trunk port can carry traffic for a

community VLAN that is part of primary VLAN pvlan100 and also carry traffic for an

isolated VLAN that is part of primary VLAN pvlan400.

NOTE: When traffic egresses from a secondary VLAN trunk port, it normally
carries the tag of the primary VLAN that the secondary port is a member
of. If you want traffic that egresses from a secondary VLAN trunk port to
retain its secondary VLAN tag, use theextend-secondary-vlan-idstatement.
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• Community port—Community ports communicate among themselves and with their

promiscuousports.Communityports serveonlyaselectgroupofusers.These interfaces

are separated at Layer 2 from all other interfaces in other communities or isolated

ports within their PVLAN.

• Isolated access port—Isolated ports have Layer 2 connectivity only with promiscuous

portsandPVLANtrunkports.An isolatedaccessport cannotcommunicatewithanother

isolated port even if these two ports are members of the same isolated VLAN.

• Promiscuous access port—These ports carry untagged traffic and can be amember

of only one primary VLAN. Traffic that ingresses on a promiscuous access port is

forwarded to the ports of the secondaryVLANs that aremembers of the primaryVLAN

that the promiscuous access port is a member of. In this case, the traffic carries the

appropriate secondary VLAN tag when it egresses from the secondary VLAN port if

the secondary VLAN port is a trunk port. If traffic ingresses on a secondary VLAN port

and egresses on a promiscuous access port, the traffic is untagged on egress. If tagged

traffic ingresses on a promiscuous access port, the traffic is discarded.

Secondary VLAN Trunk Port Details

When using a secondary VLAN trunk port, be aware of the following:

• Youmust configure an isolation VLAN ID for each primary VLAN that the secondary

VLAN trunk port will participate in. This is true even if the secondary VLANs that the

secondary VLAN trunk port will carry are confined to a single device.

• If you configure a port to be a secondary VLAN trunk port for a given primary VLAN,

you can also configure the same physical port to be any of the following:

• Secondary VLAN trunk port for another primary VLAN

• PVLAN trunk for another primary VLAN

• Promiscuous trunk port

• Access port for a non-private VLAN

• Traffic that ingresses on a secondary VLAN trunk port (with a secondary VLAN tag)

and egresses on a PVLAN trunk port retains the secondary VLAN tag on egress.

• Traffic that ingresses on a secondary VLAN trunk port and egresses on a promiscuous

trunk port has the appropriate primary VLAN tag on egress.

• Traffic that ingresses on a secondary VLAN trunk port and egresses on a promiscuous

access port is untagged on egress.

• Traffic that ingressesonapromiscuous trunkportwithaprimaryVLANtagandegresses

ona secondaryVLAN trunkport carries the appropriate secondaryVLAN tagonegress.

For example, assume that you have configured the following on a switch:

• Primary VLAN 100

• Community VLAN 200 as part of the primary VLAN

• Promiscuous trunk port

• Secondary trunk port that carries community VLAN 200
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If a packet ingresses on the promiscuous trunk port with primary VLAN tag 100 and

egresses on the secondary VLAN trunk port, it carries tag 200 on egress.

Use Cases

On the same physical interface, you can configure multiple secondary VLAN trunk ports

(in different primary VLANs) or combine a secondary VLAN trunk port with other types

of VLAN ports. The following use cases provide examples of doing this and show how

traffic would flow in each case:

• Secondary VLAN Trunks In Two Primary VLANS on page 274

• Secondary VLAN Trunk and Promiscuous Trunk on page 276

• Secondary VLAN Trunk and PVLAN Trunk on page 277

• Secondary VLAN Trunk and Non-Private VLAN Interface on page 278

• Traffic Ingressing on Promiscuous Access Port on page 279

Secondary VLAN Trunks In Two Primary VLANS

For this use case, assume you have two switches with the following configuration:

• Primary VLAN pvlan100 with tag 100.

• Isolated VLAN isolated200with tag 200 is a member of pvlan100.

• Community VLAN comm300with tag 300 is a member of pvlan100.

• Primary VLAN pvlan400with tag 400.

• Isolated VLAN isolated500with tag 500 is a member of pvlan400.

• Community VLAN comm600with tag 600 is a member of pvlan400.

• Interface xe-0/0/0 on Switch 1 connects to a VMware server (not shown) that is

configured with the private VLANs used in this example. This interface is configured

with secondary VLAN trunk ports to carry traffic for secondary VLAN comm600 and

the isolated VLAN (tag 200) that is a member of pvlan100.

• Interface xe-0/0/0 on Switch 2 is shown configured as a promiscuous trunk port or

promiscuous access port. In the latter case, you can assume that it connects to a

system(not shown) thatdoesnot support trunkportsbut is configuredwith theprivate

VLANs used in this example.

• On Switch 1, xe-0/0/6 is a member of comm600 and is configured as a trunk port.

• On Switch 2, xe-0/0/6 is amember of comm600 and is configured as an access port.

Figure 11 on page 275 shows this topology and how traffic for isolated200and comm600

would flow after ingressing on xe-0/0/0 on Switch 1. Note that traffic would flow only

where the arrows indicate. For example, there are no arrows for interfaces xe-0/0/2,

xe-0/0/3, andxe-0/0/5onSwitch 1becausenopacketswouldegresson those interfaces.
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Figure 11: Two Secondary VLAN Trunk Ports on One Interface
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Here is the traffic flow for VLAN isolated200:

1. After traffic for isolated200 ingresses on the secondary VLAN trunk port on Switch 1,

it egresses on the PVLAN trunk port because the PVLAN trunk port is amember of all

the VLANs. The packets keep the secondary VLAN tag (200) when egressing.

2. After traffic for isolated200 ingresses on the secondary VLAN trunk port on Switch 2,

it egresses on xe-0/0/0, which is configured as a promiscuous trunk port or

promiscuous access port.

• If xe-0/0/0 on Switch 2 is configured as a promiscuous trunk port, the packets

egress on this port with the primary VLAN tag (100).

• If xe-0/0/0 on Switch 2 is configured as a promiscuous access port, the packets

egress on this port untagged.

Note that traffic for VLAN isolated200 does not egress on isolated access port xe-0/0/2

on Switch 1 or secondary VLAN trunk port xe-0/0/2 on Switch 2 even though these two

ports are members of the same isolated VLAN.

Here is the traffic flow for VLAN comm600:

1. After traffic for comm600 ingresses on the secondary VLAN trunk port on Switch 1,

it egresses on the PVLAN trunk port because the PVLAN trunk port is amember of all

the VLANs. The packets keep the secondary VLAN tag (600) when egressing.

2. Traffic for comm600 also egresses on community port xe-0/0/6 on Switch 1. The

traffic is tagged because the port is configured as a trunk.

3. After traffic for comm600 ingresses on the PVLAN trunk port on Switch 2, it egresses

on xe-0/0/0, if this interface is configured as a promiscuous trunk port.
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NOTE: If xe-0/0/0 on Switch 2 is configured as a promiscuous access
port, the port can participate in only one primary VLAN. In this case, the
promiscuous access port is part of pvlan100, so traffic for comm600 does
not egress from it

4. Traffic for comm600 also egresses on community port xe-0/0/6 on Switch 2. In this

case, the traffic is untagged because the port mode is access.

Secondary VLAN Trunk and Promiscuous Trunk

For this use case, assume you have two switches configured with the same ports and

VLANs as in the previous use case, with one exception: In this case, xe-0/0/0 on Switch

1 is configured as a secondary VLAN trunk port for VLAN pvlan100 and is also configured

as a promiscuous trunk port for pvlan400.

Figure 12 on page 276 shows this topology and how traffic for isolated200 (member of

pvlan100) and comm600 (member of pvlan400)would flow after ingressing on Switch

1.

Figure 12: Secondary VLAN Trunk and Promiscuous Trunk on One Interface
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The traffic flow for VLAN isolated200 is the same as in the previous use case, but the

flow for comm600 is different. Here is the traffic flow for VLAN comm600:

1. After traffic for comm600 ingresses on community VLAN port xe-0/0/6 on Switch

1, it egresses on promiscuous trunk port xe-0/0/0 on Switch 1. In this case it carries

the primary VLAN tag (400).

2. Traffic for comm600 also egresses on the PVLAN trunk port because the PVLAN

trunk port is a member of all the VLANs. The packets keep the secondary VLAN tag

(600) when egressing.
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3. After traffic for comm600 ingresses on the PVLAN trunk port on Switch 2, it egresses

on xe-0/0/0, if this interface is configured as a promiscuous trunk port.

It does not egress on xe-0/0/0 if this interface is configured as a promiscuous access

port because the port can participate only in pvlan100.

4. Traffic for comm600 also egresses on community port xe-0/0/6 on Switch 2.

Secondary VLAN Trunk and PVLAN Trunk

For this use case, assume you have two switches configured with the same ports and

VLANs as in the previous use cases except that xe-0/0/0 on Switch 1 is configured as a

secondary VLAN trunk port for VLAN pvlan100 and is also configured as a PVLAN trunk

port for pvlan400.

Figure 13 on page 277 shows this topology and how traffic for comm300 (member of

pvlan100) and comm600 (member of pvlan400)would flow after ingressing on Switch

1.

Figure 13: Secondary VLAN Trunk and PVLAN Trunk on One Interface
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Here is the traffic flow for VLAN comm300:

1. After traffic for comm300 ingresses on community port xe-0/0/3 on Switch 1, it

egresses on PVLAN trunk port xe-0/0/1 because that PVLAN trunk port is a member

of all the VLANs. The packets keep the secondary VLAN tag (300) when egressing.

NOTE: Traffic for comm300 does not egress on xe-0/0/0 because the
secondary VLAN trunk port on this interface carries isolated200, not
comm300.
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2. After traffic for comm300 ingresses on the PVLAN trunk port on Switch 2, it egresses

on xe-0/0/0, which is configured as a promiscuous trunk port or promiscuous access

port.

• If xe-0/0/0 on Switch 2 is configured as a promiscuous trunk port, the packets

egress on this port with the primary VLAN tag (100).

• If xe-0/0/0 on Switch 2 is configured as a promiscuous access port, the packets

egress on this port untagged.

3. Traffic for comm300 also egresses on community port xe-0/0/3 on Switch 2.

Here is the traffic flow for VLAN comm600:

1. After traffic for comm600 ingresses on the PVLAN port xe-0/0/0 on Switch 1, it

egresseson thecommunityport xe-0/0/6onSwitch 1. Thepacketskeep thesecondary

VLAN tag (600) when egressing because xe-0/0/6 is a trunk port.

2. Traffic for comm600alsoegressesonPVLANtrunkport xe-0/0/1because thatPVLAN

trunk port is a member of all the VLANs. The packets keep the secondary VLAN tag

(600) when egressing.

3. After traffic for comm600 ingresses on the PVLAN trunk port on Switch 2, it egresses

on xe-0/0/0, if this interface is configured as a promiscuous trunk port.

It does not egress on xe-0/0/0 if this interface is configured as a promiscuous access

port because the port can participate only in pvlan100.

4. Traffic for comm600 also egresses on community port xe-0/0/6 on Switch 2. This

traffic is untagged on egress because xe-0/0/6 is an access port.

Secondary VLAN Trunk and Non-Private VLAN Interface

For this use case, assume you have two switches configured with the same ports and

VLANs as in the previous use cases except for these differences:

• Configuration for xe-0/0/0 on Switch 1:

• Secondary VLAN trunk port for VLAN pvlan100

• Access port for vlan700

• Port xe-0/0/6 on both switches is an access port for vlan700.

Figure 14 on page 279 shows this topology and how traffic for isolated200 (member of

pvlan100) and vlan700 would flow after ingressing on Switch 1.
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Figure 14: Secondary VLAN Trunk and Non-Private VLAN Port on One Interface
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Here is the traffic flow for VLAN isolated200:

1. After traffic for isolated200 ingresses on the secondary VLAN trunk port on Switch 1,

it egresses on thePVLAN trunk port. The packets keep the secondary VLAN tag (200)

when egressing.

2. After traffic for isolated200 ingresseson thePVLAN trunkport onSwitch 2, it egresses

on xe-0/0/0, which is configured as a promiscuous trunk port or promiscuous access

port.

• If xe-0/0/0 on Switch 2 is configured as a promiscuous trunk port, the packets

egress on this port with the primary VLAN tag (100).

• If xe-0/0/0 on Switch 2 is configured as a promiscuous access port, the packets

egress on this port untagged.

Note that traffic for VLAN isolated200 does not egress on isolated access port xe-0/0/2

on Switch 1 or secondary VLAN trunk port xe-0/0/2 on Switch 2 even though these two

ports are members of the same isolated VLAN.

After traffic for vlan700 ingresses on the access port configured on xe-0/0/0 on Switch

1, it egresses on access port xe-0/0/6 because that port is amember of the same VLAN.

Traffic for vlan700 is not forwarded to Switch 2 (even though xe-0/0/6 on Switch 2 is

a member of vlan700) because the PVLAN trunk on xe-0/0/1 does not carry this VLAN.

Traffic Ingressing on Promiscuous Access Port

For this use case, assume you have two switches configured with the same ports and

VLANs as in the previous use case except that xe-0/0/0 on Switch 1 is configured as a

promiscuous access port and is amember of pvlan100. Figure 15 on page 280 shows this

topology and how untagged traffic would flow after ingressing through this interface on

Switch 1.
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Figure 15: Traffic Ingressing on Promiscuous Access Port
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As the figure shows, untagged traffic that ingresses on a promiscuous access port is

forwarded to all the secondary VLANports that aremembers of the same primary VLAN

that thepromiscuousaccessport is amemberof. The traffic is untaggedwhen it egresses

from access ports and tagged on egress from a trunk port (xe-0/0/2 on Switch 2).

Related
Documentation

Understanding Egress Firewall Filters with PVLANs•

Using 802.1X Authentication and Private VLANs Together on the Same Interface

• Understanding Using 802.1X Authentication and PVLANs Together on the Same

Interface on page 280

• ConfigurationGuidelines forCombining802.1XAuthenticationwithPVLANsonpage281

• Example: Configuring 802.1X Authentication with Private VLANs in One

Configuration on page 281

Understanding Using 802.1X Authentication and PVLANs Together on the Same
Interface

You can now configure both 802.1X authentication and private VLANs (PVLANs) on the

same interface.

IEEE 802.1X authentication provides network edge security, protecting Ethernet LANs

from unauthorized user access by blocking all traffic to and from a supplicant (client) at

the interface until the supplicant's credentials are presented andmatched on the

authentication server (a RADIUS server).

PrivateVLANs (PVLANs) provide Layer 2 isolation betweenportswithin aVLAN, splitting

a broadcast domain intomultiple discrete broadcast subdomains by creating secondary

VLANs. PVLANs are useful for restricting the flow of broadcast and unknown unicast

traffic and for limiting the communication between known hosts.
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Ona switch that is configuredwith both 802.1X authentication andPVLANs,when a new

device is attached to thePVLANnetwork, thedevice is authenticatedand then is assigned

to a secondary VLAN based on the PVLAN configuration or RADIUS profile. The device

then obtains an IP address and is given access to the PVLAN network.

NOTE: This document does not provide detailed information about 802.1X
authentication or private VLANs. For those details, see the feature
documentation that is specific to those individual features. For 802.1X, see
User Access and Authentication Feature Guide. For PVLANs, see Ethernet

Switching Feature Guide.

Configuration Guidelines for Combining 802.1X Authentication with PVLANs

Keep the following guidelines and limitations in mind for configuring these two features

on the same interface:

• You cannot configure an 802.1X-enabled interface as a promiscuous interface (an

interface that is a member of the primary VLAN by configuration) or as an

interswitch-link (ISL) interface.

• Multiple users cannot be authenticated over different VLANs belonging to the same

PVLAN domain on a logical interface—for example, if interface ge-0/0/0 is configured

as supplicantmultipleandclientsC1andC2areauthenticatedandareaddedtodynamic

VLANsV1andV2, respectively, thenV1andV2mustbelong todifferentPVLANdomains.

• If theVoIPVLANand thedataVLANaredifferent, those twoVLANsmustbe indifferent

PVLAN domains.

• WhenPVLANmembership is changed(that is, an interface is reconfigured inadifferent

PVLAN), clients must be reauthenticated.

Example: Configuring 802.1X Authentication with Private VLANs in One
Configuration

• Requirements on page 281

• Overview on page 281

• Configuring802.1XAuthenticationwithPrivateVLANs inOneConfigurationonpage282

• Verification on page 284

Requirements

• Junos OS Release 18.2R1 or later

• EX2300, EX3400, or EX4300 switch

Before you begin, specify the RADIUS server or servers to be used as the authentication

server. See Specifying RADIUS Server Connections on Switches (CLI Procedure).

Overview

The following configuration section shows the access profile configuration, the 802.1X

authentication configuration, and finally the VLANs (including PVLANs) configuration.
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Configuring 802.1X Authentication with Private VLANs in One Configuration

CLI Quick
Configuration

[edit]
set access radius-server 10.20.9.199 port 1812
set access radius-server 10.20.9.199 secret "$9$Lqa7dsaZjP5F245Fn/0OX7-V24JGDkmf"
set access profile dot1x-auth authentication-order radius
set access profile authp authentication-order radius
set access profile authp radius authentication-server 10.204.96.165
set switch-options voip interface ge-0/0/8.0 vlan voip
set interfaces ge-0/0/8 unit 0 family ethernet-switching interface-mode access
set interfaces ge-0/0/8 unit 0 family ethernet-switching vlan members data
set protocols dot1x authenticator authentication-profile-name authp
set protocols dot1x authenticator interface ge-0/0/8.0 supplicant multiple
set protocols dot1x authenticator interface ge-0/0/8.0 mac-radius
set vlans community vlan-id 20
set vlans community private-vlan community
set vlans community-one vlan-id 30
set vlans community-one private-vlan community
set vlans isolated vlan-id 200
set vlans isolated private-vlan isolated
set vlans pvlan vlan-id 2000
set vlans pvlan isolated-vlan isolated
set vlans pvlan community-vlans [community community-one]
set vlans data vlan-id 43
set vlans voip vlan-id 33

Step-by-Step
Procedure

To configure 802.1X authentication and PVLANs in one configuration:

Configure the access profile:1.

[edit access]
set radius-server 10.20.9.199 port 1812
set radius-server 10.20.9.199 secret "$9$Lqa7dsaZjP5F245Fn/0OX7-V24JGDkmf"
set profile dot1x-auth authentication-order radius
set profile authp authentication-order radius
set profile authp radius authentication-server 10.204.96.165
[edit switch-options]
set voip interface ge-0/0/8.0 vlan voip

NOTE: The configured VoIP VLAN cannot be a PVLAN (primary,
community, or isolated).

2. Configure the 802.1X settings:

[edit interfaces]
set ge-0/0/8 unit 0 family ethernet-switching interface-mode access
set ge-0/0/8 unit 0 family ethernet-switching vlanmembers data
[edit protocols]
set dot1x authenticator authentication-profile-name authp
set dot1x authenticator interface ge-0/0/8.0 supplicantmultiple
set dot1x authenticator interface ge-0/0/8.0mac-radius
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NOTE: The configured data VLAN could also be a community VLAN or
an isolated VLAN.

3. Configure the VLANs (including the PVLANs):

[edit vlans]
set community vlan-id 20
set community private-vlan community
set community-one vlan-id 30
set community-one private-vlan community
set isolated vlan-id 200
set isolated private-vlan isolated
set pvlan vlan-id 2000
set pvlan isolated-vlan isolated
set pvlan community-vlans [community community-one]
set data vlan-id 43
set voip vlan-id 33

Results From configuration mode, confirm your configuration by entering the following show

commands on the switch. If the output does not display the intended configuration,

repeat the instructions in this example to correct the configuration.

user@switch# show access
radius-server {

10.20.9.199 {
port 1812;
secret "$9$Lqa7dsaZjP5F245Fn/0OX7-V24JGDkmf"; ## SECRET-DATA

}
}
profile dot1x-auth {

authentication-order radius;
}
profile authp {

authentication-order radius;
radius {

authentication-server 10.204.96.165;
}

}
user@switch# show interfaces
ge-0/0/8 {

unit 0 {
family ethernet-switching {

interface-mode access;
vlan {

members data;
}

}
}

}
user@switch# show protocols
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dot1x {
authenticator {

authentication-profile-name authp;
interface {

ge-0/0/8.0 {
supplicant multiple;
mac-radius;

}
}

}
}
user@switch# show switch-options
voip {

interface ge-0/0/8.0 {
vlan voip;

}
}
user@switch# show vlans
community {

vlan-id 20;
private-vlan community;

}
community-one {

vlan-id 30;
private-vlan community;

}
data {

vlan-id 43;
}
isolated {

vlan-id 200;
private-vlan isolated;

}
pvlan {

vlan-id 2000;
isolated-vlan isolated;
community-vlans [community community-one];

}
voip {

vlan-id 33;
}

Verification

• Verify That Client MAC Addresses Are Learned on the Primary VLAN on page 284

• Verify That the Primary VLAN Is an Authenticated VLAN on page 285

Verify That Client MAC Addresses Are Learned on the Primary VLAN

Purpose Show that a client MAC address has been learned on the primary VLAN.
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Action user@switch> show ethernet-switching table

MAC flags (S - static MAC, D - dynamic MAC, L - locally learned, P - Persistent 
static, C - Control MAC, SE - statistics enabled, NM - non configured MAC, R - 
remote PE MAC, O - ovsdb MAC)
Ethernet switching table : 1 entries, 1 learned
Routing instance : default-switch
    Vlan        MAC                MAC    Age  Logical      NH     RTR 
    name        address            flags       interface    Index  ID
    pvlan       00:30:48:8C:66:BD  D      -    ge-0/0/8.0   0      0     

Verify That the Primary VLAN Is an Authenticated VLAN

Purpose Show that the primary VLAN is shown as an authenticated VLAN.

Action user@switch> show dot1x interface ge-0/0/8.0 detail

ge-0/0/8.0
  Role: Authenticator
  Administrative state: Auto
  Supplicant mode: Multiple
  Number of retries: 3
  Quiet period: 60 seconds
  Transmit period: 30 seconds
  Mac Radius: Enabled
  Mac Radius Strict: Disabled
  Reauthentication: Enabled Reauthentication interval: 40 seconds
  Supplicant timeout: 30 seconds
  Server timeout: 30 seconds
  Maximum EAPOL requests: 1
  Guest VLAN member: <not configured>
  Number of connected supplicants: 1
    Supplicant: user5, 00:30:48:8C:66:BD
      Operational state: Authenticated
      Authentication method: Radius
      Authenticated VLAN: pvlan
      Reauthentication due in 17 seconds

Putting Access Port Security on Private VLANs

• Understanding Access Port Security on PVLANs on page 285

• Configuration Guidelines for Putting Access Port Security Features on

PVLANs on page 287

• Example: Configuring Access Port Security on a PVLAN on page 287

Understanding Access Port Security on PVLANs

You can now enable access port security features, such as DHCP snooping, on private

VLANs (PVLANs).

For security reasons, it is often useful to restrict the flow of broadcast and unknown

unicast traffic and to even limit the communication between known hosts. The PVLAN
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feature allows you to split a broadcast domain into multiple isolated broadcast

subdomains, essentially putting a VLAN inside a VLAN.

Ethernet LANs are vulnerable to attacks such as address spoofing (forging) and Layer 2

denial of service (DoS) on network devices. The following access port security features

help protect your device against losses of information and productivity that such attacks

can cause, and you can now configure these security features on a PVLAN:

• DHCP snooping—Filters and blocks ingressDHCP servermessages on untrusted ports.

DHCP snooping builds andmaintains a database of DHCP lease information, which is

called the DHCP snooping database.

• DHCPv6 snooping—DHCP snooping for IPv6.

• DHCP option 82—Also known as the DHCP Relay Agent Information option. Helps

protect the switchagainst attacks suchas spoofingof IPaddressesandMACaddresses

and DHCP IP address starvation. Option 82 provides information about the network

location of a DHCP client. The DHCP server uses this information to implement IP

addresses or other parameters for the client.

• DHCPv6 options:

• Option 37—Remote ID option for DHCPv6; inserts information about the network

location of the remote host into DHCPv6 packets.

• Option 18—Circuit ID option for DHCPv6; inserts information about the client port

into DHCPv6 packets.

• Option 16—Vendor ID option for DHCPv6; inserts information about the vendor of

the client hardware into DHCPv6 packets.

• DynamicARP inspection (DAI)—PreventsAddressResolutionProtocol (ARP)spoofing

attacks. ARP requests and replies are compared against entries in the DHCP snooping

database, and filtering decisions are made on the basis of the results of those

comparisons.

• IP source guard—Mitigates the effects of IP address spoofing attacks on the Ethernet

LAN; validates the source IP address in the packet sent from an untrusted access

interface against the DHCP snooping database. If the packet cannot be validated, it is

discarded.

• IPv6 source guard—IP source guard for IPv6.

• IPv6neighbordiscovery inspection—Prevents IPv6address spoofingattacks; compares

neighbor discovery requests and replies against entries in the DHCPv6 snooping

database, and filtering decisions are made on the basis of the results of those

comparisons.

NOTE: This document does not provide detailed information about access
port security features or PVLANs. For those details, see the feature
documentation that is specific to those individual features. For access port
security, see Security Services Administration Guide. For PVLANs, see Ethernet

Switching Feature Guide.
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Configuration Guidelines for Putting Access Port Security Features on PVLANs

Keep the following guidelines and limitations inmind for configuring access port security

features on PVLANs:

• Youmust apply the same access port security features on both the primary vlan and

all its secondary VLANs.

• A PVLAN can have only one integrated routing and bridging (IRB) interface, and the

IRB interface must be on the primary VLAN.

• A trunk port cannot be configured as an untrusted port on an EX4300 switch.

• Limitations on access port security configurations on PVLANs are the same as those

for access port security features configurations that are not in PVLANs. See the access

port security documentation at Security Services Administration Guide.

Example: Configuring Access Port Security on a PVLAN

• Requirements on page 287

• Overview on page 287

• Configuring Access Port Security on a PVLAN on page 288

• Verification on page 294

Requirements

• Junos OS Release 18.2R1 or later

• EX4300 switch

Overview

The following configuration section shows:

• Configuration of a private VLAN, with the primary VLAN (vlan-pri) and its three

secondary VLANs—community VLANs (vlan-hr and vlan-finance) and isolated VLAN

(vlan-iso).

• Configuration of the interfaces that are used to send communications between the

interfaces on those VLANs.
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• Configuration of access security features on the primary and secondary VLANs that

make up the PVLAN.

Finance
Community

HR
Community Isolated

Domain

g0
20

91
1

Router

ge-1/0/0ge-0/0/0

Primary VLAN
Trunk Ports

ge-0/0/15

Backup server

Mail server

ge-0/0/16ge-0/0/11

ge-0/0/12

ge-0/0/13

ge-0/0/14

Table 66 on page 288 lists the settings for the example topology.

Table 66: Components of the Topology for Configuring a PVLANwith Access Port Security Features

DescriptionInterface

Primary VLAN (vlan1-pri) trunk interfacege-0/0/0.0

User 1, HR Community (vlan-hr)ge-0/0/11.0

User 2, HR Community (vlan-hr)ge-0/0/12.0

User 3, Finance Community (vlan-finance)ge-0/0/13.0

User 4, Finance Community (vlan-finance)ge-0/0/14.0

Mail server, Isolated (vlan-iso)ge-0/0/15.0

Backup server, Isolated (vlan-iso)ge-0/0/16.0

Primary VLAN (vlan-pri) trunk interfacege-1/0/0.0

Configuring Access Port Security on a PVLAN

CLI Quick
Configuration

set vlans vlan-pri vlan-id 100
set vlans vlan-hr private-vlan community vlan-id 200
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set vlans vlan-finance private-vlan community vlan-id 300
set vlans vlan-iso private-vlan isolated vlan-id 400
set vlans vlan-pri community-vlan vlan-hr
set vlans vlan-pri community-vlan vlan-finance
set vlans vlan-pri isolated-vlan vlan-iso
set interfaces ge-0/0/11 unit 0 family ethernet-switching interface-mode access vlan
members vlan-hr

set interfaces ge-0/0/12 unit 0 family ethernet-switching interface-mode trunk vlan
members vlan-hr

set interfaces ge-0/0/13 unit 0 family ethernet-switching interface-mode access vlan
members vlan-finance

set interfaces ge-0/0/14 unit 0 family ethernet-switching interface-mode trunk vlan
members vlan-finance

set interfaces ge-0/0/15 unit 0 family ethernet-switching interface-mode access vlan
members vlan-iso

set interfaces ge-0/0/16 unit 0 family ethernet-switching interface-mode access vlan
members vlan-iso

set interfaces ge-0/0/0 unit 0 family ethernet-switching interface-mode trunk vlan
members vlan-pri

set interfaces ge-1/0/0 unit 0 family ethernet-switching interface-mode trunk vlan
members vlan-pri

set vlans vlan-pri forwarding-options dhcp-security arp-inspection
set vlans vlan-pri forwarding-options dhcp-security ip-source-guard
set vlans vlan-pri forwarding-options dhcp-security ipv6-source-guard
set vlans vlan-pri forwarding-options dhcp-security neighbor-discovery-inspection
set vlans vlan-pri forwarding-options dhcp-security option-82
set vlans vlan-pri forwarding-options dhcp-security dhcpv6-options option-16
set vlans vlan-pri forwarding-options dhcp-security dhcpv6-options
light-weight-dhcpv6-relay

set vlans vlan-hr forwarding-options dhcp-security arp-inspection
set vlans vlan-hr forwarding-options dhcp-security ip-source-guard
set vlans vlan-hr forwarding-options dhcp-security ipv6-source-guard
set vlans vlan-hr forwarding-options dhcp-security neighbor-discovery-inspection
set vlans vlan-hr forwarding-options dhcp-security option-82
set vlans vlan-hr forwarding-options dhcp-security dhcpv6-options option-16
set vlans vlan-hr forwarding-options dhcp-security dhcpv6-options
light-weight-dhcpv6-relay

set vlans vlan-finance forwarding-options dhcp-security arp-inspection
set vlans vlan-finance forwarding-options dhcp-security ip-source-guard
set vlans vlan-finance forwarding-options dhcp-security ipv6-source-guard
set vlans vlan-finance forwarding-options dhcp-security neighbor-discovery-inspection
set vlans vlan-finance forwarding-options dhcp-security option-82
set vlans vlan-finance forwarding-options dhcp-security dhcpv6-options option-16
set vlans vlan-finance forwarding-options dhcp-security dhcpv6-options
light-weight-dhcpv6-relay

set vlans vlan-iso forwarding-options dhcp-security arp-inspection
set vlans vlan-iso forwarding-options dhcp-security ip-source-guard
set vlans vlan-iso forwarding-options dhcp-security ipv6-source-guard
set vlans vlan-iso forwarding-options dhcp-security neighbor-discovery-inspection
set vlans vlan-iso forwarding-options dhcp-security option-82
set vlans vlan-iso forwarding-options dhcp-security dhcpv6-options option-16
set vlans vlan-iso forwarding-options dhcp-security dhcpv6-options
light-weight-dhcpv6-relay
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Step-by-Step
Procedure

To configure a private VLAN (PVLAN) and then configure access port security features

on that PVLAN:

1. Configure thePVLAN—Create theprimaryVLANand its secondaryVLANsandassign

VLAN IDs to them. Associate interfaces with the VLANs. (For details on configuring

VLANs, see Configuring VLANs for EX Series Switches with ELS Support (CLI

Procedure).)

1. [edit vlans]
user@switch# set vlan-pri vlan-id 100
user@switch# set vlan-hr private-vlan community vlan-id 200
user@switch# set vlan-finance private-vlan community vlan-id 300
user@switch# set vlan-iso private-vlan isolated vlan-id 400
user@switch# set vlan-pri community-vlan vlan-hr
user@switch# set vlan-pri community-vlan vlan-finance
user@switch# set vlan-pri isolated-vlan vlan-iso

2. [edit interfaces]
user@switch# set ge-0/0/11 unit 0 family ethernet-switching interface-mode
access vlanmembers vlan-hr

user@switch# set ge-0/0/12 unit 0 family ethernet-switching interface-mode
trunk vlanmembers vlan-hr

user@switch# set ge-0/0/13 unit 0 family ethernet-switching interface-mode
access vlanmembers vlan-finance

user@switch# set ge-0/0/14 unit 0 family ethernet-switching interface-mode
trunk vlanmembers vlan-finance

user@switch# set ge-0/0/15 unit 0 family ethernet-switching interface-mode
access vlanmembers vlan-iso

user@switch# set ge-0/0/16 unit 0 family ethernet-switching interface-mode
access vlanmembers vlan-iso

user@switch# set ge-0/0/0 unit 0 family ethernet-switching interface-mode
trunk vlanmembers vlan-pri

user@switch# set ge-1/0/0 unit 0 family ethernet-switching interface-mode
trunk vlanmembers vlan-pri

2. Configure access port security features on the primary VLAN and all its secondary

VLANs:

NOTE: When you configure ARP inspection, IP source guard, IPv6 source
guard, neighbor discovery inspection, DHCP option 82, or DHCPv6
options, then DHCP snooping and DHCPv6 snooping are automatically
configured.

[edit vlans]
user@switch# set vlan-pri forwarding-options dhcp-security arp-inspection
user@switch# set vlan-pri forwarding-options dhcp-security ip-source-guard
user@switch# set vlan-pri forwarding-options dhcp-security ipv6-source-guard
user@switch# set vlan-pri forwarding-options dhcp-security
neighbor-discovery-inspection

user@switch# set vlan-pri forwarding-options dhcp-security option-82
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user@switch# set vlan-pri forwarding-options dhcp-security dhcpv6-options
option-16

user@switch# set vlan-pri forwarding-options dhcp-security dhcpv6-options
light-weight-dhcpv6-relay

user@switch# set vlan-hr forwarding-options dhcp-security arp-inspection
user@switch# set vlan-hr forwarding-options dhcp-security ip-source-guard
user@switch# set vlan-hr forwarding-options dhcp-security ipv6-source-guard
user@switch# set vlan-hr forwarding-options dhcp-security
neighbor-discovery-inspection

user@switch# set vlan-hr forwarding-options dhcp-security option-82
user@switch# set vlan-hr forwarding-options dhcp-security dhcpv6-options
option-16

user@switch# set vlan-hr forwarding-options dhcp-security dhcpv6-options
light-weight-dhcpv6-relay

user@switch# set vlan-finance forwarding-options dhcp-security arp-inspection
user@switch# set vlan-finance forwarding-options dhcp-security ip-source-guard
user@switch#setvlan-financeforwarding-optionsdhcp-security ipv6-source-guard
user@switch# set vlan-finance forwarding-options dhcp-security
neighbor-discovery-inspection

user@switch# set vlan-finance forwarding-options dhcp-security option-82
user@switch# set vlan-finance forwarding-options dhcp-security dhcpv6-options
option-16

user@switch# set vlan-finance forwarding-options dhcp-security dhcpv6-options
light-weight-dhcpv6-relay

user@switch# set vlan-iso forwarding-options dhcp-security arp-inspection
user@switch# set vlan-iso forwarding-options dhcp-security ip-source-guard
user@switch# set vlan-iso forwarding-options dhcp-security ipv6-source-guard
user@switch# set vlan-iso forwarding-options dhcp-security
neighbor-discovery-inspection

user@switch# set vlan-iso forwarding-options dhcp-security option-82
user@switch# set vlan-iso forwarding-options dhcp-security dhcpv6-options
option-16

user@switch# set vlan-iso forwarding-options dhcp-security dhcpv6-options
light-weight-dhcpv6-relay

Results From configuration mode, confirm your configuration by entering the following show

commands on the switch. If the output does not display the intended configuration,

repeat the instructions in this example to correct the configuration.

[edit]
user@switch# show interfaces
ge-0/0/0 {

unit 0 {
family ethernet-switching {

interface-mode trunk;
vlan {

members vlan-pri;
}

}
}

}
ge-1/0/0 {
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unit 0 {
family ethernet-switching {

interface-mode trunk;
vlan {

members vlan-pri;
}

}
}

}
ge-0/0/11 {

unit 0 {
family ethernet-switching {

interface-mode access;
vlan {

members vlan-hr;
}

}
}

}
ge-0/0/12 {

unit 0 {
family ethernet-switching {

interface-mode access;
vlan {

members vlan-hr;
}

}
}

}
ge-0/0/13 {

unit 0 {
family ethernet-switching {

interface-mode access;
vlan {

members vlan-hr;
}

}
}

}
ge-0/0/14 {

unit 0 {
family ethernet-switching {

interface-mode access;
vlan {

members vlan-hr;
}

}
}

}
ge-0/0/15 {

unit 0 {
family ethernet-switching {

interface-mode access;
vlan {

members vlan-iso;
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}
}

}
}
ge-0/0/16 {

unit 0 {
family ethernet-switching {

interface-mode access;
vlan {

members vlan-iso;
}

}
}

}
user@switch# show vlans
vlan-finance {

vlan-id 300;
private-vlan community;
interface {

ge-0/0/13.0;
ge-0/0/14.0;

}
forwarding-options {

dhcp-security {
arp-inspection;

ip-source-guard;
neighbor-discovery-inspection;
ipv6-source-guard;
option-82;
dhcpv6-options light-weight-dhcpv6-relay;

dhcpv6-options option-16;
}

}
}
vlan-hr {

vlan-id 200;
private-vlan community;
interface {

ge-0/0/11.0;
ge-0/0/12.0;

}
forwarding-options {

dhcp-security {
arp-inspection;

ip-source-guard;
neighbor-discovery-inspection;
ipv6-source-guard;
option-82;
dhcpv6-options light-weight-dhcpv6-relay;

dhcpv6-options option-16;
}

}
}
vlan-iso {

vlan-id 400;
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private-vlan isolated;
interface {

ge-0/0/15.0;
ge-0/0/16.0;

}
forwarding-options {

dhcp-security {
arp-inspection;

ip-source-guard;
neighbor-discovery-inspection;
ipv6-source-guard;
option-82;
dhcpv6-options light-weight-dhcpv6-relay;

dhcpv6-options option-16;
}

}
}
vlan-pri {

vlan-id 100;
community-vlan vlan-finance;
community-vlan vlan-hr;

isolated-vlan vlan-iso;
interface {

ge-0/0/0.0;
ge-1/0/0.0;

}
forwarding-options {

dhcp-security {
arp-inspection;

ip-source-guard;
neighbor-discovery-inspection;
ipv6-source-guard;
option-82;
dhcpv6-options light-weight-dhcpv6-relay;

dhcpv6-options option-16;
}

}
}

Verification

Verify That Access Security Features AreWorking as Expected

Purpose Verify that the access port security features that you configured on your PVLAN are

working as expected.

Action Use the show dhcp-security and the clear dhcp-security CLI commands to verify that the

features areworking as expected. Seedetails about those commands inSecurity Services

Administration Guide.
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Creating a Private VLAN on a Single Switch with ELS Support (CLI Procedure)

NOTE: This task uses Junos OS for switches with support for the Enhanced
Layer 2 Software (ELS) configuration style. If your EX Series switch runs
software that does not support ELS, see “Creating a Private VLAN on a Single
EX Series Switch (CLI Procedure)” on page 298. For ELS details, see “Using
the Enhanced Layer 2 Software CLI” on page 36.

NOTE: Private VLANs are not supported on QFX5100 switches and QFX10002
switches running Junos OS Release 15.1X53.

For security reasons, it is often useful to restrict the flow of broadcast and unknown

unicast trafficor limit thecommunicationbetweenknownhosts.PrivateVLANs(PVLANs)

enable you to split a broadcast domain (primary VLAN) intomultiple isolated broadcast

subdomains (secondaryVLANs), essentiallyputtingaVLAN insideaVLAN.Thisprocedure

describes how to create a PVLAN on a single switch.

NOTE: You must specify a VLAN ID for each secondary VLAN even if the
PVLAN is configured on a single switch.

You do not need to preconfigure the primary VLAN. This topic shows the primary VLAN

being configured as part of this PVLAN configuration procedure.

For a list of guidelines on configuring PVLANs, see “Understanding Private VLANs” on

page 254.

To configure a private VLAN on a single switch:

1. Set the VLAN ID for the primary VLAN:

[edit vlans]
user@switch# set primary-vlan-name vlan-id vlan-id-number

2. Configure at least one interface within the primary VLAN so that it communicates

with all the subdomains of thePVLAN. This interface functions as apromiscuousport.

It can be either a trunk port or an access port.

[edit interfaces]
user@switch# set interface-name unit 0 family ethernet-switching
user@switch# set interface-name unit 0 family ethernet-switching vlanmembers
primary-vlan-name

3. Configure another promiscuous interface of the primary VLAN as a trunk port to

connect the PVLAN to the external router or switch:

[edit interfaces]
user@switch# set interface-name unit 0 family ethernet-switching interface-mode trunk
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user@switch# set interface-name unit 0 family ethernet-switching vlanmembers
primary-vlan-name

4. Create an isolated VLAN by selecting the isolated option for private-vlan, and setting

a VLAN ID for the isolated VLAN:

[edit vlans]
user@switch# set isolated-vlan-name private-vlan isolated vlan-id isolated-vlan-id

NOTE: You can create only one isolated VLAN within a private VLAN.
Setting the VLAN name for the isolated VLAN is optional. Configuring the
VLAN ID is required.

5. Create a community VLAN by selecting the community option for private-vlan, and

setting a VLAN ID for this community VLAN:

[edit vlans]
user@switch# set community-vlan-nameprivate-vlancommunity vlan-id community-vlan-id

NOTE: To create additional community VLANs, repeat this step and specify
a different name for the community VLAN. Setting the VLAN name for the
community VLAN is optional. Configuring the VLAN ID is required.

6. Associate the isolated VLANwith the primary VLAN:

[edit vlans]
user@switch# setprimary-vlan-namevlan-idprimary-vlan-id isolated-vlanisolated-vlan-name

7. Associate each community VLANwith the primary VLAN:

[edit vlans]
user@switch# set primary-vlan-name vlan-id primary-vlan-id
community-vlancommunity-vlan-name

8. If you have not already done so, configure at least one interface of the isolated VLAN.

[edit interfaces]
user@switch# set interface-name unit logical-unit-number family ethernet-switching
interface-mode access vlanmembers isolated-vlan-name

9. If you have not already done so, configure at least one interface of the community

VLAN.

[edit interfaces]
user@switch# set interface-name unit logical-unit-number family ethernet-switching
interface-mode access vlanmembers community-vlan-name
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NOTE: Repeat the same step on other community VLANs that you want
to include in the PVLAN.

Creating a Private VLAN on a Single QFX Switch

For security reasons, it is often useful to restrict the flow of broadcast and unknown

unicast traffic and to even limit the communication between known hosts. The private

VLAN (PVLAN) feature allows you to split a broadcast domain into multiple isolated

broadcast subdomains, essentially putting a secondary VLAN inside a primary VLAN.

This topic describes how to configure a PVLAN on a single switch.

Before youbegin, configurenames for all secondaryVLANs thatwill bepart of theprimary

VLAN. (You do not need to preconfigure the primary VLAN—it is configured as part of

this procedure.) You do not need to create VLAN IDs (tags) for the secondary VLANs. It

does not impair functioning if you tag the secondary VLANS, but tags are not usedwhen

secondary VLANs are configured on a single switch.

Keep these rules in mind when configuring a PVLAN:

• The primary VLANmust be a tagged VLAN.

• If you are going to configure a community VLAN, youmust first configure the primary

VLAN and the PVLAN trunk port. Youmust also configure the primary VLAN to be

private using the pvlan statement.

• If you are going to configure an isolated VLAN, youmust first configure the primary

VLAN and the PVLAN trunk port.

If you complete your configuration steps in the order shown, you will not violate these

PVLAN rules. To configure a private VLAN on a single switch:

1. Set the name and VLAN ID (802.1Q tag) for the primary VLAN:

[edit vlans]
user@switch# set primary-vlan-name vlan-id vlan-id-number

2. Configure the VLAN to be private:

[edit vlans]
user@switch# set primary-vlan-name pvlan

3. Configure the trunk interfaces for the primary VLAN:

[edit interfaces]
user@switch# set interface-name unit 0 family ethernet-switching port-mode trunk
user@switch# set interface-name unit 0 family ethernet-switching vlanmembers
primary-vlan-name

4. Add the trunk interfaces to the primary VLAN:

[edit vlans]
user@switch# set primary-vlan-name interface interface-name
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5. Configure the access interfaces for the community (secondary) VLANs:

[edit interfaces]
user@switch# set interface-name unit 0 family ethernet-switching port-mode access

6. Add the access interfaces to the community VLANs:

[edit vlans]
user@switch# set community-vlan-name interface interface-name

7. For each community VLAN, set the primary VLAN:

[edit vlans]
user@switch# set community-vlan-name primary-vlan primary-vlan-name

8. Configure isolated ports:

[edit vlans]
user@switch# set primary-vlan-name interface interface-name isolated

Creating a Private VLAN on a Single EX Series Switch (CLI Procedure)

For security reasons, it is often useful to restrict the flow of broadcast and unknown

unicast traffic and to even limit the communication between known hosts. The private

VLAN (PVLAN) feature on EX Series switches enables you to split a broadcast domain,

also knownas aprimaryVLAN, intomultiple isolatedbroadcast subdomains, also known

as secondary VLANs. Splitting the primary VLAN into secondary VLANs essentially nests

a VLAN inside another VLAN. This topic describes how to configure a PVLAN on a single

switch.

Before youbegin, configurenames for all secondaryVLANs thatwill bepart of theprimary

VLAN. (Unlike the secondary VLANs, you do not need to preconfigure the primary

VLAN—thisprocedureprovides thecompleteconfigurationof theprimaryVLAN.)Although

tags are not neededwhen a secondary VLAN is configured on a single switch, configuring

a secondary VLAN as tagged does not adversely affect its functionality. For instructions

on configuring the secondary VLANs, see “Configuring VLANs for EX Series Switches” on

page 144.

Keep these rules in mind when configuring a PVLAN on a single switch:

• The primary VLANmust be a tagged VLAN.

• Configuring a VoIP VLAN on PVLAN interfaces is not supported.

To configure a private VLAN on a single switch:

1. Set the VLAN ID for the primary VLAN:

[edit vlans]
user@switch# set primary-vlan-name vlan-id vlan-id-number

2. Set the interfaces and port modes:

[edit interfaces]
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user@switch# set interface-name unit 0 family ethernet-switching port-modemode
user@switch# set interface-nameunit0 familyethernet-switchingvlanmembers (all |vlan-id
| vlan-number)

3. Configure theaccessports in theprimaryVLANtonot forwardpackets tooneanother:

[edit vlans]
user@switch# set vlan-id vlan-id-number no-local-switching

4. For each community VLAN, configure access interfaces:

[edit vlans]
user@switch# set community-vlan-name interface-mac-limit interface-name

5. For each community VLAN, set the primary VLAN:

[edit vlans]
user@switch# set community-vlan-name primary-vlan primary-vlan-name

Isolated VLANs are not configured as part of this process. Instead, they are created

internally if no-local-switching is enabled on the primary VLAN and the isolated VLAN

has access interfaces as members.

To optionally enable routing between isolated and community VLANs by using a routed

VLAN interface (RVI) insteadofapromiscuousport connected toa router, see “Configuring

a Routed VLAN Interface in a Private VLAN on an EX Series Switch” on page 419.

NOTE: Only an EX8200 switch or EX8200 Virtual Chassis support the use
of an RVI to route Layer 3 traffic between isolated and community VLANs in
a PVLAN domain.
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Creating a Private VLAN SpanningMultiple QFX Series Switches

For security reasons, it is often useful to restrict the flow of broadcast and unknown

unicast traffic and to even limit the communication between known hosts. The private

VLAN (PVLAN) feature allows you to split a broadcast domain into multiple isolated

broadcast subdomains, essentially putting a secondary VLAN inside a primary VLAN.

This topic describes how to configure a PVLAN to spanmultiple switches.

Before youbegin, configurenames for all secondaryVLANs thatwill bepart of theprimary

VLAN. (You do not need to preconfigure the primary VLAN—it is configured as part of

this procedure.) You do not need to create VLAN IDs (tags) for the secondary VLANs. It

does not impair functioning if you tag the secondary VLANS, but tags are not usedwhen

secondary VLANs are configured on a single switch.

The following rules apply to creating PVLANs:

• The primary VLANmust be a tagged VLAN.

• If you are going to configure a community VLAN, youmust first configure the primary

VLAN and the PVLAN trunk port. Youmust also configure the primary VLAN to be

private using the pvlan statement.

• If you are going to configure an isolated VLAN, youmust first configure the primary

VLAN and the PVLAN trunk port.

If you complete your configuration steps in the order shown, you will not violate these

PVLAN rules. To configure a private VLAN to spanmultiple switches:

1. Set the name and VLAN ID (802.1Q tag) for the primary VLAN:

[edit vlans]
user@switch# set primary-vlan-name vlan-id vlan-id-number

2. Configure the VLAN to be private:

[edit vlans]
user@switch# set primary-vlan-name pvlan

3. Configure the trunk interfaces for the primary VLAN:

[edit interfaces]
user@switch# set interface-name unit 0 family ethernet-switching port-mode trunk
user@switch# set interface-name unit 0 family ethernet-switching vlanmembers
primary-vlan-name

4. Add the trunk interfaces to the primary VLAN:

[edit vlans]
user@switch# set primary-vlan-name interface interface-name

5. Configure the access interfaces for the community (secondary) VLANs:

[edit interfaces]
user@switch# set interface-name unit 0 family ethernet-switching port-mode access
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6. Add the access interfaces to the community VLANs:

[edit vlans]
user@switch# set community-vlan-name interface interface-name

7. For each community VLAN, set the primary VLAN:

[edit vlans]
user@switch# set community-vlan-name primary-vlan primary-vlan-name

8. Configure an isolated VLAN ID to create an interswitch isolated domain that spans

the switches:

[edit vlans]
user@switch# set primary-vlan-name isolation-vlan-id number

9. Configure isolated ports:

[edit vlans]
user@switch# set primary-vlan-name interface interface-name isolated

301Copyright © 2019, Juniper Networks, Inc.

Chapter 11: Configuring Private VLANs



Creating a Private VLAN SpanningMultiple EX Series Switches (CLI Procedure)

NOTE: This task uses Junos OS for EX Series switches with support for the
Enhanced Layer 2 Software (ELS) configuration style If your switch runs
software that does not support ELS, see Creating a Private VLAN Spanning
Multiple EX Series Switches (CLI Procedure). For ELS details, see “Using the
Enhanced Layer 2 Software CLI” on page 36.

NOTE: Private VLANs are not supported on QFX5100 switches and QFX10002
switches running Junos OS Release 15.1X53.

For security reasons, it is often useful to restrict the flow of broadcast and unknown

unicast trafficor limit thecommunicationbetweenknownhosts.PrivateVLANs(PVLANs)

enable you to split a broadcast domain (primary VLAN) intomultiple isolated broadcast

subdomains (secondaryVLANs), essentiallyputtingaVLAN insideaVLANThisprocedure

describes how to configure a PVLAN to spanmultiple switches.

For a list of guidelines on configuring PVLANs, see “Understanding Private VLANs” on

page 254.

To configure a PVLAN to spanmultiple switches, perform the following procedure on all

the switches that will participate in the PVLAN::

1. Create the primary VLANby setting the unique VLANnameand specify an 802.1Q tag

for the VLAN:

[edit vlans]
user@switch# set primary-vlan-name vlan-id number

2. On the switch that will connect to a router, configure a promiscuous interface as a

trunk port to connect the PVLAN to the router:

[edit interfaces]
user@switch# set interface-name unit 0 family ethernet-switching interface-mode trunk
user@switch# set interface-name unit 0 family ethernet-switching vlanmembers
primary-vlan-name

3. On all the switches, configure a trunk interface as the Inter-Switch Link (ISL) that will

be used to connect the switches to each other:

[edit interfaces]
user@switch# set interface-name unit 0 family ethernet-switching interface-mode trunk
inter-switch-link
user@switch# set interface-name unit 0 family ethernet-switching vlanmembers
name-of-private-vlan

4. Create an isolated VLANwithin the primary VLAN by selecting the isolated option for

private-vlan, and setting a VLAN ID for the isolated VLAN:
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[edit vlans]
user@switch# set isolated-vlan-name private-vlan isolated vlan-id isolated-vlan-id

NOTE: You can create only one isolated VLAN within a private VLAN. The
isolated VLAN can contain member interfaces from the multiple switches
that compose the PVLAN.
Setting the VLAN name for the isolated VLAN is optional. Configuring the
VLAN ID is required.

5. CreateacommunityVLANwithin theprimaryVLANbyselecting the communityoption

for private-vlan, and setting a VLAN ID for this community VLAN::

[edit vlans]
user@switch# set community-vlan-nameprivate-vlancommunity vlan-id community-vlan-id

NOTE: To create additional community VLANs, repeat this step and specify
a different name for the community VLAN. Setting the VLAN name for the
community VLAN is optional. Configuring the VLAN ID is required.

6. Associate the isolated VLANwith the primary VLAN:

[edit vlans primary-vlan-name vlan-id primary-vlan-id]
user@switch# set isolated-vlanisolated-vlan-name

7. Associate each community VLANwith the primary VLAN:

[edit vlans primary-vlan-name vlan-id primary-vlan-id]
user@switch# set community-vlancommunity-vlan-name

8. If youhavenotalreadydoneso, configureat leastoneaccess interface tobeamember

of the isolated VLAN.

[edit interface]
user@switch# set interface-name unit logical-unit-number family ethernet-switching
interface-mode access vlanmembers isolated-vlan-name

9. If youhavenotalreadydoneso, configureat leastoneaccess interface tobeamember

of the community VLAN.

[edit interface]
user@switch# set interface-name unit logical-unit-number family ethernet-switching
interface-mode access vlanmembers community-vlan-name

NOTE: Repeat this step for the other community VLANs that you are
including in the PVLAN.
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Example: Configuring a Private VLAN on a Single Switch with ELS Support

NOTE: This example uses Junos OS for switches with support for the
Enhanced Layer 2 Software (ELS) configuration style. If your EX switch runs
software that does not support ELS, see “Example: Configuring a Private
VLAN on a Single EX Series Switch” on page 313. For ELS details, see “Using
the Enhanced Layer 2 Software CLI” on page 36.

NOTE: Private VLANs are not supported on QFX5100 switches and QFX10002
switches running Junos OS Release 15.1X53.

For security reasons, it is often useful to restrict the flow of broadcast and unknown

unicast trafficor limit thecommunicationbetweenknownhosts.PrivateVLANs(PVLANs)

enable you to split a broadcast domain (primary VLAN) intomultiple isolated broadcast

subdomains (secondary VLANs), essentially putting a VLAN inside a VLAN.

This example describes how to create a PVLAN on a single switch:

• Requirements on page 304

• Overview and Topology on page 304

• Configuration on page 306

• Verification on page 307

Requirements

This example uses the following hardware and software components:

• One Junos OS switch

• Junos OS Release 14.1X53-D10 or later for EX Series switches

Junos OS Release 14.1X53-D15 or later for QFX Series switches

Overview and Topology

You can isolate groups of subscribers for improved security and efficiency. This

configuration example uses a simple topology to illustrate how to create a PVLANwith

one primary VLAN and three secondary VLANs (one isolated VLAN, and two community

VLANs).

Table 67 on page 304 lists the interfaces of the topology used in the example.

Table 67: Interfaces of the Topology for Configuring a PVLAN

DescriptionInterface

Promiscuous member portsge-0/0/0

ge-1/0/0
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Table 67: Interfaces of the Topology for Configuring a PVLAN (continued)

DescriptionInterface

HR community VLANmember portsge-0/0/11, ge-0/0/12

Finance community VLANmember portsge-0/0/13, ge-0/0/14

Isolatedmember portsge-0/0/15, ge-0/0/16

Table 68 on page 305 lists the VLAN IDs of the topology used in the example.

Table 68: VLAN IDs in the Topology for Configuring a PVLAN

DescriptionVLAN ID

Primary VLAN100

HR community VLAN200

Finance community VLAN300

Isolated VLAN400

Figure 16 on page 305 shows the topology for this example.

Figure 16: Topology of a Private VLAN on a Single EX Series Switch
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Configuration

YoucanuseanexistingVLANas thebasis for your privatePVLANandcreate subdomains

within it. This example creates a primary VLAN—using the VLAN name vlan-pri—as part
of the procedure.

To configure a PVLAN, perform these tasks:

CLI Quick
Configuration

To quickly create and configure a PVLAN, copy the following commands and paste them

into the switch terminal window:

[edit]
set vlans vlan-pri vlan-id 100
set vlans vlan-iso private-vlan isolated vlan-id 400
set vlans vlan-hr private-vlan community vlan-id 200
set vlans vlan-finance private-vlan community vlan-id 300
set vlans vlan-pri vlan-id 100 isolated-vlan vlan-iso community-vlan vlan-hr community-vlan
vlan-finance
set interface ge-0/0/11 unit 0 family ethernet-switching interface-mode access vlanmembers
vlan-hr
set interface ge-0/0/12 unit 0 family ethernet-switching interface-mode trunk vlanmembers
vlan-hr
set interface ge-0/0/13 unit 0 family ethernet-switching interface-mode access vlanmembers
vlan-finance
set interface ge-0/0/14 unit 0 family ethernet-switching interface-mode trunk vlanmembers
vlan-finance
set interface ge-0/0/15 unit 0 family ethernet-switching interface-mode access vlanmembers
vlan-iso
set interface ge-0/0/16 unit 0 family ethernet-switching interface-mode access vlanmembers
vlan-iso
set interface ge-0/0/0 unit 0 family ethernet-switching interface-mode trunk vlanmembers
vlan-pri
set interface ge-1/0/0 unit 0 family ethernet-switching interface-mode trunk vlanmembers
vlan-pri

Step-by-Step
Procedure

To configure the PVLAN:

1. Create theprimaryVLAN(in this example, thename isvlan-pri)of theprivateVLAN:

[edit vlans]
user@switch# set vlan-pri vlan-id 100

2. Create an isolated VLAN and assign it a VLAN ID:

[edit vlans]
user@switch# set vlan-iso private-vlan isolated vlan-id 400

3. Create the HR community VLAN and assign it a VLAN ID:

[edit vlans]
user@switch# set vlan-hr private-vlan community vlan-id 200

4. Create the finance community VLAN and assign it a VLAN ID:

[edit vlans]
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user@switch# set vlan-finance private-vlan community vlan-id 300

5. Associate the secondary VLANs with the primary VLAN:

[edit vlans]
user@switch# set vlan-pri vlan-id 100 isolated-vlan vlan-iso community-vlan vlan-hr
community-vlan vlan-finance

6. Set the interfaces to the appropriate interface modes:

[edit interfaces]
user@switch# set ge-0/0/11 unit 0 family ethernet-switching interface-mode access vlan
members vlan-hr
user@switch# set ge-0/0/12 unit 0 family ethernet-switching interface-mode access vlan
members vlan-hr
user@switch# set ge-0/0/13 unit 0 family ethernet-switching interface-mode access vlan
members vlan-finance
user@switch# set ge-0/0/14 unit 0 family ethernet-switching interface-mode trunk vlan
members vlan-finance
user@switch# set ge-0/0/15 unit 0 family ethernet-switching interface-mode access vlan
members vlan-iso
user@switch# set ge-0/0/16 unit 0 family ethernet-switching interface-mode trunk vlan
members vlan-iso

7. Configure a promiscuous trunk interface of the primary VLAN. This interface is used

by the primary VLAN to communicate with the secondary VLANs.

user@switch# set ge-0/0/0 unit 0 family ethernet-switching interface-mode trunk vlan
members vlan-pri

8. Configure another trunk interface (it is also a promiscuous interface) of the primary

VLAN, connecting the PVLAN to the router.

user@switch# set ge-1/0/0 unit 0 family ethernet-switching interface-mode trunk vlan
members vlan-pri

Results

Check the results of the configuration:

user@switch> show configuration

Verification

To confirm that the configuration is working properly, perform these tasks:

• Verifying That the Private VLAN and Secondary VLANsWere Created on page 307

Verifying That the Private VLAN and Secondary VLANsWere Created

Purpose Verify that the primary VLAN and secondary VLANswere properly created on the switch.

307Copyright © 2019, Juniper Networks, Inc.

Chapter 11: Configuring Private VLANs



Action Use the show vlans command:

user@switch> show vlans extensive

Meaning The output shows that the primary VLANwas created and identifies the interfaces and

secondary VLANs associated with it.

Example: Configuring a Private VLAN on a Single QFX Series Switch

For security reasons, it is often useful to restrict the flow of broadcast and unknown

unicast traffic and even to limit the communication between known hosts. The private

VLAN (PVLAN) feature allows an administrator to split a broadcast domain intomultiple

isolated broadcast subdomains, essentially putting a VLAN inside a VLAN.

This example describes how to create a PVLAN on a single switch:

• Requirements on page 308

• Overview and Topology on page 308

• Configuration on page 309

• Verification on page 312

Requirements

This example uses the following hardware and software components:

• One QFX3500 device

• Junos OS Release 12.1 or later for the QFX Series

Before you begin configuring a PVLAN, make sure you have created and configured the

necessary VLANs. See “Configuring VLANs on Switches” on page 143.

Overview and Topology

In a large office with multiple buildings and VLANs, youmight need to isolate some

workgroups or other endpoints for security reasons or to partition the broadcast domain.

This configuration example shows a simple topology to illustrate how to create a PVLAN

with one primary VLAN and two community VLANs, one for HR and one for finance, as

well as two isolated ports—one for the mail server and the other for the backup server.

Table 69 on page 308 lists the settings for the sample topology.

Table 69: Components of the Topology for Configuring a PVLAN

DescriptionInterface

Primary VLAN (pvlan100) trunk interfacege-0/0/0.0

User 1, HR Community (hr-comm)ge-0/0/11.0

User 2, HR Community (hr-comm)ge-0/0/12.0
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Table 69: Components of the Topology for Configuring a PVLAN (continued)

DescriptionInterface

User 3, Finance Community (finance-comm)ge-0/0/13.0

User 4, Finance Community (finance-comm)ge-0/0/14.0

Mail server, Isolated (isolated)ge-0/0/15.0

Backup server, Isolated (isolated)ge-0/0/16.0

Primary VLAN (pvlan100) trunk interfacege-1/0/0.0

Configuration

CLI Quick
Configuration

To quickly create and configure a PVLAN, copy the following commands and paste them

into the switch terminal window:

[edit]
set vlans pvlan100 vlan-id 100
set interfaces ge-0/0/0 unit 0 family ethernet-switching port-mode trunk
set interfaces ge-0/0/0 unit 0 family ethernet-switching vlanmembers pvlan
set interfaces ge-1/0/0 unit 0 family ethernet-switching port-mode trunk
set interfaces ge-1/0/0 unit 0 family ethernet-switching vlanmembers pvlan
set interfaces ge-0/0/11 unit 0 family ethernet-switching port-mode access
set interfaces ge-0/0/12 unit 0 family ethernet-switching port-mode access
set interfaces ge-0/0/13 unit 0 family ethernet-switching port-mode access
set interfaces ge-0/0/14 unit 0 family ethernet-switching port-mode access
set interfaces ge-0/0/15 unit 0 family ethernet-switching port-mode access
set interfaces ge-0/0/16 unit 0 family ethernet-switching port-mode access
set vlans pvlan100 pvlan
set vlans pvlan100 interface ge-0/0/0.0
set vlans pvlan100 interface ge-1/0/0.0
set vlans hr-comm interface ge-0/0/11.0
set vlans hr-comm interface ge-0/0/12.0
set vlans finance-comm interface ge-0/0/13.0
set vlans finance-comm interface ge-0/0/14.0
set vlans hr-commprimary-vlan pvlan100
set vlans finance-commprimary-vlan pvlan100
set pvlan100 interface ge-0/0/15.0 isolated
set pvlan100 interface ge-0/0/16.0 isolated

Step-by-Step
Procedure

To configure the PVLAN:

1. Set the VLAN ID for the primary VLAN:

[edit vlans]
user@switch# set pvlan vlan-id 100

2. Set the interfaces and port modes:

[edit interfaces]
user@switch# set ge-0/0/0 unit 0 family ethernet-switching port-mode trunk
user@switch# set ge-0/0/0 unit 0 family ethernet-switching vlanmembers pvlan
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user@switch# set ge-1/0/0 unit 0 family ethernet-switching port-mode trunk
user@switch# set ge-1/0/0 unit 0 family ethernet-switching vlanmembers pvlan
user@switch# set ge-0/0/11 unit 0 family ethernet-switching port-mode access
user@switch# set ge-0/0/12 unit 0 family ethernet-switching port-mode access
user@switch# set ge-0/0/13 unit 0 family ethernet-switching port-mode access
user@switch# set ge-0/0/14 unit 0 family ethernet-switching port-mode access
user@switch# set ge-0/0/15 unit 0 family ethernet-switching port-mode access
user@switch# set ge-0/0/16 unit 0 family ethernet-switching port-mode access

3. Set the primary VLAN to have no local switching:

NOTE: The primary VLAN must be a tagged VLAN.

[edit vlans]
user@switch# set pvlan100 pvlan

4. Add the trunk interfaces to the primary VLAN:

[edit vlans]
user@switch# set pvlan100 interface ge-0/0/0.0
user@switch# set pvlan100 interface ge-1/0/0.0

5. For each secondary VLAN, configure access interfaces:

NOTE: We recommend that the secondary VLANs be untagged VLANs.
It does not impair functioning if you tag the secondary VLANS. However,
the tags are not used when a secondary VLAN is configured on a single
switch.

[edit vlans]
user@switch# set hr-comm interface ge-0/0/11.0
user@switch# set hr-comm interface ge-0/0/12.0
user@switch# set finance-comm interface ge-0/0/13.0
user@switch# set finance-comm interface ge-0/0/14.0

6. For each community VLAN, set the primary VLAN:

[edit vlans]
user@switch# set hr-commprimary-vlan pvlan100
user@switch# set finance-commprimary-vlan pvlan100

7. Configure the isolated interfaces in the primary VLAN:

[edit vlans]
user@switch# set pvlan100 interface ge-0/0/15.0 isolated
user@switch# set pvlan100 interface ge-0/0/16.0 isolated

Copyright © 2019, Juniper Networks, Inc.310

Ethernet Switching Feature Guide



Results

Check the results of the configuration:

[edit]
user@switch# show
interfaces {

ge-0/0/0 {
unit 0 {

family ethernet-switching {
port-mode trunk;
vlan {

members pvlan100;
}

}
}

}
ge-1/0/0 {

unit 0 {
family ethernet-switching;

}
}
ge-0/0/11 {

unit 0 {
family ethernet-switching {

port-mode access;
}

}
}
ge-0/0/12 {

unit 0 {
family ethernet-switching {

port-mode access;
}

}
}
ge-0/0/13 {

unit 0 {
family ethernet-switching {

port-mode access;
}

}
}
ge-0/0/14 {

unit 0 {
family ethernet-switching {

port-mode access;
}

}
}

vlans {
finance-comm {
interface {

ge-0/0/13.0;
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ge-0/0/14.0;
}
primary-vlan pvlan100;
}
hr-comm {

interface {
ge-0/0/11.0;
ge-0/0/12.0;

}
primary-vlan pvlan100;

}
pvlan100 {

vlan-id 100;
interface {

ge-0/0/15.0;
ge-0/0/16.0;
ge-0/0/0.0;
ge-1/0/0.0;

}
pvlan;

}
}

Verification

To confirm that the configuration is working properly, perform these tasks:

• Verifying That the Private VLAN and Secondary VLANsWere Created on page 312

Verifying That the Private VLAN and Secondary VLANsWere Created

Purpose Verify that the primary VLAN and secondary VLANswere properly created on the switch.

Action Use the show vlans command:

user@switch> show vlans pvlan100 extensive

VLAN: pvlan100, Created at: Tue Sep 16 17:59:47 2008
802.1Q Tag: 100, Internal index: 18, Admin State: Enabled, Origin: Static
Private VLAN Mode: Primary
Protocol: Port Mode
Number of interfaces: Tagged 2 (Active = 0), Untagged  6 (Active = 0)
      ge-0/0/0.0, tagged, trunk
      ge-0/0/11.0, untagged, access
      ge-0/0/12.0, untagged, access
      ge-0/0/13.0, untagged, access
      ge-0/0/14.0, untagged, access
      ge-0/0/15.0, untagged, access
      ge-0/0/16.0, untagged, access
      ge-1/0/0.0, tagged, trunk
Secondary VLANs: Isolated 2, Community  2
  Isolated VLANs :
      __pvlan_pvlan_ge-0/0/15.0__
      __pvlan_pvlan_ge-0/0/16.0__
  Community VLANs :

Copyright © 2019, Juniper Networks, Inc.312

Ethernet Switching Feature Guide



      finance-comm
      hr-comm

user@switch> show vlans hr-commextensive

VLAN: hr-comm, Created at: Tue Sep 16 17:59:47 2008
Internal index: 22, Admin State: Enabled, Origin: Static
Private VLAN Mode: Community, Primary VLAN: pvlan100
Protocol: Port Mode
Number of interfaces: Tagged 2 (Active = 0), Untagged  2 (Active = 0)
      ge-0/0/0.0, tagged, trunk
      ge-0/0/11.0, untagged, access
      ge-0/0/12.0, untagged, access
      ge-1/0/0.0, tagged, trunk

user@switch> show vlans finance-commextensive

VLAN: finance-comm, Created at: Tue Sep 16 17:59:47 2008
Internal index: 21, Admin State: Enabled, Origin: Static
Private VLAN Mode: Community, Primary VLAN: pvlan100
Protocol: Port Mode
Number of interfaces: Tagged 2 (Active = 0), Untagged  2 (Active = 0)
      ge-0/0/0.0, tagged, trunk
      ge-0/0/13.0, untagged, access
      ge-0/0/14.0, untagged, access
      ge-1/0/0.0, tagged, trunk

user@switch> show vlans __pvlan_pvlan_ge-0/0/15.0__ extensive

VLAN: __pvlan_pvlan_ge-0/0/15.0__, Created at: Tue Sep 16 17:59:47 2008
Internal index: 19, Admin State: Enabled, Origin: Static
Private VLAN Mode: Isolated, Primary VLAN: pvlan100
Protocol: Port Mode
Number of interfaces: Tagged 2 (Active = 0), Untagged  1 (Active = 0)
      ge-0/0/0.0, tagged, trunk
      ge-0/0/15.0, untagged, access
      ge-1/0/0.0, tagged, trunk

user@switch> show vlans __pvlan_pvlan_ge-0/0/16.0__ extensive

VLAN: __pvlan_pvlan_ge-0/0/16.0__, Created at: Tue Sep 16 17:59:47 2008
Internal index: 20, Admin State: Enabled, Origin: Static
Private VLAN Mode: Isolated, Primary VLAN: pvlan100
Protocol: Port Mode
Number of interfaces: Tagged 2 (Active = 0), Untagged  1 (Active = 0)
      ge-0/0/0.0, tagged, trunk
      ge-0/0/16.0, untagged, access
      ge-1/0/0.0, tagged, trunk

Meaning The output shows that the primary VLANwas created and identifies the interfaces and

secondary VLANs associated with it.

Example: Configuring a Private VLAN on a Single EX Series Switch

For security reasons, it is often useful to restrict the flow of broadcast and unknown

unicast traffic and to even limit the communication between known hosts. The private

VLAN(PVLAN) featureonEXSeries switchesallowsanadministrator tosplit abroadcast
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domain into multiple isolated broadcast subdomains, essentially putting a VLAN inside

a VLAN.

This example describes how to create a PVLAN on a single EX Series switch:

NOTE: Configuring a voice over IP (VoIP) VLAN on PVLAN interfaces is not
supported.

• Requirements on page 314

• Overview and Topology on page 314

• Configuration on page 315

• Verification on page 319

Requirements

This example uses the following hardware and software components:

• One EX Series switch

• Junos OS Release 9.3 or later for EX Series switches

Before you begin configuring a PVLAN, make sure you have created and configured the

necessary VLANs. See “Configuring VLANs for EX Series Switches” on page 144.

Overview and Topology

In a large office with multiple buildings and VLANs, youmight need to isolate some

workgroups or other endpoints for security reasons or to partition the broadcast domain.

This configuration example shows a simple topology to illustrate how to create a PVLAN

with one primary VLAN and two community VLANs, one for HR and one for finance, as

well as two isolated ports—one for the mail server and the other for the backup server.

Table 70 on page 314 lists the settings for the example topology.

Table 70: Components of the Topology for Configuring a PVLAN

DescriptionInterface

Primary VLAN (vlan1) trunk interfacege-0/0/0.0

User 1, HR Community (hr-comm)ge-0/0/11.0

User 2, HR Community (hr-comm)ge-0/0/12.0

User 3, Finance Community (finance-comm)ge-0/0/13.0

User 4, Finance Community (finance-comm)ge-0/0/14.0

Mail server, Isolated (isolated)ge-0/0/15.0

Backup server, Isolated (isolated)ge-0/0/16.0
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Table 70: Components of the Topology for Configuring a PVLAN (continued)

DescriptionInterface

Primary VLAN ( pvlan) trunk interfacege-1/0/0.0

Figure 17 on page 315 shows the topology for this example.

Figure 17: Topology of a Private VLAN on a Single EX Series Switch

Configuration

To configure a PVLAN, perform these tasks:

CLI Quick
Configuration

To quickly create and configure a PVLAN, copy the following commands and paste them

into the switch terminal window:

[edit]
set vlans vlan1 vlan-id 1000
set interfaces ge-0/0/0 unit 0 family ethernet-switching port-mode trunk
set interfaces ge-0/0/0 unit 0 family ethernet-switching vlanmembers vlan1
set interfaces ge-1/0/0 unit 0 family ethernet-switching port-mode trunk
set interfaces ge-1/0/0 unit 0 family ethernet-switching vlanmembers vlan1
set interfaces ge-0/0/11 unit 0 family ethernet-switching port-mode access
set interfaces ge-0/0/12 unit 0 family ethernet-switching port-mode access
set interfaces ge-0/0/13 unit 0 family ethernet-switching port-mode access
set interfaces ge-0/0/14 unit 0 family ethernet-switching port-mode access
set interfaces ge-0/0/15 unit 0 family ethernet-switching port-mode access
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set interfaces ge-0/0/16 unit 0 family ethernet-switching port-mode access
set vlans vlan1 no-local-switching
set vlans vlan1 interface ge-0/0/0.0
set vlans vlan1 interface ge-1/0/0.0
set vlans hr-comm vlan-id 400
set vlans hr-comm interface ge-0/0/11.0
set vlans hr-comm interface ge-0/0/12.0
set vlans finance-comm vlan-id 300
set vlans finance-comm interface ge-0/0/13.0
set vlans finance-comm interface ge-0/0/14.0
set vlans hr-commprimary-vlan vlan1
set vlans finance-commprimary-vlan vlan1
set vlans vlan1 interface ge-0/0/15.0
set vlans vlan1 interface ge-0/0/16.0

Step-by-Step
Procedure

To configure the PVLAN:

1. Set the VLAN ID for the primary VLAN:

[edit vlans]
user@switch# set vlan1 vlan-id 1000

2. Set the interfaces and port modes:

[edit interfaces]
user@switch# set ge-0/0/0 unit 0 family ethernet-switching port-mode trunk
user@switch# set ge-0/0/0 unit 0 family ethernet-switching vlanmembers pvlan
user@switch# set ge-1/0/0 unit 0 family ethernet-switching port-mode trunk
user@switch# set ge-1/0/0 unit 0 family ethernet-switching vlanmembers vlan1
user@switch# set ge-0/0/11 unit 0 family ethernet-switching port-mode access
user@switch# set ge-0/0/12 unit 0 family ethernet-switching port-mode access
user@switch# set ge-0/0/13 unit 0 family ethernet-switching port-mode access
user@switch# set ge-0/0/14 unit 0 family ethernet-switching port-mode access
user@switch# set ge-0/0/15 unit 0 family ethernet-switching port-mode access
user@switch# set ge-0/0/16 unit 0 family ethernet-switching port-mode access

3. Set the primary VLAN to have no local switching:

NOTE: The primary VLAN must be a tagged VLAN.

[edit vlans]
user@switch# set vlan1 no-local-switching

4. Add the trunk interfaces to the primary VLAN:

[edit vlans]
user@switch# set vlan1 interface ge-0/0/0.0
user@switch# set vlan1 interface ge-1/0/0.0

5. For each secondary VLAN, configure the VLAN IDs and the access interfaces:
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NOTE: We recommend that the secondary VLANs be untagged VLANs.
It does not impair functioning if you tag the secondary VLANS. However,
the tags are not used when a secondary VLAN is configured on a single
switch.

[edit vlans]
user@switch# set hr-comm vlan-id 400
user@switch# set hr-comm interface ge-0/0/11.0
user@switch# set hr-comm interface ge-0/0/12.0
user@switch# set finance-comm vlan-id 300
user@switch# set finance-comm interface ge-0/0/13.0
user@switch# set finance-comm interface ge-0/0/14.0

6. For each community VLAN, set the primary VLAN:

[edit vlans]
user@switch# set hr-commprimary-vlan vlan1
user@switch# set finance-commprimary-vlan vlan1

7. Add each isolated interface to the primary VLAN:

[edit vlans]
user@switch# set vlan1 interface ge-0/0/15.0
user@switch# set vlan1 interface ge-0/0/16.0

Results

Check the results of the configuration:

[edit]
user@switch# show
interfaces {

ge-0/0/0 {
unit 0 {

family ethernet-switching {
port-mode trunk;
vlan {

members vlan1;
}

}
}

}
ge-1/0/0 {

unit 0 {
family ethernet-switching {

port-mode trunk;
vlan {

members vlan1;
}

}
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}
}
ge-0/0/11 {

unit 0 {
family ethernet-switching {

port-mode access;
}

}
}
ge-0/0/12 {

unit 0 {
family ethernet-switching {

port-mode access;
}

}
}
ge-0/0/13 {

unit 0 {
family ethernet-switching {

port-mode access;
}

}
}
ge-0/0/14 {

unit 0 {
family ethernet-switching {

port-mode access;
}

}
}

vlans {
finance-comm {

vlan-id 300;
interface {

ge-0/0/13.0;
ge-0/0/14.0;

}
primary-vlan vlan1;

}
hr-comm {

vlan-id 400;
interface {

ge-0/0/11.0;
ge-0/0/12.0;

}
primary-vlan vlan1;

}
vlan1 {

vlan-id 1000;
interface {

ge-0/0/15.0;
ge-0/0/16.0;
ge-0/0/0.0;
ge-1/0/0.0;

}
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no-local-switching;
}

}

Verification

To confirm that the configuration is working properly, perform these tasks:

• Verifying That the Private VLAN and Secondary VLANsWere Created on page 319

Verifying That the Private VLAN and Secondary VLANsWere Created

Purpose Verify that the primary VLAN and secondary VLANswere properly created on the switch.

Action Use the show vlans command:

user@switch> show vlans vlan1 extensive

VLAN: vlan1, Created at: Tue Sep 16 17:59:47 2008
802.1Q Tag: 1000, Internal index: 18, Admin State: Enabled, Origin: Static
Private VLAN Mode: Primary
Protocol: Port Mode
Number of interfaces: Tagged 2 (Active = 0), Untagged  6 (Active = 0)
      ge-0/0/0.0, tagged, trunk
      ge-0/0/11.0, untagged, access
      ge-0/0/12.0, untagged, access
      ge-0/0/13.0, untagged, access
      ge-0/0/14.0, untagged, access
      ge-0/0/15.0, untagged, access
      ge-0/0/16.0, untagged, access
      ge-1/0/0.0, tagged, trunk
Secondary VLANs: Isolated 2, Community  2
  Isolated VLANs :
      __vlan1_vlan1_ge-0/0/15.0__
      __vlan1_vlan1_ge-0/0/16.0__
  Community VLANs :
      finance-comm
      hr-comm

user@switch> show vlans hr-commextensive

VLAN: hr-comm, Created at: Tue Sep 16 17:59:47 2008
802.1Q Tag: 400,Internal index: 22, Admin State: Enabled, Origin: Static
Private VLAN Mode: Community, Primary VLAN: vlan1
Protocol: Port Mode
Number of interfaces: Tagged 2 (Active = 0), Untagged  2 (Active = 0)
      ge-0/0/0.0, tagged, trunk
      ge-0/0/11.0, untagged, access
      ge-0/0/12.0, untagged, access
      ge-1/0/0.0, tagged, trunk

user@switch> show vlans finance-commextensive

VLAN: finance-comm, Created at: Tue Sep 16 17:59:47 2008
802.1Q Tag: 300,Internal index: 21, Admin State: Enabled, Origin: Static
Private VLAN Mode: Community, Primary VLAN: vlan1
Protocol: Port Mode
Number of interfaces: Tagged 2 (Active = 0), Untagged  2 (Active = 0)
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      ge-0/0/0.0, tagged, trunk
      ge-0/0/13.0, untagged, access
      ge-0/0/14.0, untagged, access
      ge-1/0/0.0, tagged, trunk

user@switch> show vlans __vlan1_vlan1_ge-0/0/15.0__ extensive

VLAN: __vlan1_vlan1_ge-0/0/15.0__, Created at: Tue Sep 16 17:59:47 2008
Internal index: 19, Admin State: Enabled, Origin: Static
Private VLAN Mode: Isolated, Primary VLAN: vlan1
Protocol: Port Mode
Number of interfaces: Tagged 2 (Active = 0), Untagged  1 (Active = 0)
      ge-0/0/0.0, tagged, trunk
      ge-0/0/15.0, untagged, access
      ge-1/0/0.0, tagged, trunk

user@switch> show vlans __vlan1_vlan1_ge-0/0/16.0__ extensive

VLAN: __vlan1_vlan1_ge-0/0/16.0__, Created at: Tue Sep 16 17:59:47 2008
Internal index: 20, Admin State: Enabled, Origin: Static
Private VLAN Mode: Isolated, Primary VLAN: vlan1
Protocol: Port Mode
Number of interfaces: Tagged 2 (Active = 0), Untagged  1 (Active = 0)
      ge-0/0/0.0, tagged, trunk
      ge-0/0/16.0, untagged, access
      ge-1/0/0.0, tagged, trunk

Meaning The output shows that the primary VLANwas created and identifies the interfaces and

secondary VLANs associated with it.

Example: Configuring a Private VLAN SpanningMultiple QFX Switches

For security reasons, it is often useful to restrict the flow of broadcast and unknown

unicast traffic and even to limit the communication between known hosts. The private

VLAN (PVLAN) feature allows an administrator to split a broadcast domain intomultiple

isolated broadcast subdomains, essentially putting a VLAN inside a VLAN. A PVLAN can

spanmultiple switches.

This exampledescribeshowtocreateaPVLANspanningmultiple switches. Theexample

creates one primary PVLAN containing multiple secondary VLANs:

• Requirements on page 320

• Overview and Topology on page 321

• Configuring a PVLAN on Switch 1 on page 324

• Configuring a PVLAN on Switch 2 on page 326

• Configuring a PVLAN on Switch 3 on page 329

• Verification on page 331

Requirements

This example uses the following hardware and software components:
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• Three QFX3500 devices

• Junos OS Release 12.1 or later for the QFX Series

Before you begin configuring a PVLAN, make sure you have created and configured the

necessary VLANs. See “Configuring VLANs on Switches” on page 143.

Overview and Topology

In a large office with multiple buildings and VLANs, youmight need to isolate some

workgroups or other endpoints for security reasons or to partition the broadcast domain.

This configurationexample showshowtocreateaPVLANspanningmultipleQFXdevices,

with one primary VLAN containing two community VLANs (one for HR and one for

Finance), and an interswitch isolated VLAN (for the mail server, the backup server, and

the CVS server). The PVLAN comprises three switches, two access switches and one

distribution switch. The PVLAN is connected to a router through a promiscuous port,

which is configured on the distribution switch.

NOTE: The isolated ports on Switch 1 and on Switch 2 do not have Layer 2
connectivity with one another even though they are included within the same
domain. See “Understanding Private VLANs” on page 254.

Figure 18 on page 322 shows the topology for this example—two access switches

connecting toadistribution switch,whichhasaconnection (throughapromiscuousport)

to the router.
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Figure 18: PVLAN Topology Spanning Multiple Switches

Table 71 on page 322, Table 72 on page 323, and Table 73 on page 323 list the settings for

the example topology.

Table 71: Components of Switch 1 in the Topology for Configuring a PVLAN Spanning Multiple Devices

SettingsProperty

primary-vlan, tag 100

isolation-vlan-id, tag 50
finance-comm, tag 300
hr-comm, tag 400

VLAN names and tag IDs
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Table 71: Components of Switch 1 in the Topology for Configuring a PVLANSpanningMultiple Devices (continued)

SettingsProperty

ge-0/0/0.0, connects Switch 1 to Switch 3

ge-0/0/5.0, connects Switch 1 to Switch 2

PVLAN trunk interfaces

ge-0/0/15.0, mail server

ge-0/0/16.0, backup server

Isolated Interfaces in primary VLAN

ge-0/0/11.0

ge-0/0/12.0

Interfaces in VLAN finance-com

ge-0/0/13.0

ge-0/0/14.0

Interfaces in VLAN hr-comm

Table 72: Components of Switch 2 in the Topology for Configuring a PVLAN Spanning Multiple Devices

SettingsProperty

primary-vlan, tag 100

isolation-vlan-id, tag 50
finance-comm, tag 300
hr-comm, tag 400

VLAN names and tag IDs

ge-0/0/0.0, connects Switch 2 to Switch 3

ge-0/0/5.0, connects Switch 2 to Switch 1

PVLAN trunk interfaces

ge-0/0/17.0, CVS serverIsolated Interface in primary VLAN

ge-0/0/11.0

ge-0/0/12.0

Interfaces in VLAN finance-com

ge-0/0/13.0

ge-0/0/14.0

Interfaces in VLAN hr-comm

Table 73: Components of Switch 3 in the Topology for Configuring a PVLAN Spanning Multiple Devices

SettingsProperty

primary-vlan, tag 100

isolation-vlan-id, tag 50
finance-comm, tag 300
hr-comm, tag 400

VLAN names and tag IDs

ge-0/0/0.0, connects Switch 3 to Switch 1

ge-0/0/1.0, connects Switch 3 to Switch 2

PVLAN trunk interfaces
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Table 73: Components ofSwitch3 in theTopology forConfiguring aPVLANSpanningMultipleDevices (continued)

SettingsProperty

ge-0/0/2, connects the PVLAN to the router

NOTE: Youmust configure the trunk port that connects the PVLAN to another switch
or router outside the PVLAN as amember of the PVLAN, which implicitly configures it
as a promiscuous port.

Promiscuous port

Configuring a PVLAN on Switch 1

When configuring a PVLAN onmultiple switches, these rules apply:

• The primary VLANmust be a tagged VLAN. We recommend that you configure the

primary VLAN first.

• If you are going to configure a community VLAN ID, youmust first configure the primary

VLAN and the PVLAN trunk port. Youmust also configure the primary VLAN to be

private using the pvlan statement.

• If you are going to configure an isolation VLAN ID, youmust first configure the primary

VLAN and the PVLAN trunk port.

CLI Quick
Configuration

To quickly create and configure a PVLAN spanningmultiple switches, copy the following

commands and paste them into the terminal window of Switch 1:

[edit]
set vlans finance-comm vlan-id 300
set vlans finance-comm interface ge-0/0/11.0
set vlans finance-comm interface ge-0/0/12.0
set vlans finance-commprimary-vlan pvlan100
set vlans hr-comm vlan-id 400
set vlans hr-comm interface ge-0/0/13.0
set vlans hr-comm interface ge-0/0/14.0
set vlans hr-commprimary-vlan pvlan100
set vlans pvlan100 vlan-id 100
set vlans pvlan100 interface ge-0/0/15.0
set vlans pvlan100 interface ge-0/0/16.0
set vlans pvlan100 interface ge-0/0/0.0 pvlan-trunk
set vlans pvlan100 interface ge-0/0/5.0 pvlan-trunk
set vlans pvlan100 pvlan
set vlans pvlan100 pvlan isolation-vlan-id 50
set pvlan100 interface ge-0/0/15.0 isolated
set pvlan100 interface ge-0/0/16.0 isolated

Step-by-Step
Procedure

1. Set the VLAN ID for the primary VLAN:

[edit vlans]
user@switch# set pvlan100 vlan-id 100

2. Set the PVLAN trunk interfaces to connect this VLAN across neighboring switches:

[edit vlans]
user@switch# set pvlan100 interface ge-0/0/0.0 pvlan-trunk
user@switch# set pvlan100 interface ge-0/0/5.0 pvlan-trunk
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3. Set the primary VLAN to be private and have no local switching:

[edit vlans]
user@switch# set pvlan100 pvlan

4. Set the VLAN ID for the finance-comm community VLAN that spans the switches:

[edit vlans]
user@switch# set finance-comm vlan-id 300

5. Configure access interfaces for the finance-comm VLAN:

[edit vlans]
user@switch# set finance-comm interface ge-0/0/11.0

user@switch# set finance-comm interface ge-0/0/12.0

6. Set the primary VLAN of this secondary community VLAN, finance-comm :

[edit vlans]
user@switch# set vlans finance-commprimary-vlan pvlan100

7. Set the VLAN ID for the HR community VLAN that spans the switches.

[edit vlans]
user@switch# set hr-comm vlan-id 400

8. Configure access interfaces for the hr-comm VLAN:

[edit vlans]
user@switch# set hr-comm interface ge-0/0/13.0
user@switch# set hr-comm interface ge-0/0/14.0

9. Set the primary VLAN of this secondary community VLAN, hr-comm:

[edit vlans]
user@switch# set vlans hr-commprimary-vlan pvlan100

10. Set the interswitch isolated ID to create an interswitch isolated domain that spans

the switches:

[edit vlans]
user@switch# set pvlan100 pvlan isolation-vlan-id 50

11. Configure the isolated interfaces in the primary VLAN:

[edit vlans]
user@switch# set pvlan100 interface ge-0/0/15.0 isolated
user@switch# set pvlan100 interface ge-0/0/16.0 isolated

NOTE: When you configure an isolated port, include it as a member of
the primary VLAN, but do not configure it as a member of any community
VLAN.
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Results

Check the results of the configuration:

[edit]
user@switch# show

vlans {
finance-comm {

vlan-id 300;
interface {

ge-0/0/11.0;
ge-0/0/12.0;

}
primary-vlan pvlan100;

}
hr-comm {

vlan-id 400;
interface {

ge-0/0/13.0;
ge-0/0/14.0;

}
primary-vlan pvlan100;

}
pvlan100 {

vlan-id 100;
interface {

ge-0/0/15.0;
ge-0/0/16.0;
ge-0/0/0.0 {

pvlan-trunk;
}
ge-0/0/5.0 {

pvlan-trunk;
}

}
pvlan;
isolation-vlan-id 50;

}
}

Configuring a PVLAN on Switch 2

CLI Quick
Configuration

To quickly create and configure a private VLAN spanning multiple switches, copy the

following commands and paste them into the terminal window of Switch 2:
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NOTE: The configuration of Switch 2 is the same as the configuration of
Switch 1 except for the interface in the interswitch isolated domain. For Switch
2, the interface is ge-0/0/17.0.

[edit]
set vlans finance-comm vlan-id 300
set vlans finance-comm interface ge-0/0/11.0
set vlans finance-comm interface ge-0/0/12.0
set vlans finance-commprimary-vlan pvlan100
set vlans hr-comm vlan-id 400
set vlans hr-comm interface ge-0/0/13.0
set vlans hr-comm interface ge-0/0/14.0
set vlans hr-commprimary-vlan pvlan100
set vlans pvlan100 vlan-id 100
set vlans pvlan100 interface ge-0/0/17.0
set vlans pvlan100 interface ge-0/0/0.0 pvlan-trunk
set vlans pvlan100 interface ge-0/0/5.0 pvlan-trunk
set vlans pvlan100 pvlan
set vlans pvlan100 pvlan isolation-vlan-id 50
set pvlan100 interface ge-0/0/17.0 isolated

Step-by-Step
Procedure

To configure a PVLAN on Switch 2 that will spanmultiple switches:

1. Set the VLAN ID for the finance-comm community VLAN that spans the switches:

[edit vlans]
user@switch# set finance-comm vlan-id 300

2. Configure access interfaces for the finance-comm VLAN:

[edit vlans]
user@switch# set finance-comm interface ge-0/0/11.0

user@switch# set finance-comm interface ge-0/0/12.0

3. Set the primary VLAN of this secondary community VLAN, finance-comm:

[edit vlans]
user@switch# set vlans finance-commprimary-vlan pvlan100

4. Set the VLAN ID for the HR community VLAN that spans the switches.

[edit vlans]
user@switch# set hr-comm vlan-id 400

5. Configure access interfaces for the hr-comm VLAN:

[edit vlans]
user@switch# set hr-comm interface ge-0/0/13.0
user@switch# set hr-comm interface ge-0/0/14.0

6. Set the primary VLAN of this secondary community VLAN, hr-comm:
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[edit vlans]
user@switch# set vlans hr-commprimary-vlan pvlan100

7. Set the VLAN ID for the primary VLAN:

[edit vlans]
user@switch# set pvlan100 vlan-id 100

8. Set the PVLAN trunk interfaces that will connect this VLAN across neighboring

switches:

[edit vlans]
user@switch# set pvlan100 interface ge-0/0/0.0 pvlan-trunk
user@switch# set pvlan100 interface ge-0/0/5.0 pvlan-trunk

9. Set the primary VLAN to be private and have no local switching:

[edit vlans]
user@switch# set pvlan100 pvlan

10. Set the interswitch isolated ID to create an interswitch isolated domain that spans

the switches:

[edit vlans]
user@switch# set pvlan100 pvlan isolation-vlan-id 50

NOTE: To configure an isolated port, include it as one of the members
of the primary VLAN, but do not configure it as belonging to one of the
community VLANs.

11. Configure the isolated interface in the primary VLAN:

[edit vlans]
user@switch# set pvlan100 interface ge-0/0/17.0 isolated

Results

Check the results of the configuration:

[edit]
user@switch# show
vlans {

finance-comm {
vlan-id 300;
interface {

ge-0/0/11.0;
ge-0/0/12.0;

}
primary-vlan pvlan100;
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}
hr-comm {

vlan-id 400;
interface {

ge-0/0/13.0;
ge-0/0/14.0;

}
primary-vlan pvlan100;

}
pvlan100 {

vlan-id 100;
interface {

ge-0/0/15.0;
ge-0/0/16.0;
ge-0/0/0.0 {

pvlan-trunk;
}
ge-0/0/5.0 {

pvlan-trunk;
}
ge-0/0/17.0;

}
pvlan;
isolation-vlan-id 50;

}
}

Configuring a PVLAN on Switch 3

CLI Quick
Configuration

To quickly configure Switch 3 to function as the distribution switch of this PVLAN, copy

the following commands and paste them into the terminal window of Switch 3:

NOTE: Interface ge-0/0/2.0 is a trunk port connecting the PVLAN to a router.

[edit]
set vlans finance-comm vlan-id 300
set vlans finance-commprimary-vlan pvlan100
set vlans hr-comm vlan-id 400
set vlans hr-commprimary-vlan pvlan100
set vlans pvlan100 vlan-id 100
set vlans pvlan100 interface ge-0/0/0.0 pvlan-trunk
set vlans pvlan100 interface ge-0/0/1.0 pvlan-trunk
set vlans pvlan100 pvlan
set vlans pvlan100 pvlan isolation-vlan-id 50
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Step-by-Step
Procedure

To configure Switch 3 to function as the distribution switch for this PVLAN, use the

following procedure:

1. Set the VLAN ID for the finance-comm community VLAN that spans the switches:

[edit vlans]
user@switch# finance-comm vlan-id 300

2. Set the primary VLAN of this secondary community VLAN, finance-comm:

[edit vlans]
user@switch# set vlans finance-commprimary-vlan pvlan100

3. Set the VLAN ID for the HR community VLAN that spans the switches:

[edit vlans]
user@switch# set hr-comm vlan-id 400

4. Set the primary VLAN of this secondary community VLAN, hr-comm:

[edit vlans]
user@switch# set vlans hr-commprimary-vlan pvlan100

5. Set the VLAN ID for the primary VLAN:

[edit vlans]
user@switch# set pvlan100 vlan-id 100

6. Set the PVLAN trunk interfaces that will connect this VLAN across neighboring

switches:

[edit vlans]
user@switch# set pvlan100 interface ge-0/0/0.0 pvlan-trunk
user@switch# set pvlan100 interface ge-0/0/5.0 pvlan-trunk

7. Set the primary VLAN to be private and have no local switching:

[edit vlans]
user@switch# set pvlan100 pvlan

8. Set the interswitch isolated ID to create an interswitch isolated domain that spans

the switches:

[edit vlans]
user@switch# set pvlan100 pvlan isolation-vlan-id 50

NOTE: To configure an isolated port, include it as one of the members
of the primary VLAN, but do not configure it as belonging to one of the
community VLANs.
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Results

Check the results of the configuration:

[edit]
user@switch# show
vlans {

finance-comm {
vlan-id 300;
primary-vlan pvlan100;

}
hr-comm {

vlan-id 400;
primary-vlan pvlan100;

}
pvlan100 {

vlan-id 100;
interface {

ge-0/0/0.0 {
pvlan-trunk;

}
ge-0/0/1.0 {

pvlan-trunk;
}
ge-0/0/2.0;

}
pvlan;
isolation-vlan-id 50;

}
}

Verification

To confirm that the configuration is working properly, perform these tasks:

• Verifying That the Primary VLAN and Secondary VLANsWere Created on Switch

1 on page 331

• Verifying That the Primary VLAN and Secondary VLANsWere Created on Switch

2 on page 333

• Verifying That the Primary VLAN and Secondary VLANsWere Created on Switch

3 on page 334

Verifying That the Primary VLAN and Secondary VLANsWere Created on Switch 1

Purpose Verify that the PVLAN configuration spanning multiple switches is working properly on

Switch 1:

Action Use the show vlans extensive command:

user@switch> show vlans extensive
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VLAN: __pvlan_pvlan100_ge-0/0/15.0__, Created at: Thu Sep 16 23:15:27 2010
Internal index: 5, Admin State: Enabled, Origin: Static
Private VLAN Mode: Isolated, Primary VLAN: pvlan100
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged  1 (Active = 1)
      ge-0/0/0.0*, tagged, trunk, pvlan-trunk
      ge-0/0/5.0*, tagged, trunk, pvlan-trunk
      ge-0/0/15.0*, untagged, access

VLAN: __pvlan_pvlan100_ge-0/0/16.0__, Created at: Thu Sep 16 23:15:27 2010
Internal index: 6, Admin State: Enabled, Origin: Static
Private VLAN Mode: Isolated, Primary VLAN: pvlan100
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged  1 (Active = 1)
      ge-0/0/0.0*, tagged, trunk, pvlan-trunk
      ge-0/0/5.0*, tagged, trunk, pvlan-trunk
      ge-0/0/16.0*, untagged, access

VLAN: __pvlan_pvlan100_isiv__, Created at: Thu Sep 16 23:15:27 2010
802.1Q Tag: 50, Internal index: 7, Admin State: Enabled, Origin: Static
Private VLAN Mode: Inter-switch-isolated, Primary VLAN: pvlan100
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged  0 (Active = 0)
      ge-0/0/0.0*, tagged, trunk, pvlan-trunk
      ge-0/0/5.0*, tagged, trunk, pvlan-trunk

VLAN: default, Created at: Thu Sep 16 03:03:18 2010
Internal index: 2, Admin State: Enabled, Origin: Static
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 0 (Active = 0), Untagged  0 (Active = 0)

VLAN: finance-comm, Created at: Thu Sep 16 23:15:27 2010
802.1Q Tag: 300, Internal index: 8, Admin State: Enabled, Origin: Static
Private VLAN Mode: Community, Primary VLAN: pvlan100
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged  2 (Active = 2)
      ge-0/0/0.0*, tagged, trunk, pvlan-trunk
      ge-0/0/5.0*, tagged, trunk, pvlan-trunk
      ge-0/0/11.0*, untagged, access
      ge-0/0/12.0*, untagged, access

VLAN: hr-comm, Created at: Thu Sep 16 23:15:27 2010
802.1Q Tag: 400, Internal index: 9, Admin State: Enabled, Origin: Static
Private VLAN Mode: Community, Primary VLAN: pvlan100
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged  2 (Active = 2)
      ge-0/0/0.0*, tagged, trunk, pvlan-trunk
      ge-0/0/5.0*, tagged, trunk, pvlan-trunk
      ge-0/0/13.0*, untagged, access
      ge-0/0/14.0*, untagged, access

VLAN: pvlan100, Created at: Thu Sep 16 23:15:27 2010
802.1Q Tag: 100, Internal index: 4, Admin State: Enabled, Origin: Static
Private VLAN Mode: Primary
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged  6 (Active = 6)
      ge-0/0/0.0*, tagged, trunk, pvlan-trunk
      ge-0/0/5.0*, tagged, trunk, pvlan-trunk
      ge-0/0/11.0*, untagged, access
      ge-0/0/12.0*, untagged, access
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      ge-0/0/13.0*, untagged, access
      ge-0/0/14.0*, untagged, access
      ge-0/0/15.0*, untagged, access
      ge-0/0/16.0*, untagged, access
Secondary VLANs: Isolated 2, Community  2, Inter-switch-isolated  1
  Isolated VLANs :
      __pvlan_pvlan100_ge-0/0/15.0__
      __pvlan_pvlan100_ge-0/0/16.0__
  Community VLANs :
      finance-comm
      hr-comm
  Inter-switch-isolated VLAN :
      __pvlan_pvlan100_isiv__

Meaning The output shows that a PVLANwas created on Switch 1 and shows that it includes two

isolatedVLANs, two community VLANs, and an interswitch isolatedVLAN. The presence

of the pvlan-trunk and Inter-switch-isolated fields indicates that this PVLAN is spanning

more than one switch.

Verifying That the Primary VLAN and Secondary VLANsWere Created on Switch 2

Purpose Verify that the PVLAN configuration spanning multiple switches is working properly on

Switch 2:

Action Use the show vlans extensive command:

user@switch> show vlans extensive

VLAN: __pvlan_pvlan100_ge-0/0/17.0__, Created at: Thu Sep 16 23:19:22 2010
Internal index: 5, Admin State: Enabled, Origin: Static
Private VLAN Mode: Isolated, Primary VLAN: pvlan100
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged  1 (Active = 1)
      ge-0/0/0.0*, tagged, trunk, pvlan-trunk
      ge-0/0/5.0*, tagged, trunk, pvlan-trunk
      ge-0/0/17.0*, untagged, access

VLAN: __pvlan_pvlan100_isiv__, Created at: Thu Sep 16 23:19:22 2010
802.1Q Tag: 50, Internal index: 6, Admin State: Enabled, Origin: Static
Private VLAN Mode: Inter-switch-isolated, Primary VLAN: pvlan100
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged  0 (Active = 0)
      ge-0/0/0.0*, tagged, trunk, pvlan-trunk
      ge-0/0/5.0*, tagged, trunk, pvlan-trunk

VLAN: default, Created at: Thu Sep 16 03:03:18 2010
Internal index: 2, Admin State: Enabled, Origin: Static
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 0 (Active = 0), Untagged  0 (Active = 0)

VLAN: finance-comm, Created at: Thu Sep 16 23:19:22 2010
802.1Q Tag: 300, Internal index: 7, Admin State: Enabled, Origin: Static
Private VLAN Mode: Community, Primary VLAN: pvlan100
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged  2 (Active = 2)
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      ge-0/0/0.0*, tagged, trunk, pvlan-trunk
      ge-0/0/5.0*, tagged, trunk, pvlan-trunk
      ge-0/0/11.0*, untagged, access
      ge-0/0/12.0*, untagged, access

VLAN: hr-comm, Created at: Thu Sep 16 23:19:22 2010
802.1Q Tag: 400, Internal index: 8, Admin State: Enabled, Origin: Static
Private VLAN Mode: Community, Primary VLAN: pvlan100
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged  2 (Active = 2)
      ge-0/0/0.0*, tagged, trunk, pvlan-trunk
      ge-0/0/5.0*, tagged, trunk, pvlan-trunk
      ge-0/0/13.0*, untagged, access
      ge-0/0/14.0*, untagged, access

VLAN: pvlan100, Created at: Thu Sep 16 23:19:22 2010
802.1Q Tag: 100, Internal index: 4, Admin State: Enabled, Origin: Static
Private VLAN Mode: Primary
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged  5 (Active = 5)
      ge-0/0/0.0*, tagged, trunk, pvlan-trunk
      ge-0/0/5.0*, tagged, trunk, pvlan-trunk
      ge-0/0/11.0*, untagged, access
      ge-0/0/12.0*, untagged, access
      ge-0/0/13.0*, untagged, access
      ge-0/0/14.0*, untagged, access
      ge-0/0/17.0*, untagged, access
Secondary VLANs: Isolated 1, Community  2, Inter-switch-isolated  1
  Isolated VLANs :
      __pvlan_pvlan100_ge-0/0/17.0__
  Community VLANs :
      finance-comm
      hr-comm
  Inter-switch-isolated VLAN :
      __pvlan_pvlan100_isiv__

Meaning The output shows that a PVLANwas created on Switch 2 and shows that it includes one

isolated VLAN, two community VLANs, and an interswitch isolated VLAN. The presence

of the pvlan-trunk and Inter-switch-isolated fields indicates that this PVLAN is spanning

more than one switch. When you compare this output to the output of Switch 1, you can

see that both switches belong to the same PVLAN (pvlan100).

Verifying That the Primary VLAN and Secondary VLANsWere Created on Switch 3

Purpose Verify that the PVLAN configuration spanning multiple switches is working properly on

Switch 3:

Action Use the show vlans extensive command:

user@switch> show vlans extensive

VLAN: __pvlan_pvlan100_isiv__, Created at: Thu Sep 16 23:22:40 2010
802.1Q Tag: 50, Internal index: 5, Admin State: Enabled, Origin: Static
Private VLAN Mode: Inter-switch-isolated, Primary VLAN: pvlan100

Copyright © 2019, Juniper Networks, Inc.334

Ethernet Switching Feature Guide



Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged  0 (Active = 0)
      ge-0/0/0.0*, tagged, trunk, pvlan-trunk
      ge-0/0/1.0*, tagged, trunk, pvlan-trunk

VLAN: default, Created at: Thu Sep 16 03:03:18 2010
Internal index: 2, Admin State: Enabled, Origin: Static
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 0 (Active = 0), Untagged  0 (Active = 0)

VLAN: finance-comm, Created at: Thu Sep 16 23:22:40 2010
802.1Q Tag: 300, Internal index: 6, Admin State: Enabled, Origin: Static
Private VLAN Mode: Community, Primary VLAN: pvlan100
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged  0 (Active = 0)
      ge-0/0/0.0*, tagged, trunk, pvlan-trunk
      ge-0/0/1.0*, tagged, trunk, pvlan-trunk

VLAN: hr-comm, Created at: Thu Sep 16 23:22:40 2010
802.1Q Tag: 400, Internal index: 7, Admin State: Enabled, Origin: Static
Private VLAN Mode: Community, Primary VLAN: pvlan100
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged  0 (Active = 0)
      ge-0/0/0.0*, tagged, trunk, pvlan-trunk
      ge-0/0/1.0*, tagged, trunk, pvlan-trunk

VLAN: pvlan100, Created at: Thu Sep 16 23:22:40 2010
802.1Q Tag: 100, Internal index: 4, Admin State: Enabled, Origin: Static
Private VLAN Mode: Primary
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged  0 (Active = 0)
      ge-0/0/0.0*, tagged, trunk, pvlan-trunk
      ge-0/0/1.0*, tagged, trunk, pvlan-trunk
Secondary VLANs: Isolated 0, Community  2, Inter-switch-isolated  1
  Community VLANs :
      finance-comm
      hr-comm
  Inter-switch-isolated VLAN :
      __pvlan_pvlan100_isiv__

Meaning The output shows that the PVLAN (pvlan100) is configured on Switch 3 and that it

includes no isolated VLANs, two community VLANs, and an interswitch isolated VLAN.

ButSwitch 3 is functioning as adistribution switch, so theoutput does not includeaccess

interfaces within the PVLAN. It shows only the pvlan-trunk interfaces that connect

pvlan100 fromSwitch3 to theother switches (Switch 1 andSwitch2) in the samePVLAN.

Example: Configuring a Private VLAN SpanningMultiple SwitchesWith an IRB Interface

For security reasons, it is often useful to restrict the flow of broadcast and unknown

unicast traffic and even to limit the communication between known hosts. The private

VLAN (PVLAN) feature allows an administrator to split a broadcast domain intomultiple

isolated broadcast subdomains, essentially putting a VLAN inside a VLAN. A PVLAN can

spanmultiple switches. This exampledescribeshowtocreateaPVLANspanningmultiple

switches.TheexamplecreatesoneprimaryPVLAN,containingmultiple secondaryVLANs.
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Just like regularVLANs,PVLANsare isolatedat Layer 2andnormally require that aLayer 3

device be used if you want to route traffic. Starting with Junos OS 14.1X53-D30, you can

use an integrated routing and bridging (IRB) interface to route Layer 3 traffic between

devices connected to a PVLAN. Using an IRB interface in this way can also allow the

devices in the PVLAN to communicate at Layer 3 with devices in other community or

isolatedVLANsorwithdevicesoutside thePVLAN.This examplealsodemonstrates how

to include an IRB interface in a PVLAN configuration.

• Requirements on page 336

• Overview and Topology on page 336

• Configuration Overview on page 339

• Configuring a PVLAN on Switch 1 on page 339

• Configuring a PVLAN on Switch 2 on page 342

• Configuring a PVLAN on Switch 3 on page 344

• Verification on page 347

Requirements

This example uses the following hardware and software components:

• Three QFX Series or EX4600 switches

• Junos OS release with PVLAN for QFX Series or EX4600

Overview and Topology

In a large office with multiple buildings and VLANs, youmight need to isolate some

workgroups or other endpoints for security reasons or to partition the broadcast domain.

This configuration example shows how to create a PVLAN spanning multiple switches,

with one primary VLAN containing two community VLANs (one for HR and one for

Finance), and an interswitch isolated VLAN (for the mail server, the backup server, and

the CVS server). The PVLAN comprises three switches—two access switches and one

distribution switch. The devices in the PVLANare connected at Layer 3 to each other and

to devices outside the PVLAN through an IRB interface configured on the distribution

switch.

NOTE: The isolated ports on Switch 1 and on Switch 2 do not have Layer 2
connectivity with one another even though they are included within the same
domain. See “Understanding Private VLANs” on page 254.

Figure 19 on page 337 shows the topology for this example.
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Figure 19: PVLAN Topology Spanning Multiple Switches with an IRB Interface
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Table 74onpage 337, Table 75 onpage 338, andTable 76onpage 338 list the settings for

the example topology.

Table 74: Components of Switch 1 in the Topology for Configuring a PVLAN Spanning Multiple Devices

SettingsProperty

primary-vlan, tag 100

isolated-vlan-id, tag 50
finance-comm, tag 300
hr-comm, tag 400

VLAN names and tag IDs

xe-0/0/0.0, connects Switch 1 to Switch 3

xe-0/0/5.0, connects Switch 1 to Switch 2

Interswitch link interfaces

xe-0/0/15.0, mail server

xe-0/0/16.0, backup server

Isolated Interfaces in primary VLAN

xe-0/0/11.0

xe-0/0/12.0

Interfaces in VLAN finance-com
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Table 74: Components of Switch 1 in the Topology for Configuring aPVLANSpanningMultiple Devices (continued)

SettingsProperty

xe-0/0/13.0

xe-0/0/14.0

Interfaces in VLAN hr-comm

Table 75: Components of Switch 2 in the Topology for Configuring a PVLAN Spanning Multiple Devices

SettingsProperty

primary-vlan, tag 100

isolated-vlan-id, tag 50
finance-comm, tag 300
hr-comm, tag 400

VLAN names and tag IDs

xe-0/0/0.0, connects Switch 2 to Switch 3

xe-0/0/5.0, connects Switch 2 to Switch 1

Interswitch link interfaces

xe-0/0/17.0, CVS serverIsolated Interface in primary VLAN

xe-0/0/11.0

xe-0/0/12.0

Interfaces in VLAN finance-com

xe-0/0/13.0

xe-0/0/14.0

Interfaces in VLAN hr-comm

Table 76: Components of Switch 3 in the Topology for Configuring a PVLAN Spanning Multiple Devices

SettingsProperty

primary-vlan, tag 100

isolated-vlan-id, tag 50finance-comm, tag 300
hr-comm, tag 400

VLAN names and tag IDs

xe-0/0/0.0, connects Switch 3 to Switch 1.

xe-0/0/1.0, connects Switch 3 to Switch 2.

Interswitch link interfaces

xe-0/0/2, connects the PVLAN to another network.

NOTE: Youmust configure the trunk port that connects the PVLAN to another switch or
router outside the PVLAN as amember of the PVLAN, which implicitly configures it as a
promiscuous port.

Promiscuous port
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Table 76:Components ofSwitch3 in theTopology forConfiguringaPVLANSpanningMultipleDevices (continued)

SettingsProperty

xe-0/0/0

xe-0/0/1

Configure unrestricted proxy ARP on the IRB interface to allow ARP resolution to occur so
that devices that use IPv4 can communicate at Layer 3. For IPv6 traffic, you must explicitly
map an IRB address to the destination address to allow ARP resolution.

IRB interface

Configuration Overview

When configuring a PVLAN onmultiple switches, the following rules apply:

• The primary VLANmust be a tagged VLAN.

• The primary VLAN is the only VLAN that can be amember of an interswitch link

interface.

When configuring an IRB interface in a PVLAN, these rules apply:

• You can create only one IRB interface in a PVLAN, regardless of howmany switches

participate in the PVLAN.

• The IRB interface must be amember of the primary VLAN in the PVLAN.

• Each host device that you want to connect at Layer 3 must use an IP address of the

IRB as its default gateway address.

Configuring a PVLAN on Switch 1

CLI Quick
Configuration

To quickly create and configure a PVLAN spanningmultiple switches, copy the following

commands and paste them into the terminal window of Switch 1:

[edit]
set interfaces xe-0/0/0 unit 0 family ethernet-switching interface-mode trunk
set interfaces xe-0/0/0 unit 0 family ethernet-switching inter-switch-link
set interfaces xe-0/0/0 unit 0 family ethernet-switching vlanmembers 100
set interfaces xe-0/0/5 unit 0 family ethernet-switching interface-mode trunk
set interfaces xe-0/0/5 unit 0 family ethernet-switching inter-switch-link
set interfaces xe-0/0/5 unit 0 family ethernet-switching vlanmembers 100
set vlans finance-comm vlan-id 300 private-vlan community
set vlans hr-comm vlan-id 400 private-vlan community
set vlans isolated-vlan vlan-id 50 private-vlan isolated
set vlans pvlan100 vlan-id 100 community-vlans [300 400] isolated-vlan 50
set interfaces xe-0/0/11 unit 0 family ethernet-switching vlanmembers 300
set interfaces xe-0/0/12 unit 0 family ethernet-switching vlanmembers 300
set interfaces xe-0/0/13 unit 0 family ethernet-switching vlanmembers 400
set interfaces xe-0/0/14 unit 0 family ethernet-switching vlanmembers 400
set interfaces xe-0/0/15 unit 0 family ethernet-switching vlanmembers 50
set interfaces xe-0/0/16 unit 0 family ethernet-switching vlanmembers 50
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Step-by-Step
Procedure

1. Configure interface xe-0/0/0 to be a trunk:

[edit interfaces]
user@switch# set xe-0/0/0 unit 0 family ethernet-switching interface-mode trunk

2. Configure interface xe-0/0/0 to be an interswitch link that carries all the VLANs:

[edit interfaces]
user@switch# set xe-0/0/0 unit 0 family ethernet-switching inter-switch-link

3. Configure pvlan100 (the primary VLAN) to be amember of interface xe-0/0/0:

[edit interfaces]
user@switch# set xe-0/0/0 unit 0 family ethernet-switching vlanmembers 100

4. Configure interface xe-0/0/5 to be a trunk:

[edit interfaces]
user@switch# set xe-0/0/0 unit 0 family ethernet-switching interface-mode trunk

5. Configure interface xe-0/0/5 to be an interswitch link that carries all the VLANs:

[edit interfaces]
user@switch# set xe-0/0/5 unit 0 family ethernet-switching inter-switch-link

6. Configure pvlan100 to be amember of interface xe-0/0/5:

[edit interfaces]
user@switch# set xe-0/0/5 unit 0 family ethernet-switching vlanmembers 100

7. Create the community VLAN for the finance organization:

[edit vlans]
set finance-comm vlan-id 300 private-vlan community

8. Create the community VLAN for the HR organization:

[edit vlans]
set hr-comm vlan-id 400 private-vlan community

9. Create the isolated VLAN for the mail and backup servers:

[edit vlans]
set isolated-vlan vlan-id 50 private-vlan isolated

10. Create the primary VLAN andmake the community and isolated VLANsmembers

of it:

[edit vlans]
set pvlan100 vlan-id 100 community-vlans [300 400] isolated-vlan 50

11. ConfigureVLAN300(theacommunityVLAN)tobeamemberof interfacexe-0/0/11:

[edit interfaces]
user@switch# set xe-0/0/11 unit 0 family ethernet-switching vlanmembers 300
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12. Configure VLAN 300 (a community VLAN) to be amember of interface xe-0/0/12:

[edit interfaces]
user@switch# set xe-0/0/12 unit 0 family ethernet-switching vlanmembers 300

13. Configure VLAN 400 (a community VLAN) to be amember of interface xe-0/0/13:

[edit interfaces]
user@switch# set xe-0/0/13 unit 0 family ethernet-switching vlanmembers 400

14. Configure VLAN 400 (a community VLAN) to be amember of interface xe-0/0/14:

[edit interfaces]
user@switch# set xe-0/0/14 unit 0 family ethernet-switching vlanmembers 400

15. Configure VLAN 50 (the isolated VLAN) to be amember of interface xe-0/0/15:

[edit interfaces]
user@switch# set xe-0/0/15 unit 0 family ethernet-switching vlanmembers 50

16. Configure VLAN 50 (the isolated VLAN) to be amember of interface xe-0/0/16:

[edit interfaces]
user@switch# set xe-0/0/16 unit 0 family ethernet-switching vlanmembers 50

Results

Check the results of the configuration:

[edit]
user@switch# show

vlans {
finance-comm {

vlan-id 300;
private-vlan community;

}
hr-comm {

vlan-id 400;
private-vlan community;

}
isolated-vlan{

vlan-id 50;
private-vlan isolated;

}
pvlan100 {

vlan-id 100;
isolated-vlan 50;
community-vlans [300 400]

}
}

341Copyright © 2019, Juniper Networks, Inc.

Chapter 11: Configuring Private VLANs



Configuring a PVLAN on Switch 2

CLI Quick
Configuration

To quickly create and configure a private VLAN spanning multiple switches, copy the

following commands and paste them into the terminal window of Switch 2:

NOTE: The configuration of Switch 2 is the same as the configuration of
Switch 1 except for the isolated VLAN. For Switch 2, the isolated VLAN
interface is xe-0/0/17.0 .

[edit]
set interfaces xe-0/0/0 unit 0 family ethernet-switching interface-mode trunk
set interfaces xe-0/0/0 unit 0 family ethernet-switching inter-switch-link
set interfaces xe-0/0/0 unit 0 family ethernet-switching vlanmembers 100
set interfaces xe-0/0/5 unit 0 family ethernet-switching interface-mode trunk
set interfaces xe-0/0/5 unit 0 family ethernet-switching inter-switch-link
set interfaces xe-0/0/5 unit 0 family ethernet-switching vlanmembers 100
set vlans finance-comm vlan-id 300 private-vlan community
set vlans hr-comm vlan-id 400 private-vlan community
set vlans isolated-vlan vlan-id 50 private-vlan isolated
set vlans pvlan100 vlan-id 100 community-vlans [300 400] isolated-vlan 50
set interfaces xe-0/0/11 unit 0 family ethernet-switching vlanmembers 300
set interfaces xe-0/0/12 unit 0 family ethernet-switching vlanmembers 300
set interfaces xe-0/0/13 unit 0 family ethernet-switching vlanmembers 400
set interfaces xe-0/0/14 unit 0 family ethernet-switching vlanmembers 400
set interfaces xe-0/0/17 unit 0 family ethernet-switching vlanmembers 50

Step-by-Step
Procedure

1. Configure interface xe-0/0/0 to be a trunk:

[edit interfaces]
user@switch# set xe-0/0/0 unit 0 family ethernet-switching interface-mode trunk

2. Configure interface xe-0/0/0 to be an interswitch link that carries all the VLANs:

[edit interfaces]
user@switch# set xe-0/0/0 unit 0 family ethernet-switching inter-switch-link

3. Configure pvlan100 (the primary VLAN) to be amember of interface xe-0/0/0:

[edit interfaces]
user@switch# set xe-0/0/0 unit 0 family ethernet-switching vlanmembers 100

4. Configure interface xe-0/0/5 to be a trunk:

[edit interfaces]
user@switch# set xe-0/0/0 unit 0 family ethernet-switching interface-mode trunk

5. Configure interface xe-0/0/5 to be an interswitch link that carries all the VLANs:

[edit interfaces]
user@switch# set xe-0/0/5 unit 0 family ethernet-switching inter-switch-link
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6. Configure pvlan100 to be amember of interface xe-0/0/5:

[edit interfaces]
user@switch# set xe-0/0/5 unit 0 family ethernet-switching vlanmembers 100

7. Create the community VLAN for the finance organization:

[edit vlans]
set finance-comm vlan-id 300 private-vlan community

8. Create the community VLAN for the HR organization:

[edit vlans]
set hr-comm vlan-id 400 private-vlan community

9. Create the isolated VLAN for the mail and backup servers:

[edit vlans]
set isolated-vlan vlan-id 50 private-vlan isolated

10. Create the primary VLAN andmake the community and isolated VLANsmembers

of it:

[edit vlans]
set pvlan100 vlan-id 100 community-vlans [300 400] isolated-vlan 50

11. ConfigureVLAN300(theacommunityVLAN)tobeamemberof interfacexe-0/0/11:

[edit interfaces]
user@switch# set xe-0/0/11 unit 0 family ethernet-switching vlanmembers 300

12. Configure VLAN 300 (a community VLAN) to be amember of interface xe-0/0/12:

[edit interfaces]
user@switch# set xe-0/0/12 unit 0 family ethernet-switching vlanmembers 300

13. Configure VLAN 400 (a community VLAN) to be amember of interface xe-0/0/13:

[edit interfaces]
user@switch# set xe-0/0/13 unit 0 family ethernet-switching vlanmembers 400

14. Configure VLAN 400 (a community VLAN) to be amember of interface xe-0/0/14:

[edit interfaces]
user@switch# set xe-0/0/14 unit 0 family ethernet-switching vlanmembers 400

15. Configure VLAN 50 (the isolated VLAN) to be amember of interface xe-0/0/17:

[edit interfaces]
user@switch# set xe-0/0/17 unit 0 family ethernet-switching vlanmembers 50

Results

Check the results of the configuration:
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[edit]
user@switch# show

vlans {
finance-comm {

vlan-id 300;
private-vlan community;

}
hr-comm {

vlan-id 400;
private-vlan community;

}
isolated-vlan{

vlan-id 50;
private-vlan isolated;

}
pvlan100 {

vlan-id 100;
isolated-vlan 50;
community-vlans [300 400]

}
}

Configuring a PVLAN on Switch 3

CLI Quick
Configuration

To quickly configure Switch 3 to function as the distribution switch of this PVLAN, copy

the following commands and paste them into the terminal window of Switch 3:

NOTE: Interface xe-0/0/2.0 is a trunk port connecting the PVLAN to another
network.

[edit]
[edit]
set interfaces xe-0/0/0 unit 0 family ethernet-switching interface-mode trunk
set interfaces xe-0/0/0 unit 0 family ethernet-switching inter-switch-link
set interfaces xe-0/0/0 unit 0 family ethernet-switching vlanmembers 100
set interfaces xe-0/0/1 unit 0 family ethernet-switching interface-mode trunk
set interfaces xe-0/0/1 unit 0 family ethernet-switching inter-switch-link
set interfaces xe-0/0/1 unit 0 family ethernet-switching vlanmembers 100
set interfaces xe-0/0/2 unit 0 family ethernet-switching interface-mode trunk
set interfaces xe-0/0/2 unit 0 family ethernet-switching vlanmembers 100
set vlans pvlan100 vlan-id 100
set interfaces irb unit 100 family inet address 192.168.1.1/24
set vlans pvlan100 l3-interface irb.100
set interfaces irb unit 100 proxy-arp unrestricted
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Step-by-Step
Procedure

To configure Switch 3 to function as the distribution switch for this PVLAN, use the

following procedure:

1. Configure interface xe-0/0/0 to be a trunk:

[edit interfaces]
user@switch# set xe-0/0/0 unit 0 family ethernet-switching interface-mode trunk

2. Configure interface xe-0/0/0 to be an interswitch link that carries all the VLANs:

[edit interfaces]
user@switch# set xe-0/0/0 unit 0 family ethernet-switching inter-switch-link

3. Configure pvlan100 (the primary VLAN) to be amember of interface xe-0/0/0:

[edit interfaces]
user@switch# set xe-0/0/0 unit 0 family ethernet-switching vlanmembers 100

4. Configure interface xe-0/0/5 to be a trunk:

[edit interfaces]
user@switch# set xe-0/0/0 unit 0 family ethernet-switching interface-mode trunk

5. Configure interface xe-0/0/5 to be an interswitch link that carries all the VLANs:

[edit interfaces]
user@switch# set xe-0/0/5 unit 0 family ethernet-switching inter-switch-link

6. Configure pvlan100 to be amember of interface xe-0/0/5:

[edit interfaces]
user@switch# set xe-0/0/5 unit 0 family ethernet-switching vlanmembers 100

7. Configure interface xe-0/0/2 (the promiscuous interface) to be a trunk:

[edit interfaces]
user@switch# set xe-0/0/2 unit 0 family ethernet-switching interface-mode trunk

8. Configure pvlan100 to be amember of interface xe-0/0/2:

[edit interfaces]
user@switch# set xe-0/0/2 unit 0 family ethernet-switching vlanmembers 100

9. Create the primary VLAN:

[edit vlans]
set vlans pvlan100 vlan-id 100

10. Create the IRB interface irbandassign it anaddress in the subnetusedby thedevices

attached to Switches 1 and 2:

[edit interfaces]
set irb unit 100 family inet address 192.168.1.1/24
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NOTE: Each host device that you want to connect at Layer 3 must be
in the same subnet as the IRB interface and use the IP address of the
IRB interface as its default gateway address.

11. Complete the IRB interface configuration by binding the interface to the primary

VLAN pvlan100:

[edit vlans]
set pvlan100 l3-interface irb.100

12. Configure unrestricted proxy ARP for each unit of the IRB interface so that ARP

resolution works for IPv4 traffic:

[edit interfaces]
set irb unit 100 proxy-arp unrestricted

NOTE: Because the devices in the community and isolated VLANs are
isolated at Layer 2, this step is required to allow ARP resolution to occur
between the VLANs so that devices using IPv4 can communicate at
Layer 3. (For IPv6 traffic, you must explicitly map an IRB address to the
destination address to allow ARP resolution.)

Results

Check the results of the configuration:

[edit]
user@switch# show
vlans {

pvlan100{
vlan-id 100;

}
}
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Verification

To confirm that the configuration is working properly, perform these tasks:

• Verifying That the Primary VLAN and Secondary VLANsWere Created on Switch

1 on page 347

• Verifying That the Primary VLAN and Secondary VLANsWere Created on Switch

2 on page 348

• Verifying That the Primary VLAN and Secondary VLANsWere Created on Switch

3 on page 350

Verifying That the Primary VLAN and Secondary VLANsWere Created on Switch 1

Purpose Verify that the PVLAN configuration spanning multiple switches is working properly on

Switch 1:

Action Use the show vlans extensive command:

user@switch> show vlans extensive

VLAN: __pvlan_pvlan100_xe-0/0/15.0__, Created at: Wed Sep 16 23:15:27 2015
Internal index: 5, Admin State: Enabled, Origin: Static
Private VLAN Mode: Isolated, Primary VLAN: pvlan100
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged  1 (Active = 1)
      xe-0/0/0.0*, tagged, trunk      xe-0/0/5.0*, tagged, trunk      xe-0/0/15.0*,
 untagged, access

VLAN: __pvlan_pvlan100_xe-0/0/16.0__, Created at: Wed Sep 16 23:15:27 2015
Internal index: 6, Admin State: Enabled, Origin: Static
Private VLAN Mode: Isolated, Primary VLAN: pvlan100
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged  1 (Active = 1)
      xe-0/0/0.0*, tagged, trunk      xe-0/0/5.0*, tagged, trunk      xe-0/0/16.0*,
 untagged, access

VLAN: __pvlan_pvlan100_isiv__, Created at: Wed Sep 16 23:15:27 2015
802.1Q Tag: 50, Internal index: 7, Admin State: Enabled, Origin: Static
Private VLAN Mode: Inter-switch-isolated, Primary VLAN: pvlan100
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged  0 (Active = 0)
      xe-0/0/0.0*, tagged, trunk      xe-0/0/5.0*, tagged, trunk
VLAN: default, Created at: Wed Sep 16 03:03:18 2015
Internal index: 2, Admin State: Enabled, Origin: Static
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 0 (Active = 0), Untagged  0 (Active = 0)

VLAN: finance-comm, Created at: Wed Sep 16 23:15:27 2015
802.1Q Tag: 300, Internal index: 8, Admin State: Enabled, Origin: Static
Private VLAN Mode: Community, Primary VLAN: pvlan100
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged  2 (Active = 2)
      xe-0/0/0.0*, tagged, trunk      xe-0/0/5.0*, tagged, trunk      xe-0/0/11.0*,
 untagged, access
      xe-0/0/12.0*, untagged, access
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VLAN: hr-comm, Created at: Wed Sep 16 23:15:27 2015
802.1Q Tag: 400, Internal index: 9, Admin State: Enabled, Origin: Static
Private VLAN Mode: Community, Primary VLAN: pvlan100
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged  2 (Active = 2)
      xe-0/0/0.0*, tagged, trunk      xe-0/0/5.0*, tagged, trunk      xe-0/0/13.0*,
 untagged, access
      xe-0/0/14.0*, untagged, access

VLAN: pvlan100, Created at: Wed Sep 16 23:15:27 2015
802.1Q Tag: 100, Internal index: 4, Admin State: Enabled, Origin: Static
Private VLAN Mode: Primary
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged  6 (Active = 6)
      xe-0/0/0.0*, tagged, trunk
      xe-0/0/5.0*, tagged, trunk      xe-0/0/11.0*, untagged, access
      xe-0/0/12.0*, untagged, access
      xe-0/0/13.0*, untagged, access
      xe-0/0/14.0*, untagged, access
      xe-0/0/15.0*, untagged, access
      xe-0/0/16.0*, untagged, access
Secondary VLANs: Isolated 2, Community  2, Inter-switch-isolated  1
  Isolated VLANs :
      __pvlan_pvlan100_xe-0/0/15.0__
      __pvlan_pvlan100_xe-0/0/16.0__
  Community VLANs :
      finance-comm
      hr-comm
  Inter-switch-isolated VLAN :
      __pvlan_pvlan100_isiv__

Meaning The output shows that a PVLANwas created on Switch 1 and shows that it includes two

isolatedVLANs, two community VLANs, and an interswitch isolatedVLAN. The presence

of the trunk and Inter-switch-isolated fields indicates that this PVLAN is spanning more

than one switch.

Verifying That the Primary VLAN and Secondary VLANsWere Created on Switch 2

Purpose Verify that the PVLAN configuration spanning multiple switches is working properly on

Switch 2:

Action Use the show vlans extensive command:

user@switch> show vlans extensive

VLAN: __pvlan_pvlan100_xe-0/0/17.0__, Created at: Wed Sep 16 23:19:22 2015
Internal index: 5, Admin State: Enabled, Origin: Static
Private VLAN Mode: Isolated, Primary VLAN: pvlan100
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged  1 (Active = 1)
      xe-0/0/0.0*, tagged, trunk
      xe-0/0/5.0*, tagged, trunk
      xe-0/0/17.0*, untagged, access

VLAN: __pvlan_pvlan100_isiv__, Created at: Wed Sep 16 23:19:22 2015
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802.1Q Tag: 50, Internal index: 6, Admin State: Enabled, Origin: Static
Private VLAN Mode: Inter-switch-isolated, Primary VLAN: pvlan100
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged  0 (Active = 0)
      xe-0/0/0.0*, tagged, trunk
      xe-0/0/5.0*, tagged, trunk

VLAN: default, Created at: Wed Sep 16 03:03:18 2015
Internal index: 2, Admin State: Enabled, Origin: Static
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 0 (Active = 0), Untagged  0 (Active = 0)

VLAN: finance-comm, Created at: Wed Sep 16 23:19:22 2015
802.1Q Tag: 300, Internal index: 7, Admin State: Enabled, Origin: Static
Private VLAN Mode: Community, Primary VLAN: pvlan100
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged  2 (Active = 2)
      xe-0/0/0.0*, tagged, trunk
      xe-0/0/5.0*, tagged, trunk
      xe-0/0/11.0*, untagged, access
      xe-0/0/12.0*, untagged, access

VLAN: hr-comm, Created at: Wed Sep 16 23:19:22 2015
802.1Q Tag: 400, Internal index: 8, Admin State: Enabled, Origin: Static
Private VLAN Mode: Community, Primary VLAN: pvlan100
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged  2 (Active = 2)
      xe-0/0/0.0*, tagged, trunk
      xe-0/0/5.0*, tagged, trunk
      xe-0/0/13.0*, untagged, access
      xe-0/0/14.0*, untagged, access

VLAN: pvlan100, Created at: Wed Sep 16 23:19:22 2015
802.1Q Tag: 100, Internal index: 4, Admin State: Enabled, Origin: Static
Private VLAN Mode: Primary
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged  5 (Active = 5)
      xe-0/0/0.0*, tagged, trunk
      xe-0/0/5.0*, tagged, trunk
      xe-0/0/11.0*, untagged, access
      xe-0/0/12.0*, untagged, access
      xe-0/0/13.0*, untagged, access
      xe-0/0/14.0*, untagged, access
      xe-0/0/17.0*, untagged, access
Secondary VLANs: Isolated 1, Community  2, Inter-switch-isolated  1
  Isolated VLANs :
      __pvlan_pvlan100_xe-0/0/17.0__
  Community VLANs :
      finance-comm
      hr-comm
  Inter-switch-isolated VLAN :
      __pvlan_pvlan100_isiv__

Meaning The output shows that a PVLANwas created on Switch 2 and shows that it includes one

isolated VLAN, two community VLANs, and an interswitch isolated VLAN. The presence

of the trunk and Inter-switch-isolated fields indicates that this PVLAN is spanning more
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than one switch. When you compare this output to the output of Switch 1, you can see

that both switches belong to the same PVLAN (pvlan100).

Verifying That the Primary VLAN and Secondary VLANsWere Created on Switch 3

Purpose Verify that the PVLAN configuration spanning multiple switches is working properly on

Switch 3:

Action Use the show vlans extensive command:

user@switch> show vlans extensive

VLAN: __pvlan_pvlan100_isiv__, Created at: Wed Sep 16 23:22:40 2015
802.1Q Tag: 50, Internal index: 5, Admin State: Enabled, Origin: Static
Private VLAN Mode: Inter-switch-isolated, Primary VLAN: pvlan100
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged  0 (Active = 0)
      xe-0/0/0.0*, tagged, trunk
      xe-0/0/1.0*, tagged, trunk

VLAN: default, Created at: Wed Sep 16 03:03:18 2015
Internal index: 2, Admin State: Enabled, Origin: Static
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 0 (Active = 0), Untagged  0 (Active = 0)

VLAN: finance-comm, Created at: Wed Sep 16 23:22:40 2015
802.1Q Tag: 300, Internal index: 6, Admin State: Enabled, Origin: Static
Private VLAN Mode: Community, Primary VLAN: pvlan100
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged  0 (Active = 0)
      xe-0/0/0.0*, tagged, trunk
      xe-0/0/1.0*, tagged, trunk

VLAN: hr-comm, Created at: Wed Sep 16 23:22:40 2015
802.1Q Tag: 400, Internal index: 7, Admin State: Enabled, Origin: Static
Private VLAN Mode: Community, Primary VLAN: pvlan100
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged  0 (Active = 0)
      xe-0/0/0.0*, tagged, trunk
      xe-0/0/1.0*, tagged, trunk

VLAN: pvlan100, Created at: Wed Sep 16 23:22:40 2015
802.1Q Tag: 100, Internal index: 4, Admin State: Enabled, Origin: Static
Private VLAN Mode: Primary
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged  0 (Active = 0)
      xe-0/0/0.0*, tagged, trunk
      xe-0/0/1.0*, tagged, trunk
Secondary VLANs: Isolated 0, Community  2, Inter-switch-isolated  1
  Community VLANs :
      finance-comm
      hr-comm
  Inter-switch-isolated VLAN :
      __pvlan_pvlan100_isiv__
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Meaning The output shows that the PVLAN (pvlan100) is configured on Switch 3 and that it

includes no isolated VLANs, two community VLANs, and an interswitch isolated VLAN.

ButSwitch 3 is functioning as adistribution switch, so theoutput does not includeaccess

interfaces within the PVLAN. It shows only the trunk interfaces that connect pvlan100

from Switch 3 to the other switches (Switch 1 and Switch 2) in the same PVLAN.

Example: Configuring a Private VLAN SpanningMultiple EX Series Switches

For security reasons, it is often useful to restrict the flow of broadcast and unknown

unicast traffic and to even limit the communication between known hosts. The private

VLAN(PVLAN) featureonEXSeries switchesallowsanadministrator tosplit abroadcast

domain into multiple isolated broadcast subdomains, essentially putting a VLAN inside

a VLAN. A PVLAN can spanmultiple switches.

This example describes how to create a PVLAN spanning multiple EX Series switches.

The example creates one primary PVLAN, containing multiple secondary VLANs:

NOTE: Configuring a voice over IP (VoIP) VLAN on PVLAN interfaces is not
supported.

• Requirements on page 351

• Overview and Topology on page 351

• Configuring a PVLAN on Switch 1 on page 354

• Configuring a PVLAN on Switch 2 on page 357

• Configuring a PVLAN on Switch 3 on page 359

• Verification on page 361

Requirements

This example uses the following hardware and software components:

• Three EX Series switches

• Junos OS Release 10.4 or later for EX Series switches

Before you begin configuring a PVLAN, make sure you have created and configured the

necessary VLANs. See “Configuring VLANs for EX Series Switches” on page 144.

Overview and Topology

In a large office with multiple buildings and VLANs, youmight need to isolate some

workgroups or other endpoints for security reasons or to partition the broadcast domain.

This configuration example shows how to create a PVLAN spanning multiple EX Series

switches, with one primary VLANcontaining two community VLANs (one for HRand one

for Finance), and an Interswitch isolated VLAN (for the mail server, the backup server,

and the CVS server). The PVLAN comprises three switches, two access switches and

one distribution switch. The PVLAN is connected to a router through a promiscuous port,

which is configured on the distribution switch.
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NOTE: The isolated ports on Switch 1 and on Switch 2 do not have Layer 2
connectivity with each other even though they are included within the same
domain. See “Understanding Private VLANs” on page 254.

Figure 20 on page 352 shows the topology for this example—two access switches

connecting toadistribution switch,whichhasaconnection (throughapromiscuousport)

to the router.

Figure 20: PVLAN Topology Spanning Multiple Switches
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Table 77 onpage 353, Table 78onpage353, andTable 79onpage354 list the settings for

the example topology.

Table 77: Components of Switch 1 in the Topology for Configuring a PVLAN Spanning Multiple EX Series Switches

SettingsProperty

primary-vlan, tag 100

isolation-id, tag 50
finance-comm, tag 300
hr-comm, tag 400

VLAN names and tag IDs

ge-0/0/0.0, Connects Switch 1 to Switch 3

ge-0/0/5.0, Connects Switch 1 to Switch 2

PVLAN trunk interfaces

ge-0/0/15.0, Mail server

ge-0/0/16.0, Backup server

Interfaces in VLAN isolation

ge-0/0/11.0

ge-0/0/12.0

Interfaces in VLAN finance-com

ge-0/0/13.0

ge-0/0/14.0

Interfaces in VLAN hr-comm

Table 78: Components of Switch 2 in the Topology for Configuring a PVLANSpanningMultiple EX Series Switches

SettingsProperty

primary-vlan, tag 100

isolation-id, tag 50
finance-comm, tag 300
hr-comm, tag 400

VLAN names and tag IDs

ge-0/0/0.0, Connects Switch 2 to Switch 3

ge-0/0/5.0, Connects Switch 2 to Switch 1

PVLAN trunk interfaces

ge-0/0/17.0,CVS serverInterfaces in VLAN isolation

ge-0/0/11.0

ge-0/0/12.0

Interfaces in VLAN finance-com

ge-0/0/13.0

ge-0/0/14.0

Interfaces in VLAN hr-comm
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Table 79: Components of Switch 3 in the Topology for Configuring a PVLANSpanningMultiple EX Series Switches

SettingsProperty

primary-vlan, tag 100

isolation-id, tag 50
finance-comm, tag 300
hr-comm, tag 400

VLAN names and tag IDs

ge-0/0/0.0, Connects Switch 3 to Switch 1

ge-0/0/1.0, Connects Switch 3 to Switch 2

PVLAN trunk interfaces

ge-0/0/2, Connects the PVLAN to the router

NOTE: Youmust configure the trunk port that connects the PVLAN to another switch
or router outside the PVLAN as amember of the PVLAN, which implicitly configures it
as a promiscuous port.

Promiscuous port

Configuring a PVLAN on Switch 1

CLI Quick
Configuration

When configuring a PVLAN onmultiple switches, these rules apply:

• The primary VLANmust be a tagged VLAN. We recommend that you configure the

primary VLAN first.

• Configuring a voice over IP (VoIP) VLAN on PVLAN interfaces is not supported.

• If you are going to configure a community VLAN ID, youmust first configure the primary

VLAN and the PVLAN trunk port.

• If you are going to configure an isolation VLAN ID, youmust first configure the primary

VLAN and the PVLAN trunk port.

• Secondary VLANs and the PVLAN trunk port must be committed on a single commit

if MVRP is configured on the PVLAN trunk port.

To quickly create and configure a PVLAN spanningmultiple switches, copy the following

commands and paste them into the terminal window of Switch 1:

[edit]
set vlans finance-comm vlan-id 300
set vlans finance-comm interface ge-0/0/11.0
set vlans finance-comm interface ge-0/0/12.0
set vlans finance-commprimary-vlan pvlan100
set vlans hr-comm vlan-id 400
set vlans hr-comm interface ge-0/0/13.0
set vlans hr-comm interface ge-0/0/14.0
set vlans hr-commprimary-vlan pvlan100
set vlans pvlan100 vlan-id 100
set vlans pvlan100 interface ge-0/0/15.0
set vlans pvlan100 interface ge-0/0/16.0
set vlans pvlan100 interface ge-0/0/0.0 pvlan-trunk
set vlans pvlan100 interface ge-0/0/5.0 pvlan-trunk
set vlans pvlan100 no-local-switching
set vlans pvlan100 isolation-id 50
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Step-by-Step
Procedure

Complete the configuration steps below in the order shown—also, complete all steps

before committing the configuration in a single commit. This is the easiest way to avoid

error messages triggered by violating any of these three rules:

• If you are going to configure a community VLAN ID, youmust first configure the primary

VLAN and the PVLAN trunk port.

• If you are going to configure an isolation VLAN ID, youmust first configure the primary

VLAN and the PVLAN trunk port.

• Secondary vlans and a PVLAN trunk must be committed on a single commit.

To configure a PVLAN on Switch 1 that will spanmultiple switches:

1. Set the VLAN ID for the primary VLAN:

[edit vlans]
user@switch# set pvlan100 vlan–id 100

2. Set the PVLAN trunk interfaces that will connect this VLAN across neighboring

switches:

[edit vlans]
user@switch# set pvlan100 interface ge-0/0/0.0 pvlan-trunk
user@switch# set pvlan100 interface ge-0/0/5.0 pvlan-trunk

3. Set the primary VLAN to have no local switching:

[edit vlans]
user@switch# set pvlan100 no-local-switching

4. Set the VLAN ID for the finance-comm community VLAN that spans the switches:

[edit vlans]
user@switch# finance-comm vlan-id 300

user@switch# set pvlan100 vlan–id 100

5. Configure access interfaces for the finance-comm VLAN:

[edit vlans]
user@switch# set finance-comm interface interfacege-0/0/11.0

user@switch# set finance-comm interface ge-0/0/12.0

6. Set the primary VLAN of this secondary community VLAN, finance-comm :

[edit vlans]
user@switch# set vlans finance-commprimary-vlan pvlan100

7. Set the VLAN ID for the HR community VLAN that spans the switches.

[edit vlans]
user@switch# hr-comm vlan-id 400
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8. Configure access interfaces for the hr-comm VLAN:

[edit vlans]
user@switch# set hr-comm interface ge-0/0/13.0
user@switch# set hr-comm interface ge-0/0/14.0

9. Set the primary VLAN of this secondary community VLAN, hr-comm :

[edit vlans]
user@switch# set vlans hr-commprimary-vlan pvlan100

10. Set the inter-switch isolated ID to createan inter-switch isolateddomain that spans

the switches:

[edit vlans]
user@switch# set pvlan100 isolation-id 50

NOTE: To configure an isolated port, include it as one of the members
of the primary VLAN but do not configure it as belonging to one of the
community VLANs.

Results

Check the results of the configuration:

[edit]
user@switch# show

vlans {
finance-comm {

vlan-id 300;
interface {

ge-0/0/11.0;
ge-0/0/12.0;

}
primary-vlan pvlan100;

}
hr-comm {

vlan-id 400;
interface {

ge-0/0/13.0;
ge-0/0/14.0;

}
primary-vlan pvlan100;

}
pvlan100 {

vlan-id 100;
interface {

ge-0/0/15.0;
ge-0/0/16.0;
ge-0/0/0.0 {
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pvlan-trunk;
}
ge-0/0/5.0 {

pvlan-trunk;
}

}
no-local-switching;
isolation-id 50;

}
}

Configuring a PVLAN on Switch 2

CLI Quick
Configuration

To quickly create and configure a private VLAN spanning multiple switches, copy the

following commands and paste them into the terminal window of Switch 2:

NOTE: The configuration of Switch 2 is the same as the configuration of
Switch 1 except for the interface in the inter-switch isolated domain. For
Switch 2, the interface is ge-0/0/17.0.

[edit]
set vlans finance-comm vlan-id 300
set vlans finance-comm interface ge-0/0/11.0
set vlans finance-comm interface ge-0/0/12.0
set vlans finance-commprimary-vlan pvlan100
set vlans hr-comm vlan-id 400
set vlans hr-comm interface ge-0/0/13.0
set vlans hr-comm interface ge-0/0/14.0
set vlans hr-commprimary-vlan pvlan100
set vlans pvlan100 vlan-id 100
set vlans pvlan100 interface ge-0/0/17.0
set vlans pvlan100 interface ge-0/0/0.0 pvlan-trunk
set vlans pvlan100 interface ge-0/0/5.0 pvlan-trunk
set vlans pvlan100 no-local-switching
set vlans pvlan100 isolation-id 50

Step-by-Step
Procedure

To configure a PVLAN on Switch 2 that will spanmultiple switches:

1. Set the VLAN ID for the finance-comm community VLAN that spans the switches:

[edit vlans]
user@switch# finance-comm vlan-id 300

user@switch# set pvlan100 vlan–id 100

2. Configure access interfaces for the finance-comm VLAN:

[edit vlans]
user@switch# set finance-comm interface ge-0/0/11.0
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user@switch# set finance-comm interface ge-0/0/12.0

3. Set the primary VLAN of this secondary community VLAN, finance-comm :

[edit vlans]
user@switch# set vlans finance-commprimary-vlan pvlan100

4. Set the VLAN ID for the HR community VLAN that spans the switches.

[edit vlans]
user@switch# hr-comm vlan-id 400

5. Configure access interfaces for the hr-comm VLAN:

[edit vlans]
user@switch# set hr-comm interface ge-0/0/13.0
user@switch# set hr-comm interface ge-0/0/14.0

6. Set the primary VLAN of this secondary community VLAN, hr-comm :

[edit vlans]
user@switch# set vlans hr-commprimary-vlan pvlan100

7. Set the VLAN ID for the primary VLAN:

[edit vlans]
user@switch# set pvlan100 vlan–id 100

8. Set the PVLAN trunk interfaces that will connect this VLAN across neighboring

switches:

[edit vlans]
user@switch# set pvlan100 interface ge-0/0/0.0 pvlan-trunk
user@switch# set pvlan100 interface ge-0/0/5.0 pvlan-trunk

9. Set the primary VLAN to have no local switching:

[edit vlans]
user@switch# set pvlan100 no-local-switching

10. Set the inter-switch isolated ID to createan inter-switch isolateddomain that spans

the switches:

[edit vlans]
user@switch# set pvlan100 isolation-id 50

NOTE: To configure an isolated port, include it as one of the members
of the primary VLAN but do not configure it as belonging to one of the
community VLANs.
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Results

Check the results of the configuration:

[edit]
user@switch# show
vlans {

finance-comm {
vlan-id 300;
interface {

ge-0/0/11.0;
ge-0/0/12.0;

}
primary-vlan pvlan100;

}
hr-comm {

vlan-id 400;
interface {

ge-0/0/13.0;
ge-0/0/14.0;

}
primary-vlan pvlan100;

}
pvlan100 {

vlan-id 100;
interface {

ge-0/0/15.0;
ge-0/0/16.0;
ge-0/0/0.0 {

pvlan-trunk;
}
ge-0/0/5.0 {

pvlan-trunk;
}
ge-0/0/17.0;

}
no-local-switching;
isolation-id 50;

}
}

Configuring a PVLAN on Switch 3

CLI Quick
Configuration

To quickly configure Switch 3 to function as the distribution switch of this PVLAN, copy

the following commands and paste them into the terminal window of Switch 3:

NOTE: Interface ge-0/0/2.0 is a trunk port connecting the PVLAN to a router.

[edit]
set vlans finance-comm vlan-id 300
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set vlans finance-commprimary-vlan pvlan100
set vlans hr-comm vlan-id 400
set vlans hr-commprimary-vlan pvlan100
set vlans pvlan100 vlan-id 100
set vlans pvlan100 interface ge-0/0/0.0 pvlan-trunk
set vlans pvlan100 interface ge-0/0/1.0 pvlan-trunk
set vlans pvlan100 no-local-switching
set vlans pvlan100 isolation-id 50

Step-by-Step
Procedure

To configure Switch 3 to function as the distribution switch for this PVLAN, use the

following procedure:

1. Set the VLAN ID for the finance-comm community VLAN that spans the switches:

[edit vlans]
user@switch# finance-comm vlan-id 300

[edit vlans]
user@switch# set pvlan100 vlan–id 100

2. Set the primary VLAN of this secondary community VLAN, finance-comm:

[edit vlans]
user@switch# set vlans finance-commprimary-vlan pvlan100

3. Set the VLAN ID for the HR community VLAN that spans the switches:

[edit vlans]
user@switch# hr-comm vlan-id 400

4. Set the primary VLAN of this secondary community VLAN, hr-comm:

[edit vlans]
user@switch# set vlans hr-commprimary-vlan pvlan100

5. Set the VLAN ID for the primary VLAN:

[edit vlans]
user@switch# set pvlan100 vlan–id 100

6. Set the PVLAN trunk interfaces that will connect this VLAN across neighboring

switches:

[edit vlans]
user@switch# set pvlan100 interface ge-0/0/0.0 pvlan-trunk
user@switch# set pvlan100 interface ge-0/0/5.0 pvlan-trunk

7. Set the primary VLAN to have no local switching:

[edit vlans]
user@switch# set pvlan100 no-local-switching

8. Set the inter-switch isolated ID to createan inter-switch isolateddomain that spans

the switches:
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[edit vlans]
user@switch# set pvlan100 isolation-id 50

NOTE: To configure an isolated port, include it as one of the members
of the primary VLAN but do not configure it as belonging to one of the
community VLANs.

Results

Check the results of the configuration:

[edit]
user@switch# show
vlans {

finance-comm {
vlan-id 300;
primary-vlan pvlan100;

}
hr-comm {

vlan-id 400;
primary-vlan pvlan100;

}
pvlan100 {

vlan-id 100;
interface {

ge-0/0/0.0 {
pvlan-trunk;

}
ge-0/0/1.0 {

pvlan-trunk;
}
ge-0/0/2.0;

}
no-local-switching;
isolation-id 50;

}
}

Verification

To confirm that the configuration is working properly, perform these tasks:

• Verifying That the Primary VLAN and Secondary VLANsWere Created on Switch

1 on page 362

• Verifying That the Primary VLAN and Secondary VLANsWere Created on Switch

2 on page 363

• Verifying That the Primary VLAN and Secondary VLANsWere Created on Switch

3 on page 365
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Verifying That the Primary VLAN and Secondary VLANsWere Created on Switch 1

Purpose Verify that the PVLAN configuration spanning multiple switches is working properly on

Switch 1:

Action Use the show vlans extensive command:

user@switch> show vlans extensive

VLAN: __pvlan_pvlan100_ge-0/0/15.0__, Created at: Thu Sep 16 23:15:27 2010
Internal index: 5, Admin State: Enabled, Origin: Static
Private VLAN Mode: Isolated, Primary VLAN: pvlan100
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged  1 (Active = 1)
      ge-0/0/0.0*, tagged, trunk, pvlan-trunk
      ge-0/0/5.0*, tagged, trunk, pvlan-trunk
      ge-0/0/15.0*, untagged, access

VLAN: __pvlan_pvlan100_ge-0/0/16.0__, Created at: Thu Sep 16 23:15:27 2010
Internal index: 6, Admin State: Enabled, Origin: Static
Private VLAN Mode: Isolated, Primary VLAN: pvlan100
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged  1 (Active = 1)
      ge-0/0/0.0*, tagged, trunk, pvlan-trunk
      ge-0/0/5.0*, tagged, trunk, pvlan-trunk
      ge-0/0/16.0*, untagged, access

VLAN: __pvlan_pvlan100_isiv__, Created at: Thu Sep 16 23:15:27 2010
802.1Q Tag: 50, Internal index: 7, Admin State: Enabled, Origin: Static
Private VLAN Mode: Inter-switch-isolated, Primary VLAN: pvlan100
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged  0 (Active = 0)
      ge-0/0/0.0*, tagged, trunk, pvlan-trunk
      ge-0/0/5.0*, tagged, trunk, pvlan-trunk

VLAN: default, Created at: Thu Sep 16 03:03:18 2010
Internal index: 2, Admin State: Enabled, Origin: Static
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 0 (Active = 0), Untagged  0 (Active = 0)

VLAN: finance-comm, Created at: Thu Sep 16 23:15:27 2010
802.1Q Tag: 300, Internal index: 8, Admin State: Enabled, Origin: Static
Private VLAN Mode: Community, Primary VLAN: pvlan100
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged  2 (Active = 2)
      ge-0/0/0.0*, tagged, trunk, pvlan-trunk
      ge-0/0/5.0*, tagged, trunk, pvlan-trunk
      ge-0/0/11.0*, untagged, access
      ge-0/0/12.0*, untagged, access

VLAN: hr-comm, Created at: Thu Sep 16 23:15:27 2010
802.1Q Tag: 400, Internal index: 9, Admin State: Enabled, Origin: Static
Private VLAN Mode: Community, Primary VLAN: pvlan100
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged  2 (Active = 2)
      ge-0/0/0.0*, tagged, trunk, pvlan-trunk
      ge-0/0/5.0*, tagged, trunk, pvlan-trunk
      ge-0/0/13.0*, untagged, access
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      ge-0/0/14.0*, untagged, access

VLAN: pvlan100, Created at: Thu Sep 16 23:15:27 2010
802.1Q Tag: 100, Internal index: 4, Admin State: Enabled, Origin: Static
Private VLAN Mode: Primary
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged  6 (Active = 6)
      ge-0/0/0.0*, tagged, trunk, pvlan-trunk
      ge-0/0/5.0*, tagged, trunk, pvlan-trunk
      ge-0/0/11.0*, untagged, access
      ge-0/0/12.0*, untagged, access
      ge-0/0/13.0*, untagged, access
      ge-0/0/14.0*, untagged, access
      ge-0/0/15.0*, untagged, access
      ge-0/0/16.0*, untagged, access
Secondary VLANs: Isolated 2, Community  2, Inter-switch-isolated  1
  Isolated VLANs :
      __pvlan_pvlan100_ge-0/0/15.0__
      __pvlan_pvlan100_ge-0/0/16.0__
  Community VLANs :
      finance-comm
      hr-comm
  Inter-switch-isolated VLAN :
      __pvlan_pvlan100_isiv__

Meaning The output shows that a PVLANwas created on Switch 1 and shows that it includes two

isolatedVLANs, two community VLANs, and an interswitch isolatedVLAN. The presence

of the pvlan-trunk and Inter-switch-isolated fields indicates that this PVLAN is spanning

more than one switch.

Verifying That the Primary VLAN and Secondary VLANsWere Created on Switch 2

Purpose Verify that the PVLAN configuration spanning multiple switches is working properly on

Switch 2:

Action Use the show vlans extensive command:

user@switch> show vlans extensive

VLAN: __pvlan_pvlan100_ge-0/0/17.0__, Created at: Thu Sep 16 23:19:22 2010
Internal index: 5, Admin State: Enabled, Origin: Static
Private VLAN Mode: Isolated, Primary VLAN: pvlan100
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged  1 (Active = 1)
      ge-0/0/0.0*, tagged, trunk, pvlan-trunk
      ge-0/0/5.0*, tagged, trunk, pvlan-trunk
      ge-0/0/17.0*, untagged, access

VLAN: __pvlan_pvlan100_isiv__, Created at: Thu Sep 16 23:19:22 2010
802.1Q Tag: 50, Internal index: 6, Admin State: Enabled, Origin: Static
Private VLAN Mode: Inter-switch-isolated, Primary VLAN: pvlan100
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged  0 (Active = 0)
      ge-0/0/0.0*, tagged, trunk, pvlan-trunk
      ge-0/0/5.0*, tagged, trunk, pvlan-trunk
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VLAN: default, Created at: Thu Sep 16 03:03:18 2010
Internal index: 2, Admin State: Enabled, Origin: Static
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 0 (Active = 0), Untagged  0 (Active = 0)

VLAN: finance-comm, Created at: Thu Sep 16 23:19:22 2010
802.1Q Tag: 300, Internal index: 7, Admin State: Enabled, Origin: Static
Private VLAN Mode: Community, Primary VLAN: pvlan100
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged  2 (Active = 2)
      ge-0/0/0.0*, tagged, trunk, pvlan-trunk
      ge-0/0/5.0*, tagged, trunk, pvlan-trunk
      ge-0/0/11.0*, untagged, access
      ge-0/0/12.0*, untagged, access

VLAN: hr-comm, Created at: Thu Sep 16 23:19:22 2010
802.1Q Tag: 400, Internal index: 8, Admin State: Enabled, Origin: Static
Private VLAN Mode: Community, Primary VLAN: pvlan100
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged  2 (Active = 2)
      ge-0/0/0.0*, tagged, trunk, pvlan-trunk
      ge-0/0/5.0*, tagged, trunk, pvlan-trunk
      ge-0/0/13.0*, untagged, access
      ge-0/0/14.0*, untagged, access

VLAN: pvlan100, Created at: Thu Sep 16 23:19:22 2010
802.1Q Tag: 100, Internal index: 4, Admin State: Enabled, Origin: Static
Private VLAN Mode: Primary
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged  5 (Active = 5)
      ge-0/0/0.0*, tagged, trunk, pvlan-trunk
      ge-0/0/5.0*, tagged, trunk, pvlan-trunk
      ge-0/0/11.0*, untagged, access
      ge-0/0/12.0*, untagged, access
      ge-0/0/13.0*, untagged, access
      ge-0/0/14.0*, untagged, access
      ge-0/0/17.0*, untagged, access
Secondary VLANs: Isolated 1, Community  2, Inter-switch-isolated  1
  Isolated VLANs :
      __pvlan_pvlan100_ge-0/0/17.0__
  Community VLANs :
      finance-comm
      hr-comm
  Inter-switch-isolated VLAN :
      __pvlan_pvlan100_isiv__

Meaning The output shows that a PVLANwas created on Switch 1 and shows that it includes two

isolatedVLANs, two community VLANs, and an interswitch isolatedVLAN. The presence

of the pvlan-trunk and Inter-switch-isolated fields indicates that this is PVLAN spanning

more than one switch. When you compare this output to the output of Switch 1, you can

see that both switches belong to the same PVLAN (pvlan100).
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Verifying That the Primary VLAN and Secondary VLANsWere Created on Switch 3

Purpose Verify that the PVLAN configuration spanning multiple switches is working properly on

Switch 3:

Action Use the show vlans extensive command:

user@switch> show vlans extensive

VLAN: __pvlan_pvlan100_isiv__, Created at: Thu Sep 16 23:22:40 2010
802.1Q Tag: 50, Internal index: 5, Admin State: Enabled, Origin: Static
Private VLAN Mode: Inter-switch-isolated, Primary VLAN: pvlan100
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged  0 (Active = 0)
      ge-0/0/0.0*, tagged, trunk, pvlan-trunk
      ge-0/0/1.0*, tagged, trunk, pvlan-trunk

VLAN: default, Created at: Thu Sep 16 03:03:18 2010
Internal index: 2, Admin State: Enabled, Origin: Static
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 0 (Active = 0), Untagged  0 (Active = 0)

VLAN: finance-comm, Created at: Thu Sep 16 23:22:40 2010
802.1Q Tag: 300, Internal index: 6, Admin State: Enabled, Origin: Static
Private VLAN Mode: Community, Primary VLAN: pvlan100
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged  0 (Active = 0)
      ge-0/0/0.0*, tagged, trunk, pvlan-trunk
      ge-0/0/1.0*, tagged, trunk, pvlan-trunk

VLAN: hr-comm, Created at: Thu Sep 16 23:22:40 2010
802.1Q Tag: 400, Internal index: 7, Admin State: Enabled, Origin: Static
Private VLAN Mode: Community, Primary VLAN: pvlan100
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged  0 (Active = 0)
      ge-0/0/0.0*, tagged, trunk, pvlan-trunk
      ge-0/0/1.0*, tagged, trunk, pvlan-trunk

VLAN: pvlan100, Created at: Thu Sep 16 23:22:40 2010
802.1Q Tag: 100, Internal index: 4, Admin State: Enabled, Origin: Static
Private VLAN Mode: Primary
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged  0 (Active = 0)
      ge-0/0/0.0*, tagged, trunk, pvlan-trunk
      ge-0/0/1.0*, tagged, trunk, pvlan-trunk
Secondary VLANs: Isolated 0, Community  2, Inter-switch-isolated  1
  Community VLANs :
      finance-comm
      hr-comm
  Inter-switch-isolated VLAN :
      __pvlan_pvlan100_isiv__

Meaning The output shows that the PVLAN (pvlan100) is configured on Switch 3 and that it

includes two isolated VLANs, two community VLANs, and an interswitch isolated VLAN.

ButSwitch 3 is functioning as adistribution switch, so theoutput does not includeaccess
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interfaces within the PVLAN. It shows only the pvlan-trunk interfaces that connect

pvlan100 fromSwitch3 to theother switches (Switch 1 andSwitch2) in the samePVLAN.

Example: Configuring PVLANswith Secondary VLAN Trunk Ports and Promiscuous Access
Ports on a QFX Series Switch

This example shows how to configure secondary VLAN trunk ports and promiscuous

access ports as part of a private VLAN configuration. Secondary VLAN trunk ports carry

secondary VLAN traffic.

For a given private VLAN, a secondary VLAN trunk port can carry traffic for only one

secondary VLAN. However, a secondary VLAN trunk port can carry traffic for multiple

secondary VLANs as long as each secondary VLAN is a member of a different private

(primary) VLAN. For example, a secondary VLAN trunk port can carry traffic for a

community VLAN that is part of primary VLAN pvlan100 and also carry traffic for an

isolated VLAN that is part of primary VLAN pvlan400.

To configure a trunk port to carry secondary VLAN traffic, use the isolated and interface
statements, as shown in steps 12 and 13 of the example configuration for Switch 1.

NOTE: When traffic egresses from a secondary VLAN trunk port, it normally
carries the tag of the primary VLAN that the secondary port is a member of.
If you want traffic that egresses from a secondary VLAN trunk port to retain
its secondary VLAN tag, use the extend-secondary-vlan-id statement.

A promiscuous access port carries untagged traffic and can be amember of only one

primary VLAN. Traffic that ingresses on a promiscuous access port is forwarded to the

portsof thesecondaryVLANsthataremembersof theprimaryVLANthat thepromiscuous

access port is a member of. This traffic carries the appropriate secondary VLAN tags

when it egresses from the secondary VLAN ports if the secondary VLAN port is a trunk

port.

To configure an access port to be promiscuous, use the promiscuous statement, as
shown in step 12 of the example configuration for Switch 2.

If traffic ingresses ona secondaryVLANport and egresses onapromiscuous access port,

the traffic is untagged on egress. If tagged traffic ingresses on a promiscuous access

port, the traffic is discarded.

• Requirements on page 366

• Overview and Topology on page 367

• Configuring the PVLANs on Switch 1 on page 368

• Configuring the PVLANs on Switch 2 on page 373

• Verification on page 377

Requirements

This example uses the following hardware and software components:
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• Two QFX devices

• Junos OS Release 12.2 or later for the QFX Series

Overview and Topology

Figure 21 on page 367 shows the topology used in this example. Switch 1 includes several

primary and secondary privateVLANsandalso includes two secondaryVLAN trunkports

configured to carry secondary VLANs that aremembers of primary VLANs pvlan100 and

pvlan400.

Switch 2 includes the same private VLANs. The figure shows xe-0/0/0 on Switch 2 as

configured with promiscuous access ports or promiscuous trunk ports. The example

configuration included here configures this port as a promiscuous access port.

The figure also shows how traffic would flow after ingressing on the secondary VLAN

trunk ports on Switch 1.

Figure 21: PVLAN Topology with Secondary VLAN Trunk Ports and Promiscuous Access
Port
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Table80onpage367andTable81 onpage368 list the settings for the example topology

on both switches.

Table 80: Components of the Topology for Configuring a Secondary VLAN Trunk on Switch 1

DescriptionComponent

Primary VLANpvlan100, ID 100

Primary VLANpvlan400, ID 400

Community VLAN, member of pvlan100comm300, ID 300

Community VLAN, member of pvlan400comm600, ID 600

VLAN ID for isolated VLAN, member of pvlan100isolation-vlan-id 200
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Table 80: Components of the Topology for Configuring a Secondary VLAN Trunk on Switch 1 (continued)

DescriptionComponent

VLAN ID for isolated VLAN, member of pvlan400isolation–vlan-id 500

Secondary VLAN trunk port for primary VLANs pvlan100 and pvlan400xe-0/0/0.0

PVLAN trunk port for primary VLANs pvlan100 and pvlan400xe-0/0/1.0

Isolated access port for pvlan100xe-0/0/2.0

Community access port for comm300xe-0/0/3.0

Isolated access port for pvlan400xe-0/0/5.0

Community trunk port for comm600xe-0/0/6.0

Table 81: Components of the Topology for Configuring a Secondary VLAN Trunk on Switch 2

DescriptionComponent

Primary VLANpvlan100, ID 100

Primary VLANpvlan400, ID 400

Community VLAN, member of pvlan100comm300, ID 300

Community VLAN, member of pvlan400comm600, ID 600

VLAN ID for isolated VLAN, member of pvlan100isolation-vlan-id 200

VLAN ID for isolated VLAN, member of pvlan400isolation–vlan-id 500

Promiscuous access port for primary VLANs pvlan100xe-0/0/0.0

PVLAN trunk port for primary VLANs pvlan100 and pvlan400xe-0/0/1.0

Secondary trunk port for isolated VLAN, member of pvlan100xe-0/0/2.0

Community access port for comm300xe-0/0/3.0

Isolated access port for pvlan400xe-0/0/5.0

Community access port for comm600xe-0/0/6.0

Configuring the PVLANs on Switch 1

CLI Quick
Configuration

To quickly create and configure the PVLANs on Switch 1, copy the following commands

and paste them into a switch terminal window:

[edit]
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set interfaces xe-0/0/0 unit 0 family ethernet-switching port-mode trunk
set interfaces xe-0/0/1 unit 0 family ethernet-switching port-mode trunk
set interfaces xe-0/0/1 unit 0 family ethernet-switching vlanmembers pvlan100
set interfacesxe-0/0/1 unit 0 family ethernet-switching vlanmembers pvlan400
set interfaces xe-0/0/2 unit 0 family ethernet-switching port-mode access
set interfaces xe-0/0/3 unit 0 family ethernet-switching port-mode access
set interfaces xe-0/0/5 unit 0 family ethernet-switching port-mode access
set interfaces xe-0/0/6 unit 0 family ethernet-switching port-mode trunk
set vlans pvlan100 vlan-id 100
set vlans pvlan400 vlan-id 400
set vlans pvlan100 pvlan
set vlans pvlan400 pvlan
set vlans pvlan100 interface xe-0/0/1.0 pvlan-trunk
set vlans pvlan400 interface xe-0/0/1.0 pvlan-trunk
set vlans comm300 vlan-id 300
set vlans comm300 primary-vlan pvlan100
set vlans comm300 interface xe-0/0/3.0
set vlans comm600 vlan-id 600
set vlans comm600 primary-vlan pvlan400
set vlans comm600 interface xe-0/0/6.0
set vlans pvlan100 pvlan isolation-vlan-id 200
set vlans pvlan400 pvlan isolation-vlan-id 500
set vlans pvlan100 interface xe-0/0/0.0 isolated
set vlans pvlan400 interface xe-0/0/0.0 isolated
set vlans comm600 interface xe-0/0/0.0
set vlans pvlan100 interface xe-0/0/2.0 isolated
set vlans pvlan400 interface xe-0/0/5.0 isolated

Step-by-Step
Procedure

To configure the private VLANs and secondary VLAN trunk ports:

1. Configure the interfaces and port modes:

[edit interfaces]
user@switch# set xe-0/0/0 unit 0 family ethernet-switching port-mode trunk
user@switch# set xe-0/0/1 unit 0 family ethernet-switching port-mode trunk
user@switch# set xe-0/0/1 unit 0 family ethernet-switching vlanmembers pvlan100
user@switch# set xe-0/0/1 unit 0 family ethernet-switching vlanmembers pvlan400
user@switch# set xe-0/0/2 unit 0 family ethernet-switching port-mode access
user@switch# set xe-0/0/3 unit 0 family ethernet-switching port-mode access
user@switch# set xe-0/0/5 unit 0 family ethernet-switching port-mode access
user@switch# set xe-0/0/6 unit 0 family ethernet-switching port-mode access

2. Create the primary VLANs:

[edit vlans]
user@switch# set pvlan100 vlan-id 100
user@switch# set pvlan400 vlan-id 400

NOTE: Primary VLANs must always be tagged VLANs, even if they exist
on only one device.

3. Configure the primary VLANs to be private:
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[edit vlans]
user@switch# set pvlan100 pvlan
user@switch# set pvlan400 pvlan

4. Configure the PVLAN trunk port to carry the private VLAN traffic between the

switches:

[edit vlans]
user@switch# set pvlan100 interface xe-0/0/1.0 pvlan-trunk
user@switch# set pvlan400 interface xe-0/0/1.0 pvlan-trunk

5. Create secondary VLAN comm300with VLAN ID 300:

[edit vlans]
user@switch# set comm300 vlan-id 300

6. Configure the primary VLAN for comm300:

[edit vlans]
user@switch# set comm300 primary-vlan pvlan100

7. Configure the interface for comm300:

[edit vlans]
user@switch# set comm300 interface xe-0/0/3.0

8. Create secondary VLAN comm600with VLAN ID 600:

[edit vlans]
user@switch# set comm600 vlan-id 600

9. Configure the primary VLAN for comm600:

[edit vlans]
user@switch# set comm600 primary-vlan pvlan400

10. Configure the interface for comm600:

[edit vlans]
user@switch# set comm600 interface xe-0/0/6.0

11. Configure the interswitch isolated VLANs:

[edit vlans]
user@switch# set pvlan100 pvlan isolation-vlan-id 200
user@switch# set pvlan400 pvlan isolation-vlan-id 500

NOTE: When you configure a secondary VLAN trunk port to carry an
isolated VLAN, you must also configure an isolation-vlan-id. This is true
even if the isolated VLAN exists only on one switch.
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12. Enable trunk port xe-0/0/0 to carry secondary VLANs for the primary VLANs:

[edit vlans]
user@switch# set pvlan100 interface xe-0/0/0.0 isolated
user@switch# set pvlan400 interface xe-0/0/0.0 isolated

13. Configure trunk port xe-0/0/0 to carry comm600 (member of pvlan400):

[edit vlans]
user@switch# set comm600 interface xe-0/0/0.0

NOTE: You do not need to explicitly configure xe-0/0/0 to carry the
isolated VLAN traffic (tags 200 and 500) because all the isolated ports
in pvlan100 and pvlan400–including xe-0/0/0.0–are automatically
included in the isolated VLANs created when you configured
isolation-vlan-id 200 and isolation-vlan-id 500.

14. Configure xe-0/0/2 and xe-0/0/6 to be isolated:

[edit vlans]
user@switch# set pvlan100 interface xe-0/0/2.0 isolated
user@switch# set pvlan400 interface xe-0/0/5.0 isolated

Results

Check the results of the configuration on Switch 1:

[edit]
user@switch# show
interfaces {

xe-0/0/0 {
unit 0 {

family ethernet-switching {
port-mode trunk;
vlan {

members pvlan100;
members pvlan400;

}
}

}
}
xe-0/0/1 {

unit 0 {
family ethernet-switching {

port-mode trunk;
vlan {

members pvlan100;
members pvlan400;

}
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}
}

}
xe-0/0/2 {

unit 0 {
family ethernet-switching {

port-mode access;
}

}
}
xe-0/0/3 {

unit 0 {
family ethernet-switching {

port-mode access;
}

}
}
xe-0/0/5 {

unit 0 {
family ethernet-switching {

port-mode access;
}

}
}
xe-0/0/6 {

unit 0 {
family ethernet-switching {

port-mode trunk;
}

}
}

}
vlans {

comm300 {
vlan-id 300;

interface {
xe-0/0/3.0;

}
primary-vlan pvlan100;

}
comm600 {

vlan-id 600;
interface {
xe-0/0/6.0;

}
primary-vlan pvlan400;

}
pvlan100 {

vlan-id 100;
interface {

xe-0/0/0.0;
xe-0/0/2.0;
xe-0/0/3.0;
xe-0/0/1.0 {

pvlan-trunk;
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}
}
no-local-switching;
isolation-id 200;

}
pvlan400 {

vlan-id 400;
interface {

xe-0/0/0.0;
xe-0/0/5.0;
xe-0/0/6.0;
xe-0/0/1.0 {

pvlan-trunk;
}

}
no-local-switching;
isolation-id 500;

}
}

Configuring the PVLANs on Switch 2

The configuration for Switch 2 is almost identical to the configuration for Switch 1. The

most significant difference is that xe-0/0/0 on Switch 2 is configured as a promiscuous

trunk port or a promiscuous access port, as Figure 21 on page 367 shows. In the following

configuration, xe-0/0/0 is configured as a promiscuous access port for primary VLAN

pvlan100.

If traffic ingresses on VLAN-enabled port and egresses on a promiscuous access port,

theVLANtagsaredroppedonegressand the traffic is untaggedat thatpoint. For example,

traffic for comm600 ingresses on the secondary VLAN trunk port configured on

xe-0/0/0.0 on Switch 1 and carries tag 600 as it is forwarded through the secondary

VLAN.When it egresses from xe-0/0/0.0 on Switch 2, it will be untagged if you configure

xe-0/0/0.0 as a promiscuous access port as shown in this example. If you instead

configure xe-0/0/0.0 as a promiscuous trunk port (port-mode trunk), the traffic for

comm600 carries its primary VLAN tag (400) when it egresses.

CLI Quick
Configuration

To quickly create and configure the PVLANs on Switch 2, copy the following commands

and paste them into a switch terminal window:

[edit]
set interfaces xe-0/0/0 unit 0 family ethernet-switching port-mode access
set interfaces xe-0/0/1 unit 0 family ethernet-switching port-mode trunk
set interfaces xe-0/0/1 unit 0 family ethernet-switching vlanmembers pvlan100
set interfaces xe-0/0/1 unit 0 family ethernet-switching vlanmembers pvlan400
set interfaces xe-0/0/2 unit 0 family ethernet-switching port-mode trunk
set interfaces xe-0/0/3 unit 0 family ethernet-switching port-mode access
set interfaces xe-0/0/5 unit 0 family ethernet-switching port-mode access
set interfaces xe-0/0/6 unit 0 family ethernet-switching port-mode access
set vlans pvlan100 vlan-id 100
set vlans pvlan400 vlan-id 400
set vlans pvlan100 pvlan
set vlans pvlan400 pvlan
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set vlans pvlan100 interface xe-0/0/1.0 pvlan-trunk
set vlans pvlan400 interface xe-0/0/1.0 pvlan-trunk
set vlans comm300 vlan-id 300
set vlans comm300 primary-vlan pvlan100
set vlans comm300 interface xe-0/0/3.0
set vlans comm600 vlan-id 600
set vlans comm600 primary-vlan pvlan400
set vlans comm600 interface xe-0/0/6.0
set vlans pvlan100 pvlan isolation-vlan-id 200
set vlans pvlan400 pvlan isolation-vlan-id 500
set vlans pvlan100 interface xe-0/0/0.0 promiscuous
set vlans pvlan100 interface xe-0/0/2.0 isolated
set vlans pvlan400 interface xe-0/0/5.0 isolated

Step-by-Step
Procedure

To configure the private VLANs and secondary VLAN trunk ports:

1. Configure the interfaces and port modes:

[edit interfaces]
user@switch# set xe-0/0/0 unit 0 family ethernet-switching port-mode access
user@switch# set xe-0/0/1 unit 0 family ethernet-switching port-mode trunk
user@switch# set xe-0/0/1 unit 0 family ethernet-switching vlanmembers pvlan100
user@switch# set xe-0/0/1 unit 0 family ethernet-switching vlanmembers pvlan400
user@switch# set xe-0/0/2 unit 0 family ethernet-switching port-mode trunk
user@switch# set xe-0/0/3 unit 0 family ethernet-switching port-mode access
user@switch# set xe-0/0/5 unit 0 family ethernet-switching port-mode access
user@switch# set xe-0/0/6 unit 0 family ethernet-switching port-mode access

2. Create the primary VLANs:

[edit vlans]
user@switch# set pvlan100 vlan-id 100
user@switch# set pvlan400 vlan-id 400

3. Configure the primary VLANs to be private:

[edit vlans]
user@switch# set pvlan100 pvlan
user@switch# set pvlan400 pvlan

4. Configure the PVLAN trunk port to carry the private VLAN traffic between the

switches:

[edit vlans]
user@switch# set pvlan100 interface xe-0/0/1.0 pvlan-trunk
user@switch# set pvlan400 interface xe-0/0/1.0 pvlan-trunk

5. Create secondary VLAN comm300with VLAN ID 300:

[edit vlans]
user@switch# set comm300 vlan-id 300

6. Configure the primary VLAN for comm300:

[edit vlans]
user@switch# set comm300 primary-vlan pvlan100
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7. Configure the interface for comm300:

[edit vlans]
user@switch# set comm300 interface xe-0/0/3.0

8. Create secondary VLAN comm600with VLAN ID 600:

[edit vlans]
user@switch# set comm600 vlan-id 600

9. Configure the primary VLAN for comm600:

[edit vlans]
user@switch# set comm600 primary-vlan pvlan400

10. Configure the interface for comm600:

[edit vlans]
user@switch# set comm600 interface xe-0/0/6.0

11. Configure the interswitch isolated VLANs:

[edit vlans]
user@switch# set pvlan100 pvlan isolation-vlan-id 200
user@switch# set pvlan400 pvlan isolation-vlan-id 500

12. Configure access port xe-0/0/0 to be promiscuous for pvlan100:

[edit vlans]
user@switch# set pvlan100 interface xe-0/0/0.0 promiscuous

NOTE: A promiscuous access port can be a member of only one primary
VLAN.

13. Configure xe-0/0/2 and xe-0/0/6 to be isolated:

[edit vlans]
user@switch# set pvlan100 interface xe-0/0/2.0 isolated
user@switch# set pvlan400 interface xe-0/0/5.0 isolated

Results

Check the results of the configuration on Switch 2:

[edit]
user@switch# show
interfaces {

xe-0/0/0 {
unit 0 {
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family ethernet-switching {
port-mode access;
vlan {

members pvlan100;
}

}
}

}
xe-0/0/1 {
unit 0 {

family ethernet-switching {
port-mode trunk;
vlan {

members pvlan100;
members pvlan400;

}
}

}
}
xe-0/0/2 {

unit 0 {
family ethernet-switching {

port-mode trunk;
}

}
}
xe-0/0/3 {

unit 0 {
family ethernet-switching {

port-mode access;
}

}
}
xe-0/0/5 {

unit 0 {
family ethernet-switching {

port-mode access;
}

}
}
xe-0/0/6 {

unit 0 {
family ethernet-switching {

port-mode access;
}

}
}

vlans {
comm300 {

vlan-id 300;
interface {
xe-0/0/3.0;

}
primary-vlan pvlan100;

}
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comm600 {
vlan-id 600;

interface {
xe-0/0/6.0;

}
primary-vlan pvlan400;

}
pvlan100 {

vlan-id 100;
interface {

xe-0/0/0.0;
xe-0/0/2.0;
xe-0/0/3.0;
xe-0/0/1.0 {

pvlan-trunk;
}

}
no-local-switching;
isolation-id 200;

}
pvlan400 {

vlan-id 400;
interface {

xe-0/0/5.0;
xe-0/0/6.0;
xe-0/0/1.0 {

pvlan-trunk;
}

}
no-local-switching;
isolation-id 500;

}
}

Verification

To confirm that the configuration is working properly, perform these tasks:

• Verifying That the Private VLAN and Secondary VLANsWere Created on page 377

• Verifying The Ethernet Switching Table Entries on page 378

Verifying That the Private VLAN and Secondary VLANsWere Created

Purpose Verify that the primary VLAN and secondary VLANs were properly created on Switch 1.

Action Use the show vlans command:

user@switch> show vlans private-vlan

Name               Role        Tag      Interfaces
pvlan100           Primary     100      xe-0/0/0.0, xe-0/0/1.0, xe-0/0/2.0, 
xe-0/0/3.0
__iso_pvlan100__   Isolated    200      xe-0/0/2.0
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comm300            Community   300      xe-0/0/3.0

pvlan400           Primary     400      xe-0/0/0.0, xe-0/0/1.0, xe-0/0/5.0, 
xe-0/0/6.0
__iso_pvlan400__   Isolated    500      xe-0/0/5.0
comm600            Community   600     xe-0/0/6.0

Meaning The output shows that the private VLANs were created and identifies the interfaces and

secondary VLANs associated with them.

Verifying The Ethernet Switching Table Entries

Purpose Verify that the Ethernet switching table entries were created for primary VLAN pvlan100.

Action Show the Ethernet switching table entries for pvlan100.

user@switch> show ethernet-switching table vlan pvlan100 private-vlan

Ethernet-switching table: 0 unicast entries
  pvlan100             *                 Flood          - All-members
  pvlan100             00:10:94:00:00:02 Learn            xe-0/0/2.0
  __iso_pvlan100__     *                 Flood          - All-members
  __iso_pvlan100__     00:10:94:00:00:02 Replicated      - xe-0/0/2.0

See Also Understanding Egress Firewall Filters with PVLANs•

Verifying That a Private VLAN IsWorking on a Switch

Purpose After creatingandconfiguringprivateVLANs(PVLANs), verify that theyare setupproperly.

Action To determine whether you successfully created the primary and secondary VLAN

configurations:

1.

• For a PVLAN on a single switch, use the show configuration vlans command:

user@switch> show configuration vlans

community1 {
    interface {
        interface a;
        interface b;
    }
    primary-vlan pvlan;
}
community2 {
    interface {
        interface d;
        interface e;
    }
    primary-vlan pvlan;
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}
pvlan {
    vlan-id 1000;
    interface {
        isolated1;
        isolated2;
        trunk1;
        trunk2;
    }
    no-local-switching;
}

• For a PVLAN spanning multiple switches, use the show vlans extensive command:

user@switch> show vlans extensive

VLAN: COM1, Created at: Tue May 11 18:16:05 2010
802.1Q Tag: 100, Internal index: 3, Admin State: Enabled, Origin: Static
Private VLAN Mode: Community, Primary VLAN: primary
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 3 (Active = 3), Untagged  1 (Active = 1)
      ge-0/0/20.0*, tagged, trunk
      ge-0/0/22.0*, tagged, trunk, pvlan-trunk
      ge-0/0/23.0*, tagged, trunk, pvlan-trunk
      ge-0/0/7.0*, untagged, access

VLAN: __pvlan_primary_ge-0/0/0.0__, Created at: Tue May 11 18:16:05 2010
Internal index: 5, Admin State: Enabled, Origin: Static
Private VLAN Mode: Isolated, Primary VLAN: primary
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 3 (Active = 3), Untagged  1 (Active = 1)
      ge-0/0/20.0*, tagged, trunk
      ge-0/0/22.0*, tagged, trunk, pvlan-trunk
      ge-0/0/23.0*, tagged, trunk, pvlan-trunk
      ge-0/0/0.0*, untagged, access

VLAN: __pvlan_primary_ge-0/0/2.0__, Created at: Tue May 11 18:16:05 2010
Internal index: 6, Admin State: Enabled, Origin: Static
Private VLAN Mode: Isolated, Primary VLAN: primary
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 3 (Active = 3), Untagged  1 (Active = 0)
      ge-0/0/20.0*, tagged, trunk
      ge-0/0/22.0*, tagged, trunk, pvlan-trunk
      ge-0/0/23.0*, tagged, trunk, pvlan-trunk
      ge-0/0/2.0, untagged, access

VLAN: __pvlan_primary_isiv__, Created at: Tue May 11 18:16:05 2010
802.1Q Tag: 50, Internal index: 7, Admin State: Enabled, Origin: Static
Private VLAN Mode: Inter-switch-isolated, Primary VLAN: primary
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 3 (Active = 3), Untagged  0 (Active = 0)
      ge-0/0/20.0*, tagged, trunk
      ge-0/0/22.0*, tagged, trunk, pvlan-trunk
      ge-0/0/23.0*, tagged, trunk, pvlan-trunk

VLAN: community2, Created at: Tue May 11 18:16:05 2010
802.1Q Tag: 20, Internal index: 8, Admin State: Enabled, Origin: Static
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Private VLAN Mode: Community, Primary VLAN: primary
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 3 (Active = 3), Untagged  2 (Active = 2)
      ge-0/0/20.0*, tagged, trunk
      ge-0/0/22.0*, tagged, trunk, pvlan-trunk
      ge-0/0/23.0*, tagged, trunk, pvlan-trunk
      ge-0/0/1.0*, untagged, access
      ge-1/0/6.0*, untagged, access

VLAN: primary, Created at: Tue May 11 18:16:05 2010
802.1Q Tag: 10, Internal index: 2, Admin State: Enabled, Origin: Static
Private VLAN Mode: Primary
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 3 (Active = 3), Untagged  5 (Active = 4)
      ge-0/0/20.0*, tagged, trunk
      ge-0/0/22.0*, tagged, trunk, pvlan-trunk
      ge-0/0/23.0*, tagged, trunk, pvlan-trunk
      ge-0/0/0.0*, untagged, access
      ge-0/0/1.0*, untagged, access
      ge-0/0/2.0, untagged, access
      ge-0/0/7.0*, untagged, access
      ge-1/0/6.0*, untagged, access

Secondary VLANs: Isolated 2, Community  2, Inter-switch-isolated  1
  Isolated VLANs :
      __pvlan_primary_ge-0/0/0.0__
      __pvlan_primary_ge-0/0/2.0__
  Community VLANs :
      COM1
      community2
  Inter-switch-isolated VLAN :
      __pvlan_primary_isiv__

2. Use the show vlans extensive command to view VLAN information and link status for

a PVLAN on a single switch or for a PVLAN spanning multiple switches.

• For a PVLAN on a single switch:

user@switch> show vlans pvlan extensive

VLAN: pvlan, Created at: time
802.1Q Tag: vlan-id, Internal index: index-number, Admin State: Enabled, 
Origin: Static
Private VLAN Mode: Primary
Protocol: Port Mode
Number of interfaces: Tagged 2 (Active = 0), Untagged  6 (Active = 0)
      trunk1, tagged, trunk
      interface a, untagged, access
      interface b, untagged, access
      interface c, untagged, access
      interface d, untagged, access
      interface e, untagged, access
      interface f, untagged, access
      trunk2, tagged, trunk
Secondary VLANs: Isolated 2, Community  2
  Isolated VLANs :
      __pvlan_pvlan_isolated1__
      __pvlan_pvlan_isolated2__
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  Community VLANs :
      community1
      community2

• For a PVLAN spanning multiple switches:

user@switch> show vlans extensive

VLAN: COM1, Created at: Tue May 11 18:16:05 2010
802.1Q Tag: 100, Internal index: 3, Admin State: Enabled, Origin: Static
Private VLAN Mode: Community, Primary VLAN: primary
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 3 (Active = 3), Untagged  1 (Active = 1)
      ge-0/0/20.0*, tagged, trunk
      ge-0/0/22.0*, tagged, trunk, pvlan-trunk
      ge-0/0/23.0*, tagged, trunk, pvlan-trunk
      ge-0/0/7.0*, untagged, access

VLAN: __pvlan_primary_ge-0/0/0.0__, Created at: Tue May 11 18:16:05 2010
Internal index: 5, Admin State: Enabled, Origin: Static
Private VLAN Mode: Isolated, Primary VLAN: primary
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 3 (Active = 3), Untagged  1 (Active = 1)
      ge-0/0/20.0*, tagged, trunk
      ge-0/0/22.0*, tagged, trunk, pvlan-trunk
      ge-0/0/23.0*, tagged, trunk, pvlan-trunk
      ge-0/0/0.0*, untagged, access

VLAN: __pvlan_primary_ge-0/0/2.0__, Created at: Tue May 11 18:16:05 2010
Internal index: 6, Admin State: Enabled, Origin: Static
Private VLAN Mode: Isolated, Primary VLAN: primary
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 3 (Active = 3), Untagged  1 (Active = 0)
      ge-0/0/20.0*, tagged, trunk
      ge-0/0/22.0*, tagged, trunk, pvlan-trunk
      ge-0/0/23.0*, tagged, trunk, pvlan-trunk
      ge-0/0/2.0, untagged, access

VLAN: __pvlan_primary_isiv__, Created at: Tue May 11 18:16:05 2010
802.1Q Tag: 50, Internal index: 7, Admin State: Enabled, Origin: Static
Private VLAN Mode: Inter-switch-isolated, Primary VLAN: primary
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 3 (Active = 3), Untagged  0 (Active = 0)
      ge-0/0/20.0*, tagged, trunk
      ge-0/0/22.0*, tagged, trunk, pvlan-trunk
      ge-0/0/23.0*, tagged, trunk, pvlan-trunk

VLAN: community2, Created at: Tue May 11 18:16:05 2010
802.1Q Tag: 20, Internal index: 8, Admin State: Enabled, Origin: Static
Private VLAN Mode: Community, Primary VLAN: primary
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 3 (Active = 3), Untagged  2 (Active = 2)
      ge-0/0/20.0*, tagged, trunk
      ge-0/0/22.0*, tagged, trunk, pvlan-trunk
      ge-0/0/23.0*, tagged, trunk, pvlan-trunk
      ge-0/0/1.0*, untagged, access
      ge-1/0/6.0*, untagged, access
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VLAN: primary, Created at: Tue May 11 18:16:05 2010
802.1Q Tag: 10, Internal index: 2, Admin State: Enabled, Origin: Static
Private VLAN Mode: Primary
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 3 (Active = 3), Untagged  5 (Active = 4)
      ge-0/0/20.0*, tagged, trunk
      ge-0/0/22.0*, tagged, trunk, pvlan-trunk
      ge-0/0/23.0*, tagged, trunk, pvlan-trunk
      ge-0/0/0.0*, untagged, access
      ge-0/0/1.0*, untagged, access
      ge-0/0/2.0, untagged, access
      ge-0/0/7.0*, untagged, access
      ge-1/0/6.0*, untagged, access

Secondary VLANs: Isolated 2, Community  2, Inter-switch-isolated  1
  Isolated VLANs :
      __pvlan_primary_ge-0/0/0.0__
      __pvlan_primary_ge-0/0/2.0__
  Community VLANs :
      COM1
      community2
  Inter-switch-isolated VLAN :
      __pvlan_primary_isiv__

3. Use the showethernet-switching table command to view logs forMAC learning on the

VLANs:

user@switch> show ethernet-switching table

Ethernet-switching table: 8 entries, 1 learned

  VLAN              MAC address       Type         Age Interfaces

  default           *                 Flood          - All-members

  pvlan             *                 Flood          - All-members

  pvlan             MAC1              Replicated     - interface a

  pvlan             MAC2              Replicated     - interface c

  pvlan             MAC3              Replicated     - isolated2

  pvlan             MAC4              Learn          0 trunk1

  __pvlan_pvlan_isolated1__ *         Flood          - All-members

  __pvlan_pvlan_isolated1__ MAC4      Replicated     - trunk1

  __pvlan_pvlan_isolated2__ *         Flood          - All-members

  __pvlan_pvlan_isolated2__ MAC3      Learn          0 isolated2

  __pvlan_pvlan_isolated2__ MAC4      Replicated     - trunk1

  community1        *                 Flood          - All-members
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  community1        MAC1              Learn          0 interface a

  community1        MAC4              Replicated     - trunk1

  community2        *                 Flood          - All-members

  community2        MAC2              Learn          0 interface c

  community2        MAC4              Replicated     - trunk1

NOTE: If you have configured a PVLAN spanning multiple switches, you can
use the same command on all the switches to check the logs for MAC learning
on those switches.

Meaning In the output displays for a PVLAN on a single switch, you can see that the primary VLAN

contains two community domains (community1 and community2), two isolated ports,

and two trunk ports. The PVLAN on a single switch has only one tag (1000), which is for

the primary VLAN.

The PVLAN that spans multiple switches contains multiple tags:

• The community domain COM1 is identified with tag 100.

• The community domain community2 is identified with tag 20.

• The interswitch isolated domain is identified with tag 50.

• The primary VLAN primary is identified with tag 10.

Also, for the PVLAN that spans multiple switches, the trunk interfaces are identified as

pvlan-trunk.

Troubleshooting Private VLANs on QFX Switches

Use the following information to troubleshoot a private VLAN configuration.

• Limitations of Private VLANs on page 383

• Forwarding with Private VLANs on page 384

• Egress Firewall Filters with Private VLANs on page 385

• Egress Port Mirroring with Private VLANs on page 386

Limitations of Private VLANs

The following constraints apply to private VLAN configurations:
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• IGMP snooping is not supported with private VLANs.

• Routed VLAN interfaces are not supported on private VLANs

• Routing between secondary VLANs in the same primary VLAN is not supported.

• If you want to change a primary VLAN to be a secondary VLAN, youmust first change

it to a normal VLAN and commit the change. For example, you would follow this

procedure:

1. Change the primary VLAN to be a normal VLAN.

2. Commit the configuration.

3. Change the normal VLAN to be a secondary VLAN.

4. Commit the configuration.

Follow the same sequence of commits if you want to change a secondary VLAN to be

a primary VLAN. That is, make the secondary VLAN a normal VLAN and commit that

change and then change the normal VLAN to be a primary VLAN.

Forwarding with Private VLANs

Problem Description:

• When isolated VLAN or community VLAN tagged traffic is received on a PVLAN trunk

port, MAC addresses are learned from the primary VLAN. Thismeans that output from

the showethernet-switching table command shows thatMACaddresses are learned
fromtheprimaryVLANand replicated to secondaryVLANs. This behavior hasnoeffect

on forwarding decisions.

• If a packetwith a secondary VLAN tag is received on a promiscuous port, it is accepted

and forwarded.

• If a packet is received on a PVLAN trunk port andmeets both of the conditions listed

below, it is dropped.

• The packet has a community VLAN tag.

• The packet is destined to a unicast MAC address or multicast group MAC address

that was learned on an isolated VLAN.

• If a packet is received on a PVLAN trunk port andmeets both of the conditions listed

below, it is dropped.

• The packet has an isolated VLAN tag.

• The packet is destined to a unicast MAC address or multicast group MAC address

that was learned on a community VLAN.
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• If a packetwith a primaryVLAN tag is receivedby a secondary (isolated or community)

VLAN port, the secondary port forwards the packet.

• If you configure a community VLAN on one device and configure another community

VLAN on a second device and both community VLANs use the same VLAN ID, traffic

for one of the VLANs can be forwarded to the other VLAN. For example, assume the

following configuration:

• Community VLAN comm1 on switch 1 has VLAN ID 50 and is a member of primary

VLAN pvlan100.

• Community VLAN comm2 on switch 2 also has VLAN ID 50 and is a member of

primary VLAN pvlan200.

• Primary VLAN pvlan100 exists on both switches.

If traffic for comm1 is sent from switch 1 to switch 2, it will be sent to the ports

participating in comm2. (The traffic will also be forwarded to the ports in comm1, as

you would expect.)

Solution These are expected behaviors.

Egress Firewall Filters with Private VLANs

Problem Description: If you apply a firewall filter in the output direction to a primary VLAN, the
filter also applies to the secondary VLANs that are members of the primary VLANwhen

the traffic egresses with the primary VLAN tag or isolated VLAN tag, as listed below:

• Traffic forwarded from a secondary VLAN trunk port to a promiscuous port (trunk or

access)

• Traffic forwarded from a secondary VLAN trunk port that carries an isolated VLAN to

a PVLAN trunk port.

• Traffic forwarded from a promiscuous port (trunk or access) to a secondary VLAN

trunk port

• Traffic forwarded from a PVLAN trunk port. to a secondary VLAN trunk port

• Traffic forwarded from a community port to a promiscuous port (trunk or access)

If you apply a firewall filter in the output direction to a primary VLAN, the filter does not

apply to traffic that egresses with a community VLAN tag, as listed below:

• Traffic forwarded from a community trunk port to a PVLAN trunk port

• Traffic forwarded from a secondary VLAN trunk port that carries a community VLAN

to a PVLAN trunk port

• Traffic forwarded from a promiscuous port (trunk or access) to a community trunk

port

• Traffic forwarded from a PVLAN trunk port. to a community trunk port
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If you apply a firewall filter in the output direction to a community VLAN, the following

behaviors apply:

• The filter is applied to traffic forwarded from a promiscuous port (trunk or access) to

a community trunk port (because the traffic egresses with the community VLAN tag).

• The filter is applied to traffic forwarded from a community port to a PVLAN trunk port

(because the traffic egresses with the community VLAN tag).

• The filter is not applied to traffic forwarded from a community port to a promiscuous

port (because the traffic egresses with the primary VLAN tag or untagged).

Solution These are expected behaviors. They occur only if you apply a firewall filter to a private

VLAN in the output direction and do not occur if you apply a firewall filter to a private

VLAN in the input direction.

Egress Port Mirroring with Private VLANs

Problem Description: If youcreateaport-mirroringconfiguration thatmirrorsprivateVLAN(PVLAN)
traffic on egress, the mirrored traffic (the traffic that is sent to the analyzer system) has

the VLAN tag of the ingress VLAN instead of the egress VLAN. For example, assume the

following PVLAN configuration:

• Promiscuous trunk port that carries primary VLANs pvlan100 and pvlan400.

• Isolated access port that carries secondary VLAN isolated200. This VLAN is amember

of primary VLAN pvlan100.

• Community port that carries secondary VLAN comm300. This VLAN is also amember

of primary VLAN pvlan100.

• Output interface(monitor interface) thatconnects to theanalyzer system.This interface

forwards the mirrored traffic to the analyzer.

If a packet for pvlan100 enters on the promiscuous trunk port and exits on the isolated

access port, the original packet is untagged on egress because it is exiting on an access

port. However, themirror copy retains the tag for pvlan100when it is sent to the analyzer.

Here is another example: If a packet for comm300 ingresses on the community port and

egresses on the promiscuous trunk port, the original packet carries the tag for pvlan100

on egress, as expected. However, the mirrored copy retains the tag for comm300when

it is sent to the analyzer.

Solution This is expected behavior.

Copyright © 2019, Juniper Networks, Inc.386

Ethernet Switching Feature Guide



CHAPTER 12

Configuring Layer 2 Virtual Switch
Instances

• Layer 2 Virtual Switch Instances on page 387

Layer 2 Virtual Switch Instances

• Understanding Layer 2 Virtual Switches Instances on page 387

• Configuring a Layer 2 Virtual Switch on an EX Series Switch on page 388

• Configuring a Layer 2 Virtual Switch with a Layer 2 Trunk Port on page 388

Understanding Layer 2 Virtual Switches Instances

At Layer 2, you can group one or more VLANs into a single routing instance to form a

virtual switch instance.A virtual switch instance is composedofVLANs. Thevirtual switch

instance isolates a LAN segment and contains most Layer 2 functions, such as

spanning-tree protocol instances and VLAN ID spaces, into it’s own smaller, logical

network. Splitting Layer 2 traffic using virtual switch instancesallowsyou tomore logically

organize your Layer 2 traffic into multiple “virtual” Layer 2 networks.

A default virtual switch, called default-switch, is automatically created when a virtual

switch is configured. All Layer 2 traffic not assigned to a VLAN in a virtual switch

automatically becomes part of the default virtual switch.

You can configure a virtual switch to participate only in Layer 2 bridging and optionally

to performLayer 3 routing. In addition, you can configure spanning-tree protocols (STPs)

within the virtual switch to prevent forwarding loops. For more information about how

to configure Layer 2 logical ports on an interface, see the Junos OS Network Interfaces

Library for Routing Devices.

You can associate one or more logical interfaces configured as trunk interfaces with a

virtual switch. A trunk interface, or Layer 2 trunk port, enables you to configure a logical

interface to represent multiple VLANs on the physical interface. For more information

about how to configure trunk interfaces, see the Junos OS Network Interfaces Library for

Routing Devices.

You can also configure Layer 2 forwarding and learning properties for the virtual switch.
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Configuring a Layer 2 Virtual Switch on an EX Series Switch

A Layer 2 virtual switch, which isolates a LAN segment with its spanning-tree protocol

instance and separates its VLAN ID space, filters and forwards traffic only at the data

link layer. Each VLAN consists of a set of logical ports that participate in Layer 2 learning

and forwarding. A virtual switch represents a Layer 2 network.

Twomain types of interfaces are used in virtual switch hierarchies:

• Layer 2 logical interface—This type of interface uses the VLAN-ID as a virtual circuit

identifier and the scope of the VLAN-ID is local to the interface port. This type of

interface is often used in service-provider-centric applications.

• Accessor trunk interface—This typeof interfaceusesaVLAN-IDwithglobal significance.

The access or trunk interface is implicitly associated with VLANs based on VLAN

membership. Access or trunk interfaces are typically used in enterprise-centric

applications.

NOTE: The difference between access interfaces and trunk interfaces is
that access interfaces can be part of one VLAN only and the interface is
normally attached to an end-user device (packets are implicitly associated
with the configured VLAN). In contrast, trunk interfaces multiplex traffic
from multiple VLANs and usually interconnect switches.

To configure a Layer 2 virtual switch, include the following statements:

[edit]
routing-instances {
routing-instance-name (

instance-type virtual-switch;
vlans vlan-name{
vlan-id (all | none | number);

[...configure optional VLAN parameters]
}

}
}

To enable a virtual switch, youmust specify virtual-switch as the instance-type.

TheVLANs thatare specifiedwith thevlan-id statementare included in thevirtual switch.

You can configure other optional VLAN parameters in the virtual switch.

Configuring a Layer 2 Virtual Switch with a Layer 2 Trunk Port

You can associate one or more Layer 2 trunk interfaces with a virtual switch.

A virtual switch configuredwith a Layer 2 trunk port also supports IRBwithin a VLAN. IRB

provides simultaneous support for Layer 2 bridging and Layer 3 IP routing on the same

interface.Only an interface configuredwith the interface-mode(access | trunk) statement
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canbeassociatedwithavirtual switch.Anaccess interfaceenables you toacceptpackets

with no VLAN identifier.

In addition, you can configure Layer 2 learning and forwarding properties for the virtual

switch.

To configure a virtual switch with a Layer 2 trunk interface, include the following
statements:

[edit]
routing-instances {
routing-instance-name {

instance-type virtual-switch;
interface interface-name;
vlans name{
vlan-id (all | none | number);

[...configure optional VLAN parameters]
}

}
}
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CHAPTER 13

Configuring Layer 2 Protocol Tunneling

• Layer 2 Protocol Tunneling on page 391

Layer 2 Protocol Tunneling

• Understanding Layer 2 Protocol Tunneling on EX Series Switches on page 391

• Configuring Layer 2 Protocol Tunneling on EX Series Switches with ELS

Support on page 397

• ClearingaMACRewriteErroronan InterfacewithLayer2ProtocolTunnelingonpage399

• Configuring Layer 2 Protocol Tunneling on EX Series Switches on page 400

• Example: Configuring Layer 2 Protocol Tunneling on EX Series Switches on page 402

Understanding Layer 2 Protocol Tunneling on EX Series Switches

Layer 2 protocol tunneling (L2PT) enables service providers to send Layer 2 protocol

data units (PDUs) across the provider’s cloud and deliver them to Juniper Networks EX

Series Ethernet Switches that are not part of the local broadcast domain. This feature

is useful when you want to run Layer 2 protocols on a network that includes switches

located at remote sites that are connected across a service provider network.

You can also use L2PT to tunnel protocols between two locally-connected

user-to-network interfaces (UNIs) in the same broadcast domain, but in that case, the

protocol packets are flooded in the VLAN instead of being rewrittenwith the tunnelMAC

address.

See Feature Explorer for the list of switches that support L2PT.

This topic includes:

• Benefits of Layer 2 Protocol Tunneling on page 392

• Layer 2 Protocols Supported by L2PT on EX Series Switches on page 392

• How L2PTWorks on page 393

• L2PT Basics on EX Series Switches on page 395
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Benefits of Layer 2 Protocol Tunneling

• Enables you to run Layer 2 protocols on a network that includes switches located at

remote sites that are connected across a service provider network.

Layer 2 Protocols Supported by L2PT on EX Series Switches

Table82onpage392 lists theLayer2protocols supportedbyL2PTonEXSeries switches.

For details on the configuration options to enable tunneling the supported protocols on

each type of EX Series switch, and the releases in which those options are supported,

see either of the following configuration statements:

• For non-ELS (EX2200, EX3300, EX4200, EX4500, and EX4450 switches), see the

layer2-protocol-tunneling statement in the [edit vlans vlan-name dot1q-tunneling]

hierarchy.

• ForELS(EX2300,EX3400,EX4300,EX4600,andEX9200switches), see theprotocol
statement in the [edit protocols layer2-control mac-rewrite interface interface-name]

hierarchy.

Table 82: L2PT Protocols Supported on EX Series Switches

EX Series Switch SupportLayer 2 Protocol That Can Be Tunneled

Non-ELS and ELS EX Series (except EX2300multigigabit
models)

802.1X authentication

Non-ELS and ELS EX Series802.3ah Operation, Administration, andMaintenance (OAM)
link fault management (LFM)

NOTE: If you enable L2PT for untagged OAM LFM packets,
do not configure LFM on the corresponding access interface.

Non-ELS and ELS EX SeriesCisco Discovery Protocol (CDP)

Non-ELS and ELS EX Series (except EX2300multigigabit
models)

Ethernet local management interface (E-LMI)

ELS EX Series switches onlyGeneric Attribute Registration Protocol (GARP) VLAN
Registration Protocol (GVRP)

Non-ELS and ELS EX SeriesLink Aggregation Control Protocol (LACP)

NOTE: If you enable L2PT for untagged LACPpackets, do not
configure Link Aggregation Control Protocol (LACP) on the
corresponding access interface.

Non-ELS and ELS EX SeriesLink Layer Discovery Protocol (LLDP)

Non-ELS and ELS EX Series (except EX2300multigigabit
models)

MultipleMACRegistration Protocol (MMRP)—All non-ELS EX
Series switches and for ELS switches, EX4300, EX4600, and
EX9200 switches only
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Table 82: L2PT Protocols Supported on EX Series Switches (continued)

EX Series Switch SupportLayer 2 Protocol That Can Be Tunneled

Non-ELS and ELS EX SeriesMVRP VLAN Registration Protocol (MVRP)

EX9200 switches onlyPer-VLAN Spanning Tree and Per-VLAN Spanning Tree Plus
(PVST+) Protocols

Non-ELS and ELS EX SeriesSpanning Tree Protocol (STP), Rapid Spanning Tree Protocol
(RSTP), and Multiple Spanning Tree Protocol (MSTP)

Non-ELS and ELS EX Series (except EX2300multigigabit
models)

Unidirectional Link Detection (UDLD)

Non-ELS and ELS EX SeriesVLAN Spanning Tree Protocol (VSTP)

NOTE: EX9200 switches do not have a separate option to
enable VSTP. The L2PT configuration statement option for
ELS EX Series switches that enables tunneling PVST and
PVST+ (pvstp) also enables tunneling VSTP.

Non-ELS and ELS EX SeriesVLAN Trunking Protocol (VTP)

NOTE: CDP, UDLD, and VTP cannot be configured on EX Series switches.
L2PT does, however, tunnel CDP, UDLD, and VTP PDUs.

How L2PTWorks

L2PT works by encapsulating Layer 2 PDUs, tunneling them across a service provider

network, and decapsulating them for delivery to their destination switches. L2PT

encapsulates Layer 2 PDUs by enabling the ingress provider edge (PE) device to rewrite

the PDUs’ destination media access control (MAC) addresses before forwarding them

onto the service provider network. The devices in the service provider network treat these

encapsulated PDUs as multicast Ethernet packets. Upon receipt of these PDUs, the

egress PE devices decapsulate them by replacing the destination MAC addresses with

the address of the Layer 2 protocol that is being tunneled before forwarding the PDUs

to their destination switches.
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This process is illustrated in the following example for tunneling LLDP packets in

Figure 22 on page 394.

Figure 22: L2PT Example
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LLDP DMAC =
01:80:C2:00:00:0E

STP Block

L2PT DMAC =
01:00:0C:CD:CD:D0

LLDP DMAC =
01:80:C2:00:00:0E

Service Provider Network
Q-in-Q Tunneling Enabled
Service VLAN: customer-1

L2PT DMAC =
01:00:0C:CD:CD:D0

L2PT DMAC =
01:00:0C:CD:CD:D0

LLDP DMAC =
01:80:C2:00:00:0E

LLDP DMAC =
01:80:C2:00:00:0E

Customer Switch A Customer Switch B

Customer Switch C Customer Switch D

1. Customer Switch D sends an LLDP PDU to the service provider network that is

ultimately intended for the other switches in the customer network.

2. The receiving provider switch rewrites the DMACwith the L2PT DMAC and sends the

frame with the encapsulated LLDP PDU to the other switches in the service provider

network.

3. When the other service provider switches receive the frame, they restore the LLDP

DMAC and send it to Customer Switches A, B, and C.

The destination switches identify the tunneled Layer 2 control protocol by the

encapsulatedMAC address. The destination MAC addresses used by different protocols

are listed in Table 83 on page 394:

Table 83: Protocol Destination MAC Addresses

MAC AddressEthernet EncapsulationProtocol

01:80:C2:00:00:03Ether-II802.1X

01:80:C2:00:00:02Ether-II802.3ah

01:00:0C:CC:CC:CCLLC/SNAPCDP

01:80:C2:00:00:07Ether-IIE-LMI

01:80:C2:00:00:21LLC/SNAPGVRP
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Table 83: Protocol Destination MAC Addresses (continued)

MAC AddressEthernet EncapsulationProtocol

01:80:C2:00:00:02Ether-IILACP

01:80:C2:00:00:0EEther-IILLDP

01:80:C2:00:00:20Ether-IIMMRP

01:80:C2:00:00:21Ether-IIMVRP

01:00:0C:CC:CC:CDLLC/SNAPPVSTP

01:80:C2:00:00:00LLC/SNAPSTP, RSTP, MSTP

01:00:0C:CC:CC:CCLLC/SNAPUDLD

01:00:0C:CC:CC:CDLLC/SNAPVSTP

01:00:0C:CC:CC:CCLLC/SNAPVTP

When a PE device receives a Layer 2 control PDU from any of the customer PE devices,

it changes the destination MAC address to 01:00:0C:CD:CD:D0. Themodified packet is

then sent to theprovider network. All devices on theprovider network treat thesepackets

as multicast Ethernet packets and deliver them to all PE devices for the customer. The

egress PE devices receive all the control PDUs with the sameMAC address

(01:00:0C:CD:CD:D0). Then they identify the packet type by doing deeper packet

inspection and replace the destination MAC address 01:00:0C:CD:CD:D0 with the

appropriate destination address. Themodified PDUs are sent out to the customer PE

devices, thusensuring theLayer 2controlPDUsaredelivered, in their original state, across

the provider network. The L2PT protocol is valid for all types of packets (untagged,

tagged, and Q-in-Q tagged).

L2PT Basics on EX Series Switches

L2PT is enabled on a per-VLAN basis. When you enable L2PT for a particular Layer 2

protocol onaVLAN, all access interfacesare considered tobecustomer-facing interfaces,

all trunk interfaces are considered to be service provider network-facing interfaces, and

you cannot configure the specified protocol on the access interfaces. L2PT only acts on

logical interfaces of the family ethernet-switching. L2PT PDUs are flooded to all trunk

and access ports within a given S-VLAN.

NOTE: Access interfaces in an L2PT-enabled VLAN should not receive
L2PT-tunneled PDUs. If an access interface does receive L2PT-tunneled
PDUs, it might mean that there is a loop in the network. As a result, the
interface will be shut down.
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Youmust configure and enable Q-in-Q tunneling (802.1Q VLAN encapsulation) before

you can configure L2PT. For information about Q-in-Q tunneling on EX9200 switches,

see “Configuring VLAN Encapsulation” on page 228 and related topics, or for other EX

Seriesswitches, see “UnderstandingQ-in-QTunnelingandVLANTranslation”onpage526.

For non-ELS EX Series switches, L2PT is configured using statements in the [edit vlans

vlan-name dot1q-tunneling] hierarchy, which means Q-in-Q tunneling is (andmust be)

enabled. If L2PT is not enabled, Layer 2 PDUs are handled in the same way they were

handled before L2PTwas enabled. For details on configuring L2PT on non-ELS EXSeries

switches, see “ConfiguringLayer 2ProtocolTunnelingonEXSeriesSwitches”onpage400

NOTE: If the switch receives untagged or priority-tagged Layer 2 control PDUs
to be tunneled, then you must configure the switch to map untagged and
priority-tagged packets to an L2PT-enabled VLAN. For more information on
assigning untagged and priority-tagged packets to VLANs, see “Understanding
Q-in-Q Tunneling and VLAN Translation” on page 526 and “Configuring Q-in-Q
Tunneling on EX Series Switches” on page 537.

ForELSEXSeries switches, L2PT is configuredusing statements in the [edit layer2-control

mac-rewrite interface interface-name]hierarchy toenableMACaddress rewriting for Layer

2 protocol tunneling for a configuredQ-in-Q interface. For details, see “Configuring Layer

2 Protocol Tunneling on EX Series Switches with ELS Support” on page 397.

See Also Configuring VLAN Encapsulation on page 228•

Copyright © 2019, Juniper Networks, Inc.396

Ethernet Switching Feature Guide



Configuring Layer 2 Protocol Tunneling on EX Series Switches with ELS Support

NOTE: This topic applies to Junos OS for EX Series switches with support for
the Enhanced Layer 2 Software (ELS) configuration style. If your switch runs
software that does not support ELS, see “Configuring Layer 2 Protocol
Tunneling on EX Series Switches” on page 400. For ELS details, see “Using the
Enhanced Layer 2 Software CLI” on page 36.

Layer 2protocol tunneling (L2PT)enables you tosendLayer 2protocoldataunits (PDUs)

across a service provider network and deliver them to EX Series switches at a remote

location. This feature is useful when you have a network that includes remote sites that

are connected across a service provider network and you want to run Layer 2 protocols

on switches connected across the service provider network.

You can also use L2PT to tunnel protocols between two locally-connected

user-to-network interfaces (UNIs) in the same broadcast domain, but in that case, the

protocol packets are simply flooded in the VLAN instead of being rewritten with the

tunnel MAC address.

To configure L2PT on an EX Series switch, youmust first configure a Q-in-Q interface or

group of interfaces. For information about configuring Q-in-Q tunneling on EX9200

switches, see “ConfiguringVLANEncapsulation”onpage228, “Configuring InnerandOuter

TPIDsandVLANIDs”onpage248,and“StackingaVLANTag”onpage243.For information

about configuringQ-in-Q tunneling on other EXSeries switches, see “ConfiguringQ-in-Q

Tunneling on EX Series Switches with ELS Support” on page 536.

NOTE: When you enable L2PT tunneling for a protocol on one user-to-network
interface (UNI) in a bridge domain or VLAN, all UNIs in the bridge domain or
VLAN should also be configured to tunnel the same protocol for consistent
behavior. In that case, those UNIs can receive non-tunneled packets, and
tunneled packets are forwarded through the network-to-network interfaces
(NNIs).

• To configure L2PT on a specified Q-in-Q interface, enable MAC address rewriting for

Layer 2 protocol tunneling and select the Layer 2 protocol to be tunneled from the list

of available options for the type of switch being configured (see protocol):

[edit protocols]
user@switch# set layer2-controlmac-rewrite interface interface-nameprotocolprotocol-name

NOTE: You can select only one Layer 2 protocol at a time. If you want an
interface to support tunneling more than one Layer 2 protocol, you must
enter the mac-rewrite statement multiple times to select the desired

protocols.
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Forexample, onanEX9200switch, the followingcommandsconfigureaUNI (xe-1/1/3)

for Q-in-Q tunneling and MAC address rewriting for STP:

set interfaces xe-1/1/3 flexible-vlan-tagging
set interfaces xe-1/1/3 encapsulation extended-vlan-bridge
set interfaces xe-1/1/3 unit 0 encapsulation vlan-bridge
set interfaces xe-1/1/3 unit 0 vlan-id 10
set interfaces xe-1/1/3 native-vlan-id 10
set interfaces xe-1/1/3 unit 0 input-vlan-map push
set interfaces xe-1/1/3 unit 0 input-vlan-map vlan-id 100
set interfaces xe-1/1/3 unit 0 output-vlan-map pop
set protocols layer2-control mac-rewrite interface xe-1/1/3 protocol stp
set vlans v10 interface xe-1/1/3.10

On an EX2300, EX3400, EX4300, or EX4600 switch, the following commands

configure a UNI (ge-0/0/0) for Q-in-Q tunneling and MAC address rewriting for STP

and LLDP:

set interfaces ge-0/0/0 flexible-vlan-tagging
set interfaces ge-0/0/0 encapsulation extended-vlan-bridge
set interfaces ge-0/0/0 unit 10 vlan-id 10
set interfaces ge-0/0/0 native-vlan-id 10
set interfaces ge-0/0/0 unit 10 input-vlan-map push
set interfaces ge-0/0/0 unit 10 output-vlan-map pop
set protocols layer2-control mac-rewrite interface ge-0/0/0 protocol stp
set protocols layer2-control mac-rewrite interface ge-0/0/0 protocol lldp
set vlans v10 interface ge-0/0/0.10

In the casewhere youwant to tunnel protocols to or from two locally-connectedUNIs

on the same switch, although you still configure themac-rewrite statement to specify

the protocol being tunneled, the switch simply floods the protocol packets within the

VLAN instead of rewriting the MAC address. The same configuration is used for both

interfaces, and you do not need to use a loopback cable. For example, the following

commands configure two UNIs (ge-0/0/0 and ge-0/0/1) for Q-in-Q tunneling on an

EX2300, EX3400, EX4300, or EX4600 switch, and LACP and LLDP packets are

exchanged between the two ports on the switch:

set interfaces ge-0/0/0 flexible-vlan-tagging
set interfaces ge-0/0/0 native-vlan-id 20
set interfaces ge-0/0/0 encapsulation extended-vlan-bridge
set interfaces ge-0/0/0 unit 20 vlan-id 20
set interfaces ge-0/0/0 unit 20 input-vlan-map push
set interfaces ge-0/0/0 unit 20 output-vlan-map pop
set interfaces ge-0/0/1 flexible-vlan-tagging
set interfaces ge-0/0/1 native-vlan-id 20
set interfaces ge-0/0/1 encapsulation extended-vlan-bridge
set interfaces ge-0/0/1 unit 20 vlan-id 20
set interfaces ge-0/0/1 unit 20 input-vlan-map push
set interfaces ge-0/0/1 unit 20 output-vlan-map pop
set protocols layer2-control mac-rewrite interface ge-0/0/0 protocol lacp
set protocols layer2-control mac-rewrite interface ge-0/0/0 protocol lldp
set protocols layer2-control mac-rewrite interface ge-0/0/1 protocol lacp
set protocols layer2-control mac-rewrite interface ge-0/0/1 protocol lldp
set vlans v10 interface ge-0/0/0.20
set vlans v10 interface ge-0/0/1.20
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• To check the protocols that L2PT is configured to tunnel on an interface, enter the

showmac-rewrite interface command in operational mode and specify the interface

name, as follows:

user@switch> showmac-rewrite interface ge-0/0/0

Interface       Protocols
 ge-0/0/0        LLDP STP

If you do not specify an interface name, the showmac-rewrite interface command

displays all interfaces with L2PT configured. For example:

user@switch> showmac-rewrite interface

Interface       Protocols
 ge-0/0/0        LACP LLDP
 ge-0/0/1        LACP LLDP

• (EX9200 switches only) For information on how to detect and clear an interface

configured for L2PT that appears to be blocked due to a MAC rewrite error, see

“Clearing a MAC Rewrite Error on an Interface with Layer 2 Protocol Tunneling” on

page 399.

See Also Configuring VLAN Encapsulation on page 228•

• Stacking a VLAN Tag on page 243

Clearing aMAC Rewrite Error on an Interface with Layer 2 Protocol Tunneling

On EX9200 switches or ACX Series routers with Layer 2 protocol tunneling (L2PT)

configured, customer-facingports shouldnot receivepacketswith theL2PTMACaddress

as thedestinationaddressunless there is anetwork topologyor configurationerror. Under

these conditions, when an interface with L2PT enabled receives an L2PT packet, the

interface state is disabled due to a MAC rewrite error, andmust subsequently be

re-enabled to continue operation.

1. To checkwhether an interfacewith L2PT enabled has become disabled due to aMAC

rewrite error condition, use the show interfaces operational command:

user@switch> show interfaces interface-name

If the interface status includes Disabled, Physical link is Down or Enabled, Physical link

is Down and theMAC-REWRITE Error field is Detected, then a MAC rewrite error was

detected and contributed to the interface being down. When no MAC rewrite error

was detected, theMAC-REWRITE Error field is None.

For example, the following output shows a MAC rewrite error was detected on the

given interface:

user@switch> show interfaces ge-0/0/2
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Physical interface: ge-0/0/2, Disabled, Physical link is Down
  Interface index: 150, SNMP ifIndex: 531
  Link-level type: Ethernet, MTU: 1514, LAN-PHY mode, Speed: 1000mbps, BPDU 
Error: None,
  Loop Detect PDU Error: None, Ethernet-Switching Error: None, Source filtering:
 Disabled
  Ethernet-Switching Error: None, MAC-REWRITE Error: Detected, Loopback: 
Disabled,
  Flow control: Enabled, Auto-negotiation: Enabled, Remote fault: Online, Media
 type: Fiber
  Device flags   : Present Running

2. To clear a MAC rewrite error from an interface that has L2PT enabled, use the clear

error mac-rewrite operational command:

user@switch> clear error mac-rewrite interface-name

Configuring Layer 2 Protocol Tunneling on EX Series Switches

NOTE: This task uses Junos OS for EX Series switches that does not support
the Enhanced Layer 2 Software (ELS) configuration style.

Layer 2 protocol tunneling (L2PT) allows you to send Layer 2 protocol data units (PDUs)

across a service provider network and deliver them to EX Series switches at a remote

location. This feature is useful when you have a network that includes remote sites that

are connected across a service provider network and you want to run Layer 2 protocols

on switches connected across the service provider network.

Tunneled Layer 2 PDUs do not normally arrive at high rate. If the tunneled Layer 2 PDUs

do arrive at high rate, theremight be a problem in the network. Typically, youwouldwant

to shut down the interface that is receiving a high rate of tunneled Layer 2 PDUs so that

theproblemcanbe isolated.Youdosousing the shutdown-threshold statement.However,

if you do not want to completely shut down the interface, you can configure the switch

to drop tunneled Layer 2 PDUs that exceed a certain threshold using the drop-threshold

statement.

There are no default settings for drop-threshold and shutdown-threshold. If you do not

specify these thresholds, then no thresholds are enforced. As a result, the switch tunnels

all Layer 2 PDUs regardless of the speed atwhich they are received, although the number

of packets tunneled per secondmight be limited by other factors.

You can specify a drop threshold value without specifying a shutdown threshold value,

and you can specify a shutdown threshold value without specifying a drop threshold

value. If you specify both threshold values, then the drop threshold value must be less

than or equal to the shutdown threshold value. If the drop threshold value is greater than

the shutdown threshold value and you try to commit the configuration, the commit will

fail.
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NOTE: L2PT and VLAN translation configured with the mapping statement
cannot both be configured on the same switch.

NOTE: If the switch receives untagged Layer 2 control PDUs to be tunnelled,
then you must configure the switch to map untagged (native) packets to an
L2PT-enabled VLAN. Otherwise, the untagged Layer 2 control PDU packets
are discarded. For more information, see “Understanding Q-in-Q Tunneling
and VLAN Translation” on page 526 and “Configuring Q-in-Q Tunneling on EX
Series Switches” on page 537.

To configure L2PT on an EX Series switch:

1. Because L2PT operates under the Q-in-Q tunneling configuration, youmust enable

Q-in-Q tunneling before you can configure L2PT. Enable Q-in-Q tunneling on VLAN

customer-1:

[edit]
user@switch# set vlans customer-1 dot1q-tunneling

2. Enable L2PT for the Layer 2 protocol you want to tunnel, on the VLAN:

• To enable L2PT for a specific protocol (here, STP):

[edit]
user@switch# set vlans customer-1 dot1q-tunneling layer2-protocol-tunneling stp

• To enable L2PT for all supported protocols:

[edit]
user@switch# set vlans customer-1 dot1q-tunneling layer2-protocol-tunneling all

3. (Optional) Configure the drop threshold:

NOTE: If you also configure the shutdown threshold, ensure that you
configure the drop threshold value to be less than or equal to the shutdown
threshold value. If the drop threshold value is greater than the shutdown
threshold value and you to try to commit the configuration changes, the
commit will fail.

[edit]
user@switch# set vlans customer-1 dot1q-tunneling layer2–protocol-tunneling stp
drop-threshold 50

4. (Optional) Configure the shutdown threshold:

401Copyright © 2019, Juniper Networks, Inc.

Chapter 13: Configuring Layer 2 Protocol Tunneling



NOTE: If you also configure the drop threshold, ensure that you configure
the shutdown threshold value to be greater than or equal to the drop
threshold value. If the shutdown threshold value is less than the drop
threshold value and you to try to commit the configuration changes, the
commit will fail.

[edit]
user@switch# set vlans customer-1 dot1q-tunneling layer2–protocol-tunneling stp
shutdown-threshold 100

NOTE: Once an interface is disabled, you must explicitly reenable it using
the clear ethernet-switching layer2-protocol-tunneling error command.

Otherwise, the interface remains disabled.

Example: Configuring Layer 2 Protocol Tunneling on EX Series Switches

NOTE: This task uses Junos OS for EX Series switches that does not support
the Enhanced Layer 2 Software (ELS) configuration style.

Layer 2 protocol tunneling (L2PT) allows service providers to send Layer 2 protocol data

units (PDUs) across the provider’s cloud and deliver them to EX Series switches that are

notpart of the local broadcastdomain. This feature is usefulwhenyouwant to runLayer 2

protocols onanetwork that includes switches locatedat remote sites that are connected

across a service provider network.

NOTE: L2PT and VLAN translation configured with the mapping statement

cannot both be configured on the same VLAN. However, L2PT can be
configured on one VLAN on a switch while VLAN translation can be configured
on a different VLAN that has no L2PT.

This example describes how to configure L2PT:

• Requirements on page 402

• Overview and Topology on page 403

• Configuration on page 404

• Verification on page 405

Requirements

This example uses the following hardware and software components:

• Six EXSeries switches, with three each at two customer sites, with one of the switches

at each site designated as the provider edge (PE) device
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• Junos OS Release 10.0 or later for EX Series switches

Overview and Topology

L2PTallows you to sendLayer 2PDUsacross a serviceprovider network anddeliver them

to EX Series switches that are not part of the local broadcast domain.

Figure23onpage403showsacustomernetwork that includestwosites thatareconnected

across a service provider network. Site 1 contains three switches connected in a Layer 2

network, with Switch A designated as a provider edge (PE) device in the service provider

network. Site 2 contains a Layer 2 network with a similar topology to that of Site 1, with

Switch D designated as a PE device.

Figure 23: L2PT Topology

When you enable L2PT on a VLAN, Q-in-Q tunneling is also (andmust be) enabled.

Q-in-Q tunneling ensures thatSwitchesA, B, C, D, E, andFarepart of the samebroadcast

domain.
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This example uses STP as the Layer 2 protocol being tunneled, but you could substitute

any of the supported protocols for STP. You can also use the all keyword to enable L2PT

for all supported Layer 2 protocols.

Tunneled Layer 2 PDUs do not normally arrive at a high rate. If the tunneled Layer 2 PDUs

do arrive at a high rate, there might be a problem in the network. Typically, you would

want to shut down the interface that is receiving a high rate of tunneled Layer 2 PDUs so

that the problemcanbe isolated. Alternately, if you do notwant to completely shut down

the interface, you can configure the switch to drop tunneled Layer 2 PDUs that exceed

a certain threshold.

The drop-theshold configuration statement allows you to specify themaximum number

of Layer 2PDUsof the specifiedprotocol that canbe receivedper secondon the interfaces

in a specified VLAN before the switch begins dropping the Layer 2 PDUs. The drop

threshold must be less than or equal to the shutdown threshold. If the drop threshold is

greater than theshutdownthresholdandyou try tocommit theconfiguration, thecommit

will fail.

The shutdown-threshold configuration statement allows you to specify the maximum

number of Layer 2 PDUs of the specified protocol that can be received per second on the

interfaces in a specified VLAN before the specified interface is disabled. The shutdown

threshold must be greater than or equal to the drop threshold. You can specify a drop

threshold without specifying a shutdown threshold, and you can specify a shutdown

threshold without specifying a drop threshold. If you do not specify these thresholds,

thenno thresholdsareenforced.Asa result, the switch tunnelsall Layer 2PDUs regardless

of the speed at which they are received, although the number of packets tunneled per

secondmight be limited by other factors.

In this example, we will configure both a drop threshold and a shutdown threshold to

show how this is done.

If L2PT-encapsulated packets are received on an access interface, the switch reacts as

it does when there is a loop between the service provider network and the customer

network and shuts down (disables) the access interface.

Once an interface is disabled, youmust explicitly reenable it using the clear

ethernet-switching layer2-protocol-tunneling error command or else the interface will

remain disabled.

Configuration

To configure L2PT, perform these tasks:

CLI Quick
Configuration

To quickly configure L2PT, copy the following commands and paste them into the switch

terminal windowof each PE device (in Figure 23 on page 403, Switch A and Switch D are

the PE devices):

[edit]
set vlans customer-1 dot1q-tunneling
set vlans customer-1 dot1q-tunneling layer2-protocol-tunneling stp
set vlans customer-1 dot1q-tunneling layer2-protocol-tunneling stp drop-threshold 50
set vlans customer-1 dot1q-tunneling layer2-protocol-tunneling stp shutdown-threshold 100
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Step-by-Step
Procedure

To configure L2PT, perform these tasks on each PE device (in Figure 23 on page 403,

Switch A and Switch D are the PE devices):

1. Enable Q-in-Q tunneling on VLAN customer-1:

[edit]
user@switch# set vlans customer-1 dot1q-tunneling

2. Enable L2PT for STP on VLAN customer-1:

[edit]
user@switch# set vlans customer-1 dot1q-tunneling layer2-protocol-tunneling stp

3. Configure the drop threshold as 50:

[edit]
user@switch# set vlans customer-1 dot1q-tunneling layer2–protocol-tunneling stp
drop-threshold 50

4. Configure the shutdown threshold as 100:

[edit]
user@switch# set vlans customer-1 dot1q-tunneling layer2–protocol-tunneling stp
shutdown-threshold 100

Results Check the results of the configuration:

[edit]
user@switch# show vlans customer-1 dot1q-tunneling
layer2-protocol-tunneling {

stp {
drop-threshold 50;
shutdown-threshold 100;

}
}

Verification

To verify that L2PT is working correctly, perform this task:

• Verify That L2PT IsWorking Correctly on page 405

Verify That L2PT IsWorking Correctly

Purpose Verify that Q-in-Q tunneling and L2PT are enabled.
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Action Check to see that Q-in-Q tunneling and L2PT are enabled on each PE device (Switch A

and Switch D are the PE devices):

user@switchA> show vlans extensive customer-1

VLAN: customer–1, Created at: Thu Jun 25 05:07:38 2009
802.1Q Tag: 100, Internal index: 4, Admin State: Enabled, Origin: Static
Dot1q Tunneling status: Enabled
Layer2 Protocol Tunneling status: Enabled
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 0 (Active = 0), Untagged  3 (Active = 0)
      ge-0/0/7.0, untagged, access
      ge-0/0/8.0, untagged, access
      ge-0/0/9.0, untagged, access

Check to see that L2PT is tunneling STP on VLAN customer-1 and that drop-threshold

and shutdown-threshold have been configured:

user@switchA> show ethernet-switching layer2-protocol-tunneling vlan customer-1

Layer2 Protocol Tunneling VLAN information:
VLAN          Protocol      Drop       Shutdown
                            Threshold  Threshold
customer–1    stp           50         100

Check the state of the interfaces on which L2PT has been enabled, including what kind

of operation (encapsulation or decapsulation) they are performing:

user@switchA> show ethernet-switching layer2-protocol-tunneling interface

Layer2 Protocol Tunneling information:
Interface     Operation       State      Description
ge-0/0/0.0    Encapsulation   Shutdown   Shutdown threshold exceeded
ge-0/0/1.0    Decapsulation   Shutdown   Loop detected
ge-0/0/2.0    Decapsulation   Active

Meaning The show vlans extensive customer-1 command shows that Q-in-Q tunneling and L2PT

havebeenenabled.Theshowethernet-switching layer2-protocol-tunnelingvlancustomer-1

command shows that L2PT is tunneling STP on VLAN customer-1,the drop threshold is

set to 50, and the shutdown threshold is set to 100. The show ethernet-switching

layer2-protocol-tunneling interfacecommandshowsthetypeofoperationbeingperformed

on each interface, the state of each interface and, if the state is Shutdown, the reason

why the interface is shut down.
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CHAPTER 14

Configuring Virtual Routing Instances

• Virtual Routing Instances on page 407

Virtual Routing Instances

• Understanding Virtual Routing Instances on EX Series Switches on page 407

• Configuring Virtual Routing Instances on EX Series Switches on page 408

• Example: Using Virtual Routing Instances to Route Among VLANs on EX Series

Switches on page 409

• VerifyingThatVirtualRouting InstancesAreWorkingonEXSeriesSwitchesonpage412

Understanding Virtual Routing Instances on EX Series Switches

Virtual routing instances allow administrators to divide a Juniper Networks EX Series

EthernetSwitch intomultiple independent virtual routers, eachwith itsown routing table.

Splitting a device into many virtual routing instances isolates traffic traveling across the

network without requiring multiple devices to segment the network.

You can use virtual routing instances to isolate customer traffic on your network and to

bind customer-specific instances to customer-owned interfaces.

Virtual routing and forwarding (VRF) is often used in conjunction with Layer 3

subinterfaces, allowing traffic on a single physical interface to be differentiated and

associated with multiple virtual routers. Each logical Layer 3 subinterface can belong to

only one routing instance.

EX Series switches support IPv4 and IPv6 unicast andmulticast VRF traffic. See Feature

Explorer for details on VRF support by switch per Junos OS release.

See Also Understanding Layer 3 Subinterfaces•
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Configuring Virtual Routing Instances on EX Series Switches

Usevirtual routingand forwarding (VRF) todivideanEXSeries switch intomultiple virtual

routing instances. VRF allows you to isolate traffic traversing the network without using

multiple devices to segment your network. VRF is supported on all Layer 3 interfaces.

Before you begin, make sure to set up your VLANs. See “Configuring VLANs for EX Series

Switches” on page 144, Configuring VLANs for EX Series Switches with ELS Support (CLI

Procedure), or Configuring VLANs for EX Series Switches (J-Web Procedure).

To configure virtual routing instances:

1. Create a routing instance:

[edit routing-instances]user@switch# set routing-instance-name instance-typevirtual-router

NOTE: EX Series switches only support the virtual-router instance type.

2. Bind each routing instance to the corresponding physical interfaces:

[edit routing-instances]user@switch# set routing-instance-name interface
interface-name.logical-unit-number

3. Create the logical interfaces that are bound to the routing instance.

• To create a logical interface with an IPv4 address:

[edit interfaces]user@switch# set interface-name unit logical-unit-number family inet
address ip-address

• To create a logical interface with an IPv6 address:

[edit interfaces]user@switch# set interface-name unit logical-unit-number family inet6
address ipv6–address

NOTE: Do not create a logical interface using the familyethernet-switching

option in this step. Binding an interface using the familyethernet-switching

option to a routing instance can cause the interface to shutdown.

4. EnableVLANtaggingoneachphysical interface thatwasbound to the routing instance:

[edit interfaces]user@switch# set interface-name vlan-tagging
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Example: Using Virtual Routing Instances to Route Among VLANs on EX Series Switches

Virtual routing instances allow each EX Series switch to havemultiple routing tables on

a device. With virtual routing instances, you can segment your network to isolate traffic

without setting up additional devices.

This example describes how to create virtual routing instances:

• Requirements on page 409

• Overview and Topology on page 409

• Configuration on page 409

• Verification on page 412

Requirements

This example uses the following hardware and software components:

• One EX Series switch

• Junos OS Release 9.2 or later for EX Series switches

Before you create the virtual routing instances, make sure you have:

• Configured the necessary VLANs. See “Configuring VLANs for EX Series Switches” on

page 144, Configuring VLANs for EX Series Switches with ELS Support (CLI Procedure),

or Configuring VLANs for EX Series Switches (J-Web Procedure).

Overview and Topology

In a large office, youmay needmultiple VLANs to properly manage your traffic. This

configuration example shows a simple topology wherein a LAN is segmented into two

VLANs, each of which is associated with an interface and a virtual routing instance, on

the EX Series switch. This example also shows how to use policy statements to import

routes from one of the virtual routing instances to the other.

Configuration

CLI Quick
Configuration

To quickly create and configure virtual routing instances, copy the following commands

and paste them into the switch terminal window:

[edit]
set interfaces ge-0/0/3 vlan-tagging
set interfaces ge-0/0/3 unit 0 vlan-id 1030 family inet address 10.1.1.1/24
set interfaces ge-0/0/3 unit 1 vlan-id 1031 family inet address 10.1.1.1/24
set interfaces ge-0/0/1 unit 0 family inet address 10.11.1.1/24
set interfaces ge-0/0/2 unit 0 family inet address 10.12.1.1/24
set routing-instances r1 instance-type virtual-router
set routing-instances r1 interface ge-0/0/1.0
set routing-instances r1 interface ge-0/0/3.0
set routing-instances r1 routing-options instance-import import-from-r2
set routing-instances r2 instance-type virtual-router
set routing-instances r2 interface ge-0/0/2.0
set routing-instances r2 interface ge-0/0/3.1
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set routing-instances r2 routing-options instance-import import-from-r1
set policy-options policy-statement import-from-r1 term 1 from instance r1
set policy-options policy-statement import-from-r1 term 1 then accept
set policy-options policy-statement import-from-r2 term 1 from instance r2
set policy-options policy-statement import-from-r2 term 1 then accept

Step-by-Step
Procedure

To configure virtual routing instances:

1. Create a VLAN-tagged interface:

[edit]user@switch# set interfaces ge-0/0/3 vlan-tagging

2. Create one or more subinterfaces on the interfaces to be included in each routing

instance:

[edit]user@switch# set interfaces ge-0/0/3 unit 0 vlan-id 1030 family inet address
10.1.1.1/24
user@switch# set interfaces ge-0/0/3 unit 1 vlan-id 1031 family inet address 10.1.1.1/24
user@switch# set interfaces ge-0/0/1 unit 0 family inet address 10.11.1.1/24
user@switch# set interfaces ge-0/0/2 unit 0 family inet address 10.12.1.1/24

3. Create two virtual routing instances:

[edit]user@switch# set routing-instances r1 instance-type virtual-router
user@switch# set routing-instances r2 instance-type virtual-router

4. Set the interfaces for the virtual routing instances:

[edit]user@switch# set routing-instances r1 interface ge-0/0/1.0
user@switch# set routing-instances r1 interface ge-0/0/3.0
user@switch# set routing-instances r2 interface ge-0/0/2.0
user@switch# set routing-instances r2 interface ge-0/0/3.1

5. Apply a policy to routes being imported into each of the virtual routing instances:

[edit]user@switch# set routing-instances r1 routing-options instance-import
import-from-r2
user@switch# set routing-instances r2 routing-options instance-import import-from-r1

6. Createapolicy that imports routes from routing instances r1 to r2 andanother policy

that imports routes from routing instances r2 to r1:

[edit]user@switch# set policy-options policy-statement import-from-r1 term 1 from
instance r1
user@switch# set policy-options policy-statement import-from-r1 term 1 then accept
user@switch# set policy-options policy-statement import-from-r2 term 1 from instance
r2
user@switch# set policy-options policy-statement import-from-r2 term 1 then accept

Results Check the results of the configuration:

user@switch> show configuration
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interfaces {
            ge-0/0/1 {
                unit 0 {
                    family inet {
                        address 10.11.1.1/24;
                    }
                }
            }
            ge-0/0/2 {
                unit 0 {
                    family inet {
                        address 10.12.1.1/24;
                    }
                }
            }
            ge-1/0/3 {
                vlan-tagging;
                unit 0 {
                    vlan-id 1030;
                    family inet {
                        address 10.1.1.1/24;
                    }
                }
                unit 1 {
                    vlan-id 1031;
                    family inet {
                        address 10.1.1.1/24;
                    }
                }
            }
        }
        policy-options {
            policy-statement import-from-r1 {
                term 1 {
                    from instance r1;
                    then accept;
                }
            }
            policy-statement import-from-r2 {
                term 1 {
                    from instance r2;
                    then accept;
                }
            }
        }
        routing-instances {
            r1 {
                instance-type virtual-router;
                interface ge-0/0/1.0;
                interface ge-0/0/3.0;
                routing-options {
                    instance-import import-from-r2;
                }
            }
            r2 {
                instance-type virtual-router;
                interface ge-0/0/2.0;
                interface ge-0/0/3.1;
                routing-options {
                    instance-import import-from-r1;
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                }
            }
        }
    }
}

Verification

To confirm that the configuration is working properly, perform these tasks:

• Verifying That the Routing InstancesWere Created on page 412

Verifying That the Routing InstancesWere Created

Purpose Verify that the virtual routing instances were properly created on the switch.

Action Use the show route instance command:

user@switch> show route instance

Instance             Type
         Primary RIB                                     Active/holddown/hidden
master               forwarding
         inet.0                                          6/0/0
         iso.0                                           1/0/0
         inet6.0                                         2/0/0

...

r1                   virtual-router
         r1.inet.0                                       7/0/0

r2                   virtual-router
         r2.inet.0                                       7/0/0

Meaning Each routing instancecreated isdisplayed, alongwith its type, informationaboutwhether

it is active or not, and its primary routing table.

Verifying That Virtual Routing Instances AreWorking on EX Series Switches

Purpose After creating a virtual routing instance, make sure it is set up properly.

Action Use the show route instance command to list all of the routing instances and their

properties:

1.

user@switch> show route instance

Instance             Type
         Primary RIB                                     Active/holddown/hidden
master               forwarding
         inet.0                                          3/0/0
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__juniper_private1__ forwarding
         __juniper_private1__.inet.0                     1/0/3

__juniper_private2__ forwarding

instance1            forwarding

r1                   virtual-router
         r1.inet.0                                       1/0/0

r2                   virtual-router
         r2.inet.0                                       1/0/0

2. Usetheshowrouteforwarding-tablecommandtoviewthe forwarding table information

for each routing instance:

user@switch> show route forwarding-table

Routing table: r1.inet
Internet:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    rjct   539     2
0.0.0.0/32         perm     0                    dscd   537     1
10.1.1.0/24       ifdn      0                    rslv   579     1 ge-0/0/3.0
10.1.1.0/32       iddn      0 10.1.1.0           recv   577     1 ge-0/0/3.0
10.1.1.1/32       user      0                    rjct   539     2
10.1.1.1/32       intf      0 10.1.1.1           locl   578     2
10.1.1.1/32       iddn      0 10.1.1.1           locl   578     2
10.1.1.255/32     iddn      0 10.1.1.255         bcst   576     1 ge-0/0/3.0
233.252.0.1/32       perm     0 233.252.0.1          mcst   534     1
255.255.255.255/32 perm     0                    bcst   535     1

Meaning The output confirms that the virtual routing instances are created and the links are up

and displays the routing table information.
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CHAPTER 15

Configuring Layer 3 Logical Interfaces

• Layer 3 Logical Interfaces on page 415

Layer 3 Logical Interfaces

• Understanding Layer 3 Logical Interfaces on page 415

• Configuring a Layer 3 Logical Interface on page 416

• Verifying That Layer 3 Logical Interfaces AreWorking on page 416

Understanding Layer 3 Logical Interfaces

A Layer 3 logical interface is a logical division of a physical interface that operates at the

network level and therefore can receive and forward 802.1Q VLAN tags. You can use

Layer 3 logical interfaces to route traffic amongmultiple VLANs along a single trunk line

that connectsa JuniperNetworks switch toaLayer 2 switch.Onlyonephysical connection

is required between the switches. .

NOTE: You can also use Layer 3 logical interfaces to provide alternative
gateway addresses for smart DHCP relay. The logical tunnel (lt) and virtual
loopback tunnel (vt) interfaces are not supported in logical interfaces.

To create Layer 3 logical interfaces on a switch, enable VLAN tagging, partition the

physical interface into logical partitions, and bind the VLAN ID to the logical interface.

We recommend that you use the VLAN ID as the logical interface number when you

configure the logical interface. QFX Series and EX4600 switches support a maximum

of 4089 VLANs, which includes the default VLAN. You can, however, assign a VLAN ID

in the range of 1 to 4094, but five of these VLAN IDs are reserved for internal use.

VLAN tagging places the VLAN ID in the frame header, allowing each physical interface

to handlemultiple VLANs.When you configuremultiple VLANs on an interface, youmust

also enable tagging on that interface. Junos OS on switches supports a subset of the

802.1Q standard for receiving and forwarding routed or bridged Ethernet frames with

single VLAN tags and running Virtual Router Redundancy Protocol (VRRP) over

802.1Q-tagged interfaces.
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Configuring a Layer 3 Logical Interface

Devices use Layer 3 logical interfaces to divide a physical interface into multiple logical

interfaces, each corresponding to aVLAN. Layer 3 logical interfaces route traffic between

subnets.

To configure Layer 3 logical interfaces, enable VLAN tagging and partition one or more

physical ports into multiple logical interfaces, each corresponding to a VLAN ID.

Before youbegin,makesure youset upyourVLANs.See “ConfiguringVLANsonSwitches”

on page 143.

To configure Layer 3 logical interfaces:

1. Enable VLAN tagging:

[edit interfaces interface-name]
user@switch# set vlan-tagging

2. Bind each VLAN ID to a logical interface:

[edit interfaces interface-name]
user@switch# set unit logical-unit-number vlan-id vlan-id-number

Verifying That Layer 3 Logical Interfaces AreWorking

Purpose After configuring Layer 3 logical interfaces, verify that they are set up properly and

transmitting data.

Action To determine if you have successfully created the logical interfaces and the links are

up:

1.

[edit interfaces]
user@switch> show interfaces interface-name terse

Interface              Admin Link Proto    Local                 Remote
ge-0/0/0               up    up
ge-0/0/0.0             up    up   inet     10.0.0.1/8
ge-0/0/0.1             up    up   inet     10.0.0.2/8
ge-0/0/0.2             up    up   inet     10.0.0.3/8
ge-0/0/0.3             up    up   inet     10.0.0.4/8
ge-0/0/0.4             up    up   inet     10.0.0.5/8
ge-0/0/0.32767         up    up

2. Use the ping command froma device on one subnet to an address on another subnet

to determine if packets were transmitted correctly on the logical interface VLANs:

user@switch> ping ip-address

PING 10.1.1.1 (1.1.1.1): 56 data bytes
64 bytes from 10.1.1.1: icmp_seq=0 ttl=64 time=0.157 ms
64 bytes from 10.1.1.1: icmp_seq=1 ttl=64 time=0.238 ms
64 bytes from 10.1.1.1: icmp_seq=2 ttl=64 time=0.255 ms
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64 bytes from 10.1.1.1: icmp_seq=3 ttl=64 time=0.128 ms
--- 10.1.1.1 ping statistics ---
4 packets transmitted, 4 packets received, 0% packet loss

Meaning The output confirms that the logical interfaces have been created and the links are up.
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CHAPTER 16

Configuring Routed VLAN Interfaces

• Routed VLAN Interfaces on page 419

Routed VLAN Interfaces

• Configuring a Routed VLAN Interface in a Private VLAN on an EX Series

Switch on page 419

• VerifyingRoutedVLANInterfaceStatusandStatisticsonEXSeriesSwitchesonpage420

Configuring a Routed VLAN Interface in a Private VLAN on an EX Series Switch

Starting with Junos OS Release 14.1X53-D10, you can configure a routed VLAN interface

(RVI) for a private VLAN (PVLAN) on an EX8200 switch or EX8200 Virtual Chassis.

Instead of a router connected to a promiscuous port routing Layer 3 traffic between

isolated and community members, you can alternatively use an RVI.

To set up routing within a PVLAN, one RVI must be configured for the primary VLAN on

one EX8200 switch or EX8200Virtual Chassis in the PVLANdomain. This RVI serves the

entirePVLANdomain regardlessofwhether thedomainconsistsof oneormore switches.

After you configure the RVI, Layer 3 packets received by the secondary VLAN interfaces

are mapped to and routed by the RVI.

When setting up the RVI, youmust also enable proxy Address Resolution Protocol (ARP)

so that the RVI can handle ARP requests received by the secondary VLAN interfaces.

This topic describes how to configure an RVI for a PVLAN.

Before you begin, configure the PVLAN as described in “Creating a Private VLAN on a

SingleEXSeriesSwitch (CLIProcedure)” onpage298orCreatingaPrivateVLANSpanning

Multiple EX Series Switches (CLI Procedure).

To configure an RVI for a PVLAN:

1. Create a logical Layer 3 RVI on a subnet for the primary VLAN’s broadcast domain:

[edit interfaces]
user@switch# set vlan unit logical-unit-number family inet address inet-address

2. Enable unrestricted proxy ARP on the RVI:

[edit interfaces]
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user@switch# set vlan unit logical-unit-number proxy-arp unrestricted

3. Disable sending protocol redirect messages on the RVI:

[edit interfaces]
user@switch# set vlan unit logical-unit-number family inet no-redirects

4. Link the primary VLAN to the RVI:

[edit vlans]
user@switch# set vlan-name l3-interface vlan.logical-unit-number

The value of logical-unit-number is the same value that you supplied for

logical-unit-number in the previous steps.

Verifying Routed VLAN Interface Status and Statistics on EX Series Switches

Purpose Determine status information and traffic statistics for routed VLAN interfaces (RVIs) by

using the following commands:

Action Display RVI interfaces and their current states:

user@switch> show interfaces vlan terse

Interface               Admin Link Proto    Local                 Remote
vlan                    up    up  
vlan.111                up    up   inet     111.111.111.1/24

Display Layer 2 VLANs, including any tags assigned to the VLANs and the interfaces

associated with the VLANs:

user@switch> show vlans

Name           Tag     Interfaces
default       
                       None
employee-vlan  20     
                       ge-1/0/0.0, ge-1/0/1.0, ge-1/0/2.0
marketing      40     
                       ge-1/0/10.0, ge-1/0/20.0, ge-1/0/30.0
support        111    
                       ge-0/0/18.0
mgmt          
                       bme0.32769, bme0.32771*

Display Ethernet switching table entries for the VLAN that is attached to the RVI:

user@switch> show ethernet-switching table

Ethernet-switching table: 1 entries, 0 learned
  VLAN              MAC address       Type         Age Interfaces
  support           00:19:e2:50:95:a0 Static         - Router
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Display an RVI’s ingress-counting statistics with either the show interfaces vlan detail
commandor the show interfacesvlanextensivecommand. Ingress counting is displayed
as Input bytes and Input packets under Transit Statistics.

user@switch> show interfaces vlan.100 detail

Logical interface vlan.100 (Index 65) (SNMP ifIndex 503) (HW Token 100) (Generation
 131)
Flags: SNMP-Traps 0x4000  Encapsulation: ENET2
Traffic statistics:
 Input bytes:    17516756 
 Output bytes:   411764 
 Input packets:  271745 
 Output packets: 8256  
Local statistics:
 Input bytes:    3240
 Output bytes:   411764
 Input packets:  54
 Output packets: 8256
Transit statistics:
 Input bytes:    17513516   0 bps
 Output bytes:   0    0 bps
 Input packets:  271745  0 pps
 Output packets: 0    0 pps
Protocol inet, Generation: 148, Route table: 0
 Flags: None
 Addresses, Flags: iS-Preferred  Is-Primary
  Destination: 50.1.1/24, Local: 50.1.1.1, Broadcast: 50.1.1.255, Generation: 136

Meaning • show interfaces vlan displays a list of interfaces, including RVI interfaces, and their

current states (up, down).

• show vlans displays a list of VLANs, including any tags assigned to the VLANs and the

interfaces associated with the VLANs.

• show ethernet-switching table displays the Ethernet switching table entries, including

VLANs attached to the RVI.

• show interfaces vlan detail displays RVI ingress counting as Input Bytes and Input

Packets under Transit Statistics.

Release History Table DescriptionRelease

Starting with Junos OS Release 14.1X53-D10, you can configure a routed
VLAN interface (RVI) for a private VLAN (PVLAN) on an EX8200 switch
or EX8200 Virtual Chassis.

14.1X53-D10
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CHAPTER 17

Configuring Integrated Routing and
Bridging

• Integrated Routing and Bridging on page 423

Integrated Routing and Bridging

• Understanding Integrated Routing and Bridging on page 423

• Configuring IRB Interfaces on Switches on page 429

• Configuring Integrated Routing and Bridging for VLANs on page 430

• Configuring Integrated Routing and Bridging Interfaces on Switches (CLI

Procedure) on page 432

• Using an IRB Interface in a Private VLAN on a Switch on page 433

• Example: Configuring Routing Between VLANs on One Switch Using an IRB

Interface on page 434

• Example: Configuring an IRB Interface on a Security Device on page 440

• Example: Configuring IRB and VLANwith Members Across Two Nodes on a Security

Device on page 442

• Example: Configuring IRB Interfaces on QFX5100 Switches over an MPLS Core

Network on page 446

• Example:ConfiguringaLargeDelayBufferonaSecurityDevice IRB Interfaceonpage457

• Configuring a Set of VLANs to Act as a Switch for a Layer 2 Trunk Port on page 459

• Excludingan IRB Interface fromStateCalculationsonaQFXSeriesSwitchonpage460

• Verifying Integrated Routing and Bridging Interface Status and Statistics on EX Series

Switches on page 462

Understanding Integrated Routing and Bridging

Tosegment traffic onaLAN into separatebroadcast domains, youcreate separate virtual

LANs (VLANs). VLANs limit the amount of traffic flowing across the entire LAN, reducing

thepossiblenumberof collisionsandpacket retransmissionswithin theLAN.Forexample,

youmight want to create a VLAN that includes the employees in a department and the

resources that they use often, such as printers, servers, and so on.
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Figure 24 on page 424 illustrates a switch routing VLAN traffic between two access layer

switches using one of these interfaces.

Figure 24: An IRB Interface or RVI on a Switch Providing Routing Between Two Access
Switches

Of course, you also want to allow these employees to communicate with people and

resources in other VLANs. To forward packets between VLANs, you normally you need

a router that connects the VLANs. However, you can accomplish this forwarding on a

switch without using a router by configuring an integrated routing and bridging (IRB)

interface. (These interfaces are also called routed VLAN interfaces, or RVIs). Using this

approach reduces complexity andavoids thecosts associatedwithpurchasing, installing,

managing, powering, and cooling another device.

An IRB is a special type of Layer 3 virtual interface named vlan. Like normal Layer 3

interfaces, the vlan interface needs a logical unit number with an IP address. In fact, to

be useful an IRB needs at least two logical units and two IP addresses—youmust create

units with addresses in each of the subnets associated with the VLANs between which

you want traffic to be routed. That is, if you have two VLANs (for example, VLAN red and

VLANblue)with corresponding subnets, your IRBmusthavea logical unitwithanaddress

in the subnet for red and a logical unit with an address in the subnet for blue. The switch

automatically creates direct routes to these subnets and uses these routes to forward

traffic between VLANs. Packets arriving on a Layer 2 interface that are destined for the

device’s MAC address are classified as Layer 3 traffic while packets that are not destined

for the device’s MAC address are classified as Layer 2 traffic. Packets destined for the

device’s MAC address are sent to the IRB interface. Packets from the device’s routing

engine are sent out the IRB interface.

NOTE: If you specify a VLAN identifier list in the VLAN configuration, you
cannot configure an IRB interface for the VLAN.
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NOTE: If you are using a version of Junos OS that supports Enhanced Layer
2 Software (ELS), you can also create a Layer 3 virtual interface named irb

instead of vlan—that is, both statements are supported by ELS

IRB interfaces supporting the Enhanced Layer 2 Software (ELS) configuration
style and RVIs that support non-ELS switches provide the same functionality.
Where the functionality for both features is the same, this topic uses the term
these interfaces to refer collectively to both IRB interfaces and RVIs. Where
differences exist between the two features, this topic calls out the IRB
interfaces and RVIs separately.

Table 84 on page 425 shows values youmight use when configuring an IRB:

Table 84: Sample IRB Values

SettingsProperty

blue, ID 100
red, ID 200

VLAN names and tags (IDs)

blue: 192.0.2.0/25 (addresses 192.0.2.1 through 192.0.2.126)
red: 192.0.2.128/25 (addresses 192.0.2.129 through 192.0.2.254)

Subnets associated with VLANs

interface irbIRB name

logical unit 100: 192.0.2.1/25

logical unit 200: 192.0.2.129/25

IRB units and addresses

For thesakeofconsistencyand toavoidconfusion,Table84onpage425shows IRB logical

unit numbers thatmatch the IDs of the corresponding VLANs. However, you do not have

to assign logical unit numbers that match the VLAN IDs—you can use any values for the

units. To bind the logical units of the IRB to the appropriate VLANs, you use the

l3-interface statement.

Because IRBs operate at Layer 3, you can use Layer 3 services such as firewall filters or

CoS rewriting with them.

Table 85 on page 425 shows the number of IRBs/RVIs that eachQFX platform supports.

Table 85: Number of Supported IRBs/RVIs by Platform

Number of Supported IRBs/RVIsPlatform

1200QFX3500

1024QFX3000-G

1024QFX3000-M
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RB Interfaces on SRX Series Devices

OnSRX1400,SRX1500,SRX3400,SRX3600,SRX4100,SRX4200,SRX4600,SRX5600,

and SRX5800 devices, Juniper supports an IRB interface that allows you to terminate

management connections in transparent mode. However, you cannot route traffic on

that interface or terminate IPsec VPNs. (Platform support depends on the Junos OS

release in your installation.)

NOTE: You can configure only one IRB logical interface for each VLAN.

OnSRX300, SRX320, SRX340, SRX345devices, andSRX550Mon the IRB interface, the

following features are not supported:

• IS-IS (family ISO)

• Encapsulations (Ether CCC, VLAN CCC, VPLS, PPPoE, and so on) on VLAN interfaces

• CLNS

• DVMRP

• VLAN interface MAC change

• G-ARP

• Change VLAN-Id for VLAN interface

NOTE: Starting with Junos OS Release 15.1X49-D60 and Junos OS Release
17.3R1, interface statistics are supported on the IRB logical interface for
SRX300, SRX320, SRX340, SRX345, and SRX550M devices.

To verify the IRB logical interface statistics, enter the show interfaces

irb.<index> extensive and show interfaces irb.<index>statistics commands.

When Should I Use an IRB Interface or RVI?

Configure an IRB interface or an RVI for a VLAN if you need to:

• Allow traffic to be routed between VLANs.

• Provide Layer 3 IP connectivity to the switch.

• Monitor individual VLANs for billing purposes. Service providers often need tomonitor

traffic for this purpose, but this capability can be useful for enterprises where various

groups share the cost of the network.

HowDoes an IRB Interface or RVIWork?

For an IRB interface, the switch provides the name irb, and for anRVI, the switch provides

the name vlan. Like all Layer 3 interfaces, these interfaces require a logical unit number

with an IP address assigned to it. In fact, to be useful, the implementation of these
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interfaces in an enterprise with multiple VLANs requires at least two logical units and

two IPaddresses—youmustcreateunitswithaddresses ineachof thesubnetsassociated

with the VLANs between which you want traffic to be routed. That is, if you have two

VLANs (for example, VLAN red and VLAN blue) with corresponding subnets, your

interfacesmust have a logical unit with an address in the subnet for red and a logical unit

with an address in the subnet for blue. The switch automatically creates direct routes to

these subnets and uses these routes to forward traffic between VLANs.

The interface on the switch detects both MAC addresses and IP addresses, then routes

data to other Layer 3 interfaces on routers or other switches. These interfaces detect

both IPv4 and IPv6 unicast andmulticast virtual routing and forwarding (VRF) traffic.

Each logical interface can belong to only one routing instance and is further subdivided

into logical interfaces, each with a logical interface number appended as a suffix to the

names irb and vlan—for example, irb.10 and vlan.10.

Creating an IRB Interface or RVI

You create an IRB logical interface in a similar manner as a Layer 3 interface, but the IRB

interface does not support traffic forwarding or routing. The IRB interface cannot be

assigned to a security zone; however, you can configure certain services on a per-zone

basis to allow host-inbound traffic for management of the device. This allows you to

control the type of traffic that can reach the device from interfaces bound to a specific

zone.

There are four basic steps in creating an IRB interface or RVI as shown in

Figure 25 on page 427.

Figure 25: Creating an IRB Interface or RVI

The following explanations correspond to the four steps for creating aVLAN, as depicted

in Figure 25 on page 427.
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• Configure VLANs—Virtual LANs are groups of hosts that communicate as if they were

attached to the same broadcast stream. VLANs are created with software and do not

require a physical router to forward traffic. VLANs are Layer 2 constructs.

• Create IRB interfaces or RVIs for the VLANs—The switch’s IRB interfaces and RVIs use

Layer 3 logical interfaces (unlike routers, which can use either physical or logical

interfaces).

• Assign an IP address to eachVLAN—An IRB interface or RVI cannot beactivatedunless

it is associated with a physical interface.

• Bind the VLANs to the logical interfaces—There is a one-to-onemapping between a

VLAN and an IRB interface or RVI, which means that only one of these interfaces can

bemapped to a VLAN.

For specific instructions for creating an IRB interface, see “Configuring IntegratedRouting

and Bridging Interfaces on Switches (CLI Procedure)” on page 432, and for an RVI, see

Configuring Routed VLAN Interfaces on Switches (CLI Procedure).

Viewing IRB Interface and RVI Statistics

Someswitchesautomatically track IRB interfaceandRVI traffic statistics.Other switches

allow you to configure tracking. Table 86 on page 428 illustrates the IRB interface- and

RVI-tracking capability on various switches.

Table 86: Tracking IRB Interface and RVI Usage

Output (Egress)Input (ingress)Switch

AutomaticAutomaticEX4300

–AutomaticEX3200, EX4200

AutomaticConfigurableEX8200

––EX2200, EX3300, EX4500, EX6200

You can view input (ingress) and output (egress) totals with the following commands:

• For IRB interfaces, use the show interfaces irb extensive command. Look at the input

and output values in the Transit Statistics field for IRB interface activity values.

• For RVI, use the show interfaces vlan extensive command. Look at the input and output

values in the Logical Interface Transit Statistics field for RVI activity values.

IRB Interfaces and RVI Functions and Other Technologies

IRB interfaces and RVIs are similar to switch virtual interfaces (SVIs) and bridge-group

virtual interfaces (BVIs), which are supported on other vendors’ devices. They can also

be combined with other functions:

• VRF is often used in conjunctionwith Layer 3 subinterfaces, allowing traffic on a single

physical interface to be differentiated and associated withmultiple virtual routers. For
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more information about VRF, see “Understanding Virtual Routing Instances on EX

Series Switches” on page 407.

• For redundancy, you can combine an IRB interface or RVI with implementations of the

Virtual Router Redundancy Protocol (VRRP) in both bridging and virtual private LAN

service (VPLS) environments. For more information about VRRP, see Understanding

VRRP.

See Also Layer 2 Transparent Mode Overview•

• Understanding VLANs on Security Devices

• Example: Configuring VLANs on Security Devices on page 147

Configuring IRB Interfaces on Switches

Integrated routing and bridging (IRB) interfaces enable a switch to recognize which

packets are being sent to local addresses so that they are bridged whenever possible

and are routed only when needed.Whenever packets can be switched instead of routed,

several layers of processingareeliminated. Switchingalso reduces thenumberof address

look-ups.

NOTE: In versions of Junos OS that do not support Enhanced Layer 2 Software
(ELS), this type of interface is called a routed VLAN interface (RVI).

NOTE: When you upgrade from Junos OS Release 15.1X53 to Junos OS Release
17.3R1, you must define an IRB interface at both the [edit vlans l3-interface]

and [edit interfaces irb] hierarchies, otherwise there will be a commit error.

To configure the routed VLAN interface:

1. Create the VLAN by assigning it a name and a VLAN ID:

[edit]
user@switch# set vlans support vlan-id 111

2. Assign an interface to the VLAN by specifying the logical interface (with the unit

statement) and specifying the VLAN name as themember:

[edit]
user@switch# set interfaces ge-0/0/18 unit 0 family ethernet-switching vlanmembers
support

3. Create the subnet for the VLAN’s broadcast domain:

[edit]
user@switch# set interfaces irb unit 111 family inet address 10.0.0.X/8
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Where the value of X can be any number between the range 1 to 254.

4. Bind a Layer 3 interface with the VLAN:

[edit]
user@switch# set vlans support l3-interface irb.111

NOTE: If you are using a version of Junos OS that does not support ELS,
you create a Layer 3 virtual interface named vlan

NOTE: Layer 3 interfaces on trunk ports allow the interface to transfer traffic
between multiple VLANs. Within a VLAN, traffic is bridged, while across
VLANs, traffic is routed.

You can display the configuration settings:

user@switch> show interfaces irb terse

Interface               Admin Link Proto    Local                 Remote
vlan                    up    up  
irb.111                up    up   inet     10.0.0.0/8

user@switch> show vlans

Name           Tag     Interfaces
default       
                       None
employee-vlan  20     
                       ge-1/0/0.0, ge-1/0/1.0, ge-1/0/2.0
marketing      40     
                       ge-1/0/10.0, ge-1/0/20.0, ge-1/0/30.0
support        111    
                       ge-0/0/18.0
mgmt          
                       bme0.32769, bme0.32771*

user@switch> show ethernet-switching table

Ethernet-switching table: 1 entries, 0 learned
  VLAN              MAC address       Type         Age Interfaces
  support           00:19:e2:50:95:a0 Static         - Router

Configuring Integrated Routing and Bridging for VLANs

Integrated routing and bridging (IRB) provides simultaneous support for Layer 2 bridging

and Layer 3 routing on the same interface. IRB enables you to route packets to another

routed interface or to another VLAN that has an IRB interface configured. You configure

a logical routing interface by specifying irb as an interface name at the [edit interfaces]

hierarchy level and including that interface in the VLAN.
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NOTE: You can include only one Layer 3 interface in a VLAN.

To configure a VLANwith IRB support, include the following statements:

[edit]
vlans {
vlan-name {
domain-type bridge;
interface interface-name;
l3-interface (VLAN) interface-name;
vlan-id (none | number);
vlan-tags outer number inner number;

}
}

For each VLAN that you configure, specify a vlan-name. Youmust also specify the value

bridge for the domain-type statement.

For the vlan-id statement, youcanspecify either a validVLAN identifier or thenoneoption.

NOTE: If you configure a Layer 3 interface to support IRB in a VLAN, you
cannot use the all option for the vlan-id statement.

The vlan-tags statement enables you to specify a pair of VLAN identifiers; an outer tag

and an inner tag.

NOTE: For a single VLAN, you can include either the vlan-id statement or the

vlan-tags statement, but not both.

To include one ormore logical interfaces in the VLAN, specify the interface-name for each

Ethernet interface to include that you configured at the [edit interfaces] hierarchy level.

NOTE: A maximum of 4096 active logical interfaces are supported for a
VLAN or on each mesh group in a VPLS routing instance configured for Layer 2
bridging.

To associate a Layer 3 interface with a VLAN, include the l3-interface interface-name

statement and specify an interface-name you configured at the [edit interfaces irb]

hierarchy level. You can configure only one Layer 3 interface for each VLAN.

IRB interfaces are supported for multicast snooping.

In multihomed VPLS configurations, you can configure VPLS to keep a VPLS connection

up if only an IRB interface is availableby configuring the irboption for the connectivity-type

statement at the [edit routing-instances routing-instance-name protocols vpls] hierarchy
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level. The connectivity-type statement has the ce and irb options. The ce option is the

default and specifies that a CE interface is required tomaintain the VPLS connection. By

default, if only an IRB interface is available, the VPLS connection is brought down.

NOTE: When you configure IRB interfaces in more than one logical system
on a device, all of the IRB logical interfaces share the same MAC address.

Configuring Integrated Routing and Bridging Interfaces on Switches (CLI Procedure)

Integrated routing and bridging (IRB) interfaces allow a switch to recognize packets that

are being sent to local addresses so that they are bridged (switched) whenever possible

and are routed only when necessary. Whenever packets can be switched instead of

routed, several layers of processing are eliminated.

An interface named irb functions as a logical router onwhich you can configure a Layer 3

logical interface for each virtual LAN (VLAN). For redundancy, you can combine an IRB

interface with implementations of the Virtual Router Redundancy Protocol (VRRP) in

both bridging and virtual private LAN service (VPLS) environments.

Jumbo frames of up to 9216 bytes are supported on an IRB interface. To route jumbo

datapacketson the IRB interface, youmustconfigure the jumboMTUsizeon themember

physical interfaces of the VLAN that you have associated with the IRB interface, as well

as on the IRB interface itself (the interface named irb).

CAUTION: Setting or deleting the jumbo MTU size on the IRB interface (the
interface named irb) while the switch is transmitting packets might result in
dropped packets.

To configure the IRB interface:

1. Create a Layer 2 VLAN by assigning it a name and a VLAN ID:

[edit]
user@switch# set vlans vlan-name vlan-id vlan-id

2. Assign an interface to theVLANbynaming theVLANasa trunkmember on the logical

interface, thereby making the interface part of the VLAN’s broadcast domain:

[edit]
user@switch# set interfaces interface-nameunit logical-unit-number familyethernet-switching
vlanmembers vlan-name

3. Create a logical Layer 3 IRB interface (its name will be irb.logical-interface-number,

where the value for logical-interface-number is the value you supplied for vlan-id in

Step 1; in the following command, it is the logical-unit-number) on a subnet for the

VLAN’s broadcast domain:

[edit]
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user@switch# set interfaces irb unit logical-unit-number family inet address inet-address

4. Link the Layer 2 VLAN to the logical Layer 3 IRB interface:

[edit]
user@switch# set vlans vlan-name l3-interface irb.logical-interface-number

NOTE: Layer 3 interfaces on trunk ports allow the interface to transfer
traffic between multiple Layer 2 VLANs. Within a VLAN, traffic is switched,
while across VLANs, traffic is routed.

Using an IRB Interface in a Private VLAN on a Switch

VLANs limit broadcasts to specified users. Private VLANs (PVLANs) take this concept a

step further by splitting the broadcast domain into multiple isolated broadcast

subdomains and essentially putting secondary VLANs inside a primary VLAN. PVLANs

restrict traffic flows through their member switch ports (called “private ports”) so that

these ports communicate only with a specified uplink trunk port or with specified ports

within the same VLAN. PVLANs are useful for restricting the flow of broadcast and

unknownunicast trafficand for limiting thecommunicationbetweenknownhosts.Service

providers use PVLANs to keep their customers isolated from one another.

Just like regularVLANs,PVLANsare isolatedat Layer 2andnormally require that aLayer 3

device be used if you want to route traffic. Starting with Junos OS 14.1X53-D30, you can

use an integrated routing and bridging (IRB) interface to route Layer 3 traffic between

devices connected to a PVLAN. Using an IRB interface in this way can also allow the

devices in the PVLAN to communicate at Layer 3 with devices outside the PVLAN.

• Configuring an IRB Interface in a Private VLAN on page 433

• IRB Interface Limitation in a PVLAN on page 434

Configuring an IRB Interface in a Private VLAN

Use the following guidelines when configuring an IRB interface in a PVLAN:

• You can create only one IRB interface in a PVLAN, regardless of howmany switches

participate in the PVLAN.

• The IRB interface must be amember of the primary VLAN in the PVLAN.

• Each host device that you want to connect at Layer 3 must use the IP address of the

IRB as its default gateway address.

• • Because the host devices are isolated at Layer 2, youmust configure the following

statement for the IRB interface to allow ARP resolution to occur:

set interfaces irb unit unit-number proxy-arp unrestricted
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IRB Interface Limitation in a PVLAN

If your PVLAN includes multiple switches, an issue can occur if the Ethernet switching

table is clearedonaswitch thatdoesnothavean IRB interface. If a Layer 3packet transits

the switch before its destination MAC address is learned again, it is broadcast to all the

Layer 3 hosts connected to the PVLAN.

Related
Documentation

Understanding Private VLANs on page 254•

• Creating a Private VLAN on a Single QFX Switch on page 297

Example: Configuring Routing Between VLANs on One Switch Using an IRB Interface

Tosegment traffic onaLAN into separatebroadcast domains, youcreate separate virtual

LANs(VLANs). Forexample, youmightwant tocreateaVLANthat includes theemployees

in a department and the resources that they use often, such as printers, servers, and so

on.

Of course, you also want to allow these employees to communicate with people and

resources in other VLANs. To forward packets between VLANs you normally you need a

router that connects theVLANs.However, you canaccomplish this ona JuniperNetworks

switch without using a router by configuring an integrated routing and bridging (IRB)

interface (also known as a routed VLAN interface—or RVI—in versions of Junos OS that

do not support Enhanced Layer 2 Software). Using this approach reduces complexity

and avoids the costs associated with purchasing, installing, managing, powering, and

cooling another device.

• Requirements on page 434

• Overview and Topology on page 434

• Configure Layer 2 switching for two VLANs on page 435

• Verification on page 438

Requirements

This example uses the following hardware and software components:

• One switch

• Junos OS Release 11.1 or later

Overview and Topology

This example uses an IRB to route traffic between two VLANs on the same switch. The

topology is shown in Figure 26 on page 435.
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Figure 26: IRBwith One Switch
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This example shows a simple configuration to illustrate the basic steps for creating two

VLANs on a single switch and configuring an IRB to enable routing between the VLANs.

One VLAN, called blue, is for the sales andmarketing group, and a second, called red, is

for the customer support team. The sales and support groups each have their own file

servers andwireless access points. EachVLANmust have a unique name, tag (VLAN ID),

anddistinct IP subnet. Table87onpage435 lists thecomponentsof the sample topology.

Table 87: Components of the Multiple VLAN Topology

SettingsProperty

blue, ID 100
red, ID 200

VLAN names and tag IDs

blue: 192.0.2.0/25 (addresses 192.0.2.1 through 192.0.2.126)
red: 192.0.2.128/25 (addresses 192.0.2.129 through 192.0.2.254)

Subnets associated with VLANs

Sales server port: xe-0/0/4
Sales wireless access points: xe-0/0/6

Interfaces in VLAN blue

Support server port: xe-0/0/0
Support wireless access points: xe-0/0/2

Interfaces in VLAN red

interface irbIRB name

logical unit 100: 192.0.2.1/25

logical unit 200: 192.0.2.129/25

IRB units and addresses

This configurationexamplecreates two IPsubnets, one for theblueVLANand thesecond

for the redVLAN. The switchbridges trafficwithin theVLANs. For traffic passingbetween

two VLANs, the switch routes the traffic using an IRB on which you have configured

addresses in each IP subnet.

To keep the example simple, the configuration steps show only a few interfaces and

VLANs. Use the same configuration procedure to addmore interfaces and VLANs. By

default, all interfaces are in accessmode, so you do not have to configure the portmode.

Configure Layer 2 switching for two VLANs

CLI Quick
Configuration

To quickly configure Layer 2 switching for the two VLANs (blue and red) and to quickly

configureLayer 3 routingof trafficbetween the twoVLANs, copy the followingcommands

and paste them into the switch terminal window:
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NOTE: The following example uses a version of Junos OS that supports
Enhanced Layer 2 Software (ELS). When you use ELS, you create a Layer 3
virtual interface named irb. If you are using a version of Junos OS that does
not support ELS, you create a Layer 3 virtual interface named vlan.

[edit]
set interfaces xe-0/0/4 unit 0 description “Sales server port”
set interfaces xe-0/0/4 unit 0 family ethernet-switching vlanmembers blue
set interfaces xe-0/0/6 unit 0 description “Sales wireless access point port”
set interfaces xe-0/0/6 unit 0 family ethernet-switching vlanmembers blue
set interfaces xe-0/0/0 unit 0 description “Support servers”
set interfaces xe-0/0/0 unit 0 family ethernet-switching vlanmembers red
set interfaces xe-0/0/2 unit 0 description “Support wireless access point port”
set interfaces xe-0/0/2 unit 0 family ethernet-switching vlanmembers red
set interfaces irb unit 100 family inet address 192.0.2.1/25
set interfaces irb unit 200 family inet address 192.0.2.129/25
set vlans blue l3-interface irb.100
set vlans blue vlan-id 100
set vlans red vlan-id 200
set vlans red l3-interface irb.200

Step-by-Step
Procedure

To configure the switch interfaces and the VLANs to which they belong:

1. Configure the interface for the sales server in the blue VLAN:

[edit interfaces xe-0/0/4 unit 0]
user@switch# set description “Sales server port”
user@switch# set family ethernet-switching vlanmembers blue

2. Configure the interface for the wireless access point in the blue VLAN:

[edit interfaces xe-0/0/6 unit 0]
user@switch# set description “Sales wireless access point port”
user@switch# set family ethernet-switching vlanmembers blue

3. Configure the interface for the support server in the red VLAN:

[edit interfaces xe-0/0/0 unit 0]
user@switch# set description “Support server port”
user@switch# set family ethernet-switching vlanmembers red

4. Configure the interface for the wireless access point in the red VLAN:

[edit interfaces xe-0/0/2 unit 0]
user@switch# set description “Support wireless access point port”
user@switch# set family ethernet-switching vlanmembers red
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Step-by-Step
Procedure

Now create the VLANs and the IRB. The IRB will have logical units in the broadcast

domains of both VLANs.

1. Create the red and blue VLANs by configuring the VLAN IDs for them:

[edit vlans]
user@switch# set blue vlan-id 100
user@switch# set red vlan-id 200

2. Create the interface named irbwith a logical unit in the sales broadcast domain

(blue VLAN):

[edit interfaces]
user@switch# set irb unit 100 family inet address 192.0.2.1/25

The unit number is arbitrary and does not have tomatch the VLAN tag ID. However,

configuring the unit number to match the VLAN ID can help avoid confusion.

3. Add a logical unit in the support broadcast domain (red VLAN) to the irb interface:

[edit interfaces]
user@switch# set irb unit 200 family inet address 192.0.2.129/25

4. Complete the IRB configuration by binding the red and blue VLANs (Layer 2) with

the appropriate logical units of the irb interface (Layer 3):

[edit vlans]
user@switch# set blue l3-interface irb.100
user@switch# set red l3-interface irb.200

Configuration Results Display the results of the configuration:

user@switch> show configuration
interfaces {

xe-0/0/4 {
unit 0 {

description “Sales server port”;
family ethernet-switching {

vlan members blue;
}

}
}
xe-0/0/6 {

unit 0 {
description “Sales wireless access point port”;
family ethernet-switching {

vlan members blue;
}

}
}
xe-0/0/0 {

unit 0 {
description “Support server port”;
family ethernet-switching {
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vlan members red;
}

}
}
xe-0/0/2 {

unit 0 {
description “Support wireless access point port”;
family ethernet-switching {

vlan members red;
}

}
}
irb {

unit 100 {
family inet address 192.0.2.1/25;

}
unit 200 {

family inet address 192.0.2.129/25;
}

}
}

}
vlans {

blue {
vlan-id 100;
interface xe-0/0/4.0:
interface xe-0/0/6.0;
l3-interface irb 100;

}
red {

vlan-id 200;
interface xe-0/0/0.0:
interface xe-0/0/2.0;
l3-interface irb 200;

}
}

TIP: To quickly configure the blue and red VLAN interfaces, issue the load

merge terminal command, copy the hierarchy, and paste it into the switch

terminal window.

Verification

To verify that the blue and redVLANs have been created and are operating properly,

perform these tasks:

• Verifying That the VLANs Have Been Created and Associated with the Correct

Interfaces on page 439

• Verifying That Traffic Can Be Routed Between the Two VLANs on page 439

Copyright © 2019, Juniper Networks, Inc.438

Ethernet Switching Feature Guide



VerifyingThat theVLANsHaveBeenCreated andAssociatedwith theCorrect Interfaces

Purpose Verify that theVLANsblueand redhavebeencreatedon theswitchand thatall connected

interfaces on the switch are members of the correct VLAN.

Action List all VLANs configured on the switch:

user@switch> show vlans

Name          Tag      Interfaces
default               xe-0/0/0.0, xe-0/0/2.0, xe-0/0/4.0, xe-0/0/6.0,
blue          100      xe-0/0/4.0, xe-0/0/6, 
red           200      xe-0/0/0.0, xe-0/0/2.0, *
mgmt                   me0.0*

Meaning The show vlans command lists all VLANs configured on the switch and which interfaces

are members of each VLAN. This command output shows that the blue and red VLANs

have been created. The blue VLAN has a tag ID of 100 and is associated with interfaces

xe-0/0/4.0and xe-0/0/6.0. VLAN redhasa tag IDof 200and is associatedwith interfaces

xe-0/0/0.0 and xe-0/0/2.0.

Verifying That Traffic Can Be Routed Between the Two VLANs

Purpose Verify routing between the two VLANs.

Action Verify that the IRB logical units are up:

user@switch> show interfaces terse

irb.100                 up    up   inet     192.0.2.1/25

irb.200                 up    up   inet     192.0.2.129/25

NOTE: At least one port (access or trunk) with an appropriate VLAN assigned
to it must be up for the irb interface to be up.

Verify that switch has created routes that use the IRB logical units:

user@switch> show route

192.0.2.0/25        *[Direct/0] 1d 03:26:45
                     > via irb.100 
192.0.2.1/32        *[Local/0] 1d 03:26:45
                       Local via irb.100
192.0.2.128/25      *[Direct/0] 1d 03:26:45
                     > via irb.200 
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192.0.2.129/32      *[Local/0] 1d 03:26:45
                       Local via irb.200

List the Layer 3 routes in the switch's Address Resolution Protocol (ARP) table:

user@switch> show arp

MAC Address              Address           Name                      Flags

00:00:0c:06:2c:0d        192.0.2.7        irb.100                   None
00:13:e2:50:62:e0        192.0.2.132      irb.200                   None

Meaning The output of the show interfaces and show route commands show that the Layer 3

IRB logical units are working and the switch has used them to create direct routes that

itwill use to forward traffic between theVLANsubnets. The showarp commanddisplays
themappings between the IP addresses and MAC addresses for devices on both irb.100

(associatedwith VLAN blue) and irb.200 (associatedwith VLAN red).These two devices

can communicate.

Example: Configuring an IRB Interface on a Security Device

This example shows how to configure an IRB interface so it can act as a Layer 3 routing

interface for a VLAN.

• Requirements on page 440

• Overview on page 440

• Configuration on page 441

• Verification on page 442

Requirements

Before you begin, configure a VLANwith a single VLAN identifier. See “Example:

Configuring VLANs on Security Devices” on page 147.

Overview

In this example, you configure the IRB logical interface unit 0 with the family type inet

and IP address 10.1.1.1/24, and then reference the IRB interface irb.10 in the vlan10

configuration. Then you enableWeb authentication on the IRB interface and activate

the webserver on the device.
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NOTE: To complete the Web authentication configuration, you must perform
the following tasks:

• Define the access profile and password for a Web authentication client.

• Define the security policy that enables Web authentication for the client.

Either a local database or an external authentication server can be used as
the Web authentication server.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,

and then enter commit from configuration mode.

set interfaces ge-1/0/0 unit 0 family ethernet-switching interface-mode trunk
set interfaces ge-1/0/0 unit 0 family ethernet-switching vlanmembers 10
set interface irb unit 0 family inet address 10.1.1.1/24web-authentication http
set vlans vlan10 vlan-id 10
set vlans vlan10 l3-interface irb.10
set system services web-management http

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode in the CLI User Guide.

To configure an IRB interface:

1. Create a Layer 2 trunk interface.

[edit]
user@host#set interfacesge-1/0/0unit0familyethernet-switching interface-mode
trunk

user@host# set interfacesge-1/0/0unit0 family ethernet-switchingvlanmembers
10

2. Create an IRB logical interface.

[edit]
user@host#set interface irbunit0 family inetaddress 10.1.1.1/24web-authentication
http

3. Create a Layer 2 VLAN.

441Copyright © 2019, Juniper Networks, Inc.

Chapter 17: Configuring Integrated Routing and Bridging



[edit]
user@host# set vlans vlan10 vlan-id 10

4. Associate the IRB interface with the VLAN.

[edit]
user@host# set vlans vlan10 l3-interface irb.10

5. Activate the webserver.

[edit]
user@host# set system services web-management http

6. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Verification

To verify the configuration is working properly, enter the show interface irb , and show

vlans commands.

See Also Layer 2 Transparent Mode Overview•

• Example: Configuring Layer 2 Security Zones

Example: Configuring IRB and VLANwithMembers Across TwoNodes on a Security Device

• Requirements on page 442

• Overview on page 442

• Configuration on page 443

• Verification on page 445

Requirements

No special configuration beyond device initialization is required before configuring this

feature.

Overview

This example shows the configuration of integrated routing and bridging (IRB) and

configuration of a VLANwith members across node 0 and node 1.
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Configuration

CLI Quick
Configuration

To quickly configure this section of the example, copy the following commands, paste

them into a text file, remove any line breaks, change any details necessary tomatch your

network configuration, copy and paste the commands into the CLI at the [edit] hierarchy

level, and then enter commit from configuration mode.

set interfaces ge-0/0/3 unit 0 family ethernet-switching interface-mode access
set interfaces ge-0/0/3 unit 0 family ethernet-switching vlanmembers vlan100
set interfaces ge-0/0/4 unit 0 family ethernet-switching interface-mode access
set interfaces ge-0/0/4 unit 0 family ethernet-switching vlanmembers vlan100
set interfaces ge-7/0/5 unit 0 family ethernet-switching interface-mode trunk
set interfaces ge-7/0/5 unit 0 family ethernet-switching vlanmembers vlan100
set interfaces irb unit 100 family inet address 192.0.2.100/24
set vlans vlan100 vlan-id 100
set vlans vlan100 l3-interface irb.100

Step-by-Step
Procedure

To configure IRB and a VLAN:

Configure Ethernet switching on the node0 interface.1.

{primary:node0} [edit]
user@host#set interfacesge-0/0/3unit0familyethernet-switching interface-mode
access

user@host#set interfacesge-0/0/4unit0familyethernet-switching interface-mode
access

2. Configure Ethernet switching on the node1 interface.

{primary:node0} [edit]
user@host#set interfacesge-7/0/5unit0familyethernet-switching interface-mode
trunk

3. Create VLAN vlan100 with vlan-id 100.

{primary:node0} [edit]
user@host# set vlans vlan100 vlan-id 100

4. Add interfaces from both nodes to the VLAN.

{primary:node0} [edit]
user@host#set interfacesge-0/0/3unit0familyethernet-switchingvlanmembers
vlan100

user@host#set interfacesge-0/0/4unit0familyethernet-switchingvlanmembers
vlan100

user@host# set interfacesge-7/0/5unit0 family ethernet-switchingvlanmembers
vlan100
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5. Create an IRB logical interface.

user@host# set interfaces irb unit 100 family inet address 192.0.2.100/24

6. Associate an IRB interface with the VLAN.

user@host# set vlans vlan100 l3-interface irb.100

7. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Results From configuration mode, confirm your configuration by entering the show vlans and

show interfaces commands. If the output does not display the intended configuration,

repeat the configuration instructions in this example to correct the configuration.

[edit]
user@host# show vlans
vlan100 {

vlan-id 100;
l3-interface irb.100;

}
[edit]
user@host# show interfaces
ge-0/0/3 {

unit 0 {
family ethernet-switching {

interface-mode access;
vlan {

members vlan100;
}

}
}

}
ge-0/0/4 {

unit 0 {
family ethernet-switching {

interface-mode access;
vlan {

members vlan100;
}

}
}

}
ge-7/0/5 {

unit 0 {
family ethernet-switching {

interface-mode trunk;
vlan {
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members vlan100;
}

}
}

}
irb {

unit 100 {
family inet {

address 192.0.2.100/24;
}

}
}

Verification

Verifying VLAN and IRB

Purpose Verify that the configurations of VLAN and IRB are working properly.

Action From operational mode, enter the show interfaces terse ge-0/0/3 command to view the

node 0 interface.

user@host> show interfaces terse ge-0/0/3
Interface               Admin Link Proto    Local                 Remote
ge-0/0/3                up    up
ge-0/0/3.0              up    up   eth-switch

From operational mode, enter the show interfaces terse ge-0/0/4 command to view the

node 0 interface.

user@host> show interfaces terse ge-0/0/4
Interface               Admin Link Proto    Local                 Remote
ge-0/0/4                up    up
ge-0/0/4.0              up    up   eth-switch

From operational mode, enter the show interfaces terse ge-7/0/5 command to view the

node1 interface.

user@host> show interfaces terse ge-7/0/5
Interface               Admin Link Proto    Local                 Remote
ge-7/0/5                up    up
ge-7/0/5.0              up    up   eth-switch

From operational mode, enter the show vlans command to view the VLAN interface.

user@host> show vlans
Routing instance      VLAN name     Tag      Interfaces
default-switch        default        1       
default-switch        vlan100        100     ge-0/0/3.0*
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                                             ge-0/0/4.0*
                                             ge-7/0/5.0*

From operational mode, enter the show ethernet-switching interface command to view

the information about Ethernet switching interfaces.

Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down,
                         MMAS - Mac-move action shutdown,  AS - Autostate-exclude
 enabled,
                         SCTL - shutdown by Storm-control )

Logical         Vlan                   TAG   MAC    STP         Logical         
 Tagging
interface       members                      limit  state       interface flags
ge-0/0/3.0                                   16383              DN              
 untagged
                vlan100                100   1024   Discarding                  
 untagged
ge-0/0/4.0                                   16383              DN              
 untagged
                vlan100                100   1024   Discarding                  
 untagged
ge-7/0/5.0                                   16383              DN              
 tagged
                vlan100                100   1024   Discarding                  
 tagged

Meaning The output shows the VLAN and IRB are configured and working fine.

See Also Example: Configuring an IRB Interface•

Example: Configuring IRB Interfaces on QFX5100 Switches over anMPLS Core Network

Starting with Junos OS Release 14.1X53-D40 and Junos OS Release 17.1R1, QFX5100

switches support integrated routing and bridging (IRB) interfaces over an MPLS core

network. An IRB interface is a logical Layer 3VLAN interface used to route traffic between

VLANs.

Bydefinition,VLANsdivideaLAN’sbroadcastenvironment into isolatedvirtualbroadcast

domains, thereby limiting theamountof traffic flowingacross theentire LANand reducing

the possible number of collisions and packet retransmissionswithin the LAN. To forward

packets between different VLANs, you traditionally needed a router that connects the

VLANs. However, using the Junos OS you can accomplish this inter-VLAN forwarding

without using a router by simply configuring an IRB interface on the switch.

The IRB interface functions as a logical switch on which you can configure a Layer 3

logical interface for each VLAN. The switch relies on its Layer 3 capabilities to provide

thisbasic routingbetweenVLANs.Withan IRB interface, youcanconfigure label-switched
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paths (LSPs) to enable the switch to recognize which packets are being sent to local

addresses, so that they are bridged (switched) whenever possible and are routed only

when necessary. Whenever packets can be switched instead of routed, several layers of

processing are eliminated.

This example shows how to configure an IRB interface over an MPLS core network using

QFX5100 switches.

• Requirements on page 447

• Overview and Topology on page 447

• Configuration on page 448

Requirements

This example uses the following hardware and software components:

• Three QFX5100 switches

• Junos OS Release 14.1X53-D40 or later

Before you begin, be sure you have:

• Anunderstandingof IRBconcepts.See “Understanding IntegratedRoutingandBridging”

on page 423 for an overview of IRB.

• The required ternary content addressable memory (TCAM) space available on the

switch. TCAM rules must be observed while configuring and implementing IRBs. For

detailed information, seeMPLS Limitations on QFX Series and EX4600 Switches.

Overview and Topology

Figure 27onpage447 illustrates a sample topology for configuring IRBover anMPLScore

network. In this example, an LSP is established between the ingress provider edge switch

(PE1) and the provider edge egress switch (PE2). An IRB Layer 3 interface (irb.0) is

configured on switches P and PE2, and associated to VLAN 100. In this configuration, the

P switch replaces (swaps) the label at the top of the label stack with a new label, adds

the VLAN identifier 100 to the MPLS packet, and then sends the packet out the IRB

interface. PE2 receives this vlan-tagged MPLS packet, removes (pops) the label from

the top of the label stack, performs a regular IP route lookup, and then forwards the

packet with its IP header to the next-hop address.

Figure 27: IRB Topology over anMPLS Core Network
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Configuration

To configure the topology in this example, perform these tasks:

• Configuring the Local Ingress PE Switch on page 448

• Configuring the Provider Switch on page 450

• Configuring the Remote Egress PE Switch on page 454

Configuring the Local Ingress PE Switch

CLI Quick
Configuration

To quickly configure the local ingress PE switch (PE1), copy and paste the following

commands into the switch terminal window of switch PE1:

set interfaces xe-0/0/12 unit 0 family inet address 10.0.0.1/24
set interfaces xe-0/0/12 unit 0 family mpls
set interfaces lo0 unit 0 family inet address 192.168.0.1/32
set routing-options router-id 192.168.0.1
set routing-options autonomous-system 65550
set policy-options policy-statement pplb then load-balance per-packet
set routing-options forwarding-table export pplb
set protocols ospf area 0.0.0.0 interface all
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ospf area 0.0.0.0 interface em0.0 disable
set protocolsmpls interface all
set protocols ldp interface xe-0/0/12.0
set protocols ldp interface lo0.0

Step-by-Step
Procedure

To configure the ingress PE switch (PE1):

Configure the interfaces.1.

[edit interfaces]
user@switchPE1# set xe-0/0/12 unit 0 family inet address 10.0.0.1/24
user@switchPE1# set xe-0/0/12 unit 0 family mpls
user@switchPE1# set lo0 unit 0 family inet address 192.168.0.1/32

2. Configure the router ID and autonomous system (AS) number.

NOTE: We recommend that you explicitly configure the router identifier
under the [edit routing-options]hierarchy level to prevent unpredictable

behavior if the interface address on a loopback interface changes.

[edit routing-options]
user@switchPE1# set router-id 192.168.0.1/32
user@switchPE1# set autonomous-system 65550

Copyright © 2019, Juniper Networks, Inc.448

Ethernet Switching Feature Guide



3. Configure and apply an export routing policy to the forwarding table for per-packet

load balancing.

[edit policy-options]
user@switchPE1# set policy-statement pplb then load-balance per-packet
[edit routing-options]
user@switchPE1# set forwarding-table export pplb

4. Create an OSPF area and set the loopback address to be passive.

[edit protocols ospf]
user@switchPE1# set area 0.0.0.0 interface all
user@switchPE1# set area 0.0.0.0 interface lo0.0 passive
user@switchPE1# set area 0.0.0.0 interface em0.0 disable

5. Enable MPLS on all interfaces.

[edit protocols mpls]
user@switchPE1# set interface all

6. Configure LDP on the provider-facing and loopback interfaces.

[edit protocols ldp]
user@switchPE1# set interface xe-0/0/12.0
user@switchPE1# set interface lo0.0

Results Display the results of the PE1 switch configuration:

user@switchPE1# show
interfaces {

xe-0/0/12 {
unit 0 {

family inet {
address 10.0.0.1/24;

}
family mpls;

}
}
lo0 {

unit 0 {
family inet {

address 192.168.0.1/32;
}

}
}

}
}
routing-options {

router-id 192.168.0.1;
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autonomous-system 65550;
forwarding-table {

export pplb;
}

}
protocols {

mpls {
interface all;

}
ospf {

area 0.0.0.0 {
interface all;
interface lo0.0 {

passive;
}
interface em0.0 {

disable;
}

}
}
ldp {

interface xe-0/0/12.0
interface lo0.0;

}
}
policy-options {

policy-statement pplb {
then {

load-balance per-packet;
}

}
}

Configuring the Provider Switch

CLI Quick
Configuration

To quickly configure the provider switch (P), copy and paste the following commands

into the switch terminal window of the P switch:

set interfaces xe-0/0/12 unit 0 family inet address 10.0.0.2/24
set interfaces xe-0/0/12 unit 0 family mpls
set interfaces xe-0/0/10 unit 0 family ethernet-switching interface-mode trunk
set interfaces xe-0/0/10 unit 0 family ethernet-switching vlanmembers v100
set interfaces lo0 unit 0 family inet address 192.168.0.2/32
set interfaces irb unit 0 family inet address 10.0.1.2/24
set interfaces irb unit 0 family mpls
set routing-options router-id 192.168.0.2
set routing-options autonomous-system 65550
set policy-options policy-statement pplb then load-balance per-packet
set routing-options forwarding-table export pplb
set protocols ospf area 0.0.0.0 interface all
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ospf area 0.0.0.0 interface em0.0 disable
set protocolsmpls interface all
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set protocols ldp interface all
set vlans v100 vlan-id 100
set vlans v100 l3-interface irb.0

Step-by-Step
Procedure

To configure the provider switch (P):

Configure the physical and loopback interfaces.1.

[edit interfaces]
user@switchP# set xe-0/0/12 unit 0 family inet address 10.0.0.2/24
user@switchP# set xe-0/0/12 unit 0 family mpls
user@switchP# set xe-0/0/10 unit 0 family ethernet-switching interface-mode
trunk

user@switchP# set xe-0/0/10unit0 family ethernet-switching vlanmembers v100
user@switchP# set lo0 unit 0 family inet address 192.168.0.2/32

2. Configure an IRB interface.

[edit interfaces]
user@switchP# set irb unit 0 family inet address 10.0.1.2/24
user@switchP# set irb unit 0 family mpls

3. Configure the router ID and AS number.

NOTE: We recommend that you explicitly configure the router identifier
under the [edit routing-options] hierarchy level to avoid unpredictable

behavior if the interface address on a loopback interface changes.

[edit routing-options]
user@switchP# router-id 192.168.0.2
user@switchP# set autonomous-system 65550

4. Configure and apply an export routing policy to the forwarding table for per-packet

load balancing.

[edit policy-options]
user@switchP# set policy-statement pplb then load-balance per-packet
[edit routing-options]
user@switchP# set forwarding-table export pplb

5. Enable OSPF and set the loopback address to passive.

[edit protocols ospf]
user@switchP# set area 0.0.0.0 interface all
user@switchP# set area 0.0.0.0 interface lo0.0 passive
user@switchP# set area 0.0.0.0 interface em0.0 disable
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6. Enable MPLS on all interfaces.

[edit protocols mpls]
user@switchP# set interface all

7. Configure LDP to include all interfaces.

[edit protocols ldp]
user@switchP# set interface all

8. Create the VLAN and associate the IRB interface to it.

[edit vlans]
user@switchP# set v100 vlan-id 100
user@switchP# set v100 l3-interface irb.0

NOTE: Layer 3 interfaces on trunk ports allow the interface to transfer
traffic between multiple VLANs. Within a VLAN, traffic is switched, while
across VLANs, traffic is routed.

Results Display the results of the provider switch configuration:

user@switchP# show
interfaces {

xe-0/0/10 {
unit 0 {

family ethernet-switching {
interface-mode trunk;
vlan {

members v100;
}

}
}

}
xe-0/0/12 {

unit 0
family inet {

address 10.0.0.2/24;
}
family mpls;

}
irb {

unit 0 {
family inet {

address 10.0.1.2/24;
}
family mpls;
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}
}
lo0 {

unit 0 {
family inet {

address 192.168.0.2/32;
}

}
}

}

routing-options {
router-id 192.168.0.2;
autonomous-system 65550;
forwarding-table {

export pplb;
}

}

protocols {
mpls {

interface all;
}
ospf {

area 0.0.0.0 {
interface all;
interface lo0.0 {

passive;
}
interface em0.0 {

disable;
}

}
}
ldp {

interface all;
}

}

policy-options {
policy-statement pplb {

then {
load-balance per-packet;

}
}

}

vlans {
v100 {

vlan-id 100;
l3-interface irb.0;

}
}
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Configuring the Remote Egress PE Switch

CLI Quick
Configuration

To quickly configure the remote egress PE switch (PE2), copy and paste the following

commands into the switch terminal window of PE2:

set interfaces xe-0/0/10 unit 0 family ethernet-switching interface-mode trunk
set interfaces xe-0/0/10 unit 0 family ethernet-switching vlanmembers v100
set interfaces irb unit 0 family inet address 10.0.1.3/24
set interfaces lo0 unit 0 family inet address 192.168.0.3/32
set interfaces irb unit 0 family mpls
set routing-options router-id 192.168.0.3
set routing-options autonomous-system 65550
set policy-options policy-statement pplb then load-balance per-packet
set routing-options forwarding-table export pplb
set protocols ospf area 0.0.0.0 interface all
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ospf area 0.0.0.0 interface em0.0 disable
set protocolsmpls interface all
set protocols ldp interface all
set vlans v100 vlan-id 100
set vlans v100 l3-interface irb.0

Step-by-Step
Procedure

To configure the remote PE switch (PE2):

Configure the physical and loopback interfaces.1.

[edit interfaces]
user@switchPE2# set xe-0/0/10 unit 0 family ethernet-switching interface-mode
trunk

user@switchPE2# set xe-0/0/10 unit 0 family ethernet-switching vlanmembers
v100

user@switchPE2# set lo0 unit 0 family inet address 192.168.0.3/32

2. Configure an IRB interface.

[edit interfaces]
user@switchPE2# set irb unit 0 family inet address 10.0.1.3/24
user@switchPE2# set irb unit 0 family mpls

3. Configure the the router ID and AS number.

[edit routing-options]
user@switchPE2# set router-id 192.168.0.3/32
user@switchPE2# set autonomous-system 65550

4. Configure and apply an export routing policy to the forwarding table for per-packet

load balancing.

[edit policy-options]

Copyright © 2019, Juniper Networks, Inc.454

Ethernet Switching Feature Guide



user@switchPE2# set policy-statement pplb then load-balance per-packet
[edit routing-options]
user@switchPE2# set forwarding-table export pplb

5. Enable OSPF.

[edit protocols ospf]
user@switchPE2# set area 0.0.0.0 interface all
user@switchPE2# set area 0.0.0.0 interface lo0.0 passive
user@switchPE2# set area 0.0.0.0 interface em0.0 disable

6. Enable MPLS on all interfaces.

[edit protocols mpls]
user@switchPE2# set interface all

7. Configure LDP to include all interfaces.

[edit protocols ldp]
user@switchPE2# set interface all

8. Create the VLAN and associate the IRB interface to it.

[edit vlans]
user@switchPE2# set v100 vlan-id 100
user@switchPE2# set v100 l3-interface irb.0

Results Display the results of the PE2 switch configuration:

user@switchPE2# show
interfaces {

xe-0/0/10 {
unit 0 {

family ethernet-switching {
interface-mode trunk;
vlan {

members v100;
}

}
}

irb {
unit 0 {

family inet {
address 10.0.1.3/24;

}
family mpls;

}
}
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lo0 {
unit 0 {

family inet {
address 192.168.0.3;

}
}

}
}

routing-options {
router-id 192.168.0.3;
autonomous-system 65550;
forwarding-table {

export pplb;
}

}

protocols {
mpls {

interface all;
}
ospf {

area 0.0.0.0 {
interface all;
interface lo0.0 {

passive;
}
interface em0.0 {

disable;
}

}
}
ldp {

interface all;
}

}

policy-options {
policy-statement pplb {

then {
load-balance per-packet;

}
}

}

vlans {
v100 {

vlan-id 100;
l3-interface irb.0;

}
}
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Example: Configuring a Large Delay Buffer on a Security Device IRB Interface

This example shows how to configure a large delay buffer on an IRB interface to help

slower interfaces avoid congestion and packet dropping when they receive large bursts

of traffic.

• Requirements on page 457

• Overview on page 457

• Configuration on page 457

• Verification on page 458

Requirements

Before you begin, enable the large buffer feature on the IRB interface and then configure

a buffer size for each queue in the CoS scheduler. See Scheduler Buffer Size Overview.

Overview

On devices, you can configure large delay buffers on an irb interfaces.

In this example, you configure scheduler map to associate schedulers to a defined

forwarding class be-class, ef-class , af-class, and nc-class using scheduler map

large-buf-sched-map. You apply scheduler maps to irb interface, and define per-unit

scheduler for the IRB interface.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,

and then enter commit from the configuration mode.

set class-of-service scheduler-maps large-buf-sched-map forwarding-class be-class
scheduler be-scheduler

set class-of-service scheduler-maps large-buf-sched-map forwarding-class ef-class
scheduler ef-scheduler

set class-of-service scheduler-maps large-buf-sched-map forwarding-class af-class
scheduler af-scheduler

set class-of-service scheduler-maps large-buf-sched-map forwarding-class nc-class
scheduler nc-scheduler

set class-of-service interfaces irb unit 0 scheduler-map large-buf-sched-map
set interfaces irb per-unit-scheduler

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode in the CLI User Guide.

To configure a large delay buffer on a channelized T1 interface:

1. Configure the scheduler map to associate schedulers with defined forwarding

classes.
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[edit class-of-service]
set scheduler-maps large-buf-sched-map forwarding-class be-class scheduler
be-scheduler

set scheduler-maps large-buf-sched-map forwarding-class ef-class scheduler
ef-scheduler

set scheduler-maps large-buf-sched-map forwarding-class af-class scheduler
af-scheduler

set scheduler-maps large-buf-sched-map forwarding-class nc-class scheduler
nc-scheduler

2. Apply the scheduler map to the IRB interface.

[edit ]
user@host# set interfaces irb unit 0 scheduler-map large-buf-sched-map

3. Define the per-unit scheduler for the irb interface.

[edit ]
user@host# set interfaces irb per-unit-scheduler

Results Fromconfigurationmode, confirmyour configurationbyentering the showclass-of-service

and show chassis commands. If the output does not display the intended configuration,

repeat the configuration instructions in this example to correct it.

[edit]
user@host# show class-of-service
interfaces {
irb {

unit 0 {
scheduler-map large-buf-sched-map;

}
}

}
scheduler-maps {

large-buf-sched-map {
forwarding-class be-class scheduler be-scheduler;
forwarding-class ef-class scheduler ef-scheduler;
forwarding-class af-class scheduler af-scheduler;
forwarding-class nc-class scheduler nc-scheduler;

}
}

If you are done configuring the device, enter commit from configuration mode.

Verification

Verifying Large Delay Buffers Configuration

Purpose Verify that the large delay buffers are configured properly.
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Action From configuration mode, enter the show class-of-service interface irb command.

user@host> show class-of-service interface irb

Physical interface: irb, Index: 132
Maximum usable queues: 8, Queues in use: 4Code point type: dscp
Scheduler map: <default>, Index :2
Congestion-notification: Disabled
Logical interface: irb.10, Index: 73
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

Meaning The large delay buffers are configured on IRB interface as expected.

See Also Schedulers Overview•

• Default Scheduler Settings

• Example: Configuring and Applying Scheduler Maps

• Transmission Scheduling Overview

Configuring a Set of VLANs to Act as a Switch for a Layer 2 Trunk Port

You can configure a set of VLANs that are associated with a Layer 2 trunk port. The set

of VLANs function as a switch. Packets receivedona trunk interface are forwardedwithin

a VLAN that has the same VLAN identifier. A trunk interface also provides support for

IRB, which provides support for Layer 2 bridging and Layer 3 IP routing on the same

interface.

To configure a Layer 2 trunk port and set of VLANs, include the following statements:

[edit interfaces]
interface-name {

unit number {
family ethernet-switching {

interface-mode access;
vlan-members (vlan-name | vlan-tag);

}
}

}
interface-name {

native-vlan-id number;
unit number {

family ethernet-switching {
interface-mode trunk;
vlan-members (vlan-name | vlan-tag);

}
}

}
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[edit vlans ]
vlan-name {
vlan-id number;
vlan-id-list [ vlan-id-numbers ];
. . . .

}

Youmust configure a VLAN andVLAN identifier for each VLAN associatedwith the trunk

interface. You can configure oneormore trunk or access interfaces at the [edit interfaces]

hierarchy level. Anaccess interfaceenables you toacceptpacketswithnoVLAN identifier.

Excluding an IRB Interface from State Calculations on a QFX Series Switch

IRB interfaces are used to bind specific VLANs to Layer 3 interfaces, enabling a switch

to forward packets between those VLANs—without having to configure another device,

such as a router, to connect VLANs. Because an IRB interface often has multiple ports

in a single VLAN, the state calculation for a VLANmember might include a port that is

down, possibly resulting in traffic loss.

Starting with Junos OS Release 14.1X53-D40 and Junos OS Release 17.3R1 on QFX5100

switches, this feature enables you to exclude a trunk or access interface from the state

calculation, which means that as soon as the port assigned to amember VLAN goes

down, the IRB interface for the VLAN is also marked as down. In a typical scenario, one

port on the interface is assigned to a single VLAN, while a second port on that interface

is assigned to a trunk interface that carries traffic betweenmultiple VLANs. A third port

is often also assigned to an access interface to connect the VLAN to network devices.

Before you begin:

• Configure VLANs

• Configure IRB interfaces for the VLANs.

For more information about configuring IRB interfaces, see “Example: Configuring

Routing Between VLANs on One Switch Using an IRB Interface” on page 434.

To exclude an access or 802.1Q trunk interface from the state calculations for an IRB

interface:

1. Configure a trunk or access interface.

[edit interfaces interface-name]
user@switch# set unit logical-unit-number family ethernet-switching port-mode
(access | trunk)

For example, configure interface xe-0/1/0.0 as a trunk interface:

[edit interfaces xe-0/1/0]
user@swtich# set unit 0 family ethernet-switching port-mode trunk

2. Assign VLANmembers to the access or trunk interface.
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[edit interfaces interface-name unit logical-unit-number ethernet-switching]
user@switch# set vlanmembers [ (all | names | vlan-ids) ]

For example, assign all VLANmembers configuredon thedevice to the trunk interface

xe-0/1/0:

[edit interfaces xe-0/1/0 unit 0 ethernet-switchg]
user@switch# set vlanmembers all

3. Exclude an access or trunk interface from state calculations for the IRB interfaces for

member VLANs.

[edit interfaces interface-name ether-options]
user@switch# set autostate-exclude

For example, exclude the trunk interface xe-0/1/0 from state calculations for the IRB

interfaces for member VLANs:

[edit interfaces xe-0/1/0]
user@switch# set autostate-exclude

4. To confirm your configuration, from configuration mode, enter the show interfaces

xe-0/1/0 command. If your output doesnot display the intendedconfiguration, repeat

steps 1 through 4 to correct the configuration.

user@switch# show interfaces xe-0/1/0
ether-options {

autostate-exclude;
}
unit 0 {

family ethernet-switching {
port-mode trunk;
vlan {

members all;
}

}
}

5. After you commit the configuration, issue the show ethernet-switching interface

xe-0/1/0.0 to verify that the logical interface is enabled with autostate-exclude.

user@switch> show ethernet-switching interface xe-0/1/0.0

Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down,
                         SCTL - shutdown by Storm-control,
                         MMAS - Mac-move action shutdown, AS - Autostate-exclude enabled)

Logical          Vlan          TAG     MAC         STP         Logical           Tagging 
interface        members               limit       state       interface flags  
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xe-0/1/0.0                             294912                   AS               untagged 
                 vlan_100      100     294912      Forwarding                    untagged

The AS in the Logical interface flags field indicates that autostate-exclude is enabled

and that this interfacewill beexcluded fromthestatecalculations for the IRB interfaces

for the member VLANs.

Verifying IntegratedRoutingandBridging InterfaceStatusandStatisticsonEXSeriesSwitches

Purpose Determine status information and traffic statistics for integrated routing and bridging

(IRB) interfaces.

Action Display IRB interfaces and their current states:

user@switch> show interfaces irb terse

Interface               Admin Link Proto    Local                 Remote
irb                     up    up  
irb.111                 up    up   inet     10.111.111.1/24
...

Display Layer 2 VLANs, including any tags assigned to the VLANs and the interfaces

associated with the VLANs:

user@switch> show vlans

Routing instance        VLAN name             Tag         Interfaces
default-switch          irb                      101

default-switch          support                  111

                                                             ge-0/0/18.0

...

DisplayEthernet switching tableentries for theVLANthat isattached to the IRB interface:

user@switch> show ethernet-switching table

MAC flags (S -static MAC, D -dynamic MAC, L -locally learned
           SE -Statistics enabled, NM -Non configured MAC, R -Remote PE MAC)

Routing instance : default-switch
    Vlan                MAC                 MAC         Age    Logical
    Name                address             flags              interface
    support             00:01:02:03:04:05   S             -   ge-0/0/18.0
...

Display the ingress-counting statistics of an IRB interfacewith either the show interfaces
irb detail command or the show interfaces irb extensive command. Ingress counting is
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displayed as Input bytes and Input packets and egress counting is displayed asOutput

bytes andOutput packets under Transit Statistics.

user@switch> show interfaces irb .111 detail

Logical interface irb.111 (Index 65) (SNMP ifIndex 503) (HW Token 100) (Generation
 131)
Flags: SNMP-Traps 0x4000  Encapsulation: ENET2
Bandwidth: 1000mbps
Routing Instance: default-switch Bridging Domain: irb+111
Traffic statistics:
 Input bytes:    17516756 
 Output bytes:   411764 
 Input packets:  271745 
 Output packets: 8256  
Local statistics:
 Input bytes:    3240
 Output bytes:   411764
 Input packets:  54
 Output packets: 8256
Transit statistics:
 Input bytes:    17513516   0 bps
 Output bytes:   0    0 bps
 Input packets:  271745  0 pps
 Output packets: 0    0 pps
Protocol inet, MTU: 1514, Generation: 148, Route table: 0
 Flags: None
 Addresses, Flags: iS-Preferred  Is-Primary
  Destination: 10.1.1/24, Local: 10.1.1.1, Broadcast: 10.1.1.255, Generation: 136

Meaning • show interfaces irb terse displays a list of interfaces, including IRB interfaces, and their

current states (up, down).

• show vlans displays a list of VLANs, including any tags assigned to the VLANs and the

interfaces associated with the VLANs.

• show ethernet-switching table displays the Ethernet switching table entries, including

VLANs attached to the IRB interface.

• show interfaces irb detail displays IRB interface ingress counting as Input Bytes and

Input Packets under Transit Statistics.
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CHAPTER 18

Configuring VLANS and VPLS Routing
Instances

• VLANs and VPLS Routing Instances on page 465

VLANs and VPLS Routing Instances

• Guidelines for Configuring VLAN Identifiers for VLANs and VPLS Routing

Instances on page 465

• Configuring VLAN Identifiers for VLANs and VPLS Routing Instances on page 465

Guidelines for Configuring VLAN Identifiers for VLANs and VPLS Routing Instances

For a VLAN that is performing Layer 2 switching only, you do not have to specify a VLAN

identifier.

For aVLAN that is performing Layer 3 IP routing, youmust specify either aVLAN identifier

or dual VLAN identifier tags.

For a VPLS routing instance, youmust specify either a VLAN identifier or dual VLAN

identifier tags.

See Also Layer 2 Learning and Forwarding for VLANs Overview on page 57•

Configuring VLAN Identifiers for VLANs and VPLS Routing Instances

You can configure VLAN identifiers for a VLANor aVPLS routing instance in the following

ways:

• By using either the vlan-id statement or the vlan-tags statement to configure a

normalizing VLAN identifier. This topic describes how normalizing VLAN identifiers are

processed and translated in a VLAN or a VPLS routing instance.

• Byusing the input-vlan-mapand theoutput-vlan-map statementsat the [edit interfaces

interface-name unit logic-unit-number] or [edit logical-systems logical-system-name

interfaces interface-name unit logic-unit-number] hierarchy level to configure VLAN

mapping.

465Copyright © 2019, Juniper Networks, Inc.



The vlan-id and vlan-tags statements are used to specify the normalizing VLAN identifier

under the VLAN or VPLS routing instance. The normalizing VLAN identifier is used to

perform the following functions:

• Translate, or normalize, the VLAN tags of packets received into a learn VLAN identifier.

• Create multiple learning domains that each contain a learn VLAN identifier. A learning

domain is a MAC address database to which MAC addresses are added based on the

learn VLAN identifier.

NOTE: You cannot configure VLAN mapping using the input-vlan-map and

output-vlan-map statements if you configure a normalizing VLAN identifier

for a VLAN or VPLS routing instance using thevlan-idorvlan-tags statements.

To configure a VLAN identifier for a VLAN, include either the vlan-id or the vlan-tags

statement at the [edit interfaces interface-name unit logic-unit-number] or [edit

logical-systems logical-system-name interfaces interface-name unit logic-unit-number]

hierarchy level, and then include that logical interface in the VLAN configuration.

For a VPLS routing instance, include either the vlan-id or vlan-tags statement at the [edit

interfaces interface-name unit logic-unit-number] or [edit logical-systems

logical-system-name interfaces interface-nameunit logic-unit-number]hierarchy level, and

then include that logical interface in the VPLS routing instance configuration.

NOTE: ACX Series routers do not support the [edit logical-systems]hierarchy.

NOTE: For a single VLAN or VPLS routing instance, you can include either
the vlan-id or the vlan-tags statement, but not both. If you do not configure

a vlan-id, vlan-tags, or vlan-id-list [vlan-id-numbers ] for the VLAN or the VPLS

routing instance, the Layer 2 packets received are forwarded to the outbound
Layer 2 interface without having the VLAN tag modified unless an
output-vlan-map is configured on the Layer 2 interface. This results in a frame

being forwarded to a Layer 2 interface with a VLAN tag that is different from
what is configured for the Layer 2 interface. Note that a frame received from
the Layer 2 interface is still required to match the VLAN tag(s) specified in
the interface configuration. The invalid configuration may cause a Layer 2
loop to occur.

The VLAN tags associated with the inbound logical interface are compared with the

normalizing VLAN identifier. If the tags are different, they are rewritten as described in

Table 88 on page 469. The sourceMAC address of a received packet is learned based on

the normalizing VLAN identifier.
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NOTE: You do not have to specify a VLAN identifier for a VLAN that is
performing Layer 2 switching only. To support Layer 3 IP routing, you must
specify either a VLAN identifier or a pair of VLAN tags. However, you cannot
specify the same VLAN identifier for more than one VLAN within a routing
instance. Each VLAN must have a unique VLAN identifier.

If the VLAN tags associated with the outbound logical interface and the normalizing

VLAN identifier are different, the normalizing VLAN identifier is rewritten to match the

VLAN tags of the outbound logical interface, as described in Table 89 on page 470.

For the packets sent over the VPLS routing instance to be tagged by the normalizing

VLAN identifier, include one of the following configuration statements:

• vlan-id number to tag all packets that are sent over the VPLS virtual tunnel (VT)

interfaces with the VLAN identifier.

• vlan-tagsouternumber innernumber to tagall packets sent over theVPLSVT interfaces

with dual outer and inner VLAN tags.

Use the vlan-idnone statement to have theVLAN tags removed frompackets associated

with an inbound logical interface when those packets are sent over VPLS VT interfaces.

Note that those packets might still be sent with other customer VLAN tags.

The vlan-id all statement enables you to configure bridging for several VLANs with a

minimumamount of configuration. Configuring this statement creates a learningdomain

for:

• Each inner VLAN, or learn VLAN, identifier of a logical interface configured with two

VLAN tags

• Each VLAN, or learn VLAN, identifier of a logical interface configured with one VLAN

tag

We recommend that you do not use customer VLAN IDs in a VPLS routing instance

because customer VLAN IDs are used for learning only.

You should use the service VLAN ID in a VPLS routing instance, as in the following
configuration:

[edit]
interface ge-1/1/1 {

vlan-tagging;
unit 1 {

vlan-id s1; /* Service vlan */
encapsulation vlan-vpls;
input-vlan-map pop; /* Pop the service vlan on input */
output-vlan-map push; /* Push the service vlan on output */

}
}
interface ge-1/1/2 {

encapsulation ethernet-vpls;
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unit 0;
}
routing-instances {

V1 {
instance-type vpls;
vlan-id all;
interface ge-1/1/1.1;
interface ge-1/1/2.0;

}
}

NOTE: If you configure the vlan-id all statement in a VPLS routing instance,

we recommend using the input-vlan-map pop and output-vlan-map push

statements on the logical interface to pop the service VLAN ID on input and
push the service VLAN ID on output and in this way, limit the impact of
double-tagged frames on scaling. You cannot use the nativevlan- idstatement

when the vlan-id all statement is included in the configuration.

Thevlan-id-list [vlan-id-numbers]statementenablesyou toconfigurebridging formultiple

VLANs on a trunk interface. Configuring this statement creates a learning domain for:

• Each VLAN listed: vlan-id-list [ 100 200 300 ]

• Each VLAN in a range: vlan-id-list [ 100-200 ]

• Each VLAN in a list and range combination: vlan-id-list [ 50, 100-200, 300 ]

The following steps outline the process for bridging a packet received over a Layer 2

logical interface when you specify a normalizing VLAN identifier using either the vlan-id

number or vlan-tags statement for a VLAN or a VPLS routing instance:

1. When a packet is received on a physical port, it is accepted only if the VLAN identifier

of the packet matches the VLAN identifier of one of the logical interfaces configured

on that port.

2. The VLAN tags of the received packet are then compared with the normalizing VLAN

identifier. If the VLAN tags of the packet are different from the normalizing VLAN

identifier, the VLAN tags are rewritten as described in Table 88 on page 469.

3. If the source MAC address of the received packet is not present in the source MAC

table, it is learned based on the normalizing VLAN identifier.

4. The packet is then forwarded toward one ormore outbound Layer 2 logical interfaces

based on the destination MAC address. A packet with a known unicast destination

MAC address is forwarded only to one outbound logical interface. For each outbound

Layer 2 logical interface, the normalizing VLAN identifier configured for the VLAN or

VPLS routing instance is compared with the VLAN tags configured on that logical

interface. If theVLANtagsassociatedwithanoutbound logical interfacedonotmatch
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the normalizing VLAN identifier configured for the VLANor VPLS routing instance, the

VLAN tags are rewritten as described in Table 89 on page 470.

The tables below showhowVLAN tags are applied for traffic sent to and from the VLAN,

depending on how the vlan-id and vlan-tags statements are configured for theVLANand

on how identifiers are configured for the logical interfaces in a VLAN or VPLS routing

instance.Dependingonyour configuration, the following rewriteoperationsareperformed

on VLAN tags:

• pop—Remove a VLAN tag from the top of the VLAN tag stack.

• pop-pop—Remove both the outer and inner VLAN tags of the frame.

• pop-swap—Remove the outer VLAN tag of the frame and replace the inner VLAN tag

of the frame.

• swap—Replace the VLAN tag of the frame.

• push—Add a new VLAN tag to the top of the VLAN stack.

• push-push—Push two VLAN tags in front of the frame.

• swap-push—Replace the VLAN tag of the frame and add a new VLAN tag to the top

of the VLAN stack.

• swap-swap—Replace both the outer and inner VLAN tags of the frame.

Table 88onpage469 shows specific examples of how theVLAN tags for packets sent to

the VLAN are processed and translated, depending on your configuration. “–” means

that the statement is not supported for the specified logical interface VLAN identifier.

“No operation” means that the VLAN tags of the received packet are not translated for

the specified input logical interface.

Table 88: Statement Usage and Input Rewrite Operations for VLAN Identifiers for a VLAN

VLAN Configurations for a VLAN

VLAN Identifier of
Logical Interface

vlan tags outer 100
inner 300vlan-id allvlan-id 200vlan-id none

push 100, push 300–push 200No operationnone

swap 200 to 300,
push 100

No operationNo operationpop 200200

swap 1000 to 300,
push 100

No operationswap 1000 to 200pop 10001000

swap 2000 to 100pop 2000pop 2000, swap 300
to 200

pop 2000, pop 300vlan-tags outer 2000
inner 300

swap 400 to 300pop 100pop 100, swap 400
to 200

pop 100, pop 400vlan-tags outer 100
inner 400

–No operation––vlan-id-range 10-100
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Table 88: Statement Usage and Input Rewrite Operations for VLAN Identifiers for a VLAN (continued)

VLAN Configurations for a VLAN

VLAN Identifier of
Logical Interface

vlan tags outer 100
inner 300vlan-id allvlan-id 200vlan-id none

–pop 200––vlan-tags outer 200
inner-range 10-100

Table 89 on page 470 shows specific examples of how the VLAN tags for packets sent

fromtheVLANareprocessedand translated, dependingonyour configuration. “–”means

that the statement is not supported for the specified logical interface VLAN identifier.

“No operation” means that the VLAN tags of the outbound packet are not translated for

the specified output logical interface.

Table 89: Statement Usage and Output Rewrite Operations for VLAN Identifiers for a VLAN

VLAN Configurations for a VLAN

VLAN Identifier of
Logical Interface

vlan tags outer 100
inner 300vlan-id allvlan-id 200vlan-id none

pop 100, pop 300–pop 200no operationnone

pop 100, swap 300
to 200

No operationNo operationpush 200200

pop 100, swap 300
to 1000

No operationswap 200 to 1000push 10001000

swap 100 to 2000push 2000swap 200 to 300,
push 2000

push 2000, push 300vlan-tags outer 2000
inner 300

swap 300 to 400push 100swap 200 to 400,
push 100

push 100, push 400vlan-tags outer 100
inner 400

–No operation––vlan-id-range 10-100

–push 200––vlan-tags outer 200
inner-range 10-100
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CHAPTER 19

Configuring Multiple VLAN Registration
Protocol (MVRP)

• Multiple VLAN Registration Protocol on page 471

Multiple VLAN Registration Protocol

• Understanding Multiple VLAN Registration Protocol (MVRP) on page 472

• Understanding Multiple VLAN Registration Protocol (MVRP) for Dynamic VLAN

Registration on page 477

• Configuring Multiple VLAN Registration Protocol (MVRP) on Switches on page 480

• Configuring Multiple VLAN Registration Protocol (MVRP) to Manage Dynamic VLAN

Registration on Security Devices on page 486

• Example: Configuring Automatic VLAN Administration on QFX Switches Using

MVRP on page 489

• Example: Configuring Automatic VLAN Administration Using MVRP on EX Series

Switches with ELS Support on page 494

• Example: Configuring Automatic VLAN Administration Using MVRP on EX Series

Switches on page 507

• Verifying That MVRP IsWorking Correctly on Switches on page 520

• Verifying That MVRP IsWorking Correctly on EX Series Switches with ELS

Support on page 522

• Verifying That MVRP IsWorking Correctly on page 523
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UnderstandingMultiple VLAN Registration Protocol (MVRP)

Multiple VLAN Registration Protocol (MVRP) is a Layer 2 messaging protocol that

automates the creation andmanagement of virtual LANs, thereby reducing the time you

have to spend on these tasks. Use MVRP on Juniper Networks switches to dynamically

register and unregister active VLANs on trunk interfaces. Using MVRPmeans that you

do not have to manually register VLANs on all connections—that is, you do not need to

explicitly bind a VLAN to each trunk interface. With MVRP, you configure a VLAN on one

switch interface and the VLAN configuration is distributed through all active switches in

the domain.

NOTE: MVRP is an application protocol of the Multiple Registration Protocol
(MRP) and is defined in the IEEE 802.1ak standard. MRP and MVRP replace
Generic Attribute Registration Protocol (GARP) and GARP VLAN Registration
Protocol (GVRP) and overcome GARP and GVRP limitations.

NOTE: MVRP on QFabric systems does not support private VLANs.

If your QFabric system connects to servers that host many virtual machines that require

their own VLANs, using MVRP can save you the time and effort that would be required

to manually create and administer the VLANs on the ports that connect to the servers.

For example, if a virtual machine moves between servers—and therefore connects to a

different redundant server Node group interface—MVRP can configure the appropriate

VLANmembership on the new server Node group interface.

When using MVRP on a QFabric system, youmust manually create on the QFabric the

VLANs that exist on the attached servers because theQFabric implementation ofMVRP

does not allow VLANs to be created dynamically. However, you do not need tomanually

assign VLANmembership to the QFabric ports that connect to the servers. MVRP

automatically assigns VLANmembership to server-facing QFabric ports when it learns

about a VLAN from an attached server.

• MVRPOperations on page 472

• HowMVRP Updates, Creates, and Deletes VLANs on Switches on page 473

• MVRP Is Disabled by Default on Switches on page 473

• MRP Timers Control MVRP Updates on page 474

• MVRP Uses MRPMessages to Transmit Switch and VLAN States on page 474

• Compatibility Issues with Junos OS Releases of MVRP on page 475

• QFabric Requirements on page 476

• DeterminingWhether MVRP isWorking on page 476

MVRPOperations

MVRPstays synchronizedbyusingMVRPprotocoldataunits (PDUs).ThesePDUsspecify

which QFabric systems and switches are members of which VLANs, and which switch
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interfaces are in each VLAN. The MVRP PDUs are sent to other switches in the QFabric

systemwhen an MVRP state change occurs, and the receiving switches update their

MVRPstatesaccordingly.MVRPtimersdictatewhenPDUscanbesentandwhenswitches

receiving MVRP PDUs can update their MVRP information.

Inaddition to thisbehavior,QFXswitches includeamode—calledpassivemode—inwhich

anMVRP-configured interface does not announce itsmembership in aVLANor send any

VLAN declarations (updates) unless it receives registration for that VLAN from a peer

(server) on that interface. BydefaultMVRP-configured interfacesbehave in the standard

manner and automatically send PDU updates to announce any VLAN changes. (This is

called active mode.)

To enable passive mode on an interface, enter and commit this statement:

set protocols mvrp interface interface-name passive

To keep VLANmembership information current, MVRP removes switches and interfaces

when they become unavailable. Pruning VLAN information has these benefits:

• Limits thenetworkVLANconfiguration toactiveparticipants, thereby reducingnetwork

overhead.

• Limits broadcast, unknown unicast, andmulticast (BUM) traffic to interested devices.

MVRP is disabled by default and is valid only for trunk interfaces.

HowMVRPUpdates, Creates, and Deletes VLANs on Switches

WhenanyMVRP-memberVLAN is changed, thatVLANsendsaprotocol dataunit (PDU)

to all other MVRP-member active VLANs. The PDU informs the other VLANs which

switchesand interfacescurrentlybelong to thesendingVLAN.Thisway,allMVRP-member

VLANs are always updated with the current VLAN state of all other MVRP-member

VLANs. Timers dictatewhenPDUs canbe sent andwhen switches receivingMVRPPDUs

can update their MVRP VLAN information.

In addition to sending PDU updates, MVRP dynamically creates VLANs onmember

interfaces when a new VLAN is added to any one interface. This way, VLANs created on

onemember switch are propagated to other member switches as part of the MVRP

message exchange process.

To keep VLANmembership information current, MVRP removes switches and interfaces

when they become unavailable. Pruning VLAN information has these benefits:

• Limits thenetworkVLANconfiguration toactiveparticipants, thereby reducingnetwork

overhead.

• Limits broadcast, unknown unicast, andmulticast (BUM) traffic to interested devices.

MVRP Is Disabled by Default on Switches

MVRP is disabled by default on the switches and, when enabled, affects only trunk

interfaces. Once you enable MVRP, all VLAN interfaces on the switch belong to MVRP
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(the default normal registration mode) and those interfaces accept PDUmessages and

send their own PDUmessages. To prevent one or more interfaces from participating in

MVRP, you can specifically configure an interface to forbidden registrationmode instead
of the default normalmode.

VLAN updating, dynamic VLAN configuration through MVRP, and VLAN pruning are all

active on trunk interfaces when MVRP is enabled.

MRP Timers Control MVRPUpdates

MVRP registration and updates are controlled by timers that are part of the MRP. The

timersdefinewhenMVRPPDUscanbesentandwhenMVRP informationcanbeupdated

on a switch.

The timers are set on a per-interface basis, and on EX Series switches that use Juniper

Networks Junos operating system (Junos OS) with support for the Enhanced Layer 2

Software (ELS) configuration style, the timers are also set on a per-switch basis.

On an EX Series switch that uses Junos OSwith support for ELS, if the timer value set on

an interface level is different fromthevalue set ona switch level, the valueon the interface

level takes precedence.

The following MRP timers are used to control the operation of MVRP:

• Join timer—Controls the interval for the next MVRP PDU transmit opportunity.

• Leave timer—Controls the period of time that an interface on the switch waits in the

leave state before changing to the unregistered state.

• LeaveAll timer—Controls the frequency with which the interface generates LeaveAll

messages.

BEST PRACTICE: Unless there is a compelling reason to change the timer
settings, leave the default settings in place. Modifying timers to inappropriate
values can cause an imbalance in the operation of MVRP.

MVRPUsesMRPMessages to Transmit Switch and VLAN States

MVRP uses MRPmessages to register and declare MVRP states for a switch or VLAN

and to inform the switching network that a switch or VLAN is leaving MVRP. These

messages are communicatedaspart of thePDUsent by any switch interface to theother

switches in the network.

The following MRPmessages are communicated for MVRP:

• Empty—MVRP information is not declared and no VLAN is registered.

• In—MVRP information is not declared but a VLAN is registered.

• JoinEmpty—MVRP information is declared but no VLAN is registered.

• JoinIn—MVRP information is declared and a VLAN is registered.
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• Leave—MVRP information that was previously declared is withdrawn.

• LeaveAll—Unregister all VLANs on the switch. VLANsmust re-register to participate

in MVRP.

• New—The MVRP information is new and a VLANmight not be registered yet.

Compatibility Issues with Junos OS Releases of MVRP

Except in Junos OS Releases 11.2 and earlier, MVRP has conformed with IEEE standard

802.1ak and IEEE Draft 802.1Q regarding the inclusion of an extra byte in the protocol

data units (PDUs) sent and received byMVRP. Table 90 on page 475 outlines theMVRP

versions and whether or not each version includes the extra byte in the PDU.

Table 90 on page 475 also labels each MVRP version with a scenario number, which is

used throughout the remainder of this discussion for brevity.

Table 90: Junos OSMVRP Versions and Inclusion of Extra Byte in PDU

MVRP in Junos OS Releases 13.2
and Later For EX Series Switches
With Support For ELS

Scenario 3

MVRP in Junos OS Releases 11.3 and
Later For EX Series Switches That
Do Not Support ELS

Scenario 2

MVRP in Junos OS Releases 11.2 and
Earlier For EX Series Switches That Do
Not Support Enhanced Layer 2 Software
(ELS) Configuration Style

Scenario 1

By default, includes extra byte in the
PDU

By default, does not include extra byte
in the PDU

Includes extra byte in the PDU

As a result of the non-conformance of Releases 11.2 and earlier and changes in the

standards with regard to the extra byte, a compatibility issue exists between some of

the Junos OS versions of MVRP. This issue can result in some versions of MVRP not

recognizing PDUs without the extra byte.

To address this compatibility issue, the MVRP versions described in scenarios 2 and 3

include the ability to controlwhether or not the PDU includes the extra byte. Before using

these controls, however, youmust understand each scenario that applies to your

environment and plan carefully so that you do not inadvertently create an additional

compatibility issue between the MVRP versions in scenarios 2 and 3.

Table91onpage475providesasummaryofenvironments that include thevariousMVRP

scenarios and whether or not a particular environment requires you to take action.

Table 91: MVRP Environments and Description of Required Actions

Action Description
Action
Required?Environment

—NoIncludes MVRP versions in scenario 1 only

—NoIncludes MVRP versions in scenario 2 only

—NoIncludes MVRP versions in scenario 3 only
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Table 91: MVRP Environments and Description of Required Actions (continued)

Action Description
Action
Required?Environment

On switches running MVRP version in scenario 2, use the
add-attribute-length-in-pdu statement. Formore information,
see “ConfiguringMultipleVLANRegistrationProtocol (MVRP)
on Switches” on page 480.

YesIncludes MVRP versions in scenarios 1 and 2.
MVRP version in scenario 2 is in its default state.

—NoIncludes MVRP versions in scenarios 1 and 3.
MVRP version in scenario 3 is in its default state.

Do one of the following:

• On switches running MVRP version in scenario 2, use the
add-attribute-length-in-pdu statement. For more
information, see “Configuring Multiple VLAN Registration
Protocol (MVRP) on Switches” on page 480.

• On switches running MVRP version in scenario 3, use the
no-attribute-length-in-pdustatement.Formore information,
see “Configuring Multiple VLAN Registration Protocol
(MVRP) on Switches” on page 480.

YesIncludesMVRPversions in scenarios2and3, and
both versions are in their respective default
states

QFabric Requirements

When configuringMVRP on aQFabric system, you can enable it globally or enable it only

on the trunk ports that need to carry VLAN traffic from the attached servers. You also

must manually create the expected VLANs, but you do not have to assign VLAN

membership to the server-facing redundant serverNodeports (asmentionedpreviously).

However, you do have to manually assign VLANmembership to the uplink ports on the

redundant server Node group and network Node group devices that will carry the VLAN

traffic. Table 92 on page 476 summarizes the VLAN requirements for redundant server

Node groups and network Node groups:

Table 92: MVRP VLAN Requirements for Node Devices

Assign VLANMembership to
Trunk Ports?

InterfaceNode Group Type

NoServer-facing trunkRedundant server Node group

YesUplink trunk (to interconnect device)Redundant server Node group

YesUplink trunk (to interconnect device)Network Node groups

DeterminingWhether MVRP isWorking

You can determine whether the switches in your network are running incompatible

versions of MVRP by issuing the showmvrp statistics command. For more information
ondiagnosingandcorrecting thisMVRPcompatibility situation, see “ConfiguringMultiple

VLAN Registration Protocol (MVRP) on Switches” on page 480.

See Also Understanding Bridging and VLANs on Switches on page 132•
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UnderstandingMultiple VLAN Registration Protocol (MVRP) for Dynamic VLAN Registration

Multiple VLAN Registration Protocol (MVRP) is a Layer 2 messaging protocol that

manages the addition, deletion, and renaming of active virtual LANs, thereby reducing

network administrators’ time spent on these tasks. Use MVRP on Juniper Networks MX

Series routers, EXSeries switches andSRXdevices todynamically register andunregister

active VLANs on trunk interfaces. Using MVRPmeans that you do not have to manually

register VLANs on all connections—that is, you do not need to explicitly bind a VLAN to

each trunk interface. With MVRP, you configure a VLAN on one interface and the VLAN

configuration is distributed through all active interfaces in the domain.

TheprimarypurposeofMVRP is tomanagedynamicVLANregistration inLayer2networks.

In managing dynamic VLAN registration, MVRP also prunes VLAN information.

MVRP is an Layer 2 application protocol of theMultiple Registration Protocol (MRP) and

isdefined in the IEEE802.1ak standard.MRPandMVRPweredesignedby IEEE toperform

the same functions as Generic Attribute Registration Protocol (GARP) and GARP VLAN

Registration Protocol (GVRP) while overcoming some GARP and GVRP limitations, in

particular, limitations involving bandwidth usageand convergence time in large networks

with large numbers of VLANs.

MVRPwas created by IEEE as a replacement application for GVRP. MVRP and GVRP

cannot be run concurrently to share VLAN information in a Layer 2 network.

This topic describes:

• HowMVRPWorks on page 477

• Using MVRP on page 478

• MVRP Registration Modes on page 478

• MRP Timers Control MVRP Updates on page 479

• MVRP Uses MRPMessages to Transmit Device and VLAN States on page 479

• MVRP Limitations on page 479

HowMVRPWorks

WhenanyMVRP-memberVLAN is changed, thatVLANsendsaprotocol dataunit (PDU)

toall otherMVRP-memberactiveVLANs.ThePDU informstheotherVLANswhichdevices

and interfaces currently belong to the sendingVLAN.Thisway, allMVRP-memberVLANs

are always updated with the current VLAN state of all other MVRP-member VLANs.

Timers dictate when PDUs can be sent and when devices receiving MVRP PDUs can

update their MVRP VLAN information.

The VLAN registration information sent by MVRP protocol data units (PDUs) includes

thecurrentVLANsmembership—that is,which routersaremembersofwhichVLANs—and

which router interfaces are in which VLAN. MVRP shares all information in the PDUwith

all routers participating in MVRP in the Layer 2 network.

MVRP stays synchronized using these PDUs. The routers in the network participating in

MVRPreceive thesePDUsduringstatechangesandupdate theirMVRPstatesaccordingly.
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MVRP timers dictate when PDUs can be sent and when routers receiving MVRP PDUs

can update their MVRP information.

In addition to sending PDU updates, MVRP dynamically creates VLANs onmember

interfaces when a new VLAN is added to any one interface. This way, VLANs created on

onemember device are propagated to other member devices as part of the MVRP

message exchange process.

VLAN information is distributed as part of the MVRPmessage exchange process and

can be used to dynamically create VLANs, which are VLANs created on one switch and

propagated to other routers as part of the MVRPmessage exchange process. Dynamic

VLAN creation using MVRP is enabled by default, but can be disabled.

Aspart of ensuring thatVLANmembership information is current,MVRP removes routers

and interfaces from theVLAN informationwhen theybecomeunavailable. PruningVLAN

information has these benefits:

• Limits the network VLAN configuration to active participants only, reducing network

overhead.

• Targets the scope of broadcast, unknown unicast, andmulticast (BUM) traffic to

interested devices only.

UsingMVRP

MVRP is disabled by default on the devices and, when enabled, affects only trunk

interfaces. Once you enable MVRP, all VLAN interfaces on the device belong to MVRP

(the default normal registrationmode) and those interfaces accept PDUmessages and
send their own PDUmessages. To prevent one or more interfaces from participating in

MVRP, you can specifically configure an interface to forbidden registrationmode instead
of the default normalmode.

VLAN updating, dynamic VLAN configuration through MVRP, and VLAN pruning are all

active on trunk interfaces when MVRP is enabled.

MVRPRegistrationModes

The MVRP registration mode defines whether an interface does or does not participate

in MVRP.

The following MVRP registration modes are configurable:

• forbidden—The interface does not register or declare VLANS (except statically

configured VLANs).

• normal—The interface accepts MVRPmessages and participates in MVRP. This is the

default registration mode setting.

• restricted—The interface ignores all MVRP JOINmessages received for VLANs that are

not statically configured on the interface.
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MRP Timers Control MVRPUpdates

MVRPregistrationandupdatesarecontrolledby timers thatarepartof theMRPprotocol.

These timers are set on a per-interface basis and define when MVRP PDUs can be sent

and when MVRP information can be updated on a switch.

The following timers are used to control the operation of MVRP:

• Join timer—Controls the interval for the next MVRP PDU transmit opportunity.

• Leave timer—Controls the period of time that an interface on the switch waits in the

Leave state before changing to the unregistered state.

• LeaveAll timer—Controls the frequency with which the interface generates LeaveAll

messages.

BESTPRACTICE: Maintain default timer settings unless there is a compelling
reason to change the settings. Modifying timers to inappropriate values might
cause an imbalance in the operation of MVRP.

MVRPUsesMRPMessages to Transmit Device and VLAN States

MVRPusesMRPmessages to registeranddeclareMVRPstates foraswitchand to inform

the Layer 2 network that a switch is leaving MVRP. Thesemessages are communicated

as part of the PDU to communicate the state of a particular switch interface on the Layer

2 network to the other switches in the network.

The following messages are communicated for MVRP:

• Empty—VLAN information is not being declared and is not registered.

• In—VLAN information is not being declared but is registered.

• JoinEmpty—VLAN information is being declared but not registered.

• JoinIn—VLAN information is being declared and is registered.

• Leave—VLAN information that was previously registered is being withdrawn.

• LeaveAll—All registrations will be de-registered. Participants that want to participate

in MVRPwill need to re-register.

• New—VLAN information is new and possibly not previously registered.

MVRP Limitations

The following limitations apply when configuring MVRP:

• MVRPworks with Rapid Spanning Tree Protocol (RSTP) and Multiple Spanning Tree

Protocol (MSTP), but not with VLAN Spanning Tree Protocol (VSTP).

• MVRP is allowed only on single tagged trunk ports.
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• MVRP is not allowed if a physical interface has more than one logical interface.

• MVRP is only allowed if a logical has one trunk interface (unit 0).

ConfiguringMultiple VLAN Registration Protocol (MVRP) on Switches

MultipleVLANRegistrationProtocol (MVRP) isusedtomanagedynamicVLANregistration

in a LAN. You can use MVRP on QFX switches and on EX Series switches that support or

do not support ELS.

MVRP is disabled by default.

To enable MVRP or set MVRP options, follow these instructions:

• Enabling MVRP on SwitchesWith ELS Support on page 480

• Enabling MVRP on SwitchesWithout ELS Support on page 480

• Enabling MVRP on SwitchesWith QFX Support on page 481

• Disabling MVRP on page 481

• Disabling Dynamic VLANs on EX Series Switches on page 482

• Configuring Timer Values on page 482

• Configuring Passive Mode on QFX Switches on page 484

• Configuring MVRP Registration Mode on EX Switches on page 484

• Using MVRP in a Mixed-Release EX Series Switching Network on page 485

EnablingMVRP on SwitchesWith ELS Support

This example uses Junos OS for EX Series switches with support for the Enhanced Layer

2 Software (ELS) configuration style. MVRP can only be enabled on trunk interfaces.

NOTE: For ELS details, see “Using the Enhanced Layer 2 Software CLI” on
page 36.

MVRP can only be enabled on trunk interfaces. To enable MVRP on a trunk interface:

[edit protocols mvrp]
user@switch# set interface interface-name

EnablingMVRP on SwitchesWithout ELS Support

This example uses Junos OS for EX Series switches that do not support the Enhanced

Layer 2 Software (ELS) configuration style. For ELS details, see “Using the Enhanced

Layer 2 Software CLI” on page 36.

MultipleVLANRegistrationProtocol (MVRP) isusedtomanagedynamicVLANregistration

in a LAN. You can use MVRP on EX Series switches.

MVRP is disabled by default on EX Series switches.
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MVRP can only be enabled on trunk interfaces. To enable MVRP on a trunk interface:

[edit protocols mvrp]
user@switch# set interface all

To enable MVRP on a specific trunk interface:

[edit protocols mvrp]
user@switch# set interface xe-0/0/1.0

EnablingMVRP on SwitchesWith QFX Support

Multiple VLAN Registration Protocol (MVRP) automates the creation andmanagement

of VLANs. When using MVRP on a QFabric system, youmust manually create on the

QFabric theVLANsthatexiston theattachedserversbecause theQFabric implementation

of MVRP does not allow VLANs to be created dynamically. However, you do not need to

manually assign VLANmembership to the QFabric ports that connect to the servers.

MVRP automatically assigns VLANmembership to server-facing QFabric ports when it

learns about a VLAN from an attached server. .

MVRP is disabled by default. To enable MVRP or set MVRP options, follow these

instructions:

This example uses Junos OS for EX Series switches with support for the Enhanced Layer

2 Software (ELS) configuration style. MVRP can only be enabled on trunk interfaces.

NOTE: For ELS details, see “Using the Enhanced Layer 2 Software CLI” on
page 36.

MVRP can only be enabled on trunk interfaces. To enable MVRP on a trunk interface:

[edit protocols mvrp]
user@qfabric# set interface interface-name

NOTE: On QFX Series switches, you must configure specific interfaces—you
cannot specify interface all. You can enable MVRP on an interface range.

DisablingMVRP

MVRP is disabled by default. Perform this procedure only if you have previously enabled

MVRP.

You can disable MVRP globally only. To disable MVRP on all trunk interfaces on a switch

with ELS support, use one of the following commands:

user@switch# deactivate protocolsmvrp
user@switch# delete protocolsmvrp
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To disable MVRP on all trunk interfaces of a QFX switch, an EX switch without ELS

Support or an entire QFabric system:

[edit protocols mvrp]
user@switch# set disable

TodisableMVRPonaspecific trunkQFXswitchor anEXswitchwithout interface support:

[edit protocols mvrp]
user@qfabric# set disable interface interface-name

[edit protocols mvrp]
user@switch# set disable interface xe-0/0/1.0

See Also disable on page 669•

• add-attribute-length-in-pdu on page 646

• no-attribute-length-in-pdu on page 786

Disabling Dynamic VLANs on EX Series Switches

By default, dynamic VLANs can be created on interfaces participating inMVRP. Dynamic

VLANs are VLANs created on one switch that are propagated to other switches

dynamically, in this case, using MVRP.

DynamicVLANcreation throughMVRPcannotbedisabledper switch interface.Todisable

dynamic VLAN creation for interfaces participating in MVRP, youmust disable it for all

interfaces on the switch.

To disable dynamic VLAN creation:

[edit protocols mvrp]
user@switch# set no-dynamic-vlan

See Also no-dynamic-vlan on page 787•

• add-attribute-length-in-pdu on page 646

• no-attribute-length-in-pdu on page 786

Configuring Timer Values

The timers in MVRP define the amount of time all interfaces on a switch or a specific

interface wait to join or leave MVRP, or to send or process the MVRP information for the

switch after receiving an MVRP PDU. The join timer controls the amount of time the

switch waits to accept a registration request, the leave timer controls the period of time

that the switch waits in the Leave state before changing to the unregistered state, and
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the leaveall timer controls the frequency with which the LeaveAll messages are

communicated.

The defaultMVRP timer values are 200ms for the join timer, 1000ms for the leave timer,

and 10 seconds for the leaveall timer.

BESTPRACTICE: Maintain default timer settings unless there is a compelling
reason to change the settings. Modifying timers to inappropriate values might
cause an imbalance in the operation of MVRP.

On an EX Series switch that uses Junos OSwith support for ELS, if the timer value set on

an interface level is different from the value set on a switch level, then the value on the

interface level takes precedence.

To set the join timer for all interfaces on the switch:

[edit protocols mvrp]
user@switch# set join-timer milliseconds

[edit protocols mvrp]
user@switch# set interface all join-timer 300

To set the join timer for a specific interface:

[edit protocols mvrp]
user@switch# set interface interface-name join-timer milliseconds

[edit protocols mvrp]
user@qfabric# set interface interface-name 300

[edit protocols mvrp]
user@switch# set interface xe-0/0/1.0 300

To set the leave timer for all interfaces on the switch:

[edit protocols mvrp]
user@switch# set leave-timer milliseconds

[edit protocols mvrp]
user@switch# set interface all leave-timer 1200

To set the leave timer for a specific interface:

[edit protocols mvrp]
user@switch# set interface interface-name leave-timer milliseconds

[edit protocols mvrp]
user@qfabric# set interface interface-name leave-timer 1200
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To set the leaveall timer for all interfaces on the switch:

[edit protocols mvrp]
user@switch# set leaveall-timer seconds

[edit protocols mvrp]
user@qfabric# set interface interface-name leaveall-timer 12000

[edit protocols mvrp]
user@switch# set interface all leaveall-timer 12000

To set the leaveall timer for a specific interface:

[edit protocols mvrp]
user@switch# set interface interface-name leaveall-timer seconds

[edit protocols mvrp]
user@switch# set interface xe-0/0/1.0 leaveall-timer 12000

See Also join-timer (MVRP) on page 748•

• leave-timer (MVRP) on page 758

• leaveall-timer (MVRP) on page 760

Configuring Passive Mode on QFX Switches

QFX switches include amode—called passive mode—in which an MVRP-configured

interface does not announce its membership in a VLAN or send any VLAN declarations

(updates) unless it receives registration for that VLAN from a peer (server).

To configure an interface to operate in passive mode:

[edit protocols mvrp]
user@qfabric# set interface interface-name passive

ConfiguringMVRP RegistrationMode on EX Switches

NOTE: Not supported in QFabric.

The default MVRP registration mode for any interface participating in MVRP is normal.

An interface in normal registration mode participates in MVRPwhen MVRP is enabled

on the switch.

You can change the registration mode of a specific interface to forbidden. An interface

in forbidden registrationmode does not participate in MVRP even if MVRP is enabled on

the switch.

To set an interface to forbidden registration mode:
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[edit protocols mvrp]
user@switch# set interface xe-0/0/1.0 registration forbidden

[edit protocols mvrp]
user@switch# set interface all registration forbidden

To set an interface to normal registration mode:

[edit protocols mvrp]
user@switch# set interface xe-0/0/1.0 registration normal

[edit protocols mvrp]
user@switch# set interface xe-0/0/1.0 registration normal

To set all interfaces to normal registration mode:

[edit protocols mvrp]
user@switch# set interface all registration normal

See Also registration on page 829•

UsingMVRP in aMixed-Release EX Series Switching Network

Except in Junos OS Releases 11.2 and earlier, MVRP has conformed with IEEE standard

802.1ak and IEEE Draft 802.1Q regarding the inclusion of an extra byte in the protocol

data units (PDUs) sent and received by MVRP.

As a result of the non-comformance of releases 11.2 and earlier and changes in the

standards regarding the extra byte, the following mixed environments can arise in EX

Series switches without ELS support:

• Mixed environment A: MVRP in Junos OS Releases 11.2 and earlier includes the extra

byte, while MVRP in Junos OS Releases 11.3 and later for EX Series switches that do

not support the Enhanced Layer 2 Software (ELS) configuration style does not include

the extra byte.

• Mixed environment B:MVRP in JunosOSReleases 13.2 and later for EX Series switches

with support for ELS includes the extra byte, whileMVRP in JunosOSReleases 11.3 and

later for EX Series switches that do not support ELS does not include the extra byte.

As a result of changes in the standards with regard to the extra byte, MVRP in Junos OS

Releases 13.2 and later for EX Series switches with support for the Enhanced Layer 2

Software (ELS) includes the extra byte, while MVRP in Junos OS Releases 11.3 and later

for EX Series switches that do not support ELS does not include the extra byte. A

compatibility issue arises, wherein the ELS version of MVRP does not recognize PDUs

without the extra byte sent by the non-ELS version of MVRP.

Acompatibility issuearises inmixedenvironmentsAandB,wherein theversionsofMVRP

that include the extra byte do not recognize PDUs that do not include the extra byte.
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If your network has amix of MVRP versions, you can alter MVRP on the switches running

Release 11.3 and later on switches that do not support ELS so they include the extra byte

in the PDU and are therefore, compatible with the other MVRP versions.

Acompatibility issuearises inmixedenvironmentsAandB,wherein theversionsofMVRP

that include the extra byte do not recognize PDUs that do not include the extra byte.

Formore informationabout these issues, see “UnderstandingMultipleVLANRegistration

Protocol (MVRP)” on page 472.

TomakeMVRPonon switches that do not support ELS (Release 11.3 or later) compatible

with MVRP in the other releases:

[edit protocols mvrp]
user@switch# set add-attribute-length-in-pdu

If your network includes amix of EX Series switches running ELS and non-ELS versions

of MVRP, you can eliminate the compatibility issue by entering the following command

on the switches running the ELS version of MVRP:

[edit protocols mvrp]
user@switch# set no-attribute-length-in-pdu

Theno-attribute-length-in-pdu statementprevents theELSversionofMVRPfromsending

PDUs with the extra byte, thereby eliminating the compatibility issue with the non-ELS

version of MVRP.

You can recognize an MVRP version compatibility issue by observing the switch running

the ELS version of MVRP. Because a switch running the ELS version of MVRP cannot

interpret an unmodified PDU from a switch running the non-ELS version of MVRP, the

switch will not add VLANs from the non-ELS version of MVRP. When you use the show

mvrp statistics command in the ELS version of MVRP, the values for Received Join Empty

and Received Join Inwill incorrectly display zero, even though the value for the Received

MVRP PDUswithout error has been increased. Another indication that MVRP is having a

version compatibility issue is that unexpected VLAN activity, such as multiple VLAN

creation, takes place on the switch running the ELS version of MVRP.

ConfiguringMultipleVLANRegistrationProtocol(MVRP)toManageDynamicVLANRegistration
on Security Devices

Starting in Junos OS Release 15.1X49-D80, Multiple VLAN Registration Protocol (MVRP)

tomanage dynamic VLAN registration is supported on SRX1500 devices. Multiple VLAN

Registration Protocol (MVRP) is used to manage dynamic VLAN registration in a Layer

2 network. You can configure MVRP on SRX Series devices.

MVRP is disabled by default on SRX Series devices.

To enable MVRP and to set MVRP options, follow these instructions:

• Enabling MVRP on page 487

• Changing the Registration Mode to Disable Dynamic VLANs on page 487
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• Configuring Timer Values on page 487

• Configuring the Multicast MAC Address for MVRP on page 488

• Configuring an MVRP Interface as a Point-to-Point Interface on page 488

• Configuring MVRP Tracing Options on page 488

• Disabling MVRP on page 489

EnablingMVRP

MVRP can be enabled only on trunk interfaces.

To enable MVRP on a specific trunk interface (here, interface ge-0/0/1):

[edit protocols mvrp]
user@host# set interface ge-0/0/1

Changing the RegistrationMode to Disable Dynamic VLANs

When the registrationmode for an interface is set tonormal (thedefault), dynamicVLANs

are created on interfaces participating inMVRP. The dynamicVLANs created on oneSRX

Series device are then propagated bymeans of MVRP to other SRX Series devices in the

topology.

However, dynamic VLAN creation through MVRP can be disabled for all trunk interfaces

or for individual trunk interfaces.

Configuring Timer Values

The timers in MVRP define the amount of time an interface waits to join or leave MVRP

or to send or process the MVRP information for the router or switch after receiving an

MVRP PDU:

• The join timer controls the amount of time the router or switch waits to accept a

registration request.

• The leave timer controls the period of time that the router or switch waits in the Leave

state before changing to the unregistered state.

• The leaveall timer controls the frequency with which the LeaveAll messages are

communicated.

The defaultMVRP timer values are 200ms for the join timer, 1000ms for the leave timer,

and 60 seconds for the leaveall timer.

BESTPRACTICE: Maintain default timer settings unless there is a compelling
reason to change the settings. Modifying timers to inappropriate values might
cause an imbalance in the operation of MVRP.

To set the join timer at 300ms for a specific interface (here, interface ge-0/0/1):

[edit protocols mvrp]
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user@host# set interface ge-0/0/1 join-timer (MVRP) 300

To set the leave timer at 400ms for a specific interface (here, interface ge-0/0/1):

[edit protocols mvrp]
user@host# set interface ge-0/0/1 leave-timer 400

To set the leaveall timer at 20 seconds for a specific interface (here, interface ge-0/0/1):

[edit protocols mvrp]
user@host# set interface ge-0/0/1 leaveall-timer 20

See Also join-timer (MVRP) on page 748•

• leave-timer (MVRP) on page 758

• leaveall-timer (MVRP) on page 760

Configuring theMulticast MAC Address for MVRP

MVRPuses thecustomerMVRPmulticastMACaddresswhenMVRP isenabled.However,

you can configure MVRP to use the provider MVRPmulticast MAC address instead.

To configure MVRP to use the provider MVRPmulticast MAC address:

[edit protocols mvrp]
user@host# set bpdu-destination-mac-address provider-bridge-group;

See Also bpdu-destination-mac-address on page 654•

Configuring anMVRP Interface as a Point-to-Point Interface

Specify that a configured interface is connected point-to-point. If specified, a

point-to-point subset of the MRP state machine provides a simpler andmore efficient

method to accelerate convergence on the network.

To specify that an MVRP interface is point-to-point (here, interface ge-0/0/1):

[edit protocols mvrp]
user@host# set interface ge-0/0/1 point-to-point (MVRP);

See Also point-to-point (MVRP) on page 802•

ConfiguringMVRP Tracing Options

Set MVRP protocol-level tracing options.
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To specify MVRP protocol tracing (here, the file is /var/log/mvrp-log, size is 2m, number

of files is 28, the optionworld-readable indicates the log can be read by user, and MVRP

is flagging events):

[edit protocols mvrp]
user@host# edit traceoptions file /var/log/mvrp-log size 2m files 28world-readable flag
events

DisablingMVRP

MVRP isdisabledbydefault. Youneed toperformthisprocedureonly ifMVRP ispreviously

enabled.

To disable MVRP on all trunk interfaces, use one of the following commands:

[edit]
user@host# deactivate protocolsmvrp
user@host# delete protocolsmvrp

See Also Understanding VLANs•

Example: Configuring Automatic VLANAdministration on QFX Switches UsingMVRP

As the numbers of servers and VLANs attached to a QFabric systems increase, VLAN

administrationbecomescomplexand the taskofefficiently configuringVLANsonmultiple

redundant serverNodegroupdevicesbecomes increasinglydifficult. Topartiallyautomate

VLAN administration, you can enable Multiple VLAN Registration Protocol (MVRP) on

your QFabric system. If your QFabric system connects to servers that host many virtual

machines that require their own VLANs, using MVRP can save you the time and effort

thatwouldbe required tomanually configure andadminister theVLANson the interfaces

that connect to theservers. For example, if a virtualmachinemovesbetweenservers—and

therefore connects to a different redundant server Node group interface—MVRP can

configure the appropriate VLANmembership on the new server Node group interface.

NOTE: Only trunk interfaces can be enabled for MVRP.

This example describes how to configure MVRP on a QFabric system.

• Requirements on page 490

• Overview and Topology on page 490

• Configuring VLANs and Network Node Group Interfaces on page 491

• Configuring the Redundant Server Node Group on page 492

• Verification on page 494
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Requirements

This example uses the following hardware and software components:

• One QFabric system

• Junos OS Release 13.1 for the QFX Series

Overview and Topology

MVRP ensures that the VLANmembership information on the trunk interface is updated

as the switch’s access interfaces become active or inactive in the configured VLANs in a

static or dynamic VLAN creation setup.

You do not need to explicitly bind a VLAN to the trunk interface. WhenMVRP is enabled,

the trunk interface advertises all the VLANs that are active (bound to access interfaces)

on that switch. An MVRP-enabled trunk interface does not advertise VLANs that have

been configured on the switch but that are not currently bound to an access interface.

Thus, MVRP provides the benefit of reducing network overhead—by limiting the scope

of broadcast, unknown unicast, andmulticast (BUM) traffic to interested devices only.

WhenVLANaccess interfacesbecomeactiveor inactive,MVRPensures that theupdated

information is advertisedon the trunk interface. Thus, in this example, distributionSwitch

C does not forward traffic to inactive VLANs.

A redundant serverNodegroupdevice is connected toaserver thathosts virtualmachines

for three customers, each of which requires its own VLAN.

• customer-1: VLAN ID 100

• customer-2: VLAN ID 200

• customer-3: VLAN ID 300

Table 93 on page 490 explains the components of the example topology.

Table 93: Components of the Example Topology

SettingsSettings

• Redundant server Node group device

• Network Node group device

Hardware

• customer-1, VLAN ID (tag)100

• customer-2, VLAN ID (tag)200

• customer-3, VLAN ID (tag)300

VLAN names and IDs

Redundant server Node group device interfaces:

• RSNG:xe-0/1/1—Uplink to interconnect device

• RSNG:xe-0/0/1—Server-facing interface

Network Node group device interface:

• NNG:xe-0/0/1—Uplink to interconnect device

Interfaces
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Configuring VLANs and Network Node Group Interfaces

To configure VLANs, bind the VLANs to the server-facing trunk interface, and enable

MVRP on the trunk interface of the network Node group device, perform these tasks:

CLI Quick
Configuration

To quickly configure VLANs on the QFabric system, assign VLANmembership to the

uplink port on the network Node group device, and configure the uplink port to be trunk:

[edit]
set vlans customer-1 vlan-id 100
set vlans customer-2 vlan-id 200
set vlans customer-3 vlan-id 300
set interfaces NNG:xe-0/0/1 unit 0 family ethernet-switching port-mode trunk
set interfaces NNG:xe-0/0/1 unit 0 family ethernet-switching vlanmembers [customer-1
customer-2 customer-3]

NOTE: As recommended as a best practice, default MVRP timers are used
in this example, so they are not configured. The default values associated
with each MVRP timer are: 200 ms for the join timer, 1000 ms for the leave
timer, and 10000 ms for the leaveall timer. Modifying timers to inappropriate
values might cause an imbalance in the operation of MVRP.

Step-by-Step
Procedure

To create the VLANs and configure the network Node group device for MVRP, follow

these steps. Note that you are creating VLANs for the entire QFabric system, so you do

not need to create them on specific QFabric devices.

1. Configure the VLAN for customer 1:

[edit]
user@qfabric# set vlans customer-1 vlan-id 100

2. Configure the VLAN for customer 2:

[edit]
user@qfabric# set vlans customer-2 vlan–id 200

3. Configure the VLAN for customer 3:

[edit]
user@qfabric# set vlans customer-3 vlan–id 300

4. Configure an uplink interface (one that connects to an interconnect device) to be

a trunk:

[edit]
user@qfabric# set interfaces NNG:xe-0/0/1 unit 0 family ethernet-switching port-mode
trunk

5. Configure the uplink interface to be amember of all three VLANs:
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[edit]
user@qfabric# set interfacesNNG:xe-0/0/1unit 1 familyethernet-switchingvlanmembers
[customer-1 customer-2 customer-3]

NOTE: If you want the uplink interface to be a member of all the VLANs
in the QFabric system, you can enter all instead of specifying the

individual VLANs.

Results Check the results of the configuration on the network Node group device:

[edit]
user@qfabric# show interfaces NNG:xe-0/0/1.0
family ethernet-switching {

port-mode trunk;
vlan {

members customer-1 customer-2 customer-3;
}

}

[edit]
user@qfabric# show vlans
customer-1 {

vlan-id 100;
}
customer-2 {

vlan-id 200;
}
customer-3 {

vlan-id 300;
}

Configuring the Redundant Server Node Group

CLI Quick
Configuration

To quickly configure the redundant server Node group device for MVRP:

[edit]
set interfaces RSNG:xe-0/1/1 unit 0 family ethernet-switching port-mode trunk
set interfaces RSNG:xe-0/1/1 unit 0 family ethernet-switching vlanmembers [customer-1
customer-2 customer-3]
set interfaces RSNG:xe-0/0/1 unit 0 family ethernet-switching port-mode trunk
set protocolsmvrp interface RSNG:xe-0/0/1.0 passive
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Step-by-Step
Procedure

To configure the redundant server Node group device, follow these steps. Note that you

do not need to configure the VLANs on the server-facing interface (RSNG:xe-0/0/1), but

you do need to configure the VLANs on the uplink interface. Also notice that in this

example you configure the server-facing interface to be passive, whichmeans that it will

notannounce itsmembership inaVLANor sendanyVLANdeclarations (updates)unless

it receives registration for that VLAN from the server.

1. Configure an uplink interface (one that connects to the interconnect device) to be

a trunk:

[edit]
user@qfabric# set interfaces RSNG:xe-0/1/1 unit 0 family ethernet-switching port-mode
trunk

2. Configure the uplink interface to be amember of all three VLANs:

[edit]
user@qfabric# set interfacesNNG:xe-0/1/1unit0familyethernet-switchingvlanmembers
[customer-1 customer-2 customer-3]

3. Configure an interface that connects to the server that hosts multiple virtual

machines to be a trunk:

[edit]
user@qfabric# set interfacesRSNG:xe-0/0/1 unit 0 family ethernet-switching port-mode
trunk

4. Enable MVRP on the server-facing trunk interface and configure it to be passive:

[edit]
user@qfabric# set protocolsmvrp interface RSNG:xe-0/0/1.0 passive

Results Check the results of the configuration for the redundant server Node group:

[edit]
user@qfabric# show interfaces RSNG:xe-0/0/1.0
family ethernet-switching {

port-mode trunk;
}

[edit]
user@qfabric# show interfaces RSNG:xe-0/1/1.0
family ethernet-switching {

port-mode trunk;
}

passive
}

[edit]
user@qfabric# show protocolsmvrp
interface RSNG:xe-0/0/1.0;
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Verification

To confirm that the configuration is updating VLANmembership, perform these tasks:

• Verifying That MVRP Is Enabled On The QFabric System on page 494

Verifying That MVRP Is Enabled On The QFabric System

Purpose Verify that MVRP is enabled on the appropriate interfaces

Action Show the MVRP configuration:

user@qfabric> showmvrp

MVRP configuration 
MVRP status                 : Enabled        

MVRP timers (ms): 
Interface         Join   Leave       LeaveAll
--------------    -----  --------    ----------- 
NNG:xe-0/0/1.0    200     1000       10000    
RSNG:xe-0/0/1.0   200     1000       10000    
RSNG:xe-0/1/1.0   200     1000       10000

Interface           Status        Registration Mode
--------------  --------      ----------------- 
NNG:xe-0/0/1.0      Enabled       Normal    
RSNG:xe-0/1/1.0     Enabled       Normal    
RSNG:xe-0/0/1.0     Enabled       Passive    

Meaning The results show that MVRP is enabled on the appropriate network Node group and

redundant server Node group interfaces and that the default timers are used.

Example:ConfiguringAutomaticVLANAdministrationUsingMVRPonEXSeriesSwitcheswith
ELS Support

NOTE: This example uses Junos OS for EX Series switches with support for
the Enhanced Layer 2 Software (ELS) configuration style. If your switch runs
software that does not support ELS, see “Example: Configuring Automatic
VLAN Administration Using MVRP on EX Series Switches” on page 507. For
ELS details, see “Using the Enhanced Layer 2 Software CLI” on page 36.

As a network expands and the number of clients and VLANs increases, VLAN

administrationbecomescomplexand the taskofefficiently configuringVLANsonmultiple

EX Series switches becomes increasingly difficult. However, you can automate VLAN

administration by enablingMultiple VLANRegistration Protocol (MVRP) on the network.
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MVRPalsodynamically createsVLANs, further simplifying thenetworkoverhead required

to statically configure VLANs.

NOTE: Only trunk interfaces can be enabled for MVRP.

This example describes how to use MVRP to automate administration of VLAN

membership changes within your network and how to use MVRP to dynamically create

VLANs:

• Requirements on page 495

• Overview and Topology on page 495

• Configuring VLANs and MVRP on Access Switch A on page 497

• Configuring VLANs and MVRP on Access Switch B on page 500

• Configuring VLANS and MVRP on Distribution Switch C on page 502

• Verification on page 503

Requirements

This example uses the following hardware and software components:

• Two EX Series access switches

• One EX Series distribution switch

• Junos OS Release 13.2X50-D10 or later for EX Series switches

BeforeyouconfigureMVRPonan interface, youmustenableoneof the followingspanning

tree protocols on that interface:

• Rapid Spanning-Tree Protocol (RSTP). For more information about RSTP, see

Understanding RSTP .

• Multiple Spanning-Tree Protocol (MSTP). For more information about MSTP, see

Understanding MSTP.

Overview and Topology

MVRP is used to manage dynamic VLAN registration in a LAN. It can also be used to

dynamically create VLANs.

This example uses MVRP to dynamically create VLANs on the switching network.

Alternatively, you can disable dynamic VLAN creation and create VLANs statically.

Enabling MVRP on the trunk interface of each switch in your switching network ensures

that the active VLAN information for the switches in the network is propagated to each

switch through the trunk interfaces, assuming dynamic VLAN creation is enabled for

MVRP.

MVRP ensures that the VLANmembership information on the trunk interface is updated

as the switch’s access interfaces become active or inactive in the configured VLANs in a

static or dynamic VLAN creation setup.
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You do not need to explicitly bind a VLAN to the trunk interface. WhenMVRP is enabled,

the trunk interface advertises all the VLANs that are active (bound to access interfaces)

on that switch. An MVRP-enabled trunk interface does not advertise VLANs that are

configured on the switch but are not currently bound to an access interface. Thus, MVRP

provides the benefit of reducing network overhead—by limiting the scope of broadcast,

unknown unicast, andmulticast (BUM) traffic to interested devices only.

WhenVLANaccess interfacesbecomeactiveor inactive,MVRPensures that theupdated

information isadvertisedon the trunk interface.Thus, in this example, distributionSwitchC

does not forward traffic to inactive VLANs.

NOTE: This example shows a network with three VLANs: finance, sales, and

lab. All three VLANs are running the same version of Junos OS. If switches in

this network were running a mix of Junos OS releases that included Release
11.3, additional configuration would be necessary—see “Configuring Multiple
VLAN Registration Protocol (MVRP) on Switches” on page 480 for details.

Figure28onpage496showsMVRPconfiguredontwoaccessswitchesandonedistribution

switch.

Figure 28: MVRP Configured on Two Access Switches and One Distribution Switch for
Automatic VLAN Administration

Table 94 on page 497 explains the components of the example topology.
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Table 94: Components of the Network Topology

SettingsSettings

• Access Switch A

• Access Switch B

• Distribution Switch C

Switch hardware

finance, tag 100
lab, tag 200
sales, tag 300

VLAN names and tag IDs

Access Switch A interfaces:

• ge-0/0/1—Connects PC1 to access Switch A.

• ge-0/0/2—Connects PC2 to access Switch A.

• ge-0/0/3—Connects PC3 to access Switch A.

• xe-0/1/1—Connects access Switch A to distribution Switch
C (trunk).

Access Switch B interfaces:

• ge-0/0/0—Connects PC4 to access Switch B.

• ge-0/0/1—Connects PC5 to access Switch B.

• ge-0/0/2—Reserved for future use,

• xe-0/1/0—Connects access Switch B to distribution Switch
C. (trunk)

Distribution Switch C interfaces:

• xe-0/1/1—Connects distribution Switch C to access Switch
A. (trunk)

• xe-0/1/0—Connects distribution Switch C to access Switch
B. (trunk)

Interfaces

Configuring VLANs andMVRP on Access Switch A

ToconfigureVLANson theswitch,bindaccess interfaces to theVLANs,andenableMVRP

on the trunk interface of access Switch A, perform these tasks:

CLI Quick
Configuration

To quickly configure access Switch A forMVRP, copy the following commands and paste

them into the switch terminal window of Switch A:

[edit]
set vlans finance vlan-id 100
set vlans lab vlan-id 200
set vlans sales vlan-id 300
set interfaces ge-0/0/1 unit 0 family ethernet-switching vlanmembers finance
set interfaces ge-0/0/2 unit 0 family ethernet-switching vlanmembers lab
set interfaces ge-0/0/3 unit 0 family ethernet-switching vlanmembers sales
set interfaces xe-0/1/1 unit 0 family ethernet-switching interface-mode trunk
set protocolsmvrp interface xe-0/1/1
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NOTE: This example uses default MVRP timers. The default values associated
with each MVRP timer are: 200 ms for the join timer, 1000 ms for the leave
timer, and 10000 ms (10 seconds) for the leaveall timer. We recommend
retaining the use of default timer values as modifying timers to inappropriate
values might cause an imbalance in the operation of MVRP. However, if you
choose to change the default settings, keep in mind that on an EX Series
switch that uses Junos OS with support for ELS, if the timer value set on an
interface level is different from the value set on a switch level, then the value
on the interface level takes precedence.

Step-by-Step
Procedure

To configure access Switch A for MVRP:

1. Configure the finance VLAN:

[edit]
user@Access-Switch-A# set vlans finance vlan-id 100

2. Configure the lab VLAN:

[edit]
user@Access-Switch-A# set vlans lab vlan–id 200

3. Configure the sales VLAN:

[edit]
user@Access-Switch-A# set vlans sales vlan–id 300

4. Configure an Ethernet interface as amember of the finance VLAN:

[edit]
user@Access-Switch-A# set interfaces ge-0/0/1 unit 0 family ethernet-switching vlan
members finance

5. Configure an Ethernet interface as amember of the lab VLAN:

[edit]
user@Access-Switch-A# set interfaces ge-0/0/2 unit 0 family ethernet-switching vlan
members lab

6. Configure an Ethernet interface as amember of the sales VLAN:

[edit]
user@Access-Switch-A# set interfaces ge-0/0/3 unit 0 family ethernet-switching vlan
members sales

7. Configure a trunk interface:

[edit]
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user@Access-Switch-A# set interfaces xe-0/1/1 unit 0 family ethernet-switching
interface-mode trunk

8. Enable MVRP on the trunk interface:

[edit]
user@Access-Switch-A# set protocolsmvrp interface xe-0/1/1

Results Check the results of the configuration on Switch A:

[edit]
user@Access-Switch-A# show
interfaces {

ge-0/0/1 {
unit 0 {

family ethernet-switching {
vlan {

members finance;
}

}
}

}
ge-0/0/2 {

unit 0 {
family ethernet-switching {

vlan {
members lab;

}
}

}
}
ge-0/0/3 {

unit 0 {
family ethernet-switching {

vlan {
members sales;

}
}

}
}
xe-0/1/1 {

unit 0 {
family ethernet-switching {

interface-mode trunk;
}

}
}

}
protocols {

mvrp {
interface xe-0/1/1;

}
}
vlans {
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finance {
vlan-id 100;

}
lab {

vlan-id 200;
}
sales {

vlan-id 300;
}

}

Configuring VLANs andMVRP on Access Switch B

To configure three VLANs on the switch, bind access interfaces for PC4 and PC5 to the

VLANs, and enableMVRPon the trunk interface of access Switch B, perform these tasks:

CLI Quick
Configuration

To quickly configure Access Switch B forMVRP, copy the following commands and paste

them into the switch terminal window of Switch B:

[edit]
set vlans finance vlan-id 100
set vlans lab vlan-id 200
set vlans sales vlan-id 300
set interfaces ge-0/0/0 unit 0 family ethernet-switching vlanmembers finance
set interfaces ge-0/0/1 unit 0 family ethernet-switching vlanmembers lab
set interfaces xe-0/1/0 unit 0 family ethernet-switching interface-mode trunk
set protocolsmvrp interface xe-0/1/0

Step-by-Step
Procedure

To configure access Switch B for MVRP:

1. Configure the finance VLAN:

[edit]
user@Access-Switch-B# set vlans finance vlan-id 100

2. Configure the lab VLAN:

[edit]
user@Access-Switch-B# set vlans lab vlan–id 200

3. Configure the sales VLAN:

[edit]
user@Access-Switch-B# set vlans sales vlan–id 300

4. Configure an Ethernet interface as amember of the finance VLAN:

[edit]
user@Access-Switch-B# set interfaces ge-0/0/0 unit 0 family ethernet-switching vlan
members finance

5. Configure an Ethernet interface as amember of the lab VLAN:

[edit]
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user@Access-Switch-B# set interfaces ge-0/0/1 unit 0 family ethernet-switching vlan
members lab

6. Configure a trunk interface:

user@Access-Switch-B# set interfaces xe-0/1/0 unit 0 family ethernet-switching
interface-mode trunk

7. Enable MVRP on the trunk interface:

[edit]
user@Access-Switch-B# set protocolsmvrp xe-0/1/0

NOTE: This example uses default MVRP timers. The default values
associated with each MVRP timer are: 200 ms for the join timer, 1000
ms for the leave timer, and 10000 ms (10 seconds) for the leaveall timer.
We recommend retaining the use of default timer values as modifying
timers to inappropriate values might cause an imbalance in the operation
of MVRP. However, if you choose to change the default values, keep in
mind that on an EX Series switch that uses Junos OS with support for
ELS, if the timer value set on an interface level is different from the value
set on a switch level, then the value on the interface level takes
precedence.

Results Check the results of the configuration for Switch B:

[edit]
user@Access-Switch-B# show
interfaces {

ge-0/0/0 {
unit 0 {

family ethernet-switching {
vlan {

members finance;
}

}
}

}
ge-0/0/1 {

unit 0 {
family ethernet-switching {

vlan {
members lab;

}
}

}
}
xe-0/1/0 {

unit 0 {
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family ethernet-switching {
interface-mode trunk;

}
}

}
}

protocols {
mvrp {

interface xe-0/1/0;
}

}
vlans {

finance {
vlan-id 100;

}
lab {

vlan-id 200;
}
sales {

vlan-id 300;
}

}

Configuring VLANS andMVRP on Distribution Switch C

CLI Quick
Configuration

To quickly configure distribution Switch C for MVRP, copy the following commands and

paste them into the switch terminal window of distribution Switch C:

[edit]
set interfaces xe-0/1/1 unit 0 family ethernet-switching interface-mode trunk
set interfaces xe-0/1/0 unit 0 family ethernet-switching interface-mode trunk
set protocolsmvrp interface xe-0/1/1
set protocolsmvrp interface xe-0/1/0

Step-by-Step
Procedure

To configure distribution Switch C for MVRP:

1. Configure the trunk interface to access Switch A:

[edit]
user@Distribution-Switch-C# set interfaces xe-0/1/1 unit 0 family ethernet-switching
interface-mode trunk

2. Configure the trunk interface to access Switch B:

[edit]
user@Distribution-Switch-C# set interfaces xe-0/1/0 unit 0 family ethernet-switching
interface-mode trunk

3. Enable MVRP on the trunk interface for xe-0/1/1 :

[edit]
user@Distribution-Switch-C# set protocolsmvrp interface xe-0/1/1
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4. Enable MVRP on the trunk interface for xe-0/1/0 :

[edit]
user@Distribution-Switch-C# set protocolsmvrp interface xe-0/1/0

Results Check the results of the configuration for Switch C:

[edit]
user@Distribution Switch-C# show
interfaces {

xe-0/1/0 {
unit 0 {

family ethernet-switching {
interface-mode trunk;

}
}

}
xe-0/1/1 {

unit 0 {
family ethernet-switching {

interface-mode trunk;
}

}
}

}
protocols {

mvrp {
interface xe-0/1/0;
interface xe-0/1/1;

}

Verification

To confirm that the configuration is updating VLANmembership, perform these tasks:

• Verifying That MVRP Is Enabled on Access Switch A on page 503

• Verifying That MVRP Is Updating VLANMembership on Access Switch A on page 504

• Verifying That MVRP Is Enabled on Access Switch B on page 505

• Verifying That MVRP Is Updating VLANMembership on Access Switch B on page 505

• Verifying That MVRP Is Enabled on Distribution Switch C on page 506

• VerifyingThatMVRPIsUpdatingVLANMembershiponDistributionSwitchConpage506

Verifying That MVRP Is Enabled on Access Switch A

Purpose Verify that MVRP is enabled on the switch.

Action Show the MVRP configuration:

user@Access-Switch-A> showmvrp
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MVRP configuration for routing instance 'default-switch'
MVRP dynamic VLAN creation : Enabled
MVRP BPDU MAC address      : Customer bridge group (01-80-C2-00-00-21)
MVRP timers (ms)
  Interface       Join   Leave  LeaveAll
  xe-0/1/1         200    1000     10000

Meaning The results show that MVRP is enabled on the trunk interface of Switch A and that the

default timers are used.

Verifying That MVRP Is Updating VLANMembership on Access Switch A

Purpose Verify that MVRP is updating VLANmembership by displaying the Ethernet switching

interfaces and associated VLANs that are active on Switch A.

Action List Ethernet switching interfaces on the switch:

user@Access-Switch-A> show ethernet-switching interface

Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
ge-0/0/1.0                    65535                                 tagged
             finance    100
                              65535    Forwarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
ge-0/0/2.0                    65535                                 tagged
             lab        200
                              65535    Forwarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
ge-0/0/3.0                    65535                                   tagged
             sales      300
                              65535    Forwarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/1/1.0                    65535                                   tagged
             finance    100
                              65535    Forwarding
             lab        200
                              65535    Forwarding
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Meaning MVRPhas automatically added finance and lab asVLANmembers on the trunk interface

because they are being advertised by access Switch B.

Verifying That MVRP Is Enabled on Access Switch B

Purpose Verify that MVRP is enabled on the switch.

Action Show the MVRP configuration:

user@Access-Switch-B> showmvrp

MVRP configuration for routing instance 'default-switch'
MVRP dynamic VLAN creation : Enabled
MVRP BPDU MAC address      : Customer bridge group (01-80-C2-00-00-21)
MVRP timers (ms)
  Interface       Join   Leave  LeaveAll
  xe-0/1/0         200    1000     10000

Meaning The results show that MVRP is enabled on the trunk interface of Switch B and that the

default timers are used.

Verifying That MVRP Is Updating VLANMembership on Access Switch B

Purpose Verify that MVRP is updating VLANmembership by displaying the Ethernet switching

interfaces and associated VLANs that are active on Switch B.

Action List Ethernet switching interfaces on the switch:

user@Access-Switch-B> show ethernet-switching interface

Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
ge-0/0/0.0                    65535                                 tagged
             finance    100
                              65535    Forwarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
ge-0/0/1.0                    65535                                 tagged
             lab        200
                              65535    Forwarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/1/0.0                    65535                                   tagged
             finance    100
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                              65535    Forwarding
             lab        200
                              65535    Forwarding
             sales      300
                              65535    Forwarding

Meaning MVRP has automatically added finance, lab, and sales as VLANmembers on the trunk

interface because they are being advertised by access Switch A.

Verifying That MVRP Is Enabled on Distribution Switch C

Purpose Verify that MVRP is enabled on the switch.

Action Show the MVRP configuration:

user@Distribution-Switch-C> showmvrp

MVRP configuration for routing instance 'default-switch'
MVRP dynamic VLAN creation : Enabled
MVRP BPDU MAC address      : Customer bridge group (01-80-C2-00-00-21)
MVRP timers (ms)
  Interface       Join   Leave  LeaveAll
  xe-0/1/1         200    1000     10000
  xe-0/1/0         200    1000     10000

Meaning The results show that MVRP is enabled on the trunk interfaces of Switch C and that the

default timers are used.

Verifying That MVRP Is Updating VLANMembership on Distribution Switch C

Purpose Verify that MVRP is updating VLANmembership on distribution Switch C by displaying

the Ethernet switching interfaces and associated VLANs on distribution Switch C.

Action List the Ethernet switching interfaces on the switch:

user@Distribution-Switch-C> show ethernet-switching interface

Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/1/1.0                    65535                                 tagged
             mvrp_100       
                              65535    Forwarding
             mvrp_200       
                              65535    Forwarding
             mvrp_300       
                              65535    Forwarding
Routing Instance Name : default-switch
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Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down )
Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
xe-0/1/0.0                    65535                                   tagged
             mvrp_100       
                              65535    Forwarding
             mvrp_200       
                              65535    Forwarding

List the VLANs that were created dynamically using MVRP on the switch:

user@Distribution-Switch-C> showmvrp dynamic-vlan-memberships

MVRP dynamic vlans for routing instance 'default-switch'
 (s) static vlan, (f) fixed registration

VLAN ID          Interfaces
100              xe-0/1/1.0
                 xe-0/1/0.0
200              xe-0/1/1.0
                 xe-0/1/0.0
300              xe-0/1/1.0    

Note that this scenario does not have any fixed registration, which is typical whenMVRP

is enabled.

Meaning Distribution Switch C has two trunk interfaces. Interface xe-0/1/1.0 connects Distribution

Switch C to Access Switch A and is, therefore, updated to show that it is a member of

all the VLANs that are active on Switch A. Any traffic for those VLANs will be passed on

from Switch C to Switch A, through interface xe-0/1/1.0. Interface xe-0/1/0.0 connects

Switch C to Switch B and is updated to show that it is a member of the two VLANs that

are active on Switch B. Thus, Switch C sends traffic for finance and lab to both Switch A

and Switch B. But Switch C sends traffic for sales only to Switch A.

Switch C also has three dynamic VLANs created using MVRP:mvrp_100,mvrp_200, and

mvrp_300. The dynamically created VLANsmvrp_100 andmvrp_200 are active on

interfaces xe-0/1/1.0 and xe-0/1/0.0, and dynamically created VLANmvrp_300 is active

on interface xe-0/1/1.0.

Example: Configuring Automatic VLANAdministration UsingMVRP on EX Series Switches

NOTE: This example uses Junos OS for EX Series switches that does not
support the Enhanced Layer 2 Software (ELS) configuration style. If your
switch runs software that supports ELS, see “Example: Configuring Automatic
VLAN Administration Using MVRP on EX Series Switches with ELS Support”
on page 494. For ELS details, see “Using the Enhanced Layer 2 Software CLI”
on page 36.
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As a network expands and the number of clients and VLANs increases, VLAN

administrationbecomescomplexand the taskofefficiently configuringVLANsonmultiple

EX Series switches becomes increasingly difficult. To automate VLAN administration,

you can enable Multiple VLAN Registration Protocol (MVRP) on the network.

MVRPalsodynamically createsVLANs, further simplifying thenetworkoverhead required

to statically configure VLANs.

NOTE: Only trunk interfaces can be enabled for MVRP.

This example describes how to use MVRP to automate administration of VLAN

membership changes within your network and how to use MVRP to dynamically create

VLANs:

• Requirements on page 508

• Overview and Topology on page 508

• Configuring VLANs and MVRP on Access Switch A on page 511

• Configuring VLANs and MVRP on Access Switch B on page 513

• Configuring VLANS and MVRP on Distribution Switch C on page 516

• Verification on page 517

Requirements

This example uses the following hardware and software components:

• Two EX Series access switches

• One EX Series distribution switch

• Junos OS Release 10.0 or later for EX Series switches

Overview and Topology

MVRP is used to manage dynamic VLAN registration in a LAN. It can also be used to

dynamically create VLANs.

This example uses MVRP to dynamically create VLANs on the switching network. You

can disable dynamic VLAN creation and create VLANs statically, if desired. Enabling

MVRP on the trunk interface of each switch in your switching network ensures that the

active VLAN information for the switches in the network is propagated to each switch

through the trunk interfaces, assuming dynamic VLAN creation is enabled for MVRP.

MVRP ensures that the VLANmembership information on the trunk interface is updated

as the switch’s access interfaces become active or inactive in the configured VLANs in a

static or dynamic VLAN creation setup.

You do not need to explicitly bind a VLAN to the trunk interface. WhenMVRP is enabled,

the trunk interface advertises all the VLANs that are active (bound to access interfaces)

on that switch. An MVRP-enabled trunk interface does not advertise VLANs that have

been configured on the switch but that are not currently bound to an access interface.
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Thus, MVRP provides the benefit of reducing network overhead—by limiting the scope

of broadcast, unknown unicast, andmulticast (BUM) traffic to interested devices only.

WhenVLANaccess interfacesbecomeactiveor inactive,MVRPensures that theupdated

information is advertisedon the trunk interface. Thus, in this example, distributionSwitch

C does not forward traffic to inactive VLANs.

NOTE: This example shows a network with three VLANs: finance, sales, and

lab. All three VLANs are running the same version of Junos OS. If switches in

this network were running a mix of Junos OS releases that included Release
11.3, additional configuration would be necessary—see “Configuring Multiple
VLAN Registration Protocol (MVRP) on Switches” on page 480 for details.

Access Switch A has been configured to support all three VLANS and all three VLANS

are active, bound to interfaces that are connected to personal computers:

• ge-0/0/1—Connects PC1 as amember of finance, VLAN ID 100

• ge-0/0/2—Connects PC2 as amember of lab, VLAN ID 200

• ge-0/0/3—Connects PC3 as amember of sales, VLAN ID 300

Access Switch B has also been configured to support three VLANS. However, currently

only twoVLANsareactive, bound to interfaces thatare connected topersonal computers:

• ge-0/0/0—Connects PC4 as amember of finance, VLAN ID 100

• ge-0/0/1—Connects PC5 as amember of lab, VLAN ID 200

Distribution Switch C learns the VLANs dynamically usingMVRP through the connection

to the access switches. Distribution Switch C has two trunk interfaces:

• xe-0/1/1—Connects the switch to access Switch A.

• xe-0/1/0—Connects the switch to access Switch B.

Figure29onpage510showsMVRPconfiguredontwoaccessswitchesandonedistribution

switch.
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Figure 29: MVRP Configured on Two Access Switches and One Distribution Switch for
Automatic VLAN Administration

Table 95 on page 510 explains the components of the example topology.

Table 95: Components of the Network Topology

SettingsSettings

• Access Switch A

• Access Switch B

• Distribution Switch C

Switch hardware

finance, tag 100
lab, tag 200
sales, tag 300

VLAN names and tag IDs
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Table 95: Components of the Network Topology (continued)

SettingsSettings

Access Switch A interfaces:

• ge-0/0/1—Connects PC1 to access Switch A.

• ge-0/0/2—Connects PC2 to access Switch A.

• ge-0/0/3—Connects PC3 to access Switch A.

• xe-0/1/1—Connects access Switch A to distribution Switch
C (trunk).

Access Switch B interfaces:

• ge-0/0/0—Connects PC4 to access Switch B.

• ge-0/0/1—Connects PC5 to access Switch B.

• xe-0/1/0—Connects access Switch B to distribution Switch
C. (trunk)

Distribution Switch C interfaces:

• xe-0/1/1—Connects distribution Switch C to access Switch
A. (trunk)

• xe-0/1/0—Connects distribution Switch C to access Switch
B. (trunk)

Interfaces

Configuring VLANs andMVRP on Access Switch A

ToconfigureVLANson theswitch,bindaccess interfaces to theVLANs,andenableMVRP

on the trunk interface of access Switch A, perform these tasks:

CLI Quick
Configuration

To quickly configure access Switch A forMVRP, copy the following commands and paste

them into the switch terminal window of Switch A:

[edit]
set vlans finance vlan-id 100
set vlans lab vlan-id 200
set vlans sales vlan-id 300
set interfaces ge-0/0/1 unit 0 family ethernet-switching vlanmembers finance
set interfaces ge-0/0/2 unit 0 family ethernet-switching vlanmembers lab
set interfaces ge-0/0/3 unit 0 family ethernet-switching vlanmembers sales
set interfaces xe-0/1/1 unit 0 family ethernet-switching port-mode trunk
set protocolsmvrp interface xe-0/1/1.0

NOTE: As recommended as a best practice, default MVRP timers are used
in this example. The default values associated with each MVRP timer are:
200 ms for the join timer, 1000 ms for the leave timer, and 10000 ms for the
leaveall timer. Modifying timers to inappropriate values might cause an
imbalance in the operation of MVRP.
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Step-by-Step
Procedure

To configure access Switch A for MVRP:

1. Configure the finance VLAN:

[edit]
user@Access-Switch-A# set vlans finance vlan-id 100

2. Configure the lab VLAN:

[edit]
user@Access-Switch-A# set vlans lab vlan–id 200

3. Configure the sales VLAN:

[edit]
user@Access-Switch-A# set vlans sales vlan–id 300

4. Configure an Ethernet interface as amember of the finance VLAN:

[edit]
user@Access-Switch-A# set interfaces ge-0/0/1 unit 0 family ethernet-switching vlan
members finance

5. Configure an Ethernet interface as amember of the lab VLAN:

[edit]
user@Access-Switch-A# set interfaces ge-0/0/2 unit 0 family ethernet-switching vlan
members lab

6. Configure an Ethernet interface as amember of the sales VLAN:

[edit]
user@Access-Switch-A# set interfaces ge-0/0/3 unit 0 family ethernet-switching vlan
members sales

7. Configure a trunk interface:

[edit]
user@Access-Switch-A# set interfacesxe-0/1/1unit0familyethernet-switchingport-mode
trunk

8. Enable MVRP on the trunk interface:

[edit]
user@Access-Switch-A# set protocolsmvrp interface xe-0/1/1.0

Results Check the results of the configuration on Switch A:

[edit]
user@Access-Switch-A# show
interfaces {

ge-0/0/1 {
unit 0 {

family ethernet-switching {
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vlan {
members finance;

}
}

}
}
ge-0/0/2 {

unit 0 {
family ethernet-switching {

vlan {
members lab;

}
}

}
}
ge-0/0/3 {

unit 0 {
family ethernet-switching {

members sales;
}

}
}

}
xe-0/1/1 {

unit 0 {
family ethernet-switching {

port-mode trunk;
}

}
}

}
protocols {

mvrp {
interface xe-0/1/1.0;

}
}
vlans {

finance {
vlan-id 100;

}
lab {

vlan-id 200;
}
sales {

vlan-id 300;
}

}

Configuring VLANs andMVRP on Access Switch B

To configure three VLANs on the switch, bind access interfaces for PC4 and PC5 to the

VLANs, and enableMVRPon the trunk interface of access Switch B, perform these tasks:
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CLI Quick
Configuration

To quickly configure Access Switch B forMVRP, copy the following commands and paste

them into the switch terminal window of Switch B:

[edit]
set vlans finance vlan-id 100
set vlans lab vlan-id 200
set vlans sales vlan-id 300
set interfaces ge-0/0/0 unit 0 family ethernet-switching vlanmembers finance
set interfaces ge-0/0/1 unit 0 family ethernet-switching vlanmembers lab
set interfaces xe-0/1/0 unit 0 family ethernet-switching port-mode trunk
set protocolsmvrp interface xe-0/1/0.0

Step-by-Step
Procedure

To configure access Switch B for MVRP:

1. Configure the finance VLAN:

[edit]
user@Access-Switch-B# set vlans finance vlan-id 100

2. Configure the lab VLAN:

[edit]
user@Access-Switch-B# set vlans lab vlan–id 200

3. Configure the sales VLAN:

[edit]
user@Access-Switch-B# set vlans sales vlan–id 300

4. Configure an Ethernet interface as amember of the finance VLAN:

[edit]
user@Access-Switch-B# set interfaces ge-0/0/0 unit 0 family ethernet-switching vlan
members finance

5. Configure an Ethernet interface as amember of the lab VLAN:

[edit]
user@Access-Switch-B# set interfaces ge-0/0/1 unit 0 family ethernet-switching vlan
members lab

6. Configure a trunk interface:

user@Access-Switch-B# set interfacesxe-0/1/0unit0familyethernet-switchingport-mode
trunk

7. Enable MVRP on the trunk interface:

[edit]
user@Access-Switch-B# set protocolsmvrp xe-0/1/0.0
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NOTE: As we recommend as a best practice, default MVRP timers are
used in this example. The default values associated with each MVRP
timer are: 200 ms for the join timer, 1000 ms for the leave timer, and
10000 ms for the leaveall timer. Modifying timers to inappropriate values
might cause an imbalance in the operation of MVRP.

Results Check the results of the configuration for Switch B:

[edit]
user@Access-Switch-B# show
interfaces {

ge-0/0/0 {
unit 0 {

family ethernet-switching {
vlan {

members finance;
}

}
}

}
ge-0/0/1 {

unit 0 {
family ethernet-switching {

vlan {
members lab;

}
}

}
}
xe-0/1/0 {

unit 0 {
family ethernet-switching {

port-mode trunk;
}

}
}

}

protocols {
mvrp {

interface xe-0/1/0.0;
}

}
vlans {

finance {
vlan-id 100;

}
lab {

vlan-id 200;
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}
sales {
vlan-id 300;
}

}

Configuring VLANS andMVRP on Distribution Switch C

CLI Quick
Configuration

To quickly configure distribution Switch C for MVRP, copy the following commands and

paste them into the switch terminal window of distribution Switch C:

[edit]
set interfaces xe-0/1/1 unit 0 family ethernet-switching port-mode trunk
set interfaces xe-0/1/0 unit 0 family ethernet-switching port-mode trunk
set protocolsmvrp interface xe-0/1/1.0
set protocolsmvrp interface xe-0/1/0.0

Step-by-Step
Procedure

To configure distribution Switch C for MVRP:

1. Configure the trunk interface to access Switch A:

[edit]
user@Distribution-Switch-C# set interfaces xe-0/1/1 unit 0 family ethernet-switching
port-mode trunk

2. Configure the trunk interface to access Switch B:

[edit]
user@Distribution-Switch-C# set interfaces xe-0/1/0 unit 0 family ethernet-switching
port-mode trunk

3. Enable MVRP on the trunk interface for xe-0/1/1 :

[edit]
user@Distribution-Switch-C# set protocolsmvrp interface xe-0/1/1.0

4. Enable MVRP on the trunk interface for xe-0/1/0 :

[edit]
user@Distribution-Switch-C# set protocolsmvrp interface xe-0/1/0.0

Results Check the results of the configuration for Switch C:

[edit]
user@Distribution Switch-C# show
interfaces {

xe-0/1/0 {
unit 0 {

family ethernet-switching {
port-mode trunk;

}
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}
}
xe-0/1/1 {

unit 0 {
family ethernet-switching {

port-mode trunk;
}

}
}

}
protocols {

mvrp {
interface xe-0/1/0.0;
interface xe-0/1/1.0;

}

Verification

To confirm that the configuration is updating VLANmembership, perform these tasks:

• Verifying That MVRP Is Enabled on Access Switch A on page 517

• Verifying That MVRP Is Updating VLANMembership on Access Switch A on page 518

• Verifying That MVRP Is Enabled on Access Switch B on page 518

• Verifying That MVRP Is Updating VLANMembership on Access Switch B on page 519

• Verifying That MVRP Is Enabled on Distribution Switch C on page 519

• VerifyingThatMVRP IsUpdatingVLANMembershiponDistributionSwitchConpage519

Verifying That MVRP Is Enabled on Access Switch A

Purpose Verify that MVRP is enabled on the switch.

Action Show the MVRP configuration:

user@Access-Switch-A> showmvrp

MVRP configuration 
MVRP status                 : Enabled        
MVRP dynamic VLAN creation  : Enabled 

MVRP timers (ms): 
Interface            Join   Leave       LeaveAll
--------------       -----  --------    ----------- 
all                   200   1000        10000   
xe-0/1/1.0            200   1000        10000    

Interface       Status        Registration Mode
--------------  --------      ----------------- 
all             Disabled      Normal     
xe-0/1/1.0      Enabled       Normal  
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Meaning The results show that MVRP is enabled on the trunk interface of Switch A and that the

default timers are used.

Verifying That MVRP Is Updating VLANMembership on Access Switch A

Purpose Verify that MVRP is updating VLANmembership by displaying the Ethernet switching

interfaces and associated VLANs that are active on Switch A.

Action List Ethernet switching interfaces on the switch:

user@Access-Switch-A> show ethernet-switching interfaces

Interface   State    VLAN members   Tag  Tagging       Blocking 
ge-0/0/1.0  up       finance        100  untagged      unblocked
ge-0/0/2.0  up       lab            200  untagged      unblocked
ge-0/0/3.0  up       sales          300  untagged      unblocked
xe-0/1/1.0  up       finance        100  untagged      unblocked
                     lab            200  untagged      unblocked

Meaning MVRPhas automatically added finance and lab asVLANmembers on the trunk interface

because they are being advertised by access Switch B.

Verifying That MVRP Is Enabled on Access Switch B

Purpose Verify that MVRP is enabled on the switch.

Action Show the MVRP configuration:

user@Access-Switch-B> showmvrp

MVRP configuration 
MVRP status                 : Enabled        
MVRP dynamic VLAN creation  : Enabled 

MVRP timers (ms): 
Interface         Join   Leave       LeaveAll
--------------    -----  --------    ----------- 
all                200   1000       10000   
xe-0/1/0.0         200   1000       10000    

Interface       Status        Registration Mode
--------------  --------      ----------------- 
all             Disabled      Normal     
xe-0/1/0.0      Enabled       Normal    

Meaning The results show that MVRP is enabled on the trunk interface of Switch B and that the

default timers are used.
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Verifying That MVRP Is Updating VLANMembership on Access Switch B

Purpose Verify that MVRP is updating VLANmembership by displaying the Ethernet switching

interfaces and associated VLANs that are active on Switch B.

Action List Ethernet switching interfaces on the switch:

user@Access-Switch-B> show ethernet-switching interfaces

Interface   State    VLAN members   Tag  Tagging       Blocking 
ge-0/0/0.0  up       finance        100  untagged      unblocked
ge-0/0/1.0  up       lab            200  untagged      unblocked
xe-0/1/1.0  up       finance        100  untagged      unblocked
                     lab            200  untagged      unblocked
                     sales          300  untagged      unblocked

Meaning MVRP has automatically added finance, lab, and sales as VLANmembers on the trunk

interface because they are being advertised by access Switch A.

Verifying That MVRP Is Enabled on Distribution Switch C

Purpose Verify that MVRP is enabled on the switch.

Action Show the MVRP configuration:

user@Distribution-Switch-C> showmvrp

MVRP configuration 
MVRP status                 : Enabled        
MVRP dynamic VLAN creation  : Enabled 

MVRP timers (ms): 
Interface            Join   Leave       LeaveAll
--------------       -----  --------    ----------- 
all                   200   1000        10000   
xe-0/0/1.0            200   1000        10000    
xe-0/1/1.0            200   1000        10000

Interface       Status        Registration Mode
--------------  --------      ----------------- 
all             Disabled      Normal     
xe-0/0/1.0      Enabled       Normal   
xe-0/1/1.0      Enabled       Normal

Verifying That MVRP Is Updating VLANMembership on Distribution Switch C

Purpose Verify that MVRP is updating VLANmembership on distribution Switch C by displaying

the Ethernet switching interfaces and associated VLANs on distribution Switch C.
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Action List the Ethernet switching interfaces on the switch:

user@Distribution-Switch-C> show ethernet-switching interfaces

Interface   State    VLAN members   Tag  Tagging       Blocking 
xe-0/1/1.0  up       __mvrp_100__                unblocked
                     __mvrp_200__                unblocked
                     __mvrp_300__                unblocked
xe-0/1/0.0  up       __mvrp_100__                unblocked
                     __mvrp_200__                unblocked

List the VLANs that were created dynamically using MVRP on the switch:

user@Distribution-Switch-C> showmvrp dynamic-vlan-memberships

MVRP dynamic vlans for routing instance 'default-switch'
 (s) static vlan, (f) fixed registration

VLAN ID          Interfaces
100              xe-0/1/1.0
                 xe-0/1/0.0
200              xe-0/1/1.0
                 xe-0/1/0.0
300              xe-0/1/1.0    

Note that this scenario does not have any fixed registration, which is typical whenMVRP

is enabled.

Meaning Distribution Switch C has two trunk interfaces. Interface xe-0/1/1.0 connects distribution

Switch C to Access Switch A and is therefore updated to show that it is a member of all

the VLANs that are active on Switch A. Any traffic for those VLANs will be passed on

fromdistribution Switch C to Switch A, through interface xe-0/1/1.0. Interface xe-0/1/0.0

connects distribution Switch C to Switch B and is updated to show that it is a member

of the two VLANs that are active on Switch B. Thus, distribution Switch C sends traffic

for finance and lab to both Switch A and Switch B. But distribution Switch C sends traffic

for sales only to Switch A.

Distribution Switch C also has three dynamic VLANs created using MVRP:mvrp_100,

mvrp_200, andmvrp_300. The dynamically created VLANsmvrp_100 andmvrp_200 are

active on interfaces xe-0/1/1.0 and xe-0/1/1.0, and dynamically created VLANmvrp_300

is active on interface xe-0/1/1.0.

Verifying That MVRP IsWorking Correctly on Switches

Purpose After configuring your switch to participate in MVRP, verify that the configuration is

properly set and that MVRPmessages are being sent and received on your switch.

Action Confirm that MVRP is enabled on your switch.1.

user@switch> showmvrp
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Global MVRP configuration 
  MVRP status               : Enabled
  MVRP dynamic vlan creation: Enabled        
  MVRP Timers (ms):
   Interface        Join   Leave   LeaveAll
   --------------   ----   -----   --------
   all              200    600     10000
   xe-0/1/1.0       200    600     10000 

  Interface based configuration:
   Interface        Status     Registration   Dynamic VLAN Creation    
   --------------   --------   ------------   --------------------- 
   all          Disabled   Fixed          Enabled
   xe-0/1/1.0       Enabled    Normal         Enabled

2. Confirm that MVRPmessages are being sent and received on your switch.

user@switch> showmvrp statistics interface xe-0/1/1.0

MVRP statistics
  MRPDU received                : 3342   
  Invalid PDU received          : 0      
  New received                  : 2      
  Join Empty received           : 1116   
  Join In received              : 2219   
  Empty received                : 2      
  In received                   : 2      
  Leave received                : 1      
  LeaveAll received             : 1117   
  MRPDU transmitted             : 3280   
  MRPDU transmit failures       : 0      
  New transmitted               : 0      
  Join Empty transmitted        : 1114   
  Join In transmitted           : 2163   
  Empty transmitted             : 1      
  In transmitted                : 1      
  Leave transmitted             : 1      
  LeaveAll transmitted          : 1111  

Meaning Theoutputofshowmvrpshowsthat interfacexe-0/1/1.0 is enabled forMVRPparticipation

as shown in the status in the Interface based configuration field.

The output for showmvrp statistics interface xe-0/1/1.0 confirms that MVRPmessages

are being transmitted and received on the interface.
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NOTE: You can identify an MVRP compatibility issue on EX Series switches
by looking at the output from this command. If Join Empty received and Join
In received incorrectly display zero, even though the value forMRPDUreceived
has been increased, you are probably running different versions of Junos OS,
including Release 11.3, on the switches in this network. Another indication
that MVRP is having a version problem is that unexpected VLAN activity, such
as multiple VLAN creation, takes place on the switch running the earlier
release version. To remedy these problems, see “Configuring Multiple VLAN
Registration Protocol (MVRP) on Switches” on page 480.

Verifying That MVRP IsWorking Correctly on EX Series Switches with ELS Support

Purpose NOTE: This task uses Junos OS for EX Series switches with support for the
Enhanced Layer 2 Software (ELS) configuration style. If your switch runs
software that does not support ELS, see “Verifying That MVRP Is Working
Correctly on Switches” on page 520. For ELS details, see “Using the Enhanced
Layer 2 Software CLI” on page 36.

After configuring yourEXSeries switch toparticipate inMVRP, verify that theconfiguration

is properly set and that MVRPmessages are being sent and received on your switch.

Action Confirm that MVRP is enabled on your switch.1.

user@switch> showmvrp

MVRP configuration for routing instance 'default-switch'
MVRP dynamic VLAN creation : Enabled
MVRP BPDU MAC address      : Customer bridge group (01-80-C2-00-00-21)
MVRP timers (ms)
  Interface       Join   Leave  LeaveAll
  xe-0/1/1         200    1000     10000

2. Confirm that MVRPmessages are being sent and received on your switch.

user@switch> showmvrp statistics

MVRP statistics for routing instance 'default-switch'

Interface name                  : xe-0/1/1
VLAN IDs registered             : 117
Sent MVRP PDUs                  : 118824
Received MVRP PDUs without error: 118848
Received MVRP PDUs with error   : 0
Transmitted Join Empty          : 5229
Transmitted Leave All           : 2
Recieved Join In                : 11884924
Transmitted Join In             : 1835
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Transmitted Empty               : 93606408
Transmitted Leave               : 888
Transmitted In                  : 13780024
Transmitted New                 : 2692
Received Leave All              : 118761
Received Leave                  : 97
Received In                     : 3869
Received Empty                  : 828
Received Join Empty             : 2020152
Received New                    : 224
...

Meaning Theoutputof showmvrp shows that interface xe-0/1/1 is enabled forMVRPparticipation.

Theoutput for showmvrpstatistics confirms thatMVRPmessages are being transmitted

and received on interface xe-0/1/1.

NOTE: You can identify an MVRP compatibility issue by observing the output
from this command. If Received Join Empty and Received Join In incorrectly

display zero, even though the value for ReceivedMVRP PDUswithout error

has been increased, you are probably running different versions of Junos OS
on the switches in this network. Another indication that MVRP is having a
version problem is that unexpected VLAN activity, such as multiple VLAN
creation, takes place on the switch running the earlier release version. To
remedy these problems, see “Configuring Multiple VLAN Registration Protocol
(MVRP) on Switches” on page 480.

Verifying That MVRP IsWorking Correctly

Purpose After configuring yourMXSeries router or EXSeries switch toparticipate inMultipleVLAN

RegistrationProtocol (MVRP), verify that the configuration is properly set and thatMVRP

messages are being sent and received on your switch.

Action Confirm that the router is declaring VLANs.1.

Show that MVRP is enabled:

user@host> showmvrp

MVRP configuration for routing instance 'default-switch'
MVRP dynamic VLAN creation : Enabled
MVRP BPDU MAC address      : Customer bridge group (01-80-C2-00-00-21)
MVRP timers (ms)
  Interface       Join   Leave  LeaveAll
  ge-11/3/0        200     800     10000

Show the MVRP applicant state:

user@host> showmvrp applicant-state
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MVRP applicant state for routing instance 'default-switch'
 (VO) Very anxious observer, (VP) Very anxious passive, (VA) Very anxious new,

 (AN) Anxious new, (AA) Anxious active, (QA) Quiet active, (LA) Leaving active,

 (AO) Anxious observer, (QO) Quiet observer, (LO) Leaving observer,
 (AP) Anxious passive, (QP) Quiet passive

VLAN Id     Interface          State
    100     ge-11/3/0          Declaring (QA)
    200     ge-11/3/0          Declaring (QA)
    300     ge-11/3/0          Declaring (QA)

2. Confirm that VLANs are registered on interfaces.

List VLANs in the registered state:

user@host> showmvrp registration-state

MVRP registration state for routing instance 'default-switch'

VLAN Id   Interface   Registrar   Forced      Managed    STP
                      State       State       State      State
    100   ge-11/3/0   Registered  Registered  Normal     Forwarding
    200   ge-11/3/0   Registered  Registered  Normal     Forwarding
    300   ge-11/3/0   Empty       Empty       Normal     Forwarding

3. Display a list of VLANs created dynamically.

List dynamic VLANmembership:

user@host> showmvrp dynamic-vlan-memberships

MVRP dynamic vlans for routing instance 'default-switch'
 (s) static vlan, (f) fixed registration

VLAN Id            Interfaces
    100            ge-3/3/0
                   ge-3/0/5
    200            ge-3/3/0
                   ge-3/0/5

Meaning Theoutputof showmvrpapplicant-state shows that trunk interfacege-11/3/0 is declaring

(sendingout) interest in theVLAN IDs 100,200, and300, andMVRP isoperatingproperly.

The output of showmvrp registrant-state shows the registrar state for VLANs 100 and

200 as Registered, indicating that these VLANs are receiving traffic from a customer site.

VLAN 300 is in an Empty state and is not receiving traffic from a customer site.

The output of the showmvrpdynamic-vlan-membership shows that VLANs 100 and 200

are createddynamically (here, on anMXSeries router operating as anaggregation switch

between MX Series routers operating as edge switches). VLANs created statically are

marked with an (s) (which is not indicated in this output).
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CHAPTER 20

Configuring Q-in-Q Tunneling and VLAN
Translation

• Configuring Q-in-Q Tunneling and VLAN Q-in-Q Tunneling and VLAN

Translation on page 525

Configuring Q-in-Q Tunneling and VLANQ-in-Q Tunneling and VLAN Translation

• Understanding Q-in-Q Tunneling and VLAN Translation on page 526

• Configuring Q-in-Q Tunneling on QFX Series Switches on page 535

• Configuring Q-in-Q Tunneling on EX Series Switches with ELS Support on page 536

• Configuring Q-in-Q Tunneling on EX Series Switches on page 537

• Configuring Q-in-Q Tunneling Using All-in-One Bundling on page 538

• Configuring Q-in-Q Tunneling Using Many-to-Many Bundling on page 540

• Configuring aSpecific InterfaceMappingwithVLAN IDTranslationOption onpage543

• Example: Setting Up Q-in-Q Tunneling on QFX Series Switches on page 546

• Example: Setting Up Q-in-Q Tunneling on EX Series Switches on page 549

• Setting Up a Dual VLAN Tag Translation Configuration on QFX Switches on page 552

• Verifying That Q-in-Q Tunneling Is Working on Switches on page 554
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Understanding Q-in-Q Tunneling and VLAN Translation

Q-in-Q tunnelingandVLANtranslationallowserviceproviders tocreateaLayer 2Ethernet

connection between two customer sites. Providers can segregate different customers’

VLAN traffic on a link (for example, if the customers use overlappingVLAN IDs) or bundle

different customer VLANs into a single service VLAN. Data centers can use Q-in-Q

tunneling andVLAN translation to isolate customer trafficwithin a single site or to enable

customer traffic flows between cloud data centers in different geographic locations.

Using Q-in-Q tunneling, providers can segregate or bundle customer traffic into fewer

VLANs or different VLANs by adding another layer of 802.1Q tags. Q-in-Q tunneling is

useful when customers have overlapping VLAN IDs, because the customer’s 802.1Q

(dot1Q) VLAN tags are prepended by the service VLAN (S-VLAN) tag. The Juniper

Networks Junos operating system (Junos OS) implementation of Q-in-Q tunneling

supports the IEEE 802.1ad standard.

This topic describes:

• HowQ-in-Q TunnelingWorks on page 526

• How VLAN TranslationWorks on page 528

• Using Dual VLAN Tag Translation on page 529

• Sending and Receiving Untagged Packets on page 529

• Disabling MAC Address Learning on page 530

• Mapping C-VLANs to S-VLANs on page 530

• Routed VLAN Interfaces on Q-in-Q VLANs on page 534

• Constraints for Q-in-Q Tunneling and VLAN Translation on page 534

HowQ-in-Q TunnelingWorks

In Q-in-Q tunneling, as a packet travels from a customer VLAN (C-VLAN) to a service

provider's VLAN, a customer-specific 802.1Q tag is added to the packet. This additional

tag is used to segregate traffic into service-provider-defined service VLANs (S-VLANs).

The original customer 802.1Q tag of the packet remains and is transmitted transparently,

passing through the service provider's network. As the packet leaves the S-VLAN in the

downstream direction, the extra 802.1Q tag is removed.

NOTE: All of the VLANs in an implementation can be service VLANs. That is,
if the total number of supported VLANs is 4090, all of them can be service
VLANs.

When Q-in-Q tunneling is enabled on Juniper Networks EX Series Ethernet Switches,

trunk interfaces are assumed to be part of the service provider network and access

interfaces are assumed to be customer facing. An access interface can receive both

tagged and untagged frames in this case.
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NOTE: Starting with Junos OS 14.1X53-D30, you can configure the same
interface to be an S-VLAN/NNI interface and a C-VLAN/UNI interface. This
means that the same physical interface can transmit single-tagged and
double-tagged frames simultaneously. This allows you maximum flexibility
in your network topology and lets you maximize the use of your interfaces.

An interface can be amember of multiple S-VLANs. You canmap one C-VLAN to one

S-VLAN (1:1) or multiple C-VLANs to one S-VLAN (N:1). Packets are double-tagged for

an additional layer of segregating or bundling of C-VLANs. C-VLAN andS-VLAN tags are

unique; so you can have both a C-VLAN 101 and an S-VLAN 101, for example. You can

limit the set of accepted customer tags to a range of tags or to discrete values.

Class-of-service (CoS) values of C-VLANs are unchanged in the downstream direction.

Youmay, optionally, copy ingress priority and CoS settings to the S-VLAN. On non-ELS

Switches, you can use private VLANs to isolate users to prevent the forwarding of traffic

between user interfaces even if the interfaces are on the same VLAN.

WhenQ-in-Q tunneling is enabled, trunk interfaces are assumed to be part of the service

provider or data center network. Access interfaces are assumed to be customer-facing

and accept both tagged and untagged frames. When using many-to-one bundling or

mapping a specific interface, youmust use the native option to specify an S-VLAN for

untaggedandpriority taggedpackets if youwant toaccept thesepackets. (Priority tagged

packets have their VLAN ID set to 0, and their priority code point bitsmight be configured

with a CoS value.)

NOTE: Priority tagged packets are not supported with Q-in-Q tunneling on
QFX5100 and EX4600 switches.

If you do not specify an S-VLAN for them, untagged packets are discarded. The native

option isnotavailable forall-in-onebundlingbecause there isnoneed tospecifyuntagged

and priority tagged packets when all packets are mapped to an S-VLAN.

You can use the native option to specify an S-VLAN for untagged and priority tagged

packetswhenusingmany-to-onebundlingandmappinga specific interfaceapproaches

tomapC-VLANstoS-VLANs. (Thisdoesnotapply toswitchessupportingELS.)Otherwise

the packets are discarded. The native option is not available for all-in-one bundling

because there isnoneed tospecifyuntaggedandpriority taggedpacketswhenall packets

are mapped to the S-VLAN. See the Mapping C-VLANs to S-VLANs section of this

document for information on themethods of mapping C-VLANs to S-VLANs.

On QFabric systems only, you can use the native option to apply a specified inner tag to

packets that ingress as untagged on access interfaces. This functionality is useful if your

QFabric system connects to servers that host customer virtual machines that send

untagged trafficandeachcustomer’s traffic requires itsownVLANwhilebeing transported

through the QFabric. Instead of using individual VLANs for each customer (which can

quickly lead to VLAN exhaustion), you can apply a unique inner (C-VLAN) tag to each

customer’s traffic and then apply a single outer tag (S-VLAN) tag for transport through

the QFabric. This allows you to segregate your customers’s traffic while consuming only
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one QFabric VLAN. Use the inner-tag option of themapping statement to accomplish
this.

On non-ELS switches, firewall filters allow you to map an interface to a VLAN based on

a policy. Using firewall filters to map an interface to a VLAN is useful when you want a

subset of traffic from a port to bemapped to a selected VLAN instead of the designated

VLAN. To configure a firewall filter to map an interface to a VLAN, the vlan option has to

beconfiguredaspartof the firewall filter and themappingpolicyoptionmustbespecified

in the interface configuration for each logical interface using the filter.

NOTE: On an EX4300 switch, you can configure multiple logical interfaces
on the same Ethernet port, but each logical interface supports only
single-tagged packets and that tag must include a different VLAN ID than
those supported by the other logical interfaces. Given this situation, you
cannot enable Q-in-Q tunneling on Ethernet ports with multiple logical
subinterfaces.

Q-in-Q tunneling does not affect any class-of-service (CoS) values that are configured

on a C-VLAN. These settings are retained in the C-VLAN tag and can be used after a

packet leaves an S-VLAN. CoS values are not copied fromC-VLAN tags to S-VLAN tags.

Depending on your interface configuration, youmight need to adjust the MTU value on

your trunk or access ports to accommodate the 4 bytes used for the tag addedbyQ-in-Q

tunneling. For example, if you use the default MTU value of 1514 bytes on your access

and trunk ports, you need to make one of the following adjustments:

• Reduce the MTU on the access links by at least 4 bytes so that the frames do not

exceed the MTU of the trunk link when S-VLAN tags are added.

• Increase the MTU on the trunk link so that the link can handle the larger frame size.

NOTE: You can configure Q-in-Q tunneling only on access ports (not trunk
ports).

HowVLAN TranslationWorks

VLANtranslation replacesan incomingC-VLANtagwithanS-VLANtag insteadofadding

an additional tag. TheC-VLAN tag is therefore lost, so a single-tagged packet is normally

untaggedwhen it leaves the S-VLAN (at the other end of the link). If an incoming packet

has had Q-in-Q tunneling applied in advance, VLAN translation replaces the outer tag

and the inner tag is retained when the packet leaves the S-VLAN at the other end of the

link. Incoming packets whose tags do not match the C-VLAN tag are dropped, unless

additional VLAN translation configuration for those tags exist.

To configure VLAN translation, use themapping swap statement at the [edit vlans
interface] hierarchy level. As long as the C-VLAN and S-VLAN tags are unique, you can

configure more than one C-VLAN-to-S-VLAN translation on an access port. If you are

translating only oneVLANonan interface, youdonot need to include thedot1q-tunneling
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statement in the S-VLAN configuration. If you are translating more than one VLAN, you

must use the dot1q-tunneling statement.

NOTE: You can configure VLAN translation on access ports only. You cannot
configure it on trunk ports, and you cannot configure Q-in-Q tunneling on the
same access port. You can configure only one VLAN translation for a given
VLAN and interface. For example, you can create no more than one translation
for VLAN 100 on interface xe-0/0/0.

NOTE: VLAN translation is not supported on QFabric systems.

Using Dual VLAN Tag Translation

Starting with Junos OS Release 14.1X53-D40, you can use the dual VLAN tag translation

(also known as dual VLAN tag rewrite) feature to deploy switches in service-provider

domains, allowing dual-tagged, single-tagged, and untagged VLAN packets to come

into or exit from the switch. Table 96 on page 529 shows the operations that are added

for dual VLAN tag translation.

Table 96: Operations Addedwith Dual VLAN Tag Rewrite

FunctionOperation

Swap a VLAN tag and push a new VLAN tagswap-push

Pop an outer VLAN tag and swap an inner VLAN tagpop-swap

Swap both outer and inner VLAN tagsswap-swap

Dual VLAN tag translation supports:

• Configuration of S-VLANs (NNI) and C-VLANs (UNI) on the same physical interface

• Control protocols such as VSTP, OSPF, and LACP

• IGMP snooping

• Configuration of a private VLAN (PVLAN) and VLAN on a single-tagged interface

• Use of TPID 0x8100 on both inner and outer VLAN tags

See “SettingUpaDualVLANTagTranslationConfigurationonQFXSwitches”onpage552.

Sending and Receiving Untagged Packets

To enable an interface to send and receive untagged packets, youmust specify a native

VLAN for a physical interface. When the interface receives an untagged packet, it adds

the VLAN ID of the native VLAN to the packet and sends the newly tagged packet to the

mapped interface.
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To specify a native VLAN, use the native-vlan-id statement at the [edit interfaces

interface-name] hierarchy level. The native VLAN IDmust match the C-VLAN or S-VLAN

ID or be included in the VLAN ID list specified on the logical interface.

For example, on a logical interface for a C-VLAN interface, youmight specify a C-VLAN

ID list of 100-200. Then, on the C-VLAN physical interface, you could specify a native

VLAN IDof 150.This configurationwouldworkbecause thenativeVLANof 150 is included

in the C-VLAN ID list of 100-200.

We recommend configuring a native VLANwhen using any of the approaches to map

C-VLANs to S-VLANs. If you do not configure a native VLAN on an interface, untagged

packets received by the interface are discarded. See the Mapping C-VLANs to S-VLANs

section in this topic for informationabout themethodsofmappingC-VLANs toS-VLANs.

DisablingMACAddress Learning

In a Q-in-Q deployment, customer packets fromdownstream interfaces are transported

without any changes to source and destination MAC addresses. You can disable MAC

address learning at global, interface, and VLAN levels:

• To disable learning globally, disable MAC address learning for the switch.

• To disable learning for an interface, disable MAC address learning for all VLANs of

which the specified interface is a member.

• To disable learning for a VLAN, disable MAC address learning for a specified VLAN.

Disabling MAC address learning on an interface disables learning for all the VLANs of

which that interface is a member. When you disable MAC address learning on a VLAN,

MAC addresses that have already been learned are flushed.

If you disableMACaddress learning on an interface or aVLAN, you cannot include802.1X

authentication in that same VLAN configuration.

When a routed VLAN interface (RVI) is associated with either an interface or a VLAN on

whichMAC address learning is disabled, the Layer 3 routes resolved on that VLANor that

interface are not resolved with the Layer 2 component. This results in routed packets

flooding all the interfaces associated with the VLAN.

Mapping C-VLANs to S-VLANs

There are multiple ways to map C-VLANs to an S-VLAN:

NOTE: If you configure multiple mapping methods, the switch gives priority
to mapping a specific interface, then to many-to-many bundling, and last to
all-in-one bundling. However, for a particular mapping method, setting up
overlapping rules for the same C-VLAN is not supported.
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• All-in-onebundling—Use theeditvlanss-vlan-namedot1q-tunneling statementwithout

specifying customer VLANs. All packets received on all access interfaces (including

untagged packets) are mapped to the S-VLAN.

• Many-to-onebundling—Use theeditvlanss-vlan-namedot1q-tunnelingcustomer-vlans

statement to specify which C-VLANs are mapped to the S-VLAN. Use this method

whenyouwantasubsetof theC-VLANstobepartof theS-VLAN. If youwantuntagged

or priority tagged packets to bemapped to the S-VLAN, use the native optionwith the

customer-vlans statement. (Priority tagged packets have their VLAN ID set to 0, and

their priority code point bits might be configured with a CoS value.)

• Many-to-many bundling—Usemany-to-many bundling when you want a subset of

the C-VLANs on the access switch to be part of multiple S-VLANs.

• Mapping a specific interface—Use the edit vlans s-vlan-name interface interface-name

mapping statement to specify aC-VLAN for a givenS-VLAN.This configurationapplies

to only one interface—not all access interfaces as with all-in-one andmany-to-one

bundling. If youwantuntaggedorpriority taggedpackets tobemapped to theS-VLAN,

use the native option with the customer-vlans statement.

This method has two options: swap and push. With the push option, a packet retains

its tag and an additional VLAN tag is added. With the swap option, the incoming tag

is replaced with an S-VLAN tag. (This is VLAN translation.)

• You can configure multiple push rules for a given S-VLAN and interface. That is, you

can configure an interface so that the same S-VLAN tag is added to packets arriving

frommultiple C-VLANs.

• You can configure only one swap rule for a given S-VLAN and interface.

This functionality is typically used to keep traffic from different customers separate

or to provide individualized treatment for traffic on a certain interface.

If youconfiguremultiplemethods, the switchgivespriority tomappingaspecific interface,

then tomany-to-onebundling, and last toall-in-onebundling.However, youcannothave

overlapping rules for the sameC-VLANunder a given approach. For example, you cannot

use many-to one bundling to map C-VLAN 100 to two different S-VLANs.

• All-in-One Bundling on page 531

• Many-to-One Bundling on page 532

• Many-to-Many Bundling on page 532

• Mapping a Specific Interface on page 532

• Combining Methods and Configuration Restrictions on page 533

All-in-One Bundling

All-in-one bundling maps all packets from all C-VLAN interfaces to an S-VLAN.

The C-VLAN interface accepts untagged and single-tagged packets. An S-VLAN 802.1Q

tag is then added to these packets, and the packets are sent to the S-VLAN interface,

which accepts untagged, single-tagged, and double-tagged packets.

531Copyright © 2019, Juniper Networks, Inc.

Chapter 20: Configuring Q-in-Q Tunneling and VLAN Translation



NOTE: The C-VLAN and S-VLAN interfaces accept untagged packets provided
that the native-vlan-id statement is configured on these interfaces.

Many-to-One Bundling

Many-to-one bundling is used to specify which C-VLANs are mapped to an S-VLAN.

Many-to-one bundling is configured using the customer-vlans option.

Many-to-one bundling is used when you want a subset of the C-VLANs on the access

switch tobepartof theS-VLAN.Whenusingmany-to-onebundling, untaggedandpriority

tagged packets can bemapped to the S-VLANwhen the native option is specified along

with the customer-vlans option.

Many-to-Many Bundling

Many-to-manybundling isused tospecifywhichC-VLANsaremappedtowhichS-VLANs.

Usemany-to-many bundling when you want a subset of the C-VLANs on the access

switch to be part of multiple S-VLANs. With many-to-many bundling, the C-VLAN

interfaces accept untagged and single-tagged packets. An S-VLAN 802.1Q tag is then

added to thesepackets, and thepackets are sent to theS-VLAN interfaces,whichaccept

untagged, single-tagged, and double-tagged packets.

NOTE: The C-VLAN and S-VLAN interfaces accept untagged packets provided
that the native-vlan-id statement is configured on these interfaces.

Mapping a Specific Interface

Use specific interfacemappingwhenyouwant toassignanS-VLAN toa specificC-VLAN

on an interface. The configuration applies only to the specific interface, not to all access

interfaces.

Specific interface mapping has two suboptions: push and swap. When traffic that is

mapped to a specific interface is pushed, the packet retains its original tag as it moves

from the C-VLAN to the S-VLAN and an additional S-VLAN tag is added to the packet.

When traffic that is mapped to a specific interface is swapped, the incoming tag is

replaced with a new VLAN tag. This is sometimes known VLAN rewriting or VLAN

translation.

Typically, this method is used to keep data from different customers separate or to

provide individualized treatment of the packets on a certain interface. Youmight also

use this methodmap VLAN traffic from different customers to a single S-VLAN.

When using specific interface mapping, the C-VLAN interfaces accept untagged and

single-tagged packets, while the S-VLAN interfaces accept untagged, single-tagged,

and double-tagged packets.
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NOTE: The C-VLAN and S-VLAN interfaces accept untagged packets provided
that the native-vlan-id statement is configured on these interfaces.

Combining Methods and Configuration Restrictions

If youconfiguremultiplemethods, the switchgivespriority tomappingaspecific interface,

then to many-to-one bundling, and last to all-in-one bundling. An access interface

configured under all-in-one bundle cannot be part of amany-to-one bundle. It can have

additional mappings defined, however.

To ensure deterministic results, the following configuration restrictions apply:

• Mapping cannot be defined for untagged vlans.

• An access interface can havemultiple customer VLAN ranges, but an interface cannot

have overlapping tags across the VLANs.

For example, the following configuration is not allowed:

vlans {
    customer-1 {
        vlan-id 100;                  /* S-VLAN */
        interfaces ge-0/0/0.0;        /* Downstream */
        interfaces ge-0/0/1.0;        /* Downstream */
        interfaces xe-0/1/0.0;        /* trunk */
        dot1q-tunnelling customer-vlans 100-200 300-400
        }
    }
    customer-2 {
        vlan-id 200;
        interfaces ge-0/0/0.0;        /* Downstream */
        interfaces xe-0/1/0.0;        /* trunk */
        dot1q-tunnelling customer-vlans 250-350
        }
    }
    customer-3 {
        vlan-id 300;
        interfaces ge-0/0/1.0;        /* Downstream */
        interfaces xe-0/1/0.0;        /* trunk */
        dot1q-tunnelling customer-vlans 500-600
    }
}

Because the customer-2 configuration creates overlapping customer-vlan ranges for

ge-0/0/0, it is invalid.

• An access interface can have a single rule that maps an untagged packet to a VLAN.

• Each interface can have at most onemapping swap rule per VLAN.

• You can push a VLAN tag only on the access ports of a Q-in-Q VLAN. This restriction

applies to all three methods of pushing a VLAN tag: that is, all-in-one bundling,

many-to-one-bunding, andmapping a specific interface using push.

• You can push different C-VLAN tags for a given S-VLAN on different interfaces. This

couldpotentially result in traffic leakingacrossVLANs, dependingonyour configuration.
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Routed VLAN Interfaces on Q-in-Q VLANs

Routed VLAN interfaces (RVIs) are supported on Q-in-Q VLANs.

PacketsarrivingonanRVI that is usingQ-in-QVLANswill get routed regardlessofwhether

the packet is single or double tagged. The outgoing routed packets contain an S-VLAN

tag only when exiting a trunk interface; the packets exit the interface untagged when

exiting an access interface.

Constraints for Q-in-Q Tunneling and VLAN Translation

Be aware of the following constraints when configuring Q-in-Q tunneling and VLAN

translation:

• Q-in-Q tunneling supports only two VLAN tags.

• Q-in-Q tunneling does not support most access port security features. There is no

per-VLAN(customer)policingorper-VLAN(outgoing)shapingand limitingwithQ-in-Q

tunneling unless you configure these security features by using firewall filters.

• With releasesof JunosOSRelease 13.2X51previous toRelease 13.2X51-D20, youcannot

create a regular VLAN on an interface if you have created an S-VLAN or C-VLAN on

that interface for Q-in-Q tunneling. This means that you cannot create an integrated

routing and bridging (IRB) interface on that interface because regular VLANs are a

required part of IRB configuration.With Junos OS Release 13.2X51-D25, you can create

a regular VLAN on a trunk interface that has an S-VLAN, which means that you can

also create an IRB interface on the trunk. In this case, the regular VLAN and S-VLAN

on the same trunk interface cannot share the same VLAN ID. Junos OS Release

13.2X51-D25 does not allow you to create a regular VLAN on an access interface that

has a C-VLAN.

• Starting with Junos OS Release 14.1X53-D40, integrated routing and bridging (IRB)

interfaces are supported onQ-in-QVLANs—you can configure the IRB interface on the

same interface as one used by an S-VLAN, and you can use the sameVLAN ID for both

the VLAN used by the IRB interface and for the VLAN used as an S-VLAN.

Packetsarrivingonan IRB interface that is usingQ-in-QVLANswill get routed regardless

of whether the packet is single tagged or double tagged. The outgoing routed packets

containanS-VLANtagonlywhenexitinga trunk interface; thepackets exit the interface

untagged when exiting an access interface.

NOTE: You can configure the IRB interface only on S-VLAN (NNI) interfaces,
not on C-VLAN (UNI) interfaces.

• Most access port security features are not supportedwith Q-in-Q tunneling and VLAN

translation.

• Configuring Q-in-Q tunneling and VLAN rewriting/VLAN translation on the same port

is not supported.
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• You can configure at most one VLAN rewrite/VLAN translation for a given VLAN and

interface. For example, you can create nomore than one translation for VLAN 100 on

interface xe-0/0/0.

• The combined total of VLANs and rules for Q-in-Q tunneling and VLAN translation

cannot exceed 6000. For example, you can configure and commit 4000 VLANs and

2000 rules for Q-in-Q tunneling and VLAN translation. However, you cannot configure

4000 VLANs and 2500 rules for Q-in-Q tunneling and VLAN translation. If you try to

commit a configuration that exceeds the limit, you seeCLI and syslog errors that inform

you about the problem.

• You cannot use the native VLAN ID.

• MAC addresses are learned from S-VLANs, not C-VLANs.

• Broadcast, unknown unicast, andmulticast traffic is forwarded to all members in the

S-VLAN.

• The following features are not supported with Q-in-Q tunneling:

• DHCP relay

• Fibre Channel over Ethernet

• IP Source Guard

• The following features are not supported with VLAN rewriting/VLAN translation:

• Fibre Channel over Ethernet

• Firewall filter applied to a port or VLAN in the output direction

• Private VLANs

• VLAN Spanning Tree Protocol

• Reflective relay

Configuring Q-in-Q Tunneling on QFX Series Switches

Q-in-Q tunnelingandVLANtranslationallowserviceproviders tocreateaLayer 2Ethernet

connection between two customer sites. Providers can segregate different customers’

VLAN traffic on a link (for example, if the customers use overlappingVLAN IDs) or bundle

different customer VLANs into a single service VLAN. Data centers can use Q-in-Q

tunneling to isolate customer traffic within a single site or when customer traffic flows

between cloud data centers in different geographic locations.

Before youbegin settingupQ-in-Q tunneling,makesure youhavecreatedandconfigured

the necessary customer VLANs on the neighboring switches. See “Configuring VLANs on

Switches” on page 143.
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To configure Q-in-Q tunneling:

1. Create the service VLAN (S-VLAN) and configure an ID for it:

[edit vlans]
user@switch# set s-vlan-name vlan-ids-vlan-ID

2. Enable Q-in-Q tunneling on the S-VLAN:

[edit vlans]
user@switch# set s-vlan-name dot1q-tunneling

3. Set the allowed customer VLANs (C-VLANs) on the S-VLAN (optional). Here, the

C-VLANs are identified by a range:

[edit vlans]
user@switch# set s-vlan-name dot1q-tunneling customer-vlans range

4. Configureaglobal value for the tagprotocol identifier (EtherType)of theserviceVLAN

tags (optional):

[edit]
user@switch# set ethernet-switching-options dot1q-tunneling ether-type ether-type-value

Depending on your interface configuration, youmight need to adjust the MTU value on

your trunk or access ports to accommodate the 4 bytes used for the tag addedbyQ-in-Q

tunneling. For example, if you use the default MTU value of 1514 bytes on your access

and trunk ports, you need to make one of the following adjustments:

• Reduce the MTU on the access links by at least 4 bytes so that the frames do not

exceed the MTU of the trunk link when S-VLAN tags are added.

• Increase the MTU on the trunk link so that the link can handle the larger frame size.

Configuring Q-in-Q Tunneling on EX Series Switches with ELS Support

NOTE: This task uses Junos OS for EX Series switches with support for the
Enhanced Layer 2 Software (ELS) configuration style. For ELS details, see
“Using the Enhanced Layer 2 Software CLI” on page 36.

Q-in-Q tunneling enables service providers on Ethernet access networks to segregate or

bundle customer traffic into different VLANs by adding another layer of 802.1Q tags. You

can configure Q-in-Q tunneling on EX Series switches.

NOTE: You cannot configure 802.1X user authentication on interfaces that
have been enabled for Q-in-Q tunneling.

WhenQ-in-Q tunneling is configuredonEXSeries switches, trunk interfacesareassumed

to be part of the service-provider network and access interfaces are assumed to be part
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of the customer network. Therefore, this topic also refers to trunk interfaces as

service-provider VLAN (S-VLAN) interfaces (network-to-network interfaces [NNI]), and

to access interfaces as customer VLAN (C-VLAN) interfaces (user-network interfaces

[UNI]).

Before you begin configuring Q-in-Q tunneling, make sure you set up your VLANs. See

Configuring VLANs for EX Series Switcheswith ELSSupport (CLI Procedure) orConfiguring

VLANs for EX Series Switches (J-Web Procedure).

Configuring Q-in-Q Tunneling on EX Series Switches

NOTE: This task uses Junos OS for EX Series switches that does not support
the Enhanced Layer 2 Software (ELS) configuration style. If your switch runs
software that supports ELS, see “Configuring Q-in-Q Tunneling on EX Series
Switches with ELS Support” on page 536. For ELS details, see “Using the
Enhanced Layer 2 Software CLI” on page 36.

Q-in-Q tunneling allows service providers on Ethernet access networks to segregate or

bundle customer traffic into different VLANs by adding another layer of 802.1Q tags. You

can configure Q-in-Q tunneling on EX Series switches.

NOTE: You cannot configure 802.1X user authentication on interfaces that
have been enabled for Q-in-Q tunneling.

Before you begin configuring Q-in-Q tunneling, make sure you set up your VLANs. See

“ConfiguringVLANs forEXSeriesSwitches”onpage 144orConfiguringVLANs for EXSeries

Switches (J-Web Procedure).

To configure Q-in-Q tunneling:

1. Enable Q-in-Q tunneling on the S-VLAN:

[edit vlans]
user@switch# set s-vlan-name dot1q-tunneling

2. Set the allowedC-VLANs on theS-VLAN (optional). Here, theC-VLANs are identified

by VLAN range:

[edit vlans]
user@switch# set s-vlan-name dot1q-tunneling customer-vlans range

3. Change the global Ethertype value (optional):

[edit]
user@switch# set ethernet-switching-options dot1q-tunneling ether-type ether-type-value

4. Disable MAC address learning on the S-VLAN (optional):

[edit vlans]
user@switch# set s-vlan-name no-mac-learning
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Configuring Q-in-Q Tunneling Using All-in-One Bundling

YoucanconfigureQ-in-Q tunnelingusing theall-in-onebundlingmethod,which forwards

all packets that ingress on a C-VLAN interface to an S-VLAN. (Packets are forwarded to

the S-VLAN regardless of whether they are tagged or untagged prior to ingress.) Using

this approach saves you the effort of specifying a specific mapping for each C-VLAN.

First configure the S-VLAN and its interface:

1. Assign a logical interface (unit) to be amember of the S-VLAN.

[edit vlans vlan-name]
user@switch# interface interface-name.unit-number

NOTE: Do not use logical interface unit 0. You must later bind a VLAN tag
ID to the unit you specify in this step, and you cannot bind a VLAN tag ID
to unit 0. Also note that you do not create a VLAN ID for the S-VLAN. The
ID is created automatically for the appropriate logical interface.

2. Enable the interface to transmit packets with two 802.1Q VLAN tags:

[edit interfaces interface-name]
user@switch# set flexible-vlan-tagging

3. Enable extended VLAN bridge encapsulation on the interface:

[edit interfaces interface-name]
user@switch# set encapsulation extended-vlan-bridge

NOTE: If you configure an enterprise-style configuration such as PVLAN
on the same physical interface on which you are configuring Q-in-Q
tunneling, use set encapsulation flexible-ethernet-services . See

Understanding Flexible Ethernet Services Encapsulation on Switches.

4. Enable the S-VLAN interface to send and receive untagged packets:

[edit interfaces interface-name]
user@switch# set native-vlan-id vlan-id

5. Bind the logical interface (unit) of the interface that you specified in step 1 to the

automatically created VLAN ID for the S-VLAN:

[edit interfaces interface-name unit logical-unit-number]
user@switch# set vlan-id number
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NOTE: If you configured flexible-ethernet-services, configure vlan-bridge

encapsulation on the logical interface:

[edit interfaces interface-name unit logical-unit-number]
user@switch# set encapsulation vlan-bridge

For example, the following configuration makes xe-0/0/0.10 amember of VLAN 10,

enables Q-in-Q tunneling on interface xe-0/0/0, enables xe-0/0/0 to accept untagged

packets, and binds the VLAN ID of S-VLAN v10 to a logical interface of xe-0/0/0.

set vlans v10 interface xe-0/0/0.10
set interfaces xe-0/0/0 flexible-vlan-tagging
set interfaces xe-0/0/0 native-vlan-id 10
set interfaces xe-0/0/0 encapsulation extended-vlan-bridge
set interfaces xe-0/0/0 unit 10 vlan-id 10

Now configure all-in-one bundling on a C-VLAN interface:

1. Assigna logical interface (unit)of theC-VLAN interface tobeamemberof theS-VLAN.

[edit vlans vlan-name]
user@switch# set interface interface-name.unit-number

2. Enable the interface to transmit packets with 802.1Q VLAN tags :

[edit interfaces interface-name]
user@switch# set flexible-vlan-tagging

3. Enable extended VLAN bridge encapsulation on the interface:

[edit interfaces interface-name]
user@switch# set encapsulation extended-vlan-bridge

4. Enable the C-VLAN interface to send and receive untagged packets:

[edit interfaces interface-name]
user@switch# set native-vlan-id vlan-id

5. Configure a logical interface to receive and forward any tagged packet whose VLAN

ID tagmatches the list of VLAN IDs you specify:

[edit interfaces interface-name unit logical-unit-number]
user@switch# set vlan-id-list vlan-id-numbers

CAUTION: You can apply no more than eight VLAN identifier lists to a
physical interface. This limitation does not apply to QFX10000 switches.

6. Configure the system to add an S-VLAN tag (outer tag) as packets travel from a

C-VLAN interface to the S-VLAN:
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[edit interfaces interface-name unit logical-unit-number]
user@switch# set input-vlan-map push

NOTE: You can configure vlan-id on input-vlan-map, but doing so is

optional.

7. Configure the system to remove the S-VLAN tag when packets are forwarded

(internally) from the S-VLAN interface to the C-VLAN interface:

[edit interfaces interface-name unit logical-unit-number]
user@switch# set output-vlan-map pop

For example, the following configuration makes xe-0/0/1.10 amember of S-VLAN v10,

enables Q-in-Q tunneling, maps packets from C-VLANs 100 through 200 to S-VLAN 10,

and enables xe-0/0/1 to accept untagged packets. If a packet originates in C-VLAN 100

and needs to be sent across the S-VLAN, a tag with VLAN ID 10 is added to the packet.

Whenapacket is forwarded (internally) fromtheS-VLAN interface to interface xe-0/0/1,

the tag with VLAN ID 10 is removed.

set vlans v10 interface xe-0/0/1.10
set interfaces xe-0/0/1 flexible-vlan-tagging
set interfaces xe-0/0/1 encapsulation extended-vlan-bridge
set interfaces xe-0/0/1 unit 10 vlan-id-list 100-200
set interfaces xe-0/0/1 native-vlan-id 150
set interfaces xe-0/0/1 unit 10 input-vlan-map push
set interfaces xe-0/0/1 unit 10 output-vlan-map pop

Configuring Q-in-Q Tunneling UsingMany-to-Many Bundling

You can configure Q-in-Q tunneling using the many-to-many bundling method, which

maps packets frommultiple C-VLANs to multiple S-VLANs. This method is convenient

for mapping a range of C-VLANs without having to specify each one individually. (You

can also use this method to configure only one C-VLAN to bemapped to an S-VLAN.)

First configure the S-VLANs and assign them to an interface:

1. Assign a logical interface (unit) to be amember of one of the S-VLANs. Do not use

logical interface unit 0.

[edit vlans vlan-name]
user@switch# set interface interface-name.unit-number

NOTE: Note that you do not create a VLAN ID for the S-VLAN. The ID is
created automatically for the appropriate logical interface.

2. Repeat step 1 for the other S-VLANs.
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3. Enable the physical interface to transmit packets with two 802.1Q VLAN tags:

[edit interfaces interface-name]
user@switch# set flexible-vlan-tagging

4. Enable extended VLAN bridge encapsulation on the interface:

[edit interfaces interface-name]
user@switch# set encapsulation extended-vlan-bridge

5. Enable the S-VLAN interface to send and receive untagged packets:

[edit interfaces interface-name]
user@switch# set native-vlan-id vlan-id

6. Bind one of the logical units of the interface to the VLAN ID for one of the S-VLANs.

[edit interfaces interface-name unit logical-unit-number]
user@switch# set vlan-id number

7. Repeat step 6 to bind the automatically-created VLAN IDs for the other S-VLANs to

the other logical units of the interface:

For example, the following configuration creates S-VLANs v10 and v30 and associates

themwith interface xe-0/0/0.10, enables Q-in-Q tunneling, enables xe-0/0/0 to accept

untagged packets, andmaps incoming C-VLAN packets to S-VLANs v10 and v30.

set vlans v10 interface xe-0/0/0.10
set vlans v30 interface xe-0/0/0.10
set interfaces xe-0/0/0 flexible-vlan-tagging
set interfaces xe-0/0/0 native-vlan-id 10
set interfaces xe-0/0/0 encapsulation extended-vlan-bridge
set interfaces xe-0/0/0 unit 10 vlan-id 10
set interfaces xe-0/0/0 unit 30 vlan-id 30

To configure the many-to-many bundling method on a C-VLAN interface, perform the

following steps for each customer:

1. Assign a logical interface (unit) of one C-VLAN interface to be amember of one

S-VLAN.

[edit vlans vlan-name]
user@switch# set interface interface-name.unit-number

2. Repeat step 1 to assign anotherC-VLAN interface (physical interface) tobeamember

of another S-VLAN.

3. Enable the interface to transmit packets with 802.1Q VLAN tags:

[edit interfaces interface-name]
user@switch# set flexible-vlan-tagging

4. Enable extended VLAN bridge encapsulation on the interface:

541Copyright © 2019, Juniper Networks, Inc.

Chapter 20: Configuring Q-in-Q Tunneling and VLAN Translation



[edit interfaces interface-name]
user@switch# encapsulation extended-vlan-bridge

5. Enable the C-VLAN interface to send and receive untagged packets:

[edit interfaces interface-name]
user@switch# set native-vlan-id vlan-id

6. For each physical interface, configure a logical interface (unit) to receive and forward

any tagged packet whose VLAN ID tagmatches the list of VLAN IDs you specify:

[edit interfaces interface-name unit logical-unit-number]
user@switch# set vlan-id-list vlan-id-numbers

To configure only one C-VLAN to bemapped to an S-VLAN, specify only one VLAN

ID after vlan-id-list.

CAUTION: You can apply no more than eight VLAN identifier lists to a
physical interface. This limitation does not apply to QFX10000 switches.

7. For each physical interface, configure the system to add an S-VLAN tag (outer tag)

as packets travel from the C-VLAN interface to the S-VLAN:

[edit interfaces interface-name unit logical-unit-number]
user@switch# set input-vlan-map push

8. For each physical interface, configure the system to remove the S-VLAN tag when

packets are forwarded from the S-VLAN interface to the C-VLAN interface:

[edit interfaces interface-name unit logical-unit-number]
user@switch# set output-vlan-map pop

For example, the following configuration makes xe-0/0/1.10 amember of S-VLAN v10,

enables Q-in-Q tunneling, andmaps packets from C-VLANs 10 through 20 to S-VLAN

10. The configuration for customer 2 makes xe-0/0/2.30 amember of S-VLAN v30,

enables Q-in-Q tunneling, andmaps packets from C-VLANs 30 through 40, 50 through

60, and 70 through 80 to S-VLAN 30. Both interfaces are configured to accept untagged

packets.

If a packet originates in C-VLAN 10 and needs to be sent over the S-VLAN, a tag with a

VLAN ID 10 is added to the packet. If a packet is forwarded internally from the S-VLAN

interface to xe-0/0/1.10, the tag with VLAN ID 10 is removed. The same principles apply

to the C-VLANs configured on interface xe-0/0/2.
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NOTE: Notice that you can use the same tag value for an S-VLAN and C-VLAN.
For example, the configuration for customer 1 maps C-VLAN ID 10 to S-VLAN
ID 10. C-VLAN and S-VLAN tags use separate name spaces, so this
configuration is allowed.

Configuration for customer 1:

set vlans v10 interface xe-0/0/1.10
set interfaces xe-0/0/1 flexible-vlan-tagging
set interfaces xe-0/0/1 encapsulation extended-vlan-bridge
set interfaces xe-0/0/1 unit 10 vlan-id-list 10-20
set interfaces xe-0/0/1 native-vlan-id 15
set interfaces xe-0/0/1 unit 10 input-vlan-map push
set interfaces xe-0/0/1 unit 10 output-vlan-map pop

Configuration for customer 2:

set vlans v30 interface xe-0/0/2.30
set interfaces xe-0/0/2 flexible-vlan-tagging
set interfaces xe-0/0/2 encapsulation extended-vlan-bridge
set interfaces xe-0/0/2 unit 30 vlan-id-list 30-40
set interfaces xe-0/0/2 unit 30 vlan-id-list 50-60
set interfaces xe-0/0/2 unit 30 vlan-id-list 70-80
set interfaces xe-0/0/2 native-vlan-id 75
set interfaces xe-0/0/2 unit 30 input-vlan-map push
set interfaces xe-0/0/2 unit 30 output-vlan-map pop

Configuring a Specific InterfaceMapping with VLAN ID Translation Option

You can configure Q-in-Q tunneling by mapping packets from a specified C-VLAN to a

specified S-VLAN. In addition, you can configure the system to replace a C-VLAN tag

with an S-VLAN tag or replace an S-VLAN tag with a C-VLAN tag (instead of double

tagging). This is call VLAN translation or VLAN rewriting. VLAN translation is particularly

useful if a service provider’s Layer 2 network that connects a customer’s sites does not

support double tagged packets.

When you use VLAN translation, both ends of the link normally must be able to swap

the tags appropriately. That is, both ends of the link must be configured to swap the

C-VLAN tag for the S-VLAN tag and swap the S-VLAN tag for the C-VLAN tag so that

traffic in both directions is tagged appropriately while in transit and after arrival.
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First configure the S-VLAN and its interface:

1. Assign a logical interface to be amember of the S-VLAN. Do not use unit 0.

[edit vlans vlan-name]
user@switch# set interface interface-name.unit-number

NOTE: Note that you do not create a VLAN ID for the S-VLAN. The ID is
created automatically for the appropriate logical interface.

2. Enable the interface to transmit packets with 802.1Q VLAN tags:

[edit interfaces interface-name]
user@switch# set flexible-vlan-tagging

3. Enable the S-VLAN interface to send and receive untagged packets:

[edit interfaces interface-name]
user@switch# set native-vlan-id vlan-id

4. Enable extended VLAN bridge encapsulation on the interface:

[edit interfaces interface-name]
user@switch# set encapsulation extended-vlan-bridge

5. Bind the logical interface (unit) of the interface that you specified earlier to the VLAN

ID for the S-VLAN:

[edit interfaces interface-name unit logical-unit-number]
user@switch# set vlan-id number

For example, the following configuration creates S-VLAN v200, makes xe-0/0/0.200 a

memberof thatVLAN,enablesQ-in-Qtunnelingon interfacexe-0/0/0, enablesxe-0/0/0

to accept untagged packets, and binds a logical interface of xe-0/0/0 to the VLAN ID of

VLAN v200.

set vlans v200 interface xe-0/0/0.200
set interfaces xe-0/0/0 flexible-vlan-tagging
set interfaces xe-0/0/0 native-vlan-id 150
set interfaces xe-0/0/0 encapsulation extended-vlan-bridge
set interfaces xe-0/0/0 unit 200 vlan-id 200

Now configure a specific interface mapping with optional VLAN ID translation on the

C-VLAN interface:

1. Assign a logical interface of the C-VLAN interface to be amember of the S-VLAN.

[edit vlans vlan-name]
user@switch# set interface interface-name.unit-number

2. Enable the interface to transmit packets with 802.1Q VLAN tags:
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[edit interfaces interface-name]
user@switch# set flexible-vlan-tagging

3. Enable the C-VLAN interface to send and receive untagged packets:

[edit interfaces interface-name]
user@switch# set native-vlan-id vlan-id

4. Enable extended VLAN bridge encapsulation on the interface:

[edit interfaces interface-name]
user@switch# set encapsulation extended-vlan-bridge

5. Configure a logical interface (unit) to receive and forward any tagged packet whose

VLAN ID tagmatches the VLAN IDs you specify:

[edit interfaces interface-name unit logical-unit-number]
user@switch# set vlan-id number

6. Configure the system to remove the existing C-VLAN tag and replace it with the

S-VLAN tag when packets ingress on the C-VLAN interface and are forwarded to the

S-VLAN:

[edit interfaces interface-name unit logical-unit-number]
user@switch# set input-vlan-map swap

7. Configure the system to remove the existing S-VLAN tag and replace it with the

C-VLAN tag when packets are forwarded from the S-VLAN interface to the C-VLAN

interface:

[edit interfaces interface-name unit logical-unit-number]
user@switch# set output-vlan-map swap

8. To configure an S-VLAN and associate it with the appropriate C-VLAN interface:

[edit vlans vlan-name]
user@switch# set interface interface-name

For example, the following configuration on C-VLAN interface xe-0/0/1.200 enables

Q-in-Q tunneling, enables xe-0/0/1 to accept untagged packets, andmaps incoming

packets from C-VLAN 150 to logical interface 200, which is a member of S-VLAN 200.

Also, when packets egress from C-VLAN interface xe-0/0/1 and travel to the S-VLAN

interface, the C-VLAN tag of 150 is removed and replaced with the S-VLAN tag of 200.

When packets travel from the S-VLAN interface to the C-VLAN interface, the S-VLAN

tag of 200 is removed and replaced with the C-VLAN tag of 150.

set vlans v200 interface xe-0/0/1.200
set interfaces xe-0/0/1 flexible-vlan-tagging
set interfaces xe-0/0/1 native-vlan-id 150
set interfaces xe-0/0/1 encapsulation extended-vlan-bridge
set interfaces xe-0/0/1 unit 200 vlan-id 200
set interfaces xe-0/0/1 unit 200 output-vlan-map swap
set interfaces xe-0/0/1 unit 200 input-vlan-map swap
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Example: Setting UpQ-in-Q Tunneling on QFX Series Switches

Service providers can use Q-in-Q tunneling to transparently pass Layer 2 VLAN traffic

between customer sites without removing or changing the customer VLAN tags or

class-of-service (CoS)settings.DatacenterscanuseQ-in-Qtunneling to isolatecustomer

traffic within a single site or when customer traffic flows between cloud data centers in

different geographic locations.

This example describes how to set up Q-in-Q tunneling:

• Requirements on page 546

• Overview and Topology on page 546

• Configuration on page 546

• Verification on page 548

Requirements

This example requires one QFX Series device with Junos OS Release 12.1 or later.

Before youbegin settingupQ-in-Q tunneling,makesure youhavecreatedandconfigured

the necessary customer VLANs on the neighboring switches. See “Configuring VLANs on

Switches” on page 143.

Overview and Topology

In this service provider network, there are multiple customer VLANsmapped to one

service VLAN.

Table 97 on page 546 lists the settings for the sample topology.

Table 97: Components of the Topology for Setting Up Q-in-Q Tunneling

DescriptionInterface

Tagged S-VLAN trunk portxe-0/0/11.0

Untagged customer-facing access portxe-0/0/12.0

Untagged customer-facing access portxe-0/0/13.0

Tagged S-VLAN trunk portxe-0/0/14.0

Configuration

CLI Quick
Configuration

To quickly create and configure Q-in-Q tunneling, copy the following commands and

paste them into the switch terminal window:

[edit]
set vlans service-vlan vlan-id 1000
set vlans service-vlan dot1q-tunneling customer-vlans 1-100
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set vlans service-vlan dot1q-tunneling customer-vlans 201-300
set interfaces xe-0/0/11 unit 0 family ethernet-switching port-mode trunk
set interfaces xe-0/0/11 unit 0 family ethernet-switching vlanmembers 1000
set interfaces xe-0/0/12 unit 0 family ethernet-switching port-mode access
set interfaces xe-0/0/12 unit 0 family ethernet-switching vlanmembers 1000
set interfaces xe-0/0/13 unit 0 family ethernet-switching port-mode access
set interfaces xe-0/0/13 unit 0 family ethernet-switching vlanmembers 1000
set interfaces xe-0/0/14 unit 0 family ethernet-switching port-mode trunk
set interfaces xe-0/0/14 unit 0 family ethernet-switching vlanmembers 1000
set ethernet-switching-options dot1q-tunneling ether-type 0x9100

Step-by-Step
Procedure

To configure Q-in-Q tunneling:

1. Set the VLAN ID for the S-VLAN:

[edit vlans]
user@switch# set service-vlan vlan-id 1000

2. Enable Q-in-Q tunneling and specify the customer VLAN ranges:

[edit vlans]
user@switch# set service-vlan dot1q-tunneling customer-vlans 1-100
user@switch# set service-vlan dot1q-tunneling customer-vlans 201-300

3. Set the port mode and VLAN information for the interfaces:

[edit interfaces]
user@switch# set xe-0/0/11 unit 0 family ethernet-switching port-mode trunk
user@switch# set xe-0/0/11 unit 0 family ethernet-switching vlanmembers 1000
user@switch# set xe-0/0/12 unit 0 family ethernet-switching port-mode access
user@switch# set xe-0/0/12 unit 0 family ethernet-switching vlanmembers 1000
user@switch# set xe-0/0/13 unit 0 family ethernet-switching port-mode access
user@switch# set xe-0/0/13 unit 0 family ethernet-switching vlanmembers 1000
user@switch# set xe-0/0/14 unit 0 family ethernet-switching port-mode trunk
user@switch# set xe-0/0/14 unit 0 family ethernet-switching vlanmembers 1000

4. Set the Q-in-Q Ethertype value (optional):

[edit]
user@switch# set ethernet-switching-options dot1q-tunneling ether-type 0x9100

Results

Check the results of the configuration:

user@switch> show configuration vlans service-vlan
vlan-id 1000 {

dot1q-tunneling {
customer-vlans [ 1-100 201-300 ];

}
user@switch> show configuration interfaces
xe-0/0/11 {

unit 0 {
family ethernet-switching {
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port-mode trunk;
vlan members 1000;

}
}

}
xe-0/0/12 {

unit 0 {
family ethernet-switching {

port-mode access;
vlan members 1000;

}
}

}
xe-0/0/13 {

unit 0 {
family ethernet-switching {

port-mode access;
vlan members 1000;

}
}

}
xe-0/0/14 {

unit 0 {
family ethernet-switching {

port-mode trunk;
vlan members 1000;

}
}

}
user@switch> show ethernet-switching-options
dot1q-tunneling {

ether-type 0x9100;
}

Verification

Confirm that the configuration is working properly.

Verifying That Q-in-Q TunnelingWas Enabled

Purpose Verify that Q-in-Q tunneling was properly enabled.

Action Use the show vlans command:

user@switch> show vlans service-vlan extensive

VLAN: service-vlan, Created at: Wed Mar 14 07:17:53 2012
802.1Q Tag: 1000, Internal index: 18, Admin State: Enabled, Origin: Static
Dot1q Tunneling Status: Enabled
Customer VLAN ranges:
                     1-100
                     201-300
Protocol: Port Mode
Number of interfaces: Tagged 2 (Active = 0), Untagged  2 (Active = 0)
      xe-0/0/11.0, tagged, trunk
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      xe-0/0/14.0, tagged, trunk
      xe-0/0/12.0, untagged, access
      xe-0/0/13.0, untagged, access

Meaning The output indicates that Q-in-Q tunneling is enabled and that the VLAN is tagged and

shows the associated customer VLANs.

Example: Setting UpQ-in-Q Tunneling on EX Series Switches

Service providers can use Q-in-Q tunneling to transparently pass Layer 2 VLAN traffic

from a customer site, through the service provider network, to another customer site

without removingor changing thecustomerVLANtagsor class-of-service (CoS) settings.

You can configure Q-in-Q tunneling on EX Series switches.

This example describes how to set up Q-in-Q:

• Requirements on page 549

• Overview and Topology on page 549

• Configuration on page 550

• Verification on page 551

Requirements

This example requires one EX Series switch with Junos OS Release 9.3 or later for EX

Series switches.

Before youbegin settingupQ-in-Q tunneling,makesure youhavecreatedandconfigured

the necessary customer VLANs. See “Configuring VLANs for EX Series Switches” on

page 144 or Configuring VLANs for EX Series Switches (J-Web Procedure).

Overview and Topology

In this service provider network, there are multiple customer VLANsmapped to one

service VLAN.

Table 98 on page 549 lists the settings for the example topology.

Table 98: Components of the Topology for Setting Up Q-in-Q Tunneling

DescriptionInterface

Tagged S-VLAN trunk portge-0/0/11.0

Untagged customer-facing access portge-0/0/12.0

Untagged customer-facing access portge-0/0/13.0

Tagged S-VLAN trunk portge-0/0/14.0
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Configuration

CLI Quick
Configuration

To quickly create and configure Q-in-Q tunneling, copy the following commands and

paste them into the switch terminal window:

[edit]
set vlans qinqvlan vlan-id 4001
set vlans qinqvlan dot1q-tunneling customer-vlans 1-100
set vlans qinqvlan dot1q-tunneling customer-vlans 201-300
set interfaces ge-0/0/11 unit 0 family ethernet-switching port-mode trunk
set interfaces ge-0/0/11 unit 0 family ethernet-switching vlanmembers 4001
set interfaces ge-0/0/12 unit 0 family ethernet-switching port-mode access
set interfaces ge-0/0/12 unit 0 family ethernet-switching vlanmembers 4001
set interfaces ge-0/0/13 unit 0 family ethernet-switching port-mode access
set interfaces ge-0/0/13 unit 0 family ethernet-switching vlanmembers 4001
set interfaces ge-0/0/14 unit 0 family ethernet-switching port-mode trunk
set interfaces ge-0/0/14 unit 0 family ethernet-switching vlanmembers 4001
set ethernet-switching-options dot1q-tunneling ether-type 0x9100

Step-by-Step
Procedure

To configure Q-in-Q tunneling:

1. Set the VLAN ID for the S-VLAN:

[edit vlans]
user@switch# set qinqvlan vlan-id 4001

2. Enable Q-in-Q tuennling and specify the customer VLAN ranges:

[edit vlans]
user@switch# set qinqvlan dot1q-tunneling customer-vlans 1-100
user@switch# set qinqvlan dot1q-tunneling customer-vlans 201-300

3. Set the port mode and VLAN information for the interfaces:

[edit interfaces]
user@switch# set ge-0/0/11 unit 0 family ethernet-switching port-mode trunk
user@switch# set ge-0/0/11 unit 0 family ethernet-switching vlanmembers 4001
user@switch# set ge-0/0/12 unit 0 family ethernet-switching port-mode access
user@switch# set ge-0/0/12 unit 0 family ethernet-switching vlanmembers 4001
user@switch# set ge-0/0/13 unit 0 family ethernet-switching port-mode access
user@switch# set ge-0/0/13 unit 0 family ethernet-switching vlanmembers 4001
user@switch# set ge-0/0/14 unit 0 family ethernet-switching port-mode trunk
user@switch# set ge-0/0/14 unit 0 family ethernet-switching vlanmembers 4001

4. Set the Q-in-Q Ethertype value:

[edit]
user@switch# set ethernet-switching-options dot1q-tunneling ether-type 0x9100

Results

Check the results of the configuration:
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user@switch> show configuration vlans qinqvlan
vlan-id 4001 {

dot1q-tunneling {
customer-vlans [ 1-100 201-300 ];

}
user@switch> show configuration interfaces
ge-0/0/11 {

unit 0 {
family ethernet-switching {

port-mode trunk;
vlan members 4001;

}
}

}
ge-0/0/12 {

unit 0 {
family ethernet-switching {

port-mode access;
vlan members 4001;

}
}

}
ge-0/0/13 {

unit 0 {
family ethernet-switching {

port-mode access;
vlan members 4001;

}
}

}
ge-0/0/14 {

unit 0 {
family ethernet-switching {

port-mode trunk;
vlan members 4001;

}
}

}
user@switch> show ethernet-switching-options
dot1q-tunneling {

ether-type 0x9100;
}

Verification

To confirm that the configuration is working properly, perform these tasks:

• Verifying That Q-in-Q TunnelingWas Enabled on page 551

Verifying That Q-in-Q TunnelingWas Enabled

Purpose Verify that Q-in-Q tunneling was properly enabled on the switch.

551Copyright © 2019, Juniper Networks, Inc.

Chapter 20: Configuring Q-in-Q Tunneling and VLAN Translation



Action Use the show vlans command:

user@switch> show vlans qinqvlan extensive

VLAN: qinqvlan, Created at: Thu Sep 18 07:17:53 2008
802.1Q Tag: 4001, Internal index: 18, Admin State: Enabled, Origin: Static
Dot1q Tunneling Status: Enabled
Customer VLAN ranges:
                     1-100
                     201-300
Protocol: Port Mode
Number of interfaces: Tagged 2 (Active = 0), Untagged  4 (Active = 0)
      ge-0/0/11.0, tagged, trunk
      ge-0/0/14.0, tagged, trunk
      ge-0/0/12.0, untagged, access
      ge-0/0/13.0, untagged, access

Meaning The output indicates that Q-in-Q tunneling is enabled and that the VLAN is tagged and

shows the associated customer VLANs.

Setting Up a Dual VLAN Tag Translation Configuration on QFX Switches

Starting with Junos OS Release 14.1X53-D40, you can use the dual VLAN tag translation

(also known as dual VLAN tag rewrite) feature to deploy switches in service-provider

domains, allowing dual-tagged, single-tagged, and untagged VLAN packets to come

into or exit from the switch.

The following example configuration shows use of the swap-swap, pop-swap, and

swap-push dual tag operations.

[edit]
set interfaces ge-0/0/1 unit 503 description UNI-3
set interfaces ge-0/0/1 unit 503 encapsulation vlan-bridge
set interfaces ge-0/0/1 unit 503 vlan-tags outer 503
set interfaces ge-0/0/1 unit 503 vlan-tags inner 504
set interfaces ge-0/0/1 unit 503 input-vlan-map swap-swap
set interfaces ge-0/0/1 unit 503 input-vlan-map vlan-id 500
set interfaces ge-0/0/1 unit 503 input-vlan-map inner-vlan-id 514
set interfaces ge-0/0/1 unit 503 output-vlan-map swap-swap
set interfaces ge-0/0/0 description NNI
set interfaces ge-0/0/0 flexible-vlan-tagging
set interfaces ge-0/0/0 encapsulation flexible-ethernet-services
set interfaces ge-0/0/0 unit 500 description "SVLAN500 port"
set interfaces ge-0/0/0 unit 500 encapsulation vlan-bridge
set interfaces ge-0/0/0 unit 500 vlan-id 500
set interfaces ge-0/0/0 unit 600 description "SVLAN600 port"
set interfaces ge-0/0/0 unit 600 encapsulation vlan-bridge
set interfaces ge-0/0/0 unit 600 vlan-id 600
set interfaces ge-0/0/0 unit 700 description "SVLAN700 port"
set interfaces ge-0/0/0 unit 700 encapsulation vlan-bridge
set interfaces ge-0/0/0 unit 700 vlan-id 700
set interfaces ge-0/0/0 unit 0 family ethernet-switching interface-mode trunk
set interfaces ge-0/0/0 unit 0 family ethernet-switching vlan members v1000
set interfaces ge-0/0/0 unit 1100 description UNI-SVLAN1100
set interfaces ge-0/0/0 unit 1100 encapsulation vlan-bridge
set interfaces ge-0/0/0 unit 1100 vlan-tags outer 1101
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set interfaces ge-0/0/0 unit 1100 vlan-tags inner 1102
set interfaces ge-0/0/0 unit 1100 input-vlan-map swap-swap
set interfaces ge-0/0/0 unit 1100 input-vlan-map vlan-id 1100
set interfaces ge-0/0/0 unit 1100 input-vlan-map inner-vlan-id 2101
set interfaces ge-0/0/0 unit 1100 output-vlan-map swap-swap
set interfaces ge-0/0/0 unit 1200 description UNI-SVLAN1200
set interfaces ge-0/0/0 unit 1200 encapsulation vlan-bridge
set interfaces ge-0/0/0 unit 1200 vlan-id 1201
set interfaces ge-0/0/0 unit 1200 input-vlan-map swap-push
set interfaces ge-0/0/0 unit 1200 input-vlan-map inner-vlan-id 2200
set interfaces ge-0/0/0 unit 1200 output-vlan-map pop-swap
set interfaces ge-0/0/2 description UNI
set interfaces ge-0/0/2 flexible-vlan-tagging
set interfaces ge-0/0/2 encapsulation flexible-ethernet-services
set interfaces ge-0/0/2 unit 0 family ethernet-switching interface-mode trunk
set interfaces ge-0/0/2 unit 0 family ethernet-switching vlan members v1000
set interfaces ge-0/0/2 unit 603 description UNI-3
set interfaces ge-0/0/2 unit 603 encapsulation vlan-bridge
set interfaces ge-0/0/2 unit 603 vlan-tags outer 603
set interfaces ge-0/0/2 unit 603 vlan-tags inner 604
set interfaces ge-0/0/2 unit 603 input-vlan-map swap-swap
set interfaces ge-0/0/2 unit 603 input-vlan-map vlan-id 600
set interfaces ge-0/0/2 unit 603 input-vlan-map inner-vlan-id 614
set interfaces ge-0/0/2 unit 603 output-vlan-map swap-swap
set interfaces ge-0/0/3 description UNI
set interfaces ge-0/0/3 flexible-vlan-tagging
set interfaces ge-0/0/3 encapsulation flexible-ethernet-services
set interfaces ge-0/0/3 unit 0 family ethernet-switching interface-mode trunk
set interfaces ge-0/0/3 unit 0 family ethernet-switching vlan members v1000
set interfaces ge-0/0/3 unit 703 description UNI-3
set interfaces ge-0/0/3 unit 703 encapsulation vlan-bridge
set interfaces ge-0/0/3 unit 703 vlan-tags outer 703
set interfaces ge-0/0/3 unit 703 vlan-tags inner 704
set interfaces ge-0/0/3 unit 703 input-vlan-map swap-swap
set interfaces ge-0/0/3 unit 703 input-vlan-map vlan-id 700
set interfaces ge-0/0/3 unit 703 input-vlan-map inner-vlan-id 714
set interfaces ge-0/0/3 unit 703 output-vlan-map swap-swap
set interfaces ge-0/0/3 unit 701 encapsulation vlan-bridge
set interfaces ge-0/0/3 unit 701 vlan-id 701
set interfaces ge-0/0/3 unit 701 input-vlan-map swap-push
set interfaces ge-0/0/3 unit 701 input-vlan-map inner-vlan-id 780
set interfaces ge-0/0/3 unit 701 output-vlan-map pop-swap
set interfaces ge-0/0/3 unit 1100 description SVLAN1100-NNI
set interfaces ge-0/0/3 unit 1100 encapsulation vlan-bridge
set interfaces ge-0/0/3 unit 1100 vlan-id 1100
set interfaces ge-0/0/3 unit 1200 description SVLAN1200-NNI
set interfaces ge-0/0/3 unit 1200 encapsulation vlan-bridge
set interfaces ge-0/0/3 unit 1200 vlan-id 1200
set vlans SVLAN500 interface ge-0/0/0.500
set vlans SVLAN500 interface ge-0/0/1.503
set vlans SVLAN600 interface ge-0/0/0.600
set vlans SVLAN600 interface ge-0/0/2.603
set vlans SVLAN600 interface ge-0/0/3.701
set vlans SVLAN700 interface ge-0/0/0.700
set vlans SVLAN700 interface ge-0/0/3.703
set vlans v1000 vlan-id 1000
set vlans SVLAN1100 interface ge-0/0/0.1100
set vlans SVLAN1100 interface ge-0/0/3.1100
set vlans SVLAN1200 interface ge-0/0/3.1200
set vlans SVLAN1200 interface ge-0/0/0.1200
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Verifying That Q-in-Q Tunneling IsWorking on Switches

Purpose After creating a Q-in-Q VLAN, verify that it is set up properly.

Action Use the show configuration vlans command to determine if you successfully created

the primary and secondary VLAN configurations:

1.

user@switch> show configuration vlans

svlan {
   vlan-id 300;
   dot1q-tunneling {
      customer-vlans [ 101–200 ];
   }
}

2. Use the show vlans command to view VLAN information and link status:

user@switch> show vlans s-vlan-name extensive

VLAN: svlan, Created at: Thu Oct 23 16:53:20 2008
802.1Q Tag: 300, Internal index: 2, Admin State: Enabled, Origin: Static
Dot1q Tunneling Status: Enabled
Customer VLAN ranges:
                     101–200
Protocol: Port Mode
Number of interfaces: Tagged 1 (Active = 0), Untagged  1 (Active = 0)
      xe-0/0/1, tagged, trunk
      xe-0/0/2, untagged, access

Meaning The output confirms that Q-in-Q tunnling is enabled and that the VLAN is tagged, and

lists the customer VLANs that are associated with the tagged VLAN.

Release History Table DescriptionRelease

Starting with Junos OS Release 14.1X53-D40, you can use the dual VLAN
tag translation (also known as dual VLAN tag rewrite) feature to deploy
switches in service-provider domains, allowing dual-tagged, single-tagged,
and untagged VLAN packets to come into or exit from the switch.

14.1X53-D40

Starting with Junos OS 14.1X53-D30, you can configure the same interface
to be an S-VLAN/NNI interface and a C-VLAN/UNI interface.

14.1X53-D30
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CHAPTER 21

Configuring Redundant Trunk Groups

• Redundant Trunk Groups on page 555

Redundant Trunk Groups

• Understanding Redundant Trunk Links (Legacy RTG Configuration) on page 556

• Configuring Redundant Trunk Links for Faster Recovery on EX Series

Switches on page 558

• Example: Configuring Redundant Trunk Links for Faster Recovery on Devices with ELS

Support on page 559

• Example: Configuring Redundant Trunk Links for Faster Recovery on EX Series

Switches on page 564
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Understanding Redundant Trunk Links (Legacy RTG Configuration)

In a typical enterprise network composed of distribution and access layers, a redundant

trunk link provides a simple solution for network recovery when a trunk port on a switch

goes down. In that case, traffic is routed to another trunk port, keeping network

convergence time to aminimum.

NOTE: For information on redundant trunk link configurations that include
Q-in-Q support and use LAGs with link protection, see Q-in-Q Support on
Redundant Trunk Links Using LAGs with Link Protection.

To configure a redundant trunk link, create a redundant trunk group. The redundant trunk

group is configured on the access switch and contains two links: a primary or active link,

and a secondary link. If the active link fails, the secondary link automatically starts

forwarding data traffic without waiting for normal spanning-tree protocol convergence.

Data traffic is forwarded only on the active link. Data traffic on the secondary link is

droppedandshownasdroppedpacketswhenyou issue theoperationalmodecommand

show interfaces interface-name extensive.

While data traffic is blockedon the secondary link, Layer 2 control traffic is still permitted.

For example, an LLDP session can be run between two switches on the secondary link.

Rapid Spanning Tree Protocol (RSTP) is enabled by default on the switches to create a

loop-free topology, but an interface is not allowed to be in both a redundant trunk group

and in a spanning-tree protocol topology at the same time. Youmust disable RSTP on

an interface if a redundant trunk group is configured on that interface. For example, in

Figure 30 on page 557, in addition to disabling RSTPon theSwitch 3 interfaces, youmust

also disable RSTP on the Switch 1 and Switch 2 interfaces connected to Switch 3.

Spanning-tree protocols can, however, continue operating on other interfaces on those

switches—for example on the link between Switch 1 and Switch 2.

Figure 30onpage 557 shows three switches in a basic topology for redundant trunk links.

Switch 1 and Switch 2make up the distribution layer, and Switch 3makes up the access

layer. Switch 3 is connected to the distribution layer through trunk ports ge-0/0/9.0 (Link

1) andge-0/0/10.0 (Link 2). Link 1 andLink 2 are in a redundant trunk group called group1.

Link 1 is designated as the primary link. Traffic flows between Switch 3 in the access layer

and Switch 1 in the distribution layer through Link 1. While Link 1 is active, Link 2 blocks

traffic.
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Figure 30: Redundant Trunk Group, Link 1 Active

Figure 31 on page 557 illustrates how the redundant trunk link topology works when the

primary link goes down.

Figure 31: Redundant Trunk Group, Link 2 Active
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When Link 1 between Switch 1 and Switch 3 goes down, Link 2 takes over as the active

link. Traffic between the access layer and the distribution layer is then automatically

switched to Link 2 between Switch 3 and Switch 2.

Configuring Redundant Trunk Links for Faster Recovery on EX Series Switches

Youcanmanagenetworkconvergencebyconfiguringbothaprimary linkandasecondary

link on an EX Series switch; this is called a redundant trunk group (RTG). If the primary

link in a redundant trunk group fails, it passes its knownMAC address locations to the

secondary link, which automatically takes over. You can configure a maximum of 16

redundant trunk groups onmost standalone switches or onVirtual Chassis. The EX8200

switch and EX8200Virtual Chassis, however, support up to 254 redundant trunk groups.

Generally, you configure a redundant trunk group by configuring one primary link (and its

interface) and one unspecified link (and its interface) to serve as the secondary link. A

second type of redundant trunk group, not shown in the procedure in this topic, consists

of two unspecified links (and their interfaces); in this case, neither of the links is primary.

In this second case, the software selects an active link by comparing the port numbers

of the two links and activating the link with the higher port number. The procedure given

here describes configuring a primary/unspecified configuration for a redundant trunk

group because that configuration gives youmore control and is more commonly used.

Rapid Spanning Tree Protocol (RSTP) is enabled by default on EX Series switches to

create a loop-free topology, but an interface is not allowed to be in both a redundant

trunk group and in a spanning-tree protocol topology at the same time.

A primary link takes over whenever it is able. You can, however, alter the number of

seconds that the primary link waits before reestablishing control by configuring the

primary link’s preempt cutover timer.

Before you configure the redundant trunk group on the switch, be sure you have:

• Disabled RSTP on all switches that will be linked to your redundant trunk group.

• Configured at least two interfaceswith their portmode set to trunk; be sure that these
two interfaces are not part of any existing RTG. See Configuring Gigabit Ethernet

Interfaces (CLI Procedure) .

To configure a redundant trunk group on a switch:

1. Turn off RSTP:

[edit]
user@switch# set protocols rstp disable

2. Name the redundant trunk group while configuring one primary and one unspecified

trunk interface:

[edit ethernet-switching-options]
user@switch# set redundant-trunk-group group name interface interface-name primary
user@switch# set redundant-trunk-group group name interface interface-name
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3. (Optional) Change the length of time (from thedefault of 1 second) that a re-enabled

primary link waits to take over from an active secondary link:

[edit ethernet-switching-options]
set redundant-trunk-group group name preempt-cutover-timer seconds

Example: Configuring Redundant Trunk Links for Faster Recovery onDeviceswith ELSSupport

NOTE: This example uses Junos OS for EX Series switches or QFX Series with
support for the Enhanced Layer 2 Software (ELS) configuration style.. For
ELS details, see “Using the Enhanced Layer 2 Software CLI” on page 36.

Youcanmanagenetworkconvergencebyconfiguringbothaprimary linkandasecondary

link on a switch; this is called a redundant trunk group (RTG). If the primary link in a

redundant trunk group fails, it passes its knownMAC address locations to the secondary

link, which automatically takes over after oneminute.

This example describes how to create a redundant trunk group with a primary and a

secondary link:

• Requirements on page 559

• Overview and Topology on page 560

• Disabling RSTP on Switches 1 and 2 on page 562

• Configuring Redundant Trunk Links on Switch 3 on page 562

• Verification on page 563

Requirements

This example uses the following hardware and software components:

• Two EX Series or QFX Series distribution switches

• One EX Series or QFX Series access switch

• The appropriate software release for your platform:

• For EX Series switches: Junos OS Release 13.2X50-D10 or later

• For the QFX Series: Junos OS Release 13.2X50-D15 or later

Before you configure the redundant trunk links network on the access and distribution

switches, be sure you have:

• Configured interfaces ge-0/0/9 and ge-0/0/10 on the access switch, Switch 3, as

trunk interfaces.

• Configured one trunk interface on each distribution switch, Switch 1 and Switch 2.

• Connected the three switches as shown in the topology for this example (see

Figure 32 on page 561).
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Overview and Topology

In a typical enterprise network composed of distribution and access layers, a redundant

trunk link provides a simple solution for trunk interface network recovery. When a trunk

interface fails, data traffic is routed to another trunk interface after oneminute, thereby

keeping network convergence time to aminimum.

This example shows the configuration of a redundant trunk group that includes one

primary link (and its interface) and one unspecified link (and its interface) that serves as

the secondary link.

A second type of redundant trunk group, not illustrated in the example, consists of two

unspecified links (and their interfaces); in this case, neither of the links is primary. The

software selects an active link by comparing the port numbers of the two links and

activating the linkwith the higher port number. For example, if the two link interfaces use

interfacesge-0/1/0andge-0/1/1, thesoftwareactivatesge-0/1/1. (In the interfacenames,

the final number is the port number.)

The two links in a redundant trunk group generally operate the same way, whether they

are configured as primary/unspecified or unspecified/unspecified. Data traffic initially

passes through the active link but is blocked on the inactive link. While data traffic is

blocked on the secondary link, note that Layer 2 control traffic is still permitted if the link

isactive. Forexample, anLLDPsessioncanbe runbetween twoswitcheson thesecondary

link. If the active link either goes down or is disabled administratively, it broadcasts a list

of its knownMACaddresses for data traffic; the other link immediately picks up andadds

the MAC addresses to its address table, becomes active, and begins forwarding traffic.

The one difference in operation between the two types of redundant trunk groups occurs

when a primary link is active, goes down, is replaced by the secondary link, and then

reactivates. When a primary link is re-enabled while the secondary link is active, the

primary linkwaits 1 second(youcanchange the time interval byusing thepreemptcutover

timer to accommodate your network) and then takes over as the active link. In other

words, the primary link has priority and is always activated if it is available. This differs

from the behavior of two unspecified links, both of which act as equals. Because the

unspecified links are equal, the active link remains active until it either goes down or is

disabled administratively; this is the only time that the other unspecified link learns the

MAC addresses and immediately becomes active.

The example given here illustrates a primary/unspecified configuration for a redundant

trunk group because that configuration gives youmore control and is more commonly

used.
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NOTE: Rapid Spanning Tree Protocol (RSTP) is enabled by default on the
switches to create a loop-free topology, but an interface is not allowed to be
in both a redundant trunk group and in a spanning-tree protocol topology at
the same time. You will need to disable RSTP on the two distribution switches
in the example, Switch 1 and Switch 2. Spanning-tree protocols can, however,
continue operating in other parts of the network—for example, between the
distribution switches and also in links between distribution switches and the
enterprise core.

Figure 32 on page 561 displays an example topology containing three switches. Switch 1

and Switch 2make up the distribution layer, and Switch 3makes up the access layer.

Switch 3 is connected to the distribution layer through trunk interfaces ge-0/0/9.0

(Link 1) and ge-0/0/10.0 (Link 2).

Table 99 on page 562 lists the components used in this redundant trunk group.

Because RSTP and RTGs cannot operate simultaneously on a switch, you disable RSTP

on Switch 1 and Switch 2 in the first configuration task, and you disable RSTP on Switch

3 in the second task.

The second configuration task creates a redundant trunk group called example 1 on

Switch 3. The trunk interfaces ge-0/0/9.0 and ge-0/0/10.0 are the two links configured

in the second configuration task. You configure the trunk interface ge-0/0/9.0 as the

primary link. You configure the trunk interface ge-0/0/10.0 as an unspecified link, which

becomes the secondary link by default.

Figure 32: Topology for Configuring the Redundant Trunk Links
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Table 99: Components of the Redundant Trunk Link Topology

SettingsProperty

• Switch 1–1 EX Series or QFX Series distribution switch

• Switch 2–1 EX Series or QFX Series distribution switch

• Switch 3–1 EX Series or QFX Series access switch

Switch hardware

On Switch 3 (access switch): ge-0/0/9.0 and ge-0/0/10.0Trunk interfaces

rtg0Redundant trunk group

Disabling RSTP on Switches 1 and 2

To disable RSTP on Switch 1 and Switch 2, perform this task on each switch:

CLI Quick
Configuration

To quickly disable RSTP on Switch 1 and Switch 2, copy the following command and

paste it into each switch terminal window:

[edit]
set protocols rstp disable

Step-by-Step
Procedure

To disable RSTP on Switch 1 and Switch 2:

1. Disable RSTP on Switch 1 and Switch 2:

[edit]
user@switch# set protocols rstp disable

Results Check the results of the configuration:

[edit]
user@switch# show
protocols {

rstp {
disable;

}
}

Configuring Redundant Trunk Links on Switch 3

To configure redundant trunk links on Switch 3, perform this task:

CLI Quick
Configuration

To quickly configure the redundant trunk group rtg0 on Switch 3, copy the following

commands and paste them into the switch terminal window:

[edit]
set protocols rstp disable
set switch-options redundant-trunk-group group rtg0 interface ge-0/0/9.0 primary
set switch-options redundant-trunk-group group rtg0 interface ge-0/0/10.0
set redundant-trunk-group group rtg0 preempt-cutover-timer 60
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Step-by-Step
Procedure

Configure the redundant trunk group rtg0 on Switch 3.

Turn off RSTP:1.

[edit]
user@switch# set protocols rstp disable

2. Name the redundant trunk group rtg0while configuring trunk interface ge-0/0/9.0

as the primary link and ge-0/0/10 as an unspecified link to serve as the secondary

link:

[edit switch-options]
user@switch# set redundant-trunk-group group rtg0 interface ge-0/0/9.0 primary
user@switch# set redundant-trunk-group group rtg0 interface ge-0/0/10.0

3. (Optional)Change the time interval (fromthedefault of 1 second) that a re-enabled

primary link waits to take over for an active secondary link:

[edit switch-options]
user@switch# set redundant-trunk-group group rtg0 preempt-cutover-timer 60

Results Check the results of the configuration:

[edit]
user@switch# show
switch-options

redundant-trunk-group {
group rtg0 {

preempt-cutover-timer 60;
interface ge-0/0/9.0 {

primary;
}
interface ge-0/0/10.0;

}
}

protocols {
rstp {

disable;
}

}

Verification

To confirm that the configuration is set up correctly, perform this task:

• Verifying That a Redundant Trunk GroupWas Created on page 563

Verifying That a Redundant Trunk GroupWas Created

Purpose Verify that the redundant trunk group rtg0 has been created on Switch 1 and that trunk

interfaces are members of the redundant trunk group.
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Action List all redundant trunk groups configured on the switch:

user@switch> show redundant-trunk-group

Group      Interface   State       Time of last flap           Flap
name                                                           count

rtg0       ge-0/0/9.0  Up/Pri      Never                         0
           ge-0/0/10.0 Up          Never                         0

Meaning The show redundant-trunk-group command lists all redundant trunk groups configured

on the switch as well as the interface names and their current states (up or down for an

unspecified link, and up or down and primary for a primary link). For this configuration

example, the output shows that the redundant trunk group rtg0 is configured on the

switch. The Up beside the interfaces indicates that both link cables are physically

connected. The Pri beside trunk interface ge-0/0/9.0 indicates that it is configured as

the primary link.

Example: Configuring Redundant Trunk Links for Faster Recovery on EX Series Switches

NOTE: This example uses Junos OS for EX Series switches that does not
support the Enhanced Layer 2 Software (ELS) configuration style. If your
switch runs software that supports ELS, see “Example: Configuring Redundant
Trunk Links for Faster Recovery on Devices with ELS Support” on page 559.
For ELS details, see “Using the Enhanced Layer 2 Software CLI” on page 36.

Youcanmanagenetworkconvergencebyconfiguringbothaprimary linkandasecondary

link on a switch; this is called a redundant trunk group (RTG). If the primary link in a

redundant trunk group fails, it passes its knownMAC address locations to the secondary

link, which automatically takes over after oneminute.

This example describes how to create a redundant trunk group with a primary and a

secondary link:

• Requirements on page 564

• Overview and Topology on page 565

• Disabling RSTP on Switches 1 and 2 on page 567

• Configuring Redundant Trunk Links on Switch 3 on page 568

• Verification on page 569

Requirements

This example uses the following hardware and software components:

• Two EX Series distribution switches

• One EX Series access switch
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• Junos OS Release 10.4 or later for EX Series switches

Before you configure the redundant trunk links network on the access and distribution

switches, be sure you have:

• Configured interfaces ge-0/0/9 and ge-0/0/10 on the access switch, Switch 3, as
trunk interfaces. See Configuring Gigabit Ethernet Interfaces (CLI Procedure).

• Configured one trunk interface on each distribution switch, Switch 1 and Switch 2.

• Connected the three switches as shown in the topology for this example (see

Figure 33 on page 567).

Overview and Topology

In a typical enterprise network composed of distribution and access layers, a redundant

trunk link provides a simple solution for trunk interface network recovery. When a trunk

interface fails, data traffic is routed to another trunk interface after oneminute, thereby

keeping network convergence time to aminimum.

This example shows the configuration of a redundant trunk group that includes one

primary link (and its interface) and one unspecified link (and its interface) that serves as

the secondary link.

A second type of redundant trunk group, not illustrated in the example, consists of two

unspecified links (and their interfaces); in this case, neither of the links is primary. In this

second case, the software selects an active link by comparing the port numbers of the

two links and activating the link with the higher port number. For example, if the two link

interfaces use interfaces ge-0/1/0 and ge-0/1/1, the software activates ge-0/1/1. (In the

interface names, the final number is the port number.)

The two links in a redundant trunk group generally operate the same way, whether they

are configured as primary/unspecified or unspecified/unspecified. Data traffic initially

passes through the active link but is blocked on the inactive link. While data traffic is

blocked on the secondary link, note that Layer 2 control traffic is still permitted if the link

isactive. Forexample, anLLDPsessioncanbe runbetween twoswitcheson thesecondary

link. If the active link either goes down or is disabled administratively, it broadcasts a list

of its knownMACaddresses for data traffic; the other link immediately picks up andadds

the MAC addresses to its address table, becomes active, and begins forwarding traffic.

The one difference in operation between the two types of redundant trunk groups occurs

when a primary link is active, goes down, is replaced by the secondary link, and then

reactivates. When a primary link is re-enabled while the secondary link is active, the

primary linkwaits 1 second (you can change the length of timeusing thepreempt cutover

timer to accommodate your network) and then takes over as the active link. In other

words, the primary link has priority and is always activated if it is available. This differs

from the behavior of two unspecified links, which act as equals. Because the unspecified

links are equal, the active link remains active until it either goes down or is disabled

administratively; this is the only time that the other unspecified link learns the MAC

addresses and immediately becomes active.
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The example given here illustrates a primary/unspecified configuration for a redundant

trunk group because that configuration gives youmore control and is more commonly

used.

NOTE: Rapid Spanning Tree Protocol (RSTP) is enabled by default on EX
Series switches to create a loop-free topology, but an interface is not allowed
to be in both a redundant trunk group and in a spanning-tree protocol topology
at the same time. You will need to disable RSTP on the two distribution
switches in the example, Switch 1 and Switch 2. Spanning-tree protocols can,
however, continue operating in other parts of the network—for example,
between the distribution switches and also in links between distribution
switches and the enterprise core.

Figure 33 on page 567 displays an example topology containing three switches. Switch 1

and Switch 2make up the distribution layer, and Switch 3makes up the access layer.

Switch 3 is connected to the distribution layer through trunk interfaces ge-0/0/9.0 (Link

1) and ge-0/0/10.0 (Link 2).

Table 100 on page 567 lists the components used in this redundant trunk group.

Because RSTP and RTGs cannot operate simultaneously on a switch, you disable RSTP

on Switch 1 and Switch 2 in the first configuration task, and you disable RSTP on Switch

3 in the second task.

The second configuration task creates a redundant trunk group called example 1 on
Switch 3. The trunk interfaces ge-0/0/9.0 and ge-0/0/10.0 are the two links configured
in the second configuration task. You configure the trunk interface ge-0/0/9.0 as the
primary link. You configure the trunk interface ge-0/0/10.0 as an unspecified link, which
becomes the secondary link by default.
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Figure 33: Topology for Configuring the Redundant Trunk Links

Table 100: Components of the Redundant Trunk Link Topology

SettingsProperty

• Switch 1–1 EX Series distribution switch

• Switch 2–1 EX Series distribution switch

• Switch 3–1 EX Series access switch

Switch hardware

On Switch 3 (access switch): ge-0/0/9.0 and ge-0/0/10.0Trunk interfaces

example1Redundant trunk group

Disabling RSTP on Switches 1 and 2

To disable RSTP on Switch 1 and Switch 2, perform this task on each switch:

CLI Quick
Configuration

To quickly disable RSTP on Switch 1 and Switch 2, copy the following command and

paste it into each switch terminal window:

[edit]
set protocols rstp disable
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Step-by-Step
Procedure

To disable RSTP on Switch 1 and Switch 2:

1. Disable RSTP on Switch 1 and Switch 2:

[edit]
user@switch# set protocols rstp disable

Results Check the results of the configuration:

[edit]
user@switch# show
protocols {

rstp {
disable;

}
}

Configuring Redundant Trunk Links on Switch 3

To configure redundant trunk links on Switch 3, perform this task:

CLI Quick
Configuration

To quickly configure the redundant trunk group example1 on Switch 3, copy the following

commands and paste them into the switch terminal window:

[edit]
set protocols rstp disable
set ethernet-switching-options redundant-trunk-group group example1 interface ge-0/0/9.0
primary
set ethernet-switching-options redundant-trunk-group group example1 interface ge-0/0/10.0
set ethernet-switching-options redundant-trunk-group group example1 preempt-cutover-timer
60

Step-by-Step
Procedure

Configure the redundant trunk group example1 on Switch 3.

Turn off RSTP:1.

[edit]
user@switch# set protocols rstp disable

2. Name the redundant trunk group example1 while configuring trunk interface

ge-0/0/9.0 as the primary link and ge-0/0/10 as an unspecified link to serve as the

secondary link:

[edit ethernet-switching-options]
user@switch# set redundant-trunk-group group example1 interface ge-0/0/9.0 primary
user@switch# set redundant-trunk-group group example1 interface ge-0/0/10.0

3. (Optional) Change the length of time (from the default of 1 second) that a

re-enabled primary link waits to take over for an active secondary link:
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[edit ethernet-switching-options]
user@switch# set redundant-trunk-group group example1 preempt-cutover-timer 60

Results Check the results of the configuration:

[edit]
user@switch# show
ethernet-switching-options

redundant-trunk-group {
group example1 {

preempt-cutover-timer 60;
interface ge-0/0/9.0 {

primary;
}
interface ge-0/0/10.0;

}
}

protocols {
rstp {

disable;
}

}

Verification

To confirm that the configuration is set up correctly, perform this task:

• Verifying That a Redundant Trunk GroupWas Created on page 569

Verifying That a Redundant Trunk GroupWas Created

Purpose Verify that the redundant trunk group example1 has been created on Switch 1 and that

trunk interfaces are members of the redundant trunk group.

Action List all redundant trunk groups configured on the switch:

user@switch> show redundant-trunk-group

Group      Interface   State       Time of last flap           Flap
name                                                           count

example1   ge-0/0/9.0  Up/Pri      Never                         0
           ge-0/0/10.0 Up          Never                         0

Meaning The show redundant-trunk-group command lists all redundant trunk groups configured

on the switch, both links’ interface addresses, and the links’ current states (up or down

for an unspecified link, and up or down and primary for a primary link). For this

configuration example, the output shows that the redundant trunk group example1 is

configured on the switch. The (Up) beside the interfaces indicates that both link cables
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are physically connected. The (Pri) beside trunk interface ge-0/0/9.0 indicates that it is

configured as the primary link.
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CHAPTER 22

Configuring Proxy ARP

• Proxy ARP on page 571

Proxy ARP

• Understanding Proxy ARP on page 571

• Configuring Proxy ARP on Devices with ELS Support on page 573

• Configuring Proxy ARP on Switches on page 574

• Configuring Proxy ARP on page 574

• Verifying That Proxy ARP IsWorking Correctly on page 575

Understanding Proxy ARP

You can configure proxy Address Resolution Protocol (ARP) to enable the switch to

respond toARPqueries for network addresses by offering its ownEthernetmedia access

control (MAC) address. With proxy ARP enabled, the switch captures and routes traffic

to the intended destination.

Proxy ARP is useful in situations where hosts are on different physical networks and you

donotwant tousesubnetmasking.BecauseARPbroadcastsarenotpropagatedbetween

hostsondifferentphysical networks, hostswill not receivea response to theirARP request

if the destination is on a different subnet. Enabling the switch to act as an ARP proxy

allows thehosts to transparently communicatewitheachother through theswitch.Proxy

ARP can help hosts on a subnet reach remote subnets without your having to configure

routing or a default gateway.

• What Is ARP? on page 571

• Proxy ARP Overview on page 572

• Best Practices for Proxy ARP on page 572

What Is ARP?

Ethernet LANs use ARP tomap Ethernet MAC addresses to IP addresses. Each device

maintains a cache containing amapping of MAC addresses to IP addresses. The switch

maintains this mapping in a cache that it consults when forwarding packets to network

devices. If the ARP cache does not contain an entry for the destination device, the host

(the DHCP client) broadcasts an ARP request for that device's address and stores the

response in the cache.
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Proxy ARPOverview

When proxy ARP is enabled, if the switch receives an ARP request for which it has a route

to the target (destination) IP address, the switch responds by sending a proxy ARP reply

packet containing its ownMAC address. The host that sent the ARP request then sends

its packets to the switch, which forwards them to the intended host.

NOTE: For security reasons, the source address in an ARP request must be
on the same subnet as the interface on which the ARP request is received.

You can configure proxy ARP for each interface. You can also configure proxy ARP for

an integrated routing and bridging (IRB) interface named irb or a routed VLAN interface

(RVI) named vlan. (On EX Series switches that use Juniper Networks Junos operating

system (Junos OS) with support for the Enhanced Layer 2 Software (ELS) configuration

style, the feature is known as an IRB interface. On EX Series switches that use Junos OS

that does not support ELS, the feature is known as an RVI.)

Twomodes of proxy ARP are supported: restricted and unrestricted. Bothmodes require

that the switch have an active route to the destination address of the ARP request.

• Restricted—The switch responds to ARP requests in which the physical networks of

the source and target are different and does not respond if the source and target IP

addresses are on the same subnet. In this mode, hosts on the same subnet

communicatewithoutproxyARP.We recommendthat youuse thismodeon theswitch.

• Unrestricted—The switch responds to all ARP requests for which it has a route to the

destination.This is thedefaultmode(because it is thedefaultmode in JuniperNetworks

Junos operating system (Junos OS) configurations other than those on the switch).

We recommend using restrictedmode on the switch.

Best Practices for Proxy ARP

We recommend these best practices for configuring proxy ARP on the switches:

• Set proxy ARP to restrictedmode.

• Use restrictedmode when configuring proxy ARP on RVIs or IRB interfaces.

• If you set proxy ARP to unrestricted, disable gratuitous ARP requests on each interface

enabled for proxy ARP.
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Configuring Proxy ARP on Devices with ELS Support

NOTE: This task uses Junos OS for EX Series switches and QFX3500 and
QFX3600 switches with support for the Enhanced Layer 2 Software (ELS)
configuration style.If your switch runs software that does not support ELS,
see “Configuring Proxy ARP on Switches” on page 574 or “Configuring Proxy
ARP” on page 574. For ELS details, see “Using the Enhanced Layer 2 Software
CLI” on page 36.

You can configure proxy Address Resolution Protocol (ARP) on your switch to enable

the switch to respond to ARP queries for network addresses by offering its ownmedia

access control (MAC) address. With proxy ARP enabled, the switch captures and routes

traffic to the intended destination.

To configure proxy ARP on a single interface:

[edit interfaces]
user@switch# set interface-name unit logical-unit-number proxy-arp (restricted |
unrestricted)

BEST PRACTICE: We recommend that you configure proxy ARP in restricted
mode. In restricted mode, the switch does not act as a proxy if the source
and target IP addresses are on the same subnet. If you decide to use
unrestricted mode, disable gratuitous ARP requests on the interface to avoid
a situation wherein the switch’s response to a gratuitous ARP request appears
to the host to be an indication of an IP conflict.

To configure proxy ARP on an integrated routing and bridging (IRB) interface:

[edit interfaces]
user@switch# set irb.logical-unit-number proxy-arp restricted
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Configuring Proxy ARP on Switches

NOTE: This task uses Junos OS for EX Series switches that does not support
the Enhanced Layer 2 Software (ELS) configuration style. If your switch runs
software that supports ELS, see “Configuring Proxy ARP on Devices with ELS
Support” on page 573. For ELS details, see “Using the Enhanced Layer 2
Software CLI” on page 36.

You can configure proxy Address Resolution Protocol (ARP) on your EX Series switch to

enable the switch to respond to ARP queries for network addresses by offering its own

media access control (MAC) address. With proxy ARP enabled, the switch captures and

routes traffic to the intended destination.

To configure proxy ARP on a single interface:

[edit interfaces]
user@switch# set ge-0/0/3 unit 0 proxy-arp restricted

BEST PRACTICE: We recommend that you configure proxy ARP in restricted
mode. In restricted mode, the switch is not a proxy if the source and target
IP addresses are on the same subnet. If you use unrestricted mode, disable
gratuitous ARP requests on the interface to avoid the situation of the switch’s
response to a gratuitous ARP request appearing to the host to be an indication
of an IP conflict:

To configure proxy ARP on a routed VLAN interface (RVI):

[edit interfaces]
user@switch# set vlan unit 100 proxy-arp restricted

See Also Configuring Routed VLAN Interfaces on Switches (CLI Procedure)•

Configuring Proxy ARP

You can configure proxy Address Resolution Protocol (ARP) to enable the switch to

respond to ARP queries for network addresses by offering its ownmedia access control

(MAC) address. With proxy ARP enabled, the switch captures and routes traffic to the

intended destination.

To configure proxy ARP on a single interface:

[edit interfaces]
user@switch# set xe-0/0/3 unit 0 proxy-arp restricted

BEST PRACTICE: We recommend that you configure proxy ARP in restricted
mode. In restricted mode, the switch is not a proxy if the source and target
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IP addresses are on the same subnet. If you use unrestricted mode, disable
gratuitous ARP requests on the interface to avoid the situation of the switch’s
response to a gratuitous ARP request appearing to the host to be an indication
of an IP conflict:

To configure proxy ARP on a routed VLAN interface (RVI):

[edit interfaces]
user@switch# set vlan unit 100 proxy-arp restricted

See Also Understanding Integrated Routing and Bridging on page 423•

Verifying That Proxy ARP IsWorking Correctly

Purpose Verify that the switch is sending proxy ARPmessages.

Action List the system statistics for ARP:

user@switch> show system statistics arp

arp:
         90060 datagrams received
         34 ARP requests received
         610 ARP replies received
         2 resolution request  received
         0 unrestricted proxy requests
         0 restricted proxy requests
         0 received proxy requests
         0 unrestricted proxy requests not proxied
         0 restricted proxy requests not proxied
         0 datagrams with bogus interface
         0 datagrams with incorrect length
         0 datagrams for non-IP protocol
         0 datagrams with unsupported op code
         0 datagrams with bad protocol address length
         0 datagrams with bad hardware address length
         0 datagrams with multicast source address
         0 datagrams with multicast target address
         0 datagrams with my own hardware address
         0 datagrams for an address not on the interface
         0 datagrams with a broadcast source address
         294 datagrams with source address duplicate to mine
         89113 datagrams which were not for me
         0 packets discarded waiting for resolution
         0 packets sent after waiting for resolution
         309 ARP requests sent
         35 ARP replies sent
         0 requests for memory denied
         0 requests dropped on entry
         0 requests dropped during retry
         0 requests dropped due to interface deletion
         0 requests on unnumbered interfaces
         0 new requests on unnumbered interfaces
         0 replies for from unnumbered interfaces
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         0 requests on unnumbered interface with non-subnetted donor
         0 replies from unnumbered interface with non-subnetted donor

Meaning The statistics show that two proxy ARP requests were received. The unrestricted proxy

requests not proxied and restricted proxy requests not proxied fields indicate that all the

unproxied ARP requests received have been proxied by the switch.
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CHAPTER 23

Configuring Layer 2 Interfaces on Security
Devices

• Layer 2 Interfaces on Security Devices on page 577

Layer 2 Interfaces on Security Devices

• Understanding Layer 2 Interfaces on Security Devices on page 577

• Example: Configuring Layer 2 Logical Interfaces on Security Devices on page 578

• Understanding Mixed Mode (Transparent and Route Mode) on Security

Devices on page 579

• Example: ImprovingSecurityServicesbyConfiguringanSRXSeriesDeviceUsingMixed

Mode (Transparent and Route Mode) on page 582

Understanding Layer 2 Interfaces on Security Devices

Layer 2 logical interfaces are created by defining one or more logical units on a physical

interface with the family address type ethernet-switching. If a physical interface has a
ethernet-switching family logical interface, it cannot have any other family type in its
logical interfaces. A logical interface can be configured in one of the following modes:

• Accessmode—Interfaceacceptsuntaggedpackets,assigns thespecifiedVLAN identifier

to the packet, and forwards the packet within the VLAN that is configured with the

matching VLAN identifier.

• Trunkmode—Interfaceaccepts anypacket taggedwith aVLAN identifier thatmatches

a specified list of VLAN identifiers. Trunk mode interfaces are generally used to

interconnect switches. To configure a VLAN identifier for untagged packets received

on the physical interface, use the native-vlan-id option. If the native-vlan-id option is

not configured, untagged packets are dropped.

NOTE: Multiple trunk mode logical interfaces can be defined, as long as the
VLAN identifiers of a trunk interface do not overlap with those of another
trunk interface. The native-vlan-id must belong to a VLAN identifier list

configured for a trunk interface.
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See Also Layer 2 Transparent Mode Overview•

• Example: Configuring Layer 2 Logical Interfaces on Security Devices on page 578

• Layer 2 Transparent Mode Overview

Example: Configuring Layer 2 Logical Interfaces on Security Devices

This example shows how to configure a Layer 2 logical interface as a trunk port so that

the incoming packets can be selectively redirected to a firewall or other security device.

• Requirements on page 578

• Overview on page 578

• Configuration on page 578

• Verification on page 579

Requirements

Before you begin, configure the VLANs. See “Example: Configuring VLANs on Security

Devices” on page 147.

Overview

In this example, you configure logical interface ge-3/0/0.0 as a trunk port that carries

traffic for packets tagged with VLAN identifiers 1 through 10; this interface is implicitly

assigned to the previously configured VLANs vlan-a and vlan-b. Then you assign a VLAN

ID of 10 to any untagged packets received on physical interface ge-3/0/0.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,

and then enter commit from configuration mode.

set unit 0 family ethernet-switching interface-mode trunk vlanmembers 1–10
set vlan-tagging native-vlan-id 10

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode in the CLI User Guide.

To configure a Layer 2 logical interface as a trunk port:

1. Configure the logical interface.

[edit interfaces ge-3/0/0]
user@host#setunit0familyethernet-switching interface-modetrunkvlanmembers
1–10
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2. Specify a VLAN ID for untagged packets.

[edit interfaces ge-3/0/0]
user@host# set vlan-tagging native-vlan-id 10

3. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Verification

To verify the configuration is working properly, enter the show interfaces ge-3/0/0 and

show interfaces ge-3/0/0.0 commands.

See Also Understanding Layer 2 Interfaces on Security Devices on page 577•

• Layer 2 Transparent Mode Overview

• Example: Configuring Layer 2 Security Zones

UnderstandingMixedMode (Transparent and RouteMode) on Security Devices

Mixedmode supports both transparent mode (Layer 2) and route mode (Layer 3); it is

the default mode. You can configure both Layer 2 and Layer 3 interfaces simultaneously

using separate security zones.

NOTE: For the mixed mode configuration, you must reboot the device after
you commit the changes. However, for SRX5000 line devices, reboot is not
required.

In mixedmode (Transparent and Route Mode):

• There is no routing among IRB interfaces and between IRB interfaces and Layer 3

interfaces.

• The user logical system is supported for Layer 2 traffic and firewall session function

on SRX4100 and SRX4200 devices.

• You can configure Layer 3 interfaces using both the user logical system and the root

logical system.

The device in Figure 34 on page 580 looks like two separate devices. One device runs in

Layer 2 transparent mode and the other device runs in Layer 3 routing mode. But both

devices run independently. Packets cannot be transferred between the Layer 2 and Layer

3 interfaces, because there is no routingamong IRB interfacesandbetween IRB interfaces

and Layer 3 interfaces.
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Figure 34: Architecture of Mixed Transparent and Route Mode

Inmixedmode, the Ethernet physical interface can be either a Layer 2 interface or a Layer

3 interface, but the Ethernet physical interface cannot be both simultaneously. However,

Layer 2 and Layer 3 families can exist on separate physical interfaces on the samedevice.

Table 101 on page 580 lists the Ethernet physical interface types and supported family

types.

Table 101: Ethernet Physical Interface and Supported Family Types

Supported Family TypeEthernet Physical Interface Type

ethernet-switchingLayer 2 Interface

inet and inet6Layer 3 Interface

NOTE: Multiple routing instances are supported.

You can configure both the pseudointerface irb.x and the Layer 3 interface under the

same default routing instance using either a default routing instance or a user-defined

routing instance. See Figure 35 on page 581.
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Figure 35: Mixed Transparent and Route Mode

Packets from the Layer 2 interface are switched within the same VLAN, or they connect

to the host through the IRB interface. Packets cannot be routed to another IRB interface

or a Layer 3 interface through their own IRB interface.

Packets fromtheLayer3 interfaceare routed toanother Layer3 interface.Packets cannot

be routed to a Layer 2 interface through an IRB interface.

Table 102 on page 581 lists the security features that are supported in mixedmode and

the features that are not supported in transparent mode for Layer 2 switching.

Table 102: Security Features Supported in MixedMode (Transparent and Route Mode)

Not SupportedSupportedMode Type

• Unified Threat Management
(UTM)

• Application Layer Gateways
(ALGs)

• Firewall User Authentication
(FWAUTH)

• Intrusion Detection and
Prevention (IDP)

• Screen

• AppSecure

Mixedmode
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Table 102: Security Features Supported in MixedMode (Transparent and Route
Mode) (continued)

Not SupportedSupportedMode Type

—• Network Address Translation
(NAT)

• VPN

Route mode (Layer 3
interface)

• Network Address Translation
(NAT)

• VPN

• Unified Threat Management
(UTM)

Transparent mode
(Layer 2 interface)

Starting in JunosOSRelease 12.3X48-D10 and JunosOSRelease 17.3R1, some conditions

apply to mixed-mode operations. Note the conditions here:

• OnSRX300,SRX320,SRX340,SRX345,SRX550M,andSRX1500devices, youcannot

configure Ethernet switching and virtual private LANservice (VPLS) usingmixedmode

(Layer 2 and Layer 3).

• On SRX5400, SRX5600, and SRX5800 devices, you do not have to reboot the device

when you configure VLAN.

See Also Example: ImprovingSecurityServicesbyConfiguringanSRXSeriesDeviceUsingMixed

Mode (Transparent and Route Mode) on page 582

•

• Understanding SecureWire on Security Devices

Example: Improving Security Services by Configuring an SRX Series Device UsingMixedMode
(Transparent and RouteMode)

You can configure anSRXSeries device using both transparentmode (Layer 2) and route

mode(Layer 3) simultaneously to simplifydeploymentsand to improvesecurity services.

This example showshow topass the Layer 2 traffic from interface ge-0/0/1.0 to interface

ge-0/0/0.0 and Layer 3 traffic from interface ge-0/0/2.0 to interface ge-0/0/3.0.

• Requirements on page 582

• Overview on page 583

• Configuration on page 585

• Verification on page 588

Requirements

This example uses the following hardware and software components:

• An SRX Series device

• Four PCs
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Before you begin:

• Create a separate security zone for Layer 2 and Layer 3 interfaces. See Understanding

Layer 2 Security Zones.

Overview

In enterpriseswheredifferentbusinessgroupshaveeither Layer 2or Layer 3basedsecurity

solutions, using a single mixedmode configuration simplifies their deployments. In a

mixedmodeconfiguration, youcanalsoprovidesecurity serviceswith integratedswitching

and routing.

In addition, youcanconfigureanSRXSeriesdevice inboth standaloneandchassis cluster

mode using mixedmode.

In mixedmode (default mode), you can configure both Layer 2 and Layer 3 interfaces

simultaneously using separate security zones.

NOTE: For the mixed mode configuration, you must reboot the device after
you commit the changes. However, for SRX5000 line devices, reboot is not
required.

In this example, first you configure a Layer 2 family type called Ethernet switching to

identify Layer 2 interfaces. You set the IP address 10.10.10.1/24 to IRB interface. Then you

create zone L2 and add Layer 2 interfaces ge-0/0/1.0 and ge-0/0/0.0 to it.

Next you configure a Layer 3 family type inet to identify Layer 3 interfaces. You set the

IPaddress 192.0.2.1/24 to interfacege-0/0/2.0and the IPaddress 192.0.2.3/24 to interface

ge-0/0/3.Thenyoucreate zoneL3andaddLayer 3 interfacesge-0/0/2.0andge-0/0/3.0

to it.
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Topology

Figure 36 on page 584 shows amixedmode topology.

Figure 36: MixedMode Topology

Table 103 on page 584 shows the parameters configured in this example.

Table 103: Layer 2 and Layer 3 Parameters

DescriptionParameter

Layer 2 zone.L2

Layer 2 interfaces added to the Layer 2 zone.ge-0/0/1.0 and ge-0/0/0.0

Layer 3 zone.L3

Layer 3 interfaces added to the Layer 3 zone.ge-0/0/2.0 and ge-0/0/3.0

IP address for the IRB interface.10.10.10.1/24

IP addresses for the Layer 3 interface.192.0.2.1/24 and 192.0.2.3/24
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,

and then enter commit from configuration mode.

set interfaces ge-0/0/0 unit 0 family ethernet-switching interface-mode access
set interfaces ge-0/0/0 unit 0 family ethernet-switching vlanmembers 10
set interfaces ge-0/0/1 unit 0 family ethernet-switching interface-mode access
set interfaces ge-0/0/1 unit 0 family ethernet-switching vlanmembers 10
set protocols l2-learning global-mode transparent-bridge
set interfaces irb unit 10 family inet address 10.10.10.1/24
set security zones security-zone L2 interfaces ge-0/0/1.0
set security zones security-zone L2 interfaces ge-0/0/0.0
set vlans vlan-10 vlan-id 10
set vlans vlan-10 l3-interface irb.10
set interfaces ge-0/0/2 unit 0 family inet address 192.0.2.1/24
set interfaces ge-0/0/3 unit 0 family inet address 192.0.2.3/24
set security policies default-policy permit-all
set security zones security-zone L2 host-inbound-traffic system-services any-service
set security zones security-zone L2 host-inbound-traffic protocols all
set security zones security-zone L3 host-inbound-traffic system-services any-service
set security zones security-zone L3 host-inbound-traffic protocols all
set security zones security-zone L3 interfaces ge-0/0/2.0
set security zones security-zone L3 interfaces ge-0/0/3.0

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode in the CLI User Guide.

To configure Layer 2 and Layer 3 interfaces:

1. Create a Layer 2 family type to configure Layer 2 interfaces.

[edit interfaces]
user@host# set ge-0/0/0 unit 0 family ethernet-switching interface-mode access
user@host# set ge-0/0/0 unit 0 family ethernet-switching vlanmembers 10
user@host# set ge-0/0/1 unit 0 family ethernet-switching interface-mode access
user@host# set ge-0/0/1 unit 0 family ethernet-switching vlanmembers 10

2. Configure Layer 2 interfaces to work under transparent-bridge mode.

[edit protocols]
user@host# set l2-learning global-mode transparent-bridge

3. Configure an IP address for the IRB interface.

[edit interfaces]
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user@host# set irb unit 10 family inet address 10.10.10.1/24

4. Configure Layer 2 interfaces.

[edit security zones security-zone L2 interfaces]
user@host# set ge-0/0/1.0
user@host# set ge-0/0/0.0

5. Configure VLAN.

[edit vlans vlan-10]
user@host# set vlan-id 10
user@host# set l3-interface irb.10

6. Configure IP addresses for Layer 3 interfaces.

[edit interfaces]
user@host# set ge-0/0/2 unit 0 family inet address 192.0.2.1/24
user@host# set ge-0/0/3 unit 0 family inet address 192.0.2.3/24

7. Configure the policy to permit the traffic.

[edit security policies]
user@host# set default-policy permit-all

8. Configure Layer 3 interfaces.

[edit security zones security-zone]
user@host# set L2 host-inbound-traffic system-services any-service
user@host# set L2 host-inbound-traffic protocols all
user@host# set L3 host-inbound-traffic system-services any-service
user@host# set L3 host-inbound-traffic protocols all
user@host# set L3 interfaces ge-0/0/2.0
user@host# set L3 interfaces ge-0/0/3.0

Results From configuration mode, confirm your configuration by entering the show interfaces,

showsecuritypolicies, showvlans, and showsecurity zones commands. If theoutputdoes

not display the intended configuration, repeat the instructions in this example to correct

the configuration.

[edit]
user@host# show interfaces

ge-0/0/0 {
unit 0 {

family ethernet-switching {
interface-mode access;
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vlan {
members 10;

}
}

}
}
ge-0/0/1 {

unit 0 {
family ethernet-switching {

interface-mode access;
vlan {

members 10;
}

}
}

}
ge-0/0/2 {

unit 0 {
family inet {

address 192.0.2.1/24;
}

}
}
ge-0/0/3 {

unit 0 {
family inet {

address 192.0.2.3/24;
}

}
}
irb {

unit 10 {
family inet {

address 10.10.10.1/24;
}

}
}

[edit]
user@host# show security policies
default-policy {

permit-all;
}
[edit]
user@host# show vlans

vlan-10 {
vlan-id 10;
l3-interface irb.10;

}
[edit]
user@host# show security zones

security-zone L2 {
host-inbound-traffic {

system-services {
any-service;

}
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protocols {
all;

}
}
interfaces {

ge-0/0/1.0;
ge-0/0/0.0;

}
}
security-zone L3 {

host-inbound-traffic {
system-services {

any-service;
}
protocols {

all;
}

}
interfaces {

ge-0/0/2.0;
ge-0/0/3.0;

}
}

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

• Verifying the Layer 2 and Layer 3 Interfaces and Zones on page 588

• Verifying the Layer 2 and Layer 3 Session on page 590

Verifying the Layer 2 and Layer 3 Interfaces and Zones

Purpose Verify that the Layer 2 and Layer 3 interfaces and Layer 2 and Layer 3 zones are created.

Action From operational mode, enter the show security zones command.

user@host> show security zones

 Security zone: HOST
  Send reset for non-SYN session TCP packets: Off
  Policy configurable: Yes
  Interfaces bound: 0
  Interfaces:

Security zone: L2
  Send reset for non-SYN session TCP packets: Off
  Policy configurable: Yes
  Interfaces bound: 2
  Interfaces:
    ge-0/0/0.0
    ge-0/0/1.0
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Security zone: L3
  Send reset for non-SYN session TCP packets: Off
  Policy configurable: Yes
  Interfaces bound: 2
  Interfaces:
    ge-0/0/2.0
    ge-0/0/3.0

Security zone: junos-host
  Send reset for non-SYN session TCP packets: Off
  Policy configurable: Yes
  Interfaces bound: 0
  Interfaces:

Meaning The output shows the Layer 2 (L2) and Layer 3 (L3) zone names and the number and

names of Layer 2 and Layer 3 interfaces bound to the L2 and L3 zones.
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Verifying the Layer 2 and Layer 3 Session

Purpose Verify that the Layer 2 and Layer 3 sessions are established on the device.

Action From operational mode, enter the show security flow session command.

user@host> show security flow session

Session ID: 1, Policy name: default-policy-logical-system-00/2, Timeout: 58, Valid

  In: 10.102.70.75/54395 --> 228.102.70.76/9876;udp, Conn Tag: 0x0, If: ge-0/0/0.0,
 Pkts: 1209, Bytes: 1695018,
  Out: 228.102.70.76/9876 --> 10.102.70.75/54395;udp, Conn Tag: 0x0, If: 
ge-0/0/1.0, Pkts: 0, Bytes: 0,

Session ID: 2, Policy name: default-policy-logical-system-00/2, Timeout: 58, Valid

  In: 10.102.70.19/23364 --> 228.102.70.20/23364;udp, Conn Tag: 0x0, If: 
ge-0/0/0.0, Pkts: 401, Bytes: 141152,
  Out: 228.102.70.20/23364 --> 10.102.70.19/23364;udp, Conn Tag: 0x0, If: 
ge-0/0/1.0, Pkts: 0, Bytes: 0,

Meaning The output shows active sessions on the device and each session’s associated security

policy.

• Session ID 1—Number that identifies the Layer 2 session. Use this ID to get more
information about the Layer 2 session such as policy name or number of packets in

and out.

• default-policy-logical-system-00/2—Default policy name that permitted the Layer
2 traffic.

• In—Incoming flow (source and destination Layer 2 IP addresses with their respective

source and destination port numbers, session is ICMP, and the source interface for this

session is ge-0/0/0.0).

• Out—Reverse flow (source and destination Layer 2 IP addresses with their respective

source and destination port numbers, session is ICMP, and destination interface for

this session is ge-0/0/1.0).

• Session ID 2—Number that identifies the Layer 2 session. Use this ID to get more
information about the Layer 2 session such as policy name or number of packets in

and out.

• default-policy-logical-system-00/2—Default policy name that permitted the Layer
2 traffic.
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• In—Incoming flow (source and destination Layer 2 IP addresses with their respective

source and destination port numbers, session is ICMP, and the source interface for this

session is ge-0/0/0.0,).

• Out—Reverse flow (source and destination Layer 2 IP addresses with their respective

source and destination port numbers, session is ICMP, and destination interface for

this session is ge-0/0/1.0,).

See Also • Understanding Mixed Mode (Transparent and Route Mode) on Security Devices on

page 579

• Understanding SecureWire on Security Devices
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CHAPTER 24

Configuring Ethernet Port Switching
Modes on Security Devices

• Ethernet Port Switching Modes on Security Devices on page 593

Ethernet Port SwitchingModes on Security Devices

• Understanding Switching Modes on Security Devices on page 593

• Ethernet Ports Switching Overview for Security Devices on page 594

• Example: Configuring Switching Modes on Security Devices on page 600

Understanding SwitchingModes on Security Devices

There are two types of switching modes:

• Switching Mode–The uPIM appears in the list of interfaces as a single interface, which

is the first interface on the uPIM. For example, ge-2/0/0. You can optionally configure

each uPIM port only for autonegotiation, speed, and duplexmode. A uPIM in switching

mode can perform the following functions:

• Layer 3 forwarding—Routes traffic destined for WAN interfaces and other PIMs

present on the chassis.

• Layer 2 forwarding—Switches intra-LAN traffic from one host on the LAN to another

LAN host (one port of uPIM to another port of same uPIM).

• EnhancedSwitchingMode–Eachport canbeconfigured for switchingor routingmode.

This usage differs from the routing and switching modes, in which all ports must be in

either switching or routing mode. The uPIM in enhanced switching mode provides the

following features:

• Supports configuration of different types of VLANs and inter-VLAN routing.

• Supports Layer 2 control plane protocol such as Link Aggregation Control Protocol

(LACP).

• Supports port-based Network Access Control (PNAC) bymeans of authentication

servers.
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NOTE: The SRX300 and SRX320 devices support enhanced switching
mode only. When you set a multiport uPIM to enhanced switching mode,
all the Layer 2 switching features are supported on the uPIM. (Platform
support depends on the Junos OS release in your installation.)

YoucansetamultiportGigabit Ethernet uPIMonadevice toeither switchingor enhanced

switching mode.

When you set a multiport uPIM to switching mode, the uPIM appears as a single entity

for monitoring purposes. The only physical port settings that you can configure are

autonegotiation, speed, and duplex mode on each uPIM port, and these settings are

optional.

Ethernet Ports Switching Overview for Security Devices

Certain ports on Juniper Networks devices can function as Ethernet access switches that

switch traffic at Layer 2 and route traffic at Layer 3.

You can deploy supported devices in branch offices as an access or desktop switch with

integrated routing capability, thus eliminating intermediate access switch devices from

your network topology. The Ethernet ports provide switching while the Routing Engine

provides routing functionality, enabling you to use a single device to provide routing,

access switching, andWAN interfaces.

This topic contains the following sections:

• Supported Devices and Ports on page 594

• Integrated Bridging and Routing on page 595

• Link Layer Discovery Protocol and LLDP-Media Endpoint Discovery on page 595

• Types of Switch Ports on page 597

• uPIM in a Daisy Chain on page 598

• Q-in-Q VLAN Tagging on page 598

Supported Devices and Ports

Juniper Networks supports switching features on a variety of Ethernet ports and devices

(see Table 104 on page 594). Platform support depends on the Junos OS release in your

installation. The following ports and devices are included:

• Onboard Ethernet ports (Gigabit and Fast Ethernet built-in ports) on the SRX300,

SRX320, SRX320 PoE, SRX340, SRX345, SRX550M and SRX1500 devices.

• Multiport Gigabit Ethernet XPIM on the SRX650 device.

Table 104: Supported Devices and Ports for Switching Features

PortsDevice

Onboard Fast Ethernet ports (fe-0/0/0 and fe-0/0/7)SRX100 devices
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Table 104: Supported Devices and Ports for Switching Features (continued)

PortsDevice

Onboard Gigabit Ethernet ports (ge-0/0/0 and ge-0/0/1) and
1-Port Gigabit Ethernet SFP Mini-PIM port.

Onboard Fast Ethernet ports (fe-0/0/2 and fe-0/0/7)

SRX210 devices

Onboard Gigabit Ethernet ports (ge-0/0/0 through ge-0/0/7)
and 1-Port Gigabit Ethernet SFP Mini-PIM port.

SRX220 devices

OnboardGigabit Ethernetports (ge-0/0/0 throughge-0/0/15)
and 1-Port Gigabit Ethernet SFP Mini-PIM port.

SRX240 devices

Onboard Gigabit Ethernet ports (ge-0/0/0 through ge-0/0/7)SRX300 devices

Onboard Gigabit Ethernet ports (ge-0/0/0 through ge-0/0/7)SRX320 devices

OnboardGigabit Ethernetports (ge-0/0/0 throughge-0/0/15)SRX340 devices

OnboardGigabit Ethernetports (ge-0/0/0 throughge-0/0/15)SRX345 devices

Onboard Gigabit Ethernet ports (ge-0/0/0 through ge-0/0/9,
Multiport Gigabit Ethernet XPIMmodules, and 1-Port Gigabit
Ethernet SFP Mini-PIM port.

SRX550 devices

Onboard Gigabit Ethernet ports (ge-0/0/0 through ge-0/0/9
and Multiport Gigabit Ethernet XPIMmodules.

SRX550M devices

Multiport Gigabit Ethernet XPIMmodules

NOTE: OnSRX650devices,Ethernetswitching isnotsupported
on Gigabit Ethernet interfaces (ge-0/0/0 through ge-0/0/3
ports).

SRX650 devices

OnboardGigabit Ethernetports (ge-0/0/0 throughge-0/0/19)SRX1500 devices

On the SRX100. SRX220, SRX240, SRX300, SRX320, SRX340andSRX345 devices, you

can set the onboard Gigabit Ethernet ports to operate as either switched ports or routed

ports. (Platform support depends on the Junos OS release in your installation.)

Integrated Bridging and Routing

Integratedbridging and routing (IRB) provides support for simultaneous Layer 2 swiching

and Layer 3 routing within the same VLAN. Packets arriving on an interface of the VLAN

are switched or routed based on the destination MAC address of the packet. Packets

with the router’s MAC address as the destination are routed to other Layer 3 interfaces.

Link Layer Discovery Protocol and LLDP-Media Endpoint Discovery

Devices use Link Layer Discovery Protocol (LLDP) and LLDP-Media Endpoint Discovery

(MED) to learn and distribute device information about network links. The information
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allows the device to quickly identify a variety of systems, resulting in a LAN that

interoperates smoothly and efficiently.

LLDP-capable devices transmit information in Type Length Value (TLV) messages to

neighbor devices. Device information can include specifics, such as chassis and port

identification and system name and system capabilities. The TLVs leverage this

information from parameters that have already been configured in the Junos OS.

LLDP-MEDgoesonestep further, exchanging IP-telephonymessagesbetween thedevice

and the IP telephone. These TLVmessages provide detailed information about Power

over Ethernet (PoE) policy. The PoE Management TLVs let the device ports advertise

the power level and power priority needed. For example, the device can compare the

power needed by an IP telephone running on a PoE interface with available resources. If

the device cannot meet the resources required by the IP telephone, the device could

negotiate with the telephone until a compromise on power is reached.

The following basic TLVs are supported:

• Chassis Identifier—The MAC address associated with the local system.

• Port identifier—The port identification for the specified port in the local system.

• Port Description—The user-configured port description. The port description can be a

maximum of 256 characters.

• System Name—The user-configured name of the local system. The system name can

be amaximum of 256 characters.

• Switching FeaturesOverview—This information is not configurable, but taken from the

software.

• System Capabilities—The primary function performed by the system. The capabilities

that system supports; for example, Ethernet switching or router. This information is

not configurable, but based on themodel of the product.

• Management Address—The IPmanagement address of the local system.

The following LLDP-MED TLVs are supported:

• LLDP-MED Capabilities—A TLV that advertises the primary function of the port. The

values range from 0 through 15:

• 0—Capabilities

• 1—Network policy

• 2—Location identification

• 3—Extendedpower throughmedium-dependent interfacepower-sourcingequipment

(MDI-PSE)

• 4—Inventory

• 5–15—Reserved

• LLDP-MED Device Class Values:
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• 0—Class not defined

• 1—Class 1 device

• 2—Class 2 device

• 3—Class 3 device

• 4—Network connectivity device

• 5–255— Reserved

NOTE: Starting in Junos OS Release 15.1X49-D60 and Junos OS Release
17.3R1, Link Layer Discovery Protocol (LLDP) and LLDP-Media Endpoint
Discovery (MFD) are enabled on SRX300, SRX320, SRX340, SRX345,
SRX550M and SRX1500 devices.

• Network Policy—A TLV that advertises the port VLAN configuration and associated

Layer 2 andLayer 3 attributes. Attributes include thepolicy identifier, application types,

such as voice or streaming video, 802.1Q VLAN tagging, and 802.1p priority bits and

Diffserv code points.

• Endpoint Location—A TLV that advertises the physical location of the endpoint.

• Extended Power via MDI—A TLV that advertises the power type, power source, power

priority, and power value of the port. It is the responsibility of the PSE device (network

connectivity device) to advertise the power priority on a port.

LLDP and LLDP-MEDmust be explicitly configured on uPIMs (in enhanced switching

mode) on base ports on SRX100, SRX210, SRX240, SRX300, SRX320, SRX340, and

SRX345devices, andGigabit BackplanePhysical InterfaceModules (GPIMs) onSRX650

devices. (Platform support depends on the Junos OS release in your installation.) To

configure LLDP on all interfaces or on a specific interface, use the lldp statement at the

[set protocols] hierarchy level. To configure LLDP-MED on all interfaces or on a specific

interface, use the lldp-med statement at the [set protocols] hierarchy level.

Types of Switch Ports

The ports, or interfaces, on a switch operate in either access mode or trunk mode.

An interface in access mode connects to a network device, such as a desktop computer,

an IP telephone, a printer, a file server, or a security camera. The interface itself belongs

to a single VLAN. The frames transmitted over an access interface are normal Ethernet

frames.

Trunk interfaces handle traffic for multiple VLANs, multiplexing the traffic for all those

VLANs over the same physical connection. Trunk interfaces are generally used to

interconnect switches to one another.
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uPIM in a Daisy Chain

You cannot combine multiple uPIMs to act as a single integrated switch. However, you

can connect uPIMs on the same chassis externally by physically connecting a port on

one uPIM to a port on another uPIM in a daisy-chain fashion.

TwoormoreuPIMsdaisy-chained together createasingle switchwithahigherport count

than either individual uPIM. One port on each uPIM is used solely for the connection. For

example, if you daisy-chain a 6-port uPIM and an 8-port uPIM, the result operates as a

12-port uPIM. Any port of a uPIM can be used for daisy chaining.

Configure the IP address for only one of the daisy-chained uPIMs, making it the primary

uPIM. The secondary uPIM routes traffic to the primary uPIM, which forwards it to the

Routing Engine. This results in some increase in latency and packet drops due to

oversubscription of the external link.

Onlyone linkbetweenthe twouPIMs is supported.Connectingmore thanone linkbetween

uPIMs creates a loop topology, which is not supported.

Q-in-Q VLAN Tagging

Q-in-Q tunneling, defined by the IEEE 802.1ad standard, allows service providers on

Ethernetaccessnetworks toextendaLayer 2Ethernet connectionbetween twocustomer

sites.

In Q-in-Q tunneling, as a packet travels from a customer VLAN (C-VLAN) to a service

provider's VLAN, a service provider-specific 802.1Q tag is added to the packet. This

additional tag is used to segregate traffic into service-provider-defined service VLANs

(S-VLANs). The original customer 802.1Q tag of the packet remains and is transmitted

transparently, passing through the service provider's network. As the packet leaves the

S-VLAN in the downstream direction, the extra 802.1Q tag is removed.

NOTE: When Q-in-Q tunneling is configured for a service provider’s VLAN,
all Routing Engine packets, including packets from the routed VLAN interface,
that are transmitted from the customer-facing access port of that VLAN will
always be untagged.

There are three ways to map C-VLANs to an S-VLAN:

• All-in-one bundling—Use the dot1q-tunneling statement at the [edit vlans] hierarchy

level to map without specifying customer VLANs. All packets from a specific access

interface are mapped to the S-VLAN.

• Many-to-onebundling—Use the customer-vlans statementat the [editvlans] hierarchy

level to specify which C-VLANs are mapped to the S-VLAN.

• Mapping C-VLAN on a specific interface—Use themapping statement at the [edit

vlans] hierarchy level to map a specific C-VLAN on a specified access interface to the

S-VLAN.
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Table 105 on page 599 lists the C-VLAN to S-VLANmapping supported on SRX Series

devices. (Platform support depends on the Junos OS release in your installation.)

Table 105: SupportedMappingMethods

SRX650SRX550MSRX345SRX340SRX320SRX300SRX240SRX210Mapping

YesYesYesYesNoNoYesYesAll-in-one
bundling

YesYesYesYesNoNoNoNoMany-to-one
bundling

YesYesYesYesNoNoNoNoMapping
C-VLAN on
a specific
interface

NOTE: VLAN translation is supported on SRX300 and SRX320 devices and
these devices do not support Q-in-Q tunneling.

NOTE: On SRX650 devices, in the dot1q-tunneling configuration options,
customer VLANs range and VLAN push do not work together for the same
S-VLAN, even when you commit the configuration. If both are configured,
then VLAN push takes priority over customer VLANs range.

IRB interfaces are supported on Q-in-Q VLANs for SRX210, SRX240, SRX340, SRX345,

and SRX650 devices. Packets arriving on an IRB interface on a Q-in-Q VLAN are routed

regardless ofwhether the packet is single or double tagged. The outgoing routed packets

contain an S-VLAN tag only when exiting a trunk interface; the packets exit the interface

untaggedwhen exiting an access interface. (Platform support depends on the Junos OS

release in your installation.)

In a Q-in-Q deployment, customer packets fromdownstream interfaces are transported

without any changes to source and destination MAC addresses. You can disable MAC

address learning at both the interface level and the VLAN level. Disabling MAC address

learning on an interface disables learning for all the VLANs of which that interface is a

member. When you disable MAC address learning on a VLAN, MAC addresses that have

already been learned are flushed.

OnSRX100,SRX210,SRX240,SRX300,SRX320,SRX340,SRX345,andSRX650devices

(with platform support depending on the Junos OS release in your installation), on the

Layer 3 aggregated Ethernet, the following features are not supported:

• Encapsulations (such as CCC, VLAN CCC, VPLS, and PPPoE)

• J-Web
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• On all SRX Series devices, the Link Layer Discovery Protocol (LLDP) is not supported

on redundant Ethernet (reth) interfaces.

• OnSRX550Mdevices the aggregate Ethernet (ae) interfacewithXEmember interface

cannot be configured with the Ethernet switching family.

• On SRX300, SRX320, SRX340, SRX345, and SRX550M devices, the Q-in-Q support

on a Layer 3 interface has the following limitations:

• Double tagging is not supported on reth and ae interfaces.

• Multitopology routing is not supported in flowmode and in chassis clusters.

• Dual tagged frames are not supported on encapsulations (such as CCC, TCC, VPLS,

and PPPoE)

• On Layer 3 logical interfaces, input-vlan-map, output-vlan-map, inner-range, and

inner-list are not applicable

• Only TPIDs with 0x8100 are supported, and themaximum number of tags is 2.

• Dual tagged frames are accepted only for logical interfaces with IPV4 and IPv6

families.

• On SRX100, SRX210, SRX240, SRX300, SRX320, SRX340, SRX345, and SRX650

devices (withplatformsupportdependingon the JunosOS release in your installation),

on the routed VLAN interface (RVI), the following features are not supported:

• IS-IS (family ISO)

• Encapsulations (EtherCCC,VLANCCC,VPLS,PPPoE, andsoon)onVLAN interfaces

• CLNS

• DVMRP

• VLAN interface MAC change

• G-ARP

• Change VLAN-Id for VLAN interface

Example: Configuring SwitchingModes on Security Devices

• Requirements on page 600

• Overview on page 600

• Configuration on page 601

• Verification on page 602

Requirements

Beforeyoubegin, see“EthernetPortsSwitchingOverviewforSecurityDevices”onpage594.

Overview

In this example, you configure chassis and set the l2-learning protocol to global mode

switching. You then set a physical port parameter on the l2-learning protocols.

Copyright © 2019, Juniper Networks, Inc.600

Ethernet Switching Feature Guide



Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,

and then enter commit from configuration mode.

set protocols l2-learning global-mode switching
set interfaces ge-0/0/1 unit 0 family ethernet-switching interface-mode access

Step-by-Step
Procedure

To configure switching mode:

Set l2-learning protocol to global mode switching.1.

[edit protocols l2-learning]
user@host# set protocols l2-learning global-mode switching

2. Set a physical port parameter on the l2-learning protocols.

[edit]
user@host#set interfacesge-0/0/1unit0familyethernet-switching interface-mode
access

3. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Results From configurationmode, confirm your configuration by entering the showprotocols and

show interfaces commands. If the output does not display the intended configuration,

repeat the configuration instructions in this example to correct it.

[edit]
user@host# show protocols
l2-learning {

global-mode switching;
}

[edit]
user@host# show interfaces
ge-0/0/1 {

unit 0 {
family ethernet-switching {

interface-mode access;
}

}
}
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If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

• Verifying the Switching Mode on page 602

• Verifying the Ethernet switching on Interface ge-0/0/1 on page 602

Verifying the Switching Mode

Purpose Make sure that the switching mode is configured as expected.

Action Fromoperationalmode, enter the showethernet-switchingglobal-informationcommand.

user@host> show ethernet-switching global-information

Global Configuration:

MAC aging interval    : 300
MAC learning          : Enabled
MAC statistics        : Disabled
MAC limit Count       : 16383
MAC limit hit         : Disabled
MAC packet action drop: Disabled
MAC+IP aging interval : IPv4 - 1200 seconds
                        IPv6 - 1200 seconds
MAC+IP limit Count    : 393215
MAC+IP limit reached  : No
LE  aging time        : 1200
LE  VLAN aging time   : 1200
Global Mode           : Switching
RE state              : Master

Meaning The sample output shows that the global mode switching is configured as expected.

Verifying the Ethernet switching on Interface ge-0/0/1

Purpose Make sure that the Ethernet switching is configured as expected on interface ge-0/0/1.

Action From operational mode, enter the show interfaces ge-0/0/1 brief command.

user@host> show interfaces ge-0/0/1 brief

Physical interface: ge-0/0/1, Enabled, Physical link is Down
  Link-level type: Ethernet, MTU: 1514, LAN-PHY mode, Speed: 1000mbps, Loopback:
 Disabled, Source filtering: Disabled, Flow control: Disabled, Auto-negotiation:
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 Enabled, Remote fault: Online
  Device flags   : Present Running Down
  Interface flags: Hardware-Down SNMP-Traps Internal: 0x0
  Link flags     : None

  Logical interface ge-0/0/1.0
    Flags: Device-Down SNMP-Traps 0x0 Encapsulation: Ethernet-Bridge
    Security: Zone: Null
    eth-switch

Meaning Thesampleoutput shows that theEthernet switching is configuredon interfacege-0/0/1

as expected .

Release History Table DescriptionRelease

Starting in Junos OS Release 15.1X49-D60 and Junos OS Release 17.3R1,
Link Layer Discovery Protocol (LLDP) and LLDP-Media Endpoint Discovery
(MFD)are enabledonSRX300, SRX320, SRX340, SRX345, SRX550Mand
SRX1500 devices.

15.1X49-D60
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CHAPTER 25

Configuring Ethernet Port VLANs in
Switching Mode on Security Devices

• Ethernet Port VLANs in Switching Mode on Security Devices on page 605

Ethernet Port VLANs in SwitchingMode on Security Devices

• Example: Configuring VLANs on Security Devices on page 605

• Understanding VLAN Retagging on Security Devices on page 607

• ConfiguringVLANRetaggingonaLayer2Trunk InterfaceofaSecurityDeviceonpage608

• Example: Configuring a Guest VLAN on a Security Device on page 609

Example: Configuring VLANs on Security Devices

This example shows you how to configure a VLAN.

• Requirements on page 605

• Overview on page 605

• Configuration on page 606

• Verification on page 607

Requirements

Before you begin:

• Determine which interfaces to use and verify that they are in switching mode. See

Understanding VLANs.

• Determine what ports to use on the device and how to segment your network. See

“Ethernet Ports Switching Overview for Security Devices” on page 594.

Overview

In this example, youcreateanewVLANand thenconfigure itsattributes.Youcanconfigure

one ormoreVLANs to performLayer 2 switching. The Layer 2 switching functions include

integrated routing and bridging (IRB) for support for Layer 2 switching and Layer 3 IP

routing on the same interface. SRX Series devices can function as Layer 2 switches, each

withmultiple switchingorbroadcastdomains thatparticipate in thesameLayer2network.
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,

and then enter commit from configuration mode.

set vlans v10 vlan-id 10
set vlans v10 l3-interface irb.10
set interfaces irb unit 10 family inet address 10.1.1.10/24
set interfaces ge-0/0/1 unit 0 family ethernet-switching vlanmembers 10

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode in the CLI User Guide.

To configure a VLAN:

1. Create the VLAN by setting the unique VLAN name and configuring the VLAN ID.

[edit vlans]
user@host# set vlans v10 vlan-id 10

2. Bind a Layer 3 interface with the VLAN.

[edit]
user@host# set vlans v10 l3-interface irb.10

3. Create the subnet for the VLAN’s broadcast domain.

[edit]
user@host# set interfaces irb unit 10 family inet address 10.1.1.10/24

4. Assign an interface to the VLAN by specifying the logical interface (with the unit

statement) and specifying the VLAN name as themember.

[edit]
user@host# set interfacesge-0/0/1unit0 familyethernet-switchingvlanmembers
10

Results From configuration mode, confirm your configuration by entering the show vlans

command. If the output does not display the intended configuration, repeat the

configuration instructions in this example to correct it.

[edit]
user@host# show vlans
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v10 {
vlan-id 10;
l3-interface irb.10;

}
user@host# show interfaces
ge-0/0/1 {

unit 0 {
family ethernet-switching {

vlan {
members 10;

}
}

}
}
irb {

unit 10 {
family inet {

address 10.1.1.10/24;
}

}
}

If you are done configuring the device, enter commit from configuration mode.

Verification

Verifying VLANs

Purpose Verify that VLANs are configured and assigned to the interfaces.

Action From operational mode, enter the show vlans command.

user@host> show vlans

Routing instance        VLAN name             Tag          Interfaces
default-switch          default               1

default-switch          v10                   10
                                                           ge-0/0/1.0

Meaning The output shows the VLAN is configured and assigned to the interface.

Understanding VLAN Retagging on Security Devices

VLANretagging isnot supported fromJunosOSRelease 15.1X49-D40to JunosOSRelease

15.1X49-D60.

Starting in JunosOSRelease 15.1X49-D70,VLAN retagging in switchingmode is supported

on SRX300, SRX320, SRX340, SRX345, and SRX550M devices.
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Starting in JunosOSRelease 15.1X49-D80,VLANretagging in switchingmode is supported

on SRX1500 devices.

To support VLAN retagging on SRX Series devices, configure vlan-rewrite in transparent

mode and configure swap in switching mode.

TheVLAN identifier in packets arrivingonaLayer 2 trunkport canbe rewrittenor retagged

with a different internal VLAN identifier. VLAN retagging is a symmetric operation; upon

exiting the same trunk port, the retagged VLAN identifier is replaced with the original

VLAN identifier. VLAN retagging provides a way to selectively screen incoming packets

and redirect them to a firewall or other security device without affecting other VLAN

traffic.

VLAN retagging can be applied only to interfaces configured as Layer 2 trunk interfaces.

These interfaces can include redundantEthernet interfaces inaLayer 2 transparentmode

within a chassis cluster configuration.

NOTE: If a trunk port is configured for VLAN retagging, untagged packets
received on the port are not assigned a VLAN identifier with the VLAN
retagging configuration. To configure a VLAN identifier for untagged packets
received on the physical interface, use the native-vlan-id statement.

To configure VLAN retagging for a Layer 2 trunk interface, specify a one-to-onemapping

of the following:

• IncomingVLAN identifier—VLAN identifier of the incomingpacket that is tobe retagged.

This VLAN identifier must not be the same VLAN identifier configured with the

native-vlan-id statement for the trunk port.

• Internal VLAN identifier—VLAN identifier for the retagged packet. This VLAN identifier

must be in the VLAN identifier list for the trunk port andmust not be the same VLAN

identifier configured with the native-vlan-id statement for the trunk port.

See Also Layer 2 Transparent Mode Overview•

• Example: Configuring Layer 2 Logical Interfaces on Security Devices on page 578

Configuring VLAN Retagging on a Layer 2 Trunk Interface of a Security Device

VLAN retagging is a feature that works on IEEE standard 802.1Q virtual LAN tagging

(VLAN tagging. VLAN retagging for SRX1500 devices is an enterprise style of VLAN

retagging, in which a single command is sufficient on top of normal trunk configuration.

1. Create a Layer 2 trunk interface.

[edit]
user@host# set interfaces ge-3/0/0 unit 0 family ethernet-switching interface-mode trunk
vlanmembers 1–10

2. Configure VLAN retagging.
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[edit]
user@host# set interfaces ge-3/0/0 unit 0 family ethernet-switching vlan-rewrite translate
11 2

Example: Configuring a Guest VLAN on a Security Device

This example shows how to configure a guest VLAN for limited network access or for

Internet-only access to avoid compromising a company’s security.

GuestVLANsarenotsupported fromJunosOSRelease 15.1X49-D40to JunosOSRelease

15.1X49-D60.

• Requirements on page 609

• Overview on page 609

• Configuration on page 609

• Verification on page 610

Requirements

Before you begin, verify that the interfaces that will be used are in switch mode. See

“Example: Configuring Switching Modes on Security Devices” on page 600 and

“Understanding Switching Modes on Security Devices” on page 593.

Overview

In this example, you configure a VLAN called visitor-vlan with a VLAN ID of 300. Then

you set protocols and configure visitor-vlan as the guest VLAN.

Configuration

Step-by-Step
Procedure

To configure a guest VLAN:

Configure a VLAN.1.

[edit]
user@host# set vlans visitor-vlan vlan-id 300

2. Specify the guest VLAN.

[edit]
user@host# set protocols dot1x authenticator interface all guest-vlan visitor-vlan

3. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit
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Verification

To verify the configuration is working properly, enter the show vlans and show protocols

dot1x commands.
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CHAPTER 26

Configuring Reflective Relay on Switches

• Reflective Relay on Switches on page 611

Reflective Relay on Switches

• Understanding Reflective Relay for Use with VEPA Technology on page 611

• Configuring Reflective Relay on Switches on page 612

• Example: Configuring Reflective Relay for Use with VEPA Technology on QFX

Switches on page 613

• Configuring Reflective Relay on Switches with ELS Support on page 618

• Example: Configuring Reflective Relay for Usewith VEPATechnology onQFXSwitches

with ELS Support on page 619

Understanding Reflective Relay for Use with VEPA Technology

Virtual Ethernet Port Aggregator (VEPA) technology aggregates packets generated by

virtual machines located on the same server and relays them to a physical switch. The

physical switch then provides connectivity between the virtual machines located on the

server, so thevirtualmachinesdonotcommunicatewithoneanother.Offloadingswitching

activities from a virtual switch to a physical switch reduces the computing overhead on

thevirtual serversand takesadvantageof thesecurity, filtering, andmanagement features

of the physical switch. Reflective relay, also known as “hairpin turn,” enables the physical

switch to receive aggregated packets from the virtual machines hosted on the server

through the VEPA on the downstream port and send those packets out the same

downstream port fromwhich the physical switch received them.

• VEPA on page 611

• Reflective Relay on page 612

VEPA

Even though virtual machines are capable of sending packets directly to one another, it

is more efficient to pass these aggregated packets from the VEPA to a physical switch.

The switchcan thensendanypacketsdestined for a virtualmachine locatedon the same

server to the VEPA.
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Reflective Relay

Reflective relay, also known as a “hairpin turn” or “hairpin mode,” returns aggregated

packets to the VEPA by using the same downstream port that initially delivered the

aggregated packets from the VEPA to the switch. Reflective relay must be configured

on the interface located on the physical switch that receives aggregated packets, such

as VEPA packets, because some of these packets might need to be sent back to the

server if they are destined for another virtual machine on the same server.

Reflective relay only occurs in two situations:

• When the destination address of the packet was learned on that downstream port

• When the destination has not yet been learned

Reflective relay does not otherwise change the operation of the switch. If the interface

to which the virtual machine is connected and the MAC address of the virtual machine

packet are not yet included in the Ethernet switching table for the virtual machine’s

associated VLAN, an entry is added. If the source MAC address of an incoming packet

under the respective VLAN is not yet present in the Ethernet switching table, the switch

floods the packet on all the other ports that are members of the same VLAN, including

the port on which the packet arrived.

See Also Understanding Bridging and VLANs on Switches on page 132•

Configuring Reflective Relay on Switches

Configure reflective relaywhen a switch portmust return packets on a downstreamport.

For example, configure reflective relay when a switch port receives aggregated virtual

machine packets from a technology such as virtual Ethernet port aggregator (VEPA).

When these packets are passed through the switch, reflective relay allows the switch to

send those packets back on the same interface that was used for delivery.

NOTE: This task uses Junos OS for QFX3500 and QFX3600 switches that
do not support the Enhanced Layer 2 Software (ELS) configuration style. If
your switch runs software that supports ELS, see “Configuring Reflective
Relay on Switches with ELS Support” on page 618.

Before you begin configuring reflective relay, ensure that you have:

• Configured packet aggregation on the server connected to the port. See your server

documentation.

• Configured the port for all VLANs that could be included in aggregated packets..

To configure reflective relay:

1. Configure an Ethernet interface with a port mode of tagged-acces:

[edit]
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user@switch# set interfaces interface-name unit number family family-type port-mode
tagged-access

For example:

[edit]
user@switch# set interfaces xe-0/0/2 unit 0 family ethernet-switching port-mode
tagged-access

2. Configure the interface for reflective relay:

[edit]
user@switch# set interfaces interface-name unit number family family-type reflective-relay

For example:

[edit]
user@switch# set interfaces xe-0/0/2 unit 0 family ethernet-switching reflective-relay

3. Configure the interface for the VLANs that exist on the VM server:

[edit]
user@switch# set interfaces interface-name unit number family family-type vlanmembers
vlan-names

For example:

[edit]
user@switch# set interfaces xe-0/0/2 unit 0 family ethernet-switching vlanmembers
[VLAN_Purple VLAN_Orange VLAN_Blue]

Example: Configuring Reflective Relay for Use with VEPA Technology on QFX Switches

Reflective relaymust be configured on a switch that receives virtualmachine aggregated

packets, such as Virtual Ethernet Port Aggregator (VEPA) packets, because some of

these packets might be sent back to the server destined for another virtual machine on

the same server. Reflective relay returns those packets to the original device using the

same downstream port that delivered the packets to the switch.

NOTE: This example uses Junos OS for QFX3500 and QFX3600 switches
that do not support the Enhanced Layer 2 Software (ELS) configuration style.
If your switch runs software that does support ELS, see “Example: Configuring
Reflective Relay for Use with VEPA Technology on QFX Switches with ELS
Support” on page 619.

This example shows how to configure a switch port interface to return packets sent by

VEPA on the downstream interface back to the server using the same downstream

interface:

• Requirements on page 614

• Overview and Topology on page 614

• Configuration on page 615

• Verification on page 617
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Requirements

This example uses the following hardware and software components:

• One QFX3500 switch

• One server

• Junos OS Release 12.1 or later for the QFX Series

Before you configure reflective relay on a switch port, be sure you have:

• Configured a server with six virtual machines, VM 1 through VM 6.

• Configured the server with three VLANS named VLAN_Purple, VLAN_Orange, and

VLAN_Blue and added two virtual machines to each VLAN.

• Configured thesamethreeVLANsnamedVLAN_Purple,VLAN_Orange, andVLAN_Blue

on one interface.

• Installed and configured VEPA to aggregate the virtual machine packets.

Overview and Topology

In this example, illustrated in Figure 37 on page 615, a switch is connected to one server

that is hosting six virtualmachinesand is configuredwithaVEPA for aggregatingpackets.

The server’s six virtualmachinesareVM1 throughVM6, andeachvirtualmachinebelongs

to one of the three server VLANs, VLAN_Purple, VLAN_Orange, or VLAN_Blue. Instead of

the server directly passing packets between virtual machines, packets from any of the

three VLANS that are destined for another one of the three VLANs are aggregated using

VEPA technology andpassed to the switch for processing. Youmust configure the switch

port to accept these aggregated packets on the downstream interface and to return

appropriate packets to the server on the same downstream interface after they are

processed. Figure 37 on page 615 shows the topology for this example.
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Figure 37: Reflective Relay Topology

In this example, you configure the physical Ethernet switch port interface for

tagged-access port mode and reflective relay. Configuring tagged-access port mode

allows the interface to accept VLAN tagged packets. Configuring reflective relay allows

thedownstreamport to return thosepacketson thesame interface.Table 106onpage615

shows the components used in this example.

Table 106: Components of the Topology for Configuring Reflective Relay

DescriptionComponent

Switch that supports reflective relay.QFX3500 switch

Switch interface to the server.xe-0/0/2

Server with virtual machines and VEPA technology.Server

Six virtual machines located on the server: V1, V2, V3, V4, V5, and V6.Virtual machines

Three VLANs: VLAN_Purple, VLAN_Orange, and VLAN_Blue. Each VLAN has two virtual
machine members.

VLANs

Virtual Ethernet port aggregator that aggregates virtual machine packets on the server
before the resulting single stream is transmitted to the switch.

VEPA

Configuration

To configure reflective relay, perform these tasks:

• Configuring Reflective Relay on the Port on page 616
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Configuring Reflective Relay on the Port

CLI Quick
Configuration

To quickly configure reflective relay, copy the following commands and paste them into

the switch window:

[edit]
set interfaces xe-0/0/2 unit 0 family ethernet-switching port-mode tagged-access
set interfaces xe-0/0/2 unit 0 family ethernet-switching reflective-relay
set interfacesxe-0/0/2unit0familyethernet-switchingvlanmembers[VLAN_BlueVLAN_Orange
VLAN_Purple]

Step-by-Step
Procedure

To configure reflective relay:

Configure the tagged-access port mode on the interface:1.

NOTE: Configure the port mode as tagged-access otherwise you will
receive an error when you commit the configuration.

[edit]
user@switch# set interfaces xe-0/0/2 unit 0 family ethernet-switching port-mode
tagged-access

2. Configure reflective relayon the interface toallow it tobothacceptandsendpackets:

[edit]
user@switch# set interfaces xe-0/0/2 unit 0 family ethernet-switching reflective-relay

3. Configure the interface for the three VLANs on the server:

[edit]
user@switch# set interfaces xe-0/0/2 unit 0 family ethernet-switching vlanmembers
[VLAN_Purple VLAN_Orange VLAN_Blue]

Results Check the results of the configuration:

[edit interfaces xe-0/0/2]
user@switch# show 
unit 0 {
        family ethernet-switching {
        port-mode tagged-access;
        reflective-relay;
        vlan {
         members [ VLAN_Purple VLAN_Orange VLAN_Blue ];
        }
    }
}
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Verification

To confirm that reflective relay is enabled and working correctly, perform these tasks:

• Verifying That Reflective Relay Is Enabled andWorking Correctly on page 617

Verifying That Reflective Relay Is Enabled andWorking Correctly

Purpose Verify that reflective relay is enabled and working correctly.

Action Use the showethernet-switching interfacesdetail command todisplay the reflective relay

status:

user@switch> show ethernet-switching interfaces xe-0/0/2 detail

Interface: xe-0/0/2, Index: 66, State: down, Port mode: Tagged-access
Reflective Relay Status: Enabled
Ether type for the interface: 0x8100
VLAN membership:
    VLAN_Purple, 802.1Q Tag: 450, tagged, unblocked
    VLAN_Orange, 802.1Q Tag: 460, tagged, unblocked
    VLAN_Blue, 802.1Q Tag: 470, tagged, unblocked
Number of MACs learned on IFL: 0

Confirm that reflective relay is working by sending a Layer 2 broadcast message from

one virtual machine to another virtual machine located on the same VLAN. Check the

switch to verify that the switch sends the packets back on the same interface on which

theywere received.Oneway tocheck this is to setupportmirroringon theswitch interface,

connect a traffic generator to the mirrored interface, and use the traffic generator to

examine packets.

Alternatively, if youdonot havea traffic generator available, you can send traffic between

two virtual machines with FTP, Telnet, or SSH, while running the tcpdump utility on the

receiver virtual machine port to capture reflected packets.

Meaning The reflective relay status is Enabled, meaning that interface xe-0/0/2 is configured for

the tagged-access port mode, which accepts VLAN-tagged packets, and for reflective

relay, which accepts and returns packets on the same interface.

When the traffic generator shows packets arriving at the switch and returning to the

server on the same interface, reflective relay is working.

See Also Configuring VLANs on Switches on page 143•
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Configuring Reflective Relay on Switches with ELS Support

Configure reflective relaywhen a switch portmust return packets on a downstreamport.

For example, configure reflective relay when a switch port receives aggregated virtual

machine packets from a technology such as virtual Ethernet port aggregator (VEPA).

When these packets are passed through the switch, reflective relay allows the switch to

send those packets back on the same interface that was used for delivery.

NOTE: This task uses Junos OS for QFX3500 and QFX3600 switches that
supports the Enhanced Layer 2 Software (ELS) configuration style. If your
switch runs software that does not support ELS, see “Configuring Reflective
Relay on Switches” on page 612.

Before you begin configuring reflective relay, ensure that you have:

• Configured packet aggregation on the server connected to the port. See your server

documentation.

• Configured the port for all VLANs that could be included in aggregated packets..

To configure reflective relay:

1. Configure an Ethernet interface with an interface mode of trunk:

[edit]
user@switch# set interfaces interface-name unit number family family-type interface-mode
trunk

For example:

[edit]
user@switch# set interfaces xe-0/0/2unit0 family ethernet-switching interface-mode trunk

2. Configure the interface for reflective relay:

[edit]
user@switch# set interfaces interface-name unit number family family-type reflective-relay

For example:

[edit]
user@switch# set interfaces xe-0/0/2 unit 0 family ethernet-switching reflective-relay

3. Configure the interface for the VLANs that exist on the VM server:

[edit]
user@switch# set interfaces interface-name unit number family family-type vlanmembers
vlan-names

For example:

[edit]
user@switch# set interfaces xe-0/0/2 unit 0 family ethernet-switching vlanmembers
[VLAN_Purple VLAN_Orange VLAN_Blue]
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Example: Configuring Reflective Relay for Use with VEPA Technology on QFX Switches with
ELS Support

Reflective relaymust be configured on a switch that receives virtualmachine aggregated

packets, such as Virtual Ethernet Port Aggregator (VEPA) packets, because some of

these packets might be sent back to the server destined for another virtual machine on

the same server. Reflective relay returns those packets to the original device using the

same downstream port that delivered the packets to the switch.

NOTE: This example uses Junos OS for QFX3500 and QFX3600 switches
with support for the Enhanced Layer 2 Software (ELS) configuration style.
If your switch runs software that does not support ELS, see “Example:
Configuring Reflective Relay for Use with VEPA Technology on QFX Switches”
on page 613. For ELS details, see “Using the Enhanced Layer 2 Software CLI”
on page 36.

This example shows how to configure a switch port interface to return packets sent by

VEPA on the downstream interface back to the server using the same downstream

interface:

• Requirements on page 619

• Overview and Topology on page 619

• Configuration on page 621

• Verification on page 622

Requirements

This example uses the following hardware and software components:

• One QFX3500 switch

• One server

• Junos OS Release 12.1 or later for the QFX Series

Before you configure reflective relay on a switch port, be sure you have:

• Configured a server with six virtual machines, VM 1 through VM 6.

• Configured the server with three VLANS named VLAN_Purple, VLAN_Orange, and

VLAN_Blue and added two virtual machines to each VLAN.

• Configured thesamethreeVLANsnamedVLAN_Purple,VLAN_Orange, andVLAN_Blue

on one interface.

• Installed and configured VEPA to aggregate the virtual machine packets.

Overview and Topology

In this example, illustrated in Figure 38 on page 620, a switch is connected to one server

that is hosting six virtualmachinesand is configuredwithaVEPA for aggregatingpackets.
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Theserver’s six virtualmachinesareVM1 throughVM6, andeachvirtualmachinebelongs

to one of the three server VLANs, VLAN_Purple, VLAN_Orange, or VLAN_Blue. Instead of

the server directly passing packets between virtual machines, packets from any of the

three VLANS that are destined for another one of the three VLANs are aggregated using

VEPA technology andpassed to the switch for processing. Youmust configure the switch

port to accept these aggregated packets on the downstream interface and to return

appropriate packets to the server on the same downstream interface after they are

processed. Figure 38 on page 620 shows the topology for this example.

Figure 38: Reflective Relay Topology

In this example, youconfigure thephysicalEthernet switchport interface for trunk interface

mode and reflective relay. Configuring trunk port mode allows the interface to accept

VLAN tagged packets. Configuring reflective relay allows the downstream port to return

thosepacketson the same interface. Table 107onpage620shows thecomponentsused

in this example.

Table 107: Components of the Topology for Configuring Reflective Relay

DescriptionComponent

Switch that supports reflective relay. .QFX3500 switch

Switch interface to the server.xe-0/0/2

Server with virtual machines and VEPA technology.Server

Six virtual machines located on the server: V1, V2, V3, V4, V5, and V6.Virtual machines
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Table 107: Components of the Topology for Configuring Reflective Relay (continued)

DescriptionComponent

Three VLANs: VLAN_Purple, VLAN_Orange, and VLAN_Blue. Each VLAN has two virtual
machine members.

VLANs

Virtual Ethernet port aggregator that aggregates virtual machine packets on the server
before the resulting single stream is transmitted to the switch.

VEPA

Configuration

To configure reflective relay, perform these tasks:

• Configuring Reflective Relay on the Port on page 621

Configuring Reflective Relay on the Port

CLI Quick
Configuration

To quickly configure reflective relay, copy the following commands and paste them into

the switch window:

[edit]
set interfaces xe-0/0/2 unit 0 family ethernet-switching interface-mode trunk
set interfaces xe-0/0/2 unit 0 family ethernet-switching reflective-relay
set interfacesxe-0/0/2unit0familyethernet-switchingvlanmembers[VLAN_BlueVLAN_Orange
VLAN_Purple]

Step-by-Step
Procedure

To configure reflective relay:

Configure the trunk interface mode on the interface:1.

[edit]
user@switch# set interfaces xe-0/0/2 unit 0 family ethernet-switching interface-mode
trunk

2. Configure reflective relayon the interface toallow it tobothacceptandsendpackets:

[edit]
user@switch# set interfaces xe-0/0/2 unit 0 family ethernet-switching reflective-relay

3. Configure the interface for the three VLANs on the server:

[edit]
user@switch# set interfaces xe-0/0/2 unit 0 family ethernet-switching vlanmembers
[VLAN_Purple VLAN_Orange VLAN_Blue]

Results Check the results of the configuration:

[edit interfaces xe-0/0/2]
user@switch# show 
unit 0 {
        family ethernet-switching {
        interface-mode trunk;
        reflective-relay;
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        vlan {
         members [ VLAN_Purple VLAN_Orange VLAN_Blue ];
        }
    }
}

Verification

To confirm that reflective relay is enabled and working correctly, perform these tasks:

• Verifying That Reflective Relay Is Enabled andWorking Correctly on page 622

Verifying That Reflective Relay Is Enabled andWorking Correctly

Purpose Verify that reflective relay is enabled and working correctly.

Action Use the showethernet-switching interfacesdetail command todisplay the reflective relay

status:

user@switch> show ethernet-switching interfaces xe-0/0/2 detail

Interface: xe-0/0/2, Index: 66, State: down, Interface mode: Trunk
Reflective Relay Status: Enabled
Ether type for the interface: 0x8100
VLAN membership:
    VLAN_Purple, 802.1Q Tag: 450, tagged, unblocked
    VLAN_Orange, 802.1Q Tag: 460, tagged, unblocked
    VLAN_Blue, 802.1Q Tag: 470, tagged, unblocked
Number of MACs learned on IFL: 0

Confirm that reflective relay is working by sending a Layer 2 broadcast message from

one virtual machine to another virtual machine located on the same VLAN. Check the

switch to verify that the switch sends the packets back on the same interface on which

theywere received.Oneway tocheck this is to setupportmirroringon theswitch interface,

connect a traffic generator to the mirrored interface, and use the traffic generator to

examine packets.

Alternatively, if youdonot havea traffic generator available, you can send traffic between

two virtual machines with FTP, Telnet, or SSH, while running the tcpdump utility on the

receiver virtual machine port to capture reflected packets.

Meaning The reflective relay status is Enabled, meaning that interface xe-0/0/2 is configured for

the trunk interface mode, which accepts VLAN-tagged packets, and for reflective relay,

which accepts and returns packets on the same interface.

When the traffic generator shows packets arriving at the switch and returning to the

server on the same interface, reflective relay is working.

See Also • Configuring Port Mirroring
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CHAPTER 27

Configuring Edge Virtual Bridging

• Edge Virtual Bridging on page 623

Edge Virtual Bridging

• Understanding Edge Virtual Bridging for Use with VEPA Technology on EX Series

Switches on page 623

• Configuring Edge Virtual Bridging on an EX Series Switch on page 625

• Example: Configuring Edge Virtual Bridging for Use with VEPA Technology on an EX

Series Switch on page 627

Understanding Edge Virtual Bridging for Use with VEPA Technology on EX Series Switches

Servers using virtual Ethernet port aggregator (VEPA) do not send packets directly from

one virtual machine (VM) to another. Instead, the packets are sent to virtual bridges on

an adjacent switch for processing. EX Series switches use edge virtual bridging (EVB) as

a virtual bridge to return the packets on the same interface that delivered the packets.

• What Is EVB? on page 623

• What Is VEPA? on page 623

• Why Use VEPA Instead of VEB? on page 624

• How Does EVBWork? on page 624

• How Do I Implement EVB? on page 624

What Is EVB?

EVB is a software capability on a switch running Junos OS that allowsmultiple virtual

machines tocommunicatewitheachotherandwithexternalhosts in theEthernetnetwork

environment.

What Is VEPA?

VEPA is a software capability on a server that collaborates with an adjacent, external

switch to provide bridging support betweenmultiple virtual machines and external

networks.TheVEPAcollaborateswith theadjacent switchby forwardingallVM-originated

frames to the adjacent switch for frame processing and frame relay (including hairpin

forwarding) and by steering and replicating frames received from the VEPA uplink to the

appropriate destinations.
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WhyUse VEPA Instead of VEB?

Even though virtual machines are capable of sending packets directly to one another

witha technologycalledvirtual Ethernetbridging (VEB), you typicallywant tousephysical

switches for switching because VEB uses expensive server hardware to accomplish the

task. Instead of using VEB, you can install VEPA on a server to offload switching

functionality to an adjacent, less expensive physical switch. Additional advantages of

using VEPA include:

• VEPA reduces complexity and allows higher performance at the server.

• VEPA takes advantage of the physical switch’s security and tracking features.

• VEPA provides visibility of inter-virtual-machine traffic to network management tools

designed for an adjacent bridge.

• VEPA reduces the amount of network configuration required by server administrators,

and as a consequence, reduces work for the network administrator.

HowDoes EVBWork?

EVB uses two protocols, Virtual Station Interface (VSI) Discovery and Configuration

Protocol (VDP) and Edge Control Protocol (ECP), to programpolicies for each individual

virtual switch instance—specifically, EVBmaintains the following information for each

VSI instance:

• VLAN ID

• VSI type

• VSI type version

• MAC address of the server

VDP is used by the VEPA server to propagate VSI information to the switch. This allows

the switch to programpolicies on individual VSIs and supports virtualmachinemigration

by implementing logic to preassociate a VSI with a particular interface.

ECP is a Link Layer Discovery Protocol (LLDP)-like transport layer that allowsmultiple

upper layer protocols to send and receive protocol data units (PDUs). ECP improves

upon LLDP by implementing sequencing, retransmission and an ack mechanism, while

at the same time remaining lightweight enough to be implemented on a single-hop

network. ECP is implemented in an EVB configuration when you configure LLDP on

interfaces that you have configured for EVB. That is, you configure LLDP, not ECP.

HowDo I Implement EVB?

You can configure EVB on a switchwhen that switch is adjacent to a server that includes

VEPA technology. In general, this is what you do to implement EVB:

• The networkmanager creates a set of VSI types. Each VSI type is represented by a VSI

type ID and a VSI version--the network manager can deploy one or more VSI versions

at any given time.
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• The VMmanager configures VSI (which is a virtual station interface for a VM that is

representedbyaMACaddress andVLAN IDpair) . Toaccomplish this, theVMmanager

queries available VSI type IDs (VTIDs) and creates a VSI instance consisting of a VSI

Instance ID and the chosen VTID. This instance is known as VTDB and contains a VSI

manager ID, a VSI type ID, a VSI version, and a VSI instance ID.

See Also Understanding Bridging and VLANs on Switches on page 132•

• Example: Configuring Edge Virtual Bridging for Use with VEPA Technology on an EX

Series Switch on page 627

Configuring Edge Virtual Bridging on an EX Series Switch

Configure edge virtual bridging (EVB) when a switch is connected to a virtual machine

(VM) server using virtual Ethernet port aggregator (VEPA) technology. EVB does not

convert packets; rather, it ensures that packets from one VM destined for another VM

on the same VM server is switched. In other words, when the source and destination of

a packet are the same port, EVB delivers the packet properly, which otherwisewould not

happen.

NOTE: Configuring EVB also enables Virtual Station Interface (VSI) Discovery
and Configuration Protocol (VDP).

Before you begin configuring EVB, ensure that you have:

• Configured packet aggregation on the server connected to the port that you will use

on the switch for EVB. See your server documentation.

• Configured the EVB interface for all VLANs located on the virtual machines. See

“Configuring VLANs for EX Series Switches” on page 144.

NOTE: The port security features MAC move limiting and MAC limiting are
supported on interfaces that are configured for EVB; however, the port
security features IP source guard, dynamic ARP inspection (DAI), and DHCP
snooping are not supported by EVB. For more information about these
features, see Port Security Features Overview.

To configure EVB on the switch:

1. Configure tagged-access mode for the interfaces on which you will enable EVB:

[edit interfaces interface-name]
user@switch# set unit 0 family ethernet-switching port-mode tagged-access

2. Enable the Link Layer Discovery Protocol (LLDP) on the interfaces on which you will

enable EVB:.

[edit protocols]
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user@switch# set lldp interface interface-name

3. Configure the interfaces for EVB asmembers of all VLANs located on the virtual

machines.

[edit protocols]
user@switch# set vlans vlan-name vlan-id vlan-number

4. Enable VDP on the interfaces:

[edit protocols]
user@switch# set edge-virtual-bridging vsi-discovery interface interface-name

5. Define policies for VSI information, including a VSI manager ID, VSI type, VSI version,

and VSI instance ID:

[edit policy-options]
user@switch# set vsi-policy policy-name from vsi-managermanager-number vsi-type
type-number vsi-version version-number vsi-instance instance-number
user@switch# set vsi-policy policy-name then filter filter-name

6. Define the firewall filters youmapped to in the previous step. When each incoming

packet matches the filter, the count is incremented by 1. Other possible actions are

accept and drop.

[edit firewall family ethernet-switching]
user@switch# set filter filter-name term term-name then action

7. Associate VSI policies with VDP:

[edit protocols]
user@switch# set edge-virtual-bridging vsi-discovery vsi-policy policy-name

8. Verify that thevirtualmachinesuccessfully associatedwith theswitch.After successful

association of the VSI Profile with the switch interface, verify the learning of the VM’s

MAC address on MAC-Table or Forwarding database Table. The learn type of the

VM’s MAC addresses will be VDP, and upon successful shutdown of VM the

corresponding MAC-VLAN entry will get flushed out from FDB table otherwise it will

never shutdown.

admin@host# run show ethernet-switching table

9. Verify that VSI profiles are being learned at the switch:

user@switch# show edge-virtual-bridging vsi-profiles

10. Check the statistics of ECP packet exchanges between the switch and server:

user@switch# show edge-virtual-bridging ecp statistics

See Also Example: Configuring Edge Virtual Bridging for Use with VEPA Technology on an EX

Series Switch on page 627

•
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• Understanding Edge Virtual Bridging for Use with VEPA Technology on EX Series

Switches on page 623

Example: Configuring Edge Virtual Bridging for Use with VEPA Technology on an EX Series
Switch

Virtual machines (VMs) can use a physical switch that is adjacent to the VMs’ server to

sendpackets both to other VMs and to the rest of the networkwhen two conditions have

beenmet:

• Virtual Ethernet packet aggregator (VEPA) is configured on the VM server.

• Edge virtual bridging (EVB) is configured on the switch.

This example shows how to configure EVB on the switch so that packets can flow to and

from the virtual machines.

• Requirements on page 627

• Overview and Topology on page 628

• Configuration on page 629

• Verification on page 632

Requirements

This example uses the following hardware and software components:

• One EX4500 or EX8200 switch

• Junos OS Release 12.1 or later for EX Series switches

Before you configure EVB on a switch, be sure you have configured the server with virtual

machines, the VLANs, and VEPA:

NOTE: The following are the numbers of components used in this example,
but you can use fewer or more to configure the feature.

• On the server, configure six virtual machines, VM 1 through VM 6 as shown in

Figure 39 on page 628. See your server documentation.

• On the server, configure three VLANs named VLAN_Purple, VLAN_Orange, and

VLAN_Blue, and add two virtual machines to each VLAN. See your server

documentation.

• On the server, install and configure VEPA to aggregate the virtual machine packets.

• On the switch, configure one interface with the same three VLANs as the server

(VLAN_Purple, VLAN_Orange, and VLAN_Blue). See “Configuring VLANs for EX Series

Switches” on page 144.

627Copyright © 2019, Juniper Networks, Inc.

Chapter 27: Configuring Edge Virtual Bridging



Overview and Topology

EVB isa softwarecapability thatprovidesmultiple virtual endstations that communicate

with each other and with external switches in the Ethernet network environment.

This example demonstrates the configuration that takes place on a switch when that

switch is connected to a server with VEPA configured. In this example, a switch is already

connected to a server hosting six virtual machines (VMs) and configured with VEPA for

aggregating packets. The server’s six virtual machines are VM 1 through VM 6, and each

virtual machine belongs to one of the three server VLANs—VLAN_Purple, VLAN_Orange,

or VLAN_Blue. Because VEPA is configured on the server, no two VMs can communicate

directly—all communication between VMsmust happen via the adjacent switch.

Figure 39 on page 628 shows the topology for this example.

Edge Virtual Bridging Example Topology

Figure 39: Topology
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TheVEPAcomponentof theserverpushesall packets fromanyVM, regardlessofwhether

the packets are destined to other VMs on the same server or to any external host, to the

adjacent switch. The adjacent switch applies policies to incoming packets based on the

interface configuration and then forwards the packets to appropriate interfaces based

on the MAC learning table. If the switch has not yet learned a destination MAC, it floods

the packet to all interfaces, including the source port on which the packet arrived.

Table 106 on page 615 shows the components used in this example.

Table 108: Components of the Topology for Configuring EVB

DescriptionComponent

For a list of switches that support this feature, see EX Series Switch Software Features Overview or
EX Series Virtual Chassis Software Features Overview.

EX Series switch
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Table 108: Components of the Topology for Configuring EVB (continued)

DescriptionComponent

Switch interface to the server.ge-0/0/20

Server with virtual machines and VEPA technology.Server

Six virtual machines located on the server, named VM 1, VM 2, VM 3, VM 4, VM 5, and VM 6.Virtual machines

Three VLANs, named VLAN_Purple, VLAN_Orange, and VLAN_Blue. Each VLAN has two virtual
machine members.

VLANs

A virtual Ethernet port aggregator (VEPA) is a software capability on a server that collaborates
with an adjacent, external switch to provide bridging support betweenmultiple virtual machines
andwithexternal networks. TheVEPAcollaborateswith the switchby forwardingall VM-originated
frames to the adjacent bridge for frame processing and frame relay (including hairpin forwarding)
andbysteeringand replicating frames received fromtheVEPAuplink to theappropriatedestinations.

VEPA

NOTE: Configuring EVB also enables Virtual Station Interface (VSI) Discovery
and Configuration Protocol (VDP).

Configuration

CLI Quick
Configuration

Toquickly configure EVB, copy the following commandsandpaste them into the switch’s

CLI at the [edit] hierarchy level.

set interfaces ge-0/0/20 unit 0 family ethernet-switching port-mode tagged-access
set protocols lldp interface ge-0/0/20.0
set vlans vlan_purple interface ge-0/0/20.0
set vlans vlan_orange interface ge-0/0/20.0
set vlans vlan_blue interface ge-0/0/20.0
set protocols edge-virtual-bridging vsi-discovery interface ge-0/0/20.0
set policy-options vsi-policy P1 from vsi-manager 98 vsi-type 998 vsi-version 4 vsi-instance
09b11c53-8b5c-4eeb-8f00-c84ebb0bb998
set policy-options vsi-policy P1 then filter f2
set policy-options vsi-policy P3 from vsi-manager 97 vsi-type 997 vsi-version 3 vsi-instance
09b11c53-8b5c-4eeb-8f00-c84ebb0bb997
set policy-options vsi-policy P3 then filter f3
set firewall family ethernet-switching filter f2 term t1 then accept
set firewall family ethernet-switching filter f2 term t1 then count f2_accept
set firewall family ethernet-switching filter f3 term t1 then accept
set firewall family ethernet-switching filter f3 term t1 then count f3_accept
set protocols edge-virtual-bridging vsi-discovery vsi-policy P1
set protocols edge-virtual-bridging vsi-discovery vsi-policy P3
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Step-by-Step
Procedure

To configure EVB on the switch:

1. Configure tagged-access mode for the interfaces on which you will enable EVB:

[edit interfaces ge-0/0/20]
user@switch# set unit 0 family ethernet-switching port-mode tagged-access

2. Enable the Link Layer Discovery Protocol (LLDP) on the ports interfaces on which

you will enable EVB:

[edit protocols]
user@switch# set lldp interface ge-0/0/20.0

3. Configure the interface as amember of all VLANs located on the virtual machines.

[edit]
user@switch# set vlans vlan_purple interface ge-0/0/20.0
user@switch# set vlans vlan_orange interface ge-0/0/20.0
user@switch# set vlans vlan_blue interface ge-0/0/20.0

4. Enable the VSI Discovery and Control Protocol (VDP) on the interface:

[edit protocols]
user@switch# set edge-virtual-bridging vsi-discovery interface ge-0/0/20.0

5. Define policies for VSI information. VSI information is based on a VSI manager ID,

VSI type, VSI version, and VSI instance ID:

[edit policy-options]
user@switch# setvsi-policyP1 fromvsi-manager98vsi-type998vsi-version4vsi-instance
09b11c53-8b5c-4eeb-8f00-c84ebb0bb998
user@switch# set vsi-policy P1 then filter f2
user@switch# setvsi-policyP3 fromvsi-manager97vsi-type997vsi-version3vsi-instance
09b11c53-8b5c-4eeb-8f00-c84ebb0bb997
user@switch# set vsi-policy P3 then filter f3

6. TwoVSIpoliciesweredefined in thepreviousstep, eachof themmapping todifferent

firewall filters. Define the firewall filters:

[edit firewall family ethernet-switching]
user@switch# set filter f2 term t1 then accept
user@switch# set filter f2 term t1 then count f2_accept
user@switch# set filter f3 term t1 then accept
user@switch# set filter f3 term t1 then count f3_accept

7. Associate VSI policies with VSI-discovery protocol

[edit]
user@switch# set protocols edge-virtual-bridging vsi-discovery vsi-policy P1
user@switch# set protocols edge-virtual-bridging vsi-discovery vsi-policy P3
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Results user@switch# show protocols

edge-virtual-bridging {
    vsi-discovery {
        interface {
            ge-0/0/20.0;
        }
        vsi-policy {
            P1;
            P3;
        }
    }
}
lldp {
    interface ge-0/0/20.0;

user@switch# show policy-options

vsi-policy P1 {
    from {
        vsi-manager 98 vsi-type 998 vsi-version 4 vsi-instance 09b11c53-8b5c-4ee
b-8f00-c84ebb0bb998;
    }
    then {
        filter f2;
    }
}
vsi-policy P3 {
    from {
        vsi-manager 97 vsi-type 997 vsi-version 3 vsi-instance 09b11c53-8b5c-4ee
b-8f00-c84ebb0bb997;
    }
    then {
        filter f3;
    }
}

user@switch# show vlans

vlan_blue {
    interface {
        ge-0/0/20.0;
    }
}
vlan_orange {
    interface {
        ge-0/0/20.0;
    }
}
vlan_purple {
    interface {
        ge-0/0/20.0;
        interface;
    }
}

user@switch# show firewall
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family ethernet-switching {
        filter f2 {
        term t1 {
            then {
                accept;
                count f2_accept;
            }
        }
    }
    filter f3 {
        term t1 {
            then {
                accept;
                count f3_accept;
            }
        }
    }
}

Verification

To confirm that EVB is enabled and working correctly, perform these tasks:

• Verifying That EVB is Correctly Configured on page 632

• VerifyingThat theVirtualMachineSuccessfullyAssociatedWith theSwitchonpage632

• Verifying That VSI Profiles Are Being Learned at the Switch on page 633

Verifying That EVB is Correctly Configured

Purpose Verify that EVB is correctly configured

Action user@switch# show edge-virtual-bridging

Interface     Forwarding Mode      RTE   Number of VSIs  Protocols 
ge-0/0/20.0   Reflective-relay     25    400             ECP, VDP, RTE

Meaning When LLDP is first enabled, an EVB LLDP exchange takes place between switch and

server using LLDP. As part of this exchange the following parameters are negotiated:

Number of VSIs supported, Forwarding mode, ECP support, VDP support, and

Retransmission Timer Exponent (RTE). If the output has values for the negotiated

parameters, EVB is correctly configured.

Verifying That the Virtual Machine Successfully AssociatedWith the Switch

Purpose Verify that the virtual machine successfully associated with the switch. After successful

association of VSI Profile with the switch interface, verify the learning of the VM’s MAC

address on MAC-Table or Forwarding database Table. The learn type of the VM’s MAC

addresses will be VDP, and upon successful shutdown of VM the corresponding

MAC-VLAN entry will get flushed out from FDB table otherwise it will never shutdown.
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Action user@switch# run show ethernet-switching table

Ethernet-switching table: 10 entries, 4 learned
VLAN MAC address      Type  Age  Interfaces
v3  *        Flood        -      All-members
v3      00:02:a6:11:bb:1a    VDP          -      ge-1/0/10.0
v3      00:02:a6:11:cc:1a    VDP          -      ge-1/0/10.0
v3  00:23:9c:4f:70:01    Static       -      Router
v4      *                    Flood        -      All-members
v4      00:02:a6:11:bb:bb    VDP          -      ge-1/0/10.0
v4      00:23:9c:4f:70:01    Static       -      Router
v5      *                    Flood        -      All-members
v5      00:23:9c:4f:70:01    Static       -      Router
v5      52:54:00:d5:49:11    VDP          -      ge-1/0/20.0

Verifying That VSI Profiles Are Being Learned at the Switch

Purpose Verify that VSI profiles are being learned at the switch.

Action user@switch# show edge-virtual-bridging vsi-profiles

Interface: ge-0/0/20.0 
Manager: 97, Type: 997, Version: 3, VSI State: Associate 
 Instance: 09b11c53-8b5c-4eeb-8f00-c84ebb0bb997   
      MAC                       VLAN   
      00:10:94:00:00:04         3

Meaning Whenever VMs configured for VEPA are started at the server, the VMs start sending VDP

messages. As part of this protocol VSI profiles are learned at the switch.

If the output has values for Manager, Type, Version, VSI State, and Instance, VSI profiles

are being learned at the switch.

See Also • Configuring Edge Virtual Bridging on an EX Series Switch on page 625

• Understanding Edge Virtual Bridging for Use with VEPA Technology on EX Series

Switches on page 623
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CHAPTER 28

Troubleshooting Ethernet Switching

• Troubleshooting Ethernet Switching on page 635

• Troubleshooting Ethernet Switching on EX Series Switches on page 636

Troubleshooting Ethernet Switching

Problem Description: Sometimes a MAC address entry in the switch’s Ethernet switching table is
not updated after the device with that MAC address has beenmoved from one interface

to another on the switch. Typically, the switch does notwait for aMACaddress expiration

when a MACmove operation occurs. As soon as the switch detects the MAC address on

the new interface, it immediately updates the table. Many network devices send a

gratuitous ARP packet when switching an IP address from one device to another. The

switch updates its ARP cache table after receipt of such gratuitous ARPmessages, and

then it also updates its Ethernet switching table.

Sometimes silent devices, such as syslog servers or SNMP trap receivers that receive

UDP traffic but do not return acknowledgment (ACK)messages to the traffic source,

fail to send gratuitous ARP packets when a device moves. If such amove occurs when

the system administrator is not available to explicitly clear the affected interfaces by

issuing the clear ethernet-switching table command, the entry for the moved device in

the Ethernet switching table is not updated.

Solution Set up the switch to handle unattended MAC address switchovers.

1. Reduce the system-wide ARP aging timer. (By default, the ARP aging timer is set at

20minutes. The range of the ARP aging timer is from 1 through 240minutes.)

[edit system arp]
user@switch# set aging-timer 3

2. Set the MAC aging timer to the same value as the ARP timer. (By default, the MAC

aging timer is set to 300 seconds. The range is 60 to 1,000,000 seconds.)

[edit protocols l2-learning]
user@switch# set global-mac-table-aging-time 180

The ARP entry and the MAC address entry for the moved device expire within the times

specified by the aging timer values. After the entries expire, the switch sends a new ARP

message to the IP address of the device. The device responds to the ARPmessage,
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thereby refreshing the entries in the switch’s ARP cache table and Ethernet switching

table.

Related
Documentation

arp on page 650•

• global-mac-table-aging-time on page 716

Troubleshooting Ethernet Switching on EX Series Switches

Troubleshooting issues for Ethernet switching on EX Series switches:

• MAC Address in the Switch’s Ethernet Switching Table Is Not Updated After a MAC

Address Move on page 636

MACAddress in the Switch’s Ethernet Switching Table Is Not Updated After a MACAddress
Move

Problem Description: Sometimes a MAC address entry in the switch’s Ethernet switching table is
not updated after the device with that MAC address has beenmoved from one interface

to another on the switch. Typically, the switch does notwait for aMACaddress expiration

when a MACmove operation occurs. As soon as the switch detects the MAC address on

the new interface, it immediately updates the table. Many network devices send a

gratuitous ARP packet when switching an IP address from one device to another. The

switch updates its ARP cache table after receipt of such gratuitous ARPmessages, and

then it also updates its Ethernet switching table. However, sometimes silent devices,

suchasSYSLOGservers orSNMPTrap receivers that receiveUDP traffic but donot return

acknowledgement (ACK )messages to the traffic source, do not send gratuitous ARP

packets when a device moves. If such amove occurs when the system administrator is

not available to explicitly clear the affected interfaces by issuing the clear

ethernet-switching table command, the entry for the moved device in the Ethernet

switching table is not updated.

Solution Set up the switch to handle unattended MAC address switchovers.

1. Reduce the system-wide ARP aging timer. (By default, the ARP aging timer is set at

20minutes. In Junos OS Release 9.4 and later, the range of the ARP aging timer is

from 1 through 240minutes.)

[edit system arp]
user@switch# set aging-timer 3

2. Set the MAC aging timer to the same value as the ARP timer. (By default, the MAC

aging timer is set to 300 seconds. The range is 15 to 1,000,000 seconds.)

[edit vlans]
user@switch# set vlans salesmac-table-aging-time 180

The ARP entry and the MAC address entry for the moved device expire within the times

specified by the aging timer values. After the entries expire, the switch sends a new ARP
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message to the IP address of the device. The device responds to the ARP, thereby

refreshing the entries in the switch’s ARP cache table and Ethernet switching table

Related
Documentation

• arp on page 650

• mac-table-aging-time on page 772
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CHAPTER 29

Configuration Statements

• address on page 644

• add-attribute-length-in-pdu on page 646

• aggregated-ether-options on page 647

• arp (Interfaces) on page 650

• autostate-exclude on page 653

• bpdu-destination-mac-address on page 654

• bridge-priority on page 655

• community-vlan on page 656

• control-channel on page 657

• control-vlan on page 658

• customer-vlans on page 659

• cut-through on page 660

• description (Interfaces) on page 661

• description (VLAN) on page 662

• destination-address (Security Policies) on page 663

• dhcp-relay on page 664

• disable (MVRP) on page 669

• domain-type (Bridge Domains) on page 670

• dot1q-tunneling on page 672

• dot1x on page 674

• drop-threshold on page 677

• east-interface on page 679

• edge-virtual-bridging on page 680

• enable-all-ifl on page 681

• encapsulation on page 682

• ether-options on page 689

• ether-type on page 690

• ethernet (Chassis Cluster) on page 691
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• ethernet-ring on page 692

• ethernet-switch-profile on page 693

• ethernet-switching on page 695

• ethernet-switching-options on page 697

• exclusive-mac on page 703

• extend-secondary-vlan-id on page 704

• fabric-control on page 704

• filter (VLANs) on page 705

• flexible-vlan-tagging on page 706

• forwarding-options on page 707

• global-mac-limit (Protocols) on page 713

• global-mac-move on page 714

• global-mac-statistics on page 715

• global-mac-table-aging-time on page 716

• global-mode (Protocols) on page 717

• global-no-mac-learning on page 718

• group (Redundant Trunk Groups) on page 719

• guard-interval on page 720

• hold-interval (Protection Group) on page 721

• host-inbound-traffic on page 722

• inner-tag-protocol-id on page 723

• inner-vlan-id on page 724

• input-vlan-map on page 725

• instance-type on page 726

• inter-switch-link on page 728

• interface on page 729

• interface (MVRP) on page 730

• interface (Layer 2 Protocol Tunneling) on page 732

• interface (Redundant Trunk Groups) on page 733

• interface (Routing Instances) on page 734

• interface (Switching Options) on page 735

• interface (VLANs) on page 736

• interface-mac-limit on page 738

• interface-mode on page 740

• interfaces (Q-in-Q Tunneling) on page 741

• interfaces (Security Zones) on page 742

• interfaces on page 743
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• isid on page 744

• isid-list on page 744

• isolated on page 745

• isolated-vlan on page 746

• isolation-id on page 747

• isolation-vlan-id on page 747

• join-timer (MVRP) on page 748

• l2-learning on page 750

• l3-interface (VLAN) on page 752

• l3-interface-ingress-counting on page 753

• layer2-control on page 754

• layer2-protocol-tunneling on page 756

• leave-timer (MVRP) on page 758

• leaveall-timer (MVRP) on page 760

• unicast-in-lpm on page 762

• mac (Static MAC-Based VLANs) on page 763

• mac-limit on page 764

• mac-lookup-length on page 766

• mac-notification on page 767

• mac-rewrite on page 768

• mac-statistics on page 770

• mac-table-aging-time on page 772

• mac-table-size on page 773

• mapping on page 775

• mapping-range on page 777

• members on page 778

• mvrp on page 780

• native-vlan-id on page 783

• next-hop (Static MAC-Based VLANs) on page 785

• no-attribute-length-in-pdu on page 786

• no-dynamic-vlan on page 787

• no-gratuitous-arp-request on page 788

• no-local-switching on page 789

• no-mac-learning on page 790

• node-id on page 792

• notification-interval on page 793

• num-65-127-prefix on page 794
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• output-vlan-map on page 795

• packet-action on page 796

• passive (MVRP) on page 799

• peer-selection-service on page 800

• pgcp-service on page 801

• point-to-point (MVRP) on page 802

• pop on page 803

• pop-pop on page 804

• pop-swap on page 805

• port-mode on page 806

• preempt-cutover-timer on page 808

• prefix-65-127-disable on page 809

• primary-vlan on page 811

• private-vlan on page 812

• profile (Access) on page 813

• promiscuous on page 814

• protection-group on page 815

• protocol on page 818

• protocols (Fabric) on page 820

• proxy-arp on page 821

• push on page 822

• push-push on page 823

• pvlan on page 824

• pvlan-trunk on page 824

• recovery-timeout on page 825

• redundancy-group (Interfaces) on page 826

• redundant-trunk-group on page 827

• reflective-relay on page 828

• registration on page 829

• ring-protection-link-end on page 830

• ring-protection-link-owner on page 831

• routing-instances on page 832

• security-zone on page 833

• service-id on page 834

• shutdown-threshold on page 835

• source-address (Security Policies) on page 836

• stale-routes-time (Fabric Control) on page 837
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• static-mac on page 838

• swap on page 839

• swap-push on page 840

• swap-swap on page 841

• switch-options (VLANs) on page 842

• system-services (Security Zones Interfaces) on page 844

• tag-protocol-id (TPIDs Expected to Be Sent or Received) on page 846

• tag-protocol-id (TPID to Rewrite) on page 847

• traceoptions on page 848

• traceoptions (MVRP) on page 854

• unconditional-src-learn on page 856

• unframed | no-unframed (Interfaces) on page 857

• unicast-in-lpm on page 858

• unknown-unicast-forwarding on page 859

• vlan on page 860

• vlan-id on page 862

• vlan-id-list on page 867

• vlan-id-range on page 869

• vlan-id-start on page 870

• vlan-prune on page 871

• vlan-range on page 872

• vlan-rewrite on page 873

• vlan-tagging on page 874

• vlan-tags on page 876

• vlan members (VLANs) on page 877

• vlans on page 878

• vrf-mtu-check on page 889

• vsi-discovery on page 890

• vsi-policy on page 891

• west-interface on page 892
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address

List of Syntax Syntax MX Series and EX Series (dynamic-profiles) on page 644

Syntax QFX Series and QFabric (interfaces) on page 644

SyntaxMX Series and
EX Series

(dynamic-profiles)

address (ip-address | ipv6-address);

SyntaxQFXSeries and
QFabric (interfaces)

address address {
arp ip-address (mac | multicast-mac) mac-address <publish>;
broadcast address;
destination address;
destination-profile name;
reui-64;
master-only;
multipoint-destination addressdlci dlci-identifier;
multipoint-destination address {

epd-threshold cells;
inverse-arp;
oam-liveness {

up-count cells;
down-count cells;

}
oam-period (disable | seconds);
shaping {

(cbr rate |rtvbr peak rate sustained rate burst length |vbr peak rate sustained rate burst
length);

queue-length number;
}
vci vpi-identifier.vci-identifier;

}
primary;
preferred;
(vrrp-group | vrrp-inet6-group) group-number {

(accept-data | no-accept-data);
advertise–interval seconds;
authentication-type authentication;
authentication-key key;
fast-interval milliseconds;
(preempt | no-preempt) {

hold-time seconds;
}
priority-number number;
track {

priority-cost seconds;
priority-hold-time interface-name {

interface priority;
bandwidth-threshold bits-per-second {

priority;
}

}
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route ip-address/mask routing-instance instance-name priority-cost cost;
}
virtual-address [ addresses ];

}
}

MXSeries and EX
Series

(dynamic-profiles)

[edit dynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number family
family],

[edit dynamic-profilesprofile-name interfaces demux0 unit logical-unit-number family family],
[edit dynamic-profilesprofile-name interfaces pp0 unit “$junos-interface-unit” family family],
[edit interfaces interface-name unit logical-unit-number family inet],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number

family family]

QFX Series and
QFabric (interfaces)

[edit interfaces interface-name unit logical-unit-number family family],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number

family family]

Release Information Statement introduced in Junos OS Release 9.2.

Support at the [edit dynamic-profiles profile-name interfaces pp0 unit

“$junos-interface-unit” family family] hierarchy level introduced in Junos OS Release 10.1.

Statement introduced before Junos OS Release 11.1 for QFX Series switches.

Supportat the [edit interfaces interface-nameunit logical-unit-number family inet]hierarchy

level introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Description Configure the interface address.

Options ip-address—IPv4 address of the interface.

ipv6-address—IPv6 address of the interface. When configuring an IPv6 address on a

dynamically created interface, use the $junos-ipv6–address dynamic variable.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Protocol Family

• Format forSpecifying IPAddresses,NetworkMasks, andPrefixes in JunosOSConfiguration

Statements
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add-attribute-length-in-pdu

Syntax add-attribute-length-in-pdu;

Hierarchy Level [edit protocols mvrp]

Release Information Statement introduced in Junos OS Release 11.3 for EX Series switches.

Description Add an extra byte in protocol data units (PDUs) sent by the Multiple VLAN Registration

Protocol (MVRP) in Junos OS Releases 11.3 and later for EX Series switches that do not

support the Enhanced Layer 2 Software (ELS). By default, this MVRP version does not

include the extra byte. You can add the extra byte in this MVRP version to address an

incompatibility issue with the following MVRP versions:

• MVRP in Junos OS Releases 11.2 and earlier, which includes the extra byte.

• MVRP in Junos OS Releases 13.2 and later for EX Series switches with support for ELS,

which includes the extra byte.

If this incompatibility issue arises, the MVRP versions that include the extra byte do not

recognize PDUs that do not include the extra byte.

You can recognize an MVRP version problem by looking at a switch running an MVRP

version that includes the extra byte. Because a switch running an MVRP version that

includes the extra byte cannot interpret an unmodified PDU from anMVRP version that

does not include the extra byte, the switch will not add VLANs from the MVRP version

thatdoesnot include theextrabyte.Whenyouexecute thecommand showmvrpstatistics

on the MVRP version that includes the extra byte, the values for Join Empty received and

Join In receivedwill incorrectly display zero, even though the value forMRPDU received

has been increased. Another indication that MVRP is having a version problem is that

unexpected VLAN activity, such as multiple VLAN creation, takes place on the switch

running the MVRP version that includes the extra byte.

Required Privilege
Level

routing—To view this statement in the configuration.

routing control—To add this statement to the configuration.

Related
Documentation

• Configuring Multiple VLAN Registration Protocol (MVRP) on Switches on page 480

• Understanding Multiple VLAN Registration Protocol (MVRP) on page 472
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aggregated-ether-options

List of Syntax Syntax (EX, MX Series) on page 647

Syntax (NFX, QFX Series, EX4600, OCX1100, QFabric) on page 647

Syntax(EX,MXSeries) aggregated-ether-options {
ethernet-switch-profile {
tag-protocol-id;

}
(flow-control | no-flow-control);
lacp {

(active | passive);
admin-key key;
periodic interval;
system-id mac-address;

}
(link-protection | no-link-protection);
link-speed speed;
local-bias;
logical-interface-fpc-redundancy;
(loopback | no-loopback);
mc-ae {

chassis-id chassis-id;
events {

iccp-peer-down {
force-icl-down;
prefer-status-control-active;

}
}
init-delay-time seconds;
mc-ae-id mc-ae-id;
mode (active-active | active-standby);
redundancy-group group-id;
revert-time revert-time;
status-control (active | standby);
switchover-mode (non-revertive |revertive);

}
minimum-links number;
system-priority

}

Syntax (NFX, QFX
Series, EX4600,

OCX1100, QFabric)

The fcoe-lag andmc-ae statements are not supported on OCX Series switches.

aggregated-ether-options {
configured-flow-control {

rx-buffers (on | off);
tx-buffers (on | off);

}
ethernet-switch-profile {
tag-protocol-id;
(fcoe-lag | no-fcoe-lag);
(flow-control | no-flow-control);
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lacp mode {
admin-key key;
periodic interval;
system-id mac-address;
force-up;
}

}
(link-protection | no-link-protection);
link-speed speed;
local-bias;
local-minimum-links-threshold threshold-value;
(loopback | no-loopback);
mc-ae {

chassis-id chassis-id;
mc-ae-id mc-ae-id;
mode (active-active);
status-control (active | standby);

}
minimum-links number;
rebalance-periodic;
resilient-hash;
source-address-filter filter;
(source-filtering | no-source-filtering);

}

Hierarchy Level (EX
Series, QFX Series)

[edit interfaces aex]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 12.3R2.

Statements fcoe-lag and no-fcoe-lag introduced in Junos OS Release 13.2X52-D10 for

the QFX Series.

Statements force-up, lacp, and resilient-hash introduced in JunosOSRelease 14.1X53-D10

for the QFX Series.

Statement local-minimum-links-threshold introduced in Junos OS Release 14.1X53-D40

for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.
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Description Configure theaggregatedEthernetpropertiesof a specific aggregatedEthernet interface.

NOTE:

• The fcoe-lag and mc-ae statements are not supported on OCX Series

switches.

• The force-up statement is not supported on QFX10002 switches.

• The resilient-hash statement is not supported on QFX10002 switches.

The remaining statements are explained separately. See CLI Explorer.

Default Options are not enabled.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Understanding Aggregated Ethernet Interfaces and LACP for Switches

• Configuring Aggregated Ethernet LACP (CLI Procedure)

• Example: Configuring Link Aggregation with LACP Between aQFX Series Product and an

Aggregation Switch

• Junos OS Network Interfaces Library for Routing Devices

• Example: Configuring Aggregated Ethernet High-Speed Uplinks Between an EX4200

Virtual Chassis Access Switch and an EX4200 Virtual Chassis Distribution Switch

• Example: Configuring Aggregated Ethernet High-Speed Uplinks with LACP Between an

EX4200VirtualChassisAccessSwitchandanEX4200VirtualChassisDistributionSwitch

• Configuring Aggregated Ethernet Links (CLI Procedure)

• Configuring Aggregated Ethernet LACP (CLI Procedure)

• Configuring LACP Link Protection of Aggregated Ethernet Interfaces for Switches

• Configuring Q-in-Q Tunneling on EX Series Switches with ELS Support on page 536

• Junos OS Ethernet Interfaces Configuration Guide
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arp (Interfaces)

Syntax arp ip-address (mac | multicast-mac) mac-address publish;

arp {
aging-timer minutes;
gratuitous-arp-delayseconds;
gratuitous-arp-on-ifup;
interfaces {
interface-name {

aging-timer minutes;
}

}
passive-learning;
purging;

}

Syntax (EX Series) arp {
aging-timer minutes;

}

Hierarchy Level [edit system]

[edit interfaces interface-name unit logical-unit-number family inet address address],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family inet address address]

NOTE: Theedit logical-systemshierarchy is not available on QFabric systems.

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description For Ethernet, Fast Ethernet, and Gigabit Ethernet interfaces only, configure Address

Resolution Protocol (ARP) table entries, mapping IP addresses to MAC addresses. You

can enable backup VRRP routers to learn ARP requests for VRRP-IP to VRRP-MAC

address translation. You can also set the time interval between ARP updates.

NOTE: By default, an ARP policer is installed that is shared among all the
Ethernet interfaces on which you have configured the family inet statement.

By including the arp statement at the [edit interfaces interface-name unit
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logical-unit-number family inetpolicer]hierarchy level, you can apply a specific

ARP-packet policer to an interface. This feature is not available on EX Series
switches.

When you need to conserve IP addresses, you can configure an Ethernet
interface to be unnumbered by including theunnumbered-address statement

at the [edit interfaces interface-name unit logical-unit-number family inet]

hierarchy level.

NOTE: For EX-Series switches, set only the time interval between ARP
updates.

Options ip-address—IP address to map to the MAC address. The IP address specified must be
part of the subnet defined in the enclosing address statement.

macmac-address—MAC address tomap to the IP address. Specify the MAC address as
six hexadecimal bytes in one of the following formats: nnnn.nnnn.nnnn or

nn:nn:nn:nn:nn:nn. For example, 0000.5e00.5355 or 00:00:5e:00:53:55.

multicast-macmac-address—Multicast MAC address tomap to the IP address. Specify
themulticastMACaddress as six hexadecimal bytes in one of the following formats:

nnnn.nnnn.nnnn or nn:nn:nn:nn:nn:nn. For example, 0000.5e00.5355 or

00:00:5e:00:53:55.

publish—(Optional) Have the router or switch reply to ARP requests for the specified IP
address. If you omit this option, the router or switch uses the entry to reach the

destination but does not reply to ARP requests.

NOTE: For unicast MAC addresses only, if you include thepublishoption,

the router or switch replies to proxy ARP requests.

aging-timer—Time interval inminutes between ARP updates. In environmentswhere the

numberofARPentries toupdate ishigh (for example, on routersonly,metroEthernet

environments), increasing the time between updates can improve system

performance.

passive-learning (QFX-Series only)—Configure backup VRRP routers or switches to

learn the ARPmappings (IP-to-MAC address) for hosts sending the requests. By

default, the backupVRRP router drops these requests; therefore, if themaster router

fails, the backup routermust learn all entries present in the ARP cache of themaster

router. Configuring passive learning reduces transition delaywhen the backup router

is activated.
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Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring Static ARP Table Entries For Mapping IP Addresses to MAC Addresses

• Configuring Junos OS ARP Learning and Aging Options for Mapping IPv4 Network

Addresses to MAC Addresses

• Junos OS Network Interfaces Library for Routing Devices

• Junos OS System Basics Configuration Guide .
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autostate-exclude

Syntax autostate-exclude;

Hierarchy Level [edit interface interface-name ether-options]

Release Information Statement introduced in Junos OS Release 14.1x53-D40 and Junos OS Release 17.3R1 on

QFX5100 switches.

Description Specify not to include an IRB interface in the state calculation for VLANmembers. The

default behavior is not to exclude an IRB interface in the state calculation unless all the

ports on the interface go down. Because an IRB interface often has multiple ports in a

single VLAN, the state calculation for a VLANmembermight include a port that is down,

possibly resulting in traffic loss. This feature enables you to exclude a trunk or access

interface from the state calculation, which results in the IRB interface being marked as

down as soon as the port specifically assigned to a VLAN goes down.

IRB interfaces are used to bind specific VLANs to Layer 3 interfaces, enabling a switch

to forward packets between those VLANs—without having to configure another device,

suchasa router, to connectVLANs. In a typical scenario, aport on the interface is assigned

to a specific VLAN, while a different port on that interface is assigned to an 802.1Q trunk

interface to carry traffic betweenmultiple VLANs, and a third port on that interface is

assigned to an access interface used to connect the VLAN to network devices.

To ensure that an interface is marked as down and thereby excluded from the state

calculation forVLANmemberswhen theport assigned to theVLANgoesdown, configure

this statementon the trunkor access interface. The trunkorport interface is automatically

excluded from the state calculation of the IRB interface. In thisway,whenaport assigned

to a specified VLAN goes down, the IRB interface assigned to that VLAN is also marked

as down.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration

Related
Documentation

• Excludingan IRB Interface fromStateCalculationsonaQFXSeriesSwitchonpage460

• port-mode on page 806

• show ethernet-switching interface on page 932
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bpdu-destination-mac-address

Syntax bpdu-destination-mac-address provider-bridge-group;

MXSeries and EX
Series

[edit logical-systems logical-system-name protocols mvrp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
mvrp] (for virtual switch instance type),

[edit protocols mvrp],
[edit routing-instances routing-instance-name protocols mvrp] (for virtual switch instance

type)

SRX Series [edit protocols mvrp],
[edit routing-instances routing-instance-name protocols mvrp] (for virtual switch instance

type)

Release Information Statement introduced in Junos OS Release 10.1 for MX Series routers.

Statement introduced in Junos OS Release 15.1X49-D70 for SRX Series devices.

Description For Multiple VLAN Registration Protocol (MVRP) configurations, specifies the multicast

address for MVRP. If configured, the provider MVRPmulticast MAC address is used;

otherwise, the Junos OS uses the customer MVRPmulticast MAC address.

Default By default, the provider MVRPmulticast MAC address is used (if configured). Otherwise,

the customer MVRPMAC address is used.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: ConfiguringAutomatic VLANAdministrationUsingMVRPonMXSeries Routers

• Configuring Multiple VLAN Registration Protocol (MVRP) to Manage Dynamic VLAN

Registration

• Configuring Multiple VLAN Registration Protocol (MVRP) to Manage Dynamic VLAN

Registration on Security Devices on page 486

• Verifying That MVRP IsWorking Correctly on page 523

• Understanding Multiple VLAN Registration Protocol (MVRP) for Dynamic VLAN

Registration on page 477
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bridge-priority

Syntax bridge-priority priority;

Hierarchy Level [edit logical-systems logical-system-name protocols (mstp | rstp)],
[edit logical-systems logical-system-name protocols mstp msti msti-id],
[edit logical-systems logical-system-name protocols vstp vlan vlan-id],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols

(mstp | rstp)],
[edit logical-systems logical-system-name routing-instances routing-instance-name

protocols mstp msti msti-id],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols

vstp vlan vlan-id],

[edit routing-instances routing-instance-name protocols (mstp | rstp)],
[edit routing-instances routing-instance-name protocols mstp msti msti-id],
[edit routing-instances routing-instance-name protocols vstp vlan vlan-id]

[edit protocols mstp],
[edit protocols mstp msti msti-id],
[edit protocols rstp],
[edit protocols stp],
[edit protocols vstp vlan vlan-id]

Release Information Statement introduced in Junos OS Release 8.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement updated in JunosOSRelease 9.4 for EXSeries switches to addVSTP support.

Support for logical systems added in Junos OS Release 9.6.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Description Configures thebridgepriority,whichdetermineswhichbridge is electedas the rootbridge.

If two bridges have the same path cost to the root bridge, the bridge priority determines

which bridge becomes the designated bridge for a LAN segment.

Default 32,768

Options priority—The bridge priority can be set only in increments of 4096.

Range: 0 through 61,440

Default: 32,768

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

Understanding MSTP•

• Understanding VSTP
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• Understanding Bridge Priority for Election of Root Bridge and Designated Bridge

• Example: Configuring Network Regions for VLANs with MSTP on Switches

• show spanning-tree bridge

• show spanning-tree interface

community-vlan

Syntax community-vlan vlan community-vlan-name;

Hierarchy Level [edit vlans primary-vlan-name vlan-id primary-vlan-vlan-id]

Release Information Statement introduced in Junos OS Release 14.1X53-D10 for EX Series switches.

Statement introduced in Junos OS Release 14.1X53-D15 for QFX Series switches.

Description Configure thespecifiedcommunityVLANtobeasecondaryVLANof thespecifiedprimary

VLAN. A community VLAN is used to transport frames amongmembers of a community

(a subset of users within the VLAN), and to forward frames upstream to the primary

VLAN.

NOTE: Before you specify this configuration statement, you must have already
configured the specified community VLAN and assigned a VLAN ID to it. See
private-vlan.

Required Privilege
Level

system—To view this statement in the configuration.

system–control—To add this statement to the configuration.

Related
Documentation

• Creating a Private VLAN on a Single Switch with ELS Support (CLI Procedure) on

page 295

• Creating a Private VLAN Spanning Multiple EX Series Switches (CLI Procedure) on

page 302
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control-channel

Syntax control-channel channel-name {
vlan vlan-id;
interface name interface-name

}

Hierarchy Level [edit protocols protection-group ethernet-ring name (east-interface | west-interface)]

Release Information Statement introduced in Junos OS Release 9.4.

Statement introduced in Junos OS Release 12.1 for EX Series switches.

Statement introduced in Junos OS Release 14.153-D10 for QFX Series switches.

Description Configure the Ethernet RPS control channel logical interface to carry the RAPSPDU. The

related physical interface is the physical ring port.

Options vlan vlan-id—If the control channel logical interface is a trunk port, then a dedicated vlan

vlan-id defines the dedicated VLAN channel to carry the RAPS traffic. Only configure

the vlan-idwhen the control channel logical interface is the trunk port.

interface name interface-name—Interface name of the control channel.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Ethernet Ring Protection Switching Overview

• Example: Configuring Ethernet Ring Protection Switching on EX Series Switches

• Example: Configuring Ethernet Ring Protection Switching on QFX Series and EX Series

Switches Supporting ELS

• Configuring Ethernet Ring Protection Switching on Switches (CLI Procedure)

657Copyright © 2019, Juniper Networks, Inc.

Chapter 29: Configuration Statements



control-vlan

Syntax control-vlan (vlan-id | vlan-name)

Hierarchy Level [edit protocols protection-group ethernet-ring]

[edit protocols protection-group ethernet-ring name (east-interface |west-interface)]

Release Information Statement introduced in Junos OS Release 9.4.

Statement introduced in Junos OS Release 12.1 for EX Series switches.

Statement introduced in Junos OS Release 14.153-D10 for QFX Series switches.

Description Specify the VLAN that carries the protocol data units (PDUs) between the nodes in the

protected Ethernet ring. This is a control VLAN, meaning that it carries data for one

instance of an Ethernet ring protection switching (ERPS) in the control channel. Use a

control VLAN on trunk port interfaces. One control channel can contain multiple control

VLANs.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Ethernet Ring Protection Switching on EX Series Switches

• Example: Configuring Ethernet Ring Protection Switching on QFX Series and EX Series

Switches Supporting ELS

• Configuring Ethernet Ring Protection Switching on Switches (CLI Procedure)
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customer-vlans

Syntax customer-vlans (id | native | range);

Hierarchy Level [edit vlans vlan-name dot1q-tunneling]

Release Information Statement introduced in Junos OS Release 9.3 for EX Series switches.

Option native introduced in Junos OS Release 9.6 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Limit the set of accepted customer VLAN tags to a range or to discrete values when

mapping customer VLANs to service VLANs.

Options id—Numeric identifier for a VLAN.

native—Acceptsuntaggedandpriority-taggedpackets fromaccess interfacesandassigns

the configured S-VLAN to the packet.

range—Range of numeric identifiers for VLANs. On the QFX series, you can include as

many as eight separate customer VLAN ranges for a given service VLAN. Do not

configure more than this number of ranges.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• dot1q-tunneling on page 672

• ether-type on page 690

• Example: Setting Up Q-in-Q Tunneling on EX Series Switches on page 549

• Configuring Q-in-Q Tunneling on EX Series Switches on page 537

• Understanding Q-in-Q Tunneling and VLAN Translation on page 526
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cut-through

Syntax cut-through;

Hierarchy Level [edit forwarding-options]

Description Configures all the interfaces in the QFX series switch or QFabric to use cut-through

forwarding mode instead of store-and-forwardmode.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Forwarding Mode on Switches on page 78
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description (Interfaces)

Syntax description text;

Hierarchy Level [edit interfaces interface-name],
[edit interfaces interface-name unit logical-unit-number],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 12.2 for ACX Series Universal Metro Routers.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Provide a textual description of the interface or the logical unit. Any descriptive text you

include is displayed in the output of the show interfaces commands, and is also exposed

in the ifAliasManagement InformationBase (MIB)object. It hasnoeffecton theoperation

of the interface on the router or switch.

The textual description can also be included in the extendedDHCP relay option82Agent

Circuit ID suboption.

Options text—Text to describe the interface. If the text includes spaces, enclose the entire text

in quotation marks.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Interface Description

• Adding a Logical Unit Description to the Configuration

• Configuring Gigabit Ethernet Interfaces (CLI Procedure)

• Configuring Gigabit and 10-Gigabit Ethernet Interfaces for OCX Series Switches

• Configuring Gigabit Ethernet Interfaces for EX Series Switches with ELS support

• Configuring Gigabit and 10-Gigabit Ethernet Interfaces for EX4600 and QFX Series

Switches

• Using DHCP Relay Agent Option 82 Information

• Junos OS Network Interfaces Library for Routing Devices

• Example: Connecting Access Switches with ELS Support to a Distribution Switch with

ELS Support on page 197
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description (VLAN)

Syntax description text-description;

Hierarchy Level [edit vlans vlan-name]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Option text-description enhanced from supporting up to 128 characters to supporting up

to 256 characters in Junos OS Release 10.2 for EX Series switches.

Description Provide a textual description for the VLAN. The text has no effect on the operation of the

VLAN or switch.

Options text-description—Text to describe the interface. It can contain letters, numbers, and

hyphens (-)andcanbeup to255characters long. If the text includes spaces, enclose

the entire text in quotation marks.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Understanding Bridging and VLANs on Switches on page 132

• Understanding Bridging and VLANs on Switches on page 132

• Example: Setting Up Basic Bridging and a VLAN on Switches on page 159

• Example: Setting Up Basic Bridging and a VLAN for an EX Series Switch on page 177

• Example: Setting Up Basic Bridging and a VLAN for an EX Series Switch with ELS

Support on page 149

• show vlans on page 1044

Copyright © 2019, Juniper Networks, Inc.662

Ethernet Switching Feature Guide



destination-address (Security Policies)

Syntax destination-address {
[address];
any;
any-ipv4;
any-ipv6;

}

Hierarchy Level [edit security policies from-zone zone-name to-zone zone-name policy policy-name match]

[edit security policies global policy policy-name match]

Release Information Statement introduced in Junos OS Release 8.5. Support for IPv6 addresses added in

Junos OS Release 10.2. Support for IPv6 addresses in active/active chassis cluster

configurations (in addition to the existing support of active/passive chassis cluster

configurations) added in Junos OS Release 10.4. Support for wildcard addresses added

in Junos OS Release 11.1.

Description Define the matching criteria. You can specify one or more IP addresses, address sets, or

wildcard addresses. You can specify wildcards any, any-ipv4, or any-ipv6.

Options address—IP address (any, any-ipv4, any-ipv6), IP address set, or address book entry, or

wildcardaddress (representedasA.B.C.D/wildcard-mask).Youcanconfiguremultiple

addresses or address prefixes separated by spaces and enclosed in square brackets.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Security Policies Overview
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dhcp-relay

Syntax dhcp-relay {
active-server-group server-group-name;
authentication {

password password-string;
username-include {

circuit-type;
delimiter delimiter-character;
domain-name domain-name-string;
interface-name;
logical-system-name;
mac-address;
option-60;
option-82 <circuit-id> <remote-id>;
routing-instance-name;
user-prefix user-prefix-string;

}
}
dhcpv6 {

active-server-group server-group-name;
authentication {
password password-string;

username-include {
circuit-type;
client-id;
delimiter delimiter-character;
domain-name domain-name-string;
interface-name;
logical-system-name;
relay-agent-interface-id;
relay-agent-remote-id;
relay-agent-subscriber-id;
routing-instance-name;
user-prefix user-prefix-string;

}
dynamic-profile profile-name {

aggregate-clients (merge | replace);
use-primary primary-profile-name;

}
}

}
group group-name {

active-server-group server-group-name;
authentication {

...
}
dynamic-profile profile-name {

...
}
interface interface-name {

exclude;
liveness-detection {
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failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {

bfd {
version (0 | 1 | automatic);
minimum-interval milliseconds;
minimum-receive-interval milliseconds;
multiplier number;
no-adaptation;
transmit-interval {

minimum-interval milliseconds;
threshold milliseconds;

}
detection-time {

threshold milliseconds;
}
session-mode(automatic | multihop | singlehop);
holddown-interval milliseconds;

}
}

}
overrides {

...
}
service-profile dynamic-profile-name;
trace;
upto upto-interface-name;

}
service-profile dynamic-profile-name;
}
overrides {

...
}
relay-agent-interface-id {

...
}

service-profile dynamic-profile-name;
liveness-detection {

failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {

bfd {
version (0 | 1 | automatic);
minimum-interval milliseconds;
minimum-receive-interval milliseconds;
multiplier number;
no-adaptation;
transmit-interval {

minimum-interval milliseconds;
threshold milliseconds;

}
detection-time {

threshold milliseconds;
}
session-mode(automatic | multihop | singlehop);
holddown-interval milliseconds;

}

665Copyright © 2019, Juniper Networks, Inc.

Chapter 29: Configuration Statements



}
}
overrides {

allow-snooped-clients;
interface-client-limit number;
no-allow-snooped-clients;
no-bind-on-request;
send-release-on-delete;

}
relay-agent-interface-id {

prefix prefix;
use-interface-description (logical | device):

}
server-group {
server-group-name {
server-ip-address;

}
}

dynamic-profile profile-name {
aggregate-clients (merge | replace);
use-primary primary-profile-name;

}
forward-snooped-clients (all-interfaces | configured-interfaces |

non-configured-interfaces);
group group-name {

active-server-group server-group-name;
authentication {

...
}
dynamic-profile profile-name {

...
}
interface interface-name {

exclude;
liveness-detection {

failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {

bfd {
version (0 | 1 | automatic);
minimum-interval milliseconds;
minimum-receive-interval milliseconds;
multiplier number;
no-adaptation;
transmit-interval {

minimum-interval milliseconds;
threshold milliseconds;

}
detection-time {

threshold milliseconds;
}
session-mode(automatic | multihop | singlehop);
holddown-interval milliseconds;

}
}

}
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overrides {
...

}
service-profile dynamic-profile-name;
trace;
upto upto-interface-name;

}
overrides {

...
}
relay-option-82 {

...
}
service-profile dynamic-profile-name;

}
liveness-detection {

failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {

bfd {
version (0 | 1 | automatic);
minimum-interval milliseconds;
minimum-receive-interval milliseconds;
multiplier number;
no-adaptation;
transmit-interval {

minimum-interval milliseconds;
threshold milliseconds;

}
detection-time {

threshold milliseconds;
}
session-mode(automatic | multihop | singlehop);
holddown-interval milliseconds;

}
}

}
overrides {

allow-snooped-clients;
always-write-giaddr;
always-write-option-82;
client-discover-match <option60-and-option82>;
disable-relay;
interface-client-limit number;
layer2-unicast-replies;
no-allow-snooped-clients;
no-bind-on-request;
proxy-mode;
replace-ip-source-with;
send-release-on-delete;
trust-option-82;

}
relay-option-82 {

circuit-id {
prefix prefix;
use-interface-description (logical | device);
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}
}
server-group {
server-group-name {
server-ip-address;

}
}
service-profile dynamic-profile-name;

}

Hierarchy Level [edit forwarding-options],
[edit vlans forwarding-options]

Release Information Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure extended Dynamic Host Configuration Protocol (DHCP) relay and DHCPv6

relay options on the switch and enable the switch to function as a DHCP relay agent. A

DHCP relay agent forwards DHCP request and reply packets between a DHCP client and

a DHCP server.

DHCP relay supports theattachmentofdynamicprofilesandalso interactswith the local

AAA Service Framework to use back-end authentication servers, such as RADIUS, to

provide subscriber authentication. You can attach dynamic profiles and configure

authentication support on a global basis or for a specific group of interfaces.

The extended DHCP and DHCPv6 relay agent options configured with the dhcp-relay

and dhcpv6 statements are incompatible with the DHCP/BOOTP relay agent options

configured with the bootp statement. As a result, the extended DHCP or DHCPv6 relay

agent and the DHCP/BOOTP relay agent cannot both be enabled on the router at the

same time.

The remaining statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring DHCP and BOOTP
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disable (MVRP)

Syntax disable;

Hierarchy Level [edit protocols mvrp],
[edit protocols mvrp interface(all | interface-name)]

Release Information Statement introduced in Junos OS Release 10.0 for EX Series switches.

Statement introduced in Junos OS Release 13.1 for the QFX Series.

Description Disable the MVRP configuration on the interface.

Default MVRP is disabled by default.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Multiple VLAN Registration Protocol (MVRP) on Switches on page 480
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domain-type (Bridge Domains)

Syntax domain-type bridge;

ACX Series andMX
Series

[edit bridge-domains bridge-domain-name],
[edit logical-systems logical-system-name routing-instances routing-instance-name

bridge-domains bridge-domain-name],
[edit routing-instances routing-instance-name bridge-domains bridge-domain-name]

SRX Series [edit bridge-domains bridge-domain-name]

Release Information Statement introduced in Junos OS Release 8.4.

Statement modified in Junos OS Release 9.5.

Support for logical systems added in Junos OS Release 9.6.

Description Define the domain type bridge for a Layer 2 bridge domain.

NOTE: There is only one domain type bridge, that can be configured on SRX

Series devices. Domain type bridge is not enabled by default. An SRX Series

device operates in the Layer 2 transparent mode when all physical bridge
domains on the device are partitioned into logical bridge domains.

NOTE: Starting with Junos OS Release 15.1X49-D10 and Junos OS Release
17.3R1, the CLI domain-type is not available.

NOTE: Starting in Junos OS Release 15.1X49-D10 and Junos OS Release
17.3R1, the hierarchy [edit bridge-domains bridge-domain-name] is renamed

to [edit vlans vlan-name]. For detailed information about the modified

hierarchies, see “Enhanced Layer 2 CLI Configuration Statement and
Command Changes for Security Devices” on page 53.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

Layer 2 Transparent Mode Overview•

• Configuring a Bridge Domain
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• Configuring a Layer 2 Virtual Switch
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dot1q-tunneling

List of Syntax Syntax (Ethernet Switching) on page 672

Syntax (VLANs) on page 672

Syntax (Ethernet
Switching)

dot1q-tunneling {
ether-type (0x8100 | 0x88a8 | 0x9100);

}

Syntax (VLANs) dot1q-tunneling {
customer-vlans (id | native | range);
layer2-protocol-tunneling all | protocol-name {
drop-threshold number;
shutdown-threshold number;

}
}

Ethernet Switching [edit ethernet-switching-options]

VLANs [edit vlans vlan-name]

Release Information Statement introduced in Junos OS Release 9.3 for EX Series switches.

Option native introduced in Junos OS Release 9.6 for EX Series switches.

Options layer2-protocol-tunneling, drop-threshold, and shutdown-threshold introduced

in Junos OS Release 10.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description For Ethernet switching, sets a global value for the EtherType for Q-in-Q tunneling.

For VLANs, enables Q-in-Q tunneling on the specified VLAN.

NOTE:

The VLAN on which you enable Q-in-Q tunneling must be a tagged VLAN.•

• You cannot configure 802.1X user authentication on interfaces that have
been enabled for Q-in-Q tunneling.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.
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Related
Documentation

• Example: Setting Up Q-in-Q Tunneling on EX Series Switches on page 549

• Configuring Q-in-Q Tunneling on EX Series Switches on page 537

• Configuring Q-in-Q Tunneling on QFX Series Switches on page 535

• Example: Setting Up Q-in-Q Tunneling on QFX Series Switches on page 546
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dot1x

Syntax dot1x {
authenticator {

authentication-profile-name access-profile-name;
interface (all | <interface-names>) {

disable;
guest-vlan (vlan-tag | vlan-name);
lldp-med-bypass;
mac-radius <restrict | flap-on-disconnect>;
maximum-requests number;
no-reauthentication;
quiet-period seconds;
reauthentication interval;
retries retries-number;
server-fail (deny | permit | use-cache | vlan-name vlan-name );
server-reject-vlan vlan-name;
server-timeout seconds;
supplicant (single | single-secure | multiple);
supplicant-timeout seconds;
transmit-period seconds

}
no-mac-table-binding;
use-vlan-name <use-vlan-id | use-vlan-name>;
static mac-address ;

traceoptions {
file filename <files number> <no-world-readable | world-readable> <size size>;
flag;

}
}

Hierarchy Level [edit protocols]

Release Information Command introduced in Junos OS Release 15.1X49-D80.

Description Configure 802.1X authentication for port-based network access control (PNAC). 802.1X

authentication is supported on interfaces that aremembers of private VLANs (PVLANs).

Define tracing operations for the 802.1X protocol authentication.

Default 802.1X authentication is disabled.

Options authentication-profile-name access-profile-name—Name of the access profile to use for

authentication.

all—Configure all interfaces for 802.1X authentication.

interface-names—List of names of interfaces to configure for 802.1X authentication.
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guest-vlan vlan-tag—VLAN tag identifier of the guest VLAN.

guest-vlan vlan-name—Name of the guest VLAN.

mac-radius flap-on-disconnect—(Optional) Reset an interface on receiving a disconnect

request.

mac-radius restrict—(Optional)Bypassdot1xauthentication. This restricts authentication

to MAC RADIUS.

maximum-requests number—Maximum number of times an EAPOL request packet is

retransmitted to the supplicant before the authentication session times out.

quiet-period seconds—Number of seconds the interface remains in the wait state.

reauthentication interval—Sets the periodic reauthentication time interval in seconds.

retries number—Number of retries after which port is placed into wait state.

deny—Force fail the supplicant authentication. No traffic flows through the interface.

permit—Force succeed the supplicant authentication. Traffic flows through the interface

as if it were successfully authenticated by the RADIUS server.

use-cache—Force succeed the supplicant authentication only if it was previously

authenticated successfully. This action ensures that already authenticated

supplicants are not affected.

server-fail vlan-tag—Move supplicant on the interface to the VLAN specified by this

numeric identifier.

server-fail vlan-name—Move supplicant on the interface to the VLAN specified by this

name.

server-fail seconds—The time interval, in seconds, during which the device does not

attempt to contact the authentication server to reauthenticate a client that has

already been authenticated using server fail fallback.

server-timeout seconds—Amountof timeaportwaits fora replywhen relayinga response

from the supplicant to the authentication server before timing out and invoking the

server-fail action.

single—Authenticates only the first client that connects to an authenticator port.

single-secure—Authenticates only one client to connect to an authenticator port.

multiple—Authenticates multiple clients individually on one authenticator port.

supplicant-timeout seconds—Number of seconds the port waits for a response when

relaying a request from the authentication server to the supplicant before resending

the request.

transmit-period seconds—Number of seconds the port waits before retransmitting the

initial EAPOL PDUs to the supplicant.
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mac-address—The MAC address of the device for which 802.1X authentication must be

bypassed and the device permitted access to the port.

file filename—Name of the file to receive the output of the tracing operation. Enclose the

namewithin quotation marks. All files are placed in the directory /var/log.

files number—(Optional) Maximum number of trace files.

flag flag—Tracing operation to perform. To specify more than one tracing operation,

includemultiple flag statements. You can include the following flags:

• all—All tracing operations.

• config-internal—Trace internal configuration operations.

• eapol—Trace EAPOL packets transmitted and received.

• general—Trace general operations.

• normal—Trace normal operations.

• parse—Trace reading of the configuration.

• state—Trace protocol state changes.

• task—Trace protocol task operations.

• timer—Trace protocol timer operations.

• vlan—Trace VLAN transactions.

no-world-readable—(Optional) Restrict file access to the user who created the file.

size size—(Optional)Maximumsize of each trace file, in kilobytes (KB),megabytes (MB),

or gigabytes (GB).

world-readable—(Optional) Enable unrestricted file access.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding 802.1X Port-Based Network Authentication

• clear dot1x on page 897
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drop-threshold

Syntax drop-threshold number;

Hierarchy Level [edit vlans vlan-name dot1q-tunneling layer2-protocol-tunneling (all | protocol-name)]

Release Information Statement introduced in Junos OS Release 10.0 for EX Series switches.

Description Specify the maximum number of Layer 2 PDUs of the specified protocol that can be

received per second on the interfaces in a specified VLAN before the switch begins

dropping the Layer 2 PDUs. The drop threshold value must be less than or equal to the

shutdown threshold value.

L2PT processing is done by the CPU, and L2PT traffic to the CPU is rate-limited to a

maximum of 1000 pps. If traffic is received at a rate faster than this limit, the rate limit

causes the traffic to be dropped before it hits the threshold and the dropped packets are

not reported in L2PT statistics. This can also occur if you configure a drop threshold that

is less than 1000 pps but traffic is received at a faster rate. For example, if you configure

a drop threshold of 900 pps and the VLAN receives traffic at rate of 1100 pps, L2PT

statistics will show that 100 packets were dropped. The 100 packets dropped because

of the rate limit will not be reported. Similarly, if you do not configure a drop threshold

and the VLAN receives traffic at rate of 1100 pps, the 100 packets dropped because of

the rate limit are not reported.

NOTE: If the drop threshold value is greater than the shutdown threshold
value and you try to commit the configuration, the commit operation fails.

You can specify a drop threshold value without specifying a shutdown threshold value.

Default No drop threshold is specified.

Options number—Maximumnumberof Layer 2PDUsof thespecifiedprotocol that canbe received

per second on the interfaces in a specified VLAN before the switch begins dropping

the Layer 2 PDUs.

Range: 1 through 1000

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

Example: Configuring Layer 2 Protocol Tunneling on EX Series Switches on page 402•

• Configuring Layer 2 Protocol Tunneling on EX Series Switches on page 400
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• shutdown-threshold on page 835
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east-interface

Syntax east-interface {
node-idmac-address;
control-channel channel-name {

vlan number;
interface name interface-name

}
interface-none
ring-protection-link-end;

}

Hierarchy Level [edit protocols protection-group ethernet-ring ring-name]

Release Information Statement introduced in Junos OS Release 9.4.

Statement introduced in Junos OS Release 12.1 for EX Series switches.

Statement introduced in Junos OS Release 14.153-D10 for QFX Series switches.

Description Define one of the two interface ports for Ethernet ring protection, the other being defined

by thewest-interface statement at the same hierarchy level. The interface must use the

control channel's logical interfacename.Thecontrol channel is adedicatedVLANchannel

for the ring port.

EX Series switches do not use the node-id statement--the node ID is automatically

configured on the switches using the MAC address.

NOTE: Always configure this port first, before configuring the west-interface

statement.

NOTE: The Node ID is not configurable on EX Series switches. The node ID
is automatically configured using the MAC address.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

Ethernet Ring Protection Switching Overview•

• Ethernet Ring Protection Using Ring Instances for Load Balancing

• west-interface on page 892
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• ethernet-ring on page 692

• Example: Configuring Ethernet Ring Protection Switching on EX Series Switches

• Example: Configuring Ethernet Ring Protection Switching on QFX Series and EX Series

Switches Supporting ELS

• Configuring Ethernet Ring Protection Switching on Switches (CLI Procedure)

edge-virtual-bridging

Syntax edge-virtual-bridging {
traceoptions {

file filename <files number> <no-stamp> <replace> <size size> <world-readable |
no-world-readable>;

flag flag ;
}
vsi-discovery {

interface interface-name
vsi-policy vsi-policy-name

}
}

Hierarchy Level [edit protocols]

Release Information Statement introduced in Junos OS Release 12.1 for EX Series switches.

Description Configure edge virtual bridging (EVB). EVB enables a virtualized station (a physical end

station, a server, connected to virtual machines (VMs)) to network with an adjacent

switch so that applications residing on the virtual machines can interact with each other

and external networks through a technology called virtual Ethernet packet aggregator

(VEPA).

The remaining statements are explained separately. See CLI Explorer.

Default EVB is disabled by default.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Edge Virtual Bridging for Use with VEPA Technology on an EX

Series Switch on page 627

• Configuring Edge Virtual Bridging on an EX Series Switch on page 625
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enable-all-ifl

Syntax enable-all-ifl;

Hierarchy Level [edit protocols layer2-control mac-rewrite interface interface-name]

Release Information Statement introduced in Junos OS Release 13.3.

Description Enable tunneling forSTP,VTP,CDP,andother supportedprotocolsonall logical interfaces

(VLANs) configured on the interface.

NOTE: Tunneling on all logical interfaces is enabled automatically for
PVST/PVST+.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Layer2 Protocol Tunneling Through a Network

• Understanding Layer 2 Protocol Tunneling on EX Series Switches on page 391

• protocol on page 818
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encapsulation

List of Syntax Syntax for Physical Interfaces: M Series, MX Series, QFX Series, T Series, PTX

Series on page 682

Syntax for Logical Interfaces: SRX Series on page 682

Syntax for Physical
Interfaces: M Series,

encapsulation (atm-ccc-cell-relay | atm-pvc | cisco-hdlc | cisco-hdlc-ccc | cisco-hdlc-tcc |
ethernet-bridge | ethernet-ccc | ethernet-over-atm | ethernet-tcc | ethernet-vpls |

MXSeries, QFX Series,
T Series, PTX Series

ethernet-vpls-fr | ether-vpls-over-atm-llc | ethernet-vpls-ppp | extended-frame-relay-ccc
| extended-frame-relay-ether-type-tcc | extended-frame-relay-tcc | extended-vlan-bridge
| extended-vlan-ccc | extended-vlan-tcc | extended-vlan-vpls | flexible-ethernet-services
| flexible-frame-relay | frame-relay | frame-relay-ccc | frame-relay-ether-type |
frame-relay-ether-type-tcc | frame-relay-port-ccc | frame-relay-tcc | generic-services |
multilink-frame-relay-uni-nni | ppp | ppp-ccc | ppp-tcc | vlan-ccc | vlan-vci-ccc | vlan-vpls);

Syntax for Logical
Interfaces: SRX Series

encapsulation (ether-vpls-ppp | ethernet-bridge | ethernet-ccc | ethernet-tcc | ethernet-vpls
| extended-frame-relay-ccc | extended-frame-relay-tcc | extended-vlan-bridge |
extended-vlan-ccc | extended-vlan-tcc | extended-vlan-vpls | frame-relay-port-ccc |
vlan-ccc | vlan-vpls);

Physical Interfaces: M
Series, MX Series, QFX

[edit interfaces interface-name],
[edit interfaces rlsq number:number]

Series, T Series, PTX
Series

Logical Interfaces:SRX
Series

[edit interfaces interface-name unit logical-unit-number ]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.5.

Statement introduced in Junos OS Release 11.1 for EX Series switches.

Statement introduced in Junos OS Release 12.1X48 for PTX Series Packet Transport

Routers (flexible-ethernet-services, ethernet-ccc, and ethernet-tcc options only).

Description For M Series, MX Series, QFX Series, T Series, PTX Series, specify the physical link-layer

encapsulation type.

For SRX Series, specify logical link layer encapsulation.

NOTE: Not all encapsulation types are supported on the switches. See the
switch CLI.

Default ppp—Use serial PPP encapsulation.
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Physical Interface
Options and Logical

Interface Options

[Warning: element unresolved in stylesheets: <title> (in <config-options>). This is

probably a new element that is not yet supported in the stylesheets.]

Physical Interface Options and Logical Interface Options

For physical interfaces:

NOTE: Frame Relay, ATM, PPP, SONET, and SATSOP options are not
supported on EX Series switches.

• atm-ccc-cell-relay—Use ATM cell-relay encapsulation.

• atm-pvc—Defined in RFC 2684,Multiprotocol Encapsulation over ATM Adaptation

Layer 5. When you configure physical ATM interfaces with ATM PVC encapsulation, an

RFC 2684-compliant ATM Adaptation Layer 5 (AAL5) tunnel is set up to route the

ATMcellsoveraMultiprotocol LabelSwitching (MPLS)path that is typically established

between twoMPLS-capable routers using the Label Distribution Protocol (LDP).

• cisco-hdlc—Use Cisco-compatible High-Level Data Link Control (HDLC) framing. E1,

E3, SONET/SDH, T1, and T3 interfaces can use CiscoHDLC encapsulation. Two related

versions are supported:

• CCCversion (cisco-hdlc-ccc)—The logical interfacedoesnot requireanencapsulation

statement. When you use this encapsulation type, you can configure the ccc family

only.

• TCC version (cisco-hdlc-tcc)—Similar to CCC and has the same configuration

restrictions, but used for circuitswithdifferentmediaoneither sideof the connection.

• cisco-hdlc-ccc—Use Cisco-compatible HDLC framing on CCC circuits.

• cisco-hdlc-tcc—Use Cisco-compatible HDLC framing on TCC circuits for connecting

different media.

• ethernet-bridge—Use Ethernet bridge encapsulation on Ethernet interfaces that have

bridging enabled and that must accept all packets.

• ethernet-over-atm—For interfaces that carry IPv4 traffic, use Ethernet over ATM

encapsulation.When you use this encapsulation type, you cannot configuremultipoint

interfaces. As defined in RFC 2684,Multiprotocol Encapsulation over ATM Adaptation

Layer 5, this encapsulation type allows ATM interfaces to connect to devices that

supportonlybridgeprotocoldataunits (BPDUs). JunosOSdoesnotcompletely support

bridging, but accepts BPDU packets as a default gateway. If you use the router as an

edge device, then the router acts as a default gateway. It accepts Ethernet LLC/SNAP

frames with IP or ARP in the payload, and drops the rest. For packets destined to the

Ethernet LAN, a route lookup is done using the destination IP address. If the route

lookup yields a full addressmatch, the packet is encapsulated with an LLC/SNAP and

MAC header, and the packet is forwarded to the ATM interface.

• ethernet-tcc—For interfaces that carry IPv4 traffic, use Ethernet TCC encapsulation

on interfaces that must accept packets carrying standard TPID values. For 8-port,

12-port, and 48-port Fast Ethernet PICs, TCC is not supported.
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• ethernet-vpls—Use Ethernet VPLS encapsulation on Ethernet interfaces that have

VPLS enabled and that must accept packets carrying standard TPID values. On M

Series routers, except theM320 router, the 4-port Fast Ethernet TX PIC and the 1-port,

2-port, and 4-port, 4-slot Gigabit Ethernet PICs can use the Ethernet VPLS

encapsulation type.

• ethernet-vpls-fr—Use in a VPLS setup when a CE device is connected to a PE device

over a time division multiplexing (TDM) link. This encapsulation type enables the PE

device to terminate the outer Layer 2 Frame Relay connection, use the 802.1p bits

inside the inner Ethernet header to classify the packets, look at the MAC address from

the Ethernet header, and use theMACaddress to forward the packet into a givenVPLS

instance.

• ethernet-vpls-ppp—Use in a VPLS setupwhen a CE device is connected to a PE device

over a time division multiplexing (TDM) link. This encapsulation type enables the PE

device to terminate the outer Layer 2 PPP connection, use the 802.1p bits inside the

innerEthernetheader toclassify thepackets, lookat theMACaddress fromtheEthernet

header, and use it to forward the packet into a given VPLS instance.

• ether-vpls-over-atm-llc—For ATM intelligent queuing (IQ) interfaces only, use the

Ethernet virtual private LAN service (VPLS) over ATM LLC encapsulation to bridge

Ethernet interfaces and ATM interfaces over a VPLS routing instance (as described in

RFC 2684,Multiprotocol Encapsulation over ATM Adaptation Layer 5). Packets from

the ATM interfaces are converted to standard ENET2/802.3 encapsulated Ethernet

frames with the frame check sequence (FCS) field removed.

• extended-frame-relay-ccc—Use Frame Relay encapsulation on CCC circuits. This

encapsulation type allows you to dedicate DLCIs 1 through 1022 to CCC.When you use

this encapsulation type, you can configure the ccc family only.

• extended-frame-relay-ether-type-tcc—Use extended Frame Relay ether type TCC for

Cisco-compatible Frame Relay for DLCIs 1 through 1022. This encapsulation type is

used for circuits with different media on either side of the connection.

• extended-frame-relay-tcc—Use Frame Relay encapsulation on TCC circuits to connect

different media. This encapsulation type allows you to dedicate DLCIs 1 through 1022

to TCC.

• extended-vlan-bridge—UseextendedVLANbridgeencapsulationonEthernet interfaces

thathave IEEE802.1QVLANtaggingandbridgingenabledandthatmustacceptpackets

carrying TPID 0x8100 or a user-defined TPID.

• extended-vlan-ccc—Use extended VLAN encapsulation on CCC circuits with Gigabit

Ethernet and4-port Fast Ethernet interfaces thatmustacceptpackets carrying802.1Q

values. Extended VLAN CCC encapsulation supports TPIDs 0x8100, 0x9100, and

0x9901. When you use this encapsulation type, you can configure the ccc family only.

For 8-port, 12-port, and 48-port Fast Ethernet PICs, extended VLAN CCC is not

supported. For 4-port Gigabit Ethernet PICs, extended VLAN CCC is not supported.

• extended-vlan-tcc—For interfaces that carry IPv4 traffic, use extended VLAN

encapsulation on TCC circuits with Gigabit Ethernet interfaces on which you want to

use 802.1Q tagging. For 4-port Gigabit Ethernet PICs, extended VLAN TCC is not

supported.
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• extended-vlan-vpls—Use extended VLAN VPLS encapsulation on Ethernet interfaces

that have VLAN 802.1Q tagging and VPLS enabled and that must accept packets

carrying TPIDs 0x8100, 0x9100, and 0x9901. On M Series routers, except the M320

router, the4-port Fast EthernetTXPICand the 1-port, 2-port, and4-port, 4-slotGigabit

Ethernet PICs can use the Ethernet VPLS encapsulation type.

NOTE: The built-in Gigabit Ethernet PIC on an M7i router does not support
extended VLAN VPLS encapsulation.

• flexible-ethernet-services—ForGigabit Ethernet IQ interfacesandGigabit EthernetPICs

with small form-factor pluggable transceivers (SFPs) (except the 10-port Gigabit

Ethernet PIC and the built-in Gigabit Ethernet port on the M7i router), and for Gigabit

Ethernet interfaces, use flexible Ethernet services encapsulation when you want to

configuremultipleper-unit Ethernet encapsulations. AggregatedEthernetbundles can

use this encapsulation type. This encapsulation type allows you to configure any

combination of route, TCC, CCC, Layer 2 virtual private networks (VPNs), and VPLS

encapsulations on a single physical port. If you configure flexible Ethernet services

encapsulation on the physical interface, VLAN IDs from 1 through 511 are no longer

reserved for normal VLANs.

• flexible-frame-relay—For IQ interfaces only, use flexible Frame Relay encapsulation

when you want to configure multiple per-unit Frame Relay encapsulations. This

encapsulation typeallowsyou toconfigureanycombinationofTCC,CCC,andstandard

Frame Relay encapsulations on a single physical port. Also, each logical interface can

have any DLCI value from 1 through 1022.

• frame-relay—Use Frame Relay encapsulation is defined in RFC 1490,Multiprotocol

Interconnect over Frame Relay. E1, E3, link services, SONET/SDH, T1, T3, and voice

services interfaces can use Frame Relay encapsulation.

• frame-relay-ccc—Use Frame Relay encapsulation on CCC circuits. This encapsulation

is same as standard Frame Relay for DLCIs 0 through 511. DLCIs 512 through 1022 are

dedicated to CCC. The logical interfacemust also have frame-relay-ccc encapsulation.

When you use this encapsulation type, you can configure the ccc family only.

• frame-relay-ether-type—Use Frame Relay ether type encapsulation for compatibility

with the Cisco Frame Relay. IETF frame relay encapsulation identifies the payload

format using NLPID and SNAP formats. Cisco-compatible Frame Relay encapsulation

uses the Ethernet type to identify the type of payload.

NOTE: When the encapsulation type is set to Cisco-compatible Frame
Relay encapsulation, ensure that the LMI type is set to ANSI or Q933-A.

• frame-relay-ether-type-tcc—Use Frame Relay ether type TCC for Cisco-compatible

Frame Relay on TCC circuits to connect different media. This encapsulation is

Cisco-compatible Frame Relay for DLCIs 0 through 511. DLCIs 512 through 1022 are

dedicated to TCC.
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• frame-relay-port-ccc—Use FrameRelay port CCC encapsulation to transparently carry

all the DLCIs between two customer edge (CE) routers without explicitly configuring

each DLCI on the two provider edge (PE) routers with Frame Relay transport. The

connection between the two CE routers can be either user-to-network interface (UNI)

ornetwork-to-network interface(NNI); this is completely transparent to thePE routers.

When you use this encapsulation type, you can configure the ccc family only.

• frame-relay-tcc—This encapsulation is similar to Frame Relay CCC and has the same

configuration restrictions, but used for circuits with different media on either side of

the connection.

• generic-services—Use generic services encapsulation for services with a hierarchical

scheduler.

• multilink-frame-relay-uni-nni—Use MLFR UNI NNI encapsulation. This encapsulation

is used on link services, voice services interfaces functioning as FRF.16 bundles, and

their constituent T1 or E1 interfaces, and is supported on LSQ and redundant LSQ

interfaces.

•

• ppp—Use serial PPP encapsulation. This encapsulation is defined in RFC 1661, The

Point-to-Point Protocol (PPP) for the Transmission of Multiprotocol Datagrams over

Point-to-Point Links. PPP is the default encapsulation type for physical interfaces. E1,

E3, SONET/SDH, T1, and T3 interfaces can use PPP encapsulation.

• ppp-ccc—Use serial PPP encapsulation on CCC circuits. When you use this

encapsulation type, you can configure the ccc family only.

• ppp-tcc—Use serial PPP encapsulation on TCC circuits for connecting differentmedia.

When you use this encapsulation type, you can configure the tcc family only.

• vlan-ccc—UseEthernetVLANencapsulationonCCCcircuits. VLANCCCencapsulation

supports TPID 0x8100 only. When you use this encapsulation type, you can configure

the ccc family only.
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• vlan-vci-ccc—UseATM-to-Ethernet interworking encapsulation on CCC circuits.When

you use this encapsulation type, you can configure the ccc family only. All logical

interfaces configured on the Ethernet interfacemust also have the encapsulation type

set to vlan-vci-ccc.

• vlan-vpls—Use VLAN VPLS encapsulation on Ethernet interfaces with VLAN tagging

and VPLS enabled. Interfaceswith VLANVPLS encapsulation accept packets carrying

standard TPID values only. On M Series routers, except the M320 router, the 4-port

Fast Ethernet TX PIC and the 1-port, 2-port, and 4-port, 4-slot Gigabit Ethernet PICs

can use the Ethernet VPLS encapsulation type.

NOTE:

• Label-switched interfaces (LSIs) do not support VLAN VPLS
encapsulation. Therefore, you can only use VLAN VPLS encapsulation
on a PE-router-to-CE-router interface and not a core-facing interface.

• Starting with Junos OS release 13.3, a commit error occurs when you
configure vlan-vpls encapsulation on a physical interface and configure

family ineton one of the logical units. Previously, it was possible to commit

this invalid configuration.

For logical interfaces:

• frame-relay—Configure a Frame Relay encapsulation when the physical interface has

multiple logical units, and the units are either point to point or multipoint.

• multilink-frame-relay-uni-nni—Link services interfaces functioning as FRF.16 bundles

can use Multilink Frame Relay UNI NNI encapsulation.

• ppp—For normal mode (when the device is using only one ISDN B-channel per call).

Point-to-Point Protocol is for communication between two computers using a serial

interface.

• ppp-over-ether—This encapsulation is used for underlying interfaces of pp0 interfaces.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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Related
Documentation

• Understanding Physical Encapsulation on an Interface

• Configuring Interface Encapsulation on Physical Interfaces

• Configuring CCC Encapsulation for Layer 2 VPNs

• Configuring Layer 2 Switching Cross-Connects Using CCC

• Configuring TCC Encapsulation for Layer 2 VPNs and Layer 2 Circuits

• Configuring ATM Interface Encapsulation

• Configuring ATM-to-Ethernet Interworking

• Configuring VLAN and Extended VLAN Encapsulation

• Configuring VLAN and Extended VLAN Encapsulation

• Configuring Encapsulation for Layer 2Wholesale VLAN Interfaces

• Configuring Interfaces for Layer 2 Circuits

• Configuring Interface Encapsulation on PTX Series Packet Transport Routers

• Configuring MPLS LSP Tunnel Cross-Connects Using CCC

• Configuring TCC

• Configuring VPLS Interface Encapsulation

• Configuring Interfaces for VPLS Routing

• Defining the Encapsulation for Switching Cross-Connects

• Configuring an MPLS-Based Layer 2 VPN (CLI Procedure)
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ether-options

Syntax ether-options {
802.3ad {

aex;
(backup | primary);
lacp {

force-up;
port-priority

}
}
(auto-negotiation | no-auto-negotiation);
ethernet-switch-profile {
tag-protocol-id;

}
(flow-control | no-flow-control);
ieee-802-3az-eee;
link-mode mode;
(loopback | no-loopback);
speed (speed | auto-negotiation);

}

Hierarchy Level [edit interfaces interface-name],
[edit interfaces interface-range range]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.3R2.

Description Configure Ethernet properties for a Gigabit Ethernet interface or a 10-Gigabit Ethernet

interface.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Gigabit Ethernet Interfaces (CLI Procedure)

• Configuring Gigabit Ethernet Interfaces for EX Series Switches with ELS support

• Configuring Gigabit Ethernet Interfaces (J-Web Procedure)

• Configuring LACP Link Protection of Aggregated Ethernet Interfaces for Switches

• Configuring Q-in-Q Tunneling on EX Series Switches with ELS Support on page 536

• Junos OS Ethernet Interfaces Configuration Guide
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ether-type

Syntax ether-type (0x8100 | 0x88a8 | 0x9100)

Hierarchy Level [edit ethernet-switching-options dot1q-tunneling]

Release Information Statement introduced in Junos OS Release 9.3 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure a global value for the tag protocol identifier (EtherType) of the service VLAN

tags (outer tags) in Q-in-Q tunneling. Only one Ethertype value is supported at a time.

The Ethertype value appears in the Ethernet type field of the packet. It specifies the

protocol being transported in the Ethernet frame.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• dot1q-tunneling on page 672

• Example: Setting Up Q-in-Q Tunneling on EX Series Switches on page 549

• Configuring Q-in-Q Tunneling on EX Series Switches on page 537

• Configuring Q-in-Q Tunneling on QFX Series Switches on page 535

• Example: Setting Up Q-in-Q Tunneling on QFX Series Switches on page 546
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ethernet (Chassis Cluster)

Syntax ethernet {
device-count number;
lacp {

link-protection {
non-revertive;

}
system-priority number;

}
}

Hierarchy Level [edit chassis aggregated-devices]

Release Information Statement introduced in Junos OS Release 10.2.

Description Configure properties for aggregated Ethernet devices.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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ethernet-ring

Syntax ethernet-ring ring-name {
control-vlan (vlan-id | vlan-name);
data-channel {

vlan number
}
east-interface {
control-channel channel-name {

vlan number;
interface name interface-name

}
}
guard-interval number;
node-idmac-address;
restore-interval number;
ring-protection-link-owner;
west-interface {
control-channel channel-name {

vlan number;
}

}
}

Hierarchy Level [edit protocols protection-group]

Release Information Statement introduced in Junos OS Release 9.4.

Statement introduced in Junos OS Release 12.1 for EX Series switches.

Statement introduced in Junos OS Release 14.153-D10 for QFX Series switches.

Description For Ethernet PICs on MX Series routers or for EX Series switches, , specify the Ethernet

ring in an Ethernet ring protection switching configuration.

Options ring-name—Name of the Ethernet protection ring.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Ethernet Ring Protection Switching Overview

• Example: Configuring Ethernet Ring Protection Switching on EX Series Switches

• Example: Configuring Ethernet Ring Protection Switching on QFX Series and EX Series

Switches Supporting ELS

• Configuring Ethernet Ring Protection Switching on Switches (CLI Procedure)
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ethernet-switch-profile

Syntax ethernet-switch-profile {
ethernet-policer-profile {

input-priority-map {
ieee802.1p premium [values];

}
output-priority-map {

classifier {
premium {

forwarding-class class-name {
loss-priority (high | low);

}
}

}
}
policer cos-policer-name {

aggregate {
bandwidth-limit bps;
burst-size-limit bytes;

}
premium {

bandwidth-limit bps;
burst-size-limit bytes;

}
}
storm-control storm-control-profile;
tag-protocol-id tpid;

}
mac-learn-enable;

}

Hierarchy Level [edit interfaces interface-name gigether-options],
[edit interfaces interface-name aggregated-ether-options],
[edit interfaces interface-name aggregated-ether-options],
[edit interfaces interface-name ether-options]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.2 for ACX Series Universal Metro Routers.

Statement introduced in Junos OS Release 13.2 for the QFX Series.

Statement introduced in Junos OS Release 13.2X50-D15 for the EX Series switches.

Description NOTE: On QFX Series standalone switches, the ethernet-policer-profile CLI

hierarchy and the mac-learn-enable statement are supported only on the

Enhanced Layer 2 Switching CLI.
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For Gigabit Ethernet IQ, 10-Gigabit Ethernet IQ2 and IQ2-E, and Gigabit Ethernet PICs

with SFPs (except the 10-port Gigabit Ethernet PIC, aggregated Ethernet with Gigabit

Ethernet IQ interfaces, the built-in Gigabit Ethernet port on the M7i router); 100-Gigabit

Ethernet Type 5 PIC with CFP; and Gigabit Ethernet, 10-Gigabit Ethernet, 40-Gigabit

Ethernet, and aggregated Ethernet interfaces on EX Series switches, configure VLAN tag

and MAC address accounting and filtering properties.

The remaining statements are explained separately. See CLI Explorer.

NOTE: When you gather interfaces into a bridge domain, the
no-mac-learn-enable statement at the [edit interfaces interface-name

gigether-optionsethernet-switch-profile]hierarchy level is not supported. You

must use the no-mac-learning statement at the [edit bridge-domains

bridge-domain-name bridge-options interface interface-name] hierarchy level

to disable MAC learning on an interface in a bridge domain. For information
on disabling MAC learning for a bridge domain, see the MX Series Layer 2
Configuration Guide.

Default If theethernet-switch-profile statement is not configured,Gigabit Ethernet IQandGigabit

Ethernet PICswith SFPs (except the 10-port Gigabit Ethernet PIC and the built-inGigabit

Ethernet port on the M7i router) behave like Gigabit Ethernet interfaces.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Gigabit Ethernet Policers

• Configuring MAC Address Filtering

• Stacking and Rewriting Gigabit Ethernet VLAN Tags Overview

• Configuring Q-in-Q Tunneling on EX Series Switches with ELS Support on page 536
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ethernet-switching

List of Syntax Syntax (EX Series and QFX Series) on page 695

Syntax (SRX Series) on page 695

Syntax (EX Series and
QFX Series)

ethernet-switching {
filter input filter-name;
filter output filter-name;
native-vlan-id vlan-id;
port-modemode;
reflective-relay;
vlan {
members [ (all | names | vlan-ids) ];

}
}

Syntax (SRX Series) ethernet-switching {
block-non-ip-all;
bpdu-vlan-flooding;
bypass-non-ip-unicast;
no-packet-flooding {

no-trace-route;
}

}

Hierarchy Level For EX Series and QFX Series switches:

[edit interfaces ge-chassis/slot/port unit logical-unit-number] family

For SRX Series devices:

[edit security flow]

Release Information Statement introduced in Junos OS Release 9.5 for SRX Series.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description ConfigureEthernet switchingprotocol family information for the logical interface.Changes

default Layer 2 forwarding behavior.

The remaining statements are explained separately. See CLI Explorer.

Default Youmust configure a logical interface to be able to use the physical device.

Options block-non-ip-all—Block all Layer 2 non-IP andnon-ARP traffic, includingmulticast and

broadcast traffic.

•

• bypass-non-ip-unicast—Allow all Layer 2 non-IP traffic to pass through the device.
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• no-packet-flooding—Stop IP flooding and send ARP or ICMP requests to discover the

destination MAC address for a unicast packet.

NOTE: On all SRX Series devices in transparent mode, packet flooding is
enabled by default. If you have manually disabled packet flooding with the
set security flow ethernet-switching no-packet-flooding command, then
multicast packets such as OSPFv3 hello packets are dropped.

• no-trace-route—Donot send ICMP requests todiscover thedestinationMACaddress

for a unicast packet. Only ARP requests are sent. This option only allows the device

to discover the destination MAC address for a unicast packet if the destination IP

address is in the same subnetwork as the ingress IP address.

NOTE: The block-non-ip-all and bypass-non-ip-unicast options cannot be

configured at the same time.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

security—To view this in the configuration.

security-control—To add this to the configuration.

Related
Documentation

• Configuring Gigabit and 10-Gigabit Ethernet Interfaces for EX4600 and QFX Series

Switches

• Understanding Traffic Processing on Security Devices

• JUNOS Software Network Interfaces Configuration Guide
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ethernet-switching-options

List of Syntax EX Series on page 697

QFX Series, QFabric, EX4600 on page 700

EX Series ethernet-switching-options {
analyzer (Port Mirroring) {
name {

loss-priority priority;
ratio number;
input {

ingress {
interface (all | interface-name);
vlan (vlan-id | vlan-name);

}
egress {

interface (all | interface-name);
}

}
output {

interface interface-name;
vlan (vlan-id | vlan-name) {
no-tag;
}

}
}

}
bpdu-block {

disable-timeout timeout;
interface (all | [interface-name]) {

(disable | drop | shutdown);
}

}
dot1q-tunneling {
ether-type (0x8100 | 0x88a8 | 0x9100);

}
interfaces interface-name {
no-mac-learning;

}
mac-lookup-length number-of-entries;

}
mac-notification {
notification-interval seconds;

}
mac-table-aging-time seconds;
nonstop-bridging;
port-error-disable {

disable-timeout timeout;
}
redundant-trunk-group {
group name {
interface interface-name <primary>;
interface interface-name;
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}
}
secure-access-port {

dhcp-snooping-file {
location local_pathname | remote_URL;
timeout seconds;
write-interval seconds;

}
dhcpv6-snooping-file {

location local_pathname | remote_URL;
timeout seconds;
write-interval seconds;

}
interface (all | interface-name) {

allowed-mac {
mac-address-list;

}
(dhcp-trusted | no-dhcp-trusted);
fcoe-trusted;
mac-limit limit action (drop | log | none | shutdown);
no-allowed-mac-log;
persistent-learning;
static-ip ip-address {

vlan vlan-name;
mac mac-address;

}
static-ipv6 ip-address {

vlan vlan-name;
mac mac-address;

}
}
vlan (all | vlan-name) {

(arp-inspection | no-arp-inspection) [
forwarding-class class-name;

}
dhcp-option82 {

circuit-id {
prefix hostname;
use-interface-description;
use-vlan-id;

}
remote-id {

prefix hostname | mac | none;
use-interface-description;
use-string string;

}
vendor-id [string];

}
(examine-dhcp | no-examine-dhcp) {

forwarding-class class-name;
}
(examine-dhcpv6 | no-examine-dhcpv6) {

forwarding-class class-name;
}
examine-fip {
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fc-map fc-map-value;
}
(ip-source-guard | no-ip-source-guard);
(ipv6-source-guard | no-ipv6-source-guard);
mac-move-limit limit action (drop | log | none | shutdown);
}
(neighbor-discovery-inspection | no-neighbor-discovery-inspection);

no-option-37;
static {

vlan name {
macmac-address {
next-hop interface-name;

}
}

}
storm-control {

action-shutdown;
interface (all | interface-name) {

bandwidth bandwidth;
level level;
multicast;
no-broadcast;
no-multicast;
no-registered-multicast;
no-unknown-unicast;
no-unregistered-multicast;

}
}
traceoptions {

file filename <files number> <no-stamp> <replace> <size size> <world-readable |
no-world-readable>;

flag flag <disable>;
}
unknown-unicast-forwarding {

vlan (all | vlan-name) {
interface interface-name;

}
}
voip {

interface (all | [interface-name | access-ports]) {
vlan vlan-name;
forwarding-class (assured-forwarding | best-effort | expedited-forwarding |

network-control);
}

}
}
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QFX Series, QFabric,
EX4600

ethernet-switching-options {
analyzer {
name {

input {
egress {

interface (all | interface-name);
}
ingress {

interface (all | interface-name);
vlan (vlan-id | vlan-name);

}
output {

interface interface-name;
ip-address ip-address;
vlan (vlan-id | vlan-name);

}
}

}
bpdu-block {

interface (all | [interface-name]);
disable-timeout timeout;

}
dot1q-tunneling {
ether-type (0x8100 | 0x88a8 | 0x9100)

}
interfaces interface-name {
no-mac-learning;

}
mac-table-aging-time seconds {
}
port-error-disable {

disable-timeout timeout;
}
secure-access-port {

dhcp-snooping-file {
location local_pathname | remote_URL;
timeout seconds;
write-interval seconds;

}
interface (all | interface-name) {

allowed-mac {
mac-address-list;

}
(dhcp-trusted | no-dhcp-trusted);
fcoe-trusted;
mac-limit limit action action;
no-allowed-mac-log;

}
vlan (all | vlan-name) {

(arp-inspection | no-arp-inspection) [
forwarding-class (for DHCP Snooping or DAI Packets) class-name;

}
dhcp-option82 {

circuit-id {
prefix (Circuit ID for Option 82) hostname;
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use-interface-description;
use-vlan-id;

}
remote-id {

prefix (Remote ID for Option 82) hostname | mac | none;
use-interface-description;
use-string string;

}
vendor-id <string>;

}
(examine-dhcp | no-examine-dhcp) {

forwarding-class (for DHCP Snooping or DAI Packets) class-name;
}
examine-fip {

examine-vn2vn {
beacon-period milliseconds;

}
fc-map fc-map-value;

}
mac-move-limit limit <fabric-limit limit action action;

}
}
static {

vlan vlan-id {
macmac-address next-hop interface-name;

}
}
storm-control {

interface (all | interface-name) {
bandwidth bandwidth;
no-broadcast;
no-multicast;
no-unknown-unicast;

}
}
traceoptions {

file filename <files number> <no-stamp> <replace> <size size> <world-readable |
no-world-readable>;

flag flag <disable>;
}

}

Hierarchy Level [edit]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure Ethernet switching options.

The remaining statements are explained separately. See CLI Explorer.
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Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Understanding Port Mirroring

• Understanding How to Protect Access Ports from Common Attacks

• Port Security Features Overview

• Understanding BPDU Protection for STP, RSTP, and MSTP

• Understanding Redundant Trunk Links (Legacy RTG Configuration) on page 556

• Understanding Storm Control

• Understanding Storm Control on EX Series Switches

• Understanding 802.1X and VoIP on EX Series Switches

• Understanding Q-in-Q Tunneling and VLAN Translation on page 526

• Understanding Unknown Unicast Forwarding

• Understanding MAC Notification on EX Series Switches on page 97

• Understanding FIP Snooping

• Understanding Nonstop Bridging on EX Series Switches
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exclusive-mac

Syntax exclusive-mac virtual-mac-mac-address/mask;

Hierarchy Level [edit protocols l2-learning global-mac-move]

Release Information Statement introduced in Junos OS Release 14.1X53-D45.

Description Exclude MAC addresses from the MACmove limit algorithm.

The global MACmove feature is used to track MAC addresses when they appear on a

different physical interface orwithin a different unit of the samephysical interface.When

you configure the exclusive-mac virtual-mac-mac-address/mask parameter at the [edit

protocols l2-learning global-mac-move] hierarchy level, specified MAC addresses are

excluded and will not be tracked.

This feature can be useful in OVSDB-managed topologies with VRRP servers deployed

in a redundancy configuration (master/slave), and when MACmove limit is configured.

Both servers could negotiate mastership, and the sameMAC address could be learned

under theglobalMACmove featurewhilenegotiation is occurring. In suchcases, excluding

the MAC address of the VRRP servers by using the exclusive-mac statement prevents

this “false” move from being tracked.

The following example excludes VRRP V2 virtual router MAC addresses, as defined in

RFC 3768:

[edit]
set protocols l2-learning global-mac-move exclusive-mac 00:00:5e:00:01:00/40

The following example excludes VRRP V3 virtual router MAC addresses, as defined in

RFC 5798:

[edit]
set protocols l2-learning global-mac-move exclusive-mac 00:00:5e:00:02:00/40

Options virtual-mac-mac-address/mask—Specify a MAC address and amask. If the mask is 48,

only the exact MAC address is excluded. If the mask is 40, all the MAC addresses

that have the same first 5 bytes are excluded.

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Configuring MACMove Parameters on page 83
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extend-secondary-vlan-id

Syntax extend-secondary-vlan-id number;

Hierarchy Level [edit vlans vlan-name pvlan]

Release Information Statement introduced in Junos OS Release 12.2 for the QFX Series.

Description Configure traffic that egresses from a secondary VLAN trunk port to retain its secondary

VLAN tag instead of getting the tag of the primary VLAN that the secondary port is a

member of.

Required Privilege
Level

routing—To view this statement in the configuration.

routing–control—To add this statement to the configuration.

Related
Documentation

• id-understanding-secondary-vlan-trunk-ports-and-promiscuous-access-ports-on-pvlans

• Example: Configuring PVLANs with Secondary VLAN Trunk Ports and Promiscuous

Access Ports on a QFX Series Switch on page 366

fabric-control

Syntax fabric-control {
graceful-restart {

restart-timeseconds;
stale-routes-time seconds;

}
}

Hierarchy Level [edit fabric protocols]

Release Information Statement introduced in Junos OS Release 13.2X52-D10 for the QFX Series.

Description Specify attributes for the fabric control protocol.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Understanding Routing Engines in the QFabric System
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filter (VLANs)

Syntax filter (input | output) filter-name;

Hierarchy Level [edit vlans vlan-name]

[edit vlans vlan-name forwarding-options]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Description Apply a firewall filter to traffic entering or exiting a VLAN.

Default All incoming traffic is accepted unmodified to the VLAN, and all outgoing traffic is sent

unmodified from the VLAN.

Options filter-name—Name of a firewall filter defined in a filter statement.

• input—Apply a firewall filter to VLAN ingress traffic.

• output—Apply a firewall filter to VLAN egress traffic.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Firewall Filters for Port, VLAN, and Router Traffic on EX Series

Switches

• Configuring Firewall Filters

• Configuring Firewall Filters (CLI Procedure)

• Overview of Firewall Filters

• Firewall Filters for EX Series Switches Overview

• Configuring VLANs for EX Series Switches with ELS Support (CLI Procedure)
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flexible-vlan-tagging

Syntax flexible-vlan-tagging;

Hierarchy Level [edit interfaces aex],
[edit interfaces ge-fpc/pic/port],
[edit interfaces et-fpc/pic/port],
[edit interfaces ps0],
[edit interfaces xe-fpc/pic/port]

Release Information Statement introduced in Junos OS Release 8.1.

Support for aggregated Ethernet added in Junos OS Release 9.0.

Statement introduced in Junos OS Release 12.1x48 for PTX Series Packet Transport

Routers.

Statement introduced in Junos OS Release 13.2X50-D15 for EX Series switches.

Statement introduced in Junos OS Release 13.2X51-D20 for the QFX Series.

Description Support simultaneous transmission of 802.1Q VLAN single-tag and dual-tag frames on

logical interfaces on the same Ethernet port, and on pseudowire logical interfaces.

This statement is supported on M Series and T Series routers, for Fast Ethernet and

Gigabit Ethernet interfaces only on Gigabit Ethernet IQ2 and IQ2-E, IQ, and IQE PICs, and

for aggregated Ethernet interfaces with member links in IQ2, IQ2-E, and IQ PICs or in MX

Series DPCs, or on Ethernet interfaces for PTX Series Packet Transport Routers or

100-Gigabit Ethernet Type 5 PIC with CFP.

This statement is supportedonGigabitEthernet, 10-GigabitEthernet, 40-GigabitEthernet,

and aggregated Ethernet interfaces on EX Series and QFX Series switches.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Enabling VLAN Tagging

• Configuring Flexible VLAN Tagging on PTX Series Packet Transport Routers

• Configuring Double-Tagged VLANs on Layer 3 Logical Interfaces on page 242
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forwarding-options

Syntax forwarding-options {
dhcp-security {

arp-inspection;
group group-name {

interface interface-name {
static-ip ip-address {

mac mac-address;
}

}
overrides {

no-option82;
(trusted | untrusted);

}
}
ip-source-guard;
no-dhcp-snooping;
option-82 {

circuit-id {
prefix {

host-name;
logical-system-name;
routing-instance-name;

}
use-interface-description (device | logical);
use-vlan-id;

}
remote-id {

host-name hostname;
use-interface-description (device | logical);
use-string string;

}
vendor-id {

use-string string;
}

}
}
filter (VLANs) {

input filter-name;
output filter-name;

}
flood {

input filter-name;
}

Chassis: EX4600 and
QFX Series

forwarding options profile-name {
num-65-127-prefix number;

}
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Chassis: EX4600 and
QFX Series

forwarding-options lpm-profile {
prefix-65-127-disable;
unicast-in-lpm;

}

Chassis: EX4600 and
QFX Series

forwarding-options custom-profile {
l2-entries | l3-entries | lpm-entries {

num-banks number;
}

}

Hierarchy Level [edit],
[edit bridge-domains bridge-domain-name],
[edit vlans vlan-name]

[edit chassis (QFX Series)]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 11.3 for QFX Series switches.

Hierarchy level [edit vlans vlan-name] introduced in Junos OS Release 13.2X50-D10 for

EX Series switches.

Hierarchy level [editbridge-domainsbridge-domain-name] introduced in JunosOSRelease

14.1 for MX Series routers.

custom-profile option introduced in Junos OS Release 15.1x53-D30 for QFX5200 Series

switches only.
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Description Configure a unified forwarding table profile to allocate the amount of memory available

for the following:

• MAC addresses.

• Layer 3 host entries.

• Longest prefix match table entries.

This featureenables you toselectaprofile thatoptimizes theamountofmemoryavailable

for various types of forwarding-table entries based on the needs of your network. For

example, for a switch that handles a great deal of Layer 2 traffic, such as a virtualized

networkwithmanyserversandvirtualizedmachines, youwouldchoose the l2-profile-one,

which allocates the highest amount of memory to MAC addresses.

You configure the memory allocation for LPM table entries differently, depending on

whether you using Junos OS Release 13.2X51-D10 or Junos OS Release 13.2X51-D15 and

later. For more information about configuring memory allocation for LPM table entries,

see “Configuring the Unified Forwarding Table on Switches” on page 71.

The num-65-127-prefixnumber statement is not supported on the custom-profile and the

lpm-profile. The prefix-65-127-disable and unicast-in-lpm statements are supported only

on the lpm-profile.

When you commit a configuration with a forwarding table profile change, in most cases

thePacket ForwardingEngine restarts automatically toapply thenewparameters,which

brings the data interfaces down and then up again.

However, starting with Junos OS Releases 14.1X53-D40, 15.1R5, and 16.1R3, for a Virtual

Chassis or Virtual Chassis Fabric (VCF) comprised of EX4600 or QFX5100 switches, the

Packet Forwarding Engine in member switches does not automatically restart upon

configuring and committing a unified forwarding table profile change. This behavior

avoids having Virtual Chassis or VCF instability and a prolonged convergence period if a

profile change ispropagated tomember switchesandmultiplePacketForwardingEngines

all restart at the same time. In this environment, insteadof automatically restartingwhen

you initially commit a profile configuration change, the message Reboot required for

configuration to take effect is displayed at the master switch CLI prompt, notifying you

that the profile change does not take effect until the next time you restart the Virtual

Chassis or VCF. The profile configuration change is propagated tomember switches that

support this feature, and a reminder that a reboot is required to apply this pending

configuration change appears in the system log of the master switch and applicable

member switches. You then enable the profile change subsequently during a planned

downtime period using the request system reboot command, which quickly establishes

a stable Virtual Chassis or VCF with the new configuration.

NOTE: You should plan to make unified forwarding table profile changes
only when you are ready to perform a Virtual Chassis or VCF system reboot
immediately after committing the configuration update. Otherwise, in the
intervening period between committing the configuration change and
rebooting the Virtual Chassis or VCF, the system can become inconsistent if
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a member experiences a problem and restarts. In that case, the new
configuration takes effect on the member that was restarted, while the change
is not yet activated on all the other members.

The remaining statements are explained separately. See CLI Explorer.
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Options profile-name—nameof theprofile to use formemory allocation in the unified forwarding
table. Table 109 on page 711 lists the profiles you can choose that have set values

and the associated values for each type of entry.

On QFX5200 Series switches only, you can also select custom-profile. This profile

enables you to allocate from one to four banks of shared hashmemory to a specific

typeof forwarding-tableentry. Eachsharedhashmemorybankcanstoreamaximum

of the equivalent of 32,000 IPv4 unicast addresses.

Table 109: Unified Forwarding Table Profiles

Host Table (unicast andmulticast addresses)
MAC
Table

Profile
Name

IPv6 (S, G)IPv6 (*, G)IPv4 (S, G)IPv4 (*, G)IPv6
unicast

IPv4unicastMAC
Addresses

4K4K8K8K8K16K288Kl2-profile-one

20K20K40K40K40K80K224Kl2-profile-two

36K36K72K72K72K144K160Kl2-profile-three
(default)

52K52K104K104K104K208K96Kl3-profile

4K4K8K8K8K16K32Klpm-profile*

* This profile supports only IPv4 in Junos OS Release13.2X51-D10. Starting in Junos

OS Relase13.2X51-D15, the lpm-profile supports IPv4 and IPv6 entries.

NOTE: If the host stores the maximum number of entries for any given
type, the entire table is full and is unable to accommodate any entries
of any other type. For information about valid combinations of table
entries see Understanding the Unified Forwarding Table.

l2-entries | l3-entries | lpm-entries—(custom-profile only) Select a type of

forwarding-table entry—Layer 2, Layer 3, or LPM—to allocate a specific number of

sharedmemory banks. You configure the amount of memory to allocate for each

type of entry separately.

num-banksnumber—(custom-profileonly)Specify thenumberof sharedmemorybanks

to allocate for a specific type of forwarding-table entry. Each sharedmemory bank

stores the equivalent of 32,000 IPv4 unicast addresses.

Range: 0 through 4.

NOTE: There are four shared memory banks, which can be allocated
flexibly among the three types of forwarding-table entries. To allocate
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no shared memory for a particular entry type, specify the number0. When

you commit the configuration, the system issues a commit check to
ensure that you have not configured more than four memory banks. You
do not have to configure all four shared memory banks. By default, each
entry type is allocated the equivalent of 32,000 IPv4 unicast addresses
in shared memory.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Understanding the Unified Forwarding Table

• Example: Configuring a Unified Forwarding Table Custom Profile on page 67

• Configuring Traffic Forwarding and Monitoring
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global-mac-limit (Protocols)

Syntax global-mac-limit limit {
packet-action drop;

}

Hierarchy Level [edit protocols l2-learning]

Release Information Statement modified in Junos OS Release 9.5.

Description Limit the number of media access control (MAC) addresses learned from the logical

interfaces on the router.

Default 131,071 MAC addresses

NOTE: SRX300, SRX320, SRX340, and SRX345 devices support 16,383
addresses, and SRX1500 devices support 24,575 addresses.

Options limit—Number of MAC addresses that can be learned on the device.

Range: 20 through 13,1071 addresses

The remaining statement is explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring VLANs on Security Devices on page 147
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global-mac-move

Syntax global-mac-move {
cooloff-time seconds;
disable-action;
exclusive-mac virtual-mac-mac-address/mask;
interface-recovery-time seconds;
notification-time seconds;
reopen-time seconds;
statistical-approach-wait-time seconds;
threshold-count count;
threshold-time seconds;
virtual-mac mac-address /mask;

}

Hierarchy Level [edit protocols l2-learning]

Release Information Statement introduced in Junos OS Release 9.4.

Support for logical systems added in Junos OS Release 9.6.

Support for disable-action and reopen-time added in Junos OS Release 13.2.

Support for exclusive-mac added in Junos OS Release 14.1X53-D45.

Statements cooloff-time, interface-recovery-time, statistical-approach-wait-time, and

virtual-macmoved from vpls-mac-move to global-mac-move hierarchy level in Junos

OS Release 17.4.

Description Set parameters for media access control (MAC) address move reporting.

Default By default, MACmoves notify every second, with a threshold time of 1 second and a

threshold count of 50.

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Configuring MACMove Parameters on page 83

• MACMoves Loop Prevention in VPLS Network Overview

• Example: Configuring Loop Prevention in VPLS Network Due to MACMoves

• virtual-mac
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global-mac-statistics

Syntax global-mac-statistics;

Hierarchy Level [edit protocols l2-learning]

Release Information Statement introduced in Junos OS Release 9.2.

Support for logical systems added in Junos OS Release 9.6.

Description (MX Series routers and EX Series switches only) Enable MAC accounting for the entire

router or switch.

Default disabled

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Enabling MAC Accounting
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global-mac-table-aging-time

Syntax global-mac-table-aging-time seconds;

Hierarchy Level [edit protocols l2-learning]

Release Information Statement introduced in Junos OS Release 9.2.

Statement modified in Junos OS Release 9.5.

Support for logical systems added in Junos OS Release 9.6.

Description Configure the timeout interval for entries in the MAC table.

Default 300 seconds

Options seconds—Time elapsed before MAC table entries are timed out and entries are deleted

from the table.

Range: ForMXSeries routers: 10 through 1million; for EXSeries andQFXSeries switches:
60 through 1 million; for SRX devices: 10 through 64,000 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the MAC Table Timeout Interval

• Configuring MAC Table Aging on Switches on page 105

• Example: Configuring VLANs on Security Devices on page 147
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global-mode (Protocols)

Syntax global-mode (switching | transparent-bridge) ;

Hierarchy Level [edit protocols l2-learning]

Release Information Statement introduced in Junos OS Release 15.1X49-D40.

Description Specify the global mode for the SRX Series device as Layer 2 transparent bridge mode

or switching mode. After changing the mode, youmust reboot the device for the

configuration to take effect.

Default On SRX1500, the default Layer 2 global mode is transparent-bridge mode.

Starting with Junos OS Release 15.1X49-D100, on SRX300, SRX320, SRX340, SRX345,

SRX550,andSRX550Mdevices, thedefault Layer 2globalmodeconfiguration is changed

from transparent-bridge to switching mode.

NOTE: You must explicitly configure Layer 2 transparent-bridge mode for
the SRX300, SRX320, SRX340, SRX345, SRX550, and SRX550M devices
that work in transparent mode. Use the command set protocols l2-learning

global-mode transparent-bridge before rebooting the devices with Junos OS

15.1X49-D100 image.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• l2-learning on page 750

• Ethernet Switching and Layer 2 Transparent Mode Overview
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global-no-mac-learning

Syntax global-no-mac-learning;

Hierarchy Level [edit protocols l2-learning],
[edit protocols l2-learning]

Release Information Statement introduced in Junos OS Release 9.2.

Statement modified for SRX Series in Junos OS Release 9.5.

Support for logical systems added in Junos OS Release 9.6.

Description Disable MAC learning on the entire device.

Default MAC learning is enabled.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Disabling Layer 2 Learning and Forwarding on page 78

• Understanding Q-in-Q Tunneling and VLAN Translation on page 526

• Example: Configuring VLANs on Security Devices on page 147
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group (Redundant Trunk Groups)

Syntax group name {
interface interface-name <primary>;
interface interface-name;

preempt-cutover-timer seconds;
}

Hierarchy Level • For platforms with ELS:

[edit switch-options redundant-trunk-group]

• For platforms without ELS:

[edit ethernet-switching-options redundant-trunk-group]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Hierarchy level [edit switch-options] introduced in JunosOSRelease 13.2X50-D10 (ELS).

(See “Using the Enhanced Layer 2 Software CLI” on page 36 for information about ELS.)

Statement introduced in Junos OS Release 13.2X50-D15 for the QFX Series.

Description Create a redundant trunk group.

Options name—The name of the redundant trunk group.

• For platforms with ELS:

The group namemust be a string “rtgn” where n is a number from 0 through 15, such

as “rtg2” or “rtg10”.

• For platforms without ELS:

The group namemust start with a letter and can consist of letters, numbers, dashes,

and underscores.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

system—To view this statement in the configuration.

system–control—To add this statement to the configuration.

Related
Documentation

• Example:ConfiguringRedundantTrunkLinks for FasterRecoveryonEXSeriesSwitches

on page 564

• Example: Configuring Redundant Trunk Links for Faster Recovery on Devices with ELS

Support on page 559

• Understanding Redundant Trunk Links (Legacy RTG Configuration) on page 556
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guard-interval

Syntax guard-interval number;

Hierarchy Level [edit protocols protection-group ethernet-ring ring-name]

Release Information Statement introduced in Junos OS Release 9.4.

Statement introduced in Junos OS Release 12.1 for EX Series switches.

Statement introduced in Junos OS Release 14.153-D10 for QFX Series switches.

Description When a link goes down, the ring protection link (RPL) activates. When the downed link

comes back up, the RPL link receives notification, restores the link, and waits for the

restore interval before issuing another block on the same link. This configuration is a

global configuration and applies to all Ethernet rings if the Ethernet ring does not have

amore specific configuration for this value. If noparameter is configuredat theprotection

group level, the global configuration of this parameter uses the default value.

Options number—Guard timer interval, in milliseconds.

Range: 10 through 2000ms

Default: 500ms

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Ethernet Ring Protection Switching Overview

• Example: Configuring Ethernet Ring Protection Switching on EX Series Switches

• Example: Configuring Ethernet Ring Protection Switching on QFX Series and EX Series

Switches Supporting ELS

• Configuring Ethernet Ring Protection Switching on Switches (CLI Procedure)
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hold-interval (Protection Group)

Syntax hold-interval number;

Hierarchy Level [edit protocols protection-group ethernet-ring name]

Release Information Statement introduced in Junos OS Release 9.4.

Description Specify the hold-off timer interval for all rings in 100millisecond (ms) increments.

Options number—Hold-timer interval, in milliseconds.

Range: 0 through 10,000ms

Default: 100ms

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Ethernet Ring Protection Switching Overview

• Example: Configuring Ethernet Ring Protection Switching on QFX Series and EX Series

Switches Supporting ELS
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host-inbound-traffic

Syntax host-inbound-traffic {
protocols protocol-name {

except;
}
system-services service-name {

except;
}

}

Hierarchy Level [edit security zones functional-zone management],
[edit security zones functional-zone management interfaces interface-name],
[edit security zones security-zone zone-name],
[edit security zones security-zone zone-name interfaces interface-name]

Release Information Statement introduced in Junos OS Release 8.5.

Description Control the type of traffic that can reach the device from interfaces bound to the zone.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Understanding How to Control Inbound Traffic Based on Traffic Types

• Understanding How to Control Inbound Traffic Based on Protocols
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inner-tag-protocol-id

Syntax inner-tag-protocol-id tpid;

Hierarchy Level [edit interfaces interface-name unit logical-unit-number input-vlan-map],
[edit interfaces interface-name unit logical-unit-number output-vlan-map],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
input-vlan-map],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
output-vlan-map]

Release Information Statement introduced in Junos OS Release 8.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Configure the IEEE 802.1Q TPID value to rewrite for the inner tag.

All TPIDs you include in input and output VLANmapsmust be among those you specify

at the [edit interfaces interface-name gigether-options ethernet-switch-profile

tag-protocol-id [ tpids ]] hierarchy level.

On MX Series routers, you can use this statement for Gigabit Ethernet IQ, IQ2 and IQ2-E

interfaces, and for aggregated Ethernet interfaces using Gigabit Ethernet IQ2 and IQ2-E

or 10-Gigabit Ethernet PICs.

Default If the inner-tag-protocol-id statement is not configured, the TPID value is 0x8100.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Inner and Outer TPIDs and VLAN IDs
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inner-vlan-id

Syntax inner-vlan-id number;

Hierarchy Level [edit interfaces interface-name unit logical-unit-number input-vlan-map],
[edit interfaces interface-name unit logical-unit-number output-vlan-map],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
input-vlan-map],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
output-vlan-map]

Release Information Statement introduced in Junos OS Release 8.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description For Gigabit Ethernet IQ, IQ2 and IQ2-E interfaces, and for aggregated Ethernet interfaces

using Gigabit Ethernet IQ2 and IQ2-E or 10-Gigabit Ethernet PICs on MX Series routers

or 100-Gigabit Ethernet Type 5 PIC with CFP, or on Ethernet interfaces on EX Series

switches, specify the VLAN ID to rewrite for the inner tag of the final packet.

You cannot include the inner-vlan-id statement with the swap statement, swap-push

statement,push-pushstatement,orpush-swapstatementandthe inner-vlan-idstatement

at the [edit interfaces interface-nameunit logical-unit-numberoutput-vlan-map] hierarchy

level. If you include any of those statements in the output VLANmap, the VLAN ID in the

outgoing frame is rewritten to the inner-vlan-id statement you include at the [edit

interfaces interface-name unit logical-unit-number] hierarchy level.

Options number—VLAN ID number.

Range: 0 through 4094

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Inner and Outer TPIDs and VLAN IDs
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input-vlan-map

Syntax input-vlan-map {
(pop | pop-pop | pop-swap | push | push-push | swap | swap-push | swap-swap);
inner-tag-protocol-id tpid;
inner-vlan-id number;
tag-protocol-id tpid;
vlan-id number;

}

Hierarchy Level [edit interfaces interface-name unit logical-unit-number],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number]

Release Information Statement introduced before Junos OS Release 7.4.

pop-pop, pop-swap, push-push, swap-push, and swap-swap statements introduced in

Junos OS Release 8.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Statement introduced in Junos OS Release 13.2X50-D15 for EX Series switches.

Statement introduced in Junos OS Release 13.2X51-D20 for the QFX Series.

Description For Gigabit Ethernet IQ, 10-Gigabit Ethernet SFPP interfaces, 100-Gigabit Ethernet Type

5PICwithCFPonly aswell asGigabit Ethernet, 10-Gigabit Ethernet, 40-Gigabit Ethernet,

and aggregated Ethernet interfaces, define the rewrite profile to be applied to incoming

frames on this logical interface.

The remaining statements are explained separately. See CLI Explorer.

NOTE: Connectivity fault management (CFM) sessions for all interfaces in
which input-vlan-map is configured are supported only if the interface also

has an explicit configuration for output-vlan-map as output-vlan-map pop;.

See output-vlan-map. This configuration is required for all the interfaces in
the topology even when the CFM session is on that interface or on a different
interface in the data path of the same topology.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Stacking a VLAN Tag

• output-vlan-map on page 795

• Configuring Q-in-Q Tunneling on EX Series Switches with ELS Support on page 536
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instance-type

Syntax instance-type type;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name],
[edit routing-instances routing-instance-name]

Release Information Statement introduced before Junos OS Release 7.4.

virtual-switch and layer2-control options introduced in Junos OS Release 8.4.

Statement introduced in Junos OS Release 9.2 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

mpls-internet-multicast option introduced in Junos OS Release 11.1 for the EX Series, M

Series, MX Series, and T Series.

evpn option introduced in Junos OS Release 13.2 for MX 3D Series routers.

evpn option introduced in Junos OS Release 17.3 for the QFX Series.

forwarding option introduced in Junos OS Release 14.2 for the PTX Series.

mpls-forwarding option introduced in Junos OS Release 16.1 for the MX Series.

evpn-vpws option introduced in Junos OS Release 17.1 for MX Series routers.

Support for logical systems on MX Series routers added in Junos OS Release 17.4R1.

Description Define the type of routing instance.

Options NOTE: On ACX Series routers, you can configure only the forwarding, virtual
router, and VRF routing instances.

type—Can be one of the following:

• evpn—(MX3DSeries routers,QFXswitchesandEX9200switches)—EnableanEthernet

VPN (EVPN) on the routing instance.

hierarchy level.

• evpn-vpws—Enable an Ethernet VPN (EVPN) Virtual PrivateWire Service (VPWS) on

the routing instance.

• forwarding—Provide support for filter-based forwarding, where interfaces are not

associatedwith instances.All interfacesbelong to thedefault instance.Other instances

are used for populating RPD learned routes. For this instance type, there is no

one-to-onemappingbetweenan interfaceanda routing instance.All interfacesbelong

to the default instance inet.0.

• l2backhaul-vpn—Provide support for Layer 2 wholesale VLAN packets with no existing

corresponding logical interface. When using this instance, the router learns both the

outer tag and inner tag of the incoming packets, when the instance-role statement is
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defined as access, or the outer VLAN tag only, when the instance-role statement is

defined as nni.

• l2vpn—Enable a Layer 2 VPNon the routing instance. Youmust configure the interface,

route-distinguisher, vrf-import, and vrf-export statements for this type of routing

instance.

• layer2-control—(MXSeries routersonly)Provide support forRSTPorMSTP incustomer

edge interfaces of a VPLS routing instance. This instance type cannot be used if the

customeredge interface ismultihomed to twoprovider edge interfaces. If thecustomer

edge interface is multihomed to two provider edge interfaces, use the default BPDU

tunneling.

• mpls-forwarding—(MX Series routers only) Allow filtering and translation of route

distinguisher (RD)values in IPv4and IPv6VPNaddress familiesonboth routes received

and routes sent for selected BGP sessions. In particular, for Inter-AS VPNOption-B

networks, this option can prevent the malicious injection of VPN labels from one peer

AS boundary router to another.

• mpls-internet-multicast—(EX Series, M Series, MX Series, and T Series routers only)

Provide support for ingress replication provider tunnels to carry IP multicast data

between routers through an MPLS cloud, using MBGP or next-generation MVPN.

• no-forwarding—This is the default routing instance. Do not create a corresponding

forwarding instance. Use this routing instance type when a separation of routing table

information is required. There is no corresponding forwarding table. All routes are

installed into the default forwarding table. IS-IS instances are strictly nonforwarding

instance types.

• virtual-router—Enable a virtual router routing instance. This instance type is similar to

aVPNroutingand forwarding instance type, butused fornon-VPN-relatedapplications.

Youmust configure the interface statement for this type of routing instance. You do

not need to configure the route-distinguisher, vrf-import, and vrf-export statements.

• virtual-switch—(MXSeries routers, EX9200 switches, and QFX switches only) Provide

support for Layer 2 bridging. Use this routing instance type to isolate a LAN segment

with its Spanning Tree Protocol (STP) instance and to separate its VLAN identifier

space.

• vpls—Enable VPLS on the routing instance. Use this routing instance type for

point-to-multipoint LAN implementations between a set of sites in a VPN. Youmust

configure the interface, route-distinguisher, vrf-import, and vrf-export statements for

this type of routing instance.

• vrf—VPN routing and forwarding (VRF) instance. Provides support for Layer 3 VPNs,

where interface routes for each instance go into the corresponding forwarding table

only. Required to create a Layer 3 VPN. Create a VRF table (instance-name.inet.0) that

contains the routes originating from and destined for a particular Layer 3 VPN. For this

instance type, there is a one-to-onemapping between an interface and a routing

instance.EachVRF instancecorrespondswitha forwarding table.Routesonan interface

go into the corresponding forwarding table. Youmust configure the interface,

route-distinguisher, vrf-import, and vrf-export statements for this type of routing

instance.
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Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Instance Type

• Configuring EVPN Routing Instances

• Configuring EVPN Routing Instances on EX9200 Switches

• Configuring Virtual Router Routing Instances

• Example: Configuring Filter-Based Forwarding on the Source Address

• Example: Configuring Filter-Based Forwarding on Logical Systems

inter-switch-link

Syntax inter-switch-link vlan members primary-vlan-name;

Hierarchy Level [edit interfaces interface-name unit logical-unit-number family ethernet-switching
interface-mode trunk]

Release Information Statement introduced in Junos OS Release 14.1X53-D10 for EX Series switches.

Description Use this configurationstatementwhenaprivateVLAN(PVLAN)spansmultiple switches.

The Inter-Switch Link protocol (ISL) must be configured on a trunk port of the primary

VLAN in order to connect the switches composing the PVLAN to each other. You do not

need to configure an ISL when a PVLAN is configured on a single switch.

Required Privilege
Level

system—To view this statement in the configuration.

system–control—To add this statement to the configuration.

Related
Documentation

• Creating a Private VLAN Spanning Multiple EX Series Switches (CLI Procedure) on

page 302
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interface

Syntax interface interface-name;

Hierarchy Level [edit bridge-domains bridge-domain-name],
[edit logical-systems logical-system-name routing-instances routing-instance-name

bridge-domains bridge-domain-name],
[edit routing-instances routing-instance-name bridge-domains bridge-domain-name],
[edit vlans vlan-name]

Release Information Statement introduced in Junos OS Release 8.4.

Support for top-level configuration for the virtual-switch type of routing instance added

in Junos OS Release 9.2.

In Junos OS Release 9.1 and earlier, the routing instances hierarchy supported this

statement only for a VPLS instance or a bridge domain configuredwithin a virtual switch.

Support for logical systems added in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Statement introduced in Junos OS Release 12.3X52 for ACX Series routers.

Statement introduced in Junos OS Release 15.1.

Description (MX Series routers and EX Series switches only) Specify the logical interfaces to include

in the bridge domain, VLAN, VPLS instance, or virtual switch.

Options interface-name—Nameofa logical interface. Formore informationabouthowtoconfigure

logical interfaces, see the Junos OS Network Interfaces Library for Routing Devices.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Bridge Domain

• Configuring a Layer 2 Virtual Switch

• Configuring a Layer 2 Virtual Switch on an EX Series Switch on page 388

• Tunnel Services Overview

• Tunnel Interface Configuration on MX Series Routers Overview
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interface (MVRP)

Syntax interface (all | interface-name) {
disable;
join-timermilliseconds;
leave-timermilliseconds;
leaveall-timermilliseconds;
registration (forbidden | normal);

}

Syntax interface (all | interface-name) {
join-timermilliseconds;
leave-timermilliseconds;
leaveall-timermilliseconds;
point-to-point;
registration (forbidden | normal | restricted);

}

Hierarchy Level [edit protocols mvrp]

[edit routing-instances routing-instance-name protocols mvrp] (for virtual switch instance
type)

[edit logical-systems logical-system-name protocols mvrp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
mvrp] (for virtual switch instance type),

Release Information Statement introduced in Junos OS Release 10.0 for EX Series switches.

Statement introduced in Junos OS Release 10.1 for MX Series routers.

Statement introduced in Junos OS Release 13.1 for the QFX Series.

Statement introduced in Junos OS Release 15.1X49-D70 for SRX Series devices.

Description Specify interfaces on which to configure Multiple VLAN Registration Protocol (MVRP).

NOTE: On QFX Series switches, you must configure specific interfaces—you
cannot specify interface all. You can enable MVRP on an interface range.

Default By default, MVRP is disabled.

Options all—All interfaces on the switch.

interface-name—Names of interface to be configured for MVRP.
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The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Automatic VLAN Administration Using MVRP on EX Series

Switches on page 507

• Configuring Multiple VLAN Registration Protocol (MVRP) on Switches on page 480

• Understanding Multiple VLAN Registration Protocol (MVRP) for Dynamic VLAN

Registration on page 477

• Understanding Multiple VLAN Registration Protocol (MVRP) for Dynamic VLAN

Registration on page 477

• Example: ConfiguringAutomatic VLANAdministrationUsingMVRPonMXSeries Routers

• Configuring Multiple VLAN Registration Protocol (MVRP) to Manage Dynamic VLAN

Registration

• Verifying That MVRP IsWorking Correctly on page 523
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interface (Layer 2 Protocol Tunneling)

Syntax interface interface-name {
enable-all-ifl;
protocol protocol-name;

}

Hierarchy Level [edit logical-systems name protocols layer2-control mac-rewrite],
[edit protocols layer2-control mac-rewrite]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

enable-all-if statement added in Junos OS Release 13.3.

Support for PVSTP protocol introduced in Junos OS Release 13.3.

Statement introduced in Junos OS Release 14.1X53-D10 for EX4300 switches.

Statement introduced in JunosOSRelease 15.1X53-D55forEX2300andEX3400switches.

Statement introduced in Junos OS Release 17.4R1 for EX4600 switches.

Description Configure an interface for Layer 2 protocol tunneling.

NOTE: The enable-all-ifl option is available on EX9200 switches but not on

other EX Series switches.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Layer2 Protocol Tunneling Through a Network

• Understanding Layer 2 Protocol Tunneling on EX Series Switches on page 391
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interface (Redundant Trunk Groups)

Syntax interface interface-name <primary>;
interface interface-name;

Hierarchy Level For platforms with ELS:

[edit switch-options redundant-trunk-group group name]

For platforms without ELS:

[edit ethernet-switching-options redundant-trunk-group group name]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Hierarchy level [edit switch-options] introduced in JunosOSRelease 13.2X50-D10 (ELS).

(See “Using the Enhanced Layer 2 Software CLI” on page 36 for information about ELS.)

Statement introduced in Junos OS Release 13.2X50-D15 for the QFX Series.

Description Configure a primary link and secondary link on trunk ports. If the primary link fails, the

secondary link automatically takes over as the primary link without waiting for normal

STP convergence.

Options interface interface-name—Alogical interfaceoranaggregated interfacecontainingmultiple

ports.

primary—(Optional) Specify one of the interfaces in the redundant group as the primary

link. The interface without this option is the secondary link in the redundant group.

If a link is not specified as primary, the software compares the two links and selects

the link with the highest port number as the active link. For example, if the two

interfacesarege-0/1/0andge-0/1/1, the softwareassignsge-0/1/1as theactive link.

Required Privilege
Level

system—To view this statement in the configuration.

system–control—To add this statement to the configuration.

Related
Documentation

• Example:ConfiguringRedundantTrunkLinks for FasterRecoveryonEXSeriesSwitches

on page 564

• Example: Configuring Redundant Trunk Links for Faster Recovery on Devices with ELS

Support on page 559

• Understanding Redundant Trunk Links (Legacy RTG Configuration) on page 556
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interface (Routing Instances)

Syntax interface interface-name {
description text;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name],
[edit routing-instances routing-instance-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.2 for EX Series switches.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Statement introduced in Junos OS Release 13.2 for MX 3D Series routers.

Description Specify the interface over which the VPN traffic travels between the PE device and CE

device. You configure the interface on the PE device. If the value vrf is specified for the

instance-type statement included in the routing instance configuration, this statement

is required.

Options interface-name—Name of the interface.

The remaining statement is explained separately. Search for a statement in CLI Explorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Interfaces for VPN Routing

• Configuring EVPN Routing Instances

• Configuring EVPN Routing Instances on EX9200 Switches

• interface (VPLS Routing Instances)
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interface (Switching Options)

Syntax interface interface-name {
encapsulation-type;
ignore-encapsulation-mismatch;
pseudowire-status-tlv;
static-mac mac-address {

vlan-id vlan-id;
}

}

Hierarchy Level [edit vlans vlans-name switch-options]

Release Information Statement modified in Junos OS Release 9.5.

Description Specify the logical interfaces to include in the VLAN.

Options • interface-name—Name of a logical interface.

• encapsulation-type—Encapsulation type for VPN.

• ignore-encapsulation-mismatch—Allow different encapsulation types on local and

remote devices.

• pseudowire-status-tlv—Send pseudowire status.

• mac-address—Static MAC address assigned to the logical interface.

• vlan-id—VLAN identifier.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding VLANs on Security Devices
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interface (VLANs)

List of Syntax Syntax (QFX Series, QFabric, NFX Series and EX4600) on page 736

Syntax (EX Series and SRX210) on page 736

Syntax (QFX Series,
QFabric, NFX Series

and EX4600)

interface interface-name {
mapping (native (push | swap) | tag (push | swap));

}

Syntax (EX Series and
SRX210)

interface interface-name {
egress;
ingress;
mapping (native (push | swap) | policy | tag (push | swap));
pvlan-trunk;

}

QFX Series, QFabric,
NFX Series and

EX4600

[edit vlans vlan-name]

EX Series and SRX210 [edit vlans vlan-name],
[edit vlans vlan-name],
[edit vlans vlan-name vlan-id number],
[edit vlans vlan-name vlan-id number],
[edit vlans vlan-name vlan-id-list number]

Release Information Statement introduced in Junos OS Release 9.3 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description For a specific VLAN, configure an interface.

Options interface-name—Name of the Ethernet interface

The remaining statement is explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

system—To view this statement in the configuration.system-control—To add this

statement to the configuration.

Related
Documentation

Example: Setting Up Basic Bridging and a VLAN on Switches on page 159•

• Configuring VLANs on Switches on page 143

• Configuring VLANs for EX Series Switches on page 144

• Configuring Q-in-Q Tunneling on EX Series Switches on page 537
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• Configuring Q-in-Q Tunneling on EX Series Switches with ELS Support on page 536
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interface-mac-limit

Syntax interface-mac-limit {
limit
disable;
packet-action ;

}

Hierarchy Level [edit bridge-domains bridge-domain-name bridge-options],
[edit bridge-domains bridge-domain-name bridge-options interface interface-name],
[edit logical-systems logical-system-name bridge-domains bridge-domain-name

bridge-options],
[edit logical-systems logical-system-name bridge-domains bridge-domain-name

bridge-options interface interface-name],
[edit logical-systems logical-system-name routing-instances routing-instance-name

bridge-domains bridge-domain-name bridge-options],
[edit logical-systems logical-system-name routing-instances routing-instance-name

bridge-domains bridge-domain-name bridge-options interface interface-name],
[edit logical-systems logical-system-name routing-instances routing-instance-name

switch-options],
[edit logical-systems logical-system-name routing-instances routing-instance-name

switch-options interface interface-name],
[edit logical-systems logical-system-name switch-options],
[edit logical-systems logical-system-name switch-options interface interface-name],
[edit routing-instances routing-instance-name bridge-domains bridge-domain-name

bridge-options],
[edit routing-instances routing-instance-name bridge-domains bridge-domain-name

bridge-options interface interface-name],
[edit routing-instances routing-instance-name switch-options],
[edit routing-instances routing-instance-name switch-options interface interface-name],
[edit switch-options],
[edit switch-options],
[edit switch-options interface interface-name],
[edit switch-options interface interface-name],
[edit vlans vlan-name switch-options],
[edit vlans vlan-name switch-options interface interface-name]

Release Information Statement introduced in Junos OS Release 8.4.

Support for the switch-options statement added in Junos OS Release 9.2.

Support for top-level configuration for the virtual-switch type of routing instance added

in JunosOSRelease9.2. In JunosOSRelease9.1 andearlier, the routing instanceshierarchy

supported this statement only for a VPLS instance or a bridge domain configured within

a virtual switch.

Support for logical systems added in Junos OS Release 9.6.

[edit switch-options], [edit switch-options interface interface-name], [edit vlans

vlan-name switch-options], and [edit vlans vlan-name switch-options interface

interface-name] hierarchy levels introduced in Junos OS Release 12.3R2 for EX Series

switches.
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Description Configure a limit to the number of MAC addresses that can be learned from a bridge

domain, VLAN, virtual switch, or set of bridge domains or VLANs.

NOTE: For multichassis link aggregation (MC-LAG) peers in active-active
mode, configuring the interface-mac-limit statement or changing the
interface-mac-limit configuration when traffic is flowing can cause the MAC

entries to be out of synchronization between the two MC-LAG peers, which
might result in flooding. To avoid flooding, you must either halt traffic
forwarding and then configure the interface-mac-limit statement or use the
commit at configuration statement to commit the changes at the same time
in both the peer nodes.

Alternatively, if flooding does occur, you can clear the bridge MAC table on
both the routers or switches by using the clear bridgemac-table command.
Running this command ensures that the MAC entries are re-learned and in
synchronization between both the peers.

Default The default MAC limit varies with the platform.

Options disable—Disables the global interface-mac-limit configuration on an interface and sets

the maximum interface-mac-limit that is permitted on the device.

limit—Sets the maximum number of MAC addresses learned from an interface.

Range: 1 through <default MAC limit> MAC addresses per interface. Range is platform
specific.

If you configure both disable and limit, disable takes precedence and packet-action is

set to none. The remaining statement is explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Layer 2 Learning and Forwarding for Bridge Domains

• Layer 2 Learning and Forwarding for VLANs Overview on page 57

• Understanding Layer 2 Learning and Forwarding for Bridge Domains Functioning as

Switches with Layer 2 Trunk Ports

• Layer 2 Learning and Forwarding for VLANs Acting as a Switch for a Layer 2 Trunk Port

on page 59
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interface-mode

Syntax interface-mode (access | trunk <inter-switch-link>);

Hierarchy Level [edit interfaces interface-name unit logical-unit-number family bridge],
[edit interfaces interface-name unit logical-unit-number family ethernet-switching],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number

family bridge]

Release Information Statement introduced in Junos OS Release 9.2.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Statement introduced in Junos OS Release 13.2 for the QFX Series.

Statement introduced in Junos OS Release 15.1.

inter-switch-link option introduced in Junos OS Release 14.2 for MX240, MX480, and

MX960 routers in enhanced LANmode.

Description NOTE: This statement supports the Enhanced Layer 2 Software (ELS)
configuration style. If your switch runs software that does not support ELS,
see port-mode. For ELS details, see “Using the Enhanced Layer 2 Software
CLI” on page 36.

QFX3500 andQFX3600 standalone switches—Determine whether the logical interface

accepts or discards packets based on VLAN tags. Specify the trunk option to accept

packets with a VLAN ID that matches the list of VLAN IDs specified in the vlan-id or

vlan-id-list statement, then forward the packet within the bridge domain or VLAN

configuredwith thematching VLAN ID. Specify the access option to accept packets with

no VLAN ID, then forward the packet within the bridge domain or VLAN configured with

the VLAN ID that matches the VLAN ID specified in the vlan-id statement.

NOTE: On MX Series routers, if you want IGMP snooping to be functional for
a bridge domain, then you should not configure interface-mode and irb for

that bridge. Such a configuration commit succeeds, but IGMP snooping is
not functional, and a message informing the same is displayed. For more
information, see Configuring a Trunk Interface on a Bridge Network.

Options access—Configure a logical interface to accept untagged packets. Specify the VLAN to

which this interface belongs using the vlan-id statement.

trunk—Configure a single logical interface to accept packets tagged with any VLAN ID

specified with the vlan-id or vlan-id-list statement.
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trunk inter-switch-link—For a private VLAN, configure the InterSwitch Link protocol (ISL)

on a trunk port of the primary VLAN in order to connect the switches composing the

PVLANtoeachother. Youdonotneed toconfigurean ISLwhenaPVLAN isconfigured

on a single switch. This configuration specifies whether the particular interface

assumes the role of interswitch link for the PVLAN domains of which it is amember.

This option is supported only on MX240, MX480, and MX960 routers in enhanced

LANmode.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Access Mode on a Logical Interface

• Configuring a Logical Interface for Trunk Mode

• Example: Connecting Access Switches with ELS Support to a Distribution Switch with

ELS Support on page 197

• Tunnel Services Overview

• Tunnel Interface Configuration on MX Series Routers Overview

interfaces (Q-in-Q Tunneling)

Syntax interfaces interface-name {
no-mac-learning;

}

Hierarchy Level [edit ethernet-switching-options]

Release Information Statement introduced in Junos OS Release 9.5 for EX Series switches.

Description Configure settings for interfaces that have been assigned to family ethernet-switching.

Options interface-name --Name of an interface that is configured for family ethernet-switching.

The remaining statement is explained separately. See CLI Explorer.

Required Privilege
Level

system—To view this statement in the configuration.

system–control—To add this statement to the configuration.

Related
Documentation

• Understanding Q-in-Q Tunneling and VLAN Translation on page 526
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interfaces (Security Zones)

Syntax interfaces interface-name {
host-inbound-traffic {

protocols protocol-name {
except;

}
system-services service-name {

except;
}

}
}

Hierarchy Level [edit security zones functional-zone management],
[edit security zones security-zone zone-name]

Release Information Statement introduced in Junos OS Release 8.5.

Description Specify the set of interfaces that are part of the zone.

Options interface-name—Name of the interface.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Understanding Security Zones
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interfaces

List of Syntax Syntax (QFX Series) on page 743

Syntax (EX Series, MX Series and T Series) on page 743

Syntax (QFX Series) interfaces interface-name {
no-mac-learning;

}

Syntax (EX Series, MX
Series and T Series)

interfaces { ... }

QFX Series [edit ethernet-switching-options]

EX Series, MX Series
and T Series

[edit]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure settings for interfaces that have been assigned to family ethernet-switching.

Default Themanagement and internal Ethernet interfaces are automatically configured. You

must configure all other interfaces.

Options interface-name—Name of an interface that is configured for family ethernet-switching.

The remaining statement is explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Physical Interface Configuration Statements Overview

• Configuring Aggregated Ethernet Link Protection
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isid

Syntax isid isid-number vlan-id-list [ vlan-ids ] {
source-bmac <mac-address> <length>

}

Hierarchy Level [edit routing-instances routing-instance-name service-groups service-group-name ]

Release Information Statement introduced in JUNOS Release 10.0.

Description For IEEE 802.1ah provider backbone bridge (PBB) configurations, configure the service

identifier (I-SID) for the customer routing instance (I-component) service group.

Options isid—Service identifier. Enter an I-SID in the range from 256 through 16777214.

vlan-id-list [ vlan-ids ]—List of service VLANs (S-VLANs).

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

isid-list

Syntax isid-list all-service-groups;

Hierarchy Level [edit interfaces pseudo-logical-interface-name unit logical-unit-number family bridge]

Release Information Statement introduced in JUNOS Release 10.0.

Description For IEEE802.1ahproviderbackbonebridge(PBB)configurations,mapall service identifiers

(I-SIDs) specified for the service groups.

Options all-service-groups—Map all service identifiers (I-SIDs) for the specified service groups.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

Copyright © 2019, Juniper Networks, Inc.744

Ethernet Switching Feature Guide



isolated

Syntax isolated;

Hierarchy Level [edit vlans vlan-name interface interface-name]

Release Information Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure an access or trunk port to be isolated. You configure a trunk port to be isolated

so that it canbea secondaryVLAN trunkport–that is, it can carry secondaryVLAN traffic.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Creating a Private VLAN on a Single QFX Switch on page 297

• Creating a Private VLAN Spanning Multiple QFX Series Switches on page 300

• id-understanding-secondary-vlan-trunk-ports-and-promiscuous-access-ports-on-pvlans

• Example: Configuring PVLANs with Secondary VLAN Trunk Ports and Promiscuous

Access Ports on a QFX Series Switch on page 366
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isolated-vlan

Syntax isolated-vlan vlan-name isolated-vlan-name vlan-id isolated-vlan-id;

Hierarchy Level [edit vlans primary-vlan-name vlan-id primary-vlan-vlan-id]

Release Information Statement introduced in Junos OS Release 14.1X53-D10 for EX Series switches.

Statement introduced in Junos OS Release 14.1X53-D15 for QFX Series switches.

Description Configure the specified isolated VLAN to be a secondary VLAN of the specified primary

VLAN. An isolated VLAN receives packets only from the primary VLAN and forwards

frames upstream to the primary VLAN.

NOTE: Before you specify this configuration statement, you must have already
configured an isolated VLAN and assigned a VLAN ID to it. See private-vlan.

Required Privilege
Level

system—To view this statement in the configuration.

system–control—To add this statement to the configuration.

Related
Documentation

• Creating a Private VLAN on a Single Switch with ELS Support (CLI Procedure) on

page 295

• Creating a Private VLAN Spanning Multiple EX Series Switches (CLI Procedure) on

page 302
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isolation-id

Syntax isolation-id number;

Hierarchy Level [edit vlans vlan-name vlan-id number]

Release Information Statement introduced in Junos OS Release 10.4 for EX Series switches.

Description Configure an inter-switch isolated VLANwithin a private VLAN (PVLAN) that spans

multiple switches.

Options number—VLAN tag identifier.

Range: 0 through 4093

Required Privilege
Level

routing—To view this statement in the configuration.

routing–control—To add this statement to the configuration.

Related
Documentation

• Creating a Private VLAN Spanning Multiple EX Series Switches (CLI Procedure)

isolation-vlan-id

Syntax isolation-vlan-id number;

Hierarchy Level [edit vlans vlan-name pvlan]

Release Information Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure an interswitch isolated VLANwithin a private VLAN that spans multiple

switches.

Options number—VLAN tag identifier.

Range: 0 through 4093

Required Privilege
Level

routing—To view this statement in the configuration.

routing–control—To add this statement to the configuration.

Related
Documentation

• Creating a Private VLAN on a Single QFX Switch on page 297

• Creating a Private VLAN Spanning Multiple QFX Series Switches on page 300
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join-timer (MVRP)

Syntax join-timer milliseconds;

Hierarchy Level [edit logical-systems logical-system-name protocols mvrp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
mvrp interface (all | interface-name)] (for virtual switch instance type),

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
mvrp] (for virtual switch instance type),

[edit logical-systems logical-system-name protocols mvrp interface (all | interface-name)],

[edit protocols mvrp interface (all | interface-name)]

[edit routing-instances routing-instance-name protocols mvrp] (for virtual switch instance
type),

[edit routing-instances routing-instance-nameprotocolsmvrp interface (all | interface-name)]
(for virtual switch instance type)

Release Information Statement introduced in Junos OS Release 10.0 for EX Series switches.

Statement introduced in Junos OS Release 10.1 for MX Series routers.

Statement introduced in Junos OS Release 13.1 for the QFX Series.

Statement introduced in Junos OS Release 15.1X49-D70 for SRX Series devices.

Description Configure the maximum number of milliseconds interfaces must wait before sending

Multiple VLAN Registration Protocol (MVRP) protocol data units (PDUs).

Maintaindefault timer settingsunless there is a compelling reason to change the settings.

Modifying timers to inappropriate values might cause an imbalance in the operation of

MVRP.

Default 200milliseconds

Options milliseconds—Interval that the interface must wait before sending MVRP PDUs (range

from 100milliseconds through 500milliseconds). Maintain default timer settings

unless there is a compelling reason to change the settings. Modifying timers to

inappropriate values might cause an imbalance in the operation of MVRP.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

leave-timer on page 758•

• leaveall-timer on page 760

• point-to-point (MVRP) on page 802

• registration on page 829
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• Example: ConfiguringAutomatic VLANAdministrationUsingMVRPonMXSeries Routers

• Example: Configuring Automatic VLAN Administration Using MVRP on EX Series

Switches on page 507

• Configuring Multiple VLAN Registration Protocol (MVRP) to Manage Dynamic VLAN

Registration

• Configuring Multiple VLAN Registration Protocol (MVRP) on Switches on page 480

• Understanding Multiple VLAN Registration Protocol (MVRP) for Dynamic VLAN

Registration on page 477

• Understanding Multiple VLAN Registration Protocol (MVRP) for Dynamic VLAN

Registration on page 477

• Verifying That MVRP IsWorking Correctly on page 523
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l2-learning

List of Syntax Syntax (MX Series, QFX Series, EX Series) on page 750

Syntax (SRX Series) on page 750

Syntax (MX Series,
QFX Series, EX Series)

l2-learning {
global-le-bridge-domain-aging-time;
global-mac-ip-limit number;
global-mac-ip-table-aging-time seconds;
global-mac-limit limit;
global-mac-statistics;
global-mac-table-aging-time seconds;
global-no-mac-learning;
global-mac-move;

}

Syntax (SRX Series) l2-learning {
global-mac-limit limit {
packet-action-drop
}
global-mac-table-aging-time seconds;
global-mode (switching | transparent-bridge) ;
global-no-mac-learning;

}

Hierarchy Level [edit protocols]

Release Information Statement introduced in Junos OS Release 8.4.

Statement modified in Junos OS Release 9.5. Support for global mode added in Junos

OS Release 15.1X49-D40.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Statement introduced in Junos OS Release 13.2X51-D10 for QFX Series.

global-le-bridge-domain-aging-time option introduced in Junos OS Release 14.2R5 for

the MX Series.

global-mac-ip-limit and global-mac-ip-table-aging-time options introduced in Junos OS

Release 17.4R1 for MX Series routers and EX9200 switches.

Description Configure Layer 2 address learning and forwarding properties globally.

The remaining statements are explained separately. See CLI Explorer.

Options global-le-bridge-domain-aging-time—Specify the aging timeof LEbridge-domain. The
MACaddress is learnt after nexthop(NH)andbridge-domain(BD), alsocalledNHBD.

This aging time delays the deletion of NHBD. Configuring lesser time, in seconds,

results in faster deletion of NHBD.

Range: 120 to 1000000 seconds
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Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Layer 2 Learning and Forwarding

• global-mac-table-aging-time on page 716

• global-mac-limit (Protocols) on page 713

• global-no-mac-learning on page 718

• global-mode (Protocols) on page 717
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l3-interface (VLAN)

Syntax l3-interface (vlan.logical-interface-number | irb.logical-interface-number);

l3-interface l3-interface-name.logical-interface-number {
l3-interface-ingress-counting;

}

l3-interface interface-name-logical-unit-number;

Hierarchy Level [edit vlans vlan-name]

[edit interfaces ge-chassis/slot/port unit logical-unit-number family ethernet-switching]
[edit vlans vlan-name]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

[edit vlans vlan-name]hierarchy level introduced in JunosOSRelease 12.3R2 forEXSeries

switches and MX Series routers.

irb option introduced in Junos OS Release 13.2 for the QFX Series.

Description Associate a Layer 3 interface with the VLAN. Configure Layer 3 interfaces on trunk ports

to allow the interface to transfer traffic betweenVLANs.Within a VLAN, traffic is bridged,

while across VLANs, traffic is routed. Because traffic between VLANsmust be routed, a

common Layer 3 interface is required.

Default No Layer 3 (routing) interface is associated with the VLAN.

Options interface-name–logical-unit-number—Name of a logical interface.

vlan.logical-interface-number—Number of the logical interface. Use the unit number that

you used when you created the vlan interface with a set interfaces (QFX Series) vlan

unit statement.

NOTE: Use this statement with versions of Junos OS that do not support
Enhanced Layer 2 Software (ELS).

irb.logical-interface-number—Logical interface defined with a set interfaces (QFX Series)

irb statement.

NOTE: Use this statement with versions of Junos OS that support Enhanced
Layer 2 Software (ELS).
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Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Routed VLAN Interfaces on Switches (CLI Procedure)

• Configuring Integrated Routing and Bridging Interfaces on Switches (CLI Procedure)

on page 432

• show ethernet-switching interfaces on page 935

• show ethernet-switching interface on page 932

• show vlans on page 1044

l3-interface-ingress-counting

Syntax l3-interface-ingress-counting layer-3-interface-name;

Hierarchy Level [edit vlans vlan-name]

Release Information Statement introduced in Junos OS Release 11.3 for EX Series switches.

Description (EX8200 standalone switch and EX8200Virtual Chassis) Enable routedVLAN interface

(RVI) input counters on an EX8200 switch to collect RVI source statistics for tracking or

billing purposes. The input counter is maintained by a firewall filter. The switch can

maintain a limited number of firewall filter counters—these counters are allocated on a

first-come, first-served basis.

Output (egress) counters for EX8200 switches are always present and cannot be

removed.

Reset ingress-counting statistics with the clear interfaces statistics command.

Default The input (ingress) counters (both packets and bytes) are disabled on an RVI by default.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• show vlans on page 1044

• clear interfaces statistics

• Configuring Firewall Filters (CLI Procedure)

• firewall

• Configuring Routed VLAN Interfaces on Switches (CLI Procedure)
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layer2-control

Syntax layer2-control {
bpdu-block {

disable-timeout seconds;
interface interface-name;

}
mac-rewrite {
interface interface-name {
enable-all-ifl;
protocol protocol-name;

}
}
nonstop-bridging;
traceoptions {

file filename <files number> <size maximum-file-size> <world-readable |
no-world-readable>;

flag flag <disable>;
}

}

Hierarchy Level [edit protocols]

Release Information Statement introduced in Junos OS Release 8.4.

bpdu-block statement added in Junos OS Release 9.4.

enable-all-if statement added in Junos OS Release 13.3.

Statement introduced in Junos OS Release 14.1X53-D10 for EX4300 switches.

Statement introduced in JunosOSRelease 15.1X53-D50forEX2300andEX3400switches.

Statement introduced in Junos OS Release 17.4R1 for EX4600 switches.

Description Configure Layer 2 control protocols to enable features such as Layer 2 protocol tunneling

or nonstop bridging.

The remaining statements are explained separately. See CLI Explorer.

NOTE: For a detailed description of configuring the nonstop-bridging

statement, see the High Availability Feature Guide. When this statement is
configured on routing platforms with two Routing Engines, a master Routing
Engine switches over gracefully to a backup Routing Engine and preserves
Layer 2 Control Protocol (L2CP) information.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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Related
Documentation

• Layer2 Protocol Tunneling Through a Network

• Layer 2 Protocol Tunnel Configuration Guidelines

• Configuring Layer 2 Protocol Tunneling

• Understanding Layer 2 Protocol Tunneling on EX Series Switches on page 391

• Configuring Layer 2 Protocol Tunneling on EX Series Switches with ELS Support on

page 397

• instance-type on page 726
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layer2-protocol-tunneling

Syntax layer2-protocol-tunneling all | protocol-name {
drop-threshold number;
shutdown-threshold number;

}

Hierarchy Level [edit vlans vlan-name dot1q-tunneling]

Release Information Statement introduced in Junos OS Release 10.0 for EX Series switches.

Description Enable Layer 2 protocol tunneling (L2PT) on the VLAN.

The remaining statements are explained separately. See CLI Explorer.

Default L2PT is not enabled.

Options all—Enable all supported Layer 2 protocols.

protocol-name—Name of the Layer 2 protocol. Values are:

• 802.1x—IEEE 802.1X authentication

• 802.3ah—IEEE 802.3ah Operation, Administration, and Maintenance (OAM) link fault

management (LFM)

NOTE: If you enable L2PT for untagged OAM LFM packets, do not configure
LFM on the corresponding access interface.

• cdp—Cisco Discovery Protocol

• e-lmi—Ethernet local management interface

• gvrp—GARP VLAN Registration Protocol

• lacp—Link Aggregation Control Protocol

NOTE: If you enable L2PT for untagged LACP packets, do not configure
LACP on the corresponding access interface.

• lldp—Link Layer Discovery Protocol

• mmrp—Multiple MAC Registration Protocol

• mvrp—Multiple VLAN Registration Protocol
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• stp—Spanning Tree Protocol, Rapid Spanning Tree Protocol, and Multiple Spanning

Tree Protocol

• udld—Unidirectional Link Detection (UDLD)

• vstp—VLAN Spanning Tree Protocol

• vtp—VLAN Trunking Protocol

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• show ethernet-switching layer2-protocol-tunneling interface on page 943

• show ethernet-switching layer2-protocol-tunneling statistics on page 945

• show ethernet-switching layer2-protocol-tunneling vlan on page 948

• Example: Configuring Layer 2 Protocol Tunneling on EX Series Switches on page 402

• Configuring Layer 2 Protocol Tunneling on EX Series Switches on page 400

757Copyright © 2019, Juniper Networks, Inc.

Chapter 29: Configuration Statements



leave-timer (MVRP)

Syntax leave-timer milliseconds;

EX Series, QFX Series,
QFabric

[edit protocols mvrp interface (all | interface-name)]

MSeries, SRX Series,
MX Series, T Series

[edit logical-systems logical-system-name protocols mvrp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
mvrp interface (all | interface-name)] (for virtual switch instance type),

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
mvrp] (for virtual switch instance type),

[edit logical-systems logical-system-name protocols mvrp interface (all | interface-name)],

[edit protocols mvrp interface (all | interface-name)],

[edit routing-instances routing-instance-name protocols mvrp] (for virtual switch instance
type),

[edit routing-instances routing-instance-nameprotocolsmvrp interface (all | interface-name)]
(for virtual switch instance type)

Release Information Statement introduced in Junos OS Release 10.0 for EX Series switches.

Statement introduced in Junos OS Release 10.1 for MX Series routers.

Statement introduced in Junos OS Release 13.1 for the QFX Series.

Statement introduced in Junos OS Release 15.1X49-D70 for SRX Series devices.

Description For Multiple VLAN Registration Protocol (MVRP), configure the number of milliseconds

the switch retains a VLAN in the Leave state before the VLAN is unregistered. If the

interface receives a join message before this timer expires, the VLAN remains registered.

Maintaindefault timer settingsunless there is a compelling reason to change the settings.

Modifying timers to inappropriate values might cause an imbalance in the operation of

MVRP.

Default 1000milliseconds

Options milliseconds—Interval that the switch retains a VLAN in the Leave state before the VLAN

is unregistered. At a minimum, set the leave-timer interval at twice the join-timer

interval (range from 300milliseconds through 1000milliseconds). Maintain default

timer settings unless there is a compelling reason to change the settings. Modifying

timers to inappropriate values might cause an imbalance in the operation of MVRP.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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Related
Documentation

• Example: ConfiguringAutomatic VLANAdministrationUsingMVRPonMXSeries Routers

• Example: Configuring Automatic VLAN Administration Using MVRP on EX Series

Switches on page 507

• Configuring Multiple VLAN Registration Protocol (MVRP) on Switches on page 480

• Configuring Multiple VLAN Registration Protocol (MVRP) to Manage Dynamic VLAN

Registration

• Verifying That MVRP IsWorking Correctly on page 523

• Understanding Multiple VLAN Registration Protocol (MVRP) for Dynamic VLAN

Registration on page 477

• Understanding Multiple VLAN Registration Protocol (MVRP) for Dynamic VLAN

Registration on page 477

• join-timer (MVRP) on page 748

• leaveall-timer on page 760

• point-to-point (MVRP) on page 802

• registration on page 829
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leaveall-timer (MVRP)

Syntax leaveall-timer interval;

EX Series and QFX
Series

For platforms with ELS:

[edit protocols mvrp],

•

[edit protocols mvrp interface interface-name]

• For platforms without ELS:

[edit protocols mvrp interface (all | interface-name)]

SRX 1500, SRX 300,
SRX 550M, SRX 345,
SRX 340, SRX 320

[edit routing-instances routing-instance-name protocols mvrp] (for virtual switch instance
type),

[edit routing-instances routing-instance-nameprotocolsmvrp interface (all | interface-name)]
(for virtual switch instance type)

EX Series, M Series,
SRX Series, T Series,

MX Series

[edit logical-systems logical-system-name protocols mvrp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
mvrp interface (all | interface-name)] (for virtual switch instance type),

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
mvrp] (for virtual switch instance type),

[edit logical-systems logical-system-name protocols mvrp interface (all | interface-name)],
[edit protocols mvrp interface (all | interface-name)],
[edit routing-instances routing-instance-name protocols mvrp] (for virtual switch instance

type),
[edit routing-instances routing-instance-nameprotocolsmvrp interface (all | interface-name)]

(for virtual switch instance type)

Release Information Statement introduced in Junos OS Release 10.0 for EX Series switches.

Statement introduced in Junos OS Release 10.1 for MX Series routers.

Hierarchy level [edit protocolsmvrp] introduced in JunosOSRelease 13.2X50-D10 (ELS).

(See “Using the Enhanced Layer 2 Software CLI” on page 36 for information about ELS.)

Statement introduced in Junos OS Release 13.1 for the QFX Series.

Statement introduced in Junos OS Release 15.1X49-D70 for SRX Series devices.

Description For Multiple VLAN Registration Protocol (MVRP), configure the interval at which the

LeaveAll state operates on the interface.

Maintaindefault timer settingsunless there is a compelling reason to change the settings.

Modifying timers to inappropriate values might cause an imbalance in the operation of

MVRP. However, if you choose to change the default values, keep in mind that on an EX

Series switch thatuses JunosOSwith support for ELS, if the timer value setonan interface

level is different from the value set on a switch level, then the value on the interface level

takes precedence.
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Options EX Series and QFX Series:

interval—Numberof secondsormillisecondsbetween thesendingofLeaveAllmessages.

Default: 10 seconds, or 10,000milliseconds

SRX 1500, SRX 300, SRX 550M, SRX 345, SRX 340, SRX 320:

seconds—Interval between the sending of Leave All messages (range from 10 seconds

through 60 seconds. Maintain default timer settings unless there is a compelling

reason to change the settings. Modifying timers to inappropriate valuesmight cause

an imbalance in the operation of MVRP.

Default: 60 seconds

EX Series, M Series, SRX Series, T Series, MX Series:

milliseconds—Intervalbetween thesendingofLeaveAllmessages.Maintaindefault timer

settings unless there is a compelling reason to change the settings.Modifying timers

to inappropriate values might cause an imbalance in the operation of MVRP.

Default: 10000milliseconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Multiple VLAN Registration Protocol (MVRP) for Dynamic VLAN

Registration on page 477

• Understanding Multiple VLAN Registration Protocol (MVRP) for Dynamic VLAN

Registration on page 477

• Configuring Multiple VLAN Registration Protocol (MVRP) to Manage Dynamic VLAN

Registration

• Example: Configuring Automatic VLAN Administration Using MVRP on EX Series

Switches on page 507

• Example: ConfiguringAutomatic VLANAdministrationUsingMVRPonMXSeries Routers

• Example: Configuring Automatic VLAN Administration Using MVRP on EX Series

Switches with ELS Support on page 494

• Configuring Multiple VLAN Registration Protocol (MVRP) on Switches on page 480

• Verifying That MVRP IsWorking Correctly on page 523

• join-timer (MVRP) on page 748

• leave-timer (MVRP) on page 758

• point-to-point (MVRP) on page 802

• registration on page 829
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unicast-in-lpm

Syntax unicast-in-lpm;

Hierarchy Level [edit chassis forwarding-options lpm-profile]

Release Information Statement introduced in Junos OS Release 14.1x53-D30 for QFX Series switches.

Description For theUnified ForwardingTable feature, specify to store all unicast IPv4and IPv6entries

with prefixes with lengths equal to or less than 64 in the table for longest prefix match

(LPM) entries, thereby freeing up space in the Layer 3 host table. Only unicast entries

canbemoved to the LPMtable.Multicast entriesmust be stored in the Layer 3 host table.

You can also configure this statement in conjunction with the prefix-65-127-disable
statement, which allocates nomemory for IPv6 prefixes with lengths in the range /65

through /127. Together, these two statements allocate more space for unicast IPv4 and

IPv6 entries with prefix lengths equal to or less than 64.

NOTE: On QFX5110 switches running Junos OS Release 18.1R1 the
unicast-in-lpm and prefix-65-127-disable statements cannot be configured at

the same time.

This statement is not supported on QFX5200 switches.

NOTE: This statement is supported only on the lpm-profile.

This statement is not supported on QFX5200 switches.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Understanding the Unified Forwarding Table
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mac (Static MAC-Based VLANs)

Syntax mac mac-address {
next-hop interface-name;

}

Hierarchy Level [edit ethernet-switching-options static vlan vlan-name]

Description Specify the MAC address to add to the Ethernet switching table.

The remaining statement is explained separately. See CLI Explorer.

Options mac-address—MAC address

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Adding a Static MAC Address Entry to the Ethernet Switching Table on page 87
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mac-limit

List of Syntax Syntax (QFX Series and EX4600) on page 764

Syntax (SRX Series and EX Series) on page 764

Syntax (QFX Series
and EX4600)

mac-limit number;

Syntax (SRX Series
and EX Series)

mac-limit limit action action;

Hierarchy Level [edit vlans vlan-name]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

The short description of interface-mac-limit at the CLI command hierarchy is changed

fromMaximumnumber ofMAC addresses per interface (1..16383) toMaximumnumber of

MACaddressesper interface(1..5120)at the [editvlansvlan-nameswitch-options]hierarchy

level from Junos OS Release 18.2R1.

Description Specify the maximum number of MAC addresses to be associated with a VLAN—the

default isunlimited, which can leave thenetwork vulnerable to flooding. Changeunlimited

to any number from 2 to the switch’s maximumVLANMAC limit. Themaximum number

of MAC addresses allowed in a switching table per VLAN varies depending on the EX

Series switch. To see themaximumnumber ofMACaddresses per VLANallowedon your

switch, issue the set vlans vlan-namemac-limit ? configuration-mode command.

NOTE: Do not set the mac-limit value to 1. The first learned MAC address is

often inserted into the forwarding database automatically—for instance, for
a routed VLAN interface (RVI), the first MAC address inserted into the
forwarding database is the MAC address of the RVI. For aggregated Ethernet
bundles (LAGs) using LACP, the first MAC address inserted into the forwarding
database in the Ethernet switching table is the source address of the protocol
packet. In these cases, the switch does not learn MAC addresses other than
the automatic address when mac-limit is set to 1, and this causes problems

with MAC learning and forwarding.

When theMAC limit set by this statement is reached, nomoreMAC addresses are added

to the Ethernet switching table. You can also, optionally, have a system log entry

generated when the limit is exceeded by adding the option action log.

NOTE: When you reconfigure the number of MAC addresses, the Ethernet
switching table is not automatically cleared. Therefore, if you reduce the
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number of addresses from the default (unlimited) or a previously set limit,
you could already have more entries in the table than the new limit allows.
Previous entries remain in the table after you reduce the number of addresses,
so you should clear the Ethernet switching table for a specified interface,
MAC address, or VLAN when you reduce the MAC limit. Use the command
clear ethernet-switching table to clear existing MAC addresses from the table

before using the mac-limit configuration statement.

Default The MAC limit is disabled, so entries are unlimited.

Options QFX Series and EX4600:

number—Maximum number of MAC addresses.

Range: 1 through 32768

NOTE: This statement is not supported on QFabric systems.

EX Series:

limit—Maximum number of MAC addresses.

Range: 1 through switch maximum

SRX Series:

number—Maximum number of MAC addresses.

Range: 1 through 5120

action—Log is the only action available. Configure action log to add amessage to the
system log when themac-limit value is exceeded. A typical loggedmessage looks

like this:

May 5 06:18:31 bmp-199p1-dev edwd[5665]:

ESWD_VLAN_MAC_LIMIT_EXCEEDED: vlan default mac

00:1f:12:37:af:5b (tag 40). vlan limit exceeded

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show vlans on page 1044

• Example: Setting Up Basic Bridging and a VLAN on Switches on page 159

• Configuring MAC Table Aging on Switches on page 105

• Understanding Bridging and VLANs on Switches on page 132
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mac-lookup-length

Syntax mac-lookup-length number-of-entries;

Hierarchy Level [edit ethernet-switching-options]

Release Information Statement introduced in Junos OS Release 11.4 for EX Series switches.

Description Increase themaximumnumberof searchablehash indexes tomitigate situations inwhich

hash index collisions are causing problems with the learning of MAC addresses in the

forwarding database (FDB).

TheFDBonEX3200, EX3300, EX4200, EX4500, EX4550, andEX6210 switches is ahash

table with 8192 hash indexes (rows) of MAC addresses and four entries per hash index.

When the FDB is searched, a configured hash function calculates the hash index atwhich

to start the search. By default, after the search starts at the determined hash index, the

maximumnumber of hash indexes that can be searched is one hash index, or four entries

NOTE: Increasing the number of hash indexes increases the chances of finding
an open entry in which to add a newly learned MAC address. However,
searching more hash indexes requires more bandwidth and may impact the
FDB performance and line-rate traffic.

Default 4

Options number-of-entries—Maximum number of searchable hash indexes in the FDB.

Range: 4, 8, 12

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Understanding Bridging and VLANs on Switches on page 132
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mac-notification

Syntax mac-notification {
notification-interval seconds;

}

Hierarchy Level [edit ethernet-switching-options]
[edit switch-options]

Release Information Statement introduced in Junos OS Release 9.6 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Hierarchy level [edit switch-options]added in JunosOSRelease 14.1X53-D10 forEXSeries

and QFX Series.

Description Enable MAC notification for a switch. If you configure this statement without setting a

notification interval,MACnotification is enabledwith thedefaultMACnotification interval

of 30 seconds.

The remaining statement is explained separately. See CLI Explorer.

Default MAC notification is disabled by default.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Non-ELS MAC Notification on page 99

• Configuring MAC Notification on Switches with ELS Support on page 98
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mac-rewrite

Syntax mac-rewrite {
interface interface-name {
enable-all-ifl;
protocol protocol-name;
}

}
}

Hierarchy Level [edit protocols layer2-control]

Release Information Statement introduced in Junos OS Release 9.1.

enable-all-if statement added in Junos OS Release 13.3.

Support for PVSTP protocol introduced in Junos OS Release 13.3 for MX Series routers

and EX9200 switches.

Statement introduced in Junos OS Release 14.1X53-D10 for EX4300 switches.

Statement introduced in JunosOSRelease 15.1X53-D55forEX2300andEX3400switches.

Statement introduced in Junos OS Release 17.4R1 for EX4600 switches.

Description Enable rewritingof theMACaddress for Layer 2protocol tunneling.Whenacontrol packet

for a supported protocol is received on a service provider edge port configured for Layer

2 protocol tunneling (L2PT), themulticast destinationMAC address is rewrittenwith the

predefinedmulticast tunneling MAC address of 01:00:0c:cd:cd:d0. The packet is

transported across the provider network transparently to the other end of the tunnel,

and the original multicast destination MAC address is restored when the packet is

transmitted.

Refer to protocol for the list of protocols that can be configured for L2PT on different
devices.

To see the protocols for which L2PT tunneling is enabled for an interface, enter the show
mac-rewrite interface command.

OnMXSeries routers andEX9200switcheswith L2PTconfigured, customer-facingports

should not receive packetswith the L2PTMACaddress as thedestination address unless

there is a network tolopogy or configuration error. Any such interface receiving an L2PT

packet becomes “Disabled”, andmust subsequently be re-enabled using the clear error
mac-rewrite command.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

Layer2 Protocol Tunneling Through a Network•

• Understanding Layer 2 Protocol Tunneling on EX Series Switches on page 391
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• Configuring Layer 2 Protocol Tunneling on EX Series Switches with ELS Support on

page 397

• showmac-rewrite interface on page 987

• clear error mac-rewrite on page 900
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mac-statistics

Syntax mac-statistics;

Hierarchy Level [edit bridge-domains bridge-domain-name bridge-options],
[edit logical-systems logical-system-name bridge-domains bridge-domain-name

bridge-options],
[edit logical-systems logical-system-name routing-instances routing-instance-name

bridge-domains bridge-domain-name bridge-options],
[edit logical-systems logical-system-name routing-instances routing-instance-name

switch-options],
[edit logical-systems logical-system-name switch-options],
[edit routing-instances routing-instance-name bridge-domains bridge-domain-name

bridge-options],
[edit routing-instances routing-instance-name switch-options],
[edit routing-instances routing-instance-name protocols evpn],
[edit switch-options],
[edit switch-options],
[edit vlans vlan-name switch-options]

Release Information Statement introduced in Junos OS Release 8.4.

Support for the switch-options statement added in Junos OS Release 9.2.

Support for top-level configuration for the virtual-switch type of routing instance added

in JunosOSRelease9.2. In JunosOSRelease9.1 andearlier, the routing instanceshierarchy

supported this statement only for a VPLS instance or a bridge domain configured within

a virtual switch.

Support for logical systems added in Junos OS Release 9.6.

[edit switch-options] and [edit vlans vlan-name switch-options] hierarchy levels

introduced in Junos OS Release 12.3R2 for EX Series switches.

Support for EVPNs added in Junos OS Release 13.2 for MX 3D Series routers.

[edit switch-options] and [edit vlans vlan-name switch-options] hierarchy levels

introduced in Junos OS Release 13.2 for the QFX Series.

Description (MX Series routers, EX Series switches, and QFX Series only) For bridge domains or

VLANs, enable MAC accounting either for a specific bridge domain or VLAN, or for a set

of bridge domains or VLANs associated with a Layer 2 trunk port.

Default disabled

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

Understanding Layer 2 Learning and Forwarding for Bridge Domains•

• Layer 2 Learning and Forwarding for VLANs Overview on page 57
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• Understanding Layer 2 Learning and Forwarding for Bridge Domains Functioning as

Switches with Layer 2 Trunk Ports

• Layer 2 Learning and Forwarding for VLANs Acting as a Switch for a Layer 2 Trunk Port

on page 59

• Configuring EVPN Routing Instances

• Configuring EVPN Routing Instances on EX9200 Switches
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mac-table-aging-time

Syntax mac-table-aging-time (seconds | unlimited);

Hierarchy Level [edit ethernet-switching-options],
[edit vlans vlan-name]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement updated in Junos OS Release 9.4 for EX Series switches to include [edit

ethernet-switching-options] hierarchy level.

Description You configure how long MAC addresses remain in the Ethernet switching table using the

mac-table-aging-time statement in either the [edit ethernet-switching-options] or the

vlans hierarchy, depending on whether you want to configure it for the entire switch or

only for specific VLANs.

If you specify the time as unlimited, entries are never removed from the table. Generally,

use this setting only if the switch or the VLAN has a fairly static number of end devices;

otherwise the table will eventually fill up. You can use this setting tominimize traffic loss

and flooding that might occur when traffic arrives for MAC addresses that have been

removed from the table.

Default Entries remain in the Ethernet switching table for 300 seconds

Options seconds—Time that entries remain in the Ethernet switching table before being removed.

Range: 60 through 1,000,000 seconds

Default: 300 seconds

unlimited—Entries remain in the Ethernet switching table.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• show ethernet-switching statistics aging on page 958

• Example: Setting Up Basic Bridging and a VLAN for an EX Series Switch on page 177

• Configuring MAC Table Aging on Switches on page 105

• Controlling Authentication Session Timeouts (CLI Procedure)

• Configuring VLANs for EX Series Switches on page 144
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mac-table-size

Syntax mac-table-size limit {
packet-action drop;

}

Hierarchy Level [edit bridge-domains bridge-domain-name bridge-options],
[edit logical-systems logical-system-name bridge-domains bridge-domain-name

bridge-options],
[edit logical-systems logical-system-name routing-instances routing-instance-name

bridge-domains bridge-domain-name bridge-options],
[edit logical-systems logical-system-name routing-instances routing-instance-name

switch-options],
[edit logical-systems logical-system-name switch-options],
[edit routing-instances routing-instance-name bridge-domains bridge-domain-name

bridge-options],
[edit routing-instances routing-instance-name switch-options],
[edit switch-options],
[edit switch-options],
[edit vlans vlan-name switch-options]

Release Information Statement introduced in Junos OS Release 8.4.

Support for the switch-options statement added in Junos OS Release 9.2.

Support for top-level configuration for the virtual-switch type of routing instance added

in JunosOSRelease9.2. In JunosOSRelease9.1 andearlier, the routing instanceshierarchy

supported this statement only for a VPLS instance or a bridge domain configured within

a virtual switch.

Support for logical systems added in Junos OS Release 9.6.

[edit switch-options] and [edit vlans vlan-name switch-options] hierarchy levels
introduced in Junos OS Release 12.3R2 for EX Series switches.

Support at the [edit vlans vlan-name switch-options hierarchy level introduced in Junos

OS Release 13.2 for the QFX Series.

Description Modify the size of the MAC address table for the bridge domain or VLAN, a set of bridge

domainsorVLANsassociatedwitha trunkport, or avirtual switch.Thedefault is5120MAC

addresses.

NOTE: For multichassis link aggregation (MC-LAG) peers in active-active
mode, configuring the mac-table-size statement or changing the
mac-table-sizeconfiguration when traffic is flowing can cause the MAC entries

to be out of synchronization between the two MC-LAG peers, which might
result in flooding. To avoid flooding, you must either halt traffic forwarding
and then configure the mac-table-size statement or use the commit at
configuration statement to commit the changes at the same time in both the
peer nodes.
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Alternatively, if flooding does occur, you can clear the bridge MAC table on
both the routers by using the clear bridgemac-table command. Running this
command ensures that the MAC entries are re-learned and in synchronization
between both the peers.

Options limit—Specify the maximum number of addresses in the MAC address table.

Range: 16 through 1,048,575 MAC addresses

Default: 5120MACaddressesThere is nodefaultMACaddress limit for themac-table-size

statementat the [edit switch-options]hierarchy level. ThenumberofMACaddresses

that can be learned is only limited by the platform, 65,535 MAC addresses for EX

Series switches and 1,048,575 MAC addresses for other devices.

The remaining statement is explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Layer 2 Learning and Forwarding for Bridge Domains

• Layer 2 Learning and Forwarding for VLANs Overview on page 57

• Understanding Layer 2 Learning and Forwarding for Bridge Domains Functioning as

Switches with Layer 2 Trunk Ports

• Layer 2 Learning and Forwarding for VLANs Acting as a Switch for a Layer 2 Trunk Port

on page 59
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mapping

List of Syntax Syntax (EX Series) on page 775

Syntax (QFX Series) on page 775

Syntax (EX Series) mapping (native (push | swap) | policy | tag (push | swap));

Syntax (QFX Series) mapping (native (push | swap) | tag (push | swap));
mapping native inner-tag tag push;
mapping native push inner-tag tag;

Hierarchy Level [edit vlans vlan-name interface interface-name egress],
[edit vlans vlan-name interface interface-name ingress],
[edit vlans vlan-name interface interface-name]

Release Information Statement introduced in Junos OS Release 9.6 for EX Series switches.

Option swap introduced in Junos OS Release 10.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Map a specific C-VLAN to an S-VLAN. By default, the received incoming or outgoing tag

is replaced with the new tag.

This statement is also required if you are configuring firewall filters to map traffic from

an interface toaVLAN. If youare configuring firewall filters tomap traffic froman interface

toaVLAN, themappingpolicyoptionmustbeconfiguredusing this command.The firewall

filter also has to be configured using the vlan action for a match condition in the firewall

filter stanza for firewall filters to map traffic from an interface for a VLAN.

Options For EX Series:

native—Maps untagged and priority-tagged packets to an S-VLAN.

policy—Maps the interface to a firewall filter policy to an S-VLAN.

push—Retains the incoming tag and add an additional VLAN tag instead of replacing the

original tag.

swap—Swaps the incoming VLAN tag with the VLAN ID tag of the S-VLAN. Use of this

option is also referred to as VLAN ID translation.

tag—Retains the incoming 802.1Q tag on the interface.

For QFX Series:

inner-tag (QFabric systems only)—apply the specified tag as an inner tag to packets that

are received as untagged on an access interface.
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native—Map untagged and priority-tagged packets to an S-VLAN.

push—Retain the incoming tag (as an inner tag) and adds an additional VLAN tag.When

you use this option, the TPID of the outer tag is set as follows:

• If Q-in-Q tunneling is not enabled in the VLAN, then the Ethertype for outer tag is set

to 0x8100.

• If Q-in-Q tunneling is enabled in the VLAN and a packet is egressing from a trunk port,

then the Ethertype is set to 0x88a8 (or as configured by an ether-type statement).

swap—Replaces the incoming VLAN tag with the VLAN ID tag of the S-VLAN. Using this

option is also referred to as VLAN ID translation.When you use this option on a trunk

port for which Q-in-Q tunneling is enabled, use the ether-type statement to set the

Ethertype.

tag—Original VLAN tag that will be replaced (with swap) or that will become an inner

tag (with push).

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring Q-in-Q Tunneling on QFX Series Switches on page 535

• Example: Setting Up Q-in-Q Tunneling on QFX Series Switches on page 546

• Configuring VLANs for EX Series Switches on page 144

• Understanding Q-in-Q Tunneling and VLAN Translation on page 526

• Understanding Bridging and VLANs on Switches on page 132
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mapping-range

Syntax mapping-range C-VLAN-range (push | swap) <vlan-id-start S-VLAN-ID>;

Hierarchy Level [edit vlans vlan-name vlans interface-name]

Release Information Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure an access interface to map a range of C-VLANs to a range of S-VLANs. Use

this statement instead of using multiple set vlans VLAN-name interface interface-name

mapping (push | swap) statements to configure Q-in-Q tunneling or VLAN translation on

a per-VLAN basis. This statement is particularly useful if you have used the vlan-range

statement to create multiple VLANs.

Options push—Retain the incoming tag and adds an additional VLAN tag (Q-in-Q tunneling).

swap—Swap the incoming VLAN tag with the VLAN ID tag of the S-VLAN (VLAN

translation).

vlan-ID-startS-VLAN-ID—(Optional)Set the start of theS-VLAN range that theC-VLANs

will be mapped to. If you omit this option, mapping begins with the first ID in the

rangeof S-VLAN IDs (which you configure using the set vlansvlan-range statement).

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring Q-in-Q Tunneling on QFX Series Switches on page 535

• Example: Setting Up Q-in-Q Tunneling on QFX Series Switches on page 546

• vlan-range on page 872
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members

Syntax members [(all | names | vlan-ids)];

Hierarchy Level [edit interfaces (QFX Series) interface-name unit 0 family ethernet-switching vlan]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement updated with enhanced ? (CLI completion feature) functionality in Junos OS

Release 9.5 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description For trunk interfaces, configure the VLANs for which the interface can carry traffic.

TIP: To display a list of all configured VLANs on the system, including VLANs
that are configured but not committed, type ? after vlan or vlans in your

configuration mode command line. Note that only one VLAN is displayed for
a VLAN range.

NOTE: The number of VLANs supported per switch varies for each model.
Use the configuration-mode command set vlans id vlan-id ? to determine the

maximum number of VLANs allowed on a switch. You cannot exceed this
VLAN limit because each VLAN is assigned an ID number when it is created.
You can, however, exceed the recommended VLAN member maximum.

On an EX Series switch that runs Junos OS that does not support the Enhanced
Layer 2 Software (ELS) configuration style, the maximum number of VLAN
members allowed on the switch is 8 times the maximum number of VLANs
the switch supports (vmember limit = vlan max * 8). If the switch
configuration exceeds the recommended VLAN member maximum, you see
a warning message when you commit the configuration. If you ignore the
warning and commit such a configuration, the configuration succeeds but
you run the risk of crashing the Ethernet switching process (eswd) due to

memory allocation failure.

On an EX Series switch that runs Junos OS that supports ELS, the maximum
number of VLAN members allowed on the switch is 24 times the maximum
number of VLANs the switch supports (vmember limit = vlan max * 24). If
the configuration of one of these switches exceeds the recommended VLAN
member maximum, a warning message appears in the system log (syslog).
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Options all—Specifies that this trunk interface is a member of all VLANs that are configured on

this switch. When a new VLAN is configured on the switch, this trunk interface

automatically becomes amember of the VLAN.

NOTE: Since VLAN members are limited, specifying all could cause the

number of VLAN members to exceed the limit at some point.

NOTE: Each VLAN that is configured must have a specified VLAN ID when
you attempt to commit the configuration; otherwise, the configuration commit
fails. Also, all cannot be the name of a VLAN on the switch.

names—Name of one or more VLANs. VLAN IDs are applied automatically in this case.

vlan-ids—Numeric identifier of one ormore VLANs. For a series of tagged VLANs, specify

a range; for example, 10–20 or 10–20 23 27–30.

NOTE: Each configured VLAN must have a specified VLAN ID to successfully
commit the configuration; otherwise, the configuration commit fails.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Gigabit Ethernet Interfaces (CLI Procedure)

• Configuring Gigabit Ethernet Interfaces for EX Series Switches with ELS support

• Configuring Gigabit Ethernet Interfaces (J-Web Procedure)

• Configuring VLANs for EX Series Switches on page 144

• Configuring VLANs for EX Series Switches with ELS Support (CLI Procedure)

• Example: Setting Up Basic Bridging and a VLAN on Switches on page 159

• Understanding Bridging and VLANs on Switches on page 132

• show ethernet-switching interfaces on page 935

• show vlans on page 1044
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mvrp

List of Syntax Syntax (EX Series with ELS Support) on page 780

Syntax (EX Series) on page 780

Syntax (MX Series, EX Series, SRX 1500, SRX 300, SRX 550M, SRX 345, SRX 340, SRX

320) on page 780

Syntax (EXSerieswith
ELS Support)

mvrp {
interface interface-name {
join-timermilliseconds;
leave-timermilliseconds;
leaveall-timer seconds;
registration (forbidden | normal);

}
join-timermilliseconds;
leave-timermilliseconds;
leaveall-timer seconds;
no-attribute-length-in-pdu
no-dynamic-vlan;
traceoptions {

file filename <files number > <size size> < world-readable | no-world-readable>;
flag <flag> <disable>;

}
}

Syntax (EX Series) mvrp {
add-attribute-length-in-pdu;
disable (MVRP);
interface (MVRP) (all | interface-name) {
disable (MVRP);
join-timer (MVRP)milliseconds;
leave-timer (MVRP)milliseconds;
leaveall-timermilliseconds;
registration (forbidden | normal);

}
no-dynamic-vlan;
traceoptions {

file filename <files number > <size size> <no-stamp | world-readable |
no-world-readable>;

flag flag;
}

}

Syntax (MX Series, EX
Series, SRX 1500, SRX

mvrp {
bpdu-destination-mac-address provider-bridge-group;

300, SRX 550M, SRX join-timer (MVRP)milliseconds;

345, SRX 340, SRX
320)

leave-timermilliseconds;
leaveall-timermilliseconds;
interface (all | interface-name) {
join-timer (MVRP)milliseconds;
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leave-timermilliseconds;
leaveall-timermilliseconds;
point-to-point;
registration (forbidden | normal | restricted);

}
no-attribute-length-in-pdu
no-dynamic-vlan;
traceoptions {

file filename <files number > <size size> <no-stamp | world-readable |
no-world-readable>;

flag flag;
}

}

EX Series with ELS
Support

[edit protocols]

EX Series andMX
Series

[edit logical-systems logical-system-name protocols],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols]

(for virtual switch instance type),

[edit protocols],

[edit routing-instances routing-instance-name protocols] (for virtual switch instance type),

SRX 1500, SRX 300,
SRX 550M, SRX 345,
SRX 340, SRX 320

[edit protocols],
[edit routing-instances routing-instance-name protocols] (for virtual switch instance type),

Release Information Statement introduced in Junos OS Release 10.0 for EX Series switches.

Statement introduced in Junos OS Release 10.1 for MX Series routers.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches with ELS

support.

Statement introduced in Junos OS Release 15.1X49-D70 for SRX Series devices.
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Description For Layer 2 networks, configure Multiple VLAN Registration Protocol (MVRP) to

dynamically share VLAN information and dynamically configure needed VLANs.

Maintaining VLAN configurations based on active VLANs reduces the amount of traffic

traveling in thenetwork, savingnetwork resources.MVRP is configuredon trunk interfaces.

Configure Multiple VLAN Registration Protocol (MVRP) on a trunk interface to ensure

that the VLANmembership information on the trunk interface is updated as the switch’s

access interfaces become active or inactive in the configured VLANs.

NOTE: At Junos OS Release 11.3, MVRP was updated to conform to the IEEE
standard 802.1ak. This update might result in compatibility issues in mixed
release networks. For details, see “Configuring Multiple VLAN Registration
Protocol (MVRP) on Switches” on page 480.

The remaining statements are explained separately. See CLI Explorer.

Default MVRP is disabled by default.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: ConfiguringAutomatic VLANAdministrationUsingMVRPonMXSeries Routers

• Example: Configuring Automatic VLAN Administration Using MVRP on EX Series

Switches on page 507

• Example: Configuring Automatic VLAN Administration Using MVRP on EX Series

Switches with ELS Support on page 494

• Configuring Multiple VLAN Registration Protocol (MVRP) to Manage Dynamic VLAN

Registration

• Understanding Multiple VLAN Registration Protocol (MVRP) for Dynamic VLAN

Registration on page 477

• Configuring Multiple VLAN Registration Protocol (MVRP) on Switches on page 480

• Verifying That MVRP IsWorking Correctly on page 523

• Understanding Multiple VLAN Registration Protocol (MVRP) for Dynamic VLAN

Registration on page 477
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native-vlan-id

Syntax native-vlan-id vlan-id;

Hierarchy Level (QFX
Series and EX4600)

For platforms without ELS:

[edit interfaces (QFX Series) interface-name unit 0 family ethernet-switching]

For platforms with ELS:

[edit interfaces (QFX Series) interface-name]

Hierarchy Level (ACX
Series, EX Series, SRX

[edit interfaces ge-fpc/pic/port],
[edit interfaces interface-name]

Series, M Series, MX
Series, and T Series)

Hierarchy Level (SRX
Series)

[edit interfacesinterface-name ]

Release Information Statement introduced in Junos OS Release 8.3.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 9.5 for SRX Series.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 12.2 for ACX Series Universal Metro Routers.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Statement introduced in Junos OS Release 13.2X51-D20 for the QFX Series.

Description Configure theVLAN identifier toassociatewithuntaggedpackets receivedon thephysical

interface of a trunk mode interface for the following:

• QFX Series and EX4600

• MSeries routers with Gigabit Ethernet IQ PICs with SFP and Gigabit Ethernet IQ2 PICs

with SFP configured for 802.1Q flexible VLAN tagging

• MX Series routers with Gigabit Ethernet DPCs and MICs, Tri-Rate Ethernet DPCs and

MICs, and 10-Gigabit Ethernet DPCs andMICs andMPCs configured for 802.1Q flexible

VLAN tagging

• T4000 routers with 100-Gigabit Ethernet Type 5 PIC with CFP

• EX Series switches with Gigabit Ethernet, 10-Gigabit Ethernet, 40-Gigabit Ethernet,

and aggregated Ethernet interfaces

The logical interface on which untagged packets are receivedmust be configured with

the same VLAN ID as the native VLAN ID configured on the physical interface, otherwise

the untagged packets are dropped. To configure the logical interface, include the vlan-id
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statement (matching the native-vlan-id statement on the physical interface) at the [edit

interfaces interface-name unit logical-unit-number] hierarchy level.

When thenative-vlan-id statement is includedwith the flexible-vlan-tagging statement,
untagged packets are accepted on the samemixed VLAN-tagged port and on the

interfaces that are configured for Q-in-Q tunneling.

When the native-vlan-id statement is combined with the interface-mode statement,
untagged packets are accepted and forwarded within the bridge domain or VLAN that

is configured with the matching VLAN ID.

To configure the logical interface, include the vlan-id statement (matching the

native-vlan-id statement on the physical interface) at the [edit interfaces interface-name

unit logical-unit-number] hierarchy level.

NOTE: Starting in Junos OS Release 17.1R1, you can send untagged traffic
without a native VLAN ID to the remote end of the network. To do this, remove
the native VLAN ID from the untagged traffic configuration by setting the
no-native-vlan-insert statement. If you do not configure this statement, the

native VLAN ID is added to the untagged traffic.

Default By default, the untagged packets are dropped. That is, if you do not configure the

native-vlan-id option, the untagged packets are dropped.

Options vlan-id—Numeric identifier of the VLAN.

Range: 1 through 4094

number—VLAN ID number.

Range: (ACXSeries routers,SRXSeriesdevicesandEXSeries switches)0 through4094.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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Related
Documentation

• Configuring Gigabit Ethernet Interfaces (CLI Procedure)

• Configuring Gigabit Ethernet Interfaces (J-Web Procedure)

• Understanding Bridging and VLANs on Switches on page 132

• Enabling VLAN Tagging

• Configuring Access Mode on a Logical Interface

• Configuring the Native VLAN Identifier on SwitchesWith ELS Support on page 228

• Understanding Interfaces

• Understanding Q-in-Q Tunneling and VLAN Translation on page 526

• no-native-vlan-insert

• Sending Untagged Traffic Without VLAN ID to Remote End

• show ethernet-switching interfaces on page 935

• show vlans on page 1044

• flexible-vlan-tagging on page 706

• Junos OS Network Interfaces Configuration Guide

next-hop (Static MAC-Based VLANs)

Syntax next-hop interface-name;

Hierarchy Level [edit ethernet-switching-options static vlan vlan-name mac mac-address]

Release Information Statement introduced in Junos OS Release 11.1 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Specify the next hop for the indicated Ethernet node.

Options interface-name—Name of the next-hop interface.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Adding a Static MAC Address Entry to the Ethernet Switching Table on page 87

785Copyright © 2019, Juniper Networks, Inc.

Chapter 29: Configuration Statements

https://www.juniper.net/documentation/software/junos/index.html


no-attribute-length-in-pdu

Syntax no-attribute-length-in-pdu;

Hierarchy Level [edit protocols mvrp]

Release Information Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Statement introduced in Junos OS Release 15.1X49-D70 for SRX Series devices.

Description Includeanextrabyte inprotocol dataunits (PDUs) sentby theMultipleVLANRegistration

Protocol (MVRP).Youcandisable theextrabyte toaddressacompatibility issuebetween

MVRP in Junos OS Releases 13.2 and later for EX Series switches with support for the

Enhanced Layer 2 Software (ELS), which includes the extra byte, andMVRP in Junos OS

Releases 11.3 and later for EX Series switches that do not support ELS, which does not

include the extra byte. If this compatibility issue arises, the ELS version of MVRP does

not recognize PDUs without the extra byte sent by the non-ELS version of MVRP.

You can recognize an MVRP version compatibility issue by observing the switch running

the ELS version of MVRP. Because a switch running the ELS version of MVRP cannot

interpret an unmodified PDU from a switch running the non-ELS version of MVRP, the

switch will not add VLANs from the non-ELS version of MVRP. When you execute the

command showmvrp statistics in the ELS version of MVRP, the values for Received Join

Empty and Received Join Inwill incorrectly display zero, even though the value for the

ReceivedMVRP PDUswithout error has been increased. Another indication that MVRP is

having a version compatibility issue is that unexpected VLAN activity, such as multiple

VLAN creation, takes place on the switch running the ELS version of MVRP.

Required Privilege
Level

routing—To view this statement in the configuration.

routing control—To add this statement to the configuration.

Related
Documentation

• Configuring Multiple VLAN Registration Protocol (MVRP) on Switches on page 480

• Understanding Multiple VLAN Registration Protocol (MVRP) on page 472

• Understanding Multiple VLAN Registration Protocol (MVRP) for Dynamic VLAN

Registration on page 477
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no-dynamic-vlan

Syntax no-dynamic-vlan;

Hierarchy Level [edit protocols mvrp]

[edit routing-instances routing-instance-name protocols mvrp] (for virtual switch instance
type)

Release Information Statement introduced in Junos OS Release 10.0 for EX Series switches.

Statement introduced in Junos OS Release 15.1X49-D70 for SRX Series devices.

Description Disable thedynamiccreationofVLANsusingMultipleVLANRegistrationProtocol (MVRP)

for interfaces participating in MVRP.

Dynamic VLAN configuration can be enabled on an interface independent of MVRP. The

MVRP dynamic VLAN configuration setting does not override the interface configuration

dynamicVLANconfiguration setting. If dynamicVLANcreation isdisabledon the interface

in the interface configuration, no dynamic VLANs are created on the interface, including

dynamic VLANs created using MVRP.

This option can be applied globally; it cannot be applied per interface.

Default IfMVRP is enabled, thedynamiccreationofVLANsasa result ofMVRPprotocol exchange

messages is enabled.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Multiple VLAN Registration Protocol (MVRP) on Switches on page 480

• Understanding Multiple VLAN Registration Protocol (MVRP) for Dynamic VLAN

Registration on page 477
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no-gratuitous-arp-request

Syntax no-gratuitous-arp-request;

Hierarchy Level [edit interfaces interface-name]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description Configure theswitchnot to respond togratuitousARPrequests.Youcandisable responses

to gratuitous ARP requests on Layer 2 Ethernet switching interfaces, and integrated

routing and bridging (IRB) interfaces or routed VLAN interfaces (RVIs). (On EX Series

switches that use Junos OSwith support for the Enhanced Layer 2 Software (ELS)

configuration style, the feature is known as an IRB interface. On EX Series switches that

use Junos OS that does not support ELS, the feature is known as an RVI.)

Default Gratuitous ARP responses are enabled on all Ethernet switching interfaces, and IRB

interfaces or RVIs.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Proxy ARP on an EX Series Switch

• Configuring Proxy ARP on Switches on page 574

• Configuring Proxy ARP on Devices with ELS Support on page 573
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no-local-switching

Syntax no-local-switching

Hierarchy Level [edit vlans vlan-name]

Release Information Statement introduced in Junos OS Release 9.3 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify that access ports in this VLANdomain do not forward packets to each other. You

use this statement with primary VLANs and isolated secondary VLANs.

Required Privilege
Level

system—To view this statement in the configuration.

system–control—To add this statement to the configuration.

routing—To view this statement in the configuration.

routing–control—To add this statement to the configuration.

Related
Documentation

• Creating a Private VLAN on a Single QFX Switch on page 297

• Creating a Private VLAN Spanning Multiple QFX Series Switches on page 300
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no-mac-learning

Syntax no-mac-learning;

QFX Series and
EX4600

For QFX Series and EX4600 platforms without ELS:

[edit ethernet-switching-options interfaces interface-name]

For QFX Series and EX4600 platforms with ELS:

[edit vlans vlan-name switch-options]

QFX Series per VLAN [edit vlans vlan-name]

[edit vlans vlan-name switch-options]

EX Series Q-in-Q
Interfaces

[edit ethernet-switching-options interfaces interface-name]

EX Series and SRX
Series Q-inQ Vlans

[edit vlans vlan-name]

ACX Series, MX Series,
EX Series with ELS

[edit bridge-domains bridge-domain-name bridge-options],
[edit bridge-domains bridge-domain-name bridge-options interface interface-name],

support, M Series, T
Series

[edit logical-systems logical-system-name bridge-domains bridge-domain-name
bridge-options],

[edit logical-systems logical-system-name bridge-domains bridge-domain-name
bridge-options interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name bridge-options],

[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name bridge-options interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name
switch-options],

[edit logical-systems logical-system-name switch-options],
[edit bridge-domains bridge-domain-name bridge-options interface interface-name],
[edit routing-instances routing-instance-name bridge-domains bridge-domain-name

bridge-options],
[edit routing-instances routing-instance-name bridge-domains bridge-domain-name

bridge-options interface interface-name],
[edit routing-instances routing-instance-name protocols evpn],
[edit routing-instances routing-instance-name protocols evpn interface interface-name],
[edit routing-instances routing-instance-name switch-options],
[edit switch-options],
[edit switch-options],
[edit switch-options interface interface-name],
[set vlans vlan-name switch-options]
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Release Information Statement introduced in Junos OS Release 8.4.

Support for the switch-options statement added in Junos OS Release 9.2.

Support for top-level configuration for the virtual-switch type of routing instance added

in JunosOSRelease9.2. In JunosOSRelease9.1 andearlier, the routing instanceshierarchy

supported this statement only for a VPLS instance or bridge domain configured within

a virtual switch.

Statement introduced in Junos OS Release 9.5 for EX Series switches.

Support for logical systems added in Junos OS Release 9.6.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

[edit switch-options], [edit switch-options interface interface-name], [edit vlansvlan-name

switch-options], and [edit vlans vlan-name switch-options interface interface-name]

hierarchy levels introduced in Junos OS Release 12.3 R2 for EX Series switches.

Support for EVPNs added in Junos OS Release 13.2 for MX 3D Series routers.

Hierarchy levels [edit switch-options interface interface-name] and [edit vlans vlan-name

switch-options] introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Description ForQFXSeries, EXSeries switchesandSRXSeriesdevices, disablesMACaddress learning

for the specified VLAN.

For QFX Series and EX4600, disable MAC address learning for the specified interface.

Disabling MAC address learning on an interface disables learning for all the VLANs of

which that interface is a member.

ForEXSeries switches’Q-in-Q interfaces, disablesMACaddress learning for thespecified

interface. Disabling MAC address learning on an interface disables learning for all the

VLANs of which that interface is a member.

For MX Series routers and EX Series switches with ELS support, disables MAC learning

for a virtual switch, for a bridge domain or VLAN, for a specific logical interface in a bridge

domain or VLAN, or for a set of bridge domains or VLANs associatedwith a Layer 2 trunk

port. On platforms that support EVPNs, you can disable MAC learning on an EVPN.

NOTE: When MAC learning is disabled for a VPLS routing instance, traffic is
not load-balanced and only one of the equal-cost next hops is used.

Default MAC learning is enabled.

Required Privilege
Level

system—To view this statement in the configuration.

system–control—To add this statement to the configuration.

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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Related
Documentation

• Configuring EVPN Routing Instances

• Configuring EVPN Routing Instances on EX9200 Switches

• Understanding Layer 2 Learning and Forwarding for Bridge Domains

• Layer 2 Learning and Forwarding for VLANs Overview on page 57

• Understanding Layer 2 Learning and Forwarding for Bridge Domains Functioning as

Switches with Layer 2 Trunk Ports

• Understanding Bridging and VLANs on Switches on page 132

• Understanding Q-in-Q Tunneling and VLAN Translation on page 526

• Understanding Q-in-Q Tunneling and VLAN Translation on page 526

• Configuring Q-in-Q Tunneling on EX Series Switches on page 537

node-id

Syntax node-id mac-address;

Hierarchy Level [edit protocols protection-group ethernet-ring ring-name]

Release Information Statement introduced in Junos OS Release 9.4.

Description For EX Series switches and QFX Series switches, node-id is not configurable.

For MX Series routers, optionally specify the MAC address of a node in the protection

group. If this statement is not included, the router assigns the node’s MAC address.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Ethernet Ring Protection Switching Overview

• Example: Configuring Ethernet Ring Protection Switching on EX Series Switches

• Example: Configuring Ethernet Ring Protection Switching on QFX Series and EX Series

Switches Supporting ELS
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notification-interval

Syntax notification-interval seconds;

Hierarchy Level [edit ethernet-switching-options mac-notification]
[edit switch-options mac-notification]

Release Information Statement introduced in Junos OS Release 9.6 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Hierarchy level [edit switch-options]added in JunosOSRelease 14.1X53-D10 forEXSeries

and QFX Series.

Description Configure the MAC notification interval for a switch.

The MAC notification interval is the amount of time the switch waits before sending

learned or unlearned MAC address SNMP notifications to the network management

server. For instance, if the MAC notification interval is set to 10, all of the MAC address

additionand removalSNMPnotificationswill besent to thenetworkmanagementsystem

every 10 seconds.

Options seconds—The MAC notification interval, in seconds.

Range: 1 through 60

Default: 30

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Non-ELS MAC Notification on page 99

• Configuring MAC Notification on Switches with ELS Support on page 98
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num-65-127-prefix

Syntax num-65-127-prefix number;

Hierarchy Level [edit chassis (QFX Series) forwarding-options profile-name]

Release Information Statement introduced in Junos OS Release 13.2 for QFX Series switches.

Support for QFX5200 Series switches introduced in Junos OS Release 15.1X53-D30.

Description For the Unified Forwarding Table (UFT) feature, specify howmuch forwarding table

memory to allocate for IPv6 entries with prefix lengths in the range of /65 through /127.

The ability to allocate flexibly the memory for IPv6 entries with prefixes in this range

extends the use of this memory space to accommodate the appropriate mix of

longest-prefix match (LPM) entries that best suits your network. The LPM table stores

IPv4unicastprefixes, IPv6prefixeswith lengthsequal toor less than64,and IPv6prefixes

with lengths from65 through 127.With this option, you can increase, decrease, or allocate

nomemory for IPv6prefixeswith lengths from65through 127, dependingonwhichversion

of Junos OS you are using.

NOTE: This statement is supported only for the following forwarding table
memory profiles: l2-profile-one, l2-profile-three, l2-profile-two, and l3-profile.

Do not use this statement with the custom-profile or the lpm-profile

statements.

NOTE: The values you can configure are different depending on the version
of Junos OS you are using.

Options number—Specify a numerical value.

Range: (JunosOSRelease 13.2x51-D10only) 1 through 128.Each increment represents
16 IPv6 prefixes with lengths in the range of /65 through /127, for a total maximum

of 2,058 prefixes (16 x 128 = 2,048).

Default: 1 (16 IPv6 prefixes with lengths in the range of /65 through /127).

Range: (Junos OS Release 13.2X51-D15 or later) 0 through 4. Each increment
allocates memory for 1,000 IPv6 prefixes with lengths in the range of /65 through

/127, for a maximum of 4,000 such IPv6 prefixes.

Default: 1 (1,000 IPv6 prefixes with lengths in the range of /65 through /127).

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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Related
Documentation

• Configuring the Unified Forwarding Table on Switches on page 71

output-vlan-map

Syntax output-vlan-map {
(pop | pop-pop | pop-swap | push | push-push | swap | swap-push | swap-swap);
inner-tag-protocol-id tpid;
inner-vlan-id number;
tag-protocol-id tpid;
vlan-id number;

}

Hierarchy Level [edit interfaces interface-name unit logical-unit-number],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number]

Release Information Statement introduced before Junos OS Release 7.4.

pop-pop, pop-swap, push-push, swap-push, and swap-swap statements added in Junos

OS Release 8.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description For EX Series switches, defines the rewrite operation to be applied to outgoing frames.

ForMXSeries routers andNFXSeries devices’ Gigabit Ethernet IQ and 10-Port 10-Gigabit

Ethernet SFPP interfaces only, defines the rewrite operation to be applied to outgoing

frames on this logical interface.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Stacking and Rewriting Gigabit Ethernet VLAN Tags

• input-vlan-map on page 725
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packet-action

Syntax packet-action action;

Hierarchy Level [edit bridge-domains bridge-domain-name bridge-options interface interface-name
interface-mac-limit limit],

[edit bridge-domains bridge-domain-name bridge-options interface-mac-limit limit],
[edit logical-systems logical-system-name bridge-domains bridge-domain-name

bridge-options interface interface-name interface-mac-limit limit],
[edit logical-systems logical-system-name bridge-domains bridge-domain-name

bridge-options interface-mac-limit limit],
[edit logical-systems logical-system-name routing-instances routing-instance-name

bridge-domains bridge-domain-name bridge-options interface interface-name
interface-mac-limit limit],

[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name bridge-options interface-mac-limit limit],

[edit logical-systems logical-system-name routing-instances routing-instance-name
switch-options interface interface-name interface-mac-limit limit],

[edit logical-systems logical-system-name routing-instances routing-instance-name
switch-options interface-mac-limit limit],

[edit logical-systems logical-system-name switch-options interface-mac-limit limit],
[edit protocols l2-learning global-mac-limit limit],
[edit routing-instances routing-instance-name bridge-domains bridge-domain-name

bridge-options interface interface-name interface-mac-limit limit],
[edit routing-instances routing-instance-name bridge-domains bridge-domain-name

bridge-options interface-mac-limit limit],
[edit routing-instances routing-instance-name protocols evpn interface-mac-limit (VPLS)],
[edit routing-instances routing-instance-name protocols evpn interface interface-name

interface-mac-limit (VPLS)],
[edit routing-instances routing-instance-name protocols evpn mac-table-size limit],
[edit routing-instances routing-instance-name switch-options interface interface-name
interface-mac-limit limit],

[edit routing-instances routing-instance-name switch-options interface-mac-limit limit],
[edit switch-options interface-mac-limit limit],
[edit switch-options interface interface-name interface-mac-limit limit],
[edit switch-options interface-mac-limit limit],
[edit switch-options interface interface-name interface-mac-limit limit],
[edit switch-options interface-mac-limit limit],
[edit switch-options mac-table-size limit],
[edit switch-options interface interface-name interface-mac-limit limit],
[edit vlans vlan-name switch-options interface interface-name interface-mac-limit limit],
[edit vlans vlan-name switch-options interface-mac-limit limit],
[edit vlans vlan-name switch-options mac-table-size limit]
[edit vlans vlan-name switch-options interface-mac-limit limit],
[edit vlans vlan-name switch-options interface interface-name interface-mac-limit limit],
[edit vlans vlan-name switch-options mac-table-size limit]

Release Information Statement introduced in Junos OS Release 8.4.

Support for the switch-options statement added in Junos OS Release 9.2.

Support for top-level configuration for the virtual-switch type of routing instance added

in JunosOSRelease9.2. In JunosOSRelease9.1 andearlier, the routing instanceshierarchy
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supported this statement only for a VPLS instance or a bridge domain configured within

a virtual switch.

Support for logical systems added in Junos OS Release 9.6.

[edit switch-options interface interface-name interface-mac-limit limit], [edit

switch-options interface-mac-limit limit], [edit switch-options mac-table-size limit],

[edit vlans vlan-name switch-options interface interface-name interface-mac-limit limit],

[edit vlansvlan-nameswitch-options interface-mac-limit limit], and[edit vlansvlan-name

switch-options mac-table-size limit] hierarchy levels introduced in Junos OS Release

12.3R2 for EX Series switches.

Support for EVPNs introduced in JunosOSRelease 13.2onMXSeries5GUniversalRouting

Platforms.

Support at the [edit switch-options interface interface-name interface-mac-limit limit]

hierarchy level and hierarchy levels under [edit vlans vlan-name] introduced in Junos OS

Release 13.2X50-D10 forEXSeries switchesand JunosOSRelease 13.2 for theQFXSeries.

Description Specify the action taken when packets with new source MAC addresses are received

after the MAC address limit is reached. If this statement is not configured, packets with

new source MAC addresses are forwarded by default.

NOTE: Thepacket-action statement is not supported on the QFX10002-60C

switch.

Default NOTE: On a QFX Series Virtual Chassis, if you include the shutdown option

at the [edit vlans vlan-name switch-options interface interface-name

interface-mac-limit packet-action] hierarchy level and issue the commit

operation, the system generates a commit error. The system does not
generate an error if you include the shutdownoption at the [edit switch-options

interface interface-name interface-mac-limit packet-action] hierarchy level.

Disabled. The default is for packets for new sourceMAC addresses to be forwarded after

the MAC address limit is reached.
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Options drop—Drop packets with new source MAC addresses, and do not learn the new source

MAC addresses.

NOTE: On QFX10000 switches, if you include the drop option, you cannot
configure unicast reverse-path forwarding (URFP) on integrated routing
and bridging (IRB) and MAC limiting on the same interface. If you have
an MC-LAG configuration, you cannot configure MAC limiting on the
interchassis link (ICL) interface.

drop-and-log—(EX Series switches and QFX Series only) Drop packets with new source

MAC addresses, and generate an alarm, an SNMP trap, or a system log entry.

log—(EX Series switches and QFX Series only) Hold packets with new source MAC

addresses, and generate an alarm, an SNMP trap, or a system log entry.

none—(EX Series switches andQFX Series only) Forward packets with new sourceMAC

addresses, and learn the new source MAC address.

shutdown—(EX Series switches and QFX Series only) Disable the specified interface,
and generate an alarm, an SNMP trap, or a system log entry.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring EVPN Routing Instances

• Configuring EVPN Routing Instances on EX9200 Switches

• Configuring MAC Limiting (ELS) on page 84

• Configuring Persistent MAC Learning (ELS)

• Understanding Layer 2 Learning and Forwarding for Bridge Domains

• Layer 2 Learning and Forwarding for VLANs Overview on page 57

• Understanding Layer 2 Learning and Forwarding for Bridge Domains Functioning as

Switches with Layer 2 Trunk Ports

• Layer 2 Learning and Forwarding for VLANs Overview on page 57

• Layer 2 Learning and Forwarding for VLANs Acting as a Switch for a Layer 2 Trunk Port

on page 59
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passive (MVRP)

Syntax passive;

Hierarchy Level [edit protocols mvrp],
[edit protocols mvrp interface(all | interface-name)]

Release Information Statement introduced in Junos OS Release 13.1 for the QFX Series.

Description Configure an MVRP interface to not announce its membership in a VLAN or send any

VLAN declarations (updates) unless it receives registration for that VLAN from a peer

(server).

Default Passive mode is disabled by default.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Automatic VLAN Administration on QFX Switches Using MVRP

on page 489
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peer-selection-service

Syntax peer-selection-service {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}

Hierarchy Level [edit system processes]

Release Information Statement introduced in Junos OS Release 8.5.

Description Enable the peer selection service process.

Options • command binary-file-path—Path to the binary process.

• disable—Disable the peer selection service process.

• failover—Configure the device to reboot if the software process fails four times within

30 seconds, and specify the software to use during the reboot.

• alternate-media—Configure the device to switch to backupmedia that contains a

version of the system if a software process fails repeatedly.

• other-routing-engine—Instruct the secondary Routing Engine to take mastership if

a softwareprocess fails. If this statement is configured for aprocess, and thatprocess

fails four times within 30 seconds, then the device reboots from the secondary

Routing Engine.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Interfaces Feature Guide for Security Devices
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pgcp-service

Syntax pgcp-service {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}

Hierarchy Level [edit system processes]

Release Information Statement introduced in Junos OS Release 8.5.

Description Specify the Packet Gateway Control Protocol (PGCP) that is required for the border

gateway function (BGF) feature.

Options • command binary-file-path—Path to the binary process.

• disable—Disable the Packet Gateway Control Protocol (PGCP) process.

• failover—Configure the device to reboot if the software process fails four times within

30 seconds, and specify the software to use during the reboot.

• alternate-media—Configure the device to switch to backupmedia that contains a

version of the system if a software process fails repeatedly.

• other-routing-engine—Instruct the secondary Routing Engine to take mastership if

a softwareprocess fails. If this statement is configured for aprocess, and thatprocess

fails four times within 30 seconds, the device reboots from the secondary Routing

Engine.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• restart (Reset)
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point-to-point (MVRP)

Syntax point-to-point;

Hierarchy Level [edit logical-systems logical-system-name protocols mvrp interface (all | interface-name)],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
mvrp interface (all | interface-name)] (for virtual switch instance type),

[edit protocols mvrp interface (all | interface-name)],

[edit routing-instances routing-instance-nameprotocolsmvrp interface (all | interface-name)]
(for virtual switch instance type)

Release Information Statement introduced in Junos OS Release 10.1 for MX Series routers.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Statement introduced in Junos OS Release 15.1X49-D70 for SRX Series devices.

Description (Optional) For Multiple VLAN Registration Protocol (MVRP) configurations, configure

an interface tobe recognizedasapoint-to-point connection. If specified, apoint-to-point

subset of theMRP statemachine is used to provide a simpler andmore efficientmethod

toaccelerateconvergenceon thenetwork.Point-to-pointmustbeenabledafterenabling

MVRP for the interface to be recognized as a point-to-point connection.

Default MVRP is disabled by default.

point-to-point is disabled by default.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

Example: ConfiguringAutomatic VLANAdministrationUsingMVRPonMXSeries Routers•

• Configuring Multiple VLAN Registration Protocol (MVRP) to Manage Dynamic VLAN

Registration

• Verifying That MVRP IsWorking Correctly on page 523

• Understanding Multiple VLAN Registration Protocol (MVRP) for Dynamic VLAN

Registration on page 477

• Understanding Multiple VLAN Registration Protocol (MVRP) for Dynamic VLAN

Registration on page 477

• Understanding Multiple VLAN Registration Protocol (MVRP) on page 472

• join-timer on page 748

• leaveall-timer on page 760
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• leave-timer on page 758

• registration on page 829

pop

Syntax pop;

Hierarchy Level [edit interfaces interface-name unit logical-unit-number input-vlan-map],
[edit interfaces interface-name unit logical-unit-number output-vlan-map],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number

input-vlan-map],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number

output-vlan-map]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Statement introduced in Junos OS Release 13.2X51-D20 for the QFX Series.

Description NOTE: On EX4300 switches, pop is not supported at the [edit interfaces

interface-name unit logical-unit-number input-vlan-map] hierarchy level.

ForGigabit Ethernet IQ, 10-Gigabit Ethernet IQ2, and IQ2-E interfaces; 10-Gigabit Ethernet

LAN/WAN PIC; aggregated Ethernet interfaces using Gigabit Ethernet IQ interfaces;

100-Gigabit Ethernet Type 5 PIC with CFP; and Gigabit Ethernet, 10-Gigabit Ethernet,

40-Gigabit Ethernet, and aggregated Ethernet interfaces, specify the VLAN rewrite

operation to remove a VLAN tag from the top of the VLAN tag stack. The outer VLAN tag

of the frame is removed.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Removing a VLAN Tag

• Configuring Q-in-Q Tunneling on EX Series Switches with ELS Support on page 536
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pop-pop

Syntax pop-pop;

Hierarchy Level [edit interfaces interface-name unit logical-unit-number input-vlan-map],
[edit interfaces interface-name unit logical-unit-number output-vlan-map],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
input-vlan-map],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
output-vlan-map]

Release Information Statement introduced in Junos OS Release 8.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description For Gigabit Ethernet IQ, IQ2 and IQ2-E interfaces, 10-Gigabit Ethernet LAN/WANPIC, for

aggregatedEthernet interfacesusingGigabitEthernet IQ2and IQ2-Eor 10-GigabitEthernet

PICs on MX Series routers, and 100-Gigabit Ethernet Type 5 PIC with CFP, and for

10-Gigabit Ethernet SFP interfaces on EX Series switches, specify the VLAN rewrite

operation to remove both the outer and inner VLAN tags of the frame.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Removing the Outer and Inner VLAN Tags
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pop-swap

Syntax pop-swap;

Hierarchy Level [edit interfaces interface-name unit logical-unit-number input-vlan-map],
[edit interfaces interface-name unit logical-unit-number output-vlan-map],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
input-vlan-map],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
output-vlan-map]

Release Information Statement introduced in Junos OS Release 8.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Specify the VLAN rewrite operation to remove the outer VLAN tag of the frame, and

replace the inner VLAN tag of the framewith a user-specified VLAN tag value. The inner

tag becomes the outer tag in the final frame.

You can use this statement on Gigabit Ethernet IQ, IQ2, IQ2-E interfaces, 10-Gigabit

Ethernet LAN/WAN PIC, on aggregated Ethernet interfaces using Gigabit Ethernet IQ2

and IQ2-E or 10-Gigabit Ethernet PICs on MX Series routers, and 100-Gigabit Ethernet

Type 5 PIC with CFP.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Removing the Outer VLAN Tag and Rewriting the Inner VLAN Tag
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port-mode

Syntax port-mode (access | tagged-access | trunk);

Hierarchy Level [edit interfaces (QFX Series) interface-name unit logical-unit-number family
ethernet-switching]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description NOTE: This statement does not support the Enhanced Layer 2 Software
(ELS) configuration style. If your switch runs software that supports ELS, see
interface-mode. For ELS details, see “Using the Enhanced Layer 2 Software
CLI” on page 36.

Configure whether an interface on the switch operates in access, tagged access, or trunk

mode.

Default All switch interfaces are in access mode.

Options access—Have the interface operate in access mode. In this mode, the interface can be

in a single VLAN only. Access interfaces typically connect to network devices, such

as PCs, printers, IP telephones, and IP cameras.

tagged-access—Have the interface operate in tagged-access mode. In this mode, the

interface can be in multiple VLANs. Tagged access interfaces typically connect to

network devices, such as PCs, printers, IP telephones, and IP cameras.

trunk—Have the interface operate in trunk mode. In this mode, the interface can be in

multiple VLANs and canmultiplex traffic between different VLANs. Trunk interfaces

typically connect to other switches and to routers on the LAN.

NOTE: The number of VLANs supported per switch varies for each model.
Use the configuration-mode command set vlans id vlan-id ? to determine the

maximum number of VLANs allowed on a switch. You cannot exceed this
VLAN limit because each VLAN is assigned an ID number when it is created.
You can, however, exceed the recommended VLAN member maximum. To
determine the maximum number of VLAN members allowed on a switch,
multiply the VLAN maximum for the switch times 8 (vmember limit = vlan
max * 8).
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If a switch configuration exceeds the recommended VLAN member maximum,
you see a warning message when you commit the configuration. If you ignore
the warning and commit such a configuration, the configuration succeeds
but you run the risk of crashing the Ethernet switching process (eswd) due

to memory allocation failure.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Connecting an EX Series Access Switch to a Distribution Switch

• Configuring Gigabit Ethernet Interfaces (CLI Procedure)

• Configuring VLANs for EX Series Switches on page 144

• Junos OS Ethernet Interfaces Configuration Guide
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preempt-cutover-timer

Syntax preempt-cutover-timer seconds;

Hierarchy Level • For platforms with ELS:

[edit switch-options redundant-trunk-group group name]
[edit interfaces name aggregated-ether-options lacp link-protection rtg-config]
[edit interfaces name aggregated-ether-options link-protection rtg-config]

• For platforms without ELS:

[edit ethernet-switching-optionsredundant-trunk-group group name]

Release Information Statement introduced in Junos OS Release 11.1 for EX Series switches.

Hierarchy level [edit switch-options] introduced in JunosOSRelease 13.2X50-D10 (ELS).

(See “Using the Enhanced Layer 2 Software CLI” on page 36 for information about ELS.)

Statement introduced in Junos OS Release 13.2X50-D15 for the QFX Series.

Description Change the lengthof time that a re-enabledprimary linkwaits to takeover fromanactive

secondary link in a redundant trunk group (RTG).

Default If you do not change the time with the preempt-cutover-timer statement, a re-enabled

primary link takes over from the active secondary link after 1 second.

Options seconds—Number of seconds that the primary link waits to take over from the active

secondary link.

Range: 1 through 600 seconds

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Example:ConfiguringRedundantTrunkLinks for FasterRecoveryonEXSeriesSwitches

on page 564

• Example: Configuring Redundant Trunk Links for Faster Recovery on Devices with ELS

Support on page 559

• Q-in-Q Support on Redundant Trunk Links Using LAGs with Link Protection
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prefix-65-127-disable

Syntax prefix-65-127-disable;

Hierarchy Level [edit chassis (QFX Series) forwarding-options lpm-profile]

Release Information Statement introduced in Junos OS Release 13.2X51-D15 for QFX Series switches.

Support introduced in Junos OS Release 15.1X53-D30 for QFX5200 Series switches.

Support introduced in JunosOSRelease 18.1R1 forQFX5200-48CandQFX5210switches.

Description For the Unified Forwarding Table (UFT) feature, specify not to allocate any memory for

IPv6 prefixes with lengths in the range /65 through /127 for longest-prefix-match (LPM)

entries. Doing so increases thememory available for LPMentries for IPv4 unicast prefixes

and IPv6 prefixes with lengths equal to or less than 64. Themaximum default value for

LPM entries is 16,000 IPv6 prefixes of all lengths.

In an environmentwhere the switch is being used in the core of the network, for example,

it might not need to store IPv6 prefixes with lengths in the range /65 through /127. IPv6

prefixes of this type are not typically used in the core.

NOTE: When using this statement, IPv6 prefixes within the range /65 through
/127 will still appear in the routing table, but will not be installed in the
forwarding table; therefore, matching traffic will be dropped. Note further
that if a default route is configured, traffic will be forwarded, though it will
be sent through the RE and rate-limited.

NOTE: On QFX5100 switches, when you configure this statement, the
maximum number of LPM IPv6 entries with prefix lengths equal to or less
than 64 increases to 128,000. On the QFX5200 switch, when you configure
this statement, the maximum number of IPv6 entries with prefix lengths
equal to or less 64 that are allocated in the LPM table increases to 98,0000.

NOTE: This statement is supported only with the lpm-profile. No other profile

is supported.

The effects of this statement can be seen on a QFX5100 as follows:

[edit]
user@host# set chassis forwarding-options lpm-profile prefix-65-127-disable

809Copyright © 2019, Juniper Networks, Inc.

Chapter 29: Configuration Statements



[edit]
user@host# commit

configuration check succeeds
commit complete

[edit]
user@host# run show chassis forwarding-options

fpc0:
--------------------------------------------------------------------------
Current UFT Configuration:                                   
lpm-profile. (MAC: 32K L3-host: 16K LPM: 128K)
prefix-65-127 = disable

[edit]
user@host# run show pfe route summary hw

Slot 0
================ fpc0 ================

Unit: 0
Profile active: lpm-profile
Type            Max       Used      Free      % free
----------------------------------------------------
IPv4 Host       16384     20        16354     99.82
IPv4 LPM        131072    5         131065    99.99
IPv4 Mcast      8192      0         8177      99.82

IPv6 Host       8192      5         8177      99.82
IPv6 LPM(< 64)  131072    2         131065    99.99
IPv6 LPM(> 64) 0 0 0 0.00
IPv6 Mcast      4096      0         4089      99.83

Options None—This statement has no options.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Unified Forwarding Table on Switches on page 71

• Understanding the Unified Forwarding Table
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primary-vlan

Syntax primary-vlan vlan-name;

Hierarchy Level [edit vlans vlan-name]

Release Information Statement introduced in Junos OS Release 9.3 for EX Series switches.

Statement updated with enhanced ? (CLI completion feature) functionality in Junos OS

Release 9.5 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description For a private VLAN (PVLAN), configure the primary VLAN. The primary VLAN is always

tagged.

• If the PVLAN is configured on a single switch, do not assign a tag to the community

VLANs.

• If the PVLAN is configured to spanmultiple switches, youmust assign tags to the

community VLANs also.

For a community VLAN, configure the primary VLAN. The primary VLANmust be tagged,

and the community VLANmust be untagged.

If you want to create a community VLAN, youmust configure the primary VLAN to be

private using the pvlan statement.

TIP: To display a list of all configured VLANs on the system, including VLANs
that are configured but not committed, type ? after vlan or vlans in your

configuration mode command line. Note that only one VLAN is displayed for
a VLAN range.

Required Privilege
Level

system—To view this statement in the configuration.

system–control—To add this statement to the configuration.

routing—To view this statement in the configuration.

routing–control—To add this statement to the configuration.

Related
Documentation

Creating a Private VLAN on a Single QFX Switch on page 297•

• Creating a Private VLAN on a Single EX Series Switch (CLI Procedure) on page 298

• Example: Configuring a Private VLAN on a Single EX Series Switch on page 313

• Creating a Private VLAN Spanning Multiple QFX Series Switches on page 300

• Creating a Private VLAN Spanning Multiple EX Series Switches (CLI Procedure)

• Example:ConfiguringaPrivateVLANSpanningMultipleEXSeriesSwitchesonpage351
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• Creating a Private VLAN Spanning Multiple EX Series Switches (CLI Procedure)

private-vlan

Syntax private-vlan (isolated | community) vlan-id number;

Hierarchy Level [edit vlans vlan-name]

Release Information Statement introduced in Junos OS Release 14.1X53-D10 for EX Series switches.

Statement introduced in Junos OS Release 14.1X53-D15 for QFX Series switches.

Description Configure a secondary VLAN ( either an isolated VLAN or a community VLAN) within a

private VLAN (PVLAN) and specify a VLAN ID for that secondary VLAN. This statement

essentially convertsaVLAN intoaPVLAN,bycarvingoutdiscrete subdomains (secondary

VLANs)within theprimaryVLAN.Youmust specify aVLAN ID for eachsecondaryPVLAN.

NOTE: After you have configured the secondary VLAN, you must also
configure its association with a specific primary VLAN. See isolated-vlanand
community-vlan for additional information.

Options • isolated—The VLAN specified by vlan-name is defined as an isolated VLAN and a

VLAN-ID is assigned to it. An isolated VLAN receives packets only from the primary

VLANand forwards framesupstreamto theprimaryVLAN.TheVLANname isoptional.

The VLAN ID is required.

• community—The VLAN specified by vlan-name is defined as community VLAN and a

VLAN-ID isassigned to it.AcommunityVLANused to transport framesamongmembers

of a community, which is a subset of users within the VLAN, and to forward frames

upstream to the primary VLAN. The VLAN name is optional. The VLAN ID is required.

Required Privilege
Level

system—To view this statement in the configuration.

system–control—To add this statement to the configuration.

Related
Documentation

• Creating a Private VLAN on a Single Switch with ELS Support (CLI Procedure) on

page 295

• Creating a Private VLAN Spanning Multiple EX Series Switches (CLI Procedure) on

page 302
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profile (Access)

Syntax profile profile-name {
accounting {

accounting-stop-on-access-deny;
accounting-stop-on-failure;
coa-immediate-update;
duplication;
immediate-update;
order [accounting-method];
statistics (time | volume-time);
update-interval minutes;

}
accounting-order [accounting-method];
address-assignment pool pool-name;
authentication-order [ldap | none | password | securid];
authorization-order [jsrc];
client client-name {

chap-secret chap-secret;
client-group [ group-names ];
firewall-user {

password password;
}
no-rfc2486;
pap-password pap-password;
x-auth ip-address;

}
client-name-filter {

count number;
domain-name domain-name;
separator special-character;

}
ldap-options {

assemble {
common-name common-name;

}
base-distinguished-name base-distinguished-name;
revert-interval seconds;
search {

admin-search {
distinguished-name distinguished-name;
password password;

}
search-filter search-filter-name;

}
}
ldap-server server-address {

port port-number;
retry attempts;
routing-instance routing-instance-name;
source-address source-address;
timeout seconds;

}
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provisioning-order (gx-plus | jsrc);
service {

accounting-order {
activation-protocol;
radius;

}
}
session-options {

client-group [group-name];
client-idle-timeout minutes;
client-session-timeout minutes;

}
}

Hierarchy Level [edit access]

Release Information Statement introduced in Junos OS Release 10.4.

Description Create a profile containing a set of attributes that define device management access.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Understanding Interfaces

• Understanding User Authentication for Security Devices

• Ethernet Switching and Layer 2 Transparent Mode Overview

promiscuous

Syntax promiscuous;

Hierarchy Level [edit vlans vlan-name interface interface-name]

Release Information Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure an access or trunk port to be promiscuous.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Creating a Private VLAN on a Single QFX Switch on page 297

• Creating a Private VLAN Spanning Multiple QFX Series Switches on page 300
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protection-group

Syntax protection-group {
ethernet-ring ring-name {

data-channel {
vlan number

}
east-interface {
control-channel channel-name {

vlan number;
interface name interface-name

}
}
guard-interval number;
node-idmac-address;
restore-interval number;
ring-protection-link-owner;
non-revertive;
wait-to-block-interval number;
major-ring-name name;
propagate-tc;
compatibility-version (1|2);
ring-id number;
non-vc-mode;
dot1p-priority number;
west-interface {
control-channel channel-name {

vlan number;
interface name interface-name

}
virtual-control-channel {

west-interface name;
east-interface name;

}
}

}
control-vlan (vlan-id | vlan-name);

east-interface {
node-idmac-address;
control-channel channel-name {

vlan number;
interface name interface-name

}
interface-none
ring-protection-link-end;

}
}
control-channel channel-name {

vlan number;
interface name interface-name

}
}
data-channel {
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vlan number
}
guard-interval number;
node-idmac-address;
restore-interval number;
ring-protection-link-owner;
west-interface {
node-idmac-address;
control-channel channel-name {

vlan number;
interface name interface-name

}
interface-none
ring-protection-link-end;

}
control-channel channel-name {

vlan number;
interface name interface-name

}
}

}
guard-interval number;
restore-interval number;
traceoptions {

file filename<no-stamp> <world-readable | no-world-readable> <replace> <size size>;
flag flag;

}
}

Hierarchy Level [edit protocols]

Release Information Statement introduced in Junos OS Release 9.4.

Statement introduced in Junos OS Release 12.1 for EX Series switches.

Description Configure Ethernet ring protection switching.

The statements are explained separately. All statements apply to MX Series routers. EX

Series switches do not assign node-id and use control-vlan instead of control-channel.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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Related
Documentation

• Ethernet Ring Protection Switching Overview

• Ethernet Ring Protection Using Ring Instances for Load Balancing

• Example: Configuring Load BalancingWithin Ethernet Ring Protection for MX Series

Routers

• Configuring Ethernet Ring Protection Switching on Switches (CLI Procedure)

• Example: Configuring Ethernet Ring Protection Switching on EX Series Switches

• Example: Configuring Ethernet Ring Protection Switching on QFX Series and EX Series

Switches Supporting ELS
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protocol

List of Syntax Syntax (MX Series Routers) on page 818

Syntax (ACX Series Routers) on page 818

Syntax (EX2300, EX3400, EX4300 and EX4600 Switches) on page 818

Syntax (EX2300Multigigabit Model Switches) on page 818

Syntax (EX9200 Switches) on page 818

Syntax (MX Series
Routers)

protocol (cdp | pvstp | stp | vtp);

Syntax (ACX Series
Routers)

protocol (cdp | elmi | ieee8021x | ieee8023ah | lacp | lldp | mmrp | mvrp | stp | vtp);

Syntax (EX2300,
EX3400, EX4300 and

EX4600 Switches)

protocol (cdp | elmi | gvrp | ieee8021x | ieee8023ah | lacp | lldp | mmrp | mvrp | stp | udld |
vstp | vtp);

Syntax (EX2300
Multigigabit Model

Switches)

protocol (cdp | gvrp | ieee8023ah | lacp | lldp | mvrp | stp | vstp | vtp);

Syntax (EX9200
Switches)

protocol (cdp | elmi | gvrp | ieee8021x | ieee8023ah | lacp | lldp | mmrp | mvrp | pvstp | stp |
udld | vtp);

Hierarchy Level [edit logical-systems name protocols layer2-control mac-rewrite interface interface-name],
[edit protocols layer2-control mac-rewrite interface interface-name]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Releases 12.3X52-D10 and 13.2R1 for ACX Series

Routers.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Support for PVST/PVST+ introduced in Junos OS Release 13.3 for MX Series routers and

EX9200 switches.

Statement introduced in Junos OS Release 14.1X53-D10 for EX4300 switches

Statement introduced in JunosOSRelease 15.1X53-D55forEX2300andEX3400switches.

Support for E-LMI, IEEE 802.1X, MMRP, and UDLD introduced in Junos OS Release 17.3R1

for EX4300 switches.

Support for E-LMI, IEEE 802.1X, MMRP, and UDLD introduced in Junos OS Release 18.2R1

for EX2300 and EX3400 switches.

Support for E-LMI, GVRP, IEEE 802.1x, IEEE 802.3AH, LACP, LLDP, MMRP, MVRP, and

UDLD introduced in Junos OS Release 17.3R1 for EX9200 switches.

Statement introduced in Junos OS Release 17.4R1 for EX4600 switches.

Description Configure the protocol to be tunneled on an interface for Layer 2 protocol tunneling

(L2PT). To enable tunneling multiple protocols, includemultiple protocol statements.
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Not all protocols listed in the Options section can be tunneled on all devices. The Syntax

and Release Information sections list the available options for the protocols that can be

tunneled by different devices as of a particular Junos OS release.

When a control packet for a supported protocol is received on a service provider edge

port configured for Layer 2 protocol tunneling (L2PT), the multicast destination MAC

address is rewritten with the predefinedmulticast tunneling MAC address of

01:00:0c:cd:cd:d0. The packet is transported across the provider network transparently

to the other end of the tunnel, and the original multicast destination MAC address is

restored when the packet is transmitted.

Options cdp—Tunnel the Cisco Discovery Protocol (CDP).

elmi—Tunnel Ethernet Local Management Interface (E-LMI) packets.

gvrp—TunnelGenericAttributeRegistrationProtocol (GARP)VLANRegistrationProtocol

(GVRP) packets.

ieee8021x—Tunnel IEEE 802.1X authentication packets.

ieee8023ah—Tunnel IEEE 802.3AH Operation, Administration, and Maintenance (OAM)

link fault management (LFM) packets.

lacp—Tunnel Link Aggregation Control Protocol (LACP) packets.

lldp—Tunnel Link Layer Discovery Protocol (LLDP) packets.

mmrp—Tunnel Multiple MAC Registration Protocol (MMRP) packets.

mvrp—Tunnel Multiple VLAN Registration Protocol (MVRP) packets.

pvstp—Tunnel VLAN Spanning Tree Protocol (VSTP), Per-VLAN Spanning Tree (PVST),

and Per-VLAN Spanning Tree Plus (PVST+) Protocol packets.

stp—Tunnel packets for all versions of Spanning-Tree Protocols.

udld—Tunnel Unidirectional Link Detection (UDLD) packets.

vstp—Tunnel VLAN Spanning Tree Protocol (VSTP) packets.

vtp—Tunnel VLAN Trunking Protocol (VTP) packets.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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Related
Documentation

• Layer2 Protocol Tunneling Through a Network

• Layer 2 Protocol Tunnel Configuration Guidelines

• Configuring Layer 2 Protocol Tunneling

• Understanding Layer 2 Protocol Tunneling on EX Series Switches on page 391

• Configuring Layer 2 Protocol Tunneling on EX Series Switches with ELS Support on

page 397

protocols (Fabric)

Syntax protocols {
fabric-control {

graceful-restart {
restart-timeseconds;
stale-routes-time seconds;

}
}

}

Hierarchy Level [edit fabric]

Release Information Statement introduced in Junos OS Release 13.2X52-D10 for the QFX Series.

Description Specify attributes for the fabric control protocol.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Understanding Routing Engines in the QFabric System
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proxy-arp

Syntax proxy-arp (restricted | unrestricted);

Hierarchy Level [edit interfaces interface-name unit logical-unit-number],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.6 for EX Series switches.

restricted added in Junos OS Release 10.0 for EX Series switches.

Statement introduced in Junos OS Release 12.2 for the QFX Series.

Description ForEthernet interfacesonly, configure the router or switch to respond toanyARP request,

as long as the router or switch has an active route to the ARP request’s target address.

NOTE: You must configure the IP address and the inet family for the interface

when you enable proxy ARP.

Default Proxy ARP is not enabled. The router or switch responds to an ARP request only if the

destination IP address is its own.

Options • none—The router or switch responds to any ARP request for a local or remote address

if the router or switch has a route to the target IP address.

• restricted—(Optional) The router or switch responds to ARP requests in which the

physical networks of the source and target are different and does not respond if the

source and target IP addresses are in the same subnet. The router or switchmust also

have a route to the target IP address.

• unrestricted—(Optional) The router or switch responds to any ARP request for a local

or remote address if the router or switch has a route to the target IP address.

Default: unrestricted

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Restricted and Unrestricted Proxy ARP

• Configuring Proxy ARP on Switches on page 574

• Example: Configuring Proxy ARP on an EX Series Switch

• Configuring Gratuitous ARP
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push

Syntax push;

Hierarchy Level [edit interfaces interface-name unit logical-unit-number input-vlan-map],
[edit interfaces interface-name unit logical-unit-number output-vlan-map],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
input-vlan-map],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
output-vlan-map]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Statement introduced in Junos OS Release 13.2X51-D20 for the QFX Series.

Description NOTE: On EX4300 switches, push is not supported at the [edit interfaces

interface-name unit logical-unit-number output-vlan-map] hierarchy level.

Specify the VLAN rewrite operation to add a newVLAN tag to the top of the VLAN stack.

An outer VLAN tag is pushed in front of the existing VLAN tag.

You canuse this statement onGigabit Ethernet IQand 10-Gigabit Ethernet IQ2and IQ2-E

interfaces; 10-Gigabit Ethernet LAN/WAN PIC; aggregated Ethernet interfaces using

Gigabit Ethernet IQ interfaces; 100-Gigabit Ethernet Type 5 PIC with CFP; and Gigabit

Ethernet, 10-Gigabit Ethernet, 40-Gigabit Ethernet, and aggregated Ethernet interfaces.

If you include the push statement in the configuration, youmust also include the pop
statementat the [edit interfaces interface-nameunit logical-unit-numberoutput-vlan-map]

hierarchy level.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Stacking a VLAN Tag

• Configuring Q-in-Q Tunneling on EX Series Switches with ELS Support on page 536
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push-push

Syntax push-push;

Hierarchy Level [edit interfaces interface-name unit logical-unit-number input-vlan-map],
[edit interfaces interface-name unit logical-unit-number output-vlan-map],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
input-vlan-map],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
output-vlan-map]

Release Information Statement introduced in Junos OS Release 8.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Specify the VLAN rewrite operation to push two VLAN tags in front of the frame.

You can use this statement on Gigabit Ethernet IQ, IQ2 and IQ2-E interfaces, 10-Gigabit

Ethernet LAN/WAN PIC, on aggregated Ethernet interfaces using Gigabit Ethernet IQ2

and IQ2-E or 10-Gigabit Ethernet PICs on MX Series routers, and 100-Gigabit Ethernet

Type 5 PIC with CFP.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Stacking Two VLAN Tags
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pvlan

Syntax pvlan;

Hierarchy Level [edit vlans vlan-name]

Release Information Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify that the VLAN is private and access ports in the VLAN do not forward packets

toeachother. Youuse this statementwithprimaryVLANsand isolatedsecondaryVLANs.

Options none

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Creating a Private VLAN on a Single QFX Switch on page 297

• Creating a Private VLAN Spanning Multiple QFX Series Switches on page 300

pvlan-trunk

Syntax pvlan-trunk;

Hierarchy Level [edit vlans vlan-name vlan-id number interface interface-name]

Release Information Statement introduced in Junos OS Release 10.4 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure an interface to be the trunk port, connecting switches that are configuredwith

a private VLAN (PVLAN) across these switches.

Required Privilege
Level

routing—To view this statement in the configuration.

routing–control—To add this statement to the configuration.

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Creating a Private VLAN Spanning Multiple EX Series Switches (CLI Procedure)

• Creating a Private VLAN on a Single QFX Switch on page 297

• Creating a Private VLAN Spanning Multiple QFX Series Switches on page 300
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recovery-timeout

Syntax recovery-timeout seconds;

Hierarchy Level [edit interfaces interface-name unit 0 family ethernet-switching]

Release Information Statement introduced in Junos OS Release 15.1X49-D70.

Description Configure an interface to be temporarily disabled whenMAC limiting is in effect with the

action shutdown. This enables the affected interface to recover automatically from the

error condition after the specified period of time:

• If youconfigureMAC limitingwith the shutdownoptionandyouenable recovery-timeout,

the interface is temporarily disabled when the MAC address limit is reached. The

interface will recover automatically after the number of seconds specified.

NOTE: The recovery-timeoutconfiguration does not apply to preexisting error

conditions. It impacts only error conditions that are detected after the
recovery-timeout statement is configured and committed. To clear a

preexisting error condition and restore the interface to service, use the
operational mode commands clear ethernet-switching recovery-timeout .

Default The interface does not automatically recover from an error condition.

Options seconds—Number of seconds that the interface remains in a disabled state due to a

port error prior to automatic recovery.

Range: 10 through 3600

Required Privilege
Level

system—To view this statement in the configuration.

system–control—To add this statement to the configuration.

Related
Documentation

• clear ethernet-switching recovery-timeout on page 903

• Understanding MAC Limiting

• Example: Configuring MAC Limiting on a Security Device

• Configuring Autorecovery From the Disabled State on Secure Interfaces of a Security

Device (CLI Procedure)
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redundancy-group (Interfaces)

Syntax redundancy-group number ;

Hierarchy Level [edit interfaces interface-name redundant-ether-options]

Release Information Statement introduced in Junos OS Release 9.0.

Description Specify the redundancy group that a redundant Ethernet interface belongs to.

Options number—Number of the redundancy group that the redundant interface belongs to.

Failover properties of the interface are inherited from the redundancy group.

Range: 1 through 255

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Interfaces Feature Guide for Security Devices
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redundant-trunk-group

Syntax redundant-trunk-group {
group name {
interface interface-name <primary>;
interface interface-name;
preempt-cutover-timer seconds;

}
}

Hierarchy Level • For platforms with ELS:

[edit switch-options]

• For platforms without ELS:

[edit ethernet-switching-options]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Hierarchy level [edit switch-options] introduced in JunosOSRelease 13.2X50-D10 (ELS).

(See “Using the Enhanced Layer 2 Software CLI” on page 36 for information about ELS.)

Statement introduced in Junos OS Release 13.2X50-D15 for the QFX Series.

Description Configure a primary link and secondary link on trunk ports. If the primary link fails, the

secondary linkautomatically takesoverwithoutwaiting fornormal spanning-treeprotocol

convergence.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

system—To view this statement in the configuration.

system–control—To add this statement to the configuration.

Related
Documentation

• Example:ConfiguringRedundantTrunkLinks for FasterRecoveryonEXSeriesSwitches

on page 564

• Example: Configuring Redundant Trunk Links for Faster Recovery on Devices with ELS

Support on page 559

• Understanding Redundant Trunk Links (Legacy RTG Configuration) on page 556
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reflective-relay

Syntax reflective-relay;

Hierarchy Level [edit interfaces interface-name unit logical-unit-number family ethernet-switching]

Release Information Statement introduced in Junos OS Release 12.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D35 for the EX Series.

Description Configure a switch interface to return packets back to a device on the same interface

that was used to deliver the packets.

Default Switch interfaces are not configured for reflective relay.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Reflective Relay for Usewith VEPATechnology onQFXSwitches

on page 613

• Configuring Reflective Relay on Switches on page 612
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registration

Syntax registration (forbidden | normal | restricted);

Hierarchy Level [edit protocols mvrp interface (all | interface-name)],

[edit routing-instances routing-instance-nameprotocolsmvrp interface (all | interface-name)]
(for virtual switch instance type),

[edit logical-systems logical-system-name protocols mvrp interface (all | interface-name)],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
mvrp interface (all | interface-name)] (for virtual switch instance type)

Release Information Statement introduced in Junos OS Release 10.0 for EX Series switches.

Statement introduced in Junos OS Release 10.1 for MX Series routers.

Statement introduced in Junos OS Release 15.1X49-D70 for SRX Series devices.

Description Specifies the Multiple VLAN Registration Protocol (MVRP) registration mode for the

interface if MVRP is enabled.

Default normal—The interface or interfaces accept MVRPmessages and participate in MVRP.

Options forbidden—The interface or interfaces do not register and do not participate in MVRP.

normal—The interface or interfaces accept MVRPmessages and participate in MVRP.

restricted—The interfaceor interfaces ignoreallMVRPJOINmessages received forVLANs

that are not statically configured for MVRP on the interface.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

Configuring Multiple VLAN Registration Protocol (MVRP) on Switches on page 480•

• Example: ConfiguringAutomatic VLANAdministrationUsingMVRPonMXSeries Routers

• Understanding Multiple VLAN Registration Protocol (MVRP) for Dynamic VLAN

Registration on page 477

• Configuring Multiple VLAN Registration Protocol (MVRP) to Manage Dynamic VLAN

Registration

• Verifying That MVRP IsWorking Correctly on page 523

• join-timer (MVRP) on page 748

• leaveall-timer (MVRP) on page 760
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• leave-timer (MVRP) on page 758

• point-to-point on page 802

ring-protection-link-end

Syntax ring-protection-link-end;

Hierarchy Level [edit protocolsprotection-group ethernet-ring ring-name (east-interface |west-interface)]

Release Information Statement introduced in Junos OS Release 9.4.

Statement introduced in Junos OS Release 12.1 for EX Series switches.

Description Specify that the port is one side of a ring protection link (RPL) by setting the RPL end

flag.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Ethernet Ring Protection Switching Overview

• Example: Configuring Ethernet Ring Protection Switching on EX Series Switches

• Example: Configuring Ethernet Ring Protection Switching on QFX Series and EX Series

Switches Supporting ELS

• Configuring Ethernet Ring Protection Switching on Switches (CLI Procedure)
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ring-protection-link-owner

Syntax ring-protection-link-owner;

Hierarchy Level [edit protocols protection-group ethernet-ring ring-name]

Release Information Statement introduced in Junos OS Release 9.4.

Statement introduced in Junos OS Release 12.1 for EX Series switches.

Statement introduced in Junos OS Release 14.153-D10 for QFX Series switches.

Description Specify the ring protection link (RPL) owner flag in the Ethernet protection ring. Include

this statement only once for each ring (only one node can function as the RPL owner).

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Ethernet Ring Protection Switching Overview

• Example: Configuring Ethernet Ring Protection Switching on EX Series Switches

• Example: Configuring Ethernet Ring Protection Switching on QFX Series and EX Series

Switches Supporting ELS
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routing-instances

Syntax routing-instances routing-instance-name {
instance-type virtual-router;
interface interface-name;

}

Hierarchy Level [edit]

Release Information Statement introduced in Junos OS Release 9.2 for EX Series switches.

Description Configure a virtual routing entity.

Options routing-instance-name—Name for this routing instance.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.routing-control—To add this

statement to the configuration.

Related
Documentation

• Example:UsingVirtualRouting Instances toRouteAmongVLANsonEXSeriesSwitches

on page 409

• Configuring Virtual Routing Instances on EX Series Switches on page 408
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security-zone

Syntax security-zone zone-name {
address-book {

address address-name {
ip-prefix {

description text;
}
description text;
dns-name domain-name {

ipv4-only;
ipv6-only;

}
range-address lower-limit to upper-limit;
wildcard-address ipv4-address/wildcard-mask;

}
address-set address-set-name {

address address-name;
address-set address-set-name;
description text;

}
}
advance-policy-based-routing;
application-tracking;
description text;
enable-reverse-reroute;
host-inbound-traffic {

protocols protocol-name {
except;

}
system-services service-name {

except;
}

}
interfaces interface-name {

host-inbound-traffic {
protocols protocol-name {

except;
}
system-services service-name {

except;
}

}
}
screen screen-name;
tcp-rst;

}

Hierarchy Level [edit security zones]
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Release Information Statement introduced in Junos OS Release 8.5. Support for wildcard addresses added

in Junos OS Release 11.1. The description option added in Junos OS Release 12.1.

Description Define a security zone, which allows you to divide the network into different segments

and apply different security options to each segment.

Options zone-name—Name of the security zone.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Security Zones Overview

• Example: Configuring Application Firewall Rule Sets Within a Security Policy

service-id

Syntax service-id number;

Hierarchy Level [edit switch-options]
[edit vlans vlan-name]

Release Information Statement introduced in Junos OS Release 12.3R2 for EX Series switches and MX Series

routers.

Statement introduced in Junos OS Release 13.2 for the QFX Series.

Description Specify a service identifier for eachmultichassis aggregated Ethernet interface that

belongs to a link aggregation group (LAG).

Options number—A number that identifies a particular service.

Range: 1 through 65535

Required Privilege
Level

system—To view this statement in the configuration.

system control—To add this statement to the configuration.
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shutdown-threshold

Syntax shutdown-threshold number;

Hierarchy Level [edit vlans vlan-name dot1q-tunneling layer2-protocol-tunneling (all | protocol-name)]

Release Information Statement introduced in Junos OS Release 10.0 for EX Series switches.

Description Specify the maximum number of Layer 2 PDUs of the specified protocol that can be

receivedper secondon the interfaces in a specifiedVLANbefore the interface is disabled.

Once an interface is disabled, youmust explicitly reenable it using the clear

ethernet-switching layer2-protocol-tunneling error command. Otherwise, the interface

remains disabled.

The shutdown threshold valuemust be greater than or equal to the drop threshold value.

If the shutdown threshold value is less than the drop threshold value, the drop threshold

value has no effect.

You can specify a shutdown threshold value without specifying a drop threshold value.

Default No shutdown threshold is specified.

Options number—Maximumnumberof Layer 2PDUsof thespecifiedprotocol that canbe received

per second on the interfaces in a specified VLAN before the interface is disabled.

Range: 1 through 1000

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• drop-threshold on page 677

• Example: Configuring Layer 2 Protocol Tunneling on EX Series Switches on page 402

• Configuring Layer 2 Protocol Tunneling on EX Series Switches on page 400
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source-address (Security Policies)

Syntax source-address {
[address];
any;
any-ipv4;
any-ipv6;

}

Hierarchy Level [edit security policies from-zone zone-name to-zone zone-name policy policy-name match]

[edit security policies global policy policy-name match]

Release Information Statement introduced in Junos OS Release 8.5. Support for IPv6 addresses added in

Junos OS Release 10.2. Support for IPv6 addresses in active/active chassis cluster

configurations (in addition to the existing support of active/passive chassis cluster

configurations) added in Junos OS Release 10.4. Support for wildcard addresses added

in Junos OS Release 11.1.

Description Define the matching criteria. You can specify one or more IP addresses, address sets, or

wildcard addresses. You can specify wildcards any, any-ipv4, or any-ipv6.

Options address—IP addresses, address sets, or wildcard addresses (represented as

A.B.C.D/wildcard-mask). You can configure multiple addresses or address prefixes

separated by spaces and enclosed in square brackets.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Security Policies Overview

• Understanding Security Policy Rules

• Understanding Security Policy Elements
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stale-routes-time (Fabric Control)

Syntax stale-routes-time seconds;

Hierarchy Level [edit fabric protocols fabric-control graceful-restart]

Release Information Statement introduced in Junos OS Release 13.2X52-D10 for the QFX Series.

Description Set the length of time that the fabric control Routing Engine waits to receive messages

fromdevices before declaring themdown. Configure a stale routes timeof 1800 seconds

if the number of VLANmembers (vmembers) exceeds 32k.

Options seconds—Amountof timethat the fabriccontrolRoutingEnginewaits to receivemessages
from other devices before declaring them down.

Default: 900 seconds

Range: 900 to 1800 seconds

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Understanding Bridging and VLANs on Switches on page 132

• Understanding Routing Engines in the QFabric System
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static-mac

Syntax static-mac mac-address;

static-mac mac-address {
vlan-id number;

}

Hierarchy Level [edit vlans vlan-name switch-options interface interface-name]

[edit bridge-domains bridge-domain-name bridge-options interface interface-name],

[edit logical-systems logical-system-name bridge-domains bridge-domain-name
bridge-options interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name bridge-options interface interface-name],

[edit routing-instances routing-instance-name bridge-domains bridge-domain-name
bridge-options interface interface-name],

[edit routing-instances routing-instance-name protocols evpn interface interface-name]

Release Information Statement introduced in Junos OS Release 8.4.

Statement modified in Junos OS Release 9.5.

Support for logical systems added in Junos OS Release 9.6.

[edit vlans vlan-name switch-options interface interfacename] hierarchy level introduced

in Junos OS Release 12.3R2 for EX Series switches.

Statement introduced in Junos OS Release 13.2 for EX Series switches.

Statement introduced in Junos OS Release 13.2 for the QFX Series.

Support for EVPNs added in Junos OS Release 13.2 for MX 3D Series routers. The vlan-id

option is not available for EVPNs.

[edit vlans vlan-name switch-options interface interfacename] hierarchy level introduced

in Junos OS Release 13.2 for the QFX Series.

Description Configure a static MAC address for a logical interface in a bridge domain or VLAN.

The vlan-id option can be specified for static-macs only if vlan-id all is configured for the

bridging domain or VLAN.

Options mac-address—MAC address

vlan-id number—(Optional) VLAN identifier to associate with static MAC address.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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Related
Documentation

• Configuring EVPN Routing Instances

• Understanding Layer 2 Learning and Forwarding for Bridge Domains

• Layer 2 Learning and Forwarding for VLANs Overview on page 57

• Adding a Static MAC Address Entry to the Ethernet Switching Table on a Switch with

ELS Support on page 86

• Understanding VLANs on Security Devices

swap

Syntax swap;

Hierarchy Level [edit interfaces interface-name unit logical-unit-number input-vlan-map],
[edit interfaces interface-name unit logical-unit-number output-vlan-map],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
input-vlan-map],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
output-vlan-map]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Statement introduced in Junos OS Release 13.2X51-D20 for the QFX Series.

Description Specify the VLAN rewrite operation to replace a VLAN tag. The outer VLAN tag of the

frame is overwritten with the user-specified VLAN tag information.

OnMXSeries routers, you can enter this statement onGigabit Ethernet IQ and 10-Gigabit

Ethernet IQ2and IQ2-E interfaces, 10-GigabitEthernetLAN/WANPIC,aggregatedEthernet

using Gigabit Ethernet IQ interfaces, and 100-Gigabit Ethernet Type 5 PIC with CFP. On

EXSeries switches, youcanenter this statementonGigabit Ethernet, 10-Gigabit Ethernet,

40-Gigabit Ethernet, and aggregated Ethernet interfaces.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Rewriting the VLAN Tag on Tagged Frames on page 245

• Configuring Q-in-Q Tunneling on EX Series Switches with ELS Support on page 536
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swap-push

Syntax swap-push;

Hierarchy Level [edit interfaces interface-name unit logical-unit-number input-vlan-map],
[edit interfaces interface-name unit logical-unit-number output-vlan-map],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
input-vlan-map],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
output-vlan-map]

Release Information Statement introduced in Junos OS Release 8.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Specify the VLAN rewrite operation to replace the outer VLAN tag of the frame with a

user-specified VLAN tag value. A user-specified outer VLAN tag is pushed in front. The

outer tag becomes an inner tag in the final frame.

You can use this statement on Gigabit Ethernet IQ, IQ2 and IQ2-E interfaces, 10-Gigabit

Ethernet LAN/WAN PIC, and for aggregated Ethernet interfaces using Gigabit Ethernet

IQ2and IQ2-Eor 10-Gigabit EthernetPICsonMXSeries routers, and 100-Gigabit Ethernet

Type 5 PIC with CFP.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Rewriting a VLAN Tag and Adding a New Tag on page 231
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swap-swap

Syntax swap-swap;

Hierarchy Level [edit interfaces interface-name unit logical-unit-number input-vlan-map],
[edit interfaces interface-name unit logical-unit-number output-vlan-map],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
input-vlan-map],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
output-vlan-map]

Release Information Statement introduced in Junos OS Release 8.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Specify the VLAN rewrite operation to replace both the inner and the outer VLAN tags

of the frame with a user-specified VLAN tag value.

You can use this statement on Gigabit Ethernet IQ, IQ2 and IQ2-E interfaces, 10-Gigabit

Ethernet LAN/WAN PIC, for aggregated Ethernet interfaces using Gigabit Ethernet IQ2

and IQ2-E or 10-Gigabit Ethernet PICs onMXSeries routers, and for 100-Gigabit Ethernet

Type 5 PIC with CFP.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Rewriting the Inner and Outer VLAN Tags on page 244
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switch-options (VLANs)

List of Syntax Syntax (EX Series, MX Series, QFX Series and NFX Series) on page 842

Syntax (SRX Series) on page 842

Syntax (EX Series, MX
Series, QFX Series and

NFX Series)

switch-options {
interface interface-name {
interface-mac-limit limit {
packet-action drop;

}
mac-pinning
no-mac-learning;
static-mac static-mac-address {

vlan-id number;
}

}
interface-mac-limit limit {
packet-action drop;

}
mac-statistics;
mac-ip-table-size number;
mac-table-size limit {
packet-action drop;

}
no-mac-learning;
service-id number;
vtep-source-interface

}

Syntax (SRX Series) switch-options {
interface interface-name {

encapsulation-type;
ignore-encapsulation-mismatch;
pseudowire-status-tlv;
static-mac mac-address {

vlan-id vlan-id;
}

}
mac-table-aging-time seconds;
mac-table-size {
number;
packet-action drop;

}
}

EX Series, MX Series,
QFX Series and NFX

Series

[edit ],
[edit logical-systems logical-system-name routing-instances routing-instance-name vlans
vlan-name],

[edit routing-instances routing-instance-name vlans vlan-name],
[edit vlans vlan-name]
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SRX Series [edit vlans vlans-name]

Release Information Statement modified in Junos OS Release 9.5.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches and MX Series

routers.

Statement introduced in Junos OS Release 13.2 for the QFX Series.

Statement (mac-pinning) introduced in Junos OS 16.2 for MX Series routers.

mac-ip-table-size statement introduced in Junos OS 17.4 Release for MX Series routers

and EX9200 switches.

Description Configure Layer 2 learning and forwarding properties for a VLAN or a virtual switch.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Ethernet Switching and Layer 2 Transparent Mode Overview
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system-services (Security Zones Interfaces)

Syntax system-services service-name {
except;

}

Hierarchy Level [edit security zones security-zone zone-name interfaces interface-namehost-inbound-traffic]

Release Information Statement introduced in Junos OS Release 8.5.

Description Specify the types of traffic that can reach the device on a particular interface.

Options service-name—Service forwhich traffic is allowed.The following servicesare supported:•

• all—Enable all possible system services available on the Routing Engine (RE).

• any-service—Enable services on entire port range.

• bootp—Enable traffic destined to BOOTP and DHCP relay agents.

• dhcp—Enable incoming DHCP requests.

• dhcpv6—Enable incoming DHCP requests for IPv6.

• dns—Enable incoming DNS services.

• finger—Enable incoming finger traffic.

• ftp—Enable incoming FTP traffic.

• http—Enable incoming J-Web or clear-text Web authentication traffic.

• https—Enable incoming J-Web orWeb authentication traffic over Secure Sockets

Layer (SSL).

• ident-reset—Enable the access that has been blocked by an unacknowledged

identification request.

• ike—Enable Internet Key Exchange traffic.

• netconfSSH—Enable incomingNetScreenSecurityManager (NSM) traffic overSSH.

• ntp—Enable incoming Network Time Protocol (NTP) traffic.

• ping—Allow the device to respond to ICMP echo requests.

• r2cp—Enable incoming Radio Router Control Protocol traffic.

• reverse-ssh—Reverse SSH traffic.

• reverse-telnet—Reverse Telnet traffic.

• rlogin—Enable incoming rlogin (remote login) traffic.

• rpm—Enable incoming real-time performancemonitoring (RPM) traffic.
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• rsh—Enable incoming Remote Shell (rsh) traffic.

• snmp—Enable incoming SNMP traffic (UDP port 161).

• snmp-trap—Enable incoming SNMP traps (UDP port 162).

• ssh—Enable incoming SSH traffic.

• telnet—Enable incoming Telnet traffic.

• tftp—Enable TFTP services.

• traceroute—Enable incoming traceroute traffic (UDP port 33434).

• xnm-clear-text—Enable incoming Junos XML protocol traffic for all specified

interfaces.

• xnm-ssl— Enable incoming Junos XML protocol-over-SSL traffic for all specified

interfaces.

• except—(Optional) except can only be used if all has been defined.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Security Zones Overview

• Supported System Services for Host Inbound Traffic
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tag-protocol-id (TPIDs Expected to Be Sent or Received)

Syntax tag-protocol-id [tpids];

Hierarchy Level [edit interfaces interface-name gigether-options ethernet-switch-profile],
[edit interfaces interface-name aggregated-ether-options ethernet-switch-profile],
[edit interfaces interface-name aggregated-ether-options ethernet-switch-profile],
[edit interfaces interface-name ether-options ethernet-switch-profile]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.2 for ACX Series Universal Metro Routers.

Statement introduced in Junos OS Release 13.2X50-D15 for EX Series switches.

Statement introduced in Junos OS Release 14.1X53-D15 for the QFX Series.

Description For Gigabit Ethernet IQ and 10-Gigabit Ethernet IQ2 and IQ2-E interfaces, aggregated

EthernetwithGigabit Ethernet IQ interfaces, andGigabit EthernetPICswithSFPs(except

the 10-portGigabit Ethernet PIC, and thebuilt-inGigabit Ethernet port on theM7i router),

define the TPIDs expected to be sent or received on a particular VLAN. For each Gigabit

Ethernet port, you can configure up to eight TPIDs using the tag-protocol-id statement;

but only the first four TPIDs are supported on IQ2 and IQ2-E interfaces.

For 10-Gigabit Ethernet LAN/WAN PIC interfaces on T Series routers only the default

TPID value (0x8100) is supported.

For Gigabit Ethernet, 10-Gigabit Ethernet, 40-Gigabit Ethernet, and aggregated Ethernet

interfaces on EX Series switches, define the TPIDs expected to be sent or received on a

particular VLAN. The default TPID value is 0x8100. Other supported values are 0x88a8,

0x9100, and 0x9200.

Options tpids—TPIDs to be accepted on the VLAN. Specify TPIDs in hexadecimal.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Frames with Particular TPIDs to Be Processed as Tagged Frames

• Configuring Q-in-Q Tunneling on EX Series Switches with ELS Support on page 536
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tag-protocol-id (TPID to Rewrite)

Syntax tag-protocol-id tpid;

Hierarchy Level [edit interfaces interface-name unit logical-unit-number input-vlan-map],
[edit interfaces interface-name unit logical-unit-number output-vlan-map],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number

input-vlan-map],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
output-vlan-map]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description For Gigabit Ethernet IQ and 10-Gigabit Ethernet IQ2 and IQ2-E interfaces only, configure

the outer TPID value. All TPIDs you include in input and output VLANmapsmust be

among those you specify at the [edit interfaces interface-name gigether-options

ethernet-switch-profile tag-protocol-id [ tpids ]] hierarchy level.

For 10-Gigabit Ethernet LAN/WAN PIC interfaces on T Series routers the default TPID

value (0x8100) is supported.

Default If the tag-protocol-id statement is not configured, the TPID value is 0x8100.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Inner and Outer TPIDs and VLAN IDs
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traceoptions

List of Syntax Ethernet Switching Options on page 848

Ethernet Ring Protection on page 848

Edge Virtual Bridging on page 848

Ethernet Switching
Options

traceoptions {
file filename <files number> <no-stamp> <replace> <size size> <world-readable |

no-world-readable>;
flag flag <disable>;

}

Ethernet Ring
Protection

traceoptions {
file filename <no-stamp> <world-readable | no-world-readable> <replace> <size size>;
flag flag;

}

Edge Virtual Bridging traceoptions {
file filename <files number> <no-stamp> <replace> <size size> <world-readable |

no-world-readable>;
flag flag;

}

Hierarchy Level [edit ethernet-switching-options]

[edit protocols protection-group]

[edit protocols edge-virtual-bridging]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 12.1 for EX Series switches.

Statement introduced in Junos OS Release 14.153-D10 for QFX Series switches.

NOTE: The traceoptionsstatement is not supported on the QFX3000 QFabric

system.

Description Define global tracing operations for access security features on Ethernet switches.

Configure trace options for the protection group.

Define global tracing operations for edge virtual bridging (EVB) features on Ethernet

switches.
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Default The Ethernet Switching Options traceoptions feature is disabled by default.

Edge Virtual Bridging tracing operations are disabled by default.

EthernetRingProtection traceoptionsarenot setbydefault.OnsomeEXSeries switches,

logging of basic ERPS state transitions is set by default. You can configure trace options

on those switches to obtain more details than are provided by the default log. See

Understanding Ethernet RingProtectionSwitching Functionality for additional information

about default logging of the basic state transitions.

849Copyright © 2019, Juniper Networks, Inc.

Chapter 29: Configuration Statements



Options For Ethernet Switching Options:

disable—(Optional) Disable the tracing operation. You can use this option to disable a

single operation when you have defined a broad group of tracing operations, such

as all.

file filename—Nameof the file to receive the output of the tracing operation. Enclose the

namewithin quotation marks. All files are placed in the directory /var/log.

files number—(Optional) Maximum number of trace files. When a trace file named

trace-file reaches its maximum size, it is renamed trace-file.0, then trace-file.1, and

so on, until the maximum number of trace files is reached ( xk to specify KB, xm to

specify MB, or xg to specify gigabytes), at which point the oldest trace file is

overwritten. If you specify a maximum number of files, you also must specify a

maximum file size with the size option.

Range: 2 through 1000

Default: 3 files

flag flag—Tracing operation to perform. To specify more than one tracing operation,

includemultiple flag statements. You can include the following flags:

• access-security—Trace access security events.

• all—All tracing operations.

• analyzer—Trace analyzer events.

• config-internal—Trace internal configuration operations.

• filter—Trace filter transaction events.

• forwarding-database—Trace forwarding database events.

• general—Trace general events.

• interface—Trace interface events.

• krt—Trace communications over routing sockets.

• lib—Trace library calls.

• nexthop—Trace next-hop events.

• normal—Trace normal events.

• parse—Trace reading of the configuration.

• regex-parse—Trace regular-expression parsing operations.

• rtg—Trace redundant trunk group events.

• state—Trace state transitions.

• stp—Trace spanning-tree events.

• task—Trace Ethernet-switching task processing.

• timer—Trace Ethernet-switching timer processing.
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• unknown-unicast-forwarding—Trace unknown unicast forwarding events.

• vlan—Trace VLAN events.

no-stamp—(Optional) Do not timestamp the trace file.

Default: If you omit this option, timestamp information is placed at the beginning of
each line of the tracing output.

no-world-readable—(Optional) Restrict file access to the user who created the file.

replace—(Optional) Replace an existing trace file if there is one rather than appending

to it.

Default: If you do not include this option, tracing output is appended to an existing trace
file.

size size—(Optional)Maximumsize of each trace file, in kilobytes (KB),megabytes (MB),

or gigabytes. When a trace file named trace-file reaches its maximum size, it is

renamed trace-file.0, then trace-file.1, and so on, until themaximumnumber of trace

files is reached. Then the oldest trace file is overwritten. If you specify a maximum

number of files, you also must specify a maximum file size with the files option.

Syntax: xk to specify KB, xm to specify MB, or xg to specify gigabytes

Range: 10 KB through 1 gigabyte

Default: 128 KB

world-readable—(Optional) Enable unrestricted file access.

For Ethernet Ring Protection:

file filename—Name of the file to receive the output of the tracing operation. All files are

placed in the directory /var/log. You can include the following file options:

• no-stamp—(Optional) Do not timestamp trace file.

• no-world-readable—(Optional) Do not allow any user to read the log file.

• replace—(Optional) Replace the trace file rather than appending to it.

• size—(Optional) Maximum trace file size (10240..4294967295).

• world-readable—(Optional) Allow any user to read the log file.

flag flag—Tracing operation to perform. To specify more than one tracing operation,

includemultiple flag statements. The following flags are available for both EX

Switches and MX Series routers:
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• all—Trace all

• config—Trace configuration messages

• debug—Trace debugmessages

• events—Trace events to the protocol state machine

• normal—Trace normal messages

• pdu—Trace RAPS PDU reception and transmission

• periodic-packet-management—Trace periodic packet management state and events

• state-machine—Trace RAPS state machine

• timers—Trace protocol timers

For Edge Virtual Bridging:

file filename—Name of the file to receive the output of the tracing operation. Enclose the

namewithin quotation marks. All files are placed in the directory /var/log.

files number—(Optional) Maximum number of trace files. When a trace file named

trace-file reaches its maximum size, it is renamed trace-file.0, then trace-file.1, and

so on, until the maximum number of trace files is reached (xk to specify KB, xm to

specify MB, or xg to specify gigabytes), at which point the oldest trace file is

overwritten. If you specify a maximum number of files, you also must specify a

maximum file size with the size option.

Range: 2 through 1000

Default: 3 files

no-world-readable—(Optional) Restrict file access to the user who created the file.

replace—(Optional) Replace an existing trace file if there is one rather than appending

output to it.

Default: If you do not include this option, tracing output is appended to an existing trace
file.

size size—(Optional)Maximumsize of each trace file, in kilobytes (KB),megabytes (MB),

or gigabytes. When a trace file named trace-file reaches its maximum size, it is

renamed trace-file.0, then trace-file.1, and so on, until themaximumnumber of trace

files is reached. Then the oldest trace file is overwritten. If you specify a maximum

number of files, you also must specify a maximum file size with the files option.

Syntax: xk to specify KB, xm to specify MB, or xg to specify gigabytes

Range: 10 KB through 1 gigabyte

Default: 128 KB

world-readable—(Optional) Enable unrestricted file access.

flag flag—Tracing operation to perform. To specify more than one tracing operation,

includemultiple flag statements. You can include the following flags:
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• all—Trace everything.

• ecp—Trace Edge Control Protocol (ECP) events.

• evb-tlv—Trace EVB type, length, and value (TLV) events.

• parse—Trace configuration parsing.

• policy—Trace policy events.

• vdp—Trace Virtual Station Interface (VSI) Discovery and Configuration Protocol (VDP)

events.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Overview of Spanning-Tree Protocols

• Configuring Ethernet Ring Protection Switching on Switches (CLI Procedure)

• Example: Configuring Ethernet Ring Protection Switching on EX Series Switches

• Example: Configuring Ethernet Ring Protection Switching on QFX Series and EX Series

Switches Supporting ELS

• Configuring Edge Virtual Bridging on an EX Series Switch on page 625
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traceoptions (MVRP)

Syntax traceoptions {
file name <size size> <files number> <(world-readable | no-world-readable)>;
flag flag <flag-modifier> <disable>;

}

Hierarchy Level [edit logical-systems logical-system-name protocols mvrp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
mvrp] (for virtual switch instance type),

[edit protocols mvrp],
[edit routing-instances routing-instance-name protocols mvrp] (for virtual switch instance

type)

Release Information Statement introduced in Junos OS Release 10.1 for MX Series routers.

Description For Multiple VLAN Registration Protocol (MVRP), configure tracing options.

Default Traceoptions is disabled.

Options disable—(Optional) Disable the tracing operation. One use of this option is to disable a

single operation when you have defined a broad group of tracing operations, such

as all.

file filename—Name of the file to receive the output of the tracing operation. Enclose the

namewithin quotation marks. To include the file statement, youmust specify a

filename. Name of the file to receive the output of the tracing operation. Enclose the

name in quotation marks. We recommend that you place MVRP tracing output in

the file /var/log/mvrp-log.

files number—(Optional) Maximum number of trace files, in the range from 2 through

1000. The default is 1 trace file. When a trace file named trace-file reaches its

maximum size, it is renamed trace-file.0, then trace-file.1, and so on, until the

maximum number of trace files is reached. Then the oldest trace file is overwritten.

If you specify amaximumnumber of files, you alsomust specify amaximum file size

with the size option.

flag flag—Specify which tracing operation to perform. To specify more than one tracing

operation, includemultiple flag statements. You can include the following flags:

• all—Enable all trace options flags.

• error—Trace all failure conditions.

• events—Trace process state change and cleanup events.

• pdu—Trace RAPS PDU reception and transmission.
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• socket—Trace socket activity.

• state-machine—Trace information about the state machine.

• timers—Trace protocol timers.

no-world-readable—(Optional) Prevent any user from reading the log file.

size size—(Optional) Maximum size of each trace file, in kilobytes (KB) or megabytes

(MB). When a trace file named trace-file reaches this size, it is renamed trace-file.0.

When the trace-file again reaches its maximum size, trace-file.0 is renamed

trace-file.1 and trace-file is renamed trace-file.0 . This renaming scheme continues

until the maximum number of trace files is reached. Then the oldest trace file is

overwritten. The file size range is from 10240 through 4294967295. The default file

size is 1 MB.

world-readable—(Optional) Allow any user to read the log file.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: ConfiguringAutomatic VLANAdministrationUsingMVRPonMXSeries Routers

• Configuring Multiple VLAN Registration Protocol (MVRP) to Manage Dynamic VLAN

Registration

• Verifying That MVRP IsWorking Correctly on page 523

• Understanding Multiple VLAN Registration Protocol (MVRP) for Dynamic VLAN

Registration on page 477
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unconditional-src-learn

Syntax unconditional-src-learn;

Hierarchy Level [edit interfaces interface-name unit logical-unit-number family inet]

Release Information Statement introduced in Junos OS Release 10.4R16.

Description Enables the router to learn IP addresses from nonvalidated sources when proxy Address

Resolution Protocol (ARP) is configured.

CAUTION: By default, the router learns IP addresses from validated sources
only. When this statement is configured and proxy ARP is enabled on an
unnumbered interface, the router responds to ARP requests from any IP
address, which might lead to exploitable information disclosure. An attacker
can poison the ARP cache and create a fake forwarding table entry for an IP
address, effectively creating a denial of service for that subscriber or interface.
Therefore, exercise caution when configuring this statement.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Understanding Proxy ARP on page 571

• Example: Configuring Proxy ARP on an EX Series Switch
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unframed | no-unframed (Interfaces)

Syntax (unframed | no-unframed);

Hierarchy Level [edit interfaces interface-name t3-options]

Release Information Statement introduced in Junos OS Release 11.1.

Description Enable or disable framing for the T3 interface on a 1-Port Clear Channel DS3/E3 GPIM

on an SRX Series device. By default, unframedmode is enabled. Select no-unframed to

enable framing. Select unframed to return to the default mode.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring a T3 Interface
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unicast-in-lpm

Syntax unicast-in-lpm;

Hierarchy Level [edit chassis forwarding-options lpm-profile]

Release Information Statement introduced in Junos OS Release 14.1x53-D30 for QFX Series switches.

Description For theUnified ForwardingTable feature, specify to store all unicast IPv4and IPv6entries

with prefixes with lengths equal to or less than 64 in the table for longest prefix match

(LPM) entries, thereby freeing up space in the Layer 3 host table. Only unicast entries

canbemoved to the LPMtable.Multicast entriesmust be stored in the Layer 3 host table.

You can also configure this statement in conjunction with the prefix-65-127-disable
statement, which allocates nomemory for IPv6 prefixes with lengths in the range /65

through /127. Together, these two statements allocate more space for unicast IPv4 and

IPv6 entries with prefix lengths equal to or less than 64.

NOTE: On QFX5110 switches running Junos OS Release 18.1R1 the
unicast-in-lpm and prefix-65-127-disable statements cannot be configured at

the same time.

This statement is not supported on QFX5200 switches.

NOTE: This statement is supported only on the lpm-profile.

This statement is not supported on QFX5200 switches.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Understanding the Unified Forwarding Table
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unknown-unicast-forwarding

Syntax unknown-unicast-forwarding {
vlan (all | vlan-name){

interface interface-name;
}

}

Hierarchy Level [edit ethernet-switching-options],
[edit switch-options]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the switch to forward all unknown unicast packets in a VLAN or on all VLANs

to a particular interface.

NOTE: Before you can configure unknown unicast forwarding within a VLAN,
you must first configure that VLAN.

The remaining statements are explained separately. See CLI Explorer.

Default Unknown unicast packets are flooded to all interfaces that belong to the same VLAN.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show ethernet-switching table on page 964

• show vlans on page 1044
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vlan

List of Syntax Syntax (Ethernet and 802.1Q Tagging) on page 860

Syntax (Static MAC-based VLANs) on page 860

Syntax (Unknown Unicast) on page 860

Syntax (Ethernet and
802.1Q Tagging)

vlan {
members [ (all | names | vlan-ids) ];

}

Syntax (Static
MAC-based VLANs)

vlan vlan-name {
macmac-address {

next-hop interface-name;
}

}

Syntax (Unknown
Unicast)

vlan (all | vlan-name) {
interface interface-name;

}

Ethernet [edit interfaces ge-chassis/slot/port unit logical-unit-number ethernet-switching],
[edit interfaces xe-chassis/slot/port unit logical-unit-number ethernet-switching]

802.1Q Tagging [edit interfaces interface-name unit logical-unit-number family ethernet-switching]

Static MAC-based
VLANs

[edit ethernet-switching-options static]

UnknownUnicast [edit ethernet-switching-options unknown-unicast-forwarding]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 11.1 for EX Series switches.

Description ForbothGigabit EthernetandaggregatedEthernet interfacesand802.1QTagging, assign

an 802.1Q VLAN tag ID to a logical interface.

ForStaticMAC-basedVLANs, specify thenameofaVLANtoaddto theEthernet switching

table.

For unknown unicast, specify a VLAN fromwhich unknown unicast packets will be

forwarded, or specify that the packets should be forwarded from all VLANS. Unknown

unicast packets are forwarded from a VLAN to a specific trunk interface.
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The remaining statements are explained separately. See CLI Explorer.

TIP: To display a list of all configured VLANs on the system, including VLANs
that are configured but not committed, type ? after vlan or vlans in your

configuration mode command line. Note that only one VLAN is displayed for
a VLAN range.

Options all—All VLANs.

vlan-name—Name of the VLAN to add to the Ethernet switching table.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Setting Up Bridging with Multiple VLANs on page 185

• Adding a Static MAC Address Entry to the Ethernet Switching Table on page 87

• show ethernet-switching interfaces on page 935

• show ethernet-switching table on page 964

• show ethernet-switching interface on page 932

• Example: Setting UpBridgingwithMultiple VLANs for EXSeries Switches on page 208

• Configuring Routed VLAN Interfaces on Switches (CLI Procedure)

• Configuring Integrated Routing and Bridging Interfaces on Switches (CLI Procedure)

on page 432

• Understanding Bridging and VLANs on Switches on page 132

• show vlans on page 1044

• Junos OS Network Interfaces Configuration Guide
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vlan-id

Syntax vlan-id (all | none | number);

VLANs and Bridge
Domain VLANs

For platforms without ELS:

[edit vlans vlan-name vlan-range]

For platforms without ELS and with ELS:

[edit vlans vlan-name]

For ELS platforms only:

[edit interfaces interface-name unit number]
[edit vlans vlan-name vlan-id-list]

[edit vlans vlan-name],
[edit logical-systems logical-system-name vlansvlan-name],
[edit logical-systems logical-system-name routing-instances routing-instance-name

vlansvlan-name],
[edit routing-instances routing-instance-name vlans vlan--name]

802.1Q Tagging [edit vlans vlan-name]

VLAN ID to Rewrite [edit interfaces interface-name unit logical-unit-number input-vlan-map],
[edit interfaces interface-name unit logical-unit-number output-vlan-map],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
input-vlan-map],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
output-vlan-map]

VLAN Tagging and
Layer 3 Subinterfaces

[edit interfaces interface-name unit logical-unit-number]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 8.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 9.2 for EX Series switches VLAN tagging and

Layer 3 subinterfaces.

Support for Layer 2 trunk ports added in Junos OS Release 9.2.

Support for SRX 5600, and SRX 5800 devices added in Junos OS Release 9.6.

Support for logical systems added in Junos OS Release 9.6.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Copyright © 2019, Juniper Networks, Inc.862

Ethernet Switching Feature Guide



Description For VLANs, specify a VLAN identifier (VID) to include in the packets sent to and from the

VLAN, or a VPLS routing instance.

NOTE: When configuring a VLAN identifier for provider backbone bridge
(PBB) routing instances, dual-tagged VIDs and the none option are not

permitted.

For 802.1Q tagging, configure an 802.1Q tag to apply to all traffic that originates on the

VLAN.

The number zero is reserved for priority tagging and the number 4095 is also reserved.

For VLAN ID to Rewrite Gigabit Ethernet IQ and 10-Gigabit Ethernet IQ2, 10-Gigabit

Ethernet LAN/WAN PIC, and IQ2-E interfaces and aggregated Ethernet using Gigabit

Ethernet IQ interfaces, specify the line VLAN identifiers to be rewritten at the input or

output interface.

Youcannot include thevlan-idstatementwith the swapstatement, swap-pushstatement,

push-push statement, or push-swap statement at the [edit interfaces interface-nameunit

logical-unit-number output-vlan-map] hierarchy level. If you include any of those

statements in the output VLANmap, the VLAN ID in the outgoing frame is rewritten to

the vlan-id statement that you include at the [edit interfaces interface-name unit

logical-unit-number] hierarchy level.
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Default For 802.1Q Tagging on EX Series and SRX Series, If you use the default factory

configuration, all traffic originating on the VLAN is untagged and has a VLAN identifier

of 1.

On a EX2300 switch, the maximum number of vlans supported is 2024. The vlans can

be in the range of 1-4093.

OnaEX3400switch, themaximumnumberof vlans that canbecreated is4093 including

the default vlan with id 1. In a single vlan-id-list default vlan1 is always inherited, so the

valid configurable vlan range is 2-4093. You can use vlan-id up to and including 4094,

but 4093 is the maximum number of vlans that can be configured.

For VLANs on a QFX3500 and QFX3500 switch, if you use the default factory

configuration, all traffic originating on the VLAN is untagged and has a VLAN identifier

of 1. Thenumber zero is reserved for priority taggingand thenumber4093 is also reserved.

On a QFX5100 switch, if you use the default factory configuration, all traffic originating

on the VLAN is untagged and has a VLAN identifier of 1. The number zero is reserved for

priority tagging and the number 4093 is also reserved.

NOTE: You can only create up 4090 VLANs on a QFX5100 switch. If you
create more than 4090 VLANs, the interfaces associated with the extra
VLANs are not displayed in the show vlans command output. For example, if

you create 4094 VLANs, the extra VLANs will not have interfaces associated
with the VLANs. The order in which you configure the extra VLANs determines
which interfaces are missing from the show vlans command output.

For VLAN tagging and Layer 3 subinterfaces, bind an 802.1Q VLAN tag ID to a logical

interface.

NOTE: The VLAN tag ID cannot be configured on logical interface unit0. The

logical unit number must be 1 or higher.
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Options For VLANs:

number—A valid VLAN identifier. If you configure multiple VLANs with a valid VLAN

identifier, you must specify a unique VLAN identifier for each. However, you can use

the same VLAN identifier for VLANs that belong to different virtual switches. Use

thisoption to sendsingle tagged frameswith thespecifiedVLAN identifier overVPLS

VT interfaces.

NOTE: If you specify a VLAN identifier, you cannot also use the all option.

They are mutually exclusive.

all—Specify that the VLAN spans all the VLAN identifiers configured on themember

logical interfaces.

NOTE: You cannot specify the all option if you include a routing interface in

the VLAN.

none—Specify to enable shared VLAN learning or to send untagged frames over VPLS

VT interfaces.

NOTE: Multichassis link aggregation (MC-LAG) does not support the none

option with the vlan-id statement with VLANs.

For 802.1Q Tagging:

number—VLAN tag identifier

Range:

• 1 through 4094 (all switches except EX8200 Virtual Chassis)

• 1 through 4092 (EX8200 Virtual Chassis only)

Default: 1

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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Related
Documentation

• Example: Connecting Access Switches with ELS Support to a Distribution Switch with

ELS Support on page 197

• Example: ConfiguringaPrivateVLANonaSingleSwitchwithELSSupport onpage304

• Creating a Private VLAN on a Single Switch with ELS Support (CLI Procedure) on

page 295

• Creating a Private VLAN Spanning Multiple EX Series Switches (CLI Procedure) on

page 302

• Example: Configuring VLANs on Security Devices on page 147

• Example: Configuring Interfaces and Routing Instances for a User Logical Systems

• Rewriting the VLAN Tag on Tagged Frames on page 245

• Binding VLAN IDs to Logical Interfaces

• vlan-tagging on page 874

• Example: Configuring Layer 3 Subinterfaces for a Distribution Switch and an Access

Switch

• Configuring Gigabit Ethernet Interfaces (CLI Procedure)

• Configuring Gigabit Ethernet Interfaces for EX Series Switches with ELS support

• Configuring Gigabit Ethernet Interfaces (J-Web Procedure)

• Configuring a Layer 3 Subinterface (CLI Procedure)

• Configuring Q-in-Q Tunneling on EX Series Switches with ELS Support on page 536

• Junos OS Ethernet Interfaces Configuration Guide
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vlan-id-list

Syntax vlan-id-list [ vlan-id-numbers ];

Hierarchy Level [edit bridge-domains bridge-domain-name],
[edit logical-systems logical-system-name bridge-domains bridge-domain-name],
[edit logical-systems logical-system-name routing-instances routing-instance-name

bridge-domains bridge-domain-name],
[edit routing-instances routing-instance-name bridge-domains bridge-domain-name],
[edit interfaces interface-name unit 0],
[edit interfaces interface-name unit logical-unit-number],
[edit vlans vlan-name]

Release Information Statement introduced in Junos OS Release 9.4.

Support for logical systems added in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Statement introduced in Junos OS Release 13.2 for the QFX Series.

Description Specify a VLAN identifier list to use for a bridge domain or VLAN in trunk mode.

Specify the trunk option in the interface-mode statement to accept packetswith a VLAN

ID thatmatches the list of VLAN IDs specified in the vlan-id-list statement to forward the

packetwithin the bridge domain or VLAN configuredwith thematching VLAN ID. Specify

the access option to accept packets with no VLAN ID to forward the packet within the

bridge domain or VLAN configuredwith the VLAN ID thatmatches the VLAN ID specified

in the vlan-id statement.

This statement also enables you to bind a logical interface to a list of VLAN IDs, thereby

configuring the logical interface to receive and forward a frame with a tag that matches

the specified VLAN ID list.

WARNING: On some EX and QFX Series switches, you can apply no more
than eight VLAN identifier lists to a physical interface.

Options vlan-id-numbers—ValidVLAN identifiers. You can combine individual numberswith range

lists by including a hyphen.

Range: 0 through 4095

NOTE: On EX Series switches and the QFX Series, the range is 0 through
4094.
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Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Bridge Domain

• Configuring a VLAN on page 37

• Configuring VLAN Identifiers for Bridge Domains and VPLS Routing Instances

• Configuring VLAN Identifiers for VLANs and VPLS Routing Instances on page 465
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vlan-id-range

Syntax vlan-id-range vlan-id–vlan-id

Hierarchy Level [edit interfaces interface-name unit logical-unit-number],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number]

Release Information Statement introduced in Junos OS Release 8.4.

Description Bind a range of VLAN IDs to a logical interface.

Options number—The first number is the lowest VLAN ID in the range the second number is the

highest VLAN ID in the range.

Range: 1 through 4094

NOTE: On SRX240, SRX300, SRX320, SRX340, SRX345, SRX550M, and
SRX650 devices, the VLAN range from 1 to 4094 on inet interfaces and the
VLAN range from 1 to 3967 on Ethernet switching interfaces. On Ethernet
switching interfaces, the VLAN range from 3968 to 4094 falls under the
reserved VLAN address range, and the user is not allowed to configure VLANs
in this range.

NOTE: Configuring vlan-id-range with the entire vlan-id range is an

unnecessary waste of system resources and is not best practice. It should be
used only when a subset of VLAN IDs (not the entire range) needs to be
associated with a logical interface. If you specify the entire range (1-4094),
it has the same result as not specifying a range; however, it consumes PFE
resources such as VLAN lookup tables entries, and so on.

The following examples illustrate this further:

[edit interfaces interface-name]                                   
vlan-tagging;
unit number {
    vlan-id-range 1-4094;
}

[edit interfaces interface-name]                                   
unit 0;

VLAN ID 0 is reserved for tagging the priority of frames.
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Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Understanding VLANs

vlan-id-start

Syntax vlan-id-start S-VLAN-ID;

Hierarchy Level [editvlansvlan-name interface interface-namemapping-rangeC-VLAN-range (push | swap)]

Release Information Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure an access interface to map a range of C-VLANs to a range of S-VLANs. Use

this statement instead of using multiple set vlans VLAN-name interface interface-name

mapping (push | swap) statements to configure Q-in-Q tunneling or VLAN translation on

a per-VLAN basis. This statement sets the start of the S-VLAN range that the C-VLANs

are mapped to. If you omit this option, mapping begins with the first ID in the range of

S-VLAN IDs (which you configure using the set vlans vlan-rangestatement).

Options None

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring Q-in-Q Tunneling on QFX Series Switches on page 535

• Example: Setting Up Q-in-Q Tunneling on QFX Series Switches on page 546
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vlan-prune

Syntax vlan-prune;

Hierarchy Level [edit vlans vlan-name]

Release Information Statement introduced in Junos OS Release 12.3 for EX Series switches.

Description Prune the Virtual Chassis port (VCP) paths in a Virtual Chassis to ensure received

broadcast, multicast, and unknown unicast traffic in a VLAN uses the shortest possible

path through the Virtual Chassis to the egress VLAN interface.

By default, all broadcast, multicast, and unknown unicast traffic in a VLAN on an EX

Series Virtual Chassis is broadcast to all member switches in the Virtual Chassis. This

behaviorunnecessarilyconsumesbandwidthwithin theVirtualChassisbecauseunneeded

traffic is sent to all Virtual Chassis member switches.

Enabling this option allows you to conserve bandwidth within the Virtual Chassis.

Broadcast,multicast, andunknownunicast traffic still entersandexits theVirtualChassis

within the same VLAN, without the added bandwidth consumption that results from

broadcasting this traffic to all member switches.

Default Disabled

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring VLANs for EX Series Switches on page 144
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vlan-range

Syntax vlan-range vlan-id-low-vlan-id-high;

Hierarchy Level [edit vlans vlan-name]

Release Information Statement introduced in Junos OS Release 9.2 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure multiple VLANs. Each VLAN is assigned a VLAN ID number from the range.

Default None.

Options vlan-id-low-vlan-id-high—Specify the first and last VLAN ID number for the group of

VLANs.

Required Privilege
Level

system—To view this statement in the configuration.

system–control—To add this statement to the configuration.

routing—To view this statement in the configuration.

routing–control—To add this statement to the configuration.

Related
Documentation

• Configuring VLANs on Switches on page 143

• Configuring VLANs for EX Series Switches on page 144

• Configuring VLANs for EX Series Switches (J-Web Procedure)

• Configuring Routed VLAN Interfaces on Switches (CLI Procedure)

• Understanding Bridging and VLANs on Switches on page 132

• Configuring IRB Interfaces on Switches on page 429
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vlan-rewrite

Syntax vlan-rewrite translate (200 500 | 201 501)

Hierarchy Level [edit interfaces interface-name unit number family bridge interface-mode trunk]
[edit interfaces interface-nameunitnumber family ethernet-switching interface-mode trunk]

Release Information Statement introduced in Junos OS Release 9.4.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Translatesan incomingVLANtoabridge-domainVLAN,correspondingcounter translation

at egress. Supports translation of VLAN 200 to VLAN 500 and VLAN 201 to VLAN 501.

Other valid VLANs pass through without translation.

Options translate 200 500—Translates incoming packets with VLAN 200 to 500.

translate 201 501—Translates incoming packets with VLAN 201 to 501.

translate 202 502—Translates incoming packets with VLAN 202 to 502.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Rewriting a VLAN Tag and Adding a New Tag on page 231
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vlan-tagging

Syntax vlan-tagging;

Syntax (QFX Series,
NFX Series, and

EX4600)

vlan-tagging;

Syntax (SRX Series
Interfaces)

vlan-tagging native-vlan-id vlan-id;

Hierarchy Level [edit interfaces interface-name],
[edit logical-systems logical-system-name interfaces interface-name]

QFXSeries,NFXSeries,
andEX4600Interfaces

[edit interfaces (QFX Series) interface-name ]
[edit interfaces (QFX Series) interface-range interface-range-name ]

SRX Series Interfaces [edit interfaces interface ]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 9.5.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.2 for ACX Series Universal Metro Routers.

Statement introduced in Junos OS Release 13.2 for PTX Series Routers.

Statement introduced in Junos OS Release 14.1X53-D10 for the QFX Series.

Description For Fast Ethernet and Gigabit Ethernet interfaces, aggregated Ethernet interfaces

configured for VPLS, and pseudowire subscriber interfaces, enable the reception and

transmission of 802.1Q VLAN-tagged frames on the interface.

NOTE: For QFX Series configure VLAN identifier for untagged packets received
on the physical interface of a trunk mode interface. Enable VLAN tagging.
The platform receives and forwards single-tag frames with 802.1Q VLAN
tags.

On EX Series switches except for EX4300 and EX9200 switches, the
vlan-tagging and family ethernet-switching statements cannot be configured

on the same interface. Interfaces on EX2200, EX3200, EX3300, EX4200,
and EX4500 switches are set to family ethernet-switching by the default

factory configuration. EX6200 and EX8200 switch interfaces do not have a
default family setting.

Copyright © 2019, Juniper Networks, Inc.874

Ethernet Switching Feature Guide



Default VLAN tagging is disabled by default.

Options native-vlan-id— (SRX Series)Configures a VLAN identifier for untagged packets. Enter a

number from 0 through 4094.

NOTE: The native-vlan-id can be configured only when either

flexible-vlan-tagging mode or interface-mode trunk is configured.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• 802.1Q VLANs Overview

• Configuring a Layer 3 Subinterface (CLI Procedure)

• Configuring Tagged Aggregated Ethernet Interfaces

• Example: Configuring Layer 3 Subinterfaces for a Distribution Switch and an Access

Switch

• vlan-id

• Configuring a Layer 3 Logical Interface on page 416

• Configuring VLAN Tagging
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vlan-tags

Syntax vlan-tags outer number inner number;

Hierarchy Level [edit bridge-domains bridge-domain-name],
[edit logical-systems logical-system-name bridge-domains bridge-domain-name],
[edit logical-systems logical-system-name routing-instances routing-instance-name

bridge-domains bridge-domain-name],
[edit routing-instances routing-instance-name bridge-domains bridge-domain-name]
[edit vlans vlan-name]

Release Information Statement introduced in Junos OS Release 8.4.

Support for logical systems added in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Statement introduced in Junos OS Release 13.2X51-D10 for QFX Series switches.

Description Specify dual VLAN identifier tags for a bridge domain, VLAN, or VPLS routing instance.

Options outer number—A valid VLAN identifier.

inner number—A valid VLAN identifier.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Bridge Domain

• Configuring a VLAN on page 37

• Configuring VLAN Identifiers for Bridge Domains and VPLS Routing Instances

• Configuring VLAN Identifiers for VLANs and VPLS Routing Instances on page 465

• Configuring a Layer 2 Virtual Switch .

• Configuring a Layer 2 Virtual Switch on an EX Series Switch on page 388
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vlanmembers (VLANs)

Syntax vlan members [vlan-id];

Hierarchy Level [edit vlans vlan-name]

Release Information Statement modified in Junos OS Release 9.5.

Description Specify multiple VLAN identifiers to create a VLAN for each VLAN identifier.

Options vlan-id—A list of valid VLAN identifiers. A VLAN is created for each VLAN identifier in the

list.

NOTE: If you specify a VLAN identifier list, you cannot configure an IRB
interface in the VLAN.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring VLANs on Security Devices on page 147
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vlans

List of Syntax Syntax (QFX Series, QFabric, NFX Series and EX4600) on page 878

Syntax (QFX Series, NFX Series and EX4600) on page 878

Syntax (SRX Series and EX Series) on page 881

Syntax (SRX Series) on page 882

Syntax (vSRX) on page 885

Syntax (QFX Series,
QFabric, NFX Series

and EX4600)

vlans {
vlan-name {
description text-description;
dot1q-tunneling {

customer-vlans (id | range);
}
filter input filter-name;
filter output filter-name;
interface interface-name {
isolated;
mapping (policy | tag push | native push);
promiscuous;

}
isolation-vlan-id;
l3-interface vlan.logical-interface-number;
mac-limit number;
no-local-switching;
no-mac-learning;
primary-vlan vlan-name;
pvlan extend-secondary-vlan-id vlan-id;
vlan-id number;
vlan-range vlan-id-low-vlan-id-high;

}
}

Syntax (QFX Series,
NFX Series and

EX4600)

vlans {
vlan-name {
description text-description;
domain-type bridge;
forwarding-options {

dhcp-security {
arp-inspection;
group group-name {

interface interface-name {
static-ip ip-address {

mac mac-address;
}

}
overrides {

no-option82;
trusted;
untrusted;

}
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}
ip-source-guard;
no-dhcp-snooping;
option-82 {

circuit-id {
prefix {

host-name;
logical-system-name;
routing-instance-name;

}
use-interface-description (device | logical);
use-vlan-id;

}
remote-id {

host-name hostname;
use-interface-description (device | logical);
use-string string;

}
vendor-id {

use-string string;
}

}
}
fip-security {

examine-vn2vf;
examine-vn2vn {

beacon-period milliseconds;
}
fc-map fc-map-value;
interface interface-name {

(fcoe-trusted | no-fcoe-trusted;)
}

}
}
l3-interface irb.logical-unit-number;
multicast-snooping-options {

flood-groups [group-names];
forwarding-cache {

threshold {
reuse threshold;
suppress threshold;

}
}
graceful-restart {

disable;
restart-duration duration;

}
host-outbound-traffic {

dot1p bits;
forwarding-class forwarding-class;

}
multichassis-lag-replicate-state;
nexthop-hold-time time;
options {

syslog {
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level level;
mark interval;
upto level;

}
}
traceoptions {

file filename {
files number;
no-world-readable;
size file-size;
world-readable;

}
flag flag {

disable;
}

}
}
switch-options {

interface interface-name {
interface-mac-limit limit {
packet-action action;

}
static-macmac-address;

}
interface-mac-limit limit {
packet-action action;

}
mac-move-limit limit {

packet-action action;
}
mac-table-size limit {
packet-action drop;

}
no-mac-learning;
}

}
vlan-id number;
vlan-id-list [vlan-id | vlan-id–vlan-id];
vlan-tags

inner value;
outer value;

}
vxlan {

ingress-node-replication
ovsdb-managed
}

}
}

}
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Syntax (SRX Series
and EX Series)

vlans {
vlan-name {
description text-description;
dot1q-tunneling {
customer-vlans (id | range)
layer2-protocol-tunneling all | protocol-name {
drop-threshold number;
shutdown-threshold number;

}
}
filter input filter-name;
filter output filter-name;
interface interface-name {

egress;
ingress;
mapping (native (push | swap) | policy | tag (push | swap));
pvlan-trunk;

}
isolation-id id-number;
l3-interface l3-interface-name.logical-interface-number;
l3-interface-ingress-counting layer-3-interface-name;
mac-limit limit action action;
mac-table-aging-time seconds;
no-local-switching;
no-mac-learning;
primary-vlan vlan-name;
vlan-id number;
vlan-prune;
vlan-range vlan-id-low-vlan-id-high;

}
}
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Syntax (SRX Series) vlans {
vlan name {

(vlan-id (1..3967) | vlan-id-list [ vlan-id-numbers]);
description;
forwarding-options {

dhcp-security {
arp-inspection;
dhcpv6-options {

option-16 {
use-string use-string;

}
option-18 {

prefix {
host-name;
logical-system-name;
routing-instance-name;
vlan-id;
vlan-name;

}
use-interface-description (device | logical);
use-interface-index (device | logical);
use-interface-mac;
use-interface-name (device | logical);
use-string use-string;

}
option-37 {

prefix {
host-name;
logical-system-name;
routing-instance-name;
vlan-id;
vlan-name;

}
use-interface-description (device | logical);
use-interface-index (device | logical);
use-interface-mac;
use-interface-name (device | logical);
use-string use-string;

}
}
group group-name {

interface interface-name {
static-ip {
ip-address {
mac-address;
}

}
static-ipv6 {
ip-address {
mac-address;
}

}
}
overrides {

no-dhcpv6-options;
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no-option16;
no-option18;
no-option37;
no-option82;
trusted;
untrusted;

}
}
ip-source-guard;
ipv6-source-guard;
neighbor-discovery-inspection;
no-dhcp-snooping;
no-dhcpv6-snooping;
option-82 {

circuit-id {
prefix {

host-name;
logical-system-name;
routing-instance-name;

}
use-interface-description (device | logical);
use-vlan-id;

}
remote-id {

host-name;
mac;
use-interface-description (device | logical);
use-string use-string;

}
vendor-id {

use-string use-string;
}

}
}
filter {

input filter-name;
}
flood {

input filter-name;
}

}
interface interface-name;
l3-interface l3-interface-name;
mcae-mac-flush;
mcae-mac-synchronize;
service-id service-id;
switch-options {

interface name {
action-priority action-priority;
encapsulation-type (ethernet | ethernet-vlan);

ignore-encapsulation-mismatch;
interface-mac-limit {
limit;
packet-action (drop | drop-and-log | log | none | shutdown);

}
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no-mac-learning;
pseudowire-status-tlv;
static-mac mac-address {

vlan-id value;
}
}
interface-mac-limit {
limit;
packet-action (drop | drop-and-log | log | none | shutdown);

}
mac-table-aging-time seconds;
mac-table-size {
limit;
packet-action {
drop;
}

}
no-mac-learning;
static-rvtep-mac {

mac mac_addr {
remote-vtep;

}
}

}
}

}
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Syntax (vSRX) vlans {
vlan name {

(vlan-id (all | none | number) |vlan-id-list [vlan-id-numbers] |vlan-tags<innernumber>
outer number);

description;
forwarding-options {

dhcp-security {
arp-inspection;
dhcpv6-options {

option-16 {
use-string use-string;

}
option-18 {

prefix {
host-name;
logical-system-name;
routing-instance-name;
vlan-id;
vlan-name;

}
use-interface-description (device | logical);
use-interface-index (device | logical);
use-interface-mac;
use-interface-name (device | logical);
use-string use-string;

}
option-37 {

prefix {
host-name;
logical-system-name;
routing-instance-name;
vlan-id;
vlan-name;

}
use-interface-description (device | logical);
use-interface-index (device | logical);
use-interface-mac;
use-interface-name (device | logical);
use-string use-string;

}
}
group group-name {

interface interface-name {
static-ip {
ip-address;

}
static-ipv6 {
ip-address;

}
}
overrides {

no-dhcpv6-options;
no-option16;
no-option18;
no-option37;
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no-option82;
trusted;
untrusted;

}
}
ip-source-guard;
ipv6-source-guard;
light-weight-dhcpv6-relay;
neighbor-discovery-inspection;
no-dhcp-snooping;
no-dhcpv6-snooping;
option-82 {

circuit-id {
prefix {

host-name;
logical-system-name;
routing-instance-name;

}
use-interface-description (device | logical);
use-vlan-id;

}
remote-id {

host-name;
mac;
use-interface-description (device | logical);
use-string use-string;

}
vendor-id {

use-string use-string;
}

}
}
filter {

input filter-name;
}
flood {

input filter-name;
}

}
interface interface-name;
l3-interface l3-interface-name;
mcae-mac-synchronize;
no-irb-layer-2-copy;
service-id service-id;
switch-options {

interface name {
action-priority action-priority;
encapsulation-type (ethernet | ethernet-vlan);

ignore-encapsulation-mismatch;
interface-mac-limit {

disable;
limit;
packet-action (drop | drop-and-log | log | none | shutdown);

}
mac-pinning;
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no-mac-learning;
pseudowire-status-tlv;
static-mac mac-address {

vlan-id value;
}
}
interface-mac-limit {
limit;
packet-action (drop | drop-and-log | log | none | shutdown);

}
mac-statistics;
mac-table-aging-time seconds;
mac-table-size {
limit;
packet-action {
drop;
}

}
no-mac-learning;
static-rvtep-mac {

mac mac_addr {
remote-vtep;

}
}

}
}

}

Hierarchy Level [edit]

[edit routing-instances routing-instance-name]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statements for private VLANs and Q-in-Q tunneling introduced in Junos OS Release 12.1

for the QFX Series.

Statement introduced in Junos OS Release 13.2 for the QFX Series.

Statement introduced in Junos OS Release 15.1X49-D10.
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Description Configure VLAN properties.

On EX Series switches and SRX Series devices (including vSRX), the following

configuration guidelines apply:

• Only private VLAN (PVLAN) firewall filters can be used when the VLAN is enabled for

Q-in-Q tunneling.

• An S-VLAN tag is added to the packet if the VLAN is Q-in-Q-tunneled and the packet

is arriving from an access interface.

• You cannot use a firewall filter to assign an integrated routing and bridging (IRB)

interface or a routed VLAN interface (RVI) to a VLAN.

• VLANassignmentsperformedusinga firewall filteroverrideall otherVLANassignments.

Default If youuse thedefault factory configuration, all switch interfacesbecomepart of theVLAN

default.

Options vlan-name—Nameof theVLAN. Thenamecan include letters, numbers, hyphens (-), and

periods (.) and can contain up to 255 characters long.

The remaining statements are explained separately. See CLI Explorer.

The remaining statements are described separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing–control—To add this statement to the configuration.

system—To view this statement in the configuration.

system–control—To add this statement to the configuration.

Related
Documentation

• Configuring IRB Interfaces on Switches on page 429

• Understanding Bridging and VLANs on Switches on page 132

• Configuring VLANs on Switches with Enhanced Layer 2 Support on page 141

• Configuring VLANs for EX Series Switches on page 144

• Configuring VLANs for EX Series Switches with ELS Support (CLI Procedure)

• Example: Configuring VLANs on Security Devices on page 147

• Configuring Q-in-Q Tunneling on EX Series Switches with ELS Support on page 536

• Configuring Q-in-Q Tunneling on Security Devices

• Configuring Integrated Routing and Bridging Interfaces on Switches (CLI Procedure)

on page 432

• Understanding Bridging and VLANs on Switches on page 132
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vrf-mtu-check

Syntax vrf-mtu-check;

Hierarchy Level [edit chassis]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 11.1 for EX Series switches.

Description OnMSeries routers (except theM120andM320 router) andonEXSeries 8200switches,

configure path maximum transmission unit (MTU) checks on the outgoing interface for

unicast traffic routed on a virtual private network (VPN) routing and forwarding (VRF)

instance.

Default Disabled.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Path MTU Checks for VPN Routing Instances

• Configuring the Junos OS to Enable MTU Path Check for a Routing Instance on M Series

Routers
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vsi-discovery

Syntax vsi-discovery {
interface interface-name
vsi-policy vsi-policy-name

}

Hierarchy Level [edit protocols edge-virtual-bridging]

Description Configure Virtual Station Interface (VSI) Discovery and Configuration Protocol (VDP).

VDP is used to program policies for each individual station interface (VSI).

Default VDP is disabled by default.

Options interface-name—Name of the interface on which VDP is configured. The remaining
statement is explained separately.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Edge Virtual Bridging for Use with VEPA Technology on an EX

Series Switch on page 627

• Configuring Edge Virtual Bridging on an EX Series Switch on page 625
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vsi-policy

Syntax vsi-policy vsi-policy-namefrom vsi-manager vsi-manager-id vsi-type vsi-type vsi-version
vsi-version vsi-instance instance-number;

Hierarchy Level [edit policy-options]

Description Define and apply the named VSI policy to the edge virtual bridging (EVB) configuration.

For use with edge virtual bridging, each virtual machine (VM) on the server is uniquely

identified by following four parameters, which are contained in a VSI policy:

• vsi-manager-id

• vsi-type

• vsi-version

• vsi-instance-id

The vsi-policy commandmanually configures these four parameters on the EX switch

for the successful association of VM-VSI. VDP protocol helps determine the parameters

defined for the virtual machines on the server and configure them on the switch. Use

policy options to define the VM-VSI parameters. Configure a firewall filter for each of the

VM profiles and use it in this statement.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Edge Virtual Bridging for Use with VEPA Technology on an EX

Series Switch on page 627

• Configuring Edge Virtual Bridging on an EX Series Switch on page 625
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west-interface

Syntax west-interface {
node-idmac-address;
control-channel channel-name {

vlan number;
interface name interface-name

}
interface-none
ring-protection-link-end;
virtual-control-channel {

west-interface name;
east-interface name;

}
}

Hierarchy Level [edit protocols protection-group ethernet-ring ring-name]

Release Information Statement introduced in Junos OS Release 9.5.

Statement introduced in Junos OS Release 12.1 for EX Series switches.

Statement introduced in Junos OS Release 14.153-D10 for QFX Series switches.

Description Define one of the two interface ports for Ethernet ring protection, the other being defined

by the east-interface statement at the same hierarchy level. The interface must use the

control channel's logical interfacename.Thecontrol channel is adedicatedVLANchannel

for the ring port.

NOTE: Always configure this port second, after configuring the east-interface

statement.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Ethernet Ring Protection Switching Overview

• Ethernet Ring Protection Using Ring Instances for Load Balancing

• east-interface on page 679

• ethernet-ring on page 692

• Example: Configuring Ethernet Ring Protection Switching on EX Series Switches

• Example: Configuring Ethernet Ring Protection Switching on QFX Series and EX Series

Switches Supporting ELS
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• Configuring Ethernet Ring Protection Switching on Switches (CLI Procedure)

893Copyright © 2019, Juniper Networks, Inc.

Chapter 29: Configuration Statements



Copyright © 2019, Juniper Networks, Inc.894

Ethernet Switching Feature Guide



CHAPTER 30

Operational Commands

• clear dot1x

• clear edge-virtual-bridging

• clear error mac-rewrite

• clear ethernet-switching layer2-protocol-tunneling error

• clear ethernet-switching layer2-protocol-tunneling statistics

• clear ethernet-switching recovery-timeout

• clear ethernet-switching table

• clear interfaces statistics swfabx

• clear mvrp statistics

• show chassis forwarding-options

• show dot1x authentication-bypassed-users

• show dot1x authentication-failed-users

• show dot1x interface

• show dot1x static-mac-address

• show dot1x statistics

• show edge-virtual-bridging

• show ethernet-switching flood

• show ethernet-switching interface

• show ethernet-switching interfaces

• show ethernet-switching layer2-protocol-tunneling interface

• show ethernet-switching layer2-protocol-tunneling statistics

• show ethernet-switching layer2-protocol-tunneling vlan

• show ethernet-switching mac-learning-log

• show ethernet-switching statistics

• show ethernet-switching statistics aging

• show ethernet-switching statistics mac-learning

• show ethernet-switching table

• showmac-rewrite interface
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• showmvrp

• showmvrp applicant-state

• showmvrp dynamic-vlan-memberships

• showmvrp interface

• showmvrp registration-state

• showmvrp statistics

• show protection-group ethernet-ring aps

• show protection-group ethernet-ring configuration

• show protection-group ethernet-ring data-channel

• show protection-group ethernet-ring interface

• show protection-group ethernet-ring node-state

• show protection-group ethernet-ring statistics

• show protection-group ethernet-ring vlan

• show redundant-trunk-group

• show system statistics arp

• show vlans

• traceroute ethernet
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clear dot1x

Syntax clear dot1x
interface <interface-name>
mac-address <static-mac-address>
statistics <interface interface-name>

Release Information Command introduced in Junos OS Release 15.1X49-D80.

Description Reset the authentication state of an interface or delete 802.1X statistics from the device.

When you reset an interface using the interfaceormac-addressoptions, reauthentication

on the interface is also triggered. The device sends out a multicast message on the

interface to restart the authentication of all connected supplicants. If a MAC address is

reset, then thedevicesendsoutaunicastmessage to that specificMACaddress to restart

authentication.

Options interface <[interface-name]>—Reset the authentication state of all the supplicants
(also, clear all the authentication bypassed clients) connected to the specified

interface (when the interface is an authenticator) or reset the authentication state

for the interface itself (when the interface is a supplicant).

mac-address [mac-addresses]—Reset the authentication state of the specified MAC
addresses.

statistics <interface interface-name>—Clear 802.1X statistics on all 802.1X-enabled
interfaces. If the interface option is specified, clear 802.1X firewall statistics for that

interface or interfaces.

Required Privilege
Level

view

Related
Documentation

dot1x on page 674•

List of Sample Output clear dot1x interface on page 897
clear dot1xmac-address on page 897
clear dot1x statistics interface on page 898

Sample Output

clear dot1x interface

user@host> clear dot1x interface ge-0/0/1

clear dot1xmac-address

user@host> clear dot1xmac-address 00:04:ae:cd:23:5f
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clear dot1x statistics interface

user@host> clear dot1x statistics interface ge-0/0/1
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clear edge-virtual-bridging

Syntax clear edge-virtual-bridging
<edge-control-protocol-statistics>
<firewall <interface interface-name>

<vsi-profiles <interface interface-name>

Release Information Statement introduced in Junos OS Release 12.1 for EX Series switches.

Description Clear edge-virtual-bridging (EVB).

Options none—Clear EVB.

edge-control-protocol-statistics—(Optional) Clear Edge Control Protocol (ECP)
statistics.

firewall <interface interface-name>—(Optional) Clear EVB implicit filter counters on all

interfaces or on a specific interface.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

Example: Configuring Edge Virtual Bridging for Use with VEPA Technology on an EX

Series Switch on page 627

•

• Configuring Edge Virtual Bridging on an EX Series Switch on page 625
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clear error mac-rewrite

Syntax clear error mac-rewrite
<interface interface-name>

Release Information Command introduced in Junos OS Release 9.1.

Description Clear aMAC rewrite error condition causedby the reception of tunneled protocol packets

on an interface with Layer 2 protocol tunneling enabled.

On interfaces with L2PT configured, customer-facing ports should not receive packets

with theL2PTMACaddressas thedestinationaddressunless there is anetwork tolopogy

or configuration error. Any such interface receiving an L2PT packet becomes “Disabled”,

andmust subsequently be re-enabled by clearing the error with this command.

Options interface interface-name—(Optional) Clear the MAC rewrite error condition for the
specified interface.

Required Privilege
Level

clear

Related
Documentation

Layer2 Protocol Tunneling Through a Network•

• Configuring Layer 2 Protocol Tunneling on EX Series Switches with ELS Support on

page 397

• ClearingaMACRewriteErroronan InterfacewithLayer2ProtocolTunnelingonpage399

• showmac-rewrite interface on page 987

List of Sample Output clear error mac-rewrite interface on page 900

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear error mac-rewrite interface

user@host> clear error mac-rewrite interface ge-1/0/1
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clear ethernet-switching layer2-protocol-tunneling error

Syntax clear ethernet-switching layer2-protocol-tunneling error
<interface interface-name>

Release Information Command introduced in Junos OS Release 10.0 for EX Series switches.

Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Clear Layer 2 protocol tunneling (L2PT) errors on one or more interfaces. If an interface

hasbeendisabledbecause theamountof Layer 2protocol traffic exceeded the shutdown

threshold or because the switch has detected an error in the network topology or

configuration, use this command to reenable the interface.

Options none—Clears L2PT errors on all interfaces.

interface interface-name—(Optional) Clear L2PT errors on the specified interface.

Required Privilege
Level

view

Related
Documentation

Example: Configuring Layer 2 Protocol Tunneling on EX Series Switches on page 402•

• Configuring Layer 2 Protocol Tunneling on EX Series Switches on page 400

List of Sample Output clear ethernet-switching layer2-protocol-tunneling error on page 901
clear ethernet-switching layer2-protocol-tunneling error interface
xe-0/0/1.0 on page 901

Sample Output

clear ethernet-switching layer2-protocol-tunneling error

user@switch> clear ethernet-switching layer2-protocol-tunneling error

clear ethernet-switching layer2-protocol-tunneling error interface xe-0/0/1.0

user@switch> clear ethernet-switching layer2-protocol-tunneling error interface xe-0/0/1.0
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clear ethernet-switching layer2-protocol-tunneling statistics

Syntax clear ethernet-switching layer2-protocol-tunneling statistics
<interface interface-name>
<vlan vlan-name>

Release Information Command introduced in Junos OS Release 10.0 for EX Series switches.

Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Clear Layer 2 protocol tunneling (L2PT) statistics on one or more interfaces or VLANs.

Options none—Clear L2PT statistics on all interfaces and VLANs.

interface interface-name—(Optional) Clear L2PT statistics on the specified interface.

vlan vlan-name—(Optional) Clear L2PT statistics on the specified VLAN.

Required Privilege
Level

view

Related
Documentation

show ethernet-switching layer2-protocol-tunneling statistics on page 945•

• Example: Configuring Layer 2 Protocol Tunneling on EX Series Switches on page 402

• Configuring Layer 2 Protocol Tunneling on EX Series Switches on page 400

List of Sample Output clear ethernet-switching layer2-protocol-tunneling statistics on page 902
clearethernet-switchinglayer2-protocol-tunnelingerror interfacege-0/1/1.0onpage902
clear ethernet-switching layer2-protocol-tunneling error vlan v2 on page 902

Sample Output

clear ethernet-switching layer2-protocol-tunneling statistics

user@switch> clear ethernet-switching layer2-protocol-tunneling statistics

clear ethernet-switching layer2-protocol-tunneling error interface ge-0/1/1.0

user@switch> clearethernet-switching layer2-protocol-tunnelingstatistics interfacexe-0/1/1.0

clear ethernet-switching layer2-protocol-tunneling error vlan v2

user@switch> clear ethernet-switching layer2-protocol-tunneling statistics vlan v2
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clear ethernet-switching recovery-timeout

Syntax clear ethernet-switching recovery-timeout
<interface interface-name>

Release Information Command introduced in Junos OS Release 15.1X49-D70

Description Clear all MAC limiting errors from all the Ethernet switching interfaces on the device or

fromthespecified interface, and restore the interfacesor the specified interface to service.

Options interface interface-name—(Optional) Clear all MAC limiting errors from the specified

interface and restore the interface to service.

Required Privilege
Level

clear

Related
Documentation

Understanding MAC Limiting•

• Example: Configuring MAC Limiting on a Security Device

• Configuring Autorecovery From the Disabled State on Secure Interfaces of a Security

Device (CLI Procedure)
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clear ethernet-switching table

Syntax clear ethernet-switching table
<interface interface-name>
<mac mac-address>
<management-vlan>
<persistent-mac <interface | mac-address>>
<vlan vlan-name>

Syntax (QFX Series) clear ethernet-switching table
<interface interface-name>
<mac mac-address>
<persistent-mac <interface | mac-address>>
<vlan vlan-name>

Release Information Command introduced in Junos OS Release 9.3 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description NOTE: On a QFabric system, using this command on an FCoE-enabled VLAN
when FCoE sessions are active can cause traffic flooding and FCoE traffic
drop. The FCoE sessions are not terminated and the traffic reconverges after
a short period of time.

Clear learned entries, which are media access control (MAC) addresses, in the Ethernet

switching table (also called the forwarding database table).

Options none—Clear learned entries in the Ethernet switching table, except for persistent MAC
addresses.

interface interface-name—(Optional) Clear all learnedMAC addresses for the specified
interface from the Ethernet switching table.

macmac-address—(Optional)Clear thespecified learnedMACaddress fromtheEthernet

switching table.

management-vlan—(Optional) Clear all MAC addresses learned for the management
VLAN from the Ethernet switching table. Note that you do not specify a VLAN name

because only onemanagement VLAN exists.

persistent-mac<interface|mac-address>—(Optional)ClearallMACaddresses, including
persistent MAC addresses. Use the interface option to clear all MAC addresses on

an interface, or use themac-address option to clear all entries for a specific MAC

address.
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Use this commandwhenever youmoveadevice in yournetwork thathasapersistent

MAC address on the switch. If youmove the device to another port on the switch

and do not clear the persistent MAC address from the original port it was learned

on, then the new port will not learn theMAC address and the device will not be able

to connect. If the original port is downwhen youmove the device, then the new port

will learn theMACaddress and thedevice can connect—however, unless you cleared

the MAC address on the original port, when the port comes back up, the system

reinstalls the persistent MAC address in the forwarding table for that port. If this

occurs, the address is removed from the new port and the device loses connectivity.

vlan vlan-name—(Optional) Clear all MAC addresses learned for the specified VLAN
from the Ethernet switching table.

Required Privilege
Level

view

Related
Documentation

show ethernet-switching table on page 964•

List of Sample Output clear ethernet-switching table on page 905

Output Fields This command produces no output.

Sample Output

clear ethernet-switching table

user@switch> clear ethernet-switching table
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clear interfaces statistics swfabx

Syntax clear interfaces statistics <swfab0 | swfab1>

Release Information Command introduced in Junos OS Release 11.1.

Description Clear interface statistics for the specified swfab interface.

Required Privilege
Level

clear

Related
Documentation

show interfaces swfabx•

List of Sample Output clear interfaces statistics <swfab0 | swfab1> on page 906

Output Fields When you enter this command, interface statistics for swfab0 and swfab1 are cleared.

Sample Output

clear interfaces statistics <swfab0 | swfab1>

user@host> clear interfaces statistics <swfab0 | swfab1>
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clear mvrp statistics

List of Syntax Syntax (EX Series) on page 907

Syntax (SRX1500, SRX300, SRX550M, SRX345, SRX340 and SRX320) on page 907

Syntax (EX Series) clear mvrp statistics <interface interface-name>

Syntax (SRX1500,
SRX300, SRX550M,

clear mvrp statistics
<interface interface-name>

SRX345, SRX340 and
SRX320)

<routing-instance routing-instance-name>

Release Information Command introduced in Junos OS Release 10.0 for EX Series switches.

Statement introduced in Junos OS Release 15.1X49-D70.

Description Clear all Multiple VLAN Registration Protocol (MVRP) interface and, for SRX devices,

routing instances statistics.

Options none—Clear all MVRP statistics.

interface interface-name—Clear the MVRP statistics on the specified interface.

routing-instance name—Clear the MVRP statistics on the specified SRX Series device’s
named routing instance. If you do not specify a routing instance name, statistics are

cleared for the default routing instance.

Required Privilege
Level

clear

Related
Documentation

showmvrp statistics on page 1001•

• Example: Configuring Automatic VLAN Administration Using MVRP on EX Series

Switches on page 507

• showmvrp on page 989

List of Sample Output clear mvrp statistics on page 907
clear mvrp statistics interface ge-0/0/1.0 on page 908

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear mvrp statistics

user@switch> clear mvrp statistics
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clear mvrp statistics interface ge-0/0/1.0

user@switch> clear mvrp statistics interface ge-0/0/1.0
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show chassis forwarding-options

Syntax show chassis forwarding-options

Release Information Command introduced in Junos OS Release 13.2

Support added to QFX5200 switches in Junos OS Release 15.1X53-D30

Description Display the configuration for the Unified Forwarding Table.

Options There are no options for this command.

NOTE: Starting in Junos OS Releases 17.3R2, for QFX5200 Virtual Chassis,
information about memory banks are displayed only for the Master, not for
the other members. Values remain the same across all members. All
configuration changes for the Unified Forwarding Table are made through
the Master.

Required Privilege
Level

view

Related
Documentation

Configuring the Unified Forwarding Table on Switches on page 71•

• Example: Configuring a Unified Forwarding Table Custom Profile on page 67

List of Sample Output show chassis forwarding-options (l2-profile-three) on page 910
show chassis forwarding-options (custom-profile on QFX5200 Series
switch) on page 910
show chassis forwarding-options (QFX5200 Virtual Chassis) on page 911

Output Fields Table 110 on page 909 lists the output fields for the show chassis forwarding-options

command. Output fields are listed in the approximate order in which they appear.

Table 110: show chassis forwarding-options Output Fields

Field DescriptionField Name

Name of profile configured:

• custom-profile (QFX5200 only)

• l2-profile-one

• l2-profile-three (default)

• l2-profile-two

• l3-profile

• lpm-profile

profile name
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Table 110: show chassis forwarding-options Output Fields (continued)

Field DescriptionField Name

Maximum amount of memory allocated for Layer 2 entries.MAC

Maximum amount of memory allocated for Layer 3 host entries.L3-host

Maximum amount of memory allocated for longest match prefix (LPM) entries.LPM

Maximum amount of memory allocated in LPM table for IP prefixes with lengths in the range /65
through /127.

num-65-127-prefix

(QFX5200only)Maximumamountofmemoryallocated for eachaddress type. This amount includes
the amount configured plus the amount allocated through the dedicated hash table.

Total scale(K)

(QFX5200only)Maximumamount ofmemory configuredby address type for eachof the four shared
memory banks and the dedicated hash table.

Bankdetails for various
types of entries

(QFX5200 only) Type of forwarding-table entry: L2(mac); L3 (unicast andmulticast); Exact Match;
and Longest Prefix Match (lpm)

Entry type

(QFX5200only)Maximumamount ofmemory allocated for each address type in the dedicated hash
table.

Dedicatedbanksize(K)

(QFX5200 only) Default Maximum amount ofmemory allocated for each address type in the shared
memory banks.

Shared bank size(K)

Sample Output

show chassis forwarding-options (l2-profile-three)

user@host> show chassis forwarding-options

UFT Configuration:
l2-profile-three. (MAC: 160K L3-host: 144K LPM: 16K) (default)
num-65-127-prefix = none

{master:0}

show chassis forwarding-options (custom-profile on QFX5200 Series switch)

user@host> show chasiss forwarding-options

UFT Configuration:
custom-profile
Configured custom scale:
Entry type                 Total scale(K)
L2(mac)                         8
L3 (unicast & multicast)        72
Exact Match                     0
Longest Prefix Match (lpm)      80
num-65-127-prefix = 1K
-------------Bank details for various types of entries------------
Entry type                   Dedicated Bank Size(K)      Shared Bank Size(K)
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L2 (mac)                     8                         32 * num shared banks
L3 (unicast & multicast      8                         32 * num shared banks
Exact match                  0                         16 * num shared banks
Longest Prefix match(lpm)    16                        32 * num shared banks

show chassis forwarding-options (QFX5200 Virtual Chassis)

user@host> show chassis forwarding-options

localre:
-
UFT Configuration:
l2-profile-three.(default)
num-65-127-prefix = 1K
-Bank details for various types of entries-
Entry type                         Dedicated Bank Size(K)     Shared Bank Size(K)
L2(mac)                            8                          32 * num shared banks
L3(unicast & multicast)            8                          32 * num shared banks
Exact Match                        0                          16 * num shared banks
Longest Prefix Match(lpm)          16                         32 * num shared banks

fpc1:
-
UFT Configurtion:
l2-profile-three.(default)
num-65-127-prefix = 1K
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show dot1x authentication-bypassed-users

Syntax show dot1x authentication-bypassed-users

Release Information Command introduced in Junos OS Release 15.1X49-D80.

Description Display the supplicants (users) that have bypassed 802.1X authentication.

Required Privilege
Level

view

Related
Documentation

show dot1x authentication-failed-users on page 913•

• dot1x on page 674

List of Sample Output show dot1x authentication-bypassed-users on page 912

Output Fields Table 111 on page 912 lists the output fields for the show dot1x

authentication-bypassed-users command. Output fields are listed in the approximate

order in which they appear.

Table 111: show dot1x authentication-bypassed-users Output Fields

Level of OutputField DescriptionField Name

allThe MAC address configured to bypass 802.1X authentication.Interface

allThe MAC address configured statically on the interface.MAC address

allThe VLAN that is configured to bypass 802.1X authentication.VLAN

Sample Output

show dot1x authentication-bypassed-users

user@host> show dot1x authentication-bypassed-users

MAC address           Interface      VLAN            
00:50:56:85:66:0f     ge-0/0/0.0     vlan6                   
00:50:56:9e:56:42     ge-0/0/1.0     vlan6                  
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show dot1x authentication-failed-users

Syntax show dot1x authentication-failed-users

Release Information Command introduced in Junos OS Release 15.1X49-D80.

Description Display the supplicants (users) that have failed 802.1X authentication.

Required Privilege
Level

view

Related
Documentation

show dot1x authentication-bypassed-users on page 912•

• dot1x on page 674

List of Sample Output show dot1x authentication-failed-users on page 913

Output Fields Table 112 onpage913 lists the output fields for the showdot1xauthentication-failed-users

command. Output fields are listed in the approximate order in which they appear.

Table 112: show dot1x authentication-failed-users Output Fields

Level of OutputField DescriptionField Name

allThe MAC address configured to bypass 802.1X authentication.Interface

allThe MAC address configured statically on the interface.MAC address

allThe user that is configured on the RADIUS server and that has failed 802.1X
authentication.

User

allThe number of times that 802.1X authentication has failed on the interface.Failure Count

Sample Output

show dot1x authentication-failed-users

user@host> show dot1x authentication-failed-users

Interface     MAC address          User            Failure Count
ge-0/0/0.0    00:50:56:85:66:0f    00505685660f    1           
ge-0/0/1.0    00:50:56:9e:56:42    0050569e5642    1           
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show dot1x interface

Syntax show dot1x interface <<interface-name>
<brief | detail>

Release Information Command introduced in Junos OS Release 15.1X49-D80.

Description Display the current operational state of all ports with the list of connected users.

This command displays the list of connected supplicants received from the RADIUS

authentication server regardless of the session state—that is, for both authenticated

supplicants and for supplicants that attempted authentication.

Options none—Display information for all authenticator ports.

brief | detail—(Optional) Display the specified level of output.

interface interface-name—(Optional) Display information for the specified interface
with a list of connected supplicants.

Required Privilege
Level

view

Related
Documentation

show dot1x authentication-bypassed-users on page 912•

• dot1x on page 674

List of Sample Output show dot1x interface brief on page 918
show dot1x interface detail on page 918

Output Fields Table 113onpage914 lists theoutput fields for the showdot1x interfacecommand.Output

fields are listed in the approximate order in which they appear.

Table 113: show dot1x interface Output Fields

Level of OutputField DescriptionField Name

allName of a port.Interface

allThe MAC address of the connected supplicant on the port.MAC address

brief, detailThe 802.1X authentication role of the interface. When 802.1X is enabled on an
interface, the role is Authenticator. As Authenticator, the interface blocks LAN
access until a supplicant is authenticated through 802.1X or MAC RADIUS
authentication.

Role
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Table 113: show dot1x interface Output Fields (continued)

Level of OutputField DescriptionField Name

briefThe state of the port:

• Authenticated—The supplicant has been authenticated through the RADIUS
server or has been permitted access through server fail fallback.

• Authenticating—The supplicant is authenticating through the RADIUS server.

• Held—An action has been triggered through server fail fallback during a
RADIUS server timeout. A supplicant is denied access, permitted access
through a specified VLAN, or maintains the authenticated state granted to
it before the RADIUS server timeout occurred.

State

briefThe username of the connected supplicant.User

detailThe administrative state of the port:

• auto—Traffic is allowed through the port based on the authentication result
(by default).

• force-authorize—All traffic flows through the port irrespective of the
authentication result. This state is not allowed on an interface whose VLAN
membership has been set to dynamic.

• force-unauthorize—All traffic drops on the port irrespective of the
authentication result. This state is not allowed on an interface whose VLAN
membership has been set to dynamic.

Administrative state

detailThemode for the supplicant:

• single—Only the first supplicant is authenticated. All other supplicants that
connect later to the port are allowed full access without any further
authentication. They effectively piggyback on the first supplicant’s
authentication.

• single-secure—Onlyone supplicant is allowed toconnect to theport. Noother
supplicant is allowed to connect until the first supplicant logs out.

• multiple—Multiple supplicants are allowed to connect to the port. Each
supplicant is authenticated individually.

Supplicant

detailThenumber of seconds theportwaits before reattempting authentication after
a failed authentication exchange with the supplicant.

Quiet period

detailThe number of seconds the port waits before retransmitting the initial EAPOL
PDUs to the supplicant.

Transmit period

detailMAC RADIUS authentication:

• enabled—The device sends an EAPOL request to the connecting host to
attempt 802.1X authentication and if the connecting host is unresponsive,
the device tries to authenticate the host by using the MAC address.

• disabled—Thedefault. The device does not attempt to authenticate theMAC
address of the connecting host.

MACRadius
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Table 113: show dot1x interface Output Fields (continued)

Level of OutputField DescriptionField Name

detailMAC RADIUS authentication protocol:

• EAP-MD5—The EAP-MD5 protocol is used for MAC RADIUS authentication.
EAP-MD5 is an authentication method belonging to the Extensible
Authentication Protocol (EAP) authentication framework. EAP-MD5 is the
default authentication protocol.

• PAP—The Password Authentication Protocol (PAP) authentication protocol
is used for MAC RADIUS authentication.

MACRadius
authentication
protocol

detailTheauthenticationmethod is restricted toMACRADIUS. 802.1X authentication
is not enabled.

MACRadius restrict

detailThe reauthentication state:

• disable—Periodic reauthentication of the client is disabled.

• interval—Sets the periodic reauthentication time interval.

Reauthentication

detailThe number of seconds the port waits for a response when relaying a request
from the authentication server to the supplicant before resending the request.

Supplicant timeout

detailThenumber of seconds theportwaits for a replywhen relaying a response from
the supplicant to the authentication server before timing out.

Server timeout

detailThemaximum number of times an EAPOL request packet is retransmitted to
the supplicant before the authentication session times out.

MaximumEAPOL
requests

detailThenumber of non-802.1X clients grantedaccess to theLANbymeansof static
MAC bypass. The following fields are displayed:

• Client—MAC address of the client.

• vlan—The name of the VLAN to which the client is connected.

Number of clients
bypassed because of
authentication

detailThe VLAN to which a supplicant is connected when the supplicant is
authenticated using a guest VLAN. If a guest VLAN is not configured on the
interface, this field displays <not configured>.

GuestVLANmember

detailThe number of supplicants connected to a port.Numberofconnected
supplicants

detailThe username and MAC address of the connected supplicant.Supplicant
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Table 113: show dot1x interface Output Fields (continued)

Level of OutputField DescriptionField Name

detailThe authentication method used for a supplicant:

• CWAAuthentication—A supplicant is authenticated by the central Web
authentication (CWA) server.

• Guest VLAN—A supplicant is connected to the LAN through the guest VLAN.

• MACRADIUS—A nonresponsive host is authenticated based on its MAC
address. The MAC address is configured as permitted on the RADIUS server.
The RADIUS server lets the device know that theMAC address is a permitted
address, and the device opens LAN access to the nonresponsive host on the
interface to which it is connected.

• RADIUS—Asupplicant is configuredon theRADIUS server, theRADIUS server
communicates this to the device, and the device opens LAN access on the
interface to which the supplicant is connected.

• Server-fail—One of the following fallback actions is in effect because the
RADIUS server is unreachable. Indicates whether EAPOL block is in effect,
and the amount of time remaining for EAPOL block (in seconds).

• deny—The supplicant is denied access to the LAN, preventing traffic from
flowing from the supplicant through the interface. This is thedefault server
fail fallback action.

• permit—The supplicant is permitted access to the LAN as if the supplicant
had been successfully authenticated by the RADIUS server.

• use-cache—In the event that the RADIUS server times out when the
supplicant isattempting reauthentication, thesupplicant is reauthenticated
only if it was previously authenticated; otherwise, the supplicant is denied
LAN access.

• VLAN—The supplicant is configured to bemoved to a specified VLAN if
the RADIUS server is unavailable to reauthenticate the supplicant. (The
VLANmust already exist on the device.)

Authentication
method

detailThe VLAN to which the supplicant is connected.Authenticated VLAN

detailUser policy filter sent by the RADIUS server.Dynamic filter

detailThe configured reauthentication interval.Session Reauth
interval

detailThenumberof seconds inwhich reauthenticationoccursagain for theconnected
supplicant.

Reauthenticationdue
in

detailThe number of seconds between interim RADIUS accounting messages.Session Accounting
Interim Interval

detailThenumber of secondsuntil the next interimRADIUSaccounting update is due.Accounting Update
due in

detailThe URL used to redirect the supplicant to a central Web server for
authentication.

CWARedirect URL
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Sample Output

show dot1x interface brief

user@root> show dot1x interface brief

802.1X Information:
Interface     Role           State           MAC address          User
ge-0/0/1      Authenticator  Connecting      00:50:56:85:66:0F    00505685660f
ge-0/0/2      Authenticator  Authenticated   00:50:56:9E:56:42    0050569e5642

show dot1x interface detail

user@root> show dot1x interface detail

 ge-0/0/0.0
  Role: Authenticator
  Administrative state: Auto
  Supplicant mode: Multiple
  Number of retries: 3
  Quiet period: 60 seconds
  Transmit period: 30 seconds
  Mac Radius: Enabled
  Mac Radius Restrict: Disabled
  Reauthentication: Enabled
  Configured Reauthentication interval: 30 seconds
  Supplicant timeout: 30 seconds
  Server timeout: 30 seconds
  Maximum EAPOL requests: 2
  Guest VLAN member: not configured
  Number of connected supplicants: 1
    Supplicant: 00505685660f, 00:50:56:85:66:0F
      Operational state: Authenticated
      Backend Authentication state: Idle
      Authentication method: Server-Reject Vlan
      Authenticated VLAN: visitor-vlan
      Session Reauth interval: 30 seconds
      Reauthentication due in 20 seconds
ge-0/0/1.0
  Role: Authenticator
  Administrative state: Auto
  Supplicant mode: Multiple
  Number of retries: 3
  Quiet period: 60 seconds
  Transmit period: 30 seconds
  Mac Radius: Enabled
  Mac Radius Restrict: Disabled
  Reauthentication: Enabled
  Configured Reauthentication interval: 30 seconds
  Supplicant timeout: 30 seconds
  Server timeout: 30 seconds
  Maximum EAPOL requests: 2
  Guest VLAN member: not configured
  Number of connected supplicants: 1
    Supplicant: 0050569e5642, 00:50:56:9E:56:42
      Operational state: Authenticated
      Backend Authentication state: Idle
      Authentication method: Server-Reject Vlan
      Authenticated VLAN: visitor-vlan
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      Session Reauth interval: 30 seconds
      Reauthentication due in 24 seconds
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show dot1x static-mac-address

Syntax show dot1x static-mac-address <interface interface-name>

Release Information Command introduced in Junos OS Release 15.1X49-D80.

Description Display all the static MAC addresses of interfaces that are configured to bypass 802.1X

authentication.

Options none—Display static MAC addresses for all interfaces.

interface interface-name—(Optional)Display staticMACaddresses for a specific interface.

Required Privilege
Level

view

Related
Documentation

show dot1x authentication-bypassed-users on page 912•

• dot1x on page 674

List of Sample Output show dot1x static-mac-address on page 920
show dot1x static-mac-address interface (Specific Interface) on page 921

Output Fields Table 114 on page 920 lists the output fields for the show dot1x static-mac-address

command. Output fields are listed in the approximate order in which they appear.

Table 114: show dot1x static-mac-address Output Fields

Level of OutputField DescriptionField Name

allThe MAC address of the device that is configured to bypass 802.1X
authentication.

MACaddress/prefix

allThe name of the VLAN to which the device is assigned.VLAN-Assignment

allThe name of the interface onwhich authentication is bypassed for a givenMAC
address.

Interface

Sample Output

show dot1x static-mac-address

user@host> show dot1x static-mac-address

MAC address/prefix            VLAN-Assignment           Interface 
00:50:56:85:66:0f/48          vlan6                     ge-0/0/0.0
00:50:56:9e:56:42/48          vlan6                     ge-0/0/1.0
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show dot1x static-mac-address interface (Specific Interface)

user@host> show dot1x static-mac-address interface ge-0/0/0

MAC address/prefix            VLAN-Assignment           Interface
00:50:56:85:66:0f/48          vlan6                     ge-0/0/0.0
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show dot1x statistics

Syntax show dot1x statistics interface <interface-name>

Release Information Command introduced in Junos OS Release 15.1X49-D80.

Description Display 802.1X statistics on this interface.

Options interface interface-name—(Optional) Displays statistical information for the interface.

Required Privilege
Level

view

Related
Documentation

dot1x on page 674•

• show dot1x authentication-bypassed-users on page 912

List of Sample Output show dot1x statistics interface on page 922

Sample Output

show dot1x statistics interface

user@host> show dot1x statistics interface ge-0/0/0

Interface: ge-0/0/0.0
  TxReqId = 4 TxReq = 0 TxTotal = 4
  RxStart = 0 RxLogoff = 0 RxRespId = 0 RxResp = 0
  RxInvalid = 0 RxLenErr = 0 RxTotal = 0
  LastRxVersion = 0 LastRxSrcMac = 00:50:56:85:66:0f
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show edge-virtual-bridging

Syntax show edge-virtual-bridging
<detail>
<edge-control-protocol statistics <interface interface-name>>
<firewall>
<interface interface-name>
vsi-profiles <interface interface-name>

Release Information Command introduced in Junos OS Release 12.1 for EX Series switches.

Description Display information about edge virtual bridging (EVB).

Options none—Display EVB parameters for all interfaces configured with EVB.

detail—(Optional) Display EVB parameters and virtual station interface (VSI) profiles
associated with each interface.

edge-control-protocolstatistics<interface<nterface-name>—(Optional)DisplayEdge
Control Protocol (ECP)l statistics for all configuredEVB interfacesor for the specified

interface.

firewall—Display the firewall filters created by EVB.

interface interface-name—(Optional)DisplayEVBparameters for the specified interface.

vsi-profiles <interface interface-name>—(Optional) Display VSI profiles associated on
each interface or for the specified interface.

Required Privilege
Level

view

Related
Documentation

Example: Configuring Edge Virtual Bridging for Use with VEPA Technology on an EX

Series Switch on page 627

•

List of Sample Output show edge-virtual-bridging on page 924
show edge-virtual-bridging interface on page 924
show edge-virtual-bridging edge-control-protocol statistics on page 925
show edge-virtual-bridging vsi-profiles on page 925
show edge-virtual-bridging vsi-profiles interface on page 925
show edge-virtual-bridging firewall on page 925

Output Fields Table 115 onpage924 lists theoutput fields for the showedge-virtual-bridging command.

Output fields are listed in the approximate order in which they appear.
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Table 115: show edge-virtual-bridging Output Field Descriptions

Field DescriptionField Name

Switch interface configured for EVB.Interface

Number of ECP packets received by the switch. ECP is a Layer 2 protocol that is used to carry VSI
Discovery and Configuration Protocol (VDP)messages.

Interface input ECP
Packets

Number of ECP packets sent by the switch. ECP is a Layer 2 protocol that is used to carry VDP
messages.

Interface output ECP
Packets

Mode by which packets are forwarded to their destination.

Thevalue for forwardingmode is eitherStandard (meaning the forwarding isdone through802.1Q)
or Reflective-relay, meaning that both the source and destination addresses are located on the
same VM server.

Forwarding Mode

Retransmission timer exponent (RTE) is anEVB interfaceattributeused tocalculate theminimum
VDP protocol data unit (PDU) retransmission time.

RTE

Number of virtual station interfaces on the switch connected to the VEPA.Number of VSIs

EVB protocols currently enabled. The values can beVDP, ECP or RTE. Protocols are configured
during the capabilities exchange via an EVB type, length, and value (TLV) carried by the Link Layer
Discovery Protocol (LLDP) between the switch and the server.

Protocols

EVB profile including parameters that uniquely identify each VSI entry (VSI manager, VSI type,
VSI version, VSI instance, VSI state).

VSI profile

Name of the filter defined in the firewall stanza.Filter Name

Number of packets and bytes that have satisfied the match conditions defined by the filter.Counters

Sample Output

show edge-virtual-bridging

user@switch#show edge-virtual-bridging

Interface     Forwarding Mode      RTE   Number of VSIs  Protocols 
ge-0/0/20.0   Reflective-relay     25    400             ECP, VDP, RTE

show edge-virtual-bridging interface

user@switch#show edge-virtual-bridging interface ge-0/0/20.0

Interface: ge-0/0/20.0, Forwarding mode: Reflective-relay RTE: 25, Number of VSIs:
 400, Protocols: ECP, VDP, RTE 
VSI profiles:  
 Manager: 97, Type: 997, Version: 3, VSI State: Associate  
 Instance: 09b11c53-8b5c-4eeb-8f00-c84ebb0bb997     
      MAC                       VLAN     
      00:10:94:00:00:04
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show edge-virtual-bridging edge-control-protocol statistics

user@switch#show edge-virtual-bridging edge-control-protocol-statistics

Interface: ge-0/0/20.0   
      Input ECP packets: 302   
      Output ECP packets: 303

show edge-virtual-bridging vsi-profiles

user@switch#show edge-virtual-bridging vsi-profiles

Interface: ge-0/0/20.0 
Manager: 97, Type: 997, Version: 3, VSI State: Associate 
 Instance: 09b11c53-8b5c-4eeb-8f00-c84ebb0bb997   
      MAC                       VLAN   
      00:10:94:00:00:04         3

show edge-virtual-bridging vsi-profiles interface

user@switch#show edge-virtual-bridging vsi-profiles interface ge-0/0/20.0

Interface: ge-0/0/20.0
Manager: 97, Type: 997, Version: 3, VSI State: Associate
 Instance: 09b11c53-8b5c-4eeb-8f00-c84ebb0bb997   
          MAC                       
          VLAN   00:10:94:00:00:04         3

show edge-virtual-bridging firewall

user@switch#show edge-virtual-bridging firewall

Filter name: evb_filter_ge-0/0/20 
Counters:  
  Name: evb_filter_term_3_00:10:94:00:00:04_default    
          Bytes: 0, Packets: 0  
  Name: f3_accept__evb_filter_term_3_00:10:94:00:00:04-f3-t1    
          Bytes: 1028, Packets: 14
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show ethernet-switching flood

Syntax show ethernet-switching flood
<brief | detail | extensive>
<event-queue>
<instance instance-name>
<logical-system logical-system-name>
<route (all-ce-flood | all ve-flood | alt-root-flood | bd-flood | mlp-flood | re-flood)>
<vlan-name vlan-name>

Release Information Command introduced in Junos OS Release 12.3R2.

Command introduced in Junos OS Release 12.3R2 for EX Series switches.

Command introduced in Junos OS Release 17.4R1 for QFX Series switches.

Description (EX Series switches and QFX Series switches only) Display Ethernet-switching flooding

information.

Options none—Display all Ethernet-switching flooding information for all VLANs.

brief | detail | extensive—(Optional) Display the specified level of output.

event-queue—(Optional)Display thequeueofpendingEthernet-switching floodevents.

instance instance-name—(Optional) Display Ethernet-switching flooding information
for the specified routing instance.

logical-system logical-system-name—(Optional) Display Ethernet-switching flooding
information for the specified logical system.

route (all-ce-flood | all ve-flood | alt-root-flood | bd-flood | mlp-flood |
re-flood)—(Optional) Display the following:

• all-ce-flood—Display the route for flooding traffic to all customer edge routers or

switches if no-local-switching is enabled.

• all-ve-flood—Display the route for flooding traffic to all VPLS edge routers or

switches if no-local-switching is enabled.

• alt-root-flood—Display the Spanning Tree Protocol (STP) alt-root flooding route

used for the interface.

• bd-flood—Display the route for flooding traffic of a VLAN if no-local-switching is

not enabled.

• mlp-flood—Display the route for flooding traffic to MAC learning chips.

• re-flood—Display the route for Routing Engine flooding to all interfaces.

vlan-name vlan-name—(Optional) Display Ethernet-switching flooding information for
the specified VLAN.
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Required Privilege
Level

view

List of Sample Output show ethernet-switching flood on page 927
show ethernet-switching flood brief on page 927
show ethernet-switching flood detail on page 927
show ethernet-switching flood extensive on page 928
show ethernet-switching flood extensive (Junos Fusion Data Center with
EVPN) on page 930

Sample Output

show ethernet-switching flood

user@host> show ethernet-switching flood

Name: __juniper_private1__
CEs: 0
VEs: 0
Name: default-switch
CEs: 9
VEs: 0
VLAN Name: VLAN101
Flood Routes:
  Prefix    Type          Owner                 NhType          NhIndex
  0x3057b/51 FLOOD_GRP_COMP_NH __all_ces__      comp            12866
  0x30004/51 FLOOD_GRP_COMP_NH __re_flood__     comp            12863
VLAN Name: VLAN102
Flood Routes:
  Prefix    Type          Owner                 NhType          NhIndex
  0x3057c/51 FLOOD_GRP_COMP_NH __all_ces__      comp            12875
  0x30005/51 FLOOD_GRP_COMP_NH __re_flood__     comp            12872
VLAN Name: VLAN103
Flood Routes:
  Prefix    Type          Owner                 NhType          NhIndex
  0x3057d/51 FLOOD_GRP_COMP_NH __all_ces__      comp            12884
  0x30006/51 FLOOD_GRP_COMP_NH __re_flood__     comp            12881

show ethernet-switching flood brief

user@host> show ethernet-switching flood brief

Name                Active CEs         Active VEs
__juniper_private1__ 0                 0
default-switch      9                  0

show ethernet-switching flood detail

user@host> show ethernet-switching flood detail

Name: __juniper_private1__
CEs: 0
VEs: 0
Name: default-switch
CEs: 9
VEs: 0
VLAN Name: VLAN101
Flood Routes:
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  Prefix    Type          Owner                 NhType          NhIndex
  0x3057b/51 FLOOD_GRP_COMP_NH __all_ces__      comp            12866
  0x30004/51 FLOOD_GRP_COMP_NH __re_flood__     comp            12863
VLAN Name: VLAN102
Flood Routes:
  Prefix    Type          Owner                 NhType          NhIndex
  0x3057c/51 FLOOD_GRP_COMP_NH __all_ces__      comp            12875
  0x30005/51 FLOOD_GRP_COMP_NH __re_flood__     comp            12872
VLAN Name: VLAN103
Flood Routes:
  Prefix    Type          Owner                 NhType          NhIndex
  0x3057d/51 FLOOD_GRP_COMP_NH __all_ces__      comp            12884
  0x30006/51 FLOOD_GRP_COMP_NH __re_flood__     comp            12881

show ethernet-switching flood extensive

user@host> show ethernet-switching flood extensive

Name: __juniper_private1__
CEs: 0
VEs: 0
Name: default-switch
CEs: 9
VEs: 0
VLAN Name: VLAN101
  Flood route prefix: 0x3057b/51
  Flood route type: FLOOD_GRP_COMP_NH
  Flood route owner: __all_ces__
  Flood group name: __all_ces__
  Flood group index: 1
  Nexthop type: comp
  Nexthop index: 12866
    Flooding to:
    Name             Type          NhType          Index
    __all_ces__      Group          comp            12860
        Composition: split-horizon
        Flooding to:
        Name             Type          NhType          Index
        ae20.0           CE             ucst            7605

  Flood route prefix: 0x30004/51
  Flood route type: FLOOD_GRP_COMP_NH
  Flood route owner: __re_flood__
  Flood group name: __re_flood__
  Flood group index: 65534
  Nexthop type: comp
  Nexthop index: 12863
    Flooding to:
    Name             Type          NhType          Index
    __all_ces__      Group          comp            12860
        Composition: split-horizon
        Flooding to:
        Name             Type          NhType          Index
        ae20.0           CE             ucst            7605
VLAN Name: VLAN102

  Flood route prefix: 0x3057c/51
  Flood route type: FLOOD_GRP_COMP_NH
  Flood route owner: __all_ces__
  Flood group name: __all_ces__
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  Flood group index: 1
  Nexthop type: comp
  Nexthop index: 12875
    Flooding to:
    Name             Type          NhType          Index
    __all_ces__      Group          comp            12869
        Composition: split-horizon
        Flooding to:
        Name             Type          NhType          Index
        ae20.0           CE             ucst            7605

  Flood route prefix: 0x30005/51
  Flood route type: FLOOD_GRP_COMP_NH
  Flood route owner: __re_flood__
  Flood group name: __re_flood__
  Flood group index: 65534
  Nexthop type: comp
  Nexthop index: 12872
    Flooding to:
    Name             Type          NhType          Index
    __all_ces__      Group          comp            12869
        Composition: split-horizon
        Flooding to:
        Name             Type          NhType          Index
        ae20.0           CE             ucst            7605
VLAN Name: VLAN103

  Flood route prefix: 0x3057d/51
  Flood route type: FLOOD_GRP_COMP_NH
  Flood route owner: __all_ces__
  Flood group name: __all_ces__
  Flood group index: 1
  Nexthop type: comp
  Nexthop index: 12884
    Flooding to:
    Name             Type          NhType          Index
    __all_ces__      Group          comp            12878
        Composition: split-horizon
        Flooding to:
        Name             Type          NhType          Index
        ae20.0           CE             ucst            7605

  Flood route prefix: 0x30006/51
  Flood route type: FLOOD_GRP_COMP_NH
  Flood route owner: __re_flood__
  Flood group name: __re_flood__
  Flood group index: 65534
  Nexthop type: comp
  Nexthop index: 12881
    Flooding to:
    Name             Type          NhType          Index
    __all_ces__      Group          comp            12878
        Composition: split-horizon
        Flooding to:
        Name             Type          NhType          Index
        ae20.0           CE             ucst            7605
VLAN Name: VLAN104
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show ethernet-switching flood extensive (Junos Fusion Data Center with EVPN)

user@host> show ethernet-switching flood extensive

Name: __juniper_private1__
CEs: 0
VEs: 0
Name: default-switch
CEs: 3
VEs: 3
VLAN Name: v100
  Flood route prefix: 0x3001b/51
  Flood route type: FLOOD_GRP_COMP_NH
  Flood route owner: __ves__
  Flood group name: __ves__
  Flood group index: 0
  Nexthop type: comp
  Nexthop index: 1946
    Flooding to:
    Name             Type          NhType          Index
    __all_ces__      Group          comp            1945
        Composition: split-horizon
        Flooding to:
        Name             Type          NhType          Index
        ae0.0            CE             ucst            1886

  Flood route prefix: 0x3000f/51
  Flood route type: FLOOD_GRP_COMP_NH
  Flood route owner: __all_ces__
  Flood group name: __all_ces__
  Flood group index: 1
  Nexthop type: comp
  Nexthop index: 1905
    Flooding to:
    Name             Type          NhType          Index
    __ves__          Group          comp            1971
        Composition: flood-to-all
        Flooding to:
        Name             Type          NhType          Index
        vtep.32769       CORE_FACING    venh            1917
        vtep.32770       CORE_FACING    venh            1918
        vtep.32771       CORE_FACING    venh            1923
    Flooding to:
    Name             Type          NhType          Index
    __all_ces__      Group          comp            1945
        Composition: split-horizon
        Flooding to:
        Name             Type          NhType          Index
        ae0.0            CE             ucst            1886

  Flood route prefix: 0x30001/51
  Flood route type: FLOOD_GRP_COMP_NH
  Flood route owner: __re_flood__
  Flood group name: __re_flood__
  Flood group index: 65534
  Nexthop type: comp

        Name             Type          NhType          Index
        vtep.32769       CORE_FACING    venh            1917
        vtep.32770       CORE_FACING    venh            1918
        vtep.32771       CORE_FACING    venh            1923
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    Flooding to:
    Name             Type          NhType          Index
    __all_ces__      Group          comp            1907
        Composition: split-horizon
        Flooding to:
        Name             Type          NhType          Index
        ae12.0           CE             ucst            1681

  Flood route prefix: 0x30006/51
  Flood route type: FLOOD_GRP_COMP_NH
  Flood route owner: __re_flood__
  Flood group name: __re_flood__
  Flood group index: 65534
  Nexthop type: comp
  Nexthop index: 1891
    Flooding to:
    Name             Type          NhType          Index
    __ves__          Group          comp            1961
        Composition: flood-to-all
        Flooding to:
        Name             Type          NhType          Index
        vtep.32769       CORE_FACING    venh            1917
        vtep.32770       CORE_FACING    venh            1918
        vtep.32771       CORE_FACING    venh            1923
    Flooding to:
    Name             Type          NhType          Index
    __all_ces__      Group          comp            1907
        Composition: split-horizon
        Flooding to:
        Name             Type          NhType          Index
        ae12.0           CE             ucst            1681

...
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show ethernet-switching interface

Syntax show ethernet-switching interface
<brief | detail | extensive>
<interface-name>

Release Information Command introduced in Junos OS Release 12.3R2.

Command introduced in Junos OS Release 12.3R2 for EX Series switches.

Command introduced in Junos OS Release 13.2x51 for QFX Series switches.

Description Display Layer 2 learning information for all the interfaces.

Options none—Display Ethernet-switching information for all interfaces.

brief | detail | extensive—(Optional) Display the specified level of output.

interface-name—(Optional) Display Ethernet-switching information for the specified
interface.

Required Privilege
Level

view

Related
Documentation

List of Sample Output show ethernet switching interface (Specific Interface) on page 933
show ethernet-switching interface detail on page 934

Output Fields Table 116onpage932describes theoutput fields for the showethernet-switching interface

command. Output fields are listed in the approximate order in which they appear.

Table 116: show ethernet-switching interface Output Fields

Field DescriptionField Name

Name of the logical interface.Logical interface

VLANs associated with this interface.VLANmembers

VLAN ID.Tag

Number of MAC addresses that can be associated with the interface.MAC limit

Spanning Tree protocol (STP) state.STP state
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Table 116: show ethernet-switching interface Output Fields (continued)

Field DescriptionField Name

Status of Layer 2 learning properties for each interface:

• DL—MAC learning is disabled.

• LH—MAC interface limit has been reached.

• AD—Packets are dropped after the MAC interface limit is reached.

• DN—The MAC interface is down.

• MMAS—The MAC interface is disabled after a MAC address move.

• SCTL—TheMAC interface isdisabledafter aconfiguredstorm-control
level is exceeded.

Logical interface flags

Tagging state of the VLAN.Tagging

Sample Output

show ethernet switching interface (Specific Interface)

user@host> show ethernet-switching inerface ae10.0

Logical Interface flags (DL - disable learning, AD - packet action drop,
                         LH - MAC limit hit, DN - interface down)

Logical      Vlan       TAG   MAC      STP          Logical         Tagging
interface    members          limit    state        interface flags
ae10.0                        8192                                   tagged
             VLAN70..   701   1024     Forwarding

             VLAN70..   702   1024     Forwarding

             VLAN70..   703   1024     Forwarding

             VLAN70..   704   1024     Forwarding

             VLAN70..   705   1024     Forwarding

             VLAN70..   706   1024     Forwarding

             VLAN70..   707   1024     Forwarding

             VLAN70..   708   1024     Forwarding

             VLAN70..   709   1024     Forwarding

             VLAN71..   710   1024     Forwarding

             VLAN71..   711   1024     Forwarding

             VLAN71..   712   1024     Forwarding

             VLAN71..   713   1024     Forwarding

             VLAN71..   714   1024     Forwarding

             VLAN71..   715 

933Copyright © 2019, Juniper Networks, Inc.

Chapter 30: Operational Commands



[...output truncated...]

show ethernet-switching interface detail

user@host> show ethernet-switching interface detail

Information for interface family:
Name: ge-1/0/3.0
  Type: IFF                             Handle: 0x8bba280
  Index: 331                            Generation: 159
                                        Flags: UP,
  IFD index: 141                        Routing/Vlan index: 4
  IFL index: 331                        Address family: 50
  Sequence number: 0                    MAC sequence number: 0
  MAC limit: 65535                      MACs learned: 0
  Static MACs learned: 0                Non configured static MACs learned: 0
Name: ge-1/0/3.0
  Type: IFBD (static)                   Handle: 0x8bb6e00
  Index:                                Generation: 129
  Trunk id: 0                           Flags: UP,
  IFD index:                            Routing/Vlan index: 2
  IFL index:                            Address family:
  Sequence number: 1                    MAC sequence number: 1
  MAC limit: 65535                      MACs learned: 0
  Static MACs learned: 0                Non configured static MACs learned: 0
  VSTP index: 11                        Rewrite op:
Name: ge-1/0/3.0
  Type: IFBD (static)                   Handle: 0x8bb6f00
  Index:                                Generation: 130
  Trunk id: 0                           Flags: UP,
  IFD index:                            Routing/Vlan index: 3
  IFL index:                            Address family:
  Sequence number: 1                    MAC sequence number: 1
  MAC limit: 65535                      MACs learned: 0
  Static MACs learned: 0                Non configured static MACs learned: 0
  VSTP index: 11                        Rewrite op:
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show ethernet-switching interfaces

Syntax show ethernet-switching interfaces
<brief | detail | summary>
<interface interface-name>

Release Information Command introduced in Junos OS Release 9.0 for EX Series switches.

In Junos OS Release 9.6 for EX Series switches, the following updates were made:

• Blocking field output was updated.

• The default view was updated to include information about 802.1Q tags.

• The detail view was updated to include information on VLANmapping.

Command introduced in Junos OS Release 11.1 for the QFX Series.

In Junos OS Release 11.1 for EX Series switches, the detail view was updated to include

reflective relay information.

Command introduced in Junos OS Release 14.1X53-D20 for OCX Series switches.

Description Display information about switched Ethernet interfaces.

Options none—(Optional) Display brief information for Ethernet-switching interfaces.

brief | detail | summary—(Optional) Display the specified level of output.

interface interface-name—(Optional) Display Ethernet-switching information for a
specific interface.

Required Privilege
Level

view

Related
Documentation

Troubleshooting Ethernet Switching on page 635Understanding Bridging and VLANs

on Switches on page 132

•

• Example: Setting Up Basic Bridging and a VLAN on Switches on page 159

• Example: Setting Up Bridging with Multiple VLANs on page 185

• Understanding FCoE

• Interfaces Overview for Switches

• show ethernet-switchingmac-learning-log on page 950

• show ethernet-switching table on page 964

• Configuring Autorecovery From the Disabled State on Secure or StormControl Interfaces

(CLI Procedure)

List of Sample Output show ethernet-switching interfaces on page 938
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show ethernet-switching interfaces summary on page 939
show ethernet-switching interfaces brief on page 939
show ethernet-switching interfaces detail on page 939
show ethernet-switching interfaces interface-name on page 940
show ethernet-switching interfaces on page 940
show ethernet-switching interfaces ge-0/0/15 brief on page 941
show ethernet-switching interfaces ge-0/0/2 detail (Blocked by RTG
rtggroup) on page 941
show ethernet-switching interfaces ge-0/0/15 detail (Blocked by STP) on page 941
show ethernet-switching interfaces ge-0/0/17 detail (Disabled by
bpdu-control) on page 941
showethernet-switching interfaces detail (C-VLAN toS-VLANMapping) onpage941
showethernet-switching interfacesdetail (ReflectiveRelay IsConfigured)onpage941

Output Fields For QFX Series, QFabric, NFX Series, EX4600 and OCX1100:

Table 117 on page 936 lists the output fields for the show ethernet-switching interfaces

command on QFX Series, QFabric, NFX Series, EX4600 and OCX1100. Output fields are

listed in the approximate order in which they appear.

Table 117: show ethernet-switching interfaces Output Fields

Level of OutputField DescriptionField Name

All levelsName of a switching interface.Interface

none, brief, detail,
summary

Interface state. Values are up or down.State

none, brief, detail,
summary

Name of a VLAN.VLANmembers

none, brief, detail,
summary

Forwarding state of the interface:

• blocked—Traffic is not being forwarded on the interface.

• unblocked—Traffic is forwarded on the interface.

• MAC limit exceeded—The interface is temporarily disabled because of a MAC
limitingerror. Thedisabled interface is automatically restored to servicewhen
the disable timeout expires.

• MACmove limit exceeded—The interface is temporarily disabled because of
a MACmove limiting error. The disabled interface is automatically restored
to service when the disable timeout expires.

• Storm control in effect—The interface is temporarily disabled because of a
stormcontrol error. Thedisabled interface isautomatically restored toservice
when the disable timeout expires.

• Storm control shutdown in effect—The interface is temporarily disabled
because of a storm control shutdown error. The disabled interface is
automatically restored to service when the disable timeout expires.

Blocking

detailVLAN index internal to Junos OS software.Index

detailSpecifieswhether the interface forwards IEEE802.1Q-taggedoruntagged traffic.untagged | tagged
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Output fields for EX Series:

Table 118 on page 937 lists the output fields for the show ethernet-switching interfaces

command on EX Series switches. Output fields are listed in the approximate order in

which they appear.

Table 118: show ethernet-switching interfaces Output Fields

Level of OutputField DescriptionField Name

none, brief, detail,
summary

Name of a switching interface.Interface

detailVLAN index internal to Junos OS.Index

none, brief, detailInterface state. Values are up and down.State

detailThe accessmode is the port mode default and works with a single VLAN. Port
mode can also be trunk, which accepts tagged packets frommultiple VLANs
on other switches. The third port mode value is tagged-access, which accepts
tagged packets from access devices.

Port mode

detailReflective relay allows packets to use the same interface for both upstream
and downstream traffic. When reflective relay has been configured, the status
displayed is always enabled . When reflective relay is not configured, this entry
does not appear in the command output.

Reflective Relay
Status

detailEther type is a two-octet field in an Ethernet frame used to indicate which
protocol is encapsulated in the payload of an incoming Ethernet packet. Both
802.1Q packets andQ-in-Q packets use this field. The output displayed for this
particular field indicates the interface’s Ether type, which is used to match the
Ether typeof incoming802.1Qpackets andQ-in-Qpackets. The indicatedEther
type field is also added to the interface’s outgoing 802.1Q and Q-in-Q packets.

Ether type for the
interface

none, brief, detail,Names of VLANs that belong to this interface.VLANmembership

none, brief, detail,Number of the 802.1Q tag.Tag

none, brief, detail,Specifies whether the interface forwards 802.1Q tagged or untagged traffic.Tagging
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Table 118: show ethernet-switching interfaces Output Fields (continued)

Level of OutputField DescriptionField Name

none, brief, detail,The forwarding state of the interface:

• unblocked—Traffic is forwarded on the interface.

• blocked—Traffic is not being forwarded on the interface.

• Disabled by bpdu control—The interface is disabled due to receiving BPDUs
on a protected interface. If the disable-timeout statement has been included
in theBPDUconfiguration, the interface automatically returns to service after
the timer expires.

• blocked by RTG—The specified redundant trunk group is disabled.

• blocked by STP—The interface is disabled due to a spanning-tree protocol
error.

• MAC limit exceeded—The interface is temporarily disabled due to aMAC limit
error. The disabled interface is automatically restored to service when the
disable timeout expires.

• MACmove limit exceeded—The interface is temporarily disableddue toaMAC
move limit error. The disabled interface is automatically restored to service
when the disable timeout expires.

• Storm control in effect—The interface is temporarily disabled due to a storm
control error. Thedisabled interface is automatically restored to servicewhen
the disable timeout expires.

Blocking

detailNumber of MAC addresses learned by this interface.Number of MACs
learned on IFL

detailWhenmapping is configured, the status is one of the following C-VLAN to
S-VLANmapping types:

• dot1q-tunneled—The interface maps all traffic to the S-VLAN (all-in-one
bundling).

• native—The interface maps untagged and priority tagged packets to the
S-VLAN.

• push—The interface maps packets to a firewall filter to an S-VLAN.

• policy-mapped—The interfacemapspackets toaspecificallydefinedS-VLAN.

• integer—The interface maps packets to the specified S-VLAN.

Whenmapping is not configured, this entry does not appear in the command
output.

mapping

Sample Output for QFX Series Switches, QFabric, NFX Series, EX4600 andOCX1100

show ethernet-switching interfaces

user@switch> show ethernet-switching interfaces

Interface   State    VLAN members           Blocking 
xe-0/0/0.0  up       T1122                  unblocked
xe-0/0/1.0  down     default                — MAC limit exceeded
xe-0/0/2.0  down     default                — MAC move limit exceeded
xe-0/0/3.0  down     default                — Storm control in effect
xe-0/0/4.0  down     default                unblocked
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xe-0/0/5.0  down     default                unblocked
xe-0/0/6.0  down     default                unblocked
xe-0/0/7.0  down     default                unblocked
xe-0/0/8.0  down     default                unblocked
xe-0/0/9.0  up       T111                   unblocked
xe-0/0/10.0 down     default                unblocked
xe-0/0/11.0 down     default                unblocked
xe-0/0/12.0 down     default                unblocked
xe-0/0/13.0 down     default                unblocked
xe-0/0/14.0 down     default                unblocked
xe-0/0/15.0 down     default                unblocked
xe-0/0/16.0 down     default                unblocked
xe-0/0/17.0 down     default                unblocked
xe-0/0/18.0 down     default                unblocked
xe-0/0/19.0 up       T111                   unblocked
xe-0/1/0.0  down     default                unblocked
xe-0/1/1.0  down     default                unblocked
xe-0/1/2.0  down     default                unblocked
xe-0/1/3.0  down     default                unblocked

show ethernet-switching interfaces summary

user@switch> show ethernet-switching interfaces summary

xe-0/0/0.0
xe-0/0/1.0
xe-0/0/2.0
xe-0/0/3.0
xe-0/0/8.0
xe-0/0/10.0
xe-0/0/11.0

show ethernet-switching interfaces brief

user@switch> show ethernet-switching interfaces brief

Interface   State    VLAN members           Blocking 
xe-0/0/0.0  down     default                unblocked
xe-0/0/1.0  down     employee-vlan          unblocked
xe-0/0/2.0  down     employee-vlan          unblocked
xe-0/0/3.0  down     employee-vlan          unblocked
xe-0/0/8.0  down     employee-vlan          unblocked
xe-0/0/10.0 down     default                unblocked
xe-0/0/11.0 down     employee-vlan          unblocked

show ethernet-switching interfaces detail

user@switch> show ethernet-switching interfaces detail

Interface: xe-0/0/0.0 Index: 65
  State: down
  VLANs:
    default                untagged     unblocked

Interface: xe-0/0/1.0 Index: 66
  State: down
  VLANs:
    employee-vlan          untagged     unblocked
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Interface: xe-0/0/2.0 Index: 67
  State: down
  VLANs:
    employee-vlan          untagged     unblocked

Interface: xe-0/0/3.0 Index: 68
  State: down
  VLANs:
    employee-vlan          untagged     unblocked

Interface: xe-0/0/8.0 Index: 69
  State: down
  VLANs:
    employee-vlan          untagged     unblocked

Interface: xe-0/0/10.0 Index: 70
  State: down
  VLANs:
    default                untagged     unblocked

Interface: xe-0/0/11.0 Index: 71
  State: down
  VLANs:
    employee-vlan          tagged       unblocked

show ethernet-switching interfaces interface-name

user@switch> show ethernet-switching interfaces xe-0/0/0.0

 Interface   State    VLAN members           Blocking 
xe-0/0/0.0  down     default                unblocked

Sample Output for EX Series Switches

show ethernet-switching interfaces

user@switch> show ethernet-switching interfaces

Interface    State  VLAN members        Tag   Tagging  Blocking 

ae0.0        up      default                   untagged unblocked
ge-0/0/2.0   up      vlan300            300    untagged blocked by RTG (rtggroup)
ge-0/0/3.0   up      default                            blocked by STP      
ge-0/0/4.0   down    default                            MAC limit exceeded
ge-0/0/5.0   down    default                            MAC move limit exceeded
ge-0/0/6.0   down    default                            Storm control in effect
ge-0/0/7.0   down    default                            unblocked
ge-0/0/13.0  up      default                   untagged unblocked
ge-0/0/14.0  up      vlan100             100   tagged   unblocked
                     vlan200             200   tagged   unblocked
ge-0/0/15.0  up      vlan100             100   tagged   blocked by STP
                     vlan200             200   tagged   blocked by STP
ge-0/0/16.0  down    default                   untagged unblocked
ge-0/0/17.0  down    vlan100             100   tagged   Disabled by bpdu-control

                     vlan200             200   tagged   Disabled by bpdu-control
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show ethernet-switching interfaces ge-0/0/15 brief

user@switch> show ethernet-switching interfaces ge-0/0/15 brief

Interface   State  VLAN members   Tag   Tagging        Blocking

ge-0/0/15.0  up     vlan100        100   tagged         blocked by STP
                    vlan200        200   tagged         blocked by STP 

show ethernet-switching interfaces ge-0/0/2 detail (Blocked by RTG rtggroup)

user@switch> show ethernet-switching interfaces ge-0/0/2 detail

Interface: ge-0/0/2.0, Index: 65, State: up, Port mode: Access
Ether type for the interface: 0X8100
VLAN membership:
    vlan300, 802.1Q Tag: 300, untagged, msti-id: 0, blocked by RTG(rtggroup)
Number of MACs learned on IFL: 0

show ethernet-switching interfaces ge-0/0/15 detail (Blocked by STP)

user@switch> show ethernet-switching interfaces ge-0/0/15 detail

Interface: ge-0/0/15.0, Index: 70, State: up, Port mode: Trunk
Ether type for the interface: 0X8100
VLAN membership:
    vlan100, 802.1Q Tag: 100, tagged, msti-id: 0, blocked by STP
    vlan200, 802.1Q Tag: 200, tagged, msti-id: 0, blocked by STP

Number of MACs learned on IFL: 0

show ethernet-switching interfaces ge-0/0/17 detail (Disabled by bpdu-control)

user@switch> show ethernet-switching interfaces ge-0/0/17 detail

Interface: ge-0/0/17.0, Index: 71, State: down, Port mode: Trunk
Ether type for the interface: 0X8100
VLAN membership:
    vlan100, 802.1Q Tag: 100, tagged, msti-id: 1, Disabled by bpdu-control
    vlan200, 802.1Q Tag: 200, tagged, msti-id: 2, Disabled by bpdu-control
Number of MACs learned on IFL: 0

show ethernet-switching interfaces detail (C-VLAN to S-VLANMapping)

user@switch>show ethernet-switching interfaces ge-0/0/6.0 detail

Interface: ge-0/0/6.0, Index: 73, State: up, Port mode: Access
Ether type for the interface: 0X8100
VLAN membership:
    map, 802.1Q Tag: 134, Mapped Tag: native, push, dot1q-tunneled, unblocked
    map, 802.1Q Tag: 134, Mapped Tag: 20, push, dot1q-tunneled, unblocked

show ethernet-switching interfaces detail (Reflective Relay Is Configured)

user@switch1> show ethernet-switching interfaces ge-7/0/2 detail
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Interface: ge-7/0/2, Index: 66, State: down, Port mode: Tagged-access
Ether type for the interface: 0X8100
Reflective Relay Status: Enabled
Ether type for the interface: 0x8100
VLAN membership:
    VLAN_Purple VLAN_Orange VLAN_Blue, 802.1Q Tag: 450, tagged, unblocked
Number of MACs learned on IFL: 0
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show ethernet-switching layer2-protocol-tunneling interface

Syntax show ethernet-switching-layer2-protocol-tunneling interface
<interface-name>

Release Information Command introduced in Junos OS Release 10.0 for EX Series switches.

Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Display information about Layer 2 protocol tunneling (L2PT) on interfaces that have

been configured for L2PT.

Options none—Display L2PT information about all interfaces on which L2PT is enabled.

interface-name—(Optional) Display L2PT information for the specified interface.

Required Privilege
Level

view

Related
Documentation

show ethernet-switching layer2-protocol-tunneling statistics on page 945•

• show ethernet-switching layer2-protocol-tunneling vlan on page 948

• Configuring Layer 2 Protocol Tunneling on EX Series Switches on page 400

• show ethernet-switching layer2-protocol-tunneling statistics on page 945

• show ethernet-switching layer2-protocol-tunneling vlan on page 948

List of Sample Output show ethernet-switching layer2-protocol-tunneling interface on page 944
showethernet-switching layer2-protocol-tunneling interfacexe-0/0/0.0onpage944

Output Fields Table 119 on page 943 lists the output fields for the show ethernet-switching

layer2-protocol-tunneling interface command.Output fields are listed in the approximate

order in which they appear.

Table 119: show ethernet-switching layer2-protocol-tunneling interface Output Fields

Field DescriptionField Name

Name of an interface on the switch.Interface

Type of operation being performed on the interface. Values are Encapsulation and Decapsulation.Operation

State of the interface. Values are active and shutdown.State

If the interface state is shutdown, displays why the interface is shut down. If the description says Loop detected, it
means that the interface is an access interface that has received L2PT-enabled PDUs. Access interfaces should
not receive L2PT-enabled PDUs. This scenario might mean that there is a loop in the network.

Description
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Sample Output

show ethernet-switching layer2-protocol-tunneling interface

user@switch> show ethernet-switching layer2-protocol-tunneling interface

Layer2 Protocol Tunneling information:
Interface     Operation       State      Description
xe-0/0/0.0    Encapsulation   Shutdown   Shutdown threshold exceeded
xe-0/0/1.0    Decapsulation   Shutdown   Loop detected
xe-0/0/2.0    Decapsulation   Active

show ethernet-switching layer2-protocol-tunneling interface xe-0/0/0.0

user@switch> show ethernet-switching layer2-protocol-tunneling interface xe-0/0/0.0

Layer2 Protocol Tunneling information:
Interface     Operation       State      Description
xe-0/0/0.0    Encapsulation   Shutdown   Shutdown threshold exceeded
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show ethernet-switching layer2-protocol-tunneling statistics

Syntax show ethernet-switching-layer2-protocol-tunneling statistics
<interface interface-name>
<vlan vlan-name>

Release Information Command introduced in Junos OS Release 10.0 for EX Series switches.

Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Display Layer 2 protocol tunneling (L2PT) statistics for Layer 2 PDU packets received by

the switch.

NOTE: The show ethernet-switching-layer2-protocol-tunneling statistics

command does not display L2PT statistics for Layer 2 PDU packets
transmitted from the switch.

Options none—Display L2PT statistics for all interfaces on which you enabled L2PT.

interface interface-name—(Optional) Display L2PT statistics for the specified interface.

vlan vlan-name—(Optional) Display L2PT statistics for the specified VLAN.

Required Privilege
Level

view

Related
Documentation

clear ethernet-switching layer2-protocol-tunneling statistics on page 902•

• show ethernet-switching layer2-protocol-tunneling interface on page 943

• show ethernet-switching layer2-protocol-tunneling vlan on page 948

• Example: Configuring Layer 2 Protocol Tunneling on EX Series Switches on page 402

• Configuring Layer 2 Protocol Tunneling on EX Series Switches on page 400

• show vlans on page 1044

List of Sample Output show ethernet-switching layer2-protocol-tunneling statistics on page 946
show ethernet-switching layer2-protocol-tunneling statistics interface
xe-0/0/0.0 on page 946
show ethernet-switching layer2-protocol-tunneling statistics vlan v2 on page 946

Output Fields Table 120 on page 946 lists the output fields for the show ethernet-switching

layer2-protocol-tunnelingstatisticscommand.Output fieldsare listed in theapproximate

order in which they appear.
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Table 120: show ethernet-switching layer2-protocol-tunneling statistics Output Fields

Field DescriptionVLAN

Name of a VLAN on which L2PT has been configured.VLAN

Name of an interface on which L2PT has been configured.Interface

Name of a protocol for which L2PT has been enabled. Values are all, 802.1x, 802.3ah, cdp, e-lmi, gvrp, lacp, lldp,
mmrp,mvrp, stp, udld, vstp, and vtp.

Protocol

Type of operation being performed on the interface. Values are Encapsulation and Decapsulation.Operation

Number of packets that have been encapsulated or de-encapsulated.Packets

Number of packets that have exceeded the drop threshold and have been dropped.Drops

Number of times that packets have exceeded the shutdown threshold and the interface has been shut down.Shutdowns

Sample Output

show ethernet-switching layer2-protocol-tunneling statistics

user@switch> show ethernet-switching layer2-protocol-tunneling statistics

Layer2 Protocol Tunneling Statistics:
VLAN   Interface  Protocol  Operation     Packets Drops      Shutdowns
v1     xe-0/0/0.0 mvrp      Encapsulation 0       0          0
v1     xe-0/0/1.0 mvrp      Decapsulation 0       0          0
v1     xe-0/0/2.0 mvrp      Decapsulation 60634   0          0
v2     xe-0/0/0.0 cdp       Encapsulation 0       0          0
v2     xe-0/0/0.0 gvrp      Encapsulation 0       0          0
v2     xe-0/0/0.0 lldp      Encapsulation 0       0          0

show ethernet-switching layer2-protocol-tunneling statistics interface xe-0/0/0.0

user@switch> showethernet-switching layer2-protocol-tunnelingstatistics interfacexe-0/0/0.0

Layer2 Protocol Tunneling Statistics:
VLAN    Interface  Protocol Operation      Packets  Drops     Shutdowns
v1      xe-0/0/0.0 mvrp     Encapsulation  0        0          0
v2      xe-0/0/0.0 cdp      Encapsulation  0        0          0
v2      xe-0/0/0.0 gvrp     Encapsulation  0        0          0
v2      xe-0/0/0.0 lldp     Encapsulation  0        0          0
v2      xe-0/0/0.0 mvrp     Encapsulation  0        0          0
v2      xe-0/0/0.0 stp      Encapsulation  0        0          0
v2      xe-0/0/0.0 vtp      Encapsulation  0        0          0
v2      xe-0/0/0.0 vstp     Encapsulation  0        0          0

show ethernet-switching layer2-protocol-tunneling statistics vlan v2

user@switch> show ethernet-switching layer2-protocol-tunneling statistics vlan v2
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Layer2 Protocol Tunneling Statistics:
VLAN    Interface   Protocol Operation       Packets  Drops   Shutdowns
v2      xe-0/0/0.0  cdp      Encapsulation   0        0       0
v2      xe-0/0/0.0  gvrp     Encapsulation   0        0       0
v2      xe-0/0/0.0  lldp     Encapsulation   0        0       0
v2      xe-0/0/0.0  mvrp     Encapsulation   0        0       0
v2      xe-0/0/0.0  stp      Encapsulation   0        0       0
v2      xe-0/0/0.0  vtp      Encapsulation   0        0       0
v2      xe-0/0/0.0  vstp     Encapsulation   0        0       0
v2      xe-0/0/1.0  cdp      Decapsulation   0        0       0
v2      xe-0/0/1.0  gvrp     Decapsulation   0        0       0
v2      xe-0/0/1.0  lldp     Decapsulation   0        0       0
v2      xe-0/0/1.0  mvrp     Decapsulation   0        0       0
v2      xe-0/0/1.0  stp      Decapsulation   0        0       0
v2      xe-0/0/1.0  vtp      Decapsulation   0        0       0
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show ethernet-switching layer2-protocol-tunneling vlan

Syntax show ethernet-switching-layer2-protocol-tunneling vlan <vlan-name>

Release Information Command introduced in Junos OS Release 10.0 for EX Series switches.

Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Display information about Layer 2 protocol tunneling (L2PT) on VLANs that have been

configured for L2PT.

Options none—Display information about L2PT for the VLANs on which you have configured
L2PT.

vlan-name—(Optional) Display information about L2PT for the specified VLAN.

Required Privilege
Level

view

Related
Documentation

show ethernet-switching layer2-protocol-tunneling interface on page 943•

• show ethernet-switching layer2-protocol-tunneling statistics on page 945

• Example: Configuring Layer 2 Protocol Tunneling on EX Series Switches on page 402

• Configuring Layer 2 Protocol Tunneling on EX Series Switches on page 400

• show vlans on page 1044

List of Sample Output show ethernet-switching layer2-protocol-tunneling vlan on page 949
show ethernet-switching layer2-protocol-tunneling vlan v2 on page 949

Output Fields Table 121 on page 948 lists the output fields for the show ethernet-switching

layer2-protocol-tunneling vlan command. Output fields are listed in the approximate

order in which they appear.

Table 121: show ethernet-switching layer2-protocol-tunneling vlan Output Fields

Field DescriptionField Name

Name of the VLAN on which L2PT has been configured.VLAN

Name of a protocol for which L2PT has been enabled. Values are all, 802.1x, 802.3ah, cdp, e-lmi, gvrp, lacp,
lldp,mmrp,mvrp, stp, vstp, and vtp.

Protocol

Maximumnumber of Layer 2 PDUs of the specified protocol that can be received per second on the VLAN
before the switch begins dropping the Layer 2 PDUs.

Drop Threshold

Maximumnumber of Layer 2 PDUs of the specified protocol that can be received per second on the VLAN
before the interface is disabled.

Shutdown
Threshold
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Sample Output

show ethernet-switching layer2-protocol-tunneling vlan

user@switch> show ethernet-switching layer2-protocol-tunneling vlan

Layer2 Protocol Tunneling VLAN information:
VLAN          Protocol      Drop       Shutdown
                            Threshold  Threshold
v1            mvrp          100        200
v2            cdp           0          0
v2            cdp           0          0
v2            gvrp          0          0

show ethernet-switching layer2-protocol-tunneling vlan v2

user@switch> show ethernet-switching layer2-protocol-tunneling vlan v2

Layer2 Protocol Tunneling VLAN information:
VLAN          Protocol      Drop       Shutdown
                            Threshold  Threshold
v2            cdp           0          0
v2            cdp           0          0
v2            gvrp          0          0
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show ethernet-switchingmac-learning-log

Syntax show ethernet-switching mac-learning-log

Release Information Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 9.5 for SRX Series devices.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Displays the event log of learned MAC addresses.

Required Privilege
Level

view

Related
Documentation

show ethernet-switching table on page 964•

• show ethernet-switching interfaces on page 935

• show ethernet-switching table on page 964

• show ethernet-switching interfaces on page 935

• Example: Setting Up Basic Bridging and a VLAN for an EX Series Switch on page 177

• Example: Setting UpBridgingwithMultiple VLANs for EXSeries Switches on page 208

• Example: Connecting an EX Series Access Switch to a Distribution Switch

List of Sample Output show ethernet-switchingmac-learning-log (EX Series switch) on page 952
showethernet-switchingmac-learning-log(QFXSeriesSwitches,QFabric,NFXSeries
Devices and EX4600) on page 952
show ethernet-switchingmac-learning-log (SRX Series devices) on page 953

Output Fields Output fields for EX Series switches:

The following table lists theoutput fields for the showethernet-switchingmac-learning-log

command. Output fields are listed in the approximate order in which they appear.

Table 122: show ethernet-switchingmac-learning-log Output Fields

Field DescriptionField Name

Timestampwhen the MAC address was added or deleted from the log.Date and Time

VLAN name. A value defined by the user for all user-configured VLANs.vlan_name

Learned MAC address.MAC

MAC address deleted or added to the MAC learning log.Deleted | Added
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Table 122: show ethernet-switchingmac-learning-log Output Fields (continued)

Field DescriptionField Name

The forwarding state of the interface:

• blocked—Traffic is not being forwarded on the interface.

• unblocked—Traffic is forwarded on the interface.

Blocking

Displays the MAC address flags in which the MAC event occurred. This option is for debugging purposes.Flags

Output fields for QFX Series switches, QFabric, NFX Series devices and EX4600:

Table 123 on page 951 lists the output fields for the show ethernet-switching

mac-learning-log command. Output fields are listed in the approximate order in which

they appear.

Table 123: show ethernet-switchingmac-learning-log Output Fields

Field DescriptionField Name

Timestamp in UTCwhen the MAC operation occurred.Date and Time

VLAN name. A value defined by the user for all user-configured VLANs. The name of the VLAN on which
the MAC is learned.

vlan_name

Learned MAC address.MAC

MACaddress that are added, learned, deleted, changed ormoved fromone interface to another interface.Event op

The name of the interface on which the MAC address is learned. When a MAC address is moved, there is
another field with the name of the interface. The log displays the name of the interface fromwhere the
MAC address moved, and the name of the interface to where the MAC address moved.

Interface Name

Displays the MAC address flags in which the MAC event occurred. This option is for debugging purposes.Flags

Output fields for SRX Series devices:

Table 124 on page 951 lists the output fields for the show ethernet-switching

mac-learning-log command on SRX Series devices. Output fields are listed in the

approximate order in which they appear.

Table 124: show ethernet-switching-mac-learning-log Output Fields

Field DescriptionField Name

Timestampwhen the MAC address was added or deleted from the log.Date and Time

VLAN index. An internal value assigned by Junos OS for each VLAN.VLAN-IDX

Learned MAC address.MAC
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Table 124: show ethernet-switching-mac-learning-log Output Fields (continued)

Field DescriptionField Name

MAC address deleted or added to the MAC learning log.Deleted | Added

The forwarding state of the interface:

• blocked—Traffic is not being forwarded on the interface.

• unblocked—Traffic is forwarded on the interface.

Blocking

Sample Output

show ethernet-switchingmac-learning-log (EX Series switch)

user@switch> show ethernet-switchingmac-learning-log

Mon Feb 25 08:07:05 2008
 vlan_name v1 mac 00:00:00:00:00:00 was deleted
Mon Feb 25 08:07:05 2008
 vlan_name v9 mac 00:00:00:00:00:00 was deleted
Mon Feb 25 08:07:05 2008
 vlan_name HR_vlan mac 00:00:00:00:00:00 was deleted
Mon Feb 25 08:07:05 2008
 vlan_name v3 mac 00:00:00:00:00:00 was deleted
Mon Feb 25 08:07:05 2008
 vlan_name v12 mac 00:00:00:00:00:00 was deleted
Mon Feb 25 08:07:05 2008
 vlan_name v13 mac 00:00:00:00:00:00 was deleted
Mon Feb 25 08:07:05 2008
 vlan_name sales_vlan mac 00:00:00:00:00:00 was deleted
Mon Feb 25 08:07:05 2008
 vlan_name employee1 mac 00:00:00:00:00:00 was deleted
Mon Feb 25 08:07:05 2008
 vlan_name employee2 mac 00:00:00:00:00:00 was deleted
Mon Feb 25 08:07:05 2008
 vlan_name v3 mac 00:00:00:00:00:00 was added
Mon Feb 25 08:07:05 2008
 vlan_name HR_vlan mac 00:00:00:00:00:00 was added
Mon Feb 25 08:07:05 2008
 vlan_name employee2 mac 00:00:00:00:00:00 was added
Mon Feb 25 08:07:05 2008
 vlan_name employee1 mac 00:00:00:00:00:00 was added
Mon Feb 25 08:07:05 2008
 vlan_name employee2 mac 00:00:05:00:00:05 was learned
Mon Feb 25 08:07:05 2008
 vlan_name employee1 mac 00:30:48:90:54:89 was learned
Mon Feb 25 08:07:05 2008
 vlan_name HR_vlan mac 00:00:5e:00:01:00 was learned
Mon Feb 25 08:07:05 2008
 vlan_name sales_vlan mac 00:00:5e:00:01:08 was learned
[output truncated]

show ethernet-switchingmac-learning-log (QFX Series Switches, QFabric, NFX Series Devices and EX4600)

user@switch> show ethernet-switchingmac-learning-log

Copyright © 2019, Juniper Networks, Inc.952

Ethernet Switching Feature Guide



Mon Jun 30 13:49:49 2014 vlan_name v11+11 mac 00:10:94:00:00:02 was learned on 
ge-1/0/22.0 with flags: 0x2001f     << MAC address that as dynamically learned
Mon Jun 30 13:50:29 2014 vlan_name v11+11 mac 00:10:94:00:00:02 was deleted from
 ge-1/0/22.0 with flags: 0x1080  << MAC address that was deleted 
Mon Jun 30 13:51:28 2014 vlan_name v11+11 mac 00:00:00:01:01:01 was added to 
ge-1/0/22.0 with flags: 0x2013f        << Static MAC address that was added
Mon Jun 30 13:51:46 2014 vlan_name v11+11 mac 00:00:00:01:01:01 was deleted from
 ge-1/0/22.0 with flags: 0x1120   << delete of Static MAC address that was deleted
Mon Jun 30 13:52:03 2014 vlan_name v11+11 mac 00:10:94:00:00:02 was learned on 
ge-1/0/22.0 with flags: 0x2001f    << MAC address that was dynamically learned
Mon Jun 30 13:52:11 2014 vlan_name v11+11 mac 00:10:94:00:00:02 was moved from 
ge-1/0/22.0 to ge-1/0/21.0 with flags: 0x2101f    << MAC address that was moved
Mon Jun 30 13:54:24 2014 vlan_name v11+11 mac 00:10:94:00:00:02 was changed on 
ge-1/0/21.0 with flags: 0x2113f   << MAC address that changed from a dynamic 
address to a static address

show ethernet-switchingmac-learning-log (SRX Series devices)

user@host> show ethernet-switchingmac-learning-log

Wed Mar 18 08:07:05 2009
vlan_idx 7 mac 00:00:5E:00:53:00 was deleted
Wed Mar 18 08:07:05 2009
vlan_idx 9 mac 00:00:5E:00:53:00 was deleted
Wed Mar 18 08:07:05 2009
vlan_idx 10 mac 00:00:5E:00:53:00 was deleted
Wed Mar 18 08:07:05 2009
vlan_idx 11 mac 00:00:5E:00:53:00 was deleted
Wed Mar 18 08:07:05 2009
vlan_idx 12 mac 00:00:5E:00:53:00 was deleted
Wed Mar 18 08:07:05 2009
vlan_idx 13 mac 00:00:5E:00:53:00 was deleted
Wed Mar 18 08:07:05 2009
vlan_idx 14 mac 00:00:5E:00:53:00 was deleted
Wed Mar 18 08:07:05 2009
vlan_idx 15 mac 00:00:5E:00:53:00 was deleted
Wed Mar 18 08:07:05 2009
vlan_idx 16 mac 00:00:5E:00:53:00 was deleted
Wed Mar 18 08:07:05 2009
vlan_idx 4 mac 00:00:5E:00:53:00 was added
Wed Mar 18 08:07:05 2009
vlan_idx 6 mac 00:00:5E:00:53:00 was added
Wed Mar 18 08:07:05 2009
vlan_idx 7 mac 00:00:5E:00:53:00 was added
Wed Mar 18 08:07:05 2009
vlan_idx 9 mac 00:00:5E:00:53:00 was added
Wed Mar 18 08:07:05 2009
vlan_idx 10 mac 00:00:5E:00:53:00 was added
Wed Mar 18 08:07:05 2009
vlan_idx 11 mac 00:00:5E:00:53:00 was added
Wed Mar 18 08:07:05 2009
vlan_idx 12 mac 00:00:5E:00:53:00 was added
Wed Mar 18 08:07:05 2009
vlan_idx 13 mac 00:00:5E:00:53:00 was added
Wed Mar 18 08:07:05 2009
vlan_idx 14 mac 00:00:5E:00:53:00 was added
Wed Mar 18 08:07:05 2009
vlan_idx 15 mac 00:00:5E:00:53:00 was added
Wed Mar 18 08:07:05 2009
vlan_idx 16 mac 00:00:5E:00:53:00 was added
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Wed Mar 18 08:07:05 2009
vlan_idx 5 mac 00:00:5E:00:53:00 was added
Wed Mar 18 08:07:05 2009
vlan_idx 18 mac 00:00:5E:00:53:AA was learned
Wed Mar 18 08:07:05 2009
vlan_idx 5 mac 00:00:5E:00:53:AB was learned
Wed Mar 18 08:07:05 2009
vlan_idx 6 mac 00:00:5E:00:53:AC was learned
Wed Mar 18 08:07:05 2009
vlan_idx 16 mac 00:00:5E:00:53:AD was learned
Wed Mar 18 08:07:05 2009
vlan_idx 7 mac 00:00:5E:00:53:AE was learned
Wed Mar 18 08:07:05 2009
vlan_idx 8 mac 00:00:5E:00:53:AF was learned
Wed Mar 18 08:07:05 2009
vlan_idx 12 mac 00:00:5E:00:53:AG was learned
[output truncated]
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show ethernet-switching statistics

Syntax show ethernet-switching statistics
<instance instance-name>
<logical-system logical-system-name>
<vlan-name vlan-name>

Release Information Command introduced in Junos OS Release 12.3R2.

Command introduced in Junos OS Release 12.3R2 for EX Series switches.

Description (MX Series routers, QFX Series switches, and EX Series switches only) Display

Ethernet-switching statistics.

Options none—Display Ethernet-switching statistics for all VLANs in all routing instances.

instance instance-name—(Optional)Display statistics for the specified routing instance.

logical-system logical-system-name—(Optional) Display Ethernet-switching statistics
information for the specified logical system.

vlan-name vlan-name—(Optional) Display statistics for the specified VLAN.

Required Privilege
Level

view

List of Sample Output show ethernet-switching statistics on page 955

Sample Output

show ethernet-switching statistics

user@host> show ethernet-switching statistics

 Local interface: ae1.0, Index: 1035
   Broadcast packets:                   220
   Broadcast bytes  :                 13720
   Multicast packets:                   130
   Multicast bytes  :                 11700
   Flooded packets  :                     0
   Flooded bytes    :                     0
   Unicast packets  :                     0
   Unicast bytes    :                     0
   Current MAC count:                     0 (Limit 1024)
 Local interface: vt-3/3/10.1048576, Index: 1280
   Broadcast packets:                     0
   Broadcast bytes  :                     0
   Multicast packets:                     0
   Multicast bytes  :                     0
   Flooded packets  :                     2
   Flooded bytes    :                   128
   Unicast packets  :                   632
   Unicast bytes    :                 39184
   Current MAC count:                     2
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 Local interface: ge-3/1/2.0, Index: 1258
   Broadcast packets:                   100
   Broadcast bytes  :                  6800
   Multicast packets:                   200
   Multicast bytes  :                 18000
   Flooded packets  :                     0
   Flooded bytes    :                     0
   Unicast packets  :                   632
   Unicast bytes    :                 39184
   Current MAC count:                     2 (Limit 1024)
 Local interface: ae3.0, Index: 1043
   Broadcast packets:                     0
   Broadcast bytes  :                     0
   Multicast packets:                     0
   Multicast bytes  :                     0
   Flooded packets  :                     0
   Flooded bytes    :                     0
   Unicast packets  :                     0
   Unicast bytes    :                     0
   Current MAC count:                     0 (Limit 1024)
 Local interface: ge-3/3/8.0, Index: 1276
   Broadcast packets:                     0
   Broadcast bytes  :                     0
   Multicast packets:                     0
   Multicast bytes  :                     0
   Flooded packets  :                     0
   Flooded bytes    :                     0
   Unicast packets  :                     0
   Unicast bytes    :                     0
   Current MAC count:                     0 (Limit 8192)
 Local interface: ae5.0, Index: 1045
   Broadcast packets:                     0
   Broadcast bytes  :                     0
   Multicast packets:                     0
   Multicast bytes  :                     0
   Flooded packets  :                     0
   Flooded bytes    :                     0
   Unicast packets  :                     0
   Unicast bytes    :                     0
   Current MAC count:                     0 (Limit 8192)
 Local interface: ae4.0, Index: 1044
   Broadcast packets:                   200
   Broadcast bytes  :                 13600
   Multicast packets:                     0
   Multicast bytes  :                     0
   Flooded packets  :                     0
   Flooded bytes    :                     0
   Unicast packets  :                     0
   Unicast bytes    :                     0
   Current MAC count:                     0 (Limit 8192)
 Local interface: ae26.0, Index: 1042
   Broadcast packets:                     0
   Broadcast bytes  :                     0
   Multicast packets:                     0
   Multicast bytes  :                     0
   Flooded packets  :                     0
   Flooded bytes    :                     0
   Unicast packets  :                     0
   Unicast bytes    :                     0
   Current MAC count:                     0 (Limit 8192)
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 Local interface: ae25.0, Index: 1041
   Broadcast packets:                   133
   Broadcast bytes  :                  7980
   Multicast packets:                369934
   Multicast bytes  :              59207572
   Flooded packets  :                     0
   Flooded bytes    :                     0
   Unicast packets  :                  1433
   Unicast bytes    :                119930
   Current MAC count:                     3 (Limit 8192)
 Local interface: ae23.0, Index: 1040
   Broadcast packets:                   226
   Broadcast bytes  :                 14464
   Multicast packets:                585668
   Multicast bytes  :             153464476
   Flooded packets  :                     0
   Flooded bytes    :                     0
   Unicast packets  :                 26552
   Unicast bytes    :               1947627
   Current MAC count:                     7 (Limit 8192)
 Local interface: ae20.0, Index: 1039
   Broadcast packets:                   115
   Broadcast bytes  :                  6900
   Multicast packets:                395113
   Multicast bytes  :              61622869
   Flooded packets  :                     0
   Flooded bytes    :                     0
   Unicast packets  :                  1419
   Unicast bytes    :                117924
   Current MAC count:                     4 (Limit 8192)
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show ethernet-switching statistics aging

Syntax show ethernet-switching statistics aging

Release Information Command introduced in Junos OS Release 9.4 for EX Series switches.

Description Display media access control (MAC) aging statistics.

Options none—(Optional) Display MAC aging statistics.

brief | detail—(Optional) Display the specified level of output.

Required Privilege
Level

view

Related
Documentation

show ethernet-switching statisticsmac-learning on page 960•

• Configuring MAC Table Aging on Switches on page 105

List of Sample Output show ethernet-switching statistics aging on page 959

Output Fields Table 125 on page 958 lists the output fields for the show ethernet-switching statistics

aging command. Output fields are listed in the approximate order in which they appear.

Table 125: show ethernet-switching statistics aging Output Fields

Level of OutputField DescriptionField Name

All levelsTotal number of aging messages received from the hardware.Total agemessages
received

All levelsAging message indicating that the entry should be removed immediately.Immediate aging

All levelsAgingmessage indicating that theMACaddresshasbeendetectedbyhardware
and that the aging timer should be stopped.

MAC address seen

All levelsAging message indicating that the MAC address has not been detected by the
hardware and that the aging timer should be started.

MAC address not
seen

All levelsThe received aging message contains the following errors:

• Invalid VLAN—The VLAN of the packet does not exist.

• No such entry—The MAC address and VLAN pair provided by the aging
message does not exist.

• Static entry—An unsuccessful attempt wasmade to age out a static MAC
entry.

Error agemessages

Copyright © 2019, Juniper Networks, Inc.958

Ethernet Switching Feature Guide



Sample Output

show ethernet-switching statistics aging

user@switch> show ethernet-switching statistics aging

Total age messages received: 0
  Immediate aging: 0, MAC address seen: 0, MAC address not seen: 0
Error age messages: 0
  Invalid VLAN: 0, No such entry: 0, Static entry: 0
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show ethernet-switching statisticsmac-learning

Syntax show ethernet-switching statistics mac-learning
<brief | detail>
<interface interface-name>

Release Information Command introduced in Junos OS Release 9.4 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display media access control (MAC) learning statistics.

NOTE: For the QFX Series, this command is not supported in Enhanced Layer
2 Software (ELS).

Options none—(Optional) Display MAC learning statistics for all interfaces.

brief | detail—(Optional) Display the specified level of output. The default is brief.

interface interface-name—(Optional) Display MAC learning statistics for the specified
interface.

Required Privilege
Level

view

Related
Documentation

show ethernet-switching table on page 964•

• show ethernet-switching interfaces on page 935

• show ethernet-switchingmac-learning-log on page 950

• show ethernet-switching table on page 964

• show ethernet-switching interfaces on page 935

• Example: Setting Up Basic Bridging and a VLAN on Switches on page 159

List of Sample Output show ethernet-switching statisticsmac-learning on page 961
show ethernet-switching statisticsmac-learning detail on page 962
showethernet-switchingstatisticsmac-learning interfacege-0/0/28detailonpage962
show ethernet-switching statisticsmac-learning interface on page 962
show ethernet-switching statisticsmac-learning detail (QFX Series) on page 962

Output Fields Table 126 on page 961 lists the output fields for the show ethernet-switching statistics

mac-learning command. Output fields are listed in the approximate order in which they

appear.
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Table 126: show ethernet-switching statistics mac-learning Output Fields

Level of OutputField DescriptionField Name

All levelsName of the interface for which statistics are being reported. (Displayed in the
output under the heading Interface.)

Interface

All levelsMAC learningmessagegeneratedduetopacketscoming inon themanagement
interface. (Displayed in the output under the heading Local pkts.)

Learningmessage
from local packets

All levelsMAC learning message generated due to packets coming in on network
interfaces. (Displayed in the output under the heading Transit pkts.)

Learningmessage
from transit packets

All levelsMAC learning messages received with errors (Displayed under the heading
Error):

• Invalid VLAN—The VLAN of the packet does not exist.

• Invalid MAC—The MAC address is either NULL or a multicast MAC address.

• Security violation—The MAC address is not an allowed MAC address.

• Interface down—The MAC address is learned on an interface that is down.

• Incorrect membership—The MAC address is learned on an interface that is
not a member of the VLAN.

• Interface limit—The number of MAC addresses learned on the interface has
exceeded the limit.

• MACmove limit—This MAC address has moved amongmultiple interfaces
toomany times in a given interval.

• VLANlimit—ThenumberofMACaddresses learnedontheVLANhasexceeded
the limit.

• VLANmembership limit—The number of MAC addresses learned on the
interface as amember of the specified VLAN (VLANmembershipMAC limit)
has exceeded the limit.

• Invalid VLAN index—The VLAN of the packet, although configured, does not
yet exist in the kernel.

• Interface not learning—TheMAC address is learned on an interface that does
not yet allow learning—for example, the interface is blocked.

• No nexthop—The MAC address is learned on an interface that does not have
a unicast next hop.

• MAC learning disabled—TheMAC address is learned on an interface onwhich
MAC learning has been disabled.

• Others—Themessage contains some other error.

Learningmessage
with error

Sample Output

show ethernet-switching statisticsmac-learning

user@switch> show ethernet-switching statisticsmac-learning

Learning stats: 0 learn msg rcvd, 0 error
  Interface         Local pkts        Transit pkts      Error
  ge-0/0/0.0        0                 0                 0
  ge-0/0/1.0        0                 0                 0
  ge-0/0/2.0        0                 0                 0
  ge-0/0/3.0        0                 0                 0
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show ethernet-switching statisticsmac-learning detail

user@switch> show ethernet-switching statisticsmac-learning detail

Learning stats: 0 learn msg rcvd, 0 error

    Interface: ge-0/0/0.0
    Learning message from local packets:   0
    Learning message from transit packets: 1
    Learning message with error:           0
      Invalid VLAN:               0       Invalid MAC:                  0
      Security violation:         0       Interface down:               0
      Incorrect membership:       0       Interface limit:              0
      MAC move limit:             0       VLAN limit:                   0
      Invalid VLAN index:         0       Interface not learning:       0
      No nexthop:                 0       MAC learning disabled:        0
      Others:                     0

    Interface: ge-0/0/1.0
    Learning message from local packets:   0
    Learning message from transit packets: 2
    Learning message with error:           0
      Invalid VLAN:               0       Invalid MAC:                  0
      Security violation:         0       Interface down:               0
      Incorrect membership:       0       Interface limit:              0
      MAC move limit:             0       VLAN limit:                   0
      Invalid VLAN index:         0       Interface not learning:       0
      No nexthop:                 0       MAC learning disabled:        0
      Others:                     0

show ethernet-switching statisticsmac-learning interface ge-0/0/28 detail

user@switch> show ethernet-switching statisticsmac-learning interface ge-0/0/28 detail

    Interface: ge-0/0/28.0
    Learning message from local packets:   0
    Learning message from transit packets: 5
    Learning message with error:           0
      Invalid VLAN:               0       Invalid MAC:                  0
      Security violation:         0       Interface down:               0
      Incorrect membership:       0       Interface limit:              0
      MAC move limit:             0       VLAN limit:                   0
                                          VLAN membership limit:        20
      Invalid VLAN index:         0       Interface not learning:       0
      No nexthop:                 0       MAC learning disabled:        0
      Others:                     0

show ethernet-switching statisticsmac-learning interface

user@switch> show ethernet-switching statisticsmac-learning interface ge-0/0/1

Interface         Local pkts        Transit pkts      Error
ge-0/0/1.0        0                 1                 1

show ethernet-switching statisticsmac-learning detail (QFX Series)

user@switch> show ethernet-switching statisticsmac-learning detail
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Learning stats: 0 learn msg rcvd, 0 error

    Interface: xe–0/0/0.0
    Learning message from local packets:   0
    Learning message from transit packets: 1
    Learning message with error:           0
      Invalid VLAN:               0       Invalid MAC:                  0
      Security violation:         0       Interface down:               0
      Incorrect membership:       0       Interface limit:              0
      MAC move limit:             0       VLAN limit:                   0
      Invalid VLAN index:         0       Interface not learning:       0
      No nexthop:                 0       MAC learning disabled:        0
      Others:                     0

    Interface: xe–0/0/1.0
    Learning message from local packets:   0
    Learning message from transit packets: 2
    Learning message with error:           0
      Invalid VLAN:               0       Invalid MAC:                  0
      Security violation:         0       Interface down:               0
      Incorrect membership:       0       Interface limit:              0
      MAC move limit:             0       VLAN limit:                   0
      Invalid VLAN index:         0       Interface not learning:       0
      No nexthop:                 0       MAC learning disabled:        0
      Others:                     0
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show ethernet-switching table

List of Syntax Syntax (QFX Series, QFabric, NFX Series and EX4600) on page 964

Syntax (EX Series) on page 964

Syntax (EX Series, MX Series and QFX Series) on page 964

Syntax (SRX Series) on page 964

Syntax (QFX Series,
QFabric, NFX Series

and EX4600)

show ethernet-switching table
<brief | detail | extensive | summary>
<interface interface-name>
<management-vlan>
<sort-by (name | tag)>
<vlan vlan-name>

Syntax (EX Series) show ethernet-switching table
<brief | detail | extensive | summary>
<interface interface-name>
<management-vlan>
<persistent-mac <interface interface-name>>
<sort-by (name | tag)>
<vlan vlan-name>

Syntax (EX Series, MX
SeriesandQFXSeries)

show ethernet-switching table
<brief | count | detail | extensive | summary>
<address>
<instance instance-name>
<interface interface-name>
isid isid
<logical-system logical-system-name>
<persistent-learning (interface interface-name | macmac-address)>
<address>
<vlan-id (all-vlan | vlan-id)>
<vlan-name (all | vlan-name)>

Syntax (SRX Series) show ethernet-switching table (brief |detail |extensive) interface interface-name

Release Information Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 9.5 for SRX Series.

Options summary,management-vlan, and vlanvlan-name introduced in JunosOSRelease

9.6 for EX Series switches.

Option sort-by and field name tag introduced in Junos OS Release 10.1 for EX Series

switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Output for private VLANs introduced in Junos OS Release 12.1 for the QFX Series.

Option persistent-mac introduced in Junos OS Release 11.4 for EX Series switches.

Command introduced in Junos OS Release 12.3R2.
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Command introduced in Junos OS Release 12.3R2 for EX Series switches.

Options logical-system,persistent-learning, and summary introduced in JunosOSRelease

13.2X50-D10 (ELS).

Description Displays the Ethernet switching table.

(MX Series routers,EX Series switches only) Displays Layer 2 MAC address information.

Options For QFX Series, QFabric, NFX Series and EX4600:

none—(Optional) Display brief information about the Ethernet switching table.

brief | detail | extensive | summary—(Optional) Display the specified level of output.

interface interface-name—(Optional) Display the Ethernet switching table for a specific
interface.

management-vlan—(Optional) Display the Ethernet switching table for amanagement
VLAN.

persistent-mac <interface interface-name>—(Optional) Display the persistent MAC
addresses learned for all interfaces or a specified interface. You can use this

commandtoviewentries that youwant toclear foran interface that you intentionally

disabled.

sort-by (name | tag)—(Optional)DisplayVLANs in ascending order of VLAN IDs or VLAN
names.

vlan vlan-name—(Optional) Display the Ethernet switching table for a specific VLAN.

For EX Series, MX Series and QFX Series:

none—Display all learned Layer 2 MAC address information.

brief | count | detail | extensive | summary—(Optional) Display the specified level of
output.

address—(Optional) Display the specified learned Layer 2 MAC address information.

instance instance-name—(Optional) Display learned Layer 2 MAC addresses for the
specified routing instance.

interface interface-name—(Optional) Display learned Layer 2 MAC addresses for the
specified interface.

isid isid—(Optional) Display learned Layer 2 MAC addresses for the specified ISID.

logical-system logical-system-name—(Optional) Display Ethernet-switching statistics
information for the specified logical system.

persistent-learning(interface interface-name |macmac-address)—(Optional)Display
dynamically learned MAC addresses that are retained despite device restarts and
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interface failures for a specified interface, or information about a specified MAC

address.

vlan-id (all-vlan | vlan-id)—(Optional) Display learned Layer 2 MAC addresses for all
VLANs or for the specified VLAN.

vlan-name (all | vlan-name)—(Optional) Display learned Layer 2 MAC addresses for all
VLANs or for the specified VLAN.

For SRX Series:

• none—(Optional) Display brief information about the Ethernet switching table.

• brief | detail | extensive—(Optional) Display the specified level of output.

• interface-name—(Optional)Display theEthernet switching table for a specific interface.

Additional Information WhenLayer2protocol tunneling is enabled, the tunnelingMACaddress01:00:0c:cd:cd:d0

is installed in the MAC table. When the Cisco Discovery Protocol (CDP), Spanning Tree

Protocol (STP), orVLANTrunkProtocol (VTP) is configured for Layer 2protocol tunneling

on an interface, the corresponding protocol MAC address is installed in the MAC table.

Required Privilege
Level

view

Related
Documentation

Example: Setting Up Basic Bridging and a VLAN on Switches on page 159•

• Example: Setting Up Bridging with Multiple VLANs on page 185

• Example: Setting Up Basic Bridging and a VLAN for an EX Series Switch on page 177

• Example: Setting UpBridgingwithMultiple VLANs for EXSeries Switches on page 208

• Example: Setting Up Q-in-Q Tunneling on EX Series Switches on page 549

• clear ethernet-switching table on page 904

• show ethernet-switchingmac-learning-log on page 950

List of Sample Output show ethernet-switching table (Enhanced Layer 2 Software on QFX Series, QFabric,
NFX Series and EX460) on page 970
showethernet-switchingtable(QFXSeries,QFabric,NFXSeriesandEX460)onpage971
show ethernet-switching table (Private VLANs on QFX Series, QFabric, NFX Series
and EX460) on page 972
show ethernet-switching table (Junos Fusion Data Center with EVPN onQFX Series
switches) on page 972
show ethernet-switching table brief (QFX Series, QFabric, NFX Series and
EX460) on page 973
show ethernet-switching table detail (QFX Series, QFabric, NFX Series and
EX460) on page 974
show ethernet-switching table extensive (QFX Series, QFabric, NFX Series and
EX460) on page 975
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show ethernet-switching table interface (QFX Series, QFabric, NFX Series and
EX460) on page 977
show ethernet-switching table (EX Series switches) on page 977
show ethernet-switching table brief (EX Series switches) on page 978
show ethernet-switching table detail (EX Series switches) on page 978
show ethernet-switching table extensive (EX Series switches) on page 979
show ethernet-switching table persistent-mac (EX Series switches) on page 979
show ethernet-switching table persistent-mac interface ge-0/0/16.0 (EX Series
switches) on page 980
show ethernet-switching table (EX Series, MX Series and QFX Series) on page 980
show ethernet-switching table brief on page 981
show ethernet-switching table count on page 982
show ethernet-switching table extensive on page 983
show ethernet-switching table detail (SRX Series) on page 984
show ethernet-switching table extensive (SRX Series) on page 985
show ethernet-switching table interface ge-0/0/1 (SRX Series) on page 986

Output Fields For QFX Series, QFabric, NFX Series and EX4600:

The following table lists theoutput fields for the showethernet-switchingtablecommand

on QFX Series, QFabric, NFX Series and EX4600. Output fields are listed in the

approximate order in which they appear.

Table 127: show ethernet-switching table Output Fields

Level of OutputField DescriptionField Name

All levelsName of a VLAN.VLAN

All levelsMAC address associated with the VLAN.MAC address

All levelsType of MAC address:

• static—The MAC address is manually created.

• learn—The MAC address is learned dynamically from a packet's source MAC
address.

• flood—The MAC address is unknown and flooded to all members.

Type

All levelsTime remaining before the entry ages out and is removed from the Ethernet
switching table.

Age

All levelsInterface associated with learned MAC addresses or with the All-members
option (flood entry).

Interfaces

detail, extensiveFor learned entries, the time at which the entry was added to the Ethernet
switching table.

Learned

For EX Series switches:

The following table lists theoutput fields for the showethernet-switchingtablecommand

on EX Series switches. Output fields are listed in the approximate order in which they

appear.
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Table 128: show ethernet-switching table Output Fields

Level of OutputField DescriptionField Name

All levelsThe name of a VLAN.VLAN

extensiveThe VLAN ID tag name or number.Tag

All levelsThe MAC address associated with the VLAN.MACorMACaddress

All levels except
persistent-mac

The type of MAC address. Values are:

• static—The MAC address is manually created.

• learn—TheMAC address is learned dynamically from a packet's sourceMAC
address.

• flood—The MAC address is unknown and flooded to all members.

• persistent—The learned MAC addresses that will persist across restarts of
the switch or interface-down events.

Type

persistent-macThe type of MAC address. Values are:

• installed—addresses that are in the Ethernet switching table.

• uninstalled—addresses that could not be installed in the table or were
uninstalled in an interface-down event and will be reinstalled in the table
when the interface comes back up.

Type

All levelsThe time remainingbefore the entry agesout and is removed fromtheEthernet
switching table.

Age

All levelsInterfaceassociatedwith learnedMACaddressesorAll-members (floodentry).Interfaces

detail, extensiveFor learned entries, the time which the entry was added to the Ethernet
switching table.

Learned

detail, extensiveThe next-hop index number.Nexthop index

installed indicates MAC addresses that are in the Ethernet switching table and
uninstalled indicates MAC addresses that could not be installed in the table or
wereuninstalled in an interface-downevent (andwill be reinstalled in the table
when the interface comes back up).

persistent-mac

For EX Series, MX Series and QFX Series:

The table describes the output fields for the show ethernet-switching table command

on EXSeries, MXSeries andQFXSeries. Output fields are listed in the approximate order

in which they appear.

Table 129: show ethernet-switching table Output fields

Field DescriptionField Name

Name of the routing instance.Routing instance

Name of the VLAN.VLAN name
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Table 129: show ethernet-switching table Output fields (continued)

Field DescriptionField Name

MAC address or addresses learned on a logical interface.MAC address

Status of MAC address learning properties for each interface:

• S—Static MAC address is configured.

• D—Dynamic MAC address is configured.

• L—Locally learned MAC address is configured.

• SE—MAC accounting is enabled.

• NM—Non-configured MAC.

• R—Locally learned MAC address is configured.

MAC flags

This field is not supported.Age

Name of the logical interface.Logical interface

IP address of remote entity on which MAC address is learned.Active source

Number of MAC addresses learned on the specific routing instance or
interface.

MAC count

Name of the logical interface on which the MAC address was learned.Learning interface

VLAN ID of the routing instance or VLAN in which the MAC address was
learned.

Learning VLAN

Debugging flags signifying that the MAC address is present in various lists.Layer 2 flags

Spanning-tree-protocolepoch number identifying when the MAC address
was learned. Used for debugging.

Epoch

Sequence number assigned to this MAC address. Used for debugging.Sequence number

Maskof thePacketForwardingEngineswhere thisMACaddresswas learned.
Used for debugging.

Learningmask

Creation time of the logical interface when this MAC address was learned.
Used for debugging.

IPC generation

For SRX Series:

Table 130 on page 969 lists the output fields for the show ethernet-switching table

command. Output fields are listed in the approximate order in which they appear.

Table 130: show ethernet-switching table Output Fields

Field DescriptionField Name

The name of a VLAN.VLAN
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Table 130: show ethernet-switching table Output Fields (continued)

Field DescriptionField Name

The MAC address associated with the VLAN.MAC address

The type of MAC address. Values are:

• static—The MAC address is manually created.

• learn—TheMAC address is learned dynamically from a packet's source MAC address.

• flood—The MAC address is unknown and flooded to all members.

Type

The time remainingbefore theentryagesoutand is removed fromtheEthernet switching
table.

Age

Interface associated with learned MAC addresses or All-members (flood entry).Interfaces

For learned entries, the timewhich the entry was added to the Ethernet switching table.Learned

Sample Output

show ethernet-switching table (Enhanced Layer 2 Software on QFX Series, QFabric, NFX Series and EX460)

user@switch> show ethernet-switching table

MAC flags (S - static MAC, D - dynamic MAC, L - locally learned, P - Persistent 
static
           SE - statistics enabled, NM - non configured MAC, R - remote PE MAC, 
O - ovsdb MAC)

Ethernet switching table : 2 entries, 2 learned
Routing instance : default-switch
    Vlan                MAC                 MAC         Age    Logical
    name                address             flags              interface
    vlan1               b0:c6:9a:ca:3c:01   D             -   ae1.0             

    vlan1               b0:c6:9a:ca:3c:03   D             -   ae1.0             

MAC flags (S - static MAC, D - dynamic MAC, L - locally learned, P - Persistent 
static
           SE - statistics enabled, NM - non configured MAC, R - remote PE MAC, 
O - ovsdb MAC)

Ethernet switching table : 2 entries, 2 learned

Routing instance : default-switch
    Vlan                MAC                 MAC         Age    Logical
    name                address             flags              interface
    vlan10              b0:c6:9a:ca:3c:01   D             -   ae1.0             

    vlan10              b0:c6:9a:ca:3c:03   D             -   ae1.0             

MAC flags (S - static MAC, D - dynamic MAC, L - locally learned, P - Persistent 
static
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           SE - statistics enabled, NM - non configured MAC, R - remote PE MAC, 
O - ovsdb MAC)

Ethernet switching table : 2 entries, 2 learned
Routing instance : default-switch
    Vlan                MAC                 MAC         Age    Logical
    name                address             flags              interface
    vlan2               b0:c6:9a:ca:3c:01   D             -   ae1.0             

    vlan2               b0:c6:9a:ca:3c:03   D             -   ae1.0             

MAC flags (S - static MAC, D - dynamic MAC, L - locally learned, P - Persistent 
static
           SE - statistics enabled, NM - non configured MAC, R - remote PE MAC, 
O - ovsdb MAC)

Ethernet switching table : 2 entries, 2 learned
Routing instance : default-switch
    Vlan                MAC                 MAC         Age    Logical
    name                address             flags              interface
    vlan3               b0:c6:9a:ca:3c:01   D             -   ae1.0             

    vlan3               b0:c6:9a:ca:3c:03   D             -   ae1.0             

MAC flags (S - static MAC, D - dynamic MAC, L - locally learned, P - Persistent 
static
           SE - statistics enabled, NM - non configured MAC, R - remote PE MAC, 
O - ovsdb MAC)

Ethernet switching table : 2 entries, 2 learned
Routing instance : default-switch                                        
    Vlan                MAC                 MAC         Age    Logical
    name                address             flags              interface
    vlan4               b0:c6:9a:ca:3c:01   D             -   ae1.0             

    vlan4               b0:c6:9a:ca:3c:03   D             -   ae1.0          

show ethernet-switching table (QFX Series, QFabric, NFX Series and EX460)

user@switch> show ethernet-switching table

Ethernet-switching table: 57 entries, 17 learned
  VLAN              MAC address       Type         Age Interfaces
  F2                *                 Flood          - All-members
  F2                00:00:05:00:00:03 Learn          0 xe-0/0/44.0
  F2                00:19:e2:50:7d:e0 Static         - Router
  Linux             *                 Flood          - All-members
  Linux             00:19:e2:50:7d:e0 Static         - Router
  Linux             00:30:48:90:54:89 Learn          0 xe-0/0/47.0
  T1                *                 Flood          - All-members
  T1                00:00:05:00:00:01 Learn          0 xe-0/0/46.0
  T1                00:00:5e:00:01:00 Static         - Router
  T1                00:19:e2:50:63:e0 Learn          0 xe-0/0/46.0
  T1                00:19:e2:50:7d:e0 Static         - Router
  T10               *                 Flood          - All-members
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  T10               00:00:5e:00:01:09 Static         - Router
  T10               00:19:e2:50:63:e0 Learn          0 xe-0/0/46.0
  T10               00:19:e2:50:7d:e0 Static         - Router
  T111              *                 Flood          - All-members
  T111              00:19:e2:50:63:e0 Learn          0 xe-0/0/15.0
  T111              00:19:e2:50:7d:e0 Static         - Router
  T111              00:19:e2:50:ac:00 Learn          0 xe-0/0/15.0
  T2                *                 Flood          - All-members
  T2                00:00:5e:00:01:01 Static         - Router
  T2                00:19:e2:50:63:e0 Learn          0 xe-0/0/46.0
  T2                00:19:e2:50:7d:e0 Static         - Router
  T3                *                 Flood          - All-members
  T3                00:00:5e:00:01:02 Static         - Router
  T3                00:19:e2:50:63:e0 Learn          0 xe-0/0/46.0
  T3                00:19:e2:50:7d:e0 Static         - Router
  T4                *                 Flood          - All-members
  T4                00:00:5e:00:01:03 Static         - Router
  T4                00:19:e2:50:63:e0 Learn          0 xe-0/0/46.0
[output truncated]

show ethernet-switching table (Private VLANs on QFX Series, QFabric, NFX Series and EX460)

user@switch> show ethernet-switching table

Ethernet-switching table: 10 entries, 3 learned
  VLAN              MAC address       Type         Age Interfaces
  pvlan             *                 Flood          - All-members
  pvlan             00:10:94:00:00:02 Replicated        - xe-0/0/28.0
  pvlan             00:10:94:00:00:35 Replicated        - xe-0/0/46.0
  pvlan             00:10:94:00:00:46 Replicated        - xe-0/0/4.0
  c2                *                 Flood          - All-members
  c2                00:10:94:00:00:02 Learn          0 xe-0/0/28.0
  c1                *                 Flood          - All-members
  c1                00:10:94:00:00:46 Learn          0 xe-0/0/4.0
  __pvlan_pvlan_xe-0/0/46.0__ *       Flood          - All-members
  __pvlan_pvlan_xe-0/0/46.0__ 00:10:94:00:00:35 Learn        0 xe-0/0/46.0

show ethernet-switching table (Junos Fusion Data Center with EVPN onQFX Series switches)

user@switch> show ethernet-switching table

MAC flags (S - static MAC, D - dynamic MAC, L - locally learned, P - Persistent 
static
           SE - statistics enabled, NM - non configured MAC, R - remote PE MAC, 
O - ovsdb MAC)

Ethernet switching table : 30 entries, 30 learned
Routing instance : default-switch
   Vlan                MAC                 MAC      Logical                Active

   name                address             flags    interface              source

   v100                00:31:46:e8:f9:d6   D        vtep.32768             
192.168.2.22
   v100                7c:e2:ca:e2:75:7c   D        vtep.32771             
192.168.4.44
   v100                7c:e2:ca:e4:05:9a   D        vtep.32770             
192.168.3.33
   v101                00:31:46:e8:f9:d6   D        vtep.32768             
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192.168.2.22
   v101                7c:e2:ca:e2:75:7c   D        vtep.32771             
192.168.4.44
   v101                7c:e2:ca:e4:05:9a   D        vtep.32770             
192.168.3.33
   v102                00:31:46:e8:f9:d6   D        vtep.32768             
192.168.2.22
   v102                7c:e2:ca:e2:75:7c   D        vtep.32771             
192.168.4.44
   v102                7c:e2:ca:e4:05:9a   D        vtep.32770             
192.168.3.33
   v103                00:31:46:e8:f9:d6   D        vtep.32768             
192.168.2.22
   v103                7c:e2:ca:e2:75:7c   D        vtep.32771             
192.168.4.44
   v103                7c:e2:ca:e4:05:9a   D        vtep.32770             
192.168.3.33
   v3001               00:31:46:e8:f9:d6   D        vtep.32768             
192.168.2.22
   v3001               28:c0:da:6a:9f:c2   DL       ae11.0
   v3001               7c:e2:ca:e2:75:7c   D        vtep.32771             
192.168.4.44
   v3001               7c:e2:ca:e4:05:9a   D        vtep.32770             
192.168.3.33
   v3002               00:31:46:e8:f9:d6   D        vtep.32768             
192.168.2.22
   v3002               7c:e2:ca:e2:75:7c   D        vtep.32771             
192.168.4.44
   v3002               7c:e2:ca:e4:05:9a   D        vtep.32770             
192.168.3.33
   v3003               00:31:46:e8:f9:d6   D        vtep.32768             
192.168.2.22
   v3003               28:c0:da:6a:9f:c2   DL       ae11.0
   v3003               7c:e2:ca:e2:75:7c   D        vtep.32771             
192.168.4.44
   v3003               7c:e2:ca:e4:05:9a   D        vtep.32770             
192.168.3.33
   v3004               00:31:46:e8:f9:d6   D        vtep.32768             
192.168.2.22
   v3004               7c:e2:ca:e2:75:7c   D        vtep.32771             
192.168.4.44
   v3004               7c:e2:ca:e4:05:9a   D        vtep.32770             
192.168.3.33
   v3005               00:31:46:e8:f9:d6   D        vtep.32768             
192.168.2.22
   v3005               28:c0:da:6a:9f:c2   DL       ae11.0
   v3005               7c:e2:ca:e2:75:7c   D        vtep.32771             
192.168.4.44
   v3005               7c:e2:ca:e4:05:9a   D        vtep.32770             
192.168.3.33

show ethernet-switching table brief (QFX Series, QFabric, NFX Series and EX460)

user@switch> show ethernet-switching table brief

Ethernet-switching table: 57 entries, 17 learned
  VLAN              MAC address       Type         Age Interfaces
  F2                *                 Flood          - All-members
  F2                00:00:05:00:00:03 Learn          0 xe-0/0/44.0
  F2                00:19:e2:50:7d:e0 Static         - Router
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  Linux             *                 Flood          - All-members
  Linux             00:19:e2:50:7d:e0 Static         - Router
  Linux             00:30:48:90:54:89 Learn          0 xe-0/0/47.0
  T1                *                 Flood          - All-members
  T1                00:00:05:00:00:01 Learn          0 xe-0/0/46.0
  T1                00:00:5e:00:01:00 Static         - Router
  T1                00:19:e2:50:63:e0 Learn          0 xe-0/0/46.0
  T1                00:19:e2:50:7d:e0 Static         - Router
  T10               *                 Flood          - All-members
  T10               00:00:5e:00:01:09 Static         - Router
  T10               00:19:e2:50:63:e0 Learn          0 xe-0/0/46.0
  T10               00:19:e2:50:7d:e0 Static         - Router
  T111              *                 Flood          - All-members
  T111              00:19:e2:50:63:e0 Learn          0 xe-0/0/15.0
  T111              00:19:e2:50:7d:e0 Static         - Router
  T111              00:19:e2:50:ac:00 Learn          0 xe-0/0/15.0
  T2                *                 Flood          - All-members
  T2                00:00:5e:00:01:01 Static         - Router
  T2                00:19:e2:50:63:e0 Learn          0 xe-0/0/46.0
  T2                00:19:e2:50:7d:e0 Static         - Router
  T3                *                 Flood          - All-members
  T3                00:00:5e:00:01:02 Static         - Router
  T3                00:19:e2:50:63:e0 Learn          0 xe-0/0/46.0
  T3                00:19:e2:50:7d:e0 Static         - Router
  T4                *                 Flood          - All-members
  T4                00:00:5e:00:01:03 Static         - Router
  T4                00:19:e2:50:63:e0 Learn          0 xe-0/0/46.0
[output truncated]

show ethernet-switching table detail (QFX Series, QFabric, NFX Series and EX460)

user@switch> show ethernet-switching table detail

Ethernet-switching table: 57 entries, 17 learned
  F2, *
    Interface(s): xe-0/0/44.0
    Type: Flood
    Nexthop index: 0

  F2, 00:00:05:00:00:03
    Interface(s): xe-0/0/44.0
    Type: Learn, Age: 0, Learned: 2:03:09
    Nexthop index: 0

  F2, 00:19:e2:50:7d:e0
    Interface(s): Router
    Type: Static
    Nexthop index: 0

  Linux, *
    Interface(s): xe-0/0/47.0
    Type: Flood
    Nexthop index: 0

  Linux, 00:19:e2:50:7d:e0
    Interface(s): Router
    Type: Static
    Nexthop index: 0

  Linux, 00:30:48:90:54:89
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    Interface(s): xe-0/0/47.0
    Type: Learn, Age: 0, Learned: 2:03:08
    Nexthop index: 0

  T1, *
    Interface(s): xe-0/0/46.0
    Type: Flood
    Nexthop index: 0

  T1, 00:00:05:00:00:01
    Interface(s): xe-0/0/46.0
    Type: Learn, Age: 0, Learned: 2:03:07
    Nexthop index: 0

  T1, 00:00:5e:00:01:00
    Interface(s): Router
    Type: Static
    Nexthop index: 0

  T1, 00:19:e2:50:63:e0
    Interface(s): xe-0/0/46.0
    Type: Learn, Age: 0, Learned: 2:03:07
    Nexthop index: 0

  T1, 00:19:e2:50:7d:e0
    Interface(s): Router
    Type: Static
    Nexthop index: 0

  T10, *
    Interface(s): xe-0/0/46.0
    Type: Flood
    Nexthop index: 0

  T10, 00:00:5e:00:01:09
    Interface(s): Router
    Type: Static
    Nexthop index: 0

  T10, 00:19:e2:50:63:e0
    Interface(s): xe-0/0/46.0
    Type: Learn, Age: 0, Learned: 2:03:08
    Nexthop index: 0

  T10, 00:19:e2:50:7d:e0
    Interface(s): Router
    Type: Static
    Nexthop index: 0

  T111, *
    Interface(s): xe-0/0/15.0
    Type: Flood
    Nexthop index: 0
[output truncated]

show ethernet-switching table extensive (QFX Series, QFabric, NFX Series and EX460)

user@switch> show ethernet-switching table extensive
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Ethernet-switching table: 57 entries, 17 learned
  F2, *
    Interface(s): xe-0/0/44.0
    Type: Flood
    Nexthop index: 0

  F2, 00:00:05:00:00:03
    Interface(s): xe-0/0/44.0
    Type: Learn, Age: 0, Learned: 2:03:09
    Nexthop index: 0

  F2, 00:19:e2:50:7d:e0
    Interface(s): Router
    Type: Static
    Nexthop index: 0

  Linux, *
    Interface(s): xe-0/0/47.0
    Type: Flood
    Nexthop index: 0

  Linux, 00:19:e2:50:7d:e0
    Interface(s): Router
    Type: Static
    Nexthop index: 0

  Linux, 00:30:48:90:54:89
    Interface(s): xe-0/0/47.0
    Type: Learn, Age: 0, Learned: 2:03:08
    Nexthop index: 0

  T1, *
    Interface(s): xe-0/0/46.0
    Type: Flood
    Nexthop index: 0

  T1, 00:00:05:00:00:01
    Interface(s): xe-0/0/46.0
    Type: Learn, Age: 0, Learned: 2:03:07
    Nexthop index: 0

  T1, 00:00:5e:00:01:00
    Interface(s): Router
    Type: Static
    Nexthop index: 0

  T1, 00:19:e2:50:63:e0
    Interface(s): xe-0/0/46.0
    Type: Learn, Age: 0, Learned: 2:03:07
    Nexthop index: 0

  T1, 00:19:e2:50:7d:e0
    Interface(s): Router
    Type: Static
    Nexthop index: 0

  T10, *
    Interface(s): xe-0/0/46.0
    Type: Flood
    Nexthop index: 0
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  T10, 00:00:5e:00:01:09
    Interface(s): Router
    Type: Static
    Nexthop index: 0

  T10, 00:19:e2:50:63:e0
    Interface(s): xe-0/0/46.0
    Type: Learn, Age: 0, Learned: 2:03:08
    Nexthop index: 0

  T10, 00:19:e2:50:7d:e0
    Interface(s): Router
    Type: Static
    Nexthop index: 0

  T111, *
    Interface(s): xe-0/0/15.0
    Type: Flood
    Nexthop index: 0
[output truncated]

show ethernet-switching table interface (QFX Series, QFabric, NFX Series and EX460)

user@switch> show ethernet-switching table interface xe-0/0/1

Ethernet-switching table: 1 unicast entries
  VLAN              MAC address       Type         Age Interfaces
  V1                *                 Flood          - All-members
  V1                00:00:05:00:00:05 Learn          0 xe-0/0/1.0

show ethernet-switching table (EX Series switches)

user@switch> show ethernet-switching table

Ethernet-switching table: 57 entries, 15 learned, 2 persistent
  VLAN              MAC address       Type         Age Interfaces
  F2                *                 Flood          - All-members
  F2                00:00:05:00:00:03 Learn          0 ge-0/0/44.0
  F2                00:19:e2:50:7d:e0 Static         - Router
  Linux             *                 Flood          - All-members
  Linux             00:19:e2:50:7d:e0 Static         - Router
  Linux             00:30:48:90:54:89 Learn          0 ge-0/0/47.0
  T1                *                 Flood          - All-members
  T1                00:00:05:00:00:01 Persistent     0 ge-0/0/46.0
  T1                00:00:5e:00:01:00 Static         - Router
  T1                00:19:e2:50:63:e0 Persistent     0 ge-0/0/46.0
  T1                00:19:e2:50:7d:e0 Static         - Router
  T10               *                 Flood          - All-members
  T10               00:00:5e:00:01:09 Static         - Router
  T10               00:19:e2:50:63:e0 Learn          0 ge-0/0/46.0
  T10               00:19:e2:50:7d:e0 Static         - Router
  T111              *                 Flood          - All-members
  T111              00:19:e2:50:63:e0 Learn          0 ge-0/0/15.0
  T111              00:19:e2:50:7d:e0 Static         - Router
  T111              00:19:e2:50:ac:00 Learn          0 ge-0/0/15.0
  T2                *                 Flood          - All-members
  T2                00:00:5e:00:01:01 Static         - Router
  T2                00:19:e2:50:63:e0 Learn          0 ge-0/0/46.0
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  T2                00:19:e2:50:7d:e0 Static         - Router
  T3                *                 Flood          - All-members
  T3                00:00:5e:00:01:02 Static         - Router
  T3                00:19:e2:50:63:e0 Learn          0 ge-0/0/46.0
  T3                00:19:e2:50:7d:e0 Static         - Router
  T4                *                 Flood          - All-members
  T4                00:00:5e:00:01:03 Static         - Router
  T4                00:19:e2:50:63:e0 Learn          0 ge-0/0/46.0
[output truncated]

show ethernet-switching table brief (EX Series switches)

user@switch> show ethernet-switching table brief

Ethernet-switching table: 57 entries, 15 learned, 2 persistent entries
  VLAN              MAC address       Type         Age Interfaces
  F2                *                 Flood          - All-members
  F2                00:00:05:00:00:03 Learn          0 ge-0/0/44.0
  F2                00:19:e2:50:7d:e0 Static         - Router
  Linux             *                 Flood          - All-members
  Linux             00:19:e2:50:7d:e0 Static         - Router
  Linux             00:30:48:90:54:89 Learn          0 ge-0/0/47.0
  T1                *                 Flood          - All-members
  T1                00:00:05:00:00:01 Persistent     0 ge-0/0/46.0
  T1                00:00:5e:00:01:00 Static         - Router
  T1                00:19:e2:50:63:e0 Persistent     0 ge-0/0/46.0
  T1                00:19:e2:50:7d:e0 Static         - Router
  T10               *                 Flood          - All-members
  T10               00:00:5e:00:01:09 Static         - Router
  T10               00:19:e2:50:63:e0 Learn          0 ge-0/0/46.0
  T10               00:19:e2:50:7d:e0 Static         - Router
  T111              *                 Flood          - All-members
  T111              00:19:e2:50:63:e0 Learn          0 ge-0/0/15.0
  T111              00:19:e2:50:7d:e0 Static         - Router
  T111              00:19:e2:50:ac:00 Learn          0 ge-0/0/15.0
  T2                *                 Flood          - All-members
  T2                00:00:5e:00:01:01 Static         - Router
  T2                00:19:e2:50:63:e0 Learn          0 ge-0/0/46.0
  T2                00:19:e2:50:7d:e0 Static         - Router
  T3                *                 Flood          - All-members
  T3                00:00:5e:00:01:02 Static         - Router
  T3                00:19:e2:50:63:e0 Learn          0 ge-0/0/46.0
  T3                00:19:e2:50:7d:e0 Static         - Router
  T4                *                 Flood          - All-members
  T4                00:00:5e:00:01:03 Static         - Router
  T4                00:19:e2:50:63:e0 Learn          0 ge-0/0/46.0
[output truncated]

show ethernet-switching table detail (EX Series switches)

user@switch> show ethernet-switching table detail

Ethernet-switching table: 5 entries, 2 learned entries
 VLAN: default, Tag: 0, MAC: *, Interface: All-members
  Interfaces:
   ge-0/0/11.0, ge-0/0/20.0, ge-0/0/30.0, ge-0/0/36.0, ge-0/0/3.0
  Type: Flood
  Nexthop index: 1307
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 VLAN: default, Tag: 0, MAC: 00:1f:12:30:b8:83, Interface: ge-0/0/3.0
   Type: Learn, Age: 0, Learned: 20:09:26
   Nexthop index: 1315

 VLAN: v1, Tag: 101, MAC: *, Interface: All-members
  Interfaces:
   ge-0/0/31.0
  Type: Flood
  Nexthop index: 1313

 VLAN: v1, Tag: 101, MAC: 00:1f:12:30:b8:89, Interface: ge-0/0/31.0
  Type: Learn, Age: 0, Learned: 20:09:25
  Nexthop index: 1312

 VLAN: v2, Tag: 102, MAC: *, Interface: All-members
  Interfaces:                         
   ae0.0
  Type: Flood
  Nexthop index: 1317

show ethernet-switching table extensive (EX Series switches)

user@switch> show ethernet-switching table extensive

Ethernet-switching table: 3 entries, 1 learned, 5 persistent entries 

    VLAN: v1, Tag: 10, MAC: *, Interface: All-members
    Interfaces:
                ge-0/0/14.0, ge-0/0/1.0, ge-0/0/2.0, ge-0/0/3.0, ge-0/0/4.0,
                ge-0/0/5.0, ge-0/0/6.0, ge-0/0/7.0, ge-0/0/8.0, ge-0/0/10.0,
                ge-0/0/0.0
    Type: Flood
    Nexthop index: 567

    VLAN: v1, Tag: 10, MAC: 00:21:59:c6:93:22, Interface: Router
    Type: Static
    Nexthop index: 0

    VLAN: v1, Tag: 10, MAC: 00:21:59:c9:9a:4e, Interface: ge-0/0/14.0
    Type: Learn, Age: 0, Learned: 18:40:50
    Nexthop index: 564

show ethernet-switching table persistent-mac (EX Series switches)

user@switch> show ethernet-switching table persistent-mac

VLAN              MAC address       Type       Interface
default           00:10:94:00:00:02 installed    ge-0/0/42.0
default           00:10:94:00:00:03 installed    ge-0/0/42.0
default           00:10:94:00:00:04 installed    ge-0/0/42.0
default           00:10:94:00:00:05 installed    ge-0/0/42.0
default           00:10:94:00:00:06 installed    ge-0/0/42.0
default           00:10:94:00:05:02 uninstalled ge-0/0/16.0
default           00:10:94:00:06:03 uninstalled ge-0/0/16.0
default           00:10:94:00:07:04 uninstalled ge-0/0/16.0
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show ethernet-switching table persistent-mac interface ge-0/0/16.0 (EX Series switches)

VLAN              MAC address       Type       Interface
default           00:10:94:00:05:02 uninstalled ge-0/0/16.0
default           00:10:94:00:06:03 uninstalled ge-0/0/16.0
default           00:10:94:00:07:04 uninstalled ge-0/0/16.0

show ethernet-switching table (EX Series, MX Series and QFX Series)

user@host> show ethernet-switching table

MAC flags (S - static MAC, D - dynamic MAC, L - locally learned
           SE - statistics enabled, NM - non configured MAC, R - remote PE MAC)

Routing instance : default-switch
    Vlan                MAC                 MAC         Age    Logical
    name                address             flags              interface
    VLAN101             88:e0:f3:bb:07:f0   D             -   ae20.0

MAC flags (S - static MAC, D - dynamic MAC, L - locally learned
           SE - statistics enabled, NM - non configured MAC, R - remote PE MAC)

Routing instance : default-switch
    Vlan                MAC                 MAC         Age    Logical
    name                address             flags              interface
    VLAN102             88:e0:f3:bb:07:f0   D             -   ae20.0

MAC flags (S - static MAC, D - dynamic MAC, L - locally learned
           SE - statistics enabled, NM - non configured MAC, R - remote PE MAC)

Routing instance : default-switch
    Vlan                MAC                 MAC         Age    Logical
    name                address             flags              interface
    VLAN103             88:e0:f3:bb:07:f0   D             -   ae20.0

MAC flags (S - static MAC, D - dynamic MAC, L - locally learned
           SE - statistics enabled, NM - non configured MAC, R - remote PE MAC)

Routing instance : default-switch
    Vlan                MAC                 MAC         Age    Logical
    name                address             flags              interface
    VLAN104             88:e0:f3:bb:07:f0   D             -   ae20.0

MAC flags (S - static MAC, D - dynamic MAC, L - locally learned
           SE - statistics enabled, NM - non configured MAC, R - remote PE MAC)

Routing instance : default-switch
    Vlan                MAC                 MAC         Age    Logical
    name                address             flags              interface
    VLAN1101            00:1f:12:32:f5:c1   D             -   ae0.0

MAC flags (S - static MAC, D - dynamic MAC, L - locally learned
           SE - statistics enabled, NM - non configured MAC, R - remote PE MAC)
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Routing instance : default-switch
    Vlan                MAC                 MAC         Age    Logical
    name                address             flags              interface
    VLAN1102            00:1f:12:32:f5:c1   D             -   ae0.0

MAC flags (S - static MAC, D - dynamic MAC, L - locally learned
           SE - statistics enabled, NM - non configured MAC, R - remote PE MAC)

Routing instance : default-switch
    Vlan                MAC                 MAC         Age    Logical
    name                address             flags              interface
    VLAN1103            00:1f:12:32:f5:c1   D             -   ae0.0

MAC flags (S - static MAC, D - dynamic MAC, L - locally learned
           SE - statistics enabled, NM - non configured MAC, R - remote PE MAC)

Routing instance : default-switch
    Vlan                MAC                 MAC         Age    Logical
    name                address             flags              interface
    VLAN1104            00:1f:12:32:f5:c1   D             -   ae0.0

MAC flags (S - static MAC, D - dynamic MAC, L - locally learned
           SE - statistics enabled, NM - non configured MAC, R - remote PE MAC)

Routing instance : default-switch
    Vlan                MAC                 MAC         Age    Logical
    name                address             flags              interface
    VLAN1105            00:1f:12:32:f5:c1   D             -   ae0.0

MAC flags (S - static MAC, D - dynamic MAC, L - locally learned
           SE - statistics enabled, NM - non configured MAC, R - remote PE MAC)

Routing instance : default-switch
    Vlan                MAC                 MAC         Age    Logical
    name                address             flags              interface
    VLAN1106            00:1f:12:32:f5:c1   D             -   ae0.0
[...output truncated...]

show ethernet-switching table brief

user@host> show ethernet-switching table brief

MAC flags (S - static MAC, D - dynamic MAC, L - locally learned
           SE - statistics enabled, NM - non configured MAC, R - remote PE MAC)

Routing instance : default-switch
    Vlan                MAC                 MAC         Age    Logical
    name                address             flags              interface
    VLAN101             88:e0:f3:bb:07:f0   D             -   ae20.0

MAC flags (S - static MAC, D - dynamic MAC, L - locally learned
           SE - statistics enabled, NM - non configured MAC, R - remote PE MAC)

Routing instance : default-switch
    Vlan                MAC                 MAC         Age    Logical
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    name                address             flags              interface
    VLAN102             88:e0:f3:bb:07:f0   D             -   ae20.0

MAC flags (S - static MAC, D - dynamic MAC, L - locally learned
           SE - statistics enabled, NM - non configured MAC, R - remote PE MAC)

Routing instance : default-switch
    Vlan                MAC                 MAC         Age    Logical
    name                address             flags              interface
    VLAN103             88:e0:f3:bb:07:f0   D             -   ae20.0

MAC flags (S - static MAC, D - dynamic MAC, L - locally learned
           SE - statistics enabled, NM - non configured MAC, R - remote PE MAC)

Routing instance : default-switch
    Vlan                MAC                 MAC         Age    Logical
    name                address             flags              interface
    VLAN104             88:e0:f3:bb:07:f0   D             -   ae20.0

MAC flags (S - static MAC, D - dynamic MAC, L - locally learned
           SE - statistics enabled, NM - non configured MAC, R - remote PE MAC)

Routing instance : default-switch
    Vlan                MAC                 MAC         Age    Logical
    name                address             flags              interface
    VLAN1101            00:1f:12:32:f5:c1   D             -   ae0.0
[...output truncated...]

show ethernet-switching table count

user@host> show ethernet-switching table count

0 MAC address learned in routing instance default-switch VLAN VLAN1000
ae26.0:1000

1 MAC address learned in routing instance default-switch VLAN VLAN101
ae20.0:101

  MAC address count per learn VLAN within routing instance:
    Learn VLAN ID      MAC count      Static MAC count
           101              1                 0

1 MAC address learned in routing instance default-switch VLAN VLAN102
ae20.0:102

  MAC address count per learn VLAN within routing instance:
    Learn VLAN ID      MAC count      Static MAC count
           102              1                 0

1 MAC address learned in routing instance default-switch VLAN VLAN103
ae20.0:103

  MAC address count per learn VLAN within routing instance:
    Learn VLAN ID      MAC count      Static MAC count
           103              1                 0

1 MAC address learned in routing instance default-switch VLAN VLAN104
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ae20.0:104

  MAC address count per learn VLAN within routing instance:
    Learn VLAN ID      MAC count      Static MAC count
           104              1                 0

0 MAC address learned in routing instance default-switch VLAN VLAN105
ae20.0:105

0 MAC address learned in routing instance default-switch VLAN VLAN106
ae20.0:106

0 MAC address learned in routing instance default-switch VLAN VLAN107
ae20.0:107

0 MAC address learned in routing instance default-switch VLAN VLAN108
ae20.0:108

0 MAC address learned in routing instance default-switch VLAN VLAN109
ae20.0:109

0 MAC address learned in routing instance default-switch VLAN VLAN110
ae20.0:110

1 MAC address learned in routing instance default-switch VLAN VLAN1101
ae0.0:1101

  MAC address count per learn VLAN within routing instance:
    Learn VLAN ID      MAC count      Static MAC count
          1101              1                 0

1 MAC address learned in routing instance default-switch VLAN VLAN1102
ae0.0:1102

  MAC address count per learn VLAN within routing instance:
    Learn VLAN ID      MAC count      Static MAC count
          1102              1                 0
[...output truncated...]

show ethernet-switching table extensive

user@host> show ethernet-switching table extensive

MAC address: 88:e0:f3:bb:07:f0
  Routing instance: default-switch
VLAN ID: 101
   Learning interface: ae20.0
   Layer 2 flags: in_hash,in_ifd,in_ifl,in_vlan,in_rtt,kernel,in_ifbd
   Epoch: 0                            Sequence number: 2
   Learning mask: 0x00000008

MAC address: 88:e0:f3:bb:07:f0
  Routing instance: default-switch
VLAN ID: 102
   Learning interface: ae20.0
   Layer 2 flags: in_hash,in_ifd,in_ifl,in_vlan,in_rtt,kernel,in_ifbd
   Epoch: 0                            Sequence number: 2
   Learning mask: 0x00000008
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MAC address: 88:e0:f3:bb:07:f0
  Routing instance: default-switch
VLAN ID: 103
   Learning interface: ae20.0
   Layer 2 flags: in_hash,in_ifd,in_ifl,in_vlan,in_rtt,kernel,in_ifbd
   Epoch: 0                            Sequence number: 2
   Learning mask: 0x00000008

MAC address: 88:e0:f3:bb:07:f0
  Routing instance: default-switch
VLAN ID: 104
   Learning interface: ae20.0
   Layer 2 flags: in_hash,in_ifd,in_ifl,in_vlan,in_rtt,kernel,in_ifbd
   Epoch: 0                            Sequence number: 2
   Learning mask: 0x00000008

MAC address: 00:1f:12:32:f5:c1
  Routing instance: default-switch
VLAN ID: 1101
   Learning interface: ae0.0
   Layer 2 flags: in_hash,in_ifd,in_ifl,in_vlan,in_rtt,kernel,in_ifbd
   Epoch: 0                            Sequence number: 2
   Learning mask: 0x00000008

MAC address: 00:1f:12:32:f5:c1
  Routing instance: default-switch
VLAN ID: 1102
   Learning interface: ae0.0
   Layer 2 flags: in_hash,in_ifd,in_ifl,in_vlan,in_rtt,kernel,in_ifbd
   Epoch: 0                            Sequence number: 2
   Learning mask: 0x00000008

MAC address: 00:1f:12:32:f5:c1
  Routing instance: default-switch
VLAN ID: 1103
   Learning interface: ae0.0
   Layer 2 flags: in_hash,in_ifd,in_ifl,in_vlan,in_rtt,kernel,in_ifbd
   Epoch: 0                            Sequence number: 2
   Learning mask: 0x00000008

MAC address: 00:1f:12:32:f5:c1
  Routing instance: default-switch
VLAN ID: 1104
   Learning interface: ae0.0
   Layer 2 flags: in_hash,in_ifd,in_ifl,in_vlan,in_rtt,kernel,in_ifbd
   Epoch: 0                            Sequence number: 2
   Learning mask: 0x00000008

Sample Output

show ethernet-switching table detail (SRX Series)

user@host> show ethernet-switching table detail

Ethernet-switching table: 57 entries, 17 learned
F2, *
Interface(s): ge-0/0/44.0
Type: Flood
F2, 00:00:5E:00:53:AC
Interface(s): ge-0/0/44.0

Copyright © 2019, Juniper Networks, Inc.984

Ethernet Switching Feature Guide



Type: Learn, Age: 0, Learned: 2:03:09
F2, 00:00:5E:00:53:AA
Interface(s): Router
Type: Static
Linux, *
Interface(s): ge-0/0/47.0
Type: Flood
Linux, 00:00:5E:00:53:AB
Interface(s): Router
Type: Static
Linux, 00:00:5E:00:53:AC
Interface(s): ge-0/0/47.0
Type: Learn, Age: 0, Learned: 2:03:08
T1, *
Interface(s): ge-0/0/46.0
Type: Flood
T1, 00:00:5E:00:53:AD
Interface(s): ge-0/0/46.0
Type: Learn, Age: 0, Learned: 2:03:07
T1, 00:00:5E:00:53:AE
Interface(s): Router
Type: Static
T1, 00:00:5E:00:53:AF
Interface(s): ge-0/0/46.0
Type: Learn, Age: 0, Learned: 2:03:07
T1, 00:00:5E:00:53:AG
Interface(s): Router
Type: Static
T10, *
Interface(s): ge-0/0/46.0
Type: Flood
T10, 00:00:5E:00:53:AH
Interface(s): Router
Type: Static
T10, 00:00:5E:00:53:AI
Interface(s): ge-0/0/46.0
Type: Learn, Age: 0, Learned: 2:03:08
T10, 00:00:5E:00:53:AJ
Interface(s): Router
Type: Static
T111, *
Interface(s): ge-0/0/15.0
Type: Flood
[output truncated]

Sample Output

show ethernet-switching table extensive (SRX Series)

user@host> show ethernet-switching table extensive

Ethernet-switching table: 57 entries, 17 learned
F2, *
Interface(s): ge-0/0/44.0
Type: Flood
F2, 00:00:5E:00:53:AC
Interface(s): ge-0/0/44.0
Type: Learn, Age: 0, Learned: 2:03:09
F2, 00:00:5E:00:53:AA
Interface(s): Router
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Type: Static
Linux, *
Interface(s): ge-0/0/47.0
Type: Flood
Linux, 00:00:5E:00:53:AB
Interface(s): Router
Type: Static
Linux, 00:00:5E:00:53:AC
Interface(s): ge-0/0/47.0
Type: Learn, Age: 0, Learned: 2:03:08
T1, *
Interface(s): ge-0/0/46.0
Type: Flood
T1, 00:00:5E:00:53:AD
Interface(s): ge-0/0/46.0
Type: Learn, Age: 0, Learned: 2:03:07
T1, 00:00:5E:00:53:AE
Interface(s): Router
Type: Static
T1, 00:00:5E:00:53:AF
Interface(s): ge-0/0/46.0
Type: Learn, Age: 0, Learned: 2:03:07
T1, 00:00:5E:00:53:AG
Interface(s): Router
Type: Static
T10, *
Interface(s): ge-0/0/46.0
Type: Flood
T10, 00:00:5E:00:53:AH
Interface(s): Router
Type: Static
T10, 00:00:5E:00:53:AI
Interface(s): ge-0/0/46.0
Type: Learn, Age: 0, Learned: 2:03:08
T10, 00:00:5E:00:53:AJ
Interface(s): Router
Type: Static
T111, *
Interface(s): ge-0/0/15.0
Type: Flood
[output truncated]

Sample Output

show ethernet-switching table interface ge-0/0/1 (SRX Series)

user@host> show ethernet-switching table interface ge-0/0/1

Ethernet-switching table: 1 unicast entries
VLAN     MAC address         Type     Age Interfaces
V1       *                   Flood    - All-members
V1       00:00:5E:00:53:AF   Learn    0 ge-0/0/1.0
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showmac-rewrite interface

Syntax showmac-rewrite interface
<brief | detail>
<interface-name>

Release Information Command introduced in Junos OS Release 9.1.

Command introduced in Junos OS Release 14.1X53-D10 for EX4300 switches.

Command introducced in Junos OS Release 15.1X53-D55 for EX2300 and EX3400

switches.

Command introduced in Junos OS Release 17.4R1 for EX4600 switches.

Description Display Layer 2 protocol tunneling (L2PT) information.

Options brief | detail—(Optional) Display the specified level of output.

interface interface-name—(Optional)DisplayL2PT information for thespecified interface.

Required Privilege
Level

view

Related
Documentation

layer2-control on page 754•

• mac-rewrite on page 768

• protocol on page 818

• Layer2 Protocol Tunneling Through a Network

• Layer 2 Protocol Tunnel Configuration Guidelines

• Configuring Layer 2 Protocol Tunneling

• Understanding Layer 2 Protocol Tunneling on EX Series Switches on page 391

• Configuring Layer 2 Protocol Tunneling on EX Series Switches with ELS Support on

page 397

List of Sample Output showmac-rewrite interface on page 988
showmac-rewrite interface (EX Series Switches) on page 988

Output Fields Table 131 onpage987 lists theoutput fields for the showmac-rewrite interface command.

Output fields are listed in the approximate order in which they appear.

Table 131: showmac-rewrite interface Output Fields

Level of OutputField DescriptionField Name

brief detailName of the interface on which L2PT is configured.Interface
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Table 131: showmac-rewrite interface Output Fields (continued)

Level of OutputField DescriptionField Name

brief detailLayer 2 protocols being tunneled on this interface.

All devices that support L2PTcan tunnel the followingprotocols:CiscoDiscovery
Protocol (CDP), Spanning Tree Protocol (STP), or VLAN Trunk Protocol (VTP).

The following Layer 2 protocols can also be tunneled on some devices that
support L2PT: E-LMI, GVRP, IEEE 802.1X, IEEE 802.3AH, LACP, LLDP, MMRP,
MVRP, PVSTP+, UDLD, or VSTP. See protocol for more information on the
supported protocols for tunneling on different devices.

Protocols

Sample Output

showmac-rewrite interface

user@host> showmac-rewrite interface

Interface       Protocols

 ge-1/0/5       STP VTP CDP PVSTP+

showmac-rewrite interface (EX Series Switches)

user@switch> showmac-rewrite interface

Interface       Protocols

 ge-0/0/1       802.3AH LLDP STP 

Copyright © 2019, Juniper Networks, Inc.988

Ethernet Switching Feature Guide



showmvrp

Syntax show mvrp

Release Information Command introduced in Junos OS Release 10.0 for EX Series switches.

Command introduced in Junos OS Release 10.1 for MX Series routers.

Command introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Command introduced in Junos OS Release 15.1X49-D70 for SRX Series devices.

Description Display Multiple VLAN Registration Protocol (MVRP) configuration information.

Required Privilege
Level

view

Related
Documentation

Example: Configuring Automatic VLAN Administration Using MVRP on EX Series

Switches on page 507

•

• Verifying That MVRP IsWorking Correctly on Switches on page 520

• showmvrp statistics on page 1001

• showmvrp applicant-state on page 992

• showmvrp dynamic-vlan-memberships on page 995

• showmvrp interface on page 997

• showmvrp registration-state on page 999

• showmvrp statistics on page 1001

• showmvrp applicant-state on page 992

• showmvrp dynamic-vlan-memberships on page 995

• showmvrp interface on page 997

• showmvrp registration-state on page 999

List of Sample Output showmvrp (EX Series switches andMX Series routers) on page 990
showmvrp(SRX1500,SRX300,SRX550M,SRX345,SRX340andSRX320)onpage990
showmvrp (EX Series switches) on page 991

Output Fields Table 132 on page 989 lists the output fields for the showmvrp command. Output fields

are listed in the approximate order in which they appear.

Table 132: showmvrp Output Fields

Field DescriptionField Name

Displays whether global MVRP dynamic VLAN creation is Enabled or Disabled.MVRPdynamicVLAN
creation
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Table 132: showmvrp Output Fields (continued)

Field DescriptionField Name

Displays global MVRP information:

• MVRP status—Displays whether MVRP is Enabled or Disabled.

• MVRP dynamic vlan creation—Displays whether global MVRP dynamic VLAN creation is Dnabled
or Disabled.

Global MVRP
configuration

Displays the multicast media access control (MAC) address for MVRP. If configured, the provider
MVRPmulticast MAC address is used; otherwise, the customer MVRPmulticast MAC address is
used.

MVRP BPDUMAC
address

Displays MVRP timer information:

• Interface—The interface on which MVRP is configured.

• Join—Themaximum number of milliseconds the interfaces must wait before sending VLAN
advertisements.

• Leave—The number of milliseconds an interface must wait after receiving a Leavemessage to
remove the interface from the VLAN specified in the message.

• LeaveAll—The interval at which LeaveAll messages are sent on interfaces. LeaveAll messages
maintain current MVRP VLANmembership information in the network.

MVRP timers (ms)

Displays interface-specific MVRP information:

• Interface—The interface on which MVRP is configured.

• Status—Displays whether MVRP is Enabled or Disabled.

• Registration—Displays whether registration for the interface is Forbidden or Normal.

• DynamicVLANCreation—Displayswhether interfacedynamicVLANcreation isEnabledorDisabled.

Interface based
configuration

Sample Output

showmvrp (EX Series switches andMX Series routers)

user@host> showmvrp

MVRP configuration for routing instance 'default-switch'
MVRP dynamic VLAN creation : Enabled
MVRP BPDU MAC address      : Customer bridge group (01-80-C2-00-00-21)
MVRP timers (ms)
  Interface       Join   Leave  LeaveAll
  ge-11/2/8        200     800     10000
  ge-11/0/9        200     800     10000
  ge-11/3/0        200     800     10000

Sample Output

showmvrp (SRX1500, SRX300, SRX550M, SRX345, SRX340 and SRX320)

user@host> showmvrp

MVRP configuration for routing instance 'default-switch'
MVRP dynamic VLAN creation : Enabled
MVRP BPDU MAC address      : Customer bridge group (00-00-5E-00-53-00)
MVRP timers (ms)
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  Interface       Join   Leave  LeaveAll
  ge-0/0/1        200     800     60

Sample Output

showmvrp (EX Series switches)

user@switch> showmvrp

Global MVRP configuration 
  MVRP status               : Enabled
  MVRP dynamic vlan creation: Enabled        
  MVRP Timers (ms):
   Interface        Join   Leave   LeaveAll
   --------------   ----   -----   --------
   all              200    600     10000
   xe-0/1/1.0       200    600     10000 

  Interface based configuration:
   Interface        Status     Registration   Dynamic VLAN Creation    
   --------------   --------   ------------   --------------------- 
   all       Disabled   Normal    Enabled
   xe-0/1/1.0     Enabled    Normal         Enabled
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showmvrp applicant-state

Syntax show mvrp applicant-state

Release Information Command introduced in Junos OS Release 10.1.

Command introduced in Junos OS Release 15.1X49-D70 for SRX Series devices.

Description For MX Series routers, EX Series switches, SRX1500, SRX300, SRX550M, SRX345,

SRX340, and SRX320, display Multiple VLAN Registration Protocol (MVRP) applicant

state information.

Required Privilege
Level

view

Related
Documentation

showmvrp on page 989•

• showmvrp interface on page 997

• showmvrp registration-state on page 999

• showmvrp statistics on page 1001

• showmvrp interface on page 997

• showmvrp registration-state on page 999

List of Sample Output showmvrp applicant-state (EX Series andMX Series) on page 993
showmvrp applicant-state on page 993

Output Fields Table 133onpage992 lists theoutput fields for the showmvrpapplicant-statecommand.

Output fields are listed in the approximate order in which they appear.

Table 133: showmvrp applicant-state Output Fields

Field DescriptionField Name

Displays the VLAN ID number.VLAN Id

Displays the interface number associated with the VLAN ID.Interface
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Table 133: showmvrp applicant-state Output Fields (continued)

Field DescriptionField Name

Displays one of the following MVRP registrar states:

• VO—Very anxious observer.

• VP—Very anxious passive.

• VA—Very anxious new.

• AN—Anxious new.

• AA—Anxious active.

• QA—Quiet active.

• LA—Leaving active.

• AO—Anxious observer.

• QO—Quiet observer.

• LO—Leaving observer.

• AP—Anxious passive.

• QA—Quiet passive.

State

Sample Output (EX Series andMX Series)

showmvrp applicant-state (EX Series andMX Series)

user@host> showmvrp applicant-state

MVRP applicant state for routing instance 'default-switch'
 (VO) Very anxious observer, (VP) Very anxious passive, (VA) Very anxious new,
 (AN) Anxious new, (AA) Anxious active, (QA) Quiet active, (LA) Leaving active,
 (AO) Anxious observer, (QO) Quiet observer, (LO) Leaving observer,
 (AP) Anxious passive, (QP) Quiet passive

VLAN Id     Interface          State
    100     ge-11/3/0          Declaring (QA)
    200     ge-11/3/0          Declaring (QA)
    300     ge-11/3/0          Declaring (QA)

Sample Output (SRX1500, SRX300, SRX550M, SRX345, SRX340, and SRX320)

showmvrp applicant-state

user@host> showmvrp applicant-state

MVRP applicant state for routing instance 'default-switch'
 (VO) Very anxious observer, (VP) Very anxious passive, (VA) Very anxious new,
 (AN) Anxious new, (AA) Anxious active, (QA) Quiet active, (LA) Leaving active,
 (AO) Anxious observer, (QO) Quiet observer, (LO) Leaving observer,
 (AP) Anxious passive, (QP) Quiet passive

VLAN Id     Interface          State
    1       ge-0/0/1          Idle (VO)
    30      ge-0/0/1          Idle (VO)
    40      ge-0/0/1          Idle (VO)
    50      ge-0/0/1          Idle (VO)
    100     ge-0/0/1          Idle (VO)   
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showmvrp dynamic-vlan-memberships

Syntax show mvrp dynamic-vlan-memberships

Release Information Command introduced in Junos OS Release 10.0 for EX Series switches.

Command introduced in Junos OS Release 10.1 for MX Series routers.

Command introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Command introduced in Junos OS Release 15.1X49-D70 for SRX Series devices.

Description Display all VLANs that have been created dynamically using Multiple VLAN Registration

Protocol (MVRP) on the router, switch, or SRX Series device.

Required Privilege
Level

clear

Related
Documentation

Example: Configuring Automatic VLAN Administration Using MVRP on EX Series

Switches on page 507

•

• Verifying That MVRP IsWorking Correctly on Switches on page 520

• showmvrp on page 989

• showmvrp applicant-state on page 992

• showmvrp interface on page 997

• showmvrp registration-state on page 999

• showmvrp registration-state on page 999

• showmvrp statistics on page 1001

List of Sample Output showmvrp dynamic-vlan-memberships (MX Series and EX Series) on page 996
showmvrp dynamic-vlan-memberships (EX Series) on page 996
showmvrp dynamic-vlan-memberships on page 996

Output Fields Table 134onpage995 lists theoutput fields for theshowmvrpdynamic-vlan-memberships

command on MX Series routers and EX Series switches. Output fields are listed in the

approximate order in which they appear.

Table 134: showmvrp dynamic-vlan-memberships Output Fields

Field DescriptionField Name

The VLAN ID of the dynamically created VLAN.VLAN Id

The interface or interfaces that are bound to the dynamically created VLAN.Interfaces
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Sample Output (MX Series Routers and EX Series Switches)

showmvrp dynamic-vlan-
memberships (MX Series and EX Series)

user@host> showmvrp dynamic-vlan-memberships

MVRP dynamic vlans for routing instance 'default-switch'
 (s) static vlan, (f) fixed registration

VLAN Id            Interfaces
    100 (s)        ge-11/3/0
    200 (s)        ge-11/3/0
    300 (s)       

Sample Output (EX Series Switches)

showmvrp dynamic-vlan-memberships (EX Series)

user@switch> showmvrp dynamic-vlan-memberships

VLAN Name             Interfaces
-------------------       ----------------  
__mvrp_100__              xe-0/1/1.0
                          xe-0/1/0.0
__mvrp_200__              xe-0/1/1.0
                          xe-0/1/0.0
__mvrp_300__              xe-0/1/1.0  

Sample Output (SRX1500, SRX300, SRX550M, SRX345, SRX340, SRX320)

showmvrp dynamic-vlan-
memberships

user@host> showmvrp dynamic-vlan-memberships

MVRP dynamic vlans for routing instance 'default-switch'
 (s) static vlan, (f) fixed registration

VLAN Id            Interfaces
    1  (s)        
    30 (s)        
    40 (s)        ge-0/0/1
    50 (s)        ge-0/0/1
   100 (s)        ge-0/0/1 (f)  
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showmvrp interface

Syntax show mvrp interface

Release Information Command introduced in Junos OS Release 10.1.

Command introduced in Junos OS Release 15.1X49-D70 for SRX Series devices.

Description Display Multiple VLAN Registration Protocol (MVRP) interface-specific information.

Required Privilege
Level

view

Related
Documentation

showmvrp on page 989•

• showmvrp applicant-state on page 992

• showmvrp dynamic-vlan-memberships on page 995

• showmvrp registration-state on page 999

• showmvrp registration-state on page 999

• showmvrp statistics on page 1001

List of Sample Output showmvrp interface on page 997
showmvrp interface on page 998

Output Fields Table 135onpage997 lists theoutput fields for the showmvrp interfacecommand.Output

fields are listed in the approximate order in which they appear.

Table 135: showmvrp interface Output Fields

Field DescriptionField Name

Interface on which MVRP is configured.Interface

Status of the MVRP: Enabled or Disabled.Status

Registration for the interface: Fixed, Forbidden, or Normal.RegistrationMode

Applicant mode.Applicant Mode

Sample Output (MX Series Routers and SX Series Switches)

showmvrp interface

user@host> showmvrp interface

MVRP interface information for routing instance 'default-switch'
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Interface       Status       Registration      Applicant
                             Mode              Mode
ge-11/2/8       Enabled      Normal            Normal         
ge-11/0/9       Enabled      Normal            Normal         
ge-11/3/0       Enabled      Normal            Normal   

Sample Output (SRX1500, SRX300, SRX550M, SRX345, SRX340 and SRX320)

showmvrp interface

user@host> showmvrp interface

MVRP interface information for routing instance 'default-switch'

Interface       Status       Registration      Applicant
                Mode         Mode              Mode
ge-0/0/1        Enabled      Normal            Normal         
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showmvrp registration-state

Syntax show mvrp registration-state

Release Information Command introduced in Junos OS Release 10.1.

Command introduced in Junos OS Release 15.1X49-D70 for SRX Series devices.

Description For MX Series routers, EX Series switches and SRX1500, SRX300, SRX550M, SRX345,

SRX340 and SRX320, display Multiple VLAN Registration Protocol (MVRP) registration

state information.

Required Privilege
Level

view

Related
Documentation

showmvrp on page 989•

• showmvrp dynamic-vlan-memberships on page 995

• showmvrp interface on page 997

• showmvrp statistics on page 1001

List of Sample Output showmvrp registration-state (EX Series andMX Series) on page 1000
showmvrp registration-state (SRX1500, SRX300, SRX550M, SRX345, SRX340 and
SRX320) on page 1000

Output Fields Table 136onpage999 lists theoutput fields for theshowmvrpregistration-statecommand.

Output fields are listed in the approximate order in which they appear.

Table 136: showmvrp registration-state Output Fields

Field DescriptionField Name

Displays the VLAN ID number.VLAN Id

Displays the interface number associated with the VLAN ID.Interface

Displays whether the registrar state is Registered or Empty.Registrar State

Displays whether the forced state is Registered or Empty.Forced State

Displays one of the following states:

• fixed—VLANs always stay in a registered state and are declared as such on all other forwarding
ports.

• normal—VLANs participate in the MVRP protocol and honor incoming join requests normally.

• forbidden—VLANs ignore the incoming join requests and always stay in an unregistered state.

Managed State

Displays whether the Spanning Tree Protocol (STP) is Blocking or Forwarding.STP State
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Sample Output

showmvrp registration-state (EX Series andMX Series)

user@host> showmvrp registration-state

MVRP registration state for routing instance 'default-switch'

VLAN Id   Interface   Registrar   Forced      Managed    STP
                      State       State       State      State
    100   ge-11/2/8   Empty       Registered  Fixed      Forwarding
          ge-11/0/9   Empty       Empty       Normal     Forwarding
          ge-11/3/0   Registered  Registered  Normal     Forwarding
    101   ge-11/2/8   Empty       Registered  Fixed      Forwarding
          ge-11/0/9   Empty       Empty       Normal     Forwarding
          ge-11/3/0   Registered  Registered  Normal     Forwarding

Sample Output

showmvrp registration-state (SRX1500, SRX300, SRX550M, SRX345, SRX340 and SRX320)

user@host> showmvrp registration-state

MVRP registration state for routing instance 'default-switch'

VLAN Id   Interface   Registrar   Forced      Managed    STP
                      State       State       State      State
    1     ge-0/0/1    Empty       Empty       Normal     Forwarding
    30    ge-0/0/1    Empty       Empty       Normal     Forwarding
    40    ge-0/0/1    Registered  Registered  Normal     Forwarding
    50    ge-0/0/1    Registered  Registered  Normal     Forwarding
   100    ge-0/0/1    Empty       Registered  Fixed      Forwarding
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showmvrp statistics

List of Syntax Syntax (EX Series Switches) on page 1001

Syntax (Switches with ELS Support) on page 1001

Syntax (SRX Devices) on page 1001

Syntax (EX Series
Switches)

show mvrp statistics
<interface interface-name>

Syntax (Switcheswith
ELS Support)

show mvrp statistics
<interface interface-name>
<routing-instance routing-instance-name>

Syntax (SRX Devices) show mvrp statistics

Release Information Command introduced in Junos OS Release 10.0 for EX Series switches.

Command introduced in Junos OS Release 13.2X50-D10 (ELS).

Command introduced in Junos OS Release 15.1X49-D70 for SRX Series devices.

Description Display Multiple VLAN Registration Protocol (MVRP) statistics in the form of Multiple

Registration Protocol data unit (MRPDU)messages.

Options none—ShowMVRP statistics for all interfaces on the switch.

interface interface-name—(Optional) ShowMVRP statistics for the specified interface.

Required Privilege
Level

view

Related
Documentation

showmvrp on page 989•

• clear mvrp statistics on page 907

• Example: Configuring Automatic VLAN Administration Using MVRP on EX Series

Switches on page 507

• Verifying That MVRP IsWorking Correctly on Switches on page 520

• Verifying That MVRP IsWorking Correctly on EX Series Switches with ELS Support on

page 522

List of Sample Output showmvrp statistics interface xe-0/1/1.0 on page 1004
showmvrp statistics on page 1004
showmvrp statistics (SRX Devices) on page 1005

1001Copyright © 2019, Juniper Networks, Inc.

Chapter 30: Operational Commands



Output Fields Table 134onpage995 lists theoutput fields for the showmvrpstatistics commandonEX

Series switches. Output fields are listed in the approximate order in which they appear.

Table 137: showmvrp statistics Output Fields

Field DescriptionField Name

Number of MRPDUmessages received on the switch.MRPDU received

Number of invalid MRPDUmessages received on the switch.Invalid PDU received

Number of newmessages received on the switch.New received

Number of MRP JoinEmpty messages received on the switch. Either this value or the value for JoinIn
received should increase when the value forMRPDU received increases. If this value is not incrementing
when it should, youmighthavea JunosOS releaseversioncompatibility issue.To fixaversioncompatibility
issue, see “Configuring Multiple VLAN Registration Protocol (MVRP) on Switches” on page 480.

Join Empty received

Number of MRP JoinIn messages received on the switch. Either this value or the value for JoinEmpty
received should increase when the value forMRPDU received increases. If this value is not incrementing
when it should, youmighthavea JunosOS releaseversioncompatibility issue.To fixaversioncompatibility
issue, see “Configuring Multiple VLAN Registration Protocol (MVRP) on Switches” on page 480.

Join In received

Number of MRP Empty messages received on the switch.Empty received

Number of MRP In messages received on the switch.In received

Number of MRP Leavemessages received on the switch.Leave received

Number of LeaveAll messages received on the switch.LeaveAll received

Number of MRPDUmessages transmitted from the switch.MRPDU transmitted

Number of MRPDU transmit failures from the switch.MRPDU transmit
failures

Number of newmessages transmitted from the switch.New transmitted

Number of JoinEmpty messages sent from the switch.Join Empty
transmitted

Number of MRP JoinIn messages sent from the switch.Join In transmitted

Number of MRP Empty messages sent from the switch.Empty transmitted

Number of MRP In messages sent from the switch.In transmitted

Number of MRP Leave Empty messages sent from the switch.Leave transmitted

Number of MRP LeaveAll messages sent from the switch.LeaveAll transmitted
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Table 138 on page 1003 lists the output fields for the showmvrp statistics command on

SRX devices. Output fields are listed in the approximate order in which they appear.

Table 138: showmvrp statistics Output Fields

Field DescriptionField Name

Interface for which MVRP statistics are displayed.Interface name

Number of Virtual LAN (VLAN) IDs registered.VLAN IDs registered

Number of MRPDUmessages transmitted from the switch.Sent MVRP PDUs

Number of MRPDUmessages received on the switch.ReceivedMVRP
PDUswithout error

Number of invalid MRPDUmessages received on the switch.ReceivedMVRP
PDUswith error

Number of JoinEmpty messages sent from the switch.Transmitted Join
Emply

Number of MRP LeaveAll messages sent from the switch.Transmitted Leave
All

Number of MRP JoinIn messages received on the switch. Either this value or the value for Received Join
Empty should increasewhen the value for ReceivedMVRPPDUswithout error increases. If this value is not
incrementing when it should, youmight have a Junos OS release compatibility issue. To resolve the issue,
see “Configuring Multiple VLAN Registration Protocol (MVRP) on Switches” on page 480.

Received Join In

Number of MRP JoinIn messages sent from the switch.Transmitted Join In

Number of MRP Empty messages sent from the switch.Transmitted Empty

Number of MRP LeaveEmpty messages sent from the switch.Transmitted Leave

Number of MRP In messages sent from the switch.Transmitted In

Number of Newmessages transmitted from the switch.Transmitted New

Number of LeaveAll messages received on the switch.Received Leave All

Number of MRP Leavemessages received on the switch.Received Leave

Number of MRP In messages received on the switch.Received In

Number of MRP Empty messages received on the switch.Received Empty

Number of MRP JoinEmpty messages received on the switch. Either this value or the value for Received
Join In should increase when the value for ReceivedMVRPPDUswithout error increases. If this value is not
incrementing when it should, youmight have a Junos OS release compatibility issue. To resolve the issue,
see “Configuring Multiple VLAN Registration Protocol (MVRP) on Switches” on page 480.

Received Join Empty
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Table 138: showmvrp statistics Output Fields (continued)

Field DescriptionField Name

Number of Newmessages received on the switch.Received New

Sample Output

showmvrp statistics interface xe-0/1/1.0

user@switch> showmvrp statistics interface xe-0/1/1.0

MVRP statistics
  MRPDU received                : 3342   
  Invalid PDU received          : 0      
  New received                  : 2      
  Join Empty received           : 1116   
  Join In received              : 2219   
  Empty received                : 2      
  In received                   : 2      
  Leave received                : 1      
  LeaveAll received             : 1117   
  MRPDU transmitted             : 3280   
  MRPDU transmit failures       : 0      
  New transmitted               : 0      
  Join Empty transmitted        : 1114   
  Join In transmitted           : 2163   
  Empty transmitted             : 1      
  In transmitted                : 1      
  Leave transmitted             : 1      
  LeaveAll transmitted          : 1111  

showmvrp statistics

user@host> showmvrp statistics

MVRP statistics for routing instance 'default-switch'

Interface name                  : xe-0/1/1
VLAN IDs registered             : 117
Sent MVRP PDUs                  : 118824
Received MVRP PDUs without error: 118848
Received MVRP PDUs with error   : 0
Transmitted Join Empty          : 5229
Transmitted Leave All           : 2
Recieved Join In                : 11884924
Transmitted Join In             : 1835
Transmitted Empty               : 93606408
Transmitted Leave               : 888
Transmitted In                  : 13780024
Transmitted New                 : 2692
Received Leave All              : 118761
Received Leave                  : 97
Received In                     : 3869
Received Empty                  : 828
Received Join Empty             : 2020152
Received New                    : 224
...
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showmvrp statistics (SRX Devices)

user@host> showmvrp statistics

MVRP statistics for routing instance 'default-switch'

Interface name                  : ge-0/0/1
VLAN IDs registered             : 2
Sent MVRP PDUs                  : 41
Received MVRP PDUs without error: 28
Received MVRP PDUs with error   : 0
Transmitted Join Empty          : 0
Transmitted Leave All           : 20
Received Join In                : 0
Transmitted Join In             : 0
Transmitted Empty               : 114
Transmitted Leave               : 0
Transmitted In                  : 10
Transmitted New                 : 0
Received Leave All              : 1
Received Leave                  : 0
Received In                     : 0
Received Empty                  : 67
Received Join Empty             : 24
Received New                    : 0
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show protection-group ethernet-ring aps

Syntax show protection-group ethernet-ring aps

Release Information Command introduced in Junos OS Release 9.4.

Command introduced in Junos OS Release 12.1 for EX Series switches.

Command introduced in Junos OS Release 18.1 for EX2300 and EX3400 switches.

Description Display the status of the Automatic Protection Switching (APS) and Ring APS (RAPS)

messages on an Ethernet ring.

Options This command has no options.

Required Privilege
Level

view

Related
Documentation

show protection-group ethernet-ring data-channel on page 1017•

• show protection-group ethernet-ring interface on page 1020

• show protection-group ethernet-ring node-state on page 1024

• show protection-group ethernet-ring statistics on page 1029

• show protection-group ethernet-ring vlan on page 1035

List of Sample Output show protection-group ethernet-ring aps (EX Switches) on page 1007
show protection-group ethernet-ring aps (Owner Node, Normal Operation on ACX
andMXRouters) on page 1007
show protection-group ethernet-ring aps detail (Owner Node, Normal Operation on
ACX andMXRouters) on page 1008
showprotection-groupethernet-ringaps(MXRPLOwnerRingNode,Failurecondition
on non-RPL link of the ring) on page 1008
show protection-group ethernet-ring aps (MX Interconnection Ring Node, Failure
condition inmajor ring on non-RPL link of the ring) on page 1008
show protection-group ethernet-ring aps (MX Series router) on page 1008
show protection-group ethernet-ring aps detail (MX Series router) on page 1008
showprotection-groupethernet-ringaps(MXInterconnectionRingNodeasRPLowner
ofmajor ring, rings in IDLE state) on page 1009
show protection-group ethernet-ring aps detail (EX2300 and EX3400
Switches) on page 1009

Output Fields Table 139 on page 1007 lists the output fields for the showprotection-groupethernet-ring

aps command. Output fields are listed in the approximate order in which they appear.
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Table 139: show protection-group ethernet-ring aps Output Fields

Field DescriptionField Name

Name configured for the Ethernet ring.Ethernet Ring

Status of the Ethernet ring RAPSmessages.

• NR—Indicates that there is no request for APS on the ring.

• SF—Indicates that there is a signal failure on the ring.

• FS—Indicates that there are active forced-switch requests in
the ring.

• MS—Indicates that there are active manual-switch requests
in the ring.

NOTE: Both FS andMS values are valid only when G.8032v2 is
supported.

Request/State

Blocking on the ring protection link: Yes or No.Ring Protection Link Blocked

Indicates thevalueof theDoNotFlush (DNF) flag in the received
RAPS PDU. If the value is Yes, then FDB flush is not triggered
as part of processing of the received RAPS PDU.

No Flush

This parameter is the reference to the blocked ring port. If the
east ring port is blocked, the Blocked Port Reference (BPR)
value is 0. If the west ring port is blocked, the BPR value is 1. If
both ring ports are blocked, this parameter can take any value.
If botheastandwestportsareblockedornotblocked, thevalue
would be 0. This field is valid only whenG.8032v2 is supported.

Blocked Port Reference

Reference of the ring port on which traffic is blocked.Blocked Port Reference

Indicates whether the node is the originator of the RAPS
messages.

Originator

Identifier (in MAC address format) of the remote node.Remote Node ID

Sample Output

show protection-group ethernet-ring aps (EX Switches)

user@switch>show protection-group ethernet-ring aps

Ring Name    Request/state  No Flush  RPL Blocked  Originator  Remote Node ID 
erp1         NR             No        Yes          No          00:1F:12:30:B8:81

Sample Output

show protection-group ethernet-ring aps (Owner Node, Normal Operation on ACX andMXRouters)

user@host> show protection-group ethernet-ring aps

Ethernet Ring   Request/state  RPL Blocked  No Flush  BPR  Originator  Remote 
Node ID
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Erp_1           NR             Yes          No        1    No          
00:00:00:02:00:01

Sample Output

show protection-group ethernet-ring aps detail (Owner Node, Normal Operation on ACX andMXRouters)

user@host> show protection-group ethernet-ring aps detail

Ethernet-Ring name             : Erp_1
Request/State                  : NR
Ring Protection Link blocked   : Yes
No Flush Flag                  : No
Blocked Port Reference         : 1
Originator                     : No
Remote Node ID                 : 00:00:00:02:00:01

show protection-group ethernet-ring aps (MX RPLOwner Ring Node, Failure condition on non-RPL link of the
ring)

user@host>show protection-group ethernet-ring aps

Ethernet Ring   Request/state   RPL Blocked  No Flush
pg101           SF              No           No                        

Originator  Remote Node ID
No          00:01:02:00:00:01 

show protection-group ethernet-ring aps (MX Interconnection Ring Node, Failure condition inmajor ring on
non-RPL link of the ring)

user@host>show protection-group ethernet-ring aps

Ethernet Ring   Request/state  RPL Blocked  No Flush  BPR   
pg_major        SF             No           No        0       
pg_subring      NR             Yes          Yes       0     

Originator  Remote Node ID
No          00:01:00:00:00:01 
No          00:02:00:00:00:02

show protection-group ethernet-ring aps (MX Series router)

user@host>show protection-group ethernet-ring aps

Ethernet Ring   Request/state  RPL Blocked  No Flush  BPR  Originator  Remote 
Node ID
Inst_Vlans_1-15 NR             Yes          Yes       1    Yes         NA       

Inst_Vlans_16-30 NR            Yes          Yes       0    No          
00:00:00:03:00:02 

show protection-group ethernet-ring aps detail (MX Series router)

user@host>show protection-group ethernet-ring aps

Ethernet-Ring name             : Inst_Vlans_1-15
Request/State                  : NR
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Ring Protection Link blocked   : Yes
No Flush Flag                  : Yes
Blocked Port Reference         : 1
Originator                     : Yes
Remote Node ID                 : NA

Ethernet-Ring name             : Inst_Vlans_16-30
Request/State                  : NR
Ring Protection Link blocked   : Yes
No Flush Flag                  : Yes
Blocked Port Reference         : 0
Originator                     : No
Remote Node ID                 : 00:00:00:03:00:02

show protection-group ethernet-ring aps (MX Interconnection Ring Node as RPL owner ofmajor ring, rings in
IDLE state)

user@host>show protection-group ethernet-ring aps detail

Ethernet-Ring name             : pg_major
Request/State                  : NR
Ring Protection Link blocked   : Yes
No Flush Flag                  : Yes
Blocked Port Reference         : 0
Originator                     : Yes
Remote Node ID                 : NA

Ethernet-Ring name             : pg_subring
Request/State                  : NR
Ring Protection Link blocked   : Yes
No Flush Flag                  : Yes
Blocked Port Reference         : 0
Originator                     : No
Remote Node ID                 : 00:00:03:00:00:03

show protection-group ethernet-ring aps detail (EX2300 and EX3400 Switches)

user@switch>show protection-group ethernet-ring aps detail

Ethernet-Ring name             : pg1001
Request/State                  : NR
Ring Protection Link blocked   : Yes
No Flush Flag                  : Yes
Blocked Port Reference         : 0
Originator                     : Yes
Remote Node ID                 : NA
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show protection-group ethernet-ring configuration

Syntax show protection-group ethernet-ring configuration

Release Information Command introduced in Junos OS Release 12.1 for EX Series switches.

Command introduced in Junos OS Release 14.1 for MX Series routers.

Command introduced in Junos OS Release 18.1 for EX2300 and EX3400 switches.

Description Display the configurationof Ethernet ringprotection grouponEXSwitchesandMXSeries

routers.

Required Privilege
Level

view

Related
Documentation

show protection-group ethernet-ring aps on page 1006•

• show protection-group ethernet-ring data-channel on page 1017

• show protection-group ethernet-ring interface on page 1020

• show protection-group ethernet-ring node-state on page 1024

• show protection-group ethernet-ring statistics on page 1029

• show protection-group ethernet-ring vlan on page 1035

List of Sample Output show protection-group ethernet-ring configuration (EX Switch) on page 1012
showprotection-groupethernet-ringconfigurationdetail(MXSeriesRouter)onpage1013
show protection-group ethernet-ring configuration (MX Series Router) on page 1013
showprotection-groupethernet-ringconfigurationdetail(MXSeriesRouter)onpage1013
showprotection-groupethernet-ringconfigurationdetail(MXSeriesRouter)onpage1014
show protection-group ethernet-ring configuration (MX Series Router) on page 1014
showprotection-groupethernet-ringconfigurationdetail(MXSeriesRouter)onpage1015

Output Fields Table 140 on page 1010 lists the output fields for the showprotection-group ethernet-ring

configuration command. Output fields are listed in the approximate order in which they

appear.

Table 140: show protection-group ethernet-ring configuration Output Fields

Field DescriptionOutput Fields

This is the compatibility versionmode of ERP. This parameter always takes the
value 1 in the caseofG8032v1. This parameter is valid only forMXSeries routers.

G8032 Compatability
Version

One of the two switch interfaces that participates in a ring link. When Junos
supports G8032v2, this interface is treated as interface 0.

East Interface

One of the two interfaces in a switch that participates in a ring link.When Junos
supports G8032v2, this interface is treated as interface 1.

West Interface
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Table 140: show protection-group ethernet-ring configuration Output Fields (continued)

Field DescriptionOutput Fields

Configured interval of wait time after a link is restored. When a link goes down,
the RPL link is activated. When the down link becomes active again, the RPL
owner receivesanotification. TheRPLownerwaits for the restore interval before
issuing a block on the RPL link. The configured restore interval can be 5 through
12 minutes for ERPv1 and 1 through 12 minutes for ERPv2. This configuration is
a global configuration and applies to all Ethernet rings if the Ethernet ring does
nothaveamorespecific configuration for this value. If noparameter is configured
at the protection group level, the global configuration of this parameter uses
the default value.

NOTE: Wait to Restore (WTR) configuration values on EX2300 and EX3400
switches must be 5-12 minutes.

Restore Interval

Configured interval of wait time for link restoration when amanual command
(manual switch or force switch) is cleared. On clearing the manual command,
the RPL owner receives NRmessages, which starts a timer with interval ‘Wait
to Block’ to restore the RPL link after its expiration. This delay timer is set to be
5 seconds longer than the guard timer. The configured number can be from 5
seconds through 10 seconds. The parameter is valid only for G.8032v2.

NOTE: TheWait To Block Timer (WTB) is always disabled on EX2300 and
EX3400 switches because it is not supported in ERPSv1. Any configuration you
make to theWTB setting has no effect. The output from the CLI command
'showprotection-group ethernet-ring node-state detail' lists aWTBsetting but
that setting has no effect.

Wait to Block Interval

Configured number ofmilliseconds (in 10millisecond intervals, 10milliseconds
through 2000milliseconds) that the node does not process any Ethernet ring
protection protocol data units (PDUs). This configuration is a global
configuration and applies to all Ethernet rings if the Ethernet ring does not have
amore specific configuration for this value. If no parameter is configured at the
protection group level, the global configuration of this parameter uses the
default value.

Guard Interval

This is the interval at which the link is held down even before declaring that the
link is down. Because the parameter is not supported at present, its value is
always considered 0. This parameter is valid only for MX Series routers.

Hold off interval

Node ID for the switch or router. If the node ID is not configured, it is assigned
by default. For EX Series switches, the Node ID value cannot be configured,
whereas for MX Series routers, it can be configured.

Node ID

In G8032v2, the ring ID can be within the range 1–239. All the nodes in a ring
should have the same ring ID. In the case of G8032v1, the value of the ring ID is
always 1. This parameter is valid only for MX Series routers.

Ring ID

Indicateswhether the ringnode isoperatingasanormal ring-nodeorRPL-owner
or RPL-neighbor. For G8032v1 RPL-neighbor role is not supported. This
parameter is valid only for MX Series routers.

Node Role
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Table 140: show protection-group ethernet-ring configuration Output Fields (continued)

Field DescriptionOutput Fields

This parameter indicates whether the ring is operating in revertive mode or
nonrevertivemode. In nonrevertivemode of operation, when all links in the ring
and Ethernet Ring Nodes have recovered and no external requests are active,
theEthernetRingdoesnotautomatically revert.G8032v1 supportsonly revertive
mode of operation. This parameter is valid only for MX Series routers.

Revertive Mode of
Operation

The RAPS Tx Dot1p priority is a parameter with which the RAPS is transmitted
from the ring node. For G8032v1, the value of this parameter is always 0. For
G8032v2, the value of this parameter can be within the range 0–7. This
parameter is valid only for MX Series routers.

RAPS Tx Dot1p priority

Indicateswhether ringnode isanormal ringnodehaving two ring-linksoraopen
ring-node having only a single ring-link or a interconnection ring-node. An
interconnection ring nodecanbeconnected tomajor ring in non virtual-channel
mode or in virtual channel mode. Ring interconnection is not supported for
G8032v1. This parameter is valid only for MX Series routers.

Node type

If the node type is interconnection in the ring, this parameter takes the name of
the major ring to which the sub-ring node is connected. This parameter is valid
only for MX Series routers.

Major ring name

Indicates the interconnection mode if the type of the node is interconnection.
An interconnection ring node can be connected to major ring in non-virtual
channel mode or in virtual channel mode. This parameter is valid only for MX
Series routers.

Interconnectionmode

When Propagate Topology Change event is set to 1, the change in the topology
of sub-ring is propagated to themajor ring, enabling the transmission of EVENT
FLUSHRAPSPDU in themajor ring.When theparameter is set to0, the topology
change in the sub-ring is not propagated to the major ring blocking EVENT
FLUSH RAPS PDU transmission in the major ring. This parameter is valid only
for MX Series routers.

Propagate Topology
Change event

The VLAN that transfers ERP PDUs from one node to another.Control Vlan

Physical ring if the east and west interfaces are nontrunk ports. For MX Series
routers, the ring is termed a physical ring if no data channels are defined for the
ring and the entire physical port forwarding is controlled by ERP.

Physical Ring

Data VLANs for which forwarding behavior is controlled by the ring instance.Data Channel VLAN(s)

Sample Output

show protection-group ethernet-ring configuration (EX Switch)

user@switch>show protection-group ethernet-ring configuration

Ethernet ring configuration parameters for protection group erp1
East Interface   : ge-0/0/3.0
West Interface   : ge-0/0/9.0
Restore Interval : 5 minutes
Guard Interval   : 500 ms
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Node Id          : 00:1F:12:30:B8:81
Control Vlan     : 101
Physical Ring    : yes

show protection-group ethernet-ring configuration detail (MX Series Router)

user@switch>show protection-group ethernet-ring configuration detail

Ethernet Ring configuration information for protection group pg_101
G8032 Compatibility Version                  : 2
East interface (interface 0)                 : xe-2/3/0.1
West interface (interface 1)                 : xe-2/2/1.1
Restore interval                             : 5 minutes
Wait to Block interval                       : 5 seconds
Guard interval                               : 500 ms
Hold off interval                            : 0 ms
Node ID                                      : 64:87:88:65:37:D0
Ring ID (1 ... 239)                          : 1
Node role (normal/rpl-owner/rpl-neighbour)   : normal
Revertive mode of operation                  : 1
RAPS Tx Dot1p priority (0 .. 7)              : 0
Node type (normal/open/interconnection)      : Normal
Control Vlan                                 : 100
Physical Ring                                : No
Data Channel Vlan(s)                         : 200,300

show protection-group ethernet-ring configuration (MX Series Router)

user@switch>show protection-group ethernet-ring configuration

Ethernet Ring configuration information for protection group pg_101
G8032 Compatibility Version                  : 2
East interface (interface 0)                 : xe-2/3/0.1
West interface (interface 1)                 : xe-2/2/1.1
Restore interval                             : 5 minutes
Wait to Block interval                       : 5 seconds
Guard interval                               : 500 ms
Hold off interval                            : 0 ms
Node ID                                      : 64:87:88:65:37:D0
Ring ID (1 ... 239)                          : 1
Node role (normal/rpl-owner/rpl-neighbour)   : rpl-neighbour
Node RPL end                                 : east-port
Revertive mode of operation                  : 1
RAPS Tx Dot1p priority (0 .. 7)              : 0
Node type (normal/open/interconnection)      : Normal
Control Vlan                                 : 100
Physical Ring                                : No
Data Channel Vlan(s)                         : 200,300

show protection-group ethernet-ring configuration detail (MX Series Router)

user@switch>show protection-group ethernet-ring configuration detail

Ethernet Ring configuration information for protection group pg_101
G8032 Compatibility Version                  : 2
East interface (interface 0)                 : xe-2/3/0.1
West interface (interface 1)                 : xe-2/2/1.1
Restore interval                             : 5 minutes
Wait to Block interval                       : 5 seconds
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Guard interval                               : 500 ms
Hold off interval                            : 0 ms
Node ID                                      : 64:87:88:65:37:D0
Ring ID (1 ... 239)                          : 1
Node role (normal/rpl-owner/rpl-neighbour)   : rpl-owner
Node RPL end                                 : east-port
Revertive mode of operation                  : 1
RAPS Tx Dot1p priority (0 .. 7)              : 0
Node type (normal/open/interconnection)      : Normal
Control Vlan                                 : 100
Physical Ring                                : No
Data Channel Vlan(s)                         : 200,300

show protection-group ethernet-ring configuration detail (MX Series Router)

user@switch>show protection-group ethernet-ring configuration detail

Ethernet Ring configuration information for protection group pg_101
G8032 Compatibility Version                  : 2
East interface (interface 0)                 : xe-2/3/0.1
West interface (interface 1)                 : (no erp)
Restore interval                             : 5 minutes
Wait to Block interval                       : 5 seconds
Guard interval                               : 500 ms
Hold off interval                            : 0 ms
Node ID                                      : 64:87:88:65:37:D0
Ring ID (1 ... 239)                          : 1
Node role (normal/rpl-owner/rpl-neighbour)   : rpl-owner
Node RPL end                                 : east-port
Revertive mode of operation                  : 1
RAPS Tx Dot1p priority (0 .. 7)              : 0
Node type (normal/open/interconnection)      : Open
Control Vlan                                 : 100
Physical Ring                                : No
Data Channel Vlan(s)                         : 200,300

show protection-group ethernet-ring configuration (MX Series Router)

user@switch>show protection-group ethernet-ring configuration

Ethernet Ring configuration information for protection group pg_major
G8032 Compatibility Version                  : 2
East interface (interface 0)                 : xe-2/3/0.1
West interface (interface 1)                 : xe-2/2/1.1
Restore interval                             : 5 minutes
Wait to Block interval                       : 5 seconds
Guard interval                               : 500 ms
Hold off interval                            : 0 ms
Node ID                                      : 64:87:88:65:37:D0
Ring ID (1 ... 239)                          : 1
Node role (normal/rpl-owner/rpl-neighbour)   : rpl-owner
Node RPL end                                 : east-port
Revertive mode of operation                  : 1
RAPS Tx Dot1p priority (0 .. 7)              : 0
Node type (normal/open/interconnection)      : Normal
Control Vlan                                 : 100
Physical Ring                                : No
Data Channel Vlan(s)                         : 200,300
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Ethernet Ring configuration information for protection group pg_subring
G8032 Compatibility Version                  : 2
East interface (interface 0)                 : ge-2/0/0.1
West interface (interface 1)                 : (no erp)
Restore interval                             : 5 minutes
Wait to Block interval                       : 5 seconds
Guard interval                               : 500 ms
Hold off interval                            : 0 ms
Node ID                                      : 64:87:88:65:37:D0
Ring ID (1 ... 239)                          : 2
Node role (normal/rpl-owner/rpl-neighbour)   : normal
Revertive mode of operation                  : 1
RAPS Tx Dot1p priority (0 .. 7)              : 0
Node type (normal/open/interconnection)      : Non-VC-Interconnection
Major ring name                              : pg_major
Interconnection mode (VC/Non-VC)             : Non-VC mode
Propagate Topology Change event              : 0
Control Vlan                                 : 101
Physical Ring                                : No
Data Channel Vlan(s)                         : 200,300

show protection-group ethernet-ring configuration detail (MX Series Router)

user@switch>show protection-group ethernet-ring configuration detail

Ethernet Ring configuration information for protection group pg_major
G8032 Compatibility Version                  : 2
East interface (interface 0)                 : xe-2/3/0.1
West interface (interface 1)                 : xe-2/2/1.1
Restore interval                             : 5 minutes
Wait to Block interval                       : 5 seconds
Guard interval                               : 500 ms
Hold off interval                            : 0 ms
Node ID                                      : 64:87:88:65:37:D0
Ring ID (1 ... 239)                          : 1
Node role (normal/rpl-owner/rpl-neighbour)   : rpl-owner
Node RPL end                                 : east-port
Revertive mode of operation                  : 1
RAPS Tx Dot1p priority (0 .. 7)              : 0
Node type (normal/open/interconnection)      : Normal
Control Vlan                                 : 100
Physical Ring                                : No
Data Channel Vlan(s)                         : 200,300

Ethernet Ring configuration information for protection group pg_subring
G8032 Compatibility Version                  : 2
East interface (interface 0)                 : ge-2/0/0.1
West interface (interface 1)                 : (no erp)
Restore interval                             : 5 minutes
Wait to Block interval                       : 5 seconds
Guard interval                               : 500 ms
Hold off interval                            : 0 ms
Node ID                                      : 64:87:88:65:37:D0
Ring ID (1 ... 239)                          : 2
Node role (normal/rpl-owner/rpl-neighbour)   : normal
Revertive mode of operation                  : 1
RAPS Tx Dot1p priority (0 .. 7)              : 0
Node type (normal/open/interconnection)      : Non-VC-Interconnection
Major ring name                              : pg_major
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Interconnection mode (VC/Non-VC)             : Non-VC mode
Propagate Topology Change event              : 0
Control Vlan                                 : 101
Physical Ring                                : No
Data Channel Vlan(s)                         : 200,300
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show protection-group ethernet-ring data-channel

Syntax show protection-group ethernet-ring data-channel
<brief | detail>
<group-name group-name>

Release Information Command introduced in Junos OS Release 10.2.

Command introduced in Junos OS Release 18.1 for EX2300 and EX3400 switches.

Description Display the configurationof Ethernet ringprotection grouponEXSwitchesandMXSeries

routers.

Options brief | detail—(Optional) Display the specified level of output.

group-name—(Optional) Protection group for which to display statistics. If you omit this
optional field, all protection group statistics for configured groups will be displayed.

Required Privilege
Level

view

Related
Documentation

show protection-group ethernet-ring aps on page 1006•

• show protection-group ethernet-ring interface on page 1020

• show protection-group ethernet-ring node-state on page 1024

• show protection-group ethernet-ring statistics on page 1029

• show protection-group ethernet-ring vlan on page 1035

List of Sample Output show protection-group ethernet-ring data-channel on page 1018
show protection-group ethernet-ring data-channel detail on page 1018
show protection-group ethernet-ring data-channel detail (EX2300 and EX3400
Switches) on page 1019

Output Fields Table 141 on page 1017 lists the output fields for the show protection-group ethernet-ring

data-channel command. Output fields are listed in the approximate order in which they

appear.

Table 141: show protection-group ethernet-ring data-channel Output Fields

Field DescriptionField Name

Name of the interface configured for the Ethernet ring.Interface
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Table 141: showprotection-groupethernet-ring data-channelOutput Fields (continued)

Field DescriptionField Name

The Spanning Tree Protocol (STP) index number used by each
interface in an Ethernet ring. The STP index controls the forwarding
behavior for a set of VLANs on a data channel on an Ethernet ring
port. For multiple Ethernet ring instances on an physical ring port,
there are multiple STP index numbers. Different ring instances will
havedifferentSTP indexnumbersandmayhavedifferent forwarding
behavior.

STP index

Forwarding state on the Ethernet ring.

• fowarding—Indicates packets are being forwarded.

• discarding—Indicates packets are being discarded.

Forward State

Sample Output

show protection-group ethernet-ring data-channel

user@host> show protection-group ethernet-ring data-channel

Ethernet ring data channel information for protection group pg301

Interface    STP index  Forward State
xe-5/0/2     78         forwarding        
xe-2/2/0     79         discarding        

Ethernet ring data channel parameters for protection group pg302

Interface    STP index  Forward State
xe-5/0/2     80         forwarding        
xe-2/2/0     81         forwarding        

show protection-group ethernet-ring data-channel detail

user@host> show protection-group ethernet-ring data-channel detail

Ethernet ring data channel parameters for protection group pg301

Interface name                 : xe-5/0/2
STP index                      : 78
Forward State                  : forwarding

Interface name                 : xe-2/2/0
STP index                      : 79
Forward State                  : discarding

Ethernet ring data channel parameters for protection group pg302

Interface name                 : xe-5/0/2
STP index                      : 80
Forward State                  : forwarding

Interface name                 : xe-2/2/0
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STP index                      : 81
Forward State                  : forwarding

show protection-group ethernet-ring data-channel detail (EX2300 and EX3400 Switches)

user@switch>show protection-group ethernet-ring data-channel detail

Ethernet ring data channel parameters for protection group pg1001

Interface name                 : ge-0/0/42
STP index                      : 52
Forward State                  : discarding

Interface name                 : ge-0/0/38
STP index                      : 53
Forward State                  : forwarding
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show protection-group ethernet-ring interface

Syntax show protection-group ethernet-ring interface

Release Information Command introduced in Junos OS Release 9.4.

Command introduced in Junos OS Release 12.3X54 for ACX Series routers.

Command introduced in Junos OS Release 18.1 for EX2300 and EX3400 switches.

Description Displays thestatusof theAutomaticProtectionSwitching (APS) interfacesonanEthernet

ring.

Options This command has no options.

Required Privilege
Level

view

Related
Documentation

show protection-group ethernet-ring data-channel on page 1017•

• show protection-group ethernet-ring aps on page 1006

• show protection-group ethernet-ring node-state on page 1024

• show protection-group ethernet-ring statistics on page 1029

• show protection-group ethernet-ring vlan on page 1035

List of Sample Output show protection-group ethernet-ring interface (EX Series Switch Owner
Node) on page 1021
show protection-group ethernet-ring interface (Owner NodeMX Series Router
) on page 1021
show protection-group ethernet-ring interface detail (Owner NodeMX Series Router
) on page 1021
showprotection-groupethernet-ringinterface(EXSeriesSwitchRingNode)onpage1022
show protection-group ethernet-ring interface detail (ACX Series andMX
Series) on page 1022
show protection-group ethernet-ring interface detail (EX2300 and EX3400
Switches) on page 1022
show protection-group ethernet-ring interface detail (EX2300 and EX3400
Switches) on page 1023

Output Fields Table 142 on page 1021 lists the output fields for both the EX Series switch, and the ACX

Series and MX Series router show protection-group ethernet-ring interface commands.

Output fields are listed in the approximate order in which they appear.
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Table 142: MX Series Routers show protection-group ethernet-ring interface Output
Fields

Field DescriptionField Name

Output is organized by configured protection group.Ethernet ring port parameters for
protection group group-name

Physical interfaces configured for the Ethernet ring. This can
be an aggregated Ethernet link also.

Interface

(MXSeries router only) Logical unit configured on the physical
interface.

Control Channel

Direction of the traffic.Direction

State of the ring forwarding on the interface: discarding or
forwarding.

Forward State

Whether this interface is the end of the ring: Yes or No.Ring Protection Link End

Whether there a signal failure exists on the link: Clear or Set.Signal Failure

State of the interface: For EX switches, ready, ifl ready, or
waiting. For MX routers, IFF ready or IFF disabled.

Admin State

Sample Output

show protection-group ethernet-ring interface (EX Series Switch Owner Node)

user@host> show protection-group ethernet-ring interface

Ethernet ring port parameters for protection group pg101

Interface      Forward State  RPL End  Signal Failure  Admin State

ge-0/0/3.0     discarding     Yes        Clear          ready           
ge-0/0/9.0     forwarding     No         Clear          ready             

show protection-group ethernet-ring interface (Owner NodeMX Series Router )

user@host> show protection-group ethernet-ring interface

Ethernet ring port parameters for protection group pg101

Interface  Control Channel  Direction  Forward State  RPL End  SF     Admin State
ge-1/2/0   ge-1/2/0.100     east       forwarding     No       Clear  IFF ready
ge-1/2/2   ge-1/2/2.100     west       forwarding     No       Clear  IFF ready

show protection-group ethernet-ring interface detail (Owner NodeMX Series Router )

user@host> show protection-group ethernet-ring interface detail
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Ethernet ring port parameters for protection group pg101

Interface name                 : ge-1/2/0
Control channel name           : ge-1/2/0.100
Interface direction            : east
Ring Protection Link End       : No
Signal Failure                 : Clear
Forward State                  : forwarding
Interface Admin State          : IFF ready

Interface name                 : ge-1/2/2
Control channel name           : ge-1/2/2.100
Interface direction            : west
Ring Protection Link End       : No
Signal Failure                 : Clear
Forward State                  : forwarding
Interface Admin State          : IFF ready

show protection-group ethernet-ring interface (EX Series Switch Ring Node)

user@host> show protection-group ethernet-ring interface

Ethernet ring port parameters for protection group pg102

Ethernet ring port parameters for protection group pg101

Interface      Forward State  RPL End  Signal Failure  Admin State

ge-0/0/3.0     discarding     Yes        Clear          ready           
ge-0/0/9.0     forwarding     No         Clear          ready             

show protection-group ethernet-ring interface detail (ACX Series andMX Series)

user@host> show protection-group ethernet-ring interface detail

Ethernet ring port parameters for protection group Erp_1

Interface name                 : xe-0/0/0
Control channel name           : xe-0/0/0.1
Interface direction            : east
Ring Protection Link End       : No
Signal Failure                 : Clear
Forward State                  : forwarding
Interface Admin State          : IFF ready

Interface name                 : et-0/0/48
Control channel name           : et-0/0/48.1
Interface direction            : west
Ring Protection Link End       : No
Signal Failure                 : Clear
Forward State                  : forwarding
Interface Admin State          : IFF ready

show protection-group ethernet-ring interface detail (EX2300 and EX3400 Switches)

user@switch>show protection-group ethernet-ring interface detail
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Ethernet ring port parameters for protection group pg1001

Interface name                 : ge-0/0/14
Control channel name           : ge-0/0/14.0
Interface direction            : east
Ring Protection Link End       : No
Signal Failure                 : Clear
Forward State                  : forwarding
Interface Admin State          : IFF ready

Interface name                 : ge-0/0/18
Control channel name           : ge-0/0/18.0
Interface direction            : west
Ring Protection Link End       : No
Signal Failure                 : Clear
Forward State                  : forwarding
Interface Admin State          : IFF ready

show protection-group ethernet-ring interface detail (EX2300 and EX3400 Switches)

user@switch>show protection-group ethernet-ring interface detail

Ethernet ring port parameters for protection group pg1001

Interface name                 : ge-0/0/42
Control channel name           : ge-0/0/42.0
Interface direction            : east
Ring Protection Link End       : Yes
Signal Failure                 : Clear
Forward State                  : discarding
Interface Admin State          : IFF ready

Interface name                 : ge-0/0/38
Control channel name           : ge-0/0/38.0
Interface direction            : west
Ring Protection Link End       : No
Signal Failure                 : Clear
Forward State                  : forwarding
Interface Admin State          : IFF ready
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show protection-group ethernet-ring node-state

Syntax show protection-group ethernet-ring node-state

Release Information Command introduced in Junos OS Release 9.4 for MX Series routers.

Command introduced in Junos OS Release 12.1 for EX Series switches.

Command introduced in Junos OS Release 12.3X54 for ACX Series routers.

Command introduced in Junos OS Release 18.1 for EX2300 and EX3400 switches.

Description Display the status of the Automatic Protection Switching (APS) nodes on an Ethernet

ring.

Options This command has no options.

Required Privilege
Level

view

Related
Documentation

show protection-group ethernet-ring data-channel on page 1017•

• show protection-group ethernet-ring aps on page 1006

• show protection-group ethernet-ring interface on page 1020

• show protection-group ethernet-ring statistics on page 1029

• show protection-group ethernet-ring vlan on page 1035

List of Sample Output showprotection-groupethernet-ringnode-state(MXSeriesRouter -RPLOwnerNode,
Normal Operation) on page 1026
show protection-group ethernet-ring node-state (MX Series Router - Normal Ring
Node, Normal Operation) on page 1026
showprotection-groupethernet-ringnode-state(MXSeriesRouter -RPLOwnerNode,
Remote Failure Condition) on page 1026
show protection-group ethernet-ring node-state detail (ACX Series andMX Series
Router) on page 1026
showprotection-groupethernet-ringnode-statedetail (MXSeriesRouter -RPLOwner
Node, Normal Operation) on page 1027
show protection-group ethernet-ring node-state detail (MX Series Router withWTR
Timer) on page 1027
show protection-group ethernet-ring node-state detail (MX Series Router withWTB
Timer) on page 1027
show protection-group ethernet-ring node-state detail (EX2300 and EX3400
Switches) on page 1028

Output Fields Table 143 on page 1025 lists the output fields for the showprotection-group ethernet-ring

node-state command. Output fields are listed in the approximate order in which they

appear.
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Table 143: show protection-group ethernet-ring node-state Output Fields

Field DescriptionField Name

Name configured for the Ethernet ring.Ring Name/Ethernet Ring

State of the Ethernet ring APS.

• idle—Indicates that the ring is working in normal condition and
there is no active or pending protection-switching request in the
ring. When the ring is in idle state, it is blocked at the RPL link.

• protected—Indicates that there is a protection switch on the ring
because of a signal failure condition on the ring link.

• MS—Indicates that the manual switch command is active in the
ring.

• FS—Indicates that the forced switch command is active in the
ring.

• pending—Indicates that the ring is in pending state.

APS State

Events on the ring.

• NR-RB—Indicates that there is no APS request and the ring link is
blocked on the ring owner node.

• NR—Indicates that there is no APS request pending in the ring.

• local SF—Indicates that there is signal failure on one or both of
the ring links of the node.

• remote SF—Indicates that there is signal failure on one or more
ring links of any other node of the ring.

• local FS—Indicates that there is a forced switched command
active on one or both of the ring links of the node.

• remoteFS—Indicates that there isa forcedswitchcommandactive
on one or more ring links of any other node of the ring.

• localMS—Indicates that there isamanual switchcommandactive
on one of the ring links of the node.

• remoteMS—Indicates that there is a manual switch command
active on one or more ring links of any other node of the ring.

• WTR running—Indicates that the wait to restore timer is running
on the RPL owner.

• WTB running—Indicates that the wait to block timer is running on
the RPL owner.

Event

Whether this node is the ring owner: Yes or No.RPLOwner / Ring
Protection Link Owner

Restoration timer: running or disabled.WTRTimer /Restore Timer

Wait to block timer: running or disabled.

NOTE: TheWait To Block Timer (WTB) is always disabled on
EX2300andEX3400switchesbecause it isnot supported inERPSv1.
Any configuration youmake to theWTB setting has no effect. The
output fromtheCLI command 'showprotection-groupethernet-ring
node-state detail' lists aWTB setting but that setting has no effect.

WTBTimer /Wait to block
timer
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Table 143: show protection-group ethernet-ring node-state Output Fields (continued)

Field DescriptionField Name

Wait to block interval.

NOTE: TheWait To Block Timer (WTB) is always disabled on
EX2300andEX3400switchesbecause it isnot supported inERPSv1.
Any configuration youmake to theWTB setting has no effect. The
output fromtheCLI command 'showprotection-groupethernet-ring
node-state detail' lists aWTB setting but that setting has no effect.

Wait to block timer (WTB
Timer)

Guard timer: running or disabled.Guard Timer

State of the node:Operational or any internal wait state..Op State / Operational
State

Sample Output

show protection-group ethernet-ring node-state (MX Series Router - RPL Owner Node, Normal Operation)

user@host> show protection-group ethernet-ring node-state

Ethernet ring   APS State  Event       RPL Owner  WTR Timer  WTB Timer  Guard 
Timer  Operation state
pg101           idle       NR-RB       Yes        disabled   disabled   disabled
     operational  
pg102            idle      NR-RB       No         disabled   disabled   disabled
     operational

show protection-group ethernet-ring node-state (MX Series Router - Normal Ring Node, Normal Operation)

user@host> show protection-group ethernet-ring node-state

Ethernet ring    APS State    Event         RPL Owner 
pg102            idle         NR-RB         No                         

WTR Timer  WTB Timer   Guard Timer  Operation state
disabled   disabled    disabled      operational  

showprotection-groupethernet-ringnode-state(MXSeriesRouter -RPLOwnerNode,RemoteFailureCondition)

user@host> show protection-group ethernet-ring node-state

Ethernet ring    APS State    Event         RPL Owner 
pg101            protected    remote SF         Yes                         

WTR Timer   WTB Timer Guard Timer  Operation state
disabled    disabled   disabled     operational  

show protection-group ethernet-ring node-state detail (ACX Series andMX Series Router)

user@host> show protection-group ethernet-ring node-state detail

Ethernet-Ring name             : Erp_1
APS State                      : idle
Event                          : NR-RB
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Ring Protection Link Owner     : No
Wait to Restore Timer          : disabled
Wait to Block Timer            : disabled
Guard Timer                    : disabled
Operation state                : operational

showprotection-groupethernet-ringnode-statedetail (MXSeriesRouter -RPLOwnerNode,NormalOperation)

user@host> show protection-group ethernet-ring node-state detail

Ethernet-Ring name             : pg101
APS State                      : idle
Event                          : NR-RB
Ring Protection Link Owner     : Yes
Wait to Restore Timer          : disabled
Wait to Block Timer            : disabled
Guard Timer                    : disabled
Operation state                : operational

Ethernet-Ring name             : pg102
APS State                      : idle
Event                          : NR-RB
Ring Protection Link Owner     : No
Wait to Restore Timer          : disabled
Wait to Block Timer            : disabled
Guard Timer                    : disabled
Operation state                : operational

show protection-group ethernet-ring node-state detail (MX Series Router withWTR Timer)

user@host> show protection-group ethernet-ring node-state detail

Ethernet-Ring name             : pg_major
APS State                      : pending
Event                          : WTR running
Ring Protection Link Owner     : Yes
Wait to Restore Timer          : running (time to expire: 269 sec)
Wait to Block Timer            : disabled
Guard Timer                    : disabled
Operation state                : operational

Ethernet-Ring name             : pg_subring
APS State                      : pending
Event                          : NR
Ring Protection Link Owner     : No
Wait to Restore Timer          : disabled
Wait to Block Timer            : disabled
Guard Timer                    : disabled
Operation state                : operational

show protection-group ethernet-ring node-state detail (MX Series Router withWTB Timer)

user@host> show protection-group ethernet-ring node-state detail

Ethernet-Ring name             : Pg-2
APS State                      : pending
Event                          : WTB running
Ring Protection Link Owner     : Yes
Wait to Restore Timer          : disabled
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Wait to Block Timer            : running (time to expire: 2 sec)
Guard Timer                    : disabled
Operation state                : operational

show protection-group ethernet-ring node-state detail (EX2300 and EX3400 Switches)

user@switch>show protection-group ethernet-ring node-state detail

Ethernet-Ring name             : pg1001
APS State                      : idle
Event                          : NR-RB
Ring Protection Link Owner     : Yes
Wait to Restore Timer          : disabled
Wait to Block Timer            : disabled    <-field not supported. Always 
disabled.
Guard Timer                    : disabled
Operation state                : operational
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show protection-group ethernet-ring statistics

Syntax show protection-group ethernet-ring statistics group-name group-name

<brief | detail>

Release Information Command introduced in Junos OS Release 9.4.

Command introduced in Junos OS Release 12.1 for EX Series switches.

Command introduced in Junos OS Release 12.3X54 for ACX Series routers.

Description Display statistics regarding Automatic Protection Switching (APS) protection groups on

an Ethernet ring.

Options group-name—Display statistics for theprotectiongroup. If youomit thisoption, protection
group statistics for all configured groups are displayed.

brief—Display brief statistics for the protection group.

detail—Display detailed statistics for the protection group.

Required Privilege
Level

view

Related
Documentation

show protection-group ethernet-ring data-channel on page 1017•

• show protection-group ethernet-ring aps on page 1006

• show protection-group ethernet-ring node-state on page 1024

• show protection-group ethernet-ring interface on page 1020

• show protection-group ethernet-ring vlan on page 1035

List of Sample Output show protection-group ethernet-ring statistics (EX Series Switch) on page 1031
show protection-group ethernet-ring statistics (MX Series Router) on page 1031
show protection-group ethernet-ring statistics detail (Specific Group)(MX Series
Router) on page 1032
show protection-group ethernet-ring statistics (Owner Node, Failure Condition on
ACX andMXRouter) on page 1032
showprotection-group ethernet-ring statisitics (Ring Node, Failure Condition on ACX
andMXRouter) on page 1033
show protection-group ethernet-ring statistics detail (EX2300 and EX3400
Switches) on page 1033
show protection-group ethernet-ring statistics detail (EX2300 and EX3400
Switches) on page 1033

Output Fields Table 144 onpage 1030 lists the output fields for the showprotection-groupethernet-ring

statistics command.
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Table 144: show protection-group ethernet-ring statistics Output Fields

Field DescriptionField Name

Name of the protection group for which statistics are displayed.Ethernet Ring Statistics for PG

Number of times Ring Automatic Protection Switching (RAPS)
message transmission event occurred locally. This field is
applicable only to MX Series routers.

RAPS event sent

Number of RAPSmessages received and processed by ERP
state-machine and which resulted in state transition. This field
is applicable only to MX Series routers.

RAPS event received

Number of times a signal failure has occurred locally.Local SF

Number of times a signal failure has occurred anywhere else on
the ring.

Remote SF

Number of times a No Request event has occurred on the ring.
This field is applicable only to EX Series switches.

NR event

Number of times a No Request event has occurred locally. This
field is applicable only to MX Series routers.

NR event sent

Number of times a No Request event has occurred anywhere
else on the ring. This field is applicable only toMXSeries routers.

NR event received

Number of times aNoRequest, RingBlocked event has occurred
on the ring. This field is applicable only to EX Series switches.

NR-RB event

Number of times aNoRequest, RingBlocked event has occurred
locally. This field is applicable only to MX Series routers.

NR-RB event sent

Number of times aNoRequest, RingBlocked event has occurred
anywhere else on the ring. This field is applicable only to MX
Series routers.

NR-RB event received

Numberof times flush-eventRAPSmessage transmissionevent
occurred locally. This field is applicableonly toMXSeries routers.

Flush event sent

Number of flush-event RAPSmessages received and processed
by the ring instance control process. This field is applicable only
to MX Series routers.

Flush event received

Number of times a forced switch event has occurred locally. This
field is applicable only to MX Series routers.

Local FS event sent

Number of times a forced switch event has occurred anywhere
else on the ring. This field is applicable only toMXSeries routers.

Remote FS event received

Number of times amanual switch event has occurred locally.
This field is applicable only to MX Series routers.

Local MS event sent
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Table 144: show protection-group ethernet-ring statistics Output Fields (continued)

Field DescriptionField Name

Number of times amanual switch event has occurred anywhere
else on the ring. This field is applicable only toMXSeries routers.

RemoteMS event received

Table 145 on page 1031 lists the output fields for the showprotection-group ethernet-ring

statistics command when the detail option is used. These fields are valid only for MX

Series routers.

Table 145: show protection-group ethernet-ring statistics detail Output Fields (for MX
Series Routers)

Field DescriptionField Name

Number of times forwarding database (FDB) flush has happened
for the ring instance.

Total number of FDB flush

Number of times FDB flush has happened because of flush-logic
based on node ID and Blocked Port Reference (BPR).

Flush-logic triggered flush

Number of valid RAPS PDUmessages received. This counter counts
only RAPSmessages generated by other devices on the ring.

Remote RAPS PDU
received

NumberofRAPSmessagesdroppedby thedevicebecause theguard
timer is running.

RemoteRAPSdroppeddue
to guard-timer

Number of RAPSmessages dropped by the device because the
messages are invalid.

Invalid remote RAPS PDU
dropped

Number of RAPSmessages dropped because of any other reason.
For example, messages dropped because of unsupported
functionality.

RAPS dropped due to
miscellaneous errors

Number of self-generated RAPSmessages received and dropped.Local received RAPS PDU
dropped

Sample Output

show protection-group ethernet-ring statistics (EX Series Switch)

user@switch> show protection-group ethernet-ring statistics

Ring Name Local SF Remote SF NR Event NR-RB Event
erp1       2       1       2        3

show protection-group ethernet-ring statistics (MX Series Router)

user@host> show protection-group ethernet-ring statistics

Ethernet Ring statistics for PG Pg-1
RAPS event sent                  : 1
RAPS event received              : 1152
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Local SF happened:               : 0
Remote SF happened:              : 428
NR event sent:                   : 1
NR event received:               : 133
NR-RB event sent:                : 0
NR-RB event received:            : 591
Flush event sent                 : 0
Flush event received:            : 0
Local FS event sent:             : 0
Remote FS event received:        : 0
Local MS event sent:             : 0
Remote MS event received:        : 0

show protection-group ethernet-ring statistics detail (Specific Group)(MX Series Router)

user@host> show protection-group ethernet-ring statistics detail

Ethernet Ring statistics for PG Pg-1 
RAPS event sent                          : 1
RAPS event received                      : 0
Local SF happened                        : 0
Remote SF happened                       : 0
NR event sent                            : 1
NR event received                        : 0
NR-RB event sent                         : 0
NR-RB event received                     : 0
Flush event sent                         : 0
Flush event received                     : 0
Local FS event sent                      : 0
Remote FS event received                 : 0
Local MS event sent                      : 0
Remote MS event received                 : 0
Total number of FDB flush                : 0
Flush-logic triggered flush              : 0
Remote raps PDU received                 : 0
Remote raps dropped due to guard-timer   : 0
Invalid remote raps PDU dropped          : 0
Raps dropped due to miscellaneous errors : 0
Local received raps PDU dropped          : 0

show protection-group ethernet-ring statistics (Owner Node, Failure Condition on ACX andMXRouter)

user@host> show protection-group ethernet-ring statistics group-name pg101

Ethernet Ring statistics for PG pg101
RAPS sent                        : 1
RAPS received                    : 0
Local SF happened:               : 0
Remote SF happened:              : 0
NR event happened:               : 0
NR-RB event happened:            : 1
NR event sent:                   : 0
NR event received:               : 0
NR-RB event sent:                : 1
NR-RB event received:            : 0
Flush event sent                 : 0
Flush event received:            : 0
Local FS event sent:             : 0
Remote FS event received:        : 0
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Local MS event sent:             : 0
Remote MS event received:        : 0

show protection-group ethernet-ring statisitics (Ring Node, Failure Condition on ACX andMXRouter)

user@host> show protection-group ethernet-ring statistics group-name pg102

Ethernet Ring statistics for PG pg102
RAPS sent                        : 1
RAPS received                    : 0
Local SF happened:               : 0
Remote SF happened:              : 0
NR event happened:               : 0
NR-RB event happened:            : 1
NR event sent:                   : 0
NR event received:               : 0
NR-RB event sent:                : 1
NR-RB event received:            : 0
Flush event sent                 : 0
Flush event received:            : 0
Local FS event sent:             : 0
Remote FS event received:        : 0
Local MS event sent:             : 0
Remote MS event received:        : 0

show protection-group ethernet-ring statistics detail (EX2300 and EX3400 Switches)

user@switch>show protection-group ethernet-ring statistics detail

Ethernet Ring statistics for PG pg1001
RAPS event sent                          : 1
RAPS event received                      : 1
Local SF happened                        : 0
Remote SF happened                       : 0
NR event sent                            : 1
NR event received                        : 0
NR-RB event sent                         : 0
NR-RB event received                     : 1
Flush event sent                         : 0
Flush event received                     : 0
Local FS event sent                      : 0
Remote FS event received                 : 0
Local MS event sent                      : 0
Remote MS event received                 : 0
Total number of FDB flush                : 0
Flush-logic triggered flush              : 0
Remote raps PDU received                 : 145
Remote raps dropped due to guard-timer   : 0
Invalid remote raps PDU dropped          : 0
Raps dropped due to miscellaneous errors : 0
Local received raps PDU dropped          : 0

show protection-group ethernet-ring statistics detail (EX2300 and EX3400 Switches)

user@switch>show protection-group ethernet-ring statistics detail

Ethernet Ring statistics for PG pg1001
RAPS event sent                          : 2
RAPS event received                      : 0
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Local SF happened                        : 0
Remote SF happened                       : 0
NR event sent                            : 1
NR event received                        : 0
NR-RB event sent                         : 1
NR-RB event received                     : 0
Flush event sent                         : 0
Flush event received                     : 0
Total number of FDB flush                : 0
Remote raps PDU received                 : 211
Remote raps dropped due to guard-timer   : 0
Invalid remote raps PDU dropped          : 0
Raps dropped due to miscellaneous errors : 0
Local received raps PDU dropped          : 91
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show protection-group ethernet-ring vlan

Syntax show protection-group ethernet-ring vlan
<brief | detail>
<group-name group-name>

Release Information Command introduced in Junos OS Release 10.2.

Command introduced in Junos OS Release 18.1 for EX2300 and EX3400 switches.

Description OnMX Series routers, display all data channel logical interfaces and the VLAN IDs

controlled by a ring instance data channel.

Options brief | detail—(Optional) Display the specified level of output.

group-name—(Optional) Protection group for which to display details such as data
channel interfaces, vlan, and bridge-domain. If you omit this optional field, details

for all configured protection groups will be displayed.

Required Privilege
Level

view

Related
Documentation

show protection-group ethernet-ring aps on page 1006•

• show protection-group ethernet-ring data-channel on page 1017

• show protection-group ethernet-ring interface on page 1020

• show protection-group ethernet-ring node-state on page 1024

• show protection-group ethernet-ring statistics on page 1029

List of Sample Output show protection-group ethernet-ring vlan on page 1036
show protection-group ethernet-ring vlan brief on page 1037
show protection-group ethernet-ring vlan detail on page 1037
show protection-group ethernet-ring vlan group-name vkm01 on page 1038
show protection-group ethernet-ring vlan detail (EX2300 and EX3400
Switches) on page 1038

Output Fields Table 146 on page 1035 lists the output fields for the showprotection-groupethernet-ring

vlan command. Output fields are listed in the approximate order in which they appear.

Table 146: show protection-group ethernet-ring vlan Output Fields

Field DescriptionField Name

Name of the interface configured for the Ethernet protection ring.Interface
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Table 146: show protection-group ethernet-ring vlan Output Fields (continued)

Field DescriptionField Name

Name of the VLAN associated with the interface configured for the
Ethernet protection ring.

Vlan

The Spanning Tree Protocol (STP) index number used by each
interface in an Ethernet ring. The STP index controls the forwarding
behavior for a set of VLANs on a data channel on an Ethernet ring
port. For multiple Ethernet ring instances on an physical ring port,
there are multiple STP index numbers. Different ring instances will
havedifferentSTP indexnumbersandmayhavedifferent forwarding
behavior.

STP index

Name of the bridge domain that is associated with the VLAN
configured for the Ethernet protection ring.

Bridge Domain

Sample Output

show protection-group ethernet-ring vlan

user@host> show protection-group ethernet-ring vlan

Ethernet ring IFBD parameters for protection group vkm01

Interface    Vlan    STP Index   Bridge Domain
xe-5/0/2     1       78          default-switch/bd1          
xe-2/2/0     1       79          default-switch/bd1          
xe-5/0/2     2       78          default-switch/bd2          
xe-2/2/0     2       79          default-switch/bd2          
xe-5/0/2     3       78          default-switch/bd3          
xe-2/2/0     3       79          default-switch/bd3          
xe-5/0/2     4       78          default-switch/bd4          
xe-2/2/0     4       79          default-switch/bd4          
xe-5/0/2     5       78          default-switch/bd5          
xe-2/2/0     5       79          default-switch/bd5          
xe-5/0/2     6       78          default-switch/bd6          
xe-2/2/0     6       79          default-switch/bd6          
xe-5/0/2     7       78          default-switch/bd7          
xe-2/2/0     7       79          default-switch/bd7          
xe-5/0/2     8       78          default-switch/bd8          
xe-2/2/0     8       79          default-switch/bd8          
xe-5/0/2     9       78          default-switch/bd9          
xe-2/2/0     9       79          default-switch/bd9          
xe-5/0/2     10      78          default-switch/bd10         
xe-2/2/0     10      79          default-switch/bd10         
xe-5/0/2     11      78          default-switch/bd11         
xe-2/2/0     11      79          default-switch/bd11         
xe-5/0/2     12      78          default-switch/bd12         
xe-2/2/0     12      79          default-switch/bd12         
xe-5/0/2     13      78          default-switch/bd13         
xe-2/2/0     13      79          default-switch/bd13         
xe-5/0/2     14      78          default-switch/bd14         
xe-2/2/0     14      79          default-switch/bd14         
xe-5/0/2     15      78          default-switch/bd15         
xe-2/2/0     15      79          default-switch/bd15 
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show protection-group ethernet-ring vlan brief

user@host> show protection-group ethernet-ring vlan brief

Ethernet ring IFBD parameters for protection group vkm01

Interface    Vlan    STP Index   Bridge Domain
xe-5/0/2     1       78          default-switch/bd1          
xe-2/2/0     1       79          default-switch/bd1          
xe-5/0/2     2       78          default-switch/bd2          
xe-2/2/0     2       79          default-switch/bd2          
xe-5/0/2     3       78          default-switch/bd3          
xe-2/2/0     3       79          default-switch/bd3          
xe-5/0/2     4       78          default-switch/bd4          
xe-2/2/0     4       79          default-switch/bd4          
xe-5/0/2     5       78          default-switch/bd5          
xe-2/2/0     5       79          default-switch/bd5          
xe-5/0/2     6       78          default-switch/bd6          
xe-2/2/0     6       79          default-switch/bd6          
xe-5/0/2     7       78          default-switch/bd7          
xe-2/2/0     7       79          default-switch/bd7          
xe-5/0/2     8       78          default-switch/bd8          
xe-2/2/0     8       79          default-switch/bd8          
xe-5/0/2     9       78          default-switch/bd9          
xe-2/2/0     9       79          default-switch/bd9          
xe-5/0/2     10      78          default-switch/bd10         
xe-2/2/0     10      79          default-switch/bd10         
xe-5/0/2     11      78          default-switch/bd11         
xe-2/2/0     11      79          default-switch/bd11         
xe-5/0/2     12      78          default-switch/bd12         
xe-2/2/0     12      79          default-switch/bd12         
xe-5/0/2     13      78          default-switch/bd13         
xe-2/2/0     13      79          default-switch/bd13         
xe-5/0/2     14      78          default-switch/bd14         
xe-2/2/0     14      79          default-switch/bd14         
xe-5/0/2     15      78          default-switch/bd15         
xe-2/2/0     15      79          default-switch/bd15

show protection-group ethernet-ring vlan detail

user@host> show protection-group ethernet-ring vlan detail

Ethernet ring IFBD parameters for protection group vkm01

Interface name                 : xe-5/0/2
Vlan                           : 1
STP index                      : 78
Bridge Domain                  : default-switch/bd1

Interface name                 : xe-2/2/0
Vlan                           : 1
STP index                      : 79
Bridge Domain                  : default-switch/bd1

Interface name                 : xe-5/0/2
Vlan                           : 2
STP index                      : 78
Bridge Domain                  : default-switch/bd2

Interface name                 : xe-2/2/0
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Vlan                           : 2
STP index                      : 79
Bridge Domain                  : default-switch/bd2

Interface name                 : xe-5/0/2
Vlan                           : 3
STP index                      : 78
Bridge Domain                  : default-switch/bd3

show protection-group ethernet-ring vlan group-name vkm01

user@host> show protection-group ethernet-ring vlan vkm01

Ethernet ring IFBD parameters for protection group vkm01

Interface    Vlan    STP Index   Bridge Domain
xe-5/0/2     16      80          default-switch/bd16         
xe-2/2/0     16      81          default-switch/bd16         
xe-5/0/2     17      80          default-switch/bd17         
xe-2/2/0     17      81          default-switch/bd17         
xe-5/0/2     18      80          default-switch/bd18         
xe-2/2/0     18      81          default-switch/bd18         
xe-5/0/2     19      80          default-switch/bd19         
xe-2/2/0     19      81          default-switch/bd19         
xe-5/0/2     20      80          default-switch/bd20         
xe-2/2/0     20      81          default-switch/bd20         
xe-5/0/2     21      80          default-switch/bd21         
xe-2/2/0     21      81          default-switch/bd21         
xe-5/0/2     22      80          default-switch/bd22         
xe-2/2/0     22      81          default-switch/bd22         
xe-5/0/2     23      80          default-switch/bd23         
xe-2/2/0     23      81          default-switch/bd23         
xe-5/0/2     24      80          default-switch/bd24         
xe-2/2/0     24      81          default-switch/bd24         
xe-5/0/2     25      80          default-switch/bd25         
xe-2/2/0     25      81          default-switch/bd25         
xe-5/0/2     26      80          default-switch/bd26         
xe-2/2/0     26      81          default-switch/bd26         
xe-5/0/2     27      80          default-switch/bd27         
xe-2/2/0     27      81          default-switch/bd27         
xe-5/0/2     28      80          default-switch/bd28         
xe-2/2/0     28      81          default-switch/bd28         
xe-5/0/2     29      80          default-switch/bd29         
xe-2/2/0     29      81          default-switch/bd29         
xe-5/0/2     30      80          default-switch/bd30         
xe-2/2/0     30      81          default-switch/bd30

show protection-group ethernet-ring vlan detail (EX2300 and EX3400 Switches)

user@switch>show protection-group ethernet-ring vlan detail

Ethernet ring IFBD parameters for protection group pg1001

Interface name                 : ge-0/0/42
Vlan                           : 2001
STP index                      : 52
Bridge Domain                  : default-switch/vlan2001
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Interface name                 : ge-0/0/38
Vlan                           : 2001
STP index                      : 53
Bridge Domain                  : default-switch/vlan2001
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show redundant-trunk-group

Syntax show redundant-trunk-group <group-name group-name>

Release Information Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 13.2X50-D15 for the QFX Series.

Description Display information about redundant trunk groups.

Options group-name group-name—Display information about the specified redundant trunk
group.

Required Privilege
Level

view

Related
Documentation

Example:ConfiguringRedundantTrunkLinks for FasterRecoveryonEXSeriesSwitches

on page 564

•

• Example: Configuring Redundant Trunk Links for Faster Recovery on Devices with ELS

Support on page 559

• Understanding Redundant Trunk Links (Legacy RTG Configuration) on page 556

List of Sample Output show redundant-trunk-group group-name Group1 on page 1041

Output Fields Table 147onpage1040lists theoutput fields for theshowredundant-trunk-groupcommand.

Output fields are listed in the approximate order in which they appear.

Table 147: show redundant-trunk-group Output Fields

Field DescriptionField Name

Name of the redundant trunk port group.Group name

Name of an interface belonging to the trunk port group.Interface

Operating state of the interface.

• Up denotes the interface is up.

• Down denotes the interface is down.

• Pri denotes a primary interface.

• Act denotes an active interface.

State

Date and time at which the advertised link became unavailable, and then, available again.Time of last flap

Total number of flaps since the last switch reboot.Flap count
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Sample Output

show redundant-trunk-group group-name Group1

user@switch> show redundant-trunk-group group-name Group1

Group      Interface       State          Time of last flap        Flap
name                                                               Count

Group1     ge-0/0/45.0     UP/Pri/Act     Never                    0
           ge-0/0/47.0     UP             Never                    0
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show system statistics arp

Syntax show system statistics arp

Release Information Command introduced in Junos OS Release 9.6 for EX Series switches.

Description Display system-wide Address Resolution Protocol (ARP) statistics.

Required Privilege
Level

view

Related
Documentation

Example: Configuring Proxy ARP on an EX Series Switch•

• Verifying That Proxy ARP IsWorking Correctly on page 575

show system statistics arp

user@switch> show system statistics arp

arp:
         90060 datagrams received
         34 ARP requests received
         610 ARP replies received
         0 resolution request  received
         0 unrestricted proxy requests
         0 restricted proxy requests
         0 received proxy requests
         0 unrestricted proxy requests not proxied
         0 restricted proxy requests not proxied
         0 datagrams with bogus interface
         0 datagrams with incorrect length
         0 datagrams for non-IP protocol
         0 datagrams with unsupported op code
         0 datagrams with bad protocol address length
         0 datagrams with bad hardware address length
         0 datagrams with multicast source address
         0 datagrams with multicast target address
         0 datagrams with my own hardware address
         0 datagrams for an address not on the interface
         0 datagrams with a broadcast source address
         294 datagrams with source address duplicate to mine
         89113 datagrams which were not for me
         0 packets discarded waiting for resolution
         0 packets sent after waiting for resolution
         309 ARP requests sent
         35 ARP replies sent
         0 requests for memory denied
         0 requests dropped on entry
         0 requests dropped during retry
         0 requests dropped due to interface deletion
         0 requests on unnumbered interfaces
         0 new requests on unnumbered interfaces
         0 replies for from unnumbered interfaces
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         0 requests on unnumbered interface with non-subnetted donor
         0 replies from unnumbered interface with non-subnetted donor
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show vlans

List of Syntax Syntax (EX Series and QFX Series Switches) on page 1044

Syntax (EX Series with ELS Switches and MX Routers) on page 1044

Syntax (SRX Devices) on page 1044

Syntax (EX Series and
QFX Series Switches)

show vlans
<brief | detail | extensive>
<dot1q-tunneling>
<management-vlan>
<sort-by (tag | name)>
<vlan-range-name>
<summary>
<vlan-name>
<vlan-range-name>

Syntax (EXSerieswith
ELS Switches andMX

Routers)

show vlans
<brief | detail | extensive>
<instance instance-name>
<logical-system logical-system-name>
<operational>
<vlan-name)>
<interface interface-name>

Syntax (SRX Devices) show vlans
<brief | detail | extensive>
<interface interface-name>
<logical-system (logical-system | all)>
<operational>

Release Information Command introduced in Junos OS Release 8.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Option dot1q-tunneling added in Junos OS Release 12.1 for the QFX Series.

Command introduced in Junos OS Release 12.3R2 for EX Series switches.

Option interface introduced in Junos OS Release 13.2X50-D10 (ELS).

Description Display informationaboutVLANsconfiguredonbridgedEthernet interfaces. For interfaces

configured to support a VoIP VLAN and a data VLAN, the show vlans command displays

both tagged and untaggedmembership for those VLANs.

NOTE: When a series of VLANs is created using the vlan-range statement,

such VLAN names are preceded and followed by a double underscore. For
example, a series of VLANs using the VLAN range 1 through 3 and the base
VLAN namemarketingwould be displayed as __marketing_1__, __marketing_2__,

and __marketing_3__.
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NOTE: To display an 802.1X supplicant successfully authenticated in
multiple-supplicant mode with dynamic VLAN movement, use theshowvlans

vlan-name extensive operational mode command, where vlan-name is the

dynamic VLAN.

Options For EX Series and QFX Series switches:

none—Display information for all VLANs. VLAN information is displayed by VLAN name
in ascending order.

brief | detail | extensive—(Optional) Display the specified level of output.

dot1q-tunneling—(Optional) Display VLANs with the Q-in-Q tunneling feature enabled.

management-vlan—(Optional) Display management VLANs.

sort-by (tag |name)—(Optional)DisplayVLANs inascendingorder ofVLAN IDsorVLAN
names.

vlan-range-name—(Optional) Display VLANs in ascending order of VLAN range names.

summary—(Optional) Display the total number of VLANs and counts of VLANs by
type—for example, the number of dynamic, 802.1Q-tagged, and Q-in-Q tunneled

VLANs.

vlan-range-name—(Optional) Display information for the specified VLAN range. To
display information for all members of the VLAN range, specify the base VLAN

name—for example,employee for aVLAN range that includes __employee_1__ through

__employee_10__.

For EX Series with ELS Switches and MX Routers:

none—Display information for all VLANs.

brief | detail | extensive—(Optional) Display the specified level of output.

instance instance-name—(Optional) Display information for the specified routing
instance.

logical-system logical-system-name—(Optional) Display Ethernet-switching statistics
information for the specified logical system.

operational—(Optional) Display information for the operational routing instances.

vlan-name)— (Optional) Display information about the specified VLAN.

interface interface-name—(Optional) Display information about the specified interface.

For SRX devices:

none—Display information for all VLANs.
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brief | detail | extensive—(Optional) Display the specified level of output.

interface interface-name— (Optional) Display information about a specific interface.

logical system—(Optional) Display name of the logical system or all.

operational—(Optional) Display information for the operational switching instances.

Required Privilege
Level

view

Related
Documentation

Example: Setting Up Basic Bridging and a VLAN on Switches on page 159•

• Example: Setting Up Bridging with Multiple VLANs on page 185

• Example: Setting Up Basic Bridging and a VLAN for an EX Series Switch on page 177

• Example: Setting UpBridgingwithMultiple VLANs for EXSeries Switches on page 208

• Example: Configuring a Private VLAN on a Single EX Series Switch on page 313

• Example:ConfiguringaPrivateVLANSpanningMultipleEXSeriesSwitchesonpage351

• Example: Setting Up Q-in-Q Tunneling on EX Series Switches on page 549

• Understanding Bridging and VLANs on Switches on page 132

• show ethernet-switching interfaces on page 935

List of Sample Output show vlans (EX Series and QFX Series) on page 1049
show vlans (Private VLANs on EX andQFX Series) on page 1049
show vlans brief (EX and QFX Series) on page 1050
show vlans detail (EX Series and QFX Series) on page 1050
show vlans extensive (for a PVLAN spanningmultiple switches) on page 1051
show vlans extensive (Port-Based on EX Series and QFX Series) on page 1052
show vlans extensive (MAC-based) on page 1053
show vlans (Q-in-Q Tunneling on EX Series and QFX Series) on page 1054
show vlans extensive (Q-in-Q Tunneling on EX Series and QFX Series) on page 1054
show vlans extensive (Q-in-Q Tunneling and L2TP on EX Series and QFX
Series) on page 1054
show vlans sort-by tag (EX Series and QFX Series) on page 1055
show vlans sort-by name (EX Series and QFX Series) on page 1055
show vlans tag (EX Series and QFX Series) on page 1056
show vlans sort-by tag (EX Series) on page 1056
show vlans employee (vlan-range-name) on page 1057
show vlans summary (EX Series) on page 1058
show vlans brief (EX Series Switch) on page 1058
show vlans brief (MX Routers) on page 1058
show vlans detail (EX Series Switch) on page 1059
show vlans detail (MX Routers) on page 1060
show vlans extensive (EX Series Switch) on page 1061
show vlans extensive (MX Routers) on page 1062
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show vlans (SRX devices) on page 1063
show vlans brief (SRX devices) on page 1063
show vlans detail (SRX devices) on page 1063

Output Fields Table 148 on page 1047 lists the output fields for the showvlans command. Output fields

are listed in the approximate order in which they appear.

Table 148: show vlans Output Fields

Level of OutputField DescriptionField Name

none, briefName of a VLAN.Name

All levels802.1Q tag applied to this VLAN. If none is displayed, no tag is applied.Tag

All levelsInterface associatedwith learnedMACaddresses orAll-members option (flood
entry). An asterisk (*) beside the interface indicates that the interface is UP.

Interfaces

none, briefIP address.Address

briefNumber of interfaces associated with a VLAN: Active indicates interfaces that
are UP, and Total indicates interfaces that are active and inactive.

Ports Active /Total

detail, extensiveName of a VLAN.VLAN

detail,extensiveState of the interface. Values are:

enabled—The interface is turned on, and the physical link is operational and can
pass packets.

Admin state

detail, extensiveIndicates if MAC learning is disabled.MAC learning Status

detail,extensiveDescription for the VLAN.Description

detailPrimary IP address associated with a VLAN.Primary IP

detail, extensiveNumber of interfaces associated with a VLAN. Both the total number of
interfaces and the number of active interfaces associated with a VLAN are
displayed.

Numberof interfaces

detail,extensiveSpanning tree associated with a VLAN.STP

detail,extensiveTagged interfaces with which a VLAN is associated.Tagged interfaces

detail. extensiveUntagged interfaces with which a VLAN is associated.Untagged interfaces

extensiveIndicates if Q-in-Q tunneling is enabled.Dot1q Tunneling
Status

extensiveList of customer VLAN (C-VLAN) ranges associated with this service VLAN
(S-VLAN).

Customer VLAN
ranges
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Table 148: show vlans Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveThe private VLANmode for this VLAN. Values include Primary, Isolated, and
Community.

Private VLANMode

extensivePrimary VLAN tag for this secondary VLAN.Primary VLAN

extensiveVLAN index internal to Junos OS software.Internal Index

extensiveManner in which the VLANwas created: static or learn.Origin

extensivePort-basedVLANorMAC-basedVLAN.MAC-based protocol is displayedwhen
VLAN assignment is done either statically or dynamically through 802.1X,

Protocol

extensiveIP address associated with a VLAN.IP addresses

extensiveFor MAC-based VLANs created either statically or dynamically, the MAC
addresses associated with an interface.

Number of MAC
entries

Number of mapping rules for Q-in-Q tunneling (Push) and VLAN translation
(Swap).

Number ofmapping
rules

extensiveSecondary VLANs associated with a primary VLAN.Secondary VLANs

extensiveIsolated VLANs associated with a primary VLAN.Isolated VLANs

extensiveCommunity VLANs associated with a primary VLAN.Community VLANs

All levelsVLAN counts:

• Total—Total number of VLANs on the switch.

• Configured VLANs—Number of VLANs that are based on user-configured
settings.

• Internal VLANs—Number of VLANs created by the systemwith no explicit
configuration or protocol—for example, the default VLAN and the VLAN
created when a trunk interface is not configured with native VLAN
membership.

• Temporary VLANs—Number of VLANs from the previous configuration that
the system retains for a limited time after restart. Temporary VLANs are
converted intooneof theother typesofVLAN,orare removed fromthesystem
if the current configuration does not require them.

VLANs summary
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Table 148: show vlans Output Fields (continued)

Level of OutputField DescriptionField Name

All levels802.1Q VLAN counts:

• Total—Total number of 802.1Q-tagged and untagged VLANs on the switch.

• Tagged VLANs—Number of 802.1Q-tagged VLANs.

• Untagged VLANs—Number of untagged 802.1Q VLANs.

• Private VLAN—Counts of the following kinds of 802.1Q private VLANs
(PVLANs):

• Primary VLANs—Number of primary forwarding private VLANs.

• Community VLANs—Number of community transporting and forwarding
private VLANs.

• Isolated VLANs—Number of isolated receiving and forwarding private
VLANs.

• Inter–switch–isolated VLANs—Number of inter-switch isolated receiving
and forwarding private VLANs.

Dot1q VLANs
summary

All levelsQ-in-Q-tunneled VLAN counts:

• Total—Total number of Q-in-Q-tunneled VLANs on the switch.

• Private VLAN—Counts of primary, community, and isolated Q-in-Q-tunneled
private VLANs (PVLANs).

Dot1q Tunneled
VLANs summary

Sample Output (EX Series and QFX Series Switches)

show vlans (EX Series and QFX Series)

user@switch> show vlans

Name           Tag     Interfaces
default        None
                       xe-0/0/34.0, xe-0/0/33.0, xe-0/0/32.0, xe-0/0/31.0,
                       xe-0/0/30.0, xe-0/0/29.0, xe-0/0/28.0, xe-0/0/27.0,
                       xe-0/0/26.0, xe-0/0/25.0, xe-0/0/19.0, xe-0/0/18.0,
                       xe-0/0/17.0, xe-0/0/16.0, xe-0/0/15.0, xe-0/0/14.0,
                       xe-0/0/13.0, xe-0/0/11.0, xe-0/0/9.0, xe-0/0/8.0,
                       xe-0/0/3.0, xe-0/0/2.0, xe-0/0/1.0
v0001          1
                       xe-0/0/24.0, xe-0/0/23.0, xe-0/0/22.0, xe-0/0/21.0
v0002          2
                       None
v0003          3
                       None
v0004          4
                       None
v0005          5
                       None

show vlans (Private VLANs on EX andQFX Series)

user@switch> show vlans
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Name           Tag     Interfaces
__pvlan_pvlan_xe-0/0/46.0__
                       xe-0/0/44.0*, xe-0/0/46.0*
c1
                       xe-0/0/4.0*, xe-0/0/44.0*
c2
                       xe-0/0/28.0*, xe-0/0/44.0*
default
                       None
pvlan          500
                       xe-0/0/4.0*, xe-0/0/28.0*, xe-0/0/44.0*, xe-0/0/46.0*

show vlans brief (EX and QFX Series)

user@switch> show vlans brief

                                           Ports
Name           Tag     Address             Active/Total
default        None                        0/23
v0001          1                           0/4
v0002          2                           0/0
v0003          3                           0/0
v0004          4                           0/0
v0005          5                           0/0
v0006          6                           0/0
v0007          7                           0/0
v0008          8                           0/0
v0009          9                           0/0
v0010          10                          0/2
v0011          11                          0/0
v0012          12                          0/0
v0013          13                          0/0
v0014          14                          0/0
v0015          15                          0/0
v0016          16                          0/0

show vlans detail (EX Series and QFX Series)

user@switch> show vlans detail

VLAN: default, Tag: Untagged, Admin state: Enabled
  Description: None
  Primary IP: None, Number of interfaces: 23 (Active = 0)
  STP: None, RTG: None
  Untagged interfaces: xe-0/0/34.0, xe-0/0/33.0, xe-0/0/32.0, xe-0/0/31.0,
  xe-0/0/30.0, xe-0/0/29.0, xe-0/0/28.0, xe-0/0/27.0, xe-0/0/26.0,
  xe-0/0/25.0, xe-0/0/19.0, xe-0/0/18.0, xe-0/0/17.0, xe-0/0/16.0,
  xe-0/0/15.0, xe-0/0/14.0, xe-0/0/13.0, xe-0/0/11.0, xe-0/0/9.0, xe-0/0/8.0,
  xe-0/0/3.0, xe-0/0/2.0, xe-0/0/1.0,
  Tagged interfaces: None

VLAN: v0001, Tag: 802.1Q Tag 1, Admin state: Enabled
  Description: None
  Primary IP: None, Number of interfaces: 4 (Active = 0)
  Dot1q Tunneling Status: Enabled
  STP: None, RTG: None
  Untagged interfaces: None
  Tagged interfaces: xe-0/0/24.0, xe-0/0/23.0, xe-0/0/22.0, xe-0/0/21.0,
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VLAN: v0002, Tag: 802.1Q Tag 2, Admin state: Enabled
  Description: None
  Primary IP: None, Number of interfaces: 0 (Active = 0)
  STP: None, RTG: None
  Untagged interfaces: None
  Tagged interfaces: None

VLAN: v0003, Tag: 802.1Q Tag 3, Admin state: Enabled
  Description: None
  Primary IP: None, Number of interfaces: 0 (Active = 0)
  STP: None, RTG: None
  Untagged interfaces: None
  Tagged interfaces: None

VLAN: vlan4000, 802.1Q Tag: Untagged, Admin State: Enabled
MAC learning Status: Disabled
Number of interfaces: 0 (Active = 0)

show vlans extensive (for a PVLAN spanningmultiple switches)

user@switch> show vlans extensive

VLAN: COM1, Created at: Tue May 11 18:16:05 2010
802.1Q Tag: 100, Internal index: 3, Admin State: Enabled, Origin: Static
Private VLAN Mode: Community, Primary VLAN: primary
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 3 (Active = 3), Untagged  1 (Active = 1)
      ge-0/0/20.0*, tagged, trunk
      ge-0/0/22.0*, tagged, trunk, pvlan-trunk
      ge-0/0/23.0*, tagged, trunk, pvlan-trunk
      ge-0/0/7.0*, untagged, access

VLAN: __pvlan_primary_ge-0/0/0.0__, Created at: Tue May 11 18:16:05 2010
Internal index: 5, Admin State: Enabled, Origin: Static
Private VLAN Mode: Isolated, Primary VLAN: primary
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 3 (Active = 3), Untagged  1 (Active = 1)
      ge-0/0/20.0*, tagged, trunk
      ge-0/0/22.0*, tagged, trunk, pvlan-trunk
      ge-0/0/23.0*, tagged, trunk, pvlan-trunk
      ge-0/0/0.0*, untagged, access

VLAN: __pvlan_primary_ge-0/0/2.0__, Created at: Tue May 11 18:16:05 2010
Internal index: 6, Admin State: Enabled, Origin: Static
Private VLAN Mode: Isolated, Primary VLAN: primary
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 3 (Active = 3), Untagged  1 (Active = 0)
      ge-0/0/20.0*, tagged, trunk
      ge-0/0/22.0*, tagged, trunk, pvlan-trunk
      ge-0/0/23.0*, tagged, trunk, pvlan-trunk
      ge-0/0/2.0, untagged, access

VLAN: __pvlan_primary_isiv__, Created at: Tue May 11 18:16:05 2010
802.1Q Tag: 50, Internal index: 7, Admin State: Enabled, Origin: Static
Private VLAN Mode: Inter-switch-isolated, Primary VLAN: primary
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 3 (Active = 3), Untagged  0 (Active = 0)
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      ge-0/0/20.0*, tagged, trunk
      ge-0/0/22.0*, tagged, trunk, pvlan-trunk
      ge-0/0/23.0*, tagged, trunk, pvlan-trunk

VLAN: community2, Created at: Tue May 11 18:16:05 2010
802.1Q Tag: 20, Internal index: 8, Admin State: Enabled, Origin: Static
Private VLAN Mode: Community, Primary VLAN: primary
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 3 (Active = 3), Untagged  2 (Active = 2)
      ge-0/0/20.0*, tagged, trunk
      ge-0/0/22.0*, tagged, trunk, pvlan-trunk
      ge-0/0/23.0*, tagged, trunk, pvlan-trunk
      ge-0/0/1.0*, untagged, access
      ge-1/0/6.0*, untagged, access

VLAN: primary, Created at: Tue May 11 18:16:05 2010
802.1Q Tag: 10, Internal index: 2, Admin State: Enabled, Origin: Static
Private VLAN Mode: Primary
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 3 (Active = 3), Untagged  5 (Active = 4)
      ge-0/0/20.0*, tagged, trunk
      ge-0/0/22.0*, tagged, trunk, pvlan-trunk
      ge-0/0/23.0*, tagged, trunk, pvlan-trunk
      ge-0/0/0.0*, untagged, access
      ge-0/0/1.0*, untagged, access
      ge-0/0/2.0, untagged, access
      ge-0/0/7.0*, untagged, access
      ge-1/0/6.0*, untagged, access

Secondary VLANs: Isolated 2, Community  2, Inter-switch-isolated  1
  Isolated VLANs :
      __pvlan_primary_ge-0/0/0.0__
      __pvlan_primary_ge-0/0/2.0__
  Community VLANs :
      COM1
      community2
  Inter-switch-isolated VLAN :
      __pvlan_primary_isiv__

show vlans extensive (Port-Based on EX Series and QFX Series)

user@switch> show vlans extensive

VLAN: default, created at Mon Feb  4 12:13:47 2008
  Tag: None, Internal index: 0, Admin state: Enabled, Origin: static
  Description: None
  Customer VLAN ranges:
                     1-4100
    Protocol: Port based
  IP addresses: None
  STP: None, RTG: None.
  Number of interfaces: Tagged 0 (Active = 0), Untagged 23 (Active = 0)
    xe-0/0/34.0 (untagged, access)
    xe-0/0/33.0 (untagged, access)
    xe-0/0/32.0 (untagged, access)
    xe-0/0/31.0 (untagged, access)
    xe-0/0/30.0 (untagged, access)
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    xe-0/0/29.0 (untagged, access)
    xe-0/0/28.0 (untagged, access)
    xe-0/0/27.0 (untagged, access)
    xe-0/0/26.0 (untagged, access)
    xe-0/0/25.0 (untagged, access)
    xe-0/0/19.0 (untagged, access)
    xe-0/0/18.0 (untagged, access)
    xe-0/0/17.0 (untagged, access)
    xe-0/0/16.0 (untagged, access)
    xe-0/0/15.0 (untagged, access)
    xe-0/0/14.0 (untagged, access)
    xe-0/0/13.0 (untagged, access)
    xe-0/0/11.0 (untagged, access)
    xe-0/0/9.0 (untagged, access)
    xe-0/0/8.0 (untagged, access)
    xe-0/0/3.0 (untagged, access)
    xe-0/0/2.0 (untagged, access)
    xe-0/0/1.0 (untagged, access)

Secondary VLANs: Isolated 1, Community  1
  Isolated VLANs :
      __pvlan_pvlan_xe-0/0/3.0__
  Community VLANs :
      comm1

VLAN: v0001, created at Mon Feb  4 12:13:47 2008
  Tag: 1, Internal index: 1, Admin state: Enabled, Origin: static
  Description: None
  Protocol: Port based, Layer 3 interface: None
  IP addresses: None
  STP: None, RTG: None.
  Number of interfaces: Tagged 4 (Active = 0), Untagged 0 (Active = 0)
    xe-0/0/24.0 (tagged, trunk)
    xe-0/0/23.0 (tagged, trunk)
    xe-0/0/22.0 (tagged, trunk)
    xe-0/0/21.0 (tagged, trunk)

VLAN: v0002, created at Mon Feb  4 12:13:47 2008
  Tag: 2, Internal index: 2, Admin state: Enabled, Origin: static
  Description: None
  Protocol: Port based, Layer 3 interface: None
  IP addresses: None
  STP: None, RTG: None.
  Number of interfaces: Tagged 0 (Active = 0), Untagged 0 (Active = 0)
    None

VLAN: v0003, created at Mon Feb  4 12:13:47 2008
  Tag: 3, Internal index: 3, Admin state: Enabled, Origin: static
  Description: None
  Protocol: Port based, Layer 3 interface: None
  IP addresses: None
  STP: None, RTG: None.
  Number of interfaces: Tagged 0 (Active = 0), Untagged 0 (Active = 0)
    None

show vlans extensive (MAC-based)

user@switch> show vlans extensive
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VLAN: default, Created at: Thu May 15 13:43:09 2008
Internal index: 3, Admin State: Enabled, Origin: Static
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 0 (Active = 0), Untagged  2 (Active = 2)
      ge-0/0/0.0*, untagged, access
      ge-0/0/14.0*, untagged, access

VLAN: vlan_dyn, Created at: Thu May 15 13:43:09 2008
Internal index: 4, Admin State: Enabled, Origin: Static
Protocol: Port Mode
Number of interfaces: Tagged 0 (Active = 0), Untagged  0 (Active = 0)
Protocol: MAC Based  
Number of MAC entries: 6 
      ge-0/0/0.0*
                  00:00:00:00:00:02 (untagged)
                  00:00:00:00:00:03 (untagged)
                  00:00:00:00:00:04 (untagged)
                  00:00:00:00:00:05 (untagged)
                  00:00:00:00:00:06 (untagged)
                  00:00:00:00:00:07 (untagged)

show vlans (Q-in-Q Tunneling on EX Series and QFX Series)

user@switch> show vlans dot1q-tunneling

Name           Tag     Interfaces
sv100          100     xe-0/0/4.0*, xe-0/0/15.0*

show vlans extensive (Q-in-Q Tunneling on EX Series and QFX Series)

user@switch> show vlans sv100 extensive

VLAN: sv100, Created at: Sat Sep 10 12:53:52 2011
802.1Q Tag: 100, Internal index: 2, Admin State: Enabled, Origin: Static
Dot1q Tunneling Status: Enabled
Customer VLAN ranges:
                     10-20
                     40-50
Protocol: Port Mode
Number of interfaces: Tagged 1 (Active = 1), Untagged  0 (Active = 0)
      ge-0/0/0.0, tagged, trunk

Number of mapping rules:
      Push 1 (Active = 0), Policy 0 (Active = 0), Swap 0 (Active = 0)

      xe-0/0/3.0*, 300, push

show vlans extensive (Q-in-Q Tunneling and L2TP on EX Series and QFX Series)

user@switch> show vlans v1 extensive

VLAN: v1, Created at: Fri Mar 2 05:07:38 2012
802.1Q Tag: 100, Internal index: 4, Admin State: Enabled, Origin: Static
Dot1q Tunneling status: Enabled
Layer2 Protocol Tunneling status: Enabled
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show vlans sort-by tag (EX Series and QFX Series)

user@switch> show vlans sort-by tag

Name           Tag     Interfaces
default                       None
__vlan-x_1__   1
                       None
__vlan-x_2__   2
                       None
__vlan-x_3__   3
                       None
__vlan-x_4__   4
                       None
__vlan-x_5__   5
                       None
__vlan-x_6__   6
                       None
__vlan-x_7__   7
                       None
__vlan-x_8__   8
                       None
__vlan-x_9__   9
                       None
__vlan-x_10__  10
                       None
__vlan-x_11__  11
                       None
__vlan-x_12__  12
                       None
__vlan-x_13__  13
                       None
__vlan-x_14__  14
                       None
__vlan-x_15__  15
                       None
__vlan-x_16__  16
                       None
__vlan-x_17__  17
                       None
__vlan-x_18__  18
                       None
__vlan-x_19__  19
                       None
__vlan-x_20__  20
                       None

show vlans sort-by name (EX Series and QFX Series)

user@switch> show vlans sort-by employee

Name             Tag   Interfaces

__employee_120__ 120
                       xe-0/0/22.0*
__employee_121__ 121
                       xe-0/0/22.0*
__employee_122__ 122
                       xe-0/0/22.0*
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__employee_123__ 123
                       xe-0/0/22.0*
__employee_124__ 124
                       xe-0/0/22.0*
__employee_125__ 125
                       xe-0/0/22.0*
__employee_126__ 126
                       xe-0/0/22.0*
__employee_127__ 127
                       xe-0/0/22.0*
__employee_128__ 128
                       xe-0/0/22.0*
__employee_129__ 129
                       xe-0/0/22.0*
__employee_130__ 130
                       xe-0/0/22.0*

show vlans tag (EX Series and QFX Series)

user@switch> show vlans employee

Name             Tag   Interfaces

__employee_120__ 120
                       xe-0/0/22.0*
__employee_121__ 121
                       xe-0/0/22.0*
__employee_122__ 122
                       xe-0/0/22.0*
__employee_123__ 123
                       xe-0/0/22.0*
__employee_124__ 124
                       xe-0/0/22.0*
__employee_125__ 125
                       xe-0/0/22.0*
__employee_126__ 126
                       xe-0/0/22.0*
__employee_127__ 127
                       xe-0/0/22.0*
__employee_128__ 128
                       xe-0/0/22.0*
__employee_129__ 129
                       xe-0/0/22.0*
__employee_130__ 130
                       xe-0/0/22.0*

show vlans sort-by tag (EX Series)

user@switch> show vlans sort-by tag

Name           Tag     Interfaces
default                None
__vlan-x_1__   1
                       None
__vlan-x_2__   2
                       None
__vlan-x_3__   3
                       None
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__vlan-x_4__   4
                       None
__vlan-x_5__   5
                       None
__vlan-x_6__   6
                       None
__vlan-x_7__   7
                       None
__vlan-x_8__   8
                       None
__vlan-x_9__   9
                       None
__vlan-x_10__  10
                       None
__vlan-x_11__  11
                       None
__vlan-x_12__  12
                       None
__vlan-x_13__  13
                       None
__vlan-x_14__  14
                       None
__vlan-x_15__  15
                       None
__vlan-x_16__  16
                       None
__vlan-x_17__  17
                       None
__vlan-x_18__  18
                       None
__vlan-x_19__  19
                       None
__vlan-x_20__  20
                       None

show vlans employee (vlan-range-name)

user@switch> show vlans employee

Name             Tag   Interfaces

__employee_120__ 120
                       ge-0/0/22.0*
__employee_121__ 121
                       ge-0/0/22.0*
__employee_122__ 122
                       ge-0/0/22.0*
__employee_123__ 123
                       ge-0/0/22.0*
__employee_124__ 124
                       ge-0/0/22.0*
__employee_125__ 125
                       ge-0/0/22.0*
__employee_126__ 126
                       ge-0/0/22.0*
__employee_127__ 127
                       ge-0/0/22.0*
__employee_128__ 128
                       ge-0/0/22.0*
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__employee_129__ 129
                       ge-0/0/22.0*
__employee_130__ 130
                       ge-0/0/22.0*

show vlans summary (EX Series)

user@switch> show vlans summary

VLANs summary:
         Total: 8,   Configured VLANs: 5
         Internal VLANs: 1,  Temporary VLANs: 0

     Dot1q VLANs summary:
         Total: 8,  Tagged VLANs: 2, Untagged VLANs: 6
         Private VLAN:
             Primary VLANs: 2,  Community VLANs: 2, Isolated VLANs: 3

     Dot1q Tunneled VLANs summary:
         Total: 0
         Private VLAN:
             Primary VLANs: 0,  Community VLANs: 0, Isolated VLANs: 0

     Dynamic VLANs:
        Total: 2,  Dot1x: 2, MVRP: 0

Sample Output: EX Series with ELS Switches andMXRouters

show vlans brief (EX Series Switch)

user@switch> show vlans brief

Routing instance        VLAN name             Tag          Interfaces
default-switch          c1                    20       
                                                           ge-0/0/0.0*
                                                           ge-1/0/0.0*
                                                           ge-2/0/0.0*
default-switch          c2                    30       
                                                           ge-0/0/0.0*
                                                           ge-2/0/0.0*
default-switch          default               1        

default-switch          iso                   10       
                                                           ge-0/0/1.0*
default-switch          iso1                  50       
                                                           ge-0/0/0.0*
                                                           ge-2/0/0.0*
default-switch          pri                   100      
                                                           ge-0/0/0.0*
                                                           ge-1/0/0.0*
                                                           ge-2/0/0.0*

show vlans brief (MX Routers)

user@host> show vlans brief

Routing instance        VLAN name             Tag         Interfaces
VPLS-1                  __VPLS-1__               all
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                                                             ae1.0
VPLS-2                  __VPLS-2__               all
                                                             ae3.0
                                                             ge-3/1/2.0
                                                             vt-3/3/10.1048576
default-switch          VLAN1000                 1000
                                                             ae26.0
default-switch          VLAN101                  101
                                                             ae20.0
default-switch          VLAN102                  102
                                                             ae20.0
default-switch          VLAN103                  103
                                                             ae20.0
default-switch          VLAN104                  104
                                                             ae20.0
default-switch          VLAN105                  105
                                                             ae20.0
default-switch          VLAN106                  106
                                                             ae20.0
default-switch          VLAN107                  107
                                                             ae20.0
default-switch          VLAN108                  108
                                                             ae20.0
[...output truncated...]

show vlans detail (EX Series Switch)

user@switch> show vlans detail

Routing instance: default-switch
  VLAN Name: c1                             State: Active
Tag: 20 
PVLAN type : Community
Internal index: 16, Generation Index: 21, Origin: Static
MAC aging time: 300 seconds
Interfaces:
    ge-0/0/0.0*,tagged,trunk
    ge-1/0/0.0*,tagged,trunk
    ge-2/0/0.0*,tagged,trunk
Number of interfaces: Tagged 3    , Untagged 0    
Total MAC count: 0 

Routing instance: default-switch
  VLAN Name: c2                             State: Active
Tag: 30 
PVLAN type : Community
Internal index: 17, Generation Index: 22, Origin: Static
MAC aging time: 300 seconds
Interfaces:
    ge-0/0/0.0*,tagged,trunk
    ge-2/0/0.0*,tagged,trunk
Number of interfaces: Tagged 2    , Untagged 0    
Total MAC count: 0 

Routing instance: default-switch
  VLAN Name: default                        State: Active
Tag: 1 
Internal index: 5, Generation Index: 5, Origin: Static
MAC aging time: 300 seconds
Number of interfaces: Tagged 0    , Untagged 0    
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Total MAC count: 0 

Routing instance: default-switch
  VLAN Name: iso                            State: Active
Tag: 10 
Internal index: 14, Generation Index: 19, Origin: Static
MAC aging time: 300 seconds
Interfaces:
    ge-0/0/1.0*,untagged,access
Number of interfaces: Tagged 0    , Untagged 1    
Total MAC count: 0 

Routing instance: default-switch
  VLAN Name: iso1                           State: Active
Tag: 50                                 
PVLAN type : Isolated
Internal index: 15, Generation Index: 20, Origin: Static
MAC aging time: 300 seconds
Interfaces:
    ge-0/0/0.0*,tagged,trunk
    ge-2/0/0.0*,tagged,trunk
Number of interfaces: Tagged 2    , Untagged 0    
Total MAC count: 0 

Routing instance: default-switch
  VLAN Name: pri                            State: Active
Tag: 100 
PVLAN type : Primary
Isolated VLAN :
vlan-id : 50 vlan name : iso1
Community VLAN :
vlan-id : 20 vlan name : c1
vlan-id : 30 vlan name : c2
Internal index: 9, Generation Index: 14, Origin: Static
MAC aging time: 300 seconds
Interfaces:
    ge-0/0/0.0*,tagged,trunk
    ge-1/0/0.0*,tagged,trunk            
    ge-2/0/0.0*,tagged,trunk
Number of interfaces: Tagged 3    , Untagged 0    
Total MAC count: 0 

show vlans detail (MX Routers)

user@host> show vlans detail

Routing instance: VPLS-1
  VLAN Name: __VPLS-1__                     State: Active
Tag: all
Internal index: 2, Generation Index:  , Origin: Dynamic
Interfaces:
    ae1.0,tagged
Number of interfaces: Tagged 1    , Untagged 0
Total MAC count: 0

Routing instance: VPLS-2
  VLAN Name: __VPLS-2__                     State: Active
Tag: all
Internal index: 3, Generation Index:  , Origin: Dynamic

Copyright © 2019, Juniper Networks, Inc.1060

Ethernet Switching Feature Guide



Interfaces:
    ae3.0,tagged
    ge-3/1/2.0,tagged
    vt-3/3/10.1048576,tagged
Number of interfaces: Tagged 3    , Untagged 0
Total MAC count: 4

Routing instance: default-switch
  VLAN Name: VLAN1000                       State: Active
Tag: 1000
Internal index: 4, Generation Index: 1, Origin: Static
Layer 3 interface: irb.1000
Interfaces:
    ae26.0,tagged,trunk
Number of interfaces: Tagged 1    , Untagged 0
Total MAC count: 0

Routing instance: default-switch
  VLAN Name: VLAN101                        State: Active
Tag: 101
Internal index: 5, Generation Index: 2, Origin: Static
Layer 3 interface: irb.101
Interfaces:
    ae20.0,tagged,trunk
Number of interfaces: Tagged 1    , Untagged 0
Total MAC count: 1

Routing instance: default-switch
  VLAN Name: VLAN102                        State: Active
Tag: 102
Internal index: 6, Generation Index: 3, Origin: Static
Layer 3 interface: irb.102
Interfaces:
    ae20.0,tagged,trunk
Number of interfaces: Tagged 1    , Untagged 0
Total MAC count: 1
[...output truncated...]

show vlans extensive (EX Series Switch)

user@switch> show vlans extensive

Routing instance: default-switch
  VLAN Name: c1                             State: Active
Tag: 20 
PVLAN type : Community
Internal index: 16, Generation Index: 21, Origin: Static
MAC aging time: 300 seconds
Interfaces:
    ge-0/0/0.0*,tagged,trunk
    ge-1/0/0.0*,tagged,trunk
    ge-2/0/0.0*,tagged,trunk
Number of interfaces: Tagged 3    , Untagged 0    
Total MAC count: 0 

Routing instance: default-switch
  VLAN Name: c2                             State: Active
Tag: 30 
PVLAN type : Community
Internal index: 17, Generation Index: 22, Origin: Static
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MAC aging time: 300 seconds
Interfaces:
    ge-0/0/0.0*,tagged,trunk
    ge-2/0/0.0*,tagged,trunk
Number of interfaces: Tagged 2    , Untagged 0    
Total MAC count: 0 

Routing instance: default-switch
  VLAN Name: default                        State: Active
Tag: 1 
Internal index: 5, Generation Index: 5, Origin: Static
MAC aging time: 300 seconds
Number of interfaces: Tagged 0    , Untagged 0    
Total MAC count: 0 

Routing instance: default-switch
  VLAN Name: iso                            State: Active
Tag: 10 
Internal index: 14, Generation Index: 19, Origin: Static
MAC aging time: 300 seconds
Interfaces:
    ge-0/0/1.0*,untagged,access
Number of interfaces: Tagged 0    , Untagged 1    
Total MAC count: 0 

Routing instance: default-switch
  VLAN Name: iso1                           State: Active
Tag: 50                                 
PVLAN type : Isolated
Internal index: 15, Generation Index: 20, Origin: Static
MAC aging time: 300 seconds
Interfaces:
    ge-0/0/0.0*,tagged,trunk
    ge-2/0/0.0*,tagged,trunk
Number of interfaces: Tagged 2    , Untagged 0    
Total MAC count: 0 

Routing instance: default-switch
  VLAN Name: pri                            State: Active
Tag: 100 
PVLAN type : Primary
Isolated VLAN :
vlan-id : 50 vlan name : iso1
Community VLAN :
vlan-id : 20 vlan name : c1
vlan-id : 30 vlan name : c2
Internal index: 9, Generation Index: 14, Origin: Static
MAC aging time: 300 seconds
Interfaces:
    ge-0/0/0.0*,tagged,trunk
    ge-1/0/0.0*,tagged,trunk            
    ge-2/0/0.0*,tagged,trunk
Number of interfaces: Tagged 3    , Untagged 0    
Total MAC count: 0 

show vlans extensive (MX Routers)

user@host> show vlans extensive
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Routing instance: default-switch
  VLAN Name: VLAN_10                        State: Active
Tag: 10
Internal index: 2, Generation Index: 1, Origin: Static
MAC aging time: 300 seconds
Interfaces:
    ge-1/0/3.0*,tagged,trunk
Number of interfaces: Tagged 1    , Untagged 0
Total MAC count: 0

Routing instance: default-switch
  VLAN Name: VLAN_20                        State: Active
Tag: 20
Internal index: 3, Generation Index: 2, Origin: Static
MAC aging time: 300 seconds
Interfaces:
    ge-1/0/3.0*,tagged,trunk
Number of interfaces: Tagged 1    , Untagged 0
Total MAC count: 0

Sample Output (SRX Devices)

show vlans (SRX devices)

user@host> show vlans

Routing instance        VLAN name             Tag          Interfaces
default-switch          vlan-22                  22

default-switch          vlan-333                 333
                                                           ge-0/0/3.0*
                                                           ge-0/0/4.0*
default-switch          default               1

default-switch          vlan100               100
                                                           ge-0/0/1.0*

show vlans brief (SRX devices)

user@host> show vlans brief

Routing instance        VLAN name             Tag          Interfaces
default-switch          vlan-22                  22

default-switch          vlan-333                 333
                                                           ge-0/0/3.0*
                                                           ge-0/0/4.0*
default-switch          default               1

default-switch          vlan100               100
                                                           ge-0/0/1.0*     

show vlans detail (SRX devices)

user@host> show vlans detail

Routing instance: default-switch
  VLAN Name: vlan-22                           State: Active
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Tag: 22
Internal index: 2, Generation Index: 1, Origin: Static
MAC aging time: 300 seconds
VXLAN Enabled : No
Number of interfaces: Tagged 0    , Untagged 0
Total MAC count: 0

Routing instance: default-switch
  VLAN Name: vlan-333                          State: Active
Tag: 333
Internal index: 3, Generation Index: 2, Origin: Static
MAC aging time: 300 seconds
VXLAN Enabled : No
Interfaces:
    ge-0/0/3.0*,tagged,trunk
    ge-0/0/4.0*,tagged,trunk
Number of interfaces: Tagged 2    , Untagged 0
Total MAC count: 0
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traceroute ethernet

Syntax traceroute ethernet
local-mepmep-id
maintenance-associationma-name
maintenance-domainmd-name
<ttl value>
<wait seconds>
mac-address |mep-id
<detail>

Release Information Command introduced in Junos OS Release 9.0.

mep-id option introduced in Junos OS Release 9.1.

local-mep option introduced in Junos OS Release 15.1

Description Triggers the linktrace protocol to trace the route between twomaintenance points. The

result of the traceroute protocol is stored in the path database. To display the path

database, use the show oam ethernet connectivity-fault-management path-database

command.

Before using the traceroute command, you can verify the remote MEP’s MAC address

using the show oam ethernet connectivity-fault-management path-database command.

Options local-mepmep-id—(RequiredwhenmultipleMEPsare configured) Identifier for the local
maintenance endpoint.

detail—(Optional) Provide detailed information of the responder hostname, ingress port
name, egress port name, TTL, and relay action.

mac-address—Destination unicast MAC address of the remote maintenance point.

mep-id—MEP identifier of the remotemaintenancepoint. The rangeof values is 1 through
8191.

maintenance-associationma-name—Specifies an existing maintenance association
from the set of configuredmaintenance associations.

maintenance-domainmd-name—Specifies an existing maintenance domain from the

set of configuredmaintenance domains.

ttl value—Number of hops to use in the linktrace request. The range is 1 to 255 hops. The
default is 4.

waitseconds—(Optional)Maximumtime towait for a response to the traceroute request.

The range is 1 to 255 seconds. The default is 5.

Required Privilege
Level

network
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List of Sample Output traceroute ethernet on page 1067
traceroute ethernet detail on page 1067

Output Fields Table 149onpage 1066 lists theoutput fields for the tracerouteethernetcommand.Output

fields are listed in the approximate order in which they appear.

Table 149: traceroute ethernet Output Fields

Field DescriptionField Name

MAC address of the destination maintenance point.Linktrace to

Local interface used to send the linktrace message (LTM).Interface

Maintenance domain specified in the traceroute command.Maintenance Domain

Maintenance domain level configured.Level

Maintenance association specified in the traceroute command.Maintenance Association

The local maintenance end point identifier.Local Mep

4-byte identifier maintained by the MEP. Each LTM uses a
transaction identifier. The transaction identifier is maintained
globally across all Maintenance Domains. Use the transaction
identifier to match an incoming linktrace response (LTR), with a
previously sent LTM.

Transaction Identifier

Sequential hop count of the linktrace path.Hop

Number of hops remaining in the linktrace message. The time to
live (TTL) is decremented at each hop.

TTL

MAC address of the 802.1ag node responding to the LTM or

the source MAC address of the LTR.

SourceMAC address

MAC address of the egress interface of the node to which the LTM
is forwarded or

the next-hop MAC address derived from the next egress identifier
in the Egress-ID TLV of the LTR PDU.

Next-hopMAC address

Thehostnameof the responding router.Avalidhostname is received
only when the responding system is a Juniper Networks router.

Responder Hostname

The port name for ingress connections.Ingress port name

The port name for egress connections.Egress port name
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Table 149: traceroute ethernet Output Fields (continued)

Field DescriptionField Name

The configurable flags can include:

• H—Hardware only, incoming LT frame has hardware bit set.

• T— Terminal MEP, responder is a terminating MEP.

• F— FWD yes, LTM frame is relayed further.

Flags

Theassociated relayaction.Relayactioncanbeoneof the following:

• RlyHit— Relay hit; target MAC address matches the MPmac
address.

• RlyFDB—RelayFDB;outputportdecidedbyconsulting forwarding
database.

• RlyMPDB— Relay MIP; output port decided by consulting MIP
database.

Relay Action

Sample Output

traceroute ethernet

user@host> traceroute ethernetmaintenance-domainmd1maintenance-associationma1
00:01:02:03:04:05

 Linktrace to 00:01:02:03:04:05, Interface : ge-5/0/0.0
       Maintenance Domain: MD1, Level: 7
       Maintenance Association: MA1, Local Mep: 1

       Hop     TTL      Source MAC address        Next hop MAC address
       Transaction Identifier:100001
       1       63       00:00:aa:aa:aa:aa         00:00:ab:ab:ab:ab
       2       62       00:00:bb:bb:bb:bb         00:00:bc:bc:bc:bc
       3       61       00:00:cc:cc:cc:cc         00:00:cd:cd:cd:cd
       4       60       00:01:02:03:04:05         00:00:00:00:00:00

traceroute ethernet detail

user@host> run traceroute ethernetmaintenance-domainmd6maintenance-associationma6
mep 101 detail

Linktrace to 00:00:5E:00:53:CC, Interface : ge-1/0/0.1
Maintenance Domain: md6, Level: 6
Maintenance Association: ma6, Local Mep: 201
Transaction Identifier: 2077547465

Legend for RelayAction:
RlyHit  -- Relay hit, Target MAC address matches the MP mac address
RlyFDB  -- Relay FDB, output port decided by consulting FDB database
RlyMPDB -- Relay MIP, output port decided by consulting MIP database

Legend for Flags:
H -- Hardware only,incoming LT frame has hardware bit set
T -- Terminal MEP, responder is a terminating MEP
F -- FWD yes, LTM frame is relayed further
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TTL   Responder Hostname    Ingress port name     Egress port name       
RelayAction
Responder Service     Ingress MAC address   Egress MAC address     Flags
62    host1                  ge-1/0/0.1            ge-2/3/0.1             RlyFDB
br1                   00:00:5E:00:53:00     00:00:5E:00:53:A0      HF-
63    host2                 ge-2/3/0.1            ge-1/0/0.1              RlyFDB
br1                   00:00:5E:00:53:AA     00:00:5E:00:53:A2      HF-
61    host3                 ge-1/0/0.1            --:--                   RlyHit
br1                   00:00:5E:00:53:B0           --:--            H-T
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