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• Using the Examples in This Manual on page xv

• Documentation Conventions on page xvii

• Documentation Feedback on page xix

• Requesting Technical Support on page xix

Documentation and Release Notes

To obtain the most current version of all Juniper Networks
®
technical documentation,

see the product documentation page on the Juniper Networks website at

https://www.juniper.net/documentation/.

If the information in the latest release notes differs from the information in the

documentation, follow the product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject

matter experts. These books go beyond the technical documentation to explore the

nuances of network architecture, deployment, and administration. The current list can

be viewed at https://www.juniper.net/books.

Using the Examples in This Manual

If you want to use the examples in this manual, you can use the loadmerge or the load

merge relative command. These commands cause the software to merge the incoming

configuration into the current candidate configuration. The example does not become

active until you commit the candidate configuration.

If the example configuration contains the top level of the hierarchy (or multiple

hierarchies), the example is a full example. In this case, use the loadmerge command.

If the example configuration does not start at the top level of the hierarchy, the example

is a snippet. In this case, use the loadmerge relative command. These procedures are

described in the following sections.
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Merging a Full Example

Tomerge a full example, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration example into a

text file, save the file with a name, and copy the file to a directory on your routing

platform.

For example, copy the following configuration toa file andname the file ex-script.conf.

Copy the ex-script.conf file to the /var/tmp directory on your routing platform.

system {
scripts {
commit {
file ex-script.xsl;

}
}

}
interfaces {
fxp0 {
disable;
unit 0 {
family inet {
address 10.0.0.1/24;

}
}

}
}

2. Merge the contents of the file into your routing platform configuration by issuing the

loadmerge configuration mode command:

[edit]
user@host# loadmerge /var/tmp/ex-script.conf
load complete

Merging a Snippet

Tomerge a snippet, follow these steps:

1. From the HTML or PDF version of themanual, copy a configuration snippet into a text

file, save the file with a name, and copy the file to a directory on your routing platform.

For example, copy the following snippet to a file and name the file

ex-script-snippet.conf. Copy the ex-script-snippet.conf file to the /var/tmp directory

on your routing platform.

commit {
file ex-script-snippet.xsl; }

2. Move to the hierarchy level that is relevant for this snippet by issuing the following

configuration mode command:

[edit]
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user@host# edit system scripts
[edit system scripts]

3. Merge the contents of the file into your routing platform configuration by issuing the

loadmerge relative configuration mode command:

[edit system scripts]
user@host# loadmerge relative /var/tmp/ex-script-snippet.conf
load complete

For more information about the load command, see CLI Explorer.

Documentation Conventions

Table 1 on page xvii defines notice icons used in this guide.

Table 1: Notice Icons

DescriptionMeaningIcon

Indicates important features or instructions.Informational note

Indicates a situation that might result in loss of data or hardware damage.Caution

Alerts you to the risk of personal injury or death.Warning

Alerts you to the risk of personal injury from a laser.Laser warning

Indicates helpful information.Tip

Alerts you to a recommended use or implementation.Best practice

Table 2 on page xvii defines the text and syntax conventions used in this guide.

Table 2: Text and Syntax Conventions

ExamplesDescriptionConvention

To enter configuration mode, type the
configure command:

user@host> configure

Represents text that you type.Bold text like this
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Table 2: Text and Syntax Conventions (continued)

ExamplesDescriptionConvention

user@host> show chassis alarms

No alarms currently active

Represents output that appears on the
terminal screen.

Fixed-width text like this

• A policy term is a named structure
that defines match conditions and
actions.

• Junos OS CLI User Guide

• RFC 1997,BGPCommunities Attribute

• Introduces or emphasizes important
new terms.

• Identifies guide names.

• Identifies RFC and Internet draft titles.

Italic text like this

Configure themachine’s domain name:

[edit]
root@# set system domain-name
domain-name

Represents variables (options for which
you substitute a value) in commands or
configuration statements.

Italic text like this

• To configure a stub area, include the
stub statement at the [edit protocols
ospf area area-id] hierarchy level.

• Theconsoleport is labeledCONSOLE.

Represents names of configuration
statements, commands, files, and
directories; configurationhierarchy levels;
or labels on routing platform
components.

Text like this

stub <default-metricmetric>;Encloses optional keywords or variables.< > (angle brackets)

broadcast | multicast

(string1 | string2 | string3)

Indicates a choice between themutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

| (pipe symbol)

rsvp { # Required for dynamicMPLS onlyIndicates a comment specified on the
same lineas theconfiguration statement
to which it applies.

# (pound sign)

community namemembers [
community-ids ]

Encloses a variable for which you can
substitute one or more values.

[ ] (square brackets)

[edit]
routing-options {
static {
route default {
nexthop address;
retain;

}
}

}

Identifies a level in the configuration
hierarchy.

Indention and braces ( { } )

Identifies a leaf statement at a
configuration hierarchy level.

; (semicolon)

GUI Conventions

• In the Logical Interfaces box, select
All Interfaces.

• To cancel the configuration, click
Cancel.

Representsgraphicaluser interface(GUI)
items you click or select.

Bold text like this
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Table 2: Text and Syntax Conventions (continued)

ExamplesDescriptionConvention

In the configuration editor hierarchy,
select Protocols>Ospf.

Separates levels in a hierarchy of menu
selections.

> (bold right angle bracket)

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can

improve the documentation. You can provide feedback by using either of the following

methods:

• Online feedback rating system—On any page of the Juniper Networks TechLibrary site

at https://www.juniper.net/documentation/index.html, simply click the stars to rate the

content, anduse thepop-up formtoprovideuswith informationabout your experience.

Alternately, you can use the online feedback form at

https://www.juniper.net/documentation/feedback/.

• E-mail—Sendyourcommentsto techpubs-comments@juniper.net. Includethedocument

or topic name, URL or page number, and software version (if applicable).

Requesting Technical Support

Technical product support is available through the JuniperNetworksTechnicalAssistance

Center (JTAC). If you are a customer with an active J-Care or Partner Support Service

support contract, or are covered under warranty, and need post-sales technical support,

you can access our tools and resources online or open a case with JTAC.

• JTAC policies—For a complete understanding of our JTAC procedures and policies,

review the JTAC User Guide located at

https://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

• Product warranties—For product warranty information, visit

https://www.juniper.net/support/warranty/.

• JTAC hours of operation—The JTAC centers have resources available 24 hours a day,

7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online

self-service portal called the Customer Support Center (CSC) that provides youwith the

following features:

• Find CSC offerings: https://www.juniper.net/customers/support/

• Search for known bugs: https://prsearch.juniper.net/

• Find product documentation: https://www.juniper.net/documentation/

• Find solutions and answer questions using our Knowledge Base: https://kb.juniper.net/
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• Download the latest versions of software and review release notes:

https://www.juniper.net/customers/csc/software/

• Search technical bulletins for relevant hardware and software notifications:

https://kb.juniper.net/InfoCenter/

• Join and participate in the Juniper Networks Community Forum:

https://www.juniper.net/company/communities/

• Open a case online in the CSC Case Management tool: https://www.juniper.net/cm/

Toverify serviceentitlementbyproduct serial number, useourSerialNumberEntitlement

(SNE) Tool: https://entitlementsearch.juniper.net/entitlementsearch/

Opening a Casewith JTAC

You can open a case with JTAC on theWeb or by telephone.

• Use the Case Management tool in the CSC at https://www.juniper.net/cm/.

• Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see

https://www.juniper.net/support/requesting-support.html.
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CHAPTER 1

Overview

• UTMOverview on page 21

• Licensing Requirements for UTM Features on NFX Devices on page 25

UTMOverview

Unified threat management (UTM) provides multiple security features and services in a

single device or service on the network, protecting users from security threats in a

simplifiedway. UTM includes functions such as antivirus, antispam, content filtering, and

web filtering. UTMsecures the network fromviruses,malware, ormalicious attachments

by scanning the incoming data using Deep Packet Inspection and prevents access to

unwanted websites by installing EnhancedWeb filtering. For more information, see the

following topics:

• Unified Threat Management Overview on page 21

• UnderstandingWELF Logging for UTM Features on page 22

• Example: ConfiguringWELF Logging for UTM Features on page 23

Unified Threat Management Overview

UnifiedThreatManagement (UTM) isa termused todescribe theconsolidationof several

security features intoonedevice, protectingagainstmultiple threat types. Theadvantage

ofUTM isstreamlined installationandmanagementof thesemultiple security capabilities.

The security features provided as part of the UTM solution for NFX devices are:

• AntispamFiltering—E-mail spam consists of unwanted e-mailmessages, usually sent

by commercial, malicious, or fraudulent entities. The antispam feature examines

transmitted e-mail messages to identify e-mail spam.When the device detects an

e-mail message deemed to be spam, it either drops themessage or tags themessage

header or subject field with a preprogrammed string. The antispam feature uses a

constantlyupdatedspamblock list (SBL).Sophosupdatesandmaintains the IP-based

SBL. The antispam feature is a separately licensed subscription service.

• Content Filtering—Content filtering blocks or permits certain types of traffic based on

theMIME type, file extension, protocol command, and embedded object type. Content

filtering does not require a separate license.
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• Web Filtering—Web filtering lets youmanage Internet usage by preventing access to

inappropriateWeb content. There are two types ofWeb filtering solutions. The redirect

Web filtering solution intercepts HTTP requests and forwards the server URL to an

external URL filtering server provided byWebsense to determine whether to block or

permit the requestedWeb access. Redirect Web filtering does not require a separate

license.With Juniper LocalWebFiltering, thedecision-making for blockingorpermitting

Web access is done on the device after it identifies the category for a URL from

user-defined categories stored on the device.With Local filtering, there is no additional

Juniper license or remote category server required.

• Sophos Antivirus—Sophos antivirus scanning is offered as a less CPU-intensive

alternative to the full file-based antivirus feature. Sophos supports the sameprotocols

as full antivirus and functions in much the samemanner; however, it has a smaller

memory footprint and is compatible with lower end devices that have less memory.

Sophosantivirus is asan in-the-cloudantivirus solution.Theviruspatternandmalware

database is located on external servers maintained by Sophos (Sophos Extensible

List) servers, thus there is no need to download andmaintain large pattern databases

on the Juniper device. The Sophos antivirus scanner also uses a local internal cache

to maintain query responses from the external list server to improve lookup

performance.

NOTE: The sessions-per-client limit CLI command, which imposes a session

throttle to prevent amalicious user from generating large amounts of traffic
simultaneously, supports the antispam, content filtering, and antivirus UTM
features. It does not supportWeb filtering.

NOTE: Starting with Junos OS Release 18.2 R1, the NFX150 devices support
up to 500 UTM policies, profiles, MIME patterns, filename extensions, and
protocol commands, and up to 1000 customURL patterns and customURL
categories.

Understanding UTMCustomObjects

Before youcanconfiguremostUTMfeatures, youmust first configure the customobjects

for the feature in question. Custom objects are global parameters for UTM features. This

means that configured custom objects can be applied to all UTM policies where

applicable, rather than only to individual policies.

The following UTM features make use of certain custom objects:

• Anti-Spam(see “Server-BasedAntispamFilteringConfigurationOverview”onpage46)

• Content Filtering (see “Content Filtering Configuration Overview” on page 66)

UnderstandingWELF Logging for UTM Features

UTM features support theWELF standard. TheWELF Reference defines theWebTrends

industry standard log fileexchange format.Anysystemlogging to this format is compatible
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with Firewall Suite 2.0 and later, Firewall Reporting Center 1.0 and later, and Security

Reporting Center 2.0 and later.

AWELF log file is composed of records. Each record is a single line in the file. Records

are always in chronological order. The earliest record is the first record in the file; the

most recent record is the last record in the file. WELF places no restrictions on log

filenames or log file rotation policies.

NOTE: EachWELF record is composed of fields. The record identifier field
(id=)mustbe the first field ina record.All other fields canappear inanyorder.

The following is a sampleWELF record:

id=firewall time="2000-2-4 12:01:01" fw=192.168.0.238 pri=6 rule=3 proto=http
src=192.168.0.23 dst=6.1.0.36 rg=www.example.com/index.html op=GET result=0
rcvd=1426

The fields from the exampleWELF record include the following required elements (all

other fields are optional):

• id (Record identifier)

• time (Date/time)

• fw (Firewall IP address or name)

• pri (Priority of the record)

Example: ConfiguringWELF Logging for UTM Features

This example shows how to configureWELF logging for UTM features.

• Requirements on page 23

• Overview on page 23

• Configuration on page 24

• Verification on page 25

Requirements

Before you begin, review the fields used to create aWELF log file and record. See

UnderstandingWELF Logging for UTM Features.

Overview

AWELF log file is composed of records. Each record is a single line in the file. Records

are always in chronological order. The earliest record is the first record in the file; the

most recent record is the last record in the file. WELF places no restrictions on log

filenames or log file rotation policies. In this example, the severity level is emergency and

the name of the security log stream is utm-welf.

23Copyright © 2018, Juniper Networks, Inc.

Chapter 1: Overview



Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,

and then enter commit from configuration mode.

set security log source-address 1.2.3.4 stream utm-welf
set security log source-address 1.2.3.4 stream utm-welf format welf
set security log source-address 1.2.3.4 stream utm-welf format welf category
content-security

set security log source-address 1.2.3.4 stream utm-welf format welf category
content-security severity emergency

set security log source-address 1.2.3.4 stream utm-welf format welf category
content-security severity emergency host 5.6.7.8

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode in the CLI User Guide.

To configureWELF logging for UTM features:

1. Set the security log source IP address.

[edit security log]
user@host# set source-address 1.2.3.4

NOTE: Youmust save theWELF loggingmessages to a dedicated
WebTrends server.

2. Name the security log stream.

[edit security log]
user@host# set source-address 1.2.3.4 stream utm-welf

3. Set the format for the log messages.

[edit security log]
user@host# set source-address 1.2.3.4 stream utm-welf format welf

4. Set the category of log messages that are sent.

[edit security log]
user@host# set source-address 1.2.3.4 stream utm-welf format welf category
content-security

5. Set the severity level of log messages that are sent.

[edit security log]
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user@host# set source-address 1.2.3.4 stream utm-welf format welf category
content-security severity emergency

6. Enter thehostaddressof thededicatedWebTrendsserver towhich the logmessages

are to be sent.

[edit security log]
user@host# set source-address 1.2.3.4 stream utm-welf format welf category
content-security severity emergency host 5.6.7.8

Results From configuration mode, confirm your configuration by entering the show security log

command. If the output does not display the intended configuration, repeat the

configuration instructions in this example to correct it.

[edit]
user@host# show security log
stream utm-welf {
   severity emergency;
   format welf;
   category content—security;
   host {
       5.6.7.8;
   }
}

If you are done configuring the device, enter commit from configuration mode.

Verification

Verifying the Security Log

Purpose Verify that theWELF log for UTM features is complete.

Action Fromoperationalmode, enter the showsecurityutmstatus command to verify if theUTM

service is running or not.

See Also Understanding UTM Support for Active/Backup Chassis Cluster•

• Understanding UTM Licensing

Related
Documentation

Antispam Filtering Overview on page 43•

Licensing Requirements for UTM Features on NFX Devices

Themajority of UTM features function as a subscription service requiring a license. You

can redeem this license once you have purchased your subscription license SKUs. You

redeem your license by entering your authorization code and chassis serial number into
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the Customer Service License Management System (LMS) interface. Once your

entitlement is generated, you can use the CLI from your device to send a license update

request to the LMS server. The LMS server then sends your subscription license directly

to the device.

NOTE: UTM requires 1 GB of memory.

Table 3: UTM Feature Subscription Service License Requirements

Requires LicenseUTM Feature

YesAntispam

YesAntivirus: sophos

NoContent Filtering

NoWeb Filtering: redirect

NoWeb Filtering: local

YesWeb Filtering: enhanced

NOTE: License enforcement is supported on all NFX150 devices. Licensed
features including anti-virus or EnhancedWebFilteringwill not function until
a license has been installed. The licensemust be installed after installing or
upgrading to a new Junos OS Release version. Unlicensed features such as
UTM blacklists and whitelists will continue to function without a license.

Toapply theUTMsubscription license toNFX150devices, use the followingCLI command:

user@host> request system license add terminal

Reboot the device for the configuration to take effect.

Related
Documentation

• Sophos Antivirus Protection on NFX Devices on page 27
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CHAPTER 2

Antivirus Protection

• Sophos Antivirus Protection on NFX Devices on page 27

Sophos Antivirus Protection on NFX Devices

The Sophos antivirus scanner uses a local internal cache to maintain query responses

from the external list server to improve lookup performance. For more information, see

the following topics:

• Sophos Antivirus Protection Overview on page 27

• Sophos Antivirus Features on page 28

• Understanding Sophos Antivirus Data File Update on page 29

• Sophos Antivirus Configuration Overview on page 30

• Configuring Sophos Antivirus CustomObjects on page 30

• Configuring Sophos Antivirus Feature Profile on page 31

• Configuring Sophos Antivirus UTM Policies on page 35

• Configuring Sophos Antivirus Firewall Security Policies on page 36

• Managing Sophos Antivirus Data Files on page 36

Sophos Antivirus Protection Overview

Sophos supports the same protocols as full antivirus and functions in much the same

manner; however, it has a smaller memory footprint and is compatible with lower end

devices that have less memory.

Sophos antivirus is an in-the-cloud antivirus solution. The virus pattern andmalware

database is located on external servers maintained by Sophos (Sophos Extensible List)

servers, thus there is no need to download andmaintain large pattern databases on the

Juniper device. The Sophos antivirus scanner also uses a local internal cache tomaintain

query responses from the external list server to improve lookup performance.

Becauseasignificantamountof traffic processedby JuniperUnifiedThreatManagement

(UTM) is HTTP based, Uniform Resource Identifier (URI) checking is used to effectively

prevent malicious content from reaching the endpoint client or server. The following

checks are performed for HTTP traffic: URI lookup, true file type detection, and file

checksum lookup. The following application layer protocols are supported: HTTP, FTP,

SMTP, POP3 and IMAP.
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NOTE: IPv6 pass-through traffic for HTTP, HTTPS, FTP, SMTP, POP3, IMAP
protocols is supported forSophosantivirus,WebfilteringandContent filtering
security features of UTM.

Sophos Antivirus Features

Sophos antivirus has the following main features:

• SophosantivirusexpandedMIMEdecodingsupport—Sophosantivirusoffersdecoding
support for HTTP, POP3, SMTP, and IMAP. MIME decoding support includes the

following for each supported protocol:

• Multipart and nested header decoding

• Base64decoding, printedquotedecoding, andencodedworddecoding in thesubject

field

• Sophos antivirus supports HTTPS traffic—Sophos antivirus over SSL forward proxy

does soby interceptingHTTPS traffic passing through thedevice. The security channel

from the device is divided as one SSL channel between the client and the device, and

another SSL channel between the device and the HTTPS server. SSL forward proxy

acts as the terminal for both channels and forwards the cleartext traffic to UTM. UTM

extracts the URL and the file checksum information from cleartext traffic. The Sophos

antivirus scanner determines whether to block or permit the requests.

SSL forward proxy does not support client authentication. If client authentication is

required by the server, UTM bypasses the traffic. UTM bypasses the HTTPS traffic

under the following conditions:

• If SSL proxy does not parse the first handshake packet from the client, SSL forward

proxy bypasses the traffic.

• If the SSL proxy handshake with the client and server is incomplete because of

compatibility issues, connection drops.

• If the system resource is low, SSL forward proxy cannot handle the new connection

and Sophos antivirus bypasses the traffic.

• IfHTTPStraffic hits thewhitelist ofSSL forwardproxy,SSL forwardproxyandSophos

antivirus bypass the traffic.

• Sophosantivirusscan resulthandling—WithSophosantivirus, theTCP, traffic is closed

gracefully when a virus is found and the data content is dropped.

The following failmodeoptionsare supported: content-size, default, engine-not-ready,

out-of-resource, timeout, and too-many-requests. You can set the following actions:

block, log-and-permit, and permit. Fail mode handling of supported options with

Sophos is much the same as with full antivirus.

• Sophos Uniform Resource Identifier checking—Sophos provides Uniform Resource

Identifier (URI) checking, which is similar to antispam realtime blackhole list (RBL)

lookups. URI checking is a way of analyzing URI content in HTTP traffic against the

Sophos database to identify malware or malicious content. Becausemalware is
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predominantly static, a checksummechanism is used to identify malware to improve

performance. Files that are capable of using a checksum include .exe, .zip, .rar, .swf,

.pdf, and .ole2 (doc and xls).

NOTE: If youhavea JuniperNetworksdeviceprotectingan internalnetwork
that has no HTTP traffic, or has webservers that are not accessible to the
outside world, youmight want to turn off URI checking. If the webservers
are not accessible to the outside world, it is unlikely that they contain URI
information that is in the Sophos URI database. URI checking is on by
default.

Understanding Sophos Antivirus Data File Update

Sophosantivirususesa small set ofdata files thatneed tobeupdatedperiodically. These

data files only contain information on guiding scanning logic and do not contain the full

pattern database. Themain pattern database, which includes protection against critical

viruses, URI checks,malware,worms, Trojans, and spyware, is located on remoteSophos

Extensible List servers maintained by Sophos.

The Sophos data files are updated over HTTP or HTTPS and can be updatedmanually

or scheduled to update automatically. With Sophos antivirus:

• The signature database auto-update interval is once a day by default. This interval

can be changed.

• There is no interruption in virus scanning capability during the data file update. If the

update fails, the existing data files will continue to be used.

• By default, the URL for Sophos antivirus data file update is

http://update.juniper-updates.net/SAV/.

NOTE: The Sophos antivirus scanning feature is a separately licensed
subscription service. When your antivirus license key expires, functionality
will no longerworkbecause thepattern lookupdatabase is locatedon remote
Sophos servers. You have a 30-day grace period in which to update your
license.
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Sophos Antivirus Configuration Overview

Sophos antivirus is part of the Unified Threat Management (UTM) feature set, so you

first configure UTMoptions (customobjects), configure the Sophos Feature, then create

aUTMpolicy anda security policy. The security policy controls all traffic that is forwarded

by the device, and the UTM policy specifies which parameters to use to scan traffic. The

UTM policy is also used to bind a set of protocols to one or more UTM feature profiles,

including Sophos antivirus in this case.

Youmust complete the following tasks to configure Sophos antivirus:

1. Configure UTM custom objects and MIME lists. See “Configuring Sophos Antivirus

CustomObjects” on page 30.

2. Configure the Sophos antivirus feature profile. See “Configuring Sophos Antivirus

Feature Profile” on page 31.

3. Configure a UTMpolicy. See “Configuring Sophos Antivirus UTMPolicies” on page 35.

4. Configureasecuritypolicy.See “ConfiguringSophosAntivirusFirewallSecurityPolicies”

on page 36.

Configuring Sophos Antivirus CustomObjects

To configure antivirus protection using the CLI, you must create your custom objects in

the following order:

1. Configure MIME lists. This includes creating a MIME whitelist and a MIME exception

list for antivirus scanning. In this procedure, youbypass scanning ofQuickTime videos,

unless if they contain the MIME type quicktime-inappropriate.

WARNING: Whenyouconfigure theMIMEwhitelist feature, beaware that,
because header information in HTTP traffic can be spoofed, you cannot
always trust HTTP headers to be legitimate. When aWeb browser is
determining the appropriate action for a given file type, it detects the file
type without checking the MIME header contents. However, the MIME
whitelist feature does refer to theMIME encoding in theHTTP header. For
these reasons, it is possible in certain cases for amalicious website to
provide an invalid HTTP header. For example, a network administrator
might inadvertently add amalicious website to a MIMEwhitelist, and,
because the site is in the whitelist, it will not be blocked by Sophos even
thoughSophoshas identified thesiteasmalicious in itsdatabase. Internal
hosts would then be able to reach this site and could become infected.

a. Create the MIME whitelist.

[edit security utm]
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user@host# set custom-objectsmime-pattern avmime2 value [video/quicktime
image/x-portable-anymap x-world/x-vrml]

b. Create the MIME exception list.

[edit security utm]
user@host# set custom-objectsmime-pattern exception-avmime2 value
[video/quicktime-inappropriate]

2. Configure aURL pattern list (whitelist) of URLs or addresses that youwant to bypass.

After you create the URL pattern list, you create a custom URL category list and add

the pattern list to it. Configure a URL pattern list custom object by creating the list

name and adding values to it as follows.

NOTE: Because you use URL pattern lists to create customURL category
lists, youmust configure URL pattern list custom objects before you
configure customURL category lists.

[edit security utm]
user@host# set custom-objects url-pattern urllist2 value [http://www. example.net
192.168.1.5]

NOTE: URL pattern wildcard support—The wildcard rule is as follows:

\*\.[]\?* and youmust precede all wildcard URLs with http://. You can

only use “*” if it is at the beginning of the URL and is followed by a “.”. You

can only use “?” at the end of the URL.

The following wildcard syntax is supported: http://*.example.net,

http://www.example.ne?,http://www.example.n??. The followingwildcard

syntax is not supported: *.example.net , www.example.ne?,
http://*example.net, http://*.

3. Configure a custom URL category list custom object by using the URL pattern list

urllist2 that you created earlier:

[edit security utm]
user@host# set custom-objects custom-url-category custurl2 value urllist2

To verify the configuration, enter the show security utm custom-objects command.

Configuring Sophos Antivirus Feature Profile

This procedure shows you how to configure a Sophos antivirus profile that defines the

parameters that will be used for virus scanning.
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NOTE: This procedure shows you how to create a custom Sophos profile. If
you want to use the Juniper Networks preconfigured profile, use the profile
named junos-sophos-av-defaults inyourUTMpolicy.See“ConfiguringSophos
Antivirus UTM Policies” on page 35.

1. Select and configure the engine type. Because you are configuring Sophos antivirus,

you configure sophos-engine.

[edit]
user@host# set security utm feature-profile anti-virus sophos-engine

2. Commit the configuration.

3. Select a time interval for updating the data files. The default antivirus pattern-update

interval is 1440minutes (every 24 hours). You can choose to leave this default, or you

can change it. You can also force amanual update, if needed. To change the default

from every 24 hours to every 48 hours:

[edit security utm feature-profile anti-virus]
user@host# set sophos-engine pattern-update interval 2880

4. Configure the network device with the proxy server details, to download the pattern

update from a remote server:

[edit security utm feature-profile anti-virus]
user@host# set sophos-engine pattern-update proxy

5. In most circumstances, you will not need to change the URL to update the pattern

database. If you do need to change the URL, use the following command:

[edit security utm feature-profile anti-virus]
user@host# set sophos-engine pattern-update url
http://www.example.net/test-download

6. You can configure the device to notify a specified administrator when data files are

updated. This is an e-mail notification with a custommessage and a custom subject

line.

[edit security utm feature-profile anti-virus]
user@host# set sophos-engine pattern-update email-notify admin-email
admin@example.net custom-message “Sophos antivirus data file was updated”
custom-message-subject “AV data file updated”

7. Configure a list of fallback options as block, log and permit, or permit. The default

setting is log-and-permit. You can use the default settings, or you can change them.

Configure the content size action. In this example, if the content size is exceeded, the

action taken is block.
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Create the profile named sophos-prof1.

[edit security utm feature-profile anti-virus]
user@host# edit sophos-engine profile sophos-prof1

Configure the content size fallback-option to block.

[edit security utm feature-profile anti-virus sophos-engine profile sophos-prof1]
user@host# set fallback-options content-size block

Configure the default fallback option to log-and-permit.

[edit security utm feature-profile anti-virus sophos-engine profile sophos-prof1]
user@host# set fallback-options default log-and-permit

Configure log-and-permit if the antivirus engine is not ready.

[edit security utm feature-profile anti-virus sophos-engine profile sophos-prof1]
user@host# set fallback-options engine-not-ready log-and-permit

Configure log-and-permit if the device is out of resources.

[edit security utm feature-profile anti-virus sophos-engine profile sophos-prof1]
user@host# set fallback-options out-of-resources log-and-permit

Configure log-and-permit if a virus scan timeout occurs.

[edit security utm feature-profile anti-virus sophos-engine profile sophos-prof1]
user@host# set fallback-options timeout log-and-permit

Configure log-and-permit if thereare toomany requests for the virus engine tohandle.

[edit security utm feature-profile anti-virus sophos-engine profile sophos-prof1]
user@host# set fallback-options too-many-requests log-and-permit

8. Configure notification options. You can configure notifications for fallback blocking,

fallback nonblocking actions, and virus detection.

In this step, configure a custommessage for the fallback blocking action and send a

notification for protocol-only actions to the administrator and the sender.

[edit security utm feature-profile anti-virus sophos-engine profile sophos-prof1]
user@host# set notification-options fallback-block custom-message ***Fallback
block action occurred*** custom-message-subject Antivirus Fallback Alert
notify-mail-sender type protocol-only allow email administrator-email
admin@example.net

9. Configure a notification for protocol-only virus detection, and send a notification.

[edit security utm feature-profile anti-virus sophos-engine profile sophos-prof1]
user@host#set notification-options virus-detection type protocol-only
notify-mail-sendercustom-message-subject***Virusdetected***custom-message
Virus has been detected

10. Configure content size parameters.
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NOTE: When you configure the content-size value, keep inmind that in
certain cases, content size is available in the protocol headers, so the
max-content-size fallback is applied before a scan request is sent.
However, in many cases, content size is not provided in the protocol
headers. In these cases, the TCP payload is sent to the antivirus scanner
andaccumulates until the endof thepayload. If theaccumulatedpayload
exceeds themaximumcontentsizevalue, thenmax-content-size fallback
is applied. The default fallback action is log and permit, so youmay want
to change this option to block, inwhich case such apacket is droppedand
a blockmessage is sent to the client.

In this example, if the content size exceeds 20MB, the packet is dropped.

[edit security utm feature-profile anti-virus sophos-engine profile sophos-prof1]
user@host# set scan-options content-size-limit 20000

11. URI checking is on by default. To turn off URI checking:

[edit security utm feature-profile anti-virus sophos-engine profile sophos-prof1]
user@host# set scan-options no-uri-check

12. Configure the timeout setting for the scanning operation to 1800 seconds.

[edit security utm feature-profile anti-virus sophos-engine profile sophos-prof1]
user@host# set scan-options timeout 1800

13. The Sophos Extensible List servers contain the virus andmalware database for

scanning operations. Set the response timeout for these servers to 3 seconds (the

default is 2 seconds).

[edit security utm feature-profile anti-virus sophos-engine profile sophos-prof1]
user@host# set scan-options sxl-timeout 3

14. Configure the Sophos Extensible List server retry option to 2 retries (the default is 1).

[edit security utm feature-profile anti-virus sophos-engine profile sophos-prof1]
user@host# set scan-options sxl-retry 2

15. Configure the trickling setting to 180 seconds. If you use trickling, you can also set

timeout parameters. Trickling applies only to HTTP. HTTP trickling is a mechanism

used toprevent theHTTPclient or server fromtimingoutduringa file transfer or during

antivirus scanning.

WARNING: Whenyouenable thetricklingoption, keep inmindthat trickling
might sendpartofa file to theclientduring itsantivirus scan. It is therefore
possible that some of the content could be received by the client before
the file has been fully scanned.
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[edit security utm feature-profile anti-virus]
user@host# set sophos-engine profile sophos-prof1 trickling timeout 180

16. Configure the antivirus module to use MIME bypass lists and exception lists. You can

use your own custom object lists, or you can use the default list that ships with the

device called junos-default-bypass-mime. In this example, you use the lists that you

set up earlier.

[edit security utm feature-profile anti-virus]
user@host# setmime-whitelist list avmime2
[edit security utm feature-profile anti-virus]
user@host# setmime-whitelist list exception-avmime2

17. Configure theantivirusmodule touseURLbypass lists. If youareusingaURLwhitelist,

this is a customURL category you have previously configured as a customobject. URL

whitelists are valid only for HTTP traffic. In this example you use the lists that you set

up earlier.

[edit security utm feature-profile anti-virus]
user@host# set url-whitelist custurl2

To view the antivirus status, enter the show security utm anti-virus status command.

Configuring Sophos Antivirus UTMPolicies

After you have created an antivirus feature profile, you configure a UTM policy for an

antivirus scanning protocol and attach this policy to a feature profile. In this procedure,

HTTP will be scanned for viruses, as indicated by the http-profile statement. You can

scan other protocols as well by creating different profiles or adding other protocols to

the profile, such as: imap-profile, pop3-profile, and smtp-profile.

To configure a UTM policy for Sophos antivirus:

1. Go to the edit security utm hierarchy.

[edit]
user@host# edit security utm

2. Create the UTM policy utmp3 and attach it to the http-profile sophos-prof1.

[edit security utm]
user@host# set utm-policy utmp3 anti-virus http-profile sophos-prof1

NOTE: Youcanuse thedefaultSophos featureprofile settingsby replacing
sophos-prof1 in the above statement with junos-sophos-av-defaults.

To verify the configuration, enter the show security utm utm-policy utmp3 command.
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Configuring Sophos Antivirus Firewall Security Policies

This procedure describes how to create a firewall security policy that will cause traffic

from the untrust zone to the trust zone to be scanned by Sophos antivirus using the

feature profile settings defined in “Configuring Sophos Antivirus Feature Profile” on

page 31. Because thematch application configuration is set to any, all application types

will be scanned.

To configure a security policy for Sophos antivirus:

1. Configure the untrust to trust policy to match any source-address.

[edit security]
user@host# set policies from-zone untrust to-zone trust policy p3match
source-address any

2. Configure the untrust to trust policy to match any destination-address.

[edit security]
user@host# set policies from-zone untrust to-zone trust policy p3match
destination-address any

3. Configure the untrust to trust policy to match any application type.

[edit security]
user@host# set policies from-zone untrust to-zone trust policy p3match application
any

4. Attach the UTM policy named utmp3 to the firewall security policy. This will cause

matched traffic to be scanned by the Sophos antivirus feature.

[edit security]
user@host# set policies from-zone untrust to-zone trust policy p3 then permit
application-services utm-policy utmp3

To verify the configuration, enter the show security policies command.

Managing Sophos Antivirus Data Files

In this example, you configure the device to update the data files automatically every

4320minutes (every 3 days).

NOTE: Thedefault data file update interval is 1440minutes (every 24hours).

To automatically update Sophos data files:

[edit security utm feature-profile anti-virus]
user@host# set sophos-engine pattern-update interval 4320

NOTE: The following commands are performed fromCLI operational mode.

Copyright © 2018, Juniper Networks, Inc.36

UTM Feature Guide for NFX Devices



Tomanually update data files:

user@host> request security utm anti-virus sophos-engine pattern-update

Tomanually reload data files:

user@host> request security utm anti-virus sophos-engine pattern-reload

Tomanually delete data files:

user@host> request security utm anti-virus sophos-engine pattern-delete

To check the status of antivirus, which also shows the data files version:

user@host> show security utm anti-virus status

To check the status of the proxy server:

user@host> show security utm anti-virus status

Related
Documentation

• Antispam Filtering Overview on page 43

• Server-Based Antispam Filtering on page 44

• Local-List Antispam Filtering on page 53
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CHAPTER 3

Whitelists

• Whitelists on page 39

• HTTP Trickling on NFX Devices on page 41

Whitelists

A URL whitelist defines all the URLs listed for a specific category to always bypass the

scanning process. The whitelist include hostnames that you want to exempt from

undergoing SSL proxy processing. For more information, see the following topics:

• Understanding MIMEWhitelists on page 39

• Example: Configuring MIMEWhitelists to Bypass Antivirus Scanning on page 40

• Understanding URLWhitelists on page 40

• Configuring URLWhitelists to Bypass Antivirus Scanning (CLI Procedure) on page 41

UnderstandingMIMEWhitelists

The gateway device uses MIME (Multipurpose Internet Mail Extension) types to decide

which traffic may bypass antivirus scanning. The MIME whitelist defines a list of MIME

types and can contain one or many MIME entries.

A MIME entry is case-insensitive. An empty MIME is an invalid entry and should never

appear in the MIME list. If the MIME entry ends with a / character, prefix matching takes

place. Otherwise, exact matching occurs.

There are two types of MIME lists used to configure MIME type antivirus scan bypassing:

• mime-whitelist list—This is thecomprehensive list for thoseMIMEtypes that canbypass

antivirus scanning.

• exception list—The exception list is a list for excluding someMIME types from the

mime-whitelist list. This list is a subset of MIME types found in the mime-whitelist.

For example, if the mime-whitelist includes the entry,video/ and the exception list

includes the entry video/x-shockwave-flash, by using these two lists, you can bypass

objectswith “video/”MIMEtypebutnotbypass “video/x-shockwave-flash”MIMEtype.

You should note that there are limits for mime-whitelist entries as follows:

• Themaximum number of MIME items in a MIME list is 50.
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• Themaximum length of each MIME entry is restricted to 40 bytes.

• Themaximum length of a MIME list name string is restricted to 40 bytes.

Example: ConfiguringMIMEWhitelists to Bypass Antivirus Scanning

This example shows how to configure MIME whitelists to bypass antivirus scanning.

• Requirements on page 40

• Overview on page 40

• Configuration on page 40

• Verification on page 40

Requirements

Before you begin, decide the type of MIME lists used to configure MIME type antivirus

scan bypassing. See “Understanding MIMEWhitelists” on page 39.

Overview

In this example, you createMIME lists calledavmime2andex-avmime2andaddpatterns

to them.

Configuration

Step-by-Step
Procedure

To configure MIME whitelists to bypass antivirus scanning:

Create MIME lists and add patterns to the lists.1.

[edit]
user@host# set security utm custom-objectsmime-pattern avmime2 value
[video/quicktime image/x-portable-anymap x-world/x-vrml]

user@host# set security utm custom-objectsmime-pattern ex-avmime2 value
[video/quicktime-inappropriate]

2. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Verification

To verify the configuration is working properly, enter the show security utm command.

Understanding URLWhitelists

A URL whitelist defines all the URLs listed for a specific category to always bypass the

scanning process. The whitelist includes hostnames that you want to exempt from

undergoing SSL proxy processing. There are also legal requirements to exempt financial

and banking sites; such exemptions are achieved by configuring URL categories

corresponding to those hostnames under the URL whitelists. If any URLs do not require

scanning, corresponding categories can be added to this whitelisting.
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Startingwith JunosOSRelease 15.1X49-D80and JunosOSRelease 17.3R1, thewhitelisting

feature is extended to include URL categories supported by UTM in the whitelist

configurationofSSL forwardproxy. Formore information, seeApplicationSecurity Feature

Guide for Security Devices.

Starting with Junos OS Release 17.4R1, the whitelisting feature is extended to support

custom URL categories supported by UTM in the whitelist configuration of SSL forward

proxy.

Configuring URLWhitelists to Bypass Antivirus Scanning (CLI Procedure)

To configure URL whitelists, use the following CLI configuration statements:

security utm custom-objects {
custom-url-category { ; set of list
name url-category-name; #mandatory
value url-pattern-name;

}
}

Release History Table DescriptionRelease

Starting with Junos OS Release 17.4R1, the whitelisting feature is extended to
support customURLcategories supportedbyUTM in thewhitelist configuration
of SSL forward proxy.

17.4R1

Startingwith JunosOSRelease 15.1X49-D80 and JunosOSRelease 17.3R1, the
whitelisting feature is extended to include URL categories supported by UTM
in the whitelist configuration of SSL forward proxy. For more information, see
Application Security Feature Guide for Security Devices.

15.1X49-D80

Related
Documentation

Full Antivirus File Scanning•

• Full Antivirus Scan Results and Fallback Options

HTTP Trickling on NFX Devices

HTTP trickling is amechanismused to prevent theHTTP client or server from timing-out

during a file transfer or during antivirus scanning. Formore information, see the following

topics:

• Understanding HTTP Trickling on page 41

• Configuring HTTP Trickling on NFX Devices on page 42

Understanding HTTP Trickling

HTTP trickling is the forwarding of specified amounts of unscanned HTTP traffic to the

requesting HTTP client to prevent the browser window from timing out while the scan

manager examines downloadedHTTP files. The device forwards small amounts of data

in advance of transferring an entire scanned file. HTTP Trickling is time-based and there
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is only one parameter, the time-out interval, to configure for this feature. By default,

trickling is disabled.

NOTE: The timeout based trickling is packet driven. Thismeans, if no packet
is received within a certain time frame, HTTP trickling is discontinued. This
setting is only supported for HTTP connections.

Configuring HTTP Trickling on NFX Devices

To configure HTTP trickling on NFX devices, use the following command:

user@host#setsecurityutmfeature-profileanti-virussophos-engineprofileprofile-name
trickling timeout seconds
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CHAPTER 4

Antispam Filtering

• Antispam Filtering Overview on page 43

• Server-Based Antispam Filtering on page 44

• Local-List Antispam Filtering on page 53

Antispam Filtering Overview

Antispamfilteringallowsyou to tagorblockunwantede-mail traffic by scanning inbound

andoutboundSMTPe-mail traffic.Antispamfilteringallowsyou tousebotha third-party

server-based spam block list (SBL) and to optionally create your own local whitelists

and blacklists for filtering against e-mail messages. For more information, see the

following topics:

• Antispam Filtering Overview on page 43

Antispam Filtering Overview

Spam consists of unwanted e-mail messages, usually sent by commercial, malicious, or

fraudulent entities. The antispam feature examines transmitted e-mail messages to

identify spam.When the device detects a message deemed to be spam, it blocks the

e-mail message or tags the e-mail message header or subject with a preprogrammed

string.

Antispam filtering allows you to use both a third-party server-based spam block list

(SBL) and to optionally create your own local whitelists (benign) and blacklists

(malicious) for filtering against e-mail messages. The antispam feature is not meant to

replace your antispam server, but to complement it.

NOTE: Starting in Junos OS Release 18.2R1, the antispam filtering supports
IPv6 traffic.

Handling SpamMessages

Blocking Detected Spam

Thedevice canblock anddropdetected spamat either the connection level or the e-mail

level:
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• Blocking spam at the connection level

When the SMTP sender is identified as a spam sender based on its IP address, the

SMTP connection is rejected and dropped. An error message with a proper error code

from the firewall is sent out on behalf of the SMTP server. An example of such an error

message is:

554 Transaction failed due to anti spam setting

• Blocking spam at the e-mail level

When a particular e-mail sender is identified as spam sender based on its sender

address, the e-mail is rejected and dropped. An errormessagewith a proper error code

from the firewall is sent back to the sender on behalf of the server. An example of such

an error message is:

550 Requested action not taken: mailbox unavailable

Tagging Detected Spam

Thedevice canallowand tag the e-mail if themessage sender is detectedas a spammer.

This tagging can occur at the connection level so that all the e-mails for the connection

in question are tagged. Otherwise, you can tag only an individual e-mail. Two tagging

methods are supported:

• Tag the subject: A user-defined string is added at the beginning of the subject of the

e-mail.

• Tag the header: A user-defined string is added to the e-mail header.

See Also Understanding Server-Based Antispam Filtering on page 44•

• Understanding Local List Antispam Filtering on page 53

Related
Documentation

Full Antivirus Application Protocol Scanning•

• Virus-Detected Notifications

Server-Based Antispam Filtering

Server-based spam filtering supports only IP-based spam block list blacklist

lookup.Server-based antispam filtering requires Internet connectivity with the spam

block list (SBL) server. For more information, see the following topics:

• Understanding Server-Based Antispam Filtering on page 44

• Server-Based Antispam Filtering Configuration Overview on page 46

• Example: Configuring Server-Based Antispam Filtering on page 46

Understanding Server-Based Antispam Filtering

Server-based antispam filtering requires Internet connectivity with the spam block list

(SBL) server. Domain Name Service (DNS) is required to access the SBL server. The
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firewall performs SBL lookups through the DNS protocol. The lookups are against the IP

addressof thesender (or relayingagent)of thee-mail, adding thenameof theSBLserver

as the authoritative domain. The DNS server then forwards each request to the SBL

server, which returns a DNS response to the device. The device then interprets the DNS

response to determine if the e-mail sender is a spammer.

IP addresses that are included in the block lists are generally considered to be invalid

addresses for mail servers or easily compromised addresses. Criteria for listing an IP

address as a spammer on the SBL can include:

• Running an SMTP open relay service

• Running open proxy servers (of various kinds)

• Being a zombie host possibly compromised by a virus, worm, Trojan, or spyware

• Using a dynamic IP range

• Being a confirmed spam source with a known IP address

By default, the device first checks incoming e-mail against localwhitelists and blacklists.

If there are no local lists, or if the sender is not found on local lists, the device proceeds

to query the SBL server over the Internet. When both server-based spam filtering and

local list spam filtering are enabled, checks are done in the following order:

1. The local whitelist is checked. If there is a match, no further checking is done. If there

is nomatch...

2. The local blacklist is checked. If there is a match, no further checking is done. If there

is nomatch...

3. The SBL server list is checked.

NOTE:

• SBL server matching stops when the antispam license key is expired.

• Server-basedspamfilteringsupportsonly IP-basedspamblock listblacklist
lookup. Sophos updates andmaintains the IP-based spam block list.
Server-basedantispamfiltering isaseparately licensedsubscriptionservice.
When your antispam license key expires, you can continue to use locally
defined blacklists and whitelists.

When you delete or deactivate a feature profile created for server based
antispam filtering for SBL server, the default SBL server configuration is
applied automatically.When a default SBL server configuration is applied,
the default SBL server lookup is enabled. If youwant to disable the default
SBL server lookup, that is, you want to configure the no-sbl-default-server

option as a default value, then youmust use the set security utm

default-configuration anti-spam sbl no-sbl-default-server command.
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See Also Antispam Filtering Overview on page 43•

• Understanding Local List Antispam Filtering on page 53

Server-Based Antispam Filtering Configuration Overview

For each UTM feature, configure feature parameters in the following order:

1. Configure UTM custom objects for the feature:

user@host# set security utm custom-objects

2. Configure the main feature parameters, using feature profiles.

user@host# set security utm feature-profile anti-spam

3. Configure a UTM policy for each protocol, and attach this policy to a profile.

user@host# set security utm utm-policy utmp1 anti-spam smtp-profile smtp1

NOTE: Antispam filtering is only supported for the SMTP protocol.

4. Attach the UTM policy to a security policy.

user@host# set securitypolicies from-zone trust to-zoneuntrustpolicyp1 thenpermit
application-services utm-policy utmp1

Example: Configuring Server-Based Antispam Filtering

This example shows how to configure server-based antispam filtering.

• Requirements on page 46

• Overview on page 46

• Configuration on page 46

• Verification on page 52

Requirements

Before you begin, review how to configure the feature parameters for each UTM feature.

See “Server-Based Antispam Filtering Configuration Overview” on page 46.

Overview

Server-based antispam filtering requires Internet connectivity with the spam block list

(SBL) server. Domain Name Service (DNS) is required to access the SBL server.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network
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configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,

and then enter commit from configuration mode.

set security utm feature-profile anti-spam sbl profile sblprofile1 sbl-default-server
set security utm feature-profile anti-spam sbl profile sblprofile1 sbl-default-server
spam-action block

set security utm feature-profile anti-spam sbl profile sblprofile1 sbl-default-server
custom-tag-string ***spam***

set security utm utm-policy spampolicy1 anti-spam smtp-profile sblprofile1
set security policies from-zone trust to-zone untrust policy utmsecuritypolicy1 match
source-address any

set security policies from-zone trust to-zone untrust policy utmsecuritypolicy1 match
destination-address any

set security policies from-zone trust to-zone untrust policy utmsecuritypolicy1 match
application junos-smtp

setsecuritypolicies from-zonetrust to-zoneuntrustpolicyutmsecuritypolicy1 thenpermit
application-services utm-policy spampolicy1

GUI Step-by-Step
Procedure

To configure server-based antispam filtering:

Configure a profile and enable/disable the SBL server lookup. Select

Configure>Security>UTM>Anti-Spam.

a. In the Anti-Spam profiles configuration window, click Add to configure a profile for

the SBL server, or click Edit to modify an existing item.

1.

b. In the Profile name box, enter a unique name for the antispam profile that you are

creating.

c. If you are using the default server, select Yes next to Default SBL server. If you are

not using the default server, select No.

NOTE: The SBL server is predefined on the device. The device comes
preconfigured with the name and address of the SBL server. If you do
notselectYes, youaredisablingserver-basedspamfiltering.Youshould
disable it only if you are using only local lists or if you do not have a
license for server-based spam filtering.

d. In the Custom tag string box, enter a custom string for identifying amessage as

spam. By default, the devices uses ***SPAM***.

e. From the antispam action list, select the action that the device should take when

it detects spam. Options include Tag subject, Block email, and Tag header.
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2. Configure a UTM policy for SMTP to which you attach the antispam profile.

a. Select Configure>Security>Policy>UTMPolicies.

b. In the UTM policy configuration window, click Add.

c. In the policy configuration window, select theMain tab.

d. In the Policy name box, type a unique name for the UTM policy.

e. In the Session per client limit box, type a session per client limit. Valid values range

from 0 to 2000.

f. From the Session per client over limit list, select the action that the device should

take when the session per client limit for this UTM policy is exceeded. Options

include Log and permit and Block.

g. Select the Anti-Spam profiles tab in the pop-up window.

h. From the SMTP profile list, select an antispam profile to attach to this UTM policy.

3. Attach the UTM policy to a security policy.

a. Select Configure>Security>Policy>FWPolicies.

b. In the Security Policy window, click Add to configure a security policy with UTM or

click Edit to modify an existing policy.

c. In the Policy tab, type a name in the Policy Name box.

d. Next to From Zone, select a zone from the list.

e. Next to To Zone, select a zone from the list.

f. Choose a source address.

g. Choose a destination address.

h. Choose an application by selecting junos-smtp (for antispam) in the Application

Sets box andmove it to the Matched box.

i. Next to Policy Action, select one of the following: Permit, Deny, or Reject.
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NOTE: When you select Permit for Policy Action, several additional
fieldsbecomeavailable in theApplicationsServices tab, includingUTM
Policy.

j. Select the Application Services tab.

k. Next to UTM Policy, select the appropriate policy from the list. This attaches your

UTM policy to the security policy.

l. ClickOK to check your configuration and save it as a candidate configuration.

m. If the policy is saved successfully, you receive a confirmation, and youmust click

OK again. If the profile is not saved successfully, clickDetails in the pop-upwindow

to discover why.

NOTE:

• Youmust activate your new policy to apply it.

• InSRXSeriesdevices the confirmationwindowthat notifies you that
the policy is saved successfully disappears automatically.

n. If you are done configuring the device, click Commit Options>Commit.

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode in the CLI User Guide.

To configure server-based antispam filtering:

1. Create a profile.

[edit security]
user@host# set utm feature-profile anti-spam sbl profile sblprofile1

2. Enable or disable the default SBL server lookup.

[edit security]
user@host# set utm feature-profile anti-spam sbl profile sblprofile1
sbl-default-server
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NOTE: If you are using server-based antispam filtering, you should type
sbl-default-server to enable the default SBL server. (The SBL server is

predefined on the device. The device comes preconfigured with the
name and address of the SBL server.) You should disable server-based
antispam filtering using the no-sbl-default-server option only if you are

using only local lists or if you do not have a license for server-based
spam filtering.

3. Configure the action to be taken by the device when spam is detected (block,

tag-header, or tag-subject).

[edit security]
user@host#setutmfeature-profileanti-spamsblprofilesblprofile1sbl-default-server
spam-action block

4. Configure a custom string for identifying amessage as spam.

[edit security]
user@host# set utm feature-profile anti-spam sbl profile sblprofile1
sbl-default-server custom-tag-string ***spam***

5. Attach the spam feature profile to the UTM policy.

[edit security]
user@host# set utm utm-policy spampolicy1 anti-spam smtp-profile sblprofile1

6. Configure a security policy for UTM to which to attach the UTM policy.

[edit]
user@host# set security policies from-zone trust to-zone untrust policy
utmsecuritypolicy1 match source-address any

user@host# set security policies from-zone trust to-zone untrust policy
utmsecuritypolicy1 match destination-address any

user@host# set security policies from-zone trust to-zone untrust policy
utmsecuritypolicy1 match application junos-smtp

user@host# set security policies from-zone trust to-zone untrust policy
utmsecuritypolicy1 then permit application-services utm-policy spampolicy1
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NOTE: Thedevice comespreconfiguredwith adefault antispampolicy.
The policy is called junos-as-defaults. It contains the following
configuration parameters:

anti-spam {
sbl {
profile junos-as-defaults {
sbl-default-server;
spam-action block;

custom-tag-string "***SPAM***";
}

}
}

Results From configuration mode, confirm your configuration by entering the show security utm

and show security policies commands. If the output does not display the intended

configuration, repeat the configuration instructions in this example to correct it.

[edit]
user@host# show security utm
feature-profile {
anti-spam {
sbl {
profile sblprofile1 {
sbl-default-server;
spam-action block;
custom-tag-string ***spam***;

}
}

}
utm-policy spampolicy1 {
anti-spam {
smtp-profile sblprofile1;

}
}

[edit]
user@host# show security policies
from-zone trust to-zone untrust {
policy utmsecuritypolicy1 {
match {
source-address any;
destination-address any;
application junos-smtp;

}
then {
permit {
application-services {
utm-policy spampolicy1;

}
}
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}
}

}

If you are done configuring the device, enter commit from configuration mode.

Verification

Verifying Antispam Statistics

Purpose Verify the antispam statistics.

Action From operational mode, enter the show security utm anti-spam status and show security

utm anti-spam statistics commands.

The following information appears:

SBLWhitelist Server:
SBL Blacklist Server:
msgsecurity.example.net
DNS Server:
Primary : 1.2.3.4, Src Interface: ge-0/0/0
Secondary: 2.3.4.5, Src Interface: ge-0/0/1
Ternary : 0.0.0.0, Src Interface: fe-0/0/2

Total connections: #
Denied connections: #
Total greetings: #
Denied greetings: #
Total e-mail scanned: #
White list hit: #
Black list hit: #
Spam total: #
Spam tagged: #
Spam dropped: #
DNS errors: #
Timeout errors: #
Return errors: #
Invalid parameter errors: #
Statistics start time:
Statistics for the last 10 days.

See Also Understanding Local List Antispam Filtering on page 53•

• spam-action on page 299

Related
Documentation

Whitelists on page 39•

• Content Filtering on page 63
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Local-List Antispam Filtering

Antispam filtering allows you to use both a third-party server-based spam block list

(SBL) and to optionally create your own local whitelists (benign) and blacklists

(malicious) for filtering against e-mail messages. The antispam feature is not meant to

replace your antispam server, but to complement it. For more information, see the

following topics:

• Understanding Local List Antispam Filtering on page 53

• Local List Antispam Filtering Configuration Overview on page 54

• Example: Configuring Local List Antispam Filtering on page 54

Understanding Local List Antispam Filtering

When creating your own local whitelist and blacklist for antispam filtering, you can filter

against domain names, e-mail addresses, and/or IP addresses. Pattern matching works

a bit differently depending upon the type of matching in question. For example, pattern

matching for domain names uses a longest suffix match algorithm. If the sender e-mail

address has a domain name of aaa.bbb.ccc, the device tries to match "aaa.bbb.ccc" in

the list. If no match is found, it tries to match "bbb.ccc", and then "ccc". IP address

matching, however, does not allow for partial matches.

Antispam filtering uses local lists for matching in the following manner:

1. Sender IP: The sender IP is checked against the localwhitelist, then the local blacklist,

and then the SBL IP-based server (if enabled).

2. Sender Domain: The domain name is checked against the local whitelist and then

against the local blacklist.

3. SenderE-mailAddress:Thesendere-mail address ischeckedagainst the localwhitelist

and then against the local blacklist.

Bydefault, thedevice first checks incominge-mail against the localwhitelist andblacklist.

If the sender is not found on either list, the device proceeds to query the SBL server over

the Internet. When both server-based antispam filtering and local list antispam filtering

are enabled, checks are done in the following order:

1. The local whitelist is checked. If there is a match, no further checking is done. If there

is nomatch...

2. The local blacklist is checked. If there is a match, no further checking is done. If there

is nomatch...

3. The SBL server list is checked.
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NOTE: Local blacklist and whitelist matching continues after the antispam
license key is expired.

See Also Antispam Filtering Overview on page 43•

• Understanding Server-Based Antispam Filtering on page 44

• Server-Based Antispam Filtering Configuration Overview on page 46

Local List Antispam Filtering Configuration Overview

For each UTM feature, configure feature parameters in the following order:

1. Configure UTM custom objects for the feature:

user@host# set security utm custom-objects url-pattern url-pattern-name

2. Configure the main feature parameters, using feature profiles.

user@host# set security utm feature-profile anti-spam as-profile-name

3. Configure a UTM policy for each protocol, and attach this policy to a profile.

user@host# set security utm utm-policy utmp1 anti-spam smtp-profile smtp1

4. Attach the UTM policy to a security policy.

user@host# set securitypolicies from-zone trust to-zoneuntrustpolicyp1 thenpermit
application-services utm-policy utmp1

Example: Configuring Local List Antispam Filtering

This example shows how to configure local list antispam filtering.

• Requirements on page 54

• Overview on page 54

• Configuration on page 55

• Verification on page 60

Requirements

Before you begin, review how to configure the feature parameters for each UTM feature.

See “Local List Antispam Filtering Configuration Overview” on page 54.

Overview

Antispam filtering uses local lists for matching. When creating your own local whitelist

andblacklist for antispamfiltering, youcan filter againstdomainnames, e-mail addresses,

and/or IP addresses.

Copyright © 2018, Juniper Networks, Inc.54

UTM Feature Guide for NFX Devices



Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,

and then enter commit from configuration mode.

set security utm custom-objects url-pattern as-black value [150.61.8.134]
set security utm custom-objects url-pattern as-white value [150.1.2.3]
set security utm feature-profile anti-spam address-whitelist as-white
set security utm feature-profile anti-spam sbl profile localprofile1
set security utm feature-profile anti-spam sbl profile localprofile1 spam-action block
set security utm feature-profile anti-spam sbl profile localprofile1 custom-tag-string
***spam***

set security utm utm-policy spampolicy2 anti-spam smtp-profile localprofile1
set security policies from-zone trust to-zone untrust policy utmsecuritypolicy2match
source-address any

set security policies from-zone trust to-zone untrust policy utmsecuritypolicy2match
destination-address any

set security policies from-zone trust to-zone untrust policy utmsecuritypolicy2match
application junos-smtp

setsecuritypolicies from-zonetrust to-zoneuntrustpolicyutmsecuritypolicy2thenpermit
application-services utm-policy spampolicy2

GUI Step-by-Step
Procedure

To configure local list antispam filtering:

Create local whitelist and blacklist custom objects by configuring a URL pattern list.

a. Select Configure>Security>UTM>CustomObjects.

1.

b. In the UTM custom objects configuration window, select the URL Pattern List tab.

c. Click Add to create URL pattern lists.

d. Next to URL Pattern Name, type a unique name.
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NOTE: If you are creating a whitelist, it is helpful to indicate this in the
list name. The same applies to a blacklist. The name you enter here
becomesavailable in theAddressWhitelist andAddressBlacklist fields
when you are configuring your antispam profiles.

e. Next to URL Pattern Value, type the URL pattern for whitelist or blacklist antispam

filtering.

2. Configure antispam filtering to use the whitelist and blacklist custom objects.

a. Select Configure>Security>UTM>Global options.

b. In the right pane, select the Anti-Spam tab.

c. Under Anti-Spam, select an AddressWhitelist and/or an Address Blacklist from

the list for local lists for spam filtering. (These lists are configured as custom

objects.)

d. ClickOK.

e. If the configuration item is saved successfully, you receive a confirmation, and you

must clickOKagain. If it is not savedsuccessfully, clickDetails in thepop-upwindow

to discover why.

f. In the left pane under Security, select the Anti-Spam tab.

g. Click Add to configure an anti-spam profile. The profile configuration pop-up

window appears.

h. In the Profile name box, enter a unique name.

i. If you are using the default server, select Yes beside Default SBL server. If you are

not using the default server, select No.

NOTE: If you select No, you are disabling server-based spam filtering.
You disable it only if you are using local lists or if you do not have a
license for server-based spam filtering.
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j. In the Custom tag string box, type a custom string for identifying amessage as

spam. By default, the device uses ***SPAM***.

k. In the Actions list, select the action that the device should take when it detects

spam. Options include Tag subject, Block email, and Tag header.

3. Configure a UTM policy for SMTP to which you attach the antispam profile.

a. Select Configure>Security>Policy>UTMPolicies.

b. In the UTM policy configuration window, click Add to configure a UTM policy. The

policy configuration pop-up window appears.

c. Select theMain tab.

d. In the Policy name box, type a unique name.

e. In the Session per client limit box, type a session per client limit. Valid values range

from 0 through 2000.

f. From the Session per client over limit list, select the action that the device should

take when the session per client limit for this UTM policy is exceeded. Options

include Log and permit and Block.

g. Select the Anti-Spam profiles tab.

h. From the SMTP profile list, select the antispam profile that you are attaching to

this UTM policy.

4. Attach the UTM policy to a security policy.

a. Select Configure>Security>Policy>FWPolicies.

b. In the Security Policy window, click Add to configure a security policy with UTM.

The policy configuration pop-up window appears.

c. In the Policy tab, type a name in the Policy Name box.

d. Next to From Zone, select a zone from the list.

e. Next to To Zone, select a zone from the list.

f. Choose a source address.
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g. Choose a destination address.

h. Choose an application by selecting junos-smtp (for antispam) in the Application

Sets box andmove it to the Matched box.

i. Next to Policy Action, select one of the following: Permit, Deny, or Reject.

NOTE: When you select Permit for policy action, several additional
fieldsbecomeavailable in theApplicationsServices tab, includingUTM
Policy.

j. Select the Application Services tab.

k. Next to UTM Policy, select the appropriate policy from the list. This attaches your

UTM policy to the security policy.

l. ClickOK to check your configuration and save it as a candidate configuration.

m. If the policy is saved successfully, you receive a confirmation, and youmust click

OK again. If the profile is not saved successfully, clickDetails in the pop-upwindow

to discover why.

NOTE: Youmust activate your new policy to apply it.

n. If you are done configuring the device, click Commit Options>Commit.

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode in the CLI User Guide.

To configure local list antispam filtering:

1. Configure the local list spam blocking by first creating your global local spam lists.

[edit security]
user@host# set utm custom-objects url-pattern as-black value [150.61.8.134]
user@host# set utm custom-objects url-pattern as-white value [150.1.2.3]

2. Configure the local list antispamfeatureprofileby first attaching your custom-object

blacklist or whitelist or both.

[edit security]
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user@host# set utm feature-profile anti-spam address-whitelist as-white

NOTE: Whenboth thewhitelist and theblacklist are inuse, thewhitelist
is checked first. If there is nomatch, then the blacklist is checked.

3. Configure a profile for your local list spam blocking.

[edit security]
user@host# set utm feature-profile anti-spam sbl profile localprofile1

NOTE: Although you are not using the SBL for local list spam blocking,
you configure your profile fromwithin that command similar to the
server-based spam blocking procedure.

4. Configure the action to be taken by the device when spam is detected (block,

tag-header, tag-subject).

[edit security]
user@host# set utm feature-profile anti-spamsbl profile localprofile1 spam-action
block

5. Configure a custom string for identifying amessage as spam.

[edit security]
user@host# set utm feature-profile anti-spam sbl profile localprofile1
custom-tag-string ***spam***

6. Attach the spam feature profile to the UTM policy.

[edit security]
user@host# set utm utm-policy spampolicy2 anti-spam smtp-profile localprofile1

7. Configurea security policy forUTM,andattach theUTMpolicy to the security policy.

[edit]
user@host# set security policies from-zone trust to-zone untrust policy
utmsecuritypolicy2match source-address any

user@host# set security policies from-zone trust to-zone untrust policy
utmsecuritypolicy2match destination-address any

user@host# set security policies from-zone trust to-zone untrust policy
utmsecuritypolicy2match application junos-smtp

user@host# set security policies from-zone trust to-zone untrust policy
utmsecuritypolicy2 then permit application-services utm-policy spampolicy2
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Results From configuration mode, confirm your configuration by entering the show security utm

and show security policies commands. If the output does not display the intended

configuration, repeat the configuration instructions in this example to correct it.

[edit]
user@host# show security utm
custom-objects {
anti-spam {
url-pattern patternwhite;
address-whitelist as-white;
sbl {
profile localprofile1 {
spam-action block;
custom-tag-string ***spam***;

}
}

}
utm-policy spampolicy2 {
anti-spam {
smtp-profile localprofile1;

}
}

[edit]
user@host# show security policies
from-zone trust to-zone untrust {
policy utmsecuritypolicy2 {
match {
source-address any;
destination-address any;
application junos-smtp;

}
then {
permit {
application-services {
utm-policy spampolicy2;

}
}

}
}

}

If you are done configuring the device, enter commit from configuration mode.

Verification

Verifying Antispam Statistics

Purpose Verify the antispam statistics.

Action From operational mode, enter the show security utm anti-spam status and show security

utm anti-spam statistics commands.
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The following information appears:

SBLWhitelist Server:
SBL Blacklist Server:
msgsecurity.example.net
DNS Server:
Primary : 1.2.3.4, Src Interface: ge-0/0/0
Secondary: 2.3.4.5, Src Interface: ge-0/0/1
Ternary : 0.0.0.0, Src Interface: fe-0/0/2

Total connections: #
Denied connections: #
Total greetings: #
Denied greetings: #
Total e-mail scanned: #
White list hit: #
Black list hit: #
Spam total: #
Spam tagged: #
Spam dropped: #
DNS errors: #
Timeout errors: #
Return errors: #
Invalid parameter errors: #
Statistics start time:
Statistics for the last 10 days.

See Also spam-action on page 299•

• Antispam Filtering Overview on page 43

Related
Documentation

• Whitelists on page 39
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CHAPTER 5

Content Filtering

• Content Filtering on page 63

Content Filtering

Content Filteringprovidesbasic data lossprevention functionality. Content filtering filters

traffic is based on MIME type, file extension, and protocol commands. You can also use

the content filter module to block ActiveX, Java Applets, and other types of content.

Content filtering does not require a separate license. For more information, see the

following topics:

• Content Filtering Overview on page 63

• Understanding Content Filtering Protocol Support on page 64

• Specifying Content Filtering Protocols (CLI Procedure) on page 66

• Content Filtering Configuration Overview on page 66

• Example: Configuring Content Filtering CustomObjects on page 67

• Example: Configuring Content Filtering UTM Policies on page 70

• Example: Attaching Content Filtering UTM Policies to Security Policies on page 71

• Monitoring Content Filtering Configurations on page 73

Content Filtering Overview

Content filtering blocks or permits certain types of traffic based on the MIME type, file

extension, and protocol command. The content filter controls file transfers across the

gateway by checking traffic against configured filter lists.

The content filter module evaluates traffic before all other UTMmodules, exceptWeb

Filtering. Therefore, if traffic meets criteria configured in the content-filter, the

content-filter acts first upon this traffic.

You can configure the following types of content filters:

• MIME Pattern Filter —MIME patterns are used to identify the type of traffic in HTTP

andMAIL protocols. There are two lists of MIME patterns that are used by the content

filter to determine the action to be taken. The block MIME list contains a list of MIME

type traffic that is to be blocked by the content filter. TheMIME exception list contains

MIMEpatterns that are not tobeblockedby the content filter andare generally subsets
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of items on the block list. Note that the exception list has a higher priority than the

block list. If you haveMIME entries that appear on both lists, thoseMIME types are not

blocked by the content filter because the exception list takes priority. Therefore, when

adding items to the exception list, it is to your advantage to be specific.

• BlockExtensionList—Because thenameofa file is availableduring file transfers, using

file extensions is a highly practical way to block or allow file transfers. The content

filter list contains a list of file extensions to be blocked. All protocols support the use

of the block extension list.

• Protocol Command Block and Permit Lists — Different protocols use different

commands to communicate between servers and clients. By blocking or allowing

certain commands, traffic can be controlled on the protocol command level.

The block and permit command lists are intended to be used in combination, with the

permit list acting as an exception list to the block list.

NOTE: If a protocol command appears on the both the permit list and the
block list, that command is permitted.

Because not all harmful files or components can be controlled by the MIME type or by

the file extension, you can also use the content filter module to block ActiveX, Java

Applets, andother typesof content. The following typesof contentblockingare supported

only for HTTP:

• Block ActiveX

• Block Java applets

• Block cookies

• Block EXE files

• Block ZIP files

NOTE: Starting with Junos OS Release 15.1X49-D100, IPv6 pass-through
traffic for HTTP, FTP, SMTP, POP3, IMAP protocols is supported for Sophos
antivirus, Web filtering and Content filtering security features of UTM.

See Also Understanding MIMEWhitelists on page 39•

Understanding Content Filtering Protocol Support

Each supported protocol may implement available content filters differently. Not all

filtering capabilities are supported for each protocol.
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This topic contains the following sections:

• HTTP Support on page 65

• FTP Support on page 65

• E-Mail Support on page 65

HTTP Support

The HTTP protocol supports all content filtering features. With HTTP, the content filter

remains in the gateway, checking every request and response between the HTTP client

and server.

If anHTTP request is droppeddue to content filtering, the client receives a response such
as:

<custom dropmessage/user-configured drop
message>.<src_port><dst_ip>:<dst_port>Download request was dropped due to
<reason>

Therefore, a messagemay appear as follows:

Juniper Networks Firewall Content Filtering blocked request. 5.5.5.1:80->4.4.4.1:55247
Download request was dropped due to file extension block list

FTP Support

The FTP protocol does not support all content filtering features. It supports only the

following: Block Extension List and Protocol Command Block List.

When content filtering blocks an FTP request, the following response is sent through the

control channel:

550 <src_ip>:<src_port>-<dst_ip>:<dst_port><custom dropmessage/user-configured
dropmessage> for Content Filtering file extension block list.>

Therefore, a messagemay appear as follows:

550 5.5.5.1:21->4.4.4.1:45237 Requested action not taken and the request is dropped for
Content Filtering file extension block list

E-Mail Support

E-mail protocols (SMTP, IMAP, POP3) have limited content filtering support for the

following features: BlockExtensionList, ProtocolCommandBlockList, andMIMEPattern

Filtering. Support is limited for e-mail protocols for the following reasons:

• The content filter scans only one level of an e-mail header. Therefore recursive e-mail

headers and encrypted attachments are not scanned.

• If an entire e-mail is MIME encoded, the content filter can only scan for the MIME type.

• If any part of an e-mail is blockeddue to content filtering, the original e-mail is dropped

and replaced by a text file with an explanation for why the e-mail was blocked.
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NOTE: Starting with Junos OS Release 15.1X49-D100, IPv6 pass-through
traffic for HTTP, FTP, SMTP, POP3, IMAP protocols is supported for Sophos
antivirus, Web filtering and Content filtering security features of UTM.

See Also Unified Threat Management Overview•

• Understanding HTTP Scanning

Specifying Content Filtering Protocols (CLI Procedure)

To configure content filtering protocols, use the following CLI configuration statements:

content-filtering {
profile name {
permit-command cmd-list
block-command cmd-list

block-extension file-ext-list
block-mime {
listmime-list
exception ex-mime-list

}
block-content-type {
activex
java-applet
exe
zip

http-cookie
}
notification-options {
type {message }
notify-mail-sender

custom-messagemsg
}

}
traceoptions {
flag {
all
basic
detail

}
}

}

Content Filtering Configuration Overview

A content security filter blocks or allows certain type of traffic base on themime type,

fileextension,protocol commandsandembeddedobject type.Thecontent filter controls

file transfers across the gateway by checking traffic against configured filter lists. The

content filtering module evaluates traffic before all other UTMmodules, if traffic meets

the criteria configured in the content filter, the content filter acts first upon this traffic.
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The following procedure lists the recommended order in which you should configure

content filters:

1. Configure UTM custom objects for the feature. See “Example: Configuring Content
Filtering CustomObjects” on page 67.

2. Configure themain featureparametersusing featureprofiles. SeeExample: Configuring
Content Filtering Feature Profiles .

3. Configure a UTM policy for each protocol and attach this policy to a profile. See

“Example: Configuring Content Filtering UTM Policies” on page 70.

4. Attach the UTM policy to a security policy. See “Example: Attaching Content Filtering

UTM Policies to Security Policies” on page 71.

Example: Configuring Content Filtering CustomObjects

This example shows how to configure content filtering custom objects.

• Requirements on page 67

• Overview on page 67

• Configuration on page 68

• Verification on page 69

Requirements

Before you begin:

1. Decide on the type of content filter you require. See “Content Filtering Overview” on

page 63.

2. Understand the order in which content filtering parameters are configured. See

“Content Filtering Configuration Overview” on page 66.

Overview

In this example, youdefinecustomobjects thatareused tocreatecontent filteringprofiles.

You perform the following tasks to define custom objects:

1. Create two protocol command lists called ftpprotocom1 and ftpprotocom2, and add

user, pass, port, and type commands to it.

2. Createa filenameextension list calledextlist2, andadd the .zip, .js, and .vbsextensions

to it.

3. Define block-mime list call cfmime1 and add patterns to the list.
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,

and then enter commit from configuration mode.

set security utm custom-objects protocol-command ftpprotocom1 value [user pass port
type]

set security utmcustom-objects protocol-command ftpprotocom2value [user passport
type]

set security utm custom-objects filename-extension extlist2 value [zip js vbs]
set security utm custom-objectsmime-pattern cfmime1 value [video/quicktime
image/x-portable-anymap x-world/x-vrml]

set security utm custom-objectsmime-pattern ex-cfmime1 value
[video/quicktime-inappropriate]

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode in the CLI User Guide.

To configure content filtering custom objects:

1. Create two protocol command lists.

[edit security utm]
user@host# set custom-objects protocol-command ftpprotocom1
[edit security utm]
user@host# set custom-objects protocol-command ftpprotocom2

2. Add protocol commands to the list.

[edit security utm]
user@host# setcustom-objectsprotocol-commandftpprotocom1value [userpass
port type]

[edit security utm]
user@host#setcustom-objectsprotocol-commandftpprotocom2value[userpass
port type]

3. Create a filename extension list.

[edit security utm]
user@host# set custom-objects filename-extension extlist2

4. Add extensions to the list.

[edit security utm]
user@host# set custom-objects filename-extension extlist2 value [zip js vbs]

5. Create antivirus scanning lists.

[edit security utm]
user@host# set custom-objectsmime-pattern cfmime1
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user@host# set custom-objectsmime-pattern ex-cfmime1

6. Add patterns to the lists.

[edit security utm]
user@host# set custom-objectsmime-pattern cfmime1 value [video/quicktime
image/x-portable-anymap x-world/x-vrml]

user@host# set custom-objectsmime-pattern ex-cfmime1 value
[video/quicktime-inappropriate]

Results From configuration mode, confirm your configuration by entering the show security utm

command. If the output does not display the intended configuration, repeat the

configuration instructions in this example to correct it.

[edit]
userhost#show security utm

custom-objects {
mime-pattern {
cfmime1 {
value [ video/quicktime image/x-portable-anymap x-world/x-vrml ];

}
ex-cfmime1 {
value video/quicktime-inappropriate;

}
}
filename-extension {
extlist2 {
value [ zip js vbs ];

}
}
protocol-command {
ftpprotocom1 {
value [ user pass port type ];

}
}
protocol-command {
ftpprotocom2 {
value [ user pass port type ];

}
}

}

If you are done configuring the device, enter commit from configuration mode.

Verification

Verifying Content Filtering CustomObjects

Purpose Verify the content filtering custom objects.

Action From operational mode, enter the show configuration security utm command.
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See Also Understanding MIMEWhitelists on page 39•

Example: Configuring Content Filtering UTMPolicies

This example describes how to create a content filtering UTM policy to attach to your

feature profile.

• Requirements on page 70

• Overview on page 70

• Configuration on page 70

• Verification on page 71

Requirements

Before you begin:

1. Decide on the type of content filter you require. See “Content Filtering Overview” on

page 63.

2. ConfigureUTMcustomobjects for each featureanddefine thecontent-filteringprofile.

See “Content Filtering Configuration Overview” on page 66.

Overview

You configure UTM policies to selectively enforce various UTM solutions on network

traffic passing through a UTM-enabled device. Through feature profiles you associate

customobjects to thesepolicies andspecify blockingor permitting certain typesof traffic.

In this example, you configure a UTM policy called utmp4, and then assign the

preconfigured feature profile confilter1 to this policy.

Configuration

Step-by-Step
Procedure

To configure a content filtering UTM policy:

You can configure different protocol applications in the UTM policy. The example only

shows HTTP and not other protocols. Earlier you configured custom objects for FTP

(ftpprotocom1 and ftpprotocom2). Next you should add a content filter policy for FTP,

for example:

set security utm utm-policy utmp4 content-filtering ftp upload-profile confilter1

set security utm utm-policy utmp4 content-filtering ftp download-profile confilter1

1. Create a UTM policy.

[edit security utm]
user@host# set utm-policy utmp4

2. Attach the UTM policy to the profile.
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[edit security utm]
user@host# set utm-policy utmp4 content-filtering http-profile contentfilter1

3. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Verification

To verify the configuration is working properly, enter the show security utm command.

See Also Unified Threat Management Overview•

Example: Attaching Content Filtering UTMPolicies to Security Policies

This example shows how to create a security policy and attach the UTM policy to the

security policy.

• Requirements on page 71

• Overview on page 71

• Configuration on page 71

• Verification on page 73

Requirements

Before you begin:

1. Configure UTM custom objects, define the content filtering profile, and create a UTM

policy. See “Content Filtering Configuration Overview” on page 66.

2. Enable and configure a security policy. See Example: Configuring a Security Policy to

Permit or Deny All Traffic.

Overview

By attaching content filtering UTM policies to security policies, you can filter traffic

transiting from one security zone to another.

In this example, you create a security policy called p4 and specify that traffic from any

sourceaddress toanydestinationaddresswithanHTTPapplicationmatches thecriteria.

You then assign a UTM policy called utmp4 to the security policy p4. This UTM policy

applies to any traffic that matches the criteria specified in the security policy p4.

Configuration

CLI Quick
Configuration

To quickly attach a content filtering UTM policy to a security policy, copy the following

commands, paste them into a text file, remove any line breaks, change any details
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necessary to match your network configuration, copy and paste the commands into the

CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

[edit]
set security policies from-zone trust to-zoneuntrust policy p4match source-address any
setsecuritypolicies from-zonetrust to-zoneuntrustpolicyp4matchdestination-address
any

set security policies from-zone trust to-zone untrust policy p4match application
junos-htttp

set security from-zone trust to-zone untrust policy p4 then permit application-services
utm-policy utmp4

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode in the CLI User Guide.

To attach a UTM policy to a security policy:

1. Create a security policy.

[edit]
user@host# edit security policies from-zone trust to-zone untrust policy p4

2. Specify the match conditions for the policy.

[edit security policies from-zone trust to-zone untrust policy p4]
user@host# setmatch source-address any
user@host# setmatch destination-address any
user@host# setmatch application junos-http

3. Attach the UTM policy to the security policy.

[edit security policies from-zone trust to-zone untrust policy p4]
user@host# set then permit application-services utm-policy utmp4

Results Fromconfigurationmode, confirmyour configurationbyentering the showsecuritypolicies

command. If the output does not display the intended configuration, repeat the

configuration instructions in this example to correct it.

[edit]
user@host# show security policies

from-zone trust to-zone untrust {
policy p4 {
match {
source-address any;
destination-address any;
application junos-http;

}
then {
permit {
application-services {
utm-policy utmp4;

}
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}
}

}
}
default-policy {
permit-all;

}

If you are done configuring the device, enter commit from configuration mode.

Verification

Verifying Attaching Content Filtering UTMPolicies to Security Policies

Purpose Verify the attachment of the content filtering UTM policy to the security policy.

Action From operational mode, enter the show security policy command.

See Also Unified Threat Management Overview•

Monitoring Content Filtering Configurations

Purpose View content filtering statistics.

Action To view content filtering statistics in the CLI, enter the user@host > show security utm

content-filtering statistics command.

The content filtering show statistics command displays the following information:

Base on command list: # Blocked
Base onmime list: # Blocked
Base on extension list: # Blocked
ActiveX plugin: # Blocked
Java applet: # Blocked
EXE files: # Blocked
ZIP files: # Blocked
HTTP cookie: # Blocked

To view content filtering statistics using J-Web:

1. Select Clear Content filtering statisticsMonitor>Security>UTM>Content

FilteringMonitor>Security>UTM>Content Filtering.

The following statistics become viewable in the right pane.

Base on command list: # Passed # Blocked
Base onmime list: # Passed # Blocked
Base on extension list: # Passed # Blocked
ActiveX plugin: # Passed # Blocked
Java applet: # Passed # Blocked
EXE files: # Passed # Blocked
ZIP files: # Passed # Blocked
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HTTP cookie: # Passed # Blocked

2. You can click Clear Content filtering statistics to clear all current viewable statistics

and begin collecting new statistics.

Release History Table DescriptionRelease

Starting with Junos OS Release 15.1X49-D100, IPv6 pass-through traffic
for HTTP, FTP, SMTP, POP3, IMAP protocols is supported for Sophos
antivirus, Web filtering and Content filtering security features of UTM.

15.1X49-D100

Starting with Junos OS Release 15.1X49-D100, IPv6 pass-through traffic
for HTTP, FTP, SMTP, POP3, IMAP protocols is supported for Sophos
antivirus, Web filtering and Content filtering security features of UTM.

15.1X49-D100

Related
Documentation

• EnhancedWeb Filtering on page 78

• Full Antivirus Protection

• Full Antivirus Application Protocol Scanning
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CHAPTER 6

Web Filtering

• Web Filtering Overview on page 75

• EnhancedWeb Filtering on page 78

• Local Web Filtering on page 112

• Redirect Web Filtering on page 122

• MonitoringWeb Filtering Configurations on page 134

Web Filtering Overview

TheWebfiltering lets you tomanage Internetusagebypreventingaccess to inappropriate

Web content. There are four types ofWeb filtering solutions:

• IntegratedWeb filtering—The integratedWeb filtering solution intercepts every HTTP

request in a TCP connection. In this case, the decision making is done on the device

after it identifies the category for a URL either from user-defined categories or from a

category server (SurfControl Content Portal Authority provided byWebsense). The

IntegratedWeb filtering is not supported from JunosOSRelease 15.1X49-D10onwards.

NOTE: The integratedWeb filtering feature is a separately licensed
subscription service.When the license key forWeb filtering has expired, no
URLs are sent to the category server for checking, only local user-defined
categories are checked.

NOTE: IntegratedWeb filtering solution is supported only on SRX210,
SRX220, SRX240, SRX550, and SRX650 devices.

• Redirect Web filtering—The redirect Web filtering solution intercepts HTTP requests

andsends themtoanexternalURL filteringserver, providedbyWebsense, todetermine

whether to block the requests.

NOTE: RedirectWeb filtering does not require a license.

75Copyright © 2018, Juniper Networks, Inc.



• Local Web filtering—The local Web filtering solution intercepts every HTTP request in

a TCP connection. In this case, the decisionmaking is done on the device after it looks

up a URL to determine if it is in the whitelist or blacklist based on its user-defined

category.

NOTE: LocalWeb filtering does not require a license or a remote category
server.

• EnhancedWeb filtering—The enhancedWeb filtering solution intercepts the HTTP

and the HTTPS requests and sends the HTTP URL or the HTTPS source IP to the

Websense ThreatSeeker Cloud (TSC). The TSC categorizes the URL into one of the

151 ormorecategories thatarepredefinedandalsoprovides site reputation information.

The TSC further returns the URL category and the site reputation information to the

device. The device determines if it can permit or block the request based on the

information provided by the TSC.

NOTE: Websense redirect do not support IPv6 traffic.

You can bind eitherWeb filtering profiles or antivirus profiles, or both, to a firewall policy.

When both are bound to a firewall policy, Web filtering is applied first, then antivirus is

applied. If aURL is blockedbyWeb filtering, theTCPconnection is closedandnoantivirus

scanning is necessary. If a URL is permitted, the content of the transaction is then passed

to the antivirus scanning process.

NOTE: Web filtering is applied by TCP port number.

Web filtering supports HTTPS protocol. Web filtering solution uses the IP address of the

HTTPS packet to make blacklist, whitelist, permit, or block decisions.

Duringablockdecision, theWeb filtering solutiondoesnotgenerateablockpagebecause

the clear text is not available for a HTTPS session. However, the solution terminates the

session and sends resets to the client and the server for the blocked HTTPS sessions.

Web filtering configuration for HTTP is also applicable for the HTTPS sessions.

NOTE: The sessions-per-client limit CLI command, which imposes a session

throttle to prevent amalicious user from generating large amounts of traffic
simultaneously, does not supportWeb filtering.

NOTE: Starting with Junos OS Release 15.1X49-D100, IPv6 pass-through
traffic for HTTP, HTTPS, FTP, SMTP, POP3, IMAP protocols is supported for
Sophosantivirus,Web filteringandContent filtering security featuresofUTM.
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Server Name Indication (SNI) Support

SNI is an extension of SSL/TLS protocol to indicate what server name the client is

contactingover anHTTPSconnection. SNI inserts theactual hostnameof thedestination

server in "Client Hello" message in clear text format before the SSL handshake is

complete. Web filtering includes SNI information in the query. In this implementation,

the SNI includes only the server name, and not the full URL of the server. Support of SNI

enhances theWeb filtering featureasusingonly destination IPaddress in thequerymight

lead to inaccurate results, becausemultiple HTTP servers might share the same host IP

address.

With SNI support,Web filtering analyzes the first packet of the HTTPS traffic as a "Client

Hello" message and extracts the server name from the SNI extension, and uses server

name along with the destination IP address to maintain/run the query. If this packet has

noSNI extension or if an error is encountered during parsing,Web filtering reverts to using

only destination IP address.

In EnhancedWeb Filtering (EWF), if HTTPS session with SSL forward proxy is enabled,

then the Server Name Indication (SNI) is obtained beforeWeb filtering and used for

pre-check query, site-reputation and category in response. If the cache is enabled, then

these responses populates the cachewithout any action. EWF extracts the full path and

checks if there is a cache. If the full path in the cache is notmatched, then the EWF sends

a query.

NOTE: The SNI functionality is enabled by default for Web filtering, and
therefore, no additional configuration using the CLI is required.

Release History Table DescriptionRelease

Starting with Junos OS Release 15.1X49-D100, IPv6 pass-through traffic
for HTTP, HTTPS, FTP, SMTP, POP3, IMAP protocols is supported for
Sophos antivirus, Web filtering and Content filtering security features of
UTM.

15.1X49-D100

The IntegratedWeb filtering is not supported from Junos OS Release
15.1X49-D10 onwards.

15.1X49-D10

Related
Documentation

Understanding IntegratedWeb Filtering•

• Understanding Redirect Web Filtering on page 122

• Understanding the EnhancedWeb Filtering Process on page 80

• Understanding Local Web Filtering on page 112

• MonitoringWeb Filtering Configurations on page 134
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EnhancedWeb Filtering

Web Filtering provides URL filtering capability by using either a localWebsense server or

Internet-based SurfControl server. For more information, see the following topics:

• EnhancedWeb Filtering Overview on page 78

• Understanding the EnhancedWeb Filtering Process on page 80

• Predefined Category Upgrading and Base Filter Configuration Overview on page 87

• Example: Configuring EnhancedWeb Filtering on page 88

• Understanding the Quarantine Action for EnhancedWeb Filtering on page 101

• Example: Configuring Site Reputation Action for EnhancedWeb Filtering on page 103

EnhancedWeb Filtering Overview

EnhancedWeb Filtering (EWF) withWebsense is an integrated URL filtering solution.

When you enable the solution on the device, it intercepts the HTTP and the HTTPS

requestsandsends theHTTPURLor theHTTPSsource IP to theWebsenseThreatSeeker

Cloud (TSC). The TSC categorizes the URL into one of the 95 or more categories that

are predefined and also provides site reputation information. The TSC further returns the

URL category and the site reputation information to the device. The device determines

if it can permit or block the request based on the information provided by the TSC.

The Surf-Contol feature is not supported from Junos OS Release 15.1X49-D10 and Junos

OS Release 17.3R1 onwards.

Starting in Junos OS Release 15.1X49-D40 and Junos OS Release 17.3R1, EWF supports

HTTPS traffic by intercepting HTTPS traffic passing through the SRX Series device. The

security channel from the SRX Series device is divided as one SSL channel between the

client and theSRXSeriesdeviceandanotherSSLchannel between theSRXSeriesdevice

and the HTTPS server. SSL forward proxy acts as the terminal for both channels and

forwards the cleartext traffic to the UTM. UTM extracts the URL from the HTTP request

message.

You can consider the EWF solution as the next-generationURL filtering solution, building

upon the existing SurfControl solution.

EnhancedWeb Filtering supports the following HTTPmethods:

• GET

• POST

• OPTIONS

• HEAD

• PUT

• DELETE
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• TRACE

• CONNECT

User Messages and Redirect URLs for EnhancedWeb Filtering (EWF) on SRX
Series Devices

Starting with Junos OS Release 15.1X49-D110, a new option, custom-message, is added

for the custom-objects command that enables you to configure user messages and

redirectURLs tonotify userswhenaURL isblockedorquarantined for eachEWFcategory.

The custom-message option has the following mandatory attributes:

• Name: Name of the custommessage; maximum length is 59 bytes.

• Type: Type of custommessage: user-message or redirect-url.

• Content: Content of the custommessage; maximum length is 1024 bytes.

You configure a user message or redirect URL as a custom object and assign the custom

object to an EWF category.

• User messages indicate that website access has been blocked by an organization's

access policy. To configure a user message, include the type user-message content

message-text statement at the [edit security utm custom-objects custom-message

message] hierarchy level.

• RedirectURLs redirectablockedorquarantinedURLtoauser-definedURL.Toconfigure

a redirect URL, include the type redirect-url content redirect-url statement at the [edit

security utm custom-objects custom-messagemessage] hierarchy level.

The custom-message option provides the following benefits:

• You can configure a separate custommessage or redirect URL for each EWF category.

• The custom-message option allows you to fine-tunemessages to support your polices

to knowwhich URL is blocked or quarantined.

NOTE: Only one custom-message configuration option is applied for each

category. The custom-message configuration is supported only on Enhanced

WebFiltering(EWF).Therefore,only theJuniperEWFenginetype issupported.

Starting with Junos OS Release 17.4R1, support for custom category configuration is

available for local andWebsense redirect profiles.

See Also Understanding IntegratedWeb Filtering•

• Understanding Local Web Filtering on page 112

• Understanding Redirect Web Filtering on page 122
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Understanding the EnhancedWeb Filtering Process

Web filtering enables you tomanage Internet access, preventing access to inappropriate

Web content. The EnhancedWeb Filtering (EWF) feature intercepts, scans, and acts

upon HTTP or HTTPS traffic in the following way:

1. The device creates TCP socket connections to theWebsense ThreatSeeker Cloud

(TSC).

2. The device intercepts an HTTP or an HTTPS connection and extracts each URL (in

the HTTP request) or IP (in the HTTPS request). For an HTTPS connection, EWF is

supported through SSL forward proxy.

NOTE: Startingwith JunosOSRelease 12.3X48-D25andJunosOSRelease
17.3R1, EnhancedWeb Filtering (EWF) over SSL forward proxy supports
HTTPS traffic.

3. The device looks for the URL in the user-configured blacklist or whitelist.

NOTE: A blacklist or a whitelist action type is a user-defined category in
which all the URLs or IP addresses are always blocked or permitted and
optionally logged.

• If the URL is in the user-configured blacklist, the device blocks the URL.

• If the URL is in the user-configured whitelist, the device permits the URL.

4. The device checks the user-defined categories and blocks or permits the URL based

on the user-specified action for the category.

5. The device looks for the URL in the URL filtering cache.

• If the URL is not available in the URL filtering cache, the device sends the URL in

HTTP format to the TSCwith a request for categorization. The device uses one of

the connections made available to the TSC to send the request.

• The TSC responds to the device with the categorization and a reputation score.

6. The device performs the following actions based on the identified category:

• If the URL is permitted, the device forwards the HTTP request to the HTTP server.

• If the URL is blocked, the device sends a deny page to the HTTP client and also

sends a reset message to the HTTP server to close the connection

• If the URL is quarantined, the device sends a redirect response to the HTTP client

and the URL is redirected to the HTTP server.

• If the category is configured and the category action is available, the device permits

or blocks the URL based on the category action.
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• If the category is not configured, the device permits or blocks the URL based on the

global reputation action.

• If theglobal reputation isnot configured, thedevicepermitsorblocks theURLbased

on the default action configured in theWeb filtering profile.

Functional Requirements for EnhancedWeb Filtering

The following items are required to use EnhancedWeb Filtering (EWF):

• License key—The EWF solution builds upon the SurfControl integrated feature on the

device. Two different valid license keys are required for the SurfControl integrated

solution and for EWF. You need to install a new license to upgrade to the EWF solution.

NOTE: You can ignore the warningmessage "requires
'wf_key_websense_ewf' license” because it is generated by routine EWF
license validation check.

A grace period of 30 days, consistent with other UTM features, is provided for the EWF

feature after the license key expires.

NOTE: The device will continue to support the SurfControl integrated
solution after the upgrade.

When the grace period for the EWF feature has passed (or if the feature has not been

installed), Web filtering is disabled, all HTTP requests bypassWeb filtering, and any

connections to the TSC are disabled.When you install a valid license, the connections

to the server are established again.

• The debug command provides the following information to each TCP connection

available on the device:

• Number of processed requests

• Number of pending requests

• Number of errors (dropped or timed-out requests)

• TCPconnectionbetweenaWebclientandawebserver—Anapplication identification
(APPID) module is used to identify an HTTP connection. The EWF solution identifies

an HTTP connection after the device receives the first SYN packet. If an HTTP request

has to be blocked, EWF sends a blockmessage from the device to theWeb client. EWF

further sends a TCP FIN request to the client and a TCP reset (RST) to the server to

disable the connection. The device sends all the messages through the flow session.

Themessages follow the entire service chain.

• HTTP request interception—EWF intercepts the first HTTP request on the device and

performs URL filtering on all methods defined in HTTP 1.0 and HTTP 1.1. The device

holds the original request while waiting for a response from the TSC. If the first packet
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in theHTTPURL is fragmentedor if thedevice cannot extract theURL for some reason,

then the destination IP address is used for the categorization.

NOTE: For HTTP 1.1 persistent connections, the subsequent requests on
that session are ignored by the EWFmodule.

If the device holds the original request for a long time, then the client will retransmit

the request. TheURL filtering codewill detect the retransmitted packets. If the original

HTTP request has already been forwarded, then EWF forwards the retransmitted

packet to the server. However, if EWF is in the middle of first-packet processing or

makes the calculation to block the session, then the solution drops the retransmitted

packet. A counter tracks the number of retransmitted packets received by the device.

If the TSC does not respond in time to the categorization request from the device, then

the original client request is blocked or permitted according to the timeout fallback

setting.

• HTTPS request interception—Starting with Junos OS 15.1X49-D40 and Junos OS
Release 17.3R1, EWF intercepts HTTPS traffic passing through the SRX Series device.

Thesecurity channel fromtheSRXSeriesdevice isdividedasoneSSLchannelbetween

the client and theSRXSeries device andanother SSL channel between theSRXSeries

device and theHTTPSserver. SSL forwardproxy acts as the terminal for both channels

and forwards the cleartext traffic to the UTM. UTM extracts the URL from the HTTP

request message.

• Blockingmessage—The blockingmessage sent to theWeb client is user-configurable
and is of the following types:

• The JuniperNetworks blockingmessage is thedefaultmessagedefined in thedevice

that can bemodified by the user. The default blockingmessage contains the reason

why the request is blocked and the category name (if it is blocked because of a

category).

• Syslog message.

For example, if you have set the action for Enhanced_Search_Engines_and_Portals to

block, andyou try toaccesswww.example.com, theblockingmessage isof the following

form: JuniperWeb Filtering:JuniperWeb Filtering has been set to block this site.
CATEGORY: Enhanced_Search_Engines_and_Portals REASON: BY_PRE_DEFINED .
However, the corresponding syslog message on the device under test (DUT) is:

WEBFILTER_URL_BLOCKED:WebFilter: ACTION="URL Blocked"
56.56.56.2(59418)->74.125.224.48(80)
CATEGORY="Enhanced_Search_Engines_and_Portals" REASON="by predefined
category" PROFILE="web-ewf" URL=www.example.comOBJ=/ .

• Monitoring theWebsense server—The URL filtering module uses twomethods to
determine if the TSC is active: socket connections and heartbeat. EWFmaintains

persistent TCP sockets to the TSC. The server respondswith a TCPACK if it is enabled.

EWF sends an application layer NOOP keepalive to the TSC. If the device does not

receive responses to three consecutive NOOP keepalives in a specific period, it

determines the socket to be inactive. The EWFmodule attempts to open a new

Copyright © 2018, Juniper Networks, Inc.82

UTM Feature Guide for NFX Devices



connection to the TSC. If all sockets are inactive, the TSC is considered to be inactive.

Therefore an error occurs. The error is displayed and logged. Subsequent requests and

pending requests are either blocked or passed according to the server connectivity

fallback setting until new connections to the TSC are opened again.

• HTTP protocol communication with the TSC—EWF uses the HTTP 1.1 protocol to

communicate with the TSC. This ensures a persistent connection and transmission of

multiple HTTP requests through the same connection. A single HTTP request or

response is used for client or server communication. The TSC can handle queued

requests; for optimal performance, an asynchronous request or responsemechanism

is used. The requests are sentoverTCP, soTCP retransmission is used toensure request

or response delivery. TCP also ensures that valid in-order, non-retransmitted HTTP

stream data is sent to the HTTP client on the device.

• Responses—The responses adhere to the basic HTTP conventions. Successful
responses include a 20x response code (typically 200). An error response includes a

4xx or 5xx code. Error responses in the 4xx series indicate issues in the custom code.

Error responses in the 5xx series indicate issues with the service.

Error codes andmeanings are as follows:

• 400–Bad request

• 403–Forbidden

• 404–Not found

• 408–Request canceled or null response

• 500–Internal server error

Errors in the400series indicate issueswith the request. Errors in the500series indicate

issues with the TSC service. Websense is notified of these errors automatically and

responds accordingly.

You can configure the default fallback setting to determine whether to pass or block

the request:

set security utm feature-profileweb-filtering juniper-enhanced profile juniper-enhanced

fallback-settings default ?

The response also contains the site categorization and site reputation information.

• Categories—A category list is available on the device. This list consists of categories,
each containing a category code, a name, and a parent ID. Categories can also be

user-defined. Each category consists of a list of URLs or IP addresses. Categories are

not updated dynamically and are tied to the Junos OS release because they have to

becompiled into the JunosOS image.Anyupdate incategoriesneeds tobesynchronized

with the Junos OS release cycle.

Starting with Junos OS Release 17.4R1, you can download and dynamically load new

EWF categories. The downloading and dynamic loading of the new EWF categories

do not require a software upgrade. Websense occasionally releases new EWF

categories. EWFclassifieswebsites into categoriesaccording tohost,URL, or IPaddress

and performs filtering based on the categories.
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NOTE: On SRX Series devices, if the category file transfer fails between
the primary and secondary devices, then the file transfer results in an
upgrading error and an error log is generated.

During new category file installation, if the category filename is changed,
then the new category file overwrites the old category file in the internal
systemandall relatedoutput information is replacedwith thenewcategory
name.

Starting with Junos OS Release 17.4R1, predefined base filters, defined in a category

file, are supported for individual EWF categories. Each EWF category has a default

action in a base filter, which is attached to the user profile to act as a backup filter. If

the categories are not configured in theuser profile, then thebase filter takes theaction.

A base filter is an object that contains a category-action pair for all categories defined

in the category file. A base filter is a structured object, and is defined with the help of

a filter name and an array of category-action pairs.

The following is an example of a base filter with an array of category-action pairs. For

the Enhanced_Adult_Material category, the action is block; for the

Enhanced_Blog_Posting category, the action is permit; and so on.

{
"predefined-filter": [
        {
            "filter-name": "ewf-default-filter",
            "cat-action-table": [
                {"name":"Enhanced_Adult_Material","action":"block"},          

{"name":"Enhanced_Blog_Posting","action":"permit"},
                {"name":"Enhanced_Blog_Commenting","action":"permit"}
            ]
        }
    ]
} 

EWF supports up to 16 base filters. Junos OS Release 17.4R1 also supports online

upgradation of base filters.

NOTE: If the user profile has the same name as the base filter, then the
Web filter uses the wrong profile.

• Caching—Successfully categorized responsesare cachedon thedevice.Uncategorized
URLs are not cached. The size of the cache can be configured by the user.

• Safe search (HTTP support only, not HTTPS)—A safe-search solution is used to
ensure that the embedded objects, such as images on the URLs received from the

search engines, are safe and that no undesirable content is returned to the client.

AURL is provided to the TSC to provide categorization information. If it is a searchURL,

the TSC also returns a safe-search string. For instance, the safe-search string is
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safe=active. This safe-search string is appended to the URL, and a redirect response
for redirecting the client's query with safe search is turned on. This ensures that no

unsafe content is returned to the client. If the TSC indicates that it needs to be

safe-searched, then you can perform the safe-search redirect.

For example, the client makes a request to the URL

http://images.example.com/images?hl=en&source=imghp&biw=1183&bih=626&q

=adult+movies&gbv=2&aq=f&aqi=&aql=&oq=&gs_rfai= No category action is defined

for this URL. TSC returns safe-search string safe=active. The EWF code on the DUT

generates a HTTP 302 response, with the redirect URL:

http://images.example.com/images?hl=en&source=imghp&biw=1183&bih=626&q=adult+

movies&gbv=2&aq=f&aqi=&aql=&oq=&gs_rfai=&safe=active . This response is returned

to the client. The client now sends out a safe redirect request to this URL.

NOTE: Safe-search redirect supports HTTP only. You cannot extract the
URL for HTTPS. Therefore it is not possible to generate a redirect response
for HTTPS search URLs. Safe-search redirects can be disabled by using
the CLI option no-safe-search.

• Site reputation—The TSC provides site reputation information. Based on these
reputations, you can choose a block or a permit action. If the URL is not handled by a

whitelist or a blacklist and does not fall in a user or predefined category, then the

reputation can be used to perform a URL filtering decision.

Starting with Junos OS Release 17.4R1, the reputation base scores are configurable.

Users can apply global reputation values, provided by theWebsense ThreatSeeker

Cloud(TSC). For thenon-categoryURLs, theglobal reputationvalue is used toperform

filtering,

The reputation scores are as follows:

• 100-90–Site is considered very safe.

• 80-89–Site is consideredmoderately safe.

• 70-79–Site is considered fairly safe.

• 60-69–Site is considered suspicious.

• 0-59–Site is considered harmful.

The device maintains a log for URLs that are blocked or permitted based on site

reputation scores.

• Profiles—AURL filteringprofile is definedasa list of categories,with eachprofile having
an action type (permit, log-and-permit, block, quarantine) associated with it. A

predefined profile, junos-wf-enhanced-default, is provided to users if they choose not

to define their own profile.

You canalso define anaction basedon site reputations in a profile to specify the action

when the incoming URL does not belong to any of the categories defined in the profile.

If you do not configure the site reputation handling information, then you can define a

default action. All URLs that do not have a defined category or defined reputation
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action in their profilewill be blocked, permitted, logged-and-permitted, or quarantined

depending on the block or permit handling for the default action explicitly defined in

the profile. If you do not specify a default action, then the URLs will be permitted. For

search engine requests, if there is no explicit user-defined configuration, and the URL

request iswithout the safe-search option, then EWFgenerates a redirect response and

sends it to theclient. Theclientwill generateanewsearch requestwith thesafe-search

option enabled.

NOTE:

A URL filtering profile can contain the following items:

• Multiple user-defined and predefined categories, each with a permit or
block action

• Multiple site reputation handling categories, eachwith a permit or block
action

• One default action with a permit or block action

Theorderof search isblacklist,whitelist, user-definedcategory, predefined
category, safe-search, site reputation, and default action.

User Messages and Redirect URLs for EnhancedWeb Filtering (EWF) on SRX
Series Devices

Starting with Junos OS Release 15.1X49-D110, a new option, custom-message, is added

for the custom-objects statement that enables you to configure user messages and

redirectURLs tonotify userswhenaURL isblockedorquarantined for eachEWFcategory.

The custom-message option has the following mandatory attributes:

• Name: Name of the custommessage; maximum length is 59 ASCII characters.

• Type: Type of custommessage: user-message or redirect-url.

• Content: Content of the custommessage; maximum length is 1024 ASCII characters.

You configure a user message or redirect URL as a custom object and assign the custom

object to an EWF category.

• User messages indicate that website access has been blocked by an organization's

access policy. To configure a user message, include the type user-message content

message-text statement at the [edit security utm custom-objects custom-message

message] hierarchy level.

• RedirectURLs redirectablockedorquarantinedURLtoauser-definedURL.Toconfigure

a redirect URL, include the type redirect-url content redirect-url statement at the [edit

security utm custom-objects custom-messagemessage] hierarchy level.

The custom-message option provides the following benefits:

• You can configure a separate custommessage or redirect URL for each EWF category.
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• The custom-message option allows you to fine-tunemessages to support your polices

to knowwhich URL is blocked or quarantined.

NOTE: Only one custom-message configuration option is applied for each

category. The custom-message configuration is supported only on Enhanced

WebFiltering(EWF).Therefore,only theJuniperEWFenginetype issupported.

Starting with Junos OS Release 17.4R1, support for custom category configuration is

available for local andWebsense redirect profiles.

See Also Web Filtering Overview on page 75•

Predefined Category Upgrading and Base Filter Configuration Overview

You can download and dynamically load new EnhancedWeb Filtering (EWF) categories

without any software upgrade. The predefined base filters defined in a category file are

supported for individual EWF categories.

To configure a predefined category upgrade without any software upgrade:

1. Configure UTM custom objects for the UTM features. Set the interval, set the start

time, and enter the URL of category package download:

user@host# set security utm custom-objects
user@host# set security utm custom-objects category-package
user@host# set security utm custom-objects category-package automatic
user@host# set security utm custom-objects category-package automatic interval
60

user@host# set security utm custom-objects category-package automatic interval
60 enable

user@host# set security utm custom-objects category-package automatic interval
60 enable start-time 2017-09-05.08.08.08

user@host# set security utm custom-objects category-package automatic
route-instance VRF

user@host# set security utm custom-objects category-package automatic
route-instance VRF url https://update.juniper-updates.net/EWF

2. Configure the predefined base filters. Each EWF category has a default action in a

base filter,which is attached to theuser profile toact asabackup filter. If the categories

are not configured in the user profile, then the base filter takes the action. You can

also upgrade the base filters online.

user@host# set security utm feature profile web-filtering juniper-enhanced
juniper-enhanced-profile

user@host# set security utm feature profile web-filtering juniper-enhanced
juniper-enhanced-profile base-filter [base-filter]

user@host# set security utm feature profile web-filtering juniper-enhanced
juniper-enhanced-profile base-filter [base-filter] category <category-action >

user@host# set security utm feature profile web-filtering juniper-enhanced
juniper-enhanced-profile base-filter [base-filter] category category-action default
<default-action>
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user@host# set security utm feature profile web-filtering juniper-enhanced
juniper-enhanced-profile base-filter [base-filter] category category-action default
<default-action>site-reputation-action <reputation-action>

show security utm custom-objects

category-package{
automatic{
 interval 60;
 enable;
 start-time "2017-09-05.08.08.08";
 }
route-instance VRF;
url https://update.juniper-updates.net/EWF;
}

show security utm feature-profile web-filtering juniper-enhanced

server {
    host rp.cloud.threatseeker.com;
}
sockets 8;
profile ewf_p1 {
+ base-filter gov-filter;
default log-and-permit;
    timeout 15;
}
+reputation {
 reputation-very-safe 90;
 reputation-moderately-safe 80;
 reputation-fairly-safe 70;
 reputation-suspicious 60;
}

See Also show security utmweb-filtering category status on page 392•

• category (SecurityWeb Filtering) on page 161

• request security utmweb-filtering category install on page 357

• show security utmweb-filtering category base-filter on page 387

Example: Configuring EnhancedWeb Filtering

This example shows how to configure EnhancedWeb filtering (EWF) for managing

website access. This feature is supported on all SRX Series devices. The EWF solution

interceptsHTTPand theHTTPS requests and sends theHTTPURLor theHTTPS source

IP to theWebsense ThreatSeeker Cloud (TSC). The TSC categorizes the URL into one

of the 151 or more predefined categories and also provides site reputation information.

The TSC further returns the URL category and the site reputation information to the

device. The SRX Series device determines whether it can permit or block the request

based on the information provided by the TSC.

• Requirements on page 89

• Overview on page 89
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• Configuration on page 91

• Verification on page 99

Requirements

This example uses the following hardware and software components:

• SRX5600 device

• Junos OS Release 12.1X46-D10 or later

Before you begin, you should be familiar withWeb filtering and EnhancedWeb filtering

(EWF). See “WebFilteringOverview” on page 75 and “Understanding the EnhancedWeb

Filtering Process” on page 80.

Overview

Web filtering is used to monitor and control how users access the website over HTTP

and HTTPS. In this example, you configure a URL pattern list (whitelist) of URLs or

addresses that you want to bypass. After you create the URL pattern list, define the

custom objects. After defining the custom objects, you apply them to feature profiles to

define the activity on each profile, apply the feature profile to the UTM policy, and finally

attach theWeb filtering UTM policies to the security policies. Table 4 on page 89 shows

information about EWF configuration type, steps, and parameters used in this example.

Table 4: EnhancedWeb filtering (EWF) Configuration Type, Steps, and Parameters

Configuration ParametersConfiguration StepsConfiguration Type

• [http://www.example.net 1.2.3.4]

• value urllist3

• http://www.untrusted.com

• http://www.trusted.com

Configure a URL pattern list (whitelist)
of URLs or addresses that you want to
bypass.

Create a custom object called urllist3
that contains the pattern
http://www.example.net 1.2.3.4

URL pattern and custom objects

• urllistblack

• urllistwhite

Add the urllist3 custom object to the
custom URL category custurl3.
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Table 4: EnhancedWeb filtering (EWF) Configuration Type, Steps, and Parameters (continued)

Configuration ParametersConfiguration StepsConfiguration Type

Configure theWeb filtering feature
profile:

Feature profiles

• custwhitelist

• custblacklist

• type juniper-enhanced

• cache size 500

• cache timeout 1800

• Set theURLblacklist filtering category
to custblacklist, set the whitelist
filtering category to custwhitelist, and
set the type ofWeb filtering engine to
juniper-enhanced. Then you set the
cache size and cache timeout
parameters.

• rp.cloud.threatseeker.com

• port 80

• http-profile my_ewfprofile01

• Name the EWF server and enter the
port number for communicating with
it. (Default port is 80.) Then you
create an EWF profile name.

• http-reassemble

• http-persist

• Action: log-and-permit

• site-reputation-action:

• very-safe permit

• Select a category from the included
whitelist and blacklist categories or
select a customURL category list you
created for filtering against.

• ewf_my_profile-default block

• custom-block-message "***access
denied ***"

• fallback-settings:

• server-connectivity block

• timeout block

• too-many-requests block

• quarantine-custom-message “**The
requestedwebpage is blocked by your
organization's access policy**”.

• quarantine-message type
custom-redirect-url

• quarantine-message url
besgas.spglab.example.net

• ewf_my_profile-default:

• timeout 10

• no-safe-search

• Enter a custommessage to be sent
when HTTP requests are blocked.
Finally, enter a timeout value in
seconds.
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Configuration

This example shows how to configure custom URL patterns, custom objects, feature

profiles, and security policies.

• Configuring EnhancedWeb Filtering CustomObjects and URL Patterns on page 91

• Configuring EnhancedWeb Filtering Feature Profiles on page 93

• AttachingWeb Filtering UTM Policies to Security Policies on page 98

Configuring EnhancedWeb Filtering CustomObjects and URL Patterns

CLI Quick
Configuration

To quickly configure this section of the example, copy the following commands, paste

them into a text file, remove any line breaks, change any details necessary tomatch your

network configuration, copy and paste the commands into the CLI at the [edit] hierarchy

level, and then enter commit from configuration mode.

set security utm custom-objects url-pattern urllist3 value http://www.example.net
set security utm custom-objects url-pattern urllist3 value 1.2.3.4
set securityutmcustom-objectsurl-patternurllistblackvaluehttp://www.untrusted.com
set security utm custom-objects url-pattern urllistblack value 13.13.13.13
set security utm custom-objects url-pattern urllistwhite value http://www.trusted.com
set security utm custom-objects url-pattern urllistwhite value 11.11.11.11
set security utm custom-objects custom-url-category custurl3 value urllist3
set security utm custom-objects custom-url-category custblacklist value urllistblack
set security utm custom-objects custom-url-category custwhiltelist value urllistwhite

Starting with Junos OS Release 15.1X49-D110, the “* “ in a wildcard syntax, required to

create URL pattern for Web filtering profile, matches all subdomains. For example,

*.example.net matches:

• http://a.example.net

• http://example.net

• a.b.example.net

WARNING: A custom category does not take precedence over a predefined
categorywhen it has the same name as one of the predefined categories. Do
not use the same name for a custom category that you have used for a
predefined category.

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode in the CLI User Guide.

To configure custom objects and URL patterns in EnhancedWeb Filtering::

1. Configure a URL pattern list (whitelist) of URLs or addresses that you want to

bypass. After you create the URL pattern list, you create a customURL category list
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and add the pattern list to it. Configure a URL pattern list customobject by creating

the list name and adding values to it as follows:

NOTE: BecauseyouuseURLpattern lists tocreatecustomURLcategory
lists, youmust configure URL pattern list custom objects before you
configure customURL category lists.

[edit security utm]
user@host#setcustom-objectsurl-patternurllist3value[http://www.example.net
1.2.3.4]

NOTE: The guideline to use a URL pattern wildcard is as follows: Use

\*\.[]\?* and precede all wildcard URLs with http://. You can use “*”

only if it is at the beginning of the URL and is followed by “.”. You can

use “?” only at the end of the URL.

The following wildcard syntaxes are supported: http://*.example.net,

http://www.example.ne?, http://www.example.n??. The following

wildcard syntaxes are not supported: *.example.???,
http://*example.net, http://?.

2. Create a custom object called urllist3 that contains the pattern

http://www.example.net and then add the urllist3 custom object to the custom

URL category custurl3.

[edit security utm]
user@host# set custom-objects custom-url-category custurl3 value urllist3

3. Create a list of untrusted and trusted sites.

[edit security utm]
user@host# set custom-objects url-pattern urllistblack value
[http://www.untrusted.com 13.13.13.13]

user@host# set custom-objects url-pattern urllistwhite value
[http://www.trusted.com 11.11.11.11]

4. Configure the customURL category list custom object by using the URL pattern list

of untrusted and trusted sites.

[edit security utm]
user@host#setcustom-objectscustom-url-categorycustblacklistvalueurllistblack
user@host#setcustom-objectscustom-url-categorycustwhitelistvalueurllistwhite

Results From configuration mode, confirm your configuration by entering the show security utm

custom-objects command. If the output does not display the intended configuration,

repeat the instructions in this example to correct.
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[edit]
userhost#show security utm custom-objects
url-pattern {
urllist3 {
value [ 1.2.3.4 http://www.example.net ];

}
urllistblack {
value [ 13.13.13.13 http://www.untrusted.com ];

}
urllistwhite {
value [ 11.11.11.11 http://www.trusted.com ];

}
}
custom-url-category {
custurl3 {
value urllist3;

}
custblacklist {
value urllistblack;

}
custwhiltelist {
value urllistwhite;

}
}

If you are done configuring the device, enter commit from configuration mode.

Configuring EnhancedWeb Filtering Feature Profiles

CLI Quick
Configuration

To quickly configure this section of the example, copy the following commands, paste

them into a text file, remove any line breaks, change any details necessary tomatch your

network configuration, copy and paste the commands into the CLI at the [edit] hierarchy

level, and then enter commit from configuration mode.

NOTE: Starting in Junos OS Release 12.3X48-D25, new CLI options are
available.Thehttp-reassembleandhttp-persistoptionsareadded in theshow

security utm feature-profile web-filtering command.

[edit security utm]
set security utm feature-profile web-filtering url-whitelist custwhitelist value
set security utm feature-profile web-filtering url-blacklist custblacklist value
set security utm feature-profile web-filtering type juniper-enhanced
set security utm feature-profile web-filtering juniper-enhanced cache size 500
set security utm feature-profile web-filtering juniper-enhanced cache timeout 1800
set security utm feature-profile web-filtering juniper-enhanced server host
rp.cloud.threatseeker.com

set security utm feature-profile web-filtering juniper-enhanced server port 80
set security utm feature-profile web-filtering http-reassemble
set security utm feature-profile web-filtering http-persist
set security utm feature-profile web-filtering juniper-enhanced profile ewf_my_profile
category Enhanced_Hacking action log-and-permit
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set security utm feature-profile web-filtering juniper-enhanced profile ewf_my_profile
category Enhanced_Government action quarantine

set security utm feature-profile web-filtering juniper-enhanced profile ewf_my_profile
site-reputation-action very-safe permit

set security utm feature-profile web-filtering juniper-enhanced profile ewf_my_profile
custom-block-message "***access denied ***"

set security utm feature-profile web-filtering juniper-enhanced profile ewf_my_profile
block-message type custom-redirect-url

set security utm feature-profile web-filtering juniper-enhanced profile ewf_my_profile
block-message url http://10.10.121.18

set security utm feature-profile web-filtering juniper-enhanced profile ewf_my_profile
default block

set security utm feature-profile web-filtering juniper-enhanced profile ewf_my_profile
fallback-settings server-connectivity block

set security utm feature-profile web-filtering juniper-enhanced profile ewf_my_profile
fallback-settings timeout block

set security utm feature-profile web-filtering juniper-enhanced profile ewf_my_profile
fallback-settings too-many-requests block

set security utm feature-profile web-filtering juniper-enhanced profile ewf_my_profile
timeout 10

set security utm feature-profile web-filtering juniper-enhanced profile ewf_my_profile
no-safe-search

set security utm utm-policymypolicy web-filtering http-profile ewf_my_profile
set security policies from-zone utm_clients to-zonemgmt policy 1 then permit
application-services utm-policymypolicy

set security utm feature-profile web-filtering juniper-enhanced profile ewf-test-profile
quarantine-custom-message “**The requestedwebpage is blocked by your
organization's access policy**”.

set security utm feature-profile web-filtering juniper-enhanced profile ewf-test-profile
quarantine-message type custom-redirect-url

set security utm feature-profile web-filtering juniper-enhanced profile ewf-test-profile
quarantine-message url besgas.spglab.example.net

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode in the CLI User Guide.

To configure the EWF feature profiles:

1. Configure theWeb filteringURLblacklist, URLwhitelist, and theWeb filteringengine.

[edit security utm feature-profile web-filtering]
user@host# set url-blacklist custblacklist
user@host# set url-whitelist custwhitelist
user@host# set type juniper-enhanced

2. Set the cache size and cache timeout parameters for the configured EWF engine.

[edit security utm feature-profile web-filtering]
user@host# set juniper-enhanced cache size 500
user@host# set juniper-enhanced cache timeout 1800

3. Set the server name or IP address and the port number for communicatingwith the

server. The default host value in the system is rp.cloud.threatseeker.com.
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[edit security utm feature-profile web-filtering]
user@host# set juniper-enhanced server host rp.cloud.threatseeker.com
user@host# set juniper-enhanced server port 80

4. Set the http-reassemble statement to reassemble the requested packet and the

http-persist statement to check every HTTP request packet in the same session. If

the http-reassemble statement is not configured for cleartext HTTP traffic, then

EWFdoesnot reassemble the fragmentedHTTPrequest toavoid incompleteparsing

in the packet-based inspection. If the http-persist statement is not configured for

cleartext HTTP traffic, then EWF does not check every HTTP request packet in the

same session.

[edit security utm feature-profile web-filtering]
user@host# set http-reassemble
user@host# set http-persist

5. Createaprofile name, andselect a category fromthe includedwhitelist andblacklist

categories.

[edit security utm feature-profile web-filtering]
user@host#set juniper-enhancedprofileewf_my_profilecategoryEnhanced_Hacking
action log-and-permit

user@host# set security utm feature-profile web-filtering juniper-enhanced profile
ewf_my_profile category Enhanced_Government action quarantine

6. Specify the action to be taken depending on the site reputation returned for the

URL if there is no category match found.

[edit security utm feature-profile web-filtering]
user@host#set juniper-enhanced profile ewf_my_profile site-reputation-action
very-safe permit

7. Enter a custommessage to be sent when HTTP requests are blocked.

[edit security utm feature-profile web-filtering]
user@host# set juniper-enhanced profile ewf_my_profile custom-block-message
"***access denied ***"

8. Define a redirect URL server so that instead of the device sending a block pagewith

plain text HTML, the device will send an HTTP 302 redirect to this redirect server

with some special variables embedded in the HTTP redirect location field. These

special variables canbeparsedby the redirect server and serve a special block page

to the client with rich images and formatting.

[edit security utm feature-profile web-filtering]
user@host# set juniper-enhanced profile ewf_my_profile block-message type
custom-redirect-url http://10.10.1.1

user@host# set juniper-enhanced profile ewf_my_profile block-message url
http://10.10.121.18
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NOTE: If you configure the security utm feature-profile web-filtering

juniper-enhanced profile ewf_my_profile block-message statement, then

the default blockmessage configuration takes precedence over the
security utm feature-profile web-filtering juniper-enhanced profile

ewf_my_profile custom-block-message configuration.

9. Specify adefault action (permit, logandpermit, block, or quarantine) for theprofile,

when no other explicitly configured action (blacklist, whitelist, custom category,

predefined category actions, or site reputation actions) is matched .

[edit security utm feature-profile web-filtering]
user@host# set juniper-enhanced profile ewf_my_profile default block

10. Configure the fallback settings (block or log and permit) for this profile.

[edit security utm feature-profile web-filtering]
user@host# set juniper-enhanced profile ewf_my_profile fallback-settings default
block

user@host# set juniper-enhanced profile ewf_my_profile fallback-settings
server-connectivity block

user@host# set juniper-enhanced profile ewf_my_profile fallback-settings timeout
block

user@host# set juniper-enhanced profile ewf_my_profile fallback-settings
too-many-requests block

11. Enter a timeout value in seconds. When this limit is reached, fallback settings are

applied. This example sets the timeout value to 10. You can also disable the

safe-search functionality. By default, search requests have safe-search strings

attached to them, and a redirect response is sent to ensure that all search requests

are safe or strict.

[edit security utm feature-profile web-filtering]
user@host# set juniper-enhanced profile ewf_my_profile timeout 10
user@host# set juniper-enhanced profile ewf_my_profile no-safe-search

NOTE: Thetimeoutvalue range forSRX210,SRX220,SRX240,SRX300,
SRX320, SRX345, SRX550, SRX1500, SRX4100, and SRX4200 is 0
through 1800 seconds and the default value is 15 seconds. The timeout
value range for SRX3400 and SRX3600 is 1 through 120 seconds and
the default value is 3 seconds.

12. Configure aUTMpolicy (mypolicy) for theWeb-filteringHTTPprotocol, associating

ewf_my_profile to the UTM policy, and attach this policy to a security profile to

implement it.

[edit security utm]
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user@host# set utm-policymypolicy web-filtering http-profile ewf_my_profile
user@host# set security policies from-zoneutm_clients to-zonemgmtpolicy 1 then
permit application-services utm-policymypolicy

Results From configuration mode, confirm your configuration by entering the show security utm

feature-profile command. If the output does not display the intended configuration,

repeat the instructions in this example to correct.

[edit]
user@host# show security utm
feature-profile{
web-filtering {
url-whitelist custwhitelist{
url-blacklist custblacklist;
http-reassemble;
http-persist;
type juniper-enhanced;
juniper-enhanced {
cache {
timeout 1800;
size 500;

}
server {
host rp.cloud.threatseeker.com;
port 80;

}
profile ewf_my_profile {
category {
Enhanced_Hacking {
action log-and-permit;
}
Enhanced_Government {
action quarantine;

}
}
site-reputation-action {
very-safe permit;
moderately-safe log-and-permit;
fairly-safe log-and-permit;
harmful block;
suspicious block;

}
default block;
custom-block-message "***access denied ***";
fallback-settings {
default block;
server-connectivity block;
timeout block;
too-many-requests block;

}
timeout 10;
no-safe-search;

}
utm-policy mypolicy {
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web-filtering {
http-profile ewf_my_profile;

}
}

}

If you are done configuring the device, enter commit from configuration mode.

AttachingWeb Filtering UTMPolicies to Security Policies

CLI Quick
Configuration

To quickly configure this section of the example, copy the following commands, paste

them into a text file, remove any line breaks, change any details necessary tomatch your

network configuration, copy and paste the commands into the CLI at the [edit] hierarchy

level, and then enter commit from configuration mode.

set security policies from-zone trust to-zone untrust policy sec_policymatch
source-address any

set security policies from-zone trust to-zone untrust policy sec_policymatch
destination-address any

set security policies from-zone trust to-zone untrust policy sec_policymatch application
any

set security policies from-zone trust to-zone untrust policy sec_policy then permit
application-services utm-policymypolicy

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode in the CLI User Guide.

To attach a UTM policy to a security policy:

1. Create the security policy sec_policy.

[edit]
user@host# set security policies from-zone trust to-zone untrust policy sec_policy

2. Specify the match conditions for sec-policy.

[edit security policies from-zone trust to-zone untrust policy sec_policy]
user@host# setmatch source-address any
user@host# setmatch destination-address any
user@host# setmatch application any

3. Attach the UTM policy mypolicy to the security policy sec_policy.

[edit security policies from-zone trust to-zone untrust policy sec_policy]
user@host# set then permit application-services utm-policymypolicy

Results Fromconfigurationmode, confirmyour configurationbyentering the showsecuritypolicies

command. If the output does not display the intended configuration, repeat the

configuration instructions in this example to correct it.

[edit]
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user@host# show security policies
from-zone trust to-zone untrust {
sec_policy {
match {
source-address any;
destination-address any;
application any;

}
then {
permit {
application-services {
utm-policy mypolicy;

}
}

}
}

}
default-policy {
permit-all;

}

After you are done configuring the device, enter commit from configuration mode.

Verification

To confirm that the configuration is working properly, perform these tasks:

• Verifying the Status of theWeb Filtering Server on page 99

• Verifying thatWeb Filtering Statistics Have Increased on page 99

• VerifyingThat theWebFilteringUTMPolicy IsAttachedto theSecurityPolicyonpage 100

Verifying the Status of theWeb Filtering Server

Purpose Verify theWeb filtering server status.

Action From the top of the configuration in operational mode, enter the show security utm

web-filtering status command.

user@host> show security utmweb-filtering status
 UTM web-filtering status:
    Server status: Juniper Enhanced using Websense server UP

Meaning The command output shows that theWeb filtering server connection is up.

Verifying thatWeb Filtering Statistics Have Increased

Purpose Verify the increase inWeb filtering statistics. The initial counter value is 0; if there is an

HTTP request URL hit, then there is a increase in theWeb filtering statistics.
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Action From the top of the configuration in operational mode, enter the show security utm

web-filtering statistics command.

user@host> show security utmweb-filtering statistics
 UTM web-filtering statistics:
    Total requests:                     0
    white list hit:                     0
    Black list hit:                     0
    Queries to server:                  0
    Server reply permit:                0
    Server reply block:                 0
    Server reply quarantine:            0
    Server reply quarantine block:      0
    Server reply quarantine permit:     0
    Custom category permit:             0
    Custom category block:              0
    Custom category quarantine:         0
    Custom category qurantine block:    0
    Custom category quarantine permit:  0
    Site reputation permit:             0
    Site reputation block:              0
    Site reputation quarantine:         0
    Site reputation quarantine block:   0
    Site reputation quarantine permit:  0
    Site reputation by Category         0
    Site reputation by Global           0
    Cache hit permit:                   0
    Cache hit block:                    0
    Cache hit quarantine:               0
    Cache hit quarantine block:         0
    Cache hit quarantine permit:        0
    Safe-search redirect:               0
   SNI pre-check queries to server:    1
    SNI pre-check server responses:     1 
    Web-filtering sessions in total:    128000
    Web-filtering sessions in use:      0
    Fallback:                       log-and-permit           block
          Default                                 0               0
          Timeout                                 0               0
     Connectivity                                 0               0
Too-many-requests                                 0               0

Meaning TheoutputdisplaysWebfilteringstatistics for connections includingwhitelist andblacklist

hits and customcategory hits. If there is anHTTP requestURL hit, then there is a increase

in theWeb filtering statistics from an earlier value.

Verifying That theWeb Filtering UTMPolicy Is Attached to the Security Policy

Purpose Verify that theWeb filtering UTM policy mypolicy is attached to the security policy

sec_policy.

Action From operational mode, enter the show security policy command.

user@host> show security policies global policy-namemypolicy detail
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node0:
-
   Global policies:
Policy: mypolicy, State: enabled, Index: 5, Scope Policy: 0, Sequence number: 1
From zones: zone1, zone2
To zones: zone3, zone4
Source addresses: any
Destination addresses: any
Applications: any
Action: permit
Unified Threat Management: enabled

Meaning The output displays a summary of all security policies configured on the device. If a

particular policy is specified, it displays information specific to that policy. If UTM is

enabled, thenmypolicy is attached to sec_policy.

See Also Web Filtering Overview on page 75•

• MonitoringWeb Filtering Configurations on page 134

Understanding the Quarantine Action for EnhancedWeb Filtering

UTM EnhancedWeb Filtering supports block, log-and-permit, and permit actions for

HTTP/HTTPS requests. In addition to this, UTM EnhancedWeb Filtering now supports

the quarantine action which allows or denies access to the blocked site based on the

user’s response to the message.

The following sequence explains how the HTTP or HTTPs request is intercepted,

redirected, and acted upon by the quarantine action:

• The HTTP client requests URL access.

• Thedevice intercepts theHTTP request and sends the extractedURL to theWebsense

Thread Seeker Cloud (TSC).

• The TSC returns the URL category and the site reputation information to the device.

• If the action configured for the category is quarantine, the device logs the quarantine

action and sends a redirect response to HTTP client.

• The URL is sent to the HTTP server for redirecting.

• The device shows a warning message stating that the access to the URL is blocked

according to the organization’s security policies and prompts the user to respond.

• If the user response is “No,” the session is terminated. If the user response is “Yes,” the

user is allowed access to the site and such access is logged and reported to the

administrator.

NOTE: Onall SRXSeries devices, the quarantine action is supported only for
UTM EnhancedWeb Filtering or Juniper enhanced type ofWeb filtering.
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QuarantineMessage

The quarantine message sent to the HTTP client is user-configurable and is of the

following types:

• Default message

The default quarantine message is displayed when a user attempts to access a

quarantined website and it contains the following information:

• URL name

• Quarantine reason

• Category (if available)

• Site-reputation (if available)

For example, if you have set the action for Enhanced_Search_Engines_and_Portals to

quarantine, and you try to access www.search.example.com, the quarantinemessage

is as follows:

***The requestedwebpage is blocked by your organization's access policy***.

• Syslog message.

The syslog message will be logged by the systemwhen the user access the web page

that has already been quarantined andmarked as block or permit.

The corresponding syslog message on the device under test is:

Jan 25 15:10:40 rodian utmd[3871]: WEBFILTER_URL_BLOCKED:WebFilter:
ACTION="URL Blocked" 99.99.99.4(60525)->74.125.224.114(80)
CATEGORY="Enhanced_Search_Engines_and_Portals" REASON="by predefined
category(quarantine)"PROFILE="ewf-test-profile"URL=www.search.example.com
OBJ=/

Starting in JunosOS 12.1X47-D40and JunosOSRelease 17.3R1, the structured log fields

have changed. The structured log field changes in the UTMWeb filter logs

WEBFILTER_URL_BLOCKED, WEBFILTER_URL_REDIRECTED, and

WEBFILTER_URL_PERMITTED are as follows:

• name -> category

• error-message -> reason

• profile-name -> profile

• object-name -> url

• pathname -> obj

User Messages and Redirect URLs for EnhancedWeb Filtering (EWF) on SRX
Series devices

Starting with Junos OS Release 15.1X49-D110, a new option, custom-message, is added

for the custom-objects statement that enables you to configure user messages and
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redirectURLs tonotify userswhenaURL isblockedorquarantined for eachEWFcategory.

The custom-message option has the following mandatory attributes:

• Name: Name of the custommessage; maximum length is 59 ASCII characters.

• Type: Type of custommessage: user-message or redirect-url.

• Content: Content of the custommessage; maximum length is 1024 ASCII characters.

You configure a user message or redirect URL as a custom object and assign the custom

object to an EWF category.

• User messages indicate that website access has been blocked by an organization's

access policy. To configure a user message, include the type user-message content

message-text statement at the [edit security utm custom-objects custom-message

message] hierarchy level.

• RedirectURLs redirectablockedorquarantinedURLtoauser-definedURL.Toconfigure

a redirect URL, include the type redirect-url content redirect-url statement at the [edit

security utm custom-objects custom-messagemessage] hierarchy level.

The custom-message option provides the following benefits:

• You can configure a separate custommessage or redirect URL for each EWF category.

• The custom-messageoptionenables you to fine-tunemessages to support yourpolices

to knowwhich URL is blocked or quarantined.

NOTE: Only one custom-message configuration option is applied for each
category. Thecustom-messageconfiguration is supportedonlyonEnhanced
WebFiltering(EWF).Therefore,only theJuniperEWFenginetype issupported.

Starting with Junos OS Release 17.4R1, support for custom category configuration is

available for local andWebsense redirect profiles.

See Also Understanding IntegratedWeb Filtering•

• Understanding Local Web Filtering on page 112

• Understanding Redirect Web Filtering on page 122

Example: Configuring Site Reputation Action for EnhancedWeb Filtering

This example shows how to configure the site reputation action for both categorized and

uncategorized URLs.

• Requirements on page 104

• Overview on page 104

• Configuration on page 104

• Verification on page 107
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Requirements

Before you begin, you should be familiar withWeb Filtering and EnhancedWeb Filtering.

See “WebFilteringOverview”onpage75and “Understanding theEnhancedWebFiltering

Process” on page 80.

Overview

In this example, you configureWeb Filtering profiles to URLs according to defined

categories using the site reputation action. You set the URL whitelist filtering category

to url-cat-white and the type ofWeb Filtering engine to juniper-enhanced. Then you set

the cache size parameters for Web Filtering and the cache timeout parameters to 1.

Then you create a juniper-enhanced profile called profile ewf-test-profile, set the URL

whitelist category to cust-cat-quarantine, and set the reputation action to quarantine.

You enter a custommessage to be sent when HTTP requests are quarantined. In this

example, the following message is sent: The requestedwebpage is blocked by your

organization's access policy.

You block URLs in the Enhanced_News_and_Media category and permit URLs in the

Enhanced_Education category. Then you quarantine the URLs in the

Enhanced_Streaming_Media category and configure the device to send the following

message: The requestedwebpage is blocked by your organization's access policy.

In this example, you set the default action to permit. You select fallback settings (block

or log-and-permit) for this profile in case errors occur in each configured category. Finally,

you set the fallback settings to block.

Configuration

Configuring Site Reputation Action

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,

and then enter commit from configuration mode.

set security utm feature-profile web-filtering set url-whitelist url-cat-white
set security utm feature-profile web-filtering juniper-enhanced cache size
set security utm feature-profile web-filtering juniper-enhanced reputation
reputation-very-safe 85

set security utm feature-profile web-filtering juniper-enhanced reputation
reputation-moderately-safe 75

set security utm feature-profile web-filtering juniper-enhanced reputation
reputation-fairly-safe 65

set security utm feature-profile web-filtering juniper-enhanced reputation
reputation-suspicious 55

set security utm feature-profile web-filtering juniper-enhanced cache timeout 1
set security utm feature-profile web-filtering juniper-enhanced profile ewf-test-profile
category cust-cat-quarantine action quarantine

set security utm feature-profile web-filtering juniper-enhanced profile ewf-test-profile
category Enhanced_News_and_Media action block
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set security utm feature-profile web-filtering juniper-enhanced profile ewf-test-profile
category Enhanced_Education action permit

set security utm feature-profile web-filtering juniper-enhanced profile ewf-test-profile
category Enhanced_Education reputation-action harmful block

set security utm feature-profile web-filtering juniper-enhanced profile ewf-test-profile
category Enhanced_Streaming_Media action quarantine

set security utm feature-profile web-filtering juniper-enhanced profile ewf-test-profile
default permit

set security utm feature-profile web-filtering juniper-enhanced profile ewf-test-profile
default quarantine-message “*** The requestedwebpage is blocked by your
organization’s access policy***”.

set security utm feature-profile web-filtering juniper-enhanced profile ewf-test-profile
fallback-settings server-connectivity block

set security utm feature-profile web-filtering juniper-enhanced profile ewf-test-profile
fallback-settings timeout block

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode in the CLI User Guide.

To configure the site reputation action:

1. Configure theWeb Filtering URL whitelist.

[edit security utm feature-profile web-filtering]
user@host# set url-whitelist custwhitelist

2. Specify the EnhancedWeb Filtering engine, and set the cache size parameters.

[edit security utm feature-profile web-filtering]
user@host# set juniper-enhanced cache size

3. Configure the base reputation scores.

[edit security utm feature-profile web-filtering]
set juniper-enhanced reputation reputation-very-safe 85
set juniper-enhanced reputation reputation-moderately-safe 75
set juniper-enhanced reputation reputation-fairly-safe 65
set juniper-enhanced reputation reputation-suspicious 55

NOTE: The base reputation valuemust be ordered.

4. Set the cache timeout parameters.

[edit security utm feature-profile web-filtering]
user@host# set juniper-enhanced cache timeout 1

5. Create a profile name, and select a category from the whitelist categories.

[edit security utm feature-profile web-filtering]

105Copyright © 2018, Juniper Networks, Inc.

Chapter 6: Web Filtering



user@host# set juniper-enhanced profile ewf-test-profile category
cust-cat-quarantine action quarantine

6. Create a profile name, and select a category from the whitelist categories.

[edit security utm feature-profile web-filtering]
user@host# set juniper-enhanced profile ewf-test-profile category
Enhanced_News_and_Media action block

[edit security utm feature-profile web-filtering]
user@host# set juniper-enhanced profile ewf-test-profile category
Enhanced_Education action permit

user@host# set juniper-enhanced profile ewf-test-profile category
Enhanced_Education action harmful block

[edit security utm feature-profile web-filtering]
user@host# set juniper-enhanced profile ewf-test-profile category
Enhanced_Streaming_Media action quarantine

7. Enter a warning message to be sent when HTTP requests are quarantined.

[edit security utm feature-profile web-filtering]
user@host# set juniper-enhanced profile ewf-test-profile
quarantine-custom-message "***The requestedwebpage is blocked by your
organization's access policy ***"

8. Select adefault action (permit, log-and-permit, block, or quarantine) for theprofile,

when no other explicitly configured action (blacklist, whitelist, custom category,

predefined category or site reputation ) is matched .

[edit security utm feature-profile web-filtering]
user@host# set juniper-enhanced profile ewf-test-profile default permit

9. Select fallback settings (block or log-and-permit) for this profile.

[edit security utm feature-profile web-filtering]
user@host# set juniper-enhanced profile ewf-test-profile fallback-settings
server-connectivity block

user@host#set juniper-enhancedprofileewf-test-profile fallback-settings timeout
block

Results From configuration mode, confirm your configuration by entering the show security utm

command. If the output does not display the intended configuration, repeat the

instructions in this example to correct.

[edit]
user@host# show security utm
feature-profile{
web-filtering {
url-whitelist url-cat-white;
type juniper-enhanced;
traceoptions;
flag all;

}
juniper-enhanced {
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reputation {
reputation-very-safe 85
reputation-moderately-safe 75
reputation-fairly-safe 65

reputation-suspicious 55
cache {
timeout 1

}
profile ewf-test-profile {
category {
cust-cat-quarantine {
action quarantine;
}
Enhanced_News_and_Media {
action block;
reputation-action;

}
Enhanced_Education {
action permit;
reputation-action;
{
harmful block;
}
}
Enhanced_Streaming_Media {
action quarantine;
}

}
default permit;

quarantine-custom-message "***The requested webpage is blocked by your
organization's access policy***".
fallback-settings {
server-connectivity block;
timeout block;
}
}
}

}

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

• Verifying the Status of UTM Service on page 107

• Verifying the Status of UTM Session on page 108

• Verifying the Status of UTMWeb Filtering on page 108

• Verifying the Statistics of UTMWeb Filtering on page 108

Verifying the Status of UTM Service

Purpose Verify the UTM service status.
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Action From operational mode, enter the show security utm status command.

Sample Output

user@host>show security utm status
UTM service status: Running 

Verifying the Status of UTM Session

Purpose Verify the UTM session status.

Action From operational mode, enter the show security utm session command.

Sample Output

user@host>show security utm session
UTM session info:
 Maximum sessions:                 4000
 Total allocated sessions:         0
 Total freed sessions:             0
 Active sessions:                  0

Verifying the Status of UTMWeb Filtering

Purpose Verify the UTMWeb filtering status.

Action From operational mode, enter the show security utmweb-filtering status command.

Sample Output

user@host>show security utmweb-filtering status
UTM web-filtering status:
    Server status: Juniper Enhanced using Websense server UP

Verifying the Statistics of UTMWeb Filtering

Purpose Verify theWeb filtering statistics for connections including whitelist and blacklist hits

and custom category hits.

Action From operational mode, enter the show security utmweb-filtering statistics command.

Sample Output

user@host>show security utmweb-filtering statistics
UTM web-filtering statistics:
    Total requests:                     2594
    white list hit:                     0
    Black list hit:                     0
    Queries to server:                  2407
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    Server reply permit:                1829
    Server reply block:                 0
    Server reply quarantine:            517
    Server reply quarantine block:      0
    Server reply quarantine permit:     8
    Custom category permit:             0
    Custom category block:              0
    Custom category quarantine:         0
    Custom category qurantine block:    0
    Custom category quarantine permit:  0
    Site reputation permit:             0
    Site reputation block:              0
    Site reputation quarantine:         0
    Site reputation quarantine block:   0
    Site reputation quarantine permit:  0
    Site reputation by Category         0
    Site reputation by Global           0
    Cache hit permit:                   41
    Cache hit block:                    0
    Cache hit quarantine:               144
    Cache hit quarantine block:         0
    Cache hit quarantine permit:        1
    Safe-search redirect:               0
    Web-filtering sessions in total:    16000
    Web-filtering sessions in use:      0
    Fallback:                       log-and-permit           block
          Default                                 0               0
          Timeout                                 0               0
     Connectivity                                 0               1
Too-many-requests                                 0               0

See Also Understanding URLWhitelists on page 40•
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Release History Table
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DescriptionRelease

Startingwith JunosOSRelease 17.4R1, support for customcategory configuration
is available for local andWebsense redirect profiles.

17.4R1

Starting with Junos OS Release 17.4R1, you can download and dynamically load
new EWF categories. The downloading and dynamic loading of the new EWF

17.4R1

categories do not require a software upgrade. Websense occasionally releases
new EWF categories. EWF classifies websites into categories according to host,
URL, or IP address and performs filtering based on the categories.

Starting with Junos OS Release 17.4R1, predefined base filters, defined in a
category file, are supported for individual EWF categories. Each EWF category

17.4R1

has a default action in a base filter, which is attached to the user profile to act
as a backup filter. If the categories are not configured in the user profile, then
the base filter takes the action.

Starting with Junos OS Release 17.4R1, the reputation base scores are
configurable. Users can apply global reputation values, provided by the

17.4R1

Websense ThreatSeeker Cloud (TSC). For the non-category URLs, the global
reputation value is used to perform filtering,

Startingwith JunosOSRelease 17.4R1, support for customcategory configuration
is available for local andWebsense redirect profiles.

17.4R1

Startingwith JunosOSRelease 17.4R1, support for customcategory configuration
is available for local andWebsense redirect profiles.

17.4R1

Starting in Junos OS Release 15.1X49-D40 and Junos OS Release 17.3R1, EWF
supports HTTPS traffic by intercepting HTTPS traffic passing through the SRX
Series device.

15.1X49-D40

Startingwith JunosOS15.1X49-D40andJunosOSRelease 17.3R1, EWF intercepts
HTTPS traffic passing through theSRXSeries device. The security channel from

15.1X49-D40

the SRXSeries device is divided as one SSL channel between the client and the
SRXSeries deviceandanotherSSLchannel between theSRXSeries deviceand
the HTTPS server. SSL forward proxy acts as the terminal for both channels
and forwards the cleartext traffic to the UTM. UTM extracts the URL from the
HTTP request message.

Startingwith JunosOSRelease 15.1X49-D110, a newoption,custom-message,
is added for the custom-objects command that enables you to configure user

15.1X49-D110

messagesand redirectURLs tonotifyuserswhenaURL isblockedorquarantined
for each EWF category.

Startingwith JunosOSRelease 15.1X49-D110, a newoption,custom-message,
is added for the custom-objects statement that enables you to configure user

15.1X49-D110

messagesand redirectURLs tonotifyuserswhenaURL isblockedorquarantined
for each EWF category.

Starting with Junos OS Release 15.1X49-D110, the “* “ in a wildcard syntax,
required to createURLpattern forWeb filteringprofile,matchesall subdomains.

15.1X49-D110

Startingwith JunosOSRelease 15.1X49-D110, a newoption,custom-message,
is added for the custom-objects statement that enables you to configure user

15.1X49-D110
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messagesand redirectURLs tonotifyuserswhenaURL isblockedorquarantined
for each EWF category.

The Surf-Contol feature is not supported from Junos OS Release 15.1X49-D10
and Junos OS Release 17.3R1 onwards.

15.1X49-D10

Starting with Junos OS Release 12.3X48-D25 and Junos OS Release 17.3R1,
EnhancedWeb Filtering (EWF) over SSL forward proxy supports HTTPS traffic.

12.3X48-D25

Starting in Junos OS 12.1X47-D40 and Junos OS Release 17.3R1, the structured
log fields have changed.

12.1X47-D40

Related
Documentation

Displaying Global SurfControl URL Categories•

• MonitoringWeb Filtering Configurations on page 134

• Redirect Web Filtering on page 122

LocalWeb Filtering

TheWebfiltering lets you tomanage Internetusagebypreventingaccess to inappropriate

Web content. There are four types ofWeb filtering solutions. For more information, see

the following topics:

• Understanding Local Web Filtering on page 112

• Example: Configuring Local Web Filtering on page 115

Understanding LocalWeb Filtering

With local Web filtering, a firewall intercepts every HTTP request in a TCP connection

andextracts theURL.Adecision ismadeby thedeviceafter it looksupaURL todetermine

whether it is in the whitelist or blacklist based on its user-defined category. If the URL is

in the URL blacklist, the request is blocked; if it is in the URL whitelist, the request is

permitted. If the URL is not in either list, the defined default action is taken (block,

log-and-permit, or permit). You can permit or block access to a requested site by binding

aWeb filtering profile to a firewall policy. LocalWeb filtering provides basicWeb filtering

without requiring an additional license or external category server.

This topic contains the following sections:

• User-Defined URL Categories on page 113

• Local Web Filtering Process on page 113

• Local Web Filtering Profiles on page 113

• User Messages and Redirect URLs forWeb Filtering on SRX Series devices on page 114

• Profile Matching Precedence on page 115

Copyright © 2018, Juniper Networks, Inc.112

UTM Feature Guide for NFX Devices



User-Defined URL Categories

When defining your own URL categories, you can group URLs and create categories

specific to your needs. Each category can have amaximumof 20URLs.When you create

a category, you can add either the URL or the IP address of a site. When you add a URL

to a user-defined category, the device performs DNS lookup, resolves the hostname into

IP addresses, and caches this information. When a user tries to access a site with the IP

address of the site, the device checks the cached list of IP addresses and tries to resolve

the hostname. Many sites have dynamic IP addresses, meaning that their IP addresses

change periodically. A user attempting to access a site can type an IP address that is not

in the cached list on the device. Therefore, if you know the IP addresses of sites you are

adding to a category, enter both the URL and the IP address(es) of the site.

You define your own categories using URL pattern list and custom URL category list

custom objects. Once defined, you assign your categories to the global user-defined

url-blacklist (block) or url-whitelist (permit) categories.

NOTE: Webfiltering is performedonall themethodsdefined inHTTP 1.0and
HTTP 1.1.

LocalWeb Filtering Process

This is a general description of howWeb traffic is intercepted and acted upon by the

Web filtering module.

1. The device intercepts a TCP connection.

2. The device intercepts each HTTP request in the TCP connection.

3. The device extracts each URL in the HTTP request and checks its URL against the

user-defined whitelist and blacklist.

4. If the URL is found in the blacklist, the request is not permitted and a deny page is

sent to the http client. If the URL is found in the whitelist, the request is permitted.

5. If the URL is not found in the whitelist or blacklist, the configured default fallback

action is applied. If no fallback action is defined, then the request is permitted.

LocalWeb Filtering Profiles

YouconfigureWeb filteringprofiles thatpermit orblockURLsaccording todefinedcustom

categories. AWeb filtering profile consists of a group of URL categories assigned one of

the following actions:

• Blacklist — The device always blocks access to the websites in this list. Only

user-defined categories are used with local Web filtering.
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• Whitelist — The device always allows access to the websites in this list. Only

user-defined categories are used with local Web filtering.

AWeb filteringprofile cancontainoneblacklist or onewhitelistwithmultiple user-defined

categories each with a permit or block action. You can define a default fallback action

when the incoming URL does not belong to any of the categories defined in the profile.

If the action for the default category is block, the incoming URL is blocked if it does not

match any of the categories explicitly defined in the profile. If an action for the default

action is not specified, the default action of permit is applied to the incoming URL not

matching any category.

NOTE: Startingwith JunosOSRelease 17.4R1, customcategory configuration
is supported for local Web filtering. The custom-message option is also

supported inacategory for localWeb filteringandWebsense redirectprofiles.
Users can createmultiple URL lists (custom categories) and apply them to
aUTMWebfilteringprofilewithactions suchaspermit, permit and log, block,
and quarantine. To create a global whitelist or blacklist, apply a local Web
filtering profile to a UTM policy and attach it to a global rule.

User Messages and Redirect URLs forWeb Filtering on SRX Series devices

Starting with Junos OS Release 17.4R1, a new option, custom-message, is added for the

custom-objects statement that enables you to configure user messages and redirect

URLs to notify users when a URL is blocked or quarantined for each EWF category. The

custom-message option has the following mandatory attributes:

• Name: Name of the custommessage; maximum length is 59 ASCII characters.

• Type: Type of custommessage: user-message or redirect-url.

• Content: Content of the custommessage; maximum length is 1024 ASCII characters.

You configure a user message or redirect URL as a custom object and assign the custom

object to an EWF category.

• User messages indicate that website access has been blocked by an organization's

access policy. To configure a user message, include the type user-message content

message-text statement at the [edit security utm custom-objects custom-message

message] hierarchy level.

• RedirectURLs redirectablockedorquarantinedURLtoauser-definedURL.Toconfigure

a redirect URL, include the type redirect-url content redirect-url statement at the [edit

security utm custom-objects custom-messagemessage] hierarchy level.

The custom-message option provides the following benefits:

• You can configure a separate custommessage or redirect URL for each EWF category.

• The custom-messageoptionenables you to fine-tunemessages to support yourpolices

to knowwhich URL is blocked or quarantined.
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Profile Matching Precedence

Whenaprofile employsseveral categories forURLmatching, thosecategoriesarechecked

for matches in the following order:

1. If present, the global blacklist is checked first. If a match is made, the URL is blocked.

If no match is found...

2. The global whitelist is checked next. If a match is made, the URL is permitted. If no

match is found...

3. User-defined categories are checked next. If a match is made, the URL is blocked or

permitted as specified.

See Also Web Filtering Overview on page 75•

• Understanding Redirect Web Filtering on page 122

• Example: Configuring Local Web Filtering on page 115

Example: Configuring LocalWeb Filtering

This example shows how to configure local Web filtering.

• Requirements on page 115

• Overview on page 115

• Configuration on page 116

• Verification on page 121

Requirements

Before youbegin, learnmoreaboutWeb filtering.See “WebFilteringOverview”onpage75.

Overview

In this example you configure local Web filtering custom objects, local Web filtering

feature profiles, and local Web filtering UTM policies. You also attach local Web filtering

UTM policies to security policies.

In the first configuration example, you create custom objects called urllist5 and urllist6

that contain the patterns http://www.example.net 1.2.3.4 and http://www.example.com

1.2.3.4, respectively. Theurllist5andurllist6 customobjectsare thenadded to thecustom

URL categories custurl5 and custurl6, respectively.

In the second configuration example, you configure theWeb filtering feature profile. You

set theURLblacklist filtering category to custurl4 and theURLwhitelist filtering category

to custurl3. You set the type ofWeb filtering engine to juniper-local.
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Then you create a juniper-local profile name called localprofile1. You select a default

action (permit, log-and-permit, block) for this profile for requests that experience errors.

This example sets the default action to permit.

After configuring the action for the profile, you enter a custommessage to be sent when

HTTP requests are blocked. This example configures the device to send anAccess to this

site is not permittedmessage. You select fallback settings (block or log-and-permit) for

this profile, in case errors occur in each configured category. This example sets fallback

settings to block.

In the third configuration example, you create the UTM policy utmp5 and attach it to the

profile localprofile1.

In the final configurationexample, youattach theUTMpolicy utmp5 to the security policy

p5.

Configuration

• Configuring Local Web Filtering CustomObjects on page 116

• Configuring the Local Web Filtering Feature Profiles on page 117

• Configuring Local Web Filtering UTM Policies on page 119

• Attaching Local Web Filtering UTM Policies to Security Policies on page 120

Configuring LocalWeb Filtering CustomObjects

CLI Quick
Configuration

To quickly configure this section of the example, copy the following commands, paste

them into a text file, remove any line breaks, change any details necessary tomatch your

network configuration, copy and paste the commands into the CLI at the [edit] hierarchy

level, and then enter commit from configuration mode.

set security utm custom-objects url-pattern urllist5 value http://www.example.net
set security utm custom-objects url-pattern urllist5 value 1.2.3.4
set security utm custom-objects url-pattern urllist6 value http://www.example.com
set security utm custom-objects url-pattern urllist6 value 1.2.3.4
set security utm custom-objects custom-url-category custurl5 value urllist5
set security utm custom-objects custom-url-category custurl6 value urllist6

Step-by-Step
Procedure

To configure local Web filtering using the CLI:

Create custom objects and URL pattern lists.1.

[edit]
user@host# set security utm custom-objects url-pattern urllist5 value
[http://www.example.net 1.2.3.4]

user@host# set security utm custom-objects url-pattern urllist6 value
[http://www.example.com 1.2.3.4]

2. Configure the custom URL category list custom object using the URL pattern list.

[edit]
user@host# set security utm custom-objects custom-url-category custurl5 value
urllist5
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user@host# set security utm custom-objects custom-url-category custurl6 value
urllist6

Results From configuration mode, confirm your configuration by entering the show security utm

custom-objects command. If the output does not display the intended configuration,

repeat the configuration instructions in this example to correct it.

[edit]
userhost#show security utm custom-objects
custom-objects {
custom-message {
cust-msg1 {
type user-message;
content "block";

}
}

}
url-pattern {
urllist5 {
value [ http://www.example.net 1.2.3.4 ];

}
urllist6 {
value [ http://www.example.com 1.2.3.4 ];

}
}
custom-url-category {
custurl5 {
value urllist5;

}
custurl6 {
value urllist6;

}
}

If you are done configuring the device, enter commit from configuration mode.

Configuring the LocalWeb Filtering Feature Profiles

CLI Quick
Configuration

To quickly configure this section of the example, copy the following commands, paste

them into a text file, remove any line breaks, change any details necessary tomatch your

network configuration, copy and paste the commands into the CLI at the [edit] hierarchy

level, and then enter commit from configuration mode.

set security utm feature-profile web-filtering url-whitelist custurl3
set security utm feature-profile web-filtering url-blacklist custurl4
set security utm feature-profile web-filtering type juniper-local
set security utm feature-profile web-filtering juniper-local profile localprofile1 default
permit

set security utm feature-profile web-filtering juniper-local profile p1 category
cust-black-list action block

set security utm feature-profile web-filtering juniper-local profile p1 category cust-list1
action block
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set security utm feature-profile web-filtering juniper-local profile localprofile1
custom-block-message "Access to this site is not permitted."

set security utm feature-profile web-filtering juniper-local profile localprofile1
fallback-settings default block

set security utm feature-profile web-filtering juniper-local profile localprofile1
fallback-settings too-many-requests block

set security utm feature-profile content-filtering profile contentfilter1

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode in the CLI User Guide.

To configure local Web filtering feature profiles:

1. Configure theWeb filtering feature profiles.

[edit security utm feature-profile web-filtering]
user@host# set url-whitelist custurl3
user@host# set url-blacklist custurl4

2. Select theWeb filtering engine.

[edit security utm feature-profile web-filtering]
user@host# set type juniper-local

3. Configure the default action permit for this profile for requests that experience

errors.

[edit security utm feature-profile web-filtering]
user@host# set juniper-local profile localprofile1 default permit

4. Configure the custom category action block for the URL blacklist.

[edit security utm feature-profile web-filtering]
user@host# set juniper-local profile1 category cust-black-list action block
user@host# set juniper-local profile1 category cust-list1 action block

5. Enter a custommessage to be sent when HTTP requests are blocked.

[edit security utm feature-profile web-filtering]
user@host# set juniper-local profile localprofile1 custom-block-message “Access
to this site is not permitted”

6. Configure fallback settings block for this profile.

[edit security utm feature-profile web-filtering]
user@host# set juniper–local profile localprofile1 fallback-settings default block
set security utm feature-profile web-filtering juniper–local profile localprofile1
fallback-settings too-many-requests block
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Results From configuration mode, confirm your configuration by entering the show security utm

feature-profile command. If the output does not display the intended configuration,

repeat the configuration instructions in this example to correct it.

[edit]
userhost#show security utm feature-profile
web-filtering {
url-whitelist custurl3;
url-blacklist custurl4;
type juniper-local;
juniper-local {
profile localprofile1 {
default permit;
category {
cust-black-list {
action block;
cust-list1 {
action block;
custom-message cust-msg1;
}
}
}
custom-block-message "Access to this site is not permitted.";
fallback-settings {
default block;
too-many-requests block;

}
}
}

}
}

}
content-filtering {
profile contentfilter1;

}

If you are done configuring the device, enter commit from configuration mode.

Configuring LocalWeb Filtering UTMPolicies

CLI Quick
Configuration

To quickly configure this section of the example, copy the following commands, paste

them into a text file, remove any line breaks, change any details necessary tomatch your

network configuration, copy and paste the commands into the CLI at the [edit] hierarchy

level, and then enter commit from configuration mode.

et security utm utm-policy utmp5web-filtering http-profile localprofile1

Step-by-Step
Procedure

To configure a UTM policy:

Create the UTM policy referencing a profile.1.

[edit]
user@host#setsecurityutmutm-policyutmp5web-filteringhttp-profile localprofile1
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Results From configuration mode, confirm your configuration by entering the show security utm

command. If the output does not display the intended configuration, repeat the

configuration instructions in this example to correct it.

For brevity, this show command output includes only the configuration that is relevant

to this example. Any other configuration on the system has been replaced with ellipses

(...).

[edit]
userhost#show security utm
utm-policy utmp5 {
web-filtering {
http-profile localprofile1;

}
}

If you are done configuring the device, enter commit from configuration mode.

Attaching LocalWeb Filtering UTMPolicies to Security Policies

CLI Quick
Configuration

To quickly configure this section of the example, copy the following commands, paste

them into a text file, remove any line breaks, change any details necessary tomatch your

network configuration, copy and paste the commands into the CLI at the [edit] hierarchy

level, and then enter commit from configuration mode.

set security policies from-zone trust to-zone untrust policy p5match source-address any
setsecuritypolicies from-zonetrust to-zoneuntrustpolicyp5matchdestination-address
any

setsecuritypolicies from-zonetrust to-zoneuntrustpolicyp5matchapplication junos-http
set security policies from-zone trust to-zone untrust policy p5 then permit
application-services utm-policy utmp5

Step-by-Step
Procedure

To attach a UTM policy to a security policy:

Create and configure the security policy.1.

[edit security policies from-zone trust to-zone untrust policy p5]
user@host# setmatch source-address any
user@host# setmatch destination-address any
user@host# setmatch application junos-http

2. Attach the UTM policy to the security policy.

[edit security policies from-zone trust to-zone untrust policy p5]
user@host# set then permit application-services utm-policy utmp5

Results Fromconfigurationmode, confirmyour configurationbyentering the showsecuritypolicies

command. If the output does not display the intended configuration, repeat the

configuration instructions in this example to correct it.

[edit]
userhost#show security policies
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from-zone trust to-zone untrust {
policy p5 {
match {
source-address any;
destination-address any;
application junos-http;

}
then {
permit {
application-services {
utm-policy utmp5;

}
}

}
}

}

If you are done configuring the device, enter commit from configuration mode.

Verification

To confirm that the configuration is working properly, perform these tasks:

• Verifying the Configuration of Local Web Filtering CustomObjects on page 121

• Verifying the Configuration of Local Web Filtering Feature Profiles on page 121

• Verifying the Configuration of Local Web Filtering UTM Policies on page 121

• Verifying the Attachment of Local Web Filtering UTM Policies to Security

Policies on page 122

Verifying the Configuration of LocalWeb Filtering CustomObjects

Purpose Verify the configuration of local Web filtering custom objects.

Action From operational mode, enter the show security utm custom-objects command.

Verifying the Configuration of LocalWeb Filtering Feature Profiles

Purpose Verify the configuration of local Web filtering feature profiles.

Action From operational mode, enter the show security utm feature-profile command.

Verifying the Configuration of LocalWeb Filtering UTMPolicies

Purpose Verify the configuration of local Web filtering UTM policies.

Action From operational mode, enter the show security utm command.
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Verifying the Attachment of LocalWeb Filtering UTMPolicies to Security Policies

Purpose Verify the attachment of local Web filtering UTM policies to security policies.

Action From operational mode, enter the show security policies command.

See Also Example: Enhancing Security by Configuring Redirect Web Filtering Using Custom

Objects on page 124

•

• MonitoringWeb Filtering Configurations on page 134

Release History Table DescriptionRelease

Starting with Junos OS Release 17.4R1, custom category configuration is supported
for localWeb filtering. Thecustom-messageoption is also supported in a category
for local Web filtering andWebsense redirect profiles. Users can create multiple
URL lists (custom categories) and apply them to a UTMWeb filtering profile with
actions such as permit, permit and log, block, and quarantine. To create a global
whitelist or blacklist, apply a local Web filtering profile to a UTM policy and attach
it to a global rule.

17.4R1

Starting with Junos OS Release 17.4R1, a new option, custom-message, is added
for the custom-objects statement that enables you to configure user messages
and redirect URLs to notify users when a URL is blocked or quarantined for each
EWF category.

17.4R1

Related
Documentation

EnhancedWeb Filtering on page 78•

• Whitelists on page 39

RedirectWeb Filtering

The redirect Web filtering solution intercepts HTTP requests and sends them to an

external URL filtering server, provided byWebsense, to determine whether to block the

requests. For more information, see the following topics:

• Understanding Redirect Web Filtering on page 122

• Example: Enhancing Security by Configuring Redirect Web Filtering Using Custom

Objects on page 124

Understanding RedirectWeb Filtering

With redirect Web filtering, theWeb filtering module intercepts an HTTP request. The

URL in the request is then sent to the external Websense server, which makes a permit

or adenydecision. If access is permitted to theURL inquestion, theoriginalHTTP request

and all the subsequent requests are sent to the intended HTTP server. But if access is

denied to the URL in question, a blocking message is sent to the client.
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This is a general description of howWeb traffic is intercepted, redirected, and acted upon

by theWeb filtering module:

1. AWeb client establishes a TCP connection with the webserver.

2. TheWeb client then sends an HTTP request.

3. The device intercepts the requests and extracts the URL. The URL is checked against

global Web filtering whitelists and blacklists. If no match is made, theWebsense

server configuration parameters are utilized. Otherwise the process continues with

step 6.

4. The URL is sent to theWebsense server for checking,

5. TheWebsense server returns a response indicating whether or not the URL is to be

permitted or blocked.

6. If access is allowed, the original HTTP request is sent to the webserver. If access is

denied, the device sends a blocking message to the client and tears down the TCP

connection.

NOTE: Webfiltering is performedonall themethodsdefined inHTTP 1.0and
HTTP 1.1. However, redirectWeb filtering uses destination IP as URLwhen it
is checking HTTPS traffic.

NOTE: Decisionmaking from real-time options provides a higher level of
accuracy, therefore caching for redirectWeb filtering is not supported.

NOTE: RedirectWeb filtering does not require a subscription license.

User Messages and Redirect URLs forWeb Filtering on SRX Series devices

Starting with Junos OS Release 17.4R1, a new option, custom-message, is added for the

custom-objects statement that enables you to configure user messages and redirect

URLs to notify users when a URL is blocked or quarantined for each EWF category. The

custom-message option has the following mandatory attributes:

• Name: Name of the custommessage; maximum length is 59 ASCII characters.

• Type: Type of custommessage: user-message or redirect-url.

• Content: Content of the custommessage; maximum length is 1024 ASCII characters.
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You configure a user message or redirect URL as a custom object and assign the custom

object to an EWF category.

• User messages indicate that website access has been blocked by an organization's

access policy. To configure a user message, include the type user-message content

message-text statement at the [edit security utm custom-objects custom-message

message] hierarchy level.

• RedirectURLs redirectablockedorquarantinedURLtoauser-definedURL.Toconfigure

a redirect URL, include the type redirect-url content redirect-url statement at the [edit

security utm custom-objects custom-messagemessage] hierarchy level.

The custom-message option provides the following benefits:

• You can configure a separate custommessage or redirect URL for each EWF category.

• The custom-messageoptionenables you to fine-tunemessages to support yourpolices

to knowwhich URL is blocked or quarantined.

Dynamic Support for NewWebsense EWF Categories

Starting with Junos OS Release 17.4R1, you can download and dynamically load new

EnhancedWeb Filtering (EWF) categories. The downloading and dynamic loading of the

newEWF categories do not require a software upgrade.Websense occasionally releases

new EWF categories. EWF classifies websites into categories according to host, URL, or

IP address and performs filtering based on the categories. Users can leverage new

categories as soon as they are available rather than waiting for a patch release.

NOTE: Existing configurations are not affected by the new categories but
can bemodified tomake use of the new categories.

See Also Web Filtering Overview on page 75•

• Understanding Local Web Filtering on page 112

Example: Enhancing Security by Configuring RedirectWeb Filtering Using CustomObjects

This example shows how tomanage Internet usage by configuring redirect Web filtering

using custom objects and preventing access to inappropriateWeb content.

• Requirements on page 124

• Overview on page 125

• Configuration on page 126

• Verification on page 131

Requirements

Before youbegin, learnmoreaboutWeb filtering.See “WebFilteringOverview”onpage75.
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Overview

Thebenefit of usingWeb filtering is that it extracts theURLs fromHTTP requestmessages

and performs filtering according to the requirements. The advantage of configuring

redirectWeb filtering is that it extracts theURLs from theHTTP requests and sends them

to an external URL filtering server to determine whether to allow or deny access.

In this example you configure redirectWeb filtering customobjects, redirectWeb filtering

feature profiles, and redirect Web filtering UTM policies. You also attach redirect Web

filtering UTM policies to security policies.

The default websense-redirect server port number is 15868.

You select fallback settings (block or log-and-permit) for this profile, in case errors occur

in each configured category. This example sets fallback settings to block the profile. You

enter the number of sockets used for communicating between the client and the server.

The default is 32 for SRX Series devices.

Finally, you enter a timeout value in seconds.Once this limit is reached, failmode settings

are applied. The default is 15 seconds, and you can enter a value from 1 to 1800 seconds.

This example sets the timeout value to 10.
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Figure 1 on page 126 shows the overall architecture for theWebsense redirect feature.

Figure 1: Websense Redirect Architecture

Configuration

• Configuring Redirect Web Filtering CustomObjects on page 126

• Configuring the Redirect Web Filtering Feature Profiles on page 128

• Configuring Redirect Web Filtering UTM Policies and Attaching the Redirect Web

Filtering UTM Policies to Security Policies on page 130

Configuring RedirectWeb Filtering CustomObjects

CLI Quick
Configuration

To quickly configure this section of the example, copy the following commands, paste

them into a text file, remove any line breaks, change any details necessary tomatch your

network configuration, copy and paste the commands into the CLI at the [edit] hierarchy

level, and then enter commit from configuration mode.

set security utm custom-objects url-pattern urllist4 value 1.2.3.4
set securityutmcustom-objectsurl-patternurllistblackvaluehttp://www.untrusted.com
set security utm custom-objects url-pattern urllistblack value 13.13.13.13
set security utm custom-objects url-pattern urllistwhite value http://www.trusted.com
set security utm custom-objects url-pattern urllistwhite value 7.7.7.7
set security utm custom-objects custom-url-category custurl4 value urllist4
set security utm custom-objects custom-url-category custblacklist value urllistblack
set security utm custom-objects custom-url-category custwhitelist value urllistwhite

Step-by-Step
Procedure

To configure redirect Web filtering custom objects:

Create custom objects and create the URL pattern list.1.

[edit security utm]
user@host#setcustom-objectsurl-patternurllist4value[http://www.example.net
1.2.3.4]

2. Configure the custom URL category list custom object using the URL pattern list.

[edit security utm]
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user@host# set custom-objects custom-url-category custurl4 value urllist4

3. Create a list of untrusted sites

[edit security utm]
user@host# set custom-objects url-pattern urllistblack value
[http://www.untrusted.com 13.13.13.13]

4. Configure the customURL category list custom object using the URL pattern list of

untrusted sites.

[edit security utm]
user@host#setcustom-objectscustom-url-categorycustblacklistvalueurllistblack

5. Create a list of trusted sites.

[edit security utm]
user@host# set custom-objects url-pattern urllistwhite value
[http://www.trusted.com 7.7.7.7]

6. Configure the customURL category list custom object using the URL pattern list of

trusted sites.

[edit security utm]
user@host#setcustom-objectscustom-url-categorycustwhitelistvalueurllistwhite

Results From configuration mode, confirm your configuration by entering the show security utm

custom-objects command. If the output does not display the intended configuration,

repeat the configuration instructions in this example to correct it.

[edit]
userhost# show security utm custom-objects
url-pattern {
urllist4 {
value [ http://www.example.net 1.2.3.4 ];

}
urllistblack {
value [ http://www.untrusted.com 13.13.13.13 ];

}
urllistwhite {
value [ http://www.trusted.com 7.7.7.7 ];

}
}
custom-url-category {
custurl4 {
value urllist4;

}
custblacklist {
value urllistblack;

}
custwhitelist {
value urllistwhite;

}
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}

If you are done configuring the device, enter commit from configuration mode.

Configuring the RedirectWeb Filtering Feature Profiles

CLI Quick
Configuration

To quickly configure this section of the example, copy the following commands, paste

them into a text file, remove any line breaks, change any details necessary tomatch your

network configuration, copy and paste the commands into the CLI at the [edit] hierarchy

level, and then enter commit from configuration mode.

set security utm feature-profile web-filtering url-whitelist custwhitelist
set security utm feature-profile web-filtering url-blacklist custblacklist
set security utm feature-profile web-filtering type websense-redirect
set security utmfeature-profileweb-filteringwebsense-redirectprofilewebsenseprofile1
server hostWebsenseserver

set security utm feature-profile web-filtering websense-redirect profile p1 category
cust-white-list action log-and-permit

set security utm feature-profile web-filtering websense-redirect profile p1 category
cust-list2 action permit

set security utmfeature-profileweb-filteringwebsense-redirectprofilewebsenseprofile1
server port 15868

set security utmfeature-profileweb-filteringwebsense-redirectprofilewebsenseprofile1
fallback-settings server-connectivity block

set security utmfeature-profileweb-filteringwebsense-redirectprofilewebsenseprofile1
fallback-settings timeout block

set security utmfeature-profileweb-filteringwebsense-redirectprofilewebsenseprofile1
fallback-settings too-many-requests block

set security utmfeature-profileweb-filteringwebsense-redirectprofilewebsenseprofile1
timeout 10

set security utmfeature-profileweb-filteringwebsense-redirectprofilewebsenseprofile1
sockets 1

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode in the CLI User Guide.

To configure redirect Web filtering feature profiles:

1. Configure theWeb filtering URL blacklist.

[edit security utm feature-profile web-filtering]
user@host# set url-blacklist custblacklist

2. Configure theWeb filtering URL whitelist.

[edit security utm feature-profile web-filtering]
user@host# set url-whitelist custwhitelist

3. Specify theWeb filtering type, create a profile name, and set the server name or IP

address.

[edit security utm feature-profile web-filtering]
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user@host# set websense-redirect profile websenseprofile1 server host
Websenseserver

4. Configure thecustomcategoryaction log-and-permitandpermit for theURLwhitelist

and cust-list2, respectively.

[edit security utm feature-profile web-filtering]
user@host#setwebsense-redirectprofilewebsenseprofile1categorycust-white-list
action log-and-permit

user@host# set websense-redirect profile websenseprofile1 category cust-list2
action permit

5. Enter the port number for communicating with the server.

[edit security utm feature-profile web-filtering]
user@host# set websense-redirect profile websenseprofile1 server port 15868

6. Configure the fallback settings action blockfor this profile.

[edit security utm feature-profile web-filtering]
user@host#setwebsense-redirectprofilewebsenseprofile1 fallback-settingsdefault
block

user@host# set websense-redirect profile websenseprofile1 fallback-settings
server-connectivity block

user@host# set websense-redirect profile websenseprofile1 fallback-settings
timeout block

user@host# set websense-redirect profile websenseprofile1 fallback-settings
too-many-requests block

7. Enter the number of sockets used for communicating between the client and the

server.

[edit security utm feature-profile web-filtering]
user@host# set websense-redirect profile websenseprofile1 sockets 1

8. Enter a timeout value, in seconds.

[edit security utm feature-profile web-filtering]
user@host# set .websense-redirect profile websenseprofile1 timeout 10

Results From configuration mode, confirm your configuration by entering the show security utm

feature-profile command. If the output does not display the intended configuration,

repeat the configuration instructions in this example to correct it.

[edit]
userhost# show security utm feature-profile
web-filtering {
url-whitelist custwhitelist;
url-blacklist custblacklist;
type websense-redirect {
profile websenseprofile1 {
server {
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hostWebsenseserver;
port 15868;
}
category {
cust-white-list {
action log-and-permit ;
cust-list2 {
action permit;
}
}

}
fallback-settings {
server-connectivity block;
timeout block;
too-many-requests block;

}
timeout 10;
sockets 1;

}
}

}
content-filtering {
profile contentfilter1;

}

If you are done configuring the device, enter commit from configuration mode.

ConfiguringRedirectWebFilteringUTMPoliciesandAttaching theRedirectWebFiltering
UTMPolicies to Security Policies

CLI Quick
Configuration

To quickly configure this section of the example, copy the following commands, paste

them into a text file, remove any line breaks, change any details necessary tomatch your

network configuration, copy and paste the commands into the CLI at the [edit] hierarchy

level, and then enter commit from configuration mode.

set security utm utm-policy utmp6web-filtering http-profile websenseprofile1
set security policies from-zone trust to-zoneuntrust policy p6match source-address any
setsecuritypolicies from-zonetrust to-zoneuntrustpolicyp6matchdestination-address
any

setsecuritypoliciesfrom-zonetrust to-zoneuntrustpolicyp6matchapplication junos-http
set security policies from-zone trust to-zone untrust policy p6 then permit
application-services utm-policy utmp6

Step-by-Step
Procedure

To configure a UTM policy and attach it to a security policy:

Create the UTM policy referencing a profile.1.

[edit security utm]
user@host# set utm-policy utmp6web-filtering http-profile websenseprofile1

2. Create and configure the security policy.

[edit security policies from-zone trust to-zone untrust policy p6]
user@host# setmatch source-address any
user@host# setmatch destination-address any
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user@host# setmatch application junos-http

3. Attach the UTM policy to the security policy.

[edit security policies from-zone trust to-zone untrust policy p6]
user@host# set then permit application-services utm-policy utmp6

Results From configuration mode, confirm your configuration by entering the show security utm

command. If the output does not display the intended configuration, repeat the

configuration instructions in this example to correct it.

[edit]
userhost# show security utm
utm-policy utmp6 {
web-filtering {
http-profile websenseprofile1;

}
}

Fromconfigurationmode, confirmyour configurationbyentering the showsecuritypolicies

command. If the output does not display the intended configuration, repeat the

configuration instructions in this example to correct it.

[edit]
userhost# show security policies
from-zone trust to-zone untrust {
policy p6 {
match {
source-address any;
destination-address any;
application junos-http;

}
then {
permit {
application-services {
utm-policy utmp6;

}
}

}
}

}

If you are done configuring the device, enter commit from configuration mode.

Verification

To confirm that the configuration is working properly, perform these tasks:

• Verifying the Configuration of Redirect Web Filtering CustomObjects on page 132

• Verifying the Configuration of Redirect Web Filtering Feature Profiles on page 132

• Verifying the Attachment of Redirect Web Filtering UTM Policies to Security

Policies on page 133
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Verifying the Configuration of RedirectWeb Filtering CustomObjects

Purpose Verify the configuration of redirect Web filtering custom objects.

Action From the top of the configuration in configuration mode, enter the show security utm

custom-objects command.

[edit]
userhost# show security utm custom-objects
url-pattern {
urllist4 {
value [ http://www.example.net 1.2.3.4 ];

}
urllistblack {
value [ http://www.untrusted.com 13.13.13.13 ];

}
urllistwhite {
value [ http://www.trusted.com 7.7.7.7 ];

}
}
custom-url-category {
custurl4 {
value urllist4;

}
custblacklist {
value urllistblack;

}
custwhitelist {
value urllistwhite;

}
}

Meaning The sample output shows the list of custom objects created.

Verifying the Configuration of RedirectWeb Filtering Feature Profiles

Purpose Verify the configuration of redirect Web filtering feature profiles.

Action From the top of the configuration in configuration mode, enter the show security utm

feature-profile command.

[edit]
userhost# show security utm feature-profile
web-filtering {
url-whitelist custwhitelist;
url-blacklist custblacklist;
type websense-redirect {
profile websenseprofile1 {
server {
hostWebsenseserver;
port 15868;

}
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fallback-settings {
server-connectivity block;
timeout block;
too-many-requests block;

}
timeout 10;
sockets 1;

}
}

}
content-filtering {
profile contentfilter1;

}

Meaning The sample output shows the feature profile configured for aWebsense redirect server.

Verifying the Attachment of RedirectWeb Filtering UTMPolicies to Security Policies

Purpose Verify the attachment of the newly created redirect Web filtering UTM policies to the

security policies.

Action From the top of the configuration in configurationmode, enter the showsecurity utm and

show security policies commands.

[edit]
userhost# show security utm
utm-policy utmp6 {
web-filtering {
http-profile websenseprofile1;

}
}

[edit]
userhost# show security policies
from-zone trust to-zone untrust {
policy p6 {
match {
source-address any;
destination-address any;
application junos-http;

}
then {
permit {
application-services {
utm-policy utmp6;

}
}

}
}

}

Meaning The sample output shows the security policies to which the newly created redirect Web

filtering UTM policies are attached.
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See Also Example: Configuring EnhancedWeb Filtering on page 88•

Release History Table DescriptionRelease

Starting with Junos OS Release 17.4R1, a new option, custom-message, is
added for the custom-objects statement that enables you to configure user
messages and redirect URLs to notify users when a URL is blocked or
quarantined for each EWF category.

17.4R1

Startingwith JunosOSRelease 17.4R1, you can download and dynamically load
new EnhancedWeb Filtering (EWF) categories.

17.4R1

Related
Documentation

EnhancedWeb Filtering on page 78•

• MonitoringWeb Filtering Configurations on page 134

MonitoringWeb Filtering Configurations

Purpose ViewWeb-filtering statistics.

Action To viewWeb-filtering statistics using the CLI, enter the following commands:

user@host> show security utmweb-filtering status
user@host> show security utmweb-filtering statistics

To viewWeb-filtering statistics using J-Web:

1. Select ClearWeb Filtering Statistics.

The following information is displayed in the right pane.

Total Requests: #
White List Hit: #
Black List Hit: #
Queries to Server: #
Server Reply Permit: #
Server Reply Block: #
Custom Category Permit: #
Custom Category Block: #
Cache Hit Permit: #
Cache Hit Block: #
Web Filtering Session Total: #
Web Ffiltering Session Inuse: #
Fall Back: Log-and-Permit Block
Default # #
Timeout # #
Server-Connectivity # #
Too-Many-Requests # #

2. You can click the ClearWeb Filtering Statistics button to clear all current viewable

statistics and begin collecting new statistics.
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Related
Documentation

• Web Filtering Overview on page 75

• Example: Configuring EnhancedWeb Filtering on page 88
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CHAPTER 7

Configuration Statements

• action (Security UTMWeb Filtering) on page 143

• address-blacklist on page 144

• address-whitelist on page 144

• admin-email on page 145

• administrator-email (Security Fallback Block) on page 146

• administrator-email (Security Virus Detection) on page 146

• allow-email (Security Fallback Block) on page 147

• allow-email (Security Virus Detection) on page 147

• application (Security Policies) on page 148

• application-proxy (Security UTM) on page 149

• anti-spam (Security Feature Profile) on page 150

• anti-spam (Security UTM Policy) on page 151

• anti-virus (Security Feature Profile) on page 152

• anti-virus (Security UTM Policy) on page 155

• block-command on page 155

• block-content-type on page 156

• block-extension on page 156

• block-message (Security UTM) on page 157

• block-mime on page 158

• cache on page 159

• category (Security Logging) on page 160

• category (Security Web Filtering) on page 161

• content-filtering (Security Feature Profile) on page 168

• content-filtering (Security UTM Policy) on page 170

• content-size on page 171

• content-size (Security Antivirus Sophos Engine) on page 172

• content-size-limit on page 173

• corrupt-file on page 174
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• custom-block-message on page 175

• custom-message (Security Content Filtering) on page 175

• custom-message (Security Email Notify) on page 176

• custom-message (Security Fallback Block) on page 177

• custom-message (Security Fallback Non-Block) on page 178

• custom-message (Security Virus Detection) on page 179

• custom-message-subject (Security Email Notify) on page 180

• custom-message-subject (Security Fallback Block) on page 181

• custom-message-subject (Security Fallback Non-Block) on page 182

• custom-message-subject (Security Virus Detection) on page 183

• custom-objects on page 184

• custom-tag-string on page 185

• custom-url-category on page 186

• decompress-layer on page 187

• decompress-layer-limit on page 188

• default (Security Antivirus) on page 189

• default (Security Antivirus Sophos Engine) on page 190

• default (Security UTM) on page 190

• default (Security Web Filtering) on page 191

• display-host (Security Fallback Block) on page 192

• display-host (Security Virus Detection) on page 192

• download-profile (Security Antivirus FTP) on page 193

• download-profile (Security Content Filtering FTP) on page 193

• email-notify on page 194

• engine-not-ready on page 195

• engine-not-ready (Security Antivirus Sophos Engine) on page 196

• exception (Security Antivirus MimeWhitelist) on page 197

• exception (Security Content Filtering) on page 197

• fallback-block (Security Antivirus) on page 198

• fallback-non-block (Security Antivirus) on page 199

• fallback-options (Security Antivirus Juniper Express Engine) on page 200

• fallback-options (Security Antivirus Kaspersky Lab Engine) on page 201

• fallback-options (Security Antivirus Sophos Engine) on page 202

• fallback-settings (Security Web Filtering) on page 203

• fallback-settings (Security Web Filtering Juniper Local) on page 204

• fallback-settings (Security Web FilteringWebsense Redirect) on page 205

• feature-profile on page 206
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• filename-extension on page 213

• flag (SMTP) on page 214

• format (Security Log Stream) on page 215

• from-zone (Security Policies) on page 216

• ftp (UTM Policy Anti-Virus) on page 219

• ftp (UTM Policy Content Filtering) on page 220

• host (Security Web Filtering) on page 221

• http-profile (Security Antivirus) on page 221

• http-profile (Security Content Filtering) on page 222

• http-profile (Security Web Filtering) on page 222

• imap-profile (Security UTM Policy Antivirus) on page 223

• imap-profile (Security UTM Policy Content Filtering) on page 223

• http-persist on page 224

• http-reassemble on page 225

• intelligent-prescreening on page 226

• interval (Security Antivirus) on page 227

• ipc on page 228

• juniper-enhanced on page 229

• juniper-express-engine on page 231

• juniper-local on page 233

• kaspersky-lab-engine on page 234

• limit (UTM Policy) on page 235

• list (Security Antivirus MimeWhitelist) on page 236

• list (Security Content Filtering Block Mime) on page 236

• log (Security) on page 237

• mime-pattern on page 241

• mime-whitelist on page 242

• no-autoupdate on page 243

• no-intelligent-prescreening on page 244

• no-notify-mail-recipient on page 245

• no-notify-mail-sender (Security Content Filtering Notification Options) on page 245

• no-notify-mail-sender (Security Fallback Block) on page 246

• no-notify-mail-sender (Security Virus Detection) on page 247

• no-sbl-default-server on page 247

• notification-options (Security Antivirus) on page 248

• notification-options (Security Content Filtering) on page 249

• notify-mail-recipient on page 250
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• notify-mail-sender (Security Content Filtering Notification Options) on page 251

• notify-mail-sender (Security Fallback Block) on page 252

• notify-mail-sender (Security Virus Detection) on page 253

• no-uri-check on page 254

• out-of-resources on page 255

• out-of-resources (Security Antivirus Sophos Engine) on page 256

• over-limit on page 257

• packet-filter on page 258

• password (Security Antivirus) on page 259

• password-file on page 260

• pattern-update (Security Antivirus) on page 261

• permit-command on page 262

• policies on page 263

• pop3-profile (Security UTM Policy Antivirus) on page 267

• pop3-profile (Security UTM Policy Content Filtering) on page 268

• port (Security Antivirus) on page 268

• port (Security Web Filtering Server) on page 269

• primary-server on page 269

• profile (Security Antispam SBL) on page 270

• profile (Security Antivirus Juniper Express Engine) on page 271

• profile (Security Antivirus Kaspersky Lab Engine) on page 273

• profile (Security Content Filtering) on page 275

• profile (Security Sophos Engine Antivirus) on page 276

• profile (Security Web Filtering Juniper Enhanced) on page 278

• profile (Security Web Filtering Juniper Local) on page 279

• profile (Security Web FilteringWebsense Redirect) on page 280

• protocol-command on page 281

• proxy (Security Antivirus) on page 282

• quarantine-message (Security UTM) on page 283

• routing-instance (Security UTM) on page 284

• sbl on page 285

• sbl-default-server on page 285

• scan-extension on page 286

• scan-mode on page 286

• scan-options (Security Antivirus Juniper Express Engine) on page 287

• scan-options (Security Antivirus Kaspersky Lab Engine) on page 288

• scan-options (Security Antivirus Sophos Engine) on page 289
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• secondary-server on page 289

• server (Security Antivirus) on page 290

• server (Security Sophos Engine Antivirus) on page 290

• server (Security Web Filtering) on page 291

• server-connectivity on page 292

• sessions-per-client on page 293

• site-reputation-action on page 294

• size (Security Web Filtering Cache) on page 295

• smtp-profile (Security UTM Policy Antispam) on page 295

• smtp-profile (Security UTM Policy Antivirus) on page 296

• smtp-profile (Security UTM Policy Content Filtering) on page 296

• sockets on page 297

• sophos-engine on page 298

• spam-action on page 299

• sxl-retry on page 300

• sxl-timeout on page 300

• timeout (Security Antivirus Fallback Options) on page 301

• timeout (Security Antivirus Fallback Options Sophos Engine) on page 302

• timeout (Security Antivirus Scan Options) on page 303

• timeout (Security Web Filtering) on page 303

• timeout (Security Web Filtering Cache) on page 304

• timeout (Security Web Filtering Fallback Settings) on page 305

• too-many-requests (Security Antivirus Fallback Options) on page 306

• too-many-requests (Security Antivirus Fallback Options Sophos Engine) on page 307

• too-many-requests (Security Web Filtering Fallback Settings) on page 308

• to-zone (Security Policies) on page 309

• traceoptions (Security Antispam) on page 311

• traceoptions (Security Antivirus) on page 312

• traceoptions (Security Application Proxy) on page 313

• traceoptions (Security Content Filtering) on page 314

• traceoptions (Security UTM) on page 315

• traceoptions (Security Web Filtering) on page 316

• traceoptions (SMTP) on page 317

• traffic-options on page 318

• trickling on page 319

• type (Security Antivirus Feature Profile) on page 320

• type (Security Content Filtering Notification Options) on page 320
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• type (Security Fallback Block) on page 321

• type (Security Virus Detection) on page 322

• type (Security Web Filtering) on page 323

• upload-profile (Security Antivirus FTP) on page 323

• upload-profile (Security Content Filtering FTP) on page 324

• uri-check on page 324

• url (Security Antivirus) on page 325

• url-blacklist on page 325

• url-pattern on page 326

• url-whitelist (Security Antivirus) on page 327

• url-whitelist (Security Web Filtering) on page 327

• username (Security Antivirus) on page 328

• utm on page 329

• utm-policy on page 337

• utm-policy (Application Services) on page 338

• virus-detection (Security Antivirus) on page 339

• web-filtering on page 340

• websense-redirect on page 345
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action (Security UTMWeb Filtering)

Syntax action (block | log-and-permit | permit | quarantine);

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile web-filtering surf-control-integrated profile profile-name
category customurl-last-name]

[edit securityutmfeature-profileweb-filtering juniper-enhancedprofileprofile-namecategory
customurl-last-name]

Release Information The Surf-Control feature is not supported from Junos OS Release 15.1X49-D10 onwards.

For previous releases, statement introduced in Junos OS Release 9.5.

Statement introduced in Junos OS Release 11.4 for UTM EnhancedWeb Filtering.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Enter an action to go with the customurl-list filter.

Options • block—Log the error and deny the traffic.

• log-and-permit—Log the error and permit the traffic.

• permit—Permit the traffic.

• quarantine—Show the warning message and permit/block the traffic based on user

input.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation
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address-blacklist

Syntax address-blacklist list-name;

Hierarchy Level [edit security utm feature-profile anti-spam]
[edit security utm default-configuration]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Enter an address blacklist (or whitelist) custom object for local list spam filtering.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

address-whitelist

Syntax address-whitelist list-name;

Hierarchy Level [edit security utm feature-profile anti-spam]
[edit security utm default-configuration]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Enter an address-whitelist (or blacklist) custom-object for local list spam filtering.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation
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admin-email

Syntax admin-email email-address;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine pattern-update
email-notify]

[editsecurityutmfeature-profileanti-viruskaspersky-lab-enginepattern-updateemail-notify]
[edit security utm feature-profile anti-virus sophos-engine pattern-update email-notify]

Release Information The Express and Kaspersky antivirus feature is not supported from Junos OS Release

15.1X49-D10 onwards. For previous releases, statement introduced in Junos OS Release

9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description You can configure the device to notify a specified administrator when patterns are

updated. This is an e-mail notificationwith a custommessage and a customsubject line.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation
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administrator-email (Security Fallback Block)

Syntax administrator-email email-address;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine profile profile-name
notification-options fallback-block]

[edit security utm feature-profile anti-virus kaspersky-lab-engine profile profile-name
notification-options fallback-block]

[edit security utm feature-profile anti-virus sophos-engine profile profile-name
notification-options fallback-block]

Release Information The Express and Kaspersky antivirus feature is not supported from Junos OS Release

15.1X49-D10 onwards. For previous releases, statement introduced in Junos OS Release

9.5. Support for Sophos engine added in Junos OS Release 11.1.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure the administrator e-mail address that will be notified when a fallback-block

occurs. This is an e-mail notification with a custommessage and a custom subject line.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

administrator-email (Security Virus Detection)

Syntax administrator-email email address;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus sophos-engine profile profile name
notification-options virus-detection]

Release Information Statement introduced in Junos OS Release 11.1.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure the administrator e-mail address that will be notified when a virus is detected

by Sophos antivirus. This is an e-mail notification with a custommessage and a custom

subject line.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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allow-email (Security Fallback Block)

Syntax allow-email;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine profile profile-name
notification-options fallback-block]

[edit security utm feature-profile anti-virus kaspersky-lab-engine profile profile-name
notification-options fallback-block]

[edit security utm feature-profile anti-virus sophos-engine profile profile-name
notification-options fallback-block]

Release Information The Express and Kaspersky antivirus feature is not supported from Junos OS Release

15.1X49-D10 onwards. For previous releases, statement introduced in Junos OS Release

9.5. Support for Sophos engine added in Junos OS Release 11.1.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Enable e-mail notification to notify a specified administrator when a fallback-block

occurs.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

allow-email (Security Virus Detection)

Syntax allow–email;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus profile notification-options virus-detect]

Release Information Statement introduced in Junos OS Release 11.1.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Enable e-mail notification to notify a specified administrator when a virus is detected.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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application (Security Policies)

Syntax application {
[application];
any;

}

Hierarchy Level [edit security policies from-zone zone-name to-zone zone-name policy policy-namematch]

[edit security policies global policy policy-namematch]

Release Information Statement introduced in Junos OS Release 8.5.

Description Specify the IP or remote procedure call (RPC) application or set of applications to be

used as match criteria.

Options application-name-or-set—Name of the predefined or custom application or application

set used as match criteria.

any—Any predefined or custom applications or application sets.

NOTE: Acustomapplication thatdoesnotuseawell-knowndestination
port for the application will not be included in the any option, andmust

be named explicitly.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Security Policies Overview
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application-proxy (Security UTM)

Syntax application-proxy {
traceoptions {
flag flag;

}
}

Hierarchy Level [edit security utm default-configuration]
[edit security utm]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure trace options for the application proxy.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

149Copyright © 2018, Juniper Networks, Inc.

Chapter 7: Configuration Statements

https://www.juniper.net/documentation/content-applications/cli-explorer/junos/


anti-spam (Security Feature Profile)

Syntax anti-spam {
address-blacklist list-name;
address-whitelist list-name;
sbl {
profile profile-name {
custom-tag-string [string];
(sbl-default-server | no-sbl-default-server);
spam-action (block | tag-header | tag-subject);

}
}
traceoptions flag flag;

}

Hierarchy Level [edit security utm feature-profile]
[edit security utm default-configuration]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure UTMantispam features. You can also configure the default UTMconfiguration

for antispam feature profile. If you do not configure any option in the antispam feature

profile, the values configured in the default UTM configuration are applied.

The antispam feature examines transmitted e-mail messages to identify e-mail spam.

When the device detects a message deemed to be spam, it blocks the e-mail message

or tags the e-mail message header or subject with a preprogrammed string. Antispam

filtering uses both a third-party server-based Spam Block List (SBL) and optionally

created local whitelists (benign) and blacklists (malicious) for filtering against e-mail

messages.

NOTE: A license check for the antispam configuration is performed at the
time of a commit and will provide a warning if a valid license is not installed
on the device. Once a valid license is installed on the device then a custom
antispamprofileor thedefaultprofilewill beable toprocess traffic. If a license
is expired or is not installed, the antivirus service will not process traffic.

In the default UTMprofile, the antispam type is configured as SBL instead of
none. This configuration enables SBL. However, to use this feature, youmust
enable the SBL server using the [edit security utm default-configuration

anti-spam sbl sbl-default-server] command.

Options anti-spam—Configure antispam feature.

address-blacklist—Enter an address blacklist custom object for local list spam filtering.
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address-whitelist—Enter an address-whitelist custom-object for local list spam filtering.

sbl—Antispam filtering allows you to use both a third-party server-based spamblock list

(SBL) and to optionally create your own local whitelists and blacklists for filtering

against e-mail messages.

traceoptions—Defines tracing operations for UTM antispam features.

type—Antispam type.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

anti-spam (Security UTMPolicy)

Syntax anti-spam {
smtp-profile profile-name;

}

Hierarchy Level [edit security utm default-configuration]
[edit security utm utm-policy policy-name]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure a UTM policy for the antispam SMTP protocol and attach this policy to a

security profile to implement it.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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anti-virus (Security Feature Profile)

Syntax anti-virus {
mime-whitelist {
exception;
list;

}
sophos-engine {
fallback-options {
content-size (block | log-and-permit | permit);
default (block | log-and-permit | permit);
engine-not-ready (block | log-and-permit | permit);
out-of-resources (block | log-and-permit | permit);
timeout (block | log-and-permit | permit);
too-many-requests (block | log-and-permit | permit);

}
notification-options {
fallback-block {
custom-message;
custom-message-subject;
(notify-mail-sender | no-notify-mail-sender);
type (message | protocol-only);

}
fallback-non-block {
custom-message;
custom-message-subject;
(notify-mail-recipient | no-notify-mail-recipient);

}
virus-detection {
custom-message;
custom-message-subject;
(notify-mail-sender | no-notify-mail-sender);
type (message | protocol-only);

}
}
pattern-update {
email-notify {
admin-email;
custom-message;
custom-message-subject;

}
interval;
no-autoupdate;
proxy {
password;
port;
server;
username;

}
routing-instance;
url;

}
scan-options {
content-size-limit;
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timeout seconds;
(uri-check | no-uri-check);

}
server {
ip;
routing-instance;

}
sxl-retry;
sxl-timeout seconds;
trickling timeout;

}
traceoptions {
flag name;

}
url-whitelist;

}

Hierarchy Level [edit security utm feature-profile]
[edit security utm default-configuration]

Release Information The Express and Kaspersky antivirus feature is not supported from Junos OS Release

15.1X49-D10 onwards. For previous releases, statement introduced in Junos OS Release

9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure UTM Sophos antivirus features. You can also configure the default UTM

configuration for antivirus featureprofile. If youdonot configureanyoption in theantivirus

feature profile, the values configured in the default UTM configuration are applied.

Antivirus, one of several features including content filtering, antispam, andWeb filtering,

makes up Juniper’s UTM suite, provides the ability to prevent threats at the gateway

before they enter the network.

NOTE: A license check for the antivirus configuration is performed at the
time of a commit and will provide a warning if a valid license is not installed
on the device. Once a valid license is installed on the device then a custom
antivirusprofileor thedefault profilewill beable toprocess traffic. If a license
is expired or is not installed, the antivirus service will not process traffic.
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Options anti-virus—Configure antivirus feature.

mime-whitelist—This is the comprehensive list for those MIME types that can bypass

antivirus scanning.

sophos-engine—The antivirus engine that is used on the device. You can only have one

engine type running and youmust restart the device if you change engines.

fallback-options—Fallback options tell the system how to handle the errors.

notification-options—There aremultiple notification options you can configure to trigger

when a virus is detected.

fallback-non-block—Notifications for fallback nonblocking actions.

virus-detection—Notification to send when a virus is detected.

pattern-update—You can configure the security device to regularly update the pattern

file automatically, or you can update the file manually.

scan-options—Antivirus sophos-engine scan options.

server—Sophos Antivirus (SAV) and antispam first hop DNS server.

sxl-retry—Number of retry attempts to the remote Sophos Extensible List (SXL) server

when a request timeout occurs.

Range: 0 through 5

sxl-timeout—Timeout value for responses to a Sophos checksum or URI query.

Range: 1 through 5

trickling—HTTP trickling is amechanism used to prevent the HTTP client or server from

timing-out during a file transfer or during antivirus scanning.

traceoptions—Define tracing operations for UTM antivirus features.

url-whitelist—Antivirus URL white list. A URL whitelist is a unique custom list that you

define in which all the URLs or IP addresses in that list for a specified category are

always bypassed for scanning.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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anti-virus (Security UTMPolicy)

Syntax anti-virus {
ftp {
download-profile profile-name;
upload-profile profile-name;

}
http-profile profile-name;
imap-profile profile-name;
pop3-profile profile-name;
smtp-profile profile-name;

}

Hierarchy Level [edit security utm default-configuration]
[edit security utm utm-policy policy-name]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure a UTM policy for the antivirus protocols and attach this policy to a security

profile to implement it.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

block-command

Syntax block-command protocol-command-list;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile content-filtering profile profile-name]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Apply protocol block command custom-objects to the content-filtering profile.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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block-content-type

Syntax block-content-type (activex | exe | http-cookie | java-applet | zip);

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile content-filtering profile profile-name]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Apply blocks to other available content such as exe, http-cookie, java-applet. This is for

HTTP only.

Options • activex—Block ActiveX.

• exe—Block EXE files.

• http-cookie—Block cookies.

• java-applet—Block Java applets.

• zip—Block ZIP files.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

block-extension

Syntax block-extension extension-list;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile content-filtering profile profile-name]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Apply block extensions to the content-filtering profile.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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block-message (Security UTM)

Syntax block-message {
type {
custom-redirect-url;

}
url url;

}

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile web-filtering juniper-enhanced profile profile-name]

Release Information Statement introduced in Junos OS Release 9.5.

Statement introduced in Junos OS Release 11.4 for EnhancedWeb Filtering.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure Juniper enhanced block message settings.

Options • type—Specify the following type of the block message:

• custom-redirect-url—Specify Custom redirect URL server.

• url url—Specify an URL of the block message.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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block-mime

Syntax block-mime {
exception list-name;
list list-name;

}

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile content-filtering profile profile-name]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description ApplyMIME pattern list custom-objects to the content-filtering profile for blockingMIME

types.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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cache

Syntax cache {
size value;
timeout value;

}

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile web-filtering surf-control-integrated]
[edit security utm feature-profile web-filtering juniper-enhanced]

Release Information The Surf-Control feature is not supported from Junos OS Release 15.1X49-D10 onwards.

For previous releases, statement introduced in Junos OS Release 9.5 for surf-control

integrated.

Statement introduced in Junos OS Release 11.4 for EnhancedWeb Filtering.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Set the cache parameters for Surf-Control-IntegratedWeb filtering and EnhancedWeb

Filtering.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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category (Security Logging)

Syntax category (all | content-security | fw-auth | screen | alg | nat | flow | sctp | gtp | ipsec | idp |
rtlog | pst-ds-lite | appqos | secintel)

Hierarchy Level [edit security log stream stream-name]

Release Information Statement introduced in JunosOSRelease 10.0.Statementmodified in JunosOSRelease

15.1X49-D40.

Description Set the category of logging to all or content-security. Note that for theWELF format, the

category must be set to content-security.

Options • all—All events are logged. By default, all the events listed in the category parameter

are logged.

• content-security—Only content security events are logged.

• fw-auth—Firewall authentication events are logged.

• screen—Screen events are logged.

• alg—Application Layer Gateway (ALG) events are logged.

• nat—Network Address Translation (NAT) events are logged.

• flow—Flow events are logged.

• sctp—Stream Control Transmission Protocol (SCTP) events are logged.

• gtp—GPRS Tunneling Protocol (GTP) events are logged.

• ipsec—IPsec events are logged.

• idp—Intrusion Detection and Prevention (IDP) events are logged.

• rtlog—RTLOG system log events are logged.

• pst-ds-lite—PST dual-stack lite (DS-Lite) events are logged.

• appqos—Application quality of service (AppQoS) events are logged.

• secintel—Juniper Networks Security Intelligence (SecIntel) events are logged.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Application Security Feature Guide for Security Devices

• Logical Systems Feature Guide for Security Devices
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category (SecurityWeb Filtering)

Syntax category name{
action (block | log-and-permit | permit | quarantine);
custom-messagemessage-name;

}

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile web-filtering surf-control-integrated profile profile-name]
[edit security utm feature-profile web-filtering juniper-enhanced profile profile-name]

Release Information Statement introduced in Junos OS Release 11.4 for EnhancedWeb Filtering. Support for

new categories and category name updates byWebsense added in Junos OS Release

12.1X47-D15 and 12.3X48-D10.

Starting with Junos OS Release 15.1X49-D10, the SurfControl integrated feature is no

longer supported. For previous releases, statement introduced in Junos OS Release 9.5.

The custom-message option introduced in Junos OS Release 15.1X49-D110.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Select a customURL category list you created (custom objects) for filtering against. The

custom-message configurationoption is used tonotify theuserswhen theURL is blocked

or quarantined for each EWF category. You can customize the message with options

such as user message or redirect URL. User messages indicate that website access has

been blocked by an organization's access policy. Redirect URLs redirect a blocked or

quarantinedURL toanyuser-definedURL.Table5onpage 162shows the list of categories

predefined byWebsense.

Starting with Junos OS Release 17.4R1, you can download and dynamically load new

EnhancedWeb Filtering (EWF) categories. The downloading and dynamic loading of the

newEWF categories do not require a software upgrade.Websense occasionally releases

new EWF categories. EWF classifies websites into categories according to host, URL, or

IP address and performs filtering based on the categories.

NOTE: Existing configurations are not affected by the new categories but
can bemodified tomake use of the new categories.
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Table 5: List of Categories Predefined byWebsense

Parent IDCategory NameCategory ID

0Adult Material1

0Business and Economy2

0Education3

0Government4

0News and Media5

0Religion6

0Society and Lifestyles7

0Special Events8

0Information Technology9

0Abortion10

0Advocacy Groups11

0Entertainment12

0Gambling13

0Games14

0Illegal or Questionable15

0Job Search16

0Shopping17

0Sports18

0Tasteless19

0Travel20

0Vehicles21

0Violence22

0Weapons23

0Drugs24
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Table 5: List of Categories Predefined byWebsense (continued)

Parent IDCategory NameCategory ID

25 0Militancy and Extremist

0Intolerance26

0Health27

9Website Translation28

110Advertisements29

0User-Defined64

1Nudity65

1Adult Content66

1Sex67

2Financial Data and Services68

3Cultural Institutions69

12Media File Download70

4Military72

4Political Organizations73

91General Email74

9Proxy Avoidance75

9Search Engines and Portals76

9Web Hosting78

91Web Chat79

9Hacking80

5Alternative Journals81

6Non-Traditional Religions82

6Traditional Religions83

7Restaurants and Dining84
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Table 5: List of Categories Predefined byWebsense (continued)

Parent IDCategory NameCategory ID

85 7Gay or Lesbian or Bisexual Interest

7Personals and Dating86

7Alcohol and Tobacco87

24Prescribed Medications88

24Nutrition89

24Abused Drugs90

0Internet Communication91

10Pro-Choice92

10Pro-Life93

1Sex Education94

1Lingerie and Swimsuit95

110Online Brokerage and Trading96

3Educational Institutions97

110Instant Messaging98

110Application and Software Download99

110Pay-to-Surf100

17Internet Auctions101

17Real Estate102

7Hobbies103

18Sport Hunting and Gun Clubs107

116Internet Telephony108

116Streaming Media109

0Productivity110

24Marijuana111
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Table 5: List of Categories Predefined byWebsense (continued)

Parent IDCategory NameCategory ID

112 110Message Boards and Forums

116Personal Network Storage and Backup113

116Internet Radio and TV114

116Peer-to-Peer File Sharing115

0Bandwidth116

7Social Networking and Personal Sites117

3Educational Materials118

3Reference Materials121

0Social Organizations122

122Service and Philanthropic Organizations123

122Social and Affiliation Organizations124

122Professional andWorker Organizations125

0Security126

126MaliciousWeb Sites128

9Computer Security138

0Miscellaneous146

146Web Infrastructure147

146Web Images148

146Private IP Addresses149

146Content Delivery Networks150

146Dynamic Content151

146Network Errors152

146Uncategorized153

126Spyware154
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Table 5: List of Categories Predefined byWebsense (continued)

Parent IDCategory NameCategory ID

156 146File Download Servers

126Phishing and Other Frauds164

126Keyloggers166

126Potentially Unwanted Software167

126Bot Networks172

0Extended Protection191

191Elevated Exposure192

191Emerging Exploits193

191Suspicious Content194

91Organizational Email195

91Text and Media Messaging196

9Web and Email Spam200

0CompromisedWebsites220

0Newly RegisteredWebsites221

0Collaboration Office222

222Office Mail223

222Office Drive224

222Office Documents225

222Office Apps226

9Web Analytics227

9Web and Email Marketing228

0Classifieds Posting1529

0Blog Posting1530

0Blog Commenting1531
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Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Understanding Redirect Web Filtering on page 122
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content-filtering (Security Feature Profile)

Syntax content-filtering {
block-command;
block-content-type {
activex;
exe;
http-cookie;
java-applet;
zip;

}
block-extension;
block-mime {
exception;
list;

}
notification-options {
custom-message;
(notify-mail-sender | no-notify-mail-sender);
type (message | protocol-only);

}
permit-command;
traceoptions {
flag name;

}
type (content-filtering-none | local);

}

Hierarchy Level [edit security utm feature-profile]
[edit security utm default-configuration]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure UTM content-filtering features. You can also configure the default UTM

configuration for content filtering feature profile. If you do not configure any option in the

content filtering feature profile, the values configured in the default UTM configuration

are applied. The content filtering feature controls file transfers across the gateway by

checking traffic against configured filter lists. It evaluates the traffic before all other UTM

features, exceptWeb filtering.

NOTE: A license check for the content filtering configuration is performed at
the time of a commit and will provide a warning if a valid license is not
installed on the device. Once a valid license is installed on the device then a
custom content filtering profile or the default profile will be able to process
traffic. If a license is expired or is not installed, the content filtering service
will not process traffic.
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Options block-command—Protocol block command custom-objects to the content-filtering

profile.

block-content-type—Blocks to other available content such as exe, http-cookie,

java-applet. This is for HTTP only.

block-extension—Block extensions to the content-filtering profile.

block-mime—MIMEpattern list custom-objects to thecontent-filteringprofile for blocking

MIME types.

notification-options—Amessage notification to trigger when a content filter is matched.

permit-command—Protocol permit command custom-objects to the content-filtering

profile.

traceoptions—Defines tracing operations for default UTM configuration for content

filtering feature.

type—Type of content filtering solution or URL filtering solution used by the device.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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content-filtering (Security UTMPolicy)

Syntax content-filtering {
ftp {
download-profile profile-name;
upload-profile profile-name;

}
http-profile profile-name;
imap-profile profile-name;
pop3-profile profile-name;
smtp-profile profile-name;

}

Hierarchy Level [edit security utm default-configuration]
[edit security utm utm-policy policy-name]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure a UTM policy for the content-filtering protocols and attach this policy to a

security profile to implement it.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Copyright © 2018, Juniper Networks, Inc.170

UTM Feature Guide for NFX Devices

https://www.juniper.net/documentation/content-applications/cli-explorer/junos/


content-size

Syntax content-size (block | log-and-permit);

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine profile profile-name
fallback-options]

[edit security utm feature-profile anti-virus kaspersky-lab-engine profile profile-name
fallback-options]

Release Information The Express and Kaspersky antivirus feature is not supported from Junos OS Release

15.1X49-D10 onwards. For previous releases, Statement introduced in Junos OS Release

9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description If the content size exceeds a set limit, the content is either passed or blocked. The default

action is log-and-permit.

NOTE: Whenyouconfigure thecontent-sizevalue, keep inmindthat incertain
cases, content size is available in the protocol headers, so the
max-content-size fallback is applied before a scan request is sent. However,
in many cases, content size is not provided in the protocol headers. In these
cases, theTCPpayload is sent to theantivirus scanner andaccumulatesuntil
the end of the payload. If the accumulated payload exceeds themaximum
content size value, thenmax-content-size fallback is applied. The default
fallback action is log and permit, so youmay want to change this option to
block, in which case such a packet is dropped and a blockmessage is sent
to the client.

Options • block—Log the error and deny the traffic

• log-and-permit—Log the error and permit the traffic

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation
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content-size (Security Antivirus Sophos Engine)

Syntax content-size (block | log-and-permit | permit);

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus sophos-engine profile profile-name
fallback-options]

Release Information Statement introduced in Junos OS Release 11.1.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description If the content size exceeds a set limit, the content is either passed or blocked.

NOTE: Whenyouconfigure thecontent-sizevalue, keep inmindthat incertain
cases, content size is available in the protocol headers, so the
max-content-size fallback is applied before a scan request is sent. However,
in many cases, content size is not provided in the protocol headers. In these
cases, theTCPpayload is sent to theantivirus scanner andaccumulatesuntil
the end of the payload. If the accumulated payload exceeds themaximum
content sizevalue, thenmax-content-size fallback isapplied.Youmightwant
to set the fallback action to block, in which case such a packet is dropped
and a blockmessage is sent to the client.

Options • block—Log the error and deny the traffic

• log-and-permit—Log the error and permit the traffic

• permit—Permit the traffic

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Sophos Antivirus Configuration Overview
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content-size-limit

Syntax content-size-limit value;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine profile profile-name
scan-options]

[edit security utm feature-profile anti-virus kaspersky-lab-engine profile profile-name
scan-options]

[edit securityutmfeature-profileanti-virus sophos-engineprofileprofile-namescan-options]

Release Information The Express and Kaspersky antivirus feature is not supported from Junos OS Release

15.1X49-D10 onwards. For previous releases, statement introduced in Junos OS Release

9.5. Support for Sophos engine added in Junos OS Release 11.1.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description The content size check occurs before the scan request is sent. The content size refers to

accumulated TCP payload size.

Range: 20 through 20,000

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation
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corrupt-file

Syntax corrupt-file (block | log-and-permit);

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus kaspersky-lab-engine profile profile-name
fallback-options]

Release Information The Kaspersky antivirus feature is not supported from Junos OS Release 15.1X49-D10

onwards. For previous releases, statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Corrupt file is the error returned by the scan engine when engine detects a corrupted file.

The default action is log-and-permit.

Options • block—Log the error and deny the traffic

• log-and-permit—Log the error and permit the traffic

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Full Antivirus Configuration Overview
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custom-block-message

Syntax custom-block-message value;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile web-filtering surf-control-integrated profile profile-name]
[edit security utm feature-profile web-filtering juniper-enhanced profile profile-name]

Release Information The Surf-Control feature is not supported from Junos OS Release 15.1X49-D10 onwards.

For previous releases, statement introduced in Junos OS Release 9.5.

Statement introduced in Junos OS Release 11.4 for EnhancedWeb Filtering.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Enter a custommessage to be sent when HTTP requests are blocked.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

custom-message (Security Content Filtering)

Syntax custom-messagemessage;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile content-filtering profile profile-name notification-options]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Custommessagenotificationsaregenerally usedwhencontent is blockedby thecontent

filter.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Content Filtering Overview on page 63
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custom-message (Security Email Notify)

Syntax custom-messagemessage;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine pattern-update
email-notify]

[editsecurityutmfeature-profileanti-viruskaspersky-lab-enginepattern-updateemail-notify]
[edit security utm feature-profile anti-virus sophos-engine pattern-update email-notify]

Release Information The Express and Kaspersky antivirus feature is not supported from Junos OS Release

15.1X49-D10 onwards. For previous releases, statement introduced in Junos OS Release

9.5. Support for Sophos engine added in Junos OS Release 11.1.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description You can configure the device to notify a specified administrator when patterns are

updated. This is an e-mail notification with a custommessage.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation
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custom-message (Security Fallback Block)

Syntax custom-messagemessage;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine profile profile-name
notification-options fallback-block]

[edit security utm feature-profile anti-virus kaspersky-lab-engine profile profile-name
notification-options fallback-block]

[edit security utm feature-profile anti-virus sophos-engine profile profile-name
notification-options fallback-block]

Release Information The Express and Kaspersky antivirus feature is not supported from Junos OS Release

15.1X49-D10 onwards. For previous releases, statement introduced in Junos OS Release

9.5. Support for Sophos engine added in Junos OS Release 11.1.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Custommessage notifications are mainly used in file replacement or in a response

message when the antivirus scan result is to drop the file.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation
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custom-message (Security Fallback Non-Block)

Syntax custom-messagemessage;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine profile profile-name
notification-options fallback-non-block]

[edit security utm feature-profile anti-virus kaspersky-lab-engine profile profile-name
notification-options fallback-non-block]

[edit security utm feature-profile anti-virus sophos-engine profile profile-name
notification-options fallback-non-block]

Release Information The Express and Kaspersky antivirus feature is not supported from Junos OS Release

15.1X49-D10 onwards. For previous releases, statement introduced in Junos OS Release

9.5. Support for Sophos engine added in Junos OS Release 11.1.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Custommessage notifications are mainly used in file replacement or in a response

message when the antivirus scan result is to drop the file.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation
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custom-message (Security Virus Detection)

Syntax custom-messagemessage;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine profile profile-name
notification-options virus-detection]

[edit security utm feature-profile anti-virus kaspersky-lab-engine profile profile-name
notification-options virus-detection]

[edit security utm feature-profile anti-virus sophos-engine profile profile-name
notification-options virus-detection]

Release Information The Express and Kaspersky antivirus feature is not supported from Junos OS Release

15.1X49-D10 onwards. For previous releases, statement introduced in Junos OS Release

9.5. Support for Sophos engine added in Junos OS Release 11.1.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Custommessage notifications are mainly used in file replacement or in a response

message when the antivirus scan result is to drop the file.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation
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custom-message-subject (Security Email Notify)

Syntax custom-message-subjectmessage-subject;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine pattern-update
email-notify]

[editsecurityutmfeature-profileanti-viruskaspersky-lab-enginepattern-updateemail-notify]
[edit security utm feature-profile anti-virus sophos-engine pattern-update email-notify]

Release Information The Express and Kaspersky antivirus feature is not supported from Junos OS Release

15.1X49-D10 onwards. For previous releases, statement introduced in Junos OS Release

9.5. Support for Sophos engine added in Junos OS Release 11.1.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description You can configure the device to notify a specified administrator when patterns are

updated. This is an e-mail notificationwith a custommessage and a customsubject line.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation
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custom-message-subject (Security Fallback Block)

Syntax custom-message-subjectmessage-subject;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine profile profile-name
notification-options fallback-block]

[edit security utm feature-profile anti-virus kaspersky-lab-engine profile profile-name
notification-options fallback-block]

[edit security utm feature-profile anti-virus sophos-engine profile profile-name
notification-options fallback-block]

Release Information The Express and Kaspersky antivirus feature is not supported from Junos OS Release

15.1X49-D10 onwards. For previous releases, statement introduced in Junos OS Release

9.5. Support for Sophos engine added in Junos OS Release 11.1.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Custommessage notifications are mainly used in file replacement or in a response

message when the antivirus scan result is to drop the file. As part of a custommessage,

you can customize the message subject line.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation
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custom-message-subject (Security Fallback Non-Block)

Syntax custom-message-subjectmessage-subject;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine profile profile-name
notification-options fallback-non-block]

[edit security utm feature-profile anti-virus kaspersky-lab-engine profile profile-name
notification-options fallback-non-block]

[edit security utm feature-profile anti-virus sophos-engine profile profile-name
notification-options fallback-non-block]

Release Information The Express and Kaspersky antivirus feature is not supported from Junos OS Release

15.1X49-D10 onwards. For previous releases, statement introduced in Junos OS Release

9.5. Support for Sophos engine added in Junos OS Release 11.1.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Custommessage notifications are mainly used in file replacement or in a response

message when the antivirus scan result is to drop the file. As part of a custommessage,

you can customize the message subject line.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation
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custom-message-subject (Security Virus Detection)

Syntax custom-message-subjectmessage-subject;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine profile profile-name
notification-options virus-detection]

[edit security utm feature-profile anti-virus kaspersky-lab-engine profile profile-name
notification-options virus-detection]

[edit security utm feature-profile anti-virus sophos-engine profile profile-name
notification-options virus-detection]

Release Information The Express and Kaspersky antivirus feature is not supported from Junos OS Release

15.1X49-D10 onwards. For previous releases, statement introduced in Junos OS Release

9.5. Support for Sophos engine added in Junos OS Release 11.1.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Custommessage notifications are mainly used in file replacement or in a response

message when the antivirus scan result is to drop the file. As part of a custommessage,

you can customize the message subject line.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation
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custom-objects

Syntax custom-objects {
custom-url-category object-name {
value [value];

}
custom-message {
namemessage-name;
type redirect-url | user-message;
content redirect-url by user| user-message by user;

}
filename-extension object-name {
value [value];

}
mime-pattern object-name {
value [value];

}
protocol-command object-name {
value [value];

}
url-pattern object-name {
value [value];

}
}

Hierarchy Level [edit security utm default-configuration]
[edit security utm]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure custom objects before configuring UTM feature-profile features.

WARNING: Custom category does not take precedence over predefined
categories when it has the same name as one of the predefined categories.
We do not recommend having a custom category name be the same as the
predefined category name.

NOTE: Starting from Junos OS Release 17.4R1, support for custom category
configuration is available for EWF, local, andWebsense redirect profiles.

Options The remaining statements are explained separately. See CLI Explorer.
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Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

custom-tag-string

Syntax custom-tag-string [string];

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-spam sbl profile profile-name]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure a custom string for identifying amessage as spam.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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custom-url-category

Syntax custom-url-category object-name {
value [value];

}

Hierarchy Level [edit security utm default-configuration]
[edit security utm custom-objects]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Use URL pattern lists to create Custom URL category lists. These are lists of patterns

that bypass scanning.

WARNING: Custom category does not take precedence over predefined
categories when it has the same name as one of the predefined categories.
We do not recommend having a custom category name be the same as the
predefined category name.

Options • object-name—Name of the URL category-list object.

• value value—Value of the URL category-list object. You can configure multiple values

separated by spaces and enclosed in square brackets.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Understanding UTM CustomObjects
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decompress-layer

Syntax decompress-layer (block | log-and-permit);

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus kaspersky-lab-engine profile profile-name
fallback-options]

Description The Kaspersky antivirus feature is not supported from Junos OS Release 15.1X49-D10

onwards. For previous releases, decompress layer error is the error returned by the scan

engine when the scanned file has toomany compression layers. The default action is

block.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Options • block—Log the error and deny the traffic

• log-and-permit—Log the error and permit the traffic

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Full Antivirus Configuration Overview
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decompress-layer-limit

Syntax decompress-layer-limit value;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus kaspersky-lab-engine profile profile-name
scan-options]

Release Information The Kaspersky antivirus feature is not supported from Junos OS Release 15.1X49-D10

onwards. For previous releases, statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description The decompression layer limit specifies howmany layers of nested compressed files

and fileswith internal extractable objects, suchasarchive files (tar), the internal antivirus

scanner can decompress before it executes the virus scan.

Range: 1 through 4

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Full Antivirus Configuration Overview
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default (Security Antivirus)

Syntax default (block | log-and-permit);

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine profile profile-name
fallback-options]

[edit security utm feature-profile anti-virus kaspersky-lab-engine profile profile-name
fallback-options]

Release Information The Express and Kaspersky antivirus feature is not supported from Junos OS Release

15.1X49-D10 onwards. For previous releases, statement introduced in Junos OS Release

9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description All errors other than those specifically listed fall into this category. This could include

either unhandled system exceptions (internal errors) or other unknown errors.

Options • block—Log the error and deny the traffic

• log-and-permit—Log the error and permit the traffic

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation
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default (Security Antivirus Sophos Engine)

Syntax default (block | log-and-permit | permit);

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus sophos-engine profile profile-name
fallback-options]

Release Information Statement introduced in Junos OS Release 11.1.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description All errors other than those specifically listed fall into this category. This could include

either unhandled system exceptions (internal errors) or other unknown errors.

Options • block—Log the error and deny the traffic

• log-and-permit—Log the error and permit the traffic

• permit—Permit the traffic

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

default (Security UTM)

Syntax default (block |log-and-permit | permit);

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile web-filtering juniper-enhanced profile profile-name]

Release Information Statement introduced in Junos OS Release 11.4.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Specify the default action to take for a URL.

Options • block—Log the error and deny the traffic.

• log-and-permit—Log the error and permit the traffic.

• permit—Permit the traffic.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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default (SecurityWeb Filtering)

Syntax default (block | log-and-permit | permit | quarantine);

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile web-filtering surf-control-integrated profile profile-name
fallback-settings]

[edit security utm feature-profile web-filtering websense-redirect profile profile-name
fallback-settings]

[edit security utm feature-profile web-filtering juniper–local profile profile-name
fallback-settings]

[edit security utm feature-profile web-filtering juniper-enhanced profile profile-name
fallback-settings]

Release Information The Surf-Control feature is not supported from Junos OS Release 15.1X49-D10 onwards.

For previous releases, statement introduced in Junos OS Release 9.5.

Statement introduced in Junos OS Release 11.4 for EnhancedWeb Filtering.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Specify an action for the profile, for requests that experience internal errors in the

Web-filtering module.

Options • block—Log the error and deny the traffic.

• log-and-permit—Log the error and permit the traffic.

• permit —Permit the traffic.

• quarantine—Show the warning message and permit/block the traffic based on user

input.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation
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display-host (Security Fallback Block)

Syntax display-host;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine profile profile-name
notification-options fallback-block]

[edit security utm feature-profile anti-virus kaspersky-lab-engine profile profile-name
notification-options fallback-block]

[edit security utm feature-profile anti-virus sophos-engine profile profile-name
notification-options fallback-block]

Release Information The Express and Kaspersky antivirus feature is not supported from Junos OS Release

15.1X49-D10 onwards. For previous releases, statement introduced in Junos OS Release

9.5. Support for Sophos engine added in Junos OS Release 11.1.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Display thecomputer hostname in thenotificatione-mail sent to theadministratorwhen

a fallback-block notification occurs.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

display-host (Security Virus Detection)

Syntax display-host;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus profile profile name notification-options
virus-detection]

Release Information Statement introduced in Junos OS Release 11.1.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Display thecomputer hostname in thenotificatione-mail sent to theadministratorwhen

a virus is detected by Sophos antivirus.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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download-profile (Security Antivirus FTP)

Syntax download-profile profile-name;

Hierarchy Level [edit security utm default-configuration]
[edit security utm utm-policy policy-name anti-virus ftp]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure a UTM policy for the antivirus FTP (download) protocol and attach this policy

to a security profile to implement it.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

download-profile (Security Content Filtering FTP)

Syntax download-profile profile-name;

Hierarchy Level [edit security utm default-configuration]
[edit security utm utm-policy policy-name content-filtering ftp]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure a UTM policy for the content-filtering FTP (download) protocol and attach

this policy to a security profile to implement it.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Content Filtering Overview on page 63
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email-notify

Syntax email-notify {
admin-email email-address;
custom-messagemessage;
custom-message-subjectmessage-subject;

}

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus kaspersky-lab-engine pattern-update]
[edit security utm feature-profile anti-virus juniper-express-engine pattern-update]
[edit security utm feature-profile anti-virus sophos-engine pattern-update]

Release Information The Express and Kaspersky antivirus feature is not supported from Junos OS Release

15.1X49-D10 onwards. For previous releases, statement introduced in Junos OS Release

9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description You can configure the device to notify a specified administrator when patterns are

updated. This is an e-mail notificationwith a custommessage and a customsubject line.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation
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engine-not-ready

Syntax engine-not-ready (block | log-and-permit);

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine profile profile-name
fallback-options]

[edit security utm feature-profile anti-virus kaspersky-lab-engine profile profile-name
fallback-options]

Release Information The Express and Kaspersky antivirus feature is not supported from Junos OS Release

15.1X49-D10 onwards. For previous releases, statement introduced in Junos OS Release

9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description The scan engine is initializing itself, for example, loading the signature database. During

this phase, it is not ready to scan a file. A file could either pass or be blocked according

to this setting. The default action is block.

Options • block—Log the error and deny the traffic

• log-and-permit—Log the error and permit the traffic

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation
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engine-not-ready (Security Antivirus Sophos Engine)

Syntax default (block | log-and-permit | permit);

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus sophos-engine profile profile-name
fallback-options]

Release Information Statement introduced in Release 11.1.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description The scan engine is initializing itself, for example, loading the signature database. During

this phase, it is not ready to scan a file. A file could either pass or be blocked according

to this setting.

Options • block—Log the error and deny the traffic

• log-and-permit—Log the error and permit the traffic

• permit—Permit the traffic

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Sophos Antivirus Configuration Overview
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exception (Security Antivirus MimeWhitelist)

Syntax exception listname;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus mime-whitelist]
[edit security utm feature-profile anti-virus mime-whitelist list listname]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure the antivirus scanner to use an exception list to the MIME bypass list (custom

objects). To use the exception list, you first create a whitelist custom-object list with the

list statement. The systemwill first look at any existing whitelist mime pattern. If it

matches an item, it will then continue to look for any exceptions to the whitelist and will

then scan any item in the exception list.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

exception (Security Content Filtering)

Syntax exception list-name;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile content-filtering profile profile-name block-mime]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure thecontent filter touseanexception list to theMIMEblock list (customobjects).

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Content Filtering Overview on page 63
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fallback-block (Security Antivirus)

Syntax fallback-block {
administrator-email email-address;
allow-email;
custom-messagemessage;
custom-message-subjectmessage-subject;
display-host;
(notify-mail-sender | no-notify-mail-sender);
type (message | protocol-only);

}

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine profile profile-name
notification-options]

[edit security utm feature-profile anti-virus kaspersky-lab-engine profile profile-name
notification-options]

[edit security utm feature-profile anti-virus sophos-engine profile profile-name
notification-options]

Release Information The Express and Kaspersky antivirus feature is not supported from Junos OS Release

15.1X49-D10 onwards. For previous releases, statement introduced in Junos OS Release

9.5. Support for Sophos engine added in Junos OS Release 11.1.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure notifications for fallback blocking actions. Fallback options tell the system

how to handle the errors returned by either the scan engine or the scanmanager.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation
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fallback-non-block (Security Antivirus)

Syntax fallback-non-block {
custom-messagemessage;
custom-message-subjectmessage-subject;
(notify-mail-recipient | no-notify-mail-recipient);

}

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine profile profile-name
notification-options]

[edit security utm feature-profile anti-virus kaspersky-lab-engine profile profile-name
notification-options]

[edit security utm feature-profile anti-virus sophos-engine profile profile-name
notification-options]

Release Information The Express and Kaspersky antivirus feature is not supported from Junos OS Release

15.1X49-D10 onwards. For previous releases, statement introduced in Junos OS Release

9.5. Support for Sophos engine added in Junos OS Release 11.1.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure notifications for fallback nonblocking actions.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation
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fallback-options (Security Antivirus Juniper Express Engine)

Syntax fallback-options {
content-size (block | log-and-permit);
default (block | log-and-permit);
engine-not-ready (block | log-and-permit);
out-of-resources (block | (log-and-permit);
timeout (block | log-and-permit);
too-many-requests (block | log-and-permit);

}

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine profile profile-name]

Release Information The Express Antivirus feature is not supported from Junos OS Release 15.1X49-D10

onwards. For previous releases, statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Fallback options tell the system how to handle the errors.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Express Antivirus Configuration Overview
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fallback-options (Security Antivirus Kaspersky Lab Engine)

Syntax fallback-options {
content-size (block | log-and-permit);
corrupt-file (block | log-and-permit);
decompress-layer (block | log-and-permit);
default (block | log-and-permit);
engine-not-ready (block | log-and-permit);
out-of-resources (block | (log-and-permit);
password-file (block | (log-and-permit);
timeout (block | log-and-permit);
too-many-requests (block | log-and-permit);

}

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus kaspersky-lab-engine profile profile-name]

Release Information The Kaspersky feature is not supported from Junos OS Release 15.1X49-D10 onwards.

For previous releases, statement introduced in Junos OS Release 9.5 .

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Fallback options tell the system how to handle the errors returned by either the scan

engine or the scanmanager.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Full Antivirus Configuration Overview
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fallback-options (Security Antivirus Sophos Engine)

Syntax fallback-options {
content-size (block | log-and-permit | permit);
default (block | log-and-permit | permit);
engine-not-ready (block | log-and-permit | permit);
out-of-resources (block | log-and-permit | permit);
timeout (block | log-and-permit | permit);
too-many-requests (block | log-and-permit | permit);

}

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus sophos-engine profile profile-name]

Release Information Statement introduced in Junos OS Release 11.1.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure fallback options to instruct the system how to handle errors.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Sophos Antivirus Configuration Overview
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fallback-settings (SecurityWeb Filtering)

Syntax fallback-settings {
default (block | log-and-permit);
server-connectivity (block | log-and-permit);
timeout (block | log-and-permit);
too-many-requests (block | log-and-permit);

}

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile web-filtering surf-control-integrated profile profile-name]
[edit security utm feature-profile web-filtering juniper-enhanced profile profile-name]

Release Information The Surf-Control feature is not supported from Junos OS Release 15.1X49-D10 onwards.

For previous releases, Statement introduced in Junos OS Release 9.5 .

Statement introduced in Junos OS Release 11.4 for EnhancedWeb Filtering.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Fallback settings tell the system how to handle errors.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation
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fallback-settings (SecurityWeb Filtering Juniper Local)

Syntax fallback-settings {
default (block | log-and-permit);
server-connectivity (block | log-and-permit);
timeout (block | log-and-permit);
too-many-requests (block | log-and-permit);

}

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile web-filtering juniper–local profile profile-name]

Release Information Statement introduced in Junos OS Release 10.0.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Fallback settings tell the system how to handle errors.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Web Filtering Overview on page 75
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fallback-settings (SecurityWeb FilteringWebsense Redirect)

Syntax fallback-settings {
default (block | log-and-permit);
server-connectivity (block | log-and-permit);
timeout (block | log-and-permit);
too-many-requests (block | log-and-permit);

}

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile web-filtering websense-redirect profile profile-name]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Fallback settings tell the system how to handle errors.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Understanding Redirect Web Filtering on page 122
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feature-profile

Syntax feature-profile {
anti-spam {
address-blacklist list-name;
address-whitelist list-name;
sbl {
profile profile-name {
custom-tag-string [string];
(sbl-default-server | no-sbl-default-server);
spam-action (block | tag-header | tag-subject);

}
}
traceoptions flag flag;

}
anti-virus {
juniper-express-engine {
pattern-update {
email-notify {
admin-email email-address;
custom-messagemessage;
custom-message-subjectmessage-subject;

}
interval value;
no-autoupdate;
proxy {
password password-string;
port port-number;
server address-or-url;
username name;

}
url url;

}
profile profile-name {
fallback-options {
content-size (block | log-and-permit);
default (block | log-and-permit);
engine-not-ready (block | log-and-permit);
out-of-resources (block | (log-and-permit);
timeout (block | log-and-permit);
too-many-requests (block | log-and-permit);

}
notification-options {
fallback-block {
administrator-email email-address;
allow-email;
custom-messagemessage;
custom-message-subjectmessage-subject;
display-host;
(notify-mail-sender | no-notify-mail-sender);
type (message | protocol-only);

}
fallback-non-block {
custom-messagemessage;
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custom-message-subjectmessage-subject;
(notify-mail-recipient | no-notify-mail-recipient);

}
virus-detection {
custom-messagemessage;
custom-message-subjectmessage-subject;
(notify-mail-sender | no-notify-mail-sender);
type (message | protocol-only);

}
}
scan-options {
content-size-limit value;
(intelligent-prescreening | no-intelligent-prescreening);
timeout value;

}
trickling {
timeout value;

}
}

}
kaspersky-lab-engine {
pattern-update {
email-notify {
admin-email email-address;
custom-messagemessage;
custom-message-subjectmessage-subject;

}
interval value;
no-autoupdate;
proxy {
password password-string;
port port-number;
server address-or-url;
username name;

}
url url;

}
profile profile-name {
fallback-options {
content-size (block | log-and-permit);
corrupt-file (block | log-and-permit);
decompress-layer (block | log-and-permit);
default (block | log-and-permit);
engine-not-ready (block | log-and-permit);
out-of-resources (block | (log-and-permit);
password-file (block | (log-and-permit);
timeout (block | log-and-permit);
too-many-requests (block | log-and-permit);

}
notification-options {
fallback-block {
administrator-email email-address;
allow-email;
custom-messagemessage;
custom-message-subjectmessage-subject;
display-host;
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(notify-mail-sender | no-notify-mail-sender);
type (message | protocol-only);

}
fallback-non-block {
custom-messagemessage;
custom-message-subjectmessage-subject;
(notify-mail-recipient | no-notify-mail-recipient);

}
virus-detection {
custom-messagemessage;
custom-message-subjectmessage-subject;
(notify-mail-sender | no-notify-mail-sender);
type (message | protocol-only);

}
}
scan-options {
content-size-limit value;
decompress-layer-limit value;
(intelligent-prescreening | no-intelligent-prescreening);
scan-extension filename;
scan-mode (all | by-extension);
timeout value;

}
trickling {
timeout value;

}
}

}
mime-whitelist {
exception listname;
list listname {
exception listname;

}
}
sophos-engine {
pattern-update {
email-notify {
admin-email email-address;
custom-messagemessage;
custom-message-subjectmessage-subject;

}
interval value;
no-autoupdate;
proxy {
password password-string;
port port-number;
server address-or-url;
username name;

}
url url;

}
profile <name> {
fallback-options {
content-size (block | log-and-permit | permit);
default (block | log-and-permit | permit);
engine-not-ready (block | log-and-permit | permit);
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out-of-resources (block | log-and-permit | permit);
timeout (block | log-and-permit | permit);
too-many-requests (block | log-and-permit | permit);

}
notification-options {
fallback-block {
administrator-email email-address;
allow-email;
custom-messagemessage;
custom-message-subjectmessage-subject;
display-host;
(notify-mail-sender | no-notify-mail-sender);
type (message | protocol-only);

}
fallback-non-block {
custom-messagemessage;
custom-message-subjectmessage-subject;
(notify-mail-recipient | no-notify-mail-recipient);

}
virus-detection {
custom-messagemessage;
custom-message-subjectmessage-subject;
(notify-mail-sender | no-notify-mail-sender);
type (message | protocol-only);

}
}
scan-options {
content-size-limit value;
(no-uri-check | uri-check);
timeout value;

}
trickling {
timeout value;

}
}
sxl-retry value;
sxl-timeout seconds;

}
traceoptions flag flag;
type (juniper-express-engine | kaspersky-lab-engine | sophos-engine);
url-whitelist listname;

}
content-filtering {
profile profile-name {
block-command protocol-command-list;
block-content-type (activex | exe | http-cookie | java-applet | zip);
block-extension extension-list;
block-mime {
exception list-name;
list list-name;

}
notification-options {
custom-messagemessage;
(notify-mail-sender | no-notify-mail-sender);
type (message | protocol-only);

}
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permit-command protocol-command-list;
}
traceoptions flag flag;

}
web-filtering {
url-whitelist custwhitelist;
url-blacklist custblacklist;
http-reassemble;
type juniper-enhanced;
juniper-enhanced {
cache {
timeout 1800;
size 500;

}
server {
host rp.cloud.threatseeker.com;
port 80;

}
profile junos-wf-enhanced-default {
category {
Enhanced_Hacking {
action log-and-permit;
}
Enhanced_Government {
action quarantine;

}
}
site-reputation-action {
very-safe permit;
moderately-safe log-and-permit;
fairly-safe log-and-permit;
harmful block;
suspicious block;

}
default block;
custom-block-message "***access denied ***";
fallback-settings {
default block;
server-connectivity block;
timeout block;
too-many-requests block;

}
timeout 10;
no-safe-search;

}
utm-policy mypolicy {
web-filtering {

http-profile my_ewfprofile01;
}
}

}
web-filtering {
juniper-enhanced {
cache {
size value;
timeout value;
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}
profile profile-name {
category customurl-list name {
action (block | log-and-permit | permit | quarantine);

}
custom-block-message value;
custom-quarantine-message value;
default (block | log-and-permit | permit | quarantine);
fallback-settings {
default (block | log-and-permit);
server-connectivity (block | log-and-permit);
timeout (block | log-and-permit);
too-many-requests (block | log-and-permit);

}
no-safe-search;
site-reputation-action {
fairly-safe (block | log-and-permit | permit | quarantine);
harmful (block | log-and-permit | permit | quarantine);
moderately-safe (block | log-and-permit | permit | quarantine);
suspicious (block | log-and-permit | permit | quarantine);
very-safe (block | log-and-permit | permit | quarantine);

}
timeout value;

}
server {
host host-name;
port number;

}
}
juniper-local {
profile profile-name {
custom-block-message value;
default (block | log-and-permit | permit);
fallback-settings {
default (block | log-and-permit);
server-connectivity (block | log-and-permit);
timeout (block | log-and-permit);
too-many-requests (block | log-and-permit);

}
timeout value;

}
}
surf-control-integrated {
cache {
size value;
timeout value;

}
profile profile-name {
category customurl-list name {
action (block | log-and-permit | permit);

}
custom-block-message value;
default (block | log-and-permit | permit);
fallback-settings {
default (block | log-and-permit);
server-connectivity (block | log-and-permit);
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timeout (block | log-and-permit);
too-many-requests (block | log-and-permit);

}
timeout value;

}
server {
host host-name;
port number;

}
}
traceoptions flag flag;
type (juniper-enhanced | juniper-local | surf-control-integrated | websense-redirect);
url-blacklist listname;
url-whitelist listname;
websense-redirect {
profile profile-name {
account value;
custom-block-message value;
fallback-settings {
default (block | log-and-permit);
server-connectivity (block | log-and-permit);
timeout (block | log-and-permit);
too-many-requests (block | log-and-permit);

}
server {
host host-name;
port number;

}
sockets value;
timeout value;

}
}

}
}

Hierarchy Level [edit security utm default-configuration]
[edit security utm]

Release Information TheKaspersky, Express antivirus andSurf-Control features are not supported from Junos

OSRelease 15.1X49-D10onwards. Forprevious releases, statement introduced inRelease

9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure UTM features, antivirus, antispam, content-filtering, and web-filtering by

creating feature profiles.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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Related
Documentation

filename-extension

Syntax filename-extension object-name {
value [value];

}

Hierarchy Level [edit security utm default-configuration]
[edit security utm custom-objects]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description When scanning content, you can use a file extension list to define a set of file extensions

that are used in file extension scanmode (scan-by-extension).

Options • object-name—Name of the extension-list object.

• value value—Value of the extension-list object. You can configure multiple values

separated by spaces and enclosed in square brackets.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

213Copyright © 2018, Juniper Networks, Inc.

Chapter 7: Configuration Statements



flag (SMTP)

Syntax flag {
all;
configuration;
IPC;
protocol-exchange;
send-request;

}

Hierarchy Level [edit smtp traceoptions]

Release Information Statement added in Junos OS Release 10.0.

Description Set flag for the SMTP traceoptions.

Options The following flag options are supported:

• IPC—Trace interprocesss communication.

• all—Trace everything.

• configuration—Trace configuration event.

• protocol-exchange—Trace SMTP protocol exchanges.

• send-request—Trace sendmail request event.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• smtp-profile (Security UTMPolicy Antispam) on page 295
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format (Security Log Stream)

Syntax format (binary | sd-syslog | syslog | welf)

Hierarchy Level [edit security log stream stream-name]

Release Information Statement introduced in Junos OS Release 10.0 . Updated in Junos OS Release 12.1 .

Description Set the format for remote security message logging to binary, syslog (system log),

sd-syslog (structured system log), orwelf. Note that for theWELF format, the category

must be set to content-security (see category (Security Logging)).

Options • binary—Binary encoded text to conserve resources.

• sd-syslog—Structured system log file.

• syslog—Traditional system log file.

• welf—Web Trends Extended Log Format.

Default: By default syslog (system log) is enabled.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Application Security Feature Guide for Security Devices

• Logical Systems Feature Guide for Security Devices
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from-zone (Security Policies)

Syntax from-zone zone-name to-zone zone-name {
policy policy-name {
description description;
match {
application {
[junos-defaults | application];
any;

}
dynamic-application {
[dynamic-application-name |dynamic-application-group-name];
any;
none;

}
destination-address {
[address];
any;
any-ipv4;
any-ipv6;

}
source-address {
[address];
any;
any-ipv4;
any-ipv6;

}
source-identity {
[role-name];
any;
authenticated-user;
unauthenticated-user;
unknown-user;

}
source-end-user-profile {
profile-name;

}
}
scheduler-name scheduler-name;
then {
count {
alarm {
per-minute-threshold number;
per-second-threshold number;

}
}
deny;
log {
session-close;
session-init;

}
permit {
application-services {
application-firewall {
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rule-set rule-set-name;
}
application-traffic-control {
rule-set rule-set-name;

}
gprs-gtp-profile profile-name;
gprs-sctp-profile profile-name;
idp;
redirect-wx | reverse-redirect-wx;
ssl-proxy {
profile-name profile-name;

}
uac-policy {
captive-portal captive-portal;

}
utm-policy policy-name;

}
destination-address {
drop-translated;
drop-untranslated;

}
firewall-authentication {
pass-through {
access-profile profile-name;
client-match user-or-group-name;
ssl-termination-profile profile-name;
web-redirect;
web-redirect-to-https;

}
user-firewall {
access-profile profile-name;
domain domain-name
ssl-termination-profile profile-name;

}
web-authentication {
client-match user-or-group-name;

}
}
services-offload;
tcp-options {
initial-tcp-mssmss-value;
reverse-tcp-mssmss-value;
sequence-check-required;
sequence-check-required;
syn-check-required;

}
tunnel {
ipsec-group-vpn group-vpn;
ipsec-vpn vpn-name;
pair-policy pair-policy;

}
}
deny | reject;
deny | reject [profile name];

}
}
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}

Hierarchy Level [edit security policies]

Release Information Statement introduced in Junos OS release 8.5. Support for the services-offload option

added in Junos OS release 11.4. Support for the source-identity option added in Junos OS

release 12.1. Support for the description option added in Junos OS release 12.1. Support

for the ssl-termination-profile andweb-redirect-to-https options added in Junos OS

release 12.1X44-D10. Support for the user-firewall option added in Junos OS release

12.1X45-D10. Support for the initial-tcp-mss and reverse-tcp-mss options added in Junos

OS release 12.3X48-D20. Support for the dynamic-application and deny options added

in Junos OS release 18.2R1.

Description Specify a source zone and destination zone to be associated with the security policy.

Options • from-zone zone-name—Name of the source zone.

• to-zone zone-name—Name of the destination zone.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Security Policies Overview

• Understanding Security Policy Rules

• Understanding Security Policy Elements

• Unified Policies Configuration Overview
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ftp (UTMPolicy Anti-Virus)

Syntax ftp {
download-profile profile-name;
upload-profile profile-name;

}

Hierarchy Level [edit security utm default-configuration]
[edit security utm utm-policy policy-name anti-virus]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure a UTM policy for the antivirus FTP protocol and attach this policy to a security

profile to implement it.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Security Policies Overview

• Understanding Security Policy Rules

• Understanding Security Policy Elements
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ftp (UTMPolicy Content Filtering)

Syntax ftp {
download-profile profile-name;
upload-profile profile-name;

}

Hierarchy Level [edit security utm default-configuration]
[edit security utm utm-policy policy-name content-filtering]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure a UTM policy for the content-filtering FTP protocol and attach this policy to a

security profile to implement it.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Security Policies Overview

• Understanding Security Policy Rules

• Understanding Security Policy Elements
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host (SecurityWeb Filtering)

Syntax host host-name;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile web-filtering surf-control-integrated server]
[edit securityutmfeature-profileweb-filteringwebsense-redirectprofileprofile-nameserver]
[edit security utm feature-profileweb-filtering juniper-enhancedprofileprofile-name server]

Release Information The Surf-Control feature is not supported from Junos OS Release 15.1X49-D10 onwards.

For previous releases, statement introduced in Junos OS Release 9.5.

Statement introduced in Junos OS Release 11.4 for EnhancedWeb Filtering.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Set server host parameters by entering the server name or IP address.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

http-profile (Security Antivirus)

Syntax http-profile profile-name;

Hierarchy Level [edit security utm default-configuration]
[edit security utm utm-policy policy-name anti-virus]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description ConfigureaUTMpolicy for theantivirusHTTPprotocol andattach thispolicy toa security

profile to implement it.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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http-profile (Security Content Filtering)

Syntax http-profile profile-name;

Hierarchy Level [edit security utm default-configuration]
[edit security utm utm-policy policy-name content-filtering]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure a UTM policy for the content-filtering HTTP protocol and attach this policy to

a security profile to implement it.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Content Filtering Overview on page 63

http-profile (SecurityWeb Filtering)

Syntax http-profile profile-name;

Hierarchy Level [edit security utm default-configuration]
[edit security utm utm-policy policy-nameweb-filtering]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure a UTM policy for theWeb-filtering HTTP protocol and attach this policy to a

security profile to implement it.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Web Filtering Overview on page 75
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imap-profile (Security UTMPolicy Antivirus)

Syntax imap-profile profile-name;

Hierarchy Level [edit security utm default-configuration]
[edit security utm utm-policy policy-name anti-virus]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure aUTMpolicy for the antivirus IMAPprotocol andattach this policy to a security

profile to implement it.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

imap-profile (Security UTMPolicy Content Filtering)

Syntax imap-profile profile-name;

Hierarchy Level [edit security utm default-configuration]
[edit security utm utm-policy policy-name content-filtering]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure a UTM policy for the content-filtering IMAP protocol and attach this policy to

a security profile to implement it.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Content Filtering Overview on page 63
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http-persist

Syntax http-persist;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile web-filtering]

Release Information Statement introduced in Junos OS Release 12.3X48-D25.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Checks all HTTP requests in a connection. By default,Web filtering first checks theHTTP

request method (for example, GET or PUT) in the same session. If there are multiple

HTTP requestmethods in the subsequent HTTP request of the same session, thenWeb

filtering checks are not performedon thesemethods. If http-persist command is enabled

for clear text HTTP traffic, thenWeb filtering checks every HTTP request packet in the

same session.

Required Privilege
Level

view

Related
Documentation

• Example: Configuring EnhancedWeb Filtering on page 88
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http-reassemble

Syntax http-reassemble;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile web-filtering]

Release Information Statement introduced in Junos OS Release 12.3X48-D25.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Reassembles HTTP requests segments. When the http-reassemble option is enabled

the requested fragment is reassembled. By default, Web filtering checks only HTTP

requests in the first HTTP request packet. If HTTP request methods and URLs are

fragmented in different packets, then these URLs are not checked. If http-reassemble

option is enabled for clear text HTTP traffic, then EnhancedWeb Filtering (EWF)

reassembles the fragmented HTTP request to avoid evasion instead of packet-based

inspection.

On SRX Series devices, when a new URL is matched against the activeWeb Filtering

profile and the profile dictates that the URL should be dropped, the entire HTTP session

will be blocked by the device.

Required Privilege
Level

view

Related
Documentation

• Example: Configuring EnhancedWeb Filtering on page 88
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intelligent-prescreening

Syntax intelligent-prescreening;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine profile profile-name
scan-options]

[edit security utm feature-profile anti-virus kaspersky-lab-engine profile profile-name
scan-options]

Release Information The Express and Kaspersky Antivirus feature is not supported from Junos OS Release

15.1x49-D10 onwards. For previous releases, statement introduced in Junos OS Release

9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Enable intelligent prescreening.

Intelligent prescreening tells the antivirus module to begin scanning a file much earlier.

In this case, the scan engine uses the first packet or the first several packets to determine

if a file could possibly contain malicious code. The scan engine does a quick check on

these first packets and if the scan engine finds that it is unlikely that the file is infected,

it then determines that it is safe to bypass the normal scanning procedure.

You can disable intelligent prescreening with the no-intelligent-prescreening statement.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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interval (Security Antivirus)

Syntax interval value;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine pattern-update]
[edit security utm feature-profile anti-virus kaspersky-lab-engine pattern-update]
[edit security utm feature-profile anti-virus sophos-engine pattern-update]

Release Information The Express and Kaspersky Antivirus feature is not supported from Junos OS Release

15.1X49-D10 onwards. For previous releases, statement introduced in Junos OS Release

9.5 for Juniper Express engine and Kaspersky Lab engine. Support for Sophos engine

added in Junos OS Release 11.1.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Set the pattern data files auto-update interval. You can choose to leave the default

interval value or you can change it by using this command. You can also force amanual

update, if necessary.

NOTE: The data files used with Sophos are not typical virus pattern files;
they are small files that help guide virus scanning logic. The full virus pattern
database is storedonanexternalSophosserver called theSophosExtensible
List (SXL) server.

Options value—Pattern data files auto-update interval in minutes.

Range: 10 through 10,080minutes (10minutes through 7 days)

Default: For Juniper Express engine and Kaspersky Lab engine, 60minutes; for Sophos
engine, 1440minutes (every 24 hours)

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation
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ipc

Syntax ipc {
traceoptions flag flag;

}

Hierarchy Level [edit security utm default-configuration]
[edit security utm]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure trace options for IPC.

Options • flag—Trace operation to perform. To specify more than one trace operation, include

multiple flag statements.

• all—Enable trace for all IPC trace options.

• basic—Trace basic IPC related information.

• connection-manager—Trace IPC connection manager information.

• connection-status—Trace IPC connection status information.

• detail—Trace IPC related detailed information.

• pfe—Trace communication with PFE.

• utm-realtime—Trace IPC realtime-thread information.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Copyright © 2018, Juniper Networks, Inc.228

UTM Feature Guide for NFX Devices



juniper-enhanced

Syntax juniper-enhanced {
cache {
size value;
timeout value;

}
profile profile-name {
category customurl-list name {
action (block | log-and-permit | permit | quarantine);

}
custom-block-message value;
custom-quarantine-message value;
default (block | log-and-permit | permit | quarantine);
fallback-settings {
default (block | log-and-permit);
server-connectivity (block | log-and-permit);
timeout (block | log-and-permit);
too-many-requests (block | log-and-permit);

}
no-safe-search;
site-reputation-action {
fairly-safe (block | log-and-permit | permit | quarantine);
harmful (block | log-and-permit | permit | quarantine);
moderately-safe (block | log-and-permit | permit | quarantine);
suspicious (block | log-and-permit | permit | quarantine);
very-safe (block | log-and-permit | permit | quarantine);
}

timeout value;
}
server {
host host-name;
port number;

}
}

Hierarchy Level [edit security utm default-configuration]
[set security utm feature-profile web-filtering]

Release Information Statement introduced in Junos OS Release 11.4.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure the UTM EnhancedWeb Filtering feature.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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Related
Documentation

• Web Filtering Overview on page 75
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juniper-express-engine

Syntax juniper-express-engine {
pattern-update {
email-notify {
admin-email email-address;
custom-messagemessage;
custom-message-subjectmessage-subject;

}
interval value;
no-autoupdate;
proxy {
password password-string;
port port-number;
server address-or-url;
username name;

}
url url;

}
profile profile-name {
fallback-options {
content-size (block | log-and-permit);
default (block | log-and-permit);
engine-not-ready (block | log-and-permit);
out-of-resources (block | (log-and-permit);
timeout (block | log-and-permit);
too-many-requests (block | log-and-permit);

}
notification-options {
fallback-block {
administrator-email email-address;
allow-email;
custom-messagemessage;
custom-message-subjectmessage-subject;
display-host;
(notify-mail-sender | no-notify-mail-sender);
type (message | protocol-only);

}
fallback-non-block {
custom-messagemessage;
custom-message-subjectmessage-subject;
(notify-mail-recipient | no-notify-mail-recipient);

}
virus-detection {
custom-messagemessage;
custom-message-subjectmessage-subject;
(notify-mail-sender | no-notify-mail-sender);
type (message | protocol-only);

}
}
scan-options {
content-size-limit value;
(intelligent-prescreening | no-intelligent-prescreening);
timeout value;
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}
trickling {
timeout value;

}
}

}

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus]

Release Information The Express Antivirus feature is not supported from Junos OS Release 15.1X49-D10

onwards. For previous releases, statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure the UTM express antivirus feature.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Express Antivirus Configuration Overview
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juniper-local

Syntax juniper-local {
profile profile-name {
custom-block-message value;
default (block | log-and-permit | permit);
fallback-settings {
default (block | log-and-permit);
server-connectivity (block | log-and-permit);
timeout (block | log-and-permit);
too-many-requests (block | log-and-permit);

}
timeout value;

}
}

Hierarchy Level [edit security utm default-configuration]
[set security utm feature-profile web-filtering]

Release Information Statement introduced in Junos OS Release 10.0.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure the UTMWeb-filtering local feature.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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kaspersky-lab-engine

Syntax kaspersky-lab-engine {
pattern-update {
email-notify {
admin-email email-address;
custom-messagemessage;
custom-message-subjectmessage-subject;

}
interval value;
no-autoupdate;
proxy {
password password-string;
port port-number;
server address-or-url;
username name;

}
url url;

}
profile profile-name {
fallback-options {
content-size (block | log-and-permit);
corrupt-file (block | log-and-permit);
decompress-layer (block | log-and-permit);
default (block | log-and-permit);
engine-not-ready (block | log-and-permit);
out-of-resources (block | (log-and-permit);
password-file (block | (log-and-permit);
timeout (block | log-and-permit);
too-many-requests (block | log-and-permit);

}
notification-options {
fallback-block {
administrator-email email-address;
allow-email;
custom-messagemessage;
custom-message-subjectmessage-subject;
display-host;
(notify-mail-sender | no-notify-mail-sender);
type (message | protocol-only);

}
fallback-non-block {
custom-messagemessage;
custom-message-subjectmessage-subject;
(notify-mail-recipient | no-notify-mail-recipient);

}
virus-detection {
custom-messagemessage;
custom-message-subjectmessage-subject;
(notify-mail-sender | no-notify-mail-sender);
type (message | protocol-only);

}
}
scan-options {
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content-size-limit value;
decompress-layer-limit value;
(intelligent-prescreening | no-intelligent-prescreening);
scan-extension filename;
scan-mode (all | by-extension);
timeout value;

}
trickling {
timeout value;

}
}

}

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus]

Release Information The Kaspersky Antivirus feature is not supported from Junos OS Release 15.1x49-D10

onwards. For previous releases, statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure the UTM full file-based antivirus feature.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

limit (UTMPolicy)

Syntax limit value;

Hierarchy Level [edit security utm default-configuration]
[edit security utm utm-policy policy-name traffic-options sessions-per-client]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description In an attempt to consume all available resources and hinder the ability of the device, a

malicious user might generate a large amount of traffic all at once. To prevent such

activity from succeeding, you can impose a session throttle to limit sessions.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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list (Security Antivirus MimeWhitelist)

Syntax list listname {
exception listname;

}

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus mime-whitelist]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure the antivirus scanner to use MIME bypass lists (custom objects). If you want

to have exceptions to the whitelist, create amime-pattern list with the exception

statement in addition to the list statement.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

list (Security Content Filtering BlockMime)

Syntax list list-name;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile content-filtering profile profile-name block-mime]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure the content filter to use MIME block lists (custom objects).

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Content Filtering Overview on page 63
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log (Security)

Syntax log {
cache {
exclude exclude-name {
destination-address destination-address;
destination-port destination-port;
event-id event-id;
failure;
interface-name interface-name;
policy-name policy-name;
process process-name;
protocol protocol;
source-address source-address;
source-port source-port;
success;
user-name user-name;

}
limit value;

}
disable;
event-rate rate;
facility-override (authorization | daemon | ftp | kernel | local | user);
file {
filesmax-file-number;
name file-name;
path binary-log-file-path;
sizemaximum-file-size;

}
format (binary | sd-syslog | syslog);
max-database-record <max-database-record>;
mode (event | stream);
rate-cap <rate-cap-value>;
report;
(source-address source-address | source-interface interface-name);
stream stream-name {
category (all | content-security | fw-auth | screen | alg | nat | flow | sctp | gtp | ipsec | idp
| rtlog |pst-ds-lite | appqos |secintel);

file {
name file-name;
size file-size;
rotationmax-rotation-number;

}
filter {
threat-attack;
}

format (binary | sd-syslog | syslog | welf);
host {
ip-address;
port port-number;

}
rate-limit {
log-rate;

}
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severity (alert | critical | debug | emergency | error | info | notice | warning);
}
traceoptions {
file {
filename;
files number;
match regular-expression;
sizemaximum-file-size;
(world-readable | no-world-readable);

}
flag (all | configuration | hpl | report | source);
no-remote-trace;

}
transport {
protocol (udp | tcp | tls);
tcp-connections tcp-connections;
tls-profile tls-profile-name;

}
utc-timestamp;

}

Hierarchy Level [edit security]

Release Information Statement introduced in Junos OS Release 9.2.

Description Configure security log. Set the mode of logging (event for traditional system logging or

stream for streaming security logs through a revenue port to a server). You can also

specify all the other parameters for security logging.
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Options cache—Cache security log events in the audit log buffer.

disable—Disable the security logging for the device.

event-rate rate—Limit the rate at which logs are streamed per second.

Range: 0 through 1500

Default: 1500

facility-override—Alternate facility for logging to remote host.

file—Specify the security log file options for logs in binary format.

Values:

• max-file-number—Maximum number of binary log files.

• The range is 2 through 10 and the default value is 10.

• file-name—Name of binary log file.

• binary-log-file-path—Path to binary log files.

• maximum-file-size—Maximum size of binary log file in megabytes.

• The range is 1 through 10 and the default value is 10.

format—Set the security log format for the device.

max-database-record—The following are the disk usage range limits for the database:

Range:

• SRX1500, SRX4100, and SRX4200: 0 through 15,000,000

• vSRX: 0 through 1,000,000

Default:

• SRX1500, SRX4100, and SRX4200: 15,000,000

• vSRX: 1,000,000

NOTE: Besure there isenough freespace in /var/log/hostlogs/, otherwise

logsmight be dropped when written into the database.

mode—Control how security logs are processed and exported.

rate-cap rate-cap-value—Workwith eventmode only. This option limits the rate atwhich
data plane logs are generated per second.

Range: 0 through 5000 logs per second

Default: 5000 logs per second

source-address source-address—Specify a source IP address or IP address used when
exporting security logs, which is mandatory to configure stream host.
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source-interface interface-name—Specify a source interface name, which is mandatory
to configure stream host.

NOTE: The source-address and source-interface are alternate values.

Using one of the options is mandatory.

stream—Every stream can configure file or host.

• category—Type of events that might be logged.

• file name—Specify the filename.

• file size—Specify the file size.

• SRX1500, SRX4100, and SRX4200—The default value is 25 MB and the range

is 10 MB through 50MB.

• vSRX - The default value is 2 MB and the range is 1 MB through 3 MB.

• rotation—Configure the maximum file number for rotation.

• The default value is 10 and the range is 2 through 19.

• rate-limit—Rate-limit for security logs.

• The range is 1 through 65,535 logs per second and the default value is 65,535 .

• filter—Selects the filter to filter the logs to be logged.

• format—Specify the log stream format.

• host—Destination to send security logs.

• severity—Severity threshold for security logs.

traceoptions—Specify security log daemon trace options.

transport—Set security log transport settings.

utc-timestamp—Specify to use UTC time for security log timestamps.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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mime-pattern

Syntax mime-pattern object-name {
value [value];

}

Hierarchy Level [edit security utm default-configuration]
[edit security utm custom-objects]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description The gateway device uses MIME (Multipurpose Internet Mail Extension) types to decide

which traffic is allowed to bypass various types of scanning.

Options • object-name—Name of the MIME object.

• value value—Value of the MIME object. You can configure multiple values separated

by spaces and enclosed in square brackets.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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mime-whitelist

Syntax mime-whitelist {
exception listname;
list listname {
exception listname;

}
}

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus]

Release Information Statement introduced in Junos OS Release 9.5. Statement updated for Sophos antivirus

support in Junos OS Release 11.1.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure the antivirus scanner to useMIME bypass lists and exception lists. You can use

your own custom object lists, or you can use the default list that ships with the device

called junos-default-bypass-mime.

WARNING: When you configure the MIMEwhitelist feature, be aware that,
because header information in HTTP traffic can be spoofed, you cannot
always trust HTTP headers to be legitimate. When aWeb browser is
determining theappropriateaction for agiven file type, it detects the file type
without checking the MIME header contents. However, the MIMEwhitelist
feature does refer to the MIME encoding in the HTTP header. For these
reasons, it is possible in certain cases for amalicious website to provide an
invalid HTTP header. For example, a network administrator might
inadvertently add amalicious website to aMIMEwhitelist, and, because the
site is in the whitelist, it will not be blocked by Sophos even though Sophos
has identified the site asmalicious in its database. Internal hostswould then
be able to reach this site and could become infected.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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no-autoupdate

Syntax no-autoupdate;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine pattern-update]
[edit security utm feature-profile anti-virus kaspersky-lab-engine pattern-update]
[edit security utm feature-profile anti-virus sophos-engine pattern-update]

Release Information The Express and Kaspersky Antivirus feature is not supported from Junos OS Release

15.1X49-D10 onwards. For previous releases, statement introduced in Junos OS Release

9.5 for Juniper Express engine and Kaspersky Lab engine. Support for Sophos engine

added in Junos OS Release 11.1.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Turn off automatic data file (pattern file) update for the Kaspersky Lab, Juniper Express,

or Sophos engines.

NOTE: The data files used with Sophos are not typical virus pattern files;
they are small files that help guide virus scanning logic. The full virus pattern
database is storedonanexternalSophosserver called theSophosExtensible
List (SXL) server.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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no-intelligent-prescreening

Syntax no-intelligent-prescreening;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine profile profile-name
scan-options]

[edit security utm feature-profile anti-virus kaspersky-lab-engine profile profile-name
scan-options]

Release Information The Express and Kaspersky Antivirus feature is not supported from Junos OS Release

15.1X49-D10 onwards. For previous releases, statement introduced in Junos OS Release

9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Disables intelligent prescreening.

Intelligent prescreening tells the antivirus module to begin scanning a file much earlier.

In this case, the scan engine uses the first packet or the first several packets to determine

if a file could possibly contain malicious code. The scan engine does a quick check on

these first packets and if the scan engine finds that it is unlikely that the file is infected,

it then determines that it is safe to bypass the normal scanning procedure.

You can enable intelligent prescreening with the intelligent-prescreening statement.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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no-notify-mail-recipient

Syntax no-notify-mail-recipient;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine profile profile-name
notification-options fallback-non-block]

[edit security utm feature-profile anti-virus kaspersky-lab-engine profile profile-name
notification-options fallback-non-block]

[edit security utm feature-profile anti-virus sophos-engine profile profile-name
notification-options fallback-non-block]

Release Information The Express and Kaspersky Antivirus feature is not supported from Junos OS Release

15.1X49-D10 onwards. For previous releases, statement introduced in Junos OS Release

9.5. Support for Sophos engine added in Junos OS Release 11.1.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Donotnotify thee-mail recipient about errors returnedby theantivirus scanenginewhen

a fallback nonblocking action occurs.

You can specify that the e-mail recipient is to be notified with the notify-mail-recipient

statement.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

no-notify-mail-sender (Security Content Filtering Notification Options)

Syntax no-notify-mail-sender;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile content-filtering profile profile-name notification-options]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Do not notify the e-mail sender.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Content Filtering Overview on page 63
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no-notify-mail-sender (Security Fallback Block)

Syntax no-notify-mail-sender;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine profile profile-name
notification-options fallback-block]

[edit security utm feature-profile anti-virus kaspersky-lab-engine profile profile-name
notification-options fallback-block]

[edit security utm feature-profile anti-virus sophos-engine profile profile-name
notification-options fallback-block]

Release Information The Express and Kaspersky Antivirus feature is not supported from Junos OS Release

15.1X49-D10 onwards. For previous releases, statement introduced in Junos OS Release

9.5. Support for Sophos engine added in Junos OS Release 11.1.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Do not notify the e-mail sender about errors returned by the antivirus scan engine when

a fallback action occurs.

You can specify that the e-mail sender is to be notified with the notify-mail-sender

statement.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation
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no-notify-mail-sender (Security Virus Detection)

Syntax no-notify-mail-sender;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine profile profile-name
notification-options virus-detection]

[edit security utm feature-profile anti-virus kaspersky-lab-engine profile profile-name
notification-options virus-detection]

[edit security utm feature-profile anti-virus sophos-engine profile profile-name
notification-options virus-detection]

Release Information The Express and Kaspersky Antivirus feature is not supported from Junos OS Release

15.1X49-D10 onwards. For previous releases, statement introduced in Junos OS Release

9.5. Support for Sophos engine added in Junos OS Release 11.1.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Do not notify the e-mail sender when a virus is detected by the antivirus engine.

You can specify that the e-mail sender is to be notified with the notify-mail-sender

statement.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

no-sbl-default-server

Syntax no-sbl-default-server;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-spam sbl profile profile-name]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Disable the default SBL server lookup.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Antispam Filtering Overview on page 43
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notification-options (Security Antivirus)

Syntax notification-options {
fallback-block {
administrator-email email-address;
allow-email;
custom-messagemessage;
custom-message-subjectmessage-subject;
display-host;
(notify-mail-sender | no-notify-mail-sender);
type (message | protocol-only);

}
fallback-non-block {
custom-messagemessage;
custom-message-subjectmessage-subject;
(notify-mail-recipient | no-notify-mail-recipient);

}
virus-detection {
custom-messagemessage;
custom-message-subjectmessage-subject;
(notify-mail-sender | no-notify-mail-sender);
type (message | protocol-only);

}
}

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine profile profile-name]
[edit security utm feature-profile anti-virus kaspersky-lab-engine profile profile-name]
[edit security utm feature-profile anti-virus sophos-engine profile profile-name]

Release Information The Express and Kaspersky Antivirus feature is not supported from Junos OS Release

15.1X49-D10 onwards. For previous releases, statement introduced in Junos OS Release

9.5. Support for Sophos engine added in Junos OS Release 11.1.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description There are multiple notification options you can configure to trigger when a virus is

detected.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation
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notification-options (Security Content Filtering)

Syntax notification-options {
custom-messagemessage;
(notify-mail-sender | no-notify-mail-sender);
type (message | protocol-only);

}

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile content-filtering profile profile-name]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description You can configure a message notification to trigger when a content filter is matched.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Content Filtering Overview on page 63
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notify-mail-recipient

Syntax notify-mail-recipient;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine profile profile-name
notification-options fallback-non-block]

[edit security utm feature-profile anti-virus kaspersky-lab-engine profile profile-name
notification-options fallback-non-block]

[edit security utm feature-profile anti-virus sophos-engine profile profile-name
notification-options fallback-non-block]

Release Information The Express and Kaspersky Antivirus feature is not supported from Junos OS Release

15.1X49-D10 onwards. For previous releases, statement introduced in Junos OS Release

9.5. Support for Sophos engine added in Junos OS Release 11.1.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Notify the e-mail recipient about errors returned by the antivirus scan engine when a

fallback nonblocking action occurs.

You can specify that the e-mail recipient is not to be notified with the

no-notify-mail-recipient statement.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation
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notify-mail-sender (Security Content Filtering Notification Options)

Syntax notify-mail-sender;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile content-filtering profile profile-name notification-options]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Notify the e-mail sender.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Content Filtering Overview on page 63
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notify-mail-sender (Security Fallback Block)

Syntax notify-mail-sender;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine profile profile-name
notification-options fallback-block]

[edit security utm feature-profile anti-virus kaspersky-lab-engine profile profile-name
notification-options fallback-block]

[edit security utm feature-profile anti-virus sophos-engine profile profile-name
notification-options fallback-block]

Release Information The Express and Kaspersky Antivirus feature is not supported from Junos OS Release

15.1X49-D10 onwards. For previous releases, statement introduced in Junos OS Release

9.5 . Support for Sophos engine added in Junos OS Release 11.1.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description E-mail notification is used to notify the sender or the recipient about the errors returned

by either the scan engine or the scanmanager when a fallback action occurs.

You can specify that the sender is not to be notified with the no-notify-mail-sender

statement.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation
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notify-mail-sender (Security Virus Detection)

Syntax notify-mail-sender;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine profile profile-name
notification-options virus-detection]

[edit security utm feature-profile anti-virus kaspersky-lab-engine profile profile-name
notification-options virus-detection]

[edit security utm feature-profile anti-virus sophos-engine profile profile-name
notification-options virus-detection]

Release Information The Express and Kaspersky Antivirus feature is not supported from Junos OS Release

15.1X49-D10 onwards. For previous releases, statement introduced in Junos OS Release

9.5 . Support for Sophos engine added in Junos OS Release 11.1.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description E-mail notification is used to notify the sender or the recipient about thedetected viruses

or the scanning errors.Whena virus is detected, an e-mail is sent to the sender upon virus

detection.

You can specify that the sender is not to be notified with the no-notify-mail-sender

statement.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

253Copyright © 2018, Juniper Networks, Inc.

Chapter 7: Configuration Statements



no-uri-check

Syntax no-uri-check;

Hierarchy Level [edit security utm default-configuration]
[edit securityutmfeature-profileanti-virus sophos-engineprofileprofile-namescan-options]

Release Information Statement introduced in Junos OS Release 11.1.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description DonotperformSophosantivirusUniformResource Identifier (URI) checking.URI checking

is performed by analyzing HTTP traffic URI content against a remote Sophos database

server to identify malware or malicious content. URI checking is on by default.

You can enable Sophos antivirus URI checking with the uri-check statement.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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out-of-resources

Syntax out-of-resources (block | (log-and-permit);

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine profile profile-name
fallback-options]

[edit security utm feature-profile anti-virus kaspersky-lab-engine profile profile-name
fallback-options]

Release Information The Express and Kaspersky Antivirus feature is not supported from Junos OS Release

15.1X49-D10 onwards. For previous releases, statement introduced in Junos OS Release

9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Virus scanning requires a great deal of memory and CPU resources. Due to resource

constraints, memory allocation requests can be denied by the system.When

out-of-resources occurs, scanning is aborted. The default action is block.

Options • block—Log the error and deny the traffic

• log-and-permit—Log the error and permit the traffic

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation
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out-of-resources (Security Antivirus Sophos Engine)

Syntax default (block | log-and-permit | permit);

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus sophos-engine profile profile-name
fallback-options]

Release Information Statement introduced in Release 11.1.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Virus scanning requires a great deal of memory and CPU resources. Due to resource

constraints, memory allocation requests can be denied by the system.When

out-of-resources occurs, scanning is aborted.

Options • block—Log the error and deny the traffic

• log-and-permit—Log the error and permit the traffic

• permit—Permit the traffic

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Sophos Antivirus Configuration Overview
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over-limit

Syntax over-limit (block | log-and-permit);

Hierarchy Level [edit security utm default-configuration]
[edit security utm utm-policy policy-name traffic-options sessions-per-client]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description In an attempt to consume all available resources and hinder the ability of the device, a

malicious user might generate a large amount of traffic all at once. To prevent such

activity fromsucceeding, youcan imposeasession throttle to limit sessionsandconfigure

an action to occur when the limit is exceeded.

Options • block—Log the error and deny the traffic

• log-and-permit—Log the error and permit the traffic

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• utm on page 329
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packet-filter

Syntax packet-filter packet-filter-name {
action-profile profile-name {
destination-port (port-range | protocol-name);
destination-prefix destination-prefix;
interface logical-interface-name;
protocol (protocol-number | protocol-name;
source-port (port-range | protocol- name);
source-prefix source-prefix;
}

Hierarchy Level [edit security datapath-debug]

Release Information Command introduced in Junos OS Release 9.6 ; Support for IPv6 addresses for the

destination-prefix and source-prefix options added in Junos OS Release 10.4.

Description Set packet filter for taking the datapath-debug action. A filter is defined to filter traffic,

then an action profile is applied to the filtered traffic. Be sure to configuremultiple packet

filters to capture the traffic. One packet filter only captures the traffic as specified in it,

such as from one source to one destination. The same packet filter will not capture the

traffic in the reverse direction. You need to configure another packet filter to capture the

traffic in reversedirectionandspecify thesourceanddestinationaccording to the response

packet in it. The action profile specifies a variety of actions on the processing unit. A

maximumof four filters are supported at the same time. Packet filters can be configured

with source and destination prefix and port (including ranges), and protocol.

Action-profile settings have no specific minimum setting, it is based on trace, count,

packet summary and packet-dump. Enabling end-to-end debugging without or with a

verybroad filter is not recommended.This could result inahighPFECPUusage.Therefore

when selecting what to capture through a filter care must be taken. List as many and

specific criteria which then results in the minimum amount of traffic to be captured.

NOTE: Packet filter is supported on SRX1400, SRX3400, SRX3600,
SRX5400, SRX5600, and SRX5800 devices.

Options action-profileprofile-name—Identify theactionprofile to use. You can specify thename

of the action profile to use. Using the request security action-profile command, you

•

can set the action for the packet match for a specified filter. Action-profile must be

defined.

• destination-port (port-range | protocol name)—Specify a destination port to match

TCP/UDP destination port.

• destination-prefix destination-prefix—Specify a destination IPv4/IPv6 address prefix.

• interface logical-interface-name—Specify a logical interface name.
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• protocol (protocol-number | protocol-name—Match IP protocol type.

• source-port (port-range | protocol-name—Match TCP/UDP source port.

• source-prefix source-prefix—Specify a source IP address prefix.

Required Privilege
Level

security—To view this in the configuration

security-control—To add this to the configuration.

password (Security Antivirus)

Syntax password password-string;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine pattern-update proxy]
[edit security utm feature-profile anti-virus kaspersky-lab-engine pattern-update proxy]
[edit security utm feature-profile anti-virus sophos-engine pattern-update proxy]

Release Information The Express and Kaspersky Antivirus feature is not supported from Junos OS Release

15.1X49-D10 onwards. For previous releases, statement introduced in Release 11.2.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Set the password for the proxy server.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• utm on page 329
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password-file

Syntax password-file (block | (log-and-permit);

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus kaspersky-lab-engine profile profile-name
fallback-options]

Release Information The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Password protected file is the error returned by the scan engine when the scanned file

is protected by a password. The default action is log-and-permit.

Options • block—Log the error and deny the traffic

• log-and-permit—Log the error and permit the traffic

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Full Antivirus Configuration Overview
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pattern-update (Security Antivirus)

Syntax pattern-update {
email-notify {
admin-email email-address;
custom-messagemessage;
custom-message-subjectmessage-subject;

}
interval value;
no-autoupdate;
proxy {
password password-string;
port port-number;
server address-or-url;
username name;

}
url url;

}

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine]
[edit security utm feature-profile anti-virus kaspersky-lab-engine]
[edit security utm feature-profile anti-virus sophos-engine]

Release Information Statement introduced in Junos OS Release 9.5 for Juniper Express engine and Kaspersky

Lab engine. Support for Sophos engine added in Junos OS Release 11.1 .

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Updates to the pattern file are added as new viruses are discovered. You can configure

the security device to regularly update the pattern file automatically, or you can update

the file manually.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation
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permit-command

Syntax permit-command protocol-command-list;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile content-filtering profile profile-name]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Apply protocol permit command custom-objects to the content-filtering profile.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Content Filtering Overview on page 63
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policies

Syntax policies {
default-policy (deny-all | permit-all);
from-zone zone-name to-zone zone-name {
policy policy-name {
description description;
match {
application {
[application];
any;

}
destination-address {
[address];
any;
any-ipv4;
any-ipv6;

}
source-address {
[address];
any;
any-ipv4;
any-ipv6;

}
source-identity {
[role-name];
any;
authenticated-user;
unauthenticated-user;
unknown-user;

}
}
scheduler-name scheduler-name;
then {
count {
alarm {
per-minute-threshold number;
per-second-threshold number;

}
}
deny;
log {
session-close;
session-init;

}
permit {
application-services {
application-firewall {
rule-set rule-set-name;

}
application-traffic-control {
rule-set rule-set-name;

}
gprs-gtp-profile profile-name;
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gprs-sctp-profile profile-name;
idp;
idp-policy idp-policy;
redirect-wx | reverse-redirect-wx;
ssl-proxy {
profile-name profile-name;

}
uac-policy {
captive-portal captive-portal;

}
utm-policy policy-name;

}
destination-address {
drop-translated;
drop-untranslated;

}
firewall-authentication {
pass-through {
access-profile profile-name;
client-match user-or-group-name;
ssl-termination-profile profile-name;
web-redirect;
web-redirect-to-https;

}
user-firewall {
access-profile profile-name;
domain domain-name
ssl-termination-profile profile-name;

}
web-authentication {
client-match user-or-group-name;

}
}
services-offload;
tcp-options {
sequence-check-required;
syn-check-required;

}
tunnel {
ipsec-group-vpn group-vpn;
ipsec-vpn vpn-name;
pair-policy pair-policy;

}
}
reject;

}
}

}
global {
policy policy-name {
description description;
match {
application {
[application];
any;

}
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destination-address {
[address];
any;
any-ipv4;
any-ipv6;

}
from-zone {
[zone-name];
any;

}
source-address {
[address];
any;
any-ipv4;
any-ipv6;

}
source-identity {
[role-name];
any;
authenticated-user;
unauthenticated-user;
unknown-user;

}
to-zone {
[zone-name];
any;

}
}
scheduler-name scheduler-name;
then {
count {
alarm {
per-minute-threshold number;
per-second-threshold number;

}
}
deny;
log {
session-close;
session-init;

}
permit {
application-services {
application-firewall {
rule-set rule-set-name;

}
application-traffic-control {
rule-set rule-set-name;

}
gprs-gtp-profile profile-name;
gprs-sctp-profile profile-name;
idp;
idp-policy idp-policy;
redirect-wx | reverse-redirect-wx;
ssl-proxy {
profile-name profile-name;
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}
uac-policy {
captive-portal captive-portal;

}
utm-policy policy-name;

}
destination-address {
drop-translated;
drop-untranslated;

}
firewall-authentication {
pass-through {
access-profile profile-name;
client-match user-or-group-name;
ssl-termination-profile profile-name;
web-redirect;
web-redirect-to-https;

}
web-authentication {
client-match user-or-group-name;

}
}
services-offload;
tcp-options {
initial-tcp-mssmss-value;
reverse-tcp-mssmss-value;
sequence-check-required;
syn-check-required;

}
}
reject;

}
}

}
policy-rematch;
policy-stats {
system-wide (disable | enable) ;

}
traceoptions {
file {
filename;
files number;
match regular-expression;
sizemaximum-file-size;
(world-readable | no-world-readable);

}
flag flag;
no-remote-trace;

}
}

Hierarchy Level [edit security]
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Release Information Statement introduced in Junos OS Release 8.5.

Support for the services-offload option added in Junos OS Release 11.4.

Support for the source-identitiy option added in Junos OS Release 12.1.

Support for the description option added in Junos OS Release 12.1.

Support for the ssl-termination-profile andweb-redirect-to-https options added on

SRX5400,SRX5600,andSRX5800devicesstarting fromJunosOSRelease 12.1X44-D10

and on vSRX, SRX300, SRX320, SRX340, SRX345, SRX550M, and SRX1500 Services

Gateways starting from Junos OS Release 15.1X49-D40.

Support for the user-firewall option added in Junos OS Release 12.1X45-D10.

Support for the domain option, and for the from-zone and to-zone global policy match

options, added in Junos OS Release 12.1X47-D10.

Support for the initial-tcp-mss and reverse-tcp-mss options added in Junos OS Release

12.3X48-D20. Support for the extensive option for policy-rematch added in Junos OS

Release 15.1X49-D20.

Starting in Junos OS Release 18.2R1, IDP policy is available within unified security policy.

IDP policy is simplified andmade available under the unified policy as one of the policy.

When IDP policy is available within the unified security policy, configuring source or

destination address, source and destination-except, from and to zone, or application is

not required, as the match happens in the security policy itself.

Description Configure network security policies.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Security Policies Overview

pop3-profile (Security UTMPolicy Antivirus)

Syntax pop3-profile profile-name;

Hierarchy Level [edit security utm default-configuration]
[edit security utm utm-policy policy-name anti-virus]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description ConfigureaUTMpolicy for theantivirusPOP3protocol andattach thispolicy toa security

profile to implement it.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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pop3-profile (Security UTMPolicy Content Filtering)

Syntax pop3-profile profile-name;

Hierarchy Level [edit security utm default-configuration]
[edit security utm utm-policy policy-name content-filtering]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure a UTM policy for the content filtering POP3 protocol and attach this policy to

a security profile to implement it.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

port (Security Antivirus)

Syntax port port-number;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine pattern-update proxy]
[edit security utm feature-profile anti-virus kaspersky-lab-engine pattern-update proxy]
[edit security utm feature-profile anti-virus sophos-engine pattern-update proxy]

Release Information Statement introduced in Junos OS Release 11.2.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Set the port number for the proxy server.

Options Range: 0 through 65,535

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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port (SecurityWeb Filtering Server)

Syntax port number;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile web-filtering surf-control-integrated server]
[edit securityutmfeature-profileweb-filteringwebsense-redirectprofileprofile-nameserver]
[edit security utm feature-profileweb-filtering juniper-enhancedprofileprofile-name server]

Release Information Statement introduced in Junos OS Release 9.5 .

Statement introduced in Junos OS Release 11.4 for EnhancedWeb Filtering.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Enter the port number for communicating with the server. (Default ports are 80, 8080,

and 8081.)

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

primary-server

Syntax primary-server {
address ipv4-address;
login sender-email-address {
password password;

}
}

Hierarchy Level [edit smtp]

Release Information Statement added in Junos OS Release 10.0.

Description Configure Simple Mail Transfer Protocol (SMTP) primary server for access authorization

for SMTP requests.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.
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profile (Security AntispamSBL)

Syntax profile profile-name {
custom-tag-string [string];
(sbl-default-server | no-sbl-default-server);
spam-action (block | tag-header | tag-subject);

}

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-spam sbl]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Create a profile for the antispam sbl feature. This profile includes all subsequent

configuration options.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation
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profile (Security Antivirus Juniper Express Engine)

Syntax profile profile-name {
fallback-options {
content-size (block | log-and-permit);
default (block | log-and-permit);
engine-not-ready (block | log-and-permit);
out-of-resources (block | (log-and-permit);
timeout (block | log-and-permit);
too-many-requests (block | log-and-permit);

}
notification-options {
fallback-block {
administrator-email email-address;
allow-email;
custom-messagemessage;
custom-message-subjectmessage-subject;
display-host;
(notify-mail-sender | no-notify-mail-sender);
type (message | protocol-only);

}
fallback-non-block {
custom-messagemessage;
custom-message-subjectmessage-subject;
(notify-mail-recipient | no-notify-mail-recipient);

}
virus-detection {
custom-messagemessage;
custom-message-subjectmessage-subject;
(notify-mail-sender | no-notify-mail-sender);
type (message | protocol-only);

}
}
scan-options {
content-size-limit value;
(intelligent-prescreening | no-intelligent-prescreening);
timeout value;

}
trickling {
timeout value;

}
}

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine]

Release Information Theexpressengine feature is not supported fromJunosOSRelease 15.1X49-D10onwards.

For previous releases, statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.
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Description Create a profile for the Juniper express engine. This profile includes all subsequent

configuration options.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Express Antivirus Configuration Overview
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profile (Security Antivirus Kaspersky Lab Engine)

Syntax profile profile-name {
fallback-options {
content-size (block | log-and-permit);
corrupt-file (block | log-and-permit);
decompress-layer (block | log-and-permit);
default (block | log-and-permit);
engine-not-ready (block | log-and-permit);
out-of-resources (block | (log-and-permit);
password-file (block | (log-and-permit);
timeout (block | log-and-permit);
too-many-requests (block | log-and-permit);

}
notification-options {
fallback-block {
administrator-email email-address;
allow-email;
custom-messagemessage;
custom-message-subjectmessage-subject;
display-host;
(notify-mail-sender | no-notify-mail-sender);
type (message | protocol-only);

}
fallback-non-block {
custom-messagemessage;
custom-message-subjectmessage-subject;
(notify-mail-recipient | no-notify-mail-recipient);

}
virus-detection {
custom-messagemessage;
custom-message-subjectmessage-subject;
(notify-mail-sender | no-notify-mail-sender);
type (message | protocol-only);

}
}
scan-options {
content-size-limit value;
decompress-layer-limit value;
(intelligent-prescreening | no-intelligent-prescreening);
scan-extension filename;
scan-mode (all | by-extension);
timeout value;

}
trickling {
timeout value;

}
}

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus kaspersky-lab-engine]
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Release Information The Kaspersky feature is not supported from Junos OS Release 15.1X49-D10 onwards.

For previous releases, statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Create a profile for the Kaspersky Lab engine. This profile includes all subsequent

configuration options.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• kaspersky-lab-engine on page 234

• profile (Security Antivirus Juniper Express Engine) on page 271
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profile (Security Content Filtering)

Syntax profile profile-name {
block-command protocol-command-list;
block-content-type (activex | exe | http-cookie | java-applet | zip);
block-extension extension-list;
block-mime {
exception list-name;
list list-name;

}
notification-options {
custom-messagemessage;
(notify-mail-sender | no-notify-mail-sender);
type (message | protocol-only);

}
permit-command protocol-command-list;

}

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile content-filtering]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Create a profile for the content-filtering feature. This profile includes all subsequent

configuration options.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Content Filtering Overview on page 63
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profile (Security Sophos Engine Antivirus)

Syntax profile <name> {
fallback-options {
content-size (block | log-and-permit | permit);
default (block | log-and-permit | permit);
engine-not-ready (block | log-and-permit | permit);
out-of-resources (block | log-and-permit | permit);
timeout (block | log-and-permit | permit);
too-many-requests (block | log-and-permit | permit);

}
notification-options {
fallback-block {
administrator-email email-address;
allow-email;
custom-messagemessage;
custom-message-subjectmessage-subject;
display-host;
(notify-mail-sender | no-notify-mail-sender);
type (message | protocol-only);

}
fallback-non-block {
custom-messagemessage;
custom-message-subjectmessage-subject;
(notify-mail-recipient | no-notify-mail-recipient);

}
virus-detection {
custom-messagemessage;
custom-message-subjectmessage-subject;
(notify-mail-sender | no-notify-mail-sender);
type (message | protocol-only);

}
}
scan-options {
content-size-limit value;
(no-uri-check | uri-check);
timeout value;

}
trickling {
timeout value;

}
}

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus sophos-engine]

Release Information Statement introduced in Junos OS Release 11.1.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Create a profile for the Sophos antivirus engine. This profile includes all subsequent

configuration options.
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Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Sophos Antivirus Configuration Overview
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profile (SecurityWeb Filtering Juniper Enhanced)

Syntax profile profile-name {
category customurl-list name {
action (block | log-and-permit | permit | quarantine);

}
custom-block-message value;
custom-quarantine-message value;
default (block | log-and-permit | permit | quarantine);
fallback-settings {
default (block | log-and-permit);
server-connectivity (block | log-and-permit);
timeout (block | log-and-permit);
too-many-requests (block | log-and-permit);

}
no-safe-search;
site-reputation-action {
fairly-safe (block | log-and-permit | permit | quarantine);
harmful (block | log-and-permit | permit | quarantine);
moderately-safe (block | log-and-permit | permit | quarantine);
suspicious (block | log-and-permit | permit | quarantine);
very-safe (block | log-and-permit | permit | quarantine);

}
timeout value;

}

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile web-filtering juniper-enhanced]

Release Information Statement introduced in Junos OS Release 11.4.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Create a profile for the juniper-enhanced feature. This profile includes all subsequent

configuration options.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• MonitoringWeb Filtering Configurations on page 134
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profile (SecurityWeb Filtering Juniper Local)

Syntax profile profile-name {
custom-block-message value;
default (block | log-and-permit | permit);
fallback-settings {
default (block | log-and-permit);
server-connectivity (block | log-and-permit);
timeout (block | log-and-permit);
too-many-requests (block | log-and-permit);

}
timeout value;

}

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile web-filtering juniper-local]

Release Information Statement introduced in Junos OS Release 10.0.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Create a profile for the web-filtering juniper–local feature. This profile includes all

subsequent configuration options.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• MonitoringWeb Filtering Configurations on page 134

• Example: Configuring Local Web Filtering on page 115
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profile (SecurityWeb FilteringWebsense Redirect)

Syntax profile profile-name {
account value;
custom-block-message value;
fallback-settings {
default (block | log-and-permit);
server-connectivity (block | log-and-permit);
timeout (block | log-and-permit);
too-many-requests (block | log-and-permit);

}
server {
host host-name;
port number;

}
sockets value;
timeout value;

}

Hierarchy Level [edit security utm default-configuration]
[security utm feature-profile web-filtering websense-redirect]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Create a profile for the web-filtering web-sense feature. This profile includes all

subsequent configuration options.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• MonitoringWeb Filtering Configurations on page 134
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protocol-command

Syntax protocol-command object-name {
value [value];

}

Hierarchy Level [edit security utm default-configuration]
[edit security utm custom-objects]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Differentprotocolsusedifferent commands tocommunicatebetweenserversandclients.

By blocking or allowing certain commands, traffic can be controlled on the protocol

command level.

Options • object-name—Name of the command-list object.

• value value—Value of the command-list object. You can configure multiple values

separated by spaces and enclosed in square brackets.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Understanding UTM CustomObjects
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proxy (Security Antivirus)

Syntax proxy {
password password-string;
port port-number;
server address-or-url;
username name;

}

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine pattern-update]
[edit security utm feature-profile anti-virus kaspersky-lab-engine pattern-update]
[edit security utm feature-profile anti-virus sophos-engine pattern-update]

Release Information The Express and Kaspersky Antivirus feature is not supported from Junos OS Release

15.1X49-D10 onwards. For previous releases, statement introduced in Junos OS Release

11.2.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Update the pattern file on the proxy server.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation
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quarantine-message (Security UTM)

Syntax quarantine-message {
type {
custom-redirect-url;

}
url url;

}

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile web-filtering juniper-enhanced profile profile-name]

Release Information Statement introduced in Junos OS Release 12.1X44-D10 for EnhancedWeb Filtering.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure Juniper enhanced quarantine message settings.

Options • type—Specify the following type of the quarantine message:

• custom-redirect-url—Specify Custom redirect URL server.

• url url—Specify an URL of the quarantine message.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation
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routing-instance (Security UTM)

Syntax routing-instance name;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus sophos-engine pattern-update]
[edit security utm feature-profile web-filtering juniper-enhanced server]
[edit security utm feature-profile web-filtering websense-redirect profile wr server]
[edit security utm feature-profile anti-virus sophos-engine server]

Release Information Statement introduced in Junos OS Release 15.1X49-D90.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure the routing instance name. A routing instance is a collection of routing tables,

interfaces, and routing protocol parameters. The set of interfaces belongs to the routing

tables, and the routing protocol parameters control the information in the routing tables.

Each routing instance has a unique name.

Options name—Specify the name of the routing instance.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• admin-email on page 145

• url (Security Antivirus) on page 325
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sbl

Syntax sbl {
profile profile-name {
custom-tag-string [string];
(sbl-default-server | no-sbl-default-server);
spam-action (block | tag-header | tag-subject);

}
}

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-spam]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure UTM server-based antispam features.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

sbl-default-server

Syntax sbl-default-server;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-spam sbl profile profile-name]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Enable the default SBL server lookup. You should enable this feature if you are using

server-based spam filtering. (The SBL server is predefined on the device. It ships with

the name and address of the SBL server.)

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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scan-extension

Syntax scan-extension filename;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus kaspersky-lab-engine profile profile-name
scan-options]

Release Information The Kaspersky feature is not supported from Junos OS Release 15.1X49-D10 onwards.

For previous releases, statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description For antivirus file extension scanning, configure the scan extension setting by specifying

the name of the defined file extension list.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

scan-mode

Syntax scan-mode (all | by-extension);

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus kaspersky-lab-engine profile profile-name
scan-options]

Release Information The scan-mode is not supported from Junos OS Release 15.1X49-D10 onwards. For

previous releases, the statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description You can scan all content or scan content with specific file extensions. You can use a file

extension list to define a set of file extensions that are used in file extension scanmode.

The antivirusmodule can then only scan files with extensions on the scan-extension list.

Options • all—Scan all files.

• by-extension—Scan only files with extensions specified in a file extension list custom

object.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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scan-options (Security Antivirus Juniper Express Engine)

Syntax scan-options {
content-size-limit value;
(intelligent-prescreening | no-intelligent-prescreening);
timeout value;

}

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine profile profile-name]

Release Information Thescan-options (SecurityAntivirus Juniper ExpressEngine) is not supported fromJunos

OS Release 15.1X49-D10 onwards. For previous releases, statement introduced in Junos

OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure the antivirus feature to scan specific types of traffic based on various scanning

configuration parameters.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

287Copyright © 2018, Juniper Networks, Inc.

Chapter 7: Configuration Statements

https://www.juniper.net/documentation/content-applications/cli-explorer/junos/


scan-options (Security Antivirus Kaspersky Lab Engine)

Syntax scan-options {
content-size-limit value;
decompress-layer-limit value;
(intelligent-prescreening | no-intelligent-prescreening);
scan-extension filename;
scan-mode (all | by-extension);
timeout value;

}

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus kaspersky-lab-engine profile profile-name]

Release Information The Kaspersky Antivirus feature is not supported from Junos OS Release 15.1X49-D10

onwards. For previous releases, statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure the antivirus feature to scan specific types of traffic based on various scanning

configuration parameters.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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scan-options (Security Antivirus Sophos Engine)

Syntax scan-options {
content-size-limit value;
(no-uri-check | uri-check);
timeout value;

}

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus sophos-engine profile profile-name]

Release Information Statement introduced in Junos OS Release 11.1.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure the antivirus feature to scan specific types of traffic based on various scanning

configuration parameters.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

secondary-server

Syntax secondary-server {
address ipv4-address;
login sender-email-address {
password password;

}
}

Hierarchy Level [edit smtp]

Release Information Statement added in Junos OS Release 10.0.

Description ConfigureSimpleMailTransferProtocol (SMTP)secondaryserver foraccessauthorization

for SMTP requests.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.
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server (Security Antivirus)

Syntax server address-or-url;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine pattern-update proxy]
[edit security utm feature-profile anti-virus kaspersky-lab-engine pattern-update proxy]
[edit security utm feature-profile anti-virus sophos-engine pattern-update proxy]

Release Information The Express and Kaspersky Antivirus feature is not supported from Junos OS Release

15.1X49-D10 onwards. For previous releases, statement introduced in Junos OS Release

11.2.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Set the IP address or URL for the proxy server.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

server (Security Sophos Engine Antivirus)

Syntax server ip;
routing-instance name;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus sophos-engine]

Release Information Statement introduced in Junos OS Release 15.1X49-D90.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Set server parameters by entering the server IP address.

Options ip—Specify Sophos anitivirus and antispam first-hop DNS server IP address.

routing-instance name—Specify the name of the routing instance.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• utm on page 329
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server (SecurityWeb Filtering)

Syntax server {
host host-name;
port number;

}

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile web-filtering surf-control-integrated]
[edit security utm feature-profile web-filtering websense-redirect profile profile-name]
[edit security utm feature-profile web-filtering juniper-enhanced]

Release Information The surf-control feature is not supported from Junos OS Release 15.1X49-D10 onwards.

For previous releases, statement introduced in Junos OS Release 9.5 .

Statement introduced in Junos OS Release 11.4 for EnhancedWeb Filtering.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Set server parameters by entering the server name or IP address.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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server-connectivity

Syntax server-connectivity (block | log-and-permit);

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile web-filtering surf-control-integrated profile profile-name
fallback-settings]

[edit security utm feature-profile web-filtering websense-redirect profile profile-name
fallback-settings]

[edit security utm feature-profile web-filtering juniper-enhanced profile profile-name
fallback-settings]

Release Information The surf-control feature is not supported from Junos OS Release 15.1X49-D10 onwards.

For previous releases, statement introduced in Junos OS Release 9.5 .

Statement introduced in Junos OS Release 11.4 for EnhancedWeb Filtering.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Fallback settings tell the systemhow tohandle errors. This is the action that occurswhen

a request fails for this reason.

Options • block—Log the error and deny the traffic

• log-and-permit—Log the error and permit the traffic

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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sessions-per-client

Syntax sessions-per-client {
limit value;
over-limit (block | log-and-permit);

}

Hierarchy Level [edit security utm default-configuration]
[edit security utm utm-policy policy-name traffic-options]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description In an attempt to consume all available resources and hinder the ability of the device, a

malicious user might generate a large amount of traffic all at once. To prevent such

activity from succeeding, you can impose a session throttle.

NOTE: Thesessions-per-client limitcommandsupports theantispam,content

filtering, and antivirus UTM features. It does not supportWeb filtering.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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site-reputation-action

Syntax site-reputation-action {
harmful (block | log-and-permit | permit | quarantine);
fairly-safe (block | log-and-permit | permit | quarantine);
moderately-safe (block | log-and-permit | permit | quarantine);
suspicious (block | log-and-permit | permit | quarantine);
very-safe (block | log-and-permit | permit | quarantine);

}

Hierarchy Level [edit security utm default-configuration]
[edit securityutmfeature-profileweb-filtering juniper-enhancedprofileprofile-namecategory
category-name]

Release Information Statement introduced in Junos OS Release 11.4.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Specify the action to be taken depending on the site reputation returned for all types of

URLs whether it is categorized or uncategorized.

NOTE: Startingwith JunosOSRelease 17.4R1, the reputation base scores are
configurable. Users can apply global reputation values, provided by the
WebsenseThreatSeekerCloud (TSC). For thenon-categoryURLs, theglobal
reputation value is used to perform filtering,

Options fairly-safe—Permit, log-and-permit, block, or quarantine a request if a site-reputation
of 70 through 79 is returned.

harmful—Permit, log-and-permit, block, or quarantine a request if a site-reputation of
zero through 59 is returned.

moderately-safe—Permit, log-and-permit, block, or quarantine a request if a
site-reputation of 80 through 89 is returned.

suspicious—Permit, log-and-permit, block, or quarantine a request if a site-reputation
of 60 through 69 is returned.

very-safe—Permit, log-and-permit, block, or quarantine a request if a site-reputation of
90 through 100 is returned.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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size (SecurityWeb Filtering Cache)

Syntax size value;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile web-filtering surf-control-integrated cache]
[edit security utm feature-profile web-filtering juniper-enhanced cache]

Release Information The surf-control feature is not supported from Junos OS Release 15.1X49-D10 onwards.

For previous releases, statement introduced in Junos OS Release 9.5.

Statement introduced in Junos OS Release 11.4 for EnhancedWeb Filtering.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Set the cache size parameters for Web filtering.

Options Range: 0 through 4096 kilobytes.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

smtp-profile (Security UTMPolicy Antispam)

Syntax smtp-profile profile-name;

Hierarchy Level [edit security utm default-configuration]
[edit security utm utm-policy policy-name anti-spam]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure a UTM policy for the antispam SMTP protocol and attach this policy to a

security profile to implement it.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation
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smtp-profile (Security UTMPolicy Antivirus)

Syntax smtp-profile profile-name;

Hierarchy Level [edit security utm default-configuration]
[edit security utm utm-policy policy-name anti-virus]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description ConfigureaUTMpolicy for theantivirusSMTPprotocol andattach this policy toa security

profile to implement it.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

smtp-profile (Security UTMPolicy Content Filtering)

Syntax smtp-profile profile-name;

Hierarchy Level [edit security utm default-configuration]
[edit security utm utm-policy policy-name content-filtering]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure a UTM policy for the content-filtering SMTP protocol and attach this policy to

a security profile to implement it.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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sockets

Syntax sockets value;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile web-filtering websense-redirect profile profile-name]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Enter the number of sockets used for communicating between the client and server. The

default is 1.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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sophos-engine

Syntax sophos-engine {
pattern-update {
email-notify {
admin-email email-address;
custom-messagemessage;
custom-message-subjectmessage-subject;

}
interval value;
no-autoupdate;
proxy {
password password-string;
port port-number;
server address-or-url;
username name;

}
url url;

}
profile <name> {
fallback-options {
content-size (block | log-and-permit | permit);
default (block | log-and-permit | permit);
engine-not-ready (block | log-and-permit | permit);
out-of-resources (block | log-and-permit | permit);
timeout (block | log-and-permit | permit);
too-many-requests (block | log-and-permit | permit);

}
notification-options {
fallback-block {
administrator-email email-address;
allow-email;
custom-messagemessage;
custom-message-subjectmessage-subject;
display-host;
(notify-mail-sender | no-notify-mail-sender);
type (message | protocol-only);

}
fallback-non-block {
custom-messagemessage;
custom-message-subjectmessage-subject;
(notify-mail-recipient | no-notify-mail-recipient);

}
virus-detection {
custom-messagemessage;
custom-message-subjectmessage-subject;
(notify-mail-sender | no-notify-mail-sender);
type (message | protocol-only);

}
}
scan-options {
content-size-limit value;
(no-uri-check | uri-check);
timeout value;
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}
trickling {
timeout value;

}
}
sxl-retry value;
sxl-timeout seconds;

}

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus]

Release Information Statement introduced in Junos OS Release 11.1.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure the UTM Sophos antivirus feature.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

spam-action

Syntax spam-action (block | tag-header | tag-subject);

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-spam sbl profile profile-name]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure the action to be taken by the device when spam is detected.

Options • block—Block e-mail.

• tag-header—Tag header of e-mail.

• tag-subject—Tag subject of e-mail.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Server-Based Antispam Filtering on page 46

• Example: Configuring Local List Antispam Filtering on page 54
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sxl-retry

Syntax sxl-retry value;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus sophos-engine]

Release Information Statement introduced in Junos OS Release 11.1.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure the number of retry attempts to the remote Sophos Extensible List (SXL)

server when a request timeout occurs.

Options value—Number of retries.

Range: 0 through 5

Default: 1

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

sxl-timeout

Syntax sxl-timeout seconds;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus sophos-engine]

Release Information Statement introduced in Junos OS Release 11.1.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure the timeout value for responses to a Sophos checksum or URI query.

Options seconds—Number of seconds before timeout occurs.

Range: 1 through 5 seconds

Default: 2 seconds

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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timeout (Security Antivirus Fallback Options)

Syntax timeout (block | log-and-permit);

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine profile profile-name
fallback-options]

[edit security utm feature-profile anti-virus kaspersky-lab-engine profile profile-name
fallback-options]

Release Information The Express and Kaspersky Antivirus feature is not supported from Junos OS Release

15.1X49-D10 onwards. For previous releases, statement introduced in Junos OS Release

9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Scanning a complex file could consume resources and time. If the time it is taking to scan

exceeds the timeout setting in the antivirus profile, the processing is aborted and the

content is either passed or blocked without completing the virus checking. The decision

is made based on the timeout fallback option. The default action is block.

Options • block—Log the error and deny the traffic

• log-and-permit—Log the error and permit the traffic

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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timeout (Security Antivirus Fallback Options Sophos Engine)

Syntax default (block | log-and-permit | permit);

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus sophos-engine profile profile-name
fallback-options]

Release Information Statement introduced in Junos OS Release 11.1.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Scanning a complex file could consume resources and time. If the time it is taking to scan

exceeds the timeout setting in the antivirus profile, the processing is aborted and the

content is either passed or blocked without completing the virus checking. The decision

is made based on the timeout fallback option.

Options • block—Log the error and deny the traffic

• log-and-permit—Log the error and permit the traffic

• permit—Permit the traffic

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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timeout (Security Antivirus Scan Options)

Syntax timeout value;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine profile profile-name
scan-options]

[edit security utm feature-profile anti-virus kaspersky-lab-engine profile profile-name
scan-options]

[edit securityutmfeature-profileanti-virus sophos-engineprofileprofile-namescan-options]

Release Information The Express and Kaspersky Antivirus feature is not supported from Junos OS Release

15.1X49-D10 onwards. For previous releases, statement introduced in Junos OS Release

9.5 . Support for Sophos engine added in Junos OS Release 11.1.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description The scanning timeout value includes the time frame fromwhen the scan request is

generated to when the scan result is returned by the scan engine. The time range can be

1 to 1800 seconds. By default, it is 180 seconds.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

timeout (SecurityWeb Filtering)

Syntax timeout value;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile web-filtering websense-redirect profile profile-name]
[edit security utm feature-profile web-filtering juniper-enhanced profile profile-name]

Release Information Statement introduced in Junos OS Release 9.5.

Statement introduced in Junos OS Release 11.4 for EnhancedWeb Filtering.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Enter a timeout limit for requests.Once this limit is reached, failmodesettingsareapplied.

The default here is 15 seconds.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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timeout (SecurityWeb Filtering Cache)

Syntax timeout value;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile web-filtering surf-control-integrated cache]
[edit security utm feature-profile web-filtering juniper-enhanced cache]

Release Information The surf-control-integrated feature is not supported from JunosOSRelease 15.1X49-D10

onwards. For previous releases, statement introduced in Junos OS Release 9.5.

Statement introduced in Junos OS Release 11.4 for EnhancedWeb Filtering.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Set the cache timeout parameters for surf-control-integrated web filtering (24 hours is

the default and themaximum allowed life span of cached items).

Options Range: 1 through 1800minutes.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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timeout (SecurityWeb Filtering Fallback Settings)

Syntax timeout (block | log-and-permit);

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile web-filtering surf-control-integrated profile profile-name
fallback-settings]

[edit security utm feature-profile web-filtering websense-redirect profile profile-name
fallback-settings]

[edit security utm feature-profile web-filtering juniper-enhanced profile profile-name
fallback-settings]

Release Information The surf-control-integrated feature is not supported from JunosOSRelease 15.1X49-D10

onwards. For previous releases, statement introduced in Junos OS Release 9.5.

Statement introduced in Junos OS Release 11.4 for EnhancedWeb Filtering.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Fallback settings tell the system how to handle errors.

Options • log-and-permit—Log the error and permit the traffic

• block—Log the error and deny the traffic

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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too-many-requests (Security Antivirus Fallback Options)

Syntax too-many-requests (block | log-and-permit);

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine profile profile-name
fallback-options]

[edit security utm feature-profile anti-virus kaspersky-lab-engine profile profile-name
fallback-options]

Release Information The Express and Kaspersky Antivirus feature is not supported from Junos OS Release

15.1X49-D10 onwards. For previous releases, statement introduced in Junos OS Release

9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description If the total number of messages received concurrently exceeds 4000, the content is

eitherpassedorblockeddependingon the too-many-request fallbackoption.Thedefault

action is block. (The allowed request limit is not configurable.)

Options • block—Log the error and deny the traffic

• log-and-permit—Log the error and permit the traffic

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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too-many-requests (Security Antivirus Fallback Options Sophos Engine)

Syntax default (block | log-and-permit | permit);

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus sophos-engine profile profile-name
fallback-options]

Release Information Statement introduced in Junos OS Release 11.1.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description If the total number of messages received concurrently exceeds the device limits, the

content is either passed or blocked depending on the too-many-request fallback option.

(The allowed request limit is not configurable.)

Options • block—Log the error and deny the traffic

• log-and-permit—Log the error and permit the traffic

• permit—Permit the traffic

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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too-many-requests (SecurityWeb Filtering Fallback Settings)

Syntax too-many-requests (block | log-and-permit);

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile web-filtering surf-control-integrated profile profile-name
fallback-settings]

[edit security utm feature-profile web-filtering websense-redirect profile profile-name
fallback-settings]

[edit security utm feature-profile web-filtering juniper-enhanced profile profile-name
fallback-settings]

Release Information The surf-control-integrated feature is not supported from JunosOSRelease 15.1X49-D10

onwards. For previous releases, statement introduced in Junos OS Release 9.5.

Statement introduced in Junos OS Release 11.4 for EnhancedWeb Filtering.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description If the total number of messages received concurrently exceeds the device limits, the

content is either passed or blocked depending on the too-many-request fallback option.

The default action is BLOCK. (The allowed request limit is not configurable.)

Options • block—Log the error and deny the traffic

• log-and-permit—Log the error and permit the traffic

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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to-zone (Security Policies)

Syntax to-zone zone-name {
policy policy-name {
description description;
match {
application {
[application];
any;

}
destination-address {
[address];
any;
any-ipv4;
any-ipv6;

}
source-address {
[address];
any;
any-ipv4;
any-ipv6;

}
source-identity {
[role-name];
any;
authenticated-user;
unauthenticated-user;
unknown-user;

}
}
scheduler-name scheduler-name;
then {
count {
alarm {
per-minute-threshold number;
per-second-threshold number;

}
}
deny;
log {
session-close;
session-init;

}
permit {
application-services {
application-firewall {
rule-set rule-set-name;

}
application-traffic-control {
rule-set rule-set-name;

}
gprs-gtp-profile profile-name;
gprs-sctp-profile profile-name;
idp;
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redirect-wx | reverse-redirect-wx;
ssl-proxy {
profile-name profile-name;

}
uac-policy {
captive-portal captive-portal;

}
utm-policy policy-name;

}
destination-address {
drop-translated;
drop-untranslated;

}
firewall-authentication {
pass-through {
access-profile profile-name;
client-match user-or-group-name;
ssl-termination-profile profile-name;
web-redirect;
web-redirect-to-https;

}
web-authentication {
client-match user-or-group-name;

}
}
services-offload;
tcp-options {
sequence-check-required;
syn-check-required;

}
tunnel {
ipsec-group-vpn group-vpn;
ipsec-vpn vpn-name;
pair-policy pair-policy;

}
}
reject;

}
}

}

Hierarchy Level [edit security policies from-zone zone-name]

Release Information Statement introduced in Junos OS Release 8.5. Support for the services-offload and

junos-hostoptions added in JunosOSRelease 11.4. Support for the source-identityoption

added in Junos OS Release 12.1. Support for the ssl-termination-profile and

web-redirect-to-https options added in Junos OS Release 12.1X44-D10.

Description Specify a destination zone to be associated with the security policy.
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Options • zone-name—Name of the destination zone object.

• junos-host—Default security zone for self-traffic of the device.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Security Policies Overview

• Understanding Security Policy Rules

• Understanding Security Policy Elements

traceoptions (Security Antispam)

Syntax traceoptions flag flag;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-spam]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Define tracing operations for UTM antispam features.

Options • flag:

• all—Enable all antispam trace flags.

• manager—Trace antispammanager information.

• sbl—Trace SBL server information.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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traceoptions (Security Antivirus)

Syntax traceoptions flag flag;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Define tracing operations for UTM antivirus features.

Options • flag—Trace operation to perform. To specify more than one trace operation, include

multiple flag statements.

• all—Enable trace all antivirus trace options.

• basic—Trace antivirus module generic basic information.

• detail—Trace antivirus module generic detail information.

• engine—Trace scan engine information.

• event—Trace communication events between routing engine side processes.

• ipc—Trace communication events with Packet Forwarding Engine.

• manager—Trace antivirus manager process activities.

• pattern—Trace detail information of pattern loading.

• sendmail—Tracemail notifying process activities.

• statistics—Trace statistics information.

• updater—Trace pattern updater process activities.

• worker—Trace antivirus worker process activities.

Required Privilege
Level

trace—To view this statement in the configuration.

trace-control—To add this statement to the configuration.
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traceoptions (Security Application Proxy)

Syntax traceoptions {
flag flag;

}

Hierarchy Level [edit security utm default-configuration]
[edit security utm application-proxy]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure tracing options for application proxy.

Options flag—Trace operation to perform. To specify more than one trace operation, include

multiple flag statements.

•

• abort—Trace aborted sessions for application proxy.

• all—Trace with all flags enabled.

• anti-virus—Trace anti-virus information.

• application-objects—Trace application-proxy objects information.

• basic—Trace application-proxy related basic information.

• buffer—Trace application-proxy data buffer information.

• connection-rating—Trace connection rating information.

• detail—Trace application-proxy related detailed information.

• express-anti-virus—Trace anti-virus express engine information.

• ftp-control—Trace FTP control connection information.

• ftp-data—Trace FTP data connection information.

• http—Trace HTTP protocol information.

• imap—Trace IMAP protocol information.

• memory—Tracememory usage.

• mime—Trace MIME parser information.

• parser—Trace protocol parser information.

• pfe—Trace communication with PFE.

• pop3—Trace POP3 protocol information.

• queue—Trace queue information.

• regex-engine—Trace Pattern Match Engine (PME) information.
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• smtp—Trace SMTP protocol information.

• sophos-anti-virus—Trace anti-virus sophos engine information.

• tcp—Trace TCP level information.

• timer—Trace timer processing.

• utm-realtime—Trace application-proxy realtime-thread information

Required Privilege
Level

trace—To view this statement in the configuration.

trace-control—To add this statement to the configuration.

traceoptions (Security Content Filtering)

Syntax traceoptions flag flag;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile content-filtering]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Define tracing options for content filtering features.

Options • flag:

• all—Enable all content filtering trace flags.

• basic—Trace content filtering basic information.

• detail—Trace content filtering detailed information.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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traceoptions (Security UTM)

Syntax traceoptions flag flag;

Hierarchy Level [edit security utm default-configuration]
[edit security utm]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Define tracing operations for UTM features.

Options • flag—Trace operation to perform. To specify more than one trace operation, include

multiple flag statements.

• all—Enable trace for all UTM trace options.

• cli—Trace CLI configuration activity and command changes.

• daemon—Trace daemon information.

• ipc—Trace communication events with Packet Forwarding Engine (PFE).

• pfe—Trace PFE information.

Required Privilege
Level

trace—To view this statement in the configuration.

trace-control—To add this statement to the configuration.
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traceoptions (SecurityWeb Filtering)

Syntax traceoptions flag flag;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile web-filtering]

Release Information Command introduced in Junos OS Release 10.1.

Command introduced in Junos OS Release 11.4 for EnhancedWeb Filtering.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Define tracing operations for individual Web filtering modules. To specify more than one

tracing operation, includemultiple flag statements.

Options • flag:

• all—Enable all Web filtering trace flags.

• basic—Trace basic information on theWeb filtering module.

• cache—EnableWeb filtering flags for theWeb filtering cachemaintained on the
Web filtering module.

• enhanced—EnableWebfiltering flags forprocessing throughEnhancedWebFiltering.

• heartbeat—Trace connectivity information withWeb filter server.

• ipc—TraceWeb filtering IPCmessages.

• packet—Trace packet information from session management.

• profile—Trace profile configuration information.

• requests—Trace requests sent toWeb filter server.

• response—Trace response received fromWeb filter server.

• sessionmanager—Trace session management information.

• socket—Trace the communication socket withWeb filter server.

• timer—Trace aging information for requests sent to server.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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traceoptions (SMTP)

Syntax traceoptions {
flag {
all;
configuration;
IPC;
protocol-exchange;
send-request;

}
}

Hierarchy Level [edit smtp]

Release Information Statement added in Junos OS Release 10.0.

Description Set the Simple Mail Transfer Protocol (SMTP) traceoptions.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• utm on page 329
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traffic-options

Syntax traffic-options {
sessions-per-client {
limit value;
over-limit (block | log-and-permit);

}
}

Hierarchy Level [edit security utm default-configuration]
[edit security utm utm-policy policy-name]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description In an attempt to consume all available resources and hinder the ability of the device, a

malicious user might generate a large amount of traffic all at once. To prevent such

activity from succeeding, you can impose a session throttle.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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trickling

Syntax trickling {
timeout value;

}

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine profile profile-name]
[edit security utm feature-profile anti-virus kaspersky-lab-engine profile profile-name]
[edit security utm feature-profile anti-virus sophos-engine profile profile-name]

Release Information The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

The Express and Kaspersky Antivirus feature is not supported from Junos OS Release

15.1X49-D10 onwards. For previous releases, statement introduced in Junos OS Release

9.5. Statement updated for Sophos support in Junos OS Release 11.1.

Description HTTP trickling is amechanismused to prevent theHTTP client or server from timing-out

during a file transfer or during antivirus scanning. HTTP Trickling is time-based and there

is onlyoneparameter to configure for this feature,which is the timeout Interval. Bydefault,

trickling is disabled.

WARNING: When you enable the trickling option, keep inmind that trickling
might send part of a file to the client during its antivirus scan. It is therefore
possible that some of the content could be received by the client before the
file has been fully scanned.

Options value—Timeout interval in seconds.

Range: 0 through 600 seconds

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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type (Security Antivirus Feature Profile)

Syntax type (juniper-express-engine | kaspersky-lab-engine | sophos-engine);

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus]

Release Information The Kaspersky Antivirus feature is not supported from Junos OS Release 15.1X49-D10

onwards. Forprevious releases, statement introduced in JunosOSRelease9.5. Statement

updated for Sophos in Junos OS Release 11.1.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Set the antivirus engine that will be used on the device. You can only have one engine

type running and youmust restart the device if you change engines.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

type (Security Content Filtering Notification Options)

Syntax type (message | protocol-only);

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile content-filtering profile profile-name notification-options]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description When content is blocked, the client generally still receives a successful response code

but with modified content (file replacement) containing a warning message. But with

protocol-only notifications, a protocol-specific error codemight be returned to the client.

Options • message—Send a generic notification.

• protocol-only—Send a protocol-specific notification.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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type (Security Fallback Block)

Syntax type (message | protocol-only);

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine profile profile-name
notification-options fallback-block]

[edit security utm feature-profile anti-virus kaspersky-lab-engine profile profile-name
notification-options fallback-block]

[edit security utm feature-profile anti-virus sophos-engine profile profile-name
notification-options fallback-block]

Release Information The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

The Express and Kaspersky Antivirus feature is not supported from Junos OS Release

15.1X49-D10 onwards. For previous releases, statement introduced in Junos OS Release

9.5. Support for Sophos engine added in Junos OS Release 11.1 .

Description You can configure notifications for both fallback blocking and fallback nonblocking

actions.With protocol-only notifications, a protocol-specific error codemay be returned

to the client.

Options • message—Send a generic notification.

• protocol-only—Send a protocol-specific notification.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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type (Security Virus Detection)

Syntax type (message | protocol-only);

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine profile profile-name
notification-options virus-detection]

[edit security utm feature-profile anti-virus kaspersky-lab-engine profile profile-name
notification-options virus-detection]

[edit security utm feature-profile anti-virus sophos-engine profile profile-name
notification-options virus-detection]

Release Information The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

The Express and Kaspersky Antivirus feature is not supported from Junos OS Release

15.1X49-D10 onwards. For previous releases, statement introduced in Junos OS Release

9.5. Support for Sophos engine added in Junos OS Release 11.1.

Description Whencontent isblockedbecauseavirus is foundorascanerroroccurs, theclientgenerally

still receives a successful response code but with modified content (file replacement)

containing a warning message. But with protocol-only notifications, a protocol-specific

error codemight be returned to the client.

Options • message—Send a generic notification.

• protocol-only—Send a protocol-specific notification.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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type (SecurityWeb Filtering)

Syntax type (juniper-enhanced | juniper-local | surf-control-integrated | websense-redirect);

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile web-filtering]

Release Information The surf-control-integrated feature is not supported from JunosOSRelease 15.1X49-D10

onwards. For previous releases, command introduced in Junos OS Release 9.5.

Command introduced in Junos OS Release 11.4 for EnhancedWeb Filtering.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Define the type ofWeb filtering solution or URL filtering solution used by the device.

Options • juniper-enhanced—Enable EnhancedWeb Filtering on the device.

• juniper-local—Enable Juniper Networks local URL filtering on the device.

• surf-control-integrated—Enable integratedWeb filtering on the device.

• websense-redirect—Redirect the URL to theWebsense server.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

upload-profile (Security Antivirus FTP)

Syntax upload-profile profile-name;

Hierarchy Level [edit security utm default-configuration]
[edit security utm utm-policy policy-name anti-virus ftp]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure a UTM policy for the antivirus FTP (upload) protocol and attach this policy to

a security profile to implement it.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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upload-profile (Security Content Filtering FTP)

Syntax upload-profile profile-name;

Hierarchy Level [edit security utm default-configuration]
[edit security utm utm-policy policy-name content-filtering ftp]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure a UTM policy for the content-filtering FTP (upload) protocol and attach this

policy to a security profile to implement it.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

uri-check

Syntax uri-check;

Hierarchy Level [edit security utm default-configuration]
[edit securityutmfeature-profileanti-virus sophos-engineprofileprofile-namescan-options]

Release Information Statement introduced in Junos OS Release 11.1.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Perform Sophos antivirus Uniform Resource Identifier (URI) checking. URI checking is a

way of analyzing URI content in HTTP traffic against a remote Sophos database to

identify malware or malicious content. URI checking is on by default.

You can disable Sophos antivirus URI checking with the no-uri-check statement.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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url (Security Antivirus)

Syntax url url;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine pattern-update]
[edit security utm feature-profile anti-virus kaspersky-lab-engine pattern-update]
[edit security utm feature-profile anti-virus sophos-engine pattern-update]

Release Information The Express and Kaspersky Antivirus feature is not supported from Junos OS Release

15.1X49-D10 onwards. For previous releases, statement introduced in Junos OS Release

9.5 for Juniper Express engine and Kaspersky Lab engine. Support for Sophos engine

added in Junos OS Release 11.1.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Specify the URL for the pattern database. You should not change the default URL unless

you are experiencing problems with it and have called for support.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

url-blacklist

Syntax url-blacklist listname;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile web-filtering]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description This is a global blacklist category, blocking content for Web filtering.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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url-pattern

Syntax url-pattern object-name {
value [value];

}

Hierarchy Level [edit security utm default-configuration]
[edit security utm custom-objects]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Use URL pattern lists to create custom URL category lists. These are lists of patterns

that bypass scanning.

WARNING: Custom category does not take precedence over predefined
categories when it has the same name as one of the predefined categories.
We do not recommend having a custom category name be the same as the
predefined category name.

Options • object-name—Name of the URL list object.

• value value—Value of the URL list object. You can configure multiple values separated

by spaces and enclosed in square brackets.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Security Basics Guide for Security Devices
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url-whitelist (Security Antivirus)

Syntax url-whitelist listname;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description AURLwhitelist is auniquecustom list that youdefine inwhichall theURLsor IPaddresses

in that list for a specified category are always bypassed for scanning.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

url-whitelist (SecurityWeb Filtering)

Syntax url-whitelist listname;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile web-filtering]

Release Information The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description AURLwhitelist is auniquecustom list that youdefine inwhichall theURLsor IPaddresses

in that list for a specified category are always bypassed for filtering

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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username (Security Antivirus)

Syntax username name;

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine pattern-update proxy]
[edit security utm feature-profile anti-virus kaspersky-lab-engine pattern-update proxy]
[edit security utm feature-profile anti-virus sophos-engine pattern-update proxy]

Release Information The Express and Kaspersky Antivirus feature is not supported from Junos OS Release

15.1X49-D10 onwards. For previous releases, statement introduced in Junos OS Release

11.2.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Set the username for the proxy server.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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utm

Syntax utm {
application-proxy {
traceoptions {
flag flag;

}
}
custom-objects {
custom-url-category object-name {
value [value];

}
filename-extension object-name {
value [value];

}
mime-pattern object-name {
value [value];

}
protocol-command object-name {
value [value];

}
url-pattern object-name {
value [value];

}
}
feature-profile {
anti-spam {
address-blacklist list-name;
address-whitelist list-name;
sbl {
profile profile-name {
custom-tag-string [string];
(sbl-default-server | no-sbl-default-server);
spam-action (block | tag-header | tag-subject);

}
}
traceoptions {
flag flag;

}
}
anti-virus {
juniper-express-engine {
pattern-update {
email-notify {
admin-email email-address;
custom-messagemessage;
custom-message-subjectmessage-subject;

}
interval value;
no-autoupdate;
proxy {
password password-string;
port port-number;
server address-or-url;
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username name;
}
url url;

}
profile profile-name {
fallback-options {
content-size (block | log-and-permit);
default (block | log-and-permit);
engine-not-ready (block | log-and-permit);
out-of-resources (block | (log-and-permit);
timeout (block | log-and-permit);
too-many-requests (block | log-and-permit);

}
notification-options {
fallback-block {
administrator-email email-address;
allow-email;
custom-messagemessage;
custom-message-subjectmessage-subject;
display-host;
(notify-mail-sender | no-notify-mail-sender);
type (message | protocol-only);

}
fallback-non-block {
custom-messagemessage;
custom-message-subjectmessage-subject;
(notify-mail-recipient | no-notify-mail-recipient);

}
virus-detection {
custom-messagemessage;
custom-message-subjectmessage-subject;
(notify-mail-sender | no-notify-mail-sender);
type (message | protocol-only);

}
}
scan-options {
content-size-limit value;
(intelligent-prescreening | no-intelligent-prescreening);
timeout value;

}
trickling {
timeout value;

}
}

}
kaspersky-lab-engine {
pattern-update {
email-notify {
admin-email email-address;
custom-messagemessage;
custom-message-subjectmessage-subject;

}
interval value;
no-autoupdate;
proxy {
password password-string;
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port port-number;
server address-or-url;
username name;

}
url url;

}
profile profile-name {
fallback-options {
content-size (block | log-and-permit);
corrupt-file (block | log-and-permit);
decompress-layer (block | log-and-permit);
default (block | log-and-permit);
engine-not-ready (block | log-and-permit);
out-of-resources (block | (log-and-permit);
password-file (block | (log-and-permit);
timeout (block | log-and-permit);
too-many-requests (block | log-and-permit);

}
notification-options {
fallback-block {
administrator-email email-address;
allow-email;
custom-messagemessage;
custom-message-subjectmessage-subject;
display-host;
(notify-mail-sender | no-notify-mail-sender);
type (message | protocol-only);

}
fallback-non-block {
custom-messagemessage;
custom-message-subjectmessage-subject;
(notify-mail-recipient | no-notify-mail-recipient);

}
virus-detection {
custom-messagemessage;
custom-message-subjectmessage-subject;
(notify-mail-sender | no-notify-mail-sender);
type (message | protocol-only);

}
}
scan-options {
content-size-limit value;
decompress-layer-limit value;
(intelligent-prescreening | no-intelligent-prescreening);
scan-extension filename;
scan-mode (all | by-extension);
timeout value;

}
trickling {
timeout value;

}
}

}
mime-whitelist {
exception listname;
list listname {
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exception listname;
}

}
sophos-engine {
pattern-update {
email-notify {
admin-email email-address;
custom-messagemessage;
custom-message-subjectmessage-subject;

}
interval value;
no-autoupdate;
proxy {
password password-string;
port port-number;
server address-or-url;
username name;

}
url url;

}
profile <name> {
fallback-options {
content-size (block | log-and-permit | permit);
default (block | log-and-permit | permit);
engine-not-ready (block | log-and-permit | permit);
out-of-resources (block | log-and-permit | permit);
timeout (block | log-and-permit | permit);
too-many-requests (block | log-and-permit | permit);

}
notification-options {
fallback-block {
administrator-email email-address;
allow-email;
custom-messagemessage;
custom-message-subjectmessage-subject;
display-host;
(notify-mail-sender | no-notify-mail-sender);
type (message | protocol-only);

}
fallback-non-block {
custom-messagemessage;
custom-message-subjectmessage-subject;
(notify-mail-recipient | no-notify-mail-recipient);

}
virus-detection {
custom-messagemessage;
custom-message-subjectmessage-subject;
(notify-mail-sender | no-notify-mail-sender);
type (message | protocol-only);

}
}
scan-options {
content-size-limit value;
(no-uri-check | uri-check);
timeout value;

}
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trickling {
timeout value;

}
}
sxl-retry value;
sxl-timeout seconds;

}
traceoptions {
flag flag;

}
type (juniper-express-engine | kaspersky-lab-engine | sophos-engine);
url-whitelist listname;

}
content-filtering {
profile profile-name {
block-command protocol-command-list;
block-content-type (activex | exe | http-cookie | java-applet | zip);
block-extension extension-list;
block-mime {
exception list-name;
list list-name;

}
notification-options {
custom-messagemessage;
(notify-mail-sender | no-notify-mail-sender);
type (message | protocol-only);

}
permit-command protocol-command-list;

}
traceoptions {
flag flag;

}
}
web-filtering {
juniper-enhanced {
cache {
size value;
timeout value;

}
profile profile-name {
block-message {
type {
custom-redirect-url;

}
url url;
}

quarantine-message {
type {
custom-redirect-url;

}
url url;
}

category customurl-list name {
action (block | log-and-permit | permit | quarantine);

}
custom-block-message value;
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custom-quarantine-message value;
default (block | log-and-permit | permit | quarantine);
fallback-settings {
default (block | log-and-permit);
server-connectivity (block | log-and-permit);
timeout (block | log-and-permit);
too-many-requests (block | log-and-permit);

}
no-safe-search;
site-reputation-action {
fairly-safe (block | log-and-permit | permit | quarantine);
harmful (block | log-and-permit | permit | quarantine);
moderately-safe (block | log-and-permit | permit | quarantine);
suspicious (block | log-and-permit | permit | quarantine);
very-safe (block | log-and-permit | permit |quarantine);

}
timeout value;

}
server {
host host-name;
port number;

}
}
juniper-local {
profile profile-name {
custom-block-message value;
default (block | log-and-permit | permit);
fallback-settings {
default (block | log-and-permit);
server-connectivity (block | log-and-permit);
timeout (block | log-and-permit);
too-many-requests (block | log-and-permit);

}
timeout value;

}
}
surf-control-integrated {
cache {
size value;
timeout value;

}
profile profile-name {
category customurl-list name {
action (block | log-and-permit | permit);

}
custom-block-message value;
default (block | log-and-permit | permit);
fallback-settings {
default (block | log-and-permit);
server-connectivity (block | log-and-permit);
timeout (block | log-and-permit);
too-many-requests (block | log-and-permit);

}
timeout value;

}
server {
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host host-name;
port number;

}
}
traceoptions {
flag flag;

}
type (juniper-enhanced | juniper-local | surf-control-integrated | websense-redirect);
url-blacklist listname;
url-whitelist listname;
websense-redirect {
profile profile-name {
account value;
custom-block-message value;
fallback-settings {
default (block | log-and-permit);
server-connectivity (block | log-and-permit);
timeout (block | log-and-permit);
too-many-requests (block | log-and-permit);

}
server {
host host-name;
port number;

}
sockets value;
timeout value;

}
}

}
}
ipc {
traceoptions flag flag;

}
traceoptions {
flag flag;

}
utm-policy policy-name {
anti-spam {
smtp-profile profile-name;

}
anti-virus {
ftp {
download-profile profile-name;
upload-profile profile-name;

}
http-profile profile-name;
imap-profile profile-name;
pop3-profile profile-name;
smtp-profile profile-name;

}
content-filtering {
ftp {
download-profile profile-name;
upload-profile profile-name;

}
http-profile profile-name;
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imap-profile profile-name;
pop3-profile profile-name;
smtp-profile profile-name;

}
traffic-options {
sessions-per-client {
limit value;
over-limit (block | log-and-permit);

}
}
web-filtering {
http-profile profile-name;

}
}

}

Hierarchy Level [edit security utm default-configuration]
[edit security]

Release Information The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

The Kaspersky, surf-control-integrated, and express antivirus features are not supported

fromJunosOSRelease 15.1X49-D10onwards. Forprevious releases, statement introduced

in Junos OS Release 9.5 .

Description Configure UTM features.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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utm-policy

Syntax utm-policy policy-name {
anti-spam {
smtp-profile profile-name;

}
anti-virus {
ftp {
download-profile profile-name;
upload-profile profile-name;

}
http-profile profile-name;
imap-profile profile-name;
pop3-profile profile-name;
smtp-profile profile-name;

}
content-filtering {
ftp {
download-profile profile-name;
upload-profile profile-name;

}
http-profile profile-name;
imap-profile profile-name;
pop3-profile profile-name;
smtp-profile profile-name;

}
traffic-options {
sessions-per-client {
limit value;
over-limit (block | log-and-permit);

}
}
web-filtering {
http-profile profile-name;

}
}

Hierarchy Level [edit security utm default-configuration]
[edit security utm]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure a UTM policy for antivirus, antispam, content-filtering, traffic-options, and

Web-filtering protocols and attach this policy to a security profile to implement it.

Options policy-name—Specify name of the UTM policy.

The remaining statements are explained separately. See CLI Explorer.
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Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Security Policies Overview

• Understanding Security Policy Rules

• Understanding Security Policy Elements

utm-policy (Application Services)

Syntax utm-policy policy-name;

Hierarchy Level [edit security policies from-zone zone-name to-zone zone-name policy policy-name then
permit application-services]

Release Information Statement introduced in Junos OS Release 11.1.

Description Configure aUTMpolicy for application services and attach this policy to a security profile

to implement it.

Options policy-name—Specify the name of the UTM policy.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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virus-detection (Security Antivirus)

Syntax virus-detection {
custom-messagemessage;
custom-message-subjectmessage-subject;
(notify-mail-sender | no-notify-mail-sender);
type (message | protocol-only);

}

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile anti-virus juniper-express-engine profile profile-name
notification-options]

[edit security utm feature-profile anti-virus kaspersky-lab-engine profile profile-name
notification-options]

[edit security utm feature-profile anti-virus sophos-engine profile profile-name
notification-options]

Release Information The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

The Express and Kaspersky Antivirus features are not supported from Junos OS Release

15.1X49-D10 onwards. For previous releases, statement introduced in Junos OS Release

9.5. Support for Sophos engine added in Junos OS Release 11.1.

Description Configure a notification to send when a virus is detected.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

339Copyright © 2018, Juniper Networks, Inc.

Chapter 7: Configuration Statements

https://www.juniper.net/documentation/content-applications/cli-explorer/junos/


web-filtering

Syntax web-filtering {
http-persist;
http-reassemble;
juniper-enhanced {
base-filter;
block-message {
type custom-redirect-url;
url;

}
cache {
size kilobytes;
timeoutminutes;

}
category name {
action (block | log-and-permit | permit | quarantine);
custom-message;

}
custom-block-message;
default (block | log-and-permit | permit | quarantine);
fallback-settings {
default (block | log-and-permit);
server-connectivity (block | log-and-permit);
timeout (block | log-and-permit);
too-many-requests (block | log-and-permit);

}
no-safe-search;
quarantine-custom-message;
quarantine-message {
type custom-redirect-url;
url;

}
reputation {
reputation-fairly-safe;
reputation-moderately-safe;
reputation-suspicious;
reputation-very-safe;

}
server {
host;
port;
routing-instance;

}
site-reputation-action {
fairly-safe (block | log-and-permit | permit | quarantine);
harmful (block | log-and-permit | permit | quarantine);
moderately-safe (block | log-and-permit | permit | quarantine);
suspicious (block | log-and-permit | permit | quarantine);
very-safe (block | log-and-permit | permit | quarantine);

}
timeout seconds;

}
juniper-local {
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block-message {
type custom-redirect-url;
url;

}
category name {
action (block | log-and-permit | permit | quarantine);
custom-message;

}
custom-block-message;
default (block | log-and-permit | permit);
fallback-settings {
default (block | log-and-permit);
server-connectivity (block | log-and-permit);
timeout (block | log-and-permit);
too-many-requests (block | log-and-permit);

}
quarantine-custom-message;
quarantine-message {
type custom-redirect-url;
url;

}
timeout seconds;

}
traceoptions {
flag name;

}
url-blacklist;
url-whitelist;
websense-redirect {
account;
block-message {
type custom-redirect-url;
url;

}
category name {
action (block | log-and-permit | permit | quarantine);
custom-message;

}
custom-block-message;
fallback-settings {
default (block | log-and-permit);
server-connectivity (block | log-and-permit);
timeout (block | log-and-permit);
too-many-requests (block | log-and-permit);

}
quarantine-custom-message;
quarantine-message {
type custom-redirect-url;
url;

}
server {
host;
port;
routing-instance;

}
sockets;
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timeout seconds;
}

}

Hierarchy Level [edit security utm feature-profile]
[edit security utm default-configuration]

Release Information The surf-control-integrated feature is not supported from JunosOSRelease 15.1X49-D10

onwards. For previous releases, statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure UTMweb filtering features. You can also configure the default UTM

configuration for web filtering feature profile. If you do not configure any option in the

web filtering feature profile, the values configured in the default UTM configuration are

applied. The default UTMWeb filtering configuration for HTTP is also applicable for the

HTTPS sessions. Web filtering feature’s potential policies conflict check is independent

of the content filtering, antivirus, and antispam features.
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Options http-persist—Check all HTTP request in a connection. If http-persist option is enabled

for clear text HTTP traffic, thenWeb filtering checks every HTTP request packet in

the same session.

http-reassemble—Reassemble HTTP request segments. If http-reassemble option is

enabled for clear textHTTP traffic, thenEnhancedWebFiltering (EWF) reassembles

the fragmented HTTP request to avoid evasion instead of packet-based inspection.

juniper-enhanced—Enable enhancedWeb filtering on the device.

base-filter—Abase filter is anobject that containsacategory-actionpair for all categories

defined in the category file.

block-message—Juniper enhanced block message settings.

cache—Set thecacheparameters forSurf-Control-IntegratedWeb filteringandEnhanced

Web Filtering.

category—Select a custom URL category list you created (custom objects) for filtering

against.

custom-block-message—Enter a custommessage to be sent when HTTP requests are

blocked.

default—Specify an action for the profile, for requests that experience internal errors in

theWeb filtering module.

fallback-settings—Fallback settings tell the system how to handle errors.

no-safe-search—Donotperformsafe-search for Juniper enhancedprotocol. Safe-search

redirect supports HTTP only. Therefore it is not possible to generate a redirect

response for HTTPS search URLs. Safe-search redirects can be disabled by using

the CLI option no-safe-search.

quarantine-custom-message—Juniper enhanced quarantine custommessage.

quarantine-message—Juniper enhanced quarantine message settings.

reputation—Customize reputation level. The ThreatSeeker Cloud (TSC) provides site

reputation information. Based on these reputations, you can choose a block or a

permit action.

server—Set server parameters by entering the server name or IP address.

site-reputation-action—Specify the action to be taken depending on the site reputation

returned for all types of URLs whether it is categorized or uncategorized.

timeout—Enter a timeout limit for requests. Once this limit is reached, fail mode settings

are applied.

Range: 1 through 120

juniper-local—Enable Juniper Networks local URL filtering on the device.

block-message—Juniper local block message settings.
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traceoptions—Trace options for Web filtering feature.

url-blacklist—This is a global blacklist category, blocking content for Web filtering.

url-whitelist—AURLwhitelist is a unique custom list that youdefine inwhich all theURLs

or IP addresses in that list for a specified category are always bypassed for filtering.

websense-redirect—Web filtering websense redirect engine. Websense occasionally

releases new EWF categories. EWF classifies websites into categories according to

host, URL, or IP address and performs filtering based on the categories.

type—Type ofWeb filtering solution or URL filtering solution used by the device.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Understanding Local Web Filtering on page 112

• MonitoringWeb Filtering Configurations on page 134
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websense-redirect

Syntax websense-redirect {
profile profile-name {
account value;
custom-block-message value;
fallback-settings {
default (block | log-and-permit);
server-connectivity (block | log-and-permit);
timeout (block | log-and-permit);
too-many-requests (block | log-and-permit);

}
server {
host host-name;
port number;

}
sockets value;
timeout value;

}
}

Hierarchy Level [edit security utm default-configuration]
[edit security utm feature-profile web-filtering]

Release Information Statement introduced in Junos OS Release 9.5.

The [edit security utm default-configuration] hierarchy level is introduced in Junos OS

Release 18.2R1.

Description Configure theWebsense redirect engine features.

Starting with Junos OS Release 17.4R1, you can download and dynamically load new

EnhancedWeb Filtering (EWF) categories. The downloading and dynamic loading of the

newEWF categories do not require a software upgrade.Websense occasionally releases

new EWF categories. EWF classifies websites into categories according to host, URL, or

IP address and performs filtering based on the categories.

NOTE: Existing configurations are not affected by the new categories but
can bemodified tomake use of the new categories.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Example: Enhancing Security by Configuring Redirect Web Filtering Using Custom

Objects on page 124
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CHAPTER 8

Operational Commands

• clear security utm anti-spam statistics

• clear security utm antivirus statistics

• clear security utm content-filtering statistics

• clear security utm session

• clear security utmweb-filtering statistics

• request security utm anti-virus juniper-express-engine

• request security utm anti-virus kaspersky-lab-engine

• request security utm anti-virus sophos-engine

• request security utmweb-filtering category install

• request security utmweb-filtering category uninstall

• request security utmweb-filtering category download-install [version]

• request security utmweb-filtering category download [version]

• request system license update

• show configuration smtp

• show groups junos-defaults

• show security log

• show security policies

• show security utm anti-spam statistics

• show security utm anti-spam status

• show security utm anti-virus statistics

• show security utm anti-virus status

• show security utm content-filtering statistics

• show security utm session

• show security utm status

• show security utmweb-filtering category base-filter

• show security utmweb-filtering category category

• show security utmweb-filtering category status
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• show security utmweb-filtering statistics

• show security utmweb-filtering status
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clear security utm anti-spam statistics

Syntax clear security utm anti-spam statistics

Release Information Command introduced in JunosOSRelease 9.5. Support for UTM in chassis cluster added

in Junos OS Release 11.4.

Description Clear antispam statistics information. With chassis cluster support for UTM, statistics

from both the nodes is cleared.

Required Privilege
Level

clear

Related
Documentation

show security utm anti-spam statistics on page 378•

• show security utm anti-spam status on page 379

Output Fields This command produces no output.

Sample Output

clear security utm anti-spam statistics

user@host> clear security utm anti-spam statistics
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clear security utm antivirus statistics

Syntax clear security utm anti-virus statistics

Release Information Command introduced in Junos OS Release 9.5. Support for Sophos Antivirus added in

Junos OS Release 11.1.

Support for UTM in chassis cluster added in Junos OS Release 11.4.

Description Clear antivirus statistics information. With chassis cluster support for UTM, statistics

from both the nodes are cleared.

Required Privilege
Level

clear

Related
Documentation

show security utm anti-virus statistics on page 380•

• show security utm anti-virus status on page 382

• request security utm anti-virus juniper-express-engine on page 354

• request security utm anti-virus kaspersky-lab-engine on page 355

Output Fields This command produces no output.
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clear security utm content-filtering statistics

Syntax clear security utm content-filtering statistics

Release Information Command introduced in Junos OS Release 9.5.

Support for UTM in chassis cluster added in Junos OS Release 11.4.

Description Clear content-filtering statistics information. With chassis cluster support for UTM,

statistics from both the nodes are cleared.

Required Privilege
Level

clear

Related
Documentation

show security utm content-filtering statistics on page 384•

Output Fields This command produces no output.

351Copyright © 2018, Juniper Networks, Inc.

Chapter 8: Operational Commands



clear security utm session

Syntax clear security utm session

Release Information Command introduced in Junos OS Release 9.5.

Support for UTM in chassis cluster added in Junos OS Release 11.4.

Description Clear UTM session information. With chassis cluster support for UTM, sessions on both

the nodes are cleared.

Required Privilege
Level

clear

Related
Documentation

show security utm session on page 385•

• show security utm status on page 386

Output Fields This command produces no output.
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clear security utmweb-filtering statistics

Syntax clear security utmweb-filtering statistics

Release Information Command introduced in Junos OS Release 9.5 .

Support for UTM in chassis cluster added in Junos OS Release 11.4 .

Description Clear web filtering statistics information.With chassis cluster support for UTM, statistics

from both the nodes is cleared.

Required Privilege
Level

clear

Related
Documentation

show security utmweb-filtering statistics on page 393•

• show security utmweb-filtering status on page 396

Output Fields This command produces no output.
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request security utm anti-virus juniper-express-engine

Syntax request security utm anti-virus juniper-express-engine

Release Information The Express Antivirus feature is not supported from Junos OS Release 15.1X49-D10

onwards. For previous releases, command introduced in Junos OS Release 9.5.

Support for UTM in chassis cluster added in Junos OS Release 11.4 .

Description The Express Antivirus feature is not supported from Junos OS Release 15.1X49-D10

onwards. For previous releases, manually update the express antivirus pattern database

using the command described. You can update the express antivirus pattern database

automatically or manually. With full chassis cluster support for UTM this command is

operational on both the nodes.

Options pattern-delete—Delete the current express antivirus pattern database.•

• pattern-reload—Reload the express antivirus pattern database.

• pattern-update—Update the express antivirus pattern database with the latest

signatures.

Required Privilege
Level

maintenance

Related
Documentation

clear security utm antivirus statistics on page 350•

• show security utm anti-virus statistics on page 380

• show security utm anti-virus status on page 382

List of Sample Output request security utm anti-virus juniper-express-engine pattern-update on page 354

Output Fields request security utm anti-virus juniper-express-engine pattern-update

When you enter this command, you are provided feedback on the status of your request.

Sample Output

request security utm anti-virus juniper-express-engine pattern-update

user@host> request security utm anti-virus juniper-express-engine pattern-update
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request security utm anti-virus kaspersky-lab-engine

Syntax request security utm anti-virus kaspersky-lab-engine

Release Information Command introduced in Junos OS Release 11.1 .

Support for UTM in chassis cluster added in Junos OS Release 11.4 .

Description The Kaspersky Antivirus feature is not supported from Junos OS Release 15.1x49-D10

onwards.For previous releases, manually update the full file-based antivirus pattern

database using the commands described. You can update the full file-based antivirus

pattern database automatically or manually. With full chassis cluster support for UTM

this command is operational on both the nodes.

Options pattern-delete—Delete the current full file-based antivirus pattern database.•

• pattern-reload—Reload the full file-based antivirus pattern database.

• pattern-update—Update the full file-based antivirus pattern database with the latest

signatures.

Required Privilege
Level

maintenance

Related
Documentation

request security utm anti-virus juniper-express-engine on page 354•

• clear security utm antivirus statistics on page 350

• show security utm anti-virus statistics on page 380

• show security utm anti-virus status on page 382

List of Sample Output request security utm anti-virus kaspersky-lab-engine pattern-update on page 355

Output Fields request security utm anti-virus kaspersky-lab-engine pattern-update

When you enter this command, you are provided feedback on the status of your request.

Sample Output

request security utm anti-virus kaspersky-lab-engine pattern-update

user@host> request security anti-virus kaspersky-lab-engine pattern-update
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request security utm anti-virus sophos-engine

Syntax request security utm anti-virus sophos-engine

Release Information Command introduced in Junos OS Release 11.1 .

Support for UTM in chassis cluster added in Junos OS Release 11.4 .

Description Manually update the Sophos antivirus pattern database using the command described.

To update automatically you use the configuration statement set security utm

feature-profile anti-virus sophos-enginepattern-update interval seconds.With full chassis

cluster support for UTM this command is operational on both the nodes.

Options pattern-delete—Delete the current Sophos antivirus pattern database.•

• pattern-reload—Reload the Sophos antivirus pattern database.

• pattern-update—Update the Sophos antivirus pattern database with the latest

signatures.

Required Privilege
Level

maintenance

Related
Documentation

clear security utm antivirus statistics on page 350•

• show security utm anti-virus statistics on page 380

• show security utm anti-virus status on page 382

List of Sample Output request security utm anti-virus sophos-engine pattern-update on page 356

Output Fields request security utm anti-virus sophos-engine pattern-update

When you enter this command, you are provided feedback on the status of your request.

Sample Output

request security utm anti-virus sophos-engine pattern-update

user@host> request security utm anti-virus sophos-engine pattern-update
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request security utmweb-filtering category install

Syntax request security utmweb-filtering category install

Release Information Command introduced in Junos OS Release 17.4.

Description Install the predefined category and predefined filter on the system. Users could check

the category or filter using the following command: show security utmweb-filtering

category base-filter.

NOTE: During new category file installation, if the category filename is
changed, then the new category file overwrites the old category file in the
internal system and all related output information is replaced with the new
category name.

Required Privilege
Level

maintenance

Related
Documentation

category (SecurityWeb Filtering) on page 161•

• request security utmweb-filtering category uninstall on page 358

Sample Output

request security utmweb-filtering category install

user@host> request security utmweb-filtering category install
Category updater result: install done
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request security utmweb-filtering category uninstall

Syntax request security utmweb-filtering category uninstall

Release Information Command introduced in Junos OS Release 17.4.

Description Reset the predefined category and the base filters to the factory default. This option

helps for category rollback.

Required Privilege
Level

maintenance

Related
Documentation

category (SecurityWeb Filtering) on page 161•

• request security utmweb-filtering category install on page 357

Sample Output

request security utmweb-filtering category uninstall

user@host> request security utmweb-filtering category uninstall
Category updater result: Uninstall done
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request security utmweb-filtering category download-install [version]

Syntax request security utmweb-filtering category download-install version;

Release Information Command introduced in Junos OS Release 17.4.

Description Download and install the category file, if no version is specified, the latest version is

downloaded and installed during category upgrade.

Required Privilege
Level

maintenance

Related
Documentation

category (SecurityWeb Filtering) on page 161•

• request security utmweb-filtering category install on page 357

• request security utmweb-filtering category download [version] on page 360

Sample Output

request security utmweb-filtering category download-install version 5

user@host> request security utmweb-filtering category download-install version 5
Category updater result: Download scheduled
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request security utmweb-filtering category download [version]

Syntax request security utmweb-filtering category download version;

Release Information Command introduced in Junos OS Release 17.4.

Description Download the category file, if no version is specified, the latest version of the category

file is downloaded during category upgrade.

Required Privilege
Level

maintenance

Related
Documentation

category (SecurityWeb Filtering) on page 161•

• request security utmweb-filtering category install on page 357

• request security utmweb-filtering category uninstall on page 358

• request security utmweb-filtering categorydownload-install [version]onpage359

Sample Output

request security utmweb-filtering category download version 3

user@host> request security utmweb-filtering category download version 3
Category updater result: Download done
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request system license update

Syntax request system license update

Release Information Command introduced in Junos OS Release 9.5.

Description If your device supports initial install from the EMS server in Products Supporting Juniper

Agile Licensing, you can use this command to install all licenses from the EMS server.

You can also autoupdate license keys from the LMS or EMS server.

NOTE: The request system license update command always uses the default

Juniper license server:

• For Juniper Agile Licensing (JAL) keys: https://license.juniper.net/

• For non-JAL keys: https://ae1.juniper.net

Options trial—(For non-Juniper Agile Licensing keys only) Immediately updates trial license keys

from the LMS server.

Required Privilege
Level

maintenance

List of Sample Output request system license update on page 361
request system license update trial on page 361

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

request system license update

user@host> request system license update

Trying to update license keys from https://ae1.juniper.net has been sent, use 
show system license to check status.

request system license update trial

user@host> request system license update trial

Request to automatically update trial license keys from https://ae1.juniper.net 
has been sent, use show system license to check status.
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show configuration smtp

Syntax show configuration smtp

Release Information Command introduced in Junos OS Release 10.0 .

Description Display complete SMTP information.

Options apply-groups—Groups fromwhich SMTP inherits configuration data.•

• apply-groups-except—Groups fromwhichSMTP restricts inheriting configurationdata.

Required Privilege
Level

view

Related
Documentation

utm on page 329•

List of Sample Output show configuration smtp on page 362

Output Fields Table6onpage362describes theoutput fields for the showconfigurationsmtpcommand.

Table 6: show configuration smtp

Level of OutputField DescriptionField Name

All levelsSMTP server's IPv4 addressaddress

All levelsConfigure a mail sender account to the serverlogin

All levelsDefault sender password for user authenticationpassword

Sample Output

show configuration smtp

user@host> show configuration smtp
primary-server {
    address 218.102.48.213;
    login "dayone@example.com" {
        password "$ABC123"; ## SECRET-DATA
    }
}
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show groups junos-defaults

Syntax show groups junos-defaults

Release Information Command introduced before Junos OS Release 7.4.

Description Display the full set of available preset statements from the Junos OS defaults group.

user@host# show groups junos-defaults
groups {
junos-defaults {
applications {
# File Transfer Protocol
application junos-ftp {
application-protocol ftp;
protocol tcp;
destination-port 21;

}
# Trivial File Transfer Protocol
application junos-tftp {
application-protocol tftp;
protocol udp;
destination-port 69;

}
# RPC port mapper on TCP
application junos-rpc-portmap-tcp {
application-protocol rpc-portmap;
protocol tcp;
destination-port 111;

}
# RPC port mapper on UDP

}
}

}

Required Privilege
Level

view

Related
Documentation

Using Junos OS Defaults Groups.•
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show security log

Syntax showsecurity log {all|destination-address|destination-port|event-id| failure|interface-name|
newer-than| older-than| process| protocol|report| severity| sort-by| source-address|
source-port| success| user}

Release Information Command introduced in Junos OS Release 11.2 .

Description Display security event logs. This command continuously displays security events on the

screen. To stop the display, press Ctrl+c.

Options all—Display all audit event logs stored in the device memory.

destination-address—Display audit event logs with the specified destination address.

destination-port—Display audit event logs with the specified destination port.

event-id—Display audit event logs with the specified event identification number.

failure—Display failed audit event logs.

interface-name—Display audit event logs with the specified interface.

newer-than—Display audit event logs newer than the specified date and time.

older-than—Display audit event logs older than the specified date and time.

process—Display audit event logs with the specified process that generated the event.

protocol—Display audit event logs generated through the specified protocol.

report—Display on-box reports for system traffic logs.

severity—Display audit event logs generated with the specified severity.

sort-by—Display audit event logs generated sorted with the specified options.

source-address—Display audit event logs with the specified source address.

source-port—Display audit event logs with the specified source port.

success—Display successful audit event logs.

username—Display audit event logs generated for the specified user.

Required Privilege
Level

view

Related
Documentation

exclude (Security Log)•

• clear security log

Copyright © 2018, Juniper Networks, Inc.364

UTM Feature Guide for NFX Devices



List of Sample Output show security log on page 365

Output Fields Table 7 on page 365 lists the output fields for the show security log command. Output

fields are listed in the approximate order in which they appear.

Table 7: show security log Output Fields

Field DescriptionField Name

The timestamp of the events received.

On SRXSeries devices, security logswere always timestamped using the UTC time zone
by running set system time-zone utc and set security log utc-timestamp CLI commands.
Now, time zone can be defined using the local time zone by running the set system
time-zone time-zone command to specify the local time zone that the system should
use when timestamping the security logs.

Event time

Security events are listed.Message

Sample Output

show security log

user@host> show security log
Event time               Message
2010-10-22 13:28:37 CST  session created 1.1.1.2/1-->2.2.2.2/1308 
 icmp 1.1.1.2/1-->2.2.2.2/1308
 None None 1 policy1 trustZone untrustZone 52 N/A(N/A) ge-0/0/1.0
2010-10-22 13:28:38 CST  session created 1.1.1.2/1-->2.2.2.2/1308 icmp 
1.1.1.2/1-->2.2.2.2/1308 None None 1 policy1 trustZone untrustZone 54 N/A(N/A) 
ge-0/0/1.0

...

2010-10-22 13:36:12 CST  session denied m icmp 1(8) policy1 trustZone untrustZone
 N/A(N/A) ge-0/0/1.0
2010-10-22 13:36:14 CST  session denied 1.1.1.2/2-->2.2.2.2/54812  icmp 1(8) 
policy1 trustZone untrustZone N/A(N/A) ge-0/0/1.0

...

2010-10-27 15:50:11 CST  IP spoofing! source: 2.2.2.20, destination: 2.2.2.2, 
protocol-id: 17, zone name: trustZone, interface name: ge-0/0/1.0, action: drop
2010-10-27 15:50:11 CST  IP spoofing! source: source: 2.2.2.20, destination: 
2.2.2.2, protocol-id: 17, zone name: trustZone, interface name: ge-0/0/1.0, action:
 drop

...

2011-02-18 15:53:34 CST  PKID_PV_OBJECT_READ: A PKI object was read into memory 
from /var/db/certs/common/certification-authority/ca-profile1-ca1.cert
2011-02-18 15:53:35 CST  PKID_PV_OBJECT_READ: A PKI object was read into memory 
from /var/db/certs/common/crl/ca-profile1.crl
2011-02-18 15:53:35 CST  PKID_PV_OBJECT_READ: A PKI object was read into memory 
from /var/db/certs/system-key-pair/system-generated.priv
2011-02-18 15:53:35 CST  PKID_PV_OBJECT_READ: A PKI object was read into memory 
from /var/db/certs/system-cert/system-generated.cert
2011-02-18 15:53:35 CST  PKID_PV_OBJECT_READ: A PKI object was read into memory 
from /var/db/certs/common/key-pair/cert1.priv
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2011-02-18 15:53:42 CST  PKID_PV_OBJECT_READ: A PKI object was read into memory 
from /var/db/certs/common/key-pair/test2.priv

...

2011-03-14 23:00:40 PDT  IDP_COMMIT_COMPLETED: IDP policy commit is complete.
                         IDP_POLICY_LOAD_FAILED: IDP policy loading failed ;poli
cy[/var/db/idpd/bins/.bin.gz.v], detector[/usr/libdata/libidp-detector.so.tgz.v]

 ,failure detail[Policy loading failed :: Policy file not found
2011-03-14 23:00:58 PDT  ]
                         IDP_POLICY_LOAD_FAILED: IDP policy loading failed ;poli
cy[/var/db/idpd/bins/.bin.gz.v], detector[/usr/libdata/libidp-detector.so.tgz.v]

 ,failure detail[Policy loading failed :: Policy file not found
2011-03-14 23:00:58 PDT  ]
                         IDP_POLICY_LOAD_FAILED: IDP policy loading failed ;poli
cy[/var/db/idpd/bins/.bin.gz.v], detector[/usr/libdata/libidp-detector.so.tgz.v]

 ,failure detail[Policy loading failed :: Policy file not found
2011-03-14 23:00:58 PDT  ]

...

Event time               Message
2011-03-21 14:21:49 CST  UI_CMDLINE_READ_LINE: User 'root', command 'set date ntp
 9.9.9.1 source-address 6.6.6.1 '
2011-03-21 14:23:01 CST  UI_CMDLINE_READ_LINE: User 'root', command 'set date ntp
 9.9.9.1 source-address 6.6.6.1 .5 '
2011-03-21 14:23:05 CST  KMD_PM_SA_ESTABLISHED: Local gateway: 7.7.7.1, Remote 
gateway: 8.8.8.1, Local ID: ipv4(any:0,[0..3]=6.6.6.1), Remote ID: 
ipv4(any:0,[0..3]=9.9.9.1), Direction: inbound, SPI: 37a2a179, AUX-SPI: 0, Mode:
 tunnel, Type: dynamic 
2011-03-21 14:23:05 CST  KMD_PM_SA_ESTABLISHED: Local gateway: 7.7.7.1, Remote 
gateway: 8.8.8.1, Local ID: ipv4(any:0,[0..3]=6.6.6.1), Remote ID: 
ipv4(any:0,[0..3]=9.9.9.1), Direction: outbound, SPI: b2231c1f, AUX-SPI: 0, Mode:
 tunnel, Type: dynamic 
2011-03-21 14:23:08 CST  UI_CMDLINE_READ_LINE: User 'root', command 'set date ntp
 9.9.9.1 source-address 6.6.6.1 '
2011-03-21 14:23:13 CST  UI_CMDLINE_READ_LINE: User 'root', command 'show security
 log '
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show security policies

Syntax show security policies
none
<detail>
policy-name policy-name
<global>

Release Information Commandmodified in Junos OS release 9.2. Support for IPv6 addresses added in Junos

OS release 10.2. Support for wildcard addresses added in Junos OS release 11.1. Support

for global policy added in Junos OS release 11.4. Support for services offloading added

in JunosOS release 11.4. Support for source-identities added in JunosOS release 12.1. The

Description output field added in Junos OS release 12.1. Support for negated address

added in Junos OS release 12.1X45-D10. The output fields for Policy Statistics expanded,

and the output fields for the global and policy-name options expanded to include

from-zone and to-zone global match criteria in Junos OS release 12.1X47-D10. Support

for the initial-tcp-mss and reverse-tcp-mss options added in Junos OS release

12.3X48-D20. Output field and description for source-end-user-profile option added in

Junos OS release 15.1x49-D70. Output field and description for dynamic-applications

option added in Junos OS release 15.1x49-D100. Output field and description for

dynapp-redir-profile option added in Junos OS release 18.2R1.

Description Display a summary of all security policies configured on the device. If a particular policy

is specified, display information specific to that policy.

Options • none—Display basic information about all configured policies.

• detail—(Optional)Displayadetailed viewofall of thepolicies configuredon thedevice.

• policy-name policy-name—(Optional) Display information about a specified policy.

• global—(Optional) Display information about global policies.

Required Privilege
Level

view

Related
Documentation

Security Policies Overview•

• Understanding Security Policy Rules

• Understanding Security Policy Elements

• Unified Policies Configuration Overview

List of Sample Output show security policies on page 371
show security policies (Dynamic Applications) on page 371
show security policies policy-name detail on page 372
show security policies (Services-Offload) on page 373
show security policies (Device Identity) on page 373
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show security policies detail on page 374
show security policies detail (TCPOptions) on page 376
show security policies policy-name (Negated Address) on page 376
show security policies policy-name detail (Negated Address) on page 376
show security policies global on page 377

Output Fields Table8onpage368 lists theoutput fields for the showsecuritypoliciescommand.Output

fields are listed in the approximate order in which they appear.

Table 8: show security policies Output Fields

Field DescriptionField Name

Name of the source zone.From zone

Name of the destination zone.To zone

Name of the applicable policy.Policy

Description of the applicable policy.Description

Status of the policy:

• enabled: Thepolicy canbeused in thepolicy lookupprocess,whichdeterminesaccess
rights for a packet and the action taken in regard to it.

• disabled: The policy cannot be used in the policy lookup process, and therefore it is
not available for access control.

State

Internal number associated with the policy.Index

Numberof thepolicywithinagivencontext. Forexample, threepolicies thatareapplicable
in a from-zoneA-to-zoneB contextmight be orderedwith sequence numbers 1, 2, 3. Also,
in a from-zoneC-to-zoneD context, four policies might have sequence numbers 1, 2, 3,
4.

Sequence number

For standard displaymode, the names of the source addresses for a policy. Address sets
are resolved to their individual names.

For detail display mode, the names and corresponding IP addresses of the source
addresses for a policy. Address sets are resolved to their individual address name-IP
address pairs.

Source addresses

Name of the destination address (or address set) as it was entered in the destination
zone’s address book. A packet’s destination addressmustmatch this value for the policy
to apply to it.

Destination addresses

Nameof thedevice identityprofile (referred toasend-user-profile in theCLI) that contains
attributes, or characteristics of a device. Specification of the device identity profile in the
source-end-user-profile field is part of the device identity feature. If a devicematches the
attributes specified in the profile and other security policy parameters, then the security
policy’s action is applied to traffic issuing from the device.

source-end-user-profile

Name of the source address excluded from the policy.Source addresses (excluded)
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Table 8: show security policies Output Fields (continued)

Field DescriptionField Name

Name of the destination address excluded from the policy.Destination addresses (excluded)

One or more user roles specified for a policy.Source identities

Name of a preconfigured or custom application whose type the packet matches, as
specified at configuration time.

• IP protocol: The Internet protocol used by the application—for example, TCP, UDP,
ICMP.

• ALG: If anALG is explicitly associatedwith the policy, the nameof theALG is displayed.
Ifapplication-protocol ignore is configured, ignore is displayed.Otherwise,0 is displayed.

However, even if this command shows ALG: 0, ALGsmight be triggered for packets
destined to well-known ports on which ALGs are listening, unless ALGs are explicitly
disabledorwhenapplication-protocol ignore is not configured for customapplications.

• Inactivity timeout: Elapsed time without activity after which the application is
terminated.

• Source port range: The low-high source port range for the session application.

Applications

Application identification based layer 7 dynamic applications.Dynamic Applications

Status of the destination address translation traffic:

• drop translated—Drop the packets with translated destination addresses.

• drop untranslated—Drop the packets without translated destination addresses.

Destination Address Translation

An application firewall includes the following:

• Rule-set—Name of the rule set.

• Rule—Name of the rule.

• Dynamic applications—Name of the applications.

• Dynamic application groups—Name of the application groups.

• Action—The action taken with respect to a packet that matches the application
firewall rule set. Actions include the following:
• permit

• deny

• Default rule—The default rule applied when the identified application is not specified
in any rules of the rule set.

Application Firewall
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Table 8: show security policies Output Fields (continued)

Field DescriptionField Name

• The action taken for a packet that matches the policy’s tuples. Actions include the
following:

• permit

• firewall-authentication

• tunnel ipsec-vpn vpn-name

• pair-policy pair-policy-name

• source-nat pool pool-name

• pool-set pool-set-name

• interface

• destination-nat name

• deny

• reject

• services-offload

Action or Action-type

Session log entry that indicates whether the at-create and at-close flags were set at
configuration time to log session information.

Session log

Nameofapreconfiguredschedulerwhosescheduledetermineswhen thepolicy is active
and can be used as a possible match for traffic.

Scheduler name

• Input bytes—The total number of bytes presented for processing by the device.

• Initial direction—The number of bytes presented for processing by the device from
the initial direction.

• Reply direction—The number of bytes presented for processing by the device from
the reply direction.

• Output bytes—The total number of bytes actually processed by the device.

• Initial direction—The number of bytes from the initial direction actually processed
by the device.

• Reply direction—The number of bytes from the reply direction actually processed
by the device.

• Input packets—The total number of packets presented for processing by the device.

• Initialdirection—Thenumberofpacketspresented forprocessingby thedevice from
the initial direction.

• Replydirection—Thenumberofpacketspresented for processingby thedevice from
the reply direction.

• Output packets—The total number of packets actually processed by the device.

• Initial direction—The number of packets actually processed by the device from the
initial direction.

• Reply direction—The number of packets actually processed by the device from the
reply direction.

• Session rate—The total number of active and deleted sessions.

• Active sessions—The number of sessions currently present because of access control
lookups that used this policy.

• Session deletions—The number of sessions deleted since system startup.

• Policy lookups—The number of times the policy was accessed to check for a match.

Policy statistics
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Table 8: show security policies Output Fields (continued)

Field DescriptionField Name

Displays application-firewall profile. See redirect profile(dynamic-application)dynapp-redir-profile

Configured syn and sequence checks, and the configured TCPMSS value for the initial
direction, the reverse direction or, both.

Per policy TCPOptions

Sample Output

show security policies

user@host> show security policies

  From zone: trust, To zone: untrust
  Policy: p1, State: enabled, Index: 4, Sequence number: 1
    Source addresses:
    sa-1-ipv4: 198.51.100.11/24    
    sa-2-ipv6: 2001:db8:a0b:12f0::1/32
    sa-3-ipv6: 2001:db8:a0b:12f0::22/32
    sa-4-wc:   203.0.113.1/255.255.0.255
    Destination addresses:
    da-1-ipv4: 2.2.2.2/24
    da-2-ipv6: 2001:db8:a0b:12f0::8/32
    da-3-ipv6: 2001:db8:a0b:12f0::9/32  
    da-4-wc:   192.168.22.11/255.255.0.255
    Source identities: role1, role2, role4
    Applications: any
    Action: permit, application services, log, scheduled
    Application firewall : my_ruleset1 
  Policy: p2, State: enabled, Index: 5, Sequence number: 2
    Source addresses:
    sa-1-ipv4:  198.51.100.11/24
    sa-2-ipv6:  2001:db8:a0b:12f0::1/32
    sa-3-ipv6:  2001:db8:a0b:12f0::22/32
    Destination addresses:
    da-1-ipv4:  2.2.2.2/24
    da-2-ipv6:  2001:db8:a0b:12f0::1/32
    da-3-ipv6:  2001:db8:a0b:12f0::9/32
    Source identities: role1, role4
    Applications: any
    Action: deny, scheduled

show security policies (Dynamic Applications)

user@host>show security policies

  Policy: p1, State: enabled, Index: 4, Scope Policy: 0, Sequence number: 1
    Source addresses: any
    Destination addresses: any
    Applications: any
    Dynamic Applications: junos:YAHOO
    Action: deny, log
  Policy: p2, State: enabled, Index: 5, Scope Policy: 0, Sequence number: 2
    Source addresses: any
    Destination addresses: any
    Applications: any
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    Dynamic Applications: junos:web, junos:web:social-networking:facebook,
    junos:TFTP, junos:QQ
    Action: permit, log
  Policy: p3, State: enabled, Index: 6, Scope Policy: 0, Sequence number: 3
    Source addresses: any
    Destination addresses: any
    Applications: any
    Dynamic Applications: junos:HTTP, junos:SSL
    Action: permit, application services, log

The following example displays the output with unified policies configured.

user@host> show security policies

Default policy: deny-all
Pre ID default policy: permit-all
From zone: trust, To zone: untrust
  Policy: p2, State: enabled, Index: 4, Scope Policy: 0, Sequence number: 1
    Source addresses: any
    Destination addresses: any
    Applications: junos-defaults
    Dynamic Applications: junos:GMAIL, junos:FACEBOOK-CHAT
    dynapp-redir-profile: profile1

show security policies policy-name detail

user@host> show security policies policy-name p1 detail

  Policy: p1, action-type: permit, State: enabled, Index: 4, Scope Policy: 0
  Description: The policy p1 is for the sales team
  Sequence number: 1
  From zone: trust, To zone: untrust
  Source addresses:
    sa-1-ipv4:  198.51.100.11/24
    sa-2-ipv6:  2001:db8:a0b:12f0::1/32
    sa-3-ipv6:  2001:db8:a0b:12f0::9/32
    sa-4-wc:    203.0.113.1/255.255.0.255
  Destination addresses:
    da-1-ipv4: 192.0.2.0/24
    da-2-ipv6: 2001:db8:a0b:12f0::1/32
    da-3-ipv6: 2001:db8:a0b:12f0::9/32
    da-4-wc:   192.168.22.11/255.255.0.255
 Source identities:
  role1
  role2
  role4
  Application: any
    IP protocol: 0, ALG: 0, Inactivity timeout: 0
      Source port range: [0-0]
      Destination port range: [0-0]
  Destination Address Translation: drop translated
  Application firewall :
  Rule-set: my_ruleset1
    Rule: rule1
      Dynamic Applications: junos:FACEBOOK-ACCESS, junos:YMSG
      Dynamic Application groups: junos:web, junos:chat
      Action: deny
    Default rule: permit      
  Session log: at-create, at-close
  Scheduler name: sch20
  Per policy TCP Options: SYN check: No, SEQ check: No
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  Policy statistics:
    Input  bytes       :                18144                  545 bps
      Initial direction:                 9072                 272 bps  
      Reply direction  :                 9072                  272 bps 
    Output bytes       :                18144                  545 bps
      Initial direction:                 9072                  272 bps 
      Reply direction  :                 9072                  272 bps 
    Input  packets     :                  216                    6 pps
      Initial direction:                  108                    3 bps   
      Reply direction  :                  108                    3 bps   
    Output packets     :                  216                    6 pps
      Initial direction:                  108                    3 bps   
      Reply direction  :                  108                    3 bps   
    Session rate       :                  108                    3 sps
    Active sessions    :                   93
    Session deletions  :                   15
    Policy lookups     :                  108

The following example displays the output with unified policies configured.

user@host> show security policies policy-name p1 detail

Default policy: permit-all
Pre ID default policy: permit-all
From zone: trust, To zone: trust
  Policy: p1, State: enabled, Index: 4, Scope Policy: 0, Sequence number: 1
    Source addresses: any
    Destination addresses: any
    Applications: any
    Action: reject
    dynapp-redir-profile: profile1

show security policies (Services-Offload)

user@host> show security policies

  Policy: p1, action-type: reject, State: enabled, Index: 4, Scope Policy: 0
  Policy Type: Configured
  Sequence number: 1
  From zone: trust, To zone: trust
  Source addresses:
    any-ipv4(global): 0.0.0.0/0 
    any-ipv6(global): ::/0
  Destination addresses:
    any-ipv4(global): 0.0.0.0/0 
    any-ipv6(global): ::/0
  Application: any
    IP protocol: 0, ALG: 0, Inactivity timeout: 0
      Source port range: [0-0] 
      Destination port range: [0-0]
  dynapp-redir-profile: profile1(1)
  Per policy TCP Options: SYN check: No, SEQ check: No, Window scale: No

show security policies (Device Identity)

user@host> show security policies
From zone: trust, To zone: untrust
       Policy: dev-id-marketing, State: enabled, Index: 5, Scope Policy: 0, 
Sequence number: 1
         Source addresses: any
         Destination addresses: any
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         source-end-user-profile: marketing-profile
         Applications: any
         Action: permit

show security policies detail

user@host> show security policies detail

Default policy: deny-all
Policy: p1, action-type: permit, services-offload:enabled , State: enabled, Index:
 4, Scope Policy: 0
  Policy Type: Configured
  Description: The policy p1 is for the sales team
  Sequence number: 1
  From zone: trust, To zone: untrust
  Source addresses:
    any-ipv4(global):  0.0.0.0/0  
    any-ipv6(global): ::/0
  Destination addresses:
    any-ipv4(global):  0.0.0.0/0   
    any-ipv6(global): ::/0
 Source identities:
  role1
  role2
  role4
  Application: any
    IP protocol: 0, ALG: 0, Inactivity timeout: 0
      Source port range: [0-0] 
      Destination port range: [0-0]
  Per policy TCP Options: SYN check: No, SEQ check: No
  Policy statistics:
    Input  bytes       :                18144                  545 bps
      Initial direction:                 9072                 272 bps  
      Reply direction  :                 9072                  272 bps 
    Output bytes       :                18144                  545 bps
      Initial direction:                 9072                  272 bps 
      Reply direction  :                 9072                  272 bps 
    Input  packets     :                  216                    6 pps
      Initial direction:                  108                    3 bps   
      Reply direction  :                  108                    3 bps   
    Output packets     :                  216                    6 pps
      Initial direction:                  108                    3 bps   
      Reply direction  :                  108                    3 bps   
    Session rate       :                  108                    3 sps
    Active sessions    :                   93
    Session deletions  :                   15
    Policy lookups     :                  108    
Policy: p2, action-type: permit, services-offload:enabled , State: enabled, Index:
 5, Scope Policy: 0
  Policy Type: Configured
  Description: The policy p2 is for the sales team
  Sequence number: 1
  From zone: untrust, To zone: trust
  Source addresses:
    any-ipv4(global):  0.0.0.0/0   
    any-ipv6(global): ::/0
  Destination addresses:
    any-ipv4(global):  0.0.0.0/0   
    any-ipv6(global): ::/0
 Source identities:
  role1
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  role2
  role4
  Application: any
    IP protocol: 0, ALG: 0, Inactivity timeout: 0
      Source port range: [0-0] 
      Destination port range: [0-0]
  Per policy TCP Options: SYN check: No, SEQ check: No

The following example displays the output with unified policies configured.

user@host> show security policies detail

Default policy: deny-all
Pre ID default policy: permit-all
Policy: p2, action-type: reject, State: enabled, Index: 4, Scope Policy: 0
  Policy Type: Configured
  Sequence number: 1
  From zone: trust, To zone: untrust
  Source addresses:
    any-ipv4(global): 0.0.0.0/0 
    any-ipv6(global): ::/0
  Destination addresses:
    any-ipv4(global): 0.0.0.0/0 
    any-ipv6(global): ::/0
  Application: junos-defaults
    IP protocol: 6, ALG: 0, Inactivity timeout: 1800
      Source port range: [0-0] 
      Destination port range: [443-443]
    IP protocol: 6, ALG: 0, Inactivity timeout: 1800
      Source port range: [0-0] 
      Destination port range: [5432-5432]
    IP protocol: 6, ALG: 0, Inactivity timeout: 1800
      Source port range: [0-0] 
      Destination port range: [80-80]
    IP protocol: 6, ALG: 0, Inactivity timeout: 1800
      Source port range: [0-0] 
      Destination port range: [3128-3128]
    IP protocol: 6, ALG: 0, Inactivity timeout: 1800
      Source port range: [0-0] 
      Destination port range: [8000-8000]
    IP protocol: 6, ALG: 0, Inactivity timeout: 1800
      Source port range: [0-0] 
      Destination port range: [8080-8080]
    IP protocol: 17, ALG: 0, Inactivity timeout: 60
      Source port range: [0-0] 
      Destination port range: [1-65535]
    IP protocol: 6, ALG: 0, Inactivity timeout: 1800
      Source port range: [0-0] 
      Destination port range: [443-443]
    IP protocol: 6, ALG: 0, Inactivity timeout: 1800
      Source port range: [0-0] 
      Destination port range: [5432-5432]
    IP protocol: 6, ALG: 0, Inactivity timeout: 1800
      Source port range: [0-0] 
      Destination port range: [80-80]
    IP protocol: 6, ALG: 0, Inactivity timeout: 1800
      Source port range: [0-0] 
      Destination port range: [3128-3128]
    IP protocol: 6, ALG: 0, Inactivity timeout: 1800
      Source port range: [0-0] 
      Destination port range: [8000-8000]
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    IP protocol: 6, ALG: 0, Inactivity timeout: 1800
      Source port range: [0-0] 
      Destination port range: [8080-8080]
    IP protocol: 17, ALG: 0, Inactivity timeout: 60
      Source port range: [0-0]          
      Destination port range: [1-65535]
  Dynamic Application: 
    junos:FACEBOOK-CHAT: 10704 
    junos:GMAIL: 51
  dynapp-redir-profile: profile1(1)
  Per policy TCP Options: SYN check: No, SEQ check: No, Window scale: No

show security policies detail (TCPOptions)

user@host> show security policies policy-name p2 detail
node0:
--------------------------------------------------------------------------
Policy:p2, action-type:permit, State: enabled,Index: 4, Scope Policy: 0
  Policy Type: Configured
  Sequence number: 1
  From zone: trust, To zone: trust
  Source addresses:
    any-ipv4(global): 0.0.0.0/0
    any-ipv6(global): ::/0
  Destination addresses:
    any-ipv4(global): 0.0.0.0/0
    any-ipv6(global): ::/0
  Application: junos-defaults
    IP protocol: tcp, ALG: 0, Inactivity timeout: 0
      Source port range: [0-0]
 Destination port range: [80-80]
Per policy TCP Options: SYN check: No, SEQ check: No, Window scale: No
  Dynamic-application: junos:HTTP

show security policies policy-name (Negated Address)

user@host> show security policies policy-name p1
node0:
--------------------------------------------------------------------------
From zone: trust, To zone: untrust
  Policy: p1, State: enabled, Index: 4, Scope Policy: 0, Sequence number: 1
    Source addresses(excluded): as1
    Destination addresses(excluded): as2
    Applications: any
    Action: permit

show security policies policy-name detail (Negated Address)

user@host> show security policies policy-name p1 detail
node0:
--------------------------------------------------------------------------
Policy: p1, action-type: permit, State: enabled, Index: 4, Scope Policy: 0
  Policy Type: Configured
  Sequence number: 1
  From zone: trust, To zone: untrust
  Source addresses(excluded):
    ad1(ad): 255.255.255.255/32  
    ad2(ad):  198.51.100.1/24 
    ad3(ad):  198.51.100.6  ~ 198.51.100.56  
    ad4(ad):  192.0.2.8/24
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    ad5(ad):  198.51.100.99 ~ 198.51.100.199 
    ad6(ad):  203.0.113.9/24 
    ad7(ad):  203.0.113.23/24
  Destination addresses(excluded): 
    ad13(ad2): 198.51.100.76/24  
    ad12(ad2): 198.51.100.88/24  
    ad11(ad2): 192.0.2.23 ~ 192.0.2.66  
    ad10(ad2): 192.0.2.93  
    ad9(ad2):  203.0.113.76 ~ 203.0.113.106 
    ad8(ad2):  203.0.113.199
  Application: any
    IP protocol: 0, ALG: 0, Inactivity timeout: 0
      Source port range: [0-0] 
      Destination port range: [0-0]
  Per policy TCP Options: SYN check: No, SEQ check: No

show security policies global

user@host> show security policies global policy-name Pa
node0:
--------------------------------------------------------------------------
  Global policies:
  Policy: Pa, State: enabled, Index: 6, Scope Policy: 0, Sequence number: 1
    From zones: any
    To zones: any  
    Source addresses: H0
    Destination addresses: H1
    Applications: junos-http
    Action: permit
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show security utm anti-spam statistics

Syntax show security utm anti-spam statistics

Release Information Command introduced in Junos OS Release 9.5.

Support for UTM in chassis cluster added in Junos OS Release 11.4.

Description Display antispam statistics for connections including total e-mail scanned, tagged, and

dropped connections.

Statistics from both the nodes (with full chassis cluster support for UTM) are displayed.

Starting in Junos OSRelease 18.2R1, on SRX5000Series devices, the options pic and fpc

to display physical interface cards (PICs) and Flexible PIC Concentrator (FPC) statistics

are not supported.

Required Privilege
Level

view

Related
Documentation

clear security utm anti-spam statistics on page 349•

• show security utm anti-spam status on page 379

Output Fields show security utm anti-spam statistics

Output fields are listed in the approximate order in which they appear.

show security utm anti-spam statistics

user@host> show security utm anti-spam statistics
Total connections:     0 
Denied connections:    0
Total greetings:       0
Denied greetings:      0
Total e-mail scanned:  0
White list hit:        0
Black list hit:        0
Spam total:            0
Spam tagged:           0
Spam dropped:          0
DNS errors:            0
Timeout errors:        0
Return errors:         0
Invalid parameter errors: 0
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show security utm anti-spam status

Syntax show security utm anti-spam status

Release Information Command introduced in Junos OS Release 9.5 .

Support for UTM in chassis cluster added in Junos OS Release 11.4 .

Description Display antispam status for connections including whitelist and blacklist server

information. Status of both the nodes (with full chassis cluster support for UTM) is

displayed.

Required Privilege
Level

view

Related
Documentation

clear security utm anti-spam statistics on page 349•

• show security utm anti-spam statistics on page 378

Output Fields show security utm anti-spam status

Output fields are listed in the approximate order in which they appear.

show security utm anti-spam status

user@host> show security utm anti-spam status
SBL Whitelist Server:
SBL Blacklist Server:
    msgsecurity.example.net

DNS Server:
    Primary  :     1.2.3.4, Src Interface: ge-0/0/0
    Secondary:     0.0.0.0, Src Interface: ge-0/0/1
    Ternary  :     0.0.0.0, Src Interface: fe-0/0/2 
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show security utm anti-virus statistics

Syntax show security utm anti-virus statistics <fpc <fpc-slot fpc-slot pic-slot pic-slot>>

Release Information Command introduced in Junos OS Release 9.5. Support for Sophos Antivirus added in

Junos OS Release 11.1.

Support for UTM in chassis cluster added in Junos OS Release 11.4. Support for Flexible

PIC Concentrator (FPC) and PIC status added in Junos OS Release 12.1X46-D10.

Starting in Junos OSRelease 18.2R1, on SRX5000Series devices, the options pic and fpc

are deprecated—rather than immediately removed—to provide backward compatibility.

Description Display antivirus statistics for connections including clean and infected files, scan engine

status, and aggregated statistics from all FPCs and PICs. Statistics from both the nodes

(with full chassis cluster support for UTM) are displayed.

Required Privilege
Level

view

Related
Documentation

clear security utm antivirus statistics on page 350•

• show security utm anti-virus status on page 382

• The Express and Kaspersky Antivirus feature is not supported from Junos OS Release

15.1X49-D10 onwards.request security utm anti-virus juniper-express-engine on
page 354

• request security utm anti-virus kaspersky-lab-engine on page 355

List of Sample Output show security utm anti-virus statistics on page 380
show security utm anti-virus statistics fpc on page 381
show security utm anti-virus statistics fpc fpc-slot 5 pic-slot 0 on page 381

Output Fields show security utm anti-virus statistics

Output fields are listed in the approximate order in which they appear.

Sample Output

show security utm anti-virus statistics

user@host>show security utm anti-virus statistics
 UTM Anti Virus statistics:
 MIME-whitelist passed:                0
 URL-whitelist passed:                 0
 Scan Request:

  Total           Clean         Threat-found    Fallback
       0               0              0               0

 Fallback:
                              Log-and-Permit    Block             Permit
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 Engine not ready:                0                 0                 0
 Out of resources:                0                 0                 0
 Timeout:                         0                 0                 0
 Maximum content size:            0                 0                 0
 Too many requests:               0                 0                 0
 Others:                          0                 0                 0

show security utm anti-virus statistics fpc

user@host>show security utm anti-virus statistics fpc

 fpc-slot 5 pic-slot 0
 UTM Anti Virus statistics:
 MIME-whitelist passed:                0
 URL-whitelist passed:                 0
 Scan Request:

  Total           Clean         Threat-found    Fallback
       0               0              0               0

 Fallback:
                              Log-and-Permit    Block             Permit
 Engine not ready:                0                 0                 0
 Out of resources:                0                 0                 0
 Timeout:                         0                 0                 0
 Maximum content size:            0                 0                 0
 Too many requests:               0                 0                 0
 Others:                          0                 0                 0

show security utm anti-virus statistics fpc fpc-slot 5 pic-slot 0

user@host>show security utm anti-virus statistics fpc fpc-slot 5 pic-slot 0
 UTM Anti Virus statistics:
 MIME-whitelist passed:                0
 URL-whitelist passed:                 0
 Scan Request:

  Total           Clean         Threat-found    Fallback
       0               0              0               0

 Fallback:
                              Log-and-Permit    Block             Permit
 Engine not ready:                0                 0                 0
 Out of resources:                0                 0                 0
 Timeout:                         0                 0                 0
 Maximum content size:            0                 0                 0
 Too many requests:               0                 0                 0
 Others:                          0                 0                 0
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show security utm anti-virus status

Syntax show security utm anti-virus status <fpc <fpc-slot fpc-slot pic-slot pic-slot>>

Release Information Command introduced in Junos OS Release 9.5.

Support for UTM in chassis cluster added in Junos OS Release 11.4. Support for Flexible

PIC Concentrator (FPC) and PIC status added in Junos OS Release 12.1X46-D10.

Starting in Junos OSRelease 18.2R1, on SRX5000Series devices, the options pic and fpc

to display PIC and FPC statistics are not supported.

Description Display antivirus status for connections including clean and infected files, scan engine

status, and aggregated status from all FPCs and PICs. Status of both the nodes (with

full chassis cluster support for UTM) is displayed.

Required Privilege
Level

view

Related
Documentation

clear security utm antivirus statistics on page 350•

• show security utm anti-virus statistics on page 380

List of Sample Output show security utm anti-virus status on page 382
show security utm anti-virus status fpc on page 382
show security utm anti-virus status fpc fpc-slot 5 pic-slot 0 on page 383

Output Fields show security utm anti-virus status

Output fields are listed in the approximate order in which they appear.

Sample Output

show security utm anti-virus status

user@host> show security utm anti-virus status
 UTM anti-virus status:

    Anti-virus key expire date: 2017-04-01 00:00:00
    Update server: https://update.juniper-updates.net/SAV/
    Interval: 1440 minutes
    Pattern update status: next update in 1439 minutes
    Last result: new database downloaded
    Anti-virus signature version: 1.13 (1.02)
    Scan engine type: sophos-engine
    Scan engine information: last action result: No error     

show security utm anti-virus status fpc

user@host> show security utm anti-virus status fpc
 fpc-slot 5 pic-slot 0
 UTM anti-virus status:
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    Anti-virus key expire date: license not installed
    Update server: http://update.juniper-updates.net/SAV/
           Interval: 1440 minutes
           Pattern update status: update disabled due to no license
           Last result: already have latest database
    Anti-virus signature version:  000000_00
    Scan engine type: sophos-engine
    Scan engine information: last action result: No error

show security utm anti-virus status fpc fpc-slot 5 pic-slot 0

user@host> show security utm anti-virus status fpc fpc-slot 5 pic-slot 0
 UTM anti-virus status:

    Anti-virus key expire date: license not installed
    Update server: http://update.juniper-updates.net/SAV/
           Interval: 1440 minutes
           Pattern update status: update disabled due to no license
           Last result: already have latest database
    Anti-virus signature version: 000000_00
    Scan engine type: sophos-engine
    Scan engine information: last action result: No error
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show security utm content-filtering statistics

Syntax show security utm content-filtering statistics

Release Information Command introduced in Junos OS Release 9.5.

Support for UTM in chassis cluster added in Junos OS Release 11.4.

Starting in Junos OSRelease 18.2R1, on SRX5000Series devices, the options pic and fpc

to display physical interface cards (PICs) and Flexible PIC Concentrator (FPC) statistics

are not supported.

Description Display content-filtering statistics for connections including lists of blocked files and the

reasons for blocking. Statistics from both the nodes (with full chassis cluster support for

UTM) are displayed.

Required Privilege
Level

view

Related
Documentation

clear security utm content-filtering statistics on page 351•

Output Fields show security utm content-filtering statistics

Output fields are listed in the approximate order in which they appear.

show security utm content-filtering statistics

user@host> show security utm content-filtering statistics
Content-filtering-statistic:         Blocked
     Base on command list:                    0
     Base on mime list:                       0
     Base on extension list:                  0
     ActiveX plugin:                          0
     Java applet:                             0
     EXE files:                               0
     ZIP files:                               0
     HTTP cookie:                             0
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show security utm session

Syntax show security utm session

Release Information Command introduced in Junos OS Release 9.5.

Support for UTM in chassis cluster added in Junos OS Release 11.4.

Starting in Junos OSRelease 18.2R1, on SRX5000Series devices, the options pic and fpc

to display physical interface cards (PICs) and Flexible PIC Concentrator (FPC) statistics

are not supported.

Description Display general UTM session information including all allocated sessions and active

sessions. Also, display information from both nodes in a chassis cluster.

Required Privilege
Level

view

Related
Documentation

clear security utm session on page 352•

• show security utm status on page 386

Output Fields show security utm session

When you enter this command, you are provided feedback on the status of your request.

show security utm session

user@host> show security utm session
Maximum sessions:           4000
 Total allocated sessions:         0
 Total freed sessions:             0
 Active sessions:                  0
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show security utm status

Syntax show security utm status

Release Information Command introduced in Junos OS Release 9.5.

Support for UTM in chassis cluster added in Junos OS Release 11.4.

Description Displaywhether theUTM service is running or not and status of both the nodes (with full

chassis cluster support for UTM).

Required Privilege
Level

view

Related
Documentation

clear security utm session on page 352•

• show security utm session on page 385

Output Fields show security utm status

When you enter this command, you are provided feedback on the status of your request.

show security utm status

user@host> show security utm status
UTM service status: Running
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show security utmweb-filtering category base-filter

Syntax show security utmweb-filtering category base-filter

Release Information Command introduced in Junos OS Release 17.4.

Description Show the list of predefined base filters. A base filter is an object that contains a

category-action pair for all categories defined in the category file. A base filter is a

structured object, and is defined with the help of a filter name and an array of

category-action pairs. Each EnhancedWeb Filtering (EWF) category has a default action

in a base filter, which is attached to the user profile to act as a backup filter. If the

categories are not configured in the user profile, the base filter takes the action. Junos

OS Release 17.4R1 also supports online upgradation of base filters.

Required Privilege
Level

view

Related
Documentation

category (SecurityWeb Filtering) on page 161•

• request security utmweb-filtering category install on page 357

• show security utmweb-filtering category status on page 392

Sample Output

show security utmweb-filtering category base-filter

user@host> show security utmweb-filtering category base-filter
Base-filter: ewf-default-filter
    Enhanced_Adult_Material                                                block

    Enhanced_Business_and_Economy                                          permit

    Enhanced_Education                                                     permit

    Enhanced_Government                                                    permit

    Enhanced_News_and_Media                                                permit

    Enhanced_Religion                                                      permit

    Enhanced_Society_and_Lifestyles                                        permit

    Enhanced_Special_Events                                                permit

    Enhanced_Information_Technology                                        permit

    Enhanced_Abortion                                                      block

    Enhanced_Advocacy_Groups                                               permit

    Enhanced_Entertainment                                                 permit

    Enhanced_Gambling                                                      block
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    Enhanced_Games                                                         block

    Enhanced_Illegal_or_Questionable                                       block

    Enhanced_Job_Search                                                    permit

    Enhanced_Shopping                                                      permit

    Enhanced_Sports                                                        permit

    Enhanced_Tasteless                                                     permit

    Enhanced_Travel                                                        permit

    Enhanced_Vehicles                                                      permit

    Enhanced_Violence                                                      block

    Enhanced_Weapons                                                       block

    Enhanced_Drugs                                                         block

    Enhanced_Militancy_and_Extremist                                       block

    Enhanced_Intolerance                                                   permit

    Enhanced_Health                                                        permit

    Enhanced_Website_Translation                                           permit

    Enhanced_Advertisements                                                permit

    Enhanced_User_Defined                                                  permit

    Enhanced_Nudity                                                        block

    Enhanced_Adult_Content                                                 block

    Enhanced_Sex                                                           block

    Enhanced_Financial_Data_and_Services                                   permit

    Enhanced_Cultural_Institutions                                         permit

    Enhanced_Media_File_Download                                           permit

    Enhanced_Military                                                      permit

    Enhanced_Political_Organizations                                       permit

    Enhanced_General_Email                                                 permit

    Enhanced_Proxy_Avoidance                                               block

    Enhanced_Search_Engines_and_Portals                                    permit

    Enhanced_Web_Hosting                                                   permit

    Enhanced_Web_Chat                                                      permit
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    Enhanced_Hacking                                                       block

    Enhanced_Alternative_Journals                                          permit

    Enhanced_Non_Traditional_Religions                                     block

    Enhanced_Traditional_Religions                                         permit

    Enhanced_Restaurants_and_Dining                                        permit

    Enhanced_Gay_or_Lesbian_or_Bisexual_Interest                           permit

    Enhanced_Personals_and_Dating                                          permit

    Enhanced_Alcohol_and_Tobacco                                           permit

    Enhanced_Prescribed_Medications                                        permit
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show security utmweb-filtering category category

Syntax show security utmweb-filtering category category

Release Information Command introduced in Junos OS Release 17.4.

Description Show the list of categories predefined byWebsense. A category list is available on the

device. This list consists of categories, each containing a category code, a name, and a

parent ID. Categories can also be user-defined. Each category consists of a list of URLs

or IP addresses. Categories are not updated dynamically and are tied to the Junos OS

release because they have to be compiled into the Junos OS image. Any update in

categories needs to be synchronized with the Junos OS release cycle.

NOTE: Starting with Junos OS Release 17.4R1, you can download and
dynamically load new EnhancedWeb Filtering (EWF) categories. The
downloading and dynamic loading of the newEWF categories do not require
a software upgrade.

Required Privilege
Level

view

Related
Documentation

category (SecurityWeb Filtering) on page 161•

• request security utmweb-filtering category install on page 357

• show security utmweb-filtering category base-filter on page 387

• Predefined Category Upgrading and Base Filter Configuration Overview on page 87

Sample Output

show security utmweb-filtering category category

user@host> show security utmweb-filtering category category
Enhanced_Adult_Material
    Enhanced_Business_and_Economy
    Enhanced_Education
    Enhanced_Government
    Enhanced_News_and_Media
    Enhanced_Religion
    Enhanced_Society_and_Lifestyles
    Enhanced_Special_Events
    Enhanced_Information_Technology
    Enhanced_Abortion
    Enhanced_Advocacy_Groups
    Enhanced_Entertainment
    Enhanced_Gambling
    Enhanced_Games
    Enhanced_Illegal_or_Questionable
    Enhanced_Job_Search
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    Enhanced_Shopping
    Enhanced_Sports
    Enhanced_Tasteless
    Enhanced_Travel
    Enhanced_Vehicles
    Enhanced_Violence
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show security utmweb-filtering category status

Syntax show security utmweb-filtering category status

Release Information Command introduced in Junos OS Release 17.4.

Description Show the current running version of the downloaded category file or the status of the

installed predefined file.

Required Privilege
Level

view

Related
Documentation

category (SecurityWeb Filtering) on page 161•

• request security utmweb-filtering category install on page 357

• show security utmweb-filtering category base-filter on page 387

Sample Output

show security utmweb-filtering category status

user@host> show security utmweb-filtering category status
 Installed version:  1
       Download version:   0
       Update status:      Done
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show security utmweb-filtering statistics

Syntax show security utmweb-filtering statistics <fpc <fpc-slot fpc-slot pic-slot pic-slot>>

Release Information Command introduced in Junos OS Release 9.5.

Support for UTM in chassis cluster added in Junos OS Release 11.4. Support for Flexible

PIC Concentrator (FPC) and PIC statistics added in Junos OS Release 12.1X46-D10.

Starting in Junos OSRelease 18.2R1, on SRX5000Series devices, the options pic and fpc

are deprecated—rather than immediately removed—to provide backward compatibility.

Description DisplayWeb filtering statistics for connections including whitelist and blacklist hits and

custom category hits. The aggregated statistics from all FPCs and PICs and statistics

from both the nodes (with full chassis cluster support for UTM) are also displayed.

Required Privilege
Level

view

Related
Documentation

clear security utmweb-filtering statistics on page 353•

• show security utmweb-filtering status on page 396

List of Sample Output show security utmweb-filtering statistics on page 393
show security utmweb-filtering statistics fpc on page 394
show security utmweb-filtering statistics fpc fpc-slot 5 pic-slot 0 on page 395

Output Fields show security utmweb-filtering statistics

Output fields are listed in the approximate order in which they appear.

Sample Output

show security utmweb-filtering statistics

user@host> show security utmweb-filtering statistics
 UTM web-filtering statistics:
    Total requests:                     0
    white list hit:                     0
    Black list hit:                     0
    Queries to server:                  0
    Server reply permit:                0
    Server reply block:                 0
    Server reply quarantine:            0
    Server reply quarantine block:      0
    Server reply quarantine permit:     0
    Custom category permit:             0
    Custom category block:              0
    Custom category quarantine:         0
    Custom category qurantine block:    0
    Custom category quarantine permit:  0
    Site reputation permit:             0
    Site reputation block:              0
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    Site reputation quarantine:         0
    Site reputation quarantine block:   0
    Site reputation quarantine permit:  0
    Site reputation by Category         0
    Site reputation by Global           0
    Cache hit permit:                   0
    Cache hit block:                    0
    Cache hit quarantine:               0
    Cache hit quarantine block:         0
    Cache hit quarantine permit:        0
    Safe-search redirect:               0
   SNI pre-check queries to server:    1
    SNI pre-check server responses:     1 
    Web-filtering sessions in total:    128000
    Web-filtering sessions in use:      0
    Fallback:                       log-and-permit           block
          Default                                 0               0
          Timeout                                 0               0
     Connectivity                                 0               0
Too-many-requests                                 0               0

show security utmweb-filtering statistics fpc

user@host> show security utmweb-filtering statistics fpc

 fpc-slot 5 pic-slot 0
 UTM web-filtering statistics:
    Total requests:                     0
    white list hit:                     0
    Black list hit:                     0
    Queries to server:                  0
    Server reply permit:                0
    Server reply block:                 0
    Server reply quarantine:            0
    Server reply quarantine block:      0
    Server reply quarantine permit:     0
    Custom category permit:             0
    Custom category block:              0
    Custom category quarantine:         0
    Custom category qurantine block:    0
    Custom category quarantine permit:  0
    Site reputation permit:             0
    Site reputation block:              0
    Site reputation quarantine:         0
    Site reputation quarantine block:   0
    Site reputation quarantine permit:  0
    Site reputation by Category         0
    Site reputation by Global           0
    Cache hit permit:                   0
    Cache hit block:                    0
    Cache hit quarantine:               0
    Cache hit quarantine block:         0
    Cache hit quarantine permit:        0
    Safe-search redirect:               0
  SNI pre-check queries to server:   1
    SNI pre-check server responses:     1
    Web-filtering sessions in total:    128000
    Web-filtering sessions in use:      0
    Fallback:                       log-and-permit           block
          Default                                 0               0
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          Timeout                                 0               0
     Connectivity                                 0               0
Too-many-requests                                 0               0

show security utmweb-filtering statistics fpc fpc-slot 5 pic-slot 0

user@host> show security utmweb-filtering statistics fpc fpc-slot 5 pic-slot 0
 UTM web-filtering statistics:
    Total requests:                     0
    white list hit:                     0
    Black list hit:                     0
    Queries to server:                  0
    Server reply permit:                0
    Server reply block:                 0
    Server reply quarantine:            0
    Server reply quarantine block:      0
    Server reply quarantine permit:     0
    Custom category permit:             0
    Custom category block:              0
    Custom category quarantine:         0
    Custom category qurantine block:    0
    Custom category quarantine permit:  0
    Site reputation permit:             0
    Site reputation block:              0
    Site reputation quarantine:         0
    Site reputation quarantine block:   0
    Site reputation quarantine permit:  0
    Site reputation by Category         0
    Site reputation by Global           0
    Cache hit permit:                   0
    Cache hit block:                    0
    Cache hit quarantine:               0
    Cache hit quarantine block:         0
    Cache hit quarantine permit:        0
    Safe-search redirect:               0
  SNI pre-check queries to server:   1
    SNI pre-check server responses:     1
    Web-filtering sessions in total:    128000
    Web-filtering sessions in use:      0
    Fallback:                       log-and-permit           block
          Default                                 0               0
          Timeout                                 0               0
     Connectivity                                 0               0
Too-many-requests                                 0               0
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show security utmweb-filtering status

Syntax show security utmweb-filtering status <fpc <fpc-slot fpc-slot pic-slot pic-slot>>

Release Information Command introduced in Junos OS Release 9.5.

Support for UTM in chassis cluster added in Junos OS Release 11.4. Support for Flexible

PIC Concentrator (FPC) and PIC status added in Junos OS Release 12.1X46-D10.

Starting in Junos OSRelease 18.2R1, on SRX5000Series devices, the options pic and fpc

to display PIC and FPC statistics are not supported.

Description Display whether theWeb filtering server connection is up or not. The aggregated status

from all FPCs and PICs and status of both the nodes (with full chassis cluster support

for UTM) are also displayed.

Required Privilege
Level

view

Related
Documentation

clear security utmweb-filtering statistics on page 353•

• show security utmweb-filtering statistics on page 393

List of Sample Output show security utmweb-filtering status on page 396
show security utmweb-filtering status fpc on page 396
show security utmweb-filtering status fpc fpc-slot 5 pic-slot 0 on page 396
show security utmweb-filtering chassis cluster status on page 397

Output Fields show security utmweb-filtering status

Output fields are listed in the approximate order in which they appear.

Sample Output

show security utmweb-filtering status

user@host> show security utmweb-filtering status
 UTM web-filtering status:
    Server status: Juniper Enhanced using Websense server UP

show security utmweb-filtering status fpc

user@host> show security utmweb-filtering status fpc
 UTM web-filtering status fpc:
 fpc-slot 5 pic-slot 0
 Connectivity status: UP
 fpc-slot 0 pic-slot 1
 Connectivity status: UP

show security utmweb-filtering status fpc fpc-slot 5 pic-slot 0

user@host> show security utmweb-filtering status fpc fpc-slot 5 pic-slot 0
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 UTM web-filtering status:
 Connectivity status: UP

show security utmweb-filtering chassis cluster status

{primary:node0}
user@host>  show security utm web-filtering status
node0:
--------------------------------------------------------------------------
 UTM web-filtering status: 
    Server status: Juniper Enhanced using Websense server UP

node1:
--------------------------------------------------------------------------
 UTM web-filtering status: 
    Server status: Juniper Enhanced using Websense server DOWN

Starting with 12.3X48-D10 and Junos OS Release 17.3R1, on SRX210, SRX220, SRX240,

SRX300, SRX320, SRX340, SRX345, and SRX550Mdevices, the UTMprocess has been

moved to the Packet Forwarding Engine (PFE). Starting with 12.1X46-D10 and Junos OS

Release 17.3R1, on SRX1400, SRX1500, SRX3400, SRX3600, SRX4100, SRX4200,

SRX4600, SRX5400, and SRX5600 devices, the UTM process has beenmoved to the

PFE. Hence, the status shows down on the secondary node of the cluster.
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