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About the Documentation

« Documentation and Release Notes on page xiii
« Using the Examples in This Manual on page xiii
« Documentation Conventions on page xv

« Documentation Feedback on page xvii

« Requesting Technical Support on page xvii

Documentation and Release Notes

To obtain the most current version of all Juniper Networks” technical documentation,
see the product documentation page on the Juniper Networks website at
https://www.juniper.net/documentation/.

If the information in the latest release notes differs from the information in the
documentation, follow the product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject
matter experts. These books go beyond the technical documentation to explore the
nuances of network architecture, deployment, and administration. The current list can
be viewed at https://www.juniper.net/books.

Using the Examples in This Manual

If you want to use the examples in this manual, you can use the load merge or the load
merge relative command. These commands cause the software to merge the incoming
configuration into the current candidate configuration. The example does not become
active until you commit the candidate configuration.

If the example configuration contains the top level of the hierarchy (or multiple
hierarchies), the example is a full example. In this case, use the load merge command.

If the example configuration does not start at the top level of the hierarchy, the example
is a snippet. In this case, use the load merge relative command. These procedures are
described in the following sections.
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Merging a Full Example

To merge a full example, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration example into a
text file, save the file with a name, and copy the file to a directory on your routing
platform.

For example, copy the following configuration to a file and name the file ex-script.conf.
Copy the ex-script.conf file to the /var/tmp directory on your routing platform.

system {
scripts {
commit {
file ex-script.xsl;

}
}
}

interfaces {
fxpO {
disable;
unit O {
family inet {
address 10.0.0.1/24;

}
}
}
}

2. Merge the contents of the file into your routing platform configuration by issuing the
load merge configuration mode command:

[edit]
user@host# load merge /var/tmp/ex-script.conf
load complete

Merging a Snippet
To merge a snippet, follow these steps:

1. Fromthe HTML or PDF version of the manual, copy a configuration snippet into a text
file, save the file with a name, and copy the file to a directory on your routing platform.

For example, copy the following snippet to a file and name the file
ex-script-snippet.conf. Copy the ex-script-snippet.conf file to the /var/tmp directory
on your routing platform.

commit {
file ex-script-snippet.xsl; }

2. Move to the hierarchy level that is relevant for this snippet by issuing the following
configuration mode command:

[edit]
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user@host# edit system scripts
[edit system scripts]

3. Merge the contents of the file into your routing platform configuration by issuing the
load merge relative configuration mode command:

[edit system scripts]
user@host# load merge relative /var/tmp/ex-script-snippet.conf
load complete

For more information about the load command, see CLI Explorer.

Documentation Conventions

Table 1 on page xv defines notice icons used in this guide.

Table 1: Notice Icons

o Informational note Indicates important features or instructions.
g Caution Indicates a situation that might result in loss of data or hardware damage.
a Warning Alerts you to the risk of personal injury or death.
% Laser warning Alerts you to the risk of personal injury from a laser.

Q Tip Indicates helpful information.

Q Best practice Alerts you to a recommended use or implementation.

Table 2 on page xv defines the text and syntax conventions used in this guide.
Table 2: Text and Syntax Conventions

Convention Description Examples

Bold text like this Represents text that you type. To enter configuration mode, type the
configure command:

user@host> configure
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Table 2: Text and Syntax Conventions (continued)

Convention

Fixed-width text like this

Description

Represents output that appears on the
terminal screen.

Examples

user@host> show chassis alarms

No alarms currently active

Italic text like this « Introduces or emphasizes important « Apolicy term is a named structure
new terms. that defines match conditions and
« |dentifies guide names. actions.
« Identifies RFC and Internet draft titles. ¢ JUnos OS CLJ User Guide
« RFC1997 BGP Communities Attribute
[talic text like this Represents variables (options for which ~ Configure the machine’s domain name:
you substitute a value) in commands or
configuration statements. [edit]
root@# set system domain-name
domain-name
Text like this Represents names of configuration « To configure a stub area, include the

statements, commandes, files, and
directories; configuration hierarchy levels;
or labels on routing platform
components.

stub statement at the [edit protocols
ospf area area-id] hierarchy level.

« Theconsole portislabeled CONSOLE.

< > (angle brackets)

Encloses optional keywords or variables.

stub <default-metric metric>;

| (pipe symbol)

Indicates a choice between the mutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

broadcast | multicast

(string1 | string2 | string3)

# (pound sign)

[ 1 (square brackets)

Indicates a comment specified on the
same line as the configuration statement
to which it applies.

Encloses a variable for which you can
substitute one or more values.

rsvp { # Required for dynamic MPLS only

community name members [
community-ids ]

Indention and braces ({ })

Identifies a level in the configuration
hierarchy.

; (semicolon)

Identifies a leaf statement at a
configuration hierarchy level.

[edit]
routing-options {
static {
route default {
nexthop address;
retain;
1
1
}

GUI Conventions

Bold text like this

Represents graphical user interface (GUI)
items you click or select.

« Inthe Logical Interfaces box, select
All Interfaces.

« To cancel the configuration, click
Cancel.

XVi
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Table 2: Text and Syntax Conventions (continued)

Convention Description Examples
> (bold right angle bracket) Separates levels in a hierarchy of menu In the configuration editor hierarchy,
selections. select Protocols>Ospf.

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can
improve the documentation. You can provide feedback by using either of the following
methods:

« Online feedback rating system—On any page of the Juniper Networks TechLibrary site
at https://www.juniper.net/documentation/index.html, simply click the stars to rate the
content, and use the pop-up form to provide us with information about your experience.
Alternately, you can use the online feedback form at
https://www.juniper.net/documentation/feedback/.

« E-mail—Send your comments to techpubs-comments@juniper.net. Include the document
or topic name, URL or page number, and software version (if applicable).

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical Assistance
Center (JTAC). If you are a customer with an active J-Care or Partner Support Service
support contract, or are covered under warranty, and need post-sales technical support,
you can access our tools and resources online or open a case with JTAC.

« JTAC policies—For a complete understanding of our JTAC procedures and policies,
review the JTAC User Guide located at
https://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

« Product warranties—For product warranty information, visit
https://www.juniper.net/support/warranty/.

« JTAC hours of operation—The JTAC centers have resources available 24 hours a day,
7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online
self-service portal called the Customer Support Center (CSC) that provides you with the
following features:

« Find CSC offerings: https://www.juniper.net/customers/support/
« Search for known bugs: https:/prsearch.juniper.net/
« Find product documentation: https:/www.juniper.net/documentation/

« Find solutions and answer questions using our Knowledge Base: https://kb.juniper.net/
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. Download the latest versions of software and review release notes:
https://www.juniper.net/customers/csc/software/

« Search technical bulletins for relevant hardware and software notifications:
https://kb.juniper.net/InfoCenter/

. Join and participate in the Juniper Networks Community Forum:
https://www.juniper.net/company/communities/

. Open a case online in the CSC Case Management tool: https:/www.juniper.net/cm/

To verify service entitlement by product serial number, use our Serial Number Entitlement
(SNE) Tool: https://entitlementsearch.juniper.net/entitlementsearch/

Opening a Case with JTAC

You can open a case with JTAC on the Web or by telephone.

« Use the Case Management tool in the CSC at https://www.juniper.net/cm/.

. Call1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see
https://www.juniper.net/support/requesting-support.html.

Xviii
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CHAPTERI1

Overview

« NAT Overview on page 19
« NAT Configuration Overview on page 24

NAT Overview

Network Address Translation (NAT) is a mechanism to translate the IP address of a
computer or group of computers into a single public address when the packets are sent
out to the internet. By translating the IP address, only one IP address is publicized to the
outside network. Since only one IP address is visible to the outside world, NAT provides
additional security and it can have only one public address for the entire network instead
of having multiple IP addresses. For more information, see the following topics:

« Introduction to NAT on page 19
« Understanding NAT Rule Sets and Rules on page 20

Introduction to NAT

Network Address Translation (NAT) is a method for modifying or translating network
address information in packet headers. Either or both source and destination addresses
in a packet may be translated. NAT can include the translation of port numbers as well
as IP addresses.

NAT is described in RFC 1631 to solve IP (version 4) address depletion problems. Since
then, NAT has been found to be a useful tool for firewalls, traffic redirect, load sharing,
network migrations, and so on.

The following types of NAT are supported on Juniper Networks devices:

. Static NAT
« Destination NAT
« Source NAT

0 NOTE: SRX Series devices perform both policy lookup and service lookup
based on the translated destination port.
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You can use the NAT Wizard to perform basic NAT configuration. To perform more
advanced configuration, use the J-Web interface or the CLI.

« Source NAT on page 41
« Destination NAT on page 101
. Static NAT on page 123

Understanding NAT Rule Sets and Rules

NAT processing centers on the evaluation of NAT rule sets andrules. Arule set determines
the overall direction of the traffic to be processed. For example, a rule set can select
traffic from a particular interface or to a specific zone. A rule set can contain multiple
rules. Once a rule set is found that matches specific traffic, each rule in the rule set is
evaluated for a match. Each rule in the rule set further specifies the traffic to be matched
and the action to be taken when traffic matches the rule.

This topic includes the following sections:

« NAT Rule Sets on page 20
« NAT Rules on page 21
» Rule Processing on page 22

« NAT Rule Capacity on page 23

NAT Rule Sets

A rule set specifies a general set of matching conditions for traffic. For static NAT and
destination NAT, a rule set specifies one of the following:

« Source interface
« Source zone

« Source routing instance
For source NAT rule sets, you configure both source and destination conditions:

. Source interface, zone, or routing instance

« Destination interface, zone, or routing instance

It is possible for a packet to match more than one rule set; in this case, the rule set with
the more specific match is used. An interface match is considered more specific than a
zone match, which is more specific than a routing instance match. If a packet matches
both a destination NAT rule set that specifies a source zone and a destination NAT rule
set that specifies a source interface, the rule set that specifies the source interface is the
more specific match.

Source NAT rule set matching is more complex because you specify both source and
destination conditions in a source NAT rule set. In the case where a packet matches more
than one source NAT rule set, the rule set chosen is based on the following
source/destination conditions (in order of priority):

20
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1. Source interface/destination interface

2. Source zone/destination interface

3. Source routing instance/destination interface

4. Source interface/destination zone

5. Source zone/destination zone

6. Source routing instance/destination zone

7. Source interface/destination routing instance

8. Source zone/destination routing instance

9. Source routing instance/destination routing instance

For example, you can configure rule set A, which specifies a source interface and a
destination zone, and rule set B, which specifies a source zone and a destination interface.
If a packet matches both rule sets, rule set B is the more specific match.

0 NOTE: You cannot specify the same source and destination conditions for
source NAT rule sets.

NAT Rules

Once a rule set that matches the traffic has been found, each rule in the rule set is
evaluated in order for a match. NAT rules can match on the following packet information:

« Source and destination address
« Source port (for source and static NAT only)

« Destination port

The first rule in the rule set that matches the traffic is used. If a packet matches a rule in
a rule set during session establishment, traffic is processed according to the action
specified by that rule.

You can use the show security nat source rule and show security nat destination rule and
the show security nat static rule commands to view the number of sessions for a specific
rule.
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Rule Processing

The NAT type determines the order in which NAT rules are processed. During the first
packet processing for a flow, NAT rules are applied in the following order:

1. Static NAT rules

2. Destination NAT rules

3. Route lookup

4. Security policy lookup

5. Reverse mapping of static NAT rules

6. Source NAT rules

Figure 1 on page 22 illustrates the order for NAT rule processing.

Figure 1: NAT Rule Processing
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Static NAT and destination NAT rules are processed before route and security policy
lookup. Static NAT rules take precedence over destination NAT rules. Reverse mapping
of static NAT rules takes place after route and security policy lookup and takes precedence
over source NAT rules. Source NAT rules are processed after route and security policy
lookup and after reverse mapping of static NAT rules.

The configuration of rules and rule sets is basically the same for each type of NAT—source,
destination, or static. But because both destination and static NAT are processed before
route lookup, you cannot specify the destination zone, interface or routing instance in

the rule set.
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NAT Rule Capacity

Table 3 on page 23 provides the NAT rule capacity requirements per device. Platform
support depends on the Junos OS release in your installation.

Table 3: Number of Rules on SRX Series Devices

SRX5400
NAT Rule SRX5600
Type SRX5800
Source 1024 1024 2048 8192 20,480 51,200 30,720
NAT rule
Destination 1024 1024 2048 8192 20,480 51,200 30,720
NAT rule
Static 1024 1024 2048 8192 20,480 51,200 30,720
NAT rule

The restriction on the number of rules per rule set is a device-wide limitation on how
many rules a device can support. This restriction is provided to help you better plan and
configure the NAT rules for the device.

For memory consumption, there is no guarantee to support these numbers (maximum
source rule or rule set + maximum destination rule or rule set + maximum static rule or
rule-set) at the same time for SRX3400, SRX3600, SRX5400, SRX5600, and SRX5800
devices.

Table 4 on page 23 provides the recommended maximum number of rules and rule sets
for SRX3400, SRX3600, SRX5400, SRX5600, and SRX5800 devices. Platform support
depends on the Junos OS release in your installation.

Table 4: Number of Rules and Rule Sets

SRX5400
SRX3400 SRX5600
Objects SRX3600 SRX4600 SRX5800
Total NAT rule setsper 20,480 51,200 30,720
system
Total NAT rules per 20,480 51,200 30,720
rule set
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NAT Configuration Overview

This topic describes how to configure Network Address Translation (NAT) and multiple
ISPs. Also, this topic helps to verify the NAT traffic by configuring the trace options and
monitoring NAT table. For more information, see the following topics:

« Configuring NAT Using the NAT Wizard on page 24

« Example: Configuring NAT for Multiple ISPs on page 24

« Configuring Proxy ARP for NAT (CLI Procedure) on page 36

« Configuring NAT trace options on page 37

« Monitoring NAT Incoming Table Information on page 38

« Monitoring Interface NAT Port Information on page 39

Configuring NAT Using the NAT Wizard

You can use the NAT Wizard to perform basic NAT configuration on SRX300, SRX320,
SRX340, SRX345, and SRX550M devices. To perform more advanced configuration, use
the J-Web interface or the CLI.

To configure NAT using the NAT Wizard:

1. Select Configure>Tasks>Configure NAT in the J-Web interface.

2. Click the Launch NAT Wizard button.

3. Follow the wizard prompts.

The upper-left area of the wizard page shows where you are in the configuration process.
The lower-left area of the page shows field-sensitive help. When you click a link under
the Resources heading, the document opens in your browser. If the document opens in
a new tab, be sure to close only the tab (not the browser window) when you close the
document.

Example: Configuring NAT for Multiple ISPs

This example shows how to configure a Juniper Networks device for address translation
of multiple ISPs.

« Requirements on page 25

« Overview on page 25

« Configuration on page 25

« Verification on page 36
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Requirements

Before you begin:

1. Configure network interfaces on the device. See Interfaces Feature Guide for Security
Devices.

2. Create security zones and assign interfaces to them. See Understanding Security Zones.

Overview

In this example, you can configure an SRX Series Services Gateway by connecting the
LAN to the Internet by using NAT feature through two ISP connections. In this
configuration, trust is the security zone for the private address space and the two untrust
security zones for the public address space are used to connect from LAN to the two
ISPs and vice versa. The example is a combination of source NAT rules to connect to
Internet from the LAN, and destination and static NAT rules to connect to the LAN from
Internet.

Configuration

Configuring NAT for Multiple ISPs

CLIQuick To quickly configure this example, copy the following commands, paste them into a text
Configuration file, remove any line breaks, change any details necessary to match your network
configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,
and then enter commit from configuration mode.

set routing-instances ispl instance-type virtual-router

set routing-instances ispl interface ge-0/0/2.0

set routing-instances isp1 routing-options static route 10.0.0.0/8 next-table inet.0

set routing-instances isp1 routing-options static route 0.0.0.0/0 next-hop 192.0.2.20

set routing-instances isp2 instance-type virtual-router

set routing-instances isp2 interface ge-0/0/3.0

set routing-instances isp2 routing-options static route 10.0.0.0/8 next-table inet.0

set routing-instances isp2 routing-options static route 0.0.0.0/0 next-hop 198.51.100.251

set routing-options interface-routes rib-group inet isp

set routing-options static route 10.0.0.0/8 next-hop 10.0.21.254

set routing-options rib-groups isp import-rib inet.0

set routing-options rib-groups isp import-rib ispl.inet.0

set routing-options rib-groups isp import-rib isp2.inet.0

set security policies from-zone trust to-zone untrust1 policy tr-untri-pol match
source-address any

set security policies from-zone trust to-zone untrust1 policy tr-untri-pol match
destination-address any

set security policies from-zone trust to-zone untrustl policy tr-untrl-pol match application
any

set security policies from-zone trust to-zone untrustl policy tr-untri-pol then permit

set security policies from-zone trust to-zone untrust2 policy tr-untr2-pol match
source-address any

set security policies from-zone trust to-zone untrust2 policy tr-untr2-pol match
destination-address any
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set security policies from-zone trust to-zone untrust2 policy tr-untr2-pol match application
any

set security policies from-zone trust to-zone untrust2 policy tr-untr2-pol then permit

set security policies from-zone untrustl to-zone untrust2 policy untrl-untr2-pol match
source-address any

set security policies from-zone untrustl to-zone untrust2 policy untrl-untr2-pol match
destination-address any

set security policies from-zone untrustl to-zone untrust2 policy untrl-untr2-pol match
application any

set security policies from-zone untrust1to-zone untrust2 policy untri-untr2-pol then reject

set security policies from-zone untrust2 to-zone untrustl1 policy untr2-untri-pol match
source-address any

set security policies from-zone untrust2 to-zone untrust1 policy untr2-untri-pol match
destination-address any

set security policies from-zone untrust2 to-zone untrust1 policy untr2-untri-pol match
application any

set security policies from-zone untrust2 to-zone untrustl policy untr2-untri-pol then reject

set security policies from-zone untrustl to-zone trust policy untri-tr-pol match
source-address any

set security policies from-zone untrustl to-zone trust policy untri-tr-pol match
destination-address ftp-ser

set security policies from-zone untrustl to-zone trust policy untri-tr-pol match
destination-address telnet-ser

set security policies from-zone untrust1to-zone trust policy untri-tr-pol match application
junos-ftp

set security policies from-zone untrust1 to-zone trust policy untri-tr-pol match application
junos-telnet

set security policies from-zone untrustl to-zone trust policy untri-tr-pol then permit

set security policies from-zone untrust2 to-zone trust policy untr2-tr-pol match
source-address any

set security policies from-zone untrust2 to-zone trust policy untr2-tr-pol match
destination-address 10.171.9.23/32

set security policies from-zone untrust2 to-zone trust policy untr2-tr-pol match
destination-address http-ser

set security policies from-zone untrust2 to-zone trust policy untr2-tr-pol match
destination-address 10.103.12.0/24

set security policies from-zone untrust2 to-zone trust policy untr2-tr-pol match application
junos-http

set security policies from-zone untrust2 to-zone trust policy untr2-tr-pol match application
junos-icmp-all

set security policies from-zone untrust2 to-zone trust policy untr2-tr-pol match application
junos-dhcp-server

set security policies from-zone untrust2 to-zone trust policy untr2-tr-pol then permit

set security nat source pool pool_1 address 192.0.2.40/32 t0 192.0.2.190/32

set security nat source pool pool_2 address 192.0.2.250/32

set security nat source pool pool_3 address 198.51.100.20/32 t0 198.51.100.30/32

set security nat source address-persistent

set security nat source pool-utilization-alarm raise-threshold 90

set security nat source pool-utilization-alarm clear-threshold 80

set security nat source rule-set SR_SET_1 from zone trust

set security nat source rule-set SR_SET_1 to zone untrustl

set security nat source rule-set SR_SET_1 rule rulel match source-address 10.11.0.0/16

set security nat source rule-set SR_SET_1 rule rulel match source-address 10.147.0.0/16

set security nat source rule-set SR_SET_1 rule rulel match destination-address 0.0.0.0/0

set security nat source rule-set SR_SET_1 rule rulel then source-nat pool pool_1

set security nat source rule-set SR_SET_1 rule rule2 match source-address 10.148.1.0/27
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set security nat source rule-set SR_SET_1rule rule2 match destination-address 0.0.0.0/0

set security nat source rule-set SR_SET_1 rule rule2 then source-nat interface

set security nat source rule-set SR_SET_2 from zone trust

set security nat source rule-set SR_SET_2 to zone untrust2

set security nat source rule-set SR_SET_2 rule rule3 match source-address 10.140.21.0/27

set security nat source rule-set SR_SET_2 rule rule3 then source-nat pool pool_3

set security nat sourcerule-set SR_SET_2rule rule4 match source-address 10.150.45.0/24

set security nat source rule-set SR_SET_2 rule rule4 then source-nat off

set security nat destination pool dppol_1 address 10.101.1.10/32

set security nat destination pool dppol_1 address port 21

set security nat destination pool dppol_2 address 10.101.1.11/32

set security nat destination pool dppol_2 address port 2101

set security nat destination pool dppol_3 address 10.103.12.251/32

set security nat destination pool dppol_3 address port 23

set security nat destination pool dppol_4 address 10.103.12.241/32

set security nat destination pool dppol_4 address port 23

set security nat destination pool dppol_5 address 10.103.1.11/32

set security nat destination pool dppol_5 address port 22

set security nat destination rule-set DR_SET1 from routing-instance isp1

set security nat destination rule-set DR_SET]1 rule rulel match destination-address
192.168.0.10/32

set security nat destination rule-set DR_SET1 rule rulel match destination-port 7230

set security nat destination rule-set DR_SET]1 rule rulel then destination-nat pool dppol_1

set security nat destination rule-set DR_SET1 rule rule2 match destination-address
192.169.1.0/24

set security nat destination rule-set DR_SET]1 rule rule2 then destination-nat pool dppol_2

set security nat destination rule-set DR_SET2 from routing-instance isp2

set security nat destination rule-set DR_SET?2 rule rule3 match destination-address
192.168.2.2/32

set security nat destination rule-set DR_SET2 rule rule3 match destination-port 7351

set security nat destinationrule-set DR_SET2rulerule3 then destination-nat pool dppol_3

set security nat destination rule-set DR_SET2 rule rule4 match destination-address
192.168.4.171/32

set security nat destination rule-set DR_SET2 rule rule4 match destination-port 3451

set security nat destinationrule-set DR_SET2 rule rule4 then destination-nat pool dppol_4

set security nat static rule-set ST_SET1 from zone trust

set security nat static rule-set ST_SET]1 rule rulel match destination-address 10.0.10.0/24

set security nat static rule-set ST_SET]1 rule rulel then static-nat prefix 192.168.5.0/24

set security nat static rule-set ST_SET2 from routing-instance isp1

set security nat static rule-set ST_SET2 rule rule2 match destination-address
192.168.6.0/24

set security nat static rule-set ST_SET2 rule rule2 then static-nat prefix 10.107.30.0/24

set security nat static rule-set ST_SET2 rule rule3 match destination-address
192.168.0.10/32

set security nat static rule-set ST_SET2 rule rule3 then static-nat prefix 10.171.9.23/32

Step-by-Step  The following example requires you to navigate various levels in the configuration
Procedure hierarchy. For instructions on how to do that, see Using the CL| Editor in Configuration
Mode in the Junos OS CLI User Guide.

1. Configure routing instances.

[edit ]
user@host# set routing-instances ispl instance-type virtual-router
user@host# set routing-instances ispl interface ge-0/0/2.0
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user@host# set routing-instances isp1 routing-options static route 10.0.0.0/8
next-table inet.0

user@host# set routing-instances isp1 routing-options static route 0.0.0.0/0
next-hop 192.0.2.20

user@host# set routing-instances isp2 instance-type virtual-router

user@host# set routing-instances isp2 interface ge-0/0/3.0

user@host# set routing-instances isp2 routing-options static route 10.0.0.0/8
next-table inet.0

user@host# set routing-instances isp2 routing-options static route 0.0.0.0/0
next-hop 198.51.100.251

2. Configure rib groups and routing options.

[edit ]

user@host# set routing-options interface-routes rib-group inet isp
user@host# set routing-options static route 10.0.0.0/8 next-hop 10.0.21.254
user@host# set routing-options rib-groups isp import-rib inet.0

user@host# set routing-options rib-groups isp import-rib ispl.inet.0
user@host# set routing-options rib-groups isp import-rib isp2.inet.0

3.  Configure security policies.

[edit security policies]

user@host# set from-zone trust to-zone untrustl policy tr-untrl-pol match
source-address any

user@host# set from-zone trust to-zone untrustl policy tr-untrl-pol match
destination-address any

user@host# set from-zone trust to-zone untrustl policy tr-untri-pol match
application any

user@host# set from-zone trust to-zone untrustl policy tr-untrl-pol then permit

user@host# set from-zone trust to-zone untrust2 policy tr-untr2-pol match
source-address any

user@host# set from-zone trust to-zone untrust2 policy tr-untr2-pol match
destination-address any

user@host# set from-zone trust to-zone untrust2 policy tr-untr2-pol match
application any

user@host# set from-zone trust to-zone untrust2 policy tr-untr2-pol then permit

user@host# set from-zone untrust1 to-zone untrust2 policy untri-untr2-pol match
source-address any

user@host# set from-zone untrustl to-zone untrust2 policy untrl-untr2-pol match
destination-address anyfrom-zone untrust1 to-zone untrust2 policy untri-untr2-pol
match destination-address any

user@host# set from-zone untrust1 to-zone untrust2 policy untrl-untr2-pol match
application any

user@host# set from-zone untrustl to-zone untrust2 policy untri-untr2-pol then
reject

user@host# set from-zone untrust2 to-zone untrustl policy untr2-untri-pol match
source-address any

user@host# set from-zone untrust2 to-zone untrustl policy untr2-untri-pol match
destination-address any

user@host# set from-zone untrust2 to-zone untrustl policy untr2-untri-pol match
application any

user@host# set from-zone untrust2 to-zone untrust1 policy untr2-untrl-pol then
reject
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user@host# set from-zone untrustl to-zone trust policy untri-tr-pol match
source-address any

user@host# set from-zone untrustl to-zone trust policy untri-tr-pol match
destination-address ftp-ser

user@host# set from-zone untrustl to-zone trust policy untri-tr-pol match
destination-address telnet-ser

user@host# set from-zone untrustl to-zone trust policy untri-tr-pol match
application junos-ftp

user@host# set from-zone untrustl to-zone trust policy untri-tr-pol match
application junos-telnet

user@host# set from-zone untrustl to-zone trust policy untrl-tr-pol then permit

user@host# set from-zone untrust2 to-zone trust policy untr2-tr-pol match
source-address any

user@host# set from-zone untrust2 to-zone trust policy untr2-tr-pol match
destination-address 10.171.9.23/32

user@host# set from-zone untrust2 to-zone trust policy untr2-tr-pol match
destination-address http-ser

user@host# set from-zone untrust2 to-zone trust policy untr2-tr-pol match
destination-address 10.103.12.0/24

user@host# set from-zone untrust2 to-zone trust policy untr2-tr-pol match
application junos-http

user@host# set from-zone untrust2 to-zone trust policy untr2-tr-pol match
application junos-icmp-all

user@host# set from-zone untrust2 to-zone trust policy untr2-tr-pol match
application junos-dhcp-server

user@host# set from-zone untrust2 to-zone trust policy untr2-tr-pol then permit

4. Configure source NAT pools and rules.

[edit security nat]

user@host# set source pool pool_1address 192.0.2.40/32 t0 192.0.2.190/32

user@host# set source pool pool_2 address 192.0.2.250/32

user@host# set source pool pool_3 address 198.51.100.20/32 to0 198.51.100.30/32

user@host# set source address-persistent

user@host# set source pool-utilization-alarm raise-threshold 90

user@host# set source pool-utilization-alarm clear-threshold 80

user@host# set source rule-set SR_SET_1 from zone trust

user@host# set source rule-set SR_SET_1 to zone untrustl

user@host# set source rule-set SR_SET_1rulerulel match source-address 10.11.0.0/16

user@host# set source rule-set SR_SET_1rule rulel match source-address
10.147.0.0/16

user@host# set source rule-set SR_SET_1rule rulel match destination-address
0.0.0.0/0

user@host# set source rule-set SR_SET_1 rule rulel then source-nat pool pool_1

user@host# set source rule-set SR_SET_1 rule rule2 match source-address
10.148.1.0/27

user@host# set source rule-set SR_SET_1rule rule2 match destination-address
0.0.0.0/0

user@host# set source rule-set SR_SET_1 rule rule2 then source-nat interface

user@host# set source rule-set SR_SET_2 from zone trust

user@host# set source rule-set SR_SET_2 to zone untrust2

user@host# set source rule-set SR_SET_2 rule rule3 match source-address
10.140.21.0/27

user@host# set source rule-set SR_SET_2 rule rule3 then source-nat pool pool_3
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user@host# set source rule-set SR_SET_2 rule rule4 match source-address
10.150.45.0/24
user@host# set source rule-set SR_SET_2 rule rule4 then source-nat off

Configure destination NAT pools and rules.

[edit security nat]

user@host#set destination pool dppol_1 address 10.101.1.10/32

user@host#set destination pool dppol_1 address port 21

user@host#set destination pool dppol_2 address 10.101.1.11/32

user@host#set destination pool dppol_2 address port 2101

user@host#set destination pool dppol_3 address 10.103.12.251/32

user@host#set destination pool dppol_3 address port 23

user@host#set destination pool dppol_4 address 10.103.12.241/32

user@host#set destination pool dppol_4 address port 23

user@host#set destination pool dppol_5 address 10.103.1.11/32

user@host#set destination pool dppol_5 address port 22

user@host#set destination rule-set DR_SET1 from routing-instance isp1

user@host#set destination rule-set DR_SET1 rule rulel match destination-address
192.168.0.10/32

user@host#set destinationrule-set DR_SET1rulerulel matchdestination-port 7230

user@host#set destination rule-set DR_SET]1 rule rulel then destination-nat pool
dppol_1

user@host#set destination rule-set DR_SET1 rule rule2 match destination-address
192.169.1.0/24

user@host#set destination rule-set DR_SET1 rule rule2 then destination-nat pool
dppol_2

user@host#set destination rule-set DR_SET2 from routing-instance isp2

user@host#set destination rule-set DR_SET2 rule rule3 match destination-address
192.168.2.2/32

user@host#set destination rule-set DR_SET2rule rule3 match destination-port 7351

user@host#set destination rule-set DR_SET2 rule rule3 then destination-nat pool
dppol_3

user@host#set destination rule-set DR_SET2 rule rule4 match destination-address
192.168.4.171/32

user@host#set destination rule-set DR_SET2 rule rule4 match destination-port
3451

user@host#set destination rule-set DR_SET2 rule rule4 then destination-nat pool
dppol_4

Configure static NAT rules.

[edit security nat]

user@host#set static rule-set ST_SET1 from zone trust

user@host#set static rule-set ST_SET1 rule rulel match destination-address
10.0.10.0/24

user@host#set static rule-set ST_SET1rulerulel then static-nat prefix 192.168.5.0/24

user@host#set static rule-set ST_SET2 from routing-instance ispl

user@host#set static rule-set ST_SET2 rule rule2 match destination-address
192.168.6.0/24

user@host#set static rule-set ST_SET2 rule rule2 then static-nat prefix
10.107.30.0/24

user@host#set static rule-set ST_SET2 rule rule3 match destination-address
192.168.7.2/32

user@host#set static rule-set ST_SETZ2 rule rule3 then static-nat prefix 10.171.9.23/32
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Results From configuration mode, confirm your configuration by entering show configuration
command. If the output does not display the intended configuration, repeat the
configuration instructions in this example to correct it.

user@host# show configuration routing-intances
routing-instances {
isp1{
instance-type virtual-router;
interface ge-0/0/2.0;
routing-options {
static {
route 10.0.0.0/8 next-table inet.O;
route 0.0.0.0/0 next-hop 192.0.2.20;
1
1
}
isp2 {
instance-type virtual-router;
interface ge-0/0/3.0;
routing-options {
static {
route 10.0.0.0/8 next-table inet.O;
route 0.0.0.0/0 next-hop 198.51.100.257;
}
1
1
1

user@host# show configuration routing-options
routing-options {
interface-routes {
rib-group inet isp;
1
static {
route 10.0.0.0/8 next-hop 10.0.21.254;
1
rib-groups {
isp {
import-rib [ ispl.inet.0 isp2.inet.0 J;
}
1
}

user@host# show configuration policies
policies {
from-zone trust to-zone untrustl {
policy tr-untrl-pol {
match {
source-address any;
destination-address any;
application any;
1
then {
permit;
}
}
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1
from-zone trust to-zone untrust2 {
policy tr-untr2-pol {
match {
source-address any;
destination-address any;
application any;
1
then {
permit;
}
}
1
from-zone untrustl1 to-zone untrust2 {
policy untrl-untr2-pol {
match {
source-address any;
destination-address any;
application any;
1
then {
reject;
}
}
1
from-zone untrust2 to-zone untrust1 {
policy untr2-untrl-pol {
match {
source-address any;
destination-address any;
application any;
1
then {
reject;
}
}
1
from-zone untrustl1 to-zone trust {
policy untrl-tr-pol {
match {
source-address any;
destination-address [ ftp-ser telnet-ser ;
application [ junos-ftp junos-telnet J;
1
then {
permit;
}
}
1
from-zone untrust2 to-zone trust {
policy untr2-tr-pol {
match {
source-address any;
destination-address [ 10.171.9.23/32 http-ser 10.103.12.0/24 1;
application [ junos-http junos-icmp-all junos-dhcp-server J;

}

32 Copyright © 2018, Juniper Networks, Inc.



Chapter 1: Overview

then {
permit;
}
}
1
1

user@host# show configuration security nat
security {
nat {
source {
pool pool_1{
address {
192.0.2.40/32t0192.0.2.190/32;
1
}
pool pool_2 {
address {
192.0.2.250/32;
1
1
pool pool_3 {
address {
198.51.100.20/32 t0 198.51.100.30/32;
1
1
address-persistent;
pool-utilization-alarm raise-threshold 90 clear-threshold 80;
rule-set SR_SET_1{
from zone trust;
to zone untrustl;
rulerulel {
match {
source-address [ 10.11.0.0/16 10.147.0.0/16 1;
destination-address 0.0.0.0/0;
}
then {
source-nat {
pool {
pool_T;
1
}
}
1
rule rule2 {
match {
source-address 10.148.1.0/27;
destination-address 0.0.0.0/0;
}
then {
source-nat {
interface;
}
}
1
1
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rule-set SR_SET_2 {
from zone trust;
to zone untrust2;
rule rule3 {
match {
source-address 10.140.21.0/27,
}
then {
source-nat {
pool {
pool_3;
1
1
}
1
rule rule4 {
match {
source-address 10.150.45.0/24;
}
then {
source-nat {
off;

user@host# show configuration security nat
destination {
pool dppol_1 {
address 10.101.1.10/32 port 21;
1
pool dppol_2 {
address 10.101.1.11/32 port 2107;
1
pool dppol_3 {
address 10.103.12.251/32 port 23;
1
pool dppol_4 {
address 10.103.12.241/32 port 23;
1
pool dppol_5 {
address 10.103.1.11/32 port 22;
1
rule-set DR_SET1 {
from routing-instance ispl;
rule rulel {
match {
destination-address 192.168.0.10/32;
destination-port 7230;
}
then {
destination-nat pool dppol_J;
1
}
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rulerule2 {
match {
destination-address 192.169.1.0/24;
}
then {
destination-nat pool dppol_2;
1
}
1
rule-set DR_SET2 {
from routing-instance isp2;
rulerule3 {
match {
destination-address 192.168.2.2/32;
destination-port 7351;
}
then {
destination-nat pool dppol_3;
1
}
rule rule4 {
match {
destination-address 192.168.4.171/32;
destination-port 345];
1
then {
destination-nat pool dppol_4;
}
}
1
1

user@host# show configuration static nat
static {
rule-set ST_SETI {
from zone trust;
rule rulel {
match {
destination-address 10.0.10.0/24;
}
then {
static-nat prefix 192.168.5.0/24;
1
}
1
rule-set ST_SET2 {
from routing-instance ispl;
rulerule2 {
match {
destination-address 192.168.6.0/24;
1
then {
static-nat prefix 10.107.30.0/24;
}
}

rulerule3 {
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Purpose

Action

match {
destination-address 192.168.7.2/32;
}
then {
static-nat prefix 10.171.9.23/32;
1
}
1
1

If you are done configuring the device, enter commit from configuration mode.

Verification

Verifying Interfaces

Verify that the interfaces are configured correctly.

From operational mode, enter the following commands:

. show interfaces

. show zones

. show routing-instances
. show routing-options
. show policies

« show source nat

. show destination nat

. show static nat

Configuring Proxy ARP for NAT (CLI Procedure)

You use NAT proxy ARP functionality to configure proxy ARP entries for IP addresses
that require either source or destination NAT and that are in the same subnet as the
ingress interface.

o NOTE: On SRX Series devices, you must explicitly configure NAT proxy ARP.

When configuring NAT proxy ARP, you must specify the logical interface on which to
configure proxy ARP. Then you enter an address or address range.

The device performs proxy ARP for the following conditions:

« When addresses defined in the static NAT and source NAT pool are in the same subnet
as that of the ingress interface
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« When addresses in the original destination address entry in the destination NAT rules
are in the same subnet as that of the ingress interface

user@host# set security nat proxy-arp interface fe-0/0/0.0 address 10.1.1.10 t0 10.1.1.20

Configuring NAT trace options

Purpose

Action

The NAT trace options hierarchy configures trace file and flags for verification purposes.

SRX Series devices have two main components: the Routing Engine (RE) and the Packet
Forwarding Engine (PFE). The PFE is divided into the ukernel portion and the real-time
portion.

When a NAT configuration is committed, the configuration is first checked and validated
on the RE. After validation, the configuration is pushed to the PFE. The configuration is
installed on the ukernel PFE, then action is taken on each packet that matches NAT rules
on the real-time PFE.

For verification, you can turn on flags individually to debug NAT functionality on the RE,
ukernel PFE, or real-time PFE:

. The nat-re flag records the trace of the NAT configuration validation on the RE and the
configuration push to the PFE.

. The nat-pfe flag records the trace of the NAT configuration installation on the ukernel
PFE.

. The nat-rt flag records the trace of the NAT rule match, and subsequent action on the
real-time PFE.

The trace data is written to /var/log/security-trace by default, and can be viewed using
the command show log security-trace.

0 NOTE: If session logging has been enabled in the policy configurations on
the device, the session logs will include specific NAT details for each session.
See Monitoring Policy Statistics for information on how to enable session
logging and Information Provided in Session Log Entries for SRX Series Services
Gateways for a description of information provided in session logs.

To verify that NAT configurations are correctly updated to the device upon commit, and
that the NAT rule match and subsequent actions are correct, use the security nat
traceoptions statement.

user@host# set security nat traceoptions flag all

user@host# set security nat traceoptions flag destination-nat-pfe
user@host# set security nat traceoptions flag destination-nat-re
user@host# set security nat traceoptions flag destination-nat-rti
user@host# set security nat traceoptions flag source-nat-pfe
user@host# set security nat traceoptions flag source-nat-re
user@host# set security nat traceoptions flag source-nat-rt

Copyright © 2018, Juniper Networks, Inc. 37



Network Address Translation Feature Guide for NFX Devices

user@host# set security nat traceoptions flag static-nat-pfe
user@host# set security nat traceoptions flag static-nat-re
user@host# set security nat traceoptions flag static-nat-rt

To verify that NAT translations are being applied to the traffic, and to view individual
traffic flow processing with NAT translations, use both the security nat traceoptions
command and the security flow traceoptions command together. The commands are
used together because the NAT trace, configured using the security nat traceoptions
command, is not recorded unless the flow traceoptions command is also configured.

To filter a specific flow, you can define a packet filter and use it as a traceoption :

user@host# set security flow traceoptions packet-filter packet-filter

user@host# set security flow traceoptions packet-filter packet-filter apply-groups
user@host# set security flow traceoptions packet-filter packet-filter apply-groups-except
user@host# set security flow traceoptions packet-filter packet-filter destination-port
user@host# set security flow traceoptions packet-filter packet-filter destination-prefix
user@host# set security flow traceoptions packet-filter packet-filter interface
user@host# set security flow traceoptions packet-filter packet-filter protocol
user@host# set security flow traceoptions packet-filter packet-filter source-port
user@host# set security flow traceoptions packet-filter packet-filter source-prefix

To verify NAT traffic and to enable all traffic trace in data plane, use the traceoptions set
security flow traceoptions flag basic-datapath command, as shown in the following
example using a simple packet filter:

user@host# set security flow traceoptions file filename

user@host# set security flow traceoptions flag basic-datapath

user@host# set security flow traceoptions packet-filter client-traffic source-prefixprefix

user@host# set security flow traceoptions packet-filter client-traffic

destination-prefixprefix
user@host# set security nat traceoptions flag all

Monitoring NAT Incoming Table Information

Purpose View NAT table information.

Action Select Monitor>NAT>Incoming Table in the J-Web user interface, or enter the following
CLI command:

show security nat incoming-table
Table 5 on page 38 summarizes key output fields in the incoming table display.

Table 5: Summary of Key Incoming Table Output Fields

Field ‘ Values

Statistics

In use Number of entries in the NAT table.

Maximum Maximum number of entries possible in the NAT table.
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Table 5: Summary of Key Incoming Table Output Fields (continued)

Field Values

Entry allocation failed Number of entries failed for allocation.

Incoming Table

Clear

Destination Destination IP address and port number.

Host Host IP address and port number that the destination IP address is mapped to.
References Number of sessions referencing the entry.

Timeout Timeout, in seconds, of the entry in the NAT table.

Source-pool Name of source pool where translation is allocated.

Monitoring Interface NAT Port Information

Purpose View port usage for an interface source pool information.

Action To monitoring interface NAT port information, do one of the following:

« If you are using SRX5400, SRX5600, or SRX5800 platforms, select
Monitor>Firewall/NAT >Interface NAT in the J-Web user interface or enter the CLI
command show security nat interface-nat-ports.

. Select Monitor>NAT >Interface NAT Ports in the J-Web user interface.
Table 6 on page 39 summarizes key output fields in the interface NAT display.

Table 6: Summary of Key Interface NAT Output Fields

Field ’ Values Additional Information

Interface NAT Summary Table

Pool Index  Port pool index. —

Total Ports  Total number of ports in a port pool. -

Single Number of ports allocated one at atime that areinuse. —
Ports

Allocated

Single Number of ports allocated one at a time that are free —
Ports for use.

Available
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Table 6: Summary of Key Interface NAT Output Fields (continued)

Field Values Additional Information

Twin Ports  Number of ports allocated two at a time thatareinuse. —
Allocated

Twin Ports  Number of ports allocated two at a time that are free —
Available for use.
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Types of NAT

Source NAT

« Source NAT on page 41
« Destination NAT on page 101
« Static NAT on page 123

Source NAT is most commonly used for translating private IP address to a public routable
address to communicate with the host. Source NAT changes the source address of the

packets that pass through the Router. A NAT pool is a set of addresses that are designed
as a replacement for client IP addresses. For more information, see the following topics:

Understanding Source NAT on page 42

Understanding Central Point Architecture Enhancements for NAT on page 43
Optimizing Source NAT Performance on page 44

Monitoring Source NAT Information on page 46

Source NAT Configuration Overview on page 51

Example: Configuring Source NAT for Egress Interface Translation on page 52
Example: Configuring Source NAT for Single Address Translation on page 56
Example: Configuring Source and Destination NAT Translations on page 60
Understanding Source NAT Rules on page 66

Example: Configuring Source NAT with Multiple Rules on page 67
Understanding Source NAT Pools on page 75

Understanding Source NAT Pool Capacities on page 77

Understanding Persistent Addresses for Source NAT Pools on page 78
Example: Configuring Capacity for Source NAT Pools with PAT on page 78
Understanding Source NAT Pools with Address Pooling on page 80
Understanding Source NAT Pools with Address Shifting on page 80
Example: Configuring Source NAT Pools with Address Shifting on page 81
Understanding Source NAT Pools with PAT on page 86

Example: Configuring Source NAT for Multiple Addresses with PAT on page 86
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« Understanding Source NAT Pools Without PAT on page 91

» Example: Configuring a Single IP Address in a Source NAT Pool Without PAT on page 92
« Example: Configuring Multiple Addressesin a Source NAT Pool Without PAT on page 95
« Understanding Shared Addresses in Source NAT Pools without PAT on page 100

Understanding Source NAT

Source NAT is the translation of the source IP address of a packet leaving the Juniper
Networks device. Source NAT is used to allow hosts with private IP addresses to access
a public network.

Source NAT allows connections to be initiated only for outgoing network connections—for
example, from a private network to the Internet. Source NAT is commonly used to perform
the following translations:

. Translate a single IP address to another address (for example, to provide a single
device in a private network with access to the Internet).

. Translate a contiguous block of addresses to another block of addresses of the same
size.

. Translate a contiguous block of addresses to another block of addresses of smaller
size.

. Translate a contiguous block of addresses to a single IP address or a smaller block of
addresses using port translation.

« Translate a contiguous block of addresses to the address of the egress interface.

Translation to the address of the egress interface does not require an address pool; all
other source NAT translations require configuration of an address pool. One-to-one and
many-to-many translations for address blocks of the same size do not require port
translation because there is an available address in the pool for every address that would
be translated.

If the size of the address pool is smaller than the number of addresses that would be
translated, either the total number of concurrent addresses that can be translated is
limited by the size of the address pool or port translation must be used. For example, if
a block of 253 addresses is translated to an address pool of 10 addresses, a maximum
of 10 devices can be connected concurrently unless port translation is used.

The following types of source NAT are supported:

« Translation of the original source IP address to the egress interface’s IP address (also
called interface NAT). Port address translation is always performed.

. Translation of the original source IP address to an |IP address from a user-defined
address pool without port address translation. The association between the original
source |P address to the translated source IP address is dynamic. However, once there
is an association, the same association is used for the same original source IP address
for new traffic that matches the same NAT rule.
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- Translation of the original source IP address to an |IP address from a user-defined
address pool with port address translation. The association between the original source
IP address to the translated source IP address is dynamic. Even if an association exists,
the same original source IP address may be translated to a different address for new
traffic that matches the same NAT rule.

. Translation of the original source IP address to an IP address from a user-defined
address pool by shifting the IP addresses. This type of translation is one-to-one, static,
and without port address translation. If the original source IP address range is larger
than the IP address range in the user-defined pool, untranslated packets are dropped.

Understanding Central Point Architecture Enhancements for NAT

System session capacity and session ramp-up rate are limited by central point memory
capacity and CPU capacity. Starting in Junos OS Release 15.1X49-D30 and Junos OS
Release 17.3R1, the central point architecture for NAT has been enhanced to handle higher
system session capacity and session ramp-up rate for the SRX5000 line. Hence, the
workload on the central point is reduced to increase the session capacity and to support
more sessions to achieve higher connections per second (CPS).Starting in Junos OS
Release 17.4R1, source NAT resources handled by the central point architecture have
been offloaded to the SPUs when the SPC number is more than four, resulting in more
efficient resource allocation. The following list describes the enhancements to NAT to
improve performance:

« The central point architecture no longer supports central point sessions. Therefore,
NAT needs to maintain a NAT tracker to track the IP address or port allocation and
usage. NAT tracker is a global array for SPU session ID to NAT IP or port mapping that
is used to manage NAT resources.

. By default, a NAT rule alarm and trap statistics counter update message is sent from
the Services Processing Unit (SPU) to the central point at intervals of 1second instead
of updating the statistics based on each session trigger in the central point system.

. To support a specific NAT IP address or port allocated such that the 5-tuple hash after
NAT is the same as the original 5-tuple hash before NAT, select a NAT port that results
in the same hash as the original hash by the specific calculation. Hence, the forwarding
session is reduced. When NAT is used, the reverse wing is hashed to a different SPU.
A forward session has to be installed to forward reverse traffic to a session SPU. NAT
tries to select a port that can be used by the hash algorithm to make the reverse wing
be hashed to the same SPU as the initial wing. So, both NAT performance and
throughput are improved with this approach.

« Toimprove NAT performance, IP shifting pool (non-PAT pool) management is moved
from the central point to the SPU so that all local NAT resources for that pool are
managed locally instead of sending the NAT request to the central point. Hence, IP
address-shifting NAT pool connections per second and throughput are improved.
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Optimizing Source NAT Performance

Source NAT can be optimized based on functionality and performance needs.

Port Randomization Mode (Default)

For pool-based source NAT and interface NAT, port randomization mode is enabled and
used by default.

In this mode, the device selects IP addresses on a round-robin basis, and the port selection
is random. That is, when the device performs NAT translation it first chooses the IP
address by round robin, then chooses the port used for that IP address by randomization.

Although randomized port number allocation can provide protection from security threats
such as DNS poison attacks, it can also affect performance and memory usage due to
the computations and NAT table resources involved.

Round-Robin Mode

A less resource-intensive NAT translation method involves using only the round-robin
allocation method. Whereas randomization requires computational work for each assigned
port, the round robin method simply selects ports sequentially.

In this mode, the device selects both IP addresses and ports on a round-robin basis. That
is, when the device performs NAT translation it first chooses the IP address by round
robin, then chooses the port used for that IP address by round robin.

For example, if the source pool contains only one IP address:

« When the first packet of a flow arrives (creating a session), it is translated to IP1, port
N. Subsequent packets in that flow are allocated to the same IP/port.

- When the first packet of a new flow arrives, it is translated to IP1, port N+1, and so on.
If the source pool contains two IP addresses:

- When the first packet of a flow arrives (creating a session), it is translated to IP1, port
X. Subsequent packets in that flow are allocated to the same IP/port.

- When the first packet of a second flow arrives, it is translated to IP2, port X.

- When the first packet of a third flow arrives, it is translated to IP1, port X+1.

« With the first packets of a fourth flow arrives, it is translated to IP2, port X+1, and so
on.

Configuration

Round-robin mode is enabled by default, however port randomization mode (also
enabled) has higher priority. To use round-robin mode, disable the higher-priority port
randomization mode, as follows:

user@host# set security nat source port-randomization disable
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To disable round-robin mode (and re-enable port randomization), delete the configuration
statement, as follows:

user@host# delete security nat source port-randomization disable

Session Affinity Mode

Starting in Junos OS Release 15.1X49-D30 and Junos OS Release 17.3R1, you can further
improve NAT performance and throughput on SRX5000 Series devices using “session
affinity” mode.

With the modes noted above, a given session is processed by the inbound SPU based
on a 5-tuple (source IP, dest IP, source port, dest port, protocol) hash. When NAT is
involved, the 5-tuple hash will be different for the outbound part of the session vs. the
return part of the session. Therefore, the outbound NAT session information may be
located in one SPU, while the return (reverse) NAT session information may be located
in another SPU. The goal of session affinity mode is to maintain the forwarding session
information for both the outbound and return traffic on the same SPU.

In this mode, the device uses a “reverse NAT enhancement” translation algorithm for IP
and port selection, to improve performance for NAT sessions and throughput. The NAT
module attempts to select an IP address and port that can be used with the hash
algorithm to ensure the selected SPU for the outbound and return flow elements can be
identical.

Configuration

Session affinity mode is enabled by default, however both port randomization and
round-robin modes (also enabled) have higher priority. To use session affinity mode,
disable both port randomization and round-robin modes, as follows:

user@host# set security nat source port-randomization disable
user@host# set security nat source round-robin disable

To disable session affinity mode, and re-enable either round-robin or port randomization
mode, delete one or both of the configuration statements, as follows:

user@host# delete security nat source round-robin disable
user@host# delete security nat source port-randomization disable

Usage Notes

Notes and guidelines for session affinity mode include:

. Use large NAT port pools whenever possible (see Security Considerations below)

« The algorithm chooses a port from within the configured port range. If no port is
available, the NAT port will be allocated based on random selection.

. Static NAT and destination NAT cannot use affinity mode.

Security Considerations

Although session affinity improves performance by consolidating forwarding sessions,
it decreases security to some degree since the algorithm selects the IP address and port
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based on a pre-defined algorithm with specific parameters, instead of pure randomization.
That said, the fact there are typically multiple eligible ports for the algorithm to choose
from and so there is still some degree of randomization.

The best way to mitigate the security risk is to ensure the source port number used is less
predictable. That is, the larger the NAT pool resource range from which ephemeral ports
are selected, the smaller the chances of an attacker guessing the selected port number.
Given this, it is recommmended to configure large NAT port pools whenever possible.

Monitoring Source NAT Information

Purpose Display configured information about source Network Address Translation (NAT) rules,
pools, persistent NAT, and paired addresses.

Action Select Monitor>NAT>Source NAT in the J-Web user interface, or enter the following CLI
commands:

« show security nat source summary
. show security nat source pool pool-name
« show security nat source persistent-nat-table

. show security nat source paired-address

Table 7 on page 46 describes the available options for monitoring source NAT.

Table 7: Source NAT Monitoring Page

Field Description ‘ Action
Rules
Rule-set Name of the rule set. Select all rule sets or a specific rule set to display from
Name the list.
Totalrules  Number of rules configured. -
ID Rule ID number. -
Name Name of the rule. -
From Name of the routing instance/zone/interface from =
which the packet flows.
To Name of the routing instance/zone/interface to which -
the packet flows.
Source Source IP address range in the source pool. —
address
range
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Table 7: Source NAT Monitoring Page (continued)

Field Description Action
Destination  Destination IP address range in the source pool. -
address
range
Source Source port numbers. -
ports
Ip protocol  IP protocol. -
Action Action taken for a packet that matches a rule. -
Persistent Persistent NAT type. -
NAT type
Inactivity Inactivity timeout interval for the persistent NAT binding. —
timeout
Alarm Utilization alarm threshold.
threshold
Max The maximum number of sessions. -
session
number
Sessions Successful, failed, and current sessions. -
(Succ/
Failed/ « Succ—Number of successful session installations
Current) after the NAT rule is matched.
« Failed—Number of unsuccessful session installations
after the NAT rule is matched.
« Current—Number of sessions that reference the
specified rule.
Translation  Number of times a translation in the translation table -
Hits is used for a source NAT rule.
Pools
PoolName The names of the pools. Select all pools or a specific pool to display from the
list.
TotalPools Total pools added. —
ID ID of the pool. -
Name Name of the source pool. —
Address IP address range in the source pool. —
range
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Table 7: Source NAT Monitoring Page (continued)

Field Description

Single/Twin  Number of allocated single and twin ports.
ports

Action

Port Source port number in the pool. —
Address Displays the type of address assignment. -
assignment

Alarm Utilization alarm threshold. =
threshold

Port Port overloading capacity. —
overloading

factor

Routing Name of the routing instance. -
instance

Total Total IP address, IP address set, or address book entry. —
addresses

Host Host base address of the original source IP address —
address range.

base

Translation  Number of times a translation in the translation table
hits is used for source NAT.

Top 10 Translation Hits

Graph Displays the graph of top 10 translation hits.

Persistent NAT

Persistent NAT table statistics

binding Displays the total number of persistent NAT bindings
total for the FPC.

binding in Number of persistent NAT bindings that are in use for
use the FPC.

enodetotal Total number of persistent NAT enodes for the FPC.

enode in Number of persistent NAT enodes that are in use for -
use the FPC.
Persistent NAT table
Source Name of the pool. Select all pools or a specific pool to display from the
NAT pool list.
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Table 7: Source NAT Monitoring Page (continued)

Field Description Action
Internal IP Internal IP address. Select all IP addresses or a specific IP address to display
from the list.
Internal Displays the internal ports configured in the system. Select the port to display from the list.
port
Internal Internal protocols . Select all protocols or a specific protocol to display
protocol from the list.
Internal IP Internal transport IP address of the outgoing session -
from internal to external.
Internal Internal transport port number of the outgoing session  —
port from internal to external.
Internal Internal protocol of the outgoing session frominternal  —
protocol to external.
Reflective Translated IP address of the source IP address. -
P
Reflective Displays the translated number of the port. —
port
Reflective Translated protocol. -
protocol
Source Name of the source NAT pool where persistent NAT is ~ —
NAT pool used.
Type Persistent NAT type. =
Left Inactivity timeout period that remains and the -
time/Conf  configured timeout value.
time
Current Number of current sessions associated with the -
session persistent NAT binding and the maximum number of
num/Max sessions.
session
num
Source Name of the source NAT rule to which this persistent -
NAT rule NAT binding applies.

External node table

Internal IP

Internal transport IP address of the outgoing session
from internal to external.
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Table 7: Source NAT Monitoring Page (continued)

Field Description Action
Internal Internal port number of the outgoing session from —
port internal to external.
External IP  External IP address of the outgoing session frominternal —
to external.
External External port of the outgoing session from internal to -
port external.
Zone External zone of the outgoing session frominternalto -

external.

Paired Address

Poolname  Name of the pool. Select all pools or a specific pool to display from the
list.

Specified IP address. Select all addresses, or select the internal or external

Address |IP address to display, and enter the IP address.

Poolname Displays the selected pool or pools. -

Internal Displays the internal IP address. -

address

External Displays the external IP address. -

address

Resource Usage

Utilization for all source pools

Poolname Name of the pool. To view additional usage information for Port Address
Translation (PAT) pools, select a pool name. The
information displays under Detail Port Utilization for
Specified Pool.

Pool type Pool type: PAT or Non-PAT. -

Port Port overloading capacity for PAT pools. —

overloading

factor

Address Addresses in the pool. -

Used Number of used resources in the pool. -

For Non-PAT pools, the number of used IP addresses
is displayed.
For PAT pools, the number of used ports is displayed.
50 Copyright © 2018, Juniper Networks, Inc.



Chapter 2: Types of NAT

Table 7: Source NAT Monitoring Page (continued)

Field

Available

Description

Number of available resources in the pool.

For Non-PAT pools, the number of available IP
addresses is displayed.

For PAT pools, the number of available ports is
displayed.

Action

Total

Number of used and available resources in the pool.

For Non-PAT pools, the total number of used and
available IP addresses is displayed.

For PAT pools, the total number of used and available
ports is displayed.

Usage

Percent of resources used.

For Non-PAT pools, the percent of IP addresses used
is displayed.

For PAT pools, the percent of ports, including single and
twin ports, is displayed.

Peak usage

Percent of resources used during the peak date and
time.

Detail Port Utilization for Specified Pool

Address IP addresses in the PAT pool. Select the IP address for which you want to display
Name detailed usage information.

Factor-Index  Index number. -

Port-range  Displays the number of ports allocated at a time. —

Used Displays the number of used ports. -

Available Displays the number of available ports. —

Total Displays the number of used and available ports. -

Usage Displays the percentage of ports used during the peak  —

date and time.

Source NAT Configuration Overview

The main configuration tasks for source NAT are as follows:
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1. Configure an address pool or an interface NAT mapping of private addresses to the
public address of an egress interface.

For an address pool, also do the following:
a. Specify the name of the pool, the addresses or address ranges, the routing instance,

and whether to perform port address translation (PAT).

b. (Optional) Configure address pool options, such as overflow pool, IP address
shifting, address sharing, address pooling, and pool utilization alarms.

c. Configure NAT proxy ARP entries for IP addresses in the same subnet of the ingress
interface.

2. (Optional) Configure the persistent address.

3. Configure source NAT rules that align with your network and security requirements.

Example: Configuring Source NAT for Egress Interface Translation

This example describes how to configure a source NAT mapping of private addresses to
the public address of an egress interface.

« Requirements on page 52

« Overview on page 52

« Configuration on page 54

« Verification on page 55

Requirements

Before you begin:

1. Configure network interfaces on the device. See Interfaces Feature Guide for Security
Devices.

2. Create security zones and assign interfaces to them. See Understanding Security Zones.

Overview

This example uses the trust security zone for the private address space and the untrust
security zone for the public address space. In Figure 2 on page 53, devices with private
addressesin the trust zone access a public network through the egress interface ge-0/0/0.
For packets that enter the Juniper Networks security device from the trust zone with a
destination address in the untrust zone, the source IP address is translated to the IP
address of the egress interface.
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O NOTE: No source NAT pool is required for source NAT using an egress

interface. Proxy ARP does not need to be configured for the egress interface.

Figure 2: Source NAT Egress Interface Translation
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This example describes the following configurations:

« Source NAT rule set rs1 with a rule r1 to match any packet from the trust zone to the

untrust zone. For matching packets, the source address is translated to the IP address

of the egress interface.

« Security policies to permit traffic from the trust zone to the untrust zone.
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CLI Quick
Configuration

Step-by-Step
Procedure

Results

Configuration

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,
and then enter commit from configuration mode.

set security nat source rule-set rs1 from zone trust

set security nat source rule-set rs1 to zone untrust

set security nat source rule-set rs1 rule rl match source-address 0.0.0.0/0

set security nat source rule-set rs1 rule rl match destination-address 0.0.0.0/0

set security nat source rule-set rs1 rule r1 then source-nat interface

set security policies from-zone trust to-zone untrust policy internet-access match
source-address any

set security policies from-zone trust to-zone untrust policy internet-access match
destination-address any

set security policies from-zone trust to-zone untrust policy internet-access match
application any

set security policies from-zone trust to-zone untrust policy internet-access then permit

The following example requires you to navigate throughout various levels in the
configuration hierarchy. For instructions on how to do that, see Using the CLI Editor in
Configuration Mode.

To configure a source NAT translation to an egress interface:

1. Create a source NAT rule set.

[edit security nat source]
user@host# set rule-set rs1 from zone trust
user@host# set rule-set rs1 to zone untrust

2. Configure a rule that matches packets and translates the source address to the
address of the egress interface.

[edit security nat source]

user@host# set rule-set rsi1 rule rl match source-address 0.0.0.0/0
user@host# set rule-set rs1 rule rl match destination-address 0.0.0.0/0
user@host# set rule-set rs1 rule r1 then source-nat interface

3. Configure a security policy that allows traffic from the trust zone to the untrust zone.

[edit security policies from-zone trust to-zone untrust]

user@host# set policy internet-access match source-address any
destination-address any application any

user@host# set policy internet-access then permit

From configuration mode, confirm your configuration by entering the show security nat
and show security policies commands. If the output does not display the intended
configuration, repeat the configuration instructions in this example to correct it.

54
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Purpose

Action

Purpose

[edit]
user@host# show security nat
source {
rule-set rs1 {
from zone trust;
to zone untrust;
rulerl {
match {
source-address 0.0.0.0/0;
destination-address 0.0.0.0/0;
}
then {
source-nat {
interface;

}
}
1
1
user@host# show security policies
from-zone trust to-zone untrust {
policy internet-access {
match {
source-address any;
destination-address any;
application any;
}
then {
permit;
}
1
1

If you are done configuring the device, enter commit from configuration mode.

Verification

To confirm that the configuration is working properly, perform these tasks:

« Verifying Source NAT Rule Usage on page 55
« Verifying NAT Application to Traffic on page 55

Verifying Source NAT Rule Usage

Verify that there is traffic matching the source NAT rule.

From operational mode, enter the show security nat source rule all command. View the
Translation hits field to check for traffic that matches the rule.

Verifying NAT Application to Traffic

Verify that NAT is being applied to the specified traffic.
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From operational mode, enter the show security flow session command.

Example: Configuring Source NAT for Single Address Translation

This example describes how to configure a source NAT mapping of a single private
address to a public address.

« Requirements on page 56

« Overview on page 56

« Configuration on page 58

« Verification on page 60

Requirements

Before you begin:

1. Configure network interfaces on the device. See Interfaces Feature Guide for Security
Devices.

2. Create security zones and assign interfaces to them. See Understanding Security Zones.

Overview

This example uses the trust security zone for the private address space and the untrust
security zone for the public address space. In Figure 3 on page 57, a device with the private
address 192.168.1.200 in the trust zone accesses a public network. For packets sent by
the device to a destination address in the untrust zone, the Juniper Networks security
device translates the source IP address to the public IP address 203.0.113.200/32.

56
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Figure 3: Source NAT Single Address Translation
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This example describes the following configurations:

address is translated to the IP address in src-nat-pool-1 pool.

9030669

« Source NAT pool src-nat-pool-1 that contains the IP address 203.0.113.200/32.

« Proxy ARP for the address 203.0.113.200 on interface ge-0/0/0.0. This allows the

« Source NAT rule set rs1 with rule r1 to match packets from the trust zone to the untrust
zone with the source IP address 192.168.1.200/32. For matching packets, the source

Juniper Networks security device to respond to ARP requests received on the interface

for that address.

. Security policies to permit traffic from the trust zone to the untrust zone.
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CLI Quick
Configuration

Step-by-Step
Procedure

Configuration

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,
and then enter commit from configuration mode.

set security nat source pool src-nat-pool-1 address 203.0.113.200/32

set security nat source rule-set rs1 from zone trust

set security nat source rule-set rs1 to zone untrust

set security nat source rule-set rs1 rule rl match source-address 192.168.1.200/32

set security nat source rule-set rs1 rule r1 then source-nat pool src-nat-pool-1

set security nat proxy-arp interface ge-0/0/0.0 address 203.0.113.200/32

set security policies from-zone trust to-zone untrust policy internet-access match
source-address any

set security policies from-zone trust to-zone untrust policy internet-access match
destination-address any

set security policies from-zone trust to-zone untrust policy internet-access match
application any

set security policies from-zone trust to-zone untrust policy internet-access then permit

The following example requires you to navigate throughout various levels in the
configuration hierarchy. For instructions on how to do that, see Using the CLI Editor in
Configuration Mode.

To configure a source NAT translation for a single IP address:

1. Create a source NAT pool.

[edit security nat source]
user@host# set pool src-nat-pool-1address 203.0.113.200/32

2. Create a source NAT rule set.

[edit security nat source]
user@host# set rule-set rs1 from zone trust
user@host# set rule-set rs1 to zone untrust

3. Configure a rule that matches packets and translates the source address to the
address in the pool.

[edit security nat source]
user@host# set rule-set rs1 rule rl match source-address 192.168.1.200/32
user@host# set rule-set rs1 rule r1 then source-nat pool src-nat-pool-1

4, Configure proxy ARP.

[edit security nat]
user@host# set proxy-arp interface ge-0/0/0.0 address 203.0.113.200

5. Configure a security policy that allows traffic from the trust zone to the untrust zone.

[edit security policies from-zone trust to-zone untrust]
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user@host# set policy internet-access match source-address any
destination-address any application any
user@host# set policy internet-access then permit

Results From configuration mode, confirm your configuration by entering the show security nat
and show security policies commands. If the output does not display the intended
configuration, repeat the configuration instructions in this example to correct it.

[edit]
user@host# show security nat
source {
pool src-nat-pool-1{
address {
203.0.113.200/32;
}
1
rule-set rsi {
from zone trust;
to zone untrust;

rulerl {
match {
source-address 192.168.1.200/32;
1
then {
source-nat {
pool {
src-nat-pool-1;
}
1
}
}
1
1
proxy-arp {
interface ge-0/0/0.0 {
address {
203.0.113.200/32;
}
}
1

user@host# show security policies
from-zone trust to-zone untrust {
policy internet-access {
match {
source-address any;
destination-address any;
application any;
}
then {
permit;
}
1
1
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Purpose

Action

Purpose

Action

Purpose

Action

If you are done configuring the device, enter commit from configuration mode.

Verification

To confirm that the configuration is working properly, perform these tasks:

« Verifying Source NAT Pool Usage on page 60
« Verifying Source NAT Rule Usage on page 60
« Verifying NAT Application to Traffic on page 60

Verifying Source NAT Pool Usage

Verify that there is traffic using IP addresses from the source NAT pool.

From operational mode, enter the show security nat source pool all command. View the
Translation hits field to check for traffic using IP addresses from the pool.

Verifying Source NAT Rule Usage

Verify that there is traffic matching the source NAT rule.

From operational mode, enter the show security nat source rule all command. View the
Translation hits field to check for traffic that matches the rule.

Verifying NAT Application to Traffic

Verify that NAT is being applied to the specified traffic.

From operational mode, enter the show security flow session command.

Example: Configuring Source and Destination NAT Translations

This example describes how to configure both source and destination NAT mappings.

« Requirements on page 60
« QOverview on page 61
« Configuration on page 62

» Verification on page 65

Requirements

Before you begin:

1. Configure network interfaces on the device. See Interfaces Feature Guide for Security
Devices.

2. Create security zones and assign interfaces to them. See Understanding Security Zones.
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Overview

This example uses the trust security zone for the private address space and the untrust
security zone for the public address space. In Figure 4 on page 61, the following
translations are performed on the Juniper Networks security device:

. The source |IP address in packets sent by the device with the private address
192.168.1.200 in the trust zone to any address in the untrust zone is translated to a
public address in the range from 203.0.113.10 through 203.0.113.14.

« The destination IP address 203.0.113.100/32 in packets sent from the trust zone to the
untrust zone is translated to the address 10.1.1.200/32.

Figure 4: Source and Destination NAT Translations
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This example describes the following configurations:

« Source NAT pool src-nat-pool-1that contains the IP address range 203.0.113.10 through
203.0.113.14.

« Source NAT rule set rs1 with rule r1 to match any packets from the trust zone to the
untrust zone. For matching packets, the source address is translated to an IP address
in the src-nat-pool-1 pool.
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CLI Quick
Configuration

« Destination NAT pool dst-nat-pool-1that contains the IP address 10.1.1.200/32.

« Destination NAT rule set rs1 with rule r1 to match packets from the trust zone with the
destination IP address 203.0.113.100. For matching packets, the destination address
is translated to the IP address in the dst-nat-pool-1 pool.

« Proxy ARP for the addresses 203.0.113.10 through 203.0.113.14 and 203.0.113.100/32
on interface ge-0/0/0.0. This allows the Juniper Networks security device to respond
to ARP requests received on the interface for those addresses.

« Security policy to permit traffic from the trust zone to the untrust zone.

« Security policy to permit traffic from the untrust zone to the translated destination IP
addresses in the trust zone.

Configuration

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,
and then enter commit from configuration mode.

set security nat source pool src-nat-pool-1address 203.0.113.10/32 to 203.0.113.14/32

set security nat source rule-set rs1 from zone trust

set security nat source rule-set rs1 to zone untrust

set security nat source rule-set rsi rule r1 match source-address 0.0.0.0/0

set security nat source rule-set rsi rule rl match destination-address 0.0.0.0/0

set security nat source rule-set rsi rule r1 then source-nat pool src-nat-pool-1

set security nat destination pool dst-nat-pool-1 address 10.1.1.200/32

set security nat destination rule-set rs1 from zone untrust

set security nat destination rule-set rs1rule rl match destination-address 203.0.113.100/32

set security nat destination rule-set rs1 rule r1 then destination-nat pool dst-nat-pool-1

set security nat proxy-arp interface ge-0/0/0.0 address 203.0.113.10/32t0 203.0.113.24/32

set security nat proxy-arp interface ge-0/0/0.0 address 203.0.113.100/32

set security policies from-zone trust to-zone untrust policy internet-access match
source-address any

set security policies from-zone trust to-zone untrust policy internet-access match
destination-address any

set security policies from-zone trust to-zone untrust policy internet-access match
application any

set security policies from-zone trust to-zone untrust policy internet-access then permit

set security address-book global address dst-nat-pool-110.1.1.200/32

set security policies from-zone untrust to-zone trust policy dst-nat-pool-1-access match
source-address any

set security policies from-zone untrust to-zone trust policy dst-nat-pool-1-access match
destination-address dst-nat-pool-1

set security policies from-zone untrust to-zone trust policy dst-nat-pool-1-access match
application any

set security policies from-zone untrust to-zone trust policy dst-nat-pool-1-access then
permit
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Step-by-Step  The following example requires you to navigate throughout various levels in the
Procedure configuration hierarchy. For instructions on how to do that, see Using the CLI Editor in
Configuration Mode.

To configure the source and destination NAT translations:

1. Create a source NAT pool.

[edit security nat source]
user@host# set pool src-nat-pool-1address 203.0.113.10 to 203.0.113.14

2. Create a source NAT rule set.

[edit security nat source]
user@host# set rule-set rs1 from zone trust
user@host# set rule-set rs1 to zone untrust

3.  Configure a rule that matches packets and translates the source address to an
address in the source NAT pool.

[edit security nat source]

user@host# set rule-set rs1 rule rl match source-address 0.0.0.0/0
user@host# set rule-set rs1 rule rl match destination-address 0.0.0.0/0
user@host# set rule-set rs1 rule r1 then source-nat pool src-nat-pool-1

4. Create a destination NAT pool.

[edit security nat destination]
user@host# set pool dst-nat-pool-1address 10.1.1.200/32

5. Create a destination NAT rule set.

[edit security nat destination]
user@host# set rule-set rs1 from zone untrust

6. Configure a rule that matches packets and translates the destination address to
the address in the destination NAT pool.

[edit security nat destination]
user@host# set rule-set rs1 rule r1 match destination-address 203.0.113.100/32
user@host# set rule-set rs1 rule r1 then destination-nat pool dst-nat-pool-1

7. Configure proxy ARP.

[edit security nat]
user@host# set proxy-arp interface ge-0/0/0.0 address 203.0.113.10 t0 203.0.113.14
user@host# set proxy-arp interface ge-0/0/0.0 address 203.0.113.100

8.  Configure a security policy that allows traffic from the trust zone to the untrust zone.

[edit security policies from-zone trust to-zone untrust]

user@host# set policy internet-access match source-address any
destination-address any application any

user@host# set policy internet-access then permit
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9. Configure an address in the global address book.

[edit security address-book global]

user@host# set address dst-nat-pool-110.1.1.200/32

10. Configure a security policy that allows traffic from the untrust zone to the trust zone.

[edit security policies from-zone untrust to-zone trust]

user@host# set policy dst-nat-pool-1-access match source-address any
destination-address dst-nat-pool-1 application any

user@host# set policy dst-nat-pool-1-access then permit

Results From configuration mode, confirm your configuration by entering the show security nat
and show security policies commands. If the output does not display the intended
configuration, repeat the configuration instructions in this example to correct it.

[edit]
user@host# show security nat
source {
pool src-nat-pool-1 {
address {
203.0.113.10/32 t0 203.0.113.14/32;
}
1
rule-setrsl {
to zone untrust;
rulerl {
match {
source-address 0.0.0.0/0;
destination-address 0.0.0.0/0;
}
then {
source-nat {
pool {
src-nat-pool-1;

destination {
pool dst-nat-pool-1 {
address 10.1.1.200/32;
}
rule-set rs1 {
from zone untrust;
rulerl {
match {
destination-address 203.0.113.100/32;
1
then {
destination-nat pool dst-nat-pool-1;

}
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Purpose

1
}
1
proxy-arp {
interface ge-0/0/0.0 {
address {
203.0.113.10/32 to 203.0.113.14/32;
203.0.113.100/32;
}
}
1
user@host# show security policies
from-zone trust to-zone untrust {
policy internet-access {
match {
source-address any;
destination-address any;
application any;
}
1
policy internet-access {
then {
permit;
}
1
1
from-zone untrust to-zone trust {
policy dst-nat-pool-1-access {
match {
source-address any;
destination-address dst-nat-pool-1;
application any;
}
then {
permit;
1
}
1

If you are done configuring the device, enter commit from configuration mode.

Verification

To confirm that the configuration is working properly, perform these tasks:

« Verifying Source NAT Pool Usage on page 65

« Verifying Source NAT Rule Usage on page 66

« Verifying Destination NAT Pool Usage on page 66
« Verifying Destination NAT Rule Usage on page 66
« Verifying NAT Application to Traffic on page 66

Verifying Source NAT Pool Usage

Verify that there is traffic using IP addresses from the source NAT pool.
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Action

Purpose

Action

Purpose

Action

Purpose

Action

Purpose

Action

From operational mode, enter the show security nat source pool all command. View the
Translation hits field to check for traffic using IP addresses from the pool.

Verifying Source NAT Rule Usage

Verify that there is traffic matching the source NAT rule.

From operational mode, enter the show security nat source rule all command. View the
Translation hits field to check for traffic that matches the rule.

Verifying Destination NAT Pool Usage

Verify that there is traffic using IP addresses from the destination NAT pool.

From operational mode, enter the show security nat destination pool all command. View
the Translation hits field to check for traffic using IP addresses from the pool.

Verifying Destination NAT Rule Usage

Verify that there is traffic matching the destination NAT rule.

From operational mode, enter the show security nat destination rule all command. View
the Translation hits field to check for traffic that matches the rule.

Verifying NAT Application to Traffic

Verify that NAT is being applied to the specified traffic.

From operational mode, enter the show security flow session command.

Understanding Source NAT Rules

Source NAT rules specify two layers of match conditions:

. Traffic direction—Allows you to specify combinations of from interface, from zone, or
from routing-instance and to interface, to zone, or to routing-instance. You cannot
configure the same from and to contexts for different rule sets.

. Packet information—Can be source and destination IP addresses or subnets, source
port numbers or port ranges, destination port numbers or port ranges, protocols, or
applications.

For all ALG traffic, except FTP, we recommend that you not use the source-port rule
option. Data session creation can fail if this option is used because the IP address and
the source port value, which is a random value, might not match the rule.
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In addition, we recommend that you not use the destination-port option or the application
option as matching conditions for ALG traffic. If these options are used, translation may
fail because the port value in the application payload might not match the port value in
the IP address.

If multiple source NAT rules overlap in the match conditions, the most specific rule is
chosen. For example, if rules A and B specify the same source and destination IP
addresses, but rule A specifies traffic from zone 1to zone 2 and rule B specifies traffic
from zone 1to interface ge-0/0/0, rule B is used to perform source NAT. An interface
match is considered to be more specific than a zone match, which is more specific than
a routing instance match.

The actions you can specify for a source NAT rule are:

. off—Do not perform source NAT.

« pool—Use the specified user-defined address pool to perform source NAT.

. interface—Use the egress interface’s IP address to perform source NAT.

Source NAT rules are applied to traffic in the first packet that is processed for the flow
or in the fast path for the ALG. Source NAT rules are processed after static NAT rules,

destination NAT rules, and reverse mapping of static NAT rules and after route and
security policy lookup.

When zones are not configured under rule-set and when active source NAT is configured
with missing mandatory statement “from” then, the following message is displayed when
performing commit “Missing mandatory statement: 'from' error: configuration check-out
failed” and the configuration check-out fails.

Example: Configuring Source NAT with Multiple Rules
This example describes how to configure source NAT mappings with multiple rules.

« Requirements on page 67
« Overview on page 67
« Configuration on page 71

« Verification on page 74

Requirements

Before you begin:

« Configure network interfaces on the device. See Interfaces Feature Guide for Security
Devices.

. Create security zones and assign interfaces to them. See Understanding Security Zones.

Overview

This example uses the trust security zone for the private address space and the untrust
security zone for the public address space. In Figure 5 on page 69, the following
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translations are performed on the Juniper Networks security device for the source NAT
mapping for traffic from the trust zone to the untrust zones:

« The source IP address in packets sent by the 10.1.1.0/24 and 10.1.2.0/24 subnets to any
address in the untrust zone is translated to a public address in the range from 192.0.2.1
10 192.0.2.24 with port translation.

« The source IP address in packets sent by the 192.168.1.0/24 subnet to any address in
the untrust zone is translated to a public address in the range from 192.0.2.100 to
192.0.2.249 with no port translation.

« The source IP address in packets sent by the 192.168.1.250/32 host device is not
translated.
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Figure 5: Source NAT with Multiple Translation Rules
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This example describes the following configurations:

« Source NAT pool src-nat-pool-1that contains the IP address range 192.0.2.1 through
192.0.2.24.

« Source NAT pool src-nat-pool-2 that contains the IP address range 192.0.2.100 through
192.0.2.249, with port address translation disabled.
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0 NOTE: When port address translation is disabled, the number of
translations that the source NAT pool can support concurrently is limited
to the number of addresses in the pool, unless the address-shared option
is enabled. Packets are dropped if there are no addresses available in the
source NAT pool. You can optionally specify an overflow pool from which
IP addresses and port numbers are allocated when there are no addresses
available in the original source NAT pool.

« Source NAT rule set rs1 to match packets from the trust zone to the untrust zone. Rule
set rs1 contains multiple rules:

- Rulerltomatch packets with a source IP address in either the 10.1.1.0/24 or 10.1.2.0/24
subnets. For matching packets, the source address is translated to an IP address in
the src-nat-pool-1 pool.

- Rule r2 to match packets with a source IP address of 192.168.1.250/32. For matching
packets, there is no NAT translation performed.

- Rule r3 to match packets with a source IP address in the 192.168.1.0/24 subnet. For
matching packets, the source address is translated to an IP address in the
src-nat-pool-2 pool.

0 NOTE: The order of rules in a rule set is important, as the first rule in the
rule set that matches the traffic is used. Therefore, rule r2 to match a
specific IP address must be placed before rule r3 that matches the subnet
on which the device is located.

« Proxy ARP for the addresses 192.0.2.1 through 192.0.2.24 and 192.0.2.100 through
192.0.2.249 on interface ge-0/0/0.0. This allows the Juniper Networks security device
to respond to ARP requests received on the interface for those addresses.

« Security policies to permit traffic from the trust zone to the untrust zone.

On SRX4600 devices, when you configure source NAT rule or pool with rule name or
pool name as interface or service-set you will receive the following error message: syntax
error, expecting <data>.

« If thereis a source NAT rule named interface, the rule cannot be viewed using the show
security nat source rule interface command.

« If there is a source NAT rule named service-set, the rule cannot be viewed using the
show security nat source rule service-set command.

« If thereis a source NAT pool named interface, the pool cannot be viewed using the
show security nat source pool interface command.

. If there is a source NAT pool named service-set, the pool cannot be viewed using the
show security nat source pool service-set command.
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. If there is a source NAT pool named interface, the paired-address cannot be viewed
using the show security nat source paired-address pool-name interface command.

« If there is a source NAT pool named service-set, the paired-address cannot be viewed
using the show security nat source paired-address pool-name service-set command.

Configuration

CLIQuick To quickly configure this example, copy the following commands, paste them into a text
Configuration file, remove any line breaks, change any details necessary to match your network
configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,
and then enter commit from configuration mode.

set security nat source pool src-nat-pool-1address 192.0.2.1/32 t0 192.0.2.24/32

set security nat source pool src-nat-pool-2 address 192.0.2.100/32 to0 192.0.2.249/32

set security nat source pool src-nat-pool-2 port no-translation

set security nat source rule-set rs1 from zone trust

set security nat source rule-set rs1 to zone untrust

set security nat source rule-set rsi rule rl match source-address 10.1.1.0/24

set security nat source rule-set rs1 rule rl match source-address 10.1.2.0/24

set security nat source rule-set rs1 rule rl match destination-address 0.0.0.0/0

set security nat source rule-set rs1 rule r1 then source-nat pool src-nat-pool-1

set security nat source rule-set rs1 rule r2 match source-address 192.168.1.250/32

set security nat source rule-set rsi rule r2 match destination-address 0.0.0.0/0

set security nat source rule-set rs1 rule r2 then source-nat off

set security nat source rule-set rs1 rule r3 match source-address 192.168.1.0/24

set security nat source rule-set rs1 rule r3 match destination-address 0.0.0.0/0

set security nat source rule-set rs1 rule r3 then source-nat pool src-nat-pool-2

set security nat proxy-arp interface ge-0/0/0.0 address 192.0.2.1/32 t0192.0.2.24/32

set security nat proxy-arp interface ge-0/0/0.0 address 192.0.2.100/32t0192.0.2.249/32

set security policies from-zone trust to-zone untrust policy internet-access match
source-address any

set security policies from-zone trust to-zone untrust policy internet-access match
destination-address any

set security policies from-zone trust to-zone untrust policy internet-access match
application any

set security policies from-zone trust to-zone untrust policy internet-access then permit

Step-by-Step  The following example requires you to navigate throughout various levels in the
Procedure configuration hierarchy. For instructions on how to do that, see Using the CLI Editor in
Configuration Mode.

To configure multiple source NAT rules in a rule set:

1. Create a source NAT pool.

[edit security nat source]
user@host# set pool src-nat-pool-1 address 192.0.2.1t0192.0.2.24

2. Create a source NAT pool with no port translation.

[edit security nat source]
user@host# set pool src-nat-pool-2 address 192.0.2.100 to 192.0.2.249
user@host# set pool src-nat-pool-2 port no-translation
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0 NOTE: To configure an overflow pool for src-nat-pool-2 using the egress
interface:

[edit security nat source]
user@host# set pool src-nat-pool-2 overflow-pool interface

3. Create a source NAT rule set.

[edit security nat source]
user@host# set rule-set rs1 from zone trust
user@host# set rule-set rs1 to zone untrust

4. Configure a rule that matches packets and translates the source address to an
address in the pool.

[edit security nat source]

user@host# set rule-set rs1 rule rl match source-address [10.1.1.0/24 10.1.2.0/24]
user@host# set rule-set rs1 rule rl match destination-address 0.0.0.0/0
user@host# set rule-set rs1 rule r1 then source-nat pool src-nat-pool-1

5. Configure a rule to match packets for which the source address is not translated.

[edit security nat source]

user@host# set rule-set rs1 rule r2 match source-address 192.168.1.250/32
user@host# set rule-set rs1 rule r2 match destination-address 0.0.0.0/0
user@host# set rule-set rs1 rule r2 then source-nat off

6. Configure a rule to match packets and translate the source address to an address
in the pool with no port translation.

[edit security nat source]

user@host# set rule-set rs1 rule r3 match source-address 192.168.1.0/24
user@host# set rule-set rs1 rule r3 match destination-address 0.0.0.0/0
user@host# set rule-set rs1 rule r3 then source-nat pool src-nat-pool-2

7. Configure proxy ARP.

[edit security nat]
user@host# set proxy-arp interface ge-0/0/0.0 address 192.0.2.1t0 192.0.2.24
user@host# set proxy-arp interface ge-0/0/0.0 address 192.0.2.100 t0 192.0.2.249

8. Configure a security policy that allows traffic from the trust zone to the untrust zone.

[edit security policies from-zone trust to-zone untrust]

user@host# set policy internet-access match source-address any
destination-address any application any

user@host# set policy internet-access then permit
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Results From configuration mode, confirm your configuration by entering the show security nat
and show security policies commands. If the output does not display the intended
configuration, repeat the configuration instructions in this example to correct it.

[edit]
user@host# show security nat
source {
pool src-nat-pool-1 {
address {
192.0.2.1/3210192.0.2.24/32;
}
1
pool src-nat-pool-2 {
address {
192.0.2.100/32t0192.0.2.249/32;
}
port no-translation;
1
rule-setrsi {
from zone trust;
to zone untrust;
rulerl {
match {
source-address [ 10.1.1.0/24 10.1.2.0/24 ];
destination-address 0.0.0.0/0;
}
then {
source-nat {
pool {
src-nat-pool-1;
}
1
}
}

ruler2 {
match {
source-address 192.168.1.250/32;
destination-address 0.0.0.0/0;
}
then {
source-nat {
off;
1
}
}

ruler3 {

match {

source-address 192.168.1.0/24;

destination-address 0.0.0.0/0;
}
then {

source-nat {

pool {
src-nat-pool-2;

}
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Purpose

Action

Purpose

Action

1
}
1
}
proxy-arp {
interface ge-0/0/0.0 {
address {
192.0.2.1/32t0192.0.2.24/32;
192.0.2.100/32 t0 192.0.2.249/32;
}
}
1
user@host# show security policies
from-zone trust to-zone untrust {
policy internet-access {
match {
source-address any;
destination-address any;
application any;
}
then {
permit;
}
1
1

If you are done configuring the device, enter commit from configuration mode.

Verification

To confirm that the configuration is working properly, perform these tasks:

« Verifying Source NAT Pool Usage on page 74
« Verifying Source NAT Rule Usage on page 74
« Verifying NAT Application to Traffic on page 75

Verifying Source NAT Pool Usage

Verify that there is traffic using IP addresses from the source NAT pool.

From operational mode, enter the show security nat source pool all command. View the
Translation hits field to check for traffic using IP addresses from the pool.

Verifying Source NAT Rule Usage

Verify that there is traffic matching the source NAT rule.

From operational mode, enter the show security nat source rule all command. View the
Translation hits field to check for traffic that matches the rule.
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Verifying NAT Application to Traffic

Purpose \Verify that NAT is being applied to the specified traffic.

Action From operational mode, enter the show security flow session command.

Understanding Source NAT Pools

A NAT pool is a user-defined set of IP addresses that are used for translation. Unlike
static NAT, where there is a one-to-one mapping that includes destination IP address
translation in one direction and source IP address translation in the reverse direction,
with source NAT, you translate the original source IP address to an IP address in the
address pool.

For source Network Address Translation (NAT) address pools, specify the following:

« Name of the source NAT address pool.

« Up to eight address or address ranges.

0 NOTE: Do not overlap NAT addresses for source NAT, destination NAT,
and static NAT within one routing instance.

« Routing instance—Routing instance to which the pool belongs (the default is the main
inet.0 routing instance).

. Port —The Port Address Translation (PAT) for a source pool. By default, PAT is
performed with source NAT. If you specify the no-translation option, the number of
hosts that the source NAT pool can support is limited to the number of addresses in
the pool. If you specify block-allocation, a block of ports is allocated for translation,
instead of individual ports being allocated. If you specify deterministic, an incoming
(source) IP address and port always map to the specific destination address and port
block, based on predefined, deterministic NAT algorithm. If you specify port-overloading,
you can configure the port overloading capacity in source NAT. If you specify range,
you can provide the port number range attached to each address in the pool, and the
twin port range for source NAT pools.

. Overflow pool (optional)—Packets are dropped if there are no addresses available in
the designated source NAT pool. To prevent that from happening when the port
no-translation option is configured, you can specify an overflow pool. Once addresses
from the original source NAT pool are exhausted, IP addresses and port numbers are
allocated from the overflow pool. A user-defined source NAT pool or an egress interface
can be used as the overflow pool. (When the overflow pool is used, the pool ID is
returned with the address.)

. |P address shifting (optional)—A range of original source IP addresses can be mapped
to another range of IP addresses, or to a single IP address, by shifting the IP addresses.
Specify the host-address-base option with the base address of the original source IP
address range.
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« Addresssharing (optional)—Multiple internal IP addresses can be mapped to the same
external IP address. This option can be used only when the source NAT pool is
configured with no port translation. Specify the address-shared option when a source
NAT pool has few external IP addresses available, or only one external IP address. With
a many-to-one mapping, use of this option increases NAT resources and improves
traffic.

« Address pooling (optional)— Address pooling can be configured as paired or no-paired.
Specify address-pooling paired for applications that require all sessions associated
with one internal IP address to be mapped to the same external IP address for the
duration of a session. This differs from the persistent-address option, in which the same
internal address is translated to the same external address every time. Specify
address-pooling no-paired for applications that can be can be assigned IP addresses
in a round-robin fashion. If either address-pooling paired or address-pooling no-paired
is configured for a source NAT pool with PAT, the persistent address option is disabled.
If address-shared is configured on a source NAT pool without PAT, then the
persistent-address option is enabled. Both address-shared and address-pooling paired
can be configured on the same source NAT pool without PAT.

« Pool utilization alarm (optional)— When the raise-threshold option is configured for
source NAT, an SNMP trap is triggered if the source NAT pool utilization rises above
this threshold. If the optional clear-threshold option is configured, an SNMP trap is
triggered if the source NAT pool utilization drops below this threshold. If clear-threshold
is not configured, it is set by default to 80 percent of the raise-threshold value.

You can use the show security nat resource usage source pool command to view address
use in a source NAT pool without PAT, and to view port use in a source NAT pool with
PAT.
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Understanding Source NAT Pool Capacities

Maximum capacities for source pools and IP addresses on SRX300, SRX320, SRX340,
SRX345 and SRX650 devices are as follows:

Pool/PAT Maximum SRX300 SRX340

Address 