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CHAPTER1

Integrating Juniper Networks SRX Services
Gateways, EX Series Switches, and Aruba
ClearPass Policy Manager to Provide
Authentication, Enforcement, and Threat
and Attack Detection and Prevention

« About This Network Configuration Example on page 5

« Use Case Overview on page 6

« Technical Overview on page 7

« Example 1: Configuring Endpoint Authentication and Enforcement on page 11

« Example 2: Configuring the User Query Function on page 27

« Example 3: Configuring Threat and Attack Detection and Notification on page 34

About This Network Configuration Example

This network configuration example (NCE) illustrates how to integrate Aruba ClearPass
with SRX Series Services Gateways to protect network resources by enforcing security
at the useridentity level. This document includes examples with step-by-step instructions
for configuring SRX devices, EX switches, and ClearPass Policy Manager (CPPM) to
collaborate in environments where they are deployed together.

Copyright © 2017, Juniper Networks, Inc. 5
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Use Case Overview

Related
Documentation

With the proliferation of mobile devices and cloud services, securing them has become
a fundamental strategic part of enterprise cybersecurity. Use of company smartphones
poses one of the biggest IT security risks to businesses. In a work environment that
supports mobile devices, knowing the identity of the user whose device is associated
with an attack or threat provides IT administrators with an improved advantage in
identifying the source of the attack and stemming potential future attacks that follow
the same strategy.

SRX Series Services Gateways are next-generation firewall and security services devices
offering outstanding protection, performance, scalability, availability, and security service
integration. SRX Series devices are designed for port density, with a high-performance
security services architecture, and provide seamless integration of networking and security
in a single platform.

Aruba ClearPass Policy Manager is a policy management platform that provides
role-based and device-based network access control (NAC) for any user across any
wired, wireless, and VPN infrastructure.

The integration of ClearPass with SRX Series Services Gateways for authentication and
enforcement can protect against attacks and intrusions by allowing you to configure
security policies that identify users by their usernames, or by the groups they belong to.
SRX Series devices can identify threats and attacks perpetrated against your network
environment, and provide this information to the ClearPass Policy Manager (CPPM) so
that action can be taken against the attacker. As a network security administrator, you
can better align your security enforcement to protect against future similar attacks.

Enterprises that also deploy EX Series switches in these environments can leverage the

switches’ extensive RADIUS capabilities to integrate with Aruba ClearPass. This integration
enables enterprises to deploy consistent security policies across their wired and wireless
infrastructure.

This network configuration example shows how to integrate Juniper Networks and Aruba
ClearPass products to support two use cases:

« Authentication and enforcement—When a user initially joins the network, authentication
information is typically not shared beyond the authentication server. Integration is
needed so that ClearPass can share user authentication and identity information with
SRX Series devices to enable “identity-awareness” in security policies.

. Threat and attack detection and notification—When security is limited to initial access
authentication of endpoints, the network is effectively blind to events that happen
later in the connection life cycle. A feedback loop is needed so that SRX Series devices
can share information back to ClearPass, to enable additional action to be taken if and
when required.

« Technical Overview on page 7

. Example 1: Configuring Endpoint Authentication and Enforcement on page 11
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« Example 2: Configuring the User Query Function on page 27
. Example 3: Configuring Threat and Attack Detection and Notification on page 34

« Junos OS Release 12.3X48 Feature Guide

Technical Overview

The SRX Series integrated ClearPass authentication and enforcement feature gives you
granular control at the user level over access to protected resources and the Internet. As
administrator of an SRX Series device, you can now leverage the userandrole information
in ClearPass Policy Manager (CPPM) by specifying it within the device configuration,
effectively making security policies “identity-aware.” You are no longer restricted to relying
solely on the IP address of the device as a means of identifying the user. User-level (or
group-level) awareness enhances your control over security enforcement.

In addition to providing the SRX Series device with authenticated user information, CPPM
can map a device type to a role and assign users to that role. It can then send that role
mapping to the SRX Series device. This capability allows you to control (through security
policies) a user’s access to resources when they are using a specific type of device.

The integration of SRX Series devices with ClearPass delivers a set of network protection
services to defend against a wide range of attack strategies. In addition to protecting the
company’s network resources, the SRX Series device can make available to CPPM log
records generated by these protective security features in response to attacks or attack
threats.

Support for the SRX Series integrated ClearPass authentication and enforcement feature
begins with the following software releases:

« Junos OS Release 12.3X48-D30, for SRX Series Services Gateways
« Aruba ClearPass Policy Manager (CPPM) 6.6

Authentication and Enforcement

SRX Series device security policies protect the company’s resources and enforce access
control at a fine-grain level, taking advantage of the user authentication and identity
information sent to the device from CPPM. CPPM can act as the authentication source,
using its own internal RADIUS server to authenticate users. It can also rely on an external
authentication source, such as an external RADIUS server or Windows Active Directory
LDAP server, to perform authentication.

CPPM authentication is triggered by requests from network access server (NAS) type
devices, such as switches (including EX Series switches) and access controllers. CPPM
then sends POST request messages containing authenticated user identity and device
posture information to the SRX Series device.

Web API

Copyright © 2017, Juniper Networks, Inc. 7
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The SRX Series device exposes its Web APl daemon (webapi) interface to CPPM, which
enables CPPM to efficiently send authenticated user identity information to the SRX
Series device. In this scenario, the SRX Series Web APl daemon acts as an HTTP(S)
server and CPPM is a client.

0 NOTE: For security reasons, we recommend using HTTPS.

ClearPass Authentication Table

When the SRX Series device receives information posted to it from CPPM, the device
creates a ClearPass authentication table. The device extracts the user authentication
and identity information, analyzes it, and generates an entry in the table for the
authenticated user. When the SRX Series device receives an access request from a user,
it can check its ClearPass authentication table to verify that the user is authenticated,
and then apply the appropriate security policy to match the traffic from the user.

Figure 1 on page 8 illustrates the interworking of the network elements under normal
conditions, as a user attempts to access a protected server. The EX4300 switch, CPPM,
and SRX650 device work together to authenticate the user and provide access to the
server. The devices also maintain awareness of the user, in case enforcement measures
are required later in the user session.

Figure 1: Integrated Authentication and Enforcement - Normal Behavior
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User Query Function
In rare cases, it may happen that an SRX Series device loses a user’s authentication
information, or does not receive it from CPPM. When this occurs, and user traffic arrives
at the SRX Series device, the device does not have the identity awareness to recognize
and authenticate the user. To protect against this scenario, you can configure the SRX

8 Copyright © 2017, Juniper Networks, Inc.
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Series device’s query function, which enables it to query the ClearPass server for
authentication information for a user. The SRX Series device bases the query on the IP
address of the user’s device (which it obtained from the incoming user traffic).

When the user query function is configured, the query process is triggered automatically
when the SRX Series device receives traffic from a user but does not find an entry for the
user in its ClearPass authentication table.

Figure 2 on page 9 illustrates the interworking of the networks elements in a case where
the SRX Series device does not have a user’s authentication information. In this case,
when the user’s traffic arrives at the SRX650, the device sends a query to CPPM to obtain
the necessary information. When the SRX650 device receives the user information, it
creates an entry for the user in its ClearPass authentication table, authenticates the user,
and grants access to the server.

Figure 2: Integrated Authentication and Enforcement - User Query Function
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Threat and Attack Detection and Notification

As noted earlier, the SRX Series integrated ClearPass authentication and enforcement
feature enables not only the ability to use user information from CPPM to make the SRX
Series device “identity-aware,” it also enables the SRX Series device to send attack and
threat event logs to CPPM for further action on existing users.
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When an SRX Series device detects threat and attack events, they are recorded in the
device's event log. The SRX Series device uses syslog to forward the logs to CPPM, which
can evaluate the logs and take action based on configured matching conditions.

0 NOTE: SRX Series devices can provide CPPM with information on any kind
of security threat event that can be sent though syslog. This includes core
services such as SCREEN options, IDP,and UTM, as well as extended services
such as Sky Advanced Threat Prevention, and so on.

Figure 3 on page 10 illustrates the interworking of the networks elements in a case where
an authenticated user attempts to attack the protected server. The SRX650 device
detects the attack and sends log information to CPPM. Based on this information, CPPM
sends a RADIUS disconnect request message to the EX4300, which terminates the
session and disconnects the user.

Figure 3: Integrated Authentication and Enforcement - Threat/Attack
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0 NOTE: For more detailed information on these scenarios, and the SRX Series
integrated ClearPass authentication and enforcement feature, see the Junos
OS Release 12.3X48 Feature Guide.

Related . Configuring 802.1X PEAP and MAC RADIUS Authentication with EX Series Switches and
Documentation Aruba ClearPass Policy Manager

« Device Profiling with EX Series Switches and Aruba ClearPass Policy Manager
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Example 1: Configuring Endpoint Authentication and Enforcement

Requirements

This configuration example illustrates how to configure and integrate an SRX Services
Gateway, an EX Series switch, and Aruba ClearPass Policy Manager to enable user-level
access control to protected resources on the network.

This topic covers:

« Requirements on page 11
« Overview and Topology on page 11
« Configuration on page 13

« Verification on page 25

This example uses the following hardware and software components:
. An SRX650 device running Junos OS Release 12.3X48-D30 or later

« An EX4300 switch running Junos OS Release 15.1R3 or later
. Aruba ClearPass Policy Manager (CPPM) 6.6 on a CP-VA-500 platform

Overview and Topology

This network configuration example uses the topology shown in Figure 4 on page 11.

Figure 4: Solution Topology for SRX Series Integration with ClearPass
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o NOTE: All the examples in this document use the same topology.

In this example, user test1 sits at PC Endpoint 1and wants to access the protected server.
User test1 belongs to the QA group. The EX4300 switch has 802.1X authentication enabled
on interface ge-0/0/1 and uses CPPM as its RADIUS server. On the SRX650 device, a

Copyright © 2017, Juniper Networks, Inc. n
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security policy is defined to allow only users from the QA group to access the protected
server.

When the user tries to connect to the protected server, the EX4300 switch authenticates
the user using 802.1X authentication. The user is verified against the CPPM user database
and is allowed access to the network. CPPM then posts the user’s identity information
to the SRX650 device, which can then enforce security policies based on the username
or group information to allow or deny the user access to the protected servers.

A DHCP server is used in this example to allocate IP addresses to the authenticated
endpoints. As CPPM uses DHCP options to profile the endpoint’s device type, OS info,
and so on, the EX4300 switch forwards DHCP packets from the endpoint to CPPM in
addition to the DHCP server.

Task Overview
The following tasks are performed in this example:
On the SRX650 device:

. Configure interfaces and zones

. Configure a security policy that includes the source-identity statement to allow access
control based on a username or group

« Configure the Web API service to enable communication with CPPM
On the EX4300 switch:

. Configure interfaces and VLANS.

. Configure 802.1X authentication and RADIUS settings (specify CPPM as the RADIUS
server)

« Configure DHCP relay to forward DHCP packets to CPPM for device profiling
On CPPM:

« Add the EX4300 switch as a network device

- Define the CPPM server’s basic configuration, including enabling the Insight database
« Add the SRX650 device as an Endpoint Context Server (ECS)

« Define Context Server Actions for the SRX650 device

« Add an enforcement profile and policy

. Add a local user and map it to a role

- Bind the role mapping and enforcement policy into the 802.1X wired service

12 Copyright © 2017, Juniper Networks, Inc.



Chapter 1: Integrating Juniper Networks SRX Services Gateways, EX Series Switches, and Aruba ClearPass Policy Manager to Provide

Authentication, Enforcement, and Threat and Attack Detection and Prevention

Configuration

This section provides instructions for:

» Configuring the SRX650 Device on page 13
« Configuring the EX4300 Switch on page 14

« Configuring Aruba ClearPass Policy Manager on page 16

Configuring the SRX650 Device

Step-by-Step  To configure the SRX650 device:

Procedure

Configure interfaces and zones.

[edit]

user@host# set interfaces ge-0/0/1 unit O family inet address 10.10.0.201/24
user@host# setinterfaces ge-0/0/2 unit O family inet address 10.20.0.1/24
user@host# set security zones security-zone untrust interfaces ge-0/0/1.0
host-inbound-traffic system-services any-service

user@host# set security zones security-zone untrust interfaces ge-0/0/1.0
host-inbound-traffic protocols all

user@host# set security zones security-zone trust interfaces ge-0/0/2.0
host-inbound-traffic system-services any-service

user@host# set security zones security-zone trust interfaces ge-0/0/2.0
host-inbound-traffic protocols all

Configure a security policy, and include the source-identity statement to allow users
belonging to the QA group to access the protected server.

[edit]

user@host# set security address-book servers-zone-addresses address protected-server
10.20.0.2/32

user@host# set security policies from-zone untrust to-zone trust policy policyl match
source-address any

user@host# set security policies from-zone untrust to-zone trust policy policyl match
destination-address protected-server

user@host# set security policies from-zone untrust to-zone trust policy policyl match
application any

user@host# set security policies from-zone untrust to-zone trust policy policyl match
source-identity QA ## an “interested group”

user@host# set security policies from-zone untrust to-zone trust policy policyl then permit

Copyright © 2017, Juniper Networks, Inc. 13
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o NOTE: CPPM can interwork with various authentication servers. When
CPPM uses a Windows Active Directory (AD) LDAP server as the

authentication source, the user information sent to the SRX Series device
will include the username (or role name) and a domain name. This
variation requires adjusting the configuration to support the additional
information. The domain name must be added to the username (orrole
name) identified in the configuration using the format domain\role. For
example, for the configuration setting used above, source-identity QA,
identifies the role name as QA and is the correct format for local
authentication; when using Windows AD, this statement must be
adjusted to source-identity juniper\QA, to accommodate the domain
name (in this case, juniper).

Configure the Web API service to communicate with Aruba ClearPass.

[edit]

user@host# set system services webapi user srx

user@host# set system services webapi user password <password>

user@host# set system services webapi client 10.10.0.20

user@host# set system services webapi http port 8080 ## default port
user@host# set system services webapi https port 443 ## default port is 8443
user@host# set system services webapi https default-certificate

0 NOTE: The username, password, and ports defined for the Web API
service, must match what is defined in the Endpoint Context Server
(ECS) section of CPPM.

Configuring the EX4300 Switch

Step-by-Step  To configure the EX4300 switch:

Procedure

1.

Configure interfaces and VLANS.

[edit]

user@host# set interfaces ge-0/0/0 unit O family ethernet-switching vlan members
cppm-vlan

user@host# setinterfaces ge-0/0/1 unit O family ethernet-switching vlan members
cppm-vlan

user@host# set vlans cppm-vlan vlan-id 638

user@host# setvlans cppm-vlan 3-interface irb.638

user@host# set interfaces irb unit 638 family inet address 10.10.0.202/24

Configure 802.1X authentication and RADIUS settings. Assign CPPM as the RADIUS
server.

Copyright © 2017, Juniper Networks, Inc.
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[edit]
user@host#
user@host#
user@host#
CPPM
user@host#
user@host#
user@host#
user@host#
user@host#
user@host#
user@host#
user@host#
user@host#
user@host#
user@host#

set protocols dotlx authenticator interface ge-0/0/1.0 supplicant single
set protocols dotlx authenticator authentication-profile-name cp-pfl
set access radius-server 10.10.0.20 secret <password> ## IP address of

set access radius-server 10.10.0.20 source-address 10.10.0.202

set access profile cp-pfl authentication-order radius

set access profile cp-pfl radius authentication-server 10.10.0.20

set access profile cp-pfl radius accounting-server 10.10.0.20

set access profile cp-pfl radius options nas-port-type ethernet ethernet
set access profile cp-pfl radius-server 10.10.0.20 secret <password>

set access profile cp-pfl radius-server 10.10.0.20 source-address 10.10.0.202
set access profile cp-pfl accounting order radius

set access profile cp-pfl accounting accounting-stop-on-access-deny
set access profile cp-pfl accounting coa-immediate-update

set access profile cp-pfl accounting address-change-immediate-update

o NOTE: The RADIUS shared secret must match what is defined in CPPM.

3. Configure DHCP relay to forward DHCP packets to CPPM for device profiling.

[edit]

user@host#
user@host#
user@host#
user@host#
user@host#

set forwarding-options dhcp-relay server-group cppm 10.10.0.20

set forwarding-options dhcp-relay active-server-group cppm

set forwarding-options dhcp-relay group cppm-dhcp interface ge-0/0/0.0
set forwarding-options dhcp-relay group cppm-dhcp interface irb.638

set vlans cppm-vlan forwarding-options dhcp-security group dhcp-group

overrides trusted

user@host#

set vlans cppm-vlan forwarding-options dhcp-security group dhcp-group

interface ge-0/0/0.0

user@host#

set vlans cppm-vlan forwarding-options dhcp-security option-82

0 NOTE: Asthe DHCP server is in the same subnet as Endpoint 1, the
switch will broadcast the DHCP packets to the DHCP server, even with
DHCP relay configured.
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Configuring Aruba ClearPass Policy Manager

Step-by-Step  To configure CPPM interworking with the EX4300 switch and SRX650 device:

Procedure
1. Add the EX4300 switch as a network device.

Navigate to Configuration > Network > Devices and add the EX4300 switch on the
Network Devices page.

Dashboard L] Configuration » Network » Devices
(=] Monitoring [ Network Devices

4%, Configuration @
{3 Start Here Edit Device Details °
{3} Services N . . . .
8 Authenticat Device SNMP Read Settings SNMP Write Settings CLI Settings
= Authentication
£3 Methods Name: ex4300
£} Sources IP or Subnet Address: 10.10.0.202 (e.g., 192.168.1.10 or 192.168.1.1/24 or
& 1dentity 192.168.1.1-20)
£J single Sign-on (SS0) Description: secret:juniper
{¥ Local Users
£} Endpoints
£ Static Host List RADIUS Shared Secret: ssssssssssentee Vverify: ssssssssssssses
atic Host Lists
£3 Roles TACACS+ Shared Secret: Verify:
£X Role Mappings Vendor Name: Duniper |
< 1 posture | | Enable RADIUS Coa: ) RADIUS CoA Port: |3799
$ enforcement e
£3 Policies Attribute Value .
£y Profiles 1.[click to add...
-4 Network
B

{3 Device Groups

O NOTE: The RADIUS shared secret must match what is defined on the
EX4300 switch.

2. Define the CPPM server’s basic configuration.

a. Navigate to Administration > Server Manager > Server Configuration. On the
System tab, click the Enable Insight check box. and configure IP addressing for
the Data/External Port.

16 Copyright © 2017, Juniper Networks, Inc.
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Dashboard
=) Monitoring

Configuration

2* Administration

# ClearPass Portal
41 By Users and Privileges

& server Manager
P server Confguration]
#Log Configuration
#* Local Shared Folders
#Licensing

= i@ External Servers

## SNMP Trap Receivers
& Syslog Targets
& Syslog Export Filters
#* Messaging Setup
#*Endpoint Context Servers
#File Backup Servers

&) Certificates
& Server Certificate
#F Trust List
#* Revocation Lists

L Dictionaries
FRADIUS

——

L] Administration » Server Manager » Server Configuration - clearpass03

[} Server Configuration - clearpass03 (10.208.164.25)

Hostname:

FQDN:

Policy Manager Zone:

Enable Profile:

Enable Performance Monitoring Display:
Insight Setting:

Enable Ingress Events Processing:

Span Port:

IP Address

Management Port

Default Gateway

IP Address
Data/External Port

Default Gateway

Primary

Subnet Mask

Subnet Mask

Service Parameters System Monitoring Network FIPS
clearpass03
default =]

[¥] Enable this server for endpoint classification

[¥) Enable this server for performance monitoring display

[¥) Enable Insight [T Enable as Insight Master Current |
[¥) Enable Ingress Events processing on this server
-= None -- E
Pva IPve
10.208.164.25

255.255.252.0
10.208.164.1
10.10.0.20
255.255.255.0
10.10.0.201
172.29.151.60

NOTE: The Insight database must be enabled, otherwise CPPM will
not post any information to the SRX650 device.

b. Onthe Service Parameters tab, under RADIUS Server Service, set Log Accounting
Interim-Update Packets to TRUE.

2? Administration ()
#* ClearPass Portal =
System Services Control System Monitoring Network FIPS
+) & Users and Privileges
- I server Manager Include Nonce in OCSP request ‘ TRUE El
r Configuration Enable signing for OCSP Request | FALSE E'
#*Log Configuration Check the validity of all certificates in the chain against CRLs | TRUE [=]
#” Local Shared Folders
ECDH Curve | x9.62/5ECG cuf |
¥ Licensing
B Extemal Servers Disable TLS 1.2 | FaLsE [=]
# SNMP Trap Receivers Check the validity of intermediary certificates in the chain using OCSP | FALSE [=]
#*Syslog Targets Maximum Number of AD Authentication Processes I ]
#* Syslog Export Filters TLS Session Cache Limit \51250 |sessmns
}Messagmg Setup \ Thread Pool
#*Endpoint Context Servers Maximum Number of Threads [120 | threads
#*File Backup Servers E Number of Initial Threads 60 | threads
&) Certificates prp—
J* Server Certificate Window Size [s | minutes
J* Trust List
- Number of Errors (150 |
Re ti List:
pnicﬁ:na::a on et Recovery Action | Nane [=]
P RADIS EAP-FAST
JFTACACS+ Services Master Key Expire Time 1] weeks E|
FFingerprints Master Key Grace Time 3 || weeks [+]
#* Attributes PACs are valid across cluster ‘ TRUE B
#* Applications ccounting
#* Context Server Actions Log Accounting Interim-Update Packets | TRUE [=]
[ =
3.  Addthe SRX650 device as the Endpoint Context Server.
NOTE: For more detailed information on this step, see Integrating
ClearPass with Juniper Networks SRX in the CPPM User Guide.
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Navigate to Administration > External Servers > Endpoint Context Servers, and on
the Server tab set the Server Type to Juniper Networks SRX.

Dashboard Administration » External Servers = Endpoint Context Servers
[=) Monitoring Endpoint Context Servers
+{_ Configuration
Modify Endpoint Context Server °
3 Administration ©
¥ ClearPass Portal Server Actions
i-8aUsers and Privieges Server Type: Juniper Networks SRX
¢! il server Manager
Server Name: 10.10.0.201
i Extemal Servers
FSHe Trap Raceivers Server Base URL: hitps://10.10.0.201
#* Syslog Targets Usemame: s
#* Syslog Export Filters Password: sessessnasssses Verify: [ssesssssssnases
& Messaging Setup Validate Server: [ enable to validate the server certificate

Py Endpoint Context Servers Bypass Proxy: [0 enable to bypass proxy server
& File Backup Servers
& Certificates

Persistent HTTP Connection: ¥ Enable persistent HTTP connection

e NOTE: Bydefault, CPPMuses HTTPS port 443 to send userinformation

to the SRX Series device. To change the port number, adjust the Server

Base URL field using the format https://<ip address>:<port>, forexample
https://10.10.0.201:8443.

The username and password must match what is defined in the SRX
Series device’s Web API configuration.

4, Define Context Server actions for the SRX650 device.

Navigate to Administration > Dictionaries > Context Server Actions, and verify that
the two entries with Server Type Juniper Networks SRX exist.

© = Dashboard Administration » Dictionaries » Context Server Actions

[Z] Monitoring Endpoint Context Server Actions

. Configuration

3 Administration o)

P ClearPass Portal Filter: | Server Type [=] contains = = Clear Filter

&g Users and Privileges

* # [  ServerTyped Action Name HTTP Metho
< I Server Manager
= 11.|@ Generic HTTP Check Point Login - Guest User POST
+ I External Servers
n 12.|[E Generic HTTP Nmap Scan Device Profiler POST
+-& Certificates
— [ Dictionaries 13.|0  Generic HTTP Infoblox Login POST
& RADIUS 14.|]  Generic HTTP Check Point Logout POST
# TACACS+ Services 15.|0l  Generic HTTP Handle AirGroup Time Sharing POST
4 Fingerprints 16,0 Generic HTTP Check Point Login - AD User POST
#* Attributes 17.|0  Generic HTTP Nmap Scan POST
47 Applications
’L e Cerier Actsons | 18. | |Juniper Networks SRX Juniper Networks SRX Logout POST
#° Ingress Events 19.|0 | Juniper Networks SRX Juniper Networks SRX Login POST
R S IR

5. Add an enforcement profile and policy.
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a. Navigate to Configuration > Enforcement > Profiles, and on the Profile tab select
the Template Session Notification Enforcement, this triggers CPPM to send a
notification on user login or logout.

Dashboard L Configuration » Enforcement » Profiles » Add Enfarcement Profile
=] Monitoring [] Enforcement Profiles
(%, Configuration Q@ Attributes | Summary
tart H
g: art Here Template: Session Notification Enforcement .
ervices
G Authentication Name: SRXEE0 jetstar post trigger
£} Methods Description:
1} Sources
Q 1dentity Type: Post_Authentication
£¥ single Sign-on (SS0) Action: ® Accept ' Reject  Drop
£} Local Users Device Group List: = Remove
£ Endpoints View Details
£} Static Host Lists o |__Modity |
LI Roles v
£¥ Role Mappings
+ i posture
& enforcement
£} Policies
] rofiles|
+1 e Network

£¥ Policy Simulation
£} Profile Settings

b. On the Attributes tab, add (or edit) the attribute values for the profile, as shown
below.

Dashboard B)| configuration » Enforcement » Prafiles » Add Enforcement Profile
(2] Monitoring I Enforcement Profiles
 onturaion O ot R sumay

3 Start Here Typa Names Vvalue

Services
e 1. session-Notify Server Type = Juniper Networks SRX
& Authantication

£ Methods 2.|Sesslon-Notify Sarver [P = 10100201
£ Sources 3.[Session-Notify Login Action = Juniper Networks SRX Login
2 tdentity 4.|Sesslon-Natify Logout Action = Juniper Metworks SRX Logout
43 single Sign-0n (S50) 5. [Click to add...]
13 Local Users
£ Endpoints
£} Static Host Lists
£} Roles
£} Role Mappings
i Posture
& enforcement
3 policies
et
5 4 Hetwork
£ Policy Simulation
£ rofile Settings

c. Onthe Summary tab, review and save the configuration.

Dashboard [ config » » Profiles » Add Profile
=] Monitoring [} Enforcement Profiles

% Configuration ) Enforcement profile has not been saved
O sar vere protie_|_rioses [T
£3 Services Profile:
S Authentication Template: Session Notification Enforcement
{xmethods Hame: SRX650 jetstar post trigger
_ =¥ Souross. Description:
2 tdentity Type: Post_authantication
Ly single Sign-0n (550}
Action: Accept
£ Local Users
& Endpaints Device Group List. -
{3 Statie Host Uists Autritintes
LRoles Type Name value
£ Role Mappings 1.| Session-Natify Server Type = Juniper Networks SRX
i posture 2.|Session-Notify Server 1P = 10.10.0.201
& Enforcemant 3.|Session-Notify Login Action = Juniper Networks SRX Login
ngﬁ 4.fsession-notify Logout Action - Juniper Networks SRX Logout
ke
& § Network

£¥ Policy Simulation
{3 Profile Settings

d. Navigate to Configuration > Enforcement > Policies, and on the Enforcement
tab select the Default Profile [Deny Access Profile].
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Dashboard L] Configuration » Enforcement » Policies » Add
[ Monitoring [} Enforcement Policies

ot I e sunnen

£X Start Here Mame: SRX post policy
{3 Services —
. Description:
S Authentication y
{3 Methods Enforcement Type: ® rADIUS © TACACS+ © WEBAUTH (SNMP/Agent/CLI/Coa) © Application © Event
- C;:N\"CH Default Profile: | View Deiails
S jentity

£} Single Sign-On (S50)
£ Local Users
{3 Endpoints
£} Static Host Lists
{¥Roles
£) Role Mappings
3} i posture
= $ Enforcement
Eedpoiicies|
£ Profiles
++-4- Network
{¥ policy Simulation
{X Profile Settings

e. Onthe Rules tab, click Add Rule and add a new rule.

Configure the rule so that if the condition matches the role User Authenticated
(i.e. the role assigned by CPPM when a user authenticates successfully), then
the profile SRX650 jetstar post profile profile (created earlier) is enforced.

Dashboard B) configuration » Enforcement » policies » Add
(5 monktoring L Enforcement Policies
= - ra— ——

£ Start Here

Rules Evaluation Algorithm: ® Select first match © Select all matches
Enforcement Policy Rules:
Conditions. Actions.
[ Asdrue ] Miovs Up Move Down

Match ALL of tha following conditions:
Type Name Operator Value
1.[Tips Role EQUALS [user Authenticated] | W

Role M
13 Role Mappings 2. [Citcs to aad

& Profiles

Hetwork
Foe

£ Policy Simutation =
profile Hamas:

G Profile Settings

Select 1o Add- v

Configuration » Enfarcemant » Policies = Add
Enforcement Policies

mmary

3 Mathods
D Sources l (Tips :Role User Authenticated]) [RADIUS) [Allow Access Proflle], [Post Authentication] SRXE30 jetstar post mwerl
R rdensiny Wore Up ]|t Do Tt | [ e e

£ single sign-on (550}
CLocal usars
C Endpaints

f. Onthe Summary tab, review and save the configuration.

20
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RADIUS

[Deny Access Profl

‘Ruies Evaluation Algorithm: | First appi
Conditions
L (Tips:Rale

Actions
RADIUS) [Allow Access Profile], [Post Authentication] SRXBSO jetstar past trigger

6. Add a local user and map the user to arole.
a. Navigate to Configuration > Identity > Roles and define a new role.

For this example, the role is called QA.

Dashboard L] Configuration » Identity » Roles

i3 - -
Cie Configuration

1} Start Here Add New Role o
4} Services

+ = Authentication Name: QA

-1 Q Identity Description: test engineer

£ Single Sign-0On (S50)
{xLocal Users

£ Endpoints

4J Static Host Lists

Q Save E‘ancel
4J Role Mappings

b. Navigate to Configuration > Identity > Local users, and enter a User ID (in this
case, testl), Password, and select the QA Role, as shown below.

L Configuration » Identity » Local Users
[] Local Users

d‘i} Configuration (Ol Add Local User o
4z Start Here
£} Services User ID test
+ =5 Authentication Name testl
-1 & Identity
£3 Single Sign-0n (S50) Password LTI TITTTTYITYTY
(} Verify Password sssssssssssssse
{3 Endpoints Enable User (Check to enable local user)
Static Host Lists
gR ! Change Password [7] (Check to force change password on next login)
oles
17 Role Mappings (= oA E
+ i posture Attributes
= $ Enforcement Attribute Value 0
{} Policies || 1]click to add...
1 Profiles
) +Natwnrk

£ Policy Simulation
4 Profile Settings

| g | cancer

0 NOTE: The value selected in the Role field must match the value
used in the source-identity statement of the SRX650 device
configuration.
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c. Navigate to Configuration > Identity > Role Mapping, and add a new role mapping.

Dashboard L] Configuration » Identity » Role Mappings » Add
[ Monitoring (] Role Mappings

& Configuration @ m Mapping Rules Summary

£} Start Here Policy Name: role-mapping J

¥ services i

) Description:
-} B Authentication 4
gMEthUdS Default Role: [Other] M| viewDetans | moany |
Sources

-1 Q Identity

£ single Sign-On (550)
£} Local Users
£} Endpoints
£} Static Host Lists
{¥ Roles
PG vappinge
i} posture
-1 § enforcement
£¥ Policies
L3 profiles
+ 4= Network
£¥ Policy Simulation
L Profile Settings

d. Onthe Mapping Rules tab, click Add Rule to assign a role to a specific user.

Configure the rule so that if the condition matches the username test1, assign
the role QA.

Dashboard B configuration » 1dentity » Role Mappings » Add
5] monitoring [] Role Mappings

& o ERE.......... [

L35tart Hare ‘Rules Evaluation Algorithm: | @ Select first match © Selact all matches
Role Mapping Rules:
Conditions Role Name
N Ao Ruse Move U Move Down
2 dentity
£ single Sign-on (550)
& tocal Users Rules tditor =
i
£ Statie Host Lists —
& Roles Matches ® ANY or © AL of the following canditions:
Type Nama operator value
+ i Posture | 1 [authentication Username EQUALS testl | B oW
& Enforcement e 6 saa
£ policies
£ profiles
Role Name (oA v

e NOTE: This sub-step facilitates CPPM pushing role information to
the SRX device.
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[] configuration » Identity » Role Mappings » Add
[l Role Mappings

©_ Policy Summary

Rules Evaluation Algorithm: @ Select first match © Select all matches

Role Magping Rules
conditions Role Name
L[ (aumentcaton-usemame ) 0 |
[ ] Wove Up | _Move Down

G rol
o [

+ i posture

£3policy Simulat
{3Profile Sattings

e. Onthe Summary tab, review and save the configuration.
7. Bind the role mapping and enforcement policy into the 802.1X wired service.

a. Navigate to Configuration > Services, and add a new service. On the Service tab,
specify the Type as 802.1X Wired.

b. On the same page, remove the Service Rule named Service-Type.

0 NOTE: This rule is not needed, and if kept will cause the scenario to
not work properly.

Dashboard ] con n » Services »
(2 Monitoring Ll Services

Roles Summary
Type: 802 1X Wired
Name: Bankshot wired
£ Methods Description: 802.1X Viired Access Servica
{3 sources
L 1dentity Enable to manitor
£ Single Sign-on (S50 Mora Options. ¥ authorization Brofile Endpoints [ Accounting Praxy
£ Local User
3 Endpoi Matches O ANY or @ ALL of the fallowing conditions:
3 Statie Host Lists — — pam— Ml
£ Roles 1.|Radius:TETF Mas-Port-Type EquaLs Ethernet (15)
# mr(?]:ﬂ\e e 2.[Ciick to add.
§ Enforcemens

Lo

c. On the Authentication tab, arrange the Authentication Methods and
Authentication Sources as shown below.
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Dashboard [ configuration » Services » Add
[ Moni a ] Services

%, Configuration @ M Authorization Roles Enforcement Summary

£} start Here Authentication Methods: [EAP PEAP] e
EeYservices] [EAP MSCHAPv2] [_wove Up
-} & Authentication | _Move Down_|

£3 Methods [ Remove ]

£x Sources Wodiy
Q 1dentity =
£¥ Single Sign-0n (550) ~Select to Add- v
4% Local Users Authentication Sources: [Local User Repository] [Local SQL DB] 2
£ Endpoints [Guest User Repository] [Local SOL DB]
£¥ Static Host Lists Move Down
Remaove
G ol
£% Role Mappings
+| i posture -
nforcement ~Select to Add- M
Enf Select to Add
£3 policies Strip Username Rules: () Enable to specify a comma-separated list of rules to strip username prefixes or suffixes
£3 profiles
i] g« Natwork

£3 Policy Simulation
£} Profile Settings

d. On the Authorization tab, add the two Authentication Sources as shown below.

Dashboard B configuration » Services » Add
(= Manitoring L] Services

i Configuration © service  Authentication [EWIRSEIUNE Roles  Enforcement | Summary
4 Start Here Authorization Details: Authorization sources from which role mapping attributes are fetched (for each Authentication Source)
:aum - Authentication Source Attributes Fetched From .
£ Methods 1L [Local User Repository] [Local SGL D8] e e
£ Sources 2 [Guest User Repasitary) [Local SQL D8] [Guest User Repository] [Local SQL D]
Q 1dentity

Ly single sign-on (550)
£ Local Users

£ Endpoints

Ly static Host Usts

£ Roles

{3 Role Mappings

Lrrolides
{2Profiles

& Network

£ policy Simulation

£3 profile Settings

additional authorization sources from which to fetch role-mapping attributes -

[Locai User Reposiory) [Local SOL DB]

[Select to Add— .

e. On the Roles tab, select role-mapping from the Role Mapping Policy drop-down
list to bind the role mapping rule created earlier to this service.

i, Configuration @
£} Start Hara
 EmEm
By Authentication
£¥ Mathods
£3 Sources
2 1dentity
¥ Single Sign-0n (550)
£ Local Usars
£3 Endpoints
£} Statlc Host Lists
£¥Roles
£} Role Mappings
o+ posture
¥ Enforcement
{3 policles
£} profiles
41~ Network
£¥ policy Simulation
£ profile Settings

[] configuration » Services » add
L] Services

— —

Role Mapping Policy:

[ rola-mapping .

Role Mapping Policy Details
Description:
Default Role: [Other)
Rules Evaluation Algorithm: first-applicable

Conditions Role
1 (Authentication:Username test) QA

f. On the Enforcement tab, select SRX post-policy from the Enforcement Policy
drop-down list to bind the policy created earlier to this service.

24
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Verification

Purpose

Dashboard
5] Monitoring
i, Configuration
£ Start Here
o B
S Authentication
L3 Methods
L sources
R tdentity
£ single Sign-On (550)
£¥Local Users
L3 Endpoints
4 Static Host Lists
L3 Roles.
L3 Role Mappings
+ ff posture
& Enforcement
D policies
Diprofiles
4 - Natwork
& policy Simulation
Ly profile Setings

o o

©

Configuration = Sarvices = Add
Services
Service  Authentication _Authorization _ Roles

Summary

Use Cached Results:
Enforcamant Policy:

Use cached Roles and Pasture attributes from previous sessions

SRX post polcy -

Description:

Default Profile:

[Deny access Profile]

Rules Evaluation Algarithm: first-applicable

Conditions
(Tips:Role

Enforcement Profiles.

[user [Allow Access

file], SRX650 jetstar post trigger

g. Onthe Summary tab, review and save the configuration.

o, Contiguration @
0 start Here
o
S Authentication
3 Methods
3 Sources
R Identity
{3 single sign-On (550)
3 Local Users
3 Endpoints
£ Static Host Lists
£ Roles

£3 Role Mappings

™
QO profiles
< o natwork
& palicy Simulation
G profile Settings

Configu

uration » Sarvices » Add

Dashboard of
(5] Monitoring Bl Services

e o
Service;
Type: 802.1X Wired

Match ALL of the following conditions:

1

Type
Radius: IETF

Name Operator

quaLs

Value
MaS-Port-Typs Ethernat (15)

Authentication:

Authentication Methods:
Authentication Saurces:
Strip Username Rules:

Authorization Detalls:

Roles:

Role Mapping Palicy

Enforcement;
Use Cached Results:
Enforcemant Policy:

[EAP MSCHAPY2]

[Loeal User Repository] [Local SQUDB)
. [Guest User Regository] [Local SQL DB]

[Local user Repositary] [Local SQL DB]
role-mapping

Disabled

SRX post policy

Confirm that the configuration is working properly.

« Verifying User Authentication on page 25

« Verifying User Access to the Protected Server on page 27

Verifying User Authentication

Verify that user testl on Endpoint 1 has successfully authenticated with the various

network elements.
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Action

1.

On the EX4300 switch, verify that user test1 is authenticated through 802.1X.

user@host> show dotlx interface ge-0/0/1
802.1X Information:

Interface Role State MAC address User

ge-0/0/1.0 Authenticator Authenticated 00:50:56:BC:7E:7A testl
2. In CPPM, verify that user testl is authenticated.
a. Navigate to Monitoring > Live Monitoring > Access Tracker, find the relevant RADIUS
event and verify that user test1 has Login Status of ACCEPT.
Moritoing » Live Monitoring » Access Tracker
@ Monitoring © Access Tracker reb 23, 2016 09:18:52 UTC © Auto Refresh

FLive Mo

(B profiler and Discovery 1] 10.208.164.25 ReDIUS test1 Bankshot wired AccepT

T 140 Requests] ¥ Clearpass03 (10.208.164.25) 5" Last 1 day before Today. Edit

ing
Bl ccoss Tracke |
Pac

& on

rd Activity

Bl Go | Clear Filter
B analysis & Trending [ |

System Monitor #  server Source Username service Login Status

Filter:| Request D [=] contains ~ show [10 [+] recorc

Request Timestamp ¥
2016/02/23 09:16:48

b. Click on the RADIUS event, and on the Summary tab that appears, verify that user
test1 with role QA has Login Status of ACCEPT and Online Status of Online. Note
also that CPPM has enforced the SRX650 jetstar post trigger profile, which will
send (post) the user information to the SRX650 device.

Request Details o

Input Qutput Accounting
Login Status: ACCEPT -

Session Identifier:
Date and Time:
End-Host Identifier:
Username:

Access Device IP/Port:

System Posture Status:

Policies Used -

Service:
Authentication Method:
Authentication Source:
Authorization Source:
Roles:

Enforcement Profiles:
Service Monitor Mode:

Online Status:

k4 <« showing 1 of 1-10 records B> B

R000000df-01-56cc2380 F
Feb 23, 2016 09:16:48 UTC

00-50-56-bc-7e-7a (Computer / Windows / Windows Vista/7/2008)
10.10.0.202:557
UNKNOWN (100)

(ex4300 / Juniper)

Bankshot wired 3
EAP-PEAP

Local:localhost

[Local User Repository]

@ [Company Device], [User Authenticated]

SRX5600 bjsolar post trigger,lSRXGSOjetstar post trigger,I[AHow Access Profile]
Disabled

e Online

Change Status § Show Configuration m Show Logs

3. Onthe SRX650 device, verify that user test1’s authentication information has been
received from CPPM.

user@host> show services user-identification authentication-table authentication-source
aruba-clearpass extensive
Domain: GLOBAL
Total entries: 1
Source-ip: 10.10.0.190
Username: testl
Groups:posture-unknown, ga, [employee], [user authenticated]
Groups referenced by policy:qa

26
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State: Valid

Source: Aruba ClearPass

Access start date: 2000-01-01

Access start time: 14:21:50

Last updated timestamp: 2016-02-26 14:25:28
Age time: 27

Meaning The user has successfully authenticated with all network elements.

Verifying User Access to the Protected Server

Purpose Verify that user testl on Endpoint 1 can access the protected server.

Action From Endpoint 1, ping the protected server (10.20.0.2).

B Administrator: Command Prompt

C:\Users“\Administrator>ping 10.280.8.2

Pinging 18.28.8.2 with 32 hyte‘, Df data:
.28.8.2: TTL=63
.2@. F i TTL=63

.2
209.8.2: i ITL=63
2

Reply from 10.20.8.2: bytes=32 time<{ims TTL=63
Ping statistics for 10.20.08.2:

Packets: Sent = 4, Received = @ <Bx loss).
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = Bms, Average = Bms

Meaning The user can successfully reach the protected server.

Related . Use Case Overview on page 6
Documentation « Technical Overview on page 7
« Example 2: Configuring the User Query Function on page 27

« Example 3: Configuring Threat and Attack Detection and Notification on page 34

Example 2: Configuring the User Query Function

This configuration example illustrates how to protect against the rare case where an
SRX Series device loses a user’s authentication information, or does not receive it from
the Aruba ClearPass server. This example shows how to configure the SRX Services
Gateway and ClearPass Policy Manager so that the device can query the server for user
authentication information when required.

This topic covers:

« Requirements on page 28

» Overview and Topology on page 28
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Requirements

« Configuration on page 29

« Verification on page 31

This example uses the following hardware and software components:
« An SRX650 device running Junos OS Release 12.3X48-D30 or later

« An EX4300 switch running Junos OS Release 15.1R3 or later
. Aruba ClearPass Policy Manager (CPPM) 6.6 on a CP-VA-500 platform

Overview and Topology

This network configuration example uses the topology shown in Figure 4 on page 11.

Figure 5: Solution Topology for SRX Series Integration with ClearPass

CPPM

10.10.0.20/24

irb.638:10.10.0.202/24 Protected Server

EX4300 ge.0/0/0 ge-0/0n SRXB50 o0 6,0/
e LAN —
10.10.0.201/24 10.20.0.1/24

ge-0/0/1

10.20.0.2/24

e Q 10.10.0190/24
n IP Pool:10.10.0.190-10.10.0.199

Endpoint 1
DHCP Server

5005862

O NOTE: All the examples in this document use the same topology.

This example uses the same general setup as “Example 1: Configuring Endpoint
Authentication and Enforcement” on page 11. User test]1 sits at PC Endpoint 1and wants
to access the protected server. User test1 belongs to the QA group. The EX4300 switch
has 802.1X authentication enabled on interface ge-0/0/1 and uses CPPM as its RADIUS
server. On the SRX650 device, a security policy is defined to allow only users from the
QA group to access the protected server.

In this example, user testl is authenticated by CPPM; however, the SRX650 device has
not received the user information from CPPM (you will delete user test1’s authentication
table entry on the SRX650 device to simulate this scenario). When traffic from user test1
arrives at the SRX650 device, the first packet is assessed by the device’s security policy;
however, when the device checks its local ClearPass authentication table, it does not
find an entry for the user.

28
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Configuration

Step-by-Step
Procedure

With the user query function configured, the SRX650 device automatically sends a query
to CPPM to obtain the needed information. The SRX650 device receives the information
and adds the authentication table entry for user testl. The security policy now functions
as expected, and subsequent packets from the user to the protected server are now
permitted.

Task Overview

This example continues from “Example 1: Configuring Endpoint Authentication and
Enforcement” on page 11. The following new tasks are performed:

On the SRX650 device:

. Enable the user query function

On the EX4300 switch:

- No additional configuration is required
On CPPM:

. Use ClearPass Guest to create an OAuth token

. Create an OAuth2 API client

This section provides instructions for:

« Configuring the SRX650 Device on page 29
« Configuring the EX4300 switch on page 30
» Configuring Aruba ClearPass Policy Manager on page 30

Configuring the SRX650 Device

To configure the SRX650 device:

1. Perform the SRX650 configuration steps from the Example 1section “Configuring
the SRX650 Device” on page 13.

2. Enable the user query function.

The user query function allows the SRX650 device to query CPPM for user
authentication and identity information when it does not receive this information
from CPPM through the Web APl daemon (webapi).

[edit]
user@host# set services user-identification authentication-source aruba-clearpass
user-query client-id Client3

user@host# set services user-identification authentication-source aruba-clearpass
user-query client-secret <password>

user@host# set services user-identification authentication-source aruba-clearpass
user-query token-api api/oauth
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user@host# set services user-identification authentication-source aruba-clearpass
user-query query-api "api/vl/insight/endpoint/ip/$SIPS"

user@host# set services user-identification authentication-source aruba-clearpass
user-query web-server bankshot-cppm-sim

user@host# set services user-identification authentication-source aruba-clearpass
user-query web-server address 10.10.0.20

user@host# set services user-identification authentication-source aruba-clearpass
user-query web-server port 443

user@host# set services user-identification authentication-source aruba-clearpass
user-query delay-query-time O

0 NOTE: Theclient ID and secret must match the values entered in CPPM
on the Create API Client page.

The ClearPass endpoint API requires use of OAuth (RFC 6749) to
authenticate and authorize SRX Series device access.

Configuring the EX4300 switch

Step-by-Step  This section uses the same EX4300 configuration steps as the Example 1 section
Procedure “Configuring the EX4300 Switch” on page 14. If you have not yet performed these steps,
do so now.

Configuring Aruba ClearPass Policy Manager

Step-by-Step  To configure CPPM to allow the SRX650 device to query its Insight database:

Procedure
1. Perform the CPPM configuration steps from the Example 1section “Configuring

Aruba ClearPass Policy Manager” on page 16.

2. Use ClearPass Guest to create an OAuth token.

On the CPPM Dashboard page, in the Quick Links section, select ClearPass Guest.

Dashboard (x) n
O 2o Al

Latest Alerts . . .
{3 Start Configuring Policies
@ All Requests {3 Manage Services
Trend all Policy Manager requests
& Access Tracker
Analysis and Trending
£ Network Devices
Authentication Status =
%gl Trend Successful and Failed — Server Manager
zuthentications I.} ClearPass Guest I
i ClearPass Onboard

Applications
& Llaunch other ClearPass Applications

m

-
e Nd Cluster Status
Lo ]

= Manitar the status of the entire cluster

3. Create an OAuth2 API client.
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Navigate to Administration > API Services > API Clients and create an API client
using the information shown below.

%g Guest Home » Administration » API Services » API Clients

' Onboard Create API Client

%, Configuration

Use this form to create a new API client.

2 Administration ®
= Start Here Create API Client
%3 AirGroup Services * Cront 1. |Gt
= <0 AP Services The amgue string identifying this API client. Use this value in the OAuth2 "client_id" parameter.

= Start Here

g API Clients Description:

Use this field to st t: tes about this API client.
% SOAP Web Services ce this field to store comments or notes about this API clisn!

& Data Retention Enabled: Enable API client

£ ﬁ-lmpurt Configuration | Super Administrator - |
* Operator Profile:
= h Operator Logins
@ Start Here

D;Lagm Configuration * Grant Type:
. Only the selected authentication method will be permitted for use with this client 1D.

. Profiles

@ o [[5M3051zmMB 6RFHSBT/GkCTkKc+ERP1TP£DPIecTBLER
J Servers -

o Client Secret: | yse this walus n the OAUThS Tchent_secret” parameter.

3 Translation Rules NOTE: This value is encrypted when stored and cannot be displayed again

The operator profile applies role-based access control to authorized OAuth2 clients.
This determines what API objects and methods are available for use.

Client credentials (grant_typ L cr i ~

. Plugin Manager N -
Ay g 9 Access Token Lifetime:  © =] | hours -
+ 28 Support Specify the lifetime of an OAuth2 access token.

«F Create API Client

o NOTE: Thevalues usedintheClientID and the Client Secret fields must
match the OAuth2 client configuration on the SRX650 device.

Verification

Confirm that the configuration is working properly.

« Verifying User Authentication on page 31

« Verifying User Access to the Protected Server on page 33

Verifying User Authentication

Purpose Verify that user testl on Endpoint 1 has successfully authenticated with the various
network elements.
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Action

1.

On the EX4300 switch, verify that user test1 is authenticated through 802.1X.

user@host> show dotlx interface ge-0/0/1

802.1X Information:

Interface Role State MAC address User
ge-0/0/1.0 Authenticator Authenticated 00:50:56:BC:7E:7A testl

2. In CPPM, verify that user testl is authenticated.
a. Navigate to Monitoring > Live Monitoring > Access Tracker, find the relevant RADIUS
event and verify that user test1 has Login Status of ACCEPT.
Moritoing » Live Monitoring » Access Tracker
&) Monitoring © Access Tracker reb 23, 2016 09:18:52 UTC @ Auto Refresh

FLive Mo

ing . —
5 [—— T 140 Requests] ¥ Clearpass03 (10.208.164.25) 5" Last 1 day before Today. Edit
Fac

& on

rd Activity

Filter: | Request ID contains v [+ Go Clear Filter Show | 10 recor¢
B & Tending : & L &

System Monitor #  server Source Username service Login Status Request Timestamp ¥

(B Profiler and iscovery 1] 10.208.164.25 RADIUS test1 Bankshot wired AccePT 2016/02/23 09:16:48

b. Click on the RADIUS event, and on the Summary tab that appears, verify that user
test1 with role QA has Login Status of ACCEPT and Online Status of Online. Note
also that CPPM has enforced the SRX650 jetstar post trigger profile, which will
send (post) the user information to the SRX650 device.

Request Details o

Input Qutput Accounting

Login Status: ACCEPT -
Session Identifier: RO00000df-01-56cc2380 7l
Date and Time: Feb 23, 2016 09:16:48 UTC

End-Host Identifier: 00-50-56-bc-7e-7a (Computer / Windows / Windows Vista/7/2008)

Username:

Access Device IP/Port: 10.10.0.202:557 (ex4300 / Juniper)

System Posture Status: UNKNOWN (100)

Service: Bankshot wired £
Authentication Method: EAP-PEAP

Authentication Source: Local:localhost

Authorization Source: [Local User Repository]

Roles: @ [Company Device], [User Authenticated]

Enforcement Profiles: SRX5600 bjsolar post trigger,lSRXGSO jetstar post trigger,I[AHow Access Profile]

Service Monitor Mode: Disabled

Online Status: Q Online

k4 <« showing 1 of 1-10 records B> B Change Status | Show Configuration m Show Logs

3. Onthe SRX650 device, verify that user test1’s authentication information has been

received from CPPM.

user@host> show services user-identification authentication-table authentication-source
aruba-clearpass

Domain: GLOBAL

Total entries: 1

Source 1P Username groups(Ref by policy) state
10.10.0.190 testl qa Valid

32
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Meaning The user has successfully authenticated with all network elements.

Verifying User Access to the Protected Server

Purpose \Verify that when the SRX650 device does not have a user’s authentication information,
it can collaborate with CPPM to permit user testl on Endpoint 1to access the protected
server.

Action 1. Onthe SRX650 device, clear the ClearPass authentication table entry for user testl.

user@host> clear services user-identification authentication-table authentication-source
aruba-clearpass
warning: "There is no authentication-table entry."

2. From Endpoint 1, ping the protected server (10.20.0.2).

E® Administrator: Command Prompt

f data:z

5 time<ims TTL=i
Reply from 10.20 ] time<ims TTL=64

Reply from 18:20 32 time<ims TTL=64

C:\Users Administrator>

0 NOTE: Because the SRX650 device had no authentication entry for user
testl, the first ping matched the default (deny) policy and timed out. In
the meantime, that first ping triggered a user query to obtain user testl’s
information from CPPM. With the authentication entry againinthe SRX650
device’s authentication table, the remaining pings are successful.

3. Onthe SRX650 device, verify that user test1’s authentication information has been
received from CPPM and added to the ClearPass authentication table.

user@host> show services user-identification authentication-table authentication-source
aruba-clearpass

Domain: GLOBAL

Total entries: 1

Source IP Username groups(Ref by policy) state
10.10.0.190 testl qa Valid

Meaning The user can successfully reach the protected server due to the interworking between
the SRX650 device and CPPM.
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Related . Use Case Overview on page 6
Documentation . Technical Overview on page 7
. Example 1: Configuring Endpoint Authentication and Enforcement on page 11

. Example 3: Configuring Threat and Attack Detection and Notification on page 34

Example 3: Configuring Threat and Attack Detection and Notification

This configuration example illustrates how to configure and integrate an SRX Services
Gateway, an EX Series switch, and Aruba ClearPass Policy Manager to be able to take
action in response to attacks or attack threats on network resources.

This topic covers:

« Requirements on page 34
« Overview and Topology on page 34
« Configuration on page 36
« Verification on page 41
Requirements
This example uses the following hardware and software components:
« An SRX650 device running Junos OS Release 12.3X48-D30 or later
« An EX4300 switch running Junos OS Release 15.1R3 or later
« Aruba ClearPass Policy Manager (CPPM) 6.6 on a CP-VA-500 platform

Overview and Topology

This network configuration example uses the topology shown in Figure 4 on page 11.

Figure 6: Solution Topology for SRX Series Integration with ClearPass

CPPM

10.10.0.20/24

irb.638:10.10.0.202/24 Protected Server

EX4300 ge.0/0/0 ge-0/0n1 SRX650 o0 6,0/
E— LAN :

oon 00070774 B 10200124
ge-

o Q 10.10.0190/24
n IP Pool:10.10.0.190-10.10.0.199

Endpoint 1
DHCP Server

10.20.0.2/24

5005862
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0 NOTE: All the examples in this document use the same topology.

This example uses the same general setup as “Example 1: Configuring Endpoint
Authentication and Enforcement” on page 11. However, in this case user testl, sitting at
PC Endpoint 1, has been already granted access to the protected server and is now using
fragmented IP packets to attack it. User test1 belongs to the QA group. The EX4300
switch has 802.1X authentication enabled on interface ge-0/0/1 and uses CPPM as its
RADIUS server. On the SRX650 device, in addition to having a security policy defined to
allow only users from the QA group to access the protected server, a SCREEN option is
also configured to block IP fragments. The SRX650 device is also configured to forward
threat event logs to CPPM.

When the SRX650 device receives the fragmented IP packets from Endpoint 1, it detects
and blocks the packets. The device generates a threat event log and forwards it to CPPM.
On CPPM, the event log service enforces the policy and triggers a request to the EX4300
switch to terminate the user session.

Task Overview

This example continues from “Example 1: Configuring Endpoint Authentication and
Enforcement” on page 11 and “Example 2: Configuring the User Query Function” on
page 27.

0 NOTE: The featuresusedin“Example1: Configuring Endpoint Authentication
and Enforcement” on page 11 and “Example 2: Configuring the User Query
Function” on page 27 are not required for this scenario; threat and attack
detection and notification can be enabled as its own feature. However, it is
typical to implement all these features together, and so for this scenario the
functionality is added into the existing environment.

The following new tasks are performed:
On the SRX650 device:

« Configure a SCREEN option to block IP fragments

« Configure the log stream filter to transmit only threat and attack logs to CPPM
On the EX4300 switch:

« No additional configuration is required

On CPPM:

. Enable ingress event processing and select an ingress events dictionary
« Adjust the batch processing interval

« Add the SRX650 device as an event source
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Configuration

Step-by-Step
Procedure

Step-by-Step
Procedure

Step-by-Step
Procedure

« Create an enforcement policy to monitor incoming log events from the SRX650 device
(and take action when certain conditions are met)

. Create a new event service and bind the enforcement policy to the service

This section provides instructions for:

« Configuring the SRX650 Device on page 36
« Configuring the EX4300 switch on page 36
« Configuring Aruba ClearPass Policy Manager on page 36

Configuring the SRX650 Device

To configure the SRX650 device:

1. Perform the SRX650 configuration steps from the Example 1section “Configuring
the SRX650 Device” on page 13 and the Example 2 section “Example 2: Configuring
the User Query Function” on page 27.

2. Configure a SCREEN option to block IP fragments, and apply it to the untrust zone.

[edit]
user@host# set security screen ids-option jscreen ip block-frag
user@host# set security zones security-zone untrust screen jscreen

3. Configure the log stream filter to transmit only threat and attack logs to CPPM.

[edit]
user@host# set security log mode stream

user@host# set security log source-address 10.10.0.201
user@host# set security log stream to_cppm filter threat-attack
user@host# set security log stream to_cppm host 10.10.0.20

Configuring the EX4300 switch

This section uses the same EX4300 configuration steps as the Example 1section
“Configuring the EX4300 Switch” on page 14. If you have not yet performed these steps,
do so now.

Configuring Aruba ClearPass Policy Manager

To configure CPPM to receive and process threat events from the SRX650 device:

1. Perform the CPPM configuration steps from the Example 1section “Configuring
Aruba ClearPass Policy Manager” on page 16 and the Example 2 section “Example
2: Configuring the User Query Function” on page 27.

2. Enable ingress event processing and select an ingress events dictionary.

36
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a. Navigate to Administration > Server Manager > Server Configuration, and on the
System tab select the Enable Ingress Events processing on this server check box.

!,; Dashboard

[g Monitoring

s Configuration
3 Administration

§° ClearPass Portal

| & Users and Privileges

-1 18 server Manager
P contgration
#7Log Configuration
#” Local Shared Folders
&7 Licensing

I External Servers

<& Certificates

<L Dictionaries

< %L Agents and Software Updates

Services Control

Service Parameters

Administration » Server Manager » Server Configuration - clearpass03

Server Configuration - clearpass03 (10.208.164.25)

System Monitoring

Network

Hostname:

FQDN:

Policy Manager Zone:

Enable Profile:

clearpassi3

default

[l

Enable this server for endpoint classification

Enable Performance Monitoring Display: Enable this server for performance monitoring display

Insight Setting:

Enable Ingress Events Processing:

Span Port:

Enable Insight

[7] Enable as Insight Mas

I Enable Ingress Events processing on this server I

-- MNone --

[l

b. Navigate to Administration > Dictionaries > Ingress Events, and click on the
relevant dictionary to enable it.

For this example, select Juniper-SRX-Traditional-Syslog-RT_SCREEN_IP.

Administration » Dictionaries » Ingress Events

= Dashboard o »
(5] Monitoring [ Ingress Events Dictionaries
+{', Configuration of

g Administration Q@
& Clearpass Portal
S Users and Privileges
& Admin Users
& Admin Privileges
8 Server Manager
# Server Configuration
& Log Configuration
& Local Shared Folders
& licensing
% 1 External Servers
'+ &) Certificates
= LI Dictionaries
#RADIUS
HTACACS+ Services
- Fingerprints
& Attributes
& Applications
& Context Server Actions

W ngress Events|

% Agents and Software Updates

Filter: [ Vendor

v |[contains

El o [ceoite

& Import
& Export Al

Show [10_v] recorc

# Vendor 4 Format Name Prefix status
1|0 checkpoint Checkpoint-Log Checkpoint-Log Disabled
2.0 nfoblox Infoblox-Log Infoblox-Log Disabled
Juniper-SRX-Traditional-Syslog- e

4.0 sunipe: SRX-Traditional-Syslog-RT_SCREEN_TCP Juniper- Disabled
ditional-Syslog- oo re

6.0 Juniper ditional-Syslog-RT_SCREEN_IP Juniper-SRX-TS Enabled
ioer Juniper-SRX-Traditional-Syslog- e
Juniper-SRX-Traditional-Syslog- e

9./ Junipe: uctured-Syslog Juniper- Disabled

10.|0 paloalto PANW Disabled

Showing 1-10 of 11> B

Export| [ Delete

c. Navigate to Administration > Server Manager > Server Configuration, and on the
Services Control tab ensure Ingress logger service and Ingress logrepo service are

running.

ClearPass Policy Manager

Support

Help |

Logout

admin (Super Administrator

y Administration
& Clearpass portal
= By Users and Privileges
& Admin Users
& Admin Privileges
= i@ Server Manager
Psere Configuration)
& Log Configuration
& Local Shared Folders
& Licensing
# i@ External Servers
& Certificates
[ Dictionaries
FRADIUS
FTACACS+ Services
F Fingerprints

[} Administration » Server Manager » Server Configuration - clearpass03

L] Server Configuration - clearpass03 (10.208.164.25)

system service parometers | _system wonitoring | Network 165
Service Name Status Action
1 AirGroup notification service Running
2 Async DB write service Running [ sop ]
4. ClearPass IPsec service Running
5 DB change notification server Running
6. DB replication service Running
7. Extensions service Running [ sop ]
8. Ingress logger service Running
0. Micros Fidelio FIAS Running
11 Multi-master cache Running
12.  Ppolicy server Running [ stop ]
13, Radius server Running

3.  Adjust the batch processing interval.

Navigate to Administration > Server Manager > Server Configuration, and on the
Service Parameters tab set the Batch Processing Interval value to 50 seconds.
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NOTE: Thebatch processing interval determines the frequency at which
the Event Engine checks the event database for new entries. On older

hardware, the default of 30 seconds might need to be increased (as
has been done in this example).

ClearPass Policy Manager

* Dashboard BY Administration » Server Manager » Server Configuration - clearpass03

[Z) Monitoring L] Server Configuration - clearpass03 (10.208.164.25)

System _ Services Control  [EERSVESEIEIEEES
2 A
&

IS}

System Monitoring __ Network __FIPS

& Clearpass Portal Select service
= S Users and Privileges
& Admin Users
# Admin privileges

‘Async network services

Parameter Name Parameter Value Default Value Allowed Values
Ingress Event

Batch brocessing Interval 50 seconds 20 10-300
=18 Server Marager Command Control
P server Configuration|
CoA Delay 2 secon d 2 015
& Log Configuration
# Local Shared Folders Enable SNMP Bounce Action FALSE FALSE
P licensing Post Auth
# i@ External Servers Number of request processing threads ) threads 20 20-100
% & Certificates Lazy handier polling frequency 5 minutes 5 310
Dictionaries polling frequency 15 seconds 30 3-300
J°RADIUS FALSE FALSE
FTACACS+ Services
0 seconds 10 10-300
Fingerprints

4. Addthe SRX650 device as an event source.

Navigate to Configuration > Network > Event Sources, and configure an Events
Source with the parameters as shown below.

In this example, the log sender is jetstar. Select Juniper as the Vendor.

Dashboard B} configuration » Network » Events Sources
(5] Manitoring L] Events Sources

&, Configuration
£ Start Hare
£ Services
& Authentication
2 rdentity -
£xsingle sign-on (550) |

Name &
bisolar
£ Local Users H| Jetstar
3 Endpoints
£x Static Host Usts
LaRoles
£3Role Mappings
Hi posture
£3posture palicies
3 Audit Servers
§ enforcement
£ Policies

Showing 1-2 of 2

L profiles
- Hotwork
£ Devices

£3 Profile Settings

5.

| [contains ¥

.
1PAddress
10.10.0.250
10.10.0.201

Description
log sender
log sender

Hame:

Jetstar

Description: 109 sender

TPaddress 10.10.0.201
Sysiog
duriper
Enable: *

Em ez

Type
Sysiog
Syslog

vendor
Juniper

Juniper

* Add
& Import
& Export All

show (10| record:
Enabled
true
true

Expont] | Delete

Create an enforcement policy to monitor incoming log events from the SRX650
device, and take specific action when certain conditions are met.

a. Navigate to Configuration > Enforcement > Policies and add a new enforcement
policy. On the Enforcement tab, set the Enforcement Type to Event.

38
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Configuration » Enforcement » Policies » Add

Dashboard o
2] Monitoring L] Enforcement Policies

B
£ start Here Name: Juniper-enforce-policy
{xservices Description:
-} Authentication p
nforcement pe: + U ent /COoA) pplicatios ent
4} Methods Enf t Ty RADIUS O TACACS+ © WEBAUTH (SNMP/Agent/CLI/CoA) O Applicatior ® t
1 Sources "
5 Q rdentity Default Profile: [RADIUS_CoA] [Juniper Terr v | IRCTN ML

£} single Sign-0n (550)
£ Local Users
{3 Endpoints
£) Static Host Lists
{3 Roles
£ Role Mappings
i Posture
$ Enforcement
fedeoicies|
£3 Profiles
<14 Network
£ Policy Simulation
£} Profile Settings

b. Onthe Rules tab, click Add Rule. Create a Condition

Event:Juniper-SRX-TS:attack-name “EXISTS” and select the Enforcement Profile

Juniper Terminate Session.

[} configuration » Enforcement » Policies » Add

] a Il Enforcement Policies
(5, Configuration © | entorcoment [JEER summary
4 start Here Rules Evaluation Algarithm: ® Selact first match © Select all matches
Conditic Acti
{3 Methods ons oee,
{3 sources Move Up Move Down
Q Wentity Rutes Editor °
{3 Local Usars maiii
£ Endpoints Match ALL of the following conditions:
£} Static Host Lists Type Name Operator value
£)Roles 1]Event:uniper-SRX-TS attack-name EXISTS | =
&3 Role Mappings 2.[Click to add...
i posture
8 Enforcemant
£e]
L3 profiles
4 Network Enforcamant Profiles
£3 policy Simulation S roRia HanTes]
~Select to Add- v
c. Onthe Summary tab, review and save the configuration.
board ] configuration » Enforcement » Policies » Add
Monitoring [l Enforcement Policies
Ruiles
Rules:
{3 single Sign-0n (550) N N
Conditions Actions
L (Event: Juniper-SRX-TS: attack-name ) [RADIUS_CoA) [Juniper Terminate Session]

3 Profile Settings

6. Create a new event service and bind the enforcement policy to the service.
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a. Navigate to Configuration > Services, and on the Service tab add new a service
with Type Event-based Enforcement.

In this example, the service is named Juniper-log.

Dashboard [ configuration = Services » Add
[Z) Monitaring ] Services

P— R —

Type

Evert-based Enforcament
Hame: Juniperiog
Daseription: s

£ Methods

EEEEE « for ingress events based

& Sources enforcement

Q 1dentity Monitor Mode:
£} single Sign-On (S50)

3 Local Users.

£3 Endpoints

ERGEIE 10 monitor metwork, ccess witvour enforcement
More Options:

Matches £ ANY or ® ALL of the following conditions:
£ Static Host Lists Type L] Oparator
LxRoles 1.click to ad...
£ Role Mappings
F posture
& Enforcement
{3 policies

Value

3 profites

< - Hetwork
£3 policy Simulation
13 profile Settings

b. On the Enforcement tab, select the Enforcement Policy Juniper-enforce-policy
to bind it to the service.

Dashboard ] configuration » Services » Add
(] Monitoring [ Services

%, Configuration 9 service Summary
{3 Start Here

Use Cached Results:

Use cached Roles and Posture attributes from previous sessions

i Enforcement Policy
S authentication
£3Methods
£ Sources
£ 1dentity

| uniper entore e polcy - BT

Description:

Default Profile:

[Juniper Terminate Session]
£ single Sign-On (SS0)

Rules Evaluation Algorithm: first-applicable
3 Local Users.
£3 Endpoints Conditions Enforcement Profiles
£} Static Host Lists L (Event:Juniper-SRX-TS:attack-name ) [uniper Terminate Session]
O Roles
£ Role Mappings

T posture

& Enforcement
£ Policies
£y profiles.
=4 Network
£ Policy Simulation
L3 profile Settings

c. Onthe Summary tab, review and save the configuration.

‘Dashbuard [ configuration » services » Asa
[£] Monitoring ] Services

&, Configuration. ©  servics _Enforcement
£ Start Here service:
el scrices) Type: Event-based Enforcement
S Authentication Hame Juniper-log
G Hethods Description: Service for ingress events based snforcement
{3 Sourcas Monitor Moge: Disabled
2 idantity More Options
£ single sign-on (S50}
£ Local Users
& Encpaints Match ALL of the following conditians.
£ Static Host Lists Trpe ... Qeacter dinies
roles Enforcement;
£3 Role Mappings Use Cached Results Oisabled
: ;Fus(ule Roiicy
Enforcement
{3 policies
erofiles
e Network

£3 Policy Simulation
{3 Profle Settings

d. Verify that the new service has been added to the system.

On the Configuration > Services page, verify that the new Juniper-log service
appears at the bottom of the services list.
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=~ Dashboard L] configuration » Services
[ Monitoring L] Services

%, Configuration

£ Start Here
- e
< & Authentication
+ L 1dentity
+ i posture
- & enforcement
£3 Policies
3 Profiles
) ~dNetwork
3 Devices
{3 Device Groups
£3 Proxy Targets

#4 Euante Ganrrac

Verification

@

Fiter: e =] cotars =
# [ ordera Name Type Template

1 ‘D 1 [Policy Manager Admin Metwork Login Service] TACACS TACACS+ Enforcement
2|0 2 [AirGroup Authorization Service] RADIUS RADIUS Enforcement ( Generic }
3. ‘ a s [Aruba Device Access Service] TACACS TACACS+ Enforcement
NE [Guest Operator Logins] Application Aruba Application Authentication
5. ‘D 5 [Insight Operator Logins] Application Aruba Application Authentication
AR Bankshot wired RADIUS 802.1X Wired
7. ‘ a s Juniper-log Event Event-based Enforcement

Showing 1-7 of 7

NOTE: The Bankshot wired (802.1X Wired) service was configured
in the Example 1 section “Configuring Aruba ClearPass Policy
Manager” on page 16. It is required for this example, as CPPM needs
to be aware of new user connectionsin order to be able to take action

on them.

Confirm that the configuration is working properly.

« Verifying User Authentication on page 41

« Verifying User Access to the Protected Server on page 43

« Verifying Detection and Protection of Unwanted Traffic on page 43

Verifying User Authentication

Purpose Verify that user testl on Endpoint 1 has successfully authenticated with the various

network elements.
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Action

1.

2.

On the EX4300 switch, verify that user test1 is authenticated through 802.1X.

user@host> show dotlx interface ge-0/0/1

802.1X Information:

Interface Role State MAC address User
ge-0/0/1.0 Authenticator Authenticated 00:50:56:BC:7E:7A testl

In CPPM, verify that user test1 is authenticated.

a. Navigate to Monitoring > Live Monitoring > Access Tracker, find the relevant RADIUS
event and verify that user test1 has Login Status of ACCEPT.

b. Click on the RADIUS event, and on the Summary tab that appears, verify that user
test1 with role QA has Login Status of ACCEPT and Online Status of Online. Note
also that CPPM has enforced the SRX650 jetstar post trigger profile, which will
send (post) the user information to the SRX650 device.

m Input Output Accounting

Login Status: ACCEPT

Session Identifier: RO0000074-01-56d865ch

Date and Time: Mar 03, 2016 16:26:51 UTC

End-Host Identifier: 00-50-56-bc-7e-7a (Computer / Windows / Windows Vista/7/2008)
Username: testl

Access Device IP/Port: 10.10.0.202:557 (ex4300 / Juniper)

System Posture Status: UNKNOWRN (100)

Service: Bankshot wired

Authentication Method: EAP-PEAP,EAP-MSCHAPV2

Authentication Source: Local:localhost

Authorization Source: [Local User Repository]

Roles: QA, [Employee], [User Authenticated]

Enforcement Profiles: SRX650 jetstar post trigger, SRX5600 jetstar post trigger, [Allow Access Profile]
Service Monitor Mode: Disabled
IOnIine Status: @ online I

I < Showing 1 of 1-50 records b B

3. Onthe SRX650 device, verify that user test1’s authentication information has been

received from CPPM.

user@host> show services user-identification authentication-table authentication-source
aruba-clearpass extensive
Domain: GLOBAL
Total entries: 1
Source-ip: 10.10.0.190
Username: testl
Groups:posture-unknown, ga, [employee], [user authenticated]
Groups referenced by policy:qa
State: Valid
Source: Aruba ClearPass
Access start date: 2000-01-01
Access start time: 14:21:50
Last updated timestamp: 2016-02-26 14:25:28
Age time: 27

Meaning The user has successfully authenticated with all network elements.
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Verifying User Access to the Protected Server

Purpose Verify that user testl on Endpoint 1 can access the protected server under normal
conditions.

Action From Endpoint 1, ping the protected server (10.20.0.2).

B Administrator: Command Prompt

C:\Users\Administrator>ping 10.20.6.2

Pinging 18.28.8.2 with 32 bytes of data:
2: bytes=32 time<ims TTL=63
.28. bytes=32 time<{ims TTL=63
Reply from 18.20.8. bytes=32 time<{ims TTL=63
Reply from 18.20.8.2: bytes=32 time<ims TTL=63

Ping statistics for 10.20.8.2:

Packets ent = 4, Received = 4, Lost = B <(Bx loss).
Approximate round trip times in milli-seconds:

Hinimum = Bms, Maximum = @ms,. Average

Meaning The user can successfully reach the protected server.

Verifying Detection and Protection of Unwanted Traffic

Purpose Verify that when user testl on Endpoint 1sends attack-type traffic towards the protected
server, the network elements work together to protect the server.

Action 1. FromEndpoint]1, ping the protected server (10.20.0.2) again; however, this time specify
a packet size large enough to cause the packets to be fragmented.

EX Administrator: Command Prompt (==

C:N\Users\Administrator>
C:\Users\Administrator>
C:NUsers\Administrator>
C:“\Users“\Administrator>ping 18.20.68.2 -1 1588

Pinging 18.208.8.2 with 1588 hytes of data:
Request timed out.
Regquest timed out.
Reguest timed out.
Request timed out.

Ping statistics for 10.20.68.2:
Packets: Sent = 4, Received 4 (188x loss>.

C:\Users\Administrator>

0 NOTE: Because the SRX650 device has a SCREEN option configured to
detect and block IP fragments, the pings are timing out.

2. In CPPM, verify that the SRX650 device has detected the attack and sent event logs.

a. Navigate to Monitoring > Access Tracker, and verify that CPPM has received the
event.
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=L Dashboard [) monitoring » Live Monitoring » Access Tracker

(g8 Monitoring © Access Tracker wmar 03, 2016 15:58:58 UTC @ Auto Refresh
= H3 Live Monitoring ‘ v . ) oot 1 4oy before Tod ‘
Y oessinizcras) [All Requests] ¥ clearpasso3 (10.208.164.25) ast 1 day before Today Edit

@accounting
& onGuard Activity

B analysis & Trending Filter:| Request ID v |[contains v Sl Go | ClearFitter | Show [50 v | records
System Monitor #  server Source Username Service Login Status Request Timestamp ¥V
5 @ Profiler and Discovery 1] 10.208.164.25 RADIUS test1 Bankshot wired AcceT 2016/03/03 15:57:55
& audit Viewer 2] 10.208.164.25 [Eemt T Suniper1og | AccepT 2016/03/03 15:57:53
Fevent viewer 3/10.208.164.25 Event testl Juniper-log AcceeT 2016/03/03 15:57:53
5)10.208.164.25 Event test Juniper-log AcceeT 2016/03/03 15:57:53
6/10.208.164.25 Event test Juniper-log AcceeT 2016/03/03 15:57:53
7/ 10.208.164.25 Event test1 Juniper-log AcceeT 2016/03/03 15:57:53
8/10.208.164.25 RADIUS test1 Bankshot wired AccepT 2016/03/03 15:57:25
9/ 10.208.164.25 Event test1 Juniper-log AccePT 2016/03/03 15:57:23
10, 10.208.164.25 Event test Juniper-log AcceeT 2016/03/03 15:57:23
11)10.208.164.25 RADIUS testy Bankshot wired AcceeT 2016/03/03 15:55:25

b. Click on the event, and on the Input tab verify that the log information received
from the SRX650 device includes information about fragmented packets.

Request Dei
Summary m Output

Username: testl =
End-Host Identifier: 005056bc7e7a
Access Device IP/Port: =
Computed Attributes ®
Authentication:Username testl
Connection:Client-Mac-Address 005056bc7e7a
Connection:Client-Mac-Address-Colon 00:50:56:bc:7e:7a
Connection:Client-Mac-Address-Dot 0050.56bc.7e7a
Connection:Client-Mac-Address-Hyphen 00-50-56-bc-7e-7a
Connection:Client-Mac-Address-MNoDelim 005056bc7e7a
Connection:Client-Mac-Address-Upper-Hyphen 00-50-56-BC-7E-7A
Connection:Client-Mac-Vendor VMware, Inc.
Connection:Protocol Event
Date:Date-of-Year 2016-03-03
Date:Date-Time 2016-03-03 15:57:53

Date:Day-of-Week

I 4 Showing 2 of 1-50 records B> B

Thursday

Change Status | Show Configuration m
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Output

Event:Event-Name
Event:Format
Event:Juniper-SRX-TS:

RT_SCREEN_IP
Juniper-SRX-TS-RT_SCREEN_IP

applicationName

I Event:Juniper-SRX-TS:

RT_IDS
|

attack-name Fragmented traffic!

Event:Juniper-SRX-TS:
Event:Juniper-SRX-TS:
Event:Juniper-SRX-TS:
Event:Juniper-SRX-TS:
Event:Juniper-SRX-TS:

Event:Juniper-SRX-TS:
Event:Juniper-SRX-TS:
Event:Juniper-SRX-TS:
Event:Juniper-SRX-TS:
Event:Juniper-SRX-TS:

c. Onthe Summ

}d < showing 2 of 1-50 records B> B

destination-address 10.20.0.2
errMsg RT_SCREEN_IP
hostName 10.10.0.201
interface-name ge-0/0/1.0

message <8>1 2016-01-01T14:13:41+00:00 10.10.0.201 RT_IDS- -
- RT_SCREEN_IP: Fragmented traffic! source: 10.10.0.190
destination: 10.20.0.2, protocol-id: 1, zone name: reth0z,
interface name: ge-0/0/1.0, action: drop

pid c

priority 8

protocol-id 1

source-address 10.10.0.190

source-zone-name reth0z

-

Change Status | Show Configuration Show Logs

ary tab for the event, verify that the Enforcement Profile now shows

Juniper Terminate Session, and the user’s Online Status now shows Offline.

Request Details L

Output

Login Status:

Session Identifier:
Date and Time:
End-Host Identifier:
Username:

Access Device IP/Port:

System Posture Status:

ACCEPT
E-1457020673596-8306844801138207753
Mar 03, 2016 15:57:53 UTC
005056bc7e7a

testl

UNKNOWN (100)

Policies Used -

Service:
Authentication Method:
Authentication Source:
Authorization Source:
Roles:

Enforcement Profiles:
Service Monitor Mode:

Online Status:

fd <« Showing 2 of 1-50 records B> ¥

Juniper-log

[Juniper Terminate Session]
Disabled
@ offline

Change Status | Show Configuration m Show Logs

NOTE: The Juniper Terminate Session profile triggers CPPM to send a
request to the EX4300 switch to disconnect the user.

3. Using a packet capture tool, verify the exchange of RADIUS messages between the
EX4300 switch and CPPM that result in the user being disconnecting from the network..
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Meaning

Related
Documentation

No.

Time Source Destination
5032 59.723475 10.10.0.20 10.10.0.202
5033 59.731754 10.10.0.202 10.10.0.20
5035 59.732392 10.10.0.202 10.10.0.20
5063 59.737956 10.10.0.20 10.10.0.202

Protocol Length Info

RADIUS
RADIUS
RADIUS
RADIUS

107 [Disconnect-Request (40) | (id=65, 1=63)
299 Accounting-Request(4) (id=235, 1=255)
88|Disconnect-AcK(41)| (id=65, 1=44)

64 Accounting-Response(5) (id=235, 1=20)

<

m

=

Frame 5035: B8 bytes on wire (704 bits), 88 bytes captured (704 bits)

Linux cooked capture

Radius protocol
Code: Disconnect-ACK (41)
pPacket identifier: Ox41 (65)
Length: 44

Authenticator: edb49366faede38bf7f2f997e69af945
This is a response to a request in frame 5032

[Time from request: 0.008917000 seconds]
Attribute value Pairs

m

@ AVP: 1=6 t=EAP-Message(79) Last Segment[1l]

Internet Protocol version 4, Src: 10.10.0.202 (10.10.0.202), Dst : 10.10.0.20 (10.0.0.20)
User Datagram Protocol, Src Port: radius-dynauth (3799), Dst Port: 51932 (51932)

@ AVP: 1=18 Tt=Message-authenticator(80): 5a0ddd3dd2502a4cebB25969aa657128

The SRX650 device, CPPM, and the EX4300 switch have communicated correctly to
block and disconnect user testl from the network.

Use Case Overview on page 6

Technical Overview on page 7

Example 1: Configuring Endpoint Authentication and Enforcement on page 11

Example 2: Configuring the User Query Function on page 27

Example 3: Configuring Threat and Attack Detection and Notification on page 34
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