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• Documentation and Release Notes on page xxxi
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Documentation and Release Notes

To obtain the most current version of all Juniper Networks
®
technical documentation,

see the product documentation page on the Juniper Networks website at

https://www.juniper.net/documentation/.

If the information in the latest release notes differs from the information in the

documentation, follow the product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject

matter experts. These books go beyond the technical documentation to explore the

nuances of network architecture, deployment, and administration. The current list can

be viewed at https://www.juniper.net/books.

Supported Platforms

For the features described in this document, the following platforms are supported:

• ACX Series

• MSeries

• MXSeries

• PTX Series

• T Series

Using the Examples in This Manual

If you want to use the examples in this manual, you can use the loadmerge or the load

merge relative command. These commands cause the software to merge the incoming

xxxiCopyright © 2018, Juniper Networks, Inc.

https://www.juniper.net/documentation/
https://www.juniper.net/books
https://www.juniper.net/documentation/en_US/release-independent/junos/information-products/pathway-pages/acx-series/
https://www.juniper.net/documentation/en_US/release-independent/junos/information-products/pathway-pages/m-series/index.html
https://www.juniper.net/documentation/en_US/release-independent/junos/information-products/pathway-pages/mx-series/index.html
https://www.juniper.net/documentation/en_US/release-independent/junos/information-products/pathway-pages/ptx-series/index.html
https://www.juniper.net/documentation/en_US/release-independent/junos/information-products/pathway-pages/t-series/index.html


configuration into the current candidate configuration. The example does not become

active until you commit the candidate configuration.

If the example configuration contains the top level of the hierarchy (or multiple

hierarchies), the example is a full example. In this case, use the loadmerge command.

If the example configuration does not start at the top level of the hierarchy, the example

is a snippet. In this case, use the loadmerge relative command. These procedures are

described in the following sections.

Merging a Full Example

Tomerge a full example, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration example into a

text file, save the file with a name, and copy the file to a directory on your routing

platform.

For example, copy the following configuration toa file andname the file ex-script.conf.

Copy the ex-script.conf file to the /var/tmp directory on your routing platform.

system {
scripts {
commit {
file ex-script.xsl;

}
}

}
interfaces {
fxp0 {
disable;
unit 0 {
family inet {
address 10.0.0.1/24;

}
}

}
}

2. Merge the contents of the file into your routing platform configuration by issuing the

loadmerge configuration mode command:

[edit]
user@host# loadmerge /var/tmp/ex-script.conf
load complete

Merging a Snippet

Tomerge a snippet, follow these steps:

1. From the HTML or PDF version of themanual, copy a configuration snippet into a text

file, save the file with a name, and copy the file to a directory on your routing platform.
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For example, copy the following snippet to a file and name the file

ex-script-snippet.conf. Copy the ex-script-snippet.conf file to the /var/tmp directory

on your routing platform.

commit {
file ex-script-snippet.xsl; }

2. Move to the hierarchy level that is relevant for this snippet by issuing the following

configuration mode command:

[edit]
user@host# edit system scripts
[edit system scripts]

3. Merge the contents of the file into your routing platform configuration by issuing the

loadmerge relative configuration mode command:

[edit system scripts]
user@host# loadmerge relative /var/tmp/ex-script-snippet.conf
load complete

For more information about the load command, see CLI Explorer.

Documentation Conventions

Table 1 on page xxxiii defines notice icons used in this guide.

Table 1: Notice Icons

DescriptionMeaningIcon

Indicates important features or instructions.Informational note

Indicates a situation that might result in loss of data or hardware damage.Caution

Alerts you to the risk of personal injury or death.Warning

Alerts you to the risk of personal injury from a laser.Laser warning

Indicates helpful information.Tip

Alerts you to a recommended use or implementation.Best practice

xxxiiiCopyright © 2018, Juniper Networks, Inc.

About the Documentation

https://www.juniper.net/techpubs/content-applications/cli-explorer/junos/


Table 2 on page xxxiv defines the text and syntax conventions used in this guide.

Table 2: Text and Syntax Conventions

ExamplesDescriptionConvention

To enter configuration mode, type the
configure command:

user@host> configure

Represents text that you type.Bold text like this

user@host> show chassis alarms

No alarms currently active

Represents output that appears on the
terminal screen.

Fixed-width text like this

• A policy term is a named structure
that defines match conditions and
actions.

• Junos OS CLI User Guide

• RFC 1997,BGPCommunities Attribute

• Introduces or emphasizes important
new terms.

• Identifies guide names.

• Identifies RFC and Internet draft titles.

Italic text like this

Configure themachine’s domain name:

[edit]
root@# set system domain-name
domain-name

Represents variables (options for which
you substitute a value) in commands or
configuration statements.

Italic text like this

• To configure a stub area, include the
stub statement at the [edit protocols
ospf area area-id] hierarchy level.

• Theconsoleport is labeledCONSOLE.

Represents names of configuration
statements, commands, files, and
directories; configurationhierarchy levels;
or labels on routing platform
components.

Text like this

stub <default-metricmetric>;Encloses optional keywords or variables.< > (angle brackets)

broadcast | multicast

(string1 | string2 | string3)

Indicates a choice between themutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

| (pipe symbol)

rsvp { # Required for dynamicMPLS onlyIndicates a comment specified on the
same lineas theconfiguration statement
to which it applies.

# (pound sign)

community namemembers [
community-ids ]

Encloses a variable for which you can
substitute one or more values.

[ ] (square brackets)

[edit]
routing-options {
static {
route default {
nexthop address;
retain;

}
}

}

Identifies a level in the configuration
hierarchy.

Indention and braces ( { } )

Identifies a leaf statement at a
configuration hierarchy level.

; (semicolon)
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Table 2: Text and Syntax Conventions (continued)

ExamplesDescriptionConvention

GUI Conventions

• In the Logical Interfaces box, select
All Interfaces.

• To cancel the configuration, click
Cancel.

Representsgraphicaluser interface(GUI)
items you click or select.

Bold text like this

In the configuration editor hierarchy,
select Protocols>Ospf.

Separates levels in a hierarchy of menu
selections.

> (bold right angle bracket)

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can

improve the documentation. You can provide feedback by using either of the following

methods:

• Online feedback rating system—On any page of the Juniper Networks TechLibrary site

at https://www.juniper.net/documentation/index.html, simply click the stars to rate the

content, anduse thepop-up formtoprovideuswith informationabout your experience.

Alternately, you can use the online feedback form at

https://www.juniper.net/documentation/feedback/.

• E-mail—Sendyourcommentsto techpubs-comments@juniper.net. Includethedocument

or topic name, URL or page number, and software version (if applicable).

Requesting Technical Support

Technical product support is available through the JuniperNetworksTechnicalAssistance

Center (JTAC). If you are a customer with an active J-Care or Partner Support Service

support contract, or are covered under warranty, and need post-sales technical support,

you can access our tools and resources online or open a case with JTAC.

• JTAC policies—For a complete understanding of our JTAC procedures and policies,

review the JTAC User Guide located at

https://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

• Product warranties—For product warranty information, visit

https://www.juniper.net/support/warranty/.

• JTAC hours of operation—The JTAC centers have resources available 24 hours a day,

7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online

self-service portal called the Customer Support Center (CSC) that provides youwith the

following features:
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• Find CSC offerings: https://www.juniper.net/customers/support/

• Search for known bugs: https://prsearch.juniper.net/

• Find product documentation: https://www.juniper.net/documentation/

• Find solutions and answer questions using our Knowledge Base: https://kb.juniper.net/

• Download the latest versions of software and review release notes:

https://www.juniper.net/customers/csc/software/

• Search technical bulletins for relevant hardware and software notifications:

https://kb.juniper.net/InfoCenter/

• Join and participate in the Juniper Networks Community Forum:

https://www.juniper.net/company/communities/

• Open a case online in the CSC Case Management tool: https://www.juniper.net/cm/

Toverify serviceentitlementbyproduct serial number, useourSerialNumberEntitlement

(SNE) Tool: https://entitlementsearch.juniper.net/entitlementsearch/

Opening a Casewith JTAC

You can open a case with JTAC on theWeb or by telephone.

• Use the Case Management tool in the CSC at https://www.juniper.net/cm/.

• Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see

https://www.juniper.net/support/requesting-support.html.
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PART 1

Common Configuration for All VPNs

• VPNs Overview on page 3

• Assigning Routing Instances to VPNs on page 9

• Distributing Routes in VPNs on page 19

• Distributing VPN Routes with Target Filtering on page 37

• Configuring Forwarding Options for VPNs on page 85

• Configuring Graceful Restart for VPNs on page 93

• Configuring Class of Service for VPNs on page 107

• Pinging VPNs on page 109
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CHAPTER 1

VPNs Overview

• VPLS on page 3

• Types of VPNs on page 4

• VPNs and Logical Systems on page 7

• Layer 2 VPNs on page 7

• Routers in a VPN on page 8

VPLS

In a Layer 3 network only, you can configure virtual private LAN service (VPLS), which is

an Ethernet-based point-to-multipoint Layer 2 VPN. It enables you to connect

geographically dispersed Ethernet local area networks (LAN) sites to each other across

an MPLS backbone. For ISP customers who implement VPLS, all sites appear to be in

the same Ethernet LAN even though traffic travels across the service provider's network.

Related
Documentation

Junos OS VPNs Library for Routing Devices•

• MX Series Router Architecture
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Types of VPNs

A virtual private network (VPN) consists of two topological areas: the provider’s network

and the customer’s network. The customer’s network is commonly located at multiple

physical sites and is also private (non-Internet). A customer site would typically consist

of a group of routers or other networking equipment located at a single physical location.

The provider’s network, which runs across the public Internet infrastructure, consists of

routers that provide VPN services to a customer’s network aswell as routers that provide

other services.Theprovider’snetworkconnects thevariouscustomersites inwhatappears

to the customer and the provider to be a private network.

To ensure that VPNs remain private and isolated from other VPNs and from the public

Internet, the provider’s network maintains policies that keep routing information from

different VPNs separate. A provider can servicemultiple VPNs as long as its policies keep

routes from different VPNs separate. Similarly, a customer site can belong to multiple

VPNs as long as it keeps routes from the different VPNs separate.

The Junos
®
OperatingSystem(JunosOS)providesseveral typesofVPNs; youcanchoose

the best solution for your network environment. Each of the following VPNs has different

capabilities and requires different types of configuration:

• Layer 2 VPNs on page 4

• Layer 3 VPNs on page 5

• VPLS on page 5

• Virtual-Router Routing Instances on page 6

Layer 2 VPNs

Implementing a Layer 2 VPN on a router is similar to implementing a VPN using a Layer 2

technology such as ATM or Frame Relay. However, for a Layer 2 VPN on a router, traffic

is forwarded to the router in Layer 2 format. It is carriedbyMPLSover the serviceprovider’s

networkand thenconvertedback toLayer2 formatat the receivingsite.Youcanconfigure

different Layer 2 formats at the sending and receiving sites. The security and privacy of

an MPLS Layer 2 VPN are equal to those of an ATM or Frame Relay VPN.

On a Layer 2 VPN, routing occurs on the customer’s routers, typically on the CE router.

The CE router connected to a service provider on a Layer 2 VPNmust select the

appropriate circuit on which to send traffic. The PE router receiving the traffic sends it

across the service provider’s network to the PE router connected to the receiving site.

The PE routers do not need to store or process the customer’s routes; they only need to

be configured to send data to the appropriate tunnel.

For a Layer 2 VPN, customers need to configure their own routers to carry all Layer 3

traffic. The service provider needs to know only howmuch traffic the Layer 2 VPN needs

to carry. The service provider’s routers carry traffic between the customer’s sites using

Layer 2 VPN interfaces. The VPN topology is determined by policies configured on the

PE routers.
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Layer 3 VPNs

In a Layer 3 VPN, the routing occurs on the service provider’s routers. Therefore, Layer 3

VPNs require more configuration on the part of the service provider, because the service

provider’s PE routers must store and process the customer’s routes.

In the Junos OS, Layer 3 VPNs are based on RFC 4364, BGP/MPLS IP Virtual Private

Networks (VPNs). This RFCdefines amechanismbywhich service providers canuse their

IP backbones to provide Layer 3 VPN services to their customers. The sites thatmake up

a Layer 3 VPN are connected over a provider’s existing public Internet backbone.

VPNs based on RFC 4364 are also known as BGP/MPLS VPNs because BGP is used to

distribute VPN routing information across the provider’s backbone, and MPLS is used to

forward VPN traffic across the backbone to remote VPN sites.

Customer networks, because they are private, can use either public addresses or private

addresses, asdefined inRFC 1918,AddressAllocation for Private Internets.Whencustomer

networks that use private addresses connect to the public Internet infrastructure, the

private addressesmight overlapwith the private addresses used by other network users.

BGP/MPLS VPNs solve this problem by prefixing a VPN identifier to each address from

aparticular VPN site, thereby creating an address that is unique bothwithin the VPNand

within the public Internet. In addition, each VPN has its own VPN-specific routing table

that contains the routing information for that VPN only.

VPLS

Virtual private LAN service (VPLS) allows you to connect geographically dispersed

customer sites as if they were connected to the same LAN. In many ways, it works like a

Layer 2 VPN. VPLS and Layer 2 VPNs use the same network topology and function

similarly. A packet originating within a customer’s network is sent first to a CE device. It

is then sent to a PE router within the service provider’s network. The packet traverses the

service provider’s network over an MPLS LSP. It arrives at the egress PE router, which

then forwards the traffic to the CE device at the destination customer site.

The key difference in VPLS is that packets can traverse the service provider’s network in

a point-to-multipoint fashion, meaning that a packet originating from a CE device can

be broadcast to PE routers in the VPLS. In contrast, a Layer 2 VPN forwards packets in

a point-to-point fashion only. The destination of a packet received from a CE device by

a PE router must be known for the Layer 2 VPN to function properly.

VPLS is designed to carry Ethernet traffic across an MPLS-enabled service provider

network. In certain ways, VPLSmimics the behavior of an Ethernet network. When a PE

router configuredwith a VPLS routing instance receives a packet fromaCE device, it first

checks the appropriate routing table for the destination of the VPLS packet. If the router

has the destination, it forwards it to the appropriate PE router. If it does not have the

destination, it broadcasts the packet to all the other PE routers that are members of the

same VPLS routing instance. The PE routers forward the packet to their CE devices. The

CE device that is the intended recipient of the packet forwards it to its final destination.

The other CE devices discard it.
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Virtual-Router Routing Instances

Avirtual-router routing instance, likeaVPNroutingand forwarding (VRF) routing instance,

maintains separate routing and forwarding tables for each instance. However, many

configuration steps required for VRF routing instances are not required for virtual-router

routing instances. Specifically, youdonotneed toconfigurea routedistinguisher, a routing

table policy (the vrf-export, vrf-import, and route-distinguisher statements), or MPLS

between the P routers.

However, you need to configure separate logical interfaces between each of the service

provider routersparticipating inavirtual-router routing instance.Youalsoneed toconfigure

separate logical interfacesbetween theserviceprovider routersand thecustomer routers

participating in each routing instance. Eachvirtual-router instance requires its ownunique

set of logical interfaces to all participating routers.

Figure 1 on page 6 shows how this works. The service provider routers G and H are

configured for virtual-router routing instancesRedandGreen. Each serviceprovider router

is directly connected to two local customer routers, one in each routing instance. The

serviceprovider routersarealsoconnected toeachotherover theserviceprovidernetwork.

These routers need four logical interfaces: a logical interface to each of the locally

connected customer routers and a logical interface to carry traffic between the two

service provider routers for each virtual-router instance.

Figure 1: Logical Interface per Router in aVirtual-Router Routing Instance

Layer 3 VPNs do not have this configuration requirement. If you configure several Layer 3

VPN routing instances on aPE router, all the instances can use the same logical interface

to reachanother PE router. This is possible because Layer 3VPNsuseMPLS (VPN) labels

that differentiate traffic going to and from various routing instances. Without MPLS and

VPN labels, as in a virtual-router routing instance, you need separate logical interfaces

to separate traffic from different instances.

Onemethod of providing this logical interface between the service provider routers is by

configuring tunnels between them. You can configure IP Security (IPsec), generic routing

encapsulation (GRE), or IP-IP tunnels between the service provider routers, terminating

the tunnels at the virtual-router instance.
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VPNs and Logical Systems

You can partition a single physical router into multiple logical systems that perform

independent routing tasks. Because logical systems perform a subset of the tasks once

handled by the physical router, logical systems offer an effective way to maximize the

use of a single routing platform.

Logical systems perform a subset of the actions of a physical router and have their own

unique routing tables, interfaces, policies, and routing instances. A set of logical systems

within a single router can handle the functions previously performed by several small

routers.

Logical systems support Layer 2 VPNs, Layer 3 VPNs, VPLS, and Layer 2 circuits.. For

more informationabout logical systems, see theLogicalSystemsFeatureGuide forRouters

and Switches.

Starting in JunosOS release 17.4R1, EthernetVPN(EVPN)support hasalsobeenextended

to logical systems running onMX devices. The same EVPN options and performance are

available, and can be configured under the [edit logical-systems logical-system-name

routing-instances routing-instance-name protocols evpn] hierarchy.

Release History Table DescriptionRelease

Starting in Junos OS release 17.4R1, Ethernet VPN (EVPN) support has also been
extended to logical systems running on MX devices. The same EVPN options and
performanceareavailable, andcanbeconfiguredunder the [edit logical-systems
logical-system-name routing-instances routing-instance-name protocols
evpn] hierarchy.

17.4

Layer 2 VPNs

In a Layer 3 network only, you can configure Layer 2 virtual private network (VPN) under

a Layer 2 VPN routing instance type l2vpn.

In a Layer 2 environment, you can use a l2vpn routing instance to transparently carry

Layer 2 traffic over an IP/MPLS backbone. Layer 2 traffic is sent to the provider edge (PE)

router in Layer 2 format. The PE router encapsulates the frames and transports them

over the IP/MPLS backbone to the PE router on the other side of the cloud. The remote

PE router removes encapsulation and sends the frames to the receiving site in Layer 2

format.

Related
Documentation

MX Series Router Architecture•

• Layer 2 and Layer 3 Features on MX Series Routers

• Junos OS VPNs Library for Routing Devices
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Routers in a VPN

Figure 2 on page 8 illustrates how VPN functionality is provided by the provider edge

(PE) routers; the provider and customer edge (CE) routers have no special configuration

requirements for VPNs.

Figure 2: Routers in a VPN
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CHAPTER 2

Assigning Routing Instances to VPNs

• Configuring Routing Instances on PE Routers in VPNs on page 9

• Configuring Virtual-Router Routing Instances in VPNs on page 14

• Configuring Path MTU Checks for VPN Routing Instances on page 16

Configuring Routing Instances on PE Routers in VPNs

You need to configure a routing instance for each VPN on each of the PE routers

participating in the VPN. The configuration procedures outlined in this section are

applicable to Layer 2 VPNs, Layer 3 VPNs, and VPLS. The configuration procedures

specific to each type of VPN are described in the corresponding sections in the other

configuration chapters.

To configure routing instances for VPNs, include the following statements:

description text;
instance-type type;
interface interface-name;
route-distinguisher (as-number:number | ip-address:number);
vrf-import [ policy-names ];
vrf-export [ policy-names ];
vrf-target {
export community-name;
import community-name;

}

You can include these statements at the following hierarchy levels:

• [edit routing-instances routing-instance-name]

• [edit logical-systems logical-system-name routing-instances routing-instance-name]

To configure VPN routing instances, you perform the steps in the following sections:

• Configuring the Routing Instance Name for a VPN on page 10

• Configuring the Description on page 10

• Configuring the Instance Type on page 10

• Configuring Interfaces for VPN Routing on page 11
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• Configuring the Route Distinguisher on page 13

• Configuring Automatic Route Distinguishers on page 14

Configuring the Routing Instance Name for a VPN

The name of the routing instance for a VPN can be amaximum of 128 characters and
can contain letters, numbers, and hyphens. In Junos OS Release 9.0 and later, you can
no longer specify default as the actual routing-instance name. You also cannot use any
special characters (! @ # $% ^ & * , +< > : ;) within the name of a routing instance.

NOTE: In Junos OS Release 9.6 and later, you can include a slash (/) in a
routing instance name only if a logical system is not configured. That is, you
cannot include the slash character in a routing instance name if a logical
system other than the default is explicitly configured.

Specify the routing-instance namewith the routing-instance statement:

routing-instance routing-instance-name {...}

You can include this statement at the following hierarchy levels:

• [edit]

• [edit logical-systems logical-system-name]

Configuring the Description

To provide a text description for the routing instance, include the description statement.

If the text includes one or more spaces, enclose them in quotation marks (" "). Any

descriptive text you include is displayed in the output of the show route instance detail

command and has no effect on the operation of the routing instance.

To configure a text description, include the description statement:

description text;

You can include this statement at the following hierarchy levels:

• [edit routing-instances routing-instance-name]

• [edit logical-systems logical-system-name routing-instances routing-instance-name]

Configuring the Instance Type

The instance type you configure varies depending onwhether you are configuring Layer 2

VPNs, Layer 3 VPNs, VPLS, or virtual routers. Specify the instance type by including the

instance-type statement:

• To enable Layer 2 VPN routing on a PE router, include the instance-type statement and
specify the value l2vpn:

instance-type l2vpn;
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• ToenableVPLS routingonaPE router, include the instance-type statementandspecify

the value vpls:

instance-type vpls;

• Layer 3 VPNs require that each PE router have a VPN routing and forwarding (VRF)

table for distributing routes within the VPN. To create the VRF table on the PE router,

include the instance-type statement and specify the value vrf:

instance-type vrf;

NOTE: Routing Engine based sampling is not supported on VRF routing
instances.

• To enable the virtual-router routing instance, include the instance-type statement and

specify the value virtual-router:

instance-type virtual-router;

You can include this statement at the following hierarchy levels:

• [edit routing-instances routing-instance-name]

• [edit logical-systems logical-system-name routing-instances routing-instance-name]

Configuring Interfaces for VPN Routing

On each PE router, you must configure an interface over which the VPN traffic travels

between the PE and CE routers.

The sections that follow describe how to configure interfaces for VPNs:

• General Configuration for VPN Routing on page 11

• Configuring Interfaces for Layer 3 VPNs on page 12

• Configuring Interfaces for Carrier-of-Carriers VPNs on page 12

• Configuring Unicast RPF on VPN Interfaces on page 13

General Configuration for VPN Routing

The configuration described in this section applies to all types of VPNs. For Layer 3 VPNs

and carrier-of-carriers VPNs, complete the configuration described in this section before

proceeding to the interface configuration sections specific to those topics.

To configure interfaces for VPN routing, include the interface statement:

interface interface-name;

You can include this statement at the following hierarchy levels:

• [edit routing-instances routing-instance-name]

• [edit logical-systems logical-system-name routing-instances routing-instance-name]
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Specify both the physical and logical portions of the interface name, in the following

format:

physical.logical

For example, in at-1/2/1.2, at-1/2/1 is the physical portion of the interface name and 2 is

the logical portion. If you do not specify the logical portion of the interface name, the

value 0 is set by default.

A logical interfacecanbeassociatedwithonlyone routing instance. If youenablea routing

protocol onall instancesby specifying interfacesallwhenconfiguring themaster instance

of the protocol at the [edit protocols] hierarchy level, and if you configure a specific

interface for VPN routing at the [edit routing-instances routing-instance-name] hierarchy

level or at the [edit logical-systems logical-system-name routing-instances

routing-instance-name] hierarchy level, the latter interface statement takes precedence

and the interface is used exclusively for the VPN.

If you explicitly configure the same interface name at the [edit protocols] hierarchy level

and at either the [edit routing-instances routing-instance-name] or [edit logical-systems

logical-system-name routing-instances routing-instance-name]hierarchy levels, anattempt

to commit the configuration fails.

Configuring Interfaces for Layer 3 VPNs

When you configure the Layer 3 VPN interfaces at the [edit interfaces] hierarchy level,

you must also configure family inetwhen configuring the logical interface:

[edit interfaces]
interface-name {
unit logical-unit-number {
family inet;

}
}

Configuring Interfaces for Carrier-of-Carriers VPNs

When you configure carrier-of-carriers VPNs, you need to configure the family mpls

statement in addition to the family inet statement for the interfaces between the PE and

CE routers. For carrier-of-carriers VPNs, configure the logical interface as follows:

[edit interfaces]
interface-name {
unit logical-unit-number {
family inet;
family mpls;

}
}

If you configure family mpls on the logical interface and then configure this interface for

a non-carrier-of-carriers routing instance, the family mpls statement is automatically

removed from the configuration for the logical interface, since it is not needed.
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Configuring Unicast RPF on VPN Interfaces

ForVPN interfaces that carry IP version4or version6 (IPv4or IPv6) traffic, you can reduce

the impact of denial-of-service (DoS) attacks by configuring unicast reverse path

forwarding (RPF).UnicastRPFhelpsdetermine the sourceof attacksand rejectspackets

from unexpected source addresses on interfaces where unicast RPF is enabled.

YoucanconfigureunicastRPFonaVPN interfacebyenablingunicastRPFon the interface

and including the interfacestatementat the [edit routing-instancesrouting-instance-name]

hierarchy level.

You cannot configure unicast RPF on the core-facing interfaces. You can only configure

unicast RPF on the CE router-to-PE router interfaces on the PE router. However, for

virtual-router routing instances, unicast RPF is supported on all interfaces you specify in

the routing instance.

For information about how to configure unicast RPF on VPN interfaces, see Configuring

Unicast RPF.

Configuring the Route Distinguisher

Each routing instance that you configure on a PE router must have a unique route

distinguisher associatedwith it. VPN routing instances need a route distinguisher to help

BGP to distinguish between potentially identical network layer reachability information

(NLRI) messages received from different VPNs. If you configure different VPN routing

instances with the same route distinguisher, the commit fails.

For Layer 2 VPNs and VPLS, if you have configured the l2vpn-use-bgp-rules statement,

youmust configure a unique route distinguisher for each PE router participating in a

specific routing instance.

For other types of VPNs, we recommend that you use a unique route distinguisher for

eachPE router participating in the routing instance. Although you can use the same route

distinguisher on all PE routers for the same VPN routing instance (except for Layer 2

VPNs andVPLS), if you use a unique route distinguisher, you can determine theCE router

fromwhich a route originated within the VPN.

Toconfigurea routedistinguisheronaPE router, include the route-distinguisher statement:

route-distinguisher (as-number:number | ip-address:number);

For a list of hierarchy levels at which you can include this statement, see the statement

summary section for this statement.

The route distinguisher is a 6-byte value that you can specify in one of the following

formats:

• as-number:number, where as-number is an autonomous system (AS) number (a 2-byte

value) and number is any 4-byte value. The AS number can be in the range 1

through 65,535.We recommend that you use an Internet AssignedNumbers Authority

(IANA)-assigned, nonprivate AS number, preferably the Internet service provider’s

(ISP’s) own or the customer’s own AS number.
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• ip-address:number, where ip-address is an IP address (a 4-byte value) and number is

any 2-byte value. The IP address can be any globally unique unicast address. We

recommend that you use the address that you configure in the router-id statement,

which is a nonprivate address in your assigned prefix range.

Configuring Automatic Route Distinguishers

If youconfigure the route-distinguisher-id statementat the [edit routing-options]hierarchy

level, a route distinguisher is automatically assigned to the routing instance. If you also

configure the route-distinguisher statement in addition to the route-distinguisher-id

statement, the value configured for route-distinguisher supersedes the value generated

from route-distinguisher-id.

Toassigna routedistinguisherautomatically, include the route-distinguisher-id statement:

route-distinguisher-id ip-address;

You can include this statement at the following hierarchy levels:

• [edit routing-options]

• [edit logical-systems logical-system-name routing-options]

A type 1 route distinguisher is automatically assigned to the routing instance using the

format ip-address:number. The IP address is specified by the route-distinguisher-id

statement and the number is unique for the routing instance.

Related
Documentation

Configuring Policies for the VRF Table on PE Routers in VPNs on page 25•

• Configuring BGP Route Target Filtering for VPNs on page 37

Configuring Virtual-Router Routing Instances in VPNs

A virtual-router routing instance, like a VRF routing instance, maintains separate routing

and forwarding tables for each instance. However, many of the configuration steps

required for VRF routing instances are not required for virtual-router routing instances.

Specifically, you do not need to configure a route distinguisher, a routing table policy (the

vrf-export, vrf-import, and route-distinguisher statements), orMPLSbetween the service

provider routers.

Configure a virtual-router routing instance by including the following statements:

description text;
instance-type virtual-router;
interface interface-name;
protocols { ... }

You can include these statements at the following hierarchy levels:

• [edit routing-instances routing-instance-name]

• [edit logical-systems logical-system-name routing-instances routing-instance-name]
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The following sections explain how to configure a virtual-router routing instance:

• Configuring a Routing Protocol Between the Service Provider Routers on page 15

• Configuring Logical Interfaces Between Participating Routers on page 15

Configuring a Routing Protocol Between the Service Provider Routers

The service provider routers need to be able to exchange routing information. You can

configure the following protocols for the virtual-router routing instance protocols

statement configuration at the [edit routing-instances routing-instance-name] hierarchy

level:

• BGP

• IS-IS

• LDP

• OSPF

• Protocol Independent Multicast (PIM)

• RIP

You can also configure static routes.

IBGP route reflection is not supported for virtual-router routing instances.

If you configure LDP under a virtual-router instance, LDP routes are placed by default in

the routing instance’s inet.0 and inet.3 routing tables (for example, sample.inet.0 and

sample.inet.3). To restrict LDP routes to only the routing instance’s inet.3 table, include

the no-forwarding statement:

no-forwarding;

You can include this statement at the following hierarchy levels:

• [edit routing-instances routing-instance-name protocols ldp]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols ldp]

When you restrict the LDP routes to only the inet.3 routing table, the corresponding IGP

route in the inet.0 routing table can be redistributed and advertised into other routing

protocols.

For information about routing tables, see Understanding Junos OS Routing Tables.

Configuring Logical Interfaces Between Participating Routers

Youmust configure an interface to each customer router participating in the routing

instance and to each P router participating in the routing instance. Each virtual-router

routing instance requires its own separate logical interfaces to all P routers participating

in the instance. To configure interfaces for virtual-router instances, include the interface

statement:
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interface interface-name;

You can include this statement at the following hierarchy levels:

• [edit routing-instances routing-instance-name]

• [edit logical-systems logical-system-name routing-instances routing-instance-name]

Specify both the physical and logical portions of the interface name, in the following

format:

physical.logical

For example, in at-1/2/1.2, at-1/2/1 is the physical portion of the interface name and 2 is

the logical portion. If you do not specify the logical portion of the interface name, 0 is set

by default.

Youmust also configure the interfaces at the [edit interfaces] hierarchy level.

Onemethod of providing this logical interface between the provider routers is by

configuring tunnels between them. You can configure IP Security (IPsec), generic routing

encapsulation (GRE), or IP-IP tunnels between the provider routers, terminating the

tunnels at the virtual-router instance.

For information about how to configure tunnels and interfaces, see the JunosOSServices

Interfaces Library for Routing Devices.

Configuring PathMTUChecks for VPN Routing Instances

By default, the maximum transmission unit (MTU) check for VPN routing instances is

disabled on M Series routers (except the M320 router) and enabled for the M320 router

and T Series routers. On M Series routers, you can configure path MTU checks on the

outgoing interfaces forunicast traffic routedonVRF routing instancesandonvirtual-router

routing instances.

When you enable anMTUcheck, the routing platformsends an Internet ControlMessage

Protocol (ICMP)message when a packet traversing the routing instance exceeds the

MTU size and has the do-not-fragment bit set. The ICMPmessage uses the VRF local

address as its source address.

For anMTUcheck towork in a routing instance, youmust both include the vrf-mtu-check

statementat the [editchassis]hierarchy level andassignat leastone interfacecontaining

an IP address to the routing instance.

Formore information about thepathMTUcheck, see the JunosOSAdministration Library.

To configure path MTU checks, do the tasks described in the following sections:

• Enabling Path MTU Checks for a VPN Routing Instance on page 17

• Assigning an IP Address to the VPN Routing Instance on page 17
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Enabling PathMTUChecks for a VPN Routing Instance

To enable path checks on the outgoing interface for unicast traffic routed on a VRF or

virtual-router routing instance, include the vrf-mtu-check statement at the [edit chassis]

hierarchy level:

[edit chassis]
vrf-mtu-check;

Assigning an IP Address to the VPN Routing Instance

To ensure that the path MTU check functions properly, at least one IP address must be

associated with each VRF or virtual-router routing instance. If an IP address is not

associated with the routing instance, ICMP reply messages cannot be sent.

Typically, the VRF or virtual-router routing instance IP address is drawn from among the

IP addresses associated with interfaces configured for that routing instance. If none of

the interfaces associated with a VRF or virtual-router routing instance is configured with

an IP address, you need to explicitly configure a logical loopback interface with an IP

address. This interfacemust thenbeassociatedwith the routing instance. SeeConfiguring

Logical Units on the Loopback Interface for Routing Instances in Layer 3 VPNs for details.
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CHAPTER 3

Distributing Routes in VPNs

• Enabling Routing Information Exchange for VPNs on page 19

• Configuring IBGP Sessions Between PE Routers in VPNs on page 19

• Configuring Aggregate Labels for VPNs on page 21

• Configuring a Signaling Protocol and LSPs for VPNs on page 22

• Configuring Policies for the VRF Table on PE Routers in VPNs on page 25

• Configuring the Route Origin for VPNs on page 32

Enabling Routing Information Exchange for VPNs

For Layer 2 VPNs, Layer 3 VPNs, virtual-router routing instances, VPLS, EVPNs, and Layer

2 circuits to function properly, the service provider’s PE and P routers must be able to

exchange routing information. For this to happen, youmust configure either an IGP (such

as OSPF or IS-IS) or static routes on these routers. You configure the IGP on themaster

instance of the routing protocol process at the [edit protocols] hierarchy level, not within

the routing instanceused for theVPN—that is, not at the [edit routing-instances]hierarchy

level.

When you configure the PE router, do not configure any summarization of the PE router’s

loopback addresses at the area boundary. Each PE router’s loopback address should

appear as a separate route.

Related
Documentation

Example: Configuring IS-IS•

• OSPF Feature Guide

Configuring IBGP Sessions Between PE Routers in VPNs

Youmust configure an IBGP session between the PE routers to allow the PE routers to

exchange informationabout routesoriginatingand terminating in theVPN.ThePE routers

rely on this information to determine which labels to use for traffic destined for remote

sites.

Configure an IBGP session for the VPN as follows:

[edit protocols]
bgp {
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group group-name {
type internal;
local-address ip-address;
family evpn {
signaling;

}
family (inet-vpn | inet6-vpn) {
unicast;

}
family l2vpn {
signaling;

}
neighbor ip-address;

}
}

The IP address in the local-address statement is the address of the loopback interface

on the local PE router. The IBGP session for the VPN runs through the loopback address.

(Youmust also configure the loopback interface at the [edit interfaces] hierarchy level.)

The IP address in the neighbor statement is the loopback address of the neighboring PE

router. If you are using RSVP signaling, this IP address is the same address you specify in

the to statement at the [edit mpls label-switched-path lsp-path-name] hierarchy level

when you configure the MPLS LSP.

The family statement allows you to configure the IBGP session for Layer 2 VPNs, VPLS,

EVPNs or for Layer 3 VPNs.

• To configure an IBGP session for Layer 2 VPNs and VPLS, include the signaling

statement at the [edit protocols bgp group group-name family l2vpn] hierarchy level:

[edit protocols bgp group group-name family l2vpn]
signaling;

• To configure an IBGP session for EVPNs, include the signaling statement at the [edit

protocols bgp group group-name family evpn] hierarchy level:

[edit protocols bgp group group-name family evpn]
signaling;

• To configure an IPv4 IBGP session for Layer 3 VPNs, configure the unicast statement

at the [edit protocols bgp group group-name family inet-vpn] hierarchy level:

[edit protocols bgp group group-name family inet-vpn]
unicast;

• To configure an IPv6 IBGP session for Layer 3 VPNs, configure the unicast statement

at the [edit protocols bgp group group-name family inet6-vpn] hierarchy level:

[edit protocols bgp group group-name family inet6-vpn]
unicast;
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NOTE: You can configure both family inet and family inet-vpn or both family

inet6 and family inet6-vpnwithin the same peer group. This allows you to

enable support for both IPv4and IPv4VPN routesor both IPv6and IPv6VPN
routes within the same peer group.

Related
Documentation

Enabling Routing Information Exchange for VPNs on page 19•

• Configuring a Signaling Protocol and LSPs for VPNs on page 22

Configuring Aggregate Labels for VPNs

Aggregate labels for VPNs allow a Juniper Networks routing platform to aggregate a set

of incoming labels (labels received froma peer router) into a single forwarding label that

is selected from the set of incoming labels. The single forwarding label corresponds to

a single next hop for that set of labels. Label aggregation reduces the number of VPN

labels that the router must examine.

For a set of labels to share an aggregate forwarding label, theymust belong to the same

forwardingequivalenceclass (FEC). The labeledpacketsmusthave the samedestination

egress interface.

Including the community community-name statementwith theaggregate-label statement

lets you specify prefixes with a common origin community. Set by policy on the peer PE,

these prefixes represent an FEC on the peer PE router.

CAUTION: If the target community is set bymistake instead of the origin
community, forwarding problems at the egress PE can result. All prefixes
from the peer PEwill appear to be in the same FEC, resulting in a single inner
label for all CE routers behind a given PE in the same VPN.

To work with route reflectors in Layer 3 VPN networks, the Juniper Networks M10i router

aggregates a set of incoming labels only when the routes:

• Are received from the same peer router

• Have the same site of origin community

• Have the same next hop

Thenexthop requirement is importantbecause route reflectors forward routesoriginated

from different BGP peers to another BGP peer without changing the next hop of those

routes.

To configure aggregate labels for VPNs, include the aggregate-label statement:

aggregate-label {
community community-name;

}
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For a list of hierarchy levels at which you can include this statement, see the statement

summary for this statement.

For information about how to configure a community, see Understanding BGP

Communities, Extended Communities, and Large Communities as Routing Policy Match

Conditions.

Related
Documentation

Understanding BGP Communities, Extended Communities, and Large Communities as

Routing Policy Match Conditions

•

Configuring a Signaling Protocol and LSPs for VPNs

For VPNs to function, youmust enable a signaling protocol, either the LDP or RSVP on

theprovider edge (PE) routers andon theprovider (P) routers. Youalso need to configure

label-switched paths (LSPs) between the ingress and egress routers. In a typical VPN

configuration, you need to configure LSPs from each PE router to all of the other PE

routers participating in the VPN in a full mesh.

NOTE: As with any configuration involving MPLS, you cannot configure any
of the core-facing interfaceson thePE routers over denseFast EthernetPICs.

To enable a signaling protocol, perform the steps in one of the following sections:

• Using LDP for VPN Signaling on page 22

• Using RSVP for VPN Signaling on page 24

Using LDP for VPN Signaling

To use LDP for VPN signaling, perform the following steps on the PE and provider (P)

routers:

1. Configure LDP on the interfaces in the core of the service provider’s network by

including the ldp statement at the [edit protocols] hierarchy level.

You need to configure LDP only on the interfaces between PE routers or between PE

and P routers. You can think of these as the “core-facing” interfaces. You do not need

to configure LDP on the interface between the PE and customer edge (CE) routers.

[edit]
protocols {
ldp {
interface type-fpc/pic/port;

}
}

2. Configure the MPLS address family on the interfaces on which you enabled LDP (the

interfaces you configured in Step 1) by including the familympls statement at the [edit

interfaces type-fpc/pic/port unit logical-unit-number] hierarchy level.

[edit]
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interfaces {
type-fpc/pic/port {
unit logical-unit-number {
family mpls;

}
}

}

3. Configure OSPF or IS-IS on each PE and P router.

You configure these protocols at the master instance of the routing protocol, not

within the routing instance used for the VPN.

• To configure OSPF, include the ospf statement at the [edit protocols] hierarchy

level. At a minimum, youmust configure a backbone area on at least one of the

router’s interfaces.

[edit]
protocols {
ospf {
area 0.0.0.0 {
interface type-fpc/pic/port;

}
}

}

• To configure IS-IS, include the isis statement at the [edit protocols] hierarchy level

and configure the loopback interface and International Organization for

Standardization (ISO) family at the [edit interfaces] hierarchy level. At a minimum,

youmust enable IS-IS on the router, configure a network entity title (NET) on one

of the router’s interfaces (preferably the loopback interface, lo0), and configure

the ISO family on all interfaces on which you want IS-IS to run. When you enable

IS-IS, Level 1 and Level 2 are enabled by default. The following is theminimum IS-IS

configuration. In the address statement, address is the NET.

[edit]
interfaces {
lo0 {
unit logical-unit-number {
family iso {
address address;

}
}

}
type-fpc/pic/port {
unit logical-unit-number {
family iso;

}
}

}
protocols {
isis {
interface all;

}
}
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For more information about configuring OSPF and IS-IS, see theOSPF Feature Guide

and IS-IS Feature Guide.

Using RSVP for VPN Signaling

To use RSVP for VPN signaling, perform the following steps:

1. On each PE router, configure traffic engineering.

To do this, youmust configure an interior gateway protocol (IGP) that supports traffic

engineering (either IS-IS or OSPF) and enable traffic engineering support for that

protocol.

To enableOSPF traffic engineering support, include the traffic-engineering statement

at the [edit protocols ospf] hierarchy level:

[edit protocols ospf]
traffic-engineering {
shortcuts;

}

For IS-IS, traffic engineering support is enabled by default.

2. On each PE and P router, enable RSVP on the interfaces that participate in the

label-switched path (LSP).

On the PE router, these interfaces are the ingress and egress points to the LSP. On

the P router, these interfaces connect the LSP between the PE routers. Do not enable

RSVP on the interface between the PE and the CE routers, because this interface is

not part of the LSP.

To configure RSVP on the PE and P routers, include the interface statement at the

[edit protocols rsvp]hierarchy level. Includeone interface statement for each interface

on which you are enabling RSVP.

[edit protocols]
rsvp {
interface interface-name;
interface interface-name;

}

3. On each PE router, configure an MPLS LSP to the PE router that is the LSP’s egress

point.

To do this, include the interface and label-switched-path statements at the [edit

protocolsmpls] hierarchy level:

[edit protocols]
mpls {
interface interface-name;
label-switched-path path-name {
to ip-address;

}
}

In the to statement, specify the address of the LSP’s egress point, which is an address

on the remote PE router.
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In the interface statement, specify the name of the interface (both the physical and

logical portions). Include one interface statement for the interface associated with

the LSP.

When you configure the logical portion of the same interface at the [edit interfaces]

hierarchy level, you must also configure the family inet and family mpls statements:

[edit interfaces]
interface-name {
unit logical-unit-number {
family inet;
family mpls;

}
}

4. On all P routers that participate in the LSP, enable MPLS by including the interface

statement at the [edit mpls] hierarchy level.

Include one interface statement for each connection to the LSP.

[edit]
mpls {
interface interface-name;
interface interface-name;

}

5. EnableMPLSon the interfacebetween thePEandCE routersby including the interface

statement at the [edit mpls] hierarchy level.

Doing this allows the PE router to assign an MPLS label to traffic entering the LSP or

to remove the label from traffic exiting the LSP.

[edit]
mpls {
interface interface-name;

}

For information about configuring MPLS, see the Configuring the Ingress Router for

MPLS-Signaled LSPs.

Related
Documentation

Configuring the Ingress Router for MPLS-Signaled LSPs•

Configuring Policies for the VRF Table on PE Routers in VPNs

OneachPE router, youmust define policies that define how routes are imported into and

exported from the router’s VRF table. In these policies, youmust define the route target,

and you can optionally define the route origin.

To configure policy for the VRF tables, you perform the steps in the following sections:

• Configuring the Route Target on page 26

• Configuring the Route Origin on page 26

• Configuring an Import Policy for the PE Router’s VRF Table on page 27
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• Configuring an Export Policy for the PE Router’s VRF Table on page 29

• Applying Both the VRF Export and the BGP Export Policies on page 30

• Configuring a VRF Target on page 31

Configuring the Route Target

As part of the policy configuration for the VPN routing table, youmust define a route

target,whichdefineswhichVPN the route is a part of.When you configure different types

of VPN services (Layer 2 VPNs, Layer 3 VPNs, EVPNs, or VPLS) on the same PE router,

be sure to assign unique route target values to avoid the possibility of adding route and

signaling information to the wrong VPN routing table.

To configure the route target, include the target option in the community statement:

community namemembers target:community-id;

You can include this statement at the following hierarchy levels:

• [edit policy-options]

• [edit logical-systems logical-system-name policy-options]

name is the name of the community.

community-id is the identifier of the community. Specify it in oneof the following formats:

• as-number:number, where as-number is an AS number (a 2-byte value) and number is

a 4-byte community value. The AS number can be in the range 1 through 65,535. We

recommend that you use an IANA-assigned, nonprivate AS number, preferably the

ISP’s own or the customer’s own AS number. The community value can be a number

in the range 0 through 4,294,967,295 (2
32
– 1).

• ip-address:number, where ip-address is an IPv4 address (a 4-byte value) and number

is a 2-bytecommunity value. The IPaddress canbeanyglobally uniqueunicast address.

We recommend that you use the address that you configure in the router-id statement,

which is a nonprivate address in your assigned prefix range. The community value can

be a number in the range 1 through 65,535.

Configuring the Route Origin

In the import and export policies for the PE router’s VRF table, you can optionally assign

the route origin (also known as the site of origin) for a PE router’s VRF routes using a VRF

export policy applied tomultiprotocol external BGP (MP-EBGP)VPN IPv4 route updates

sent to other PE routers.

Matchingon theassigned routeorigin attribute in a receivingPE’sVRF import policy helps

ensure that VPN-IPv4 routes learned through MP-EBGP updates from one PE are not

reimported to the same VPN site from a different PE connected to the same site.

To configure a route origin, complete the following steps:

1. Include the community statement with the origin option:

community namemembers origin:community-id;
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You can include this statement at the following hierarchy levels:

• [edit policy-options]

• [edit logical-systems logical-system-name policy-options]

name is the name of the community.

community-id is the identifier of the community. Specify it in one of the following

formats:

• as-number:number, where as-number is an AS number (a 2-byte value) and number

is a 4-byte community value. The AS number can be in the range 1 through 65,535.

We recommend that you use an IANA-assigned, nonprivate AS number, preferably

the ISP’s own or the customer’s own AS number. The community value can be a

number in the range 0 through 4,294,967,295 (2
32
– 1).

• ip-address:number, where ip-address is an IPv4address (a4-byte value)andnumber

is a 2-byte community value. The IP address can be any globally unique unicast

address.We recommend that youuse theaddress that youconfigure in the router-id

statement, which is a nonprivate address in your assigned prefix range. The

community value can be a number in the range 1 through 65,535.

2. Include thecommunity in the import policy for thePE router’sVRF tablebyconfiguring

the community statement with the community-id identifier defined in Step 1 at the

[editpolicy-optionspolicy-statement import-policy-name term import-term-name from]

hierarchy level. See “Configuring an Import Policy for the PE Router’s VRF Table” on

page 27.

If the policy’s from clause does not specify a community condition, the vrf-import

statement in which the policy is applied cannot be committed. The Junos OS commit

operation does not pass the validation check.

3. Include the community in the export policy for thePE router’s VRF tableby configuring

the community statement with the community-id identifier defined in Step 1 at the

[editpolicy-optionspolicy-statementexport-policy-name termexport-term-name then]

hierarchy level. See “Configuring an Export Policy for the PE Router’s VRF Table” on

page 29.

See “Configuring the Route Origin for VPNs” on page 32 for a configuration example.

Configuring an Import Policy for the PE Router’s VRF Table

Each VPN can have a policy that defines how routes are imported into the PE router’s

VRF table. An import policy is applied to routes received from other PE routers in the

VPN. A policy must evaluate all routes received over the IBGP session with the peer PE

router. If the routes match the conditions, the route is installed in the PE router’s

routing-instance-name.inet.0 VRF table. An import policy must contain a second term

that rejects all other routes.
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Unless an import policy contains only a then reject statement, itmust include a reference

to a community. Otherwise, when you try to commit the configuration, the commit fails.

You can configure multiple import policies.

An import policy determines what to import to a specified VRF table based on the

VPN routes learned from the remote PE routers through IBGP. The IBGP session is

configured at the [edit protocols bgp] hierarchy level. If you also configure an import

policy at the [edit protocols bgp] hierarchy level, the import policies at the [edit

policy-options] hierarchy level and the [edit protocols bgp] hierarchy level are combined

through a logical AND operation. This allows you to filter traffic as a group.

To configure an import policy for the PE router’s VRF table, follow these steps:

1. To define an import policy, include the policy-statement statement. For all PE routers,

an import policymust always include the policy-statement statement, at aminimum:

policy-statement import-policy-name {
term import-term-name {
from {
protocol bgp;
community community-id;

}
then accept;

}
term term-name {
then reject;

}
}

You can include the policy-statement statement at the following hierarchy levels:

• [edit policy-options]

• [edit logical-systems logical-system-name policy-options]

The import-policy-name policy evaluates all routes received over the IBGP session

with the other PE router. If the routesmatch the conditions in the from statement, the

route is installed in thePE router’s routing-instance-name.inet.0VRF table. The second

term in the policy rejects all other routes.

For more information about creating policies, see the Routing Policies, Firewall Filters,

and Traffic Policers Feature Guide.

2. You can optionally use a regular expression to define a set of communities to be used

for the VRF import policy.

For example you could configure the following using the community statement at the

[edit policy-options policy-statement policy-statement-name] hierarchy level:

[edit policy-options vrf-import-policy-sample]
community high-priority members *:50

Note that youcannot configurea regular expressionasapart ofa route target extended

community. For more information about how to configure regular expressions for
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communities, see Understanding How to Define BGP Communities and Extended

Communities .

3. To configure an import policy, include the vrf-import statement:

vrf-import import-policy-name;

You can include this statement at the following hierarchy levels:

• [edit routing-instances routing-instance-name]

• [edit logical-systems logical-system-name routing-instances routing-instance-name]

Configuring an Export Policy for the PE Router’s VRF Table

Each VPN can have a policy that defines how routes are exported from the PE router’s

VRF table. An export policy is applied to routes sent to other PE routers in the VPN. An

export policy must evaluate all routes received over the routing protocol session with

the CE router. (This session can use the BGP, OSPF, or Routing Information Protocol

[RIP] routing protocols, or static routes.) If the routesmatch the conditions, the specified

community target (which is the route target) is added to them and they are exported to

the remote PE routers. An export policymust contain a second term that rejects all other

routes.

Export policies defined within the VPN routing instance are the only export policies that

apply to the VRF table. Any export policy that you define on the IBGP session between

the PE routers has no effect on the VRF table. You can configuremultiple export policies.

To configure an export policy for the PE router’s VRF table, follow these steps:

1. For all PE routers, an export policy must distribute VPN routes to and from the

connectedCE routers inaccordancewith the typeof routingprotocol that youconfigure

between the CE and PE routers within the routing instance.

To define an export policy, include the policy-statement statement. An export policy

must always include the policy-statement statement, at a minimum:

policy-statement export-policy-name {
term export-term-name {
from protocol (bgp | ospf | rip | static);
then {
community add community-id;
accept;

}
}
term term-name {
then reject;

}
}
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NOTE: Configuring the community add statement is a requirement for

Layer 2 VPN VRF export policies. If you change the community add

statement to the community set statement, the router at the egress of the

Layer 2 VPN linkmight drop the connection.

NOTE: When configuring draft-rosenmulticast VPNs operating in
source-specific mode and using the vrf-export statement to specify the

export policy, the policy must have a term that accepts routes from the
vrf-name.mdt.0 routing table. This termensures proper PE autodiscovery
using the inet-mdt address family.

Whenconfiguringdraft-rosenmulticastVPNsoperating in source-specific
mode and using the vrf-target statement, the VRF export policy is

automatically generated and automatically accepts routes from the
vrf-name.mdt.0 routing table.

You can include the policy-statement statement at the following hierarchy levels:

• [edit policy-options]

• [edit logical-systems logical-system-name policy-options]

The export-policy-name policy evaluates all routes received over the routing protocol

session with the CE router. (This session can use the BGP, OSPF, or RIP routing

protocols, or static routes.) If the routes match the conditions in the from statement,

the community target specified in the then community add statement is added to

them and they are exported to the remote PE routers. The second term in the policy

rejects all other routes.

For more information about creating policies, see the Routing Policies, Firewall Filters,

and Traffic Policers Feature Guide.

2. To apply the policy, include the vrf-export statement:

vrf-export export-policy-name;

You can include this statement at the following hierarchy levels:

• [edit routing-instances routing-instance-name]

• [edit logical-systems logical-system-name routing-instances routing-instance-name]

Applying Both the VRF Export and the BGP Export Policies

When you apply a VRF export policy as described in “Configuring an Export Policy for the

PE Router’s VRF Table” on page 29, routes from VPN routing instances are advertised to

other PE routers based on this policy, whereas the BGP export policy is ignored.
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If you include the vpn-apply-export statement in the BGP configuration, both the VRF

exportandBGPgrouporneighborexportpoliciesareapplied (VRF first, thenBGP)before

routes are advertised in the VPN routing tables to other PE routers.

When you include the vpn-apply-export statement, be aware of the following:

• Routes imported into the l3vpn.bgp.0 routing table retain the attributes of the original

routes (for example, an OSPF route remains an OSPF route even when it is stored in

the l3vpn.bgp.0 routing table). You should be aware of this when you configure an

export policy for connections between an IBGP PE router and a PE router, a route

reflector and a PE router, or AS boundary router (ASBR) peer routers.

• By default, all routes in the l3vpn.bgp.0 routing table are exported to the IBGP peers.

If the last statement of the export policy is deny all and if the export policy does not

specifically match on routes in the l3vpn.bgp.0 routing table, no routes are exported.

To apply both the VRF export and BGP export policies to VPN routes, include the

vpn-apply-export statement:

vpn-apply-export;

For a list of hierarchy levels at which you can include this statement, see the statement

summary section for this statement.

Configuring a VRF Target

Including the vrf-target statement in theconfiguration for aVRF target community causes

default VRF import and export policies to be generated that accept and tag routes with

the specified target community. You can still create more complex policies by explicitly

configuring VRF import and export policies. These policies override the default policies

generated when you configure the vrf-target statement.

If you do not configure the import and export options of the vrf-target statement, the

specified community string is applied in both directions. The import and export keywords

give youmore flexibility, allowing you to specify a different community for each direction.

The syntax for the VRF target community is not a name. Youmust specify it in the format

target:x:y. A community name cannot be specified because this would also require you

to configure the community members for that community using the policy-options

statement. If you define the policy-options statements, then you can just configure VRF

import andexport policies as usual. Thepurposeof the vrf-target statement is to simplify

the configuration by allowing you to configure most statements at the [edit

routing-instances] hierarchy level.

To configure a VRF target, include the vrf-target statement:

vrf-target community;

You can include this statement at the following hierarchy levels:

• [edit routing-instances routing-instance-name]

• [edit logical-systems logical-system-name routing-instances routing-instance-name]
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An example of how youmight configure the vrf-target statement follows:

[edit routing-instances sample]
vrf-target target:69:102;

To configure the vrf-target statement with the export and import options, include the

following statements:

vrf-target {
export community-name;
import community-name;

}

You can include this statement at the following hierarchy levels:

• [edit routing-instances routing-instance-name]

• [edit logical-systems logical-system-name routing-instances routing-instance-name]

Configuring the Route Origin for VPNs

You can use route origin to prevent routes learned from one customer edge (CE) router

marked with origin community from being advertised back to it from another CE router

in the same AS.

In the example, the route origin is used to prevent routes learned from CE Router A that

aremarkedwith origin community frombeing advertised back to CE Router E by AS 200.

The example topology is shown in Figure 3 on page 32.

Figure 3: Network Topology of Site of Origin Example

In this topology, CE Router A and CE Router E are in the same AS (AS200). They use

EBGP to exchange routes with their respective provider edge (PE) routers, PE Router B

and PE Router D. The two CE routers have a back connection.

The following sections describe how to configure the route origin for a group of VPNs:

• Configuring the Site of Origin Community on CE Router A on page 33

• Configuring the Community on CE Router A on page 33

• Applying the Policy Statement on CE Router A on page 33

• Configuring the Policy on PE Router D on page 34

• Configuring the Community on PE Router D on page 34

• Applying the Policy on PE Router D on page 35
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Configuring the Site of Origin Community on CE Router A

The following section describes how to configure CE Router A to advertise routes with a

site of origin community to PE Router B for this example.

NOTE: In this example, direct routes are configured to be advertised, but any
route can be configured.

Configure a policy to advertise routeswithmy-soo community onCERouter A as follows:

[edit]
policy-options {
policy-statement export-to-my-isp {
term a {
from {
protocol direct;

}
then {
community addmy-soo;
accept;

}
}

}
}

Configuring the Community on CE Router A

Configure themy-soo community on CE Router A as follows:

[edit]
policy-options {
community my-soo {
members origin:100:1;

}
}

Applying the Policy Statement on CE Router A

Apply the export-to-my-isp policy statement as an export policy to the EBGP peering on

the CE Router A as follows:

[edit]
protocols {
bgp {
groupmy_isp {
export export-to-my-isp;

}
}

}
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When you issue the show route receive-protocol bgpdetail command, you should see the

following routes originated from PE Router B withmy-soo community:

user@host> show route receive-protocol bgp 10.12.99.2 detail
inet.0: 16 destinations, 16 routes (15 active, 0 holddown, 1 hidden)
inet.3: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
vpn_blue.inet.0: 8 destinations, 10 routes (8 active, 0 holddown, 0 hidden)
* 10.12.33.0/30 (2 entries, 1 announced)
     Nexthop: 10.12.99.2
     AS path: 100 I
     Communities: origin:100:1
  10.12.99.0/30 (2 entries, 1 announced)
     Nexthop: 10.12.99.2
     AS path: 100 I
     Communities: origin:100:1
* 10.255.71.177/32 (1 entry, 1 announced)
     Nexthop: 10.12.99.2
     AS path: 100 I
     Communities: origin:100:1
* 192.168.64.0/21 (1 entry, 1 announced)
     Nexthop: 10.12.99.2
     AS path: 100 I
     Communities: origin:100:1
iso.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
mpls.0: 8 destinations, 8 routes (8 active, 0 holddown, 0 hidden)
bgp.l3vpn.0: 4 destinations, 4 routes (4 active, 0 holddown, 0 hidden)
inet6.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
__juniper_private1__.inet6.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 
hidden)

Configuring the Policy on PE Router D

Configure a policy on PE Router D that prevents routes withmy-soo community tagged

by CE Router A from being advertised to CE Router E as follows:

[edit]
policy-options {
policy-statement soo-ce1-policy {
term a {
from {
community my-soo;
then {
reject;

}
}

}
}

}

Configuring the Community on PE Router D

Configure the community on PE Router D as follows:

[edit]
policy-options {
community my-soo {
members origin:100:1;
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}
}

Applying the Policy on PE Router D

To prevent routes learned from CE Router A from being advertised to CE Router E (the

two routers can communicate these routes directly), apply the soo-ce1-policy policy

statementasanexport policy to thePERouterDandCERouter EEBGPsession vpn_blue.

View the EBGP session on PE Router D using the show routing-instances command.

user@host# show routing-instances
vpn_blue {
    instance-type vrf;
    interface fe-2/0/0.0;
    vrf-target target:100:200;
    protocols {
        bgp {
            group ce2 {
                advertise-peer-as;
                peer-as 100;
                neighbor 10.12.99.6;
            }
        }
    }
}

Apply the soo-ce1-policy policy statement as an export policy to the PE Router D and CE

Router E EBGP session vpn_blue as follows:

[edit routing-instances]
vpn_blue {
protocols {
bgp {
group ce2{
export soo-ce1-policy;

}
}

}
}
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CHAPTER 4

Distributing VPN Routes with Target
Filtering

• Configuring BGP Route Target Filtering for VPNs on page 37

• Example: BGP Route Target Filtering for VPNs on page 39

• Example: Configuring BGP Route Target Filtering for VPNs on page 41

• Configuring Static Route Target Filtering for VPNs on page 50

• Understanding Proxy BGP Route Target Filtering for VPNs on page 50

• Example: Configuring Proxy BGP Route Target Filtering for VPNs on page 51

• Example: Configuring an Export Policy for BGP Route Target Filtering for

VPNs on page 67

• ReducingNetworkResourceUsewithStaticRouteTarget Filtering forVPNsonpage84

Configuring BGP Route Target Filtering for VPNs

BGP route target filtering allows you to distribute VPN routes to only the routers that

need them. InVPNnetworkswithoutBGP route target filteringconfigured,BGPdistributes

all VPN routes to all VPN peer routers.

For more information about BGP route target filtering, see RFC 4684, Constrained Route

Distribution for Border Gateway Protocol/MultiProtocol Label Switching (BGP/MPLS)

Internet Protocol (IP) Virtual Private Networks (VPNs).

The following sections provide an overview of BGP route target filtering and how to

configure it for VPNs:

• BGP Route Target Filtering Overview on page 37

• Configuring BGP Route Target Filtering for VPNs on page 38

BGP Route Target Filtering Overview

PE routers, unless they are configured as route reflectors or are running an EBGP session,

discard any VPN routes that do not include a route target extended community as

specified in the local VRF import policies. This is the default behavior of the Junos OS.

However, unless it is explicitly configured not to store VPN routes, any router configured

either as a route reflector or border router for a VPN address family must store all of the
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VPN routes that exist in the service provider’s network. Also, though PE routers can

automatically discard routes that do not include a route target extended community,

route updates continue to be generated and received.

By reducing the number of routers receiving VPN routes and route updates, BGP route

target filtering helps to limit the amount of overheadassociatedwith running aVPN. BGP

route target filtering is most effective at reducing VPN-related administrative traffic in

networks where there are many route reflectors or AS border routers that do not

participate in the VPNs directly (not acting as PE routers for the CE devices).

BGP route target filtering uses standard UPDATEmessages to distributes route target

extended communities between routers. The use of UPDATEmessages allows BGP to

use its standard loopdetectionmechanisms,pathselection, policy support, anddatabase

exchange implementation.

Configuring BGP Route Target Filtering for VPNs

BGP route target filtering is enabled through the exchange of the route-target address

family, stored in the bgp.rtarget.0 routing table. Based on the route-target address family,

the route target NLRI (address family indicator [AFI]=1, subsequent AFI [SAFI]=132) is

negotiated with its peers.

On a system that has locally configured VRF instances, BGP automatically generates

local routes corresponding to targets referenced in the vrf-import policies.

To configure BGP route target filtering, include the family route-target statement:

family route-target {
advertise-default;
external-paths number;
prefix-limit number;

}

For a list of hierarchy levels at which you can include this statement, see the statement

summary section for this statement.

The advertise-default, external-paths, and prefix-limit statements affect the BGP route

target filtering configuration as follows:

• The advertise-default statement causes the router to advertise the default route target

route (0:0:0/0) and suppress all routes that are more specific. This can be used by a

route reflector on BGP groups consisting of neighbors that act as PE routers only. PE

routers often need to advertise all routes to the route reflector.

Suppressing all route target advertisements other than the default route reduces the

amount of information exchanged between the route reflector and the PE routers. The

Junos OS further helps to reduce route target advertisement overhead by not

maintaining dependency information unless a nondefault route is received.

• The external-paths statement (which has a default value of 1) causes the router to

advertise the VPN routes that reference a given route target. The number you specify

determines thenumberof external peer routers (currently advertising that route target)

that receive the VPN routes.
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• The prefix-limit statement limits the number of prefixes that can be received from a

peer router.

The route-target, advertise-default, and external-path statements affect the RIB-OUT

state andmust be consistent between peer routers that share the same BGP group. The

prefix-limitstatementaffects the receivesideonlyandcanhavedifferent settingsbetween

different peer routers in a BGP group.

Related
Documentation

Understanding Proxy BGP Route Target Filtering for VPNs on page 50•

• Example: Configuring Proxy BGP Route Target Filtering for VPNs on page 51

• Example: Configuring an Export Policy for BGP Route Target Filtering for VPNs on

page 67

• Example: Configuring BGP Route Target Filtering for VPNs on page 41

• Configuring the Route Origin for VPNs on page 32

• Configuring Static Route Target Filtering for VPNs on page 50

Example: BGP Route Target Filtering for VPNs

BGP route target filtering is enabled by configuring the family route-target statement at

the appropriate BGP hierarchy level. This statement enables the exchange of a new

route-target address family, which is stored in the bgp.rtarget.0 routing table.

The following configuration illustrates how you could configure BGP route target filtering

for a BGP group titled to_vpn04:

[edit]
protocols {
bgp {
group to_vpn04 {
type internal;
local-address 10.255.14.182;
peer-as 200;
neighbor 10.255.14.174 {
family inet-vpn {
unicast;

}
family route-target;

}
}

}
}

The following configuration illustrates how you could configure a couple of local VPN

routing and forwarding (VRF) routing instances to take advantage of the functionality

provided by BGP route target filtering. Based on this configuration, BGP would

automatically generate local routes corresponding to the route targets referenced in the

VRF import policies (note the targets defined by the vrf-target statements).

[edit]
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routing-instances {
vpn1 {
instance-type vrf;
interface t1-0/1/2.0;
vrf-target target:200:101;
protocols {
ospf {
export bgp-routes;
area 0.0.0.0 {
interface t1-0/1/2.0;

}
}

}
}
vpn2 {
instance-type vrf;
interface t1-0/1/2.1;
vrf-target target:200:102;
protocols {
ospf {
export bgp-routes;
area 0.0.0.0 {
interface t1-0/1/2.1;

}
}

}
}

}

Issue the show route table bgp.rtarget.0 show command to verify the BGP route target

filtering configuration:

user@host> show route table bgp.rtarget.0
 bgp.rtarget.0: 4 destinations, 6 routes (4 active, 0 holddown, 0 hidden)
 + = Active Route, - = Last Active, * = Both
200:200:101/96
                    *[RTarget/5] 00:10:00
                       Local
200:200:102/96
                    *[RTarget/5] 00:10:00
                       Local
200:200:103/96
                    *[BGP/170] 00:09:48, localpref 100, from 10.255.14.174
                       AS path: I
                     > t3-0/0/0.0
200:200:104/96
                    *[BGP/170] 00:09:48, localpref 100, from 10.255.14.174
                       AS path: I
                     > t3-0/0/0.0

The show command display format for route target prefixes is:

AS number:route target extended community/length

The first number represents the autonomous system (AS) of the router that sent this

advertisement.The remainderof thedisplay follows the Junosshowcommandconvention

for extended communities.

Copyright © 2018, Juniper Networks, Inc.40

Layer 2 VPNs and VPLS Feature Guide for Routing Devices



The output from the show route table bgp-rtarget.0 command displays the locally

generated and remotely generated routes.

The first two entries correspond to the route targets configured for the two local VRF

routing instances (vpn1 and vpn2):

• 200:200:101/96—Community 200:101 in the vpn1 routing instance

• 200:200:102/96—Community 200:102 in the vpn2 routing instance

The last two entries are prefixes received from a BGP peer:

• 200:200:103/96—Tells the local router that routes tagged with this community

(200:103) should be advertised to peer 10.255.14.174 through t3-0/0/0.0

• 200:200:104/96—Tells the local router that routes tagged with this community

(200:104) should be advertised to peer 10.255.14.174 through t3-0/0/0.0

Example: Configuring BGP Route Target Filtering for VPNs

BGP route target filtering reduces the number of routers that receive VPN routes and

route updates, helping to limit the amount of overhead associated with running a VPN.

BGP route target filtering ismost effective at reducing VPN-related administrative traffic

in networks where there are many route reflectors or AS border routers that do not

participate in the VPNs directly (do not act as PE routers for the CE devices).

Figure 4 on page 41 illustrates the topology for a network configured with BGP route

target filtering for a group of VPNs.

Figure 4: BGP Route Target Filtering Enabled for a Group of VPNs

The following sections describe how to configure BGP route target filtering for a group

of VPNs:

• Configure BGP Route Target Filtering on Router PE1 on page 42

• Configure BGP Route Target Filtering on Router PE2 on page 43

• Configure BGP Route Target Filtering on the Route Reflector on page 46

• Configure BGP Route Target Filtering on Router PE3 on page 47
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Configure BGP Route Target Filtering on Router PE1

This section describes how to enable BGP route target filtering on Router PE1 for this

example.

Configure the routing options on router PE1 as follows:

[edit]
routing-options {
route-distinguisher-id 10.255.14.182;
autonomous-system 198;

}

Configure the BGP protocol on Router PE1 as follows:

[edit]
protocols {
bgp {
group to_VPN_D {
type internal;
local-address 10.255.14.182;
peer-as 198;
neighbor 10.255.14.174 {
family inet-vpn {
unicast;

}
family route-target;

}
}

}
}

Configure the vpn1 routing instance as follows:

[edit]
routing-instances {
vpn1 {
instance-type vrf;
interface t1-0/1/2.0;
vrf-target target:198:101;
protocols {
ospf {
export bgp-routes;
area 0.0.0.0 {
interface t1-0/1/2.0;

}
}

}
}

}

Configure the vpn2 routing instance on Router PE1 as follows:

[edit]
routing-instances {
vpn2 {
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instance-type vrf;
interface t1-0/1/2.1;
vrf-target target:198:102;
protocols {
ospf {
export bgp-routes;
area 0.0.0.0 {
interface t1-0/1/2.1;

}
}

}
}

}

Once you have implemented this configuration, you should see the following when you

issue a show route table bgp.rtarget.0 command:

user@host> show route table bgp.rtarget.0
 bgp.rtarget.0: 4 destinations, 6 routes (4 active, 0 holddown, 0 hidden)
 + = Active Route, - = Last Active, * = Both

 198.198:101/96                
                    *[RTarget/5] 00:27:42
                       Local
                     [BGP/170] 00:27:30, localpref 100, from
 10.255.14.174
                       AS path: I
                     > via t3-0/0/0.0
 198.198:102/96                
                    *[RTarget/5] 00:27:42
                       Local
                     [BGP/170] 00:27:30, localpref 100, from
 10.255.14.174
                       AS path: I
                     > via t3-0/0/0.0
 198.198:103/96                
                    *[BGP/170] 00:27:30, localpref 100, from
 10.255.14.174
                       AS path: I
                     > via t3-0/0/0.0
 198.198:104/96                
                    *[BGP/170] 00:27:30, localpref 100, from
 10.255.14.174
                       AS path: I
                     > via t3-0/0/0.0

Configure BGP Route Target Filtering on Router PE2

This section describes how to enable BGP route target filtering on Router PE2 for this

example.

Configure the routing options on Router PE2 as follows:

[edit]
routing-options {
route-distinguisher-id 10.255.14.176;
autonomous-system 198;

}
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Configure the BGP protocol on Router PE2 as follows:

[edit]
protocols {
bgp {
group to_vpn04 {
type internal;
local-address 10.255.14.176;
peer-as 198;
neighbor 10.255.14.174 {
family inet-vpn {
unicast;

}
family route-target;

}
}

}
}

Configure the vpn1 routing instance on Router PE2 as follows:

[edit]
routing-instances {
vpn1 {
instance-type vrf;
interface t3-0/0/0.0;
vrf-target target:198:101;
protocols {
bgp {
group vpn1 {
type external;
peer-as 101;
as-override;
neighbor 10.49.11.2;

}
}

}
}

}

Configure the vpn2 routing instance on Router PE2 as follows:

[edit]
routing-instances {
vpn2 {
instance-type vrf;
interface t3-0/0/0.1;
vrf-target target:198:102;
protocols {
bgp {
group vpn2 {
type external;
peer-as 102;
as-override;
neighbor 10.49.21.2;

}
}
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}
}

}

Configure the vpn3 routing instance on Router PE2 as follows:

[edit]
routing-instances {
vpn3 {
instance-type vrf;
interface t3-0/0/0.2;
vrf-import vpn3-import;
vrf-export vpn3-export;
protocols {
bgp {
group vpn3 {
type external;
peer-as 103;
as-override;
neighbor 10.49.31.2;

}
}

}
}

}

Once you have configured router PE2 in this manner, you should see the following when

you issue the show route table bgp.rtarget.0 command:

user@host> show route table bgp.rtarget.0
 bgp.rtarget.0: 4 destinations, 7 routes (4 active, 0 holddown, 0 hidden)
 + = Active Route, - = Last Active, * = Both

 198.198:101/96                
                    *[RTarget/5] 00:28:15
                       Local
                     [BGP/170] 00:28:03, localpref 100, from
 10.255.14.174
                       AS path: I
                     > via t1-0/1/0.0
 198.198:102/96                
                    *[RTarget/5] 00:28:15
                       Local
                     [BGP/170] 00:28:03, localpref 100, from
 10.255.14.174
                       AS path: I
                     > via t1-0/1/0.0
 198.198:103/96                
                    *[RTarget/5] 00:28:15
                       Local
                     [BGP/170] 00:28:03, localpref 100, from
 10.255.14.174
                       AS path: I
                     > via t1-0/1/0.0
 198.198:104/96                
                    *[BGP/170] 00:28:03, localpref 100, from
 10.255.14.174
                       AS path: I
                     > via t1-0/1/0.0
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Configure BGP Route Target Filtering on the Route Reflector

This section illustrates how to enable BGP route target filtering on the route reflector for

this example.

Configure the routing options on the route reflector as follows:

[edit]
routing-options {
route-distinguisher-id 10.255.14.174;
autonomous-system 198;

}

Configure the BGP protocol on the route reflector as follows:

[edit]
protocols {
bgp {
group rr-group {
type internal;
local-address 10.255.14.174;
cluster 10.255.14.174;
peer-as 198;
neighbor 10.255.14.182 {
description to_PE1_vpn12;
family inet-vpn {
unicast;

}
family route-target;

}
neighbor 10.255.14.176 {
description to_PE2_vpn06;
family inet-vpn {
unicast;

}
family route-target;

}
neighbor 10.255.14.178 {
description to_PE3_vpn08;
family inet-vpn {
unicast;

}
family route-target;

}
}

}
}

Once you have configured the route reflector in thismanner, you should see the following

when you issue the show route table bgp.rtarget.0 command:

user@host> show route table bgp.rtarget.0
 bgp.rtarget.0: 4 destinations, 8 routes (4 active, 0 holddown, 0 hidden)
 + = Active Route, - = Last Active, * = Both

 198.198:101/96                
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                    *[BGP/170] 00:29:03, localpref 100, from
 10.255.14.176
                       AS path: I
                     > via t1-0/2/0.0
                     [BGP/170] 00:29:03, localpref 100, from
 10.255.14.178
                       AS path: I
                     > via t3-0/1/1.0
                     [BGP/170] 00:29:03, localpref 100, from
 10.255.14.182
                       AS path: I
                     > via t3-0/1/3.0
 198.198:102/96                
                    *[BGP/170] 00:29:03, localpref 100, from
 10.255.14.176
                       AS path: I
                     > via t1-0/2/0.0
                     [BGP/170] 00:29:03, localpref 100, from
 10.255.14.182
                       AS path: I
                     > via t3-0/1/3.0
 198.198:103/96                
                    *[BGP/170] 00:29:03, localpref 100, from
 10.255.14.176
                       AS path: I
                     > via t1-0/2/0.0
                     [BGP/170] 00:29:03, localpref 100, from
 10.255.14.178
                       AS path: I
                     > via t3-0/1/1.0
 198.198:104/96                
                    *[BGP/170] 00:29:03, localpref 100, from
 10.255.14.178
                       AS path: I
                     > via t3-0/1/1.0

Configure BGP Route Target Filtering on Router PE3

The following section describes how to enable BGP route target filtering on Router PE3

for this example.

Configure the routing options on Router PE3 as follows:

[edit]
routing-options {
route-distinguisher-id 10.255.14.178;
autonomous-system 198;

}

Configure the BGP protocol on Router PE3 as follows:

[edit]
protocols {
bgp {
group to_vpn04 {
type internal;
local-address 10.255.14.178;
peer-as 198;
neighbor 10.255.14.174 {
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family inet-vpn {
unicast;

}
family route-target;

}
}

}
}

Configure the vpn1 routing instance on Router PE3 as follows:

[edit]
routing-instances {
vpn1 {
instance-type vrf;
interface t3-0/0/0.0;
vrf-target target:198:101;
protocols {
rip {
group vpn1 {
export bgp-routes;
neighbor t3-0/0/0.0;

}
}

}
}

}

Configure the vpn3 routing instance on Router PE3 as follows:

[edit]
routing-instances {
vpn3 {
instance-type vrf;
interface t3-0/0/0.1;
vrf-target target:198:103;
protocols {
rip {
group vpn3 {
export bgp-routes;
neighbor t3-0/0/0.1;

}
}

}
}

}

Configure the vpn4 routing instance on Router PE3 as follows:

[edit]
routing-instances {
vpn4 {
instance-type vrf;
interface t3-0/0/0.2;
vrf-target target:198:104;
protocols {
rip {

Copyright © 2018, Juniper Networks, Inc.48

Layer 2 VPNs and VPLS Feature Guide for Routing Devices



group vpn4 {
export bgp-routes;
neighbor t3-0/0/0.2;

}
}

}
}

}

Once you have configured Router PE3 in this manner, you should see the following when

you issue the show route table bgp.rtarget.0 command:

user@host> show route table bgp.rtarget.0
bgp.rtarget.0: 4 destinations, 7 routes (4 active, 0 holddown, 0 hidden)
 + = Active Route, - = Last Active, * = Both

 198.198:101/96                
                    *[RTarget/5] 00:29:42
                       Local
                     [BGP/170] 00:29:30, localpref 100, from
 10.255.14.174
                       AS path: I
                     > via t3-0/0/1.0
 198.198:102/96                
                    *[BGP/170] 00:29:29, localpref 100, from
 10.255.14.174
                       AS path: I
                     > via t3-0/0/1.0
 198.198:103/96                
                    *[RTarget/5] 00:29:42
                       Local
                     [BGP/170] 00:29:30, localpref 100, from
 10.255.14.174
                       AS path: I
                     > via t3-0/0/1.0
 198.198:104/96                
                    *[RTarget/5] 00:29:42
                       Local
                     [BGP/170] 00:29:30, localpref 100, from
 10.255.14.174
                       AS path: I
                     > via t3-0/0/1.0
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Configuring Static Route Target Filtering for VPNs

TheBGPVPN route target extended community (RFC4360,BGPExtendedCommunities

Attribute) is used to determine VPNmembership. Static route target filtering helps to

prevent resources frombeing consumed inportions of thenetworkwhere theVPN routes

are not needed due to the lack of member PE routers (RFC 4684, Constrained Route

Distribution for Border Gateway Protocol/MultiProtocol Label Switching (BGP/MPLS)

Internet Protocol (IP) Virtual Private Networks (VPNs)). Routers can originate routes into

the RT-Constrain protocol to indicate their interest in receiving VPN routes containing

route targets that match the RT-Constrain NLRI.

To configure static route target filtering for VPNs:

• Configure the route-target-filter statement at the [edit routing-options rib bgp.rtarget.0

static] hierarchy level.

The following example illustrates how you could configure the route-target-filter
statement:

[edit routing-options rib bgp.rtarget.0 static]
route-target-filter destination {
group bgp-group;
local;
neighbor bgp-peer;

}

• You can display route target filtering information using the show bgp group rtf detail

command.

Related
Documentation

ReducingNetworkResourceUsewithStaticRouteTarget Filtering forVPNsonpage84•

• Configuring BGP Route Target Filtering for VPNs on page 37

Understanding Proxy BGP Route Target Filtering for VPNs

BGP route target filtering (also known as route target constrain, or RTC) allows you to

distribute VPN routes to only the devices that need them. In VPN networks without BGP

route target filtering configured, BGP distributes all VPN routes to all VPN peer devices,

which can strain network resources. The route target filtering feature was introduced to

reduce the number of devices receiving VPN routes and VPN routing updates, thereby

limiting the amount of overhead associated with running a VPN. The Junos OS

implementation for BGP route target filtering is based on RFC 4684, Constrained Route

Distribution for Border Gateway Protocol/MultiProtocol Label Switching (BGP/MPLS)

Internet Protocol (IP) Virtual Private Networks (VPNs).

What if youhaveanetworkenvironmentwhere route target filtering isnotwidelydeployed,

or what if some devices do not support route target filtering? For example, youmight

have a BGP speaker with route target filtering enabled that is peeredwith a BGP speaker

that does not support or have route target filtering configured. In this case, the BGP

speaker with route target filtering configuredmust advertise default route target
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membership (RTmembership) on behalf of its peer. The route target filtering resource

savingsare unrealizedbecause thedevice supporting the filteringmust nowsendall VPN

routes to the device that does not support the filter. Proxy BGP route target filtering (or

Proxy RTC) permits the generation of RTmembership for devices that do not support

route target filtering. This eases thedeploymentof route target filtering in networkswhere

it is incompletely deployed or not fully supported.

Proxy BGP route target filtering allows you to distribute proxy RTmembership

advertisementscreated fromthe receivedBGPVPNroutes tootherdevices in thenetwork

that need them. These are known as proxy advertisements because the device creates

the RTmembership on behalf of its peers without the route target filtering functionality.

Proxy BGP route target filtering uses BGP route target extended communities that are

exported to a specific BGP speaker to generate the route targets. Generated proxy RTC

routes are stored in the bgp.rtarget.0 routing table.

You can also configure a policy to control which VPN routes are used to generate the

proxyRTC routes.This canhelpcontrolwhichRTmembership is generatedby theproxying

device. In addition, you can configure apolicy to reduce thememory overheadassociated

with proxy RTC. Proxy RTC only uses additional memory on a per-VPN route basis when

it is permitted by a policy to be used for generating RTmembership.

Related
Documentation

Configuring BGP Route Target Filtering for VPNs on page 37•

• Example: Configuring Proxy BGP Route Target Filtering for VPNs on page 51

• Example: Configuring an Export Policy for BGP Route Target Filtering for VPNs on

page 67

Example: Configuring Proxy BGP Route Target Filtering for VPNs

This example shows how to configure proxy BGP route target filtering (also known as

proxy route target constrain, or proxy RTC).

• Requirements on page 51

• Overview on page 52

• Configuration on page 53

• Verification on page 66

Requirements

This example uses the following hardware and software components:

• Four Juniper Networks devices that can be a combination of M Series, MX Series, or T

Series routers.

• Junos OS Release 12.2 or later on one or more devices configured for proxy BGP route

filtering. In this example, you explicitly configure proxy BGP route filtering on the route

reflectors.
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Before configuring proxy BGP route target filtering, make sure that you are familiar with

and understand the following concepts:

• Layer 2 VPNs on page 119

• Layer 3 VPNs

• Route distinguishers

• Route targets on page 25

• BGP route target filtering on page 37

• BGP extended communities

Overview

Route target filtering decreases the number of devices in a network that receive VPN

routes that are not needed. Proxy BGP route target filtering allows networks to take

advantageof route target filtering in locationswhere the feature is not currently supported.

By configuring this feature, you can realize many of the same network resource savings

that are available to you if your network fully supported BGP route target filtering.

To configure proxy BGP route target filtering, you include the family route-target

proxy-generate statement on the devices that will distribute proxy route target

membership (RTmembership) advertisements for the devices that do not support BGP

route target filtering. The proxy BGP route target filtering routes are then stored in the

bgp.rtarget.0 routing table.

Proxy BGP route target filtering is intended to create RTmembership advertisements for

devices that do not support the BGP route target filtering feature. If the proxy-generate

statement is present, but the route target family is negotiated with the BGP peer, the

proxy-generate functionality is disabled. This allows simplified configuration of BGPpeer

groups where a portion of the peers in the group support route target filtering but others

do not. In such an example case, the family route-target proxy-generate statementmight

be part of the BGP peer group configuration.

NOTE: When deploying proxy BGP route target filtering in your network, the
advertise-default statement for BGP route target filtering causes the device

to advertise the default route target route (0:0:0/0) and suppress all routes
that aremore specific. If you have proxy BGP route target filtering configured
on one device and one or more peers have the advertise-default statement

configured as part of their BGP route target filtering configuration, the
advertise-default configuration is ignored.

Topology Diagram

Figure 5 on page 53 shows the topology used in this example.
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Figure 5: Proxy BGP Route Target Filtering Topology
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In this example, BGP route target filtering is configured on the route reflectors (Device

RR1 and Device RR2) and the provider edge (PE) Device PE2, but the other PE, Device

PE1, does not support the BGP route target filtering functionality. Device PE2 has four

VPNsconfigured(vpn1, vpn2, vpn3,andvpn4).DevicePE1has twoVPNsconfigured(vpn1

and vpn2), so this device is only interested in receiving route updates for vpn1 and vpn2.

Currently, this is impossible because both route reflectors (Device RR1 and Device RR2)

learn and share information about all of the incoming VPN routes (vpn1 through vpn4)

with Device PE1. In the sample topology, all devices participate in autonomous system

(AS)203,OSPF is theconfigured interior gatewayprotocol (IGP), andLDP is thesignaling

protocol used by the VPNs. In this example, we use static routes in the VPN routing and

forwarding (VRF) instances to generate VPN routes. This is done in place of using a PE

to customer edge (CE) protocol such as OSPF or BGP.

Tominimize thenumberofVPNrouteupdatesbeingprocessedbyDevicePE1, you include

the family route-target proxy-generate statement to configure proxy BGP route target

filtering on each route reflector. Each route reflector has a peering session with Device

PE1 and supports route target filtering to the core. However, Device PE1 does not support

route target filtering, so the network resource savings are unrealized by Device PE1 since

it receives all of the VPN updates. By configuring proxy BGP route target filtering on the

peering sessions facing Device PE1, you limit the number of VPN updates processed by

DevicePE1, and the route reflectors generate the proxyBGP route target routes for Device

PE1 throughout the network.

Configuration

• Configuring Device PE1 on page 55

• Configuring Device RR1 on page 58

• Configuring Device RR2 on page 60

• Configuring Device PE2 on page 63

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device PE1 set interfaces ge-1/0/0 unit 0 description PE1-to-RR1
set interfaces ge-1/0/0 unit 0 family inet address 10.49.0.1/30
set interfaces ge-1/0/0 unit 0 family mpls
set interfaces ge-1/0/1 unit 0 description PE1-to-RR2
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set interfaces ge-1/0/1 unit 0 family inet address 10.49.10.1/30
set interfaces ge-1/0/1 unit 0 family mpls
set protocols ldp interface ge-1/0/0
set protocols ldp interface ge-1/0/1
set protocols bgp group internal type internal
set protocols bgp group internal local-address 10.255.163.58
set protocols bgp group internal neighbor 10.255.165.220 family inet-vpn unicast
set protocols bgp group internal neighbor 10.255.165.28 family inet-vpn unicast
set protocols ospf area 0.0.0.0 interface ge-1/0/0
set protocols ospf area 0.0.0.0 interface ge-1/0/1
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set routing-options route-distinguisher-id 10.255.163.58
set routing-options autonomous-system 203
set routing-instances vpn1 instance-type vrf
set routing-instances vpn1 vrf-target target:203:100
set routing-instances vpn1 routing-options static route 203.0.113.1/24 discard
set routing-instances vpn2 instance-type vrf
set routing-instances vpn2 vrf-target target:203:101
set routing-instances vpn2 routing-options static route 203.0.113.2/24 discard

Device RR1 set interfaces ge-1/0/0 unit 0 description RR1-to-PE1
set interfaces ge-1/0/0 unit 0 family inet address 10.49.0.2/30
set interfaces ge-1/0/0 unit 0 family mpls
set interfaces ge-1/0/1 unit 0 description RR1-to-PE2
set interfaces ge-1/0/1 unit 0 family inet address 10.50.0.2/30
set interfaces ge-1/0/1 unit 0 family mpls
set protocols ldp interface ge-1/0/0
set protocols ldp interface ge-1/0/1
set protocols bgp group internal type internal
set protocols bgp group internal local-address 198.51.100.1
set protocols bgp group internal cluster 198.51.100.1
set protocols bgp group internal neighbor 10.255.163.58 description vpn1-to-pe1 family
inet-vpn unicast

setprotocolsbgpgroup internal neighbor 10.255.163.58 family route-targetproxy-generate
set protocols bgp group internal neighbor 10.255.168.42 description vpn1-to-pe2 family
inet-vpn unicast

set protocols bgp group internal neighbor 10.255.168.42 family route-target
set protocols ospf area 0.0.0.0 interface ge-1/0/0
set protocols ospf area 0.0.0.0 interface ge-1/0/1
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set routing-options route-distinguisher-id 10.255.165.220
set routing-options autonomous-system 203

Device RR2 set interfaces ge-1/0/0 unit 0 description RR2-to-PE1
set interfaces ge-1/0/0 unit 0 family inet address 10.49.10.2/30
set interfaces ge-1/0/0 unit 0 family mpls
set interfaces ge-1/0/1 unit 0 description RR2-to-PE2
set interfaces ge-1/0/1 unit 0 family inet address 10.50.10.2/30
set interfaces ge-1/0/1 unit 0 family mpls
set protocols ldp interface ge-1/0/0
set protocols ldp interface ge-1/0/1
set protocols bgp group internal type internal
set protocols bgp group internal local-address 10.255.165.28
set protocols bgp group internal cluster 198.51.100.1
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set protocols bgp group internal neighbor 10.255.163.58 description vpn2-to-pe1 family
inet-vpn unicast

setprotocolsbgpgroup internal neighbor 10.255.163.58 family route-targetproxy-generate
set protocols bgp group internal neighbor 10.255.168.42 description vpn2-to-pe2 family
inet-vpn unicast

set protocols bgp group internal neighbor 10.255.168.42 family route-target
set protocols ospf area 0.0.0.0 interface ge-1/0/0
set protocols ospf area 0.0.0.0 interface ge-1/0/1
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set routing-options route-distinguisher-id 10.255.165.28
set routing-options autonomous-system 203

Device PE2 set interfaces ge-1/0/0 unit 0 description PE2-to-RR1
set interfaces ge-1/0/0 unit 0 family inet address 10.50.0.1/30
set interfaces ge-1/0/0 unit 0 family mpls
set interfaces ge-1/0/1 unit 0 description PE2-to-RR2
set interfaces ge-1/0/1 unit 0 family inet address 10.50.10.1/30
set interfaces ge-1/0/1 unit 0 family mpls
set protocols ldp interface ge-1/0/0
set protocols ldp interface ge-1/0/1
set protocols bgp group internal type internal
set protocols bgp group internal local-address 10.255.168.42
set protocols bgp group internal family inet-vpn unicast
set protocols bgp group internal family route-target
set protocols bgp group internal neighbor 10.255.165.220
set protocols bgp group internal neighbor 10.255.165.28
set protocols ospf area 0.0.0.0 interface ge-1/0/0
set protocols ospf area 0.0.0.0 interface ge-1/0/1
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set routing-options route-distinguisher-id 10.255.168.42
set routing-options autonomous-system 203
set routing-instances vpn1 instance-type vrf
set routing-instances vpn1 vrf-target target:203:100
set routing-instances vpn1 routing-options static route 203.0.113.1/24 discard
set routing-instances vpn2 instance-type vrf
set routing-instances vpn2 vrf-target target:203:101
set routing-instances vpn2 routing-options static route 203.0.113.2/24 discard
set routing-instances vpn3 instance-type vrf
set routing-instances vpn3 vrf-target target:203:103
set routing-instances vpn3 routing-options static route 203.0.113.3/24 discard
set routing-instances vpn4 instance-type vrf
set routing-instances vpn4 vrf-target target:203:104
set routing-instances vpn4 routing-options static route 203.0.113.4/24 discard

Configuring Device PE1

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode.

To configure Device PE1:

1. Configure the interfaces.

[edit interfaces]
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user@PE1# set ge-1/0/0 unit 0 description PE1-to-RR1
user@PE1# set ge-1/0/0 unit 0 family inet address 10.49.0.1/30
user@PE1# set ge-1/0/0 unit 0 family mpls

user@PE1# set ge-1/0/1 unit 0 description PE1-to-RR2
user@PE1# set ge-1/0/1 unit 0 family inet address 10.49.10.1/30
user@PE1# set ge-1/0/1 unit 0 family mpls

2. Configure the route distinguisher and the AS number.

[edit routing-options]
user@PE1# set route-distinguisher-id 10.255.163.58
user@PE1# set autonomous-system 203

3. Configure LDP as the signaling protocol used by the VPN.

[edit protocols ldp]
user@PE1# set interface ge-1/0/0
user@PE1# set interface ge-1/0/1

4. Configure BGP.

[edit protocols bgp group internal]
user@PE1# set type internal
user@PE1# set local-address 10.255.163.58
user@PE1# set neighbor 10.255.165.220 family inet-vpn unicast
user@PE1# set neighbor 10.255.165.28 family inet-vpn unicast

5. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@PE1# set interface ge-1/0/0
user@PE1# set interface ge-1/0/1
user@PE1# set interface lo0.0 passive

6. Configure the VPN routing instances.

[edit routing-instances vpn1]
user@PE1# set instance-type vrf
user@PE1# set vrf-target target:203:100
user@PE1# set routing-options static route 203.0.113.1/24 discard

[edit routing-instances vpn2]
user@PE1# set instance-type vrf
user@PE1# set vrf-target target:203:101
user@PE1# set routing-options static route 203.0.113.2/24 discard

7. If you are done configuring the device, commit the configuration.

[edit]
user@PE1# commit
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Results From configuration mode, confirm your configuration by entering the show interfaces,

show protocols, show routing-options, and show routing-instances commands. If the

outputdoesnotdisplay the intendedconfiguration, repeat the instructions in this example

to correct the configuration.

user@PE1# show interfaces
ge-1/0/0 {
unit 0 {
description PE1-to-RR1;
family inet {
address 10.49.0.1/30;

}
family mpls;

}
}
ge-1/0/1 {
unit 0 {
description PE1-to-RR2;
family inet {
address 10.49.10.1/30;

}
family mpls;

}
}

user@PE1# show protocols
bgp {
group internal {
type internal;
local-address 10.255.163.58;
neighbor 10.255.165.220 {
family inet-vpn {
unicast;

}
}
neighbor 10.255.165.28 {
family inet-vpn {
unicast;

}
}

}
}
ospf {
area 0.0.0.0 {
interface ge-1/0/0.0;
interface ge-1/0/1.0;
interface lo0.0 {
passive;

}
}

}
ldp {
interface ge-1/0/0.0;
interface ge-1/0/1.0;

}
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user@PE1# show routing-options
route-distinguisher-id 10.255.14.182;
autonomous-system 203;

user@PE1# show routing-instances
vpn1 {
instance-type vrf;
vrf-target target:203:100;
routing-options {
static {
route 203.0.113.1/24 discard;

}
}

}
vpn2 {
instance-type vrf;
vrf-target target:203:101;
routing-options {
static {
route 203.0.113.2/24 discard;

}
}

}

Configuring Device RR1

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode.

To configure Device RR1:

1. Configure the interfaces.

[edit interfaces]
user@RR1# set ge-1/0/0 unit 0 description RR1-to-PE1
user@RR1# set ge-1/0/0 unit 0 family inet address 10.49.0.2/30
user@RR1# set ge-1/0/0 unit 0 family mpls

user@RR1# set ge-1/0/1 unit 0 description RR1-to-PE2
user@RR1# set ge-1/0/1 unit 0 family inet address 10.50.0.2/30
user@RR1# set ge-1/0/1 unit 0 family mpls

2. Configure the route distinguisher and the AS number.

[edit routing-options]
user@RR1# set route-distinguisher-id 10.255.165.220
user@RR1# set autonomous-system 203

3. Configure LDP as the signaling protocol used by the VPN.

[edit protocols ldp]
user@RR1# set interface ge-1/0/0
user@RR1# set interface ge-1/0/1
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4. Configure BGP.

[edit protocols bgp group internal]
user@RR1# set type internal
user@RR1# set local-address 10.255.165.220
user@RR1# set cluster 198.51.100.1
user@RR1# set neighbor 10.255.163.58 description vpn1-to-pe1 family inet-vpn
unicast

user@RR1# set neighbor 10.255.168.42 description vpn1-to-pe2 family inet-vpn
unicast

5. Configure BGP route target filtering on the peering session with Device PE2.

[edit protocols bgp group internal]
user@RR1# set neighbor 10.255.168.42 family route-target

6. Configure proxy BGP route target filtering on the peering session with Device PE1.

[edit protocols bgp group internal]
user@RR1# set neighbor 10.255.163.58 family route-target proxy-generate

7. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@RR1# set interface ge-1/0/0
user@RR1# set interface ge-1/0/1
user@RR1# set interface lo0.0 passive

8. If you are done configuring the device, commit the configuration.

[edit]
user@RR1# commit

Results From configuration mode, confirm your configuration by entering the show interfaces,

show protocols and show routing-options commands. If the output does not display the

intendedconfiguration, repeat the instructions in this example tocorrect theconfiguration.

user@RR1# show interfaces
ge-1/0/0 {
unit 0 {
description RR1-to-PE1;
family inet {
address 10.49.0.2/30;

}
family mpls;

}
}
ge-1/0/1 {
unit 0 {
description RR1-to-PE2;
family inet {
address 10.50.0.2/30;

}
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family mpls;
}

}

user@RR1# show protocols
bgp {
group internal {
type internal;
local-address 198.51.100.1;
cluster 198.51.100.1;
neighbor 10.255.163.58 {
description vpn1-to-pe1;
family inet-vpn {
unicast;

}
family route-target {
proxy-generate;

}
}
neighbor 10.255.168.42 {
description vpn1-to-pe2;
family inet-vpn {
unicast;

}
family route-target;

}
}

}
ospf {
area 0.0.0.0 {
interface ge-1/0/0.0;
interface ge-1/0/1.0;
interface lo0.0 {
passive;

}
}

}
ldp {
interface ge-1/0/0.0;
interface ge-1/0/1.0;

}

user@RR1# show routing-options
route-distinguisher-id 10.255.165.220;
autonomous-system 203;

Configuring Device RR2

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode.

To configure Device RR2:

1. Configure the interfaces.
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[edit interfaces]
user@RR2# set ge-1/0/0 unit 0 description RR2-to-PE1
user@RR2# set ge-1/0/0 unit 0 family inet address 10.49.10.2/30
user@RR2# set ge-1/0/0 unit 0 family mpls

user@RR2# set ge-1/0/1 unit 0 description RR2-to-PE2
user@RR2# set ge-1/0/1 unit 0 family inet address 10.50.10.2/30
user@RR2# set ge-1/0/1 unit 0 family mpls

2. Configure the route distinguisher and the AS number.

[edit routing-options]
user@RR2# set route-distinguisher-id 10.255.165.28
user@RR2# set autonomous-system 203

3. Configure LDP as the signaling protocol used by the VPN.

[edit protocols ldp]
user@RR2# set interface ge-1/0/0
user@RR2# set interface ge-1/0/1

4. Configure BGP.

[edit protocols bgp group internal]
user@RR2# set type internal
user@RR2# set local-address 10.255.165.28
user@RR2# set cluster 198.51.100.1
user@RR2# set neighbor 10.255.163.58 description vpn2-to-pe1 family inet-vpn
unicast

user@RR2# set neighbor 10.255.168.42 description vpn2-to-pe2 family inet-vpn
unicast

5. Configure BGP route target filtering on the peering session with Device PE2.

[edit protocols bgp group internal]
user@RR2# set neighbor 10.255.168.42 family route-target

6. Configure proxy BGP route target filtering on the peering session with Device PE1.

[edit protocols bgp group internal]
user@RR2# set neighbor 10.255.163.58 family route-target proxy-generate

7. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@RR2# set interface ge-1/0/0
user@RR2# set interface ge-1/0/1
user@RR2# set interface lo0.0 passive

8. If you are done configuring the device, commit the configuration.

[edit]
user@RR2# commit
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Results From configuration mode, confirm your configuration by entering the show interfaces,

show protocols, and show routing-options commands. If the output does not display the

intendedconfiguration, repeat the instructions in this example tocorrect theconfiguration.

user@RR2# show interfaces
ge-1/0/0 {
unit 0 {
description RR2-to-PE1;
family inet {
address 10.49.10.2/30;

}
family mpls;

}
}
ge-1/0/1 {
unit 0 {
description RR2-to-PE2;
family inet {
address 10.50.10.2/30;

}
family mpls;

}
}

user@RR2# show protocols
bgp {
group internal {
local-address 10.255.165.28;
cluster 198.51.100.1;
neighbor 10.255.163.58 {
description vpn2-to-pe1;
family inet-vpn {
unicast;

}
family route-target {
proxy-generate;

}
}
neighbor 10.255.168.42 {
description vpn2-to-pe2;
family inet-vpn {
unicast;

}
family route-target;

}
}

}
ospf {
area 0.0.0.0 {
interface ge-1/0/0.0;
interface ge-1/0/1.0;
interface lo0.0 {
passive;

}
}

}
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ldp {
interface ge-1/0/0.0;
interface ge-1/0/1.0;

}

user@RR2# show routing-options
route-distinguisher-id 10.255.165.28;
autonomous-system 203;

Configuring Device PE2

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode.

To configure Device PE2:

1. Configure the interfaces.

[edit interfaces]
user@PE2# set ge-1/0/0 unit 0 description PE2-to-RR1
user@PE2# set ge-1/0/0 unit 0 family inet address 10.50.0.1/30
user@PE2# set ge-1/0/0 unit 0 family mpls

user@PE2# set ge-1/0/1 unit 0 description PE2-to-RR2
user@PE2# set ge-1/0/1 unit 0 family inet address 10.50.10.1/30
user@PE2# set ge-1/0/1 unit 0 family mpls

2. Configure the route distinguisher and the AS number.

[edit routing-options]
user@PE2# set route-distinguisher-id 10.255.168.42
user@PE2# set autonomous-system 203

3. Configure LDP as the signaling protocol used by the VPN.

[edit protocols ldp]
user@PE2# set interface ge-1/0/0
user@PE2# set interface ge-1/0/1

4. Configure BGP.

[edit protocols bgp group internal]
user@PE2# set type internal
user@PE2# set local-address 10.255.168.42
user@PE2# set family inet-vpn unicast
user@PE2# set family route-target
user@PE2# set neighbor 10.255.165.220
user@PE2# set neighbor 10.255.165.28

5. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@PE2# set interface ge-1/0/0
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user@PE2# set interface ge-1/0/1
user@PE2# set interface lo0.0 passive

6. Configure the VPN routing instances.

[edit routing-instances vpn1]
user@PE2# set instance-type vrf
user@PE2# set vrf-target target:203:100
user@PE2# set routing-options static route 203.0.113.1/24 discard

[edit routing-instances vpn2]
user@PE2# set instance-type vrf
user@PE2# set vrf-target target:203:101
user@PE2# set routing-options static route 203.0.113.2/24 discard

[edit routing-instances vpn3]
user@PE2# set instance-type vrf
user@PE2# set vrf-target target:203:103
user@PE2# set routing-options static route 203.0.113.3/24 discard

[edit routing-instances vpn4]
user@PE2# set instance-type vrf
user@PE2# set vrf-target target:203:104
user@PE2# set routing-options static route 203.0.113.4/24 discard

7. If you are done configuring the device, commit the configuration.

[edit]
user@PE2# commit

Results From configuration mode, confirm your configuration by entering the show interfaces,

show protocols, show routing-options, and show routing-instances commands. If the

outputdoesnotdisplay the intendedconfiguration, repeat the instructions in this example

to correct the configuration.

user@PE2# show interfaces
ge-1/0/0 {
unit 0 {
description PE2-to-RR1;
family inet {
address 10.50.0.1/30;

}
family mpls;

}
}
ge-1/0/1 {
unit 0 {
description PE2-to-RR2;
family inet {
address 10.50.10.1/30;

}
family mpls;

}
}
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user@PE2# show protocols
bgp {
group internal {
type internal;
local-address 10.255.168.42;
family inet-vpn {
unicast;

}
family route-target;
neighbor 10.255.165.220;
neighbor 10.255.165.28;

}
}
ospf {
area 0.0.0.0 {
interface ge-1/0/0.0;
interface ge-1/0/1.0;
interface lo0.0 {
passive;

}
}

}
ldp {
interface ge-1/0/0.0;
interface ge-1/0/1.0;

}

user@PE2# show routing-options
route-distinguisher-id 10.255.168.42;
autonomous-system 203;

user@PE2# show routing-instances
vpn1 {
instance-type vrf;
vrf-target target:203:100;
routing-options {
static {
route 203.0.113.1/24 discard;

}
}

}
vpn2 {
instance-type vrf;
vrf-target target:203:101;
routing-options {
static {
route 203.0.113.2/24 discard;

}
}

}
vpn3 {
instance-type vrf;
vrf-target target:203:103;
routing-options {
static {
route 203.0.113.3/24 discard;

}
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}
}
vpn4 {
instance-type vrf;
vrf-target target:203:104;
routing-options {
static {
route 203.0.113.4/24 discard;

}
}

}

Verification

Confirm that the configuration is working properly.

Verifying the Proxy BGP Route Target Routes

Purpose Verify that the proxy BGP route target routes are displayed in the bgp.rtarget.0 table on

Device RR1.

Action From operational mode, enter the show route table bgp.rtartget.0 command to display

the proxy BGP route targets.

user@RR1# show route table bgp.rtarget.0
4 destinations, 6 routes (4 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

203:203:100/96                
                   *[RTarget/5] 00:01:22
                      Type Proxy
                        for 10.255.163.58
                         Local
                    [BGP/170] 00:04:55, localpref 100, from 10.255.168.42
                      AS path: I, validation-state: unverified
                    > to 10.50.0.1 via ge-1/0/1
203:203:101/96                
                   *[RTarget/5] 00:01:22
                      Type Proxy
                        for 10.255.163.58
                         Local
                    [BGP/170] 00:04:55, localpref 100, from 10.255.168.42
                      AS path: I, validation-state: unverified
                    > to 10.50.0.1 via ge-1/0/1
203:203:103/96                
                   *[BGP/170] 00:04:55, localpref 100, from 10.255.168.42
                      AS path: I, validation-state: unverified
                    > to 10.50.0.1 via ge-1/0/1
203:203:104/96                
                   *[BGP/170] 00:04:55, localpref 100, from 10.255.168.42
                      AS path: I, validation-state: unverified
                    > to 10.50.0.1 via ge-1/0/1
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Meaning Device RR1 is generating the proxy BGP route target routes on behalf of its peer Device

PE1. The proxy BGP route target routes are identified with the protocol and preference

[RTarget/5] and the route target type of Proxy.

Related
Documentation

Example: Configuring an Export Policy for BGP Route Target Filtering for VPNs on

page 67

•

• Configuring BGP Route Target Filtering for VPNs on page 37

• Understanding Proxy BGP Route Target Filtering for VPNs on page 50

Example: Configuring an Export Policy for BGP Route Target Filtering for VPNs

This example shows how to configure an export routing policy for BGP route target

filtering (also known as route target constrain, or RTC).

• Requirements on page 67

• Overview on page 67

• Configuration on page 69

• Verification on page 83

Requirements

This example uses the following hardware and software components:

• Four Juniper Networks devices that support BGP route target filtering.

• Junos OS Release 12.2 or later on one or more devices configured for proxy BGP route

filtering. In this example, you explicitly configure proxy BGP route filtering on the route

reflectors.

Before configuring an export policy for BGP route target filtering, make sure that you are

familiar with and understand the following concepts:

• Layer 2 VPNs on page 119

• Layer 3 VPNs

• Route distinguishers

• Route targets on page 25

• BGP route target filtering on page 37

• BGP extended communities

Overview

BGP route target filtering allows you to reduce network resource consumption by

distributing route target membership (RTmembership) advertisements throughout the

network.BGPuses theRTmembership information tosendVPNroutesonly to thedevices

that need them in the network. Similar to other types of BGP reachability, you can apply
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a routingpolicy to route target filtering routes to influence thenetwork.When route target

filtering is configured, restricting the flow of route target filtering routes also restricts the

VPN routes that might be attracted by this RTmembership. Configuring this policy

involves:

• Creating a filter that defines the list of route target prefixes.

• Creating a policy to select a subset of the route target filters to use for BGP route target

filtering.

To define the list of route target prefixes:

• You configure the rtf-prefix-list statement at the [edit policy-options] hierarchy level

to specify the name of the route target prefix list and one ormore route target prefixes

touse.This configurationallowsyou tospecify the incoming route target filtering routes

that the device will use and then distribute them throughout the network.

To configure the routing policy and apply the route target prefix list to that policy, you

can specify the following policy options:

• family route-target—(Optional) The route-target family match condition specifies

matchingBGP route target filtering routes. Youdefine this criteria in the from statement.

This example showshow to create an export policy using the family route-targetmatch

condition.

• protocol route-target—(Optional) The route-target protocol match condition defines

the criteria that an incoming route must match. You define this criteria in the from

statement. This statement is primarily useful for restricting the policy to locally

generated route target filtering routes.

NOTE: When you use the show route table bgp.rtarget.0 command to view

proxy BGP route target filtering routes, you will see the BGP protocol for
received routes and the route target protocol routes for local route target
filtering routes.

• rtf-prefix-listname—The rtf-prefix-list statement applies the list of route target prefixes

that you already configured to the policy. You define this criteria in the from statement.

Topology Diagram

Figure 6 on page 69 shows the topology used in this example.
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Figure 6: BGP Route Target Filtering Export Policy Topology
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In this example, BGP route target filtering is configured on the route reflectors (Device

RR1 and Device RR2) and provider edge (PE) Device PE2. The other PE, Device PE1, does

not support BGP route target filtering. Proxy BGP route target filtering is also configured

on the peering sessions between the route reflectors and Device PE1 to minimize the

number of VPN route updates processed by Device PE1. Device PE2 has four VPNs

configured (vpn1, vpn2, vpn3, and vpn4), and Device PE1 has two VPNs configured (vpn1

and vpn2). In the sample topology, all devices participate in autonomous system (AS)

203, OSPF is the configured interior gateway protocol (IGP), and LDP is the signaling

protocol used by the VPNs. In this example, we use static routes in the VPN routing and

forwarding (VRF) instances to generate VPN routes. This is done in place of using a PE

to customer edge (CE) protocol such as OSPF or BGP.

In this example, you further control the routesbeingadvertised fromDevicePE2 toDevice

PE1 by configuring an export policy on Device PE2 to prevent vpn3 routes from being

advertised to Device RR1. You create a policy that specifies the family route-targetmatch

condition, defines the list of route target prefixes, and applies the list of route target

prefixes by defining the rtf-prefix-list criteria.

Configuration

• Configuring Device PE1 on page 71

• Configuring Device RR1 on page 74

• Configuring Device RR2 on page 77

• Configuring Device PE2 on page 79

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device PE1 set interfaces ge-1/0/0 unit 0 description PE1-to-RR1
set interfaces ge-1/0/0 unit 0 family inet address 10.49.0.1/30
set interfaces ge-1/0/0 unit 0 family mpls
set interfaces ge-1/0/1 unit 0 description PE1-to-RR2
set interfaces ge-1/0/1 unit 0 family inet address 10.49.10.1/30
set interfaces ge-1/0/1 unit 0 family mpls
set protocols ldp interface ge-1/0/0
set protocols ldp interface ge-1/0/1
set protocols bgp group internal type internal
set protocols bgp group internal local-address 10.255.163.58
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set protocols bgp group internal neighbor 10.255.165.220 family inet-vpn unicast
set protocols bgp group internal neighbor 10.255.165.28 family inet-vpn unicast
set protocols ospf area 0.0.0.0 interface ge-1/0/0
set protocols ospf area 0.0.0.0 interface ge-1/0/1
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set routing-options route-distinguisher-id 10.255.163.58
set routing-options autonomous-system 203
set routing-instances vpn1 instance-type vrf
set routing-instances vpn1 vrf-target target:203:100
set routing-instances vpn1 routing-options static route 203.0.113.1/24 discard
set routing-instances vpn2 instance-type vrf
set routing-instances vpn2 vrf-target target:203:101
set routing-instances vpn2 routing-options static route 203.0.113.2/24 discard

Device RR1 set interfaces ge-1/0/0 unit 0 description RR1-to-PE1
set interfaces ge-1/0/0 unit 0 family inet address 10.49.0.2/30
set interfaces ge-1/0/0 unit 0 family mpls
set interfaces ge-1/0/1 unit 0 description RR1-to-PE2
set interfaces ge-1/0/1 unit 0 family inet address 10.50.0.2/30
set interfaces ge-1/0/1 unit 0 family mpls
set protocols ldp interface ge-1/0/0
set protocols ldp interface ge-1/0/1
set protocols bgp group internal type internal
set protocols bgp group internal local-address 198.51.100.0
set protocols bgp group internal cluster 198.51.100.1
set protocols bgp group internal neighbor 10.255.163.58 description vpn1-to-pe1 family
inet-vpn unicast

setprotocolsbgpgroup internal neighbor 10.255.163.58 family route-targetproxy-generate
set protocols bgp group internal neighbor 10.255.168.42 description vpn1-to-pe2 family
inet-vpn unicast

set protocols ospf area 0.0.0.0 interface ge-1/0/0
set protocols ospf area 0.0.0.0 interface ge-1/0/1
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set routing-options route-distinguisher-id 10.255.165.220
set routing-options autonomous-system 203

Device RR2 set interfaces ge-1/0/0 unit 0 description RR2-to-PE1
set interfaces ge-1/0/0 unit 0 family inet address 10.49.10.2/30
set interfaces ge-1/0/0 unit 0 family mpls
set interfaces ge-1/0/1 unit 0 description RR2-to-PE2
set interfaces ge-1/0/1 unit 0 family inet address 10.50.10.2/30
set interfaces ge-1/0/1 unit 0 family mpls
set protocols ldp interface ge-1/0/0
set protocols ldp interface ge-1/0/1
set protocols bgp group internal type internal
set protocols bgp group internal local-address 10.255.165.28
set protocols bgp group internal cluster 198.51.100.1
set protocols bgp group internal neighbor 10.255.163.58 description vpn2-to-pe1 family
inet-vpn unicast

setprotocolsbgpgroup internal neighbor 10.255.163.58 family route-targetproxy-generate
set protocols bgp group internal neighbor 10.255.168.42 description vpn2-to-pe2 family
inet-vpn unicast

set protocols bgp group internal neighbor 10.255.163.58 family route-target
set protocols ospf area 0.0.0.0 interface ge-1/0/0
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set protocols ospf area 0.0.0.0 interface ge-1/0/1
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set routing-options route-distinguisher-id 10.255.165.28
set routing-options autonomous-system 203

Device PE2 set interfaces ge-1/0/0 unit 0 description PE2-to-RR1
set interfaces ge-1/0/0 unit 0 family inet address 10.50.0.1/30
set interfaces ge-1/0/0 unit 0 family mpls
set interfaces ge-1/0/1 unit 0 description PE2-to-RR2
set interfaces ge-1/0/1 unit 0 family inet address 10.50.10.2/30
set interfaces ge-1/0/1 unit 0 family mpls
set protocols ldp interface ge-1/0/0
set protocols ldp interface ge-1/0/1
set protocols bgp group internal type internal
set protocols bgp group internal local-address 10.255.168.42
set protocols bgp group internal family inet-vpn unicast
set protocols bgp group internal family route-target
set protocols bgp group internal neighbor 10.255.165.220 export filter-rtc
set protocols bgp group internal neighbor 10.255.165.28
set protocols ospf area 0.0.0.0 interface ge-1/0/0
set protocols ospf area 0.0.0.0 interface ge-1/0/1
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set policy-options rtf-prefix-list exclude-103 203:203:103/96
set policy-options policy-statement filter-rtc from family route-target
set policy-options policy-statement filter-rtc from rtf-prefix-list exclude-103
set policy-options policy-statement filter-rtc then reject
set routing-options route-distinguisher-id 10.255.168.42
set routing-options autonomous-system 203
set routing-instances vpn1 instance-type vrf
set routing-instances vpn1 vrf-target target:203:100
set routing-instances vpn1 routing-options static route 203.0.113.1/24 discard
set routing-instances vpn2 instance-type vrf
set routing-instances vpn2 vrf-target target:203:101
set routing-instances vpn2 routing-options static route 203.0.113.2/24 discard
set routing-instances vpn3 instance-type vrf
set routing-instances vpn3 vrf-target target:203:103
set routing-instances vpn3 routing-options static route 203.0.113.3/24 discard
set routing-instances vpn4 instance-type vrf
set routing-instances vpn4 vrf-target target:203:104
set routing-instances vpn4 routing-options static route 203.0.113.4/24 discard

Configuring Device PE1

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode.

To configure Device PE1:

1. Configure the interfaces.

[edit interfaces]
user@PE1# set ge-1/0/0 unit 0 description PE1-to-RR1
user@PE1# set ge-1/0/0 unit 0 family inet address 10.49.0.1/30
user@PE1# set ge-1/0/0 unit 0 family mpls
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user@PE1#set ge-1/0/1 unit 0 description PE1-to-RR2
user@PE1#set ge-1/0/1 unit 0 family inet address 10.49.10.1/30
user@PE1# set ge-1/0/1 unit 0 family mpls

2. Configure the route distinguisher and the AS number.

[edit routing-options]
user@PE1# set route-distinguisher-id 10.255.163.58
user@PE1# set autonomous-system 203

3. Configure LDP as the signaling protocol used by the VPN.

[edit protocols ldp]
user@PE1# set interface ge-1/0/0
user@PE1# set interface ge-1/0/1

4. Configure BGP.

[edit protocols bgp group internal]
user@PE1# set type internal
user@PE1# set local-address 10.255.163.58
user@PE1# set neighbor 10.255.165.220 family inet-vpn unicast
user@PE1# set neighbor 10.255.165.28 family inet-vpn unicast

5. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@PE1# set interface ge-1/0/0
user@PE1# set interface ge-1/0/1
user@PE1# set interface lo0.0 passive

6. Configure the VPN routing instances.

[edit routing-instances vpn1]
user@PE1# set instance-type vrf
user@PE1# set vrf-target target:203:100
user@PE1# set routing-options static route 203.0.113.1/24 discard

[edit routing-instances vpn2]
user@PE1# set instance-type vrf
user@PE1# set vrf-target target:203:101
user@PE1# set routing-options static route 203.0.113.2/24 discard

7. If you are done configuring the device, commit the configuration.

[edit]
user@PE1# commit

Results From configuration mode, confirm your configuration by entering the show interfaces,

show protocols, show routing-options, and show routing-instances commands. If the

outputdoesnotdisplay the intendedconfiguration, repeat the instructions in this example

to correct the configuration.
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user@PE1# show interfaces
ge-1/0/0 {
unit 0 {
description PE1-to-RR1;
family inet {
address 10.49.0.1/30;

}
family mpls;

}
}
ge-1/0/1 {
unit 0 {
description PE1-to-RR2;
family inet {
address 10.49.10.1/30;

}
family mpls;

}
}

user@PE1# show protocols
bgp {
group internal {
type internal;
local-address 10.255.163.58;
neighbor 10.255.165.220 {
family inet-vpn {
unicast;

}
}
neighbor 10.255.165.28 {
family inet-vpn {
unicast;

}
}

}
}
ospf {
area 0.0.0.0 {
interface ge-1/0/0.0;
interface ge-1/0/1.0;
interface lo0.0 {
passive;

}
}

}
ldp {
interface ge-1/0/0.0;
interface ge-1/0/1.0;

}

user@PE1# show routing-options
route-distinguisher-id 10.255.14.182;
autonomous-system 203;

user@PE1# show routing-instances
vpn1 {
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instance-type vrf;
vrf-target target:203:100;
routing-options {
static {
route 203.0.113.1/24 discard;

}
}

}
vpn2 {
instance-type vrf;
vrf-target target:203:101;
routing-options {
static {
route 203.0.113.2/24 discard;

}
}

}

Configuring Device RR1

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode.

To configure Device RR1:

1. Configure the interfaces.

[edit interfaces]
user@RR1# set ge-1/0/0 unit 0 description RR1-to-PE1
user@RR1# set ge-1/0/0 unit 0 family inet address 10.49.0.2/30
user@RR1# set ge-1/0/0 unit 0 family mpls
user@RR1# set ge-1/0/1 unit 0 description RR1-to-PE2
user@RR1# set ge-1/0/1 unit 0 family inet address 10.50.0.2/30
user@RR1# set ge-1/0/1 unit 0 family mpls

2. Configure the route distinguisher and the AS number.

[edit routing-options]
user@RR1# set route-distinguisher-id 10.255.165.220
user@RR1# set autonomous-system 203

3. Configure LDP as the signaling protocol used by the VPN.

[edit protocols ldp]
user@RR1# set interface ge-1/0/0
user@RR1# set interface ge-1/0/1

4. Configure BGP.

[edit protocols bgp group internal]
user@RR1# set type internal
user@RR1# set local-address 10.255.165.220
user@RR1# set cluster 198.51.100.1
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user@RR1# set neighbor 10.255.163.58 description vpn1-to-pe1 family inet-vpn
unicast

user@RR1# set neighbor 10.255.168.42 description vpn1-to-pe2 family inet-vpn
unicast

5. Configure BGP route target filtering on the peering session with Device PE2.

[edit protocols bgp group internal]
user@RR1# set neighbor 10.255.168.42 family route-target

6. Configure proxy BGP route target filtering on the peering session with Device PE1.

[edit protocols bgp group internal]
user@RR1# set neighbor 10.255.163.58 family route-target proxy-generate

7. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@RR1# set interface ge-1/0/0
user@RR1# set interface ge-1/0/1
user@RR1# set interface lo0.0 passive

8. If you are done configuring the device, commit the configuration.

[edit]
user@RR1# commit

Results From configuration mode, confirm your configuration by entering the show interfaces,

show protocols, and show routing-options commands. If the output does not display the

intendedconfiguration, repeat the instructions in this example tocorrect theconfiguration.

user@RR1# show interfaces
ge-1/0/0 {
unit 0 {
description RR1-to-PE1;
family inet {
address 10.49.0.2/30;

}
family mpls;

}
}
ge-1/0/1 {
unit 0 {
description RR1-to-PE2;
family inet {
address 10.50.0.2/30;

}
family mpls;

}
}

user@RR1# show protocols
bgp {
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group internal {
type internal;
local-address 198.51.100.0;
cluster 198.51.100.1;
neighbor 10.255.163.58 {
description vpn1-to-pe1;
family inet-vpn {
unicast;

}
family route-target {
proxy-generate;

}
}
neighbor 10.255.168.42 {
description vpn1-to-pe2;
family inet-vpn {
unicast;

}
family route-target;

}
}

}
ospf {
area 0.0.0.0 {
interface ge-1/0/0.0;
interface ge-1/0/1.0;
interface lo0.0 {
passive;

}
}

}
ldp {
interface ge-1/0/0.0;
interface ge-1/0/1.0;

}
ospf {
area 0.0.0.0 {
interface ge-1/0/0.0;
interface ge-1/0/1.0;
interface lo0.0 {
passive;

}
}

}
ldp {
interface ge-1/0/0.0;
interface ge-1/0/1.0;

}

user@RR1# show routing-options
route-distinguisher-id 10.255.165.220;
autonomous-system 203;
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Configuring Device RR2

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode.

To configure Device RR2:

1. Configure the interfaces.

[edit interfaces]
user@RR2# set ge-1/0/0 unit 0 description RR2-to-PE1
user@RR2# set ge-1/0/0 unit 0 family inet address 10.49.10.2/30
user@RR2# set ge-1/0/0 unit 0 family mpls

user@RR2# set ge-1/0/1 unit 0 description RR2-to-PE2
user@RR2# set ge-1/0/1 unit 0 family inet address 10.50.10.2/30
user@RR2# set ge-1/0/1 unit 0 family mpls

2. Configure the route distinguisher and the AS number.

[edit routing-options]
user@RR2# set route-distinguisher-id 10.255.165.28
user@RR2# set autonomous-system 203

3. Configure LDP as the signaling protocol used by the VPN.

[edit protocols ldp]
user@RR2# set interface ge-1/0/0
user@RR2# set interface ge-1/0/1

4. Configure BGP.

[edit protocols bgp group internal]
user@RR2# set type internal
user@RR2# set local-address 10.255.165.28
user@RR2# set cluster 198.51.100.1
user@RR2# set neighbor 10.255.163.58 description vpn2-to-pe1 family inet-vpn
unicast

user@RR2# set neighbor 10.255.168.42 description vpn2-to-pe2 family inet-vpn
unicast

5. Configure BGP route target filtering on the peering session with Device PE2.

[edit protocols bgp group internal]
user@RR2# set neighbor 10.255.168.42 family route-target

6. Configure proxy BGP route target filtering on the peering session with Device PE1.

[edit protocols bgp group internal]
user@RR2# set neighbor 10.255.163.58 family route-target proxy-generate

77Copyright © 2018, Juniper Networks, Inc.

Chapter 4: Distributing VPN Routes with Target Filtering



7. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@RR2# set interface ge-1/0/0
user@RR2# set interface ge-1/0/1
user@RR2# set interface lo0.0 passive

8. If you are done configuring the device, commit the configuration.

[edit]
user@RR2# commit

Results From configuration mode, confirm your configuration by entering the show interfaces,

show protocols, and show routing-options commands. If the output does not display the

intendedconfiguration, repeat the instructions in this example tocorrect theconfiguration.

user@RR2# show interfaces
ge-1/0/0 {
unit 0 {
description RR2-to-PE1;
family inet {
address 10.49.10.2/30;

}
family mpls;

}
}
ge-1/0/1 {
unit 0 {
description RR2-to-PE2;
family inet {
address 10.50.10.2/30;

}
family mpls;

}
}

user@RR2# show protocols
bgp {
group internal {
local-address 10.255.165.28;
cluster 198.51.100.1;
neighbor 10.255.163.58 {
description vpn2-to-pe1;
family inet-vpn {
unicast;

}
family route-target {
proxy-generate;

}
}
neighbor 10.255.168.42 {
description vpn2-to-pe2;
family inet-vpn {
unicast;
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}
family route-target;

}
}

}
ospf {
area 0.0.0.0 {
interface ge-1/0/0.0;
interface ge-1/0/1.0;
interface lo0.0 {
passive;

}
}

}
ldp {
interface ge-1/0/0.0;
interface ge-1/0/1.0;

}

user@RR2# show routing-options
route-distinguisher-id 10.255.165.28;
autonomous-system 203;

Configuring Device PE2

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode.

To configure Device PE2:

1. Configure the interfaces.

[edit interfaces]
user@PE2# set ge-1/0/0 unit 0 description PE2-to-RR1
user@PE2# set ge-1/0/0 unit 0 family inet address 10.50.0.1/30
user@PE2# set ge-1/0/0 unit 0 family mpls

user@PE2#set ge-1/0/1 unit 0 description PE2-to-RR2
user@PE2#set ge-1/0/1 unit 0 family inet address 10.50.10.2/30
user@PE2# set ge-1/0/1 unit 0 family mpls

2. Configure the route distinguisher and the AS number.

[edit routing-options]
user@PE2# set route-distinguisher-id 10.255.168.42
user@PE2# set autonomous-system 203

3. Configure LDP as the signaling protocol used by the VPN.

[edit protocols ldp]
user@PE2# set interface ge-1/0/0
user@PE2# set interface ge-1/0/1
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4. Configure BGP.

[edit protocols bgp group internal]
user@PE2# set type internal
user@PE2# set local-address 10.255.168.42
user@PE2# set family inet-vpn unicast
user@PE2# set family route-target
user@PE2# set neighbor 10.255.165.220
user@PE2# set neighbor 10.255.165.28

5. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@PE2# set interface ge-1/0/0
user@PE2# set interface ge-1/0/1
user@PE2# set interface lo0.0 passive

6. Configure the VPN routing instances.

[edit routing-instances vpn1]
user@PE2# set instance-type vrf
user@PE2# set vrf-target target:203:100
user@PE2# set routing-options static route 203.0.113.1/24 discard

[edit routing-instances vpn2]
user@PE2# set instance-type vrf
user@PE2# set vrf-target target:203:101
user@PE2# set routing-options static route 203.0.113.2/24 discard

[edit routing-instances vpn3]
user@PE2# set instance-type vrf
user@PE2# set vrf-target target:203:103
user@PE2# set routing-options static route 203.0.113.3/24 discard

[edit routing-instances vpn4]
user@PE2# set instance-type vrf
user@PE2# set vrf-target target:203:104
user@PE2# set routing-options static route 203.0.113.4/24 discard

7. Configure and apply the export routing policy.

[edit policy-options]
user@PE2# set rtf-prefix-list exclude-103 203:203:103/96

[edit policy-options policy-statement filter-rtc]
user@PE2# set from family route-target
user@PE2# set from rtf-prefix-list exclude-103
user@PE2# set then reject

[edit protocols bgp group internal]
user@PE2# set neighbor 10.255.165.220 export filter-rtc

8. If you are done configuring the device, commit the configuration.

[edit]
user@PE2# commit
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Results From configuration mode, confirm your configuration by entering the show interfaces,

show protocols, show policy-options, show routing-options, and show routing-instances

commands. If the output does not display the intended configuration, repeat the

instructions in this example to correct the configuration.

user@PE2# show interfaces
ge-1/0/0 {
unit 0 {
description PE2-to-RR1;
family inet {
address 10.50.0.1/30;

}
family mpls;

}
}
ge-1/0/1 {
unit 0 {
description PE2-to-RR2;
family inet {
address 10.50.10.2/30;

}
family mpls;

}
}

user@PE2# show protocols
bgp {
group internal {
type internal;
local-address 10.255.168.42;
family inet-vpn {
unicast;

}
family route-target;
neighbor 10.255.165.220 {
export filter-rtc;

}
neighbor 10.255.165.28;

}
}

ospf {
area 0.0.0.0 {
interface ge-1/0/0.0;
interface ge-1/0/1.0;
interface lo0.0 {
passive;

}
}

}
ldp {
interface ge-1/0/0.0;
interface ge-1/0/1.0;

}

user@PE2# show routing-options
route-distinguisher-id 10.255.168.42;
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autonomous-system 203;

user@PE2# show policy-options
policy-statement filter-rtc {
from {
family route-target;
rtf-prefix-list exclude-103;

}
then reject;

}
rtf-prefix-list exclude-103 {
203:203:103/96;

}

user@PE2# show routing-instances
vpn1 {
instance-type vrf;
vrf-target target:203:100;
routing-options {
static {
route 203.0.113.1/24 discard;

}
}

}
vpn2 {
instance-type vrf;
vrf-target target:203:101;
routing-options {
static {
route 203.0.113.2/24 discard;

}
}

}
vpn3 {
instance-type vrf;
vrf-target target:203:103;
routing-options {
static {
route 203.0.113.3/24 discard;

}
}

}
vpn4 {
instance-type vrf;
vrf-target target:203:104;
routing-options {
static {
route 203.0.113.4/24 discard;

}
}

}
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Verification

Confirm that the configuration is working properly.

• Verifying theRoute Target Filtering Routes in the bgp.rtarget.0Routing Table for Device

RR1 on page 83

• Verifying theRoute Target Filtering Routes in the bgp.rtarget.0Routing Table for Device

RR2 on page 83

Verifying the Route Target Filtering Routes in the bgp.rtarget.0 Routing Table for
Device RR1

Purpose Verify that the route prefix for vpn3 is not in Device RR1’s bgp.rtarget.0 table. Since an

export policy on Device PE2 was applied to prevent the advertisement of vpn3 routes to

Device RR1, Device RR1 should not receive those advertisements.

Action From operational mode, enter the show route advertising-protocol bgp 10.255.165.220

table bgp.rtarget.0 command.

user@PE2# show route advertising-protocol bgp 10.255.165.220 table bgp.rtarget.0
bgp.rtarget.0: 4 destinations, 11 routes 
(4 active, 0 holddown, 0 hidden)
  Prefix                  Nexthop              MED     Lclpref    AS path
  203:203:100/96          *                    Self      100        I
  203:203:101/96          *                    Self      100        I
  203:203:104/96          *                    Self      100        I

Meaning The bgp.rtartget.0 table does not display 203:203:103/96, which is the route prefix for

vpn3. That means the export policy was applied correctly.

Verifying the Route Target Filtering Routes in the bgp.rtarget.0 Routing Table for
Device RR2

Purpose Verify that the route prefix for vpn3 is in Device RR2’s bgp.rtarget.0 table. Since an export

policy was not applied on Device PE2 to prevent the advertisement of vpn3 routes to

Device RR2, Device RR2 should receive advertisements from all of the VPNs.

Action Fromoperationalmode, enter the showrouteadvertising-protocolbgp 10.255.165.28table

bgp.rtarget.0 command.

user@PE2# show route advertising-protocol bgp 10.255.165.28 table bgp.rtarget.0
bgp.rtarget.0: 4 destinations, 11 routes (4 active, 0 holddown, 0 hidden)
(4 active, 0 holddown, 0 hidden)
  Prefix                  Nexthop              MED     Lclpref    AS path
  203:203:100/96          *                    Self      100        I
  203:203:101/96          *                    Self      100        I
  203:203:103/96          *                    Self      100        I
  203:203:104/96          *                    Self      100        I
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Meaning The bgp.rtartget.0 table displays the route prefixes for all of the VPNs.

Related
Documentation

Example: Configuring Proxy BGP Route Target Filtering•

• Configuring BGP Route Target Filtering for VPNs on page 37

Reducing Network Resource Usewith Static Route Target Filtering for VPNs

TheBGPVPN route target extended community (RFC4360,BGPExtendedCommunities

Attribute) is used to determine VPNmembership. Static route target filtering helps to

prevent resources frombeing consumed inportions of thenetworkwhere theVPN routes

are not needed due to the lack of member PE routers (RFC 4684, Constrained Route

Distribution for Border Gateway Protocol/MultiProtocol Label Switching (BGP/MPLS)

Internet Protocol (IP) Virtual Private Networks (VPNs)). Routers can originate routes into

the RT-Constrain protocol to indicate their interest in receiving VPN routes containing

route targets that match the RT-Constrain NLRI.

Normally, for the RT-Constrain feature to function properly, it must be broadly deployed

throughout a network. If this is not the case, the feature is less useful, because the

RT-Constrain BGP speaker facing a non-RT-Constrain speaker must advertise a default

RT-Constrain route to the other RT-Constrain speakers on behalf of the peer that does

not support the feature. This effectively removes the resource saving benefits of the

feature in portions of the network where it is not supported since a default RT-Constrain

routecauses thePE router andall interveningPE routers toneed to receiveall VPN routes.

The static RT-Constrain feature enables you to partially deploy the RT-Constrain feature

in a network. The feature is enabled at a boundary in the network where RT-Constrain is

configured. However, some BGP VPN peers do not support RT-Constrain, typically PE

routers. The route targets of those PE routersmust be statically configured on the router.

These route targets are disseminated using the RT-Constrain protocol.

The proxy RT-Constrain feature permits BGPVPNpeers that do not support the protocol

to have their route-targets discovered and disseminated automatically. However, this

feature can only support symmetric route-targets. For example, the import and export

route-targets for a VRF routing instance are identical. However, for a hub-and-spoke

VPN, the import and export route-targets are not identical. In this scenario, the import

and export route-target may be statically configured to be disseminated in the

RT-Constrain protocol.

Related
Documentation

• Configuring Static Route Target Filtering for VPNs on page 50

• Configuring BGP Route Target Filtering for VPNs on page 37
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CHAPTER 5

Configuring Forwarding Options for VPNs

• Chained Composite Next Hops for Layer 2 VPNs and Layer 2 Circuits on page 85

• Example: Configuring Chained Composite Next Hops for Direct PE-PE Connections in

VPNs on page 86

Chained Composite Next Hops for Layer 2 VPNs and Layer 2 Circuits

The Juniper Networks PTX Series Packet Transport Routers and MX Series 3D Universal

Edge Routers with MIC and MPC interfaces, and T4000 Core Routers are principally

designed to handle large volumes of traffic in the core of large networks. Chained

composite next hops help to facilitate this capability by allowing the router to process

much larger volumes of routes. A chained composite next hop allows the router to direct

sets of routes sharing the same destination to a common forwarding next hop, rather

thanhavingeach routealso include thedestination. In theevent thatanetworkdestination

is changed, rather than having to update all of the routes sharing that destination with

the new information, just the shared forwarding next hop is updated with the new

information. The chained composite next hops continue to point to this forwarding next

hop which now contains the new destination.

When the next hops for MPLS LSPs are created on the routers, the tag information

corresponding to the inner-most MPLS label is extracted into a chained composite next

hop. Thechainedcompositenext hop is stored in the ingressPFE.Thechainedcomposite

next hop points to a next hop called the forwarding next hop that resides on the egress

PFE. The forwarding next hop contains all of the other information (all of the labels

except for the inner-most labels; and the IFA/IP information corresponding to the actual

next hop node). Many chained composite next hops can share the same forwarding next

hop. Additionally, separating the inner-most label (i.e theVPN label) from the forwarding

next hop and storing it on the ingress PFE (within the chained composite next hop) helps

to conserve egress PFEmemory by reducing the number of rewrite strings stored on the

egress PFE.

Table 3 on page 85 shows support for chained composite next hops for ingress or transit

routers on the MPLS network.

Table 3: Support for Chained Composite Next Hops

L2 CKTL3 VPNL2 VPNPlatform

Ingress onlyIngress and TransitIngress and TransitPTX
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Table 3: Support for Chained Composite Next Hops (continued)

L2 CKTL3 VPNL2 VPNPlatform

Ingress onlyIngress onlyIngress onlyMX Series

To enable chained composite next hops on a T4000 router, the chassis must be

configured to use the enhanced-mode option in network services mode.

For more information about configuring chassis network services, see the Junos OS

Administration Library.

Related
Documentation

Accepting Route Updates with Unique Inner VPN Labels in Layer 3 VPNs•

• Example: Configuring Chained Composite Next Hops for Direct PE-PE Connections in

VPNs

• chained-composite-next-hop

• transit (Chained Composite Next Hops)

• ingress

Example: Configuring Chained Composite Next Hops for Direct PE-PE Connections in
VPNs

• Requirements on page 86

• Overview and Topology on page 86

• Configuration on page 87

Requirements

This example shows how to enable a Provider Edge (PE) router Layer 2 Virtual Private

Network (VPN)connectionwithchainedcompositenexthops forMICandMPC interfaces

onMXSeriesandT4000 routers. This exampleuses the followinghardwareandsoftware

components

• Five routers that can be a combination of MX240, MX480, MX960, or T4000 routers.

• Junos OS Release 17.3R1 or later running on all the devices.

Overview and Topology

Figure 7onpage87 shows the sample topologyof aLayer 2VPNconnectionwith chained

composite next hops for MIC and MPC interfaces on MX series routers.
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Figure 7: Chained Composite Next Hop on a PE Router
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

CE1 set interfaces ge-1/1/1 unit 0 family inet address 192.0.2.2/24
set interfaces ge-1/1/1 unit 0 family iso
set interfaces ge-1/1/1 unit 0 family mpls
set interfaces lo0 unit 0 family inet address 198.51.100.1/24

PE1 set interfaces ge-0/0/4 unit 0 family inet address 10.38.0.5/30
set interfaces ge-0/0/4 unit 0 family mpls
set interfaces ge-0/1/1 encapsulation ethernet-ccc
set interfaces ge-0/1/1 unit 0 family ccc
set interfaces lo0 unit 0 family inet address 10.255.104.133/32
set routing-options forwarding-table chained-composite-next-hop ingress l2vpn
set routing-options autonomous-system 200
set routing-options forwarding-table export lbpp
set protocolsmpls interface ge-0/0/4.0
set protocols ospf area 0.0.0.0 interface ge-0/0/4.0
set protocols bgp group PEs type internal
set protocols bgp group PEs local-address 10.255.104.133
set protocols bgp group PEs family l2vpn signaling
set protocols bgp group PEs family inet-vpn unicast
set protocols bgp group PEs neighbor 10.255.104.134
set routing-instances vpn-a instance-type l2vpn
set routing-instances vpn-a interface ge-0/1/1.0
set routing-instances vpn-a route-distinguisher 200:1
set routing-instances vpn-a vrf-target target:200:1
set routing-instances vpn-a protocols l2vpn encapsulation-type ethernet
set routing-instances vpn-a protocols l2vpn site 100 site-identifier 100
set routing-instances vpn-a protocols l2vpn site 100 interface ge-0/1/1.0 remote-site-id
200

PE2 set interfaces ge-1/0/2 unit 0 family inet address 10.38.0.13/30
set interfaces ge-1/0/2 unit 0 family mpls
set interfaces ge-1/0/5 encapsulation ethernet-ccc
set interfaces ge-1/0/5 unit 0 family ccc
set interfaces lo0 unit 0 family inet address 10.255.104.134/32
set routing-options forwarding-table chained-composite-next-hop ingress l2vpn
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set routing-options autonomous-system 200
set routing-options forwarding-table export lbpp
set protocolsmpls interface ge-1/0/2.0
set protocols ospf area 0.0.0.0 interface ge-1/0/2.0
set protocols bgp group PEs type internal
set protocols bgp group PEs local-address 10.255.104.134
set protocols bgp group PEs family l2vpn signaling
set protocols bgp group PEs family inet-vpn unicast
set protocols bgp group PEs neighbor 10.255.104.133
set routing-instances vpn-a instance-type l2vpn
set routing-instances vpn-a interface ge-1/0/5.0
set routing-instances vpn-a route-distinguisher 200:1
set routing-instances vpn-a vrf-target target:200:1
set routing-instances vpn-a protocols l2vpn encapsulation-type ethernet
set routing-instances vpn-a protocols l2vpn site 200 site-identifier 200
set routing-instances vpn-a protocols l2vpn site 200 interface ge-1/0/5.0 remote-site-id
100

P set interfaces ge-2/0/1 unit 0 family inet address 10.38.0.6/30
set interfaces ge-2/0/1 unit 0 family mpls
set interfaces ge-2/0/2 unit 0 family inet address 10.38.0.14/30
set interfaces ge-2/0/2 unit 0 family mpls
set interfaces lo0 unit 0 family inet address 10.255.104.136/32
set protocolsmpls interface ge-2/0/1.0
set protocols ospf area 0.0.0.0 interface ge-2/0/1.0
set protocolsmpls interface ge-2/0/2.0
set protocols ospf area 0.0.0.0 interface ge-2/0/2.0
set routing-options autonomous-system 200

CE2 set interfaces ge-2/2/2 unit 0 family inet address 192.0.2.4/24
set interfaces ge-2/2/2 unit 0 family mpls
set interfaces lo0 unit 0 family inet address 198.51.100.2/24

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode.

To configure basic Layer 2 VPNwith chained composite next hop on the PE1 router:

NOTE: Repeat this procedure for the PE2 router in the MPLS domain, after
modifying the appropriate interface names, addresses, and any other
parameters for the router.

1. Configure the interfaces on the PE1 router.

PE1 to CE1

[edit interfaces]
user@PE1# set interfaces ge-0/1/1 encapsulation ethernet-ccc
user@PE1# set interfaces ge-0/1/1 unit 0 family ccc
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PE1 to P

[edit interfaces]
user@PE1 # set ge-0/0/4 unit 0 family inet address 10.38.0.5/30
user@PE1 # set ge-0/0/4 unit 0 family mpls

Loopback interface

[edit interfaces]
user@PE1 # set lo0 unit 0 family inet address 10.255.104.133/32

2. Enable chained composite next hop on the global Layer 2 VPN.

[edit routing-options]
use@PE1# set forwarding-table chained-composite-next-hop ingress l2vpn

3. Configure the autonomous system for PE1.

[edit routing-options]
user@PE1# set autonomous-system 200

4. Export the policy configured for load balancing.

[edit routing-options]
user@PE1# set forwarding-table export lbpp

5. Configure MPLS on the PE1 interfaces that connects to the P router.

[edit protocols]
setmpls interface ge-0/0/4.0

6. Configure OSPF on the PE1 nterface.

[edit protocols]
user@PE1# set ospf area 0.0.0.0 interface ge-0/0/4.0

7. Configure the IBGP group for PE1 to PE2 router.

[edit protocols]
user@PE1# set bgp group PEs type internal
user@PE1# set bgp group PEs local-address 10.255.104.133
user@PE1# set bgp group PEs family l2vpn signaling
user@PE1# set bgp group PEs family inet-vpn unicast
user@PE1# set bgp group PEs neighbor 10.255.104.134

8. Configure the routing instance parameters.

[edit routing-instances]
user@PE1# set vpn-a instance-type l2vpn
user@PE1# set vpn-a interface ge-0/1/1.0
user@PE1# set vpn-a route-distinguisher 200:1
user@PE1# set vpn-a vrf-target target:200:1
user@PE1# set vpn-a protocols l2vpn encapsulation-type ethernet
user@PE1# set vpn-a protocols l2vpn site 100 site-identifier 100
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user@PE1# set vpn-a protocols l2vpn site 100 interface ge-0/1/1.0 remote-site-id
200

Results

From configurationmode, confirm your configuration by entering the showchassis, show

interfaces, show protocols, show routing-options, show routing-instances, and show

policy-options commands. If the output does not display the intended configuration,

repeat the instructions in this example to correct the configuration.

PE1 user@PE1# show interfaces
ge-0/0/4 {
unit 0 {
family inet {
address 10.38.0.5/30;

}
family mpls;

}
}
ge-0/1/1 {
encapsulation ethernet-ccc;
unit 0 {
family iso;
family mpls;

}
}
lo0 {
unit 0 {
family inet {
address 10.255.104.133/32;

}
}

}

user@PE1# show protocols
mpls {
interface ge0/0/4.0;

}
bgp {
group PEs {
type internal;
local-address 10.255.104.133;
family inet-vpn {
unicast;

}
family l2vpn {
signaling;

}
neighbor 10.255.104.134;

}
}
ospf {
area 0.0.0.0 {
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interface ge-0/0/4.0;
}

}

user@PE1# show routing-options
autonomous-system 200;
forwarding-table {
export lbpp;
chained-composite-next-hop {
ingress {
l2vpn;

}
}

}

user@PE1# show routing-instances
vpn-a {
instance-type l2vpn;
interface ge-0/1/1.0;
route-distinguisher 200:1;
vrf-target target:200:1;
protocols {
l2vpn {
encapsulation-type ethernet;
site 100 {
site-identifier 100;
interface ge-0/1/1.0 {
remote-site-id 200;

}
}

}
}

}

Related
Documentation

•
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CHAPTER 6

Configuring Graceful Restart for VPNs

• VPN Graceful Restart on page 93

• Configuring Graceful Restart for VPNs on page 94

• Enabling Unicast Reverse-Path Forwarding Check for VPNs on page 96

• Example: Configuring Unicast Reverse-Path-Forwarding Check on page 97

VPNGraceful Restart

VPN graceful restart allows a router whose VPN control plane is undergoing a restart to

continue to forward traffic while recovering its state from neighboring routers. Without

graceful restart, a control plane restart disrupts any VPN services provided by the router.

For VPN graceful restart to function properly, the following items need to be configured

on the PE router:

• BGP graceful restart must be active on the PE-to-PE sessions carrying any

service-signaling data in the session’s network layer reachability information (NLRI).

• OSPF, IS-IS, LDP, and RSVP graceful restart must be active, because routes added by

these protocols are used to resolve VPN NLRIs.

• For other protocols (static, Routing Information Protocol [RIP], and so on), graceful

restart functionalitymust also be active when these protocols are run between the PE

and CE routers. Layer 2 VPNs do not rely on this because protocols are not configured

between the PE and CE routers.

In VPN graceful restart, a restarting router completes the following procedures:

• Waits for all theBGPNLRI information fromotherPE routers before it starts advertising

routes to its CE routers.

• Waits for all protocols in all routing instances to converge (or finish graceful restart)

before sending CE router information to the other PE routers.
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• Waits for all routing instance information (whether it is local configuration or

advertisements from a remote peer router) to be processed before sending it to the

other PE routers.

• Preserves all forwarding state information in the MPLS routing tables until new labels

and transit routes are allocated and then advertises them to other PE routers (and CE

routers in carrier-of-carriers VPNs).

Graceful restart is supported on Layer 2 VPNs, Layer 3 VPNs, and virtual-router routing

instances.

Configuring Graceful Restart for VPNs

You can configure graceful restart to enable a router to pass through intermediate

convergence states that are hidden from the rest of the network. Graceful restart allows

a router whose VPN control plane is undergoing a restart (restarting router) to continue

to forward traffic while recovering its state from neighboring routers (helper routers).

The restarting router requests a grace period from the neighbor or peer, which can then

cooperate with the restarting router. When a restart event occurs and graceful restart is

enabled, the restarting router can still forward traffic during the restart period, and

convergence in the network is not disrupted. The helper routers hide the restart event

from other devices not directly connected to the restarting router. In other words, the

restart is not visible to the rest of the network, and the restarting router is not removed

from the network topology.

Without graceful restart, a control plane restart disrupts any VPN services provided by

the router. Graceful restart is supported on Layer 2 VPNs, Layer 3 VPNs, virtual-router

routing instances, and VPLS.

The graceful restart request occurs only if the following conditions are met:

• The network topology is stable.

• The neighbor or peer routers cooperate.

• The restarting router is not already cooperatingwithanother restart already inprogress.

• The grace period does not expire.

Before you begin:

• Configure the devices for network communication.

• Configure the device interfaces.

Graceful restart is disabled by default. To enable VPN graceful restart:

1. Configure graceful restart globally.

[edit routing-options]
user@host# set graceful-restart
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NOTE:
• Graceful restart canbeenabledon logical systems.Toconfiguregraceful
restart globally, include the graceful-restart statement at the

[edit logical-systems logical-system-name routing-options] or the

[edit logical-systems logical-system-name routing-instances

routing-instance-name routing-options] hierarchy levels.

• To disable graceful restart globally, include the disable statement at

the [edit routing-options graceful-restart] hierarchy level.

For example:

[edit routing-options]
user@host# set graceful-restart disable

2. Enable or disable graceful restart on a per-protocol, per-group, or per-neighbor basis,

depending on the specific protocol, where the most specific definition is used.

[edit protocols]
user@host# set bgp graceful-restart
user@host# set bgp group group-name type internal local-address local-ip-address
neighbor neighbor1-address

user@host# set bgp group group-name type internal local-address local-ip-address
neighbor neighbor2-address graceful-restart disable

3. Configure graceful restart for Layer 3VPNS for all routing andMPLS-relatedprotocols

within a routing instance. Because you can configure multi-instance BGP and

multi-instance LDP, graceful restart for a carrier-of-carriers scenario is supported.

[edit routing-instance]
user@host# set routing-instance-name routing-options graceful-restart

NOTE:
• To disable graceful restart globally, include the disable statement at

the [edit routing-instances routing-instance-name routing-options

graceful-restart] hierarchy level.

For example:

[edit routing-instances]
user@host# set instance1 routing-options graceful-restart disable

• To disable graceful restart for individual protocols, include the disable

statementat the [edit routing-instances routing-instance-nameprotocols

protocol-name graceful-restart] hierarchy level.

For example:

[edit routing-instances]
user@host# set instance1 protocols ospf graceful-restart disable

4. Configure the duration of the graceful restart period for the routing instance.
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[edit routing-options]
user@host# set graceful-restart restart-duration seconds

The restart-duration option sets the period of time that the router waits for a graceful

restart to be completed. You can configure a time between 1 through 600 seconds.

The default value is 300 seconds. At the end of the configured time period, the router

performs a standard restart without recovering its state from the neighboring routers.

This disrupts VPN services, but is probably necessary if the router is not functioning

normally.

NOTE: You can include the restart-duration option at either the global or

routing instance level. The routing instance value overrides the global
value if both are configured.

Related
Documentation

Graceful Restart and Layer 2 and Layer 3 VPNs•

• Graceful Restart System Requirements

• Graceful Restart Concepts

• Verifying Graceful Restart Operation

Enabling Unicast Reverse-Path Forwarding Check for VPNs

IP spoofing may occur during a denial-of-service (DoS) attack. IP spoofing allows an

intruder to pass IP packets to a destination as genuine traffic, when in fact the packets

are not actually meant for the destination. This type of spoofing is harmful because it

consumes the destination’s resources.

Unicast reverse-path forwarding (RPF) check is a tool to reduce forwarding of IP packets

that may be spoofing an address. A unicast RPF check performs a route table lookup on

an IP packet’s source address, and checks the incoming interface. The router determines

whether the packet is arriving from a path that the sender would use to reach the

destination. If the packet is from a valid path, the router forwards the packet to the

destination address. If it is not from a valid path, the router discards the packet. Unicast

RPF is supported for the IPv4 and IPv6 protocol families, as well as for the virtual private

network (VPN) address family. You can also enable unicast RPF within a VPN routing

instance.

To enable unicast RPF check, include the unicast-reverse-path statement:

unicast-reverse-path (active-paths | feasible-paths);

For a list of hierarchy levels atwhich you can configure this statement, see the statement

summary section for this statement.

To consider only active paths during the unicast RPF check, include the active-paths

option. To consider all feasible paths during the unicast RPF check, include the

feasible-paths option.
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For more information about how to configure the unicast-reverse-path statement, see

“Example: Configuring Unicast Reverse-Path-Forwarding Checking to Prevent DoS and

DDoS Attacks” on page 97 and .

Related
Documentation

Example: Configuring Unicast Reverse-Path-Forwarding Checking to Prevent DoS and

DDoS Attacks on page 97

•

Example: Configuring Unicast Reverse-Path-Forwarding Check

• Understanding How Unicast Reverse Path Forwarding Prevents Spoofed IP Packet

Forwarding on page 97

• Example: Configuring Unicast Reverse-Path-Forwarding Checking to Prevent DoS and

DDoS Attacks on page 97

UnderstandingHowUnicast Reverse Path Forwarding Prevents Spoofed IPPacket Forwarding

IP spoofing can occur during a denial-of-service (DoS) attack. IP spoofing allows an

intruder to pass IP packets to a destination as genuine traffic, when in fact the packets

are not actually meant for the destination. This type of spoofing is harmful because it

consumes the destination’s resources.

Aunicast reverse-path-forwarding (RPF)check isa tool to reduce forwardingof IPpackets

that might be spoofing an address. A unicast RPF check performs a route table lookup

on an IP packet’s source address, and checks the incoming interface. The router or switch

determineswhether the packet is arriving fromapath that the senderwould use to reach

thedestination. If thepacket is fromavalid path, the router or switch forwards thepacket

to the destination address. If it is not from a valid path, the router or switch discards the

packet. Unicast RPF is supported for the IPv4 and IPv6 protocol families, as well as for

the virtual private network (VPN) address family.

NOTE: Reverse path forwarding is not supported on the interfaces you
configure as tunnel sources. This affects only the transit packets exiting the
tunnel.

See Also Example: Configuring Unicast Reverse-Path-Forwarding Checking to Prevent DoS and

DDoS Attacks on page 97

•

Example: Configuring Unicast Reverse-Path-Forwarding Checking to Prevent DoS and DDoS
Attacks

Unicast reverse path forwarding (RPF) helps protect against DoS and DDoS attacks by

verifying the unicast source address of each packet that arrives on an ingress interface

where unicast RPF is enabled.
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This example shows how to help defend ingress interfaces against denial-of-service

(DoS) and distributed denial-of-service (DDoS) attacks by configuring unicast RPF to

filter incoming traffic.

• Requirements on page 98

• Overview on page 98

• Configuration on page 99

• Verification on page 104

Requirements

In this example, no special configuration beyond device initialization is required.

Overview

Large amounts of unauthorized traffic such as attempts to flood a network with fake

(bogus) service requests in a DoS attack can consume network resources and deny

service to legitimate users. One way to help prevent DoS and DDoS attacks is to verify

that incoming traffic originates from legitimate network sources.

Unicast RPF helps ensure that a traffic source is legitimate (authorized) by comparing

the source address of each packet that arrives on an interface to the forwarding table

entry for its source address. If the device uses the same interface that the packet arrived

on to reply to the packet's source, this verifies that the packet originated from an

authorized source, and the device forwards the packet. If the device does not use the

same interface that the packet arrived on to reply to the packet's source, the packet

might have originated from an unauthorized source, and the device discards the packet.

In this example, Device B has unicast RPF configured. Device A is usingOSPF to advertise

a prefix for the link that connects to Device D. OSPF is enabled on the links between

Device B and Device C and the links between Device A and Device C, but not on the links

between Device A and Device B. Therefore, Device B learns about the route to Device D

through Device C.

If ingress filtering is used in an environment where DHCP or BOOTP is used, it should be

ensured that the packets with a source address of 0.0.0.0 and a destination address of

255.255.255.255 are allowed to reach the relay agent in routers when appropriate.

This example also includes a fail filter. When a packet fails the unicast RPF check, the

fail filter is evaluated to determine if the packet should be accepted anyway. The fail

filter in this example allows Device B’s interfaces to accept Dynamic Host Configuration

Protocol (DHCP) packets. The filter accepts all packets with a source address of 0.0.0.0

and a destination address of 255.255.255.255.

Figure 8 on page 99 shows the sample network.
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Figure 8: Unicast RPF Sample Topoolgy
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device A set interfaces fe-1/2/0 unit 1 family inet address 10.0.0.1/30
set interfaces fe-0/0/2 unit 5 family inet address 10.0.0.5/30
set interfaces fe-0/0/1 unit 17 family inet address 10.0.0.17/30
set interfaces fe-0/1/1 unit 25 family inet address 10.0.0.25/30
set interfaces fe-1/1/1 unit 29 family inet address 10.0.0.29/30
set protocols ospf export send-direct
set protocols ospf area 0.0.0.0 interface fe-0/1/1.25
set protocols ospf area 0.0.0.0 interface fe-1/1/1.29
set policy-options policy-statement send-direct from protocol direct
set policy-options policy-statement send-direct from route-filter 10.0.0.16/30 exact
set policy-options policy-statement send-direct then accept

Device B set interfaces fe-1/2/0 unit 2 family inet rpf-check fail-filter rpf-special-case-dhcp
set interfaces fe-1/2/0 unit 2 family inet address 10.0.0.2/30
set interfaces fe-1/1/1 unit 6 family inet rpf-check fail-filter rpf-special-case-dhcp
set interfaces fe-1/1/1 unit 6 family inet address 10.0.0.6/30
set interfaces fe-0/1/1 unit 9 family inet rpf-check fail-filter rpf-special-case-dhcp
set interfaces fe-0/1/1 unit 9 family inet address 10.0.0.9/30
set interfaces fe-0/1/0 unit 13 family inet rpf-check fail-filter rpf-special-case-dhcp
set interfaces fe-0/1/0 unit 13 family inet address 10.0.0.13/30
set protocols ospf area 0.0.0.0 interface fe-0/1/1.9
set protocols ospf area 0.0.0.0 interface fe-0/1/0.13
set routing-options forwarding-table unicast-reverse-path active-paths
set firewall filter rpf-special-case-dhcptermallow-dhcpfromsource-address0.0.0.0/32
set firewall filter rpf-special-case-dhcp term allow-dhcp from destination-address
255.255.255.255/32

set firewall filter rpf-special-case-dhcp term allow-dhcp then count rpf-dhcp-traffic
set firewall filter rpf-special-case-dhcp term allow-dhcp then accept
set firewall filter rpf-special-case-dhcp term default then log
set firewall filter rpf-special-case-dhcp term default then reject

Device C set interfaces fe-1/2/0 unit 10 family inet address 10.0.0.10/30
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set interfaces fe-0/0/2 unit 14 family inet address 10.0.0.14/30
set interfaces fe-1/0/2 unit 21 family inet address 10.0.0.21/30
set interfaces fe-1/2/2 unit 26 family inet address 10.0.0.26/30
set interfaces fe-1/2/1 unit 30 family inet address 10.0.0.30/30
set protocols ospf area 0.0.0.0 interface fe-1/2/0.10
set protocols ospf area 0.0.0.0 interface fe-0/0/2.14
set protocols ospf area 0.0.0.0 interface fe-1/2/2.26
set protocols ospf area 0.0.0.0 interface fe-1/2/1.30

Device D set interfaces fe-1/2/0 unit 18 family inet address 10.0.0.18/30

Device E set interfaces fe-1/2/0 unit 22 family inet address 10.0.0.22/30

Configuring Device A

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode.

To configure Device A:

1. Configure the interfaces.

[edit interfaces]
user@A# set fe-1/2/0 unit 1 family inet address 10.0.0.1/30

user@A# set fe-0/0/2 unit 5 family inet address 10.0.0.5/30

user@A# set fe-0/0/1 unit 17 family inet address 10.0.0.17/30

user@A# set fe-0/1/1 unit 25 family inet address 10.0.0.25/30

user@A# set fe-1/1/1 unit 29 family inet address 10.0.0.29/30

2. Configure OSPF.

[edit protocols ospf]
user@A# set export send-direct
user@A# set area 0.0.0.0 interface fe-0/1/1.25
user@A# set area 0.0.0.0 interface fe-1/1/1.29

3. Configure the routing policy.

[edit policy-options policy-statement send-direct]
user@A# set from protocol direct
user@A# set from route-filter 10.0.0.16/30 exact
user@A# set then accept

4. If you are done configuring Device A, commit the configuration.

[edit]
user@A# commit
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Configuring Device B

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode.

To configure Device B:

1. Configure the interfaces.

[edit interfaces]
user@B# set fe-1/2/0 unit 2 family inet address 10.0.0.2/30

user@B# set fe-1/1/1 unit 6 family inet address 10.0.0.6/30

user@B# set fe-0/1/1 unit 9 family inet address 10.0.0.9/30

user@B# set fe-0/1/0 unit 13 family inet address 10.0.0.13/30

2. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@B# set interface fe-0/1/1.9
user@B# set interface fe-0/1/0.13

3. Configure unicast RPF, and apply the optional fail filter.

[edit interfaces]
user@B# set fe-1/2/0 unit 2 family inet rpf-check fail-filter rpf-special-case-dhcp

user@B# set fe-1/1/1 unit 6 family inet rpf-check fail-filter rpf-special-case-dhcp

user@B# set fe-0/1/1 unit 9 family inet rpf-check fail-filter rpf-special-case-dhcp

user@B# set fe-0/1/0 unit 13 family inet rpf-check fail-filter rpf-special-case-dhcp

4. (Optional)Configure the fail filter thatgetsevaluated if apacket fails theRPFcheck.

[edit firewall filter rpf-special-case-dhcp]
user@B# set term allow-dhcp from source-address 0.0.0.0/32
user@B# set term allow-dhcp from destination-address 255.255.255.255/32
user@B# set term allow-dhcp then count rpf-dhcp-traffic
user@B# set term allow-dhcp then accept
user@B# set term default then log
user@B# set term default then reject

5. (Optional) Configure only active paths to be considered in the RPF check.

This is the default behavior.

[edit routing-options forwarding-table]
user@B# set unicast-reverse-path active-paths
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6. If you are done configuring Device B, commit the configuration.

[edit]
user@B# commit

Results

Confirm your configuration by issuing the show firewall, show interfaces, show protocols,

showrouting-options, and showpolicy-options commands. If the output does not display

the intended configuration, repeat the instructions in this example to correct the

configuration.

Device A user@A# show interfaces
fe-1/2/0 {
unit 1 {
family inet {
address 10.0.0.1/30;

}
}

}
fe-0/0/2 {
unit 5 {
family inet {
address 10.0.0.5/30;

}
}

}
fe-0/0/1 {
unit 17 {
family inet {
address 10.0.0.17/30;

}
}

}
fe-0/1/1 {
unit 25 {
family inet {
address 10.0.0.25/30;

}
}

}
fe-1/1/1 {
unit 29 {
family inet {
address 10.0.0.29/30;

}
}

}

user@A# show protocols
ospf {
export send-direct;
area 0.0.0.0 {
interface fe-0/1/1.25;
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interface fe-1/1/1.29;
}

}

user@A# show policy-options
policy-statement send-direct {
from {
protocol direct;
route-filter 10.0.0.16/30 exact;

}
then accept;

}

Device B user@B# show firewall
filter rpf-special-case-dhcp {
term allow-dhcp {
from {
source-address {
0.0.0.0/32;

}
destination-address {
255.255.255.255/32;

}
}
then {
count rpf-dhcp-traffic;
accept;

}
}
term default {
then {
log;
reject;

}
}

}
user@B# show interfaces
fe-1/2/0 {
unit 2 {
family inet {
rpf-check fail-filter rpf-special-case-dhcp;
address 10.0.0.2/30;

}
}

}
fe-1/1/1 {
unit 6 {
family inet {
rpf-check fail-filter rpf-special-case-dhcp;
address 10.0.0.6/30;

}
}

}
fe-0/1/1 {
unit 9 {
family inet {
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rpf-check fail-filter rpf-special-case-dhcp;
address 10.0.0.9/30;

}
}

}
fe-0/1/0 {
unit 13 {
family inet {
rpf-check fail-filter rpf-special-case-dhcp;
address 10.0.0.13/30;

}
}

}

user@B# show protocols
ospf {
area 0.0.0.0 {
interface fe-0/1/1.9;
interface fe-0/1/0.13;

}
}

user@B# show routing-options
forwarding-table {
unicast-reverse-path active-paths;

}

Enter the configurations on Device C, Device D, and Device E, as shown in “CLI Quick

Configuration” on page 99.

Verification

Confirm that the configuration is working properly.

• Confirm That Unicast RPF Is Enabled on page 104

• Confirm That the Source Addresses Are Blocked on page 105

• Confirm That the Source Addresses Are Unblocked on page 105

Confirm That Unicast RPF Is Enabled

Purpose Make sure that the interfaces on Device B have unicast RPF enabled.
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Action user@B> show interfaces fe-0/1/0.13 extensive
 Logical interface fe-0/1/0.13 (Index 73) (SNMP ifIndex 553) (Generation 208)
    Flags: SNMP-Traps 0x4000 Encapsulation: ENET2
    Traffic statistics:
     Input  bytes  :               999390
     Output bytes  :              1230122
     Input  packets:                12563
     Output packets:                12613
    Local statistics:
     Input  bytes  :               998994
     Output bytes  :              1230122
     Input  packets:                12563
     Output packets:                12613
    Transit statistics:
     Input  bytes  :                  396                    0 bps
     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
    Protocol inet, MTU: 1500, Generation: 289, Route table: 22
      Flags: Sendbcast-pkt-to-re, uRPF
      RPF Failures: Packets: 0, Bytes: 0
      Addresses, Flags: Is-Preferred Is-Primary
        Destination: 10.0.0.12/30, Local: 10.0.0.13, Broadcast: 10.0.0.15, 
Generation: 241

Meaning The uRPF flag confirms that unicast RPF is enabled on this interface.

Confirm That the Source Addresses Are Blocked

Purpose Use theping command tomake sure thatDeviceBblocks traffic fromunexpected source

addresses.

Action From Device A, ping Device B’s interfaces, using 10.0.0.17 as the source address.

user@A> ping 10.0.0.6 source 10.0.0.17
PING 10.0.0.6 (10.0.0.6): 56 data bytes
^C
--- 10.0.0.6 ping statistics ---
3 packets transmitted, 0 packets received, 100% packet loss

Meaning As expected, the ping operation fails.

Confirm That the Source Addresses Are Unblocked

Purpose Use the ping command tomake sure that Device B does not block traffic when the RPF

check is deactivated.

Action Deactivate the RPF check on one of the interfaces.1.
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2. Rerun the ping operation.

user@B> deactivate interfaces fe-1/1/1.6 family inet rpf-check

user@A> ping 10.0.0.6 source 10.0.0.17
PING 10.0.0.2 (10.0.0.2): 56 data bytes
64 bytes from 10.0.0.2: icmp_seq=0 ttl=63 time=1.316 ms
64 bytes from 10.0.0.2: icmp_seq=1 ttl=63 time=1.263 ms
^C
--- 10.0.0.2 ping statistics ---
2 packets transmitted, 2 packets received, 0% packet loss
round-trip min/avg/max/stddev = 1.263/1.289/1.316/0.027 ms

Meaning As expected, the ping operation succeeds.

See Also Understanding How Unicast Reverse Path Forwarding Prevents Spoofed IP Packet

Forwarding on page 97

•

Related
Documentation

• Example: Enabling Indirect Next Hops on the Packet Forwarding Engine
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CHAPTER 7

Configuring Class of Service for VPNs

• VPNs and Class of Service on page 107

• Rewriting Class of Service Markers and VPNs on page 107

VPNs and Class of Service

You can configure Junos class-of-service (CoS) features to provide multiple classes of

service for VPNs. The CoS features are supported on Layer2 VPNs, Layer 3 VPNs, and

VPLS. On the router, you can configure multiple forwarding classes for transmitting

packets, define which packets are placed into each output queue, schedule the

transmission service level for each queue, andmanage congestion using a random early

detection (RED) algorithm.

VPNs use the standard CoS configuration.

Related
Documentation

Class of Service Feature Guide for Routing Devices and EX9200 Switches•

Rewriting Class of Service Markers and VPNs

Amarker reads the current forwarding class and loss priority information associatedwith

a packet and finds the chosen code point from a table. It then writes the code point

information into the packet header. Entries in a marker configuration represent the

mapping of the current forwarding class into a new forwarding class, to be written into

the header.

Youdefinemarkers in the rewrite rules sectionof theclass-of-service (CoS)configuration

hierarchy and reference them in the logical interface configuration. You can configure

different rewrite rules to handle VPN traffic and non-VPN traffic. The rewrite rule can be

applied toMPLS and IPv4 packet headers simultaneously, making it possible to initialize

MPLS experimental (EXP) and IP precedence bits at LSP ingress.

For a detailed example of how to configure rewrite rules for MPLS and IPv4 packets and

for more information about how to configure statements at the [edit class-of-service]

hierarchy level, see the Class of Service Feature Guide for Routing Devices and EX9200

Switches.
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Related
Documentation

• Class of Service Feature Guide for Routing Devices and EX9200 Switches
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CHAPTER 8

Pinging VPNs

• Pinging VPNs, VPLS, and Layer 2 Circuits on page 109

• Setting the Forwarding Class of the Ping Packets on page 110

• Pinging a VPLS Routing Instance on page 110

• Pinging a Layer 2 VPN on page 111

• Pinging a Layer 3 VPN on page 111

• Pinging a Layer 2 Circuit on page 112

• Pinging Customer Edge Device IP Address on page 112

Pinging VPNs, VPLS, and Layer 2 Circuits

For testing purposes, you can ping Layer 2 VPNs, Layer 3 VPNs, and Layer 2 circuits by

using the pingmpls command. The pingmpls command helps to verify that a VPN or

circuit has been enabled and tests the integrity of the VPN or Layer 2 circuit connection

between the PE routers. It does not test the connection between a PE router and a CE

router. To ping a VPLS routing instance, you issue a ping vpls instance command (see

“Pinging a VPLS Routing Instance” on page 110).

You issue the pingmpls command from the ingress PE router of theVPNor Layer 2 circuit

to the egress PE router of the same VPN or Layer 2 circuit. When you execute the ping

mpls command, echo requests are sent as MPLS packets.

Thepayload isaUserDatagramProtocol (UDP)packet forwarded to theaddress 127.0.0.1.

The contents of this packet are defined in RFC 4379, Detecting Multi-Protocol Label

Switched (MPLS) Data Plane Failures. The label and interface information for building

and sending this information as anMPLS packet is the same as for standard VPN traffic,

but the time-to-live (TTL) of the innermost label is set to 1.

When the echo request arrives at the egress PE router, the contents of the packet are

checked, and then a reply that contains the correct return is sent by means of UDP. The

PE router sending the echo request waits to receive an echo reply after a timeout of

2 seconds (you cannot configure this value).

Youmust configure MPLS at the [edit protocolsmpls] hierarchy level on the egress PE

router (the router receiving theMPLS echo packets) to be able to ping the VPNor Layer 2

circuit. Youmust also configure the address 127.0.0.1/32 on the egress PE router’s lo0
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interface. If this is not configured, the egress PE router does not have this forwarding

entry and therefore simply drops the incoming MPLS pings.

The pingmpls command has the following limitations:

• You cannot ping an IPv6 destination prefix.

• You cannot ping a VPN or Layer 2 circuit from a router that is attempting a graceful

restart.

• You cannot ping a VPN or Layer 2 circuit from a logical system.

You can also determine whether an LSP linking two PE routers in a VPN is up by pinging

the end point address of the LSP. The command you use to ping anMPLS LSP end point

is pingmpls lsp-end-point address. This command tells you what type of LSP (RSVP or

LDP) terminates at the address specified and whether that LSP is up or down.

For a detailed description of this command, see the Junos Routing Protocols and Policies

Command Reference.

Setting the Forwarding Class of the Ping Packets

Whenyouexecute thepingmplscommand, thepingpackets forwarded to thedestination

include MPLS labels. It is possible to set the value of the forwarding class for these ping

packets by using the exp option with the pingmpls command. For example, to set the
forwarding class to 5 when pinging a Layer 3 VPN, issue the following command:

pingmpls l3vpn westcoast source 192.0.2.0 prefix 192.0.2.1 exp 5 count 20 detail

This commandwouldmakes the router attempt to ping the Layer 3 VPNwestcoast using

ping packets with an EXP forwarding class of 5. The default forwarding class used for

the pingmpls command packets is 7.

Pinging a VPLS Routing Instance

The ping vpls instance command uses a different command structure and operates in a

different fashion than the pingmpls command used for VPNs and Layer 2 circuits. The

ping vpls instance command is only supported onMXSeries routers, theM120 router, the

M320 router, and the T1600 router.

To ping a VPLS routing instance, use the following command:

ping vpls instance instance-name destination-mac address source-ip address <count
number> <data-plane-response> <detail> <learning-vlan-id number> <logical-system
logical-system-name>

Pinging a VPLS routing instance requires using the ping vpls instance command with a

combination of the routing instance name, the destinationMAC address, and the source

IP address (IP address of the outgoing interface).

When you run this command, you are provided feedback on the status of your request.

An exclamation point (!) indicates that an echo reply was received. A period (.) indicates

that an echo reply was not received within the timeout period. An x indicates that an
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echo reply was receivedwith an error code these packets are not counted in the received

packets count. They are accounted for separately.

For more details, including argument descriptions and additional options, see ping vpls

instance.

Pinging a Layer 2 VPN

To ping a Layer 2 VPN, use one of the following commands:

• pingmpls l2vpn interface interface-name

You ping an interface configured for the Layer 2 VPN on the egress PE router.

• pingmpls l2vpn instance l2vpn-instance-name local-site-id local-site-id-number

remote-site-id remote-site-id-number

You ping a combination of the Layer 2 VPN routing instance name, the local site

identifier, and the remote site identifier to test the integrity of the Layer 2 VPN

connection (specified by the identifiers) between the ingress and egress PE routers.

Related
Documentation

Example: Configuring MPLS-Based Layer 2 VPNs on page 147•

Pinging a Layer 3 VPN

To ping a Layer 3 VPN, use the following command:

pingmpls l3vpn l3vpn-name prefix prefix <count count>

You ping a combination of an IPv4 destination prefix and a Layer 3 VPN name on the

egress PE router to test the integrity of the VPN connection between the ingress and

egress PE routers. The destination prefix corresponds to a prefix in the Layer 3 VPN.

However, the ping tests only whether the prefix is present in a PE router’s VRF table. It

does not test the connection between a PE router and a CE router.
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Pinging a Layer 2 Circuit

To ping a Layer 2 circuit, use one of the following commands:

• pingmpls l2circuit interface interface-name

You ping an interface configured for the Layer 2 circuit on the egress PE router.

• pingmpls l2circuit virtual-circuit neighbor <prefix> <virtual-circuit-id>

You ping a combination of the IPv4 prefix and the virtual circuit identifier on the egress

PE router to test the integrity of the Layer 2 circuit between the ingress and egress PE

routers.

Pinging Customer Edge Device IP Address

In a virtual private LAN service (VPLS), hierarchical VPLS (H-VPLS), and Ethernet VPN

(EVPN) network, you can test the connectivity to a given customer edge (CE) IP address

to get the CE device’s MAC address and attachment points (name of the provider edge

[PE] device and local interfaces) to the provider network. This is beneficial in Layer 2

VPN technologies, which have a large number of PE devices and for which getting

connectivity information about customers is a challenge.

The capability to ping CE IP address has the following use cases and feature support:

• VPLS or EVPN Use Case on page 112

• H-VPLS Use Case on page 114

• Supported and Unsupported Features for CE-IP Ping on page 115

VPLS or EVPNUse Case

Prior to Junos OS Release 17.3R1, the ping utility for VPLS was for destination MAC

addresses. Junos OS Release 17.3R1 introduces the CE-IP ping utility, which is based on

the LSP ping infrastructure defined in RFC 4379. With the CE-IP ping feature, the ping

utility is enhancedwith thecapability topingan IPaddress for aVPLSandEVPNnetwork.

Separate unicast LSP ping echo requests are sent to all neighboring PE devices, and only

one PE device responds back with the information about the CE device.

Figure 9 on page 113 illustrates a use case for implementing the CE-IP ping feature in a

VPLS or EVPN network. There are three PE devices—Devices PE1, PE2, and

PE3—connected to four customer sites—DevicesCE1, CE2, CE3, andCE4. In this use case,

Device PE1 tests the connectivity to an IP host— 10.0.0.2 —to get the MAC address and

attachment point of the host in the VPLS or EVPN service provider network for a specific

routing instance. This is done using the ce-ip command. The command output displays

the required information depending on the type of routing instance configured.
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Figure 9: CE-IP Ping Feature in a VPLS/EVPNNetwork
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When the ce-ip ping command is executed in a VPLS or EVPN network, the packet flow

is as follows:

1. 1—LSP ping echo request

The ce-ip LSP ping echo request packet is sent using the data plane.

Device PE1 sends an LSP ping echo request to all the neighboring PE devices, Devices

PE2 and PE3. The IP address to the target host is carried in the LSP ping echo request

using type, length, and value (TLV).

2. 2—ARP request

Remote PE devices send host-injected Address Resolution Protocol (ARP) requests

on all the CE-facing interfaces for the destination IP address. The ARP request is sent

to the host 10.0.0.2 from Device PE2 to Device CE2 and from Device PE3 to Devices

CE3 and CE4. The source IP address in the ARP request is set to 0.0.0.0 by default.

3. 3—ARP response

Device CE2 responds to the ARP request from Device PE2.

4. 4—LSP ping echo response

If an ARP response is received from a CE device, the remote PE device responds to

the PE device initiating the ARP request with the MAC address and attachment point

encoded as TLV in the LSP ping echo response packet.

The ce-ip LSP ping echo response packet is sent using IP/UDP protocol in the control

plane.
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Device PE2 sends an LSP ping response to Device PE1. The other remote PE device,

DevicePE3, doesnot respond to theLSPpingbecauseanARP response is not received

from Device CE3.

The output of the ce-ip ping command on Device PE1 displays the information that is

received from the LSP ping response.

H-VPLS Use Case

In a VPLS or EVPN network, all the PE devices are connected in a mesh topology and

therefore the devices are reachable to each other through one hop in terms of virtual

circuit label reachability. However, in an H-VPLS network, there are spoke PE devices

connected to the VPLS full-mesh network. These spoke PE devices cannot be reached

by the remote PE devices through one hop. Because the VPLS ping feature always uses

a virtual circuit label TTL value of one, the ping packets are received by the control plane

in all the PE devices that are one hop away. The control plane then reinjects the ping

packets to the next hop (that is, the spoke PE device) in theH-VPLS network for the ping

packet to reach all the PE devices.

Figure 10 on page 114 illustrates a use case for implementing the CE-IP ping feature in an

H-VPLS network. There are three PE devices—Devices PE1, PE2, and PE3—connected to

four customer sites—Devices CE1, CE2, CE3, and CE4. Device PE3 is connected to an

H-VPLS spoke that connects to Device CE4. In this use case, Device PE1 tests the

connectivity to an IP host— 10.0.0.4 —to get the MAC address and attachment point of

the host in the H-VPLS service provider network using the ce-ip command.

Figure 10: CE-IP Ping Feature in H-VPLS Network
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When the ce-ip ping command is executed in an H-VPLS network, the packet flow is as

follows:

1. 1—LSP ping echo request

The ce-ip LSP ping echo request packet is sent using the data plane.

Device PE1 sends an LSP ping echo request to all the neighboring PE devices, Devices

PE2 and PE3. The IP address to the target host is carried in the LSP ping echo request

using type, length, and value (TLV).

2. 1A—LSP re-injected ping request

Device PE3 re-injects the LSP ping request to the spoke PE device, Device HPE3.

3. 2—ARP request

The remote PE devices, Devices PE2 and PE3, and the spoke PE device, Device HPE3,

send host-injected ARP requests on all the CE-facing interfaces for the destination

IP address. The ARP request is sent to the host 10.0.0.4. The source IP address in the

ARP request is set to 0.0.0.0 by default.

4. 3—ARP response

Device CE4 responds to the ARP request from Device HPE3.

5. 4—LSP ping echo response

If an ARP response is received from a CE device, the remote PE device responds to

the PE device initiating the ARP request with the MAC address and attachment point

encoded as TLV in the LSP ping echo response packet.

The ce-ip LSP ping echo response packet is sent using IP/UDP protocol in the control

plane.

DeviceHPE3 sends an LSPping response toDevice PE1. The other remote PE devices,

Device PE2 and PE3, do not respond to the LSP ping because they do not receive an

ARP response from the CE device.

Supported and Unsupported Features for CE-IP Ping

The following features are supported with the CE-IP address ping feature:

• The CE-IP ping feature in a VPLS or H-VPLS network is supported on routing instance

type VPLS only

• TheCE-IPping feature in anEVPNnetwork is supportedon routing instance typeEVPN

only.

• Support for VPLS and EVPN hybrid routing instances, where the routing instance type

is EVPN and the CE-IP ping support is available on single-homing seamless migration

nodes with LDP-VPLS only.
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The CE-IP ping feature has the following considerations and limitations:

• If the CE destination IP address that is being pinged is behind the very same PE device

where the ping command is issued, the ce-ip ping functionality does not work.

• The LSP ping echo response packet is always sent using the IP/UDP protocol in the

control plane. This requires that the PE devices are IP reachable to each other for the

feature to work.

• The CE-IP feature does not provide support for the following:

• Virtual switch routing instance

• IPv6 addresses

• Logical systems

• Integrated routingandbridging (IRB)configured in theEVPNorVPLS routing instance

Related
Documentation

• Pinging LSPs

• Pinging VPNs, VPLS, and Layer 2 Circuits on page 109

• Pinging a Layer 2 VPN on page 111

• Pinging a VPLS Routing Instance on page 110

• ping
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PART 2

Common Configuration for Layer 2 VPNs
and VPLS

• Overview on page 119

• Layer 2 VPNs Configuration Overview on page 123

• Configuring Layer 2 Interfaces on page 163

• Configuring Path Selection for Layer 2 VPNs and VPLS on page 169

• Creating Backup Connections with Redundant Pseudowires on page 181

• Configuring Class of Service for Layer 2 VPNs on page 187

• Monitoring Layer 2 VPNs on page 189
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CHAPTER 9

Overview

• Understanding Layer 2 VPNs on page 119

• Layer 2 VPN Applications on page 120

• Supported Layer 2 VPN Standards on page 121

Understanding Layer 2 VPNs

NOTE: On EX9200 switches, graceful Routing Engine switchover (GRES),
nonstopactive routing (NSR), and logical systemsarenot supportedonLayer
2 VPN configurations. Layer 2 VPN is not supported on the EX9200 Virtual
Chassis.

As theneed to linkdifferent Layer 2 services tooneanother for expandedserviceofferings

grows, Layer 2 Multiprotocol Label Switching (MPLS) VPN services are increasingly in

demand.

Implementing a Layer 2 VPN on a router is similar to implementing a VPN using a Layer 2

technology such as Asynchronous Transfer Mode (ATM) or Frame Relay. However, for

a Layer 2 VPNon a router, traffic is forwarded to the router in a Layer 2 format. It is carried

by MPLS over the service provider’s network, and then converted back to Layer 2 format

at the receiving site. You can configure different Layer 2 formats at the sending and

receiving sites. The security and privacy of an MPLS Layer 2 VPN are equal to those of

an ATM or Frame Relay VPN. The service provisioned with Layer 2 VPNs is also known

as Virtual PrivateWire Service (VPWS).

On a Layer 2 VPN, routing occurs on the customer’s routers, typically on the customer

edge (CE) router. The CE router connected to a service provider on a Layer 2 VPNmust

select the appropriate circuit on which to send traffic. The provider edge (PE) router

receiving the traffic sends it across the service provider’s network to the PE router

connected to the receiving site. The PE routers do not need to store or process the

customer’s routes; theyonly need tobeconfigured to senddata to theappropriate tunnel.

For a Layer 2 VPN, customers need to configure their own routers to carry all Layer 3

traffic. The service provider needs to know only howmuch traffic the Layer 2 VPNwill

need to carry. The service provider’s routers carry traffic between the customer’s sites
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using Layer 2 VPN interfaces. The VPN topology is determined by policies configured on

the PE routers.

Customers need to know only which VPN interfaces connect to which of their own sites.

Figure 11 onpage 120 illustratesaLayer 2VPN inwhicheach site hasaVPN interface linked

to each of the other customer sites.

Figure 11: Layer 2 VPN Connecting CE Routers
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Implementing a Layer 2 MPLS VPN includes the following benefits:

• Service providers do not have to invest in separate Layer 2 equipment to provide

Layer 2 VPN service. A Layer 2 MPLS VPN allows you to provide Layer 2 VPN service

over an existing IP and MPLS backbone.

• You can configure the PE router to run any Layer 3 protocol in addition to the

Layer 2 protocols.

• Customerswhoprefer tomaintain control overmost of the administration of their own

networks might want Layer 2 VPN connections with their service provider instead of a

Layer 3 VPN.

• Because Layer 2 VPNs use BGP as the signaling protocol, they have a simpler design

and require less overhead than traditional VPNs over Layer 2 circuits. BGP signaling

also enables autodiscovery of Layer 2 VPN peers. Layer 2 VPNs are similar to BGP or

MPLS VPNs and VPLS in many respects; all three types of services employ BGP for

signaling.

Layer 2 VPNApplications

Implementing a Layer 2 VPN includes the following benefits:
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• Terminating a Layer 2 VPN into a Layer 2 VPN using the interworking (iw0) software

interfaceeliminates the limitationof bandwidthon the tunnel interfacesused for these

configuration scenarios. Instead of using a physical Tunnel PIC for looping the packet

received from the Layer 2 VPN to another Layer 2 VPN, Junos OS is used to link both

the Layer 2 VPN routes.

• Layer 2 VPNs enable the sharing of a provider's core network infrastructure between

IP and Layer 2 VPN services, reducing the cost of providing those services. A Layer 2

MPLS VPN allows you to provide Layer 2 VPN service over an existing IP and MPLS

backbone.

• From a service provider’s point of view, a Layer 2 MPLS VPN allows the use of a single

Layer 3 VPN (such as RFC 2547bis), MPLS traffic engineering, and Differentiated

Services (DiffServ).

• Service providers do not have to invest in separate Layer 2 equipment to provide Layer

2 VPN service. You can configure the PE router to run any Layer 3 protocol in addition

to the Layer 2 protocols. Customers who prefer to maintain control over most of the

administration of their own networks might want Layer 2 VPN connections with their

service provider instead of a Layer 3 VPN.

Related
Documentation

Understanding Layer 2 VPNs on page 119•

• Using the Layer 2 Interworking Interface to Interconnect a Layer 2 Circuit to a Layer 2

VPN on page 1039

• Using the Layer 2 Interworking Interface to Interconnect a Layer 2 VPN to a Layer 2

VPN on page 995

• Example: Interconnecting a Layer 2 Circuit with a Layer 2 VPN on page 1041

• Example: Interconnecting a Layer 2 VPNwith a Layer 2 VPN on page 997

• Example: Interconnecting a Layer 2 VPNwith a Layer 3 VPN on page 1015

Supported Layer 2 VPN Standards

Junos OS substantially supports the following Internet drafts, which define standards

for Layer 2 virtual private networks (VPNs).

• Internet draft draft-kompella-l2vpn-vpls-multihoming,Multi-homing in BGP-based

Virtual Private LAN Service

• Internet draft draft-kompella-ppvpn-l2vpn-03.txt, Layer 2 VPNs Over Tunnels

Related
Documentation

• Supported Carrier-of-Carriers and Interprovider VPN Standards

• Supported VPWS Standards on page 402

• Supported Layer 3 VPN Standards

• Supported Multicast VPN Standards

• Supported VPLS Standards on page 500
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• Accessing Standards Documents on the Internet
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CHAPTER 10

Layer 2 VPNs Configuration Overview

• Introduction to Configuring Layer 2 VPNs on page 123

• Configuring the Local Site on PE Routers in Layer 2 VPNs on page 124

• Layer 2 VPN Configuration Example on page 130

• Example: Configuring MPLS-Based Layer 2 VPNs on page 147

• Transmitting Nonstandard BPDUs in Layer 2 VPNs and VPLS on page 162

Introduction to Configuring Layer 2 VPNs

To configure Layer 2 virtual private network (VPN) functionality, you must enable

Layer 2VPNsupport on theprovider edge (PE) router. Youmust also configurePE routers

to distribute routing information to the other PE routers in the VPN and configure the

circuits between the PE routers and the customer edge (CE) routers.

Each Layer 2 VPN is configured under a routing instance of type l2vpn. An l2vpn routing

instance can transparently carry Layer 3 traffic across the service provider’s network. As

with other routing instances, all logical interfaces belonging to a Layer 2 VPN routing

instance are listed under that instance.

The configuration of the CE routers is not relevant to the service provider. The CE routers

need toprovide only appropriate Layer 2 circuits (with appropriate circuit identifiers, such

as data-link connection identifier [DLCI], virtual path identifier/virtual channel identifier

[VPI/VCI], or virtual LAN [VLAN] ID) to send traffic to the PE router.

To configure Layer 2 VPNs, include the following statements:

NOTE: On the EX9200 switches, replace encapsulation-typewith the
encapsulation statement.

description text;
instance-type l2vpn;
interface interface-name;
route-distinguisher (as-number:id| ip-address:id);
vrf-export [ policy-names ];
vrf-import [ policy-names ];
vrf-target {
community;

123Copyright © 2018, Juniper Networks, Inc.



import community-name;
export community-name;

}
protocols {
l2vpn {
(control-word | no-control-word);
encapsulation-type type;
site site-name {
interface interface-name {
description text;
remote-site-id remote-site-id;

}
site-identifier identifier;
site-preference preference-value {
backup;
primary;

}
}
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
}

}

You can include these statements at the following hierarchy levels:

• [edit routing-instances routing-instance-name]

• [edit logical-systems logical-system-name routing-instances routing-instance-name]

For Layer 2 VPNs, only some of the statements in the [edit routing-instances] hierarchy

are valid. For the full hierarchy, see Junos OS Routing Protocols Library.

In addition to these statements, youmust configure MPLS label-switched paths (LSPs)

between the PE routers, IBGP sessions between the PE routers, and an interior gateway

protocol (IGP)on thePEandprovider (P) routers. Youmustalsoconfigure the statements

that are required for all types of VPN configuration.

By default, Layer 2 VPNs are disabled.

Many of the configuration procedures for Layer 2 VPNs are identical to the procedures

for Layer 3 VPNs and virtual private LAN service (VPLS).

Configuring the Local Site on PE Routers in Layer 2 VPNs

For each local site, the PE router advertises a set of VPN labels to the other PE routers

servicing the Layer 2 VPN. The VPN labels constitute a single block of contiguous labels;

however, to allow for reprovisioning, more than one such block can be advertised. Each

label block consists of a label base, a range (the size of the block), and a remote site ID

that identifies the sequence of remote sites that connect to the local site using this label

block (the remote site ID is the first site identifier in the sequence). The encapsulation

type is also advertised along with the label block.
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The following sections explain how to configure the connections to the local site on the

PE router.

NOTE: Notall subtasks are supportedonall platforms; check theCLI on your
device.

• Configuring a Layer 2 VPN Routing Instance on page 125

• Configuring the Site on page 126

• Configuring the Remote Site ID on page 126

• Configuring the Encapsulation Type on page 128

• Configuring a Site Preference and Layer 2 VPNMultihoming on page 129

• Tracing Layer 2 VPN Traffic and Operations on page 129

Configuring a Layer 2 VPN Routing Instance

To configure a Layer 2 VPN on your network, configure a Layer 2 VPN routing instance

on the PE router by including the l2vpn statement:

NOTE: On the EX9200 switches, replace encapsulation-typewith the
encapsulation statement.

l2vpn {
(control-word | no-control-word);
encapsulation-type type;
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
site site-name {
site-identifier identifier;
site-preference preference-value {
backup;
primary;

}
interface interface-name {
description text;
remote-site-id remote-site-id;

}
}

}

You can include this statement at the following hierarchy levels:

• [edit routing-instances routing-instance-name protocols]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols]
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NOTE: You cannot configure a routing protocol (OSPF, RIP, IS-IS or BGP)
inside a Layer 2 VPN routing instance (instance-type l2vpn). The Junos CLI

disallows this configuration.

Instructions for how to configure the remaining statements are included in the sections

that follow.

Configuring the Site

All the Layer 2 circuits provisioned for a local site are listed as the set of logical interfaces

(specified by including the interface statement) within the site statement.

On each PE router, you must configure each site that has a circuit to the PE router. To do

this, include the site statement:

site site-name {
site-identifier identifier;
site-preference preference-value {
backup;
primary;

}
interface interface-name {
description text;
remote-site-id remote-site-ID;

}
}

You can include this statement at the following hierarchy levels:

• [edit routing-instances routing-instance-name protocols l2vpn]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols l2vpn]

Youmust configure the following for each site:

• site-name—Name of the site.

• site-identifier identifier—Unsigned 16-bit number greater than zero that uniquely

identifies the local Layer 2 VPN site. The site identifier corresponds to the remote site

ID configured on another site within the same VPN.

• interface interface-name—The name of the interface and, optionally, a remote site ID

for remote site connections. See “Configuring the Remote Site ID” on page 126.

Configuring the Remote Site ID

The remote site ID allows you to configure a sparse Layer 2 VPN topology. A sparse

topologymeans that each site does not have to connect to all the other sites in the VPN;

thus it is unnecessary to allocate circuits for all the remote sites. Remote site IDs are

particularly important if youconfigurea topologymore complicated than full-mesh, such

as a hub-and-spoke topology.
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The remote site ID (configured with the remote-site-id statement) corresponds to the

site ID (configured with the site-identifier statement) configured at a separate site.

Figure 12onpage 127 illustrates the relationshipbetween the site identifier and the remote

site ID.

Figure 12: Relationship Between the Site Identifier and the Remote Site
ID

As illustrated by the figure, the configuration for Router PE1 connected to Router CE1 is

as follows:

site-identifier 1;
interface so-0/0/0 {
remote-site-id 2;

}

The configuration for Router PE2 connected to Router CE2 is as follows:

site-identifier 2;
interface so-0/0/1 {
remote-site-id 1;

}

The remote site ID (2) on Router PE1 corresponds to the site identifier (2) on Router PE2.

On Router PE2, the remote site ID (1) corresponds to the site identifier (1) on Router PE1.

To configure the remote site ID, include the remote-site-id statement:

remote-site-id remote-site-id;

You can include this statement at the following hierarchy levels:

• [edit routing-instances routing-instance-name protocols l2vpn site site-name interface

interface-name]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols l2vpn site site-name interface interface-name]

If you do not explicitly include the remote-site-id statement for the interface configured

at the [edit routing-instances routing-instance-name protocols l2vpn site site-name]

hierarchy level, a remote site ID is assigned to that interface.

The remote site ID for an interface is automatically set to 1 higher than the remote site

ID for the previous interface. The order of the interfaces is based on their site-identifier

statements. For example, if the first interface in the list does not have a remote site ID,

its ID is set to 1. The second interface in the list has its remote site ID set to 2, and the
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third has its remote site ID set to 3. The remote site IDs of any interfaces that follow are

incremented in the samemanner if you do not explicitly configure them.

Configuring the Encapsulation Type

Theencapsulation typeyouconfigureat eachLayer 2VPNsite variesdependingonwhich

Layer 2 protocol you choose to configure. If you configure ethernet-vlan as the

encapsulation type, you need to use the same protocol at each Layer 2 VPN site.

You do not need to use the same protocol at each Layer 2 VPN site if you configure any

of the following encapsulation types:

• atm-aal5—Asynchronous Transfer Mode (ATM) Adaptation Layer (AAL5)

• atm-cell—ATM cell relay

• atm-cell-port-mode—ATM cell relay port promiscuous mode

• atm-cell-vc-mode—ATM virtual circuit (VC) cell relay nonpromiscuous mode

• atm-cell-vp-mode—ATM virtual path (VP) cell relay promiscuous mode

• cisco-hdlc—Cisco Systems-compatible High-Level Data Link Control (HDLC)

• ethernet—Ethernet

• ethernet-vlan—Ethernet virtual LAN (VLAN)

• frame-relay—Frame Relay

• frame-relay-port-mode—Frame Relay port mode

• interworking—Layer 2.5 interworking VPN

• ppp—Point-to-Point Protocol (PPP)

If you configure different protocols at your Layer 2 VPN sites, you need to configure a

translational cross-connect (TCC) encapsulation type. For more information, see

“Configuring TCC Encapsulation for Layer 2 VPNs and Layer 2 Circuits” on page 164.

To configure the Layer 2 protocol accepted by the PE router, specify the encapsulation

type by including the encapsulation-type statement:

encapsulation-type type;

For EX9200 switches, specify the encapsulation type by including the encapsulation

statement:

encapsulation type;

You can include this statement at the following hierarchy levels:

• [edit routing-instances routing-instance-name protocols l2vpn]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols l2vpn]
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Configuring a Site Preference and Layer 2 VPNMultihoming

You can specify the preference value advertised for a particular Layer 2 VPN site. The

site preference value is encoded in the BGP local preference attribute. When a PE router

receives multiple advertisements with the same CE device identifier, the advertisement

with the highest local preference value is preferred.

You can also use the site-preference statement to enablemultihoming for Layer 2 VPNs.

Multihoming allows you to connect a CE device to multiple PE routers. In the event that

a connection to the primary PE router fails, traffic can be automatically switched to the

backup PE router.

To configure a site preference for a Layer 2 VPN, include the site-preference statement:

site-preference preference-value {
backup;
primary;

}

You can include this statement at the following hierarchy levels:

• [edit routing-instances routing-instance-name protocols l2vpn site site-name]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols l2vpn site site-name]

Youcanalso specify either thebackupoptionor theprimaryoption for the site-preference

statement. The backup option specifies the preference value as 1, the lowest possible

value, ensuring that the Layer 2 VPN site is the least likely to be selected. The primary

option specifies the preference value as 65,535, the highest possible value, ensuring that

the Layer 2 VPN site is the most likely to be selected.

For Layer 2 VPNmultihoming configurations, specifying the primary option for a Layer 2

VPN site designates the connection from the PE router to the CE device as the preferred

connection if theCEdevice is also connected to another PE router. Specifying the backup

option for a Layer 2 VPN site designates the connection from the PE router to the CE

device as the secondary connection if the CE device is also connected to another PE

router.

Tracing Layer 2 VPN Traffic and Operations

To trace Layer 2 VPN protocol traffic, specify options for the traceoptions statement in

the Layer 2 VPN configuration:

traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}

You can include this statement at the following hierarchy levels:

• [edit routing-instances routing-instance-name protocols l2vpn]
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• [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols l2vpn]

The following trace flags display the operations associated with Layer 2 VPNs:

• all—All Layer 2 VPN tracing options.

• connections—Layer 2 connections (events and state changes).

• error—Error conditions.

• general—General events.

• nlri—Layer 2 advertisements received or sent by means of the BGP.

• normal—Normal events.

• policy—Policy processing.

• route—Routing information.

• state—State transitions.

• task—Routing protocol task processing.

• timer—Routing protocol timer processing.

• topology—Layer 2VPN topology changes causedby reconfiguration or advertisements

received from other PE routers using BGP.

Disabling Normal TTL Decrementing for VPNs

To diagnose networking problems related to VPNs, it can be useful to disable normal

time-to-live (TTL) decrementing. In Junos, you can do this with the no-propagate-ttl and

no-decrement-ttl statements. However, when you are tracing VPN traffic, only the

no-propagate-ttl statement is effective.

For the no-propagate-ttl statement to have an effect on VPN behavior, you need to clear

the PE-router-to-PE-router BGP session, or disable and then enable the VPN routing

instance.

For more information about the no-propagate-ttl and no-decrement-ttl statements, see

theMPLS Applications Feature Guide..

Layer 2 VPN Configuration Example

The following sections explain how to configure Layer 2VPN functionality on theprovider

edge (PE) routers connected to each site:

• Simple Full-Mesh Layer 2 VPN Overview on page 131

• Enabling an IGP on the PE Routers on page 131

• Configuring MPLS LSP Tunnels Between the PE Routers on page 131

• Configuring IBGP on the PE Routers on page 133

• Configuring Routing Instances for Layer 2 VPNs on the PE Routers on page 134
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• Configuring CCC Encapsulation on the Interfaces on page 136

• Configuring VPN Policy on the PE Routers on page 137

• Layer 2 VPN Configuration Summarized by Router on page 140

Simple Full-Mesh Layer 2 VPNOverview

In the sections that follow, you configure a simple full-mesh Layer 2 VPN spanning three

sites: Sunnyvale, Austin, and Portland. Each site connects to a PE router. The customer

edge (CE) routers at each site use Frame Relay to carry Layer 2 traffic to the PE routers.

Since this example uses a full-mesh topology between all three sites, each site requires

two logical interfaces (one for each of the other CE routers), although only one physical

link is needed to connect eachPE router to eachCE router. Figure 13 onpage 131 illustrates

the topology of this Layer 2 VPN.

Figure 13: Example of a Simple Full-Mesh Layer 2 VPN Topology

Enabling an IGP on the PE Routers

To allow the PE routers to exchange routing information among themselves, youmust

configure an interior gateway protocol (IGP) or static routes on these routers. You

configure the IGP on themaster instance of the routing protocol process (rpd) (that is,

at the [edit protocols] hierarchy level), not within the Layer 2 VPN routing instance (that

is, not at the [edit routing-instances] hierarchy level). Turn on traffic engineering on the

IGP.

You configure the IGP in the standard way. This example does not include this portion

of the configuration.

ConfiguringMPLS LSP Tunnels Between the PE Routers

In this configuration example, RSVP is used for MPLS signaling. Therefore, in addition to

configuring RSVP, youmust create an MPLS label-switched path (LSP) to tunnel the

VPN traffic.
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On Router A, enable RSVP and configure one end of the MPLS LSP tunnel to Router B.

When configuring the MPLS LSP, include all interfaces using the interface all statement.

[edit]
protocols {
rsvp {
interface all;

}
mpls {
interface all;
label-switched-path RouterA-to-RouterB {
to 192.168.37.5;
primary Path-to-RouterB;

}
label-switched-path RouterA-to-RouterC {
to 192.168.37.10;
primary Path-to-RouterC;

}
}

}

On Router B, enable RSVP and configure the other end of the MPLS LSP tunnel. Again,

configure the interfaces by using the interface all statement.

[edit]
protocols {
rsvp {
interface all;

}
mpls {
interface all;
label-switched-path RouterB-to-RouterA {
to 192.168.37.1;
primary Path-to-RouterA;

}
label-switched-path RouterB-to-RouterC {
to 192.168.37.10;
primary Path-to-RouterC;

}
}

}

On Router C, enable RSVP and configure the other end of the MPLS LSP tunnel. Again,

configure all interfaces using the interface all statement.

[edit]
protocols {
rsvp {
interface all;

}
mpls {
interface all;
label-switched-path RouterC-to-RouterA {
to 192.168.37.1;
primary Path-to-RouterA;

}
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label-switched-path RouterC-to-RouterB {
to 192.168.37.5;
primary Path-to-RouterB;

}
}

}

Configuring IBGP on the PE Routers

On the PE routers, configure an IBGP session with the following parameters:

• Layer 2 VPN—To indicate that the IBGP session is for a Layer 2 VPN, include the family

l2vpn statement.

• Local address—The IP address in the local-address statement is the same as the

address configured in the to statement at the [edit protocolsmpls label-switched-path

lsp-path-name] hierarchy level on the remote PE router. The IBGP session for Layer 2

VPNs runs through this address.

• Neighbor address—Include the neighbor statement, specifying the IP address of the

neighboring PE router.

On Router A, configure IBGP:

[edit]
protocols {
bgp {
import match-all;
export match-all;
group pe-pe {
type internal;
neighbor 192.168.37.5 {
local-address 192.168.37.1;
family l2vpn {
signaling;

}
}
neighbor 192.168.37.10 {
local-address 192.168.37.1;
family l2vpn {
signaling;

}
}

}
}

}

On Router B, configure IBGP:

[edit]
protocols {
bgp {
local-address 192.168.37.5;
import match-all;
export match-all;
group pe-pe {
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type internal;
neighbor 192.168.37.1 {
local-address 192.168.37.5;
family l2vpn {
signaling;

}
}
neighbor 192.168.37.10 {
local-address 192.168.37.5;
family l2vpn {
signaling;

}
}

}
}

}

On Router C, configure IBGP:

[edit]
protocols {
bgp {
local-address 192.168.37.10;
import match-all;
export match-all;
group pe-pe {
type internal;
neighbor 192.168.37.1 {
local-address 192.168.37.10;
family l2vpn {
signaling;

}
}
neighbor 192.168.37.5 {
local-address 192.168.37.10;
family l2vpn {
signaling;

}
}

}
}

}

Configuring Routing Instances for Layer 2 VPNs on the PE Routers

The three PE routers service the Layer 2 VPN, so you need to configure a routing instance

on each router. For the VPN, youmust define the following in each routing instance:

• Route distinguisher, which must be unique for each routing instance on the PE router.

It is used to distinguish the addresses in one VPN from those in another VPN.

• Instance type of l2vpn, which configures the router to run a Layer 2 VPN.

• Interfaces connected to the CE routers.

• Virtual routing and forwarding (VRF) import and export policies, which must be the

sameoneachPE router that services thesameVPNandareused tocontrol thenetwork
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topology.Unless the import policy containsonly a then reject statement, itmust include

a reference toacommunity.Otherwise,whenyouattempt tocommit theconfiguration,

the commit operation fails.

On Router A, configure the following routing instance for the Layer 2 VPN:

[edit]
routing-instances {
VPN-Sunnyvale-Portland-Austin {
instance-type l2vpn;
interface so-6/0/0.0;
interface so-6/0/0.1;
route-distinguisher 100:1;
vrf-import vpn-SPA-import;
vrf-export vpn-SPA-export;
protocols {
l2vpn {
encapsulation-type frame-relay;
site Sunnyvale {
site-identifier 1;
interface so-6/0/0.0 {
remote-site-id 2;

}
interface so-6/0/0.1 {
remote-site-id 3;

}
}

}
}

}
}

On Router B, configure the following routing instance for the Layer 2 VPN:

[edit]
routing-instances {
VPN-Sunnyvale-Portland-Austin {
instance-type l2vpn;
interface so-6/0/0.2;
interface so-6/0/0.3;
route-distinguisher 100:1;
vrf-import vpn-SPA-import;
vrf-export vpn-SPA-export;
protocols {
l2vpn {
encapsulation-type frame-relay;
site Austin {
site-identifier 2;
interface so-6/0/0.2 {
remote-site-id 1;

}
interface so-6/0/0.3 {
remote-site-id 3;

}
}

}
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}
}

}

On Router C, configure the following routing instance for the Layer 2 VPN:

[edit]
routing-instances {
VPN-Sunnyvale-Portland-Austin {
instance-type l2vpn;
interface so-6/0/0.4;
interface so-6/0/0.5;
route-distinguisher 100:1;
vrf-import vpn-SPA-import;
vrf-export vpn-SPA-export;
protocols {
l2vpn {
encapsulation-type frame-relay;
site Portland {
site-identifier 3;
interface so-6/0/0.4 {
remote-site-id 1;

}
interface so-6/0/0.5 {
remote-site-id 2;

}
}

}
}

}
}

Configuring CCC Encapsulation on the Interfaces

You need to specify a circuit cross-connect (CCC) encapsulation type for each

PE-router-to-CE-router interface running in the Layer 2 VPN. This encapsulation type

should match the encapsulation type configured under the routing instance.

Configure the following CCC encapsulation types for the interfaces on Router A:

[edit]
interfaces so-6/0/0 {
encapsulation frame-relay-ccc;
unit 0 {
encapsulation frame-relay-ccc;

}
}
interfaces so-6/0/0 {
encapsulation frame-relay-ccc;
unit 1 {
encapsulation frame-relay-ccc;

}
}

Configure the following CCC encapsulation types for the interfaces on Router B:

[edit]
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interfaces so-6/0/0 {
encapsulation frame-relay-ccc;
unit 2 {
encapsulation frame-relay-ccc;

}
}
interfaces so-6/0/0 {
encapsulation frame-relay-ccc;
unit 3 {
encapsulation frame-relay-ccc;

}
}

Configure the following CCC encapsulation types for the interfaces on Router C:

[edit]
interface so-6/0/0 {
encapsulation frame-relay-ccc;
unit 4 {
encapsulation frame-relay-ccc;

}
}
interface so-6/0/0 {
encapsulation frame-relay-ccc;
unit 5 {
encapsulation frame-relay-ccc;

}
}

Configuring VPN Policy on the PE Routers

Youmust configure VPN import and export policies on each of the PE routers so that

they install the appropriate routes in their VRF tables, which the routers use to forward

packets within the VPN.

NOTE: Use the community add community-name statement at the [edit

policy-options policy-statement policy-statement-name term term-name then]

hierarchy level to facilitate Layer 2 VPN VRF export policies.

On Router A, configure the following VPN import and export policies:

[edit]
policy-options {
policy-statementmatch-all {
term acceptable {
then accept;

}
}
policy-statement vpn-SPA-export {
term a {
then {
community add SPA-com;
accept;

}
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}
term b {
then reject;

}
}
policy-statement vpn-SPA-import {
term a {
from {
protocol bgp;
community SPA-com;

}
then accept;

}
term b {
then reject;

}
}
community SPA-commembers target:69:100;

}

On Router B, configure the following VPN import and export policies:

[edit]
policy-options {
policy-statementmatch-all {
term acceptable {
then accept;

}
}
policy-statement vpn-SPA-import {
term a {
from {
protocol bgp;
community SPA-com;

}
then accept;

}
term b {
then reject;

}
}
policy-statement vpn-SPA-export {
term a {
then {
community add SPA-com;
accept;

}
}
term b {
then reject;

}
}
community SPA-commembers target:69:100;

}

On Router C, configure the following VPN import and export policies:
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[edit]
policy-options {
policy-statementmatch-all {
term acceptable {
then accept;

}
}
policy-statement vpn-SPA-import {
term a {
from {
protocol bgp;
community SPA-com;

}
then accept;

}
term b {
then reject;

}
}
policy-statement vpn-SPA-export {
term a {
then {
community add SPA-com;
accept;

}
}
term b {
then reject;

}
}
community SPA-commembers target:69:100;

}

Toapply theVPNpolicies on the routers, include the vrf-exportand vrf-import statements

when you configure the routing instance. The VRF import and export policies handle the

route distribution across the IBGP session running between the PE routers.

To apply the VPN policies on Router A, include the following statements:

[edit]
routing-instances {
VPN-Sunnyvale-Portland-Austin {
vrf-import vpn-SPA-import;
vrf-export vpn-SPA-export;

}
}

To apply the VPN policies on Router B, include the following statements:

[edit]
routing-instances {
VPN-Sunnyvale-Portland-Austin {
vrf-import vpn-SPA-import;
vrf-export vpn-SPA-export;

}
}
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To apply the VPN policies on Router C, include the following statements:

[edit]
routing-instances {
VPN-Sunnyvale-Portland-Austin {
vrf-import vpn-SPA-import;
vrf-export vpn-SPA-export;

}
}

Layer 2 VPN Configuration Summarized by Router

For a summary of the configuration on each router in the examples in this chapter, see

the following sections:

• Summary for Router A (PE Router for Sunnyvale) on page 140

• Summary for Router B (PE Router for Austin) on page 142

• Summary for Router C (PE Router for Portland) on page 144

Summary for Router A (PE Router for Sunnyvale)

Routing Instance for
Layer 2 VPN

[edit]
routing-instances {
VPN-Sunnyvale-Portland-Austin {
instance-type l2vpn;
interface so-6/0/0.0;
interface so-6/0/0.1;
route-distinguisher 100:1;
vrf-import vpn-SPA-import;
vrf-export vpn-SPA-export;
protocols {
l2vpn {
encapsulation-type frame-relay;
site Sunnyvale {
site-identifier 1;
interface so-6/0/0.0 {
remote-site-id 2;

}
interface so-6/0/0.1 {
remote-site-id 3;

}
}

}
}

}
}

Configure CCC
Encapsulation Types

for Interfaces

interfaces {
interface so-6/0/0 {
encapsulation frame-relay-ccc;
unit 0 {
encapsulation frame-relay-ccc;

}
}
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interface so-6/0/0 {
encapsulation frame-relay-ccc;
unit 1 {
encapsulation frame-relay-ccc;

}
}

}

Master Protocol
Instance

protocols {
}

Enable RSVP rsvp {
interface all;

}

Configure MPLS LSPs mpls {
label-switched-path RouterA-to-RouterB {
to 192.168.37.5;
primary Path-to-RouterB {
cspf;

}
}
label-switched-path RouterA-to-RouterC {
to 192.168.37.10;
primary Path-to-RouterC {
cspf;

}
}
interface all;

}

Configure IBGP bgp {
import match-all;
export match-all;
group pe-pe {
type internal;
neighbor 192.168.37.5 {
local-address 192.168.37.1;
family l2vpn {
signaling;

}
}
neighbor 192.168.37.10 {
local-address 192.168.37.1;
family l2vpn {
signaling;

}
}

}
}

Configure VPN Policy policy-options {
policy-statementmatch-all {
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term acceptable {
then accept;

}
}
policy-statement vpn-SPA-export {
term a {
then {
community add SPA-com;
accept;

}
}
term b {
then reject;

}
}
policy-statement vpn-SPA-import {
term a {
from {
protocol bgp;
community SPA-com;

}
then accept;

}
term b {
then reject;

}
}
community SPA-commembers target:69:100;

}

Summary for Router B (PE Router for Austin)

Routing Instance for
VPN

[edit]
routing-instances {
VPN-Sunnyvale-Portland-Austin {
instance-type l2vpn;
interface so-6/0/0.2;
interface so-6/0/0.3;
route-distinguisher 100:1;
vrf-import vpn-SPA-import;
vrf-export vpn-SPA-export;

}
}

Configure Layer 2 VPN protocols {
l2vpn {
encapsulation-type frame-relay;
site Austin {
site-identifier 2;
interface so-6/0/0.2 {
remote-site-id 1;

}
interface so-6/0/0.3 {
remote-site-id 3;
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}
}

}
}

Configure CCC
Encapsulation Types

for Interfaces

[edit]
interfaces {
interface so-6/0/0 {
encapsulation frame-relay-ccc;
unit 2 {
encapsulation frame-relay-ccc;

}
}
interface so-6/0/0 {
encapsulation frame-relay-ccc;
unit 3 {
encapsulation frame-relay-ccc;

}
}

}

Master Protocol
Instance

protocols {
}

Enable RSVP rsvp {
interface all;

}

Configure MPLS LSPs mpls {
label-switched-path RouterB-to-RouterA {
to 192.168.37.1;
primary Path-to-RouterA {
cspf;

}
}
label-switched-path RouterB-to-RouterC {
to 192.168.37.10;
primary Path-to-RouterC {
cspf;

}
}
interface all;

}

Configure IBGP bgp {
local-address 192.168.37.5;
import match-all;
export match-all;
group pe-pe {
type internal;
neighbor 192.168.37.1 {
local-address 192.168.37.5;
family l2vpn {
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signaling;
}

}
neighbor 192.168.37.10 {
local-address 192.168.37.5;
family l2vpn {
signaling;

}
}

}
}

Configure VPN Policy policy-options {
policy-statementmatch-all {
term acceptable {
then accept;

}
}
policy-statement vpn-SPA-import {
term a {
from {
protocol bgp;
community SPA-com;

}
then accept;

}
term b {
then reject;

}
}
policy-statement vpn-SPA-export {
term a {
then {
community add SPA-com;
accept;

}
}
term b {
then reject;

}
}
community SPA-commembers target:69:100;

}

Summary for Router C (PE Router for Portland)

Routing Instance for
VPN

[edit]
routing-instances {
VPN-Sunnyvale-Portland-Austin {
instance-type l2vpn;
interface so-6/0/0.3;
interface so-6/0/0.4;
route-distinguisher 100:1;
vrf-import vpn-SPA-import;
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vrf-export vpn-SPA-export;
}

}

Configure Layer 2 VPN protocols {
l2vpn {
encapsulation-type frame-relay;
site Portland {
site-identifier 3;
interface so-6/0/0.4 {
remote-site-id 1;

}
interface so-6/0/0.5 {
remote-site-id 2;

}
}

}
}

Configure CCC
Encapsulation Types

for Interfaces

[edit]
interfaces {
interface so-6/0/0 {
encapsulation frame-relay-ccc;
unit 4 {
encapsulation frame-relay-ccc;

}
}
interface so-6/0/0 {
encapsulation frame-relay-ccc;
unit 5 {
encapsulation frame-relay-ccc;

}
}

}

Master Protocol
Instance

protocols {
}

Enable RSVP rsvp {
interface all;

}

Configure MPLS LSPs mpls {
label-switched-path RouterC-to-RouterA {
to 192.168.37.1;
primary Path-to-RouterA {
cspf;

}
}
label-switched-path RouterC-to-RouterB {
to 192.168.37.5;
primary Path-to-RouterB {
cspf;
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}
}
interface all;

}

Configure IBGP bgp {
local-address 192.168.37.10;
import match-all;
export match-all;
group pe-pe {
type internal;
neighbor 192.168.37.1 {
local-address 192.168.37.10;
family l2vpn {
signaling;

}
}
neighbor 192.168.37.5 {
local-address 192.168.37.10;
family l2vpn {
signaling;

}
}

}
}

Configure VPN Policy policy-options {
policy-statementmatch-all {
term acceptable {
then accept;

}
}
policy-statement vpn-SPA-import {
term a {
from {
protocol bgp;
community SPA-com;

}
then accept;

}
term b {
then reject;

}
}
policy-statement vpn-SPA-export {
term a {
then {
community add SPA-com;
accept;

}
}
term b {
then reject;

}
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}
community SPA-commembers target:69:100;

}

Example: ConfiguringMPLS-Based Layer 2 VPNs

You can implement an MPLS-based Layer 2 virtual private network (VPN) using Junos

OS routing devices to interconnect customer sites with Layer 2 technology. Layer 2 VPNs

give customers complete control of their own routing. To support an MPLS-based Layer

2 VPN, you need to add components to the configuration of the two provider edge (PE)

routing devices. You do not need to change the configuration of the provider devices.

This example shows how to configure an MPLS-based Layer 2 VPN.

NOTE: You can configure both anMPLS-based Layer 2 VPN and an
MPLS-basedLayer3VPNonthesamedevice.However, youcannotconfigure
the samecustomer edge interface to support both a Layer 2VPNanda Layer
3 VPN. The core interfaces and the loopback interfaces are configured in the
sameway for Layer 2 VPNs and Layer 3 VPNs.

• Requirements on page 148

• Overview and Topology on page 148

• Configuring the Local PE Routing Device on page 151

• Configuring the Remote PE Routing Device on page 154

• Verification on page 157
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Requirements

This example uses the following hardware and software components:

• Junos OS Release 11.1 or later if you are using EX Series switches

• Two PE routing devices

Before you configure the Layer 2 VPN components, configure the basic components for

an MPLS network:

• Configure two PE routing devices. See Configuring MPLS on Provider Edge EX8200 and

EX4500 Switches Using Circuit Cross-Connect (CLI Procedure).

• Configure one ormore provider devices. SeeConfiguringMPLSonEX8200andEX4500

Provider Switches (CLI Procedure).

NOTE: A Layer 2 VPN requires that the PE routing devices be configured
usingcircuit cross-connect (CCC).Theprovider routingdevicesareconfigured
in the sameway for MPLS using CCC and for IP over MPLS.

Overview and Topology

A Layer 2 VPN provides complete separation between the provider’s network and the

customer’s network—that is, the PE devices and the CE devices do not exchange routing

information. Some benefits of a Layer 2 VPN are that it is private, secure, and flexible.

This example shows how to configure Layer 2 VPN components on the local and remote

PE devices. This example does not include configuring a provider device, because there

are no specific Layer 2 VPN components on the provider devices.

In the basic MPLS configuration of the PE devices using a circuit cross-connect (CCC),

the PE devices are configured to use an interior gateway protocol (IGP), such as OSPF

or IS-IS, as the routing protocol between the MPLS devices and LDP or RSVP as the

signaling protocol. Traffic engineering is enabled. A label-switched path (LSP) is

configured within the [edit protocols] hierarchy. However, unlike the basic MPLS

configuration using a CCC, you do not need to associate the LSPwith the customer edge

interface.When you are configuring a Layer 2 VPN, youmust use BGP signaling. The BGP

signalingautomates theconnections, somanual configurationof theassociationbetween

the LSP and the customer edge interface is not required.

The following componentsmust be added to the PE routing devices for anMPLS-based

Layer 2 VPN:

• BGP group with family l2vpn signaling

• Routing instance using instance type l2vpn

• The physical layer encapsulation type (ethernet) must be specified on the customer

edge interface and the encapsulation typemust also be specified in the configuration

of the routing instance.
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Figure 14 on page 149 illustrates the topology of this MPLS-based Layer 2 VPN.

Figure 14: MPLS-Based Layer 2 VPN

Table 4 on page 149 shows the settings of the customer edge interface on the local CE

device.

Table 4: Local CE Routing Device in theMPLS-Based Layer 2 VPN Topology

DescriptionSettingsProperty

CE1Routing deviceLocal CE routing device hardware

Interface that connects CE1 to PE1.ge-0/0/0 unit 0
family inet
address 10.0.0.2/16

Customer edge interface

Table 5 on page 149 shows the settings of the customer edge interface on the remote CE

routing device.

Table 5: Remote CE Routing Device in theMPLS-Based Layer 2 VPN Topology

DescriptionSettingsProperty

CE2Routing deviceRemote CE routing device hardware

Interface that connects CE2 to PE2.ge-0/0/0 unit 0
family inet
address 10.0.0.1/16

Customer edge interface

Table 6 on page 149 shows the Layer 2 VPN components of the local PE routing device.

Table 6: Layer 2 VPN Components of the Local PE Routing Device

DescriptionSettingsProperty

PE1Routing deviceLocal PE routing device hardware
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Table 6: Layer 2 VPN Components of the Local PE Routing Device (continued)

DescriptionSettingsProperty

Connects PE1 to CE1.

For the Layer 2 VPN, add ethernet-ccc
as thephysical layer encapsulation type.

NOTE: The family ccc should already
have been completed as part of the
basicMPLSconfigurationofaPE routing
device for circuit cross-connect. It is
included here to showwhat was
specified for that portion of the
configuration.

ge-5/0/0
encapsulation ethernet-ccc
unit 0
family ccc

Customer edge interface

Connects PE1 to P.

NOTE: This portion of the configuration
should already have been completed as
part of the basic MPLS configuration. It
is included here to showwhat was
specified for that portion of the
configuration.

xe-6/0/0 unit 0
family inet address 10.0.0.60/16
family iso
family mpls

Core interface

NOTE: This portion of the configuration
should already have been completed as
part of the basic MPLS configuration. It
is included here to showwhat was
specified for that portion of the
configuration.

lo0 unit 0
family inet address 192.0.2.0/24
family iso address
49.0001.2102.2021.0210.00

Loopback interface

Added for theLayer 2VPNconfiguration.bgpBGP

Added for the Layer 2VPNconfigurationvpn1Routing instance

Table 7 onpage 150 shows the Layer 2VPNcomponents of the remotePE routing device.

Table 7: Layer 2 VPN Components of the Remote PE Routing Device

DescriptionSettingsProperty

PE2Routing devicePE routing device hardware

Connects PE2 to CE2.

For the Layer 2 VPN, add ethernet-ccc
as thephysical layer encapsulation type.

NOTE: The family ccc should already
have been completed as part of the
basicMPLSconfigurationofaPE routing
device for circuit cross-connect. It is
included here to showwhat was
specified for that portion of the
configuration.

ge-11/0/0
encapsulation ethernet-ccc unit 0
family ccc

Customer edge interface
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Table 7: Layer 2 VPN Components of the Remote PE Routing Device (continued)

DescriptionSettingsProperty

Connects PE2 to P.

NOTE: This portion of the configuration
should already have been completed as
part of the basic MPLS configuration. It
is included here to showwhat was
specified for that portion of the
configuration.

xe-6/0/0

unit 0
family inet
address 10.2.0.61/16 family iso
family mpls

Core interface

NOTE: This portion of the configuration
should already have been completed as
part of the basic MPLS configuration. It
is included here to showwhat was
specified for that portion of the
configuration.

lo0 unit 0
family inet address 192.0.2.3/24
family iso address
49.0001.2202.2022.0220.00

Loopback interface

Added for theLayer 2VPNconfiguration.bgpBGP

Added for theLayer 2VPNconfiguration.vpn1Routing instance

Configuring the Local PE Routing Device

CLI Quick
Configuration

To quickly configure the Layer 2 VPN components on the local PE routing device, copy

the following commands and paste them into the routing device terminal window:

[edit]
set interfaces ge-5/0/0 encapsulation ethernet-ccc
set protocols bgp group ibgp local-address 192.0.2.0 family l2vpn signaling
set protocols bgp group ibgp type internal
set protocols bgp group ibgp neighbor 192.0.2.3
set routing-instances vpn1 instance-type l2vpn
set routing-instances vpn1 interface ge-5/0/0
set routing-instances vpn1 route-distinguisher 192.0.2.0:21
set routing-instances vpn1 vrf-target target:21:21
set routing-instances vpn1 protocols l2vpn encapsulation-type ethernet
set routing-instances vpn1protocols l2vpn interfacege-5/0/0.0description "BETWEENPE1AND
CE1"
set routing-instances vpn1 protocols l2vpn site JE-V21 site-identifier 21 interface ge-5/0/0
remote-site-id 26

Step-by-Step
Procedure

To configure the Layer 2 VPN components on the local PE routing device:

1. Configure the customer edge interface to use the physical encapsulation type

ethernet-ccc:

[edit]
user@PE1# set interfaces ge-5/0/0 encapsulation ethernet-ccc

2. Configure BGP, specifying the loopback address as the local address and enabling

family l2vpn signaling:

151Copyright © 2018, Juniper Networks, Inc.

Chapter 10: Layer 2 VPNs Configuration Overview



[edit protocols bgp]
user@PE1# set group ibgp local-address 192.0.2.0 family l2vpn signaling

3. Configure the BGP group, specifying the group name and type:

[edit protocols bgp]
user@PE1# set group ibgp type internal

4. Configure the BGP neighbor, specifying the loopback address of the remote PE

routing device as the neighbor’s address:

[edit protocols bgp]
user@PE1# set group ibgp neighbor 192.0.2.3/24

5. Configure the routing instance, specifying the routing-instance name and using

l2vpn as the instance type:

[edit routing-instances]
user@PE1# set vpn1 instance-type l2vpn

6. Configure the routing instance to apply to the customer edge interface:

[edit routing-instances]
user@PE1# set vpn1 interface ge-5/0/0

7. Configure the routing instance to use a route distinguisher:

[edit routing-instances]
user@PE1# set vpn1 route-distinguisher 192.0.2.0:21

8. Configure the VPN routing and forwarding (VRF) target of the routing instance:

[edit routing-instances]
user@PE1# set vpn1 vrf-target target:21:21

NOTE: You can createmore complex policies by explicitly configuring
VRF importandexportpoliciesusing the importandexportoptions.See
the Junos OS VPNs Configuration Guide.

9. Configure the protocols and encapsulation type used by the routing instance:

[edit routing-instances]
user@PE1# set vpn1 protocols l2vpn encapsulation-type ethernet

10. Apply the routing instance to a customer edge interface and specify a description

for it:

[edit routing-instances]
user@PE1# set vpn1 protocols interface ge-5/0/0.0 description "BETWEEN PE1 AND CE1"

11. Configure the routing-instance protocols site:
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[edit routing-instances]
user@PE1# set vpn1 protocols l2vpn site JE-V21 site-identifier 21remote-site-id 26

NOTE: Theremotesite ID(configuredwith the remote-site-idstatement)

corresponds to thesite ID (configuredwith the site-identifier statement)

configured on the other PE routing device.

Results Display the results of the configuration:

user@PE1# show

interfaces {
ge-5/0/0 {
encapsulation ethernet-ccc;
unit 0 {
family ccc;

}
}
xe-6/0/0 {
unit 0 {
family inet {
address 10.0.0.60/16;

}
family mpls;

}
}
lo0 {
unit 0 {
family inet {
address 192.0.2.0/24;

}
family iso {
address 49.0001.2102.2021.0210.00;

}
}

}
protocols {
rsvp {
interface lo0.0;
interface xe-0/0/6.0;

}
mpls {
label-switched-path lsp_to_pe2 {
to 192.0.2.3;

}
interface xe-0/0/6.0;
bgp {
group ibgp
type internal
local-address 192.0.2.0
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family l2vpn signaling
unicast

}
routing-instances {
vpn1 {
instance-type l2vpn;
interface ge-5/0/0.0;
route-distinguisher 192.0.2.0:21;
vrf-target target:21:21;
protocols {
l2vpn {
encapsulation-type ethernet;
interface ge-5/0/0.0 {
description "BETWEEN PE1 AND CE1";

}
site JE-V21 {
site-identifier 21;
interface ge-5/0/0.0 {
remote-site-id 26;

}
}

}
}

}

Configuring the Remote PE Routing Device

CLI Quick
Configuration

To quickly configure the Layer 2 VPN components on the remote PE routing device, copy

the following commands and paste them into the routing device terminal window:

[edit]
set interfaces ge-11/0/0 encapsulation ethernet-ccc
set protocols bgp group ibgp local-address 192.0.2.3 family l2vpn signaling
set protocols bgp group ibgp type internal
set protocols bgp group ibgp neighbor 192.0.2.0
set routing-instances vpn1 instance-type l2vpn
set routing-instances vpn1 interface ge-11/0/0
set routing-instances vpn1 route-distinguisher 192.0.2.0:21
set routing-instances vpn1 vrf-target target:21:21
set routing-instances vpn1 protocols l2vpn encapsulation-type ethernet
set routing-instancesvpn1protocols l2vpn interfacege-11/0/0.0description"BETWEENPE1AND
CE1"
set routing-instances vpn1 protocols l2vpn site T26-VPN1 site-identifier 26 remote-site-id 21

Step-by-Step
Procedure

To configure the Layer 2 VPN components on the remote PE routing device:

1. Configure the customer edge interface to use the physical encapsulation type

ethernet-ccc:

[edit]
user@PE1# set interfaces ge-11/0/0 encapsulation ethernet-ccc

2. ConfigureBGP, specifying the loopbackaddress as the local-addressand specifying

family l2vpn signaling:
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[edit protocols bgp]
user@PE2# set group ibgp local-address 192.0.2.3 family l2vpn signaling

3. Configure the BGP group, specifying the group name and type:

[edit protocols bgp]
user@PE2# set group ibgp type internal

4. Configure the BGP neighbor, specifying the loopback address of the remote PE

routing device as the neighbor’s address:

[edit protocols bgp]
user@PE2# set group ibgp neighbor 192.0.2.0

5. Configure the routing instance, specifying the routing-instance name and using

l2vpn as the instance-type:

[edit routing-instances]
user@PE2# set vpn1 instance-type l2vpn

6. Configure the routing instance to apply to the customer edge interface:

[edit routing-instances]
user@PE2# set vpn1 interface ge-11/0/0.0

7. Configure the routing instance to use a route distinguisher, using the format

ip-address:number:

[edit routing-instances]
user@PE2# set vpn1 route-distinguisher 192.0.2.0:21

8. Configure the VPN routing and forwarding (VRF) target of the routing instance:

[edit routing-instances]
user@PE2# set vpn1 vrf-target target:21:21

9. Configure the protocols and encapsulation type used by the routing instance:

[edit routing-instances]
user@PE2# set vpn1 protocols l2vpn encapsulation-type ethernet

10. Apply the routing instance to a customer edge interface and specify a description

for it:

[edit routing-instances]
user@PE1# set vpn1 protocols interface ge-11/0/0.0 description "BETWEEN PE1 AND CE1"

11. Configure the routing-instance protocols site:

[edit routing-instances]
user@PE2# set vpn1 protocols l2vpn site T26-VPN1 site-identifier 26 remote-site-id 21
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NOTE: Theremotesite ID(configuredwith the remote-site-idstatement)

corresponds to thesite ID (configuredwith the site-identifier statement)

configured on the other PE routing device.

Results Display the results of the configuration:

user@PE2# show

interfaces {
ge-11/0/0 {
encapsulation ethernet-ccc;
unit 0 {
family ccc;

}
}
xe-6/0/0 {
unit 0 {
family inet {
address 10.2.0.61/16;

}
family mpls;

}
}
lo0 {
unit 0 {
family inet {
address 192.0.2.3/24;

}
family iso {
address 49.0001.2202.2022.0220.00;

}
}

}
protocols {
rsvp {
interface lo0.0;
interface xe-0/0/6.0;

mpls {
label-switched-path lsp_to_pe1 {
to 192.0.2.0;

}
interface xe-0/0/6.0;
bgp {
group ibgp
type internal
local-address 192.0.2.0
family l2vpn signaling
unicast

}
routing-instances {
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vpn1 {
instance-type l2vpn;
interface ge-11/0/0.0;
route-distinguisher 192.0.2.0:21;
vrf-target target:21:21;
protocols {
l2vpn {
encapsulation-type ethernet;
interface ge-11/0/0.0 {
description "BETWEEN PE1 AND CE1";

}
site T26-VPN1 {
site-identifier 26;
interface ge-11/0/0.0 {
remote-site-id 21;

}
}

}
}

}

Verification

To confirm that the MPLS-based Layer 2 VPN is working properly, perform these tasks:

• Verifying the Layer 2 VPN Connection on page 157

• Verifying the Status of MPLS Label-Switched Paths on page 158

• Verifying BGP Status on page 159

• Verifying the Status of the RSVP Sessions on page 159

• Verifying the Routes in the Routing Table on page 160

• Pinging the Layer 2 VPN Connections on page 161

Verifying the Layer 2 VPN Connection

Purpose Verify that the Layer 2 VPN connection is up.

157Copyright © 2018, Juniper Networks, Inc.

Chapter 10: Layer 2 VPNs Configuration Overview



Action user@PE1> show l2vpn connections

Layer-2 VPN connections:

Legend for connection status (St)
EI -- encapsulation invalid      NC -- interface encapsulation not CCC/TCC/VPLS
EM -- encapsulation mismatch     WE -- interface and instance encaps not same
VC-Dn -- Virtual circuit down    NP -- interface hardware not present
CM -- control-word mismatch      -> -- only outbound connection is up
CN -- circuit not provisioned    <- -- only inbound connection is up
OR -- out of range               Up -- operational
OL -- no outgoing label          Dn -- down
LD -- local site signaled down   CF -- call admission control failure
RD -- remote site signaled down  SC -- local and remote site ID collision
LN -- local site not designated  LM -- local site ID not minimum designated
RN -- remote site not designated RM -- remote site ID not minimum designated
XX -- unknown connection status  IL -- no incoming label
MM -- MTU mismatch               MI -- Mesh-Group ID not availble
BK -- Backup connection          ST -- Standby connection
PF -- Profile parse failure      PB -- Profile busy
RS -- remote site standby        SN -- Static Neighbor

Legend for interface status
Up -- operational
Dn -- down

Instance: vpn1
  Local site: JE-V21 (21)
    connection-site           Type  St     Time last up          # Up trans
    26                        rmt   Up     Apr 16 05:53:21 2010           1
      Remote PE: 192.0.2.3, Negotiated control-word: Yes (Null)
      Incoming label: 800000, Outgoing label: 800001
      Local interface: ge-5/0/0.0, Status: Up, Encapsulation: ETHERNET

Meaning TheSt field in theoutput shows that theLayer 2VPNconnection toRemotePE (192.0.2.3)

is up.

Verifying the Status of MPLS Label-Switched Paths

Purpose Verify that the MPLS label-switched paths (ingress and egress) are up.
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Action user@PE1> showmpls lsp
Ingress LSP: 1 sessions

To              From            State Rt P     ActivePath       LSPname
192.0.2.3     192.0.2.0     Up     0 *                      lsp_to_pe2

Total 1 displayed, Up 1, Down 0

Egress LSP: 1 sessions

To              From            State   Rt Style Labelin Labelout LSPname

192.0.2.0     192.0.2.3     Up       0  1 FF       3        - lsp_to_pe1

Total 1 displayed, Up 1, Down 0

Transit LSP: 0 sessions
Total 0 displayed, Up 0, Down 0

Meaning The State field in the output shows that the Ingress LSP to Remote PE (192.0.2.3) is up,

and theEgressLSP fromthe remotePE routingdevice to thisPE routingdevice (192.0.2.0)

is also up.

Verifying BGP Status

Purpose Verify that BGP is up.

Action user@PE1> show bgp summary
Groups: 1 Peers: 1 Down peers: 0
Table          Tot Paths  Act Paths Suppressed    History Damp State    Pending
bgp.l2vpn.0            1          1          0          0          0          0
Peer                     AS      InPkt     OutPkt    OutQ   Flaps Last Up/Dwn 
State|#Active/Received/Accepted/Damped...
192.0.2.3              10         33         34       0       1       13:24 Establ

  bgp.l2vpn.0: 1/1/1/0
  vpn2.l2vpn.0: 1/1/1/0

Meaning The output shows that the remote PE routing device (192.0.2.3) is listed as the BGP peer

and that a protocol session has been established. It also shows the number of packets

received from the remote PE routing device (33) and the number of packets sent (34)

to the remote PE routing device.

Verifying the Status of the RSVP Sessions

Purpose Verify that the RSVP sessions (ingress and egress) are up.
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Action user@PE1> show rsvp session
Ingress RSVP: 1 sessions
To              From            State   Rt Style Labelin Labelout LSPname
192.0.2.3     192.0.2.0     Up       0  1 FF       -   462880 lsp_to_pe2
Total 1 displayed, Up 1, Down 0

Egress RSVP: 1 sessions
To              From            State   Rt Style Labelin Labelout LSPname
192.0.2.0     192.0.2.3     Up       0  1 FF       3        - lsp_to_pe1
Total 1 displayed, Up 1, Down 0

Transit RSVP: 0 sessions
Total 0 displayed, Up 0, Down 0

Meaning The output shows that both the ingress RSVP session and the egress RSVP session are

up.

Verifying the Routes in the Routing Table

Purpose On routing device PE 1, use the show route table command to verify that the routing table

is populated with the Layer 2 VPN routes used to forward the traffic.
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Action user@PE1> show route table bgp.l2vpn.0

bgp.l2vpn.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

192:2:27:27/96
                   *[BGP/170] 00:13:55, localpref 100, from 192.0.2.3
                      AS path: I
                    > to 10.2.0.24 via ge-6/0/46.0, label-switched-path lsp_to_pe2

user@PE1> show route table vpn1.l2vpn.0

vpn1.l2vpn.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

192:2:27:27/96

                   *[BGP/170] 00:14:00, localpref 100, from 192.0.2.3
                      AS path: I

                    > to 10.2.0.24 via ge-6/0/46.0, label-switched-path lsp_to_pe2
192:2:28:27/96

                   *[L2VPN/170/-101] 00:15:55, metric2 1
                      Indirect

Meaning The command show route table bgp.l2vpn.0 displays all Layer 2 VPN routes that have

been created on this routing device. The command show route table vpn1.l2vpn.0 shows

the Layer 2 VPN routes that have been created for the routing instance vpn1.

Pinging the Layer 2 VPN Connections

Purpose Verify connectivity.
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Action user@PE1> pingmpls l2vpn interface xe-6/0/0.0 reply-mode ip-udp
!!!!!
--- lsping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss

user@PE1> pingmpls l2vpn instance vpn1 remote-site-id 26 local-site-id 21 detail
Request for seq 1, to interface 68, labels <800001, 100176>
Reply for seq 1, return code: Egress-ok
Request for seq 2, to interface 68, labels <800001, 100176>
Reply for seq 2, return code: Egress-ok
Request for seq 3, to interface 68, labels <800001, 100176>
Reply for seq 3, return code: Egress-ok
Request for seq 4, to interface 68, labels <800001, 100176>
Reply for seq 4, return code: Egress-ok
Request for seq 5, to interface 68, labels <800001, 100176>
Reply for seq 5, return code: Egress-ok

--- lsping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss

Meaning The output shows that connectivity is established.

Related
Documentation

Example: Configuring MPLS on EX8200 and EX4500 Switches•

• Example: Configuring MPLS-Based Layer 3 VPNs on EX Series Switches

• Configuring an MPLS-Based Layer 2 VPN (CLI Procedure)

Transmitting Nonstandard BPDUs in Layer 2 VPNs and VPLS

Circuit cross-connect (CCC) protocol, Layer 2 circuit, and Layer 2 VPN configurations can

transmit nonstandard bridge protocol data units (BPDUs) generated by other vendors’

equipment. This is the default behavior on all supported PICs and requires no additional

configuration.

The following PICs are supported on T Series Core Routers and the M320Multiservice

Edge router and can transmit nonstandard BPDUs:

• 1-port Gigabit Ethernet PIC

• 2-port Gigabit Ethernet PIC

• 4-port Gigabit Ethernet PIC

• 10-port Gigabit Ethernet PIC
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CHAPTER 11

Configuring Layer 2 Interfaces

• Configuring CCC Encapsulation for Layer 2 VPNs on page 163

• Configuring TCC Encapsulation for Layer 2 VPNs and Layer 2 Circuits on page 164

• Configuring the MTU for Layer 2 Interfaces on page 166

• Disabling the Control Word for Layer 2 VPNs on page 167

Configuring CCC Encapsulation for Layer 2 VPNs

You need to specify a circuit cross-connect (CCC) encapsulation type for each

PE-router-to-CE-router interface running a Layer 2 VPN. This encapsulation type should

match the encapsulation type configured under the routing instance. For information

abouthowtoconfigure theencapsulation typeunder the routing instance, see “Configuring

the Encapsulation Type” on page 128.

NOTE: A Layer 2 VPN or Layer 2 circuit is not supported if the
PE-router-to-P-router interface has VLAN-tagging enabled and uses a
nonenhanced Flexible PIC Concentrator (FPC).

For Layer 2 VPNs, you need to configure the CCC encapsulation on the logical interface.

You also need to configure an encapsulation on the physical interface. The physical

interface encapsulation does not have to be a CCC encapsulation. However, it should

match the logical interface encapsulation. For example, if you configure an ATM CCC

encapsulation type on the logical interface, you should configure a compatible ATM

encapsulation on the physical interface.

NOTE: The EX9200 switches only use ethernet and ethernet-vlan

encapsulation types.

To configure the CCC encapsulation type, include the encapsulation-type statement:

encapsulation-type ccc-encapsulation-type;

On the EX9200 switches, replace encapsulation-typewith the encapsulation statement:

encapsulation ccc-encapsulation;
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Toconfigure theCCCencapsulation typeon thephysical interface, include this statement

at the following hierarchy levels:

• [edit interfaces interface-name]

• [edit logical-systems logical-system-name interfaces interface-name]

To configure the CCC encapsulation type on the logical interface, include this statement

at the following hierarchy levels:

• [edit interfaces interface-name unit logical-unit-number]

• [edit logical-systems logical-system-name interfaces interface-name unit

logical-unit-number]

You configure the encapsulation type at the [edit interfaces] hierarchy level differently

from the [edit routing-instances] hierarchy level. For example, you specify the

encapsulation as frame-relay at the [edit routing-instances] hierarchy level and as

frame-relay-ccc at the [edit interfaces] hierarchy level.

You can run both standard Frame Relay and CCC Frame Relay on the same device. If you

specify Frame Relay encapsulation (frame-relay-ccc) for the interface, you should also

configure the encapsulation at the [edit interfaces interface name unit unit-number]

hierarchy level as frame-relay-ccc.Otherwise, the logical interfaceunitdefaults to standard

Frame Relay.

Configuring TCC Encapsulation for Layer 2 VPNs and Layer 2 Circuits

Also known as Layer 2.5 VPNs, the translation cross-connect (TCC) encapsulation types

allowyou to configuredifferent encapsulation typesat the ingress andegress of a Layer 2

VPN or the ingress and egress of a Layer 2 circuit. For example, a CE router at the ingress

of a Layer 2 VPN path can send traffic in a Frame Relay encapsulation. A CE router at the

egress of that path can receive the traffic in an ATM encapsulation.

NOTE: The EX9200 switches only use ethernet and ethernet-vlan

encapsulation types.

For information about how to configure encapsulations for Layer 2 circuits, see

“Configuring the Interface Encapsulation Type for Layer 2 Circuits” on page 299.

The configuration for TCC encapsulation types is similar to the configuration for CCC

encapsulation types. For Layer 2 VPNs, you specify a TCC encapsulation type for each

PE-router-to-CE-router interface. The encapsulation type configured for the interface

should match the encapsulation type configured under the routing instance. For

information about how to configure the encapsulation type under the routing instance,

see “Configuring the Encapsulation Type” on page 128.
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NOTE: SomeplatformandFPCcombinationscannotpassTCCencapsulated
ISO traffic. See Platforms/FPCs That Cannot Forward TCC Encapsulated ISO
Traffic for details.

You need to configure the TCC encapsulation on both the physical and logical interfaces.

To configure the TCC encapsulation type, include the encapsulation-type statement:

encapsulation-type tcc-encapsulation-type;

On the EX9200 switches, replace encapsulation-typewith the encapsulation statement:

encapsulation tcc-encapsulation;

Toconfigure theTCCencapsulation typeon thephysical interface, include this statement

at the following hierarchy levels:

• [edit interfaces interface-name]

• [edit logical-systems logical-system-name interfaces interface-name]

To configure the TCC encapsulation type on the logical interface, include this statement

at the following hierarchy levels:

• [edit interfaces interface-name unit logical-unit-number]

• [edit logical-systems logical-system-name interfaces interface-name unit

logical-unit-number]

You configure the encapsulation type at the [edit interfaces] hierarchy level differently

than at the [edit routing-instances] hierarchy level. For example, you specify the

encapsulation as frame-relay at the [edit routing-instances] hierarchy level and as

frame-relay-tcc at the [edit interfaces] hierarchy level.

For Layer 2.5 VPNs employing an Ethernet interface as the TCC router, you can configure

an Ethernet TCC or an extended VLAN TCC.

To configure an Ethernet TCC or an extended VLAN TCC, include the proxy and remote

statements:

proxy inet-address;
remote (inet-address | mac-address);

You can include these statements at the following hierarchy levels:

• [edit interfaces interface-name unit logical-unit-number family tcc]

• [edit logical-interfaces logical-interface-name interfaces interface-name unit

logical-unit-number family tcc]

Theproxy inet-addressaddress statementdefines the IPaddress forwhich theTCC router

is acting as proxy.

The remote (inet-address | mac-address) statement defines the location of the remote

router.
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EthernetTCC is supportedon interfaces that carry IP version4 (IPv4) traffic only.However,

EthernetTCCencapsulation isnot supportedon8-port, 12-port, and48-portFastEthernet

PICs.

Configuring theMTU for Layer 2 Interfaces

By default, the MTU used to advertise a Layer 2 pseudowire is determined by taking the

interface MTU for the associated physical interface and subtracting the encapsulation

overhead for sending IP packets based on the encapsulation. However, encapsulations

that support multiple logical interfaces (andmultiple Layer 2 pseudowires) rely on the

same interface MTU (since they are all associated with the same physical interface).

This can prove to be a limitation for VLAN Layer 2 pseudowires using the same Ethernet

interface or for Layer 2 pseudowire DLCIs using the same Frame Relay interface.

This can also affectmultivendor environments. For example, if you have threePEdevices

supplied by different vendors and one of the devices only supports anMTUof 1500, even

if the other devices support larger MTUs youmust configure the MTU as 1500 (the

smallest MTU of the three PE devices).

You can explicitly configure which MTU is advertised for a Layer 2 pseudowire, even if

the Layer 2 pseudowire is sharing a physical interface with other Layer pseudowires.

Whenyouexplicitly configureanMTUfor aLayer 2pseudowire, beawareof the following:

• For BGP-based applications such as l2vpn and bgp-vpls, the advertised MTUwill be

zero unless an MTU value is explicitly set at the [edit routing-instances

routing-instance-name protocols (l2vpn | vpls) site site-name] hierarchy level.

• An explicitly configuredMTU is signaled to the remote PE device. The configuredMTU

is also compared to the MTU received from the remote PE device. If there is a conflict,

the Layer 2 pseudowire is taken down.

• If you configure anMTU for an ATM cell relay interface on an ATM II PIC, the configured

MTU is used to compute the cell bundle size advertised for that Layer 2 pseudowire,

instead of the default interface MTU.

• A configuredMTU is used only in the control plane. It is not enforced in the data plane.

You need to ensure that the CE device for a given Layer 2 pseudowire uses the correct

MTU for data transmission.

The following procedure describes how to configure the MTU for the Layer 2 interface.

This information applies to the following Layer 2 technologies:

• Layer 2 VPNs

• Layer 2 Circuits

• VPLS

1. To configure the MTU for a Layer 2 circuit, include themtu statement:

mtumtu-number;

Fora list of hierarchy levelsatwhichyoucan include this statement, see thestatement

summary section for this statement.
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2. To allow a Layer 2 pseudowire to be established even though the MTU configured on

the local PE router does not match the MTU configured on the remote PE router,

include the ignore-mtu-mismatch statement:

ignore-mtu-mismatch;

Fora list of hierarchy levelsatwhichyoucan include this statement, see thestatement

summary section for this statement.

Related
Documentation

ignore-mtu-mismatch on page 1174•

• mtu on page 1213

Disabling the ControlWord for Layer 2 VPNs

A 4-byte control word provides support for the emulated VC encapsulation for Layer 2

VPNs. This control word is added between the Layer 2 protocol data unit (PDU) being

transported and theVC label that is used for demultiplexing. Various networking formats

(ATM, Frame Relay, Ethernet, and so on) use the control word in a variety of ways.

On networks with equipment that does not support the control word, you can disable it

by including the no-control-word statement:

no-control-word;

You can include this statement at the following hierarchy levels:

• [edit routing-instances routing-instance-name protocols l2vpn]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols l2vpn]

For more information about configuring the control word, see “Configuring the Control

Word for Layer 2 Circuits” on page 294 and the Layer 2 Circuits Feature Guide.

NOTE: Use the no-control-word statement to disable the control wordwhen

the topology uses generic routing encapsulation (GRE) as the connection
mechanism between PEs, and one of the PEs is an M Series router.

Related
Documentation

• Configuring the Control Word for Layer 2 Circuits on page 294

• control-word on page 1137

• l2vpn on page 1186
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CHAPTER 12

Configuring Path Selection for Layer 2
VPNs and VPLS

• Understanding BGP Path Selection on page 169

• Enabling BGP Path Selection for Layer 2 VPNs and VPLS on page 174

• VPLS Path Selection Process for PE Routers on page 177

Understanding BGP Path Selection

For each prefix in the routing table, the routing protocol process selects a single best

path. After the best path is selected, the route is installed in the routing table. The best

path becomes the active route if the sameprefix is not learned by a protocolwith a lower

(more preferred) global preference value, also known as the administrative distance.

The algorithm for determining the active route is as follows:

1. Verify that the next hop can be resolved.

2. Choose the path with the lowest preference value (routing protocol process

preference).

Routes that are not eligible to be used for forwarding (for example, because theywere

rejected by routing policy or because a next hop is inaccessible) have a preference of

–1 and are never chosen.

3. Prefer the path with higher local preference.

For non-BGP paths, choose the path with the lowest preference2 value.

4. If the accumulated interior gateway protocol (AIGP) attribute is enabled, prefer the

path with the lower AIGP attribute.

5. Prefer the pathwith the shortest autonomous system (AS) path value (skipped if the

as-path-ignore statement is configured).

A confederation segment (sequence or set) has a path length of 0. An AS set has a

path length of 1.
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6. Prefer the route with the lower origin code.

Routes learned from an IGP have a lower origin code than those learned from an

exterior gateway protocol (EGP), and both have lower origin codes than incomplete

routes (routes whose origin is unknown).

7. Prefer the path with the lowest multiple exit discriminator (MED)metric.

Depending on whether nondeterministic routing table path selection behavior is

configured, there are two possible cases:

• If nondeterministic routing table path selection behavior is not configured (that is,

if the path-selection cisco-nondeterministic statement is not included in the BGP

configuration), for paths with the same neighboring AS numbers at the front of the

AS path, prefer the path with the lowest MEDmetric. To always compare MEDs

whether or not the peer ASs of the compared routes are the same, include the

path-selection always-compare-med statement.

• If nondeterministic routing table path selection behavior is configured (that is, the

path-selection cisco-nondeterministic statement is included in the BGP

configuration), prefer the path with the lowest MEDmetric.

ConfederationsarenotconsideredwhendeterminingneighboringASs.AmissingMED

metric is treated as if a MEDwere present but zero.

NOTE: MED comparison works for single path selection within an AS
(when the route does not include an AS path), though this usage Is
uncommon.

By default, only the MEDs of routes that have the same peer autonomous systems

(ASs) are compared. You can configure routing table path selection options to obtain

different behaviors.

8. Prefer strictly internal paths, which include IGP routes and locally generated routes

(static, direct, local, and so forth).

9. Prefer strictly external BGP(EBGP)pathsover external paths learned through internal

BGP (IBGP) sessions.

10. Prefer the path whose next hop is resolved through the IGP route with the lowest

metric.
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NOTE: A path is considered a BGP equal-cost path (and will be used for
forwarding) if a tie-break is performed after the previous step. All paths
with the same neighboring AS, learned by amultipath-enabled BGP
neighbor, are considered.

BGPmultipathdoesnotapply topaths that share thesameMED-plus-IGP
cost yet differ in IGP cost. Multipath path selection is based on the IGP
cost metric, even if two paths have the sameMED-plus-IGP cost.

BGP compares the type of IGPmetric before comparing themetric value
itself in rt_metric2_cmp. Forexample,BGProutes thatare resolvedthrough

IGP are preferred over discarded or rejected next-hops that are of type
RTM_TYPE_UNREACH. Such routes are declared inactive because of their

metric-type.

11. If both paths are external, prefer the currently active path tominimize route-flapping.

This rule is not used if any one of the following conditions is true:

• path-selection external-router-id is configured.

• Both peers have the same router ID.

• Either peer is a confederation peer.

• Neither path is the current active path.

12. Prefer a primary route over a secondary route. A primary route is one that belongs to

the routing table. A secondary route is one that is added to the routing table through

an export policy.

13. Prefer the path from the peerwith the lowest router ID. For any pathwith an originator

ID attribute, substitute the originator ID for the router ID during router ID comparison.

14. Prefer the path with the shortest cluster list length. The length is 0 for no list.

15. Prefer the path from the peer with the lowest peer IP address.

Routing Table Path Selection

The shortest AS path step of the algorithm, by default, evaluates the length of the AS

path and determines the active path. You can configure an option that enables Junos

OS to skip this step of the algorithm by including the as-path-ignore option.

NOTE: Starting with Junos OS Release 14.1R8, 14.2R7, 15.1R4, 15.1F6, and
16.1R1, the as-path-ignore option is supported for routing instances.
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The routing process path selection takes place before BGP hands off the path to the

routing table to makes its decision. To configure routing table path selection behavior,

include the path-selection statement:

path-selection {
(always-compare-med | cisco-non-deterministic | external-router-id);
as-path-ignore;
med-plus-igp {
igp-multiplier number;
med-multiplier number;

}
}

For a list of hierarchy levels at which you can include this statement, see the statement

summary section for this statement.

Routing table path selection can be configured in one of the following ways:

• Emulate theCisco IOSdefault behavior (cisco-non-deterministic). Thismodeevaluates

routes in the order that they are received and does not group them according to their

neighboring AS. With cisco-non-deterministicmode, the active path is always first. All

inactive, but eligible, paths follow the active path and are maintained in the order in

which they were received, with the most recent path first. Ineligible paths remain at

the end of the list.

As an example, suppose you have three path advertisements for the 192.168.1.0 /24

route:

• Path 1—learned through EBGP; AS Path of 65010; MED of 200

• Path 2—learned through IBGP; AS Path of 65020; MED of 150; IGP cost of 5

• Path 3—learned through IBGP; AS Path of 65010; MED of 100; IGP cost of 10

These advertisements are received in quick succession, within a second, in the order

listed. Path 3 is receivedmost recently, so the routing device compares it against path

2, the next most recent advertisement. The cost to the IBGP peer is better for path 2,

so the routing device eliminates path 3 from contention. When comparing paths 1 and

2, the routingdevicepreferspath 1because it is received fromanEBGPpeer. This allows

the routing device to install path 1 as the active path for the route.

NOTE: We do not recommend using this configuration option in your
network. It is provided solely for interoperability to allowall routing devices
in the network tomake consistent route selections.

• Always comparing MEDs whether or not the peer ASs of the compared routes are the

same (always-compare-med).

• Override the rule that If both paths are external, the currently active path is preferred

(external-router-id). Continuewith thenext step (Step 12) in thepath-selectionprocess.

• Adding the IGP cost to the next-hop destination to the MED value before comparing

MED values for path selection (med-plus-igp).
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BGPmultipath does not apply to paths that share the sameMED-plus-IGP cost, yet

differ in IGP cost. Multipath path selection is based on the IGP cost metric, even if two

paths have the sameMED-plus-IGP cost.

BGP Table path selection

The following parameters are followed for BGP's path selection:

1. Prefer the highest local-preference value.

2. Prefer the shortest AS-path length.

3. Prefer the lowest origin value.

4. Prefer the lowest MED value.

5. Prefer routes learned from an EBGP peer over an IBGP peer.

6. Prefer best exit from AS.

7. For EBGP-received routes, prefer the current active route.

8. Prefer routes from the peer with the lowest Router ID.

9. Prefer paths with the shortest cluster length.

10. Prefer routes from the peer with the lowest peer IP address. Steps 2, 6 and 12 are the

RPD criteria.

Effects of AdvertisingMultiple Paths to a Destination

BGPadvertisesonly theactivepath, unless youconfigureBGPtoadvertisemultiplepaths

to a destination.

Suppose a routing device has in its routing table four paths to a destination and is

configured to advertise up to three paths (add-path send path-count 3). The three paths

are chosen based on path selection criteria. That is, the three best paths are chosen in

path-selection order. The best path is the active path. This path is removed from

consideration and a new best path is chosen. This process is repeated until the specified

number of paths is reached.
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Release History Table DescriptionRelease

Starting with Junos OS Release 14.1R8, 14.2R7, 15.1R4, 15.1F6, and 16.1R1,
the as-path-ignore option is supported for routing instances.

14.1R8

Related
Documentation

Example: Ignoring the AS Path AttributeWhen Selecting the Best Path•

• Examples: Configuring BGPMED

• Example: Advertising Multiple BGP Paths to a Destination

Enabling BGP Path Selection for Layer 2 VPNs and VPLS

Layer 2 VPNs and VPLS share the same path selection process for determining the

optimal path to reach all of the destinations shared within a single routing instance. For

Layer 2 VPN and VPLS topologies, the path selection process is straightforward if there

is just a single path from each PE router to each CE device. However, the path selection

processbecomesmore complex if thePE routers receive twoormore valid paths to reach

a specific CE device.

NOTE: In theVPLSdocumentation, theword router in termssuchasPE router
is used to refer to any device that provides routing functions.

The following network scenarios provide examples of what might cause a PE router to

receive more than one valid path to reach a specific CE device:

• Multihoming—One or more CE devices within a routing instance are multihomed to

two or more PE routers. Eachmultihomed CE device has at least two valid paths.

• Route reflectors—Therearemultiple route reflectorsdeployedwithin thesamenetwork

and theyare supportingPE routerswithin the same routing instance.Due to timedelays

in large complex networks, the route reflectors can separately receive a different valid

path to reach a CE device at different times. When they readvertise these valid paths,

a PE router could receive two ormore separate but apparently valid paths to the same

CE device.

By default, Juniper Networks routers use just the designated forwarder path selection

algorithm to select the best path to reach each Layer 2 VPN or VPLS routing instance

destination (for more information, see “VPLS Path Selection Process for PE Routers” on

page 177). However, you can also configure the routers in your network to use both the

BGP path selection algorithm and the designated forwarder path selection algorithm as

follows:

• On the Provider routers within the service providers network, the standard BGP path

selection algorithm is used (for more information, see “Understanding BGP Path

Selection” on page 169). Using the standard BGP path selection for Layer 2 VPN and

VPLS routes allows a service provider to leverage the existing Layer 3 VPN network

infrastructure toalsosupport Layer 2VPNsandVPLS.TheBGPpathselectionalgorithm
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alsohelps toensure that the serviceprovider’s networkbehavespredictablywith regard

to Layer 2 VPN and VPLS path selection. This is particularly important in networks

employing route reflectors andmultihoming.

When a Provider router receives multiple paths for the same destination prefix (for

example, a multihomed CE device), one path is selected based on the BGP path

selection algorithm and placed in the bgp.l2vpn.0 routing table and the appropriate

instance.l2vpn.0 routing table.
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• When a PE router receives all of the available paths to each CE device, it runs the

designated forwarder path selection algorithm to select the preferred path to reach

eachCEdevice, independentlyof the resultsof theearlierBGPpathselectionalgorithm

run on the Provider router. The VPLS designated forwarder algorithm uses the D-bit,

preference, and PE router identifier to determine which of the valid paths to each CE

device to use. The PE routermight select a path to reach a CE device which is different

fromthepathselectedby theBGP-basedProvider routers. In this scenario, the following

is the expected behavior for traffic sent to the multihomed CE device:

• If the path selected by the remote PE router is available, traffic will traverse the

network to the multihomed CE device using the remote PE router’s preferred path

(again, ignoring the path selected by the BGP-based Provider routers).

• If the path selected by the remote PE router fails:

1. The Provider routers switch the traffic destined for the multihomed CE device to

the alternate path as soon as failure is detected.

2. The Provider routers notify the remote PE routers of the path failure.

3. The remote PE routers update their routing tables accordingly.

For more information about the VPLS designated forwarder path selection algorithm,

see “VPLS Path Selection Process for PE Routers” on page 177. This algorithm is also

described in the Internet draft draft-kompella-l2vpn-vpls-multihoming-03.txt,

Multi-homing in BGP-based Virtual Private LAN Service.

To enable the BGP path selection algorithm for Layer 2 VPN and VPLS routing instances,

complete the following steps:

1. Run Junos OS Release 12.3 or later on all of the PE and Provider routers participating

in Layer 2 VPN or VPLS routing instances.

Attempting to enable this functionality on a network with amix of routers that both

do and do not support this feature can result in anomalous behavior.

2. Specify a unique route distinguisher on each PE router participating in a Layer 2 VPN

or VPLS routing instance.

3. Configure the l2vpn-use-bgp-rules statement on all of the PE and Provider routers

participating in Layer 2 VPN or VPLS routing instances.

You can configure this statement at the [edit protocols bgp path-selection] hierarchy

level to apply this behavior to all of the routing instances on the router or at the [edit

routing-instances routing-instance-name protocols bgp path-selection] hierarchy level

to apply this behavior to a specific routing instance.

Related
Documentation

Understanding BGP Path Selection on page 169•

• VPLS Path Selection Process for PE Routers on page 177

• VPLS Feature Guide for EX9200 Switches
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• l2vpn-use-bgp-rules on page 1190

• route-distinguisher on page 1104

VPLS Path Selection Process for PE Routers

The VPLS path selection process is used to select the best path between a remote PE

router and a local PE router in a VPLS network. This path selection process is applied to

routes received from both single-homed andmulti-homed PE routers.

NOTE: In theVPLSdocumentation, theword router in termssuchasPE router
is used to refer to any device that provides routing functions.

When the VPLS path selection process is complete, a PE router is made the designated

VPLS edge (VE) device. The designated VE device effectively acts as the endpoint for

the VPLS pseudowire that is signaled from the remote PE router. Once a PE router is

made the designated VE device, a pseudowire can be signaled between the remote PE

router and the local PE router and then VPLS packets can begin to flow between the PE

routers.

Routes frommultihomed PE routers connected to the same customer site share the

same site ID, but can have different route distinguishers and block offsets. You can alter

the configurations of the route distinguishers and block offsets to make a router more

likely or less likely to be selected as the designated VE device.

On each PE router in the VPLS network, the best path to the CE device is determined by

completing the following VPLS path selection process on each route advertisement

received:

1. If the advertisement has the down bit set to 0, the advertisement is discarded.

2. Select the path with a higher preference. The preference attribute is obtained from

the site-preference configured using the site-preference statement at the [edit

routing-instances routing-instance-name protocols vpls site site-name] hierarchy level.

If the sitepreference is0, thepreferenceattribute is obtained fromthe local preference.

3. If the preference values are the same, select the path with the lower router ID.

4. If the router IDs are the same, the routes are from the same PE router and the

advertisement is considered to be an update. The router ID corresponds to the value

of the originator ID for the BGPattribute (if present). Otherwise, the IP address for the

remote BGP peer is used.

5. If the block offset values are the same, the advertisement is considered to be an

update.
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Once theVPLSpathselectionprocesshasbeencompletedand thedesignatedVEdevice

has been selected, a pseudowire is signaled between the remote PE router and the local

PE router.

NOTE: The VPLS path selection processworks the samewhether or not the
route has been received from another PE router, a route reflector, or an
autonomous system border router (ASBR).

When the remote PE router establishes or refreshes a pseudowire to the local PE router,

it verifies that the prefix is in the range required for the site ID based on the block offset

and label range advertised by the designated VE device. If the prefix is out of range, the

pseudowire status is set to out of range.

The following cases outline the potential decisions that could bemadewhen a PE router

completes the VPLS path selection process for a Layer 2 advertisement in the VPLS

network:

• ThePE router originatedoneof theadvertisementsandselected its ownadvertisement

as the best path.

This PE router has been selected as the designated VE device. Selection as the

designated VE device triggers the creation of pseudowires to and from the other PE

routers in theVPLSnetwork. If the remote customer site ismultihomed, thedesignated

VE device triggers the creation of pseudowires to and from only the designated VE

device for the remote site.

• The PE router originated one of the advertisements but did not select its own

advertisement as the best path.

This PE router is a redundant PE router for a multihomed site, but it was not selected

as the designated VE device. However, if this PE router has just transitioned frombeing

the designated VE device (meaning it was receiving traffic from the remote PE routers

addressed to the mulithomed customer site), the PE router tears down all the

pseudowires that it had to and from the other PE routers in the VPLS network.

• The PE router received the route advertisements and selected a best path. It did not

originate any of these advertisements because it was not connected to the customer

site.

If the best path to the customer site (the designated VE device) has not changed,

nothing happens. If the best path has changed, this PE router brings up pseudowires

to and from the newly designated VE device and tears down the pseudowires to and

from the previously designated VE device.

If this PE router does not select a best path after running the VPLS path selection

process, then the local PE router does not consider the remote site to exist.

When a VE device receives an advertisement for a Layer 2 NLRI that matches its own

site ID but the site is not multihomed, the pseudowire between the VE device and the

transmitting PE router transitions to a site collision state and is not considered to be up.
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Related
Documentation

• BGP Route Reflectors for VPLS on page 510
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CHAPTER 13

Creating Backup Connections with
Redundant Pseudowires

• Redundant Pseudowires for Layer 2 Circuits and VPLS on page 181

• Configuring Redundant Pseudowires for Layer 2 Circuits and VPLS on page 183

Redundant Pseudowires for Layer 2 Circuits and VPLS

A redundant pseudowire can act as a backup connection between PE routers and CE

devices, maintaining Layer 2 circuit and VPLS services after certain types of failures. This

feature can help improve the reliability of certain types of networks (metro for example)

where a single point of failure could interrupt service for multiple customers. Redundant

pseudowires cannot reduce traffic loss to zero. However, they provide away to gracefully

recover from pseudowire failures in such a way that service can be restarted within a

known time limit.

NOTE: VPLS is not supported on ACX Series routers.

When you configure redundant pseudowires to remote PE routers, you configure one to

act as the primary pseudowire over which customer traffic is being transmitted and you

configure another pseudowire to act as a backup in the event the primary fails. You

configure the two pseudowires statically. A separate label is allocated for the primary

and backup neighbors.

For information about how to configure redundant pseudowires, see “Configuring

Redundant Pseudowires for Layer 2 Circuits and VPLS” on page 183.

The following sections provide an overview of redundant pseudowires for Layer 2 circuits

and VPLS:

• Types of Redundant Pseudowire Configurations on page 182

• Pseudowire Failure Detection on page 183
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Types of Redundant Pseudowire Configurations

You can configure redundant pseudowires for Layer 2 circuits and VPLS in either of the

following manners:

NOTE: VPLS is not supported on ACX Series routers.

• You can configure a single active pseudowire. The PE router configured as the primary

neighbor is given preference and this connection is the one used for customer traffic.

For the LDP signalling, labels are exchanged for both incoming and outgoing traffic

with the primary neighbor. The LDP label advertisement is accepted from the backup

neighbor, but no label advertisement is forwarded to it, leaving the pseudowire in an

incomplete state. The pseudowire to the backup neighbor is completed only when the

primary neighbor fails. The decision to switch between the two pseudowires is made

by the device configured with the redundant pseudowires. The primary remote PE

router is unawareof the redundantconfiguration, ensuring that traffic is alwaysswitched

using just the active pseudowire.

• Alternatively, you can configure two active pseudowires, one to each of the PE routers.

Using this approach, control plane signalling is completed and active pseudowires are

established with both the primary and backup neighbors. However, the data plane

forwarding is done only over a one of the pseudowires (designated as the active

pseudowire by the local device). The other pseudowire is on standby. The active

pseudowire is preferably established with the primary neighbor and can switch to the

backup pseudowire if the primary fails.

The decision to switch between the active and standby pseudowires is controlled by

the local device. The remote PE routers are unaware of the redundant connection, and

soboth remotePE routers send traffic to the local device. The local deviceonly accepts

traffic from the active pseudowire and drops the traffic from the standby. In addition,

the local device only sends traffic to the active pseudowire. If the active pseudowire

fails, traffic is immediately switched to the standby pseudowire.

The two configurations available for pseudowire redundancy have the following

limitations:

• For the single active pseudowire configuration, it takes more time (compared to the

two active pseudowire configuration) to switchover to the backup pseudowire when

a failure is detected. This approach requires additional control plane signalling to

complete the pseudowire with the backup neighbor and traffic can be lost during the

switchover from primary to backup.

• If you configure two active pseudowires, bandwidth is lost on the link carrying the

backuppseudowirebetween the remotePE router and the local device. Traffic is always

duplicatedoverboth theactiveandstandbypseudowires. Thesingleactivepseudowire

configuration does not waste bandwidth in this fashion.
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Pseudowire Failure Detection

The following events are used to detect a failure (control and data plane) of the

pseudowire configured between a local device and a remote PE router and initiates the

switch to a redundant pseudowire:

• Manual switchover (user initiated)

• Remote PE router withdraws the label advertisement

• LSP to the remote PE router goes down

• LDP session with the remote PE router goes down

• Local configuration changes

• Periodic pseudowire OAM procedure fails (Layer 2 circuit-based MPLS ping to the PE

router fails)

When you configure a redundant pseudowire between a CE device and a PE router, a

periodic (once aminute) ping packet is forwarded through the active pseudowire to

verify data plane connectivity. If the ping fails, traffic is automatically switched to the

redundant pseudowire.

When a failure is detected, traffic is switched from the failed active pseudowire to the

redundant pseudowire. The redundant pseudowire is then designated as the active

pseudowire. The switch is nonreversible, meaning that once the redundant pseudowire

assumes the role of the active pseudowire at the time of a failover, it remains as the

active pseudowire even though the previously active pseudowire comes up again.

For example, a primary pseudowire has failed and traffic has been successfully switched

to the redundantpseudowire.Afteraperiodof time, thecauseof the failureof theprimary

pseudowirehasbeen resolvedand it is nowpossible to reestablish theoriginal connection.

However, traffic is not switchedback to theoriginal pseudowireunlessa failure is detected

on the currently active pseudowire.

Related
Documentation

Example: Configuring H-VPLSWithout VLANs on page 690•

• VPLS Feature Guide for EX9200 Switches

Configuring Redundant Pseudowires for Layer 2 Circuits and VPLS

A redundant pseudowire can act as a backup connection between PE routers and CE

devices, maintaining Layer 2 circuit and VPLS services after certain types of failures. This

feature can help improve the reliability of certain types of networks (metro for example)

where a single point of failure could interrupt service for multiple customers. Redundant

pseudowires cannot reduce traffic loss to zero. However, they provide away to gracefully

recover from pseudowire failures in such a way that service can be restarted within a

known time limit.
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NOTE: VPLS is not supported on ACX Series routers.

For an overview of how redundant pseudowires work, see “Redundant Pseudowires for

Layer 2 Circuits and VPLS” on page 181.

To configure pseudowire redundancy for Layer 2 circuits and VPLS, complete the

procedures in the following sections:

• Configuring Pseudowire Redundancy on the PE Router on page 184

• Configuring the Switchover Delay for the Pseudowires on page 184

• Configuring a Revert Time for the Redundant Pseudowire on page 185

Configuring Pseudowire Redundancy on the PE Router

You configure pseudowire redundancy on the PE router acting as the egress for the

primary and standby pseudowires using the backup-neighbor statement.

To configure pseudowire redundancy on the PE router, include the backup-neighbor
statement:

backup-neighbor {
community name;
psn-tunnel-endpoint address;
standby;
virtual-circuit-id number;

}

For a list of hierarchy levels at which you can include this statement, see the statement

summary for this statement.

The backup-neighbor statement includes the following configuration options:

• community—Specifies the community for the backup neighbor.

• psn-tunnel-endpoint—Specifies the endpoint address for thepacket switchednetwork

(PSN) tunnel on the remote PE router. The PSN tunnel endpoint address is the

destination address for the LSP on the remote PE router.

• standby—Configures the pseudowire to the specified backup neighbor as the standby.

When you configure this statement, traffic flows over both the active and standby

pseudowires to the CE device. The CE device drops the traffic from the standby

pseudowire, unless the active pseudowire fails. If the active pseudowire fails, the CE

device automatically switches to the standby pseudowire.

• virtual-circuit-id—Uniquely identifies the primary and standby Layer 2 circuits. This

option is configurable for Layer 2 circuits only.

Configuring the Switchover Delay for the Pseudowires

To configure the time the router waits before switching traffic from the failed primary
pseudowire to a backup pseudowire, include the switchover-delay statement:

switchover-delaymilliseconds;
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For a list of hierarchy levels at which you can include this statement, see the statement

summary for this statement.

Configuring a Revert Time for the Redundant Pseudowire

You can specify a revert time for redundant Layer 2 circuit and VPLS pseudowires.When

youhaveconfigured redundantpseudowires for Layer 2 circuitsorVPLS, traffic is switched

to the backup pseudowire in the event that the primary pseudowire fails. If you configure

a revert time, when the configured time expires traffic is reverted back to the primary

pseudowire, assuming the primary pseudowire has been restored.

To configure a revert time for redundant pseudowires, specify the time in seconds using
the revert-time statement:

revert-time (Protocols Layer 2 Circuits) secondsmaximum seconds;

With themaximum option, specify a maximum reversion interval to add after the

revert-time delay. If a revert-time delay is defined but a maximum timer is not defined,

VCs are restored upon the revert-timer's expiration.

To reduce asmuch as possible the amount of traffic discarded, and potential data-path

asymmetries observed during primary-to-backup transition periods, you can use this

restoration timer. This restoration timer is activated when the backup path is performing

as active, and then the primary path is restored. The goal is to avoid moving traffic back

to the primary path right away, to make sure that the control plane's related tasks (such

as IGP, LDP, RSVP, and internal BGP) have enough time to complete their updating cycle.

By enabling a gradual return of traffic to the primary path, you can ensure that the

relatively-slow control-plane processing and updating does not have a negative impact

on the restoration process.

Themaximum option extends the revert timer’s functionality to provide a jittered interval

over which a certain number of circuits can be transitioned back to the primary path. By

making use of this maximum value, you can define a time interval during which circuits

areexpected toswitchover. Asaconsequence, circuits’ effective transitionsare scattered

during restoration periods.

Whenmaking use of revert-time xmaximum y statement, you can ensure that the

corresponding circuit that is active is moved to the primary path within a time-slot (t1)

such as that: x <= t1 <= y. In other words, by activating this statement, you can ensure

the following:

• VCs stay in the backup path for at least x seconds after the primary path comes back

up.

• VCs are moved back to the primary path before y seconds have elapsed.

• y maximum value = xmaximum value * 2 = 1200 seconds.

The ideal values for x and y will are conditioned to internal aspects of your network. For

this reason, there are no default values for these settings. If no revert-time is set, the

default behavior is non-revertive. That is, circuits are not returned to the primary path

upon restoration. They are kept on the backup path.
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For a list of hierarchy levels at which you can include this statement, see the statement

summary for this statement.

Related
Documentation

• Example: Configuring Pseudowire Redundancy in a Mobile Backhaul Scenario on

page 315

• Example: Configuring H-VPLSWithout VLANs on page 690

• VPLS Feature Guide for EX9200 Switches
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CHAPTER 14

Configuring Class of Service for Layer 2
VPNs

• Configuring Traffic Policing in Layer 2 VPNs on page 187

Configuring Traffic Policing in Layer 2 VPNs

You can use policing to control the amount of traffic flowing over the interfaces servicing

a Layer 2 VPN. If policing is disabled on an interface, all the available bandwidth on a

Layer 2 VPN tunnel can be used by a single CCC or TCC interface.

For information on how to configure traffic policers, see the Routing Policies, Firewall

Filters, and Traffic Policers Feature Guide.

To enable Layer 2 VPN policing on an interface, include the policer statement:

policer {
input policer-template-name;
output policer-template-name;

}

If youconfigureCCCencapsulation, youcan include thepolicer statementat the following

hierarchy levels:

• [edit interfaces interface-name unit logical-unit-number family ccc]

• [edit logical-systems logical-system-name interfaces interface-name unit

logical-unit-number family ccc]

If youconfigureTCCencapsulation, youcan include thepolicerstatementat the following

hierarchy levels:

• [edit interfaces interface-name unit logical-unit-number family tcc]

• [edit logical-systems logical-system-name interfaces interface-name unit

logical-unit-number family tcc]

For information about how to configure the encapsulation type, see “Configuring the

Encapsulation Type” on page 128.
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CHAPTER 15

Monitoring Layer 2 VPNs

• Configuring BFD for Layer 2 VPN and VPLS on page 190

• BFD Support for VCCV for Layer 2 VPNs, Layer 2 Circuits, and VPLS on page 192

• Configuring BFD for VCCV for Layer 2 VPNs, Layer 2 Circuits, and VPLS on page 193

• Connectivity Fault Management Support for EVPN and Layer 2 VPN

Overview on page 194

• Configuring a MEP to Generate and Respond to CFM Protocol Messages on page 195
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Configuring BFD for Layer 2 VPN and VPLS

The following procedure describes how to configure Bidirectional Forwarding Detection

(BFD) for Layer 2 VPN and VPLS. For VPNs, you configure the BFD sessions on the

interfaces carrying traffic from the PE routers to the CE routers.

The BFD protocol is a simple hello mechanism that detects failures in a network. Hello

packets are sent at a specified, regular interval. A neighbor failure is detected when the

routing device stops receiving a reply after a specified interval. BFD works with a wide

variety of network environments and topologies. The failure detection timers for BFD

have shorter time limits than default failure detection mechanisms for BGP, so they

provide faster detection.

The BFD failure detection timers are adaptive and can be adjusted to be faster or slower.

The lower the BFD failure detection timer value, the faster the failure detection and vice

versa. For example, the timers can adapt to a higher value if the adjacency fails (that is,

the timer detects failures more slowly). Or a neighbor can negotiate a higher value for a

timer than the configured value. The timers adapt to a higher value when a BFD session

flapoccursmore than three times in a spanof 15 seconds. Aback-off algorithm increases

the receive interval by two if the local BFD instance is the reason for the session flap. The

transmission interval is increased by two if the remote BFD instance is the reason for the

session flap. You can use the clear bfdadaptation command to return BFD interval timers

to their configured values. The clear bfd adaptation command is hitless, meaning that

the command does not affect traffic flow on the routing device.

1. You can enable BFD failure detection. The BFD failure detection timers are adaptive

and can be adjusted to be faster or slower. The lower the BFD failure detection timer

value, the faster the failure detection and vice versa. For example, the timers can

adapt to a higher value if the adjacency fails (that is, the timer detects failures more

slowly). Or a neighbor can negotiate a higher value for a timer than the configured

value. The timers adapt to a higher value when a BFD session flap occurs more than

three times in a span of 15 seconds. A back-off algorithm increases the receive (Rx)

interval by two if the local BFD instance is the reason for the session flap. The

transmission (Tx) interval is increased by two if the remote BFD instance is the reason

for the session flap.

To enable BFD failure detection and specify the threshold for the adaptation of the

BFD session detection time, specify a time in milliseconds using the threshold
statement. When the detection time adapts to a value equal to or greater than the

threshold, a single trap and a single system logmessage are sent.

NOTE: The threshold timemust be equal to or greater than the value
specified in theminimum-interval or theminimum-receive-interval
statement.

You can use the clear bfd adaptation command to return BFD interval timers to their

configured values. The clear bfd adaptation command is hitless, meaning that the

command does not affect traffic flow on the routing device.
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2. You can specify the minimum interval after which the local routing device transmits

hello packets and then expects to receive a reply from a neighbor with which it has

established a BFD session. You specify the interval in milliseconds using the

minimum-interval statement.

Optionally, instead of using this statement, you can specify the minimum transmit

and receive intervals separately using theminimum-interval (specified under the
transmit-interval statement) andminimum-receive-interval statements.

3. You can configure the minimum interval after which the local routing device must

receive a reply from a neighbor with which it has established a BFD session. Specify

the number of milliseconds using theminimum-receive-interval statement.

4. You can specify that an interface be declared down when a certain number of hello

packets have not been received from a neighboring router through that interface.

Specify the number of hello packets by including themultiplier statement.

5. You can configure BFD sessions not to adapt to changing network conditions by

including the no-adaptation statement. We recommend that you do not disable BFD
adaptation unless it is preferable to have BFD adaptation disabled in your network.

6. Specify the transmit interval options forbfd-liveness-detection statementby including

the transmit-interval statement. The negotiated transmit interval for a peer is the
interval between the sending of BFD packets to peers. The receive interval for a peer

is the minimum time that it requires between packets sent from its peer; the receive

interval is not negotiated between peers. To determine the transmit interval, each

peer compares its configuredminimum transmit interval with its peer's minimum

receive interval. The larger of the two numbers is accepted as the transmit interval

for that peer.

The transmit-interval statement specifies how often BFD statements are transmitted

and includes the following options:

• minimum-intervalmilliseconds—Specify the minimum interval in milliseconds at

which the local routing device transmits hello packets to a neighbor with which it

has established a BFD session.

• thresholdmilliseconds—Specify the threshold for the adaptation of the BFD session

transmit interval. When the transmit interval adapts to a value greater than the

threshold, a single trap and a single systemmessage are sent.

NOTE: The threshold value specified in the threshold statementmust

be greater than the value specified in theminimum-interval statement

for the transmit-interval statement.

7. Specify theBFDversionby including theversion statement.YoucansetBFDtoversion
0, 1, or allow BFD to determine what version it needs to be by including the automatic

option.
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Related
Documentation

bfd-liveness-detection on page 1130•

• clear bfd adaptation

BFD Support for VCCV for Layer 2 VPNs, Layer 2 Circuits, and VPLS

BidirectionalForwardingDetection(BFD)support for virtual circuit connectivity verification

(VCCV)onMXSeriesdevicesenables you toconfigureacontrol channel for apseudowire,

in addition to the corresponding operations, administration, andmanagement functions

to be used over that control channel.

BFDprovidesa lowresourcemechanismfor thecontinuousmonitoringof thepseudowire

data path and for detecting data plane failures. This feature provides support for

asynchronous mode BFD for VCCV as described in RFC 5885, Bidirectional Forwarding

Detection (BFD) for the Pseudowire Virtual Circuit Connectivity Verification (VCCV).

Alternatively, you can use a ping operation to detect pseudowire failures. However, the

processing resources required for a ping operation are greater than what is needed for

BFD. In addition, BFD is capable of detecting data plane failure faster than a VCCV ping.

BFD for pseudowires is supported for Layer 2 circuits (LDP-based), Layer 2 VPNs

(BGP-based), and VPLS (LDP-based or BGP-based).

Startingwith Release 12.1, JunosOS introduces a distributedmodel for the BFD for VCCV.

Unlike in previous releases where the BFD for VCCV followed a Routing Engine-based

implementation, in Release 12.1 and later, the BFD for VCCV follows a distributed

implementation over PIC concentrators, such as DPC, FPC, and MPC.

FordistributedBFD, youneed toconfigure the lo0 interfacewithunit0and theappropriate

family enabled.

NOTE: For the distributed BFD for VCCV to work, youmust configure MPLS
family (family mpls) on the loopback interface.

user@router# set interfaces lo0 unit 0 family mpls

In Junos OS Release 12.1 and later, the periodic packet management process (ppmd) on

the PIC concentrators handles the periodic packet management (send and receive) for

BFD for VCCV. This enables Junos OS to create more BFD for VCCV sessions, and to

reduce the time taken for error detection. Similarly, the distributed implementation

improves the performance of Routing Engines because the Routing Engine resources

used for BFD for VCCV implementation become available for Routing Engine-related

applicationswhen theBFD for VCCV-related processingmoves to thePIC concentrators.

The distributed BFD for VCCV implementation also enables the BFD for VCCV sessions

to remain across graceful restarts.

Related
Documentation

Configuring BFD for VCCV for Layer 2 VPNs, Layer 2 Circuits, and VPLS on page 193•

• VPLS Feature Guide for EX9200 Switches
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Configuring BFD for VCCV for Layer 2 VPNs, Layer 2 Circuits, and VPLS

Bidirectional ForwardingDetection (BFD)support for virtual circuit connectionverification

(VCCV) allows you to configure a control channel for a pseudowire, in addition to the

corresponding operations andmanagement functions to be used over that control

channel. BFD provides a low resource mechanism for the continuous monitoring of the

pseudowire data path and for detecting data plane failures.

This feature provides support for asynchronousmode BFD for VCCV as described in RFC

5885, Bidirectional Forwarding Detection (BFD) for the Pseudowire Virtual Circuit

Connectivity Verification (VCCV). You can also use a ping operation to detect pseudowire

failures. However, the processing resources required for a ping operation are greater than

what is needed for BFD. In addition, BFD is capable of detecting data plane failure faster

thanVCCVping.BFD forpseudowires is supported for Layer 2 circuits (LDP-based), Layer

2 VPNs (BGP-based), and VPLS (LDP-based or BGP-based).

To configure OAM and BFD for Layer 2 VPNs, include the oam statement and
sub-statements at the [edit routing-instances routing-instance-name protocols l2vpn]
hierarchy level:

oam {
bfd-liveness-detection;
ping-interval ;
ping-multiplier;

}

You can configure many of the same OAM statements for VPLS and Layer 2 circuits:

• ToenableOAM for VPLS, configure the oam statement and substatements at the [edit

routing-instances routing-instance-nameprotocols vpls] hierarchy level and at the [edit

routing-instances routing-instance-name protocols vpls neighbor address] hierarchy

level. The pwe3-control-word statement configured at the [edit routing-instances

routing-instance-name protocols l2vpn oam control-channel] hierarchy level is not

applicable to VPLS configurations.

• To enable OAM for Layer 2 circuits, configure the oam statement and substatements

at the [editprotocols l2circuit neighboraddress interface interface-name]hierarchy level.

The control-channel statement and sub-statements configured at the [edit

routing-instances routing-instance-name protocols l2vpn oam] hierarchy level do not

apply to Layer 2 circuit configurations.

You can use the show ldp database extensive command to display information about

the VCCV control channel and the show bfd session extensive command to display

information about BFD for Layer 2 VPNs, Layer 2 circuits, and VPLS.

Related
Documentation

Junos OS Routing Protocols Library•

• VPLS Feature Guide for EX9200 Switches
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Connectivity Fault Management Support for EVPN and Layer 2 VPNOverview

The IEEE 802.1ag specification provides for Ethernet connectivity fault management

(CFM). The goal of CFM is to monitor an Ethernet network that consists of one or more

service instances through the use of CFM protocol messages. CFM partitions the service

network into various administrative domains. Each administrative domain is mapped

into amaintenance domain. A maintenance association end point (MEP) refers to the

boundary of a domain. A MEP generates and responds to CFM protocol messages. You

can configuremultiple up (PE toPE)MEPs or down (PE toCE)MEPs for a single instance

of a maintenance domain identifier and amaintenance association name tomonitor

services in a VPN.

For Layer 2 VPNs and EVPN networks, you can configure multiple up MEPs for a single

combination of maintenance association ID andmaintenance domain ID on a routing

instance on the logical interfaces (IFLs), regardless of whether the logical interface is

composed of physical interfaces on the same device or on different devices. The devices

must be in enhanced IP network services mode.

In an EVPN network, the following CFM features are supported:

• Monitoring theconnectivity between twoprovider edge (PE) routers in anactive-active

or active-standbymultihomed configuration.

• Delay measurement and Synthetic Loss measurement. This feature is not supported

whenmultiple MEPs are configured onmultiple logical interfaces (IFLs) on the same

physical interface (IFD).

• CFMmonitoring between PE devices and customer edge (CE) devices. When the

customeredgedevice is nota JuniperNetworksdevice, youcanenableCFMmonitoring

by using either the remote defect indication (RDI) bit or the Interface Status TLV. For

more information, see Understanding CFMMonitoring between CE and PE Devices

LImitations of CFM on layer 2 VPN and EVPNs

• In a circuit cross-connect (ccc) layer 2VPNor local switchwithMEPsandmaintenance

intermediate points (MIPs), the counter for link trace messages (LTMs) received on

the MAC address of the upMEP does not get incremented when theMIP in the path is

configured at the same level. The MIP traps the LTM packet, while the LTRmessage

is sent. This leads to a discrepancy between the number of LTMs received and the

number of LTRs sent.

• CFM upMEP on an EVPN network does not support the use of action profiles for

interface down. In other words, you can configure an action profile, but no action is

taken.

• CFMupMEP is only supported onEVPNE-LANservices. EVPN-ELINEandEVPN-TREE

services do not support up MEP CFM.

For more information on CFM, see IEEE 802.1ag OAMConnectivity Fault Management

Overview.
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Related
Documentation

IEEE 802.1ag OAM Connectivity Fault Management Overview•

• Creating a Maintenance Domain

• Creating a Maintenance Association

• Configuring a MEP to Generate and Respond to CFM Protocol Messages on page 195

• show oam ethernet connectivity-fault-management interfaces

Configuring aMEP to Generate and Respond to CFMProtocol Messages

Amaintenance association end point (MEP) refers to the boundary of a domain. A MEP

generates and responds to connectivity fault management (CFM) protocol messages.

You can configuremultiple upMEPs for a single combination ofmaintenanceassociation

ID andmaintenance domain ID for interfaces belonging to a particular VPLS service or

a bridge domain. You can configure multiple downMEPs for a single instance of

maintenance domain identifier andmaintenance association name tomonitor services

provided by Virtual Private LAN service (VPLS), bridge domain, circuit cross-connect

(CCC), or IPv4 domains.

For layer 2 VPNs routing instances (local switching) and EVPN routing instances, you

canalsoconfiguremultipleupMEPs fora single combinationofmaintenanceassociation

ID andmaintenance domain ID on logical interfaces.. The logical interface can be

configured on different devices or on the same device. To support multiple up MEPs on

two IFLs, enhanced IP network services must be configured for the chassis.

YoucanenableautomaticdiscoveryofaMEP.WithautomaticdiscoveryaMEP isenabled

to accept continuity check messages (CCMs) from all remote MEPs of the same

maintenance association. if automatic discovery is not enabled, the remote MEPsmust

be configured. If the remote MEP is not configured, the CCMs from the remote MEP are

treated as errors.

Continuity measurement is provided by an existing continuity check protocol. The

continuity for every remoteMEP ismeasured as the percentage of time that remoteMEP

was operationally up over the total administratively enabled time. Here, the operational

uptime is the total time duringwhich the CCMadjacency is active for a particular remote

MEP and the administrative enabled time is the total time during which the local MEP is

active.Youcanalso restart thecontinuitymeasurementbyclearing thecurrentlymeasured

operational uptime and the administrative enabled time.

• Configuring a Maintenance Association End Point (MEP) on page 195

• Configuring a remote Maintenance Association End Point (MEP) on page 197

Configuring aMaintenance Association End Point (MEP)

To configure a maintenance association end point:

1. Specify an ID for the MEP at the [edit protocols oam ethernet

connectivity-fault-managementmaintenance-domain domain-name

maintenance-associationma-name]. You can specify any value from 1 through 8191.
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[edit protocols oam ethernet connectivity-fault-managementmaintenance-domain
domain-namemaintenance-associationma-name]

user@host# set mepmep-id

2. Enablemaintenance endpoint automatic discovery so theMEPcanaccept continuity

checkmessages (CCMs) fromall remoteMEPsof the samemaintenanceassociation.

[edit protocols oam ethernet connectivity-fault-managementmaintenance-domain
domain-namemaintenance-associationma-namemepmep-id]

user@host# set auto-discovery

3. Specify the direction in which the CCM packets are transmitted for the MEP. You can

specify up or down. If you specify the direction as up, CCMs are transmitted out of

every logical interface that is part of the same bridging or VPLS instance except for

the interface configured on the MEP. If you specify the direction as down, CCMs are

transmitted only out of the interface configured on the MEP.

NOTE: Ports in the Spanning Tree Protocol (STP) blocking state do not
block CFM packets destined to a downMEP. Ports in an STP blocking
state without the continuity check protocol configured do block CFM
packets.

[edit protocols oam ethernet connectivity-fault-managementmaintenance-domain
domain-namemaintenance-associationma-namemepmep-id]

user@host# set direction down

NOTE: Starting with Junos OS Release 12.3, for all interfaces configured
onModular Port Concentrators (MPCs) onMX Series 3D Universal Edge
Routers, you no longer need to configure the no-control-word statement

for all Layer 2 VPNs and Layer 2 circuits over which you are running CFM
MEPs. For all other interfacesonMXSeries routersandonall other routers
and switches, youmust continue to configure the no-control-word

statement at the [edit routing-instances routing-instance-name protocols

l2vpn] or [edit protocols l2circuit neighbor neighbor-id interface

interface-name]hierarchy levelwhenyouconfigureCFMMEPs.Otherwise,

the CFM packets are not transmitted, and the show oam ethernet

connectivity-fault-managementmep-databasecommanddoesnotdisplay

any remote MEPs.

4. Specify the interface to which the MEP is attached. It can be a physical interface,

logical interface, or trunk interface. On MX Series routers, the MEP can be attached

to a specific VLAN of a trunk interface.

[edit protocols oam ethernet connectivity-fault-managementmaintenance-domain
domain-namemaintenance-associationma-namemepmep-id]

user@host# set interface interface-name
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5. Specify the IEEE 802.1 priority bits that are used by continuity check and link trace

messages. You can specify a value from through 7 as the priority.

[edit protocols oam ethernet connectivity-fault-managementmaintenance-domain
domain-namemaintenance-associationma-namemepmep-id]

user@host# set priority number

6. Specify the lowest priority defect that generates a fault alarmwhenever CFM detects

adefect. Possible values include: all -defects, err-xcon,mac-rem-err-xcon, no-defect,

rem-err-xcon, and xcon.

[edit protocols oam ethernet connectivity-fault-managementmaintenance-domain
domain-namemaintenance-associationma-namemepmep-id]

user@host# set lowest-priority-defect mac-rem-err-xcon

7. Specify the ID of the remote MEP at the [edit protocols oam ethernet

connectivity-fault-managementmaintenance-domain domain-name

maintenance-associationma-namemepmep-id]. You can specify any value from 1

through 8191.

[edit protocols oam ethernet connectivity-fault-managementmaintenance-domain
domain-namemaintenance-associationma-namemepmep-id]

user@host# set remote-mepmep-id

See Also auto-discovery•

• direction

• lowest-priority-defect

• priority

Configuring a remoteMaintenance Association End Point (MEP)

To configure a remote maintenance association end point:

1. Configure the remoteMEPbyspecifying theMEP IDat the [editprotocolsoamethernet

connectivity-fault-managementmaintenance-domain domain-name

maintenance-associationma-namemepmep-id]. You can specify any value from 1

through 8191.

[edit protocols oam ethernet connectivity-fault-managementmaintenance-domain
domain-namemaintenance-associationma-namemepmep-id]

user@host# edit remote-mepmep-id

2. Specify the name of the action profile to be used for the remoteMEP by including the

action-profile profile-name statement at the [edit protocols oam ethernet

connectivity-fault-managementmaintenance-domain domain-name

maintenance-associationma-namemepmep-id remote-mep remote-mep-id]. The

profile must be defined at the [edit protocols oam ethernet

connectivity-fault-management] hierarchy level.
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[edit protocols oam ethernet connectivity-fault-managementmaintenance-domain
domain-namemaintenance-associationma-namemepmep-id remote-mep
remote-mep-id]

user@host# set action-profile profile-name

3. Configure the remote MEP to detect initial loss of connectivity. By default, the MEP

does not generate loss-of-continuity (LOC) defect messages. When you configure

thedetect-loc statement, a loss-of-continuity (LOC)defect is detected if no continuity

check message is received from the remote MEPwithin a period equal to 3.5 times

the continuity check interval configured for the maintenance association. If a LOC

defect is detected, a syslog error message is generated.

NOTE: When you configure connectivity-faultmanagement (CFM) along
with detect-loc, any action-profile configured to bring down the interface

is executed if continuity checkmessage is not received . However, the
action-profile is not executed if you have not configured detect-loc and

continuity checkmessage is not received.

[edit protocols oam ethernet connectivity-fault-managementmaintenance-domain
domain-namemaintenance-associationma-namemepmep-id remote-mep
remote-mep-id]

user@host# set detect-loc

See Also action-profile•

• detect-loc

• remote-mep

Release History Table DescriptionRelease

Startingwith JunosOSRelease 12.3, for all interfaces configured onModular Port
Concentrators (MPCs) on MX Series 3D Universal Edge Routers, you no longer
need toconfigure theno-control-word statement for all Layer 2VPNsandLayer
2 circuits over which you are running CFMMEPs.

12.3

Related
Documentation

• connectivity-fault-management

• IEEE 802.1ag OAM Connectivity Fault Management Overview

• Configuring a CFM Action Profile to Specify CFM Actions for CFM Events

• Configuring Port Status TLV and Interface Status TLV

• Configuring MAC Flush Message Processing in CET Mode

• Configuring M120 and MX Series Routers for CCC Encapsulated Packets

• Configuring Rate Limiting of Ethernet OAMMessages

• Configuring Service Protection for VPWS over MPLS Using the MEP Interface
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PART 3

Configuring Group VPNs

• Configuring Group VPNv2 on page 201
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CHAPTER 16

Configuring Group VPNv2

• Group VPNv2 Overview on page 201

• Configuring Group VPNs in Group VPNv2 on Routing Devices on page 221

• Use Case for Configuring Group VPNv2 on page 224

• Example: Configuring Group VPNs in Group VPNv2 on Routing Devices on page 225

Group VPNv2 Overview

• Group VPNv2 Technology Overview on page 201

• Group VPNv2 Implementation Overview on page 209

Group VPNv2 Technology Overview

NOTE: GroupVPNv2 is thenameof theGroupVPNtechnologyonMX5,MX10,
MX40, MX80, MX104, MX240, MX480, andMX960 routers. Group VPNv2 is
different from the Group VPN technology implemented on SRX Security
Gateways. The termGroup VPN is sometimes used in this document to refer
to the technology in general, not to the SRX technology.

For more information about Group VPN on SRX Security Gateway devices,
seeGroup VPNv2 Overview.

This section explains the technological concepts of Group VPNv2.

• Understanding Group VPNv2 on page 202

• Group VPNv2 and Standard IPsec VPN on page 202

• Understanding the GDOI Protocol on page 204

• GDOI Protocol and Group VPNv2 on page 206

• Group VPNv2 Traffic on page 207

• Group Security Association on page 207

• Group Controller/Key Server on page 207

• Group Member on page 208
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• Anti-Replay Protection for Group VPNv2 Traffic on page 208

• Partial Fail-Open on MX Series Member Routers on page 208

Understanding Group VPNv2

Starting in Junos OS Release 15.1, Junos OS supports Group VPNv2. Group VPNv2 is a

category of VPN that eliminates the need for point-to-point VPN tunnels in a mesh

architecture. It is a set of features that are necessary to secure unicast traffic over a

privateWAN that originates on or flows through a router.

Group VPNv2 introduces the concept of a trusted group to eliminate point-to-point

tunnels and their associatedoverlay routing.All groupmembers shareacommonsecurity

association (SA), also known as a group SA. This enables groupmembers to decrypt

traffic that was encrypted by any other groupmember.

Group VPNv2 provides the following advantages:

• Provides data security and transport authentication, helping to meet security

compliance and internal regulation by encrypting all WAN traffic.

• Enables high-scale network meshes and eliminates complex peer-to-peer key

management with group encryption keys.

• Reduces the number of endpoint changes that need to bemade due to groupmember

change or policy change.

• Maintains network intelligence such as full-mesh connectivity, natural routing path,

and quality of service (QoS) in MPLS networks.

• Grants authenticatedmembership control with a centralized key server.

• Allows encryption and decryption of traffic among all groupmembers defined in the

group policy.

• Helps to ensure low latency and jitter by enabling full-time, direct communications

between sites, without requiring transport through a central hub.

• Reduces traffic loads on customer premises equipment (CPE) and provider edge (PE)

encryption devices by using the core network for traffic replication, avoiding packet

replication at each individual peer site.

Group VPNv2 and Standard IPsec VPN

Group VPNv2 is built on standards-based technologies that integrate routing and

encryption together in the network. An IPsec security SA is a unidirectional agreement

betweenVPNparticipants that defines the rules touse for authenticationandencryption

algorithms, key exchangemechanisms, and secure communications.

Traditional IPsec VPN deployments tackle the problem of securing traffic between

gateways in thenetworkbycreatinganoverlaynetworkbasedon theuseofpoint-to-point

tunnels. Traffic carried over these tunnels is normally encrypted and authenticated in

order to provide data integrity and confidentiality. Secure groupmembers are managed

through the Group Domain of Interpretation protocol (GDOI). The GDOI solution takes

a different approach by disassociating the encryption and authentication problem from
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the transport. By doing this, GDOI-based solutions provide a way to encrypt

branch-to-branch communications without the need to configure branch-to-branch

tunnels.

With current VPN implementations, the SA is a point-to-point tunnel between two end

points. Group VPNv2 extends the IPsec architecture to support SAs that are shared by

a group of routers (see Figure 15 on page 203). A key server distributes keys and policies

to all registered and authenticatedmember routers. By distributing policies from a

centralized point and by sharing the same group security association (the entire group

has a single Phase 2 SA) with authenticated groupmembers, key distribution and

management are greatly simplified.

Figure 15: Standard IPsec VPN and Group VPNv2
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Group VPNv2 is a client/server architecture. All members have a unique Phase 1 IKE SA

with the key server. Hence, if there are nmembers, there is a total of n Phase 1 IKE SAs.

However, the entire group shares a single Phase 2 SA.

In traditional IPsec, the tunnel endpoint addresses are used as a new packet source and

destination. The packet is then routed over the IP infrastructure, using the encrypting end

point source IP address and the decrypting end point destination IP address. In the case

ofGroupVPN, IPsec-protecteddatapackets preserve theoriginal sourceanddestination

addresses of the host in the outer IP header in order to preserve the IP address. This is

known as tunnel header preservation. The biggest advantages of tunnel header

preservation is theability to route encryptedpackets using theunderlyingnetwork routing

infrastructure.

Table 8: Group VPN vs Traditional Point-to-Point IPsec

Group VPNTraditional Point-to-Point IPsec TunnelsFeature

Single SA and key pair used for the
entire any-to-any group. Reduced
management and configuration
complexity.

IKE/IPsec tunnels between each pair of peers increases
management and configuration complexity.

Scalability

Scales well due to the use of GDOI
and shared SA within the group.

Cannotbedone toscaledue tomanagementandconfiguration
complexity.

Any-to-any instant
connectivity

No overlays-native routing.Requires overlay routing.Overlay routing

Keeps original IP header on IPsec
packet. Preserves advanced QoS
capabilities. Will not work in NAT
environments.

New IP Header added to original packet results in limited
advanced quality of service (QoS). Will work in NAT
environments.

IP Header Preservation

Understanding the GDOI Protocol

The Group Domain of Interpretation (GDOI) protocol described in RFC 6407 is used to

distribute a set of cryptographic keys and policies to a group of devices. GDOI is defined

as the Internet Security Association Key Management Protocol (ISAKMP) Domain of

Interpretation (DOI) for group key management. In a groupmanagement model, the

GDOI protocol operates between a groupmember and a group controller or key server

(GC/KS) andmanages group security associations and group-keys for a set of security

participants. The ISAKMP defines two phases of negotiation. GDOI is a Phase 2 protocol

protected by a Phase 1 ISAKMP security association. IKEv1 is specified in RFC 6407 as a

Phase 1 protocol.

GDOI introduces two different encryption keys:

• Key encryption key (KEK)—Used to secure the control plane. KEK is the name of the

key used by the groupmembers to decrypt rekey messages from the GC/KS. This key

is part of the Security Association Key Encryption Key (SAK).

• Traffic encryption key (TEK)—Used to secure the data plane. TEK is the name of the

key used by the groupmembers to encrypt or decrypt communication between other
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groupmembers. This key is part of the Security Association Transport Encryption Key

(SA TEK).

As with standard IPsec, all keys have a lifetime and have to be rekeyed. The keys

distributed through GDOI are group keys and are used by the entire group.

The groupSAs and keymanagement are handled through two types of GDOI exchanges:

• groupkey-pull—This exchange allows amember to request SAs and keys shared by

the group from the server.

In the pull method, the groupmember requests the group SA and policy from the key

server. This request is protected over the IKE SA.

The groupkey-pull is the first exchange in the GDOI protocol and is used for group

member registrationwith theGC/KS.Thegroupmember specifies thegroupwithwhich

itwants to register, and theGC/KSsendsall necessary groupSAsandkeys to thegroup

member if the member is authorized to join the group. The complete exchange is

secured by a Phase 1 SA (IKEv1 SA), which is established with IKEv1 before the

groupkey-pull exchange begins. The groupkey-pull is part of Phase 2 of the GDOI

protocol.

• groupkey-push—This exchange is a single rekeymessage that allows the server to send

group SAs and keys to members before existing group SAs expire. Rekey messages

are unsolicited messages sent from the server to members.

The groupkey-push is the second exchange in the GDOI protocol and is initiated by the

GC/KStoall registeredmembersof thegroup.Table9onpage205showsthepayloads

that the MX Series groupmember expects to receive in groupkey-pushmessages.

Table 9: groupkey-pushMessage Payloads

DescriptionPayload

A GAP payload allows for the distribution of group-wide policy, such as
instructions as to when to activate and deactivate SAs. This payload contains
values for activation time delay (ATD) and deactivation time delay (DTD) for
the traffic encryption key (TEK) as well as IP-Delivery Delayed Detection
Protocol window type and window size for the IPsec traffic.

group associated policy (GAP)

Traffic selectors.SecurityAssociationTransportEncryptionKey
(SA TEK)

The security association (SA) for the key encryption key (KEK). Also known as
SA KEK.

NOTE: groupkey-pushmessages that do not include the optional payloads are
still valid messages.

Security Association Key Encryption Key
(SAK) (Optional)

Key for encrypting the data traffic between groupmembers.traffic encryption key (TEK) (Optional)

Used to protect the TEK.key encryption key (KEK) (Optional)
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The groupkey-push exchange is secured by an SA KEK (SAK), which is installed during

thegroupkey-pullexchange.Thegroupkey-push is part ofPhase2of theGDOIprotocol.

GDOI Protocol and Group VPNv2

Group VPNv2 is the name of the security technology implemented on the MX5, MX10,

MX40, MX240, MX480, MX960 routers from Juniper Networks. Group VPNv2 uses the

GDOI protocol (RFC 6407) as a base, in addition to other functionalities.

Group VPNv2 technology is based on the GDOI protocol to handle the most important

functionality. This protocol is specified in RFC 6407 and defines an ISAKMP Domain of

Interpretation (DOI) to manage group SAs and keys for a group of security participants.

Thus, allmembers of the group share identical information to encrypt and decrypt traffic

among each other. The creation, management, and distribution of group SAs and group

keys are centralized and performed by the GC/KS. Figure 16 on page 206 provides a brief

overview of the Group VPNv2 functionality using GDOI.

Figure 16: Group VPNv2 Using GDOI

The groupmembers use the Encapsulating Security Payload (ESP) protocol in tunnel

mode to secure the traffic. However, in GroupVPN the tunnelmode ismodified. Because

there is no direct association between the groupmembers, it is not necessary to use

special IP addresses in the outer IP header (that is, IP addresses of IPsec gateways).

Every groupmember candecrypt the traffic of every other groupmember. Thus, the inner

IP-Header is copied to the outer IP-Header, and the underlying routing infrastructure and

QoS infrastructure can be used. This feature is called Header Preservation and is shown

in Figure 17 on page 207.
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Figure 17: Header Preservation

To get group SAs and group keys, the groupmember must register with the GC/KS for a

specific group. The result is an IKEv1 SA, which is only needed to secure the registration

process.After the registration, thegroupmemberhasall the information tocommunicate

with the other groupmembers (SA TEK), as well as the information to successfully

decrypt the rekeying messages (SAK). The GC/KS sends out rekeying messages before

either the SA TEK or SAK lifetime expires. It is also possible to send an SA TEK update

as well as a SAK update in the same rekey message. The IKEv1 SA is no longer needed

and is deleted after the lifetime expires (no IKEv1-rekeying).

Group VPNv2 Traffic

Group VPNv2 traffic includes:

• Control-plane-traffic—Traffic from the groupmembers to the GC/KS in the Group

VPNv2 deployment with the GDOI protocol only.

• Data-plane-traffic—Traffic between the groupmembers in the Group VPNv2

deployment with the ESP protocol only which is already known from IPsec.

Group Security Association

Unlike traditional IPsec encryption solutions, Group VPN uses the concept of group

security association. A group SA is similar to an SA in terms of functionality. Group SAs

are shared among all groupmembers of a common GDOI group. All members in the

Group VPN group can communicate with each other using a common encryption policy

and a shared group SA. With a common encryption policy and a shared group SA, there

is no need to negotiate IPsec between groupmembers. This reduces the resource load

on the groupmembers. Traditional IPsec scalability issues (number of tunnels and

associated SAs) do not apply to Group VPN groupmembers.

Group Controller/Key Server

A group controller or key server (GC/KS) is a device used for creating andmaintaining

the Group VPNv2 control plane. It is responsible for creation and distribution of group

SAsandgroup keys. All information thegroupmembers need to communicatewith other

groupmembers is provided by the GC/KS. All encryption policies, such as interesting

traffic, encryption protocols, security association, rekey timers, and so on, are centrally

defined on the GC/KS and are pushed down to all groupmembers at registration time.

Groupmembers authenticate with the GC/KS using IKE Phase 1 and then download the

encryption policies and keys required for Group VPN operation. The GC/KS is also

responsible for refreshing and distributing the keys.

207Copyright © 2018, Juniper Networks, Inc.

Chapter 16: Configuring Group VPNv2



NOTE: The GC/KS functionality is not supported onMX Series routers. The
MX Series routers that are configured as groupmembers can connect with
Cisco GC/KS only. There is no support for MX Series groupmembers to
interact with the Juniper Networks SRX Series acting as GC/KS. See
Table 12 on page 220 for compatibility between the various types of group
members and GC/KSs.

GroupMember

A groupmember is an IPsec endpoint device used for the traffic encryption process and

is responsible for the actual encryption and decryption of data traffic. A groupmember

is configured with IKE Phase 1 parameters and GC/KS information. Encryption policies

are defined centrally on the GC/KS and downloaded to the groupmember at the time

of successful registration. Each groupmember then determines whether incoming and

outgoing traffic should be decrypted or encrypted (using its SA) based on its group

membership.

From a functionality point of view, a groupmember is similar to an IPsec gateway.

However, the SAs in normal IPsec exist between two IPsec gateways. In GDOI, the group

member registers with the GC/KS in order to participate in the Group VPN. During

registration, the groupmember provides the group ID to the GC/KS to get the respective

policies, SAs, and keys needed for this group. Rekeying is accomplished by the group

members through the groupkey-pullmethod (re-registration) or by the GC/KS through

the groupkey-pushmethod.

Anti-Replay Protection for Group VPNv2 Traffic

SinceGroupVPNcommunication is essentially any-to-anycommunicationover thesame

shared security association, theuseof sequencenumbers for anti-replayprotectiondoes

notwork. Because of this, JunosOSsupports an IETFdraft specification for a time-based

anti-replay mechanism, draft-weis-delay-detection-01. It is available at

http://tools.ietf.org/html/draft-weis-delay-detection-01 .

To implement this feature, MX Series member routers make use of a new IP Delivery

Delay Detection Protocol time-stamp header within the packet. See “Implementing IP

Delivery Delay Detection Protocol (Time-BasedAnti-Replay Protection)” on page 215 for

details.

Partial Fail-Open onMX Series Member Routers

Groupmembers in a Group VPN rely on the GC/KS to generate keying material for the

shared SA. Therefore, connectivity between the groupmembers and GC/KSs is required

to initially protect traffic and to continually protect traffic over rekey events. In the event

ofcommunication failurebetween thegroupmemberandtheGC/KS, thedefaultbehavior

of the groupmembers is to stop forwarding traffic. This is known as fail-closed.

A nondefault configuration option is available to permit some specifically defined traffic

to flowthrough thegroupmemberwithoutbeingencrypteduntil such timeas themember

is able to contact theGC/KSand retrieve the active SA. This is knownas partial fail-open.

Copyright © 2018, Juniper Networks, Inc.208

Layer 2 VPNs and VPLS Feature Guide for Routing Devices

http://tools.ietf.org/html/draft-weis-delay-detection-01


The partial fail-open feature requires a policy configuration option that creates a rule on

the applicable MX Series groupmember for a particular Group VPNv2 defined by source

and destination addresses. This fail-open rule is active only when group SA is in disabled

state because of connectivity failurewith the key server. Traffic thatwould normally pass

through the Group VPN but does notmatch the fail-open rule is dropped. More than one

fail-open rule canbedefined for theGroupVPNobject. If no fail-open rulesare configured,

then the fail-open feature is disabled.

Group VPNv2 Implementation Overview

This section explains the Juniper Networks solution for implementing Group VPNv2.

• Enabling Group VPNv2 on page 209

• Registering a Group Member on page 210

• Rekeying a Group Member (groupkey-push Method) on page 211

• Rekeying a Group Member (groupkey-pull Method) on page 212

• Authenticating a Group Member on page 213

• Fragmenting Group VPNv2 Traffic on page 213

• Encrypting Group VPNv2 Traffic on page 214

• Decrypting Group VPNv2 Traffic on page 214

• Configuring a Routing Instance for Group VPNv2 on page 215

• Establishing Multiple Groups, Policies, and SAs on page 215

• Connecting with Multiple Cooperative GC/KSs on page 215

• Implementing IP Delivery Delay Detection Protocol (Time-Based Anti-Replay

Protection) on page 215

• Changing Group VPNv2 Configuration on page 216

• Bypassing Group VPNv2 Configuration on page 216

• Implementing Partial Fail-open on MX Series Member Routers on page 216

• Supported GDOI IPsec Parameters on page 217

• Supported GDOI IKEv1 Parameters on page 218

• Applying Dynamic Policies on page 219

• Supporting TOS and DSCP on page 219

• Interoperability of Group Members on page 219

• Group VPNv2 Limitations on page 220

Enabling Group VPNv2

A service set is used to enable Group VPNv2 on a particular interface on applicable MX

Series routers.

• Configuring the Service Set on page 210

• Applying the Service Set on page 210

• Packet Steering on page 210
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Configuring the Service Set

Group VPNv2 is configured inside a service set using the ipsec-group-vpn statement at

the [edit services service-set service-set-name] hierarchy level.

Sample Service Set Configuration

[edit services]
service-set service-set-name {
interface-service {
service-interface service-interface-name;

}
}
ipsec-group-vpn vpn-name;

NOTE:

• Only one groupmember can be configured per service set.

• Next-hop style service set is not supported with Group VPNv2.

Applying the Service Set

A service set is applied at the interface level.

Sample Applying Service Set Configuration

[edit interfaces]
interface-name {
unit 0 {
family inet {
service {
input {
service-set service-set-name;

}
output {
service-set service-set-name;

}
}
address 10.0.30.2/30;

}
}

}

Packet Steering

The interface-style service set configuration is used to steer traffic from the Packet

Forwarding Engine to thePIC. Packets received on an interfacewith a service set pointing

to the Group VPNv2 object are forwarded to the PIC by being injected into the

corresponding service interface.

Registering a GroupMember

The groupmember registration to the server starts when the ipsec-group-vpn statement

is configured for a service set and the service interface is up. When the service interface
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goes down, all group SAs associated with this interface are cleared, and no registration

is triggered for these Group VPNs until the interface comes up.

Groupmember registration involves establishing IKE SA with the GC/KS followed by a

groupkey-pull exchange to download the SAs and the traffic keys for the specified group

identifier.

NOTE: Junos OS does not support traffic-based SA negotiation triggering
for Group VPNs in Group VPNv2.

Rekeying a GroupMember (groupkey-pushMethod)

TheGC/KSwill send out a unicast groupkey-pushmessage to registered groupmembers

in order to:

• Send new key encryption keys (KEKs) or traffic encryption keys (TEKs).

The pushmessages can contain all or only some of the payload elements shown in

Table9onpage205.WhentheGAPpayloadcontainsbotholdSAsandnewreplacement

SAs, the groupmember router will apply the ATD and DTD values as a normal rekey

by means of push. If there is no ATD value in the update, the member router installs

the newSAs immediately. If there is noDTD value, the old SAswill remain in place until

their expiration.

• Update group associated policy (GAP) for an existing SA.

A GC/KS can send a unicast pushmessage to update the configuration to group

members at any time. The GAP payload can include configuration changes to the IP

DeliveryDelayDetectionProtocol, encryptionalgorithm, lifetime,andsoon.Theupdated

configuration is either applied immediately or with a delay. ATD and DTD values are

used toachieve the timing for theactivationof thenewTEKanddeletionof theexisting

TEK, respectively. If the existing TEK lifetime has to be reduced, then the DTD value is

set accordingly in the pushmessage. The new TEK in the pushmessage is activated

based on the ATD value in the payload.

• Send delete key notifications for TEK or KEK.

The GC/KS can send the optional delete notification payload in the pushmessage for

deleting keys and SAs on themember. The pushmessage contains the protocol ID

that indicates whether the delete notification is for TEK or KEK. The groupmember

router deletes the key based on the group ID and SPI value contained in the payload.

Deleting a specific TEK or KEK can be done with a delay value specified in the DTD

attribute. If the delay value is 0, and the payload contains a specific SPI, then the

matching TEK or KEK is deleted immediately. If all the TEKs or KEKs (or both) need to

be deleted in the group, then the SPI value is set to 0 for the corresponding protocol

ID in the payload.

• Remove amember router from the Group VPN in Group VPNv2.

The pushmessages are used to allow the GC/KS to delete members from the Group

VPN. Inonecase, theGC/KSsendsa rekeymessagewithonly theoldSAsandasmaller

DTD value. The groupmember router installs the new, smaller DTD value. Since it did
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not receive newSA keys, themember router tries to re-register using the groupkey-pull

method.This re-registrationattempt is rejectedby theGC/KS, thusdeleting themember

from the Group VPN. In the second case, the GC/KS sends a delete payload for the

SPI of the old SA. The groupmember router deletes the SA immediately and attempts

to re-register using the groupkey-pullmethod. This re-registration attempt is rejected

by the GC/KS, thus deleting the member from the Group VPN.

Registered MX Series groupmembers send a unicast PUSH ACKmessage back to the

GC/KS to acknowledge the receipt of the original pushmessage.

Rekeying a GroupMember (groupkey-pull Method)

Forgroupmember rekeying, using thegroupkey-pullmethod, thegroupmembers typically

re-register with the GC/KS when there is between 7 percent and 5 percent remaining in

the existing TEK or KEK soft lifetime. If the existing IKE SA is available, it is used in the

pull message. After the GC/KS responds with a new key, both the old key and the new

key can be used for decryption. However, the new key is not used for encryption until 30

seconds of lifetime of the old key is remaining. If the existing IKE SA is not available, the

pullmessage results in new IKEnegotiationsbetween thegroupmember and theGC/KS.

Upon receiving thepullmessage regardinga specificGroupVPN fromthegroupmember,

the GC/KS responds with all the TEKs and the KEK for that group.

If any existing SA is not included in the response from the GC/KS, then themissing SAs

are deleted by the groupmember.

Taking as an example, the GC/KS is configured with a lifetime of 3600 seconds and is

connected to one groupmember without retransmit. Based on the server configuration,

the GC/KS generates a new key when 10 percent of the lifetime is remaining. The group

member, however, re-registerswith theGC/KSwhen5percent to 7percentof the lifetime

is remaining.

Figure 18 on page 213 represents the rekeying process between the GC/KS and the group

member.
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Figure 18: GroupMember Rekeying

Authenticating a GroupMember

JunosOSdoesnotprovidepublic key infrastructure (PKI) support forGroupVPN inGroup

VPNv2. As a result, pre-shared keys are used for groupmember authentication.

Fragmenting Group VPNv2 Traffic

Because of the header preservation functionality and the usage of the underlying routing

infrastructure, it is necessary to fragment the packets before encryption occurs (if it

cannot be prevented).

Hence, pre-fragmentation is supported and is recommended for all deployments.

To avoid post-fragmentation, set the clear, set, and copy options for the DF bit in the

Group VPNv2 configuration.

Based on this flag setting, the IPsec header has either the df-bit set to clear, set, or copy

from the inner packet.
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NOTE: The DF bit has the clear option set as default.

Sample DF Bit Configuration

[edit]
security {
group-vpn {
member {
ipsec {
vpn group-vpn-name {
df-bit clear;

}
}

}
}

}

Encrypting Group VPNv2 Traffic

Groupmembers encrypt traffic based on the group SAs and keys provided by theGC/KS.

The Group VPNv2 encryption path is as follows:

1. Packet received by the Packet Forwarding Engine is checked against a flowmatch. If

a match is found, the packet is further processed and transmitted.

2. If amatch is not found, a rule lookup is performed. If amatch is found, a flow is created,

and the packet is further processed and transmitted.

3. If the rule lookup fails, the packet is dropped.

NOTE: Group SA is not triggered during packet processing.

Decrypting Group VPNv2 Traffic

After registration is successful andGroupVPNSAsare installed, anESPsession is created.

Group VPNv2 creates the ESP session with a zero source and destination IP. Because

the ESP session is already created at SA installation, packets are expected tomatch the

existing ESP session.

The Group VPNv2 decryption path is as follows:

1. Packet received by the Packet Forwarding Engine undergoes a fragmentation check.

If the packet is fragmented, it is assembled for further processing.

2. After packet assembling or if the packet is not fragmented, a zero source and

destination IP isused in the5-tupledecrypt flow lookup. If amatch is found, thepacket

is further processed and transmitted.

Copyright © 2018, Juniper Networks, Inc.214

Layer 2 VPNs and VPLS Feature Guide for Routing Devices



3. If the decrypt flow lookup fails, the packet is checked against an SPI flow with zero

source and destination IP.

4. If the SPI flow lookup fails, the packet is dropped.

5. If an SPI flowmatch is found, a decrypt flow is created to avoid the SPI flow lookup

for subsequent packets.

Configuring a Routing Instance for Group VPNv2

Routing instances are supported for both control and data traffic. To enable routing

instance support on control plane traffic for a groupmember to reach the GC/KS in a

given VRF routing instance, add the routing-instance statement at the [edit security

group-vpnmember ike gateway gateway-name local-address address] hierarchy level.

No additional CLI is required to support a routing instance for data-plane packets, as it

is determined based on themedia interface on which the service set is applied.

EstablishingMultiple Groups, Policies, and SAs

Junos OS provides support for one Group VPN per service set in Group VPNv2. However,

multiple service sets can be created to support multiple groups in a routing instance.

Multiple SAs can be configured per group. However, multiple policies for the same traffic

key/SPI is not supported. If the server sends two policies for the same TEK, then they

must bepaired tobeaccepted, for instance, A-BandB-A,whereAandBare IP addresses

or subnets. If multiple unpaired policies for a given TEK are received, registration fails

and a system logmessage is generated.

Connecting with Multiple Cooperative GC/KSs

For a groupmember to work with a GC/KS in the cooperative mode, the configuration is

extended to allow amaximum of four servers in the server list.

During rekeyingwhenusing thegroupkey-pullmethod, thegroupmember tries toconnect

to the GC/KS. When the connection to the GC/KS fails, the groupmember tries to

reconnect to theGC/KS.After three retrieswithan interval of 10 seconds, if theconnection

to the GC/KS is not restored, the groupmember tries to establish a connection with the

next available server on the server list. This process is repeated until the groupmember

connects to a GC/KS. During this time, the unexpired GDOI SAs on the groupmembers

are not cleaned up, so Group VPN traffic is not affected. The time gap between rekeying

and hard lifetime expiry provides sufficient time for the groupmembers to connect to

the next available server, in such cases.

Implementing IP Delivery Delay Detection Protocol (Time-Based Anti-Replay
Protection)

There is no configuration needed to implement the IP Delivery Delay Detection Protocol.

MXSeries groupmembers get the replaywindowsize to use as apart of theGAPpayload

in push or pullmessages from the key server. If the receivedwindow size is 0, time-based

anti-replay protection is disabled.
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If IP Delivery Delay Detection Protocol is enabled, the sender adds its current timestamp

and encrypts the packet. The receiver decrypts the packet and compares its current time

with the timestamp in thepacket.Packets that fall outsideof thewindowsizearedropped.

Because of this, all groupmembers should have their clocks synchronized usingNetwork

Time Protocol (NTP).

IPDeliveryDelayDetectionProtocol times aremeasured in seconds. See IPDeliveryDelay

Detection Protocol-draft-weis-delay-detection-01 for more information.

NOTE: All latency issues associated with NTP also apply within IP Delivery
Delay Detection Protocol. Thus, a minimumwindow size of 1 second is
recommended.

Changing Group VPNv2 Configuration

Most Group VPNv2 configuration changes result in deleting both existing SAs and

re-registration. This triggers both phase 1 and SA download with new traffic keys.

Bypassing Group VPNv2 Configuration

If certain traffic like a routing protocol needs to bypass a Group VPN in Group VPNv2, a

service filter needs to be configured on the interface on which the service set is applied.

Packetsmatching the service filter do not come to the PIC for service processing and are

directly forwarded to the Routing Engine.

Sample Service Set Filter Configuration

[edit interfaces]
interface-name {
unit 0 {
family inet {
service {
input {
service-set service-set-name service-filter filter-name;

}
output {
service-set service-set-name service-filter filter-name;

}
}

}
}

}

Implementing Partial Fail-open onMX Series Member Routers

By default, packets are dropped if a groupmember router is unable to get SAs from the

GC/KS due to loss of connectivity. If you want to allow some traffic to pass unencrypted

in the event of a communication failure between the groupmember and the GC/KS, you

mustconfigurea fail-open ruleat the [editsecuritygroup-vpnmember ipsecvpnvpn-name]

hierarchy level.
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Fail-open ruleswill be applied to the traffic only in the event of loss of server connectivity.

Fail-open rules will be deactivated once connectivity is restored and keys are received

from the GC/KS.

Sample Fail-Open Rule Configuration

[edit security group-vpnmember ipsec vpn vpn-name]
fail-open {
rule rule-name{
source-address source-ip-address
destination-address destination-ip-address}

}
}

Amaximum of 10 fail-open rules can be configured for any given group.

Supported GDOI IPsec Parameters

Every GDOI group has a unique ID. It is used as a common base between GC/KS and the

groupmember to communicate about group SAs and group keys.

During the registration process, the GC/KS sends Security Association Transport

Encryption Keys (SA TEKs) to the groupmembers. All parameters regarding the whole

group security policy are configured on the GC/KS. The SA TEK is used by the group

members to protect the traffic exchangedamongeachother. Table 10onpage 217 shows

the parameters of the SA TEK.

Table 10: SA TEK Parameters

Supported ValuesParameters

• DES-CBC

• 3DES-CBC

• AES-CBC 128

• AES-CBC 192

• AES-CBC 256

Encryption

• HMAC-MD5-96

• HMAC-SHA1-96

• HMAC-SHA-256-128

Integrity

Any supported valueLifetime

Besides thecryptographicalgorithms, the traffic,which shouldbeencryptedby thegroup

members, is part of the SA TEK policy (traffic selector).
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The following statements can be used on a Juniper Networks groupmember. Thus, the

addresses have to be specified under the IKE hierarchy level. The enumeration is also

prioritized. Thus, in the following example configuration, KS1 is contacted before KS2.

Sample GDOI IPsec Parameters Configuration

[edit security]
group-vpn {
member {
ike {
gateway gateway-name {
ike-policy policy-name;
server-address <IP_KS1> <IP_KS2> <IP_KS3> <IP_KS4>;
local-address <IP_GM> routing-instance routing-instance-name;

}
}
ipsec {
vpn vpn-group-name {
ike-gateway gateway-name;
fail-open {
rule rule-name {
source-address 198.51.100.1/24
destination-address 192.0.2.1/24
}

}
group group-ID;
match-direction output;

}
}

}
}

Supported GDOI IKEv1 Parameters

The groupmembers use only IKEv1 during the registration process in the Group VPNv2

environment. Table 11 on page 218 provides an overview of the defined parameters of the

IKEv1 SA.

Table 11: IKEv1 SA Parameters of GroupMember

Supported ValuesParameter

• DES-CBC

• 3DES-CBC

• AES-CBC 128

• AES-CBC 192

• AES-CBC 256

Encryption

Pre-shared key (minimum 20 signs)Authentication

• MD5

• SHA1

• SHA256

Integrity
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Table 11: IKEv1 SA Parameters of GroupMember (continued)

Supported ValuesParameter

• Group 1

• Group 2

• Group 5

• Group 14

Diffie-Hellman Group

Any supported valueLifetime

The above-mentioned IKEv1 standards are configured as follows:

Sample IKEv1 Configuration

[edit security]
group-vpn {
member {
ike {
proposal proposal-name {
authentication-algorithm sha1;
authentication-method pre-shared-keys;
dh-group group5;
encryption-algorithm aes-128-cbc;
lifetime-seconds 3600;

}
policy policy-name {
modemain;
proposals proposal-name;
pre-shared-key ascii-text "SECRET DATA";

}
}

}
}

Applying Dynamic Policies

The inputandoutputoptionsunder the ipsec-group-vpnstatementspecify if thedynamic

policies received from the server are used when the interface on which the service set is

applied is the incoming or outgoing interface. This provides flexibility to specify different

rules in the incoming and outgoing directions.

Supporting TOS and DSCP

Type of service (TOS) and DiffServ Code Points (DSCP) bits are copied from the inner

packet to the ESP packet.

Interoperability of GroupMembers

Cisco’s implementation of GDOI is called Group Encryption Transport (GET) VPN.While

Group VPNv2 in Junos OS and Cisco's GET VPN are both based on RFC 6407, The Group

Domain of Interpretation, there are some implementation differences that you need to

beawareofwhendeployingGDOI inanetworkingenvironment that includesboth Juniper
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Networks security and routing devices and Cisco routers. For more information, see the

current Junos OS release notes.

Group VPNv2 interoperability is as follows:

• Junos OS provides interoperability support with Cisco IOS GC/KS support.

• Junos OS does not provide support for Group VPNv2 interoperability with the SRX

Series Group VPN server.

Table 12: Group VPNv2 Interoperability

Cisco GC/KSSRX GC/KS
Cisco Group
Member

MX Group VPNv2
Member

SRX Group
MemberGroupMember

YesNoYesYesNoMX Group VPNv2 Member

YesYesNoNoYesSRX Group Member

Junos OS does not support the deny policy used on a Cisco GC/SK server to add an

exception to the group policy. As a workaround, this can be done by configuring firewall

rules on an MX Series groupmember. Also, Junos OS groupmembers can work with the

deny policy by not failing the negotiation and simply ignoring the contents. This allows

systemadministrators to easilymanage networkswhere both Cisco groupmembers and

Junos OS groupmembers co-exist.

Group VPNv2 Limitations

Junos OS Group VPNv2 does not provide support for the following:

• Multicast pushmessages

• Multicast traffic

• GDOI SNMPMIBs

• Protocol and port in the policies sent by the server. The groupmember honors only the

IP address/subnet specified in the policy.

• Multiple unpaired policies for the same traffic key/SPI

• Overlapping of both local and remote IP across routing instances in an IKE gateway

configuration

• Overlapping Group VPNv2 policies that can result in mismatched SAs

• IPv6 for control and data traffic

• Co-existence of IPsec and Group VPN on the same service set

• Co-existence of services like NAT and ALG on the same service set. NAT and Group

VPN can co-exist on different service sets. However, they cannot co-exist on the same

service set.

• Site To Site (S2S) VPN and dynamic end point (DEP) VPN can co-exist with Group

VPN on different service sets. However, they cannot co-exist on the same service set.

Copyright © 2018, Juniper Networks, Inc.220

Layer 2 VPNs and VPLS Feature Guide for Routing Devices



• Multiple groups on same service set

• Groupmember support with SRX Series GC/KS

• Groupmember support with SRX Series groupmember

• Logical Key Hierarchy (LKH)

• Graceful restart

• High availability

• Unified ISSU

• PKI support for authentication

• AMS interface and load-balancing support

Release History Table DescriptionRelease

Starting in Junos OS Release 15.1, Junos OS supports Group VPNv2.15.1

Related
Documentation

Example: Configuring Group VPNs in Group VPNv2 on Routing Devices on page 225•

Configuring Group VPNs in Group VPNv2 on Routing Devices

You can configure an MX Series router with MS-MIC-16G and MS-MPC-PIC line cards to

provide the Group VPNv2member functionality support with one or more Cisco group

controllers or key servers (GC/KSs). The groupmembers can connect to amaximum of

four Cisco GC/KSs with minimum interoperability with the cooperative servers.

The Group VPNv2 feature also provides system logging support for the Group VPNv2

functionality, and routing instance support for both control and data traffic.

Before you begin:

1. Configure the routers for network communication.

2. Configure the Cisco GC/KS.

3. Configure the groupmember device interfaces.

4. Configure a static route to reach the group server.

To configure a Group VPNv2member, complete the following tasks:

1. In configuration mode, go to the following hierarchy level:

[edit]
user@GM1# edit security

2. Define the IKE proposal.

[edit security]

221Copyright © 2018, Juniper Networks, Inc.

Chapter 16: Configuring Group VPNv2



user@GM1# set group-vpnmember ike proposal proposal-name

3. Configure the Phase 1 SA for the IKE proposal.

[edit security]
user@GM1#setgroup-vpnmember ikeproposalproposal-nameauthentication-method
pre-shared-keys

user@GM1# set group-vpnmember ike proposal proposal-name dh-group group
user@GM1# set group-vpnmember ike proposal proposal-name
authentication-algorithm sha1

user@GM1#setgroup-vpnmember ikeproposalproposal-nameencryption-algorithm
3des-cbc

4. Define the IKE policy.

[edit security]
user@GM1# set group-vpnmember ike policy policy-namemodemain
user@GM1# set group-vpnmember ike policy policy-name proposals proposal-name
user@GM1# set group-vpnmember ike policy policy-name pre-shared-key ascii-text
text

5. Set the remote gateways for the IKE gateway group.

[edit security]
user@GM1# set group-vpnmember ike gateway gateway-group-name ike-policy
policy-name

user@GM1# set group-vpnmember ike gateway gateway-group-name server-address
server-IP-address

user@GM1# set group-vpnmember ike gateway gateway-group-name local-address
server-facing-interface-IP-address

NOTE: Toconfigureagroupmember toconnect tomultiplegroupservers,
add the IP address of all the servers to the remote IKE gateway group
configuration.

For example,

[edit security]
user@GM1# set group-vpnmember ike gateway gw-group1 server-address
203.0.113.0

user@GM1# set group-vpnmember ike gateway gw-group1 server-address
203.0.113.1

6. Configure the group identifier and IKE gateway for the remote gateway group.

[edit security]
user@GM1# set group-vpnmember ipsec vpn vpn-name ike-gateway
gateway-group-name

user@GM1# set group-vpnmember ipsec vpn vpn-name group group-ID
user@GM1# set group-vpnmember ipsec vpn vpn-namematch-direction output

7. In configuration mode, go to the following hierarchy level:
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[edit]
user@GM1# edit services

8. Configure the service set for the remote gateway group.

[edit services]
user@GM1# set service-set service-set-name interface-service service-interface
service-interface

user@GM1# set service-set service-set-name ipsec-group-vpn vpn-name

NOTE: The service set has to be applied on the interface connecting to
the other groupmember.

For example:

[edit interfaces]
user@GM1# set xe-0/3/1 unit 1 family inet service input service-set
gvpn-service-set

user@GM1# set xe-0/3/1 unit 1 family inet service output service-set
gvpn-service-set

9. Verify and commit the configuration.

For example:

[edit security]
user@GM1# setgroup-vpnmember ikeproposal ike-proposal authentication-method
pre-shared-keys

user@GM1# set group-vpnmember ike proposal ike-proposal dh-group group2
user@GM1#setgroup-vpnmember ikeproposal ike-proposalauthentication-algorithm
sha1

user@GM1# set group-vpnmember ike proposal ike-proposal encryption-algorithm
3des-cbc

user@GM1# set group-vpnmember ike policy ike-policymodemain
user@GM1# set group-vpnmember ike policy ike-policy proposals ike-proposal
user@GM1# set group-vpnmember ike policy ike-policy pre-shared-key ascii-text
""$9$QEni3/t1RSM87uO87-V4oz36"

user@GM1# set group-vpnmember ike gateway gw-group1 ike-policy ike-policy
user@GM1#setgroup-vpnmember ikegatewaygw-group1server-address203.0.113.0
user@GM1# set group-vpnmember ike gateway gw-group1 local-address 192.0.2.0
user@GM1# set group-vpnmember ipsec vpn vpn-group1 ike-gateway gw-group1
user@GM1# set group-vpnmember ipsec vpn vpn-group1 group 1
user@GM1# set group-vpnmember ipsec vpn vpn-group1match-direction output

[edit services]
user@GM1# set service-set gvpn-service-set interface-service service-interface
ms-4/0/0.1

user@GM1# set service-set gvpn-service-set ipsec-group-vpn vpn-group1

[edit]
user@GM1# commit
commit complete
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Related
Documentation

Example: Configuring Group VPNs in Group VPNv2 on Routing Devices on page 225•

Use Case for Configuring Group VPNv2

NOTE: GroupVPNv2 is thenameof theGroupVPNtechnologyonMX5,MX10,
MX40, MX80, MX104, MX240, MX480, andMX960 routers. Group VPNv2 is
different from the Group VPN technology implemented on SRX Security
Gateways. The termGroup VPN is sometimes used in this document to refer
to the technology in general, not to the SRX technology.

Today’s networks support critical applications such as distributed computing, voice, and

video over IP, which all require real-time branch-to-branch communication. With the

increasing use of applications that are highly sensitive to latency and other delays,

enterprise networks are tending towardmeshed configurations where remote sites are

directly connected toeachother rather than throughacentral site. Toprovide the required

infrastructure for supporting such applications and technologies, large service provider

and enterprise networks implement any-to-any connectivity through IP VPNs andMPLS

networks.

Although IP VPN and MPLS services separate enterprise traffic from the public Internet

to provide security, there is an increasing need for enterprises to also encrypt private

WANs that are built using service provider networks such as BGP over MPLS. In recent

years, government regulations, suchas theHealth InsurancePortability andAccountability

Act (HIPAA),Gramm-Leach-BlileyAct (GLBA), andPaymentCard IndustryDataSecurity

Standard (PCI DSS), mandate encryption even over private IP networks.

Hub and spoke VPNs solve the problem of secure communication for enterpriseWANs

over the public Internet. For private IP and MPLS networks, Group VPNv2 addresses the

above-mentioned issues across multiple sites using a group IPsec security paradigm.

Group VPNv2 on certain MX Series routers with MS-MIC-16G or MS-MPC-PIC line cards

provides tunnel-less any-to-any encryption between devices in a private IP and MPLS

network. Each device is a groupmember, using the same IPsec security association (SA)

pair and keys provided by one or more Cisco Group Controllers or Key Servers (GC/KS).

Group VPNv2 is manageable and scalable. It provides any-to-any encrypted

communication by replacing statically configured pair-wise IKE connections per peer

with a dynamic group key management system. By providing encryption across private

IP and MPLS networks, the Group VPNv2 implementation simplifies the management

of secure branch-to-branch communication.

In addition to simplified key management, reduced latency, and improved any-to-any

connectivity capabilities, Group VPNv2 also provides encryption for all WAN traffic,

providing security compliance for internal governance and regulations.

Configuring Group VPNv2 provides an innovative and scalable solution to protect

enterprise traffic as it passes through themeshed privateWAN. Group VPNv2 optimizes

networkutilizationandprovides increased revenuebymaintaining full-meshconnectivity
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and routing paths with existing MPLS backbones, eliminating the management and

performance cost of a traditional full-mesh VPN network.

Related
Documentation

Group VPNv2 Overview on page 201•

• Example: Configuring Group VPNs in Group VPNv2 on Routing Devices on page 225

Example: Configuring Group VPNs in Group VPNv2 on Routing Devices

NOTE: GroupVPNv2 is thenameof theGroupVPNtechnologyonMX5,MX10,
MX40, MX80, MX104, MX240, MX480, andMX960 routers. Group VPNv2 is
different from the Group VPN technology implemented on SRX Security
Gateways. The termGroup VPN is sometimes used in this document to refer
to the technology in general, not to the SRX technology.

This example shows how to configure Group VPNs in Group VPNv2 to extend the IP

Security (IPsec) architecture to support group security associations (GSAs) that are

shared by a group of routers.

• Requirements on page 225

• Overview on page 225

• Configuration on page 227

• Verification on page 235

• Troubleshooting on page 238

Requirements

This example uses the following hardware and software components:

• TwoMXSeries 3DUniversal EdgeRouterswithMS-MIC-16GorMS-MPC-PIC line cards

• Reachability to one or more Cisco Group Controllers or Key Servers (GC/KS)

• Junos OS Release 14.1 or later running on the MX Series routers

Before you begin:

1. Configure the routers for network communication.

2. Configure the Cisco GC/KS.

3. Configure the groupmember device interfaces.

Overview

Startingwith JunosOSRelease 14.1,MXSeries routerswithMS-MIC-16GandMS-MPC-PIC

linecardsprovide theGroupVPNv2member functionality supportwithoneormoreCisco

Group Controllers or Key Servers (GC/KS). The groupmembers can connect to a
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maximum of four Cisco GC/KSs with minimum interoperability with the cooperative

servers.

This feature also provides system logging support for Group VPNv2 functionality, and

routing instance support for both control and data traffic.

Topology

In Figure 19 onpage 226, aGroupVPN is configured between aCisco group server, GC/KS

– and two groupmembers, GM1 and GM2. The groupmembers are connected to host

devices.

In Figure 20 on page 226, a Group VPN is configured betweenGM1 andGM2, andGC/KS1

and GC/KS2 are the primary and secondary group servers, respectively.

Figure 19: Group VPNwith Single GC/KS

Figure 20: Group VPNwithMultiple GC/KS
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Configuration

• Configuring Group VPNv2 with a Single GC/KS on page 227

• Configuring Group VPNv2 with Multiple GC/KS on page 231

Configuring Group VPNv2with a Single GC/KS

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,

and then commit the configuration.

GM1 set interfacesms-4/0/0 unit 1 family inet
set interfaces ge-0/1/9 vlan-tagging
set interfaces ge-0/1/9 unit 1 vlan-id 11
set interfaces ge-0/1/9 unit 1 family inet address 198.51.100.0/24
set interfaces xe-0/3/1 vlan-tagging
set interfaces xe-0/3/1 unit 1 vlan-id 1
set interfaces xe-0/3/1 unit 1 family inet service input service-set gvpn-service-set
set interfaces xe-0/3/1 unit 1 family inet service output service-set gvpn-service-set
set interfaces xe-0/3/1 unit 1 family inet address 10.0.1.2/24
set interfaces xe-4/3/1 unit 0 family inet address 203.0.113.1/24
set routing-options static route 192.0.2.0/24 next-hop 198.51.100.2
set routing-options static route 203.0.113.0/24 next-hop 10.0.1.1
set security group-vpnmember ike proposal ike-proposal authentication-method
pre-shared-keys

set security group-vpnmember ike proposal ike-proposal dh-group group2
set security group-vpnmember ike proposal ike-proposal authentication-algorithm sha1
setsecuritygroup-vpnmember ikeproposal ike-proposalencryption-algorithm3des-cbc
set security group-vpnmember ike policy ike-policymodemain
set security group-vpnmember ike policy ike-policy proposals ike-proposal
set security group-vpnmember ike policy ike-policy pre-shared-key ascii-text
""$9$QEni3/t1RSM87uO87-V4oz36"

set security group-vpnmember ike gateway gw-group1 ike-policy ike-policy
set security group-vpnmember ike gateway gw-group1 server-address 192.0.2.0
set security group-vpnmember ike gateway gw-group1 local-address 198.51.100.0
set security group-vpnmember ipsec vpn vpn-group1 ike-gateway gw-group1
set security group-vpnmember ipsec vpn vpn-group1 group 1
set security group-vpnmember ipsec vpn vpn-group1match-direction output
set services service-set gvpn-service-set interface-service service-interfacems-4/0/0.1
set services service-set gvpn-service-set ipsec-group-vpn vpn-group1

GM2 set interfacesms-0/2/0 unit 1 family inet
set interfaces xe-0/0/0 unit 0 family inet address 203.0.113.2/24
set interfaces xe-0/1/1 vlan-tagging
set interfaces xe-0/1/1 unit 1 vlan-id 1
set interfaces xe-0/1/1 unit 1 family inet service input service-set gvpn-service-set
set interfaces xe-0/1/1 unit 1 family inet service output service-set gvpn-service-set
set interfaces xe-0/1/1 unit 1 family inet address 10.0.1.1/24
set interfaces ge-1/3/5 vlan-tagging
set interfaces ge-1/3/5 unit 1 vlan-id 11
set interfaces ge-1/3/5 unit 1 family inet address 198.51.100.1/24
set routing-options static route 192.0.2.0/24 next-hop 198.51.100.3
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set routing-options static route 203.0.113.2/24 next-hop 10.0.1.2
set security group-vpnmember ike proposal ike-proposal authentication-method
pre-shared-keys

set security group-vpnmember ike proposal ike-proposal dh-group group2
set security group-vpnmember ike proposal ike-proposal authentication-algorithm sha1
setsecuritygroup-vpnmember ikeproposal ike-proposalencryption-algorithm3des-cbc
set security group-vpnmember ike policy ike-policymodemain
set security group-vpnmember ike policy ike-policy proposals ike-proposal
set security group-vpnmember ike policy ike-policy pre-shared-key ascii-text
""$9$QEni3/t1RSM87uO87-V4oz36"

set security group-vpnmember ike gateway gw-group1 ike-policy ike-policy
set security group-vpnmember ike gateway gw-group1 server-address 192.0.2.0
set security group-vpnmember ike gateway gw-group1 local-address 198.51.100.0
set security group-vpnmember ipsec vpn vpn-group1 ike-gateway gw-group1
set security group-vpnmember ipsec vpn vpn-group1 group 1
set security group-vpnmember ipsec vpn vpn-group1match-direction output
set services service-set gvpn-service-set interface-service service-interfacems-0/2/0.1
set services service-set gvpn-service-set ipsec-group-vpn vpn-group1

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode.

To configure GM1:

1. Configure the Router GM1 interfaces.

[edit interfaces]
user@GM1# setms-4/0/0 unit 1 family inet

user@GM1# set ge-0/1/9 vlan-tagging
user@GM1# set ge-0/1/9 unit 1 vlan-id 11
user@GM1# set ge-0/1/9 unit 1 family inet address 198.51.100.0/24

user@GM1# set xe-0/3/1 vlan-tagging
user@GM1# set xe-0/3/1 unit 1 vlan-id 1
user@GM1#setxe-0/3/1unit 1 family inet service inputservice-setgvpn-service-set
user@GM1#setxe-0/3/1unit 1 family inetserviceoutputservice-setgvpn-service-set
user@GM1# set xe-0/3/1 unit 1 family inet address 10.0.1.2/24

user@GM1# set interfaces xe-4/3/1 unit 0 family inet address 203.0.113.1/24

2. Configure static routes to reach the group server andmember 2.

[edit routing-options]
user@GM1# set static route 192.0.2.0/24 next-hop 198.51.100.2
user@GM1# set static route 203.0.113.0/24 next-hop 10.0.1.1

3. Define the IKE proposal.

[edit security]
user@GM1# set group-vpnmember ike proposal ike-proposal
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4. Configure the Phase 1 SA for ike-proposal.

[edit security]
user@GM1#setgroup-vpnmember ikeproposal ike-proposalauthentication-method
pre-shared-keys

user@GM1# set group-vpnmember ike proposal ike-proposal dh-group group2
user@GM1# set group-vpnmember ike proposal ike-proposal
authentication-algorithm sha1

user@GM1# setgroup-vpnmember ikeproposal ike-proposal encryption-algorithm
3des-cbc

5. Define the IKE policy.

[edit security]
user@GM1# set group-vpnmember ike policy ike-policymodemain
user@GM1# set group-vpnmember ike policy ike-policy proposals ike-proposal
user@GM1# set group-vpnmember ike policy ike-policy pre-shared-key ascii-text
""$9$QEni3/t1RSM87uO87-V4oz36"

6. Set the remote gateways for gw-group1.

[edit security]
user@GM1# set group-vpnmember ike gateway gw-group1 ike-policy ike-policy
user@GM1#setgroup-vpnmember ikegatewaygw-group1server-address 192.0.2.0
user@GM1# set group-vpnmember ike gateway gw-group1 local-address
198.51.100.0

7. Configure the group identifier and IKE gateway for gw-group1.

[edit security]
user@GM1# set group-vpnmember ipsec vpn vpn-group1 ike-gateway gw-group1
user@GM1# set group-vpnmember ipsec vpn vpn-group1 group 1
user@GM1# set group-vpnmember ipsec vpn vpn-group1match-direction output

8. Configure the service set for gw-group1.

[edit services]
user@GM1# set service-set gvpn-service-set interface-service service-interface
ms-4/0/0.1

user@GM1# set service-set gvpn-service-set ipsec-group-vpn vpn-group1

Results From configuration mode, confirm your configuration by entering the show interfaces,

show routing-options, show security, and show services commands. If the output does

not display the intended configuration, repeat the instructions in this example to correct

the configuration.

GM1 user@GM1# show interfaces
ge-0/1/9 {
vlan-tagging;
unit 1 {
vlan-id 11;
family inet {
address 198.51.100.0/24;
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}
}

}
xe-0/3/1 {
vlan-tagging;
unit 1 {
vlan-id 1;
family inet {
service {
input {
service-set gvpn-service-set;

}
output {
service-set gvpn-service-set;

}
}
address 10.0.1.2/24;

}
}

}
ms-4/0/0 {
unit 1 {
family inet;

}
}
xe-4/3/1 {
unit 0 {
family inet {
address 203.0.113.1/24;

}
}

}

user@GM1# show routing-options
static {
route 192.0.2.0/24 next-hop 198.51.100.2;
route 203.0.113.0/24 next-hop 10.0.1.1;

}

user@GM1# show security
group-vpn {
member {
ike {
proposal ike-proposal {
authentication-method pre-shared-keys;
dh-group group2;
authentication-algorithm sha1;
encryption-algorithm 3des-cbc;

}
policy ike-policy {
modemain;
pre-shared-keyascii-text ""$9$QEni3/t1RSM87uO87-V4oz36";##SECRET-DATA
proposals ike-proposal;

}
gateway gw-group1 {
ike-policy ike-policy;
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server-address 192.0.2.0;
local-address 198.51.100.0;

}
}
ipsec {
vpn vpn-group1 {
ike-gateway gw-group1;
group 1;
match-direction output;

}
}

}
}

user@GM1# show services
service-set gvpn-service-set {
interface-service {
service-interfacems-4/0/0.1;

}
ipsec-group-vpn vpn-group1;

}

Configuring Group VPNv2withMultiple GC/KS

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,

and then commit the configuration.

GM1 set interfacesms-4/0/0 unit 1 family inet
set interfaces ge-0/1/9 vlan-tagging
set interfaces ge-0/1/9 unit 1 vlan-id 11
set interfaces ge-0/1/9 unit 1 family inet address 198.51.100.0/24
set interfaces xe-0/3/1 vlan-tagging
set interfaces xe-0/3/1 unit 1 vlan-id 1
set interfaces xe-0/3/1 unit 1 family inet service input service-set gvpn-service-set
set interfaces xe-0/3/1 unit 1 family inet service output service-set gvpn-service-set
set interfaces xe-0/3/1 unit 1 family inet address 10.0.1.2/24
set interfaces xe-4/3/1 unit 0 family inet address 203.0.113.1/24
set routing-options static route 192.0.2.0/24 next-hop 198.51.100.2
set routing-options static route 203.0.113.0/24 next-hop 10.0.1.1
set security group-vpnmember ike proposal ike-proposal authentication-method
pre-shared-keys

set security group-vpnmember ike proposal ike-proposal dh-group group2
set security group-vpnmember ike proposal ike-proposal authentication-algorithm sha1
setsecuritygroup-vpnmember ikeproposal ike-proposalencryption-algorithm3des-cbc
set security group-vpnmember ike policy ike-policymodemain
set security group-vpnmember ike policy ike-policy proposals ike-proposal
set security group-vpnmember ike policy ike-policy pre-shared-key ascii-text
""$9$QEni3/t1RSM87uO87-V4oz36"

set security group-vpnmember ike gateway gw-group1 ike-policy ike-policy
set security group-vpnmember ike gateway gw-group1 server-address 192.0.2.0
set security group-vpnmember ike gateway gw-group1 server-address 172.16.0.0
set security group-vpnmember ike gateway gw-group1 local-address 198.51.100.0
set security group-vpnmember ipsec vpn vpn-group1 ike-gateway gw-group1
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set security group-vpnmember ipsec vpn vpn-group1 group 1
set security group-vpnmember ipsec vpn vpn-group1match-direction output
set services service-set gvpn-service-set interface-service service-interfacems-4/0/0.1
set services service-set gvpn-service-set ipsec-group-vpn vpn-group1

GM2 set interfacesms-0/2/0 unit 1 family inet
set interfaces xe-0/0/0 unit 0 family inet address 203.0.113.2/24
set interfaces xe-0/1/1 vlan-tagging
set interfaces xe-0/1/1 unit 1 vlan-id 1
set interfaces xe-0/1/1 unit 1 family inet service input service-set gvpn-service-set
set interfaces xe-0/1/1 unit 1 family inet service output service-set gvpn-service-set
set interfaces xe-0/1/1 unit 1 family inet address 10.0.1.1/24
set interfaces ge-1/3/5 vlan-tagging
set interfaces ge-1/3/5 unit 1 vlan-id 11
set interfaces ge-1/3/5 unit 1 family inet address 198.51.100.1/24
set routing-options static route 192.0.2.0/24 next-hop 198.51.100.3
set routing-options static route 203.0.113.2/24 next-hop 10.0.1.2
set security group-vpnmember ike proposal ike-proposal authentication-method
pre-shared-keys

set security group-vpnmember ike proposal ike-proposal dh-group group2
set security group-vpnmember ike proposal ike-proposal authentication-algorithm sha1
setsecuritygroup-vpnmember ikeproposal ike-proposalencryption-algorithm3des-cbc
set security group-vpnmember ike policy ike-policymodemain
set security group-vpnmember ike policy ike-policy proposals ike-proposal
set security group-vpnmember ike policy ike-policy pre-shared-key ascii-text
""$9$QEni3/t1RSM87uO87-V4oz36"

set security group-vpnmember ike gateway gw-group1 ike-policy ike-policy
set security group-vpnmember ike gateway gw-group1 server-address 192.0.2.0
set security group-vpnmember ike gateway gw-group1 server-address 172.16.0.0
set security group-vpnmember ike gateway gw-group1 local-address 198.51.100.1
set security group-vpnmember ipsec vpn vpn-group1 ike-gateway gw-group1
set security group-vpnmember ipsec vpn vpn-group1 group 1
set security group-vpnmember ipsec vpn vpn-group1match-direction output
set services service-set gvpn-service-set interface-service service-interfacems-0/2/0.1
set services service-set gvpn-service-set ipsec-group-vpn vpn-group1

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode.

To configure GM1:

1. Configure the Router GM1 interfaces.

[edit interfaces]
user@GM1# setms-4/0/0 unit 1 family inet

user@GM1# set ge-0/1/9 vlan-tagging
user@GM1# set ge-0/1/9 unit 1 vlan-id 11
user@GM1# set ge-0/1/9 unit 1 family inet address 198.51.100.0/24

user@GM1# set xe-0/3/1 vlan-tagging
user@GM1# set xe-0/3/1 unit 1 vlan-id 1
user@GM1#setxe-0/3/1unit 1 family inet service inputservice-setgvpn-service-set

Copyright © 2018, Juniper Networks, Inc.232

Layer 2 VPNs and VPLS Feature Guide for Routing Devices



user@GM1#setxe-0/3/1unit 1 family inetserviceoutputservice-setgvpn-service-set
user@GM1# set xe-0/3/1 unit 1 family inet address 10.0.1.2/24

user@GM1# set xe-4/3/1 unit 0 family inet address 203.0.113.1/24

2. Configure static routes to reach the group server andmember 2.

[edit routing-options]
user@GM1# set static route 192.0.2.0/24 next-hop 198.51.100.2
user@GM1# set static route 203.0.1.0/24 next-hop 10.0.1.1

3. Define the IKE proposal.

[edit security]
user@GM1# set group-vpnmember ike proposal ike-proposal

4. Configure the Phase 1 SA for ike-proposal.

[edit security]
user@GM1#setgroup-vpnmember ikeproposal ike-proposalauthentication-method
pre-shared-keys

user@GM1# set group-vpnmember ike proposal ike-proposal dh-group group2
user@GM1# set group-vpnmember ike proposal ike-proposal
authentication-algorithm sha1

user@GM1# setgroup-vpnmember ikeproposal ike-proposal encryption-algorithm
3des-cbc

5. Define the IKE policy.

[edit security]
user@GM1# set group-vpnmember ike policy ike-policymodemain
user@GM1# set group-vpnmember ike policy ike-policy proposals ike-proposal
user@GM1# set group-vpnmember ike policy ike-policy pre-shared-key ascii-text
""$9$QEni3/t1RSM87uO87-V4oz36"

6. Set the remote gateways for gw-group1.

[edit security]
user@GM1# set group-vpnmember ike gateway gw-group1 ike-policy ike-policy
user@GM1#setgroup-vpnmember ikegatewaygw-group1server-address 192.0.2.0
user@GM1#setgroup-vpnmember ikegatewaygw-group1server-address 172.16.0.0
user@GM1# set group-vpnmember ike gateway gw-group1 local-address
198.51.100.0

7. Configure the group identifier and IKE gateway for gw-group1.

[edit security]
user@GM1# set group-vpnmember ipsec vpn vpn-group1 ike-gateway gw-group1
user@GM1# set group-vpnmember ipsec vpn vpn-group1 group 1
user@GM1# set group-vpnmember ipsec vpn vpn-group1match-direction output

8. Configure the service set for gw-group1.

[edit services]
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user@GM1# set service-set gvpn-service-set interface-service service-interface
ms-4/0/0.1

user@GM1# set service-set gvpn-service-set ipsec-group-vpn vpn-group1

Results From configuration mode, confirm your configuration by entering the show interfaces,

show routing-options, show security, and show services commands. If the output does

not display the intended configuration, repeat the instructions in this example to correct

the configuration.

GM1 user@GM1# show interfaces
ge-0/1/9 {
vlan-tagging;
unit 1 {
vlan-id 11;
family inet {
address 198.51.100.0/24;

}
}

}
xe-0/3/1 {
vlan-tagging;
unit 1 {
vlan-id 1;
family inet {
service {
input {
service-set gvpn-service-set;

}
output {
service-set gvpn-service-set;

}
}
address 10.0.1.2/24;

}
}

}
ms-4/0/0 {
unit 1 {
family inet;

}
}
xe-4/3/1 {
unit 0 {
family inet {
address 203.0.113.1/24;

}
}

}

user@GM1# show routing-options
static {
route 192.0.2.0/24 next-hop 198.51.100.2;
route 203.0.113.0/24 next-hop 10.0.1.1;
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}

user@GM1# show security
group-vpn {
member {
ike {
proposal ike-proposal {
authentication-method pre-shared-keys;
dh-group group2;
authentication-algorithm sha1;
encryption-algorithm 3des-cbc;

}
policy ike-policy {
modemain;
pre-shared-keyascii-text ""$9$QEni3/t1RSM87uO87-V4oz36";##SECRET-DATA
proposals ike-proposal;

}
gateway gw-group1 {
ike-policy ike-policy;
server-address [ 192.0.2.0 172.16.0.0 ];
local-address 198.51.100.0;

}
}
ipsec {
vpn vpn-group1 {
ike-gateway gw-group1;
group 1;
match-direction output;

}
}

}
}

user@GM1# show services
service-set gvpn-service-set {
interface-service {
service-interfacems-4/0/0.1;

}
ipsec-group-vpn vpn-group1;

}

Verification

Confirm that the configuration is working properly.

• Verifying the Group Member IKE SA on page 235

• Verifying the Group Member IPsec SA on page 236

• Verifying the Group Member IPsec Statistics on page 237

Verifying the GroupMember IKE SA

Purpose Verify the IKE SAs on Router GM1.
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Action Fromoperationalmode, run the showsecuritygroup-vpnmember ikesecurity-associations

detail command.

user@GM1> show security group-vpnmember ike security-associations detail
IKE peer 192.0.2.0, Index 2994970, Gateway Name: gw-group1
  Role: Initiator, State: UP
  Initiator cookie: 7fad16089a123bcd, Responder cookie: 536b33ffe89799de
  Exchange type: Main, Authentication method: Pre-shared-keys
Local: 198.51.100.0:848, Remote: 192.0.2.0:848

  Lifetime: Expires in 175 seconds
  Peer ike-id: 192.0.2.0
  Xauth user-name: not available
  Xauth assigned IP: 0.0.0.0
  Algorithms:
   Authentication        : hmac-sha1-96 
   Encryption            : 3des-cbc
   Pseudo random function: hmac-sha1
   Diffie-Hellman group  : DH-group-2
  Traffic statistics:
   Input  bytes  :                  752
   Output bytes  :                  716
   Input  packets:                    5
   Output packets:                    5
Flags: IKE SA is created

  IPSec security associations: 0 created, 0 deleted
  Phase 2 negotiations in progress: 0

Meaning Router GM1 has established the IKE SA with the GC/KS for the group.

Verifying the GroupMember IPsec SA

Purpose Verify the IPsec SAs on Router GM1.
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Action From operational mode, run the show security group-vpnmember ipsec

security-associations detail command.

user@GM1> show security group-vpnmember ipsec security-associations detail
Virtual-system: root Group VPN Name: vpn-group1
Local Gateway: 198.51.100.1, GDOI Server: 192.0.2.0

  Group Id: 1
  Rule Match Direction: output,  Tunnel-MTU: 1500
  Routing Instance: default
  DF-bit: clear
  Stats:
      Pull Succeeded            :   18
      Pull Failed               :   0
      Pull Timeout              :   0
      Pull Aborted              :   0
      Server Failover           :   0
      Delete Received           :   0
      Exceed Maximum Keys(4)    :   0
      Exceed Maximum Policies(1):   0
      Unsupported Algo          :   0
  Flags:
      Rekey Needed:   no 

    List of policies received from server:
    Tunnel-id: 10001
      Source IP: ipv4_subnet(any:0,[0..7]=203.0.2.0/24)  
      Destination IP: ipv4_subnet(any:0,[0..7]=203.0.1.0/24)

      Direction: bi-directional, SPI: e1c117c7
      Protocol: ESP, Authentication: sha1, Encryption: 3des
      Hard lifetime: Expires in 2526 seconds
      Lifesize Remaining:  Unlimited
      Soft lifetime: Expires in 2366 seconds
      Mode: Tunnel, Type: Group VPN, State: installed
      Anti-replay service: N/A

Meaning Router GM1 has established the IPsec SA with the GC/KS.

Verifying the GroupMember IPsec Statistics

Purpose Verify the IPsec statistics on Router GM1.
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Action From operational mode, run the show security group-vpnmember ipsec statistics

command.

user@GM1> show security group-vpnmember ipsec statistics
PIC: ms-0/2/0, Service set: gvpn-service-set

ESP Statistics:
Encrypted bytes:              264
Decrypted bytes:              264
Encrypted packets:              3
Decrypted packets:              3

AH Statistics:
  Input bytes:                    0
  Output bytes:                   0
  Input packets:                  0
  Output packets:                 0
Errors:
  AH authentication failures:     0
  ESP authentication failures:    0
  ESP decryption failures:        0
  Bad headers: 0, Bad trailers: 0
  Replay before window drops: 0, Replayed pkts: 0
  IP integrity errors: 0, Exceeds tunnel MTU: 0
  Rule lookup failures: 0, No SA errors: 0
  Flow errors: 0, Misc errors: 0

Meaning ESP Statistics shows that packet flows have been encrypted and decrypted between

the groupmembers. Router GM1 has encrypted 3 packets and has received 3 decrypted

packets from Router GM2.

Troubleshooting

To troubleshoot the Group VPNv2 configuration, see:

• Negotiating the IKE SA on page 238

• Establishing the IKE SA on page 239

• Downloading the GDOI IPsec SA on page 240

• Traffic Encryption and Decryption on page 240

• Troubleshooting System Log Messages on page 241

Negotiating the IKE SA

Problem The IKE SA negotiation is not triggered on the groupmember.

Theoutput of the show ikeand showsecurity group-vpnmember ike security-associations

commands does not display the IKE negotiations.

Solution To troubleshoot the IKE negotiation issue:

1. Check if the service interface status is up.
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Use show interfaces terse | matchms to check if the MS interface is down. An MS

interface goes down when the PIC is rebooting.

2. Look for Ignore gvpn vpn_name since it is inactive in the log file /var/log/gkmd.

Check if the Group VPN is referenced by any service set in the configuration.

a. Enable security group-vpnmember ike traceoptions.

b. Look for the following system logmessages in the trace log file:

• Dec 2 16:09:54 GVPN:iked_pm_gvpn_trigger called for gvpn200

• Dec 2 16:09:54 GVPN:PMNULL for gvpn gvpn200

• Dec 2 16:09:54 GVPN:Ignore gvpn gvpn200 since it is inactive

This means either the service set is inactive or the service interface is down.

Establishing the IKE SA

Problem The IKE SA is not getting established with the GC/KS.

In this scenario, the IKE SA state is down in the show security group-vpnmember ike

security-associations command output:

user@GM1> show security group-vpnmember ike security-associations
Index   State  Initiator cookie  Responder cookie  Mode           Remote Address

       5295626 DOWN   2d47c125d2a9805e  0000000000000000  Main           
192.0.2.2 

Solution To troubleshoot the IKE SA issue:

1. Check if the server address configured under [edit security group-vpnmember ike

gateway] is the correct one and is reachable.

2. Use the ping command between the remote devices to check network connectivity.

3. Check if the local address in the group-vpn configuration is also a configured address

on any of the physical interfaces in the configuration.

4. Check if the IKE proposals match between the groupmember and the GC/KS.

If there is a misconfiguration on the IKE SA negotiation, then do the following:

a. Enable security group-vpnmember ike traceoption.

b. Look for the following message in the trace log file:
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Dec215:39:54 ikev2_fb_negotiation_done_isakmp:Entered IKEerrorcodeNoproposal

chosen (14), IKE SA 8dd7000 (neg 8dda800).

5. Look for a No proposal chosen error in the log file /var/log/gkmd.

Downloading the GDOI IPsec SA

Problem The GDOI IPsec SAs are not downloaded from the GC/KS.

In this scenario, the GDOI groupkey-pullwith the configured GC/KS fails, and the show

security group-vpnmember ipsec sa command output does not display anything.

Solution To troubleshoot the GDOI IPsec SA issue:

1. Check if the IKE SA has been established with the GC/KS.

2. Check if the group ID configured on the GC/KS and the groupmember match.

3. Look for anygroupSA installation failuresor other failures in the log file /var/log/gkmd.

Look for the following syslog messages to confirm use of an unsupported GDOI SA

algorithm:

• Dec 2 15:32:49 simpleman gkmd[1701]: Failed to install SA because of unsupported

algo(encr: 3des-cbc, auth : (null)) for SPI 0x6645cdb5 from server 192.0.2.1

• Dec 2 15:32:49 simpleman gkmd[1701]: Member registration failed with key server

192.0.2.1 for group vpn gvpn200, reason SA unusable

Look for the following syslogmessages to confirm use of unsupported GDOI policies:

• Dec 2 15:34:34 simpleman gkmd[1701]: Failed to install SA because of toomany(2)

policies for SPI 0x6951550c from server 192.0.2.1

• Dec 2 15:34:34 simpleman gkmd[1701]: Member registration failed with key server

192.0.2.1 for group vpn gvpn200, reason SA unusable

Traffic Encryption and Decryption

Problem The CLI shows IPsec SAs as installed, but traffic does not go through the SAs.

In this scenario, traffic matching the rules received from the server fails to get encrypted

or decrypted. The show security group-vpnmember ipsec statistics command output

displays a zero value for encrypt and decrypt packet count.

Solution Look for Rule lookup failures counter in the error section of the CLI output.

Copyright © 2018, Juniper Networks, Inc.240

Layer 2 VPNs and VPLS Feature Guide for Routing Devices



Troubleshooting System LogMessages

Problem System logmessages are generated to record the different Group VPNv2 events.

Solution To interpret the system logmessages, refer to the following:

• Dec 2 15:29:10 simpleman gkmd[1701]: Member registration succeededwith key server

192.0.2.1 for group vpn gvpn200—GDOI pull was successful.

• Dec215:21:18simplemangkmd[1701]:Member registration failedwithkeyserver 192.0.2.1

for group vpn gvpn200, reason Timed out—GDOI pull failed.

• Dec 2 15:34:34 simpleman gkmd[1701]: Failed to install SA because of toomany(2)

policies for SPI 0x6951550c from server 192.0.2.1—GDOI SA installation failed because

of toomany policies.

• Dec 2 15:21:18 simpleman gkmd[1701]: Server 192.0.2.1 is unreachable for group vpn

gvpn200—Single GC/KS failed (Non-COOP).

• Dec 2 15:51:49 simpleman gkmd[1701]: Current key server 192.0.2.1 is unreachable and

will try registeringwithnextKeyServer 192.1.1.2 forgroupvpngvpn200—ParticularGC/KS

is not responding (COOP).

• Dec 2 15:56:24 simpleman gkmd[1701]: All servers are unreachable for group vpn

gvpn200—None of the GC/KS are responding (COOP).

• Dec 2 16:01:43 simpleman gkmd[1701]: Member re-registering with Key Server 192.0.2.1

for group-vpn gvpn200—Member re-registration with the GC/KS.

• Dec 2 16:01:43 simpleman gkmd[1701]: Creating TEKwith SPI 0xb35200ac tunnel_id

10001 for group vpn gvpn200—GDOI SA TEK creation was successful.

• Dec 2 16:29:01 simpleman gkmd[1701]: Deleting TEKwith SPI 0x6dba2a76 tunnel_id

10001 for group vpn gvpn200 and reason cleared fromCLI—GDOI SA TEK destroy was

successful with reason.

Different reasons for the GDOI SA TEK destroy are as follows:

• Cleared from CLI

• Hard lifetime expired

• Toomany TEKs

• Configuration change

• SA install error

• Stale SA

• Interface down

Related
Documentation

• Use Case for Configuring Group VPNv2 on page 224

• Group VPNv2 Overview on page 201
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PART 4

Configuring Public Key Infrastructure

• Configuring Digital Certificate Validation on page 245

• Configuring a Device for Certificate Chains on page 255

• Managing Certificate Revocation on page 267
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CHAPTER 17

Configuring Digital Certificate Validation

• Understanding Digital Certificate Validation on page 245

• Example: Improving Digital Certificate Validation by Configuring Policy OIDs on an MX

Series Device on page 250

Understanding Digital Certificate Validation

Staring in JunosOSRelease 16.1R3,MXSeriesdevices support digital certificate validation.

During IKEnegotiation, thePKIdaemononanMXSeriesdevicevalidatesX509certificates

received from VPN peers. The certificate validation performed is specified in RFC 5280,

Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL)

Profile. Basic certificate and certificate chain validations include signature and date

validation as well as revocation checks. This topic describes additional digital certificate

validations performed by the PKI daemon.

• Policy Validation on page 245

• Path Length Validation on page 247

• Key Usage on page 248

• Issuer and Subject Distinguished Name Validation on page 249

Policy Validation

X509 certificates can include optional policy validation fields. If a policy validation field

is present, policy validation is performed for the entire certificate chain including the end

entity (EE) certificate and intermediate certificate authority (CA) certificates. Policy

validation is not applicable to the root certificate. Policy validation ensures that the EE

and intermediate CA certificates have a common policy. If no common policy exists for

the certificate chain being validated, certificate validation fails.

Prior to policy validation, a certificate chain containing the self-signed root certificate,

intermediate CA certificates, and EE certificatemust be built. The policy validation starts

with the intermediateCAcertificate issuedby theself-signed rootcertificateandcontinues

through the EE certificate.

The following optional certificate fields are used for policy validation:

• policy-oids

• requireExplicitPolicy
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• skipCerts

These fields are described in the following sections.

Policy OIDs Configured onMX Series Devices

In some situations, it might be desirable to only accept certificates with known policy

object identifiers (OIDs) from peers. This optional configuration allows certificate

validation to succeed only if the certificate chain received from the peer contains at least

one policy OID that is configured on the MX Series device.

On the MX Series device, policy OIDs are configured in an IKE policy with the policy-oids

configuration statement at the [edit security ike policy policy-name certificate] hierarchy

level. You can configure up to five policy OIDs. For a peer’s certificate to be validated

successfully, the peer’s certificate chain must contain at least one of the policy OIDs

configured on the MX Series device. Note that the policy-oids field in a certificate is

optional. If you configure policy OIDs on the MX Series device but the peer’s certificate

chain does not contain any policy OIDs, certificate validation fails.

No Policy OIDs Configured onMX Series Devices

If no policy OID is configured on the MX Series device, policy validation starts whenever

the requireExplicitPolicy field is encountered in the certificate chain. A certificate may

contain one or more certificate policy OIDs. For policy validation to succeed, there must

be a common policy OID in the certificate chain.

Figure 21 on page 246 shows a certificate chain that consists of certificates for a root CA,

three intermediate CAs, and an EE. The CA certificate for Int-CA-2 contains the

requireExplicitPolicy field; therefore, policy validation starts with Int-CA-2 and continues

through EE-1. The certificate for Int-CA-2 contains policy OIDs P1, P2, and P3. The

certificate for Int-CA-3 contains policy OIDs P2, P3, and P4. The certificate for EE-1

contains policy OIDs P2 and P5. Because the policy OID P2 is common to the certificates

being validated, policy validation succeeds.

Figure 21: Policy Validation with requireExplicitPolicy Field

The optional skipCerts field in an intermediate CA certificate indicates the number of

certificates, including the current CA certificate, that are to be excluded from policy

validation. If skipCerts is 0, policy validation starts from the current certificate. If skipCerts

is 1, the current certificate is excluded from policy validation. The value of the skipCerts
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field is checked in every intermediate CA certificate. If a skipCerts value is encountered

that is lower than the current number of certificates being excluded, the lower skipCerts

value is used.

Figure 22 on page 247 shows a certificate chain consisting of a root CA, four intermediate

CAs, and an EE. The skipCerts value in Int-CA-1 is 12, which skips 12 certificates including

the certificate for Int-CA-1. However, the skipCerts value is checked in every intermediate

CA certificate in the chain. The skipCerts value in Int-CA-2 is 2, which is lower than 12, so

now 2 certificates are skipped. The skipCerts value in Int-CA-4 is 5, which is greater than

2, so the Int-CA-4 skipCerts value is ignored.

Figure 22: Policy Validation with skipCerts Field

When policy OIDs are configured on the MX Series device, the certificate fields

requireExplicitPolicy and skipCerts are ignored.

Path Length Validation

Certificate validation can involve a certificate chain that includes a root CA, one or more

optional intermediate CAs, and an EE certificate. The number of intermediate CAs can

grow depending upon the deployment scenario. Path length validation provides a

mechanism to limit the number of intermediate certificates involved in certificate

validation.path-length is anoptional field in anX509certificate. The valueofpath-length

indicates the number of non-self-signed intermediate CA certificates allowed for

certificate validation. The last certificate, which is generally the EE certificate, is not

included in the path limit. If the root certificate contains a path-length value of 0, no

intermediate CA certificates are allowed. If the path-length value is 1, there can be 0 or 1

intermediate CA certificates.

path-length can be present in multiple CA certificates in the certificate chain. The path

length validation always begins with the self-signed root certificate. The path limit is

decrementedby 1ateach intermediatecertificate in thechain. If an intermediatecertificate

contains a path-length value less than the current path limit, the new limit is enforced.

On theother hand, if thepath-length value is larger than thecurrent path limit, it is ignored.

Figure23onpage248showsacertificatechain thatconsistsofa rootCA, four intermediate

CAs, and an EE. The path-length value in Root-CA is 10, therefore the initial path limit of

non-self-signed intermediate CA certificates allowed for certificate validation is 10. At
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Int-CA-1, the path limit is 10-1 or 9. The path-length value in Int-CA-1 is 4, which is less

than the path limit of 9, so the new path limit becomes 4. At Int-CA-2, the path limit is

4-1 or 3. The path-length value in Int-CA-2 is 5, which is larger than the path limit of 3, so

it is ignored. At Int-CA-3, the path limit is 3-1 or 2. The path-length value in Int-CA-3 is 20,

which is larger than the path limit of 2, so it is also ignored.

Figure 23: Path Length Validation

Key Usage

The key usage field in an EE or CA certificate defines the purpose of the key contained in

the certificate.

EE Certificates

For EE certificates, if the key usage field is present but the certificate does not contain

digitalSignature or nonrepudiation flags, the certificate is rejected. If the key usage field

is not present, then key usage is not checked.

CA Certificates

The key can be used for certificate or CRL signature validation. Because the PKI daemon

is responsible for both X509 certificate validation and CRL downloads, key usagemust

be checked before validating the certificate or CRL.

Certificate Signature Validation

The keyCertSign flag indicates that a CA certificate can be used for certificate signature

validation. If this flag is not set, certificate validation is aborted.

CRL Signature Validation

In Phase 1 negotiations, participants check the certificate revocation list (CRL) to see if

certificates received during an IKE exchange are still valid. The CRL is periodically

downloaded for CA profiles configured with CRL as the certificate revocation check.

Downloaded CRL filesmust be verified before they are downloaded into the device. One

of the verification steps is to validate the CRL signature using a CA certificate. The

downloaded CRL is signed with the CA certificate’s private key and it must be verified

with the CA certificate’s public key stored in the device. The key usage field in the CA
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certificatemust contain the CRLSign flag to verify the downloaded CRL. If this flag is not

present, the CRL is discarded.

Issuer and Subject Distinguished Name Validation

Signature validation is performed for certificates received from a peer as well as for the

CRL file downloaded from a CA server. Signature validation involves looking up the CA

certificate in a CA database based on the issuer’s distinguished name (DN) in the

certificate or the CRL being verified.

Figure 24 on page 249 shows the lookup for CA certificates based on the issuer DN. In the

EE certificate, the issuer DN is CA-1, which is the subject DN of the intermediate CA

certificate in the chain. In the intermediate CA certificate, the issuer DN is CA-Root, which

is the subject DNof the self-signedRoot-CA certificate in the chain. In the CRL, the issuer

DN is CA-Root, which is the subject DN of the self-signed Root-CA certificate.

Figure 24: Issuer and Subject DN Validation

The lookup for the issuer or subject DNmust follow these rules for attribute values:

• Attribute values encoded in different ASN.1 types (for example, PrintableString and

BMPString) are assumed to represent different strings.

• Attributevaluesencoded inPrintableString typesarenot case-sensitive. Theseattribute

values are compared after removing leading and trailing white spaces and converting

internal substrings of one or more consecutive white spaces to a single space.

• Attribute values encoded in types other than PrintableString are case-sensitive.
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Release History Table DescriptionRelease

Staring in Junos OS Release 16.1R3, MX Series devices support digital
certificate validation.

16.1R3

Related
Documentation

Example: Improving Digital Certificate Validation by Configuring Policy OIDs on an MX

Series Device on page 250

•

• policy-oids on page 1244

Example: ImprovingDigital Certificate Validation by Configuring PolicyOIDs on anMX
Series Device

In some situations, it might be desirable to only accept certificates with known policy

object identifiers (OIDs) from peers. This optional configuration allows certificate

validation to succeed only if the certificate chain received from the peer contains at least

one policy OID that is configured on the MX Series device. This example shows how to

configure policy OIDs in the IKE policy on an MX Series device.

NOTE: Youmust ensure that at least one of the policy OIDs configured on
the MX Series device is included in a peer’s certificate or certificate chain.
Note that thepolicy-oids field inapeer’s certificate isoptional. If youconfigure

policy OIDs in an IKE policy and the peer’s certificate chain does not contain
any policy OIDs, certificate validation for the peer fails.

• Requirements on page 250

• Overview on page 250

• Configuration on page 251

• Verification on page 251

Requirements

Before you begin:

• Ensure that you are using Junos OS Release 16.1 or later for MX Series devices.

• Configure an IPsec VPN tunnel.

Overview

This example shows an IKE policy configuration where policy OIDs 2.16.840.1.101.3.1.48.2

and 5.16.40.1.101.3.1.55.2 are specified. The IKE policy ike_cert_pol references the IKE

proposal ike_cert_prop, which is not shown. The local certificate on theMX Series device

is lc-igloo-root.
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,

and then enter commit from configuration mode.

set services ipsec-vpn ike policy ike_cert_pol modemain
set services ipsec-vpn ike policy ike_cert_pol proposals ike_cert_prop
set services ipsec-vpn ike policy ike_cert_pol certificate local-certificate lc-igloo-root
set services ipsec-vpn ike policy ike_cert_pol certificate policy-oids 2.16.840.1.101.3.1.48.2
set services ipsec-vpn ike policy ike_cert_pol certificate policy-oids 5.16.40.1.101.3.1.55.2

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode in the CLI User Guide.

To configure policy OIDs for certificate validation:

• Configure the IKE policy:

[edit services ipsec-vpn ike policy ike_cert_pol]
user@host# setmodemain
user@host# set proposals ike_cert_prop
user@host# set certificate local-certificate lc-igloo-root
user@host# set certificate policy-oids 2.16.840.1.101.3.1.48.2
user@host# set certificate policy-oids 5.16.40.1.101.3.1.55.2

Results From configuration mode, confirm your configuration by entering the show services

ipsec-vpn ike policy ike_cert_pol command. If the output does not display the intended

configuration, repeat the instructions in this example to correct the configuration.

user@host# show services ipsec-vpn ike policy ike_cert_pol
modemain;
proposals ike_cert_prop;
certificate {
local-certificate lc-igloo-root;
policy-oids [ 2.16.840.1.101.3.1.48.2 5.16.40.1.101.3.1.55.2 ];

}

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

Verifying the CA Certificate

Purpose Display the CA certificate configured on the device.
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Action From operational mode, enter the show security pki ca-certificate ca-profile ca-tmp

command.

user@host> show security pki ca-certificate ca-profile ca-tmp detail
                   Certificate identifier: ca-tmp
                          Certificate version: 3
                          Serial number: 00000047
                          Issuer:
                            Organization: U.S. Government,
                            Organizational unit: DoD, Organizational unit: Testing,
 Country: US,
                            Common name: Trust Anchor
                          Subject:
                            Organization: U.S. Government,
                            Organizational unit: Dod, Organizational unit: Testing,
 Country: US,
                            Common name: CA1-PP.01.03
                          Subject string:
                            C=US, O=U.S. Government, OU=Dod, OU=Testing, 
CN=CA1-PP.01.03
                          Validity:
                            Not before: 07- 3-2015 10:54 UTC
                            Not after: 07- 1-2020 10:54 UTC

?Public key algorithm: rsaEncryption(1024 bits)
  30:81:89:02:81:81:00:cb:fd:78:0c:be:87:ac:cd:c0:33:66:a3:18
  9e:fd:40:b7:9b:bc:dc:66:ff:08:45:f7:7e:fe:8e:d6:32:f8:5b:75
  db:76:f0:4d:21:9a:6e:4f:04:21:4c:7e:08:a1:f9:3d:ac:8b:90:76
  44:7b:c4:e9:9b:93:80:2a:64:83:6e:6a:cd:d8:d4:23:dd:ce:cb:3b
  b5:ea:da:2b:40:8d:ad:a9:4d:97:58:cf:60:af:82:94:30:47:b7:7d
  88:c3:76:c0:97:b4:6a:59:7e:f7:86:5d:d8:1f:af:fb:72:f1:b8:5c
  2a:35:1e:a7:9e:14:51:d4:19:ae:c7:5c:65:ea:f5:02:03:01:00:01
Signature algorithm: sha1WithRSAEncryption
Certificate Policy:
  Policy Identifier = 2.16.840.1.101.3.1.48.2
Use for key: CRL signing, Certificate signing
Fingerprint:
  e0:b3:2f:2e:a1:c5:ee:ad:af:dd:96:85:f6:78:24:c5:89:ed:39:40 (sha1)
  f3:47:6e:55:bc:9d:80:39:5a:40:70:8b:10:0e:93:c5 (md5)

Verifying Policy OID Validation

Purpose If the peer’s certificate is successfully validated, IKE and IPsec security associations are

established. If the validation of the peer’s certificate fails, no IKE security association is

established.

Action From operational mode, enter the show services ipsec-vpn ike security-associations and

show services ipsec-vpn ipsec security-associations commands.

user@host> show services ipsec-vpn ike security-associations
node0:
--------------------------------------------------------------------------
Index   State  Initiator cookie  Responder cookie  Mode           Remote Address

821765168 UP   88875c981252c1d8  b744ac9c21bde57e  IKEv2          192.0.2.1     

Copyright © 2018, Juniper Networks, Inc.252

Layer 2 VPNs and VPLS Feature Guide for Routing Devices



1106977837 UP  1a09e32d1e6f20f1  e008278091060acb  IKEv2          198.51.100.0 

user@host> show services ipsec-vpn ipsec security-associations
node0:
--------------------------------------------------------------------------
  Total active tunnels: 2
  ID    Algorithm       SPI      Life:sec/kb  Mon lsys Port  Gateway   
  <213909506 ESP:aes-cbc-192/sha256 8cb9e40a 1295/ unlim - root 500 192.0.2.1   

  >213909506 ESP:aes-cbc-192/sha256 8271d2b2 1295/ unlim - root 500 192.0.2.1   

  <218365954 ESP:aes-cbc-192/sha256 d0153bc0 1726/ unlim - root 1495 198.51.100.0

  >218365954 ESP:aes-cbc-192/sha256 97611813 1726/ unlim - root 1495 198.51.100.0

Meaning The showservices ipsec-vpn ike security-associations command lists all active IKE Phase

1 SAs. If no SAs are listed, there was a problemwith Phase 1 establishment. In this case,

check for thePKID_CERT_POLICY_CHECK_FAILmessage in thesystemlogs.Thismessage

indicates that the peer’s certificate chain does not contain a policy OID that is configured

on the MX Series device. Check the policy-oids values in the peer’s certificate chain with

the values configured on the MX Series device.

It might also be that the peer’s certificate chain does not contain any policy-oids fields,

which are optional fields. If this is the case, certificate validation fails if there are any

policy OIDs configured on the MX Series device.

Related
Documentation

• Understanding Digital Certificate Validation on page 245

• policy-oids on page 1244
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CHAPTER 18

Configuring aDevice for CertificateChains

• Understanding Certificate Chains on page 255

• Example: Configuring a Device for Peer Certificate Chain Validation on page 258

Understanding Certificate Chains

• Multilevel Hierarchy for Certificate Authentication on page 255

• Dynamic CRL Download and Checking on page 257

Multilevel Hierarchy for Certificate Authentication

Certificate-based authentication is an authentication method supported on SRX Series

devices during IKE negotiation. In large networks, multiple certificate authorities (CAs)

can issue end entity (EE) certificates to their respective end devices. It is common to

have separate CAs for individual locations, departments, or organizations.

When a single-level hierarchy for certificate-based authentication is employed, all EE

certificates in the networkmust be signed by the sameCA. All firewall devicesmust have

the same CA certificate enrolled for peer certificate validation. The certificate payload

sent during IKE negotiation only contains EE certificates.

Alternatively, the certificate payload sent during IKE negotiation can contain a chain of

EE and CA certificates. A certificate chain is the list of certificates required to validate a

peer’s EE certificate. The certificate chain includes the EE certificate and any CA

certificates that are not present in the local peer.

Thenetworkadministratorneeds toensure thatall peersparticipating inan IKEnegotiation

have at least one common trusted CA in their respective certificate chains. The common

trusted CA does not have to be the root CA. The number of certificates in the chain,

including certificates for EEs and the topmost CA in the chain, cannot exceed 10.

Starting with Junos OS Release 18.1R1, validation of a configured IKE peer can be done

with a specified CA server or group of CA servers. With certificate chains, the root CA

must match the trusted CA group or CA server configured in the IKE policy

In the example CA hierarchy shown in Figure 25 on page 256, Root-CA is the common

trustedCA for all devices in thenetwork. Root-CA issuesCAcertificates to theengineering

and sales CAs, which are identified as Eng-CA and Sales-CA, respectively. Eng-CA issues

CA certificates to the development and quality assurance CAs, which are identified as
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Dev-CA and Qa-CA, respectively. Host-A receives its EE certificate from Dev-CA while

Host-B receives its EE certificate from Sales-CA.

Figure 25: Multilevel Hierarchy for Certificate-Based Authentication

Each end device needs to be loadedwith the CA certificates in its hierarchy. Host-Amust

have Root-CA, Eng-CA, and Dev-CA certificates; Sales-CA and Qa-CA certificates are

not necessary. Host-Bmust have Root-CA and Sales-CA certificates. Certificates can

be loadedmanually inadeviceor enrolledusing theSimpleCertificateEnrollmentProcess

(SCEP).

Each end devicemust be configuredwith a CA profile for each CA in the certificate chain.

The following output shows the CA profiles configured on Host-A:

admin@host-A# show security
pki {
    ca-profile Root-CA {
        ca-identity Root-CA;
        enrollment {
            url “www.example.net/scep/Root/”;
        }
    }
    ca-profile Eng-CA {
        ca-identity Eng-CA;
        enrollment {
            url “www.example.net/scep/Eng/”;
        }
    }
    ca-profile Dev-CA {                  
        ca-identity Dev-CA;
        enrollment {
            url “www.example.net/scep/Dev/”;
        }
    }
}
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The following output shows the CA profiles configured on Host-B:

admin@host-B# show security
pki {
    ca-profile Root-CA {
        ca-identity Root-CA;
        enrollment {
            url “www.example.net/scep/Root/”;
        }
    }
    ca-profile Sales-CA {
        ca-identity Sales-CA;
        enrollment {
            url “www.example.net/scep/Sales/”;
        }
    }
}

Dynamic CRL Download and Checking

Digital certificates are issued for a set period of time and are invalid after the specified

expirationdate. ACAcan revokean issuedcertificateby listing it in a certificate revocation

list (CRL). During peer certificate validation, the revocation status of a peer certificate is

checked by downloading the CRL from a CA server to the local device.

A VPNdevicemust be able to check a peer’s certificate for its revocation status. A device

can use the CA certificate received from its peer to extract the URL to dynamically

download the CA’s CRL and check the revocation status of the peer’s certificate. A

dynamic CA profile is automatically created on the local device with the format

dynamic-nnn. A dynamic CA profile allows the local device to download the CRL from

the peer’s CA and check the revocation status of the peer’s certificate. In

Figure 25 on page 256, Host-A can use the Sales-CA and EE certificates received from

Host-B to dynamically download the CRL for Sales-CA and check the revocation status

of Host-B’s certificate.

To enable dynamic CA profiles, the revocation-check crl option must be configured on a

parent CA profile at the [edit security pki ca-profile profile-name] hierarchy level.

The properties of a parent CA profile are inherited for dynamic CA profiles. In

Figure25onpage256, theCAprofileconfigurationonHost-A forRoot-CAenablesdynamic

CA profiles as shown in the following output:

admin@host-A# show security
pki {
    ca-profile Root-CA {
        ca-identity Root-CA;
        enrollment {
            url “www.example.net/scep/Root/”;
        }
        revocation-check {
            crl;
        }
    }
}
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A dynamic CA profile is created onHost-A for Sales-CA. Revocation checking is inherited

for the Sales-CA dynamic CA profile from Root-CA.

If the revocation-check disable statement is configured in a parent CA profile, dynamic

CA profiles are not created and dynamic CRL download and checking is not performed.

The data for CRLs downloaded from dynamic CA profiles are displayed with the show

securitypki crl command in the samewayasCRLsdownloadedbyconfiguredCAprofiles.

The CRL from a dynamic CA profile is updated periodically as are those for CA profiles

that are configured in the device.

NOTE: The CA certificate is required to validate the CRL received from a CA
server; therefore, theCAcertificate received fromapeer is storedon the local
device. Because the CA certificate is not enrolled by an administrator, it is
used only for validating the CRL received from the CA server and not for
validating the peer certificate.

Release History Table DescriptionRelease

Starting with Junos OS Release 18.1R1, validation of a configured IKE peer
can be done with a specified CA server or group of CA servers.

18.1R1

Related
Documentation

Example: Configuring a Device for Peer Certificate Chain Validation•

• Understanding Certificates and PKI

• Understanding Certificate Authority Profiles

• Understanding Certificate Revocation Lists

Example: Configuring a Device for Peer Certificate Chain Validation

This example shows how to configure a device for certificate chains used to validate

peer devices during IKE negotiation.

• Requirements on page 258

• Overview on page 259

• Configuration on page 259

• Verification on page 264

• IKE and IPsec SA Failure for a Revoked Certificate on page 265

Requirements

Before youbegin, obtain the address of the certificate authority (CA) and the information

they require (such as the challenge password) when you submit requests for local

certificates.
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Overview

This example shows how to configure a local device for certificate chains, enroll CA and

local certificates, check the validity of enrolled certificates, and check the revocation

status of the peer device.

This example shows the configuration and operational commands on Host-A, as shown

inFigure26onpage259.AdynamicCAprofile is automatically createdonHost-A toallow

Host-A to download the CRL fromSales-CA and check the revocation status of Host-B’s

certificate.

Figure 26: Certificate Chain Example

NOTE: The IPsec VPN configuration for Phase 1 and Phase 2 negotiation is
shown forHost-A in this example. Thepeerdevice (Host-B)mustbeproperly
configured so that Phase 1 and Phase 2 options are successfully negotiated
and security associations (SAs) are established.

Configuration

To configure a device for certificate chains:

• Configure CA Profiles on page 259

• Enroll Certificates on page 261

• Configure IPsec VPN Options on page 263

Configure CA Profiles

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network
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configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,

and then enter commit from configuration mode.

set security pki ca-profile Root-CA ca-identity CA-Root
setsecuritypkica-profileRoot-CAenrollmenturlhttp://10.157.88.230:8080/scep/Root/
set security pki ca-profile Root-CA revocation-check use-crl
set security pki ca-profile Eng-CA ca-identity Eng-CA
set security pki ca-profile Eng-CA enrollment url http://10.157.88.230:8080/scep/Eng/
set security pki ca-profile Eng-CA revocation-check use-crl
set security pki ca-profile Dev-CA ca-identity Dev-CA
set security pki ca-profile Dev-CA enrollment url http://10.157.88.230:8080/scep/Dev/
set security pki ca-profile Dev-CA revocation-check use-crl

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode in the CLI User Guide.

To configure CA profiles:

1. Create the CA profile for Root-CA.

[edit security pki]
user@host# set ca-profile Root-CA ca-identity CA-Root
user@host# set ca-profile Root-CA enrollment url
http://10.157.88.230:8080/scep/Root/

user@host# set ca-profile Root-CA revocation-check use-crl

2. Create the CA profile for Eng-CA.

[edit security pki]
user@host# set ca-profile Eng-CA ca-identity Eng-CA
user@host# set ca-profile Eng-CA enrollment url
http://10.157.88.230:8080/scep/Eng/

user@host# set ca-profile Eng-CA revocation-check use-crl

3. Create the CA profile for Dev-CA.

[edit security pki]
user@host# set ca-profile Dev-CA ca-identity Dev-CA
user@host# set ca-profile Dev-CA enrollment url
http://10.157.88.230:8080/scep/Dev/

user@host# set ca-profile Dev-CA revocation-check use-crl

Results From configuration mode, confirm your configuration by entering the show security pki

command. If the output does not display the intended configuration, repeat the

configuration instructions in this example to correct it.

[edit]
user@host# show security pki
ca-profile Root-CA {
ca-identity Root-CA;
enrollment {
url "http:/;/10.157.88.230:8080/scep/Root/";
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}
revocation-check {
use-crl;

}
}
ca-profile Eng-CA {
ca-identity Eng-CA;
enrollment {
url "http:/;/10.157.88.230:8080/scep/Eng/";

}
revocation-check {
use-crl;

}
}
ca-profile Dev-CA {
ca-identity Dev-CA;
enrollment {
url "http:/;/10.157.88.230:8080/scep/Dev/";

}
revocation-check {
use-crl;

}
}

If you are done configuring the device, enter commit from configuration mode.

Enroll Certificates

Step-by-Step
Procedure

To enroll certificates:

Enroll the CA certificates.1.

user@host> request security pki ca-certificate enroll ca-profile Root-CA

user@host> request security pki ca-certificate enroll ca-profile Eng-CA

user@host> request security pki ca-certificate enroll ca-profile Dev-CA

Type yes at the prompts to load the CA certificate.

2. Verify that the CA certificates are enrolled in the device.

user@host> show security pki ca-certificate ca-profile Root-CA
Certificate identifier: Root-CA
        Issued to: Root-CA, Issued by: C = us, O = juniper, CN = Root-CA
        Validity:
          Not before: 07- 3-2015 10:54 UTC
          Not after: 07- 1-2020 10:54 UTC
        Public key algorithm: rsaEncryption(2048 bits)

user@host> show security pki ca-certificate ca-profile Eng-CA
Certificate identifier: Eng-CA
        Issued to: Eng-CA, Issued by: C = us, O = juniper, CN = Root-CA
        Validity:
          Not before: 07- 3-2015 10:54 UTC
          Not after: 07- 1-2020 10:54 UTC
        Public key algorithm: rsaEncryption(2048 bits)
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user@host> show security pki ca-certificate ca-profile Dev-CA
        Certificate identifier: Dev-CA
        Issued to: Dev-CA, Issued by: C = us, O = juniper, CN = Eng-CA
        Validity:
          Not before: 07- 3-2015 10:54 UTC
          Not after: 07- 1-2020 10:54 UTC
        Public key algorithm: rsaEncryption(2048 bits)

3. Verify the validity of the enrolled CA certificates.

user@host> request security pki ca-certificate verify ca-profile Root-CA
CA certificate Root-CA verified successfully

user@host> request security pki ca-certificate verify ca-profile Eng-CA
CA certificate Eng-CA verified successfully

user@host> request security pki ca-certificate verify ca-profile Dev-CA
CA certificate Dev-CA verified successfully

4. Enroll the local certificate.

user@host> request security pki local-certificate enroll certificate-id Host-A
ca-profileDev-CAchallenge-password juniperdomain-namehost-a.company.net
email host-a@company.net subject DC=juniper,CN=Host-A,
OU=DEV,O=PKI,L=Sunnyvale,ST=CA,C=US

5. Verify that the local certificate is enrolled in the device.

user@host> show security pki local-certificate
Issued to: Host-A, Issued by: C = us, O = juniper, CN = Dev-CA
        Validity:
          Not before: 07- 3-2015 10:54 UTC
          Not after: 07- 1-2020 10:54 UTC
        Public key algorithm: rsaEncryption(1024 bits)

6. Verify the validity of the enrolled local certificate.

user@host> request security pki local-certificate verify certificate-id Host-A
Local certificate Host-A verification success

7. Check the CRL download for configured CA profiles.

user@host> show security pki crl
     CA profile: Root-CA
        CRL version: V00000001
        CRL issuer: C = us, O = juniper, CN = Root-CA
        Effective date: 09- 9-2015 13:08
        Next update: 09-21-2015 02:55

      CA profile: Eng-CA
        CRL version: V00000001
        CRL issuer: C = us, O = juniper, CN = Eng-CA
        Effective date: 08-22-2015 17:46
        Next update: 10-24-2015 03:33

      CA profile: Dev-CA
        CRL version: V00000001
        CRL issuer: C = us, O = juniper, CN = Dev-CA
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        Effective date: 09-14-2015 21:15
        Next update: 09-26-2012 11:02

Configure IPsec VPNOptions

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,

and then enter commit from configuration mode.

setservices ipsec-vpn ikeproposal ike_cert_prop_01authentication-methodrsa-signatures
set services ipsec-vpn ike proposal ike_cert_prop_01 dh-group group5
set services ipsec-vpn ike proposal ike_cert_prop_01 authentication-algorithm sha1
set services ipsec-vpn ike proposal ike_cert_prop_01 encryption-algorithm aes-256-cbc
set services ipsec-vpn ike policy ike_cert_pol_01modemain
set services ipsec-vpn ike policy ike_cert_pol_01 proposals ike_cert_prop_01
set services ipsec-vpn ike policy ike_cert_pol_01 certificate local-certificate Host-A
set services ipsec-vpn ipsec proposal ipsec_prop_01 protocol esp
set services ipsec-vpn ipsec proposal ipsec_prop_01 authentication-algorithm
hmac-sha1-96

set services ipsec-vpn ipsec proposal ipsec_prop_01 encryption-algorithm 3des-cbc
set services ipsec-vpn ipsec proposal ipsec_prop_01 lifetime-seconds 300
set services ipsec-vpn ipsec policy ipsec_pol_01 proposals ipsec_prop_01
set services ipsec-vpn ipsec vpn ipsec_cert_vpn_01 ike ipsec-policy ipsec_pol_01

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode in the CLI User Guide.

To configure IPsec VPN options:

1. Configure Phase 1 options.

[edit services ipsec-vpn ike proposal ike_cert_prop_01]
user@host# set authentication-method rsa-signatures
user@host# set dh-group group5
user@host# set authentication-algorithm sha1
user@host# set encryption-algorithm aes-256-cbc

[edit services ipsec-vpn ike policy ike_cert_pol_01]
user@host# setmodemain
user@host# set proposals ike_cert_prop_01
user@host# set certificate local-certificate Host-A

2. Configure Phase 2 options.

[edit services ipsec-vpn ipsec proposal ipsec_prop_01]
user@host# set protocol esp
user@host# set authentication-algorithm hmac-sha1-96
user@host# set encryption-algorithm 3des-cbc
user@host# set lifetime-seconds 300

[edit services ipsec-vpn ipsec policy ipsec_pol_01]

263Copyright © 2018, Juniper Networks, Inc.

Chapter 18: Configuring a Device for Certificate Chains



user@host# set proposals ipsec_prop_01

[edit services ipsec-vpn ipsec vpn ipsec_cert_vpn_01]
user@host# set ike ipsec-policy ipsec_pol_01

Results From configuration mode, confirm your configuration by entering the show security ike

and show security ipsec commands. If the output does not display the intended

configuration, repeat the configuration instructions in this example to correct it.

[edit]
user@host# show services ipsec-vpn ike
proposal ike_cert_prop_01 {
authentication-method rsa-signatures;
dh-group group5;
authentication-algorithm sha1;
encryption-algorithm aes-256-cbc;

}
policy ike_cert_pol_01 {
modemain;
proposals ike_cert_prop_01;
certificate {
local-certificate Host-A;

}
}

[edit]
user@host# show services ipsec-vpn ipsec
proposal ipsec_prop_01 {
protocol esp;
authentication-algorithm hmac-sha1-96;
encryption-algorithm 3des-cbc;
lifetime-seconds 300;

}
policy ipsec_pol_01 {
proposals ipsec_prop_01;

}

If you are done configuring the device, enter commit from configuration mode.

Verification

If certificate validation is successful during IKE negotiation between peer devices, both

IKE and IPsec security associations (SAs) are established.

• Verifying IKE Phase 1 Status on page 264

• Verifying IPsec Phase 2 Status on page 265

Verifying IKE Phase 1 Status

Purpose Verify the IKE Phase 1 status.
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Action Enter theshowservices ipsec-vpn ikesecurity-associationscommand fromoperational

mode.

user@host> show services ipsec-vpn ike security-associations

Remote Address  State         Initiator cookie  Responder cookie  Exchange type
192.0.2.0        Matured       63b3445edda507fb  2715ee5895ed244d  Main   

Verifying IPsec Phase 2 Status

Purpose Verify the IPsec Phase 2 status.

Action Enter the show services ipsec-vpn ipsec security-associations command from
operational mode.

user@host> show services ipsec-vpn ipsec security-associations

Service set: ips_ss1, IKE Routing-instance: default

  Rule: vpn_rule_ms_2_2_01, Term: term11, Tunnel index: 1
  Local gateway: 10.0.1.2, Remote gateway: 172.16.0.0
  IPSec inside interface: ms-2/2/0.1, Tunnel MTU: 1500
  UDP encapsulate: Disabled, UDP Destination port: 0
    Direction SPI         AUX-SPI     Mode       Type     Protocol
    inbound   2151932129  0           tunnel     dynamic  ESP       
    outbound  4169263669  0           tunnel     dynamic  ESP             

IKE and IPsec SA Failure for a Revoked Certificate

• Checking for Revoked Certificates on page 265

Checking for Revoked Certificates

Problem If certificate validation fails during IKE negotiation between peer devices, check tomake

sure that the peer’s certificate has not been revoked. A dynamic CA profile allows the

local device to download the CRL from the peer’s CA and check the revocation status of

the peer’s certificate. To enable dynamic CA profiles, the revocation-check crl option

must be configured on a parent CA profile.

Solution To check the revocation status of a peer’s certificate:

1. Identify the dynamic CA profile that will show the CRL for the peer device by entering

the show security pki crl command from operational mode.

user@host> show security pki crl
     CA profile: Root-CA
        CRL version: V00000001
        CRL issuer: C = us, O = juniper, CN = Root-CA
        Effective date: 09- 9-2012 13:08
        Next update: 09-21-2012 02:55
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      CA profile: Eng-CA
        CRL version: V00000001
        CRL issuer: C = us, O = juniper, CN = Eng-CA
        Effective date: 08-22-2012 17:46
        Next update: 10-24-2015 03:33

      CA profile: Dev-CA
        CRL version: V00000001
        CRL issuer: C = us, O = juniper, CN = Dev-CA
        Effective date: 09-14-2012 21:15
        Next update: 09-26-2012 11:02

      CA profile: dynamic-001
        CRL version: V00000001
        CRL issuer: C = us, O = juniper, CN = Sales-CA
        Effective date: 09-14-2012 21:15
        Next update: 09-26-2012 11:02

The CA profile dynamic-001 is automatically created on Host-A so that Host-A can

download the CRL from Host-B’s CA (Sales-CA) and check the revocation status of

the peer’s certificate.

2. Display CRL information for the dynamic CA profile by entering the show security pki
crl ca-profile dynamic-001 detail command from operational mode.

Enter

user@host> show security pki crl ca-profile dynamic-001 detail
    CA profile: dynamic-001
      CRL version: V00000001
        CRL issuer: C = us, O = juniper, CN = Sub11
        Effective date: 09-19-2012 17:29
        Next update: 09-20-2012 01:49
        Revocation List: 
          Serial number              Revocation date
          10647C84                   09-19-2012 17:29 UTC

Host-B’s certificate (serial number 10647084) has been revoked.

Related
Documentation

• Understanding Certificate Chains on page 255
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CHAPTER 19

Managing Certificate Revocation

• Understanding Online Certificate Status Protocol on page 267

• Comparison of Online Certificate Status Protocol and Certificate Revocation

List on page 268

• Example: Improving Security by Configuring OCSP for Certificate Revocation

Status on page 269

Understanding Online Certificate Status Protocol

OCSP is used to check the revocation status of X509 certificates. OCSP provides

revocation status on certificates in real time and is useful in time-sensitive situations

such as bank transactions and stock trades.

The revocation status of a certificate is checked by sending a request to an OCSP server

that resides outside of an SRX Series device. Based on the response from the server, the

VPN connection is allowed or denied. OCSP responses are not cached on SRX Series

devices.

The OCSP server can be the certificate authority (CA) that issues a certificate or a

designated authorized responder. The location of the OCSP server can be configured

manually or extracted from the certificate that is being verified. Requests are sent first

to OCSP server locations that are manually configured in CA profiles with the ocsp url

statement at the [edit security pki ca-profile profile-name revocation-check] hierarchy

level; up to two locations can be configured for each CA profile. If the first configured

OCSPserver is not reachable, the request is sent to the secondOCSPserver. If the second

OCSP server is not reachable, the request is then sent to the location in the certificate's

AuthorityInfoAccess extension field. The use-ocsp option must also be configured, as

certificate revocation list (CRL) is the default checking method.

SRX Series devices accept only signed OCSP responses from the CA or authorized

responder. The response received is validated using trusted certificates. The response is

validated as follows:

1. The CA certificate enrolled for the configured CA profile is used to validate the

response.

2. The OCSP responsemight contain a certificate to validate the OCSP response. The

received certificate must be signed by a CA certificate enrolled in the SRX Series
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device. After the received certificate is validated by the CA certificate, it is used to

validate the OCSP response.

The response from the OCSP server can be signed by different CAs. The following

scenarios are supported:

• The CA server that issues the end entity certificate for a device also signs the OCSP

revocationstatus response.TheSRXSeriesdeviceverifies theOCSP responsesignature

using the CA certificate enrolled in the SRX Series device. After the OCSP response is

validated, the certificate revocation status is checked.

• An authorized responder signs the OCSP revocation status response. The certificate

for theauthorized responder and theendentity certificatebeing verifiedmustbe issued

by the same CA. The authorized responder is first verified using the CA certificate

enrolled in theSRXSeriesdevice. TheOCSP response is validatedusing the responder’s

CA certificate. The SRX Series device then uses the OCSP response to check the

revocation status of the end entity certificate.

• There are different CA signers for the end entity certificate being verified and theOCSP

response. The OCSP response is signed by a CA in the certificate chain for the end

entity certificate being verified. (All peers participating in an IKE negotiation need to

have at least one common trusted CA in their respective certificate chains.) TheOCSP

responder’s CA is verified using a CA in the certificate chain. After validating the

responder CA certificate, the OCSP response is validated using the responder’s CA

certificate.

To prevent replay attacks, a nonce payload can be sent in an OCSP request. Nonce

payloads are sent by default unless it is explicitly disabled. If enabled, the SRX Series

device expects theOCSP response to contain a nonce payload, otherwise the revocation

check fails. If OCSP responders are not capable of responding with a nonce payload,

then the nonce payloadmust be disabled on the SRX Series device.

Related
Documentation

Comparison of Online Certificate Status Protocol and Certificate Revocation List on

page 268

•

• Improving Security by Configuring OCSP for Certificate Revocation Status

Comparison of Online Certificate Status Protocol and Certificate Revocation List

Online Certificate Status Protocol (OCSP) and certificate revocation list (CRL) can both

be used to check the revocation status of a certificate. There are advantages and

disadvantages to eachmethod.

• OCSP provides certificate status in real time, while CRL uses cached data. For

time-sensitive applications, OCSP is the preferred approach.

• CRL checking is faster because lookup for certificate status is done on information

cached on the VPN device. OCSP requires time to obtain the revocation status from

an external server.
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• CRL requires additionalmemory to store the revocation list received fromaCRL server.

OCSPdoes not require additionalmemory to save the revocation status of certificates.

• OCSP requires that theOCSPserver be available at all times. CRL canuse cacheddata

to check the revocation status of certificates when the server is unreachable.

NOTE: OnMXSeriesandSRXSeriesdevices,CRL is thedefaultmethodused
to check the revocation status of a certificate.

Related
Documentation

Understanding Online Certificate Status Protocol on page 267•

• Example: Improving Security by Configuring OCSP for Certificate Revocation Status

on page 269

Example: Improving Security by Configuring OCSP for Certificate Revocation Status

This example shows how to improve security by configuring two peers using the Online

Certificate Status Protocol (OCSP) to check the revocation status of the certificates

used in Phase 1 negotiations for the IPsec VPN tunnel.

• Requirements on page 269

• Overview on page 269

• Configuration on page 271

• Verification on page 279

Requirements

On each device:

• Obtain and enroll a local certificate. This can be done either manually or by using the

Simple Certificate Enrollment Protocol (SCEP).

• Optionally, enable automatic renewal of the local certificate.

• Configure security policies to permit traffic to and from the peer device.

Overview

On both peers, a certificate authority (CA) profile Root is configured with the following

options:

• CA name is Root.

• EnrollmentURL is http://1.1.1.1:8080/scep/Root/. This is theURLwhere SCEP requests

to the CA are sent.

• The URL for the OCSP server is http://10.157.88.56:8210/Root/.

269Copyright © 2018, Juniper Networks, Inc.

Chapter 19: Managing Certificate Revocation



• OCSP is used first to check the certificate revocation status. If there is no response

from the OCSP server, then the certificate revocation list (CRL) is used to check the

status. The CRL URL is http://1.1.1.1:8080/crl-as-der/currentcrl-45.crlid=45.

• The CA certificate received in an OCSP response is not checked for certificate

revocation. Certificates received in an OCSP response generally have shorter lifetimes

and a revocation check is not required.

Table 13 on page 270 shows the Phase 1 options used in this example.

Table 13: Phase 1 Options for OCSP Configuration Example

Peer BPeer AOption

ike_proposal_ms_2_0_0ike_policy_ms_2_2_0IKE proposal

rsa-signaturesrsa-signaturesAuthentication method

group2group2DH group

SHA 1SHA 1Authentication algorithm

3des-cbc3des-cbcEncryption algorithm

30003000Lifetime seconds

ike_policy_ms_2_0_0ike_policy_ms_2_2_0IKE policy

mainmainMode

ike_proposal_ms_2_0_0ike_proposal_ms_2_2_0Proposal

local7_mojilocal7_negCertificate

ike_policyike_policyPolicy

192.0.2.010.0.1.2Gateway address

fqdn company.netfqdn company.netRemote identity

fqdn company.netfqdn company.netLocal identity

ge-1/3/0ge-1/3/0External interface

11Version

Table 14 on page 271 shows the Phase 2 options used in this example.
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Table 14: Phase 2 Options for OCSP Configuration Example

Peer BPeer AOption

ipsec_proposal_ms_2_0_0ipsec_proposal_ms_2_2_0IPsec proposal

espespProtocol

hmac-sha1-96hmac-sha1-96Authentication algorithm

3des-cbc3des-cbcEncryption algorithm

20002000Lifetime seconds

ipsec_policy_ms_2_0_0ipsec_policy_ms_2_2_0IPsec policy

group2group2PFC keys

ipsec_proposal_ms_2_0_0ipsec_proposal_ms_2_2_0Proposal

test_vpntest_vpnVPN

ipsec_policyipsec_policyPolicy

immediately-Establish tunnels

Topology

Figure 27 on page 271 shows the peer devices that are configured in this example.

Figure 27: OCSP Configuration Example

Configuration

• Configuring Peer A on page 271

• Configuring Peer B on page 275

Configuring Peer A

CLI Quick
Configuration

Toquickly configure VPNpeer A to useOCSP, copy the following commands, paste them

into a text file, remove any line breaks, change any details necessary to match your
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network configuration, copy and paste the commands into the CLI at the [edit] hierarchy

level, and then enter commit from configuration mode.

set interfaces ge-1/3/0 unit 0 family inet address 10.0.1.2
set interfacesms-2/2/0 unit 0 family inet
set interfacesms-2/2/0 unit 1 family inet
set interfacesms-2/2/0 unit 1 family inet6
set interfacesms-2/2/0 unit 1 service-domain inside
set interfacesms-2/2/0 unit 2 family inet
set interfacesms-2/2/0 unit 2 family inet6
set interfacesms-2/2/0 unit 2 service-domain outside
set security pki ca-profile Root ca-identity Root
set security pki ca-profile Root enrollment url http://1.1.1.1:8080/scep/Root/
set securitypki ca-profileRoot revocation-checkocspurl http://10.157.88.56:8210/Root/
set security pki ca-profile Root revocation-check use-ocsp
setsecuritypkica-profileRoot revocation-checkocspdisable-responder-revocation-check
set security pki ca-profile Root revocation-check ocsp connection-failure fallback-crl
set services ipsec-vpn ike proposal ike_prop authentication-method rsa-signatures
set services service-set ips_ss1 next-hop-service inside-service-interfacems-2/2/0.1
set services service-set ips_ss1 next-hop-service outside-service-interfacems-2/2/0.2
set services service-set ips_ss1 ipsec-vpn-options local-gateway 10.0.1.2
set services service-set ips_ss1 ipsec-vpn-rules vpn_rule_ms_2_2_01
set services ipsec-vpn rule vpn_rule_ms_2_2_01 term term11 from source-address
203.0.113.0/24

set services ipsec-vpn rule vpn_rule_ms_2_2_01 term term11 from destination-address
198.51.100.0/24

setservices ipsec-vpnrulevpn_rule_ms_2_2_01 termterm11 thenremote-gateway192.0.2.0
set services ipsec-vpn rule vpn_rule_ms_2_2_01 term term11 then dynamic ike-policy
ike_policy_ms_2_2_0

set services ipsec-vpn rule vpn_rule_ms_2_2_01 term term11 then dynamic ipsec-policy
ipsec_policy_ms_2_2_0

set services ipsec-vpn rule vpn_rule_ms_2_2_01match-direction input
set services ipsec-vpn ipsec proposal ipsec_proposal_ms_2_2_0 protocol esp
setservices ipsec-vpn ipsecproposal ipsec_proposal_ms_2_2_0authentication-algorithm
hmac-sha1-96

set services ipsec-vpn ipsec proposal ipsec_proposal_ms_2_2_0 encryption-algorithm
3des-cbc

set services ipsec-vpn ipsec proposal ipsec_proposal_ms_2_2_0 lifetime-seconds 2000
set services ipsec-vpn ipsec policy ipsec_policy_ms_2_2_0 proposals
ipsec_proposal_ms_2_2_0

set services ipsec-vpn ike proposal ike_proposal_ms_2_2_0 authentication-method
rsa-signatures

set services ipsec-vpn ike proposal ike_proposal_ms_2_2_0 dh-group group2
set services ipsec-vpn ike proposal ike_proposal_ms_2_2_0 lifetime-seconds 3000
set services ipsec-vpn ike policy ike_policy_ms_2_2_0modemain
set services ipsec-vpn ike policy ike_policy_ms_2_2_0 version 1
set services ipsec-vpn ike policy ike_policy_ms_2_2_0 proposals ike_proposal_ms_2_2_0
set services ipsec-vpn ike policy ike_policy_ms_2_2_0 local-id fqdn company.net
set services ipsec-vpn ike policy ike_policy_ms_2_2_0 local-certificate local7_neg
set services ipsec-vpn ike policy ike_policy_ms_2_2_0 remote-id fqdn company.net
set services ipsec-vpn traceoptions level all
set services ipsec-vpn traceoptions flag all
set services ipsec-vpn establish-tunnels immediately
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Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode in the CLI User Guide.

To configure VPN peer A to use OCSP:

1. Configure interfaces.

[edit interfaces]
set interfaces ge-1/3/0 unit 0 family inet address 10.0.1.2
set interfacesms-2/2/0 unit 0 family inet
set interfacesms-2/2/0 unit 1 family inet
set interfacesms-2/2/0 unit 1 family inet6
set interfacesms-2/2/0 unit 1 service-domain inside
set interfacesms-2/2/0 unit 2 family inet
set interfacesms-2/2/0 unit 2 family inet6
set interfacesms-2/2/0 unit 2 service-domain outside

2. Configure the CA profile.

[edit security pki ca-profile Root]
set security pki ca-profile Root ca-identity Root
set security pki ca-profile Root enrollment url http://1.1.1.1:8080/scep/Root/
set security pki ca-profile Root revocation-check ocsp url
http://10.157.88.56:8210/Root/

set security pki ca-profile Root revocation-check use-ocsp
set security pki ca-profile Root revocation-check ocsp
disable-responder-revocation-check

setsecuritypki ca-profileRoot revocation-checkocspconnection-failure fallback-crl

3. Configure Phase 1 options.

[edit services ipsec-vpn ike proposal ike_proposal_ms_2_2_0]
set services ipsec-vpn ike proposal ike_proposal_ms_2_2_0 authentication-method
rsa-signatures

set services ipsec-vpn ike proposal ike_proposal_ms_2_2_0 dh-group group2
set services ipsec-vpn ike proposal ike_proposal_ms_2_2_0 lifetime-seconds 3000

[edit services ipsec-vpn ike policy ike_policy_ms_2_2_0]
set services ipsec-vpn ike policy ike_policy_ms_2_2_0modemain
set services ipsec-vpn ike policy ike_policy_ms_2_2_0 version 1
set services ipsec-vpn ike policy ike_policy_ms_2_2_0 proposals
ike_proposal_ms_2_2_0

set services ipsec-vpn ike policy ike_policy_ms_2_2_0 local-id fqdn company.net
set services ipsec-vpn ike policy ike_policy_ms_2_2_0 local-certificate local7_neg
set services ipsec-vpn ike policy ike_policy_ms_2_2_0 remote-id fqdn company.net

4. Configure Phase 2 options.

[edit services ipsec-vpn ipsec proposal ipsec_proposal_ms_2_2_0]
set services ipsec-vpn ipsec proposal ipsec_proposal_ms_2_2_0 protocol esp
set services ipsec-vpn ipsec proposal ipsec_proposal_ms_2_2_0
authentication-algorithm hmac-sha1-96

setservices ipsec-vpn ipsecproposal ipsec_proposal_ms_2_2_0encryption-algorithm
3des-cbc
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set services ipsec-vpn ipsec proposal ipsec_proposal_ms_2_2_0 lifetime-seconds
2000

[edit services ipsec-vpn ipsec policy ipsec_policy_ms_2_2_0]
set services ipsec-vpn ipsec policy ipsec_policy_ms_2_2_0 proposals
ipsec_proposal_ms_2_2_0

[edit services service-set ips_ss1]
setservicesservice-set ips_ss1next-hop-service inside-service-interfacems-2/2/0.1
set services service-set ips_ss1 next-hop-service outside-service-interface
ms-2/2/0.2

set services service-set ips_ss1 ipsec-vpn-options local-gateway 10.0.1.2
set services service-set ips_ss1 ipsec-vpn-rules vpn_rule_ms_2_2_01

[edit services ipsec-vpn rule vpn_rule_ms_2_2_01]
set services ipsec-vpn rule vpn_rule_ms_2_2_01 term term11 from source-address
203.0.113.0/24

setservices ipsec-vpnrulevpn_rule_ms_2_2_01 termterm11 fromdestination-address
198.51.100.0/24

set services ipsec-vpn rule vpn_rule_ms_2_2_01 term term11 then remote-gateway
192.0.2.0

set services ipsec-vpn rule vpn_rule_ms_2_2_01 term term11 thendynamic ike-policy
ike_policy_ms_2_2_0

setservices ipsec-vpnrulevpn_rule_ms_2_2_01termterm11 thendynamic ipsec-policy
ipsec_policy_ms_2_2_0

set services ipsec-vpn rule vpn_rule_ms_2_2_01match-direction input

Results From configuration mode, confirm your configuration by entering the show interfaces,

showsecuritypki ca-profileRoot, showservices ipsec-vpn ike, and showservices ipsec-vpn

ipsec commands. If the output does not display the intended configuration, repeat the

configuration instructions in this example to correct it.

[edit]
user@host# show interfaces
ge-1/3/0 {
unit 0 {
family inet {
address 10.0.1.2/24;

}
}

}
ms-2/2/0 {
unit 0 {
family inet;

}
unit 1 {
family inet;
family inet6;

service-domain inside;
}
unit 2 {
family inet;
family inet6;
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service-domain inside;
}

}
[edit]
user@host# show security pki ca-profile Root
ca-identity Root;
enrollment {
url http://1.1.1.1:8080/scep/Root/;

}
revocation-check {
ocsp {
url http://10.157.88.56:8210/Root/;
disable-responder-revocation-check;
connection-failure fallback-crl;

}
use-ocsp;

}
[edit]
user@host# show services ipsec-vpn ike
proposal ike_proposal_ms_2_2_0 {
authentication-method rsa-signatures;
dh-group group2;
lifetime-seconds 3000;

}
policy ike_policy_ms_2_2_0 {
modemain;
version 1;
proposals ike_proposal_ms_2_2_0;
local-id fqdn company.net;
local-certificate local7_neg;
remote-id fqdn company.net;

}
[edit]
user@host# show services ipsec-vpn ipsec
proposal ipsec_proposal_ms_2_2_0 {
protocol esp;
authentication-algorithm hmac-sha1-96;
encryption-algorithm 3des-cbc;
lifetime-seconds 2000;

}
policy ipsec_policy_ms_2_2_0 {
proposals ipsec_proposal_ms_2_2_0;

}

If you are done configuring the device, enter commit from configuration mode.

Configuring Peer B

CLI Quick
Configuration

Toquickly configure VPNpeer B to useOCSP, copy the following commands, paste them

into a text file, remove any line breaks, change any details necessary to match your

network configuration, copy and paste the commands into the CLI at the [edit] hierarchy

level, and then enter commit from configuration mode.

set interfaces ge-1/3/0 unit 0 family inet address 192.0.2.0/24
set interfacesms-2/0/0 unit 0 family inet
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set interfacesms-2/0/0 unit 1 family inet
set interfacesms-2/0/0 unit 1 family inet6
set interfacesms-2/0/0 unit 1 service-domain inside
set interfacesms-2/0/0 unit 2 family inet
set interfacesms-2/0/0 unit 2 family inet6
set interfacesms-2/0/0 unit 2 service-domain outside
set security pki ca-profile Root ca-identity Root
set security pki ca-profile Root enrollment url http://1.1.1.1:8080/scep/Root/
set securitypki ca-profileRoot revocation-checkocspurl http://10.157.88.56:8210/Root/
set security pki ca-profile Root revocation-check use-ocsp
setsecuritypkica-profileRoot revocation-checkocspdisable-responder-revocation-check
set security pki ca-profile Root revocation-check ocsp connection-failure fallback-crl
set services service-set ips_ss1 next-hop-service inside-service-interfacems-2/0/0.1
set services service-set ips_ss1 next-hop-service outside-service-interfacems-2/0/0.2
set services service-set ips_ss1 ipsec-vpn-options local-gateway 192.0.2.0
set services service-set ips_ss1 ipsec-vpn-rules vpn_rule_ms_2_0_01
set services ipsec-vpn rule vpn_rule_ms_2_0_01 term term11 from source-address
203.0.113.0/24

set services ipsec-vpn rule vpn_rule_ms_2_0_01 term term11 from destination-address
198.51.100.0/24

setservices ipsec-vpn rulevpn_rule_ms_2_0_01 termterm11 then remote-gateway 10.0.1.2
set services ipsec-vpn rule vpn_rule_ms_2_0_01 term term11 then dynamic ike-policy
ike_policy_ms_2_0_0

set services ipsec-vpn rule vpn_rule_ms_2_0_01 term term11 then dynamic ipsec-policy
ipsec_policy_ms_2_0_0

set services ipsec-vpn rule vpn_rule_ms_2_0_01match-direction input
set services ipsec-vpn ipsec proposal ipsec_proposal_ms_2_0_0 protocol esp
setservices ipsec-vpn ipsecproposal ipsec_proposal_ms_2_0_0authentication-algorithm
hmac-sha1-96

set services ipsec-vpn ipsec proposal ipsec_proposal_ms_2_0_0 encryption-algorithm
3des-cbc

set services ipsec-vpn ipsec proposal ipsec_proposal_ms_2_0_0 lifetime-seconds 2000
set services ipsec-vpn ipsec policy ipsec_policy_ms_2_0_0 proposals
ipsec_proposal_ms_2_0_0

set services ipsec-vpn ike proposal ike_proposal_ms_2_0_0 authentication-method
rsa-signatures

set services ipsec-vpn ike proposal ike_proposal_ms_2_0_0 dh-group group2
set services ipsec-vpn ike proposal ike_proposal_ms_2_0_0 lifetime-seconds 3000
set services ipsec-vpn ike policy ike_policy_ms_2_0_0modemain
set services ipsec-vpn ike policy ike_policy_ms_2_0_0 version 1
set services ipsec-vpn ike policy ike_policy_ms_2_0_0 proposals ike_proposal_ms_2_0_0
set services ipsec-vpn ike policy ike_policy_ms_2_0_0 local-id fqdn company.net
set services ipsec-vpn ike policy ike_policy_ms_2_0_0 local-certificate local7_moji
set services ipsec-vpn ike policy ike_policy_ms_2_0_0 remote-id fqdn company.net
set services ipsec-vpn traceoptions level all
set services ipsec-vpn traceoptions flag all

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode in the CLI User Guide.

To configure VPN peer B to use OCSP:

1. Configure interfaces.
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[edit interfaces]
set interfaces ge-1/3/0 unit 0 family inet address 192.0.2.0/24
set interfacesms-2/0/0 unit 0 family inet
set interfacesms-2/0/0 unit 1 family inet
set interfacesms-2/0/0 unit 1 family inet6
set interfacesms-2/0/0 unit 1 service-domain inside
set interfacesms-2/0/0 unit 2 family inet
set interfacesms-2/0/0 unit 2 family inet6
set interfacesms-2/0/0 unit 2 service-domain outside

2. Configure the CA profile.

[edit security pki ca-profile Root]
set security pki ca-profile Root ca-identity Root
set security pki ca-profile Root enrollment url http://1.1.1.1:8080/scep/Root/
set security pki ca-profile Root revocation-check ocsp url
http://10.157.88.56:8210/Root/

set security pki ca-profile Root revocation-check use-ocsp
set security pki ca-profile Root revocation-check ocsp
disable-responder-revocation-check

setsecuritypki ca-profileRoot revocation-checkocspconnection-failure fallback-crl

3. Configure Phase 1 options.

[edit services ipsec-vpn ike proposal ike_proposal_ms_2_0_0]
set services ipsec-vpn ikeproposal ike_proposal_ms_2_0_0authentication-method
rsa-signatures

set services ipsec-vpn ike proposal ike_proposal_ms_2_0_0 dh-group group2
set services ipsec-vpn ike proposal ike_proposal_ms_2_0_0 lifetime-seconds 3000

[edit services ipsec-vpn ike policy ike_policy_ms_2_0_0]
set services ipsec-vpn ike policy ike_policy_ms_2_0_0modemain
set services ipsec-vpn ike policy ike_policy_ms_2_0_0 version 1
set services ipsec-vpn ike policy ike_policy_ms_2_0_0 proposals
ike_proposal_ms_2_0_0

set services ipsec-vpn ike policy ike_policy_ms_2_0_0 local-id fqdn company.net
set services ipsec-vpn ike policy ike_policy_ms_2_0_0 local-certificate local7_moji
set services ipsec-vpn ike policy ike_policy_ms_2_0_0 remote-id fqdn company.net

4. Configure Phase 2 options.

[edit services ipsec-vpn ipsec proposal ipsec_proposal_ms_2_0_0]
set services ipsec-vpn ipsec proposal ipsec_proposal_ms_2_0_0 protocol esp
set services ipsec-vpn ipsec proposal ipsec_proposal_ms_2_0_0
authentication-algorithm hmac-sha1-96

setservices ipsec-vpnipsecproposal ipsec_proposal_ms_2_0_0encryption-algorithm
3des-cbc

set services ipsec-vpn ipsec proposal ipsec_proposal_ms_2_0_0 lifetime-seconds
2000

[edit services ipsec-vpn ipsec policy ipsec_policy_ms_2_0_0]
set services ipsec-vpn ipsec policy ipsec_policy_ms_2_0_0 proposals
ipsec_proposal_ms_2_0_0
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[edit services service-set ips_ss1]
setservicesservice-set ips_ss1next-hop-service inside-service-interfacems-2/0/0.1
set services service-set ips_ss1 next-hop-service outside-service-interface
ms-2/0/0.2

set services service-set ips_ss1 ipsec-vpn-options local-gateway 192.0.2.0
set services service-set ips_ss1 ipsec-vpn-rules vpn_rule_ms_2_0_01

[edit services ipsec-vpn rule vpn_rule_ms_2_0_01]
set services ipsec-vpn rule vpn_rule_ms_2_0_01 term term11 from source-address
203.0.113.0/24

setservices ipsec-vpnrulevpn_rule_ms_2_0_01termterm11 fromdestination-address
198.51.100.0/24

set services ipsec-vpn rule vpn_rule_ms_2_0_01 term term11 then remote-gateway
10.0.1.2

set services ipsec-vpn rule vpn_rule_ms_2_0_01 termterm11 thendynamic ike-policy
ike_policy_ms_2_0_0

setservices ipsec-vpnrulevpn_rule_ms_2_0_01termterm11thendynamic ipsec-policy
ipsec_policy_ms_2_0_0

set services ipsec-vpn rule vpn_rule_ms_2_0_01match-direction input

Results From configuration mode, confirm your configuration by entering the show interfaces,

showsecuritypki ca-profileRoot, showservices ipsec-vpn ike, and showservices ipsec-vpn

ipsec commands. If the output does not display the intended configuration, repeat the

configuration instructions in this example to correct it.

[edit]
user@host# show interfaces
ge-1/3/0 {
unit 0 {
family inet {
address 192.0.2.0/24;

}
}

}
ms-2/0/0 {
unit 0 {
family inet;

}
unit 1 {
family inet;
family inet6;

service-domain inside;
}
unit 2 {
family inet;
family inet6;

service-domain inside;
}

}
[edit]
user@host# show security pki ca-profile Root
ca-identity Root;
enrollment {
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url http://1.1.1.1:8080/scep/Root/;
}
revocation-check {
ocsp {
url http://10.157.88.56:8210/Root/;
disable-responder-revocation-check;
connection-failure fallback-crl;

}
use-ocsp;

}
[edit]
user@host# show services ipsec-vpn ike
proposal ike_proposal_ms_2_0_0 {
authentication-method rsa-signatures;
dh-group group2;
lifetime-seconds 3000;

}
policy ike_policy_ms_2_0_0 {
modemain;
version 1;
proposals ike_proposal_ms_2_0_0;
local-id fqdn company.net;
local-certificate local7_moji;
remote-id fqdn company.net;

}
[edit]
user@host# show services ipsec-vpn ipsec
proposal ipsec_proposal_ms_2_0_0 {
protocol esp;
authentication-algorithm hmac-sha1-96;
encryption-algorithm 3des-cbc;
lifetime-seconds 2000;

}
policy ipsec_policy_ms_2_0_0 {
proposals ipsec_proposal_ms_2_0_0;

}

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

• Verifying CA Certificates on page 279

• Verifying Local Certificates on page 281

• Verifying IKE Phase 1 Status on page 282

• Verifying IPsec Phase 2 Status on page 283

Verifying CA Certificates

Purpose Verify the validity of a CA certificate on each peer device.
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Action From operationalmode, enter the show security pki ca-certificate ca-profile Root or show

security pki ca-certificate ca-profile Root detail command.

user@host> show security pki ca-certificate ca-profile Root
Certificate identifier: Root
  Issued to: Root, Issued by: C = US, O = Juniper, CN = Root
  Validity:
    Not before: 07- 3-2015 10:54 UTC
    Not after: 07- 1-2020 10:54 UTC
  Public key algorithm: rsaEncryption(2048 bits)

user@host> show security pki ca-certificate ca-profile Root detail
Certificate identifier: Root
  Certificate version: 3
  Serial number: 0000a17f
  Issuer:
    Organization: Juniper, Country: US, Common name: Root
  Subject:
    Organization: Juniper, Country: US, Common name: Root
  Subject string: 
    C=US, O=Juniper, CN=Root
  Validity:
    Not before: 07- 3-2015 10:54 UTC
    Not after: 07- 1-2020 10:54 UTC
  Public key algorithm: rsaEncryption(2048 bits)
    30:82:01:0a:02:82:01:01:00:c6:38:e9:03:69:5e:45:d8:a3:ea:3d
    2e:e3:b8:3f:f0:5b:39:f0:b7:35:64:ed:60:a0:ba:89:28:63:29:e7
    27:82:47:c4:f6:41:53:c8:97:d7:1e:3c:ca:f0:a0:b9:09:0e:3d:f8
    76:5b:10:6f:b5:f8:ef:c5:e8:48:b9:fe:46:a3:c6:ba:b5:05:de:2d
    91:ce:20:12:8f:55:3c:a6:a4:99:bb:91:cf:05:5c:89:d3:a7:dc:a4
    d1:46:f2:dc:36:f3:f0:b5:fd:1d:18:f2:e6:33:d3:38:bb:44:8a:19
    ad:e0:b1:1a:15:c3:56:07:f9:2d:f6:19:f7:cd:80:cf:61:de:58:b8
    a3:f5:e0:d1:a3:3a:19:99:80:b0:63:03:1f:25:05:cc:b2:0c:cd:18
    ef:37:37:46:91:20:04:bc:a3:4a:44:a9:85:3b:50:33:76:45:d9:ba
    26:3a:3b:0d:ff:82:40:36:64:4e:ea:6a:d8:9b:06:ff:3f:e2:c4:a6
    76:ee:8b:58:56:a6:09:d3:4e:08:b0:64:60:75:f3:e2:06:91:64:73
    d2:78:e9:7a:cb:8c:57:0e:d1:9a:6d:3a:4a:9e:5b:d9:e4:a2:ef:31
    5d:2b:2b:53:ab:a1:ad:45:49:fd:a5:e0:8b:4e:0b:71:52:ca:6b:fa
    8b:0e:2c:7c:7b:02:03:01:00:01
  Signature algorithm: sha1WithRSAEncryption
  Distribution CRL: 
    http://1.1.1.1:8080/crl-as-der/currentcrl-45.crl?id=45
  Authority Information Access OCSP: 
    http://1.1.1.1:8090/Root/
  Use for key: CRL signing, Certificate signing, Key encipherment, Digital 
signature
  Fingerprint:
    ed:ce:ec:13:1a:d2:ab:0a:76:e5:26:6d:2c:29:5d:49:90:57:f9:41 (sha1)
    af:87:07:69:f0:3e:f7:c6:b8:2c:f8:df:0b:ae:b0:28 (md5)

NOTE: In this example, IP addresses are used in the URLs in the CA profile
configuration. If IP addresses are not used with CA-issued certificates or CA
certificates, DNSmust be configured in the device’s configuration. DNSmust
be able to resolve the host in the distribution CRL and in the CA URL in the
CA profile configuration. Additionally, youmust have network reachability to
the same host to receive revocation checks.
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Meaning The output shows the details and validity of CA certificate on each peer as follows:

• C—Country.

• O—Organization.

• CN—Common name.

• Not before—Begin date of validity.

• Not after—End date of validity.

Verifying Local Certificates

Purpose Verify the validity of a local certificate on each peer device.

Action Fromoperationalmode, enter the showsecuritypki local-certificatecertificate-id localcert1

detail command.

user@host> show security pki local-certificate certificate-id local7_neg detail

Certificate identifier: local7_neg
  Certificate version: 3
  Serial number: 0007d964
  Issuer:
    Organization: juniper, Country: us, Common name: Subca2
  Subject:
    Organization: juniper, Organizational unit: marketing, State: california,
 Locality: sunnyvale, Common name: local, Domain component: juniper
  Subject string: 
    DC=juniper, CN=local, OU=marketing, O=juniper, L=sunnyvale, ST=california,
 C=us
  Alternate subject: "test@company.net", company.net, 10.0.0.2
  Validity:
    Not before: 04- 5-2016 03:30 UTC
    Not after: 07- 1-2020 10:54 UTC
  Public key algorithm: rsaEncryption(1024 bits)
    30:81:89:02:81:81:00:b9:44:42:0e:26:5a:46:8e:a7:9c:b9:15:a5
    f1:38:e4:59:59:9d:84:75:ee:7a:64:ca:0a:a7:68:3b:2b:0c:dc:a8
    de:60:df:07:80:23:58:7d:56:dd:4f:50:de:a4:57:f1:a0:df:a9:7a
    6c:3d:e0:6d:7a:cf:ef:af:95:1b:12:7a:c4:54:61:12:db:65:0c:f9
    25:40:2d:01:71:21:8a:fc:fc:f6:9d:db:5a:63:ca:1a:92:2b:a3:98
    f6:6b:e4:23:67:53:92:6a:5e:ad:ae:d7:82:ab:32:c1:60:6f:01:14
    fd:46:bd:3f:b3:6b:fd:e6:41:de:6d:94:0d:6f:ad:02:03:01:00:01
  Signature algorithm: sha256WithRSAEncryption
  Distribution CRL: 
    http://1.1.1.1:8080/crl-as-der/currentcrl-1925.crl?id=1925
  Authority Information Access OCSP: 
    http://10.204.128.120:8090/Subca2/
  Fingerprint:
    69:00:fe:e1:81:37:ab:54:27:81:ce:57:11:a1:f2:d8:00:e7:e6:c7 (sha1)
    1e:27:93:a1:96:eb:28:0c:dc:f3:50:20:bb:eb:ed:57 (md5)
  Auto-re-enrollment:
    Status: Disabled
    Next trigger time: Timer not started

Meaning The output shows the details and validity of a local certificate on each peer as follows:
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• DC—Domain component.

• CN—Common name.

• OU—Organizational unit.

• O—Organization.

• L—Locality

• ST—State.

• C—Country.

• Not before—Begin date of validity.

• Not after—End date of validity.

Verifying IKE Phase 1 Status

Purpose Verify the IKE Phase 1 status on each peer device.

Action From operational mode, enter the show services ipsec-vpn ike security-associations

command.

user@host> show services ipsec-vpn ike security-associations

Remote Address  State         Initiator cookie  Responder cookie  Exchange 
type
192.0.2.0        Matured       63b3445edda507fb  2715ee5895ed244d  Main   

Fromoperationalmode, enter the showservices ipsec-vpn ikesecurity-associationsdetail

command.

user@host> show services ipsec-vpn ike security-associations detail

IKE peer 192.0.2.0
  Role: Initiator, State: Matured
  Initiator cookie: 63b3445edda507fb, Responder cookie: 2715ee5895ed244d
  Exchange type: Main, Authentication method: RSA-signatures
  Local: 10.0.1.2, Remote: 192.0.2.0
  Lifetime: Expires in 788 seconds
  Algorithms:
   Authentication        : hmac-sha1-96 
   Encryption            : 3des-cbc
   Pseudo random function: hmac-sha1
   Diffie-Hellman group  : 2
  Traffic statistics:
   Input  bytes  :                 3100
   Output bytes  :                 4196
   Input  packets:                    7
   Output packets:                    9
  Flags: IKE SA created 
  IPSec security associations: 4 created, 4 deleted

Meaning The flags field in the output shows that, IKE security association is created.
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Verifying IPsec Phase 2 Status

Purpose Verify the IPsec Phase 2 status on each peer device.

Action From operational mode, enter the show services ipsec-vpn ipsec security-associations

command.

user@host> show services ipsec-vpn ipsec security-associations

Service set: ips_ss1, IKE Routing-instance: default

  Rule: vpn_rule_ms_2_2_01, Term: term11, Tunnel index: 1
  Local gateway: 10.0.1.2, Remote gateway: 192.0.2.0
  IPSec inside interface: ms-2/2/0.1, Tunnel MTU: 1500
  UDP encapsulate: Disabled, UDP Destination port: 0
    Direction SPI         AUX-SPI     Mode       Type     Protocol
    inbound   2151932129  0           tunnel     dynamic  ESP       
    outbound  4169263669  0           tunnel     dynamic  ESP       

From operational mode, enter the show services ipsec-vpn ipsec security-associations

detail command.

user@host> show services ipsec-vpn ipsec security-associations detail

Service set: ips_ss1, IKE Routing-instance: default

  Rule: vpn_rule_ms_2_2_01, Term: term11, Tunnel index: 1
  Local gateway: 10.0.1.2, Remote gateway: 192.0.2.0
  IPSec inside interface: ms-2/2/0.1, Tunnel MTU: 1500
  UDP encapsulate: Disabled, UDP Destination port: 0
  Local identity: ipv4_subnet(any:0,[0..7]=80.0.0.0/16)
  Remote identity: ipv4_subnet(any:0,[0..7]=30.0.0.0/16)

    Direction: inbound, SPI: 3029124496, AUX-SPI: 0
    Mode: tunnel, Type: dynamic, State: Installed
    Protocol: ESP, Authentication: hmac-sha1-96, Encryption: 3des-cbc
    Soft lifetime: Expires in 840 seconds
    Hard lifetime: Expires in 1273 seconds
    Anti-replay service: Enabled, Replay window size: 4096
    Copy ToS: Disabled, ToS value: 0
    Copy TTL: Disabled, TTL value: 64

    Direction: outbound, SPI: 4046774180, AUX-SPI: 0
    Mode: tunnel, Type: dynamic, State: Installed
    Protocol: ESP, Authentication: hmac-sha1-96, Encryption: 3des-cbc
    Soft lifetime: Expires in 840 seconds
    Hard lifetime: Expires in 1273 seconds
    Anti-replay service: Enabled, Replay window size: 4096
    Copy ToS: Disabled, ToS value: 0
    Copy TTL: Disabled, TTL value: 64

Meaning The output shows the ipsec security associations details.

Related
Documentation

• Understanding Online Certificate Status Protocol on page 267
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• Comparison of Online Certificate Status Protocol and Certificate Revocation List on

page 268
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PART 5

Configuring Layer 2 Circuits

• Overview on page 287

• Layer 2 Circuits Configuration Overview on page 289

• Configuring Class of Service with Layer 2 Circuits on page 305

• Configuring Pseudowire Redundancy for Layer 2 Circuits on page 311

• Configuring Load Balancing for Layer 2 Circuits on page 341

• Configuring Protection Features for Layer 2 Circuits on page 345

• Monitoring Layer 2 Circuits with BFD on page 383

• Troubleshooting Layer 2 Circuits on page 395
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CHAPTER 20

Overview

• Layer 2 Circuit Overview on page 287

Layer 2 Circuit Overview

A Layer 2 circuit is a point-to-point Layer 2 connection transported using Multiprotocol

Label Switching (MPLS) or other tunneling technology on the service provider’s network.

A Layer 2 circuit is similar to a circuit cross-connect (CCC), except that multiple virtual

circuits (VCs) are transported over a single shared label-switched path (LSP) tunnel

between two provider edge (PE) routers. In contrast, each CCC requires a separate

dedicated LSP.

The Junos OS implementation of Layer 2 circuits supports only the remote form of a

Layer 2 circuit; that is, a connection from a local customer edge (CE) router to a remote

CE router. Figure 28 on page 287 illustrates the components of a Layer 2 circuit.

Figure 28: Components of a Layer 2 Circuit

ToestablishaLayer 2 circuit, the LabelDistributionProtocol (LDP) is usedas the signaling

protocol to advertise the ingress label to the remote PE routers. For this purpose, a

targeted remote LDP neighbor session is established using the extended discovery

mechanism described in LDP, and the session is brought up to the remote PE loopback

IP address. Because LDP looks at the Layer 2 circuit configuration and initiates extended

neighbor discovery for all the Layer 2 circuit neighbors (the remote PEs), no new

configuration is necessary inLDP.EachLayer 2circuit is representedby the logical interface

connecting the local PE router to the local customer edge (CE) router. Note that LDP
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must be enabled on the lo0.0 interface for extended neighbor discovery to function

correctly.

Packets are sent to remoteCE routers over an egress VPN label advertised by the remote

PE router, using a targeted LDP session. The VPN label is sent over an LDP LSP to the

remote PE router connected to the remote CE router. Return traffic from the remote CE

router destined to the local CE router is sent using an ingress VPN label advertised by

the local PE router, which is also sent over the LDP LSP to the local PE router from the

remote PE router.

Related
Documentation

• Understanding Layer 3 VPNs

• Layer 2 VPN Applications on page 120

• Applications for Interconnecting a Layer 2 Circuit with a Layer 2 Circuit on page 1040

• Applications for Interconnecting a Layer 2 Circuit with a Layer 3 VPN on page 1065

• Example: Interconnecting a Layer 2 Circuit with a Layer 2 Circuit on page 1049

• Example: Interconnecting a Layer 2 Circuit with a Layer 3 VPN on page 1066

• Example: Interconnecting a Layer 2 Circuit with a Layer 2 VPN on page 1041
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CHAPTER 21

Layer 2 Circuits Configuration Overview

• Configuring Static Layer 2 Circuits on page 289

• Configuring Local Interface Switching in Layer 2 Circuits on page 290

• Configuring Interfaces for Layer 2 Circuits on page 292

• Configuring Policies for Layer 2 Circuits on page 300

• Configuring LDP for Layer 2 Circuits on page 303

Configuring Static Layer 2 Circuits

You can configure static Layer 2 circuit pseudowires. Static pseudowires are designed

for networks that do not support LDP or do not have LDP enabled. You configure a static

pseudowire by configuring static values for the in and out labels needed to enable a

pseudowire connection. The ignore-mtu-mismatch, ignore-vlan-id, and

ignore-encapsulation-mismatch statements are not relevant for static pseudowire

configurations since the peer router cannot forward this information.

Whenyouconfigurestaticpseudowires, youneedtomanually compare theencapsulation,

TDM bit rate, and control word of the router with the remote peer router and ensure that

they match, otherwise the static pseudowire might not work.

To configure static Layer 2 circuit pseudowires, include the static statement:

static {
incoming-label label;
outgoing-label label;
send-oam;

}

For a list of hierarchy levels atwhich you can configure this statement, see the statement

summary section for this statement.

You can configure a static pseudowire as a standalone Layer 2 circuit or in conjunction

with a redundant pseudowire. You configure the static pseudowire statement at the [edit

protocols l2circuitneighboraddress interface interface-name]hierarchy level. Youconfigure

the redundant pseudowire at the [edit protocols l2circuit neighbor address interface

interface-name backup-neighbor neighbor] hierarchy level. If you configure a static

pseudowire to a neighbor and also configure a redundant pseudowire, the redundant

pseudowire must also be static.
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You can enable the ability to ping a static pseudowire by configuring the send-oam

statement. This functionality applies to the backup neighbor as well. Once you have

configured this statement, you can ping the static pseudowire by issuing the pingmpls

l2circuit command.

For information about how to configure redundant pseudowires, see “Configuring

Redundant Pseudowires for Layer 2 Circuits and VPLS” on page 183.

Related
Documentation

Configuring Redundant Pseudowires for Layer 2 Circuits and VPLS on page 183•

• pingmpls l2circuit on page 1321

Configuring Local Interface Switching in Layer 2 Circuits

You can configure a virtual circuit entirely on the local router, terminating the circuit on

a local interface. Possible uses for this feature include being able to enable switching

between Frame Relay DLCIs.

To configure a virtual circuit to terminate locally, include the local-switching statement:

local-switching {
interface interface-name {
description text;
end-interface {
interface interface-name;
no-revert;
protect-interface interface-name;

}
ignore-mtu-mismatch;
no-revert;
protect-interface interface-name;

}
}

You can include this statement at the following hierarchy levels:

• [edit protocols l2circuit]

• [edit logical-systems logical-system-name protocols l2circuit]

NOTE: ACX Series routers do not support the [edit logical-systems]

hierarchy level.

The following sections describe how to configure local interface switching:

• Configuring the Interfaces for the Local Interface Switch on page 291

• Enabling Local Interface SwitchingWhen the MTU Does Not Match on page 292
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Configuring the Interfaces for the Local Interface Switch

Local interface switching requires you to configure at least two interfaces:

• Starting interface—Include the interface statement at the [edit protocols l2circuit

local-switching] hierarchy level.

• Ending interface—Include the end-interface statement at the [edit protocols l2circuit

local-switching interface interface-name] hierarchy level.

You can also configure virtual circuit interface protection for each local interface:

• Protect interface for the starting interface—Include the protect-interface statement

at the [edit protocols l2circuit local-switching interface interface-name] hierarchy level.

• Protect interface for the ending interface—Include the protect-interface statement at

the [edit protocols l2circuit local-switching interface interface-name end-interface]

hierarchy level.

For more information about how to configure protect interfaces, see “Configuring the

Protect Interface” on page 296.

Typically, when the primary interface goes down, the pseudowire starts using the protect

interface. By default, when the primary interface comes back online, the interface is

switched-over back from the protect interface to the primary interface. To prevent the

switchover back to theprimary interface, unless theprimary interface goesdown, include

the no-revert statement. This prevents loss of traffic during the switchover.

NOTE: If the protect interface fails, the interface is switched-over back to
the primary interface, irrespective of whether or not the no-revert statement

is included in the configuration.

You can configure the no-revert statement both for the starting interface and the ending

interface.

[edit protocols l2circuit local-switching interface interface-name]
no-revert;
end-interface {
interface interface-name;
no-revert;

}

NOTE: The protect interfacemust be configured prior to configuring the
no-revert statement.
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Enabling Local Interface SwitchingWhen theMTUDoes Not Match

You can configure a local switching interface to ignore the MTU configuration set for the
associated physical interface. This enables you to bring up a circuit between two logical
interfaces that are defined on physical interfaces with different MTU values.

To configure the local switching interface to ignore the MTU configured for the physical
interface, include the ignore-mtu-mismatch statement:

ignore-mtu-mismatch;

You can include this statement at the following hierarchy levels:

• [edit protocols l2circuit local-switching interface interface-name]

• [edit logical-systems logical-system-name protocols l2circuit local-switching interface

interface-name]

NOTE: ACX Series routers do not support the [edit logical-systems]

hierarchy level.

Configuring Interfaces for Layer 2 Circuits

The following sections describe how to configure interfaces for Layer 2 circuits:

NOTE: Notall subtasks are supportedonall platforms; check theCLI on your
device.

• Configuring the Address for the Neighbor of the Layer 2 Circuit on page 292

• Configuring the Neighbor Interface for the Layer 2 Circuit on page 293

• Configuring the Interface Encapsulation Type for Layer 2 Circuits on page 299

• Configuring ATM2 IQ Interfaces for Layer 2 Circuits on page 299

Configuring the Address for the Neighbor of the Layer 2 Circuit

All the Layer 2 circuits using a particular remote PE router designated for remote CE
routers are listed under the neighbor statement (“neighbor” designates the PE router).
Each neighbor is identified by its IP address and is usually the end-point destination for
the label-switched path (LSP) tunnel transporting the Layer 2 circuit.

To configure a PE router as a neighbor for a Layer 2 circuit, specify the neighbor address
using the neighbor statement:

neighbor address {
...

}

You can include this statement at the following hierarchy levels:

• [edit protocols l2circuit]
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• [edit logical-systems logical-system-name protocols l2circuit]

Configuring the Neighbor Interface for the Layer 2 Circuit

Each Layer 2 circuit is represented by the logical interencapsulationface connecting the
local provider edge (PE) router to the local customer edge (CE) router. This interface is
tied to theLayer 2circuit neighbor configured in “Configuring theAddress for theNeighbor
of the Layer 2 Circuit” on page 292.

To configure the interface for a Layer 2 circuit neighbor, include the interface statement:

NOTE: The commit operation fails, if the same logical interface is configured
for both Layer 2 circuit and ccc connection.

NOTE: On the EX9200 switches, replace encapsulation-typewith the
encapsulation statement.

interface interface-name {
bandwidth (bandwidth | ctnumber bandwidth);
community community-name;
(control-word | no-control-word);
description text;
encapsulation-type type;
ignore-encapsulation-mismatch;
ignore-mtu-mismatch;
mtumtu-number;
no-revert;
protect-interface interface-name;
pseudowire-status-tlv;
psn-tunnel-endpoint address;
virtual-circuit-id identifier;

}

You can include this statement at the following hierarchy levels:

• [edit protocols l2circuit neighbor address]

• [edit logical-systems logical-system-name protocols l2circuit neighbor address]

The following sections describe how to configure the interface for the Layer 2 circuit

neighbor:

• Configuring a Community for the Layer 2 Circuit on page 294

• Configuring the Control Word for Layer 2 Circuits on page 294

• Configuring theEncapsulationType for theLayer2CircuitNeighbor Interfaceonpage295

• Enabling the Layer 2 Circuit When the Encapsulation Does Not Match on page 296

• Configuring the Protect Interface on page 296

• Configuring the Protect Interface From Switching Over to the Primary

Interface on page 296
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• Configuring the Pseudowire Status TLV on page 297

• Configuring Layer 2 Circuits over Both RSVP and LDP LSPs on page 297

• Configuring the Virtual Circuit ID on page 298

Configuring a Community for the Layer 2 Circuit

To configure a community for a Layer 2 circuit, include the community statement:

community community-name;

You can include this statement at the following hierarchy levels:

• [edit protocols l2circuit neighbor address interface interface-name]

• [edit logical-systems logical-system-name protocols l2circuit neighbor address

interface interface-name]

For information about how to configure a routing policy for a Layer 2 circuit, see

“Configuring Policies for Layer 2 Circuits” on page 300.

Configuring the ControlWord for Layer 2 Circuits

To emulate the virtual circuit (VC) encapsulation for Layer 2 circuits, a 4-byte control

word is added between the Layer 2 protocol data unit (PDU) being transported and the

VC label that is used fordemultiplexing. Formostprotocols, anull controlwordconsisting

of all zeroes is sent between Layer 2 circuit neighbors.

However, individual bits are available in a control word that can carry Layer 2 protocol

control information. The control information is mapped into the control word, which

allows the header of a Layer 2 protocol to be stripped from the frame. The remaining

data and control word can be sent over the Layer 2 circuit, and the frame can be

reassembled with the proper control information at the egress point of the circuit.

The following Layer 2 protocols map Layer 2 control information into special bit fields in

the control word:

• FrameRelay—Thecontrolword supports the transport of discardeligible (DE), forward

explicit congestion notification (FECN), and backward explicit congestion notification

(BECN) information. For configuration information, see “Configuring the Control Word

for Frame Relay Interfaces” on page 295.

NOTE: Frame Relay is not supported on the ACX Series routers.

• ATM AAL5mode—The control word supports the transport of sequence number

processing, ATM cell loss priority (CLP), and explicit forward congestion indication

(EFCI) information. When you configure an AAL5mode Layer 2 circuit, the control

information is carried by default and no additional configuration is needed.

• ATM cell-relay mode—The control word supports sequence number processing only.

Whenyouconfigureacell-relaymodeLayer 2 circuit, the sequencenumber information

is carried by default and no additional configuration is needed.
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The Junos OS implementation of sequence number processing for ATM cell-relay mode

and AAL5mode is not the same as that described in Sec. 3.1.2 of the IETF draft

Encapsulation Methods for Transport of Layer 2 Frames Over IP and MPLS Networks. The

differences are as follows:

• A packet with a sequence number of 0 is considered as out of sequence.

• A packet that does not have the next incremental sequence number is considered out

of sequence.

• When out-of-sequence packets arrive, the sequence number in the Layer 2 circuit

control word increments by one and becomes the expected sequence number for the

neighbor.

The following sections discuss how to configure the control word for Layer 2 circuits:

• Configuring the Control Word for Frame Relay Interfaces on page 295

• Disabling the Control Word for Layer 2 Circuits on page 295

Configuring the Control Word for Frame Relay Interfaces

On interfaces with Frame Relay CCC encapsulation, you can configure Frame Relay

control bit translation to support Frame Relay services over IP and MPLS backbones by

using CCC, Layer 2 VPNs, and Layer 2 circuits. When you configure translation of Frame

Relay control bits, the bits aremapped into the Layer 2 circuit controlword andpreserved

across the IP or MPLS backbone.

For information about how to configure the control bits, see the Configuring Frame Relay

Control Bit Translation.

Disabling the Control Word for Layer 2 Circuits

The Junos OS can typically determinewhether a neighboring router supports the control

word. However, if you want to explicitly disable its use on a specific interface, include the

no-control-word statement:

no-control-word;

For a list of hierarchy levels atwhich you can configure this statement, see the statement

summary section for this statement.

Configuring the Encapsulation Type for the Layer 2 Circuit Neighbor Interface

You can specify the Layer 2 circuit encapsulation type for the interface receiving traffic

from a Layer 2 circuit neighbor. The encapsulation type is carried in the LDP-signaling

messages exchanged between Layer 2 circuit neighbors when pseudowires are created.

The encapsulation type you configure for each Layer 2 circuit neighbor varies depending

on the type of networking equipment or the type of Layer 2 protocol you have deployed

in your network. If you do not specify an encapsulation type for the Layer 2 circuit, the

encapsulation of the CE device interface is used by default.

Specify the encapsulation type for the Layer 2 circuit neighbor interface by including the

encapsulation-type statement:
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encapsulation-type (atm-aal5 | atm-cell | atm-cell-port-mode | atm-cell-vc-mode |
atm-cell-vp-mode | cesop | cisco-hdlc | ethernet | ethernet-vlan | frame-relay |
frame-relay-port-mode | interworking | ppp | satop-e1 | satop-e3 | satop-t1 | satop-t3);

You can include this statement at the following hierarchy levels:

• [edit protocols l2circuit neighbor address interface interface-name]

• [edit logical-systems logical-system-nameprotocols l2circuit neighbor address interface

interface-name]

Enabling the Layer 2 CircuitWhen the Encapsulation Does Not Match

You can configure the Junos OS to allow a Layer 2 circuit to be established even though

theencapsulationconfiguredon theCEdevice interfacedoesnotmatch theencapsulation

configuredon theLayer 2 circuit interfaceby including the ignore-encapsulation-mismatch

statement. You can configure the ignore-encapsulation-mismatch statement for the

connection to the remote connection by including the statement at the [edit protocols

l2circuit neighbor address interface interface-name] hierarchy level or for the local

connection by including this statement at the [edit protocols l2circuit local-switching

interface interface-name] hierarchy level.

ignore-encapsulation-mismatch;

For a list of hierarchy levels at which you can include this statement, see the statement

summary section for this statement.

Configuring the Protect Interface

You can configure a protect interface for the logical interface linking a virtual circuit to

its destination, whether the destination is remote or local. A protect interface provides

a backup for the protected interface in case of failure. Network traffic uses the primary

interface only so long as the primary interface functions. If the primary interface fails,

traffic is switched to the protect interface. The protect interface is optional.

To configure the protect interface, include the protect-interface statement:

protect-interface interface-name;

NOTE: The protect interfacemust be configured prior to configuring the
no-revert statement.

For a list of hierarchy levels at which you can include this statement, see the statement

summary section for this statement.

For an example of how to configure a protect interface for a Layer 2 circuit, see “Example:

Configuring Layer 2 Circuit Protect Interfaces” on page 362.

Configuring the Protect Interface FromSwitching Over to the Primary Interface

Typically, when the primary interface goes down, the pseudowire starts using the protect

interface. By default, when the primary interface comes back online, the interface is

switched-over back from the protect interface to the primary interface. To prevent the
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switchover back to the primary interface, unless the protect interface goes down, include

the no-revert statement. This prevents loss of traffic during the switchover.

NOTE: If the protect interface fails, the interface is switched-over back to
the primary interface, irrespective of whether or not the no-revert statement

is included in the configuration.

Youcanconfigure theno-revert statement at the [editprotocols l2circuit neighboraddress

interface interface-name] hierarchy level:

[edit protocols l2circuit neighbor address interface interface-name]
no-revert;

Configuring the Pseudowire Status TLV

The pseudowire status type length variable (TLV) is used to communicate the status of

a pseudowire back and forth between two PE routers. For Layer 2 circuit configurations,

you can configure the PE router to negotiate the pseudowire with its neighbor using the

pseudowire status TLV. This same functionality is also available for LDP VPLS neighbor

configurations.Thepseudowire statusTLV isconfigurable for eachpseudowireconnection

and is disabled by default. The pseudowire status negotiation process assures that a PE

router reverts back to the label withdrawmethod for pseudowire status if its remote PE

router neighbor does not support the pseudowire status TLV.

Unlike the control word, a PE router’s ability to support the pseudowire status TLV is

communicated when the initial label mapping message is sent to its remote PE router.

Once the PE router transmits its support for the pseudowire status TLV to its remote PE

router, it includes the pseudowire status TLV in every label mapping message sent to

the remote PE router. If you disable support for the pseudowire status TLV on the PE

router, a label withdrawmessage is sent to the remote PE router and then a new label

mapping message without the pseudowire status TLV follows.

To configure the pseudowire status TLV for the pseudowire to the neighbor PE router,
include the pseudowire-status-tlv statement:

pseudowire-status-tlv;

Fora list of thehierarchy levels atwhich youcan include this statement, see the statement

summary section for this statement.

Configuring Layer 2 Circuits over Both RSVP and LDP LSPs

You can configure two Layer 2 circuits between the same two routers, and have one

Layer 2 circuit traverse an RSVP LSP and the other traverse an LDP LSP. To accomplish

this, you need to configure two loopback addresses on the local router. You configure

oneof the loopbackaddress for the Layer 2 circuit traversing theRSVPLSP.Youconfigure

the other loopback address to handle the Layer 2 circuit traversing the LDP LSP. For

informationabout how to configuremultiple loopback interfaces, seeConfiguring Logical

Units on the Loopback Interface for Routing Instances in Layer 3 VPNs.

297Copyright © 2018, Juniper Networks, Inc.

Chapter 21: Layer 2 Circuits Configuration Overview



You also need to configure a packet switched network (PSN) tunnel endpoint for one of

the Layer 2 circuits. It can be either the Layer 2 circuit traversing the RSVP LSP or the one

traversing the LDP LSP. The PSN tunnel endpoint address is the destination address for

the LSP on the remote router.

To configure the address for the PSN tunnel endpoint, include the psn-tunnel-endpoint

statement:

psn-tunnel-endpoint address;

You can include this statement at the following hierarchy levels:

• [edit logical-systems logical-system-name protocols l2circuit neighbor address

interface interface-name]

• [edit protocols l2circuit neighbor address interface interface-name]

By default, the PSN tunnel endpoint for a Layer 2 circuit is identical to the neighbor

address, which is also the same as the LDP neighbor address.

The tunnel endpoints on the remote router do not need to be loopback addresses.

Example: PSN Tunnel Endpoint

The following example illustrates how youmight configure a PSN tunnel endpoint:

[edit protocols l2circuit]
neighbor 10.255.0.6 {
interface t1-0/2/2.0 {
psn-tunnel-endpoint 192.0.2.0;
virtual-circuit-id 1;

}
interface t1-0/2/1.0 {
virtual-circuit-id 10;

}
}

The Layer 2 circuit configured for the t1-0/2/2.0 interface resolves in the inet3 routing

table to 192.0.2.0. This could be either an RSVP route or a static route with an LSP next

hop.

Configuring the Virtual Circuit ID

Youconfigurea virtual circuit IDoneach interface. Each virtual circuit IDuniquely identifies

the Layer 2 circuit among all the Layer 2 circuits to a specific neighbor. The key to

identifyingaparticular Layer 2 circuit onaPE router is theneighbor addressand the virtual

circuit ID. An LDP-FEC-to-label binding is associated with a Layer 2 circuit based on the

virtual circuit ID in the FECand the neighbor that sent this binding. The LDP-FEC-to-label

bindingenables thedisseminationof theVPN label used for sending traffic on that Layer 2

circuit to the remote CE device.

You also configure a virtual circuit ID for each redundant pseudowire. A redundant

pseudowire is identified by the backup neighbor address and the virtual circuit ID. For

more information, see“ConfiguringPseudowireRedundancyonthePERouter”onpage184.

To configure the virtual circuit ID, include the virtual-circuit-id statement:
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virtual-circuit-id identifier;

For a list of hierarchy levels at which you can include this statement, see the statement

summary section for this statement.

Configuring the Interface Encapsulation Type for Layer 2 Circuits

The Layer 2 encapsulation type is carried in the LDP forwarding equivalence class (FEC).

You can configure either circuit cross-connect (CCC) or translational cross-connect

(TCC) encapsulation types for Layer 2 circuits. For more information, see theMPLS

Applications Feature Guide and Junos OS Network Interfaces Library for Routing Devices.

NOTE: SomeplatformandFPCcombinationscannotpassTCCencapsulated
ISO traffic. See Platforms/FPCs That Cannot Forward TCC Encapsulated ISO
Traffic for details.

To configure the interface encapsulation for a Layer 2 circuit, include the encapsulation

statement:

encapsulation encapsulation;

You can include this statement at the following hierarchy levels:

• [edit interfaces interface-name]

• [edit logical-systems logical-system-name interfaces interface-name]

Configuring ATM2 IQ Interfaces for Layer 2 Circuits

You can configure Asynchronous Transfer Mode 2 (ATM2) intelligent queuing (IQ)

interfaces for Layer 2 circuits by using Layer 2 circuit ATM Adaptation Layer 5 (AAL5)

transport mode, Layer 2 circuit ATM cell relay mode, and the Layer 2 circuit ATM trunk

mode.

The configuration statements are as follows:

• atm-l2circuit-mode aal5

• atm-l2circuit-mode cell

• atm-l2circuit-mode trunk

For more information about these statements, see the Junos OS Administration Library.

Formore informationabouthowtoconfigureATM2 IQ interfaces, see theJunosOSNetwork

Interfaces Library for Routing Devices.

The Junos OS implementation of sequence number processing for Layer 2 circuit ATM

cell relaymode and Layer 2 circuit AAL5mode differs from that described in the Internet

draft draft-martini-l2circuit-encap-mpls-11.txt, Encapsulation Methods for Transport of

Layer 2 Frames over MPLS Networks (expires August 2006).

The Junos OS implementation has the following differences:
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1. A packet with a sequence number of 0 is treated as out of sequence.

2. A packet that does not have the next incremental sequence number is considered

out of sequence.

When out-of-sequence packets arrive, the expected sequence number for the neighbor

is set to the sequence number in the Layer 2 circuit control word.

Configuring Policies for Layer 2 Circuits

You can configure Junos routing policies to control the flow of packets over Layer 2

circuits. This capability allows you to provide different level of service over a set of

equal-cost Layer 2 circuits. For example, you canconfigure a circuit for high-priority traffic,

a circuit for average-priority traffic, and a circuit for low-priority traffic. By configuring

Layer 2 circuit policies, you can ensure that higher-value traffic has a greater likelihood

of reaching its destination.

The following sections explain how to configure Layer 2 circuit policies:

• Configuring the Layer 2 Circuit Community on page 300

• Configuring the Policy Statement for the Layer 2 Circuit Community on page 301

• Verifying the Layer 2 Circuit Policy Configuration on page 302

Configuring the Layer 2 Circuit Community

To configure a community for Layer 2 circuits, include the community statement.

community community-name {
members [ community-ids ];

}

You can include this statement at the following hierarchy levels:

• [edit policy-options]

• [edit logical-systems logical-system-name policy-options]

name identifies the community or communities.

community-ids identifies the type of community or extended community:

• A normal community uses the following community ID format:

as-number:community-value

as-number is the autonomous system (AS) number of the community member.

community-value is the identifier of the communitymember. It can be a number from0

through 65,535.

• An extended community uses the following community ID format:

type:administrator:assigned-number

type is the type of target community. The target community identifies the route’s

destination.
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administrator is either anASnumber or an IP version4 (IPv4) addressprefix, depending

on the type of community.

assigned-number identifies the local provider.

You also need to configure the community for the Layer 2 circuit interface; see

“Configuring a Community for the Layer 2 Circuit” on page 294.

Configuring the Policy Statement for the Layer 2 Circuit Community

To configure a policy to send community traffic over a specific LSP, include the

policy-statement statement:

policy-statement policy-name {
term term-name {
from community community-name;
then {
install-nexthop (except | lsp lsp-name | lsp-regex lsp-regular-expression);
accept;

}
}

}

You can include this statement at the following hierarchy levels:

• [edit policy-options]

• [edit logical-systems logical-system-name policy-options]

To prevent the installation of any matching next hops, include the install-nexthop

statement with the except option:

install-nexthop except;

You can include this statement at the following hierarchy levels:

• [edit policy-options policy-statement policy-name term term-name then]

• [edit logical-systems logical-system-namepolicy-optionspolicy-statementpolicy-name

term term-name then]

Toassign traffic fromacommunity toaspecific LSP, include the install-nexthop statement

with the lsp lsp-name option and the accept statement:

install-nexthop lsp lsp-name;
accept;

You can include these statements at the following hierarchy levels:

• [edit policy-options policy-statement policy-name term term-name then]

• [edit logical-systems logical-system-namepolicy-optionspolicy-statementpolicy-name

term term-name then]

You can also use a regular expression to select an LSP from a set of similarly named

LSPs for the install-nexthop statement. To configure a regular expression, include the

install-nexthop statement with the lsp-regex option and the accept statement:
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install-nexthop lsp-regex lsp-regular-expression;
accept;

You can include these statements at the following hierarchy levels:

• [edit policy-options policy-statement policy-name term term-name then]

• [edit logical-systems logical-system-namepolicy-optionspolicy-statementpolicy-name

term term-name then]

Example: Configuring a Policy for a Layer 2 Circuit Community

The following example illustrates how youmight configure a regular expression in a

Layer 2 circuit policy. You create three LSPs to handle gold-tier traffic from a Layer 2

circuit. The LSPs are named alpha-gold, beta-gold, and delta-gold. You then include the

install-nexthop statement with the lsp-regex option with the LSP regular expression

.*-gold at the [edit policy-options policy-statement policy-name term term-name then]

hierarchy level:

[edit policy-options]
policy-statement gold-traffic {
term to-gold-LSPs {
from community gold;
then {
install-nexthop lsp-regex .*-gold;
accept;

}
}

}

The community gold Layer 2 circuits can now use any of the -gold LSPs. Given equal

utilization across the three -gold LSPs, LSP selection is made at random.

You need to apply the policy to the forwarding table. To apply a policy to the forwarding

table, configure the export statement at the [edit routing-options forwarding-table]

hierarchy level:

[edit routing-options forwarding-table]
export policy-name;

Verifying the Layer 2 Circuit Policy Configuration

To verify that you have configured a policy for the Layer 2 circuit, issue the show route

tablempls detail command. It should display the community for ingress routes that

corresponds to the Layer 2 circuits, as shown by the following example:

user@host> show route tablempls detail
so-1/0/1.0 (1 entry, 1 announced)
*L2VPN  Preference: 7
Next hop: via so-1/0/0.0 weight 1, selected
Label-switched-path to-community-gold
Label operation: Push 100000 Offset: -4
Next hop: via so-1/0/0.0 weight 1
Label-switched-path to-community-silver
Label operation: Push 100000 Offset: -4
Protocol next hop: 10.255.245.45
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Push 100000 Offset: -4
Indirect next hop: 85333f0 314
State: <Active Int>
Local AS:   100 
Age: 22 
Task: Common L2 VC
Announcement bits (2): 0-KRT 1-Common L2 VC 
AS path: I
Communities: 100:1

Formore informationabouthowtoconfigure routingpolicies, seeRoutingPolicies, Firewall

Filters, and Traffic Policers Feature Guide.

Configuring LDP for Layer 2 Circuits

Use LDP as the signaling protocol to advertise ingress labels to the remote PE routers.

When configured, LDP examines the Layer 2 circuit configuration and initiates extended

neighbor discovery for all the Layer 2 circuit neighbors (for example, remote PEs). This

process is similar to how LDPworks when tunneled over RSVP. Youmust run LDP on the

lo0.0 interface for extended neighbor discovery to function correctly.

For detailed information about how to configure LDP, see theMPLS Applications Feature

Guide.
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CHAPTER 22

Configuring Class of Service with Layer 2
Circuits

• Configuring ATM Trunking on Layer 2 Circuits on page 305

• Layer 2 Circuit Bandwidth Accounting and Call Admission Control on page 307

• Configuring Bandwidth Allocation and Call Admission Control in Layer 2

Circuits on page 310

Configuring ATMTrunking on Layer 2 Circuits

You can configure Layer 2 circuits to transport ATM traffic from directly connected ATM

switches across an MPLS core network. Traffic from an ATM switch is received on the

local PE router. The ATM cells are given an MPLS label and then sent across the MPLS

network to the remote PE router. The receiving router removes the MPLS label from the

ATM cell and then forwards the cell the receiving ATM switch.

NOTE: ATM trunking on Layer 2 circuits is supported only on T Series and
M320 routers and ATM2 IQ PICs.

Figure 29: ATM Trunking on Layer 2 Circuits

Figure 29 on page 305 illustrates howATMswitches could be linked together by a Layer 2

circuit. The PE1 Router is configured to receive ATM trunk traffic from ATM Switch 1. As

eachATMcell is receivedon thePE1Router, it is classifiedbymeansof theclass-of-service

(CoS) information in the cell header and then encapsulated as a labeled packet. The

CoS information and cell loss priority (CLP) of the ATM cell are copied into the

experimental (EXP)bitsof theMPLS label. The labeledpacket is then transportedacross

the service provider network to the PE2 Router by means of a Layer 2 circuit.
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On the PE2 Router, the label is removed and the plain ATM cell is forwarded to ATM

Switch 2. The CoS and CLP are extracted from the EXP bits and are then used to select

the correct output queue and determine whether the ATM cell should be dropped.

The ATM physical port on the router can support 32 logical trunks when

network-to-network interface (NNI) is used and 8 logical trunks when user-to-network

interface (UNI) is used. A trunk can carry traffic on 32 virtual path identifiers (VPIs),

numbered 0 through 31. Each ATM trunk is associated with an MPLS label and a logical

interface. On the ingress router, one or more of these trunks are mapped to a Layer 2

circuit.

The configuration for the Layer 2 circuit between PE routers is conventional. Follow the

procedures outlined in this chapter for configuring the circuit. However, there is some

specific configuration you need to complete for the Layer 2 circuit to carry traffic from

an ATM trunk.

First, enable ATM trunking for Layer 2 circuits. To enable ATM trunking for Layer 2 circuits,

specify the trunk option for the atm-l2circuit-mode statement at the [edit chassis fpc

number pic number] hierarchy level:

[edit chassis fpc number pic number]
atm-l2circuit-mode trunk (uni | nni);

Specify the uni option for UNI trunks and the nni option for NNI trunks. The default option

is uni.

You also need to configure each ATM trunk for a specific logical interface. Each ATM

trunk has a trunk identifier in the range from0 to 31. This configuration step is in addition

to the typical configuration steps you follow related to configuring interfaces for Layer 2

circuits, as described in “Configuring Interfaces for Layer 2 Circuits” on page 292.

To associate a specific trunk identifier with a logical interface, include the trunk-id

statement:

trunk-id number;

You can include this statement at the following hierarchy levels:

• [edit interfaces interface-name unit number]

• [edit logical-systems logical-system-name interfaces interface-name unit number]

Since ATM trunking is supported on ATM2 IQ PICs only, the only value you can configure

for the pic-type statement is atm2. If you do not configure the pic-type statement but

you do configure the trunk option for the atm-l2circuit-mode statement (at the [chassis

fpc number pic number] hierarchy level), the pic-type statement defaults to atm2.
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Layer 2 Circuit Bandwidth Accounting and Call Admission Control

The sections that followdiscuss Layer 2 circuit bandwidth accounting andcall admission

control (CAC):

• Bandwidth Accounting and Call Admission Control Overview on page 307

• Selecting an LSP Based on the Bandwidth Constraint on page 307

• LSP Path Protection and CAC on page 308

• Layer 2 Circuits Trunk Mode on page 309

Bandwidth Accounting and Call Admission Control Overview

Some network environments require that a certain level of service be guaranteed across

the entire length of a path transiting a service provider’s network. For Layer 2 circuits

transiting an MPLS core network, a customer requirement might be to assure that

guarantees for bandwidth and class of service (CoS) bemaintained across the core

network. For example, an Asynchronous TransferMode (ATM) circuit can provide service

guarantees for each traffic class. A Layer 2 circuit configured to transport that ATMcircuit

across the network could be expected to provide the same service guarantees.

Providing this type of service guarantee requires the following:

• The LSPs in the MPLS core network must be able to provide service guarantees for

bandwidth, rerouting, and route failures. You accomplish these guarantees by

configuring multiclass LSPs. For more information about multiclass LSPs, see

Configuring Multiclass LSPs.

• The service guarantee must bemaintained across the entire length of the link as it

transits the service provider’s network. Different Layer 2 circuits could have different

bandwidth requirements. However, many Layer 2 circuits could be transported over

the same E-LSP in the MPLS core network.

• CACensures that theLSPhas sufficientbandwidth toaccommodate theLayer 2 circuit.

If there is not enough bandwidth over a particular LSP, the Layer 2 circuit is prevented

from using that LSP.

Selecting an LSP Based on the Bandwidth Constraint

CAC of Layer 2 circuits is based on the bandwidth constraint. Youmust configure this

constraint for each Layer 2 circuit interface. If there is a bandwidth constraint configured

for a Layer 2 circuit, CAC bases the final selection of which LSP-forwarding next hop to

use on the following:

• Ifmultiple LSPsmeet the bandwidth requirements, the first LSP found that can satisfy

the bandwidth requirements for the Layer 2 circuit is selected.

• If there is more than one next hopmapped to the same LSP, then all the next hops

that map to that LSP and pass CAC constraints are installed. This allows the Layer 2

circuit routes to restore themselves quickly in case of failure.
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• Theavailablebandwidthon theselectedLSP isdecrementedby thebandwidth required

for each Layer 2 circuit. Similarly, when the Layer 2 circuit route is changed or deleted

(for example,when the route is disassociated fromthatparticular LSP), thebandwidth

on the corresponding LSP is incremented.

• There are no priorities among different Layer 2 circuits competing for the same LSP

next hop in the core network.

• When an LSP’s bandwidth changes, the Layer 2 circuits using that LSP repeat the CAC

process again.

If the LSP bandwidth increases, some Layer 2 circuits that were not establishedmight

nowsuccessfully resolveover theLSP.Similarly, if thebandwidthof theLSPdecreases,

some Layer 2 circuits that were previously upmight now be declared down because

of insufficient bandwidth on the LSP.

• When no LSP is found to meet the bandwidth requirements of the Layer 2 circuit, it is

considered to be a CAC failure, and an error is reported.

LSP Path Protection and CAC

CACcan take intoaccount LSPs that havebeenconfiguredwith anMPLSpathprotection

feature, such as secondary paths, fast reroute, or node and link protection. CAC can

consider the bandwidth available on these auxiliary links and can accept the backup

connection as valid if the main connection fails. However, there are limitations on how

the path protection feature must be configured to prevent CAC from taking down the

Layer 2 circuit when the LSP it is using is switched to a backup route.

For more information about MPLS path protection features, see theMPLS and Traffic

Protection.

The sections that follow discuss the path protection features that can be used in

conjunction with CAC and how they must be configured:

• Secondary Paths and CAC on page 308

• Fast Reroute and CAC on page 309

• Link and Node Protection and CAC on page 309

Secondary Paths and CAC

The following describes the ways in which secondary paths would interact with Layer 2

circuit CAC:

• If an LSP is configured with both primary and secondary paths, if the paths have the

same bandwidth, and if this bandwidth is enough to accommodate the Layer 2 circuit,

the Layer 2 circuit route installs both next hops in the forwarding table.

CAC allows the Layer 2 circuit to be switched to the secondary path if the primary path

fails.

• If theLSPhasprimaryandsecondarypathsconfiguredwithdifferentbandwidths, each

path must run through CAC independently. If the active path for that LSP passes CAC

constraints successfully, then that next hop is installed and the corresponding LSP is
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selected to transport the Layer 2 circuit traffic. The LSP’s secondary paths are then

checked for CAC, and installed if there is sufficient bandwidth.

However, if the active path for the LSP fails to meet the CAC constraints, then that

LSP is not selected and the system looks for a different LSP to transport the Layer 2

circuit.

For example, an LSP has an active primary path with 30megabits of bandwidth and

a secondary path with 10megabits of bandwidth. The Layer 2 circuit requires

15 megabits of bandwidth. The secondary path fails CAC, and only the next hop

corresponding to the primary path is installed for the Layer 2 circuit route. The path

protection originally provided by the secondary path is no longer available.

Fast Reroute and CAC

No CAC is done for fast reroute detours. However, as long as the protected path satisfies

the CAC bandwidth constraints, the detour next hop is also selected and installed.

Link and Node Protection and CAC

You can configure CAC on Layer 2 circuit-based LSPs with bandwidth constraints and

also enable link and node protection. However, if the primary LSP fails, CACmight not

be applied to the bypass LSP, meaning the bypass LSPmight not meet the bandwidth

constraint for the Layer 2 circuit. Tominimize the risk of loosing traffic, the Layer 2 circuit

continues to use the non-CAC bypass LSP while an attempt is made to establish a new

Layer 2 circuit route over an LSP that does support CAC.

Layer 2 Circuits TrunkMode

Using Layer 2 circuit trunk mode, you can configure Layer 2 circuits to carry ATM trunks,

providing a way to link ATM switches over an MPLS core network.

Layer 2 circuit trunk mode allows you to configure the following CoS features:

• CoS queues in Layer 2 circuit trunk mode—For ATM2 IQ interfaces, you can configure

ATM CoS queues for Layer 2 circuit trunk mode.

• Layer2circuit trunkmodescheduling—ForATM2 IQ interfacesconfigured touseLayer2

circuit trunk mode, you can share a scheduler among 32 trunks on an ATM port.

• Two early packet discard (EPD) thresholds per queue—For ATM2 IQ interfaces

configured to use Layer 2 circuit trunk mode, you can set two EPD thresholds that

depend on the packet-loss priorities (PLPs) of the packets.

For a detailedoverviewandconfigurationdocumentation, see theATM Interfaces Feature

Guide for Routing Devices and Class of Service Feature Guide for Routing Devices and

EX9200 Switches.

Related
Documentation

MPLS and Traffic Protection•
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Configuring Bandwidth Allocation and Call Admission Control in Layer 2 Circuits

You can configure bandwidth allocation and call admission control (CAC) on Layer 2

circuits. This feature is available for RSVP-signaled LSPs traversing an MPLS network.

When you enable bandwidth allocation on a Layer 2 circuit, attempts to establish an

RSVP-signaled LSP are preceded by a check of the available bandwidth on the network.

This check is the CAC. The available bandwidth is compared to the bandwidth requested

by the LSP. If there is insufficient bandwidth, the Layer 2 circuit is not established and an

error message is generated. To apply CAC to a Layer 2 circuit, a bandwidth constraint

must be configured.

You can specify the bandwidth for a Layer 2 circuit without configuring a bandwidth for

each class type (queue). To specify the bandwidth allocation for a Layer 2 circuit, include

the bandwidth statement:

bandwidth bandwidth;

Specify the bandwidth in bits per second.

You can include this statement at the following hierarchy levels:

• [edit protocols l2circuit neighbor address interface interface-name]

• [edit logical-systems logical-system-nameprotocols l2circuit neighbor address interface

interface-name]

Alternatively, you can configure the bandwidth for each class type on a Layer 2 circuit. If

you use this type of configuration, you cannot simultaneously configure the nonclass

type of bandwidth configuration for the Layer 2 circuit (the commit operation fails).

Toconfigure thebandwidth for eachclass typeonanLayer 2circuit, include thebandwidth

statement:

bandwidth {
ct0 bandwidth;
ct1 bandwidth;
ct2 bandwidth;
ct3 bandwidth;

}

You can include this statement at the following hierarchy levels:

• [edit protocols l2circuit neighbor address interface interface-name]

• [edit logical-systems logical-system-nameprotocols l2circuit neighbor address interface

interface-name]

Specify the bandwidth for each class type in bits per second. It is not necessary to specify

a bandwidth for all four class types.
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CHAPTER 23

Configuring Pseudowire Redundancy for
Layer 2 Circuits

• Understanding Pseudowire Redundancy Mobile Backhaul Scenarios on page 311

• Example:ConfiguringPseudowireRedundancy inaMobileBackhaulScenarioonpage315

• Extension of Pseudowire Redundancy Condition Logic to Pseudowire Service Logical

Interface Overview on page 338

Understanding Pseudowire RedundancyMobile Backhaul Scenarios

With the rising demand formobile broadband services, telecommunication providers are

seeingasharp increase inbandwidth requirements. Tokeeppacewithdemand, operators

are deploying packet-based backhaul networks that offer increased capacity at a lower

cost, while providing the necessary service reliability and quality of experience that users

expect.

Most of the legacy backhaul infrastructure has been traditionally built over PDH

microwave,TDMT1/E1, orATM-over-DSL links. Serviceprovidershave traditionally added

subsequent TDM links to their base stations when needed to deal with bandwidth

constraint scenarios. This expansion model has proven to be inefficient for the

unprecedented traffic demands required by 3G and Long Term Evolution (LTE) services.

As a direct consequence, operators are gradually migrating to an Ethernet-based higher

capacity infrastructure in the backhaul portion of 3G and LTE topologies. Modern base

stations now provide Ethernet backhaul connectivity, allowing pseudowire technologies

to transport end-user content to thedesireddestination.Aspartof thisEthernet transition,

service providers are increasingly demanding better resiliency mechanisms to cover the

existence gap with those features provided by previous legacy technologies. With that

goal in mind, Junos OS provides efficient pseudowire redundancy capabilities to those

topologies where Layer 2 and Layer 3 segments are interconnected.

• Sample Topology on page 312

• Benefits of Pseudowire Redundancy Mobile Backhaul on page 312

• Layer 2 Virtual Circuit Status TLV Extension on page 312

• How It Works on page 313
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Sample Topology

Figure 30 on page 312 shows a sample topology.

Figure 30: Pseudowire RedundancyMobile Backhaul Sample Topology
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Benefits of Pseudowire RedundancyMobile Backhaul

Junos OS pseudowire redundancy capabilities are as follows:

• Redundant loop-free paths to interconnect Layer 2 and Layer 3 domains.

• Layer 2 and Layer 3 domains are synchronized with regard to the elected data path.

• Traffic disruption is minimal for the following possible scenarios:

• Access link failures

• Node failures

• Control-plane failures

• Traffic interruption is minimal after the failure’s restoration is completed.

Layer 2 Virtual Circuit Status TLV Extension

The pseudowire status TLV is used to communicate the status of a pseudowire between

provider edge (PE) routers. To avoid potential primary-path discrepancies, there must

be amechanism that allows all network elements to be synchronized with respect to

the primary path over which traffic needs to be sent. With this goal in mind, the status

TLV is extended to address this requirement.

NOTE: The pseudowire status TLV is not supported by ACX5000 line of
routers.

By having the active and standby states being defined by the access routers, Junos OS

mitigatespotential primarypathcollisions, as there isauniquenetworkelementdictating
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the preferable forwarding path to be elected. As an added value, this allows network

operators to switch forwardingpathsondemand,which isquiteuseful for troubleshooting

and network maintenance purposes.

The active and standby states are communicated to the aggregation routers by making

use of an additional pseudowire state flag.

Table 15 on page 313 includes a list of the pseudowire state flags.

Table 15: Pseudowire Status Code for the Pseudowire Status TLV

CodeFlag

0x00000000L2CKT_PW_STATUS_PW_FWD

0x00000001L2CKT_PW_STATUS_PW_NOT_FWD

0x00000002L2CKT_PW_STATUS_AC_RX_FAULT

0x00000004L2CKT_PW_STATUS_AC_TX_FAULT

0x00000008L2CKT_PW_STATUS_PSN_RX_FAULT

0x00000010L2CKT_PW_STATUS_PSN_TX_FAULT

0x00000020

Indicates the standby state.

L2CKT_PW_STATUS_PW_FWD_STDBY

0x00000040L2CKT_PW_STATUS_SWITCH_OVER

Inmultichassis LAG (MC-LAG)-based scenarios, this samePW_FWD_STDBY flag is used

to advertise to remote PE devices which attachment circuit (AC) is being used as the

active one. Upon arrival of this flag, the receiving PE device drops any pseudowire built

toward the router originating this state. As we can see, this behavior denotes a slightly

different semantic for the PW_FWD_STDBY flag. As a consequence, you can configure

thehot-standby-vc-on statement tocontrolwhether thepseudowiremustbeconstructed

upon arrival of the PW_FWD_STDBY flag (in the hot-standby pseudowire scenario), or

simply destroy it (in the MC-LAG scenario).

How ItWorks

The solution uses logical tunnel (lt-) paired interfaces for stitching the Layer 2 and Layer

3 domains.

Figure31 onpage314 showsadiagramdepictinghowpseudowire redundancy inamobile

backhaul scenario works.
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Figure 31: Pseudowire RedundancyMobile Backhaul Solution
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A Layer 2 pseudowire terminates on one of the logical tunnel interfaces (x), definedwith

the circuit cross-connect (CCC) address family configured. A Layer 3 VPN (RFC 2547)

terminates the second logical tunnel interface (y), defined with the IPv4 (inet) address

family. Logical tunnel interface (x) and (y) are paired. Layer 2 pseudowires established

between each access router and its corresponding aggregation PE devices terminate on

the logical tunnel interface defined within each PE device. This logical tunnel interface

is used to establish a Layer 2 virtual circuit (VC) toward the remote end. In consequence,

the CCC address family needs to be configured on it. The same applies to the remote

end, where an equivalent interface needs to be defined with CCC capabilities.

This CCC logical tunnel interface created in the aggregation PE devices is paired with a

second logical tunnel interface onwhich the INET address family is enabled. This second

logical tunnel interface is configured within the context of an RFC 2547 Layer 3 VPN.

Within the scopeof this document,we refer to theCCCand INET logical tunnel interfaces

as LT(x) and LT(y), respectively.

The JunosOS routingprotocolprocess (rpd)enables thestitching required to interconnect

the Layer 2 VC ending in LT(x) and the associated LT(y).

In the aggregation PE routers, the routing process builds a pseudowire toward access

routers, and this happens regardless of the active or standby state of the pseudowire.

The same occurs in access routers, where the control and forwarding state is

preestablished in both the Routing Engine and the Packet Forwarding Engine tomitigate

traffic disruption during convergence periods.

An attachment circuit (AC) is a physical or virtual circuit (VC) that attaches a CE device

to a PE device. Local preference is used to provide better information than themultiple

exit discriminator (MED) value provides for a packet's path selection. You can configure

the local preference attribute so that it has a higher value for prefixes received from a

router that provides a desired path than prefixes received from a router that provides a

less desirable path. The higher the value, the more preferred the route. The local
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preference attribute is the metric most often used in practice to express preferences for

one set of paths over another.

If the Layer 2 circuit is primary, the corresponding PE device advertises the AC’s subnet

with the higher local preference. All aggregation PE devices initially advertise the AC’s

subnet with the same local preference. You can configure a routing policy to allow a

higher local preference value to be advertised if the Layer 2 VC is active.

If a pseudowire is down, LT(x) is tagged with the CCC_Down flag. When this happens,

the corresponding PE device withdraws the AC subnet that was initially advertised. The

LT(y) address is shared between the aggregation PE devices as a virtual instance port

(VIP). No VRRP hello messages are exchanged. Both PE devices assumemastership.

Both primary and standby Layer 2 VCs are kept open to reduce traffic disruption in

backup-to-primary transitions. The hot-standby-vc-on configuration statement allows

manual activation.

Resiliency in the Layer 2 domain is provided through plain pseudowire redundancy for

back-to-back connections. For other topologies, pseudowire virtual circuit connectivity

verification (VCCV) is used.

Resiliency in the Layer 3 domain is provided byMPLS fast reroute and end-to-end service

restoration. A restoration timer prevents having VCs in the secondary path from being

switched back to the primary path immediately after the master PE device is restored.

Access routers can indicate to the aggregation routers which Layer 2 VC is considered to

be active. Upon arrival at LT(x) of a status TLVmessage communicating a standby state,

the routing process decreases the BGP's local preference value of the direct subnet

represented by the LT(y) IPv4 address. At this point, BGPproceeds to advertise this local

preference change to the rest of thememberswithin the Layer 3 domain, whichwill then

reelect the designated forwarder PE device by relying on BGP's path selection

mechanisms.

A similar behavior occurs upon arrival of a status TLVmessage indicating a Layer 2 VC

active state. In this case, the receiving PE device changes the local preference

corresponding to the LT(y)'s subnet. The value to be used to either decrease or increase

the subnet's local preference value is manually configured using a policy.

Related
Documentation

Example: Configuring Pseudowire Redundancy in a Mobile Backhaul Scenario on

page 315

•

Example: Configuring Pseudowire Redundancy in aMobile Backhaul Scenario

This example shows how to configure pseudowire redundancy where Layer 2 and Layer

3 segments are interconnected in a mobile backhaul scenario.

• Requirements on page 316

• Overview on page 316
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• Configuration on page 317

• Verification on page 334

Requirements

This examplecanbeconfiguredusing the followinghardwareandsoftwarecomponents:

• Junos OS Release 13.2 or later

• MX Series 3D Universal Edge Routers or M Series Multiservice Edge Routers for the

Provider Edge (PE) Routers

• PTX Series Packet Transport Routers acting as transit label-switched routers

• T Series Core Routers for the Core Routers

NOTE: The PE routers could also be T Series Core Routers but that is not
typical. Depending on your scaling requirements, the core routers could also
beMXSeries3DUniversalEdgeRoutersorMSeriesMultiserviceEdgeRouters.
The Customer Edge (CE) devices could be other routers or switches from
Juniper Networks or another vendor.

No special configuration beyond device initialization is required before configuring this

example.

Overview

Device CE1 is a simple edge router with an IPv4 interface and a static route pointing to

the PE devices. Device A1 establishes two virtual circuits (VCs) toward Device PE1 and

Device PE2 bymaking use of the hot-standby statement. Device PE1 and Device PE2

terminate these VCs and enforce a policy condition over the logical tunnel IPv4 subnet.

Device PE3 performs as a Layer 3 VPN provider edge device by having an IPv4 interface

in a Layer 3 VPN shared with Device PE1 and Device PE2.

“CLI Quick Configuration” on page 317 shows the configuration for all of the devices in

Figure 32 on page 317.

The section “Step-by-StepProcedure” on page 322 describes the steps onDevice A1 and

Device PE1.
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Figure 32: Pseudowire Redundancy in aMobile Backhaul Example
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device CE1 set interfaces ge-1/3/3 vlan-tagging
set interfaces ge-1/3/3 unit 600 vlan-id 600
set interfaces ge-1/3/3 unit 600 family inet address 10.41.0.104/24
set interfaces lo0 unit 0 family inet address 192.168.0.104/32 primary
set protocols ospf area 0.0.0.0 interface ge-1/3/3.600
set protocols ospf area 0.0.0.0 interface lo0.0
set routing-options static route 192.168.0.0/8 next-hop 10.41.0.1
set routing-options static route 10.53.0.0/16 next-hop 10.41.0.1
set routing-options router-id 192.168.0.104

Device A1 set interfaces ge-1/3/0 unit 0 family inet address 10.20.0.100/24
set interfaces ge-1/3/0 unit 0 family iso
set interfaces ge-1/3/0 unit 0 family mpls
set interfaces ge-1/3/1 unit 0 family inet address 10.10.0.100/24
set interfaces ge-1/3/1 unit 0 family iso
set interfaces ge-1/3/1 unit 0 family mpls
set interfaces ge-1/3/2 vlan-tagging
set interfaces ge-1/3/2 encapsulation vlan-ccc
set interfaces ge-1/3/2 unit 600 encapsulation vlan-ccc
set interfaces ge-1/3/2 unit 600 vlan-id 600
set interfaces ge-1/3/2 unit 600 family ccc
set interfaces lo0 unit 0 family inet address 192.168.0.100/32 primary
set interfaces lo0 unit 0 family iso address 49.0002.0192.0168.0100.00
set routing-options router-id 192.168.0.100
set routing-options autonomous-system 64510
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set routing-options forwarding-table export pplb
set protocols rsvp interface ge-1/3/0.0
set protocols rsvp interface ge-1/3/1.0
set protocols rsvp interface lo0.0
set protocolsmpls interface ge-1/3/0.0
set protocolsmpls interface ge-1/3/1.0
set protocols isis interface ge-1/3/0.0
set protocols isis interface ge-1/3/1.0
set protocols isis interface lo0.0
set protocols ldp interface ge-1/3/0.0
set protocols ldp interface ge-1/3/1.0
set protocols ldp interface lo0.0
set protocols l2circuit neighbor 192.168.0.101 interface ge-1/3/2.600 virtual-circuit-id 1
setprotocols l2circuitneighbor 192.168.0.101 interfacege-1/3/2.600pseudowire-status-tlv
set protocols l2circuit neighbor 192.168.0.101 interface ge-1/3/2.600 revert-time 10
maximum60

set protocols l2circuit neighbor 192.168.0.101 interface ge-1/3/2.600 backup-neighbor
192.168.0.102 virtual-circuit-id 2

set protocols l2circuit neighbor 192.168.0.101 interface ge-1/3/2.600 backup-neighbor
192.168.0.102 hot-standby

set policy-options policy-statement pplb then load-balance per-packet

Device PE1 set interfaces ge-0/1/1 unit 0 family inet address 10.21.0.101/24
set interfaces ge-0/1/1 unit 0 family iso
set interfaces ge-0/1/1 unit 0 family mpls
set interfaces ge-0/1/2 unit 0 family inet address 10.31.0.101/24
set interfaces ge-0/1/2 unit 0 family iso
set interfaces ge-0/1/2 unit 0 family mpls
set interfaces ge-0/1/3 unit 0 family inet address 10.10.0.101/24
set interfaces ge-0/1/3 unit 0 family iso
set interfaces ge-0/1/3 unit 0 family mpls
set interfaces lt-1/2/0 unit 600 encapsulation vlan-ccc
set interfaces lt-1/2/0 unit 600 vlan-id 600
set interfaces lt-1/2/0 unit 600 peer-unit 601
set interfaces lt-1/2/0 unit 601 encapsulation vlan
set interfaces lt-1/2/0 unit 601 vlan-id 600
set interfaces lt-1/2/0 unit 601 peer-unit 600
set interfaces lt-1/2/0 unit 601 family inet filter input icmp_inet
set interfaces lt-1/2/0 unit 601 family inet filter output icmp_inet
set interfaces lt-1/2/0 unit 601 family inet address 10.41.0.101/24 vrrp-group 0
virtual-address 10.41.0.1

set interfaces lt-1/2/0unit601 family inetaddress 10.41.0.101/24vrrp-group0accept-data
set interfaces lo0 unit 0 family inet address 192.168.0.101/32 primary
set interfaces lo0 unit 0 family iso address 49.0002.0192.0168.0003.00
set interfaces lo0 unit 1 family inet address 192.168.1.101/32
set routing-options router-id 192.168.0.101
set routing-options autonomous-system 64511
set protocols rsvp interface ge-0/1/1.0
set protocols rsvp interface ge-0/1/2.0
set protocols rsvp interface ge-0/1/3.0
set protocols rsvp interface lo0.0
set protocolsmpls label-switched-path to_PE3 to 192.168.0.103
set protocolsmpls label-switched-path to_PE2 to 192.168.0.102
set protocolsmpls interface ge-0/1/1.0
set protocolsmpls interface ge-0/1/2.0
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set protocolsmpls interface ge-0/1/3.0
set protocols bgp local-address 192.168.0.101
set protocols bgp group ibgp family inet-vpn any
set protocols bgp group ibgp peer-as 64511
set protocols bgp group ibgp neighbor 192.168.0.102
set protocols bgp group ibgp neighbor 192.168.0.103
set protocols isis interface ge-0/1/1.0
set protocols isis interface ge-0/1/2.0
set protocols isis interface ge-0/1/3.0
set protocols isis interface lo0.0
set protocols ldp interface ge-0/1/1.0
set protocols ldp interface ge-0/1/2.0
set protocols ldp interface ge-0/1/3.0
set protocols ldp interface lo0.0
set protocols l2circuit neighbor 192.168.0.100 interface lt-1/2/0.600 virtual-circuit-id 1
setprotocols l2circuitneighbor 192.168.0.100 interface lt-1/2/0.600pseudowire-status-tlv
hot-standby-vc-on

set policy-options policy-statement l3vpn_export term primary from condition primary
set policy-options policy-statement l3vpn_export term primary then local-preference
add 300

setpolicy-optionspolicy-statement l3vpn_export termprimary thencommunityset l3vpn
set policy-options policy-statement l3vpn_export term primary then accept
set policy-options policy-statement l3vpn_export term standby from condition standby
set policy-options policy-statement l3vpn_export term standby then local-preference
add 30

setpolicy-optionspolicy-statement l3vpn_export termstandbythencommunityset l3vpn
set policy-options policy-statement l3vpn_export term standby then accept
setpolicy-optionspolicy-statement l3vpn_export termdefault thencommunityset l3vpn
set policy-options policy-statement l3vpn_export term default then accept
set policy-options policy-statement l3vpn_import term 1 from community l3vpn
set policy-options policy-statement l3vpn_import term 1 then accept
set policy-options policy-statement l3vpn_import term default then reject
set policy-options policy-statement ospf_export term 0 from community l3vpn
set policy-options policy-statement ospf_export term 0 then accept
set policy-options community l3vpnmembers target:64511:600
set policy-options condition primary if-route-exists address-family ccc lt-1/2/0.600
set policy-options condition primary if-route-exists address-family ccc tablempls.0
set policy-options condition primary if-route-exists address-family ccc peer-unit 601
set policy-options condition standby if-route-exists address-family ccc lt-1/2/0.600
set policy-options condition standby if-route-exists address-family ccc tablempls.0
set policy-options condition standby if-route-exists address-family ccc standby
set policy-options condition standby if-route-exists address-family ccc peer-unit 601
set firewall family inet filter icmp_inet interface-specific
set firewall family inet filter icmp_inet term 0 from source-address 10.41.0.101/32 except
set firewall family inet filter icmp_inet term 0 from source-address 10.0.0.0/8
set firewall family inet filter icmp_inet term 0 from protocol icmp
set firewall family inet filter icmp_inet term 0 then count icmp_inet
set firewall family inet filter icmp_inet term 0 then log
set firewall family inet filter icmp_inet term 0 then accept
set firewall family inet filter icmp_inet term 1 then accept
set routing-instances l3vpn instance-type vrf
set routing-instances l3vpn interface lt-1/2/0.601
set routing-instances l3vpn interface lo0.1
set routing-instances l3vpn route-distinguisher 192.168.1.101:64511
set routing-instances l3vpn vrf-import l3vpn_import
set routing-instances l3vpn vrf-export l3vpn_export
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set routing-instances l3vpn vrf-table-label
set routing-instances l3vpn protocols ospf export ospf_export
set routing-instances l3vpn protocols ospf area 0.0.0.0 lt-1/2/0.601
set routing-instances l3vpn protocols ospf area 0.0.0.0 lo0.1

Device PE2 set interfaces ge-0/3/0 unit 0 family inet address 10.20.0.102/24
set interfaces ge-0/3/0 unit 0 family iso
set interfaces ge-0/3/0 unit 0 family mpls
set interfaces ge-0/3/1 unit 0 family inet address 10.21.0.102/24
set interfaces ge-0/3/1 unit 0 family iso
set interfaces ge-0/3/1 unit 0 family mpls
set interfaces ge-0/3/3 unit 0 family inet address 10.32.0.102/24
set interfaces ge-0/3/3 unit 0 family iso
set interfaces ge-0/3/3 unit 0 family mpls
set interfaces lt-1/2/0 unit 600 encapsulation vlan-ccc
set interfaces lt-1/2/0 unit 600 vlan-id 600
set interfaces lt-1/2/0 unit 600 peer-unit 601
set interfaces lt-1/2/0 unit 601 encapsulation vlan
set interfaces lt-1/2/0 unit 601 vlan-id 600
set interfaces lt-1/2/0 unit 601 peer-unit 600
set interfaces lt-1/2/0 unit 601 family inet filter input icmp_inet
set interfaces lt-1/2/0 unit 601 family inet filter output icmp_inet
set interfaces lt-1/2/0 unit 601 family inet address 10.41.0.102/24 vrrp-group 0
virtual-address 10.41.0.1

set interfaces lt-1/2/0unit601 family inetaddress 10.41.0.102/24vrrp-group0accept-data
set interfaces lo0 unit 0 family inet address 192.168.0.102/32 primary
set interfaces lo0 unit 0 family iso address 49.0002.0192.0168.0102.00
set interfaces lo0 unit 1 family inet address 192.168.1.102/32
set routing-options router-id 192.168.0.102
set routing-options autonomous-system 64511
set protocols rsvp interface ge-0/3/0.0
set protocols rsvp interface ge-0/3/1.0
set protocols rsvp interface ge-0/3/3.0
set protocols rsvp interface lo0.0
set protocolsmpls label-switched-path to_PE1 to 192.168.0.101
set protocolsmpls label-switched-path to_PE3 to 192.168.0.103
set protocolsmpls interface ge-0/3/0.0
set protocolsmpls interface ge-0/3/1.0
set protocolsmpls interface ge-0/3/3.0
set protocols bgp local-address 192.168.0.102
set protocols bgp group ibgp family inet-vpn any
set protocols bgp group ibgp peer-as 64511
set protocols bgp group ibgp neighbor 192.168.0.101
set protocols bgp group ibgp neighbor 192.168.0.103
set protocols isis interface ge-0/3/0.0
set protocols isis interface ge-0/3/1.0
set protocols isis interface ge-0/3/3.0
set protocols isis interface lo0.0
set protocols ldp interface ge-0/3/0.0
set protocols ldp interface ge-0/3/1.0
set protocols ldp interface ge-0/3/3.0
set protocols ldp interface lo0.0
set protocols l2circuit neighbor 192.168.0.100 interface lt-1/2/0.600 virtual-circuit-id 2
setprotocols l2circuitneighbor 192.168.0.100 interface lt-1/2/0.600pseudowire-status-tlv
hot-standby-vc-on
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set policy-options policy-statement l3vpn_export term primary from condition primary
set policy-options policy-statement l3vpn_export term primary then local-preference
add 300

setpolicy-optionspolicy-statement l3vpn_export termprimary thencommunityset l3vpn
set policy-options policy-statement l3vpn_export term primary then accept
set policy-options policy-statement l3vpn_export term standby from condition standby
set policy-options policy-statement l3vpn_export term standby then local-preference
add 30

setpolicy-optionspolicy-statement l3vpn_export termstandbythencommunityset l3vpn
set policy-options policy-statement l3vpn_export term standby then accept
setpolicy-optionspolicy-statement l3vpn_export termdefault thencommunityset l3vpn
set policy-options policy-statement l3vpn_export term default then accept
set policy-options policy-statement l3vpn_import term 1 from community l3vpn
set policy-options policy-statement l3vpn_import term 1 then accept
set policy-options policy-statement l3vpn_import term default then reject
set policy-options policy-statement ospf_export term 0 from community l3vpn
set policy-options policy-statement ospf_export term 0 then accept
set policy-options community l3vpnmembers target:64511:600
set policy-options condition primary if-route-exists address-family ccc lt-1/2/0.600
set policy-options condition primary if-route-exists address-family ccc tablempls.0
set policy-options condition primary if-route-exists address-family ccc peer-unit 601
set policy-options condition standby if-route-exists address-family ccc lt-1/2/0.600
set policy-options condition standby if-route-exists address-family ccc tablempls.0
set policy-options condition standby if-route-exists address-family ccc standby
set policy-options condition standby if-route-exists address-family ccc peer-unit 601
set firewall family inet filter icmp_inet interface-specific
set firewall family inet filter icmp_inet term0 from source-address 10.41.0.102/32 except
set firewall family inet filter icmp_inet term 0 from source-address 10.0.0.0/8
set firewall family inet filter icmp_inet term 0 from protocol icmp
set firewall family inet filter icmp_inet term 0 then count icmp_inet
set firewall family inet filter icmp_inet term 0 then log
set firewall family inet filter icmp_inet term 0 then accept
set firewall family inet filter icmp_inet term 1 then accept
set routing-instances l3vpn instance-type vrf
set routing-instances l3vpn interface lt-1/2/0.601
set routing-instances l3vpn interface lo0.1
set routing-instances l3vpn route-distinguisher 192.168.1.102:64511
set routing-instances l3vpn vrf-import l3vpn_import
set routing-instances l3vpn vrf-export l3vpn_export
set routing-instances l3vpn vrf-table-label
set routing-instances l3vpn protocols ospf export ospf_export
set routing-instances l3vpn protocols ospf area 0.0.0.0 interface lt-1/2/0.601
set routing-instances l3vpn protocols ospf area 0.0.0.0 interface lo0.1

Device PE3 set interfaces ge-2/0/3 unit 0 family inet address 10.32.0.103/24
set interfaces ge-2/0/3 unit 0 family iso
set interfaces ge-2/0/3 unit 0 family mpls
set interfaces ge-2/0/5 unit 0 family inet address 10.53.0.103/24
set interfaces ge-2/0/5 unit 0 family mpls
set interfaces ge-2/1/8 unit 0 family inet address 10.31.0.103/24
set interfaces ge-2/1/8 unit 0 family iso
set interfaces ge-2/1/8 unit 0 family mpls
set interfaces lo0 unit 0 family inet address 192.168.0.103/32 primary
set interfaces lo0 unit 0 family iso address 49.0002.0192.0168.0103.00
set interfaces lo0 unit 1 family inet address 192.168.1.103/32
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set routing-options router-id 192.168.0.103
set routing-options autonomous-system 64511
set protocols rsvp interface ge-2/0/3.0
set protocols rsvp interface ge-2/1/8.0
set protocols rsvp interface lo0.0
set protocolsmpls label-switched-path to_PE1 to 192.168.0.101
set protocolsmpls label-switched-path to_PE2 to 192.168.0.102
set protocolsmpls interface ge-2/0/3.0
set protocolsmpls interface ge-2/1/8.0
set protocols bgp local-address 192.168.0.103
set protocols bgp group ibgp family inet-vpn any
set protocols bgp group ibgp peer-as 64511
set protocols bgp group ibgp neighbor 192.168.0.101
set protocols bgp group ibgp neighbor 192.168.0.102
set protocols isis interface ge-2/0/3.0
set protocols isis interface ge-2/1/8.0
set protocols isis interface lo0.0
set protocols ldp interface ge-2/0/3.0
set protocols ldp interface ge-2/1/8.0
set protocols ldp interface lo0.0
set policy-options policy-statement l3vpn_ospf_export term 0 from protocol direct
set policy-options policy-statement l3vpn_ospf_export term 0 then accept
set policy-options policy-statement l3vpn_ospf_import term 0 from protocol bgp
set policy-options policy-statement l3vpn_ospf_import term 0 from community l3vpn
set policy-options policy-statement l3vpn_ospf_import term 0 then accept
set policy-options policy-statement ospf_export term 0 from community l3vpn
set policy-options policy-statement ospf_export term 0 then accept
set policy-options community l3vpnmembers target:64511:600
set routing-instances l3vpn instance-type vrf
set routing-instances l3vpn interface ge-2/0/5.0
set routing-instances l3vpn interface lo0.1
set routing-instances l3vpn route-distinguisher 192.168.0.103:64511
set routing-instances l3vpn vrf-target target:64511:600
set routing-instances l3vpn vrf-table-label
set routing-instances l3vpn protocols ospf export ospf_export
set routing-instances l3vpn protocols ospf area 0.0.0.0 interface ge-2/0/5.0
set routing-instances l3vpn protocols ospf area 0.0.0.0 interface lo0.1

Device CE2 set interfaces ge-2/0/8 unit 0 family inet address 10.53.0.105/24
set interfaces lo0 unit 0 family inet address 192.168.0.105/32 primary
set protocols ospf area 0.0.0.0 interface ge-2/0/8.0
set protocols ospf area 0.0.0.0 interface lo0.0
set routing-options router-id 192.168.0.105

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Device A1:

1. Configure the interfaces.

EnableMPLS on the core-facing interfaces. The ISO address family is also enabled,

because IS-IS is used as the interior gatewayprotocol (IGP) in the provider network.
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Onthecustomer-facing interface, youdonotneed toenableMPLS.On this interface,

enable CCC encapsulation and address family CCC.

[edit interfaces]
user@A1# set ge-1/3/0 unit 0 family inet address 10.20.0.100/24
user@A1# set ge-1/3/0 unit 0 family iso
user@A1# set ge-1/3/0 unit 0 family mpls

user@A1# set ge-1/3/1 unit 0 family inet address 10.10.0.100/24
user@A1# set ge-1/3/1 unit 0 family iso
user@A1# set ge-1/3/1 unit 0 family mpls

user@A1# set ge-1/3/2 vlan-tagging
user@A1# set ge-1/3/2 encapsulation vlan-ccc
user@A1# set ge-1/3/2 unit 600 encapsulation vlan-ccc
user@A1# set ge-1/3/2 unit 600 vlan-id 600
user@A1# set ge-1/3/2 unit 600 family ccc

user@A1# set lo0 unit 0 family inet address 192.168.0.100/32 primary
user@A1# set lo0 unit 0 family iso address 49.0002.0192.0168.0100.00

2. Configure the RSVP on the core-facing interfaces and on the loopback interface.

RSVP is used in the Layer 3 domain.

[edit protocols rsvp]
user@A1# set interface ge-1/3/0.0
user@A1# set interface ge-1/3/1.0
user@A1# set interface lo0.0

3. Configure LDP on the core-facing interfaces and on the loopback interface.

LDP is used in Layer 2 domain.

[edit protocols ldp]
user@A1# set interface ge-1/3/0.0
user@A1# set interface ge-1/3/1.0
user@A1# set interface lo0.0

4. Configure MPLS on the core-facing interfaces.

[edit protocols mpls]
user@A1# set interface ge-1/3/0.0
user@A1# set interface ge-1/3/1.0

5. Configure an interior gateway protocol, such as IS-IS or OSPF, on the core-facing

interfaces and on the loopback interface.

[edit protocols isis]
user@A1# set interface ge-1/3/0.0
user@A1# set interface ge-1/3/1.0
user@A1# set interface lo0.0

6. On the interface that faces the customer edge, configure the Layer 2 circuit.
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Configure thehot-standby statementon those routerswithbothactiveandstandby

virtual circuits (VCs) (Device A1 in our topology). Youmust include the

pseudowire-status-tlvstatementonaccess routers.Without thestatusTLVsignaling,

the standby flag cannot be advertised to remote provider edge (PE) devices.

The revert-time statement and themaximum option should also be configured on

access routers. Without the revert-time statement, traffic of all the VCs will not be

transitioned to the primary path upon completion of the restoration. If a revert-time

delay is defined but amaximum delay is not, then VCs are restored immediately

upon the revert timer's expiration. Themaximum option allows the VCs to be

restored in a scattered fashion rather than all at once.

[edit protocols l2circuit neighbor 192.168.0.101 interface ge-1/3/2.600]
user@A1# set virtual-circuit-id 1
user@A1# set pseudowire-status-tlv
user@A1# set revert-time 10maximum60
user@A1# set backup-neighbor 192.168.0.102 virtual-circuit-id 2
user@A1# set backup-neighbor 192.168.0.102 hot-standby

7. Tohave theunilist next hopgetpushed toother access routers, configureper-packet

load balancing.

[edit policy-options policy-statement pplb]
user@A1# set then load-balance per-packet

8. Apply the per-packet load balancing policy.

[edit routing-options forwarding-table]
user@A1# set export pplb

9. Configure the autonomous system (AS) ID and the router ID.

[edit routing-options]
user@A1# set router-id 192.168.0.100
user@A1# set autonomous-system 64510

Similarly, configure any other access devices.

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Device PE1:

1. Configure the interfaces.

Enable MPLS on the core-facing interfaces.

[edit interfaces]
user@PE1# set ge-0/1/1 unit 0 family inet address 10.21.0.101/24
user@PE1# set ge-0/1/1 unit 0 family iso
user@PE1# set ge-0/1/1 unit 0 family mpls
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user@PE1# set ge-0/1/2 unit 0 family inet address 10.31.0.101/24
user@PE1# set ge-0/1/2 unit 0 family iso
user@PE1# set ge-0/1/2 unit 0 family mpls

user@PE1# set ge-0/1/3 unit 0 family inet address 10.10.0.101/24
user@PE1# set ge-0/1/3 unit 0 family iso
user@PE1# set ge-0/1/3 unit 0 family mpls

user@PE1# set lo0 unit 0 family inet address 192.168.0.101/32 primary
user@PE1# set lo0 unit 0 family iso address 49.0002.0192.0168.0003.00
user@PE1# set lo0 unit 1 family inet address 192.168.1.101/32

2. On Device PE1 and Device PE2, which are aggregation routers, configure a pair of

logical tunnel interfaces to represent LT(x) and LT(y).

The solution uses logical tunnel (lt-) paired interfaces for stitching the Layer 2 and

Layer 3 domains.

A Layer 2 pseudowire terminates on one of the logical tunnel interfaces, LT(x),

defined with the circuit cross-connect (CCC) address family. A Layer 3 VPN

terminates the second logical tunnel interface, LT(y), defined with the IPv4 (inet)

address family. LT(x) and LT(y) are paired.

[edit interfaces]
user@PE1# set lt-1/2/0 unit 600 encapsulation vlan-ccc
user@PE1# set lt-1/2/0 unit 600 vlan-id 600
user@PE1# set lt-1/2/0 unit 600 peer-unit 601

user@PE1# set lt-1/2/0 unit 601 encapsulation vlan
user@PE1# set lt-1/2/0 unit 601 vlan-id 600
user@PE1# set lt-1/2/0 unit 601 peer-unit 600
user@PE1# set lt-1/2/0 unit 601 family inet filter input icmp_inet
user@PE1# set lt-1/2/0 unit 601 family inet filter output icmp_inet

3. (Optional) Associate a unique VRRP addresswith both Device PE1 andDevice PE2.

In this case, both Device PE1 and Device PE2 assume themastership state for the

defined VIP IPv4 address, so no VRRP hello message are exchanged between the

routers.

[edit interfaces lt-1/2/0 unit 601 family inet address 10.41.0.101/24]
user@PE1# set vrrp-group 0 virtual-address 10.41.0.1
user@PE1# set vrrp-group 0 accept-data

4. Configure IS-IS or another IGP.

[edit protocols isis]
user@PE1# set interface ge-0/1/1.0
user@PE1# set interface ge-0/1/2.0
user@PE1# set interface ge-0/1/3.0
user@PE1# set interface lo0.0

5. Configure the MPLS on the core-facing interfaces.
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[edit protocols mpls]
user@PE1# set interface ge-0/1/1.0
user@PE1# set interface ge-0/1/2.0
user@PE1# set interface ge-0/1/3.0

6. Configure label-switched paths to the other PE devices.

BGP is a policy-driven protocol, so also configure and apply any needed routing

policies. For example, youmight want to export static routes into BGP.

[edit protocols mpls]
user@PE1# set label-switched-path to_PE3 to 192.168.0.103
user@PE1# set label-switched-path to_PE2 to 192.168.0.102

7. Configure LDP on the core-facing interfaces and on the loopback interface.

[edit protocols ldp]
user@PE1# set interface ge-0/1/1.0
user@PE1# set interface ge-0/1/2.0
user@PE1# set interface ge-0/1/3.0
user@PE1# set interface lo0.0

8. Configure RSVP on the core-facing interfaces and on the loopback interface.

[edit protocols rsvp]
user@PE1# set interface ge-0/1/1.0
user@PE1# set interface ge-0/1/2.0
user@PE1# set interface ge-0/1/3.0
user@PE1# set interface lo0.0

9. Configure internal BGP (IBGP).

[edit protocols bgp]
user@PE1# set local-address 192.168.0.101
user@PE1# set group ibgp family inet-vpn any
user@PE1# set group ibgp peer-as 64511
user@PE1# set group ibgp neighbor 192.168.0.102
user@PE1# set group ibgp neighbor 192.168.0.103

10. Configure the Layer 2 circuit on the logical tunnel interface.

Configure the hot-standby-vc-on statement if you want a hot standby pseudowire

to be established upon arrival of PW_FWD_STDBY status TLV.

[edit protocols l2circuit neighbor 192.168.0.100 interface lt-1/2/0.600]
user@PE1# set virtual-circuit-id 1
user@PE1# set pseudowire-status-tlv hot-standby-vc-on

11. Defineapair of conditions tobeapplied to theegresspolicydefinedwithin theLayer

3 VPN instance.

In both condition primary and condition standby, the matching route corresponds

to the interface lt-1/2/0.600 (y), as this is the format in which egress routes appear

in routing table mpls.0 to represent any given pseudowire.
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The difference between these conditions is in the standby attribute. Upon arrival of

the PW_FWD_STDBY status TLV to Device PE1 or Device PE2, Junos OSmatches

condition standby, and in consequence, only term standbywithin the l3vpn policy

will be executed. On the other hand, if the PW_FWD_STDBY status TLV is not

present, thepolicyonlymatchesconditionprimary,which thenexecutes termprimary

in the l3vpn policy. Also, for logical tunnel-based CCC services, youmust specify

the logical tunnel interface, LT(y), that is associated with the logical tunnel CCC

interface, LT(x). (See “Understanding Pseudowire Redundancy Mobile Backhaul

Scenarios” on page 311.)

Finally, for CCC-based conditions, Junos OS only allowsmpls.0 as the matching

routing table. For the address attribute, Junos OS only allows strings with a logical

interface unit format (for example, lt-0/0/0.0).

[edit policy-options condition primary if-route-exists address-family ccc]
user@PE1# set lt-1/2/0.600
user@PE1# set tablempls.0
user@PE1# set peer-unit 601

[edit policy-options condition standby if-route-exists address-family ccc]
user@PE1# set lt-1/2/0.600
user@PE1# set tablempls.0
user@PE1# set standby
user@PE1# set peer-unit 601

12. Configure the Layer 3 VPN export policy.

If the Layer 2 virtual circuit (VC) is primary, the corresponding provider edge (PE)

routing device advertises the attachment circuit’s (AC’s) subnet with the higher

local preference. All aggregation PE devices initially advertise the AC’s subnet with

the same local preference.

This routing policy allows a higher local preference value to be advertised if the

Layer 2 VC is active.

[edit policy-options policy-statement l3vpn_export]
user@PE1# set term primary from condition primary
user@PE1# set term primary then local-preference add 300
user@PE1# set term primary then community set l3vpn
user@PE1# set term primary then accept

user@PE1# set term standby from condition standby
user@PE1# set term standby then local-preference add 30
user@PE1# set term standby then community set l3vpn
user@PE1# set term standby then accept

user@PE1# set term default then community set l3vpn
user@PE1# set term default then accept

13. Configure the Layer 3 VPN community members.

[edit policy-options community l3vpn]
user@PE1# setmembers target:64511:600
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14. Configure the Layer 3 VPN import policy, based on the Layer 3 VPN community.

[edit policy-options policy-statement l3vpn_import]
user@PE1# set term 1 from community l3vpn
user@PE1# set term 1 then accept
user@PE1# set term default then reject

15. Configure OSPF export policy, based on the Layer 3 VPN community.

[edit policy-options policy-statement ospf_export term 0]
user@PE1# set from community l3vpn
user@PE1# set then accept

16. (Optional) Configure a firewall filter to check the path taken by traffic.

[edit firewall family inet filter icmp_inet]
user@PE1# set interface-specific
user@PE1# set term 0 from source-address 10.41.0.101/32 except
user@PE1# set term 0 from source-address 10.0.0.0/8
user@PE1# set term 0 from protocol icmp
user@PE1# set term 0 then count icmp_inet
user@PE1# set term 0 then log
user@PE1# set term 0 then accept
user@PE1# set term 1 then accept

17. Configure the routing instance.

This routing instance is in the Layer 2 domain where Device PE1 and Device PE2 are

interconnected to the metro ring over multiaccess media (Ethernet). Youmust

include the vrf-table-label' statement on Device PE1 and Device PE2 to enable

advertisement of the direct subnet prefix corresponding to the logical tunnel (lt-)

interface toward the Layer 3 domain.

Device PE1 and Device PE2 use OSPF for Layer 3 VPN communication with Device

CE1.

[edit routing-instances l3vpn]
user@PE1# set instance-type vrf
user@PE1# set interface lt-1/2/0.601
user@PE1# set interface lo0.1
user@PE1# set route-distinguisher 192.168.1.101:64511
user@PE1# set vrf-import l3vpn_import
user@PE1# set vrf-export l3vpn_export
user@PE1# set vrf-table-label
user@PE1# set protocols ospf export ospf_export
user@PE1# set protocols ospf area 0.0.0.0 interface lt-1/2/0.601
user@PE1# set protocols ospf area 0.0.0.0 interface lo0.1

18. Configure the autonomous system (AS) ID and router ID.

[edit routing-options]
user@PE1# set router-id 192.168.0.101
user@PE1# set autonomous-system 64511

Similarly, configure Device PE2.

Copyright © 2018, Juniper Networks, Inc.328

Layer 2 VPNs and VPLS Feature Guide for Routing Devices



Results From configuration mode, confirm your configuration by entering the show interfaces,

show firewall, show protocols, show policy-options, show routing-options, and show

routing-instances commands. If the output does not display the intended configuration,

repeat the instructions in this example to correct the configuration.

Device A1 user@A1# show interfaces
ge-1/3/0 {
unit 0 {
family inet {
address 10.20.0.100/24;

}
family iso;
family mpls;

}
}
ge-1/3/1 {
unit 0 {
family inet {
address 10.10.0.100/24;

}
family iso;
family mpls;

}
}
ge-1/3/2 {
vlan-tagging;
encapsulation vlan-ccc;
unit 600 {
encapsulation vlan-ccc;
vlan-id 600;
family ccc;

}
}
lo0 {
unit 0 {
family inet {
address 192.168.0.100/32 {
primary;

}
}
family iso {
address 49.0002.0192.0168.0100.00;

}
}

}

user@A1# show protocols
rsvp {
interface ge-1/3/0.0;
interface ge-1/3/1.0;
interface lo0.0;

}
mpls {
interface ge-1/3/0.0;
interface ge-1/3/1.0;
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}
isis {
interface ge-1/3/0.0;
interface ge-1/3/1.0;
interface lo0.0;

}
ldp {
interface ge-1/3/0.0;
interface ge-1/3/1.0;
interface lo0.0;

}
l2circuit {
neighbor 192.168.0.101 {
interface ge-1/3/2.600 {
virtual-circuit-id 1;
pseudowire-status-tlv;
backup-neighbor 192.168.0.102 {
virtual-circuit-id 2;
hot-standby;

}
}

}
}

user@A1# show policy-options
policy-statement pplb {
then {
load-balance per-packet;

}
}

user@A1# show routing-options
autonomous-system 64510;
router-id 192.168.0.100;
forwarding-table {
export pplb;

}

Device PE1 user@PE1# show interfaces
ge-0/1/1 {
unit 0 {
family inet {
address 10.21.0.101/24;

}
family iso;
family mpls;

}
}
ge-0/1/2 {
unit 0 {
family inet {
address 10.31.0.101/24;

}
family iso;
family mpls;

}
}
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ge-0/1/3 {
unit 0 {
family inet {
address 10.10.0.101/24;

}
family iso;
family mpls;

}
}
lt-1/2/0 {
unit 600 {
encapsulation vlan-ccc;
vlan-id 600;
peer-unit 601;

}
unit 601 {
encapsulation vlan;
vlan-id 600;
peer-unit 600;
family inet {
filter {
input icmp_inet;
output icmp_inet;

}
address 10.41.0.101/24 {
vrrp-group 0 {
virtual-address 10.41.0.1;
accept-data;

}
}

}
}

}
lo0 {
unit 0 {
family inet {
address 192.168.0.101/32 {
primary;

}
}
family iso {
address 49.0002.0192.0168.0003.00;

}
}
unit 1 {
family inet {
address 192.168.1.101/32;

}
}

}

user@PE1# show firewall
family inet {
filter icmp_inet {
interface-specific;
term 0 {
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from {
source-address {
10.41.0.101/32 except;
10.0.0.0/8;

}
protocol icmp;

}
then {
count icmp_inet;
log;
accept;

}
}
term 1 {
then accept;

}
}

}

user@PE1# show protocols
rsvp {
interface ge-0/1/1.0;
interface ge-0/1/2.0;
interface ge-0/1/3.0;
interface lo0.0;

}
mpls {
label-switched-path to_PE3 {
to 192.168.0.103;

}
label-switched-path to_PE2 {
to 192.168.0.102;

}
interface ge-0/1/1.0;
interface ge-0/1/2.0;
interface ge-0/1/3.0;

}
bgp {
local-address 192.168.0.101;
group ibgp {
family inet-vpn {
any;

}
peer-as 64511;
neighbor 192.168.0.102;
neighbor 192.168.0.103;

}
}
isis {
interface ge-0/1/1.0;
interface ge-0/1/2.0;
interface ge-0/1/3.0;
interface lo0.0;

}
ldp {
interface ge-0/1/1.0;
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interface ge-0/1/2.0;
interface ge-0/1/3.0;
interface lo0.0;

}
l2circuit {
neighbor 192.168.0.100 {
interface lt-1/2/0.600 {
virtual-circuit-id 1;
pseudowire-status-tlv hot-standby-vc-on;

}
}

}

user@PE1# show policy-options
policy-statement l3vpn_export {
term primary {
from condition primary;
then {
local-preference add 300;
community set l3vpn;
accept;

}
}
term standby {
from condition standby;
then {
local-preference add 30;
community set l3vpn;
accept;

}
}
term default {
then {
community set l3vpn;
accept;

}
}

}
policy-statement l3vpn_import {
term 1 {
from community l3vpn;
then accept;

}
term default {
then reject;

}
}
policy-statement ospf_export {
term 0 {
from community l3vpn;
then accept;

}
}
community l3vpnmembers target:64511:600;
condition primary {
if-route-exists {
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address-family {
ccc {
lt-1/2/0.600;
table mpls.0;
peer-unit 601;

}
}

}
}
condition standby {
if-route-exists {
address-family {
ccc {
lt-1/2/0.600;
table mpls.0;
standby;
peer-unit 601;

}
}

}
}

user@PE1# show routing-options
router-id 192.168.0.101;
autonomous-system 64511;

user@PE1# show routing-instances
l3vpn {
instance-type vrf;
interface lt-1/2/0.601;
interface lo0.1;
route-distinguisher 192.168.1.101:64511;
vrf-import l3vpn_import;
vrf-export l3vpn_export;
vrf-table-label;
protocols {
ospf {
export ospf_export;
area 0.0.0.0 {
interface lt-1/2/0.601;
interface lo0.1;

}
}

}
}

If you are done configuring the devices, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

• Checking Layer 2 Circuits on page 335

• Checking the Policy Conditions on page 337
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Checking Layer 2 Circuits

Purpose Upon Layer 2 virtual circuit (VC) establishment, the output of the show l2circuit

connectionscommandshowstheactiveandthehot-standbyVC. Inaddition, control-plane

details are shown for the hot-standby VC.

Action From operational mode, enter the show l2circuit connections extensive command.

user@A1> show l2circuit connections extensive

Layer-2 Circuit Connections:

Legend for connection status (St)   
EI -- encapsulation invalid      NP -- interface h/w not present   
MM -- mtu mismatch               Dn -- down                       
EM -- encapsulation mismatch     VC-Dn -- Virtual circuit Down    
CM -- control-word mismatch      Up -- operational                
VM -- vlan id mismatch           CF -- Call admission control failure
OL -- no outgoing label          IB -- TDM incompatible bitrate 
NC -- intf encaps not CCC/TCC    TM -- TDM misconfiguration 
BK -- Backup Connection          ST -- Standby Connection
CB -- rcvd cell-bundle size bad  SP -- Static Pseudowire
LD -- local site signaled down   RS -- remote site standby
RD -- remote site signaled down  HS -- Hot-standby Connection
XX -- unknown

Legend for interface status  
Up -- operational            
Dn -- down                   
Neighbor: 192.168.0.101 
    Interface                 Type  St     Time last up          # Up trans
    ge-1/3/2.600(vc 1)        rmt   Up     Jan 24 11:00:26 2013           1
      Remote PE: 192.168.0.101, Negotiated control-word: Yes (Null)
      Incoming label: 299776, Outgoing label: 299776
      Negotiated PW status TLV: Yes
      local PW status code: 0x00000000, Neighbor PW status code: 0x00000000
      Local interface: ge-1/3/2.600, Status: Up, Encapsulation: VLAN
    Connection History:
        Jan 24 11:00:26 2013  status update timer  
        Jan 24 11:00:26 2013  PE route changed     
        Jan 24 11:00:26 2013  Out lbl Update                    299776
        Jan 24 11:00:26 2013  In lbl Update                     299776
        Jan 24 11:00:26 2013  loc intf up                 ge-1/3/2.600
Neighbor: 192.168.0.102 
    Interface                 Type  St     Time last up          # Up trans
    ge-1/3/2.600(vc 2)        rmt   HS     -----                       ----
      Remote PE: 192.168.0.102, Negotiated control-word: Yes (Null)
      Incoming label: 299792, Outgoing label: 299776
      Negotiated PW status TLV: Yes
      local PW status code: 0x00000020, Neighbor PW status code: 0x00000000
      Local interface: ge-1/3/2.600, Status: Up, Encapsulation: VLAN

user@PE1> show l2circuit connections extensive

Layer-2 Circuit Connections:

Legend for connection status (St)   
EI -- encapsulation invalid      NP -- interface h/w not present   
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MM -- mtu mismatch               Dn -- down                       
EM -- encapsulation mismatch     VC-Dn -- Virtual circuit Down    
CM -- control-word mismatch      Up -- operational                
VM -- vlan id mismatch           CF -- Call admission control failure
OL -- no outgoing label          IB -- TDM incompatible bitrate 
NC -- intf encaps not CCC/TCC    TM -- TDM misconfiguration 
BK -- Backup Connection          ST -- Standby Connection
CB -- rcvd cell-bundle size bad  SP -- Static Pseudowire
LD -- local site signaled down   RS -- remote site standby
RD -- remote site signaled down  HS -- Hot-standby Connection
XX -- unknown

Legend for interface status  
Up -- operational            
Dn -- down                   
Neighbor: 192.168.0.100 
    Interface                 Type  St     Time last up          # Up trans
    lt-1/2/0.600(vc 1)        rmt   Up     Jan 24 11:06:36 2013           1
      Remote PE: 192.168.0.100, Negotiated control-word: Yes (Null)
      Incoming label: 299776, Outgoing label: 299776
      Negotiated PW status TLV: Yes
      local PW status code: 0x00000000, Neighbor PW status code: 0x00000000
      Local interface: lt-1/2/0.600, Status: Up, Encapsulation: VLAN
    Connection History:
        Jan 24 11:06:36 2013  status update timer  
        Jan 24 11:06:36 2013  PE route changed     
        Jan 24 11:06:36 2013  Out lbl Update                    299776
        Jan 24 11:06:36 2013  In lbl Update                     299776
        Jan 24 11:06:36 2013  loc intf up                 lt-1/2/0.600

user@PE2> show l2circuit connections extensive

Layer-2 Circuit Connections:

Legend for connection status (St)   
EI -- encapsulation invalid      NP -- interface h/w not present   
MM -- mtu mismatch               Dn -- down                       
EM -- encapsulation mismatch     VC-Dn -- Virtual circuit Down    
CM -- control-word mismatch      Up -- operational                
VM -- vlan id mismatch           CF -- Call admission control failure
OL -- no outgoing label          IB -- TDM incompatible bitrate 
NC -- intf encaps not CCC/TCC    TM -- TDM misconfiguration 
BK -- Backup Connection          ST -- Standby Connection
CB -- rcvd cell-bundle size bad  SP -- Static Pseudowire
LD -- local site signaled down   RS -- remote site standby
RD -- remote site signaled down  HS -- Hot-standby Connection
XX -- unknown

Legend for interface status  
Up -- operational            
Dn -- down                   
Neighbor: 192.168.0.100 
    Interface                 Type  St     Time last up          # Up trans
    lt-1/2/0.600(vc 2)        rmt   Up     Jan 24 10:55:31 2013           1
      Remote PE: 192.168.0.100, Negotiated control-word: Yes (Null)
      Incoming label: 299776, Outgoing label: 299792
      Negotiated PW status TLV: Yes
      local PW status code: 0x00000000, Neighbor PW status code: 0x00000020
      Local interface: lt-1/2/0.600, Status: Up, Encapsulation: VLAN
    Connection History:
        Jan 24 10:55:31 2013  status update timer  
        Jan 24 10:55:31 2013  PE route changed     
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        Jan 24 10:55:31 2013  Out lbl Update                    299792
        Jan 24 10:55:31 2013  In lbl Update                     299776
        Jan 24 10:55:31 2013  loc intf up                 lt-1/2/0.600

Meaning From the perspective of Device PE1 and Device PE2, a single Layer 2 circuit is established

toward access routers, so there is no standby device information in the CLI output of the

show l2circuit connections command. Note that no timing and flapping information is

provided for the VC acting as the hot-standby. Junos OS only allows these counters to

be tracked for the active VC.

Checking the Policy Conditions

Purpose OnthePEdevices, verify the stateof thedifferent conditionsdefinedaspart of theLayer3

VPN's egress policy, where 10.41.0.0/24 corresponds to the logical tunnel (y) subnet.

Action From operational mode, enter the show policy conditions detail command.

user@PE1> show policy conditions detail
Configured conditions:
Condition primary (static), event: Existence of a route in a specific routing 
table
Dependent routes:
 10.41.0.0/24, generation 8
 192.168.0.104/32, generation 8

Condition standby (static), event: Existence of a route in a specific routing 
table
Dependent routes:
None

Condition tables:
Table mpls.0, generation 0, dependencies 0, If-route-exists conditions: primary 
(static) standby (static)
Table l3vpn.inet.0, generation 12, dependencies 2

user@PE2> show policy conditions detail
Configured conditions:
Condition primary (static), event: Existence of a route in a specific routing 
table
Dependent routes:
 10.41.0.0/24, generation 18

Condition standby (static), event: Existence of a route in a specific routing 
table
Dependent routes:
 10.41.0.0/24, generation 18

Condition tables:
Table mpls.0, generation 0, dependencies 0, If-route-exists conditions: primary 
(static) standby (static)
Table l3vpn.inet.0, generation 367, dependencies 2
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Related
Documentation

Understanding Pseudowire Redundancy Mobile Backhaul Scenarios on page 311•

Extension of Pseudowire Redundancy Condition Logic to Pseudowire Service Logical
Interface Overview

The pseudowire redundancy feature for mobile backhaul scenarios uses logical tunnel

(lt-) paired interfaces as the stitching between Layer 2 and Layer 3 domains. This feature

now includes the MPLS pseudowire service logical interface to terminate subscriber

interfacesusing theps0.0 interfaceas the stitchingbetweenLayer 2andLayer 3domains.

This topic describes the functional details of the pseudowire redundancy feature using

the ps0.0 interface, which extends the policy logic used in the logical tunnel interfaces.

A pseudowire logical device and its related pseudowire logical interfaces are dependent

on the state of the underlying logical transport interface device, which is either the Layer

2 VPN or Layer 2 circuit.

NOTE: We recommend that you use unit 0 to represent the transport logical

interface for thepseudowiredevice.Non-zerounit numbers represent service
logical interfaces used for pseudowire subscriber interfaces.

• Sample Topology on page 338

• Functionality on page 339

• Policy Condition for Pseudowire Service Logical Interfaces on page 339

Sample Topology

Figure 33 on page 338 on page 1 shows the stitching of Layer 2 and Layer 3 domains

between the MPLS access node and the MPLS core. The primary or backup pseudowire

on theMPLS access side is terminated at the provider edge devices (PE1 and PE2) at the

pseudowire logical transport interface (ps0.0). The corresponding pseudowire logical

service interfaces (ps0.1 to ps0.n) at the core MPLS cloud are connected to the Layer 3

domain, and these pseudowire logical service interfaces are configured in Layer 3 VPN

routing instances.

Figure 33: Sample Topology for Pseudowire Redundancy
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This topology results in a Layer 2 circuit across theMPLS access node and provider edge

routers, with the pseudowire logical transport interface (ps0.0) acting as the local

interface of the Layer 2 circuit terminating at the PE routers.
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Functionality

Figure 33 on page 338 on page 1 shows the functional details of pseudowire redundancy

with events between the devices. A1 is the MPLS access node that initiates the primary

andbackupLayer 2 circuits to theprovider edgedevices (PE1andPE2). TheLayer 2 circuit

is terminated on provider edge devices and then stitched to the Layer 3 VPN.

The functional flow is as follows:

• Create the primary and backup Layer 2 circuit at access node A1.

• Detect both the primary and backup path, advertise the local preference, and stitch

the Layer 2 circuit and Layer 3 VPN at the provider edge devices (PE1 and PE2).

The followingpseudowire code is used to notify the standby status from theaccess node

to provider edge devices:

• L2CKT_PW_STATUS_PW_FWD_STDBY flag with 0x00000020.

Policy Condition for Pseudowire Service Logical Interfaces

The policy condition uses pseudowire service logical interfaces to stitch the Layer 2 and

Layer 3 domains. Provider edge devices (PE1 and PE2) detect both primary and standby

virtual circuits on themetro MPLS side. The primary virtual circuit is stitched to Layer 3

domainat theservicessidePE1andPE2towards theMPLScore.SeeFigure34onpage339

on page 2.

Figure 34: Pseudowire Service Logical Interface for Pseudowire
Redundancy Solution
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A primary Layer 2 circuit exists between access node A1 and provider edge device PE1,

and a standby Layer 2 circuit exists between the same access node A1 and provider edge

device PE2. The pseudowire service on the transport logical interface (ps0.0) is the local

interface for the Layer 2 circuit at PE1 and PE2. At PE1 and PE2, there are multiple Layer

3 VPN instances; for example vrf-x and vrf-y.

The pseudowire service on service logical interfaces ps0.x and ps0.y are configured for

the vrf-x andvrf-y routing instances respectively. For example,when the trafficwithVLAN

ID x originates from the access node to PE1 or PE2 on the Layer 2 circuit, it exits through

the pseudowire service on the transport logical interface (ps0.0). Then the pseudowire

service on service logical interface ps0.x is selected and sent through the vrf-x instance.
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When the pseudowire state is active, the aggregation provider edge device (PE1 or PE2)

advertises the subnet of the attachment circuit with the higher local preference value,

which is indicated by the user through amanually configured policy.

NOTE: When remote provider edge devices receive two inet-vpn prefixes
corresponding to the subnet of the attachment circuit, the highest local
preference prefix received determines the primary datapath to be elected.

See the following output:

[edit policy-options]
condition primary {
if-route-exists {
address-family {
ccc {
ps0.0;
table mpls.0;

}
}

}
}
policy-statement l3vpn_export {
term primary {
from condition primary;
then {
local-preference add 300;
community set l3vpn;
accept;

}
}

}

NOTE: In policy-statement name, under condition primary, there is no need to

configure the peer unit, as it is valid only for the logical tunnel interface. For
the pseudowire service logical interface, one-to-manymapping is used.

Related
Documentation

• Understanding Pseudowire Redundancy Mobile Backhaul Scenarios on page 311

• Example: Configuring Pseudowire Redundancy in a Mobile Backhaul Scenario on

page 315

• Pseudowire Subscriber Logical Interfaces Overview

• Configuring a Pseudowire Subscriber Logical Interface

• Configuring the Transport Logical Interface for a Pseudowire Subscriber Logical Interface
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CHAPTER 24

Configuring Load Balancing for Layer 2
Circuits

• Reducing APS Switchover Time in Layer 2 Circuits on page 341

Reducing APS Switchover Time in Layer 2 Circuits

OnM320 routers with Channelized OC3/STM1 Circuit Emulation PIC with SFP, you can

configure the fast-aps-switch statement at the [edit interfaces interface-name

sonet-options aps] hierarchy level to reduce the Automatic Protection Switching (APS)

switchover time in Layer 2 circuits. Configuring this statement reduces theAPSswitchover

time only when the Layer 2 circuit encapsulation type for the interface receiving traffic

from a Layer 2 circuit neighbor is Structure Agnostic time-division multiplexing (TDM)

over Packet (SAToP).

The fast-aps-switch statementmust be configured on bothworking and protect circuits.

Additionally, to achieve reduction in APS switchover time:

• Per-packet load balancing must be configured.

• Bidirectional switching modemust be configured.

• If the fast-aps-switch statement is configured in revertive APSmode, configure an

appropriate value for revert time. We recommend that you configure a revert time of

600 seconds for 672 through 1344 Layer 2 circuits.

• To prevent the logical interfaces in the data path from being shut down, configure

appropriate hold-time values on all the interfaces in the data path that support TDM.

NOTE:

• The fast-aps-switchstatementcannotbeconfiguredwhentheAPSannex-b

option is configured.

• The interfaces that have the fast-aps-switch statement configured cannot

be used in virtual private LAN service (VPLS) environments.

The following tasks illustrate how to configure Junos OS to reduce APS switchover time.
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NOTE: Per-packet loadbalancingcanbeconfigured fora limitedsetof routes
or for all routes. To simplify the steps involved in configuring per-packet load
balancing, steps for configuring per-packet load balancing for all routes is
covered in this procedure.

• Configuring Per-Packet Load Balancing on page 342

• Configuring Fast APS Switchover on page 342

Configuring Per-Packet Load Balancing

To configure per-packet load balancing for all routes:

1. Configure the per-packet option for the load-balance statement at the [edit

policy-options policy-statement policy-name then] hierarchy level.

[edit policy-options policy-statement policy-name then]
user@host# set load-balance per-packet

For example:

[edit policy-options policy-statement load-balancing-policy then]
user@host# set load-balance per-packet

2. Configure the policy name in the export statement at the [edit routing-options

forwarding-table] hierarchy level.

[edit routing-options forwarding-table]
user@host# set export policy-name

For example:

[edit routing-options forwarding-table]
user@host# set export load-balancing-policy

See Also Configuring Per-Packet Load Balancing•

• Understanding Per-Packet Load Balancing

Configuring Fast APS Switchover

To configure fast APS switchover:

1. On both the working and protect circuits, configure the fast-aps-switch statement at

the [edit interfaces interface-name sonet-options aps] hierarchy level.

[edit interfaces interface-name sonet-options aps]
user@host# set fast-aps-switch

For example:

[edit interfaces cstm1-0/0/0 sonet-options aps]
user@host# set fast-aps-switch

[edit interfaces cstm1-0/1/0 sonet-options aps]

Copyright © 2018, Juniper Networks, Inc.342

Layer 2 VPNs and VPLS Feature Guide for Routing Devices



user@host# set fast-aps-switch

2. Configure bidirectional switching mode on both the working and protect circuits. To

do this, configure the switching-mode bidirectional statement at the [edit interfaces

interface-name sonet-options aps] hierarchy level on both the working and protect

circuits.

[edit interfaces interface-name sonet-options aps]
user@host# set switching-mode bidirectional

For example:

[edit interfaces cstm1-0/0/0 sonet-options aps]
user@host# set switching-mode bidirectional

[edit interfaces cstm1-0/1/0 sonet-options aps]
user@host# set switching-mode bidirectional

3. If APS is configured in revertive mode, configure an appropriate value for revert time

onboth theworkingandprotect circuits. Todo this, configure the revert-time statement

at the [edit interfaces interface-name sonet-options aps] hierarchy level on both the

working and protect circuits.

[edit interfaces interface-name sonet-options aps]
user@host# set revert-time seconds

For example:

[edit interfaces cstm1-0/0/0 sonet-options aps]
user@host# set revert-time 600

[edit interfaces cstm1-0/1/0 sonet-options aps]
user@host# set revert-time 600

4. To prevent the logical interfaces in the data path from being shut down, configure

appropriate hold-time values on all interfaces in the data path that support TDM.

[edit interfaces interface-name hold-time]
user@host# set up seconds down seconds

For example:

[edit interfaces cstm1-0/0/0 hold-time]
user@host# set up 1 down 400

See Also • fast-aps-switch on page 1166
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CHAPTER 25

Configuring Protection Features for Layer
2 Circuits

• Egress Protection LSPs for Layer 2 Circuits on page 345

• Configuring Egress Protection Service Mirroring for BGP Signaled Layer 2

Services on page 347

• Example: Configuring an Egress Protection LSP for a Layer 2 Circuit on page 351

• Example: Configuring Layer 2 Circuit Protect Interfaces on page 362

• Example: Configuring Layer 2 Circuit Switching Protection on page 367

Egress Protection LSPs for Layer 2 Circuits

An egress protection LSP provides link protection for link between PE routers and CE

devices as illustrated in Figure 35 on page 346.
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Figure 35: Egress Protection LSP
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Device CE1 is multihomed to router PE1 and router PE2. Device CE2 is multihomed to

router PE3 and router PE4. There are two paths connecting devices CE1 and CE2. The

working path is CE2-PE3-P1-PE1-CE1, using pseudowire PW1. The protecting path is

CE2-PE4-P2-PE2-CE1, usingpseudowirePW2.Normally, traffic flows through theworking

path. When the end-to-end OAM between devices CE1 and CE2 detects a failure on the

working path, traffic will be switched from the working path to the protecting path.

In the topology shown in Figure 35 on page 346, if there was a link or node failure in the

core network (for example, a link failure from router P1 to PE1, from router PE3 to P1, or

a node failure of router P1), MPLS fast reroute can be triggered on the transport LSPs

between router PE3 and router PE1 to repair the connection within tens of milliseconds.

Egress protection LSPs address the problem of when a link failure occurs at the edge of

the network (for example, a link failure on router PE1 to device CE1).

An egress protection LSP has been configured from router PE1 to router PE2. In the event

of a link failure between router PE1 and device CE1, traffic can be switched to the egress

protection LSP. Traffic fromdeviceCE2 cannowbe routed throughpathPE3-P1-PE1-PE2

to reach device CE1.
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Configuring Egress Protection Service Mirroring for BGP Signaled Layer 2 Services

Starting in Junos OS Release 14.2, Junos OS supports the restoration of egress traffic

when there is a link or node failure in the egress PE node. If there is a link or node failure

in the core network, a protectionmechanism such asMPLS fast reroute can be triggered

on the transport LSPs between the PE routers to repair the connection within tens of

milliseconds. An egress protection LSP addresses the problem of a node-link failure at

the edge of the network (for example, a failure of a PE router).

Figure 1 shows a simplified topology of the use case that explains this feature.

Figure 36: Egress Protection LSP Configured fromRouter PE1 to Router
PE2
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CE1 is multihomed to PE1 and PE2. There are two paths connecting CE1 and CE2. The

working path is CE2-PE3-P-PE1-CE1, via pseudowire PW21. The protecting path is

CE2-PE3-P-PE2-CE1, via pseudowire PW22 Traffic is flowing through the working path

under normal circumstances. When the end-to-end OAM between CE1 and CE2 detects

failureon theworkingpath, trafficwill be switched fromtheworkingpath to theprotecting

path. The end-to-end failure detection and recovery relies on control plane hence should

be relatively slow. To achieve faster protection, local repair mechanisms similar to those

used by MPLS fast reroute should be used. In Figure 1 above, if link or node failed in the

corenetwork (like link failureonP-PE1, P-PE3, or node failureonP), theMPLS fast reroute

will happen on the transport LSPs between PE1 and PE3. The failure could be locally

repaired within tens of milliseconds. However, if link or node failure happens at the edge

(like link failure on PE3-CE2 or node failure on PE3), there is no local repair currently so

we have to rely on the CE1-CE2 end-to-end protection to repair the failure.

• Device CE2—Traffic origin

• Router PE3—Ingress PE router

• Router PE1— (Primary) Egress PE router

• Router PE2—Protector PE router

• Device CE1—Traffic destination
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When the link between CE1– PE1 goes downs, PE1will briefly redirect that traffic towards

CE1, to PE2. PE2 forwards it to CE1 until ingress router PE3 recalculates to forward the

traffic to PE2.

Initially the traffic direction was; CE2 – PE3 – P – PE1 – CE1.

When the link between CE1– PE1 goes down, the traffic will be; CE2 – PE3 – P – PE1 –

PE2 –CE1. PE3 then recalculates the path; CE2 – PE3 – P – PE2 – CE1.

1. Configure RSVP on PE1, PE2, and PE3.

[edit protocols]
user@PE1# set interface all
user@PE2# set interface all
user@PE3# set interface all

2. Configure MPLS.

[edit protocols mpls]
user@PE1# set interface all
user@PE2# set interface all
user@PE3# set interface all

3. Set PE1 as primary and PE2 as protector nodes.

[edit protocols mpls]
user@PE1# set egress-protection context-identifier address primary
user@PE2# set egress-protection context-identifier address protector

4. Enable egress-protection on PE1 and PE2.

[edit protocols bgp]
user@PE1# set group ibgp family l2vpn egress-protection
user@PE2# set group ibgp family l2vpn egress-protection

5. Configure LDP and ISIS on PE1, PE2, and PE3.

[edit protocols ldp]
user@PE1# set interface all
user@PE2# set interface all
user@PE3# set interface all

[edit protocols isis]
user@PE1# set interface all point-to-point
user@PE2# set interface all point-to-point
user@PE3# set interface all point-to-point

6. Configure a load balancing policy at PE1, PE2, and PE3.

[edit]
user@PE1# set policy-options policy-statement lb then load-balance per-packet
user@PE2# set policy-options policy-statement lb then load-balance per-packet
user@PE3# set policy-options policy-statement lb then load-balance per-packet
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7. Configure the routing options at PE1, PE2, andPE3, to export routes based on the load

balancing policy.

[edit]
user@PE1# set routing-options traceoptions file ro.log
user@PE1# set routing-options traceoptions flag normal
user@PE1# set routing-options traceoptions flag route
user@PE1# set routing-options autonomous-system 100
user@PE1# set routing-options forwarding-table export lb

[edit]
user@PE2# set routing-options traceoptions file ro.log
user@PE2# set routing-options traceoptions flag normal
user@PE2# set routing-options traceoptions flag route
user@PE2# set routing-options autonomous-system 100
user@PE2# set routing-options forwarding-table export lb

[edit]
user@PE3# set routing-options traceoptions file ro.log
user@PE3# set routing-options traceoptions flag normal
user@PE3# set routing-options traceoptions flag route
user@PE3# set routing-options autonomous-system 100
user@PE3# set routing-options forwarding-table export lb

8. Configure BGP at PE1 to advertise nrli from the routing instance with context-ID as

next-hop.

[edit]
user@PE1# set routing-instances foo egress-protection context-identifier
context-identifier

9. Configure l2vpn at PE1, PE2, and PE3

At PE1:

[edit routing-instances]
foo {
instance-type l2vpn;
egress-protection {
context-identifier {
198.51.100.0;

}
}
interface ge-2/0/2.0;
route-distinguisher 10.255.183.58:1;
vrf-target target:9000:1;
protocols {
l2vpn {
encapsulation-type ethernet-vlan;
site foo {
site-identifier 1;
multi-homing;
site-preference primary;
interface ge-2/0/2.0 {
remote-site-id 2;

}
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}
}

}
}

At PE2:

[edit routing-instances]
foo {
instance-type l2vpn;
egress-protection {
protector;

}
interface ge-2/0/2.0;
route-distinguisher 10.255.183.57:1;
vrf-target target:9000:1;
protocols {
l2vpn {
encapsulation-type ethernet-vlan;
site foo{
site-identifier 1;
multi-homing;
site-preference backup;
interface ge-2/0/2.0 {
remote-site-id 2;

}
}

}
}

}

At PE3:

[edit routing-instances]
foo {
instance-type l2vpn;
interface ge-2/1/2.0;
route-distinguisher 10.255.183.61:1;
vrf-target target:9000:1;
protocols {
l2vpn {
encapsulation-type ethernet-vlan;
site foo {
site-identifier 2;
interface ge-2/1/2.0;

}
}

}
}
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Release History Table DescriptionRelease

Starting in Junos OS Release 14.2, Junos OS supports the restoration of
egress traffic when there is a link or node failure in the egress PE node.

14.2

Related
Documentation

Example:ConfiguringMPLSEgressProtectionServiceMirroring forBGPSignaledLayer

2 Services on page 426

•

• site-preference on page 1266

Example: Configuring an Egress Protection LSP for a Layer 2 Circuit

This example shows how to configure an egress protection LSP.

• Requirements on page 351

• Egress Protection LSP Overview on page 351

• Egress Protection LSP Configuration on page 353

Requirements

Egress protection LSPs are supported on Juniper Networks MX Series routers only. This

requirement applies to the PE routers facilitating the egress protection LSP.

Egress Protection LSPOverview

If there is a link or node failure in the core network, a protectionmechanismsuchasMPLS

fast reroute can be triggered on the transport LSPs between the PE routers to repair the

connectionwithin tens ofmilliseconds. An egress protection LSP addresses the problem

ofwhena link failureoccursat theedgeof thenetwork (for example, a link failurebetween

a PE router and a CE device). Egress protection LSPs do not address the problem of a

node failure at the edge of the network (for example, a failure of a PE router). An egress

protection LSP is an RSVP-signaled ultimate hop popping LSP.

This example includes the following configuration concepts and statements that are

unique to the configuration of an egress protection LSP:

• context-identifier—Specifies an IPV4 address used to define the pair of PE routers

participating in the egress protection LSP. The context identifier is used to assign an

identifier to the protector PE router. The identifier is propagated to the other PE routers

participating in the network, making it possible for the protected egress PE router to

signal the egress protection LSP to the protector PE router.

• egress-protection—Configures the protector information for the protected Layer 2

circuit and configures the protector Layer 2 circuit at the [edit protocols l2circuit]

hierarchy level. Configures an LSP as an egress protection LSP at the [edit protocols

mpls label-switched-path lsp-name] hierarchy level. It also configures the context

identifier at the [edit protocolsmpls] hierarchy level.
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• protected-l2circuit—Specifies which Layer 2 circuit is to be protected by the egress

protect LSP. This statement includes the following sub-statements: ingress-pe,

egress-pe, and virtual-circuit-id. These sub-statements specify the address of the PE

router at the ingress of the Layer 2 circuit, the address of the PE router at the egress of

the Layer 2 circuit, and the Layer 2 circuit’s identifier respectively.

• protector-interface—Specify the interface used by the egress protection LSP. In the

event of a local link failure to a CE device, the egress protect LSP uses the interface

specified to communicate with the protector PE router.

• protector-pe—Specify the IPv4 address of the protector PE router. The protector PE

router must have a connection to the same CE device as the protected PE router for

the egress protect LSP to function. This statement includes the following

sub-statements: context-identifier and lsp. The lsp statement specifies the LSP to be

used as the actual egress protection LSP.

Figure 37: Egress Protection LSP Configured fromRouter PE2 to Router
PE3
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Pseudowires are configured along two paths, one from router PE1 to router PE2

(pseudowire 12) and one from router PE1 to router PE3 (pseudowire 13). In the event of

a failure on the link between router PE2 and device CE2, traffic is switched to the egress

protection LSP configured between router PE2 and router PE3 (the protector PE router):

• Device CE1—Traffic origin

• Router PE1—Ingress PE router

• Router PE2—Egress PE router

• Router PE3—Protector PE router

• Device CE2—Traffic destintation

This example shows how to configure routers PE1, PE2, and PE3.

Copyright © 2018, Juniper Networks, Inc.352

Layer 2 VPNs and VPLS Feature Guide for Routing Devices



Egress Protection LSP Configuration

• Step-by-Step Procedure on page 354

• Results on page 359

CLI Quick
Configuration

To quickly configure an egress protection LSP, copy the following commands into a text

file,modify the interface configurations tomatch your equipment, removeany linebreaks,

and then paste the commands into theCLI. This group of set commands is for router PE1.

set protocols rsvp interface ge-3/1/0.1
set protocols rsvp interface ge-3/1/3.2
set protocolsmpls interface ge-3/1/0.1
set protocolsmpls interface ge-3/1/3.2
set protocols ospf traffic-engineering
set protocols ospf area 0.0.0.0 interface ge-3/1/0.1
set protocols ospf area 0.0.0.0 interface ge-3/1/3.2
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ldp interface ge-3/1/0.1
set protocols ldp interface ge-3/1/3.2
set protocols ldp interface lo0.0
set protocols l2circuit neighbor 192.0.2.3 interface fe-3/3/0.1 virtual-circuit-id 32
set protocols l2circuit neighbor 192.0.2.3 interface fe-3/3/0.1 egress-protection
protector-interface ge-3/1/2.2

set protocols l2circuit neighbor 192.0.2.4 interface ge-3/1/2.2 virtual-circuit-id 33
setpolicy-optionspolicy-statement load-balance-examplethen load-balanceper-packet
set routing-options router-id 192.0.2.2
set routing-options forwarding-table export load-balance-example

To quickly configure an egress protection LSP, copy the following commands into a text

file,modify the interface configurations tomatch your equipment, removeany linebreaks,

and then paste the commands into the CLI. This group of set commands is for router

PE2.

[edit]
set protocols rsvp tunnel-services
set protocols rsvp interface ge-2/3/0.3
set protocols rsvp interface ge-2/3/1.4 link-protection
set protocols ldp interface ge-2/3/0.3
set protocols ldp interface ge-2/3/1.4
set protocols ldp interface lo0.0
set protocols ldp upstream-label-assignment
set protocolsmpls label-switched-path protected-lsp to 192.0.2.5
set protocolsmpls label-switched-path protected-lsp egress-protection
set protocolsmpls interface ge-2/3/0.3
set protocolsmpls interface ge-2/3/1.4
set protocols ospf traffic-engineering
set protocols ospf area 0.0.0.0 interface ge-2/3/0.3
set protocols ospf area 0.0.0.0 interface ge-2/3/1.4
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols l2circuit neighbor 192.0.2.2 interface ge-2/0/2.5 virtual-circuit-id 23
set protocols l2circuit neighbor 192.0.2.2 interface ge-2/0/2.5 egress-protection
protector-pe 192.0.2.4

set protocols l2circuit neighbor 192.0.2.2 interface ge-2/0/2.5 egress-protection
protector-pe context-identifier 192.0.2.5
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setpolicy-optionspolicy-statement load-balance-examplethen load-balanceper-packet
set routing-options router-id 192.0.2.3
set routing-options forwarding-table export load-balance-example

To quickly configure an egress protection LSP, copy the following commands into a text

file,modify the interface configurations tomatch your equipment, removeany linebreaks,

and then paste the commands into the CLI. This group of set commands is for router

PE3.

set protocols rsvp tunnel-services
set protocols rsvp interface ge-2/0/0.6
set protocols rsvp interface ge-2/0/1.7
set protocolsmpls interface ge-2/0/0.6
set protocolsmpls interface ge-2/0/1.7
set protocolsmpls egress-protection context-identifier 192.0.2.5 protector
set protocols ospf traffic-engineering
set protocols ospf area 0.0.0.0 interface ge-2/0/0.6
set protocols ospf area 0.0.0.0 interface ge-2/0/1.7
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ldp interface ge-2/0/0.6
set protocols ldp interface ge-2/0/1.7
set protocols ldp interface lo0.0
set protocols ldp upstream-label-assignment
set protocols l2circuit neighbor 192.0.2.2 interface ge-2/0/3.21 virtual-circuit-id 42
set protocols l2circuit neighbor 192.0.2.2 interface ge-2/0/3.21 egress-protection
protected-l2circuit PW1

set protocols l2circuit neighbor 192.0.2.2 interface ge-2/0/3.21 egress-protection
protected-l2circuit ingress-pe 192.0.2.2

set protocols l2circuit neighbor 192.0.2.2 interface ge-2/0/3.21 egress-protection
protected-l2circuit egress-pe 192.0.2.3

set protocols l2circuit neighbor 192.0.2.2 interface ge-2/0/3.21 egress-protection
protected-l2circuit virtual-circuit-id 31

Step-by-Step Procedure

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode.

To configure an egress protection LSP, complete the following steps for router PE1:

1. Configure RSVP. Include the interface linked to router PE2 and the interface linked

to router PE3.

[edit]
user@PE1# edit protocols rsvp
[edit protocols rsvp]
user@PE1# set interface ge-3/1/0.1
[edit protocols rsvp]
user@PE1# set interface ge-3/1/3.2

2. Configure LDP. Include the interface linked to router PE2, the interface linked to

router PE3, and the loopback interface.

[edit]
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user@PE1# edit protocols ldp
[edit protocols ldp]
user@PE1# set interface ge-3/1/0.1
[edit protocols ldp]
user@PE1# set interface ge-3/1/3.2
[edit protocols ldp]
user@PE1# set interface lo0.0

3. Configure MPLS. Include the interface linked to router PE2 and the interface linked

to router PE3.

[edit]
user@PE1# edit protocolsmpls
[edit protocols mpls]
user@PE1# set interface ge-3/1/0.1
[edit protocols mpls]
user@PE1# set interface ge-3/1/3.2

4. Configure OSPF. Include the interface linked to router PE2, the interface linked to

router PE3, and the loopback interface in the configuration for the OSPF area.

[edit]
user@PE1# edit protocols ospf
[edit protocols ospf]
user@PE1# set interface traffic-engineering
[edit protocols ospf]
user@PE1# set area 0.0.0.0 interface ge-3/1/0.1
[edit protocols ospf]
user@PE1# set area 0.0.0.0 interface ge-3/1/3.2
[edit protocols ospf]
user@PE1# set area 0.0.0.0 interface lo0.0 passive

5. Configure Layer 2 circuits to use the egress protection LSP to protect against a link

failure to device CE1.

[edit]
user@PE1# edit protocols l2circuit
[edit protocols l2circuit]
user@PE1# set neighbor 192.0.2.3 interface fe-3/3/0.1 virtual-circuit-id 32
[edit protocols l2circuit]
user@PE1# edit neighbor 192.0.2.3
[edit protocols l2circuit neighbor 192.0.2.3]
user@PE1#set interface fe-3/3/0.1egress-protectionprotector-interfacege-3/1/2.2
[edit protocols l2circuit]
user@PE1# set neighbor 192.0.2.4 interface ge-3/1/2.2 virtual-circuit-id 33

6. Configure a load balancing policy.

[edit]
user@PE1# set policy-options policy-statement load-balance-example then
load-balance per-packet

7. Configure the routing options to export routes based on the load balancing policy.
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[edit]
user@PE1# set routing-options router-id 192.0.2.2
[edit]
user@PE1# set routing-options forwarding-table export load-balance-example

8. If you are done configuring the device, commit the configuration.

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode.

To configure an egress protection LSP, complete the following steps for router PE2:

1. ConfigureRSVP. Include the interface linked to the ingressPE router and the interface

linked to the CE device.

[edit]
user@PE2# edit protocols rsvp
[edit protocols rsvp]
user@PE2# set tunnel-services
[edit protocols rsvp]
user@PE2# set interface ge-2/3/0.3
[edit protocols rsvp]
user@PE2# set interface ge-2/3/1.4 link-protection

2. Configure LDP. Include the interface linked to the ingressPE router and the interface

linked to the CE device.

[edit]
user@PE2# edit protocols ldp
[edit protocols ldp]
user@PE2# set interface ge-2/3/0.3
[edit protocols ldp]
user@PE2# set interface ge-2/3/1.4
[edit protocols ldp]
user@PE2# set interface lo0.0
[edit protocols ldp]
user@PE2# set upstream-label-assignment

3. Configure MPLS and the LSP which acts as the egress protection LSP.

[edit]
user@PE2# edit protocolsmpls
[edit protocols mpls]
user@PE2# set interface ge-2/3/0.3
[edit protocols mpls]
user@PE2# set interface ge-2/3/1.4
[edit protocols mpls]
user@PE2# set label-switched-path protected-lsp to 192.0.2.5
[edit protocols mpls]
user@PE2# set label-switched-path protected-lsp egress-protection
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4. Configure OSPF.

[edit]
user@PE2# edit protocols ospf
[edit protocols ospf]
user@PE2# set interface traffic-engineering
[edit protocols ospf]
user@PE2# set interface area 0.0.0.0 interface ge-2/3/0.3
[edit protocols ospf]
user@PE2# set interface area 0.0.0.0 interface ge-2/3/1.4
[edit protocols ospf]
user@PE2# set interface area 0.0.0.0 interface lo0.0 passive

5. Configure the Layer 2 circuit to use the egress protection LSP.

[edit]
user@PE2# edit protocols l2circuit
[edit protocols l2circuit]
user@PE2# set neighbor 192.0.2.2 interface ge-2/0/2.5 virtual-circuit-id 23
[edit protocols l2circuit]
user@PE2# edit neighbor 192.0.2.2
[edit protocols l2circuit neighbor 192.0.2.2]
user@PE2# set interface ge-2/0/2.5 egress-protectionprotector-pe 192.0.2.4
[edit protocols l2circuit neighbor 192.0.2.2]
user@PE2# set interface ge-2/0/2.5 egress-protection protector-pe
context-identifier 192.0.2.5

6. Configure a load balancing policy.

[edit]
user@PE1# set policy-options policy-statement load-balance-example then
load-balance per-packet

7. Configure the routing options to export routes based on the load balancing policy.

[edit]
user@PE2# set routing-options router-id 192.0.2.3
[edit]
user@PE2# set routing-options forwarding-table export load-balance-example

8. If you are done configuring the device, commit the configuration.

Step-by-Step
Procedure

To configure an egress protection LSP, complete the following steps for router PE3:

ConfigureRSVP. Include the interface linked to the ingressPE router and the interface

linked to the CE device.

1.

[edit]
user@PE3# edit protocols rsvp
[edit protocols rsvp]
user@PE3# set tunnel-services
[edit protocols rsvp]
user@PE3# set interface ge-2/0/0.6
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[edit protocols rsvp]
user@PE3# set interface ge-2/0/1.7

2. Configure LDP. Include the interface linked to the ingressPE router and the interface

linked to the CE device.

[edit]
user@PE3# edit protocols ldp
[edit protocols ldp]
user@PE3# set interface ge-2/0/0.6
[edit protocols ldp]
user@PE3# set interface ge-2/0/1.7
[edit protocols ldp]
user@PE3# set interface lo0.0
[edit protocols ldp]
user@PE3# set upstream-label-assignment

3. Configure MPLS and the LSP which acts as the egress protection LSP.

[edit]
user@PE3# edit protocolsmpls
[edit protocols mpls]
user@PE3# set interface ge-2/0/0.6
[edit protocols mpls]
user@PE3# set interface ge-2/0/1.7
[edit protocols mpls]
user@PE3# set egress-protection context-identifier 192.0.2.5 protector

4. Configure OSPF.

[edit]
user@PE3# edit protocols ospf
[edit protocols ospf]
user@PE3# set interface traffic-engineering
[edit protocols ospf]
user@PE3# set area 0.0.0.0 interface ge-2/0/0.6
[edit protocols ospf]
user@PE3# set area 0.0.0.0 interface ge-2/0/1.7
[edit protocols ospf]
user@PE3# set area 0.0.0.0 interface lo0.0 passive

5. Configure the Layer 2 circuit to use the egress protection LSP.

[edit]
user@PE3# edit protocols l2circuit
[edit protocols l2circuit]
user@PE3# set neighbor 192.0.2.2 interface ge-2/0/3.21 virtual-circuit-id 42
[edit protocols l2circuit]
user@PE3# edit neighbor 192.0.2.2
[edit protocols l2circuit neighbor 192.0.2.2]
user@PE3#set interfacege-2/0/3.21egress-protectionprotected-l2circuit ingress-pe
192.0.2.2

[edit protocols l2circuit neighbor 192.0.2.2]
user@PE3#set interfacege-2/0/3.21egress-protectionprotected-l2circuitegress-pe
192.0.2.3
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[edit protocols l2circuit neighbor 192.0.2.2]
user@PE3# set interface ge-2/0/3.21 egress-protection
protected-l2circuitvirtual-circuit-id 31

6. If you are done configuring the device, commit the configuration.

Results

From configurationmode, confirm your configuration on router PE1 by entering the show
protocols, show policy-options, and show routing-options commands. If the output
does not display the intended configuration, repeat the configuration instructions in this

example to correct it.

[edit]
user@PE1# show protocols
rsvp {
interface ge-3/1/0.1;
interface ge-3/1/3.2;

}
mpls {
interface ge-3/1/0.1;
interface ge-3/1/3.2;

}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface ge-3/1/0.1;
interface ge-3/1/3.2;
interface lo0.0 {
passive;

}
}

}
ldp {
interface ge-3/1/0.1;
interface ge-3/1/3.2;
interface lo0.0;

}
l2circuit {
neighbor 192.0.2.3 {
interface fe-3/3/0.1 {
virtual-circuit-id 32;
egress-protection {
protector-interface ge-3/1/2.2;

}
}

}
neighbor 192.0.2.4 {
interface ge-3/1/2.2 {
virtual-circuit-id 33;

}
}

}
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[edit]
user@PE1# show policy-options
policy-statement load-balance-example {
then {
load-balance per-packet;

}
}
[edit]
user@PE1# show routing-options
router-id 192.0.2.2;
forwarding-table {
export load-balance-example;

}

Fromconfigurationmode, confirm your configuration on router PE2 by entering the show
protocols, show policy-options, and show routing-options commands. If the output
does not display the intended configuration, repeat the configuration instructions in this

example to correct it.

[edit]
user@PE2# show protocols
rsvp {
tunnel-services;
interface ge-2/3/0.3;
interface ge-2/3/1.4 {
link-protection;

}
}
mpls {
label-switched-path protected-lsp {
to 192.0.2.5;
egress-protection;

}
interface ge-2/3/0.3;
interface ge-2/3/1.4;

}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface ge-2/3/0.3;
interface ge-2/3/1.4;
interface lo0.0 {
passive;

}
}

}
ldp {
interface ge-2/3/0.3;
interface ge-2/3/1.4;
interface lo0.0;
upstream-label-assignment;

}
l2circuit {
neighbor 192.0.2.2{
interface ge-2/0/2.5 {
virtual-circuit-id 23;
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egress-protection {
protector-pe 192.0.2.4 context-identifier 192.0.2.5;

}
}

}
}

[edit]
user@PE2# show policy-options
policy-options {
policy-statement load-balance-example {
then {
load-balance per-packet;

}
}

}

[edit]
user@PE2# show routing-options
routing-options {
router-id 192.0.2.3;
forwarding-table {
export load-balance-example;

}
}

Fromconfigurationmode, confirm your configuration on router PE3 by entering the show
protocols command. If the output does not display the intended configuration, repeat
the configuration instructions in this example to correct it.

[edit]
user@PE3# show protocols
rsvp {
tunnel-services;
interface ge-2/0/0.6;
interface ge-2/0/1.7;

}
mpls {
interface ge-2/0/0.6;
interface ge-2/0/1.7;
egress-protection {
context-identifier 192.0.2.5 {
protector;

}
}

}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface ge-2/0/0.6;
interface ge-2/0/1.7;
interface lo0.0 {
passive;

}
}

}
ldp {
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interface ge-2/0/0.6;
interface ge-2/0/1.7;
interface lo0.0;
upstream-label-assignment;

}
l2circuit {
neighbor 192.0.2.2 {
interface ge-2/0/3.21 {
virtual-circuit-id 42;
egress-protection {
protected-l2circuit PW1 ingress-pe 192.0.2.2 egress-pe 192.0.2.3 virtual-circuit-id
31;

}
}

}
}

Example: Configuring Layer 2 Circuit Protect Interfaces

This example illustrates how youmight configure a Layer 2 circuit with protect interfaces.

Protect interfaces act as backups for their associated interfaces. The primary interface

haspriority over theprotect interface and carries network traffic as longas it is functional.

If the primary interface fails, the protect interface is activated. These interfaces can also

share the same virtual path identifier (VPI) or virtual circuit identifier (VCI).

Figure 38 on page 362 shows the network topology used in this example.

Figure 38: Layer 2 Circuits Using Protect Interfaces

The following sections describe how to configure a Layer 2 circuit to use a protect

interface:

• Configuring Router PE1 on page 363

• Configuring Router PE2 on page 364

• Configuring Router CE1 on page 366

• Configuring Router CE2 on page 366
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Configuring Router PE1

Configure an interface for traffic to Router CE1 from Router PE1 at the [edit interfaces]

hierarchy level:

[edit interfaces]
so-0/2/2 {
description "Router CE1 so-0/2/2";
no-keepalives;
encapsulation frame-relay-ccc;
unit 1 {
encapsulation frame-relay-ccc;
point-to-point;
dlci 600;

}
unit 2 {
encapsulation frame-relay-ccc;
point-to-point;
dlci 602;

}
}

Configure an interface for traffic to Router CE1 from Router PE1 at the [edit interfaces]

hierarchy level. Logical interface so-0/2/0.2 acts as the protect interface for so-0/2/2.2,

and logical interface so-0/2/0.1 acts as the protect interface for so-0/2/2.1:

[edit interfaces]
so-0/2/0 {
description "to Router CE1 so-0/3/0";
no-keepalives;
encapsulation frame-relay-ccc;
unit 1 {
encapsulation frame-relay-ccc;
dlci 600;

}
unit 2 {
encapsulation frame-relay-ccc;
dlci 602;

}
}

Configure an interface for traffic to Router PE2 from Router PE1 at the [edit interfaces]

hierarchy level:

[edit interfaces]
so-0/2/1 {
description "to Router PE2 so-1/0/1";
unit 0 {
family inet {
address 192.0.2.0/24 {
destination 192.0.2.4;

}
}
family iso;
family mpls;
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}
}

Configure an interface for traffic to Router PE2 from Router PE1 at the [edit interfaces]

hierarchy level:

[edit interfaces]
so-0/2/3 {
description "Router PE2 so-1/0/3";
unit 0 {
family inet;
family iso;
family mpls;

}
lo0 {
unit 0 {
family inet {
address 198.51.100.0/24;
address 10.100.40.200/32;

}
family iso {
address 47.0005.80ff.f800.0000.0108.0001.1921.6800.4213.00;

}
}

}
}

Configure the Layer 2 circuit by including the l2circuit statement at the [edit protocols]

hierarchy level. The logical interfaces for the Layer 2 circuits and their corresponding

protect interfaces are included here:

[edit protocols]
l2circuit {
neighbor 10.100.40.210 {
interface so-0/2/2.2 {
protect-interface so-0/2/0.2;
virtual-circuit-id 2;
no-control-word;

}
interface so-0/2/2.1 {
protect-interface so-0/2/0.1;
virtual-circuit-id 1;
no-control-word;

}
}

}

Configuring Router PE2

Configure an interface for traffic to Router CE2 from Router PE2:

[edit interfaces]
so-1/0/0 {
description "to Router CE2 so-0/2/0";
no-keepalives;
encapsulation frame-relay-ccc;
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unit 1 {
encapsulation frame-relay-ccc;
point-to-point;
dlci 700;

}
unit 2 {
encapsulation frame-relay-ccc;
point-to-point;
dlci 702;

}
}

Configure an interface for traffic to Router PE1 from Router PE2:

[edit interfaces]
so-1/0/1 {
description "to Router PE1 so-0/2/1";
unit 0 {
family inet {
address 192.0.2.4/32 {
destination 192.0.2.22;

}
}
family iso;
family mpls;

}
}

Configure an interface for traffic to Router PE1 from Router PE2:

[edit interfaces]
so-1/0/3 {
description "to Router PE1 so-0/2/3";
unit 0 {
family inet;
family iso;
family mpls;

}
}
lo0 {
unit 0 {
family inet {
address 198.51.100.0/24;
address 10.100.40.210/32;

}
family iso {
address 47.0005.80ff.f800.0000.0108.0001.1921.6800.4216.00;

}
}

}

Configure the Layer 2 circuit at the [edit protocols] hierarchy level:

[edit protocols]
l2circuit {
neighbor 10.100.40.200 {
interface so-1/0/0.1 {
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virtual-circuit-id 1;
no-control-word;

}
interface so-1/0/0.2 {
virtual-circuit-id 2;
no-control-word;

}
}

}

Configuring Router CE1

Configure an interface for traffic to Router PE1 from Router CE1:

[edit interfaces]
so-0/3/0 {
description "to Router PE1 so-0/2/0";
no-keepalives;
encapsulation frame-relay;
unit 1 {
dlci 601;
family inet {
address 203.0.113.1;

}
}

}

Configure an interface for traffic to Router PE1 from Router CE1:

[edit interfaces]
so-0/3/1 {
description "Router PE1 so-0/2/2";
no-keepalives;
encapsulation frame-relay;
unit 0 {
dlci 600;
family inet {
address 10.10.10.1/24;
address 203.0.113.2/24;

}
family iso;
family mpls;

}
unit 2 {
dlci 602;
family inet {
address 203.0.113.3/24;

}
}

}

Configuring Router CE2

Configure an interface for traffic to Router PE2 from Router CE2:

[edit interfaces]
so-0/2/0 {
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description "to Router PE2 so-1/0/0";
no-keepalives;
encapsulation frame-relay;
unit 1 {
dlci 700;
family inet {
address 10.10.10.2/24;
address 203.0.113.5/24;
address 203.0.113.6/24;

}
}
unit 2 {
dlci 702;
family inet {
address 203.0.113.7/24;

}
}

}

Example: Configuring Layer 2 Circuit Switching Protection

Unlike Layer 2 circuit protect interfaces (see “Example: Configuring Layer 2Circuit Protect

Interfaces” on page 362), which provide traffic protection for paths configured between

the PE routers and CE routers, Layer 2 circuit switching protection provides traffic

protection for the paths configured between the PE routers. In the event the path used

by a Layer 2 circuit fails, traffic can be switched to an alternate path (or protection path).

Switching protection is supported for locally switched Layer 2 circuits and provides 1 to

1 protection for each Layer 2 circuit interface.

When you enable Layer 2 circuit switching protection, each Layer 2 circuit interface

requires the following paths:

• Working path—Used by the Layer 2 circuit when working normally.

• Protection path—Used by the Layer 2 circuit when the working path fails.

• Requirements on page 367

• Overview on page 367

• Configuration on page 369

Requirements

This example uses the following hardware and software components:

• MX Series 3D Universal Edge Routers

• Junos OS Release 12.3

Overview

Each working path can be configured to have a either a protection path routed directly

to the neighboring PE router (as shown in Figure 39 on page 368) or indirectly using a

pseudowire configured through an intermediate PE router (as shown in
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Figure 40 on page 368 and Figure 41 on page 369). The protection path provides failure

protection for the traffic flowing between the PE routers. Ethernet OAMmonitors the

status of these paths. When OAM detects a failure, it reroutes the traffic from the failed

working path to the protection path. You can configure OAM to revert the traffic

automatically to the working path when it is restored. You can also manually switch

traffic between the working path, the protection path, and back.

NOTE: Non-stop routing (NSR) and graceful routing engine switchover
(GRES) do not support Layer 2 circuit switching protection.

Topology

Figure39onpage368 illustratesLayer2circuit local switching.Thereare twoOAMsessions

running between Router PE1 and Router PE2. One OAM session is configured over the

working path and the other is configured over the protection path.

Figure39:ConnectionProtectionEnabledBetweenRouterPE1andRouter
PE2

In Figure 40 on page 368 and Figure 41 on page 369, there are twoOAMsessions running

between Router PE1 and Router PE2. For Figure 2, one OAM session is configured over

theworkingpathbetweenRouterPE1andRouterPE2.TheotherOAMsession isconfigured

over the protection path between Router PE1 and Router PE3 to Router PE2.

Figure40:ConnectionProtectionUsingaPseudowireConfiguredthrough
Router PE3 as the Protection Path

For Figure 41 on page 369, one OAM session is configured over the working path, the

pseudowire between Router PE1 and Router PE3, then to Router PE2. The other OAM

session is configured on the protect path between Router PE1 and Router PE2.
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Figure41: ConnectionProtectionUsingaPseudowireConfigured through
Router PE3 as theWorking Path

Configuration

The following sections describe how to configure each of the variations of Layer 2 circuit

connection protection:

• Configuring Connection Protection Between Two PE Routers on page 369

• Verifying that OAM CFM Connections are Active on page 373

• Configuring Connection Protection Using Another PE Router for the Protection

Path on page 373

• Verifying that OAM CFM Connections are Active on page 376

• Configuring Connection Protection Using an Another PE Router for theWorking

Path on page 377

• Verifying that OAM CFM Connections are Active on page 380

Configuring Connection Protection Between Two PE Routers

Step-by-Step
Procedure

To configure Layer 2 Circuit switching protection as shown in Figure 39 on page 368 on

Router PE1:

1. Configure the Layer 2 circuit on Router PE1.

[edit protocols l2circuit]
user@PE1# set local-switching interface ge-2/0/2.0 connection-protection
user@PE1# set local-switching interface ge-2/0/2.0 end-interface interface
ge-2/0/1.0

user@PE1#set local-switching interfacege-2/0/2.0end-interfacebackup-interface
ge-2/0/1.1

2. Configure the routing policy on Router PE1.

[edit policy-options]
user@PE1# set policy-statement protection-policy then load-balance per-packet

3. Enable the routing policy on Router PE1.

[edit routing-options]
user@PE1# set forwarding-table export protection-policy

4. Configure OAM on Router PE1. OAM is used to monitor the working path between

Router PE1 and Router PE2. In the event of a failure on the working path, traffic is
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switched automatically to the protection path. A connectivity fault management

(CFM) session is configured on the working path and on the protection path. Begin

by configuring the OAMmaintenance domain.

[edit protocols oam ethernet]
user@PE1# set connectivity-fault-managementmaintenance-domain
l2circuit-example-md level 5

5. Configure OAM on Router PE1 for the working path.

[edit protocols oam ethernet]
user@PE1# set connectivity-fault-managementmaintenance-domain
l2circuit-example-mdmaintenance-associationworkingcontinuity-check interval
100ms

user@PE1# set connectivity-fault-managementmaintenance-domain
l2circuit-example-mdmaintenance-association workingmep 1000 interface
ge-2/0/1.0

user@PE1# set connectivity-fault-managementmaintenance-domain
l2circuit-example-mdmaintenance-association workingmep 1000 interface
working

user@PE1# set connectivity-fault-managementmaintenance-domain
l2circuit-example-mdmaintenance-associationworkingmep1000directiondown

user@PE1# set connectivity-fault-managementmaintenance-domain
l2circuit-example-mdmaintenance-association workingmep 1000 remote-mep
103

6. Configure OAM on Router PE1 for the protection path.

[edit protocols oam ethernet]
user@PE1# set connectivity-fault-managementmaintenance-domain
l2circuit-example-mdmaintenance-association protection continuity-check
interval 100ms

user@PE1# set connectivity-fault-managementmaintenance-domain
l2circuit-example-mdmaintenance-association protectionmep 1001 interface
ge-2/0/1.1

user@PE1# set connectivity-fault-managementmaintenance-domain
l2circuit-example-mdmaintenance-association protectionmep 1001 interface
protect

user@PE1# set connectivity-fault-managementmaintenance-domain
l2circuit-example-mdmaintenance-association protectionmep 1001 direction
down

user@PE1# set connectivity-fault-managementmaintenance-domain
l2circuit-example-mdmaintenance-associationprotectionmep1001 remote-mep
104

7. Configure the OAMmaintenance domain on Router PE2.

[edit protocols oam ethernet]
user@PE2# set connectivity-fault-managementmaintenance-domain
l2circuit-example-md level 5

8. Configure OAM on Router PE2 for the working path.

[edit protocols oam ethernet]
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user@PE2# set connectivity-fault-managementmaintenance-domain
l2circuit-example-mdmaintenance-associationworkingcontinuity-check interval
100ms

user@PE2# set connectivity-fault-managementmaintenance-domain
l2circuit-example-mdmaintenance-association workingmep 103 interface
ge-2/0/1.0

user@PE2# set connectivity-fault-managementmaintenance-domain
l2circuit-example-mdmaintenance-associationworkingmep103interfaceworking

user@PE2# set connectivity-fault-managementmaintenance-domain
l2circuit-example-mdmaintenance-associationworkingmep 103direction down

user@PE2# set connectivity-fault-managementmaintenance-domain
l2circuit-example-mdmaintenance-association workingmep 103 remote-mep
1000

9. Configure OAM on Router PE2 for the protection path.

[edit protocols oam ethernet]
user@PE2# set connectivity-fault-managementmaintenance-domain
l2circuit-example-mdmaintenance-association protection continuity-check
interval 100ms

user@PE2# set connectivity-fault-managementmaintenance-domain
l2circuit-example-mdmaintenance-association protectionmep 104 interface
ge-2/0/1.1

user@PE2# set connectivity-fault-managementmaintenance-domain
l2circuit-example-mdmaintenance-association protectionmep 104 interface
protect

user@PE2# set connectivity-fault-managementmaintenance-domain
l2circuit-example-mdmaintenance-association protectionmep 104 direction
down

user@PE2# set connectivity-fault-managementmaintenance-domain
l2circuit-example-mdmaintenance-associationprotectionmep104remote-mep
1001

Results FromconfigurationmodeonRouter PE1, confirm your configuration by entering the show
protocols l2circuit, show policy-options, show routing-options, and show protocols
oam ethernet commands. If the output does not display the intended configuration,
repeat the configuration instructions in this example to correct it.

user@host> show protocols l2circuit
local-switching {
interface ge-2/0/2.0 {
connection-protection;
end-interface {
interface ge-2/0/1.0;
backup-interface ge-2/0/1.1;

}
}

}

user@host> show policy-options
policy-statement protection-policy {
then {
load-balance per-packet;

}
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}

user@host> show routing-options
forwarding-table {
export protection-policy;

}

user@host> show protocols oam ethernet
connectivity-fault-management {
maintenance-domain l2circuit-example-md {
level 5;
maintenance-association working {
continuity-check {
interval 100ms;

}
mep 1000 {
interface ge-2/0/1.0 working;
direction down;
remote-mep 103;

}
}
maintenance-association protection {
continuity-check {
interval 100ms;

}
mep 1001 {
interface ge-2/0/1.1 protect;
direction down;
remote-mep 104;

}
}

}
}

FromconfigurationmodeonRouterPE2, confirmyour configurationbyentering the show
protocols oam ethernet commands. If the output does not display the intended
configuration, repeat the configuration instructions in this example to correct it.

connectivity-fault-management {
maintenance-domain l2circuit-example-md {
level 5;
maintenance-association working {
continuity-check {
interval 100ms;

}
mep 103 {
interface ge-2/0/1.0 working;
direction down;
remote-mep 1000;

}
}
maintenance-association protection {
continuity-check {
interval 100ms;

}
mep 104 {
interface ge-2/0/1.1 protect;
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direction down;
remote-mep 1001;

}
}

}
}

Verifying that OAMCFMConnections are Active

Purpose Verify that the CFM connections are active on each of the PE routers.

Action Execute the following command on each of the PE routers.

1. Verify that the CFMworking connection on Router PE1 is active.

user@ PE1> show oam ethernet connectivity-fault-managementmep-database
maintenance-domain l2circuit-example-mdmaintenance-association working
Interface status: Active, Link status: Up

2. Verify that the CFM protect connection on Router PE1 is active

user@ PE2> show oam ethernet connectivity-fault-managementmep-database
maintenance-domain l2circuit-example-mdmaintenance-association protection
Interface status: Active, Link status: Up

3. Verify that the CFMworking connection on Router PE2 is active.

user@ PE2> show oam ethernet connectivity-fault-managementmep-database
maintenance-domain l2circuit-example-mdmaintenance-association working
Interface status: Active, Link status: Up

4. Verify that the CFM protect connection on Router PE2 is active.

user@ PE2> show oam ethernet connectivity-fault-managementmep-database
maintenance-domain l2circuit-example-mdmaintenance-association protection
Interface status: Active, Link status: Up

Configuring Connection Protection Using Another PE Router for the Protection
Path

Step-by-Step
Procedure

To configure Layer 2 Circuit switching protection as shown in Figure 40 on page 368 on

Router PE1:

1. Configure the Layer 2 circuit on Router PE1.

[edit protocols l2circuit]
user@PE1# set local-switching interface ge-2/0/2.0 connection-protection
user@PE1# set local-switching interface ge-2/0/2.0 backup-neighbor 192.0.2.2
virtual-circuit-id 2

user@PE1# set local-switching interface ge-2/0/2.0 backup-neighbor 192.0.2.2
community example

user@PE1# set local-switching interface ge-2/0/2.0 end-interface interface
ge-2/0/1.0

373Copyright © 2018, Juniper Networks, Inc.

Chapter 25: Configuring Protection Features for Layer 2 Circuits



2. Configure the routing policy on Router PE1.

[edit policy-options]
user@PE1# set policy-statement load-balance then load-balance per-packet
user@PE1# set policy-statement protection-policy term protect from community
example

user@PE1#setpolicy-statementprotection-policy termprotect then install-nexthop
lsp-regex lsp-protect-*

3. Configure the routing options on Router PE1.

[edit routing-options]
user@PE1# set forwarding-table export load-balance

4. Configure OAM on Router PE1 to setup themaintenance domain. OAM is used to

monitor the working path between Router PE1 and Router PE2. In the event of a

failure on theworking path, traffic is switched automatically to the protection path.

[edit protocols oam ethernet]
user@PE1# set connectivity-fault-managementmaintenance-domain
l2circuit-example-md level 5

5. Configure OAM on Router PE1 for the working path.

[edit protocols oam ethernet]
user@PE1# set connectivity-fault-managementmaintenance-domain
l2circuit-example-mdmaintenance-association workingmep 1000 interface
ge-2/0/1.0

user@PE1# set connectivity-fault-managementmaintenance-domain
l2circuit-example-mdmaintenance-associationworkingmep1000directiondown

user@PE1# set connectivity-fault-managementmaintenance-domain
l2circuit-example-mdmaintenance-association workingmep 1000 remote-mep
103

6. Configure OAM on Router PE1 for the protection path.

[edit protocols oam ethernet]
user@PE1# set connectivity-fault-managementmaintenance-domain
l2circuit-example-mdmaintenance-association protectionmep 1001 interface
ge-2/0/0.0

user@PE1# set connectivity-fault-managementmaintenance-domain
l2circuit-example-mdmaintenance-association protectionmep 1001 direction
down

user@PE1# set connectivity-fault-managementmaintenance-domain
l2circuit-example-mdmaintenance-associationprotectionmep1001 remote-mep
104

7. Configure OAM on Router PE2 to setup themaintenance domain.

[edit protocols oam ethernet]
user@PE2# set connectivity-fault-managementmaintenance-domain
l2circuit-example-md level 5

8. Configure OAM on Router PE2 for the working path.
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[edit protocols oam ethernet]
user@PE2# set connectivity-fault-managementmaintenance-domain
l2circuit-example-mdmaintenance-association workingmep 103 interface
ge-2/0/1.0

user@PE2# set connectivity-fault-managementmaintenance-domain
l2circuit-example-mdmaintenance-associationworkingmep 103direction down

user@PE2# set connectivity-fault-managementmaintenance-domain
l2circuit-example-mdmaintenance-association workingmep 103 remote-mep
1000

9. Configure OAM on Router PE2 for the protection path.

[edit protocols oam ethernet]
user@PE2# set connectivity-fault-managementmaintenance-domain
l2circuit-example-mdmaintenance-association protectionmep 104 interface
ge-2/0/0.0

user@PE2# set connectivity-fault-managementmaintenance-domain
l2circuit-example-mdmaintenance-association protectionmep 104 direction
down

user@PE2# set connectivity-fault-managementmaintenance-domain
l2circuit-example-mdmaintenance-associationprotectionmep104remote-mep
1001

Results FromconfigurationmodeonRouter PE1, confirm your configuration by entering the show
protocols l2circuit, show policy-options, show routing-options, and show protocols
oam ethernet commands. If the output does not display the intended configuration,
repeat the configuration instructions in this example to correct it.

user@host> show protocols l2circuit
local-switching {
interface ge-2/0/2.0 {
connection-protection;
backup-neighbor 192.0.2.2 {
virtual-circuit-id 2;
community example;

}
end-interface {
interface ge-2/0/1.0;

}
}

}

user@host> show policy-options
policy-statement load-balance {
then {
load-balance per-packet;

}
}
policy-statement protection-policy {
term protect {
from community example;
then {
install-nexthop lsp-regex lsp-protect-*;

}
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}
}

user@host> show routing-options
forwarding-table {
export load-balance;

}

user@host> show protocols oam ethernet
connectivity-fault-management {
maintenance-domain l2circuit-example-md {
level 5;
maintenance-association working {
mep 1000 {
interface ge-2/0/1.0;
direction down;
remote-mep 103;

}
}
maintenance-association protection {
mep 1001 {
interface ge-2/0/0.0;
direction down;
remote-mep 104;

}
}

}
}

FromconfigurationmodeonRouterPE2, confirmyour configurationbyentering the show
protocols oam ethernet commands. If the output does not display the intended
configuration, repeat the configuration instructions in this example to correct it.

connectivity-fault-management {
maintenance-domain l2circuit-example-md {
level 5;
maintenance-association working {
mep 103 {
interface ge-2/0/1.0;
direction down;
remote-mep 1000;

}
}
maintenance-association protection {
mep 104 {
interface ge-2/0/0.0;
direction down;
remote-mep 1001;

}
}

}
}

Verifying that OAMCFMConnections are Active

Purpose Verify that the CFM connections are active on each of the PE routers.
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Action Execute the following command on each of the PE routers.

1. Verify that the CFMworking connection on Router PE1 is active.

user@ PE1> show oam ethernet connectivity-fault-managementmep-database
maintenance-domain l2circuit-example-mdmaintenance-association working
Interface status: Active, Link status: Up

2. Verify that the CFM protect connection on Router PE1 is active

user@ PE2> show oam ethernet connectivity-fault-managementmep-database
maintenance-domain l2circuit-example-mdmaintenance-association protection
Interface status: Active, Link status: Up

3. Verify that the CFMworking connection on Router PE2 is active.

user@ PE2> show oam ethernet connectivity-fault-managementmep-database
maintenance-domain l2circuit-example-mdmaintenance-association working
Interface status: Active, Link status: Up

4. Verify that the CFM protect connection on Router PE2 is active.

user@ PE2> show oam ethernet connectivity-fault-managementmep-database
maintenance-domain l2circuit-example-mdmaintenance-association protection
Interface status: Active, Link status: Up

Configuring Connection Protection Using an Another PE Router for theWorking
Path

Step-by-Step
Procedure

To configure Layer 2 Circuit switching protection as shown in Figure 41 on page 369 on

Router PE1:

1. Configure the Layer 2 circuit on Router PE1.

[edit protocols l2circuit]
user@PE1# set neighbor 192.0.2.2 interface ge-2/0/2.0 virtual-circuit-id 2
user@PE1# set neighbor 192.0.2.2 interface ge-2/0/2.0 community example
user@PE1# set neighbor 192.0.2.2 interface ge-2/0/2.0 connection-protection
user@PE1# set neighbor 192.0.2.2 interface ge-2/0/2.0 backup-neighbor 192.0.2.3
virtual-circuit-id 3

user@PE1# set neighbor 192.0.2.2 interface ge-2/0/2.0 backup-neighbor 192.0.2.3
standby

2. Configure the policies on Router PE1.

[edit policy-options]
user@PE1# set policy-statement load-balance then load-balance per-packet
user@PE1# set policy-statement protection-policy term protect from community
example

user@PE1#setpolicy-statementprotection-policy termprotect then install-nexthop
lsp-regex lsp-primary

3. Configure the routing options on Router PE1.

[edit routing-options]
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user@PE1# set forwarding-table export load-balance

4. Configure OAM on Router PE1 to setup themaintenance domain. OAM is used to

monitor the working path between Router PE1 and Router PE2. In the event of a

failure on theworking path, traffic is switched automatically to the protection path.

[edit protocols oam ethernet]
user@PE1# set connectivity-fault-managementmaintenance-domain
l2circuit-example-md level 5

5. Configure OAM on Router PE1 for the working path.

[edit protocols oam ethernet]
user@PE1# set connectivity-fault-managementmaintenance-domain
l2circuit-example-mdmaintenance-association workingmep 1000 interface
ge-2/0/0.0

user@PE1# set connectivity-fault-managementmaintenance-domain
l2circuit-example-mdmaintenance-associationworkingmep1000directiondown

user@PE1# set connectivity-fault-managementmaintenance-domain
l2circuit-example-mdmaintenance-association workingmep 1000 remote-mep
103

6. Configure OAM on Router PE1 for the protection path.

[edit protocols oam ethernet]
user@PE1# set connectivity-fault-managementmaintenance-domain
l2circuit-example-mdmaintenance-association protectionmep 1001 interface
ge-2/0/1.0

user@PE1# set connectivity-fault-managementmaintenance-domain
l2circuit-example-mdmaintenance-association protectionmep 1001 direction
down

user@PE1# set connectivity-fault-managementmaintenance-domain
l2circuit-example-mdmaintenance-associationprotectionmep1001 remote-mep
104

7. Configure OAM on Router PE2 to setup themaintenance domain.

[edit protocols oam ethernet]
user@PE2# set connectivity-fault-managementmaintenance-domain
l2circuit-example-md level 5

8. Configure OAM on Router PE2 for the working path.

[edit protocols oam ethernet]
user@PE2# set connectivity-fault-managementmaintenance-domain
l2circuit-example-mdmaintenance-association workingmep 103 interface
ge-2/0/0.0

user@PE2# set connectivity-fault-managementmaintenance-domain
l2circuit-example-mdmaintenance-associationworkingmep 103direction down

user@PE2# set connectivity-fault-managementmaintenance-domain
l2circuit-example-mdmaintenance-association workingmep 103 remote-mep
1000
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9. Configure OAM on Router PE2 for the protection path.

[edit protocols oam ethernet]
user@PE2# set connectivity-fault-managementmaintenance-domain
l2circuit-example-mdmaintenance-association protectionmep 104 interface
ge-2/0/1.0

user@PE2# set connectivity-fault-managementmaintenance-domain
l2circuit-example-mdmaintenance-association protectionmep 104 direction
down

user@PE2# set connectivity-fault-managementmaintenance-domain
l2circuit-example-mdmaintenance-associationprotectionmep104remote-mep
1001

Results FromconfigurationmodeonRouter PE1, confirm your configuration by entering the show
protocols l2circuit, show policy-options, show routing-options, and show protocols
oam ethernet commands. If the output does not display the intended configuration,
repeat the configuration instructions in this example to correct it.

user@host> show protocols l2circuit
neighbor 192.0.2.2 {
interface ge-2/0/2.0 {
virtual-circuit-id 2;
community example;
connection-protection;
backup-neighbor 192.0.2.3 {
virtual-circuit-id 3;
standby;

}
}

}

user@host> show policy-options
policy-statement load-balance {
then {
load-balance per-packet;

}
}
policy-statement protection-policy {
term protect {
from community example;
then {
install-nexthop lsp-regex lsp-primary;

}
}

}

user@host> show routing-options
forwarding-table {
export load-balance;

}

user@host> show protocols oam ethernet
connectivity-fault-management {
maintenance-domain l2circuit-example-md {
level 5;
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maintenance-association working {
mep 1000 {
interface ge-2/0/0.0;
direction down;
remote-mep 103;

}
}
maintenance-association protection {
mep 1001 {
interface ge-2/0/1.0;
direction down;
remote-mep 104;

}
}

}
}

FromconfigurationmodeonRouterPE2, confirmyour configurationbyentering the show
protocols oam ethernet commands. If the output does not display the intended
configuration, repeat the configuration instructions in this example to correct it.

connectivity-fault-management {
maintenance-domain l2circuit-example-md {
level 5;
maintenance-association working {
mep 103 {
interface ge-2/0/0.0;
direction down;
remote-mep 1000;

}
}
maintenance-association protection {
mep 104 {
interface ge-2/0/1.0;
direction down;
remote-mep 1001;

}
}

}
}

Verifying that OAMCFMConnections are Active

Purpose Verify that the CFM connections are active on each of the PE routers.

Action Execute the following command on each of the PE routers.

1. Verify that the CFMworking connection on Router PE1 is active.

user@ PE1> show oam ethernet connectivity-fault-managementmep-database
maintenance-domain l2circuit-example-mdmaintenance-association working
Interface status: Active, Link status: Up

2. Verify that the CFM protect connection on Router PE1 is active
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user@ PE2> show oam ethernet connectivity-fault-managementmep-database
maintenance-domain l2circuit-example-mdmaintenance-association protection
Interface status: Active, Link status: Up

3. Verify that the CFMworking connection on Router PE2 is active.

user@ PE2> show oam ethernet connectivity-fault-managementmep-database
maintenance-domain l2circuit-example-mdmaintenance-association working
Interface status: Active, Link status: Up

4. Verify that the CFM protect connection on Router PE2 is active.

user@ PE2> show oam ethernet connectivity-fault-managementmep-database
maintenance-domain l2circuit-example-mdmaintenance-association protection
Interface status: Active, Link status: Up

Related
Documentation

• Example: Configuring Layer 2 Circuit Protect Interfaces on page 362
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CHAPTER 26

Monitoring Layer 2 Circuits with BFD

• Configuring BFD for VCCV for Layer 2 Circuits on page 383

• Example: Configuring BFD for VCCV for Layer 2 Circuits on page 385

Configuring BFD for VCCV for Layer 2 Circuits

Bidirectional ForwardingDetection (BFD)support for virtual circuit connectionverification

(VCCV) allows you to configure a control channel for a pseudowire, in addition to the

corresponding operations andmanagement functions to be used over that control

channel. BFD provides a low resource mechanism for the continuous monitoring of the

pseudowiredatapathand for detectingdataplane failures. This featureprovides support

for asynchronousmodeBFD forVCCVasdescribed inRFC5885,Bidirectional Forwarding

Detection (BFD) for the Pseudowire Virtual Circuit Connectivity Verification (VCCV). You

can also use a ping to detect pseudowire failures. However, the processing resources

required for a ping are greater than what is needed for BFD. In addition, BFD is capable

of detecting data plane failure faster than VCCV ping. BFD for pseudowires is supported

for Layer 2 circuits (LDP-based).

Before you begin:

• Configure the device interfaces.

To configure BFD for VCCV:

1. Specify the threshold for the adaptation of the BFD session detection time.

[edit protocols l2circuit neighbor IP-address interface interface-name oam
bfd-liveness-detection]

user@host# set detection-time thresholdmilliseconds

For example, to setadetection time thresholdof40milliseconds forOAMBFD liveness

detection:

[edit protocols l2circuit neighbor 192.0.2.1 interface ge-1/1/9.0 oam
bfd-liveness-detection]

user@host# set detection-time threshold 40

2. Configure the virtual circuit ID for the Layer 2 circuit protocol.

[edit protocols l2circuit neighbor IP-address interface interface-name]
user@host# set virtual-circuit-id virtual-circuit-id
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For example, to set the virtual circuit ID as 1 for OAM BFD liveness detection:

[edit protocols l2circuit neighbor 192.0.2.1 interface ge-1/1/9.0 oam
bfd-liveness-detection]

user@host# set virtual-circuit-id 1

3. Configure the minimum interval after which the local routing device transmits hello

packets and then expects to receive a reply from a neighbor with which it has

established a BFD session for the Layer 2 circuit.

[edit protocols l2circuit neighbor IP-address interface interface-name oam
bfd-liveness-detection]

user@host# setminimum-intervalmilliseconds

For example, to set a minimum interval of 300milliseconds for OAM BFD liveness

detection:

[edit protocols l2circuit neighbor 192.0.2.1 interface ge-1/1/9.0 oam
bfd-liveness-detection]

user@host# setminimum-interval 300

4. Configure the minimum interval after which the local routing device must receive a

reply fromaneighborwithwhich it hasestablishedaBFDsession for theLayer 2 circuit

protocol.

[edit protocols l2circuit neighbor IP-address interface interface-name oam
bfd-liveness-detection]

user@host# setminimum-receive-intervalmilliseconds

For example, to setaminimumreceive interval of 10milliseconds forOAMBFD liveness

detection:

[edit protocols l2circuit neighbor 192.0.2.1 interface ge-1/1/9.0 oam
bfd-liveness-detection]

user@host# setminimum-receive-interval 10

5. Configure the number of hello packets not received by a neighbor that causes the

originating interface to be declared down for the Layer 2 circuit protocol.

[edit protocols l2circuit neighbor IP-address interface interface-name oam
bfd-liveness-detection]

user@host# setmultiplier number

For example, to set the multiplier as 3 for OAM BFD liveness detection:

[edit protocols l2circuit neighbor 192.0.2.1 interface ge-1/1/9.0 oam
bfd-liveness-detection]

user@host# setmultiplier 3

6. Configure to disable adaptation.

[edit protocols l2circuit neighbor IP-address interface interface-name oam
bfd-liveness-detection]

user@host# set no-adaptation
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7. Configure the minimum interval at which the local routing device transmits hello

packets to a neighbor with which it has established a BFD session.

[edit protocols l2circuit neighbor IP-address interface interface-name oam
bfd-liveness-detection transmit-interval]

user@host# setminimum-intervalmilliseconds

Forexample, to setaminimumtransmit intervalof5milliseconds forOAMBFD liveness

detection:

[edit protocols l2circuit neighbor 192.0.2.1 interface ge-1/1/9.0 oam
bfd-liveness-detection transmit-intreval]

user@host# setminimum-interval 5

8. Specify the threshold for the adaptation of the BFD session transmit interval.

[edit protocols l2circuit neighbor IP-address interface interface-name oam
bfd-liveness-detection transmit-interval]

user@host# set thresholdmilliseconds

For example, to set a transmit interval threshold of 30milliseconds for OAM BFD

liveness detection:

[edit protocols l2circuit neighbor 192.0.2.1 interface ge-1/1/9.0 oam
bfd-liveness-detection transmit-intreval]

user@host# set threshold 30

Related
Documentation

Example: Configuring BFD for VCCV for Layer 2 Circuits on page 385•

Example: Configuring BFD for VCCV for Layer 2 Circuits

This example shows how to configure BFD for VCCV for Layer 2 circuits which enables

faster detection of failure in the data path.

• Requirements on page 385

• Overview on page 385

• Configuration on page 386

• Verification on page 391

Requirements

This example uses the following hardware and software components:

• TwoMX Series 3D Universal Edge Routers

• Junos OS Release 12.1 or later running on all devices

Overview

Starting with Junos OS Release 12.1, Bidirectional Forwarding Detection (BFD) support

for virtual circuit connection verification (VCCV)allows you to configurea control channel

for apseudowire, in addition to thecorrespondingoperationsandmanagement functions

385Copyright © 2018, Juniper Networks, Inc.

Chapter 26: Monitoring Layer 2 Circuits with BFD



to be used over that control channel. BFD provides a low resource mechanism for the

continuousmonitoring of thepseudowire datapathand for detectingdataplane failures.

This feature provides support for asynchronousmode BFD for VCCV as described in RFC

5885, Bidirectional Forwarding Detection (BFD) for the Pseudowire Virtual Circuit

Connectivity Verification (VCCV). You can also use a ping to detect pseudowire failures.

However, the processing resources required for a ping are greater than what is needed

for BFD. In addition, BFD is capable of detecting data plane failure faster thanVCCVping.

BFD for pseudowires is supported for Layer 2 circuits (LDP-based).

ToconfigureBFD forVCCV for Layer 2 circuits, configure theoam configuration statement

at the [edit protocols l2circuit neighbor address interface interface-name] hierarchy level.

The control-channel configuration statement at the [edit routing-instances

routing-instance-name protocols l2vpn oam] hierarchy level does not apply to Layer 2

circuit configurations.

Topology

In the topology, BFD for VCCV for Layer 2 circuits is configured on Device R0.

g0
42

49
9

R 0 R 1

192.0.2.1/24

ge-2/0/0

192.0.2.2/24

ge-2/0/1

lo0:
R0 198.51.100.1/24
R1 203.0.113.0/24

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,

and then enter commit from configuration mode.

R0 set chassis redundancy graceful-switchover
set interfaces ge-1/1/9 vlan-tagging
set interfaces ge-1/1/9 encapsulation vlan-ccc
set interfaces ge-1/1/9 unit 0 encapsulation vlan-ccc
set interfaces ge-1/1/9 unit 0 vlan-id 512
set interfaces ge-2/0/0 unit 0 family inet address 192.0.2.1/24
set interfaces ge-2/0/0 unit 0 family mpls
set interfaces lo0 unit 0 family inet address 198.51.100.0/24
set routing-options nonstop-routing
set routing-options static route 203.0.113.0/24 next-hop 192.0.2.2
set routing-options router-id 198.51.100.0
set protocols rsvp interface ge-2/0/0.0
set protocolsmpls label-switched-path lsp1 to 203.0.113.0
set protocolsmpls interface ge-2/0/0.0
set protocols ospf traffic-engineering
set protocols ospf area 0.0.0.0 interface ge-2/0/0.0
set protocols ldp interface all
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set protocols l2circuit neighbor 203.0.113.0 interface ge-1/1/9.0 virtual-circuit-id 1
setprotocols l2circuitneighbor203.0.113.0 interfacege-1/1/9.0oambfd-liveness-detection
minimum-interval 300

setprotocols l2circuitneighbor203.0.113.0 interfacege-1/1/9.0oambfd-liveness-detection
minimum-receive-interval 10

setprotocols l2circuitneighbor203.0.113.0 interfacege-1/1/9.0oambfd-liveness-detection
multiplier 3

setprotocols l2circuitneighbor203.0.113.0 interfacege-1/1/9.0oambfd-liveness-detection
transmit-interval minimum-interval 5

setprotocols l2circuitneighbor203.0.113.0 interfacege-1/1/9.0oambfd-liveness-detection
transmit-interval threshold 30

setprotocols l2circuitneighbor203.0.113.0 interfacege-1/1/9.0oambfd-liveness-detection
detection-time threshold 40

R1 set interfaces ge-1/1/9 vlan-tagging
set interfaces ge-1/1/9 encapsulation vlan-ccc
set interfaces ge-1/1/9 unit 0 encapsulation vlan-ccc
set interfaces ge-1/1/9 unit 0 vlan-id 512
set interfaces ge-2/0/1 unit 0 family inet address 192.0.2.2/24
set interfaces ge-2/0/1 unit 0 family mpls
set interfaces lo0 unit 0 family inet address 203.0.113.0/24
set routing-options static route 198.51.100.0/24 next-hop 192.0.2.1
set routing-options router-id 203.0.113.0
set protocols rsvp interface ge-2/0/1.0
set protocolsmpls label-switched-path lsp2 to 198.51.100.0
set protocolsmpls interface ge-2/0/1.0
set protocols ospf traffic-engineering
set protocols ospf area 0.0.0.0 interface ge-2/0/1.0
set protocols ldp interface all
set protocols l2circuit neighbor 198.51.100.0 interface ge-1/1/9.0 virtual-circuit-id 1
set protocols l2circuit neighbor 198.51.100.0 interface ge-1/1/9.0 oam
bfd-liveness-detectionminimum-interval 300

set protocols l2circuit neighbor 198.51.100.0 interface ge-1/1/9.0 oam
bfd-liveness-detectionminimum-receive-interval 10

set protocols l2circuit neighbor 198.51.100.0 interface ge-1/1/9.0 oam
bfd-liveness-detectionmultiplier 3

set protocols l2circuit neighbor 198.51.100.0 interface ge-1/1/9.0 oam
bfd-liveness-detection transmit-interval minimum-interval 5

set protocols l2circuit neighbor 198.51.100.0 interface ge-1/1/9.0 oam
bfd-liveness-detection transmit-interval threshold 30

set protocols l2circuit neighbor 198.51.100.0 interface ge-1/1/9.0 oam
bfd-liveness-detection detection-time threshold 40
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Configuring Device R0

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Device R0:

NOTE: Repeat this procedure for Device R1 after modifying the appropriate
interface names, addresses, and any other parameters for the device.

1. Configure graceful switchover redundancy.

[edit chassis]
user@R0# set redundancy graceful-switchover

2. Configure the interfaces.

[edit interfaces]
user@R0# set ge-1/1/9 vlan-tagging
user@R0# set ge-1/1/9 encapsulation vlan-ccc
user@R0# set ge-1/1/9 unit 0 encapsulation vlan-ccc
user@R0# set ge-1/1/9 unit 0 vlan-id 512

user@R0# set ge-2/0/0 unit 0 family inet address 192.0.2.1/24
user@R0# set ge-2/0/0 unit 0 family mpls

user@R0# set lo0 unit 0 family inet address 198.51.100.0/24

3. Configure the nonstop routing option, the static route, and the router ID routing

options.

[edit routing-options]
user@R0# set nonstop-routing
user@R0# set static route 203.0.113.0/24 next-hop 192.0.2.2
user@R0# set router-id 198.51.100.0

4. Configure the RSVP protocol.

[edit protocols rsvp]
user@R0# set interface ge-2/0/0.0

5. Configure the MPLS protocol.

[edit protocols mpls]
user@R0# set label-switched-path lsp1 to 203.0.113.0
user@R0# set interface ge-2/0/0.0

6. Configure the OSPF protocol.
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[edit protocols ospf]
user@R0# set traffic-engineering
user@R0# set area 0.0.0.0 interface ge-2/0/0.0

7. Configure the LDP protocol.

[edit protocols ldp]
user@R0# set interface all

8. Configure the virtual circuit ID for the neighbor of Layer 2 circuit protocols.

[edit protocols l2circuit]
user@R0# set neighbor 203.0.113.0 interface ge-1/1/9.0 virtual-circuit-id 1

9. Configure the oam attributes of the Layer 2 circuit protocol.

[edit protocols l2circuit]
user@R0#setneighbor203.0.113.0 interfacege-1/1/9.0oambfd-liveness-detection
minimum-interval 300

user@R0#setneighbor203.0.113.0 interfacege-1/1/9.0oambfd-liveness-detection
minimum-receive-interval 10

user@R0#setneighbor203.0.113.0 interfacege-1/1/9.0oambfd-liveness-detection
multiplier 3

user@R0#setneighbor203.0.113.0 interfacege-1/1/9.0oambfd-liveness-detection
transmit-interval minimum-interval 5

user@R0#setneighbor203.0.113.0 interfacege-1/1/9.0oambfd-liveness-detection
transmit-interval threshold 30

user@R0#setneighbor203.0.113.0 interfacege-1/1/9.0oambfd-liveness-detection
detection-time threshold 40

Results

From configurationmode, confirm your configuration by entering the showchassis, show

interfaces, show protocols, and show routing-options commands. If the output does not

display the intended configuration, repeat the instructions in this example to correct the

configuration.

user@R0# show chassis
redundancy {
graceful-switchover;

}

user@R0# show interfaces
ge-1/1/9 {
vlan-tagging;
encapsulation vlan-ccc;
unit 0 {
encapsulation vlan-ccc;
vlan-id 512;

}
}
ge-2/0/0 {
unit 0 {
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family inet {
address 192.0.2.1/24;

}
family mpls;

}
}
lo0 {
unit 0 {
family inet {
address 198.51.100.0/24;

}
}

}

user@R0# show protocols
rsvp {
interface ge-2/0/0.0;

}
mpls {
label-switched-path lsp1 {
to 203.0.113.0;

}
interface ge-2/0/0.0;

}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface ge-2/0/0.0;

}
}
ldp {
interface all;

}
l2circuit {
neighbor 203.0.113.0 {
interface ge-1/1/9.0 {
virtual-circuit-id 1;
oam {
bfd-liveness-detection {
minimum-interval 300;
minimum-receive-interval 10;
multiplier 3;
transmit-interval {
minimum-interval 5;
threshold 30;

}
detection-time {
threshold 40;

}
}

}
}

}
}

user@R0# show routing-options
nonstop-routing;
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static {
route 203.0.113.0/24 next-hop 192.0.2.2;

}
router-id 198.51.100.0;

If you are done configuring the device, enter commit from configuration mode.

Verification

Verify that the configuration is working properly.

• Verifying the Layer 2 Circuit Connections on page 391

• Verifying the BFD Session on page 392

• Verifying Detailed BFD Session Information on page 392

Verifying the Layer 2 Circuit Connections

Purpose Verify the connections in a Layer 2 Circuit.

Action From operational mode, run the show l2circuit connections command for Device R0.

user@R0> show l2circuit connections

Layer-2 Circuit Connections:

Legend for connection status (St)   
EI -- encapsulation invalid      NP -- interface h/w not present   
MM -- mtu mismatch               Dn -- down                       
EM -- encapsulation mismatch     VC-Dn -- Virtual circuit Down    
CM -- control-word mismatch      Up -- operational                
VM -- vlan id mismatch           CF -- Call admission control failure
OL -- no outgoing label          IB -- TDM incompatible bitrate 
NC -- intf encaps not CCC/TCC    TM -- TDM misconfiguration 
BK -- Backup Connection          ST -- Standby Connection
CB -- rcvd cell-bundle size bad  SP -- Static Pseudowire
LD -- local site signaled down   RS -- remote site standby
RD -- remote site signaled down  HS -- Hot-standby Connection
XX -- unknown

Legend for interface status  
Up -- operational            
Dn -- down                   
Neighbor: 203.0.113.0 
    Interface                 Type  St     Time last up          # Up trans
    ge-1/1/9.0(vc 1)          rmt   Up     Jun  2 03:19:44 2014           1
      Remote PE: 203.0.113.0, Negotiated control-word: Yes (Null)
      Incoming label: 299792, Outgoing label: 299792
      Negotiated PW status TLV: No
      Local interface: ge-1/1/9.0, Status: Up, Encapsulation: VLAN
      Flow Label Transmit: No, Flow Label Receive: No
      Flow Label Transmit: No, Flow Label Receive: No

Meaning The output shows the Layer 2 virtual circuit information from Device R0 to its neighbor.
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Verifying the BFD Session

Purpose Verify the BFD session.

Action From operational mode, run the show bfd session command for Device R0.

user@R0> show bfd session

                                                  Detect   Transmit
Address                  State     Interface      Time     Interval  Multiplier

203.0.113.7                Up        ge-2/0/0.0     0.030     0.010        3   

1 sessions, 1 clients
Cumulative transmit rate 100.0 pps, cumulative receive rate 100.0 pps

Meaning The output shows the address, and the interface onwhich the BFD session is active. The

state Up indicates that the BFD session is up. The BFD session has a time interval of 30

milliseconds to detect BFD control packets , the transmitting system has a time interval

of 10milliseconds to send BFD control packets, and the transmitting system determines

the detection time bymultiplying 3with the time interval. Total number of active BFD

sessions and total number of clients that are hosting active BFD sessions. Cumulative

transmit rate indicates the total number of BFD control packets transmitted, per second,

on all active sessions and cumulative receive rate indicates the total number of BFD

control packets received, per second, on all active sessions.

Verifying Detailed BFD Session Information

Purpose Verify detailed BFD session information.
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Action From operational mode, run the show bfd session extensive command for Device R0.

user@R0> show bfd session extensive

                                                  Detect   Transmit
Address                  State     Interface      Time     Interval  Multiplier

203.0.113.7                Up        ge-2/0/0.0     0.030     0.010        3   
 Client L2CKT-OAM, TX interval 0.005, RX interval 0.010
 Session up time 03:47:14
 Local diagnostic None, remote diagnostic None
 Remote state Up, version 1
 Replicated 
 Session type: VCCV BFD
 Min async interval 0.005, min slow interval 1.000
 Adaptive async TX interval 0.005, RX interval 0.010
 Local min TX interval 0.005, minimum RX interval 0.010, multiplier 3
 Remote min TX interval 0.005, min RX interval 0.010, multiplier 3
 Threshold transmission interval 0.030, Threshold for detection time 0.040
 Local discriminator 20, remote discriminator 13004
 Echo mode disabled/inactive
 Remote is control-plane independent
 Neighbor address 203.0.113.0, Virtual circuit id 1
  Session ID: 0x0

1 sessions, 1 clients
Cumulative transmit rate 100.0 pps, cumulative receive rate 100.0 pps

Meaning The output shows detailed information for the BFD session.

Related
Documentation

• Configuring BFD for VCCV for Layer 2 Circuits on page 383
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CHAPTER 27

Troubleshooting Layer 2 Circuits

• Tracing Layer 2 Circuit Operations on page 395

Tracing Layer 2 Circuit Operations

To trace the creation of and changes to Layer 2 circuits, include the traceoptions
statement:

traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}

You can include this statement at the following hierarchy levels:

• [edit protocols l2circuit]

• [edit logical-systems logical-system-name protocols l2circuit]

Specify the following flags to trace the indicated operations on Layer 2 circuits:

• connections—Layer 2 circuit connections (events and state changes)

• error—Error conditions

• FEC—Layer 2 circuit advertisements received or sent using LDP

• topology—Layer2circuit topologychangescausedby reconfigurationoradvertisements

received from other PE routers
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PART 6

Configuring VPWS VPNs

• Overview on page 399

• Configuring VPWS VPNs on page 411
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CHAPTER 28

Overview

• Understanding VPWS on page 399

• Supported VPWS Standards on page 402

• FAT Flow Labels Overview on page 403

• Understanding Multisegment Pseudowire for FEC 129 on page 404

Understanding VPWS

Virtual private wire service (VPWS) Layer 2 VPNs employ Layer 2 services over MPLS to

build a topology of point-to-point connections that connect end customer sites in aVPN.

TheseLayer 2VPNsprovideanalternative toprivatenetworks thathavebeenprovisioned

bymeans of dedicated leased lines or by means of Layer 2 virtual circuits that employ

ATMor FrameRelay. The service provisionedwith these Layer 2 VPNs is knownasVPWS.

You configure a VPWS instance on each associated edge device for each VPWS Layer 2

VPN.

Traditional VPNs over Layer 2 circuits require the provisioning andmaintenance of

separate networks for IP and for VPN services. In contrast, VPWS enables the sharing of

a provider’s core network infrastructure between IP and Layer 2 VPN services, reducing

the cost of providing those services.

Junos OS supports two types of VPWS Layer 2 VPNs:

• Kompella Layer 2 VPNs, which use BGP for autodiscovery and signaling.

• FEC 129 BGP autodiscovery for VPWS, which uses BGP for autodiscovery and LDP as

the signaling protocol.

FEC 129BGPautodiscovery forVPWSrequires the l2vpn-id, source-attachment-identifier,

and target-attachment-identifier statements. Kompella Layer 2 VPNs require the

site-identifier and remote-site-id statements.

NOTE: VPWS creates pseudowires that emulate Layer 2 circuits. A virtual
private LAN service (VPLS) network is similar to VPWS, but provides
point-to-multipoint traffic forwarding in contrast to theVPWSLayer 2 VPN’s
point-to-point traffic forwarding. If you need point-to-multipoint service
instead of point-to-point service, consider using VPLS instead of VPWS.
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A VPWS Layer 2 VPN can have either a full-mesh or a hub-and-spoke topology. The

tunneling mechanism in the core network typically is MPLS. However, VPWS can also

use other tunneling protocols, such as GRE. VPWS is similar to Martini Layer 2 services

over MPLS, and employs a similar encapsulation scheme for forwarding traffic.

Figure 42 on page 400 illustrates an example of a simple VPWS Layer 2 VPN topology.

Figure 42: VPWSSample Topology

In this example, the service provider offers VPWS services to Customer A and Customer

B. Customer Awants to create a full mesh of point-to-point links betweenWestford and

Bangalore. Customer B needs only a single point-to-point link betweenWestford and

Sunnyvale. The service provider uses BGP and MPLS signaling in the core, and creates a

set of unidirectional pseudowires at each provider edge (PE) device to separately

cross-connect each customer’s Layer 2 circuits.

In order to provision this service, the provider configures two VPWS Layer 2 VPNs, Layer

2 VPN A and Layer 2 VPN B. The circuit cross-connect (CCC) encapsulation type

(ethernet-ccc or vlan-ccc) is configured for each VPWS Layer 2 VPN. All interfaces in a

givenVPWSLayer2VPNmustbeconfiguredwith theVPWSLayer2VPN’sencapsulation

type.

Local and remote site information for the interfaces identifies the cross-connect. Local

cross-connects are supported when the interfaces that are connected belong to two

different sites configured in the same VPWS instance and on the same PE device.

BGP advertises reachability for the VPNs. The BGP configuration is similar to that used

for other VPN services, such as Layer 3 VPNs and VPLS. MPLS is configured to set up

base LSPs to the remote PE devices similarly to the other VPN services.
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Junos OS provides VPWS support the following configuration methods:

• Pseudowires are manually configured using Forwarding Equivalence Class (FEC) 128.

• Pseudowires are signaled by LDP using FEC 129. This arrangement reduces the

configuration burden that is associatedwith statically configured Layer 2 circuits while

still using LDP as the underlying signaling protocol.

Supported and Unsupported Features

Junos OS supports the following features with VPWS :

• Intra-AS VPWS functionality using BGP for autodiscovery and FEC 129 LDP for

pseudowire signaling.

• Graceful Routing Engine switchover.

• Operation,administration,andmaintenance(OAM)mechanisms, includingBidirectional

Forwarding Detection and MPLS ping.

• FEC 128 LDP signaling with static configuration (in Junos OS this is configured within

protocols l2circuit). With this option, there is no BGP autodiscovery.

Junos OS does not support the following VPWS functionality:

• Multihoming of customer sites to multiple PE devices using the BGP site model of

multihoming.

• Terminating FEC 129 VPWS into amesh group of an FEC 129 VPLS instance.

• Intra-AS VPWS functionality using BGP for autodiscovery and FEC 128 LDP for

pseudowire signaling.

• FEC 129 VPWSwithout BGP autodiscovery.

• Static configuration of VPWSwith FEC 129 signaling.

• Nonstop active routing.

• Multi-segment pseudowires.

• Interworking of FEC 128 and FEC 129 VPWS.

• Statically configured Layer 2 circuit-style pseudowire redundancy.

• Inter-AS deployments.

Related
Documentation

Example: Configuring BGP Autodiscovery for LDP VPLS on page 724•

• Example:ConfiguringBGPAutodiscovery for LDPVPLSwithUser-DefinedMeshGroups

on page 741
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Supported VPWSStandards

Junos OS substantially supports the following RFCs, which define standards for VPWS

and Layer 2 circuits.

• RFC 4447, Pseudowire Setup and Maintenance Using the Label Distribution Protocol

(LDP)

Junos OS does not support Section 5.3, “The Generalized PWid FEC Element.”

• RFC 4448, Encapsulation Methods for Transport of Ethernet over MPLS Networks

• RFC6074,Provisioning, Auto-Discovery, andSignaling in Layer 2 Virtual PrivateNetworks

(L2VPNs)

• RFC6391,Flow-AwareTransport ofPseudowiresover anMPLSPacketSwitchedNetwork

• RFC 6790, The Use of Entropy Labels in MPLS Forwarding

The following Internet drafts do not define standards, but provide information about

Layer 2 technologies. The IETF classifies them as “Historic.”

• Internet draft draft-martini-l2circuit-encap-mpls-11.txt, Encapsulation Methods for

Transport of Layer 2 Frames Over IP and MPLS Networks

Junos OS differs from the Internet draft in the following ways:

• A packet with a sequence number of 0 (zero) is treated as out of sequence.

• Any packet that does not have the next incremental sequence number is considered

out of sequence.

• When out-of-sequence packets arrive, the expected sequence number for the

neighbor is set to the sequence number in the Layer 2 circuit control word.

• Internet draft draft-martini-l2circuit-trans-mpls-19.txt, Transport of Layer 2 Frames

Over MPLS

Related
Documentation

Supported Carrier-of-Carriers and Interprovider VPN Standards•

• Supported Layer 2 VPN Standards on page 121

• Supported Layer 3 VPN Standards

• Supported Multicast VPN Standards

• Supported VPLS Standards on page 500

• Accessing Standards Documents on the Internet
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FAT Flow Labels Overview

A pseudowire is a Layer 2 circuit or service that emulates the essential attributes of a

telecommunications service, such as a T1 line, over an MPLS packet-switched network

(PSN). The pseudowire is intended to provide only theminimumnecessary functionality

to emulate the wire with the required resiliency requirements for the given service

definition.

In an MPLS network, the flow-aware transport of pseudowires (FAT) flow label, as

described in RFC 6391, Flow-Aware Transport of Pseudowires over an MPLS Packet

Switched Network, is used for load-balancing traffic across LDP-signaled pseudowires

for virtual private LAN service (VPLS) and virtual private wire service (VPWS).

When thepseudowire is configured to use the FAT flow labels for loadbalancing, packets

arriving at the ingress router are processed in the following sequence across the path of

the pseudowire:

• The ingress router uses the contents of the inbound packet in the hash-key algorithm

to calculate the flow-label value.

• The ingress router pushes the flow label to the label stack of the packet.

• The transit routers perform load balancing based only on the label stack.

• The egress router pops the flow label and forwards the packet to its destination.

For load balancing to work based on a flow-label configuration, a version of LDP that

supports signaling extensions to use the flow label with pseudowires must be enabled

on all routers. The LDP-signaling configuration is identical for VPLS and VPWS

pseudowires.

FAT flow labels are supported on the following LDP-signaled forwarding-equivalence

classes (FECs) for VPWS and VPLS pseudowires:

• FEC 128 for VPWS—LDP-signaled VPWSwith neighbors that are statically configured

(BGP autodiscovery is not supported).

• FEC 128 for VPLS—LDP-signaled VPLS with neighbors that are statically configured

(BGP autodiscovery is not supported).

• FEC 129 for VPWS—LDP-signaled VPWSwith BGP autodiscovery of neighbors.

• FEC 129 for VPLS—LDP-signaled VPLS with BGP autodiscovery of neighbors.

NOTE: Flow-aware transport of pseudowires (FAT) flow labels are not
supportedwithEnhancedDensePortConcentrators (DPCs), and flow labels
shouldnotbeconfigured inasystemwithDPCs.Entropy labelsaresupported
withDPCswith the following restrictions: entropy labelsarestrippedbyDPCs,
but entropy labels are not pushed by DPCs.
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The interface parameter (Sub-TLV) is used both for FEC 128 and FEC 129 pseudowires.

The sub-TLV defined for LDP contains the transmit (T) and receive (R) bits. The T bit

advertises the ability to push the flow label. The R bit advertises the ability to pop the

flow labels. By default, the signaling behavior of the provider edge (PE) router for any of

these pseudowires is to advertise the T and R bits in the label set to 0.

The flow-label-transmit and flow-label-receive configuration statements provide the

ability to set the T bit and R bit advertisement to 1 in the Sub-TLV field, which is part of

the interface parameters of the FEC for the LDP label-mapping message. You can use

thesestatements tocontrol thepushingof the load-balancing labelandtheadvertisement

of the label to the routing peers in the control plane.

Alternatively, for FEC 128 VPWS pseudowires only, you can configure the following

statements to statically configure flow label push and pop operations:

• flow-label-receive-static to statically pop the flow label on the pseudowire packets

received from the remote PE router.

• flow-label-transmit-static to statically push the flow label on the pseudowire packets

sent to the remote PE router.

Related
Documentation

Configuring the FAT Flow Label for FEC 128 VPWS Pseudowires for Load-Balancing

MPLS Traffic on page 491

•

• Configuring the FAT Flow Label for FEC 128 VPLS Pseudowires for Load-Balancing

MPLS Traffic on page 624

• Configuring the FAT Flow Label for FEC 129 VPWS Pseudowires for Load-Balancing

MPLS Traffic on page 494

• Configuring the FAT Flow Label for FEC 129 VPLS Pseudowires for Load-Balancing

MPLS Traffic on page 626

UnderstandingMultisegment Pseudowire for FEC 129

UnderstandingMultisegment Pseudowire

A pseudowire is a Layer 2 circuit or service that emulates the essential attributes of a

telecommunications service, such as a T1 line, over an MPLS packet-switched network

(PSN). The pseudowire is intended to provide only theminimumnecessary functionality

to emulate the wire with the required resiliency requirements for the given service

definition.

When a pseudowire originates and terminates on the edge of the same PSN, the

pseudowire label is unchanged between the originating and terminating provider edge

(T-PE)devices.This iscalledasingle-segmentpseudowire(SS-PW).Figure43onpage405

illustrates an SS-PW established between two PE routers. The pseudowires between

the PE1 and PE2 routers are located within the same autonomous system (AS).
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Figure 43: L2VPN Pseudowire

In cases where it is impossible to establish a single pseudowire from a local to a remote

PE, either because it is unfeasible or undesirable to establish a single control plane

between the two PEs, a multisegment pseudowire (MS-PW) is used.

An MS-PW is a set of two or more contiguous SS-PWs that are made to function as a

single point-to-point pseudowire. It is also known as switched pseudowire. MS-PWs can

go across different regions or network domains. A region can be considered as an interior

gateway protocol (IGP) area or a BGP autonomous system that belongs to the same or

different administrative domain. An MS-PW spansmultiple cores or ASs of the same or

different carrier networks. A Layer 2 VPNMS-PW can include up to 254 pseudowire

segments.

Figure44onpage405 illustratesasetof twoormorepseudowire segments that function

as a single pseudowire. The end routers are called terminating PE (T-PE) routers, and

the switching routers are called switching PE (S-PE) routers. The S-PE router terminates

the tunnels of the preceding and succeeding pseudowire segments in an MS-PW. The

S-PE router can switch the control and data planes of the preceding and succeeding

pseudowire segments of the MS-PW. An MS-PW is declared to be up when all the

single-segment pseudowires are up.

Figure 44: Multisegment Pseudowire
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Using FEC 129 for Multisegment Pseudowire

Currently, there are two types of attachment circuit identifiers (AIIs) defined under FEC

129:

• Type 1 AII

• Type 2 AII

The support of an MS-PW for FEC 129 uses type 2 AII. A type 2 AII is globally unique by

definition of RFC 5003.

Single-segment pseudowires (SS-PWs) using FEC 129 on an MPLS PSN can use both

type 1 and type 2 AII. For an MS-PW using FEC 129, a pseudowire itself is identified as a

pair of endpoints. This requires that the pseudowire endpoints be uniquely identified.

In the case of a dynamically placed MS-PW, there is a requirement for the identifiers of

attachment circuits to be globally unique, for the purposes of reachability and

manageability of thepseudowire. Thus, individual globally uniqueaddressesareallocated

to all the attachment circuits and S-PEs that make up an MS-PW.

Type 2 AII is composed of three fields:

• Global_ID—Global identification, which is usually the AS number.

• Prefix—IPv4 address, which is usually the router ID.

• AC_ID—Local attachment circuit, which is a user-configurable value.

Since type 2 AII already contains the T-PE's IP address and it is globally unique, from the

FEC 129 pseudowire signaling point of view, the combination (AGI, SAII, TAII) uniquely

identifies an MS-PW across all interconnected pseudowire domains.

Establishing aMultisegment Pseudowire Overview

AnMS-PW is established by dynamically and automatically selecting the predefined

S-PEs and placing the MS-PW between two T-PE devices.

WhenS-PEsaredynamically selected, eachS-PE isautomaticallydiscoveredandselected

using the BGP autodiscovery feature, without the requirement of provisioning the FEC

129pseudowire-related informationonall theS-PEs.BGP isusedtopropagatepseudowire

address information throughout the PSN.

Since there is nomanual provisioning of FEC 129 pseudowire information on the S-PEs,

the Attachment Group Identifier (AGI) and Attachment Individual Identifier (AII) are

reused automatically, and choosing the same set of S-PEs for the pseudowire in both

the forwarding and reverse direction is achieved through the active and passive role of

each T-PE device.

• Active—The T-PE initiates an LDP label mapping message.

• Passive—The T-PE does not initiate an LDP label mapping message until it receives a

label mapping message initiated by the active T-PE. The passive T-PE sends its label

mappingmessage to thesameS-PE fromwhere it received the labelmappingmessage
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originated from its active T-PE. This ensures that the same set of S-PEs are used in

the reverse direction.

Pseudowire Status Support for Multisegment Pseudowire

• Pseudowire Status Behavior on T-PE on page 407

• Pseudowire Status Behavior on S-PE on page 407

Pseudowire Status Behavior on T-PE

The following pseudowire status messages are relevant on the T-PE:

• 0x00000010—Local PSN-facing pseudowire (egress) transmit fault.

• 0x00000001—Generic nonforwarding fault code. This is set as the local fault code.

The local fault code is set at the local T-PE, and LDP sends a pseudowire status TLV

message with the same fault code to the remote T-PE.

• Fault codes are bit-wise OR’ed and stored as remote pseudowire status codes.

Pseudowire Status Behavior on S-PE

The S-PE initiates the pseudowire status messages that indicate the pseudowire faults.

The SP-PE in the pseudowire notificationmessage hints where the fault was originated.

• When a local fault is detected by the S-PE, a pseudowire status message is sent in

both directions along the pseudowire. Since there are no attachment circuits on an

S-PE, only the following status messages are relevant:

• 0x00000008—Local PSN-facing pseudowire (ingress) receive fault.

• 0x00000010—Local PSN-facing pseudowire (egress) transmit fault.

• To indicatewhichSS-PWisat fault, anLDPSP-PETLV isattachedwith thepseudowire

status code in the LDP notification message. The pseudowire status is passed along

from one pseudowire to another unchanged by the control plane switching function.

• If an S-PE initiates a pseudowire status notification message with one particular

pseudowire status bit, then for the pseudowire status code anS-PE receives, the same

bit is processed locally andnot forwardeduntil theS-PE'soriginal statuserror is cleared.

• An S-PE keeps only two pseudowire status codes for each SS-PW it is involved in –

local pseudowire status code and remote pseudowire status code. The value of the

remote pseudowire status code is the result of logic or operation of the pseudowire

status codes in the chain of SS-PWs preceding this segment. This status code is

incrementallyupdatedbyeachS-PEupon receiptandcommunicated to thenextS-PE.

The local pseudowire status is generated locally based on its local pseudowire status.

• Only transmit fault is detected at the SP-PE. When there is no MPLS LSP to reach the

next segment, a local transmit fault is detected. The transmit fault is sent to the next

downstream segment, and the receive fault is sent to the upstream segment.

• Remote failures received on an S-PE are just passed along the MS-PW unchanged.

Local failures are sent to both segments of the pseudowire that the S-PE is involved

in.
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Pseudowire TLV Support for MS-PW

MS-PW provides the following support for the LDP SP-PE TLV [RFC 6073]:

• The LDP SP-PE TLVs for an MS-PW include:

• Local IP address

• Remote IP address

• AnSP-PEadds theLDPSP-PETLVto the labelmappingmessage.EachSP-PEappends

the local LDP SP-PE TLV to the SP-PE list it received from the other segment.

• The pseudowire status notification message includes the LDP SP-PE TLV when the

notification is generated at the SP-PE.

Supported and Unsupported Features

Junos OS supports the following features with MS-PW:

• MPLS PSN for each SS-PW that builds up the MS-PW.

• The same pseudowire encapsulation for each SS-PW in an MS-PW– Ethernet or

VLAN-CCC.

• ThegeneralizedPWidFECwithT-LDPasanend-to-endpseudowire signalingprotocol

to set up each SS-PW.

• MP-BGP to autodiscover the two endpoint PEs for each SS-PW associated with the

MS-PW.

• Standard MPLS operation to stitch two side-by-side SS-PWs to form an MS-PW.

• Automatic discovery of S-PE so that the MS-PW can be dynamically placed.

• Minimum provisioning of S-PE.

• Operation, administration, andmaintenance(OAM)mechanisms, includingend-to-end

MPLS ping or end-to-any-S-PE MPLS ping, MPLS path trace, end-to-end VCCV, and

Bidirectional Forwarding Detection (BFD).

• Pseudowire swithing point (SP) PE TLV for the MS-PW.

• Composite next hop on MS-PW.

• Pseudowire status TLV for MS-PW.

Junos OS does not support the following MS-PW functionality:

• Mix of LDP FEC 128 and LDP FEC 129.

• Static pseudowire where each label is provisioned staticially.

• Graceful Routing Engine switchover.

• Nonstop active routing.
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• Multihoming.

• Partial connectivity verification (originating from an S-PE) in OAM.

Related
Documentation

• Example: Configuring a Multisegment Pseudowire on page 448

• Example: Configuring FEC 129 BGP Autodiscovery for VPWS on page 706
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CHAPTER 29

Configuring VPWS VPNs

• Understanding FEC 129 BGP Autodiscovery for VPWS on page 411

• Example: Configuring FEC 129 BGP Autodiscovery for VPWS on page 413

• Example:ConfiguringMPLSEgressProtectionServiceMirroring forBGPSignaledLayer

2 Services on page 426

• Understanding Multisegment Pseudowire for FEC 129 on page 444

• Example: Configuring a Multisegment Pseudowire on page 448

• Configuring the FAT Flow Label for FEC 128 VPWS Pseudowires for Load-Balancing

MPLS Traffic on page 491

• Configuring the FAT Flow Label for FEC 129 VPWS Pseudowires for Load-Balancing

MPLS Traffic on page 494

Understanding FEC 129 BGP Autodiscovery for VPWS

Themajor functional components in a VPWSwith FEC 129 are BGP, LDP, and the Layer

2 VPNmodule of Junos OS. BGP is responsible for distributing the local autodiscovery

routes created on each PE device to all other PE devices. LDP is responsible for using the

autodiscovery information provided by BGP to set up targeted LDP sessions over which

to signal the pseudowires. The Layer 2 VPN is the glue that binds the BGP and LDP

functionalities together.

Supported Standards in FEC 129 BGP Autodiscovery for VPWS

The relevant RFCs for this feature are as follows:

• RFC 4447, Pseudowire Setup and Maintenance Using the Label Distribution Protocol

(LDP)

• RFC6074,Provisioning, Auto-Discovery, andSignaling in Layer 2 Virtual PrivateNetworks

(L2VPNs)

Routes and Routing Table Interaction in FEC 129 BGP Autodiscovery for VPWS

BGP, LDP, and Layer 2 VPNs interact through different types of routes installed in the

instance.l2vpn.0 table. Theroutes that are present in the table are autodiscovery routes

and pseudowire routes.
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• Autodiscovery routes are used by BGP to allow autodiscovery of remote source access

individual identifiers (SAIIs) (the sources of the point-to-point pseudowires) and PE

device addresses. Autodiscovery routes are advertised when you configure the l2vpn

auto-discovery-only address family.

The format of the autodiscovery routes is a combination of the route distinguisher and

the SAII. For example: 10.255.0.1:100:0.0.0.1/96 AD.

Table 16 on page 412 lists the route elements and the number of associated bytes

allocated to each element.

Table 16: Autodiscovery Route Format

BytesRoute Element

8 bytesRD

4 bytesSAII

The l2vpn-id of the FEC 129 VPWS instance is attached to the route in a BGP extended

community.Oneautodiscovery route isadvertised for eachsourceattachment identifier

(SAI) in the instance.

• Pseudowire routes are installed by the Layer 2 VPN (local) and LDP (remote) to

represent the bidirectional components of the pseudowire. For example:

NoCtrlWord:5:100:200:2:0.0.0.1/176. The format of the routes is described in

Table 17 on page 412.

Table 17: Pseudowire Route Format

Field DescriptionField Name

2 bytesPseudowire type + control word bit

4 bytesRemote PE address

8 bytesAttachment group identifier (AGI)

The AGI field of the pseudowire route is always set to the l2vpn-id of the instance.

4 bytesSAII

4 bytesTarget attachment individual identifier (TAII)

Layer 2 VPN Behavior in FEC 129 BGP Autodiscovery for VPWS

A Layer 2 VPN installs a locally generated autodiscovery route into the instance.l2vpn.0

table for every SAII configured in an FEC 129 VPWS instance. The extended community

containing the l2vpn-id is attachedwhen the route is added to the instance.l2vpn.0 table.

For each autodiscovered SAII from a remote neighbor where the l2vpn-idmatches the

local l2vpn-id and the received SAII matches a locally configured TAII, the Layer 2 VPN

obtains an MPLS label and generates a pseudowire route and adds it to the
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instance.l2vpn.0 table. The remote PE address is copied from the BGPprotocol next hop

for the autodiscovery route.

The Layer 2 VPNmodule of Junos OS is responsible for installing the forwarding routes

into the mpls.0 table as usual.

BGPAutodiscovery Behavior in FEC 129 BGP Autodiscovery for VPWS

Local autodiscovery routes installed by the Layer 2 VPN in the instance.l2vpn.0 table are

advertised by BGP to remote PE devices sl2vpn auto-discovery-only address family

according to the instance and BGP export policies.

On the receiving side, BGP accepts autodiscovery routes from remote peers and installs

them in the local bgp.l2vpn.0 table, if they are allowed by inbound policy. The route is

installed, and a secondary route is imported into the instance.l2vpn.0 table when an

import route target match between the route and instance is found.

LDP Signaling Behavior in VPWS in FEC 129 BGP Autodiscovery for VPWS

In the Junos OS implementation of LDP, the router monitors for routes from

instance.l2vpn.0 forany instanceconfigured forFEC 129VPWS.These routesare identified

by the instance-type l2vpn statement in the routing instance and the presence of the

l2vpn-id statement.

When a BGP autodiscovery route is installed, LDP sets up a targeted session with the

remote peer, where the peer address is identified as the protocol next hop of the BGP

autodiscovery route.

When a pseudowire route is installed in the instance.l2vpn.0 table, LDP uses the

parameters associatedwith the route to signal the creation of the pseudowire using FEC

129. Upon receiving an FEC 129 label mappingmessage from a remote peer, LDP installs

the pseudowire route in the ldp.l2vpn.0 table.

Uponasuccessful l2vpn-idmatchwithaconfiguredFEC 129VPWS instance, a secondary

pseudowire route is imported to the instance.l2vpn.0 table. If an outgoing pseudowire

has not already been set up when the incoming pseudowire signaling is received, LDP

initiates the outgoing pseudowire creation as well.

Related
Documentation

Understanding VPWS on page 399•

• Example: Configuring FEC 129 BGP Autodiscovery for VPWS on page 413

Example: Configuring FEC 129 BGP Autodiscovery for VPWS

This example shows how to configure the virtual private wire service (VPWS), where

remote provider edge (PE) devices are automatically discovered dynamically by BGP,

and pseudowires are signaled by LDP using FEC 129. This arrangement reduces the
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configuration burden that is associated with statically configured Layer 2 circuits while

still using LDP as the underlying signaling protocol.

• Requirements on page 414

• Overview on page 414

• Configuration on page 418

• Verification on page 422

Requirements

This example requires Junos OS Release 13.2 or later on the PE devices.

Overview

BecauseVPWS isapoint-to-point service, FEC 129VPWSrouting instancesareconfigured

as instance-type l2vpn. AswithFEC 129VPLS,FEC 129VPWSuses the l2vpn-id statement

to define the Layer 2 VPN of which the routing instance is a member. The presence of

the l2vpn-id statement designates that FEC 129 LDP signaling is used for the routing

instance. The absence of l2vpn-id indicates that BGP signaling is used instead.

Thepoint-to-point nature ofVPWS requires that you specify the sourceaccess individual

identifier (SAII) and the target access individual identifier (TAII). ThisSAII-TAII pair defines

a unique pseudowire between two PE devices.

The SAII is specified with the source-attachment-identifier statement within the FEC 129

VPWSrouting instance. Youconfigure the sourceattachment identifier and the interfaces

to associate with that source attachment identifier. Under each interface, you can

configure the TAII with the target-attachment-identifier statement. If the configured

target identifier matches a source identifier advertised by a remote PE device by way of

aBGPautodiscoverymessage, thepseudowirebetweenthatsource-targetpair is signaled.

If there is nomatch between an advertised source identifier and the configured target

identifier, the pseudowire is not established.

Sample: VPWS
Configuration with

routing-instances {
FEC129-VPWS {
instance-type l2vpn;Multiple Interfacesand

Sites interface ge-0/0/1.0;
interface ge-0/0/2.0;
interface ge-0/0/3.0;
route-distinguisher 10.255.0.1:200;
l2vpn-id l2vpn-id:100:200;
vrf-target target:100:200;
protocols l2vpn {
site CUSTOMER-1 {
source-attachment-identifier 1;
interface ge-0/0/1.0 {
target-attachment-identifier 2;

}
interface ge-0/0/2.0 {
target-attachment-identifier 3;

}
}
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}
}

}

You can configure multiple interfaces within a site, because each SAII-TAII pair defines

auniquepseudowire, as shownwithpseudowires 1-2 and 1-3 in the sample configuration.

Both the source and target access identifiers are 4-byte numbers and can only be

configured in FEC 129 VPWS instanceswhere the instance-type is l2vpn and the l2vpn-id

configuration statement is present.

You can specify the source and target identifiers as plain unsigned integers in the range

1 through 4,292,967,295.

The Layer 2 circuit and Layer 2 VPN services allowmany optional parameters to be

included on a per-pseudowire basis. FEC 129 VPWS allows such parameters as MTU

settings, community tagging, and inclusion of a control word, as shown in this sample

configuration:

Sample: VPWS
Configuration with

routing-instances {
FEC129-VPWS {
instance-type l2vpn;OptionalConfiguration

Parameters interface ge-0/0/1.0;
interface ge-0/0/2.0;
interface ge-0/0/3.0;
route-distinguisher 10.255.0.1:200;
l2vpn-id l2vpn-id:100:200;
vrf-target target:100:200;
protocols l2vpn {
site CUSTOMER-1 {
source-attachment-identifier 1;
community COMM;
control-word ;
encapsulation-type ethernet;
ignore-encapsulation-mismatch;
ignore-mtu-mismatch;
mtu 1500;
no-control-word;
interface ge-0/0/1.0 {
target-attachment-identifier 2;

}
interface ge-0/0/2.0 {
target-attachment-identifier 3;
community COMM;
control-word;
encapsulation-type ethernet;
ignore-encapsulation-mismatch;
ignore-mtu-mismatch;
mtu 1500;
no-control-word;

}
}

}
}

}
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Whenconfiguredwithin thesite, thedefinedparametersaffectanypseudowireoriginating

from that site. When configured under an interface, the defined parameters affect that

single specific pseudowire. This allows you to manipulate the parameters across all

pseudowires associated with a particular local site in one place in the configuration.

Like other point-to-point services, the interfaces configured as members of the FEC 129

VPWS instancemust be configured for CCC encapsulation and the CCC address family,

as shown here:

interfaces {
ge-0/0/1 {
encapsulation ethernet-ccc;
unit 0 {
family ccc;

}
}
ge-0/0/2 {
encapsulation ethernet-ccc;
unit 0 {
family ccc;

}
}
ge-0/0/3 {
encapsulation ethernet-ccc;
unit 0 {
family ccc;

}
}

}

You can use vlan-ccc instead of ethernet-ccc.

To support the basic FEC 129 VPWS functionality, the BGP sessions on the PE devices

also need to be configured with the BGP auto-discovery-only address family to allow

exchange of the autodiscovery routes. If traditional BGP VPLS or Layer 2 VPN service is

also provisioned on the PE devices, the address family l2vpn signaling is also required,

as shown here:

bgp {
group pe {
type internal;
local-address 10.255.0.1;
family l2vpn {
auto-discovery-only;
signaling;

}
neighbor 10.255.0.2;
neighbor 10.255.0.3;

}
}

The following configuration sample shows an FEC 129 VPWS routing instance with the

operation, administration, andmaintenance(OAM)(pingandBFD)configurationoptions:

Copyright © 2018, Juniper Networks, Inc.416

Layer 2 VPNs and VPLS Feature Guide for Routing Devices



Sample: VPWS
Configuration with

OAM

routing-instances {
FEC129-VPWS {
instance-type l2vpn;
interface ge-0/0/1.0;
route-distinguisher 10.255.0.1:200;
l2vpn-id l2vpn-id:100:200;
vrf-target target:100:200;
protocols l2vpn {
oam {
ping-interval 600;
bfd-liveness-detection {
minimum-interval 200;

}
}
site CUSTOMER {
source-attachment-identifier 1;
oam {
ping-interval 600;
bfd-liveness-detection {
minimum-interval 200;

}
}
interface ge-0/0/1.0 {
oam {
ping-interval 600;
bfd-liveness-detection {
minimum-interval 200;

}
}
target-attachment-identifier 2;

}
}

}
}

}

OAM options configured under protocols l2vpn apply to all sites and pseudowires in the

routing instance.OAMoptions configuredunder aparticular site apply to thepseudowires

configured under that site. OAM options configured under a particular interface apply to

the pseudowire configured under that interface.

Topology Diagram

Figure 45 on page 418 shows the topology used in this example.

This example uses a simple topology with two PE devices and two customer edge (CE)

devices.
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Figure 45: Simple VPWSTopology
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“CLI Quick Configuration” on page 418 shows the configuration for all of the devices in

Figure 45 on page 418. The section “Step-by-Step Procedure” on page 419 describes the

steps on Device PE1.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device CE1 set interfaces ge-2/0/8 unit 0 description CE1_to_PE1
set interfaces ge-2/0/8 unit 0 family inet address 172.16.0.1/24
set interfaces lo0 unit 0 family inet address 192.0.2.5/24
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ospf area 0.0.0.0 interface ge-2/0/8.0

Device CE2 set interfaces ge-2/1/6 unit 0 description CE2_to_PE2
set interfaces ge-2/1/6 unit 0 family inet address 172.16.0.4/24
set interfaces lo0 unit 0 family inet address 192.0.2.6/24
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ospf area 0.0.0.0 interface ge-2/1/6.0

Device PE1 set interfaces ge-2/0/5 encapsulation ethernet-ccc
set interfaces ge-2/0/5 unit 0 description PE1_to_CE1
set interfaces ge-2/0/5 unit 0 family ccc
set interfaces fe-2/0/10 unit 0 description to_PE2
set interfaces fe-2/0/10 unit 0 family inet address 10.0.0.1/30
set interfaces fe-2/0/10 unit 0 family mpls
set interfaces lo0 unit 0 family inet address 192.0.2.1/24
set protocolsmpls interface fe-2/0/10.0
set protocols bgp local-address 192.0.2.1
set protocols bgp group pe-pe type internal
set protocols bgp group pe-pe family l2vpn auto-discovery-only
set protocols bgp group pe-pe family l2vpn signaling
set protocols bgp group pe-pe neighbor 192.0.2.2
set protocols ospf traffic-engineering
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ospf area 0.0.0.0 interface fe-2/0/10.0
set protocols ldp interface fe-2/0/10.0
set protocols ldp interface lo0.0
set routing-instances FEC129-VPWS instance-type l2vpn
set routing-instances FEC129-VPWS interface ge-2/0/5.0
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set routing-instances FEC129-VPWS route-distinguisher 192.0.2.1:100
set routing-instances FEC129-VPWS l2vpn-id l2vpn-id:100:100
set routing-instances FEC129-VPWS vrf-target target:100:100
set routing-instances FEC129-VPWS protocols l2vpn site ONE
source-attachment-identifier 1

set routing-instances FEC129-VPWS protocols l2vpn site ONE interface ge-2/0/5.0
target-attachment-identifier 2

set routing-options autonomous-system 64510

Device PE2 set interfaces ge-2/1/7 encapsulation ethernet-ccc
set interfaces ge-2/1/7 unit 0 description PE2_to_CE2
set interfaces ge-2/1/7 unit 0 family ccc
set interfaces fe-2/0/10 unit 0 description to_PE1
set interfaces fe-2/0/10 unit 0 family inet address 10.0.0.2/30
set interfaces fe-2/0/10 unit 0 family mpls
set interfaces lo0 unit 0 family inet address 192.0.2.2/24
set protocolsmpls interface fe-2/0/10.0
set protocols bgp local-address 192.0.2.2
set protocols bgp group pe-pe type internal
set protocols bgp group pe-pe family l2vpn auto-discovery-only
set protocols bgp group pe-pe family l2vpn signaling
set protocols bgp group pe-pe neighbor 192.0.2.1
set protocols ospf traffic-engineering
set protocols ospf area 0.0.0.0 interface fe-2/0/10.0
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ldp interface fe-2/0/10.0
set protocols ldp interface lo0.0
set routing-instances FEC129-VPWS instance-type l2vpn
set routing-instances FEC129-VPWS interface ge-2/1/7.0
set routing-instances FEC129-VPWS route-distinguisher 192.0.2.2:100
set routing-instances FEC129-VPWS l2vpn-id l2vpn-id:100:100
set routing-instances FEC129-VPWS vrf-target target:100:100
set routing-instances FEC129-VPWS protocols l2vpn site TWO
source-attachment-identifier 2

set routing-instances FEC129-VPWS protocols l2vpn site TWO interface ge-2/1/7.0
target-attachment-identifier 1

set routing-options autonomous-system 64510

Step-by-Step
Procedure

To configure a FEC 129 VPWS:

Configure the interfaces.

[edit interfaces]

1.

user@PE1# set ge-2/0/5 encapsulation ethernet-ccc
user@PE1# set ge-2/0/5 unit 0 description PE1_to_CE1
user@PE1# set ge-2/0/5 unit 0 family ccc

user@PE1# set fe-2/0/10 unit 0 description to_PE2
user@PE1# set fe-2/0/10 unit 0 family inet address 10.0.0.1/30
user@PE1# set fe-2/0/10 unit 0 family mpls

user@PE1# set lo0 unit 0 family inet address 192.0.2.1/24
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2. Configure MPLS on the core-facing interface.

[edit protocols mpls]
user@PE1# set interface fe-2/0/10.0

3. Configure BGP.

[edit protocols bgp]
user@PE1# set local-address 192.0.2.1
user@PE1# set group pe-pe type internal
user@PE1# set group pe-pe family l2vpn auto-discovery-only
user@PE1# set group pe-pe family l2vpn signaling
user@PE1# set group pe-pe neighbor 192.0.2.2

4. Configure an interior gateway protocol, such as IS-IS or OSPF.

If you useOSPF, enable traffic engineering. Traffic engineering is supported by IS-IS
by default.

[edit protocols ospf]
user@PE1# set traffic-engineering
user@PE1# set area 0.0.0.0 interface lo0.0 passive
user@PE1# set area 0.0.0.0 interface fe-2/0/10.0

5. Configure LDP on the core-facing interface and on the loopback interface.

[edit protocols ldp]
user@PE1# set interface fe-2/0/10.0
user@PE1# set interface lo0.0

6. Configure the VPWS routing instance.

LDP listens for routes from instance.l2vpn.0 for any instance configured for FEC 129
VPWS. These routes are identified by the instance-type l2vpn statement in the
routing instance and the presence of the l2vpn-id statement.

Make sure that the target-attachment-identifiermatches the
source-attachment-identifier in the remote PE device’s corresponding site. In this
example, thepseudowire is establishedbetweenDevicePE1andDevicePE2.Device
PE1 uses SAI 1 and TAI 2, while Device PE2 uses the opposite, SAI 2 and TAI 1.

[edit routing-instances FEC129-VPWS]
user@PE1# set instance-type l2vpn
user@PE1# set interface ge-2/0/5.0
user@PE1# set route-distinguisher 192.0.2.1:100
user@PE1# set l2vpn-id l2vpn-id:100:100
user@PE1# set vrf-target target:100:100
user@PE1# set protocols l2vpn site ONE source-attachment-identifier 1
user@PE1# set protocols l2vpn site ONE interface ge-2/0/5.0
target-attachment-identifier 2

7. Configure the autonomous system (AS) number.

[edit routing-options]
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user@PE1# set autonomous-system 64510

8. If you are done configuring the device, commit the configuration.

[edit]
user@PE1# commit

Results From configuration mode, confirm your configuration by entering the show interfaces,

showprotocols, showrouting-instances, and showrouting-optionscommand. If theoutput

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@PE1# show interfaces
ge-2/0/5 {
encapsulation ethernet-ccc;
unit 0 {
description PE1_to_CE1;
family ccc;

}
}
fe-2/0/10 {
unit 1 {
description to_PE2;
family inet {
address 10.0.0.1/30;

}
family mpls;

}
}
lo0 {
unit 0 {
family inet {
address 192.0.2.1/24;

}
}

}

user@PE1# show protocols
mpls {
interface fe-2/0/10.0;

}
bgp {
local-address 192.0.2.1;
group pe-pe {
type internal;
family l2vpn {
auto-discovery-only;
inactive: signaling;

}
neighbor 192.0.2.2;

}
}
ospf {
traffic-engineering;
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area 0.0.0.0 {
interface lo0.0 {
passive;

}
interface fe-2/0/10.0;

}
}
ldp {
interface fe-2/0/10.0;
interface lo0.0;

}

user@PE1# show routing-instances
FEC129-VPWS {
instance-type l2vpn;
interface ge-2/0/5.0;
route-distinguisher 192.0.2.1:100;
l2vpn-id l2vpn-id:100:100;
vrf-target target:100:100;
protocols {
l2vpn {
site ONE {
source-attachment-identifier 1;
interface ge-2/0/5.0 {
target-attachment-identifier 2;

}
}

}
}

}

user@PE1# show routing-options
autonomous-system 64510;

Verification

Confirm that the configuration is working properly.

• Verifying the Routes on page 422

• Checking Connectivity Between the CE Devices on page 424

• Checking the VPWS Connections on page 424

• Checking Connectivity Between the PE Devices on page 425

Verifying the Routes

Purpose Verify that the expected routes are learned.

Action From operational mode, enter the show route command.

user@PE1> show route
inet.0: 5 destinations, 5 routes (5 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

192.0.2.1/24         *[Direct/0] 6d 21:16:32
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                    > via lo0.0
192.0.2.2/24         *[OSPF/10] 6d 21:15:31, metric 1
                    > to 10.0.0.2 via fe-2/0/10.0
10.0.0.0/30        *[Direct/0] 6d 21:16:31
                    > via fe-2/0/10.0
10.0.0.1/32        *[Local/0] 6d 21:16:32
                      Local via fe-2/0/10.0
203.0.113.0/24       *[OSPF/10] 6d 21:16:34, metric 1
                      MultiRecv

inet.3: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

192.0.2.2/24         *[LDP/9] 5d 22:25:19, metric 1
                    > to 10.0.0.2 via fe-2/0/10.0

mpls.0: 8 destinations, 8 routes (8 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

0                  *[MPLS/0] 6d 21:16:33, metric 1
                      Receive
1                  *[MPLS/0] 6d 21:16:33, metric 1
                      Receive
2                  *[MPLS/0] 6d 21:16:33, metric 1
                      Receive
13                 *[MPLS/0] 6d 21:16:33, metric 1
                      Receive
299808             *[LDP/9] 5d 22:25:19, metric 1
                    > to 10.0.0.2 via fe-2/0/10.0, Pop      
299808(S=0)        *[LDP/9] 5d 22:25:19, metric 1
                    > to 10.0.0.2 via fe-2/0/10.0, Pop      
299824             *[L2VPN/7] 5d 22:25:18
                    > via ge-2/0/5.0, Pop      
ge-2/0/5.0         *[L2VPN/7] 5d 22:13:02, metric2 1
                    > to 10.0.0.2 via fe-2/0/10.0, Push 299872

bgp.l2vpn.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

192.0.2.2:100:0.0.0.2/96 AD
                   *[BGP/170] 6d 20:51:23, localpref 100, from 192.0.2.2
                      AS path: I, validation-state: unverified
                    > to 10.0.0.2 via fe-2/0/10.0

ldp.l2vpn.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

192.0.2.2:NoCtrlWord:5:100:100:0.0.0.2:0.0.0.1/176               
                   *[LDP/9] 5d 22:13:02
                      Discard

FEC129-VPWS.l2vpn.0: 4 destinations, 4 routes (4 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

192.0.2.1:100:0.0.0.1/96 AD
                   *[L2VPN/170] 6d 20:53:26, metric2 1
                      Indirect
192.0.2.2:100:0.0.0.2/96 AD
                   *[BGP/170] 6d 20:51:23, localpref 100, from 192.0.2.2
                      AS path: I, validation-state: unverified
                    > to 10.0.0.2 via fe-2/0/10.0
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192.0.2.2:NoCtrlWord:5:100:100:0.0.0.1:0.0.0.2/176               
                   *[L2VPN/7] 6d 20:51:23, metric2 1
                    > to 10.0.0.2 via fe-2/0/10.0
192.0.2.2:NoCtrlWord:5:100:100:0.0.0.2:0.0.0.1/176               
                   *[LDP/9] 5d 22:13:02
                      Discard

Meaning The output shows all the learned routes, including the autodiscovery (AD) routes.

Checking Connectivity Between the CE Devices

Purpose Verify that Device CE1 can ping Device CE2.

Action user@CE1> ping 192.0.2.6
PING 192.0.2.6 (192.0.2.6): 56 data bytes
64 bytes from 192.0.2.6: icmp_seq=0 ttl=64 time=0.679 ms
64 bytes from 192.0.2.6: icmp_seq=1 ttl=64 time=0.524 ms
^C
--- 192.0.2.6 ping statistics ---
2 packets transmitted, 2 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.524/0.602/0.679/0.078 ms

Meaning The output shows that the VPWS is operational.

Checking the VPWSConnections

Purpose Make sure that all of the FEC 129 VPWS connections come up correctly.
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Action user@PE1> show l2vpn connections
Layer-2 VPN connections:

Legend for connection status (St)   
EI -- encapsulation invalid      NC -- interface encapsulation not CCC/TCC/VPLS
EM -- encapsulation mismatch     WE -- interface and instance encaps not same
VC-Dn -- Virtual circuit down    NP -- interface hardware not present 
CM -- control-word mismatch      -> -- only outbound connection is up
CN -- circuit not provisioned    <- -- only inbound connection is up
OR -- out of range               Up -- operational
OL -- no outgoing label          Dn -- down                      
LD -- local site signaled down   CF -- call admission control failure      
RD -- remote site signaled down  SC -- local and remote site ID collision
LN -- local site not designated  LM -- local site ID not minimum designated
RN -- remote site not designated RM -- remote site ID not minimum designated
XX -- unknown connection status  IL -- no incoming label
MM -- MTU mismatch               MI -- Mesh-Group ID not available
BK -- Backup connection          ST -- Standby connection
PF -- Profile parse failure      PB -- Profile busy
RS -- remote site standby        SN -- Static Neighbor
LB -- Local site not best-site   RB -- Remote site not best-site
VM -- VLAN ID mismatch

Legend for interface status 
Up -- operational           
Dn -- down

Instance: FEC129-VPWS
  L2vpn-id: 100:100
Local source-attachment-id: 1 (ONE)
Target-attachment-id      Type  St     Time last up          # Up trans

    2                         rmt   Up     Nov 28 16:16:14 2012           1
      Remote PE: 192.0.2.2, Negotiated control-word: No
      Incoming label: 299792, Outgoing label: 299792
      Local interface: ge-2/0/5.0, Status: Up, Encapsulation: ETHERNET

Meaning As expected, the connection is up. The output includes the source attachment ID and

the target attachment ID.

Checking Connectivity Between the PE Devices

Purpose Verify thatDevicePE1 canpingDevicePE2. Thepingmpls l2vpn fec129 commandaccepts

SAIs and TAIs as integers or IP addresses and also allows you to use the CE-facing

interface instead of the other parameters (instance, local-id, remote-id,

remote-pe-address).
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Action user@PE1> pingmpls l2vpn fec129 instance FEC129-VPWS remote-id 2 remote-pe-address
192.0.2.2 local-id 1
!!!!!
--- lsping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss

user@PE1> pingmpls l2vpn fec129 interface ge-2/0/5.0
!!!!!
--- lsping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss

Meaning The output shows that the VPWS is operational.

Related
Documentation

Example: Configuring BGP Autodiscovery for LDP VPLS on page 724•

• Example:ConfiguringBGPAutodiscovery for LDPVPLSwithUser-DefinedMeshGroups

on page 741

Example:ConfiguringMPLSEgressProtectionServiceMirroring forBGPSignaledLayer
2 Services

Starting in Junos OS Release 14.2, Junos OS supports the restoration of egress traffic

when there is a link or node failure in the egress PE node. If there is a link or node failure

in the core network, a protectionmechanism such asMPLS fast reroute can be triggered

on the transport LSPs between the PE routers to repair the connection within tens of

milliseconds. An egress protection LSP addresses the problem of a node-link failure at

the edge of the network (for example, a failure of a PE router).

This example shows how to configure link protection for BGP signaled Layer 2 services.

• Requirements on page 426

• Overview on page 426

• Configuration on page 428

• Verification on page 441

Requirements

MX Series Routers running Junos OS Release 14.2 or later.

Overview

If there is a link or node failure in the core network, a protectionmechanismsuchasMPLS

fast reroute can be triggered on the transport LSPs between the PE routers to repair the

connectionwithin tens ofmilliseconds. An egress protection LSP addresses the problem

of a node-link failure at the edge of the network (for example, a failure of a PE router).
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This example includes the following configuration concepts and statements that are

unique to the configuration of an egress protection LSP:

• context-identifier—Specifies an IPv4 or IPv6 address used to define the pair of PE

routers participating in the egress protection LSP. It is assigned to each ordered pair

of primary PE and the protector to facilitate protection establishment. This address is

globally unique, or unique in the address space of the network where the primary PE

and the protector reside.

• egress-protection—Configures the protector information for the protected Layer 2

circuit and configures the protector Layer 2 circuit at the [edit protocolsmpls]hierarchy

level. Configures an LSP as an egress protection LSP at the [edit protocolsmpls]

hierarchy level.

• protector—Configures the creation of standby pseudowires on the backup PE for link

or node protection for the instance.

Figure 46: Egress Protection LSP Configured fromRouter PE1 to Router
PE2
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192.0.2.4 lo0.0 10.255.183.61

lo0.0 10.255.183.57

lo0.0 10.255.183.58

Traffic direction

192.0.2.3

In the event of a failure of the egress PE Router PE1, traffic is switched to the egress

protection LSPconfiguredbetweenRouter PE1 andRouter PE2 (theprotector PE router):

• Device CE2—Traffic origin

• Router PE3—Ingress PE router

• Router PE1— (Primary) Egress PE router

• Router PE2—Protector PE router

• Device CE1—Traffic destination

When the link between CE1– PE1 goes downs, PE1 will briefly redirect that traffic toward

CE1, to PE2. PE2 forwards it to CE1 until ingress router PE3 recalculates to forward the

traffic to PE2.

Initially the traffic direction was: CE2 – PE3 – P – PE1 – CE1.
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When the link between CE1– PE1 goes down, the traffic will be: CE2 – PE3 – P – PE1 –

PE2 –CE1. PE3 then recalculates the path: CE2 – PE3 – P – PE2 – CE1.

This example shows how to configure routers PE1, PE2, and PE3.

Configuration

• Step-by-Step Procedure on page 430

• Results on page 435

CLI Quick
Configuration

To quickly configure an egress protection LSP, copy the following commands, paste

them into a text file, remove any line breaks, change any details necessary tomatch your

networkconfigurations, copyand thenpaste thecommands into theCLIandentercommit

from configuration mode.

PE1

set protocols rsvp interface all
set protocols rsvp interface fxp0.0 disable
set protocolsmpls interface all
set protocolsmpls interface fxp0.0 disable
set protocolsmpls egress-protection context-identifier 198.51.100.3 primary
set protocolsmpls egress-protection context-identifier 198.51.100.3 advertise-mode
stub-alias

set protocolsmpls egress-protection traceoptions file ep size 100m
set protocolsmpls egress-protection traceoptions flag all
set protocols bgp traceoptions file bgp.log world-readable
set protocols bgp group ibgp type internal
set protocols bgp group ibgp local-address 10.255.183.58
set protocols bgp group ibgp family inet unicast
set protocols bgp group ibgp family l2vpn signaling egress-protection
set protocols bgp group ibgp neighbor 192.0.2.3
set protocols bgp group ibgp neighbor 192.0.2.4
set protocols isis traceoptions file isis-edge size 10mworld-readable
set protocols isis traceoptions flag error
set protocols isis level 1 disable
set protocols isis level 2 wide-metrics-only
set protocols isis interface all point-to-point
set protocols isis interface all level 2metric 10
set protocols isis interface fxp0.0 disable
set protocols ldp interface all
set protocols ldp interface fxp0.0 disable
set policy-options policy-statement lb then load-balance per-packet
set routing-options traceoptions file ro.log
set routing-options traceoptions flag all
set routing-options traceoptions flag route
set routing-options autonomous-system 100
set routing-options forwarding-table export lb
set routing-instances foo instance-type l2vpn
set routing-instances foo egress-protection context-identifier 198.51.100.3
set routing-instances foo interface ge-2/0/2.0
set routing-instances foo route-distinguisher 10.255.183.58:1
set routing-instances foo vrf-target target:9000:1
set routing-instances foo protocols l2vpn encapsulation-type ethernet-vlan
set routing-instances foo protocols l2vpn site foo site-identifier 1
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set routing-instances foo protocols l2vpn site foomulti-homing
set routing-instances foo protocols l2vpn site foo site-preference primary
set routing-instances foo protocols l2vpn site foo interface ge-2/0/2.0 remote-site-id 2

PE2

set protocols rsvp interface all
set protocols rsvp interface fxp0.0 disable
set protocolsmpls interface all
set protocolsmpls interface fxp0.0 disable
set protocolsmpls egress-protection context-identifier 198.51.100.3 protector
set protocolsmpls egress-protection context-identifier 198.51.100.3 advertise-mode
stub-alias

set protocolsmpls egress-protection traceoptions file ep size 100m
set protocolsmpls egress-protection traceoptions flag all
set protocols bgp traceoptions file bgp.log world-readable
set protocols bgp group ibgp type internal
set protocols bgp group ibgp local-address 10.255.183.57
set protocols bgp group ibgp family inet unicast
set protocols bgp group ibgp family l2vpn signaling egress-protection
set protocols bgp group ibgp neighbor 192.0.2.3
set protocols bgp group ibgp neighbor 192.0.2.4
set protocols isis traceoptions file isis-edge size 10mworld-readable
set protocols isis traceoptions flag error
set protocols isis level 1 disable
set protocols isis level 2 wide-metrics-only
set protocols isis interface all point-to-point
set protocols isis interface all level 2metric 10
set protocols isis interface fxp0.0 disable
set protocols ldp interface all
set protocols ldp interface fxp0.0 disable
set policy-options policy-statement lb then load-balance per-packet
set routing-options traceoptions file ro.log
set routing-options traceoptions flag normal
set routing-options traceoptions flag route
set routing-options autonomous-system 100
set routing-options forwarding-table export lb
set routing-instances foo instance-type l2vpn
set routing-instances foo egress-protection protector
set routing-instances foo interface ge-2/0/2.0
set routing-instances foo route-distinguisher 10.255.183.57:1
set routing-instances foo vrf-target target:9000:1
set routing-instances foo protocols l2vpn encapsulation-type ethernet-vlan
set routing-instances foo protocols l2vpn site foo hot-standby
set routing-instances foo protocols l2vpn site foo site-identifier 1
set routing-instances foo protocols l2vpn site foomulti-homing
set routing-instances foo protocols l2vpn site foo site-preference backup
set routing-instances foo protocols l2vpn site foo interface ge-2/0/2.0 remote-site-id 2

PE3

set protocols rsvp interface all
set protocols rsvp interface fxp0.0 disable
set protocolsmpls interface all
set protocolsmpls interface fxp0.0 disable
set protocols bgp traceoptions file bgp.log world-readable
set protocols bgp group ibgp type internal
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set protocols bgp group ibgp local-address 10.255.183.61
set protocols bgp group ibgp family inet unicast
set protocols bgp group ibgp family l2vpn signaling
set protocols bgp group ibgp neighbor 192.0.2.3
set protocols bgp group ibgp neighbor 192.0.2.4
set protocols isis traceoptions file isis-edge size 10mworld-readable
set protocols isis traceoptions flag error
set protocols isis level 1 disable
set protocols isis level 2 wide-metrics-only
set protocols isis interface all point-to-point
set protocols isis interface all level 2metric 10
set protocols isis interface fxp0.0 disable
set protocols ldp interface all
set protocols ldp interface fxp0.0 disable
set policy-options policy-statement lb then load-balance per-packet
set routing-options traceoptions file ro.log
set routing-options traceoptions flag normal
set routing-options traceoptions flag route
set routing-options autonomous-system 100
set routing-options forwarding-table export lb
set routing-instances foo instance-type l2vpn
set routing-instances foo interface ge-2/1/2.0
set routing-instances foo route-distinguisher 10.255.183.61:1
set routing-instances foo vrf-target target:9000:1
set routing-instances foo protocols l2vpn encapsulation-type ethernet-vlan
set routing-instances foo protocols l2vpn site foo site-identifier 2
set routing-instances foo protocols l2vpn site foo interface ge-2/1/2.0 remote-site-id 1

Step-by-Step Procedure

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode.

To configure an egress protection LSP for router PE1:

1. Configure RSVP.

[edit protocols rsvp]
user@PE1# set interface all
user@PE1# set interface fxp0.0 disable

2. Configure MPLS to use the egress protection LSP to protect against a link failure

to Device CE1.

[edit protocols mpls]
user@PE1# set interface all
user@PE1# set interface fxp0.0 disable
user@PE1# set egress-protection context-identifier 198.51.100.3 primary
user@PE1# set egress-protection context-identifier 198.51.100.3 advertise-mode
stub-alias

user@PE1# set egress-protection traceoptions file ep size 100m
user@PE1# set egress-protection traceoptions flag all
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3. Configure BGP.

[edit protocols bgp]
user@PE1# set traceoptions file bgp.log world-readable
user@PE1# set group ibgp type internal
user@PE1# set group ibgp local-address 10.255.183.58
user@PE1# set group ibgp family inet unicast
user@PE1# set group ibgp family l2vpn signaling egress-protection
user@PE1# set group ibgp neighbor 192.0.2.3
user@PE1# set group ibgp neighbor 192.0.2.4

4. Configure IS-IS.

[edit protocols isis]
user@PE1# set traceoptions file isis-edge size 10mworld-readable
user@PE1# set traceoptions flag error
user@PE1# set level 1 disable
user@PE1# set level 2 wide-metrics-only
user@PE1# set interface all point-to-point
user@PE1# set interface all level 2metric 10
user@PE1# set interface fxp0.0 disable

5. Configure LDP.

[edit protocols ldp]
user@PE1# set interface all
user@PE1# set interface fxp0.0 disable

6. Configure a load-balancing policy.

[edit]
user@PE1# set policy-options policy-statement lb then load-balance per-packet

7. Configure the routing options to export routes based on the load-balancing policy.

[edit routing-options]
user@PE1# set traceoptions file ro.log
user@PE1# set traceoptions flag all
user@PE1# set autonomous-system 100
user@PE1# set forwarding-table export lb

8. ConfigureBGPtoadvertisenrli fromthe routing instancewithcontext-IDasnext-hop.

[edit routing-instances]
user@PE1# set foo instance-type l2vpn
user@PE1# set foo egress-protection context-identifier 198.51.100.3
user@PE1# set foo interface ge-2/0/2.0
user@PE1# set foo route-distinguisher 10.255.183.58:1
user@PE1# set foo vrf-target target:9000:1

9. Configure l2vpn instance to use the egress LSP configured.

[edit routing-instances]
user@PE1# set foo protocols l2vpn encapsulation-type ethernet-vlan
user@PE1# set foo protocols l2vpn site foo site-identifier 1
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user@PE1# set foo protocols l2vpn site foomulti-homing
user@PE1# set foo protocols l2vpn site foo site-preference primary
user@PE1# set foo protocols l2vpn site foo interface ge-2/0/2.0 remote-site-id 2

10. If you are done configuring the device, enter commit from configuration mode.

Step-by-Step
Procedure

To configure an egress protection LSP for Router PE2:

Configure RSVP.1.

[edit protocols rsvp]
user@PE2# set interface all
user@PE2# set interface fxp0.0 disable

2. Configure MPLS and the LSP that acts as the egress protection LSP.

[edit protocols mpls]
user@PE2# set interface all
user@PE2# set interface fxp0.0 disable
user@PE2# set egress-protection context-identifier 198.51.100.3 protector
user@PE2# set egress-protection context-identifier 198.51.100.3 advertise-mode
stub-alias

user@PE2# set egress-protection traceoptions file ep size 100m
user@PE2# set egress-protection traceoptions flag all

3. Configure BGP.

[edit protocols bgp]
user@PE2# set traceoptions file bgp.log world-readable
user@PE2# set group ibgp type internal
user@PE2# set group ibgp local-address 10.255.183.57
user@PE2# set group ibgp family inet unicast
user@PE2# set group ibgp family l2vpn signaling
user@PE2# set group ibgp family l2vpn egress-protection
user@PE2# set group ibgp neighbor 192.0.2.3
user@PE2# set group ibgp neighbor 192.0.2.4

4. Configure IS-IS.

[edit protocols isis]
user@PE2# set traceoptions file isis-edge size 10mworld-readable
user@PE2# set traceoptions flag error
user@PE2# set level 1 disable
user@PE2# set level 2 wide-metrics-only
user@PE2# set interface all point-to-point
user@PE2# set interface all level 2metric 10
user@PE2# set interface fxp0.0 disable

5. Configure LDP.

[edit protocols ldp]
user@PE2# set interface all
user@PE2# set interface fxp0.0 disable
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6. Configure a load-balancing policy.

[edit]
user@PE2# set policy-options policy-statement lb then load-balance per-packet

7. Configure the routing options to export routes based on the load-balancing policy.

[edit routing-options]
user@PE2# set traceoptions file ro.log
user@PE2# set traceoptions flag all
user@PE2# set autonomous-system 100
user@PE2# set forwarding-table export lb

8. ConfigureBGPtoadvertisenrli fromthe routing instancewithcontext-IDasnext-hop.

[edit routing-instances]
user@PE2# set foo instance-type l2vpn
user@PE2# set foo egress-protection protector
user@PE2# set foo interface ge-2/0/2.0
user@PE2# set foo route-distinguisher 10.255.183.57:1
user@PE2# set foo vrf-target target:9000:1

9. Configure l2vpn instance to use the egress LSP configured.

[edit routing-instances]
user@PE2# set foo protocols l2vpn encapsulation-type ethernet-vlan
user@PE2# set foo protocols l2vpn site foo hot-standby
user@PE2# set foo protocols l2vpn site foo site-identifier 1
user@PE2# set foo protocols l2vpn site foomulti-homing
user@PE2# set foo protocols l2vpn site foo site-preference backup
user@PE2# set foo protocols l2vpn site foo interface ge-2/0/2.0 remote-site-id 2

10. If you are done configuring the device, enter commit from configuration mode.

Step-by-Step
Procedure

To configure an egress protection LSP for Router PE3:

Configure RSVP.1.

[edit protocols rsvp]
user@PE3# set interface all
user@PE3# set interface fxp0.0 disable

2. Configure MPLS.

[edit protocols mpls]
user@PE3# set interface all
user@PE3# set interface fxp0.0 disable

3. Configure BGP.

[edit protocols bgp]
user@PE3# set traceoptions file bgp.log world-readable
user@PE3# set group ibgp type internal
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user@PE3# set group ibgp local-address 10.255.183.61
user@PE3# set group ibgp family inet unicast
user@PE3# set group ibgp family l2vpn signaling
user@PE3# set group ibgp neighbor 192.0.2.3
user@PE3# set group ibgp neighbor 192.0.2.4

4. Configure IS-IS.

[edit protocols isis]
user@PE3# set traceoptions file isis-edge size 10mworld-readable
user@PE3# set traceoptions flag error
user@PE3# set level 1 disable
user@PE3# set level 2 wide-metrics-only
user@PE3# set protocols isis interface all point-to-point
[edit protocols isis]
user@PE3# set protocols isis interface all level 2metric 10
[edit protocols isis]
user@PE3# set protocols isis interface fxp0.0 disable

5. Configure LDP.

[edit protocols ldp]
user@PE3# set interface all
user@PE3# set interface fxp0.0 disable

6. Configure a load-balancing policy.

[edit]
user@PE3# set policy-options policy-statement lb then load-balance per-packet

7. Configure the routing options to export routes based on the load-balancing policy.

[edit routing-options]
user@PE3# set traceoptions file ro.log
user@PE3# set traceoptions flag normal
user@PE3# set traceoptions flag route
user@PE3# set autonomous-system 100
user@PE3# set forwarding-table export lb

8. ConfigureBGPtoadvertisenlri fromthe routing instancewithcontext-IDasnext-hop.

[edit]
user@PE3# set routing-instances foo instance-type l2vpn
user@PE3# set routing-instances foo interface ge-2/1/2.0
user@PE3# set routing-instances foo route-distinguisher 10.255.183.61:1
user@PE3# set routing-instances foo vrf-target target:9000:1

9. Configure l2vpn to specify the interface that connects to the site and the remote

interface to which you want the specified interface to connect.

[edit routing-instances]
user@PE3# set foo protocols l2vpn encapsulation-type ethernet-vlan
user@PE3# set foo protocols l2vpn site foo site-identifier 2
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user@PE3# set foo protocols l2vpn site foo interface ge-2/1/2.0 remote-site-id 1

10. If you are done configuring the device, enter commit from configuration.

Results

Fromconfigurationmode, confirm your configuration onRouter PE1 by entering the show
protocols, show policy-options, and show routing-options commands. If the output
does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

[edit]
user@PE1# show protocols
rsvp {
interface all;
interface fxp0.0 {
disable;

}
}
mpls {
interface all;
interface fxp0.0 {
disable;

}
egress-protection {
context-identifier 198.51.100.3 {
primary;
advertise-mode stub-alias;

}
traceoptions {
file ep size 100m;
flag all;

}
}

}
bgp {
traceoptions {
file bgp.log world-readable;

}
group ibgp {
type internal;
local-address 10.255.183.58;
family inet {
unicast;

}
family l2vpn {
signaling {
egress-protection;

}
}
neighbor 192.0.2.3;
neighbor 192.0.2.4;

}
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}
isis {
traceoptions {
file isis-edge size 10mworld-readable;
flag error;

}
level 1 disable;
level 2 wide-metrics-only;
interface all {
point-to-point;
level 2 metric 10;

}
interface fxp0.0 {
disable;

}
}
ldp {
interface all;
interface fxp0.0 {
disable;

}
}

[edit]
user@PE1# show policy-options
policy-statement lb {
then {
load-balance per-packet;

}
}
[edit]
user@PE1# show routing-options
traceoptions {
file ro.log;
flag all;

}
autonomous-system 100;
forwarding-table {
export lb;

}

[edit]
user@PE1# show routing-instances
foo {
instance-type l2vpn;
egress-protection {
context-identifier {
198.51.100.3;

}
}
interface ge-2/0/2.0;
route-distinguisher 10.255.183.58:1;
vrf-target target:9000:1;
protocols {
l2vpn {
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encapsulation-type ethernet-vlan;
site foo {
site-identifier 1;
multi-homing;
site-preference primary;
interface ge-2/0/2.0 {
remote-site-id 2;

}
}

}
}

}

Fromconfigurationmode, confirmyour configurationonRouterPE2byentering the show
protocols, show policy-options, and show routing-options commands. If the output
does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

[edit]
user@PE2# show protocols
rsvp {
interface all;
interface fxp0.0 {
disable;

}
}
mpls {
interface all;
interface fxp0.0 {
disable;

}
egress-protection {
context-identifier 198.51.100.3 {
protector;
advertise-mode stub-alias;

}
traceoptions {
file ep size 100m;
flag all;

}
}

}
bgp {
traceoptions {
file bgp.log world-readable;

}
group ibgp {
type internal;
local-address 10.255.183.57;
family inet {
unicast;

}
family l2vpn {
signaling {
egress-protection;

}
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}
neighbor 192.0.2.3;
neighbor 192.0.2.4;

}
}
isis {
traceoptions {
file isis-edge size 10mworld-readable;
flag error;

}
level 1 disable;
level 2 wide-metrics-only;
interface all {
point-to-point;
level 2 metric 10;

}
interface fxp0.0 {
disable;

}
}
ldp {
interface all;
interface fxp0.0 {
disable;

}
}

[edit]
user@PE2# show policy-options
policy-statement lb {
then {
load-balance per-packet;

}
}

[edit]
user@PE2# show routing-options
traceoptions {
file ro.log;
flag normal;
flag route;

}
autonomous-system 100;
forwarding-table {
export lb;

}

[edit]
user@PE2# show routing-instances
foo {
instance-type l2vpn;
egress-protection {
protector;

}
interface ge-2/0/2.0;
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route-distinguisher 10.255.183.57:1;
vrf-target target:9000:1;
protocols {
l2vpn {
encapsulation-type ethernet-vlan;
site foo {
hot-standby;
site-identifier 1;
multi-homing;
site-preference backup;
interface ge-2/0/2.0 {
remote-site-id 2;

}
}

}
}

}

Fromconfigurationmode, confirmyour configurationonRouterPE3byentering theshow
protocols, show policy-options, and show routing-options commands. If the output
does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

[edit]
user@PE3# show protocols
rsvp {
interface all;
interface fxp0.0 {
disable;

}
}
mpls {
interface all;
interface fxp0.0 {
disable;

}
}
bgp {
traceoptions {
file bgp.log world-readable;

}
group ibgp {
type internal;
local-address 10.255.183.61;
family inet {
unicast;

}
family l2vpn {
signaling;

}
neighbor 192.0.2.3;
neighbor 192.0.2.4;

}
}
isis {
traceoptions {
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file isis-edge size 10mworld-readable;
flag error;

}
level 1 disable;
level 2 wide-metrics-only;
interface all {
point-to-point;
level 2 metric 10;

}
interface fxp0.0 {
disable;

}
}
ldp {
interface all;
interface fxp0.0 {
disable;

}
}

[edit]
user@PE3# show policy-options
policy-statement lb {
then {
load-balance per-packet;

}
}

[edit]
user@PE3# show routing-options
traceoptions {
file ro.log;
flag normal;
flag route;

}
autonomous-system 100;
forwarding-table {
export lb;

}

[edit]
user@PE3# show routing-instances
foo {
instance-type l2vpn;
interface ge-2/1/2.0;
route-distinguisher 10.255.183.61:1;
vrf-target target:9000:1;
protocols {
l2vpn {
encapsulation-type ethernet-vlan;
site foo {
site-identifier 2;
interface ge-2/1/2.0 {
remote-site-id 1;

}
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}
}

}
}

Verification

Confirm that the configuration is working properly.

• Verifying the L2VPN Configuration on page 441

• Verifying the Routing Instance Details on page 442

• Verifying the IS-IS Configuration on page 442

• Verifying the MPLS Configuration on page 443

Verifying the L2VPN Configuration

Purpose Verify that LSP is protected by the connection protection logic.

Action From operational mode, run the show l2vpn connections extensive command.

user@PE2> show l2vpn connections extensive

Layer-2 VPN connections:
Legend for connection status (St)   
EI -- encapsulation invalid      NC -- interface encapsulation not CCC/TCC/VPLS
EM -- encapsulation mismatch     WE -- interface and instance encaps not same
VC-Dn -- Virtual circuit down    NP -- interface hardware not present 
CM -- control-word mismatch      -> -- only outbound connection is up
CN -- circuit not provisioned    <- -- only inbound connection is up
OR -- out of range               Up -- operational
OL -- no outgoing label          Dn -- down                      
LD -- local site signaled down   CF -- call admission control failure      
RD -- remote site signaled down  SC -- local and remote site ID collision
LN -- local site not designated  LM -- local site ID not minimum designated
RN -- remote site not designated RM -- remote site ID not minimum designated
XX -- unknown connection status  IL -- no incoming label
MM -- MTU mismatch               MI -- Mesh-Group ID not available
BK -- Backup connection          ST -- Standby connection
PF -- Profile parse failure      PB -- Profile busy
RS -- remote site standby        SN -- Static Neighbor
LB -- Local site not best-site   RB -- Remote site not best-site
VM -- VLAN ID mismatch
Legend for interface status 
Up -- operational           
Dn -- down
Instance: foo
Local site: foo (1)
   connection-site           Type  St  Time last up          # Up trans
    2                         rmt   Up  Aug  3 00:08:14 2001           1
      Local circuit: ge-2/0/2.0, Status: Up
      Remote PE: 192.0.2.3
      Incoming label: 32769, Outgoing label: 32768
      Egress Protection: Yes
        Time                  Event            Interface/Lbl/PE
        Aug  3 00:08:14 2001  PE route up    
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        Aug  3 00:08:14 2001  Out lbl Update               32768
        Aug  3 00:08:14 2001  In lbl Update                32769
        Aug  3 00:08:14 2001  ckt0 up                 fe-0/0/0.0  

Meaning The Egress Protection: Yes output shows that the given PVC is protected by connection

protection logic.

Verifying the Routing Instance Details

Purpose Verify the routing instance informationand thecontext identifier configuredon theprimary,

which is used as the next-hop address in case of node-link failure.

Action From operational mode, run the show route foo detail command.

user@PE2> show route foo detail

foo:
  Router ID: 0.0.0.0
  Type: l2vpn non-forwarding State: Active        
  Interfaces:
    lt-1/2/0.56
  Route-distinguisher: 10.255.255.11:1
  Vrf-import: [ __vrf-import-foo-internal__ ]  
  Vrf-export: [ __vrf-export-foo-internal__ ]
  Vrf-import-target: [ target:100:200 ]
  Vrf-export-target: [ target:100:200 ]
  Fast-reroute-priority: low
  Vrf-edge-protection-id:  198.51.100.3  
  Tables:
    foo.l2vpn.0           : 5 routes (3 active, 0 holddown, 0 hidden)
    foo.l2id.0            : 6 routes (2 active, 0 holddown, 0 hidden)

Meaning The context-id is set to 198.51.100.3 and the Vrf-import: [ __vrf-import-foo-internal__] in

the output mentions the policy used for rewriting the next-hop address.

Verifying the IS-IS Configuration

Purpose Verify the IS-IS context identifier information.

Action From operational mode, run the show isis context-identifier detail command.

user@PE2> show isis context-identifier detail

IS-IS context database:
Context               L  Owner     Role       Primary      Metric
198.51.100.3             2  MPLS      Protector  pro17-b-lr-R1 0      
  Advertiser pro17-b, Router ID 10.255.107.49, Level 2, tlv protector
  Advertiser pro17-b-lr-R1, Router ID 10.255.255.11, Metric 1, Level 2, tlv prefix
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Meaning Router PE2 is the protector and the configured context identifier is in use for the MPLS

protocol.

Verifying theMPLS Configuration

Purpose Verify the context identifier details on the primary and protector PEs.

Action From operational mode, run the showmpls context-identifier detail command.

user@PE1> showmpls context-identifier detail

ID: 198.51.100.3
  Type: primary, Metric: 1, Mode: alias

Total 1, Primary 1, Protector 0

user@PE2> showmpls context-identifier detail

ID: 198.51.100.3
  Type: protector, Metric: 16777215, Mode: alias
  Context table: __198.51.100.3__.mpls.0, Label out: 299968

user@PE2> showmpls egress-protection detail

Instance                 Type      Protection-Type       
foo                    local-l2vpn Protector           
  Route Target 100:200

Meaning Context-id is 198.51.100.3, advertise-mode is alias, the MPLS table created for egress

protection is __198.51.100.3__.mpls.0, and the egress instance name is foo, which is of

type local-l2vpn.

Release History Table DescriptionRelease

Starting in Junos OS Release 14.2, Junos OS supports the restoration of
egress traffic when there is a link or node failure in the egress PE node.

14.2

Related
Documentation

Configuring Per-Packet Load Balancing•

• Introduction to Configuring Layer 2 VPNs on page 123

• site-preference on page 1266
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UnderstandingMultisegment Pseudowire for FEC 129

UnderstandingMultisegment Pseudowire

A pseudowire is a Layer 2 circuit or service that emulates the essential attributes of a

telecommunications service, such as a T1 line, over an MPLS packet-switched network

(PSN). The pseudowire is intended to provide only theminimumnecessary functionality

to emulate the wire with the required resiliency requirements for the given service

definition.

When a pseudowire originates and terminates on the edge of the same PSN, the

pseudowire label is unchanged between the originating and terminating provider edge

(T-PE)devices.This iscalledasingle-segmentpseudowire(SS-PW).Figure43onpage405

illustrates an SS-PW established between two PE routers. The pseudowires between

the PE1 and PE2 routers are located within the same autonomous system (AS).

Figure 47: L2VPN Pseudowire

In cases where it is impossible to establish a single pseudowire from a local to a remote

PE, either because it is unfeasible or undesirable to establish a single control plane

between the two PEs, a multisegment pseudowire (MS-PW) is used.

An MS-PW is a set of two or more contiguous SS-PWs that are made to function as a

single point-to-point pseudowire. It is also known as switched pseudowire. MS-PWs can

go across different regions or network domains. A region can be considered as an interior

gateway protocol (IGP) area or a BGP autonomous system that belongs to the same or

different administrative domain. An MS-PW spansmultiple cores or ASs of the same or

different carrier networks. A Layer 2 VPNMS-PW can include up to 254 pseudowire

segments.

Figure44onpage405 illustratesasetof twoormorepseudowire segments that function

as a single pseudowire. The end routers are called terminating PE (T-PE) routers, and

the switching routers are called switching PE (S-PE) routers. The S-PE router terminates

the tunnels of the preceding and succeeding pseudowire segments in an MS-PW. The

S-PE router can switch the control and data planes of the preceding and succeeding

pseudowire segments of the MS-PW. An MS-PW is declared to be up when all the

single-segment pseudowires are up.
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Figure 48: Multisegment Pseudowire

Using FEC 129 for Multisegment Pseudowire

Currently, there are two types of attachment circuit identifiers (AIIs) defined under FEC

129:

• Type 1 AII

• Type 2 AII

The support of an MS-PW for FEC 129 uses type 2 AII. A type 2 AII is globally unique by

definition of RFC 5003.

Single-segment pseudowires (SS-PWs) using FEC 129 on an MPLS PSN can use both

type 1 and type 2 AII. For an MS-PW using FEC 129, a pseudowire itself is identified as a

pair of endpoints. This requires that the pseudowire endpoints be uniquely identified.

In the case of a dynamically placed MS-PW, there is a requirement for the identifiers of

attachment circuits to be globally unique, for the purposes of reachability and

manageability of thepseudowire. Thus, individual globally uniqueaddressesareallocated

to all the attachment circuits and S-PEs that make up an MS-PW.

Type 2 AII is composed of three fields:

• Global_ID—Global identification, which is usually the AS number.

• Prefix—IPv4 address, which is usually the router ID.

• AC_ID—Local attachment circuit, which is a user-configurable value.

Since type 2 AII already contains the T-PE's IP address and it is globally unique, from the

FEC 129 pseudowire signaling point of view, the combination (AGI, SAII, TAII) uniquely

identifies an MS-PW across all interconnected pseudowire domains.

Establishing aMultisegment Pseudowire Overview

AnMS-PW is established by dynamically and automatically selecting the predefined

S-PEs and placing the MS-PW between two T-PE devices.

WhenS-PEsaredynamically selected, eachS-PE isautomaticallydiscoveredandselected

using the BGP autodiscovery feature, without the requirement of provisioning the FEC
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129pseudowire-related informationonall theS-PEs.BGP isusedtopropagatepseudowire

address information throughout the PSN.

Since there is nomanual provisioning of FEC 129 pseudowire information on the S-PEs,

the Attachment Group Identifier (AGI) and Attachment Individual Identifier (AII) are

reused automatically, and choosing the same set of S-PEs for the pseudowire in both

the forwarding and reverse direction is achieved through the active and passive role of

each T-PE device.

• Active—The T-PE initiates an LDP label mapping message.

• Passive—The T-PE does not initiate an LDP label mapping message until it receives a

label mapping message initiated by the active T-PE. The passive T-PE sends its label

mappingmessage to thesameS-PE fromwhere it received the labelmappingmessage

originated from its active T-PE. This ensures that the same set of S-PEs are used in

the reverse direction.

Pseudowire Status Support for Multisegment Pseudowire

• Pseudowire Status Behavior on T-PE on page 446

• Pseudowire Status Behavior on S-PE on page 446

Pseudowire Status Behavior on T-PE

The following pseudowire status messages are relevant on the T-PE:

• 0x00000010—Local PSN-facing pseudowire (egress) transmit fault.

• 0x00000001—Generic nonforwarding fault code. This is set as the local fault code.

The local fault code is set at the local T-PE, and LDP sends a pseudowire status TLV

message with the same fault code to the remote T-PE.

• Fault codes are bit-wise OR’ed and stored as remote pseudowire status codes.

Pseudowire Status Behavior on S-PE

The S-PE initiates the pseudowire status messages that indicate the pseudowire faults.

The SP-PE in the pseudowire notificationmessage hints where the fault was originated.

• When a local fault is detected by the S-PE, a pseudowire status message is sent in

both directions along the pseudowire. Since there are no attachment circuits on an

S-PE, only the following status messages are relevant:

• 0x00000008—Local PSN-facing pseudowire (ingress) receive fault.

• 0x00000010—Local PSN-facing pseudowire (egress) transmit fault.

• To indicatewhichSS-PWisat fault, anLDPSP-PETLV isattachedwith thepseudowire

status code in the LDP notification message. The pseudowire status is passed along

from one pseudowire to another unchanged by the control plane switching function.

• If an S-PE initiates a pseudowire status notification message with one particular

pseudowire status bit, then for the pseudowire status code anS-PE receives, the same

bit is processed locally andnot forwardeduntil theS-PE'soriginal statuserror is cleared.
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• An S-PE keeps only two pseudowire status codes for each SS-PW it is involved in –

local pseudowire status code and remote pseudowire status code. The value of the

remote pseudowire status code is the result of logic or operation of the pseudowire

status codes in the chain of SS-PWs preceding this segment. This status code is

incrementallyupdatedbyeachS-PEupon receiptandcommunicated to thenextS-PE.

The local pseudowire status is generated locally based on its local pseudowire status.

• Only transmit fault is detected at the SP-PE. When there is no MPLS LSP to reach the

next segment, a local transmit fault is detected. The transmit fault is sent to the next

downstream segment, and the receive fault is sent to the upstream segment.

• Remote failures received on an S-PE are just passed along the MS-PW unchanged.

Local failures are sent to both segments of the pseudowire that the S-PE is involved

in.

Pseudowire TLV Support for MS-PW

MS-PW provides the following support for the LDP SP-PE TLV [RFC 6073]:

• The LDP SP-PE TLVs for an MS-PW include:

• Local IP address

• Remote IP address

• AnSP-PEadds theLDPSP-PETLVto the labelmappingmessage.EachSP-PEappends

the local LDP SP-PE TLV to the SP-PE list it received from the other segment.

• The pseudowire status notification message includes the LDP SP-PE TLV when the

notification is generated at the SP-PE.

Supported and Unsupported Features

Junos OS supports the following features with MS-PW:

• MPLS PSN for each SS-PW that builds up the MS-PW.

• The same pseudowire encapsulation for each SS-PW in an MS-PW– Ethernet or

VLAN-CCC.

• ThegeneralizedPWidFECwithT-LDPasanend-to-endpseudowire signalingprotocol

to set up each SS-PW.

• MP-BGP to autodiscover the two endpoint PEs for each SS-PW associated with the

MS-PW.

• Standard MPLS operation to stitch two side-by-side SS-PWs to form an MS-PW.

• Automatic discovery of S-PE so that the MS-PW can be dynamically placed.

• Minimum provisioning of S-PE.

• Operation, administration, andmaintenance(OAM)mechanisms, includingend-to-end

MPLS ping or end-to-any-S-PE MPLS ping, MPLS path trace, end-to-end VCCV, and

Bidirectional Forwarding Detection (BFD).

• Pseudowire swithing point (SP) PE TLV for the MS-PW.
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• Composite next hop on MS-PW.

• Pseudowire status TLV for MS-PW.

Junos OS does not support the following MS-PW functionality:

• Mix of LDP FEC 128 and LDP FEC 129.

• Static pseudowire where each label is provisioned staticially.

• Graceful Routing Engine switchover.

• Nonstop active routing.

• Multihoming.

• Partial connectivity verification (originating from an S-PE) in OAM.

Related
Documentation

Example: Configuring a Multisegment Pseudowire on page 448•

• Example: Configuring FEC 129 BGP Autodiscovery for VPWS on page 706

Example: Configuring aMultisegment Pseudowire

This example shows how to configure a dynamic multisegment pseudowire (MS-PW),

where the stitching provider edge (S-PE) devices are automatically and dynamically

discoveredbyBGP, andpseudowiresare signaledbyLDPusingFEC 129.This arrangement

requires minimum provisioning on the S-PEs, thereby reducing the configuration burden

that is associated with statically configured Layer 2 circuits while still using LDP as the

underlying signaling protocol.

• Requirements on page 448

• Overview on page 449

• Configuration on page 454

• Verification on page 474

• Troubleshooting on page 489

Requirements

This example uses the following hardware and software components:

• Six routers that can be a combination ofMSeriesMultiservice EdgeRouters, MXSeries

3D Universal Edge Routers, T Series Core Routers, or PTX Series Packet Transport

Routers.

• Two remote PE devices configured as terminating PEs (T-PEs).

• Two S-PEs configured as:

• Route reflectors, in the case of interarea configuration.

• AS boundary routers or route reflectors, in the case of inter-AS configuration.
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• Junos OS Release 13.3 or later running on all the devices.

Before you begin:

1. Configure the device interfaces.

2. Configure OSPF or any other IGP protocol.

3. Configure BGP.

4. Configure LDP.

5. Configure MPLS.

Overview

Starting with Junos OS Release 13.3, you can configure an MS-PW using FEC 129 with

LDP signaling and BGP autodiscovery in an MPLS packet-switched network (PSN). The

MS-PW feature also provides operation, administration, andmanagement (OAM)

capabilities, such as ping, traceroute, and BFD, from the T-PE devices.

To enable autodiscovery of S-PEs in an MS-PW, include the auto-discovery-mspw

statement at the [edit protocols bgp group group-name family l2vpn] hierarchy level.

family l2vpn {
auto-discovery-mspw;

}

The automatic selection of S-PE and dynamic setting up of an MS-PW rely heavily on

BGP. BGP network layer reachability information (NLRI) constructed for the FEC 129

pseudowire to autodiscover the S-PE is called an MS-PWNLRI

[draft-ietf-pwe3-dynamic-ms-pw-15.txt]. The MS-PWNLRI is essentially a prefix

consisting of a route distinguisher (RD) and FEC 129 source attachment identifier (SAII).

It is referred to as a BGP autodiscovery (BGP-AD) route and is encoded as RD:SAII.

Only T-PEs that are provisioned with type 2 AIIs initiate their ownMS-PWNLRI

respectively. Since a type 2 AII is globally unique, anMS-PWNLRI is used to identify a PE

device to which the type 2 AII is provisioned. The difference between a type 1 AII and a

type 2 AII requires that a new address family indicator (AFI) and subsequent address

family identifier (SAFI) be defined in BGP to support an MS-PW. The proposed AFI and

SAFI value pair used to identify theMS-PWNLRI is 25 and 6, respectively (pending IANA

allocation).

The AFI and SAFI values support autodiscovery of S-PEs and should be configured on

both T-PEs that originate the routes, and the S-PEs that participate in the signaling.

Figure 49 on page 450 illustrates an inter-area MS-PW setup between two remote PE

routers—T-PE1 and T-PE2. The Provider (P) routers are P1 and P2, and the S-PE routers

are S-PE1 and S-PE2. The MS-PW is established between T-PE1 and T-PE2, and all the

devices belong to the same AS—AS 100. Since S-PE1 and S-PE2 belong to the same AS,

they act as route reflectors and are also known as RR 1 and RR 2, respectively.

Figure 50 on page 450 illustrates an inter-AS MS-PW setup. The MS-PW is established

between T-PE1 and T-PE2, where T-PE1, P1, and S-PE1 belong to AS 1, and S-PE2, P2,
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and T-PE2 belong to AS 2. Since S-PE1 and S-PE2 belong to different ASs, they are

configured as ASBR routers and are also known as ASBR 1 and ASBR 2, respectively.

Figure 49: InterareaMultisegment Pseudowire

Figure 50: Inter-ASMultisegment Pseudowire

The following sections provide information about how an MS-PW is established in an

interarea and inter-AS scenario.

MinimumConfiguration Requirements on S-PE

In order to dynamically discover both ends of an SS-PW and set up a T-LDP session

dynamically, the following is required:

• For interarea MS-PW, each S-PE plays both an ABR and BGP route reflector role.

In the interarea case, as seen in Figure 49 on page 450, the S-PE plays a BGP route

reflector role and reflects the BGP-AD route to its client. A BGP-AD route advertised

by one T-PE eventually reaches its remote T-PE. Because of the next-hop-self set by

each S-PE, the S-PE or T-PE that receives a BGP-AD route can always discover the

S-PE that advertises the BGP-AD in its local AS or local area through the BGP next

hop.
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• For inter-AS MS-PW, each S-PE plays either an ASBR or a BGP route reflector role.

In an MS-PW, the two T-PEs initiate a BGP-AD route respectively. When the S-PE

receives the BGP-AD route through either the IBGP session with the T-PE or through

a regular BGP-RR, it sets the next-hop-self before re-advertising the BGP-AD route to

one or more of its EBGP peers in the inter-AS case, as seen in Figure 50 on page 450.

• Each S-PEmust set next-hop-self when re-advertising or reflecting a BGP-AD route

for the MS-PW.

Active and Passive Role of T-PE

To ensure that the same set of S-PEs are being used for a MS-PW in both directions, the

two T-PEs play different roles in terms of FEC 129 signaling. This is to avoid different

paths being chosen by T-PE1 and T-PE2 when each S-PE is dynamically selected for an

MS-PW.

WhenanMS-PWis signaledusingFEC 129, eachT-PEmight independently start signaling

the MS-PW. The signaling procedure can result in an attempt to set up each direction of

the MS-PW through different S-PEs.

To avoid this situation, one of the T-PEsmust start the pseudowire signaling (active

role),while theotherwaits to receive theLDP labelmappingbefore sending the respective

pseudowire LDP label mapping message (passive role). When the MS-PW path is

dynamically placed, the active T-PE (the Source T-PE) and the passive T-PE (the Target

T-PE)mustbe identifiedbefore signaling is initiated foragivenMS-PW.Thedetermination

of which T-PE assumes the active role is done based on the SAII value, where the T-PE

that has a larger SAII value plays the active role.

In this example, the SAII values of T-PE1 and T-PE 2 are 800:800:800 and 700:700:700,

respectively. Since T-PE1 has a higher SAII value, it assumes the active role and T-PE2

assumes the passive role.

Directions for Establishing anMS-PW

The directions used by the S-PE for setting up the MS-PW are:

• Forwarding direction—From an active T-PE to a passive T-PE.

In this direction, the S-PEs perform a BGP-AD route lookup to determine the next-hop

S-PE to send the label mapping message.

• Reverse direction—From a passive T-PE to an active T-PE.

In this direction, the S-PEs do not perform a BGP-AD route lookup, because the label

mappingmessages are received from the T-PEs, and the stitching routes are installed

in the S-PEs.

In this example, the MS-PW is established in the forwarding direction from T-PE1 to

T-PE2. When the MS-PW is placed from T-PE2 to T-PE1, the MS-PW is established in

the reverse direction.

Autodiscovery and Dynamic Selection of S-PE
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A new AFI and SAFI value is defined in BGP to support the MS-PWs based on type 2 AII.

This new address family supports autodiscovery of S-PEs. This address family must be

configured on both the TPEs and SPEs.

It is the responsibility of the Layer 2 VPN component to dynamically select the next S-PE

to use along the MS-PW in the forwarding direction.

• In the forwarding direction, the selection of the next S-PE is based on the BGP-AD

route advertised by the BGP and pseudowire FEC information sent by the LDP. The

BGP-AD route is initiated by the passive T-PE (T-PE2) in the reverse direction while

the pseudowire FEC information is sent by LDP from the active T-PE (T-PE1) in the

forwarding direction.

• In the reverse direction, the next S-PE (S-PE2) or the active T-PE (T-PE1) is obtained

by looking up the S-PE (S-PE1) that it used to set up the pseudowire in the forwarding

direction.

Provisioning a T-PE

To support FEC 129 type 2 AII, the T-PE needs to configure its remote T-PE's IP address,

a global ID, and an attachment circuit ID. Explicit paths where a set of S-PEs to use is

explicitly specified on aT-PE is not supported. This eliminates the need to provision each

S-PE with a type 2 AII.

Stitching anMS-PW

An S-PE performs the following MPLS label operations before forwarding the received

label mapping message to the next S-PE:

1. Pops the MPLS tunnel label.

2. Pops the VC label.

3. Pushes a new VC label.

4. Pushes an MPLS tunnel label used for the next segment.

Establishing anMS-PW

After completing the necessary configuration, an MS-PW is established in the following

manner:

1. The SAII values are exchanged between T-PE1 and T-PE2 using BGP.

T-PE1 assumes the active T-PE role, because it is configured with a higher SAII value.

T-PE2 becomes the passive T-PE.

2. T-PE1 receives the BGP-AD route originated by T-PE2. It compares the AII values

obtained from T-PE2 in the received BGP-AD route against the AII values provisioned

locally.
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3. If the AII valuesmatch, T-PE1 performs a BGP-AD route lookup to elect the first S-PE

(S-PE1).

4. T-PE1 sends an LDP label mapping message to S-PE1.

5. Using the BGP-AD route originated fromT-PE2, and the LDP labelmappingmessage

received fromT-PE1, S-PE1 selects the next S-PE (S-PE2) in the forwarding direction.

To do this, S-PE1 compares SAII obtained from the BGP-AD route against the TAI

from the LDP label mapping message.

6. If the AII values match, S-PE1 finds S-PE2 through the BGP next hop associated with

the BGP-AD route.

7. The process of selecting S-PE goes on until the last S-PE establishes a T-LDP session

with T-PE2.WhenT-PE2 receives the LDP labelmappingmessage from the last S-PE

(S-PE2), it initiates its own label mapping message and sends it back to S-PE2.

8. When all the label mapping messages are received on S-PE1 and S-PE2, the S-PEs

install the stitching routes. Thus, when the MS-PW is established in the reverse

direction, the S-PEs need not performBGP-AD route lookup to determine its next hop

as it did in the forwarding direction.

OAMSupport for anMS-PW

After the MS-PW is established, the following OAM capabilities can be executed from

the T-PE devices:

• Ping

• End-to-End Connectivity Verification Between T-PEs

If T-PE1, S-PEs, andT-PE2supportControlWord (CW), thepseudowire control plane

automatically negotiates the use of the CW. Virtual Circuit Connectivity Verification

(VCCV) Control Channel (CC) Type 3 will function correctly whether or not the CW

is enabled on the pseudowire. However, VCCV Type 1, which is used for end-to-end

verification only, is only supported if the CW is enabled.

The following is a sample:

user@T-PE1> pingmpls l2vpn fec129 instance instance-name local-id SAII of T-PE1
remote-pe-address address of T-PE2 remote-id TAII of T-PE2

or

user@T-PE1> pingmpls l2vpn fec129 interface CE1-facing interface

• Partial Connectivity Verification from T-PE to Any S-PE

To trace part of an MS-PW, the TTL of the pseudowire label can be used to force

the VCCVmessage to pop out at an intermediate node. When the TTL expires, the

S-PE can determine that the packet is a VCCV packet either by checking the CW or
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by checking for a valid IP header with UDP destination port 3502 (if the CW is not in

use). The packet should then be diverted to VCCV processing.

If T-PE1 sends a VCCVmessage with the TTL of the pseudowire label equal to 1, the

TTL expires at the S-PE. T-PE1 can thus verify the first segment of the pseudowire.

The VCCV packet is built according to RFC 4379. All the information necessary to

build the VCCV LSP ping packet is collected by inspecting the S-PE TLVs. This use

of the TTL is subject to the caution expressed in RFC 5085. If a penultimate LSR

between S-PEs or between an S-PE and a T-PEmanipulates the pseudowire label

TTL, the VCCVmessagemight not emerge from the MS-PW at the correct S-PE.

The following is a sample:

user@T-PE1> pingmpls l2vpnfec129 interfaceCE1-facing interfacebottom-label-ttlsegment

The bottom-label-ttl value is 1 for S-PE1 and 2 for S-PE2.

The bottom-label-ttl statement sets the correct VC label TTL, so the packets are

popped to the correct SS-PW for VCCV processing.

NOTE: Junos OS supports VCCV Type 1 and Type 3 for the MS-PWOAM
capability. VCCV Type 2 is not supported.

• Traceroute

Traceroute tests each S-PE along the path of the MS-PW in a single operation similar

to LSP trace. This operation is able to determine the actual data path of the MS-PW,

and is used for dynamically signaled MS-PWs.

user@T-PE1> traceroutempls l2vpn fec129 interface CE1-facing interface

• Bidirectional Forwarding Detection

Bidirectional Forwarding Detection (BFD) is a detection protocol designed to provide

fast forwarding path failure detection times for all media types, encapsulations,

topologies, and routing protocols. In addition to fast forwarding path failure detection,

BFD provides a consistent failure detection method for network administrators. The

router or switch can be configured to log a system log (syslog) message when BFD

goes down.

user@T-PE1> show bfd session extensive

Configuration

• Configuring an Interarea MS-PW on page 454

• Configuring an Inter-AS MS-PW on page 464

Configuring an InterareaMS-PW

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network
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configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

T-PE1 set interfaces ge-3/1/0 unit 0 family inet address 192.0.2.1/24
set interfaces ge-3/1/0 unit 0 family mpls
set interfaces ge-3/1/2 encapsulation ethernet-ccc
set interfaces ge-3/1/2 unit 0
set interfaces lo0 unit 0 family inet address 10.255.10.1/32 primary
set routing-options autonomous-system 100
set protocolsmpls interface all
set protocolsmpls interface fxp0.0 disable
set protocols bgp family l2vpn auto-discovery-mspw
set protocols bgp groupmspw type internal
set protocols bgp groupmspw local-address 10.255.10.1
set protocols bgp groupmspw neighbor 10.255.2.1
set protocols ospf area 0.0.0.0 interface lo0.0
set protocols ospf area 0.0.0.0 interface all
set protocols ospf area 0.0.0.0 interface fxp0.0 disable
set protocols ldp interface all
set protocols ldp interface fxp0.0 disable
set protocols ldp interface lo0.0
set routing-instancesms-pw instance-type l2vpn
set routing-instancesms-pw interface ge-3/1/2.0
set routing-instancesms-pw route-distinguisher 10.10.10.10:15
set routing-instancesms-pw l2vpn-id l2vpn-id:100:15
set routing-instancesms-pw vrf-target target:100:115
set routing-instancesms-pw protocols l2vpn site CE1 source-attachment-identifier
800:800:800

set routing-instancesms-pw protocols l2vpn site CE1 interface ge-3/1/2.0
target-attachment-identifier 700:700:700

set routing-instancesms-pw protocols l2vpn pseudowire-status-tlv
set routing-instancesms-pw protocols l2vpn oam bfd-liveness-detection
minimum-interval 300

P1 set interfaces ge-2/0/0 unit 0 family inet address 192.0.2.2/24
set interfaces ge-2/0/0 unit 0 family mpls
set interfaces ge-2/0/2 unit 0 family inet address 192.0.2.13/24
set interfaces ge-2/0/2 unit 0 family mpls
set interfaces lo0 unit 0 family inet address 10.255.13.1/32 primary
set routing-options autonomous-system 100
set protocolsmpls interface all
set protocolsmpls interface fxp0.0 disable
set protocols ospf area 0.0.0.0 interface lo0.0
set protocols ospf area 0.0.0.0 interface all
set protocols ospf area 0.0.0.0 interface fxp0.0 disable
set protocols ldp interface all
set protocols ldp interface fxp0.0 disable
set protocols ldp interface lo0.0

S-PE1 (RR 1) set interfaces ge-1/3/1 unit 0 family inet address 192.0.2.9/24
set interfaces ge-1/3/1 unit 0 family mpls
set interfaces ge-1/3/2 unit 0 family inet address 192.0.2.22/24
set interfaces ge-1/3/2 unit 0 family mpls
set interfaces lo0 unit 0 family inet address 10.255.2.1/32 primary
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set routing-options autonomous-system 100
set protocolsmpls interface all
set protocolsmpls interface fxp0.0 disable
set protocols bgp family l2vpn auto-discovery-mspw
set protocols bgp groupmspw type internal
set protocols bgp groupmspw local-address 10.255.2.1
set protocols bgp groupmspw export next-hop-self
set protocols bgp groupmspw cluster 203.0.113.0
set protocols bgp groupmspw neighbor 10.255.10.1
set protocols bgp groupmspw neighbor 10.255.3.1
set protocols ospf area 0.0.0.0 interface lo0.0
set protocols ospf area 0.0.0.0 interface all
set protocols ospf area 0.0.0.0 interface fxp0.0 disable
set protocols ldp interface all
set protocols ldp interface fxp0.0 disable
set protocols ldp interface lo0.0
set policy-options policy-statement next-hop-self then next-hop self
set policy-options policy-statement send-inet0 from protocol bgp
set policy-options policy-statement send-inet0 then accept

S-PE2 (RR 2) set interfaces ge-0/3/1 unit 0 family inet address 192.0.2.10/24
set interfaces ge-0/3/1 unit 0 family mpls
set interfaces ge-0/3/2 unit 0 family inet address 192.0.2.14/24
set interfaces ge-0/3/2 unit 0 family mpls
set interfaces lo0 unit 0 family inet address 10.255.3.1/32 primary
set protocolsmpls interface all
set protocolsmpls interface fxp0.0 disable
set protocols bgp family l2vpn auto-discovery-mspw
set protocols bgp groupmspw type internal
set protocols bgp groupmspw local-address 10.255.3.1
set protocols bgp groupmspw export next-hop-self
set protocols bgp groupmspw cluster 198.51.100.0
set protocols bgp groupmspw neighbor 10.255.2.1
set protocols bgp groupmspw neighbor 10.255.14.1
set protocols bgp group int type internal
set protocols bgp group int local-address 10.255.3.1
set protocols bgp group int neighbor 10.255.2.1
set protocols ospf area 0.0.0.0 interface all
set protocols ospf area 0.0.0.0 interface lo0.0
set protocols ospf area 0.0.0.0 interface fxp0.0 disable
set protocols ldp interface all
set protocols ldp interface fxp0.0 disable
set protocols ldp interface lo0.0
set policy-options policy-statement next-hop-self then next-hop self
set policy-options policy-statement send-inet0 from protocol bgp
set policy-options policy-statement send-inet0 then accept

P2 set interfaces ge-1/3/1 unit 0 family inet address 192.0.2.5/24
set interfaces ge-1/3/1 unit 0 family mpls
set interfaces ge-1/3/2 unit 0 family inet address 192.0.2.4/24
set interfaces ge-1/3/2 unit 0 family mpls
set interfaces lo0 unit 0 family inet address 10.255.4.1/32 primary
set routing-options autonomous-system 100
set protocolsmpls interface all
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set protocolsmpls interface fxp0.0 disable
set protocols ospf area 0.0.0.0 interface all
set protocols ospf area 0.0.0.0 interface lo0.0
set protocols ospf area 0.0.0.0 interface fxp0.0 disable
set protocols ldp interface all
set protocols ldp interface fxp0.0 disable
set protocols ldp interface lo0.0

T-PE2 set interfaces ge-2/0/0 encapsulation ethernet-ccc
set interfaces ge-2/0/0 unit 0
set interfaces ge-2/0/2 unit 0 family inet address 192.0.2.15/24
set interfaces ge-2/0/2 unit 0 family mpls
set interfaces lo0 unit 0 family inet address 10.255.14.1/32 primary
set routing-options autonomous-system 100
set protocolsmpls interface all
set protocolsmpls interface fxp0.0 disable
set protocols bgp family l2vpn auto-discovery-mspw
set protocols bgp groupmspw type internal
set protocols bgp groupmspw local-address 10.255.14.1
set protocols bgp groupmspw neighbor 10.255.3.1
set protocols ospf area 0.0.0.0 interface all
set protocols ospf area 0.0.0.0 interface fxp0.0 disable
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ldp interface all
set protocols ldp interface fxp0.0 disable
set protocols ldp interface lo0.0
set routing-instancesms-pw instance-type l2vpn
set routing-instancesms-pw interface ge-2/0/0.0
set routing-instancesms-pw route-distinguisher 10.10.10.10:15
set routing-instancesms-pw l2vpn-id l2vpn-id:100:15
set routing-instancesms-pw vrf-target target:100:115
set routing-instancesms-pw protocols l2vpn site CE2 source-attachment-identifier
700:700:700

set routing-instancesms-pw protocols l2vpn site CE2 interface ge-2/0/0.0
target-attachment-identifier 800:800:800

set routing-instancesms-pw protocols l2vpn pseudowire-status-tlv
set routing-instancesms-pw protocols l2vpn oam bfd-liveness-detection
minimum-interval 300

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode.

To configure T-PE1 in the interarea scenario:

NOTE: Repeat this procedure for theT-PE2device in theMPLSdomain, after
modifying theappropriate interfacenames,addresses, andotherparameters.

1. Configure the T-PE1 interfaces.

[edit interfaces]
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user@T-PE1# set ge-3/1/0 unit 0 family inet address 192.0.2.1/24
user@T-PE1# set ge-3/1/0 unit 0 family mpls

user@T-PE1# set ge-3/1/2 encapsulation ethernet-ccc
user@T-PE1# set ge-3/1/2 unit 0

user@T-PE1# set lo0 unit 0 family inet address 10.255.10.1/32 primary

2. Set the autonomous system number.

[edit routing-options]
user@T-PE1# set autonomous-system 100

3. Enable MPLS on all the interfaces of T-PE1, excluding the management interface.

[edit protocols]
user@T-PE1# setmpls interface all
user@T-PE1# setmpls interface fxp0.0 disable

4. Enable autodiscovery of intermediate S-PEs that make up the MS-PW using BGP.

[edit protocols]
user@T-PE1# set bgp family l2vpn auto-discovery-mspw

5. Configure the BGP group for T-PE1.

[edit protocols]
user@T-PE1# set bgp groupmspw type internal

6. Assign local and neighbor addresses to the mspw group for T-PE1 to peer with

S-PE1.

[edit protocols]
user@T-PE1# set bgp groupmspw local-address 10.255.10.1
user@T-PE1# set bgp groupmspw neighbor 10.255.2.1

7. ConfigureOSPFonall the interfacesofT-PE1, excluding themanagement interface.

[edit protocols]
user@T-PE1# set ospf area 0.0.0.0 interface lo0.0
user@T-PE1# set ospf area 0.0.0.0 interface all
user@T-PE1# set ospf area 0.0.0.0 interface fxp0.0 disable

8. Configure LDP on all the interfaces of T-PE1, excluding the management interface.

[edit protocols]
user@T-PE1# set ldp interface all
user@T-PE1# set ldp interface fxp0.0 disable
user@T-PE1# set ldp interface lo0.0

9. Configure the Layer 2 VPN routing instance on T-PE1.

[edit routing-instances]
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user@T-PE1# setms-pw instance-type l2vpn

10. Assign the interface name for the mspw routing instance.

[edit routing-instances]
user@T-PE1# setms-pw interface ge-3/1/2.0

11. Configure the route distinguisher for the mspw routing instance.

[edit routing-instances]
user@T-PE1# setms-pw route-distinguisher 10.10.10.10:15

12. Configure the Layer 2 VPN ID community for FEC 129 MS-PW.

[edit routing-instances]
user@T-PE1# setms-pw l2vpn-id l2vpn-id:100:15

13. ConfigureaVPNroutingand forwarding (VRF) target for themspwrouting instance.

[edit routing-instances]
user@T-PE1# setms-pw vrf-target target:100:115

14. Configure the source attachment identifier (SAI) value using Layer 2 VPN as the

routing protocol for the mspw routing instance.

[edit routing-instances]
user@T-PE1# setms-pw protocols l2vpn site CE1 source-attachment-identifier
800:800:800

15. Assign the interface name that connects the CE1 site to the VPN, and configure the

target attachment identifier (TAI) value using Layer 2 VPN as the routing protocol

for the mspw routing instance.

[edit routing-instances]
user@T-PE1# setms-pw protocols l2vpn site CE1 interface ge-3/1/2.0
target-attachment-identifier 700:700:700

16. (Optional) Configure T-PE1 to send MS-PW status TLVs.

[edit routing-instances]
user@T-PE1# setms-pw protocols l2vpn pseudowire-status-tlv

17. (Optional) Configure OAM capabilities for the VPN.

[edit routing-instances]
user@T-PE1# setms-pw protocols l2vpn oam bfd-liveness-detection
minimum-interval 300
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Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode.

To configure S-PE1 (RR 1) in the interarea scenario:

NOTE: Repeat thisprocedure for theS-PE2(RR2)device in theMPLSdomain,
after modifying the appropriate interface names, addresses, and other
parameters.

1. Configure the S-PE1 interfaces.

[edit interfaces]
user@S-PE1# set ge-1/3/1 unit 0 family inet address 192.0.2.9/24
user@S-PE1# set ge-1/3/1 unit 0 family mpls

user@S-PE1# set ge-1/3/2 unit 0 family inet address 192.0.2.22/24
user@S-PE1# set ge-1/3/2 unit 0 family mpls

user@S-PE1# set lo0 unit 0 family inet address 10.255.2.1/32 primary

2. Set the autonomous system number.

[edit routing-options]
user@S-PE1# set autonomous-system 100

3. Enable MPLS on all the interfaces of T-PE1, excluding the management interface.

[edit protocols]
user@S-PE1# setmpls interface all
user@S-PE1# setmpls interface fxp0.0 disable

4. Enable autodiscovery of S-PE using BGP.

[edit protocols]
user@S-PE1# set bgp family l2vpn auto-discovery-mspw

5. Configure the BGP group for S-PE1.

[edit protocols]
user@S-PE1# set bgp groupmspw type internal

6. Configure S-PE1 to act as a route reflector.

[edit protocols]
user@S-PE1# set bgp groupmspw export next-hop-self
user@S-PE1# set bgp groupmspw cluster 203.0.113.0

7. Assign localandneighboraddresses to themspwgroup forS-PE1 topeerwithT-PE1

and S-PE2.
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[edit protocols]
user@S-PE1# set bgp groupmspw local-address 10.255.2.1
user@S-PE1# set bgp groupmspw neighbor 10.255.10.1 (to T-PE1)
user@S-PE1# set bgp groupmspw neighbor 10.255.3.1 (to S-PE2)

8. ConfigureOSPFonall the interfacesofS-PE1, excluding themanagement interface.

[edit protocols]
user@S-PE1# set ospf area 0.0.0.0 interface all
user@S-PE1# set ospf area 0.0.0.0 interface fxp0.0 disable
user@S-PE1# set ospf area 0.0.0.0 interface lo0.0

9. Configure LDP on all the interfaces of S-PE1, excluding the management interface.

[edit protocols]
user@S-PE1# set ldp interface all
user@S-PE1# set ldp interface fxp0.0 disable
user@S-PE1# set ldp interface lo0.0

10. Define the policy for enabling next-hop-self and accepting BGP traffic on S-PE1.

[edit policy-options]
user@S-PE1# set policy-statement next-hop-self then next-hop self
user@S-PE1# set policy-statement send-inet0 from protocol bgp
user@S-PE1# set policy-statement send-inet0 then accept

Results From configuration mode, confirm your configuration by entering the show interfaces,

show protocols, show routing-instances, show routing-options, and show policy-options

commands. If the output does not display the intended configuration, repeat the

instructions in this example to correct the configuration.

T-PE1 user@T-PE1# show interfaces
ge-3/1/0 {
unit 0 {
family inet {
address 192.0.2.1/24;

}
family mpls;

}
}
ge-3/1/2 {
encapsulation ethernet-ccc;
unit 0;

}
lo0 {
unit 0 {
family inet {
address 10.255.10.1/32 {
primary;

}
}

}
}
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user@T-PE1# show routing-options
autonomous-system 100;

user@T-PE1# show protocols
mpls {
interface all;
interface fxp0.0 {
disable;

}
}
bgp {
family l2vpn {
auto-discovery-mspw;

}
groupmspw {
type internal;
local-address 10.255.10.1;
neighbor 10.255.2.1;

}
}
ospf {
area 0.0.0.0 {
interface all;
interface fxp0.0 {
disable;

}
interface lo0.0;

}
}
ldp {
interface all;
interface fxp0.0 {
disable;

}
interface lo0.0;

}

user@T-PE1# show routing-instances
ms-pw {
instance-type l2vpn;
interface ge-3/1/2.0;
route-distinguisher 10.10.10.10:15;
l2vpn-id l2vpn-id:100:15;
vrf-target target:100:115;
protocols {
l2vpn {
site CE1 {
source-attachment-identifier 800:800:800;
interface ge-3/1/2.0 {
target-attachment-identifier 700:700:700;

}
}
pseudowire-status-tlv;
oam {
bfd-liveness-detection {
minimum-interval 300;

}
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}
}

}
}

S-PE1 (RR 1) user@S-PE1# show interfaces
ge-1/3/1 {
unit 0 {
family inet {
address 192.0.2.9/24;

}
family mpls;

}
}
ge-1/3/2 {
unit 0 {
family inet {
address 192.0.2.22/24;

}
family mpls;

}
}
lo0 {
unit 0 {
family inet {
address 10.255.2.1/32 {
primary;

}
}

}
}

user@S-PE1# show routing-options
autonomous-system 100;

user@S-PE1# show protocols
mpls {
interface all;
interface fxp0.0 {
disable;

}
}
bgp {
family l2vpn {
auto-discovery-mspw;

}
groupmspw {
type internal;
local-address 10.255.2.1;
export next-hop-self;
cluster 203.0.113.0;
neighbor 10.255.10.1;
neighbor 10.255.3.1;

}
}
ospf {
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area 0.0.0.0 {
interface lo0.0;
interface all;
interface fxp0.0 {
disable;

}
}

}
ldp {
interface all;
interface fxp0.0 {
disable;

}
interface lo0.0;

}

user@S-PE1# show policy-options
policy-statement next-hop-self {
then {
next-hop self;

}
}
policy-statement send-inet0 {
from protocol bgp;
then accept;

}

If you are done configuring the device, enter commit from configuration mode.

Configuring an Inter-ASMS-PW

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

T-PE1 set interfaces ge-3/1/0 unit 0 family inet address 192.0.2.1/24
set interfaces ge-3/1/0 unit 0 family mpls
set interfaces ge-3/1/2 encapsulation ethernet-ccc
set interfaces ge-3/1/2 unit 0
set interfaces lo0 unit 0 family inet address 10.255.10.1/32 primary
set routing-options autonomous-system 1
set protocolsmpls interface all
set protocolsmpls interface fxp0.0 disable
set protocols bgp family l2vpn auto-discovery-mspw
set protocols bgp groupmspw type internal
set protocols bgp groupmspw local-address 10.255.10.1
set protocols bgp groupmspw neighbor 10.255.2.1
set protocols ospf area 0.0.0.0 interface lo0.0
set protocols ospf area 0.0.0.0 interface all
set protocols ospf area 0.0.0.0 interface fxp0.0 disable
set protocols ldp interface all
set protocols ldp interface fxp0.0 disable
set protocols ldp interface lo0.0
set routing-instancesms-pw instance-type l2vpn
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set routing-instancesms-pw interface ge-3/1/2.0
set routing-instancesms-pw route-distinguisher 10.10.10.10:15
set routing-instancesms-pw l2vpn-id l2vpn-id:100:15
set routing-instancesms-pw vrf-target target:100:115
set routing-instancesms-pw protocols l2vpn site CE1 source-attachment-identifier
800:800:800

set routing-instancesms-pw protocols l2vpn site CE1 interface ge-3/1/2.0
target-attachment-identifier 700:700:700

set routing-instancesms-pw protocols l2vpn pseudowire-status-tlv
set routing-instancesms-pw protocols l2vpn oam bfd-liveness-detection
minimum-interval 300

P1 set interfaces ge-2/0/0 unit 0 family inet address 192.0.2.2/24
set interfaces ge-2/0/0 unit 0 family mpls
set interfaces ge-2/0/2 unit 0 family inet address 192.0.2.13/24
set interfaces ge-2/0/2 unit 0 family mpls
set interfaces lo0 unit 0 family inet address 10.255.13.1/32 primary
set routing-options autonomous-system 1
set protocolsmpls interface all
set protocolsmpls interface fxp0.0 disable
set protocols ospf area 0.0.0.0 interface lo0.0
set protocols ospf area 0.0.0.0 interface all
set protocols ospf area 0.0.0.0 interface fxp0.0 disable
set protocols ldp interface all
set protocols ldp interface fxp0.0 disable
set protocols ldp interface lo0.0

S-PE1 (ASBR 1) set interfaces ge-1/3/1 unit 0 family inet address 192.0.2.9/24
set interfaces ge-1/3/1 unit 0 family mpls
set interfaces ge-1/3/2 unit 0 family inet address 192.0.2.22/24
set interfaces ge-1/3/2 unit 0 family mpls
set interfaces lo0 unit 0 family inet address 10.255.2.1/32 primary
set routing-options autonomous-system 1
set protocolsmpls interface all
set protocolsmpls interface fxp0.0 disable
set protocols bgp family l2vpn auto-discovery-mspw
set protocols bgp group to_T-PE1 type internal
set protocols bgp group to_T-PE1 local-address 10.255.2.1
set protocols bgp group to_T-PE1 export next-hop-self
set protocols bgp group to_T-PE1 neighbor 10.255.10.1
set protocols bgp group to_S-PE2 type external
set protocols bgp group to_S-PE2 local-address 10.255.2.1
set protocols bgp group to_S-PE2 peer-as 2
set protocols bgp group to_S-PE2 neighbor 10.255.3.1 multihop ttl 1
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ospf area 0.0.0.0 interface all
set protocols ospf area 0.0.0.0 interface fxp0.0 disable
set protocols ldp interface all
set protocols ldp interface fxp0.0 disable
set protocols ldp interface lo0.0
set policy-options policy-statement next-hop-self then next-hop self

S-PE2 (ASBR 2) set interfaces ge-0/3/1 unit 0 family inet address 192.0.2.10/24
set interfaces ge-0/3/1 unit 0 family mpls
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set interfaces ge-0/3/2 unit 0 family inet address 192.0.2.14/24
set interfaces ge-0/3/2 unit 0 family mpls
set interfaces lo0 unit 0 family inet address 10.255.3.1/32 primary
set routing-options autonomous-system 2
set protocolsmpls interface all
set protocolsmpls interface fxp0.0 disable
set protocols bgp family l2vpn auto-discovery-mspw
set protocols bgp group to_T-PE2 type internal
set protocols bgp group to_T-PE2 local-address 10.255.3.1
set protocols bgp group to_T-PE2 export next-hop-self
set protocols bgp group to_T-PE2 neighbor 10.255.14.1
set protocols bgp group to_S-PE1 type external
set protocols bgp group to_S-PE1 local-address 10.255.3.1
set protocols bgp group to_S-PE1 peer-as 1
set protocols bgp group to_S-PE1 neighbor 10.255.2.1 multihop ttl 1
set protocols ospf area 0.0.0.0 interface all
set protocols ospf area 0.0.0.0 interface lo0.0
set protocols ospf area 0.0.0.0 interface fxp0.0 disable
set protocols ldp interface all
set protocols ldp interface fxp0.0 disable
set protocols ldp interface lo0.0
set policy-options policy-statement next-hop-self then next-hop self

P2 set interfaces ge-1/3/1 unit 0 family inet address 192.0.2.5/24
set interfaces ge-1/3/1 unit 0 family mpls
set interfaces ge-1/3/2 unit 0 family inet address 192.0.2.4/24
set interfaces ge-1/3/2 unit 0 family mpls
set interfaces lo0 unit 0 family inet address 10.255.4.1/32 primary
set routing-options autonomous-system 2
set protocolsmpls interface all
set protocolsmpls interface fxp0.0 disable
set protocols ospf area 0.0.0.0 interface all
set protocols ospf area 0.0.0.0 interface lo0.0
set protocols ospf area 0.0.0.0 interface fxp0.0 disable
set protocols ldp interface all
set protocols ldp interface fxp0.0 disable
set protocols ldp interface lo0.0

T-PE2 set interfaces ge-2/0/0 encapsulation ethernet-ccc
set interfaces ge-2/0/0 unit 0
set interfaces ge-2/0/2 unit 0 family inet address 192.0.2.15/24
set interfaces ge-2/0/2 unit 0 family mpls
set interfaces lo0 unit 0 family inet address 10.255.14.1/32 primary
set routing-options autonomous-system 2
set protocolsmpls interface all
set protocolsmpls interface fxp0.0 disable
set protocols bgp family l2vpn auto-discovery-mspw
set protocols bgp groupmspw type internal
set protocols bgp groupmspw local-address 10.255.14.1
set protocols bgp groupmspw neighbor 10.255.3.1
set protocols ospf area 0.0.0.0 interface all
set protocols ospf area 0.0.0.0 interface fxp0.0 disable
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ldp interface all
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set protocols ldp interface fxp0.0 disable
set protocols ldp interface lo0.0
set routing-instancesms-pw instance-type l2vpn
set routing-instancesms-pw interface ge-2/0/0.0
set routing-instancesms-pw route-distinguisher 10.10.10.10:15
set routing-instancesms-pw l2vpn-id l2vpn-id:100:15
set routing-instancesms-pw vrf-target target:100:115
set routing-instancesms-pw protocols l2vpn site CE2 source-attachment-identifier
700:700:700

set routing-instancesms-pw protocols l2vpn site CE2 interface ge-2/0/0.0
target-attachment-identifier 800:800:800

set routing-instancesms-pw protocols l2vpn pseudowire-status-tlv
set routing-instancesms-pw protocols l2vpn oam bfd-liveness-detection
minimum-interval 300

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode.

To configure the T-PE1 router in the inter-AS scenario:

NOTE: Repeat this procedure for theT-PE2device in theMPLSdomain, after
modifying theappropriate interfacenames,addresses, andotherparameters.

1. Configure the T-PE1 interfaces.

[edit interfaces]
user@T-PE1# set ge-3/1/0 unit 0 family inet address 192.0.2.1/24
user@T-PE1# set ge-3/1/0 unit 0 family mpls

user@T-PE1# set ge-3/1/2 encapsulation ethernet-ccc
user@T-PE1# set ge-3/1/2 unit 0

user@T-PE1# set lo0 unit 0 family inet address 10.255.10.1/32 primary

2. Set the autonomous system number.

[edit routing-options]
user@T-PE1# set autonomous-system 1

3. Enable MPLS on all the interfaces of T-PE1, excluding the management interface.

[edit protocols]
user@T-PE1# setmpls interface all
user@T-PE1# setmpls interface fxp0.0 disable

4. Enable autodiscovery of intermediate S-PEs that make up the MS-PW using BGP.

[edit protocols]
user@T-PE1# set bgp family l2vpn auto-discovery-mspw
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5. Configure the BGP group for T-PE1.

[edit protocols]
user@T-PE1# set bgp groupmspw type internal

6. Assign local and neighbor addresses to the mspw group for T-PE1 to peer with

S-PE1.

[edit protocols]
user@T-PE1# set bgp groupmspw local-address 10.255.10.1
user@T-PE1# set bgp groupmspw neighbor 10.255.2.1

7. ConfigureOSPFonall the interfacesofT-PE1, excluding themanagement interface.

[edit protocols]
user@T-PE1# set ospf area 0.0.0.0 interface lo0.0
user@T-PE1# set ospf area 0.0.0.0 interface all
user@T-PE1# set ospf area 0.0.0.0 interface fxp0.0 disable

8. Configure LDP on all the interfaces of T-PE1, excluding the management interface.

[edit protocols]
user@T-PE1# set ldp interface all
user@T-PE1# set ldp interface fxp0.0 disable
user@T-PE1# set ldp interface lo0.0

9. Configure the Layer 2 VPN routing instance on T-PE1.

[edit routing-instances]
user@T-PE1# setms-pw instance-type l2vpn

10. Assign the interface name for the mspw routing instance.

[edit routing-instances]
user@T-PE1# setms-pw interface ge-3/1/2.0

11. Configure the route distinguisher for the mspw routing instance.

[edit routing-instances]
user@T-PE1# setms-pw route-distinguisher 10.10.10.10:15

12. Configure the Layer 2 VPN ID community for FEC 129 MS-PW.

[edit routing-instances]
user@T-PE1# setms-pw l2vpn-id l2vpn-id:100:15

13. ConfigureaVPNroutingand forwarding (VRF) target for themspwrouting instance.

[edit routing-instances]
user@T-PE1# setms-pw vrf-target target:100:115

14. Configure the source attachment identifier (SAI) value using Layer 2 VPN as the

routing protocol for the mspw routing instance.
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[edit routing-instances]
user@T-PE1# setms-pw protocols l2vpn site CE1 source-attachment-identifier
800:800:800

15. Assign the interface name that connects the CE1 site to the VPN, and configure the

target attachment identifier (TAI) value using Layer 2 VPN as the routing protocol

for the mspw routing instance.

[edit routing-instances]
user@T-PE1# setms-pw protocols l2vpn site CE1 interface ge-3/1/2.0
target-attachment-identifier 700:700:700

16. (Optional) Configure T-PE1 to send MS-PW status TLVs.

[edit routing-instances]
user@T-PE1# setms-pw protocols l2vpn pseudowire-status-tlv

17. (Optional) Configure OAM capabilities for the VPN.

[edit routing-instances]
user@T-PE1# setms-pw protocols l2vpn oam bfd-liveness-detection
minimum-interval 300

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode.

To configure S-PE1 (ASBR 1) in the inter-AS scenario:

NOTE: Repeat this procedure for the S-PE2 (ASBR 2) device in the MPLS
domain, after modifying the appropriate interface names, addresses, and
other parameters.

1. Configure S-PE1 (ASBR 1) interfaces.

[edit interfaces]
user@S-PE1# set ge-1/3/1 unit 0 family inet address 192.0.2.9/24
user@S-PE1# set ge-1/3/1 unit 0 family mpls

user@S-PE1# set ge-1/3/2 unit 0 family inet address 192.0.2.22/24
user@S-PE1# set ge-1/3/2 unit 0 family mpls

user@S-PE1# set lo0 unit 0 family inet address 10.255.2.1/32 primary

2. Set the autonomous system number.

[edit routing-options]
user@S-PE1# set autonomous-system 1

469Copyright © 2018, Juniper Networks, Inc.

Chapter 29: Configuring VPWS VPNs



3. Enable MPLS on all the interfaces of S-PE1 (ASBR 1), excluding the management

interface.

[edit protocols]
user@S-PE1# setmpls interface all
user@S-PE1# setmpls interface fxp0.0 disable

4. Enable autodiscovery of S-PE using BGP.

[edit protocols]
user@S-PE1# set bgp family l2vpn auto-discovery-mspw

5. Configure the IBGP group for S-PE1 (ASBR 1) to peer with T-PE1.

[edit protocols]
user@S-PE1# set bgp group to_T-PE1 type internal

6. Configure the IBGP group parameters.

[edit protocols]
user@S-PE1# set bgp group to_T-PE1 local-address 10.255.2.1
user@S-PE1# set bgp group to_T-PE1 export next-hop-self
user@S-PE1# set bgp group to_T-PE1 neighbor 10.255.10.1

7. Configure the EBGP group for S-PE1 (ASBR 1) to peer with S-PE2 (ASBR 2).

[edit protocols]
user@S-PE1# set bgp group to_S-PE2 type external

8. Configure the EBGP group parameters.

[edit protocols]
user@S-PE1# set bgp group to_S-PE2 local-address 10.255.2.1
user@S-PE1# set bgp group to_S-PE2 peer-as 2
user@S-PE1# set bgp group to_S-PE2 neighbor 10.255.3.1 multihop ttl 1

9. ConfigureOSPFon all the interfaces of S-PE1 (ASBR 1), excluding themanagement

interface.

[edit protocols]
user@S-PE1# set ospf area 0.0.0.0 interface all
user@S-PE1# set ospf area 0.0.0.0 interface fxp0.0 disable
user@S-PE1# set ospf area 0.0.0.0 interface lo0.0 passive

10. Configure LDP on all the interfaces of S-PE1 (ASBR 1), excluding the management

interface.

[edit protocols]
user@S-PE1# set ldp interface all
user@S-PE1# set ldp interface fxp0.0 disable
user@S-PE1# set ldp interface lo0.0

11. Define the policy for enabling next-hop-self on S-PE1 (ASBR 1).
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[edit policy-options]
user@S-PE1# set policy-statement next-hop-self then next-hop self

Results From configuration mode, confirm your configuration by entering the show interfaces,

show protocols, show routing-instances, show routing-options, and show policy-options

commands. If the output does not display the intended configuration, repeat the

instructions in this example to correct the configuration.

T-PE1 user@T-PE1# show interfaces
ge-3/1/0 {
unit 0 {
family inet {
address 192.0.2.1/24;

}
family mpls;

}
}
ge-3/1/2 {
encapsulation ethernet-ccc;
unit 0;

}
lo0 {
unit 0 {
family inet {
address 10.255.10.1/32 {
primary;

}
}

}
}

user@T-PE1# show routing-options
autonomous-system 1;

user@T-PE1# show protocols
mpls {
interface all;
interface fxp0.0 {
disable;

}
}
bgp {
family l2vpn {
auto-discovery-mspw;

}
groupmspw {
type internal;
local-address 10.255.10.1;
neighbor 10.255.2.1;

}
}
ospf {
area 0.0.0.0 {
interface all;
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interface fxp0.0 {
disable;

}
interface lo0.0;

}
}
ldp {
interface all;
interface fxp0.0 {
disable;

}
interface lo0.0;

}

user@T-PE1# show routing-instances
ms-pw {
instance-type l2vpn;
interface ge-3/1/2.0;
route-distinguisher 10.10.10.10:15;
l2vpn-id l2vpn-id:100:15;
vrf-target target:100:115;
protocols {
l2vpn {
site CE1 {
source-attachment-identifier 800:800:800;
interface ge-3/1/2.0 {
target-attachment-identifier 700:700:700;

}
}
pseudowire-status-tlv;
oam {
bfd-liveness-detection {
minimum-interval 300;

}
}

}
}

}

S-PE1 (RR 1) user@S-PE1# show interfaces
ge-1/3/1 {
unit 0 {
family inet {
address 192.0.2.9/24;

}
family mpls;

}
}
ge-1/3/2 {
unit 0 {
family inet {
address 192.0.2.22/24;

}
family mpls;

}
}
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lo0 {
unit 0 {
family inet {
address 10.255.2.1/32 {
primary;

}
}

}
}

user@T-PE1# show routing-options
autonomous-system 1;

user@S-PE1# show protocols
mpls {
interface all;
interface fxp0.0 {
disable;

}
}
bgp {
family l2vpn {
auto-discovery-mspw;

}
group to_T-PE1 {
type internal;
local-address 10.255.2.1;
export next-hop-self;
neighbor 10.255.10.1;

}
group to_S-PE2 {
type external;
local-address 10.255.2.1;
peer-as 2;
neighbor 10.255.3.1 {
multihop {
ttl 1;

}
}

}
}
ospf {
area 0.0.0.0 {
interface lo0.0 {
passive;

}
interface all;
interface fxp0.0 {
disable;

}
}

}
ldp {
interface all;
interface fxp0.0 {
disable;
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}
interface lo0.0;

}

user@T-PE1# show policy-options
policy-statement next-hop-self {
then {
next-hop self;

}
}

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

• Verifying the Routes on page 474

• Verifying the LDP Database on page 477

• Checking the MS-PWConnections on T-PE1 on page 478

• Checking the MS-PWConnections on S-PE1 on page 481

• Checking the MS-PWConnections on S-PE2 on page 484

• Checking the MS-PWConnections on T-PE2 on page 487

Verifying the Routes

Purpose Verify that the expected routes are learned.

Action From operational mode, run the show route command for the bgp.l2vpn.1, ldp.l2vpn.1,

mpls.0, andms-pw.l2vpn.1 routing tables.

From operational mode, run the show route table bgp.l2vpn.1 command.

user@T-PE1> show route table bgp.l2vpn.1
bgp.l2vpn.1: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

10.10.10.10:15:700:0.0.2.188:700/160 AD2
                   *[BGP/170] 16:13:11, localpref 100, from 10.255.2.1
                      AS path: 2 I, validation-state: unverified
                    > to 203.0.113.2 via ge-3/1/0.0, Push 300016

From operational mode, run the show route table ldp.l2vpn.1 command.

user@T-PE1> show route table ldp.l2vpn.1
ldp.l2vpn.1: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

10.255.2.1:CtrlWord:5:100:15:700:0.0.2.188:700:800:0.0.3.32:800/304 PW2
                   *[LDP/9] 16:21:27
                      Discard
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From operational mode, run the show route tablempls.0 command.

user@T-PE1> show route tablempls.0
mpls.0: 12 destinations, 12 routes (12 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

0                  *[MPLS/0] 1w6d 00:28:26, metric 1
                      Receive
1                  *[MPLS/0] 1w6d 00:28:26, metric 1
                      Receive
2                  *[MPLS/0] 1w6d 00:28:26, metric 1
                      Receive
13                 *[MPLS/0] 1w6d 00:28:26, metric 1
                      Receive
299920             *[LDP/9] 1w5d 01:26:08, metric 1
                    > to 203.0.113.2 via ge-3/1/0.0, Pop      
299920(S=0)        *[LDP/9] 1w5d 01:26:08, metric 1
                    > to 203.0.113.2 via ge-3/1/0.0, Pop      
299936             *[LDP/9] 1w5d 01:26:08, metric 1
                    > to 203.0.113.2 via ge-3/1/0.0, Swap 300016
300096             *[LDP/9] 16:22:35, metric 1
                    > to 203.0.113.2 via ge-3/1/0.0, Swap 300128
300112             *[LDP/9] 16:22:35, metric 1
                    > to 203.0.113.2 via ge-3/1/0.0, Swap 300144
300128             *[LDP/9] 16:22:35, metric 1
                    > to 203.0.113.2 via ge-3/1/0.0, Swap 300160
300144             *[L2VPN/7] 16:22:33
                    > via ge-3/1/2.0, Pop       Offset: 4
ge-3/1/2.0         *[L2VPN/7] 16:22:33, metric2 1
                    > to 203.0.113.2 via ge-3/1/0.0, Push 300176, Push 300016(top)
 Offset: 252

From operational mode, run the show route tablems-pw.l2vpn.1 command.

user@T-PE1> show route tablems-pw.l2vpn.1
ms-pw.l2vpn.1: 4 destinations, 4 routes (4 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

10.10.10.10:15:700:0.0.2.188:700/160 AD2           
                   *[BGP/170] 16:23:27, localpref 100, from 10.255.2.1
                      AS path: 2 I, validation-state: unverified
                    > to 203.0.113.2 via ge-3/1/0.0, Push 300016
10.10.10.10:15:800:0.0.3.32:800/160 AD2           
                   *[L2VPN/170] 1w5d 23:25:19, metric2 1
                      Indirect
10.255.2.1:CtrlWord:5:100:15:700:0.0.2.188:700:800:0.0.3.32:800/304 PW2         

                   *[LDP/9] 16:23:25
                      Discard
10.255.2.1:CtrlWord:5:100:15:800:0.0.3.32:800:700:0.0.2.188:700/304 PW2         

                   *[L2VPN/7] 16:23:27, metric2 1
                    > to 203.0.113.2 via ge-3/1/0.0, Push 300016

Meaning The output shows all the learned routes, including the autodiscovery (AD) routes.
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The AD2 prefix format is RD:SAII-type2, where:

• RD is the route distinguisher value.

• SAII-type2 is the type 2 source attachment identifier value.

ThePW2prefix format isNeighbor_Addr:C:PWtype:l2vpn-id:SAII-type2:TAII-type2,where:

• Neighbor_Addr is the loopback address of neighboring S-PE device.

• C indicates if Control Word (CW) is enabled or not.

• C is CtrlWord if CW is set.

• C is NoCtrlWord if CW is not set.

• PWtype indicates the type of the pseudowire.

• PWtype is 4 if it is in Ethernet taggedmode.

• PWtype is 5 if it is Ethernet only.

• l2vpn-id is the Layer 2 VPN ID for the MS-PW routing instance.

• SAII-type2 is the type 2 source attachment identifier value.

• TAII-type2 is the type 2 target attachment identifier value.
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Verifying the LDP Database

Purpose Verify the MS-PW labels received by T-PE1 from S-PE1 and sent from T-PE1 to S-PE1.

Action From operational mode, run the show ldp database command.

user@T-PE1> show ldp database
Input label database, 10.255.10.1:0--10.255.2.1:0
  Label     Prefix
      3      10.255.2.1/32
 300112      10.255.3.1/32
 300128      10.255.4.1/32
 299968      10.255.10.1/32
 299904      10.255.13.1/32
 300144      10.255.14.1/32
300176 FEC129CtrlWordETHERNET000a0064:0000000f000002bc:000002bc:000002bc
00000320:00000320:00000320

Output label database, 10.255.10.1:0--10.255.2.1:0
  Label     Prefix
 299936      10.255.2.1/32
 300096      10.255.3.1/32
 300112      10.255.4.1/32
      3      10.255.10.1/32
 299920      10.255.13.1/32
 300128      10.255.14.1/32
300144 FEC129 CtrlWord ETHERNET 000a0064:0000000f
00000320:00000320:00000320 000002bc:000002bc:000002bc

Input label database, 10.255.10.1:0--10.255.13.1:0
  Label     Prefix
 300016      10.255.2.1/32
 300128      10.255.3.1/32
 300144      10.255.4.1/32
 300080      10.255.10.1/32
      3      10.255.13.1/32
 300160      10.255.14.1/32

Output label database, 10.255.10.1:0--10.255.13.1:0
  Label     Prefix
 299936      10.255.2.1/32
 300096      10.255.3.1/32
 300112      10.255.4.1/32
      3      10.255.10.1/32
 299920      10.255.13.1/32
 300128      10.255.14.1/32

Meaning The labels with FEC129 prefix are related to the MS-PW.
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Checking theMS-PWConnections on T-PE1

Purpose Make sure that all of the FEC 129 MS-PW connections come up correctly.
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Action From operational mode, run the show l2vpn connections extensive command.

user@T-PE1> show l2vpn connections extensive
Layer-2 VPN connections:

Legend for connection status (St)   
EI -- encapsulation invalid      NC -- interface encapsulation not CCC/TCC/VPLS
EM -- encapsulation mismatch     WE -- interface and instance encaps not same
VC-Dn -- Virtual circuit down    NP -- interface hardware not present 
CM -- control-word mismatch      -> -- only outbound connection is up
CN -- circuit not provisioned    <- -- only inbound connection is up
OR -- out of range               Up -- operational
OL -- no outgoing label          Dn -- down                      
LD -- local site signaled down   CF -- call admission control failure      
RD -- remote site signaled down  SC -- local and remote site ID collision
LN -- local site not designated  LM -- local site ID not minimum designated
RN -- remote site not designated RM -- remote site ID not minimum designated
XX -- unknown connection status  IL -- no incoming label
MM -- MTU mismatch               MI -- Mesh-Group ID not available
BK -- Backup connection          ST -- Standby connection
PF -- Profile parse failure      PB -- Profile busy
RS -- remote site standby        SN -- Static Neighbor
LB -- Local site not best-site   RB -- Remote site not best-site
VM -- VLAN ID mismatch

Legend for interface status 
Up -- operational           
Dn -- down

Instance: ms-pw
  L2vpn-id: 100:15
    Number of local interfaces: 1
    Number of local interfaces up: 1
    ge-3/1/2.0         
  Local source-attachment-id: 800:0.0.3.32:800 (CE1)
    Target-attachment-id      Type  St     Time last up          # Up trans
    700:0.0.2.188:700         rmt   Up     Sep 18 01:10:55 2013           1
      Remote PE: 10.255.2.1, Negotiated control-word: Yes (Null)
      Incoming label: 300048, Outgoing label: 300016
      Negotiated PW status TLV: Yes
      local PW status code: 0x00000000, Neighbor PW status code: 0x00000000
      Local interface: ge-3/1/2.0, Status: Up, Encapsulation: ETHERNET
      Pseudowire Switching Points :
        Local address          Remote address        Status
        10.255.2.1             10.255.3.1            forwarding   
        10.255.3.1             10.255.14.1           forwarding   
    Connection History:
        Sep 18 01:10:55 2013  status update timer  
        Sep 18 01:10:55 2013  PE route changed     
        Sep 18 01:10:55 2013  Out lbl Update                    300016
        Sep 18 01:10:55 2013  In lbl Update                     300048
        Sep 18 01:10:55 2013  loc intf up                   ge-3/1/2.0

Check the following fields in the output to verify thatMS-PW is established between the

T-PE devices:

• Target-attachment-id—Check if the TAI value is the SAI value of T-PE2.

• Remote PE—Check if the T-PE2 loopback address is listed.
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• Negotiated PW status TLV—Ensure that the value is Yes.

• Pseudowire Switching Points—Check if the switching points are listed from S-PE1 to

S-PE2 and from S-PE2 to T-PE2.

Meaning MS-PW is established between T-PE1 and T-PE2 in the forwarding direction.
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Checking theMS-PWConnections on S-PE1

Purpose Make sure that all of the FEC 129 MS-PW connections come up correctly for the mspw

routing instance.
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Action From operational mode, run the show l2vpn connections instance __MSPW__ extensive

command.

user@S-PE1> show l2vpn connections instance __MSPW__ extensive
Layer-2 VPN connections:

Legend for connection status (St)   
EI -- encapsulation invalid      NC -- interface encapsulation not CCC/TCC/VPLS
EM -- encapsulation mismatch     WE -- interface and instance encaps not same
VC-Dn -- Virtual circuit down    NP -- interface hardware not present 
CM -- control-word mismatch      -> -- only outbound connection is up
CN -- circuit not provisioned    <- -- only inbound connection is up
OR -- out of range               Up -- operational
OL -- no outgoing label          Dn -- down                      
LD -- local site signaled down   CF -- call admission control failure      
RD -- remote site signaled down  SC -- local and remote site ID collision
LN -- local site not designated  LM -- local site ID not minimum designated
RN -- remote site not designated RM -- remote site ID not minimum designated
XX -- unknown connection status  IL -- no incoming label
MM -- MTU mismatch               MI -- Mesh-Group ID not available
BK -- Backup connection          ST -- Standby connection
PF -- Profile parse failure      PB -- Profile busy
RS -- remote site standby        SN -- Static Neighbor
LB -- Local site not best-site   RB -- Remote site not best-site
VM -- VLAN ID mismatch

Legend for interface status 
Up -- operational           
Dn -- down

Instance: __MSPW__
  L2vpn-id: 100:15
  Local source-attachment-id: 700:0.0.2.188:700
    Target-attachment-id      Type  St     Time last up          # Up trans
    800:0.0.3.32:800          rmt   Up     Sep 18 01:17:38 2013           1
      Remote PE: 10.255.10.1, Negotiated control-word: Yes (Null), Encapsulation:
 ETHERNET
      Incoming label: 300016, Outgoing label: 300048
      Negotiated PW status TLV: Yes
      local PW status code: 0x00000000, Neighbor PW status code: 0x00000000
  Local source-attachment-id: 800:0.0.3.32:800
    Target-attachment-id      Type  St     Time last up          # Up trans
    700:0.0.2.188:700         rmt   Up     Sep 18 01:17:38 2013           1
      Remote PE: 10.255.3.1, Negotiated control-word: Yes (Null), Encapsulation:
 ETHERNET
      Incoming label: 300000, Outgoing label: 300064
      Negotiated PW status TLV: Yes
      local PW status code: 0x00000000, Neighbor PW status code: 0x00000000
      Pseudowire Switching Points :
        Local address          Remote address        Status
        10.255.3.1             10.255.14.1           forwarding 

Check the following fields in the output to verify thatMS-PW is established between the

T-PE devices:

• Target-attachment-id—Check if the TAI value is the SAI value of T-PE2.

• Remote PE—Check if the T-PE1 and S-PE2 loopback addresses are listed.
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• Negotiated PW status TLV—Ensure that the value is Yes.

• Pseudowire Switching Points—Check if the switching points are listed from S-PE2 to

T-PE2.

Meaning MS-PW is established between T-PE1 and T-PE2 in the forwarding direction.
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Checking theMS-PWConnections on S-PE2

Purpose Make sure that all of the FEC 129 MS-PW connections come up correctly for the mspw

routing instance.
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Action From operational mode, run the show l2vpn connections instance __MSPW__ extensive

command.

user@S-PE2> show l2vpn connections instance __MSPW__ extensive
Layer-2 VPN connections:

Legend for connection status (St)   
EI -- encapsulation invalid      NC -- interface encapsulation not CCC/TCC/VPLS
EM -- encapsulation mismatch     WE -- interface and instance encaps not same
VC-Dn -- Virtual circuit down    NP -- interface hardware not present 
CM -- control-word mismatch      -> -- only outbound connection is up
CN -- circuit not provisioned    <- -- only inbound connection is up
OR -- out of range               Up -- operational
OL -- no outgoing label          Dn -- down                      
LD -- local site signaled down   CF -- call admission control failure      
RD -- remote site signaled down  SC -- local and remote site ID collision
LN -- local site not designated  LM -- local site ID not minimum designated
RN -- remote site not designated RM -- remote site ID not minimum designated
XX -- unknown connection status  IL -- no incoming label
MM -- MTU mismatch               MI -- Mesh-Group ID not available
BK -- Backup connection          ST -- Standby connection
PF -- Profile parse failure      PB -- Profile busy
RS -- remote site standby        SN -- Static Neighbor
LB -- Local site not best-site   RB -- Remote site not best-site
VM -- VLAN ID mismatch

Legend for interface status 
Up -- operational           
Dn -- down

Instance: __MSPW__
  L2vpn-id: 100:15
  Local source-attachment-id: 700:0.0.2.188:700
    Target-attachment-id      Type  St     Time last up          # Up trans
    800:0.0.3.32:800          rmt   Up     Sep 18 00:58:55 2013           1
      Remote PE: 10.255.2.1, Negotiated control-word: Yes (Null), Encapsulation:
 ETHERNET
      Incoming label: 300064, Outgoing label: 300000
      Negotiated PW status TLV: Yes
      local PW status code: 0x00000000, Neighbor PW status code: 0x00000000
      Pseudowire Switching Points :
        Local address          Remote address        Status
        10.255.2.1             10.255.10.1           forwarding   
  Local source-attachment-id: 800:0.0.3.32:800
    Target-attachment-id      Type  St     Time last up          # Up trans
    700:0.0.2.188:700         rmt   Up     Sep 18 00:58:55 2013           1
      Remote PE: 10.255.14.1, Negotiated control-word: Yes (Null), Encapsulation:
 ETHERNET
      Incoming label: 300048, Outgoing label: 300112
      Negotiated PW status TLV: Yes
      local PW status code: 0x00000000, Neighbor PW status code: 0x00000000

Check the following fields in the output to verify thatMS-PW is established between the

T-PE devices:

• Target-attachment-id—Check if the TAI value is the SAI value of T-PE1.

• Remote PE—Check if the S-PE1 and T-PE2 loopback addresses are listed.
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• Negotiated PW status TLV—Ensure that the value is Yes.

• Pseudowire Switching Points—Check if the switching points are listed from S-PE1 to

T-PE1.

Meaning MS-PW is established between T-PE1 and T-PE2 in the reverse direction.
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Checking theMS-PWConnections on T-PE2

Purpose Make sure that all of the FEC 129 MS-PW connections come up correctly.
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Action From operational mode, run the show l2vpn connections extensive command.

user@T-PE2> show l2vpn connections extensive
Layer-2 VPN connections:

Legend for connection status (St)   
EI -- encapsulation invalid      NC -- interface encapsulation not CCC/TCC/VPLS
EM -- encapsulation mismatch     WE -- interface and instance encaps not same
VC-Dn -- Virtual circuit down    NP -- interface hardware not present 
CM -- control-word mismatch      -> -- only outbound connection is up
CN -- circuit not provisioned    <- -- only inbound connection is up
OR -- out of range               Up -- operational
OL -- no outgoing label          Dn -- down                      
LD -- local site signaled down   CF -- call admission control failure      
RD -- remote site signaled down  SC -- local and remote site ID collision
LN -- local site not designated  LM -- local site ID not minimum designated
RN -- remote site not designated RM -- remote site ID not minimum designated
XX -- unknown connection status  IL -- no incoming label
MM -- MTU mismatch               MI -- Mesh-Group ID not available
BK -- Backup connection          ST -- Standby connection
PF -- Profile parse failure      PB -- Profile busy
RS -- remote site standby        SN -- Static Neighbor
LB -- Local site not best-site   RB -- Remote site not best-site
VM -- VLAN ID mismatch

Legend for interface status 
Up -- operational           
Dn -- down

Instance: ms-pw
  L2vpn-id: 100:15
    Number of local interfaces: 1
    Number of local interfaces up: 1
    ge-2/0/0.0         
  Local source-attachment-id: 700:0.0.2.188:700 (CE2)
    Target-attachment-id      Type  St     Time last up          # Up trans
    800:0.0.3.32:800          rmt   Up     Sep 18 01:35:21 2013           1
      Remote PE: 10.255.3.1, Negotiated control-word: Yes (Null)
      Incoming label: 300112, Outgoing label: 300048
      Negotiated PW status TLV: Yes
      local PW status code: 0x00000000, Neighbor PW status code: 0x00000000
      Local interface: ge-2/0/0.0, Status: Up, Encapsulation: ETHERNET
      Pseudowire Switching Points :
        Local address          Remote address        Status
        10.255.3.1             10.255.2.1            forwarding   
        10.255.2.1             10.255.10.1           forwarding   
    Connection History:
        Sep 18 01:35:21 2013  status update timer  
        Sep 18 01:35:21 2013  PE route changed     
        Sep 18 01:35:21 2013  Out lbl Update                    300048
        Sep 18 01:35:21 2013  In lbl Update                     300112
        Sep 18 01:35:21 2013  loc intf up                   ge-2/0/0.0

Check the following fields in the output to verify thatMS-PW is established between the

T-PE devices:

• Target-attachment-id—Check if the TAI value is the SAI value of T-PE1.

• Remote PE—Check if the T-PE1 loopback address is listed.
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• Negotiated PW status TLV—Ensure that the value is Yes.

• Pseudowire Switching Points—Check if the switching points are listed from S-PE2 to

S-PE1 and from S-PE1 to T-PE1.

Meaning MS-PW is established between T-PE1 and T-PE2 in the reverse direction.

Troubleshooting

To troubleshoot the MS-PW connection, see:

• Ping on page 489

• Bidirectional Forwarding Detection on page 489

• Traceroute on page 490

Ping

Problem How to check the connectivity between the T-PE devices and between a T-PE device

and an intermediary device.

Solution Verify that T-PE1 can ping T-PE2. The pingmpls l2vpn fec129 command accepts SAIs

and TAIs as integers or IP addresses and also allows you to use the CE-facing interface

instead of the other parameters (instance, local-id, remote-id, remote-pe-address).

Checking Connectivity Between T-PE1 and T-PE2

user@T-PE1> pingmpls l2vpn fec129 instance FEC129-VPWS local-id 800:800:800
remote-pe-address 10.255.14.1 remote-id 700:700:700
!!!!!
--- lsping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss

user@T-PE1> pingmpls l2vpn fec129 interface ge-3/1/2
!!!!!
--- lsping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss

Checking Connectivity Between T-PE1 and S-PE2

user@T-PE1> pingmpls l2vpn fec129 interface ge-3/1/2 bottom-label-ttl 2
!!!!!
--- lsping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss

Bidirectional Forwarding Detection

Problem How to use BFD to troubleshoot the MS-PW connection from the T-PE device.

489Copyright © 2018, Juniper Networks, Inc.

Chapter 29: Configuring VPWS VPNs



Solution From operational mode, verify the show bfd session extensive command output.

user@T-PE1> show bfd session extensive

                                                  Detect   Transmit
Address                  State     Interface      Time     Interval  Multiplier
198.51.100.7                Up        ge-3/1/0.0     0.900     0.300        3   

 Client FEC129-OAM, TX interval 0.300, RX interval 0.300
 Session up time 03:12:42
 Local diagnostic None, remote diagnostic None
 Remote state Up, version 1
 Replicated 
 Session type: VCCV BFD
 Min async interval 0.300, min slow interval 1.000
 Adaptive async TX interval 0.300, RX interval 0.300
 Local min TX interval 0.300, minimum RX interval 0.300, multiplier 3
 Remote min TX interval 0.300, min RX interval 0.300, multiplier 3
 Local discriminator 19, remote discriminator 19
 Echo mode disabled/inactive
 Remote is control-plane independent
 L2vpn-id 100:15, Local-id 800:0.0.3.32:800, Remote-id 700:0.0.2.188:700
  Session ID: 0x103

1 sessions, 1 clients
Cumulative transmit rate 3.3 pps, cumulative receive rate 3.3 pps

Traceroute

Problem How to verify that MS-PWwas established.

Solution From operational mode, verify traceroute output.

user@T-PE1> traceroutempls l2vpn fec129 interface interface
Probe options: ttl 64, retries 3, exp 7

  ttl    Label  Protocol    Address          Previous Hop     Probe Status
    1           FEC129      10.255.10.1         (null)           Success

    2           FEC129      10.255.2.1       10.255.10.1         Success

    3           FEC129      10.255.3.1       10.255.2.1          Success

    4           FEC129      10.255.14.1      10.255.2.1          Egress

    Path 1 via ge-3/1/2 destination 198.51.100.0

Related
Documentation

Understanding Multisegment Pseudowire for FEC 129 on page 404•
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Configuring the FAT Flow Label for FEC 128 VPWSPseudowires for Load-Balancing
MPLS Traffic

This topic shows how to configure flow-aware transport of pseudowires (FAT) flow

labels for forwarding equivalence class (FEC) 128 virtual private wire service (VPWS)

pseudowires for load-balancing MPLS traffic.

FAT flow labels enable load-balancing of MPLS packets across equal-cost multipath

(ECMP) paths or link aggregation groups (LAGs) without the need for deep packet

inspection of the payload. FAT flow labels can be used for LDP-signaled FEC 128 and

FEC 129 pseudowires for virtual private LAN service (VPLS) and VPWS networks.

You can configure FAT flow labels to be signaled by LDP on FEC 128 VPWS pseudowires

by including the flow-label-transmit and flow-label-receive configuration statements at

the [edit protocols l2circuit neighbor neighbor-id interface interface-name] hierarchy level.

This configuration sets the T bit and R bit advertisement to 1 (the default being 0) in the

Sub-TLV field, which is one of the interface parameters of the FEC for the LDP

label-mapping message header. These statements signal the pushing and popping of

the load-balancing label to the routing peers in the control plane.

Alternatively, you can configure the following statements at the [edit protocols l2circuit

neighbor neighbor-id interface interface-name] hierarchy level:

• flow-label-transmit-static to statically push the flow label on the pseudowire packets

sent to the remote provider edge (PE) router.

• flow-label-receive-static to statically pop the flow label on the pseudowire packets

received from the remote PE router.

Before you begin:

1. Configure the device interfaces and enable MPLS on all the interfaces.

2. Configure MPLS and an LSP to the remote PE router.

3. Configure OSPF and IS-IS.

4. Configure LDP on the loopback interface and the PE interface connecting to the P

(transit) router.

To configure the FAT flow label for an FEC 128-signaled VPLS pseudowire, on the ingress

PE router:

1. Configure the neighbors for the Layer 2 circuit.

[edit protocols l2circuit]
user@PE1# set neighbor neighbor-id

All the Layer 2 circuits using a particular remote PE router designated for remote CE

routers are listed under the neighbor statement. Each neighbor is identified by its IP

address and is usually the end-point destination for the label-switched path (LSP)

tunnel transporting the Layer 2 circuit.
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2. Configure the interface for the Layer 2 circuit neighbor and a unique identifier for the

Layer 2 circuit.

[edit protocols l2circuit neighbor neighbor-id]
user@PE1# set interface interface-name virtual-circuit-id unique-l2ckt-identifier

3.

NOTE: You can only configure one of the following pairs of statements:

• flow-label-transmit and flow-label-receive or,

• flow-label-transmit-static and flow-label-receive-static

Configure the router to signal the capability to push the flow label in the transmit

direction to the remote PE router.

[edit protocols l2circuit neighbor neighbor-id interface interface-name]
user@PE1# set flow-label-transmit

4. Alternatively, configure the flow-label-transmit-static statement to statically push

the flow label on the pseudowire packets sent to the remote PE router.

[edit protocols l2circuit neighbor neighbor-id interface interface-name]
user@PE1# set flow-label-transmit-static

If the incoming pseudowire packet is not marked with the flow label, the packet is

dropped by the egress PE router.

5. Configure the router to signal thecapability topop the flow label in the receivedirection

to the remote egress PE router.

[edit protocols l2circuit neighbor neighbor-id interface interface-name]
user@PE1# set flow-label-receive

6. Alternatively, configure the flow-label-receive-static statement to pop the flow label

on the pseudowire packets received from the remote PE router.

[edit protocols l2circuit neighbor neighbor-id interface interface-name]
user@PE1# set flow-label-receive-static

The ingress PE router inserts the flow label in the pseudowire packet, irrespective of

the informationexchanged in the signalingplane. If theegressPE router cannothandle

the pseudowire packet marked with the flow label, the packet is dropped.

7. Verify and commit the configuration.

For example:

[edit protocols l2circuit]
user@PE1# show
neighbor 10.255.104.135 {
interface ge-1/0/8.0 {
virtual-circuit-id 1;
flow-label-transmit;
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flow-label-receive;
}

}

OR:

[edit protocols l2circuit]
user@PE1# show
neighbor 10.255.104.135 {
interface ge-1/0/8.0 {
virtual-circuit-id 1;
flow-label-transmit-static;
flow-label-receive-static;

}
}

8. Repeat the configuration on the remote egress PE router.

Related
Documentation

Configuring the FAT Flow Label for FEC 128 VPLS Pseudowires for Load-Balancing

MPLS Traffic on page 624

•

• Configuring the FAT Flow Label for FEC 129 VPWS Pseudowires for Load-Balancing

MPLS Traffic on page 494

• Configuring the FAT Flow Label for FEC 129 VPLS Pseudowires for Load-Balancing

MPLS Traffic on page 626

• FAT Flow Labels Overview on page 403
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Configuring the FAT Flow Label for FEC 129 VPWSPseudowires for Load-Balancing
MPLS Traffic

This topic shows how to configure flow-aware transport of pseudowires (FAT) flow

labels for forwarding equivalence class (FEC) 129 virtual private wire service (VPWS)

pseudowires.

FAT flow labels enable load-balancing of MPLS packets across equal-cost multipath

(ECMP) paths or link aggregation groups (LAGs) without the need for deep packet

inspection of the payload. FAT flow labels can be used for LDP-signaled FEC 128 and

FEC 129 pseudowires for virtual private LAN service (VPLS) and VPWS networks.

You can configure FAT flow labels to be signaled by LDP on FEC 129 VPWS pseudowires

(Layer 2 circuits) by including the flow-label-transmitand flow-label-receiveconfiguration

statements at the [edit routing-instances instance-name protocols l2vpn site name] or

the [edit routing-instances instance-name protocols l2vpn site name interface

interface-name] hierarchy level. This configuration sets the T bit and R bit advertisement

to 1 (the default being 0) in the Sub-TLV field, which is one of the interface parameters

of the FEC for the LDP label-mapping message header. These statements signal the

pushingandpoppingof the load-balancing label to the routingpeers in the control plane.

Before you begin:

1. Configure the device interfaces and enable MPLS on all core-facing interfaces.

2. Configure CCC encapsulation and the CCC address family for interfaces configured

as members of the FEC 129 VPWS instance.

3. Configure MPLS and an LSP to the remote provider edge (PE) router.

4. Configure theBGPsessionson thePEdeviceswith theBGPautodiscovery-onlyaddress

family to allow exchange of the autodiscovery routes.

5. Configure an IGP such as IS-IS or OSPF.

6. Configure LDP on the loopback interface and the core-facing interface.

7. Configure the autonomous system (AS) number.

To configure the FAT flow label for an FEC 129 VPWS pseudowire, on the ingress PE

router:

1. Configure the VPWS routing instance.

LDP listens for routes from instance.l2vpn.0 for any instance configured for FEC 129
VPWS. These routes are identified by the instance-type l2vpn statement in the routing
instance and the presence of the l2vpn-id statement.

[edit ]
user@PE1# set routing-instances instance-name instance-type l2vpn
user@PE1# set routing-instances instance-name interface interface-name
user@PE1# set routing-instances instance-name route-distinguisher (as-number:x:y
| ip-address:id)

user@PE1#set routing-instances instance-name l2vpn-id(as-number:x:y | ip-address:id)
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user@PE1# set routing-instances instance-name vrf-target community
user@PE1# set routing-instances instance-name protocols l2vpn site site-name
source-attachment-identifier identifier

user@PE1# set routing-instances instance-name protocols l2vpn site site-name
interface interface-name target-attachment-identifier identifier

Because VPWS is a point-to-point service, FEC 129 VPWS routing instances are

configured as instance-type l2vpn. As with FEC 129 VPLS, FEC 129 VPWS uses the

l2vpn-id statement todefine theLayer2VPNofwhich the routing instance isamember.

Thepresenceof the l2vpn-id statementdesignates that FEC 129LDP-signaling is used

for the routing instance.

2. Configure the device to signal the capability to push the flow label in the transmit

direction to the remote PE router.

[edit routing-instances instance-name protocols l2vpn site name interface
interface-name]

user@PE1# set flow-label-transmit

3. Configure thedevice tosignal thecapability topop the flow label in the receivedirection

to the remote PE router.

[edit routing-instances instance-name protocols l2vpn site name interface
interface-name]

user@PE1# set flow-label-receive

4. Alternatively, configure the flow-label-transmit and flow-label-receive statements

directlywithin the site.When configuredwithin the site, the definedparameters affect

any pseudowire originating from that site. When configured under an interface within

the site, the defined parameters affect that single specific pseudowire. This enables

you tomanipulate theparameters across all pseudowires associatedwith aparticular

local site in one place in the configuration.

[edit routing-instances instance-name protocols l2vpn site name ]
user@PE1# set flow-label-receive
user@PE1# set flow-label-transmit

5. Verify and commit the configuration.

For example:

[edit routing-instances FEC129-VPWS]
user@PE1# show
instance-type l2vpn;
interface ge-0/0/1.600;
route-distinguisher 10.255.255.1:100;
l2vpn-id l2vpn-id:100:100;
vrf-target target:100:100;
protocols {
l2vpn {
site ONE {
source-attachment-identifier 1;
interface ge-0/0/1.600 {
target-attachment-identifier 2;
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flow-label-transmit; <<< Applicable only to the pseudowire specific to the
interface >>>

flow-label-receive;
}

}
site TWO {
source-attachment-identifier 3;
flow-label-transmit; <<< Applicable to all pseudowires within the site >>>
flow-label-receive;
interface ge-0/0/2.600 {
target-attachment-identifier 1;

}
interface ge-0/0/2.601 {
target-attachment-identifier 4;

}
}

}
}

6. Repeat the configuration on the remote egress PE router.

Related
Documentation

• Configuring the FAT Flow Label for FEC 128 VPWS Pseudowires for Load-Balancing

MPLS Traffic on page 491

• Configuring the FAT Flow Label for FEC 128 VPLS Pseudowires for Load-Balancing

MPLS Traffic on page 624

• Configuring the FAT Flow Label for FEC 129 VPLS Pseudowires for Load-Balancing

MPLS Traffic on page 626

• FAT Flow Labels Overview on page 403
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PART 7

Configuring VPLS

• Overview on page 499

• VPLS Configuration Overview on page 503

• Configuring Signaling Protocols for VPLS on page 505

• Assigning Routing Instances to VPLS on page 547

• Associating Interfaces with VPLS on page 597

• Configuring Pseudowires on page 607

• Configuring Multihoming on page 703

• Configuring Point-to-Multipoint LSPs on page 809

• Configuring Inter-AS VPLS and IRB VPLS on page 869

• Configuring Load Balancing and Performance on page 899

• Configuring Class of Service and Firewall Filters in VPLS on page 971

• Monitoring and Tracing VPLS on page 989
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CHAPTER 30

Overview

• Introduction to VPLS on page 499

• Supported VPLS Standards on page 500

• Supported Platforms and PICs on page 500

Introduction to VPLS

VPLS is an Ethernet-based point-to-multipoint Layer 2 VPN. It allows you to connect

geographically dispersed Ethernet local area networks (LAN) sites to each other across

an MPLS backbone. For customers who implement VPLS, all sites appear to be in the

same Ethernet LAN even though traffic travels across the service provider's network.

NOTE: In ACX Series routers, VPLS configuration is supported only on
ACX5048 and ACX5096 routers.

VPLS, in its implementation and configuration, hasmuch in commonwith a Layer 2 VPN.

In VPLS, a packet originating within a service provider customer’s network is sent first to

a customer edge (CE) device (for example, a router or Ethernet switch). It is then sent

to a provider edge (PE) routerwithin the service provider’s network. The packet traverses

the service provider’s network over a MPLS label-switched path (LSP). It arrives at the

egress PE router, which then forwards the traffic to the CE device at the destination

customer site.

NOTE: In theVPLSdocumentation, theword router in termssuchasPE router
is used to refer to any device that provides routing functions.

The difference is that for VPLS, packets can traverse the service provider’s network in

point-to-multipoint fashion, meaning that a packet originating from a CE device can be

broadcast to all the PE routers participating in a VPLS routing instance. In contrast, a

Layer 2 VPN forwards packets in point-to-point fashion only.

ThepathscarryingVPLStrafficbetweeneachPE routerparticipating ina routing instance

are called pseudowires. The pseudowires are signaled using either BGP or LDP.
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Supported VPLS Standards

Junos OS substantially supports the following Internet RFCs and draft, which define

standards for virtual private LAN service (VPLS).

• RFC4761,Virtual Private LANService (VPLS)UsingBGP forAuto-Discovery andSignaling

• RFC 4762, Virtual Private LAN Service (VPLS) Using Label Distribution Protocol (LDP)

Signaling

FEC 128, FEC 129, control bit0, theEthernetpseudowire type0x0005, and theEthernet

taggedmode pseudowire type 0x0004 are supported.

• RFC6391,Flow-AwareTransport ofPseudowiresover anMPLSPacketSwitchedNetwork

• RFC 6790, The Use of Entropy Labels in MPLS Forwarding

• Internet draft draft-kompella-l2vpn-vpls-multihoming,Multi-homing in BGP-based

Virtual Private LAN Service

Related
Documentation

Supported Carrier-of-Carriers and Interprovider VPN Standards•

• Supported VPWS Standards on page 402

• Supported Layer 2 VPN Standards on page 121

• Supported Layer 3 VPN Standards

• Supported Multicast VPN Standards

• Accessing Standards Documents on the Internet

Supported Platforms and PICs

Virtual private LAN service (VPLS) is supported on all M Series routers except the M160.

VPLS is supported on all MX Series and T Series routers.

VPLS is supported on the following SRX Services Gateways for the branch:

• SRX100

• SRX210

• SRX240

• SRX650

VPLS is supported on the following PICs:

• All ATM2 IQ PICs

• 4-port Fast Ethernet PIC with 10/100 Base-TX interfaces PIC

• 1-port, 2-port, and 10-port Gigabit Ethernet PICs
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• 1-port, 2-port, and 4-port Gigabit Ethernet PICs with SFP

• 1-port 10-Gigabit Ethernet PIC

• 1-port and 2-port Gigabit Ethernet Intelligent Queuing (IQ) PICs

• 4-port and 8-port Gigabit Ethernet IQ2 PICs with SFP

• 1-port 10-Gigabit Ethernet IQ2 PIC with XFP

• 4-port, quad-wide Gigabit Ethernet PIC

• 10-port 10-Gigabit OSE PIC
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CHAPTER 31

VPLS Configuration Overview

• Introduction to Configuring VPLS on page 503

• Configuring an Ethernet Switch as the CE Device for VPLS on page 504

Introduction to Configuring VPLS

Virtual private LAN service (VPLS) allows you to provide a point-to-multipoint LAN

between a set of sites in a virtual private network (VPN).

NOTE: In ACX Series routers, VPLS configuration is supported only on
ACX5048 and ACX5096 routers.

To configure VPLS functionality, you must enable VPLS support on the provider edge

(PE) router. Youmust also configure PE routers to distribute routing information to the

other PE routers in the VPLS and configure the circuits between the PE routers and the

customer edge (CE) routers.

NOTE: In theVPLSdocumentation, theword router in termssuchasPE router
is used to refer to any device that provides routing functions.

Each VPLS is configured under a routing instance of type vpls. A vpls routing instance

can transparently carry Ethernet traffic across the service provider’s network. As with

other routing instances, all logical interfaces belonging to a VPLS routing instance are

listed under that instance.

In addition to VPLS routing instance configuration, youmust configure MPLS

label-switched paths (LSPs) between the PE routers, IBGP sessions between the PE

routers, and an interior gateway protocol (IGP) on the PE and provider (P) routers.

By default, VPLS is disabled.

Many configuration procedures for VPLS are identical to the procedures for Layer 2 VPNs

and Layer 3 VPNs.
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Configuring an Ethernet Switch as the CE Device for VPLS

For VPLS configurations, the CE device does not necessarily need to be a router. You can

link the PE routers directly to Ethernet switches. However, there are a few configuration

issues to be aware of:

• When you configure VPLS routing instances and establish two or more connections

between a CE Ethernet switch and a PE router, you must enable the Spanning Tree

Protocol (STP) on the switch to prevent loops.

• The Junos OS allows standard Bridge Protocol Data Unit (BPDU) frames to pass

through emulated Layer 2 connections, such as those configured with Layer 2 VPNs,

Layer 2 circuits, and VPLS instances. However, CE Ethernet switches that generate

proprietaryBPDU framesmight not beable to runSTPacross JuniperNetworks routing

platforms configured for these emulated Layer 2 connections.

NOTE: In theVPLSdocumentation, theword router in termssuchasPE router
is used to refer to any device that provides routing functions.
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CHAPTER 32

Configuring Signaling Protocols for VPLS

• VPLS Routing and Virtual Ports on page 505

• BGP Signaling for VPLS PE Routers Overview on page 507

• Control Word for BGP VPLS Overview on page 508

• Configuring a Control Word for BGP VPLS on page 509

• BGP Route Reflectors for VPLS on page 510

• Interoperability Between BGP Signaling and LDP Signaling in VPLS on page 512

• Configuring Interoperability Between BGP Signaling and LDP Signaling in

VPLS on page 514

• Example: VPLS Configuration (BGP Signaling) on page 519

• Example: VPLS Configuration (BGP and LDP Interworking) on page 530

VPLS Routing and Virtual Ports

Because VPLS carries Ethernet traffic across a service provider network, it must mimic

an Ethernet network in some ways. When a PE router configured with a VPLS routing

instance receives a packet from a CE device, it first determines whether it has the

destination of the VPLS packet in the appropriate routing table. If it does, it forwards the

packet to the appropriate PE router or CE device. If it does not, it broadcasts the packet

to all other PE routers and CE devices that are members of that VPLS routing instance.

In both cases, the CE device receiving the packetmust be different from the one sending

the packet.

NOTE: In the VPLS documentation, the term router is used to refer to any
device that provides routing functions.

When a PE router receives a packet from another PE router, it first determines whether

it has the destination of the VPLS packet in the appropriate routing table. If it does, the

PE router either forwards the packet or drops it depending on whether the destination is

a local or remote CE device:

• If the destination is a local CE device, the PE router forwards the packet to it.

• If the destination is a remoteCEdevice (connected to another PE router), thePE router

discards the packet.
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If thePE router cannot determine thedestinationof theVPLSpacket, it floods thepacket

to all attached CE devices.

This process is illustrated in Figure 51 on page 506.

Figure 51: Flooding a Packet with an Unknown Destination to All PE
Routers in the VPLS Instance

VPLS can be directly connected to an Ethernet switch. Layer 2 information gathered by

an Ethernet switch (for example, media access control [MAC] addresses and interface

ports) is included in the VPLS routing instance table. However, instead of all VPLS

interfacesbeingphysical switchports, the router allows remote traffic for aVPLS instance

to be delivered across anMPLSLSPandarrive on a virtual port. The virtual port emulates

a local, physical port. Traffic can be learned, forwarded, or flooded to the virtual port in

almost the same way as traffic is sent to a local port.

The VPLS routing table learns MAC address and interface information for both physical

and virtual ports. Themain difference between a physical port and a virtual port is that

the router captures additional information from the virtual port, an outgoing MPLS label

used to reach the remote site and an incomingMPLS label for VPLS traffic received from

the remote site. The virtual port is generated dynamically on a Tunnel Services Physical

Interface Card (PIC) when you configure VPLS on the router.

You can also configure VPLS without a Tunnel Services PIC. To do so, you use a

label-switched interface (LSI) to provide VPLS functionality. An LSI MPLS label is used

as the inner label for VPLS. This labelmaps to a VPLS routing instance. On the PE router,

the LSI label is stripped and thenmapped to a logical LSI interface. The Layer 2 Ethernet

frame is then forwarded using the LSI interface to the correct VPLS routing instance.

One restrictionon floodingbehavior inVPLS is that traffic received fromremotePE routers

is never forwarded to other PE routers. This restriction helps prevent loops in the core

network. However, if a CE Ethernet switch has two or more connections to the same PE

router, you must enable the Spanning Tree Protocol (STP) on the CE switch to prevent

loops. STP is supported on MX Series routers and EX Series switches only.
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The JunosOSallows standard BridgeProtocol DataUnit (BPDU) frames to pass through

emulated Layer 2 connections, such as those configured with Layer 2 VPNs, Layer 2

circuits, and VPLS routing instances. However, CE Ethernet switches that generate

proprietary BPDU framesmight not be able to run STP across Juniper Networks routing

platforms configured for these emulated Layer 2 connections.

NOTE: Under certain circumstances, VPLS provider routers might duplicate
an Internet Control Message Protocol (ICMP) reply from a CE router when a
PE router has to floodan ICMPrequestbecause thedestinationMACaddress
has not yet been learned. The duplicate ICMP reply can be triggered when a
CE router with promiscuousmode enabled is connected to a PE router. The
PE router automatically floods the promiscuousmode–enabled CE router,
which then returns the ICMP request to the VPLS provider routers. The VPLS
provider routers consider the ICMP request to be new and flood the request
again, creating a duplicate ping reply.

BGP Signaling for VPLS PE Routers Overview

BGP can autonomously signal pseudowires between the PE routers participating in the

samevirtual privateLANservice (VPLS)network.AsPE routersareadded toand removed

from the VPLS network, BGP can signal pseudowires to new PE routers and tear down

old pseudowires to old PE routers. Each PE router only needs to be configured with the

identity of theVPLS routing instance. EachPE router does not need to be configuredwith

the identitiesof all of thePE routers thatareormightbecomeapart of theVPLSnetwork.

NOTE: In theVPLSdocumentation, theword router in termssuchasPE router
is used to refer to any device that provides routing functions.

When you configure BGP for signaling in a VPLS network, customer sites can be either

single-homed toasinglePE routerormultihomed to twoormorePE routers.Multihoming

provides redundancy for the connection between the customer site and the service

provider’s network.

You can either configure all of the PE routers in the VPLS network as a full mesh or you

can use BGP route reflectors. For full mesh configurations, each PE router needs to be

able to create a bidirectional pseudowire to each of the other PE routers participating in

the VPLS network.

Related
Documentation

VPLSMultihoming Overview on page 703•

• VPLS Path Selection Process for PE Routers on page 177
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ControlWord for BGP VPLSOverview

In a BGPVPLSnetwork, transit routersmust determine the payload for hash calculations

for load balancing. While parsing an MPLS encapsulated packet for hashing, a transit

router can incorrectly calculate an Ethernet payload as an IPv4 or IPv6 payload if the

first nibble of the destination address MAC is 0x4 or 0x6, respectively. This false positive

can cause out-of-order packet delivery over a pseudowire. This issue can be avoided by

configuring a BGP VPLS edge (VE) router to request that other BGP VE routers insert a

control word between the label stack and the MPLS payload.

By inserting a control word between the label stack and the Layer 2 header of a packet

traversing a VPLS, the first nibble of the destination address MAC can be ensured to be

0, thus preventing the packet from being identified as an IPv4 or IPv6 packet. All VE

routers should want incoming packets to contain control words.

BGP is used tonegotiate the support for controlwordsbetweenVE routers. Youconfigure

a VE router with the control-word (BGP VPLS) parameter to indicate the preference to

receive packets with the control word. By setting the control word, the VE router expects

thatall framesmarkedwitha label fromtheVPLScontain thecontrolword.When remote

VE routers advertise their NLRI, if the control word is set on them as well, both ends of

the pseudowire have control-word support and the control word is expected in packets

arriving at the VE routers in both directions.

If a VE router doesn’t have the control word set, a VE router that does have a control

word set will act as if the VE router without the control word can neither send nor accept

BGP VPLS packets with a control word included.

Related
Documentation

Configuring a Control Word for BGP VPLS on page 509•

• control-word (BGP VPLS) on page 1138
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Configuring a ControlWord for BGP VPLS

In a BGPVPLSnetwork, transit routersmust determine the payload for hash calculations

for load balancing. While parsing an MPLS encapsulated packet for hashing, a transit

router can incorrectly calculate an Ethernet payload as an IPv4 or IPv6 payload if the

first nibble of the destination address MAC is 0x4 or 0x6, respectively. This false positive

can cause out-of-order packet delivery over a pseudowire. This issue can be avoided by

configuring a BGP VPLS PE router to request that other BGP VPLS edge (VE) routers

insert a control word between the label stack and the MPLS payload.

WARNING: If you attempt to set a control word in a VPLS network that
contains a VE router that does not support a control word, the pseudowire
will not come up. To ensure that the pseudowire comes up, be sure that all
VE routers in the VPLS network support the presence of a control word.

Before configuring support for a control word in a BGP VPLS network, ensure that the

router meets the following requirements:

• MX Series router running Junos OS Release 14.1 or later and containing one of the

following Flexible PIC Concentrators: ADPC, NPC, or I-Chip

OR

• M320 router running Junos OS Release 14.1 or later and containing either the I-Chip or

the Trio

To configure a VE router to expect a control word between the label stack and theMPLS

payload:

1. At the [edit routing-instances] hierarchy level in configurationmode, set control-word

for the VPLS protocol for the specified routing instance.

[edit routing-instances]
user@host# set routing-instance-name protocols vpls control-word

For example:

[edit routing-instances]
user@host# set vpls1 protocols vpls control-word

2. If you are setting control-word on a Trio-based MPC on an MX Series router, set

no-ether-pseudowire to omit the IP payload over the Ethernet pseudowire from the

hash key.

[edit forwarding-options]
user@host# set enhanced-hash-key family mpls no-ether-pseudowire

3. Verify the configuration.

[edit routing-instances]
user@host# show
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vpls1 {
    protocols {
        vpls {
            control-word;
        }
    }
}

[edit forwarding-options]
user@host# show
enhanced-hash-key {
    family mpls {
        no-ether-pseudowire;
    }
}

4. Repeat the configuration on each VE router in the BGP VPLS network.

5. Run show vpls connections instance routing-instance-name extensive to verify the

presence of a control word for the pseudowire.

For example:

user@host# show vpls connections instance vpls1 extensive
Layer-2 VPN connections:

Legend for connection status (St)   
EI -- encapsulation invalid      NC -- interface encapsulation not CCC/TCC/VPLS
...
PF -- Profile parse failure      PB -- Profile busy

Legend for interface status 
Up -- operational           
Dn -- down

Instance: vpls1
...
    connection-site           Type  St     Time last up          # Up trans
    1                         rmt   Up     May 21 10:08:34 2013           2

Remote PE: 192.0.2.0, Negotiated control-word: Yes

Related
Documentation

Control Word for BGP VPLS Overview on page 508•

• control-word (BGP VPLS) on page 1138

• no-control-word (BGP VPLS) on page 1226

BGP Route Reflectors for VPLS

In large networks, it might be necessary to configure BGP route reflectors to reduce the

control plane workload for the routers participating in the VPLS network. BGP route

reflectors can help to reduce the workload of the network control plane in the following

ways.

• Making it unnecessary to configure all of the VPLS PE routers in a full mesh.
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• Limiting the total volume of BGP VPLSmessages exchanged within the network by

transmitting messages to interested routers only (instead of all of the BGP routers in

the network)

• Reducing the network signaling load whenever another BGP router is added to or

removed from the network

The basic solution to these problems is to deploy a small group of BGP route reflectors

that are in a full mesh with one another. Each of the VPLS PE routers is configured to

have a BGP session with one or more of the route reflectors, making it unnecessary to

maintain a full mesh of BGP sessions between all of the PE routers.

NOTE: In theVPLSdocumentation, theword router in termssuchasPE router
is used to refer to any device that provides routing functions.

This typeof configurationonly affects thecontrol planeof theVPLSnetwork (how routers

signal and tear down pseudowires to one another in the network). The actual data plane

state and forwarding paths for the VPLS traffic are not modified by the route reflectors.

Effectively, theVPLSpseudowiresshould take thesamepathsacross thenetworkwhether

or not you have configured route reflectors. For a description of how VPLS selects the

best path to a PE router, see “VPLS Path Selection Process for PE Routers” on page 177.

The MAC addresses themselves are not exchanged or processed in any way by BGP.

Each VPLS PE router performs all MAC address learning and aging individually. BGP's

only function relative to VPLS is to exchangemessages related to automatic discovery

of PE routers being added to and removed from the VPLS network and the MPLS label

exchange needed to signal a pseudowire from one PE router to another.

Related
Documentation

VPLS Path Selection Process for PE Routers on page 177•

• Example: Configuring a Route Reflector

• Example: NG-VPLS Using Point-to-Multipoint LSPs on page 815

• Example: Next-Generation VPLS for Multicast with Multihoming on page 788
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Interoperability Between BGP Signaling and LDP Signaling in VPLS

You can configure a VPLS routing instance where some of the PE routers use BGP for

signaling and some use LDP for signaling.

NOTE: In theVPLSdocumentation, theword router in termssuchasPE router
is used to refer to any device that provides routing functions.

The following concepts form the basis of the configuration needed to include both

BGP-signaled and LDP-signaled PE routers in a VPLS routing instance:

• PE router mesh group—Consists of a set of routers participating in a VPLS routing

instance that share the same signaling protocol, either BGP or LDP, and are also fully

meshed. Each VPLS routing instance can have just one BGPmesh group. However,

you can configure multiple LDPmesh groups for each routing instance.

• Border router—A PE router that must be reachable by all of the other PE routers

participating inaVPLSrouting instance,whether theyareLDP-signaledorBGP-signaled.

Bidirectional pseudowires are created between the border router and all of these PE

routers.Theborder router isawareof thecompositionofeachPEmeshgroupconfigured

as a part of the VPLS routing instance. It can also have direct connections to local CE

routers, allowing it to act as a typical PE router in a VPLS routing instance.

The following sections describe how the LDP-signaled and BGP-signaled PE routers

function when configured to interoperate within a VPLS routing instance:

• LDP-Signaled and BGP-Signaled PE Router Topology on page 512

• Flooding Unknown Packets Across Mesh Groups on page 514

• Unicast Packet Forwarding on page 514

LDP-Signaled and BGP-Signaled PE Router Topology

Figure 52 on page 513 illustrates a topology for a VPLS routing instance configured to

support both BGP and LDP signaling. Router B is the border router. Routers PE1 and PE2

are in the LDP-signaledmesh group LDP-1. Routers PE3, PE4, and PE5 are in the

LDP-signaledmeshgroupLDP-2. Routers PE6, PE7, PE8, and router B (theborder router)

are in the BGP-signaledmesh group. The border router also acts as a standard VPLS PE

router (having local connections to CE routers). All of the PE routers shown are within

the same VPLS routing instance.
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Figure 52: BGP and LDP Signaling for a VPLS Routing Instance

Two-way pseudowires are established between the PE routers in eachmesh group and

between each PE router in the VPLS routing instance and the border router. In

Figure 52 on page 513, two-way pseudowires are established between routers PE1 and

PE2 in mesh group LDP-1, routers PE3, PE4, and PE5 in mesh group LDP-2, and routers

PE6,PE7,andPE8 in theBGPmeshgroup.RoutersPE1 throughPE8alsoall have two-way

pseudowires to the Border router. Based on this topology, the LDP-signaled routers are

able to interoperate with the BGP-signaled routers. Both the LDP-signaled and

BGP-signaled PE routers can logically function within a single VPLS routing instance.

NOTE: The following features are not supported for VPLS routing instances
configured with both BGP and LDP signaling:

• Point-to-multipoint LSPs

• Integrated routing and bridging

• IGMP snooping
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Flooding Unknown Packets Across Mesh Groups

Broadcast, multicast, and unicast packets of unknown origin received from a PE router

are flooded to all local CE routers. They are also flooded to all of the PE routers in the

VPLS routing instance except the PE routers that are a part of the originating PE router

mesh group.

For example, if amulticastpacket is receivedby theborder router in Figure52onpage513,

it is flooded to the two local CE routers. It is also flooded to routers PE1 and PE2 in the

LDP-1 mesh group and to routers PE3, PE4, and PE5 in the LDP-2mesh group. However,

the packet is not flooded to routers PE6, PE7, and PE8 in the BGPmesh group.

Unicast Packet Forwarding

The PE border router is made aware of the composition of each PE router mesh group.

From the data plane, each PE router mesh group is viewed as a virtual pseudowire LAN.

Theborder router is configured to interconnectall of thePE routermeshgroupsbelonging

to a single VPLS routing instance. To interconnect the mesh groups, a commonMAC

table is created on the border router.

Unicast packets originatingwithin amesh group are dropped if the destination is another

PE router within the samemesh group. However, if the destination MAC address of the

unicast packet is a PE router located in a different mesh group, the packet is forwarded

to that PE router.

Configuring Interoperability Between BGP Signaling and LDP Signaling in VPLS

A single VPLS routing instance can encompass one set of PE routers that use BGP for

signaling and another set of PE routers that use LDP for signaling. Within each set, all of

the PE routers are fully meshed in both the control and data planes and have a

bidirectionalpseudowire toeachof theother routers in theset.However, theBGP-signaled

routers cannot be directly connected to the LDP-signaled routers. To be able to manage

the two separate sets of PE routers in a single VPLS routing instance, a border PE router

must be configured to interconnect the two sets of routers.

The VPLS RFCs and Internet drafts require that all of the PE routers participating in a

singleVPLS routing instancemust be fullymeshed in the data plane. In the control plane,

each fullymeshed set of PE routers in a VPLS routing instance is called a PE routermesh

group. The border PE router must be reachable by and have bidirectional pseudowires

toall of thePE routers thatareapart of theVPLS routing instance, both theLDP-signaled

and BGP-signaled routers.

NOTE: In theVPLSdocumentation, theword router in termssuchasPE router
is used to refer to any device that provides routing functions.

For LDP BGP interworking to function, LDP-signaled routers can be configured with

forwarding equivalence class (FEC) 128 or FEC 129.
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The following sections describe how to configure BGP LDP interworking for VPLS:

• LDP BGP Interworking Platform Support on page 515

• Configuring FEC 128 VPLSMesh Groups for LDP BGP Interworking on page 515

• Configuring FEC 129 VPLSMesh Groups for LDP BGP Interworking on page 516

• Configuring Switching Between Pseudowires Using VPLSMesh Groups on page 516

• Configuring Integrated Routing and Bridging Support for LDP BGP Interworking with

VPLS on page 517

• Configuring Inter-AS VPLS with MAC Processing at the ASBR on page 517

LDP BGP Interworking Platform Support

LDPBGP interworking is supportedon the following JuniperNetworks routers and routing

platforms:

• ACX5048

• ACX5096

• M7i

• M10i

• M40e

• M120

• M320

• MX Series routers

• T Series routers

• TXMatrix routers

• EX Series switches

Configuring FEC 128 VPLSMesh Groups for LDP BGP Interworking

To configure FEC 128 LDPBGP interworking for VPLS, include themesh-group statement

in the VPLS routing instance configuration of the PE border router:

mesh-groupmesh-group-name {
local-switching;
mac-flush [ explicit-mac-flush-message-options ];
neighbor address;
peer-as all;
vpls-id number;

}

You can include this statement at the following hierarchy levels:

• [edit routing-instances routing-instance-name protocols vpls]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols vpls]
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Using the neighbor statement, configure each PE router that is a part of themesh group.

Youmust separate the LDP-signaled routers and theBGP-signaled routers into their own

respective mesh groups. The LDP-signaled routers can be divided into multiple mesh

groups. The BGP-signaled routers must be configured within a single mesh group for

each routing instance.

Configuring FEC 129 VPLSMesh Groups for LDP BGP Interworking

Configuration for a mesh group for FEC 129 is very similiar to the configuration for FEC

128.

Note the following differences for FEC 129:

• Each user-definedmesh groupmust have a unique route distinguisher. Do not use the

route distinguisher that is defined for the default mesh group at the [edit

routing-intances] hierarchy level.

• Each user-definedmesh groupmust have its own import and export route target.

• Each user-definedmesh group can have a unique Layer 2 VPN ID. By default, all the

mesh groups that are configured for the a VPLS routing-instance use the same Layer

2 VPN ID, the one that you configure at the [edit routing-instances] hierarchy level.

Configuring Switching Between Pseudowires Using VPLSMesh Groups

To configure switching between Layer 2 circuit pseudowires using VPLSmesh groups,

you can do either of the following:

• Configure a mesh group for each Layer 2 circuit pseudowire terminating at a VPLS

routing instance. The JunosOS can support up to 16mesh groups onMXSeries routers

and up to 128 onMSeries and T Series routers. However, twomesh groups are created

by default, one for the CE routers and one for the PE routers. Therefore, the maximum

number of user-definedmesh groups is 14 for MX Series routers and 126 for M Series

and T Series routers.

• Configure a singlemesh group, terminate all the Layer 2 circuit pseudowires into it, and

enable local switching between the pseudowires by including the local-switching

statement at the [edit routing-instances routing-instance-name protocols vpls

mesh-groupmesh-group-name] hierarchy level. By default, you cannot configure local

switching formesh groups (except for the CEmesh group) because all of the VPLS PE

routers must be configured in a full mesh. However, local switching is useful if you are

terminating Layer 2 circuit pseudowires in ameshgroup configured for an LDPsignaled

VPLS routing instance.

NOTE: Donot includethe local-switchingstatementonPEroutersconfigured

in a full mesh VPLS network.

To terminate multiple pseudowires at a single VPLSmesh group, include the
local-switching statement:

local-switching;
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You can include this statement at the following hierarchy levels:

• [edit routing-instances routing-instance-name protocols vplsmesh-group

mesh-group-name]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols vplsmesh-groupmesh-group-name]

Configuring Integrated Routing and Bridging Support for LDP BGP Interworking with VPLS

Beginningwith JunosOSRelease9.4, youcanconfigurean integrated routingandbridging

(IRB) interfaceona router that functionsasanautonomous systemborder router (ASBR)

in an inter-AS VPLS environment between BGP-signaled VPLS and LDP-signaled VPLS.

Previously, IRB interfaces were supported only on Provider Edge (PE) routers.

NOTE: ACX Series routers do not support configuring IRB for LDP BGP
Interworking with VPLS.

To configure a IRB support for LDP BGP Interworking with VPLS, include the

routing-interface interface-name statement.

You can include this statement at the following hierarchy levels:

• [edit routing-instances routing-instance-name]

• [edit logical-routers logical-router-name routing-instances routing-instance-name]

Configuring Inter-AS VPLSwithMAC Processing at the ASBR

Inter-AS VPLS with MAC processing at the ASBR enables you to interconnect customer

sites that are located indifferentASs. In addition, youcanconfigure theASswithdifferent

signaling protocols. You can configure one of the ASs with BGP-signaled VPLS and the

otherwithLDP-signaledVPLS.Formore informationabouthowtoconfigureLDP-signaled

and BGP signaled VPLS, see “Configuring Interoperability Between BGP Signaling and

LDP Signaling in VPLS” on page 514.

For inter-AS VPLS to function properly, you need to configure IBGP peering between the

PE routers, including theASBRs ineachAS, justas youdo fora typicalVPLSconfiguration.

You also need to configure EBGP peering between the ASBRs in the separate ASs. The

EBGP peering is needed between the ASBRs only. The link between the ASBR routers

does not have to be Ethernet. You can also connect a CE router directly to one of the

ASBRs, meaning you do not have to have a PE router between the ASBR and the CE

router.

The configuration for the connection between the ASBRsmakes inter-AS VPLS with

MAC operations unique. The other elements of the configuration are described in other

sections of this manual.
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The following sections describe how to configure inter-AS VPLS with MAC operations:

• Inter-AS VPLS with MAC Operations Configuration Summary on page 518

• Configuring the ASBRs for Inter-AS VPLS on page 518

Inter-AS VPLSwithMACOperations Configuration Summary

This section provides a summary of all of the elements which must be configured to

enable inter-AS VPLS with MAC operations. These procedures are described in detail

later in this chapter and in other parts of theJunos OS VPNs Library for Routing Devices.

The following lists all of major elements of an inter-AS VPLS with MAC operations

configuration:

• Configure IBGP between all of the routers within each AS, including the ASBRs.

• Configure EBGP between the ASBRs in the separated ASs. The EBGP configuration

includes the configuration that interconnects the ASs.

• Configure a full mesh of LSPs between the ASBRs.

• Configure a VPLS routing instance encompassing the ASBR routers. The ASBRs are

VPLS peers and are linked by a single pseudowire. Multihoming between ASs is not

supported. A full mesh of pseudowires is needed between the ASBR routers in all of

the interconnected ASs.

• Configure the VPLS routing instances using either BGP signaling or LDP signaling. LDP

BGP interworking is supported for inter-ASVPLSwithMAC operations, so it is possible

to interconnect the BGP-signaledVPLS routing instanceswith the LDP-signaledVPLS

routing instances.

• Configure a singleVPLSmesh group for all of theASBRs interconnected using inter-AS

VPLS.

Configuring the ASBRs for Inter-AS VPLS

This section describes the configuration on the ASBRs needed to enable inter-AS VPLS

with MAC operations.

OneachASBR, youneed toconfigureaVPLSmeshgroupwithin theVPLS routing instance
which needs to include all of the PE routers within the AS, in addition to the ASBR. You
need to configure the samemesh group for each of the ASs you want to interconnect
using inter-AS VPLS. Themesh group name should be identical on each AS. You also
must include the peer-as all statement. This statement enables the router to establish
a single pseudowire to each of the other ASBRs.

To configure the mesh group on each ASBR, include themesh-group and peer-as all
statements:

mesh-groupmesh-group-name {
peer-as all;

}

You can include these statements at the following hierarchy levels:

• [edit routing-instances routing-instance-name protocols vpls]

Copyright © 2018, Juniper Networks, Inc.518

Layer 2 VPNs and VPLS Feature Guide for Routing Devices



• [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols vpls]

Related
Documentation

Example: Configuring BGP Autodiscovery for LDP VPLS on page 724•

• Example:ConfiguringBGPAutodiscovery for LDPVPLSwithUser-DefinedMeshGroups

on page 741

Example: VPLS Configuration (BGP Signaling)

Figure 53: VPLS Topology Diagram

In Figure53onpage519, a simpleVPLStopology is enabledbetween routersPE1andPE2.

CE routers CE1 and CE2 use Ethernet-based interfaces to connect VLAN 600 to their

localPE router. ThePE routersPE1andPE2areconnected tooneanotherbyLSPsenabled

across a service provider backbone running MPLS, BGP, RSVP, and OSPF.

In a VPLS routing instance named green, PE1 has a local interface fe-0/1/0 and a virtual

port of vt-0/3/0.32770 (the virtual port is created dynamically on the Tunnel Services

PIC when VPLS is configured). PE2 has a local interface fe-0/1/0 and a virtual port of

vt-0/3/0.32771 in the same green instance. As a result, routersCE1 andCE2 sendEthernet

traffic to one another as if they were physically connected to each other on a LAN.

On Router CE1, the only item you need to configure is the Fast Ethernet interface that

connects to PE1. Be sure to write down the VLAN identifier and IP address, so you can

match them later on CE2.

Router CE1 [edit]
interfaces {
fe-0/1/0 {
vlan-tagging; # Configure VLAN tagging for VLAN VPLS or extended VLAN VPLS.
unit 0 {
vlan-id 600; # The Ethernet interface on CE2must use the same VLAN ID.
family inet {
address 10.11.3.1/24; # The interface on CE2must use the same prefix.

}
}

}
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}

If Router PE1 is an MX Series device, you need to configure a tunnel service interface.

To create tunnel interfaces on anMXSeries router, include the tunnel-services statement

at the [editchassis fpcslot-numberpicnumber] hierarchy level. Toconfigure thebandwidth

for a tunnel interface, include thebandwidth statementat the [editchassis fpcslot-number

pic number tunnel services] hierarchy level.

The following example shows a tunnel interface with 1 Gbps of bandwidth configured

on PFE 3 of the DPC installed in slot 0 of an MX Series router:

[edit chassis]
fpc 0 {
pic 3 {
tunnel services {
bandwidth 1g;

}
}

}

On Router PE1, prepare the router for VPLS by configuring BGP, MPLS, OSPF, and RSVP.

(These protocols are the basis for most Layer 2 VPN-related applications, including

VPLS.) Include the signalingstatementat the [editprotocolsbgpgroupgroup-name family

l2vpn] hierarchy level, because VPLS uses the same infrastructure for internal BGP as

Layer 2 VPNs.

NOTE: In Junos OS Release 7.3 and later, the signaling statement replaces

the unicast statement at the [edit protocols bgp group group-name family

l2vpn] hierarchy level. Youmust use the signaling statement if you wish to

configure VPLS domains and Layer 2 VPNs simultaneously.

Next, configure VLAN tagging on the Fast Ethernet interface connected to Router CE1.

Include VLAN VPLS encapsulation at both the physical and logical interface levels. Be

sure to use the same VLAN ID for all Ethernet interfaces that are part of a single VPLS

instance. Finally, add the Fast Ethernet interface into aVPLS routing instance and specify

the site range, site ID number, and site name.

Router PE1 [edit]
interfaces {
fe-0/1/0 {
vlan-tagging;# Configure VLAN tagging for VLAN VPLS or extended VLAN VPLS.
encapsulation vlan-vpls; # Configure VPLS encapsulation on both the
unit 0 { # physical interface and the logical interface.
encapsulation vlan-vpls;
vlan-id 600;# The VLAN ID is the same one used by the CE routers.

}
}
so-1/1/0 {
unit 0 {
family inet {
address 10.11.1.5/30;
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}
family mpls;

}
}
lo0 {
unit 0 {
family inet {
address 10.245.14.218/32;

}
}

}
}
routing-options {
autonomous-system 69;
forwarding-table {
export exp-to-fwd; # Apply a policy that selects an LSP for the VPLS instance.

}
}
protocols {
rsvp {
interface all {
aggregate;

}
}
mpls {
label-switched-path pe1-to-pe2 { # Configure an LSP to reach other VPLS PEs.
to 10.245.14.219;

}
interface all;

}
bgp {
group vpls-pe {
type internal;
local-address 10.245.14.218;
family l2vpn { # VPLS uses the same infrastructure as Layer 2 VPNs
signaling; # for internal BGP.

}
neighbor 10.245.14.217;
neighbor 10.245.14.219;

}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface so-1/1/0.0 {
metric 11;

}
interface lo0.0 {
passive;

}
}

}
}
policy-options {
policy-statement exp-to-fwd {
term a {
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from community grn-com; #Matches the community in the VPLS instance.
then {
install-nexthop lsp pe1-to-pe2; # If there aremultiple LSPs that exist
accept; # between VPLS PE routers, this statement sends VPLS traffic

} # over a specific LSP.
}

}
community grn-commembers target:11111:1; # Adds the instance to a BGP

} # community.
routing-instances {
green {
instance-type vpls; # Configure a VPLS routing instance.
interface fe-0/1/0.0;
route-distinguisher 10.245.14.218:1;
vrf-target target:11111:1; # This value is important to the BGP community.
protocols {
vpls { # Configure a VPLS site range, site name, and site identifier.
site-range 10;
site greenPE1 {
site-identifier 1;

}
}

}
}

}

On Router P0, configure BGP, MPLS, OSPF, and RSVP to interconnect PE1 and PE2.

Router P0 [edit]
interfaces {
so-0/0/0 {
unit 0 {
family inet {
address 10.11.2.6/30;

}
family mpls;

}
}
so-1/1/0 {
unit 0 {
family inet {
address 10.11.1.6/30;

}
family mpls;

}
}
lo0 {
unit 0 {
family inet {
address 10.245.14.217/32;

}
}

}
}
routing-options {
autonomous-system 69;
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}
protocols {
rsvp {
interface all {
aggregate;

}
}
mpls {
interface all;

}
bgp {
group vpls-pe {
type internal;
local-address 10.245.14.217;
family l2vpn { # VPLS uses the same infrastructure as Layer 2 VPNs
signaling; # for internal BGP.

}
neighbor 10.245.14.218;
neighbor 10.245.14.219;

}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface so-1/1/0.0 {
metric 11;

}
interface so-0/0/0.0 {
metric 15;

}
interface lo0.0 {
passive;

}
}

}
}

If Router PE2 is an MX Series device, you need to configure a tunnel service interfaces.

To create tunnel interfaces on anMXSeries router, include the tunnel-services statement

at the [editchassis fpcslot-numberpicnumber] hierarchy level. Toconfigure thebandwidth

for a tunnel interface, include thebandwidth statementat the [editchassis fpcslot-number

pic number] hierarchy level.

The following example shows a tunnel interface with 1 Gbps of bandwidth configured

on PFE 3 of the DPC installed in slot 0 of an MX Series router:

[edit chassis]
fpc 0 {
pic 3 {
tunnel services {
bandwidth 1g;

}
}

}
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OnRouter PE2, configure BGP,MPLS, OSPF, and RSVP to complement the configuration

on PE1. Next, configure VLAN tagging on the Fast Ethernet interface connected to

Router CE2. Include VLAN VPLS encapsulation at both the physical and logical interface

levels. Be sure to use the sameVLAN ID for all Ethernet interfaces that are part of a single

VPLS instance. Finally, add the Fast Ethernet interface into a VPLS routing instance and

specify the site range, site ID number, and site name.

Router PE2 [edit]
interfaces {
fe-0/1/0 {
vlan-tagging; # Configure VLAN tagging for VLAN VPLS or extended VLAN VPLS.
encapsulation vlan-vpls; # Configure VPLS encapsulation on both the
unit 0 { # physical interface and logical interface.
encapsulation vlan-vpls;
vlan-id 600;# The VLAN ID is the same one used by the CE routers.

}
}
so-0/0/0 {
unit 0 {
family inet {
address 10.11.2.5/30;

}
family mpls;

}
}
lo0 {
unit 0 {
family inet {
address 10.245.14.219/32;

}
}

}
}
routing-options {
autonomous-system 69;
forwarding-table {
export exp-to-fwd; # Apply a policy that selects an LSP for the VPLS instance.

}
}
protocols {
rsvp {
interface all {
aggregate;

}
}
mpls {
label-switched-path pe2-to-pe1 { # Configure an LSP to other VPLS PE routers.
to 10.245.14.218;

}
interface all;

}
bgp {
group vpls-pe {
type internal;
local-address 10.245.14.219;
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family l2vpn { # VPLS uses the same infrastructure as Layer 2 VPNs
signaling; # for internal BGP.

}
neighbor 10.245.14.217;
neighbor 10.245.14.218;

}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface so-0/0/0.0 {
metric 15;

}
interface lo0.0 {
passive;

}
}

}
}
policy-options {
policy-statement exp-to-fwd {
term a {
from community grn-com; #Matches the community with the VPLS instance.
then {
install-nexthop lsp pe2-to-pe1; # If there aremultiple LSPs that exist
accept; # between VPLS PE routers, this statement sends VPLS traffic

} # over a specific LSP.
}

}
community grn-commembers target:11111:1; # This adds the instance into a BGP
community.

}
routing-instances {
green {
instance-type vpls; # Configure a VPLS routing instance.
interface fe-0/1/0.0;
route-distinguisher 10.245.14.219:1;
vrf-target target:11111:1; # This value is important for the BGP community.
protocols {
vpls { # Configure a VPLS site range, site name, and site identifier.
site-range 10;
site greenPE2 {
site-identifier 2;

}
}

}
}

}

On Router CE2, complete your VPLS network by configuring the Fast Ethernet interface

that connects to PE2. Use the same VLAN identifier and IP address prefix used on

Router CE1.

Router CE2 [edit]
interfaces {
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fe-0/1/0 {
vlan-tagging; # Configure VLAN tagging for VLAN VPLS or extended VLAN VPLS.
unit 0 {
vlan-id 600; # The Ethernet interface on CE1 must use the same VLAN ID.
family inet {
address 10.11.3.2/24; # The interface on CE1 must use the same prefix.

}
}

}
}

Verifying YourWork

To verify proper operation of VPLS, use the following commands:

• clear vplsmac-address instance instance-name

• show interfaces terse

• show route forwarding-table family mpls

• show route forwarding-table family vpls (destination | extensive | matching | table)

• show route instance (detail)

• show system statistics vpls

• show vpls connections

• show vpls statistics

The following section shows the output of these commands on Router PE1 as a result

of the configuration example:

user@PE1> show interfaces terse
Interface               Admin Link Proto Local                 Remote
so-1/1/0                up    up
so-1/1/0.0              up    up   inet  10.11.1.5/30
                                   mpls
so-1/1/1                up    up
so-1/1/2                up    up
so-1/1/3                up    up
fe-0/1/0                up    up
fe-0/1/0.0              up    up   vpls   # This is the local Fast Ethernet   
# interface.
fe-0/1/1                up    up
fe-0/1/2                up    up
fe-0/1/3                up    up
gr-0/3/0                up    up
ip-0/3/0                up    up
mt-0/3/0                up    up
pd-0/3/0                up    up
pe-0/3/0                up    up
vt-0/3/0                up    up
vt-0/3/0.32770          up    up  # This is the dynamically generated virtual 
port.
dsc                     up    up
fxp0                    up    up
fxp0.0                  up    up   inet  192.186.14.218/24
fxp1                    up    up
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fxp1.0                  up    up   tnp   4
gre                     up    up
ipip                    up    up
lo0                     up    up
lo0.0                   up    up   inet  10.245.14.218       --> 0/0
                                         127.0.0.1           --> 0/0
                                   inet6 fe80::2a0:a5ff:fe28:13e0
                                         feee::10:245:14:218
lsi                     up    up
mtun                    up    up
pimd                    up    up
pime                    up    up
tap                     up    up

user@PE1> show system statistics vpls
vpls:
        0 total packets received
        0 with size smaller than minimum
        0 with incorrect version number
        0 packets for this host
        0 packets with no logical interface
        0 packets with no family
        0 packets with no route table
        0 packets with no auxiliary table
        0 packets with no corefacing entry
        0 packets with no CE-facing entry
         6 mac route learning requests # This indicates that VPLS is working.
        6 mac routes learnt
        0 mac routes aged
        0 mac routes moved

To display VPLS source and destination MAC address accounting information, use the

destination, extensive,matching, or table option with the show route forwarding-table

family vpls command. When you analyze the display output, keep in mind the following:

• VPLSMAC address accounting is handled on a per-MAC address basis for each VPLS

instance. All information is retrieved fromMAC address entries in the MAC address

table. VPLSMAC address accounting is performed only on local CE routers.

• TheVPLS counters for source and destinationMACaddresses increment continuously

until the oldestMACaddress entries are removed from thememory buffer, eitherwhen

the entries time out or if the VPLS instance is restarted.

user@PE1> show route forwarding-table family vpls extensive
Routing table: green.vpls [Index 2]
VPLS:

Destination:  default
  Route type: dynamic             Route reference: 0
  Flags: sent to PFE 
  Next-hop type: flood                 Index: 353      Reference: 1

Destination:  default
  Route type: permanent           Route reference: 0
  Flags: none 
  Next-hop type: discard               Index: 298      Reference: 1

Destination:  fe-0/1/0.0
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  Route type: dynamic             Route reference: 0
  Flags: sent to PFE
  Next-hop type: flood                 Index: 355      Reference: 1

Destination:  bb:bb:bb:bb:bb:bb/48 # This MAC address belongs to remote CE2.
  Route type: dynamic             Route reference: 0
  Flags: sent to PFE, prefix load balance  
  Next-hop type: indirect              Index: 351      Reference: 4
  Next-hop type: Push 800000, Push 100002(top)
  Next-hop interface: so-1/1/0.0

Destination:  aa:aa:aa:aa:aa:aa/48 # This MAC address belongs to local CE1.
  Route type: dynamic             Route reference: 0
  Flags: sent to PFE, prefix load balance
  Next-hop type: unicast               Index: 354      Reference: 2
  Next-hop interface: fe-0/1/0.0

user@PE1> show route forwarding-table family vpls
Routing table: green.vpls
VPLS:
Destination        Type RtRef Next hop          Type Index NhRef Netif
default            dynm     0                   flood  353     1
default            perm     0                   dscd   298     1
fe-0/1/0.0         dynm     0                   flood  355     1
bb:bb:bb:bb:bb:bb/48 # This MAC address belongs to remote CE2.
                   dynm     0                   indr   351     4
                                                Push 800000, Push 100002(top)
so-1/1/0.0
aa:aa:aa:aa:aa:aa/48 # This MAC address belongs to local CE1.
                   dynm     0                   ucst   354     2 fe-0/1/0.0

user@PE1> show route forwarding-table family mpls
Routing table: mpls
MPLS:
Destination        Type RtRef Next hop          Type Index NhRef Netif
default            perm     0                   dscd    19     1
0                  user     0                   recv    18     3
1                  user     0                   recv    18     3
2                  user     0                   recv    18     3
100000             user     0 10.11.1.6         swap  100001     so-1/1/0.0
800002             user     0                   Pop              vt-0/3/0.32770
vt-0/3/0.32770 (VPLS)
                   user     0                   indr   351     4
                                                Push 800000, Push 100002(top) 
so-1/1/0.0

user@PE1> show route instance green detail
green:
  Router ID: 0.0.0.0
  Type: vpls              State: Active
  Interfaces:
    fe-0/1/0.0  # This is the local Fast Ethernet interface.
    vt-0/3/0.32770  # This is the dynamically generated VPLS virtual port.
  Route-distinguisher: 10.245.14.218:1
  Vrf-import: [ __vrf-import-green-internal__ ]
  Vrf-export: [ __vrf-export-green-internal__ ]
  Vrf-import-target: [ target:11111:1 ]
  Vrf-export-target: [ target:11111:1 ]
  Tables:
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    green.l2vpn.0          : 2 routes (2 active, 0 holddown, 0 hidden)

user@PE1> show vpls connections
L2VPN Connections:
Legend for connection status (St)   
OR -- out of range              WE -- intf encaps != instance encaps
EI -- encapsulation invalid     Dn -- down
EM -- encapsulation mismatch    VC-Dn -- Virtual circuit down
CM -- control-word mismatch     -> -- only outbound conn is up
CN -- circuit not present       <- -- only inbound  conn is up
OL -- no outgoing label         Up -- operational
NC -- intf encaps not CCC/TCC   XX -- unknown
NP -- interface not present
Legend for interface status
Up -- operational
Dn -- down
Instance: green
Local site: greenPE1 (1)
    connection-site           Type  St     Time last up          # Up trans
    2                         rmt   Up     Jan 24 06:26:49 2003           1
      Local interface: vt-0/3/0.32770, Status: Up, Encapsulation: VPLS
      Remote PE: 10.245.14.219, Negotiated control-word: No
      Incoming label: 800002, Outgoing label: 800000

user@PE1> show system statistics vpls
vpls:
        0 total packets received
        0 with size smaller than minimum
        0 with incorrect version number
        0 packets for this host
        0 packets with no logical interface
        0 packets with no family
        0 packets with no route table
        0 packets with no auxiliary table
        0 packets with no corefacing entry
        0 packets with no CE-facing entry
        7 mac route learning requests
        7 mac routes learnt
        0 mac routes aged
        0 mac routes moved

user@PE1> show route instance green detail
green:
  Router ID: 0.0.0.0
  Type: vpls              State: Active
   Interfaces:
    fe-0/1/0.0
    vt-0/3/0.32770
  Route-distinguisher: 10.245.14.218:1
  Vrf-import: [ __vrf-import-green-internal__ ]
  Vrf-export: [ __vrf-export-green-internal__ ]
  Vrf-import-target: [ target:11111:1 ]
  Vrf-export-target: [ target:11111:1 ]
  Tables:
    green.l2vpn.0          : 2 routes (2 active, 0 holddown, 0 hidden)

user@PE1> show vpls statistics
Layer-2 VPN Statistics:
Instance: green
   Local interface: fe-0/1/0.0, Index: 351

529Copyright © 2018, Juniper Networks, Inc.

Chapter 32: Configuring Signaling Protocols for VPLS



   Remote provider edge router: 10.245.14.219
     Multicast packets:                   363
     Multicast bytes  :                 30956
     Flood packets    :                     0
     Flood bytes      :                     0
   Local interface: vt-0/3/0.32770, Index: 354
   Remote provider edge router: 10.245.14.219
     Multicast packets:                   135
     Multicast bytes  :                 12014
     Flood packets    :                   135
     Flood bytes      :                 12014

To clear all MAC address entries for a VPLS instance from the VPLS table, issue the clear

vplsmac-address instance instance-name command. Add the logical-system

logical-system-name option to clear entries in a VPLS instance within a logical system.

Use themac-address option to remove individual MAC addresses.

Related
Documentation

Virtual Private LAN Services•

Example: VPLS Configuration (BGP and LDP Interworking)

Figure 54: Topology for VPLS Configuration Example

Figure 54 on page 530, shows two VPLSmesh groups: LDP-1 and the default BGPmesh

group. The VPLS instance is named v1 in the configuration. Table 18 on page 531 shows

the addresses for the router interfaces in the example topology.
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Table 18: Router Interface Addresses for VPLS Configuration Example

AddressInterfaceRouter

10.12.31.1fe-0/0/3 (link to Router PE1)CE1

10.12.53.1loopback

10.12.31.2fe-0/0/1 (link to Router PE2)CE2

10.12.53.2loopback

10.12.100.17t1-1/1/1 (link to Router PE2)PE1

10.12.100.2t1-0/1/0 (link to Router B)

10.255.170.106loopback

10.12.100.18t1-0/1/1 (link to Router PE1)PE2

10.12.100.6t1–0/1/3 (link to Router B)

10.255.170.104loopback

10.12.100.1t1-0/1/2 (link to Router PE1)B

10.12.100.5t1-0/1/3 (link to Router PE2)

10.12.100.9so-0/2/2 (link to Router PE3)

10.12.100.13fe-0/0/3 (link to Router PE4)

10.255.170.98loopback

10.12.100.10s0-0/2/1 (link to Router B)PE3

10.12.100.21so-0/2/2 (link to Router P0)

10.255.170.96loopback

10.12.100.22so-0/2/1 (link to Router PE3)P0

10.12.100.25t1-0/1/3 (link to Router PE4)

10.255.170.100loopback

10.12.100.14fe-0/0/3 (link to Router B)PE4

10.12.100.26t1-0/1/3 (link to Router P0)

10.255.170.102loopback
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Table 18: Router Interface Addresses for VPLS Configuration
Example (continued)

AddressInterfaceRouter

10.12.31.3ge-1/2/1 (link to PE3)CE3

10.12.53.3loopback

10.12.31.4fe-0/0/2 (link to PE4)CE4

10.12.53.4loopback

On Router CE3, the only item you need to configure is the Gigabit Ethernet interface that

connects to PE3.

Router CE3 [edit]
interfaces {
ge-1/2/1 {
unit 0 {
family inet {
address 10.12.31.1/24;

}
}

}
}

On Router PE3, prepare the router for VPLS by configuring BGP, MPLS, OSPF, and LDP.

(These protocols are the basis for most Layer 2 VPN-related applications, including

VPLS.) Include the signaling statementat the [editprotocolsbgpgroupgroup-name family

l2vpn] hierarchy level, because VPLS uses the same infrastructure for internal BGP as

Layer 2 VPNs.

NOTE: In Junos OS Release 7.3 and later, the signaling statement replaces

the unicast statement at the [edit protocols bgp group group-name family

l2vpn] hierarchy level. Youmust use the signaling statement if you wish to

configure VPLS domains and Layer 2 VPNs simultaneously.

Next, configure VLAN tagging on theGigabit Ethernet interface connected toRouter CE3.

Finally, add the Gigabit Ethernet interface into a VPLS routing instance and specify the

site range, site ID number, and site name.

Router PE3 [edit]
interfaces {
so-0/2/1 {
unit 0 {
family inet {
address 10.12.100.10/30;

}
family mpls;

}
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so-0/2/2 {
unit 0 {
family inet {
address 10.12.100.21/30;

}
family mpls;

}
}
ge-1/3/1 {
encapsulation ethernet-vpls;
unit 0 {
family vpls;

}
}

}
}
protocols {
mpls {
interface all;

}
bgp {
log-updown;
group int {
type internal;
local-address 10.255.170.96;
family l2vpn {
signaling;

}
neighbor 10.255.170.98;
neighbor 10.255.170.102;

}
}
ospf {
area 0.0.0.0 {
interface so-0/2/1.0;
interface so-0/2/2.0;
interface lo0.0 {
passive;

}
}

}
ldp {
interface so-0/2/1.0;
interface so-0/2/2.0;

}
}
routing-instances {
v1 {
instance-type vpls;
interface ge-1/3/1.0;
route-distinguisher 10.255.170.96:1;
vrf-target target:1:2;
protocols {
vpls {
site-range 10;
site 1 {
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site-identifier 3;
}

}
}

}

On Router P0, configure MPLS, OSPF, and LDP to interconnect PE3 and PE4.

Router P0 [edit]
interfaces {
t1-0/1/3 {
unit 0 {
family inet {
address 10.12.100.25/30;

}
family mpls;

}
so-0/2/1 {
unit 0 {
family inet {
address 10.12.100.22/30;

}
family mpls;

}
}

}
protocols {
mpls {
interface all;

}
ospf {
area 0.0.0.0 {
interface so-0/2/1.0;
interface t1-0/1/3.0;
interface lo0.0 {
passive;

}
}

}
ldp {
interface t1-0/1/3.0;
interface so-0/2/1.0;

}
}

On Router PE4, configure BGP, MPLS, OSPF, and LDP to complement the configuration

on PE3. Next, configure VLAN tagging on the Fast Ethernet interface connected to

Router CE4. Include VLANVPLS encapsulation at both the physical and logical interface

levels. Finally, add the Fast Ethernet interface into a VPLS routing instance and specify

the site range, site ID number, and site name.

Router PE4 [edit]
interfaces {
fe-0/0/2 {
encapsulation ethernet-vpls;
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unit 0 {
family vpls;

}
fe-0/0/3 {
unit 0 {
family inet {
address 10.12.100.14/30;

}
family mpls;

}
}
t1-0/1/3 {
unit 0 {
family inet {
address 10.12.100.26/30;

}
family mpls;

}
}

}
protocols {
mpls {
interface all;

}
bgp {
log-updown;
group int {
type internal;
local-address 10.255.170.102;
family l2vpn {
signaling;

}
neighbor 10.255.170.96;
neighbor 10.255.170.98;

}
}

}
ospf {
area 0.0.0.0 {
interface fe-0/0/3.0;
interface t1-0/1/3.0;
interface lo0.0 {
passive;

}
}

}
ldp {
interface fe-0/0/3.0;
interface t1-0/1/3.0;
interface lo0.0;

}
}

On Router CE4, configure the Fast Ethernet interface that connects to PE4.

Router CE4 [edit]
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interfaces {
fe-0/0/2 {
unit 0 {
family inet {
address 10.12.31.4/24;

}
}

}
}

On Router B, the area border router, configure the interfaces. Next, configure BGP, MPLS,

OSPF, and LDP. Be sure to include the loopback interface in the LDP configuration by

including the interface lo0.0 statement at the [edit protocols ldp] hierarchy level. For

BGP, include the signaling statement at the [edit bgp group group-name family l2vpn]

hierarchy level. Last, configure the VPLS instance with both BGP and LDP signaling.

Configure the LDP-1mesh group by including themesh-group ldp1 statement at the [edit

routing-instances v1 protocols vpls] hierarchy level.

Router B [edit]
interfaces {
fe-0/0/3 {
unit 0 {
family inet {
address 10.12.100.13/30;

}
family mpls;

}
}
t1-0/1/2 {
unit 0 {
family inet {
address 10.12.100.1/30;

}
family mpls;

}
}
t1-0/1/3 {
unit 0 {
family inet {
address 10.12.100.5/30;

}
family mpls;

}
}
so-0/2/2 {
unit 0 {
family inet {
address 10.12.100.9/30;

}
family mpls;

}
}

}
protocols {
mpls {
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interface all;
}
bgp {
log-updown;
group int {
type internal;
local-address 10.255.170.98;
family l2vpn {
signaling;

}
neighbor 10.255.170.96;
neighbor 10.255.170.102;

}
}
ospf {
area 0.0.0.0 {
interface t1-0/1/2.0;
interface t1-0/1/3.0;
interface so-0/2/2.0;
interface fe-0/0/3.0;
interface lo0.0 {
passive;

}
}

}
ldp {
interface fe-0/0/3.0;
interface t1-0/1/2.0;
interface t1-0/1/3.0;
interface so-0/2/2.0;
interface lo0.0;

}
}
routing-instances {
v1 {
instance-type vpls;
route-distinguisher 10.255.170.98:1;
vrf-target target:1:2;
protocols {
vpls {
site-range 10;
site 1 {
site-identifier 1;

}
vpls-id 101;
mesh-group ldp-1 {
neighbor 10.255.170.106;
neighbor 10.255.170.104;

}
}

}
}

}

Finally, configure the LDP PE routers. On Router PE1, prepare the router for VPLS by

configuring LDP, MPLS, and OSPF. Next, configure VPLS encapsulation on the Fast
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Ethernet interfaceconnected toCE1. Finally, add theFastEthernet interface to the routing

instance, specifying the VPLS ID and the neighboring routers’ loopback addresses.

Router PE1 [edit]
interfaces {
fe-0/0/3 {
encapsulation ethernet-vpls;
unit 0 {
family vpls;

}
}
t1-0/1/0 {
unit 0 {
family inet {
address 10.12.100.2/30;

}
family mpls;

}
}
t1-1/1/1 {
unit 0 {
family inet {
address 10.12.100.17/30;

}
family mpls;

}
}

}
protocols {
mpls {
interface all;

}
ospf {
area 0.0.0.0 {
interface t1-0/1/0.0;
interface t1-1/1/1.0;
interface lo0.0 {
passive;

}
}

}
ldp {
interface t1-0/1/0.0;
interface t1-1/1/1.0;
interface lo0.0;

}
}
routing-instances {
v1 {
instance-type vpls;
interface fe-0/0/3.0;
protocols {
vpls {
vpls-id 101;
neighbor 10.255.170.98;
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neighbor 10.255.170.104;
}

}
}

}

Next, configure the Fast Ethernet interface on Router CE1 that connects to Router PE1.

Router CE1 [edit]
interfaces {
fe-0/0/3 {
unit 0 {
family inet {
address 10.12.31.1/24;

}
}

}
}

On Router PE2, prepare the router for VPLS by configuring LDP, MPLS, and OSPF. Next,

configure VPLS encapsulation on the Fast Ethernet interface connected to Router CE1.

Finally, add the Fast Ethernet interface to the routing instance, specifying the VPLS ID

and the neighboring routers’ loopback addresses.

Router PE2 [edit]
interfaces {
t1-0/1/1 {
unit 0 {
family inet {
address 10.12.100.18/30;

}
family mpls;

}
t1-0/1/3 {
unit 0 {
family inet {
address 10.12.100.6/30;

}
family mpls;

}
}
fe-1/0/2 {
encapsulation ethernet-vpls;
unit 0 {
family vpls;

}
}

}
protocols {
mpls {
interface all;

}
ospf {
area 0.0.0.0 {
interface t1-0/1/3.0;
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interface t1-0/1/1.0;
interface lo0.0 {
passive;

}
}

}
ldp {
interface t1-0/1/1.0;
interface t1-0/1/3.0;
interface lo0.0;

}
}
routing-instances {
v1 {
instance-type vpls;
interface fe-1/0/2.0;
protocols {
vpls {
vpls-id 101;
neighbor 10.255.170.98;
neighbor 10.255.170.106;

}
}

}
}

Finally, on Router CE2 configure the Fast Ethernet interface connected to PE2:

Router CE2 [edit]
interfaces {
fe-0/0/1 {
unit 0 {
family inet {
address 10.12.31.2/24;

}
}

}
}

Verifying YourWork

To verify proper operation of VPLS, use the following commands:

• show bgp summary

• show ldp neighbor

• show vpls connections

• show route forwarding-table family vpls (destination | extensive | matching | table)

• show interfaces vt* terse

• show vpls flood extensive

• show vpls statistics
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The following section shows the output of some of these commands on Router B as a

result of the configuration example.

Use the show bgp summary command to verify BGP signaling for VPLS is up.

user@B> show bgp summary
Groups: 1 Peers: 2 Down peers: 0
Table          Tot Paths  Act Paths Suppressed    History Damp State    Pending
bgp.l2vpn.0            2          2          0          0          0          0
Peer               AS      InPkt     OutPkt    OutQ   Flaps Last Up/Dwn 
State|#Active/Received/Damped...
10.255.170.96   65000        124        125       0       0       54:26 Establ
  bgp.l2vpn.0: 1/1/0
  v1.l2vpn.0: 1/1/0
10.255.170.102  65000        122        124       0       0       54:18 Establ
  bgp.l2vpn.0: 1/1/0
  v1.l2vpn.0: 1/1/0

Use the show ldp neighbors command to verify that LDP signaling for VPLS is up.

user@B> show ldp neighbors
Address            Interface          Label space ID         Hold time
10.255.170.104     lo0.0              10.255.170.104:0         41
10.255.170.106     lo0.0              10.255.170.106:0         38
10.12.100.14       fe-0/0/3.0         10.255.170.102:0         12
10.12.100.10       so-0/2/2.0         10.255.170.96:0          14
10.12.100.2        t1-0/1/2.0         10.255.170.106:0         14
10.12.100.6        t1-0/1/3.0         10.255.170.104:0         13

To verify that the VPLS connections are up, use the show vpls connections command.

user@B>show vpls connections
Layer-2 VPN connections:

Legend for connection status (St)
EI -- encapsulation invalid      NC -- interface encapsulation not CCC/TCC/VPLS
EM -- encapsulation mismatch     WE -- interface and instance encaps not same
VC-Dn -- Virtual circuit down    NP -- interface hardware not present
CM -- control-word mismatch      -> -- only outbound connection is up
CN -- circuit not provisioned    <- -- only inbound connection is up
OR -- out of range               Up -- operational
OL -- no outgoing label          Dn -- down
LD -- local site signaled down   CF -- call admission control failure
RD -- remote site signaled down  SC -- local and remote site ID collision LN -- 
local site not designated  LM -- local site ID not minimum designated RN -- remote
 site not designated RM -- remote site ID not minimum designated XX -- unknown 
connection status  IL -- no incoming label
MM -- MTU mismatch               MI -- Mesh-Group ID not availble

Legend for interface status
Up -- operational
Dn -- down

Instance: v1
BGP-VPLS State
  Local site: 1 (1)
    connection-site           Type  St     Time last up          # Up trans
    3                         rmt   Up     Jan 22 16:38:47 2008           1
      Local interface: vt-0/3/0.1048834, Status: Up, Encapsulation: VPLS
        Description: Intf - vpls v1 local site 1 remote site 3
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      Remote PE: 10.255.170.96, Negotiated control-word: No
      Incoming label: 800258, Outgoing label: 800000
    4                         rmt   Up     Jan 22 16:38:54 2008           1
      Local interface: vt-0/3/0.1048835, Status: Up, Encapsulation: VPLS
        Description: Intf - vpls v1 local site 1 remote site 4
      Remote PE: 10.255.170.102, Negotiated control-word: No
      Incoming label: 800259, Outgoing label: 800000 LDP-VPLS State
VPLS-id: 101
  Mesh-group connections: m1
    Neighbor                  Type  St     Time last up          # Up trans
    10.255.170.104(vpls-id 101) rmt Up     Jan 22 16:38:40 2008           1
      Local interface: vt-0/3/0.1048833, Status: Up, Encapsulation: ETHERNET
        Description: Intf - vpls v1 neighbor 10.255.170.104 vpls-id 101
      Remote PE: 10.255.170.104, Negotiated control-word: No
      Incoming label: 800001, Outgoing label: 800000
    10.255.170.106(vpls-id 101) rmt Up     Jan 22 16:38:39 2008           1
      Local interface: vt-0/3/0.1048832, Status: Up, Encapsulation: ETHERNET
        Description: Intf - vpls v1 neighbor 10.255.170.106 vpls-id 101
      Remote PE: 10.255.170.106, Negotiated control-word: No
      Incoming label: 800000, Outgoing label: 800000

To display VPLS routes (MACaddresses) in the vpls forwarding table, use the show route

forwarding-table family vpls command.

user@B> show route forwarding-table family vpls
Routing table: v1.vpls
VPLS:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    rjct   540     1
vt-0/3/0.1048832   user     0                    comp   587     3
vt-0/3/0.1048833   user     0                    comp   587     3
vt-0/3/0.1048834   user     0                    comp   589     3
vt-0/3/0.1048835   user     0                    comp   589     3
00:17:cb:c2:10:01/48
                   dynm     0                    indr 262143     4
                                                Push 800000   580     2 
t1-0/1/3.0
00:17:cb:c2:10:02/48
                   dynm     0                    indr 262145     4
                              10.12.100.14      Push 800000   594     2 
fe-0/0/3.0
00:17:cb:c2:10:03/48
                   dynm     0                    indr 262142     4
                                                Push 800000   576     2 
t1-0/1/2.0
00:17:cb:c2:10:bd/48
                   dynm     0                    indr 262144     4
                                                Push 800000   585     2 
so-0/2/2.0

To display VPLS source and destination MAC address accounting information, use the

destination, extensive,matching, or table option with the show route forwarding-table

family vpls command. When you analyze the display output, keep in mind the following:

• VPLSMAC address accounting is handled on a per-MAC address basis for each VPLS

instance. All information is retrieved fromMAC address entries in the MAC address

table. VPLSMAC address accounting is performed only on local CE routers.
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• TheVPLS counters for source and destinationMACaddresses increment continuously

until the oldestMACaddress entries are removed from thememory buffer, eitherwhen

the entries time out or if the VPLS instance is restarted.

To display status information about Virtual Loopback Tunnel interfaces in the VPLS

instance, use the show interfaces vt* terse command.

user@B> show interfaces vt* terse
Interface               Admin Link Proto    Local                 Remote
vt-0/3/0                up    up
vt-0/3/0.1048832        up    up   vpls
vt-0/3/0.1048833        up    up   vpls
vt-0/3/0.1048834        up    up   vpls
vt-0/3/0.1048835        up    up   vpls

To display VPLS route information related to the flood process, use the show vpls flood

extensive command.

user@B> show vpls flood extensive
Name: v1
CEs: 0
VEs: 4
  Flood route prefix: 0x4a/32
  Flood route type: IFF_FLOOD
  Flood route owner: vt-0/3/0.1048834
  Flood group name: __ves__
  Flood group index: 0
  Nexthop type: comp
  Nexthop index: 589
    Flooding to:
    Name             Type          NhType          Index
    m1               Group          comp            588
        Composition: flood-to-all
        Flooding to:
        Name             Type          NhType          Index
        vt-0/3/0.1048832 VE             indr            262142
        vt-0/3/0.1048833 VE             indr            262143

  Flood route prefix: 0x4b/32
  Flood route type: IFF_FLOOD
  Flood route owner: vt-0/3/0.1048835
  Flood group name: __ves__
  Flood group index: 0
  Nexthop type: comp
  Nexthop index: 589
    Flooding to:
    Name             Type          NhType          Index
    m1               Group          comp            588
        Composition: flood-to-all
        Flooding to:
        Name             Type          NhType          Index
        vt-0/3/0.1048832 VE             indr            262142
        vt-0/3/0.1048833 VE             indr            262143

  Flood route prefix: 0x48/32
  Flood route type: IFF_FLOOD
  Flood route owner: vt-0/3/0.1048832
  Flood group name: m1
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  Flood group index: 2
  Nexthop type: comp
  Nexthop index: 587
    Flooding to:
    Name             Type          NhType          Index
    __ves__          Group          comp            586
        Composition: flood-to-all
        Flooding to:
        Name             Type          NhType          Index
        vt-0/3/0.1048834 VE             indr            262144
        vt-0/3/0.1048835 VE             indr            262145

  Flood route prefix: 0x49/32
  Flood route type: IFF_FLOOD
  Flood route owner: vt-0/3/0.1048833
  Flood group name: m1
  Flood group index: 2
  Nexthop type: comp
  Nexthop index: 587
    Flooding to:
    Name             Type          NhType          Index
    __ves__          Group          comp            586
        Composition: flood-to-all
        Flooding to:
        Name             Type          NhType          Index
        vt-0/3/0.1048834 VE             indr            262144
        vt-0/3/0.1048835 VE             indr            262145

To view packet flow statistics for the VPLS instance, use the show vpls statistics

command:

user@B> show vpls statistics
Instance: v1
   Local interface: vt-0/3/0.1048832, Index: 72
   Remote PE: 10.255.170.106
     Multicast packets:                     6
     Multicast bytes  :                   360
     Flooded packets  :                    16
     Flooded bytes    :                  1188
     Current MAC count:                     1
   Local interface: vt-0/3/0.1048833, Index: 73
   Remote PE: 10.255.170.104
     Multicast packets:                     4
     Multicast bytes  :                   240
     Flooded packets  :                     6
     Flooded bytes    :                   398
     Current MAC count:                     1
   Local interface: vt-0/3/0.1048834, Index: 74
   Remote PE: 10.255.170.96
     Multicast packets:                     2
     Multicast bytes  :                   120
     Flooded packets  :                     4
     Flooded bytes    :                   278
     Current MAC count:                     1
   Local interface: vt-0/3/0.1048835, Index: 75
   Remote PE: 10.255.170.102
     Multicast packets:                     1
     Multicast bytes  :                    60
     Flooded packets  :                     2
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     Flooded bytes    :                   158
     Current MAC count:                     1

Related
Documentation

• Virtual Private LAN Services
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CHAPTER 33

Assigning Routing Instances to VPLS

• Configuring VPLS Routing Instances on page 547

• Configuring a VPLS Routing Instance on page 563

• Support of Inner VLAN List and Inner VLAN Range for Qualified BUM Pruning on a

Dual-Tagged Interface for a VPLS Routing Instance Overview on page 565

• Configuring Qualified BUM Pruning for a Dual-Tagged Interface with Inner VLAN list

and InnerVLAN range for a VPLS Routing Instance on page 568

• Configuring a Layer 2 Control Protocol Routing Instance on page 569

• PE Router Mesh Groups for VPLS Routing Instances on page 570

• Configuring VPLS Fast Reroute Priority on page 571

• Specifying the VT Interfaces Used by VPLS Routing Instances on page 572

• Understanding PIM Snooping for VPLS on page 573

• Example: Configuring PIM Snooping for VPLS on page 574

• VPLS Label Blocks Operation on page 586

• Configuring the Label Block Size for VPLS on page 590

• Example:BuildingaVPLSFromRouter 1 toRouter3 toValidateLabelBlocksonpage591

Configuring VPLS Routing Instances

To configure a VPLS routing instance, include the vpls statement:

vpls {
active-interface {
any;
primary interface-name;

}
connectivity-type (ce | irb | permanent);
control-word;
encapsulation-type encapsulation-type;
interface-mac-limit limit;
import-labeled-routes [ routing-instance-name ];
label-block-size size;
mac-table-aging-time time;
mac-table-size size;
neighbor neighbor-id;
no-control-word;
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no-tunnel-services;
site site-name {
active-interface {
any;
primary interface-name;

}
interface interface-name {
interface-mac-limit limit;

}
mesh-groupmesh-group-name;
multi-homing;
site-identifier identifier;
site-preference preference-value {
backup;
primary;

}
}
site-range number;
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
tunnel-services {
devices device-names;
primary primary-device-name;

}
vpls-id vpls-id;

}

You can include this statement at the following hierarchy levels:

• [edit routing-instances routing-instance-name protocols]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols]

NOTE: ACX Series routers do not support the [edit logical-systems]

hierarchy.

NOTE: You cannot configure a routing protocol (OSPF, RIP, IS-IS or BGP)
inside a VPLS routing instance (instance-type vpls). The Junos CLI disallows

this configuration.

NOTE: Starting in JunosOSRelease 16.1, youcanusethe import-labeled-routes

statement to specify one or more nondefault routing instances where you
want MPLS pseudowire labeled routes to be leaked from thempls.0 path
routing table in themaster routing instance.
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The configuration for the VPLS routing instance statements is explained in the following

sections:

• Configuring BGP Signaling for VPLS on page 549

• Configuring LDP Signaling for VPLS on page 554

• Configuring VPLS Routing Instance and VPLS Interface Connectivity on page 557

• Configuring the VPLS Encapsulation Type on page 558

• Configuring the MPLS Routing Table to Leak Routes a Nondefault Routing

Instance on page 558

• Configuring the VPLSMAC Table Timeout Interval on page 559

• Configuring the Size of the VPLSMAC Address Table on page 559

• Limiting the Number of MAC Addresses Learned from an Interface on page 560

• Removing Addresses from the MAC Address Database on page 562

Configuring BGP Signaling for VPLS

You can configure BGP signaling for the VPLS routing instance. BGP is used to signal the

pseudowires linking each of the PE routers participating in the VPLS routing instance.

The pseudowires carry VPLS traffic across the service provider's network between the

VPLS sites.

NOTE: You cannot configure both BGP signaling and LDP signaling for the
sameVPLS routing instance. If you attempt to configure the statements that
enable BGP signaling for the VPLS routing instance (the site, site-identifier,

and site-range statements) and the statements that enable LDP signaling

for the same instance (the neighbor and vpls-id statements), the commit

operation fails.

NOTE: In theVPLSdocumentation, theword router in termssuchasPE router
is used to refer to any device that provides routing functions.

Configure BGP signaling for the VPLS routing instance by completing the steps in the

following sections:

• Configuring the VPLS Site Name and Site Identifier on page 549

• Configuring Automatic Site Identifiers for VPLS on page 550

• Configuring the Site Range on page 551

• Configuring the VPLS Site Interfaces on page 553

• Configuring the VPLS Site Preference on page 553

Configuring the VPLS Site Name and Site Identifier

When you configure BGP signaling for the VPLS routing instance, on each PE router you

must configure each VPLS site that has a connection to the PE router. All the Layer 2
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circuits provisioned for a VPLS site are listed as the set of logical interfaces (using the

interface statement) within the site statement.

Youmust configure a site name and site identifier for each VPLS site.

To configure the site name and the site identifier, include the site and the site-identifier

statements:

site site-name {
interface interface-name {
interface-mac-limit limit;

}
site-identifier identifier;

}

Thenumerical identifier canbeanynumber from1 through65,534 thatuniquely identifies

the local VPLS site.

You can include these statements at the following hierarchy levels:

• [edit routing-instances routing-instance-name protocols vpls]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols vpls]

Configuring Automatic Site Identifiers for VPLS

When you enable automatic site identifiers, the Junos OS automatically assigns site

identifiers toVPLSsites. Toconfigureautomatic site identifiers for aVPLS routing instance,

include the automatic-site-id statement:

automatic-site-id {
collision-detect-time seconds;
new-site-wait-time seconds;
reclaim-wait-timeminimum secondsmaximum seconds;
startup-wait-time seconds;

}

You can include this statement at the following hierarchy levels:

• [edit routing-instances routing-instance-name protocols vpls site site-name]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols vpls site site-name]

NOTE: ACXSeries routersdonot support the [edit logical-systems]hierarchy.
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The automatic-site-id statement includes a number of options that control different

delays in network layer reachability information (NLRI) advertisements. All of these

options are configured with default values. See the statement summary for the

automatic-site-id statement for more information.

The automatic-site-id statement includes the following options:

• collision-detect-time—The time in seconds to wait after a claim advertisement is sent

to theother routers inaVPLS instancebeforeaPE router canbeginusingasite identifier.

If the PE router receives a competing claim advertisement for the same site identifier

during this time period, it initiates the collision resolution procedure for site identifiers.

• new-site-wait-time—The time in seconds to wait to receive VPLS information for a

newly configured routing instance or a new site. This time interval is also applied

whenever the automatic site identifier feature is activated on a VPLS routing instance

other thanat startup. Effectively, this timer indicateshow long towait beforeanattempt

ismade toallocatea site identifier. This timer is also triggeredwhenever aVPLS routing

instance is enabled.

• reclaim-wait-time—The time to wait before attempting to claim a site identifier after

a collision. A collision occurs whenever an attempt is made to claim a site identifier by

two separate VPLS sites.

• startup-wait-time—The time in seconds to wait at startup to receive all the VPLS

information for the route targets configured on the other PE routers included in the

VPLS routing instance.

Configuring the Site Range

When you enable BGP signaling for each VPLS routing instance, you can optionally

configure the site range. The site range specifies an upper limit on the maximum site

identifier that can be accepted to allow a pseudowire to be brought up. Youmust specify

a value from 1 through 65,534. The default value is 65,534. We recommend using the

default. Pseudowires cannot be established to sites with site identifiers greater than the

configured site range. If you issue the show vpls connections command, such sites are

displayed as OR (out of range).

To configure the site range, include the site-range statement:

site-range number;

You can include this statement at the following hierarchy levels:

• [edit routing-instances routing-instance-name protocols vpls]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols vpls]

NOTE: ACXSeries routersdonot support the [edit logical-systems]hierarchy.

There are networks that require that the site range be configured using a value smaller

than the local site identifier, for example, a hub-and-spoke VPLSwithmultihomed sites.
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For this type of network, you need to allow pseudowires to be established between the

spoke routers and the hub router. However, you also need to prevent pseudowires from

being established between spoke routers directly. Due to the multihoming requirement

of spoke sites, Layer 2 VPNNRLIs need to be accepted fromother spoke routers (at least

from spokes with the same site identifier as the locally configured sites) to determine

the status of local spoke routers (active or not active) based on the local preference

included in the NRLIs received from the other spoke routers.

This type of VPLS network can be implemented by, for example, numbering hub sites

with identifiers 1 through 8 and spoke sites with identifiers 9 and larger. You can then

configure a site range of 8 on each of the spoke sites. Although the spoke sites accept

NRLIs and install them in the Layer 2 VPN routing tables (allowing themultihomed sites

to determine the status of the local site), the spoke sites cannot establish pseudowires

directly to the other spoke sites due to the configured site range.

The following configurations illustrate this concept. The configurations are for the VPLS

routing instances on three routers, two spoke routers and one hub router:

Router 1—spoke:

routing-instance hub-and-spoke {
no-local-switching;
protocols {
vpls {
site-range 8;
no-tunnel-services;
site spoke-9 {
site-identifier 9 {
multi-homing;
site-preference primary;

}
}
site spoke-10 {
site-identifier 10 {
multi-homing;
site-preference backup;

}
}

}
}

}

Router 2—spoke:

routing-instance hub-and-spoke {
no-local-switching;
protocols {
vpls {
site-range 8;
no-tunnel-services;
site spoke-9 {
site-identifier 9 {
multi-homing;
site-preference backup;

}
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}
site spoke-10 {
site-identifier 10 {
multi-homing;
site-preference primary;

}
}

}
}

}

Hub—router 3:

routing-instance hub-and-spoke {
no-local-switching;
protocols {
vpls {
no-tunnel-services;
site hub {
site-identifier 1;

}
}

}
}

Configuring the VPLS Site Interfaces

Youmust configure an interface for each of the pseudowires you specify for the VPLS

site.

To configure an interface for the VPLS site, include the interface statement:

interface interface-name {
interface-mac-limit limit;

}

You can include these statements at the following hierarchy levels:

• [edit routing-instances routing-instance-name protocols vpls site site-name]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols vpls]

You can also configure a limit on the number ofMAC addresses that can be learned from

thespecified interface. Formore information, see “Limiting theNumberofMACAddresses

Learned from an Interface” on page 560.

Configuring the VPLS Site Preference

You can specify the local preference value advertised for a particular VPLS site. The site

preference value is specified using the site-preference statement configured at the [edit

routing-instances routing-instance-name protocols vpls site site-name] hierarchy level. By

configuring the site-preference statement, a value configured for the local-preference

statement at the [edit protocols bgp] hierarchy level is ignored by the VPLS routing

instance. However, you can change the site preference value for VPLS routes exported

to other routers by configuring an export policy. When a PE router receives multiple
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advertisements with the same VPLS edge (VE) device identifier, the advertisement with

the highest local preference value is preferred.

To configure the VPLS site preference, include the site-preference statement:

site-preference preference-value {
backup;
primary;

}

Youcanalso specify either thebackupoptionor theprimaryoption for the site-preference

statement. The backup option specifies the preference value as 1, the lowest possible

value, ensuring that the VPLS site is the least likely to be selected. The primary option

specifies the preference value as 65,535, the highest possible value, ensuring that the

VPLS site is the most likely to be selected.

For a list of hierarchy levels at which you can include the site-preference statement, see

the statement summary section for this statement.

Configuring LDP Signaling for VPLS

You can configure LDP as the signaling protocol for a VPLS routing instance. This

functionality is described in RFC 4762, Virtual Private LAN Service (VPLS) Using Label

Distribution Protocol (LDP) Signaling.

The Junos OS software does not support all of RFC 4762. When enabling LDP signaling

for a VPLS routing instance, network engineers should be aware that only the following

values are supported:

• FEC—128 or 129

• Control bit—0

• Ethernet pseudowire type—0x0005

• Ethernet taggedmode pseudowire type—0x0004

LDP signaled VPLS supports the Virtual Circuit Connectivity Verification (VCCV) Type

Length Value (TLV) for pseudowire label mapping, label database display, and LDP

trace. When you enable LDP signaling for a pseudowire, LDP advertises the VCCV

capabilities to theneighboring routers. VCCVprovidesa control channel for apseudowire

and includes both operations andmanagement functions (for example, connectivity

verification). This control channel is established between the pseudowire's ingress and

egress devices. Once established, connectivity verification messages can be sent over

the VCCV control channel.

The Junos OS software supports the following VCCV capabilities for LDP signaled VPLS

(defined in RFC 5085 Section 8.1):

• VCCV connectivity check types:

• Router Alert Label

• MPLS pseudowire label with TTL=1
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• VCCV connectivity verification type:

• LSP ping

If the peer device also advertises VCCV parameters during pseudowire setup, the Junos

OS software selects the set of common advertised parameters to use as themethod for

performing VCCV OAM on the pseudowire.

The locally advertised and peer advertised VCCV parameters can be viewed using the
show ldp database command as show here:

user@host> show ldp database l2circuit extensive
Input label database, 10.255.245.198:0--10.255.245.194:0
  Label     Prefix
 299872     L2CKT CtrlWord PPP VC 100
            MTU: 4470
            VCCV Control Channel types:
                MPLS router alert label 
                MPLS PW label with TTL=1 
            VCCV Control Verification types:
                LSP ping 
  Label     Prefix
            State: Active
            Age: 19:23:08

Be aware of the following behavior with regard to TLVs when configuring LDP-signaled

VPLS in a network with equipment from other vendors:

• When a Juniper Network’s device receives a TLV with an empty address, LDP accepts

the TLV.

• When a MAC address is withdrawn, LDP specifies a zero address (0.0.0.0) for the

AddressList.

To enable LDP signaling for the set of PE routers participating in the same VPLS routing

instance, you need to use the vpls-id statement configured at the [edit routing-instances

routing-instance-nameprotocolsvpls]hierarchy level toconfigure thesameVPLS identifier

on each of the PE routers. The VPLS identifiermust be globally unique.When each VPLS

routing instance (domain)hasauniqueVPLS identifier, it is possible toconfiguremultiple

VPLS routing instances between a given pair of PE routers.

LDPsignaling requires that youconfigurea full-meshLDPsessionbetween thePE routers

in the same VPLS routing instance. Neighboring PE routers are statically configured.

Tunnels are created between the neighboring PE routers to aggregate traffic from one

PE router to another. Pseudowires are then signaled to demultiplex traffic betweenVPLS

routing instances. These PE routers exchange the pseudowire label, the MPLS label that

acts as the VPLS pseudowire demultiplexer field, by using LDP forwarding equivalence

classes (FECs). Tunnels based on both MPLS and generic routing encapsulation (GRE)

are supported.
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NOTE: You cannot configure both BGP signaling and LDP signaling for the
sameVPLS routing instance. If you attempt to configure the statements that
enable BGP signaling for the VPLS routing instance (the site, site-identifier,

and site-range statements), and the statements that enable LDP signaling

for the same instance, neighbor and vpls-id, the commit operation fails.

ToenableLDPsignaling for theVPLS routing instance, complete the steps in the following

sections:

• Configuring LDP Signaling for the VPLS Routing Instance on page 556

• Configuring LDP Signaling on the Router on page 557

Configuring LDP Signaling for the VPLS Routing Instance

To configure the VPLS routing instance to use LDP signaling, youmust configure the
same VPLS identifier on each PE router participating in the instance. Specify the VPLS
identifier with the vpls-id statement:

vpls-id vpls-id;

You can include this statement at the following hierarchy levels:

• [edit routing-instances routing-instance-name protocols vpls]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols vpls]

NOTE: ACXSeries routersdonot support the [edit logical-systems]hierarchy.

To configure the VPLS routing instance to use LDP signaling, you also must include the
neighbor statement to specify each of the neighboring PE routers that are a part of this
VPLS domain:

neighbor neighbor-id;

You can include this statement at the following hierarchy levels:

• [edit routing-instances routing-instance-name protocols vpls]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols vpls]

NOTE: ACXSeries routersdonot support the [edit logical-systems]hierarchy.
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Configuring LDP Signaling on the Router

To enable LDP signaling, you need to configure LDP on each PE router participating in
the VPLS routing instance. A minimal configuration is to enable LDP on the loopback
interface, which includes the router identifier (router-id), on the PE router using the
interface statement:

interface interface-name;

You can include this statement at the following hierarchy levels:

• [edit protocols ldp]

• [edit logical-systems logical-system-name protocols ldp]

NOTE: ACXSeries routersdonot support the [edit logical-systems]hierarchy.

YoucanenableLDPonall the interfaceson the router using thealloption for the interfaces

statement. Formore information about how to configure LDP, see theMPLSApplications

Feature Guide.

Configuring VPLS Routing Instance and VPLS Interface Connectivity

You can configure the VPLS routing instance to take down or maintain its VPLS
connections depending on the status of the interfaces configured for the VPLS routing
instance. By default, the VPLS connection is taken down whenever a customer-facing
interface configured for the VPLS routing instance fails. This behavior can be explicitly
configured by specifying the ce option for the connectivity-type statement:

connectivity-type ce;

Youcanalternatively specify that theVPLSconnection remainupso longasan Integrated

Routing and Bridging (IRB) interface is configured for the VPLS routing instance by

specifying the irb option for the connectivity-type statement:

connectivity-type irb;

To ensure that the VPLS connection remain up until explicitly taken down, specify the

permanent option for the connectivity-type statement:

connectivity-type permanent;

This option is reserved for use in configuring Layer 2Wholesale subscriber networks. See

the Broadband Subscriber Management Solutions Guide for details about configuring a

Layer 2Wholesale network.

You can include this statement at the following hierarchy levels:

• [edit routing-instances routing-instance-name protocols vpls]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols vpls]
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NOTE: ACXSeries routersdonot support the [edit logical-systems]hierarchy.

ACX Series routers do not support irb interface in VPLS instance, therefore
connectivity-type irb for VPLS is not supported.

Configuring the VPLS Encapsulation Type

You can specify a VPLS encapsulation type for the pseudowires established between

VPLS neighbors. The encapsulation type is carried in the LDP-signaling messages

exchanged between VPLS neighbors when pseudowires are created. Youmight need to

alter the encapsulation type depending on what other vendors’ equipment is deployed

within your network.

VPLS effectively provides a bridge between Ethernet networks. As a consequence, only

two encapsulation types are available:

• ethernet—Ethernet

• ethernet-vlan—Ethernet virtual LAN (VLAN)

If you do not specify an encapsulation type for the VPLS routing instance or the VPLS

neighbor, ethernet is used.

To specify an encapsulation type for the VPLS routing instance, include the

encapsulation-type statement:

encapsulation-type (ethernet | ethernet-vlan);

You can include this statement at the following hierarchy levels:

• [edit routing-instances routing-instance-name protocols vpls]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols vpls]

You can also specify an encapsulation type for a specific VPLS neighbor by including the

encapsulation-type statement at the following hierarchy levels:

• [edit routing-instances routing-instance-name protocols vpls neighbor address]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols vpls neighbor address]

Configuring theMPLS Routing Table to Leak Routes a Nondefault Routing Instance

Starting in JunosOSRelease 16.1, youcanspecifyoneormorenondefault routing instances

where you want MPLS routes to be leaked from thempls.0 path routing table in the

master routing instance. This capability is useful in an L2VPN/VPLS configuration when

the remote PE router is learned from the IGP in a nondefault routing instance, because

L2VPN/VPLS installs ingress-labeled routes only in the master mpls.0 table.
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Bydefault, routes in thempls.0 routing table in themaster routing instancearenot leaked

to the corresponding routing tables in nondefault routing instances.When L2VPN/VPLS

traffic is received on the core-facing interface in a nondefault routing instance, the router

performs a lookup in the table that corresponds to that interface,

routing-instance-name.mpls.0. Because the routes are not leaked by default, then no

routes are found in the routing-instance-name.mpls.0 routing table and all the incoming

traffic is dropped.

To leak MPLS routes to a nondefault routing instance, include the import-labeled-routes

statement and specify oneormore routing instanceswhere the routes need tobe leaked:

import-labeled-routes [ routing-instance-name ];

You can include this statement at the following hierarchy levels:

• [edit routing-instances routing-instance-name protocols vpls]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols vpls]

Configuring the VPLSMAC Table Timeout Interval

Youcanmodify the timeout interval for theVPLStable.We recommendyou that configure

longer values for small, stableVPLSnetworks and shorter values for large, dynamicVPLS

networks. If the VPLS table does not receive any updates during the timeout interval, the

routerwaits oneadditional interval beforeautomatically clearing theMACaddressentries

from the VPLS table.

Tomodify the timeout interval for the VPLS table, include themac-table-aging-time

statement:

mac-table-aging-time seconds;

You can include this statement at the following hierarchy levels:

• [edit routing-instances routing-instance-name protocols vpls]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols vpls]

NOTE: Themac-table-aging-time statement is not available on ACX Series

andMX Series routers.

NOTE: ACXSeries routersdonot support the [edit logical-systems]hierarchy.

Configuring the Size of the VPLSMACAddress Table

You canmodify the size of the VPLSmedia access control (MAC) address table. The

default table size is 512MACaddresses, theminimum is 16 addresses, and themaximum

is 65,536 addresses.
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NOTE: T4000routerswithType5FPCssupportupto262,143MACaddresses
per VPLS routing instance. To enable the improved VPLSMAC address
learning limit (that is, 262,143 MAC addresses), youmust Include the
enhanced-mode statement at the [edit chassis network-services] hierarchy

level, reboot the router, and thenmodify the size of the VPLSMAC address
table.

If the MAC table limit is reached, newMAC addresses can no longer be added to the

table. Eventually the oldest MAC addresses are removed from the MAC address table

automatically. This frees space in the table, allowing new entries to be added. However,

as long as the table is full, newMAC addresses are dropped.

To change the VPLSMAC table size for each VPLS or VPN routing instance, include the

mac-table-size statement:

mac-table-size size;

You can include this statement at the following hierarchy levels:

• [edit routing-instances routing-instance-name protocols vpls]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols vpls]

NOTE: ACXSeries routersdonot support the [edit logical-systems]hierarchy.

When you include themac-table-size statement, the affected interfaces include all

interfaces within the VPLS routing instance, including the local interfaces, the LSI

interfaces, and the VT interfaces.

NOTE: ACXSeries routers do no supportmac-table-size statement for VPLS.

Limiting the Number of MAC Addresses Learned from an Interface

You can configure a limit on the number of MAC addresses learned by a VPLS routing

instance using themac-table-size statement. If the MAC table limit is reached, newMAC

addresses can no longer be added to the table. Eventually the oldestMAC addresses are

removed fromtheMACaddress tableautomatically. This frees space in the table, allowing

new entries to be added. However, as long as the table is full, newMAC addresses are

dropped.

Because this limit applies to each VPLS routing instance, the MAC addresses of a single

interface canconsumeall theavailable space in the table, preventing the routing instance

from acquiring addresses from other interfaces.

You can limit the number of MAC addresses learned from each interface configured for

a VPLS routing instance. To do so, include the interface-mac-limit statement:
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interface-mac-limit limit;

NOTE: ACXSeries routers donot support interface-mac-limit limit for VPLS.

You can include this statement at the following hierarchy levels:

• [edit routing-instances routing-instance-name protocols vpls]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols vpls]

The interface-mac-limit statement affects the local interfaces only (the interfaces facing

CE devices).

Configuring the interface-mac-limit statement at the [edit routing-instances

routing-instance-nameprotocols vpls] hierarchy level causes the same limit to be applied

to all of the interfaces configured for that specific routing instance.

NOTE: Starting in Junos OS Release 12.3R4, if you do not configure the
parameter to limit the number of MAC addresses to be learned by a VPLS
instance, the default value is not effective. Instead, if you do not include the
interface-mac-limit option at the [edit logical-systems logical-system-name

routing-instances routing-instance-nameprotocolsvplssitesite-name interfaces

interface-name],hierarchy level, this setting isnotpresent in theconfiguration

with the default value of 1024 addresses. If you upgrade a router running a
Junos OS release earlier than Release 12.3R4 to Release 12.3R4 or later, you
must configure the interface-mac-limit option with a valid value for it to be

saved in the configuration.

Youcanalso limit thenumberofMACaddresses learnedbyaspecific interfaceconfigured

for a VPLS routing instance. This gives you the ability to limit particular interfaces that

you expect might generate a lot of MAC addresses.

To limit the number of MAC addresses learned by a specific interface, include the

interface-mac-limit statement at the following hierarchy levels:

• [edit routing-instances routing-instance-name protocols vpls site site-name interfaces

interface-name]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols vpls site site-name interfaces interface-name]

NOTE: ACXSeries routersdonot support the [edit logical-systems]hierarchy.

The MAC limit configured for an individual interface at this hierarchy level overrides any

value configured at the [edit routing-instances routing-instance-name protocols vpls]
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hierarchy level. Also, the MAC limit configured using themac-table-size statement can

override the limit configured using the interface-mac-limit statement.

The MAC address limit applies to customer-facing interfaces only.

Removing Addresses from theMACAddress Database

YoucanenableMAC flushprocessing for theVPLS routing instanceor for themeshgroup

under a VPLS routing instance. MAC flush processing removes MAC addresses from the

MACaddressdatabase thathavebeen learneddynamically.With thedynamically learned

MAC addresses removed, MAC address convergence requires less time to complete.

You can clear dynamically learned MAC addresses from the MAC address database by
including themac-flush statement:

mac-flush [ explicit-mac-flush-message-options ];

To clear dynamically learned MAC addresses globally across all devices participating in

the routing instance, you can include the statement at the following hierarchy levels:

• [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols vpls]

• [edit routing-instances routing-instance-name protocols vpls]

To clear the MAC addresses on the routers in a specific mesh group, you can include the

statement at the following hierarchy levels:

• [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols vplsmesh-groupmesh-group-name]

• [edit routing-instances routing-instance-name protocols vpls

mesh-groupmesh-group-name]

NOTE: On ACX Series routers, themesh-group statement is supported only

on ACX5000 line of routers. ACX5000 line of routers can support up to 8
user-definedmesh groups per VPLS routing instance.

NOTE: ACXSeries routersdonot support the [edit logical-systems]hierarchy.

For certain cases where MAC flush processing is not initiated by default, you can also

specify explicit-mac-flush-message-options to additionally configure the router to send

explicit MAC flushmessages under specific conditions. For a list of the explicit MAC flush

message options you can include with this statement, see the summary section for this

statement.
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Release History Table DescriptionRelease

Starting in JunosOSRelease 16.1, youcanspecifyoneormorenondefault routing
instances where you want MPLS routes to be leaked from thempls.0 path
routing table in the master routing instance.

16.1

Starting in Junos OS Release 12.3R4, if you do not configure the parameter to
limit thenumberofMACaddresses tobe learnedbyaVPLS instance, thedefault
value is not effective.

12.3R4

Related
Documentation

Configuring Improved VPLSMAC Address Learning on T4000 Routers with Type 5

FPCs on page 962

•

• enhanced-mode

• show ldp database

Configuring a VPLS Routing Instance

Usethevpls routing instance type forpoint-to-multipointLAN implementationsbetween

a set of sites in a VPN.

To create a routing instance for VPLS, include at least the following statements in the
configuration:

routing-instances {
routing-instance-name {
instance-type vpls;
interface interface-name;
route-distinguisher (as-number:number | ip-address:number);
vrf-import [ policy-names ];
vrf-export [ policy-names ];
protocols {
vpls {
... vpls configuration ...

}
}

}
}

You can include these statements at the following hierarchy levels:

• [edit]

• [edit logical-systems logical-system-name]

For more information about configuring VPLS, see theJunos OS VPNs Library for Routing

Devices.

Related
Documentation

Layer 2 Routing Instance Types•

• Configuring a Virtual Switch Routing Instance on MX Series Routers
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• Configuring a Layer 2 Control Protocol Routing Instance on page 569
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Support of Inner VLAN List and Inner VLAN Range for Qualified BUMPruning on a
Dual-Tagged Interface for a VPLS Routing Instance Overview
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Junos OS provides the qualified-bum-pruning-mode statement, which supports

constraining of broadcast, multicast, and unknown (BUM) traffic in a VPLS instance to

aspecific subscriberVLANstack.This cutsdownunnecessary consumptionofbandwidth

and thereby, improves network performance.

All subscriber VLANs that need to be backhauled to their respective retail-ISPs are also

created in the same VPLS instance as the retail-ISP. Each retail-ISP is allocated a VPLS

instance. Any traffic on subscriber VLANs is hauledover theVPLS tunnel to the retail-ISP.

Similarly, any traffic from a retail-ISP on a VPLS tunnel is forwarded to all the subscriber

VLANs in that VPLS instance. For multicast traffic (which includes broadcast, unknown

DMAC, and layer 2and layer 3multicast), the standardLayer-2VPLS instance-forwarding

creates a BUM packet, which comes from a retail-ISP over a VPLS tunnel, to be flooded

to all subscriber VLANs in the VPLS instance. This causes the individual subscribers who

might have subscribed to specific multicast traffic channels to receive all the traffic

instead of the multicast traffic that the subscriber has signed up for.

To overcome this, BUM traffic needs to be forwarded only to subscribers who are the

intended recipients, by mapping the VLAN-tags present in the BUM packet to these

subscribers. A subscriber is assigned a stackedVLAN-tag andBUMpackets are sent only

to a subscriber whose stacked VLAN-tags match the VLAN-tags present in the BUM

packet. This ensures that subscribers receive only the BUM traffic that is specifically

intended for them, which prevents the normal flooding of BUM traffic. This is called

BUM-pruning. Hitherto, Junos OS supported only single VLAN tagged and dual VLAN

tagged subscriber interfaces. This implies that for each subscriber, a different interface

must be configured. Such a BUM-pruning solution does not scale well. To address this

issue, JunosOSnow supports configuring VLAN ranges on the subscriber interfaces. This

enables better management of subscriber services.

BUM-pruning on Junos OS allows subscriber interfaces to be configured with

inner-vlan-lists. Each inner VLAN list includes all the subscriber VLANs that must be

groupedonaparticular subscriber interfacemappedtoaVPLS instance.Youcanconfigure

BUM-pruning on each VPLS instance allocated to a retail-ISP by using the set

routing-instances routing-instance-name qualified-bum-pruning-mode command.

For normal VPLS flooding, BUM traffic is received over the VPLS tunnel and flooded to

all the subscriber interfaces mapped to the vpls-instance. These interfaces might be or

might not bemapped to the samesubscriber VLANas thepacket receivedover theVPLS

tunnel. By enabling the qualified BUM pruning mode in a VPLS instance, VPLS flooding

is restricted to a combination of service-provider VLAN and subscriber VLAN. The

qualified-bum-pruning statement implements BUM-pruning on the Packet Forwarding

Engine in the egress list of each subscriber interface mapped to the VPLS instance. On

the Packet Forwarding Engine, BUM-pruning is implemented as a vlan-check nexthop

installed in the egress list of the subscriber interface. The vlan-check nexthop checks

whether the BUM packet exiting the ifl has the same combination of service-provider

VLANandsubscriberVLANas thatconfiguredon the interface. If theVLANcheckmatches,

the packet is forwarded or else it is discarded. This ensures that only the subscriber that

is the intended recipient of the BUM traffic receives the packet. This feature is supported

for both single-tagged and dual-tagged subscriber interfaces as well as for subscriber

interfaces configured with vlan-map operations. If vlan-map operations are configured
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on the interfaces, then the normalized VLAN on the interface is considered for the

vlan-check nexthop. This feature is supported for both default and logical systems.

Currently, dual-tagged subscriber interfaces can support a single pair of service-provider

VLAN and subscriber VLAN. With the support for BUM-pruning of VPLS traffic on

dual-tagged interfaces, you can configure a single service provider VLAN(S) on the

subscriber interface andmap it to multiple customer VLANs using a single inner VLAN

list or inner VLAN range. The inner VLAN list on a subscriber interface can havemultiple

elements. Each element of the inner VLAN list can be as follows:

• A single VLAN tag

• A range of VLANs

The BUM traffic flow through dual-tagged interfaces is supported on both aggregated

and non-aggregated subscriber interfaces.When BUM traffic exits a subscriber interface

configured with inner VLAN list or inner VLAN range, the service provider VLAN (S) and

the subscriber VLAN (C) in the packet are checked against all combinations of (S,C) of

theSandCVLANspossibleon the interface. If thepacketmatchesanyof thecombination,

it is forwardedon the subscriber interface. If thepacket does notmatchany combination,

it is discarded. If the subscriber has vlan-map configured, then the S and C VLANs to be

checked are modified based on the VLAN normalization on the interface.

Related
Documentation

qualified-bum-pruning-mode on page 1255•

• vlan-tags on page 1299
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Configuring Qualified BUMPruning for a Dual-Tagged Interface with Inner VLAN list
and InnerVLAN range for a VPLS Routing Instance

Currently, dual-tagged subscriber interfaces can support a single pair of service-provider

VLAN and subscriber VLAN.With the support for broadcast, unknown unicast, multicast

(BUM) pruning of VPLS traffic on dual-tagged interfaces, you can configure a single

service provider VLAN— referred to as VLAN(S) in this topic—on the subscriber interface

andmap it to multiple customer VLANs by using a single inner VLAN list or inner VLAN

range. The inner VLAN list on a subscriber interface can havemultiple elements. Each

element of the inner VLAN list can be a single VLAN tag or a range of VLANs. The BUM

traffic flow through dual-tagged interfaces is supported on both aggregated and

nonaggregated subscriber interfaces. When BUM traffic exits a subscriber interface that

has an inner VLAN list or range configured, the VLAN(S) and the subscriber VLAN—

referred to as VLAN(C)— in the packet are checked against all combinations of VLAN(S)

and VLAN(C) possible on the interface. If the packet contents match any of the

combinations, then the packet is forwarded on the subscriber interface. If the contents

donotmatchany combination, then thepacket is discarded. If the subscriber has aVLAN

map configured, then the VLAN(S) and VLAN(C) to be checked are modified based on

the VLAN normalization on the interface.

Before you configure qualified BUM pruning for a dual-tagged interface including inner

VLAN list and inner VLAN range for a VPLS routing instance, youmust do the following:

1. Configure the device interfaces.

2. Configure the VPLS routing instance.

To configure qualified-bum-pruning for dual tagged interface including inner VLAN list

and inner VLAN range for a VPLS routing instance:

1. Configure a member interface with a service provider VLAN for the VPLS routing

instance. You can configure service provider VLANwith an inner VLAN list or inner

VLAN range for the VPLS routing instance.

[edit interfaces interface-name unit unit-number vlan-tags]
user@host# set outer vlan-id

For example, to configure member interface with the service provider VLAN ID 200

for a VPLS routing instance:

[edit interfaces ae0 unit 100 vlan-tags]
user@host# set outer 200

2. Configure the inner-list of the member interface with a single customer VLAN ID or a

range of customer VLAN IDs or both for a VPLS routing instance.

[edit interfaces interface-name unit unit-number vlan-tags]
user@host# set inner-list [vlan-id]

For example, to configure the member interface with a single customer VLAN ID and

a range of customer VLAN IDs for a VPLS routing instance:
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[edit interfaces ae0 unit 100 vlan-tags]
user@host# set inner-list [210 -215 216]

3. Configure the member interface with inner VLAN ID range.

[edit interfaces interface-name unit unit-number vlan-tags]
user@host# set inner-range vlan-range

For example, to configure the member interface with an inner range of 300-310 for

VPLS routing instance:

[edit interfaces ae6 unit 500 vlan-tags]
user@host# set inner-range 300-310

4. ConfigureBUMpruning for VPLS traffic ondual-tagged interfaces to forward theBUM

traffic only to the intendedmember interfaces.

[edit routing-instance VPLS routing-instance]
user@host# set qualified-bum-pruning-mode

For example, to configure qualified BUM pruning for routing instance r1:

[edit routing-instance r1]
user@host# set qualified-bum-pruning-mode

Related
Documentation

Support of Inner VLAN List and Inner VLAN Range for Qualified BUM Pruning on a

Dual-Tagged Interface for a VPLS Routing Instance Overview on page 565

•

• qualified-bum-pruning-mode on page 1255

• vlan-tags on page 1299

Configuring a Layer 2 Control Protocol Routing Instance

OnMX Series routers only, use the layer2-control routing instance type for Rapid

Spanning-TreeProtocol (RSTP)orMultipleSpanning-TreeProtocol (MSTP) in customer

edge interfaces of a VPLS routing instance. Layer 2 control protocols enable features

such as Layer 2 protocol tunneling or nonstop bridging. This instance type cannot be

used if the customer edge interface ismultihomed to two provider edge interfaces. If the

customer edge interface is multihomed to two provider edge interfaces, use the default

bridge protocol data unit (BPDU) tunneling.

To create a routing instance for Layer 2 control protocols, include at least the following
statements in the configuration:

routing-instances {
routing-instance-name {
instance-type layer2-control;
interface interface-name;
route-distinguisher (as-number:number | ip-address:number);
vrf-import [ policy-names ];
vrf-export [ policy-names ];
protocols {
mstp {
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... interface options ...
mstimsti-id {
...MSTPMSTI configuration ...

}
}

}
}

}

You can include these statements at the following hierarchy levels:

• [edit]

• [edit logical-systems logical-system-name]

Related
Documentation

Layer 2 Routing Instance Types•

• Configuring a VPLS Routing Instance on page 563

• Configuring a Virtual Switch Routing Instance on MX Series Routers

PE Router Mesh Groups for VPLS Routing Instances

APE routermeshgroupconsistsof a setof routersparticipating inaVPLS routing instance

that share the same signaling protocol, either BGP or LDP. Each VPLS routing instance

can have just one BGPmesh group. However, you can configure multiple LDPmesh

groups for each routing instance.

The Junos OS can support up to 16mesh groups on MX Series routers and up to 128 on

M Series and T Series routers. However, twomesh groups are created by default, one for

theCE routersandone for thePE routers.Therefore, themaximumnumberofuser-defined

mesh groups is 14 for MX Series routers and 126 for M Series and T Series routers.

NOTE: In theVPLSdocumentation, theword router in termssuchasPE router
is used to refer to any device that provides routing functions.

The Junos OS supports both forwarding equivalency class (FEC) 128 and FEC 129. FEC

129 uses VPLS autodiscovery to convey endpoint information. FEC 128 requiresmanually

configured pseudowires.

The following describes the behavior of mesh groups in regards to BGP-signaled PE

routers and LDP-signaled PE routers:

• BGP-signaled PE routers—Automatically discovered PE routers that use BGP for

signaling are associated with the default VEmesh group. You cannot configure the

Junos OS to associate these routers with a user-defined VEmesh group.

• LDP-signaled PE routers (FEC 128)—PE routers statically configured using FEC-128

LDP signaling are placed in a default mesh group. However, you can configure a VE

mesh group and associate each LDP FEC-128 neighbor with it. Each configured VE
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mesh group contains a set of VEs that are in the same interior gateway protocol (IGP)

routing instance and are fully meshed with each other in the control and data planes.

• LDP-signaled PE routers (FEC 129)—Configuration for amesh group for FEC 129 is very

similiar to the configuration for FEC 128.

Note the following differences for FEC 129:

• Each user-definedmesh groupmust have a unique route distinguisher. Do not use

the route distinguisher that is defined for the default mesh group at the [edit

routing-intances] hierarchy level.

• Each user-definedmesh groupmust have its own import and export route target.

• Each user-definedmesh group can have a unique Layer 2 VPN ID. By default, all the

meshgroups that are configured for the aVPLS routing-instance use the sameLayer

2 VPN ID, the one that you configure at the [edit routing-instances] hierarchy level.

Related
Documentation

Example: Configuring BGP Autodiscovery for LDP VPLS on page 724•

Configuring VPLS Fast Reroute Priority

When a path is rerouted after a link failure by using the MPLS fast reroute feature, the

router repairs the affected next hops by switching them from the active label switched

path (LSP) to the standby LSP. To specify the order in which the router repairs next hops

and restores traffic convergence for VPLS routing instances after a fast reroute event,

you can use the fast-reroute-priority statement to configure high,medium, or low fast

reroute priority for a VPLS routing instance. By default, the fast reroute priority for a VPLS

routing instance is low.

The router repairs next hops and restores known unicast, unknown unicast, broadcast,

andmulticast traffic for VPLS routing instances in the following order, based on the fast

reroute priority configuration:

1. The router repairs next hops for high-priority VPLS routing instances.

2. The router repairs next hops for medium-priority VPLS routing instances.

3. The router repairs next hops for low-priority VPLS routing instances.

Because the router repairs next hops for VPLS routing instances configured with high

fast reroute priority first, the traffic traversing high-priority VPLS instances is restored

faster than the traffic for VPLS instances configured withmedium or low fast reroute

priority. The ability to prioritize specific VPLS routing instances for faster convergence

and traffic restoration enables service providers to offer differentiated service levels to

their customers.

Within a particular fast reroute priority level (high,medium, or low), the router follows no

particular order for traffic restoration of VPLS routing instances.
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NOTE: VPLS fast reroute priority is not supported on EX Series switches.

To configure high,medium, or low fast reroute priority for a VPLS routing instance, include

the fast-reroute-priority statement:

fast-reroute-priority (high | medium | low);

You can include this statement at the following hierarchy levels:

• [edit logical-systems logical-system-name routing-instances routing-instance-name

forwarding-options]

• [edit routing-instances routing-instance-name forwarding-options]

You can configure fast reroute priority only for routing instances with the instance-type

set to vpls. If you attempt to configure fast reroute priority for a routing instance with an

instance-typeother thanvpls, the routerdisplaysawarningmessageand theconfiguration

fails.

The following example snippet shows configuration of high fast reroute priority for a

VPLS routing instance named test-vpls:

test-vpls {
instance-type vpls;
forwarding-options {
fast-reroute-priority high;

}
}

To display the fast reroute priority setting configured for a VPLS routing instance, use

the show route instance detail operational command. For information about using this

command, see the CLI Explorer.

Specifying the VT Interfaces Used by VPLS Routing Instances

By default, the Junos OS automatically selects one of the virtual tunnel (VT) interfaces

available to the router for de-encapsulating traffic from a remote site. The Junos OS

cycles through thecurrently availableVT interfaces, regularly updating the list of available

VT interfaces as new remote sites are discovered and new connections are brought up.

However, you can also explicitly configure which VT interfaces will receive the VPLS

traffic.

By including the tunnel-services statement at the [edit routing-instances

routing-instance-name protocols vpls] hierarchy level, you can specify that traffic for

particular VPLS routing instances be forwarded to specific VT interfaces. Doing so allows

you to load-balance VPLS traffic among all the available VT interfaces on the router.

The tunnel-services statement includes the following options:

• devices—Specifies the VT interfaces acceptable for use by the VPLS routing instance.

If you do not configure this option, all VT interfaces available to the router can be used

for de-encapsulating traffic for this instance.

Copyright © 2018, Juniper Networks, Inc.572

Layer 2 VPNs and VPLS Feature Guide for Routing Devices

https://www.juniper.net/documentation/content-applications/cli-explorer/junos/


• primary—Specifies the primary VT interface to be used by the VPLS routing instance.

The VT interface specified is used to de-encapsulate all VPLS traffic from the MPLS

core network for this routing instance. If the VT interface specified is unavailable, then

one of the other acceptable VT interfaces (specified in the devices option) is used for

handling theVPLStraffic. If youdonotconfigure thisoption, anyacceptableVT interface

can be used to de-encapsulate VPLS traffic from the core.

NOTE: In theVPLSdocumentation, theword router in termssuchasPE router
is used to refer to any device that provides routing functions.

To specify that traffic for a particular VPLS routing instance be forwarded to specific VT

interfaces, include the tunnel-services statement:

tunnel-services {
devices device-names;
primary primary-device-name;

}

These statements can be configured at the following hierarchy levels:

• [edit routing-instances routing-instance-name protocols vpls]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols vpls]

Understanding PIM Snooping for VPLS

There are two ways to direct PIM control packets:

• By the use of PIM snooping

• By the use of PIM proxying

PIMsnoopingconfiguresadevice toexamineandoperateonlyonPIMhelloand join/prune

packets.APIMsnoopingdevicesnoopsPIMhelloand join/prunepacketsoneach interface

to find interestedmulticast receivers and populates the multicast forwarding tree with

this information. PIM snooping differs from PIM proxying in that both PIM hello and

join/prune packets are transparently flooded in the VPLS as opposed to the flooding of

only hello packets in the case of PIM proxying. PIM snooping is configured on PE routers

connected through pseudowires. PIM snooping ensures that no new PIM packets are

generated in the VPLS, with the exception of PIMmessages sent through LDP on

pseudowires.

NOTE: In theVPLSdocumentation, theword router in termssuchasPE router
is used to refer to any device that provides routing functions.

A device that supports PIM snooping snoops hello packets received on attachment

circuits. It does not introduce latency in the VPLS core when it forwards PIM join/prune

packets.
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To configure PIM snooping on a PE router, use the pim-snooping statement at the [edit

routing-instances instance-name protocols] hierarchy level:

routing-instances {
customer {
instance-type vpls;
...
protocols {
pim-snooping{
traceoptions {
file pim.log size 10m;
flag all;
flag timer disable;

}
}

}
}

}

“Example: Configuring PIM Snooping for VPLS” on page 574 explains the PIM snooping

method. The use of the PIM proxying method is not discussed here and is outside the

scopeof this document. Formore information aboutPIMproxying, seePIMSnoopingover

VPLS.

Related
Documentation

Example: Configuring PIM Snooping for VPLS on page 574•

Example: Configuring PIM Snooping for VPLS

Thisexample showshowtoconfigurePIMsnooping inavirtualprivateLANservice (VPLS)

to restrict multicast traffic to interested devices.

• Requirements on page 574

• Overview on page 574

• Configuration on page 575

• Verification on page 582

Requirements

This example uses the following hardware and software components:

• MSeries Multiservice Edge Routers (M7i and M10i with Enhanced CFEB, M120, and

M320with E3 FPCs) or MX Series 3D Universal Edge Routers (MX80, MX240, MX480,

and MX960)

• Junos OS Release 13.2 or later

Overview

The following example shows how to configure PIM snooping to restrict multicast traffic

to interested devices in a VPLS.
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NOTE: ThisexampledemonstratesPIMsnoopingbytheuseofaPIMsnooping
device to restrict multicast traffic. The use of the PIM proxyingmethod to
achieve PIM snooping is out of the scope of this document and is yet to be
implemented in Junos OS.

Topology

In this example, two PE routers are connected to each other through a pseudowire

connection. Router PE1 is connected to Routers CE1 and CE2. Amulticast receiver is

attached to Router CE2. Router PE2 is connected to Routers CE3 and CE4. Amulticast

source is connected to Router CE3, and a secondmulticast receiver is attached to Router

CE4.

PIM snooping is configured on Routers PE1 and PE2. Hence, data sent from themulticast

source is received only by members of the multicast group.

Figure 55 on page 575 shows the topology used in this example.

Figure 55: PIM Snooping for VPLS
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Router PE1 setmulticast-snooping-options traceoptions file snoop.log size 10m
set interfaces ge-2/0/0 encapsulation ethernet-vpls
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set interfaces ge-2/0/0 unit 0 description toCE1
set interfaces ge-2/0/1 encapsulation ethernet-vpls
set interfaces ge-2/0/1 unit 0 description toCE2
set interfaces ge-2/0/2 unit 0 description toPE2
set interfaces ge-2/0/2 unit 0 family inet address 10.0.0.1/30
set interfaces ge-2/0/2 unit 0 family mpls
set interfaces lo0 unit 0 family inet address 10.255.1.1/32
set routing-options router-id 10.255.1.1
set protocolsmpls interface ge-2/0/1.0
set protocols bgp group toPE2 type internal
set protocols bgp group toPE2 local-address 10.255.1.1
set protocols bgp group toPE2 family l2vpn signaling
set protocols bgp group toPE2 neighbor 10.255.7.7
set protocols ospf area 0.0.0.0 interface ge-2/0/2.0
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ldp interface ge-2/0/2.0
set protocols ldp interface lo0.0
set routing-instances titanium instance-type vpls
set routing-instances titanium vlan-id none
set routing-instances titanium interface ge-2/0/0.0
set routing-instances titanium interface ge-2/0/1.0
set routing-instances titanium route-distinguisher 101:101
set routing-instances titanium vrf-target target:201:201
set routing-instances titanium protocols vpls vpls-id 15
set routing-instances titanium protocols vpls site pe1 site-identifier 1
set routing-instances titanium protocols pim-snooping

Router CE1 set interfaces ge-2/0/0 unit 0 description toPE1
set interfaces ge-2/0/0 unit 0 family inet address 10.0.0.10/30
set interfaces lo0 unit 0 family inet address 10.255.2.2./32
set routing-options router-id 10.255.2.2
set protocols ospf area 0.0.0.0 interface all
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols pim rp static address 10.255.3.3
set protocols pim interface all

Router CE2 set interfaces ge-2/0/0 unit 0 description toPE1
set interfaces ge-2/0/0 unit 0 family inet address 10.0.0.6/30
set interfaces ge-2/0/1 unit 0 description toReceiver1
set interfaces ge-2/0/1 unit 0 family inet address 10.0.0.13/30
set interfaces lo0 unit 0 family inet address 10.255.2.2
set routing-options router-id 10.255.2.2
set protocols ospf area 0.0.0.0 interface all
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols pim rp static address 10.255.3.3
set protocols pim interface all

Router PE2 setmulticast-snooping-options traceoptions file snoop.log size 10m
set interfaces ge-2/0/0 encapsulation ethernet-vpls
set interfaces ge-2/0/0 unit 0 description toCE3
set interfaces ge-2/0/1 encapsulation ethernet-vpls
set interfaces ge-2/0/1 unit 0 description toCE4
set interfaces ge-2/0/2 unit 0 description toPE1
set interfaces ge-2/0/2 unit 0 family inet address 10.0.0.2/30
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set interfaces ge-2/0/2 unit 0 family mpls
set interfaces lo0 unit 0 family inet address 10.255.7.7/32
set routing-options router-id 10.255.7.7
set protocolsmpls interface ge-2/0/2.0
set protocols bgp group toPE1 type internal
set protocols bgp group toPE1 local-address 10.255.7.7
set protocols bgp group toPE1 family l2vpn signaling
set protocols bgp group toPE1 neighbor 10.255.1.1
set protocols ospf area 0.0.0.0 interface ge-2/0/2.0
set protocols ospf area 0.0.0.0 interface lo0.0
set protocols ldp interface ge-2/0/2.0
set protocols ldp interface lo0.0
set routing-instances titanium instance-type vpls
set routing-instances titanium vlan-id none
set routing-instances titanium interface ge-2/0/0.0
set routing-instances titanium interface ge-2/0/1.0
set routing-instances titanium route-distinguisher 101:101
set routing-instances titanium vrf-target target:201:201
set routing-instances titanium protocols vpls vpls-id 15
set routing-instances titanium protocols vpls site pe2 site-identifier 2
set routing-instances titanium protocols pim-snooping

Router CE3 (RP) set interfaces ge-2/0/0 unit 0 description toPE2
set interfaces ge-2/0/0 unit 0 family inet address 10.0.0.18/30
set interfaces ge-2/0/1 unit 0 description toSource
set interfaces ge-2/0/1 unit 0 family inet address 10.0.0.29/30
set interfaces lo0 unit 0 family inet address 10.255.3.3/32
set routing-options router-id 10.255.3.3
set protocols ospf area 0.0.0.0 interface all
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols pim rp local address 10.255.3.3
set protocols pim interface all

Router CE4 set interfaces ge-2/0/0 unit 0 description toPE2
set interfaces ge-2/0/0 unit 0 family inet address 10.0.0.22/30
set interfaces ge-2/0/1 unit 0 description toReceiver2
set interfaces ge-2/0/1 unit 0 family inet address 10.0.0.25/30
set interfaces lo0 unit 0 family inet address 10.255.4.4/32
set routing-options router-id 10.255.4.4
set protocols ospf area 0.0.0.0 interface all
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols pim rp static address 10.255.3.3
set protocols pim interface all
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Configuring PIM Snooping for VPLS

Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

NOTE: This section includes a step-by-step configuration procedure for one
or more routers in the topology. For comprehensive configurations for all
routers, see “CLI Quick Configuration” on page 575.

To configure PIM snooping for VPLS:

1. Configure the router interfaces forming the links between the routers.

Router PE2
[edit interfaces]
user@PE2# set ge-2/0/0 encapsulation ethernet-vpls
user@PE2# set ge-2/0/0 unit 0 description toCE3
user@PE2# set ge-2/0/1 encapsulation ethernet-vpls
user@PE2# set ge-2/0/1 unit 0 description toCE4
user@PE2# set ge-2/0/2 unit 0 description toPE1
user@PE2# set ge-2/0/2 unit 0 family mpls
user@PE2# set ge-2/0/2 unit 0 family inet address 10.0.0.2/30
user@PE2# set lo0 unit 0 family inet address 10.255.7.7/32

NOTE: ge-2/0/0.0 and ge-2/0/1.0 are configured as VPLS interfaces

and connect to Routers CE3 and CE4. See Virtual Private LAN Service
Feature Guide for more details.

Router CE3
[edit interfaces]
user@CE3# set ge-2/0/0 unit 0 description toPE2
user@CE3# set ge-2/0/0 unit 0 family inet address 10.0.0.18/30
user@CE3# set ge-2/0/1 unit 0 description toSource
user@CE3# set ge-2/0/1 unit 0 family inet address 10.0.0.29/30
user@CE3# set lo0 unit 0 family inet address 10.255.3.3/32

NOTE: Thege-2/0/1.0 interfaceonRouterCE3connects to themulticast

source.

Router CE4
[edit interfaces]
user@CE4# set ge-2/0/0 unit 0 description toPE2
user@CE4# set ge-2/0/0 unit 0 family inet address 10.0.0.22/30
user@CE4# set ge-2/0/1 unit 0 description toReceiver2
user@CE4# set ge-2/0/1 unit 0 family inet address 10.0.0.25/30
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user@CE4# set lo0 unit 0 family inet address 10.255.4.4/32

NOTE: The ge-2/0/1.0 interface on Router CE4 connects to amulticast

receiver.

Similarly, configure Routers PE1, CE1, and CE2.

2. Configure the router IDs of all routers.

Router PE2
[edit routing-options]
user@PE2# set router-id 10.255.7.7

Similarly, configure other routers.

3. Configure an IGP on interfaces of all routers.

Router PE2
[edit protocols ospf area 0.0.0.0]
user@PE2# set interface ge-2/0/2.0
user@PE2# set interface lo0.0

Similarly, configure other routers.

4. Configure the LDP, MPLS, and BGP protocols on the PE routers.

Router PE2
[edit protocols]
user@PE2# set ldp interface lo0.0
user@PE2# setmpls interface ge-2/0/2.0
user@PE2# set bgp group toPE1 type internal
user@PE2# set bgp group toPE1 local-address 10.255.7.7
user@PE2# set bgp group toPE1 family l2vpn signaling
user@PE2# set bgp group toPE1 neighbor 10.255.1.1
user@PE2# set ldp interface ge-2/0/2.0

TheBGPgroup is required for interfacingwith theotherPE router. Similarly, configure

Router PE1.

5. Configure PIM on all CE routers.

Ensure that Router CE3 is configured as the rendezvous point (RP) and that the RP

address is configured on other CE routers.

Router CE3
[edit protocols pim]
user@CE3# set rp local address 10.255.3.3
user@CE3# set interface all

Router CE4
[edit protocols pim]
user@CE4# set rp static address 10.255.3.3
user@CE4# set interface all
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Similarly, configure Routers CE1 and CE2.

6. Configure multicast snooping options on the PE routers.

Router PE2
[edit multicast-snooping-options traceoptions]
user@PE2# set file snoop.log size 10m

Similarly, configure Router PE1.

7. Create a routing instance (titanium), and configure the VPLS on the PE routers.

Router PE2
[edit routing-instances titanium]
user@PE2# set instance-type vpls
user@PE2# set vlan-id none
user@PE2# set interface ge-2/0/0.0
user@PE2# set interface ge-2/0/1.0
user@PE2# set route-distinguisher 101:101
user@PE2# set vrf-target target:201:201
user@PE2# set protocols vpls vpls-id 15
user@PE2# set protocols vpls site pe2 site-identifier 2

Similarly, configure Router PE1.

8. Configure PIM snooping on the PE routers.

Router PE2
[edit routing-instances titanium]
user@PE2# set protocols pim-snooping

Similarly, configure Router PE1.

Results

From configuration mode, confirm your configuration by entering the show interfaces,
show routing-options, show protocols, showmulticast-snooping-options, and show
routing-instances commands.

If the output does not display the intended configuration, repeat the instructions in this

example to correct the configuration.

user@PE2# show interfaces
ge-2/0/2 {
    unit 0 {
        description toPE1
        family inet {
            address 10.0.0.2/30;
        }
        family mpls;
    }
}
ge-2/0/0 {
    encapsulation ethernet-vpls;
    unit 0 {
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         description toCE3;
           }
}
ge-2/0/1 {
    encapsulation ethernet-vpls;
    unit 0 {
         description toCE4;
           }
}
lo0 {
    unit 0 {
        family inet {
            address 10.255.7.7/32;
        }
    }
}

user@PE2# show routing-options
router-id 10.255.7.7;

user@PE2# show protocols
mpls {
    interface ge-2/0/2.0;
}
ospf {
    area 0.0.0.0 {
        interface ge-2/0/2.0;
        interface lo0.0;
    }
}
ldp {
    interface ge-2/0/2.0;
    interface lo0.0;
}
bgp {                                   
    group toPE1 {
        type internal;
        local-address 10.255.7.7;
        family l2vpn {
            signaling;
        }
        neighbor 10.255.1.1;
    }

user@PE2# showmulticast-snooping-options
traceoptions {
    file snoop.log size 10m;
}

user@PE2# show routing-instances
titanium {
    instance-type vpls;
    vlan-id none;
    interface ge-2/0/0.0;
    interface ge-2/0/1.0;
    route-distinguisher 101:101;
    vrf-target target:201:201;
    protocols {
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        vpls {
            site pe2 {
                site-identifier 2;
            }
            vpls-id 15;
        }
        pim-snooping;
  }
}

Similarly, confirm the configuration on all other routers. If you are done configuring the

routers, enter commit from configuration mode.

NOTE: Use the show protocols command on the CE routers to verify the
configuration for the PIM RP .

Verification

Confirm that the configuration is working properly.

• Verifying PIM Snooping for VPLS on page 582

Verifying PIM Snooping for VPLS

Purpose Verify that PIM Snooping is operational in the network.

Action To verify that PIM snooping is working as desired, use the following commands:

• show pim snooping interfaces

• show pim snooping neighbors detail

• show pim snooping statistics

• show pim snooping join

• show pim snooping join extensive

• showmulticast snooping route extensive instance <instance-name> group
<group-name>
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1. From operational mode on Router PE2, run the show pim snooping interfaces
command.

user@PE2> show pim snooping interfaces
Instance: titanium

Learning-Domain: default

Name                State IP NbrCnt
ge-2/0/0.0 Up    4       1
ge-2/0/1.0 Up    4       1

DR address: 10.0.0.22
DR flooding is ON

The output verifies that PIM snooping is configured on the two interfaces connecting

Router PE2 to Routers CE3 and CE4.

Similarly, check the PIM snooping interfaces on Router PE1.

2. From operational mode on Router PE2, run the show pim snooping neighbors detail
command.

user@PE2> show pim snooping neighbors detail
Instance: titanium
Learning-Domain: default

Interface: ge-2/0/0.0

    Address: 10.0.0.18
        Uptime: 00:17:06
        Hello Option Holdtime: 105 seconds 99 remaining
        Hello Option DR Priority: 1
        Hello Option Generation ID: 552495559
        Hello Option LAN Prune Delay: delay 500 ms override 2000 ms
                                      Tracking is supported

Interface: ge-2/0/1.0

    Address: 10.0.0.22
        Uptime: 00:15:16
        Hello Option Holdtime: 105 seconds 103 remaining
        Hello Option DR Priority: 1
        Hello Option Generation ID: 1131703485
        Hello Option LAN Prune Delay: delay 500 ms override 2000 ms
                                      Tracking is supported

The output verifies that Router PE2 can detect the IP addresses of its PIM snooping

neighbors (10.0.0.18 on CE3 and 10.0.0.22 on CE4).

Similarly, check the PIM snooping neighbors on Router PE1.

3. From operational mode on Router PE2, run the show pim snooping statistics
command.

user@PE2> show pim snooping statistics
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Instance: titanium

Learning-Domain: default

Tx J/P messages                               0
RX J/P messages                             246
Rx J/P messages -- seen                       0
Rx J/P messages -- received                 246
Rx Hello messages                          1036
Rx Version Unknown                            0
Rx Neighbor Unknown                           0
Rx Upstream Neighbor Unknown                  0
Rx J/P Busy Drop                              0
Rx J/P Group Aggregate                        0
Rx Malformed Packet                           0

Rx No PIM Interface                           0
Rx Bad Length                                 0
Rx Unknown Hello Option                       0
Rx Unknown Packet Type                        0
Rx Bad TTL                                    0
Rx Bad Destination Address                    0
Rx Bad Checksum                               0
Rx Unknown Version                            0

The output shows the number of hello and join/prunemessages received by Router

PE2. This verifies that PIM sparse mode is operational in the network.

4. Sendmulticast traffic from the source terminal attached to Router CE3, for the

multicast group 203.0.113.1.

5. From operational mode on Router PE2, run the show pim snooping join, show pim
snooping join extensive, and showmulticast snooping route extensive instance
<instance-name> group <group-name> commands to verify PIM snooping.

user@PE2> show pim snooping join
Instance: titanium
Learning-Domain: default

Group: 203.0.113.1
    Source: *
    Flags: sparse,rptree,wildcard
    Upstream neighbor: 10.0.0.18, Port: ge-2/0/0.0

Group: 203.0.113.1
    Source: 10.0.0.30
    Flags: sparse
    Upstream neighbor: 10.0.0.18, Port: ge-2/0/0.0

user@PE2> show pim snooping join extensive
Instance: titanium
Learning-Domain: default

Group: 203.0.113.1
    Source: *
    Flags: sparse,rptree,wildcard
    Upstream neighbor: 10.0.0.18, Port: ge-2/0/0.0
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        Downstream port: ge-2/0/1.0
            Downstream neighbors:

10.0.0.22 State: Join Flags: SRW Timeout: 180

Group: 203.0.113.1
    Source: 10.0.0.30
    Flags: sparse
    Upstream neighbor: 10.0.0.18, Port: ge-2/0/0.0
        Downstream port: ge-2/0/1.0
            Downstream neighbors:

10.0.0.22 State: Join Flags: S Timeout: 180

Theoutputs showthatmulticast traffic sent for thegroup203.0.113.1 is sent toReceiver

2 throughRouterCE4andalsodisplay theupstreamanddownstreamneighbordetails.

user@PE2> showmulticast snooping route extensive instance titanium group 203.0.113.1
Nexthop Bulking: OFF

             Family: INET

Group: 203.0.113.1/24
    Bridge-domain: titanium
    Mesh-group: __all_ces__
    Downstream interface list:

ge-2/0/1.0 -(1072)
    Statistics: 0 kBps, 0 pps, 0 packets
    Next-hop ID: 1048577
    Route state: Active
    Forwarding state: Forwarding

Group: 203.0.113.1/24
    Source: 10.0.0.8
    Bridge-domain: titanium
    Mesh-group: __all_ces__
    Downstream interface list:

ge-2/0/1.0 -(1072)
    Statistics: 0 kBps, 0 pps, 0 packets
    Next-hop ID: 1048577
    Route state: Active
    Forwarding state: Forwarding

Meaning PIM snooping is operational in the network.

Related
Documentation

Understanding PIM Snooping for VPLS on page 573•
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VPLS Label Blocks Operation

A virtual private LAN service (VPLS) is a Layer 2 (L2) service that emulates a local area

network (LAN) across a wide area network (WAN). VPLS labels are defined and

exchanged in the Border Gateway Protocol (BGP) control plane. In the Junos OS

implementation, label blocks are allocated and used in the VPLS control plane for two

primary functions: autodiscovery and signaling.

• Autodiscovery—Amethod for automatically recognizingeachprovider edge (PE) router

in a particular VPLS domain, using BGP update messages.

• Signaling—Each pair of PE routers in a VPLS domain sends andwithdraws VPN labels

to each other. The labels are used to establish and dismantle pseudowires between

the routers. Signaling is also used to transmit certain characteristics of a pseudowire.

NOTE: In theVPLSdocumentation, theword router in termssuchasPE router
is used to refer to any device that provides routing functions.

The PE router uses BGP extended communities to identify the members of its VPLS.

Once the PE router discovers its members, it is able to establish and tear down

pseudowires betweenmembers by exchanging andwithdrawing labels and transmitting

certain characteristics of the pseudowires.

The PE router sends common updatemessages to all remote PE routers, using a distinct

BGP updatemessage, thereby reducing the control plane load. This is achieved by using

VPLS label blocks.

Elements of Network Layer Reachability Information

VPLS BGP network layer reachability information (NLRI) is used to exchange VPLS

membership and parameters. The elements of a VPLS BGP NLRI are defined in

Table 19 on page 586.

Table 19: NLRI Elements

Default Size (Octets)DescriptionAcronymElement

2Total length of the NLRI size represented in
bytes.

Length

8Unique identifier for each routing instance
configured on a PE.

RDRoute Distinguisher

2Unique number to identify the edge site.VE IDVPLS Edge ID

2Value used to identify a label block from
which a label value is selected to set up
pseudowires for a remote site.

VBOVE Block Offset
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Table 19: NLRI Elements (continued)

Default Size (Octets)DescriptionAcronymElement

2Indicates the number of pseudowires that
peers can have in a single block.

VBSVE Block Size

3Starting value of the label in the advertised
label block.

LBLabel Base

Requirements for NLRI Elements

Junos OS requires a unique route distinguisher (RD) for each routing instance configured

on a PE router. A PE router might use the same RD across a VPLS (or VPN) domain or it

might use different RDs. Using different RDs helps identify the originator of the VPLS

NLRI.

The VPLS edge (VE) ID can be a unique VE ID, site ID, or customer edge (CE) ID. The VE

ID is used by a VPLS PE router to index into label blocks used to derive the transmit and

receive VPN labels needed for transport of VPLS traffic. The VE ID identifies a particular

site, so it needs to be unique within the VPLS domain, except for some scenarios such

as multihoming.

All PE routers have full mesh connectivity with each other to exchange labels and set up

pseudowires. TheVEblock size (VBS) is a configurable value that represents the number

of label blocks required to cover all the pseudowires for the remote peer.

A single label block contains 8 labels (1 octet) by default. The default VBS in Junos OS

is 2 blocks (2 octets) for a total of 16 labels.

How Labels are Used in Label Blocks

Each PE router creates amapping of the labels in the label block to the sites in a VPLS

domain. A PE router advertising a label block with a block offset indicates which sites

can use the labels to reach it. When a PE router is ready to advertise its membership to

aVPLSdomain, it allocates a label block and advertises theVPLSNLRI. In thisway, other

PE routers in the same VPLS domain can learn of the existence of the VPLS and set up

pseudowires to it if needed. The VPLS NLRI advertised for this purpose is referred to as

the default VPLS NLRI. The label block in the default VPLS NLRI is referred to as the

default label block.

Label Block Composition

A label block (set of labels) is used to reach a given site ID. A single label block contains

8 labels (1 octet) by default. The VBS is 2 octets by default in Junos OS.

The label block advertised is defined as a label base (LB) and a VE block size (VBS). It

is a contiguous set of labels (LB, LB+1,...LB+VBS-1). For example, when Router PE-A

sends a VPLS update, it sends the same label block information to all other PE routers.

Each PE router that receives the LB advertisement infers the label intended for Router

PE-A by adding its own site ID to the label base.
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In this manner, each receiving PE gets a unique label for PE-A for that VPLS. This simple

method is enhanced by using a VE block offset (VBO).

A label block is definedas: <LabelBase (LB),VEblockoffset (VBO),VEblock size (VBS)>

is the set {LB+VBO, LB+VBO+1,...,LB+VBO+VBS-1}.

Label Blocks in Junos OS

Instead of a single large label block to cover all VE IDs in a VPLS, the Junos OS

implementation contains several label blocks, each with a different label base. This

makes label block management easier, and also allows Router PE-A to seemlessly

integrate a PE router joining a VPLS with a site ID not covered by the set of label blocks

that Router PE-A has already advertised.

VPLS Label Block Structure

This section illustrates how a label block is uniquely identified.

A VPLS BGP NLRI with site ID V, VE block offset VBO, VE block size VBS, and label base

LB communicates the following to its peers:

• Label block for V: Labels from LB to (LB + VBS -1).

• Remote VE set for V: from VBO to (VBO + VBS -1).

The label block advertised is a set of labels used to reach a given site ID. If there are

several label blocks, the remote VE set helps to identify which label block to use. The

example in Figure 56 on page 588 illustrates label blocks. There are two blocks and each

block has eight labels. In this example, the label values are 64 to 71 and 80 to 87.

Figure 56: VPLS Label Block Structure

64 65 66 67 68 69 70 71 80 81 82 83 84 85 86 87

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

VE Block Size = 8 VE Block Size = 8

Label base

VE Block Offset (1, 9)

For site range 9 through 16

Labels

Site IDs

g0
40

50
3

To create a one-to-onemapping of these 16 labels to 16 sites, assume the site IDs are

the numbers 1 to 16, as shown in the illustration. The site block indicates which site ID

can usewhich label in the label block. So, in the first block, site ID 1 uses 64, site ID 2 uses

65, and so forth. Finally, site ID 8 uses 71. The 9th site IDwill use the second block instead

of the first block.

The labels are calculatedbycomparing the valuesofVBO<=Local site ID< (VBO+VBS).

Consequently, site ID 9 uses 80, site ID 10 uses 81, and so on.
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To further illustrate the one-to-onemapping of labels to sites, assume a label blockwith

site offset of 1 and a label base of 10. The combination of label base and block offset

contained in the VPLS NLRI provides the mapping of labels to site IDs. The block offset

is the starting site ID that can use the label block as advertised in the VPLS NLRI.

To advertise the default VPLS NLRI, a PE router picks a starting block offset that fits its

own site ID and is such that the end block offset is a multiple of a single label block. In

Junos OS a single label block is eight labels by default.

The end block offset is the last site ID that maps to the last label in the label block. The

end offset for the first block is 8 which maps to label 17 and the second block is 16. For

example, a site with ID 3 picks a block offset of 1 and advertises a label block of size 8 to

cover sites with IDs 1 to 8. A site with ID 10 picks a block offset of 9 to cover sites with IDs

9 to 16.

The VPLS NLRI shown in Figure 57 on page 589 is for site ID 18. The label base contains

value 262145. The block offset contains value 17. The illustration shows which site IDs

correspond to which labels.

Figure 57: Label Mapping Example
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Label Block
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Length
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If a PE router configured with site ID 17 is in the same VPLS domain as a PE router

configured with site ID 18, it receives the VPLS NLRI as shown in Figure 2. So it uses label

262145 to send traffic to site 18. Similarly, a PE router configuredwith site ID 19 uses label

262147 to send traffic to a PE router configured with site ID 18. However, only PE routers

configured with site IDs 17 to 24 can use the label block shown to set up pseudowires.

Related
Documentation

Example:BuildingaVPLSFromRouter 1 toRouter3 toValidateLabelBlocksonpage591•

589Copyright © 2018, Juniper Networks, Inc.

Chapter 33: Assigning Routing Instances to VPLS



Configuring the Label Block Size for VPLS

VPLSMPLS packets have a two-label stack. The outer label is used for normal MPLS

forwarding in the service provider’s network. If BGP is used to establish VPLS, the inner

label is allocated by a PE router as part of a label block. One inner label is needed for

each remote VPLS site. Four sizes are supported. We recommend using the default size

of 8, unless the network design requires a different size for optimal label usage, to allow

the router to support a larger number of VPLS instances.

NOTE: In theVPLSdocumentation, theword router in termssuchasPE router
is used to refer to any device that provides routing functions.

If youallocatea largenumberof small label blocks to increaseefficiency, youalso increase

the number of routes in the VPLS domain. This has an impact on the control plane

overhead.

Changing the configured label block size causes all existing pseudowires to be deleted.

For example, if you configure the label block size to be 4 and then change the size to 8,

all existing label blocks of size 4 are deleted, which means that all existing pseudowires

aredeleted.Thenew labelblockof size8 is created, andnewpseudowiresareestablished.

Four label block sizes are supported: 2, 4, 8, and 16. Consider the following scenarios:

• 2—Allocate the label blocks in increments of 2. For a VPLS domain that has only two

sites with no future expansion plans.

• 4—Allocate the label blocks in increments of 4.

• 8 (default)—Allocate the label blocks in increments of 8.

• 16—Allocate the label blocks in increments of 16. A label block size of 16 enables you

tominimize thenumberof routes in theVPLSdomain.Use this settingonly if thenumber

of routes is the most important concern.

Configure the label block size:

[edit routing-instances instance-name protocols vpls]
user@router# set label-block-size 2

Related
Documentation

Configuring VPLS Routing Instances on page 547•
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Example: Building a VPLS FromRouter 1 to Router 3 to Validate Label Blocks

This example illustrates howVPLS label blocks are allocated for a specific configuration.

It is organized in the following sections:

• Requirements on page 591

• Overview and Topology on page 591

• Configuration on page 592

Requirements

This configuration example requires three Juniper Networks routers.

Overview and Topology

In the network shown in Figure 58 on page 591 Router 1 is establishing a pseudowire to

Router 3

Figure 58: Router 1 to Router 3 Topology
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Each PE filters the VPLS NLRI contained in the BGP update messages based on route

target communities. ThoseVPLSNLRI instances thatmatch the route target (in this case

8717:2000:2:1) are imported for further processing. The NLRI for Router 1 and Router 3 is

shown in Table 20 on page 591.

Table 20: NLRI Exchange Between for Router 1 and Router 3

Router 3 NLRI Advertisement to Router 1Router 1 NLRI Advertisement to Router 3

RD - 8717:1000RD - 8717:1000

VE ID - 2VE ID - 1

VE Block Offset - 1VE Block Offset - 1

VE Block Size - 8VE Block Size - 8

Label Base - 262153Label Base - 262161

To set up a pseudowire to Router 3, Router 1 must select a label to use to send traffic to

Router 3 and also select a label that it expects Router 3 to use to send traffic to itself.

The site ID contained in the VPLS NLRI from Router 3 is 2.
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Router 1 learns of the existence of site ID 2 in the sameVPLS domain. Using the equation

VBO <= Local Site ID < (VBO +VBS), Router 1 checks if the route advertised by site ID 2

fits in the label block and block offset that it previously advertised to Router 3. In this

example it does fit, so the site ID 2 is mapped by the VPLS NLRI advertised by Router 1,

and Router 1 is ready to set up a pseudowire to Router 3.

To select the label to reach Router 3, Router 1 looks at the label block advertised by

Router 3 and performs a calculation. The calculation a PE router uses to check if its site

ID is mapped in the label block from the remote peer is VBO <= Local Site ID < (VBO

+VBS). So, Router 1 selects label (262153 + (1 -1)) = 262153 to send traffic to Router 3.

Using the same equation, Router 1 looks at its own label block that it advertised and

selects label (262161+ (2 - 1))=262162 to receive traffic fromRouter 3. Router 1 programs

its forwarding state such that any traffic destined to Router 3 carries the pseudowire

label 262153 and any traffic coming from Router 3 is expected to have the pseudowire

label 262162. This completes the operations on the VPLS NLRI received from Router 3.

Router 1 now has a pseudowire set up to Router 3.

Router 3 operation is very similar to the Router 1 operation. Since the Router 3 site ID of

2 fits in the label block and block offset advertised by Router 1, Router 3 selects label

(262161 + (2 - 1)) = 262162 to send traffic to Router 1. Router 3 looks at its own label block

that it advertised and selects label (262153 + (1 - 1)) = 262153 to receive traffic from

Router 1. This completes the creation of a pseudowire to Router 1.

By default, for VPLS operation Junos OS uses a virtual tunnel (VT) loopback interface

to represent a pseudowire. This example uses a label-switched interface (LSI) instead

of a VT interface because there is no change in the VPLS control plane operation. Thus,

for an MX platform, if there is a tunnel physical interface card (PIC) configured, it is

mandatory to include the no-tunnel-services statement at the

[edit routing-instances routing-instance-name protocols vpls] hierarchy level.

Configuration

The following sections present the steps to configure and verify the example in

Figure 58 on page 591.

• Configuring Router 1 on page 592

• Configuring Router 3 on page 593

• Verifying the VPLS Label Allocations on page 594

Configuring Router 1

Step-by-Step
Procedure

Configure Router 1. Create the edut routing instance. Specify the vpls instance type.

Configure the route distinguisher and specify the value 8717:1000. Configure the

1.

route target and specify the value 8717:100 Configure the VPLS protocol. Specify

10as the site range. Specify 1as the site ID. Include theno-tunnel-services statement.

[edit routing-instances]
edut {
instance-type vpls;
interface ge-5/0/2.0;
route-distinguisher 8717:1000;
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vrf-target target:8717:100;
protocols {
vpls {
site-range 10;
no-tunnel-services;
site router-1 {
site-identifier 1;

}
}

}
}

Configuring Router 3

Step-by-Step
Procedure

Configure Router 3. Create the edut routing instance. Specify the vpls instance type.

Configure the route distinguisher and specify the value 8717:2000. Configure the

1.

route target and specify the value 8717:200 Configure the VPLS protocol. Specify

10as the site range.Specify2as the site ID. Include theno-tunnel-services statement.

[edit routing-instances]
edut {
instance-type vpls;
interface ge-4/0/2.0;
route-distinguisher 8717:2000;
vrf-target target:8717:100;
protocols {
vpls {
site-range 10;
no-tunnel-services;
site router-3 {
site-identifier 2;

}
}

}
}
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Verifying the VPLS Label Allocations

Step-by-Step
Procedure

1. As shown in the figure and the configuration, Site A is attached to Router 1. Site A

is assigned a site ID of 1. BeforeRouter 1 can announce itsmembership toVPLS edut

using a BGP update message, Router 1 needs to allocate a default label block. In

this example, the label base of the label block allocated by Router 1 is 262161. Since

Router 1’s site ID is 1, Router 1 associates the assigned label block with block offset

of 1. The followingmessages aresent from Router 1 to Router 3 and displayed using

themonitor traffic interface interface-name command:

user@Router1> monitor traffic interface ge-5/3/2
Jun 14 12:26:31.280818 BGP SEND 10.10.10.1+179 -> 10.10.10.3+53950
Jun 14 12:26:31.280824 BGP SEND message type 2 (Update) length 88
Jun 14 12:26:31.280828 BGP SEND flags 0x40 code Origin(1): IGP
Jun 14 12:26:31.280833 BGP SEND flags 0x40 code ASPath(2) length 0: <null>
Jun 14 12:26:31.280837 BGP SEND flags 0x40 code LocalPref(5): 100
Jun 14 12:26:31.280844 BGP SEND flags 0xc0 code Extended Communities(16): 2:8717:100 800a:19:0:0
Jun 14 12:26:31.280848 BGP SEND flags 0x90 code MP_reach(14): AFI/SAFI 25/65
Jun 14 12:26:31.280853 BGP SEND         nhop 10.10.10.1 len 4
Jun 14 12:26:31.280862 BGP SEND         8717:1000:1:1 (label base : 262161 range : 8, ce id: 1, offset: 1)  
Jun 14 12:26:31.405067 BGP RECV 10.10.10.3+53950 -> 10.10.10.1+179
Jun 14 12:26:31.405074 BGP RECV message type 2 (Update) length 88
Jun 14 12:26:31.405080 BGP RECV flags 0x40 code Origin(1): IGP
Jun 14 12:26:31.405085 BGP RECV flags 0x40 code ASPath(2) length 0: <null>
Jun 14 12:26:31.405089 BGP RECV flags 0x40 code LocalPref(5): 100
Jun 14 12:26:31.405096 BGP RECV flags 0xc0 code Extended Communities(16): 2:8717:100 800a:19:0:0
Jun 14 12:26:31.405101 BGP RECV flags 0x90 code MP_reach(14): AFI/SAFI 25/65
Jun 14 12:26:31.405106 BGP RECV         nhop 10.10.10.3 len 4
Jun 14 12:26:31.405116 BGP RECV         8717:2000:2:1 (label base : 262153 range : 8, ce id: 2, offset: 
1)

2. As shown in the figure and the configuration, Site B is attached to Router 3. Site B

is assigned a site ID of 2. Before Router 3 can announce its membership to VPLS

edut using a BGP update message, Router 3 assigns a default label block with the

label base of 262153. The block offset for this label block is 1 because its own site

ID of 2 fits in the block being advertised. The following messages are sent from

Router 3 to Router 1 and displayed using themonitor traffic interface interface-name

command:

user@Router3> monitor traffic interface ge-2/0/1
Jun 14 12:26:31.282008 BGP SEND 10.10.10.3+53950 -> 10.10.10.1+179
Jun 14 12:26:31.282018 BGP SEND message type 2 (Update) length 88
Jun 14 12:26:31.282026 BGP SEND flags 0x40 code Origin(1): IGP
Jun 14 12:26:31.282034 BGP SEND flags 0x40 code ASPath(2) length 0: <null>
Jun 14 12:26:31.282041 BGP SEND flags 0x40 code LocalPref(5): 100
Jun 14 12:26:31.282052 BGP SEND flags 0xc0 code Extended Communities(16): 2:8717:100 800a:19:0:0
Jun 14 12:26:31.282078 BGP SEND flags 0x90 code MP_reach(14): AFI/SAFI 25/65
Jun 14 12:26:31.282088 BGP SEND         nhop 10.10.10.3 len 4
Jun 14 12:26:31.282102 BGP SEND         8717:2000:2:1 (label base : 262153 range : 8, ce id: 2, offset: 1)

Jun 14 12:26:31.283395 BGP RECV 10.10.10.1+179 -> 10.10.10.3+53950
Jun 14 12:26:31.283405 BGP RECV message type 2 (Update) length 88
Jun 14 12:26:31.283412 BGP RECV flags 0x40 code Origin(1): IGP
Jun 14 12:26:31.283419 BGP RECV flags 0x40 code ASPath(2) length 0: <null>
Jun 14 12:26:31.283426 BGP RECV flags 0x40 code LocalPref(5): 100
Jun 14 12:26:31.283435 BGP RECV flags 0xc0 code Extended Communities(16): 2:8717:100 800a:19:0:0
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Jun 14 12:26:31.283443 BGP RECV flags 0x90 code MP_reach(14): AFI/SAFI 25/65
Jun 14 12:26:31.283471 BGP RECV         nhop 10.10.10.1 len 4
Jun 14 12:26:31.283486 BGP RECV         8717:1000:1:1 (label base : 262161 range : 8, ce id: 1, offset: 
1)

3. Verify the connection statusmessages for Router 1 using the showvpls connections

command. Notice the base label is 262161, the incoming label from Router 3 is

262162, and the outgoing label to Router 3 is 262153.

user@Router1> show vpls connections instance edut extensive
Instance: edut
  Local site: router-1 (1)
    Number of local interfaces: 1
    Number of local interfaces up: 1
    IRB interface present: no
    ge-5/0/2.0         
    lsi.1049600         2         Intf - vpls edut local site 1 remote site 2
    Label-base        Offset     Range     Preference

262161            1          8         100   
    connection-site           Type  St     Time last up          # Up trans
    2                         rmt   Up     Jun 14 12:26:31 2009           1
      Remote PE: 10.10.10.3, Negotiated control-word: No
      Incoming label: 262162, Outgoing label: 262153
      Local interface: lsi.1049600, Status: Up, Encapsulation: VPLS
        Description: Intf - vpls edut local site 1 remote site 2
    Connection History:
        Jun 14 12:26:31 2009  status update timer  
        Jun 14 12:26:31 2009  loc intf up                  lsi.1049600
        Jun 14 12:26:31 2009  PE route changed     
        Jun 14 12:26:31 2009  Out lbl Update                    262153
        Jun 14 12:26:31 2009  In lbl Update                     262162
        Jun 14 12:26:31 2009  loc intf down

Layer-2 VPN connections:

Legend for connection status (St)   
EI -- encapsulation invalid      NC -- interface encapsulation not CCC/TCC/VPLS
EM -- encapsulation mismatch     WE -- interface and instance encaps not same
VC-Dn -- Virtual circuit down    NP -- interface hardware not present 
CM -- control-word mismatch      -< -- only outbound connection is up
CN -- circuit not provisioned    >- -- only inbound connection is up
OR -- out of range               Up -- operational
OL -- no outgoing label          Dn -- down                      
LD -- local site signaled down   CF -- call admission control failure      
RD -- remote site signaled down  SC -- local and remote site ID collision
LN -- local site not designated  LM -- local site ID not minimum designated
RN -- remote site not designated RM -- remote site ID not minimum designated
XX -- unknown connection status  IL -- no incoming label
MM -- MTU mismatch               MI -- Mesh-Group ID not availble
BK -- Backup connection          ST -- Standby connection
PF -- Profile parse failure      PB -- Profile busy

Legend for interface status 
Up -- operational           
Dn -- down

4. Verify the connection statusmessages for Router 3 using the showvpls connections

command. Notice the base label is 262153, the incoming label from Router 1 is

262153, and the outgoing label to Router 1 is 262162.
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user@Router3> show vpls connections instance edut extensive
Instance: edut
  Local site: router-3 (2)
    Number of local interfaces: 1
    Number of local interfaces up: 1
    IRB interface present: no
    ge-4/0/2.0         
    lsi.1050368         1         Intf - vpls edut local site 2 remote site 1
    Label-base        Offset     Range     Preference

262153            1          8         100   
    connection-site           Type  St     Time last up          # Up trans
    1                         rmt   Up     Jun 14 12:26:31 2009           1
      Remote PE: 10.10.10.1, Negotiated control-word: No
      Incoming label: 262153, Outgoing label: 262162
      Local interface: lsi.1050368, Status: Up, Encapsulation: VPLS
        Description: Intf - vpls edut local site 2 remote site 1
    Connection History:
        Jun 14 12:26:31 2009  status update timer  
        Jun 14 12:26:31 2009  loc intf up                  lsi.1050368
        Jun 14 12:26:31 2009  PE route changed     
        Jun 14 12:26:31 2009  Out lbl Update                    262162
        Jun 14 12:26:31 2009  In lbl Update                     262153
        Jun 14 12:26:31 2009  loc intf down

Layer-2 VPN connections:

Legend for connection status (St)   
EI -- encapsulation invalid      NC -- interface encapsulation not CCC/TCC/VPLS
EM -- encapsulation mismatch     WE -- interface and instance encaps not same
VC-Dn -- Virtual circuit down    NP -- interface hardware not present 
CM -- control-word mismatch      -< -- only outbound connection is up
CN -- circuit not provisioned    >- -- only inbound connection is up
OR -- out of range               Up -- operational
OL -- no outgoing label          Dn -- down                      
LD -- local site signaled down   CF -- call admission control failure      
RD -- remote site signaled down  SC -- local and remote site ID collision
LN -- local site not designated  LM -- local site ID not minimum designated
RN -- remote site not designated RM -- remote site ID not minimum designated
XX -- unknown connection status  IL -- no incoming label
MM -- MTU mismatch               MI -- Mesh-Group ID not availble
BK -- Backup connection          ST -- Standby connection
PF -- Profile parse failure      PB -- Profile busy

Legend for interface status 
Up -- operational           
Dn -- down

Related
Documentation

• VPLS Label Blocks Operation on page 586
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CHAPTER 34

Associating Interfaces with VPLS

• Configuring Interfaces for VPLS Routing on page 597

• VPLS and Aggregated Ethernet Interfaces on page 604

• Enabling VLAN Tagging on page 605

• Configuring VPLSWithout a Tunnel Services PIC on page 605

Configuring Interfaces for VPLS Routing

On each PE router and for each VPLS routing instance, specify which interfaces are

intended for theVPLS traffic travelingbetweenPEandCE routers. To specify the interface

for VPLS traffic, include the interface statement in the routing instance configuration:

interface interface-name;

You can include this statement at the following hierarchy levels:

• [edit routing-instances routing-instance-name]

• [edit logical-systems logical-system-name routing-instances routing-instance-name]

Youmust also define each interface by including the following statements:

vlan-taggingvlan-tagging;
encapsulation encapsulation-type;
unit logical-unit-number {
family vpls;
vlan-id vlan-id-number;

}

You can include these statements at the following hierarchy levels:

• [edit interfaces interface-name]

• [edit logical-systems logical-system-name interfaces interface-name]

NOTE: In theVPLSdocumentation, theword router in termssuchasPE router
is used to refer to any device that provides routing functions.
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The following sections provide enough information to enable you to configure interfaces

for VPLS routing.

• Configuring the VPLS Interface Name on page 598

• Configuring VPLS Interface Encapsulation on page 598

• Enabling VLAN Tagging on page 601

• Configuring VLAN IDs for Logical Interfaces on page 601

• Enabling VLANs for Hub and Spoke VPLS Networks on page 602

• Configuring Aggregated Ethernet Interfaces for VPLS on page 602

Configuring the VPLS Interface Name

Specify both the physical and logical portions of the interface name, in the following

format:

physical.logical

For example, in ge-1/2/1.2, ge-1/2/1 is the physical portion of the interface name and 2 is

the logical portion. If you do not specify the logical portion of the interface name, 0 is set

by default.

A logical interface can be associated with only one routing instance.

If you enable a routing protocol on all instances by specifying interfaces allwhen

configuring the master instance of the protocol at the [edit protocols] hierarchy level,

and you configure a specific interface for VPLS routing at the [edit routing-instances

routing-instance-name] hierarchy level, the latter interface statement takes precedence

and the interface is used exclusively for VPLS.

If you explicitly configure the same interface name at both the [edit protocols] and [edit

routing-instances routing-instance-name] hierarchy levels and then attempt to commit

the configuration, the commit operation fails.

Configuring VPLS Interface Encapsulation

You need to specify an encapsulation type for each PE-router-to-CE-router interface

configured for VPLS. This section describes the encapsulation statement configuration

options available for VPLS.

To configure the encapsulation type on the physical interface, include the encapsulation

statement:

encapsulation (ethernet-vpls | ether-vpls-over-atm-llc |extended-vlan-vpls | vlan-vpls);

NOTE: ACX Series routers do not support the ether-vpls-over-atm-llc and

extended-vlan-vpls options for encapsulation.
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You can include the encapsulation statement for physical interfaces at the following

hierarchy levels:

• [edit interfaces interface-name]

• [edit logical-systems logical-system-name interfaces interface-name]

NOTE: ACXSeries routersdonot support the [edit logical-systems]hierarchy.

You can configure the following physical interface encapsulations for VPLS routing

instances:

• ethernet-vpls—Use Ethernet VPLS encapsulation on Ethernet interfaces that have

VLAN 802.1Q tagging and VPLS enabled. The PE router expects to receive Ethernet

frames with VLAN tags that are not service-delimiting. The Ethernet frames are not

meaningful to the PE router and cannot be used by the service provider to separate

customer traffic.

On M Series routers (except the M320 router), the 4-port Fast Ethernet TX PIC and

the 1-port, 2-port, and 4-port, 4-slot Gigabit Ethernet PICs can use the Ethernet VPLS

encapsulation type.

• ether-vpls-over-atm-llc—For ATM intelligent queuing (IQ) interfaces only, use the

Ethernet virtual private LAN service (VPLS) over ATM LLC encapsulation to bridge

Ethernet interfaces and ATM interfaces over a VPLS routing instance (as described in

RFC 2684,Multiprotocol Encapsulation over ATM Adaptation Layer 5). Packets from

the ATM interfaces are converted to standard ENET2/802.3 encapsulated Ethernet

frames with the frame check sequence (FCS) field removed.

• extended-vlan-vpls—UseextendedvirtualLAN(VLAN)VPLSencapsulationonEthernet

interfaces that have VLAN 802.1Q tagging and VPLS enabled and that must accept

packets carrying TPIDs 0x8100, 0x9100, and 0x9901. OnMSeries routers (except the

M320 router), the4-port Fast EthernetTXPICand the 1-port, 2-port, and4-port, 4-slot

Gigabit Ethernet PICs can use the Ethernet VPLS encapsulation type.

NOTE: The built-in Gigabit Ethernet PIC on anM7i router does not support
extended VLAN VPLS encapsulation.

• vlan-vpls—Use VLAN VPLS encapsulation on Ethernet interfaces with VLAN 802.1Q

tagging and VPLS enabled. The PE router expects to receive Ethernet frames with

VLAN tags that are service-delimiting. These VLAN tags can be used by the service

provider to separate customer traffic. For example, LAN traffic fromdifferent customers

can flow through the same service provider switch, which can then apply VLAN tags

to distinguish one customer’s traffic from the others. The traffic can then be forwarded

to the PE router.

Interfaces with VLAN VPLS encapsulation accept packets carrying standard TPID

values only. On M Series routers (except the M320 router), the 4-port Fast Ethernet
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TX PIC and the 1-port, 2-port, and 4-port, 4-slot Gigabit Ethernet PICs can use the

Ethernet VPLS encapsulation type.

To configure the encapsulation type for logical interfaces, include the encapsulation

statement:

encapsulation (ether-vpls-over-atm-llc | vlan-vpls);

You can include the encapsulation statement for logical interfaces at the following

hierarchy levels:

• [edit interfaces interface-name unit number]

• [edit logical-systems logical-system-name interfaces interface-name unit number]

You can configure the following logical interface encapsulations for VPLS routing

instances:

• ether-vpls-over-atm-llc—Use Ethernet VPLS over Asynchronous TransferMode (ATM)

logical link control (LLC)encapsulation tobridgeEthernet interfacesandATM interfaces

over a VPLS routing instance (as described in RFC 2684,Multiprotocol Encapsulation

over ATM Adaptation Layer 5). Packets from the ATM interfaces are converted to

standardENET2/802.3-encapsulatedEthernet frameswith the framecheck sequence

(FCS) field removed. This encapsulation type is supported on ATM intelligent queuing

(IQ) interfaces only.

• vlan-vpls—Use VLAN VPLS encapsulation on Ethernet interfaces with VLAN 802.1Q

tagging and VPLS enabled. The PE router expects to receive Ethernet frames with

VLAN tags that are service-delimiting. These VLAN tags can be used by the service

provider to separate customer traffic. For example, LAN traffic fromdifferent customers

can flow through the same service provider switch, which can then apply VLAN tags

to distinguish one customer's traffic from the others. The traffic can thenbe forwarded

to the PE router.

Interfaces with VLAN VPLS encapsulation accept packets carrying standard TPID

values only. On M Series routers (except the M320 router), the 4-port Fast Ethernet

TX PIC and the 1-port, 2-port, and 4-port, 4-slot Gigabit Ethernet PICs can use the

Ethernet VPLS encapsulation type.

NOTE: Label-switched interfaces (LSIs) do not support VLAN VPLS
encapsulation. Therefore, you can only use VLAN VPLS encapsulation on
a PE-router-to-CE-router interface and not a core-facing interface.

When you configure the physical interface encapsulation as vlan-vpls, you also need to

configure the same interfaceencapsulation for the logical interface. Youneed toconfigure

the vlan-vpls encapsulation on the logical interface because the vlan-vpls encapsulation

allows you to configure a mixedmode, where some of the logical interfaces use regular

Ethernet encapsulation (the default for logical interfaces) and some use vlan-vpls.
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NOTE: Starting with Junos OS release 13.3, a commit error occurs when you
configurevlan-vplsencapsulationonaphysical interfaceandconfigure family

inet on one of the logical units. Previously, it was possible to commit this

invalid configuration.

See Also Configuring VLAN and Extended VLAN Encapsulation•

Enabling VLAN Tagging

Junos OS supports receiving and forwarding routed Ethernet frames with 802.1Q virtual

local area network (VLAN) tags and running the Virtual Router Redundancy Protocol

(VRRP) over 802.1Q-tagged interfaces. For VPLS to function properly, configure the

router to receiveand forward frameswith802.1QVLANtagsby including the vlan-tagging

statement at the [edit interfaces interface-name] hierarchy level:

[edit interfaces interface-name]
vlan-tagging;

Gigabit Ethernet interfacescanbepartitioned.Youcanassignup to4095different logical

interfaces, one for each VLAN, but you are limited to amaximum of 1024 VLANs on any

single Gigabit Ethernet or 10-Gigabit Ethernet port. Fast Ethernet interfaces can also be

partitioned, with a maximum of:

• 1024 logical interfaces for the 4-port FE PIC

• 1024 logical interfaces for the 2-port Fixed Interface Card (FIC) on an M7i router

• 16 logical interfaces for the M40e router

Table 21 on page 601 lists VLAN ID ranges by interface type.

Table 21: VLAN ID Range by Interface Type

VLAN ID RangeInterface Type

512 through 1023Fast Ethernet

512 through 4094Gigabit Ethernet

Configuring VLAN IDs for Logical Interfaces

You can bind a VLAN identifier to a logical interface by including the vlan-id statement:

vlan-id number;

You can include this statement at the following hierarchy levels:

• [edit interfaces interface-name unit logical-unit-number]

• [edit logical-systems logical-system-name interfaces interface-name unit

logical-unit-number]
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You can also configure a logical interface to forward packets and learn MAC addresses
within each VPLS routing instance configured with a VLAN ID that matches a VLAN ID
specified in a list using the vlan-id-list statement. VLAN IDs can be entered individually
using a space to separate each ID, entered as an inclusive list separating the starting
VLAN ID and ending VLAN ID with a hyphen, or a combination of both.

For example, to configure the VLAN IDs 20 and 45 and the range of VLAN IDs between
30 and 40, issue the following command from the CLI:

set interfaces ge-1/0/1 unit 1 vlan-id-list [20 30-40 45];

To configure a list of VLAN IDs for a logical interface, include the vlan-id-list statement:

vlan-id-list list-of-vlan-ids;

You can include this statement at the following hierarchy levels:

• [edit interfaces interface-name unit logical-unit-number]

• [edit logical-systems logical-system-name interfaces interface-name unit

logical-unit-number]

NOTE: ACXSeries routersdonot support the [edit logical-systems]hierarchy.

Formore informationabouthowtoconfigureVLANs, see the JunosOSNetwork Interfaces

Library forRoutingDevices. For detailed informationabouthowVLAN identifiers in aVPLS

routing instance are processed and translated, see theMX Series Layer 2 Configuration

Guide.

See Also Junos OS Layer 2 Switching and Bridging Library•

Enabling VLANs for Hub and Spoke VPLS Networks

For hub and spoke VPLS networks, you need to configure the swap option for the
output-vlan-map statement on the hub facing interface of each spoke PE router. The
output-vlan-map statement ensures that the vlan ID of the spoke PE routermatches the
VLAN ID of the hub PE router in the VPLS network. The following configuration example
illustrates an interface configuration with the output-vlan-map statement included:

[edit interfaces xe-4/0/0]
vlan-tagging;
encapsulation flexible-ethernet-services;
unit 610 {
encapsulation vlan-ccc;
vlan-id 610;
output-vlan-map swap;

}

Configuring Aggregated Ethernet Interfaces for VPLS

You can configure aggregated Ethernet interfaces between CE devices and PE routers

forVPLS routing instances.Traffic is load-balancedacrossall of the links in theaggregated

Copyright © 2018, Juniper Networks, Inc.602

Layer 2 VPNs and VPLS Feature Guide for Routing Devices



interface. If one or more links in the aggregated interface fails, the traffic is switched to

the remaining links.

For more information about how aggregated Ethernet interfaces function in the context

of VPLS, see “VPLS and Aggregated Ethernet Interfaces” on page 604.

To configure aggregated Ethernet interfaces for VPLS, configure the interface for the

VPLS routing instance as follows:

interfaces aex {
vlan-tagging;
encapsulation encapsulation-type;
unit logical-unit-number {
vlan-id number;

}
}

You can configure the following physical link-layer encapsulation types for the VPLS

aggregated Ethernet interface:

• ethernet-vpls

• extended-vlan-vpls

• flexible-ethernet-services

• vlan-vpls

NOTE: ACXSeries routersdonotsupport theextended-vlan-vplsandvlan-vpls

encapsulation types.

For the interface configuration statement, in aex, the x represents the interface instance

number to complete the link association; x can be from 0 through 127, for a total of

128 aggregated interfaces.

For more information about how to configure aggregated Ethernet interfaces, see the

Ethernet Interfaces Feature Guide for Routing Devices.

The aggregatedEthernet interfacemust alsobe configured for theVPLS routing instance

as shown in the following example:

[edit]
routing-instances {
green {
instance-type vpls;
interface ae0.0;
route-distinguisher 10.255.234.34:1;
vrf-target target:11111:1;
protocols {
vpls {
site-range 10;
site green3 {
site-identifier 3;

}
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}
}

}
}

Interface ae0.0 represents the aggregated Ethernet interface in the routing instance

configuration. The VPLS routing instance configuration is otherwise standard.

See Also VPLS and Aggregated Ethernet Interfaces on page 604•

• Ethernet Interfaces Feature Guide for Routing Devices

VPLS and Aggregated Ethernet Interfaces

You can configure aggregated Ethernet interfaces between CE devices and PE routers

forVPLS routing instances.Traffic is load-balancedacrossall of the links in theaggregated

interface. If one or more links in the aggregated interface fails, the traffic is switched to

the remaining links.

Forwarding is based on a lookup of the DAMAC address. For the remote site, if a packet

needs to be forwarded over an LSP, the packet is encapsulated and forwarded through

the LSP. If the packet destination is a local site, it is forwarded over appropriate local site

interface. For an aggregated Ethernet interface on the local site, packets are sent out of

the load-balanced child interface. The Packet Forwarding Engine acquires the child link

to transmit the data.

NOTE: In theVPLSdocumentation, theword router in termssuchasPE router
is used to refer to any device that provides routing functions.

When a received packet does not have amatch to a MAC address in the forwarding

database, the packet is forwarded over a set of interfaces determined from a lookup in

the flooding database based on the incoming interface. This is denoted by a flood next

hop. The flood next hop can include the aggregated Ethernet interface as the set of

interfaces to flood the packet.

Each VPLS routing instance configured on a PE router has its own forwarding database

entries that associate all of the MAC addresses the VPLS routing instance acquires with

each corresponding port. A route is added to the kernel with aMAC address as the prefix

and thenext hopused to reach thedestination. The route is an interface if thedestination

is local. For a remote destination, the route is a next hop for the remote site.

For local aggregated Ethernet interfaces on M Series and T Series routers, learning is

based on the parent aggregated Ethernet logical interface. To age out MAC addresses

foraggregatedEthernet interfaces, eachPacketForwardingEngine isqueried todetermine

where the individual child interfaces are located. MAC addresses are aged out based on

the age of the original interface.

For MX Series routers and EX Series switches, when a Dense Port Concentrator (DPC)

learns a MAC address it causes the Routing Engine to age out the entry. This behavior
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applies to all logical interfaces. For an aggregated Ethernet logical interface, once all the

member DPCs have aged out the entry, the entry is deleted from the Routing Engine.

Related
Documentation

Configuring Interfaces for VPLS Routing on page 597•

• Configuring Aggregated Ethernet Interfaces for VPLS on page 602

Enabling VLAN Tagging

Junos OS supports receiving and forwarding routed Ethernet frames with 802.1Q virtual

local area network (VLAN) tags and running the Virtual Router Redundancy Protocol

(VRRP) over 802.1Q-tagged interfaces. For VPLS to function properly, configure the

router to receiveand forward frameswith802.1QVLANtagsby including the vlan-tagging

statement at the [edit interfaces interface-name] hierarchy level:

[edit interfaces interface-name]
vlan-tagging;

Gigabit Ethernet interfacescanbepartitioned.Youcanassignup to4095different logical

interfaces, one for each VLAN, but you are limited to amaximum of 1024 VLANs on any

single Gigabit Ethernet or 10-Gigabit Ethernet port. Fast Ethernet interfaces can also be

partitioned, with a maximum of:

• 1024 logical interfaces for the 4-port FE PIC

• 1024 logical interfaces for the 2-port Fixed Interface Card (FIC) on an M7i router

• 16 logical interfaces for the M40e router

Table 21 on page 601 lists VLAN ID ranges by interface type.

Table 22: VLAN ID Range by Interface Type

VLAN ID RangeInterface Type

512 through 1023Fast Ethernet

512 through 4094Gigabit Ethernet

Configuring VPLSWithout a Tunnel Services PIC

VPLS normally uses a dynamic virtual tunnel logical interface on a Tunnel Services PIC

tomodel traffic froma remotesite (a siteona remotePE router that is inaVPLSdomain).

All traffic coming from a remote site is treated as coming in over the virtual port

representing this remote site, for the purposes of Ethernet flooding, forwarding, and

learning. An MPLS lookup based on the inner VPN label is done on a PE router. The label

is stripped and the Layer 2 Ethernet frame contained within is forwarded to a Tunnel

Services PIC. The PIC loops back the packet and then a lookup based on Ethernet MAC

addresses is completed. This approach requires that the router have a Tunnel Services

PIC and that the PE router complete two protocol lookups.
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NOTE: In theVPLSdocumentation, theword router in termssuchasPE router
is used to refer to any device that provides routing functions.

You can configure VPLS without a Tunnel Services PIC by configuring the

no-tunnel-services statement. This statement creates a label-switched interface (LSI)

to provide VPLS functionality. An LSI MPLS label is used as the inner label for VPLS. This

label maps to a VPLS routing instance. On the PE router, the LSI label is stripped and

thenmapped to a logical LSI interface. The Layer 2 Ethernet frame is then forwarded

using the LSI interface to the correct VPLS routing instance.

By default, VPLS requires a Tunnel Services PIC. To configure VPLS on a router without

a Tunnel Services PIC and create an LSI, include the no-tunnel-services statement:

no-tunnel-services;

For a list of thehierarchy levels atwhich youcan include this statement, see the summary

section for this statement.

To configure a VPLS routing instance on a router without a tunnel services PIC, include

the no-tunnel-services statement at the [edit routing-instances routing-instance-name

protocols vpls] hierarchy level. To configure static VPLS on a router without a tunnel

services PIC, include the no-tunnel-services statement at the [edit protocols vpls

static-vpls] hierarchy level.

When you configure VPLS without a Tunnel Services PIC by including the

no-tunnel-services statement, the following limitations apply:

• An Enhanced FPC is required.

• ATM1 interfaces are not supported.

• Aggregated SONET/SDH interfaces are not supported as core-facing interfaces.

• Channelized interfaces are not supported as core-facing interfaces.

• GRE-encapsulated interfaces are not supported as core-facing interfaces.

Related
Documentation

• Configuring Static Pseudowires for VPLS on page 607
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CHAPTER 35

Configuring Pseudowires

• Configuring Static Pseudowires for VPLS on page 607

• VPLS Path Selection Process for PE Routers on page 609

• BGP and VPLS Path Selection for Multihomed PE Routers on page 611

• Dynamic Profiles for VPLS Pseudowires on page 613

• Use Cases for Dynamic Profiles for VPLS Pseudowires on page 614

• Example: Configuring VPLS Pseudowires with Dynamic Profiles—Basic

Solutions on page 615

• Example: Configuring VPLS Pseudowires with Dynamic Profiles—Complex

Solutions on page 619

• Configuring the FAT Flow Label for FEC 128 VPLS Pseudowires for Load-Balancing

MPLS Traffic on page 624

• Configuring the FAT Flow Label for FEC 129 VPLS Pseudowires for Load-Balancing

MPLS Traffic on page 626

• Example: Configuring H-VPLS BGP-Based and LDP-Based VPLS

Interoperation on page 627

• Example:ConfiguringBGP-BasedH-VPLSUsingDifferentMeshGroups for EachSpoke

Router on page 649

• Example: Configuring LDP-Based H-VPLS Using a Single Mesh Group to Terminate

the Layer 2 Circuits on page 671

• Example: Configuring H-VPLSWith VLANs on page 677

• Example: Configuring H-VPLSWithout VLANs on page 690

Configuring Static Pseudowires for VPLS

You can configure a VPLS domain using static pseudowires. A VPLS domain consists of

a set of PE routers that act as a single virtual Ethernet bridge for the customer sites

connected to these routers. By configuring static pseudowires for the VPLS domain, you

do not need to configure the LDP or BGP protocols that would normally be used for

signaling.However, if youconfigure static pseudowires, any changes to theVPLSnetwork

topology have to bemanagedmanually.
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NOTE: In theVPLSdocumentation, theword router in termssuchasPE router
is used to refer to any device that provides routing functions.

Static pseudowires require that you configure a set of in and out labels for each

pseudowire configured for the VPLS domain. You still need to configure a VPLS identifier

and neighbor identifiers for a static VPLS domain. You can configure both static and

dynamic neighbors within the same VPLS routing instance.

To configure a static pseudowire for a VPLS neighbor, include the static statement:

static (Protocols VPLS) {
incoming-label label;
outgoing-label label;

}

Youmust configure an incoming and outgoing label for the static pseudowire using the

incoming-label and outgoing-label statements. These statements identify the static

pseudowire’s incoming traffic and destination.

To configure a static pseudowire for a VPLS neighbor, include the static statement at

the [edit routing-instances routing-instance-nameprotocolsvplsneighboraddress]hierarchy

level.

You can also configure the static statement for a backup neighbor (if you configure the

neighbor as static the backupmust also be static) by including it at the [edit

routing-instances routing-instance-nameprotocolsvplsneighboraddressbackup-neighbor

address] hierarchy level and for amesh groupby including it at the [edit routing-instances

routing-instance-name protocols vplsmesh-groupmesh-group-name neighbor address]

hierarchy level.

For a list of hierarchy levels at which you can include the static statement, see the

statement summary section for this statement.

To enable static VPLS on a router, you need to either configure a virtual tunnel interface

(requires the router to have a tunnel services PIC) or you can configure a label switching

interface (LSI). To configure an LSI, include the no-tunnel-services statement at the [edit

protocols vpls static-vpls] hierarchy level. For more information, see “Configuring VPLS

Without a Tunnel Services PIC” on page 605.

NOTE: Static pseudowires for VPLS using an LSI is supported onMX series
routersandEXSeriesswitchesonly. ForMseriesandTseries routers, a tunnel
services PIC is required.

If you issue a show vpls connections command, static neighbors are displayed with "SN"

next to their addresses in the command output.

Related
Documentation

Configuring VPLSWithout a Tunnel Services PIC on page 605•
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VPLS Path Selection Process for PE Routers

The VPLS path selection process is used to select the best path between a remote PE

router and a local PE router in a VPLS network. This path selection process is applied to

routes received from both single-homed andmulti-homed PE routers.

NOTE: In theVPLSdocumentation, theword router in termssuchasPE router
is used to refer to any device that provides routing functions.

When the VPLS path selection process is complete, a PE router is made the designated

VPLS edge (VE) device. The designated VE device effectively acts as the endpoint for

the VPLS pseudowire that is signaled from the remote PE router. Once a PE router is

made the designated VE device, a pseudowire can be signaled between the remote PE

router and the local PE router and then VPLS packets can begin to flow between the PE

routers.

Routes frommultihomed PE routers connected to the same customer site share the

same site ID, but can have different route distinguishers and block offsets. You can alter

the configurations of the route distinguishers and block offsets to make a router more

likely or less likely to be selected as the designated VE device.

On each PE router in the VPLS network, the best path to the CE device is determined by

completing the following VPLS path selection process on each route advertisement

received:

1. If the advertisement has the down bit set to 0, the advertisement is discarded.

2. Select the path with a higher preference. The preference attribute is obtained from

the site-preference configured using the site-preference statement at the [edit

routing-instances routing-instance-name protocols vpls site site-name] hierarchy level.

If the sitepreference is0, thepreferenceattribute is obtained fromthe local preference.

3. If the preference values are the same, select the path with the lower router ID.

4. If the router IDs are the same, the routes are from the same PE router and the

advertisement is considered to be an update. The router ID corresponds to the value

of the originator ID for the BGPattribute (if present). Otherwise, the IP address for the

remote BGP peer is used.

5. If the block offset values are the same, the advertisement is considered to be an

update.

Once theVPLSpathselectionprocesshasbeencompletedand thedesignatedVEdevice

has been selected, a pseudowire is signaled between the remote PE router and the local

PE router.
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NOTE: The VPLS path selection processworks the samewhether or not the
route has been received from another PE router, a route reflector, or an
autonomous system border router (ASBR).

When the remote PE router establishes or refreshes a pseudowire to the local PE router,

it verifies that the prefix is in the range required for the site ID based on the block offset

and label range advertised by the designated VE device. If the prefix is out of range, the

pseudowire status is set to out of range.

The following cases outline the potential decisions that could bemadewhen a PE router

completes the VPLS path selection process for a Layer 2 advertisement in the VPLS

network:

• ThePE router originatedoneof theadvertisementsandselected its ownadvertisement

as the best path.

This PE router has been selected as the designated VE device. Selection as the

designated VE device triggers the creation of pseudowires to and from the other PE

routers in theVPLSnetwork. If the remote customer site ismultihomed, thedesignated

VE device triggers the creation of pseudowires to and from only the designated VE

device for the remote site.

• The PE router originated one of the advertisements but did not select its own

advertisement as the best path.

This PE router is a redundant PE router for a multihomed site, but it was not selected

as the designated VE device. However, if this PE router has just transitioned frombeing

the designated VE device (meaning it was receiving traffic from the remote PE routers

addressed to the mulithomed customer site), the PE router tears down all the

pseudowires that it had to and from the other PE routers in the VPLS network.

• The PE router received the route advertisements and selected a best path. It did not

originate any of these advertisements because it was not connected to the customer

site.

If the best path to the customer site (the designated VE device) has not changed,

nothing happens. If the best path has changed, this PE router brings up pseudowires

to and from the newly designated VE device and tears down the pseudowires to and

from the previously designated VE device.

If this PE router does not select a best path after running the VPLS path selection

process, then the local PE router does not consider the remote site to exist.

When a VE device receives an advertisement for a Layer 2 NLRI that matches its own

site ID but the site is not multihomed, the pseudowire between the VE device and the

transmitting PE router transitions to a site collision state and is not considered to be up.

Related
Documentation

BGP Route Reflectors for VPLS on page 510•
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BGP and VPLS Path Selection for Multihomed PE Routers

The BGP and VPLS path selection procedures are used to select the best path between

the remote PE router and one of the multihomed PE routers. As part of these path

selection procedures, one of the multihomed PE routers is made the designated VE

device.ThedesignatedVEdeviceeffectivelyactsas theendpoint for theVPLSpseudowire

from the remote PE router. Once amultihomed PE router is made the designated VE

device, a pseudowire can be created between the remote PE router and themultihomed

PE router.

NOTE: In theVPLSdocumentation, theword router in termssuchasPE router
is used to refer to any device that provides routing functions.

Routes frommultihomed PE routers connected to the same customer site share the

same site ID, but can have different route distinguishers and block offsets. On each PE

router in the VPLS network, the best path to the multihomed PE router is determined by

completing the following VE device-selection procedures on each route advertisement

received from amultihomed PE router:

1. BGP designated VE device-selection procedure—Runs before the VPLS designated

VE device-selection procedure. However, the BGP designated VE device-selection

procedure is used only when the route distinguishers for the multihomed PE routers

are identical. If the route distinguishers are unique, only the VPLS designated VE

device-selection procedure is run.

2. VPLS designated VE device-selection procedure—Runs after the BGP designated VE

device-selection procedure. However, if the route distinguishers for eachmultihomed

PE router are unique, the advertisements are not considered relevant to the BGP

designated VE device-selection procedure. As a consequence, only the VPLS

designated VE device-selection procedure is used.

The BGP designated VE device-selection procedure is as follows:

1. If the advertisement has the down bit set to 0, the advertisement is discarded.

2. Select the path with a higher preference. The preference attribute is obtained from

the site-preference configured using the site-preference statement at the [edit

routing-instances routing-instance-name protocols vpls site site-name] hierarchy

level. If the site-preference is 0, the preference attribute is obtained from the

local-preference.

3. If the preference values are the same, select the path with the lower router-id.

4. If the router-ids are the same, the routes are from the same PE router and the

advertisement is considered to be an update.
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Once the BGP designated VE device-selection procedure is complete, the VPLS

designatedVEdevice-selectionprocedurebegins. This procedure is carriedout regardless

of the outcome of the BGP designated VE device-selection procedure:

1. If the advertisement has the down bit set to 0, the advertisement is discarded.

2. Select the path with a higher preference. The preference attribute is obtained from

the site-preference configured using the site-preference statement at the [edit

routing-instances routing-instance-name protocols vpls site site-name] hierarchy

level. If the site-preference is 0, the preference attribute is obtained from the

local-preference.

3. If the preference values are the same, select the path with the lower router-id.

4. If the router-ids are the same, select the path with a lower route distinguisher.

5. If the route distinguishers are the same, select the path with the lower block offset

value.

6. If the block offset values are the same, the advertisement is considered to be an

update.

Once the BGP and VPLS path selection procedures have been completed and the

designated VE devices have been selected, a pseudowire can be created between the

remote PE router and themultihomed PE router.

When the remote PE router establishes or refreshes a pseudowire to the local PE router,

it verifies that the prefix is in the range required for the site ID based on the block offset

and label range advertised by the designated VE device. If the prefix is out of range, the

pseudowire status is set to out of range.

The following cases outline the potential decisions that could bemadewhen a PE router

completes the BGP and VPLS path selection procedures for a Layer 2 advertisement in

the VPLS network:

• The PE router originated one of the multihomed advertisements and selected its own

advertisement as the best path.

This PE router has been selected as the designated VE device. Selection as the

designated VE device triggers the creation of pseudowires to and from the other PE

routers in the VPLS network. When the remote customer site is also multihomed, the

designated VE device triggers the creation of pseudowires to and from only the

designated VE device for the remote site.

• The PE router originated one of the multihomed advertisements but did not select its

own advertisement as the best path.

This PE router is one of the redundant PE routers for the multihomed site; it was not

selected as the designated VE device. However, if this PE router has just transitioned
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frombeing the designated VE device (meaning it was receiving traffic from the remote

PE routers addressed to the mulithomed customer site), the PE router tears down all

the pseudowires that it had to and from the other PE routers in the VPLS network.

• ThePE router receives themultihomedadvertisements and selects abest path; it does

notoriginateanyof theseadvertisementsbecause it isnotconnected to themultihomed

customer site.

If the preferred path to the customer site (the designated VE device) has not changed,

nothinghappens. If thepreferredpathhaschanged, thisPE routerbringsuppseudowires

to and from the newly designated VE device and tears down the pseudowires to and

from the previously designated VE device.

If this PE router does not select a best path after running the BGP and VPLS path

selection process, the local PE router does not consider the remote site to exist.

When a VE device receives an advertisement for a Layer 2 NLRI which matches its own

site ID but the site is not multihomed, the pseudowire between it and the transmitting

PE router transitions to a site collision state and is not considered to be up.

Dynamic Profiles for VPLS Pseudowires

A router often has two types of interfaces:

• Static interfaces, which are configured before the router is booted

• Dynamic interfaces, which are created after the router is booted andwhile it is running

A virtual private LAN service (VPLS) pseudowire interface (such as lsi.1048576) is

dynamically created by the system. Therefore, the logical interface unit number for the

VPLS pseudowire is not available in advance to configure characteristics such as virtual

local area network (VLAN) identifiers and other parameters. As a result, certain VLAN

manipulation features that are easily applied to static interfaces (such as xe-, ge-, and

so on) are either not supported on dynamic interfaces or supported in a nonstandard

method.

However, on MX Series routers, there is another configuration method that dynamic

interfaces can use to determine their VLAN parameters when they are created by a

running router:dynamicprofiles. A dynamicprofile is a conceptual container that includes

parameters associated with a dynamic entity, parameters whose values are not known

at the time the entity is configured.

Adynamicprofile acts asakindof template that enables you tocreate, update, or remove

a configuration that includes client access (for example, interface or protocol) or service

(for example, CoS)attributes.Using theseprofiles youcanconsolidateall of the common

attributes of a client (and eventually a group of clients) and apply the attributes

simultaneously. The router contains several predefined variables that enable dynamic

association of interfaces and logical units to incoming subscriber requests. While

configuring a dynamic profile, use the $junos-interface-ifd-name variable for a dynamic

physical interface and the $junos-underlying-unit-number variable for a dynamic logical

interface (unit). When a client accesses the router, the dynamic profile configuration
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replaces the predefined variable with the actual interface name or unit value for the

interface the client is accessing.

Dynamic profiles for VPLSare supported only onMXSeries routers. Formore information

about dynamic profiles, see Junos OS Broadband Subscriber Management and Services

Library.

Related
Documentation

Ethernet Networking Feature Guide for MX Series Routers•

• Dynamic Profiles Overview

• Use Cases for Dynamic Profiles for VPLS Pseudowires on page 614

• Example: Configuring VPLS Pseudowires with Dynamic Profiles—Basic Solutions on

page 615

• Example: Configuring VPLS Pseudowires with Dynamic Profiles—Complex Solutions

on page 619

Use Cases for Dynamic Profiles for VPLS Pseudowires

A dynamic profile is a set of characteristics, defined in a type of template, that you can

use toprovidedynamic subscriber accessandservices for broadbandapplications. These

servicesareassigneddynamically to interfaces. Youcanusedynamicprofiles to configure

the VLAN parameters of the dynamic interfaces on MX Series routers.

Two use cases for configuring VPLS pseudowires with dynamic profiles are:

• Configuring an extra VLAN tag onto pseudowire traffic—This is a common scenario

where all the traffic received from a customer edge (CE) interface needs an additional

VLAN tag toward the core. In such cases, you can use dynamic profiles at ingress and

egress to control the pseudowire behavior. You can apply dynamic profiles to receive

the desired frames, set the additional VLAN tag for these frames, and send these

tagged frames with the desired VLAN identifier.

• Configuring a VPLS pseudowire as a trunk interface—This is another common

scenario where the requirement is to accept traffic from a particular source and to

route the traffic based on specific criteria. Dynamic profiles can be used to create

multiple pseudowire trunk interfaces to accept the traffic based on specific VLAN

identifiers, and to route the accepted traffic to the desired destination.

Related
Documentation

Dynamic Profiles Overview•

• Dynamic Profiles for VPLS Pseudowires on page 613
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Example: Configuring VPLS Pseudowires with Dynamic Profiles—Basic Solutions

The following limitations apply to dynamic profiles for VPLS on MX Series routers:

• The native-vlan-id statement is not supported.

• The native-inner-vlan-id statement is not supported.

• The interface-mode access statement option is not supported.

• The vlan-id-range statement is not supported.

In many cases, a configuration using dynamic profiles is more efficient than a static

configuration, as shown by the examples in this topic.

• VPLS Pseudowire InterfacesWithout Dynamic Profiles on page 615

• VPLS Pseudowire Interfaces and Dynamic Profiles on page 616

• CE RoutersWithout Dynamic Profiles on page 617

• CE Routers and Dynamic Profiles on page 618

VPLS Pseudowire InterfacesWithout Dynamic Profiles

Consider the following configuration, which does not use dynamic profiles tomanipulate
VLAN identifiers:

[edit routing-instances]
green {
instance-type vpls;
interface ge-0/0/1.1;
interface ge-0/0/2.1;
interface ge-0/0/3.1;
vlan-tags outer 200 inner 100;
protocols vpls {
vpls-id 10;
neighbor 10.1.1.20;

}
{...more...}

}

[edit interfaces]
ge-0/0/1 {
unit 0 {
vlan-id 10;

}
}
ge-0/0/2 {
unit 0 {
vlan-id 20;

}
}
ge-0/0/3 {
unit 0 {
vlan-id 30;

}
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}

NOTE: This is not a complete router configuration.

With this configuration, broadcast packets inside frames arriving with VLAN identifier 10

on ge-0/0/1 are normalized to a dual-tagged frame with an outer VLAN value of 200

and an inner VLAN value of 100. The broadcast packet and frames exiting ge-0/0/2 or

ge-0/0/3 have the outer VLAN value stripped and the inner VLAN value swapped to 20

and 30 respectively, according to the interface configuration. However, this stripping of

the outer VLAN tag and the swapping is extra work, because the frames will still egress

the VPLS pseudowire in routing instance greenwith an outer VLAN tag value of 200 and

an inner VLAN tag value of 100, also according to the configuration.

The same configuration can be accomplishedmore effectively using dynamic profiles.

VPLS Pseudowire Interfaces and Dynamic Profiles

Consider the following configuration, which uses dynamic profiles to manipulate VLAN
identifiers:

[edit routing-instances]
green {
instance-type vpls;
interface ge-0/0/1.1;
interface ge-0/0/2.1;
interface ge-0/0/3.1;
vlan-id 100; # Desired inner VLAN tag on the VPLS pseudowire
protocols vpls {
vpls-id 10;
neighbor 10.1.1.20 {
associate-profile green_vpls_pw_1; # The profile

}
}
{...more...}

}

[edit interfaces]
ge-0/0/1 {
unit 0 {
vlan-id 10;

}
}
ge-0/0/2 {
unit 0 {
vlan-id 20;

}
}
ge-0/0/3 {
unit 0 {
vlan-id 30;

}
}

Copyright © 2018, Juniper Networks, Inc.616

Layer 2 VPNs and VPLS Feature Guide for Routing Devices



[edit dynamic-profiles]
green_vpls_pw_1 interfaces $junos-interface-ifd-name {
unit $junos-underlying-unit-number {
vlan-tags outer 200 inner 100;

}
}

NOTE: This is not a complete router configuration.

With this configuration, broadcast packets inside frames arriving with VLAN identifier 10

on ge-0/0/1 normalized to a frame with VLAN identifier 100. The broadcast packet and

frames exiting ge-0/0/2 or ge-0/0/3 have this VLAN value swapped to 20 and 30

respectively, according to the interfaceconfiguration. Framesegress theVPLSpseudowire

in routing instance greenwith an outer VLAN tag value of 200 pushed on top of the

normalized value.

CE RoutersWithout Dynamic Profiles

You can apply a dynamic profile to an entire VPLS configuration, not just a neighbor.

Consider the following configuration, which does not use dynamic profiles tomanipulate
VLAN identifiers on a customer edge (CE) router with VLAN identifier 100:

[edit routing-instances]
green {
instance-type vpls;
interface ge-0/0/1.1;
interface ge-0/0/2.1;
interface ge-0/0/3.1;
vlan-tags outer 200 inner 100;
protocols vpls {
vpls-id 10;
neighbor 10.1.1.20;

}
{...more...}

}

[edit interfaces]
ge-0/0/1 {
unit 0 {
vlan-id 100;

}
}
ge-0/0/2 {
unit 0 {
vlan-id 100;

}
}
ge-0/0/3 {
unit 0 {
vlan-id 100;

}
}
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NOTE: This is not a complete router configuration.

With this configuration, broadcast packets inside frames arriving on ge-0/0/1 are

normalized to a dual-tagged framewith an outer VLAN value of 200 and an inner VLAN

value of 100. The same configuration can be accomplished using dynamic profiles.

CE Routers and Dynamic Profiles

Consider the following configuration, which uses dynamic profiles at the protocols level:

[edit routing-instances]
green {
instance-type vpls;
interface ge-0/0/1.1;
interface ge-0/0/2.1;
interface ge-0/0/3.1;
vlan-id 100; # Desired inner VLAN tag on the VPLS pseudowire
protocols vpls {
associate-profile green_vpls_pw_2; # The profile
vpls-id 10;
neighbor 10.1.1.20;

}
{...more...}

}

[edit interfaces]
ge-0/0/1 {
unit 0 {
vlan-id 100;

}
}
ge-0/0/2 {
unit 0 {
vlan-id 100;

}
}
ge-0/0/3 {
unit 0 {
vlan-id 100;

}
}

[edit dynamic-profiles]
green_vpls_pw_2 interfaces $junos-interface-ifd-name {
unit $junos-underlying-unit-number {
vlan-tags outer 200 inner 100;

}
}

NOTE: This is not a complete router configuration.
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With this configuration, broadcast packets inside frames arriving with VLAN identifier

100 on ge-0/0/1 are normalized to a frame with VLAN identifier 100 (in this case, they

are unchanged). The broadcast packet and frames exiting ge-0/0/2 or ge-0/0/3 are

unchanged as well, according to the interface configuration. Frames egress the VPLS

pseudowire in routing instance greenwith an outer VLAN tag value of 200pushed on top

of the normalized value.

Related
Documentation

Layer 2 VPNs and VPLS Feature Guide for Routing Devices•

• Example: Configuring VPLS Pseudowires with Dynamic Profiles—Complex Solutions

on page 619

Example: Configuring VPLS Pseudowires with Dynamic Profiles—Complex Solutions

Dynamicprofiles forVPLSpseudowires canbehelpful in a variety ofVLANconfigurations.

This section explores some of these situations through examples.

NOTE: These examples are not complete router configurations.

All of the examples in this section address the same basic topology. A routing instance

blue uses a trunk bridge to connect different departments in an organization, each with

their own VLANs, at two different sites. The organization uses a BGP-based VPLS with

a virtual switch to accomplish this.

• ConfigurationofRouting Instanceand InterfacesWithoutDynamicProfilesonpage619

• Configuration of Routing Instance and Interfaces Using Dynamic Profiles on page 620

• Configuration of Tag Translation Using Dynamic Profiles on page 622

Configuration of Routing Instance and InterfacesWithout Dynamic Profiles

The basic configuration of routing instance and interfaces without dynamic profiles
follows:

[edit routing-instance blue]
instance-type virtual-switch;
route-distinguisher 10.1.1.10:1;
vrf-target target:1000:1;
interface ge-3/0/0; # The trunk interface
bridge-domains {
sales {
vlan-id 10;
interface ge-0/0/0.1;
... # Other interfaces and statements for Sales

}
engineering {
vlan-id 20;
interface ge-1/0/2.0;
... # Other interfaces and statements for Engineering

}
accounting {
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vlan-id 30;
interface ge-2/0/3.0;
... # Other interfaces and statements for Accounting

}
others {
vlan-id—list [ 40 50 ]; # Other departments

}
}
protocols vpls {
site-range 10;
site sample-site-1 {
site-identifier 1;

}
}

... # Other statements for instance Blue

[edit interfaces]
ge-0/0/1 {
unit 0 {
vlan-id 100;

}
}
ge-3/0/0 {
unit 0 {
family bridge {
interface-mode trunk; # This is the trunk
vlan-id-list [ 10 20 30 40 50 ];

}
}

}
... # More interface statements

This configuration switches the departmental VLAN traffic (sales, engineering, etc.)

bridge domains over the VPLS pseudowire trunk connecting to the other site.

Configuration of Routing Instance and Interfaces Using Dynamic Profiles

Here is how dynamic profiles can be applied to this basic configuration.

First, consider the requirement to push an outer VLAN tag value of 200 onto the VPLS
pseudowire frames on egress. Dynamic profiles easily satisfy this requirement.

[edit routing-instance green]
instance-type virtual-switch;
... # Other routing instance statements
protocols vpls {
site-range 10;
site sample-site-1 {
site-identifier 1;

}
associate-profile green_vpls_pw_1; # Apply profile here

}
... # Other routing instance statements

[edit dynamic-profiles]
green_vpls_pw_1 interfaces $junos-interface-ifd-name {
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unit $junos-underlying-unit-number {
vlan-id 200; # This is the outer tag
family bridge {
interface-mode trunk;
inner-vlan-id-list [ 10 20 30 40 50 ];

}
}

}

NOTE: This is not a complete router configuration.

With the dynamic profile, a packet in a frame arriving on an interface is classified as

belonging to one of the bridge domains (VLANs 10–50). At the egress of the trunk VPLS

pseudowire, the outer VLAN tag 200 is pushed onto the frame. At the ingress of the

pseudowire at the remote location, the outer VLAN tag 200 is removed and the frame

is delivered to the appropriate bridge domain.

But what if the packets associated with the Accounting VLAN are not to be forwarding

to the remote site? Dynamic profiles are useful here as well.

This configuration keeps the Accounting frames from reaching the remote site.

[edit routing-instances green]
instance-type virtual-switch;
... # Other routing instance statements
protocols vpls {
site-range 10;
site sample-site-1 {
site-identifier 1;

}
associate-profile green_vpls_pw_2; # Apply profile here

}
... # Other routing instance statements

[edit dynamic-profiles]
green_vpls_pw_2 interfaces $junos-interface-ifd-name {
unit $junos-underlying-unit-number {
family bridge {
interface-mode trunk;
inner-vlan-id-list [ 10 20 40 50 ]; # Removed Accounting VLAN 30

}
}

}

NOTE: This is not a complete router configuration.

In this case, frames arriving on the interfaces are classified according to their bridge

domainsandswitched, if necessary, to theVPLSpseudowire trunk, except for Engineering

frames. Engineering frames (VLAN 30) are only switched within the interfaces listed

within bridge domain accounting and any statically configured trunk interfaces and are
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prevented from crossing the VPLS pseudowire due to the absence of VLAN 30 on the

trunk.

We can combine the two examples and use dynamic profiles to forward the frames

(other than accounting frames) to the remote site with an out tag of 200.

This configurationkeeps theAccounting frames fromreaching the remotesiteandpushes
an outer tag of 200 on VPLS pseudowire traffic.

[edit routing-instances green]
instance-type virtual-switch;
... # Other routing instance statements
protocols vpls {
site-range 10;
site sample-site-1 {
site-identifier 1;

}
associate-profile green_vpls_pw_3; # Apply profile here

}
... # Other routing instance statements

[edit dynamic-profiles]
green_vpls_pw_3 interfaces $junos-interface-ifd-name {
unit $junos-underlying-unit-number {
vlan-id 200; # This is the outer tag
family bridge {
interface-mode trunk;
inner-vlan-id-list [ 10 20 40 50 ]; # Removed Accounting VLAN 30

}
}

}

NOTE: This is not a complete router configuration.

In this case, frames arriving on the interfaces are classified according to their bridge

domains and switched, if necessary, to the VPLS pseudowire trunk with an outer VLAN

tag of 200, except for Engineering frames. Engineering frames (VLAN 30) are only

switched within the interfaces listed within bridge domain accounting and any statically

configured trunk interfaces and are prevented from crossing the VPLS pseudowire due

to the absence of VLAN 30 on the trunk.

Configuration of Tag Translation Using Dynamic Profiles

Consider a final case where the bridge domain VLANs need translation at the VPLS

pseudowire trunk interface. In this case, sales (VLAN 10) is mapped to VLAN 110 and

engineering (VLAN 20) is mapped to VLAN 120.

This configuration adds tag translation to the VPLS pseudowire traffic.

[edit routing-instances green]
instance-type virtual-switch;
... # Other routing instance statements
protocols vpls {

Copyright © 2018, Juniper Networks, Inc.622

Layer 2 VPNs and VPLS Feature Guide for Routing Devices



site-range 10;
site sample-site-1 {
site-identifier 1;

}
associate-profile green_vpls_pw_4; # Apply profile here

}
... # Other routing instance statements

[edit dynamic-profiles]
green_vpls_pw_4 interfaces $junos-interface-ifd-name {
unit $junos-underlying-unit-number {
family bridge {
interface-mode trunk;
vlan-id-list [ 10 20 30 40 50 ]; # All VLANs
vlan-rewrite translate 110 10; # Sales VLAN
vlan-rewrite translate 120 20; # Engineering VLAN

}
}

}

NOTE: This is not a complete router configuration.

This translates the sales and engineering VLAN tags exiting the VPLS pseudowire

accordingly. At the ingress of the VPLS pseudowire, VLANs 110 and 120 are translated

back to 10 and 20, respectively.

Related
Documentation

Layer 2 VPNs and VPLS Feature Guide for Routing Devices•

• Example: Configuring VPLS Pseudowires with Dynamic Profiles—Basic Solutions on

page 615
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Configuring the FAT Flow Label for FEC 128 VPLS Pseudowires for Load-Balancing
MPLS Traffic

This topic shows how to configure flow-aware transport of pseudowires (FAT) flow

labels for forwarding equivalence class (FEC) 128 virtual private LAN service (VPLS)

pseudowires for load-balancing MPLS traffic.

FAT flow labels enable load-balancing of MPLS packets across equal-cost multipath

(ECMP) paths or link aggregation groups (LAGs) without the need for deep packet

inspection of the payload. FAT flow labels can be used for LDP-signaled FEC 128 and

FEC 129 pseudowires for VPLS and virtual private wire service (VPWS) networks.

You can configure FAT flow labels to be signaled by LDP on FEC 128 VPLS pseudowires

by including the flow-label-transmit and flow-label-receive configuration statements at

the [edit routing-instances instance-nameprotocolsvpls]hierarchy level. This configuration

sets the T bit and R bit advertisement to 1 (the default being 0) in the Sub-TLV field,

which is one of the interface parameters of the FEC for the LDP label-mappingmessage

header. This configuration is applicable for all the pseudowires providing full mesh

connectivity from the VPLS routing instance to all its neighbors.

Before you begin:

1. Configure the device interfaces and enableMPLS on all the interfaces on the provider

edge (PE) router.

2. ConfigureMPLSandan LSP from the ingressPE router to the remote egressPE router.

3. Configure an interior gatewayprotocol (IGP)on thePE router andprovider (P) routers.

4. Configure the circuits between the PE routers and the customer edge (CE) routers.

5. Configure LDP on all the interfaces.

To configure the FAT flow label for an FEC 128VPLSpseudowire, on the ingress PE router:

1. Configure the FEC 128 VPLS routing instance.

[edit]
user@PE1# set routing-instances instance-name instance-type vpls
user@PE1# set routing-instances instance-name interface interface-name
user@PE1# set routing-instances instance-name protocols vpls vpls-id vpls-id
user@PE1# set routing-instances instance-name protocols vpls neighbor neighbor-id
user@PE1# set routing-instances instance-name protocols vpls neighbor neighbor-id

2. Configure the routing instance to signal the capability to push the flow label in the

transmit direction to the remote PE router.

[edit routing-instances instance-name protocols vpls]
user@PE1# set flow-label-transmit

3. Configure the routing instance to signal the capability to pop the flow label in the

receive direction to the remote PE router.

[edit routing-instances instance-name protocols vpls]
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user@PE1# set flow-label-receive

4. Verify and commit the configuration.

For example:

[edit routing-instances]
user@PE1# show
ldp-fec128-signaled-vpls {
instance-type vpls;
interface ge-0/0/1.0;
protocols {
vpls {
vpls-id 100;
flow-label-transmit;
flow-label-receive;

}
}

}

5. Repeat the configuration on the remote egress PE router.

Related
Documentation

Configuring the FAT Flow Label for FEC 128 VPWS Pseudowires for Load-Balancing

MPLS Traffic on page 491

•

• Configuring the FAT Flow Label for FEC 129 VPWS Pseudowires for Load-Balancing

MPLS Traffic on page 494

• Configuring the FAT Flow Label for FEC 129 VPLS Pseudowires for Load-Balancing

MPLS Traffic on page 626

• FAT Flow Labels Overview on page 403
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Configuring the FAT Flow Label for FEC 129 VPLS Pseudowires for Load-Balancing
MPLS Traffic

This topic shows how to configure flow-aware transport of pseudowires (FAT) flow

labels for forwarding equivalence class (FEC) 129 virtual private LAN service (VPLS)

pseudowires for load-balancing MPLS traffic.

FAT flow labels enable load-balancing of MPLS packets across equal-cost multipath

(ECMP) paths or link aggregation groups (LAGs) without the need for deep packet

inspection of the payload. FAT flow labels can be used for LDP-signaled FEC 128 and

FEC 129 pseudowires for VPLS and virtual private wire service (VPWS) networks.

You can configure FAT flow labels to be signaled by LDP on FEC 129 VPLS pseudowires

by including the flow-label-transmit and flow-label-receive configuration statements at

the [edit routing-instances instance-nameprotocolsvpls]hierarchy level. This configuration

sets the T bit and R bit advertisement to 1 (the default being 0) in the Sub-TLV field,

which is part one of the interface parameters of the FEC for the LDP label-mapping

message header. This configuration is applicable for all the pseudowires providing full

mesh connectivity from the VPLS routing instance to all its neighbors.

Before you begin:

1. Configure the device interfaces and enable MPLS on all the interfaces.

2. ConfigureMPLS and an LSP from the ingress provider edge (PE) router to the remote

PE router.

3. Configure IBGP sessions between the PE routers.

4. Configure an interior gatewayprotocol (IGP)on thePE router andprovider (P) routers.

5. Configure the circuits between the PE routers and the customer edge (CE) routers.

6. Configure LDP on all the interfaces.

To configure the FAT flow label for an FEC 129VPLSpseudowire, on the ingress PE router:

1. Configure the FEC 129 VPLS routing instance.

[edit]
user@PE1# set routing-instances instance-name instance-type vpls
user@PE1# set routing-instances instance-name interface interface-name
user@PE1# set routing-instances instance-name route-distinguisher (as-number:id |
ip-address:id)

user@PE1#set routing-instances instance-name l2vpn-id(as-number:x:y | ip-address:id)
user@PE1# set routing-instances instance-name vrf-target target:x:y

2. Configure the routing instance to signal the capability to push the flow label in the

transmit direction to the remote PE router.

[edit routing-instances instance-name protocols vpls]
user@PE1# set flow-label-transmit
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3. Configure the routing instance to signal the capability to pop the flow label in the

receive direction to the remote PE router.

[edit routing-instances instance-name protocols vpls]
user@PE1# set flow-label-receive

4. Verify and commit the configuration.

For example:

[edit routing-instances]
user@PE1# show
ldp-fec129-signaled-vpls {
instance-type vpls;
interface fe-0/0/0.0;
route-distinguisher 10.255.245.45:100;
l2vpn-id l2vpn-id:100:100;
vrf-target target:100:100;
protocols {
vpls {
flow-label-transmit;
flow-label-receive;

}
}

}

5. Repeat the configuration on the remote egress PE router.

Related
Documentation

Configuring the FAT Flow Label for FEC 128 VPWS Pseudowires for Load-Balancing

MPLS Traffic on page 491

•

• Configuring the FAT Flow Label for FEC 128 VPLS Pseudowires for Load-Balancing

MPLS Traffic on page 624

• Configuring the FAT Flow Label for FEC 129 VPWS Pseudowires for Load-Balancing

MPLS Traffic on page 494

• FAT Flow Labels Overview on page 403

Example: Configuring H-VPLS BGP-Based and LDP-Based VPLS Interoperation

Thisexampleshowshowtoconfigure thehierarchical virtualprivateLANservice (H-VPLS)

in a scenario that uses both LDP-based VPLS and BGP-based VPLS interoperating in a

multihoming deployment. This scenario is useful when a customer deployment has the

two different types of VPLS in use, and you need to integrate them. Another example is

when ISP-A is running BGP-based VPLS and ISP-B is running the LDP-based VPLS, and

the two ISPs are merging their networks.

Requirements

No special configuration beyond device initialization is required before configuring this

example.
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Overview

In this example, Device PE2 and Device PE3 are acting as internetworking provider edge

(PE) routers with BGP-based as well as LDP-based VPLS termination.

The devices in this example have the following roles:

• BGP VPLS only PE—Device PE1

• LDP VPLS only PE—Device PE4

• BGP-LDP VPLS PE—Device PE2 and Device PE3

Figure 59 on page 628 shows the topology used in this example.

Figure 59: H-VPLSwith LDP-Based andBGP-BasedVPLS Interoperation
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From Device PE4, the pseudowire to Device PE3 is the primary or working path. The

pseudowire Device PE2 is the backup path.

“CLI Quick Configuration” on page 628 shows the configuration for all of the devices in

Figure 59onpage628. The section “Step-by-StepProcedure” on page632describes the

steps on Device PE1, Device PE2, and Device PE4.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device PE1 set interfaces ge-2/0/5 encapsulation ethernet-vpls
set interfaces ge-2/0/5 unit 0 description to_CE1
set interfaces ge-2/0/5 unit 0 family vpls
set interfaces fe-2/0/9 unit 0 description to_PE2
set interfaces fe-2/0/9 unit 0 family inet address 10.10.3.1/30
set interfaces fe-2/0/9 unit 0 family mpls
set interfaces fe-2/0/10 unit 0 description to_PE3
set interfaces fe-2/0/10 unit 0 family inet address 10.10.1.1/30
set interfaces fe-2/0/10 unit 0 family mpls
set interfaces lo0 unit 0 family inet address 192.0.2.1/24
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set protocolsmpls interface fe-2/0/10.0
set protocolsmpls interface fe-2/0/9.0
set protocols ldp interface fe-2/0/10.0
set protocols ldp interface fe-2/0/9.0
set protocols ldp interface lo0.0
set protocols bgp group internal-peers type internal
set protocols bgp group internal-peers local-address 192.0.2.1
set protocols bgp group internal-peers family l2vpn signaling
set protocols bgp group internal-peers neighbor 192.0.2.2
set protocols bgp group internal-peers neighbor 192.0.2.3
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ospf area 0.0.0.0 interface fe-2/0/10.0
set protocols ospf area 0.0.0.0 interface fe-2/0/9.0
set routing-instances h-vpls-PE1 instance-type vpls
set routing-instances h-vpls-PE1 interface ge-2/0/5.0
set routing-instances h-vpls-PE1 route-distinguisher 1:1
set routing-instances h-vpls-PE1 vrf-target target:1:1
set routing-instances h-vpls-PE1 protocols vpls interface ge-2/0/5.0
set routing-instances h-vpls-PE1 protocols vpls site PE1-vpls site-identifier 2
set routing-options autonomous-system 64510

Device PE2 set interfaces ge-2/0/6 encapsulation ethernet-vpls
set interfaces ge-2/0/6 unit 0 description to_CE2
set interfaces ge-2/0/6 unit 0 family vpls
set interfaces fe-2/0/8 unit 0 description to_PE3
set interfaces fe-2/0/8 unit 0 family inet address 10.10.4.2/30
set interfaces fe-2/0/8 unit 0 family mpls
set interfaces fe-2/0/9 unit 0 description to_PE4
set interfaces fe-2/0/9 unit 0 family inet address 10.10.5.1/30
set interfaces fe-2/0/9 unit 0 family mpls
set interfaces fe-2/0/10 unit 0 description to_PE1
set interfaces fe-2/0/10 unit 0 family inet address 10.10.3.2/30
set interfaces fe-2/0/10 unit 0 family mpls
set interfaces lo0 unit 0 family inet address 192.0.2.2/24
set protocolsmpls interface fe-2/0/10.0
set protocolsmpls interface fe-2/0/9.0
set protocolsmpls interface fe-2/0/8.0
set protocols ldp interface fe-2/0/10.0
set protocols ldp interface fe-2/0/9.0
set protocols ldp interface fe-2/0/8.0
set protocols ldp interface lo0.0
set protocols bgp group ibgp type internal
set protocols bgp group ibgp local-address 192.0.2.2
set protocols bgp group ibgp family l2vpn signaling
set protocols bgp group ibgp neighbor 192.0.2.3
set protocols bgp group ibgp neighbor 192.0.2.1
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ospf area 0.0.0.0 interface fe-2/0/10.0
set protocols ospf area 0.0.0.0 interface fe-2/0/9.0
set protocols ospf area 0.0.0.0 interface fe-2/0/8.0
set routing-instances h-vpls-PE2 instance-type vpls
set routing-instances h-vpls-PE2 interface ge-2/0/6.0
set routing-instances h-vpls-PE2 route-distinguisher 1:2
set routing-instances h-vpls-PE2 vrf-target target:1:1
set routing-instances h-vpls-PE2 protocols vpls interface ge-2/0/6.0
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set routing-instances h-vpls-PE2 protocols vpls site PE2-vpls site-identifier 1
set routing-instances h-vpls-PE2 protocols vpls site PE2-vplsmulti-homing
set routing-instances h-vpls-PE2 protocols vpls site PE2-vplsmesh-group h-vpls-PE2
set routing-instances h-vpls-PE2 protocols vpls vpls-id 100
set routing-instances h-vpls-PE2 protocols vplsmesh-group h-vpls-PE2 vpls-id 100
set routing-instances h-vpls-PE2 protocols vplsmesh-group h-vpls-PE2 local-switching
set routing-instancesh-vpls-PE2protocolsvplsmesh-grouph-vpls-PE2neighbor 192.0.2.4
set routing-options autonomous-system 64510

Device PE3 set interfaces fe-2/0/8 unit 0 description to_PE2
set interfaces fe-2/0/8 unit 0 family inet address 10.10.4.1/30
set interfaces fe-2/0/8 unit 0 family mpls
set interfaces fe-2/0/9 unit 0 description to_PE4
set interfaces fe-2/0/9 unit 0 family inet address 10.10.6.1/30
set interfaces fe-2/0/9 unit 0 family mpls
set interfaces fe-2/0/10 unit 0 description to_PE1
set interfaces fe-2/0/10 unit 0 family inet address 10.10.1.2/30
set interfaces fe-2/0/10 unit 0 family mpls
set interfaces ge-2/1/3 encapsulation ethernet-vpls
set interfaces ge-2/1/3 unit 0 description to_CE3
set interfaces ge-2/1/3 unit 0 family vpls
set interfaces lo0 unit 0 family inet address 192.0.2.3/24
set protocolsmpls interface fe-2/0/10.0
set protocolsmpls interface fe-2/0/8.0
set protocolsmpls interface fe-2/0/9.0
set protocols ldp interface fe-2/0/10.0
set protocols ldp interface fe-2/0/9.0
set protocols ldp interface fe-2/0/8.0
set protocols ldp interface lo0.0
set protocols bgp group internal-peers type internal
set protocols bgp group internal-peers local-address 192.0.2.3
set protocols bgp group internal-peers family l2vpn signaling
set protocols bgp group internal-peers neighbor 192.0.2.2
set protocols bgp group internal-peers neighbor 192.0.2.1
set protocols ospf traffic-engineering
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ospf area 0.0.0.0 interface fe-2/0/10.0
set protocols ospf area 0.0.0.0 interface fe-2/0/8.0
set protocols ospf area 0.0.0.0 interface fe-2/0/9.0
set routing-instances h-vpls-PE3 instance-type vpls
set routing-instances h-vpls-PE3 interface ge-2/1/3.0
set routing-instances h-vpls-PE3 route-distinguisher 1:3
set routing-instances h-vpls-PE3 vrf-target target:1:1
set routing-instances h-vpls-PE3 protocols vpls interface ge-2/1/3.0
set routing-instances h-vpls-PE3 protocols vpls site PE3-vpls site-identifier 1
set routing-instances h-vpls-PE3 protocols vpls site PE3-vplsmulti-homing
set routing-instances h-vpls-PE3 protocols vpls site PE3-vplsmesh-group h-vpls-PE3
set routing-instances h-vpls-PE3 protocols vpls vpls-id 100
set routing-instances h-vpls-PE3 protocols vplsmesh-group h-vpls-PE3 vpls-id 100
set routing-instances h-vpls-PE3 protocols vplsmesh-group h-vpls-PE3 local-switching
set routing-instancesh-vpls-PE3protocolsvplsmesh-grouph-vpls-PE3neighbor 192.0.2.4
set routing-options autonomous-system 64510

Device PE4 set interfaces fe-2/0/9 unit 0 description to_PE3
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set interfaces fe-2/0/9 unit 0 family inet address 10.10.6.2/30
set interfaces fe-2/0/9 unit 0 family mpls
set interfaces fe-2/0/10 unit 0 description to_PE2
set interfaces fe-2/0/10 unit 0 family inet address 10.10.5.2/30
set interfaces fe-2/0/10 unit 0 family mpls
set interfaces ge-2/1/7 encapsulation ethernet-vpls
set interfaces ge-2/1/7 unit 0 description to_CE4
set interfaces ge-2/1/7 unit 0 family vpls
set interfaces lo0 unit 0 family inet address 192.0.2.4/24
set protocolsmpls interface fe-2/0/10.0
set protocolsmpls interface fe-2/0/9.0
set protocols ldp interface fe-2/0/10.0
set protocols ldp interface fe-2/0/9.0
set protocols ldp interface lo0.0
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ospf area 0.0.0.0 interface fe-2/0/10.0
set protocols ospf area 0.0.0.0 interface fe-2/0/9.0
set routing-instances ldp-vpls instance-type vpls
set routing-instances ldp-vpls interface ge-2/1/7.0
set routing-instances ldp-vpls protocols vpls vpls-id 100
set routing-instances ldp-vpls protocols vpls neighbor 192.0.2.3
set routing-instances ldp-vpls protocols vpls neighbor 192.0.2.2

Device CE1 set interfaces ge-2/0/8 unit 0 description to_PE1
set interfaces ge-2/0/8 unit 0 family inet address 172.16.0.1/24
set interfaces lo0 unit 0 family inet address 10.255.14.214/32
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ospf area 0.0.0.0 interface ge-2/0/8.0

Device CE2 set interfaces ge-2/1/5 unit 0 description to_PE2
set interfaces ge-2/1/5 unit 0 family inet address 172.16.0.2/24
set interfaces lo0 unit 0 family inet address 10.255.14.215/32
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ospf area 0.0.0.0 interface ge-2/1/5.0

Device CE3 set interfaces ge-2/0/9 unit 0 description to_PE3
set interfaces ge-2/0/9 unit 0 family inet address 172.16.0.3/24
set interfaces lo0 unit 0 family inet address 10.255.14.218/32
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ospf area 0.0.0.0 interface ge-2/0/9.0

Device CE4 set interfaces ge-2/1/6 unit 0 description to_PE4
set interfaces ge-2/1/6 unit 0 family inet address 172.16.0.4/24
set interfaces lo0 unit 0 family inet address 10.255.14.219/32
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ospf area 0.0.0.0 interface ge-2/1/6.0
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Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure the BGP-based VPLS PE device:

1. Configure the interfaces.

On the device interface that connects to the customer edge, enable VPLS

encapsulation and the VPLS address family.

On the core-facing interfaces, enable MPLS labels.

[edit interfaces]
user@PE1# set ge-2/0/5 encapsulation ethernet-vpls
user@PE1# set ge-2/0/5 unit 0 description to_CE1
user@PE1# set ge-2/0/5 unit 0 family vpls

user@PE1# set fe-2/0/10 unit 0 description to_PE3
user@PE1# set fe-2/0/10 unit 0 family inet address 10.10.1.1/30
user@PE1# set fe-2/0/10 unit 0 family mpls

user@PE1# set fe-2/0/9 unit 0 description to_PE2
user@PE1# set fe-2/0/9 unit 0 family inet address 10.10.3.1/30
user@PE1# set fe-2/0/9 unit 0 family mpls

user@PE1# set lo0 unit 0 family inet address 192.0.2.1/24

2. Enable MPLS and LDP on the interfaces.

On the MTU device interfaces that connect to other PE devices, configure MPLS

and LDP.

[edit protocols mpls]
user@PE1# set interface fe-2/0/10.0
user@PE1# set interface fe-2/0/9.0

[edit protocols ldp ]
user@PE1# set interface fe-2/0/10.0
user@PE1# set interface fe-2/0/9.0
user@PE1# set interface lo0.0

3. Enable routing on the interfaces.

On theMTUdevice interfaces that connect to other PEdevices, configure an interior

gateway protocol (IGP), such as OSPF or IS-IS.

[edit protocols ospf area 0.0.0.0]
user@PE1# set interface lo0.0 passive
user@PE1# set interface fe-2/0/10.0
user@PE1# set interface fe-2/0/9.0

4. Configure BGPwith Layer 2 VPN signaling.
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The l2vpn signaling statement enables support for both VPLS and Layer 2 VPN

advertisement under the same network layer reachability information (NLRI).

The internal IBGP (IBGP) full mesh includes Device PE1, Device PE2, and Device

PE3. Device PE4 is not included.

[edit protocols bgp group internal-peers]
user@PE1# set type internal
user@PE1# set local-address 192.0.2.1
user@PE1# set family l2vpn signaling
user@PE1# set neighbor 192.0.2.2
user@PE1# set neighbor 192.0.2.3

5. Configure the VPLS routing instance.

Because this is BGP-based VPLS, include a route distinguisher, a VRF target, and a

site name and ID.

[edit routing-instances h-vpls-PE1]
user@PE1# set instance-type vpls
user@PE1# set interface ge-2/0/5.0
user@PE1# set route-distinguisher 1:1
user@PE1# set vrf-target target:1:1

[edit routing-instances h-vpls-PE1 protocols vpls]
user@PE1# set interface ge-2/0/5.0
user@PE1# set site PE1-vpls site-identifier 2

6. Configure the autonomous system (AS) number.

[edit routing-options]
user@PE1# set autonomous-system 64510

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure the BGP-LDP-based VPLS PE device:

1. Configure the interfaces.

On the PE-r device interface that connects to the customer edge, configure one of

the VPLS encapsulation types and the VPLS address family. This enables VPLS.

On the core-facing interfaces, enable MPLS labels.

[edit interfaces]
user@PE2# set ge-2/0/6 encapsulation ethernet-vpls
user@PE2# set ge-2/0/6 unit 0 description to_CE2
user@PE2# set ge-2/0/6 unit 0 family vpls

user@PE2# set fe-2/0/10 unit 0 description to_PE1
user@PE2# set fe-2/0/10 unit 0 family inet address 10.10.3.2/30
user@PE2# set fe-2/0/10 unit 0 family mpls
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user@PE2# set fe-2/0/9 unit 0 description to_PE4
user@PE2# set fe-2/0/9 unit 0 family inet address 10.10.5.1/30
user@PE2# set fe-2/0/9 unit 0 family mpls

user@PE2# set fe-2/0/8 unit 0 description to_PE3
user@PE2# set fe-2/0/8 unit 0 family inet address 10.10.4.2/30
user@PE2# set fe-2/0/8 unit 0 family mpls

user@PE2# set lo0 unit 0 family inet address 192.0.2.2/24

2. Enable MPLS and LDP on the interfaces.

On the MTU device interfaces that connect to other PE devices, configure MPLS

and LDP.

[edit protocols mpls]
user@PE2# set interface fe-2/0/10.0
user@PE2# set interface fe-2/0/9.0
user@PE2# set interface fe-2/0/8.0

[edit protocols ldp]
user@PE2# set interface fe-2/0/10.0
user@PE2# set interface fe-2/0/9.0
user@PE2# set interface fe-2/0/8.0
user@PE2# set interface lo0.0

3. Enable routing on the interfaces.

On theMTUdevice interfaces that connect to other PEdevices, configure an interior

gateway protocol (IGP), such as OSPF or IS-IS.

[edit protocols ospf area 0.0.0.0]
user@PE2# set interface lo0.0 passive
user@PE2# set interface fe-2/0/10.0
user@PE2# set interface fe-2/0/9.0
user@PE2# set interface fe-2/0/8.0

4. [edit protocols bgp group ibgp]
user@PE2# set type internal
user@PE2# set local-address 192.0.2.2
user@PE2# set family l2vpn signaling
user@PE2# set neighbor 192.0.2.3
user@PE2# set neighbor 192.0.2.1

5. Configure VPLS.

The vpls-id statement enables LDP signaling for the VPLS instance.

[edit routing-instances h-vpls-PE2]
user@PE2# set instance-type vpls
user@PE2# set interface ge-2/0/6.0
user@PE2# set route-distinguisher 1:2
user@PE2# set vrf-target target:1:1
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[edit routing-instances h-vpls-PE2 protocols vpls]
user@PE2# set interface ge-2/0/6.0
user@PE2# set site PE2-vpls site-identifier 1
user@PE2# set site PE2-vplsmulti-homing
user@PE2# set site PE2-vplsmesh-group h-vpls-PE2
user@PE2# set vpls-id 100
user@PE2# setmesh-group h-vpls-PE2 vpls-id 100
user@PE2# setmesh-group h-vpls-PE2 local-switching
user@PE2# setmesh-group h-vpls-PE2 neighbor 192.0.2.4

6. [edit routing-options]
user@PE2# set autonomous-system 64510

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure LDP-based VPLS PE device:

1. Configure the interfaces.

On the PE-r device interface that connects to the customer edge, configure one of

the VPLS encapsulation types and the VPLS address family. This enables VPLS.

On the core-facing interfaces, enable MPLS labels.

[edit interfaces]
user@PE4# set fe-2/0/10 unit 0 description to_PE2
user@PE4# set fe-2/0/10 unit 0 family inet address 10.10.5.2/30
user@PE4# set fe-2/0/10 unit 0 family mpls

user@PE4# set fe-2/0/9 unit 0 description to_PE3
user@PE4# set fe-2/0/9 unit 0 family inet address 10.10.6.2/30
user@PE4# set fe-2/0/9 unit 0 family mpls

user@PE4# set ge-2/1/7 encapsulation ethernet-vpls
user@PE4# set ge-2/1/7 unit 0 description to_CE4
user@PE4# set ge-2/1/7 unit 0 family vpls

user@PE4# set lo0 unit 0 family inet address 192.0.2.4/24

2. Enable MPLS and LDP on the interfaces.

On the MTU device interfaces that connect to other PE devices, configure MPLS

and LDP.

[edit protocols mpls]
user@PE4# set interface fe-2/0/10.0
user@PE4# set interface fe-2/0/9.0

[edit protocols ldp]
user@PE4# set interface fe-2/0/10.0
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user@PE4# set interface fe-2/0/9.0
user@PE4# set interface lo0.0

3. Enable routing on the interfaces.

On theMTUdevice interfaces that connect to other PEdevices, configure an interior

gateway protocol (IGP), such as OSPF or IS-IS.

[edit protocols ospf area 0.0.0.0]
user@PE4# set interface lo0.0 passive
user@PE4# set interface fe-2/0/10.0
user@PE4# set interface fe-2/0/9.0

4. Configure VPLS.

The vpls-id statement enables LDP signaling for the VPLS instance.

[edit routing-instances ldp-vpls]
user@PE4# set instance-type vpls
user@PE4# set interface ge-2/1/7.0
user@PE4# set protocols vpls vpls-id 100

[edit routing-instances ldp-vpls protocols vpls]
user@PE4# set neighbor 192.0.2.3
user@PE4# set neighbor 192.0.2.2

Results From configuration mode, confirm your configuration by entering the show interfaces,

show protocols, show routing-instances, and show routing-options commands. If the

outputdoesnotdisplay the intendedconfiguration, repeat the instructions in this example

to correct the configuration.

Device PE1 user@PE1# show interfaces
ge-2/0/5 {
encapsulation ethernet-vpls;
unit 0 {
description to_CE1;
family vpls;

}
}
fe-2/0/9 {
}
unit 0 {
description to_PE2;
family inet {
address 10.10.3.1/30;

}
family mpls;

}
}
fe-2/0/10 {
unit 0 {
description to_PE3;
family inet {
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address 10.10.1.1/30;
}
family mpls;

}
}
lo0 {
unit 0 {
family inet {
address 192.0.2.1/24;

}
}

}

user@PE1# show protocols
mpls {
interface fe-2/0/10.0;
interface fe-2/0/9.0;

}
bgp {
group internal-peers {
type internal;
local-address 192.0.2.1;
family l2vpn {
signaling;

}
neighbor 192.0.2.2;
neighbor 192.0.2.3;

}
}
ospf {
area 0.0.0.0 {
interface lo0.0 {
passive;

}
interface fe-2/0/10.0;
interface fe-2/0/9.0;

}
}
ldp {
interface fe-2/0/10.0;
interface fe-2/0/9.0;
interface lo0.0;

}

user@PE1# show routing-instances
h-vpls-PE1 {
instance-type vpls;
interface ge-2/0/5.0;
route-distinguisher 1:1;
vrf-target target:1:1;
protocols {
vpls {
interface ge-2/0/5.0;
site PE1-vpls {
site-identifier 2;

}
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}
}

}

user@PE1# show routing-options
autonomous-system 64510;

Device PE2 user@PE2# show interfaces
ge-2/0/6 {
encapsulation ethernet-vpls;
unit 0 {
description to_CE2;
family vpls;

}
}
fe-2/0/8 {
unit 0 {
description to_PE3;
family inet {
address 10.10.4.2/30;

}
family mpls;

}
}
fe-2/0/9 {
unit 0{
description to_PE4;
family inet {
address 10.10.5.1/30;

}
family mpls;

}
}
fe-2/0/10 {
unit 0 {
description to_PE1;
family inet {
address 10.10.3.2/30;

}
family mpls;

}
}
lo0 {
unit 0 {
family inet {
address 192.0.2.2/24;

}
}

}

user@PE2# show protocols
mpls {
interface fe-2/0/10.0;
interface fe-2/0/9.0;
interface fe-2/0/8.0;

}
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bgp {
group ibgp {
type internal;
local-address 192.0.2.2;
family l2vpn {
signaling;

}
neighbor 192.0.2.3;
neighbor 192.0.2.1;

}
}
ospf {
area 0.0.0.0 {
interface lo0.0 {
passive;

}
interface fe-2/0/10.0;
interface fe-2/0/9.0;
interface fe-2/0/8.0;

}
}
ldp {
interface fe-2/0/10.0;
interface fe-2/0/9.0;
interface fe-2/0/8.0;
interface lo0.0;

}

user@PE2# show routing-instances
h-vpls-PE2 {
instance-type vpls;
interface ge-2/0/6.0;
route-distinguisher 1:2;
vrf-target target:1:1;
protocols {
vpls {
interface ge-2/0/6.0;
site PE2-vpls {
site-identifier 1;
multi-homing;
mesh-group h-vpls-PE2;

}
vpls-id 100;
mesh-group h-vpls-PE2 {
vpls-id 100;
local-switching;
neighbor 192.0.2.4;

}
}

}
}

user@PE2# show routing-options
autonomous-system 64510;

Device PE4 user@PE4# show interfaces
ge-2/1/7 {
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encapsulation ethernet-vpls;
unit 0 {
description to_CE4;
family vpls;

}
}
fe-2/0/9 {
unit 0 {
description to_PE3;
family inet {
address 10.10.6.2/30;

}
family mpls;

}
}
fe-2/0/10 {
unit 0 {
description to_PE2;
family inet {
address 10.10.5.2/30;

}
family mpls;

}
}
lo0 {
unit 0 {
family inet {
address 192.0.2.4/24;

}
}

}

user@PE4# show protocols
mpls {
interface fe-2/0/9.0;
interface fe-2/0/10.0;

}
ospf {
area 0.0.0.0 {
interface lo0.0 {
passive;

}
interface fe-2/0/9.0;
interface fe-2/0/10.0;

}
}
ldp {
interface fe-2/0/10.0;
interface fe-2/0/9.0;
interface lo0.0;

}

user@PE4# show routing-instances
ldp-vpls {
instance-type vpls;
interface ge-2/1/7.0;

Copyright © 2018, Juniper Networks, Inc.640

Layer 2 VPNs and VPLS Feature Guide for Routing Devices



protocols {
vpls {
vpls-id 100;
neighbor 192.0.2.3;
neighbor 192.0.2.2;

}
}

}

If you are done configuring the devices, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly. In a multihoming scenario with

BGP-LDP VPLS, the LDP pseudowires are in the down state for the backup PE (Device

PE2). Whereas on the LDP-only VPLS PE (Device PE4), the pseudowires to the primary

and backup BGP-LDP PE devices are in the up state.

• Verifying the VPLS Connections on page 641

• Manually Triggering a Switch from the Active Pseudowire to the Backup

Pseudowire on page 644

• Checking Connectivity on page 647

• Checking the BGP Layer 2 VPN Routing Tables on page 648

• Checking the Layer 2 Circuit Routing Tables on page 648

Verifying the VPLS Connections

Purpose Verify that the VPLS connections are working as expected.

Action From operational mode, enter the show vpls connections command.

user@PE1> show vpls connections
Layer-2 VPN connections:

Legend for connection status (St)   
EI -- encapsulation invalid      NC -- interface encapsulation not CCC/TCC/VPLS
EM -- encapsulation mismatch     WE -- interface and instance encaps not same
VC-Dn -- Virtual circuit down    NP -- interface hardware not present 
CM -- control-word mismatch      -> -- only outbound connection is up
CN -- circuit not provisioned    <- -- only inbound connection is up
OR -- out of range               Up -- operational
OL -- no outgoing label          Dn -- down                      
LD -- local site signaled down   CF -- call admission control failure      
RD -- remote site signaled down  SC -- local and remote site ID collision
LN -- local site not designated  LM -- local site ID not minimum designated
RN -- remote site not designated RM -- remote site ID not minimum designated
XX -- unknown connection status  IL -- no incoming label
MM -- MTU mismatch               MI -- Mesh-Group ID not available
BK -- Backup connection          ST -- Standby connection
PF -- Profile parse failure      PB -- Profile busy
RS -- remote site standby        SN -- Static Neighbor
LB -- Local site not best-site   RB -- Remote site not best-site
VM -- VLAN ID mismatch
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Legend for interface status 
Up -- operational           
Dn -- down

Instance: h-vpls-PE1
  Local site: PE1-vpls (2)
    connection-site           Type  St     Time last up          # Up trans
    1                         rmt   Up     Oct 16 16:52:27 2012           1
      Remote PE: 192.0.2.2, Negotiated control-word: No
      Incoming label: 800016, Outgoing label: 800009
      Local interface: vt-2/0/10.51380738, Status: Up, Encapsulation: VPLS
        Description: Intf - vpls h-vpls-PE1 local site 2 remote site 1

user@PE2> show vpls connections
Layer-2 VPN connections:

Legend for connection status (St)   
EI -- encapsulation invalid      NC -- interface encapsulation not CCC/TCC/VPLS
EM -- encapsulation mismatch     WE -- interface and instance encaps not same
VC-Dn -- Virtual circuit down    NP -- interface hardware not present 
CM -- control-word mismatch      -> -- only outbound connection is up
CN -- circuit not provisioned    <- -- only inbound connection is up
OR -- out of range               Up -- operational
OL -- no outgoing label          Dn -- down                      
LD -- local site signaled down   CF -- call admission control failure      
RD -- remote site signaled down  SC -- local and remote site ID collision
LN -- local site not designated  LM -- local site ID not minimum designated
RN -- remote site not designated RM -- remote site ID not minimum designated
XX -- unknown connection status  IL -- no incoming label
MM -- MTU mismatch               MI -- Mesh-Group ID not available
BK -- Backup connection          ST -- Standby connection
PF -- Profile parse failure      PB -- Profile busy
RS -- remote site standby        SN -- Static Neighbor
LB -- Local site not best-site   RB -- Remote site not best-site
VM -- VLAN ID mismatch

Legend for interface status 
Up -- operational           
Dn -- down

Instance: h-vpls-PE2
BGP-VPLS State

  Local site: PE2-vpls (1)
    connection-site           Type  St     Time last up          # Up trans
    1                         rmt   RN
    2                         rmt   Up     Oct 16 17:12:31 2012           1
      Remote PE: 192.0.2.1, Negotiated control-word: No
      Incoming label: 800257, Outgoing label: 800000
      Local interface: vt-2/0/10.118489089, Status: Up, Encapsulation: VPLS
        Description: Intf - vpls h-vpls-PE2 local site 1 remote site 2
LDP-VPLS State

  VPLS-id: 100
  Mesh-group connections: h-vpls-PE2
    Neighbor                  Type  St     Time last up          # Up trans
    192.0.2.4(vpls-id 100)      rmt   Up     Oct 16 17:12:30 2012           1
      Remote PE: 192.0.2.4, Negotiated control-word: No
      Incoming label: 800000, Outgoing label: 800001
      Negotiated PW status TLV: No
      Local interface: vt-2/0/10.118489088, Status: Up, Encapsulation: ETHERNET
        Description: Intf - vpls h-vpls-PE2 neighbor 192.0.2.4 vpls-id 100
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user@PE3> show vpls connections
Layer-2 VPN connections:

Legend for connection status (St)   
EI -- encapsulation invalid      NC -- interface encapsulation not CCC/TCC/VPLS
EM -- encapsulation mismatch     WE -- interface and instance encaps not same
VC-Dn -- Virtual circuit down    NP -- interface hardware not present 
CM -- control-word mismatch      -> -- only outbound connection is up
CN -- circuit not provisioned    <- -- only inbound connection is up
OR -- out of range               Up -- operational
OL -- no outgoing label          Dn -- down                      
LD -- local site signaled down   CF -- call admission control failure      
RD -- remote site signaled down  SC -- local and remote site ID collision
LN -- local site not designated  LM -- local site ID not minimum designated
RN -- remote site not designated RM -- remote site ID not minimum designated
XX -- unknown connection status  IL -- no incoming label
MM -- MTU mismatch               MI -- Mesh-Group ID not available
BK -- Backup connection          ST -- Standby connection
PF -- Profile parse failure      PB -- Profile busy
RS -- remote site standby        SN -- Static Neighbor
LB -- Local site not best-site   RB -- Remote site not best-site
VM -- VLAN ID mismatch

Legend for interface status 
Up -- operational           
Dn -- down

Instance: h-vpls-PE3
  BGP-VPLS State
  Local site: PE3-vpls (1)
    connection-site           Type  St     Time last up          # Up trans
    1                         rmt   LN
    2                         rmt   LN
  LDP-VPLS State
  VPLS-id: 100
  Mesh-group connections: h-vpls-PE3
    Neighbor                  Type  St     Time last up          # Up trans
    192.0.2.4(vpls-id 100)      rmt   LN

user@PE4> show vpls connections
Layer-2 VPN connections:

Legend for connection status (St)   
EI -- encapsulation invalid      NC -- interface encapsulation not CCC/TCC/VPLS
EM -- encapsulation mismatch     WE -- interface and instance encaps not same
VC-Dn -- Virtual circuit down    NP -- interface hardware not present 
CM -- control-word mismatch      -> -- only outbound connection is up
CN -- circuit not provisioned    <- -- only inbound connection is up
OR -- out of range               Up -- operational
OL -- no outgoing label          Dn -- down                      
LD -- local site signaled down   CF -- call admission control failure      
RD -- remote site signaled down  SC -- local and remote site ID collision
LN -- local site not designated  LM -- local site ID not minimum designated
RN -- remote site not designated RM -- remote site ID not minimum designated
XX -- unknown connection status  IL -- no incoming label
MM -- MTU mismatch               MI -- Mesh-Group ID not available
BK -- Backup connection          ST -- Standby connection
PF -- Profile parse failure      PB -- Profile busy
RS -- remote site standby        SN -- Static Neighbor
LB -- Local site not best-site   RB -- Remote site not best-site
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VM -- VLAN ID mismatch

Legend for interface status 
Up -- operational           
Dn -- down

Instance: ldp-vpls
  VPLS-id: 100
    Neighbor                  Type  St     Time last up          # Up trans
    192.0.2.2(vpls-id 100)      rmt   Up     Oct 16 17:12:23 2012           1
      Remote PE: 192.0.2.2, Negotiated control-word: No
      Incoming label: 800001, Outgoing label: 800000
      Negotiated PW status TLV: No
      Local interface: vt-2/0/10.17825793, Status: Up, Encapsulation: ETHERNET
        Description: Intf - vpls ldp-vpls neighbor 192.0.2.2 vpls-id 100
    192.0.2.3(vpls-id 100)      rmt   Up     Oct 16 17:12:20 2012           1
      Remote PE: 192.0.2.3, Negotiated control-word: No
      Incoming label: 800000, Outgoing label: 800000
      Negotiated PW status TLV: No
      Local interface: vt-2/0/10.17825792, Status: Up, Encapsulation: ETHERNET
        Description: Intf - vpls ldp-vpls neighbor 192.0.2.3 vpls-id 100

Meaning OnDevicePE1, theBGP-VPLSconnection toDevicePE2 is up. In a steady-state condition,

Device PE2 is the primary router and has all pseudowires terminating on it. Traffic flows

from CE1 to PE1 to PE2 to PE4 to CE4.

On Device PE2, the BGP-VPLS connection to Device PE1 is up. The connection to Device

PE3 is in the RN state. The LDP-VPLS connection to Device PE4 is up.

OnDevicePE3, all VPLS connections are in the LN state. This is expectedbecauseDevice

PE3 is the backup.

On Device PE4, the LDP-only VPLS router, the primary pseudowire to Device PE2 and

the backup pseudowire to Device PE3 are in the up state.

Manually Triggering a Switch from the Active Pseudowire to the Backup
Pseudowire

Purpose Verify that when Device PE2 becomes unavailable, the traffic flow shifts to Device PE3.

Action On Device PE2, deactivate the interfaces.1.

user@PE2# deactivate interfaces
user@PE2# commit

2. Rerun the show vpls connections command on all of the PE devices.

user@PE1> show vpls connections
Layer-2 VPN connections:

Legend for connection status (St)   
EI -- encapsulation invalid      NC -- interface encapsulation not CCC/TCC/VPLS
EM -- encapsulation mismatch     WE -- interface and instance encaps not same
VC-Dn -- Virtual circuit down    NP -- interface hardware not present 
CM -- control-word mismatch      -> -- only outbound connection is up
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CN -- circuit not provisioned    <- -- only inbound connection is up
OR -- out of range               Up -- operational
OL -- no outgoing label          Dn -- down                      
LD -- local site signaled down   CF -- call admission control failure      
RD -- remote site signaled down  SC -- local and remote site ID collision
LN -- local site not designated  LM -- local site ID not minimum designated
RN -- remote site not designated RM -- remote site ID not minimum designated
XX -- unknown connection status  IL -- no incoming label
MM -- MTU mismatch               MI -- Mesh-Group ID not available
BK -- Backup connection          ST -- Standby connection
PF -- Profile parse failure      PB -- Profile busy
RS -- remote site standby        SN -- Static Neighbor
LB -- Local site not best-site   RB -- Remote site not best-site
VM -- VLAN ID mismatch

Legend for interface status 
Up -- operational           
Dn -- down

Instance: h-vpls-PE1
  Local site: PE1-vpls (2)
    connection-site           Type  St     Time last up          # Up trans
    1                         rmt   Up     Oct 17 12:24:01 2012           2
      Remote PE: 192.0.2.3, Negotiated control-word: No
      Incoming label: 800000, Outgoing label: 800257
      Local interface: vt-2/0/10.84934656, Status: Up, Encapsulation: VPLS
        Description: Intf - vpls h-vpls-PE1 local site 2 remote site 1

user@PE2> show vpls connections
Layer-2 VPN connections:

Legend for connection status (St)   
EI -- encapsulation invalid      NC -- interface encapsulation not CCC/TCC/VPLS
EM -- encapsulation mismatch     WE -- interface and instance encaps not same
VC-Dn -- Virtual circuit down    NP -- interface hardware not present 
CM -- control-word mismatch      -> -- only outbound connection is up
CN -- circuit not provisioned    <- -- only inbound connection is up
OR -- out of range               Up -- operational
OL -- no outgoing label          Dn -- down                      
LD -- local site signaled down   CF -- call admission control failure      
RD -- remote site signaled down  SC -- local and remote site ID collision
LN -- local site not designated  LM -- local site ID not minimum designated
RN -- remote site not designated RM -- remote site ID not minimum designated
XX -- unknown connection status  IL -- no incoming label
MM -- MTU mismatch               MI -- Mesh-Group ID not available
BK -- Backup connection          ST -- Standby connection
PF -- Profile parse failure      PB -- Profile busy
RS -- remote site standby        SN -- Static Neighbor
LB -- Local site not best-site   RB -- Remote site not best-site
VM -- VLAN ID mismatch

Legend for interface status 
Up -- operational           
Dn -- down

Instance: h-vpls-PE2
  BGP-VPLS State
  Local site: PE2-vpls (1)
  LDP-VPLS State
  VPLS-id: 100
  Mesh-group connections: h-vpls-PE2
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    Neighbor                  Type  St     Time last up          # Up trans
    192.0.2.4(vpls-id 100)      rmt   OL

user@PE3> show vpls connections
Layer-2 VPN connections:

Legend for connection status (St)   
EI -- encapsulation invalid      NC -- interface encapsulation not CCC/TCC/VPLS
EM -- encapsulation mismatch     WE -- interface and instance encaps not same
VC-Dn -- Virtual circuit down    NP -- interface hardware not present 
CM -- control-word mismatch      -> -- only outbound connection is up
CN -- circuit not provisioned    <- -- only inbound connection is up
OR -- out of range               Up -- operational
OL -- no outgoing label          Dn -- down                      
LD -- local site signaled down   CF -- call admission control failure      
RD -- remote site signaled down  SC -- local and remote site ID collision
LN -- local site not designated  LM -- local site ID not minimum designated
RN -- remote site not designated RM -- remote site ID not minimum designated
XX -- unknown connection status  IL -- no incoming label
MM -- MTU mismatch               MI -- Mesh-Group ID not available
BK -- Backup connection          ST -- Standby connection
PF -- Profile parse failure      PB -- Profile busy
RS -- remote site standby        SN -- Static Neighbor
LB -- Local site not best-site   RB -- Remote site not best-site
VM -- VLAN ID mismatch

Legend for interface status 
Up -- operational           
Dn -- down

Instance: h-vpls-PE3
  BGP-VPLS State
  Local site: PE3-vpls (1)
    connection-site           Type  St     Time last up          # Up trans
    2                         rmt   Up     Oct 17 12:24:01 2012           1
      Remote PE: 192.0.2.1, Negotiated control-word: No
      Incoming label: 800257, Outgoing label: 800000
      Local interface: vt-2/0/10.135266304, Status: Up, Encapsulation: VPLS
        Description: Intf - vpls h-vpls-PE3 local site 1 remote site 2
  LDP-VPLS State
  VPLS-id: 100
  Mesh-group connections: h-vpls-PE3
    Neighbor                  Type  St     Time last up          # Up trans
    192.0.2.4(vpls-id 100)      rmt   Up     Oct 17 12:24:02 2012           1

      Remote PE: 192.0.2.4, Negotiated control-word: No
      Incoming label: 800000, Outgoing label: 800000
      Negotiated PW status TLV: No
      Local interface: vt-2/0/10.135266305, Status: Up, Encapsulation: ETHERNET

        Description: Intf - vpls h-vpls-PE3 neighbor 192.0.2.4 vpls-id 100

user@PE4> show vpls connections
Layer-2 VPN connections:

Legend for connection status (St)   
EI -- encapsulation invalid      NC -- interface encapsulation not CCC/TCC/VPLS
EM -- encapsulation mismatch     WE -- interface and instance encaps not same
VC-Dn -- Virtual circuit down    NP -- interface hardware not present 
CM -- control-word mismatch      -> -- only outbound connection is up
CN -- circuit not provisioned    <- -- only inbound connection is up
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OR -- out of range               Up -- operational
OL -- no outgoing label          Dn -- down                      
LD -- local site signaled down   CF -- call admission control failure      
RD -- remote site signaled down  SC -- local and remote site ID collision
LN -- local site not designated  LM -- local site ID not minimum designated
RN -- remote site not designated RM -- remote site ID not minimum designated
XX -- unknown connection status  IL -- no incoming label
MM -- MTU mismatch               MI -- Mesh-Group ID not available
BK -- Backup connection          ST -- Standby connection
PF -- Profile parse failure      PB -- Profile busy
RS -- remote site standby        SN -- Static Neighbor
LB -- Local site not best-site   RB -- Remote site not best-site
VM -- VLAN ID mismatch

Legend for interface status 
Up -- operational           
Dn -- down

Instance: ldp-vpls
  VPLS-id: 100
    Neighbor                  Type  St     Time last up          # Up trans
    192.0.2.2(vpls-id 100)      rmt   OL
    192.0.2.3(vpls-id 100)      rmt   Up     Oct 16 17:12:20 2012           1

      Remote PE: 192.0.2.3, Negotiated control-word: No
      Incoming label: 800000, Outgoing label: 800000
      Negotiated PW status TLV: No
      Local interface: vt-2/0/10.17825792, Status: Up, Encapsulation: ETHERNET

        Description: Intf - vpls ldp-vpls neighbor 192.0.2.3 vpls-id 100

Meaning On Device PE1, the BGP-VPLS connection to Device PE3 is up. Traffic flows from CE1 to

PE1 to PE3 to PE4 to CE4.

On Device PE2, the BGP-VPLS connection to Device PE1 is in the OL state.

On Device PE3, all VPLS connections are up.

OnDevicePE4, theVPLSconnection toDevicePE2 is in theOLstate.TheVPLSconnection

to Device PE3 is up.

If you reactivate the interfaces on Device PE2, the connections revert to their previous

state and traffic flow.

Checking Connectivity

Purpose Verify that Device CE1 can ping Device CE4.
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Action user@CE1> ping 10.255.14.219

PING 10.255.14.219 (10.255.14.219): 56 data bytes
64 bytes from 10.255.14.219: icmp_seq=0 ttl=64 time=1.149 ms
64 bytes from 10.255.14.219: icmp_seq=1 ttl=64 time=0.779 ms
^C
--- 10.255.14.219 ping statistics ---
2 packets transmitted, 2 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.779/0.964/1.149/0.185 ms

Meaning The output shows that VPLS is operational.

Checking the BGP Layer 2 VPN Routing Tables

Purpose Verify that the VPLS routes are learned from BGP.

Action user@PE1> show route table bgp.l2vpn.0
bgp.l2vpn.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

1:3:1:1/96                
                   *[BGP/170] 20:00:11, localpref 100, from 192.0.2.3
                      AS path: I, validation-state: unverified
                    > to 10.10.1.2 via fe-2/0/10.0

user@PE3> show route table bgp.l2vpn.0
bgp.l2vpn.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

1:1:2:1/96                
                   *[BGP/170] 20:00:11, localpref 100, from 192.0.2.1
                      AS path: I, validation-state: unverified
                    > to 10.10.1.1 via fe-2/0/10.0

Checking the Layer 2 Circuit Routing Tables

Purpose Verify that the VPLS routes are learned from LDP.

Copyright © 2018, Juniper Networks, Inc.648

Layer 2 VPNs and VPLS Feature Guide for Routing Devices



Action user@PE3> show route table l2circuit.0
l2circuit.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

192.0.2.4:NoCtrlWord:5:100:Local/96                
                   *[VPLS/7] 01:30:11, metric2 1
                    > to 10.10.6.2 via fe-2/0/9.0
192.0.2.4:NoCtrlWord:5:100:Remote/96                
                   *[LDP/9] 20:41:57
                      Discard

user@PE4> show route table bgp.l2vpn.0
l2circuit.0: 3 destinations, 3 routes (2 active, 0 holddown, 1 hidden)
+ = Active Route, - = Last Active, * = Both

192.0.2.3:NoCtrlWord:5:100:Local/96                
                   *[VPLS/7] 20:42:51, metric2 1
                    > to 10.10.6.1 via fe-2/0/9.0
192.0.2.3:NoCtrlWord:5:100:Remote/96                
                   *[LDP/9] 20:41:57
                      Discard

Related
Documentation

Application Note: Demystifying H-VPLS•

• Example: Configuring H-VPLSWithout VLANs on page 690

• Example: Configuring H-VPLSWith VLANs on page 677

• Redundant Pseudowires for Layer 2 Circuits and VPLS on page 181

• Configuring Redundant Pseudowires for Layer 2 Circuits and VPLS on page 183

Example:ConfiguringBGP-BasedH-VPLSUsingDifferentMeshGroupsforEachSpoke
Router

Thisexampleshowshowtoconfigure thehierarchical virtualprivateLANservice (H-VPLS)

using different mesh groups to provide H-VPLS functionality and provides steps for

verifying theconfiguration. This is one typeofH-VPLSconfigurationpossible in the Juniper

Networks implementation. For information about the alternate type of configuration see

“Example: Configuring LDP-Based H-VPLS Using a Single Mesh Group to Terminate the

Layer 2 Circuits” on page 671.

Using mesh groups improves LDP-based VPLS control plane scalability and avoids the

requirement for a full mesh of LDP sessions. This example uses BGP-based VPLS.

This example is organized into the following sections:

• Requirements on page 650

• Overview and Topology on page 650

• Configuration on page 651
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Requirements

This example uses the following hardware components:

• Four MX Series 3D Universal Edge Routers for Router PE1, Router PE2, Router PE3, and

Router PE4

• OneM Series Multiservice Edge Router for Router CE4

• Two EX Series Ethernet Switches for Device CE1 and Device CE2

• One J Series Services Router for Router CE3

Overview and Topology

Figure 60 on page 650 shows the physical topology used in this example.

Figure 60: Physical Topology of H-VPLS

The following describes the base configuration used in this example:

• Router PE1 and Router PE2 are configured as MTU devices.

• Router PE3 and Router PE4 are configured as PE-r routers, each using an LDP-based

VPLS routing instance.

• TheLDPandOSPFprotocolsare configuredonall of theMTUdevicesandPE-r routers.

• Core-facing interfaces are enabled with the MPLS address family.

• Optionally, the VPLS routing instances can be configured on PE-r routers with the

no-tunnel-interface statement. This allows the routers tousea label-switched interface

(LSI),which is useful if your routersdonothaveTunnelServicesPICsor built-in support

for tunnel services.
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• All of the routers are configured with loopback IP addresses.

• BGP is configured on the PE-r routers. Optionally, you can configure route reflection.

This is useful for scaling internal BGP (IBGP). The BGP configuration includes the

signaling statementat the [editprotocolsbgpgroupgroup-name family l2vpn]hierarchy

level to support Layer 2 VPN signaling using BGP.

Figure 61 on page 651 shows the logical topology used in this example.

Figure 61: Logical Topology of H-VPLS

In Figure 61 on page 651:

• TheMTU devices (Router PE1 and Router PE2) have Layer 2 circuit connections to the

PE-r routers (Router PE3 and Router PE4). For redundancy, a backup neighbor is

configured for the Layer 2 circuit connections to the PE-r routers.

• The l2circuit statement in the [editprotocols]hierarchy is includedon theMTUdevices.

• A VPLS routing instance is configured on the PE-r routers.

• In the VPLS routing instance on the PE-r routers,mesh groups are created to terminate

the Layer 2 circuit pseudowires that originate at the MTU devices.

• Each MTU device is configured with a different virtual circuit ID.

• Each PE-r router’s mesh groups configuration includes VPLS ID values that match the

virtual circuit IDs used on the MTU devices.

Configuration

To configure H-VPLS with different mesh groups for each spoke PE-r router using

BGP-based VPLS, perform the following tasks:

• Configuring the Spoke MTU PE Routers on page 651

• Configuring the Hub PE (PE-r) on page 653

• Verifying the H-VPLS Operation on page 656

Configuring the SpokeMTUPE Routers

Step-by-Step
Procedure

On Router PE1, configure the Gigabit Ethernet interface connected to Router CE1.

Include the encapsulation statement and specify the ethernet-ccc option. Also

1.
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configure the logical interface by including the family statement and specifying the

ccc option.

[edit interfaces]
ge-2/0/5 {
encapsulation ethernet-ccc;
unit 0 {
family ccc;

}
}

2. OnRouter PE1, configure the Layer 2 circuit by including the neighbor statement and

specifying the IP address of Router PE3 as the neighbor. Configure the Gigabit

Ethernet logical interfaceby including the virtual-circuit-id statementandspecifying

100 as the ID. Also configure a backup neighbor for the Layer 2 circuit by including

the backup-neighbor statement, specifying the loopback interface IP address of

Router PE4 as the backup neighbor, and including the standby statement.

[edit protocols]
l2circuit {
neighbor 192.0.2.3 {
interface ge-2/0/5.0 {
virtual-circuit-id 100;
backup-neighbor 192.0.2.4 { # Backup H-VPLS PE router
standby;

}
}

}

3. On Router PE2, configure the Gigabit Ethernet interface connected to Router CE2.

Include the encapsulation statement and specify the ethernet-ccc option. Also

configure the logical interface by including the family statement and specifying the

ccc option.

[edit interfaces]
ge-2/0/6 {
encapsulation ethernet-ccc;
unit 0 {
family ccc;

}
}

4. On Router PE2, configure the Layer 2 circuit by including the neighbor statement

and specifying the IP address of Router PE3 as the neighbor. Configure the Gigabit

Ethernet logical interfaceby including the virtual-circuit-id statementandspecifying

200 as the ID. Configure the encapsulation by including the encapsulation-type

statement and specifying the ethernet option. Also configure a backup neighbor for

the Layer 2 circuit by including the backup-neighbor statement, specifying the

loopback interface IP address of Router PE4 as the backup neighbor, and including

the standby statement.

[edit protocols]
l2circuit {
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neighbor 192.0.2.3 {
interface ge-1/0/2.0 {
virtual-circuit-id 200; # different VC-ID
encapsulation-type ethernet; # default encapsulation
backup-neighbor 192.0.2.4 {
standby;

}
}

}
}

Configuring the Hub PE (PE-r)

Step-by-Step
Procedure

OnRouterPE3(theprimaryhub), configure theGigabit Ethernet interfaceconnected

to Router CE3. Include the encapsulation statement and specify the ethernet-vpls

option. Also configure the logical interface by including the family vpls statement.

1.

[edit interfaces]
ge-2/0/0 {
encapsulation ethernet-vpls;
unit 0 {
family vpls;

}
}
lo0 {
unit 0 {
family inet {
address 192.0.2.3/24;

}
}

}

2. OnRouterPE4(thebackuphub), configure theGigabit Ethernet interfaceconnected

to Router CE4. Include the encapsulation statement and specify the ethernet-vpls

option. Also configure the logical interface by including the family vpls statement.

[edit interfaces]
ge-2/1/7 {
encapsulation ethernet-vpls;
unit 0 {
description to_CE4;
family vpls;

}
}

lo0 {
unit 0 {
family inet {
address 192.0.2.4/24;

}
}

}
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3. On PE-r Router PE3, configure the BGP-based VPLS routing instance by including

the instance-type statement at the [edit routing-instances H-VPLS] hierarchy level

and specifying the vpls option. Include the interface statement and specify the

Gigabit Ethernet interface connected to Router CE3. Configure a route distinguisher

to ensure that the routeadvertisement is uniqueby including the route-distinguisher

statement and specifying 192.0.2.3:33 as the value. Also configure the VPN routing

and forwarding (VRF) route target to be included in the route advertisements to

theother routersparticipating in theVPLS.Toconfigure theVRF route target, include

the vrf-target statement and specify target:64510:2as the value.Optionally, include

theno-tunnel-services statement to enable the useof LSI interfaces,which is useful

if the device does not have tunnel services. The no-tunnel-services statement is

omitted in this example. Optionally, you can include the site-range statement to

specify an upper limit on themaximum site identifier that can be accepted to allow

apseudowire to bebrought up. The site-range statement is omitted in this example.

We recommend using the default of 65,534.

Configure the VPLS protocol and themesh groups for each MTU PE device.

To configure the VPLS protocol, include the vpls statement at the [edit

routing-instancesH-VPLSprotocols] hierarchy level. Include the site statement and

specify a name for the site. Include the interface statement and specify the Gigabit

Ethernet interface connected to Device CE3.

Configuring mesh groups under the VPLS instance terminates the Layer 2 circuit

into the VPLS instance. To configure eachmesh group, include themesh-group

statementandspecify themeshgroupname. In thisexample, themeshgroupname

is thenameof theMTUdeviceassociatedwith eachmeshgroup. Include the vpls-id

statement and specify the ID that matches the virtual circuit ID configured in

“Configuring the Spoke MTU PE Routers” on page 651. Also include the neighbor

statement and specify the IP address of the spoke PE router associated with each

mesh group. Optionally, include the local-switching statement if you are not using

a full mesh of VPLS connections. The local-switching statement is useful if you are

configuringasinglemeshgroupand terminatingmultiple Layer 2 circuit pseudowires

into it. The local-switching statement is omitted in this example.

routing-instances {
H-VPLS {
instance-type vpls;
interface ge-2/1/3.0;
route-distinguisher 192.0.2.3:33;
vrf-target target:64510:2;
protocols {
vpls {
site pe3 {
site-identifier 3;
interface ge-2/1/3.0;

}
mesh-group pe1 {
vpls-id 100;
neighbor 192.0.2.1;

}
mesh-group pe2 {
vpls-id 200;
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neighbor 192.0.2.2;
}

}
}

}
}

4. On PE-r Router PE4, configure a routing instance like the one on Router PE3.

routing-instances {
H-VPLS {
instance-type vpls;
interface ge-2/1/7.0;
route-distinguisher 192.0.2.4:44;
vrf-target target:64510:2;
protocols {
vpls {
site pe4 {
site-identifier 4;
interface ge-2/1/7.0;

}
mesh-group pe1 {
vpls-id 100;
neighbor 192.0.2.1;

}
mesh-group pe2 {
vpls-id 200;
neighbor 192.0.2.2;

}
}

}
}

}
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Verifying the H-VPLSOperation

Step-by-Step
Procedure

This section describes the operational commands that you can use to validate that the

H-VPLS is working as expected.
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1. On Router PE1 and Router PE2, use the show l2circuit connections command to

verify that the Layer 2 circuit to Router PE3 is Up and the Layer 2 circuit to Router

PE4 is in standbymode.

The output also shows the assigned label, virtual circuit ID, and the ETHERNET

encapsulation type.

user@PE1> show l2circuit connections
Layer-2 Circuit Connections:

Legend for connection status (St)   
EI -- encapsulation invalid      NP -- interface h/w not present   
MM -- mtu mismatch               Dn -- down                       
EM -- encapsulation mismatch     VC-Dn -- Virtual circuit Down    
CM -- control-word mismatch      Up -- operational                
VM -- vlan id mismatch           CF -- Call admission control failure
OL -- no outgoing label          IB -- TDM incompatible bitrate 
NC -- intf encaps not CCC/TCC    TM -- TDM misconfiguration 
BK -- Backup Connection          ST -- Standby Connection
CB -- rcvd cell-bundle size bad  SP -- Static Pseudowire
LD -- local site signaled down   RS -- remote site standby
RD -- remote site signaled down  XX -- unknown

Legend for interface status  
Up -- operational            
Dn -- down                   
Neighbor: 192.0.2.3 
    Interface                 Type  St     Time last up          # Up trans
    ge-2/0/5.0(vc 100)        rmt   Up     Oct 18 15:55:07 2012           1
      Remote PE: 192.0.2.3, Negotiated control-word: No
      Incoming label: 299840, Outgoing label: 800001
      Negotiated PW status TLV: No
      Local interface: ge-2/0/5.0, Status: Up, Encapsulation: ETHERNET
Neighbor: 192.0.2.4 
    Interface                 Type  St     Time last up          # Up trans
    ge-2/0/5.0(vc 100)        rmt   ST

user@PE2> show l2circuit connections
Layer-2 Circuit Connections:

Legend for connection status (St)   
EI -- encapsulation invalid      NP -- interface h/w not present   
MM -- mtu mismatch               Dn -- down                       
EM -- encapsulation mismatch     VC-Dn -- Virtual circuit Down    
CM -- control-word mismatch      Up -- operational                
VM -- vlan id mismatch           CF -- Call admission control failure
OL -- no outgoing label          IB -- TDM incompatible bitrate 
NC -- intf encaps not CCC/TCC    TM -- TDM misconfiguration 
BK -- Backup Connection          ST -- Standby Connection
CB -- rcvd cell-bundle size bad  SP -- Static Pseudowire
LD -- local site signaled down   RS -- remote site standby
RD -- remote site signaled down  XX -- unknown

Legend for interface status  
Up -- operational            
Dn -- down                   
Neighbor: 192.0.2.3 
    Interface                 Type  St     Time last up          # Up trans
    ge-2/0/6.0(vc 200)        rmt   Up     Oct 18 15:55:07 2012           1
      Remote PE: 192.0.2.3, Negotiated control-word: No
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      Incoming label: 299872, Outgoing label: 800002
      Negotiated PW status TLV: No
      Local interface: ge-2/0/6.0, Status: Up, Encapsulation: ETHERNET
Neighbor: 192.0.2.4 
    Interface                 Type  St     Time last up          # Up trans
    ge-2/0/6.0(vc 200)        rmt   ST

2. On Router PE1 and Router PE2, use the show ldp neighbor command to verify that

the targeted LDP sessions have been created between the loopback interface to

the primary and backup H-VPLS hub neighbors.

user@PE1> show ldp neighbor
Address            Interface          Label space ID         Hold time
10.10.3.2          ge-2/0/9.0           192.0.2.2:0                13
10.10.1.2          ge-2/0/10.0          192.0.2.3:0                10
192.0.2.3            lo0.0              192.0.2.3:0                36
192.0.2.4            lo0.0              192.0.2.4:0                39
10.10.9.2          ge-2/0/8.0           192.0.2.4:0                14

user@PE2> show ldp neighbor
Address            Interface          Label space ID         Hold time
10.10.3.1          ge-2/0/10.0          192.0.2.1:0                12
10.10.5.2          ge-2/0/9.0           192.0.2.4:0                11
10.10.4.1          ge-2/0/8.0           192.0.2.3:0                11
192.0.2.3            lo0.0              192.0.2.3:0                39
192.0.2.4            lo0.0              192.0.2.4:0                38

3. On Router PE3 and Router PE4, use the show vpls connections command to verify

that the VPLS connection status is Up for both the LDP-based VPLS and the

BGP-based VPLS Layer 2 circuits that are terminated.

user@PE3> show vpls connections

Layer-2 VPN connections:

Legend for connection status (St)   
EI -- encapsulation invalid      NC -- interface encapsulation not CCC/TCC/VPLS
EM -- encapsulation mismatch     WE -- interface and instance encaps not same
VC-Dn -- Virtual circuit down    NP -- interface hardware not present 
CM -- control-word mismatch      -> -- only outbound connection is up
CN -- circuit not provisioned    <- -- only inbound connection is up
OR -- out of range               Up -- operational
OL -- no outgoing label          Dn -- down                      
LD -- local site signaled down   CF -- call admission control failure      
RD -- remote site signaled down  SC -- local and remote site ID collision
LN -- local site not designated  LM -- local site ID not minimum designated
RN -- remote site not designated RM -- remote site ID not minimum designated
XX -- unknown connection status  IL -- no incoming label
MM -- MTU mismatch               MI -- Mesh-Group ID not available
BK -- Backup connection          ST -- Standby connection
PF -- Profile parse failure      PB -- Profile busy
RS -- remote site standby        SN -- Static Neighbor
LB -- Local site not best-site   RB -- Remote site not best-site
VM -- VLAN ID mismatch

Legend for interface status 
Up -- operational           
Dn -- down
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Instance: H-VPLS
BGP-VPLS State

  Local site: pe3 (3)
    connection-site           Type  St     Time last up          # Up trans
    4                         rmt   Up     Oct 18 15:58:39 2012           1
      Remote PE: 192.0.2.4, Negotiated control-word: No
      Incoming label: 800267, Outgoing label: 800266
      Local interface: vt-2/0/9.135266562, Status: Up, Encapsulation: VPLS
        Description: Intf - vpls H-VPLS local site 3 remote site 4
LDP-VPLS State

  Mesh-group connections: pe1
    Neighbor                  Type  St     Time last up          # Up trans
    192.0.2.1(vpls-id 100)      rmt   Up     Oct 18 15:55:07 2012           1
      Remote PE: 192.0.2.1, Negotiated control-word: No
      Incoming label: 800001, Outgoing label: 299840
      Negotiated PW status TLV: No
      Local interface: vt-2/0/10.135266560, Status: Up, Encapsulation: ETHERNET
        Description: Intf - vpls H-VPLS neighbor 192.0.2.1 vpls-id 100
  Mesh-group connections: pe2
    Neighbor                  Type  St     Time last up          # Up trans
    192.0.2.2(vpls-id 200)      rmt   Up     Oct 18 15:55:07 2012           1
      Remote PE: 192.0.2.2, Negotiated control-word: No
      Incoming label: 800002, Outgoing label: 299872
      Negotiated PW status TLV: No
      Local interface: vt-2/0/8.135266561, Status: Up, Encapsulation: ETHERNET
        Description: Intf - vpls H-VPLS neighbor 192.0.2.2 vpls-id 200

user@PE4> show vpls connections

Layer-2 VPN connections:

Legend for connection status (St)   
EI -- encapsulation invalid      NC -- interface encapsulation not CCC/TCC/VPLS
EM -- encapsulation mismatch     WE -- interface and instance encaps not same
VC-Dn -- Virtual circuit down    NP -- interface hardware not present 
CM -- control-word mismatch      -> -- only outbound connection is up
CN -- circuit not provisioned    <- -- only inbound connection is up
OR -- out of range               Up -- operational
OL -- no outgoing label          Dn -- down                      
LD -- local site signaled down   CF -- call admission control failure      
RD -- remote site signaled down  SC -- local and remote site ID collision
LN -- local site not designated  LM -- local site ID not minimum designated
RN -- remote site not designated RM -- remote site ID not minimum designated
XX -- unknown connection status  IL -- no incoming label
MM -- MTU mismatch               MI -- Mesh-Group ID not available
BK -- Backup connection          ST -- Standby connection
PF -- Profile parse failure      PB -- Profile busy
RS -- remote site standby        SN -- Static Neighbor
LB -- Local site not best-site   RB -- Remote site not best-site
VM -- VLAN ID mismatch

Legend for interface status 
Up -- operational           
Dn -- down

Instance: H-VPLS
  BGP-VPLS State
  Local site: pe4 (4)
    connection-site           Type  St     Time last up          # Up trans
    3                         rmt   Up     Oct 18 15:58:39 2012           1
      Remote PE: 192.0.2.3, Negotiated control-word: No
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      Incoming label: 800266, Outgoing label: 800267
      Local interface: vt-2/0/8.17826050, Status: Up, Encapsulation: VPLS
        Description: Intf - vpls H-VPLS local site 4 remote site 3
  LDP-VPLS State
  Mesh-group connections: pe1
    Neighbor                  Type  St     Time last up          # Up trans
    192.0.2.1(vpls-id 100)      rmt   Up     Oct 18 15:58:39 2012           1
      Remote PE: 192.0.2.1, Negotiated control-word: No
      Incoming label: 800002, Outgoing label: 299856
      Negotiated PW status TLV: No
      Local interface: vt-2/0/9.17826048, Status: Up, Encapsulation: ETHERNET
        Description: Intf - vpls H-VPLS neighbor 192.0.2.1 vpls-id 100
  Mesh-group connections: pe2
    Neighbor                  Type  St     Time last up          # Up trans
    192.0.2.2(vpls-id 200)      rmt   Up     Oct 18 15:58:39 2012           1
      Remote PE: 192.0.2.2, Negotiated control-word: No
      Incoming label: 800003, Outgoing label: 299888
      Negotiated PW status TLV: No
      Local interface: vt-2/0/10.17826049, Status: Up, Encapsulation: ETHERNET
        Description: Intf - vpls H-VPLS neighbor 192.0.2.2 vpls-id 200

4. OnRouter PE3 and Router PE4, use the showvpls flood command to verify that the

H-VPLS PE router created a flood group for each spoke PE site.

user@PE3> show vpls flood
Name: H-VPLS
CEs: 1
VEs: 3
Flood Routes:
  Prefix    Type          Owner                 NhType          NhIndex
  0x300cc/51 FLOOD_GRP_COMP_NH __ves__          comp            1376    
  0x300cf/51 FLOOD_GRP_COMP_NH __all_ces__      comp            744     
  0x300d5/51 FLOOD_GRP_COMP_NH pe1              comp            1702    
  0x300d3/51 FLOOD_GRP_COMP_NH pe2              comp            1544    
  0x30001/51 FLOOD_GRP_COMP_NH __re_flood__     comp            740 

user@PE4> show vpls flood
Name: H-VPLS
CEs: 1
VEs: 3
Flood Routes:
  Prefix    Type          Owner                 NhType          NhIndex
  0x300d1/51 FLOOD_GRP_COMP_NH __ves__          comp            1534    
  0x300d0/51 FLOOD_GRP_COMP_NH __all_ces__      comp            753     
  0x300d6/51 FLOOD_GRP_COMP_NH pe1              comp            1378    
  0x300d4/51 FLOOD_GRP_COMP_NH pe2              comp            1695    
  0x30002/51 FLOOD_GRP_COMP_NH __re_flood__     comp            750 

5. On Router PE3 and Router PE4, use the show vplsmac-table command to verify

that MAC addresses of the CE devices have been learned.

user@PE3> show vplsmac-table
MAC flags (S -static MAC, D -dynamic MAC, L -locally learned, C -Control MAC

           SE -Statistics enabled, NM -Non configured MAC, R -Remote PE MAC)

Routing instance : H-VPLS
 Bridging domain : __H-VPLS__, VLAN : NA
   MAC                 MAC      Logical          NH     RTR
   address             flags    interface        Index  ID

Copyright © 2018, Juniper Networks, Inc.660

Layer 2 VPNs and VPLS Feature Guide for Routing Devices



   00:21:59:0f:35:32   D        vt-2/0/8.135266560
   00:21:59:0f:35:33   D        ge-2/1/3.0      
   00:21:59:0f:35:d4   D        vt-2/0/9.135266561
   00:21:59:0f:35:d5   D        vt-2/0/10.135266562

user@PE4> show vplsmac-table

MAC flags (S -static MAC, D -dynamic MAC, L -locally learned, C -Control MAC

           SE -Statistics enabled, NM -Non configured MAC, R -Remote PE MAC)

Logical system   : PE4
Routing instance : H-VPLS
 Bridging domain : __H-VPLS__, VLAN : NA
   MAC                 MAC      Logical          NH     RTR
   address             flags    interface        Index  ID
   00:21:59:0f:35:32   D        vt-2/0/8.17826050
   00:21:59:0f:35:33   D        vt-2/0/9.17826050
   00:21:59:0f:35:d4   D        vt-2/0/10.17826050
   00:21:59:0f:35:d5   D        ge-2/1/7.0    

6. Make sure that the CE devices can ping each other.

user@CE1> ping 10.255.14.219 # ping sent from CE1 CE4
PING 10.255.14.219 (10.255.14.219): 56 data bytes
64 bytes from 10.255.14.219: icmp_seq=0 ttl=64 time=10.617 ms
64 bytes from 10.255.14.219: icmp_seq=1 ttl=64 time=9.224 ms
^C
--- 10.255.14.219 ping statistics ---
2 packets transmitted, 2 packets received, 0% packet loss
round-trip min/avg/max/stddev = 9.224/9.921/10.617/0.697 ms

user@CE2> ping 10.255.14.218 # ping sent from CE2 to CE3

PING 10.255.14.218 (10.255.14.218): 56 data bytes
64 bytes from 10.255.14.218: icmp_seq=0 ttl=64 time=1.151 ms
64 bytes from 10.255.14.218: icmp_seq=1 ttl=64 time=0.674 ms
^C
--- 10.255.14.218 ping statistics ---
2 packets transmitted, 2 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.674/0.913/1.151/0.238 ms

7. Check the relevant routing tables.

user@PE1> show route table l2circuit.0
l2circuit.0: 4 destinations, 4 routes (4 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

192.0.2.3:NoCtrlWord:5:100:Local/96                
                   *[L2CKT/7] 00:12:16, metric2 1
                    > to 10.10.1.2 via ge-2/0/10.0
192.0.2.3:NoCtrlWord:5:100:Remote/96                
                   *[LDP/9] 00:12:16
                      Discard
192.0.2.4:NoCtrlWord:5:100:Local/96                
                   *[L2CKT/7] 00:12:10, metric2 1
                    > to 10.10.9.2 via ge-2/0/8.0
192.0.2.4:NoCtrlWord:5:100:Remote/96                
                   *[LDP/9] 00:12:15
                      Discard
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user@PE2> show route table l2circuit.0
l2circuit.0: 4 destinations, 4 routes (4 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

192.0.2.3:NoCtrlWord:5:200:Local/96                
                   *[L2CKT/7] 00:13:13, metric2 1
                    > to 10.10.4.1 via ge-2/0/8.0
192.0.2.3:NoCtrlWord:5:200:Remote/96                
                   *[LDP/9] 00:13:13
                      Discard
192.0.2.4:NoCtrlWord:5:200:Local/96                
                   *[L2CKT/7] 00:13:13, metric2 1
                    > to 10.10.5.2 via ge-2/0/9.0
192.0.2.4:NoCtrlWord:5:200:Remote/96                
                   *[LDP/9] 00:13:13
                      Discard

user@PE3> show route table H-VPLS.l2vpn.0

H-VPLS.l2vpn.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

192.0.2.3:33:3:1/96                
                   *[L2VPN/170/-101] 03:19:26, metric2 1
                      Indirect
192.0.2.4:44:4:1/96                
                   *[BGP/170] 03:15:45, localpref 100, from 192.0.2.4
                      AS path: I, validation-state: unverified
                    > to 10.10.6.2 via ge-2/0/9.0

user@PE4> show route table H-VPLS.l2vpn.0

H-VPLS.l2vpn.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

192.0.2.3:33:3:1/96                
                   *[BGP/170] 03:21:17, localpref 100, from 192.0.2.3
                      AS path: I, validation-state: unverified
                    > to 10.10.6.1 via ge-2/0/9.0
192.0.2.4:44:4:1/96                
                   *[L2VPN/170/-101] 03:17:47, metric2 1
                      Indirect

Results The configuration and verification parts of this example have been completed. The

following section is for your reference.

The relevant sample configuration for Router PE1 follows.

Router PE1 interfaces {
ge-2/0/5 {
encapsulation ethernet-ccc;
unit 0 {
description to_CE1;
family ccc;

}
}
ge-2/0/8 {
unit 0 {

Copyright © 2018, Juniper Networks, Inc.662

Layer 2 VPNs and VPLS Feature Guide for Routing Devices



description to_PE4;
family inet {
address 10.10.9.1/30;

}
family mpls;

}
}
ge-2/0/9 {
unit 0 {
description to_PE2;
family inet {
address 10.10.3.1/30;

}
family mpls;

}
}
ge-2/0/10 {
unit 0 {
description to_PE3;
family inet {
address 10.10.1.1/30;

}
family mpls;

}
}
lo0 {
unit 0 {
family inet {
address 192.0.2.1/24;

}
}

}
}
protocols {
mpls {
interface ge-2/0/8.0;
interface ge-2/0/9.0;
interface ge-2/0/10.0;

}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface lo0.0 {
passive;

}
interface ge-2/0/8.0;
interface ge-2/0/9.0;
interface ge-2/0/10.0;

}
}
ldp {
interface ge-2/0/8.0;
interface ge-2/0/9.0;
interface ge-2/0/10.0;
interface lo0.0;

}
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l2circuit {
neighbor 192.0.2.3 {
interface ge-2/0/5.0 {
virtual-circuit-id 100;
backup-neighbor 192.0.2.4 {
standby;

}
}

}
}

}

The relevant sample configuration for Router PE2 follows.

Router PE2 interfaces {
ge-2/0/6 {
encapsulation ethernet-ccc;
unit 0 {
description to_CE2;
family ccc;

}
}
ge-2/0/8 {
unit 0 {
description to_PE3;
family inet {
address 10.10.4.2/30;

}
family mpls;

}
}
ge-2/0/9 {
unit 0 {
description to_PE4;
family inet {
address 10.10.5.1/30;

}
family mpls;

}
}
ge-2/0/10 {
unit 0 {
description to_PE1;
family inet {
address 10.10.3.2/30;

}
family mpls;

}
}
lo0 {
unit 0 {
family inet {
address 192.0.2.2/24;

}
}

}
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}
protocols {
mpls {
interface ge-2/0/8.0;
interface ge-2/0/9.0;
interface ge-2/0/10.0;

}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface lo0.0 {
passive;

}
interface ge-2/0/8.0;
interface ge-2/0/9.0;
interface ge-2/0/10.0;

}
}
ldp {
interface ge-2/0/8.0;
interface ge-2/0/9.0;
interface ge-2/0/10.0;
interface lo0.0;

}
l2circuit {
neighbor 192.0.2.3 {
interface ge-2/0/6.0 {
virtual-circuit-id 200;
backup-neighbor 192.0.2.4 {
standby;

}
}

}
}

}

The relevant sample configuration for Router PE3 follows.

Router PE3 interfaces {
ge-2/0/8 {
unit 0 {
description to_PE2;
family inet {
address 10.10.4.1/30;

}
family mpls;

}
}
ge-2/0/9 {
unit 0 {
description to_PE4;
family inet {
address 10.10.6.1/30;

}
family mpls;

}

665Copyright © 2018, Juniper Networks, Inc.

Chapter 35: Configuring Pseudowires



}
ge-2/0/10 {
unit 0 {
description to_PE1;
family inet {
address 10.10.1.2/30;

}
family mpls;

}
}
ge-2/1/3 {
encapsulation ethernet-vpls;
unit 0 {
description to_CE3;
family vpls;

}
}
lo0 {
unit 0{
family inet {
address 192.0.2.3/24;

}
}

}
}
protocols {
mpls {
interface ge-2/0/8.0;
interface ge-2/0/9.0;
interface ge-2/0/10.0;

}
bgp {
group internal-peers {
type internal;
local-address 192.0.2.3;
family l2vpn {
signaling;

}
neighbor 192.0.2.4;

}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface lo0.0 {
passive;

}
interface ge-2/0/8.0;
interface ge-2/0/9.0;
interface ge-2/0/10.0;

}
}
ldp {
interface ge-2/0/8.0;
interface ge-2/0/9.0;
interface ge-2/0/10.0;
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interface lo0.0;
}

}
routing-instances {
H-VPLS {
instance-type vpls;
interface ge-2/1/3.0;
route-distinguisher 192.0.2.3:33;
vrf-target target:64510:2;
protocols {
vpls {
site pe3 {
site-identifier 3;
interface ge-2/1/3.0;

}
mesh-group pe1 {
vpls-id 100;
neighbor 192.0.2.1;

}
mesh-group pe2 {
vpls-id 200;
neighbor 192.0.2.2;

}
}

}
}

}
routing-options {
autonomous-system 64510;

}

The relevant sample configuration for Router PE4 follows.

Router PE4 interfaces {
ge-2/0/8 {
unit 0 {
description to_PE3;
family inet {
address 10.10.6.2/30;

}
family mpls;

}
}
ge-2/0/9 {
unit 0 {
description to_PE1;
family inet {
address 10.10.9.2/30;

}
family mpls;

}
}
ge-2/0/10 {
unit 0 {
description to_PE2;
family inet {

667Copyright © 2018, Juniper Networks, Inc.

Chapter 35: Configuring Pseudowires



address 10.10.5.2/30;
}
family mpls;

}
}
ge-2/1/7 {
encapsulation ethernet-vpls;
unit 0 {
description to_CE4;
family vpls;

}
}
lo0 {
unit 0 {
family inet {
address 192.0.2.4/24;

}
}

}
}
protocols {
mpls {
interface ge-2/0/8.0;
interface ge-2/0/9.0;
interface ge-2/0/10.0;

}
bgp {
group internal-peers {
type internal;
local-address 192.0.2.4;
family l2vpn {
signaling;

}
neighbor 192.0.2.3;

}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface lo0.0 {
passive;

}
interface ge-2/0/8.0;
interface ge-2/0/9.0;
interface ge-2/0/10.0;

}
}
ldp {
interface ge-2/0/8.0;
interface ge-2/0/9.0;
interface ge-2/0/10.0;
interface lo0.0;

}
}
routing-instances {
H-VPLS {
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instance-type vpls;
interface ge-2/1/7.0;
route-distinguisher 192.0.2.4:44;
vrf-target target:64510:2;
protocols {
vpls {
site pe4 {
site-identifier 4;
interface ge-2/1/7.0;

}
mesh-group pe1 {
vpls-id 100;
neighbor 192.0.2.1;

}
mesh-group pe2 {
vpls-id 200;
neighbor 192.0.2.2;

}
}

}
}

}
routing-options {
autonomous-system 64510;

}

The relevant sample configuration for Device CE1 follows.

Router CE1 interfaces {
ge-2/0/8 {
unit 0 {
description to_PE1;
family inet {
address 172.16.0.1/24;

}
}

}
lo0 {
unit 0{
family inet {
address 10.255.14.214/32;

}
}

}
}
protocols {
ospf {
area 0.0.0.0 {
interface lo0.0 {
passive;

}
interface ge-2/0/8.0;

}
}

}
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The relevant sample configuration for Device CE2 follows.

Router CE2 interfaces {
ge-2/1/5 {
unit 0 {
description to_PE2;
family inet {
address 172.16.0.2/24;

}
}

}
lo0 {
unit 0{
family inet {
address 10.255.14.215/32;

}
}

}
}
protocols {
ospf {
area 0.0.0.0 {
interface lo0.0 {
passive;

}
interface ge-2/1/5.0;

}
}

}

The relevant sample configuration for Device CE3 follows.

Router CE3 interfaces {
ge-2/0/9 {
unit 0 {
description to_PE3;
family inet {
address 172.16.0.3/24;

}
}

}
lo0 {
unit 0 {
family inet {
address 10.255.14.218/32;

}
}

}
}
protocols {
ospf {
area 0.0.0.0 {
interface lo0.0 {
passive;

}
interface ge-2/0/9.0;
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}
}

}

The relevant sample configuration for Device CE4 follows.

Router CE4 interfaces {
ge-2/1/6 {
unit 0 {
description to_PE4;
family inet {
address 172.16.0.4/24;

}
}

}
lo0 {
unit 0{
family inet {
address 10.255.14.219/32;

}
}

}
}
protocols {
ospf {
area 0.0.0.0 {
interface lo0.0 {
passive;

}
interface ge-2/1/6.0;

}
}

}

Related
Documentation

Example: Configuring LDP-Based H-VPLS Using a Single Mesh Group to Terminate

the Layer 2 Circuits on page 671

•

Example: Configuring LDP-Based H-VPLS Using a Single Mesh Group to Terminate
the Layer 2 Circuits

This example shows how to configure a single mesh group to terminate the Layer 2

circuits intoanLDP-basedVPLS.This is one typeofhierarchical virtual privateLANservice

(H-VPLS)configurationpossible in the JuniperNetworks implementation. For information

about the alternate type of configuration see “Example: Configuring BGP-BasedH-VPLS

Using Different Mesh Groups for Each Spoke Router” on page 649.

This example provides step-by-step configuration instructions and also provides steps

for verifying and troubleshooting the configuration.
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This example is organized into the following sections:

• Requirements on page 672

• Overview and Topology on page 672

• Configuration on page 673

Requirements

This example uses the following hardware components:

• Four MX Series 3D Universal Edge Routers for Routers PE1, PE2, PE3, and PE4

• TwoM Series Multiservice Edge Routers for Routers CE4 and PE5

• Two EX Series Ethernet Switches for Devices CE1 and CE2

• Two T Series Core Routers for Routers P1 and the route reflector

Overview and Topology

Figure 62 on page 672 shows the physical topology used in this example.

Figure 62: Physical Topology of H-VPLS using a Single Mesh Group

In Figure 62 on page 672:

• Local switching is used to switch traffic between Layer 2 circuit pseudowires from the

different spoke PE routers.

• The spoke PE routers are configured with the same virtual circuit ID and VPLS ID pair

in a mesh group.

• The spoke PE routers are configured in an LDP-signaled VPLS routing instance.

• The layer 2 circuits are terminated into the LDP-based VPLS.
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Configuration

To configure a single mesh group to terminate the Layer 2 circuits into an LDP-based

VPLS, perform the following tasks:

• Configuring the Spoke PE Routers on page 673

• Configuring the Hub PE Router on page 675

• Verification on page 676

Configuring the Spoke PE Routers

Step-by-Step
Procedure

Configure a singlemeshgroup to terminateall the Layer 2 circuit pseudowires andenable

local switching between the pseudowires.

1. On Router PE1, configure the Layer 2 circuit by including the l2circuit statement at

the [edit protocols] hierarchy level. Include the neighbor statement and specify the

IPv4 address of the hub PE router. Also configure the logical interface by including

the interface statement and specify the interface connected to Router CE1.

Configure the virtual circuit ID by including the virtual-circuit-id statement and

specifying 100 as the ID value at the [edit protocols l2circuit neighbor 192.0.2.5

interface ge-1/0/0.0] hierarchy level.

Configure the backup neighbor by including the backup-neighbor statement and

specifying the IPv4 address of the backup hub PE router. Router PE3 is the backup

neighbor in this example. Also include the standby statement at the [edit protocols

l2circuitneighbor 192.0.2.5 interfacege-1/0/0.0backup-neighbor 192.0.2.3]hierarchy

level.

[edit protocols]
l2circuit {
neighbor 192.0.2.5 {
interface ge-1/0/0.0 {
virtual-circuit-id 100;
backup-neighbor 192.0.2.3 {
standby;

}
}

}
}

2. On Router PE2, configure the Layer 2 circuit by including the l2circuit statement at

the [edit protocols] hierarchy level. Include the neighbor statement and specify the

IPv4 address of the hub PE router. Configure the logical interface by including the

interface statement and specifying the interface connected to Router CE2.

Configure the virtual circuit ID by including the virtual-circuit-id statement and

specifying 100 as the ID value at the [edit protocols l2circuit neighbor 192.0.2.5

interface ge-1/0/2.0] hierarchy level. Include the encapsulation statement and

specify ethernet as the type.
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Configure the backup neighbor by including the backup-neighbor statement and

specifying the IPv4 address of the backup hub PE router. Router PE3 is the backup

neighbor in this example. Also include the standby statement at the [edit protocols

l2circuitneighbor 192.0.2.5 interfacege-1/0/0.0backup-neighbor 192.0.2.3]hierarchy

level.

[edit protocols]
l2circuit {
neighbor 192.0.2.5 {
interface ge-1/0/2.0 {
virtual-circuit-id 100;
encapsulation-type ethernet;
backup-neighbor 192.0.2.3 {
standby;

}
}

}
}

3. On Router PE4, configure the Layer 2 circuit by including the l2circuit statement at

the [edit protocols] hierarchy level. Include the neighbor statement and specify the

IPv4 address of the hub PE router. Configure the logical interface by including the

interface statement and specify the interface connected to Router CE4.

Configure the virtual circuit ID by including the virtual-circuit-id statement and

specifying 100 as the ID value at the [edit protocols l2circuit neighbor 192.0.2.5

interface ge-1/2/0.0] hierarchy level.

Configure the backup neighbor by including the backup-neighbor statement and

specifying the IPv4 address of the backup hub PE router. Router PE3 is the backup

neighbor in this example. Also include the standby statement at the [edit protocols

l2circuitneighbor 192.0.2.5 interfacege-1/2/0.0backup-neighbor 192.0.2.3]hierarchy

level.

[edit protocols]
l2circuit {
neighbor 192.0.2.5 {
interface ge-1/2/0.0 {
virtual-circuit-id 100;
backup-neighbor 192.0.2.3 {
standby;

}
}

}
}
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Configuring the Hub PE Router

Step-by-Step
Procedure

Configure a singlemeshgroup to terminateall the Layer 2 circuit pseudowires andenable

local switching between the pseudowires.

1. On Router PE3, configure the Gigabit Ethernet interface connected to Router CE3

by including the encapsulation statement and specifying the ethernet-vpls option.

Also configure the logical interfaceby including the family statement and specifying

the vpls option.

[edit interfaces]
ge-1/0/1 {
encapsulation ethernet-vpls;
unit 0 {
family vpls;

}
}

2. On Router PE3, configure the logical loopback interface by including the family

statementandspecifying the inetoption. Include theaddress statementandspecify

the IPv4 address for the interface.

[edit interfaces]
lo0 {
unit 0 {
family inet {
address 192.0.2.3/24;

}
}

}

3. On Router PE3, configure the LDP-based VPLS routing instance by including the

instance-type statement at the [edit routing-instances H-VPLS] hierarchy level and

specifying the vpls option. Include the interface statement and specify the Gigabit

Ethernet interface connected to Router CE3.

Configure the VPLS protocol by including the vpls statement at the [edit

routing-instances H-VPLS protocols] hierarchy level. Include the no-tunnel-services

statement to enable the router to use an LSI interface.

[edit routing-instances]
H-VPLS {
instance-type vpls;
interface ge-1/0/1.0;
protocols {
vpls {
no-tunnel-services;

}
}

}
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4. On Router PE3, configure the mesh group by including themesh-group statement

at the [edit routing-instances H-VPLS protocols vpls] hierarchy level and specifying

L2-Circuits as the name of the group. Include the vpls-id statement and specify 100

as the ID value. Include the local-switching statement to enable the router to switch

traffic between the pseudowires.

For each neighbor in the mesh group, include the neighbor statement and specify

the IPv4 address of the spoke PE router.

[edit routing-instances H-VPLS protocols vpls]
mesh-group L2-Circuits {
vpls-id 100; <<< Same VPLS ID on all MTUs
local-switching; << Local-switching enabled
neighbor 192.0.2.1; <<MTU IP addresses
neighbor 192.0.2.2;
neighbor 192.0.2.4;

}

Verification

Step-by-Step
Procedure

On Router PE5, use the show ldp neighbor command to verify that LDP sessions

have been created to each of the spoke PE routers.

1.

user@PE5# show ldp neighbor
Address            Interface          Label space ID         Hold time
192.0.2.1            lo0.0              192.0.2.1:0                33
192.0.2.2            lo0.0              192.0.2.2:0                37
192.0.2.4            lo0.0              192.0.2.4:0                39

2. On Router PE5, use the show vpls connections extensive command to verify that

the mesh group neighbor session is Up, that inbound and outbound labels have

been assigned, that the VPLS ID is correct, and that the virtual tunnel interface is

being used.

user@PE5# show vpls connections extensive
...
Instance: H-VPLS
    Number of local interfaces: 1
    Number of local interfaces up: 1
    Number of VE mesh-groups: 2
    Number of VE mesh-groups up: 1
    ge-2/0/0.0         
    Mesh-group interfaces: L2-Circuits
      State: Up      ID: 2      
      vt-2/1/0.1048848    Intf - vpls H-VPLS neighbor 192.0.2.4 vpls-id 100
      vt-2/1/0.1048849    Intf - vpls H-VPLS neighbor 192.0.2.2 vpls-id 100
      vt-2/1/0.1048850    Intf - vpls H-VPLS neighbor 192.0.2.1 vpls-id 100
    Mesh-group interfaces: __ves__
      State: Dn      ID: 0      
  Mesh-group connections: L2-Circuits
    Neighbor                  Type  St     Time last up          # Up trans
    192.0.2.4(vpls-id 100)      rmt   Up     Jan  3 16:46:26 2010           1
      Remote PE: 192.0.2.4, Negotiated control-word: No
      Incoming label: 800011, Outgoing label: 301088
      Local interface: vt-2/1/0.1048848, Status: Up, Encapsulation: ETHERNET
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        Description: Intf - vpls H-VPLS neighbor 192.0.2.4 vpls-id 100
    Connection History:
        Jan  3 16:46:26 2010  status update timer  
        Jan  3 16:46:26 2010  PE route changed     
        Jan  3 16:46:26 2010  In lbl Update                     800011
        Jan  3 16:46:26 2010  Out lbl Update                    301088
        Jan  3 16:46:26 2010  In lbl Update                     800011
        Jan  3 16:46:26 2010  loc intf up             vt-2/1/0.1048848
    192.0.2.2(vpls-id 100)      rmt   Up     Jan  3 16:46:26 2010           1
      Remote PE: 192.0.2.2, Negotiated control-word: No
      Incoming label: 800010, Outgoing label: 301488
      Local interface: vt-2/1/0.1048849, Status: Up, Encapsulation: ETHERNET
        Description: Intf - vpls H-VPLS neighbor 192.0.2.2 vpls-id 100
    Connection History:
        Jan  3 16:46:26 2010  status update timer  
        Jan  3 16:46:26 2010  PE route changed     
        Jan  3 16:46:26 2010  In lbl Update                     800010
        Jan  3 16:46:26 2010  Out lbl Update                    301488
        Jan  3 16:46:26 2010  In lbl Update                     800010
        Jan  3 16:46:26 2010  loc intf up             vt-2/1/0.1048849
    192.0.2.1(vpls-id 100)      rmt   Up     Jan  3 16:46:26 2010           1
      Remote PE: 192.0.2.1, Negotiated control-word: No
      Incoming label: 800009, Outgoing label: 301296
      Local interface: vt-2/1/0.1048850, Status: Up, Encapsulation: ETHERNET
        Description: Intf - vpls H-VPLS neighbor 192.0.2.1 vpls-id 100
    Connection History:
        Jan  3 16:46:26 2010  status update timer  
        Jan  3 16:46:26 2010  PE route changed     
        Jan  3 16:46:26 2010  In lbl Update                     800009
        Jan  3 16:46:26 2010  Out lbl Update                    301296
        Jan  3 16:46:26 2010  In lbl Update                     800009
        Jan  3 16:46:26 2010  loc intf up             vt-2/1/0.1048850

Related
Documentation

Example:ConfiguringBGP-BasedH-VPLSUsingDifferentMeshGroups for EachSpoke

Router on page 649

•

Example: Configuring H-VPLSWith VLANs

This example shows how to configure the hierarchical virtual private LAN service

(H-VPLS). VLANs are configured in this example.

• Requirements on page 677

• Overview on page 678

• Configuration on page 679

• Verification on page 687

Requirements

No special configuration beyond device initialization is required before configuring this

example.
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Overview

H-VPLS uses LDP-based VPLS to signal and establish pseudowires. LDP-based VPLS

is defined inRFC4762,Virtual Private LANService (VPLS)Using LabelDistributionProtocol

(LDP) Signaling. RFC 4762 also defines a hierarchical mode of operation for LDP VPLS

called H-VPLS.

VPLS and H-VPLS are different with respect to scaling. VPLS requires a full mesh of

tunnel label-switched paths (LSPs) among all of the provider edge (PE) routers that

participate in the VPLS service. For each VPLS service, n*(n-1)/2 pseudowires must be

set up between the PE routers. In contrast, H-VPLS partitions the network into several

edge domains that are interconnected using anMPLS core. Each edge device only needs

to learn of one local PE device and therefore needs less routing table support. This has

the potential to allow service providers to use relatively less costly devices (such as EX

Series switches) at the customer edge.

NOTE: As alternatives to H-VPLS, Juniper Networks offers other ways to
address VPLS scalability. For more information, see Application Note:

Demystifying H-VPLS.

H-VPLS defines two roles or functionalities:

• PE-r—PEdevice that runsVPLSwithotherPE-rdevices, butwhichalsohaspseudowires

(it canbebasedonQinQaccess)withanotherdevicecalledamulti-tenantunit (MTU),

which provides the access layer.

• MTU—PE device that represents the access layer on the H-VPLS architecture and

establishes pseudowires to one or more PE-r devices through which VPLS traffic is

forwarded.

Figure 63 on page 678 shows the topology used in this example.

Figure 63: Basic H-VPLSWith OneMTU and Two PE-r Devices
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The example shows one MTU (Device PE1) connected to two PE-r devices (Device PE2

and Device PE3).
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The pseudowire between Device PE1 and Device PE3 is the primary or working path. The

pseudowire between Device PE1 and Device PE2 is the backup path.

To support VLANswith H-VPLS, youmust include the output-vlan-map swap statement

in the configuration of the MTU device as a workaround to prevent a VLAN IDmismatch.

Otherwise, the PE-r devices report a VLAN IDmismatch, as shown here:

user@PE2> show vpls connections
Layer-2 VPN connections:

Legend for connection status (St)   
EI -- encapsulation invalid      NC -- interface encapsulation not CCC/TCC/VPLS
EM -- encapsulation mismatch     WE -- interface and instance encaps not same
VC-Dn -- Virtual circuit down    NP -- interface hardware not present 
CM -- control-word mismatch      -> -- only outbound connection is up
CN -- circuit not provisioned    <- -- only inbound connection is up
OR -- out of range               Up -- operational
OL -- no outgoing label          Dn -- down                      
LD -- local site signaled down   CF -- call admission control failure      
RD -- remote site signaled down  SC -- local and remote site ID collision
LN -- local site not designated  LM -- local site ID not minimum designated
RN -- remote site not designated RM -- remote site ID not minimum designated
XX -- unknown connection status  IL -- no incoming label
MM -- MTU mismatch               MI -- Mesh-Group ID not available
BK -- Backup connection          ST -- Standby connection
PF -- Profile parse failure      PB -- Profile busy
RS -- remote site standby        SN -- Static Neighbor
LB -- Local site not best-site   RB -- Remote site not best-site
VM -- VLAN ID mismatch

Legend for interface status 
Up -- operational           
Dn -- down

Instance: customer
  VPLS-id: 601
    Neighbor                  Type  St     Time last up          # Up trans
    10.255.14.217(vpls-id 601) rmt  VM

“CLI Quick Configuration” on page 679 shows the configuration for all of the devices in

Figure 63 on page 678. The section “Step-by-Step Procedure” on page 681 describes the

steps on Device PE1 and Device PE2.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device PE1 set interfaces ge-2/0/5 vlan-tagging
set interfaces ge-2/0/5 encapsulation vlan-ccc
set interfaces ge-2/0/5 unit 601 encapsulation vlan-ccc
set interfaces ge-2/0/5 unit 601 vlan-id 601
set interfaces ge-2/0/5 unit 601 output-vlan-map swap
set interfaces ge-2/0/5 unit 601 family ccc
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set interfaces ge-2/0/10 unit 0 family inet address 192.0.2.2/24
set interfaces ge-2/0/10 unit 0 family iso
set interfaces ge-2/0/10 unit 0 family mpls
set interfaces ge-2/0/11 unit 0 family inet address 192.0.2.3/24
set interfaces ge-2/0/11 unit 0 family iso
set interfaces ge-2/0/11 unit 0 family mpls
set interfaces lo0 unit 0 family inet address 10.255.14.217/32
set interfaces lo0 unit 0 family iso address 49.0001.0102.5501.4217.00
set protocolsmpls interface ge-2/0/10.0
set protocolsmpls interface ge-2/0/11.0
set protocols isis level 1 disable
set protocols isis interface ge-2/0/10.0
set protocols isis interface ge-2/0/11.0
set protocols isis interface lo0.0
set protocols ldp interface ge-2/0/10.0
set protocols ldp interface ge-2/0/11.0
set protocols ldp interface lo0.0
set protocols l2circuit neighbor 10.255.14.225 interface ge-2/0/5.601 virtual-circuit-id
601

set protocols l2circuit neighbor 10.255.14.225 interfacege-2/0/5.601 encapsulation-type
ethernet-vlan

set protocols l2circuit neighbor 10.255.14.225 interface ge-2/0/5.601 backup-neighbor
10.255.14.216 standby

set routing-options router-id 10.255.14.217

Device PE2 set interfaces ge-2/0/6 vlan-tagging
set interfaces ge-2/0/6 encapsulation vlan-vpls
set interfaces ge-2/0/6 unit 601 encapsulation vlan-vpls
set interfaces ge-2/0/6 unit 601 vlan-id 601
set interfaces ge-2/0/6 unit 601 family vpls
set interfaces ge-2/0/10 unit 0 family inet address 192.0.2.4/24
set interfaces ge-2/0/10 unit 0 family iso
set interfaces ge-2/0/10 unit 0 family mpls
set interfaces lo0 unit 0 family inet address 10.255.14.216/32
set interfaces lo0 unit 0 family iso address 49.0001.0102.5501.4216.00
set protocolsmpls interface ge-2/0/10.0
set protocols isis level 1 disable
set protocols isis interface ge-2/0/10.0
set protocols isis interface lo0.0
set protocols ldp interface ge-2/0/10.0
set protocols ldp interface lo0.0
set routing-instances customer instance-type vpls
set routing-instances customer interface ge-2/0/6.601
set routing-instances customer protocols vpls vpls-id 601
set routing-instancescustomerprotocolsvplsneighbor 10.255.14.217encapsulation-type
ethernet-vlan

set routing-options router-id 10.255.14.216

Device PE3 set interfaces ge-2/0/10 unit 0 family inet address 192.0.2.5/24
set interfaces ge-2/0/10 unit 0 family iso
set interfaces ge-2/0/10 unit 0 family mpls
set interfaces ge-2/1/3 vlan-tagging
set interfaces ge-2/1/3 encapsulation vlan-vpls
set interfaces ge-2/1/3 unit 601 encapsulation vlan-vpls
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set interfaces ge-2/1/3 unit 601 vlan-id 601
set interfaces ge-2/1/3 unit 601 family vpls
set interfaces lo0 unit 0 family inet address 10.255.14.225/32
set interfaces lo0 unit 0 family iso address 49.0001.0102.5501.4225.00
set protocolsmpls interface ge-2/0/10.0
set protocols isis level 1 disable
set protocols isis interface ge-2/0/10.0
set protocols isis interface lo0.0
set protocols ldp interface ge-2/0/10.0
set protocols ldp interface lo0.0
set routing-instances customer instance-type vpls
set routing-instances customer interface ge-2/1/3.601
set routing-instances customer protocols vpls vpls-id 601
set routing-instancescustomerprotocolsvplsneighbor 10.255.14.217encapsulation-type
ethernet-vlan

set routing-options router-id 10.255.14.225

Device CE1 set interfaces ge-2/0/8 vlan-tagging
set interfaces ge-2/0/8 unit 601 vlan-id 601
set interfaces ge-2/0/8 unit 601 family inet address 172.16.0.3/24
set interfaces lo0 unit 0 family inet address 10.255.14.214/32
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ospf area 0.0.0.0 interface ge-2/0/8.601

Device CE2 set interfaces ge-2/1/5 vlan-tagging
set interfaces ge-2/1/5 unit 601 vlan-id 601
set interfaces ge-2/1/5 unit 601 family inet address 172.16.0.4/24
set interfaces lo0 unit 0 family inet address 10.255.14.215/32
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ospf area 0.0.0.0 interface ge-2/1/5.601

Device CE3 set interfaces ge-2/0/9 vlan-tagging
set interfaces ge-2/0/9 unit 601 vlan-id 601
set interfaces ge-2/0/9 unit 601 family inet address 172.16.0.5/24
set interfaces lo0 unit 0 family inet address 10.255.14.218/32
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ospf area 0.0.0.0 interface ge-2/0/9.601

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure H-VPLS on the MTU device:

1. Configure the interfaces.

On the MTU device interface that connects to the customer edge, configure one of

the circuit cross-connect (CCC) encapsulation types and the CCC address family.

This enables Layer 2 circuits.

On the core-facing interfaces, enable MPLS labels. The ISO address is needed as

well on the core-facing interfaces because IS-IS is used in the core.

[edit interfaces]

681Copyright © 2018, Juniper Networks, Inc.

Chapter 35: Configuring Pseudowires



user@PE1# set ge-2/0/5 vlan-tagging
user@PE1# set ge-2/0/5 encapsulation vlan-ccc
user@PE1# set ge-2/0/5 unit 601 family ccc
user@PE1# set ge-2/0/5 unit 601 encapsulation vlan-ccc
user@PE1# set ge-2/0/5 unit 601 vlan-id 601
user@PE1# set ge-2/0/5 unit 601 output-vlan-map swap

user@PE1# set ge-2/0/10 unit 0 family inet address 192.0.2.2/24
user@PE1# set ge-2/0/10 unit 0 family iso
user@PE1# set ge-2/0/10 unit 0 family mpls

user@PE1# set ge-2/0/11 unit 0 family inet address 192.0.2.3/24
user@PE1# set ge-2/0/11 unit 0 family iso
user@PE1# set ge-2/0/11 unit 0 family mpls

user@PE1# set lo0 unit 0 family inet address 10.255.14.217/32
user@PE1# set lo0 unit 0 family iso address 49.0001.0102.5501.4217.00

2. Enable MPLS and LDP on the interfaces.

On the MTU device interfaces that connect to other PE devices, configure MPLS

and LDP.

[edit protocols mpls]
user@PE1# set interface ge-2/0/10.0
user@PE1# set interface ge-2/0/11.0

[edit protocols ldp ]
user@PE1# set interface ge-2/0/10.0
user@PE1# set interface ge-2/0/11.0
user@PE1# set interface lo0.0

3. Enable routing on the interfaces.

On theMTUdevice interfaces that connect to other PEdevices, configure an interior

gateway protocol (IGP), such as OSPF or IS-IS.

[edit protocols isis]
user@PE1# set level 1 disable
user@PE1# set interface ge-2/0/10.0
user@PE1# set interface ge-2/0/11.0
user@PE1# set interface lo0.0

4. Configure the Layer 2 circuit.

The neighbor 10.255.14.225 is Device PE3’s loopback interface address. This sets

up the working path.

The neighbor 10.255.14.216 is Device PE2’s loopback interface address. This sets up

the backup path.

The virtual circuit ID must match the VPLS ID that is configured on Device PE2 and

Device PE3.
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[edit protocols l2circuit neighbor 10.255.14.225 interface ge-2/0/5.601]
user@PE1# set virtual-circuit-id 601
user@PE1# set encapsulation-type ethernet-vlan
user@PE1# set backup-neighbor 10.255.14.216 standby

5. Configure the router ID.

[edit routing-options]
user@PE1# set router-id 10.255.14.217

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure H-VPLS on the MTU device:

1. Configure the interfaces.

On the PE-r device interface that connects to the customer edge, configure one of

the VPLS encapsulation types and the VPLS address family. This enables VPLS.

On the core-facing interfaces, enable MPLS labels. The ISO address is needed as

well on the core-facing interfaces because IS-IS is used in the core.

[edit interfaces]
user@PE2# set ge-2/0/6 vlan-tagging
user@PE2# set ge-2/0/6 encapsulation vlan-vpls
user@PE2# set ge-2/0/6 unit 601 encapsulation vlan-vpls
user@PE2# set ge-2/0/6 unit 601 vlan-id 601
user@PE2# set ge-2/0/6 unit 601 family vpls

user@PE2# set ge-2/0/10 unit 0 family inet address 192.0.2.4/24
user@PE2# set ge-2/0/10 unit 0 family iso
user@PE2# set ge-2/0/10 unit 0 family mpls

user@PE2# set lo0 unit 0 family inet address 10.255.14.216/32
user@PE2# set lo0 unit 0 family iso address 49.0001.0102.5501.4216.00

2. Enable MPLS and LDP on the interfaces.

On the MTU device interfaces that connect to other PE devices, configure MPLS

and LDP.

[edit protocols mpls]
user@PE2# set interface ge-2/0/10.0

[edit protocols ldp ]
user@PE2# set interface ge-2/0/10.0
user@PE2# set interface lo0.0

3. Enable routing on the interfaces.
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On theMTUdevice interfaces that connect to other PEdevices, configure an interior

gateway protocol (IGP), such as OSPF or IS-IS.

[edit protocols isis]
user@PE2# set level 1 disable
user@PE2# set interface ge-2/0/10.0
user@PE2# set interface lo0.0

4. Configure VPLS.

The neighbor 10.255.14.217 statement points to Device PE1’s loopback interface

address.

TheVPLS IDmustmatch the virtual circuit ID that is configured on theMTU (Device

PE1).

[edit routing-instances customer]
user@PE2# set instance-type vpls
user@PE2# set interface ge-2/0/6.601
user@PE2# set protocols vpls vpls-id 601
user@PE2# set protocols vpls neighbor 10.255.14.217 encapsulation-type
ethernet-vlan

5. Configure the router ID.

[edit routing-options]
user@PE2# set router-id 10.255.14.216

Results From configuration mode, confirm your configuration by entering the show interfaces,

show protocols, show routing-instances, and show routing-options commands. If the

outputdoesnotdisplay the intendedconfiguration, repeat the instructions in this example

to correct the configuration.

Device PE1 user@PE1# show interfaces
ge-2/0/5 {
vlan-tagging;
encapsulation vlan-ccc;
unit 601 {
encapsulation vlan-ccc;
vlan-id 601;
output-vlan-map swap;
family ccc;

}
}
ge-2/0/10 {
unit 0 {
family inet {
address 192.0.2.2/24;

}
family iso;
family mpls;

}
}
ge-2/0/11 {
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unit 0 {
family inet {
address 192.0.2.3/24;

}
family iso;
family mpls;

}
}
lo0 {
unit 0 {
family inet {
address 10.255.14.217/32;

}
family iso {
address 49.0001.0102.5501.4217.00;

}
}

}

user@PE1# show protocols
mpls {
interface ge-2/0/10.0;
interface ge-2/0/11.0;

}
isis {
level 1 disable;
interface ge-2/0/10.0;
interface ge-2/0/11.0;
interface lo0.0;

}
ldp {
interface ge-2/0/10.0;
interface ge-2/0/11.0;
interface lo0.0;

}
l2circuit {
neighbor 10.255.14.225 {
interface ge-2/0/5.601 {
virtual-circuit-id 601;
encapsulation-type ethernet-vlan;
backup-neighbor 10.255.14.216 {
standby;

}
}

}
}

user@PE1# show routing-options
router-id 10.255.14.217;

Device PE2 user@PE2# show interfaces
ge-2/0/6 {
vlan-tagging;
encapsulation vlan-vpls;
unit 601 {
encapsulation vlan-vpls;
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vlan-id 601;
family vpls;

}
}
ge-2/0/10 {
unit 0 {
family inet {
address 192.0.2.4/24;

}
family iso;
family mpls;

}
}
lo0 {
unit 0 {
family inet {
address 10.255.14.216/32;

}
family iso {
address 49.0001.0102.5501.4216.00;

}
}

}

user@PE2# show protocols
mpls {
interface ge-2/0/10.0;

}
isis {
level 1 disable;
interface ge-2/0/10.0;
interface lo0.0;

}
ldp {
interface ge-2/0/10.0;
interface lo0.0;

}

user@PE2# show routing-instances
customer {
instance-type vpls;
interface ge-2/0/6.601;
protocols {
vpls {
vpls-id 601;
neighbor 10.255.14.217 {
encapsulation-type ethernet-vlan;

}
}

}
}

user@PE2# show routing-options
router-id 10.255.14.216;

If you are done configuring the devices, enter commit from configuration mode.
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Verification

Confirm that the configuration is working properly.

• Verifying the Layer 2 Circuit on page 687

• Checking the VPLS Connections on page 687

• Checking Connectivity on page 689

• Manually Triggering a Switch from the Active Pseudowire to the Redundant

Pseudowire on page 689

Verifying the Layer 2 Circuit

Purpose Verify that Layer 2 circuit is operational on the MTU device.

Action From operational mode, enter the show l2circuit connections command.

user@PE1> show l2circuit connections
Layer-2 Circuit Connections:

Legend for connection status (St)   
EI -- encapsulation invalid      NP -- interface h/w not present   
MM -- mtu mismatch               Dn -- down                       
EM -- encapsulation mismatch     VC-Dn -- Virtual circuit Down    
CM -- control-word mismatch      Up -- operational                
VM -- vlan id mismatch           CF -- Call admission control failure
OL -- no outgoing label          IB -- TDM incompatible bitrate 
NC -- intf encaps not CCC/TCC    TM -- TDM misconfiguration 
BK -- Backup Connection          ST -- Standby Connection
CB -- rcvd cell-bundle size bad  SP -- Static Pseudowire
LD -- local site signaled down   RS -- remote site standby
RD -- remote site signaled down  XX -- unknown

Legend for interface status  
Up -- operational            
Dn -- down                   
Neighbor: 10.255.14.216 
    Interface                 Type  St     Time last up          # Up trans
    ge-2/0/5.601(vc 601)      rmt   Up     Oct  9 16:28:58 2012           1
      Remote PE: 10.255.14.216, Negotiated control-word: No
      Incoming label: 299904, Outgoing label: 800001
      Negotiated PW status TLV: No
      Local interface: ge-2/0/5.601, Status: Up, Encapsulation: VLAN
Neighbor: 10.255.14.225 
    Interface                 Type  St     Time last up          # Up trans
    ge-2/0/5.601(vc 601)      rmt   ST 

Meaning As expected, the Layer 2 circuit connection to Device PE3 is operational, and the

connection to Device PE2 is in standbymode.

Checking the VPLS Connections

Purpose Verify that the VPLS connections are operational on the PE-r devices.
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Action From operational mode, enter the show vpls connections command.

user@PE2> show vpls connections

Layer-2 VPN connections:

Legend for connection status (St)   
EI -- encapsulation invalid      NC -- interface encapsulation not CCC/TCC/VPLS
EM -- encapsulation mismatch     WE -- interface and instance encaps not same
VC-Dn -- Virtual circuit down    NP -- interface hardware not present 
CM -- control-word mismatch      -> -- only outbound connection is up
CN -- circuit not provisioned    <- -- only inbound connection is up
OR -- out of range               Up -- operational
OL -- no outgoing label          Dn -- down                      
LD -- local site signaled down   CF -- call admission control failure      
RD -- remote site signaled down  SC -- local and remote site ID collision
LN -- local site not designated  LM -- local site ID not minimum designated
RN -- remote site not designated RM -- remote site ID not minimum designated
XX -- unknown connection status  IL -- no incoming label
MM -- MTU mismatch               MI -- Mesh-Group ID not available
BK -- Backup connection          ST -- Standby connection
PF -- Profile parse failure      PB -- Profile busy
RS -- remote site standby        SN -- Static Neighbor
LB -- Local site not best-site   RB -- Remote site not best-site
VM -- VLAN ID mismatch

Legend for interface status 
Up -- operational           
Dn -- down

Instance: customer
  VPLS-id: 601
    Neighbor                  Type  St     Time last up          # Up trans
    10.255.14.217(vpls-id 601) rmt  Up     Oct  9 16:29:02 2012           1
      Remote PE: 10.255.14.217, Negotiated control-word: No
      Incoming label: 800001, Outgoing label: 299904
      Negotiated PW status TLV: No
      Local interface: vt-2/0/10.84934914, Status: Up, Encapsulation: VLAN
        Description: Intf - vpls customer neighbor 10.255.14.217 vpls-id 601

user@PE3> show vpls connections
Layer-2 VPN connections:

Legend for connection status (St)   
EI -- encapsulation invalid      NC -- interface encapsulation not CCC/TCC/VPLS
EM -- encapsulation mismatch     WE -- interface and instance encaps not same
VC-Dn -- Virtual circuit down    NP -- interface hardware not present 
CM -- control-word mismatch      -> -- only outbound connection is up
CN -- circuit not provisioned    <- -- only inbound connection is up
OR -- out of range               Up -- operational
OL -- no outgoing label          Dn -- down                      
LD -- local site signaled down   CF -- call admission control failure      
RD -- remote site signaled down  SC -- local and remote site ID collision
LN -- local site not designated  LM -- local site ID not minimum designated
RN -- remote site not designated RM -- remote site ID not minimum designated
XX -- unknown connection status  IL -- no incoming label
MM -- MTU mismatch               MI -- Mesh-Group ID not available
BK -- Backup connection          ST -- Standby connection
PF -- Profile parse failure      PB -- Profile busy
RS -- remote site standby        SN -- Static Neighbor
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LB -- Local site not best-site   RB -- Remote site not best-site
VM -- VLAN ID mismatch

Legend for interface status 
Up -- operational           
Dn -- down

Instance: customer
  VPLS-id: 601
    Neighbor                  Type  St     Time last up          # Up trans
    10.255.14.217(vpls-id 601) rmt  Up     Oct  9 16:29:02 2012           1
      Remote PE: 10.255.14.217, Negotiated control-word: No
      Incoming label: 800001, Outgoing label: 299920
      Negotiated PW status TLV: No
      Local interface: vt-2/0/10.68157698, Status: Up, Encapsulation: VLAN
        Description: Intf - vpls customer neighbor 10.255.14.217 vpls-id 601

Meaning As expected, the VPLS connections are operational on both PE-r devices.

Checking Connectivity

Purpose Verify that Device CE1 can ping Device CE3.

Action user@CE1> ping 10.255.14.218
PING 10.255.14.218 (10.255.14.218): 56 data bytes
64 bytes from 10.255.14.218: icmp_seq=0 ttl=64 time=0.858 ms
64 bytes from 10.255.14.218: icmp_seq=1 ttl=64 time=0.527 ms
64 bytes from 10.255.14.218: icmp_seq=2 ttl=64 time=0.670 ms
^C
--- 10.255.14.218 ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.527/0.685/0.858/0.136 ms

Meaning The output shows that H-VPLS is operational.

Manually Triggering a Switch from the Active Pseudowire to the Redundant
Pseudowire

Purpose Makesure that thepseudowirebetweenDevicePE1andDevicePE2becomesoperational.
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Action user@CE1> request l2circuit-switchover virtual-circuit-id 601 neighbor 10.255.14.225
user@CE1> ping 10.255.14.215
PING 10.255.14.215 (10.255.14.215): 56 data bytes
64 bytes from 10.255.14.215: icmp_seq=0 ttl=64 time=0.738 ms
64 bytes from 10.255.14.215: icmp_seq=1 ttl=64 time=0.627 ms
64 bytes from 10.255.14.215: icmp_seq=2 ttl=64 time=0.629 ms
^C
--- 10.255.14.215 ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.627/0.665/0.738/0.052 ms

Meaning The successful ping from Device CE1 to Device CE2 shows that the pseudowire between

Device PE1 and PE2 is operational. Now, if you ping Device CE3 fromDevice CE1, the ping

should fail.

Related
Documentation

Application Note: Demystifying H-VPLS•

• Example: Configuring H-VPLSWithout VLANs on page 690

• Redundant Pseudowires for Layer 2 Circuits and VPLS on page 181

• Configuring Redundant Pseudowires for Layer 2 Circuits and VPLS on page 183

Example: Configuring H-VPLSWithout VLANs

This example shows how to configure the hierarchical virtual private LAN service

(H-VPLS). No VLANs are configured in this example.

• Requirements on page 690

• Overview on page 690

• Configuration on page 691

• Verification on page 698

Requirements

No special configuration beyond device initialization is required before configuring this

example.

Overview

H-VPLS uses LDP-based VPLS to signal and establish pseudowires. LDP-based VPLS

is defined inRFC4762,Virtual Private LANService (VPLS)Using LabelDistributionProtocol

(LDP) Signaling. RFC 4762 also defines a hierarchical mode of operation for LDP VPLS

called H-VPLS.

VPLS and H-VPLS are different with respect to scaling. VPLS requires a full mesh of

tunnel label-switched paths (LSPs) among all of the provider edge (PE) routers that

participate in the VPLS service. For each VPLS service, n*(n-1)/2 pseudowires must be

set up between the PE routers. In contrast, H-VPLS partitions the network into several

edge domains that are interconnected using anMPLS core. Each edge device only needs
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to learn of one local PE device and therefore needs less routing table support. This has

the potential to allow service providers to use relatively less costly devices (such as EX

Series switches) at the customer edge.

NOTE: As alternatives to H-VPLS, Juniper Networks offers other ways to
address VPLS scalability. For more information, see Application Note:

Demystifying H-VPLS.

H-VPLS defines two roles or functionalities:

• PE-r—PEdevice that runsVPLSwithotherPE-rdevices, butwhichalsohaspseudowires

(it canbebasedonQinQaccess)withanotherdevicecalledamulti-tenantunit (MTU),

which provides the access layer.

• MTU—PE device that represents the access layer on the H-VPLS architecture and

establishes pseudowires to one or more PE-r devices through which VPLS traffic is

forwarded.

Figure 64 on page 691 shows the topology used in this example.

Figure 64: Basic H-VPLSWith OneMTU and Two PE-r Devices

CE1
ge-2/0/8

PE1
ge-2/0/5

172.16.0.3/24

(MTU)

ge-2/0/10

ge-2/0/11

PE2
ge-2/0/10 ge-2/0/6

CE2
ge-2/1/5

172.16.0.4/24

PE3

ge-2/0/10

ge-2/1/3

CE3

ge-2/0/9172.16.0.5/24

loO:
CE1 10.255.14.214
CE2 10.255.14.215
CE3 10.255.14.218
PE1 10.255.14.217
PE2 10.255.14.216
PE3 10.255.14.225

g0
41

35
1

The example shows one MTU (Device PE1) connected to two PE-r devices (Device PE2

and Device PE3).

The pseudowire between Device PE1 and Device PE3 is the primary or working path. The

pseudowire between Device PE1 and Device PE2 is the backup path.

“CLI Quick Configuration” on page 691 shows the configuration for all of the devices in

Figure 64 on page691. The section “Step-by-StepProcedure” on page693describes the

steps on Device PE1 and Device PE2.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network
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configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device PE1 set interfaces ge-2/0/5 encapsulation ethernet-ccc
set interfaces ge-2/0/5 unit 0 family ccc
set interfaces ge-2/0/10 unit 0 family inet address 192.0.2.2/24
set interfaces ge-2/0/10 unit 0 family iso
set interfaces ge-2/0/10 unit 0 family mpls
set interfaces ge-2/0/11 unit 0 family inet address 192.0.2.3/24
set interfaces ge-2/0/11 unit 0 family iso
set interfaces ge-2/0/11 unit 0 family mpls
set interfaces lo0 unit 0 family inet address 10.255.14.217/32
set interfaces lo0 unit 0 family iso address 49.0001.0102.5501.4217.00
set protocolsmpls interface ge-2/0/10.0
set protocolsmpls interface ge-2/0/11.0
set protocols isis level 1 disable
set protocols isis interface ge-2/0/10.0
set protocols isis interface ge-2/0/11.0
set protocols isis interface lo0.0
set protocols ldp interface ge-2/0/10.0
set protocols ldp interface ge-2/0/11.0
set protocols ldp interface lo0.0
set protocols l2circuit neighbor 10.255.14.225 interface ge-2/0/5.0 virtual-circuit-id 601
set protocols l2circuit neighbor 10.255.14.225 interface ge-2/0/5.0 backup-neighbor
10.255.14.216 standby

set routing-options router-id 10.255.14.217

Device PE2 set interfaces ge-2/0/6 encapsulation ethernet-vpls
set interfaces ge-2/0/6 unit 0 family vpls
set interfaces ge-2/0/10 unit 0 family inet address 192.0.2.4/24
set interfaces ge-2/0/10 unit 0 family iso
set interfaces ge-2/0/10 unit 0 family mpls
set interfaces lo0 unit 0 family inet address 10.255.14.216/32
set interfaces lo0 unit 0 family iso address 49.0001.0102.5501.4216.00
set protocolsmpls interface ge-2/0/10.0
set protocols isis level 1 disable
set protocols isis interface ge-2/0/10.0
set protocols isis interface lo0.0
set protocols ldp interface ge-2/0/10.0
set protocols ldp interface lo0.0
set routing-instances customer instance-type vpls
set routing-instances customer interface ge-2/0/6.0
set routing-instances customer protocols vpls vpls-id 601
set routing-instances customer protocols vpls neighbor 10.255.14.217
set routing-options router-id 10.255.14.216

Device PE3 set interfaces ge-2/1/3 encapsulation ethernet-vpls
set interfaces ge-2/1/3 unit 0 family vpls
set interfaces ge-2/0/10 unit 0 family inet address 192.0.2.5/24
set interfaces ge-2/0/10 unit 0 family iso
set interfaces ge-2/0/10 unit 0 family mpls
set interfaces lo0 unit 0 family inet address 10.255.14.225/32
set interfaces lo0 unit 0 family iso address 49.0001.0102.5501.4225.00
set protocolsmpls interface ge-2/0/10.0
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set protocols isis level 1 disable
set protocols isis interface ge-2/0/10.0
set protocols isis interface lo0.0
set protocols ldp interface ge-2/0/10.0
set protocols ldp interface lo0.0
set routing-instances customer instance-type vpls
set routing-instances customer interface ge-2/1/3.0
set routing-instances customer protocols vpls vpls-id 601
set routing-instances customer protocols vpls neighbor 10.255.14.217
set routing-options router-id 10.255.14.225

Device CE1 set interfaces ge-2/0/8 unit 0 family inet address 172.16.0.3/24
set interfaces lo0 unit 0 family inet address 10.255.14.214/32
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ospf area 0.0.0.0 interface ge-2/0/8.0

Device CE2 set interfaces ge-2/1/5 unit 0 family inet address 172.16.0.4/24
set interfaces lo0 unit 0 family inet address 10.255.14.215/32
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ospf area 0.0.0.0 interface ge-2/1/5.0

Device CE3 set interfaces ge-2/0/9 unit 0 family inet address 172.16.0.5/24
set interfaces lo0 unit 0 family inet address 10.255.14.218/32
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ospf area 0.0.0.0 interface ge-2/0/9.0

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure H-VPLS on the MTU device:

1. Configure the interfaces.

On the MTU device interface that connects to the customer edge, configure one of

the circuit cross-connect (CCC) encapsulation types and the CCC address family.

This enables Layer 2 circuits.

On the core-facing interfaces, enable MPLS labels. The ISO address is needed as

well on the core-facing interfaces because IS-IS is used in the core.

[edit interfaces]
user@PE1# set ge-2/0/5 encapsulation ethernet-ccc
user@PE1# set ge-2/0/5 unit 0 family ccc

user@PE1# set ge-2/0/10 unit 0 family inet address 192.0.2.2/24
user@PE1# set ge-2/0/10 unit 0 family iso
user@PE1# set ge-2/0/10 unit 0 family mpls

user@PE1# set ge-2/0/11 unit 0 family inet address 192.0.2.3/24
user@PE1# set ge-2/0/11 unit 0 family iso
user@PE1# set ge-2/0/11 unit 0 family mpls
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user@PE1# set lo0 unit 0 family inet address 10.255.14.217/32
user@PE1# set lo0 unit 0 family iso address 49.0001.0102.5501.4217.00

2. Enable MPLS and LDP on the interfaces.

On the MTU device interfaces that connect to other PE devices, configure MPLS

and LDP.

[edit protocols mpls]
user@PE1# set interface ge-2/0/10.0
user@PE1# set interface ge-2/0/11.0

[edit protocols ldp ]
user@PE1# set interface ge-2/0/10.0
user@PE1# set interface ge-2/0/11.0
user@PE1# set interface lo0.0

3. Enable routing on the interfaces.

On theMTUdevice interfaces that connect to other PEdevices, configure an interior

gateway protocol (IGP), such as OSPF or IS-IS.

[edit protocols isis]
user@PE1# set level 1 disable
user@PE1# set interface ge-2/0/10.0
user@PE1# set interface ge-2/0/11.0
user@PE1# set interface lo0.0

4. Configure the Layer 2 circuit.

The neighbor 10.255.14.225 is Device PE3’s loopback interface address. This sets

up the working path.

The neighbor 10.255.14.216 is Device PE2’s loopback interface address. This sets up

the backup path.

The virtual circuit ID must match the VPLS ID that is configured on Device PE2 and

Device PE3.

[edit protocols l2circuit neighbor 10.255.14.225 interface ge-2/0/5.0]
user@PE1# set virtual-circuit-id 601
user@PE1# set backup-neighbor 10.255.14.216 standby

5. Configure the router ID.

[edit routing-options]
user@PE1# set router-id 10.255.14.217
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Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure H-VPLS on the MTU device:

1. Configure the interfaces.

On the PE-r device interface that connects to the customer edge, configure one of

the VPLS encapsulation types and the VPLS address family. This enables VPLS.

On the core-facing interfaces, enable MPLS labels. The ISO address is needed as

well on the core-facing interfaces because IS-IS is used in the core.

[edit interfaces]
user@PE2# set ge-2/0/6 encapsulation ethernet-vpls
user@PE2# set ge-2/0/6 unit 0 family vpls

user@PE2# set ge-2/0/10 unit 0 family inet address 192.0.2.4/24
user@PE2# set ge-2/0/10 unit 0 family iso
user@PE2# set ge-2/0/10 unit 0 family mpls

user@PE2# set lo0 unit 0 family inet address 10.255.14.216/32
user@PE2# set lo0 unit 0 family iso address 49.0001.0102.5501.4216.00

2. Enable MPLS and LDP on the interfaces.

On the MTU device interfaces that connect to other PE devices, configure MPLS

and LDP.

[edit protocols mpls]
user@PE2# set interface ge-2/0/10.0

[edit protocols ldp ]
user@PE2# set interface ge-2/0/10.0
user@PE2# set interface lo0.0

3. Enable routing on the interfaces.

On theMTUdevice interfaces that connect to other PEdevices, configure an interior

gateway protocol (IGP), such as OSPF or IS-IS.

[edit protocols isis]
user@PE2# set level 1 disable
user@PE2# set interface ge-2/0/10.0
user@PE2# set interface lo0.0

4. Configure VPLS.

The neighbor 10.255.14.217 statement points to Device PE1’s loopback interface

address.

TheVPLS IDmustmatch the virtual circuit ID that is configured on theMTU (Device

PE1).
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[edit routing-instances customer]
user@PE2# set instance-type vpls
user@PE2# set interface ge-2/0/6.0
user@PE2# set protocols vpls vpls-id 601
user@PE2# set protocols vpls neighbor 10.255.14.217

5. Configure the router ID.

[edit routing-options]
user@PE2# set router-id 10.255.14.216

Results From configuration mode, confirm your configuration by entering the show interfaces,

show protocols, show routing-instances, and show routing-options commands. If the

outputdoesnotdisplay the intendedconfiguration, repeat the instructions in this example

to correct the configuration.

Device PE1 user@PE1# show interfaces
ge-2/0/5 {
encapsulation ethernet-ccc;
unit 0 {
family ccc;

}
}
ge-2/0/10 {
unit 0 {
family inet {
address 192.0.2.2/24;

}
family iso;
family mpls;

}
}
ge-2/0/11 {
unit 0 {
family inet {
address 192.0.2.3/24;

}
family iso;
family mpls;

}
}
lo0 {
unit 0 {
family inet {
address 10.255.14.217/32;

}
family iso {
address 49.0001.0102.5501.4217.00;

}
}

}

user@PE1# show protocols
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mpls {
interface ge-2/0/10.0;
interface ge-2/0/11.0;

}
isis {
level 1 disable;
interface ge-2/0/10.0;
interface ge-2/0/11.0;
interface lo0.0;

}
ldp {
interface ge-2/0/10.0;
interface ge-2/0/11.0;
interface lo0.0;

}
l2circuit {
neighbor 10.255.14.225 {
interface ge-2/0/5.0 {
virtual-circuit-id 601;
backup-neighbor 10.255.14.216 {
standby;

}
}

}
}

user@PE1# show routing-options
router-id 10.255.14.217;

Device PE2 user@PE2# show interfaces
ge-2/0/6 {
encapsulation ethernet-vpls;
unit 0 {
family vpls;

}
}
ge-2/0/10 {
unit 0 {
family inet {
address 192.0.2.4/24;

}
family iso;
family mpls;

}
}
lo0 {
unit 0 {
family inet {
address 10.255.14.216/32;

}
family iso {
address 49.0001.0102.5501.4216.00;

}
}

}
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user@PE2# show protocols
mpls {
interface ge-2/0/10.0;

}
isis {
level 1 disable;
interface ge-2/0/10.0;
interface lo0.0;

}
ldp {
interface ge-2/0/10.0;
interface lo0.0;

}

user@PE2# show routing-instances
customer {
instance-type vpls;
interface ge-2/0/6.0;
protocols {
vpls {
vpls-id 601;
neighbor 10.255.14.217;

}
}

}

user@PE2# show routing-options
router-id 10.255.14.216;

If you are done configuring the devices, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

• Verifying the Layer 2 Circuit on page 698

• Checking the VPLS Connections on page 699

• Checking Connectivity on page 700

• Manually Triggering a Switch from the Active Pseudowire to the Redundant

Pseudowire on page 701

Verifying the Layer 2 Circuit

Purpose Verify that the Layer 2 circuit is operational on the MTU device.

Action From operational mode, enter the show l2circuit connections command.

user@PE1> show l2circuit connections
Layer-2 Circuit Connections:

Legend for connection status (St)   
EI -- encapsulation invalid      NP -- interface h/w not present   
MM -- mtu mismatch               Dn -- down                       
EM -- encapsulation mismatch     VC-Dn -- Virtual circuit Down    
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CM -- control-word mismatch      Up -- operational                
VM -- vlan id mismatch           CF -- Call admission control failure
OL -- no outgoing label          IB -- TDM incompatible bitrate 
NC -- intf encaps not CCC/TCC    TM -- TDM misconfiguration 
BK -- Backup Connection          ST -- Standby Connection
CB -- rcvd cell-bundle size bad  SP -- Static Pseudowire
LD -- local site signaled down   RS -- remote site standby
RD -- remote site signaled down  XX -- unknown

Legend for interface status  
Up -- operational            
Dn -- down                   
Neighbor: 10.255.14.216
    Interface                 Type  St     Time last up          # Up trans
    ge-2/0/5.0(vc 601)        rmt   ST
Neighbor: 10.255.14.225
    Interface                 Type  St     Time last up          # Up trans
    ge-2/0/5.0(vc 601)        rmt   Up     Oct  5 19:38:15 2012           1
      Remote PE: 10.255.14.225, Negotiated control-word: No
      Incoming label: 299872, Outgoing label: 800001
      Negotiated PW status TLV: No
      Local interface: ge-2/0/5.0, Status: Up, Encapsulation: ETHERNET

Meaning As expected, the Layer 2 circuit connection to Device PE3 is operational, and the

connection to Device PE2 is in standbymode.

Checking the VPLS Connections

Purpose Verify that the VPLS connections are operational on the PE-r devices.

Action From operational mode, enter the show vpls connections command.

user@PE2> show vpls connections

Layer-2 VPN connections:

Legend for connection status (St)   
EI -- encapsulation invalid      NC -- interface encapsulation not CCC/TCC/VPLS
EM -- encapsulation mismatch     WE -- interface and instance encaps not same
VC-Dn -- Virtual circuit down    NP -- interface hardware not present 
CM -- control-word mismatch      -> -- only outbound connection is up
CN -- circuit not provisioned    <- -- only inbound connection is up
OR -- out of range               Up -- operational
OL -- no outgoing label          Dn -- down                      
LD -- local site signaled down   CF -- call admission control failure      
RD -- remote site signaled down  SC -- local and remote site ID collision
LN -- local site not designated  LM -- local site ID not minimum designated
RN -- remote site not designated RM -- remote site ID not minimum designated
XX -- unknown connection status  IL -- no incoming label
MM -- MTU mismatch               MI -- Mesh-Group ID not available
BK -- Backup connection          ST -- Standby connection
PF -- Profile parse failure      PB -- Profile busy
RS -- remote site standby        SN -- Static Neighbor
LB -- Local site not best-site   RB -- Remote site not best-site
VM -- VLAN ID mismatch
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Legend for interface status 
Up -- operational           
Dn -- down

Instance: customer
  VPLS-id: 601
    Neighbor                  Type  St     Time last up          # Up trans
    10.255.14.217(vpls-id 601) rmt  Up     Oct  8 14:46:54 2012           1
      Remote PE: 10.255.14.217, Negotiated control-word: No
      Incoming label: 800001, Outgoing label: 299856
      Negotiated PW status TLV: No
      Local interface: vt-2/0/10.84934913, Status: Up, Encapsulation: ETHERNET
        Description: Intf - vpls customer neighbor 10.255.14.217 vpls-id 601

user@PE3> show vpls connections
Layer-2 VPN connections:

Legend for connection status (St)   
EI -- encapsulation invalid      NC -- interface encapsulation not CCC/TCC/VPLS
EM -- encapsulation mismatch     WE -- interface and instance encaps not same
VC-Dn -- Virtual circuit down    NP -- interface hardware not present 
CM -- control-word mismatch      -> -- only outbound connection is up
CN -- circuit not provisioned    <- -- only inbound connection is up
OR -- out of range               Up -- operational
OL -- no outgoing label          Dn -- down                      
LD -- local site signaled down   CF -- call admission control failure      
RD -- remote site signaled down  SC -- local and remote site ID collision
LN -- local site not designated  LM -- local site ID not minimum designated
RN -- remote site not designated RM -- remote site ID not minimum designated
XX -- unknown connection status  IL -- no incoming label
MM -- MTU mismatch               MI -- Mesh-Group ID not available
BK -- Backup connection          ST -- Standby connection
PF -- Profile parse failure      PB -- Profile busy
RS -- remote site standby        SN -- Static Neighbor
LB -- Local site not best-site   RB -- Remote site not best-site
VM -- VLAN ID mismatch

Legend for interface status 
Up -- operational           
Dn -- down

Instance: customer
  VPLS-id: 601
    Neighbor                  Type  St     Time last up          # Up trans
    10.255.14.217(vpls-id 601) rmt  Up     Oct  8 14:46:54 2012           1
      Remote PE: 10.255.14.217, Negotiated control-word: No
      Incoming label: 800001, Outgoing label: 299872
      Negotiated PW status TLV: No
      Local interface: vt-2/0/10.68157697, Status: Up, Encapsulation: ETHERNET
        Description: Intf - vpls customer neighbor 10.255.14.217 vpls-id 601

Meaning As expected, the VPLS connections are operational on both PE-r devices.

Checking Connectivity

Purpose Verify that Device CE1 can ping Device CE3.
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Action user@CE1> ping 10.255.14.218
PING 10.255.14.218 (10.255.14.218): 56 data bytes
64 bytes from 10.255.14.218: icmp_seq=0 ttl=64 time=0.858 ms
64 bytes from 10.255.14.218: icmp_seq=1 ttl=64 time=0.527 ms
64 bytes from 10.255.14.218: icmp_seq=2 ttl=64 time=0.670 ms
^C
--- 10.255.14.218 ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.527/0.685/0.858/0.136 ms

Meaning The output shows that H-VPLS is operational.

Manually Triggering a Switch from the Active Pseudowire to the Redundant
Pseudowire

Purpose Makesure that thepseudowirebetweenDevicePE1andDevicePE2becomesoperational.

Action user@CE1> request l2circuit-switchover virtual-circuit-id 601 neighbor 10.255.14.225
user@CE1> ping 10.255.14.215
PING 10.255.14.215 (10.255.14.215): 56 data bytes
64 bytes from 10.255.14.215: icmp_seq=0 ttl=64 time=0.738 ms
64 bytes from 10.255.14.215: icmp_seq=1 ttl=64 time=0.627 ms
64 bytes from 10.255.14.215: icmp_seq=2 ttl=64 time=0.629 ms
^C
--- 10.255.14.215 ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.627/0.665/0.738/0.052 ms

Meaning The successful ping from Device CE1 to Device CE2 shows that the pseudowire between

Device PE1 and PE2 is operational. Now, if you ping Device CE3 fromDevice CE1, the ping

should fail.

Related
Documentation

• Application Note: Demystifying H-VPLS

• Example: Configuring H-VPLSWith VLANs on page 677

• Redundant Pseudowires for Layer 2 Circuits and VPLS on page 181

• Configuring Redundant Pseudowires for Layer 2 Circuits and VPLS on page 183

701Copyright © 2018, Juniper Networks, Inc.

Chapter 35: Configuring Pseudowires

https://www.juniper.net/us/en/local/pdf/app-notes/3500116-en.pdf


Copyright © 2018, Juniper Networks, Inc.702

Layer 2 VPNs and VPLS Feature Guide for Routing Devices



CHAPTER 36

Configuring Multihoming

• VPLSMultihoming Overview on page 703

• Advantages of Using Autodiscovery for VPLSMultihoming on page 706

• Example: Configuring FEC 129 BGP Autodiscovery for VPWS on page 706

• Example: Configuring BGP Autodiscovery for LDP VPLS on page 724

• Example: Configuring BGP Autodiscovery for LDP VPLS with User-Defined Mesh

Groups on page 741

• VPLSMultihoming Reactions to Network Failures on page 752

• Configuring VPLSMultihoming (FEC 128) on page 753

• Example: VPLSMultihoming, Improved Convergence Time on page 756

• Example: Configuring VPLSMultihoming (FEC 129) on page 768

• Next-Generation VPLS for Multicast with Multihoming Overview on page 782

• Example: Next-Generation VPLS for Multicast with Multihoming on page 788

VPLSMultihoming Overview

Virtual private LAN service (VPLS) multihoming enables you to connect a customer site

to two or more PE routers to provide redundant connectivity. A redundant PE router can

provide network service to the customer site as soon as a failure is detected. VPLS

multihoming helps to maintain VPLS service and traffic forwarding to and from the

multihomed site in the event of the following types of network failures:

• PE router to CE device link failure

• PE router failure

• MPLS-reachability failure between the local PE router and a remote PE router
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Figure 65: CE DeviceMultihomed to Two PE Routers

NOTE: In theVPLSdocumentation, theword router in termssuchasPE router
is used to refer to any device that provides routing functions.

Figure65onpage704 illustrateshowaCEdevicecouldbemultihomed to twoPE routers.

Device CE1 is multihomed to Routers PE1 and PE2. Device CE2 has two potential paths

to reach Device CE1, but only one path is active at any one time. If Router PE1 were the

designated VPLS edge (VE) device (also called a designated forwarder), BGP would

signal a pseudowire from Router PE3 to Router PE1. If a failure occurred over this path,

Router PE2 would bemade the designated VE device, and BGPwould re-signal the

pseudowire from Router PE3 to Router PE2.

Multihomed PE routers advertise network layer reachability information (NLRI) for the

multihomed site to the other PE routers in the VPLS network. The NLRI includes the site

ID for the multihomed PE routers. For all of the PE routers multihomed to the same CE

device, you need to configure the same site ID. The remote VPLS PE routers use the site

ID to determine where to forward traffic addressed to the customer site. To avoid route

collisions, the site ID shared by the multihomed PE routers must be different than the

site IDs configured on the remote PE routers in the VPLS network.

Although you configure the same site ID for each of the PE routers multihomed to the

sameCE device, you can configure unique values for other parameters, such as the route

distinguisher. These values help to determine which multihomed PE router is selected

as the designated VE device to be used to reach the customer site.

BEST PRACTICE: We recommend that you configure unique route
distinguishers for eachmultihomed PE router. Configuring unique route
distinguishershelpswith fasterconvergencewhentheconnectiontoaprimary
multihomedPEroutergoesdown. If youconfigureunique routedistinguishers,
the other PE routers in the VPLS networkmustmaintain additional state for
themultihomed PE routers.

Remote PE routers in the VPLS network need to determine which of themultihomed PE

routers should forward traffic to reach theCEdevice. Tomake this determination, remote

PE routers use the VPLS path-selection process to select one of the multihomed PE
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routers based on its NLRI advertisement. Because remote PE routers pick only one of the

NLRI advertisements, it establishes a pseudowire to only one of the multihomed PE

routers, the PE router that originated the winning advertisement. This prevents multiple

paths from being created between sites in the network, preventing the formation of

Layer 2 loops. If the selected PE router fails, all PE routers in the network automatically

switch to the backup PE router and establish new pseudowires to it.

BEST PRACTICE: To prevent the formation of Layer 2 loops between the CE
devices and themultihomedPE routers,we recommend that you employ the
Spanning Tree Protocol (STP) on your CE devices. Layer 2 loops can form
due to incorrect configuration. Temporary Layer 2 loops can also formduring
convergence after a change in the network topology.

The PE routers run the BGP path selection procedure on locally originated and received

Layer 2 route advertisements to establish that the routes are suitable for advertisement

to other peers, such as BGP route reflectors. If a PE router in a VPLS network is also a

route reflector, the path selection process for the multihomed site has no effect on the

path selection process performed by this PE router for the purpose of reflecting Layer 2

routes. Layer 2 prefixes that have different route distinguishers are considered to have

different NLRIs for route reflection. The VPLS path selection process enables the route

reflector to reflect all routes that have different route distinguishers to the route reflector

clients, even though only one of these routes is used to create the VPLS pseudowire to

the multihomed site.

Junos OS supports VPLSmultihoming for both FEC 128 and FEC 129. Support for FEC

129 is added in Junos OS Release 12.3.

Related
Documentation

Configuring VPLSMultihoming (FEC 128) on page 753•

• Advantages of Using Autodiscovery for VPLSMultihoming on page 706

• Example: Configuring VPLSMultihoming (FEC 129) on page 770

• Example: VPLSMultihoming, Improved Convergence Time on page 756
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Advantages of Using Autodiscovery for VPLSMultihoming

Virtual private LAN service (VPLS) provides amultipoint-to-multipoint Ethernet service

that canspanoneormoremetropolitanareasandprovidesconnectivitybetweenmultiple

sites as if these sites were attached to the same Ethernet LAN.

VPLSuses an IP andMPLS service provider infrastructure. Froma service provider’s point

of view, use of IP and MPLS routing protocols and procedures instead of the Spanning

Tree Protocol (STP), and MPLS labels instead of VLAN IDs, significantly improves the

scalability of the VPLS service.

It is frequentlya requirement foraserviceprovider tosupply its customerswith redundant

connectivity to one or more sites. This capability is called multihoming.

VPLSmultihoming enables you to connect a customer site to two or more PE routers to

provide redundant connectivity. A redundant PE router can provide network service to

the customer site as soon as a failure is detected. VPLSmultihoming helps to maintain

VPLS service and traffic forwarding to and from themultihomed site in the event of the

following types of network failures:

• PE router to CE device link failure

• PE router failure

• MPLS-reachability failure between the local PE router and a remote PE router

The Junos
®
operating system (Junos OS) supports both forwarding equivalency class

(FEC) 128 and FEC 129. FEC 128 requiresmanually configured pseudowires. FEC 129 uses

VPLSautodiscovery toconveyendpoint information.AfterPE routersareautodiscovered,

pseudowires are created automatically.

VPLSmultihoming with support for FEC 129 enables you to interoperate with other

vendor’s auto-discovery for LDP-signaledVPLS. This interoperability allows you to select

the vendor that offers the best value.

Related
Documentation

VPLSMultihoming Overview on page 703•

• Example: Configuring VPLSMultihoming (FEC 129) on page 770

Example: Configuring FEC 129 BGP Autodiscovery for VPWS

• Understanding VPWS on page 706

• Understanding FEC 129 BGP Autodiscovery for VPWS on page 709

• Example: Configuring FEC 129 BGP Autodiscovery for VPWS on page 712

Understanding VPWS

Virtual private wire service (VPWS) Layer 2 VPNs employ Layer 2 services over MPLS to

build a topology of point-to-point connections that connect end customer sites in aVPN.
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TheseLayer 2VPNsprovideanalternative toprivatenetworks thathavebeenprovisioned

bymeans of dedicated leased lines or by means of Layer 2 virtual circuits that employ

ATMor FrameRelay. The service provisionedwith these Layer 2 VPNs is knownasVPWS.

You configure a VPWS instance on each associated edge device for each VPWS Layer 2

VPN.

Traditional VPNs over Layer 2 circuits require the provisioning andmaintenance of

separate networks for IP and for VPN services. In contrast, VPWS enables the sharing of

a provider’s core network infrastructure between IP and Layer 2 VPN services, reducing

the cost of providing those services.

Junos OS supports two types of VPWS Layer 2 VPNs:

• Kompella Layer 2 VPNs, which use BGP for autodiscovery and signaling.

• FEC 129 BGP autodiscovery for VPWS, which uses BGP for autodiscovery and LDP as

the signaling protocol.

FEC 129BGPautodiscovery forVPWSrequires the l2vpn-id, source-attachment-identifier,

and target-attachment-identifier statements. Kompella Layer 2 VPNs require the

site-identifier and remote-site-id statements.

NOTE: VPWS creates pseudowires that emulate Layer 2 circuits. A virtual
private LAN service (VPLS) network is similar to VPWS, but provides
point-to-multipoint traffic forwarding in contrast to theVPWSLayer 2 VPN’s
point-to-point traffic forwarding. If you need point-to-multipoint service
instead of point-to-point service, consider using VPLS instead of VPWS.

A VPWS Layer 2 VPN can have either a full-mesh or a hub-and-spoke topology. The

tunneling mechanism in the core network typically is MPLS. However, VPWS can also

use other tunneling protocols, such as GRE. VPWS is similar to Martini Layer 2 services

over MPLS, and employs a similar encapsulation scheme for forwarding traffic.

Figure 42 on page 400 illustrates an example of a simple VPWS Layer 2 VPN topology.
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Figure 66: VPWSSample Topology

In this example, the service provider offers VPWS services to Customer A and Customer

B. Customer Awants to create a full mesh of point-to-point links betweenWestford and

Bangalore. Customer B needs only a single point-to-point link betweenWestford and

Sunnyvale. The service provider uses BGP and MPLS signaling in the core, and creates a

set of unidirectional pseudowires at each provider edge (PE) device to separately

cross-connect each customer’s Layer 2 circuits.

In order to provision this service, the provider configures two VPWS Layer 2 VPNs, Layer

2 VPN A and Layer 2 VPN B. The circuit cross-connect (CCC) encapsulation type

(ethernet-ccc or vlan-ccc) is configured for each VPWS Layer 2 VPN. All interfaces in a

givenVPWSLayer2VPNmustbeconfiguredwith theVPWSLayer2VPN’sencapsulation

type.

Local and remote site information for the interfaces identifies the cross-connect. Local

cross-connects are supported when the interfaces that are connected belong to two

different sites configured in the same VPWS instance and on the same PE device.

BGP advertises reachability for the VPNs. The BGP configuration is similar to that used

for other VPN services, such as Layer 3 VPNs and VPLS. MPLS is configured to set up

base LSPs to the remote PE devices similarly to the other VPN services.

Junos OS provides VPWS support the following configuration methods:

• Pseudowires are manually configured using Forwarding Equivalence Class (FEC) 128.

• Pseudowires are signaled by LDP using FEC 129. This arrangement reduces the

configuration burden that is associatedwith statically configured Layer 2 circuits while

still using LDP as the underlying signaling protocol.
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Supported and Unsupported Features

Junos OS supports the following features with VPWS :

• Intra-AS VPWS functionality using BGP for autodiscovery and FEC 129 LDP for

pseudowire signaling.

• Graceful Routing Engine switchover.

• Operation,administration,andmaintenance(OAM)mechanisms, includingBidirectional

Forwarding Detection and MPLS ping.

• FEC 128 LDP signaling with static configuration (in Junos OS this is configured within

protocols l2circuit). With this option, there is no BGP autodiscovery.

Junos OS does not support the following VPWS functionality:

• Multihoming of customer sites to multiple PE devices using the BGP site model of

multihoming.

• Terminating FEC 129 VPWS into amesh group of an FEC 129 VPLS instance.

• Intra-AS VPWS functionality using BGP for autodiscovery and FEC 128 LDP for

pseudowire signaling.

• FEC 129 VPWSwithout BGP autodiscovery.

• Static configuration of VPWSwith FEC 129 signaling.

• Nonstop active routing.

• Multi-segment pseudowires.

• Interworking of FEC 128 and FEC 129 VPWS.

• Statically configured Layer 2 circuit-style pseudowire redundancy.

• Inter-AS deployments.

See Also Example: Configuring BGP Autodiscovery for LDP VPLS on page 724•

• Example:ConfiguringBGPAutodiscovery for LDPVPLSwithUser-DefinedMeshGroups

on page 741

Understanding FEC 129 BGP Autodiscovery for VPWS

Themajor functional components in a VPWSwith FEC 129 are BGP, LDP, and the Layer

2 VPNmodule of Junos OS. BGP is responsible for distributing the local autodiscovery

routes created on each PE device to all other PE devices. LDP is responsible for using the

autodiscovery information provided by BGP to set up targeted LDP sessions over which

to signal the pseudowires. The Layer 2 VPN is the glue that binds the BGP and LDP

functionalities together.
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Supported Standards in FEC 129 BGP Autodiscovery for VPWS

The relevant RFCs for this feature are as follows:

• RFC 4447, Pseudowire Setup and Maintenance Using the Label Distribution Protocol

(LDP)

• RFC6074,Provisioning, Auto-Discovery, andSignaling in Layer 2 Virtual PrivateNetworks

(L2VPNs)

Routes and Routing Table Interaction in FEC 129 BGP Autodiscovery for VPWS

BGP, LDP, and Layer 2 VPNs interact through different types of routes installed in the

instance.l2vpn.0 table. Theroutes that are present in the table are autodiscovery routes

and pseudowire routes.

• Autodiscovery routes are used by BGP to allow autodiscovery of remote source access

individual identifiers (SAIIs) (the sources of the point-to-point pseudowires) and PE

device addresses. Autodiscovery routes are advertised when you configure the l2vpn

auto-discovery-only address family.

The format of the autodiscovery routes is a combination of the route distinguisher and

the SAII. For example: 10.255.0.1:100:0.0.0.1/96 AD.

Table 16 on page 412 lists the route elements and the number of associated bytes

allocated to each element.

Table 23: Autodiscovery Route Format

BytesRoute Element

8 bytesRD

4 bytesSAII

The l2vpn-id of the FEC 129 VPWS instance is attached to the route in a BGP extended

community.Oneautodiscovery route isadvertised for eachsourceattachment identifier

(SAI) in the instance.

• Pseudowire routes are installed by the Layer 2 VPN (local) and LDP (remote) to

represent the bidirectional components of the pseudowire. For example:

NoCtrlWord:5:100:200:2:0.0.0.1/176. The format of the routes is described in

Table 17 on page 412.

Table 24: Pseudowire Route Format

Field DescriptionField Name

2 bytesPseudowire type + control word bit

4 bytesRemote PE address
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Table 24: Pseudowire Route Format (continued)

Field DescriptionField Name

8 bytesAttachment group identifier (AGI)

The AGI field of the pseudowire route is always set to the l2vpn-id of the instance.

4 bytesSAII

4 bytesTarget attachment individual identifier (TAII)

Layer 2 VPN Behavior in FEC 129 BGP Autodiscovery for VPWS

A Layer 2 VPN installs a locally generated autodiscovery route into the instance.l2vpn.0

table for every SAII configured in an FEC 129 VPWS instance. The extended community

containing the l2vpn-id is attachedwhen the route is added to the instance.l2vpn.0 table.

For each autodiscovered SAII from a remote neighbor where the l2vpn-idmatches the

local l2vpn-id and the received SAII matches a locally configured TAII, the Layer 2 VPN

obtains an MPLS label and generates a pseudowire route and adds it to the

instance.l2vpn.0 table. The remote PE address is copied from the BGPprotocol next hop

for the autodiscovery route.

The Layer 2 VPNmodule of Junos OS is responsible for installing the forwarding routes

into the mpls.0 table as usual.

BGPAutodiscovery Behavior in FEC 129 BGP Autodiscovery for VPWS

Local autodiscovery routes installed by the Layer 2 VPN in the instance.l2vpn.0 table are

advertised by BGP to remote PE devices sl2vpn auto-discovery-only address family

according to the instance and BGP export policies.

On the receiving side, BGP accepts autodiscovery routes from remote peers and installs

them in the local bgp.l2vpn.0 table, if they are allowed by inbound policy. The route is

installed, and a secondary route is imported into the instance.l2vpn.0 table when an

import route target match between the route and instance is found.

LDP Signaling Behavior in VPWS in FEC 129 BGP Autodiscovery for VPWS

In the Junos OS implementation of LDP, the router monitors for routes from

instance.l2vpn.0 forany instanceconfigured forFEC 129VPWS.These routesare identified

by the instance-type l2vpn statement in the routing instance and the presence of the

l2vpn-id statement.

When a BGP autodiscovery route is installed, LDP sets up a targeted session with the

remote peer, where the peer address is identified as the protocol next hop of the BGP

autodiscovery route.

When a pseudowire route is installed in the instance.l2vpn.0 table, LDP uses the

parameters associatedwith the route to signal the creation of the pseudowire using FEC

129. Upon receiving an FEC 129 label mappingmessage from a remote peer, LDP installs

the pseudowire route in the ldp.l2vpn.0 table.
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Uponasuccessful l2vpn-idmatchwithaconfiguredFEC 129VPWS instance, a secondary

pseudowire route is imported to the instance.l2vpn.0 table. If an outgoing pseudowire

has not already been set up when the incoming pseudowire signaling is received, LDP

initiates the outgoing pseudowire creation as well.

See Also Understanding VPWS on page 399•

• Example: Configuring FEC 129 BGP Autodiscovery for VPWS on page 413

Example: Configuring FEC 129 BGP Autodiscovery for VPWS

This example shows how to configure the virtual private wire service (VPWS), where

remote provider edge (PE) devices are automatically discovered dynamically by BGP,

and pseudowires are signaled by LDP using FEC 129. This arrangement reduces the

configuration burden that is associated with statically configured Layer 2 circuits while

still using LDP as the underlying signaling protocol.

• Requirements on page 712

• Overview on page 712

• Configuration on page 716

• Verification on page 720

Requirements

This example requires Junos OS Release 13.2 or later on the PE devices.

Overview

BecauseVPWS isapoint-to-point service, FEC 129VPWSrouting instancesareconfigured

as instance-type l2vpn. AswithFEC 129VPLS,FEC 129VPWSuses the l2vpn-id statement

to define the Layer 2 VPN of which the routing instance is a member. The presence of

the l2vpn-id statement designates that FEC 129 LDP signaling is used for the routing

instance. The absence of l2vpn-id indicates that BGP signaling is used instead.

Thepoint-to-point nature ofVPWS requires that you specify the sourceaccess individual

identifier (SAII) and the target access individual identifier (TAII). ThisSAII-TAII pair defines

a unique pseudowire between two PE devices.

The SAII is specified with the source-attachment-identifier statement within the FEC 129

VPWSrouting instance. Youconfigure the sourceattachment identifier and the interfaces

to associate with that source attachment identifier. Under each interface, you can

configure the TAII with the target-attachment-identifier statement. If the configured

target identifier matches a source identifier advertised by a remote PE device by way of

aBGPautodiscoverymessage, thepseudowirebetweenthatsource-targetpair is signaled.

If there is nomatch between an advertised source identifier and the configured target

identifier, the pseudowire is not established.

Sample: VPWS
Configuration with

routing-instances {
FEC129-VPWS {
instance-type l2vpn;
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interface ge-0/0/1.0;Multiple Interfacesand
Sites interface ge-0/0/2.0;

interface ge-0/0/3.0;
route-distinguisher 10.255.0.1:200;
l2vpn-id l2vpn-id:100:200;
vrf-target target:100:200;
protocols l2vpn {
site CUSTOMER-1 {
source-attachment-identifier 1;
interface ge-0/0/1.0 {
target-attachment-identifier 2;

}
interface ge-0/0/2.0 {
target-attachment-identifier 3;

}
}

}
}

}

You can configure multiple interfaces within a site, because each SAII-TAII pair defines

auniquepseudowire, as shownwithpseudowires 1-2 and 1-3 in the sample configuration.

Both the source and target access identifiers are 4-byte numbers and can only be

configured in FEC 129 VPWS instanceswhere the instance-type is l2vpn and the l2vpn-id

configuration statement is present.

You can specify the source and target identifiers as plain unsigned integers in the range

1 through 4,292,967,295.

The Layer 2 circuit and Layer 2 VPN services allowmany optional parameters to be

included on a per-pseudowire basis. FEC 129 VPWS allows such parameters as MTU

settings, community tagging, and inclusion of a control word, as shown in this sample

configuration:

Sample: VPWS
Configuration with

routing-instances {
FEC129-VPWS {
instance-type l2vpn;OptionalConfiguration

Parameters interface ge-0/0/1.0;
interface ge-0/0/2.0;
interface ge-0/0/3.0;
route-distinguisher 10.255.0.1:200;
l2vpn-id l2vpn-id:100:200;
vrf-target target:100:200;
protocols l2vpn {
site CUSTOMER-1 {
source-attachment-identifier 1;
community COMM;
control-word ;
encapsulation-type ethernet;
ignore-encapsulation-mismatch;
ignore-mtu-mismatch;
mtu 1500;
no-control-word;
interface ge-0/0/1.0 {
target-attachment-identifier 2;
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}
interface ge-0/0/2.0 {
target-attachment-identifier 3;
community COMM;
control-word;
encapsulation-type ethernet;
ignore-encapsulation-mismatch;
ignore-mtu-mismatch;
mtu 1500;
no-control-word;

}
}

}
}

}

Whenconfiguredwithin thesite, thedefinedparametersaffectanypseudowireoriginating

from that site. When configured under an interface, the defined parameters affect that

single specific pseudowire. This allows you to manipulate the parameters across all

pseudowires associated with a particular local site in one place in the configuration.

Like other point-to-point services, the interfaces configured as members of the FEC 129

VPWS instancemust be configured for CCC encapsulation and the CCC address family,

as shown here:

interfaces {
ge-0/0/1 {
encapsulation ethernet-ccc;
unit 0 {
family ccc;

}
}
ge-0/0/2 {
encapsulation ethernet-ccc;
unit 0 {
family ccc;

}
}
ge-0/0/3 {
encapsulation ethernet-ccc;
unit 0 {
family ccc;

}
}

}

You can use vlan-ccc instead of ethernet-ccc.

To support the basic FEC 129 VPWS functionality, the BGP sessions on the PE devices

also need to be configured with the BGP auto-discovery-only address family to allow

exchange of the autodiscovery routes. If traditional BGP VPLS or Layer 2 VPN service is

also provisioned on the PE devices, the address family l2vpn signaling is also required,

as shown here:

bgp {
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group pe {
type internal;
local-address 10.255.0.1;
family l2vpn {
auto-discovery-only;
signaling;

}
neighbor 10.255.0.2;
neighbor 10.255.0.3;

}
}

The following configuration sample shows an FEC 129 VPWS routing instance with the

operation, administration, andmaintenance(OAM)(pingandBFD)configurationoptions:

Sample: VPWS
Configuration with

OAM

routing-instances {
FEC129-VPWS {
instance-type l2vpn;
interface ge-0/0/1.0;
route-distinguisher 10.255.0.1:200;
l2vpn-id l2vpn-id:100:200;
vrf-target target:100:200;
protocols l2vpn {
oam {
ping-interval 600;
bfd-liveness-detection {
minimum-interval 200;

}
}
site CUSTOMER {
source-attachment-identifier 1;
oam {
ping-interval 600;
bfd-liveness-detection {
minimum-interval 200;

}
}
interface ge-0/0/1.0 {
oam {
ping-interval 600;
bfd-liveness-detection {
minimum-interval 200;

}
}
target-attachment-identifier 2;

}
}

}
}

}

OAM options configured under protocols l2vpn apply to all sites and pseudowires in the

routing instance.OAMoptions configuredunder aparticular site apply to thepseudowires

configured under that site. OAM options configured under a particular interface apply to

the pseudowire configured under that interface.
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Topology Diagram

Figure 45 on page 418 shows the topology used in this example.

This example uses a simple topology with two PE devices and two customer edge (CE)

devices.

Figure 67: Simple VPWSTopology
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“CLI Quick Configuration” on page 418 shows the configuration for all of the devices in

Figure 45 on page 418. The section “Step-by-Step Procedure” on page 419 describes the

steps on Device PE1.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device CE1 set interfaces ge-2/0/8 unit 0 description CE1_to_PE1
set interfaces ge-2/0/8 unit 0 family inet address 172.16.0.1/24
set interfaces lo0 unit 0 family inet address 192.0.2.5/24
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ospf area 0.0.0.0 interface ge-2/0/8.0

Device CE2 set interfaces ge-2/1/6 unit 0 description CE2_to_PE2
set interfaces ge-2/1/6 unit 0 family inet address 172.16.0.4/24
set interfaces lo0 unit 0 family inet address 192.0.2.6/24
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ospf area 0.0.0.0 interface ge-2/1/6.0

Device PE1 set interfaces ge-2/0/5 encapsulation ethernet-ccc
set interfaces ge-2/0/5 unit 0 description PE1_to_CE1
set interfaces ge-2/0/5 unit 0 family ccc
set interfaces fe-2/0/10 unit 0 description to_PE2
set interfaces fe-2/0/10 unit 0 family inet address 10.0.0.1/30
set interfaces fe-2/0/10 unit 0 family mpls
set interfaces lo0 unit 0 family inet address 192.0.2.1/24
set protocolsmpls interface fe-2/0/10.0
set protocols bgp local-address 192.0.2.1
set protocols bgp group pe-pe type internal
set protocols bgp group pe-pe family l2vpn auto-discovery-only
set protocols bgp group pe-pe family l2vpn signaling
set protocols bgp group pe-pe neighbor 192.0.2.2
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set protocols ospf traffic-engineering
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ospf area 0.0.0.0 interface fe-2/0/10.0
set protocols ldp interface fe-2/0/10.0
set protocols ldp interface lo0.0
set routing-instances FEC129-VPWS instance-type l2vpn
set routing-instances FEC129-VPWS interface ge-2/0/5.0
set routing-instances FEC129-VPWS route-distinguisher 192.0.2.1:100
set routing-instances FEC129-VPWS l2vpn-id l2vpn-id:100:100
set routing-instances FEC129-VPWS vrf-target target:100:100
set routing-instances FEC129-VPWS protocols l2vpn site ONE
source-attachment-identifier 1

set routing-instances FEC129-VPWS protocols l2vpn site ONE interface ge-2/0/5.0
target-attachment-identifier 2

set routing-options autonomous-system 64510

Device PE2 set interfaces ge-2/1/7 encapsulation ethernet-ccc
set interfaces ge-2/1/7 unit 0 description PE2_to_CE2
set interfaces ge-2/1/7 unit 0 family ccc
set interfaces fe-2/0/10 unit 0 description to_PE1
set interfaces fe-2/0/10 unit 0 family inet address 10.0.0.2/30
set interfaces fe-2/0/10 unit 0 family mpls
set interfaces lo0 unit 0 family inet address 192.0.2.2/24
set protocolsmpls interface fe-2/0/10.0
set protocols bgp local-address 192.0.2.2
set protocols bgp group pe-pe type internal
set protocols bgp group pe-pe family l2vpn auto-discovery-only
set protocols bgp group pe-pe family l2vpn signaling
set protocols bgp group pe-pe neighbor 192.0.2.1
set protocols ospf traffic-engineering
set protocols ospf area 0.0.0.0 interface fe-2/0/10.0
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ldp interface fe-2/0/10.0
set protocols ldp interface lo0.0
set routing-instances FEC129-VPWS instance-type l2vpn
set routing-instances FEC129-VPWS interface ge-2/1/7.0
set routing-instances FEC129-VPWS route-distinguisher 192.0.2.2:100
set routing-instances FEC129-VPWS l2vpn-id l2vpn-id:100:100
set routing-instances FEC129-VPWS vrf-target target:100:100
set routing-instances FEC129-VPWS protocols l2vpn site TWO
source-attachment-identifier 2

set routing-instances FEC129-VPWS protocols l2vpn site TWO interface ge-2/1/7.0
target-attachment-identifier 1

set routing-options autonomous-system 64510

Step-by-Step
Procedure

To configure a FEC 129 VPWS:

Configure the interfaces.

[edit interfaces]

1.

user@PE1# set ge-2/0/5 encapsulation ethernet-ccc
user@PE1# set ge-2/0/5 unit 0 description PE1_to_CE1
user@PE1# set ge-2/0/5 unit 0 family ccc
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user@PE1# set fe-2/0/10 unit 0 description to_PE2
user@PE1# set fe-2/0/10 unit 0 family inet address 10.0.0.1/30
user@PE1# set fe-2/0/10 unit 0 family mpls

user@PE1# set lo0 unit 0 family inet address 192.0.2.1/24

2. Configure MPLS on the core-facing interface.

[edit protocols mpls]
user@PE1# set interface fe-2/0/10.0

3. Configure BGP.

[edit protocols bgp]
user@PE1# set local-address 192.0.2.1
user@PE1# set group pe-pe type internal
user@PE1# set group pe-pe family l2vpn auto-discovery-only
user@PE1# set group pe-pe family l2vpn signaling
user@PE1# set group pe-pe neighbor 192.0.2.2

4. Configure an interior gateway protocol, such as IS-IS or OSPF.

If you useOSPF, enable traffic engineering. Traffic engineering is supported by IS-IS
by default.

[edit protocols ospf]
user@PE1# set traffic-engineering
user@PE1# set area 0.0.0.0 interface lo0.0 passive
user@PE1# set area 0.0.0.0 interface fe-2/0/10.0

5. Configure LDP on the core-facing interface and on the loopback interface.

[edit protocols ldp]
user@PE1# set interface fe-2/0/10.0
user@PE1# set interface lo0.0

6. Configure the VPWS routing instance.

LDP listens for routes from instance.l2vpn.0 for any instance configured for FEC 129
VPWS. These routes are identified by the instance-type l2vpn statement in the
routing instance and the presence of the l2vpn-id statement.

Make sure that the target-attachment-identifiermatches the
source-attachment-identifier in the remote PE device’s corresponding site. In this
example, thepseudowire is establishedbetweenDevicePE1andDevicePE2.Device
PE1 uses SAI 1 and TAI 2, while Device PE2 uses the opposite, SAI 2 and TAI 1.

[edit routing-instances FEC129-VPWS]
user@PE1# set instance-type l2vpn
user@PE1# set interface ge-2/0/5.0
user@PE1# set route-distinguisher 192.0.2.1:100
user@PE1# set l2vpn-id l2vpn-id:100:100
user@PE1# set vrf-target target:100:100
user@PE1# set protocols l2vpn site ONE source-attachment-identifier 1

Copyright © 2018, Juniper Networks, Inc.718

Layer 2 VPNs and VPLS Feature Guide for Routing Devices



user@PE1# set protocols l2vpn site ONE interface ge-2/0/5.0
target-attachment-identifier 2

7. Configure the autonomous system (AS) number.

[edit routing-options]
user@PE1# set autonomous-system 64510

8. If you are done configuring the device, commit the configuration.

[edit]
user@PE1# commit

Results From configuration mode, confirm your configuration by entering the show interfaces,

showprotocols, showrouting-instances, and showrouting-optionscommand. If theoutput

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@PE1# show interfaces
ge-2/0/5 {
encapsulation ethernet-ccc;
unit 0 {
description PE1_to_CE1;
family ccc;

}
}
fe-2/0/10 {
unit 1 {
description to_PE2;
family inet {
address 10.0.0.1/30;

}
family mpls;

}
}
lo0 {
unit 0 {
family inet {
address 192.0.2.1/24;

}
}

}

user@PE1# show protocols
mpls {
interface fe-2/0/10.0;

}
bgp {
local-address 192.0.2.1;
group pe-pe {
type internal;
family l2vpn {
auto-discovery-only;
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inactive: signaling;
}
neighbor 192.0.2.2;

}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface lo0.0 {
passive;

}
interface fe-2/0/10.0;

}
}
ldp {
interface fe-2/0/10.0;
interface lo0.0;

}

user@PE1# show routing-instances
FEC129-VPWS {
instance-type l2vpn;
interface ge-2/0/5.0;
route-distinguisher 192.0.2.1:100;
l2vpn-id l2vpn-id:100:100;
vrf-target target:100:100;
protocols {
l2vpn {
site ONE {
source-attachment-identifier 1;
interface ge-2/0/5.0 {
target-attachment-identifier 2;

}
}

}
}

}

user@PE1# show routing-options
autonomous-system 64510;

Verification

Confirm that the configuration is working properly.

• Verifying the Routes on page 720

• Checking Connectivity Between the CE Devices on page 722

• Checking the VPWS Connections on page 722

• Checking Connectivity Between the PE Devices on page 723

Verifying the Routes

Purpose Verify that the expected routes are learned.
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Action From operational mode, enter the show route command.

user@PE1> show route
inet.0: 5 destinations, 5 routes (5 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

192.0.2.1/24         *[Direct/0] 6d 21:16:32
                    > via lo0.0
192.0.2.2/24         *[OSPF/10] 6d 21:15:31, metric 1
                    > to 10.0.0.2 via fe-2/0/10.0
10.0.0.0/30        *[Direct/0] 6d 21:16:31
                    > via fe-2/0/10.0
10.0.0.1/32        *[Local/0] 6d 21:16:32
                      Local via fe-2/0/10.0
203.0.113.0/24       *[OSPF/10] 6d 21:16:34, metric 1
                      MultiRecv

inet.3: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

192.0.2.2/24         *[LDP/9] 5d 22:25:19, metric 1
                    > to 10.0.0.2 via fe-2/0/10.0

mpls.0: 8 destinations, 8 routes (8 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

0                  *[MPLS/0] 6d 21:16:33, metric 1
                      Receive
1                  *[MPLS/0] 6d 21:16:33, metric 1
                      Receive
2                  *[MPLS/0] 6d 21:16:33, metric 1
                      Receive
13                 *[MPLS/0] 6d 21:16:33, metric 1
                      Receive
299808             *[LDP/9] 5d 22:25:19, metric 1
                    > to 10.0.0.2 via fe-2/0/10.0, Pop      
299808(S=0)        *[LDP/9] 5d 22:25:19, metric 1
                    > to 10.0.0.2 via fe-2/0/10.0, Pop      
299824             *[L2VPN/7] 5d 22:25:18
                    > via ge-2/0/5.0, Pop      
ge-2/0/5.0         *[L2VPN/7] 5d 22:13:02, metric2 1
                    > to 10.0.0.2 via fe-2/0/10.0, Push 299872

bgp.l2vpn.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

192.0.2.2:100:0.0.0.2/96 AD
                   *[BGP/170] 6d 20:51:23, localpref 100, from 192.0.2.2
                      AS path: I, validation-state: unverified
                    > to 10.0.0.2 via fe-2/0/10.0

ldp.l2vpn.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

192.0.2.2:NoCtrlWord:5:100:100:0.0.0.2:0.0.0.1/176               
                   *[LDP/9] 5d 22:13:02
                      Discard

FEC129-VPWS.l2vpn.0: 4 destinations, 4 routes (4 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both
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192.0.2.1:100:0.0.0.1/96 AD
                   *[L2VPN/170] 6d 20:53:26, metric2 1
                      Indirect
192.0.2.2:100:0.0.0.2/96 AD
                   *[BGP/170] 6d 20:51:23, localpref 100, from 192.0.2.2
                      AS path: I, validation-state: unverified
                    > to 10.0.0.2 via fe-2/0/10.0
192.0.2.2:NoCtrlWord:5:100:100:0.0.0.1:0.0.0.2/176               
                   *[L2VPN/7] 6d 20:51:23, metric2 1
                    > to 10.0.0.2 via fe-2/0/10.0
192.0.2.2:NoCtrlWord:5:100:100:0.0.0.2:0.0.0.1/176               
                   *[LDP/9] 5d 22:13:02
                      Discard

Meaning The output shows all the learned routes, including the autodiscovery (AD) routes.

Checking Connectivity Between the CE Devices

Purpose Verify that Device CE1 can ping Device CE2.

Action user@CE1> ping 192.0.2.6
PING 192.0.2.6 (192.0.2.6): 56 data bytes
64 bytes from 192.0.2.6: icmp_seq=0 ttl=64 time=0.679 ms
64 bytes from 192.0.2.6: icmp_seq=1 ttl=64 time=0.524 ms
^C
--- 192.0.2.6 ping statistics ---
2 packets transmitted, 2 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.524/0.602/0.679/0.078 ms

Meaning The output shows that the VPWS is operational.

Checking the VPWSConnections

Purpose Make sure that all of the FEC 129 VPWS connections come up correctly.
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Action user@PE1> show l2vpn connections
Layer-2 VPN connections:

Legend for connection status (St)   
EI -- encapsulation invalid      NC -- interface encapsulation not CCC/TCC/VPLS
EM -- encapsulation mismatch     WE -- interface and instance encaps not same
VC-Dn -- Virtual circuit down    NP -- interface hardware not present 
CM -- control-word mismatch      -> -- only outbound connection is up
CN -- circuit not provisioned    <- -- only inbound connection is up
OR -- out of range               Up -- operational
OL -- no outgoing label          Dn -- down                      
LD -- local site signaled down   CF -- call admission control failure      
RD -- remote site signaled down  SC -- local and remote site ID collision
LN -- local site not designated  LM -- local site ID not minimum designated
RN -- remote site not designated RM -- remote site ID not minimum designated
XX -- unknown connection status  IL -- no incoming label
MM -- MTU mismatch               MI -- Mesh-Group ID not available
BK -- Backup connection          ST -- Standby connection
PF -- Profile parse failure      PB -- Profile busy
RS -- remote site standby        SN -- Static Neighbor
LB -- Local site not best-site   RB -- Remote site not best-site
VM -- VLAN ID mismatch

Legend for interface status 
Up -- operational           
Dn -- down

Instance: FEC129-VPWS
  L2vpn-id: 100:100
Local source-attachment-id: 1 (ONE)
Target-attachment-id      Type  St     Time last up          # Up trans

    2                         rmt   Up     Nov 28 16:16:14 2012           1
      Remote PE: 192.0.2.2, Negotiated control-word: No
      Incoming label: 299792, Outgoing label: 299792
      Local interface: ge-2/0/5.0, Status: Up, Encapsulation: ETHERNET

Meaning As expected, the connection is up. The output includes the source attachment ID and

the target attachment ID.

Checking Connectivity Between the PE Devices

Purpose Verify thatDevicePE1 canpingDevicePE2. Thepingmpls l2vpn fec129 commandaccepts

SAIs and TAIs as integers or IP addresses and also allows you to use the CE-facing

interface instead of the other parameters (instance, local-id, remote-id,

remote-pe-address).
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Action user@PE1> pingmpls l2vpn fec129 instance FEC129-VPWS remote-id 2 remote-pe-address
192.0.2.2 local-id 1
!!!!!
--- lsping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss

user@PE1> pingmpls l2vpn fec129 interface ge-2/0/5.0
!!!!!
--- lsping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss

Meaning The output shows that the VPWS is operational.

See Also Example: Configuring BGP Autodiscovery for LDP VPLS on page 724•

• Example:ConfiguringBGPAutodiscovery for LDPVPLSwithUser-DefinedMeshGroups

on page 741

Related
Documentation

Example: Configuring BGP Autodiscovery for LDP VPLS on page 724•

• Example:ConfiguringBGPAutodiscovery for LDPVPLSwithUser-DefinedMeshGroups

on page 741

• Example: Configuring VPLSMultihoming (FEC 129) on page 768

• Configuring the Local Site on PE Routers in Layer 2 VPNs on page 124

Example: Configuring BGP Autodiscovery for LDP VPLS

This example describes how to configure BGP autodiscovery for LDP VPLS, as specified

in forwarding equivalency class (FEC) 129. FEC 129 uses BGP autodiscovery to convey

endpoint information, so you do not need to manually configure pseudowires.

• Requirements on page 724

• Overview on page 725

• Configuration on page 727

• Verification on page 741

Requirements

This example uses the following hardware and software components:

• Four MX Series 3D Universal Edge Routers

• Junos OS Release 10.4R2 or later

If you are using M Series or T Series routers, the PE routers must have either virtual

loopback tunnel (vt) interfaces or label-switched interfaces (LSIs). On M Series and T

Series routers, VPLS uses tunnel-based PICs to create virtual ports on vt interfaces. If
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you do not have a tunnel-based PIC installed on your M Series or T Series router, you can

still configure VPLS by using LSIs to support the virtual ports. Use of LSIs requires

Ethernet-based PICs installed in an Enhanced Flexible PIC Concentrator (FPC).

You do not need to use routers for the CE devices. For example, the CE devices can be

EX Series Ethernet Switches.

Overview

All PE routers in a VPLS network operate like a large, distributed Ethernet switch to

provide Layer 2 services to attached devices. This example shows aminimum

configuration for PE routers and CE devices to create an autodiscovered VPLS network.

The topology consists of five routers: two PE routers, two CE routers, and an optional

route reflector (RR). ThePE routersuseBGPtoautodiscover twodifferentVPLS instances

that are configured on both PE routers. Then the PE routers use LDP to automatically

signal two pseudowires between the discovered end points. Finally, the PE routers bring

up both VPLS instances for forwarding traffic. Each CE device is configured with two

VLANs, with each VLAN belonging to different VPLS instances in the PE routers.

This example includes the following settings:

• auto-discovery-only—Allows the router toprocessonly theautodiscoverynetwork layer

reachability information (NLRI) update messages for LDP-based Layer 2 VPN and

VPLS update messages (BGP_L2VPN_AD_NLRI) (FEC 129). Specifically, the

auto-discovery-only statement notifies the routing process (rpd) to expect

autodiscovery-relatedNLRImessages so that information canbedecipheredandused

by LDP and VPLS. You can configure this statement at the global, group, and neighbor

levels for BGP. The auto-discovery-only statementmust be configuredonall PE routers

in the VPLS. If you configure route reflection, the auto-discovery-only statement is also

required on P routers that act as the route reflector in supporting FEC 129-related

updates.

The signaling statement is not included in this example but is discussed here for

completeness. The signaling statement allows the router to process only the

BGP_L2VPN_NLRIs used for BGP-based Layer 2 VPNs (FEC 128).

For interoperation scenarios inwhichaPE routermust support both typesofNLRI (FEC

128 and FEC 129), you can configure both the signaling statement and the

auto-discovery-only statement. For example, a single PE router might need to process

a combination of BGP-signaled virtual private wire service (VPWS) and LDP-signaled

VPLS assisted by BGP autodiscovery. Configuring both the signaling statement and

the auto-discovery-only statement together allows both types of signaling to run

independently. The signaling statement is supported at the same hierarchy levels as

the auto-discovery-only statement.

• cluster—Configuring a route reflector is optional for FEC 129autodiscoveredPE routers.

In this example, the cluster statement configures Router RR to be a route reflector in

the IBGPgroup. For inboundupdates, BGPautodiscoveryNLRImessages are accepted

if the router is configured tobea route reflector or if the keepall statement is configured

in the IBGP group.
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• l2vpn-id—Specifiesaglobally uniqueLayer 2VPNcommunity identifier for the instance.

This statement is configurable for routing instances of type vpls.

You can configure the following formats for the community identifier:

• Autonomous system (AS) number format—l2vpn-id:as-number:2-byte-number. For

example: l2vpn-id:100:200. TheASnumbercanbe in the range from1 through65,535.

• IPv4 format—l2vpn-id:ip-address:2-byte-number. For example: l2vpn-id:10.1.1.1:2.

• vrf-target—Defines the import and export route targets for the NLRI. Youmust either

configure the vrf-target statementor the vrf-importand vrf-export statements todefine

the instance import and export policy or the import and export route targets for the

NLRI. This example uses the vrf-target statement.

• route-distinguisher—Forms part of the BGP autodiscovery NLRI and distinguishes to

which VPN or VPLS routing instance each route belongs. Each route distinguisher is a

6-byte value. Youmust configureaunique routedistinguisher for each routing instance.

You can configure the following formats for the route distinguisher:

• AS number format—as-number:2-byte-number

• IPv4 format—ip-address:2-byte-number

Two notable statements are included in this example. These statements are important

for interoperability with other vendors’ equipment. The interoperability statements are

not necessary for the topology that is used in this example, but they are included for

completeness.

The interoperability statements are as follows:

• input-vlan-mappop—Removes an outer VLAN tag from the top of the VLAN tag stack.

• output-vlan-map push—Adds an outer VLAN tag in front of the existing VLAN tag.

Topology Diagram

Figure 68 on page 726 shows the topology used in this example.

Figure 68: BGP Autodiscovery for LDP VPLS
Route Reflector
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Configuration

CLI Quick
Configuration

To quickly configure BGP autodiscovery for LDP VPLS, copy the following commands,

remove any line breaks, and then paste the commands into the CLI of each device.

On Router PE1:

[edit]
set interfaces ge-0/1/0 vlan-tagging
set interfaces ge-0/1/0 encapsulation flexible-ethernet-services
set interfaces ge-0/1/0 unit 100 encapsulation vlan-vpls
set interfaces ge-0/1/0 unit 100 vlan-id 100
set interfaces ge-0/1/0 unit 100 input-vlan-map pop
set interfaces ge-0/1/0 unit 100 output-vlan-map push
set interfaces ge-0/1/0 unit 100 family vpls
set interfaces ge-0/1/0 unit 200 encapsulation vlan-vpls
set interfaces ge-0/1/0 unit 200 vlan-id 200
set interfaces ge-0/1/0 unit 200 family vpls
set interfaces ge-0/1/1 unit 0 description "PE1 to PE2"
set interfaces ge-0/1/1 unit 0 family inet address 192.0.2.4/24
set interfaces ge-0/1/1 unit 0 family iso
set interfaces ge-0/1/1 unit 0 family mpls
set interfaces ge-0/3/0 unit 0 description "PE1 to RR"
set interfaces ge-0/3/0 unit 0 family inet address 192.0.2.7/24
set interfaces ge-0/3/0 unit 0 family iso
set interfaces ge-0/3/0 unit 0 family mpls
set interfaces lo0 unit 0 family inet address 192.0.2.8/24
set routing-options router-id 192.0.2.8
set routing-options autonomous-system 100
set protocolsmpls interface lo0.0
set protocolsmpls interface all
set protocolsmpls interface fxp0.0 disable
set protocols bgp group int type internal
set protocols bgp group int local-address 192.0.2.8
set protocols bgp group int family l2vpn auto-discovery-only
set protocols bgp group int neighbor 192.0.2.9
set protocols isis level 1 disable
set protocols isis interface all
set protocols isis interface fxp0.0 disable
set protocols isis interface lo0.0
set protocols ldp interface all
set protocols ldp interface fxp0.0 disable
set protocols ldp interface lo0.0
set routing-instances vpls100 instance-type vpls
set routing-instances vpls100 interface ge-0/1/0.100
set routing-instances vpls100 route-distinguisher 192.0.2.8:100
set routing-instances vpls100 l2vpn-id l2vpn-id:100:100
set routing-instances vpls100 vrf-target target:100:100
set routing-instances vpls100 protocols vpls no-tunnel-services
set routing-instances vpls200 instance-type vpls
set routing-instances vpls200 interface ge-0/1/0.200
set routing-instances vpls200 route-distinguisher 192.0.2.8:200
set routing-instances vpls200 l2vpn-id l2vpn-id:100:200
set routing-instances vpls200 vrf-target target:100:208
set routing-instances vpls200 protocols vpls no-tunnel-services
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On Device CE1:

[edit]
set interfaces ge-1/2/1 vlan-tagging
set interfaces ge-1/2/1 mtu 1400
set interfaces ge-1/2/1 unit 100 vlan-id 100
set interfaces ge-1/2/1 unit 100 family inet address 203.0.113.3/24
set interfaces ge-1/2/1 unit 200 vlan-id 200
set interfaces ge-1/2/1 unit 200 family inet address 203.0.113.2/24
set protocols ospf area 0.0.0.0 interface ge-1/2/1.100
set protocols ospf area 0.0.0.0 interface ge-1/2/1.200

On Router PE2:

[edit]
set interfaces ge-1/1/0 vlan-tagging
set interfaces ge-1/1/0 encapsulation flexible-ethernet-services
set interfaces ge-1/1/0 unit 100 encapsulation vlan-vpls
set interfaces ge-1/1/0 unit 100 vlan-id 100
set interfaces ge-1/1/0 unit 100 input-vlan-map pop
set interfaces ge-1/1/0 unit 100 output-vlan-map push
set interfaces ge-1/1/0 unit 100 family vpls
set interfaces ge-1/1/0 unit 200 encapsulation vlan-vpls
set interfaces ge-1/1/0 unit 200 vlan-id 200
set interfaces ge-1/1/0 unit 200 family vpls
set interfaces ge-1/2/1 unit 0 description "PE2 to PE1"
set interfaces ge-1/2/1 unit 0 family inet address 192.0.2.14/24
set interfaces ge-1/2/1 unit 0 family iso
set interfaces ge-1/2/1 unit 0 family mpls
set interfaces lo0 unit 0 family inet address 192.0.2.10/24
set routing-options router-id 192.0.2.10
set routing-options autonomous-system 100
set protocolsmpls interface lo0.0
set protocolsmpls interface all
set protocolsmpls interface fxp0.0 disable
set protocols bgp group int type internal
set protocols bgp group int local-address 192.0.2.10
set protocols bgp group int family l2vpn auto-discovery-only
set protocols bgp group int neighbor 192.0.2.9
set protocols isis level 1 disable
set protocols isis interface ge-1/2/1.0
set protocols isis interface lo0.0
set protocols ldp interface all
set protocols ldp interface fxp0.0 disable
set protocols ldp interface lo0.0
set routing-instances vpls100 instance-type vpls
set routing-instances vpls100 interface ge-1/1/0.100
set routing-instances vpls100 route-distinguisher 192.0.2.10:100
set routing-instances vpls100 l2vpn-id l2vpn-id:100:100
set routing-instances vpls100 vrf-target target:100:100
set routing-instances vpls100 protocols vpls no-tunnel-services
set routing-instances vpls200 instance-type vpls
set routing-instances vpls200 interface ge-1/1/0.200
set routing-instances vpls200 route-distinguisher 192.0.2.10:200
set routing-instances vpls200 l2vpn-id l2vpn-id:100:200
set routing-instances vpls200 vrf-target target:100:208
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set routing-instances vpls200 protocols vpls no-tunnel-services

On Device CE2:

[edit]
set interfaces ge-1/1/0 vlan-tagging
set interfaces ge-1/1/0mtu 1400
set interfaces ge-1/1/0 unit 100 vlan-id 100
set interfaces ge-1/1/0 unit 100 family inet address 203.0.113.15/24
set interfaces ge-1/1/0 unit 200 vlan-id 200
set interfaces ge-1/1/0 unit 200 family inet address 203.0.113.16/24
set protocols ospf area 0.0.0.0 interface ge-1/1/0.100
set protocols ospf area 0.0.0.0 interface ge-1/1/0.200

On Router RR:

[edit]
set interfaces ge-1/3/2 unit 0 description "RR to PE1"
set interfaces ge-1/3/2 unit 0 family inet address 192.0.2.17/24
set interfaces ge-1/3/2 unit 0 family iso
set interfaces ge-1/3/2 unit 0 family mpls
set interfaces lo0 unit 0 family inet address 192.0.2.9/24
set routing-options router-id 192.0.2.9
set routing-options autonomous-system 100
set protocols bgp group int type internal
set protocols bgp group int local-address 192.0.2.9
set protocols bgp group int family l2vpn auto-discovery-only
set protocols bgp group int cluster 198.51.100.0
set protocols bgp group int neighbor 192.0.2.8
set protocols bgp group int neighbor 192.0.2.10
set protocols isis level 1 disable
set protocols isis interface all
set protocols isis interface fxp0.0 disable
set protocols isis interface lo0.0
set protocols ldp interface all
set protocols ldp interface fxp0.0 disable
set protocols ldp interface lo0.0

Router PE1

Step-by-Step
Procedure

To configure Router PE1:

Configure the interfaces, the interface encapsulation, and the protocol families.

[edit]

1.

user@PE1# edit interfaces
[edit interfaces]
user@PE1# set ge-0/1/0 encapsulation flexible-ethernet-services
user@PE1# set ge-0/1/0 unit 100 encapsulation vlan-vpls
user@PE1# set ge-0/1/0 unit 100 family vpls
user@PE1# set ge-0/1/0 unit 200 encapsulation vlan-vpls
user@PE1# set ge-0/1/0 unit 200 family vpls
user@PE1# set ge-0/1/1 unit 0 description "PE1 to PE2"
user@PE1# set ge-0/1/1 unit 0 family inet address 192.0.2.4/24
user@PE1# set ge-0/1/1 unit 0 family iso
user@PE1# set ge-0/1/1 unit 0 family mpls
user@PE1# set ge-0/3/0 unit 0 description "PE1 to RR"
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user@PE1# set ge-0/3/0 unit 0 family inet address 192.0.2.7/24
user@PE1# set ge-0/3/0 unit 0 family iso
user@PE1# set ge-0/3/0 unit 0 family mpls
user@PE1# set lo0 unit 0 family inet address 192.0.2.8/24

2. Configure the VLANs.

[edit interfaces]
user@PE1# set ge-0/1/0 vlan-tagging
user@PE1# set ge-0/1/0 unit 100 vlan-id 100
user@PE1# set ge-0/1/0 unit 100 input-vlan-map pop
user@PE1# set ge-0/1/0 unit 100 output-vlan-map push
user@PE1# set ge-0/1/0 unit 200 vlan-id 200
user@PE1# exit

3. Configure the protocol-independent properties.

We recommend that the router ID be the same as the local address. (See the
local-address statement in Step 4.)

[edit]
user@PE1# edit routing-options
[edit routing-options]
user@PE1# set router-id 192.0.2.8
user@PE1# set autonomous-system 100
user@PE1# exit

4. Configure IBGP, including the auto-discovery-only statement.

[edit]
user@PE1# edit protocols
[edit protocols]
user@PE1# set bgp group int type internal
user@PE1# set bgp group int local-address 192.0.2.8
user@PE1# set bgp group int family l2vpn auto-discovery-only
user@PE1# set bgp group int neighbor 192.0.2.9

5. Configure MPLS, LDP, and an IGP.

[edit protocols]
user@PE1# setmpls interface lo0.0
user@PE1# setmpls interface all
user@PE1# setmpls interface fxp0.0 disable
user@PE1# set isis level 1 disable
user@PE1# set isis interface all
user@PE1# set isis interface fxp0.0 disable
user@PE1# set isis interface lo0.0
user@PE1# set ldp interface all
user@PE1# set ldp interface fxp0.0 disable
user@PE1# set ldp interface lo0.0
user@PE1# exit

6. Configure the routing instances.
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The no-tunnel-services statement is required if you are using LSI interfaces for VPLS

instead of vt interfaces.

[edit]
user@PE1# edit routing-instances
[edit routing-instances]
user@PE1# set vpls100 instance-type vpls
user@PE1# set vpls100 interface ge-0/1/0.100
user@PE1# set vpls100 route-distinguisher 192.0.2.8:100
user@PE1# set vpls100 l2vpn-id l2vpn-id:100:100
user@PE1# set vpls100 vrf-target target:100:100
user@PE1# set vpls100 protocols vpls no-tunnel-services
user@PE1# set vpls200 instance-type vpls
user@PE1# set vpls200 interface ge-0/1/0.200
user@PE1# set vpls200 route-distinguisher 192.0.2.8:200
user@PE1# set vpls200 l2vpn-id l2vpn-id:100:200
user@PE1# set vpls200 vrf-target target:100:208
user@PE1# set vpls200 protocols vpls no-tunnel-services

7. If you are done configuring the device, commit the configuration.

[edit]
user@PE1# commit

Results From configuration mode, confirm your configuration by entering the show interfaces,

show protocols, show routing-options, and show routing-instances commands. If the

outputdoesnotdisplay the intendedconfiguration, repeat the instructions in this example

to correct the configuration.

user@PE1# show interfaces
ge-0/1/0 {
vlan-tagging;
encapsulation flexible-ethernet-services;
unit 100 {
encapsulation vlan-vpls;
vlan-id 100;
input-vlan-map pop;
output-vlan-map push;
family vpls;

}
unit 200 {
encapsulation vlan-vpls;
vlan-id 200;
family vpls;

}
}
ge-0/1/1 {
unit 0 {
description "PE1 to PE2";
family inet {
address 192.0.2.4/24;

}
family iso;

731Copyright © 2018, Juniper Networks, Inc.

Chapter 36: Configuring Multihoming



family mpls;
}

}
ge-0/3/0 {
unit 0 {
description "PE1 to RR";
family inet {
address 192.0.2.7/24;

}
family iso;
family mpls;

}
}
lo0 {
unit 0 {
family inet {
address 192.0.2.8/24;

}
}

}

user@PE1# show protocols
mpls {
interface lo0.0;
interface all;
interface fxp0 disable;

}
bgp {
group int {
type internal;
local-address 192.0.2.8;
family l2vpn {
auto-discovery-only;

}
neighbor 192.0.2.9;

}
}
isis {
level 1 disable;
interface all;
interface lo0.0;
interface fxp0 disable;

}
ldp {
interface lo0.0;
interface all;
interface fxp0 disable;

}

user@PE1# show routing-options
router-id 192.0.2.8;
autonomous-system 100;

user@PE1# show routing-instances
vpls100 {
instance-type vpls;
interface ge-0/1/0.100;
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route-distinguisher 192.0.2.8:100;
l2vpn-id l2vpn-id:100:100;
vrf-target target:100:100;
protocols {
vpls {
no-tunnel-services;

}
}

}
vpls200 {
instance-type vpls;
interface ge-0/1/0.200;
route-distinguisher 192.0.2.8:200;
l2vpn-id l2vpn-id:100:200;
vrf-target target:100:208;
protocols {
vpls {
no-tunnel-services;

}
}

}

Device CE1

Step-by-Step
Procedure

To configure Device CE1:

Configure interfaceaddressesand the interfacemaximumtransmissionunit (MTU).

[edit]

1.

user@CE1# edit interfaces
[edit interfaces]
user@CE1# set ge-1/2/1 mtu 1400
user@CE1# set ge-1/2/1 unit 100 family inet address 203.0.113.3/24
user@CE1# set ge-1/2/1 unit 200 family inet address 203.0.113.2/24

2. Configure VLANs.

[edit interfaces]
user@CE1# set ge-1/2/1 vlan-tagging
user@CE1# set ge-1/2/1 unit 100 vlan-id 100
user@CE1# set ge-1/2/1 unit 200 vlan-id 200
user@CE1# exit

3. Configure an IGP.

user@CE1# edit protocols
[edit protocols]
user@CE1# set ospf area 0.0.0.0 interface ge-1/2/1.100
user@CE1# set ospf area 0.0.0.0 interface ge-1/2/1.200
user@CE1# exit

4. If you are done configuring the device, commit the configuration.

[edit]
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user@CE1# commit

Results Fromconfigurationmode, confirm your configuration by entering the show interfacesand

show protocols commands. If the output does not display the intended configuration,

repeat the instructions in this example to correct the configuration.

user@CE1# show interfaces
ge-1/2/1 {
vlan-tagging;
mtu 1400;
unit 100 {
vlan-id 100;
family inet {
address 203.0.113.3/24;

}
}
unit 200 {
vlan-id 200;
family inet {
address 203.0.113.2/24;

}
}

}

user@CE1# show protocols
ospf {
area 0.0.0.0 {
interface ge-1/2/1.100;
interface ge-1/2/1.200;

}
}

Router PE2

Step-by-Step
Procedure

To configure Router PE2:

Configure the interfaces, the interface encapsulation, and the protocol families.

[edit]

1.

user@PE2# edit interfaces
[edit interfaces]
user@PE2# set ge-1/1/0 encapsulation flexible-ethernet-services
user@PE2# set ge-1/1/0 unit 100 encapsulation vlan-vpls
user@PE2# set ge-1/1/0 unit 100 family vpls
user@PE2# set ge-1/1/0 unit 200 encapsulation vlan-vpls
user@PE2# set ge-1/1/0 unit 200 family vpls
user@PE2# set ge-1/2/1 unit 0 description "PE2 to PE1"
user@PE2# set ge-1/2/1 unit 0 family inet address 192.0.2.14/24
user@PE2# set ge-1/2/1 unit 0 family iso
user@PE2# set ge-1/2/1 unit 0 family mpls
user@PE2# set lo0 unit 0 family inet address 192.0.2.10/24
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2. Configure the VLANs.

[edit interfaces]
user@PE2# set ge-1/1/0 vlan-tagging
user@PE2# set ge-1/1/0 unit 100 vlan-id 100
user@PE2# set ge-1/1/0 unit 100 input-vlan-map pop
user@PE2# set ge-1/1/0 unit 100 output-vlan-map push
user@PE2# set ge-1/1/0 unit 200 vlan-id 200
user@PE2# exit

3. Configure the protocols-independent properties.

We recommend that the router ID be the same as the local address. (See the

local-address statement in Step 4.)

[edit]
user@PE2# edit routing-options
[edit routing-options]
user@PE2# set router-id 192.0.2.10
user@PE2# set autonomous-system 100

4. Configure IBGP, including the auto-discovery-only statement.

[edit]
user@PE2# edit protocols
[edit protocols]
user@PE2# set bgp group int type internal
user@PE2# set bgp group int local-address 192.0.2.10
user@PE2# set bgp group int family l2vpn auto-discovery-only
user@PE2# set bgp group int neighbor 192.0.2.9

5. Configure MPLS, LDP, and an IGP.

[edit protocols]
user@PE2# setmpls interface lo0.0
user@PE2# setmpls interface all
user@PE2# setmpls interface fxp0.0 disable
user@PE2# set isis level 1 disable
user@PE2# set isis interface ge-1/2/1.0
user@PE2# set isis interface lo0.0
user@PE2# set ldp interface all
user@PE2# set ldp interface fxp0.0 disable
user@PE2# set ldp interface lo0.0
user@PE2# exit

6. Configure the routing instances.

The no-tunnel-services statement is required if you are using LSI interfaces for VPLS

instead of vt interfaces.

[edit]
user@PE2# edit routing-instances
[edit routing-instances]
user@PE2# set vpls100 instance-type vpls
user@PE2# set vpls100 interface ge-1/1/0.100
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user@PE2# set vpls100 route-distinguisher 192.0.2.10:100
user@PE2# set vpls100 l2vpn-id l2vpn-id:100:100
user@PE2# set vpls100 vrf-target target:100:100
user@PE2# set vpls100 protocols vpls no-tunnel-services
user@PE2# set vpls200 instance-type vpls
user@PE2# set vpls200 interface ge-1/1/0.200
user@PE2# set vpls200 route-distinguisher 192.0.2.10:200
user@PE2# set vpls200 l2vpn-id l2vpn-id:100:200
user@PE2# set vpls200 vrf-target target:100:208
user@PE2# set vpls200 protocols vpls no-tunnel-services

7. If you are done configuring the device, commit the configuration.

[edit]
user@PE2# commit

Results From configuration mode, confirm your configuration by entering the show interfaces,

show protocols, show routing-options, and show routing-instances commands. If the

outputdoesnotdisplay the intendedconfiguration, repeat the instructions in this example

to correct the configuration.

user@PE2# show interfaces
ge-1/1/0 {
vlan-tagging;
encapsulation flexible-ethernet-services;
unit 100 {
encapsulation vlan-vpls;
vlan-id 100;
input-vlan-map pop;
output-vlan-map push;
family vpls;

}
unit 200 {
encapsulation vlan-vpls;
vlan-id 200;
family vpls;

}
}
ge-1/2/1 {
unit 0 {
description "PE2 to PE1";
family inet {
address 192.0.2.14/24;

}
family iso;
family mpls;

}
}
lo0 {
unit 0 {
family inet {
address 192.0.2.10/24;

}
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}
}

user@PE2# show protocols
mpls {
interface lo0.0;
interface all;
interface fxp0 disable;

}
bgp {
group int {
type internal;
local-address 192.0.2.10;
family l2vpn {
auto-discovery-only;

}
neighbor 192.0.2.9;

}
}
isis {
level 1 disable;
interface ge-1/2/1.0;
interface lo0.0;

}
ldp {
interface lo0.0;
interface all;
interface fxp0 disable;

}

user@PE2# show routing-options
router-id 192.0.2.10;
autonomous-system 100;

user@PE2# show routing-instances
vpls100 {
instance-type vpls;
interface ge-1/1/0.100;
route-distinguisher 192.0.2.10:100;
l2vpn-id l2vpn-id:100:100;
vrf-target target:100:100;
protocols {
vpls {
no-tunnel-services;

}
}

}
vpls200 {
instance-type vpls;
interface ge-1/1/0.200;
route-distinguisher 192.0.2.10:200;
l2vpn-id l2vpn-id:100:200;
vrf-target target:100:208;
protocols {
vpls {
no-tunnel-services;

}
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}
}

Device CE2

Step-by-Step
Procedure

To configure Device CE2:

Configure VLAN interfaces.

[edit]

1.

user@CE2# edit interfaces ge-1/1/0
[edit interfaces ge-1/1/0]
user@CE2# set vlan-tagging
user@CE2# setmtu 1400
user@CE2# set unit 100 vlan-id 100
user@CE2# set unit 100 family inet address 203.0.113.15/24
user@CE2# set unit 200 vlan-id 200
user@CE2# set unit 200 family inet address 203.0.113.16/24
user@CE2# exit

2. Configure OSPF on the interfaces.

[edit]
user@CE2# edit protocols ospf area 0.0.0.0
[edit protocols ospf area 0.0.0.0]
user@CE2# set interface ge-1/1/0.100
user@CE2# set interface ge-1/1/0.200
user@CE2# exit

3. If you are done configuring the device, commit the configuration.

[edit]
user@CE2# commit

Results Fromconfigurationmode, confirm your configuration by entering the show interfacesand

show protocols commands. If the output does not display the intended configuration,

repeat the instructions in this example to correct the configuration.

user@CE2# show interfaces
ge-1/1/0 {
vlan-tagging;
mtu 1400;
unit 100 {
vlan-id 100;
family inet {
address 203.0.113.15/24;

}
}
unit 200 {
vlan-id 200;
family inet {
address 203.0.113.16/24;

}
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}
}

user@CE2# show protocols
ospf {
area 0.0.0.0 {
interface ge-1/1/0.100;
interface ge-1/1/0.200;

}
}

Router RR

Step-by-Step
Procedure

To configure Router RR:

Configure interface addresses and the protocol families.

[edit]

1.

user@RR# edit interfaces
[edit interfaces]
user@RR# set ge-1/3/2 unit 0 description "RR to PE1"
user@RR# set ge-1/3/2 unit 0 family inet address 192.0.2.17/24
user@RR# set ge-1/3/2 unit 0 family iso
user@RR# set ge-1/3/2 unit 0 family mpls
user@RR# set lo0 unit 0 family inet address 192.0.2.9/24
user@RR# exit

2. Configure the autonomous systems and the router ID.

[edit]
user@RR# edit routing-options
[edit routing-options]
user@RR# set autonomous-system 100
user@RR# set router-id 192.0.2.9
user@RR# exit

3. ConfigureBGPandset this router tobe the route reflector. Route reflection isoptional
for FEC 129.

[edit]
user@RR# edit protocols bgp group int
[edit protocols bgp group int]
user@RR# set type internal
user@RR# set local-address 192.0.2.9
user@RR# set family l2vpn auto-discovery-only
user@RR# set cluster 198.51.100.0
user@RR# set neighbor 192.0.2.8
user@RR# set neighbor 192.0.2.10
user@RR# exit

4. Configure IS-IS for the IGP.

[edit]
user@RR# edit protocols isis
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[edit protocols isis]
user@RR# set level 1 disable
user@RR# set interface all
user@RR# set interface fxp0.0 disable
user@RR# set interface lo0.0
user@RR# exit

5. Configure LDP for the MPLS signaling protocol.

[edit]
user@RR# edit protocols ldp
[edit protocols ldp]
user@RR# set interface all
user@RR# set interface fxp0.0 disable
user@RR# set interface lo0.0
user@RR# exit

6. If you are done configuring the device, commit the configuration.

[edit]
user@RR# commit

Results From configuration mode, confirm your configuration by entering the show interfaces,

show protocols, and show routing-options commands. If the output does not display the

intendedconfiguration, repeat the instructions in this example tocorrect theconfiguration.

user@RR# show interfaces
ge-1/3/2 {
unit 0 {
description "RR to PE1";
family inet {
address 192.0.2.17/24;

}
family iso;
family mpls;

}
}
lo0 {
unit 0 {
family inet {
address 192.0.2.9/24;;

}
}

}

user@RR# show protocols
bgp {
group int {
type internal;
local-address 192.0.2.9;
family l2vpn {
auto-discovery-only;

}
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cluster 198.51.100.0;
neighbor 192.0.2.8;
neighbor 192.0.2.10;

}
}
isis {
level 1 disable;
interface lo0.0;
interface all;
interface fxp0 disable;

}
ldp {
interface lo0.0;
interface all;
interface fxp0 disable;

}

user@RR# show routing-options
router-id 192.0.2.9;
autonomous-system 100;

Verification

To verify the operation, use the following commands:

• show route extensive

• show route advertising-protocol bgp neighbor

• show route receive-protocol bgp neighbor

• show route table bgp.l2vpn.0

• show route table vpls100.l2vpn.0

• show route table vpls200.l2vpn.0

• show vpls connections extensive

• show vplsmac-table detail

• show vpls statistics

AD in the routing table output indicates autodiscovery NLRI.

Related
Documentation

Example:ConfiguringBGPAutodiscovery for LDPVPLSwithUser-DefinedMeshGroups

on page 741

•

• Configuring Interoperability Between BGP Signaling and LDP Signaling in VPLS on

page 514

Example:ConfiguringBGPAutodiscovery forLDPVPLSwithUser-DefinedMeshGroups

Thisexampledescribeshowtoconfigureuser-definedmeshgroups forBGPautodiscovery

for LDP VPLS, as specified in forwarding equivalency class (FEC) 129. FEC 129 uses BGP

autodiscovery to convey endpoint information, so you do not need tomanually configure
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pseudowires. You configure mesh groups on the border router to group the sets of PE

routers that are automatically fully meshed and that share the same signaling protocol,

either BGP or LDP. You can configure multiple mesh groups to map each fully meshed

LDP-signaled or BGP-signaled VPLS domain to amesh group.

• Requirements on page 742

• Overview on page 742

• Configuration on page 743

• Verification on page 748

Requirements

Before you begin, configure BGP autodiscovery for LDPVPLS. See “Example: Configuring

BGP Autodiscovery for LDP VPLS” on page 724.

The hardware and software requirements for this example are the same as the

requirements for theExample: ConfiguringBGPAutodiscovery for LDPVPLS. Youwill need

to adapt the example configuration to the topology used in this example.

Overview

Configuration for ameshgroup for FEC 129 is very similiar to themesh-groupconfiguration

for FEC 128.

Note the following differences for FEC 129:

• Each user-definedmesh groupmust have a unique route distinguisher. Do not use the

route distinguisher that is defined for the default mesh group at the [edit

routing-intances] hierarchy level.

• Each user-definedmesh groupmust have its own import and export route target.

• Each user-definedmesh group can have a unique Layer 2 VPN ID. By default, all the

mesh groups that are configured for a VPLS routing instance use the same Layer 2

VPN ID as the one that you configure at the [edit routing-instances] hierarchy level.

Topology Diagram

Figure 69 on page 743 shows a topology that includes a user-definedmesh group.
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Figure 69: BGP Autodiscovery for LDP VPLSwith a User-DefinedMesh
Group

Configuration

CLI Quick
Configuration

Toquickly configureameshgroup, copy the followingcommands, removeany linebreaks,

and then paste the commands into the CLI of each device.

Device CE1 set interfaces ge-2/0/8 unit 0
set interfaces lo0 unit 0 family inet address 10.255.14.214/32
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ospf area 0.0.0.0 interface ge-2/0/8.0

Device CE3 set interfaces ge-2/0/9 unit 0
set interfaces lo0 unit 0 family inet address 10.255.14.218/32
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ospf area 0.0.0.0 interface ge-2/0/9.0

Device CE4 set interfaces ge-2/1/6 unit 0
set interfaces lo0 unit 0 family inet address 10.255.14.219/32
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ospf area 0.0.0.0 interface ge-2/1/6.0

Device R2 set interfaces ge-2/0/5 encapsulation ethernet-vpls
set interfaces ge-2/0/5 unit 0 description to_CE1
set interfaces ge-2/0/5 unit 0 family vpls
set interfaces ge-2/0/10 unit 0 description to_R3
set interfaces ge-2/0/10 unit 0 family inet address 10.10.4.2/30
set interfaces ge-2/0/10 unit 0 family mpls
set interfaces ge-2/0/11 unit 0 description to_R4
set interfaces ge-2/0/11 unit 0 family inet address 10.10.5.1/30
set interfaces ge-2/0/11 unit 0 family mpls
set interfaces lo0 unit 0 family inet address 192.0.2.2/24
set protocolsmpls interface ge-2/0/10.0
set protocolsmpls interface ge-2/0/11.0
set protocols bgp local-address 192.0.2.2
set protocols bgp group pe-pe type internal
set protocols bgp group pe-pe connect-retry-interval 1
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set protocols bgp group pe-pe family l2vpn auto-discovery-only
set protocols bgp group pe-pe family l2vpn signaling
set protocols bgp group pe-pe neighbor 192.0.2.3
set protocols bgp group pe-pe neighbor 192.0.2.4
set protocols ospf traffic-engineering
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ospf area 0.0.0.0 interface ge-2/0/10.0
set protocols ospf area 0.0.0.0 interface ge-2/0/11.0
set protocols ldp interface ge-2/0/10.0
set protocols ldp interface ge-2/0/11.0
set protocols ldp interface lo0.0
set routing-instances inst512 instance-type vpls
set routing-instances inst512 interface ge-2/0/5.0
set routing-instances inst512 route-distinguisher 100:100
set routing-instances inst512 l2vpn-id l2vpn-id:1:2
set routing-instances inst512 vrf-target target:1:1
set routing-instances inst512 protocols vplsmesh-groupmetro1 vrf-target target:2:1
set routing-instances inst512 protocols vplsmesh-groupmetro1 route-distinguisher
100:200

set routing-options autonomous-system 64510

Device R3 set interfaces ge-2/0/10 unit 0 description to_R2
set interfaces ge-2/0/10 unit 0 family inet address 10.10.4.1/30
set interfaces ge-2/0/10 unit 0 family mpls
set interfaces ge-2/1/3 encapsulation ethernet-vpls
set interfaces ge-2/1/3 unit 0 description to_CE3
set interfaces ge-2/1/3 unit 0 family vpls
set interfaces lo0 unit 0 family inet address 192.0.2.3/24
set protocolsmpls interface ge-2/0/10.0
set protocols bgp local-address 192.0.2.3
set protocols bgp group pe-pe type internal
set protocols bgp group pe-pe connect-retry-interval 1
set protocols bgp group pe-pe family l2vpn auto-discovery-only
set protocols bgp group pe-pe family l2vpn signaling
set protocols bgp group pe-pe neighbor 192.0.2.2
set protocols bgp group pe-pe neighbor 192.0.2.4
set protocols ospf traffic-engineering
set protocols ospf area 0.0.0.0 interface ge-2/0/10.0
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ldp interface ge-2/0/10.0
set protocols ldp interface lo0.0
set routing-instances inst512 instance-type vpls
set routing-instances inst512 interface ge-2/1/3.0
set routing-instances inst512 route-distinguisher 100:100
set routing-instances inst512 l2vpn-id l2vpn-id:1:2
set routing-instances inst512 vrf-target target:1:1
set routing-instances inst512 protocols vpls
set routing-options autonomous-system 64510

Device R4 set interfaces ge-2/0/10 unit 0 description to_R2
set interfaces ge-2/0/10 unit 0 family inet address 10.10.5.2/30
set interfaces ge-2/0/10 unit 0 family mpls
set interfaces ge-2/1/7 encapsulation ethernet-vpls
set interfaces ge-2/1/7 unit 0 description to_CE4
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set interfaces ge-2/1/7 unit 0 family vpls
set interfaces lo0 unit 0 family inet address 192.0.2.4/24
set protocolsmpls interface ge-2/0/10.0
set protocols bgp local-address 192.0.2.4
set protocols bgp group pe-pe type internal
set protocols bgp group pe-pe connect-retry-interval 1
set protocols bgp group pe-pe family l2vpn auto-discovery-only
set protocols bgp group pe-pe family l2vpn signaling
set protocols bgp group pe-pe neighbor 192.0.2.2
set protocols bgp group pe-pe neighbor 192.0.2.3
set protocols ospf traffic-engineering
set protocols ospf area 0.0.0.0 interface ge-2/0/10.0
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ldp interface ge-2/0/10.0
set protocols ldp interface lo0.0
set routing-instances inst512 instance-type vpls
set routing-instances inst512 interface ge-2/1/7.0
set routing-instances inst512 route-distinguisher 100:100
set routing-instances inst512 l2vpn-id l2vpn-id:1:2
set routing-instances inst512 vrf-target target:1:1
set routing-instances inst512 protocols vpls
set routing-options autonomous-system 64510

Step-by-Step
Procedure

To configure a mesh group:

Configure the interfaces.

[edit interfaces]

1.

user@R2# set ge-2/0/5 encapsulation ethernet-vpls
user@R2# set ge-2/0/5 unit 0 description to_CE1
user@R2# set ge-2/0/5 unit 0 family vpls

user@R2# set ge-2/0/10 unit 0 description to_R3
user@R2# set ge-2/0/10 unit 0 family inet address 10.10.4.2/30
user@R2# set ge-2/0/10 unit 0 family mpls

user@R2# set ge-2/0/11 unit 0 description to_R4
user@R2# set ge-2/0/11 unit 0 family inet address 10.10.5.1/30
user@R2# set ge-2/0/11 unit 0 family mpls

user@R2# set lo0 unit 0 family inet address 192.0.2.2/24

2. Configure MPLS on the interfaces.

[edit protocols mpls]
user@R2# set interface ge-2/0/10.0
user@R2# set interface ge-2/0/11.0

3. Configure BGP.

[edit protocols bgp]
user@R2# set local-address 192.0.2.2
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[edit protocols bgp group pe-pe]
user@R2# set type internal
user@R2# set connect-retry-interval 1
user@R2# set family l2vpn auto-discovery-only
user@R2# set family l2vpn signaling
user@R2# set neighbor 192.0.2.3
user@R2# set neighbor 192.0.2.4

4. Set the import and export route target for the default mesh group.

[edit protocols ospf]
user@R2# set traffic-engineering
user@R2# set area 0.0.0.0 interface lo0.0 passive
user@R2# set area 0.0.0.0 interface ge-2/0/10.0
user@R2# set area 0.0.0.0 interface ge-2/0/11.0

5. Configure LDP on the core-facing interfaces and on the loopback interface.

[edit protocols ldp]
user@R2# set interface ge-2/0/10.0
user@R2# set interface ge-2/0/11.0
user@R2# set interface lo0.0

6. Configure the VPLS routing instance.

Make sure that the route distinguisher in the mesh group is unique.

[edit routing-instances inst512]
user@R2# set instance-type vpls
user@R2# set interface ge-2/0/5.0
user@R2# set route-distinguisher 100:100
user@R2# set l2vpn-id l2vpn-id:1:2
user@R2# set vrf-target target:1:1
user@R2# set protocols vplsmesh-groupmetro1 vrf-target target:2:1
user@R2# set protocols vplsmesh-groupmetro1 route-distinguisher 100:200

7. Configure the autonomous system (AS) number.

[edit routing-options]
user@R2# set autonomous-system 64510

8. If you are done configuring the device, commit the configuration.

[edit]
user@R2# commit

Results From configuration mode, confirm your configuration by entering the show

routing-instances command. If the output does not display the intended configuration,

repeat the instructions in this example to correct the configuration.

user@R2# show interfaces
ge-2/0/5 {
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encapsulation ethernet-vpls;
unit 0 {
description PE1_to_CE1;
family vpls;

}
}
ge-2/0/10 {
unit 0{
description to_R3;
family inet {
address 10.10.4.2/30;

}
family mpls;

}
}
ge-2/0/11 {
unit 0 {
description to_R4;
family inet {
address 10.10.5.1/30;

}
family mpls;

}
}
lo0 {
unit 0{
family inet {
address 192.0.2.2/24;

}
}

}

user@R2# show protocols
mpls {
interface ge-2/0/10.0;
interface ge-2/0/11.0;

}
bgp {
local-address 192.0.2.2;
group pe-pe {
type internal;
connect-retry-interval 1;
family l2vpn {
auto-discovery-only;
signaling;

}
neighbor 192.0.2.3;
neighbor 192.0.2.4;

}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface lo0.0 {
passive;

}

747Copyright © 2018, Juniper Networks, Inc.

Chapter 36: Configuring Multihoming



interface ge-2/0/10.0;
interface ge-2/0/11.0;

}
}
ldp {
interface ge-2/0/10.0;
interface ge-2/0/11.0;
interface lo0.0;

}

user@R2# show routing-instances
inst512 {
instance-type vpls;
interface ge-2/0/5.0;
route-distinguisher 100:100;
l2vpn-id l2vpn-id:1:2;
vrf-target target:1:1;
protocols {
vpls {
mesh-groupmetro1 {
vrf-target target:2:1;
route-distinguisher 100:200;

}
}

}
}

user@R2# show routing-options
autonomous-system 64510;

Verification

Confirm that the configuration is working properly.

• Verifying the Routes on page 748

• Checking Connectivity on page 750

• Checking the VPLS Connections on page 751

• Display Learned VPLSMAC Address Information on page 751

Verifying the Routes

Purpose Verify that the expected routes are learned.

Action From operational mode, enter the show route command.

user@R2> show route
inet.0: 9 destinations, 9 routes (9 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

192.0.2.2/24         *[Direct/0] 4d 02:42:47
                    > via lo0.0
192.0.2.3/24         *[OSPF/10] 4d 02:41:56, metric 1
                    > to 10.10.4.1 via ge-2/0/10.0
192.0.2.4/24         *[OSPF/10] 4d 02:42:01, metric 1
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                    > to 10.10.5.2 via ge-2/0/11.0
10.10.3.2/24       *[Local/0] 4d 02:42:47
                      Reject
10.10.4.0/30       *[Direct/0] 4d 02:42:46
                    > via ge-2/0/10.0
10.10.4.2/32       *[Local/0] 4d 02:42:47
                      Local via ge-2/0/10.0
10.10.5.0/30       *[Direct/0] 4d 02:42:46
                    > via ge-2/0/11.0
10.10.5.1/32       *[Local/0] 4d 02:42:47
                      Local via ge-2/0/11.0
203.0.113.0/24       *[OSPF/10] 4d 02:42:49, metric 1
                      MultiRecv

inet.3: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

192.0.2.3/24         *[LDP/9] 4d 02:01:06, metric 1
                    > to 10.10.4.1 via ge-2/0/10.0
192.0.2.4/24         *[LDP/9] 4d 02:01:06, metric 1
                    > to 10.10.5.2 via ge-2/0/11.0

mpls.0: 12 destinations, 12 routes (12 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

0                  *[MPLS/0] 4d 02:42:49, metric 1
                      Receive
1                  *[MPLS/0] 4d 02:42:49, metric 1
                      Receive
2                  *[MPLS/0] 4d 02:42:49, metric 1
                      Receive
13                 *[MPLS/0] 4d 02:42:49, metric 1
                      Receive
299776             *[LDP/9] 4d 02:01:06, metric 1
                    > to 10.10.5.2 via ge-2/0/11.0, Pop      
299776(S=0)        *[LDP/9] 4d 02:01:06, metric 1
                    > to 10.10.5.2 via ge-2/0/11.0, Pop      
299792             *[LDP/9] 4d 02:01:06, metric 1
                    > to 10.10.4.1 via ge-2/0/10.0, Pop      
299792(S=0)        *[LDP/9] 4d 02:01:06, metric 1
                    > to 10.10.4.1 via ge-2/0/10.0, Pop      
800000             *[VPLS/7] 4d 02:01:05
                    > via vt-2/0/10.185597952, Pop      
800001             *[VPLS/7] 4d 02:01:05
                    > via vt-2/0/10.185597953, Pop      
vt-2/0/10.185597953*[VPLS/7] 4d 02:01:05, metric2 1
                    > to 10.10.5.2 via ge-2/0/11.0, Push 800001
vt-2/0/10.185597952*[VPLS/7] 4d 02:01:05, metric2 1
                    > to 10.10.4.1 via ge-2/0/10.0, Push 800001

bgp.l2vpn.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

100:100:192.0.2.3/96 AD
                   *[BGP/170] 4d 02:32:41, localpref 100, from 192.0.2.3
                      AS path: I, validation-state: unverified
                    > to 10.10.4.1 via ge-2/0/10.0
100:100:192.0.2.4/96 AD
                   *[BGP/170] 4d 02:32:41, localpref 100, from 192.0.2.4
                      AS path: I, validation-state: unverified
                    > to 10.10.5.2 via ge-2/0/11.0
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inst512.l2vpn.0: 8 destinations, 8 routes (8 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

100:100:192.0.2.2/96 AD
                   *[VPLS/170] 4d 02:01:05, metric2 1
                      Indirect
100:100:192.0.2.3/96 AD
                   *[BGP/170] 4d 02:32:41, localpref 100, from 192.0.2.3
                      AS path: I, validation-state: unverified
                    > to 10.10.4.1 via ge-2/0/10.0
100:100:192.0.2.4/96 AD
                   *[BGP/170] 4d 02:32:41, localpref 100, from 192.0.2.4
                      AS path: I, validation-state: unverified
                    > to 10.10.5.2 via ge-2/0/11.0
100:200:192.0.2.2/96 AD
                   *[VPLS/170] 4d 02:01:05, metric2 1
                      Indirect
192.0.2.3:NoCtrlWord:5:1:2:192.0.2.2:192.0.2.3/176               
                   *[VPLS/7] 4d 02:01:05, metric2 1
                    > to 10.10.4.1 via ge-2/0/10.0
192.0.2.3:NoCtrlWord:5:1:2:192.0.2.3:192.0.2.2/176               
                   *[LDP/9] 4d 02:01:05
                      Discard
192.0.2.4:NoCtrlWord:5:1:2:192.0.2.2:192.0.2.4/176               
                   *[VPLS/7] 4d 02:01:05, metric2 1
                    > to 10.10.5.2 via ge-2/0/11.0
192.0.2.4:NoCtrlWord:5:1:2:192.0.2.4:192.0.2.2/176               
                   *[LDP/9] 4d 02:01:05
                      Discard

ldp.l2vpn.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

192.0.2.3:NoCtrlWord:5:1:2:192.0.2.3:192.0.2.2/176               
                   *[LDP/9] 4d 02:01:05
                      Discard
192.0.2.4:NoCtrlWord:5:1:2:192.0.2.4:192.0.2.2/176               
                   *[LDP/9] 4d 02:01:05
                      Discard

Meaning The output shows all the learned routes, including the autodiscovered (AD) routes.

Checking Connectivity

Purpose Verify that Device CE1 can ping Device CE3 and Device CE4.
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Action user@CE1> ping 10.255.14.218
PING 10.255.14.218 (10.255.14.218): 56 data bytes
64 bytes from 10.255.14.218: icmp_seq=0 ttl=64 time=0.787 ms
64 bytes from 10.255.14.218: icmp_seq=1 ttl=64 time=0.651 ms
^C
--- 10.255.14.218 ping statistics ---
2 packets transmitted, 2 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.651/0.719/0.787/0.068 ms

user@CE1> ping 10.255.14.219
PING 10.255.14.219 (10.255.14.219): 56 data bytes
64 bytes from 10.255.14.219: icmp_seq=0 ttl=64 time=1.054 ms
64 bytes from 10.255.14.219: icmp_seq=1 ttl=64 time=0.669 ms
^C
--- 10.255.14.219 ping statistics ---
2 packets transmitted, 2 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.669/0.862/1.054/0.193 ms

Meaning The output shows that VPLS is operational.

Checking the VPLS Connections

Purpose Make sure that all of the FEC 129 VPLS connections come up correctly.

Action user@R2> show vpls connections
Instance: inst512
  L2vpn-id: 1:2
  Local-id: 192.0.2.2
  Mesh-group connections: __ves__
    Remote-id                 Type  St     Time last up          # Up trans
    192.0.2.4                   rmt   Up     Oct 26 15:11:56 2012           1
      Remote PE: 192.0.2.4, Negotiated control-word: No
      Incoming label: 800001, Outgoing label: 800001
      Local interface: vt-2/0/10.185597953, Status: Up, Encapsulation: ETHERNET
        Description: Intf - vpls inst512 local-id 192.0.2.2 remote-id 192.0.2.4 
neighbor 192.0.2.4
    192.0.2.3                   rmt   Up     Oct 26 15:11:56 2012           1
      Remote PE: 192.0.2.3, Negotiated control-word: No
      Incoming label: 800000, Outgoing label: 800001
      Local interface: vt-2/0/10.185597952, Status: Up, Encapsulation: ETHERNET
        Description: Intf - vpls inst512 local-id 192.0.2.2 remote-id 192.0.2.3 
neighbor 192.0.2.3

Meaning As expected, the connections are up.

Display Learned VPLSMACAddress Information

Purpose Verify that all CE devices’ MAC addresses are learned and installed.
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Action user@R2> show vplsmac-table

MAC flags (S -static MAC, D -dynamic MAC, L -locally learned, C -Control MAC
           SE -Statistics enabled, NM -Non configured MAC, R -Remote PE MAC)

Logical system   : R2
Routing instance : inst512
 Bridging domain : __inst512__, VLAN : NA
   MAC                 MAC      Logical          NH     RTR
   address             flags    interface        Index  ID
   00:21:59:0f:35:32   D        ge-2/0/5.0      
   00:21:59:0f:35:33   D        vt-2/0/10.185597952
   00:21:59:0f:35:d5   D        vt-2/0/10.185597953

Related
Documentation

Example: Configuring BGP Autodiscovery for LDP VPLS on page 724•

• Configuring Interoperability Between BGP Signaling and LDP Signaling in VPLS on

page 514

VPLSMultihoming Reactions to Network Failures

VPLSmultihoming is designed to protect customer sites from a loss of network

connectivity in the event of the following types of network failures:

• Link failure between the CE device and the PE router—BGP on the PE router is notified

when the link goes down. BGP sets the circuit status vector bit in theMP_REACH_NLRI

to indicate that the circuit is down.

If all of the VPLS local attachment circuits are down, then BGPmodifies the down bit

in theVPLSadvertisementLayer2-Extended-Community to indicate that thecustomer

site is down. When the bit is modified, BGP advertises the route to all of the remote

PE routers to notify them that the circuit (and site) is down. Each of the remote PE

routers run the BGP and VPLS path selection procedures again and reroute the VPLS

pseudowires as needed.

• MPLS connectivity failure to the remote PE router—On themultihomedPE router, BGP

discovers that MPLS cannot connect to the BGP next hop in the service provider’s

network. BGPmodifies the circuit status vector bit in the MP_REACH_NLRI to indicate

that the LSP is down. Once the bit is modified, BGP readvertises the route to all of the

remote PE routers to notify them that connectivity from the local site to the remote

site is down.

The remote PE routers each run the BGP and VPLS path selection procedures again.

With the LSP to the original multihomed PE router down, the remote PE routers

designate the backupmultihomed PE router as the VE device for the multihomed

customer site. The pseudowires to and from the remote PE routers are then rerouted

to the backupmultihomed PE router.

• PE router failure—When either the multihomed PE router or the BGP process running

on it fails, the remote PE routers detect the expiration of the holdtimer, bring down

their peering sessions, and delete the Layer 2 advertisements from that multihomed
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PErouter.The remotePE routerseach run theBGPandVPLSpathselectionprocedures

again and reroute their pseudowires to the backupmultihomed PE router.

Alternatively, the remote PE routers could discover that the BGP next hop, represented

by the failedmultihomedPE router, is unreachable. For this case, the remotePE routers

mark the Layer 2 routes advertised by the multihomed PE router as unreachable. The

remote PE routers each run the BGP and VPLS path selection procedures again and

reroute their pseudowires to the backupmultihomed PE router.

The remote PE routers behave in the samemanner if you reconfigure the local

preference attribute of the primary multihomed PE router (effectively performing an

administrative failover to the backupmultihomed PE router). On the primary

multihomed PE router, BGP advertises a Layer 2 update with the new local preference

attribute to all of the remote PE routers. The remote PE routers each run the BGP and

VPLS path selection procedures again and reroute their pseudowires to the backup

multihomed PE router.

NOTE: In theVPLSdocumentation, theword router in termssuchasPE router
is used to refer to any device that provides routing functions.

Configuring VPLSMultihoming (FEC 128)

VPLSmultihomingallowsyou toconnectacustomer site tomultiplePE routers toprovide

redundant connectivity while preventing the formation of Layer 2 loops in the service

provider’s network.AVPLSsitemultihomed to twoormorePE routersprovides redundant

connectivity in the event of a PE router-to-CE device link failure or the failure of a PE

router. Formore informationaboutVPLSmultihoming, see “VPLSMultihomingOverview”

on page 703.

NOTE: If you want to enablemultihoming for a VPLS routing instance, you
cannot also enable LDP signaling. You can only enable BGP signaling.

NOTE: In theVPLSdocumentation, theword router in termssuchasPE router
is used to refer to any device that provides routing functions.

The following sections describe how to configure VPLSmultihoming. Some information

isalsoprovidedonsingle-homedsiteconfigurationversusmultihomedsiteconfiguration.

• VPLSMultihomed Site Configuration on page 754

• VPLS Single-Homed Site Configuration on page 756
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VPLSMultihomed Site Configuration

The following describes the requirements for a VPLSmultihomed site configuration:

• Assign the same site ID on all PE routers connected to the same CE devices.

When two PE routers use the same site ID, VPLS assumesmultihoming behavior by

default. The site preference value is used to signal the primary and backup PE router.

In such cases, whenmultihoming is explicitly configured using themulti-homing

statement , it is only used for tracking the BGP peer status, such as to prevent isolation

of the PE router from the core or split brain. There are scenarios, however that require

preventing of BGP peer tracking, such as in a two-PE-router topology. In such cases,

multihoming should not be explicitly configured as it can break node redundancy.

When identical site IDs are used without configuring multihoming, a collision log

message is generated at each signaling: RPD_L2VPN_SITE_COLLISION: Same site ID 2

configured on remote PE (RD 8.8.8.1:1013:) and local PE in VPN 1013 (non-multihomed

site 2). This is expected behavior.

• Assign unique route distinguishers for eachmultihomed PE router.

• Reference all interfaces assigned to themultihomedVPLS site on each PE router. Only

one of these interfaces is used to send and receive traffic for this site at a time.

• Either designate a primary interface or allow the router to select the interface to be

used as the primary interface.

If the router selects the interface, the interface used to connect the PE router to the

site depends on the order inwhich interfaces are listed in the PE router’s configuration.

The first operational interface in the set of configured interfaces is chosen to be the

designated interface. If this interface fails, the next interface in the list is selected to

send and receive traffic for the site.

The following configuration shows the statements you need to configure to enable VPLS

multihoming:

[edit routing-instances routing-instance-name]
instance-type vpls;
interface interface-name;
interface interface-name;
protocols vpls {
site site-name {
active-interface {
any;
primary interface-name;

}
interface interface-name;
interface interface-name;
multi-homing;
site-identifier number;

}
}
route-distinguisher (as-number:id | ip-address:id);
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NOTE: If youaddadirectconnectionbetweenCEdevicesthataremultihomed
to the same VPLS site on different PE routers, the traffic can loop and a loss
of connectivity might occur. We do not recommend this topology.

Most of these statements are explained in more detail in the rest of this chapter. The

following sections explain how to configure the statements that are specific to VPLS

multihoming:

• Specifying an Interface as the Active Interface on page 755

• Configuring Multihoming on the PE Router on page 755

Specifying an Interface as the Active Interface

Youneed to specify oneof the interfaces for themultihomedsite as theprimary interface.

If there are multiple interfaces, the remaining interfaces are activated only when the

primary interface goes down. If no active interfaces are configured at the site level, all

traffic for a VPLS site travels through a single, non-multihomed PE router.

Youmust configure one of the following options for the active-interface statement:

• any—One configured interface is randomly designated as the active interface for the

VPLS site.

• primary—Specify the name of the multihomed interface to be used as the primary

interface by the VPLS site.

To specify amultihomed interface as the primary interface for the VPLS site, include the

active-interface statement:

active-interface {
any;
primary interface-name;

}

You can include this statement at the following hierarchy levels:

• [edit routing-instances routing-instance-name protocols vpls site site-name]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols vpls site site-name]

ConfiguringMultihoming on the PE Router

When a CE device is connected to the same VPLS site onmore than one PE router,

including themulti-homing statement on all associated PE routers results in tracking of

BGP peers. If no BGP peer is available, VPLS deactivates all active interfaces for a site.

When two PE routers use the same site ID, VPLS assumesmultihoming behavior by

default. The site preference value is used to signal the primary and backup PE router. In

such cases, whenmultihoming is explicitly configured using themulti-homing statement

, it is only used for tracking the BGP peer status, such as to prevent isolation of the PE

router from the core or split brain.
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NOTE: When identical site IDs are used without configuringmultihoming, a
collision logmessage is generated at each signaling:
RPD_L2VPN_SITE_COLLISION: Same site ID 2 configured on remote PE (RD

8.8.8.1:1013:)and localPE inVPN1013(non-multihomedsite2). This is expected

behavior.

VPLS Single-Homed Site Configuration

All VPLS single-homed sites are connected to the same default VE device. All interfaces

in a VPLS routing instance that are not configured as part of a multihomed site are

assumed to be single-homed to the default VE device.

Related
Documentation

VPLSMultihoming Overview on page 703•

• Example: VPLSMultihoming, Improved Convergence Time on page 756

• active-interface on page 1123

• multi-homing on page 1219

Example: VPLSMultihoming, Improved Convergence Time

This example shows how to configure a virtual private LAN service (VPLS) employing

multihoming to a customer site. This particular VPLSmultihoming example shows how

to configure a feature that improves the network convergence time in the event a

multihomed site needs to switch traffic to its alternate PE router.

• Requirements on page 756

• Overview on page 757

• Configuration on page 758

Requirements

This example uses the following hardware and software components:

• Three M Series, MX Series, or T Series routers

• Junos OS Release 12.2 or later

If you are using M Series or T Series routers, the PE routers must have either virtual

loopback tunnel (vt) interfaces or label-switched interfaces (LSIs). On M Series and T

Series routers, VPLS uses tunnel-based PICs to create virtual ports on vt interfaces. If

you do not have a tunnel-based PIC installed on your M Series or T Series router, you can

still configure VPLS by using LSIs to support the virtual ports. Use of LSIs requires

Ethernet-based PICs installed in an Enhanced Flexible PIC Concentrator (FPC).

You do not need to use routers for the CE devices. For example, the CE devices can be

EX Series Ethernet Switches.

Copyright © 2018, Juniper Networks, Inc.756

Layer 2 VPNs and VPLS Feature Guide for Routing Devices



Overview

All PE routers in a VPLS network operate like a large, distributed Ethernet switch to

provide Layer 2 services to attached devices. This example illustrates a network of PE

routers and CE devices configured to use VPLSmultihoming.. The topology consists of

six routers: four PE routers and two CE devices. Device CE1 is multihomed to Routers PE1

and PE2. The PE routers are configured with the best-site andmac-flush statements to

improve the convergence time in the event the connection between Device CE1 and one

of its multihomed PE routers fails.

This example includes the following settings:

• best-site—Uses the B-bit of the control flags bit vector (the third bit counting from the

most significant bit) within the Layer 2 information extended community to indicate

that the site is preferred. EachVPLSsite configuredwith thebest-site statement signals

to the other PE routers that it is the preferred site. The Layer 2 information extended

community includes the following information:

• Extended community type (2 octets)

• Encapsulation type (1 octet)

• Control flags (1 octet)

• Layer 2 MTU (2 octets)

• Reserved (2 octets)

WhenaneighboringPE routerwithin theVPLS routing instance receives the label block

advertisement, it knows that the corresponding PE router is themost preferable router

of those remote PE routers multihomed to that site. If a neighboring PE router does

not support the best site feature, the standard local site selection process is used. For

example, if Router PE1 does not receive a B-bit from any of the label blocks

advertisements received fromRouter PE3, Router PE1 proceeds to assume that Router

PE3 does not support the best site feature. It creates a virtual circuit based on its

minimum-designatedsite. For theotherPE routers thatdosupport thebest site feature,

Router PE1 builds virtual circuits using the locally tagged best site.

• mac-flush—Enablesmediaaccess control (MAC) flushprocessing for theVPLS routing

instance or for the mesh group under a VPLS routing instance. MAC flush processing

removes MAC addresses from the MAC address database that have been learned

dynamically. With the dynamically learned MAC addresses removed, MAC address

convergence requires less time to complete.

Topology

Figure 70 on page 758 shows the topology used in this example. Router PE2 is configured

with the best-site statement and acts as the preferred gateway for traffic from Device

CE1.
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Figure 70: VPLSMultihoming Topology with Router PE2 Configured as
the Best Site
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Router PE1:

set interfaces fe-0/1/0 encapsulation ethernet-vpls
set interfaces fe-0/1/0 unit 0 family vpls
set interfaces fe-0/1/2 unit 0 family inet address 10.0.59.14/32
set interfaces fe-0/1/2 unit 0 family iso
set interfaces fe-0/1/2 unit 0 family mpls
set interfaces fe-0/1/3 unit 0 family inet address 10.0.89.14/30
set interfaces fe-0/1/3 unit 0 family iso set interfaces fe-0/1/3 unit 0 family mpls
set interfaces lo0 unit 0 family inet address 192.168.9.1/32
set interfaces lo0 unit 0 family iso address 47.0005.8083.0000.1921.6800.5003.00
set routing-options router-id 192.168.9.1
set protocolsmpls interface all
set protocols bgp group int type internal
set protocols bgp group int local-address 192.0.2.1
set protocols bgp group int family l2vpn signaling
set protocols isis level 1 disable
set protocols isis interface fe-0/1/2.0
set protocols isis interface fe-0/1/3.0
set protocols isis interface lo0.0
set protocols ldp interface all
set protocols ldp interface fxp0.0 disable
set protocols ldp interface lo0.0
set routing-instances vpls_1 instance-type vpls
set routing-instances vpls_1 interface fe-0/1/0.0
set routing-instances vpls_1 route-distinguisher 10.255.107.74:1
set routing-instances vpls_1 vrf-target target:65056:1
set routing-instances vpls_1 protocols vpls no-tunnel-services
set routing-instances vpls_1 protocols vpls site site_3 site-identifier 3
set routing-instances vpls_1 protocols vpls site site_3multi-homing
set routing-instances vpls_1 protocols vpls site site_3 site-preference primary
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set routing-instances vpls_1 protocols vpls site site_3 interface fe-0/1/0.0
set routing-instances vpls_1 protocols vpls site site_994 site-identifier 994
set routing-instances vpls_1 protocols vplsmac-flush

Router PE2:

set interfaces fe-0/1/1 encapsulation ethernet-vpls
set interfaces fe-0/1/1 unit 0 family vpls
set interfaces fe-0/1/2 unit 0 family inet address 10.0.59.13/32
set interfaces fe-0/1/2 unit 0 family iso
set interfaces fe-0/1/2 unit 0 family mpls
set interfaces lo0 unit 0 family inet address 192.168.5.1/32
set interfaces lo0 unit 0 family iso address 47.0005.8083.0000.1921.6800.5005.00
set routing-options router-id 192.168.5.1
set protocolsmpls interface all
set protocols isis level 1 disable
set protocols isis interface fe-0/1/2.0
set protocols isis interface lo0.0
set protocols ldp interface all
set protocols ldp interface fxp0.0 disable
set protocols ldp interface lo0.0
set routing-instances vpls_1 instance-type vpls
set routing-instances vpls_1 interface fe-0/1/1.0
set routing-instances vpls_1 route-distinguisher 10.255.107.76:1
set routing-instances vpls_1 vrf-target target:65056:1
set routing-instances vpls_1 protocols vpls no-tunnel-services
set routing-instances vpls_1 protocols vpls site site_3 site-identifier 3
set routing-instances vpls_1 protocols vpls site site_3multi-homing
set routing-instances vpls_1 protocols vpls site site_3 site-preference backup
set routing-instances vpls_1 protocols vpls site site_3 interface fe-0/1/1.0
set routing-instances vpls_1 protocols vpls site site_995 site-identifier 995
set routing-instances vpls_1 protocols vpls site site_995 best-site
set routing-instances vpls_1 protocols vplsmac-flush

Router PE3:

set interfaces fe-1/3/0 unit 0 description "PE3 to PE1"
set interfaces fe-1/3/0 unit 0 family inet address 10.0.89.13/30
set interfaces fe-1/3/0 unit 0 family iso
set interfaces fe-1/3/0 unit 0 family mpls
set interfaces fe-1/3/1 encapsulation ethernet-vpls
set interfaces fe-1/3/1 unit 0 family vpls
set interfaces lo0 unit 0 family inet address 192.168.8.1/32
set interfaces lo0 unit 0 family iso address 47.0005.8083.0000.1921.6800.5002.00
set routing-options router-id 192.168.8.1
set protocols isis level 1 disable
set protocols isis interface fe-1/3/0.0
set protocols isis interface lo0.0
set protocols ldp interface all
set protocols ldp interface fxp0.0 disable
set protocols ldp interface lo0.0
set protocolsmpls interface all
set routing-instances vpls_1 instance-type vpls
set routing-instances vpls_1 interface fe-1/3/1.0
set routing-instances vpls_1 route-distinguisher 10.255.107.72:1
set routing-instances vpls_1 vrf-target target:65056:1
set routing-instances vpls_1 protocols vpls no-tunnel-services
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set routing-instances vpls_1 protocols vpls site site_2 site-identifier 2
set routing-instances vpls_1 protocols vpls site site_2 interface fe-0/1/0.100
set routing-instances vpls_1 protocols vpls site site_993 site-identifier 993
set routing-instances vpls_1 protocols vplsmac-flush

Router PE1

Step-by-Step
Procedure

To configure Router PE1:

Configure the interfaces, interface encapsulation, and the protocol families.1.

[edit interfaces]
user@PE1# set fe-0/1/0 encapsulation ethernet-vpls
user@PE1# set fe-0/1/0 unit 0 family vpls
user@PE1# set fe-0/1/2 unit 0 family inet address 10.0.59.14/32
user@PE1# set fe-0/1/2 unit 0 family iso
user@PE1# set fe-0/1/2 unit 0 family mpls
user@PE1# set fe-0/1/3 unit 0 family inet address 10.0.89.14/30
user@PE1# set fe-0/1/3 unit 0 family iso set interfaces fe-0/1/3 unit 0 family mpls
user@PE1# set lo0 unit 0 family inet address 192.168.9.1/32
user@PE1# set lo0 unit 0 family iso address
47.0005.8083.0000.1921.6800.5003.00

2. Configure the protocol-independent properties.

[edit routing-options]
user@PE1# set router-id 192.168.9.1

3. Configure MPLS on the router’s interfaces.

[edit protocols mpls]
user@PE1# set interface all

4. Configure BGP.

[edit protocols bgp]
user@PE1# set group int type internal
user@PE1# set group int local-address 192.0.2.1
user@PE1# set group int family l2vpn signaling

5. Configure IS-IS as the IGP between the PE routers.

[edit protocols isis]
user@PE1# set level 1 disable
user@PE1# set interface fe-0/1/3.0
user@PE1# set interface lo0.0

6. Configure LDP as the signaling protocol for MPLS.

[edit protocols ldp]
user@PE1# set interface all
user@PE1# set interface fxp0.0 disable
user@PE1# set interface lo0.0
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7. Configure the VPLS routing instance.

Include themac-flush statement to ensure that stale routes are removed from

Router PE1 promptly.

[edit routing-instances vpls_1]
user@PE1# set instance-type vpls
user@PE1# set interface fe-0/1/0.0
user@PE1# set route-distinguisher 10.255.107.74:1
user@PE1# set vrf-target target:65056:1
user@PE1# set protocols vpls no-tunnel-services
user@PE1# set protocols vpls site site_3 site-identifier 3
user@PE1# set protocols vpls site site_3multi-homing
user@PE1# set protocols vpls site site_3 site-preference primary
user@PE1# set protocols vpls site site_3 interface fe-0/1/0.0
user@PE1# set protocols vpls site site_994 site-identifier 994
user@PE1# set protocols vplsmac-flush

Results From configuration mode, confirm your configuration by entering the show interfaces,

show protocols, show routing-instances, and show routing-options commands. If the

outputdoesnotdisplay the intendedconfiguration, repeat the instructions in this example

to correct the configuration.

user@PE1# show interfaces
fe-0/1/0 {
encapsulation ethernet-vpls;
unit 0 {
family vpls;

}
}
fe-0/1/2 {
unit 0 {
family inet {
address 10.0.59.14/32;

}
family iso;
family mpls;

}
}

fe-0/1/3 {
unit 0 {
family inet {
address 10.0.89.14/30;

}
family iso;
family mpls;

}
}
lo0 {
unit 0 {
family inet {
address 192.168.9.1/32;

}
family iso {
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address 47.0005.8083.0000.1921.6800.5003.00;
}

}
}

user@PE1# show protocols
mpls {
interface all;

}
bgp {
group int {
type internal;
local-address 192.0.2.1;
family l2vpn {
signaling;

}
}

}
isis {
level 1 disable;
interface fe-0/1/2.0;
interface fe-0/1/3.0;
interface lo0.0;

}
ldp {
interface all;
interface fxp0.0 {
disable;

}
interface lo0.0;

}

user@PE1# show routing-instances
vpls_1 {
instance-type vpls;
interface fe-0/1/0.0;
route-distinguisher 10.255.107.74:1;
vrf-target target:65056:1;
protocols {
vpls {
no-tunnel-services;
site site_3 {
site-identifier 3;
multi-homing;
site-preference primary;
interface fe-0/1/0.0;

}
site site_994 {
site-identifier 994;

}
mac-flush;

}
}

}

user@PE1# show routing-options
router-id 192.168.9.1;
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Router PE2

Step-by-Step
Procedure

To configure Router PE2:

Configure the interfaces, interface encapsulation, and the protocol families.1.

[edit interfaces]
user@PE2# set fe-0/1/1 encapsulation ethernet-vpls
user@PE2# set fe-0/1/1 unit 0 family vpls
user@PE2# set fe-0/1/2 unit 0 family inet address 10.0.59.13/32
user@PE2# set fe-0/1/2 unit 0 family iso
user@PE2# set fe-0/1/2 unit 0 family mpls
user@PE2# set lo0 unit 0 family inet address 192.168.5.1/32
user@PE2# set lo0 unit 0 family iso address
47.0005.8083.0000.1921.6800.5005.00

2. Configure the protocol-independent properties.

[edit routing-options]
user@PE2# set router-id 192.168.5.1

3. Configure MPLS on the Router PE2 interfaces.

[edit protocols]
user@PE2# setmpls interface all

4. Configure the LDP as the signaling protocol for MPLS on the PE router facing

interface.

[edit protocols ldp]
user@PE2# set interface all
user@PE2# set interface fxp0.0 disable
user@PE2# set interface lo0.0

5. Configure IS-IS as the IGP between the PE routers.

[edit protocols isis]
user@PE2# set level 1 disable
user@PE2# set interface fe-0/1/2.0
user@PE2# set interface lo0.0

6. Configure the VPLS routing instance vpls_1.

Include the best-site statement to ensure that Router PE2 acts as the preferred

path for the CE router. Include themac-flush statement to ensure that stale routes

are removed from Router PE2 promptly.

[edit routing-instances vpls_1]
user@PE2# set instance-type vpls
user@PE2# set interface fe-0/1/1.0
user@PE2# set route-distinguisher 10.255.107.76:1
user@PE2# set vrf-target target:65056:1
user@PE2# set protocols vpls no-tunnel-services
user@PE2# set protocols vpls site site_3 site-identifier 3
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user@PE2# set protocols vpls site site_3multi-homing
user@PE2# set protocols vpls site site_3 site-preference backup
user@PE2# set protocols vpls site site_3 interface fe-0/1/1.0
user@PE2# set protocols vpls site site_995 site-identifier 995
user@PE2# set protocols vpls site site_995 best-site
user@PE2# set protocols vplsmac-flush

Results From configuration mode, confirm your configuration by entering the show interfaces,

show protocols, show routing-instances, and show routing-options commands. If the

outputdoesnotdisplay the intendedconfiguration, repeat the instructions in this example

to correct the configuration.

user@PE2# show interfaces
fe-0/1/1 {
encapsulation ethernet-vpls;
unit 0 {
family vpls;

}
}
fe-0/1/2 {
unit 0 {
family inet {
address 10.0.59.13/32;

}
family iso;
family mpls;

}
}
lo0 {
unit 0 {
family inet {
address 192.168.5.1/32;

}
family iso {
address 47.0005.8083.0000.1921.6800.5005.00;

}
}

}

user@PE2# show protocols
mpls {
interface all;

}
isis {
level 1 disable;
interface fe-0/1/2.0;
interface lo0.0;

}
ldp {
interface all;
interface fxp0.0 {
disable;

}
interface lo0.0;
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}

user@PE2# show routing-instances
vpls_1 {
instance-type vpls;
interface fe-0/1/1.0;
route-distinguisher 10.255.107.76:1;
vrf-target target:65056:1;
protocols {
vpls {
no-tunnel-services;
site site_3 {
site-identifier 3;
multi-homing;
site-preference backup;
interface fe-0/1/1.0;

}
site site_995 {
site-identifier 995;
best-site;

}
mac-flush;

}
}

}

user@pe2# show routing-options
router-id 192.168.5.1;

Router PE3

Step-by-Step
Procedure

To configure Router PE3:

Configure the interfaces, interface encapsulation, and the protocol families.1.

[edit interfaces]
user@PE3# set fe-1/3/0 unit 0 description "PE3 to PE1"
user@PE3# set fe-1/3/0 unit 0 family inet address 10.0.89.13/30
user@PE3# set fe-1/3/0 unit 0 family iso
user@PE3# set fe-1/3/0 unit 0 family mpls
user@PE3# set fe-1/3/1 encapsulation ethernet-vpls
user@PE3# set fe-1/3/1 unit 0 family vpls
user@PE3# set lo0 unit 0 family inet address 192.168.8.1/32
user@PE3# set lo0 unit 0 family iso address
47.0005.8083.0000.1921.6800.5002.00

2. Configure the protocol-independent properties.

[edit routing-options]
user@PE3# set router-id 192.168.8.1

3. Configure IS-IS as the IGP between the PE routers.

[edit protocols isis]
user@PE3# set level 1 disable
user@PE3# set interface fe-0/1/3.0
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user@PE3# set interface lo0.0

4. Configure LDP as the signaling protocol for MPLS.

[edit protocols ldp]
user@PE3# set interface all
user@PE3# set interface fxp0.0 disable
user@PE3# set interface lo0.0

5. Configure the VPLS routing instance.

Include themac-flush statement here to ensure that stale routes are removed from

Router PE1 promptly.

[edit routing-instances vpls_1]
user@PE3# set instance-type vpls
user@PE3# set interface fe-1/3/1.0
user@PE3# set route-distinguisher 10.255.107.72:1
user@PE3# set vrf-target target:65056:1
user@PE3# set protocols vpls no-tunnel-services
user@PE3# set protocols vpls site site_2 site-identifier 2
user@PE3# set protocols vpls site site_2 interface fe-0/1/0.100
user@PE3# set protocols vpls site site_993 site-identifier 993
user@PE3# set protocols vplsmac-flush

Results From configuration mode, confirm your configuration by entering the show interfaces,

showprotocols showrouting-instances, and showrouting-optionscommands. If theoutput

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@PE3# show interfaces
fe-1/3/0 {
unit 0 {
description "PE3 to PE1";
family inet {
address 10.0.89.13/30;

}
family iso;
family mpls;

}
}
fe-1/3/1 {
encapsulation ethernet-vpls;
unit 0 {
family vpls;

}
}
lo0 {
unit 0 {
family inet {
address 192.168.8.1/32;

}
family iso {
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address 47.0005.8083.0000.1921.6800.5002.00;
}

}
}

user@PE3# show protocols
mpls {
interface all;

}
bgp {
group int {
type internal;
local-address 192.0.2.2;
family l2vpn {
signaling;

}
}

}
isis {
level 1 disable;
interface fe-1/3/0.0;
interface lo0.0;

}
ldp {
interface all;
interface fxp0.0 {
disable;

}
interface lo0.0;

}

user@PE3# show routing-instances
vpls_1 {
instance-type vpls;
interface fe-0/1/0.100; ## 'fe-0/1/0.100' is not defined
route-distinguisher 10.255.107.72:1;
vrf-target target:65056:1;
protocols {
vpls {
no-tunnel-services;
site site_2 {
site-identifier 2;
interface fe-1/3/1.0;

}
site site_993 {
site-identifier 993;

}
mac-flush;

}
}

}

user@pe3# show routing-options
router-id 192.168.8.1;
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Related
Documentation

Configuring VPLSMultihoming (FEC 128) on page 753•

• Example: Configuring VPLSMultihoming (FEC 129) on page 770

• best-site on page 1129

• multi-homing on page 1219

Example: Configuring VPLSMultihoming (FEC 129)

• VPLSMultihoming Overview on page 768

• Example: Configuring VPLSMultihoming (FEC 129) on page 770

VPLSMultihoming Overview

Virtual private LAN service (VPLS) multihoming enables you to connect a customer site

to two or more PE routers to provide redundant connectivity. A redundant PE router can

provide network service to the customer site as soon as a failure is detected. VPLS

multihoming helps to maintain VPLS service and traffic forwarding to and from the

multihomed site in the event of the following types of network failures:

• PE router to CE device link failure

• PE router failure

• MPLS-reachability failure between the local PE router and a remote PE router

Figure 71: CE DeviceMultihomed to Two PE Routers

NOTE: In theVPLSdocumentation, theword router in termssuchasPE router
is used to refer to any device that provides routing functions.

Figure65onpage704 illustrateshowaCEdevicecouldbemultihomed to twoPE routers.

Device CE1 is multihomed to Routers PE1 and PE2. Device CE2 has two potential paths

to reach Device CE1, but only one path is active at any one time. If Router PE1 were the

designated VPLS edge (VE) device (also called a designated forwarder), BGP would

signal a pseudowire from Router PE3 to Router PE1. If a failure occurred over this path,
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Router PE2 would bemade the designated VE device, and BGPwould re-signal the

pseudowire from Router PE3 to Router PE2.

Multihomed PE routers advertise network layer reachability information (NLRI) for the

multihomed site to the other PE routers in the VPLS network. The NLRI includes the site

ID for the multihomed PE routers. For all of the PE routers multihomed to the same CE

device, you need to configure the same site ID. The remote VPLS PE routers use the site

ID to determine where to forward traffic addressed to the customer site. To avoid route

collisions, the site ID shared by the multihomed PE routers must be different than the

site IDs configured on the remote PE routers in the VPLS network.

Although you configure the same site ID for each of the PE routers multihomed to the

sameCE device, you can configure unique values for other parameters, such as the route

distinguisher. These values help to determine which multihomed PE router is selected

as the designated VE device to be used to reach the customer site.

BEST PRACTICE: We recommend that you configure unique route
distinguishers for eachmultihomed PE router. Configuring unique route
distinguishershelpswith fasterconvergencewhentheconnectiontoaprimary
multihomedPEroutergoesdown. If youconfigureunique routedistinguishers,
the other PE routers in the VPLS networkmustmaintain additional state for
themultihomed PE routers.

Remote PE routers in the VPLS network need to determine which of themultihomed PE

routers should forward traffic to reach theCEdevice. Tomake this determination, remote

PE routers use the VPLS path-selection process to select one of the multihomed PE

routers based on its NLRI advertisement. Because remote PE routers pick only one of the

NLRI advertisements, it establishes a pseudowire to only one of the multihomed PE

routers, the PE router that originated the winning advertisement. This prevents multiple

paths from being created between sites in the network, preventing the formation of

Layer 2 loops. If the selected PE router fails, all PE routers in the network automatically

switch to the backup PE router and establish new pseudowires to it.

BEST PRACTICE: To prevent the formation of Layer 2 loops between the CE
devices and themultihomedPE routers,we recommend that you employ the
Spanning Tree Protocol (STP) on your CE devices. Layer 2 loops can form
due to incorrect configuration. Temporary Layer 2 loops can also formduring
convergence after a change in the network topology.

The PE routers run the BGP path selection procedure on locally originated and received

Layer 2 route advertisements to establish that the routes are suitable for advertisement

to other peers, such as BGP route reflectors. If a PE router in a VPLS network is also a

route reflector, the path selection process for the multihomed site has no effect on the

path selection process performed by this PE router for the purpose of reflecting Layer 2

routes. Layer 2 prefixes that have different route distinguishers are considered to have

different NLRIs for route reflection. The VPLS path selection process enables the route

reflector to reflect all routes that have different route distinguishers to the route reflector
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clients, even though only one of these routes is used to create the VPLS pseudowire to

the multihomed site.

Junos OS supports VPLSmultihoming for both FEC 128 and FEC 129. Support for FEC

129 is added in Junos OS Release 12.3.

See Also Configuring VPLSMultihoming (FEC 128) on page 753•

• Advantages of Using Autodiscovery for VPLSMultihoming on page 706

• Example: Configuring VPLSMultihoming (FEC 129) on page 770

• Example: VPLSMultihoming, Improved Convergence Time on page 756

Example: Configuring VPLSMultihoming (FEC 129)

This example shows how to configure virtual private LAN service (VPLS) multihoming.

Multihoming allows a customer site to connect to multiple provider edge (PE) routers.

A VPLS site multihomed to two or more PE routers provides redundant connectivity in

the event of aPE router-to-CEdevice link failure or the failure of aPE router. The example

demonstrates BGP-basedmultihoming support for FEC 129 VPLS (also known as LDP

VPLS with BGP-based autodiscovery).

• Requirements on page 770

• Overview on page 770

• Configuration on page 772

• Verification on page 779

Requirements

This example has the following hardware and software requirements:

• One or more CE devices to represent a VPLS site.

• Two or more PE devices.

• Junos OS Release 12.3 or later running on the PE devices that are connected to the

multihomed VPLS site.

Overview

BGP-based VPLS autodiscovery (FEC 129) enables each VPLS PE router to discover the

other PE routers that are in the same VPLS domain. VPLS autodiscovery also

automatically detects when PE routers are added or removed from the VPLS domain.

You do not need to manually configure the VPLS andmaintain the configuration when

a PE router is added or deleted. VPLS autodiscovery uses BGP to discover the VPLS

members and to set up and tear down pseudowires in the VPLS.

BGPmultihoming enables you to connect a customer site to two or more PE routers to

provide redundant connectivity while preventing the formation of Layer 2 loops in the

service provider’s network. The redundant connectivity maintains the VPLS service and

traffic forwarding to and from themultihomed site in the event of a PE router-to-CE

Copyright © 2018, Juniper Networks, Inc.770

Layer 2 VPNs and VPLS Feature Guide for Routing Devices



device link failure, the failure of a PE router, or an MPLS reachability failure between the

local PE router and a remotePE router. A redundant PE router can begin providing service

to the customer site as soon as the failure is detected.

When a CE device connects to multiple PE routers, each of these routers advertises

reachability for the multihomed site—routes that have the same site ID in the Layer 2

network layer reachability information (NLRI). The other PE routers in the network use

a BGP path selection process to select only one of the advertising routers to which they

send traffic destined for the CE device. This path selection process eliminates Layer 2

loops in the VPLS network.

Autodiscovery is not specifically related to multihoming. Autodiscovery is not required

for multihoming to work. They are two separate features. That said, the meaning of FEC

129 is that VPLS does autodiscovery. So when you configure multihoming for FEC 129,

youmust also, by definition, configure autodiscovery (with the auto-discovery-only

statement).

There are two places in the configuration where you can configure VPLSmultihoming.

One is for FEC 128, and the other is for FEC 129:

• ForFEC 128—routing-instances instance-nameprotocolsvplssitesite-namemulti-homing

• For FEC 129—routing-instances instance-name protocols vplsmulti-homing

The following statements are used for configuring multihoming for FEC 129:

[edit routing-instances instance-name protocols vpls]
multi-homing {
peer-active;
site site-name {
active-interface interface-name {
any;
primary interface-name;

}
identifier identifier;
interface interface-name {
preference preference-value;

}
peer-active;
preference (preference-value | backup | primary);

}
}

This example shows Device CE1 multihomed to Router PE1 and Router PE2. In addition,

Device CE2 is single-homed toRouter PE1. Device PE3 is the remotePE router, connected

to Device CE3. Multihoming is not enabled on Device PE3. “CLI Quick Configuration” on

page772shows theconfiguration for all of thedevices inFigure 72onpage772.Thesection

“ConfiguringDevicePE1”onpage775hasstep-by-step instructions for configuringDevice

PE1.

771Copyright © 2018, Juniper Networks, Inc.

Chapter 36: Configuring Multihoming



Figure 72: Topology for FEC 129Multihoming
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device PE1 set interfaces ge-0/3/3 encapsulation ethernet-vpls
set interfaces ge-0/3/3 unit 0 description PE1-to-CE2
set interfaces ge-0/3/3 unit 0 family vpls
set interfaces ge-0/3/1 encapsulation ethernet-vpls
set interfaces ge-0/3/1 unit 0 description PE1-to-CE1
set interfaces ge-0/3/1 unit 0 family vpls
set interfaces ge-1/2/0 unit 1 description PE1-to-P
set interfaces ge-1/2/0 unit 1 family inet address 10.1.1.1/30
set interfaces ge-1/2/0 unit 1 family mpls
set interfaces ge-1/2/1 unit 5 description PE1-to-PE2
set interfaces ge-1/2/1 unit 5 family inet address 10.1.1.5/30
set interfaces ge-1/2/1 unit 5 family mpls
set interfaces lo0 unit 2 family inet address 192.0.2.2/24
set protocolsmpls interface ge-1/2/0.1
set protocolsmpls interface ge-1/2/1.5
set protocols bgp local-address 192.0.2.2
set protocols bgp group pe-pe type internal
set protocols bgp group pe-pe family l2vpn auto-discovery-only
set protocols bgp group pe-pe family l2vpn signaling
set protocols bgp group pe-pe neighbor 192.0.2.3
set protocols bgp group pe-pe neighbor 192.0.2.4
set protocols bgp group pe-pe neighbor 192.0.2.5
set protocols ospf traffic-engineering
set protocols ospf area 0.0.0.0 interface ge-1/2/0.1
set protocols ospf area 0.0.0.0 interface ge-1/2/1.5
set protocols ospf area 0.0.0.0 interface lo0.2 passive
set protocols ldp interface ge-1/2/0.1
set protocols ldp interface ge-1/2/1.5
set protocols ldp interface lo0.2
set routing-instances green instance-type vpls
set routing-instances green interface ge-0/3/1.0
set routing-instances green interface ge-0/3/3.0
set routing-instances green route-distinguisher 192.0.2.2:1
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set routing-instances green l2vpn-id l2vpn-id:100:100
set routing-instances green vrf-target target:100:100
set routing-instances green protocols vpls no-tunnel-services
set routing-instances green protocols vpls oam ping-interval 600
set routing-instancesgreenprotocolsvplsoambfd-liveness-detectionminimum-interval
200

set routing-instances green protocols vplsmulti-homing site test identifier 1
set routing-instances green protocols vplsmulti-homing site test interface ge-0/3/1.0
set routing-options router-id 192.0.2.2
set routing-options autonomous-system 100

Device PE2 set interfaces fe-0/1/3 encapsulation ethernet-vpls
set interfaces fe-0/1/3 unit 0 description PE2-to-CE1
set interfaces fe-0/1/3 unit 0 family vpls
set interfaces ge-1/2/0 unit 6 description PE2-to-PE1
set interfaces ge-1/2/0 unit 6 family inet address 10.1.1.6/30
set interfaces ge-1/2/0 unit 6 family mpls
set interfaces ge-1/2/2 unit 10 description PE2-to-P
set interfaces ge-1/2/2 unit 10 family inet address 10.1.1.10/30
set interfaces ge-1/2/2 unit 10 family mpls
set interfaces lo0 unit 4 family inet address 192.0.2.4/32
set protocolsmpls interface ge-1/2/0.6
set protocolsmpls interface ge-1/2/2.10
set protocols bgp local-address 192.0.2.4
set protocols bgp group pe-pe type internal
set protocols bgp group pe-pe family l2vpn auto-discovery-only
set protocols bgp group pe-pe family l2vpn signaling
set protocols bgp group pe-pe neighbor 192.0.2.2
set protocols bgp group pe-pe neighbor 192.0.2.3
set protocols bgp group pe-pe neighbor 192.0.2.5
set protocols ospf traffic-engineering
set protocols ospf area 0.0.0.0 interface ge-1/2/0.6
set protocols ospf area 0.0.0.0 interface ge-1/2/2.10
set protocols ospf area 0.0.0.0 interface lo0.4 passive
set protocols ldp interface ge-1/2/0.6
set protocols ldp interface ge-1/2/2.10
set protocols ldp interface lo0.4
set routing-instances green instance-type vpls
set routing-instances green interface fe-0/1/3.0
set routing-instances green route-distinguisher 192.0.2.4:1
set routing-instances green l2vpn-id l2vpn-id:100:100
set routing-instances green vrf-target target:100:100
set routing-instances green protocols vpls no-tunnel-services
set routing-instances green protocols vpls oam ping-interval 600
set routing-instancesgreenprotocolsvplsoambfd-liveness-detectionminimum-interval
200

set routing-instances green protocols vplsmulti-homing site test identifier 1
set routing-instances green protocols vplsmulti-homing site test interface fe-0/1/3.0
set routing-options router-id 192.0.2.4
set routing-options autonomous-system 100

Device PE3 set interfaces ge-0/3/3 unit 0
set interfaces ge-1/2/0 unit 14 description PE3-to-P
set interfaces ge-1/2/0 unit 14 family inet address 10.1.1.14/30

773Copyright © 2018, Juniper Networks, Inc.

Chapter 36: Configuring Multihoming



set interfaces ge-1/2/0 unit 14 family mpls
set interfaces lo0 unit 5 family inet address 192.0.2.5/24
set protocols rsvp interface ge-1/2/0.14
set protocolsmpls interface ge-1/2/0.14
set protocols bgp local-address 192.0.2.5
set protocols bgp group pe-pe type internal
set protocols bgp group pe-pe family l2vpn auto-discovery-only
set protocols bgp group pe-pe family l2vpn signaling
set protocols bgp group pe-pe neighbor 192.0.2.2
set protocols bgp group pe-pe neighbor 192.0.2.3
set protocols bgp group pe-pe neighbor 192.0.2.4
set protocols ospf traffic-engineering
set protocols ospf area 0.0.0.0 interface ge-1/2/0.14
set protocols ospf area 0.0.0.0 interface lo0.5 passive
set protocols ldp interface ge-1/2/0.14
set protocols ldp interface lo0.5
set routing-instances green instance-type vpls
set routing-instances green interface ge-0/3/3.0
set routing-instances green route-distinguisher 192.0.2.5:100
set routing-instances green l2vpn-id l2vpn-id:100:100
set routing-instances green vrf-target target:100:100
set routing-instances green protocols vpls no-tunnel-services
set routing-instances green protocols vpls oam ping-interval 600
set routing-instancesgreenprotocolsvplsoambfd-liveness-detectionminimum-interval
200

set routing-instances green protocols vpls oam ping-interval 600
set routing-instancesgreenprotocolsvplsoambfd-liveness-detectionminimum-interval
200

set routing-options router-id 192.0.2.5
set routing-options autonomous-system 100

Device CE1 set interfaces ge-0/3/0 unit 0 description CE1-to-PE1
set interfaces ge-0/3/0 unit 0 family inet address 192.0.2.15/24
set interfaces fe-0/1/2 unit 0 description CE1-to-PE2
set interfaces fe-0/1/2 unit 0 family inet address 192.0.2.11/24

Device CE2 set interfaces ge-0/3/2 unit 0 description CE2-to-PE1
set interfaces ge-0/3/2 unit 0 family inet address 192.0.2.16/24

Device CE3 set interfaces ge-0/3/2 unit 0 description CE3-to-PE3
set interfaces ge-0/3/2 unit 0 family inet address 192.0.2.17/24

Device P set interfaces ge-1/2/0 unit 2 description P-to-PE1
set interfaces ge-1/2/0 unit 2 family inet address 10.1.1.2/30
set interfaces ge-1/2/0 unit 2 family mpls
set interfaces ge-3/2/0 unit 9 description P-to-PE2
set interfaces ge-3/2/0 unit 9 family inet address 10.1.1.9/30
set interfaces ge-3/2/0 unit 9 family mpls
set interfaces ge-4/2/0 unit 13 description P-to-PE3
set interfaces ge-4/2/0 unit 13 encapsulation ethernet
set interfaces ge-4/2/0 unit 13 peer-unit 14
set interfaces ge-4/2/0 unit 13 family inet address 10.1.1.13/30
set interfaces ge-4/2/0 unit 13 family mpls
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set interfaces lo0 unit 3 family inet address 192.0.2.3/32
set protocolsmpls interface ge-1/2/0.2
set protocolsmpls interface ge-3/2/0.9
set protocolsmpls interface ge-4/2/0.13
set protocols bgp local-address 192.0.2.3
set protocols bgp group pe-pe type internal
set protocols bgp group pe-pe family l2vpn signaling
set protocols bgp group pe-pe neighbor 192.0.2.2
set protocols bgp group pe-pe neighbor 192.0.2.4
set protocols bgp group pe-pe neighbor 192.0.2.5
set protocols ospf traffic-engineering
set protocols ospf area 0.0.0.0 interface ge-1/2/0.2
set protocols ospf area 0.0.0.0 interface ge-3/2/0.9
set protocols ospf area 0.0.0.0 interface ge-4/2/0.13
set protocols ospf area 0.0.0.0 interface lo0.3 passive
set protocols ldp interface ge-1/2/0.2
set protocols ldp interface ge-3/2/0.9
set protocols ldp interface ge-4/2/0.13
set protocols ldp interface lo0.3
set routing-options router-id 192.0.2.3
set routing-options autonomous-system 100

Configuring Device PE1

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Device PE1:

1. Configure the interfaces.

Configure family mpls on the provider-facing interfaces. Configure family vpls on

the customer-facing interfaces.

[edit interfaces]
user@PE1# set ge-0/3/3 encapsulation ethernet-vpls
user@PE1# set ge-0/3/3 unit 0 description PE1-to-CE2
user@PE1# set ge-0/3/3 unit 0 family vpls

user@PE1# set ge-0/3/1 encapsulation ethernet-vpls
user@PE1# set ge-0/3/1 unit 0 description PE1-to-CE1
user@PE1# set ge-0/3/1 unit 0 family vpls

user@PE1# set ge-1/2/0 unit 1 description PE1-to-P
user@PE1# set ge-1/2/0 unit 1 family inet address 10.1.1.1/30
user@PE1# set ge-1/2/0 unit 1 family mpls

user@PE1# set ge-1/2/1 unit 5 description PE1-to-PE2
user@PE1# set ge-1/2/1 unit 5 family inet address 10.1.1.5/30
user@PE1# set ge-1/2/1 unit 5 family mpls

user@PE1# set lo0 unit 2 family inet address 192.0.2.2/24
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2. Configure the interior gateway protocol (IGP) and signaling protocols on the

provider-facing interfaces.

The traffic-engineering statement enables OSPF to advertise the label-switched

path (LSP) metric in summary link-state advertisements (LSAs).

[edit protocols]
user@PE1# set ldp interface ge-1/2/0.1
user@PE1# set ldp interface ge-1/2/1.5
user@PE1# set ldp interface lo0.2

user@PE1# setmpls interface ge-1/2/0.1
user@PE1# setmpls interface ge-1/2/1.5

user@PE1# set ospf traffic-engineering
user@PE1# set ospf area 0.0.0.0 interface ge-1/2/0.1
user@PE1# set ospf area 0.0.0.0 interface ge-1/2/1.5
user@PE1# set ospf area 0.0.0.0 interface lo0.2 passive

3. Configure BGP.

The auto-discovery-only statement notifies the routing process (rpd) to expect

autodiscovery-related NLRI messages so that information can be deciphered and

used by LDP and VPLS. The auto-discovery-only statement must be configured on

all PE routers in a VPLS. If you configure route reflection, the auto-discovery-only

statement is also required on provider (P) routers that act as the route reflector in

supporting FEC 129-related updates.

For interoperation scenarios in which a PE router must support both types of NLRI

(FEC 128 and FEC 129), this example also includes the signaling statement.

[edit protocols bgp]
user@PE1# set local-address 192.0.2.2
user@PE1# set group pe-pe type internal
user@PE1# set group pe-pe family l2vpn auto-discovery-only
user@PE1# set group pe-pe family l2vpn signaling
user@PE1# set group pe-pe neighbor 192.0.2.3
user@PE1# set group pe-pe neighbor 192.0.2.4
user@PE1# set group pe-pe neighbor 192.0.2.5

4. Configure the routing instance.

BothCE-facing interfaces are included in the routing instance.Only themultihomed

interface is included in the multihoming site.

As a convention, the route distinguisher is composed of Device PE1’s loopback

interface address and themultihoming site identifier.

[edit routing-instances green]
user@PE1# set instance-type vpls
user@PE1# set interface ge-0/3/1.0
user@PE1# set interface ge-0/3/3.0
user@PE1# set route-distinguisher 192.0.2.2:1
user@PE1# set l2vpn-id l2vpn-id:100:100
user@PE1# set vrf-target target:100:100
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user@PE1# set protocols vpls no-tunnel-services
user@PE1# set protocols vplsmulti-homing site test identifier 1
user@PE1# set protocols vplsmulti-homing site test interface ge-0/3/1.0

5. (Optional) Configure bidirectional forwarding detection (BFD) for FEC 129 VPLS.

[edit routing-instances green]
user@PE1# set protocols vpls oam ping-interval 600
user@PE1# set protocols vpls oam bfd-liveness-detectionminimum-interval 200

6. Configure the autonomous system (AS) number and router ID.

[edit routing-options]
user@PE1# set router-id 192.0.2.2
user@PE1# set autonomous-system 100

Results From configuration mode, confirm your configuration by entering the show interfaces,

show protocols, show routing-instances, and show routing-options commands. If the

outputdoesnotdisplay the intendedconfiguration, repeat the instructions in this example

to correct the configuration.

user@PE1# show interfaces
ge-0/3/1 {
encapsulation ethernet-vpls;
unit 0 {
description PE1-to-CE1;
family vpls;

}
}
ge-0/3/3 {
encapsulation ethernet-vpls;
unit 0 {
description PE1-to-CE2;
family vpls;

}
}
ge-1/2/0 {
unit 1 {
description PE1-to-P;
family inet {
address 10.1.1.1/30;

}
family mpls;

}
}
ge-1/2/1 {
unit 5 {
description PE1-to-PE2;
family inet {
address 10.1.1.5/30;

}
family mpls;

}
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}
lo0 {
unit 2 {
family inet {
address 192.0.2.2/24;

}
}

}

user@PE1# show protocols
mpls {
interface ge-1/2/0.1;
interface ge-1/2/1.5;

}
bgp {
local-address 192.0.2.2;
group pe-pe {
type internal;
family l2vpn {
auto-discovery-only;
signaling;

}
neighbor 192.0.2.3;
neighbor 192.0.2.4;
neighbor 192.0.2.5;

}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface ge-1/2/0.1;
interface ge-1/2/1.5;
interface lo0.2 {
passive;

}
}

}
ldp {
interface ge-1/2/0.1;
interface ge-1/2/1.5;
interface lo0.2;

}

user@PE1# show routing-instances
green {
instance-type vpls;
interface ge-0/3/1.0;
interface ge-0/3/3.0;
route-distinguisher 192.0.2.2:100;
l2vpn-id l2vpn-id:100:100;
vrf-target target:100:100;
protocols {
vpls {
no-tunnel-services;
oam {
ping-interval 600;
bfd-liveness-detection {
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minimum-interval 200;
}

}
multi-homing {
site test {
identifier 1;
interface ge-0/3/1.0;

}
}

}
}

}

user@PE1# show routing-options
router-id 192.0.2.2;
autonomous-system 100;

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

• Verifying That Multihoming Is Operational on page 779

• Checking the Multihoming Routes on page 780

• Checking the BFD Sessions on page 781

• Pinging the Remote PE Router in the VPLS Domain on page 781

Verifying That Multihoming Is Operational

Purpose Verify that multihoming is operational.

Action From operational mode, enter the show vpls connections extensive command.

user@PE1> show vpls connections extensive
Layer-2 VPN connections:

Legend for connection status (St)   
EI -- encapsulation invalid      NC -- interface encapsulation not CCC/TCC/VPLS
EM -- encapsulation mismatch     WE -- interface and instance encaps not same
VC-Dn -- Virtual circuit down    NP -- interface hardware not present 
CM -- control-word mismatch      -> -- only outbound connection is up
CN -- circuit not provisioned    <- -- only inbound connection is up
OR -- out of range               Up -- operational
OL -- no outgoing label          Dn -- down                      
LD -- local site signaled down   CF -- call admission control failure      
RD -- remote site signaled down  SC -- local and remote site ID collision
LN -- local site not designated  LM -- local site ID not minimum designated
RN -- remote site not designated RM -- remote site ID not minimum designated
XX -- unknown connection status  IL -- no incoming label
MM -- MTU mismatch               MI -- Mesh-Group ID not available
BK -- Backup connection          ST -- Standby connection
PF -- Profile parse failure      PB -- Profile busy
RS -- remote site standby        SN -- Static Neighbor
LB -- Local site not best-site   RB -- Remote site not best-site
VM -- VLAN ID mismatch
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Legend for interface status 
Up -- operational           
Dn -- down

Instance: green
  L2vpn-id: 100:100
  Local-id: 192.0.2.2
    Number of local interfaces: 2
    Number of local interfaces up: 2
    ge-0/3/1.0         
    ge-0/3/3.0         
    lsi.101711873                 Intf - vpls green local-id 192.0.2.2 remote-id
 192.0.2.4 neighbor 192.0.2.4
    Remote-id                 Type  St     Time last up          # Up trans
    192.0.2.4                   rmt   Up     Jan 31 13:49:52 2012           1
      Remote PE: 192.0.2.4, Negotiated control-word: No
      Incoming label: 262146, Outgoing label: 262146
      Local interface: lsi.101711873, Status: Up, Encapsulation: ETHERNET
        Description: Intf - vpls green local-id 192.0.2.2 remote-id 192.0.2.4 
neighbor 192.0.2.4
    Connection History:
        Jan 31 13:49:52 2012  status update timer  
        Jan 31 13:49:52 2012  PE route changed     
        Jan 31 13:49:52 2012  Out lbl Update                    262146
        Jan 31 13:49:52 2012  In lbl Update                     262146
        Jan 31 13:49:52 2012  loc intf up                lsi.101711873
  Multi-home:
    Local-site                Id     Pref   State
    test                      1      100    Up
      Number of interfaces: 1
      Number of interfaces up: 1
        ge-0/3/1.0         
      Received multi-homing advertisements:
        Remote-PE         Pref   flag   Description
        192.0.2.4           100    0x0   

Meaning The output shows the status of multihoming for routing instance green.

Checking the Multihoming Routes

Purpose Verify that the expected routes are identified as multihoming.

Action From operational mode, enter the show route table bgp.l2vpn.0 and show route table

green.l2vpn.0 commands.

user@PE1> show route table bgp.l2vpn.0
bgp.l2vpn.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

192.0.2.4:100:192.0.2.4/96 AD             
                   *[BGP/170] 1d 03:10:45, localpref 100, from 192.0.2.4
                      AS path: I, validation-state: unverified
                    >    via ge-1/2/1.5
192.0.2.4:100:1:0/96 MH             
                   *[BGP/170] 1d 03:10:45, localpref 100, from 192.0.2.4
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                      AS path: I, validation-state: unverified
                    >    via ge-1/2/1.5

user@PE1> show route table green.l2vpn.0
green.l2vpn.0: 6 destinations, 6 routes (6 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

192.0.2.2:100:192.0.2.2/96 AD             
                   *[VPLS/170] 1d 03:11:03, metric2 1
                         Indirect
192.0.2.4:100:192.0.2.4/96 AD             
                   *[BGP/170] 1d 03:11:02, localpref 100, from 192.0.2.4
                      AS path: I, validation-state: unverified
                    >    via ge-1/2/1.5
192.0.2.2:100:1:0/96 MH             
                   *[VPLS/170] 1d 03:11:03, metric2 1
                         Indirect
192.0.2.4:100:1:0/96 MH             
                   *[BGP/170] 1d 03:11:02, localpref 100, from 192.0.2.4
                      AS path: I, validation-state: unverified
                    >    via ge-1/2/1.5
192.0.2.4:NoCtrlWord:5:100:100:192.0.2.2:192.0.2.4/176               
                   *[VPLS/7] 1d 03:11:02, metric2 1
                    >    via ge-1/2/1.5
192.0.2.4:NoCtrlWord:5:100:100:192.0.2.4:192.0.2.2/176               
                   *[LDP/9] 1d 03:11:02
                         Discard

Meaning MH in the output indicates amultihoming route. AD indicates autodiscovery.

Checking the BFD Sessions

Purpose Verify that the BFD session status is operational.

Action From operational mode, enter the show bfd session command.

user@PE1> show bfd session
                                                  Detect   Transmit
Address                  State     Interface      Time     Interval  Multiplier
198.51.100.1                Up        ge-1/2/1.5     0.600     0.200        3   
198.51.100.1                Up        ge-1/2/0.1     0.600     0.200        3   

2 sessions, 2 clients
Cumulative transmit rate 10.0 pps, cumulative receive rate 10.0 pps

Meaning Up in the State field indicates that BFD is working.

Pinging the Remote PE Router in the VPLS Domain

Purpose Check the operability of the MPLS Layer 2 virtual private network (VPN) connection.
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Action From operational mode, enter the pingmpls l2vpn command with the fec129 option.

user@PE1> pingmpls l2vpnfec129 instancegreenremote-id192.0.2.5 remote-pe-address192.0.2.5
!!!!!
--- lsping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss

Meaning The output shows that the ping operation is successful, meaning that the LSP for a FEC

129 Layer 2 VPN connection is reachable.

See Also VPLSMultihoming Overview on page 703•

Related
Documentation

Example: Configuring BGP Autodiscovery for LDP VPLS on page 724•

• Example:ConfiguringBGPAutodiscovery for LDPVPLSwithUser-DefinedMeshGroups

on page 741

Next-Generation VPLS for Multicast with Multihoming Overview

VPLSemulates thebroadcastdomainofaLANacrossanMPLSnetworkcloud.Traditional

MPLS implementations of VPLS require that all participating ingress PE routers make

separate copies of each broadcast or multicast packet to send to all other PE routers

thatarepart of theVPLSsite for the sameextendedLAN. Ina largevirtual privatenetwork

(VPN), replication overhead can be significant for each ingress router and its attached

core-facing links.

Junos OS offers the following VPLS enhancements which provide redundancy for VPLS

between PE and CE routers:

• Redundancy using BGP for multihomed links between PE and CE devices— Juniper

Networks integrates the local preference and path selection capability of BGPwith

VPLS to allow a CE Ethernet switch to have a backup path across the network.

• Redundancy using the Spanning Tree Protocol (STP) for multihomed links between

PE and CE devices— Various versions of STP can be used in the CE network to avoid

loops in a multihoming environment. The provider does not have any control over this

customer network configuration. The provider can also implement BGP-based loop

avoidance as an additional measure to avoid loops.

The following standardized VPLS implementations are supported by the Internet

Engineering Task Force (IETF):

• RFC4761,Virtual Private LANService (VPLS)UsingBGP forAuto-Discovery andSignaling

• RFC 4762, Virtual Private LAN Service (VPLS) Using LDP Signaling

For more information about the basic configuration of next-generation VPLS, see the

Technology Overview Next-Generation VPLS Using Point-to-Multipoint LSPs for Unicast

and Multicast Forwarding.
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For a detailed technology overview of VPLS, you can refer to LDP-BGPVPLS Interworking

at the following location:

https://www.juniper.net/us/en/local/pdf/whitepapers/2000282-en.pdf .

Redundancy Using BGP for Multihomed Links between PE and CE Routers

JuniperNetworks implements aBGP-basedmultihoming solution toprovide redundancy

for VPLS between PE and CE routers.

In this implementation:

• VPLS-enabled PE routers (also called VPLS PE routers) collectively elect one of the

VPLS PE routers, to which a site is multihomed, as the designated forwarder of traffic

between this site and all other sites.

• All the other VPLS PE routers, to which the same site is connected, do not forward

traffic to or from the site.

• Essentially all VPLS PE routers behave as if the site is singlehomed to the VPLS PE

router that is the designated forwarder.

• Service providers are able to prevent well-known Layer 2 loops without relying on the

customer’s STP configuration.

• Customers can still run STP as a fallback strategy to prevent loops that are formed

without the service provider's knowledge.

The benefits of multihoming include:

• Redundancy of the link connecting the PE router and the CE device.

• Redundancy of the directly connected PE routers.

• Faster convergence when there is a link failure between a PE router and CE device.

• The same BGP attributes are used to configure primary and backup links.

Operation of Next-Generation VPLS for Multicast with Multihoming Using BGP

VPLS provides amultipoint-to-multipoint Ethernet service that can span one or more

metro areas andmultiple sites. VPLS provides connectivity as if these sites are attached

to the same Ethernet LAN.

VPLS uses an IP and MPLS service provider infrastructure. From the service provider’s

point of view, using IP and MPLS routing protocols and procedures instead of STP, and

usingMPLS labels instead of VLAN identifiers (IDs), significantly improves the scalability

of the VPLS service.

Single CE Site Connected toMultiple VPLS PE Routers

This section describes the process used to elect a single designated forwarder for a

multihomed site.

For amultihomed site, all the PE routers in the VPLS instance elect the same designated

forwarderPE router using theBGPVPLSmultihomingprocedure.Only electeddesignated
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forwarders forward traffic to and receive traffic from themultihomed site. All other PE

routers where this multihomed site is present do not participate in forwarding for that

site.

All remote PE routers are aware of the designated forwarder PE router for each

multihomed site and do not create a pseudowire to the PE routers that are not the

designated forwarder for the multihomed site.

In Figure 73 on page 785:

• The same site ID (sometimes known as a VPLS edge identifier or VE ID) is configured

on all VPLS PE routers to which a site is multihomed.

• All PE routers are aware of which sites are multihomed since they seemultiple

advertisements with the same site ID.

• One of the VPLS PE routers is selected as the designated forwarder for this site by all

PE routers based on a deterministic algorithm.

• The algorithm selects the VPLS PE router that originates the best advertisement with

a particular site ID as the designated forwarder. There are two possible selection

methods:

• BGP path selection on the route reflector and the PE routers

• VPLS site selection on the PE router only

• Ifmultiplenetwork layer reachability information (NLRI) advertisementshave the same

route distinguisher and site ID, the router uses BGP path selection rules to select the

best path. The BGP rules are:

• Always prefer advertisements that do not have the down bit set over ones that do

have this bit set.

• Prefer the advertisement with the higher local preference.

• Use the configurable per-site site preference to set the BGP local preference in the

advertisement and influence the choice of the designated forwarder.

• Ignore the interior gatewayprotocol (IGP)metricwhile doingpath selectionbecause

the choice of designated forwarder must be the same on all PE routers.

• Among advertisements with the same route distinguisher, apply VPLS site selection

rules (a subset of BGP path selection rules) to pick the select advertisement.

Figure 73 on page 785 illustrates the following four-step process to select the designated

forwarder and create the pseudowire:

1. Router PE1 and Router PE2 both have the same site ID (Site 1) for Router CE1.

Router PE1 has a better local preference of 65535 and is configured as the primary

router.

2. Router PE3 receives the BGP NLRI advertisement from Router PE1 and Router PE2

with the local preferences of 65535 and 1, respectively.
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3. Router PE3 runs the BGP path selection algorithm and selects Router PE1 as the

designated forwarder VPLS edge PE router for Site 1.

4. Router PE3 creates thepseudowire only toRouter PE1,which helps to savebandwidth

in the network core.

Figure 73: Single CE Site Multihomedwith Two PE Routers
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The resulting VPLS PE router roles for Site 1 are:

• Router PE1 is the designated forwarder VPLS edge PE router.

• Router PE2 is the non-designated forwarder VPLS edge PE router.

• Router PE3 is the remote VPLS edge PE router.

All the interfaces linking the CE and PE devices that are connected to the designated

forwarder VPLS PE router, are marked Up and forwarding in show command output.

All the interfaces linking the CE and PE devices on the non-designated forwarder VPLS

PE router, aremarked vc-down in showcommandoutput. The router doesnot send traffic

or forward received traffic on these interfaces.

Remote VPLS PE routers establish pseudowires only to the designated PE router, and

tear down any pseudowires to the non-designated PE router.

Multiple CE Sites Connected to a Single VPLS PE Router for Link Redundancy

This section describe some of the operational details of multiple CE sites connected to

a single VPLS PE router.

In Figure 74 on page 786:

• Router CE2 is multihomed to Router PE1 and Router PE2.

• Router CE1 is singlehomed to Router PE1.
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Figure 74: Two CE Sites Multihomed to a Single PE Router on Different
Line Cards
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The scenario shown in Figure 2 is common. Your network might have a single PE router

in a remote area, but you would like to multihome a Layer 2 network to different Flexible

PIC Concentrators (FPCs) on the same PE router. This configuration provides link

redundancy on the CE devices and link redundancy on the links between the CE and PE

devices, but limited link redundancy on PE devices. In this case, you need the ability to

configure a site to use a single active interface for forwarding.

In this scenario:

• Path selection is done per site to determine if a PE router is the designated forwarder

for that site or not.

• Only a single pseudowire is established between any two PE routers, even if one or

both of them havemultiple designated PE routers.

NOTE: A pseudowire between two PE routers is always established
between the designated sites with theminimum site IDs on the two PE
routers.

• Establishing a single pseudowire avoids the need to maintain multiple flooding and

media access control (MAC) address tables per instance (one per site) on each PE

router.

• The local interfaces are marked vc-down in the show command output where a site is

connected to the non-designated forwarder router.

• When a designated site on a PE router fails, all MAC addresses from this remote PE

router have to be learned again, since the router does not know the exact site where

the MAC addresses were originally learned from.

Implementation of Redundancy Using VPLSMultihomed Links Between PE and CE Devices

Youmight need tomultihome a CE device tomultiple PE routers without causing a Layer

2 forwarding loop. This is not a problem if the CE device is a router, since no Layer 2 loops
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can formwhen using a router. However, if the CE device is a Layer 2 device, like a hub or

switch, multihoming it to two PE routers can cause a Layer 2 loop.

You can use one of the following methods to prevent the Layer 2 loop:

• BGP-based primary and backup link selection.

• Spanning tree protocol (STP) to prune links to the CE router. However, this method

requires the service provider to trust its customer to not cause any Layer 2 loops by

misconfiguration.

• Active and standby up link functionality, such as the redundant trunk groups that are

supported on Juniper Networks EX Series Ethernet Switches.

The limitations of using STP on the CE site are:

• Backbone and access network bandwidth is not used efficiently.

• PE routers using STP to prevent loops with dual-homed sites receive broadcast traffic

unnecessarily because the pseudowire to the standby PE router still exists.

• When thedirect link between theCEandPE router fails,multihomingworks fine.When

a link connected downstream from the CE router fails, multihoming does not work.

The benefits and properties of the BGP-based solution are:

• BGP path selection does not have the limitations of STP.

• A CE device that is multihomed tomultiple PE routers is given the same site ID on all

the PE routers it is multihomed to.

• The BGP path selection algorithm selects the router that originates the best

advertisement as the VPLS PE designated forwarder.

• If desired, you can set the local preference on the PE routers to control BGP path

selection.

• BGP path selection occurs on the route reflector and the PE router.

• An IGPmetric is not part of the selection process.

• If the route distinguisher is the same on both PE routers, the route reflector selects one

PE router as the designated forwarder. If the route distinguishers are different on the

PE routers, the route reflector forwards both copies of the route to the remote PE

routers.

Related
Documentation

Example: Next-Generation VPLS for Multicast with Multihoming on page 788•

• Example: NG-VPLS Using Point-to-Multipoint LSPs on page 815

• Next-Generation VPLS Point-to-Multipoint Forwarding Overview on page 809
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Example: Next-Generation VPLS for Multicast with Multihoming

This example shows how to configure next-generation VPLS for multicast with

multihoming. It is organized in the following sections:

• Requirements on page 788

• Overview and Topology on page 788

• Configuration on page 791

Requirements

The following table lists the hardware and software requirements for this configuration.

Table 25: Hardware and Software Used

SoftwareComponentsEquipment

Junos OS Release 9.3 or laterDPC40X-1GE -X, DPC 4X-10GE-X,
DPC40x-1GE-R, DPC 4X-10GE-R

Four MX Series 3D Universal Edge Routers

Junos OS Release 9.3 or laterFPC 3, 10GE XenpakTwoM320Multiservice Edge Routers and T
Series Core Routers

Junos OS Release 9.4 or laterEX4200, EX3200Five EX Series Ethernet Switches

Overview and Topology

Figure 75 on page 789 shows the physical topology used in this next-generation VPLS

multihoming example.
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Figure 75: Physical Topology of Next-Generation VPLS forMulticast with
Multihoming
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Figure76onpage789showthe logical topologyof thenext-generationVPLSmultihoming

example.

Figure 76: Logical Topology of Next-Generation VPLS for Multicast with
Multihoming
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The network state and configuration before the implementation is as follows:

• Five PE routers participating in the next-generation VPLS domain named GOLD.

• OSPF, BGP, and RSVP are configured on the MPLS core interfaces.

• The no-tunnel-services statement is included in the VPLS routing instance. This

statement supports the use of label-switched interface (LSI) tunnel interfaces for

VPLS.

• Router PE1 and Router PE2 are configured with a dynamic point-to-multipoint LSP

using the vpls-GOLD-p2mp-template template.

• Router PE3 and Router PE4 are configured to use static point-to-multipoint LSPs.

NOTE: Single-hop point-to-multipoint LSPs are not supported, so
single-hop point-to-multipoint LSPs are down.

• Router CE1 is multihomed to Router PE1 and Router PE2 through an EX4200 Layer 2

switch.

• Router CE3 is multihomed to Router PE3 and Router PE4 through an EX4200 Layer 2

switch.

• Router CE5 is singlehomed to Router PE5.

• The off-path route reflector is configured for BGP. The family l2vpn statement is

included in the route reflector configuration.

• Router CE3 is connected to test equipment through port 203/2. The test equipment

generates multicast traffic to groups 203.0.113.1 through 203.0.113.10 at the rate of

10,000 pps.

• Router CE1 and Router CE5 are configured with static Internet Group Management

Protocol (IGMP) joins so they can receive the multicast traffic from Router CE3.

• The Layer 2 switches are configuredwith truck ports to thePE routers andaccess ports

to the test equipment.

Here is a summary of the steps necessary to complete the configuration successfully:

1. Configure a unique route distinguisher for the VPLS routing instance namedGOLD on

Router PE1, Router PE2, Router PE3, and Router PE4.

2. Configure the same site ID for the multihomed PE routers. Configure both Router PE1

and Router PE2 with a site ID value of 1. Configure both Router PE3 and Router PE4

with a site ID value of 3.

3. Configure multihoming under the CE1 site configuration.

4. Configure the site-preferencePrimaryonRouterPE1 andconfigure the site-preference

Backup on Router PE2. In this case, Router PE1 has the primary link to Router CE1 and

Router PE2 has the backup link to Router CE1.

5. Configure the site preference on Router PE3 and Router PE4. Configure Router PE3

as the primary and Router PE4 as the backup.
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Configuration

This section provides a step-by-step procedure to configure next-generation VPLS for

multicast with multihoming.

NOTE: In any configuration session, it is good practice to verify periodically
that the configuration can be committed using the commit check command.

This example is organized in the following sections:

• Configuring Next-Generation VPLSMultihoming on page 791

• Validating the VPLS Control Plane on page 793

• Verifying the VPLS Data Plane on page 799

• Results on page 803

Configuring Next-Generation VPLSMultihoming

Step-by-Step
Procedure

In BGP-based VPLSmultihoming, it is recommended that you configure distinct

route distinguishers for eachmultihomed router. Configuring distinct route

1.

distinguishers helps with faster convergence when the connection to a primary

router goesdown. It also requires theotherbackupPE routers tomaintainadditional

state information for faster convergence.

There are two levels of path selection:

• The first is BGP: BGP uses a combination of route distinguisher, site ID, and VE

block offset for BGP path selection.

• The second is in VPLS: VPLS uses the site ID for VPLS path selection.

By configuring unique route distinguishers, the prefixes for BGP path selection are

all unique. Therefore, BGP path selection is skipped and VPLS path selection is

used, which only looks at the site ID.

On Router PE1, Router PE2, Router PE3, and Router PE4 configure a unique router

distinguisher for the GOLD routing instance.

user@PE1# set routing-instance GOLD route-distinguisher 192.0.2.1:1

user@PE2# set routing-instance GOLD route-distinguisher 192.0.2.2:10

user@PE3# set routing-instance GOLD route-distinguisher 192.0.2.3:1

user@PE4# set routing-instance GOLD route-distinguisher 192.0.2.4:10

2. Configure site ID 1 on Routers PE1 and PE2 for Router CE1. Configure site ID 3 on

Routers PE3 and PE4 for Router CE3.

user@PE1# set routing-instance GOLD protocols vpls site CE1 site-identifier 1
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user@PE2# set routing-instance GOLD protocols vpls site CE1 site-identifier 1

user@PE3# set routing-instance GOLD protocols vpls site CE3 site-identifier 3

user@PE4# set routing-instance GOLD protocols vpls site CE3 site-identifier 3

3. Enablemultihomingby including themulti-homing statementunder themultihomed

site configuration on Router PE1, Router PE2, Router PE3, and Router PE4.

user@PE1# set routing-instance GOLD protocols vpls site CE1multi-homing

user@PE2# set routing-instance GOLD protocols vpls site CE1multi-homing

user@PE3# set routing-instance GOLD protocols vpls site CE3multi-homing

user@PE4# set routing-instance GOLD protocols vpls site CE3multi-homing

4. Include the site-preference primary statement on Router PE1 and Router PE3, and

include the site-preference backup statement on Router PE2 and Router PE4. The

site-preference primary statement sets the local preference to the highest value

(65535) and the site-preference backup statement sets the BGP local preference

to 1. Since the site ID is the same, the routers select the highest local preference

value as the designated forwarder.

user@PE1#set routing-instanceGOLDprotocolsvplssiteCE1site-preferenceprimary

user@PE2#set routing-instanceGOLDprotocolsvplssiteCE1site-preferencebackup

user@PE3# set routing-instance GOLD protocols vpls site CE3 site-preference
primary

user@PE4# set routing-instance GOLD protocols vpls site CE3 site-preference
backup
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Validating the VPLS Control Plane

Step-by-Step
Procedure

This section presents show commands that you can use to verify the operation of the

example configuration.

In this example the traffic patterns are:

• The source is connected toRouter CE3and sends 10,000pps for the groups 203.0.113.1

to 203.0.113.10. Router CE3 is configured as a rendezvous point.

• Multicast receivers are connected to both Router CE1 and Router CE5. Protocol

Independent Multicast (PIM) join messages are generated by the test equipment.

• The link between Router PE3 and Router CE3 and the link between Router PE1 and

Router CE1 are configured as primaries for VPLSmultihoming.

• All PE routers have a BGP session with the route reflector.

• All PE routers have a label-switched path (LSP) that is created to the route reflector

so that the PE routers have a route to the route reflector in the inet.3 table for route

resolution.
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1. On Router PE1, use the show vpls connections command to verify that the VPLS

connections are Up between Router PE1 and Router PE3 and between Router PE1

and PE5. Router PE1 is the primary link selected by the VPLSmultihoming

configuration.

user@PE1# show vpls connections
Layer-2 VPN connections:

Legend for connection status (St)   
EI -- encapsulation invalid      NC -- interface encapsulation not CCC/TCC/VPLS
EM -- encapsulation mismatch     WE -- interface and instance encaps not same
VC-Dn -- Virtual circuit down    NP -- interface hardware not present 
CM -- control-word mismatch      -> -- only outbound connection is up
CN -- circuit not provisioned    <- -- only inbound connection is up
OR -- out of range               Up -- operational
OL -- no outgoing label          Dn -- down                      
LD -- local site signaled down   CF -- call admission control failure      
RD -- remote site signaled down  SC -- local and remote site ID collision
LN -- local site not designated  LM -- local site ID not minimum designated
RN -- remote site not designated RM -- remote site ID not minimum designated
XX -- unknown connection status  IL -- no incoming label
MM -- MTU mismatch               MI -- Mesh-Group ID not availble
BK -- Backup connection          ST -- Standby connection

Legend for interface status 
Up -- operational           
Dn -- down

Instance: GOLD
  Local site: CE1 (1)
    connection-site           Type  St     Time last up          # Up trans
    1                         rmt   RN   
    3                         rmt   Up     Nov 16 11:22:44 2009           1
      Remote PE: 192.0.2.3, Negotiated control-word: No
      Incoming label: 262147, Outgoing label: 262145
      Local interface: lsi.1048835, Status: Up, Encapsulation: VPLS
        Description: Intf - vpls GOLD local site 1 remote site 3
    5                         rmt   Up     Nov 16 11:22:46 2009           1
      Remote PE: 192.0.2.5, Negotiated control-word: No
      Incoming label: 262149, Outgoing label: 262161
      Local interface: lsi.1048836, Status: Up, Encapsulation: VPLS
        Description: Intf - vpls GOLD local site 1 remote site 5

2. On Router PE2, use the show vpls connections command to verify that the VPLS

connections to Router PE3 and Router PE5 are in the LN state, meaning the local

router is not the designated forwarder. Router PE2 is configured to be the backup

link for Router CE1.

user@PE2# show vpls connections
...

Instance: GOLD
  Local site: CE1 (1)
    connection-site           Type  St     Time last up          # Up trans
    1                         rmt   LN   
    3                         rmt   LN   
    5                         rmt   LN   
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3. On Router PE3, use the show vpls connections command to verify that the VPLS

connections to Router PE1 and Router PE5 are Up. Router PE3 is configured to be

the primary link for Router CE3.

user@PE3# show vpls connections
...

Instance: GOLD
  Local site: CE3 (3)
    connection-site           Type  St     Time last up          # Up trans
    1                         rmt   Up     Nov 16 11:22:01 2009           1
      Remote PE: 192.0.2.1, Negotiated control-word: No
      Incoming label: 262145, Outgoing label: 262147
      Local interface: lsi.1048832, Status: Up, Encapsulation: VPLS
        Description: Intf - vpls GOLD local site 3 remote site 1
    3                         rmt   RN   
    5                         rmt   Up     Nov 16 11:22:56 2009           1
      Remote PE: 192.0.2.5, Negotiated control-word: No
      Incoming label: 262149, Outgoing label: 262163
      Local interface: lsi.1048834, Status: Up, Encapsulation: VPLS
        Description: Intf - vpls GOLD local site 3 remote site 5

4. On Router PE4, use the show vpls connections command to verify that the VPLS

connections are in the LN state, meaning the local site is not designated. Router

PE4 is configured to be the backup link for Router CE3.

user@PE4# show vpls connections
...

Instance: GOLD
  Local site: CE3 (3)
    connection-site           Type  St     Time last up          # Up trans
    1                         rmt   LN   
    3                         rmt   SC   
    5                         rmt   LN   

5. On Router PE1, use the show route advertising-protocol command to verify that

Router PE1 (themultihoming primary router) is sending the BGP Layer 2 VPN route

advertisement to the route reflector with the local preference value of 65535. The

local preference is used by Router PE3 to select Router PE1 as the designated

forwarder, rather than selecting Router PE2 that has a local preference of 1.

user@PE1# show route advertising-protocol bgp 192.0.2.7 extensive
GOLD.l2vpn.0: 5 destinations, 5 routes (5 active, 0 holddown, 0 hidden)
* 192.0.2.1:1:1:1/96 (1 entry, 1 announced)
 BGP group to-RR type Internal
     Route Distinguisher: 192.0.2.1:1
     Label-base: 262145, range: 8
     Nexthop: Self
     Flags: Nexthop Change

Localpref: 65535
     AS path: [65000] I
     Communities: target:65000:1 Layer2-info: encaps:VPLS, control flags:, mtu: 0, site preference: 65535

     PMSI: Flags 0:RSVP-TE:label[0:0:0]:Session_13[192.0.2.1:0:9519:192.0.2.1]
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6. On Router PE2, use the show route advertising-protocol command to verify that

Router PE2 is configured as the multihoming backup with a local preference of 1.

user@PE2# show route advertising-protocol bgp 192.0.2.7 extensive
GOLD.l2vpn.0: 5 destinations, 5 routes (5 active, 0 holddown, 0 hidden)
* 192.0.2.2:10:1:1/96 (1 entry, 1 announced)
 BGP group to-RR type Internal
     Route Distinguisher: 192.0.2.2:10
     Label-base: 262145, range: 8
     Nexthop: Self
     Flags: Nexthop Change

Localpref: 1
     AS path: [65000] I
     Communities: target:65000:1 Layer2-info: encaps:VPLS, control flags:, mtu: 0, site preference: 1

7. On Router PE3, use the show route receive-protocol command to verify that Router

PE3 receives the Layer 2 VPN route from the route reflector for Router PE1 and

Router PE2 with different local preference values.

BGP route selection is based on the received l2vpn routes for the VPLS site

connected to multihomed PE routers. Since the route distinguishers are different

on Router PE1 and Router PE2, Router PE3 and Router PE4 consider the received

routes from Router PE1 and Router PE2 as different routes. Router PE3 and Router

PE4 run the BGP path selection algorithm and select Router PE1, the router

advertising the route with the higher local preference value, as the designated

forwarder.

user@PE3# show route receive-protocol bgp 192.0.2.7
bgp.l2vpn.0: 4 destinations, 4 routes (4 active, 0 holddown, 0 hidden)
  Prefix                  Nexthop              MED     Lclpref    AS path
  192.0.2.1:1:1:1/96                    
*                         192.0.2.1                      65535      I
  192.0.2.2:10:1:1/96                    
*                         192.0.2.2                      1          I
  192.0.2.4:10:3:1/96                    
*                         192.0.2.4                      1          I
  192.0.2.5:10:5:1/96                    
*                         192.0.2.5                      100        I

GOLD.l2vpn.0: 5 destinations, 5 routes (5 active, 0 holddown, 0 hidden)
  Prefix                  Nexthop              MED     Lclpref    AS path
  192.0.2.1:1:1:1/96                    
*                         192.0.2.1 65535      I
  192.0.2.2:10:1:1/96                    
*                         192.0.2.2 1          I
  192.0.2.4:10:3:1/96                    
*                         192.0.2.4                      1          I
  192.0.2.5:10:5:1/96                    
*                         192.0.2.5                      100        I

8. On Router PE3, use the show route table command to verify that Router PE3 has

selected the static point-to-multipoint LSP from Router PE3 to Router PE1 for

forwarding.

Notice thatRouterPE2doesnothaveanyprovidermulticast service interface (PMSI)

flags because PMSI attributes are not attached.
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user@PE3# show route table GOLD.l2vpn.0 extensive
GOLD.l2vpn.0: 5 destinations, 5 routes (5 active, 0 holddown, 0 hidden)
192.0.2.1:1:1:1/96 (1 entry, 1 announced)
        *BGP    Preference: 170/-65536
                Route Distinguisher: 192.0.2.1:1

PMSI: Flags 0:RSVP-TE:label[0:0:0]:Session_13[192.0.2.1:0:9519:192.0.2.1]
                Next hop type: Indirect
                Next-hop reference count: 4
                Source: 192.0.2.7
                Protocol next hop: 192.0.2.1
                Indirect next hop: 2 no-forward
                State: <Secondary Active Int Ext>
                Local AS: 65000 Peer AS: 65000
                Age: 2:30:44    Metric2: 1 
                Task: BGP_65000.192.0.2.7+179
                Announcement bits (1): 0-GOLD-l2vpn 
                AS path: I (Originator) Cluster list:  192.0.2.7
                AS path:  Originator ID: 192.0.2.1
                Communities: target:65000:1 Layer2-info: encaps:VPLS, control flags:, mtu: 0, site 
preference: 65535
                Import Accepted
                Label-base: 262145, range: 8
                Localpref: 65535
                Router ID: 192.0.2.7
                Primary Routing Table bgp.l2vpn.0
                Indirect next hops: 1
                        Protocol next hop: 192.0.2.1 Metric: 3
                        Indirect next hop: 2 no-forward
                        Indirect path forwarding next hops: 1
                                Next hop type: Router
                                Next hop: 10.10.8.2 via xe-0/1/0.0 weight 0x1
                        192.0.2.1/32 Originating RIB: inet.3
                          Metric: 3                       Node path count: 1
                          Forwarding nexthops: 1
                                Nexthop: 10.10.8.2 via xe-0/1/0.0

192.0.2.2:10:1:1/96 (1 entry, 1 announced)
        *BGP    Preference: 170/-2
                Route Distinguisher: 192.0.2.2:10
                Next hop type: Indirect
                Next-hop reference count: 3
                Source: 192.0.2.7
                Protocol next hop: 192.0.2.2
                Indirect next hop: 2 no-forward
                State: <Secondary Active Int Ext>
                Local AS: 65000 Peer AS: 65000
                Age: 2:30:44    Metric2: 1 
                Task: BGP_65000.192.0.2.7+179
                Announcement bits (1): 0-GOLD-l2vpn 
                AS path: I (Originator) Cluster list:  192.0.2.7
                AS path:  Originator ID: 192.0.2.2
                Communities: target:65000:1 Layer2-info: encaps:VPLS, control flags:, mtu: 0, site 
preference: 1
                Import Accepted
                Label-base: 262145, range: 8
                Localpref: 1
                Router ID: 192.0.2.7
                Primary Routing Table bgp.l2vpn.0
                Indirect next hops: 1
                        Protocol next hop: 192.0.2.2 Metric: 3
                        Indirect next hop: 2 no-forward
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                        Indirect path forwarding next hops: 1
                                Next hop type: Router
                                Next hop: 10.10.8.2 via xe-0/1/0.0 weight 0x1
                        192.0.2.2/32 Originating RIB: inet.3
                          Metric: 3                       Node path count: 1
                          Forwarding nexthops: 1
                                Nexthop: 10.10.8.2 via xe-0/1/0.0

9. On Router PE3, use the show vpls connections command to verify that the VPLS

connection is in the Up state.

Notice the display also shows the local interface and the incoming and outgoing

label values used.

user@PE3# show vpls connections extensive
...

Instance: GOLD
  Local site: CE3 (3)
    Number of local interfaces: 1
    Number of local interfaces up: 1
    IRB interface present: no
    ge-1/0/0.1         
    lsi.1048832         1         Intf - vpls GOLD local site 3 remote site 1
    lsi.1048833         2         Intf - vpls GOLD local site 3 remote site 2
        Interface flags: VC-Down
    lsi.1048834         5         Intf - vpls GOLD local site 3 remote site 5
        Interface flags: VC-Down
    Label-base        Offset     Range     Preference
    262145            1          8         65535 
    connection-site           Type  St     Time last up          # Up trans
    1                         rmt   Up     Nov 16 11:22:01 2009           1
      Remote PE: 192.0.2.1, Negotiated control-word: No
      Incoming label: 262145, Outgoing label: 262147
      Local interface: lsi.1048832, Status: Up, Encapsulation: VPLS
        Description: Intf - vpls GOLD local site 3 remote site 1
      RSVP-TE P2MP lsp:
        Egress branch LSP:  192.0.2.3:192.0.2.1:1:vpls:GOLD, State: Up
    Connection History:
        Nov 16 11:22:54 2009  PE route changed     
        Nov 16 11:22:01 2009  status update timer  
        Nov 16 11:22:01 2009  PE route changed     
        Nov 16 11:22:01 2009  Out lbl Update                    262147
        Nov 16 11:22:01 2009  In lbl Update                     262145
        Nov 16 11:22:01 2009  loc intf up                  lsi.1048832
    3                         rmt   RN   
    5                         rmt   RD   
  Ingress RSVP-TE P2MP LSP: vpls-GOLD, Flood next-hop ID: 616
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Verifying the VPLS Data Plane

Step-by-Step
Procedure

After the control plane is verified using the previous steps, you can verify the data plane.

The data plane operation in the VPLSmultihoming scenario is the same as the regular

next-generation VPLS operation. This section describes the show command outputs

that you can use to validate the data plane.

1. On Router PE3, use the showmpls lsp command to verify the state of the static

LSPs and sub-LSPs.

Router PE2 is configured with static point-to-multipoint LSPs and sub-LSPs with

link protection. Point to multipoint LSPs are not supported for single-hop LSPs. In

the followingoutputnotice that the single-hoppoint-to-multipoint LSP fromRouter

PE3 to Router PE4 is down.

user@PE3# showmpls lsp p2mp ingress
Ingress LSP: 1 sessions
P2MP name: vpls-GOLD, P2MP branch count: 4
To              From            State Rt P     ActivePath       LSPname
192.0.2.5         192.0.2.3         Up     0 *                      to-pe5
192.0.2.1         192.0.2.3         Up     0 *                      to-pe1
192.0.2.4         192.0.2.3         Dn     0 *                      to-pe4
192.0.2.2         192.0.2.3         Up     0 *                      to-pe2
Total 4 displayed, Up 3, Down 1

2. On Router PE1, use the showmpls lsp command to verify the state of the dynamic

LSPs.

Router PE1 is using a dynamic point-to-multipoint LSP template configured with

link protection. Notice that the LSP state is Up and that link protection is desired.

user@PE1# showmpls lsp p2mp ingress extensive
Ingress LSP: 1 sessions
P2MP name: 192.0.2.1:1:vpls:GOLD, P2MP branch count: 1

192.0.2.3
  From: 192.0.2.1, State: Up, ActiveRoute: 0, LSPname: 192.0.2.3:192.0.2.1:1:vpls:GOLD
  ActivePath:  (primary)
  P2MP name: 192.0.2.1:1:vpls:GOLD
Link protection desired

  LoadBalance: Random
  Encoding type: Packet, Switching type: Packet, GPID: IPv4
 *Primary                    State: Up
    Priorities: 7 0
    OptimizeTimer: 50
    SmartOptimizeTimer: 180
    Reoptimization in 45 second(s).
    Computed ERO (S [L] denotes strict [loose] hops): (CSPF metric: 3)
 10.10.3.2 S 10.10.9.2 S 10.10.8.1 S 
    Received RRO (ProtectionFlag 1=Available 2=InUse 4=B/W 8=Node 10=SoftPreempt):
          10.10.3.2(Label=488645) 192.0.2.4(flag=0x21) 10.10.9.2(flag=1 Label=299936) 
10.10.8.1(Label=262145)
   12 Nov 16 15:38:08.116 CSPF: computation result ignored[314 times]
   11 Nov 16 11:23:44.856 Link-protection Up
   10 Nov 16 11:23:32.696 CSPF: computation result ignored[3 times]
    9 Nov 16 11:22:47.859 Record Route:  10.10.3.2(Label=488645) 192.0.2.4(flag=0x21) 10.10.9.2(flag=1 
Label=299936) 10.10.8.1(Label=262145)
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    8 Nov 16 11:22:44.910 Record Route:  10.10.3.2(Label=488645) 192.0.2.4(flag=0x20) 
10.10.9.2(Label=299936) 10.10.8.1(Label=262145)
    7 Nov 16 11:22:44.910 Up
    6 Nov 16 11:22:44.910 10.10.3.1: Down
    5 Nov 16 11:22:44.866 Selected as active path
    4 Nov 16 11:22:44.864 Record Route:  10.10.3.2(Label=488629) 192.0.2.4(flag=0x20) 
10.10.9.2(Label=299920) 10.10.8.1(Label=3)
    3 Nov 16 11:22:44.864 Up
    2 Nov 16 11:22:44.852 Originate Call
    1 Nov 16 11:22:44.852 CSPF: computation result accepted  10.10.3.2 10.10.9.2 10.10.8.1
  Created: Mon Nov 16 11:22:45 2009
Total 1 displayed, Up 1, Down 0

3. On Router PE3, use themonitor interface traffic command to verify the multicast

replication behavior for the point-to-multipoint LSP on the designated forwarder

Router PE3.

The output shows that 10,000 pps are received on interface ge-1/0/0 from Router

CE3. The traffic has been forwarded to the provider (P) Router P2 and Router PE4

through xe-0/0/0 and xe-0/1/0, respectively. Based on the output, you can

determine that a single copy of the packet is being sent to Router P2 and Router

PE4.

user@PE3> monitor interface traffic
PE3                        Seconds: 8                   Time: 11:58:40

Interface    Link  Input packets        (pps)     Output packets        (pps)
 lc-0/0/0      Up              0                               0
xe-0/0/0      Up       13570505          (0)         4507338866      (10000)
 lc-0/1/0      Up              0                               0
xe-0/1/0      Up         292843          (1)          628972219      (10000)
 lc-0/2/0      Up              0                               0
 xe-0/2/0      Up         343292          (0)             206808          (1)
 lc-0/3/0      Up              0                               0
 xe-0/3/0    Down              0          (0)                  0          (0)
ge-1/0/0      Up     2703709733       (9999)           13203544          (1)
 lc-1/0/0      Up              0                               0
 ge-1/0/1    Down    50380341937          (0)        60024542111          (0)
 ge-1/0/2    Down    60652323068          (0)        84480825838          (0)
 ge-1/0/3    Down    81219536264          (0)        84614255165          (0)
 ge-1/0/4    Down    54379241112          (0)        83656815208          (0)

4. OnRouter P2, use themonitor interface traffic command to verify that themulticast

packet replication happens close to the PE routers connected to the receivers.

RouterPE1 andRouterPE5are connected to receivers that have joined thismulticast

group. Notice that incomingmulticast packets from Router PE3 on the ge-0/1/0

interface are replicated twice and sent out on the ge-1/1/0 interface.

user@P2> monitor interface traffic
P2                         Seconds: 6                   Time: 12:07:58

Interface    Link  Input packets        (pps)     Output packets        (pps)
 ge-0/1/0      Up      661459806      (10000)             116236          (0)
 ge-1/1/0      Up         115956          (0)         1322690473      (20000)
 gr-2/1/0      Up              0          (0)                  0          (0)
 ip-2/1/0      Up              0          (0)                  0          (0)
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5. On Router PE3, use the show vpls flood command to verify information about the

flood next-hop route.

Junos OS Release 9.0 and later identifies the flood next-hop route as a composite

next hop. Notice that the interface is ge-1/0/0.1, the next-hop type is composite,

and that the flood composition is flood-to-all. This means the traffic is flooded to

all the PE routers.

user@PE3# show vpls flood extensive
Name: GOLD
CEs: 1
VEs: 1
  Flood route prefix: 0x30002/51
  Flood route type: FLOOD_GRP_COMP_NH
  Flood route owner: __ves__
  Flood group name: __ves__
  Flood group index: 0
  Nexthop type: comp
  Nexthop index: 606
    Flooding to:
    Name             Type          NhType          Index
    __all_ces__      Group          comp            603     
        Composition: split-horizon
        Flooding to:
        Name             Type          NhType          Index

ge-1/0/0.1       CE             ucst            578     

  Flood route prefix: 0x30003/51
  Flood route type: FLOOD_GRP_COMP_NH
  Flood route owner: __all_ces__
  Flood group name: __all_ces__
  Flood group index: 1
  Nexthop type: comp
  Nexthop index: 611
    Flooding to:
    Name             Type          NhType          Index
    __ves__          Group          comp            594     
        Composition: flood-to-all
    Component p2mp NH (for all core facing interfaces): 
    Index
    616           
    Flooding to:
    Name             Type          NhType          Index
    __all_ces__      Group          comp            603     
        Composition: split-horizon
        Flooding to:
        Name             Type          NhType          Index
        ge-1/0/0.1       CE             ucst            578     

  Flood route prefix: 0x30001/51
  Flood route type: FLOOD_GRP_COMP_NH
  Flood route owner: __re_flood__
  Flood group name: __re_flood__
  Flood group index: 65534
  Nexthop type: comp
  Nexthop index: 598
    Flooding to:
    Name             Type          NhType          Index
    __ves__          Group          comp            594     
        Composition: flood-to-all
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    Component p2mp NH (for all core facing interfaces):
    Index
    616           
    Flooding to:
    Name             Type          NhType          Index
    __all_ces__      Group          comp            603     
        Composition: split-horizon
        Flooding to:
        Name             Type          NhType          Index
        ge-1/0/0.1       CE             ucst            578     
Name: __juniper_private1__
CEs: 0
VEs: 0

6. On Router PE3, use the show vplsmac-table command to verify that the MAC

address of thePE router at the remote endof theVPLShasbeen learnedandadded

to the MAC address table.

Notice that the MAC address is learned on the ge-1/0/0.1 interface.

user@PE3# show vplsmac-table
MAC flags (S -static MAC, D -dynamic MAC,
           SE -Statistics enabled, NM -Non configured MAC)

Routing instance : GOLD
 Bridging domain : __GOLD__, VLAN : NA
   MAC                 MAC      Logical
   address             flags    interface 

00:14:f6:75:78:00 D ge-1/0/0.1

7. On Router PE3, use the show route forwarding-table command to verify that the

forwarding table has the required entries with two labels: one for the VPLS service

and the other for the next-hop interface.

user@PE3> show route forwarding-table family vpls vpn GOLD
Routing table: GOLD.vpls
VPLS:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    dscd   574     1
lsi.1048832        intf     0                    indr 1048575     4
                              10.10.7.1         Push 262147, Push 309680(top)   596     2 xe-0/0/0.0
lsi.1048836        intf     0                    indr 1048574     4
                              10.10.7.1         Push 262179, Push 299856(top)   589     2 xe-0/0/0.0
00:10:db:e9:4e:b6/48
                   user     0                    indr 1048574     4
                              10.10.7.1         Push 262179, Push 299856(top)   589     2 xe-0/0/0.0
00:12:1e:c6:98:00/48
                   user     0                    indr 1048575     4
                              10.10.7.1         Push 262147, Push 309680(top)   596     2 xe-0/0/0.0
00:14:f6:75:78:00/48
                   user     0                    ucst   578     4 ge-1/0/0.1
0x30002/51         user     0                    comp   606     2
ge-1/0/0.1         intf     0                    ucst   578     4 ge-1/0/0.1
0x30003/51         user     0                    comp   611     2
0x30001/51         user     0                    comp   598     2
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Results

The configuration and verification parts of this example have been completed. The

following section is for your reference.

The relevant sample configuration for Router PE1 follows:

Router PE1 chassis {
dump-on-panic;
fpc 1 {
pic 3 {
tunnel-services {
bandwidth 1g;

}
}

}
network-services ethernet;

}
interfaces {
xe-0/1/0 {
unit 0 {
family inet {
address 10.10.2.1/30;

}
family mpls;

}
}
xe-0/2/0 {
unit 0 {
family inet {
address 10.10.3.1/30;

}
family mpls;

}
}
xe-0/3/0 {
unit 0 {
family inet {
address 10.10.1.1/30;

}
family mpls;

}
}
ge-1/0/0 {
vlan-tagging;
encapsulation vlan-vpls;
unit 1 {
encapsulation vlan-vpls;
vlan-id 1000;
family vpls;

}
}
lo0 {
unit 0 {
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family inet {
address 192.0.2.1/32;

}
}

}
}
routing-options {
static {
route 172.0.0.0/8 next-hop 172.19.59.1;

}
autonomous-system 65000;

}
protocols {
rsvp {
interface all;
interface fxp0.0 {
disable;

}
interface xe-0/3/0.0 {
link-protection;

}
interface xe-0/2/0.0 {
link-protection;

}
interface xe-0/1/0.0 {
link-protection;

}
}
mpls {
label-switched-path to-RR {
to 192.0.2.7;

}
label-switched-path vpls-GOLD-p2mp-template {
template;
optimize-timer 50;
link-protection;
p2mp;

}
label-switched-path to-PE2 {
to 192.0.2.2;

}
label-switched-path to-PE3 {
to 192.0.2.3;

}
label-switched-path to-PE4 {
to 192.0.2.4;

}
label-switched-path to-PE5 {
to 192.0.2.5;

}
interface all;
interface fxp0.0 {
disable;

}
}
bgp {
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group to-RR {
type internal;
local-address 192.0.2.1;
family l2vpn {
signaling;

}
neighbor 192.0.2.7;

}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface all;
interface fxp0.0 {
disable;

}
}

}
}
routing-instances {
GOLD {
instance-type vpls;
interface ge-1/0/0.1;
route-distinguisher 192.0.2.1:1;
provider-tunnel {
rsvp-te {
label-switched-path-template {
vpls-GOLD-p2mp-template;

}
}

}
vrf-target target:65000:1;
protocols {
vpls {
site-range 8;
no-tunnel-services;
site CE1 {
site-identifier 1;
multi-homing;
site-preference primary;
interface ge-1/0/0.1;

}
}

}
}

}

The relevant sample configuration for Router PE2 follows.

PE2 Router chassis {
dump-on-panic;
fpc 1 {
pic 3 {
tunnel-services {
bandwidth 1g;

}
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}
}
network-services ethernet;

}
interfaces {
xe-0/1/0 {
unit 0 {
family inet {
address 10.10.2.2/30;

}
family mpls;

}
}
xe-0/2/0 {
unit 0 {
family inet {
address 10.10.5.1/30;

}
family mpls;

}
}
xe-0/3/0 {
unit 0 {
family inet {
address 10.10.4.1/30;

}
family mpls;

}
}
ge-1/0/1 {
vlan-tagging;
encapsulation vlan-vpls;

}
ge-1/0/3 {
vlan-tagging;
encapsulation vlan-vpls;
unit 1 {
encapsulation vlan-vpls;
vlan-id 1000;
family vpls;

}
}
fxp0 {
apply-groups [ re0 re1 ];

}
lo0 {
unit 0 {
family inet {
address 192.0.2.2/32;

}
}

}
}
routing-options {
static {
route 172.0.0.0/8 next-hop 172.19.59.1;
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}
autonomous-system 65000;

}
protocols {
rsvp {
interface all;
interface fxp0.0 {
disable;

}
}
mpls {
label-switched-path to-RR {
to 192.0.2.7;

}
label-switched-path vpls-GOLD-p2mp-template {
template;
optimize-timer 50;
link-protection;
p2mp;

}
label-switched-path to-PE1 {
to 192.0.2.1;

}
label-switched-path to-PE3 {
to 192.0.2.3;

}
label-switched-path to-PE4 {
to 192.0.2.4;

}
label-switched-path to-PE5 {
to 192.0.2.5;

}
interface all;
interface fxp0.0 {
disable;

}
}
bgp {
group to-RR {
type internal;
local-address 192.0.2.2;
family l2vpn {
signaling;

}
neighbor 192.0.2.7;

}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface all;
interface fxp0.0 {
disable;

}
}

}
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}
routing-instances {
GOLD {
instance-type vpls;
interface ge-1/0/3.1;
route-distinguisher 192.0.2.2:10;
provider-tunnel {
rsvp-te {
label-switched-path-template {
vpls-GOLD-p2mp-template;

}
}

}
vrf-target target:65000:1;
protocols {
vpls {
site-range 8;
no-tunnel-services;
site CE1 {
site-identifier 1;
multi-homing;
site-preference backup;
interface ge-1/0/3.1;

}
}

}
}

Related
Documentation

• Example: NG-VPLS Using Point-to-Multipoint LSPs on page 815

• Next-Generation VPLS Point-to-Multipoint Forwarding Overview on page 809

• Next-Generation VPLS for Multicast with Multihoming Overview on page 782
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CHAPTER 37

Configuring Point-to-Multipoint LSPs

• Next-Generation VPLS Point-to-Multipoint Forwarding Overview on page 809

• Example: NG-VPLS Using Point-to-Multipoint LSPs on page 815

• Flooding Unknown Traffic Using Point-to-Multipoint LSPs in VPLS on page 848

• Example: Configuring Ingress Replication for IP Multicast Using MBGP

MVPNs on page 851

• Mapping VPLS Traffic to Specific LSPs on page 866

Next-Generation VPLS Point-to-Multipoint Forwarding Overview

VPLS is a Layer 2 solution for efficiently sending multicast traffic over a multiprotocol

label switching (MPLS) core.

VPLSemulates thebroadcastdomainofaLANacrossanMPLSnetworkcloud.Traditional

MPLS implementations of VPLS require that all participating ingress provider edge (PE)

routers make separate copies of each broadcast or multicast packet to send to all other

PE routers that are part of the VPLS site for the same extended LAN. In a large virtual

private network (VPN), replication overhead can be significant for each ingress router

and its attached core-facing links.

Juniper Networks has several important VPLS enhancements that provide a solution for

the replication overhead issue:

• Point-to-multipoint LSPsupportprovidesefficientdistributionofmulticast traffic such

as IP-based television (IPTV).

• Multihoming support integrates the path selection capability of BGPwith VPLS to

allowacustomer edge (CE)Ethernet switch tohaveabackuppathacross thenetwork.

This document explains the use of point-to-multipoint LSPs in the MPLS core as an

alternative to ingress replication. Point-to-multipoint LSPsenable ingress routers to send

only one copy of each packet into the MPLS cloud. Each PE router maintains a

point-to-multipoint tree so traffic can be efficiently sent to all VPN sites. This process

requires the fewest possible replications of the packets and does the replication at the

most optimal points in the network.
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The benefits of this approach are:

• Conservation of bandwidth

• Increased PE router efficiency

• Improved traffic engineering for flows of flooded traffic

• Manual control or several levels of automatic operation

• Simplifiedmulticast optimization, which is ideal for IPTV or network accesswholesale

The Internet Engineering Task Force (IETF) supports two standardized VPLS

implementations: RFC 4761: Virtual Private LAN Service (VPLS) Using BGP for

Auto-Discovery andSignaling andRFC4762: Virtual Private LANService (VPLS)Using LDP

Signaling.

Juniper Networks has implemented VPLS solutions based on both RFCs. BGP-based

VPLS is thesuperior solution, butLDP-basedVPLS is supported for thoseserviceproviders

that have already deployed this alternative.

For a detailed technology overview of LDP-BGP VPLS interworking see LDP-BGP VPLS

Interworking at https://www.juniper.net/us/en/local/pdf/whitepapers/2000282-en.pdf.

Next-Generation VPLS Point-to-Multipoint Forwarding Applications

VPLS provides amultipoint-to-multipoint Ethernet service that can span one or more

metro areas and provides connectivity betweenmultiple sites as if these sites were

attached to the same Ethernet LAN.

VPLSuses an IP andMPLS service provider infrastructure. Froma service provider’s point

of view, use of IP and MPLS routing protocols and procedures instead of the Spanning

Tree Protocol (STP), and MPLS labels instead of VLAN IDs, significantly improves the

scalability of the VPLS service.

VPLS Protocol Operation

VPLS carries Ethernet traffic across a service provider network, so it must mimic an

Ethernetnetwork in someways.WhenaPE router configuredwithaVPLS routing instance

receives a packet from a CE device, it first determines whether it knows the destination

of the VPLS packet. If it does, it forwards the packet to the appropriate PE router or CE

device. If it does not, it broadcasts the packet to all the other PE routers and CE devices

that are members of that VPLS routing instance. In both cases, the CE device receiving

the packet must be different from the one sending the packet.

When a PE router receives a packet from another PE router, it first determines whether

it knows the destination of the VPLS packet. If the destination is known, the PE router

either forwards the packet or drops it, depending on whether the destination is a local

or remote CE device. The PE router has three options (scenarios):

• If the destination is a local CE device, the PE router forwards the packet to it.

• If the destination is a remote CE device (connected to another PE router), it discards

the packet.
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• If it cannot determine the destination of the VPLS packet, the PE router floods it to its

attached CE devices.

A VPLS can be directly connected to an Ethernet switch. Layer 2 information gathered

by an Ethernet switch, such as media access control (MAC) addresses and interface

ports, is included in the VPLS routing instance table. However, instead of all VPLS

interfacesbeingphysical switchports, the router allows remote traffic for aVPLS instance

to be delivered across anMPLSLSPandarrive on a virtual port. The virtual port emulates

a local, physical port. Traffic can be learned, forwarded, or flooded to the virtual port in

almost the same way as traffic sent to a local port.

The VPLS routing table is populated with MAC addresses and interface information for

both physical and virtual ports. One difference between a physical port and a virtual port

is that on a virtual port, the router captures the outgoing MPLS label used to reach the

remote site and an incoming MPLS label for VPLS traffic received from the remote site.

The virtual port is generated dynamically on a Tunnel Services PIC when you configure

VPLS on a Juniper Networks M Series Multiservice Edge Router or T Series Core Router.

A Tunnel Services PIC is required on each M Series or T Series VPLS router.

If your router has an Enhanced FPC installed, you can configure VPLS without a Tunnel

Services PIC. To do so, you use a label-switched interface (LSI) to provide VPLS

functionality. An LSI MPLS label is used as the inner label for VPLS. This label maps to

a VPLS routing instance. On the PE router, the LSI label is stripped and thenmapped to

a logical LSI interface. TheLayer 2Ethernet frame is then forwardedusing theLSI interface

to the correct VPLS routing instance. To configure VPLS on a router without a Tunnel

Services PIC, include the no-tunnel-services statement.

One restrictionon floodingbehavior inVPLS is that traffic received fromremotePE routers

is never forwarded to other PE routers. This restriction helps prevent loops in the core

network. This also means that the core network of PE routers must be fully meshed.

Additionally, if a CE Ethernet switch has two or more connections to the same PE router,

you must enable the Spanning Tree Protocol (STP) on the CE switch to prevent loops.

Point-to-Multipoint Implementation

In next-generationVPLS,point-to-multipoint LSPsareused to floodbroadcast,multicast,

and unknown unicast traffic across a VPLS core network to all the PE routers. This is

more efficient in terms of bandwidth utilization between the PE router and provider (P)

router.

If point-to-multipoint LSPs are not being used, the PE router needs to forwardmultiple

copies of broadcast, multicast, and unknown unicast packets to all PE routers. If

point-to-multipoint LSPs are used, the PE router floods one copy of each packet to the

P router, where it is replicated close to the egress router.

NOTE: For next-generation VPLS, both point-to-point LSPs and
point-to-multipoint LSPs are needed between the PE routers.
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InVPLS,point-to-multipoint LSPsareonlyused to transport broadcast frames,multicast

frames, and unicast frameswith an unknown destinationMAC address. All other frames

are still transported using point to-point LSPs. This structure is muchmore efficient for

bandwidth use, particularly near the source of the broadcast, multicast, and unknown

frames. However, it also results in more state in the network because each PE router is

the ingress of one point-to-multipoint LSP that touches all other PE routers and one

point-to-point LSP going to each of the other PE routers.

Enabling point-to-multipoint LSPs for any VPLS instance starts the flooding of

unknown-unicast, broadcast, andmulticast traffic using point-to-multipoint LSPs.

For each VPLS instance, a PE router creates a dedicated point-to-multipoint LSP.

Whenever VPLS discovers a new neighbor through BGP, a source-to-leaf sub-LSP is

added for this neighbor in the point-to-multipoint LSP instance.

If therearenPE routers in theVPLS instance, then thediscoveryofanewneighbor through

BGP creates n point-to-multipoint LSPs in the network, where each PE router is the root

of the tree and the rest of the n-1PE routers are leaf nodes (or source-to-leaf sub-LSPs).

Eachpoint-to-multipointLSPcreatedbyPE routerscanbe identifiedusinganRSVP-traffic

engineering point-to-multipoint session object, which is passed as a provider multicast

service interface (PMSI) tunnel attribute by BGPwhile advertising VPLS routes. Using

this tunnelattribute, incomingsource-to-leaf sub-LSPadd requestmessages(RSVP-path

message) can be associated with the right VPLS instance and originator PE router. As a

result, label allocation is done in such a way that when traffic arrives on the LSP, it is not

only terminated on the right VPLS instance, but the originator PE router is also identified

so that source MAC addresses can be learned.

Point-to-multipoint LSPs can be enabled incrementally on any PE router that is part of

a specific VPLS instance. This means a PE router that has this feature uses

point-to-multipoint LSPs to flood traffic, whereas other PE routers in the same VPLS

instancecanuse ingress replication to flood the traffic.However,whenpoint-to-multipoint

LSPs are enabled on any PE router, make sure that all the PE routers that are part of the

same VPLS instance also support this feature.

NOTE: Penultimate-hop popping (PHP) is disabled for point-to-multipoint
LSPs terminating in a VPLS instance.

Limitations of Point-to-Multipoint LSPs

When implementing point-to-multipoint LSPs remember the following limitations:

• There isnomechanismtoallowonlymulticast traffic togoover thepoint-to-multipoint

LSP.

• Point-to-multipoint LSPs do not support inter-AS traffic. Only intra-AS traffic is

supported.

• Point-to-multipoint LSPs do not support graceful restart for ingress LSPs. This also

affects VPLS when flooding is done using point-to-multipoint LSPs.

Copyright © 2018, Juniper Networks, Inc.812

Layer 2 VPNs and VPLS Feature Guide for Routing Devices



• The same point-to-multipoint LSP cannot be shared across multiple VPLS instances.

• When this feature is enabled, ingress PE routers use only point-to-multipoint LSPs for

flooding. The router initiates the creationof source-to-leaf sub-LSPs for eachPE router

that is part of the same VPLS instance. Any PE router for which this source-to-leaf

sub-LSP fails to come up does not receive any flooded traffic from the ingress PE

router.

• It is possible that flooding of unknown unicast traffic over point-to-multipoint LSPs

may lead to packet reordering, because as soon as learning is done, unicast traffic is

sent out using point-to-point pseudowire LSPs.

• Static LSPs and LSPs configured using the label-switched-path-template statement

cannot be configured at the same time.

• When an LSP is configured using the static-lsp statement, a point-to-multipoint LSP

is created statically to include all neighbors in the VPLS instance.

Before enabling the point-to-multipoint LSP feature on any PE router, make sure that

all the other PE routers that are part of the same VPLS instance are upgraded to a Junos

OS Release that supports it. If a router in the VPLS instance does not support

point-to-multipoint LSPs, it may lose all the traffic sent on the point-to-multipoint LSP.

Therefore, do not enable this feature if there is a single router in a VPLS instance that is

not capable of supporting this feature, either because it is not running the appropriate

Junos OS Release or because it is a router from a vendor that does not support this

feature.

Simultaneous Transit and Egress Router Operation

A PE router that plays the role of both anMPLS transit router and anMPLS egress router

can do so by receiving either one or two copies of a packet to fulfill each of its roles.

To fulfill both roles while using only a single copy of a packet, Juniper Networks M Series

and T Series routers require a Tunnel Services PIC configured with virtual tunnel (vt)

interfaces and ultimate-hop popping must be enabled. With a virtual tunnel interface

and ultimate-hop popping, a single copy of the received packet is forwarded beyond the

PE router to fulfill the transit router role and is also consumed internally by the virtual

tunnel interface to fulfill the egress router role.

If a label-switched interface (LSI) logical interface is used, then twocopiesof eachpacket

must be received on the point-to-multipoint LSP, one to fulfill the transit router role and

one to fulfill the egress router role.

Implementation

Some implementations of VPLS use ingress replication. Ingress replication is simple but

inefficient. It sendsmultiple copies of the same packet on a link, especially the PE-P link.

This causes wasted bandwidth when there is a heavy broadcast andmulticast traffic.

As shown in the sample network in Figure 77 on page 814 the ingress PE router makes

three copies of every broadcast, multicast, and flooded packet for each VPLS instance.
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Figure 77: Ingress Replication
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Figure 78 on page 814 shows how a point-to-multipoint LSP works for multicast.

In a VPLS using point-to-multipoint LSPs, the ingress PE router sends a single copy of

themulticast packet toRouterP1. RouterP1makes twocopies for this point-to-multipoint

LSP. Each of the other P routers also makes multiple copies of the packet. This moves

replication closer to the endpoints and results in significant improvements in the network

bandwidth utilization.

Figure 78: Point-to-Multipoint Replication
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Related
Documentation

Example: NG-VPLS Using Point-to-Multipoint LSPs on page 815•
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Example: NG-VPLS Using Point-to-Multipoint LSPs

This example shows how to configure next-generation VPLS (NG_VPLS) using

point-to-multipoint LSPs. The topology is shown in Figure 79 on page 816 and

Figure 80 on page 817. This example is organized in the following sections:

• Requirements on page 815

• Overview and Topology on page 815

• Configuration on page 818

Requirements

Table 26 on page 815 lists the hardware that is used and the software that is required for

this example:

Table 26: Hardware and Software Used

SoftwareComponentsEquipment

Junos OS Release 9.3R4 or laterDPC-4 10GE-X, DPC-40 1GE-XSix MX Series 3D Universal Edge Routers

Junos OS Release 9.3R4 or laterFPC3, 10GE-XenpakOne T Series Core Router

Junos OS Release 9.3R4 or laterEX4200 virtual switchesEight EX4200 Ethernet Switches

Junos OS Release 9.3R4 or laterGigabit Ethernet interfacesOne M7i Multiservice Edge Router

Overview and Topology

The logical topology of the NG-VPLS example is shown in Figure 79 on page 816.
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Figure 79: Logical Topology of NG-VPLS Using Point-to-Multipoint LSPs
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The routers in this example are preconfigured with the following:

• OSPF area 0 is configured on all the PE routers and P routers with traffic engineering

enabled.

• All of the core-facing interfaces are configured with thempls protocol address family.

• The RSVP and MPLS protocols are enabled for all the core-facing interfaces.

• All theMXSeries routershave their networkservicesmodeset toEthernet.Thenetwork

servicesmode is configuredby including thenetwork-services statementandspecifying

the ethernet option.

• All the PE routers are configured for autonomous system 65000.

The physical topology of the NG-VPLS example is shown in Figure 80 on page 817. The

topology consists of six MX Series routers connected with redundant links in the core.

Four MX Series routers are acting as PE routers and two are core routers.
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Figure 80: Physical Topology of NG-VPLS Using Point-to-Multipoint LSPs
Route Reflector
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Note the following topology details:

• A route reflector is configured in the topology to reflect the family l2-vpn routes to all

the PE routers for BPG-VPLS.

• TheGOLDVPLS routing instance is configuredwith two sites in each of the PE routers.

• One GOLD site is connected to the CE router and the other one is directly connected

to the test equipment on each PE router.

• The no-tunnel-services statement is included in the GOLD VPLS instance to enable

the use of LSI interfaces for VPLS tunnel services.

• Router CE1 and Router CE2 are EX Series Virtual Chassis switches acting as CE routers.

• Router CE3 is an M7i router acting as a CE router.

• Twomulticast sources are configured. One is connected to Router CE1 (Site 1) and the

other to Router PE2 (Site 4) to simulate different scenarios.

• Router CE1 is configured as the rendezvous point (RP).

• Unicast traffic is enabled on all the test equipment ports and is sent to all the sites in

the GOLD VPLS instance.
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Configuration

This example shows how to configure next-generation VPLS using point-to-multipoint

LSPs. It is organized in the following sections:

• Configuring the PE Router Interfaces on page 818

• Configuring a Route Reflector for all PE Routers for BGP-Based VPLS on page 820

• Establishing BGP-Based VPLS with a Route Reflector on page 821

• Configuring Point-to-Point LSPs Between PE Routers on page 822

• Configuring Dynamic and Static Point-to-Multipoint LSPs Between PE

Routers on page 822

• Configuring Point-to-Multipoint Link Protection on page 823

• Configuring a BGP-Based VPLS Routing Instance for NG-VPLS on page 825

• Configuring Tunnel Services for VPLS on page 828

• Verifying the Control Plane on page 829

• Verifying the Data Plane on page 837

• Results on page 842

Configuring the PE Router Interfaces

Step-by-Step
Procedure

Onthecustomer-facingPE interfaces, enableVLANtagging, configure theencapsulation

type, andenable theVPLSaddress family.Thereare fourpossible interfaceencapsulations

for VPLS routing instances that you can choose depending on your needs.

1. If your network requires that each logical interface on the PE router-to-CE router

linkbeconfigured toonlyacceptpacketswithVLAN ID 1000, include thevlan-tagging

statement, include the encapsulation statement, and specify vlan-vpls as the

encapsulation type. Also include the vlan-id statement and specify 1000 as the

VLAN ID.

[edit interfaces]
ge-1/1/0 {
vlan-tagging;
encapsulation vlan-vpls;
unit 1 {
encapsulation vlan-vpls;
vlan-id 1000;
family vpls;

}
}

With this configuration, you can configure multiple logical interfaces with different

VLAN IDs and associate each logical interface with a different routing instance.

2. If your network requires each physical interface on the PE router to CE router link

to be configured to use the entire Ethernet port as part of a single VPLS instance,

include theencapsulation statement, andspecifyethernet-vplsas theencapsulation

type.
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[edit interfaces]
ge-1/2/0 {
encapsulation ethernet-vpls;
unit 0 {
family vpls;

}
}

With this encapsulation mode, you cannot create multiple logical units (VLANs).

3. If your network requires that each logical interface of the single physical interface

on the PE router to CE router link be configured to use amix of different

encapsulations, include the encapsulation statement, and specify

flexible-ethernet-services as the encapsulation type at the [edit interfaces

interface-name] hierarchy level. Also include the encapsulation statement, and

specify vlan-vpls or vlan-ccc as the encapsulation type at the [edit interfaces

interface-name unit logical-unit-number] hierarchy level.

[edit interfaces]
ge-1/2/0 {
vlan-tagging;
encapsulation flexible-ethernet-services;
unit 1 {
encapsulation vlan-vpls;

}
unit 2 {
encapsulation vlan-ccc;

}
}

4. If your network requires support for using amix of single and dual tagged VLANs

configured in different logical interfaces on a single physical interface, include the

encapsulation statement, and specify flexible-vlan-tagging as the encapsulation

type.

5. Configure the core-facing CE router interfaces. The CE router and PE router logical

interface configuration must match encapsulation types and VLAN IDs. Typically

the IP address is configured on the core-facing CE router interfaces if the CE device

is a router and terminates the Layer 2 domain into the Layer 3 network. In this

example, the interface is configured for single tagging with a VLAN ID of 1000.

[edit interfaces]
ge-1/1/0 {
vlan-tagging;
unit 1 {
vlan-id 1000;
family inet {
address 198.51.100.4/24;

}
}

}
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Configuring a Route Reflector for all PE Routers for BGP-Based VPLS

Step-by-Step
Procedure

Configuring a route reflector is the preferred method to enable any BGP-based service

offerings. Configuring a route reflector avoids the requirement for a fullmeshof BGPpeer

sessions, and it scales well. BGP redundancy can be achieved using multiple route

reflectors in a single cluster.

1. To enable BGP to carry Layer 2 VPN and VPLSNLRImessages, create a peer group,

include the family statement, specify the l2vpn option, and include the signaling

statement. To configure the route reflector cluster and complete the BGP peer

sessions, include the cluster statement and specify the IP address for the cluster

ID. Then include theneighbor statementandspecify the IPaddressof thePE routers

that are BGP client peers in the cluster.

[edit protocols]
bgp {
group RR {
type internal;
local-address 192.0.2.7;
family l2vpn {
signaling;

}
cluster 192.0.2.7;
neighbor 192.0.2.1; # To PE1
neighbor 192.0.2.2; # To PE2
neighbor 192.0.2.3; # To PE3
neighbor 192.0.2.4; # To PE4

}
}

2. Configure OSPF and enable traffic engineering on the route reflector to create the

Constrained Shortest Path First (CSPF) database for the egress LSPs terminating

from the PE routers.

[edit protocols]
ospf {
traffic-engineering;
area 0.0.0.0 {
interface all;
interface fxp0.0 {
disable;

}
}

}

3. Enable theMPLSandRSVPprotocols onall interfaces connected to theMPLScore.

This terminates the RSVP egress LSPs from the PE routers.

[edit protocols]
rsvp {
interface all;
interface fxp0.0 {
disable;
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}
}
mpls {
interface all;
interface fxp0.0 {
disable;

}
}

Establishing BGP-Based VPLSwith a Route Reflector

Step-by-Step
Procedure

For BGP-based VPLS, all PE routers need to have a full mesh of BGP peer sessions with

each other or have a single peer with the route reflector. The route reflector reflects the

routes received from the other PE routers. In this example, the PE router is configured to

establish a peer relationship with the route reflector.

1. Tohaveall thePE routers establishaBGPclient peer sessionwith the route reflector,

create an internal peer group, include the local-address statement, and specify the

IP address of the PE router. Also include the neighbor statement, and specify the IP

address of the route reflector. To enable BGP to carry Layer 2 VPN and VPLS NLRI

messages, include the family statement, specify the l2vpn option, and include the

signaling statement.

[edit protocols]
bgp {
group to-RR {
type internal;
local-address 192.0.2.1;
family l2vpn {
signaling;

}
neighbor 192.0.2.7; # To the route reflector

}
}

2. Configure a point-to-point RSVP LSP from the PE routers to the route reflector. To

create theLSP, include the label-switched-pathstatement, give theLSPameaningful

name, include the to statement and specify the IP address of the route reflector as

the LSP end point. This LSP is needed to resolve the BGP next hops in the inet.3

routing table for the routes received from the route-reflector.

[edit protocols]
mpls {
label-switched-path to-RR {
to 192.0.2.7;

}
interface all;
interface fxp0.0 {
disable;

}
}
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Configuring Point-to-Point LSPs Between PE Routers

Step-by-Step
Procedure

In next-generation VPLS, point-to-multipoint LSPs are only used to transport broadcast,

multicast, and unknown unicast frames. All other frames are still transported using

point-to-point RSVP LSPs. This is a more efficient use of bandwidth, particularly near

the source of the unknown, broadcast, andmulticast frames. The trade-off ismore state

in the network, because eachPE router is the ingress of one point-to-multipoint LSP that

touches all other PE routers, and n point-to-point LSPs are needed, one going to each

of the other PE routers.

1. To create a point-to-point LSP, include the label-switched-path statement, give

the LSP ameaningful name, include the to statement, and specify the IP address

of the other PE router as the LSP endpoint. The example shows the configuration

of LSPs from Router PE1 to Routers PE2, PE3, and PE4.

[edit protocols]
mpls {
label-switched-path to-PE2 {
to 192.0.2.2;

}
label-switched-path to-PE3 {
to 192.0.2.3;

}
label-switched-path to-PE4 {
to 192.0.2.4;

}
}

Configuring Dynamic and Static Point-to-Multipoint LSPs Between PE Routers

Step-by-Step
Procedure

This procedure describes how to enable the creation of dynamic point-to-multipoint

LSPs and how to configure static point-to-multipoint LSPs. On a router configured with

static point-to-multipoint LSPs, the LSPs come up immediately. On a router configured

with dynamic point-to-multipoint LSPs, the LSP comes up only after receiving BGP

neighbor information from the route reflector or from the other PE routers participating

in the VPLS domain.

For each VPLS instance, a PE router with dynamic point-to-multipoint LSPs enabled

creates a dedicated point-to-multipoint LSPbased on the point-to-multipoint template.

Whenever VPLS discovers a new neighbor through BGP, a sub-LSP for this neighbor is

added to the point-to-multipoint LSP.

If therearenPE routers in theVPLS instance then the router createsnpoint-to-multipoint

LSPs in the network where each PE router is the root of the tree and includes the rest of

the n-1 PE routers as leaf nodes connected through a source-to-leaf sub-LSP.

1. In this step, you configure Router PE1 and Router PE2 to use a dynamic

point-to-multipoint LSP template for LSP creation. When these routers receive a

new BGP route advertised from the route reflector for a new neighbor, they create

a point-to-multipoint sub-LSP to that neighbor. To create the dynamic
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point-to-multipoint LSP template, include the label-switched-path statement, give

the LSP template ameaningful name, include the template statement and include

the p2mp statement. Also enable link protection and configure the optimize timer

to periodically reoptimize the LSP path.

[edit protocols]
mpls {
label-switched-path vpls-GOLD-p2mp-template {
template; # identify as a template
optimize-timer 50;
link-protection; # link protection is enabled on point-to-multipoint LSPs
p2mp;

}
}

2. In this step, you configure static point-to-multipoint LSPs. Creating static

point-to-multipoint LSPs is similar to creating point-to-point LSPs, except you can

also configure other RSVP parameters under each point-to-multipoint LSP.

Tocreatestaticpoint-to-multipointLSPs, include the label-switched-pathstatement,

give theLSPameaningful name, include the to statement, andspecify the IPaddress

of the PE router that is the endpoint of the LSP. Also include the p2mp statement

and specify a pathname.

[edit protocols]
mpls {
label-switched-path to-pe2 {
to 192.0.2.2;
p2mp vpls-GOLD;

}
label-switched-path to-pe3 {
to 192.0.2.3;
p2mp vpls-GOLD;

}
label-switched-path to-pe1 {
to 192.0.2.1;
p2mp vpls-GOLD;

}
}

Configuring Point-to-Multipoint Link Protection

Step-by-Step
Procedure

Point-to-multipoint LSPs only support RSVP link protection for traffic engineering. Node

protection is not supported. Link protection is optional, but it is the recommended

configuration for most networks.

1. To enable link protection on the core-facing interfaces, include the link-protection

statement at the [edit protocols rsvp interface interface-name] hierarchy level.

[edit protocols]
rsvp {
interface all;
interface fxp0.0 {
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disable;
}
interface xe-0/3/0.0 {
link-protection;

}
interface xe-0/2/0.0 {
link-protection;

}
interface xe-0/1/0.0 {
link-protection;

}
}

2. Enable the point-to-multipoint LSP to use the RSVP link protection feature.

Link-protection can be configured for both static point-to-multipoint and dynamic

point-to-multipoint LSPs that use a template.

For static point-to-multipoint LSPs, configure each branch sub-LSP. To enable link

protection, include the link-protection statement at the [edit protocolsmpls

label-switched-path label-switched-path-name] hierarchy level.

[edit protocols mpls label-switched-path]
label-switched-path to-pe2 {
to 192.0.2.2;
link-protection;
p2mp vpls-GOLD;

}
label-switched-path to-pe3 {
to 192.0.2.3;
link-protection;
p2mp vpls-GOLD;

}
label-switched-path to-pe1 {
to 192.0.2.1;
link-protection;
p2mp vpls-GOLD;

}

3. For dynamic point-to-multipoint LSPs using a template, only the template needs

to have link protection configured. All the point-to-multipoint branch LSPs that use

the template inherit this configuration.

To enable link protection for dynamic point-to-multipoint LSPs, include the

link-protection statement at the [edit protocolsmpls label-switched-path

label-switched-path-name] hierarchy level.

[edit protocols mpls label-switched-path]
label-switched-path vpls-GOLD-p2mp-template {
template;
optimize-timer 50;
link-protection;
p2mp;

}
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Configuring a BGP-Based VPLS Routing Instance for NG-VPLS

Step-by-Step
Procedure

For NG-VPLS, the routing-instance configuration is similar to that for a regular VPLS

routing instance. The routing instance defines the VPLS site and creates the VPLS

connection. The following parameters are configured.

• Instance Type – VPLS.

• Interface – The interface connecting to the CE router.

• Route Distinguisher – Each routing instance you configure on a PE router must have a

unique routedistinguisher. The routedistinguisher is usedbyBGPtodistinguishbetween

potentially identical network reachability information (NLRI) messages received from

differentVPNs. If youuseaunique routedistinguisher for each routing instanceoneach

PE, you can determine which PE originated the route.

• VRF Target – Configuring a VRF target community using the vrf-target statement

causes default VRF import and export policies to be generated that accept imported

routes and tag exported routes with the specified target community.

• Protocols – Configure the VPLS protocol as described in the following procedure.

1. Toconfigure theNG-VPLS routing instance, include the routing-instances statement

andspecify the instancename.Also include the instance-type statementandspecify

vpls as the type. Include the route-distinguisher statement and specify a route

distinguisher that is unique throughout all VPNs configured on the router. Configure

aVRF route targetby including thevrf-target statementandspecify the route target.

The route target exported by one router must match the route target imported by

another router for the same VPLS.

[edit]
routing-instances {
GOLD {
instance-type vpls;
interface ge-1/0/0.1;
interface ge-1/1/0.1;
route-distinguisher 192.0.2.1:1;
vrf-target target:65000:1;

}
}

2. To use a point-to-multipoint LSP for VPLS flooding, configure an LSP under the

VPLS routing instance.

To configure the point-to-multipoint LSP for VPLS flooding, include the

label-switched-path-templatestatementandspecify thenameof theLSPtemplate

at the [edit routing-instances routing-instances-name provider-tunnel rsvp-te]

hierarchy level.

[edit]
routing-instances {
GOLD {
instance-type vpls;
interface ge-1/0/0.1;
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interface ge-1/1/0.1;
route-distinguisher 192.0.2.1:1;
provider-tunnel {
rsvp-te {
label-switched-path-template {
vpls-GOLD-p2mp-template;

}
}

}
vrf-target target:65000:1;

}
}

3. Configuring the VPLS protocol enables the VPLS between different sites in the

VPLSdomain.Multiple sitescanbeconfiguredunderasingleVPLS routing instance,

but note that the lowest site ID is used to build the VPLS pseudowire to the other

PE routers, and the label block associated with the lowest site ID is advertised. The

following parameters are configured for the VPLS protocol:

• Site – Name of the VPLS site.

• Site Range – Maximum site ID allowed in the VPLS. The site range specifies the

highest-value site IDallowedwithin theVPLS, not thenumberof sites in theVPLS.

• Site Identifier – Any number between 1 and 65,534 that uniquely identifies the

VPLS site. This is also referred as the VE-ID in the relevant RFC.

• PE-CE Interface – The interface participating in this site.

• Tunnel services for VPLS– If youdonot configure any tunnel interface at the [edit

protocol vpls tunnel-services] hierarchy, the router uses any tunnel interface

available on the router for VPLS.

• No-tunnel-services – If you include the no-tunnel-services statement, the router

usesa label-switched interface (LSI) for the tunnel services for thatVPLS instance.

• MacTableSize–The sizeof theVPLSmediaaccess control (MAC)address table.

The default is 512 addresses and themaximum is 65,536. When the table is full,

newMAC addresses are no longer added to the table.

To configure the VPLS protocol, include the vpls statement at the [edit

routing-instances routing-instance-name protocols] hierarchy level. To configure the

site range, include the site-range statement and specify the highest-value site ID

allowed within the VPLS. To cause the router to use an LSI interface, include the

no-tunnel-services statement. To create aVPLS site, include the site statement and

specify a site name. Also include the site-identifier statement and specify the site

ID. Then include the interface statement and specify the interface name for the

interface connected to the CE device.

[edit]
routing-instances {
GOLD {
instance-type vpls;
interface ge-1/0/0.1;
interface ge-1/1/0.1;
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route-distinguisher 192.0.2.1:1;
provider-tunnel {
rsvp-te {
label-switched-path-template {
vpls-GOLD-p2mp-template;

}
}

}
vrf-target target:65000:1;
protocols {
vpls {
site-range 8;
no-tunnel-services;
site CE1 {
site-identifier 1;
interface ge-1/0/0.1;

}
site Direct {
site-identifier 2;
interface ge-1/1/0.1;

}
}

}
}

}
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Configuring Tunnel Services for VPLS

Step-by-Step
Procedure

A tunnel interface is needed for VPLS configuration to encapsulate the originating traffic,

and to de-encapsulate the traffic coming from a remote site. If the tunnel interface is

not configured, the router selects one of the available tunnel interfaces on the router by

default. There are threemethods available in Junos OS to configure this tunnel interface.

• To specify a virtual tunnel interface to be used as the primary device for tunneling,

include the primary statement, and specify the virtual tunnel interface to be used at

the [edit routing-instances routing-instance-name protocols vpls tunnel-services]

hierarchy level.

[edit routing-instances routing-instance-name]
protocols {
vpls {
site-range 8;
tunnel-services {
primary vt-1/2/10;

}
}

}

• To configure the router to use an LSI interface for tunnel services rather than a virtual

tunnel interface, include theno-tunnel-services statementat the [edit routing-instances

routing-instance-name protocols vpls] hierarchy level.

[edit routing-instances routing-instance-name]
protocols {
vpls {
site-range 8;
no-tunnel-services;

}
}

• In an MX Series router youmust create the tunnel services interface to be used for

tunnel services. Tocreate the tunnel service interface, include thebandwidth statement

and specify the amount of bandwidth to reserve for tunnel services in gigabits per

second at the [edit chassis fpc slot-number pic slot-number tunnel-services] hierarchy

level.

[edit chassis]
fpc 1 {
pic 3 {
tunnel-services {
bandwidth 1g;

}
}

}
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Verifying the Control Plane

Step-by-Step
Procedure

This section describes show commandoutputs you can use to validate the control plane.

It also provides methodologies for troubleshooting. Note the following:

• In this example there are six sites. Router PE1 and Router PE2 have two sites each.

RouterPE3andRouterPE4haveone site each. All sites are in theGOLDVPLS instance.

• In VPLS if you havemultiple sites configured under a single VPLS routing instance, the

label block from the site with the lowest site ID is used to establish pseudowires

between remotePEs.Note that thedata traffic is still sent to thosePE router interfaces

connected to CE devices that are in one of the following states:

• LM – Local site ID is not theminimum designated. The local site ID is not the lowest.

Therefore the local site ID is not being used to establish pseudowires or distribute

VPLS label blocks.

• RM – Remote site ID is not the minimum designated. The remote site ID is not the

lowest. Therefore, the remote site ID is not being used to establish pseudowires or

distribute VPLS label blocks.

• For more information about how VPLS label blocks are allocated and used, see

Understanding VPLS Label Blocks Operation.
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1. After the entire configuration is done, you can verify the VPLS connections state.

In the following output, the VPLS connections show the Up state for certain sites,

and the remaining sites show either the RM or LM state. This is the expected state

in a VPLS implementation onmultihoming sites.

In this example, Router PE1 has site CE1 configured with site ID 1 and site Direct

configured with site ID 2. The label block for site CE1 is advertised to the remote PE

routers and used for receiving the data packets from the remote PE routers. In the

show command output, notice the following:

• Router PE1 uses its lowest site ID, which is site ID 1. Site ID 1 is used for Device CE1.

• Router PE2 uses its lowest site ID, which is site ID 3. Site ID 3 is used for Device

CE2.

• Router PE3 and Router PE4 each have a single site configured.

For site CE1, connection site 3 is in the Up state and connection site 4 is in the RM

state.

• For site Direct, all the connections are in the LM state.

• Site Direct has a higher site ID than site 1 on this router.

On Router PE1, use the show vpls connections command to verify the VPLS

connections state .

user@PE1> show vpls connections
Layer-2 VPN connections:

Legend for connection status (St)   
EI -- encapsulation invalid      NC -- interface encapsulation not 
CCC/TCC/VPLS
EM -- encapsulation mismatch     WE -- interface and instance encaps not 
same
VC-Dn -- Virtual circuit down    NP -- interface hardware not present 
CM -- control-word mismatch      -> -- only outbound connection is up
CN -- circuit not provisioned    <- -- only inbound connection is up
OR -- out of range               Up -- operational
OL -- no outgoing label          Dn -- down                      
LD -- local site signaled down   CF -- call admission control failure      
RD -- remote site signaled down  SC -- local and remote site ID collision
LN -- local site not designated  LM -- local site ID not minimum designated
RN -- remote site not designated RM -- remote site ID not minimum designated
XX -- unknown connection status  IL -- no incoming label
MM -- MTU mismatch               MI -- Mesh-Group ID not availble
BK -- Backup connection          ST -- Standby connection

Legend for interface status 
Up -- operational           
Dn -- down

Instance: GOLD
  Local site: CE1 (1)
    connection-site           Type  St     Time last up       # Up trans
    3                         rmt   Up    Oct  6 16:27:23 2009        1
      Remote PE: 192.0.2.2, Negotiated control-word: No
      Incoming label: 262171, Outgoing label: 262145
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      Local interface: lsi.1049353, Status: Up, Encapsulation: VPLS
        Description: Intf - vpls GOLD local site 1 remote site 3
    4                         rmt   RM
    5                         rmt   Up     Oct  6 16:27:27 2009        1
      Remote PE: 192.0.2.3, Negotiated control-word: No
      Incoming label: 262173, Outgoing label: 262145
      Local interface: lsi.1049354, Status: Up, Encapsulation: VPLS
        Description: Intf - vpls GOLD local site 1 remote site 5
    6                         rmt   Up     Oct  6 16:27:31 2009        1
      Remote PE: 192.0.2.4, Negotiated control-word: No
      Incoming label: 262174, Outgoing label: 800000
      Local interface: lsi.1049355, Status: Up, Encapsulation: VPLS
        Description: Intf - vpls GOLD local site 1 remote site 6
  Local site: Direct (2)
    connection-site           Type  St     Time last up       # Up trans
    3                         rmt   LM
    4                         rmt   LM   
    5                         rmt   LM   
    6                         rmt   LM   

2. On Router PE4, use the show vpls connections command to verify the VPLS

connections state.

Verify that site 2 and site 4 are in the RM state. This state tells you that the sites are

configured with the highest site ID on Router PE1 and Router PE2. Because Router

PE4 has only one site configured, it does not have any sites in the LM states.

user@PE4> show vpls connections
...
Instance: GOLD
  Local site: Direct (6)
    connection-site           Type  St     Time last up      # Up trans
    1                         rmt   Up     Oct  6 16:28:35 2009       1
      Remote PE: 192.0.2.1, Negotiated control-word: No
      Incoming label: 800000, Outgoing label: 262174
      Local interface: vt-1/2/10.1048576, Status: Up, Encapsulation: VPLS
        Description: Intf - vpls GOLD local site 6 remote site 1
    2                         rmt   RM
    3                         rmt   Up     Oct  6 16:28:35 2009       1
      Remote PE: 192.0.2.2, Negotiated control-word: No
      Incoming label: 800002, Outgoing label: 262150
      Local interface: vt-1/2/10.1048577, Status: Up, Encapsulation: VPLS
        Description: Intf - vpls GOLD local site 6 remote site 3
    4                         rmt   RM
    5                         rmt   Up     Oct  6 16:28:35 2009       1
      Remote PE: 192.0.2.3, Negotiated control-word: No
      Incoming label: 800004, Outgoing label: 262150
      Local interface: vt-1/2/10.1048578, Status: Up, Encapsulation: VPLS
        Description: Intf - vpls GOLD local site 6 remote site 5

3. On each PE router, use the show bgp summary command to verify that the IBGP

sessions between the PE routers or between the PE router and the route reflector

have been established. The sessionsmust be operational before the PE routers can

exchange any Layer 2 VPN routes. In the example below, also notice that the output

from Router PE1 shows that the bgp.l2vpn.0 and GOLD.l2vpn.0 routing tables have

been created.

user@PE1> show bgp summary
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Groups: 1 Peers: 1 Down peers: 0
Table    Tot Paths  Act Paths Suppressed    History Damp State    Pending
bgp.l2vpn.0      4          4          0         0          0          0
Peer            AS      InPkt     OutPkt    OutQ   Flaps Last Up/Dwn State
192.0.2.7      65000         40         39       0       1       15:45 Establ

bgp.l2vpn.0: 4/4/4/0
GOLD.l2vpn.0: 4/4/4/0

admin@PE2# run show bgp summary 
Groups: 1 Peers: 1 Down peers: 0
Table    Tot Paths  Act Paths Suppressed    History Damp State    Pending
bgp.l2vpn.0      4          4          0         0          0          0
inet6.0          0          0          0         0          0          0
inet.0           0          0          0         0          0          0
Peer          AS      InPkt     OutPkt    OutQ   Flaps Last Up/Dwn State
192.0.2.7    65000         43         42       0       0       17:25 Establ

  bgp.l2vpn.0: 4/4/4/0
  GOLD.l2vpn.0: 4/4/4/0

4. On Router PE4, use the show route table command to verify that there is one Layer

2 VPN route to each of the other PE routers. Router PE3 should have a similar show

command output.

user@PE4> show route table bgp.l2vpn.0
bgp.l2vpn.0: 5 destinations, 5 routes (5 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

192.0.2.1:1:1:1/96                
                   *[BGP/170] 00:23:18, localpref 100, from 192.0.2.7
                      AS path: I
                    > to 10.10.9.1 via xe-0/0/0.0, label-switched-path to-PE1
192.0.2.1:1:2:1/96                
                   *[BGP/170] 00:23:18, localpref 100, from 192.0.2.7
                      AS path: I
                    > to 10.10.9.1 via xe-0/0/0.0, label-switched-path to-PE1
192.0.2.2:10:3:1/96                
                   *[BGP/170] 00:23:18, localpref 100, from 192.0.2.7
                      AS path: I
                    > to 10.10.9.1 via xe-0/0/0.0, label-switched-path to-PE2
192.0.2.2:10:4:1/96                
                   *[BGP/170] 00:23:18, localpref 100, from 192.0.2.7
                      AS path: I
                    > to 10.10.9.1 via xe-0/0/0.0, label-switched-path to-PE2
192.0.2.3:10:5:1/96                
                   *[BGP/170] 00:23:18, localpref 100, from 192.0.2.7
                      AS path: I
                    > to 10.10.8.1 via xe-0/1/0.0, label-switched-path to-PE3

5. On the route reflector, use the showbgpsummary command to verify that the router

has an IBGP peer session with each of the PE routers.

user@RR> show bgp summary
Groups: 2 Peers: 5 Down peers: 1
Table    Tot Paths  Act Paths Suppressed    History Damp State  Pending
bgp.l2vpn.0      6          6          0          0          0        0
inet.0           0          0          0          0          0        0
Peer             AS     InPkt     OutPkt  OutQ   Flaps Last Up/Dwn State
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192.0.2.1       65000        44        46      0       0       18:27 Establ

  bgp.l2vpn.0: 2/2/2/0
192.0.2.2       65000        43        45      0       0       18:22 Establ

  bgp.l2vpn.0: 2/2/2/0
192.0.2.3       65000        42        45      0       0       18:19 Establ

  bgp.l2vpn.0: 1/1/1/0
192.0.2.4       65000        43        45      0       0       18:15 Establ

  bgp.l2vpn.0: 1/1/1/0

6. In NG-VPLS, point-to-multipoint LSPs carry only unknown unicast, broadcast, and

multicast packets. A full mesh of point-to-point LSPs is needed between the PE

routers for NG-VPLS. The point-to-point LSPs create routes in the inet.3 routing

table. These entries are used to resolve the Layer 2 VPN routes received from the

BGP peers. All other data traffic is sent over point-to-point LSPs.

A point-to-point LSP is also created for the route reflector. This LSP creates a route

in the inet.3 routing table for BGP next-hop resolution.

On Router PE1, use the showmpls lsp command to verify that the to-PE2, to-PE3,

to-PE4, and to-RR LSPs are in the Up state.

user@PE1> showmpls lsp ingress unidirectional
Ingress LSP: 7 sessions
To              From            State Rt P     ActivePath       LSPname
192.0.2.2         192.0.2.1         Up     0 *                      to-PE2
192.0.2.3         192.0.2.1         Up     0 *                      to-PE3
192.0.2.4         192.0.2.1         Up     0 *                      to-PE4
192.0.2.7         192.0.2.1         Up     0 *                      to-RR
Total 4 displayed, Up 4, Down 0
admin@PE2# run show mpls lsp ingress unidirectional 
Ingress LSP: 7 sessions
To              From            State Rt P     ActivePath       LSPname
192.0.2.1         192.0.2.2         Up     0 *                      to-PE1
192.0.2.3         192.0.2.2         Up     0 *                      to-PE3
192.0.2.4         192.0.2.2         Up     0 *                      to-PE4
192.0.2.7         192.0.2.2         Up     0 *                      to-RR
Total 4 displayed, Up 4, Down 0
admin@PE3# run show mpls lsp ingress unidirectional 
Ingress LSP: 7 sessions
To              From            State Rt P     ActivePath       LSPname
192.0.2.1         192.0.2.3         Up     0 *                      to-PE1
192.0.2.2         192.0.2.3         Up     0 *                      to-PE2
192.0.2.4         192.0.2.3         Up     0 *                      to-PE4
192.0.2.7         192.0.2.3         Up     0 *                      to-RR
Total 4 displayed, Up 4, Down 0
admin@PE4# run show mpls lsp ingress unidirectional 
Ingress LSP: 7 sessions
To              From            State Rt P     ActivePath       LSPname
192.0.2.1         192.0.2.4         Up     0 *                      to-PE1
192.0.2.2         192.0.2.4         Up     0 *                      to-PE2
192.0.2.3         192.0.2.4         Up     0 *                      to-PE3
192.0.2.7         192.0.2.4         Up     0 *                      to-RR
Total 4 displayed, Up 4, Down 0
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7. For each VPLS instance, a PE router creates a dedicated point-to-multipoint LSP.

In this example, Router PE1 and Router PE2 are configured to use a

point-to-multipoint dynamic template.

For dynamic point-to-multipoint LSPs, whenever VPLS discovers a new Layer 2

VPNneighbor throughBGP, a source-to-leaf sub-LSP is added in theVPLS instance

for this neighbor PE router.

On Router PE1, use the showmpls lsp command to verify that three source-to-leaf

sub-LSPs are created.

user@PE1> showmpls lsp ingress p2mp
Ingress LSP: 1 sessions
P2MP name: 192.0.2.1:1:vpls:GOLD, P2MP branch count: 3
To            From          State Rt P   ActivePath     LSPname
192.0.2.4       192.0.2.1       Up     0 *       
192.0.2.4:192.0.2.1:1:vpls:GOLD
192.0.2.3       192.0.2.1       Up     0 *       
192.0.2.3:192.0.2.1:1:vpls:GOLD
192.0.2.2       192.0.2.1       Up     0 *       
192.0.2.2:192.0.2.1:1:vpls:GOLD
Total 3 displayed, Up 3, Down 0

8. On Router PE2, use the showmpls lsp command to verify that three source-to-leaf

sub-LSPs are created.

user@PE2> showmpls lsp p2mp ingress
Ingress LSP: 1 sessions
P2MP name: 192.0.2.2:10:vpls:GOLD, P2MP branch count: 3
To            From          State Rt P     ActivePath       LSPname
192.0.2.4       192.0.2.2       Up     0 *        
192.0.2.4:192.0.2.2:10:vpls:GOLD
192.0.2.3       192.0.2.2       Up     0 *        
192.0.2.3:192.0.2.2:10:vpls:GOLD
192.0.2.1       192.0.2.2       Up     0 *        
192.0.2.1:192.0.2.2:10:vpls:GOLD
Total 3 displayed, Up 3, Down 0

9. In this step, Router PE3 and Router PE4 are using static point-to-multipoint LSPs.

For staticpoint-to-multipoint LSPs, the source-to-leaf sub-LSPs toall thePE routers

are manually configured.

On Router PE3, use the showmpls lsp command to verify that three source-to-leaf

sub-LSPs have been configured.

user@PE3> showmpls lsp p2mp ingress
Ingress LSP: 1 sessions
P2MP name: vpls-GOLD, P2MP branch count: 3
To            From          State Rt P     ActivePath       LSPname
192.0.2.1       192.0.2.3       Up     0 *                      to-pe1
192.0.2.4       192.0.2.3       Up     0 *                      to-pe4
192.0.2.2       192.0.2.3       Up     0 *                      to-pe2
Total 3 displayed, Up 3, Down 0

10. On Router PE4, use the showmpls lsp command to verify that three source-to-leaf

sub-LSPs are configured.
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user@PE4> showmpls lsp ingress p2mp
Ingress LSP: 1 sessions
P2MP name: vpls-GOLD, P2MP branch count: 3
To            From          State Rt P     ActivePath       LSPname
192.0.2.1       192.0.2.4       Up     0 *                      to-pe1
192.0.2.3       192.0.2.4       Up     0 *                      to-pe3
192.0.2.2       192.0.2.4       Up     0 *                      to-pe2
Total 3 displayed, Up 3, Down 0

11. Each point-to-multipoint LSP created by the PE router can be identified using an

RSVP-TEpoint-to-multipoint sessionobject. The sessionobject is passedasaPMSI

tunnel attribute by BGPwhen it advertises VPLS routes. Using this tunnel attribute,

an incoming source-to-leaf sub LSP add request (RSVP-Path message) supports

label allocation in suchaway thatwhen traffic arriveson this source-to-leaf sub-LSP

the router terminates the message in the right VPLS instance and also identifies

the originating PE. This supports source MAC address learning.

On Router PE1, use the show rsvp session command to verify that the RSVP session

for the dynamic point-to-multipoint LSP isUp and that link protection is configured

as desired. Notice that the point-to-multipoint session object to be sent in BGP is

54337.

user@PE1> show rsvp session detail p2mp ingress
Ingress RSVP: 7 sessions
P2MP name: 192.0.2.1:1:vpls:GOLD, P2MP branch count: 3

192.0.2.2
  From: 192.0.2.1, LSPstate: Up, ActiveRoute: 0
  LSPname: 192.0.2.2:192.0.2.1:1:vpls:GOLD, LSPpath: Primary
  P2MP LSPname: 192.0.2.1:1:vpls:GOLD
  Suggested label received: -, Suggested label sent: -
  Recovery label received: -, Recovery label sent: 262145
  Resv style: 1 SE, Label in: -, Label out: 262145
  Time left:    -, Since: Tue Oct  6 16:27:23 2009
  Tspec: rate 0bps size 0bps peak Infbps m 20 M 1500
  Port number: sender 2 receiver 54337 protocol 0    
  Link protection desired
  Type: Protection down
  PATH rcvfrom: localclient 
  Adspec: sent MTU 1500
  Path MTU: received 1500
  PATH sentto: 10.10.2.2 (xe-0/1/0.0) 371 pkts
  RESV rcvfrom: 10.10.2.2 (xe-0/1/0.0) 370 pkts
  Explct route: 10.10.2.2 
  Record route: <self> 10.10.2.2  

12. Router PE4 is configured for static point-to-multipoint LSPs. Link protection is not

configured for these LSPs. Use the show rsvp session command to verify that the

point-to-multipoint session object to be sent in BGP is 42873.

user@PE4> show rsvp session detail p2mp ingress
Ingress RSVP: 7 sessions
P2MP name: vpls-GOLD, P2MP branch count: 3

192.0.2.1
  From: 192.0.2.4, LSPstate: Up, ActiveRoute: 0
  LSPname: to-pe1, LSPpath: Primary
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  P2MP LSPname: vpls-GOLD
  Suggested label received: -, Suggested label sent: -
  Recovery label received: -, Recovery label sent: 390416
  Resv style: 1 SE, Label in: -, Label out: 390416
  Time left:    -, Since: Tue Oct  6 15:28:33 2009
  Tspec: rate 0bps size 0bps peak Infbps m 20 M 1500
  Port number: sender 10 receiver 42873 protocol 0 
  PATH rcvfrom: localclient 
  Adspec: sent MTU 1500
  Path MTU: received 1500
  PATH sentto: 10.10.9.1 (xe-0/0/0.0) 524 pkts
  RESV rcvfrom: 10.10.9.1 (xe-0/0/0.0) 447 pkts
  Explct route: 10.10.9.1 10.10.3.1 
  Record route: <self> 10.10.9.1 10.10.3.1

13. OnRouter PE1, use the showroute table command to verify that Router PE1 received

a Layer 2 VPN route to Router PE2 from the router reflector and the route includes

a PMSI object that contains the point-to-multipoint tunnel identifier of 20361.

user@PE1> show route table GOLD.l2vpn.0 detail
GOLD.l2vpn.0: 6 destinations, 6 routes (6 active, 0 holddown, 0 hidden)
!
!
192.0.2.2:10:3:1/96 (1 entry, 1 announced)
        *BGP    Preference: 170/-101
                Route Distinguisher: 192.0.2.2:10
                PMSI: Flags 0:RSVP-TE:label[0:0:0]:Session_13[192.0.2.2:0:20361:192.0.2.2]  
                Next hop type: Indirect
                Next-hop reference count: 7
                Source: 192.0.2.7
                Protocol next hop: 192.0.2.2
                Indirect next hop: 2 no-forward
                State: <Secondary Active Int Ext>
                Local AS: 65000 Peer AS: 65000
                Age: 4:25:25    Metric2: 1 
                Task: BGP_65000.192.0.2.7+63544
                Announcement bits (1): 0-GOLD-l2vpn 
                AS path: I (Originator) Cluster list:  192.0.2.7
                AS path:  Originator ID: 192.0.2.2
                Communities: target:65000:1 Layer2-info: encaps:VPLS, control flags:, mtu: 0, site 
preference: 100
                Import Accepted 
                Label-base: 262145, range: 8
                Localpref: 100
                Router ID: 192.0.2.7
                Primary Routing Table bgp.l2vpn.0
PMSI: Flags 0:RSVP-TE:label[0:0:0]:Session_13[192.0.2.2:0:20361:192.0.2.2]

14. On Router PE2, use the show rsvp session command to verify that the PMSI tunnel

identifier object of 20361matches the PMSI tunnel identifier object displayed on

Router PE1.

user@PE2> show rsvp session p2mp detail
Ingress RSVP: 7 sessions
P2MP name: 192.0.2.2:10:vpls:GOLD, P2MP branch count: 3

192.0.2.1
  From: 192.0.2.2, LSPstate: Up, ActiveRoute: 0
  LSPname: 192.0.2.1:192.0.2.2:10:vpls:GOLD, LSPpath: Primary
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  P2MP LSPname: 192.0.2.2:10:vpls:GOLD
  Suggested label received: -, Suggested label sent: -
  Recovery label received: -, Recovery label sent: 262171
  Resv style: 1 SE, Label in: -, Label out: 262171
  Time left:    -, Since: Tue Oct  6 16:31:47 2009
  Tspec: rate 0bps size 0bps peak Infbps m 20 M 1500
  Port number: sender 1 receiver 20361 protocol 0 
  Link protection desired
  Type: Protection down
  PATH rcvfrom: localclient 
  Adspec: sent MTU 1500
  Path MTU: received 1500
  PATH sentto: 10.10.2.1 (xe-0/1/0.0) 379 pkts
  RESV rcvfrom: 10.10.2.1 (xe-0/1/0.0) 379 pkts
  Explct route: 10.10.2.1 
  Record route: <self> 10.10.2.1

Verifying the Data Plane

Step-by-Step
Procedure

After the control plane is verified using the previous steps, you can verify the data plane.

This section describes show command outputs you can use to validate the data plane.

1. On Router PE1, use the show vpls connections extensive |match Flood command to

verify the point-to-multipoint LSP name and status of all the sites. Notice the flood

next-hop identifier of 600 for the 192.0.2.1:1:vpls:GOLD LSP.

user@PE1> show vpls connections extensive | match Flood
Ingress RSVP-TE P2MP LSP: 192.0.2.1:1:vpls:GOLD, Flood next-hop ID: 600

2. On Router PE1, use the show vpls connections extensive command to verify the

point-to-multipoint LSP name and status of all the sites.

user@PE1> show vpls connections extensive
Instance: GOLD
  Local site: CE1 (1)
    Number of local interfaces: 1
    Number of local interfaces up: 1
    IRB interface present: no
    ge-1/0/0.1         
    lsi.1049353     3       Intf - vpls GOLD local site 1 remote site 3
    lsi.1049346     4       Intf - vpls GOLD local site 1 remote site 4
        Interface flags: VC-Down
    lsi.1049354     5       Intf - vpls GOLD local site 1 remote site 5
    lsi.1049355     6       Intf - vpls GOLD local site 1 remote site 6
    Label-base        Offset     Range     Preference
    262169            1          8         100   
    connection-site           Type  St     Time last up      # Up trans
    3                         rmt   Up     Oct  6 16:27:23 2009       1
      Remote PE: 192.0.2.2, Negotiated control-word: No
      Incoming label: 262171, Outgoing label: 262145
      Local interface: lsi.1049353, Status: Up, Encapsulation: VPLS
        Description: Intf - vpls GOLD local site 1 remote site 3
      RSVP-TE P2MP lsp:
        Ingress branch LSP: 192.0.2.2:192.0.2.1:1:vpls:GOLD, State: Up
        Egress branch LSP:  192.0.2.1:192.0.2.2:10:vpls:GOLD, State: Up
    Connection History:
        Oct  6 16:27:23 2009  status update timer  
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        Oct  6 16:27:23 2009  PE route changed     
        Oct  6 16:27:23 2009  Out lbl Update                    262145
        Oct  6 16:27:23 2009  In lbl Update                     262171
        Oct  6 16:27:23 2009  loc intf up                  lsi.1049353
    4                         rmt   RM   
      RSVP-TE P2MP lsp:
        Ingress branch LSP: 192.0.2.2:192.0.2.1:1:vpls:GOLD, State: Up
    5                         rmt   Up     Oct  6 16:27:27 2009          1
      Remote PE: 192.0.2.3, Negotiated control-word: No
      Incoming label: 262173, Outgoing label: 262145
      Local interface: lsi.1049354, Status: Up, Encapsulation: VPLS
        Description: Intf - vpls GOLD local site 1 remote site 5
      RSVP-TE P2MP lsp:
        Ingress branch LSP: 192.0.2.3:192.0.2.1:1:vpls:GOLD, State: Up
        Egress branch LSP:  to-pe1, State: Up
    Connection History:
        Oct  6 16:27:27 2009  status update timer  
        Oct  6 16:27:27 2009  PE route changed     
        Oct  6 16:27:27 2009  Out lbl Update                    262145
        Oct  6 16:27:27 2009  In lbl Update                     262173
        Oct  6 16:27:27 2009  loc intf up                  lsi.1049354
    6                         rmt   Up     Oct  6 16:27:31 2009          1
      Remote PE: 192.0.2.4, Negotiated control-word: No
      Incoming label: 262174, Outgoing label: 800000
      Local interface: lsi.1049355, Status: Up, Encapsulation: VPLS
        Description: Intf - vpls GOLD local site 1 remote site 6
      RSVP-TE P2MP lsp:
        Ingress branch LSP: 192.0.2.4:192.0.2.1:1:vpls:GOLD, State: Up
        Egress branch LSP:  to-pe1, State: Up
    Connection History:
        Oct  6 16:27:31 2009  status update timer  
        Oct  6 16:27:31 2009  PE route changed     
        Oct  6 16:27:31 2009  Out lbl Update                    800000
        Oct  6 16:27:31 2009  In lbl Update                     262174
        Oct  6 16:27:31 2009  loc intf up                  lsi.1049355
  Local site: Direct (2)
    Number of local interfaces: 1
    Number of local interfaces up: 1
    IRB interface present: no
  Interface name  Remote site ID  Description
    ge-1/1/0.1         
    lsi.1049347     3       Intf - vpls GOLD local site 2 remote site 3
        Interface flags: VC-Down
    lsi.1049348     4       Intf - vpls GOLD local site 2 remote site 4
        Interface flags: VC-Down
    lsi.1049350     5       Intf - vpls GOLD local site 2 remote site 5
        Interface flags: VC-Down
    lsi.1049352     6       Intf - vpls GOLD local site 2 remote site 6
        Interface flags: VC-Down
    Label-base        Offset     Range     Preference
    262177            1          8         100   
    connection-site           Type  St     Time last up      
    3                         rmt   LM   
      RSVP-TE P2MP lsp:
        Ingress branch LSP: 192.0.2.2:192.0.2.1:1:vpls:GOLD, State: Up
    4                         rmt   LM   
      RSVP-TE P2MP lsp:
        Ingress branch LSP: 192.0.2.2:192.0.2.1:1:vpls:GOLD, State: Up
    5                         rmt   LM   
      RSVP-TE P2MP lsp:
        Ingress branch LSP: 192.0.2.3:192.0.2.1:1:vpls:GOLD, State: Up
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    6                         rmt   LM   
      RSVP-TE P2MP lsp:
        Ingress branch LSP: 192.0.2.4:192.0.2.1:1:vpls:GOLD, State: Up
  Ingress RSVP-TE P2MP LSP: 192.0.2.1:1:vpls:GOLD, Flood next-hop ID: 600

3. Junos OS Release 9.0 and later identifies the flood next-hop route as a composite

next hop. On Router PE1, use the show route forwarding-table family vpls vpn GOLD

detail command to verify that three composite flood next-hop routes are installed

in the Packet Forwarding Engine.

user@PE1> show route forwarding-table family vpls vpn GOLD detail
Routing table: GOLD.vpls
VPLS:
Destination        Type RtRef Next hop       Type Index NhRef Netif
default            perm     0                dscd   518     1
00:00:28:28:28:02/48
                   user     0                ucst   617     4 ge-1/1/0.1
00:00:28:28:28:06/48
                   user     0                indr 1048576     4
                              10.10.3.2     Push 800000, Push 390384(top)   621     2 xe-0/2/0.0
lsi.1049353        intf     0                indr 1048574     3
                              10.10.2.2     Push 262145   598     2 xe-0/1/0.0
lsi.1049354        intf     0                indr 1048575     4
                              10.10.1.2     Push 262145, Push 302272(top)   602     2 xe-0/3/0.0
lsi.1049355        intf     0                indr 1048576     4
                              10.10.3.2     Push 800000, Push 390384(top)   621     2 xe-0/2/0.0
00:14:f6:75:78:00/48
                   user     0                indr 1048575     4
                              10.10.1.2     Push 262145, Push 302272(top)   602     2 xe-0/3/0.0
00:19:e2:57:e7:c0/48
                   user     0                ucst   604     4 ge-1/0/0.1
0x30003/51         user     0                comp   613     2
0x30002/51         user     0                comp   615     2
0x30001/51         user     0                comp   582     2
ge-1/0/0.1         intf     0                ucst   604     4 ge-1/0/0.1
ge-1/1/0.1         intf     0                ucst   617     4 ge-1/1/0.1

You can also use the use the show route forwarding-table family vpls extensive

command tomatch the flood identifier and note the flood label. Tomatch the label

out corresponding to the point-to-multipoint LSP, use the show rsvp session ingress

p2mp command.

4. On Router PE1, use the show route forwarding-table family vpls vpn GOLD extensive

| find 0x30003/51 command to get more details about the composite next-hop

route and the associated point-to-multipoint LSP labels.

user@PE1> showroute forwarding-table familyvplsvpnGOLDextensive | find0x30003/51
Destination:  0x30003/51
  Route type: user                  
  Route reference: 0                   Route interface-index: 0   
  Flags: sent to PFE 
  Nexthop:   
  Next-hop type: composite             Index: 613      Reference: 2    
  Nexthop:  
  Next-hop type: composite             Index: 556      Reference: 4    
  Next-hop type: unicast               Index: 604      Reference: 4    
  Next-hop interface: ge-1/0/0.1   
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  Next-hop type: unicast               Index: 617      Reference: 4    
  Next-hop interface: ge-1/1/0.1   

Destination:  0x30002/51
  Route type: user                  
  Route reference: 0                   Route interface-index: 0   
  Flags: sent to PFE 
  Nexthop:  
  Next-hop type: composite             Index: 615      Reference: 2    
  Nexthop:  
  Next-hop type: composite             Index: 556      Reference: 4    
  Next-hop type: unicast               Index: 604      Reference: 4    
  Next-hop interface: ge-1/0/0.1   
  Next-hop type: unicast               Index: 617      Reference: 4    
  Next-hop interface: ge-1/1/0.1   
  Nexthop:  
  Next-hop type: composite             Index: 603      Reference: 3    
  Next-hop type: flood                 Index: 600      Reference: 2    
  Nexthop: 10.10.2.2
  Next-hop type: Push 262145           Index: 599      Reference: 1    
  Next-hop interface: xe-0/1/0.0   
  Nexthop: 10.10.3.2
  Next-hop type: Push 390496           Index: 622      Reference: 1    
  Next-hop interface: xe-0/2/0.0   
  Nexthop: 10.10.1.2
  Next-hop type: Push 302416           Index: 618      Reference: 1    
  Next-hop interface: xe-0/3/0.0   

Destination:  0x30001/51
  Route type: user                  
  Route reference: 0                   Route interface-index: 0   
  Flags: sent to PFE 
  Nexthop:  
  Next-hop type: composite             Index: 582      Reference: 2    
  Nexthop:  
  Next-hop type: composite             Index: 556      Reference: 4    
  Next-hop type: unicast               Index: 604      Reference: 4    
  Next-hop interface: ge-1/0/0.1   
  Next-hop type: unicast               Index: 617      Reference: 4    
  Next-hop interface: ge-1/1/0.1   
  Nexthop:  
  Next-hop type: composite             Index: 603      Reference: 3    
  Next-hop type: flood                 Index: 600      Reference: 2    
  Nexthop: 10.10.2.2
  Next-hop type: Push 262145           Index: 599      Reference: 1    
  Next-hop interface: xe-0/1/0.0   
  Nexthop: 10.10.3.2
  Next-hop type: Push 390496           Index: 622      Reference: 1    
  Next-hop interface: xe-0/2/0.0   
  Nexthop: 10.10.1.2
  Next-hop type: Push 302416           Index: 618      Reference: 1    
  Next-hop interface: xe-0/3/0.0   

Destination:  ge-1/0/0.1
  Route type: interface             
  Route reference: 0                   Route interface-index: 84  
  Flags: sent to PFE 
  Next-hop type: unicast               Index: 604      Reference: 4    
  Next-hop interface: ge-1/0/0.1   

Destination:  ge-1/1/0.1
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  Route type: interface             
  Route reference: 0                   Route interface-index: 86  
  Flags: sent to PFE 
  Next-hop type: unicast               Index: 617      Reference: 4    
  Next-hop interface: ge-1/1/0.1

5. On Router PE1, use the show vplsmac-table instance GOLD command to verify the

learned MAC addresses of CE routers connected to the VPLS domain.

user@PE1> show vplsmac-table instance GOLD
MAC flags (S -static MAC, D -dynamic MAC,
           SE -Statistics enabled, NM -Non configured MAC)

Routing instance : GOLD
 Bridging domain : __GOLD__, VLAN : NA
   MAC                 MAC      Logical
   address             flags    interface 
   00:00:28:28:28:02   D        ge-1/1/0.1           
   00:00:28:28:28:04   D        lsi.1049353          
   00:14:f6:75:78:00   D        lsi.1049354          
   00:19:e2:51:7f:c0   D        lsi.1049353          
   00:19:e2:57:e7:c0   D        ge-1/0/0.1

6. On Router PE1, use the show vpls statistics command to verify the broadcast,

multicast, and unicast traffic flow using the packet statistics for the VPLS instance.

user@PE1> show vpls statistics
VPLS statistics:

Instance: GOLD
   Local interface: lsi.1049347, Index: 72
     Current MAC count:                     0
   Local interface: lsi.1049348, Index: 73
     Current MAC count:                     0
   Local interface: lsi.1049346, Index: 82
     Current MAC count:                     0
   Local interface: lsi.1049353, Index: 83
   Remote PE: 192.0.2.2
     Current MAC count:                     2
   Local interface: ge-1/0/0.1, Index: 84
     Broadcast packets:                   421
     Broadcast bytes  :                 26944
     Multicast packets:                  3520
     Multicast bytes  :                261906
     Flooded packets  :             509043345
     Flooded bytes    :          130315095486
     Unicast packets  :             393836428
     Unicast bytes    :          100822118854
     Current MAC count:                     1 (Limit 1024)
   Local interface: ge-1/1/0.1, Index: 86
     Broadcast packets:                     0
     Broadcast bytes  :                     0
     Multicast packets:                     0
     Multicast bytes  :                     0
     Flooded packets  :              22889544
     Flooded bytes    :            5859702144
     Unicast packets  :                   472
     Unicast bytes    :                 30838
     Current MAC count:                     1 (Limit 1024)
   Local interface: lsi.1049354, Index: 88
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   Remote PE: 192.0.2.3
     Current MAC count:                     1
   Local interface: lsi.1049350, Index: 89
     Current MAC count:                     0
   Local interface: lsi.1049355, Index: 90
   Remote PE: 192.0.2.4
     Current MAC count:                     0
   Local interface: lsi.1049352, Index: 91
     Current MAC count:                     0

Results

The configuration, verification, and testing part of this example has been completed. The

following section is for your reference.

The relevant sample configuration for Router PE1 follows.

PE1 Configuration chassis {
dump-on-panic;
fpc 1 {
pic 3 {
tunnel-services {
bandwidth 1g;

}
}

}
network-services ethernet;

}
interfaces {
xe-0/1/0 {
unit 0 {
family inet {
address 10.10.2.1/30;

}
family mpls;

}
}
xe-0/2/0 {
unit 0 {
family inet {
address 10.10.3.1/30;

}
family mpls;

}
}
xe-0/3/0 {
unit 0 {
family inet {
address 10.10.1.1/30;

}
family mpls;

}
}
ge-1/0/0 {
vlan-tagging;
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encapsulation vlan-vpls;
unit 1 {
encapsulation vlan-vpls;
vlan-id 1000;
family vpls;

}
}
ge-1/1/0 {
vlan-tagging;
encapsulation vlan-vpls;
unit 1 {
encapsulation vlan-vpls;
vlan-id 1000;
family vpls;

}
}
lo0 {
unit 0 {
family inet {
address 192.0.2.1/24;

}
}

}
}
routing-options {
static {
route 172.16.0.0/8 next-hop 172.19.59.1;

}
autonomous-system 65000;

}
protocols {
rsvp {
interface all;
interface fxp0.0 {
disable;

}
}
mpls {
label-switched-path to-RR {
to 192.0.2.7;

}
label-switched-path vpls-GOLD-p2mp-template {
template;
optimize-timer 50;
link-protection;
p2mp;

}
label-switched-path to-PE2 {
to 192.0.2.2;

}
label-switched-path to-PE3 {
to 192.0.2.3;

}
label-switched-path to-PE4 {
to 192.0.2.4;

}
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interface all;
interface fxp0.0 {
disable;

}
}
bgp {
group to-RR {
type internal;
local-address 192.0.2.1;
family l2vpn {
signaling;

}
neighbor 192.0.2.7;

}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface all;
interface fxp0.0 {
disable;

}
}

}
}
routing-instances {
GOLD {
instance-type vpls;
interface ge-1/0/0.1;
interface ge-1/1/0.1;
route-distinguisher 192.0.2.1:1;
provider-tunnel {
rsvp-te {
label-switched-path-template {
vpls-GOLD-p2mp-template;

}
}

}
vrf-target target:65000:1;
protocols {
vpls {
site-range 8;
no-tunnel-services;
site CE1 {
site-identifier 1;
interface ge-1/0/0.1;

}
site Direct {
site-identifier 2;
interface ge-1/1/0.1;

}
}

}
}

}
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The relevant sample configuration for Router PE2 follows.

PE2 Configuration chassis {
dump-on-panic;
aggregated-devices {
ethernet {
device-count 1;

}
}
fpc 1 {
pic 3 {
tunnel-services {
bandwidth 1g;

}
}

}
}
interfaces {
xe-0/1/0 {
unit 0 {
family inet {
address 10.10.2.2/30;

}
family mpls;

}
}
xe-0/2/0 {
unit 0 {
family inet {
address 10.10.5.1/30;

}
family mpls;

}
}
xe-0/3/0 {
unit 0 {
family inet {
address 10.10.4.1/30;

}
family mpls;

}
}
ge-1/0/1 {
gigether-options {
802.3ad ae0;

}
}
ge-1/0/2 {
gigether-options {
802.3ad ae0;

}
}
ge-1/1/0 {
vlan-tagging;
encapsulation vlan-vpls;
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unit 1 {
encapsulation vlan-vpls;
vlan-id 1000;
family vpls;

}
}
ae0 {
vlan-tagging;
encapsulation vlan-vpls;
unit 1 {
encapsulation vlan-vpls;
vlan-id 1000;
family vpls;

}
}
fxp0 {
apply-groups [ re0 re1 ];

}
lo0 {
unit 0 {
family inet {
address 192.0.2.2/24;

}
}

}
}
routing-options {
static {
route 172.16.0.0/8 next-hop 172.19.59.1;

}
autonomous-system 65000;

}
protocols {
rsvp {
interface all;
interface fxp0.0 {
disable;

}
}
mpls {
label-switched-path to-RR {
to 192.0.2.7;

}
label-switched-path vpls-GOLD-p2mp-template {
template;
optimize-timer 50;
link-protection;
p2mp;

}
label-switched-path to-PE1 {
to 192.0.2.1;

}
label-switched-path to-PE3 {
to 192.0.2.3;

}
label-switched-path to-PE4 {
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to 192.0.2.4;
}
interface all;
interface fxp0.0 {
disable;

}
}
bgp {
group to-RR {
type internal;
local-address 192.0.2.2;
family l2vpn {
signaling;

}
neighbor 192.0.2.7;

}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface all;
interface fxp0.0 {
disable;

}
}

}
}
routing-instances {
GOLD {
instance-type vpls;
interface ge-1/1/0.1;
interface ae0.1;
route-distinguisher 192.0.2.2:10;
provider-tunnel {
rsvp-te {
label-switched-path-template {
vpls-GOLD-p2mp-template;

}
}

}
vrf-target target:65000:1;
protocols {
vpls {
site-range 8;
site CE1 {
site-identifier 3;
interface ae0.1;

}
site Direct {
site-identifier 4;
interface ge-1/1/0.1;

}
}

}
}

}
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Related
Documentation

Next-Generation VPLS Point-to-Multipoint Forwarding Overview on page 809•

Flooding Unknown Traffic Using Point-to-Multipoint LSPs in VPLS

For a VPLS routing instance, you can flood unknown unicast, broadcast, andmulticast

traffic using point-to-multipoint (also called P2MP) LSPs. By default, VPLS relies upon

ingress replication to flood unknown traffic to the members of a VPLS routing instance.

This can cause replication of data at routing nodes shared bymultiple VPLSmembers,

as shown in Figure 81 on page 848. The flood data is tripled between PE router PE1 and

provider router P1 and doubled between provider routers P1 and P2. By configuring

point-to-multipoint LSPs to handle flood traffic, the VPLS routing instance can avoid

this type of traffic replication in the network, as shown in Figure 82 on page 848.

Figure 81: Flooding Unknown VPLS Traffic Using Ingress Replication

Figure 82: Flooding Unknown VPLS Traffic Using a Point-to-Multipoint
LSP

NOTE: In theVPLSdocumentation, theword router in termssuchasPE router
is used to refer to any device that provides routing functions.

The point-to-multipoint LSP used for VPLS flooding can be either static or dynamic. In

either case, for each VPLS routing instance, the PE router creates a dedicated

point-to-multipoint LSP. All of the neighbors of the VPLS routing instance are added to

the point-to-multipoint LSP when the feature is enabled. If there are n PE routers in the

VPLS routing instance,npoint-to-multipoint LSPsare created in thenetworkwhere each

PE router is the root of the point-to-multipoint tree and includes the rest of the n – 1 PE

routers as leaf nodes. If you configured static point-to-multipoint LSPs for flooding, any

additional VPLS neighbors added to the routing instance later are not automatically

added to the point-to-multipoint LSP. You will need to manually add the new VPLS
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neighbors to the static point-to-multipoint flooding LSP. If you configure dynamic

point-to-multipoint LSPs, whenever VPLS discovers a new neighbor through BGP, a

sub-LSP for this neighbor is added to thepoint-to-multipoint LSP for the routing instance.

This feature canbe enabled incrementally on anyPE router that is part of a specific VPLS

routing instance. The PE routers can then use point-to-multipoint LSPs to flood traffic,

whereasotherPE routers in thesameVPLS routing instancecanstill use ingress replication

to flood traffic. However, when this feature is enabled on any PE router, youmust ensure

that all PE routers in the VPLS routing instance that participate in the flooding of traffic

over point-to-multipoint LSPs are upgraded to Junos OS Release 8.3 or later to support

this feature.

To flood unknown unicast, broadcast, andmulticast traffic using point-to-multipoint

LSPs, configure the rsvp-te statement as follows:

rsvp-te {
label-switched-path-template (Multicast) {
(default-template | lsp-template-name);

}
static-lsp lsp-name;

}

You can include this statement at the following hierarchy levels:

• [edit routing-instance routing-instance-name provider-tunnel]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

provider-tunnel]

You can configure either a static point-to-multipoint LSP for VPLS flooding or a dynamic

point-to-multipoint LSP.

NOTE: You cannot specify both the static and label-switched-path-template

statements at the same time.

The following sectionsdescribe how to configure static anddynamicpoint-to-multipoint

LSPs for flooding unknown traffic in a VPLS routing instance:

• Configuring Static Point-to-Multipoint Flooding LSPs on page 849

• Configuring Dynamic Point-to-Multipoint Flooding LSPs on page 850

Configuring Static Point-to-Multipoint Flooding LSPs

The static-lsp option creates a static flooding point-to-multipoint LSP that includes all

of the neighbors in the VPLS routing instance. Flood traffic is sent to all of the VPLS

neighbors using the generated point-to-multipoint LSP. VPLS neighbors added to the

routing instance later are not automatically added to the point-to-multipoint LSP. You

will need to manually add the new VPLS neighbors to the static point-to-multipoint

flooding LSP. By configuring static point-to-multipoint LSPs for flooding, you havemore

control over which path each sub-LSP follows.
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To configure a static flooding point-to-multipoint LSP, specify the name of the static

flooding point-to-multipoint LSP by including the static-lsp statement:

static-lsp lsp-name;

You can include this statement at the following hierarchy levels:

• [edit routing-instances routing-instance-name provider-tunnel rsvp-te]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

provider-tunnel rsvp-te]

Configuring Dynamic Point-to-Multipoint Flooding LSPs

To configure a dynamic point-to-multipoint flooding LSP, include the

label-switched-path-template statement option at the [edit routing-instances

routing-instance-name provider-tunnel rsvp-te] hierarchy level:

[edit routing-instances routing-instance-name provider-tunnel rsvp-te]
label-switched-path-template (Multicast) {
(default-template | lsp-template-name);

}

You can automatically generate the point-to-multipoint LSP to be used for flooding

unknown traffic or you canmanually configure the point-to-multipoint LSP:

• Configuring Dynamic Point-to-Multipoint Flooding LSPs with the Default

Template on page 850

• Configuring Dynamic Point-to-Multipoint Flooding LSPs with a Preconfigured

Template on page 851

ConfiguringDynamicPoint-to-MultipointFloodingLSPswiththeDefaultTemplate

Thedefault-templateoption, specifiedat the [edit routing-instances routing-instance-name

provider-tunnel rsvp-te label-switched-path-template] hierarchy level, causes the

point-to-multipoint LSPs to be createdwith default parameters. The default parameters

are for a minimally configured point-to-multipoint LSP. The name of this

point-to-multipoint LSP is also generated automatically and is based on the following

model:

id:vpls:router-id:routing-instance-name

The following show command output for showmpls lsp p2mp illustrates how a

point-to-multipoint flood LSP name could appear if you configure the

label-switched-path-template statement with the default-template option:

user@host> showmpls lsp p2mp ingress
Ingress LSP: 2 sessions P2MP name: static, P2MP branch count: 3
To              From            State Rt ActivePath       P     LSPname
10.255.14.181   10.255.14.172   Up     0                  *     vpn02-vpn11
10.255.14.177   10.255.14.172   Up     0 path2            *     vpn02-vpn07
10.255.14.174   10.255.14.172   Up     0 path3            *     vpn02-vpn04
P2MP name: 9:vpls:10.255.14.172:green, P2MP branch count: 2
To              From            State Rt ActivePath       P     LSPname
10.255.14.177   10.255.14.172   Up     0                  *     
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11:vpls:10.255.14.172:green
10.255.14.174   10.255.14.172   Up     0                  *     
10:vpls:10.255.14.172:green
Total 5 displayed, Up 5, Down 0

The dynamically generated point-to-multipoint LSP name is 9:vpls:10.255.14.172:green.

Configuring Dynamic Point-to-Multipoint Flooding LSPswith a Preconfigured
Template

You can configure a point-to-multipoint flooding LSP template for the VPLS routing

instance. The template allows you to specify the properties of the dynamic

point-to-multipoint LSPs that are used to flood traffic for the VPLS routing instance. You

can specify all of the standard options available for a point-to-multipoint LSPwithin this

template. These properties are inherited by the dynamic point-to-multipoint flood LSPs.

To configure a point-to-multipoint LSP template for flooding VPLS traffic, specify all of

the properties youwant to include in a point-to-multipoint LSP configuration. To specify

this LSP as a point-to-multipoint flooding template, include the p2mp and template

statements:

p2mp;
template;

You can include these statements at the following hierarchy levels:

• [edit protocolsmpls label-switched-path p2mp-lsp-template-name]

• [edit logical-systems logical-system-name protocolsmpls label-switched-path

p2mp-lsp-template-name]

Formore informationabouthowtoconfigure thep2mpstatementandpoint-to-multipoint

LSPs, see theMPLS Applications Feature Guide.

Once you have configured the point-to-multipoint LSP template, specify the name of

thepoint-to-multipoint LSP templatewith the label-switched-path-template statement:

label-switched-path-template (Multicast) p2mp-lsp-template-name;

You can include this statement at the following hierarchy levels:

• [edit routing-instances routing-instance-name provider-tunnel rsvp-te]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

provider-tunnel rsvp-te]

Example: Configuring Ingress Replication for IPMulticast UsingMBGPMVPNs

• Requirements on page 852

• Overview on page 852

• Configuration on page 853

• Verification on page 858
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Requirements

The routers used in this exampleare JuniperNetworksMSeriesMultiserviceEdgeRouters,

T Series Core Routers, or MX Series 3D Universal Edge Routers. When using ingress

replication for IP multicast, each participating router must be configured with BGP for

control plane procedures andwith ingress replication for the data provider tunnel, which

forms a full mesh of MPLS point-to-point LSPs. The ingress replication tunnel can be

selective or inclusive, depending on the configuration of the provider tunnel in the routing

instance.

Overview

The ingress-replication provider tunnel type uses unicast tunnels between routers to

create amulticast distribution tree.

Thempls-internet-multicast routing instance typeuses ingress replicationprovider tunnels

to carry IPmulticast data between routers through anMPLS cloud, using MBGP (or Next

Gen)MVPN. Ingress replicationcanalsobeconfiguredwhenusingMVPNtocarrymulticast

data between PE routers.

Thempls-internet-multicast routing instance is a non-forwarding instance used only for

control plane procedures. It does not support any interface configurations. Only one

mpls-internet-multicast routing instancecanbedefined for a logical system.Allmulticast

and unicast routes used for IP multicast are associated only with the default routing

instance (inet.0), not with a configured routing instance. Thempls-internet-multicast

routing instance type is configured for the default master instance on each router, and

is also included at the [edit protocols pim] hierarchy level in the default instance.

For eachmpls-internet-multicast routing instance, the ingress-replication statement is

required under the provider-tunnel statement and also under the [edit routing-instances

routing-instance-name provider-tunnel selective group source] hierarchy level.

When a new destination needs to be added to the ingress replication provider tunnel,

the resulting behavior differs depending on how the ingress replication provider tunnel

is configured:

• create-new-ucast-tunnel—When this statement is configured, a new unicast tunnel to

the destination is created, and is deleted when the destination is no longer needed.

Use this mode for RSVP LSPs using ingress replication.

• label-switched-path-template (Multicast)—When this statement is configured, an LSP

template is used for the for the point-to-multipoint LSP for ingress replication.

The IP topology consists of routers on the edge of the IP multicast domain. Each router

has a set of IP interfaces configured toward the MPLS cloud and a set of interfaces

configured toward the IP routers. See Figure 83 on page 853. Internet multicast traffic is

carried between the IP routers, through theMPLS cloud, using ingress replication tunnels

for the data plane and a full-mesh IBGP session for the control plane.
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Figure 83: Internet Multicast Topology
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Border Router C set protocolsmpls ipv6-tunneling
set protocolsmpls interface all
set protocols bgp group ibgp type internal
set protocols bgp group ibgp local-address 10.255.10.61
set protocols bgp group ibgp family inet unicast
set protocols bgp group ibgp family inet-vpn any
set protocols bgp group ibgp family inet6 unicast
set protocols bgp group ibgp family inet6-vpn any
set protocols bgp group ibgp family inet-mvpn signaling
set protocols bgp group ibgp family inet6-mvpn signaling
set protocols bgp group ibgp export to-bgp
set protocols bgp group ibgp neighbor 10.255.10.97
set protocols bgp group ibgp neighbor 10.255.10.55
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set protocols bgp group ibgp neighbor 10.255.10.57
set protocols bgp group ibgp neighbor 10.255.10.59
set protocols ospf traffic-engineering
set protocols ospf area 0.0.0.0 interface fxp0.0 disable
set protocols ospf area 0.0.0.0 interface lo0.0
set protocols ospf area 0.0.0.0 interface so-1/3/1.0
set protocols ospf area 0.0.0.0 interface so-0/3/0.0
set protocols ospf3 area 0.0.0.0 interface lo0.0
set protocols ospf3 area 0.0.0.0 interface so-1/3/1.0
set protocols ospf3 area 0.0.0.0 interface so-0/3/0.0
set protocols ldp interface all
set protocols pim rp static address 192.0.2.2
set protocols pim rp static address 2::192.0.2.2
set protocols pim interface fe-0/1/0.0
set protocols pimmpls-internet-multicast
set routing-instances test instance-typempls-internet-multicast
set routing-instances test provider-tunnel ingress-replication label-switched-path
set routing-instances test protocolsmvpn

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

The following example shows how to configure ingress replication on an IP multicast

instancewith the routing instance typempls-internet-multicast. Additionally, this example

shows how to configure a selective provider tunnel that selects a new unicast tunnel

each time a new destination needs to be added to the multicast distribution tree.

This example shows the configuration of the link between Border Router C and edge IP

Router C, fromwhich Border Router C receives PIM join messages.

1. Enable MPLS.

[edit protocols mpls]
user@Border_Router_C# set ipv6-tunneling
user@Border_Router_C# set interface all

2. Configure a signaling protocol, such as RSVP or LDP.

[edit protocols ldp]
user@Border_Router_C# set interface all

3. Configure a full-mesh of IBGP peering sessions.

[edit protocols bgp group ibgp]
user@Border_Router_C# set type internal
user@Border_Router_C# set local-address 10.255.10.61
user@Border_Router_C# set neighbor 10.255.10.97
user@Border_Router_C# set neighbor 10.255.10.55
user@Border_Router_C# set neighbor 10.255.10.57
user@Border_Router_C# set neighbor 10.255.10.59
user@Border_Router_C# set export to-bgp
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4. Configure the multiprotocol BGP-related settings so that the BGP sessions carry

the necessary NLRI.

[edit protocols bgp group ibgp]
user@Border_Router_C# set family inet unicast
user@Border_Router_C# set family inet-vpn any
user@Border_Router_C# set family inet6 unicast
user@Border_Router_C# set family inet6-vpn any
user@Border_Router_C# set family inet-mvpn signaling
user@Border_Router_C# set family inet6-mvpn signaling

5. Configure an interior gateway protocol (IGP).

This example shows a dual stacking configuration with OSPF and OSPF version 3

configured on the interfaces.

[edit protocols ospf3]
user@Border_Router_C# set area 0.0.0.0 interface lo0.0
user@Border_Router_C# set area 0.0.0.0 interface so-1/3/1.0
user@Border_Router_C# set area 0.0.0.0 interface so-0/3/0.0

[edit protocols ospf]
user@Border_Router_C# set traffic-engineering
user@Border_Router_C# set area 0.0.0.0 interface fxp0.0 disable
user@Border_Router_C# set area 0.0.0.0 interface lo0.0
user@Border_Router_C# set area 0.0.0.0 interface so-1/3/1.0
user@Border_Router_C# set area 0.0.0.0 interface so-0/3/0.0

6. Configure a global PIM instance on the interface facing the edge device.

PIM is not configured in the core.

[edit protocols pim]
user@Border_Router_C# set rp static address 192.0.2.2
user@Border_Router_C# set rp static address 2::192.0.2.2
user@Border_Router_C# set interface fe-0/1/0.0
user@Border_Router_C# setmpls-internet-multicast

7. Configure the ingress replication provider tunnel to create a new unicast tunnel

each time a destination needs to be added to the multicast distribution tree.

[edit routing-instances test]
user@Border_Router_C# set instance-typempls-internet-multicast
user@Border_Router_C#setprovider-tunnel ingress-replication label-switched-path
user@Border_Router_C# set protocolsmvpn
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NOTE: Alternatively, use the label-switched-path-template statement
to configure a point-to-point LSP for the ingress tunnel.

Configure the point-to-point LSP to use the default template settings
(this is needed only when using RSVP tunnels). For example:

[edit routing-instances test provider-tunnel]
user@Border_Router_C# set ingress-replication label-switched-path
label-switched-path-template default-template

user@Border_Router_C# set selective group 203.0.113.0/24 source
192.168.195.145/32 ingress-replication label-switched-path

8. Commit the configuration.

user@Border_Router_C# commit

Results From configuration mode, confirm your configuration by issuing the show protocols and

show routing-instances command. If the output does not display the intended

configuration, repeat the instructions in this example to correct the configuration.

user@Border_Router_C# show protocols
mpls {
ipv6-tunneling;
interface all;

}
bgp {
group ibgp {
type internal;
local-address 10.255.10.61;
family inet {
unicast;

}
family inet-vpn {
any;

}
family inet6 {
unicast;

}
family inet6-vpn {
any;

}
family inet-mvpn {
signaling;

}
family inet6-mvpn {
signaling;

}
export to-bgp; ## 'to-bgp' is not defined
neighbor 10.255.10.97;
neighbor 10.255.10.55;
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neighbor 10.255.10.57;
neighbor 10.255.10.59;

}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface fxp0.0 {
disable;

}
interface lo0.0;
interface so-1/3/1.0;
interface so-0/3/0.0;

}
}
ospf3 {
area 0.0.0.0 {
interface lo0.0;
interface so-1/3/1.0;
interface so-0/3/0.0;

}
}
ldp {
interface all;

}
pim {
rp {
static {
address 192.0.2.2;
address 2::192.0.2.2;

}
}
interface fe-0/1/0.0;
mpls-internet-multicast;

}

user@Border_Router_C# show routing-instances
test {
instance-typempls-internet-multicast;
provider-tunnel {
ingress-replication {
label-switched-path;

}
}
protocols {
mvpn;

}
}
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Verification

Confirm that the configuration is working properly. The following operational output is

for LDP ingress replication SPT-onlymode. Themulticast source behind IP Router B. The

multicast receiver is behind IP Router C.

• Checking the Ingress Replication Status on Border Router C on page 858

• Checking the Routing Table for the MVPN Routing Instance on Border Router

C on page 858

• Checking the MVPN Neighbors on Border Router C on page 859

• Checking the PIM Join Status on Border Router C on page 860

• Checking the Multicast Route Status on Border Router C on page 861

• Checking the Ingress Replication Status on Border Router B on page 862

• Checking the Routing Table for the MVPN Routing Instance on Border Router

B on page 862

• Checking the MVPN Neighbors on Border Router B on page 863

• Checking the PIM Join Status on Border Router B on page 864

• Checking the Multicast Route Status on Border Router B on page 865

Checking the Ingress Replication Status on Border Router C

Purpose Use the show ingress-replicationmvpn command to check the ingress replication status.

Action user@Border_Router_C> show ingress-replicationmvpn

Ingress Tunnel: mvpn:1
  Application: MVPN
  Unicast tunnels
    Leaf Address       Tunnel-type      Mode         State
    10.255.10.61       P2P LSP          Existing     Up        

Meaning The ingress replication is using a point-to-point LSP, and is in the Up state.

Checking the Routing Table for theMVPNRouting Instance on Border Router C

Purpose Use the show route table command to check the route status.
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Action user@Border_Router_C> show route table test.mvpn

test.mvpn.0: 5 destinations, 7 routes (5 active, 1 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

1:0:0:10.255.10.61/240               
                   *[BGP/170] 00:45:55, localpref 100, from 10.255.10.61
                      AS path: I, validation-state: unverified
                    > via so-2/0/1.0
1:0:0:10.255.10.97/240               
                   *[MVPN/70] 00:47:19, metric2 1
                      Indirect
5:0:0:32:192.168.195.106:32:198.51.100.1/240               
                   *[PIM/105] 00:06:35
                      Multicast (IPv4) Composite
                    [BGP/170] 00:06:35, localpref 100, from 10.255.10.61
                      AS path: I, validation-state: unverified
                    > via so-2/0/1.0
6:0:0:1000:32:192.0.2.2:32:198.51.100.1/240               
                   *[PIM/105] 00:07:03
                      Multicast (IPv4) Composite
7:0:0:1000:32:192.168.195.106:32:198.51.100.1/240               
                   *[MVPN/70] 00:06:35, metric2 1
                      Multicast (IPv4) Composite
                    [PIM/105] 00:05:35
                      Multicast (IPv4) Composite

test.mvpn-inet6.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

1:0:0:10.255.10.61/432               
                   *[BGP/170] 00:45:55, localpref 100, from 10.255.10.61
                      AS path: I, validation-state: unverified
                    > via so-2/0/1.0
1:0:0:10.255.10.97/432               
                   *[MVPN/70] 00:47:19, metric2 1
                      Indirect

Meaning The expected routes are populating the test.mvpn routing table.

Checking theMVPNNeighbors on Border Router C

Purpose Use the showmvpn neighbor command to check the neighbor status.
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Action user@Border_Router_C> showmvpn neighbor

MVPN instance:
Legend for provider tunnel
S-    Selective provider tunnel

Legend for c-multicast routes properties (Pr)
DS -- derived from (*, c-g)          RM -- remote VPN route
Family : INET

Instance : test
  MVPN Mode : SPT-ONLY
  Neighbor                              Inclusive Provider Tunnel
  10.255.10.61                          INGRESS-REPLICATION:MPLS Label 
16:10.255.10.61

MVPN instance:
Legend for provider tunnel
S-    Selective provider tunnel

Legend for c-multicast routes properties (Pr)
DS -- derived from (*, c-g)          RM -- remote VPN route
Family : INET6

Instance : test
  MVPN Mode : SPT-ONLY
  Neighbor                              Inclusive Provider Tunnel
  10.255.10.61                          INGRESS-REPLICATION:MPLS Label 
16:10.255.10.61

Checking the PIM Join Status on Border Router C

Purpose Use the show pim join extensive command to check the PIM join status.
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Action user@Border_Router_C> show pim join extensive
Instance: PIM.master Family: INET
R = Rendezvous Point Tree, S = Sparse, W = Wildcard

Group: 198.51.100.1
    Source: *
    RP: 192.0.2.2
    Flags: sparse,rptree,wildcard
    Upstream interface: Local                 
    Upstream neighbor: Local
    Upstream state: Local RP
    Uptime: 00:07:49 
    Downstream neighbors:
        Interface: ge-3/0/6.0             
            192.0.2.2 State: Join Flags: SRW  Timeout: Infinity
            Uptime: 00:07:49 Time since last Join: 00:07:49
    Number of downstream interfaces: 1

Group: 198.51.100.1
    Source: 192.168.195.106
    Flags: sparse
    Upstream protocol: BGP
    Upstream interface: Through BGP           
    Upstream neighbor: Through MVPN
    Upstream state: Local RP, Join to Source, No Prune to RP
    Keepalive timeout: 69
    Uptime: 00:06:21 
    Number of downstream interfaces: 0

Instance: PIM.master Family: INET6
R = Rendezvous Point Tree, S = Sparse, W = Wildcard

Checking theMulticast Route Status on Border Router C

Purpose Use the showmulticast route extensive command to check the multicast route status.
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Action user@Border_Router_C> showmulticast route extensive
Instance: master Family: INET

Group: 198.51.100.1
    Source: 192.168.195.106/32
    Upstream interface: lsi.0
    Downstream interface list: 
        ge-3/0/6.0
    Number of outgoing interfaces: 1
    Session description: NOB Cross media facilities
    Statistics: 18 kBps, 200 pps, 88907 packets
    Next-hop ID: 1048577
    Upstream protocol: MVPN
    Route state: Active
    Forwarding state: Forwarding
    Cache lifetime/timeout: forever
    Wrong incoming interface notifications: 0
    Uptime: 00:07:25

Instance: master Family: INET6

Checking the Ingress Replication Status on Border Router B

Purpose Use the show ingress-replicationmvpn command to check the ingress replication status.

Action user@Border_Router_B> show ingress-replicationmvpn

Ingress Tunnel: mvpn:1
  Application: MVPN
  Unicast tunnels
    Leaf Address       Tunnel-type      Mode         State
    10.255.10.97       P2P LSP          Existing     Up        

Meaning The ingress replication is using a point-to-point LSP, and is in the Up state.

Checking the Routing Table for theMVPNRouting Instance on Border Router B

Purpose Use the show route table command to check the route status.
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Action user@Border_Router_B> show route table test.mvpn

test.mvpn.0: 5 destinations, 7 routes (5 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

1:0:0:10.255.10.61/240               
                   *[MVPN/70] 00:49:26, metric2 1
                      Indirect
1:0:0:10.255.10.97/240               
                   *[BGP/170] 00:48:22, localpref 100, from 10.255.10.97
                      AS path: I, validation-state: unverified
                    > via so-1/3/1.0
5:0:0:32:192.168.195.106:32:198.51.100.1/240               
                   *[PIM/105] 00:09:02
                      Multicast (IPv4) Composite
                    [BGP/170] 00:09:02, localpref 100, from 10.255.10.97
                      AS path: I, validation-state: unverified
                    > via so-1/3/1.0
7:0:0:1000:32:192.168.195.106:32:198.51.100.1/240               
                   *[PIM/105] 00:09:02
                      Multicast (IPv4) Composite
                    [BGP/170] 00:09:02, localpref 100, from 10.255.10.97
                      AS path: I, validation-state: unverified
                    > via so-1/3/1.0

test.mvpn-inet6.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

1:0:0:10.255.10.61/432               
                   *[MVPN/70] 00:49:26, metric2 1
                      Indirect
1:0:0:10.255.10.97/432               
                   *[BGP/170] 00:48:22, localpref 100, from 10.255.10.97
                      AS path: I, validation-state: unverified
                    > via so-1/3/1.0

Meaning The expected routes are populating the test.mvpn routing table.

Checking theMVPNNeighbors on Border Router B

Purpose Use the showmvpn neighbor command to check the neighbor status.
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Action user@Border_Router_B> showmvpn neighbor

MVPN instance:
Legend for provider tunnel
S-    Selective provider tunnel

Legend for c-multicast routes properties (Pr)
DS -- derived from (*, c-g)          RM -- remote VPN route
Family : INET

Instance : test
  MVPN Mode : SPT-ONLY
  Neighbor                              Inclusive Provider Tunnel
  10.255.10.97                          INGRESS-REPLICATION:MPLS Label 
16:10.255.10.97

MVPN instance:
Legend for provider tunnel
S-    Selective provider tunnel

Legend for c-multicast routes properties (Pr)
DS -- derived from (*, c-g)          RM -- remote VPN route
Family : INET6

Instance : test
  MVPN Mode : SPT-ONLY
  Neighbor                              Inclusive Provider Tunnel
  10.255.10.97                          INGRESS-REPLICATION:MPLS Label 
16:10.255.10.97

Checking the PIM Join Status on Border Router B

Purpose Use the show pim join extensive command to check the PIM join status.
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Action user@Border_Router_B> show pim join extensive
Instance: PIM.master Family: INET
R = Rendezvous Point Tree, S = Sparse, W = Wildcard

Group: 198.51.100.1
    Source: 192.168.195.106
    Flags: sparse,spt
    Upstream interface: fe-0/1/0.0            
    Upstream neighbor: Direct
    Upstream state: Local Source
    Keepalive timeout: 0
    Uptime: 00:09:39 
    Downstream neighbors:
        Interface: Pseudo-MVPN            
            Uptime: 00:09:39 Time since last Join: 00:09:39
    Number of downstream interfaces: 1

Instance: PIM.master Family: INET6
R = Rendezvous Point Tree, S = Sparse, W = Wildcard

Checking theMulticast Route Status on Border Router B

Purpose Use the showmulticast route extensive command to check the multicast route status.

Action user@Border_Router_B> showmulticast route extensive
Instance: master Family: INET

Group: 198.51.100.1
    Source: 192.168.195.106/32
    Upstream interface: fe-0/1/0.0
    Downstream interface list: 
        so-1/3/1.0
    Number of outgoing interfaces: 1
    Session description: NOB Cross media facilities
    Statistics: 18 kBps, 200 pps, 116531 packets
    Next-hop ID: 1048580
    Upstream protocol: MVPN
    Route state: Active
    Forwarding state: Forwarding
    Cache lifetime/timeout: forever
    Wrong incoming interface notifications: 0
    Uptime: 00:09:43

Related
Documentation

Configuring Routing Instances for an MBGPMVPN•

• mpls-internet-multicast

• ingress-replication

• create-new-ucast-tunnel

• label-switched-path-template (Multicast) on page 1193
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• show ingress-replication mvpn

Mapping VPLS Traffic to Specific LSPs

You canmap VPLS traffic to specific LSPs by configuring forwarding table policies. This

procedure is optional but can be useful. The following example illustrates how you can

map lower priority VPLS routing instances to slower LSPs while mapping other higher

priority VPLS routing instances to faster LSPs. In this example configuration, a-to-b1 and

a-to-c1 are high-priority LSPs between the PE routers, while a-to-b2 and a-to-c2 are

low-priority LSPs between the PE routers.

NOTE: In theVPLSdocumentation, theword router in termssuchasPE router
is used to refer to any device that provides routing functions.

Tomap VPLS traffic, include the policy-statement vpls-priority statement:

policy-statement vpls-priority {
term a {
from {
rib mpls.0;
community company-1;

}
then {
install-nexthop lsp [ a-to-b1 a-to-c1 ];
accept;

}
}
term b {
from {
rib mpls.0;
community company-2;

}
then {
install-nexthop lsp-regex [ "^a-to-b2$" "^a-to-c2$" ];
accept;

}
}

}
community company-1 members target:11111:1;
community company-2members target:11111:2;

You can include the policy-statement vpls-priority statement at the following hierarchy

levels:

• [edit policy-options]

• [edit logical-systems logical-system-name policy-options]

Include the export statement to apply the vpls-priority policy to the forwarding table:

export vpls-priority;
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You can include this statement at the following hierarchy levels:

• [edit routing-options forwarding-table]

• [edit logical-systems logical-system-name routing-options forwarding-table]

For more information about how to configure routing policies, see the Routing Policies,

Firewall Filters, and Traffic Policers Feature Guide.
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CHAPTER 38

Configuring Inter-AS VPLS and IRB VPLS

• Example: Configuring Inter-AS VPLS with MAC Processing at the ASBR on page 869

• Configuring VPLS and Integrated Routing and Bridging on page 895

• Configuring Integrated Routing and Bridging in a VPLS Instance (MX Series Routers

Only) on page 897

Example: Configuring Inter-AS VPLSwithMAC Processing at the ASBR

This example describes how to configure inter-AS Virtual Private LAN Service (VPLS)

withMACprocessing between BGP-signaled VPLS and LDP-signaled VPLS. This feature

is described in RFC 4761 as multi-AS VPLS option E or method E.

This example is organized in the following sections:

• Requirements on page 869

• Overview and Topology on page 869

• Configuration on page 871

Requirements

To support inter-AS VPLS between BGP-signaled VPLS and LDP-signaled VPLS, your

network must meet the following hardware and software requirements:

• MX Series or M320 routers for the ASBRs.

• Junos OS Release 9.3 or higher.

• Gigabit Ethernet or 10-Gigabit Ethernet interfaces.

Overview and Topology

VPLS is a key enabler for delivering multipoint Ethernet service. Major service providers

have implemented IP andMPLS backbones and offer VPLS services to large enterprises.

Growing demand requires the VPLS network to scale to support many VPLS customers

with multiple sites spread across geographically dispersed regions. BGP-signaled VPLS

signalingoffers scalingadvantagesoverLDP-signaledVPLS. In someenvironments there

is a need for BGP-signaled VPLS to interoperate with existing LDP-signaled VPLS.
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This example shows one way to configure BGP-signaled VPLS interworking with an

existing LDP-signaled VPLS network.

The advantages of the configuration are:

• You can interconnect customer sites that are spread across different autonomous

systems (ASs).

• LDP-signaled VPLS and BGP-signaled VPLS interworking is supported.

• Because theASBRsupportsMACoperations, customer sites canbeconnecteddirectly

to the ASBR.

• The inter-AS link is not restricted to Ethernet interfaces.

• Additional configuration for multihoming is relatively straightforward.

Traffic from the interworking virtual private LAN services is switched at the ASBR. The

ASBR does all the data plane operations: flooding, MAC learning, aging, and MAC

forwarding for each AS to switch traffic among any customer facing interfaces and

between the fullymeshedpseudowires in theAS.Asinglepseudowire is createdbetween

the ASBRs across the inter-AS link and the ASBRs forward traffic from the pseudowires

in each AS to the peer ASBR.

Each ASBR performs VPLS operations within its own AS and performs VPLS operations

with the ASBR in the other AS. The ASBR treats the other AS as a BGP-signaled VPLS

site. To establish VPLS pseudowires, VPLS NLRI messages are exchanged across the

EBGP sessions on the inter-AS links between the ASBRs.

The sample metro network is configured for LDP-signaled VPLS. The core network is

configured for BGP-signaled VPLS.

The first part of the example shows the basic configuration steps to configure the logical

interfaces, OSPF, internal BGP, LDP, andMPLS. This part of the configuration is the same

as other VPLS configurations for LDP-signaled VPLS and BGP-signaled VPLS.

Theuniquepart of the example is configured in theVPLS routing instances, external BGP,

and the policy that populates the BGP route table with routes learned from direct routes

and OSPF routes. Additional details about the configuration statements are included in

the step-by-step procedure.

Figure 84 on page 871 shows the topology used in this example.
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Figure 84: Inter-AS VPLSwithMACOperations Example Topology
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Configuration

Toconfigure inter-ASVPLSbetweenBGP-signaledVPLSandLDP-signaledVPLS,perform

these tasks.

NOTE: In any configuration session it is a good practice to periodically use
thecommitcheckcommandtoverify that theconfigurationcanbecommitted.

• Configuring Interfaces on page 871

• Configuring OSPF on page 873

• Configuring the Internal BGP Peer Group on page 874

• Configuring LDP on page 876

• Configuring MPLS on page 877

• Configuring theExternalBGPPeerGroupBetween theLoopback Interfacesonpage877

• Configuring the External BGP Peer Group Between the Inter-AS Link

Interfaces on page 878

• Configuring the VPLS Routing Instances on page 882

• Results on page 886

Configuring Interfaces

Step-by-Step
Procedure

To configure interfaces:

On each router, configure an IP address on the loopback logical interface 0 (lo0.0):1.

user@CE1# set interfaces lo0 unit 0 family inet address 192.168.1.1/32 primary

user@PE1# set interfaces lo0 unit 0 family inet address 192.168.2.1/32 primary

user@ASBR1# set interfaces lo0 unit 0 family inet address 192.168.3.1/32 primary
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user@ASBR2# set interfaces lo0 unit 0 family inet address 192.168.10.1/32 primary

user@PE2# set interfaces lo0 unit 0 family inet address 192.168.11.1/32 primary

user@CE2# set interfaces lo0 unit 0 family inet address 192.168.12.1/32 primary

2. On each router, commit the configuration:

user@host> commit check

configuration check succeeds

user@host> commit

commit complete

3. On each router, display the interface information for lo0 and verify that the correct

IP address is configured:

user@host> show interfaces lo0

Physical interface: lo0, Enabled, Physical link is Up
  Interface index: 6, SNMP ifIndex: 6
  Type: Loopback, MTU: Unlimited
  Device flags   : Present Running Loopback
  Interface flags: SNMP-Traps
  Link flags     : None
  Last flapped   : Never
    Input packets : 0 
    Output packets: 0

  Logical interface lo0.0 (Index 75) (SNMP ifIndex 16) 
    Flags: SNMP-Traps Encapsulation: Unspecified
    Input packets : 0 
    Output packets: 0
    Protocol inet, MTU: Unlimited
      Flags: None
      Addresses
        Local: 127.0.0.1
      Addresses, Flags: Primary Is-Default Is-Primary
        Local: 192.168.3.1
Logical interface lo0.16384 (Index 64) (SNMP ifIndex 21) 
    Flags: SNMP-Traps Encapsulation: Unspecified
    Input packets : 0 
    Output packets: 0
    Protocol inet, MTU: Unlimited
      Flags: None
      Addresses
        Local: 127.0.0.1

  Logical interface lo0.16385 (Index 65) (SNMP ifIndex 22) 
    Flags: SNMP-Traps Encapsulation: Unspecified
    Input packets : 0 
    Output packets: 0
    Protocol inet, MTU: Unlimited
      Flags: None
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In the example above notice that the primary lo0 local address for the inet protocol

family on Router ASBR1 is 192:168:3:1.

4. On each router, configure an IP address and protocol family on the Gigabit Ethernet

interfaces. Specify the inet protocol family.

user@CE1# set interfaces ge-0/3/0 unit 0 family inet address 10.10.11.1/24

user@PE1# set interfaces ge-1/3/1 unit 0 family inet address 10.0.23.9/30

user@ASBR1# set interfaces ge-0/3/1 unit 0 family inet address 10.0.23.10/30
user@ASBR1# set interfaces ge-0/3/0 unit 0 family inet address 10.0.78.1/30

user@ASBR2# set interfaces ge-3/1/0 unit 0 family inet address 10.0.78.2/30
user@ASBR2# set interfaces ge-3/1/1 unit 0 family inet address 10.0.90.13/30

user@PE2# set interfaces ge-0/1/0 unit 0 family inet address 10.0.90.14/30

user@CE2# set interfaces ge-0/1/1 unit 0 family inet address 10.10.11.2/24

5. On each router, commit the configuration:

user@host> commit check

configuration check succeeds

user@host> commit

commit complete

6. Display information for Gigabit Ethernet interfaces and verify that the IP address

and protocol family are configured correctly.

user@ASBR2> show interfaces ge-* terse
Interface               Admin Link Proto    Local             Remote
ge-3/1/0                up    up  
ge-3/1/0.0              up    up   inet 10.0.78.2/30
                               multiservice
ge-3/1/1                up    up  
ge-3/1/1.0              up    up   inet 10.0.90.13/30
                               multiservice
ge-3/1/2                up    down
ge-3/1/3                up    down

Configuring OSPF

Step-by-Step
Procedure

To configure OSPF:

On the PE and ASBR routers, configure the provider instance of OSPF. Configure

OSPF traffic engineering support. Specify area 0.0.0.1 in the LDP-signaled VPLS

1.

networkandarea0.0.0.0 in theBGP-signalednetwork. Specify theGigabit Ethernet
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logical interfaces between the PE and ASBR routers. Specify lo0.0 as a passive

interface.

user@PE1# set protocols ospf traffic-engineering
user@PE1# set protocols ospf area 0.0.0.1 interface ge-1/3/1.0
user@PE1# set protocols ospf area 0.0.0.1 interface lo0.0 passive

user@ASBR1# set protocols ospf traffic-engineering
user@ASBR1# set protocols ospf area 0.0.0.1 interface ge-0/3/1.0
user@ASBR1# set protocols ospf area 0.0.0.1 interface lo0.0 passive

user@ASBR2# set protocols ospf traffic-engineering
user@ASBR2# set protocols ospf area 0.0.0.0 interface ge-3/1/1.0
user@ASBR2# set protocols ospf area 0.0.0.0 interface lo0.0 passive

user@PE2# set protocols ospf traffic-engineering
user@PE2# set protocols ospf area 0.0.0.0 interface ge-0/1/0.0
user@PE2# set protocols ospf area 0.0.0.0 interface lo0.0 passive

2. On each router, commit the configuration:

user@host> commit check

configuration check succeeds

user@host> commit

commit complete

3. Display OSPF neighbor information and verify that the PE routers form adjacencies

with the ASBR router in the same area. Verify that the neighbor state is Full.

user@host> show ospf neighbor
Address          Interface         State     ID            Pri  Dead
10.0.23.10       ge-1/3/1.0        Full      192.168.3.1   128  31

Configuring the Internal BGP Peer Group

Step-by-Step
Procedure

The purpose of configuring an internal BGP peer group is to create a full mesh of BGP

LSPs among the PE routers in the BGP-signaled AS, including the ASBR routers.

To configure the internal BGP peer group:

1. The purpose of this step is to create a full mesh of IBGP peers between the PE

routers, including the ASBR routers, within the BGP-signaled AS.

On Router ASBR2, configure internal BGP. Specify the BGP type as internal. Specify

the local address as the local lo0 IP address.

Specify the inet protocol family. Specify the labeled-unicast statement and the

resolve-vpn option. The labeled-unicast statement causes the router to advertise

labeled routes out of the IPv4 inet.0 route table and places labeled routes into the

inet.0 route table. The resolve-vpn option puts labeled routes in the MPLS inet.3
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route table The inet.3 route table is used to resolve routes for the PE router located

in the other AS.

Specify the l2vpn family to indicate to the router that this is a VPLS. Specify the

signaling option to configure BGP as the signaling protocol. This enables BGP to

carry Layer 2 VPLS NLRI messages for this peer group.

Specify the lo0 interface IP address of the PE as the neighbor. Configure an

autonomous system identifier.

user@ASBR2# set protocols bgp group core-ibgp type internal
user@ASBR2# set protocols bgp group core-ibgp local-address 192.168.10.1
user@ASBR2# set protocols bgp group core-ibgp family inet labeled-unicast
resolve-vpn

user@ASBR2# set protocols bgp group core-ibgp family l2vpn signaling
user@ASBR2# set protocols bgp group core-ibgp neighbor 192.168.11.1
user@ASBR2# set routing-options autonomous-system0.65020

2. On Router PE2, configure internal BGP. Specify the BGP type as internal. Specify

the local address as the local lo0 IP address.

Specify the l2vpn family to indicate this is a VPLS. Specify the signaling option to

configure BGP as the signaling protocol. This enables BGP to carry Layer 2 VPLS

NLRI messages.

Specify the lo0 interface IP address of Router ASBR2 as the neighbor. Configure an

autonomous system identifier.

user@PE2# set protocols bgp group core-ibgp type internal
user@PE2# set protocols bgp group core-ibgp local-address 192.168.11.1
user@PE2# set protocols bgp group core-ibgp family l2vpn signaling
user@PE2# set protocols bgp group core-ibgp neighbor 192.168.10.1
user@PE2# set routing-options autonomous-system0.65020

3. On each router, commit the configuration:

user@host> commit check

configuration check succeeds

user@host> commit

commit complete

4. OnRouter PE2andRouter ASBR2, displayBGPneighbor information and verify that

the peer connection state is Established.

user@ASBR2> show bgp neighbor
Peer: 192.168.11.1+49443 AS 65020 Local: 192.168.10.1+179 AS 65020
  Type: Internal    State: Established    Flags: ImportEval Sync
  Last State: OpenConfirm   Last Event: RecvKeepAlive
  Last Error: None
  Options: Preference LocalAddress AddressFamily Rib-group Refresh
  Address families configured: l2vpn-signaling inet-labeled-unicast
  Local Address: 192.168.10.1 Holdtime: 90 Preference: 170
  Number of flaps: 0
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  Peer ID: 192.168.11.1     Local ID: 192.168.10.1     Active Holdtime: 90
  Keepalive Interval: 30         Peer index: 0   

...

Configuring LDP

Step-by-Step
Procedure

To configure LDP:

On the PE and ASBR routers, configure LDP with the Gigabit Ethernet interfaces

between the PE and ASBR routers, and between the two ASBR routers. To support

1.

LDP-signaled VPLS, additionally configure LDP with the lo0.0 interface on Router

PE1 and Router ASBR1:

user@PE1# set protocols ldp interface ge-1/3/1.0
user@PE1# set protocols ldp interface lo0.0

user@ASBR1# set protocols ldp interface ge-0/3/1.0
user@ASBR1# set protocols ldp interface ge-0/3/0.0
user@ASBR1# set protocols ldp interface lo0.0

user@ASBR2# set protocols ldp interface ge-3/1/0.0
user@ASBR2# set protocols ldp interface ge-3/1/1.0

user@PE2# set protocols ldp interface ge-0/1/0.0

NOTE: The configuration of LDP signaling between the ASBR routers
is not required for Inter-AS VPLS. It is included here for reference only
andmight be used in LDP environments.

2. On each router, commit the configuration:

user@host> commit check

configuration check succeeds

user@host> commit

commit complete

3. Display LDP configuration information and verify that the correct interfaces are

configured. LDP operation can be verified after MPLS is configured.

user@ASBR1> show configuration protocols ldp
interface ge-0/3/0.0;
interface ge-0/3/1.0;
interface lo0.0;

The preceding example is from ASBR1.
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ConfiguringMPLS

Step-by-Step
Procedure

To configure MPLS:

On thePEandASBR routers, configureMPLS. EnableMPLSon the logical interfaces.

Add the Gigabit Ethernet interfaces to the MPLS protocol. This adds entries to the

MPLS forwarding table.

1.

user@PE1# set protocolsmpls interface ge-1/3/1.0
user@PE1# set interfaces ge-1/3/1 unit 0 family mpls

user@ASBR1# set protocolsmpls interface ge-0/3/1.0
user@ASBR1# set protocolsmpls interface ge-0/3/0.0
user@ASBR1# set interfaces ge-0/3/1 unit 0 family mpls
user@ASBR1# set interfaces ge-0/3/0 unit 0 family mpls

user@ASBR2# set protocolsmpls interface ge-3/1/0.0
user@ASBR2# set protocolsmpls interface ge-3/1/1.0
user@ASBR2# set interfaces ge-3/1/0 unit 0 family mpls
user@ASBR2# set interfaces ge-3/1/1 unit 0 family mpls

user@PE2# set protocolsmpls interface ge-0/1/0.0
user@PE2# set interfaces ge-0/1/0 unit 0 family mpls

2. On each router, commit the configuration:

user@host> commit check

configuration check succeeds

user@host> commit

commit complete

3. On the PE and ASBR routers, display LDP neighbor information and verify that the

directly connected LDP neighbors are listed:

user@ASBR1> show ldp neighbor
Address            Interface          Label space ID         Hold time
192.168.2.1        lo0.0              192.168.2.1:0            44
10.0.78.2          ge-0/3/0.0         192.168.10.1:0           13
10.0.23.9          ge-0/3/1.0         192.168.2.1:0            11

The preceding example is from ASBR1.

Configuring the External BGP Peer Group Between the Loopback Interfaces

Step-by-Step
Procedure

To configure the external BGP (EBGP) peer group between the loopback interfaces:

On Router ASBR1 and Router PE1, configure an autonomous system identifier:1.

user@PE1# set routing-options autonomous-system0.65010
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user@ASBR1# set routing-options autonomous-system0.65010

2. OnRouter ASBR1, configure an external BGPpeer group for the loopback interfaces.

Specify the external BGP group type. Include themultihop statement. Specify the

local addressas the local lo0 IPaddress.Configure the l2vpn family forBGPsignaling.

Configure the peer AS as the core AS number. Specify the lo0 IP address of Router

ASBR2 as the neighbor.

user@ASBR1# set protocols bgp group vpls-core type external
user@ASBR1# set protocols bgp group vpls-coremultihop
user@ASBR1# set protocols bgp group vpls-core local-address 192.168.3.1
user@ASBR1# set protocols bgp group vpls-core family l2vpn signaling
user@ASBR1# set protocols bgp group vpls-core peer-as 65020
user@ASBR1# set protocols bgp group vpls-core neighbor 192.168.10.1

3. OnRouterASBR2, configureanexternalBGPpeergroup for the loopback interfaces.

Specify the externalBGP group type. Include themultihop statement. Themultihop

statement is needed because the EBGP neighbors are in different ASs. Specify the

local addressas the local lo0 IPaddress.Configure the l2vpn family forBGPsignaling.

Configure the peer ASas themetroASnumber. Specify the lo0 IP address of Router

ASBR1 as the neighbor.

user@ASBR2# set protocols bgp group vpls-metro type external
user@ASBR2# set protocols bgp group vpls-metromultihop
user@ASBR2# set protocols bgp group vpls-metro local-address 192.168.10.1
user@ASBR2# set protocols bgp group vpls-metro family l2vpn signaling
user@ASBR2# set protocols bgp group vpls-metro peer-as 65010
user@ASBR2# set protocols bgp group vpls-metro neighbor 192.168.3.1

4. On each router, commit the configuration:

user@host> commit

Configuring the External BGP Peer Group Between the Inter-AS Link Interfaces

Step-by-Step
Procedure

ThepurposeofconfiguringexternalBGPpeergroupsbetween the inter-AS link interfaces

is to create a full mesh of BGP LSPs among the ASBR routers. To configure the external

BGP peer group between the inter-AS link interfaces:

1. OnRouter ASBR1, configure a policy to export OSPF and direct routes, including the

lo0 address of the PE routers, into BGP for the establishment of label-switched

paths (LSPs):

user@ASBR1# set policy-options policy-statement loopback term term1 from
protocol ospf

user@ASBR1# set policy-options policy-statement loopback term term1 from
protocol direct

user@ASBR1# set policy-options policy-statement loopback term term1 from
route-filter 192.168.0.0/16 longer

user@ASBR1#setpolicy-optionspolicy-statement loopbacktermterm1thenaccept
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2. OnRouterASBR1, configureanexternalBGPpeer group for the inter-AS link. Specify

the external BGP group type. Specify the local inter-AS link IP address as the local

address. Configure the inet family and include the labeled-unicast and resolve-vpn

statements. The labeled-unicast statement advertises labeled routes out of the

IPv4 inet.0 route table and places labeled routes into the inet.0 route table. The

resolve-vpn option stores labeled routes in the MPLS inet.3 route table.

Include the export statement and specify the policy you created. Configure the peer

AS as the core AS number. Specify the inter-AS link IP address of Router ASBR2 as

the neighbor.

user@ASBR1# set protocols bgp groupmetro-core type external
user@ASBR1# set protocols bgp groupmetro-core local-address 10.0.78.1
user@ASBR1# set protocols bgp groupmetro-core family inet labeled-unicast
resolve-vpn

user@ASBR1# set protocols bgp groupmetro-core export loopback
user@ASBR1# set protocols bgp groupmetro-core peer-as 65020
user@ASBR1# set protocols bgp groupmetro-core neighbor 10.0.78.2

3. On Router ASBR2, configure a policy to export OSPF and direct routes, including

the lo0 address, into BGP for the establishment of LSPs:

user@ASBR2# set policy-options policy-statement loopback term term1 from
protocol ospf

user@ASBR2# set policy-options policy-statement loopback term term1 from
protocol direct

user@ASBR2# set policy-options policy-statement loopback term term1 from
route-filter 192.168.0.0/16 longer

user@ASBR2#setpolicy-optionspolicy-statement loopbacktermterm1thenaccept

4. OnRouterASBR2, configureanexternalBGPpeer group for the inter-AS link. Specify

the external BGP group type. Specify the local inter-AS link IP address as the local

address. Configure the inet family and include the labeled-unicast and resolve-vpn

statements. Include the export statement and specify the policy you created.

Configure the peer AS as the core AS number. Specify the inter-AS link IP address

of Router ASBR1 as the neighbor.

user@ASBR2# set protocols bgp group core-metro type external
user@ASBR2# set protocols bgp group core-metro local-address 10.0.78.2
user@ASBR2# set protocols bgp group core-metro family inet labeled-unicast
resolve-vpn

user@ASBR2# set protocols bgp group core-metro export loopback
user@ASBR2# set protocols bgp group core-metro peer-as 65010
user@ASBR2# set protocols bgp group core-metro neighbor 10.0.78.1

5. On each router, commit the configuration:

user@host> commit check

configuration check succeeds

user@host> commit

commit complete
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6. On Router ASBR1, display the BGP neighbors. Verify that the first peer is the IP

address of the Gigabit Ethernet interface of Router ASBR2. Verify that the second

peer is the IP address of the lo0 interface of Router ASBR2. Also verify that the state

of each peer is Established. Notice that on Router ASBR1 the NLRI advertised by

Router ASBR2 the inter-AS link peer is inet-labeled-unicast and theNLRI advertised

by Router ASBR2 the loopback interface peer is l2vpn-signaling.

user@ASBR1> show bgp neighbor
Peer: 10.0.78.2+65473 AS 65020 Local: 10.0.78.1+179 AS 65010
  Type: External    State: Established    Flags: Sync
  Last State: OpenConfirm   Last Event: RecvKeepAlive
  Last Error: Cease
  Export: [ loopback ] 
  Options: Preference LocalAddress AddressFamily PeerAS Rib-group Refresh
  Address families configured: inet-labeled-unicast
  Local Address: 10.0.78.1 Holdtime: 90 Preference: 170
  Number of flaps: 3
  Last flap event: Stop
  Error: 'Cease' Sent: 1 Recv: 2
  Peer ID: 192.168.10.1     Local ID: 192.168.3.1      Active Holdtime: 90
  Keepalive Interval: 30         Peer index: 0   
  BFD: disabled, down
  Local Interface: ge-0/3/0.0                       
  NLRI for restart configured on peer: inet-labeled-unicast
  NLRI advertised by peer: inet-labeled-unicast
  NLRI for this session: inet-labeled-unicast
  Peer supports Refresh capability (2)
  Restart time configured on the peer: 120
  Stale routes from peer are kept for: 300
  Restart time requested by this peer: 120
  NLRI that peer supports restart for: inet-labeled-unicast
  NLRI that restart is negotiated for: inet-labeled-unicast
  NLRI of received end-of-rib markers: inet-labeled-unicast
  NLRI of all end-of-rib markers sent: inet-labeled-unicast
  Peer supports 4 byte AS extension (peer-as 65020)
  Table inet.0 Bit: 10000
    RIB State: BGP restart is complete
    Send state: in sync
    Active prefixes:              2
    Received prefixes:            3
    Accepted prefixes:            3
    Suppressed due to damping:    0
    Advertised prefixes:          3
  Last traffic (seconds): Received 8    Sent 3    Checked 60  
  Input messages:  Total 8713   Updates 3       Refreshes 0     Octets 165688
  Output messages: Total 8745   Updates 2       Refreshes 0     Octets 166315
  Output Queue[0]: 0

Peer: 192.168.10.1+51234 AS 65020 Local: 192.168.3.1+179 AS 65010
  Type: External    State: Established    Flags: Sync
  Last State: OpenConfirm   Last Event: RecvKeepAlive
  Last Error: Cease
  Options: Multihop Preference LocalAddress AddressFamily PeerAS Rib-group Refresh
  Address families configured: l2vpn-signaling
  Local Address: 192.168.3.1 Holdtime: 90 Preference: 170
  Number of flaps: 3
  Last flap event: Stop
  Error: 'Cease' Sent: 1 Recv: 2
  Peer ID: 192.168.10.1     Local ID: 192.168.3.1      Active Holdtime: 90
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  Keepalive Interval: 30         Peer index: 0   
  BFD: disabled, down
  NLRI for restart configured on peer: l2vpn-signaling
  NLRI advertised by peer: l2vpn-signaling
  NLRI for this session: l2vpn-signaling
  Peer supports Refresh capability (2)
  Restart time configured on the peer: 120
  Stale routes from peer are kept for: 300
  Restart time requested by this peer: 120
  NLRI that peer supports restart for: l2vpn-signaling
  NLRI that restart is negotiated for: l2vpn-signaling
  NLRI of received end-of-rib markers: l2vpn-signaling
  NLRI of all end-of-rib markers sent: l2vpn-signaling
  Peer supports 4 byte AS extension (peer-as 65020)
  Table bgp.l2vpn.0 Bit: 20000
    RIB State: BGP restart is complete
    RIB State: VPN restart is complete
    Send state: in sync
    Active prefixes:              1
    Received prefixes:            1
    Accepted prefixes:            1
    Suppressed due to damping:    0
    Advertised prefixes:          1
  Table inter-as.l2vpn.0
    RIB State: BGP restart is complete
    RIB State: VPN restart is complete
    Send state: not advertising
    Active prefixes:              1
    Received prefixes:            1
    Accepted prefixes:            1
    Suppressed due to damping:    0
  Last traffic (seconds): Received 19   Sent 18   Checked 42  
  Input messages:  Total 8712   Updates 3       Refreshes 0     Octets 165715
  Output messages: Total 8744   Updates 2       Refreshes 0     Octets 166342
  Output Queue[1]: 0
  Output Queue[2]: 0

7. On Router ASBR2, display the BGP summary. Notice that the first peer is the IP

address of the Gigabit Ethernet interface of Router ASBR1, the second peer is the

IPaddressof the lo0 interfaceofRouterASBR1, and the thirdpeer is the lo0 interface

of Router PE2. Verify that the state of each peer is Established.

user@ASBR2> show bgp summary
Groups: 3 Peers: 3 Down peers: 0
Table          Tot Paths  Act Paths Suppressed    History Damp State    Pending
inet.0                 3          2          0          0          0          0
bgp.l2vpn.0            2          2          0          0          0          0
Peer                     AS      InPkt     OutPkt    OutQ   Flaps Last Up/Dwn 
State|#Active/Received/Accepted/Damped...
10.0.78.1             65010       8781       8748       0       2 2d 17:54:56 Establ
  inet.0: 2/3/3/0
192.168.3.1           65010       8780       8747       0       2 2d 17:54:54 Establ
  bgp.l2vpn.0: 1/1/1/0
  inter-as.l2vpn.0: 1/1/1/0
192.168.11.1          65020       8809       8763       0       1 2d 17:59:22 Establ
  bgp.l2vpn.0: 1/1/1/0
  inter-as.l2vpn.0: 1/1/1/0
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8. On Router PE2, display the BGP group. Verify that the peer is the IP address of the

lo0 interface of Router ASBR2. Verify that the number of established peer sessions

is 1.

user@PE1> show bgp group
Group Type: Internal    AS: 65020                  Local AS: 65020
  Name: core-ibgp       Index: 1                   Flags: Export Eval
  Holdtime: 0
  Total peers: 1        Established: 1
192.168.10.1+179

  bgp.l2vpn.0: 1/1/1/0
  inter-as.l2vpn.0: 1/1/1/0

Groups: 1  Peers: 1    External: 0    Internal: 1    Down peers: 0   Flaps: 7
Table          Tot Paths  Act Paths Suppressed    History Damp State    Pending
bgp.l2vpn.0            1          1          0          0          0          0
inte.l2vpn.0           1          1          0          0          0          0

Configuring the VPLS Routing Instances

Step-by-Step
Procedure

To configure the VPLS routing instances:

On Router PE1, configure the VPLS routing instance. To enable a VPLS instance,

specify the vpls instance type. Configure VPLS on the CE-facing Gigabit Ethernet

interface. Configure the CE-facing interface to use ethernet-vpls encapsulation.

1.

user@PE1# set routing-instancesmetro instance-type vpls
user@PE1# set routing-instancesmetro interface ge-1/3/0.0

2. OnRouter PE1, configure the VPLS protocol within the routing instance. To uniquely

identify the virtual circuit, configure theVPLS identifier. TheVPLS identifier uniquely

identifies each VPLS in the router. Configure the same VPLS ID on all the routers

for a given VPLS.

Specify the IP address of the lo0 interface on Router ASBR2 as the neighbor.

Configure the CE-facing interface to use ethernet-vpls encapsulation and the vpls

protocol family.

user@PE1# set routing-instancesmetro protocols vpls vpls-id 101
user@PE1# set routing-instancesmetro protocols vpls neighbor 192.168.3.1
user@PE1# set interfaces ge-1/3/0 encapsulation ethernet-vpls
user@PE1# set interfaces ge-1/3/0 unit 0 family vpls

3. On Router ASBR1, configure the VPLS routing instance. To enable a VPLS instance,

specify the vpls instance type. Configure a route distinguisher and aVRF target. The

vrf-target statement causes default VRF import andexport policies to be generated

that accept and tag routes with the specified target community.

NOTE: A route distinguisher allows the router to distinguish between
two identical IP prefixes usedasVPN routes. Configure a different route
distinguisher on each ASBR router.

Copyright © 2018, Juniper Networks, Inc.882

Layer 2 VPNs and VPLS Feature Guide for Routing Devices



NOTE: Youmust configure the same VRF target on both ASBR routers.

user@ASBR1# set routing-instances inter-as instance-type vpls
user@ASBR1# set routing-instances inter-as route-distinguisher 65010:1
user@ASBR1# set routing-instances inter-as vrf-target target:2:1

4. On Router ASBR1, configure the VPLS protocol within the routing instance.

Configure the VPLS identifier. Specify the IP address of the lo0 interface on Router

PE1 as the neighbor.

user@ASBR1# set routing-instances inter-as protocols vpls vpls-id 101
user@ASBR1# set routing-instances inter-as protocols vpls neighbor 192.168.2.1

NOTE: TheVPLS identifier uniquely identifies each LDP-signaledVPLS
in the router. Configure the same VPLS ID on Router PE1 and Router
ASBR1.

5. On Router ASBR1, configure the VPLS site within the routing instance. Configure

the site identifier as required by the protocol to establish the EBGP pseudowire. As

a best practice formore complex topologies involvingmultihoming, configure a site

preference.

user@ASBR1# set routing-instances inter-as protocols vpls site ASBR-metro
site-identifier 1

user@ASBR1# set routing-instances inter-as protocols vpls site ASBR-metro
site-preference 10000

6. On Router ASBR1, configure the VPLSmesh group peer-as statement within the

routing instance to specify which ASs belong to this ASmesh group. Configure the

peer AS for the mesh group as all.

This statement enables the router to establish a single pseudowire between the

ASBR routers. VPLS NLRI messages are exchanged across the EBGP sessions on

the inter-AS links between the ASBR routers. All autonomous systems are in one

mesh group.

user@ASBR1# set routing-instances inter-as protocols vplsmesh-groupmetro
peer-as all

7. OnASBR2, configure theVPLS routing instance. To enable aVPLS instance, specify

thevpls instance type.Configurea routedistinguisherandaVRF target. Thevrf-target

statement causes default VRF import and export policies to be generated that

accept and tag routes with the specified target community.
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NOTE: A route distinguisher allows the router to distinguish between
two identical IP prefixes usedasVPN routes. Configure a different route
distinguisher on each ASBR router.

NOTE: Youmust configure the same VRF target community on both
ASBR routers.

user@ASBR2# set routing-instances inter-as instance-type vpls
user@ASBR2# set routing-instances inter-as route-distinguisher 65020:1
user@ASBR2# set routing-instances inter-as vrf-target target:2:1

8. On Router ASBR2, configure the VPLS site within the routing instance. Configure

the site identifier as required by the protocol.

user@ASBR2# set routing-instances inter-as protocols vpls site ASBR-core
site-identifier 2

9. On Router ASBR2, configure the VPLSmesh group within the routing instance to

specify which VPLS PEs belong to this ASmesh group. Configure the peer AS for

the mesh group as all.

This statement enables the router to establish a single pseudowire between the

ASBR routers. VPLS NLRI messages are exchanged across the EBGP sessions on

the inter-AS links between the ASBR routers. All autonomous systems are in one

mesh group.

user@ASBR1#set routing-instances inter-asprotocolsvplsmesh-groupcorepeer-as
all

10. On Router PE2, configure the VPLS routing instance. To enable a VPLS instance,

specify the vpls instance type. Configure VPLS on the CE-facing Gigabit Ethernet

interface. Configure a route distinguisher and a VRF target.

user@PE2# set routing-instances inter-as instance-type vpls
user@PE2# set routing-instances inter-as interface ge-0/1/1.0
user@PE2# set routing-instances inter-as route-distinguisher 65020:1
user@PE2# set routing-instances inter-as vrf-target target:2:1

11. On Router PE2, configure the VPLS site within the routing instance. Configure the

site identifier as required by the protocol.

Configure the CE-facing interface to use ethernet-vpls encapsulation and the vpls

protocol family.

user@PE2# set routing-instances inter-as protocols vpls site PE2 site-identifier 3
user@PE2# set interfaces ge-0/1/1 encapsulation ethernet-vpls
user@PE2# set interfaces ge-0/1/1 unit 0 family vpls
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12. On each router, commit the configuration:

user@host> commit check

configuration check succeeds

user@host> commit

commit complete

13. On the PE routers, display the CE-facing Gigabit Ethernet interface information and

verify that the encapsulation is configured correctly:

user@host> show interfaces ge-1/3/0
Address            Interface          Label space ID         Hold time
10.0.23.10         ge-1/3/1.0         192.168.3.1:0            11

Physical interface: ge-1/3/0, Enabled, Physical link is Up
  Interface index: 147, SNMP ifIndex: 145
  Link-level type: Ethernet, MTU: 1514, Speed: 1000mbps, MAC-REWRITE Error: None,
  Loopback: Disabled, Source filtering: Disabled, Flow control: Enabled,
  Auto-negotiation: Enabled, Remote fault: Online
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x4000
  Link flags     : None
  CoS queues     : 4 supported, 4 maximum usable queues
  Schedulers     : 256
  Current address: 00:12:1e:ee:34:db, Hardware address: 00:12:1e:ee:34:db
  Last flapped   : 2008-08-27 19:02:52 PDT (5d 22:32 ago)
  Input rate     : 0 bps (0 pps)
  Output rate    : 0 bps (0 pps)
  Ingress rate at Packet Forwarding Engine      : 0 bps (0 pps)
  Ingress drop rate at Packet Forwarding Engine : 0 bps (0 pps)
  Active alarms  : None
  Active defects : None

  Logical interface ge-1/3/0.0 (Index 84) (SNMP ifIndex 146) 
    Flags: SNMP-Traps Encapsulation: ENET2
    Input packets : 0 
    Output packets: 1
    Protocol inet, MTU: 1500
      Flags: None
      Addresses, Flags: Is-Preferred Is-Primary
        Destination: 10.10.11/24, Local: 10.10.11.11, Broadcast: 10.10.11.255
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Results

This section describes commands you can use to test the operation of the VPLS.

1. Toverify theVPLSconnectionshavebeenestablished, enter the showvplsconnections

command on Router PE 1.

user@PE1> show vpls connections
Layer-2 VPN connections:

Legend for connection status (St)   
EI -- encapsulation invalid      NC -- interface encapsulation not CCC/TCC/VPLS
EM -- encapsulation mismatch     WE -- interface and instance encaps not same
VC-Dn -- Virtual circuit down    NP -- interface hardware not present 
CM -- control-word mismatch      -> -- only outbound connection is up
CN -- circuit not provisioned    <- -- only inbound connection is up
OR -- out of range               Up -- operational
OL -- no outgoing label          Dn -- down                      
LD -- local site signaled down   CF -- call admission control failure      
RD -- remote site signaled down  SC -- local and remote site ID collision
LN -- local site not designated  LM -- local site ID not minimum designated
RN -- remote site not designated RM -- remote site ID not minimum designated
XX -- unknown connection status  IL -- no incoming label
MM -- MTU mismatch               MI -- Mesh-Group ID not availble
BK -- Backup connection          ST -- Standby connection

Legend for interface status 
Up -- operational           
Dn -- down

Instance: metro
  VPLS-id: 101
    Neighbor                  Type  St     Time last up          # Up trans

192.168.3.1(vpls-id 101)  rmt   Up     Sep  9 14:05:18 2008           1
      Remote PE: 192.168.3.1, Negotiated control-word: No
      Incoming label: 800001, Outgoing label: 800000
      Local interface: vt-1/2/0.1048576, Status: Up, Encapsulation: ETHERNET
        Description: Intf - vpls metro neighbor 192.168.3.1 vpls-id 101

In the display from Router PE1, verify that the neighbor is the lo0 address of Router

ASBR1 and that the status is Up.

2. Toverify theVPLSconnectionshavebeenestablished, enter the showvplsconnections

command on Router ASBR 1.

user@ASBR1> show vpls connections
...
Instance: inter-as
  BGP-VPLS State
  Mesh-group connections: metro
    Neighbor         Local-site   Remote-site   St      Time last up         
    192.168.10.1     1            2             Up      Sep  8 20:16:28 2008
      Incoming label: 800257, Outgoing label: 800000
      Local interface: vt-1/2/0.1049088, Status: Up, Encapsulation: VPLS
  LDP-VPLS State
  VPLS-id: 101
  Mesh-group connections: __ves__
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    Neighbor                  Type  St     Time last up          # Up trans
192.168.2.1(vpls-id 101)  rmt   Up     Sep  9 14:05:22 2008           1

      Remote PE: 192.168.2.1, Negotiated control-word: No
      Incoming label: 800000, Outgoing label: 800001
      Local interface: vt-0/1/0.1049089, Status: Up, Encapsulation: ETHERNET
        Description: Intf - vpls inter-as neighbor 192.168.2.1 vpls-id 101

In the display fromRouter ASBR1, verify that the neighbor is the lo0 address of Router

PE1 and that the status is Up.

3. Toverify theVPLSconnectionshavebeenestablished, enter the showvplsconnections

command on Router ASBR2.

user@ASBR2> show vpls connections
...
Instance: inter-as
  BGP-VPLS State
  Mesh-group connections: __ves__
    Neighbor         Local-site   Remote-site   St      Time last up         
    192.168.11.1     2            3             Up      Sep 11 15:18:23 2008
      Incoming label: 800002, Outgoing label: 800001
      Local interface: vt-4/0/0.1048839, Status: Up, Encapsulation: VPLS
  Mesh-group connections: core
    Neighbor         Local-site   Remote-site   St      Time last up         

192.168.3.1      2            1             Up      Sep  8 20:16:28 2008
      Incoming label: 800000, Outgoing label: 800257
      Local interface: vt-4/0/0.1048834, Status: Up, Encapsulation: VPLS

In the display fromRouter ASBR2, verify that the neighbor is the lo0 address of Router

PE2 and that the status is Up.

4. Toverify theVPLSconnectionshavebeenestablished, enter the showvplsconnections

command on Router PE2.

user@PE2> show vpls connections
...
Instance: inter-as
  Local site: PE2 (3)
    connection-site           Type  St     Time last up          # Up trans
    2                         rmt   Up     Sep  8 20:16:28 2008           1
      Remote PE: 192.168.10.1, Negotiated control-word: No
      Incoming label: 800001, Outgoing label: 800002
      Local interface: vt-0/3/0.1048832, Status: Up, Encapsulation: VPLS
        Description: Intf - vpls inter-as local site 3 remote site 2

In the display from Router PE2, verify that the remote PE is the lo0 address of Router

ASBR2 and that the status is Up.

5. To verify that the CE routers can send and receive traffic across the VPLS, use the

ping command.

user@CE1> ping 10.10.11.2
PING 10.10.11.2 (10.10.11.2): 56 data bytes
64 bytes from 10.10.11.2: icmp_seq=0 ttl=64 time=1.369 ms
64 bytes from 10.10.11.2: icmp_seq=1 ttl=64 time=1.360 ms
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64 bytes from 10.10.11.2: icmp_seq=2 ttl=64 time=1.333 ms
^C

user@CE2> ping 10.10.11.1
PING 10.10.11.1 (10.10.11.1): 56 data bytes
64 bytes from 10.10.11.1: icmp_seq=0 ttl=64 time=6.209 ms
64 bytes from 10.10.11.1: icmp_seq=1 ttl=64 time=1.347 ms
64 bytes from 10.10.11.1: icmp_seq=2 ttl=64 time=1.324 ms
^C

If Router CE1 can send traffic to and receive traffic from Router CE2 and Router CE2

cansend traffic toand receive traffic fromRouterCE1, theVPLS isperformingcorrectly.

6. To display the configuration for Router CE1, use the show configuration command.

For your reference, the relevant sample configuration for Router CE1 follows.

interfaces {
lo0 {
unit 0 {
family inet {
address 192.168.1.1/32 {
primary;

}
address 127.0.0.1/32;

}
}

}
ge-0/3/0 {
unit 0 {
family inet {
address 10.10.11.1/24;

}
}

}
}

7. To display the configuration for Router PE1, use the show configuration command.

For your reference, the relevant sample configuration for Router PE1 follows.

interfaces {
lo0 {
unit 0 {
family inet {
address 192.168.2.1/32 {
primary;

}
address 127.0.0.1/32;

}
}

}
ge-1/3/0 {
encapsulation ethernet-vpls;
unit 0 {
family vpls;
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}
}
ge-1/3/1 {
unit 0 {
family inet {
address 10.0.23.9/30;

}
family mpls;

}
}

}
routing-options {
autonomous-system 0.65010;

}
protocols {
mpls {
interface ge-1/3/1.0;

}
ospf {
traffic-engineering;
area 0.0.0.1 {
interface ge-1/3/1.0;
interface lo0.0 {
passive;

}
}

}
ldp {
interface ge-1/3/1.0;
interface lo0.0;

}
}
routing-instances {
metro {
instance-type vpls;
interface ge-1/3/0.0;
protocols {
vpls {
vpls-id 101;
neighbor 192.168.3.1;

}
}

}
}

8. To display the configuration for Router ASBR1, use the show configuration command.

For your reference, the relevant sample configuration for Router ASBR1 follows.

interfaces {
lo0 {
unit 0 {
family inet {
address 192.168.3.1/32 {
primary;

}
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address 127.0.0.1/32;
}

}
}
ge-0/3/0 {
unit 0 {
family inet {
address 10.0.78.1/30;

}
family mpls;

}
}
ge-0/3/1 {
unit 0 {
family inet {
address 10.0.23.10/30;

}
family mpls;

}
}

}
routing-options {
autonomous-system 0.65010;

}
protocols {
mpls {
interface ge-0/3/1.0;
interface ge-0/3/0.0;

}
bgp {
group vpls-core {
type external;
multihop;
local-address 192.168.3.1;
family l2vpn {
signaling;

}
peer-as 65020;
neighbor 192.168.10.1;

}
groupmetro-core {
type external;
local-address 10.0.78.1;
family inet {
labeled-unicast {
resolve-vpn;

}
}
export loopback;
peer-as 65020;
neighbor 10.0.78.2;

}
}
ospf {
traffic-engineering;
area 0.0.0.1 {
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interface ge-0/3/1.0;
interface lo0.0 {
passive;

}
}

}
ldp {
interface ge-0/3/0.0;
interface ge-0/3/1.0;
interface lo0.0;

}
}
policy-options {
policy-statement loopback {
term term1 {
from {
protocol [ ospf direct ];
route-filter 192.168.0.0/16 longer;

}
then accept;

}
}

}
routing-instances {
inter-as {
instance-type vpls;
route-distinguisher 65010:1;
vrf-target target:2:1;
protocols {
vpls {
site ASBR-metro {
site-identifier 1;
site-preference 10000;

}
vpls-id 101;
neighbor 192.168.2.1;
mesh-groupmetro {
peer-as {
all;

}
}

}
}

}
}

9. To display the configuration for Router ASBR2, use the show configuration command.

For your reference, the relevant sample configuration for Router ASBR2 follows.

interfaces {
lo0 {
unit 0 {
family inet {
address 192.168.10.1/32 {
primary;
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}
address 127.0.0.1/32;

}
}

}
ge-3/1/0 {
unit 0 {
family inet {
address 10.0.78.2/30;

}
family mpls;

}
}
ge-3/1/1 {
unit 0 {
family inet {
address 10.0.90.13/30;

}
family mpls;

}
}

}
routing-options {
autonomous-system 0.65020;

}
protocols {
mpls {
interface ge-3/1/0.0;
interface ge-3/1/1.0;

}
bgp {
group core-ibgp {
type internal;
local-address 192.168.10.1;
family inet {
labeled-unicast {
resolve-vpn;

}
}
family l2vpn {
signaling;

}
neighbor 192.168.11.1;

}
group vpls-metro {
type external;
multihop;
local-address 192.168.10.1;
family l2vpn {
signaling;

}
peer-as 65010;
neighbor 192.168.3.1;

}
group core-metro {
type external;

Copyright © 2018, Juniper Networks, Inc.892

Layer 2 VPNs and VPLS Feature Guide for Routing Devices



local-address 10.0.78.2;
family inet {
labeled-unicast {
resolve-vpn;

}
}
export loopback;
peer-as 65010;
neighbor 10.0.78.1;

}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface ge-3/1/1.0;
interface lo0.0 {
passive;

}
}

}
ldp {
interface ge-3/1/0.0;
interface ge-3/1/1.0;

}
}
policy-options {
policy-statement loopback {
term term1 {
from {
protocol [ ospf direct ];
route-filter 192.168.0.0/16 longer;

}
then accept;

}
}

}
routing-instances {
inter-as {
instance-type vpls;
route-distinguisher 65020:1;
vrf-target target:2:1;
protocols {
vpls {
site ASBR-core {
site-identifier 2;

}
mesh-group core {
peer-as {
all;

}
}

}
}

}
}
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10. To display the configuration for Router PE2, use the show configuration command.

For your reference, the relevant sample configuration for Router PE2 follows.

interfaces {
lo0 {
unit 0 {
family inet {
address 192.168.11.1/32 {
primary;

}
address 127.0.0.1/32;

}
}

}
ge-0/1/0 {
unit 0 {
family inet {
address 10.0.90.14/30;

}
family mpls;

}
}
ge-0/1/1 {
encapsulation ethernet-vpls;
unit 0 {
family vpls;

}
}

}
routing-options {
autonomous-system 0.65020;

}
protocols {
mpls {
interface ge-0/1/0.0;

}
bgp {
group core-ibgp {
type internal;
local-address 192.168.11.1;
family l2vpn {
signaling;

}
neighbor 192.168.10.1;

}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface ge-0/1/0.0;
interface lo0.0 {
passive;

}
}

}
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ldp {
interface ge-0/1/0.0;

}
}
routing-instances {
inter-as {
instance-type vpls;
interface ge-0/1/1.0;
route-distinguisher 65020:1;
vrf-target target:2:1;
protocols {
vpls {
site PE2 {
site-identifier 3;

}
}

}
}

}

11. To display the configuration for Router CE2, use the show configuration command.

For your reference, the relevant sample configuration for Router CE2 follows.

interfaces {
lo0 {
unit 0 {
family inet {
address 192.168.12.1/32 {
primary;

}
address 127.0.0.1/32;

}
}

}
ge-0/1/1 {
unit 0 {
family inet {
address 10.10.11.2/24;

}
}

}
}

Related
Documentation

Configuring VPLS and Integrated Routing and Bridging

Traditional Layer 2 switching environments consist of Layer 2 devices (such as switches)

that partition data into broadcast domains. The broadcast domains can be created

through physical topologies or logically through virtual local area networks (VLANs). For

MX Series routers, you can logically configure broadcast domains within virtual switch
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routing instances, VPLS routing instances, or bridging domains. The individual routing

instances or bridging domains are differentiated through VLAN identifiers and these

instances or domains function much like traditional VLANs.

To configure a VLANwith IRB support, include the following statements:

[edit]
routing-instances {
instance-name {
instance-type vpls;
vlan-id id;
route-distinguisher distinguisher;
vrf-target target;
interface interface-name;
interface interface-name;
routing-interface interface-name;

}
}

In multihomed VPLS configurations, you can configure VPLS to keep a VPLS connection

up if only an IRB interface is availableby configuring the irboption for the connectivity-type

statement at the [edit routing-instances routing-instance-name protocols vpls] hierarchy

level. The connectivity-type statement has the ce and irb options. The ce option is the

default and specifies that a CE interface is required tomaintain the VPLS connection. By

default, if only an IRB interface is available, the VPLS connection is brought down.

NOTE: Amaximum of 4096 active logical interfaces are supported for a
VLANor on eachmesh group in a VPLS routing instance configured for Layer
2 bridging.

Fordetailed informationandconfiguration instructionsonbridgingdomainsandspanning

tree protocol, see Junos OS Network Interfaces Library for Routing Devices and Junos OS

Routing Protocols Library.

The following sections provide configuration information specific to VPLS in regards to

integrated routing and bridging:

• Configuring MAC Address Flooding and Learning for VPLS on page 896

• Configuring MSTP for VPLS on page 897

ConfiguringMACAddress Flooding and Learning for VPLS

In aVPLS routing instanceorbridgedomain,whena frame is received fromaCE interface,

it is flooded to the other CE interfaces and all of the VE interfaces if the destination MAC

address is not learned or if the frame is either broadcast or multicast. If the destination

MACaddress is learnedonanotherCEdevice, sucha frame isunicasted to theCE interface

on which the MAC address is learned. This might not be desirable if the service provider

does not want CE devices to communicate with each other directly.

To prevent CE devices from communicating directly include the no-local-switching

statement at the [edit bridge-domains bridge-domain-name] hierarchy level:
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[edit bridge-domains bridge-domain-name]
no-local-switching;

The no-local-switching statement is available only on MX Series routers. If you include

it, frames arriving on a CE interface are sent to VE or core-facing interfaces only.

NOTE: (MX80, MX104, and the 16x10GEMPC, MPC1, or MPC2 onMX240,
MX480, MX960, MX2010, andMX2020 only) If you configure the
no-local-switchingcommandat the [editbridge-domainsbridge-domain-name]

hierarchy level, it might not prevent multicast traffic from being forwarded
between theCE-facing interfaces of thebridgedomain. Broadcast, unknown
unicast, and knownmulticast traffic does not exhibit this behavior.

ConfiguringMSTP for VPLS

When you configure integrated routing and bridging, youmight also need to configure

the Multiple Spanning Tree Protocol (MSTP). When you configure MSTP on a provider

edge (PE) router running VPLS, youmust also configure ethernet-vpls encapsulation on

the customer-facing interfaces. VLAN-based VPLS interface encapsulations are not

supported with MSTP.

Related
Documentation

Configuring Integrated Routing and Bridging for VLANs•

• Configuring Integrated Routing and Bridging in a VPLS Instance (MX Series Routers

Only) on page 897

• Example: Configuring Inter-AS VPLS with MAC Processing at the ASBR on page 869

• Example: VPLS Configuration (BGP and LDP Interworking) on page 530

• Example: VPLS Configuration (BGP Signaling) on page 519

Configuring Integrated Routing and Bridging in a VPLS Instance (MX Series Routers
Only)

Integrated routing and bridging (IRB) over VPLS cannot be used in conjunction with the

vlan-id all statement. One or more Layer 2 logical interfaces must be configured inside

the instance in order for IRB to function properly.

To configure IRB within a VPLS instance, include the routing-interface irb-interface-name

statement at the [edit routing-instances routing-instance-name instance-type vpls]

hierarchy level:

[edit]
routing-instances {
marketing {
instance-type vpls;
vlan-id 123;
route-distinguisher 11.11.11.11:10;
vrf-target target:100:100;
interface ae0.100;
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interface ae0.200;
routing-interface irb.1234;

}
}

Related
Documentation

• Configuring Integrated Routing and Bridging for VLANs

• Configuring VPLS and Integrated Routing and Bridging on page 895

• Example: Configuring Inter-AS VPLS with MAC Processing at the ASBR on page 869

• Example: VPLS Configuration (BGP and LDP Interworking) on page 530

• Example: VPLS Configuration (BGP Signaling) on page 519
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CHAPTER 39

Configuring Load Balancing and
Performance

• Configuring VPLS Load Balancing on page 900

• Configuring VPLS Load Balancing Based on IP and MPLS Information on page 902

• ConfiguringVPLSLoadBalancingonMXSeries3DUniversalEdgeRoutersonpage903

• MACMoves Loop Prevention in VPLS Network Overview on page 905

• Configuring VPLS Loop Prevention Due to MACMoves on page 907

• Example:ConfiguringLoopPrevention inVPLSNetworkDue toMACMovesonpage908

• Understanding MAC Pinning on page 924

• Configuring MAC Pinning on Access Interfaces for Bridge Domains on page 926

• Configuring MAC Pinning on Trunk Interfaces for Bridge Domains on page 927

• Configuring MAC Pinning on Access Interfaces for Bridge Domains in a Virtual

Switch on page 928

• Configuring MAC Pinning on Trunk Interfaces for Bridge Domains in a Virtual

Switch on page 930

• Configuring MAC Pinning for All Pseudowires of the VPLS Routing Instance (LDP and

BGP) on page 932

• Configuring MAC Pinning on VPLS CE Interface on page 933

• Configuring MAC Pinning for All Pseudowires of the VPLS Site in a BGP-Based VPLS

Routing Instance on page 935

• ConfiguringMACPinningonAllPseudowiresofaSpecificNeighborof LDP-BasedVPLS

Routing Instance on page 936

• Configuring MAC Pinning on Access Interfaces for Logical Systems on page 938

• Configuring MAC Pinning on Trunk Interfaces for Logical Systems on page 939

• Configuring MAC Pinning on Access Interfaces in Virtual Switches for Logical

Systems on page 941

• Configuring MAC Pinning on Trunk Interfaces in Virtual Switches for Logical

Systems on page 943

• Configuring MAC Pinning for All Pseudowires of the VPLS Routing Instance (LDP and

BGP) for Logical Systems on page 945
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• Configuring MAC Pinning on VPLS CE Interface for Logical Systems on page 946

• Configuring MAC Pinning for All Pseudowires of the VPLS Site in a BGP-Based VPLS

Routing Instance for Logical Systems on page 948

• ConfiguringMACPinningonAllPseudowiresofaSpecificNeighborof LDP-BasedVPLS

Routing Instance for Logical Systems on page 949

• Example:Preventionof Loops inBridgeDomainsbyEnabling theMACPinnningFeature

on Access Interfaces on page 951

• Example:Preventionof Loops inBridgeDomainsbyEnabling theMACPinnningFeature

on Trunk Interfaces on page 955

• Configuring Improved VPLSMAC Address Learning on T4000 Routers with Type 5

FPCs on page 962

• Understanding Qualified MAC Learning on page 964

• Qualified Learning VPLS Routing Instance Behavior on page 965

• Configuring Qualified MAC Learning on page 969

Configuring VPLS Load Balancing

By default, when there are multiple equal-cost paths to the same destination for the

active route, the JunosOSuses a hash algorithm to select one of the next-hop addresses

to install in the forwarding table.Whenever thesetofnexthops foradestinationchanges,

the next-hop address is reselected using the hash algorithm.

You can configure the Junos OS so that, for the active route, all next-hop addresses for

a destination are installed in the forwarding table. This feature is called per-packet load

balancing. You can use load balancing to spread traffic across multiple paths between

routers. You can also configure per-packet load balancing to optimize VPLS traffic flows

across multiple paths.

NOTE: In theVPLSdocumentation, theword router in termssuchasPE router
is used to refer to any device that provides routing functions.

You can load-balance VPLS traffic based on Layer 2 media access control (MAC)

information, IP information and MPLS labels, or MPLS labels only.

NOTE: For platform support information, see family multiservice.

To optimize VPLS traffic flows across multiple paths, include the family multiservice

statement at the [edit forwarding-options hash-key] hierarchy level:

family multiservice {
destination-mac;
label-1;
label-2;
payload {
ip {
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layer-3 {
(destination-ip-only | source-ip-only);

}
layer-3-only;
layer-4;

}
}
source-mac;
symetric-hash {
complement;

}
}

Youcanconfigureoneormoreof the followingoptions to load-balanceusing thespecified

packet information:

• destination-mac—Include the destination-address MAC information in the hash key

for Layer 2 load balancing.

• source-mac—Include the source-address MAC information in the hash key.

• label-1—Include the first MPLS label in the hash key. Used for including a one-label

packet for per-flow load balancing of IPv4 VPLS traffic based on IP information and

MPLS labels.

• label-2—Include the secondMPLS label in the hash key. If both label-1 and label-2 are

specified, the entire first label and the first 16 bits of the second label are hashed.

• payload—Include the packet’s IP payload in the hash key.

• ip—Include the IP address of the IPv4 or IPv6 payload in the hash key.

• layer-3-only—Include only the Layer 3 information from the packet’s IP payload in the

hash key.

• layer-3—Include Layer 3 information from the packet’s IP payload in the hash key.

• destination-address-only—Include only the destination IP address in the payload in the

hash key.

NOTE: You can include either the source-address-only or the

destination-address-only statement, not both. They aremutually exclusive.

• source-address-only—Include only the source IP address in the payload in the hash

key.

NOTE: You can include either the source-address-only or the

destination-address-only statement, not both. They aremutually exclusive.

• layer-4—Include Layer 4 information from the packet’s IP payload in the hash key.

901Copyright © 2018, Juniper Networks, Inc.

Chapter 39: Configuring Load Balancing and Performance



• symmetric-hash—Configure the symmetric hash or symmetric hash complement for

configuring symmetrical load balancing on an 802.3ad Link Aggregation Group.

• complement—Include the complement of the symmetric hash in the hash key.

Formore information about how to configure per-packet load balancing, see theRouting

Policies, Firewall Filters, and Traffic Policers Feature Guide.

Related
Documentation

Configuring VPLS Load Balancing Based on IP and MPLS Information on page 902•

• ConfiguringVPLSLoadBalancingonMXSeries3DUniversalEdgeRoutersonpage903

Configuring VPLS Load Balancing Based on IP andMPLS Information

In Junos OS Release 9.4 and later, you can configure load balancing for VPLS traffic to

have the hash key include IP information andMPLS labels on theM120andM320 routers

only. In earlier JunosOSReleases, you can configure loadbalancing basedonly on Layer 2

information. In JunosOSRelease9.5 and later, you can configure loadbalancing for VPLS

traffic based on Layer 3 IP and Layer 4 information on MX Series routers only. For more

information, see “Configuring VPLS Load Balancing on MX Series 3D Universal Edge

Routers” on page 903.

For IPv4 traffic, only the IP source and destination addresses are included in the hash

key. For MPLS and IPv4 traffic, one or two MPLS labels and IPv4 source and destination

addresses are included. For MPLS Ethernet pseudowires, only one or two MPLS labels

are included in the hash key.

NOTE: VPLS load balancing based onMPLS labels and IP information is
supported only on the M120 andM320 routers. In Junos OS Release 9.5 and
later, onMXSeries routersonly, youcanconfigureVPLS loadbalancingbased
on IP and Layer 4 information.

TooptimizeVPLS flowsacrossmultiplepathsbasedon IPandMPLS information, include

the family multiservice statement at the [edit forwarding-options hash-key] hierarchy

level:

[edit forwarding-options hash-key]
family multiservice {
label-1;
label-2;
payload {
ip {
layer-3-only;

}
}

}

To use the first MPLS label in the hash key, include the label-1 statement:

[edit forwarding-options hash-key family multiservice]
label-1;

Copyright © 2018, Juniper Networks, Inc.902

Layer 2 VPNs and VPLS Feature Guide for Routing Devices



To use the second MPLS label, include both the label-1 and label-2 statements:

[edit forwarding-options hash-key family multiservice]
label-1;
label-2;

To use the packet’s IPv4 payload in the hash key, include the payload and ip statements:

[edit forwarding-options hash-key family multiservice]
payload {
ip;

}

NOTE: Only IPv4 is supported.

To includeonly Layer 3 information from the IPv4payload, specify the layer-3-onlyoption

to the payload ip statement:

[edit forwarding-options hash-key family multiservice]
payload {
ip {
layer-3-only;

}
}

To use the first and second MPLS labels and the packet’s IP payload in the hash key,

include the label-1, label-2, and payload ip statements:

[edit forwarding-options hash-key family multiservice]
label-1;
label-2;
payload {
ip;

}

Configuring VPLS Load Balancing onMX Series 3D Universal Edge Routers

In Junos OS Release 9.5 and later, on MX Series routers, you can configure the load

balancing hash key for Layer 2 traffic to use fields in the Layer 3 and Layer 4 headers

inside the frame payload. You can also configure VPLS load balancing based on IP and

MPLS informationonM120andM320 routersonly. Formore information, see “Configuring

VPLS Load Balancing Based on IP and MPLS Information” on page 902.

You can configure load balancing on MX Series routers based on Layer 3 or Layer 4

information or both.

To configure VPLS load balancing on the MX Series router to include either Layer 3 IP

information or Layer 4 headers or both:

1. Include the payload statement at the [edit forwarding-options hash-key family

multiservice] hierarchy level.
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2. Include the ip statement at the [edit forwarding-options hash-key family multiservice

payload] hierarchy level.

To configure VPLS load balancing to include the Layer 3 information:

1. Include the layer-3 statement at the [edit forwarding-options hash-key family

multiservice payload ip] hierarchy level.

2. Include the source-ip-only statement at the [edit forwarding-options hash-key family

multiservice payload ip layer-3] hierarchy level to include information about the IP

source address only in the hash key.

3. Include destination-ip-only statement at the [edit forwarding-options hash-key family

multiservice payload ip layer-3] hierarchy level to include information about the IP

destination address only in the hash key.

NOTE: Youcanconfigureeither thesource-ip-onlyor thedestination-ip-only

statements at a time, not both. They aremutually exclusive.

To configure VPLS load balancing to include Layer 4 information:

• Include the layer-4 statement at the [edit forwarding-options hash-key family

multiservice payload ip] hierarchy level.

The following example shows load balancing configured to use the source Layer 3 IP

address option and Layer 4 header fields as well as the source and destination MAC

addresses:

[edit forwarding-options hash-key]
family multiservice {
source-mac;
destination-mac;
payload {
ip {
layer-3 {
source-ip-only;

}
layer-4;

}
}

}

Related
Documentation

family multiservice on page 1164•

• hash-key
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MACMoves Loop Prevention in VPLS Network Overview

Starting in JunosOS 14.2, youcanconfigure the router toprevent a loop inaVPLSnetwork.

In a virtual private LAN service (VPLS) deployment, when a previously learnedmedia

access control (MAC) address appears on a different physical interface, for example,

local interfaces (Gigabit Ethernet interfaces)or label switched Interfaces (LSIs), orwithin

a different unit of the same physical interface and if this behavior occurs frequently, then

it is considered a MACmove.

You can configure the router to report a MAC address move based on the following

parameters:

• Number of times a MAC address move occurs

• Specified period of time over which the MAC address move occurs

Configuration errors at the network can force traffic into never ending circular paths or

loops. These loops in the VPLS network cause frequent MACmoves between different

interfaces which can be used to rectify the problem by disabling such an interface in the

network. The following two approaches can be used to disable the interface causing the

loop:

• Base learning interface (base IFL) approach algorithm- This is the primary approach

used todisable the looped interface. Base interface information ismaintained for every

MAC in the routing instance. If the MAC stays at the interface it was first learned for

300 seconds, then the interface-MAC association is considered to be stable and this

interface is considered as the base interface of the MAC. If the MACmove happens

frequently between the local interface and the LSI interface while the base interface

of the MAC is an LSI, then the local interface is considered to be looped and has to be

disabled.

• Statistical approach algorithm– This is the secondary approach used to disable the

looped interface. If theMAChas not been learned for over 300 seconds at an interface,

then it does not have a base interface and hence the statistical approach is used.

If the MAC that has no base interface information( Base Learning interface is null)

starts moving, then the statistics of such MACmoves between different interfaces is

learned. If the statistics showMACmoves from LSI to local interface or from local

interface to local interface, then the local interface is considered to be looped and is

disabled.

There are certain MACs that canmove between different interfaces, for example,

mastership change in theVirtualRouterRedundancyProtocol (VRRP).Thebase interface

of such MACmoves cannot bemaintained as this leads to the assumption of a loop

creation. Hence, such MACs should be configured as virtual MACs. Example of virtual

MACsare00:00:5e:00:01:xx forVRRP,00:00:0c:07:ac:xx forhotstandby routerprotocol

(HSRP) ,00:07:b4:00:01:xx for global server loadbalancing (GSLB), and02:bf:xx:xx:xx:xx

for VMotion.

The following timers help in monitoring the disabled interfaces:
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• Cooloff time — The cooloff time starts when the interface gets disabled. During this

time any MACmove happening in the routing instance is ignored. This ensures that

only one interface is blocked at a given time on a routing instance, and blocking of

another interface happens only after the expiration of the cooloff timer provided the

given MACmoves are still observed. By default, the cooloff time is 30 seconds.

• Interface recovery time—When an interface gets disabled , it is disabled permanently.

Configuring the interface recovery time ensures that the interface gets enabled on

completion of the interface recovery time duration.

• Statistical approach wait time— The timewhen the statistics are collected after MAC

moves are observed to determine the existence of a loopwhen there is no base IFL for

the MAC address. . By default, the statistical approach wait timer is 30 seconds.

Release History Table DescriptionRelease

Starting in Junos OS 14.2, you can configure the router to prevent a loop
in a VPLS network.

14.2

Related
Documentation

Example:ConfiguringLoopPrevention inVPLSNetworkDue toMACMovesonpage910•

• virtual-mac on page 1293

• global-mac-move
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Configuring VPLS Loop Prevention Due toMACMoves

In a virtual private LAN service (VPLS) deployment, when a previously learnedmedia

access control (MAC) address appears on a different physical interface, for example,

local interfaces (Gigabit Ethernet interfaces)or label switched Interfaces (LSIs), orwithin

a different unit of the same physical interface and if this behavior occurs frequently, then

it is considered a MACmove. The router reports a MAC address move based on the

number of times aMACaddressmoveoccurs and the specified period of timeoverwhich

the MAC address move occurs. Configuration errors at the VPLS network can lead to

loops that cause frequent MACmoves between different interfaces. These moves can

be used to rectify the problem by disabling such interface in the network. The following

two approaches can be used to disable the interface:

• Base learning interface (base IFL) approach algorithm— This is the primary approach

used to disable the looped local interface.

• Statistical approach algorithm— This is the secondary approach used to disable the

looped local interface.

Some virtual MACs can genuinely move between different interfaces and such MACs

can be configured to ignore the moves. The cooloff time and the statistical approach

wait time are used internally to find out the looped interface. The interface recovery time

can be configured to auto-enable the interface that gets disabled due to a loop in the

network.

Before you begin to configure loop prevention in a VPLS network:

1. Configure the VPLS topology.

2. Configure the VPLS routing instances.

3. Enable VPLSMACmove action on a VPLS instance.

4. Configure the routing and signaling protocols.

To configure loop prevention in a VPLS network:

1. Configure the threshold time and the threshold count to detect MACmoves.

[edit protocols l2-learning global-mac-move]
user@host# set threshold-time seconds
user@host# set threshold-count seconds

Forexample, configure the threshold timeas30and the thresholdcountas4 todetect

MACmoves.

[edit protocols l2-learning global-mac-move]
user@host# set threshold-time 30
user@host# set threshold-count 4

NOTE: If the threshold time and threshold count are not configured, then
thedefault valuesareused.Thedefault valueof threshold time is 1 second,
and default value of threshold count is 50.
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2. (Optional) Configure a cooloff time to ensure that no other interface gets disabled

once an interface, for a routing instance, is disabled during this time period.

[edit protocols l2-learning vpls-mac-move]
user@host# set cooloff-time seconds

3. (Optional) Configure the statistical approach wait time to determine the existence

of a loop based on the statistics collected after MACmoves are observed when there

is no base IFL for the MAC address.

[edit protocols l2-learning vpls-mac-move]
user@host# set statistical-approach-wait-time seconds

4. (Optional) Configure the interface recovery time to ensure that the disabled interface

gets enabled on completion of the interface recovery time duration.

[edit protocols l2-learning vpls-mac-move]
user@host# set interface-recovery-time seconds

5. (Optional) Configure the virtual MAC address to ignore the MACmoves as this leads

to the assumption of loop creation.

[edit protocols l2-learning vpls-mac-move]
user@host# set virtual-macmac-address

6. Configure the VPLS routing instance of an interface.

[edit routing-instances instance-name]
user@host# set instance-type vpls
user@host# set interface interface

7. Enable MACmove action on the interface for the VPLS instance, and configure the

VPLS neighbor.

[edit routing-instances instance-name]
user@host# set protocols vpls enable-mac-move-action
user@host# set protocols vpls no-tunnel-services
user@host# set protocols vpls vpls-id vpls-id
user@host# set protocols vpls neighbor IP-address

Related
Documentation

Example:ConfiguringLoopPrevention inVPLSNetworkDue toMACMovesonpage908•

• MACMoves Loop Prevention in VPLS Network Overview on page 905

Example: Configuring Loop Prevention in VPLS Network Due toMACMoves

• MACMoves Loop Prevention in VPLS Network Overview on page 909

• Example:ConfiguringLoopPrevention inVPLSNetworkDue toMACMovesonpage910
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MACMoves Loop Prevention in VPLS Network Overview

Starting in JunosOS 14.2, youcanconfigure the router toprevent a loop inaVPLSnetwork.

In a virtual private LAN service (VPLS) deployment, when a previously learnedmedia

access control (MAC) address appears on a different physical interface, for example,

local interfaces (Gigabit Ethernet interfaces)or label switched Interfaces (LSIs), orwithin

a different unit of the same physical interface and if this behavior occurs frequently, then

it is considered a MACmove.

You can configure the router to report a MAC address move based on the following

parameters:

• Number of times a MAC address move occurs

• Specified period of time over which the MAC address move occurs

Configuration errors at the network can force traffic into never ending circular paths or

loops. These loops in the VPLS network cause frequent MACmoves between different

interfaces which can be used to rectify the problem by disabling such an interface in the

network. The following two approaches can be used to disable the interface causing the

loop:

• Base learning interface (base IFL) approach algorithm- This is the primary approach

used todisable the looped interface. Base interface information ismaintained for every

MAC in the routing instance. If the MAC stays at the interface it was first learned for

300 seconds, then the interface-MAC association is considered to be stable and this

interface is considered as the base interface of the MAC. If the MACmove happens

frequently between the local interface and the LSI interface while the base interface

of the MAC is an LSI, then the local interface is considered to be looped and has to be

disabled.

• Statistical approach algorithm– This is the secondary approach used to disable the

looped interface. If theMAChas not been learned for over 300 seconds at an interface,

then it does not have a base interface and hence the statistical approach is used.

If the MAC that has no base interface information( Base Learning interface is null)

starts moving, then the statistics of such MACmoves between different interfaces is

learned. If the statistics showMACmoves from LSI to local interface or from local

interface to local interface, then the local interface is considered to be looped and is

disabled.

There are certain MACs that canmove between different interfaces, for example,

mastership change in theVirtualRouterRedundancyProtocol (VRRP).Thebase interface

of such MACmoves cannot bemaintained as this leads to the assumption of a loop

creation. Hence, such MACs should be configured as virtual MACs. Example of virtual

MACsare00:00:5e:00:01:xx forVRRP,00:00:0c:07:ac:xx forhotstandby routerprotocol

(HSRP) ,00:07:b4:00:01:xx for global server loadbalancing (GSLB), and02:bf:xx:xx:xx:xx

for VMotion.

The following timers help in monitoring the disabled interfaces:
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• Cooloff time — The cooloff time starts when the interface gets disabled. During this

time any MACmove happening in the routing instance is ignored. This ensures that

only one interface is blocked at a given time on a routing instance, and blocking of

another interface happens only after the expiration of the cooloff timer provided the

given MACmoves are still observed. By default, the cooloff time is 30 seconds.

• Interface recovery time—When an interface gets disabled , it is disabled permanently.

Configuring the interface recovery time ensures that the interface gets enabled on

completion of the interface recovery time duration.

• Statistical approach wait time— The timewhen the statistics are collected after MAC

moves are observed to determine the existence of a loopwhen there is no base IFL for

the MAC address. . By default, the statistical approach wait timer is 30 seconds.

See Also Example:ConfiguringLoopPrevention inVPLSNetworkDue toMACMovesonpage910•

• virtual-mac on page 1293

• global-mac-move

Example: Configuring Loop Prevention in VPLS Network Due toMACMoves

This example shows how to prevent a loop in the VPLS network due to MACmoves

between different physical interfaces.

When a MACmove is detected in the VPLS network, Junos OS allows the prevention of

the loop in the network by disabling the interface using a base IFL or statistical approach

algorithm.

• Requirements on page 910

• Overview on page 911

• Configuration on page 912

• Verification on page 920

Requirements

This example uses the following hardware and software components:

• Four MX Series 3D Universal Edge Routers

• Junos OS Release 14.2 or later running on all devices

Before you begin:

1. Configure the VPLS topology.

2. Configure the VPLS routing instances.

3. Enable VPLSMACmove action on a VPLS instance.

4. Configure the routing and signaling protocols.
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Overview

Startingwith JunosOSRelease 14.2, the loopcreation in theVPLSnetworkdue to frequent

MACmoves between different physical interfaces can be prevented by identifying and

disabling such interfaces using the base IFL approach or statistical approach algorithm.

The base IFL approach algorithm is the primary approach. Base interface information is

maintained for every MAC in the routing instance. If the MAC stays at the interface it was

first learned for 300 seconds, then the interface-MAC association is considered to be

stable, and this interface is considered as the base interface of theMAC. If theMACmove

happens frequently between the local interface and the LSI interface while the base

interface of the MAC is an LSI, then the local interface is considered to be looped and

has to be disabled.

The statistical approach algorithm is the secondary approach used to disable the looped

interface. If the MAC has not been learned for over 300 seconds at an interface, then it

does not have a base interface and hence the statistical approach is used. If the MAC

that has no base interface information( Base Learning interface is null) starts moving

then the statistics of such MACmoves between different interfaces is learned. If the

statistics showMACmoves from LSI to local interface or from local interface to local

interface then the local interface is considered to be looped and is disabled.

Topology

In the topology shown in Figure 85 on page 912, a loopwas detected on Device PE1 in the

VPLS network.

911Copyright © 2018, Juniper Networks, Inc.

Chapter 39: Configuring Load Balancing and Performance



Figure 85: Example Loop Prevention Due toMACMove in VPLS Network

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

PE0 set interfaces xe-0/0/0 unit 0 family inet address 198.51.100.8/24
set interfaces xe-0/0/0 unit 0 family mpls
set interfaces xe-0/2/0 unit 0 family inet address 198.51.100.6/24
set interfaces xe-0/2/0 unit 0 family mpls
set interfaces xe-0/3/0 vlan-tagging
set interfaces xe-0/3/0 encapsulation vlan-vpls
set interfaces xe-0/3/0 unit 600 encapsulation vlan-vpls
set interfaces xe-0/3/0 unit 600 vlan-id 600
set interfaces ge-2/0/3 unit 0 family inet address 198.51.100.1/24
set interfaces ge-2/0/3 unit 0 family mpls
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set interfaces lo0 unit 0 family inet address 192.0.2.1/24
set routing-options router-id 192.0.2.1
set routing-options autonomous-system 701
set protocolsmpls interface fxp0.0 disable
set protocolsmpls interface ge-2/0/3.0
set protocolsmpls interface xe-0/2/0.0
set protocolsmpls interface xe-0/0/0.0
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ospf area 0.0.0.0 interface fxp0.0 disable
set protocols ospf area 0.0.0.0 interface ge-2/0/3.0 interface-type p2p
set protocols ospf area 0.0.0.0 interface ge-2/0/3.0metric 10
set protocols ospf area 0.0.0.0 interface xe-0/2/0.0 interface-type p2p
set protocols ospf area 0.0.0.0 interface xe-0/2/0.0metric 10
set protocols ospf area 0.0.0.0 interface xe-0/0/0.0 interface-type p2p
set protocols ospf area 0.0.0.0 interface xe-0/0/0.0metric 10
set protocols ldp interface xe-0/0/0.0
set protocols ldp interface xe-0/2/0.0
set protocols ldp interface ge-2/0/3.0
set protocols ldp interface fxp0.0 disable
set protocols ldp interface lo0.0
set protocols l2-learning global-mac-move threshold-time 30
set protocols l2-learning global-mac-move threshold-count 4
set protocols l2-learning global-mac-move cooloff-time 10
set protocols l2-learning global-mac-move statistical-approach-wait-time 10
set protocols l2-learning global-mac-move interface-recovery-time 5
set protocols l2-learning global-mac-move virtual-mac 00:00:5e:00:01:00/40
set routing-instances vpls_1 instance-type vpls
set routing-instances vpls_1 interface xe-0/3/0.600
set routing-instances vpls_1 protocols vpls no-tunnel-services
set routing-instances vpls_1 protocols vpls vpls-id 100
set routing-instances vpls_1 protocols vpls neighbor 192.0.2.2
set routing-instances vpls_1 protocols vpls neighbor 192.0.2.3
set routing-instances vpls_1 protocols vpls neighbor 192.0.2.4

PE1 set interfaces ge-0/0/3 unit 0 family inet address 198.51.100.2/24
set interfaces ge-0/0/3 unit 0 family mpls
set interfaces xe-1/2/0 unit 0 family inet address 198.51.100.5/24
set interfaces xe-1/2/0 unit 0 family mpls
set interfaces xe-1/2/1 unit 0 family inet address 198.51.100.3/24
set interfaces xe-1/2/1 unit 0 family mpls
set interfaces xe-1/3/1 vlan-tagging
set interfaces xe-1/3/1 encapsulation vlan-vpls
set interfaces xe-1/3/1 unit 600 encapsulation vlan-vpls
set interfaces xe-1/3/1 unit 600 vlan-id 600
set interfaces lo0 unit 0 family inet address 192.0.2.2/24
set routing-options router-id 192.0.2.2
set routing-options autonomous-system 701
set protocolsmpls interface fxp0.0 disable
set protocolsmpls interface ge-0/0/3.0
set protocolsmpls interface xe-1/2/1.0
set protocolsmpls interface xe-1/2/0.0
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ospf area 0.0.0.0 interface fxp0.0 disable
set protocols ospf area 0.0.0.0 interface ge-0/0/3.0 interface-type p2p
set protocols ospf area 0.0.0.0 interface ge-0/0/3.0metric 10
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set protocols ospf area 0.0.0.0 interface xe-1/2/1.0 interface-type p2p
set protocols ospf area 0.0.0.0 interface xe-1/2/1.0metric 10
set protocols ospf area 0.0.0.0 interface xe-1/2/0.0 interface-type p2p
set protocols ospf area 0.0.0.0 interface xe-1/2/0.0metric 10
set protocols ldp interface ge-0/0/3.0
set protocols ldp interface xe-1/2/0.0
set protocols ldp interface xe-1/2/1.0
set protocols ldp interface fxp0.0 disable
set protocols ldp interface lo0.0
set protocols l2-learning global-mac-move threshold-time 30
set protocols l2-learning global-mac-move threshold-count 4
set protocols l2-learning global-mac-move cooloff-time 10
set protocols l2-learning global-mac-move statistical-approach-wait-time 10
set protocols l2-learning global-mac-move interface-recovery-time 10
set protocols l2-learning global-mac-move virtual-mac 00:00:5e:00:01:00/40
set routing-instances vpls_1 instance-type vpls
set routing-instances vpls_1 interface xe-1/3/1.600
set routing-instances vpls_1 protocols vpls enable-mac-move-action
set routing-instances vpls_1 protocols vpls no-tunnel-services
set routing-instances vpls_1 protocols vpls vpls-id 100
set routing-instances vpls_1 protocols vpls neighbor 192.0.2.1

PE2 set interfaces xe-4/0/0 unit 0 family inet address 198.51.100.10/24
set interfaces xe-4/0/0 unit 0 family mpls
set interfaces xe-4/1/0 unit 0 family inet address 198.51.100.4/24
set interfaces xe-4/1/0 unit 0 family mpls
set interfaces xe-4/2/0 unit 0 family inet address 198.51.100.7/24
set interfaces xe-4/2/0 unit 0 family mpls
set interfaces xe-4/3/0 vlan-tagging
set interfaces xe-4/3/0 encapsulation vlan-vpls
set interfaces xe-4/3/0 unit 600 encapsulation vlan-vpls
set interfaces xe-4/3/0 unit 600 vlan-id 600
set interfaces lo0 unit 0 family inet address 192.0.2.3/24
set routing-options router-id 192.0.2.3
set routing-options autonomous-system 701
set protocolsmpls interface fxp0.0 disable
set protocolsmpls interface xe-4/2/0.0
set protocolsmpls interface xe-4/1/0.0
set protocolsmpls interface xe-4/0/0.0
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ospf area 0.0.0.0 interface fxp0.0 disable
set protocols ospf area 0.0.0.0 interface xe-4/2/0.0 interface-type p2p
set protocols ospf area 0.0.0.0 interface xe-4/2/0.0metric 10
set protocols ospf area 0.0.0.0 interface xe-4/1/0.0 interface-type p2p
set protocols ospf area 0.0.0.0 interface xe-4/1/0.0metric 10
set protocols ospf area 0.0.0.0 interface xe-4/0/0.0 interface-type p2p
set protocols ospf area 0.0.0.0 interface xe-4/0/0.0metric 10
set protocols ldp interface xe-4/0/0.0
set protocols ldp interface xe-4/1/0.0
set protocols ldp interface xe-4/2/0.0
set protocols ldp interface fxp0.0 disable
set protocols ldp interface lo0.0
set protocols l2-learning global-mac-move threshold-time 30
set protocols l2-learning global-mac-move threshold-count 4
set protocols l2-learning global-mac-move threshold-count 5
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set protocols l2-learning global-mac-move cooloff-time 10
set protocols l2-learning global-mac-move statistical-approach-wait-time 10
set protocols l2-learning global-mac-move interface-recovery-time 10
set protocols l2-learning global-mac-move virtual-mac 00:00:5e:00:01:00/40
set routing-instances vpls_1 instance-type vpls
set routing-instances vpls_1 interface xe-4/3/0.600
set routing-instances vpls_1 protocols vpls enable-mac-move-action
set routing-instances vpls_1 protocols vpls no-tunnel-services
set routing-instances vpls_1 protocols vpls vpls-id 100
set routing-instances vpls_1 protocols vpls neighbor 192.0.2.1

PE3 set interfaces xe-1/0/0 unit 0 family inet address 198.51.100.9/24
set interfaces xe-1/0/0 unit 0 family mpls
set interfaces xe-1/1/0 unit 0 family inet address 198.51.100.12/24
set interfaces xe-1/1/0 unit 0 family mpls
set interfaces xe-1/2/0 unit 0 family inet address 198.51.100.11/24
set interfaces xe-1/2/0 unit 0 family mpls
set interfaces xe-1/3/0 vlan-tagging
set interfaces xe-1/3/0 encapsulation vlan-vpls
set interfaces xe-1/3/0 unit 600 encapsulation vlan-vpls
set interfaces xe-1/3/0 unit 600 vlan-id 600
set interfaces xe-2/3/0 vlan-tagging
set interfaces xe-2/3/0 encapsulation vlan-vpls
set interfaces xe-2/3/0 unit 600 encapsulation vlan-vpls
set interfaces xe-2/3/0 unit 600 vlan-id 600
set interfaces lo0 unit 0 family inet address 192.0.2.4/24
set routing-options router-id 192.0.2.4
set routing-options autonomous-system 701
set protocolsmpls interface fxp0.0 disable
set protocolsmpls interface xe-1/2/0.0
set protocolsmpls interface xe-1/0/0.0
set protocolsmpls interface xe-1/1/0.0
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ospf area 0.0.0.0 interface fxp0.0 disable
set protocols ospf area 0.0.0.0 interface xe-1/2/0.0 interface-type p2p
set protocols ospf area 0.0.0.0 interface xe-1/2/0.0metric 10
set protocols ospf area 0.0.0.0 interface xe-1/0/0.0 interface-type p2p
set protocols ospf area 0.0.0.0 interface xe-1/0/0.0metric 10
set protocols ospf area 0.0.0.0 interface xe-1/1/0.0 interface-type p2p
set protocols ospf area 0.0.0.0 interface xe-1/1/0.0metric 10
set protocols ldp interface xe-1/0/0.0
set protocols ldp interface xe-1/1/0.0
set protocols ldp interface xe-1/2/0.0
set protocols ldp interface fxp0.0 disable
set protocols ldp interface lo0.0
set protocols l2-learning global-mac-move threshold-time 30
set protocols l2-learning global-mac-move threshold-count 4
set protocols l2-learning global-mac-move cooloff-time 10
set protocols l2-learning global-mac-move statistical-approach-wait-time 10
set protocols l2-learning global-mac-move interface-recovery-time 10
set protocols l2-learning global-mac-move virtual-mac 00:00:52:00:01:00/40
set policy-options policy-statement pplb then load-balance per-packet
set routing-instances vpls_1 instance-type vpls
set routing-instances vpls_1 interface xe-1/3/0.600
set routing-instances vpls_1 interface xe-2/3/0.600
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set routing-instances vpls_1 protocols vpls no-tunnel-services
set routing-instances vpls_1 protocols vpls vpls-id 100
set routing-instances vpls_1 protocols vpls neighbor 192.0.2.1

Configuring Device PE1

Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Device PE1:

NOTE: Repeat this procedure for Routers PE0, PE2, and PE3 aftermodifying
the appropriate interface names, addresses, and any other parameters for
the router.

1. Configure the interfaces.

[edit interfaces]
user@PE1# set ge-0/0/3 unit 0 family inet address 198.51.100.2/24
user@PE1# set ge-0/0/3 unit 0 family mpls

user@PE1# set xe-1/2/0 unit 0 family inet address 198.51.100.5/24
user@PE1# set xe-1/2/0 unit 0 family mpls

user@PE1# set xe-1/2/1 unit 0 family inet address 198.51.100.3/24
user@PE1# set xe-1/2/1 unit 0 family mpls

user@PE1# set xe-1/3/1 vlan-tagging
user@PE1# set xe-1/3/1 encapsulation vlan-vpls
user@PE1# set xe-1/3/1 unit 600 encapsulation vlan-vpls
user@PE1# set xe-1/3/1 unit 600 vlan-id 600

user@PE1# set lo0 unit 0 family inet address 192.0.2.2/24

2. Configure the routing options.

[edit routing-options]
user@PE1# set router-id 192.0.2.2
user@PE1# set autonomous-system 701

3. Configure the MPLS protocol on the interface.

[edit protocols mpls]
user@PE1# set interface fxp0.0 disable
user@PE1# set interface ge-0/0/3.0
user@PE1# set interface xe-1/2/1.0
user@PE1# set interface xe-1/2/0.0

4. Configure the OSPF protocol.
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[edit protocols ospf]
user@PE1# set area 0.0.0.0 interface lo0.0 passive
user@PE1# set area 0.0.0.0 interface fxp0.0 disable
user@PE1# set area 0.0.0.0 interface ge-0/0/3.0 interface-type p2p
user@PE1# set area 0.0.0.0 interface ge-0/0/3.0metric 10
user@PE1# set area 0.0.0.0 interface xe-1/2/1.0 interface-type p2p
user@PE1# set area 0.0.0.0 interface xe-1/2/1.0metric 10
user@PE1# set area 0.0.0.0 interface xe-1/2/0.0 interface-type p2p
user@PE1# set area 0.0.0.0 interface xe-1/2/0.0metric 10

5. Configure the LDP protocols on the interfaces.

[edit protocols ldp]
user@PE1# set interface ge-0/0/3.0
user@PE1# set interface xe-1/2/0.0
user@PE1# set interface xe-1/2/1.0
user@PE1# set interface fxp0.0 disable
user@PE1# set interface lo0.0

6. Configure the threshold time and the threshold count to detect MACmoves.

[edit protocols l2-learning global-mac-move]
user@PE1# set threshold-time 30
user@PE1# set threshold-count 4

7. Configure VPLSMACmove parameters like cooloff time, statistical approach wait

time, interface recovery time, and virtual MAC.

[edit protocols l2-learning global-mac-move]
user@PE1# set cooloff-time 10
user@PE1# set statistical-approach-wait-time 10
user@PE1# set interface-recovery-time 10
user@PE1# set virtual-mac 00:00:5e:00:01:00/40

8. Enable MACmove action on the interface for the VPLS instance vpls_1.

[edit routing-instances vpls_1]
user@PE1# set instance-type vpls
user@PE1# set interface xe-1/3/1.600
user@PE1# set protocols vpls enable-mac-move-action
user@PE1# set protocols vpls no-tunnel-services
user@PE1# set protocols vpls vpls-id 100
user@PE1# set protocols vpls neighbor 192.0.2.1

Results

From configuration mode, confirm your configuration by entering the show interfaces,

show protocols, show routing-options, and show routing-instances commands. If the

outputdoesnotdisplay the intendedconfiguration, repeat the instructions in this example

to correct the configuration.

user@PE1# show interfaces
ge-0/0/3 {
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unit 0 {
family inet {
address 198.51.100.2/24;

}
family mpls;

}
}
xe-1/2/0 {
unit 0 {
family inet {
address 198.51.100.5/24;

}
family mpls;

}
}
xe-1/2/1 {
unit 0 {
family inet {
address 198.51.100.3/24;

}
family mpls;

}
}
xe-1/3/1 {
vlan-tagging;
encapsulation vlan-vpls;
unit 600 {
encapsulation vlan-vpls;
vlan-id 600;

}
}
lo0 {
unit 0 {
family inet {
address 192.0.2.2/24;

}
}

}

user@PE1# show protocols
mpls {
interface fxp0.0 {
disable;

}
interface ge-0/0/3.0;
interface xe-1/2/1.0;
interface xe-1/2/0.0;

}
ospf {
area 0.0.0.0 {
interface lo0.0 {
passive;

}
interface fxp0.0 {
disable;

}
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interface ge-0/0/3.0 {
interface-type p2p;
metric 10;

}
interface xe-1/2/1.0 {
interface-type p2p;
metric 10;

}
interface xe-1/2/0.0 {
interface-type p2p;
metric 10;

}
}

}
ldp {
interface ge-0/0/3.0;
interface xe-1/2/0.0;
interface xe-1/2/1.0;
interface fxp0.0 {
disable;

}
interface lo0.0;

}
l2-learning {
global-mac-move {
threshold-time 30;
threshold-count 4;

}
global-mac-move {
cooloff-time 10;
statistical-approach-wait-time 10;
interface-recovery-time 10;
virtual-mac 00:00:5e:00:01:00/40;

}
}

user@PE1# show routing-instances
vpls_1 {
instance-type vpls;
interface xe-1/3/1.600;
protocols {
vpls {
enable-mac-move-action;
no-tunnel-services;
vpls-id 100;
neighbor 192.0.2.1;

}
}

}

If you are done configuring the device, enter commit from configuration mode.
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Verification

Verify that the configuration is working properly.

• Verifying the MACMove in a VPLS Network on page 920

• Verifying the MACMove in a VPLS Instance on page 920

• Verifying the MACMove Buffer in a VPLS Network on page 921

• Verifying the VPLSMAC Table for the Base IFL Approach Algorithm on page 921

• Verifying That the Interface Is Disabled on page 922

• Verifying the VPLSMAC Table for the Statistical Approach Algorithm on page 923

Verifying the MACMove in a VPLS Network

Purpose Verify that the MACmove is observed in a VPLS network.

Action From operational mode, run the show vplsmac-move-action command for Device PE1.

user@PE1> show vplsmac-move-action
Instance: vpls_1
   Local interface: xe-1/3/1.600, Index: 341
     Algorithm used : Base IFL
     Time rec       : 02:30:35
     Recovery timer : Yes

Meaning The output shows Instance name, Local interface and Algorithm used indicating that

VPLSMACMove is observed in a VPLS network.

Verifying the MACMove in a VPLS Instance

Purpose Verify that the MACmove is observed in a VPLS instance.

Action From operational mode, run the show vplsmac-move-action instance instance-name

command for Device PE1.

user@PE1> show vplsmac-move-action instance vpls_1

   Instance: vpls_1
     Local interface: xe-1/3/1.600, Index: 341
     Algorithm used : Base IFL         
     Time rec       : 02:29:35            
     Recovery timer : Yes     

Meaning The output shows Local interface, and Algorithm used indicating that VPLSMACmove

has been observed in a VPLS instance.
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Verifying the MACMove Buffer in a VPLS Network

Purpose Verify the MACmove buffer to monitor the MACmoves that are occurring in the VPLS

network.

Action From operationalmode, run the show l2-learningmac-move-buffer command for Device

PE1.

user@PE1> show l2-learningmac-move-buffer

MAC                  Time              Bridge
Address              Rec.              Domain
00:10:00:01:00:09    03:26:00          __vpls_1__     
00:10:00:01:00:05    03:26:00          __vpls_1__     
00:10:00:01:00:03    03:26:00          __vpls_1__     
00:10:00:01:00:05    03:26:00          __vpls_1__     
00:10:00:01:00:08    03:26:00          __vpls_1__     
00:10:00:01:00:01    03:26:00          __vpls_1__     
00:10:00:01:00:03    03:26:00          __vpls_1__     
00:10:00:01:00:01    03:26:00          __vpls_1__     
00:10:00:01:00:00    03:26:00          __vpls_1__     
00:10:00:01:00:01    03:26:01          __vpls_1__     
00:10:00:01:00:06    03:26:01          __vpls_1__     
00:10:00:01:00:02    03:26:01          __vpls_1__     
00:10:00:01:00:08    03:26:01          __vpls_1__     
00:10:00:01:00:00    03:26:01          __vpls_1__     
00:10:00:01:00:01    03:26:01          __vpls_1__     
00:10:00:01:00:09    03:26:01          __vpls_1__     

Verifying the VPLSMAC Table for the Base IFL Approach Algorithm

Purpose Verify the base learning interfaces for the MAC addresses. .
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Action From operational mode, run the show vplsmac-table extensive command to obtain

extensive information of VPLSMAC table.

user@PE1> show vplsmac-table extensive

MAC address: 00:10:00:01:00:00
  Routing instance: vpls_1
   Bridging domain: __vpls_1__, VLAN : NA
   Learning interface: lsi.1049165  
   Base learning interface: lsi.1049165  
   Layer 2 flags: in_hash,in_ifd,in_ifl,in_vlan,in_rtt,kernel,in_ifbd
   Epoch: 0                            Sequence number: 1     
   Learning mask: 0x00000001        

MAC address: 00:10:00:01:00:01
  Routing instance: vpls_1
   Bridging domain: __vpls_1__, VLAN : NA
   Learning interface: lsi.1049165  
   Base learning interface: lsi.1049165  
   Layer 2 flags: in_hash,in_ifd,in_ifl,in_vlan,in_rtt,kernel,in_ifbd
   Epoch: 0                            Sequence number: 1     
   Learning mask: 0x00000001        

MAC address: 00:10:00:01:00:02
  Routing instance: vpls_1
   Bridging domain: __vpls_1__, VLAN : NA
   Learning interface: lsi.1049165  
   Base learning interface: lsi.1049165  
   Layer 2 flags: in_hash,in_ifd,in_ifl,in_vlan,in_rtt,kernel,in_ifbd
   Epoch: 0                            Sequence number: 1     
   Learning mask: 0x00000001        

MAC address: 00:10:00:01:00:03
  Routing instance: vpls_1
   Bridging domain: __vpls_1__, VLAN : NA
   Learning interface: lsi.1049165  
   Base learning interface: lsi.1049165  
   Layer 2 flags: in_hash,in_ifd,in_ifl,in_vlan,in_rtt,kernel,in_ifbd
   Epoch: 0                            Sequence number: 1     
   Learning mask: 0x00000001        

Meaning The output of the command show vplsmac-table extensive shows the base learning

interface of the MAC address.

Verifying That the Interface Is Disabled

Purpose Verify that the base learning interface of the MAC address is disabled.
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Action From operational mode, run the show interfaces interface-name command for Device

PE1.

user@PE1> show interfaces xe-1/3/1.600

Logical interface xe-1/3/1.600 (Index 341) (SNMP ifIndex 2864)
 Flags: Up Link-Layer-Down SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.600 ]  
Encapsulation: VLAN-VPLS
Input packets : 2234018970
Output packets: 2234728895
Protocol vpls, MTU: 1518
Flags: Is-Primary

Meaning The flag link-layer-down in the output indicates that the interface is disabled.

Verifying the VPLSMAC Table for the Statistical Approach Algorithm

Purpose Verify the VPLSMAC table for the statistical approach algorithm.

Action Fromoperationalmode, run the showvplsmac-table extensive command for Device PE1.

user@PE1> show vplsmac-table extensive

MAC address: 00:10:00:01:00:00
  Routing instance: vpls_1
   Bridging domain: __vpls_1__, VLAN : NA
   Learning interface: xe-1/3/1.600 
   Base learning interface: NULL         
   Layer 2 flags: in_hash,in_ifd,in_ifl,in_vlan,in_rtt,kernel,in_ifbd
   Epoch: 3                            Sequence number: 442   
   Learning mask: 0x00000002        

MAC address: 00:10:00:01:00:01
  Routing instance: vpls_1
   Bridging domain: __vpls_1__, VLAN : NA
   Learning interface: xe-1/3/1.600 
   Base learning interface: NULL         
   Layer 2 flags: in_hash,in_ifd,in_ifl,in_vlan,in_rtt,kernel,in_ifbd
   Epoch: 3                            Sequence number: 442   
   Learning mask: 0x00000003        

MAC address: 00:10:00:01:00:02
  Routing instance: vpls_1
   Bridging domain: __vpls_1__, VLAN : NA
   Learning interface: xe-1/3/1.600 
   Base learning interface: NULL         
   Layer 2 flags: in_hash,in_ifd,in_ifl,in_vlan,in_rtt,kernel,in_ifbd
   Epoch: 3                            Sequence number: 442   
   Learning mask: 0x00000002        

MAC address: 00:10:00:01:00:03
  Routing instance: vpls_1
   Bridging domain: __vpls_1__, VLAN : NA
   Learning interface: xe-1/3/1.600 
   Base learning interface: NULL         
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   Layer 2 flags: in_hash,in_ifd,in_ifl,in_vlan,in_rtt,kernel,in_ifbd
   Epoch: 3                            Sequence number: 442   
   Learning mask: 0x00000002        

Meaning The Base learning interface is null which indicates that the statistical approach is in use.

See Also MACMoves Loop Prevention in VPLS Network Overview on page 905•

• virtual-mac on page 1293

• global-mac-move

UnderstandingMAC Pinning

Starting in Junos OS Release 16.1, Junos OS supports MAC pining to prevent loops on the

MX series routers. A MACmove occurs when a MAC address frequently appears on a

different physical interface than the one it was learned on. FrequentMACmoves indicate

thepresenceof loops inLayer 2bridgesand in virtualprivateLANservice (VPLS)networks.

To avoid loops, you can enable theMACpinning feature on an interface. TheMACpinning

feature is applicable only when dynamic learning of MAC addresses over interfaces is

enabled.

When you enable MAC pinning on an interface in a bridge domain or VPLS domain, MAC

addresses learned over that interface cannot be relearned on any other interface in the

same bridge domain or VPLS domain until the MAC address either ages out on the first

interface or is cleared from theMAC table. If a packetwith the sameMACaddress arrives

at any other interface in the samebridgedomain, it is discarded. This, effectively, controls

MAC address moves and prevents the creation of loops in Layer 2 bridges and VPLS

domains.

NOTE: If the timeout interval for theMACaddresses isnot specifiedbysetting
themac-table-aging-time statement, the MAC addresses learned over the

MAC pinning interface are pinned to the interface until the default timeout
period.

You can configure MAC pinning in a bridging environment and in VPLS routing instances.

In abridgingenvironment, youcanenableMACpinningonanaccess interfaceanda trunk

interface. You can also enable MAC pinning on an access interface or trunk interface of

a virtual switch. To avoid loops in the bridging environment, you can use any of the

configurations mentioned previously in this topic. To avoid MACmoves and loops, you

can use any one of the 16 different MAC pinning configurations.

Starting in JunosOSRelease 17.2, theMACpinning feature is enabledonproviderbackbone

bridging (PBB) and Ethernet VPN (EVPN) integration, including customer edge (CE)

interfaces and EVPN over PBB core in both all-active or single-active mode.
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To configure MAC pining for PBB-EVPN, include themac-pinning statement at the [edit

routing-instances pbbn protocols evpn], where pbbn is the PBB routing instance over

backbone port (B-component). With this configuration, the dynamically learned MAC

addresses in the PBB I-component (customer routing instance) bridge domain over CE

interfaces, as well as PBB-MPLS core interfaces are pinned. This prevents MACmove on

duplicate MAC detection, avoiding loop creation in a network.

Release History Table DescriptionRelease

Starting in JunosOSRelease 17.2, theMACpinning feature is enabledonprovider
backbone bridging (PBB) and Ethernet VPN (EVPN) integration, including
customer edge (CE) interfaces and EVPN over PBB core in both all-active or
single-active mode.

17.2R1

Starting in Junos OS Release 16.1, Junos OS supports MAC pining to prevent
loops on the MX series routers.

16.1

Related
Documentation

Configuring MAC Pinning on Access Interfaces for Bridge Domains on page 926•

• Configuring MAC Pinning on Trunk Interfaces for Bridge Domains on page 927

• Configuring MAC Pinning on Access Interfaces for Bridge Domains in a Virtual Switch

on page 928

• Configuring MAC Pinning on Trunk Interfaces for Bridge Domains in a Virtual Switch

on page 930

• Configuring MAC Pinning for All Pseudowires of the VPLS Routing Instance (LDP and

BGP) for Logical Systems on page 945

• Configuring MAC Pinning on VPLS CE Interface for Logical Systems on page 946

• Configuring MAC Pinning for All Pseudowires of the VPLS Site in a BGP-Based VPLS

Routing Instance for Logical Systems on page 948

• ConfiguringMACPinningonAllPseudowiresofaSpecificNeighborof LDP-BasedVPLS

Routing Instance for Logical Systems on page 949
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ConfiguringMAC Pinning on Access Interfaces for Bridge Domains

AMACmove occurs when a MAC address frequently appears on a different physical

interface than the one it was learned on. Frequent MACmoves indicate the presence of

loops. Toavoid loopsacross interfaces inbridgedomains, youcanconfigureMACpinning.

This topic describes how to configure MAC pinning on an access interface in a bridge

domain. A logical interface configured to accept untagged packets is called an access

interface or access port. When an access interface receives a tagged or an untagged

packet, the interface’s VLAN ID is added to the packet. The packet is then forwarded

within the bridge domain that is configured with the matching VLAN ID.

To configure MAC pinning on access interfaces in bridge domains:

1. Configure the interface as an access interface and specify the VLAN ID at the [edit

interfaces] hierarchy level.

[edit interfaces]
user@host# set interfacetype-fpc/pic/port encapsulation ethernet-bridge
user@host# set interfacetype-fpc/pic/port unit logical-unit-number family bridge
interface-mode access

user@host# set interfacetype-fpc/pic/port unit logical-unit-number family bridge
vlan-id vlan-id

2. Configure MAC pinning on the interface by including themac-pinning statement at

the [edit bridge-domains] hierarchy level.

[edit bridge-domains]
user@host# set bridge-domain-name bridge-options interface
interfacetype-fpc/pic/portmac-pinning

3. In configuration mode, verify the configuration.

user@host# show interfaces
interfaces {
interfacetype-fpc/pic/port {
encapsulation ethernet-bridge;
unit logical-unit-number {
family bridge {
interfaces-mode access;
vlan-id vlan-id;

}
}

}
}

user@host# show bridge-domains
bridge-domains {
bridge-domain-name {
bridge-options {

interfacetype-fpc/pic/port {
mac-pinning;

}
}
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}
}

Related
Documentation

Configuring MAC Pinning on Trunk Interfaces for Bridge Domains on page 927•

• Configuring MAC Pinning on Access Interfaces for Bridge Domains in a Virtual Switch

on page 928

• mac-pinning on page 1198

ConfiguringMAC Pinning on Trunk Interfaces for Bridge Domains

AMACmove occurs when a MAC address frequently appears on a different physical

interface than the one it was learned on. Frequent MACmoves indicate the presence of

loops. To avoid MACmoves across interfaces in bridge domains, you can configure MAC

pinning.

In this topic, we are configuring MAC pinning on a trunk interface in a bridge domain. A

logical interface configured to accept any packet tagged with a VLAN ID that matches

a VLAN ID specified in the domain is called a trunk interface or trunk port. When a trunk

interface receives a packet tagged with a VLAN ID that matches the list of VLAN IDs

specifiedwithin thebridgedomain, thepacket is then forwardedwithin thebridgedomain

that is configured with the matching VLAN ID.

To configure MAC pinning on trunk interfaces in bridge domains:

1. Configure the interface as a trunk interface and specify the list of VLAN IDs.

[edit interfaces]
user@host# set interfacetype-fpc/pic/port flexible-vlan-tagging
user@host# set interfacetype-fpc/pic/port encapsulation flexible-ethernet-services
user@host# set interfacetype-fpc/pic/port unit logical-unit-number family bridge
interface-mode trunk

user@host# set interfacetype-fpc/pic/port unit logical-unit-number family bridge
vlan-id-list vlan-id-numbers

2. Configure the bridge domain by specifying the name of the bridge and the VLAN ID.

[edit bridge-domains]
user@host# set bridge-domain-name vlan-id all

3. Configure MAC pinning on the interface by including themac-pinning statement at

the [edit switch-options] hierarchy level.

[edit switch-options]
user@host# set interface interfacetype-fpc/pic/portmac-pinning

4. In configuration mode, verify the configuration.

user@host# show interfaces
interfaces {
interfacetype-fpc/pic/port {
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flexible-vlan-tagging;
encapsulation flexible-ethernet-services;
unit logical-unit-number {
family bridge {
interfaces-mode trunk ;
vlan-id-list vlan-id-numbers;
}

}
}
}

user@host# show bridge-domains
bridge-domains {
bridge-domain-name {
vlan-id all;
}

}
user@host# show switch-options
switch-options {
interface interfacetype-fpc/pic/port {
mac-pinning;

}
}

Related
Documentation

Configuring MAC Pinning on Access Interfaces for Bridge Domains on page 926•

• Configuring MAC Pinning on Trunk Interfaces for Bridge Domains in a Virtual Switch

on page 930

• mac-pinning on page 1198

ConfiguringMAC Pinning on Access Interfaces for Bridge Domains in a Virtual Switch

AMACmove occurs when a MAC address frequently appears on a different physical

interface than the one it was learned on. Frequent MACmoves indicate the presence of

loops. Toavoid loopsacross interfaces in virtual switches, youcanconfigureMACpinning.

This topic describes how to configure MAC pinning on an access interface for a bridge

domain in a virtual switch. A virtual switch represents a Layer 2 network as it filters and

forwards traffic only at the data link layer. Each bridge domain in a virtual switch

participates in Layer 2 Learning and Forwarding. When an access interface for a bridge

domain receives a tagged or untagged packet, the interface’s VLAN ID is added to the

packet. The packet is then forwarded within the bridge domain that is configured with

the matching VLAN ID.

To configure MAC pinning on access interfaces for bridge domains in a virtual switch:

1. Configure the interface as an access interface and specify the VLAN ID.

[edit interfaces]
user@host# set interfacetype-fpc/pic/port encapsulation ethernet-bridge
user@host# set interfacetype-fpc/pic/port unit logical-unit-number family bridge
interface-mode access
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user@host# set interfacetype-fpc/pic/port unit logical-unit-number family bridge
vlan-id vlan-id

2. Configure the routing instance as a virtual switch and specify the access interface.

[edit routing-instances]
user@host# set routing-instance-name instance-type virtual-switch
user@host# set routing-instance-name interface interfacetype-fpc/pic/port

3. Configure the bridge domain and specify the list of VLAN IDs.

[edit routing-instances]
user@host#set routing-instance-namebridge-domainsbridge-domain-namevlan-id-list
vlan-id-numbers

4. Configure MAC pinning on the interface.

[edit routing-instances]
user@host# set routing-instance-name bridge-domains bridge-domain-name
bridge-options interface interfacetype-fpc/pic/portmac-pinning

5. In configuration mode, verify the configuration.

user@host# show interfaces
interfaces {
interfacetype-fpc/pic/port {
encapsulation ethernet-bridge;
unit logical-unit-number {
family bridge {
interface-mode access;
vlan-id vlan-id;

}
}

}
}

user@host# show routing-instances
routing-instances{
routing-instance-name {
instance-type virtual-switch;
interface interfacetype-fpc/pic/port;
}

}
user@host# show bridge-domains
bridge-domains {
bridge-domain-name {
vlan-id -list vlan-id-numbers;
bridge-options {

interface interfacetype-fpc/pic/port {
mac-pinning;

}
}

}
}

929Copyright © 2018, Juniper Networks, Inc.

Chapter 39: Configuring Load Balancing and Performance



Related
Documentation

Configuring MAC Pinning on Access Interfaces for Bridge Domains on page 926•

• Configuring MAC Pinning on Trunk Interfaces for Bridge Domains in a Virtual Switch

on page 930

• mac-pinning on page 1198

ConfiguringMAC Pinning on Trunk Interfaces for Bridge Domains in a Virtual Switch

AMACmove occurs when a MAC address frequently appears on a different physical

interface than the one it was learned on. Frequent MACmoves indicate the presence of

loops. Toavoid loopsacross interfaces in virtual switches, youcanconfigureMACpinning.

This topicdescribeshowtoconfigureMACpinningona trunk interface for abridgedomain

in a virtual switch. A virtual switch represents a Layer 2 network as it filters and forwards

traffic only at the data link layer. Each bridge domain in a virtual switch participates in

Layer 2 Learning and Forwarding. When a trunk interface for a bridge domain receives a

packet taggedwith aVLAN ID thatmatches the list of VLAN IDs specifiedwith the bridge

domain, the packet is then forwarded within the bridge domain that is configured with

the matching VLAN ID.

To configure MAC pinning on trunk interfaces for bridge domains in a virtual switch:

1. Configure the interface as a trunk interface and specify the list of VLAN IDs.

[edit interfaces]
user@host# set interfacetype-fpc/pic/port flexible-vlan-tagging
user@host# set interfacetype-fpc/pic/port encapsulation flexible-ethernet-services
user@host# set interfacetype-fpc/pic/port unit logical-unit-number family bridge
interface-mode trunk

user@host# set interfacetype-fpc/pic/port unit logical-unit-number family bridge
vlan-id-list vlan-id-numbers

2. Configure the routing instance as virtual switch and specify the trunk interface.

[edit routing-instances]
user@host# set routing-instance-name instance-type virtual-switch;
user@host# set routing-instance-name interface interfacetype-fpc/pic/port

3. Configure the bridge domain and specify the list of VLAN IDs.

[edit routing-instances]
user@host#set routing-instance-namebridge-domainsbridge-domain-namevlan-id-list
vlan-id-numbers

4. Configure MAC pinning on the interface by including themac-pinning statement at

the [edit switch-options] hierarchy level.

[edit switch-options]
user@host# set interface interfacetype-fpc/pic/portmac-pinning

5. In configuration mode, verify the configuration.
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user@host# show interfaces
interfaces {
interfacetype-fpc/pic/port {
flexible-vlan-tagging;
encapsulation flexible-ethernet-services;
unit logical-unit-number {
family bridge {
interface-mode trunk ;
vlan-id-list vlan-id-numbers;
}

}
}

}
user@host# show routing-instances
routing-instances{
routing-instance-name{
instance-type virtual-switch;
interface interfacetype-fpc/pic/port;
}

}
user@host# show bridge-domains
bridge-domains {
bridge-domain-name{
vlan-id -list vlan-id-numbers;
}
}
}

}
user@host# show switch-options
switch-options {
interface interfacetype-fpc/pic/port {
mac-pinning;

}
}

Related
Documentation

Configuring MAC Pinning on Trunk Interfaces for Bridge Domains on page 927•

• Configuring MAC Pinning on Access Interfaces for Bridge Domains in a Virtual Switch

on page 928

• mac-pinning on page 1198
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ConfiguringMAC Pinning for All Pseudowires of the VPLS Routing Instance (LDP and
BGP)

AMACmove occurs when a MAC address frequently appears on a different physical

interface than the one it was learned on. Frequent MACmoves indicate the presence of

loops. To avoid loops across interfaces in virtual private LAN services (VPLS), you can

configure MAC pinning.

This topicdescribeshowtoconfigureMACpinningona trunk interface for all pseudowires

of the VPLS routing instance.

To configure MAC pinning for the VPLS routing instance:

1. Configure the interface as a trunk interface and specify the list of VLAN IDs.

[edit interfaces]
user@host# set interfacetype-fpc/pic/port flexible-vlan-tagging
user@host# set interfacetype-fpc/pic/port encapsulation flexible-ethernet-services
user@host# set interfacetype-fpc/pic/port unit logical-unit-number encapsulation
vlan-vpls;

user@host# set interfacetype-fpc/pic/port unit logical-unit-number family bridge
interface-mode trunk

user@host# set interfacetype-fpc/pic/port unit logical-unit-number family bridge
vlan-id-list vlan-id-numbers

2. Configure the routing instance as VPLS and specify the trunk interface.

[edit routing-instances]
user@host# set routing-instance-name instance-type vpls;
user@host# set routing-instance-name interface interfacetype-fpc/pic/port

3. Configure MAC pinning after specifying the routing protocol configuration.

[edit routing-instances]
user@host# set routing-instance-name protocols vplsmac-pinning

4. In configuration mode, verify the configuration.

user@host# show interfaces
interfaces {
interfacetype-fpc/pic/port {
flexible-vlan-tagging;
encapsulation flexible-ethernet-services;
unit logical-unit-number {
encapsulation vlan-vpls;
}
family bridge {
interface-mode trunk ;
vlan-id-list vlan-id-numbers;
}

}
}

user@host# show routing-instances
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routing-instances{
routing-instance-name {
instance-type vpls;
interface interfacetype-fpc/pic/port;

protocols{
vpls {
mac-pinning;
}

}
}
}

Related
Documentation

Configuring MAC Pinning on Access Interfaces for Bridge Domains on page 926•

• Configuring MAC Pinning on Access Interfaces for Bridge Domains in a Virtual Switch

on page 928

• mac-pinning on page 1198

ConfiguringMAC Pinning on VPLS CE Interface

AMACmove occurs when a MAC address frequently appears on a different physical

interface than the one it was learned on. Frequent MACmoves indicate the presence of

loops. To avoid loops across interfaces in virtual private LAN services (VPLS), you can

configure MAC pinning.

This topic describes how to configure MAC pinning on a VPLS customer edge (CE) trunk

interface.

To configure MAC pinning on a VPLS CE interface:

1. Configure the trunk interface and specify the list of VLAN IDs.

[edit interfaces]
user@host# set interfacetype-fpc/pic/port flexible-vlan-tagging
user@host# set interfacetype-fpc/pic/port encapsulation flexible-ethernet-services
user@host# set interfacetype-fpc/pic/port unit logical-unit-number encapsulation
vlan-vpls;

user@host# set interfacetype-fpc/pic/port unit logical-unit-number family bridge
interface-mode trunk

user@host# set interfacetype-fpc/pic/port unit logical-unit-number family bridge
vlan-id-list vlan-id-numbers

2. Configure the VPLS routing instance and specify the CE interface.

[edit routing-instances]
user@host# set routing-instance-name instance-type vpls;
user@host# set routing-instance-name interface interfacetype-fpc/pic/port

3. Configure MAC pinning on the VPLS CE interface.

[edit routing-instances]
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user@host# set routing-instance-name protocols vpls interfacetype-fpc/pic/port
mac-pinning

4. In configuration mode, verify the configuration.

user@host# show interfaces
interfaces {
interfacetype-fpc/pic/port {
flexible-vlan-tagging;
encapsulation flexible-ethernet-services;
unit logical-unit-number {
encapsulation vlan-vpls;
}
family bridge {
interface-mode trunk ;
vlan-id-list vlan-id-numbers;
}

}
}

}
user@host# show routing-instances
routing-instances{
routing-instance-name{
instance-type vpls;
interface interfacetype-fpc/pic/port;

protocols{
vpls {
interface interfacetype-fpc/pic/port {

mac-pinning;
}

}
}
}
}

Related
Documentation

Configuring MAC Pinning for All Pseudowires of the VPLS Routing Instance (LDP and

BGP) on page 932

•

• Configuring MAC Pinning on Trunk Interfaces for Bridge Domains on page 927

• Configuring MAC Pinning on Trunk Interfaces for Bridge Domains in a Virtual Switch

on page 930

• mac-pinning on page 1198
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ConfiguringMAC Pinning for All Pseudowires of the VPLS Site in a BGP-Based VPLS
Routing Instance

AMACmove occurs when a MAC address frequently appears on a different physical

interface than the one it was learned on. Frequent MACmoves indicate the presence of

loops. To avoid loops across interfaces in virtual private LAN services (VPLS), you can

configure MAC pinning.

This topic describes how to configure MAC pinning for all pseudowires of the VPLS site

in a BGP-based VPLS routing instance.

To configure MAC pinning for all pseudowires in a BGP-based VPLS Routing instance:

1. Configure the interface as a trunk interface and specify the list of VLAN IDs.

[edit interfaces]
user@host# set interfacetype-fpc/pic/port flexible-vlan-tagging
user@host# set interfacetype-fpc/pic/port encapsulation flexible-ethernet-services
user@host# set interfacetype-fpc/pic/port unit logical-unit-number encapsulation
vlan-vpls;

user@host# set interfacetype-fpc/pic/port unit logical-unit-number family bridge
interface-mode trunk

user@host# set interfacetype-fpc/pic/port unit logical-unit-number family bridge
vlan-id-list vlan-id-numbers

2. Configure the VPLS routing instance and specify the trunk interface.

[edit routing-instances]
user@host# set routing-instance-name instance-type vpls;
user@host# set routing-instance-name interface interfacetype-fpc/pic/port

3. Configure MAC pinning after specifying the routing protocol and the trunk interface.

[edit routing-instances]
user@host# set routing-instance-name protocols vpls interface
interfacetype-fpc/pic/port

user@host# set routing-instance-name protocols vpls site site-namemac-pinning

4. In configuration mode, verify the configuration.

user@host# show interfaces
interfaces {
interfacetype-fpc/pic/port {
flexible-vlan-tagging;
encapsulation flexible-ethernet-services;
unit logical-unit-number {
encapsulation vlan-vpls;
family bridge {
interface-mode trunk ;
vlan-id-list vlan-id-numbers;
}

}
}
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}
user@host# show routing-instances
routing-instances{

routing-instance-name {
instance-type vpls;
interface interfacetype-fpc/pic/port;

protocols{
vpls {
interface interfacetype-fpc/pic/port;
site site-name {
mac-pinning;

}
}

}
}
}
}

Related
Documentation

Configuring MAC Pinning for All Pseudowires of the VPLS Routing Instance (LDP and

BGP) on page 932

•

• Configuring MAC Pinning on Access Interfaces for Bridge Domains on page 926

• Configuring MAC Pinning on Access Interfaces for Bridge Domains in a Virtual Switch

on page 928

• mac-pinning on page 1198

ConfiguringMAC Pinning on All Pseudowires of a Specific Neighbor of LDP-Based
VPLS Routing Instance

AMACmove occurs when a MAC address frequently appears on a different physical

interface than the one it was learned on. Frequent MACmoves indicate the presence of

loops. To avoid loops across interfaces in virtual private LAN services (VPLS), you can

configure MAC pinning.

This topic describes how to configure MAC pinning on all pseudowires of a specific

neighbor of an LDP-based VPLS routing instance.

To configure MAC pinning on all pseudowires of a specific neighbor in a VPLS routing

instance with LDP signaling:

1. Configure the interfaces as trunk interfaces and specify the list of VLAN IDs.

[edit interfaces]
user@host# set interfacetype-fpc/pic/port flexible-vlan-tagging
user@host# set interfacetype-fpc/pic/port encapsulation flexible-ethernet-services
user@host# set interfacetype-fpc/pic/port unit logical-unit-number encapsulation
vlan-vpls;

user@host# set interfacetype-fpc/pic/port unit logical-unit-number family bridge
interface-mode trunk

user@host# set interfacetype-fpc/pic/port unit logical-unit-number family bridge
vlan-id-list vlan-id-numbers
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2. Configure the VPLS routing instance and specify the trunk interface.

[edit routing-instances]
user@host# set routing-instance-name instance-type vpls;
user@host# set routing-instance-name interface interfacetype-fpc/pic/port;

3. Configure the routing protocol and specify the trunk interface and the VPLS identifier.

[edit routing-instances]
user@host# set routing-instance-name protocols vpls interface
interfacetype-fpc/pic/port

user@host# set routing-instance-name protocols vpls vpls-id vpls-id

4. Configure MAC pinning after specifying the neighbor ID.

user@host#set routing-instance-nameprotocolsvplsneighborneighbor-idmac-pinning

5. In configuration mode, verify the configuration.

user@host# show interfaces
interfaces {
interfacetype-fpc/pic/port {
flexible-vlan-tagging;
encapsulation flexible-ethernet-services;
unit logical-unit-number {
encapsulation vlan-vpls;
family bridge {
interface-mode trunk ;
vlan-id-list vlan-id-numbers;
}

}
}

}
user@host# show routing-instances
routing-instances{

routing-instance-name {
instance-type vpls;
interface interfacetype-fpc/pic/port;

protocols{
vpls {
interface interfacetype-fpc/pic/port;

vpls-id vpls-id;
neighbor neighbor-id {
mac-pinning;

}
}

}
}
}

Related
Documentation

Configuring MAC Pinning for All Pseudowires of the VPLS Site in a BGP-Based VPLS

Routing Instance on page 935

•
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• Configuring MAC Pinning for All Pseudowires of the VPLS Routing Instance (LDP and

BGP) on page 932

• Configuring MAC Pinning on Trunk Interfaces for Bridge Domains in a Virtual Switch

on page 930

• Configuring MAC Pinning on Access Interfaces for Bridge Domains in a Virtual Switch

on page 928

• mac-pinning on page 1198

ConfiguringMAC Pinning on Access Interfaces for Logical Systems

AMACmove occurs when a MAC address frequently appears on a different physical

interface than the one it was learned on. Frequent MACmoves indicate the presence of

loops. Toavoid loops across interfaces in logical systems, you can configureMACpinning.

Asetof logical systemswithinasingle router canhandle the functionspreviouslyhandled

by several small routers.

This topic describes how to configure MAC pinning on access interfaces of a logical

system.

To configure MAC pinning on access interfaces in logical systems:

1. Configure the access interface.

[edit interfaces]
user@host# set interfacetype-fpc/pic/port encapsulation ethernet-vpls

2. Create the logical system by specifying the name of the logical system, and specify

the access interface and list of VLAN IDs associated with the interface.

[edit]
user@host# set logical-systems logical-system-name interfaces
interfacetype-fpc/pic/port unit logical-unit-number family bridge interface-mode
access vlan-id vlan-id

3. Configure MAC pinning on the access interface by including the [mac-pinning]

statement in the [edit bridge-domains] hierarchy.

[edit bridge-domains]
user@host# set bridge-domain-name bridge-options interface
interfacetype-fpc/pic/portmac-pinning

4. In configuration mode, verify the configuration.

user@host# show interfaces
interfaces {

interfacetype-fpc/pic/port {
        encapsulation ethernet-vpls;
    }
}

user@host# show logical-systems
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logical-systems {
logical-system-name {

        interfaces {
interfacetype-fpc/pic/port {

                unit logical-unit-number  {
                    family bridge {
                        interface-mode access;
                        vlan-id vlan-id;
                    }
                }
            }
        }

user@host# show bridge-domains
bridge-domains {

bridge-domain-name  {
                bridge-options {
                    interface interfacetype-fpc/pic/port {
                        mac-pinning;
                    }
                }
            }
        }
    }
}

Related
Documentation

Understanding MAC Pinning on page 924•

• Configuring MAC Pinning on Access Interfaces for Bridge Domains on page 926

• Configuring MAC Pinning on Access Interfaces for Bridge Domains in a Virtual Switch

on page 928

• mac-pinning on page 1198

ConfiguringMAC Pinning on Trunk Interfaces for Logical Systems

AMACmove occurs when a MAC address frequently appears on a different physical

interface than the one it was learned on. Frequent MACmoves indicate the presence of

loops. Toavoid loops across interfaces in logical systems, you can configureMACpinning.

Asetof logical systemswithinasingle router canhandle the functionspreviouslyhandled

by several small routers.

This topic describeshow toconfigureMACpinningon trunk interfacesof a logical system.

To configure MAC pinning on trunk interfaces in logical systems:

1. Configure the interface and specify the encapsulation.

[edit interfaces]
user@host# set interfacetype-fpc/pic/port flexible-vlan-tagging
user@host# set interfacetype-fpc/pic/port encapsulation flexible-ethernet-services

2. Create the logical system by specifying the name of the logical system, and specify

the trunk interface and list of VLAN IDs associated with the interface.
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[edit]
user@host# set logical-systems logical-system-name interfaces
interfacetype-fpc/pic/port unit logical-unit-number encapsulation vlan-vpls family
bridge interface-mode trunk vlan-id-list vlan-id-numbers

3. Configure the bridge domain by specifying the VLAN ID parameter.

[edit bridge-domains]
user@host# set bridge-domain-name vlan-id all

4. ConfigureMACpinningon the trunk interfaceby including the [mac-pinning] statement

at the [edit switch-options] hierarchy level.

[edit switch-options]
user@host# set interface interfacetype-fpc/pic/portmac-pinning

5. In configuration mode, verify the configuration.

user@host# show interfaces
interfaces {

interfacetype-fpc/pic/port {
        flexible-vlan-tagging; 
  encapsulation flexible-ethernet-services;
    }
}

user@host# show logical-systems
logical-systems {

logical-system-name  {
        interfaces {

interfacetype-fpc/pic/port
{
                  unit 0 {
                    encapsulation vlan-vpls;
                    family bridge {
                        interface-mode trunk;
                        vlan-id-list vlan-id-numbers;
                    }
                }
            }
        }

user@host# show bridge-domains
bridge-domains {

bridge-domain-name  {
                vlan-id all;
            }
        }

user@host# show switch-options
switch-options {
            interface interfacetype-fpc/pic/port {
                mac-pinning;
            }
        }
    }
}
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Related
Documentation

Understanding MAC Pinning on page 924•

• Configuring MAC Pinning on Trunk Interfaces for Bridge Domains on page 927

• Configuring MAC Pinning on Trunk Interfaces for Bridge Domains in a Virtual Switch

on page 930

• Configuring MAC Pinning on Access Interfaces for Logical Systems on page 938

• mac-pinning on page 1198

ConfiguringMACPinning onAccess Interfaces in Virtual Switches for Logical Systems

AMACmove occurs when a MAC address frequently appears on a different physical

interface than the one it was learned on. Frequent MACmoves indicate the presence of

loops. To avoid loops across interfaces in virtual switches in logical systems, you can

configure MAC pinning. A set of logical systems within a single router can handle the

functions previously handled by several small routers.

This topic describes how to configure MAC pinning on access interfaces in virtual switch

routing instance of a logical system.

To configure MAC pinning on access interfaces in virtual switches for logical systems:

1. Configure the interface and specify the encapsulation.

[edit interfaces]
user@host# set interfacetype-fpc/pic/port encapsulation ethernet-vpls

2. Create the logical system by specifying the name of the logical system, and specify

the access interface.

[edit ]
user@host# set logical-systems logical-system-name interfaces
interfacetype-fpc/pic/port unit logical-unit-number family bridge interface-mode
access vlan-id vlan-id

3. Configure the routing instance as virtual switch and specify the access interface.

[edit routing-instances]
user@host# set routing-instance-name instance-type virtual-switch;
user@host# set routing-instance-name interface interfacetype-fpc/pic/port

4. Configure the bridge domain and specify the list of VLAN IDs.

[edit routing-instances]
user@host#set routing-instance-namebridge-domainsbridge-domain-namevlan-id-list
vlan-id-numbers

user@host# set routing-instance-name bridge-domains bridge-domain-name
bridge-options interface interfacetype-fpc/pic/portmac-pinning

5. In configuration mode, verify the configuration.

user@host# show interfaces
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interfaces {
interfacetype-fpc/pic/port {

        encapsulation ethernet-vpls;
    }
}

user@host# show logical-systems
logical-systems {

logical-system-name {
        interfaces {

interfacetype-fpc/pic/port {
                unit logical-unit-number  {
                    family bridge {
                        interface-mode access;
                        vlan-id vlan-id;
                    }
                }
            }
        }

user@host# show routing-instances
routing-instances {

routing-instance-name {
                instance-type virtual-switch;
                interface interfacetype-fpc/pic/port;
                bridge-domains {

bridge-domain-name  {
                        vlan-id-list vlan-id-numbers;
                        bridge-options {
                            interface interfacetype-fpc/pic/port {
                                mac-pinning;
                            }
                        }
                    }
                }
            }
        }
    }
}

Related
Documentation

Understanding MAC Pinning on page 924•

• Configuring MAC Pinning on Access Interfaces for Bridge Domains in a Virtual Switch

on page 928

• mac-pinning on page 1198
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ConfiguringMAC Pinning on Trunk Interfaces in Virtual Switches for Logical Systems

AMACmove occurs when a MAC address frequently appears on a different physical

interface than the one it was learned on. Frequent MACmoves indicate the presence of

loops. To avoid loops across interfaces in virtual switches in logical systems, you can

configure MAC pinning. A set of logical systems within a single router can handle the

functions previously handled by several small routers.

This topic describes how to configure MAC pinning on trunk interfaces in virtual switch

routing instance of a logical system.

To configure MAC pinning on trunk interfaces in virtual switches for logical systems:

1. Configure the interface and specify the encapsulation.

[edit interfaces]
user@host# set interfacetype-fpc/pic/port flexible-vlan-tagging
user@host# set interfacetype-fpc/pic/port encapsulation flexible-ethernet-services

2. Create the logical system by specifying the name of the logical system and specify

the trunk interface.

[edit]
user@host# set logical-systems logical-system-name interfaces
interfacetype-fpc/pic/port unit logical-unit-number family bridge interface-mode
trunk vlan-id-list vlan-id-numbers

3. Configure the routing instance as a virtual switch and specify the trunk interface.

[edit routing-instances]
user@host# set routing-instance-name instance-type virtual-switch;
user@host# set routing-instance-name interface interfacetype-fpc/pic/port

4. Configure the bridge domain and specify the list of VLAN IDs.

[edit routing-instances]
user@host# set routing-instance-name bridge-domains bridge-domain-name
vlan-id-list vlan-id-numbers

5. Configure MAC pinning on the trunk interface at the [edit switch-options] hierarchy

level.

[edit switch-options]
user@host# set interface interfacetype-fpc/pic/portmac-pinning

6. In configuration mode, verify the configuration.

user@host# show interfaces
interfaces {

interfacetype-fpc/pic/port {
        flexible-vlan-tagging; 
  encapsulation flexible-ethernet-services;
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    }
}

user@host# show logical-systems
logical-systems {
logical-system-name {
        interfaces {

interfacetype-fpc/pic/port {
                  unit logical-unit-number {
                    encapsulation vlan-vpls;
                    family bridge {
                        interface-mode trunk;
                        vlan-id-list vlan-id-numbers;
                    }
                }
            }
        }

user@host# show routing-instances
routing-instances {

routing-instance-name {
                instance-type virtual-switch;
                interface interfacetype-fpc/pic/port;
                bridge-domains {

bridge-domain-name  {
                        vlan-id-list vlan-id-numbers;
                            }
                        }
                    }
                }
            }
        }
    }
}

user@host# show switch-options
switch-options {
            interface interfacetype-fpc/pic/port {
                mac-pinning;
            }
        }
    }
}

Related
Documentation

Understanding MAC Pinning on page 924•

• Configuring MAC Pinning on Access Interfaces in Virtual Switches for Logical Systems

on page 941

• Configuring MAC Pinning on Trunk Interfaces for Bridge Domains in a Virtual Switch

on page 930

• mac-pinning on page 1198
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ConfiguringMAC Pinning for All Pseudowires of the VPLS Routing Instance (LDP and
BGP) for Logical Systems

AMACmove occurs when a MAC address frequently appears on a different physical

interface than the one it was learned on. Frequent MACmoves indicate the presence of

loops. To avoid loops across interfaces in virtual switches in logical systems, you can

configure MAC pinning. A set of logical systems within a single router can handle the

functions previously handled by several small routers.

This topicdescribeshowtoconfigureMACpinning for all pseudowiresof theVPLS routing

instance for logical systems.

To configure MAC pinning for all pseudowires of the VPLS routing instance for logical

systems:

1. Configure the interface by specifying the encapsulation.

[edit interfaces]
user@host# set interfacetype-fpc/pic/port flexible-vlan-tagging
user@host# set interfacetype-fpc/pic/port encapsulation flexible-ethernet-services

2. Create the logical systemby specifying thenameand the trunk interfaceon the logical

unit.

[edit]
user@host# set logical-systems logical-system-name interfaces
interfacetype-fpc/pic/port unit logical-unit-number encapsulation vlan-vpls family
bridge interface-mode trunk vlan-id-list vlan-id-numbers

3. Configure the VPLS routing instance.

[edit routing-instances]
user@host# set routing-instance-name instance-type vpls
user@host# set routing-instance-name interface interfacetype-fpc/pic/port
user@host# set routing-instance-name protocols vplsmac-pinning

4. In configuration mode, verify the configuration.

user@host# show interfaces
interfaces {

interfacetype-fpc/pic/port {
        flexible-vlan-tagging; 
  encapsulation flexible-ethernet-services;
    }
}

user@host# show logical-systems
logical-systems {

logical-system-name {
        interfaces {

interfacetype-fpc/pic/port {
                unit logical-unit-number  {
                    encapsulation vlan-vpls;
                    family bridge {
                        interface-mode trunk;
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                        vlan-id-list vlan-id-numbers;
                    }
                }
            }
        }

user@host# show routing-instances
routing-instances {

routing-instance-name {
                instance-type vpls;
                interface interfacetype-fpc/pic/port;
                protocols {
                    vpls {
                        mac-pinning;
                    }
                }
            }
        }
    }
}

Related
Documentation

Understanding MAC Pinning on page 924•

• Configuring MAC Pinning for All Pseudowires of the VPLS Routing Instance (LDP and

BGP) on page 932

• mac-pinning on page 1198

ConfiguringMAC Pinning on VPLS CE Interface for Logical Systems

AMACmove occurs when a MAC address frequently appears on a different physical

interface than the one it was learned on. Frequent MACmoves indicate the presence of

loops. To avoid loops across interfaces in virtual private LAN services (VPLS), you can

configure MAC pinning.

This topic describes how to configure MAC pinning on a VPLS customer edge (CE) trunk

interface in a logical system.

To configure MAC pinning for VPLS customer edge interface for logical systems:

1. Configure the interfaces by specifying the encapsulation.

[edit interfaces]
user@host# set interfacetype-fpc/pic/port flexible-vlan-tagging
user@host# set interfacetype-fpc/pic/port encapsulation flexible-ethernet-services

2. Create the logical systemby specifying thenameand the trunk interfaceon the logical

unit.

[edit]
user@host# set logical-systems logical-system-nameinterfaces
interfacetype-fpc/pic/port unit logical-unit-number encapsulation vlan-vpls family
bridge interface-mode trunk vlan-id-list vlan-id-numbers

3. Configure the VPLS CE interface and VPLS routing instance.
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[edit routing-instances]
user@host# set routing-instance-name instance-type vpls;
user@host# set routing-instance-name interface interfacetype-fpc/pic/port

4. Configure MAC pinning on the VPLS CE interface.

[edit routing-instances]
user@host# set routing-instance-name protocols vpls interfacetype-fpc/pic/port
mac-pinning

5. In configuration mode, verify the configuration.

user@host# show interfaces
interfaces {

interfacetype-fpc/pic/port {
        flexible-vlan-tagging; 
  encapsulation flexible-ethernet-services;
    }
}

user@host# show logical-systems
logical-systems {

logical-system-name {
        interfaces {

interfacetype-fpc/pic/port {
                unit logical-unit-number  {
                    encapsulation vlan-vpls;
                    family bridge {
                        interface-mode trunk;
                        vlan-id-list vlan-id-numbers;
                    }
                }
            }
        }

user@host# show routing-instances
routing-instances{
routing-instance-name {
instance-type vpls;
interface interfacetype-fpc/pic/port;

protocols{
vpls {
interface interfacetype-fpc/pic/port {

mac-pinning;
}

}
}

Related
Documentation

Understanding MAC Pinning on page 924•

• Configuring MAC Pinning on VPLS CE Interface on page 933

• mac-pinning on page 1198
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ConfiguringMAC Pinning for All Pseudowires of the VPLS Site in a BGP-Based VPLS
Routing Instance for Logical Systems

AMACmove occurs when a MAC address frequently appears on a different physical

interface than the one it was learned on. Frequent MACmoves indicate the presence of

loops. To avoid loops across interfaces in virtual private LAN services (VPLS), you can

configure MAC pinning.

This topic describes how to configure MAC pinning for all pseudowires of the VPLS site

in a BGP-based VPLS routing instance for a logical system.

To configure MAC pinning for all pseudowires in a BGP-based VPLS Routing instance for

a logical system:

1. Configure the interface by specifying the encapsulation.

[edit interfaces]
user@host# set interfacetype-fpc/pic/port flexible-vlan-tagging
user@host# set interfacetype-fpc/pic/port encapsulation flexible-ethernet-services

2. Create the logical system and specify the trunk interface and list of VLAN IDs on the

logical unit.

[edit]
user@host# set logical-systems logical-system-name interfaces
interfacetype-fpc/pic/port unit logical-unit-number encapsulation vlan-vpls family
bridge interface-mode trunk vlan-id-list vlan-id-numbers

3. Configure the VPLS routing instance and specify the trunk interface.

[edit routing-instances]
user@host# set routing-instance-name instance-type vpls;
user@host# set routing-instance-name interface interfacetype-fpc/pic/port

4. Configure MAC pinning after specifying the routing protocol and the trunk interface.

[edit routing-instances]
user@host# set routing-instance-name protocols vpls interface
interfacetype-fpc/pic/port

user@host# set routing-instance-name protocols vpls site site-namemac-pinning

5. In configuration mode, verify the configuration.

user@host# show interfaces
interfaces {

interfacetype-fpc/pic/port {
        flexible-vlan-tagging; 
  encapsulation flexible-ethernet-services;
    }
}

user@host# show logical-systems
logical-systems {

logical-system-name {
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        interfaces {
interfacetype-fpc/pic/port {

                unit logical-unit-number  {
                    encapsulation vlan-vpls;
                    family bridge {
                        interface-mode trunk;
                        vlan-id-list vlan-id-numbers;
                    }
                }
            }
        }

routing-instances{
routing-instance-name {
instance-type vpls;
interface interfacetype-fpc/pic/port;

protocols{
vpls {
interface interfacetype-fpc/pic/port;
site site-name {
mac-pinning;

}
}

}
}

Related
Documentation

Understanding MAC Pinning on page 924•

• Configuring MAC Pinning for All Pseudowires of the VPLS Site in a BGP-Based VPLS

Routing Instance on page 935

• mac-pinning on page 1198

ConfiguringMAC Pinning on All Pseudowires of a Specific Neighbor of LDP-Based
VPLS Routing Instance for Logical Systems

AMACmove occurs when a MAC address frequently appears on a different physical

interface than the one it was learned on. Frequent MACmoves indicate the presence of

loops. To avoid loops across interfaces in virtual private LAN services (VPLS), you can

configure MAC pinning.

This topic describes how to configure MAC pinning on all pseudowires of a specific

neighbor of an LDP-based VPLS routing instance for logical systems.

To configure MAC pinning on all pseudowires of a specific neighbor in a VPLS routing

instance with LDP signaling for logical systems:

1. Configure the interfaces by specifying the encapsulation.

[edit interfaces]
user@host# set interfacetype-fpc/pic/port flexible-vlan-tagging
user@host# set interfacetype-fpc/pic/port encapsulation flexible-ethernet-services
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2. Create the logical system interface by specifying the name of the logical system and

specifying the trunk interface on the logical unit.

[edit]
user@host# set logical-systems logical-system-name interfaces
interfacetype-fpc/pic/port unit logical-unit-number encapsulation vlan-vpls family
bridge interface-mode trunk vlan-id-list vlan-id-numbers

3. Configure the VPLS routing instance and specify the interface.

[edit routing-instances]
user@host# set routing-instance-name instance-type vpls
user@host# set routing-instance-name interface interfacetype-fpc/pic/port

4. Configure the routing protocol and specify the trunk interface and the VPLS identifier.

[edit routing-instances]
user@host# set routing-instance-name protocols vpls interface
interfacetype-fpc/pic/port

user@host# set routing-instance-name protocols vpls vpls-id vpls-id

5. Configure MAC pinning after specifying the neighbor ID.

user@host#set routing-instance-nameprotocolsvplsneighborneighbor-idmac-pinning

6. In configuration mode, verify the configuration.

user@host# show interfaces
interfaces {

interfacetype-fpc/pic/port {
        flexible-vlan-tagging; 
  encapsulation flexible-ethernet-services;
    }
}

user@host# show logical-systems
logical-systems {

logical-system-name {
        interfaces {

interfacetype-fpc/pic/port {
                unit logical-unit-number  {
                    encapsulation vlan-vpls;
                    family bridge {
                        interface-mode trunk;
                        vlan-id-list vlan-id-numbers;
                    }
                }
            }
        }

user@host# show routing-instance
routing-instances{
routing-instance-name {
instance-type vpls;
interface interfacetype-fpc/pic/port;

protocols{
vpls {
interface interfacetype-fpc/pic/port;
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vpls-id vpls-id;
neighbor neighbor-id {
mac-pinning;

}
}

}
}

Related
Documentation

Understanding MAC Pinning on page 924•

• ConfiguringMACPinningonAllPseudowiresofaSpecificNeighborof LDP-BasedVPLS

Routing Instance on page 936

• mac-pinning on page 1198

Example:PreventionofLoops inBridgeDomainsbyEnabling theMACPinnningFeature
on Access Interfaces

This example shows how to avoid loops in bridge domains by enabling the MAC pinning

feature on access interfaces.

• Requirements on page 951

• Overview on page 951

• Configuration on page 952

• Verification on page 954

Requirements

This example uses the following hardware and software components:

• MX Series 3D Universal Edge Routers

• Junos OS Release 16.1 running on the routers

Overview

AMACmove occurs when a MAC address frequently appears on a different physical

interface than the one it was learned on. Frequent MACmoves indicate the presence of

loops. Loops can occur in Layer 2 bridges and in VPLS networks. To avoid loops, you can

enable the MAC pinning feature on the interfaces. The MAC pinning feature is applicable

only when dynamic learning of MAC addresses over interfaces is enabled.

This example shows how to enable MAC pinning on two access interfaces in a bridge

domain.

Topology

In this example, you configure the interfaces ge-4/0/6 and xe-4/2/0 on the MX Series

router as access interfaces. Access interfaces accept both untagged and tagged packets

and forward the packets within a specified bridge domain, bd1. Specify 1 as the VLAN ID
for the interfacesand thebridgedomain.Whenanuntaggedora taggedpacket is received
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on any of the access interfaces, the packet is accepted, the VLAN ID is added to the

packet, and the packet is forwardedwithin the bridge domain that is configuredwith the

matching ID.

In thebridgedomain, after specifying theVLAN ID, specify 131071as themaximumnumber

of MAC addresses that can be learned on the access interfaces and specify 1048575 as
the size of the MAC address table for the bridge domain or VLAN.

In this topology, frequent MACmoves can occur, which can result in loops. To prevent

these loops, you can configure MAC pinning. When you configure MAC pinning on an

interface, theMACaddress learnedon the interfacecannotbe learnedonanother interface

in the same bridge domain. For example, configure MAC pinning on the access interface

ge-4/0/6.When a packet is received on this interface, the packet is accepted, the VLAN

ID is added and the packet is forwarded within the bridge domain with the matching ID.

However, if apacketwith thesameMACaddress is receivedonanyotheraccess interface,

say xe-4/2/0, the packet is discarded or dropped as that MAC address is pinned to the

access interface ge-4/0/6 . This behavior is common to all access interfaces configured

on the router, regardless of whether access pinning is enabled on the access interface

or not.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copyandpaste the commands into theCLI at the [edit] hierarchy

level.

set interfaces ge-4/0/6 encapsulation ethernet-bridge
set interfaces ge-4/0/6 unit 0 family bridge interface-mode access
set interfaces ge-4/0/6 unit 0 family bridge vlan-id 1
set interfaces xe-4/2/0 encapsulation ethernet-bridge
set interfaces xe-4/2/0 unit 0 family bridge interface-mode access
set interfaces xe-4/2/0 unit 0 family bridge vlan-id 1
set bridge-domains bd1 vlan-id 1
set bridge-domains bd1 bridge-optionsmac-table-size 1048575
set bridge-domains bd1 bridge-options interface ge-4/0/6.0 interface-mac-limit 131071
set bridge-domains bd1 bridge-options interface ge-4/0/6.0mac-pinning
set bridge-domains bd1 bridge-options interface xe-4/2/0.0 interface-mac-limit 131071
set bridge-domains bd1 bridge-options interface xe-4/2/0.0mac-pinning

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode

To configure MAC pinning on access interfaces in bridge domains:

1. Configure both the interfaces as access interfaces and specify the VLAN ID.

[edit interfaces]
user@host# set interfaces ge-4/0/6 encapsulation ethernet-bridge
user@host# set interfaces ge-4/0/6 unit 0 family bridge interface-mode access
user@host# set interfaces ge-4/0/6 unit 0 family bridge vlan-id 1
user@host# set interfaces xe-4/2/0 encapsulation ethernet-bridge
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user@host# set interfaces xe-4/2/0 unit 0 family bridge interface-mode access
user@host# set interfaces xe-4/2/0 unit 0 family bridge vlan-id 1

2. Specify the name of the bridge domain.

[edit bridge-domains]
user@host# set bridge-domains bd1 vlan-id 1

3. Specify the size of the MAC address table for the bridge domain.

[edit bridge-domains]
user@host# set bridge-domains bd1 bridge-optionsmac-table-size 1048575

4. Specify the maximum number of MAC addresses that can be learned on both the

access interfaces.

[edit bridge-domains]
user@host# set bridge-domains bd1 bridge-options interface ge-4/0/6.0
interface-mac-limit 131071

user@host# set bridge-domains bd1 bridge-options interface xe-4/2/0.0
interface-mac-limit 131071

5. Configure MAC pinning on both the access interfaces.

[edit bridge-domains]
user@host# set bridge-domains bd1 bridge-options interface ge-4/0/6.0
mac-pinning

user@host# set bridge-domains bd1 bridge-options interface xe-4/2/0.0
mac-pinning

Results

From configuration mode, confirm your configuration by entering show interfaces and

showbridge-domainscommands. If theoutputdoesnotdisplay the intendedconfiguration,

repeat the instructions in this example to correct the configuration.

user@host# show interfaces
ge-4/0/6 {
encapsulation ethernet-bridge;
    unit 0 {
        family bridge {
            interface-mode access;
        vlan-id 1;
        }
    }
}
xe-4/2/0 {
encapsulation ethernet-bridge;
    unit 0 {
        family bridge {
            interface-mode access;
        vlan-id 1;
        }

953Copyright © 2018, Juniper Networks, Inc.

Chapter 39: Configuring Load Balancing and Performance



    }
}

user@host# show bridge-domains
bridge-domains {
bd1 {
vlan-id 1;
bridge-options {
mac-table-size {
1048575;
}
interface ge-4/0/6.0 {
interface-mac-limit {
131071;
}
mac-pinning;

}
interface xe-4/2/0.0 {
interface-mac-limit {
131071;
}
mac-pinning;

}
}

}
}

If you have completed configuring thedevice, enter commit from the configurationmode.

Verification

Verifying That MAC Pinning Is Configured Correctly

Purpose Ensure that MAC pinning has been enabled on the access interfaces.
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Action From operational mode, enter the show l2-learning interface command.

user@host> show l2-learning interface
Routing Instance Name : default-switch
Logical Interface flags (DL -disable learning, AD -packet action drop,
                         LH - MAC limit hit, DN - Interface Down, MP - MAC Pinning)
Logical             BD         MAC        STP          Logical
Interface           Name       Limit      State        Interface flags  
xe-4/0/6.0                     131000                               MP
                    BD_Tru..   131000     Forwarding  
                    BD_Tru..   131000     Forwarding  
                    BD_Tru..   131000     Forwarding  
                    BD_Tru..   131000     Forwarding  
                    BD_Tru..   131000     Forwarding  
Routing Instance Name : default-switch
Logical Interface flags (DL -disable learning, AD -packet action drop,
                         LH - MAC limit hit, DN - Interface Down, MP - MAC Pinning)
Logical             BD         MAC        STP          Logical
Interface           Name       Limit      State        Interface flags  
xe-4/2/0.0                     131000                               MP
                    BD_Tru..   131000     Forwarding  
                    BD_Tru..   131000     Forwarding  
                    BD_Tru..   131000     Forwarding  
                    BD_Tru..   131000     Forwarding  
                    BD_Tru..   131000     Forwarding  

Meaning The Interface flags field indicates the interfaces that have MAC pinning enabled.

Related
Documentation

Understanding MAC Pinning on page 924•

• Configuring MAC Pinning on Access Interfaces for Bridge Domains on page 926

• Configuring MAC Pinning on Access Interfaces for Bridge Domains in a Virtual Switch

on page 928

• mac-pinning on page 1198

Example:PreventionofLoops inBridgeDomainsbyEnabling theMACPinnningFeature
on Trunk Interfaces

This example shows how to avoid loops in bridge domains by enabling the MAC pinning

feature on trunk interfaces.

• Requirements on page 956

• Overview on page 956

• Configuration on page 956

• Verification on page 961

955Copyright © 2018, Juniper Networks, Inc.

Chapter 39: Configuring Load Balancing and Performance



Requirements

This example uses the following hardware and software components:

• MX Series 3D Universal Edge Routers

• Junos OS Release 16.1 running on the routers

Overview

AMACmove occurs when a MAC address frequently appears on a different physical

interface than the one it was learned on. Frequent MACmoves indicate the presence of

loops. Loops can occur in Layer 2 bridges and in VPLS networks. To avoid loops, you can

enable the MAC pinning feature on the interfaces. The MAC pinning feature is applicable

only when dynamic learning of MAC addresses over interfaces is enabled.

This example shows how to enable MAC pinning on three aggregated trunk interfaces

in a bridge domain.

Topology

In this example, you configure the interfaces xe-0/1/1 and xe-0/3/1 on the MX Series

router asanaggregatedEthernet interface,ae1.Youcanconfigure theother four interfaces,

ge-4/0/6, ge-4/1/6, xe-4/2/0, and xe-4/3/0, as aggregated Ethernet interfaces, ae2 and

ae3. Each of these aggregated Ethernet interfaces are configured as trunk interfaces.

Trunk interfaces accept only tagged packets and forward the packets within a specified

bridgedomain,BD_Trunk_all. Specify the list of VLAN IDs for the interfaces and thebridge

domain.When a tagged packet is received on any of the aggregated trunk interfaces, the

packet is accepted, and the packet is forwarded within the bridge domain that is

configured with the matching ID.

In the bridge domain, after specifying the VLAN ID, specify 131000 as the maximum
number of MAC addresses that can be learned on each of the aggregated Ethernet trunk

interfacesandspecify 1048575as thesizeof theMACaddress table for thebridgedomain
or VLAN.

In this topology, frequent MACmoves can occur, which can result in loops. To prevent

these loops, you can configure MAC pinning. When you configure MAC pinning on an

interface, theMACaddress learnedon the interfacecannotbe learnedonanother interface

in the same bridge domain. For example, configure MAC pinning on the aggregated

Ethernet interfaceae1.Whenapacket is receivedon this interface, thepacket is accepted,

and the packet is forwarded within the bridge domain with the matching ID. However, if

a packet with the sameMAC address is received on any other trunk interface, say ae2,

the packet is discarded or dropped as that MAC address is pinned to the trunk interface

ae1. This behavior is common to all trunk interfaces configured on the router, regardless

of whether access pinning is enabled on the trunk interface or not.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network
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configuration, and then copyandpaste the commands into theCLI at the [edit] hierarchy

level.

set interfaces xe-0/1/1 gigether-options 802.3ad ae1
set interfaces xe-0/3/1 gigether-options 802.3ad ae1
set interfaces ge-4/0/6 gigether-options 802.3ad ae3
set interfaces ge-4/1/6 gigether-options 802.3ad ae3
set interfaces xe-4/2/0 gigether-options 802.3ad ae2
set interfaces xe-4/3/0 gigether-options 802.3ad ae2
set interfaces ae1 flexible-vlan-tagging
set interfaces ae1 encapsulation flexible-ethernet-services
set interfaces ae1 unit 0 family bridge interface-mode trunk
set interfaces ae1 unit 0 family bridge vlan-id-list 1-5
set interfaces ae2 flexible-vlan-tagging
set interfaces ae2 encapsulation flexible-ethernet-services
set interfaces ae2 unit 0 family bridge interface-mode trunk
set interfaces ae2 unit 0 family bridge vlan-id-list 1-5
set interfaces ae3 flexible-vlan-tagging
set interfaces ae3 encapsulation flexible-ethernet-services
set interfaces ae3 unit 0 family bridge interface-mode trunk
set interfaces ae3 unit 0 family bridge vlan-id-list 1-5
set bridge-domains BD_Trunk_all vlan-id-list 1-5
set bridge-domains BD_Trunk_all bridge-optionsmac-table-size 1048575
set bridge-domains BD_Trunk_all bridge-options interface ae1.0 interface-mac-limit
131000

set bridge-domains BD_Trunk_all bridge-options interface ae2.0 interface-mac-limit
131000

set bridge-domains BD_Trunk_all bridge-options interface ae3.0 interface-mac-limit
131000

set switch-options interface ae1.0 interface-mac-limit 131000
set switch-options interface ae1.0mac-pinning
set switch-options interface ae2.0 interface-mac-limit 131000
set switch-options interface ae2.0mac-pinning
set switch-options interface ae3.0 interface-mac-limit 131000
set switch-options interface ae3.0mac-pinning

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode

To configure MAC pinning on trunk interfaces in bridge domains:

1. Configure the interfaces as member aggregated Ethernet interfaces.

[edit interfaces]
user@host# set interfaces xe-0/1/1 gigether-options 802.3ad ae1
user@host# set interfaces xe-0/3/1 gigether-options 802.3ad ae1
user@host# set interfaces ge-4/0/6 gigether-options 802.3ad ae3
user@host# set interfaces ge-4/1/6 gigether-options 802.3ad ae3
user@host# set interfaces xe-4/2/0 gigether-options 802.3ad ae2
user@host# set interfaces xe-4/3/0 gigether-options 802.3ad ae2

2. Configure the aggregated Ethernet interfaces as trunk interfaces and specify the

list of VLAN IDs.
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user@host# set interfaces ae1 flexible-vlan-tagging
user@host# set interfaces ae1 encapsulation flexible-ethernet-services
user@host# set interfaces ae1 unit 0 family bridge interface-mode trunk
user@host# set interfaces ae1 unit 0 family bridge vlan-id-list 1-5
user@host# set interfaces ae2 flexible-vlan-tagging
user@host# set interfaces ae2 encapsulation flexible-ethernet-services
user@host# set interfaces ae2 unit 0 family bridge interface-mode trunk
user@host# set interfaces ae2 unit 0 family bridge vlan-id-list 1-5
user@host# set interfaces ae3 flexible-vlan-tagging
user@host# set interfaces ae3 encapsulation flexible-ethernet-services
user@host# set interfaces ae3 unit 0 family bridge interface-mode trunk
user@host# set interfaces ae3 unit 0 family bridge vlan-id-list 1-5

3. Specify the name of the bridge domain.

[edit bridge-domains]
user@host# set bridge-domains BD_Trunk_all vlan-id-list 1-5

4. Specify the size of the MAC address table for the bridge domain.

user@host# set bridge-domains BD_Trunk_all bridge-optionsmac-table-size
1048575

5. Specify the maximum number of MAC addresses that can be learned on all three

trunk interfaces.

user@host# set bridge-domains BD_Trunk_all bridge-options interface ae1.0
interface-mac-limit 131000

user@host# set bridge-domains BD_Trunk_all bridge-options interface ae2.0
interface-mac-limit 131000

user@host# set bridge-domains BD_Trunk_all bridge-options interface ae3.0
interface-mac-limit 131000

6. Configure MAC pinning on each of the aggregated Ethernet interfaces at the [edit

switch-options] hierarchy level.

[edit switch-options]
user@host# set switch-options interface ae1.0 interface-mac-limit 131000
user@host# set switch-options interface ae1.0mac-pinning
user@host# set switch-options interface ae2.0 interface-mac-limit 131000
user@host# set switch-options interface ae2.0mac-pinning
user@host# set switch-options interface ae3.0 interface-mac-limit 131000
user@host# set switch-options interface ae3.0mac-pinning

Results

From configuration mode, confirm your configuration by entering show interfaces and

showbridge-domainscommands. If theoutputdoesnotdisplay the intendedconfiguration,

repeat the instructions in this example to correct the configuration.

user@host# show interfaces
interfaces {
    xe-0/0/0 {
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        flexible-vlan-tagging;
        encapsulation flexible-ethernet-services;
        unit 0 {
            family bridge {
                interface-mode trunk;
                vlan-id-list 1-5;
            }
        }
    }
    xe-0/1/1 {
        gigether-options {
            802.3ad ae1;
        }
    }
    xe-0/3/1 {
        gigether-options {
            802.3ad ae1;
        }
    }
    ge-4/0/6 {
        gigether-options {
            802.3ad ae3;
        }
    }
    ge-4/1/6 {
        gigether-options {
            802.3ad ae3;
        }
    }
    xe-4/2/0 {
        gigether-options {
            802.3ad ae2;
        }
    }
    xe-4/3/0 {
        gigether-options {
            802.3ad ae2;
        }
    }
    ae1 {
        flexible-vlan-tagging;
        encapsulation flexible-ethernet-services;
        unit 0 {
            family bridge {
                interface-mode trunk;
                vlan-id-list 1-5;
            }
        }
    }
    ae2 {
        flexible-vlan-tagging;
        encapsulation flexible-ethernet-services;
        unit 0 {
            family bridge {
                interface-mode trunk;
                vlan-id-list 1-5;
            }
        }
    }
    ae3 {
        flexible-vlan-tagging;
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        encapsulation flexible-ethernet-services;
        unit 0 {
            family bridge {
                interface-mode trunk;
                vlan-id-list 1-5;
            }
        }
    }
}

user@host# show bridge-domains
bridge-domains {
    BD_Trunk_all {
        vlan-id-list 1-5;
        bridge-options {
            mac-table-size {
                1048575;
            }
            interface ae1.0 {
                interface-mac-limit {
                    131000;
                }
            }
            interface ae2.0 {
                interface-mac-limit {
                    131000;
                }
            }
            interface ae3.0 {
                interface-mac-limit {
                    131000;
                }
            }
        }
    }
}

user@host# show switch-options
switch-options {
    interface ae1.0 {
        interface-mac-limit {
            131000;
        }
        mac-pinning;
    }
    interface ae2.0 {
        interface-mac-limit {
            131000;
        }
        mac-pinning;
    }
    interface ae3.0 {
        interface-mac-limit {
            131000;
        }
        mac-pinning;
    }
}

If you have completed configuring thedevice, enter commit from the configurationmode.
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Verification

Verifying that MAC Pinning Is Configured Correctly

Purpose Ensure that MAC pinning is enabled on the trunk interfaces.

Action From operational mode, enter the show l2-learning interface command.

user@host> show l2-learning interface
Routing Instance Name : default-switch
Logical Interface flags (DL -disable learning, AD -packet action drop,
                         LH - MAC limit hit, DN - Interface Down, MP - MAC Pinning)
Logical             BD         MAC        STP          Logical
Interface           Name       Limit      State        Interface flags  
xe-0/0/0.0                     8192                   
                    BD_Tru..   1024       Forwarding  
                    BD_Tru..   1024       Forwarding  
                    BD_Tru..   1024       Forwarding  
                    BD_Tru..   1024       Forwarding  
                    BD_Tru..   1024       Forwarding  
Routing Instance Name : default-switch
Logical Interface flags (DL -disable learning, AD -packet action drop,
                         LH - MAC limit hit, DN - Interface Down, MP - MAC Pinning)
Logical             BD         MAC        STP          Logical
Interface           Name       Limit      State        Interface flags  
ae1.0                          131000                               MP
                    BD_Tru..   131000     Forwarding  
                    BD_Tru..   131000     Forwarding  
                    BD_Tru..   131000     Forwarding  
                    BD_Tru..   131000     Forwarding  
                    BD_Tru..   131000     Forwarding  
Routing Instance Name : default-switch
Logical Interface flags (DL -disable learning, AD -packet action drop,
                         LH - MAC limit hit, DN - Interface Down, MP - MAC Pinning)
Logical             BD         MAC        STP          Logical
Interface           Name       Limit      State        Interface flags  
ae2.0                          131000                               MP
                    BD_Tru..   131000     Forwarding  
                    BD_Tru..   131000     Forwarding  
                    BD_Tru..   131000     Forwarding  
                    BD_Tru..   131000     Forwarding  
                    BD_Tru..   131000     Forwarding  
Routing Instance Name : default-switch
Logical Interface flags (DL -disable learning, AD -packet action drop,
                         LH - MAC limit hit, DN - Interface Down, MP - MAC Pinning)
Logical             BD         MAC        STP          Logical
Interface           Name       Limit      State        Interface flags  
ae3.0                          131000                               MP
                    BD_Tru..   131000     Forwarding  
                    BD_Tru..   131000     Forwarding  
                    BD_Tru..   131000     Forwarding  
                    BD_Tru..   131000     Forwarding  
                    BD_Tru..   131000     Forwarding  

Meaning The Interface flags field indicates the interfaces that have MAC pinning enabled.
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Related
Documentation

Understanding MAC Pinning on page 924•

• Configuring MAC Pinning on Trunk Interfaces for Bridge Domains on page 927

• Configuring MAC Pinning on Trunk Interfaces for Bridge Domains in a Virtual Switch

on page 930

• mac-pinning on page 1198

Configuring Improved VPLSMACAddress Learning on T4000 Routers with Type 5
FPCs

JunosOSRelease 12.3 enables improved virtual private LAN service (VPLS)MACaddress

learning on T4000 routerswith Type 5 FPCs by supporting up to 262,143MACaddresses

per VPLS routing instance. In Junos OS releases before Release 12.3, T4000 routers with

Type 5 FPCs support only 65,535 MAC addresses per VPLS routing instance.

Before youbegin, configureVPLS.See “ConfiguringVPLSRouting Instances”onpage547.

To enable improved VPLSMAC address learning on T4000 routers with Type 5 FPCs:

1. Enable the network servicesmode by including the enhanced-mode statement at the

[edit chassis network-services] hierarchy level.

[edit chassis network-services]
user@host# set enhanced-mode

NOTE: After you configure the enhanced-mode statement and commit

your configuration, a warningmessage prompts you to reboot the router.

2. Perform a system reboot in operational mode.

user@host> request system-reboot

After the router reboots, only the T4000 Type 5 FPCs are online while the remaining

FPCs are offline. You can verify the status of the FPCs by using the show chassis fpc

operational mode command.

3. Modify the size of the VPLSMAC address table at the [edit routing-instance

instance-name protocols vpls] hierarchy level.

[edit routing-instance instance-name protocols vpls]
user@host# setmac-table-size size

For example, to set theMAC address learning limit to 262,143 addresses for each vpls
routing instance:

[edit routing-instance vpls protocols vpls]
user@host# setmac-table-size 262143
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NOTE: The enhanced-mode statement supports up to 262,143 MAC

addresses per VPLS routing instance. However, theMACaddress learning
limit foreach interface remains thesame(that is,65,535MACaddresses).

4. In configuration mode, verify the configuration.

user@host# show routing-instances instance-name
vpls {
instance-type vpls;
protocols {
vpls {
mac-table-size {
262143;

}
}

}
}

Todisable the improvedVPLSMACaddress learning feature onT4000 routerswith Type

5 FPCs, include the delete chassis network-services enhanced-mode statement at the

[edit] hierarchy level.

NOTE: After you disable network servicesmode and commit your
configuration,awarningmessagepromptsyouto reboot the router.Youmust
reboot the router. Continuing without a reboot might result in unexpected
system behavior.

Related
Documentation

enhanced-mode•

• Network Services Mode Overview

• Configuring VPLS Routing Instances on page 547

• show chassis fpc
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Understanding QualifiedMAC Learning

MAC learning is the process bywhich a device learns theMAC addresses of all the nodes

on a network.

When a node is first connected to an Ethernet LAN or VLAN, it has no information about

theother nodeson thenetwork. Asdata is sent through thenetwork, datapackets include

a data frame listing their source and destination MAC addresses. The data frame is

forwarded to a target port, which is connected to the second device. The MAC address

is learned locally at the target port, which facilitates communications for frames that

later enter the target port and contain addresses previously learned from a received

frame.

During MAC learning, on a ingress packet, the outer tag is implicitly removed (using the

pop operation) and the learning happens on the inner tag. MAC learning is preceded by

VLANmanipulation. VLAN used for learning can be changed by VLAN push/pop/swap

operations.

Qualified MAC learning enables a device to learn the MAC addresses of network nodes

by determining the innermost VLAN tag of single-tagged, 2-tagged , or 3-tagged ingress

packets without deleting the outer tag (using the pop operation). If the ingress packet

has one tag, learning happens on VLAN 4096, and no tags are implicitly removed. If the

ingress packet has two tags, MAC learning happens on the second VLAN and no tags are

implicitly removed. If the ingress packet has more than three tags, all tags beyond the

third tag are treated as part of data and are not considered for MAC learning.

QualifiedMAC Learning on the First, Second, and Third VLAN Tags

Fora single-tagged ingresspacket, qualifiedMAC learninghappensonVLAN4096,which

is the default VLAN.

In thecaseof a2-tagged ingresspacket, youenablequalifiedMAC learningon the second

(inner) tag by using the vlan-id inner-all configuration statement on the VPLS routing

instance. Learning on the second tag happens without the implicit removal of the first

(outer) tag. If the ingress packet hasmore than two tags, all tags beyond the second tag

are treated as part of data and are not considered for learning.

Similarly, for an 3-tagged ingress packet, you enable qualified MAC learning on the third

(innermost) tagbyconfiguring thedeep-vlan-qualified-learningvlan_tag_numberstatement

on the logical interface alongwith the vlan-id inner-all statement on the routing instance.

Qualified MAC learning happens on the third tag, and no VLANmanipulation happens

on the outer tags. However, if deep-vlan-qualified-learning vlan_tag_number is enabled

to learn on the third VLAN and the ingress packet has only twoVLANs, the qualifiedMAC

learning happens on the default VLAN 4096.

Note the following points while configuring qualified MAC learning:

• A logical interface contained inaVPLS routing instanceconfiguredwith vlan-id inner-all

might or might not have deep-vlan-qualified-learning vlan_tag_number configured.
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• A logical interface configuredwith deep-vlan-qualified-learning vlan_tag_number, must

belong to a VPLS routing instance that also has vlan-id inner-all configured.

• A logical interface configuredwith deep-vlan-qualified-learning vlan_tag_number, must

also be configured with one outer and one inner tag.

Related
Documentation

deep-vlan-qualified-learning on page 1138•

• vlan-id inner-all on page 1296

Qualified Learning VPLS Routing Instance Behavior

The following tables summarize the VPLS routing instance behavior regarding qualified

MAC learning.

Table 27 on page 965 summarizes the scenario when vlan-id all is not configured on a

routing instance. All VLAN identifiers specified on the logical interfaces are included in

the routing instance.

Table 27: VPLS Routing Instance BehaviorWhen vlan-id all Is Not Configured

Configured tags on Logical Interface

Incoming
tags LSI

Outer tag
and inner
range

Outer tag
and inner
range tag
with
VLAN-map

Outer and
inner tag
only

Outerand
inner tags
with
VLAN-map
(no
VLAN-id
on the
routing-instance)

Outer tag
range
onlyOuter tag only

Learning
on VLAN
4096

DropDropDropDropDrop(only
works
with
native
VLAN-id)

Drop (only works with
native VLAN-id)

No tag

Learning
on outer
tag

DropDropDropDropOKOK1 tag

Learning
on outer
tag

DropDropDropDropDropDrop1 tag
mismatch

965Copyright © 2018, Juniper Networks, Inc.

Chapter 39: Configuring Load Balancing and Performance



Table 27: VPLS Routing Instance BehaviorWhen vlan-id all Is Not Configured (continued)

Configured tags on Logical Interface

Incoming
tags LSI

Outer tag
and inner
range

Outer tag
and inner
range tag
with
VLAN-map

Outer and
inner tag
only

Outerand
inner tags
with
VLAN-map
(no
VLAN-id
on the
routing-instance)

Outer tag
range
onlyOuter tag only

Learning
on outer
tag

OK (MAC
learning on
outer VLAN)

OK (MAC
learning on
outer VLAN
after VLAN
map)

OK (MAC
learned on
VPLS
database if
no VLAN-id
on routing
instance;
MAC
learning on
routing
instance
VLAN-id
otherwise)

OK
(swap/pop-swap:
MAC
learned on
vplsdbbut
no
VLAN-id)

OKOK2 tags

Learning
on outer
tag

DropDropDropDropDropDrop2 tags
mismatch

Learning
on outer
tag

Same as with
2 tags

Sameaswith
2 tags

Same as
with 2 tags

Same as
with 2 tags

OKOK> 2 tags

Table28onpage966summarizes the scenariowhen vlan-idall is configuredona routing

instance.AllVLAN identifiers specifiedon the logical interfacesare included in the routing

instance.

Table 28: VPLS Routing Instance Behavior when vlan-id all is configured

Configured tags on Logical Interface

Incoming
tags LSI

Outer tagand
inner range

Outer tag
and inner
range tag
with
VLAN-map

Outer and
inner tag

Outer and
inner tags
with
VLAN-map

Outer tag
range only

Outer tag
only

Learning on
VLAN 4096

DropInvalid
configuration

DropInvalid
configuration

DropDropNo tag

Learning on
the tag

DropInvalid
configuration

DropInvalid
configuration

OK, learning
on the tag

OK, learning
on the tag

1 tag
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Table 28: VPLS Routing Instance Behavior when vlan-id all is configured (continued)

Configured tags on Logical Interface

Incoming
tags LSI

Outer tagand
inner range

Outer tag
and inner
range tag
with
VLAN-map

Outer and
inner tag

Outer and
inner tags
with
VLAN-map

Outer tag
range only

Outer tag
only

Learning on
the tag

DropInvalid
configuration

DropInvalid
configuration

DropDrop1 tag
mismatch

Learning on
the outer tag

Pop, MAC
learning on
inner tag

Invalid
configuration

Pop outer
tag, MAC
learning on
inner tag

Invalid
configuration

OK, learning
on the tag

OK, learning
on the tag

2 tags

Learning on
the outer tag

DropInvalid
configuration

DropInvalid
configuration

DropDrop2 tags
mismatch

Learning on
the outer tag

Pop, learning
on the second
tag

Invalid
configuration

Pop outer
tag, learning
on the
second tag

Invalid
configuration

OK, learning
on the tag

OK, learning
on the tag

> 2 tags

Table 29 on page 967 summarizes the scenario when vlan-id inner-all is configured on a

routing instance, but deep-vlan-qualified-learning vlan_tag_number is not configured on

the logical interface .

Table 29: VPLS Routing Instance and Logical Interface BehaviorWhen vlan-id inner-all Is
Configured

Configured tags on Logical Interface

Incoming
tags LSI

Outer tag and
inner tag
range

Outer tag
and inner
range tag
with
VLAN-map

Outer and
inner tags
only

Outer and
inner tags
with
VLAN-map

Outer tag
range only

Outer tag
only

Learning on
VLAN 4096

DropDropDropDropDropDrop (OK
with native
VLAN-id)

No tag

Learning on
VLAN 4096

DropDropDropDropOK (MAC
learning on
VLAN 4096)

OK (MAC
learning on
VLAN
4096)

1 tag

Learning on
VLAN 4096

DropDropDropDropDropDrop1 tag
mismatch
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Table 29: VPLS Routing Instance and Logical Interface BehaviorWhen vlan-id inner-all Is
Configured (continued)

Configured tags on Logical Interface

Incoming
tags LSI

Outer tag and
inner tag
range

Outer tag
and inner
range tag
with
VLAN-map

Outer and
inner tags
only

Outer and
inner tags
with
VLAN-map

Outer tag
range only

Outer tag
only

Learning on
the inner tag

OK (MAC
learning on
inner VLAN).
No implicit
popping of
outer tag.

OK (MAC
learning on
the inner
VLAN after
VLAN-map
operation).

OK (MAC
learning on
the inner
VLAN). No
implicit
popping of
outer tag.

OK (MAC
learning on
inner VLAN
after
VLAN-map
operation

OK (MAC
learning on the
inner VLAN)

OK (MAC
learning on
the inner
VLAN)

2 tags

Learning on
the inner tag

DropDropDropDropDropDrop2 tags
mismatch

Learning on
the 2nd tag

OK (MAC
learning on the
2nd incoming
VLAN). No
popping of
outer tag.

OK (MAC
learning on
the2ndVLAN
after
VLAN-map
operation)

OK (MAC
learning on
the 2nd
incoming
VLAN). No
popping of
outer tag.

OK (MAC
learning on
the 2nd
VLAN after
VLAN-map
operation).

OK (MAC
learning on the
2nd VLAN tag)

OK (MAC
learning on
the 2nd
VLAN tag)

> 2 tags

Table 30 on page 968 summarizes the scenario when vlan-id inner-all is configured on a

routing instance and deep-vlan-qualified-learning 3 is configured on the logical interface

.

Table 30: VPLS Routing Instance and Logical Interface BehaviorWhen vlan-id inner-all and
deep-vlan-qualified-learning Is Configured

Configured tags on Logical Interface

Incoming tags
Outer tag and
inner tag range

Outer tag and
inner rangetag
with
VLAN-map

Outer and
inner tags
only

Outer and
inner tags
with
VLAN-map

Outer tag range
only

Outer tag
only

InvalidconfigurationInvalid
configuration

Invalid
configuration

DropInvalid
configuration

Invalid
configuration

No tag

InvalidconfigurationInvalid
configuration

Invalid
configuration

DropInvalid
configuration

Invalid
configuration

1 tag

InvalidconfigurationInvalid
configuration

Invalid
configuration

DropInvalid
configuration

Invalid
configuration

1 tag mismatch
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Table 30: VPLS Routing Instance and Logical Interface BehaviorWhen vlan-id inner-all and
deep-vlan-qualified-learning Is Configured (continued)

Configured tags on Logical Interface

Incoming tags
Outer tag and
inner tag range

Outer tag and
inner rangetag
with
VLAN-map

Outer and
inner tags
only

Outer and
inner tags
with
VLAN-map

Outer tag range
only

Outer tag
only

InvalidconfigurationInvalid
configuration

OK (learning
on VLAN
4096)

OK (learning
on VLAN
4096)

Invalid
configuration

Invalid
configuration

2 tags

InvalidconfigurationInvalid
configuration

Invalid
configuration

DropInvalid
configuration

Invalid
configuration

2 tags
mismatch

InvalidconfigurationInvalid
configuration

OK (MAC
learning on
innermost
VLAN)

OK (MAC
learning on
innermost
VLAN)

Invalid
configuration

Invalid
configuration

3 tags

Related
Documentation

Understanding Qualified MAC Learning on page 964•

Configuring QualifiedMAC Learning

Qualified MAC learning enables a device to learn the MAC addresses of network nodes

by learning the innermost VLAN tag of single vlan-tagged, 2-tagged , or 3-tagged ingress

packets without deleting the outer tag (using the pop operation).

To enable qualified MAC learning on the innermost VLAN tag for 2 or 3 tagged packets:

1. In configuration mode, go to the [edit routing-instances] hierarchy level.

[edit]
user@host# edit routing-instances instance-name

2. Include the vlan-id inner-all statement.

[edit interfaces instance-name]
user@host# set vlan vlan-id inner-all

For enabling qualified MAC learning on the third VLAN tag (innermost) of a 3-tagged

packet, along with vlan-id inner-all, configure the deep-vlan-qualified-learning

vlan_tag_number statement.

1. In configurationmode, go to the edit interfaces interface-nameunit logical_unit_number

hierarchy level.

[edit]
user@host# edit interfaces interface-name unit logical_unit_number
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2. Include the deep-vlan-qualified-learning vlan_tag_number statement.

For bidirectional traffic flow, include the statement input-vlan-map pop.

[edit interfaces interface--name unit logical_unit_number]
user@host# set deep-vlan-qualified-learning 3
user@host# set input-vlan-map pop

3. Verify learned MAC address information..

user@host# show vpls mac-table

Related
Documentation

• Understanding Qualified MAC Learning on page 964

• deep-vlan-qualified-learning on page 1138

• vlan-id inner-all on page 1296
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CHAPTER 40

Configuring Class of Service and Firewall
Filters in VPLS

• Configuring EXP-Based Traffic Classification for VPLS on page 971

• Configuring Firewall Filters and Policers for VPLS on page 971

• Firewall Filter Match Conditions for VPLS Traffic on page 976

Configuring EXP-Based Traffic Classification for VPLS

You can enable EXP classification on traffic entering core facing VPLS LSI interfaces on

a VPLS routing instance by configuring either a logical tunnel interface (lt-) or the

no-tunnel-services statement. By configuring either of these, a default EXP classifier is

enabled on every core facing interface that includes familympls in its configuration. This

feature works on MX Series routers and EX Series switches only. You can configure an

EXPclassifier explicitly at the [edit class-of-service]hierarchy level. Formore information

about EXP classifiers, see the Class of Service Feature Guide for Routing Devices and

EX9200 Switches.

To enable EXPclassification on traffic entering core facingVPLSLSI interfaces onaVPLS

routing instance, include the no-tunnel-services statement:

no-tunnel-services;

You can include this statement at the following hierarchy levels:

• [edit routing-instances routing-instance-name protocols vpls]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols vpls]

Related
Documentation

Configuring Firewall Filters and Policers for VPLS on page 971•

• Firewall Filter Match Conditions for VPLS Traffic on page 976

Configuring Firewall Filters and Policers for VPLS

You can configure both firewall filters and policers for VPLS. Firewall filters allow you to

filterpacketsbasedon their componentsand toperformanactiononpackets thatmatch
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the filter. Policers allow you to limit the amount of traffic that passes into or out of an

interface.

VPLS filters and policers act on a Layer 2 frame that includes the media access control

(MAC) header (after any VLAN rewrite or other rules are applied), but does not include

the cyclical redundancy check (CRC) field.

You can apply VPLS filters and policers on the PE router to customer-facing interfaces

only.

NOTE: In theVPLSdocumentation, theword router in termssuchasPE router
is used to refer to any device that provides routing functions.

NOTE: Thebehavior of firewall filters processingwithMACaddresses differs
betweenDPCsandMPCs.OnMPCs, interface filtersarealwaysappliedbefore
MAC learning occurs. The input forwarding table filter is applied after MAC
learning is completed.However, onDPCs,MAC learningoccurs independently
of the application of filters. If the CE-facing interface of the PEwhere the
firewall filter is applied is anMPC, then theMAC entry times out and is never
learnedagain.However, if theCE-facing interfaceof thePEwhere the firewall
filter is applied is an DP, then the MAC entry is not timed out and if the MAC
address entry is manually cleared, it is relearned.

The following sections explain how to configure filters and policers for VPLS:

• Configuring a VPLS Filter on page 972

• Configuring a VPLS Policer on page 975

Configuring a VPLS Filter

To configure a filter for VPLS, include the filter statement at the [edit firewall family vpls]

hierarchy level:

[edit firewall family vpls]
filter filter-name {
interface-specific;
term term-name {
from {
match-conditions;

}
then {
actions;

}
}

}

For more information about how to configure firewall filters, see the Routing Policies,

Firewall Filters, and Traffic Policers Feature Guide. For information on how to configure a
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VPLS filter match condition, see “Firewall Filter Match Conditions for VPLS Traffic” on

page 976.

To configure a filter for VPLS traffic, complete the following tasks:

• Configuring an Interface-Specific Counter for VPLS on page 973

• Configuring an Action for the VPLS Filter on page 973

• Configuring VPLS FTFs on page 973

• Changing Precedence for Spanning-Tree BPDU Packets on page 974

• Applying a VPLS Filter to an Interface on page 974

• Applying a VPLS Filter to a VPLS Routing Instance on page 974

• Configuring a Filter for Flooded Traffic on page 975

Configuring an Interface-Specific Counter for VPLS

When you configure a firewall filter for VPLS and apply it to multiple interfaces, you can

specify individual counters specific to each interface. This allows you to collect separate

statistics on the traffic transiting each interface.

To generate an interface-specific counter for VPLS, you configure the interface-specific

statement. A separate instantiation of the filter is generated. This filter instance has a

different name (based on the interface name) and collects statistics on the interface

specified only.

To configure interface-specific counters, include the interface-specific statement at the

[edit firewall family vpls filter filter-name] hierarchy level:

[edit firewall family vpls filter filter-name]
interface-specific;

NOTE: The counter name is restricted to 24 bytes. If the renamed counter
exceeds this maximum length, it might be rejected.

Configuring an Action for the VPLS Filter

You can configure the following actions for a VPLS filter at the [edit firewall family vpls

filter filter-name term term-name then] hierarchy level: accept, count, discard,

forwarding-class, loss-priority, next, policer.

Configuring VPLS FTFs

Forwarding table filters (FTFs) are filters configured for forwarding tables. For VPLS, they

are attached to the destination MAC (DMAC) forwarding table of the VPLS routing

instance. You define VPLS FTFs in the samemanner as any other type of FTF. You can

only apply a VPLS FTF as an input filter.

To specify a VPLS FTF, include the filter input statement at the [edit routing-instance

routing-instance-name forwarding-options family vpls] hierarchy level:

[edit routing-instance routing-instance-name forwarding-options family vpls]
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filter input filter-name;

Changing Precedence for Spanning-Tree BPDU Packets

Spanning tree BPDU packets are automatically set to a high precedence. The queue

number on these packets is set to 3. On M Series routers (except the M320 router) by

default, a queue value of 3 indicates high precedence. To enable this higher precedence

onBPDUpackets, an instance-specificBPDUprecedence filter nameddefault_bpdu_filter

is automatically attached to the VPLS DMAC table. This filter places a high precedence

on all packets sent to 01:80:c2:00:00:00/24.

You can overwrite this filter by configuring a VPLS FTF filter and applying it to the VPLS

routing instance. For more information, see “Configuring VPLS FTFs” on page 973 and

“Applying a VPLS Filter to a VPLS Routing Instance” on page 974.

Applying a VPLS Filter to an Interface

To apply a VPLS filter to an interface, include the filter statement:

filter {
group index;
input input-filter-name;
output output-filter-name;

}

You can include this statement at the following hierarchy levels:

• [edit interfaces interface-name unit number family vpls]

• [edit logical-systems logical-system-name interfaces interface-name unit number

family vpls]

NOTE: ACXSeries routersdonot support the [edit logical-systems]hierarchy.

In the input statement, list the name of the VPLS filter to be evaluatedwhen packets are

received on the interface. In the output statement, list the name of the VPLS filter to be

evaluated when packets are transmitted on the interface.

NOTE: For output interface filters, MAC addresses are learned after the filter
action is completed. When an output interface filter’s action is discard, the

packet is dropped before the MAC address is learned. However, an input
interface filter learns the MAC address before discarding the packet.

Applying a VPLS Filter to a VPLS Routing Instance

You can apply a VPLS filter to a VPLS routing instance. The filter checks traffic passing

through the specified routing instance.

Input routing instance filters learn theMAC address before the filter action is completed,

so if the filter action is discard, the MAC address is learned before the packet is dropped.

Copyright © 2018, Juniper Networks, Inc.974

Layer 2 VPNs and VPLS Feature Guide for Routing Devices



To apply a VPLS filter to packets arriving at a VPLS routing instance and specify the filter,

include the filter input statement at the [edit routing-instances routing-instance-name

forwarding-options family vpls] hierarchy level:

[edit routing-instances routing-instance-name forwarding-options family vpls]
filter input input-filter-name;

Configuring a Filter for Flooded Traffic

You can configure a VPLS filter to filter flooded packets. CE routers typically flood the

following types of packets to PE routers in VPLS routing instances:

• Layer 2 broadcast packets

• Layer 2 multicast packets

• Layer 2 unicast packets with an unknown destination MAC address

• Layer 2 packets with a MAC entry in the DMAC routing table

You can configure filters to manage how these flooded packets are distributed to the

other PE routers in the VPLS routing instance.

To apply a flooding filter to packets arriving at the PE router in the VPLS routing instance,

and specify the filter, include the flood input statement:

flood input filter-name;

You can include this statement at the following hierarchy levels:

• [edit routing-instances routing-instance-name forwarding-options family vpls]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

forwarding-options family vpls]

NOTE: ACXSeries routersdonot support the [edit logical-systems]hierarchy.

Configuring a VPLS Policer

You can configure a policer for VPLS traffic. The VPLS policer configuration is similar to

the configuration of any other type of policer.

VPLS policers have the following characteristics:

• You cannot police the default VPLS routes stored in the flood table from PE

router–sourced flood traffic.

• When specifying policing bandwidth, the VPLS policer considers all Layer 2 bytes in a

packet to determine the packet length.

To configure a VPLS policer, include the policer statement at the [edit firewall] hierarchy

level:

[edit firewall]
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policer policer-name {
bandwidth-limit limit;
burst-size-limit limit;
then action;

}

To apply a VPLS policer to an interface, include the policer statement:

policer {
input input-policer-name;
output output-policer-name;

}

You can include this statement at the following hierarchy levels:

• [edit interfaces interface-name unit number family vpls]

• [edit logical-systems logical-system-name interfaces interface-name unit number

family vpls

NOTE: ACXSeries routersdonot support the [edit logical-systems]hierarchy.

In the input statement, list the name of the VPLS policer to be evaluated when packets

are received on the interface. In the output statement, list the name of the VPLS policer

to be evaluatedwhen packets are transmitted on the interface. This type of VPLS policer

can only apply to unicast packets. For information about how to filter flood packets, see

“Configuring a Filter for Flooded Traffic” on page 975.

Related
Documentation

Routing Policies, Firewall Filters, and Traffic Policers Feature Guide•

• Firewall Filter Match Conditions for VPLS Traffic on page 976

Firewall Filter Match Conditions for VPLS Traffic

In the from statement in theVPLS filter term, you specify conditions that thepacketmust

match for the action in the then statement to be taken. All conditions in the from

statement must match for the action to be taken. The order in which you specify match

conditions is not important, because a packet must match all the conditions in a term

for a match to occur.

If you specify nomatch conditions in a term, that termmatches all packets.

An individual condition in a from statement can contain a list of values. For example, you

canspecify numeric ranges. Youcanalso specifymultiple sourceaddressesordestination

addresses. When a condition defines a list of values, a match occurs if one of the values

in the list matches the packet.

Individual conditions in a from statement can be negated. When you negate a condition,

you are defining an explicit mismatch. For example, the negatedmatch condition for

forwarding-class is forwarding-class-except. If a packet matches a negated condition, it
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is immediately considered not to match the from statement, and the next term in the

filter is evaluated, if there is one. If there are nomore terms, the packet is discarded.

You can configure a firewall filter with match conditions for Virtual Private LAN Service

(VPLS) traffic (family vpls). Table 31 on page 977 describes thematch-conditions you can

configure at the [edit firewall family vpls filter filter-name term term-name from] hierarchy

level.

NOTE: Not allmatch conditions for VPLS traffic are supported on all routing
platforms or switching platforms. A number of match conditions for VPLS
traffic are supported only on MX Series 3D Universal Edge Routers.

In theVPLSdocumentation, theword router in termssuchasPE router is used
to refer to any device that provides routing functions.

Table 31: Firewall Filter Match Conditions for VPLS Traffic

DescriptionMatch Condition

Match the destination media access control (MAC) address of a VPLS packet.destination-mac-address
address

(MX Series routers and EX Series switches only) Match the UDP or TCP destination port field.

You cannot specify both the port and destination-portmatch conditions in the same term.

In place of the numeric value, you can specify one of the following text synonyms (the port
numbers are also listed): afs (1483), bgp (179), biff (512), bootpc (68), bootps (67), cmd (514),
cvspserver (2401), dhcp (67), domain (53), eklogin (2105), ekshell (2106), exec (512), finger (79),
ftp (21), ftp-data (20), http (80), https (443), ident (113), imap (143), kerberos-sec (88),
klogin (543), kpasswd (761), krb-prop (754), krbupdate (760), kshell (544), ldap (389), ldp (646),
login (513),mobileip-agent (434),mobilip-mn (435),msdp (639), netbios-dgm (138),
netbios-ns (137), netbios-ssn (139), nfsd (2049), nntp (119), ntalk (518), ntp (123), pop3 (110),
pptp (1723), printer (515), radacct (1813), radius (1812), rip (520), rkinit (2108), smtp (25),
snmp (161), snmptrap (162), snpp (444), socks (1080), ssh (22), sunrpc (111), syslog (514),
tacacs (49), tacacs-ds (65), talk (517), telnet (23), tftp (69), timed (525),who (513), or xdmcp (177).

destination-port number

(MX Series routers and EX Series switches only) Do not match on the TCP or UDP destination
port field. You cannot specify both the port and destination-portmatch conditions in the same
term.

destination-port-except
number

(ACX Series routers, MX Series routers, and EX Series switches only) Match destination prefixes
in the specified list. Specify the name of a prefix list defined at the [edit policy-options prefix-list
prefix-list-name] hierarchy level.

NOTE: VPLS prefix lists support only IPv4 addresses. IPv6 addresses included in a VPLS prefix
list will be discarded.

destination-prefix-list name

(MXSeries routers andEXSeries switchesonly)Donotmatchdestinationprefixes in the specified
list. For more information, see the destination-prefix-listmatch condition.

destination-prefix-list name
except
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Table 31: Firewall Filter Match Conditions for VPLS Traffic (continued)

DescriptionMatch Condition

(MX Series routers and EX Series switches only) Match the Differentiated Services code point
(DSCP). The DiffServ protocol uses the type-of-service (ToS) byte in the IP header. Themost
significant 6 bits of this byte form the DSCP. For more information, see the Understanding How
Behavior Aggregate Classifiers Prioritize Trusted Traffic.

You can specify a numeric value from 0 through 63. To specify the value in hexadecimal form,
include 0x as a prefix. To specify the value in binary form, include b as a prefix.

In place of the numeric value, you can specify oneof the following text synonyms (the field values
are also listed):

• RFC 3246, An Expedited Forwarding PHB (Per-Hop Behavior), defines one code point: ef (46).

• RFC 2597, Assured Forwarding PHB Group, defines 4 classes, with 3 drop precedences in each
class, for a total of 12 code points:

af11 (10), af12 (12), af13 (14),

af21 (18), af22 (20), af23 (22),

af31 (26), af32 (28), af33 (30),

af41 (34), af42 (36), af43 (38)

dscp number

(MX Series routers and EX Series switches only) Do not match on the DSCP. For details, see the
dscpmatch condition.

dscp-except number

Match the 2-octet IEEE 802.3 Length/EtherType field to the specified value or list of values.

You can specify decimal or hexadecimal values from 0 through 65535 (0xFFFF). A value from
0 through 1500 (0x05DC) specifies the length of an Ethernet Version 1 frame. A value from 1536
(0x0600) through 65535 specifies the EtherType (nature of the MAC client protocol) of an
Ethernet Version 2 frame.

Inplaceof thenumeric value, youcanspecifyoneof the following text synonyms(thehexadecimal
values are also listed): aarp (0x80F3), appletalk (0x809B), arp (0x0806), ipv4 (0x0800),
ipv6 (0x86DD),mpls-multicast (0x8848),mpls-unicast (0x8847),oam (0x8902),ppp (0x880B),
pppoe-discovery (0x8863), pppoe-session (0x8864), or sna (0x80D5).

ether-type values

Do not match the 2-octet Length/EtherType field to the specified value or list of values.

For details about specifying the values, see the ether-typematch condition.

ether-type-except values
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Table 31: Firewall Filter Match Conditions for VPLS Traffic (continued)

DescriptionMatch Condition

Starting in Junos OS 14.2, flexible offset filters
are supported in firewall hierarchy
configurations.

Length of the data to bematched in bits, not
needed for string input (0..128)

bit-lengthflexible-match-mask value

Bit offset after the (match-start + byte) offset
(0..7)

bit-offset

Byte offset after the match start pointbyte-offset

Select a flexible match from predefined
template field

flexible-mask-name

Mask out bits in the packet data to bematchedmask-in-hex

Start point to match in packetmatch-start

Value data/string to bematchedprefix

Length of the data to bematched in bits (0..32)bit-lengthflexible-match-range value

Bit offset after the (match-start + byte) offset
(0..7)

bit-offset

Byte offset after the match start pointbyte-offset

Select a flexible match from predefined
template field

flexible-range-name

Start point to match in packetmatch-start

Range of values to bematchedrange

Do not match this range of valuesrange-except

Match the forwarding class. Specify assured-forwarding, best-effort, expedited-forwarding, or
network-control.

forwarding-class class

Do not match the forwarding class. For details, see the forwarding-classmatch condition.forwarding-class-except
class
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Table 31: Firewall Filter Match Conditions for VPLS Traffic (continued)

DescriptionMatch Condition

Match the ICMPmessage code field.

If you configure this match condition, we recommend that you also configure the next-header
icmp or next-header icmp6match condition in the same term.

If you configure thismatch condition, youmust also configure the icmp-typemessage-typematch
condition in the same term. An ICMPmessage code provides more specific information than an
ICMPmessage type, but themeaning of an ICMPmessage code is dependent on the associated
ICMPmessage type.

In place of the numeric value, you can specify oneof the following text synonyms (the field values
are also listed). The keywords are grouped by the ICMP type with which they are associated:

• parameter-problem: ip6-header-bad (0), unrecognized-next-header (1), unrecognized-option
(2)

• time-exceeded: ttl-eq-zero-during-reassembly (1), ttl-eq-zero-during-transit (0)

• destination-unreachable: address-unreachable (3), administratively-prohibited (1),
no-route-to-destination (0), port-unreachable (4)

icmp-codemessage-code

Do not match the ICMPmessage code field. For details, see the icmp-codematch condition.icmp-code-except
message-code

(MX Series routers and EX Series switches only) Match the ICMPmessage code field.

If you configure thismatch condition,we recommend that you also configure the ip-protocol icmp
or ip-protocol icmp6match condition in the same term.

If you configure thismatch condition, youmust also configure the icmp-typemessage-typematch
condition in the same term. An ICMPmessage code provides more specific information than an
ICMPmessage type, but themeaning of an ICMPmessage code is dependent on the associated
ICMPmessage type.

In place of the numeric value, you can specify oneof the following text synonyms (the field values
are also listed). The keywords are grouped by the ICMP type with which they are associated:

• parameter-problem: ip6-header-bad (0), unrecognized-next-header (1), unrecognized-option
(2)

• time-exceeded: ttl-eq-zero-during-reassembly (1), ttl-eq-zero-during-transit (0)

• destination-unreachable: address-unreachable (3), administratively-prohibited (1),
no-route-to-destination (0), port-unreachable (4)

icmp-code number

(MXSeries routers andEXSeries switches only) Do notmatch on the ICMPcode field. For details,
see the icmp-codematch condition.

icmp-code-except number

Interface on which the packet was received. You can configure a match condition that matches
packets based on the interface on which they were received.

NOTE: If you configure this match condition with an interface that does not exist, the term
does not match any packet.

interface interface-name
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Table 31: Firewall Filter Match Conditions for VPLS Traffic (continued)

DescriptionMatch Condition

Match the logical interface on which the packet was received to the specified interface group or
set of interfacegroups. Forgroup-number, specify a single valueor a rangeof values from0 through
255.

To assign a logical interface to an interface group group-number, specify the group-number at the
[interfaces interface-name unit number family family filter group] hierarchy level.

For more information, see Filtering Packets Received on a Set of Interface Groups Overview.

NOTE: This match condition is not supported on T4000 Type 5 FPCs.

interface-group
group-number

Do not match the logical interface on which the packet was received to the specified interface
group or set of interface groups. For details, see the interface-groupmatch condition.

NOTE: This match condition is not supported on T4000 Type 5 FPCs.

interface-group-except
group-name

Match the interface on which the packet was received to the specified interface set.

To define an interface set, include the interface-set statement at the [edit firewall]hierarchy level.
For more information, see Filtering Packets Received on an Interface Set Overview.

interface-set
interface-set-name

(MXSeries routersandEXSeries switchesonly) 32-bit address that supports the standard syntax
for IPv4 addresses.

Note that when using this term, the match condition ether-type IPv4must be defined on the
same term.

ip-address address

(MX Series routers and EX Series switches only) 32-bit address that is the final destination node
address for the packet.

Note that when using this term, the match condition ether-type IPv4must be defined on the
same term.

ip-destination-address
address

(MX Series routers and EX Series switches only) IP precedence field. In place of the numeric field
value, you can specify one of the following text synonyms (the field values are also listed):
critical-ecp (0xa0), flash (0x60), flash-override (0x80), immediate (0x40), internet-control (0xc0),
net-control (0xe0), priority (0x20), or routine (0x00).

ip-precedence
ip-precedence-field

(MX Series routers and EX Series switches only) Do not match on the IP precedence field.ip-precedence-except
ip-precedence-field

(MX Series routers and EX Series switches only) IP protocol field.ip-protocol number

(MX Series routers and EX Series switches only) Do not match on the IP protocol field.ip-protocol-except number

(MXSeries routersandEXSeries switchesonly) IPaddressof thesourcenodesending thepacket.

Note that when using this term, the match condition ether-type IPv4must also be defined on
the same term.

ip-source-address address

(MX Series only) Match the IPv6 source address in a named-list.ipv6-source-prefix-list
named-list
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Table 31: Firewall Filter Match Conditions for VPLS Traffic (continued)

DescriptionMatch Condition

(MX Series and EX9200 only) 128-bit address that supports the standard syntax for IPv6
addresses. Starting in Junos OS 14.2, firewall family bridge IPv6match criteria is supported on
MX Series and EX9200 switches.

ipv6-address address

((MX Series and EX9200 only) 128-bit address that is the final destination node address for this
packet. Note that when using this term, thematch condition ether-type IPv6must be defined on
the same term.

ipv6-destination-address
address

(MX Series only) Match the IPv6 destination addresses in a named-list.ipv6-destination-prefix-list
named-list

(MX Series only) Match IPv6 next header protocol type.

The following list shows the supported values for protocol:

• ah—IP Security authentication header

• dstopts—IPv6 destination options

• egp—Exterior gateway protocol

• esp—IPSec Encapsulating Security Payload

• fragment—IPv6 fragment header

• gre—Generic routing encapsulation

• hop-by-hop—IPv6 hop by hop options

• icmp—Internet Control Message Protocol

• icmp6—Internet Control Message Protocol Version 6

• igmp—Internet Group Management Protocol

• ipip—IP in IP

• ipv6—IPv6 in IP

• no-next-header—IPv6 no next header

• ospf—Open Shortest Path First

• pim—Protocol Independent Multicast

• routing—IPv6 routing header

• rsvp—Resource Reservation Protocol

• sctp—Stream Control Transmission Protocol

• tcp—Transmission Control Protocol

• udp—User Datagram Protocol

• vrrp—Virtual Router Redundancy Protocol

ipv6-next-header protocol

(MX Series only) Do not match the IPv6 next header protocol type.ipv6-next-header-except
protocol
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Table 31: Firewall Filter Match Conditions for VPLS Traffic (continued)

DescriptionMatch Condition

(MX Series only) Match IPv6 payload protocol type.

The following list shows the supported values for protocol:

• ah—IP Security authentication header

• dstopts—IPv6 destination options

• egp—Exterior gateway protocol

• esp—IPSec Encapsulating Security Payload

• fragment—IPv6 fragment header

• gre—Generic routing encapsulation

• hop-by-hop—IPv6 hop by hop options

• icmp—Internet Control Message Protocol

• icmp6—Internet Control Message Protocol Version 6

• igmp—Internet Group Management Protocol

• ipip—IP in IP

• ipv6—IPv6 in IP

• no-next-header—IPv6 no next header

• ospf—Open Shortest Path First

• pim—Protocol Independent Multicast

• routing—IPv6 routing header

• rsvp—Resource Reservation Protocol

• sctp—Stream Control Transmission Protocol

• tcp—Transmission Control Protocol

• udp—User Datagram Protocol

• vrrp—Virtual Router Redundancy Protocol

ipv6-payload-protocol
protocol

(MX Series only) Do not match the IPv6 payload protocol.ipv6-payload-protocol-except
protocol

(MX Series only) Match the IPv6 address in a named-list.ipv6-prefix-list named-list

(MX Series only) 128-bit address that is the originating source node address for this packet.ipv6-source-addressaddress
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Table 31: Firewall Filter Match Conditions for VPLS Traffic (continued)

DescriptionMatch Condition

(MX Series only) Differentiated Services code point (DSCP). The DiffServ protocol uses the
type-of-service (ToS) byte in the IP header. Themost significant 6 bits of this byte form the
DSCP. For more information, see Understanding How Behavior Aggregate Classifiers Prioritize
Trusted Traffic.

You can specify a numeric value from 0 through 63. To specify the value in hexadecimal form,
include 0x as a prefix. To specify the value in binary form, include b as a prefix.

In place of the numeric value, you can specify oneof the following text synonyms (the field values
are also listed):

• RFC 3246, An Expedited Forwarding PHB (Per-Hop Behavior), defines one code point: ef (46).

• RFC 2597, Assured Forwarding PHB Group, defines 4 classes, with 3 drop precedences in each
class, for a total of 12 code points:

af11 (10), af12 (12), af13 (14),

af21 (18), af22 (20), af23 (22),

af31 (26), af32 (28), af33 (30),

af41 (34), af42 (36), af43 (38)

ipv6-traffic-class number

Do not match the DSCP number.ipv6-traffic-class-except
number

(MX Series routers, M320 router, and EX Series switches only) Match on the IEEE 802.1p learned
VLAN priority bits in the provider VLAN tag (the only tag in a single-tag frame with 802.1Q VLAN
tagsor theouter tag inadual-tag framewith802.1QVLANtags). Specify a single valueormultiple
values from 0 through 7.

Compare with the user-vlan-1p-prioritymatch condition.

NOTE: This match condition supports the presence of a control word for MX Series routers and
the M320 router.

learn-vlan-1p-prioritynumber

(MX Series routers, M320 router, and EX Series switches only) Do not match on the IEEE 802.1p
learned VLAN priority bits. For details, see the learn-vlan-1p-prioritymatch condition.

NOTE: This match condition supports the presence of a control word for MX Series routers and
the M320 router.

learn-vlan-1p-priority-except
number

(MXSeries routers and EXSeries switches only)Match the user VLAN ID drop eligability indicator
(DEI) bit.

learn-vlan-dei

(MX Series routers and EX Series switches only) Do not match the user VLAN ID DEI bit.learn-vlan-dei-except

(MX Series routers and EX Series switches only) VLAN identifier used for MAC learning.learn-vlan-id number

(MX Series routers and EX Series switches only) Do not match on the VLAN identifier used for
MAC learning.

learn-vlan-id-exceptnumber
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Table 31: Firewall Filter Match Conditions for VPLS Traffic (continued)

DescriptionMatch Condition

Packet loss priority (PLP) level. Specify a single level or multiple levels: low,medium-low,
medium-high, or high.

Supported on M120 and M320 routers; M7i and M10i routers with the Enhanced CFEB (CFEB-E);
and MX Series routers.

For IP traffic onM320,MXSeries, andTSeries routerswithEnhanced II FlexiblePICConcentrators
(FPCs) and EX Series switches, youmust include the tri-color statement at the [edit
class-of-service]hierarchy level to commitaPLPconfigurationwithanyof the four levels specified.
If the tri-color statement is not enabled, you can only configure the high and low levels. This
applies to all protocol families.

For informationabout the tri-color statementandaboutusingbehavior aggregate (BA)classifiers
to set the PLP level of incoming packets, see Understanding How Forwarding Classes Assign
Classes to Output Queues.

loss-priority level

Do not match on the packet loss priority level. Specify a single level or multiple levels: low,
medium-low,medium-high, or high.

For information about using behavior aggregate (BA) classifiers to set the PLP level of incoming
packets, see Understanding How Behavior Aggregate Classifiers Prioritize Trusted Traffic.

loss-priority-except level

(MX Series routers and EX Series switches only) TCP or UDP source or destination port. You
cannot specify both theportmatchconditionandeither thedestination-portor source-portmatch
condition in the same term.

port number

(MX Series routers and EX Series switches only) Do not match on the TCP or UDP source or
destinationport. Youcannot specifyboth theportmatchconditionandeither thedestination-port
or source-portmatch condition in the same term.

port-except number

(MX Series routers and EX Series switches only) Match the destination or source prefixes in the
specified list. Specify the name of a prefix list defined at the [edit policy-options prefix-list
prefix-list-name] hierarchy level.

NOTE: VPLS prefix lists support only IPV4 addresses. IPV6 addresses included in a VPLS prefix
list will be discarded.

prefix-list name

(MX Series routers and EX Series switches only) Do notmatch the destination or source prefixes
in the specified list. For more information, see the destination-prefix-listmatch condition.

prefix-list name except

Source MAC address of a VPLS packet.source-mac-addressaddress

(MXSeries routers and EXSeries switches only) TCPorUDP source port field. You cannot specify
the port and source-portmatch conditions in the same term.

source-port number

(MX Series routers and EX Series switches only) Do not match on the TCP or UDP source port
field. You cannot specify the port and source-portmatch conditions in the same term.

source-port-except number
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Table 31: Firewall Filter Match Conditions for VPLS Traffic (continued)

DescriptionMatch Condition

(ACX Series routers, MX Series routers, and EX Series switches only) Match the source prefixes
in the specified prefix list. Specify a prefix list name defined at the [edit policy-options prefix-list
prefix-list-name] hierarchy level.

NOTE: VPLS prefix lists support only IPV4 addresses. IPV6 addresses included in a VPLS prefix
list will be discarded.

source-prefix-list name

(MXSeries routers andEXSeries switches only)Donotmatch the source prefixes in the specified
prefix list. For more information, see the source-prefix-listmatch condition.

source-prefix-list name
except

Match one or more of the low-order 6 bits in the 8-bit TCP flags field in the TCP header.

To specify individual bit fields, youcan specify the following text synonymsor hexadecimal values:

• fin (0x01)

• syn (0x02)

• rst (0x04)

• push (0x08)

• ack (0x10)

• urgent (0x20)

In a TCP session, the SYN flag is set only in the initial packet sent, while the ACK flag is set in all
packets sent after the initial packet.

You can string together multiple flags using the bit-field logical operators.

If you configure this match condition for IPv6 traffic, we recommend that you also configure the
next-header tcpmatch condition in the same term to specify that the TCP protocol is being used
on the port.

tcp-flags flags

(MX Series routers and EX Series switches only) Traffic type. Specify broadcast,multicast,
unknown-unicast, or known-unicast.

traffic-type type-name

(MX Series routers and EX Series switches only) Do not match on the traffic type. Specify
broadcast,multicast, unknown-unicast, or known-unicast.

traffic-type-except
type-name

(MX Series routers, M320 router, and EX Series switches only) Match on the IEEE 802.1p user
priority bits in the customer VLAN tag (the inner tag in a dual-tag framewith 802.1Q VLAN tags).
Specify a single value or multiple values from 0 through 7.

Compare with the learn-vlan-1p-prioritymatch condition.

NOTE: This match condition supports the presence of a control word for MX Series routers and
the M320 router.

user-vlan-1p-prioritynumber

(MX Series routers, M320 rouer, and EX Series switches only) Do not match on the IEEE 802.1p
user priority bits. For details, see the user-vlan-1p-prioritymatch condition.

NOTE: This match condition supports the presence of a control word for MX Series routers and
the M320 router.

user-vlan-1p-priority-except
number

(MXSeries routers and EX Series switches only)Match the first VLAN identifier that is part of the
payload.

user-vlan-id number
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Table 31: Firewall Filter Match Conditions for VPLS Traffic (continued)

DescriptionMatch Condition

(MX Series routers and EX Series switches only) Do not match on the first VLAN identifier that
is part of the payload.

user-vlan-id-except number

VLAN Ethernet type field of a VPLS packet.vlan-ether-type value

Do not match on the VLAN Ethernet type field of a VPLS packet.vlan-ether-type-exceptvalue

Release History Table DescriptionRelease

Starting in Junos OS 14.2, flexible offset filters are supported in firewall
hierarchy configurations.

14.2

Starting in Junos OS 14.2, firewall family bridge IPv6match criteria is
supported on MX Series and EX9200 switches.

14.2

Related
Documentation

• Guidelines for Configuring Firewall Filters

• Firewall Filter Terminating Actions

• Firewall Filter Nonterminating Actions
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CHAPTER 41

Monitoring and Tracing VPLS

• Configuring Port Mirroring for VPLS Traffic on page 989

• Configuring Y.1731 Functionality for VPLS to Support Delay and Delay

Variation on page 989

• Tracing VPLS Traffic and Operations on page 990

Configuring Port Mirroring for VPLS Traffic

You can configure port mirroring for VPLS traffic on the M7, M10i, M120, M320, and the

MX Series routers. VPLS port mirroring is supported only M7i and M0i routers with the

Enhanced Compact Forwarding Engine Board (CFEB-E). In addition, on M320 routers,

VPLS portmirroring is supported only on Enhanced III Flexible PIC Concentrators (FPCs).

To configure port mirroring for VPLS include the port-mirroring statement at the [edit

forwarding-options]hierarchy level. Formore informationabout configuringportmirroring

for VPLS for all platforms supported, see Routing Policies, Firewall Filters, and Traffic

Policers Feature Guide.

Configuring Y.1731 Functionality for VPLS to Support Delay and Delay Variation

For VPLS, you can configure the Ethernet frame delay measurement (ETH-DM)

functionality to trigger two-way ETH-DM and allow concurrent ETH-DM CLI sessions

fromthesame localmaintenanceassociationendpoint (MEP).The featurealsoprovides

the option to perform ETH-DM for a given 802.1q priority, to set the size of the data type,

length, and value (TLV), to disable the session-id-tlvoption, and to generateXMLoutput.

This feature complements the ITU-T Y.1731 Ethernet service OAM feature. On-demand

delay measurement for VPLS is supported on MX Series routers installed with Rev-B

DPCs. Only the two-way delaymeasurement feature is supported for VPLS connections.

MX Series routers with modular port concentrators (MPCs) and 10-Gigabit Ethernet

MPCs with SFP+ support ITU-T Y.1731 functionality on VPLS for frame-delay and

delay-variation.

This feature is currently supported only for up MEPs. Set the MEP direction to up by

configuring the up option for the direction statement at the [edit protocols oam ethernet

connectivity-fault-managementmaintenance-domainmd-namemaintenance-association

ma-namemepmep-id] hierarchy level.
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This feature also provides support for an optional configuration where you can delegate

the server-side processing (for two-way delay measurement) to the Packet Forwarding

Engine (PFE) topreventoverloadingon theRoutingEngine. Toenable this feature, include

the delegate-server-processing statement at the [edit protocols oam ethernet

connectivity-fault-management performance-monitoring] hierarchy level. By default, the

server-side processing is done by the Routing Engine.

The followingcommandsenable you tomonitor andmaintain theY.1731 feature forVPLS:

• To display the delay measurement values across a VPLS connection, use themonitor

ethernet delay-measurement two-way (remote-mac-address | mepmep-id)

maintenance-domainnamemaintenance-associationnamecountcountwait timepriority

802.1p-value size no-session-id-tlv xml command.

• The feature also provides support for enhanced continuity measurement by using an

existing continuity check protocol. The continuity for every remote MEP is measured

as the percentage of time that a remote MEPwas operationally up over the total

administratively enabled time.

To display the continuity measurement information, use the show oam ethernet

connectivity-fault-managementmep-databasemaintenance-domain name

maintenance-association name local-mep identifier remote-mep identifier command.

• You can restart the continuity measurement by clearing the currently measured

operational uptime and administrative enabled time. To clear the existing continuity

measurement and restart counting the operational uptime, use the clear oamethernet

connectivity-fault-management continuity-measurementmaintenance-domain name

maintenance-association name local-mep identifier remote-mep identifier command.

• To clear the delay statistics, issue a clear oamethernet connectivity-fault-management

statistics command or a clear oam ethernet connectivity-fault-management

delay-statistics two-waymaintenance-domainmd-namemaintenance-association

ma-name command.

Related
Documentation

Ethernet Interfaces Feature Guide for Routing Devices•

• Configuring MEP Interfaces to Support Ethernet Frame Delay Measurements

• Example:ConfiguringTwo-WayEthernet FrameDelayMeasurementswithSingle-Tagged

Interfaces

Tracing VPLS Traffic and Operations

To trace VPLS traffic, include the traceoptions statement:

traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}

Copyright © 2018, Juniper Networks, Inc.990

Layer 2 VPNs and VPLS Feature Guide for Routing Devices



You can include this statement at the following hierarchy levels:

• [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols vpls]

• [edit routing-instances routing-instance-name protocols vpls]

The following trace flags display the operations associated with VPLS:

• all—All VPLS tracing options

• connections—VPLS connections (events and state changes)

• error—Error conditions

• nlri—VPLS advertisements received or sent using BGP

• route—Trace-routing information

• topology—VPLS topology changes caused by reconsideration or advertisements

received from other PE routers using BGP
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PART 8

Connecting Layer 2 VPNs and Circuits to
Other VPNs

• Connecting Layer 2 VPNs to Other VPNs on page 995

• Connecting Layer 2 Circuits to Other VPNs on page 1039
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CHAPTER 42

Connecting Layer 2 VPNs to Other VPNs

• Layer 2 VPN to Layer 2 VPN Connections on page 995

• Using the Layer 2 Interworking Interface to Interconnect a Layer 2 VPN to a Layer 2

VPN on page 995

• Example: Interconnecting a Layer 2 VPNwith a Layer 2 VPN on page 997

• Interconnecting Layer 2 VPNs with Layer 3 VPNs Overview on page 1014

• Example: Interconnecting a Layer 2 VPNwith a Layer 3 VPN on page 1015

Layer 2 VPN to Layer 2 VPN Connections

As theneed to linkdifferent Layer 2 services tooneanother for expandedserviceofferings

grows, Layer 2 MPLS VPN services are increasingly in demand. Junos OS enables you to

terminate Layer 2 VPN into Layer 2 VPN (also known as Layer 2 VPN stitching) using the

Layer 2 interworking (iw0) interface.

Another way to do this is to use a Tunnel Services PIC to loop packets out and back from

the Packet Forwarding Engine (PFE), to link together Layer 2 networks. The Layer 2

interworking software interface avoids the need for the Tunnel Services PIC and

overcomes the limitation of bandwidth constraints imposed by the Tunnel Services PIC.

Related
Documentation

Example: Interconnecting a Layer 2 VPNwith a Layer 2 VPN on page 997•

Using the Layer 2 Interworking Interface to Interconnect a Layer 2 VPN to a Layer 2
VPN

Instead of using a physical Tunnel PIC for looping the packet received from the Layer 2

VPN to another Layer 2 VPN, the Layer 2 Interworking interface uses Junos OS to stitch

together both Layer 2 VPN routes.

To configure the interworking interface, include the iw0 statement. The iw0 statement
is configured at the [edit interfaces] hierarchy level.

[edit interfaces]
iw0 {
unit 0 {
peer 1;

}
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unit 1 {
peer 0;

}
}

NOTE: Youmust always create and delete (or deactivate) interworking (iw)
interfaces in pairs, such as:

set interfaces iw0 unit 0 peer-unit 1
set interfaces iw0 unit 1 peer-unit 0

An error message displays if you delete or deactivate only one of the
interworking interfaces. To successfully deactivate the interfaces and avoid
any configuration errors, youmust deactivate both.

The configuration of an interworking (iw) interface is similar to the configuration of a
logical tunnel (lt) interface. In this example, the logical interfaces must be associated
with the endpoints of both Layer 2 VPN connections terminating on this router. Tomake
the association, include the interfaces statement and specify iw0 as the interface name.
Include the statement at the [edit routing-instances routing-instances-name protocols
l2vpn site site-name] hierarchy level for each routing instance. The routing-instances
statement is configured at the [edit routing-instances] hierarchy level.

[edit routing-instances]
L2VPN-PE1 {
instance-type l2vpn;
interface iw0.0;
route-distinguisher 65000:3;
vrf-target target:65000:2;
protocols {
l2vpn {
encapsulation-type ethernet;
site CE3 {
site-identifier 3;
interface iw0.0 {
remote-site-id 1;

}
}

}
}

}
L2VPN-PE5 {
instance-type l2vpn;
interface iw0.1;
route-distinguisher 65000:33;
vrf-target target:65000:2;
protocols {
l2vpn {
encapsulation-type ethernet;
site CE3 {
site-identifier 3;
interface iw0.1 {
remote-site-id 5;

}
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}
}

}
}

In addition to the iw0 interface configuration, Layer 2 interworking l2iw protocols need
to be configured. Without the l2iw configuration, the l2iw routes will not be formed,
regardless of whether any iw interfaces are present. Only standard trace options can be
configuredwithin the l2iwprotocol. Theminimumconfigurationnecessary for the feature
to work is shown below:

[edit]
protocols {
l2iw;

}

Related
Documentation

Layer 2 VPN Applications on page 120•

• Example: Interconnecting a Layer 2 VPNwith a Layer 2 VPN on page 997

Example: Interconnecting a Layer 2 VPNwith a Layer 2 VPN

This exampleprovidesa step-by-stepprocedure for interconnectingandverifyingaLayer

2 VPNwith a Layer 2 VPN. It contains the following sections:

• Requirements on page 997

• Overview and Topology on page 997

• Configuration on page 998

Requirements

This example uses the following hardware and software components:

• Junos OS Release 9.3 or later

• 2 MX Series 3D Universal Edge Routers

• 2 M Series Multiservice Edge Routers

• 1 T Series Core Routers

• 1 EX Series Ethernet Switches

Overview and Topology

The physical topology of the Layer 2 VPN to Layer 2 VPN connection example is shown

in Figure 86 on page 998.
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Figure 86: Physical Topology of a Layer 2VPN to Layer 2VPNConnection

The logical topology of a Layer 2 VPN to Layer 2 VPN connection is shown in

Figure 87 on page 998.

Figure 87: Logical Topology of a Layer 2 VPN to Layer 2 VPN Connection

Configuration

NOTE: In any configuration session, it is good practice to verify periodically
that the configuration can be committed using the commit check command.
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In this example, the router being configured is identified using the following command

prompts:

• CE1 identifies the customer edge 1 (CE1) router

• PE1 identifies the provider edge 1 (PE1) router

• CE3 identifies the customer edge 3 (CE3) router

• PE3 identifies the provider edge 3 (PE3) router

• CE5 identifies the customer edge 5 (CE5) router

• PE5 identifies the provider edge 5 (PE5) router

This example is organized in the following sections:

• Configuring Protocols on the PE and P Routers on page 999

• Verifying the Layer 2 VPN to Layer 2 VPN Connection on Router PE3 on page 1004

• Verifying the Layer 2 VPN to Layer 2 VPN Connection on Router PE3 on page 1007

• Results on page 1009

Configuring Protocols on the PE and P Routers

Step-by-Step
Procedure

All of the PE routers and P routers are configured with OSPF as the IGP protocol. The

MPLS, LDP, and BGP protocols are enabled on all of the interfaces except fxp.0.

Core-facing interfaces are enabled with the MPLS address and inet address.

1. Configure all the PE and P routers with OSPF as the IGP. Enable the MPLS, LDP,

andBGPprotocolsonall interfacesexcept fxp.0. The followingconfiguration snippet

shows the protocol configuration for Router PE1:

[edit]
protocols {
mpls {
interface all;
interface fxp0.0 {
disable;

}
}
bgp {
group RR {
type internal;
local-address 192.0.2.1;
family l2vpn {
signaling;

}
neighbor 192.0.2.7;

}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface all;
interface fxp0.0 {
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disable;
}

}
}
ldp {
interface all;
interface fxp0.0 {
disable;

}
}

}

2. Configure the PE and P routers with OSPF as the IGP. Enable the MPLS, LDP, and

BGP protocols on all interfaces except fxp.0. The following configuration snippet

shows the protocol configuration for Router PE3:

[edit]
protocols {
mpls {
interface all;
interface fxp0.0 {
disable;

}
}
bgp {
group RR {
type internal;
local-address 192.0.2.3;
family l2vpn {
signaling;

}
neighbor 192.0.2.7;

}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface all;
interface fxp0.0 {
disable;

}
}

}
ldp {
interface all;
interface fxp0.0 {
disable;

}
}

}
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Step-by-Step
Procedure

Configuring the Layer 2 VPN Protocol and Interfaces

On Router PE1, configure the ge-1/0/0 interface encapsulation. To configure the

interface encapsulation, include the encapsulation statement and specify the

1.

ethernet-ccc option (vlan-ccc encapsulation is also supported). Configure the

ge-1/0/0.0 logical interface family for circuit cross-connect functionality. To

configure the logical interface family, include the family statement and specify the

ccc option. The encapsulation should be configured the same way for all routers in

the Layer 2 VPN domain.

[edit interfaces]
ge-1/0/0 {
encapsulation ethernet-ccc;
unit 0 {
family ccc;

}
}
lo0 {
unit 0 {
family inet {
address 192.0.2.1/24;

}
}

}

2. On Router PE1, configure the Layer 2 VPN protocols. Configure the remote site ID

as 3. Site ID 3 represents Router PE3 (Hub-PE). To configure the Layer 2 VPN

protocols, include the l2vpn statement at the [edit routing-instances

routing-instances-name protocols] hierarchy level. Layer 2 VPNs use BGP as the

signaling protocol.

[edit routing-instances]
L2VPN {
instance-type l2vpn;
interface ge-1/0/0.0;
route-distinguisher 65000:1;
vrf-target target:65000:2;
protocols {
l2vpn {
encapsulation-type ethernet;
site CE1 {
site-identifier 1;
interface ge-1/0/0.0 {
remote-site-id 3;

}
}

}
}

}

3. On Router PE5, configure the ge-2/0/0 interface encapsulation by including the

encapsulation statement and specify the ethernet-ccc option. Configure the
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ge-1/0/0.0 logical interface family for circuit cross-connect functionalityby including

the family statement and specifying the ccc option.

[edit interfaces]
ge-2/0/0 {
encapsulation ethernet-ccc;
unit 0 {
family ccc;

}
}
lo0 {
unit 0 {
family inet {
address 192.0.2.5/24;

}
}

}

4. OnRouterPE5, configure theLayer 2VPNprotocolsby including the l2vpn statement

at the [edit routing-instances routing-instances-name protocols] hierarchy level.

Configure the remote site ID as 3.

[edit routing-instances]
L2VPN {
instance-type l2vpn;
interface ge-2/0/0.0;
route-distinguisher 65000:5;
vrf-target target:65000:2;
protocols {
l2vpn {
encapsulation-type ethernet;
site CE5 {
site-identifier 5;
interface ge-2/0/0.0 {
remote-site-id 3;

}
}

}
}

}

5. On Router PE3, configure the iw0 interface with two logical interfaces. To configure

the iw0 interface, include the interfaces statement and specify iw0 as the interface

name. For the unit 0 logical interface, include the peer-unit statement and specify

the logical interfaceunit 1as thepeer interface. For theunit 1 logical interface, include

thepeer-unit statement and specify the logical interfaceunit0as thepeer interface.

[edit interfaces]
iw0 {
unit 0 {
encapsulation ethernet-ccc;
peer-unit 1;

}
unit 1 {
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encapsulation ethernet-ccc;
peer-unit 0;

}
}

6. On Router PE3, configure the edge-facing ge-1/0/1 interface encapsulation by

including the encapsulation statement and specifying the ethernet-ccc option.

[edit interfaces]
ge-1/0/1 {
encapsulation ethernet-ccc;
unit 0 {
family ccc;

}
}

7. On Router PE3, configure the logical loopback interface. The loopback interface is

used to establish the targeted LDP sessions to Routers PE1 and Router PE5.

[edit interfaces]
lo0 {
unit 0 {
family inet {
address 192.0.2.3/24;

}
}

}

8. On Router PE3, enable the Layer 2 interworking protocol. To enable the Layer 2

interworking protocol, include the l2iw statement at the [edit protocols] hierarchy

level.

[edit protocols]
l2iw;

9. On Router PE3, configure two Layer 2 VPN routing instances to terminate the Layer

2 VPN virtual circuits from Router PE1 and Router PE5, as shown.

[edit routing-instances]
L2VPN-PE1 {
instance-type l2vpn;
interface iw0.0;
route-distinguisher 65000:3;
vrf-target target:65000:2;
protocols {
l2vpn {
encapsulation-type ethernet;
site CE3 {
site-identifier 3;
interface iw0.0 {
remote-site-id 1;

}
}

}
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}
}
L2VPN-PE5 {
instance-type l2vpn;
interface iw0.1;
route-distinguisher 65000:33;
vrf-target target:65000:2;
protocols {
l2vpn {
encapsulation-type ethernet;
site CE3 {
site-identifier 3;
interface iw0.1 {
remote-site-id 5;

}
}

}
}

}

Verifying the Layer 2 VPN to Layer 2 VPN Connection on Router PE3

Step-by-Step
Procedure

1. BGP is used for control plane signaling in a Layer 2 VPN. On Router PE1, use the

show bgp command to verify that the BGP control plane for the Layer 2 VPN, has

established a neighbor relationship with the route reflector that has IP address

192.0.2.7.

Three Layer 2 VPN routes are received from the route reflector for each PE router

in the topology.

user@PE1> show bgp summary
Groups: 1 Peers: 1 Down peers: 0
Table          Tot Paths  Act Paths Suppressed    History Damp State    Pending
bgp.l2vpn.0            3          3          0          0          0          0
Peer                     AS      InPkt     OutPkt    OutQ   Flaps Last Up/Dwn 
State|#Active/Received/Accepted/Damped...
192.0.2.7               65000        190        192       0       0     1:24:40 Establ
  bgp.l2vpn.0: 3/3/3/0
  L2VPN.l2vpn.0: 3/3/3/0

2. On Router PE1, use the show route command to verify that the BGP Layer 2 VPN

routes are stored in the L2VPN.l2vpn.0 routing table for each PE router.

user@PE1> show route table L2VPN.l2vpn.0
L2VPN.l2vpn.0: 4 destinations, 4 routes (4 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both
65000:1:1:3/96                
                   *[L2VPN/170/-101] 01:31:53, metric2 1
                      Indirect
65000:3:3:1/96                
                   *[BGP/170] 01:24:58, localpref 100, from 192.0.2.7
                      AS path: I
                    > to 10.10.1.2 via xe-0/3/0.0
65000:5:5:3/96                
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                   *[BGP/170] 01:24:58, localpref 100, from 192.0.2.7
                      AS path: I
                    > to 10.10.3.2 via xe-0/2/0.0
65000:33:3:5/96                
                   *[BGP/170] 01:24:58, localpref 100, from 192.0.2.7
                      AS path: I
                    > to 10.10.1.2 via xe-0/3/0.0

3. On Router PE1, use the show ldp session command to verify that targeted LDP

sessions are established to the PE routers in the network and that the state is

Operational.

user@PE1> show ldp session
  Address           State        Connection     Hold time
192.0.2.2             Operational  Open             24
192.0.2.3             Operational  Open             22
192.0.2.5             Operational  Open             28

4. On Router PE1, use the show l2vpn connections command to verify that the Layer 2

VPN to site 3 on Router PE3 (Hub-PE) is Up.

user@PE1> show l2vpn connections

Layer-2 VPN connections:

Legend for connection status (St)   
EI -- encapsulation invalid      NC -- interface encapsulation not CCC/TCC/VPLS
EM -- encapsulation mismatch     WE -- interface and instance encaps not same
VC-Dn -- Virtual circuit down    NP -- interface hardware not present 
CM -- control-word mismatch      -> -- only outbound connection is up
CN -- circuit not provisioned    <- -- only inbound connection is up
OR -- out of range               Up -- operational
OL -- no outgoing label          Dn -- down                      
LD -- local site signaled down   CF -- call admission control failure      
RD -- remote site signaled down  SC -- local and remote site ID collision
LN -- local site not designated  LM -- local site ID not minimum designated
RN -- remote site not designated RM -- remote site ID not minimum designated
XX -- unknown connection status  IL -- no incoming label
MM -- MTU mismatch               MI -- Mesh-Group ID not availble
BK -- Backup connection          ST -- Standby connection
PF -- Profile parse failure      PB -- Profile busy

Legend for interface status 
Up -- operational           
Dn -- down

Instance: L2VPN
  Local site: CE1 (1)
    connection-site           Type  St     Time last up          # Up trans
    3                         rmt   Up     Jan  5 18:08:25 2010           1
      Remote PE: 192.0.2.3, Negotiated control-word: Yes (Null)
      Incoming label: 800000, Outgoing label: 800000
      Local interface: ge-1/0/0.0, Status: Up, Encapsulation: ETHERNET
    5                         rmt   OR    

5. On Router PE1, use the show route command to verify that thempls.0 routing table

is populated with the Layer 2 VPN routes used to forward the traffic using an LDP

label. Notice that in this example, the router is pushing label 8000000.
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user@PE1> show route tablempls.0
[edit]
mpls.0: 13 destinations, 13 routes (13 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

0                  *[MPLS/0] 1w1d 11:36:44, metric 1
                      Receive
1                  *[MPLS/0] 1w1d 11:36:44, metric 1
                      Receive
2                  *[MPLS/0] 1w1d 11:36:44, metric 1
                      Receive
300432             *[LDP/9] 3d 04:25:02, metric 1
                    > to 10.10.2.2 via xe-0/1/0.0, Pop      
300432(S=0)        *[LDP/9] 3d 04:25:02, metric 1
                    > to 10.10.2.2 via xe-0/1/0.0, Pop      
300768             *[LDP/9] 3d 04:25:02, metric 1
                    > to 10.10.3.2 via xe-0/2/0.0, Pop      
300768(S=0)        *[LDP/9] 3d 04:25:02, metric 1
                    > to 10.10.3.2 via xe-0/2/0.0, Pop      
300912             *[LDP/9] 3d 04:25:02, metric 1
                    > to 10.10.3.2 via xe-0/2/0.0, Swap 299856
301264             *[LDP/9] 3d 04:24:58, metric 1
                    > to 10.10.1.2 via xe-0/3/0.0, Swap 308224
301312             *[LDP/9] 3d 04:25:01, metric 1
                    > to 10.10.1.2 via xe-0/3/0.0, Pop      
301312(S=0)        *[LDP/9] 3d 04:25:01, metric 1
                    > to 10.10.1.2 via xe-0/3/0.0, Pop      
800000 *[L2VPN/7] 01:25:28

> via ge-1/0/0.0, Pop Offset: 4
ge-1/0/0.0 *[L2VPN/7] 01:25:28, metric2 1

> to 10.10.1.2 via xe-0/3/0.0, Push 800000Offset: -4
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Verifying the Layer 2 VPN to Layer 2 VPN Connection on Router PE3

Step-by-Step
Procedure

1. On Router PE3, use the show l2vpn connections command to verify that the Layer

2 VPN connections from Router PE1 and Router PE5 are Up and are using the iw0

interface.

user@PE3> show l2vpn connections
Instance: L2VPN-PE1
  Local site: CE3 (3)
    connection-site           Type  St     Time last up          # Up trans
    1                         rmt   Up     Jan  5 18:08:22 2010           1
      Remote PE: 192.0.2.1, Negotiated control-word: Yes (Null)
      Incoming label: 800000, Outgoing label: 800000
      Local interface: iw0.0, Status: Up, Encapsulation: ETHERNET
    5                         rmt   OR   

Instance: L2VPN-PE5
  Local site: CE3 (3)
    connection-site           Type  St     Time last up          # Up trans
    1                         rmt   CN   
    5                         rmt   Up     Jan  5 18:08:22 2010           1
      Remote PE: 192.0.2.5, Negotiated control-word: Yes (Null)
      Incoming label: 800002, Outgoing label: 800000
      Local interface: iw0.1, Status: Up, Encapsulation: ETHERNET

2. OnRouter PE3, use the show ldpneighbor command to verify that the targeted LDP

session neighbor IP addresses are shown.

user@PE3> show ldp neighbor
Address            Interface          Label space ID         Hold time
192.0.2.1            lo0.0              192.0.2.1:0                44
192.0.2.2            lo0.0              192.0.2.2:0                42
192.0.2.4            lo0.0              192.0.2.4:0                31
192.0.2.5            lo0.0              192.0.2.5:0                44

3. OnRouter PE3, use the showbgp summary command to verify that the BGP control

plane for the Layer 2 VPN, has established a neighbor relationship with the route

reflector that has IP address 192.0.2.7.

user@PE3> show bgp summary
Groups: 1 Peers: 1 Down peers: 0
Table          Tot Paths  Act Paths Suppressed    History Damp State    Pending
bgp.l2vpn.0            2          2          0          0          0          0
Peer                     AS      InPkt     OutPkt    OutQ   Flaps Last Up/Dwn 
State|#Active/Received/Accepted/Damped...
192.0.2.7               65000      10092      10195       0       0  3d 4:23:27 Establ
  bgp.l2vpn.0: 2/2/2/0
  L2VPN-PE1.l2vpn.0: 2/2/2/0
  L2VPN-PE5.l2vpn.0: 2/2/2/0

4. On Router PE3, use the show ldp session command to verify that targeted LDP

sessions are established to all of the PE routers in the network and that the state

isOperational.

user@PE3> show ldp session
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Address           State        Connection     Hold time
192.0.2.1             Operational  Open             24
192.0.2.2             Operational  Open             22
192.0.2.4             Operational  Open             20
192.0.2.5             Operational  Open             24

5. OnRouter PE3, use the show route command to verify that thempls.0 routing table

is populated with the Layer 2 VPN routes used to forward the traffic using an LDP

label. Notice that in this example, the router is swapping label 800000. Also notice

the two iw0 interfaces that are used for the Layer 2 interworking routes.

user@PE3>show route tablempls.0
mpls.0: 16 destinations, 18 routes (16 active, 2 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

0                  *[MPLS/0] 1w1d 11:50:14, metric 1
                      Receive
1                  *[MPLS/0] 1w1d 11:50:14, metric 1
                      Receive
2                  *[MPLS/0] 1w1d 11:50:14, metric 1
                      Receive
308160             *[LDP/9] 3d 04:38:45, metric 1
                    > to 10.10.1.1 via xe-0/3/0.0, Pop      
308160(S=0)        *[LDP/9] 3d 04:38:45, metric 1
                    > to 10.10.1.1 via xe-0/3/0.0, Pop      
308176             *[LDP/9] 3d 04:38:44, metric 1
                    > to 10.10.6.2 via xe-0/1/0.0, Pop      
308176(S=0)        *[LDP/9] 3d 04:38:44, metric 1
                    > to 10.10.6.2 via xe-0/1/0.0, Pop      
308192             *[LDP/9] 00:07:18, metric 1
                    > to 10.10.20.1 via xe-0/0/0.0, Swap 601649
                      to 10.10.6.2 via xe-0/1/0.0, Swap 299856
308208             *[LDP/9] 3d 04:38:44, metric 1
                    > to 10.10.5.1 via xe-0/2/0.0, Pop      
308208(S=0)        *[LDP/9] 3d 04:38:44, metric 1
                    > to 10.10.5.1 via xe-0/2/0.0, Pop      
308224             *[LDP/9] 3d 04:38:42, metric 1
                    > to 10.10.20.1 via xe-0/0/0.0, Pop      
308224(S=0)        *[LDP/9] 3d 04:38:42, metric 1
                    > to 10.10.20.1 via xe-0/0/0.0, Pop      
800000 *[L2IW/6] 01:39:13, metric2 1

> to 10.10.6.2 via xe-0/1/0.0, Swap 800000
[L2VPN/7] 01:39:13
> via iw0.0, Pop Offset: 4

800002 *[L2IW/6] 01:39:13, metric2 1
> to 10.10.1.1 via xe-0/3/0.0, Swap 800000
[L2VPN/7] 01:39:13
> via iw0.1, Pop Offset: 4

iw0.0 *[L2VPN/7] 01:39:13, metric2 1
> to 10.10.1.1 via xe-0/3/0.0, Push 800000Offset: -4

iw0.1 *[L2VPN/7] 01:39:13, metric2 1
> to 10.10.6.2 via xe-0/1/0.0, Push 800000Offset: -4
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Step-by-Step
Procedure

Testing Layer 2 VPN to Layer 2 VPN Connectivity (CE1 to CE5)

On Router CE1, use the ping command to test connectivity to Router CE5. Notice

that the response time is in milliseconds, confirming that the ping response is

returned.

1.

user@CE1>ping 198.51.100.11
PING 198.51.100.11 (198.51.100.11): 56 data bytes
64 bytes from 198.51.100.11: icmp_seq=1 ttl=64 time=22.425 ms
64 bytes from 198.51.100.11: icmp_seq=2 ttl=64 time=1.299 ms
64 bytes from 198.51.100.11: icmp_seq=3 ttl=64 time=1.032 ms
64 bytes from 198.51.100.11: icmp_seq=4 ttl=64 time=1.029 ms 

2. On Router CE5, use the ping command to test connectivity to Router CE1. Notice

that the response time is in milliseconds, confirming that the ping response is

returned.

user@CE5>ping 198.51.100.1
PING 198.51.100.1 (198.51.100.1): 56 data bytes
64 bytes from 198.51.100.1: icmp_seq=0 ttl=64 time=1.077 ms
64 bytes from 198.51.100.1: icmp_seq=1 ttl=64 time=0.957 ms
64 bytes from 198.51.100.1: icmp_seq=2 ttl=64 time=1.057 ms 1.017 ms

Results

The configuration and verification of this example have been completed. The following

section is for your reference.

The relevant sample configuration for Router PE1 follows.

Router PE1 chassis {
dump-on-panic;
fpc 1 {
pic 3 {
tunnel-services {
bandwidth 1g;

}
}

}
network-services ethernet;

}
interfaces {
xe-0/1/0 {
unit 0 {
family inet {
address 10.10.2.1/30;

}
family mpls;

}
}
xe-0/2/0 {
unit 0 {
family inet {
address 10.10.3.1/30;
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}
family mpls;

}
}
xe-0/3/0 {
unit 0 {
family inet {
address 10.10.1.1/30;

}
family mpls;

}
}
ge-1/0/0 {
encapsulation ethernet-ccc;
unit 0 {
family ccc;

}
}
lo0 {
unit 0 {
family inet {
address 192.0.2.1/24;

}
}

}
}
routing-options {
static {
route 172.16.0.0/8 next-hop 172.19.59.1;

}
autonomous-system 65000;

}
protocols {
mpls {
interface all;
interface fxp0.0 {
disable;

}
}
bgp {
group RR {
type internal;
local-address 192.0.2.1;
family l2vpn {
signaling;

}
neighbor 192.0.2.7;

}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface all;
interface fxp0.0 {
disable;

}
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}
}
ldp {
interface all;
interface fxp0.0 {
disable;

}
}

}
routing-instances {
L2VPN {
instance-type l2vpn;
interface ge-1/0/0.0;
route-distinguisher 65000:1;
vrf-target target:65000:2;
protocols {
l2vpn {
encapsulation-type ethernet;
site CE1 {
site-identifier 1;
interface ge-1/0/0.0 {
remote-site-id 3;

}
}

}
}

}
}

The relevant sample configuration for Router PE3 follows.

Router PE3 chassis {
dump-on-panic;
fpc 1 {
pic 3 {
tunnel-services {
bandwidth 1g;

}
}

}
network-services ethernet;

}
interfaces {
xe-0/0/0 {
unit 0 {
family inet {
address 10.10.20.2/30;

}
family mpls;

}
}
xe-0/1/0 {
unit 0 {
family inet {
address 10.10.6.1/30;

}
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family mpls;
}

}
xe-0/2/0 {
unit 0 {
family inet {
address 10.10.5.2/30;

}
family mpls;

}
}
xe-0/3/0 {
unit 0 {
family inet {
address 10.10.1.2/30;

}
family mpls;

}
}
ge-1/0/1 {
encapsulation ethernet-ccc;
unit 0 {
family ccc;

}
}
iw0 {
unit 0 {
encapsulation ethernet-ccc;
peer-unit 1;

}
unit 1 {
encapsulation ethernet-ccc;
peer-unit 0;

}
}
lo0 {
unit 0 {
family inet {
address 192.0.2.3/24;

}
}

}
}
routing-options {
static {
route 172.16.0.0/8 next-hop 172.19.59.1;

}
autonomous-system 65000;

}
protocols {
l2iw;
mpls {
interface all;
interface fxp0.0 {
disable;

}
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}
bgp {
group RR {
type internal;
local-address 192.0.2.3;
family l2vpn {
signaling;

}
neighbor 192.0.2.7;

}
}
ospf {
area 0.0.0.0 {
interface all;
interface fxp0.0 {
disable;

}
}

}
ldp {
interface all;
interface fxp0.0 {
disable;

}
}

}
routing-instances {
L2VPN-PE1 {
instance-type l2vpn;
interface iw0.0;
route-distinguisher 65000:3;
vrf-target target:65000:2;
protocols {
l2vpn {
encapsulation-type ethernet;
site CE3 {
site-identifier 3;
interface iw0.0 {
remote-site-id 1;

}
}

}
}

}
L2VPN-PE5 {
instance-type l2vpn;
interface iw0.1;
route-distinguisher 65000:33;
vrf-target target:65000:2;
protocols {
l2vpn {
encapsulation-type ethernet;
site CE3 {
site-identifier 3;
interface iw0.1 {
remote-site-id 5;
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}
}

}
}

}
}

Related
Documentation

Understanding Layer 2 VPNs on page 119•

• Layer 2 VPN Applications on page 120

• Using the Layer 2 Interworking Interface to Interconnect a Layer 2 VPN to a Layer 2

VPN on page 995

Interconnecting Layer 2 VPNswith Layer 3 VPNs Overview

As MPLS-based Layer 2 services grow in demand, new challenges arise for service

providers to be able to interoperate with Layer 2 and Layer 3 services and give their

customers value-added services. Junos OS has various features to address the needs of

service providers. One of these features is the use of a logical tunnel interface. This Junos

OS functionalitymakes use of a tunnel PIC to looppackets out andback from thePacket

Forwarding Engine to link the Layer 2 network with the Layer 3 network. The solution is

limited by the logical tunnel bandwidth constraints imposed by the tunnel PIC.

Interconnecting Layer 2 VPNswith Layer 3 VPNs Applications

Interconnecting a Layer 2 VPNwith a Layer 3 VPN provides the following benefits:

• A single access line to providemultiple services—Traditional VPNs over Layer 2 circuits

require the provisioning andmaintenance of separate networks for IP and for VPN

services. In contrast, Layer 2 VPNs enable the sharing of a provider's core network

infrastructure between IP and Layer 2 VPN services, thereby reducing the cost of

providing those services.

• Flexibility—Many different types of networks can be accommodated by the service

provider. If all sites in a VPN are owned by the same enterprise, this is an intranet. If

various sites are owned by different enterprises, the VPN is an extranet. A site can be

located in more than one VPN.

• Wide range of possible policies—You can give every site in a VPN a different route to

every other site, or you can force traffic between certain pairs of sites routed via a third

site and so pass certain traffic through a firewall.

• Scalable network—This design enhances the scalability because it eliminates the need

for provider edge (PE) routers tomaintain all of the service provider's VPN routes. Each

PE routermaintains a VRF table for each of its directly connected sites. Each customer

connection (such as a Frame Relay PVC, an ATM PVC, or a VLAN) is mapped to a

specific VRF table. Thus, it is a port on the PE router and not a site that is associated

with a VRF table. Multiple ports on a PE router can be associated with a single VRF

table. It is the ability of PE routers tomaintainmultiple forwarding tables that supports

the per-VPN segregation of routing information.
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• Use of route reflectors—Provider edge routers canmaintain IBGP sessions to route

reflectors as an alternative to a full mesh of IBGP sessions. Deploying multiple route

reflectors enhances the scalability of the RFC 2547bismodel because it eliminates the

need for any single network component to maintain all VPN routes.

• Multiple VPNs are kept separate and distinct from each other—The customer edge

routers do not peer with each other. Two sites have IP connectivity over the common

backbone only, and only if there is a VPNwhich contains both sites. This feature keeps

the VPNs separate and distinct fromeach other, even if twoVPNs have an overlapping

address space.

• Simple for customers to use—Customers can obtain IP backbone services from a

service provider, and they do not need to maintain their own backbones.

Related
Documentation

Understanding Layer 3 VPNs•

• Example: Interconnecting a Layer 2 VPNwith a Layer 3 VPN on page 1015

Example: Interconnecting a Layer 2 VPNwith a Layer 3 VPN

This example provides a step-by-step procedure and commands for interconnecting

and verifying a Layer 2 VPNwith a Layer 3 VPN. It contains the following sections:

• Requirements on page 1015

• Overview and Topology on page 1015

• Configuration on page 1018

• Verification on page 1034

Requirements

This example uses the following hardware and software components:

• Junos OS Release 9.3 or later

• Five MX Series routers

• Three M Series routers

• Two T Series routers

Overview and Topology

ALayer 2VPN isa typeof virtual privatenetwork (VPN) thatusesMPLS labels to transport

data. The communication occurs between the provider edge (PE) routers.

Layer 2 VPNs useBGPas the signaling protocol and, consequently, have a simpler design

and require less provisioning overhead than traditional VPNs over Layer 2 circuits. BGP

signaling also enables autodiscovery of Layer 2 VPN peers. Layer 2 VPNs can have either

a full-mesh or a hub-and-spoke topology. The tunnelingmechanism in the core network

is, typically, MPLS. However, Layer 2 VPNs can also use other tunneling protocols, such

as GRE.
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Layer 3 VPNs are based on RFC 2547bis, BGP/MPLS IP VPNs. RFC 2547bis defines a

mechanismbywhich serviceproviders canuse their IPbackbones toprovideVPNservices

to their customers. A Layer 3 VPN is a set of sites that share common routing information

and whose connectivity is controlled by a collection of policies. The sites that make up

a Layer 3 VPN are connected over a provider’s existing public Internet backbone. RFC

2547bis VPNs are also known as BGP/MPLS VPNs because BGP is used to distribute

VPN routing information across the provider’s backbone, and MPLS is used to forward

VPN traffic across the backbone to remote VPN sites.

Customer networks, because they are private, can use either public addresses or private

addresses, asdefined inRFC 1918,AddressAllocation for Private Internets.Whencustomer

networks that use private addresses connect to the public Internet infrastructure, the

private addressesmight overlap with the same private addresses used by other network

users. MPLS/BGP VPNs solve this problem by adding a route distinguisher. A route

distinguisher is a VPN identifier prefix that is added to each address from a particular

VPN site, thereby creating an address that is unique both within the VPN and within the

Internet.

In addition, each VPN has its own VPN-specific routing table that contains the routing

information for that VPN only. To separate a VPN’s routes from routes in the public

Internet or those in other VPNs, the PE router creates a separate routing table for each

VPN called a VPN routing and forwarding (VRF) table. The PE router creates one VRF

table for each VPN that has a connection to a customer edge (CE) router. Any customer

or site that belongs to the VPN can access only the routes in the VRF tables for that VPN.

Every VRF table has one or more extended community attributes associated with it that

identify the route as belonging to a specific collection of routers. One of these, the route

targetattribute, identifies acollectionof sites (VRF tables) towhichaPE router distributes

routes. The PE router uses the route target to constrain the import of remote routes into

its VRF tables.

Whenan ingressPE router receives routesadvertised fromadirectly connectedCE router,

it checks the received route against the VRF export policy for that VPN.

• If itmatches, the route is converted toVPN-IPv4 format—that is, the routedistinguisher

is added to the route. The PE router then announces the route in VPN-IPv4 format to

the remote PE routers. It also attaches a route target to each route learned from the

directly connected sites. The route target attached to the route is based on the value

of theVRF table’s configured export target policy. The routes are thendistributed using

IBGP sessions, which are configured in the provider’s core network.

• If the route from the CE router does not match, it is not exported to other PE routers,

but it can still be used locally for routing, for example, if two CE routers in the same

VPN are directly connected to the same PE router.

When an egress PE router receives a route, it checks it against the import policy on the

IBGP session between the PE routers. If it is accepted, the router places the route into its

bgp.l3vpn.0 table. At the same time, the router checks the route against the VRF import

policy for the VPN. If it matches, the route distinguisher is removed from the route and

the route is placed into the VRF table (the routing-instance-name.inet.0 table) in IPv4

format.
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Figure 80 on page 817 shows the physical topology of a Layer 2 VPN-to-Layer 3 VPN

interconnection.

Figure 88: Physical Topology of a Layer 2 VPN Terminating into a Layer
3 VPN

The logical topology of a Layer 2 VPN-to-Layer 3 VPN interconnection is shown in

Figure 79 on page 816.

Figure 89: Logical Topology of a Layer 2 VPN Terminating into a Layer 3
VPN
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The following definitions describe the meaning of the device abbreviations used in

Figure 80 on page 817 and Figure 79 on page 816.

• Customer edge (CE) device—A device at the customer premises that provides access

to the service provider’s VPNover a data link to oneormore provider edge (PE) routers.

Typically the CE device is an IP router that establishes an adjacency with its directly

connected PE routers. After the adjacency is established, the CE router advertises the

site’s local VPN routes to the PE router and learns remote VPN routes from the PE

router.

• Provider edge (PE) device—A device, or set of devices, at the edge of the provider

network that presents the provider's view of the customer site.

PE routers exchange routing information with CE routers. PE routers are aware of the

VPNs that connect through them, and PE routers maintain VPN state. A PE router is

only required to maintain VPN routes for those VPNs to which it is directly attached.

After learning local VPN routes from CE routers, a PE router exchanges VPN routing

information with other PE routers using IBGP. Finally, when using MPLS to forward

VPNdata traffic across the provider’s backbone, the ingress PE router functions as the

ingress label-switching router (LSR) and the egress PE router functions as the egress

LSR.

• Provider (P) device—A device that operates inside the provider's core network and

does not directly interface to any CE.

Although the P device is a key part of implementing VPNs for the service provider’s

customers andmay provide routing for many provider-operated tunnels that belong

to different VPNs, it is not itself VPN-aware and does not maintain VPN state. Its

principal role is allowing the service provider to scale its VPN offerings, for example,

by acting as an aggregation point for multiple PE routers.

P routers function as MPLS transit LSRs when forwarding VPN data traffic between

PE routers. P routers are required only to maintain routes to the provider’s PE routers;

they are not required to maintain specific VPN routing information for each customer

site.

Configuration

To interconnect a Layer 2 VPNwith a Layer 3 VPN, perform these tasks:

• Configuring the Base Protocols and Interfaces on page 1018

• Configuring the VPN Interfaces on page 1022

Configuring the Base Protocols and Interfaces

Step-by-Step
Procedure

On each PE and P router, configure OSPF with traffic engineering extensions on all

interfaces. Disable OSPF on the fxp0.0 interface.

1.

[edit protocols]
ospf {
traffic-engineering;
area 0.0.0.0 {
interface all;
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interface fxp0.0 {
disable;

}
}

}

2. On all the core routers, enable MPLS on all interfaces. Disable MPLS on the fxp0.0

interface.

[edit protocols]
mpls {
interface all;
interface fxp0.0 {
disable;

}
}

3. On all the core routers, create an internal BGP peer group and specify the route

reflector address (192.0.2.7) as the neighbor. Also enable BGP to carry Layer 2 VPLS

network layer reachability information (NLRI) messages for this peer group by

including the signaling statementat the [editprotocolsbgpgroupgroup-name family

l2vpn] hierarchy level.

[edit protocols]
bgp {
group RR {
type internal;
local-address 192.0.2.2;
family l2vpn {
signaling;

}
neighbor 192.0.2.7;

}
}

4. On Router PE3, create an internal BGP peer group and specify the route reflector

IP address (192.0.2.7) as the neighbor. Enable BGP to carry Layer 2 VPLS NLRI

messages for this peer group and enable the processing of VPN-IPv4 addresses by

including the unicast statement at the [edit protocols bgp group group-name family

inet-vpn] hierarchy level.

[edit protocols]
bgp {
group RR {
type internal;
local-address 192.0.2.3;
family inet-vpn {
unicast;

}
family l2vpn {
signaling;

}
neighbor 192.0.2.7;

}
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}

5. For the Layer 3 VPN domain on Router PE3 and Router PE5, enable RSVP on all

interfaces. Disable RSVP on the fxp0.0 interface.

[edit protocols]
rsvp {
interface all;
interface fxp0.0 {
disable;

}
}

6. On Router PE3 and Router PE5, create label-switched paths (LSPs) to the route

reflector and the other PE routers. The following example shows the configuration

on Router PE5.

[edit protocols]
mpls {
label-switched-path to-RR {
to 192.0.2.7;

}
label-switched-path to-PE2 {
to 192.0.2.2;

}
label-switched-path to-PE3 {
to 192.0.2.3;

}
label-switched-path to-PE4 {
to 192.0.2.4;

}
label-switched-path to-PE1 {
to 192.0.2.1;

}
}

7. OnRoutersPE1,PE2,PE3,andPE5, configure thecore interfaceswithan IPv4address

andenable theMPLSaddress family. The followingexampleshows theconfiguration

of the xe-0/1/0 interface on Router PE2.

[edit]
interfaces {
xe-0/1/0 {
unit 0 {
family inet {
address 10.10.2.2/30;

}
family mpls;

}
}

}
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8. On Router PE2 and Router PE3, configure LDP for the Layer 2 VPNMPLS signaling

protocol for all interfaces. Disable LDP on the fxp0.0 interface. (RSVP can also be

used.)

[edit protocols]
ldp {
interface all;
interface fxp0.0 {
disable;

}
}

9. On the route reflector, create an internal BGP peer group and specify the PE routers

IP addresses as the neighbors.

[edit]
protocols {
bgp {
group RR {
type internal;
local-address 192.0.2.7;
family inet {
unicast;

}
family inet-vpn {
unicast;

}
family l2vpn {
signaling;

}
cluster 192.0.2.7;
neighbor 192.0.2.1;
neighbor 192.0.2.2;
neighbor 192.0.2.4;
neighbor 192.0.2.5;
neighbor 192.0.2.3;

}
}

}

10. Onthe route reflector, configureMPLSLSPs towardsRoutersPE3andPE5 to resolve

the BGP next hops from inet.3 routing table.

[edit]
protocols {
mpls {
label-switched-path to-pe3 {
to 192.0.2.3;

}
label-switched-path to-pe5 {
to 192.0.2.5;

}
interface all;

}
}
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Configuring the VPN Interfaces

Step-by-Step
Procedure

Router PE2 is one end of the Layer 2 VPN. Router PE3 is performing the Layer 2 VPN

stitching between the Layer 2 VPN and the Layer 3 VPN. Router PE3 uses the logical

tunnel interface (lt interface) configured with different logical interface units applied

under two different Layer 2 VPN instances. The packet is looped though the lt interface

configured onRouter PE3. The configuration of Router PE5 contains the PE-CE interface.

1. On Router PE2, configure the ge-1/0/2 interface encapsulation. Include the

encapsulation statement and specify the ethernet-ccc option (vlan-ccc

encapsulation is also supported) at the [edit interfaces ge-1/0/2] hierarchy level.

The encapsulation should be the same in a whole Layer 2 VPN domain (Routers

PE2 and PE3). Also, configure interface lo0.

[edit]
interfaces {
ge-1/0/2 {
encapsulation ethernet-ccc;
unit 0;

}
lo0 {
unit 0 {
family inet {
address 192.0.2.2/24;

}
}

}
}

2. OnRouterPE2, configure the routing instanceat the [edit routing-instances]hierarchy

level. Also, configure the Layer 2 VPN protocol at the [edit routing-instances

routing-instances-name protocols] hierarchy level. Configure the remote site ID as 3.

Site ID 3 represents Router PE3 (Hub-PE). The Layer 2 VPN is using LDP as the

signalingprotocol. Beaware that in the followingexample, both the routing instance

and the protocol are named l2vpn.

[edit]
routing-instances {
l2vpn { # routing instance
instance-type l2vpn;
interface ge-1/0/2.0;
route-distinguisher 65000:2;
vrf-target target:65000:2;
protocols {
l2vpn { # protocol
encapsulation-type ethernet;
site CE2 {
site-identifier 2;
interface ge-1/0/2.0 {
remote-site-id 3;

}
}

}
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}
}

}

3. OnRouter PE5, configure theGigabit Ethernet interface for the PE-CE link ge-2/0/0

and configure the lo0 interface.

[edit interfaces]
ge-2/0/0 {
unit 0 {
family inet {
address 198.51.100.8/24;

}
}

}
lo0 {
unit 0 {
}

}

4. On Router PE5, configure the Layer 3 VPN routing instance (L3VPN) at the [edit

routing-instances] hierarchy level. Also configure BGP at the [edit routing-instances

L3VPN protocols] hierarchy level.

[edit]
routing-instances {
L3VPN {
instance-type vrf;
interface ge-2/0/0.0;
route-distinguisher 65000:5;
vrf-target target:65000:2;
vrf-table-label;
protocols {
bgp {
group ce5 {
neighbor 198.51.100.2 {
peer-as 200;

}
}

}
}

}
}

5. In an MX Series router, such as Router PE3, youmust create the tunnel services

interface tobeused for tunnel services. Tocreate the tunnel service interface, include

thebandwidth statementandspecify theamountofbandwidth to reserve for tunnel

services in gigabits per second at the [edit chassis fpc slot-number pic slot-number

tunnel-services] hierarchy level.

[edit]
chassis {
dump-on-panic;
fpc 1 {
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pic 1 {
tunnel-services {
bandwidth 1g;

}
}

}
}

6. On Router PE3, configure the Gigabit Ethernet interface.

Include theaddress statementat the [edit interfacesge-1/0/1.0 family inet]hierarchy

level and specify 198.51.100.9/24 as the IP address.

[edit]
interfaces {
ge-1/0/1 {
unit 0 {
family inet {
address 198.51.100.9/24;

}
}

}
}

7. OnRouterPE3, configure the lt-1/1/10.0 logical tunnel interfaceat the [edit interfaces

lt-1/1/10 unit 0] hierarchy level. Router PE3 is the router that is stitching the Layer 2

VPN to the Layer 3 VPN using the logical tunnel interface. The configuration of the

peer unit interfaces is what makes the interconnection.

To configure the interface, include the encapsulation statement and specify the

ethernet-cccoption. Include thepeer-unit statementandspecify the logical interface

unit 1 as the peer tunnel interface. Include the family statement and specify the ccc

option.

[edit]
interfaces {
lt-1/1/10 {
unit 0 {
encapsulation ethernet-ccc;
peer-unit 1;
family ccc;

}
}

}

8. OnRouterPE3, configure the lt-1/1/10.1 logical tunnel interfaceat the [edit interfaces

lt-1/1/10 unit 1] hierarchy level.

To configure the interface, include the encapsulation statement and specify the

ethernet option. Include the peer-unit statement and specify the logical interface

unit 0 as the peer tunnel interface. Include the family statement and specify the

inet option. Include the address statement at the [edit interfaces lt-1/1/10 unit 0]

hierarchy level and specify 198.51.100.7/24 as the IPv4 address.
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[edit]
interfaces {
lt-1/1/10 {
unit 1 {
encapsulation ethernet;
peer-unit 0;
family inet {
address 198.51.100.7/24;

}
}

}
}

9. On Router PE3, add the lt interface unit 1 to the routing instance at the [edit

routing-instances L3VPN] hierarchy level. Configure the instance type as vrfwith lt

peer-unit 1 as a PE-CE interface to terminate the Layer 2 VPN on Router PE2 into

the Layer 3 VPN on Router PE3.

[edit]
routing-instances {
L3VPN {
instance-type vrf;
interface ge-1/0/1.0;
interface lt-1/1/10.1;
route-distinguisher 65000:33;
vrf-target target:65000:2;
vrf-table-label;
protocols {
bgp {
export direct;
group ce3 {
neighbor 198.51.100.10 {
peer-as 100;

}
}

}
}

}
}

10. On Router PE3, add the lt interface unit 0 to the routing instance at the [edit

routing-instancesprotocols l2vpn]hierarchy level. Also configure the samevrf target

for the Layer 2 VPN and Layer 3 VPN routing instances, so that the routes can be

leaked between the instances. The example configuration in the previous step

shows the vrf target for the L3VPN routing instance. The following example shows

the vrf target for the l2vpn routing instance.

[edit]
routing-instances {
l2vpn {
instance-type l2vpn;
interface lt-1/1/10.0;
route-distinguisher 65000:3;
vrf-target target:65000:2;
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protocols {
l2vpn {
encapsulation-type ethernet;
site CE3 {
site-identifier 3;
interface lt-1/1/10.0 {
remote-site-id 2;

}
}

}
}

}
}

11. On Router PE3, configure the policy-statement statement to export the routes

learned from the directly connected lt interface unit 1 to all the CE routers for

connectivity, if needed.

[edit]
policy-options {
policy-statement direct {
term 1 {
from protocol direct;
then accept;

}
}

}

Results The following output shows the full configuration of Router PE2:

Router PE2 interfaces {
xe-0/1/0 {
unit 0 {
family inet {
address 10.10.2.2/30;

}
family mpls;

}
}
xe-0/2/0 {
unit 0 {
family inet {
address 10.10.5.1/30;

}
family mpls;

}
}
xe-0/3/0 {
unit 0 {
family inet {
address 10.10.4.1/30;

}
family mpls;
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}
}
ge-1/0/2 {
encapsulation ethernet-ccc;
unit 0;

}
fxp0 {
apply-groups [ re0 re1 ];

}
lo0 {
unit 0 {
family inet {
address 192.0.2.2/24;

}
}

}
}
routing-options {
static {
route 172.0.0.0/8 next-hop 172.19.59.1;

}
autonomous-system 65000;

}
protocols {
mpls {
interface all;
interface fxp0.0 {
disable;

}
}
bgp {
group RR {
type internal;
local-address 192.0.2.2;
family l2vpn {
signaling;

}
neighbor 192.0.2.7;

}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface all;
interface fxp0.0 {
disable;

}
}

}
ldp {
interface all;
interface fxp0.0 {
disable;

}
}

}
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routing-instances {
l2vpn {
instance-type l2vpn;
interface ge-1/0/2.0;
route-distinguisher 65000:2;
vrf-target target:65000:2;
protocols {
l2vpn {
encapsulation-type ethernet;
site CE2 {
site-identifier 2;
interface ge-1/0/2.0 {
remote-site-id 3;

}
}

}
}

}
}

The following output shows the final configuration of Router PE5:

Router PE5 interfaces {
ge-0/0/0 {
unit 0 {
family inet {
address 10.10.4.2/30;

}
family mpls;

}
}
xe-0/1/0 {
unit 0 {
family inet {
address 10.10.6.2/30;

}
family mpls;

}
}
ge-1/0/0 {
unit 0 {
family inet {
address 10.10.9.1/30;

}
family mpls;

}
}
xe-1/1/0 {
unit 0 {
family inet {
address 10.10.3.2/30;

}
family mpls;

}
}
ge-2/0/0 {
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unit 0 {
family inet {
address 198.51.100.8/24;

}
}

}
lo0 {
unit 0 {
family inet {
address 192.0.2.5/24;

}
}

}
}
routing-options {
static {
route 172.0.0.0/8 next-hop 172.19.59.1;

}
autonomous-system 65000;

}
protocols {
rsvp {
interface all {
link-protection;

}
interface fxp0.0 {
disable;

}
}
mpls {
label-switched-path to-RR {
to 192.0.2.7;

}
label-switched-path to-PE2 {
to 192.0.2.2;

}
label-switched-path to-PE3 {
to 192.0.2.3;

}
label-switched-path to-PE4 {
to 192.0.2.4;

}
label-switched-path to-PE1 {
to 192.0.2.1;

}
interface all;
interface fxp0.0 {
disable;

}
}
bgp {
group to-rr {
type internal;
local-address 192.0.2.5;
family inet-vpn {
unicast;
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}
family l2vpn {
signaling;

}
neighbor 192.0.2.7;

}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface all;
interface fxp0.0 {
disable;

}
}

}
ldp {
interface all;
interface fxp0.0 {
disable;

}
}

}
routing-instances {
L3VPN {
instance-type vrf;
interface ge-2/0/0.0;
route-distinguisher 65000:5;
vrf-target target:65000:2;
vrf-table-label;
protocols {
bgp {
group ce5 {
neighbor 198.51.100.2 {
peer-as 200;

}
}

}
}

}
}

The following output shows the final configuration of Router PE3:

Router PE3 chassis {
dump-on-panic;
fpc 1 {
pic 1 {
tunnel-services {
bandwidth 1g;

}
}

}
network-services ip;

}
interfaces {
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ge-1/0/1 {
unit 0 {
family inet {
address 198.51.100.9/24;

}
}

}
lt-1/1/10 {
unit 0 {
encapsulation ethernet-ccc;
peer-unit 1;
family ccc;

}
unit 1 {
encapsulation ethernet;
peer-unit 0;
family inet {
address 198.51.100.7/24;

}
}

}
xe-2/0/0 {
unit 0 {
family inet {
address 10.10.20.2/30;

}
family mpls;

}
}
xe-2/1/0 {
unit 0 {
family inet {
address 10.10.6.1/30;

}
family mpls;

}
}
xe-2/2/0 {
unit 0 {
family inet {
address 10.10.5.2/30;

}
family mpls;

}
}
xe-2/3/0 {
unit 0 {
family inet {
address 10.10.1.2/30;

}
family mpls;

}
}
lo0 {
unit 0 {
family inet {
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address 192.0.2.3/24;
}

}
}

}
routing-options {
static {
route 172.0.0.0/8 next-hop 172.19.59.1;

}
autonomous-system 65000;

}
protocols {
rsvp {
interface all;
interface fxp0.0 {
disable;

}
}
mpls {
label-switched-path to-RR {
to 192.0.2.7;

}
label-switched-path to-PE2 {
to 192.0.2.2;

}
label-switched-path to-PE5 {
to 192.0.2.5;

}
label-switched-path to-PE4 {
to 192.0.2.4;

}
label-switched-path to-PE1 {
to 192.0.2.1;

}
interface all;
interface fxp0.0 {
disable;

}
}
bgp {
group RR {
type internal;
local-address 192.0.2.3;
family inet-vpn {
unicast;

}
family l2vpn {
signaling;

}
neighbor 192.0.2.7;

}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface all;
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interface fxp0.0 {
disable;

}
}

}
ldp {
interface all;
interface fxp0.0 {
disable;

}
}

}
policy-options {
policy-statement direct {
term 1 {
from protocol direct;
then accept;

}
}

}
routing-instances {
L3VPN {
instance-type vrf;
interface ge-1/0/1.0;
interface lt-1/1/10.1;
route-distinguisher 65000:33;
vrf-target target:65000:2;
vrf-table-label;
protocols {
bgp {
export direct;
group ce3 {
neighbor 198.51.100.10 {
peer-as 100;

}
}

}
}

}
l2vpn {
instance-type l2vpn;
interface lt-1/1/10.0;
route-distinguisher 65000:3;
vrf-target target:65000:2;
protocols {
l2vpn {
encapsulation-type ethernet;
site CE3 {
site-identifier 3;
interface lt-1/1/10.0 {
remote-site-id 2;

}
}

}
}

}
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}

Verification

Verify the Layer 2 VPN-to-Layer 3 VPN interconnection:

• Verifying Router PE2 VPN Interface on page 1034

• Verifying Router PE3 VPN Interface on page 1035

• Verifying End-to-End connectivity from Router CE2 to Router CE5 and Router

CE3 on page 1037

Verifying Router PE2 VPN Interface

Purpose Check that the Layer 2 VPN is up and working at the Router PE2 interface and that all

the routes are there.

Action Use the show l2vpn connections command to verify that the connection site ID is 3 for

Router PE3 and that the status is Up.

1.

user@PE2> show l2vpn connections
Layer-2 VPN connections:
Legend for connection status (St)   
EI -- encapsulation invalid      NC -- interface encapsulation not CCC/TCC/VPLS
EM -- encapsulation mismatch     WE -- interface and instance encaps not same
VC-Dn -- Virtual circuit down    NP -- interface hardware not present 
CM -- control-word mismatch      -> -- only outbound connection is up
CN -- circuit not provisioned    <- -- only inbound connection is up
OR -- out of range               Up -- operational
OL -- no outgoing label          Dn -- down                      
LD -- local site signaled down   CF -- call admission control failure
RD -- remote site signaled down  SC -- local and remote site ID collision
LN -- local site not designated  LM -- local site ID not minimum designated
RN -- remote site not designated RM -- remote site ID not minimum designated
XX -- unknown connection status  IL -- no incoming label
MM -- MTU mismatch               MI -- Mesh-Group ID not available
BK -- Backup connection          ST -- Standby connection
PF -- Profile parse failure      PB -- Profile busy
RS -- remote site standby

Legend for interface status 
Up -- operational           
Dn -- down

Instance: l2vpn
  Local site: CE2 (2)
    connection-site     Type  St     Time last up        # Up trans

3                   rmt   Up     Jan  7 14:14:37 2010         1
      Remote PE: 192.0.2.3, Negotiated control-word: Yes (Null)
      Incoming label: 800000, Outgoing label: 800001
      Local interface: ge-1/0/2.0, Status: Up, Encapsulation: ETHERNET

2. Use the show route table command to verify that the Layer 2 VPN route is present and

that there is a next hop of 10.10.5.2 through the xe-0/2/0.0 interface. The following

output verifies that the Layer 2 VPN routes are present in the l2vpn.l2vpn.0 table.

Similar output should be displayed for Router PE3.
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user@PE2> show route table l2vpn.l2vpn.0
l2vpn.l2vpn.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

65000:2:2:3/96                
                   *[L2VPN/170/-101] 02:40:35, metric2 1
                      Indirect
65000:3:3:1/96                
                   *[BGP/170] 02:40:35, localpref 100, from 192.0.2.7
                      AS path: I
                    > to 10.10.5.2 via xe-0/2/0.0

3. Verify that Router PE2 has a Layer 2 VPNMPLS label pointing to the LDP label to

Router PE3 in both directions (PUSH and POP).

user@PE2> show route tablempls.0
 mpls.0: 13 destinations, 13 routes (13 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

0                  *[MPLS/0] 1w3d 08:57:41, metric 1
                      Receive
1                  *[MPLS/0] 1w3d 08:57:41, metric 1
                      Receive
2                  *[MPLS/0] 1w3d 08:57:41, metric 1
                      Receive
300560             *[LDP/9] 19:45:53, metric 1
                    > to 10.10.2.1 via xe-0/1/0.0, Pop      
300560(S=0)        *[LDP/9] 19:45:53, metric 1
                    > to 10.10.2.1 via xe-0/1/0.0, Pop      
301008             *[LDP/9] 19:45:53, metric 1
                    > to 10.10.4.2 via xe-0/3/0.0, Swap 299856
301536             *[LDP/9] 19:45:53, metric 1
                    > to 10.10.4.2 via xe-0/3/0.0, Pop      
301536(S=0)        *[LDP/9] 19:45:53, metric 1
                    > to 10.10.4.2 via xe-0/3/0.0, Pop      
301712             *[LDP/9] 16:14:52, metric 1
                    > to 10.10.5.2 via xe-0/2/0.0, Swap 315184
301728             *[LDP/9] 16:14:52, metric 1
                    > to 10.10.5.2 via xe-0/2/0.0, Pop      
301728(S=0)        *[LDP/9] 16:14:52, metric 1
                    > to 10.10.5.2 via xe-0/2/0.0, Pop      
800000 *[L2VPN/7] 02:40:35

> via ge-1/0/2.0, Pop Offset: 4
ge-1/0/2.0 *[L2VPN/7] 02:40:35, metric2 1

> to 10.10.5.2 via xe-0/2/0.0, Push 800001 Offset: -4

Meaning The l2vpn routing instance is up at interface ge-1/0/2 and the Layer 2 VPN route is shown

in table l2vpn.l2vpn.0. Tablempls.0 shows the Layer 2 VPN routes used to forward the

traffic using an LDP label.

Verifying Router PE3 VPN Interface

Purpose Check that theLayer2VPNconnection fromRouterPE2andRouterPE3 isUpandworking.
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Action Verify that the BGP session with the route reflector for the family l2vpn-signaling and

the family inet-vpn is established.

1.

user@PE3> show bgp summary
Groups: 2 Peers: 2 Down peers: 0
Table        Tot Paths  Act Paths Suppressed    History Damp State    Pending
bgp.l2vpn.0          1          1          0          0          0          0
bgp.L3VPN.0          1          1          0          0          0          0
Peer        AS   InPkt    OutPkt   OutQ   Flaps Last Up/Dwn   State|#Active /Received/Accepted/Damped...
192.0.2.7  65000    2063      2084      0       1    15:35:16   Establ
  bgp.l2vpn.0: 1/1/1/0
  bgp.L3VPN.0: 1/1/1/0
  L3VPN.inet.0: 1/1/1/0
  l2vpn.l2vpn.0: 1/1/1/0

2. The following output verifies the Layer 2 VPN route and the label associated with it.

user@PE3> show route table l2vpn.l2vpn.0 detail
l2vpn.l2vpn.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
65000:2:2:3/96 (1 entry, 1 announced)
        *BGP    Preference: 170/-101
                Route Distinguisher: 65000:2
                Next hop type: Indirect
                Next-hop reference count: 4
                Source: 192.0.2.7
                Protocol next hop: 192.0.2.2
                Indirect next hop: 2 no-forward
                State: <Secondary Active Int Ext>
                Local AS: 65000 Peer AS: 65000
                Age: 2:45:52    Metric2: 1
                Task: BGP_65000.192.0.2.7+60585
                Announcement bits (1): 0-l2vpn-l2vpn
                AS path: I (Originator) Cluster list:  192.0.2.7
                AS path:  Originator ID: 192.0.2.2
                Communities: target:65000:2 Layer2-info: encaps:ETHERNET, 
control flags:Control-Word, mtu: 0, site preference: 100  Accepted
                Label-base: 800000, range: 2, status-vector: 0x0
                Localpref: 100
                Router ID: 192.0.2.7
                Primary Routing Table bgp.l2vpn.0 

3. The following output show the L2VPNMPLS.0 route in the mpls.0 route table.

user@PE3> show route tablempls.0
mpls.0: 21 destinations, 21 routes (21 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

0                  *[MPLS/0] 1w3d 09:05:41, metric 1
                      Receive
1                  *[MPLS/0] 1w3d 09:05:41, metric 1
                      Receive
2                  *[MPLS/0] 1w3d 09:05:41, metric 1
                      Receive
16                 *[VPN/0] 15:59:24
                      to table L3VPN.inet.0, Pop      
315184             *[LDP/9] 16:21:53, metric 1
                    > to 10.10.20.1 via xe-2/0/0.0, Pop      
315184(S=0)        *[LDP/9] 16:21:53, metric 1
                    > to 10.10.20.1 via xe-2/0/0.0, Pop      
315200             *[LDP/9] 01:13:44, metric 1
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                      to 10.10.20.1 via xe-2/0/0.0, Swap 625297
                    > to 10.10.6.2 via xe-2/1/0.0, Swap 299856
315216             *[LDP/9] 16:21:53, metric 1
                    > to 10.10.6.2 via xe-2/1/0.0, Pop      
315216(S=0)        *[LDP/9] 16:21:53, metric 1
                    > to 10.10.6.2 via xe-2/1/0.0, Pop      
315232             *[LDP/9] 16:21:45, metric 1
                    > to 10.10.1.1 via xe-2/3/0.0, Pop      
315232(S=0)        *[LDP/9] 16:21:45, metric 1
                    > to 10.10.1.1 via xe-2/3/0.0, Pop      
315248             *[LDP/9] 16:21:53, metric 1
                    > to 10.10.5.1 via xe-2/2/0.0, Pop      
315248(S=0)        *[LDP/9] 16:21:53, metric 1
                    > to 10.10.5.1 via xe-2/2/0.0, Pop      
315312             *[RSVP/7] 15:02:40, metric 1
                    > to 10.10.6.2 via xe-2/1/0.0, label-switched-path to-pe5
315312(S=0)        *[RSVP/7] 15:02:40, metric 1
                    > to 10.10.6.2 via xe-2/1/0.0, label-switched-path to-pe5
315328             *[RSVP/7] 15:02:40, metric 1
                    > to 10.10.20.1 via xe-2/0/0.0, label-switched-path to-RR
315360             *[RSVP/7] 15:02:40, metric 1
                    > to 10.10.20.1 via xe-2/0/0.0, label-switched-path to-RR
316272             *[RSVP/7] 01:13:27, metric 1
                    > to 10.10.6.2 via xe-2/1/0.0, label-switched-path 
Bypass->10.10.9.1
316272(S=0)        *[RSVP/7] 01:13:27, metric 1
                    > to 10.10.6.2 via xe-2/1/0.0, label-switched-path 
Bypass->10.10.9.1
800001             *[L2VPN/7] 02:47:33
                    > via lt-1/1/10.0, Pop       Offset: 4
lt-1/1/10.0        *[L2VPN/7] 02:47:33, metric2 1
                    > to 10.10.5.1 via xe-2/2/0.0, Push 800000 Offset: -4

4. Use the show route tablempls.0 command with the detail option to see the BGP

attributes of the route such as next-hop type and label operations.

user@PE5> show route tablempls.0 detail
lt-1/1/10.0 (1 entry, 1 announced)
        *L2VPN  Preference: 7
                Next hop type: Indirect
                Next-hop reference count: 2
                Next hop type: Router, Next hop index: 607
                Next hop: 10.10.5.1 via xe-2/2/0.0, selected
                Label operation: Push 800000 Offset: -4
                Protocol next hop: 192.0.2.2

Push 800000 Offset: -4
                Indirect next hop: 8cae0a0 1048574
                State:  <Active Int>
                Age: 2:46:34    Metric2: 1
                Task: Common L2 VC
                Announcement bits (2): 0-KRT 2-Common L2 VC
                AS path: I
                Communities: target:65000:2 Layer2-info: encaps:ETHERNET, 
control flags:Control-Word, mtu: 0, site preference: 100

VerifyingEnd-to-Endconnectivity fromRouterCE2 toRouterCE5andRouterCE3

Purpose Check the connectivity between Routers CE2, CE3, and CE5.
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Action Ping the Router CE3 IP address from Router CE2.1.

user@CE2> ping 198.51.100.10 # CE3 IP address
PING 198.51.100.10 (198.51.100.10): 56 data bytes
64 bytes from 198.51.100.10: icmp_seq=0 ttl=63 time=0.708 ms
64 bytes from 198.51.100.10: icmp_seq=1 ttl=63 time=0.610 ms

2. Ping the Router CE5 IP address from Router CE2.

user@CE2> ping 198.51.100.2 # CE5 IP address
PING 198.51.100.2 (198.51.100.2): 56 data bytes
64 bytes from 198.51.100.2: icmp_seq=0 ttl=62 time=0.995 ms
64 bytes from 198.51.100.2: icmp_seq=1 ttl=62 time=1.005 ms

Related
Documentation

• Understanding Layer 2 VPNs on page 119

• Understanding Layer 3 VPNs

• Interconnecting Layer 2 VPNs with Layer 3 VPNs Overview on page 1014
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CHAPTER 43

ConnectingLayer 2Circuits toOtherVPNs

• Using the Layer 2 Interworking Interface to Interconnect a Layer 2 Circuit to a Layer 2

VPN on page 1039

• Applications for Interconnecting a Layer 2 Circuit with a Layer 2 Circuit on page 1040

• Example: Interconnecting a Layer 2 Circuit with a Layer 2 VPN on page 1041

• Example: Interconnecting a Layer 2 Circuit with a Layer 2 Circuit on page 1049

• Applications for Interconnecting a Layer 2 Circuit with a Layer 3 VPN on page 1065

• Example: Interconnecting a Layer 2 Circuit with a Layer 3 VPN on page 1066

Using the Layer 2 Interworking Interface to Interconnect a Layer 2 Circuit to a Layer 2
VPN

Instead of using a physical Tunnel PIC for looping the packet received from the Layer 2

circuit, the Layer 2 interworking interface uses Junos OS to stitch together both Layer 2

VPN routes.

To configure the interworking interface, include the iw0 statement. The iw0 statement
is configured at the [edit interfaces] hierarchy level. This specifies the peering between
two logical interfaces. This configuration is similar to the configuration for a logical tunnel
interface. The logical Interfacesmustbeassociatedwith theendpoints of aLayer 2 circuit
and Layer 2 VPN connections.

[edit interfaces]
iw0 {
unit 0 {
peer-unit 1;

}
unit 1 {
peer-unit 0;

}
}

Configure the Layer 2 circuit protocol by including the l2circuit statement at the [edit
protocols] hierarchy level and specifying the neighbor and iw0 interface.

[edit protocols]
l2circuit {
neighbor 192.0.2.0 {
interface iw0.0;

}

1039Copyright © 2018, Juniper Networks, Inc.



}

Configure the Layer 2 VPNconnection, by including the routing-instance-name statement
at the [edit routing-instances] hierarchy level and specifying the instance-type l2vpn
option.

[edit routing-instances]
routing-instance-name {
instance-type l2vpn;
interface iw0.1;
...
protocols {
l2vpn {
<l2vpn configuration>;

}
}

}

In addition to the iw0 interface configuration, Layer 2 interworking l2iw protocols must
be enabled.Without the l2iw configuration, the l2iw routeswill not be formed, regardless
of whether any iw interfaces are present. Within the l2iw protocols, only trace options
can be configured in the standard fashion. Theminimum configuration necessary for the
feature to work is shown below:

[edit]
protocols {
l2iw;

}

Related
Documentation

Layer 2 Circuit Overview on page 287•

• Example: Interconnecting a Layer 2 Circuit with a Layer 2 VPN on page 1041

Applications for Interconnecting a Layer 2 Circuit with a Layer 2 Circuit

MPLS-based Layer 2 services are growing in demand among enterprise and service

providers. This creates new challenges for service providers who want to provide

end-to-end value-added services. There are various reasons to stitch different Layer 2

services to one another and to Layer 3 services, for example, to expand the service

offerings and to expand geographically. Junos OS has various features to address the

needs of the service provider.

In Layer 2 circuits with structure-aware TDM Circuit Emulation Service over

Packet-Switched Network (CESoPSN) encapsulation, you can configure the payload

size for virtual circuits that terminate on Layer 2 interworking (iw) logical interfaces. The

payload size must be specified to enable stitching of LDP-signaled TDM pseudowires in

environments where an interconnection between two Layer 2 circuits is required. You

can include the payload-size bytes statement at the [edit interfaces interface-name

cesopsn-options]hierarchy level, to define the size in bytes (from32 through 1024bytes).

Interconnecting a Layer 2 circuit with a Layer 2 circuit includes the following benefits:

• Interconnecting a Layer 2 circuit with a Layer 2 circuit enables the sharing of a service

provider's core network infrastructure between Layer 2 circuit services, reducing the
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cost of providing those services. A Layer 2 MPLS circuit enables service providers to

create a Layer 2 circuit service over an existing IP and MPLS backbone.

• Serviceprovidersdonothave to invest in separateLayer 2equipment toprovideLayer 2

circuit service. A service provider can configure a provider edge router to run any Layer 2

protocol. Customers who prefer to maintain control over most of the administration

of their own networks want Layer 2 circuit connections with their service provider

instead of a Layer 3 VPN connection.

Related
Documentation

Example: Interconnecting a Layer 2 Circuit with a Layer 2 Circuit on page 1049•

Example: Interconnecting a Layer 2 Circuit with a Layer 2 VPN

This example provides a step-by-step procedure and commands for configuring and

verifying a Layer 2 circuit to a Layer 2 VPN. It contains the following sections:

• Requirements on page 1041

• Overview and Topology on page 1041

• Configuration on page 1042

Requirements

This example uses the following hardware and software components:

• Junos OS Release 9.3 or later

• 2 MX Series 3D Universal Edge Routers

• 2 M Series Multiservice Edge Router

• 1 T Series Core Router

• 1 EX Series Ethernet Switch

Overview and Topology

The physical topology of a Layer 2 circuit to a Layer 2 VPN connection is shown in

Figure 90 on page 1042.

1041Copyright © 2018, Juniper Networks, Inc.

Chapter 43: Connecting Layer 2 Circuits to Other VPNs



Figure 90: Physical Topology of a Layer 2 Circuit to a Layer 2 VPN
Connection

The logical topology of a Layer 2 circuit to a Layer 2 VPN connection is shown in

Figure 91 on page 1042.

Figure91: LogicalTopologyofaLayer2Circuit toaLayer2VPNConnection
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Layer 2 VPN connection between PE3 and PE5

Layer 2 Circuit terminating into the Layer 2 VPN on PE5

End-to-End Layer 2 interworking between CE1 and CE5

Configuration

NOTE: In any configuration session, it is good practice to verify periodically
that the configuration can be committed using the commit check command.
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In this example, the router being configured is identified using the following command

prompts:

• CE1 identifies the customer edge 1 (CE1) router

• PE1 identifies the provider edge 1 (PE1) router

• CE3 identifies the customer edge 3 (CE3) router

• PE3 identifies the provider edge 3 (PE3) router

• CE5 identifies the customer edge 5 (CE5) router

• PE5 identifies the provider edge 5 (PE5) router

This example is organized in the following sections:

• Configuring Protocols on the PE and P Routers on page 1043

• Verification on page 1047

Configuring Protocols on the PE and P Routers

Step-by-Step
Procedure

In this example, all of the PE routers and P routers are configured with OSPF as the IGP

protocol. The MPLS, LDP, and BGP protocols are enabled on all of the interfaces except

fxp.0. Core-facing interfaces are enabled with the MPLS address and inet address.

1. Configure all the PE and P routers with OSPF as the IGP. Enable the MPLS, LDP,

and BGP protocols on all interfaces except fxp.0. LDP is used as the signaling

protocol on Router PE1 for the Layer 2 circuit. The following configuration snippet

shows the protocol configuration for Router PE1:

[edit]
protocols {
mpls {
interface all;
interface fxp0.0 {
disable;

}
}
bgp {
group RR {
type internal;
local-address 192.0.2.1;
family l2vpn {
signaling;

}
neighbor 192.0.2.7;

}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface all;
interface fxp0.0 {
disable;

}
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}
}
ldp {
interface all;
interface fxp0.0 {
disable;

}
}

}

2. Configure the PE and P routers with OSPF as the IGP. Enable the MPLS, LDP, and

BGP protocols on all interfaces except fxp.0. BGP is used as the signaling protocol

on Router PE3 for the Layer 2 VPN. The following configuration snippet shows the

protocol configuration for Router PE3:

[edit]
protocols {
mpls {
interface all;
interface fxp0.0 {
disable;

}
}
bgp {
group RR {
type internal;
local-address 192.0.2.3;
family l2vpn {
signaling;

}
neighbor 192.0.2.7;

}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface all;
interface fxp0.0 {
disable;

}
}

}
ldp {
interface all;
interface fxp0.0 {
disable;

}
}

}
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Step-by-Step
Procedure

Configuring Interfaces

On Router PE1, configure the ge-1/0/0 interface encapsulation. To configure the

interface encapsulation, include the encapsulation statement and specify the

1.

ethernet-ccc option (vlan-ccc encapsulation is also supported). Configure the

ge-1/0/0.0 logical interface family for circuit cross-connect functionality. To

configure the logical interface family, include the family statement and specify the

ccc option. The encapsulation should be configured the same way for all routers in

the Layer 2 circuit domain.

[edit interfaces]
ge-1/0/0 {
encapsulation ethernet-ccc;
unit 0 {
family ccc;

}
}
lo0 {
unit 0 {
family inet {
address 192.0.2.1/24;

}
}

}

2. Router PE5 is the router that is stitching the Layer 2 circuit to the Layer 2 VPN using

the interworking interface. The configuration of the peer unit interfaces is what

makes the interconnection.

On Router PE5, configure the iw0 interfacewith two logical interfaces. To configure

the iw0 interface, include the interfaces statement and specify iw0 as the interface

name. For the unit 0 logical interface, include the peer-unit statement and specify

the logical interfaceunit 1as thepeer interface. For theunit 1 logical interface, include

thepeer-unit statement and specify the logical interfaceunit0as thepeer interface.

[edit interfaces]
iw0 {
unit 0 {
encapsulation ethernet-ccc;
peer-unit 1;

}
unit 1 {
encapsulation ethernet-ccc;
peer-unit 0;

}
}

3. On Router PE5, configure the logical loopback interface. The loopback interface is

used to establish the targeted LDP sessions to Routers PE1 and PE5.

[edit interfaces]
lo0 {
unit 0 {
family inet {
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address 192.0.2.5/24;
}

}
}

Step-by-Step
Procedure

Configuring the Layer 2 circuit protocol

On Router PE1, configure the IP address of the remote PE router with the neighbor

statement. The loopback address and router ID of the PE neighbor is commonly

1.

the neighbor’s IP address. To allow a Layer 2 circuit to be established even though

themaximumtransmission unit (MTU) configured on thePE router does notmatch

the MTU configured on the remote PE router, include the ignore-mtu-mismatch

statement.

[edit]
protocols {
l2circuit {
neighbor 192.0.2.5 {
interface ge-1/0/0.0 {
virtual-circuit-id 100;
no-control-word;
ignore-mtu-mismatch;

}
}

}
}

2. On Router PE5, configure the IP address of the remote PE router. To configure the

IP address of the remote PE router, include the neighbor statement and specify the

IP address of the loopback interface on Router PE1. Configure the virtual circuit ID

to be the same as the virtual circuit ID on the neighbor router. To allow a Layer 2

circuit to be established even though the MTU configured on the local PE router

does not match the MTU configured on the remote PE router, include the

ignore-mtu-mismatch statement. Also disable the use of the control word for

demultiplexing by including the no-control-word statement.

[edit protocols]
l2circuit {
neighbor 192.0.2.1 {
interface iw0.0 {
virtual-circuit-id 100;
no-control-word;
ignore-mtu-mismatch;

}
}

}

3. OnRouterPE5, configure theLayer 2VPNprotocolsby including the l2vpn statement

at the [edit routing-instances routing-instances-name protocols] hierarchy level. To

configure the iw0 interface, include the interfaces statement and specify iw0 as the

interface name. The iw0 interface is configured under the Layer 2 VPN protocols to
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receive the looped packet from the iw0.1 logical interface. The l2vpn protocol is

configured on Router PE5 with site CE5, which is configured in the BGP L2VPN

routing instance. Router CE1 has communication to Router CE5, through the Layer

2 interworking configuration on Router PE5.

[edit]
routing-instances {
L2VPN {
instance-type l2vpn;
interface ge-2/0/0.0;
interface iw0.1;
route-distinguisher 65000:5;
vrf-target target:65000:2;
protocols {
l2vpn {
no-control-word;
encapsulation-type ethernet;
site CE5 {
site-identifier 5;
interface ge-2/0/0.0 {
remote-site-id 3;

}
}
site l2-circuit {
site-identifier 6;
interface iw0.1 {
remote-site-id 3;

}
}

}
}

}
}

4. In addition to the iw0 interface configuration, the Layer 2 interworking l2iw protocol

mustbeconfigured.Without the l2iwprotocol configuration, theLayer 2 interworking

routes are not formed, regardless of whether any iw interfaces are present.

On Router PE5, configure the l2iw protocol. To configure the protocol, include the

l2iw statement at the [edit protocols] hierarchy level.

[edit]
protocols {
l2iw;

}

Verification

Step-by-Step
Procedure

Verifying the Layer 2 Circuit Connection on Router PE1.

On Router PE1, use the show l2circuit connections command to verify that the Layer

2 Circuit from Router PE1 to Router PE5 isUp.

1.
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user@PE1> show l2circuit connections
Layer-2 Circuit Connections:
Legend for connection status (St)   
EI -- encapsulation invalid      NP -- interface h/w not present   
MM -- mtu mismatch               Dn -- down                       
EM -- encapsulation mismatch     VC-Dn -- Virtual circuit Down    
CM -- control-word mismatch      Up -- operational                
VM -- vlan id mismatch           CF -- Call admission control failure
OL -- no outgoing label          IB -- TDM incompatible bitrate 
NC -- intf encaps not CCC/TCC    TM -- TDM misconfiguration 
BK -- Backup Connection          ST -- Standby Connection
CB -- rcvd cell-bundle size bad  XX -- unknown
SP -- Static Pseudowire

Legend for interface status  
Up -- operational            
Dn -- down                   
Neighbor: 192.0.2.5 
    Interface                 Type  St     Time last up   # Up trans
    ge-1/0/0.0(vc 100)        rmt  Up     Jan  3 22:00:49 2010    1
      Remote PE: 192.0.2.5, Negotiated control-word: No
      Incoming label: 301328, Outgoing label: 300192
      Local interface: ge-1/0/0.0, Status: Up, Encapsulation: ETHERNET

2. On Router PE5, use the show l2vpn connections command to verify that the Layer

2 VPN connection is Up using the iw0 peer interface of the Layer 2 circuit.

user@PE5> show l2vpn connections
Instance: L2VPN
  Local site: CE5 (5)
    connection-site           Type  St     Time last up     # Up trans
    l2-circuit (6)            loc   OR   
    3                         rmt   Up
     Jan  3 22:51:12 2010           1
      Remote PE: 192.0.2.3, Negotiated control-word: No
      Incoming label: 800258, Outgoing label: 800000
      Local interface: ge-2/0/0.0, Status: Up, Encapsulation: ETHERNET
  Local site: l2-circuit (6)
    connection-site           Type  St     Time last up    # Up trans
    CE5 (5)                   loc   OR   
    3                         rmt   Up     Jan  3 22:56:38 2010    1
      Remote PE: 192.0.2.3, Negotiated control-word: No
      Incoming label: 800262, Outgoing label: 800001
      Local interface: iw0.1, Status: Up, Encapsulation: ETHERNET

Step-by-Step
Procedure

Verifying that the Layer 2 Circuit is terminating into the Layer 2 VPN connection.

OnRouter PE5, use the show l2circuit connections command to verify that the Layer

2 circuit isUp using the iw0 interface. This will be looped through the iwo.1 interface

to the Layer 2 VPN.

1.

user@PE5> show l2circuit connections

Layer-2 Circuit Connections:
Neighbor: 192.0.2.1 
    Interface            Type  St     Time last up  # Up trans
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iw0.0(vc 100)  rmt   Up Jan  3 21:59:07 2010   1
      Remote PE: 192.0.2.1, Negotiated control-word: No
      Incoming label: 300192, Outgoing label: 301328

2. On Router PE 5, use the show route tablempls.0 command to verify the Layer 2

circuit andLayer 2VPN routes. In theexamplebelow, theLayer 2 circuit is associated

with LDP label 301328 and the Layer 2 VPN is associated with LDP label 800001.

Notice the two iw0 interfaces that are used for the Layer 2 interworking route.

user@PE5>show route tablempls.0

mpls.0: 18 destinations, 20 routes (18 active, 2 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

0                  *[MPLS/0] 5d 20:07:31, metric 1
                      Receive
1                  *[MPLS/0] 5d 20:07:31, metric 1
                      Receive
2                  *[MPLS/0] 5d 20:07:31, metric 1
                      Receive
299776             *[LDP/9] 2d 03:00:51, metric 1
300048             *[LDP/9] 2d 03:00:49, metric 1
                    > to 10.10.6.1 via xe-0/1/0.0, Pop      
300048(S=0)        *[LDP/9] 2d 03:00:49, metric 1
                    > to 10.10.6.1 via xe-0/1/0.0, Pop      
300192             *[L2IW/6] 19:11:05, metric2 1
                    > to 10.10.6.1 via xe-0/1/0.0, Swap 800001
                    [L2CKT/7] 20:08:36
                    > via iw0.0, Pop      
800258             *[L2VPN/7] 19:16:31
                    > via ge-2/0/0.0, Pop       Offset: 4
800262 *[L2IW/6] 19:11:05, metric2 1 > to 10.10.3.1 via xe-1/1/0.0, Swap 301328 [L2VPN/7]
19:11:05 > via iw0.1, Pop Offset: 4ge-2/0/0.0         *[L2VPN/7] 19:16:31, metric2 1
                    > to 10.10.6.1 via xe-0/1/0.0, Push 800000 Offset: -4
iw0.0              *[L2CKT/7] 20:08:36, metric2 1
                    > to 10.10.3.1 via xe-1/1/0.0, Push 301328
iw0.1              *[L2VPN/7] 19:11:05, metric2 1
                    > to 10.10.6.1 via xe-0/1/0.0, Push 800001 Offset: -4

Related
Documentation

Applications for Interconnecting a Layer 2 Circuit with a Layer 2 Circuit on page 1040•

Example: Interconnecting a Layer 2 Circuit with a Layer 2 Circuit

This example provides a step-by-step procedure and commands for configuring and

verifying a Layer 2 circuit to a Layer 2 circuit interconnection. It contains the following

sections:

• Requirements on page 1050

• Overview and Topology on page 1050

• Configuration on page 1051
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Requirements

This example uses the following hardware and software components:

• Junos OS Release 9.3 or later

• 2 MX Series routers

• 2 M Series routers

• 1 T Series router

• 1 EX Series router

Overview and Topology

The physical topology of a Layer 2 circuit to Layer 2 circuit interconnection is shown in

Figure 92 on page 1050

Figure 92: Physical Topology of a Layer 2 Circuit Terminating into a Layer
2 Circuit

The logical topology of a Layer 2 circuit to Layer 2 circuit interconnection is shown in

Figure 93 on page 1051
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Figure 93: Logical Topology of a Layer 2 Circuit Terminating into a Layer
2 Circuit

Configuration

NOTE: In any configuration session, it is good practice to verify periodically
that the configuration can be committed using the commit check command.

In this example, the router being configured is identified using the following command

prompts:

• CE2 identifies the customer edge 2 (CE2) router

• PE1 identifies the provider edge 1 (PE1) router

• CE3 identifies the customer edge 3 (CE3) router

• PE3 identifies the provider edge 3 (PE3) router

• CE5 identifies the customer edge 5 (CE5) router

• PE5 identifies the provider edge 5 (PE5) router

This example contains the following procedures:

• Configuring PE Router Customer-facing and Loopback Interfaces on page 1052

• Configuring Core-facing Interfaces on page 1053

• Configuring Protocols on page 1054

• Configuring the Layer 2 Circuits on page 1056

• Interconnecting the Layer 2 Circuits on page 1057
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• Verifying the Layer 2 Circuit to Layer 2 Circuit Interconnection on page 1058

• Results on page 1061

Configuring PE Router Customer-facing and Loopback Interfaces

Step-by-Step
Procedure

To begin building the interconnection, configure the interfaces on the PE routers. If your

network contains provider (P) routers, configure the interfaces on the P routers also. This

example shows the configuration for Router PE1 and Router PE5.

1. On Router PE1, configure the ge-1/0/0 interface encapsulation. To configure the

interface encapsulation, include the encapsulation statement and specify the

ethernet-ccc option (vlan-ccc encapsulation is also supported). Configure the

ge-1/0/0.0 logical interface family for circuit cross-connect functionality. To

configure the logical interface family, include the family statement and specify the

ccc option.

[edit interfaces]
ge-1/0/0 {
encapsulation ethernet-ccc;
unit 0 {
family ccc;

}
}
lo0 {
unit 0 {
family inet {
address 192.0.2.1/24;

}
}

}

2. On Router PE5, configure the ge-2/0/0 interface encapsulation. To configure the

interface encapsulation, include the encapsulation statement and specify the

ethernet-ccc option. Configure the ge-2/0/0.0 logical interface family for circuit

cross-connect functionality. To configure the logical interface family, include the

family statement and specify the ccc option

[edit interfaces]
ge-2/0/0 {
encapsulation ethernet-ccc;
unit 0 {
family ccc;

}
}
lo0 {
unit 0 {
family inet {
address 192.0.2.5/24;

}
}

}
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3. On Router PE3, configure the logical loopback interface. The loopback interface is

used to establish the targeted LDP sessions to Routers PE1 and PE5.

[edit interfaces]
lo0 {
unit 0 {
family inet {
address 192.0.2.3/24;

}
}

}

Configuring Core-facing Interfaces

Step-by-Step
Procedure

This procedure describes how to configure the core-facing interfaces on the PE routers.

This example does not include all the core-facing interfaces shown in the physical

topology illustration. Enable thempls and inet address families on the core-facing

interfaces.

1. On Router PE1, configure the xe-0/3/0 interface. Include the family statement and

specify the inetaddress family. Include theaddress statementandspecify 10.10.1.1/30

as the interface address. Include the family statement and specify themplsaddress

family.

[edit interfaces]
xe-0/3/0 {
unit 0 {
family inet {
address 10.10.1.1/30;

}
family mpls;

}
}

2. On Router PE3, configure the core-facing interfaces. Include the family statement

and specify the inet address family. Include the address statement and specify the

IPv4 addresses shown in the example as the interface addresses. Include the family

statement and specify thempls address family. In the example, the xe-0/0/0

interface is connected to the route reflector, the xe-0/1/0 interface is connected to

Router PE5, the xe-0/2/0 interface is connected to Router PE2, and the xe-0/3/0

interface is connected to Router PE1.

[edit interfaces]
xe-0/0/0 {
unit 0 {
family inet {
address 10.10.20.2/30;

}
family mpls;

}
}
xe-0/1/0 {
unit 0 {
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family inet {
address 10.10.6.1/30;

}
family mpls;

}
}
xe-0/2/0 {
unit 0 {
family inet {
address 10.10.5.2/30;

}
family mpls;

}
}
xe-0/3/0 {
unit 0 {
family inet {
address 10.10.1.2/30;

}
family mpls;

}
}

3. On Router PE5, configure the xe-0/1/0 interface. Include the family statement and

specify the inet address family. Include the address statement and specify

10.10.6.2/30 as the interface address. Include the family statement and specify the

mpls address family.

[edit interfaces]
xe-0/1/0 {
unit 0 {
family inet {
address 10.10.6.2/30;

}
family mpls;

}
}

Configuring Protocols

Step-by-Step
Procedure

This procedure describes how to configure the protocols used in this example. If your
network contains P routers, configure the protocols on the P routers also.

Configure all of thePE routers andP routerswithOSPFas the IGPprotocol. EnableMPLS
and LDP protocols on all of the interfaces except fxp.0.

1. On Router PE1, enable OSPF as the IGP. Enable the MPLS and LDP protocols on all

interfaces except fxp.0. LDP is used as the signaling protocol on Router PE1 for the

Layer 2circuit. The followingconfigurationsnippet shows theprotocol configuration

for Router PE1:

[edit]
protocols {
mpls {
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interface all;
interface fxp0.0 {
disable;

}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface all;
interface fxp0.0 {
disable;

}
}

}
ldp {
interface all;
interface fxp0.0 {
disable;

}
}

}

2. Configure the PE and P routers with OSPF as the IGP. Enable the MPLS and LDP

protocols on all interfaces except fxp.0. The following configuration snippet shows

the protocol configuration for Router PE3:

[edit]
protocols {
mpls {
interface all;
interface fxp0.0 {
disable;

}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface all;
interface fxp0.0 {
disable;

}
}

}
ldp {
interface all;
interface fxp0.0 {
disable;

}
}

}
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Configuring the Layer 2 Circuits

Step-by-Step
Procedure

This procedure describes how to configure the Layer 2 circuits.

NOTE: In this example the ignore-mtu-mismatch statement is required for
the circuit to come up.

1. On Router PE1, configure the Layer 2 circuit. Include the l2circuit statement. Include

the neighbor statement and specify the loopback IPv4 address of Router PE3 as

the neighbor. Include the interface statement and specify ge-1/0/0.0 as the logical

interface that is participating in the Layer 2 circuit. Include the virtual-circuit-id

statement and specify 100 as the identifier. Include the ignore-mtu-mismatch

statement to allow a Layer 2 circuit to be established even though themaximum

transmission unit (MTU) configured on the local PE router does notmatch theMTU

configured on the remote PE router.

[edit]
protocols {
l2circuit {
neighbor 192.0.2.3 {
interface ge-1/0/0.0 {
virtual-circuit-id 100;
ignore-mtu-mismatch;

}
}

}
}

2. OnRouter PE5, configure the Layer 2 circuit. Include the l2circuit statement. Include

the neighbor statement and specify the loopback IPv4 address of Router PE3 as

the neighbor. Include the interface statement and specify ge-2/0/0.0 as the logical

interface that is participating in the Layer 2 circuit. Include the virtual-circuit-id

statement and specify 200 as the identifier. Include the ignore-mtu-mismatch

statement to allow a Layer 2 circuit to be established even though the MTU

configuredon the localPE router doesnotmatch theMTUconfiguredon the remote

PE router.

[edit]
protocols {
l2circuit {
neighbor 192.0.2.3 {
interface ge-2/0/0.0 {
virtual-circuit-id 200;
ignore-mtu-mismatch;

}
}

}
}
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3. On Router PE3, configure the Layer 2 circuit to Router PE1. Include the l2circuit

statement. Include the neighbor statement and specify the loopback IPv4 address

of Router PE1 as the neighbor. Include the interface statement and specify iw0.0

as the logical interworking interface that isparticipating in theLayer 2circuit. Include

the virtual-circuit-id statement and specify 100 as the identifier. Include the

ignore-mtu-mismatch statement to allow a Layer 2 circuit to be established even

though the MTU configured on the local PE router does not match the MTU

configured on the remote PE router.

On Router PE3, configure the Layer 2 circuit to Router PE5. Include the l2circuit

statement. Include the neighbor statement and specify the loopback IPv4 address

of Router PE5 as the neighbor. Include the interface statement and specify iw0.1 as

the logical interworking interface that is participating in the Layer 2 circuit. Include

the virtual-circuit-id statement and specify 200 as the identifier. Include the

ignore-mtu-mismatch statement.

[edit protocols]
l2circuit {
neighbor 192.0.2.1 {
interface iw0.0 {
virtual-circuit-id 100;
ignore-mtu-mismatch;

}
}
neighbor 192.0.2.5 {
interface iw0.1 {
virtual-circuit-id 200;
ignore-mtu-mismatch;

}
}

}

Interconnecting the Layer 2 Circuits

Step-by-Step
Procedure

RouterPE3 is the router that is stitching theLayer 2 circuits together using the interworking

interface. Theconfigurationof thepeer unit interfaces iswhatmakes the interconnection.

1. On Router PE3, configure the iw0.0 interface. Include the encapsulation statement

and specify the ethernet-ccc option. Include the peer-unit statement and specify

the logical interface unit 1 as the peer tunnel interface.

On Router PE3, configure the iw0.1 interface. Include the encapsulation statement

and specify the ethernet-ccc option. Include the peer-unit statement and specify

the logical interface unit 0 as the peer tunnel interface.

[edit interfaces]
iw0 {
unit 0 {
encapsulation ethernet-ccc;
peer-unit 1;

}
unit 1 {
encapsulation ethernet-ccc;

1057Copyright © 2018, Juniper Networks, Inc.

Chapter 43: Connecting Layer 2 Circuits to Other VPNs



peer-unit 0;
}

}

2. On Router PE3, configure the Layer 2 interworking l2iw protocol. To configure the

Layer 2 interworking protocol, include the l2iw statement at the [edit protocols]

hierarchy level.

[edit]
protocols {
l2iw;

}

3. On each router, commit the configuration.

user@host> commit check
configuration check succeeds
user@host> commit

Verifying the Layer 2 Circuit to Layer 2 Circuit Interconnection

Step-by-Step
Procedure

Verify that the Layer 2 circuit connection on Router PE1 is up, the LDP neighbors are

correct, and the MPLS label operations are correct.

1. OnRouter PE1, use the show l2circuit connections command to verify that the Layer

2 circuit from Router PE1 to Router PE3 is Up.

user@PE1> show l2circuit connections
Layer-2 Circuit Connections:
Legend for connection status (St)   
EI -- encapsulation invalid      NP -- interface h/w not present   
MM -- mtu mismatch               Dn -- down                       
EM -- encapsulation mismatch     VC-Dn -- Virtual circuit Down    
CM -- control-word mismatch      Up -- operational                
VM -- vlan id mismatch           CF -- Call admission control failure
OL -- no outgoing label          IB -- TDM incompatible bitrate 
NC -- intf encaps not CCC/TCC    TM -- TDM misconfiguration 
BK -- Backup Connection          ST -- Standby Connection
CB -- rcvd cell-bundle size bad  XX -- unknown
SP -- Static Pseudowire

Legend for interface status  
Up -- operational            
Dn -- down                   
Neighbor: 192.0.2.3 
    Interface                 Type  St     Time last up   # Up trans
    ge-1/0/0.0(vc 100)        rmt  Up     Jan  5 22:00:49 2010    1
      Remote PE: 192.0.2.3, Negotiated control-word: Yes (Null)
      Incoming label: 301328, Outgoing label: 314736
      Local interface: ge-1/0/0.0, Status: Up, Encapsulation: ETHERNET

2. On Router PE1, use the show ldp neighbor command to verify that the IPv4 address

of Router PE3 is shown as the LDP neighbor.

user@PE1> show ldp neighbor
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Address            Interface          Label space ID         Hold time
192.0.2.3            lo0.0              192.0.2.3:0                41

3. On Router PE 1, use the show route tablempls.0 command to verify the Layer 2

circuit is using the LDP label to Router PE3 in both directions (Push and Pop). In the

example below, the Layer 2 circuit is associated with LDP label 301328.

user@PE1> show route tablempls.0

mpls.0: 13 destinations, 13 routes (13 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

0                  *[MPLS/0] 1w1d 08:25:39, metric 1
                      Receive
1                  *[MPLS/0] 1w1d 08:25:39, metric 1
                      Receive
2                  *[MPLS/0] 1w1d 08:25:39, metric 1
                      Receive
300432             *[LDP/9] 3d 01:13:57, metric 1
                    > to 10.10.2.2 via xe-0/1/0.0, Pop      
300432(S=0)        *[LDP/9] 3d 01:13:57, metric 1
                    > to 10.10.2.2 via xe-0/1/0.0, Pop      
300768             *[LDP/9] 3d 01:13:57, metric 1
                    > to 10.10.3.2 via xe-0/2/0.0, Pop      
300768(S=0)        *[LDP/9] 3d 01:13:57, metric 1
                    > to 10.10.3.2 via xe-0/2/0.0, Pop      
300912             *[LDP/9] 3d 01:13:57, metric 1
                    > to 10.10.3.2 via xe-0/2/0.0, Swap 299856
301264             *[LDP/9] 3d 01:13:53, metric 1
                    > to 10.10.1.2 via xe-0/3/0.0, Swap 308224
301312             *[LDP/9] 3d 01:13:56, metric 1
                    > to 10.10.1.2 via xe-0/3/0.0, Pop      
301312(S=0)        *[LDP/9] 3d 01:13:56, metric 1
                    > to 10.10.1.2 via xe-0/3/0.0, Pop      
301328 *[L2CKT/7] 02:33:26 > via ge-1/0/0.0, Pop Offset: 4
ge-1/0/0.0 *[L2CKT/7] 02:33:26, metric2 1 > to 10.10.1.2 via xe-0/3/0.0,
Push 314736 Offset: -4

4. OnRouter PE3, use the show l2circuit connections command to verify that the Layer

2 circuit from Router PE3 to Router PE5 is Up, that the Layer 2 circuit from Router

PE3 to Router PE1 isUp, that the connections to Router PE1 and Router PE5 use the

iw0 interface, and that the status for both local iw0 interfaces is Up.

user@PE3> show l2circuit connections
Layer-2 Circuit Connections:
Legend for connection status (St)   
EI -- encapsulation invalid      NP -- interface h/w not present   
MM -- mtu mismatch               Dn -- down                       
EM -- encapsulation mismatch     VC-Dn -- Virtual circuit Down    
CM -- control-word mismatch      Up -- operational                
VM -- vlan id mismatch           CF -- Call admission control failure
OL -- no outgoing label          IB -- TDM incompatible bitrate 
NC -- intf encaps not CCC/TCC    TM -- TDM misconfiguration 
BK -- Backup Connection          ST -- Standby Connection
CB -- rcvd cell-bundle size bad  XX -- unknown
SP -- Static Pseudowire

Legend for interface status  
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Up -- operational            
Dn -- down                   
Neighbor: 192.0.2.1 
    Interface                 Type  St     Time last up          # Up trans
    iw0.0(vc 100)             rmt   Up     Jan  5 13:50:14 2010           1
      Remote PE: 192.0.2.1, Negotiated control-word: Yes (Null)
      Incoming label: 314736, Outgoing label: 301328
      Local interface: iw0.0, Status: Up, Encapsulation: ETHERNET
Neighbor: 192.0.2.5 
    Interface                 Type  St     Time last up          # Up trans
    iw0.1(vc 200)             rmt   Up     Jan  5 13:49:58 2010           1
      Remote PE: 192.0.2.5, Negotiated control-word: Yes (Null)
      Incoming label: 314752, Outgoing label: 300208
      Local interface: iw0.1, Status: Up, Encapsulation: ETHERNET

5. On Router PE3, use the show ldp neighbor command to verify that the correct IPv4

addresses are shown as the LDP neighbor.

user@PE3> show ldp neighbor
Address            Interface          Label space ID         Hold time
192.0.2.1            lo0.0              192.0.2.1:0                44
192.0.2.2            lo0.0              192.0.2.2:0                42
192.0.2.4            lo0.0              192.0.2.4:0                31
192.0.2.5            lo0.0              192.0.2.5:0                44

6. On Router PE3, use the show route tablempls.0 command to verify that thempls.0

routing table is populated with the Layer 2 interworking routes. Notice that in this

example, the router is swapping label 314736 received fromRouter PE1 on the iw0.0

to label 301328.

user@PE3> show route tablempls.0
mpls.0: 16 destinations, 18 routes (16 active, 2 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

0                  *[MPLS/0] 1w1d 08:28:24, metric 1
                      Receive
1                  *[MPLS/0] 1w1d 08:28:24, metric 1
                      Receive
2                  *[MPLS/0] 1w1d 08:28:24, metric 1
                      Receive
308160             *[LDP/9] 3d 01:16:55, metric 1
                    > to 10.10.1.1 via xe-0/3/0.0, Pop      
308160(S=0)        *[LDP/9] 3d 01:16:55, metric 1
                    > to 10.10.1.1 via xe-0/3/0.0, Pop      
308176             *[LDP/9] 3d 01:16:54, metric 1
                    > to 10.10.6.2 via xe-0/1/0.0, Pop      
308176(S=0)        *[LDP/9] 3d 01:16:54, metric 1
                    > to 10.10.6.2 via xe-0/1/0.0, Pop      
308192             *[LDP/9] 00:21:40, metric 1
                    > to 10.10.20.1 via xe-0/0/0.0, Swap 601649
                      to 10.10.6.2 via xe-0/1/0.0, Swap 299856
308208             *[LDP/9] 3d 01:16:54, metric 1
                    > to 10.10.5.1 via xe-0/2/0.0, Pop      
308208(S=0)        *[LDP/9] 3d 01:16:54, metric 1
                    > to 10.10.5.1 via xe-0/2/0.0, Pop      
308224             *[LDP/9] 3d 01:16:52, metric 1
                    > to 10.10.20.1 via xe-0/0/0.0, Pop      
308224(S=0)        *[LDP/9] 3d 01:16:52, metric 1
                    > to 10.10.20.1 via xe-0/0/0.0, Pop      
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314736             *[L2IW/6] 02:35:31, metric2 1
                    > to 10.10.6.2 via xe-0/1/0.0, Swap 300208
                    [L2CKT/7] 02:35:31
                    > via iw0.0, Pop       Offset: 4
314752             *[L2IW/6] 02:35:31, metric2 1
                    > to 10.10.1.1 via xe-0/3/0.0, Swap 301328
                    [L2CKT/7] 02:35:47
                    > via iw0.1, Pop       Offset: 4
iw0.0              *[L2CKT/7] 02:35:31, metric2 1
                    > to 10.10.1.1 via xe-0/3/0.0, Push 301328 Offset: -4
iw0.1              *[L2CKT/7] 02:35:47, metric2 1
                    > to 10.10.6.2 via xe-0/1/0.0, Push 300208 Offset: -4

7. Verify that Router CE1 can send traffic to and receive traffic fromRouter CE5 across

the interconnection, using the ping command.

user@CE1>ping 198.51.100.11
PING 198.51.100.11 (198.51.100.11): 56 data bytes
64 bytes from 198.51.100.11: icmp_seq=1 ttl=64 time=22.425 ms
64 bytes from 198.51.100.11: icmp_seq=2 ttl=64 time=1.299 ms
64 bytes from 198.51.100.11: icmp_seq=3 ttl=64 time=1.032 ms
64 bytes from 198.51.100.11: icmp_seq=4 ttl=64 time=1.029 ms 

8. Verify that Router CE5 can send traffic to and receive traffic fromRouter CE1 across

the interconnection, using the ping command.

user@CE5>ping 198.51.100.1
PING 198.51.100.1 (198.51.100.1): 56 data bytes
64 bytes from 198.51.100.1: icmp_seq=0 ttl=64 time=1.077 ms
64 bytes from 198.51.100.1: icmp_seq=1 ttl=64 time=0.957 ms
64 bytes from 198.51.100.1: icmp_seq=2 ttl=64 time=1.057 ms 1.017 ms

Results

The configuration and verification of this example has been completed. The following

section is for your reference.

The relevant sample configuration for Router PE1 follows.

Router PE1 [edit]
interfaces {
xe-0/1/0 {
unit 0 {
family inet {
address 10.10.2.1/30;

}
family mpls;

}
}
xe-0/2/0 {
unit 0 {
family inet {
address 10.10.3..1/30;

}
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family mpls;
}

}
xe-0/3/0 {
unit 0 {
family inet {
address 10.10.1.1/30;

}
family mpls;

}
}
ge-1/0/0 {
encapsulation ethernet-ccc;
unit 0 {
family ccc;

}
}
lo0 {
unit 0 {
family inet {
address 192.0.2.1/24;

}
}

}
}
forwarding-options {
hash-key {
family inet {
layer-3;
layer-4;

}
family mpls {
label-1;
label-2;

}
}

}
routing-options {
static {
route 172.16.0.0/8 next-hop 172.19.59.1;

}
autonomous-system 65000;

}
protocols {
mpls {
interface all;
interface fxp0.0 {
disable;

}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface all;
interface fxp0.0 {
disable;
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}
}

}
ldp {
interface all;
interface fxp0.0 {
disable;

}
}
l2circuit {
neighbor 192.0.2.3 {
interface ge-1/0/0.0 {
virtual-circuit-id 100;
ignore-mtu-mismatch;

}
}

}
}

The relevant sample configuration for Router PE3 follows.

Router PE3 [edit]
interfaces {
xe-0/0/0 {
unit 0 {
family inet {
address 10.10.20.2/30;

}
family mpls;

}
}
xe-0/1/0 {
unit 0 {
family inet {
address 10.10.6.1/30;

}
family mpls;

}
}
xe-0/2/0 {
unit 0 {
family inet {
address 10.10.5.2/30;

}
family mpls;

}
}
xe-0/3/0 {
unit 0 {
family inet {
address 10.10.1.2/30;

}
family mpls;

}
}
ge-1/0/1 {
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encapsulation ethernet-ccc;
unit 0 {
family ccc;

}
}
iw0 {
unit 0 {
encapsulation ethernet-ccc;
peer-unit 1;

}
unit 1 {
encapsulation ethernet-ccc;
peer-unit 0;

}
}
lo0 {
unit 0 {
family inet {
address 192.0.2.3/24;

}
}

}
}
routing-options {
static {
route 172.16.0.0/8 next-hop 172.19.59.1;

}
autonomous-system 65000;

}
protocols {
l2iw;
mpls {
interface all;
interface fxp0.0 {
disable;

}
}
ospf {
area 0.0.0.0 {
interface all;
interface fxp0.0 {
disable;

}
}

}
ldp {
interface all;
interface fxp0.0 {
disable;

}
}
l2circuit {
neighbor 192.0.2.1 {
interface iw0.0 {
virtual-circuit-id 100;
ignore-mtu-mismatch;
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}
}
neighbor 192.0.2.5 {
interface iw0.1 {
virtual-circuit-id 200;
ignore-mtu-mismatch;

}
}

}
}

Related
Documentation

Applications for Interconnecting a Layer 2 Circuit with a Layer 2 Circuit on page 1040•

Applications for Interconnecting a Layer 2 Circuit with a Layer 3 VPN

MPLS-based Layer 2 services are growing in demand among enterprise and service

providers. This creates new challenges related to interoperability between Layer 2 and

Layer 3 services for service providers who want to provide end-to-end value-added

services. There are various reasons to stitch different Layer 2 services to one another and

to Layer 3 services. For example, to expand the service offerings and to expand

geographically. The Junos OS has various features to address the needs of the service

provider.

You can enable pseudowire services and configure a pseduowire service interface as an

access point for interconnecting layer 2 circuits to layer 3 VPNs. For more information,

see Pseudowire Subscriber Logical Interfaces Overview.

Interconnecting a Layer 2 Circuit with a Layer 3 VPN provides the following benefits:

• Interconnecting a Layer 2 Circuit with a Layer 3 VPN enables the sharing of a service

provider's core network infrastructure between IP and Layer 2 circuit services, reducing

the cost of providing those services. A Layer 2 MPLS circuit allows service providers to

create a Layer 2 circuit service over an existing IP and MPLS backbone.

• Service providers do not have to invest in separate Layer 2 equipment to provide Layer

2 circuit service. A service provider can configure a provider edge router to run any Layer

3 protocol in addition to the Layer 2 protocols. Customers who prefer to maintain

control over most of the administration of their own networks want Layer 2 circuit

connections with their service provider instead of a Layer 3 VPN connection.

Related
Documentation

Understanding Layer 3 VPNs•

• Example: Interconnecting a Layer 2 Circuit with a Layer 3 VPN on page 1066

• Pseudowire Subscriber Logical Interfaces Overview

• Configuring a Pseudowire Subscriber Logical Interface

1065Copyright © 2018, Juniper Networks, Inc.

Chapter 43: Connecting Layer 2 Circuits to Other VPNs



Example: Interconnecting a Layer 2 Circuit with a Layer 3 VPN

This example provides a step-by-step procedure and commands for configuring and

verifyingaLayer 2 circuit toLayer 3VPN interconnection. It contains the following sections:

• Requirements on page 1066

• Overview and Topology on page 1066

• Configuration on page 1067

• Verifying the Layer 2 Circuit to Layer 3 VPN Interconnection on page 1078

Requirements

This example uses the following hardware and software components:

• Junos OS Release 9.3 or later

• 3 MX Series 3D Universal Edge Routers

• 1 M Series Multiservice Edge Router

• 1 T Series Core Router

• 1 EX Series Ethernet Switch

Overview and Topology

The physical topology of a Layer 2 circuit to Layer 3 VPN interconnection is shown in

Figure 94 on page 1066.

Figure 94: Physical Topology of a Layer 2 Circuit to Layer 3 VPN
Interconnection
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The logical topology of a Layer 2 circuit to Layer 3 VPN interconnection is shown in

Figure 95 on page 1067.

Figure 95: Logical Topology of a Layer 2 Circuit to Layer 3 VPN
Interconnection

Configuration

NOTE: In any configuration session, it is good practice to verify periodically
that the configuration can be committed using the commit check command.

In this example, the router being configured is identified using the following command

prompts:

• CE2 identifies the customer edge 2 (CE2) router

• PE1 identifies the provider edge 1 (PE1) router

• CE3 identifies the customer edge 3 (CE3) router

• PE3 identifies the provider edge 3 (PE3) router

• CE5 identifies the customer edge 5 (CE5) router

• PE5 identifies the provider edge 5 (PE5) router

This example contains the following procedures:

• Configuring PE Router Customer-facing and Loopback Interfaces on page 1068

• Configuring Core-facing Interfaces on page 1069

• Configuring Protocols on page 1071

• Configuring Routing Instances and Layer 2 Circuits on page 1074
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• Configuring the Route Reflector on page 1075

• Interconnecting the Layer 2 Circuit with the Layer 3 VPN on page 1077

Configuring PE Router Customer-facing and Loopback Interfaces

Step-by-Step
Procedure

To begin building the interconnection, configure the interfaces on the PE routers. If your
network contains provider (P) routers, configure the interfaces on the P routers also. This
example shows the configuration for Router PE2, Router PE3, and Router PE5.

1. On Router PE2, configure the ge-1/0/2 interface encapsulation. To configure the

interface encapsulation, include the encapsulation statement and specify the

ethernet-ccc option (vlan-ccc encapsulation is also supported). Configure the

ge-1/0/2.0 logical interface family for circuit cross-connect functionality. Toconfigure

the logical interface family, include the family statement and specify the ccc option.

The encapsulation should be configured the same way for all routers in the Layer

2 circuit domain.

[edit interfaces]
ge-1/0/2 {
encapsulation ethernet-ccc;
unit 0 {
family ccc;

}
}

2. On Router PE2, configure the lo0.0 interface. Include the family statement and

specify the inet option. Include the address statement and specify 192.0.2.2/24 as

the loopback IPv4 address.

[edit interfaces]
lo0 {
unit 0 {
family inet {
address 192.0.2.2/24;

}
}

}

3. On Router PE3, configure the ge-1/0/1 interface. Include the family statement and

specify the inet option. Include the address statement and specify 198.51.100.1/24

as the interface address for this device.

[edit interfaces]
ge-1/0/1 {
unit 0 {
family inet {
address 198.51.100.1/24;

}
}

}
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4. OnRouterPE3, configure the lo0.0 loopback interface. Include the family statement

and specify the inet option. Include the address statement and specify 192.0.2.3/24

as the loopback IPv4 address for this router.

[edit interfaces]
lo0 {
unit 0 {
family inet {
address 192.0.2.3/24;

}
}

}

5. On Router PE5, configure the ge-2/0/0 interface. Include the family statement and

specify the inet option. Include the address statement and specify 198.51.100.8/24

as the interface address.

[edit interfaces]
ge-2/0/0 {
unit 0 {
family inet {
address 198.51.100.8/24;

}
}

}

6. On Router PE5, configure the lo0.0 interface. Include the family statement and

specify the inet option. Include the address statement and specify 192.0.2.5/24 as

the loopback IPv4 address for this router.

[edit interfaces]
lo0 {
unit 0 {
family inet {
address 192.0.2.5/24;

}
}

}

Configuring Core-facing Interfaces

Step-by-Step
Procedure

This procedure describes how to configure the core-facing interfaces on the PE routers.

This example does not include all the core-facing interfaces shown in the physical

topology illustration. Enable thempls and inet address families on the core-facing

interfaces.

1. On Router PE2, configure the xe-0/2/0 interface. Include the family statement and

specify the inet address family. Include the address statement and specify

10.10.5.1/30 as the interface address. Include the family statement and specify the

mpls address family.

[edit interfaces]

1069Copyright © 2018, Juniper Networks, Inc.

Chapter 43: Connecting Layer 2 Circuits to Other VPNs



xe-0/2/0 {
unit 0 {
family inet {
address 10.10.5.1/30;

}
family mpls;

}
}

2. On Router PE3, configure the core-facing interfaces. Include the family statement

and specify the inet address family. Include the address statement and specify the

IPv4 addresses shown in the example as the interface addresses. Include the family

statementandspecify themplsaddress family. In theexample, thexe-2/1/0 interface

is connected to Router PE5, and the xe-2/2/0 interface is connected to Router PE2.

[edit interfaces]
xe-2/0/0 {
unit 0 {
family inet {
address 10.10.20.2/30;

}
family mpls;

}
}
xe-2/1/0 {
unit 0 {
family inet {
address 10.10.6.1/30;

}
family mpls;

}
}
xe-2/2/0 {
unit 0 {
family inet {
address 10.10.5.2/30;

}
family mpls;

}
}
xe-2/3/0 {
unit 0 {
family inet {
address 10.10.1.2/30;

}
family mpls;

}
}

3. On Router PE5, configure the xe-0/1/0 interface. Include the family statement and

specify the inet address family. Include the address statement and specify

10.10.6.2/30 as the interface address. Include the family statement and specify the

mpls address family.
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[edit interfaces]
xe-0/1/0 {
unit 0 {
family inet {
address 10.10.6.2/30;

}
family mpls;

}
}

Configuring Protocols

Step-by-Step
Procedure

This procedure describes how to configure the protocols used in this example. If your
network contains P routers, configure the interfaces on the P routers also.

1. On Router PE3, enable OSPF as the IGP. Enable theMPLS, LDP, and BGP protocols

on all interfaces except fxp.0. LDP is used as the signaling protocol for the Layer 2

circuit to Router PE2 . The following configuration snippet shows the protocol

configuration for Router PE3:

[edit]
protocols {
rsvp {
interface all;
interface fxp0.0 {
disable;

}
}
mpls {
label-switched-path to-RR {
to 192.0.2.7;

}
label-switched-path to-PE2 {
to 192.0.2.2;

}
label-switched-path to-PE5 {
to 192.0.2.5;

}
label-switched-path to-PE4 {
to 192.0.2.4;

}
label-switched-path to-PE1 {
to 192.0.2.1;

}
interface all;
interface fxp0.0 {
disable;

}
}
bgp {
group RR {
type internal;
local-address 192.0.2.3;
family inet-vpn {
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unicast;
}
family l2vpn {
signaling;

}
neighbor 192.0.2.7;

}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface all;
interface fxp0.0 {
disable;

}
}

}
ldp {
interface all;
interface fxp0.0 {
disable;

}
}

}

2. On Router PE2, configure the MPLS, OSPF, and LDP protocols.

[edit ]
protocols {
mpls {
interface all;
interface fxp0.0 {
disable;

}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface all;
interface fxp0.0 {
disable;

}
}

}
ldp {
interface all;
interface fxp0.0 {
disable;

}
}

}
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3. OnRouterPE5, enableOSPFas the IGP. Enable theMPLS,RSVP, andBGPprotocols

on all interfaces except fxp.0. Enable core-facing interfaces with thempls and inet

address families.

[edit]
protocols {
rsvp {
interface all {
link-protection;

}
interface fxp0.0 {
disable;

}
}
mpls {
label-switched-path to-RR {
to 192.0.2.7;

}
label-switched-path to-PE2 {
to 192.0.2.2;

}
label-switched-path to-PE3 {
to 192.0.2.3;

}
label-switched-path to-PE4 {
to 192.0.2.4;

}
label-switched-path to-PE1 {
to 192.0.2.1;

}
interface all;
interface fxp0.0 {
disable;

}
}
bgp {
group to-rr {
type internal;
local-address 192.0.2.5;
family inet-vpn {
unicast;

}
family l2vpn {
signaling;

}
neighbor 192.0.2.7;

}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface all;
interface fxp0.0 {
disable;

}
}
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}
}

Configuring Routing Instances and Layer 2 Circuits

Step-by-Step
Procedure

This procedure describes how to configure the Layer 2 circuit and the Layer 3 VPN.

OnRouter PE2, configure the Layer 2 circuit. Include the l2circuit statement. Include

the neighbor statement and specify the loopback IPv4 address of Router PE3 as

1.

the neighbor. Include the interface statement and specify ge-1/0/2.0 as the logical

interface that is participating in the Layer 2 circuit. Include the virtual-circuit-id

statement and specify 100 as the identifier. Include the no-control-word statement

for equipment that does not support the control word.

[edit ]
protocols {
l2circuit {
neighbor 192.0.2.3 {
interface ge-1/0/2.0 {
virtual-circuit-id 100;
no-control-word;

}
}

}
}

2. On Router PE3, configure the Layer 2 circuit to Router PE2. Include the l2circuit

statement. Include the neighbor statement and specify the loopback IPv4 address

ofRouterPE2as theneighbor. Include the interfacestatementandspecify lt-1/1/10.0

as the logical tunnel interface that is participating in the Layer 2 circuit. Include the

virtual-circuit-id statement and specify 100 as the identifier. Include the

no-control-word statement.

[edit ]
protocols {
l2circuit {
neighbor 192.0.2.2 {
interface lt-1/1/10.0 {
virtual-circuit-id 100;
no-control-word;

}
}

}
}

3. On Router PE3, configure the Layer 3 VPN (L3VPN) routing instance to Router PE5

at the [edit routing-instances] hierarchy level. Also configure the BGP peer group

at the [edit routing-instances L3VPN protocols] hierarchy level.

[edit ]
routing-instances {
L3VPN {
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instance-type vrf;
interface ge-1/0/1.0;
interface lt-1/1/10.1;
route-distinguisher 65000:33;
vrf-target target:65000:2;
vrf-table-label;
protocols {
bgp {
export direct;
group ce3 {
neighbor 198.51.100.6{
peer-as 100;

}
}

}
}

}
}

4. On Router PE5, configure the Layer 3 VPN routing instance (L3VPN) at the [edit

routing-instances] hierarchy level. Also configure the BGP peer group at the [edit

routing-instances L3VPN protocols] hierarchy level.

[edit ]
routing-instances {
L3VPN {
instance-type vrf;
interface ge-2/0/0.0;
route-distinguisher 65000:5;
vrf-target target:65000:2;
vrf-table-label;
protocols {
bgp {
group ce5 {
neighbor 198.51.100.10 {
peer-as 200;

}
}

}
}

}
}

Configuring the Route Reflector

Step-by-Step
Procedure

Although a route reflector is not required to interconnect a Layer 2 circuit with a Layer 3

VPN, this examples uses a route reflector. This procedure shows the relevant portion of

the route reflector configuration.

1. Configure the route reflector with RSVP, MPLS, BGP and OSPF. The route reflector

is a BGP peer with the PE routers. Notice that the BGP peer group configuration

includes the family statement and specifies the inet-vpnoptionThe inet-vpnoption

enablesBGP toadvertisenetwork layer reachability information (NLRI) for theLayer
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3 VPN routes. The configuration also includes the family statement and specifies

the l2vpn option. The l2vpn option enables BGP to advertise NLRI for the Layer 2

circuit. Layer 2 circuits use the same internal BGP infrastructure as Layer 2 VPNs.

[edit ]
protocols {
rsvp {
interface all;
interface fxp0.0 {
disable;

}
}
mpls {
label-switched-path to-pe3 {
to 192.0.2.3;

}
label-switched-path to-pe5 {
to 192.0.2.5;

}
interface all;
interface fxp0.0 {
disable;

}
}
bgp {
group RR {
type internal;
local-address 192.0.2.7;
family inet {
unicast;

}
family inet-vpn {
unicast;

}
family l2vpn {
signaling;

}
cluster 192.0.2.7;
neighbor 192.0.2.1;
neighbor 192.0.2.2;
neighbor 192.0.2.4;
neighbor 192.0.2.5;
neighbor 192.0.2.3;

}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface all;
interface fxp0.0 {
disable;

}
}

}
}
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Interconnecting the Layer 2 Circuit with the Layer 3 VPN

Step-by-Step
Procedure

Before you can configure the logical tunnel interface in an MX Series router, you must

create the tunnel services interface to be used for tunnel services.

1. Create the tunnel service interface onRouter PE3. Include thebandwidth statement

at the [edit chassis fpc slot-number pic slot-number tunnel-services] hierarchy level

and specify the amount of bandwidth to reserve for tunnel services in gigabits per

second.

[edit chassis]
fpc 1 {
pic 1 {
tunnel-services {
bandwidth 1g;

}
}

}

2. On Router PE3, configure the lt-1/1/10 logical tunnel interface unit 0.

Router PE3 is the router that is stitching the Layer 2 circuit to the Layer 3 VPN using

the logical tunnel interface. The configuration of the peer unit interfaces is what

makes the interconnection.

Include the encapsulation statement and specify the ethernet-ccc option. Include

the peer-unit statement and specify the logical interface unit 1 as the peer tunnel

interface. Include the family statement and specify the ccc option.

Configure the lt-1/1/10 logical interface unit 1with ethernet encapsulation. Include

the peer-unit statement and specify the logical interface unit 0 as the peer tunnel

interface. Include the family statement and specify the inet option. Also include the

address statement and specify 198.51.100.11/24as the IPv4address of the interface.

NOTE: The peering logical interfacesmust belong to the same logical
tunnel interface derived from the Tunnel Services PIC.

[edit interfaces]
lt-1/1/10 {
unit 0 {
encapsulation ethernet-ccc;
peer-unit 1;
family ccc;

}
unit 1 {
encapsulation ethernet;
peer-unit 0;
family inet {
address 198.51.100.11/24;

}
}
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}

3. On each router, commit the configuration.

user@host> commit check
configuration check succeeds
user@host> commit

Verifying the Layer 2 Circuit to Layer 3 VPN Interconnection

To verify that the interconnection is working properly, perform these tasks:

• Verifying That the Layer 2 Circuit Connection to Router PE3 is Up on page 1078

• Verifying LDP Neighbors and Targeted LDP LSPs on Router PE2 on page 1079

• Verifying the Layer 2 Circuit Routes on Router PE2 on page 1079

• Verifying That the Layer 2 Circuit Connection to Router PE2 is Up on page 1080

• Verifying LDP Neighbors and Targeted LDP LSPs on Router PE3 on page 1081

• Verifying a BGP Peer Session with the Route Reflector on Router PE3 on page 1081

• Verifying the Layer 3 VPN Routes on Router PE3 on page 1082

• Verifying the Layer 2 Circuit Routes on Router PE3 on page 1082

• Verifying the MPLS Routes on Router PE3 on page 1083

• Verifying Traffic Flow Between Router CE2 and Router CE3 on page 1084

• Verifying Traffic Flow Between Router CE2 and Router CE5 on page 1084

Verifying That the Layer 2 Circuit Connection to Router PE3 is Up

Purpose To verify that the Layer 2 circuit connection from Router PE2 to Router PE3 is Up. To also

document the incoming and outgoing LDP labels and the circuit ID used by this Layer 2

circuit connection.

Action Verify that the Layer 2 circuit connection is up, using the show l2circuit connections

command.

user@PE2> show l2circuit connections

Legend for connection status (St)   
EI -- encapsulation invalid      NP -- interface h/w not present   
MM -- mtu mismatch               Dn -- down                       
EM -- encapsulation mismatch     VC-Dn -- Virtual circuit Down    
CM -- control-word mismatch      Up -- operational                
VM -- vlan id mismatch           CF -- Call admission control failure
OL -- no outgoing label          IB -- TDM incompatible bitrate 
NC -- intf encaps not CCC/TCC    TM -- TDM misconfiguration 
BK -- Backup Connection          ST -- Standby Connection
CB -- rcvd cell-bundle size bad  SP -- Static Pseudowire
LD -- local site signaled down   RS -- remote site standby
RD -- remote site signaled down  XX -- unknown

Legend for interface status  
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Up -- operational            
Dn -- down                   
Neighbor: 192.0.2.3 
    Interface                 Type  St     Time last up          # Up trans
    ge-1/0/2.0(vc 100)        rmt   Up     Jan  7 02:14:13 2010           1
      Remote PE: 192.0.2.3, Negotiated control-word: No
      Incoming label: 301488, Outgoing label: 315264
      Negotiated PW status TLV: No
      Local interface: ge-1/0/2.0, Status: Up, Encapsulation: ETHERNET

Meaning The output shows that the Layer 2 circuit connection from Router PE2 to Router PE3 is

Up and the connection is using the ge-1/0/2.0 interface. Note that the outgoing label is

315264 and the incoming label is 301488, the virtual circuit (VC) identifier is 100 and the

encapsulation is ETHERNET.

Verifying LDPNeighbors and Targeted LDP LSPs on Router PE2

Purpose To verify that Router PE2 has a targeted LDP LSP to Router PE3 and that Router PE2

and Router PE3 are LDP neighbors.

Action Verify that Router PE2 has a targeted LDP LSP to Router PE3 and that Router PE2 and

Router PE3 are LDP neighbors, using the show ldp neighbor command.

user@PE2> show ldp neighbor
Address            Interface          Label space ID         Hold time
192.0.2.3            lo0.0              192.0.2.3:0                38

Meaning Theoutput shows thatRouterPE2hasanLDPneighborwith the IPv4addressof 192.0.2.3.

Address 192.0.2.3 is the lo0.0 interface address of Router PE3. Notice that Router PE2

uses the local lo0.0 interface for the LSP.

Verifying that the routers are LDP neighbors also verifies that the targeted LSP is

established.

Verifying the Layer 2 Circuit Routes on Router PE2

Purpose To verify that Router PE2 has a route for the Layer 2 circuit and that the route uses the

LDPMPLS label to Router PE3.

Action Verify that Router PE2 has a route for the Layer 2 circuit and that the route uses the LDP

MPLS label to Router PE3, using the show route tablempls.0 command.

user@PE2> show route tablempls.0
mpls.0: 13 destinations, 13 routes (13 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

0                  *[MPLS/0] 1w3d 05:24:11, metric 1
                      Receive
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1                  *[MPLS/0] 1w3d 05:24:11, metric 1
                      Receive
2                  *[MPLS/0] 1w3d 05:24:11, metric 1
                      Receive
300560             *[LDP/9] 16:12:23, metric 1
                    > to 10.10.2.1 via xe-0/1/0.0, Pop      
300560(S=0)        *[LDP/9] 16:12:23, metric 1
                    > to 10.10.2.1 via xe-0/1/0.0, Pop      
301008             *[LDP/9] 16:12:23, metric 1
                    > to 10.10.4.2 via xe-0/3/0.0, Swap 299856
301488             *[L2CKT/7] 11:07:28
                    > via ge-1/0/2.0, Pop
301536             *[LDP/9] 16:12:23, metric 1
                    > to 10.10.4.2 via xe-0/3/0.0, Pop      
301536(S=0)        *[LDP/9] 16:12:23, metric 1
                    > to 10.10.4.2 via xe-0/3/0.0, Pop      
301712             *[LDP/9] 12:41:22, metric 1
                    > to 10.10.5.2 via xe-0/2/0.0, Swap 315184
301728             *[LDP/9] 12:41:22, metric 1
                    > to 10.10.5.2 via xe-0/2/0.0, Pop      
301728(S=0)        *[LDP/9] 12:41:22, metric 1
                    > to 10.10.5.2 via xe-0/2/0.0, Pop      
ge-1/0/2.0         *[L2CKT/7] 11:07:28, metric2 1
                    > to 10.10.5.2 via xe-0/2/0.0, Push 315264

Meaning The output shows that Router PE2 pushes the 315264 outgoing label on the L2CKT route

going out interface ge-1/0/2.0. The output also shows that Router PE2 pops the 301488

incoming label on the L2CKT coming from interface ge-1/0/2.0

Verifying That the Layer 2 Circuit Connection to Router PE2 is Up

Purpose To verify that the Layer 2 circuit connection from Router PE3 to Router PE2 is Up, To also

document the incoming and outgoing LDP labels and the circuit ID used by this Layer 2

circuit connection.

Action Verify that the Layer 2 circuit connection is up, using the show l2circuit connections

command.

user@PE3> show l2circuit connections

Layer-2 Circuit Connections:
Legend for connection status (St)   
EI -- encapsulation invalid      NP -- interface h/w not present   
MM -- mtu mismatch               Dn -- down                       
EM -- encapsulation mismatch     VC-Dn -- Virtual circuit Down    
CM -- control-word mismatch      Up -- operational                
VM -- vlan id mismatch           CF -- Call admission control failure
OL -- no outgoing label          IB -- TDM incompatible bitrate 
NC -- intf encaps not CCC/TCC    TM -- TDM misconfiguration 
BK -- Backup Connection          ST -- Standby Connection
CB -- rcvd cell-bundle size bad  XX -- unknown

Legend for interface status  
Up -- operational            
Dn -- down                   
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Neighbor: 192.0.2.2 
    Interface                 Type  St     Time last up          # Up trans

lt-1/1/10.0(vc 100)       rmt   Up     Jan  7 02:15:03 2010           1
      Remote PE: 192.0.2.2, Negotiated control-word: No
      Incoming label: 315264, Outgoing label: 301488
      Local interface: lt-1/1/10.0, Status: Up, Encapsulation: ETHERNET

Meaning The output shows that the Layer 2 circuit connection from Router PE3 to Router PE2 is

Up and the connection is using the logical tunnel (lt) interface. Note that the incoming

label is 315264 and the outgoing label is 301488, the virtual circuit (VC) identifier is 100,

and that the encapsulation is ETHERNET.

Verifying LDPNeighbors and Targeted LDP LSPs on Router PE3

Purpose To verify that Router PE3 has a targeted LDP LSP to Router PE2 and that Router PE3

and Router PE2 are LDP neighbors.

Action Verify that Router PE2 has a targeted LDP LSP to Router PE3 and that Router PE2 and

Router PE3 are LDP neighbors, using the show ldp neighbor command.

user@PE2> show ldp neighbor
Address            Interface          Label space ID         Hold time
192.0.2.2            lo0.0              192.0.2.2:0                43
192.0.2.4            lo0.0              192.0.2.4:0                33

Meaning Theoutput shows thatRouterPE3hasanLDPneighborwith the IPv4addressof 192.0.2.2.

Address 192.0.2.2 is the lo0.0 interface address of Router PE2. The output also shows

that the interface used on Router PE3 for the LSP is lo0.0. Verifying that the routers are

LDP neighbors also verifies that the targeted LSP is established.

Verifying a BGP Peer Session with the Route Reflector on Router PE3

Purpose To verify that Router PE3 has a peer session established with the route reflector.

Action Verify that Router PE3 has a peer session established with the route reflector, using the

show bgp summary command.

user@PE2> show bgp summary

Groups: 2 Peers: 2 Down peers: 0
Table          Tot Paths  Act Paths Suppressed    History Damp State    Pending
bgp.l3vpn.0            1          1          0          0          0          0
Peer                     AS      InPkt     OutPkt    OutQ   Flaps Last Up/Dwn 
State|#Active/Received/Accepted/Damped...
192.0.2.7               65000       1597       1612       0       1    12:03:21 Establ
  bgp.l2vpn.0: 0/0/0/0
  bgp.l3vpn.0: 1/1/1/0
  L3VPN.inet.0: 1/1/1/0

1081Copyright © 2018, Juniper Networks, Inc.

Chapter 43: Connecting Layer 2 Circuits to Other VPNs



Meaning Theoutput shows thatRouterPE3hasapeer sessionwith the routerwith the IPv4address

of 192.0.2.7. Address 192.0.2.7 is the lo0.0 interface address of the route reflector. The

output also shows that the peer session state is Establ, meaning that the session is

established.

Verifying the Layer 3 VPN Routes on Router PE3

Purpose To verify that Router PE3 has Layer 3 VPN routes to Router CE2, Router CE3, and Router

CE5.

Action Verify that Router PE3 has routes to Router CE2, Router CE3, and Router CE5 in the Layer

3 VPN route table, using the show route table L3VPN.inet.0 command. In this example,

L3VPN is the name configured for the routing instance.

user@PE3> show route table L3VPN.inet.0
L3VPN.inet.0: 5 destinations, 5 routes (5 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

198.51.100.10/24      *[Direct/0] 11:13:59
                    > via lt-1/1/10.1
198.51.100.11/24      *[Local/0] 11:13:59
                      Local via lt-1/1/10.1
198.51.100.12/24      *[BGP/170] 11:00:41, localpref 100, from 192.0.2.7
                      AS path: I
                    > to 10.10.6.2 via xe-2/1/0.0, Push 16
198.51.100.13/24      *[Direct/0] 11:54:41
                    > via ge-1/0/1.0
198.51.100.1/24      *[Local/0] 11:54:41
                      Local via ge-1/0/1.0

Meaning The output shows that Router PE3 has a route to the IPv4 subnetwork address of

198.51.100.10. Address 198.51.100.15 is the interface address of Router CE2. The output

shows that Router PE3 has a route to the IPv4 subnetwork address of 198.51.100.12.

Address 198.51.100.10 is the interface address of Router CE5. The output shows that

Router PE3 has a route to the IPv4 subnetwork address of 198.51.100.13. Address

198.51.100.6 is the interface address of Router CE3.

Verifying the Layer 2 Circuit Routes on Router PE3

Purpose To verify that Router PE3 has a route to Router PE2 in the Layer 2 circuit route table.

Action Verify that Router PE3 has a route to Router PE2 in the Layer 2 circuit route table, using

the show route table l2circuit.0 command.

user@PE3> show route table l2circuit.0
192.0.2.2:NoCtrlWord:5:100:Local/96 (1 entry, 1 announced)
        *L2CKT  Preference: 7
                Next hop type: Indirect
                Next-hop reference count: 1
                Next hop type: Router
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                Next hop: 10.10.5.1 via xe-2/2/0.0, selected
                Protocol next hop: 192.0.2.2
                Indirect next hop: 8cae0a0 -
                State: <Active Int>
                Local AS: 65000 
                Age: 11:16:50   Metric2: 1 
                Task: l2 circuit
                Announcement bits (1): 0-LDP 
                AS path: I
                VC Label 315264, MTU 1500

Meaning The output shows that Router PE3 has a route to the IPv4 address of 192.0.2.2. Address

192.0.2.2 is the lo0.0 interface address of Router PE2. Note that the VC label is 315264.

This label is the same as the incoming MPLS label displayed using the show l2circuit

connections command.

Verifying theMPLS Routes on Router PE3

Purpose To verify that Router PE3 has a route to Router PE2 in the MPLS route table.

Action Verify Router PE3 has a route to Router PE2 in theMPLS route table, using the show route

tablempls.0 command.

user@PE3> show route tablempls.0
mpls.0: 21 destinations, 21 routes (21 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

0                  *[MPLS/0] 1w3d 05:29:02, metric 1
                      Receive
1                  *[MPLS/0] 1w3d 05:29:02, metric 1
                      Receive
2                  *[MPLS/0] 1w3d 05:29:02, metric 1
                      Receive
16                 *[VPN/0] 12:22:45
                      to table L3VPN.inet.0, Pop      
315184             *[LDP/9] 12:45:14, metric 1
                    > to 10.10.20.1 via xe-2/0/0.0, Pop      
315184(S=0)        *[LDP/9] 12:45:14, metric 1
                    > to 10.10.20.1 via xe-2/0/0.0, Pop      
315200             *[LDP/9] 00:03:53, metric 1
                    > to 10.10.20.1 via xe-2/0/0.0, Swap 625297
                      to 10.10.6.2 via xe-2/1/0.0, Swap 299856
315216             *[LDP/9] 12:45:14, metric 1
                    > to 10.10.6.2 via xe-2/1/0.0, Pop      
315216(S=0)        *[LDP/9] 12:45:14, metric 1
                    > to 10.10.6.2 via xe-2/1/0.0, Pop      
315232             *[LDP/9] 12:45:06, metric 1
                    > to 10.10.1.1 via xe-2/3/0.0, Pop      
315232(S=0)        *[LDP/9] 12:45:06, metric 1
                    > to 10.10.1.1 via xe-2/3/0.0, Pop      
315248             *[LDP/9] 12:45:14, metric 1
                    > to 10.10.5.1 via xe-2/2/0.0, Pop      
315248(S=0)        *[LDP/9] 12:45:14, metric 1
                    > to 10.10.5.1 via xe-2/2/0.0, Pop      
315264             *[L2CKT/7] 11:11:20
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                    > via lt-1/1/10.0, Pop
315312             *[RSVP/7] 11:26:01, metric 1
                    > to 10.10.6.2 via xe-2/1/0.0, label-switched-path to-pe5
315312(S=0)        *[RSVP/7] 11:26:01, metric 1
                    > to 10.10.6.2 via xe-2/1/0.0, label-switched-path to-pe5
315328             *[RSVP/7] 11:26:01, metric 1
                    > to 10.10.20.1 via xe-2/0/0.0, label-switched-path to-RR
315360             *[RSVP/7] 11:26:01, metric 1
                    > to 10.10.20.1 via xe-2/0/0.0, label-switched-path to-RR
316208             *[RSVP/7] 00:03:32, metric 1
                    > to 10.10.6.2 via xe-2/1/0.0, label-switched-path 
Bypass->10.10.9.1
316208(S=0)        *[RSVP/7] 00:03:32, metric 1
                    > to 10.10.6.2 via xe-2/1/0.0, label-switched-path 
Bypass->10.10.9.1
lt-1/1/10.0        *[L2CKT/7] 11:11:20, metric2 1
                    > to 10.10.5.1 via xe-2/2/0.0, Push 301488

Meaning The output shows that Router PE3 has a route for the Layer 2 circuit and that the route

uses the LDPMPLS label to Router PE2. Notice that the 301488 label is the same as the

outgoing label displayed on Router PE2 using the show l2circuit connections command.

Verifying Traffic Flow Between Router CE2 and Router CE3

Purpose To verify that the CE routers can send and receive traffic across the interconnection.

Action Verify that Router CE2 can send traffic to and receive traffic from Router CE3 across the

interconnection, using the ping command.

user@CE2>ping 198.51.100.6
PING 198.51.100.6 (198.51.100.6): 56 data bytes
64 bytes from 198.51.100.6: icmp_seq=0 ttl=63 time=0.708 ms
64 bytes from 198.51.100.6: icmp_seq=1 ttl=63 time=0.610 ms

Meaning The output shows that Router CE2 can send an ICMP request to and receive a response

from Router CE3 across the interconnection.

Verifying Traffic Flow Between Router CE2 and Router CE5

Purpose To verify that the CE routers can send and receive traffic across the interconnection.

Action Verify that Router CE2 can send traffic to and receive traffic from Router CE5 across the

interconnection, using the ping command.

user@CE2>ping 198.51.100.10
PING 198.51.100.10 (198.51.100.10): 56 data bytes
64 bytes from 198.51.100.10: icmp_seq=0 ttl=62 time=0.995 ms
64 bytes from 198.51.100.10: icmp_seq=1 ttl=62 time=1.005 ms
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Meaning The output shows that Router CE2 can send an ICMP request to and receive a response

from Router CE5 across the interconnection.

Related
Documentation

• Understanding Layer 3 VPNs

• Applications for Interconnecting a Layer 2 Circuit with a Layer 3 VPN on page 1065
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PART 9

Configuration Statements and
Operational Commands

• Configuration Statements (All VPNs) on page 1089

• Configuration Statements (Layer 2 VPNs and VPLS) on page 1117

• Operational Commands on page 1307
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CHAPTER 44

Configuration Statements (All VPNs)

• aggregate-label on page 1090

• backup-neighbor on page 1091

• description (Routing Instances) on page 1092

• family route-target on page 1093

• graceful-restart (Enabling Globally) on page 1095

• instance-type on page 1097

• interface (Routing Instances) on page 1099

• no-forwarding on page 1100

• proxy-generate on page 1101

• revert-time (Protocols Layer 2 Circuits) on page 1102

• route-distinguisher on page 1104

• route-distinguisher-id on page 1106

• route-target-filter on page 1107

• switchover-delay on page 1108

• unicast-reverse-path on page 1109

• vpn-apply-export on page 1110

• vrf-export on page 1111

• vrf-import on page 1112

• vrf-mtu-check on page 1113

• vrf-target on page 1114
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aggregate-label

Syntax aggregate-label {
community community-name;

}

Hierarchy Level [edit logical-systems logical-system-name protocols bgp family inet labeled-unicast],
[edit logical-systems logical-system-name protocols bgp family inet6 labeled-unicast],
[edit logical-systems logical-system-name protocols bgp family inet-vpn unicast],
[edit logical-systems logical-system-name protocols bgp family inet-vpn6 unicast],
[edit protocols bgp family inet labeled-unicast],
[edit protocols bgp family inet6 labeled-unicast],
[edit protocols bgp family inet-vpn unicast],
[edit protocols bgp family inet6-vpn unicast]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description Specify matching criteria (in the form of a community) such that all routes whichmatch

are assigned the same VPN label, selected from one of the several routes in the set

defined by this criteria. This reduces the number of VPN labels that the router must

consider, and aggregates the received labels.

Options community community-name—Specify the name of the community towhich to apply the

aggregate label.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Aggregate Labels for VPNs on page 21
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backup-neighbor

Syntax backup-neighbor address {
community name;
mtu number;
hot-standby;
psn-tunnel-endpoint address;
standby;
static;
virtual-circuit-id number;

}

Hierarchy Level [edit logical-systems logical-system-name protocols l2circuit local-switching interface
interface-name],

[edit logical-systems logical-system-name protocols l2circuit neighbor address interface
interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls neighbor address],

[edit protocols l2circuit local-switching interface interface-name],
[edit protocols l2circuit neighbor address interface interface-name],
[edit routing-instances routing-instance-name protocols vpls neighbor address]

Release Information Statement introduced in Junos OS Release 9.2.

Statement introduced in Junos OS Release 12.2 for ACX Series routers.

Statement introduced in Junos OS Release 12.3 at the [edit protocols l2circuit

local-switching interface interface-name] hierarchy level.

Description Configurepseudowire redundancy for Layer 2 circuits andVPLS.A redundantpseudowire

can act as a backup connection and can be configured between a PE router and a CE

device or between PE routers, maintaining Layer 2 circuit and VPLS services after certain

types of failures. This feature can help improve the reliability of certain types of networks

where a single point of failure could interrupt service for customers.

NOTE: VPLS isnot supportedonACXSeries routers.Thepsn-tunnel-endpoint

statement is not supported at the [edit protocols l2circuit local-switching

interface interface-nameend-interface interface interface-name]hierarchy level.

Options address—Specifies the address for the backup neighbor.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

Configuring Pseudowire Redundancy on the PE Router on page 184•
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• Example: Configuring Layer 2 Circuit Switching Protection on page 367

• community (Protocols Layer 2 Circuit) on page 1132

• psn-tunnel-endpoint on page 1254

• virtual-circuit-id on page 1291

description (Routing Instances)

Syntax description text;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name],
[edit routing-instances routing-instance-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 11.1 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Providea text description for the routing instance. If the text includesoneormore spaces,

enclose it in quotation marks (" "). Any descriptive text you include is displayed in the

output of the show route instance detail command and has no effect on the operation

of the routing instance.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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family route-target

Syntax family route-target {
advertise-default;
external-paths number;
prefix-limit number;
proxy-generate <route-target-policy route-target-policy-name>;

}

Hierarchy Level [edit logical-systems logical-system-name protocols bgp group group-name],
[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress],
[edit protocols bgp group group-name],
[edit protocols bgp group group-name neighbor address]

Release Information Statement introduced before Junos OS Release 7.4.

Description Enable BGP route target filtering on the VPN.

The family route-target statement is useful for filtering VPN routes before they are sent.

Provider edge (PE) routers inform the route reflector (RR) which routes to send, using

family route-target to provide the route-target-interest information. The RR then sends

to the PE router only the advertisements containing the specified route target.

Options advertise-default—Cause the router to advertise the default route target route (0:0:0/0)

and suppress all routes that are more specific. This can be used by a route reflector

on BGP groups consisting of neighbors that act as provider edge (PE) routers only.

PE routers often need to advertise all routes to the route reflector. Suppressing all

route target advertisements other than the default route reduces the amount of

information exchanged between the route reflector and the PE routers. The Junos

OS further helps to reduce route target advertisement overhead by not maintaining

dependency information unless a nondefault route is received.

external-paths number—Cause the router to advertise the VPN routes that reference a

given route target. The number you specify with the external-paths statement

determines the number of external peer routers (currently advertising that route

target) that receive the VPN routes. The default value is 1.

prefix-limit number—The number of prefixes that can be received from a peer router.

The remaining statement is described separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

Configuring BGP Route Target Filtering for VPNs on page 38•

• Understanding Proxy BGP Route Target Filtering for VPNs on page 50
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• Example: Configuring an Export Policy for BGP Route Target Filtering for VPNs on

page 67
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graceful-restart (Enabling Globally)

Syntax graceful-restart {
disable;
helper-disable;
maximum-helper-recovery-time seconds;
maximum-helper-restart-time seconds;
notify-duration seconds;
recovery-time seconds;
restart-duration seconds;
stale-routes-time seconds;

}

Hierarchy Level [edit logical-systems logical-system-name routing-options],
[edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options],

[edit routing-options],
[edit routing-instances routing-instance-name routing-options]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description You configure the graceful restart routing option globally to enable the feature, but not

toenable graceful restart for all routingprotocols in a routing instance. Becauseall routing

protocols are not usually run on every routing instance, youmust also configure graceful

restart for individual routing protocols running on a routing instance, including the main

routing instance. You can, optionally,modify the global settings at the individual protocol

level.

NOTE:

• ForVPNs, thegraceful-restartstatementallowsa routerwhoseVPNcontrol

plane is undergoing a restart to continue to forward trafficwhile recovering
its state from neighboring routers.

• For BGP, if you configure graceful restart after a BGP session has been
established, the BGP session restarts and the peers negotiate graceful
restart capabilities.

• LDP sessions flap when graceful-restart configurations change.

Default Graceful restart is disabled by default.

Options The remaining statements are explained separately. See CLI Explorer.
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Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Enabling Graceful Restart

• Configuring Routing Protocols Graceful Restart

• Configuring Graceful Restart for MPLS-Related Protocols

• Configuring VPN Graceful Restart

• Configuring Logical System Graceful Restart

• Configuring Graceful Restart for QFabric Systems
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instance-type

Syntax instance-type type;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name],
[edit routing-instances routing-instance-name]

Release Information Statement introduced before Junos OS Release 7.4.

virtual-switch and layer2-control options introduced in Junos OS Release 8.4.

Statement introduced in Junos OS Release 9.2 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

mpls-internet-multicast option introduced in Junos OS Release 11.1 for the EX Series, M

Series, MX Series, and T Series.

evpn option introduced in Junos OS Release 13.2 for MX 3D Series routers.

evpn option introduced in Junos OS Release 17.3 for the QFX Series.

forwarding option introduced in Junos OS Release 14.2 for the PTX Series.

mpls-forwarding option introduced in Junos OS Release 16.1 for the MX Series.

evpn-vpws option introduced in Junos OS Release 17.1 for MX Series routers.

Support for logical systems on MX Series routers added in Junos OS Release 17.4R1.

Description Define the type of routing instance.

Options NOTE: On ACX Series routers, you can configure only the forwarding, virtual
router, and VRF routing instances.

type—Can be one of the following:

• evpn—(MX3DSeries routers,QFXswitchesandEX9200switches)—EnableanEthernet

VPN (EVPN) on the routing instance.

hierarchy level.

• evpn-vpws—Enable an Ethernet VPN (EVPN) Virtual PrivateWire Service (VPWS) on

the routing instance.

• forwarding—Provide support for filter-based forwarding, where interfaces are not

associatedwith instances.All interfacesbelong to thedefault instance.Other instances

are used for populating RPD learned routes. For this instance type, there is no

one-to-onemappingbetweenan interfaceanda routing instance.All interfacesbelong

to the default instance inet.0.

• l2backhaul-vpn—Provide support for Layer 2 wholesale VLAN packets with no existing

corresponding logical interface. When using this instance, the router learns both the

outer tag and inner tag of the incoming packets, when the instance-role statement is

defined as access, or the outer VLAN tag only, when the instance-role statement is

defined as nni.

1097Copyright © 2018, Juniper Networks, Inc.

Chapter 44: Configuration Statements (All VPNs)



• l2vpn—Enable a Layer 2 VPNon the routing instance. Youmust configure the interface,

route-distinguisher, vrf-import, and vrf-export statements for this type of routing

instance.

• layer2-control—(MXSeries routersonly)Provide support forRSTPorMSTP incustomer

edge interfaces of a VPLS routing instance. This instance type cannot be used if the

customeredge interface ismultihomed to twoprovider edge interfaces. If thecustomer

edge interface is multihomed to two provider edge interfaces, use the default BPDU

tunneling.

• mpls-forwarding—(MX Series routers only) Allow filtering and translation of route

distinguisher (RD)values in IPv4and IPv6VPNaddress familiesonboth routes received

and routes sent for selected BGP sessions. In particular, for Inter-AS VPNOption-B

networks, this option can prevent the malicious injection of VPN labels from one peer

AS boundary router to another.

• mpls-internet-multicast—(EX Series, M Series, MX Series, and T Series routers only)

Provide support for ingress replication provider tunnels to carry IP multicast data

between routers through an MPLS cloud, using MBGP or next-generation MVPN.

• no-forwarding—This is the default routing instance. Do not create a corresponding

forwarding instance. Use this routing instance type when a separation of routing table

information is required. There is no corresponding forwarding table. All routes are

installed into the default forwarding table. IS-IS instances are strictly nonforwarding

instance types.

• virtual-router—Enable a virtual router routing instance. This instance type is similar to

aVPNroutingand forwarding instance type, butused fornon-VPN-relatedapplications.

Youmust configure the interface statement for this type of routing instance. You do

not need to configure the route-distinguisher, vrf-import, and vrf-export statements.

• virtual-switch—(MXSeries routers, EX9200 switches, and QFX switches only) Provide

support for Layer 2 bridging. Use this routing instance type to isolate a LAN segment

with its Spanning Tree Protocol (STP) instance and to separate its VLAN identifier

space.

• vpls—Enable VPLS on the routing instance. Use this routing instance type for

point-to-multipoint LAN implementations between a set of sites in a VPN. Youmust

configure the interface, route-distinguisher, vrf-import, and vrf-export statements for

this type of routing instance.

• vrf—VPN routing and forwarding (VRF) instance. Provides support for Layer 3 VPNs,

where interface routes for each instance go into the corresponding forwarding table

only. Required to create a Layer 3 VPN. Create a VRF table (instance-name.inet.0) that

contains the routes originating from and destined for a particular Layer 3 VPN. For this

instance type, there is a one-to-onemapping between an interface and a routing

instance.EachVRF instancecorrespondswitha forwarding table.Routesonan interface

go into the corresponding forwarding table. Youmust configure the interface,

route-distinguisher, vrf-import, and vrf-export statements for this type of routing

instance.
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Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Instance Type on page 10

• Configuring EVPN Routing Instances

• Configuring EVPN Routing Instances on EX9200 Switches

• OBSOLETE Configuring Virtual Router Routing Instances

• Example: Configuring Filter-Based Forwarding on the Source Address

• Example: Configuring Filter-Based Forwarding on Logical Systems

• vpws-service-id on page 1305

interface (Routing Instances)

Syntax interface interface-name {
description text;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name],
[edit routing-instances routing-instance-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.2 for EX Series switches.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Statement introduced in Junos OS Release 13.2 for MX 3D Series routers.

Description Specify the interface over which the VPN traffic travels between the PE device and CE

device. You configure the interface on the PE device. If the value vrf is specified for the

instance-type statement included in the routing instance configuration, this statement

is required.

Options interface-name—Name of the interface.

The remaining statement is explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Interfaces for VPN Routing on page 11

• Configuring EVPN Routing Instances

• Configuring EVPN Routing Instances on EX9200 Switches

• interface (VPLS Routing Instances) on page 1179
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no-forwarding

Syntax no-forwarding;

Hierarchy Level [edit logical-systems logical-system-name protocols ldp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
ldp],

[edit protocols ldp],
[edit routing-instances routing-instance-name protocols ldp]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.3X50 for the QFX Series.

Description Do not add ingress routes to the inet.0 routing table even if traffic-engineering bgp-igp

(configured at the [edit protocolsmpls] hierarchy level) is enabled.

Default The no-forwarding statement is disabled. Ingress routes are added to the inet.0 routing

table instead of the inet.3 routing table when traffic-engineering bgp-igp is enabled.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Preventing Addition of Ingress Routes to the inet.0 Routing Table

• Configuring a Routing Protocol Between the Service Provider Routers on page 15
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proxy-generate

Syntax proxy-generate <route-target-policy route-target-policy-name>;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp group group-name family
route-target],

[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress
family route-target],

[edit protocols bgp group group-name family route-target],
[edit protocols bgp group group-name neighbor address family route-target]

Release Information Statement introduced in Junos OS Release 12.2.

Description Enable proxy BGP route target filtering (also known as proxy route target constrain, or

proxy RTC). This feature is useful if you have a network environment where route target

filtering is not widely deployed or fully supported. When configured for proxy BGP route

target filtering, the device creates route target membership (RTmembership) on behalf

of its peers that do not have the route target filtering functionality. The device then

distributes the RTmembership advertisements from incoming BGP VPN routes to other

devices in the network that need them.

Options route-target-policy route-target-policy-name—(Optional) Apply a routing policy that
defines a subset of VPN routes to be used in your proxy BGP route target filter. The

subset of VPN routes control which proxy BGP route targets are used to create the

proxy BGP route target routes.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Proxy BGP Route Target Filtering for VPNs on page 51

• Example: Configuring an Export Policy for BGP Route Target Filtering for VPNs on

page 67

• Configuring BGP Route Target Filtering for VPNs on page 37

• family route-target on page 1093

• rtf-prefix-list
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revert-time (Protocols Layer 2 Circuits)

Syntax revert-time secondsmaximum seconds;

Hierarchy Level [edit logical-systems logical-system-name protocols l2circuit neighbor address interface
interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls neighbor address],

[edit protocols l2circuit neighbor address interface interface-name],
[edit routing-instances routing-instance-name protocols vpls neighbor address]

Release Information Statement introduced in Junos OS Release 10.2.

maximum option introduced in Junos OS Release 13.2.

Description Specify a revert time for redundant Layer 2 circuits and VPLS pseudowires. When you

have configured redundant pseudowires for Layer 2 circuits or VPLS, traffic is switched

to the backup connection in the event that the primary connection fails. If you configure

a revert time, when the configured time expires traffic is reverted to the primary path,

assuming the primary path has been restored.

With themaximum option, specify a maximum reversion interval to add after the

revert-time delay. If a revert-time delay is defined but a maximum timer is not defined,

VCs are restored upon the revert-timer's expiration.

To reduce asmuch as possible the amount of traffic discarded, and potential data-path

asymmetries observed during primary-to-backup transition periods, you can use this

restoration timer. This restoration timer is activated when the backup path is performing

as active, and then the primary path is restored. The goal is to avoid moving traffic back

to the primary path right away, to make sure that the control plane's related tasks (such

as IGP, LDP, RSVP, and internal BGP) have enough time to complete their updating cycle.

By enabling a gradual return of traffic to the primary path, you can ensure that the

relatively-slow control-plane processing and updating does not have a negative impact

on the restoration process.

Themaximum option extends the revert timer’s functionality to provide a jittered interval

over which a certain number of circuits can be transitioned back to the primary path. By

making use of this maximum value, you can define a time interval during which circuits

areexpected toswitchover. Asaconsequence, circuits’ effective transitionsare scattered

during restoration periods.

Whenmaking use of revert-time xmaximum y statement, you can ensure that the

corresponding circuit that is active is moved to the primary path within a time-slot (t1)

such as that: x <= t1 <= y. In other words, by activating this statement, you can ensure

the following:

• VCs stay in the backup path for at least x seconds after the primary path comes back

up.

• VCs are moved back to the primary path before y seconds have elapsed.
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• y maximum value = xmaximum value * 2 = 1200 seconds.

The ideal values for x and y will are conditioned to internal aspects of your network. For

this reason, there are no default values for these settings. If no revert-time is set, the

default behavior is non-revertive. That is, circuits are not returned to the primary path

upon restoration. They are kept on the backup path.

Default Without the revert-time statement, virtual circuit (VC) traffic is not transitioned to the

primary path upon restoration of the primary path.

Options seconds—Revert time in seconds.

Range: 0 through 600 seconds

maximum seconds—Number of seconds to delay path restoration after the revert-time

delay.

Range: 0 through 1200 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Redundant Pseudowires for Layer 2 Circuits and VPLS on page 183
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route-distinguisher

Syntax route-distinguisher (as-number:id | ip-address:id);

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
l2vpnmesh-groupmesh-group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls mesh-groupmesh-group-name],

[edit routing-instances routing-instance-name],
[edit routing-instances routing-instance-name protocols l2vpnmesh-group
mesh-group-name],

[edit routing-instances routing-instance-nameprotocolsvplsmesh-groupmesh-group-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 11.1 for EX Series switches.

Support at [edit routing-instances routing-instance-name protocols vplsmesh-group

mesh-group-name] hierarchy level introduced in Junos OS Release 11.2.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Support at [edit routing-instances routing-instance-name protocols l2vpnmesh-group

mesh-group-name] hierarchy level introduced in Junos OS Release 13.2.

Statement introduced in Junos OS Release 14.1X53-D30 for QFX Series switches.

Description Specify an identifier attached to a route, enabling you to distinguish to which VPN or

virtual private LAN service (VPLS) the route belongs. Each routing instancemust have

a unique route distinguisher (RD) associated with it. The RD is used to place bounds

aroundaVPNso that the same IP address prefixes canbeused in different VPNswithout

having them overlap. If the instance type is vrf, the route-distinguisher statement is

required.

For Layer 2VPNsandVPLS, if youconfigure the l2vpn-use-bgp-rules statement, youmust

configure a unique RD for each PE router participating in the routing instance.

For other types of VPNs,we recommend that you use a uniqueRD for each provider edge

(PE) router participating in specific routing instance. Although you can use the same RD

on all PE routers for the same VPN routing instance, if you use a unique RD, you can

determine the customer edge (CE) router fromwhich a route originated within the VPN.

For Layer 2 VPNs and VPLSs, if you configure mesh groups, the RD in eachmesh group

must be unique.

CAUTION: Westrongly recommendthat if youchangeanRDthathasalready
beenconfigured,make thechangeduringamaintenancewindow,as follows:

1. Deactivate the routing instance.

2. Change the RD.

3. Activate the routing instance.
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This is not required if you are configuring the RD for the first time.

Options as-number:number—as-number is an assigned AS number, and number is any 2-byte or

4-byte value. The AS number can be from 1 through 4,294,967,295. If the AS number

is a 2-byte value, the administrative number is a 4-byte value. If the AS number is

4-byte value, the administrative number is a 2-byte value. An RD consisting of a

4-byte AS number and a 2-byte administrative number is defined as a type 2 RD in

RFC 4364 BGP/MPLS IP VPNs.

NOTE: In Junos OS Release 9.1 and later, the numeric range for AS numbers
is extended to provide BGP support for 4-byte AS numbers, as defined in
RFC4893,BGPSupport forFour-octetASNumberSpace.All releasesof Junos
OS support 2-byte AS numbers. To configure an RD that includes a 4-byte
AS number, append the letter “L” to the end of the AS number. For example,
an RDwith the 4-byte AS number 7,765,000 and an administrative number
of 1,000 is represented as 77765000L:1000.

In JunosOSRelease9.2 and later, you canalso configure a4-byteASnumber
using the AS dot notation format of two integer values joined by a period:
<16-bit high-order value in decimal>.<16-bit low-order value in decimal>. For
example, the 4-byte AS number of 65,546 in the plain-number format is
represented as 1.10 in AS dot notation format.

ip-address:id—IP address (ip-address is a 4-byte value) within your assigned prefix range

and a 2-byte value for the id. The IP address can be any globally unique unicast

address.

Range: 0 through 4,294,967,295 (232 – 1). If the router you are configuring is a BGP peer

of a router that does not support 4-byte AS numbers, you need to configure a local

AS number. For more information, see Using 4-Byte Autonomous System Numbers

in BGP Networks Technology Overview.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring BGP Route Target Filtering for VPNs on page 41

• Example: Configuring FEC 129 BGP Autodiscovery for VPWS on page 706

• Configuring EVPN Routing Instances

• Configuring the Route Distinguisher on page 13

• Configuring an MPLS-Based Layer 2 VPN (CLI Procedure)

• Configuring an MPLS-Based Layer 3 VPN (CLI Procedure)

• l2vpn-use-bgp-rules on page 1190
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route-distinguisher-id

Syntax route-distinguisher-id ip-address;

Hierarchy Level [edit logical-systems logical-system-name routing-options],
[edit routing-options]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description Automatically assign a route distinguisher to the routing instance.

If you configure the route-distinguisher statement in addition to the route-distinguisher-id

statement, the value configured for route-distinguisher supersedes the value generated

from route-distinguisher-id.

NOTE: To avoid a conflict in the two route distinguisher values, it is
recommended toensure that the first half of the routedistinguisher obtained
byconfiguring the route-distinguisher statement isdifferent fromthe first half

of the route distinguisher obtained by configuring the route-distinguisher-id

statement.

Options ip-address—Address for routing instance.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring BGP Route Target Filtering for VPNs on page 41

• Configuring the Route Distinguisher on page 13
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route-target-filter

Syntax route-target-filter destination {
group group-name;
local;
neighbor address;

}

Hierarchy Level [edit logical-systems logical-system-name routing-options rib bgp.rtarget.0 static],
[edit routing-options rib bgp.rtarget.0 static]

Release Information Statement introduced in Junos OS Release 12.2.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Statically configure route target filtering. Route target filtering allows you to distribute

VPN routes to only the routers that need them. In VPN networks without route target

filtering configured, BGP distributes all static VPN routes to all of the VPN peer routers.

You can add static routes to the bgp.rtarget.0 routing table with specific NLRI-imposed

constraints.

Options destination—Allows you to specify the static route destination. This value must be in the

format x:y/len. The x value is either an IP address or an AS number followed by an

optional L to indicate a 4 byte AS number, and y is a number (for example,

123456L:100/64).

group group-name(s)—Installs an RT-Constrain filter for the destination for all peers in

the specified BGP group. The route and corresponding BGP group are displayed in

the output of the show bgp group rtf detail command.

local—Causes the router to originate the route target constrain NLRI, but does not install

any filtering state for the prefix. This behavior can be useful when the router should

always receive VPN routes with this route-target regardless of the state of a given

BGP peering session or group status. The route is not displayed in the output of the

showbgpgrouprtfdetailcommandunless it is also included ineither theBGPneighbor

or BGP group configuration.

neighboraddress—Installs anRT-Constrain filter for thedestination for thisBGPneighbor.

The route isdisplayed in theoutputof the showbgpgrouprtfdetailcommand.Specify

the BGP neighbor using the router’s IP address.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Static Route Target Filtering for VPNs on page 50

• ReducingNetworkResourceUsewithStaticRouteTarget Filtering forVPNsonpage84
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switchover-delay

Syntax switchover-delaymilliseconds;

Hierarchy Level [edit logical-systems logical-system-name protocols l2circuit neighbor address interface
interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls neighbor address],

[edit protocols l2circuit neighbor address interface interface-name],
[edit routing-instances routing-instance-name protocols vpls neighbor address]

Release Information Statement introduced in Junos OS Release 9.2.

Description After the primary pseudowire goes down, specifies the delay (in milliseconds) to wait

before the backup pseudowire takes over. You configure this statement for each backup

neighbor configuration to adjust the switchover time after a failure is detected.

Options milliseconds—Specify the time to wait before switching to the backup pseudowire after

the primary pseudowire fails.

Default: 10,000milliseconds

Range: 0 through 180,000milliseconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Switchover Delay for the Pseudowires on page 184
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unicast-reverse-path

Syntax unicast-reverse-path (active-paths | feasible-paths);

Hierarchy Level [edit logical-systems logical-system-name routing-options forwarding-table],
[edit routing-instances routing-instance-name instance-type name routing-options
forwarding-table],

[edit routing-options forwarding-table]

Release Information Statement introduced before Junos OS Release 7.4.

Support for routing instances added in Junos OS Release 8.3.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Statement introduced in Junos OS Release 11.3 for QFX Series switches.

Description Control the operation of unicast reverse-path-forwarding check. This statement enables

the RPF check to be used when routing is asymmetrical.

Options active-paths—Consider only active paths during the unicast reverse-path check.

feasible-paths—Consider all feasible paths during the unicast reverse-path check.

Default: If you omit the unicast-reverse-path statement, only the active paths to a
particular destination are considered.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Unicast Reverse-Path-Forwarding Checking to Prevent DoS and

DDoS Attacks on page 97

• Enabling Unicast Reverse-Path Forwarding Check for VPNs on page 96
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vpn-apply-export

Syntax vpn-apply-export;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp],
[edit logical-systems logical-system-name protocols bgp group group-name],
[edit logical-systems logical-system-name protocols bgp group group-name neighbor
neighbor],

[edit protocols bgp],
[edit protocols bgp group group-name],
[edit protocols bgp group group-name neighbor neighbor]

Release Information Statement introduced before Junos OS Release 7.4.

Description Apply both the VRF export and BGP group or neighbor export policies (VRF first, then

BGP)before routes from the vrfor l2vpn routing tables are advertised to other PE routers.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Applying Both the VRF Export and the BGP Export Policies on page 30
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vrf-export

Syntax vrf-export [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls mesh-groupmesh-group-name]

[edit routing-instances routing-instance-name]
[edit routing-instances routing-instance-nameprotocolsvplsmesh-groupmesh-group-name]
[edit switch-options]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 11.1 for EX Series switches.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Statement introduced in Junos OS Release 14.1X53-D30 for QFX Series switches.

Description Specify how routes are exported from the local PE router’s VRF table

(routing-instance-name.inet.0) to the remote PE router. If the value vrf is specified for

the instance-type statement included in the routing instanceconfiguration, this statement

is required.

You can configure multiple export policies on the PE router or PE switch.

Default If the instance-type is vrf, vrf-export is a required statement. The default action is to

reject.

Options policy-names—Names for the export policies.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Implementing EVPN-VXLAN for Data Centers

• instance-type on page 1097

• Configuring an Export Policy for the PE Router’s VRF Table on page 29
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vrf-import

Syntax vrf-import [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls mesh-groupmesh-group-name]

[edit routing-instances routing-instance-name]
[edit routing-instances routing-instance-nameprotocolsvplsmesh-groupmesh-group-name]
[edit switch-options]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 11.1 for EX Series switches.

Statement introduced in Junos OS Release 14.1X53-D30 for QFX Series switches.

Description Specify how routes are imported into the virtual routing and forwarding (VRF) table

(routing-instance-name.inet.0) of the local provider edge (PE) router or switch from the

remote PE router. If the value vrf is specified for the instance-type statement included in

the routing instance configuration, this statement is required.

You can configure multiple import policies on the PE router or switch.

Default If the instance type is vrf, vrf-import is a required statement. The default action is to

accept.

Options policy-names—Names for the import policies.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Implementing EVPN-VXLAN for Data Centers

• instance-type on page 1097

• Configuring an Import Policy for the PE Router’s VRF Table on page 27
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vrf-mtu-check

Syntax vrf-mtu-check;

Hierarchy Level [edit chassis]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 11.1 for EX Series switches.

Description OnM Series routers (except the M120 and M320 router), T Series routers, and on EX

Series 8200 switches, configure pathmaximum transmission unit (MTU) checks on the

outgoing interface for unicast traffic routed on a virtual private network (VPN) routing

and forwarding (VRF) instance.

Default Disabled.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Path MTU Checks for VPN Routing Instances on page 16

• Configuring the Junos OS to Enable MTU Path Check for a Routing Instance on M Series

Routers
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vrf-target

Syntax vrf-target {
community;
auto
import community-name;
export community-name;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
l2vpnmesh-groupmesh-group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls mesh-groupmesh-group-name],

[edit routing-instances routing-instance-name protocols evpn vni-options],
[edit routing-instances routing-instance-name protocols l2vpnmesh-group
mesh-group-name],

[edit routing-instances routing-instance-nameprotocolsvplsmesh-groupmesh-group-name],
[edit switch-options]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 11.1 for EX Series switches.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Statement introduced in Junos OS Release 14.1X53-D30 for QFX Series switches. auto

optionwas also added at this time.

Description Specify a virtual routing and forwarding (VRF) target community. If you configure the

community option only, default VRF import and export policies are generated that accept

and tag routes with the specified target community. The purpose of the vrf-target

statement is to simplify the configuration by allowing you to configure most statements

at the [edit routing-instances] hierarchy level. In effect, this statement configures a single

policy for import and a single policy for export to replace the per-VRF policies for every

community.

Youcan still createmore complexpoliciesbyexplicitly configuringVRF import andexport

policies using the import and export options.

Options community—Community name.

auto—Automatically derives the route target (RT) for QFX5100 switches.

import community-name—Allowed communities accepted from neighbors.

export community-name—Allowed communities sent to neighbors.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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Related
Documentation

• Configuring a VRF Target on page 31

• Example: Configuring FEC 129 BGP Autodiscovery for VPWS on page 706
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CHAPTER 45

Configuration Statements (Layer 2 VPNs
and VPLS)

• action-priority on page 1122

• active-interface (VPLSMultihoming) on page 1123

• any (VPLSMultihoming) on page 1124

• auto-discovery-only on page 1125

• automatic-site-id on page 1126

• backup-interface (Layer 2 Circuits) on page 1127

• bandwidth (Protocols Layer 2 Circuit) on page 1128

• best-site on page 1129

• bfd-liveness-detection (Layer 2 VPN and VPLS) on page 1130

• community (Protocols Layer 2 Circuit) on page 1132

• connection-protection on page 1133

• connectivity-type on page 1134

• control-channel (Protocols OAM) on page 1135

• control-word (Protocols Layer 2 Circuit Neighbor) on page 1136

• control-word (Protocols Layer 2 VPN) on page 1137

• control-word (BGP VPLS) on page 1138

• deep-vlan-qualified-learning on page 1138

• description (Protocols Layer 2 Circuit Neighbor) on page 1139

• description (Protocols Layer 2 VPN) on page 1139

• detection-time (BFD Liveness Detection) on page 1140

• egress-protection (Layer 2 circuit) on page 1142

• egress-protection (MPLS) on page 1143

• encapsulation (Logical Interface) on page 1144

• encapsulation on page 1148

• encapsulation-type (Layer 2 Circuits) on page 1155

• encapsulation-type (Layer 2 VPNs) on page 1157
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• end-interface on page 1158

• extended-vlan-list on page 1159

• family (Protocols BGP) on page 1160

• family multiservice on page 1164

• fast-aps-switch on page 1166

• fast-reroute-priority on page 1167

• flow-label-receive-static on page 1168

• flow-label-transmit-static on page 1169

• hot-standby on page 1169

• hot-standby (Protocols Layer 2 Circuit) on page 1170

• hot-standby-vc-on (Protocols Layer 2 Circuit) on page 1171

• identifier (VPLSMultihoming for FEC 129) on page 1172

• ignore-encapsulation-mismatch on page 1173

• ignore-mtu-mismatch on page 1174

• import-labeled-routes (Routing Instances VPLS) on page 1175

• interface (Protocols Layer 2 Circuit) on page 1176

• interface (Protocols Layer 2 VPN) on page 1177

• interface (VPLSMesh-Group) on page 1178

• interface (VPLSMultihoming for FEC 129) on page 1178

• interface (VPLS Routing Instances) on page 1179

• interface-mac-limit (VPLS) on page 1180

• install-nexthop on page 1181

• l2circuit on page 1182

• l2ckt on page 1183

• l2-learning on page 1184

• l2vpn on page 1186

• l2vpn (routing-options) on page 1188

• l2vpn-id on page 1189

• l2vpn-use-bgp-rules on page 1190

• label-allocation on page 1191

• label-block-size on page 1192

• label-switched-path-template (Multicast) on page 1193

• local-switching (Layer 2 Circuits) on page 1194

• local-switching (VPLS) on page 1195

• mac-flush on page 1196

• mac-pinning on page 1198

• mac-statistics on page 1199
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• mac-table-aging-time on page 1201

• mac-table-size on page 1203

• map-dest-bmac-to-dest-cmac on page 1204

• mesh-group (Protocols VPLS) on page 1205

• minimum-interval (BFD Liveness Detection) on page 1207

• minimum-interval (transmit-interval) on page 1209

• minimum-receive-interval (BFD Liveness Detection) on page 1211

• mtu on page 1213

• multicast-mode (EVPN) on page 1217

• multiplier (BFD Liveness Detection) on page 1218

• multi-homing (VPLSMultihoming for FEC 128) on page 1219

• multi-homing (VPLSMultihoming for FEC 129) on page 1220

• neighbor (Protocols Layer 2 Circuit) on page 1221

• neighbor (Protocols VPLS) on page 1223

• no-adaptation (BFD Liveness Detection) on page 1225

• no-control-word (BGP VPLS) on page 1226

• no-control-word (Protocols Layer 2 VPN) on page 1227

• no-l2ckt on page 1228

• no-l2vpn on page 1228

• no-local-switching (VPLS) on page 1229

• no-mac-learning on page 1230

• no-normalization on page 1232

• no-revert (Local Switching) on page 1233

• no-revert (Neighbor Interface) on page 1234

• no-tunnel-services on page 1235

• oam on page 1236

• packet-action on page 1237

• peer-active (VPLSMultihoming for FEC 129) on page 1240

• peer-as (VPLS) on page 1241

• ping-interval on page 1242

• policer (Layer 2 VPN) on page 1243

• policy-oids on page 1244

• preference (Interface-LevelPreference forVPLSMultihoming for FEC 129)onpage 1245

• preference (Site-Level Preference for VPLSMultihoming for FEC 129) on page 1246

• primary (VPLSMultihoming) on page 1247

• protect-interface on page 1248

• protected-l2circuit on page 1249
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• protector-interface on page 1250

• protector-pe on page 1251

• proxy (Interfaces) on page 1252

• pseudowire-status-tlv on page 1253

• psn-tunnel-endpoint on page 1254

• qualified-bum-pruning-mode on page 1255

• qualified-bum-pruning-mode on page 1255

• remote on page 1256

• remote-site-id on page 1257

• routing-instances on page 1258

• rsvp-te (Routing Instances Provider Tunnel) on page 1259

• send-oam on page 1260

• service-groups on page 1261

• site (Layer 2 Circuits) on page 1262

• site (VPLSMultihoming for FEC 128) on page 1263

• site (VPLSMultihoming for FEC 129) on page 1264

• site-identifier (Layer 2 Circuits) on page 1265

• site-identifier (VPLS) on page 1265

• site-preference on page 1266

• site-range on page 1267

• source-attachment-identifier (Protocols VPWS) on page 1268

• source-bmac on page 1269

• standby (Protocols Layer 2 Circuit) on page 1270

• static (Protocols Layer 2 Circuit) on page 1271

• static (Protocols VPLS) on page 1272

• static-mac on page 1273

• target-attachment-identifier (Protocols VPWS) on page 1274

• template on page 1275

• threshold (detection-time) on page 1276

• threshold (transmit-interval) on page 1278

• traceoptions (Egress Protection) on page 1280

• traceoptions (Protocols Layer 2 Circuit) on page 1281

• traceoptions (Protocols Layer 2 VPN) on page 1283

• traceoptions (Protocols VPLS) on page 1285

• transmit-interval (BFD Liveness Detection) on page 1287

• tunnel-services (Routing Instances VPLS) on page 1289

• version (BFD Liveness Detection) on page 1290
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• virtual-circuit-id on page 1291

• virtual-gateway-address on page 1292

• virtual-mac on page 1293

• vlan-id on page 1294

• vlan-id (routing instance) on page 1295

• vlan-id inner-all on page 1296

• vlan-id-list (Interface in VPLS) on page 1297

• vlan-tagging on page 1298

• vlan-tags (Stacked VLAN Tags) on page 1299

• vpls (Interfaces) on page 1300

• vpls (Routing Instance) on page 1301

• vpls-id on page 1303

• vpls-id-list (protocols vpls mesh-group) on page 1304

• vpws-service-id on page 1305
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action-priority

Syntax action-priority value;

Hierarchy Level [edit routing-instances routing-instance-name protocols protocol-name interface
interface-name]

Release Information Statement introduced in Junos OS Release 13.2.

Description Configure the priority for an interface on which the MACmove is applied. When a MAC

move is configured with a corresponding action, and that limit is exceeded, the action is

applied to one of the interfaces associated with that MAC address having the highest

action priority. If the action configured for the MACmove is shutdown, you can use the

action priority to determine which interface is disabled. If an interface is trusted, assign

a low action priority to decrease the likelihood that the interface shuts down if the

configured action is shutdown or vlan-member-shutdown.

If no action priority is configured, or if the interfaces have the same action priority, then

the action is applied to the interface to which the MAC address moved last.

Options value—Value assigned to an interface associated with a MAC address move. The value
determines the priority with which an action is applied to the interface if the MAC

addressmove limit is reached. The interface with the highest priority is the interface

with the lowest value configured for action-priority.

A higher value means lower priority. For example, if a MAC address move occurs

between two interfaces with the action priority value set to 5 and 6, the interface

with value 5 as the action priority value is blocked.

If a VPLS instance has MACmove action enabled, set the action-priority to 8 for the

router to detect an interface as a core interface by the VPLS customer edge loop

prevention feature. By default, the loop prevention feature supports lsi and vt-type

interfaces as core interfaces; however, you can use this special action-priority value

to designate any interface as a core interface.

Default: 4

Range: 0 through 8

Required Privilege
Level

system—To view this statement in the configuration.

system–control—To add this statement to the configuration.

Related
Documentation

• MACMoves Loop Prevention in VPLS Network Overview on page 905

• Example:ConfiguringLoopPrevention inVPLSNetworkDue toMACMovesonpage910
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active-interface (VPLSMultihoming)

Syntax active-interface {
any;
primary interface-name;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances instance-name protocols vpls
multi-homing],

[edit logical-systems logical-system-name routing-instances instance-name protocols vpls
multi-homing site site-name],

[edit routing-instances instance-name protocols vpls multi-homing],
[edit routing-instances instance-name protocols vpls multi-homing site site-name]

Release Information Statement introduced in Junos OS Release 7.5.

Description Specify a multihomed interface as the primary interface for the VPLS site. If there are

multiple interfaces, the remaining interfacesareactivatedonlywhen theprimary interface

goes down. If no active interfaces are configured at the site level, it is assumed that all

traffic for a VPLS site travels through a single, nonmultihomed PE router.

NOTE: In theVPLSdocumentation, theword router in termssuchasPE router
is used to refer to any device that provides routing functions.

The remaining statements are explained separately. See CLI Explorer.

For FEC 128, use the [edit routing-instances instance-name protocols vplsmulti-homing]

hierarchy level.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Specifying an Interface as the Active Interface on page 755
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any (VPLSMultihoming)

Syntax any;

Hierarchy Level [edit logical-systems logical-system-name routing-instances instance-name protocols vpls
multi-homing active-interface],

[edit logical-systems logical-system-name routing-instances instance-name protocols vpls
multi-homing site site-name active-interface],

[edit routing-instances instance-name protocols vpls multi-homing active-interface],
[edit routing-instances instance-name protocols vpls multi-homing site site-name
active-interface]

Release Information Statement introduced in Junos OS Release 7.5.

Description Specify that anymultihomed interface can be used as the primary interface by the VPLS

site. Depending on the order inwhich interfaces are listed in thePE router’s configuration,

the first operational interface in the setof configured interfaces is chosen tobe theprimary

interface.

NOTE: In theVPLSdocumentation, theword router in termssuchasPE router
is used to refer to any device that provides routing functions.

For FEC 128, use the [edit routing-instances instance-name protocols vplsmulti-homing

active-interface] hierarchy level.

Default This is the default behavior.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Specifying an Interface as the Active Interface on page 755

• primary on page 1247
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auto-discovery-only

Syntax auto-discovery-only;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp family l2vpn],
[edit logical-systems logical-system-name protocols bgp group group-name family l2vpn],
[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress
family l2vpn],

[edit logical-systems logical-system-name routing-instances instance-name protocols bgp
family l2vpn],

[edit logical-systems logical-system-name routing-instances instance-name protocols bgp
group group-name family l2vpn],

[edit logical-systems logical-system-name routing-instances instance-name protocols bgp
group group-name neighbor address family l2vpn],

[edit protocols bgp family l2vpn],
[edit protocols bgp group group-name family l2vpn],
[edit protocols bgp group group-name neighbor address family l2vpn],
[edit routing-instances instance-name protocols bgp family l2vpn],
[edit routing-instances instance-name protocols bgp group group-name family l2vpn],
[edit routing-instances instance-name protocols bgp group group-name neighbor address
family l2vpn]

Release Information Statement introduced in Junos OS Release 10.4R2.

Description Enable the router toprocessonly theautodiscoverynetwork layer reachability information

(NLRI) update messages for VPWS and LDP-based Layer 2 VPN and VPLS update

messages (BGP_L2VPN_AD_NLRI) (FEC 129).

Specifically, the auto-discovery-only statement notifies the routing process (rpd) to

expect autodiscovery-relatedNLRImessages so that information canbedeciphered and

used by LDP, VPLS, and VPWS.

The auto-discovery-only statementmust be configured on all provider edge (PE) routers

inaVPLSor inaVPWS. If youconfigure route reflection, theauto-discovery-only statement

is also required on provider (P) routers that act as the route reflector in supporting FEC

129-related updates.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring BGP Autodiscovery for LDP VPLS on page 724

• Example:ConfiguringBGPAutodiscovery for LDPVPLSwithUser-DefinedMeshGroups

on page 741

• Example: Configuring FEC 129 BGP Autodiscovery for VPWS on page 706
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automatic-site-id

Syntax automatic-site-id {
collision-detect-time seconds;
new-site-wait-time seconds;
reclaim-wait-timeminimum secondsmaximum seconds;
startup-wait-time seconds;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls site site-name],

[edit routing-instances routing-instance-name protocols vpls site site-name]

Release Information Statement introduced in Junos OS Release 9.1.

Description Enable automatic site identifiers for VPLS routing instances.

When you configure automatic-site-id for the first time, youmust deactivate and then

activate protocol vpls. However, if you already have automatic-site-id configured, you do

not need to deactivate and then activate protocol vpls.

Options collision-detect-time—The time in seconds to wait after a claim advertisement is sent to

theother routers inaVPLS instancebeforeaPE router canbeginusingasite identifier.

If thePE router receives a competing claimadvertisement for the samesite identifier

during this timeperiod, it initiates the collision resolutionprocedure for site identifiers.

NOTE: In theVPLSdocumentation, theword router in termssuchasPE router
is used to refer to any device that provides routing functions.

new-site-wait-time—The time in seconds towait to receive VPLS information for a newly

configured routing instance or a new site. This time interval is also appliedwhenever

the automatic site identifier feature is activated on a VPLS routing instance other

than at startup. Effectively, this timer indicates how long to wait before an attempt

is made to allocate a site identifier. This timer is also triggered whenever a VPLS

routing instance is enabled.

reclaim-wait-time—The time in seconds to wait to receive VPLS information for a newly

configured routing instance or a new site. This time interval is also appliedwhenever

the automatic site identifier feature is activated on a VPLS routing instance other

than at startup. Effectively, this timer indicates how long to wait before an attempt

is made to allocate a site identifier. This timer is also triggered whenever a VPLS

routing instance is enabled.Youcanconfigure twovalues for this option: theminimum

wait time and themaximumwait time.
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startup-wait-time—The time in seconds to wait at startup to receive all the VPLS

information for the route targets configured on the other PE routers included in the

VPLS routing instance.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Automatic Site Identifiers for VPLS on page 550

backup-interface (Layer 2 Circuits)

Syntax backup-interface interface-name;

Hierarchy Level [edit logical-systems logical-system-name protocols l2circuit local-switching interface
interface-name end-interface interface interface-name],

[edit protocols l2circuit local-switching interface interface-name end-interface interface
interface-name]

Release Information Statement introduced in Junos OS Release 12.3.

Description Specify the interface to be used by the protection pseduowire in connection protection

configurations for Layer 2 circuits.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration

Related
Documentation

• Example: Configuring Layer 2 Circuit Switching Protection on page 367
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bandwidth (Protocols Layer 2 Circuit)

Syntax bandwidth (bandwidth | ctnumber bandwidth);

Hierarchy Level [edit logical-systems logical-system-name protocols l2circuit neighbor address interface
interface-name],

[edit protocols l2circuit neighbor address interface interface-name]

Release Information Statement introduced before Junos OS Release 7.4.

Description Specify bandwidth allocation for a Layer 2 circuit or for the class types of a Layer 2 circuit.

Options bandwidth—Configure thebandwidth in bits per second for the Layer 2 circuit. You cannot

configure the bandwidth for the Layer 2 circuit and for the class types at the same

time.

ctnumber bandwidth—Configure the bandwidth in bits per second for a class type on the

Layer 2 circuit. You can configure bandwidth for up to four class types (ct0, ct1, ct2,

ct3) per Layer 2 circuit. If you configure the class types, youmust configure them in

order, starting with class type ct0.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Bandwidth Allocation and Call Admission Control in Layer 2 Circuits on

page 310

Copyright © 2018, Juniper Networks, Inc.1128

Layer 2 VPNs and VPLS Feature Guide for Routing Devices



best-site

Syntax best-site;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls site site-name],

[edit routing-instances routing-instance-name protocols vpls site site-name]

Release Information Statement introduced in Junos OS Release 12.2.

Description Enables the VPLSmultihoming best site functionality, allowing the site on which it has

beenenabled tobe thepreferred site for thisPE router. This statementmustbeconfigured

on all PE routers within the optimized VPLS routing instance.

NOTE: In theVPLSdocumentation, theword router in termssuchasPE router
is used to refer to any device that provides routing functions.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: VPLSMultihoming, Improved Convergence Time on page 756

1129Copyright © 2018, Juniper Networks, Inc.

Chapter 45: Configuration Statements (Layer 2 VPNs and VPLS)



bfd-liveness-detection (Layer 2 VPN and VPLS)

Syntax bfd-liveness-detection {
detection-time {
thresholdmilliseconds;

}
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
version (1 | automatic);

}

Hierarchy Level [edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
l2vpn oam],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls neighbor neighbor-id oam],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls mesh-groupmesh-group-name neighbor neighbor-id oam],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls oam],

[edit routing-instances routing-instance-name protocols l2vpn oam],
[edit routing-instances routing-instance-name protocols vpls neighbor neighbor-id oam],
[edit routing-instances routing-instance-nameprotocols vplsmesh-groupmesh-group-name
neighbor neighbor-id oam],

[edit routing-instances routing-instance-name protocols vpls oam]

Release Information Statement introduced in Junos OS Release 10.0.

Statement introduced in Junos OS Release 13.2 for Layer 2 VPNs and VPLS.

Description Configure bidirectional failure detection timers.

The BFD failure detection timers are adaptive and can be adjusted to bemore or less

aggressive. For example, the timers can adapt to a higher value if the adjacency fails, or

a neighbor can negotiate a higher value for a timer than the configured value. The timers

adapt to a higher value when a BFD session flap occurs more than three times in a span

of 15 seconds. A back-off algorithm increases the receive (Rx) interval by two if the local

BFD instance is the reason for the session flap. The transmission (Tx) interval is increased

by two if the remote BFD instance is the reason for the session flap. You can use the clear

bfd adaptation command to return BFD interval timers to their configured values. The

clear bfd adaptation command is hitless, meaning that the command does not affect

traffic flow on the routing device.

The remaining statements are explained separately. See CLI Explorer.
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Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD for Layer 2 VPN and VPLS on page 190

• Example: Configuring BFD for Static Routes for Faster Network Failure Detection
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community (Protocols Layer 2 Circuit)

Syntax community community-name {
invert-match;
members community-members;

}

Hierarchy Level [edit logical-systems logical-system-name policy-options],
[edit logical-systems logical-system-name protocols l2circuit local-switching interface
interface-name backup-neighbor address],

[edit logical-systems logical-system-name protocols l2circuit neighbor address
interface interface-name],

[edit logical-systems logical-system-name protocols l2circuit neighbor address interface
interface-name backup-neighbor address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls neighbor address backup-neighbor address],

[edit policy-options],
[edit protocols l2circuit local-switching interface interface-name backup-neighbor address],
[edit protocols l2circuit neighbor address interface interface-name],
[editprotocols l2circuit neighboraddress interface interface-namebackup-neighboraddress],
[edit routing-instances routing-instance-name protocols vpls neighbor address
backup-neighbor address]

Release Information Statement introduced before Junos OS Release 7.4.

Hierarchy levelsassociatedwith thebackup-neighborstatement(pseudowire redundancy)

added in Junos OS Release 9.2.

Statement introduced in Junos OS Release 12.3 at the [edit protocols l2circuit

local-switching interface interface-name backup-neighbor address] hierarchy level.

Description Specify the community for the Layer 2 circuit.

Options community-name—Name of the Layer 2 circuit community.

invert-match—Invert the results of the community expression match.

members community-members—Specify the members of the community.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Layer 2 Circuit Community on page 300

• Configuring Pseudowire Redundancy on the PE Router on page 184

• Example: Configuring Layer 2 Circuit Switching Protection on page 367
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connection-protection

Syntax connection-protection;

Hierarchy Level [edit logical-systems logical-system-name protocols l2circuit local-switching interface
interface-name],

[edit logical-systems logical-system-name protocols l2circuit neighbor address interface],
[edit protocols l2circuit local-switching interface interface-name],
[edit protocols l2circuit neighbor address interface interface-name]

Release Information Statement introduced in Junos OS Release 12.3.

Description Enable connection protection on the Layer 2 circuit. Connection protection enables you

toconfigurea redundantpseudowire toactasabackupconnectionandcanbeconfigured

between PE routers, maintaining Layer 2 circuit and VPLS services after certain types of

failures. This feature helps to improve the reliability of networks where a single point of

failure could interrupt service for customers.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Layer 2 Circuit Switching Protection on page 367
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connectivity-type

Syntax connectivity-type (ce | irb | permanent);

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls],

[edit routing-instances routing-instance-name protocols vpls]

Release Information Statement introduced in Junos OS Release 9.1.

irb option introduced in Junos OS Release 9.3.

permanent option introduced in Junos OS Release 10.4.

Description SpecifywhenaVPLSconnection is takendowndependingonwhetherornot the interface

for theVPLS routing instance is customer-facingor integrated routing andbridging (IRB).

NOTE: The connectivity-type statement is not supported for FEC 129 VPLS

(also known as LDP VPLSwith BGP-based autodiscovery).

Default ce

Options ce—Require that for the VPLS connection to be up, the customer-facing interface for the

VPLS routing instancemust also be up. If the customer-facing interface fails, the

VPLS connection is taken down.

irb—Allow a VPLS connection to remain up so long as an IRB interface is configured for

the VPLS routing instance.

permanent—Allow a VPLS connection to remain up until specifically taken down. This

option is reserved for use in configuring Layer 2Wholesale subscriber networks. See

theBroadbandSubscriberManagement SolutionsGuide for details about configuring

a Layer 2Wholesale network.

NOTE: To specifically take down a VPLS routing instance that is using the
permanent option, all associated static logical interfacesmust also be down.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring VPLS Routing Instance and VPLS Interface Connectivity on page 557

• Configuring Separate NNI Routing Instances for Layer 2Wholesale Service Retailers
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control-channel (Protocols OAM)

Syntax control-channel {
pwe3-control-word;
pw-label-ttl-1;
router-alert-label;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
l2vpn oam],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls oam],

[edit routing-instances routing-instance-name protocols l2vpn oam],
[edit routing-instances routing-instance-name protocols vpls oam]

Release Information Statement introduced in Junos OS Release 10.0.

Description Configure the Virtual Circuit Connection Verification (VCCV) BFD control channel. VCCV

provides a control channel associated with a pseudowire. You can configure a number

of different CV types for this control channel, based on the configuration of the

pseudowire.

Options pwe3-control-word—For BGP-based pseudowires that sendOAMpackets with a control

word that has 0001b as the first nibble.

pw-label-ttl-1—For BGP-based pseudowires that send OAM packets with the MPLS

pseudowire label and time-to-live (TTL) set to 1.

router-alert-label—For BGP-based pseudowires that sendOAMpacketswith router alert

label.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD for VCCV for Layer 2 VPNs, Layer 2 Circuits, and VPLS on page 193
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control-word (Protocols Layer 2 Circuit Neighbor)

Syntax (control-word | no-control-word);

Hierarchy Level [edit logical-systems logical-system-name protocols l2circuit neighbor address
interface interface-name],

[edit protocols l2circuit neighbor address interface interface-name]

Release Information Statement introduced before Junos OS Release 7.4.

Description Specify the control word. The control word is four bytes long and is inserted between the

Layer 2 protocol data unit (PDU) being transported and the virtual circuit (VC) label that

is used for demultiplexing.

Options control-word—Enable the use of the control word.

Default: A null control word is enabled by default. You can also configure the control
word explicitly using the control-word statement.

no-control-word—Disable the use of the control word.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Control Word for Frame Relay Interfaces on page 295
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control-word (Protocols Layer 2 VPN)

Syntax control-word;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
l2vpn],

[edit routing-instances routing-instance-name protocols l2vpn]

Release Information Statement introduced before Junos OS Release 7.4.

Description Specify the control word. The control word is 4 bytes long and is inserted between the

Layer 2 protocol data unit (PDU) being transported and the virtual connection (VC) label

that is used for demultiplexing.

NOTE: The following configuration statements are ignored for time-division
multiplexing pseudowires at the [edit protocols l2vpn] hierarchy level:

• control-word

• no-control-word

Default The control word is enabled by default. You can also configure the control word explicitly

using the control-word statement.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Disabling the Control Word for Layer 2 VPNs on page 167

• no-control-word on page 1227
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control-word (BGP VPLS)

Syntax control-word;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls],

[edit routing-instances routing-instance-name protocols vpls]

Release Information Statement introduced in Junos OS Release 14.1.

Description Set control-word to request that other routers insert a control word between the label

stack and the MPLS payload.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Control Word for BGP VPLS Overview on page 508

• Configuring a Control Word for BGP VPLS on page 509

• no-control-word (BGP VPLS) on page 1226

deep-vlan-qualified-learning

Syntax deep-vlan-qualified-learning vlan_tag_number;

Hierarchy Level [edit interfaces interface-name unit logical_unit_number]

Release Information Command introduced in Junos OS Release 17.4R1 on MX Series routers.

Description Enable qualified MAC learning on the third VLAN tag (innermost) of an ingress 3-tagged

packet, without any kind of implicit VLANmanipulation. If the packet has 2 tags, MAC

learning happens on the second VLAN. If the ingress packet has more than 3 tags, all

tags beyond the third tag are treated as part of data and not considered for learning. For

bidirectional traffic flow input-vlan-map popmust be configured.

NOTE: In Junos OS Release 17.4R1 the vlan_tag_number is 3 only.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• vlan-id inner-all on page 1296

• Understanding Qualified MAC Learning on page 964
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description (Protocols Layer 2 Circuit Neighbor)

Syntax description text;

Hierarchy Level [edit logical-systems logical-system-name protocols l2circuit neighbor address interface
interface-name],

[edit protocols l2circuit neighbor address interface interface-name]

Release Information Statement introduced before Junos OS Release 7.4.

Description Provide a text description for the Layer 2 circuit. If the text includes one or more spaces,

enclose the entire text string in quotation marks (" ").

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Description on page 10

description (Protocols Layer 2 VPN)

Syntax description text;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
l2vpn site site-name interface interface-name],

[edit routing-instances routing-instance-name protocols l2vpn site site-name interface
interface-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 11.1 for EX Series switches.

Description Describe the VPN or virtual private LAN service (VPLS) routing instance.

Options text—Provide a text description. If the text includes one or more spaces, enclose it in

quotation marks (" "). Any descriptive text you include is displayed in the output of

the show route instance detail command and has no effect on operation.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Site on page 126

• Configuring an MPLS-Based Layer 2 VPN (CLI Procedure)
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detection-time (BFD Liveness Detection)

Syntax detection-time {
thresholdmilliseconds;

}

Hierarchy Level [edit logical-systems logical-system-name protocols bgp bfd-liveness-detection],
[edit logical-systems logical-system-name protocols bgp group group-name
bfd-liveness-detection],

[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress
bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
l2vpn oam bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls neighbor neighbor-id oam bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls mesh-groupmesh-group-name neighbor neighbor-id oam bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls oam bfd-liveness-detection],

[edit protocols bgp bfd-liveness-detection],
[edit protocols bgp group group-name bfd-liveness-detection],
[edit protocols bgp group group-name neighbor address bgp bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols bgp bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols bgp group group-name
bfd-liveness-detection],

[edit routing-instances routing-instance-name protocols bgp group group-name neighbor
address bfd-liveness-detection]

[edit routing-instances routing-instance-nameprotocols l2vpnoambfd-liveness-detection],
[edit routing-instances routing-instance-name protocols vpls neighbor neighbor-id oam
bfd-liveness-detection],

[edit routing-instances routing-instance-nameprotocols vplsmesh-groupmesh-group-name
neighbor neighbor-id oam bfd-liveness-detection],

[edit routing-instances routing-instance-name protocols vpls oam bfd-liveness-detection]

Release Information Statement introduced in Junos OS Release 8.2.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for BFD authentication introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Statement introduced in Junos OS Release 13.2 for Layer 2 VPNs and VPLS.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Enable BFD failure detection. The BFD failure detection timers are adaptive and can be

adjusted to be faster or slower. The lower the BFD failure detection timer value, the faster

the failure detection and vice versa. For example, the timers can adapt to a higher value

if the adjacency fails (that is, the timer detects failures more slowly). Or a neighbor can

negotiate a higher value for a timer than the configured value. The timers adapt to a
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higher valuewhenaBFDsession flapoccursmore than three times inaspanof 15seconds.

A back-off algorithm increases the receive (Rx) interval by two if the local BFD instance

is the reason for the session flap. The transmission (Tx) interval is increased by two if

the remote BFD instance is the reason for the session flap. You can use the clear bfd

adaptation command to return BFD interval timers to their configured values. The clear

bfd adaptation command is hitless, meaning that the command does not affect traffic

flow on the routing device.

The remaining statement is explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD for Layer 2 VPN and VPLS on page 190

• Example: Configuring BFD for BGP

• bfd-liveness-detection

• threshold on page 1276
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egress-protection (Layer 2 circuit)

Syntax egress-protection {
protected-l2circuit {
egress-pe address;
ingress-pe address;
virtual-circuit-id identifier;

}
protector-interface interface-name;
protector-pe address {
context-identifier identifier;
lsp lsp-name;

}
}

Hierarchy Level [edit logical-systems logical-system-name protocols l2circuit neighbor address interface
interface-name],

[edit protocols l2circuit neighbor address interface interface-name]

Release Information Statement introduced in Junos OS release 10.4.

Description Configures an egress protection virtual circuit (EPVC).

Options The other statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring an Egress Protection LSP for a Layer 2 Circuit on page 351
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egress-protection (MPLS)

Syntax egress-protection {
context-identifier context-id {
primary | protector;
metric igp-metric-value;
advertise-mode (stub-alias | stub-proxy);

}
}

Hierarchy Level [edit logical-systems logical-system-name protocols mpls],
[edit logical-systems logical-system-name protocols mpls label-switched-path lsp-name],
[edit protocols mpls],
[edit protocols mpls label-switched-path lsp-name]

Release Information Statement introduced in Junos OS Release 10.4.

Options primary, protector, andmetric introduced in Junos OS Release 11.4R3.

Option advertise-mode introduced in Junos OS Release 13.3.

Description Enables an Edge Protection Virtual Circuit (EPVC) for the MPLS protocol.

Options context-identifiercontext-id-ip-address—(Optional)Thecontext identifier IPv4address.

metric igp-metric-value—(Optional)The IGPmetricvalue ranging from2 through 16777215.

(primary | protector)—On the primary PE router, configure as type primary. On the
protector PE router, configure as type protector.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Egress Protection for Layer 3 VPN Services

• Example: Configuring Layer 3 VPN Egress Protection with RSVP and LDP
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encapsulation (Logical Interface)

Syntax encapsulation (atm-ccc-cell-relay | atm-ccc-vc-mux | atm-cisco-nlpid | atm-mlppp-llc |
atm-nlpid | atm-ppp-llc | atm-ppp-vc-mux | atm-snap | atm-tcc-snap | atm-tcc-vc-mux
| atm-vc-mux | ether-over-atm-llc | ether-vpls-over-atm-llc | ether-vpls-over-fr |
ether-vpls-over-ppp | ethernet | ethernet-ccc | ethernet-vpls | ethernet-vpls-fr |
frame-relay-ccc | frame-relay-ether-type | frame-relay-ether-type-tcc | frame-relay-ppp
| frame-relay-tcc | gre-fragmentation | multilink-frame-relay-end-to-end | multilink-ppp
| ppp-over-ether | ppp-over-ether-over-atm-llc | vlan-bridge | vlan-ccc | vlan-vci-ccc |
vlan-tcc | vlan-vpls | vxlan);

Hierarchy Level [edit interfaces interface-name unit logical-unit-number],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number],
[edit interfaces rlsq number unit logical-unit-number]
[edit protocols evpn]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.1X48 for PTX Series Packet Transport

Routers (ethernet,vlan-ccc, and vlan-tcc options only).

Statement introduced in Junos OS Release 12.2 for the ACX Series Universal Access

Routers. Only the atm-ccc-cell-relay and atm-ccc-vc-mux options are supported on ACX

Series routers.

Statement introduced in Junos OS Release 17.3R1 for QFX10000 Series switches

(ethernet-ccc and vlan-ccc options only).

Description Configure a logical link-layer encapsulation type. Not all encapsulation types are

supported on the switches. See the switch CLI.

Options atm-ccc-cell-relay—Use ATM cell-relay encapsulation.

atm-ccc-vc-mux—Use ATM virtual circuit (VC) multiplex encapsulation on CCC circuits.

When you use this encapsulation type, you can configure the ccc family only.

atm-cisco-nlpid—UseCiscoATMnetwork layer protocol identifier (NLPID)encapsulation.

When you use this encapsulation type, you can configure the inet family only.

atm-mlppp-llc—For ATM2 IQ interfaces only, use Multilink Point-to-Point (MLPPP) over

AAL5 LLC. For this encapsulation type, your router must be equipped with a Link

Services or Voice Services PIC. MLPPP over ATM encapsulation is not supported on

ATM2 IQ OC48 interfaces.

atm-nlpid—Use ATMNLPID encapsulation. When you use this encapsulation type, you

can configure the inet family only.

atm-ppp-llc—(ATM2 IQ interfaces and MX Series routers with MPC/MIC interfaces using

the ATMMIC with SFP only) Use PPP over AAL5 LLC encapsulation.

atm-ppp-vc-mux—(ATM2 IQ interfaces and MX Series routers with MPC/MIC interfaces

using the ATMMICwith SFP only) Use PPPover ATMAAL5multiplex encapsulation.
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atm-snap—(All interfaces including MX Series routers with MPC/MIC interfaces using

the ATMMIC with SFP) Use ATM subnetwork attachment point (SNAP)

encapsulation.

atm-tcc-snap—Use ATM SNAP encapsulation on translational cross-connect (TCC)

circuits.

atm-tcc-vc-mux—Use ATM VCmultiplex encapsulation on TCC circuits. When you use

this encapsulation type, you can configure the tcc family only.

atm-vc-mux—(All interfaces including MX Series routers with MPC/MIC interfaces using

the ATMMIC with SFP) Use ATM VCmultiplex encapsulation. When you use this

encapsulation type, you can configure the inet family only.

ether-over-atm-llc—(All IP interfaces includingMXSeries routerswithMPC/MIC interfaces

using the ATMMIC with SFP) For interfaces that carry IP traffic, use Ethernet over

ATMLLCencapsulation.Whenyouuse this encapsulation type, youcannotconfigure

multipoint interfaces.

ether-vpls-over-atm-llc—For ATM2 IQ interfaces only, use the Ethernet virtual private

LAN service (VPLS) over ATM LLC encapsulation to bridge Ethernet interfaces and

ATM interfacesover aVPLS routing instance (asdescribed inRFC2684,Multiprotocol

Encapsulation over ATM Adaptation Layer 5). Packets from the ATM interfaces are

converted to standard ENET2/802.3 encapsulated Ethernet frames with the frame

check sequence (FCS) field removed.

ether-vpls-over-fr—For E1, T1, E3, T3, and SONET interfaces only, use the Ethernet virtual

private LAN service (VPLS) over Frame Relay encapsulation to support Bridged

Ethernet over Frame Relay encapsulated TDM interfaces for VPLS applications, per

RFC 2427,Multiprotocol Interconnect over Frame Relay.

NOTE: The SONET/SDHOC3/STM1 (Multi-Rate) MIC with SFP, the
Channelized SONET/SDHOC3/STM1 (Multi-Rate) MIC with SFP, and the
DS3/E3MIC do not support Ethernet over Frame Relay encapsulation.

ether-vpls-over-ppp—For E1, T1, E3, T3, and SONET interfaces only, use the Ethernet

virtualprivateLANservice (VPLS)overPoint-to-PointProtocol (PPP)encapsulation

to support Bridged Ethernet over PPP-encapsulated TDM interfaces for VPLS

applications.

ethernet—Use Ethernet II encapsulation (as described in RFC 894, A Standard for the

Transmission of IP Datagrams over Ethernet Networks).

ethernet-ccc—Use Ethernet CCC encapsulation on Ethernet interfaces.

ethernet-vpls—Use Ethernet VPLS encapsulation on Ethernet interfaces that have VPLS

enabled and that must accept packets carrying standard Tag Protocol ID (TPID)

values.
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NOTE: The built-in Gigabit Ethernet PIC on anM7i router does not support
extended VLAN VPLS encapsulation.

ethernet-vpls-fr—Use in a VPLS setupwhen a CE device is connected to a PE router over

a time-division multiplexing (TDM) link. This encapsulation type enables the PE

router to terminate the outer layer 2 Frame Relay connection, use the 802.1p bits

inside the inner Ethernet header to classify the packets, look at the MAC address

from the Ethernet header, and use the MAC address to forward the packet into a

given VPLS instance.

frame-relay-ccc—Use Frame Relay encapsulation on CCC circuits. When you use this

encapsulation type, you can configure the ccc family only.

frame-relay-ether-type—UseFrameRelayether typeencapsulation for compatibilitywith

Cisco Frame Relay. The physical interface must be configured with

flexible-frame-relay encapsulation.

frame-relay-ether-type-tcc—UseFrameRelayether typeTCCforCisco-compatibleFrame

Relay on TCC circuits to connect different media. The physical interface must be

configured with flexible-frame-relay encapsulation.

frame-relay-ppp—Use PPP over Frame Relay circuits. When you use this encapsulation

type, you can configure the ppp family only.

frame-relay-tcc—UseFrameRelay encapsulation onTCCcircuits for connecting different

media. When you use this encapsulation type, you can configure the tcc family only.

gre-fragmentation—For adaptive services interfaces only, use GRE fragmentation

encapsulation to enable fragmentation of IPv4 packets in GRE tunnels. This

encapsulationclears thedonot fragment (DF)bit in thepacketheader. If thepacket’s

size exceeds the tunnel’s maximum transmission unit (MTU) value, the packet is

fragmented before encapsulation.

multilink-frame-relay-end-to-end—Use MLFR FRF.15 encapsulation. This encapsulation

is used only onmultilink, link services, and voice services interfaces and their

constituentT1orE1 interfaces, and is supportedonLSQand redundantLSQ interfaces.

multilink-ppp—Use MLPPP encapsulation. This encapsulation is used only onmultilink,

link services, and voice services interfaces and their constituent T1 or E1 interfaces.

ppp-over-ether—UsePPPoverEthernetencapsulation toconfigureanunderlyingEthernet

interface for a dynamic PPPoE logical interface on M120 and M320 routers with

Intelligent Queuing 2 (IQ2) PICs, and on MX Series routers with MPCs.

ppp-over-ether-over-atm-llc—(MXSeries routerswithMPCs using theATMMICwith SFP

only) For underlying ATM interfaces, use PPP over Ethernet over ATM LLC

encapsulation. When you use this encapsulation type, you cannot configure the

interface address. Instead, configure the interface address on the PPP interface.
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vlan-bridge—Use Ethernet VLAN bridge encapsulation on Ethernet interfaces that have

IEEE802.1Q tagging, flexible-ethernet-services, and bridging enabled and thatmust

accept packets carrying TPID 0x8100 or a user-defined TPID.

vlan-ccc—UseEthernet virtual LAN (VLAN) encapsulation onCCCcircuits.When youuse

this encapsulation type, you can configure the ccc family only.

vlan-vci-ccc—Use ATM-to-Ethernet interworking encapsulation on CCC circuits. When

you use this encapsulation type, you can configure the ccc family only.

vlan-tcc—Use Ethernet VLAN encapsulation on TCC circuits. When you use this

encapsulation type, you can configure the tcc family only.

vlan-vpls—Use Ethernet VLAN encapsulation on VPLS circuits.

vxlan—Use VXLAN data plane encapsulation for EVPN.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Layer 2 Switching Cross-Connects Using CCC

• Configuring the Encapsulation for Layer 2 Switching TCCs

• Configuring Interface Encapsulation on Logical Interfaces

• Configuring the CCC Encapsulation for LSP Tunnel Cross-Connects

• Circuit and Translational Cross-Connects Overview

• Identifying the Access Concentrator

• Configuring ATM Interface Encapsulation

• Configuring VLAN and Extended VLAN Encapsulation

• Configuring ATM-to-Ethernet Interworking

• Configuring Interface Encapsulation on PTX Series Packet Transport Routers

• Configuring CCC Encapsulation for Layer 2 VPNs on page 163

• Configuring TCC Encapsulation for Layer 2 VPNs and Layer 2 Circuits on page 164

• Configuring ATM for Subscriber Access

• Understanding CoS on ATM IMA Pseudowire Interfaces Overview

• Configuring Policing on an ATM IMA Pseudowire
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encapsulation

List of Syntax Syntax for Physical Interfaces: M Series, MX Series, QFX Series, T Series, PTX

Series on page 1148

Syntax for Logical Interfaces: SRX Series on page 1148

Syntax for Physical
Interfaces: M Series,

encapsulation (atm-ccc-cell-relay | atm-pvc | cisco-hdlc | cisco-hdlc-ccc | cisco-hdlc-tcc |
ethernet-bridge | ethernet-ccc | ethernet-over-atm | ethernet-tcc | ethernet-vpls |
ethernet-vpls-fr | ether-vpls-over-atm-llc | ethernet-vpls-ppp | extended-frame-relay-cccMXSeries, QFX Series,

T Series, PTX Series | extended-frame-relay-ether-type-tcc |extended-frame-relay-tcc |extended-vlan-bridge
| extended-vlan-ccc | extended-vlan-tcc | extended-vlan-vpls | flexible-ethernet-services
| flexible-frame-relay | frame-relay | frame-relay-ccc | frame-relay-ether-type |
frame-relay-ether-type-tcc | frame-relay-port-ccc | frame-relay-tcc | generic-services |
multilink-frame-relay-uni-nni | ppp |ppp-ccc |ppp-tcc | vlan-ccc | vlan-vci-ccc | vlan-vpls);

Syntax for Logical
Interfaces: SRX Series

encapsulation (ether-vpls-ppp |ethernet-bridge | ethernet-ccc | ethernet-tcc | ethernet-vpls
| extended-frame-relay-ccc | extended-frame-relay-tcc | extended-vlan-bridge |
extended-vlan-ccc | extended-vlan-tcc | extended-vlan-vpls | frame-relay-port-ccc |
vlan-ccc | vlan-vpls);

Physical Interfaces: M
Series, MX Series, QFX

[edit interfaces interface-name],
[edit interfaces rlsq number:number]

Series, T Series, PTX
Series

Logical Interfaces:SRX
Series

[edit interfaces interface-name unit logical-unit-number ]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.5.

Statement introduced in Junos OS Release 11.1 for EX Series switches.

Statement introduced in Junos OS Release 12.1X48 for PTX Series Packet Transport

Routers (flexible-ethernet-services, ethernet-ccc, and ethernet-tcc options only).

Description For M Series, MX Series, QFX Series, T Series, PTX Series, specify the physical link-layer

encapsulation type.

For SRX Series, specify logical link layer encapsulation.

NOTE: Not all encapsulation types are supported on the switches. See the
switch CLI.

Default ppp—Use serial PPP encapsulation.
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Physical Interface
Options and Logical
Interface Options

[Warning: element unresolved in stylesheets: <title> (in <config-options>). This is

probably a new element that is not yet supported in the stylesheets.]

Physical Interface Options and Logical Interface Options

For physical interfaces:

NOTE: Frame Relay, ATM, PPP, SONET, and SATSOP options are not
supported on EX Series switches.

• atm-ccc-cell-relay—Use ATM cell-relay encapsulation.

• atm-pvc—Defined in RFC 2684,Multiprotocol Encapsulation over ATM Adaptation

Layer 5. When you configure physical ATM interfaces with ATM PVC encapsulation, an

RFC 2684-compliant ATM Adaptation Layer 5 (AAL5) tunnel is set up to route the

ATMcellsoveraMultiprotocol LabelSwitching (MPLS)path that is typically established

between twoMPLS-capable routers using the Label Distribution Protocol (LDP).

• cisco-hdlc—Use Cisco-compatible High-Level Data Link Control (HDLC) framing. E1,

E3, SONET/SDH, T1, and T3 interfaces can use CiscoHDLC encapsulation. Two related

versions are supported:

• CCCversion (cisco-hdlc-ccc)—The logical interfacedoesnot requireanencapsulation

statement. When you use this encapsulation type, you can configure the ccc family

only.

• TCC version (cisco-hdlc-tcc)—Similar to CCC and has the same configuration

restrictions, but used for circuitswithdifferentmediaoneither sideof the connection.

• cisco-hdlc-ccc—Use Cisco-compatible HDLC framing on CCC circuits.

• cisco-hdlc-tcc—Use Cisco-compatible HDLC framing on TCC circuits for connecting

different media.

• ethernet-bridge—Use Ethernet bridge encapsulation on Ethernet interfaces that have

bridging enabled and that must accept all packets.

• ethernet-over-atm—For interfaces that carry IPv4 traffic, use Ethernet over ATM

encapsulation.When you use this encapsulation type, you cannot configuremultipoint

interfaces. As defined in RFC 2684,Multiprotocol Encapsulation over ATM Adaptation

Layer 5, this encapsulation type allows ATM interfaces to connect to devices that

supportonlybridgeprotocoldataunits (BPDUs). JunosOSdoesnotcompletely support

bridging, but accepts BPDU packets as a default gateway. If you use the router as an

edge device, then the router acts as a default gateway. It accepts Ethernet LLC/SNAP

frames with IP or ARP in the payload, and drops the rest. For packets destined to the

Ethernet LAN, a route lookup is done using the destination IP address. If the route

lookup yields a full addressmatch, the packet is encapsulated with an LLC/SNAP and

MAC header, and the packet is forwarded to the ATM interface.

• ethernet-tcc—For interfaces that carry IPv4 traffic, use Ethernet TCC encapsulation

on interfaces that must accept packets carrying standard TPID values. For 8-port,

12-port, and 48-port Fast Ethernet PICs, TCC is not supported.
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• ethernet-vpls—Use Ethernet VPLS encapsulation on Ethernet interfaces that have

VPLS enabled and that must accept packets carrying standard TPID values. On M

Series routers, except theM320 router, the 4-port Fast Ethernet TX PIC and the 1-port,

2-port, and 4-port, 4-slot Gigabit Ethernet PICs can use the Ethernet VPLS

encapsulation type.

• ethernet-vpls-fr—Use in a VPLS setup when a CE device is connected to a PE device

over a time division multiplexing (TDM) link. This encapsulation type enables the PE

device to terminate the outer Layer 2 Frame Relay connection, use the 802.1p bits

inside the inner Ethernet header to classify the packets, look at the MAC address from

the Ethernet header, and use theMACaddress to forward the packet into a givenVPLS

instance.

• ethernet-vpls-ppp—Use in a VPLS setupwhen a CE device is connected to a PE device

over a time division multiplexing (TDM) link. This encapsulation type enables the PE

device to terminate the outer Layer 2 PPP connection, use the 802.1p bits inside the

innerEthernetheader toclassify thepackets, lookat theMACaddress fromtheEthernet

header, and use it to forward the packet into a given VPLS instance.

• ether-vpls-over-atm-llc—For ATM intelligent queuing (IQ) interfaces only, use the

Ethernet virtual private LAN service (VPLS) over ATM LLC encapsulation to bridge

Ethernet interfaces and ATM interfaces over a VPLS routing instance (as described in

RFC 2684,Multiprotocol Encapsulation over ATM Adaptation Layer 5). Packets from

the ATM interfaces are converted to standard ENET2/802.3 encapsulated Ethernet

frames with the frame check sequence (FCS) field removed.

• extended-frame-relay-ccc—Use Frame Relay encapsulation on CCC circuits. This

encapsulation type allows you to dedicate DLCIs 1 through 1022 to CCC.When you use

this encapsulation type, you can configure the ccc family only.

• extended-frame-relay-ether-type-tcc—Use extended Frame Relay ether type TCC for

Cisco-compatible Frame Relay for DLCIs 1 through 1022. This encapsulation type is

used for circuits with different media on either side of the connection.

• extended-frame-relay-tcc—Use Frame Relay encapsulation on TCC circuits to connect

different media. This encapsulation type allows you to dedicate DLCIs 1 through 1022

to TCC.

• extended-vlan-bridge—UseextendedVLANbridgeencapsulationonEthernet interfaces

thathave IEEE802.1QVLANtaggingandbridgingenabledandthatmustacceptpackets

carrying TPID 0x8100 or a user-defined TPID.

• extended-vlan-ccc—Use extended VLAN encapsulation on CCC circuits with Gigabit

Ethernet and4-port Fast Ethernet interfaces thatmustacceptpackets carrying802.1Q

values. Extended VLAN CCC encapsulation supports TPIDs 0x8100, 0x9100, and

0x9901. When you use this encapsulation type, you can configure the ccc family only.

For 8-port, 12-port, and 48-port Fast Ethernet PICs, extended VLAN CCC is not

supported. For 4-port Gigabit Ethernet PICs, extended VLAN CCC is not supported.

• extended-vlan-tcc—For interfaces that carry IPv4 traffic, use extended VLAN

encapsulation on TCC circuits with Gigabit Ethernet interfaces on which you want to

use 802.1Q tagging. For 4-port Gigabit Ethernet PICs, extended VLAN TCC is not

supported.
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• extended-vlan-vpls—Use extended VLAN VPLS encapsulation on Ethernet interfaces

that have VLAN 802.1Q tagging and VPLS enabled and that must accept packets

carrying TPIDs 0x8100, 0x9100, and 0x9901. On M Series routers, except the M320

router, the4-port Fast EthernetTXPICand the 1-port, 2-port, and4-port, 4-slotGigabit

Ethernet PICs can use the Ethernet VPLS encapsulation type.

NOTE: The built-in Gigabit Ethernet PIC on anM7i router does not support
extended VLAN VPLS encapsulation.

• flexible-ethernet-services—ForGigabit Ethernet IQ interfacesandGigabit EthernetPICs

with small form-factor pluggable transceivers (SFPs) (except the 10-port Gigabit

Ethernet PIC and the built-in Gigabit Ethernet port on the M7i router), and for Gigabit

Ethernet interfaces, use flexible Ethernet services encapsulation when you want to

configuremultipleper-unit Ethernet encapsulations. AggregatedEthernetbundles can

use this encapsulation type. This encapsulation type allows you to configure any

combination of route, TCC, CCC, Layer 2 virtual private networks (VPNs), and VPLS

encapsulations on a single physical port. If you configure flexible Ethernet services

encapsulation on the physical interface, VLAN IDs from 1 through 511 are no longer

reserved for normal VLANs.

• flexible-frame-relay—For IQ interfaces only, use flexible Frame Relay encapsulation

when you want to configure multiple per-unit Frame Relay encapsulations. This

encapsulation typeallowsyou toconfigureanycombinationofTCC,CCC,andstandard

Frame Relay encapsulations on a single physical port. Also, each logical interface can

have any DLCI value from 1 through 1022.

• frame-relay—Use Frame Relay encapsulation is defined in RFC 1490,Multiprotocol

Interconnect over Frame Relay. E1, E3, link services, SONET/SDH, T1, T3, and voice

services interfaces can use Frame Relay encapsulation.

• frame-relay-ccc—Use Frame Relay encapsulation on CCC circuits. This encapsulation

is same as standard Frame Relay for DLCIs 0 through 511. DLCIs 512 through 1022 are

dedicated to CCC. The logical interfacemust also have frame-relay-ccc encapsulation.

When you use this encapsulation type, you can configure the ccc family only.

• frame-relay-ether-type—Use Frame Relay ether type encapsulation for compatibility

with the Cisco Frame Relay. IETF frame relay encapsulation identifies the payload

format using NLPID and SNAP formats. Cisco-compatible Frame Relay encapsulation

uses the Ethernet type to identify the type of payload.

NOTE: When the encapsulation type is set to Cisco-compatible Frame
Relay encapsulation, ensure that the LMI type is set to ANSI or Q933-A.

• frame-relay-ether-type-tcc—Use Frame Relay ether type TCC for Cisco-compatible

Frame Relay on TCC circuits to connect different media. This encapsulation is

Cisco-compatible Frame Relay for DLCIs 0 through 511. DLCIs 512 through 1022 are

dedicated to TCC.
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• frame-relay-port-ccc—Use FrameRelay port CCC encapsulation to transparently carry

all the DLCIs between two customer edge (CE) routers without explicitly configuring

each DLCI on the two provider edge (PE) routers with Frame Relay transport. The

connection between the two CE routers can be either user-to-network interface (UNI)

ornetwork-to-network interface(NNI); this is completely transparent to thePE routers.

When you use this encapsulation type, you can configure the ccc family only.

• frame-relay-tcc—This encapsulation is similar to Frame Relay CCC and has the same

configuration restrictions, but used for circuits with different media on either side of

the connection.

• generic-services—Use generic services encapsulation for services with a hierarchical

scheduler.

• multilink-frame-relay-uni-nni—Use MLFR UNI NNI encapsulation. This encapsulation

is used on link services, voice services interfaces functioning as FRF.16 bundles, and

their constituent T1 or E1 interfaces, and is supported on LSQ and redundant LSQ

interfaces.

•

• ppp—Use serial PPP encapsulation. This encapsulation is defined in RFC 1661, The

Point-to-Point Protocol (PPP) for the Transmission of Multiprotocol Datagrams over

Point-to-Point Links. PPP is the default encapsulation type for physical interfaces. E1,

E3, SONET/SDH, T1, and T3 interfaces can use PPP encapsulation.

• ppp-ccc—Use serial PPP encapsulation on CCC circuits. When you use this

encapsulation type, you can configure the ccc family only.

• ppp-tcc—Use serial PPP encapsulation on TCC circuits for connecting differentmedia.

When you use this encapsulation type, you can configure the tcc family only.

• vlan-ccc—UseEthernetVLANencapsulationonCCCcircuits. VLANCCCencapsulation

supports TPID 0x8100 only. When you use this encapsulation type, you can configure

the ccc family only.
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• vlan-vci-ccc—UseATM-to-Ethernet interworking encapsulation on CCC circuits.When

you use this encapsulation type, you can configure the ccc family only. All logical

interfaces configured on the Ethernet interfacemust also have the encapsulation type

set to vlan-vci-ccc.

• vlan-vpls—Use VLAN VPLS encapsulation on Ethernet interfaces with VLAN tagging

and VPLS enabled. Interfaceswith VLANVPLS encapsulation accept packets carrying

standard TPID values only. On M Series routers, except the M320 router, the 4-port

Fast Ethernet TX PIC and the 1-port, 2-port, and 4-port, 4-slot Gigabit Ethernet PICs

can use the Ethernet VPLS encapsulation type.

NOTE:

• Label-switched interfaces (LSIs) do not support VLAN VPLS
encapsulation. Therefore, you can only use VLAN VPLS encapsulation
on a PE-router-to-CE-router interface and not a core-facing interface.

• Starting with Junos OS release 13.3, a commit error occurs when you
configure vlan-vpls encapsulation on a physical interface and configure

family inetononeof the logicalunits.Previously, itwaspossible tocommit

this invalid configuration.

For logical interfaces:

• frame-relay—Configure a Frame Relay encapsulation when the physical interface has

multiple logical units, and the units are either point to point or multipoint.

• multilink-frame-relay-uni-nni—Link services interfaces functioning as FRF.16 bundles

can use Multilink Frame Relay UNI NNI encapsulation.

• ppp—For normal mode (when the device is using only one ISDN B-channel per call).

Point-to-Point Protocol is for communication between two computers using a serial

interface.

• ppp-over-ether—This encapsulation is used for underlying interfaces of pp0 interfaces.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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Related
Documentation

• Understanding Physical Encapsulation on an Interface

• Configuring Interface Encapsulation on Physical Interfaces

• Configuring CCC Encapsulation for Layer 2 VPNs on page 163

• Configuring Layer 2 Switching Cross-Connects Using CCC

• Configuring TCC Encapsulation for Layer 2 VPNs and Layer 2 Circuits on page 164

• Configuring ATM Interface Encapsulation

• Configuring ATM-to-Ethernet Interworking

• Configuring VLAN and Extended VLAN Encapsulation

• Configuring VLAN and Extended VLAN Encapsulation

• Configuring Encapsulation for Layer 2Wholesale VLAN Interfaces

• Configuring Interfaces for Layer 2 Circuits on page 292

• Configuring Interface Encapsulation on PTX Series Packet Transport Routers

• Configuring MPLS LSP Tunnel Cross-Connects Using CCC

• Configuring TCC

• Configuring VPLS Interface Encapsulation on page 598

• Configuring Interfaces for VPLS Routing on page 597

• Defining the Encapsulation for Switching Cross-Connects

• Configuring an MPLS-Based Layer 2 VPN (CLI Procedure)
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encapsulation-type (Layer 2 Circuits)

Syntax encapsulation-type (atm-aal5 | atm-cell | atm-cell-port-mode | atm-cell-vc-mode |
atm-cell-vp-mode | cesop | cisco-hdlc | ethernet | ethernet-vlan | frame-relay |
frame-relay-port-mode | interworking | ppp | satop-e1 | satop-e3 | satop-t1 | satop-t3);

Hierarchy Level [edit logical-systems logical-system-name protocols l2circuit local-switching interface
interface-name],

[edit logical-systems logical-system-name protocols l2circuit neighbor address interface
interface-name],

[edit protocols l2circuit local-switching interface interface-name],
[edit protocols l2circuit neighbor address interface interface-name]

Release Information Statement introduced in Junos OS Release 9.2.

Description Specify the type of Layer 2 traffic transiting the Layer 2 circuit.

Options atm-aal5—ATM Adaptation Layer (AAL/5)

atm-cell—ATM cell relay

atm-cell-port-mode—ATM cell relay port promiscuous mode

atm-cell-vc-mode—ATM VC cell relay nonpromiscuous mode

atm-cell-vp-mode—ATM virtual path (VP) cell relay promiscuous mode

cesop—CESOP-based Layer 2 circuit

cisco-hdlc—Cisco Systems–compatible HDLC

ethernet—Ethernet

ethernet-vlan—Ethernet VLAN

frame-relay—Frame Relay

frame-relay-port-mode—Frame Relay port mode

interworking—Layer 2.5 interworking

ppp—PPP

satsop-e1—SATSOP-E1-based Layer 2 circuit

satsop-e3—SATSOP-E3-based Layer 2 circuit

satsop-t1—SATSOP-T1-based Layer 2 circuit

satsop-t3—SATSOP-T3-based Layer 2 circuit
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Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring theEncapsulationType for theLayer2CircuitNeighbor Interfaceonpage295
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encapsulation-type (Layer 2 VPNs)

Syntax encapsulation-type (atm-aal5 | atm-cell | atm-cell-port-mode | atm-cell-vc-mode |
atm-cell-vp-mode | cesop | cisco-hdlc | ethernet | ethernet-vlan | frame-relay |
frame-relay-port-mode | interworking | ppp | satop-e1 | satop-e3 | satop-t1 | satop-t3);

Hierarchy Level [edit logical-systems logical-system-name protocols l2circuit neighbor address interface
interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
l2vpn],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
l2vpn neighbor address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls],

[edit protocols l2circuit neighbor address interface interface-name],
[edit routing-instances routing-instance-name protocols l2vpn],
[edit routing-instances routing-instance-name protocols l2vpn neighbor address],
[edit routing-instances routing-instance-name protocols vpls],
[edit routing-instances routing-instance-name protocols vpls neighbor address]

Release Information Statement introduced in Junos OS Release 9.2.

Statement introduced in Junos OS Release 11.1 for EX Series switches.

Description Specify the type of Layer 2 traffic originating from the CE device. Only the ethernet and

ethernet-vlan encapsulation types are supported for VPLS. Not all encapsulation types

are supported on the switches. See the switch CLI.

Options atm-aal5—ATM Adaptation Layer (AAL/5)

atm-cell—ATM cell relay

atm-cell-port-mode—ATM cell relay port promiscuous mode

atm-cell-vc-mode—ATM VC cell relay nonpromiscuous mode

atm-cell-vp-mode—ATM virtual path (VP) cell relay promiscuous mode

cesop—CESOP-based Layer 2 VPN

cisco-hdlc—Cisco Systems–compatible HDLC

ethernet—Ethernet

ethernet-vlan—Ethernet VLAN

frame-relay—Frame Relay

frame-relay-port-mode—Frame Relay port mode

interworking—Layer 2.5 interworking VPN

ppp—PPP
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satsop-e1—SATSOP-E1–based Layer 2 VPN

satsop-e3—SATSOP-E3–based Layer 2 VPN

satsop-t1—SATSOP-T1–based Layer 2 VPN

satsop-t3—SATSOP-T3–based Layer 2 VPN

Default: For VPLS networks, the default encapsulation type is ethernet.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Encapsulation Type on page 128

• Configuring VPLS Routing Instances on page 547

• Configuring theEncapsulationType for theLayer2CircuitNeighbor Interfaceonpage295

• Configuring an MPLS-Based Layer 2 VPN (CLI Procedure)

end-interface

Syntax end-interface {
interface interface-name;
no-revert;
protect-interface interface-name;

}

Hierarchy Level [edit logical-systems logical-system-name protocols l2circuit local-switching interface
interface-name],

[edit protocols l2circuit local-switching interface interface-name]

Release Information Statement introduced before Junos OS Release 7.4.

Description Specify the end interface for a local interface switch.

NOTE: The protect interfacemust be configured prior to configuring the
no-revert statement.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration

Related
Documentation

• Configuring Local Interface Switching in Layer 2 Circuits on page 290
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extended-vlan-list

Syntax extended-vlan-list vlan-id | [vlan-id set];

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols]
[edit routing-instances routing-instance-name instance-type virtual-switch protocols evpn]

Release Information Statement introduced in Junos OS Release 14.1.

Statement introduced in Junos OS Release 14.2 on EX Series switches.

Support for logical systems on MX Series routers added in Junos OS Release 17.4R1.

Description Specify the VLAN or range of VLANs that are extended over theWAN, wherein all the

single VLAN bridge domains corresponding to these VLANs are stretched.

NOTE: Theextended-vni-liststatement isanexclusivecommand.Youcannot

configure the extended-vni-list statement with either the extended-vlan-list

or extended-vni-all statements.

Options vlan-id—VLAN ID to be EVPN extended.

vlan-id set—List of VLAN IDs to be EVPN extended.

Range: 1 through 4094 VLANs

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• evpn
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family (Protocols BGP)

Syntax family {
(inet | inet6 | inet-vpn | inet6-vpn | iso-vpn) {
(any | flow | labeled-unicast | multicast | unicast | segment-routing-te) {
accepted-prefix-limit {
maximum number;
teardown <percentage-threshold> idle-timeout (forever |minutes);

}
add-path {
send {
path-count number;
prefix-policy [ policy-names ];
}

receive;
}
aigp [disable];
loops number;
prefix-limit {
maximum number;
teardown <percentage> <idle-timeout (forever |minutes)>;

}
protection;

rib-group group-name;
topology name {
community {
target identifier;

}
}

flow {
no-install;
no-validate policy-name;

}
labeled-unicast {
accepted-prefix-limit {
maximum number;
teardown <percentage> <idle-timeout (forever |minutes)>;

}
aggregate-label {
community community-name:

}
explicit-null {
connected-only;

}
prefix-limit {
maximum number;
teardown <percentage> <idle-timeout (forever |minutes)>;

}
resolve-vpn;
rib (inet.3 | inet6.3);
rib-group group-name;
traffic-statistics {
file filename <world-readable | no-world-readable>;
interval seconds;
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}
}

}
route-target {
accepted-prefix-limit {
maximum number;
proxy-generate <route-target-policy route-target-policy-name>;
teardown <percentage> <idle-timeout (forever |minutes)>;

}
advertise-default;
external-paths number;
prefix-limit {
maximum number;
teardown <percentage> <idle-timeout (forever |minutes)>;

}
}
(evpn | inet-mdt | inet-mvpn | inet6-mvpn | l2vpn) {
signaling {
accepted-prefix-limit {
maximum number;
teardown <percentage-threshold> idle-timeout (forever |minutes);

}
add-path {
send {
path-count number;
prefix-policy [ policy-names ];
}

receive;
}
aigp [disable];
damping;
loops number;
prefix-limit {
maximum number;
teardown <percentage> <idle-timeout (forever |minutes)>;

}
rib-group group-name;

}
}
traffic-engineering;

}
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Hierarchy Level [edit logical-systems logical-system-name protocols bgp],
[edit logical-systems logical-system-name protocols bgp group group-name],
[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address],

[edit protocols bgp],
[edit protocols bgp group group-name],
[edit protocols bgp group group-name neighbor address],
[edit routing-instances routing-instance-name protocols bgp],
[edit routing-instances routing-instance-name protocols bgp group group-name],
[edit routing-instances routing-instance-name protocols bgp group group-name
neighbor address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 14.1X53-D30 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

inet-mvpn and inet6-mpvn statements introduced in Junos OS Release 8.4.

inet-mdt statement introduced in Junos OS Release 9.4.

Support for the loops statement introduced in Junos OS Release 9.6.

evpn statement introduced in Junos OS Release 13.2.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

traffic-engineering statement introduced in Junos OS Release 14.2.

segment-routing-te option introduced in Junos OS Release 17.4R1 for QFX Series, MX

Series, and PTX Series with FPC-PTX-P1-A.

Description Enable multiprotocol BGP (MP-BGP) by configuring BGP to carry network layer

reachability information (NLRI) for address families other than unicast IPv4, to specify

MP-BGP to carry NLRI for the IPv6 address family, or to carry NLRI for VPNs.
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Options any—Configure the family type to be both unicast andmulticast.

evpn—Configure NLRI parameters for Ethernet VPNs (EVPNs).

inet—Configure NLRI parameters for IPv4.

inet6—Configure NLRI parameters for IPv6.

inet-mdt—ConfigureNLRIparameters for themulticastdistribution tree(MDT)subaddress

family identifier (SAFI) for IPv4 traffic in Layer 3 VPNs.

inet-mvpn—Configure NLRI parameters for IPv4 for multicast VPNs.

inet6-mvpn—Configure NLRI parameters for IPv6 for multicast VPNs.

inet-vpn—Configure NLRI parameters for IPv4 for Layer 3 VPNs.

inet6-vpn—Configure NLRI parameters for IPv6 for Layer 3 VPNs.

inet6-vpn—Configure NLRI parameters for IPv6 for Layer 3 VPNs.

iso-vpn—Configure NLRI parameters for IS-IS for Layer 3 VPNs.

l2vpn—Configure NLRI parameters for IPv4 for MPLS-based Layer 2 VPNs and VPLS.

labeled-unicast—Configure the family type to be labeled-unicast. This means that the

BGP peers are being used only to carry the unicast routes that are being used by

labeled-unicast for resolving the labeled-unicast routes.This statement is supported

only with inet and inet6.

multicast—Configure the family type to bemulticast. This means that the BGP peers are

being used only to carry the unicast routes that are being used bymulticast for

resolving the multicast routes.

unicast—Configure the family type to be unicast. This means that the BGP peers only

carry the unicast routes that are being used for unicast forwarding purposes. The

default family type is unicast.

segment-routing-te—Configure the family type to be segment routing traffic engineering.

This means that BGP peers only carry segment routing policies for traffic steering.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring IBGP Sessions Between PE Routers in VPNs on page 19

• Understanding Multiprotocol BGP

• autonomous-system

• local-as
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family multiservice

Syntax family multiservice {
destination-mac;
label-1;
label-2;
payload {
ip {
layer-3 {
(source-ip-only | destination-ip-only);

}
layer-3-only;
layer-4;

}
}
source-mac;
symmetric-hash {
complement;

}
}

Hierarchy Level [edit forwarding-options hash-key]

Release Information Statement introduced in Junos OS Release 8.0.

ip, label-1, label-2, layer-3-only, and payload options introduced in Junos OS Release 9.4.

layer-3, layer-. source-ip-only, and destination-ip-only options introduced in Junos OS

Release 9.5.

symmetric-hash and complement options introduced in Junos OS Release 9.6.

Description Configure load balancing based on Layer 2 media access control information. On MX

Series routers, configure VPLS loadbalancing. OnM120andM320 routers only, configure

VPLS load balancing based on MPLS labels and IP information. For IPv4 traffic, only the

IP source and destination addresses are included in the hash key. For MPLS and IPv4

traffic, one or twoMPLS labels and IPv4 source and destination addresses are included.

For MPLS Ethernet pseudowires, only one or two MPLS labels are included in the hash

key.

Options You can configure one or more options to load-balance using the packet information

that you specify.

destination-mac—Include the destination-address MAC information in the hash key for

Layer 2 load balancing.

label-1 (M120 andM320 routers only)—Include the first MPLS label in the hash key. Used

for including a one-label packet for per-flow load balancing of IPv4 VPLS traffic

based on IP information and MPLS labels.

label-2 (M120 and M320 routers only)—Include the second MPLS label in the hash key.

If both label-1 and label-2 are specified, the entire first label and the first 16 bits of

the second label are hashed.
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payload (MX Series, M120, and M320 routers only)—Include the packet’s IP payload in

the hash key.

• ip (MXSeries,M120, andM320 routers only)—Include the IPaddress of the IPv4or IPv6

payload in the hash key.

• layer-3 (MX Series routers only)—Use this to include Layer 3 information from the

packet’s IP payload in the hash key.

• destination-ip-only (MXSeries routersonly)—Usethis to includeonly thedestination

IP address in the payload in the hash key.

• source-ip-only (MX Series routers only)—Use this to include only the source IP

address in the payload in the hash key.

NOTE: Youcan includeeither the source-ip-onlyor thedestination-ip-only

statement, not both. They aremutually exclusive.

• layer-3-only (M120, and M320 routers only)—Include only the Layer 3 information

from the packet’s IP payload in the hash key.

• layer-4 (MX Series routers only)—Include Layer 4 information from the packet’s IP

payload in the hash key.

NOTE: OnMXSeries routers only, you can configure either Layer 3 or Layer
4 load balancing, or both at the same time.

NOTE: On I chip platforms, an unknown Layer 4 header is excluded from
load-balance hashing to avoid undesired packet reordering.

source-mac—Include the source-address MAC information in the hash key.

symmetric-hash (MX Series routers only)—Configure the symmetric hash or symmetric

hash complement for configuring symmetrical load balancing on an 802.3ad Link

Aggregation Group.

• complement—Include the complement of the symmetric hash in the hash key.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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Related
Documentation

• Configuring Load Balancing Based on MAC Addresses

• Configuring VPLS Load Balancing Based on IP and MPLS Information on page 902

• ConfiguringVPLSLoadBalancingonMXSeries3DUniversalEdgeRoutersonpage903

• Configuring VPLS Load Balancing on page 900

fast-aps-switch

Syntax fast-aps-switch;

Hierarchy Level [edit interfaces interface-name sonet-options aps]

Release Information Statement introduced in Junos OS Release 12.1.

Description (M320 routers with Channelized OC3/STM1 Circuit Emulation PIC with SFP only, EX

Series switches, and MX series routers with Channelized OC3/STM1 Circuit Emulation

PICwithSFPonly using container interfaces)Reduce theAutomaticProtectionSwitching

(APS) switchover time in Layer 2 circuits.

NOTE:

• The fast APS switching feature is supported only within a single chassis
on aMX series router using a container interface.

• Configuring this statement reduces the APS switchover time only when
theLayer2circuit encapsulation type for the interface receiving traffic from
a Layer 2 circuit neighbor is SAToP.

• When the fast-aps-switch statement is configured in revertive APSmode,

youmustconfigureanappropriatevalue for revert timetoachieve reduction
in APS switchover time.

• To prevent the logical interfaces in the data path from being shut down,
configure appropriate hold-time values on all the interfaces in the data
path that support TDM.

• The fast-aps-switchstatementcannotbeconfiguredwhentheAPSannex-b

option is configured.

• The interfaces that have the fast-aps-switch statement configured cannot

be used in virtual private LAN service (VPLS) environments.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Reducing APS Switchover Time in Layer 2 Circuits on page 341
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fast-reroute-priority

Syntax fast-reroute-priority (high | low | medium);

Hierarchy Level [edit forwarding-options]
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options],

[edit routing-instances routing-instance-name forwarding-options]

Release Information Statement introduced in Junos OS Release 9.5.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Specify the fast reroute priority for a VPLS routing instance. You can configure high,

medium, or low fast reroute priority to prioritize specific VPLS routing instances for faster

convergence and traffic restoration. Because the router repairs next hops for high-priority

VPLS routing instances first, the traffic traversing a VPLS routing instance configured

with high fast reroute priority is restored faster than the traffic for VPLS routing instances

configured withmedium or low fast reroute priority.

NOTE: In theVPLSdocumentation, theword router in termssuchasPE router
is used to refer to any device that provides routing functions.

Default low

Options high—Set the fast reroutepriority for aVPLS routing instance tohigh.Duringa fast reroute

event, the router repairs next hops for high-priority VPLS routing instances first.

low—Set the fast reroute priority for a VPLS routing instance to low, which is the default.

During a fast reroute event, the router repairs next hops for low-priority VPLS routing

instances last.

medium—Set the fast reroute priority for a VPLS routing instance to medium. During a

fast reroute event, the router repairs next hops for medium-priority VPLS instances

after high-priority VPLS routing instances but before low-priority VPLS routing

instances.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring VPLS Fast Reroute Priority on page 571
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flow-label-receive-static

Syntax flow-label-receive-static;

Hierarchy Level [edit protocols l2circuit neighbor neighbor-id interface interface-name]

Release Information Statement introduced in Junos OS Release 14.1.

Description Configure the FEC 128 VPWS pseudowire to statically push the flow label on the

pseudowire packets sent to the remote egress provider edge (PE) router. The ingress PE

router inserts the flow label in the pseudowire packet, irrespective of the information

exchanged in the signaling plane. If the egress PE router cannot handle the pseudowire

packet marked with the flow label, the packet is dropped.

Flow-aware transport of pseudowires (FAT) flow labels enable load-balancing of MPLS

packets across equal-cost multipath (ECMP) paths or link aggregation groups (LAGs)

without the need for deep packet inspection of the payload. FAT flow labels can be used

for LDP-signaled forwarding equivalence class (FEC) 128 and FEC 129 pseudowires for

virtual private LAN service (VPLS) and virtual private wire service (VPWS) networks.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the FAT Flow Label for FEC 128 VPWS Pseudowires for Load-Balancing

MPLS Traffic on page 491
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flow-label-transmit-static

Syntax flow-label-transmit-static;

Hierarchy Level [edit protocols l2circuit neighbor neighbor-id interface interface-name]

Release Information Statement introduced in Junos OS Release 14.1.

Description Configure the router to statically pop the flow label on the pseudowire packets received

from the remote egress provider (PE) router. If the incoming pseudowire packet is not

marked with the flow label, the packet is dropped by the egress PE router.

Flow-aware transport of pseudowires (FAT) flow labels enable load-balancing of MPLS

packets across equal-cost multipath (ECMP) paths or link aggregation groups (LAGs)

without the need for deep packet inspection of the payload. FAT flow labels can be used

for LDP-signaled forwarding equivalence class (FEC) 128 and FEC 129 pseudowires for

virtual private LAN service (VPLS) and virtual private wire service (VPWS) networks.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the FAT Flow Label for FEC 128 VPWS Pseudowires for Load-Balancing

MPLS Traffic on page 491

hot-standby

Syntax hot-standby;

Hierarchy Level [edit routing-instances routing-instance-name protocols l2vpn site site-name]

Release Information Statement introduced in Junos OS Release 14.2.

Description Turn on the protector behavior for the site. This keeps backup pseudowire in continuous

standbymode and ready for traffic forwarding.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example:ConfiguringMPLSEgressProtectionServiceMirroring forBGPSignaledLayer

2 Services on page 426
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hot-standby (Protocols Layer 2 Circuit)

Syntax hot-standby;

Hierarchy Level [edit logical-systems logical-system-name protocols l2circuit local-switching interface
interface-name end-interface interface interface-name backup-neighbor address],

[edit logical-systems logical-system-name protocols l2circuit neighbor address interface
interface-name backup-neighbor address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls neighbor address backup-neighbor address],

[editprotocols l2circuit neighboraddress interface interface-namebackup-neighboraddress],
[edit routing-instances routing-instance-name protocols vpls neighbor address
backup-neighbor address]

Release Information Statement introduced before Junos OS Release 7.4.

Hierarchy levels associated with the backup-neighbor statement added in Junos OS

Release 9.2.

Description Configure the pseudowire to the specified backup neighbor as the hot-standby. When

you configure this statement, traffic flows over both the active and hot-standby

pseudowires to the backup device (either a CE device or PE router). The backup device

drops the traffic from the hot-standby pseudowire, unless the active pseudowire fails. If

theactivepseudowire fails, thebackupdeviceautomatically switches to thehot-standby

pseudowire.

Configure thehot-standby statementon routers that havebothactiveandstandbyvirtual

circuits. Generally, these are access routers. On provider edge routers, configure the

hot-standby-vc-on' statement to indicate that a hot-standby pseudowire is desired upon

arrival of a PW_FWD_STDBY status-TLV.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Layer 2 Circuits over Both RSVP and LDP LSPs on page 297

• Configuring Pseudowire Redundancy on the PE Router on page 184

• Example: Configuring Layer 2 Circuit Switching Protection on page 367
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hot-standby-vc-on (Protocols Layer 2 Circuit)

Syntax hot-standby-vc-on;

Hierarchy Level [edit logical-systems logical-system-name protocols l2circuit neighbor address interface
interface-name pseudowire-status-tlv],

[edit logical systems logical-system-name routing-instances routing-instance-nameprotocols
vpls mesh-groupmesh-group-name neighbor address pseudowire-status-tlv],

[edit protocols l2circuit neighbor address interface interface-name pseudowire-status-tlv],
[edit routing-instances routing-instance-nameprotocols vplsmesh-groupmesh-group-name
neighbor address pseudowire-status-tlv]

Release Information Statement introduced in Junos OS Release 13.2.

Support for VPLS routing instances added in Junos OS Release 15.1R2.

Description On provider edge (PE) aggregation routers, configure the hot-standby-vc-on statement

to indicate that a hot-standby pseudowire is desired upon arrival of a PW_FWD_STDBY

status-tlv. This flag indicates the standby state. Configure in conjunction with the

hot-standby statement on routers that have both active and standby virtual circuits.

Generally, these are access routers.

The goal of the hot-standby statement is to reduce the amount of traffic being discarded

during primary-to-backup transition periods. This statement enables the possibility of

keeping both the active and standby paths open within the Layer 2 domain. By having

both the active and standby VCs able to send and receive traffic, traffic loops could

potentially occur within the Layer 2 domain. In consequence, Layer 2 VCs are kept open

only in thePE-to-accessdirection. Inotherwords, aggregationPEdevices cansend traffic

toward access devices, but access devices send traffic exclusively through the active

VC.

In this regard, the hot-standby statement is quite similar to the standby statement. The

hot-standby statement allows for a faster forwarding-path switchover during transition

periods, as compared to what is allowed by the standby statement.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Pseudowire Redundancy in a Mobile Backhaul Scenario on

page 315

• hot-standby on page 1170
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identifier (VPLSMultihoming for FEC 129)

Syntax identifier identifier;

Hierarchy Level [edit logical-systems logical-system-name routing-instances instance-name protocols vpls
multi-homing site site-name],

[edit routing-instances instance-name protocols vpls multi-homing site site-name]

Release Information Statement introduced in Junos OS Release 12.3.

Description Configure a Layer 2 VPN or VPLSmultihoming identifier (MHID). An identifier needs to

be configured for eachmultihomed site. Multihoming site identifiers are specific to a

VPLS domain. They need not be unique on a provider edge (PE) router whenmultiple

VPLS instances are present. The network layer reachability information (NLRI)

advertisements sent to aCEdevice are identified as candidates for designated forwarder

selection because the advertisements have the samemultihoming identifier. Thus, you

shouldassign thesame identifier onallVPLSPE routers thataremultihomed to thesame

customer site.

NOTE: TheroutedistinguishermustbeuniqueamongPEroutersparticipating
in amultihomed site, so that the RD:MHID combination is unique across
multiple VPLS domains. For example, one PE router might have a route
distinguisher of 192.0.2.4:1, andanotherPE router in the samesitemighthave
a route distinguisher of 192.0.2.:1. The first number can be, for example, the
loopback interface address that identifies the PE router. The second number
is themultihoming identifier.

NOTE: In theVPLSdocumentation, theword router in termssuchasPE router
is used to refer to any device that provides routing functions.

Options identifier—Number that identifies the multihomed site.

Range: 1 through 65535

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring VPLSMultihoming (FEC 129) on page 768
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ignore-encapsulation-mismatch

Syntax ignore-encapsulation-mismatch;

Hierarchy Level [edit logical-systems logical-system-name protocols l2circuit local-switching interface
interface-name],

[edit logical-systems logical-system-name protocols l2circuit neighbor address interface
interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls mesh-groupmesh-group-name neighbor neighbor-id],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls neighbor neighbor-id],

[edit protocols l2circuit local-switching interface interface-name],
[edit protocols l2circuit neighbor address interface interface-name],
[edit routing-instances routing-instance-name protocols evpn interface interface-name],
[edit routing-instances routing-instance-nameprotocols vplsmesh-groupmesh-group-name
neighbor neighbor-id],

[edit routing-instances routing-instance-name protocols vpls neighbor neighbor-id]

Release Information Statement introduced in Junos OS Release 9.2.

Statement extended to support local switching in Junos OS Release 10.4.

Statement introduced for EVPNs in Junos OS Release 13.2 for MX 3D Series.

Description Allow a Layer 2 circuit, VPLS, or EVPN to be established even though the encapsulation

configured on the CE device interface does not match the encapsulation configured on

the Layer 2 circuit, VPLS, or EVPN interface.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration

Related
Documentation

• Configuring EVPN Routing Instances

• Enabling the Layer 2 Circuit When the Encapsulation Does Not Match on page 296
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ignore-mtu-mismatch

Syntax ignore-mtu-mismatch;

Hierarchy Level [edit logical-systems logical-system-name protocols l2circuit local-switching interface
interface-name],

[edit logical-systems logical-system-name protocols l2circuit neighbor address interface
interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
l2vpn interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls],

[edit protocols l2circuit local-switching interface interface-name],
[edit protocols l2circuit neighbor address interface interface-name],
[edit routing-instances routing-instance-name protocols l2vpn interface interface-name],
[edit routing-instances routing-instance-name protocols vpls]

Release Information Statement introduced in Junos OS Release 8.5.

Support for remote PE routers added in Junos OS Release 9.2.

Support for Layer 2 VPNs and VPLS added in Junos OS Release 10.4.

Description Ignore the MTU configuration set for the physical interface associated with the local

switching interface or with the remote PE router. This allows a pseudowire to be brought

up between two logical interfaces that are defined on physical interfaces with different

MTU values.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration

Related
Documentation

• Enabling Local Interface SwitchingWhen the MTU Does Not Match on page 292

• Configuring the MTU for Layer 2 Interfaces on page 166
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import-labeled-routes (Routing Instances VPLS)

Syntax import-labeled-routes [ routing-instance-name ]

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls],

[edit routing-instances routing-instance-name protocols vpls ]

Release Information Statement introduced in Junos OS Release 16.1.

Description (MX Series routers with MPCs and MIC interfaces only) Specify one or more routing

instances where MPLS paths (pseudowire labeled routes) are leaked from thempls.0

routing table in the master routing instance to the local routing-instance-name.mpls.0

routing table.

This capability is useful in an L2VPN/VPLS configuration when the remote PE router is

learned from the IGP in a nondefault routing instance, because L2VPN/VPLS installs

ingress-labeled routes only in the master mpls.0 table.

WhenL2VPN/VPLS traffic is receivedon the core-facing interface in a nondefault routing

instance, the router performs a lookup in the table that corresponds to that interface,

routing-instance-name.mpls.0. Because the routes are not leaked by default, no routes

are found in the routing-instance-name.mpls.0 routing table and all the incoming traffic

is dropped.

Options routing-instance-name—Name of a nondefault routing instance where you want routes
leaked from themaster MPLS routing table.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring VPLS Routing Instances on page 547

1175Copyright © 2018, Juniper Networks, Inc.

Chapter 45: Configuration Statements (Layer 2 VPNs and VPLS)



interface (Protocols Layer 2 Circuit)

Syntax interface interface-name {
backup-neighbor address;
bandwidth (bandwidth | ctnumber bandwidth);
community community-name;
connection-protection;
(control-word | no-control-word);
description text;
egress-protection;
encapsulation-type type;
flow-label-receive;
flow-label-receive-static;
flow-label-transmit;
flow-label-transmit-static;
ignore-encapsulation-mismatch;
ignore-mtu-mismatch;
mtumtu-number;
no-revert;
oam;
protect-interface interface-name;
pseudowire-status-tlv hot-standby-vc-on;
psn-tunnel-endpoint address;
revert-time seconds;
static {
switchover-delaymilliseconds;
virtual-circuit-id identifier;

}

Hierarchy Level [edit logical-systems logical-system-name protocols l2circuit local-switching],
[edit logical-systems logical-system-name protocols l2circuit neighbor address],
[edit protocols l2circuit local-switching],
[edit protocols l2circuit neighbor address]

Release Information Statement introduced before Junos OS Release 7.4.

flow-label-receive-static and flow-label-transmit-static options introduced in Junos OS

Release 14.1.

Description Interface over which Layer 2 circuit traffic travels.

Options interface-name—Name of the interface to configure.

NOTE: The commit operation fails, if the same logical interface is
configured for both layer 2 circuit and ccc connection.

connection-protection—Enable end-to-end protection through OAM failure detection.
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flow-label-receive—Advertise capability to pop flow label in receive direction to the

remote provider edge (PE) device.

flow-label-receive-static—Pop flow label on the pseudowire packets received from the

remote PE device. The ingress PE inserts the flow label in the pseudowire packet,

irrespective of the information exchanged in the signaling plane. If the egress PE

cannot handle the pseudowire packet marked with the flow label, the packet is

dropped.

flow-label-transmit—Advertise capability to push flow label in transmit direction to the

remote PE device.

flow-label-transmit-static—Push flow label on thepseudowirepackets sent to the remote

PE device. If the incoming pseudowire packet is not marked with the flow label, the

packet is dropped by the egress PE.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Neighbor Interface for the Layer 2 Circuit on page 293

interface (Protocols Layer 2 VPN)

Syntax interface interface-name {
description text;
remote-site-id remote-site-id;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
l2vpn],

[edit routing-instances routing-instance-name protocols l2vpn]

Release Information Statement introduced before Junos OS Release 7.4.

Description Configure an interface to handle traffic for a circuit configured for the Layer 2 VPN.

Options interface-name—Name of the interface used for the Layer 2 VPN.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Site on page 126

• Configuring the Remote Site ID on page 126
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interface (VPLSMesh-Group)

Syntax interface interface-name;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls mesh-groupmesh-group-name],

[edit routing-instances routing-instance-nameprotocolsvplsmesh-groupmesh-group-name]

Release Information Statement introduced in Junos OS Release 15.2.

Description Specify one or more interfaces belonging to the virtual private LAN service (VPLS) flood

mesh-group.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring VPLS Routing Instances on page 547

• mesh-group on page 1205

interface (VPLSMultihoming for FEC 129)

Syntax interface interface-name {
preference preference-value;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances instance-name protocols vpls
multi-homing site site-name],

[edit routing-instances instance-name protocols vpls multi-homing site site-name]

Release Information Statement introduced in Junos OS Release 12.3.

Description Configure the interface that connects this site to the VPN.

The remaining statement is explained separately. See CLI Explorer.

Options interface-name—Name of the interface (for example, ge-0/1/0.1).

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring VPLSMultihoming (FEC 129) on page 768
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interface (VPLS Routing Instances)

Syntax interface interface-name {
mac-pinning;
interface-mac-limit limit;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls site site-name],

[edit routing-instances routing-instance-name protocols vpls],
[edit routing-instances routing-instance-name protocols vpls site site-name]

Release Information Statement introduced before Junos OS Release 7.4.

Description Configure the interface for a pseudowire to the VPLS customer site. To complete the

configuration of interfaces for a VPLS routing instance, youmust also configure the

interfaces specified for a VPLS site at the [edit routing-instances routing-instance-name]

hierarchy level as described in “Configuring Routing Instances on PE Routers in VPNs” on

page 9.

Options interface-name—Specify the name of the interface used by the VPLS site.

The remaining statement is explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the VPLS Site Interfaces on page 553

• Configuring Routing Instances on PE Routers in VPNs on page 9

• interface (Routing Instances) on page 1099

1179Copyright © 2018, Juniper Networks, Inc.

Chapter 45: Configuration Statements (Layer 2 VPNs and VPLS)

https://apps.juniper.net/cli-explorer/


interface-mac-limit (VPLS)

Syntax interface-mac-limit limit {
packet-action drop;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls site site-name interfaces interface-name],

[edit routing-instances routing-instance-name protocols evpn],
[edit routing-instances routing-instance-name protocols evpn interface interface-name],
[edit routing-instances routing-instance-name protocols vpls site site-name interfaces
interface-name]

Release Information Statement introduced before Junos OS Release 7.4.

Support for EVPNs introduced in Junos OS Release 13.2 on MX 3D Series routers.

Support for EVPNs introduced in Junos OS Release 14.2 on EX Series switches.

Description Specify the maximum number of media access control (MAC) addresses that can be

learned by the EVPN or VPLS routing instance. You can configure the same limit for all

interfaces configured for a routing instance. You can also configure a limit for a specific

interface.

Starting with Junos OS Release 12.3R4, if you do not configure the parameter to limit the

number of MAC addresses to be learned by a VPLS instance, the default value is not

effective. Instead, if you do not include the interface-mac-limit option at the [edit

logical-systems logical-system-name routing-instances routing-instance-name protocols

vpls site site-name interfaces interface-name], hierarchy level, this setting is not present

in the configuration with the default value of 1024 addresses. If you upgrade a router

running a Junos OS release earlier than Release 12.3R4 to Release 12.3R4 or later, you

must configure the interface-mac-limit option with a valid value for it to be saved in the

configuration.

Options limit—Number of MAC addresses that can be learned from each interface.

Range: 1 through 131,071 MAC addresses

NOTE: ForM120devicesonly, the range is 16 through65,536MACaddresses.

Default: 1024 addresses

The remaining statement is explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

Configuring EVPN Routing Instances•
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• Configuring EVPN Routing Instances on EX9200 Switches

• Limiting the Number of MAC Addresses Learned from an Interface on page 560

• interface

• mac-table-size on page 1203

install-nexthop

Syntax install-nexthop (except | lsp lsp-name | lsp-regex lsp-regular-expression);

Hierarchy Level [edit logical-systems logical-system-name policy-options policy-statement policy-name
term term-name then],

[edit policy-options policy-statement policy-name term term-name then]

Release Information Statement introduced before Junos OS Release 7.4.

Description Select a specific label-switched path (LSP), or select an LSP from a set of similarly

named LSPs as the traffic destination for the configured community. Also can prevent

the installation of any matching next hops.

Options except—Prevent the installation of any matching next hops.

lsp lsp-name—Configure a specific LSP.

lsp-regex lsp-regular-expression—Configure a range of similarly named LSPs. You can use

the following wildcard characters when configuring an LSP regular expression:

• Asterisk (*)—Match any characters.

• Period (.)—Match any single digit.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Policy Statement for the Layer 2 Circuit Community on page 301
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l2circuit

Syntax l2circuit {
auto-sensing{
password password;
}

local-switching {
interface interface-name {
description text;
end-interface {
interface interface-name;
protect-interface interface-name;

}
ignore-mtu-mismatch;
protect-interface interface-name;

}
}
neighbor address {
interface interface-name {
backup-neighbor address;
bandwidth (bandwidth | ctnumber bandwidth);
community community-name;
connection-protection;
(control-word | no-control-word);
description text;
egress-protection;
encapsulation-type type;
ignore-encapsulation-mismatch;
ignore-mtu-mismatch;
mtumtu-number;
protect-interface interface-name;
pseudowire-status-tlv hot-standby-vc-on;
psn-tunnel-endpoint address;
virtual-circuit-id identifier;

}
}
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
}

Hierarchy Level [edit logical-systems logical-system-name protocols],
[edit protocols]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 11.1 for EX Series switches.

Statement introduced in JunosOSRelease 14.1X53-D10 for theQFXSeriesand forEX4600

switches.

Description Enables a Layer 2 circuit.
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The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring ATM Trunking on Layer 2 Circuits on page 305

• Configuring Bandwidth Allocation and Call Admission Control in Layer 2 Circuits on

page 310

• Configuring Interfaces for Layer 2 Circuits on page 292

• Configuring LDP for Layer 2 Circuits on page 303

• Configuring Policies for Layer 2 Circuits on page 300

• Configuring Static Layer 2 Circuits on page 289

• Tracing Layer 2 Circuit Operations on page 395

l2ckt

Syntax l2ckt {
l2vpn;
l3vpn;
labeled-bgp;
no-l2vpn;

}

Hierarchy Level [edit logical-systems logical-system-name routing-options forwarding-table
chained-composite-next-hop ingress],

[edit routing-options forwarding-table chained-composite-next-hop ingress]

Release Information Statement introduced in Junos OS Release 13.3.

Description Enable composite chained next hop for ingress Layer 2 circuit label-switched paths

(LSPs).

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

•
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l2-learning

List of Syntax Syntax (MX Series, QFX Series, EX Series) on page 1184

Syntax (SRX Series) on page 1184

Syntax (MX Series,
QFX Series, EX Series)

l2-learning {
global-le-bridge-domain-aging-time;
global-mac-ip-limit number;
global-mac-ip-table-aging-time seconds;
global-mac-limit limit;
global-mac-statistics;
global-mac-table-aging-time seconds;
global-no-mac-learning;
global-mac-move;

}

Syntax (SRX Series) l2-learning {
global-mac-limit limit {
packet-action-drop
}
global-mac-table-aging-time seconds;
global-mode (switching | transparent-bridge) ;
global-no-mac-learning;

}

Hierarchy Level [edit protocols]

Release Information Statement introduced in Junos OS Release 8.4.

Statement modified in Junos OS Release 9.5. Support for global mode added in Junos

OS Release 15.1X49-D40.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Statement introduced in Junos OS Release 13.2X51-D10 for QFX Series.

global-le-bridge-domain-aging-time option introduced in Junos OS Release 14.2R5 for

the MX Series.

global-mac-ip-limit and global-mac-ip-table-aging-time options introduced in Junos OS

Release 17.4R1 for MX Series routers and EX9200 switches.

Description Configure Layer 2 address learning and forwarding properties globally.

The remaining statements are explained separately. See CLI Explorer.

Options global-le-bridge-domain-aging-time—Specify the aging timeof LEbridge-domain. The
MACaddress is learnt after nexthop(NH)andbridge-domain(BD), alsocalledNHBD.

This aging time delays the deletion of NHBD. Configuring lesser time, in seconds,

results in faster deletion of NHBD.

Range: 120 to 1000000 seconds
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Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Layer 2 Learning and Forwarding

• global-mac-table-aging-time

• global-mac-limit (Protocols)

• global-no-mac-learning

• global-mode (Protocols)

1185Copyright © 2018, Juniper Networks, Inc.

Chapter 45: Configuration Statements (Layer 2 VPNs and VPLS)



l2vpn

Syntax l2vpn {
(control-word | no-control-word);
encapsulation-type type;
oam {
bfd-liveness-detection {
detection-time {
thresholdmilliseconds;

}
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
thresholdmilliseconds;
minimum-intervalmilliseconds;

}
version (1 | automatic);

}
ping-interval seconds;

}
site site-name {
community COMM;
control-word ;
encapsulation-type ethernet;
ignore-encapsulation-mismatch;
ignore-mtu-mismatch;
interface interface-name {
description text;
community COMM;
control-word ;
encapsulation-type ethernet;
ignore-encapsulation-mismatch;
ignore-mtu-mismatch;
mtu 1500;
no-control-word;
oam {
bfd-liveness-detection {
detection-time {
thresholdmilliseconds;

}
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
thresholdmilliseconds;
minimum-intervalmilliseconds;

}
version (1 | automatic);

}
ping-interval seconds; seconds;

}
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remote-site-id remote-site-id;
target-attachment-identifier identifier;

}
mtu 1500;
no-control-word;
oam {
bfd-liveness-detection {
detection-time {
thresholdmilliseconds;

}
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
thresholdmilliseconds;
minimum-intervalmilliseconds;

}
version (1 | automatic);

}
ping-interval seconds; seconds;

}
site-identifier identifier;
site-preference preference-value {
backup;
primary;

}
source-attachment-identifier identifier;

}
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
protocols],

[edit routing-instances routing-instance-name protocols]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 11.1 for EX Series switches.

Description Enable a Layer 2 VPN routing instance on a PE router or switch.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Layer 2 VPN Routing Instance on page 125

• Configuring an MPLS-Based Layer 2 VPN (CLI Procedure)
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l2vpn (routing-options)

Syntax l2vpn {
l2ckt;
l3vpn;
labeled-bgp;
no-l2ckt;

}

Hierarchy Level [edit logical-systems logical-system-name routing-options forwarding-table
chained-composite-next-hop ingress],

[edit routing-options forwarding-table chained-composite-next-hop ingress]

Release Information Statement introduced in Junos OS Release 13.3.

Description Enable composite chained next hop for ingress Layer 2 virtual private network (VPN)

label-switched paths (LSPs).

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

•
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l2vpn-id

Syntax l2vpn-id (as-number:id | ip-address:id);

Hierarchy Level [edit logical-systems logical-system-name routing-instances instance-name],
[edit routing-instances instance-name]

Release Information Statement introduced in Junos OS Release 10.4R2.

Description Specify a globally unique Layer 2 VPN community identifier for the instance.

Options as-number:id—Autonomous system number (l2vpn-id:as-number:2-byte-number. For

example: l2vpn-id l2vpn-id:100:200. TheASnumbercanbe in the range from1 through

65,535.

ip-address:id—IP address (l2vpn-id:ip-address:2-byte-number. For example: l2vpn-id

l2vpn-id:10.1.1.1:2. The IP address can be any globally unique unicast address.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring BGP Autodiscovery for LDP VPLS on page 724

• Example:ConfiguringBGPAutodiscovery for LDPVPLSwithUser-DefinedMeshGroups

on page 741

• Example: Configuring FEC 129 BGP Autodiscovery for VPWS on page 706
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l2vpn-use-bgp-rules

Syntax l2vpn-use-bgp-rules;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp path-selection],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp path-selection],

[edit protocols bgp path-selection],
[edit routing-instances routing-instance-name protocols bgp path-selection]

Release Information Statement introduced in Junos OS Release 12.3.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Enable routers touseboth theBGPpathselectionalgorithmand thedesignated forwarder

path selection algorithmwhen selecting the preferred path to each destination in a Layer

2 VPN or VPLS routing instance. The BGP path selection algorithm is used by all of the

Provider routers participating in the routing instance. The designated forwarder path

selection algorithm is used by the PE router participating in the routing instance.

Default By default, the designated forwarder path selection algorithm is used to select the best

path to reach each destination within Layer 2 VPN and VPLS routing instances.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Enabling BGP Path Selection for Layer 2 VPNs and VPLS on page 174

• route-distinguisher on page 1104
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label-allocation

Syntax label-allocation per-instance;

Hierarchy Level [edit routing-instances routing-instance-name protocols evpn]

Release Information Statement introduced in Junos OS Release 13.2 on MX 3D Series routers.

Statement introduced in Junos OS Release 14.2 on EX Series switches.

Description Specifies the MPLS label allocation setting for the EVPN routing instance.

Options per-instance—Allocates a single MPLS label for the EVPN routing instance.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring EVPN Routing Instances
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label-block-size

Syntax label-block-size size;

Hierarchy Level [edit logical-systems profile-name routing-instances instance-name protocols vpls],
[edit routing-instances instance-name protocols vpls]

Release Information Statement introduced in Junos OS Release 10.0.

Description Configure the label block size for VPLS labels.

Default 8

Options • 2—Allocate the label blocks in increments of 2. For a VPLS domain that has only two

sites with no future expansion plans.

• 4—Allocate the label blocks in increments of 4.

• 8 (default)—Allocate the label blocks in increments of 8.

• 16—Allocate the label blocks in increments of 16. A label block size of 16 enables you

tominimize thenumberof routes in theVPLSdomain.Use this settingonly if thenumber

of routes is the most important concern.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Label Block Size for VPLS on page 590
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label-switched-path-template (Multicast)

Syntax label-switched-path-template {
(default-template | lsp-template-name);

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnel rsvp-te],

[edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnel ingress-replication label-switched-path],

[edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnel selective group address source source-address rsvp-te],

[edit logical-systems logical-system-name routing-options dynamic-tunnels tunnel-name
rsvp-te entry-name],

[edit protocols mvpn inter-region-segmented template template-name region region-name
ingress-replication label-switched-path],

[edit protocols mvpn inter-region-segmented template template-name region region-name
rsvpe-te],

[edit protocols mvpn inter-region-template template template-name all-regions
ingress-replication label-switched-path],

[edit protocols mvpn inter-region-template template template-name all-regions rsvp-te],
[edit routing-instances routing-instance-name provider-tunnel ingress-replication
label-switched-path],

[edit routing-instances routing-instance-name provider-tunnel rsvp-te],
[edit routing-instances routing-instance-nameprovider-tunnel selectivegroupaddresssource
source-address rsvp-te],

[edit routing-options dynamic-tunnels tunnel-name rsvp-te entry-name]

Release Information Statement introduced in Junos OS Release 8.5.

Description Specify the LSP template. An LSP template is used as the basis for other dynamically

generated LSPs. This feature can be used for a number of applications, including

point-to-multipoint LSPs, flooding VPLS traffic, configuring ingress replication for IP

multicast using MBGPMVPNs, and to enable RSVP automaticmesh. There is no default

setting for the label-switched-path-template statement, so youmust configure either

the default-template using the default-template option, or youmust specify the name

of your preconfigured LSP template.

Options default-template—Specify that the default LSP template be used for the dynamically

generated LSPs.

lsp-template-name—Specify the name of an LSP to be used as a template for the

dynamically generated LSPs.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

Example: Configuring Ingress Replication for IP Multicast Using MBGPMVPNs on

page 851

•
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• Configuring RSVP-Signaled Inclusive Point-to-Multipoint LSPs for an MBGPMVPN

• Configuring Dynamic Point-to-Multipoint Flooding LSPs on page 850

• Configuring RSVP Automatic Mesh

local-switching (Layer 2 Circuits)

Syntax local-switching {
interface interface-name {
description text;
encapsulation-type;
end-interface {
interface interface-name;
no-revert;
protect-interface interface-name;

}
ignore-encapsulation-mismatch;
ignore-mtu-mismatch;
no-revert;
protect-interface interface-name;

}
}

Hierarchy Level [edit logical-systems logical-system-name protocols l2circuit],
[edit protocols l2circuit]

Release Information Statement introduced before Junos OS Release 7.4.

Description Configure a local switching interface. A local switching interface allows you to terminate

a virtual circuit on the local router.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Local Interface Switching in Layer 2 Circuits on page 290
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local-switching (VPLS)

Syntax local-switching;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls mesh-groupmesh-group-name],

[edit routing-instances routing-instance-nameprotocolsvplsmesh-groupmesh-group-name]

Release Information Statement introduced in Junos OS Release 9.3.

Description Allowsyou to terminatemultipleLayer 2circuit pseudowiresatasingleVPLSmeshgroup.

Note thatwhen using vpls-id-list, you can enable local-switching to allow local switching

of traffic (includingBUMtraffic)betweenmultiplepseudowires. Enabling local-switching

also eliminates the need to have a dedicatedmesh-group for each LDP spoke pseudo

wire (which has a limit of 14).

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Switching Between Pseudowires Using VPLSMesh Groups on page 516
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mac-flush

Syntax mac-flush [ explicit-mac-flush-message-options ];

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls mesh-groupmesh-group-name],

[edit routing-instances routing-instance-name protocols vpls],
[edit routing-instances routing-instance-nameprotocolsvplsmesh-groupmesh-group-name]

Release Information Statement introduced in Junos OS Release 10.0.

Description Enable media access control (MAC) flush processing for the virtual private LAN service

(VPLS) routing instance or for themesh group under a VPLS routing instance. MAC flush

processing removes MAC addresses from the MAC address database that have been

learneddynamically.With thedynamically learnedMACaddresses removed,MACaddress

convergence requires less time to complete.

For certain cases where MAC flush processing is not initiated by default, you can also

specify explicit-mac-flush-message-options that additionally configure the router to send

explicitMAC flushmessages. Toconfigure the router to sendexplicitMAC flushmessages

under specific conditions, include explicit-mac-flush-message-optionswith the statement.

NOTE: In theVPLSdocumentation, theword router in termssuchasPE router
is used to refer to any device that provides routing functions.

In certain cases, BGP updates sent by the provider edge (PE) device are delayed for 1 to

5 seconds.

This happens when all of the following condtions are true:

• BGP-based VPLSmultihoming sites are configured.

• Themac-flush statement is included in the configuration.

• a non-minimum designated-forwarder site (site-x, for example) transitions to

non-designated-forwarder status

TheBGPupdatebeingdelayedcorresponds to theexplicit-MACflushnotificationmessage

sent by site-x's PE device (PE2, for example). This BGP update message is not deferred

if the designated-forwarder status is lost due to a locally-triggered event (for example,

a local attachment-circuit interface going down). In other words, BGP updatemessages

are deferred (in Device PE2) only when the designated-forwarder state is lost due to

external events taking place in remote PE devices that also hold site-x (for example, in

PE1). Suppose, for example, that Device PE1 is the default designated-forwarder with

site-x's local interface in the DOWN state. Device PE2 defers BGP updatemessage after

Device PE1's local interface comes back to the UP state.
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Options explicit-mac-flush-message-options—(Optional) You can specify one or more of the

following explicit MAC flush message options:

• any-interface—(Optional) Send a MAC flush message when any customer-facing

attachment circuit interface goes down.

• any-spoke—(Optional) Send a MAC FLUSH-FROM-ME flush message to all provider

edge (PE) routers in the core when one of the spoke pseudowires between the

multitenant unit switch and the other network-facing provider edge (NPE) router goes

down, causing the multitenant unit switch to switch to this NPE router.

NOTE: Thisoptionhasasimilar effect inaVPLSmultihomingenvironment
withmultiple multitenant unit switches connected to NPE routers, where
bothmultitenant unit switcheshavepseudowires that terminate in amesh
group with local-switching configured. If the any-spoke option is enabled,

then both PE routers sendMAC FLUSH-FROM-ME flushmessages to all
PEs in the core.

• propagate—(Optional) Propagate MAC flush to the core.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring VPLS Routing Instances on page 547

• Configuring Interoperability Between BGP Signaling and LDP Signaling in VPLS on

page 514
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mac-pinning

Syntax mac-pinning;

Hierarchy Level [edit bridge-domains bridge-domain-name bridge-options interface interface-name],
[edit logical-systems logical-system-name bridge-domains bridge-domain-name
bridge-options interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name bridge-options interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name
switch-options interface interface-name],

[edit routing-instances routing-instance-name bridge-domains bridge-domain-name
bridge-options interface interface-name],

[edit routing-instances routing-instance-name protocols evpn],
[edit routing-instances routing-instance-name switch-options interface interface-name],
[edit switch-options interface interface-name],
[edit switch-options interface interface-name interface-mac-limit limit]

Release Information Statement introduced in Junos OS Release 16.1.

Support at [edit routing-instances routing-instance-name protocols evpn] hierarchy

introduced in JunosOSRelease 17.2R1 onMXSeriesRouterswithMPCandMIC interfaces.

Description Enable MAC pinning on an interface. When you enable MAC pinning on an interface in a

bridge domain or VPLS domain, MAC addresses learned over that interface cannot be

relearned on any other interface in the same bridge domain or VPLS domain until the

MAC address is cleared from the MAC table. If the sameMAC address is learned over

any other interface in the same bridge domain, it is discarded. This, effectively, controls

MAC address moves and prevents creation of loops in Layer 2 bridges.

NOTE: If the timeout interval for theMACaddresses isnot specifiedbysetting
themac-table-aging-time statement, the MAC addresses learned over the

MAC pinning interface are pinned to the interface until the default timeout
period.

Default MAC pinning is not enabled.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Layer 2 Learning and Forwarding for Bridge Domains

• Understanding Layer 2 Learning and Forwarding for Bridge Domains Functioning as

Switches with Layer 2 Trunk Ports

• Understanding MAC Pinning on page 924
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mac-statistics

Syntax mac-statistics;

Hierarchy Level [edit bridge-domains bridge-domain-name bridge-options],
[edit logical-systems logical-system-name bridge-domains bridge-domain-name
bridge-options],

[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name bridge-options],

[edit logical-systems logical-system-name routing-instances routing-instance-name
switch-options],

[edit logical-systems logical-system-name switch-options],
[edit routing-instances routing-instance-name bridge-domains bridge-domain-name
bridge-options],

[edit routing-instances routing-instance-name switch-options],
[edit routing-instances routing-instance-name protocols evpn],
[edit switch-options],
[edit switch-options],
[edit vlans vlan-name switch-options]

Release Information Statement introduced in Junos OS Release 8.4.

Support for the switch-options statement added in Junos OS Release 9.2.

Support for top-level configuration for the virtual-switch type of routing instance added

in JunosOSRelease9.2. In JunosOSRelease9.1 andearlier, the routing instanceshierarchy

supported this statement only for a VPLS instance or a bridge domain configured within

a virtual switch.

Support for logical systems added in Junos OS Release 9.6.

[edit switch-options] and [edit vlans vlan-name switch-options] hierarchy levels

introduced in Junos OS Release 12.3R2 for EX Series switches.

Support for EVPNs added in Junos OS Release 13.2 for MX 3D Series routers.

[edit switch-options] and [edit vlans vlan-name switch-options] hierarchy levels

introduced in Junos OS Release 13.2 for the QFX Series.

Description (MX Series routers, EX Series switches, and QFX Series only) For bridge domains or

VLANs, enable MAC accounting either for a specific bridge domain or VLAN, or for a set

of bridge domains or VLANs associated with a Layer 2 trunk port.

Default disabled

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

Understanding Layer 2 Learning and Forwarding for Bridge Domains•

• Layer 2 Learning and Forwarding for VLANs Overview

• Understanding Layer 2 Learning and Forwarding for Bridge Domains Functioning as

Switches with Layer 2 Trunk Ports
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• Layer 2 Learning and Forwarding for VLANs Acting as a Switch for a Layer 2 Trunk Port

• Configuring EVPN Routing Instances

• Configuring EVPN Routing Instances on EX9200 Switches
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mac-table-aging-time

Syntax mac-table-aging-time time;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls],

[edit routing-instances routing-instance-name protocols vpls]
[edit bridge-options],
[edit routing-instances routing-instance-name protocols evpn]

NOTE: For MX Series routers, the configuration statement is supported at
the [bridge-options], [protocols vpls], and [protocols evpn] hierarchy levels

only.

Release Information Statement introduced in Junos OS Release 7.4.

Statement introduced in Junos OS Release 15.1 for MX Series routers.

Description Modify the timeout interval for the MAC table.

For MX Series routers, you can use the global-mac-table-aging-time statement at the

[edit protocols l2-learning] hierarchy level to configure the timeout interval at the global

level or use themac-table-aging-time to configure the timeout interval for abridgedomain

or for a specific VPLSor EVPN instance. Ifmultiple timeout interval values are configured

on a router, the router determines the timeout interval value in the following order of

priority:

• Timeout interval configured at the VPLS or EVPN instance

• Timeout interval configured for the bridge domain

• Global timeout interval configured on the router

NOTE: For MX Series routers, the timeout interval configuration feature is
supported on routers with MPCs only.

Options time—Specify the number of seconds to wait between MAC table clearings.

Range: 10 through 1,000,000 seconds

Default: 300 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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Related
Documentation

• Configuring the VPLSMAC Table Timeout Interval on page 559

• Configuring the MAC Table Timeout Interval
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mac-table-size

Syntax mac-table-size size {
packet-action drop;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls],

[edit routing-instances routing-instance-name protocols evpn],
[edit routing-instances routing-instance-name protocols vpls]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 13.2 for EVPNs on MX 3D Series routers.

Statement introduced in Junos OS Release 14.2 for EX Series switches.

Description Specify the size of the MAC address table.

Options size—Size of the MAC address table.

Range:

• (M Series and T Series routers only) 16 through 65,536 MAC addresses

• (MX Series routers only) 16 through 1,048,575 MAC addresses

• (T4000 routers with Type 5 FPCs only) 16 through 262,143 MAC addresses

NOTE: Beforemodifying the size of the MAC address table (to 262,143
addresses), youmust enable network servicesmode by including the
enhanced-mode statement at the [edit chassis network-services]

hierarchy level and then reboot the router.

Default: 512 MAC addresses

The remaining statement is explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

Configuring EVPN Routing Instances•

• Configuring EVPN Routing Instances on EX9200 Switches

• Configuring the Size of the VPLSMAC Address Table on page 559

• Configuring Improved VPLSMAC Address Learning on T4000 Routers with Type 5

FPCs on page 962

• enhanced-mode
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• evpn

map-dest-bmac-to-dest-cmac

Syntax map-dest-bmac-to-dest-cmac <b-mac-address> <c-mac-address>;

Hierarchy Level [edit routing-instances routing-instance-name service-groups service-group-name]

Release Information Statement introduced in Junos OS Release 16.1.

Description Specify the destination customer MAC (C-MAC) address to Provider Backbone Bridging

(PBB) MAC (B-MAC) address mapping. The address mapping prevents unnecessary

flooding of packets towards the core.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• routing-instances (Multiple Routing Entities)
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mesh-group (Protocols VPLS)

Syntax mesh-groupmesh-group-name {
interface interface-name;
l2vpn-id (as-number:id | ip-address:id);
local-switching;
mac-flush [ explicit-mac-flush-message-options ];
neighbor address {...};
peer-as all;
pseudowire-status-tlv hot-standby-vc-on;
route-distinguisher (as-number:id | ip-address:id);
vpls-id number;
vrf-export [ policy-names ];
vrf-import [ policy-names ];
vrf-target {
community;
import community-name;
export community-name;

}
}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls site site-name],

[edit routing-instances routing-instance-name protocols vpls],
[edit routing-instances routing-instance-name protocols vpls site site-name]

Release Information Statement introduced in Junos OS Release 9.0.

local-switching,mac-tlv-receive,mac-tlv-send, and peer-as options introduced in Junos

OS Release 9.3.

pseudowire-status-tlv andmac-flush options introduced in Junos OS Release 10.0.

route-distinguisher, vrf-export, vrf-import, and vrf-target options introduced in Junos OS

Release 11.2.

hot-standby-vc-on and interface interface-name options introduced in Junos OS Release

15.1R2.

Description Specify the virtual private LAN service (VPLS)mesh group. The statement options allow

you to specify each provider edge (PE) router that is a member of the mesh group. This

statement is also used in the configuration of inter-autonomous system (AS) VPLSwith

media access control (MAC) operations.

NOTE: In theVPLSdocumentation, theword router in termssuchasPE router
is used to refer to any device that provides routing functions.

Options mesh-group-name—Name of the VPLSmesh group.
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The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring VPLS Routing Instances on page 547

• Configuring Interoperability Between BGP Signaling and LDP Signaling in VPLS on

page 514
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minimum-interval (BFD Liveness Detection)

Syntax minimum-intervalmilliseconds;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp bfd-liveness-detection],
[edit logical-systems logical-system-name protocols bgp group group-name
bfd-liveness-detection],

[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress
bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
l2vpn oam bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls neighbor neighbor-id oam bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls mesh-groupmesh-group-name neighbor neighbor-id oam bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls oam bfd-liveness-detection],

[edit protocols bgp bfd-liveness-detection],
[edit protocols bgp group group-name bfd-liveness-detection],
[edit protocols bgp group group-name neighbor address bgp bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols bgp bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols bgp group group-name
bfd-liveness-detection],

[edit routing-instances routing-instance-name protocols bgp group group-name neighbor
address bfd-liveness-detection]

[edit routing-instances routing-instance-nameprotocols l2vpnoambfd-liveness-detection],
[edit routing-instances routing-instance-name protocols vpls neighbor neighbor-id oam
bfd-liveness-detection],

[edit routing-instances routing-instance-nameprotocols vplsmesh-groupmesh-group-name
neighbor neighbor-id oam bfd-liveness-detection],

[edit routing-instances routing-instance-name protocols vpls oam bfd-liveness-detection]

Release Information Statement introduced in Junos OS Release 8.5.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Statement introduced in Junos OS Release 13.2 for Layer 2 VPN and VPLS.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Configure the minimum interval after which the local routing device transmits hello

packets and then expects to receive a reply fromaneighborwithwhich it has established

a BFD session. Optionally, instead of using this statement, you can specify theminimum

transmit and receive intervals separately using theminimum-interval (specified under
the transmit-interval statement) andminimum-receive-interval statements.

Options milliseconds—Specify the minimum interval value for BFD liveliness detection.
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Range: 1 through 255,000

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD for Layer 2 VPN and VPLS on page 190

• Example: Configuring BFD for Static Routes for Faster Network Failure Detection

• bfd-liveness-detection

• minimum-receive-interval on page 1211

• transmit-interval on page 1287
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minimum-interval (transmit-interval)

Syntax minimum-intervalmilliseconds;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp bfd-liveness-detection
transmit-interval],

[edit logical-systems logical-system-name protocols bgp group group-name
bfd-liveness-detection transmit-interval],

[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress
bfd-liveness-detection transmit-interval],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp bfd-liveness-detection transmit-interval],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name bfd-liveness-detection transmit-interval],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address bfd-liveness-detection transmit-interval],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
l2vpn oam bfd-liveness-detection transmit-interval],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls neighbor neighbor-id oam bfd-liveness-detection transmit-interval],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls mesh-groupmesh-group-name neighbor neighbor-id oam bfd-liveness-detection
transmit-interval],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls oam bfd-liveness-detection transmit-interval],

[edit protocols bgp bfd-liveness-detection transmit-interval],
[edit protocols bgp group group-name bfd-liveness-detection transmit-interval],
[edit protocols bgp group group-name neighbor address bgp bfd-liveness-detection
transmit-interval],

[edit routing-instances routing-instance-name protocols bgp bfd-liveness-detection
transmit-interval],

[edit routing-instances routing-instance-name protocols bgp group group-name
bfd-liveness-detection transmit-interval],

[edit routing-instances routing-instance-name protocols bgp group group-name neighbor
address bfd-liveness-detection transmit-interval]

[edit routing-instances routing-instance-name protocols l2vpn oam bfd-liveness-detection
transmit-interval],

[edit routing-instances routing-instance-name protocols vpls neighbor neighbor-id oam
bfd-liveness-detection transmit-interval],

[edit routing-instances routing-instance-nameprotocols vplsmesh-groupmesh-group-name
neighbor neighbor-id oam bfd-liveness-detection transmit-interval],

[edit routing-instances routing-instance-name protocols vpls oam bfd-liveness-detection
transmit-interval]

Release Information Statement introduced in Junos OS Release 8.2.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for BFD authentication introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Statement introduced in Junos OS Release 13.2 for Layer 2 VPN and VPLS.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

1209Copyright © 2018, Juniper Networks, Inc.

Chapter 45: Configuration Statements (Layer 2 VPNs and VPLS)



Description Configure theminimum interval atwhich the local routing device transmits hello packets

to a neighbor with which it has established a BFD session. Optionally, instead of using

this statement at this hierarchy level, you can configure the minimum transmit interval

using theminimum-interval statement at the bfd-liveness-detection hierarchy level.

Options milliseconds—Minimum transmit interval value.

Range: 1 through 255,000

NOTE: The threshold value specified in the threshold statementmust be

greater than the value specified in theminimum-interval statement for the

transmit-interval statement.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD for Layer 2 VPN and VPLS on page 190

• Example: Configuring BFD for Static Routes for Faster Network Failure Detection

• bfd-liveness-detection

• minimum-interval on page 1207

• threshold on page 1278
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minimum-receive-interval (BFD Liveness Detection)

Syntax minimum-receive-intervalmilliseconds;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp bfd-liveness-detection],
[edit logical-systems logical-system-name protocols bgp group group-name
bfd-liveness-detection],

[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress
bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
l2vpn oam bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls neighbor neighbor-id oam bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls mesh-groupmesh-group-name neighbor neighbor-id oam bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls oam bfd-liveness-detection],

[edit protocols bgp bfd-liveness-detection],
[edit protocols bgp group group-name bfd-liveness-detection],
[edit protocols bgp group group-name neighbor address bgp bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols bgp bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols bgp group group-name
bfd-liveness-detection],

[edit routing-instances routing-instance-name protocols bgp group group-name neighbor
address bfd-liveness-detection]

[edit routing-instances routing-instance-nameprotocols l2vpnoambfd-liveness-detection],
[edit routing-instances routing-instance-name protocols vpls neighbor neighbor-id oam
bfd-liveness-detection],

[edit routing-instances routing-instance-nameprotocols vplsmesh-groupmesh-group-name
neighbor neighbor-id oam bfd-liveness-detection],

[edit routing-instances routing-instance-name protocols vpls oam bfd-liveness-detection]

Release Information Statement introduced in Junos OS Release 8.5.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for BFD authentication introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Statement introduced in Junos OS Release 13.2 for Layer 2 VPN and VPLS.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Configure theminimum interval after which the local routing devicemust receive a reply

from a neighbor with which it has established a BFD session. Optionally, instead of using

this statement, youcanconfigure theminimumreceive intervalusing theminimum-interval

statement.

Options milliseconds—Specify the minimum receive interval value.
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Range: 1 through 255,000

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD for Layer 2 VPN and VPLS on page 190

• Example: Configuring BFD for Static Routes for Faster Network Failure Detection

• bfd-liveness-detection

• minimum-interval on page 1207

• transmit-interval on page 1287
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mtu

Syntax mtu bytes;

Hierarchy Level [edit interfaces interface-name],
[edit interfaces interface-name unit logical-unit-number family family],
[edit interfaces interface-range name],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family family],

[edit logical-systems logical-system-name protocols l2circuit local-switching interface
interface-name backup-neighbor address],

[edit logical-systems logical-system-name protocols l2circuit neighbor address interface
interface-name],

[edit logical-systems logical-system-name protocols l2circuit neighbor address interface
interface-name backup-neighbor address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
l2vpn interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls],

[edit protocols l2circuit local-switching interface interface-name backup-neighbor address],
[edit protocols l2circuit neighbor address interface interface-name]
[editprotocols l2circuit neighboraddress interface interface-namebackup-neighboraddress],
[edit routing-instances routing-instance-name protocols l2vpn interface interface-name],
[edit routing-instances routing-instance-name protocols vpls],
[edit logical-systems name protocols ospf area name interface ],
[edit logical-systems name routing-instances name protocols ospf area name interface],
[edit protocols ospf area name interface ],
[edit routing-instances name protocols ospf area name interface]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for Layer 2 VPNs and VPLS introduced in Junos OS Release 10.4.

Statement introduced in Junos OS Release 12.1X48 for PTX Series Packet Transport

Routers.

Statement introduced in Junos OS Release 12.2 for ACX Series Universal Access Routers.

Support at the[set interfaces interface-nameunit logical-unit-number familyccc]hierarchy

level introduced in Junos OS Release 12.3R3 for MX Series routers.

Statement introduced in Junos OS 17.3R1 Release for MX Series Routers.

Description Specify themaximumtransmissionunit (MTU)size for themediaorprotocol. Thedefault

MTU size depends on the device type. Changing themediaMTUor protocol MTU causes

an interface to be deleted and added again.

To route jumbo data packets on an integrated routing and bridging (IRB) interface or

routed VLAN interface (RVI) on EX Series switches, youmust configure the jumboMTU

size on themember physical interfaces of the VLAN that you have associated with the

IRB interface or RVI, as well as on the IRB interface or RVI itself (the interface named irb

or vlan, respectively).
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CAUTION: For EXSeries switches, setting or deleting the jumboMTU size on
an IRB interface or RVI while the switch is transmitting packets might cause
packets to be dropped.

NOTE:

TheMTU for an IRB interface is calculated by removing the Ethernet header
overhead [6(DMAC)+6(SMAC)+2(EtherType)]. Because, the MTU is the
lower value of the MTU configured on the IRB interface and the MTU
configured on the IRB’s associated bridge domain IFDs or IFLs, the IRBMTU
is calculated as follows:

• In case of Layer 2 IFL configured with the flexible-vlan-tagging statement,

the IRBMTU is calculatedby including8bytesoverhead(SVLAN+CVLAN).

• In case of Layer 2 IFL configured with the vlan-tagging statement, the IRB

MTU is calculated by including a single VLAN 4 bytes overhead.
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NOTE:

• If a packet whose size is larger than the configuredMTU size is received on
the receiving interface, the packet is eventually dropped. The value
considered for MRU (maximum receive unit) size is also the same as the
MTU size configured on that interface.

• Not all devices allow you to set an MTU value, and some devices have
restrictions on the range of allowable MTU values. You cannot configure
anMTU for management Ethernet interfaces (fxp0, em0, or me0) or for
loopback, multilink, andmulticast tunnel devices.

• On ACX Series routers, you can configure the protocol MTU by including
themtu statement at the [edit interfaces interface-name unit

logical-unit-number family inet] or [edit interfaces interface-name unit

logical-unit-number family inet6] hierarchy level.

• If you configure the protocol MTU at any of these hierarchy levels, the
configured value is applied to all families that are configured on the
logical interface.

• If you are configuring the protocol MTU for both inet and inet6 families

on the same logical interface, youmust configure the same value for
both the families. It is not recommended to configure differentMTU size
values for inet and inet6 families that are configured on the same logical

interface.

• Starting in Release 14.2, MTU for IRB interfaces is calculated by removing
the Ethernet header overhead (6(DMAC)+6(SMAC)+2(EtherType)), and

the MTU is aminimum of the two values:

• Configured MTU

• Associated bridge domain's physical or logical interface MTU

• For Layer 2 logical interfaces configuredwith flexible-vlan-tagging, IRB

MTU is calculated by including 8 bytes overhead (SVLAN+CVLAN).

• For Layer 2 logical interfaces configured with vlan-tagging, IRBMTU is

calculated by including single VLAN 4 bytes overhead.

NOTE: Changing the Layer 2 logical interface option from
vlan-tagging to flexible-vlan-tagging or vice versa adjusts the

logical interface MTU by 4 bytes with the existing MTU size.
As a result, the Layer 2 logical interface is deleted and
re-added, and the IRBMTU is re-computed appropriately.
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For more information about configuring MTU for specific interfaces and router or switch

combinations, see Configuring the Media MTU.

Options bytes—MTU size.

Range: 256 through 9192 bytes, 256 through 9216 (EX Series switch interfaces), 256
through9500bytes (JunosOS 12.1X48R2 for PTXSeries routers), 256 through9500

bytes (Junos OS 16.1R1 for MX Series routers)

NOTE: Starting in Junos OS Release 16.1R1, the MTU size for amedia or
protocol is increased from 9192 to 9500 for Ethernet interfaces on the
following MX Series MPCs:

• MPC1

• MPC2

• MPC2E

• MPC3E

• MPC4E

• MPC5E

• MPC6E

Default: 1500 bytes (INET, INET6, and ISO families), 1448 bytes (MPLS), 1514 bytes (EX

Series switch interfaces)

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Media MTU

• Configuring the MTU for Layer 2 Interfaces on page 166

• Setting the Protocol MTU
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multicast-mode (EVPN)

Syntax multicast-mode client | ingress-replication;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
protocols],

[edit protocols evpn],
[edit routing-instances routing-instance-name protocols evpn]

Release Information Statement introduced in Junos OS Release 14.1X53-D30 for QFX Series switches.

Statement introduced in Junos OS Release 17.3R1 for EX9200 switches.

Support for logical systems on MX Series routers added in Junos OS Release 17.4R1.

Description Configure the multicast server mode for delivering traffic and packets for Ethernet VPN

(EVPN). This statement is required for a VXLAN EVPN instance.

NOTE: If you configure themulticast-mode statement, then youmust also

configure the encapsulation vxlan statement.

Options client—Use the client as the multicast mode for delivering traffic andmulticast packets
across routers and switches.

ingress-replication—Use ingress replication as the multicast mode for delivering
broadcast, unknown unicast, andmulticast (BUM) traffic andmulticast packets

across routers and switches.

Default: ingress-replication

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding EVPNwith VXLAN Data Plane Encapsulation

• EVPN Over VXLAN Encapsulation Configuration Overview for QFX Series Switches

• Using a Default Layer 3 Gateway to Route Traffic Between Virtual Networks in an

EVPN-VXLAN Topology

• Example: Configuring an EVPN Control Plane and VXLAN Data Plane
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multiplier (BFD Liveness Detection)

Syntax multiplier number;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp bfd-liveness-detection],
[edit logical-systems logical-system-name protocols bgp group group-name
bfd-liveness-detection],

[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress
bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
l2vpn oam bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls neighbor neighbor-id oam bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls mesh-groupmesh-group-name neighbor neighbor-id oam bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls oam bfd-liveness-detection],

[edit protocols bgp bfd-liveness-detection],
[edit protocols bgp group group-name bfd-liveness-detection],
[edit protocols bgp group group-name neighbor address bgp bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols bgp bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols bgp group group-name
bfd-liveness-detection],

[edit routing-instances routing-instance-name protocols bgp group group-name neighbor
address bfd-liveness-detection]

[edit routing-instances routing-instance-nameprotocols l2vpnoambfd-liveness-detection],
[edit routing-instances routing-instance-name protocols vpls neighbor neighbor-id oam
bfd-liveness-detection],

[edit routing-instances routing-instance-nameprotocols vplsmesh-groupmesh-group-name
neighbor neighbor-id oam bfd-liveness-detection],

[edit routing-instances routing-instance-name protocols vpls oam bfd-liveness-detection]

Release Information Statement introduced in Junos OS Release 8.5.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for BFD authentication introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Statement introduced in Junos OS Release 13.2 for Layer 2 VPN and VPLS.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Configure the number of hello packets not received by a neighbor that causes the

originating interface to be declared down.

Options number—Number of hello packets.

Range: 1 through 255
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Default: 3

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD for Layer 2 VPN and VPLS on page 190

• Example: Configuring BFD for Static Routes for Faster Network Failure Detection

• bfd-liveness-detection

multi-homing (VPLSMultihoming for FEC 128)

Syntax multi-homing;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls site site-name],

[edit routing-instances routing-instance-name protocols vpls site site-name]

Release Information Statement introduced in Junos OS Release 7.5.

Description Configuration of this statement tracks BGP peers, such as to prevent isolation of the PE

router from the core or split brain.. If no BGP peer is available, all active interfaces for a

site are deactivated.

When identical site IDsareusedwithout configuringmultihoming, a collision logmessage

is generated at each signaling: RPD_L2VPN_SITE_COLLISION: Same site ID 2 configured

on remote PE (RD 8.8.8.1:1013:) and local PE in VPN 1013 (non-multihomed site 2). This is

expected behavior.

NOTE: In theVPLSdocumentation, theword router in termssuchasPE router
is used to refer to any device that provides routing functions.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Multihoming on the PE Router on page 755
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multi-homing (VPLSMultihoming for FEC 129)

Syntax multi-homing {
peer-active;
site site-name {
active-interface interface-name {
any;
primary interface-name;

}
identifier identifier;
interface interface-name {
preference preference-value;

}
peer-active;
preference (preference-value | backup | primary);

}
}

Hierarchy Level [edit logical-systems logical-system-name routing-instances instance-nameprotocolsvpls],
[edit routing-instances instance-name protocols vpls]

Release Information Statement introduced in Junos OS Release 12.3.

Description For VPLS autodiscovery (FEC 129), specify the parameters for multihoming to two or

more provider edge (PE) routers.

NOTE: In theVPLSdocumentation, theword router in termssuchasPE router
is used to refer to any device that provides routing functions.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring VPLSMultihoming (FEC 129) on page 768
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neighbor (Protocols Layer 2 Circuit)

Syntax neighbor address {
interface interface-name {
backup-neighbor address {
community name;
hot-standby;
psn-tunnel-endpoint address;
standby;
virtual-circuit-id number;

}
bandwidth (bandwidth | ctnumber bandwidth);
community community-name;
(control-word | no-control-word);
description text;
egress-protection {
protected-l2circuit {
egress-pe address;
ingress-pe address;
virtual-circuit-id identifier;

}
protector-interface interface-name;
protector-pe address {
context-identifier identifier;
lsp lsp-name;
}

}
}
encapsulation-type type;
ignore-encapsulation-mismatch;
ignore-mtu-mismatch;
mtumtu-number;
no-revert;
protect-interface interface-name;
pseudowire-status-tlv hot-standby-vc-on;
psn-tunnel-endpoint address;
revert-time seconds;
static {
incoming-label label;
outgoing-label label;
send-oam;

}
switchover-delaymilliseconds;
virtual-circuit-id identifier;

}
}

Hierarchy Level [edit logical-systems logical-system-name protocols l2circuit],
[edit protocols l2circuit]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 11.1 for EX Series switches.
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Description Each Layer 2 circuit is represented by the logical interface connecting the local provider

edge(PE) routeror switch to the local customeredge(CE) routeror switch.All theLayer 2

circuits using a particular remote PE router or switch designated for remote CE routers

or switches are listed under the neighbor statement (neighbor designates the PE router

or switch). Each neighbor is identified by its IP address and is usually the end-point

destination for the LSP tunnel (transporting the Layer 2 circuit).

Options address—IP address of a neighboring router or switch.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Neighbor Interface for the Layer 2 Circuit on page 293
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neighbor (Protocols VPLS)

Syntax neighbor neighbor-id {
mac-pinning;
associate-profile{
dynamic-profile-name;
profile-variable-set profile-variable-set-name;

}
backup-neighbor {...}
community community-name;
connection-protection;
encapsulation-type type;
ignore-encapsulation-mismatch;
oam {
bfd-liveness-detection {
detection-time {
thresholdmilliseconds;

}
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
version (1 | automatic);

}
ping-interval;

}
pseudowire-status-tlv;
psn-tunnel-endpoint address;
revert-time seconds;
static {
incoming-label label;
outgoing-label label;

}
switchover-delaymilliseconds;
vpls-id-list vc-id-numbers;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls],

[edit logical-systems logical-system-name routing-instances instance-name protocols vpls
mesh-groupmesh-group-name],

[edit routing-instances routing-instance-name protocols vpls],
[edit routing-instances instance-name protocols vpls mesh-groupmesh-group-name]

Release Information Statement introduced in Junos OS Release 8.4.

The pseudowire-status-tlv option was added in Junos OS Release 10.0.

The vpls-id-listoptionwasadded in JunosOSRelease 14.2 forMXSeries routers toprovide

support for multiple pseudowires between the same pair of PEs in LDP-VPLS.
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Description Specify each of the PE routers participating in the VPLS domain. Configuring this

statement enables LDP for signaling VPLS.

NOTE: In theVPLSdocumentation, theword router in termssuchasPE router
is used to refer to any device that provides routing functions.

Options neighbor-id—Specify the neighbor identifier for each PE router participating in the VPLS

domain.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring LDP Signaling for VPLS on page 554
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no-adaptation (BFD Liveness Detection)

Syntax no-adaptation;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp bfd-liveness-detection],
[edit logical-systems logical-system-name protocols bgp group group-name
bfd-liveness-detection],

[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress
bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
l2vpn oam bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls neighbor neighbor-id oam bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls mesh-groupmesh-group-name neighbor neighbor-id oam bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls oam bfd-liveness-detection],

[edit protocols bgp bfd-liveness-detection],
[edit protocols bgp group group-name bfd-liveness-detection],
[edit protocols bgp group group-name neighbor address bgp bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols bgp bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols bgp group group-name
bfd-liveness-detection],

[edit routing-instances routing-instance-name protocols bgp group group-name neighbor
address bfd-liveness-detection]

[edit routing-instances routing-instance-nameprotocols l2vpnoambfd-liveness-detection],
[edit routing-instances routing-instance-name protocols vpls neighbor neighbor-id oam
bfd-liveness-detection],

[edit routing-instances routing-instance-nameprotocols vplsmesh-groupmesh-group-name
neighbor neighbor-id oam bfd-liveness-detection],

[edit routing-instances routing-instance-name protocols vpls oam bfd-liveness-detection]

Release Information Statement introduced in Junos OS Release 9.0

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for BFD authentication introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Statement introduced in Junos OS Release 13.2 for Layer 2 VPN and VPLS.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Configure BFD sessions not to adapt to changing network conditions. We recommend

that you do not disable BFD adaptation unless it is preferable to have BFD adaptation

disabled in your network.

The BFD failure detection timers are adaptive and can be adjusted to be faster or slower.

The lower the BFD failure detection timer value, the faster the failure detection and vice

versa. For example, the timers can adapt to a higher value if the adjacency fails (that is,
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the timer detects failures more slowly). Or a neighbor can negotiate a higher value for a

timer than the configured value. The timers adapt to a higher value when a BFD session

flapoccursmore than three times in a spanof 15 seconds. Aback-off algorithm increases

the receive (Rx) interval by two if the local BFD instance is the reason for the session

flap. The transmission (Tx) interval is increased by two if the remote BFD instance is the

reason for the session flap. However, include the no-adaptation statement in the

configuration if you do not want BFD sessions to adapt to changing network conditions.

You can use the clear bfd adaptation command to return BFD interval timers to their

configured values. The clear bfd adaptation command does not affect traffic flow on the

routing device.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD for Layer 2 VPN and VPLS on page 190

• Example: Configuring BFD for Static Routes for Faster Network Failure Detection

• bfd-liveness-detection

no-control-word (BGP VPLS)

Syntax no-control-word;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls],

[edit routing-instances routing-instance-name protocols vpls]

Release Information Statement introduced in Junos OS Release 14.1.

Description Set no-control-word to request that other routers not insert a control word between the

label stack and the MPLS payload. This is the default setting for BGP VPLS.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Control Word for BGP VPLS Overview on page 508

• Configuring a Control Word for BGP VPLS on page 509

• control-word (BGP VPLS) on page 1138
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no-control-word (Protocols Layer 2 VPN)

Syntax no-control-word;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
l2vpn],

[edit routing-instances routing-instance-name protocols l2vpn]

Release Information Statement introduced before Junos OS Release 7.4.

Description Disable the controlword. Thismight benecessary onnetworkswith equipment that does

not support the control word.

NOTE: The following configuration statements are ignored for time-division
multiplexing pseudowires at the [edit protocols l2vpn] hierarchy level:

• control-word

• no-control-word

Default The control word is enabled by default. Use the no-control-word statement to disable

the control word.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Disabling the Control Word for Layer 2 VPNs on page 167

• control-word on page 1137

1227Copyright © 2018, Juniper Networks, Inc.

Chapter 45: Configuration Statements (Layer 2 VPNs and VPLS)



no-l2ckt

Syntax no-l2ckt;

Hierarchy Level [edit logical-systems logical-system-name routing-options forwarding-table
chained-composite-next-hop ingress],

[edit routing-options forwarding-table chained-composite-next-hop ingress]

Release Information Statement introduced in Junos OS Release 13.3.

Description Disable composite chained next hop for ingress Layer 2 circuit label-switched paths

(LSPs).

The remaining statements are explained separately.

NOTE: For PTX Series routers, it is recommended that you do not use this
command and disable composite chained next hop for ingress LSPs.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

no-l2vpn

Syntax no-l2vpn {
l2ckt;
l3vpn;
labeled-bgp;
no-l2ckt;

}

Hierarchy Level [edit logical-systems logical-system-name routing-options forwarding-table
chained-composite-next-hop ingress],

[edit routing-options forwarding-table chained-composite-next-hop ingress]

Release Information Statement introduced in Junos OS Release 13.3.

Description Disable composite chained next hop for ingress Layer 2 virtual private networkk (VPN)

label-switched paths (LSPs).

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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no-local-switching (VPLS)

Syntax no-local-switching;

Hierarchy Level [edit bridge-domains bridge-domain-name]

Release Information Statement introduced in Junos OS Release 8.5.

Description PreventCEdevices fromcommunicatingdirectlywitheachother. If theno-local-switching

statement is configured, frames arriving on a CE interface are sent to a VPLS edge (VE)

device or core-facing interfaces only.

NOTE: (MX80, MX104, and the 16x10GEMPC, MPC1, or MPC2 onMX240,
MX480, MX960, MX2010, andMX2020 only) If you configure the
no-local-switchingcommandat the [editbridge-domainsbridge-domain-name]

hierarchy level, it might not prevent multicast traffic from being forwarded
between theCE-facing interfaces of thebridgedomain. Broadcast, unknown
unicast, and knownmulticast traffic does not exhibit this behavior.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring VPLS and Integrated Routing and Bridging on page 895
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no-mac-learning

Syntax no-mac-learning;

QFX Series and
EX4600

For QFX Series and EX4600 platforms without ELS:

[edit ethernet-switching-options interfaces interface-name]

For QFX Series and EX4600 platforms with ELS:

[edit vlans vlan-name switch-options]

QFX Series per VLAN [edit vlans vlan-name]

[edit vlans vlan-name switch-options]

EX Series Q-in-Q
Interfaces

[edit ethernet-switching-options interfaces interface-name]

EX Series and SRX
Series Q-inQ Vlans

[edit vlans vlan-name]

ACX Series, MX Series,
EX Series with ELS

[edit bridge-domains bridge-domain-name bridge-options],
[edit bridge-domains bridge-domain-name bridge-options interface interface-name],
[edit logical-systems logical-system-name bridge-domains bridge-domain-name
bridge-options],

support, M Series, T
Series

[edit logical-systems logical-system-name bridge-domains bridge-domain-name
bridge-options interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name bridge-options],

[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name bridge-options interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name
switch-options],

[edit logical-systems logical-system-name switch-options],
[edit bridge-domains bridge-domain-name bridge-options interface interface-name],
[edit routing-instances routing-instance-name bridge-domains bridge-domain-name
bridge-options],

[edit routing-instances routing-instance-name bridge-domains bridge-domain-name
bridge-options interface interface-name],

[edit routing-instances routing-instance-name protocols evpn],
[edit routing-instances routing-instance-name protocols evpn interface interface-name],
[edit routing-instances routing-instance-name switch-options],
[edit switch-options],
[edit switch-options],
[edit switch-options interface interface-name],
[set vlans vlan-name switch-options]

Release Information Statement introduced in Junos OS Release 8.4.

Support for the switch-options statement added in Junos OS Release 9.2.

Support for top-level configuration for the virtual-switch type of routing instance added

in JunosOSRelease9.2. In JunosOSRelease9.1 andearlier, the routing instanceshierarchy
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supported this statement only for a VPLS instance or bridge domain configured within

a virtual switch.

Statement introduced in Junos OS Release 9.5 for EX Series switches.

Support for logical systems added in Junos OS Release 9.6.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

[edit switch-options], [edit switch-options interface interface-name], [edit vlansvlan-name

switch-options], and [edit vlans vlan-name switch-options interface interface-name]

hierarchy levels introduced in Junos OS Release 12.3 R2 for EX Series switches.

Support for EVPNs added in Junos OS Release 13.2 for MX 3D Series routers.

Hierarchy levels [edit switch-options interface interface-name] and [edit vlans vlan-name

switch-options] introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Description ForQFXSeries, EXSeries switchesandSRXSeriesdevices, disablesMACaddress learning

for the specified VLAN.

For QFX Series and EX4600, disable MAC address learning for the specified interface.

Disabling MAC address learning on an interface disables learning for all the VLANs of

which that interface is a member.

ForEXSeries switches’Q-in-Q interfaces, disablesMACaddress learning for thespecified

interface. Disabling MAC address learning on an interface disables learning for all the

VLANs of which that interface is a member.

For MX Series routers and EX Series switches with ELS support, disables MAC learning

for a virtual switch, for a bridge domain or VLAN, for a specific logical interface in a bridge

domain or VLAN, or for a set of bridge domains or VLANs associatedwith a Layer 2 trunk

port. On platforms that support EVPNs, you can disable MAC learning on an EVPN.

NOTE: WhenMAC learning is disabled for a VPLS routing instance, traffic is
not load-balanced and only one of the equal-cost next hops is used.

Default MAC learning is enabled.

Required Privilege
Level

system—To view this statement in the configuration.

system–control—To add this statement to the configuration.

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

1231Copyright © 2018, Juniper Networks, Inc.

Chapter 45: Configuration Statements (Layer 2 VPNs and VPLS)



Related
Documentation

• Configuring EVPN Routing Instances

• Configuring EVPN Routing Instances on EX9200 Switches

• Understanding Layer 2 Learning and Forwarding for Bridge Domains

• Layer 2 Learning and Forwarding for VLANs Overview

• Understanding Layer 2 Learning and Forwarding for Bridge Domains Functioning as

Switches with Layer 2 Trunk Ports

• Understanding Bridging and VLANs on Switches

• Understanding Q-in-Q Tunneling and VLAN Translation

• Understanding Q-in-Q Tunneling and VLAN Translation

• Configuring Q-in-Q Tunneling on EX Series Switches (CLI Procedure)

no-normalization

Syntax no-normalization;

Hierarchy Level [edit logical-systems name routing-instances name],
[edit logical-systems name routing-instances name bridge-domains name bridge-options],
[edit routing-instances name ],
[edit routing-instances name bridge-domains name bridge-options]

Release Information Statement introduced in Junos OS Release 17.3R1.

Description Disable VLAN ID normalization for interfaces.

Followingareexamplesof theprerequisites for anduseof theno-normalization statement

on routing instance r1:

• no-normalization statement can be configured Only for EVPN instances:

set routing-instances r1 instance-type evpn
set routing-instances r1 no-normalization

• no-normalization of VLAN can be configured Only when instance-type virtual-switch

along with protocols evpn is preconfigured:

set routing-instances r1 instance-type virtual-switch
set routing-instances r1 protocols evpn
set routing-instances r1 bridge-domains xyz bridge-options no-normalization

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring EVPN Routing Instances

• routing-instances on page 1258

• instance-type on page 1097
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no-revert (Local Switching)

Syntax no-revert;

Hierarchy Level [edit protocols l2circuit local-switching interfaces interface-name]
[edit protocols l2circuit local-switching interfaces interface-name end-interface
interface-name]

Release Information Statement introduced in Junos OS Release 11.4.

Description (Optional) Prevent the local switching interface from reverting to the primary interface.

NOTE: The protect interfacemust be configured prior to configuring the
no-revert statement.

Typically, when the primary interface goes down, the pseudowire starts using the protect

interface. By default, when the primary interface comes back online, the interface is

switched-over back from the protect interface to the primary interface. To prevent the

switchover back to theprimary interface, unless theprimary interface goesdown, include

the no-revert statement. This prevents loss of traffic during the switchover.

NOTE: If the protect interface fails, the interface is switched-over back to
the primary interface, irrespective of whether or not the no-revert statement

is included in the configuration.

This statement canbe configuredboth for the starting interface and the ending interface.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Local Interface Switching in Layer 2 Circuits on page 290
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no-revert (Neighbor Interface)

Syntax no-revert;

Hierarchy Level [edit protocols l2circuit neighbor address interfaces interface-name],
[edit logical-systems logical-system-name protocols l2circuit neighbor address interfaces
interface-name]

Release Information Statement introduced in Junos OS Release 11.3.

Description (Optional) Prevent the protect interface from reverting to the primary interface.

NOTE: The protect interfacemust be configured prior to configuring the
no-revert statement.

Typically, when the primary interface goes down, the pseudowire starts using the protect

interface. By default, when the primary interface comes back online, the interface is

switched-over back from the protect interface to the primary interface. To prevent the

switchover back to the primary interface, unless the protect interface goes down, include

the no-revert statement. This prevents loss of traffic during the switchover.

NOTE: If the protect interface fails, the interface is switched-over back to
the primary interface, irrespective of whether or not the no-revert statement

is included in the configuration.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Interfaces for Layer 2 Circuits on page 292
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no-tunnel-services

Syntax no-tunnel-services;

Hierarchy Level [edit logical-systems logical-system-name protocols vpls static-vpls],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls],

[edit protocols vpls static-vpls],
[edit routing-instances routing-instance-name protocols vpls]

Release Information Statement introduced in Junos OS Release 7.6.

Support for static VPLS added in Junos OS Release 10.2.

Description Configure VPLS on a router without a Tunnel Services PIC. Configuring the

no-tunnel-services statement creates a label-switched interface (LSI) to provide VPLS

functionality. An LSI MPLS label is used as the inner label for VPLS. This label maps to

a VPLS routing instance. On the PE router, the LSI label is stripped and thenmapped to

a logical LSI interface. TheLayer 2Ethernet frame is then forwardedusing theLSI interface

to the correct VPLS routing instance.

NOTE: In VPLS documentation, the word Router in terms such as PR Router
is used to refer to any device that provides routing functions.

NOTE:

OnMX Series routers, label-switched interfaces configured with the
no-tunnel-services statement are not supported with GRE tunnels when the

GRE interface resides on a DPC.

NOTE: Although visible in the CLI, the no-tunnel-services statement is not

supported on DPC cards at the [edit logical-systems logical-system-name

protocols vpls static-vpls] and the [edit logical-systems logical-system-name

routing-instances routing-instance-name protocols vpls] hierarchy levels.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

Configuring VPLSWithout a Tunnel Services PIC on page 605•

• Configuring Static Pseudowires for VPLS on page 607
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• Configuring EXP-Based Traffic Classification for VPLS on page 971

oam

Syntax oam {
bfd-liveness-detection;
ping-interval;
ping-multiplier ping-count;

}

Hierarchy Level [edit routing-instances routing-instance-name protocols l2vpn],
[edit routing-instances routing-instance-name protocols vpls],
[edit routing-instances routing-instance-name protocols vpls neighbor address],
[edit protocols l2circuit neighbor address interface interface-name]

Release Information Statement introduced in Junos OS Release 10.0.

Support for VPLS FEC 129 introduced in Junos OS Release 12.2.

ping-multiplier statement introduced in Junos OS Release 16.1.

Description Allows you to configure bidirectional forwarding detection (BFD) and a control channel

for apseudowire, in addition to thecorrespondingoperationsandmanagement functions

to be used over that control channel. BFD provides a low resource fault detection

mechanism for the continuousmonitoring of the pseudowire data path and for detecting

data plane failures. The control-channel statement is not applicable to Layer 2 circuit

pseudowires.

Options bfd-liveness-detection—The bfd-liveness-detection statement and substatements are
described in the Junos OS Routing Protocols Library.

ping-multiplierping-count—Specify the number of LSP ping packets to delay the virtual
circuit connectivity verification (VCCV) Bidirectional Forwarding Detection (BFD)

session from going down. The VCCV BFD session is signaled down only after the

specified number of LSP ping packets are lost. This feature is supported for Layer 2

Circuit, Layer 2 VPN, and VPLS technologies.

The other statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD for VCCV for Layer 2 VPNs, Layer 2 Circuits, and VPLS on page 193
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packet-action

Syntax packet-action action;

Hierarchy Level [edit bridge-domains bridge-domain-name bridge-options interface interface-name
interface-mac-limit limit],

[edit bridge-domains bridge-domain-name bridge-options interface-mac-limit limit],
[edit logical-systems logical-system-name bridge-domains bridge-domain-name
bridge-options interface interface-name interface-mac-limit limit],

[edit logical-systems logical-system-name bridge-domains bridge-domain-name
bridge-options interface-mac-limit limit],

[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name bridge-options interface interface-name
interface-mac-limit limit],

[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name bridge-options interface-mac-limit limit],

[edit logical-systems logical-system-name routing-instances routing-instance-name
switch-options interface interface-name interface-mac-limit limit],

[edit logical-systems logical-system-name routing-instances routing-instance-name
switch-options interface-mac-limit limit],

[edit logical-systems logical-system-name switch-options interface-mac-limit limit],
[edit protocols l2-learning global-mac-limit limit],
[edit routing-instances routing-instance-name bridge-domains bridge-domain-name
bridge-options interface interface-name interface-mac-limit limit],

[edit routing-instances routing-instance-name bridge-domains bridge-domain-name
bridge-options interface-mac-limit limit],

[edit routing-instances routing-instance-nameprotocols evpn interface-mac-limit (VPLS)],
[edit routing-instances routing-instance-name protocols evpn interface interface-name
interface-mac-limit (VPLS)],

[edit routing-instances routing-instance-name protocols evpnmac-table-size limit],
[edit routing-instances routing-instance-name switch-options interface interface-name
interface-mac-limit limit],

[edit routing-instances routing-instance-name switch-options interface-mac-limit limit],
[edit switch-options interface-mac-limit limit],
[edit switch-options interface interface-name interface-mac-limit limit],
[edit switch-options interface-mac-limit limit],
[edit switch-options interface interface-name interface-mac-limit limit],
[edit switch-options interface-mac-limit limit],
[edit switch-optionsmac-table-size limit],
[edit switch-options interface interface-name interface-mac-limit limit],
[edit vlans vlan-name switch-options interface interface-name interface-mac-limit limit],
[edit vlans vlan-name switch-options interface-mac-limit limit],
[edit vlans vlan-name switch-optionsmac-table-size limit]
[edit vlans vlan-name switch-options interface-mac-limit limit],
[edit vlans vlan-name switch-options interface interface-name interface-mac-limit limit],
[edit vlans vlan-name switch-optionsmac-table-size limit]

Release Information Statement introduced in Junos OS Release 8.4.

Support for the switch-options statement added in Junos OS Release 9.2.

Support for top-level configuration for the virtual-switch type of routing instance added

in JunosOSRelease9.2. In JunosOSRelease9.1 andearlier, the routing instanceshierarchy
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supported this statement only for a VPLS instance or a bridge domain configured within

a virtual switch.

Support for logical systems added in Junos OS Release 9.6.

[edit switch-options interface interface-name interface-mac-limit limit], [edit

switch-options interface-mac-limit limit], [edit switch-options mac-table-size limit],

[edit vlans vlan-name switch-options interface interface-name interface-mac-limit limit],

[edit vlansvlan-nameswitch-options interface-mac-limit limit], and[edit vlansvlan-name

switch-options mac-table-size limit] hierarchy levels introduced in Junos OS Release

12.3R2 for EX Series switches.

Support for EVPNs introduced in Junos OS Release 13.2 on MX Series 3D Universal Edge

Routers.

Support at the [edit switch-options interface interface-name interface-mac-limit limit]

hierarchy level and hierarchy levels under [edit vlans vlan-name] introduced in Junos OS

Release 13.2X50-D10 forEXSeries switchesand JunosOSRelease 13.2 for theQFXSeries.

Description Specify the action taken when packets with new source MAC addresses are received

after the MAC address limit is reached. If this statement is not configured, packets with

new source MAC addresses are forwarded by default.

NOTE: Thepacket-action statement is not supportedon theQFX10002-60C

switch.

Default NOTE: On a QFX Series Virtual Chassis, if you include the shutdown option

at the [edit vlans vlan-name switch-options interface interface-name

interface-mac-limit packet-action] hierarchy level and issue the commit

operation, the system generates a commit error. The system does not
generateanerror if you include the shutdownoptionat the [edit switch-options

interface interface-name interface-mac-limit packet-action] hierarchy level.

Disabled. The default is for packets for new sourceMAC addresses to be forwarded after

the MAC address limit is reached.
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Options drop—Drop packets with new source MAC addresses, and do not learn the new source

MAC addresses.

NOTE: OnQFX10000switches, if you includethedropoption, youcannot
configure unicast reverse-path forwarding (URFP) on integrated routing
and bridging (IRB) andMAC limiting on the same interface. If you have
anMC-LAG configuration, you cannot configure MAC limiting on the
interchassis link (ICL) interface.

drop-and-log—(EX Series switches and QFX Series only) Drop packets with new source

MAC addresses, and generate an alarm, an SNMP trap, or a system log entry.

log—(EX Series switches and QFX Series only) Hold packets with new source MAC

addresses, and generate an alarm, an SNMP trap, or a system log entry.

none—(EX Series switches andQFX Series only) Forward packets with new sourceMAC

addresses, and learn the new source MAC address.

shutdown—(EX Series switches and QFX Series only) Disable the specified interface,
and generate an alarm, an SNMP trap, or a system log entry.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring EVPN Routing Instances

• Configuring EVPN Routing Instances on EX9200 Switches

• Configuring MAC Limiting (CLI Procedure)

• Configuring Persistent MAC Learning (CLI Procedure)

• Understanding Layer 2 Learning and Forwarding for Bridge Domains

• Layer 2 Learning and Forwarding for VLANs Overview

• Understanding Layer 2 Learning and Forwarding for Bridge Domains Functioning as

Switches with Layer 2 Trunk Ports

• Layer 2 Learning and Forwarding for VLANs Overview

• Layer 2 Learning and Forwarding for VLANs Acting as a Switch for a Layer 2 Trunk Port
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peer-active (VPLSMultihoming for FEC 129)

Syntax peer-active;

Hierarchy Level [edit logical-systems logical-system-name routing-instances instance-name protocols vpls
multi-homing],

[edit logical-systems logical-system-name routing-instances instance-name protocols vpls
multi-homing site site-name],

[edit routing-instances instance-name protocols vpls multi-homing],
[edit routing-instances instance-name protocols vpls multi-homing site site-name]

Release Information Statement introduced in Junos OS Release 12.3.

Description Keep customer edge (CE) interfaces in the up state when all BGP peers go down.

NOTE: In theVPLSdocumentation, theword router in termssuchasPE router
is used to refer to any device that provides routing functions.

Consider a scenario inwhich twoprovider edge (PE) routers are sharing twomultihomed

sites under one routing instance, with two CE devices, CE1 and CE2.

PE1

PE2

PE3

CE1

CE3Service Provider

g0
41

20
7

CE2

If the BGP peering session drops between Router PE1 and Router PE2, each one would

consider itself to be the designated forwarder (DF) for Device CE1 and Device CE2. This

creates a loop through the two CE devices, in which traffic loops from one CE device to

the other then back to the first.

Junos OS overcomes this scenario by dropping all multihomed CE interface traffic on all

multihoming PE routers when the BGP session drops between the PE routers. This

functionality is enabled by default for all sites in a routing instance.

The peer-active statement disables the default functionality, so that PE routers keep

their multihomed CE interfaces in the up state, even though the BGP peering session is

down.

If you configure this statement in themulti-homing hierarchy, the default functionality is

disabled for all sites. If you configure this statement for a site, the default functionality

is disabled only for that particular site.
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Default If you omit this statement, Junos OS drops all multihomed CE interface traffic on all

multihoming PE routers when the BGP session drops between the PE routers.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring VPLSMultihoming (FEC 129) on page 768

peer-as (VPLS)

Syntax peer-as {
all;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls mesh-groupmesh-group-name],

[edit routing-instances routing-instance-nameprotocolsvplsmesh-groupmesh-group-name]

Release Information Statement introduced in Junos OS Release 9.3.

Description Enable the autonomous system border router (ASBR) to establish a single pseudowire

to each of the other ASBRs interconnected using inter-AS VPLSwith MAC processing at

the ASBR.

NOTE: In theVPLSdocumentation, theword router in termssuchasPE router
is used to refer to any device that provides routing functions.

Options all—This option is required. All peer routers, the ASBRs, are placedwithin the sameVPLS

mesh group.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Inter-AS VPLS with MAC Processing at the ASBR on page 517
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ping-interval

Syntax ping-interval seconds;

Hierarchy Level [edit logical-systems logical-system-name protocols l2circuit neighbor address interface
interface-name oam],

[edit logical-systems logical-system-name routing-instances instance-nameprotocols l2vpn
oam],

[edit logical-systems logical-system-name routing-instances instance-name protocols vpls
neighbor address oam],

[edit logical-systems logical-system-name routing-instances instance-name protocols vpls
mesh-groupmesh-group-name neighbor address oam],

[edit logical-systems logical-system-name routing-instances instance-name protocols vpls
oam],

[edit protocols l2circuit neighbor address interface interface-name oam],
[edit routing-instances instance-name protocols l2vpn oam],
[edit routing-instances instance-name protocols vpls neighbor address oam],
[edit routing-instances instance-nameprotocolsvplsmesh-groupmesh-group-nameneighbor
address oam],

[edit routing-instances instance-name protocols vpls oam]

Release Information Statement introduced in Junos OS Release 10.0.

Support for FEC 129 VPLS added in Junos OS Release 12.2.

Description Configure the time intervalbetweenpingmessages forbidirectional forwardingdetection

(BFD) sessions enabled over pseudowires inside a VPN.

Options seconds—Time interval between ping messages.

Range: 30 through 3600

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD for VCCV for Layer 2 VPNs, Layer 2 Circuits, and VPLS on page 193 in

the Junos OS VPNs Library for Routing Devices
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policer (Layer 2 VPN)

Syntax policer {
input policer-template-name;
output policer-template-name;

}

Hierarchy Level [edit interfaces interface-name unit logical-unit-number family (ccc | inet | tcc)],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family (ccc | inet | tcc)]

Release Information Statement introduced before Junos OS Release 7.4.

Description Usepolicing tocontrol theamountof traffic flowingover the interfaces servicingaLayer 2

VPN.

Options inputpolicer-template-name—Nameofonepolicer toevaluatewhenpacketsare received

on the interface.

output policer-template-name—Name of one policer to evaluate when packets are

transmitted on the interface.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Traffic Policing in Layer 2 VPNs on page 187

• Routing Policies, Firewall Filters, and Traffic Policers Feature Guide

• Junos OS Network Interfaces Library for Routing Devices
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policy-oids

Syntax policy-oids [ oid ];

Hierarchy Level [edit services ipsec-vpn ike policy policy-name certificate]

Release Information Statement introduced in Junos OS Release 16.1 for MX Series.

Description Configure policy object identifiers (OIDs). This configuration is optional.

Options oid—PolicyOID contained in a peer’s certificate or certificate chain. Up to five policyOIDs
can be configured. Each OID can be up to 63 bytes long.

NOTE: Youmust ensure that at least one of the configured policy OIDs
is included in a peer’s certificate or certificate chain. Note that the
policy-oids field in a peer’s certificate is optional. If you configure policy

OIDs in an IKE policy and the peer’s certificate chain does not contain
any policy OIDs, certificate validation for the peer fails.

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Understanding Digital Certificate Validation on page 245

• Example: Improving Digital Certificate Validation by Configuring Policy OIDs on an MX

Series Device on page 250
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preference (Interface-Level Preference for VPLSMultihoming for FEC 129)

Syntax preference preference-value;

Hierarchy Level [edit logical-systems logical-system-name routing-instances instance-name protocols vpls
multi-homing site site-name interface interface-name],

[edit routing-instances instance-name protocols vpls multi-homing site site-name interface
interface-name]

Release Information Statement introduced in Junos OS Release 12.3.

Description Specify a preference for the interface to become the designated forwarder (DF) for a

multihomed VPLS site. This preference statement can be useful when you want the

interface preference for a site to change dynamically so that the DF election can be

influenced depending on the interface state. Among the list of interface preferences,

JunosOSadvertises thebestpreferenceas theVPLSsite’spreferencevalue. Forexample,

if the sitehas three interfaces configuredwithpreferencevalues 12, 10, and9, respectively,

12 is advertised as the site preference. If that interface goes down, 10 is advertised as the

site preference.

If you configure interface-level preference, you cannot configure site-level preference.

Options preference-value—Preference value for the interface.

Range: 1 through 65535

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring VPLSMultihoming (FEC 129) on page 768
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preference (Site-Level Preference for VPLSMultihoming for FEC 129)

Syntax preference (preference-value | backup | primary);

Hierarchy Level [edit logical-systems logical-system-name routing-instances instance-name protocols vpls
multi-homing site site-name],

[edit routing-instances instance-name protocols vpls multi-homing site site-name]

Release Information Statement introduced in Junos OS Release 12.3.

Description Influence thedesignated forwarder (DF) selection for amultihomedVPLS site. Configure

the preference in terms of keywords primary and backup, or configure the preference

value explicitly.

Default If this statement is omitted, the default preference value for the site is 100.

Options preference-value—Preference value for the DF.

Range: 1 through 65535

backup—Less likely to become the DF.

primary—Most likely to become the DF.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring VPLSMultihoming (FEC 129) on page 768
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primary (VPLSMultihoming)

Syntax primary interface-name;

Hierarchy Level [edit logical-systems logical-system-name routing-instances instance-name protocols vpls
multi-homing active-interface],

[edit logical-systems logical-system-name routing-instances instance-name protocols vpls
multi-homing site site-name active-interface],

[edit routing-instances instance-name protocols vpls multi-homing active-interface],
[edit routing-instances instance-name protocols vpls multi-homing site site-name
active-interface]

Release Information Statement introduced in Junos OS Release 7.5.

Description Specify the name of themultihomed interface to be used as the primary interface by the

VPLS site.

For FEC 128, use the [edit routing-instances instance-name protocols vplsmulti-homing

active-interface] hierarchy level.

Default If you omit this statement, depending on the order in which interfaces are listed in the

PE router’s configuration, the first operational interface in the set of configured interfaces

is chosen to be the primary interface.

NOTE: In theVPLSdocumentation, theword router in termssuchasPE router
is used to refer to any device that provides routing functions.

Options interface-name—Name of the interface (for example, ge-0/1/0.1).

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Specifying an Interface as the Active Interface on page 755

• any on page 1124
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protect-interface

Syntax protect-interface interface-name;

Hierarchy Level [edit bridge-domains bridge-domain-name interface],
[edit logical-systems logical-systems--name bridge-domains bridge-domains interface],
[edit logical-systems logical-system-name protocols l2circuit neighbor address
interface interface-name],

[edit logical-systems logical-system-name protocols l2circuit local-switching interface
interface-name],

[edit logical-systems logical-system-name protocols l2circuit local-switching interface
interface-name end-interface],

[edit logical-systems logical-systems-name routing-instances name interface ],
[edit protocols l2circuit local-switching interface interface-name],
[edit protocols l2circuit neighbor address interface interface-name],
[edit protocols l2circuit local-switching interface interface-name end-interface]
[edit routing-instances routing-instances-name interface ]

Release Information Statement introduced before Junos OS Release 7.4.

Support at the following hierarchy levels introduced in JunosOSRelease 17.4: [edit bridge

domains], [edit logical-systems], and [edit routing-instances].

Description Provide a backup for the protected interface in case of failure. Network traffic uses the

primary interface only, as long as the primary interface functions.

Options interface-name—Name of the protect interface to configure.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Protect Interface on page 296

• Configuring EVPN Active-Standby Multihoming to a Single PE Device
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protected-l2circuit

Syntax protected-l2circuit {
egress-pe address;
ingress-pe address;
virtual-circuit-id identifier;

}

Hierarchy Level [edit logical-systems logical-system-name protocols l2circuit neighbor address interface
interface-name egress-protection],

[edit protocols l2circuit neighbor address interface interface-name egress-protection]

Release Information Statement introduced in Junos OS release 10.4.

Description Configures the protected Layer 2 circuit as part of an egress protection virtual circuit

(EPVC).

Options egress-pe address—Specify the address of the egress PE router for the protected Layer
2 circuit.

ingress-pe address—Specify the address of the ingress PE router for the protected Layer
2 circuit.

virtual-circuit-id identifier—Specify the virtual circuit identifier for the protected Layer 2
circuit.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring an Egress Protection LSP for a Layer 2 Circuit on page 351
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protector-interface

Syntax protector-interface interface-name;

Hierarchy Level [edit logical-systems logical-system-name protocols l2circuit neighbor address interface
interface-name egress-protection],

[edit protocols l2circuit neighbor address interface interface-name egress-protection]

Release Information Statement introduced in Junos OS release 10.4.

Description Configures the protector interface for an egress protection LSP.

Options interface-name——Name of the interface used to protect traffic for an egress protection
LSP.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring an Egress Protection LSP for a Layer 2 Circuit on page 351
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protector-pe

Syntax protector-pe address {
context-identifier identifier;
lsp lsp-name;
}

}

Hierarchy Level [edit logical-systems logical-system-name protocols l2circuit neighbor address interface
interface-name egress-protection],

[edit protocols l2circuit neighbor address interface interface-name egress-protection]

Release Information Statement introduced in Junos OS release 10.4.

Description Configures the protector PE router for an egress protection LSP. Test.

Options address——IPv4 address for the protector PE router.

context-identifier identifier——Identifies the context for the egress protection LSP.

lsp lsp-name——Specifies the LSP for the egress protection LSP.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring an Egress Protection LSP for a Layer 2 Circuit on page 351
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proxy (Interfaces)

Syntax proxy inet-address address;

Hierarchy Level [edit interfaces interface-name unit logical-unit-number family tcc],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family tcc]

Release Information Statement introduced before Junos OS Release 7.4.

Description For Layer 2.5VPNsusing anEthernet interfaceas theTCC router, configure the IP address

for which the TCC router is proxying. Ethernet TCC is supported on interfaces that carry

IPv4 traffic only. Ethernet TCC encapsulation is supported on 1-port Gigabit Ethernet,

2-port Gigabit Ethernet, 4-port Gigabit Ethernet, and 4-port Fast Ethernet PICs only.

Ethernet TCC is not supported on the T640 routing node.

Options inet-address address—IP address for which the TCC router is acting as a proxy.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring TCC Encapsulation for Layer 2 VPNs and Layer 2 Circuits on page 164

Copyright © 2018, Juniper Networks, Inc.1252

Layer 2 VPNs and VPLS Feature Guide for Routing Devices



pseudowire-status-tlv

Syntax pseudowire-status-tlv hot-standby-vc-on;

Hierarchy Level [edit logical-systems logical-system-name protocols l2circuit neighbor address interface
interface-name],

[edit protocols l2circuit neighbor address interface interface-name],

Release Information Statement introduced in Junos OS Release 10.0.

Description Enables the pseudowire type length variable (TLV). The pseudowire status TLV is used

to communicate the status of a pseudowire back and forth between two PE routers. The

pseudowire status TLV is configurable for each pseudowire connection and is disabled

by default.

The remaining statement is explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Pseudowire Status TLV on page 297

• Example: Configuring Pseudowire Redundancy in a Mobile Backhaul Scenario on

page 315
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psn-tunnel-endpoint

Syntax psn-tunnel-endpoint address;

Hierarchy Level [edit logical-systems logical-system-name protocols l2circuit neighbor address
interface interface-name],

[edit logical-systems logical-system-name protocols l2circuit neighbor address interface
interface-name backup-neighbor address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls neighbor address backup-neighbor address],

[edit protocols l2circuit neighbor address interface interface-name],
[editprotocols l2circuit neighboraddress interface interface-namebackup-neighboraddress],
[edit routing-instances routing-instance-name protocols vpls neighbor address
backup-neighbor address]

Release Information Statement introduced before Junos OS Release 7.4.

Hierarchy levels associated with the backup-neighbor statement added in Junos OS

Release 9.2.

Description Specify the endpoint of the packet switched network (PSN) tunnel on the remote PE

router.

Options address—Address for the tunnel endpoint.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Layer 2 Circuits over Both RSVP and LDP LSPs on page 297

• Configuring Pseudowire Redundancy on the PE Router on page 184
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qualified-bum-pruning-mode

Syntax qualified-bum-pruning-mode;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name],
[edit routing-instances routing-instance-name]

Release Information Statement introduced in Junos OS Release 10.4.

Description For Junos OS Layer 2Wholesale configurations, prune (constrain) distribution of

broadcast, unicast, andmulticast (BUM) packets of unknown origin to only those

interfaces that match the traffic from a specific VLAN pair.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Separate NNI Routing Instances for Layer 2Wholesale Service Retailers

• Layer 2 and Layer 3Wholesale Overview

• Support of Inner VLAN List and Inner VLAN Range for Qualified BUM Pruning on a

Dual-Tagged Interface for a VPLS Routing Instance Overview on page 565

qualified-bum-pruning-mode

Syntax qualified-bum-pruning-mode;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name],
[edit routing-instances routing-instance-name]

Release Information Statement introduced in Junos OS Release 10.4.

Description For Junos OS Layer 2Wholesale configurations, prune (constrain) distribution of

broadcast, unicast, andmulticast (BUM) packets of unknown origin to only those

interfaces that match the traffic from a specific VLAN pair.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Separate NNI Routing Instances for Layer 2Wholesale Service Retailers

• Layer 2 and Layer 3Wholesale Overview

• Support of Inner VLAN List and Inner VLAN Range for Qualified BUM Pruning on a

Dual-Tagged Interface for a VPLS Routing Instance Overview on page 565
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remote

Syntax remote (inet-address | mac-address) address;

Hierarchy Level [edit interfaces interface-name unit logical-unit-number family tcc],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family tcc]

Release Information Statement introduced before Junos OS Release 7.4.

Description For Layer 2.5 VPNs employing an Ethernet interface as the TCC router, configure the

location of the remote router. Ethernet TCC is supported on interfaces that carry IPv4

traffic only. Ethernet TCC encapsulation is supported on 1-port Gigabit Ethernet, 2-port

Gigabit Ethernet, 4-port Gigabit Ethernet, and 4-port Fast Ethernet PICs only.

Options inet-addressaddress—The IP address of the remote site.

mac-address address—The MAC address of the remote site.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring TCC Encapsulation for Layer 2 VPNs and Layer 2 Circuits on page 164
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remote-site-id

Syntax remote-site-id remote-site-ID;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
l2vpn site site-name interface interface-name],

[edit routing-instances routing-instance-name protocols l2vpn site site-name interface
interface-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 11.1 for EX Series switches.

Description Control the remote interface towhich the interface shouldconnect. If youdonotexplicitly

configure the remote site ID, the order of the interfaces configured for the site determines

the default value. This statement is optional.

Options remote-site-ID—Identifier specifying the interface on the remote PE router the Layer 2

VPN routing instance connects to.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Remote Site ID on page 126

• Configuring an MPLS-Based Layer 2 VPN (CLI Procedure)
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routing-instances

Syntax routing-instances routing-instance-name { ... }

Hierarchy Level [edit],
[edit logical-systems logical-system-name]

Release Information Statement introduced before Junos OS Release 7.4.

Description Configure an additional routing entity for a router or switch. You can create multiple

instances of BGP, IS-IS, OSPF, OSPF version 3 (OSPFv3), and RIP for a router or switch.

Default Routing instances are disabled for the router or switch.

Options routing-instance-name—Name of the routing instance, a maximum of 31 characters. The

remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring EVPN Routing Instances

• Configuring Routing Instances on PE Routers in VPNs on page 9
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rsvp-te (Routing Instances Provider Tunnel)

Syntax rsvp-te {
label-switched-path-template {
(default-template | lsp-template-name);

}
static-lsp lsp-name;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnel],

[edit routing-instances routing-instance-name provider-tunnel]

Release Information Statement introduced in Junos OS Release 8.3.

Description Configure VPLS unknown unicast, broadcast, andmulticast traffic flooding using

point-to-multipoint LSPs.

Options static-lsp lsp-name—Create a static point-to-multipoint LSP and automatically include

all of the neighbors in the VPLS routing instance.

The remaining option is explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Flooding Unknown Traffic Using Point-to-Multipoint LSPs in VPLS on page 848
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send-oam

Syntax send-oam;

Hierarchy Level [edit protocols l2circuit neighbor address interface interface-name static]

Release Information Statement introduced in Junos OS Release 9.5.

Statement introduced in Junos OS Release 12.1x48 for PTX Series Packet Transport

Routers.

Statement introduced in Junos OS Release 12.2 for the ACX Series Universal Access

Routers.

Description Enable the ability to ping a static pseudowire. If you configure the send-oam statement,

it applies to the backup neighbor as well. Once you have configured this statement, you

can ping the static pseudowire by issuing the pingmpls l2circuit command.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Static Layer 2 Circuits on page 289

• pingmpls l2circuit on page 1321

Copyright © 2018, Juniper Networks, Inc.1260

Layer 2 VPNs and VPLS Feature Guide for Routing Devices



service-groups

Syntax service-groups {
service-group-name {
pbb-service-options {
default-isid isid-number;
isid isid-number vlan-id-list [ vlan-ids ];
mac-addressmac-address;

}
service-type (elan | eline);
source-bmac <mac-address> <length>

}
}

Hierarchy Level [edit routing-instances (Multiple Routing Entities) routing-instance-name]

Release Information Statement introduced in JUNOS Release 10.0.

Description For IEEE 802.1ah provider backbone bridge (PBB) configurations, configure the service

groups to be supported in the customer routing instance (I-component).

NOTE: Themac-addressstatementunderpbb-service-options isnotsupported

for PBB-EVPN.

NOTE: The eline option for the service-type statement is not supported for

PBB-EVPN.

The remaining statements are explained separately. See CLI Explorer.

Options service-group-name—Name of a service group.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: ConfiguringE-LINEandE-LANServices for aPBBNetworkonMXSeriesRouters
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site (Layer 2 Circuits)

Syntax site site-name {
hot-standby;
site-identifier identifier;
site-preference preference-value {
backup;
primary;

}
interface interface-name {
description text;
remote-site-id remote-site-ID;

}
}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
l2vpn],

[edit routing-instances routing-instance-name protocols l2vpn]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 11.1 for EX Series switches.

hot-standby option introduced in Junos OS Release 14.2 for MX Series routers.

Description Specify the site name, site identifier, and interfaces connecting to the site. Allows you to

configure a remote site ID for remote sites.

Options hot-standby—Turn on the protector behavior for the site. This keeps backup pseudowire

in continuous standbymode and ready for traffic forwarding.

site-identifier identifier—Numerical identifier for the site used as a default reference for

the remote site ID.

site-name—Name of the site.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Site on page 126

• Configuring an MPLS-Based Layer 2 VPN (CLI Procedure)
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site (VPLSMultihoming for FEC 128)

Syntax site site-name {
mac-pinning;
active-interface (any | primary interface-name);
best-site;
interface interface-name {
interface-mac-limit limit;

}
mesh-groupmesh-group-name;
multi-homing;
site-identifier identifier;
site-preference preference-value;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls],

[edit routing-instances routing-instance-name protocols vpls]

Release Information Statement introduced before Junos OS Release 7.4.

Description Specify the site name and site identifier for a site. Allows you to configure a remote site

ID for remote sites.

Options site-name—Name of the site.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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site (VPLSMultihoming for FEC 129)

Syntax site site-name {
active-interface interface-name {
any;
primary interface-name;

}
identifier identifier;
interface interface-name {
preference preference-value;

}
peer-active;
preference (preference-value | backup | primary);

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances instance-name protocols vpls
multi-homing],

[edit routing-instances instance-name protocols vplsmulti-homing]

Release Information Statement introduced in Junos OS Release 12.3.

Description For VPLS autodiscovery (FEC 129), specify the parameters for a VPLS site that is

multihomed to two or more provider edge (PE) routers.

NOTE: In theVPLSdocumentation, theword router in termssuchasPE router
is used to refer to any device that provides routing functions.

Options site-name—Name of the site.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring VPLSMultihoming (FEC 129) on page 768
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site-identifier (Layer 2 Circuits)

Syntax site-identifier identifier;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
l2vpn site site-name],

[edit routing-instances routing-instance-name protocols l2vpn site site-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 11.1 for EX Series switches.

Description Specify the numerical identifier for the local Layer 2 VPN site.

Options identifier—The numerical identifier for the Layer 2 VPN site, which can be any number

from 1 through 65,534.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Site on page 126

• Configuring an MPLS-Based Layer 2 VPN (CLI Procedure)

site-identifier (VPLS)

Syntax site-identifier identifier;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls site site-name],

[edit routing-instances routing-instance-name protocols vpls site site-name]

Release Information Statement introduced before Junos OS Release 7.4.

Description Specify the numerical identifier for the local VPLS site.

Options identifier—Specify the numerical identifier for the local VPLS site. The identifier must be

an unsigned 16-bit number greater than zero.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the VPLS Site Name and Site Identifier on page 549
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site-preference

Syntax site-preference preference-value {
backup;
primary;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
l2vpn site site-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls site site-name],

[edit routing-instances routing-instance-name protocols l2vpn site site-name],
[edit routing-instances routing-instance-name protocols vpls site site-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced for Layer 2 VPNs in Junos OS Release 9.1.

Description Specify the preference value advertised for a particular Layer 2 VPN or VPLS site. The

site preference value is encoded in the BGP local preference attribute. When a PE router

receives multiple advertisements with the same VE identifier, the advertisement with

the highest local preference value is preferred. You can use this statement to enable

multihoming for Layer 2 VPNs and VPLS.

Options preference-value—Specify the preference value advertised for a Layer 2 VPNor VPLS site.

Range: 1 through 65,535

backup—Set the preference value to 1.

primary—Set the preference value to 65,535.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Site Preference and Layer 2 VPNMultihoming on page 129

• Configuring the VPLS Site Preference on page 553
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site-range

Syntax site-range number;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls],

[edit routing-instances routing-instance-name protocols vpls]

Release Information Statement introduced before Junos OS Release 7.4.

Description Specify an upper limit on the maximum site identifier that can be accepted to allow a

pseudowire to be brought up. Pseudowires cannot be established to sites with site

identifiers greater than the configured site range. If you issue the show vpls connections

command, such sites are displayed as OR (out of range).

Options number—Maximum number of site identifiers. We recommend using the default value.

Range: 1 through 65,534

Default: 65,534

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Site Range on page 551
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source-attachment-identifier (Protocols VPWS)

Syntax source-attachment-identifier identifier;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
l2vpn site site-name],

[edit routing-instances routing-instance-name protocols l2vpn site site-name]

Release Information Statement introduced in Junos OS Release 13.2.

Description For FEC 129, specify the VPWS source attachment identifier. The point-to-point nature

of VPWS requires that you specify the source access individual identifier (SAII) and the

target access individual identifier (TAII). This SAII-TAII pair defines a unique pseudowire

between two PE devices.

Auto-discovery routes are used by BGP to allow auto-discovery of remote source access

individual identifiers (SAIIs) (the sources of the point-to-point pseudowires). One

auto-discovery route is advertised for each source attachment identifier (SAI) in the

instance or mesh group.

The SAII is specified with the source-attachment-identifier statement within the FEC 129

VPWSrouting instance. Youconfigure the sourceattachment identifier and the interfaces

to associate with that source attachment identifier. Under each interface, you can

configure the TAII with the target-attachment-identifier statement. If the configured

target identifier matches a source identifier advertised by a remote PE device by way of

a BGP auto-discovery message, the pseudowire between that source-target pair is

signaled. If there is nomatch between an advertised source identifier and the configured

target identifier, the pseudowire is not established.

Options identifier—The numerical identifier for the Layer 2 VPN site.

Range: 1 through 4,292,967,295

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring FEC 129 BGP Autodiscovery for VPWS on page 706

• target-attachment-identifier on page 1274
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source-bmac

Syntax source-bmac <mac-address> <length> [auto];

Hierarchy Level [edit interfaces interface-name unit unit esi],
[edit routing-instances routing-instance-name pbb-options],
[edit routing-instances routing-instance-name pbb-options service-groups
service-group-name],

[edit routing-instances routing-instance-namepbb-optionsservice-groupsservice-group-name
isid isid-name]

Release Information Statement introduced in Junos OS Release 16.1.

Support at the [edit interfaces interface-name unit unit esi] hierarchy level introduced in

Junos OS Release 18.1R1.

Description Set a shared source Provider Backbone Bridging (PBB) MAC (B-MAC) address for all

service identifiers (ISIDs) under a specified routing instance. If a source B-MAC address

is derived automatically from the aggregated Ethernet system ID, youmust specify the

auto keyword.

For PBB-Ethernet VPN (EVPN) functionality, one service group (a group of ISIDs) can

correspond to a single-homed, single-Active, or Active-Active scenario. You cannot mix

andmatch service groups. For a shared B-MACmodel, you configure one source B-MAC

per service group using the routing-instances routing-instance-name pbb-options

service-groups service-group-name hierarchy.

To specify a source B-MAC per ISID, use the routing-instances routing-instance-name

pbb-options service-groups service-group-name isid isid-name hierarchy. If you do not

specify the sourceB-MACper ISID, then theB-MAC inherits fromtheB-MACconfiguration

located under the pbb-options setting.

The support of the source-bmac statement at the [edit interfaces interface-nameunitunit

esi]hierarchy level allowsconfiguringof theEthernetSegment Identifier (ESI)andsource

B-MAC address per logical interface, in addition to the existing support for physical

devices.

Options Length—Length of the B-MAC address.

Default: 48B

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• routing-instances (Multiple Routing Entities)
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standby (Protocols Layer 2 Circuit)

Syntax standby;

Hierarchy Level [edit logical-systems logical-system-name protocols l2circuit local-switching interface
interface-name end-interface interface interface-name backup-neighbor address],

[edit logical-systems logical-system-name protocols l2circuit neighbor address interface
interface-name backup-neighbor address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls neighbor address backup-neighbor address],

[editprotocols l2circuit neighboraddress interface interface-namebackup-neighboraddress],
[edit routing-instances routing-instance-name protocols vpls neighbor address
backup-neighbor address]

Release Information Statement introduced before Junos OS Release 7.4.

Hierarchy levels associated with the backup-neighbor statement added in Junos OS

Release 9.2.

Description Configure the pseudowire to the specified backup neighbor as the standby. When you

configure this statement, traffic flows over both the active and standby pseudowires to

the backup device (either a CE device or PE router). The backup device drops the traffic

fromthe standbypseudowire, unless theactivepseudowire fails. If theactivepseudowire

fails, the backup device automatically switches to the standby pseudowire.

The standby statement is quite similar to the hot-standby statement introduced in Junos

OS Release 12.3. The hot-standby statement allows for a faster forwarding-path

switchover during transition periods, as compared to what is allowed by the standby

statement.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Layer 2 Circuits over Both RSVP and LDP LSPs on page 297

• Configuring Pseudowire Redundancy on the PE Router on page 184

• Example: Configuring Layer 2 Circuit Switching Protection on page 367
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static (Protocols Layer 2 Circuit)

Syntax static {
incoming-label label;
outgoing-label label;
send-oam;

}

Hierarchy Level [edit logical-systems logical-system-name l2circuit neighbor address interface
interface-name],

[edit logical-systems logical-system-name l2circuitneighboraddress interface interface-name
backup-neighbor neighbor],

[edit protocols l2circuit neighbor address interface interface-name],
[editprotocols l2circuitneighboraddress interface interface-namebackup-neighborneighbor]

Release Information Statement introduced in Junos OS Release 9.5.

Statement introduced in Junos OS Release 12.1X48 for PTX Series routers.

Statement introduced in Junos OS Release 12.2 for ACX Series routers.

Description Configures static Layer 2 circuit pseudowires. Static pseudowires are designed for

networks that do not support LDP or do not have LDP enabled. You configure a static

pseudowire by configuring static values for the in and out labels needed to enable a

pseudowire connection.

Options incoming-label—(Optional for PTX Series Packet Transport Routers only) Configure the
Layer 2 circuit incoming static pseudowire label.

Range: 1000000 through 1048575

outgoing-label—(Optional for PTX Series Packet Transport Routers only) Configure the
Layer 2 circuit outgoing static pseudowire label.

Range: 16 through 1048575

The remaining statement is explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Static Layer 2 Circuits on page 289
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static (Protocols VPLS)

Syntax static {
incoming-label label;
outgoing-label label;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls mesh-groupmesh-group-name neighbor address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls neighbor address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls neighbor address backup-neighbor address],

[edit routing-instances routing-instance-nameprotocols vplsmesh-groupmesh-group-name
neighbor address],

[edit routing-instances routing-instance-name protocols vpls neighbor address],
[edit routing-instances routing-instance-name protocols vpls neighbor address
backup-neighbor address]

Release Information Statement introduced in Junos OS Release 10.2.

Description Specifies a static pseudowire for a VPLS domain. By configuring static pseudowires for

the VPLS domain, you do not need to configure the LDP or BGP protocols that would

normally be used for signaling. Static pseudowires require that you configure a set of in

and out labels for each pseudowire configured for the VPLS domain. You can configure

both static and dynamic neighbors within the same VPLS routing instance. You can also

configure a static pseudowire for a backup neighbor (if you configure the neighbor as

static the backupmust also be static) and for a mesh group.

Options incoming-label label—Youmust configure an incoming label for the static pseudowire.

Range: 29,696 through 41,983 and 1,000,000 through 1,048,575

outgoing-label label—Youmust configure an outgoing label for the static pseudowire.

Range: 16 through 1,048,575

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• See Configuring Static Pseudowires for VPLS on page 607.
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static-mac

Syntax static-macmac-address;

static-macmac-address {
vlan-id number;

}

Hierarchy Level [edit vlans vlan-name switch-options interface interface-name]

[edit bridge-domains bridge-domain-name bridge-options interface interface-name],

[edit logical-systems logical-system-name bridge-domains bridge-domain-name
bridge-options interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name bridge-options interface interface-name],

[edit routing-instances routing-instance-name bridge-domains bridge-domain-name
bridge-options interface interface-name],

[edit routing-instances routing-instance-name protocols evpn interface interface-name]

Release Information Statement introduced in Junos OS Release 8.4.

Statement modified in Junos OS Release 9.5.

Support for logical systems added in Junos OS Release 9.6.

[edit vlans vlan-name switch-options interface interfacename] hierarchy level introduced

in Junos OS Release 12.3R2 for EX Series switches.

Statement introduced in Junos OS Release 13.2 for EX Series switches.

Statement introduced in Junos OS Release 13.2 for the QFX Series.

Support for EVPNs added in Junos OS Release 13.2 for MX 3D Series routers. The vlan-id

option is not available for EVPNs.

[edit vlans vlan-name switch-options interface interfacename] hierarchy level introduced

in Junos OS Release 13.2 for the QFX Series.

Description Configure a static MAC address for a logical interface in a bridge domain or VLAN.

The vlan-id option can be specified for static-macs only if vlan-id all is configured for the

bridging domain or VLAN.

Options mac-address—MAC address

vlan-id number—(Optional) VLAN identifier to associate with static MAC address.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

Configuring EVPN Routing Instances•

• Understanding Layer 2 Learning and Forwarding for Bridge Domains

• Layer 2 Learning and Forwarding for VLANs Overview
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• Adding a Static MACAddress Entry to the Ethernet Switching Table on a Switchwith ELS

Support (CLI Procedure)

• Understanding VLANs on Security Devices

target-attachment-identifier (Protocols VPWS)

Syntax target-attachment-identifier identifier;

Hierarchy Level [edit logical-systems logical-system-name routing-instances instance-nameprotocols l2vpn
site site-name interface interface-name],

[edit routing-instances instance-nameprotocols l2vpnsitesite-name interface interface-name]

Release Information Statement introduced in Junos OS Release 13.2.

Description For FEC 129, specify the VPWS target attachment identifier. The point-to-point nature

of VPWS requires that you specify the source access individual identifier (SAII) and the

target access individual identifier (TAII). This SAII-TAII pair defines a unique pseudowire

between two PE devices.

Auto-discovery routes are used by BGP to allow auto-discovery of SAIIs (the sources of

the point-to-point pseudowires). One auto-discovery route is advertised for each source

attachment identifier (SAI) in the instance or mesh group.

The SAII is specified with the source-attachment-identifier statement within the FEC 129

VPWSrouting instance. Youconfigure the sourceattachment identifier and the interfaces

to associate with that source attachment identifier. Under each interface, you can

configure the TAII with the target-attachment-identifier statement. If the configured

target identifier matches a source identifier advertised by a remote PE device by way of

a BGP auto-discovery message, the pseudowire between that source-target pair is

signaled. If there is nomatch between an advertised source identifier and the configured

target identifier, the pseudowire is not established.

Options identifier—The numerical identifier for the Layer 2 VPN site.

Range: 1 through 4,292,967,295

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring FEC 129 BGP Autodiscovery for VPWS on page 706

• source-attachment-identifier on page 1268
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template

Syntax template;

Hierarchy Level [edit logical-systems logical-system-name protocols mpls label-switched-path
p2mp-lsp-template-name],

[edit protocols mpls label-switched-path p2mp-lsp-template-name]

Release Information Statement introduced in Junos OS Release 8.3.

Statement introduced in Junos OS Release 12.3X50 for the QFX Series.

Description Specify a template for the dynamically generated point-to-multipoint LSPs used for

VPLS flooding.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• ConfiguringDynamicPoint-to-Multipoint FloodingLSPswithaPreconfiguredTemplate

on page 851
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threshold (detection-time)

Syntax thresholdmilliseconds;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp bfd-liveness-detection
detection-time],

[edit logical-systems logical-system-name protocols bgp group group-name
bfd-liveness-detection detection-time],

[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress
bfd-liveness-detection detection-time],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp bfd-liveness-detection detection-time],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name bfd-liveness-detection detection-time],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address bfd-liveness-detection detection-time],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
l2vpn oam bfd-liveness-detection detection-time],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls neighbor neighbor-id oam bfd-liveness-detection detection-time],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls mesh-groupmesh-group-name neighbor neighbor-id oam bfd-liveness-detection
detection-time],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls oam bfd-liveness-detection detection-time],

[edit protocols bgp bfd-liveness-detection detection-time],
[edit protocols bgp group group-name bfd-liveness-detection detection-time],
[edit protocols bgp group group-name neighbor address bgp bfd-liveness-detection
detection-time],

[edit routing-instances routing-instance-name protocols bgp bfd-liveness-detection
detection-time],

[edit routing-instances routing-instance-name protocols bgp group group-name
bfd-liveness-detection detection-time],

[edit routing-instances routing-instance-name protocols bgp group group-name neighbor
address bfd-liveness-detection detection-time]

[edit routing-instances routing-instance-name protocols l2vpn oam bfd-liveness-detection
detection-time],

[edit routing-instances routing-instance-name protocols vpls neighbor neighbor-id oam
bfd-liveness-detection detection-time],

[edit routing-instances routing-instance-nameprotocols vplsmesh-groupmesh-group-name
neighbor neighbor-id oam bfd-liveness-detection detection-time],

[edit routing-instances routing-instance-name protocols vpls oam bfd-liveness-detection
detection-time]

Release Information Statement introduced in Junos OS Release 8.2.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for BFD authentication introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Statement introduced in Junos OS Release 13.2 for Layer 2 VPNs and VPLS.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.
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Description Specify the threshold for the adaptation of the BFD session detection time. When the

detection time adapts to a value equal to or greater than the threshold, a single trap and

a single system logmessage are sent.

NOTE: The threshold valuemust be equal to or greater than the transmit
interval.

The threshold timemust be equal to or greater than the value specified in
theminimum-interval or theminimum-receive-interval statement.

Options milliseconds—Value for the detection time adaptation threshold.

Range: 1 through 255,000

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD for Layer 2 VPN and VPLS on page 190

• Example: Configuring BFD for Static Routes for Faster Network Failure Detection
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threshold (transmit-interval)

Syntax thresholdmilliseconds;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp bfd-liveness-detection
transmit-interval],

[edit logical-systems logical-system-name protocols bgp group group-name
bfd-liveness-detection transmit-interval],

[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress
bfd-liveness-detection transmit-interval],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp bfd-liveness-detection transmit-interval],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name bfd-liveness-detection transmit-interval],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address bfd-liveness-detection transmit-interval],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
l2vpn oam bfd-liveness-detection transmit-interval],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls neighbor neighbor-id oam bfd-liveness-detection transmit-interval],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls mesh-groupmesh-group-name neighbor neighbor-id oam bfd-liveness-detection
transmit-interval],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls oam bfd-liveness-detection transmit-interval],

[edit protocols bgp bfd-liveness-detection transmit-interval],
[edit protocols bgp group group-name bfd-liveness-detection transmit-interval],
[edit protocols bgp group group-name neighbor address bgp bfd-liveness-detection
transmit-interval],

[edit routing-instances routing-instance-name protocols bgp bfd-liveness-detection
transmit-interval],

[edit routing-instances routing-instance-name protocols bgp group group-name
bfd-liveness-detection transmit-interval],

[edit routing-instances routing-instance-name protocols bgp group group-name neighbor
address bfd-liveness-detection transmit-interval]

[edit routing-instances routing-instance-name protocols l2vpn oam bfd-liveness-detection
transmit-interval],

[edit routing-instances routing-instance-name protocols vpls neighbor neighbor-id oam
bfd-liveness-detection transmit-interval],

[edit routing-instances routing-instance-nameprotocols vplsmesh-groupmesh-group-name
neighbor neighbor-id oam bfd-liveness-detection transmit-interval],

[edit routing-instances routing-instance-name protocols vpls oam bfd-liveness-detection
transmit-interval]

Release Information Statement introduced in Junos OS Release 8.2.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for QFX Series.

Statement introduced in Junos OS Release 13.2 for Layer 2 VPN and VPLS.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.
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Description Specify the threshold for the adaptation of the BFD session transmit interval. When the

transmit interval adapts to a value greater than the threshold, a single trap and a single

systemmessage are sent.

Options milliseconds—Value for the transmit interval adaptation threshold.

Range: 0 through 4,294,967,295 (232 – 1)

NOTE: The threshold value specified in the threshold statementmust be

greater than the value specified in theminimum-interval statement for

the transmit-interval statement.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD for Layer 2 VPN and VPLS on page 190

• Example: Configuring BFD for Static Routes for Faster Network Failure Detection

• bfd-liveness-detection
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traceoptions (Egress Protection)

Syntax traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag;

}

Hierarchy Level [edit protocols mpls egress-protection],

Release Information Statement introduced in Junos OS Release 11.4R3.

Description Configure tracing operations for egress protection.

Options filename—Name of the file to receive the output of the tracing operation.

files number—(Optional) Maximum number of trace files. If you specify a maximum

number of files, youmust also include the size statement to specify the maximum

file size. When a trace file named trace-file reaches its maximum size, it is renamed

trace-file.0, then trace-file.1, and so on, until the maximum number of trace files is

reached. Then the oldest trace file is overwritten.

Range: 2 through 1000

Default: 2 files

flag—Tracing operation to perform. To specify more than one tracing operation, include
multiple flag statements.

• all—Trace all operations

• error—Trace error conditions

• route—Trace route transitions

• state—Trace state transitions

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring MPLS Egress Protection for Layer 3 VPN Services
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traceoptions (Protocols Layer 2 Circuit)

Syntax traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}

Hierarchy Level [edit logical-systems logical-system-name protocols l2circuit],
[edit protocols l2circuit]

Release Information Statement introduced before Junos OS Release 7.4.

Description Trace traffic flowing through a Layer 2 circuit.

Options disable—(Optional) Disable the tracing operation. You can use this option to disable a

single operation when you have defined a broad group of tracing operations, such

as all.

file filename—Name of the file to receive the output of the tracing operation. Enclose the

name in quotation marks (" ").

files number—(Optional) Maximum number of trace files. When a trace file named

trace-file reaches its maximum size, it is renamed trace-file.0, then trace-file.1, and

so on, until themaximum number of trace files is reached. Then the oldest trace file

is overwritten.

If you specify amaximumnumber of files, you alsomust specify amaximum file sizewith

the size option.

Range: 2 through 1000 files

Default: 2 files

flag flag—Tracing operation to perform. To specify more than one tracing operation,

includemultiple flag statements.

• connections—Layer 2 circuit connections (events and state changes)

• error—Error conditions

• fec—Layer 2 circuit advertisements received or sent by means of LDP

• topology—Layer2circuit topologychangescausedby reconfigurationoradvertisements

received from other PE routers

flag-modifier—(Optional)Modifier for the tracing flag. You can specify the detailmodifier

if you want to provide detailed trace information.

no-world-readable—(Optional) Do not allow any user to read the log file.

size size—(Optional)Maximumsize of each trace file, in kilobytes (KB),megabytes (MB),

or gigabytes (GB). When a trace file named trace-file reaches this size, it is renamed
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trace-file.0. When the trace-file again reaches its maximum size, trace-file.0 is

renamed trace-file.1 and trace-file is renamed trace-file.0. This renaming scheme

continues until themaximumnumber of trace files is reached. Then the oldest trace

file is overwritten.

If you specify a maximum file size, you also must specify a maximum number of trace

files with the files option.

Syntax: xk to specify kilobytes, xm to specify megabytes, or xg to specify gigabytes

Range: 10 KB through themaximum file size supported on your system

Default: 1 MB

world-readable—(Optional) Allow any user to read the log file.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Tracing Layer 2 Circuit Operations on page 395
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traceoptions (Protocols Layer 2 VPN)

Syntax traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
l2vpn],

[edit routing-instances routing-instance-name protocols l2vpn]

Release Information Statement introduced before Junos OS Release 7.4.

Description Trace traffic flowing through a Layer 2 VPN.

Options disable—(Optional) Disable the tracing operation. You can use this option to disable a

single operation when you have defined a broad group of tracing operations, such

as all.

file filename—Name of the file to receive the output of the tracing operation. Enclose the

name in quotation marks (" ").

files number—(Optional) Maximum number of trace files. When a trace file named

trace-file reaches its maximum size, it is renamed trace-file.0, then trace-file.1, and

so on, until themaximum number of trace files is reached. Then the oldest trace file

is overwritten.

If you specify amaximumnumber of files, you alsomust specify amaximum file sizewith

the size option.

Range: 2 through 1000 files

Default: 2 files

flag flag—Tracing operation to perform. To specify more than one tracing operation,

includemultiple flag statements.

• all—All Layer 2 VPN tracing options

• connections—Layer 2 connections (events and state changes)

• error—Error conditions

• general—General events

• nlri—Layer 2 advertisements received or sent by means of the BGP

• normal—Normal events

• policy—Policy processing

• route—Routing information

• state—State transitions
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• task—Routing protocol task processing

• timer—Routing protocol timer processing

• topology—Layer 2VPN topology changes causedby reconfiguration or advertisements

received from other PE routers using BGP

flag-modifier—(Optional) Modifier for the tracing flag. You can specify the following

modifier:

• detail—Provide detailed trace information

• receive—Trace received packets

• send—Trace transmitted packets

no-world-readable—(Optional) Prevents any user from reading the trace file.

size size—(Optional)Maximumsize of each trace file, in kilobytes (KB),megabytes (MB),

or gigabytes (GB). When a trace file named trace-file reaches this size, it is renamed

trace-file.0. When trace-file again reaches its maximum size, trace-file.0 is renamed

trace-file.1 and trace-file is renamed trace-file.0. This renaming scheme continues

until the maximum number of trace files is reached. Then the oldest trace file is

overwritten.

If you specify a maximum file size, you also must specify a maximum number of trace

files with the files option.

Syntax: xk to specify kilobytes, xm to specify megabytes, or xg to specify gigabytes

Range: 10 KB through themaximum file size supported on your system

Default: 1 MB

world-readable—(Optional) Allow any user to read the trace file.

Default: The default is no-world-readable.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Tracing Layer 2 VPN Traffic and Operations on page 129
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traceoptions (Protocols VPLS)

Syntax traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls],

[edit routing-instances routing-instance-name protocols vpls]

Release Information Statement introduced before Junos OS Release 7.4.

Description Trace traffic flowing through a VPLS routing instance.

Options disable—(Optional) Disable the tracing operation. You can use this option to disable a

single operation when you have defined a broad group of tracing operations, such

as all.

file filename—Name of the file to receive the output of the tracing operation. Enclose the

name in quotation marks (" ").

files number—(Optional) Maximum number of trace files. When a trace file named

trace-file reaches this size, it is renamed trace-file.0. When trace-file again reaches

its maximum size, trace-file.0 is renamed trace-file.1 and trace-file is renamed

trace-file.0. This renaming scheme continues until the maximum number of trace

files is reached. Then the oldest trace file is overwritten.

If you specify amaximumnumber of files, you alsomust specify amaximum file sizewith

the size option.

Range: 2 through 1000 files

Default: 2 files

flag flag—Tracing operation to perform. To specify more than one tracing operation,

includemultiple flag statements. You can specify the following tracing flags:

• all—All VPLS tracing options

• connections—VPLS connections (events and state changes)

• error—Error conditions

• nlri—VPLS advertisements received or sent by means of the BGP

• route—Routing information

• topology—VPLStopologychangescausedby reconfigurationoradvertisements received

from other provider edge (PE) routers using BGP

flag-modifier—(Optional) Modifier for the tracing flag. You can specify the following

modifiers:
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• detail—Provide detailed trace information.

• disable—Disable the tracing flag.

• receive—Trace received packets.

• send—Trace sent packets.

no-world-readable—Do not allow any user to read the log file.

size size—(Optional)Maximumsize of each trace file, in kilobytes (KB),megabytes (MB),

or gigabytes (GB). When a trace file named trace-file reaches this size, it is renamed

trace-file.0. When trace-file again reaches its maximum size, trace-file.0 is renamed

trace-file.1 and trace-file is renamed trace-file.0. This renaming scheme continues

until the maximum number of trace files is reached. Then the oldest trace file is

overwritten.

If you specify a maximum file size, you also must specify a maximum number of trace

files with the files option.

Syntax: xk to specify kilobytes, xm to specify megabytes, or xg to specify gigabytes

Range: 10 KB through themaximum file size supported on your system

Default: 1 MB

world-readable—Allow any user to read the log file.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Tracing VPLS Traffic and Operations on page 990
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transmit-interval (BFD Liveness Detection)

Syntax transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}

Hierarchy Level [edit logical-systems logical-system-name protocols bgp bfd-liveness-detection],
[edit logical-systems logical-system-name protocols bgp group group-name
bfd-liveness-detection],

[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress
bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
l2vpn oam bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls neighbor neighbor-id oam bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls mesh-groupmesh-group-name neighbor neighbor-id oam bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls oam bfd-liveness-detection],

[edit protocols bgp bfd-liveness-detection],
[edit protocols bgp group group-name bfd-liveness-detection],
[edit protocols bgp group group-name neighbor address bgp bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols bgp bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols bgp group group-name
bfd-liveness-detection],

[edit routing-instances routing-instance-name protocols bgp group group-name neighbor
address bfd-liveness-detection]

[edit routing-instances routing-instance-nameprotocols l2vpnoambfd-liveness-detection],
[edit routing-instances routing-instance-name protocols vpls neighbor neighbor-id oam
bfd-liveness-detection],

[edit routing-instances routing-instance-nameprotocols vplsmesh-groupmesh-group-name
neighbor neighbor-id oam bfd-liveness-detection],

[edit routing-instances routing-instance-name protocols vpls oam bfd-liveness-detection]

Release Information Statement introduced in Junos OS Release 8.2.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for BFD authentication introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Statement introduced in Junos OS Release 13.2 for Layer 2 VPN and VPLS.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Specify the transmit interval for the bfd-liveness-detection statement. The negotiated

transmit interval for a peer is the interval between the sending of BFD packets to peers.

The receive interval for a peer is theminimum time that it requires between packets sent

from its peer; the receive interval is not negotiated between peers. To determine the
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transmit interval, each peer compares its configuredminimum transmit interval with its

peer'sminimumreceive interval. The largerof the twonumbers isacceptedas the transmit

interval for that peer.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD for Layer 2 VPN and VPLS on page 190

• Example: Configuring BFD for Static Routes for Faster Network Failure Detection

• bfd-liveness-detection

• threshold on page 1278

• minimum-interval on page 1209

• minimum-receive-interval on page 1211
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tunnel-services (Routing Instances VPLS)

Syntax tunnel-services {
devices device-names;
primary primary-device-name;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls],

[edit routing-instances routing-instance-name protocols vpls]

Release Information Statement introduced before Junos OS Release 7.4.

Description Specify that traffic for particular VPLS routing instances be forwarded to specific virtual

tunnel (VT) interfaces, allowing you to load-balanceVPLS traffic amongall the available

VT interfaces on the router.

NOTE: In theVPLSdocumentation, theword router in termssuchasPE router
is used to refer to any device that provides routing functions.

Options devices device-names—Specify the VT interfaces acceptable for use by the VPLS routing

instance. If you do not configure this option, all VT interfaces available to the router

can be used for de-encapsulating traffic for this instance.

primary primary-device-name—Specify the primary VT interface to be used by the VPLS

routing instance. TheVT interface specified is used tode-encapsulateall VPLS traffic

from the MPLS core network for this routing instance. If the VT interface specified

is unavailable, then one of the other acceptable VT interfaces is used for handling

the VPLS traffic. If you do not configure this option, any acceptable VT interface can

be used to de-encapsulate VPLS traffic from the core.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Specifying the VT Interfaces Used by VPLS Routing Instances on page 572
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version (BFD Liveness Detection)

Syntax version (0 | 1 | automatic);

Hierarchy Level [edit logical-systems logical-system-name protocols bgp bfd-liveness-detection],
[edit logical-systems logical-system-name protocols bgp group group-name
bfd-liveness-detection],

[edit logical-systems logical-system-nameprotocolsbgpgroupgroup-nameneighboraddress
bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name bfd-liveness-detection],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name neighbor address bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
l2vpn oam bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls neighbor neighbor-id oam bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls mesh-groupmesh-group-name neighbor neighbor-id oam bfd-liveness-detection],

[edit logical-system logical-system-name routing-instances routing-instance-nameprotocols
vpls oam bfd-liveness-detection],

[edit protocols bgp bfd-liveness-detection],
[edit protocols bgp group group-name bfd-liveness-detection],
[edit protocols bgp group group-name neighbor address bgp bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols bgp bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols bgp group group-name
bfd-liveness-detection],

[edit routing-instances routing-instance-name protocols bgp group group-name neighbor
address bfd-liveness-detection]

[edit routing-instances routing-instance-nameprotocols l2vpnoambfd-liveness-detection],
[edit routing-instances routing-instance-name protocols vpls neighbor neighbor-id oam
bfd-liveness-detection],

[edit routing-instances routing-instance-nameprotocols vplsmesh-groupmesh-group-name
neighbor neighbor-id oam bfd-liveness-detection],

[edit routing-instances routing-instance-name protocols vpls oam bfd-liveness-detection]

Release Information Statement introduced in Junos OS Release 8.1

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Statement introduced in Junos OS Release 13.2 for Layer 2 VPN and VPLS.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Specify the BFD version for detection. You can explicitly configure BFD version 0, version

1, or the routing device can automatically detect the BFD version. By default, the routing

device automatically detects the BFD version, which is either 0 or 1.

Options Configure the BFD version to detect: 0 (BFD version 0), 1 (BFD version 1), or automatic

(autodetect the BFD version)

Default: automatic
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Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD for Layer 2 VPN and VPLS on page 190

• Example: Configuring BFD Authentication for BGP

• Example: Configuring BFD on Internal BGP Peer Sessions

• Example: Configuring BFD Authentication for BGP

• Understanding BFD Authentication for BGP

virtual-circuit-id

Syntax virtual-circuit-id identifier;

Hierarchy Level [edit logical-systems logical-system-name protocols l2circuit local-switching interface
interface-name backup-neighbor address],

[edit logical-systems logical-system-name protocols l2circuit neighbor address
interface interface-name],

[edit logical-systems logical-system-name protocols l2circuit neighbor address interface
interface-name backup-neighbor address],

[edit protocols l2circuit local-switching interface interface-name backup-neighbor address],
[edit protocols l2circuit neighbor address interface interface-name],
[edit protocols l2circuit neighboraddress interface interface-namebackup-neighboraddress]

Release Information Statement introduced before Junos OS Release 7.4.

Hierarchy levels for backup-neighbor (pseudowire redundancy) added in Junos OS

Release 9.2.

Statement introduced in Junos OS Release 11.1 for EX Series switches.

Statement introduced in Junos OS Release 12.3 at the [edit protocols l2circuit

local-switching interface interface-name backup-neighbor address] hierarchy level.

Description Uniquely identify a Layer 2 circuit for either a standard pseudowire or a redundant

pseudowire.

Options identifier—1 through 4,294,967,295

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Virtual Circuit ID on page 298

• Configuring Pseudowire Redundancy on the PE Router on page 184

• Example: Configuring Layer 2 Circuit Switching Protection on page 367
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virtual-gateway-address

Syntax virtual-gateway-address address;

Hierarchy Level [edit interfaces interface-name unit logical-unit-number family family address address]

Release Information Statement introduced in Junos OS Release 16.1.

Description Set the default IPv4 or IPv6 address for the gateway for end hosts. Because youmust

configure the virtual gateway address using the same IP address as on all of the provider

edge (PE) devices (which internally generates the same Virtual Router Redundancy

Protocol (VRRP)MAC), the need to proxy for remote gateway IP addresses is eliminated.

Every logical integrated routing and bridging (IRB) interface can have a corresponding

virtual gateway address. Themaximum number of PEs that can have the same virtual

gateway address is 64.

To support pinging on the virtual gateway IP address, youmust include both the

virtual-gateway-accept-data statementand thepreferred statementat the [edit interfaces

irb unit] hierarchy of the preferred virtual gateway.

Options address—virtual gateway address. You cannot specify the addresses 0.0.0.0 (default

route address) or 255.255.255.255 (broadcast IP address).

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• EVPNwith IRB Solution Overview

• Example: Configuring EVPN with IRB Solution

• Configuring the Interface Address
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virtual-mac

Syntax virtual-macmac-address/mask;

Hierarchy Level [edit protocols l2-learning global-mac-move]

Release Information Statement introduced in Junos OS Release 14.2.

Description Configure MAC addresses that are not to be considered in the VPLS loop prevention

algorithm.

Options mac-address/mask—MAC address

Values: 00:00:5e:00:01:00/8, 00:00:0c:07:ac:00/8, and 02:bf:00:00:00:00/32

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• MACMoves Loop Prevention in VPLS Network Overview on page 905

• Example:ConfiguringLoopPrevention inVPLSNetworkDue toMACMovesonpage908

• global-mac-move

1293Copyright © 2018, Juniper Networks, Inc.

Chapter 45: Configuration Statements (Layer 2 VPNs and VPLS)



vlan-id

Syntax vlan-id number;

Hierarchy Level [edit interfaces interface-name unit logical-unit-number],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number]

Release Information Statement introduced before Junos OS Release 7.4.

Description For Fast Ethernet and Gigabit Ethernet interfaces only, bind an 802.1Q VLAN tag ID to a

logical interface.

Options number—A valid VLAN identifier.

Range: For4-port FastEthernetPICsconfigured tohandleVPLS traffic, 512 through 1023.
For 1-port and 10-port Gigabit Ethernet PICs configured to handle VPLS traffic, 512

through 4094.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Interfaces for VPLS Routing on page 597
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vlan-id (routing instance)

Syntax vlan-id (vlan-id | all | none);

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name],
[edit routing-instances routing-instance-name]
[edit routing-instances routing-instance-name instance-type]

Release Information Statement introduced in Junos OS Release 13.2.

Statement introduced in Junos OS Release 14.2 for EX Series switches.

Statement introduced in Junos OS Release 17.1 for the QFX Series.

Description Specify 802.1Q VLAN tag IDs to a routing instance.

Options vlan-id—A valid VLAN identifier.

Range: For 4-port Fast Ethernet PICs, 512 through 1023. For 1-port and 10-port Gigabit
Ethernet PICs configured to handle VPLS traffic, 512 through 4094.

all—Include all VLAN identifiers specified on the logical interfaces included in the routing

instance.

none—Include no VLAN identifiers for the routing instance.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring EVPN Routing Instances

• Configuring EVPN Routing Instances on EX9200 Switches
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vlan-id inner-all

Syntax vlan-id inner-all;

Hierarchy Level [edit routing instances instance_name]

Release Information Command introduced in Junos OS Release 17.4R1 on MX Series routers.

Description Enable qualified MAC learning on the second (inner) VLAN tag of an ingress 2-tagged

packet, without removing the first (outer) tag implicitly. For a single vlan-tagged packet,

qualified MAC learning happens on VLAN 4096. If the ingress packet hasmore than two

tags, all tags beyond the second tag are treated as part of data.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Qualified MAC Learning on page 964

• deep-vlan-qualified-learning on page 1138

Copyright © 2018, Juniper Networks, Inc.1296

Layer 2 VPNs and VPLS Feature Guide for Routing Devices



vlan-id-list (Interface in VPLS)

Syntax vlan-id-list [ numbers number–number ];

Hierarchy Level [edit interfaces interface-name unit logical-unit-number],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number]

Release Information Statement introduced for VPLS in Junos OS Release 10.2.

Description Configure a logical interface to forward packets and learn MAC addresses within each

VPLS routing instance configured with a VLAN ID that matches a VLAN ID specified in

the list. VLAN IDs can be entered individually using a space to separate each ID, entered

as an inclusive list separating the starting VLAN ID and ending VLAN ID with a hyphen,

or a combination of both.

Options number number—Individual VLAN IDs separated by a space.

number-number—Starting VLAN ID and ending VLAN ID in an inclusive range.

Range: 1 through 4095

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Interfaces for VPLS Routing on page 597

• Configuring VLAN IDs for Logical Interfaces on page 601
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vlan-tagging

Syntax vlan-tagging;

Hierarchy Level [edit interfaces interface-name],
[edit logical-systems logical-system-name interfaces interface-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.2 for ACX Series Universal Access Routers.

Statement introduced in Junos OS Release 13.2 for PTX Series Routers.

Statement introduced in Junos OS Release 14.1X53-D10 for the QFX Series.

Description For Fast Ethernet and Gigabit Ethernet interfaces, aggregated Ethernet interfaces

configured for VPLS, and pseudowire subscriber interfaces, enable the reception and

transmission of 802.1Q VLAN-tagged frames on the interface.

NOTE: On EXSeries switches except for EX4300 and EX9200 switches, the
vlan-tagging and family ethernet-switching statements cannot be configured

on the same interface. Interfaces on EX2200, EX3200, EX3300, EX4200,
and EX4500 switches are set to family ethernet-switching by the default

factory configuration. EX6200 and EX8200 switch interfaces do not have a
default family setting.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• 802.1Q VLANs Overview

• Configuring a Layer 3 Subinterface (CLI Procedure)

• Configuring Tagged Aggregated Ethernet Interfaces

• Example: Configuring Layer 3 Subinterfaces for a Distribution Switch and an Access

Switch
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vlan-tags (Stacked VLAN Tags)

Syntax vlan-tags inner tpid.vlan-id inner-list value inner-range vid1—vid2 outer tpid.vlan-id;

Hierarchy Level [edit interfaces interface-name unit logical-unit-number],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.1X48 for PTX Series Packet Transport

Routers.

Description BindTPIDs and802.1QVLAN tag IDs to a logical interface. TPID fields are used to identify

the frame as an IEEE 802.1Q-tagged frame.

Options inner tpid.vlan-id—A TPID and a valid VLAN identifier. TPID is a 16-bit field set to a value

of 0x8100 in order to identify the frame as an IEEE 802.1Q-tagged frame.

Range: (most routers) For VLAN ID, 1 through 4094. VLAN ID 0 is reserved for tagging
the priority of frames. For PTX Series, VLAN ID 0 is not supported.

inner-list value— List or a set of VLAN identifiers.

NOTE: This is supported onMX Series routers with Trio-based FPCs.

inner-range tpid. vid1–vid2—Specify aTPIDanda range of VLAN IDswhere vid1 is the start

of the range and vid2 is the end of the range.

NOTE: On the network-to-network (NNI) or egress interfaces of provider
edge (PE) routers, you cannot configure the inner-range tpid.vid1—vid2option

with the vlan-tags statement for ISP-facing interfaces.

Range: For VLAN ID, 1 through 4094. VLAN ID 0 is reserved for tagging the priority of
frames.

outer tpid.vlan-id—A TPID and a valid VLAN identifier.

Range: (most routers) For VLAN ID, 1 through 511 for normal interfaces, and 512 through
4094 for VLAN CCC interfaces. VLAN ID 0 is reserved for tagging the priority of

frames. For PTX Series, VLAN ID 0 is not supported.

NOTE: Configuring inner-rangewith theentirevlan-id rangeconsumessystem

resources and is not a best practice. The inner-rangemust be used onlywhen

asubsetofVLAN IDsof inner tag(not theentire range)needs tobeassociated
with a logical interface. If you specify the entire range (1 through 4094), it
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has the same result as not specifying a range; however, it consumes Packet
Forwarding Engine resources such as VLAN lookup table entries, and so on.

The following examples illustrate this further:

[edit interfaces  interface-name]
stacked-vlan-tagging;
unit number {
    vlan-tags outer vid inner-range 1-4094;
}

[edit interfaces interface-name]
vlan-tagging;
unit number {
    vlan-id vid;
} 

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Dual VLAN Tags

• Configuring Flexible VLAN Tagging on PTX Series Packet Transport Routers

• stacked-vlan-tagging

vpls (Interfaces)

Syntax vpls;

Hierarchy Level [edit interfaces interface-name unit logical-unit-number family],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family]

Release Information Statement introduced before Junos OS Release 7.4.

Description Specify the VPLS protocol family information for the logical interface.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Interfaces for VPLS Routing on page 597
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vpls (Routing Instance)

Syntax vpls {
mac-pinning;
active-interface {
any;
primary interface-name;

}
community COMM;
connectivity-type (ce | irb);
control-word;
encapsulation-type ethernet;
ignore-encapsulation-mismatch;
ignore-mtu-mismatch;
import-labeled-routes [ routing-instance-name ];
interface interface-name;
interface-mac-limit limit;
label-block-size size;
mac-flush [ explicit-mac-flush-message-options ];
mac-table-aging-time time;
mac-table-size size;
mesh-groupmesh-group-name {
interface interface-name;
l2vpn-id (as-number:id | ip-address:id);
local-switching;
mac-flush [ explicit-mac-flush-message-options ];
neighbor address {...};
peer-as all;
pseudowire-status-tlv hot-standby-vc-on;
route-distinguisher (as-number:id | ip-address:id);
vpls-id number;
vrf-export [ policy-names ];
vrf-import [ policy-names ];
vrf-target {
community;
import community-name;
export community-name;

}
}
mtumtu;
no-control-word;
no-tunnel-services;
site site-name {
active-interface interface-name {
any;
primary preference-value;

}
best-site;
interface interface-name {
interface-mac-limit limit;

}
mesh-groupmesh-group-name;
multi-homing;
site-identifier identifier;
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site-preference preference-value {
backup;
primary;

}
}
site-range number;
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
tunnel-services {
devices device-names;
primary primary-device-name;

}
}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
protocols],

[edit routing-instances routing-instance-name protocols]

Release Information Statement introduced before Junos OS Release 7.4.

mac-flush option introduced in Junos OS Release 10.0.

hot-standby-vc-on, import-labeled-routes[ routing-instance-name ], and interface interface

options introduced in Junos OS Release 15.1R2.

Description Configure a virtual private LAN service (VPLS) routing instance.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring VPLS Routing Instances on page 547

Copyright © 2018, Juniper Networks, Inc.1302

Layer 2 VPNs and VPLS Feature Guide for Routing Devices

https://apps.juniper.net/cli-explorer/


vpls-id

Syntax vpls-id vpls-id;

Hierarchy Level [edit logical-systems logical-system-name routing-instances instance-nameprotocols l2vpn],
[edit logical-systems logical-system-name routing-instances instance-nameprotocols l2vpn
mesh-groupmesh-group-name],

[edit logical-systems logical-system-name routing-instances instance-nameprotocolsvpls],
[edit logical-systems logical-system-name routing-instances instance-name protocols vpls
mesh-groupmesh-group-name],

[edit routing-instances instance-name protocols l2vpn],
[edit routing-instances instance-name protocols l2vpnmesh-groupmesh-group-name],
[edit routing-instances instance-name protocols vpls],
[edit routing-instances instance-name protocols vpls mesh-groupmesh-group-name]

Release Information Statement introduced in Junos OS Release 8.4.

Description Identify the virtual circuit identifier used for the VPLS routing instance or mesh group.

This statement is a part of the configuration to enable LDP signaling for VPLS.

Options vpls-id—Specify a valid identifier for the VPLS routing instance.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring LDP Signaling for VPLS on page 554
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vpls-id-list (protocols vplsmesh-group)

Syntax vpls-id-list vc-id-numbers;

Hierarchy Level [edit routing-instances routing-instance-nameprotocols vplsmesh-groupmesh-group-name
neighbor address]

Release Information Statement introduced in Junos OS Release 14.2 for MX Series routers.

Description The vpls-id-list option allows you to configure multiple pseudowires under LDP-VPLS

neighbor by creating one pseudowire per virtual circuit id. This combination of neighbor

andvirtual circuit IDmustbeuniqueacross the l2circuit andall local LDP-VPLS instances.

The pseudowire will terminate in the specified mesh-group.

As with other pseudowires, the pseudowires created here will signal the remote PE via

LDP label mapping message. For each pseudowire created under a neighbor, VPLS will

create a VT/LSI interface and add both it and the and label route to the mpls.0 table.

Note that youcancreatemultiplepseudowiresbetween thesamepair ofPEs inLDP-VPLS

for a single routing instances only.

Enable local-switching alongwith vpls-id-list to allow local switching of traffic (including

BUM traffic) betweenmultiple pseudo wires. This can also eliminate the need to have a

dedicatedmesh-group for each LDP spoke pseudo wire (which has a limit of 14), and

provide support for H-VPLS in EVP-LAN and EP-LAN topologies.

Options vc-id-numbers—The virtual circuit ID for the PE pair. This ID can be any number in the

range of 1 to 4294967295.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show vpls connections on page 1450

• neighbor on page 1223
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vpws-service-id

Syntax vpws-service-id {
local service-id;
remote serivce-id;

}

Hierarchy Level [edit routing-instance instance-type protocols evpn interface interface-name]

Release Information Statement introduced in Junos OS Release 17.1 for MX Series routers.

Description Specify the local and remote Ethernet VPN (EVPN)-Virtual PrivateWire Service (VPWS)

service identifiers. Theseservice identifiersareunique toanEVPNandareused to identify

the endpoints of the EVPN-VPWSnetwork. These endpoints are autodiscovered by BGP

and are used to exchange the service labels (learned from the respective provider edge

(PE) routers) that are used by autodiscovered routes per EVI route type. Depending on

themodeofoperationof thePE routers in theEVPN-VPWSnetwork, these twoendpoints

of the can be colocated on the same PE router or on different PE routers.

Options local—Unique local VPWS service identifier of the EVPN-VPWS network. This identifies

the logical interface of thePE router forwarding traffic to thePE routerwith a remote

VPWS service identifier in the EVPN-VPWS network.

Range: 1 through 16,777,215

remote—Unique remote VPWS service identifier of the EVPN-VPWS network. This

identifies the logical interface of the PE router receiving the traffic from thePE router

with a local VPWS service identifier in the EVPN-VPWS network.

Range: 1 through 16,777,215

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Overview of VPWSwith EVPN Signaling Mechanisms

• EVPNMultihoming Overview

• Configuring VPWSwith EVPN Signaling Mechanisms

• Example: Configuring VPWSwith EVPN Signaling Mechanisms

• show evpn vpws-instance
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CHAPTER 46

Operational Commands

• clear bridge statistics

• clear pim snooping join

• clear pim snooping statistics

• clear security group-vpnmember group

• clear security group-vpnmember ike security-associations

• clear security group-vpnmember kek security-associations

• clear vpls mac-address

• clear vpls mac-move-action

• clear vpls mac-table

• ping mpls l2circuit

• ping mpls l2vpn

• ping vpls instance

• request l2circuit-switchover

• show interfaces lsi (Label-Switched Interface)

• show l2circuit connections

• show l2vpn connections

• show pim snooping interfaces

• show pim snooping join

• show pim snooping neighbors

• show pim snooping statistics

• show route

• show route table

• show route forwarding-table

• show security group-vpnmember ike security-associations

• show security pki ca-certificate (View)

• show vpls connections

• show vpls flood event-queue

• show vpls flood instance
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• show vpls flood route

• show vpls mac-move-action

• show vpls mac-table

• show vpls statistics
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clear bridge statistics

Syntax clear bridge statistics
<bridge-domain bridge-domain>
<instance instance-name bridge-domain bridge-domain>
<logical-system logical-system-name instance instance-namebridge-domainbridge-domain>

Release Information Command introduced in Junos OS Release 17.2 on MX Series routers.

Description Clear bridge statistics of all interfaces in a routing instance.

Options bridge-domain bridge-domain—(Optional) Clear bridge statistics of all interfaces for
the specified bridge domain in the default routing instance in the global logical

system.

instance instance-namebridge-domainbridge-domain—(Optional)Clearbridgestatistics
of all interfaces for the specified bridge domain in the specified routing instance in

the global logical system.

logical-system logical-system-name instance instance-name bridge-domain
bridge-domain—(Optional) Clear bridge statistics of all interfaces for the specified
bridge domain, routing instance, and logical system name.

Required Privilege
Level

maintenance

Related
Documentation

clear evpn statistics•

List of Sample Output clear bridge statistics on page 1309
clear bridge statistics on page 1309
clear bridge statistics on page 1310

Output Fields These commands produces no output.

Sample Output

clear bridge statistics

user@host> clear bridge statistics bridge-domain bridge-domain-name

Sample Output

clear bridge statistics

user@host> clear bridge statistics instance instance-name bridge-domain bridge-domain-name
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Sample Output

clear bridge statistics

user@host> clear bridge statistics logical-system logical-system-name instance instance-name
bridge-domain bridge-domain-name
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clear pim snooping join

Syntax clear pim snooping join
<instance instance-name>
<logical-system logical-system-name>
<vlan-id vlan-id>

Release Information Command introduced in Junos OS Release 12.3 for MX Series 3D Universal Edge devices.

Command introduced in Junos OS Release 13.2 for M Series Multiservice Edge devices.

Description Clear information about Protocol Independent Multicast (PIM) snooping joins.

Options none—Display detailed information.

instance instance-name—(Optional)ClearPIMsnooping join information for thespecified

routing instance.

logical-system logical-system-name—(Optional) Delete the IGMP snooping statistics
for a given logical system or for all logical systems.

vlan-id vlan-identifier—(Optional) Clear PIM snooping join information for the specified

VLAN.

Required Privilege
Level

view

Related
Documentation

PIM Snooping for VPLS•

List of Sample Output clear pim snooping join on page 1311

Output Fields See show pim snooping join for an explanation of the output fields.

Sample Output

clear pim snooping join

The following sample output displays information about PIM snooping joins before and

after the clear pim snooping join command is entered:

user@host> show pim snooping join extensive
Instance: vpls1
Learning-Domain: vlan-id 10
Learning-Domain: vlan-id 20

Group: 198.51.100.2
Source: *
Flags: sparse,rptree,wildcard
Upstream state: None
Upstream neighbor: 192.0.2.5, port: ge-1/3/7.20
Downstream port: ge-1/3/1.20

1311Copyright © 2018, Juniper Networks, Inc.

Chapter 46: Operational Commands



Downstream neighbors:
192.0.2.2 State: Join Flags: SRW Timeout: 185

Group: 198.51.100.3
Source: *
Flags: sparse,rptree,wildcard
Upstream state: None
Upstream neighbor: 192.0.2.4, port: ge-1/3/5.20
Downstream port: ge-1/3/3.20
Downstream neighbors:
192.0.2.3 State: Join Flags: SRW Timeout: 175

user@host> clear pim snooping join
Clearing the Join/Prune state for 203.0.113.0/24
Clearing the Join/Prune state for 203.0.113.0/24

user@host> show pim snooping join extensive
Instance: vpls1
Learning-Domain: vlan-id 10
Learning-Domain: vlan-id 20
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clear pim snooping statistics

Syntax clear pim snooping statistics
<instance instance-name>
<interface interface-name>
<logical-system logical-system-name>
<vlan-id vlan-id>

Release Information Command introduced in Junos OS Release 12.3 for MX Series 3D Universal Edge devices.

Command introduced in Junos OS Release 13.2 for M Series Multiservice Edge devices.

Description Clear Protocol Independent Multicast (PIM) snooping statistics.

Options none—Clear PIM snooping statistics for all family addresses, instances, and interfaces.

instance instance-name—(Optional)Clear statistics fora specificPIM-snooping-enabled
routing instance.

interface interface-name—(Optional)ClearPIMsnoopingstatistics foraspecific interface.

logical-system logical-system-name—(Optional) Delete the IGMP snooping statistics
for a given logical system or for all logical systems.

vlan-id vlan-identifier—(Optional) Clear PIM snooping statistics information for the

specified VLAN.

Required Privilege
Level

clear

Related
Documentation

PIM Snooping for VPLS•

List of Sample Output clear pim snooping statistics on page 1313

Output Fields See show pim snooping statistics for an explanation of the output fields.

Sample Output

clear pim snooping statistics

The following sample output displays PIM snooping statistics before and after the clear

pim snooping statistics command is entered:

user@host> show pim snooping statistics
Instance: vpls1
Learning-Domain: vlan-id 10

Tx J/P messages 0
RX J/P messages 660
Rx J/P messages -- seen 0
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Rx J/P messages -- received 660
Rx Hello messages 1396
Rx Version Unknown 0
Rx Neighbor Unknown 0
Rx Upstream Neighbor Unknown 0
Rx Bad Length 0
Rx J/P Busy Drop 0
Rx J/P Group Aggregate 0
Rx Malformed Packet 0

Learning-Domain: vlan-id 20

user@host> clear pim snooping statistics
user@host> show pim snooping statistics
Instance: vpls1
Learning-Domain: vlan-id 10

Tx J/P messages 0
RX J/P messages 0
Rx J/P messages -- seen 0
Rx J/P messages -- received 0
Rx Hello messages 0
Rx Version Unknown 0
Rx Neighbor Unknown 0
Rx Upstream Neighbor Unknown 0
Rx Bad Length 0
Rx J/P Busy Drop 0
Rx J/P Group Aggregate 0
Rx Malformed Packet 0

Learning-Domain: vlan-id 20
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clear security group-vpnmember group

Syntax clear security group-vpnmember group <vpn vpn-name> <group-id group-id>

Release Information Command introduced in Junos OS Release 15.1X49-D30 for vSRX.

Command introduced in Junos OS Release 15.1F5 for MX Series routers.

Description Clear all current information for IKE, TEK, and KEK SAs. Group VPNv2 is supported on

MXSeries routers,SRX300,SRX320,SRX340,SRX345,SRX550HM,SRX1500,SRX4100,

and SRX4200 devices and vSRX instances.

Options none—Clear SA information for all groups.

vpn vpn-name—(Optional) Clear SA information for the specified VPN name.

group-id group-id—(Optional) Clear SA information for the specified group identifier.

Required Privilege
Level

clear

Related
Documentation

Group VPNv2 Overview•

Output Fields This command produces no output.
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clear security group-vpnmember ike security-associations

Syntax clear securitygroup-vpnmember ikesecurity-associations [indexSA-index] [peer-ipaddress]

Release Information Command introduced in Junos OS Release 10.2.

Description Clear IKE security association (SA) for a groupmember. Group VPNv2 is supported on

SRX300, SRX320, SRX340, SRX345, SRX550HM, SRX1500, SRX4100, and SRX4200

devices and vSRX instances.

Options none—Clear all IKE SAs for the groupmember.•

• index—(Optional) Clear the IKE SA with this index number.

• peer-ipaddress—(Optional) Clear the IKE SA with this peer.

Required Privilege
Level

clear

Related
Documentation

show security group-vpnmember ike security-associations on page 1442•

• Group VPNv2 Overview

Output Fields This command produces no output.
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clear security group-vpnmember kek security-associations

Syntax clear security group-vpnmember kek security-assocations [index SA-index]

Release Information Command introduced in Junos OS Release 10.2.

Description Clear key encryption key (KEK) SAs for a groupmember.

Options none—Clear all KEK SAs for the groupmember.•

• index—(Optional) Clear the KEK SAwith this index number.

Required Privilege
Level

clear

Related
Documentation

show security group-vpnmember kek security-associations•

• Group VPNv2 Overview

Output Fields This command produces no output.
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clear vplsmac-address

Syntax clear vpls mac-address
<instance instance-name>
<logical-system (all | logical-system-name)>
<mac-address>

Release Information Command introduced before Junos OS Release 7.4.

Description (T Series and M Series routers, except for the M160 router) Clear media access control

(MAC) address entries from the virtual private LAN service (VPLS) table.

Options none—Clear all MAC address entries from the VPLS table for all routing instances.

instance instance-name—(Optional) Clear all MAC address entries for a VPLS instance
from the VPLS table.

logical-system (all | logical-system-name)—(Optional) Perform this operation on all

logical systems or on a particular logical system.

mac-address—(Optional) Clear a specific MAC address in a VPLS instance from the

VPLS table.

Required Privilege
Level

maintenance

List of Sample Output clear vplsmac-address on page 1318

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear vplsmac-address

user@host> clear vplsmac-address
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clear vplsmac-move-action

Syntax clear vpls mac-move-action
<interface ifl-name.unit>

Release Information Command introduced in Junos OS Release 14.2.

Description Clear the learning interfaces (IFLs) disabled due to a MACmove.

Options none—Clear all the IFLs disabled due to a MACmove.

interface ifl-name.unit—(Optional)Clear theVPLS interfacedisableddue toaMACmove.

Required Privilege
Level

clear

List of Sample Output clear vplsmac-move-action (MX Series) on page 1319
clear vplsmac-move-action interface ifl-name.unit (MX Series) on page 1319

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear vplsmac-move-action (MX Series)

user@host> clear vplsmac-move-action

clear vplsmac-move-action interface ifl-name.unit (MX Series)

user@host> clear vplsmac-move-action interface xe-1/0/0.1
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clear vplsmac-table

Syntax clear vpls mac-table
<instance instance-name>
<interface interface-name>
<logical-system (all | logical-system-name)>
<mac-address>
<vlan-id>

Release Information Command introduced before Junos OS Release 9.5.

Description (MXSeries routers) Clearmedia access control (MAC) addresses from the virtual private

LAN service (VPLS) MAC table.

Options none—Clear all MAC addresses from the VPLS table for all routing instances.

instance instance-name—(Optional) Clear all MAC addresses for a VPLS instance from
the VPLS table.

interface interface-name—(Optional)Clear allMACaddresses for aVPLS interface from
the VPLS table.

logical-system (all | logical-system-name)—(Optional) Perform this operation on all

logical systems or on a particular logical system.

mac-address—(Optional) Clear a specific MAC address in a VPLS instance from the

VPLS table.

vlan-id—(Optional) Clear MAC addresses on a specified VLAN (0 through 4095).

Required Privilege
Level

maintenance

List of Sample Output clear vplsmac-table on page 1320

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear vplsmac-table

user@host> clear vplsmac-table
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pingmpls l2circuit

Syntax pingmpls l2circuit (interface interface-name | virtual-circuitvirtual-circuit-id neighboraddress)
<count count>
<destination address>
<detail>
<exp forwarding-class>
<logical-system (all | logical-system-name)>
reply-mode (application-level-control-channel | ip-udp | no-reply)
<size bytes>
<source source-address>
<sweep>
<v1>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.3X50 for the QFX Series.

The size and sweep options were introduced in Junos OS Release 9.6.

The reply-mode option and its suboptions are introduced in Junos OS Release 10.4R1.

Description Check the operability of the MPLS Layer 2 circuit connections. Type Ctrl+c to interrupt a

pingmpls l2circuit command.

NOTE: This command is not supported on EX4500 and EX4550 switches.

Options count count—(Optional) Number of ping requests to send. If count is not specified,
five ping requests are sent. The range of values is 1 through 1,000,000. The default

value is 5.

destinationaddress—(Optional)Specifyanaddressother than thedefault (127.0.0.1/32)
for the ping echo requests. The address can be anything within the 127/8 subnet.

detail—(Optional)Displaydetailed informationabout theecho requestssentand received.

exp forwarding-class—(Optional) Value of the forwarding class for the MPLS ping
packets.

interface interface-name—Ping an interface configured for the Layer 2 circuit on the
egress provider edge (PE) router.

logical-system (all | logical-system-name)—(Optional) Perform this operation on all

logical systems or on the specified logical system.

reply-mode—(Optional) Reply mode for the ping request. This option has the following
suboptions:

application-level-control-channel—Replyusinganapplication level control channel.
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ip-udp—Reply using an IPv4 or IPv6 UDP packet.

no-reply—Do not reply to the ping request.

NOTE: The reply-mode option and its suboptions

application-level-control-channel, ip-udp, and no-reply are also available

in Junos OS Release 10.2R4 and 10.3R2.

size bytes—(Optional) Size of the label-switched path (LSP) ping request packet (96
through 65468 bytes). Packets are 4-byte aligned. For example, If you enter a size

of 97, 98, 99, or 100, the router or switch uses a size value of 100 bytes. If you enter

a packet size that is smaller than theminimum size, an error message is displayed

reminding you of the 96-byte minimum.

source source-address—(Optional) IP address of the outgoing interface. This address is
sent in the IP source address field of the ping request. If this option is not specified,

the default address is usually the loopback interface (lo.0).

sweep—(Optional) Automatically determine the size of themaximum transmission unit

(MTU).

v1—(Optional) Use the type 9 Layer 2 circuit type, length, and value (TLV).

virtual-circuit virtual-circuit-id neighbor address—Ping the virtual circuit identifier on
the egress PE router or switch and the specified neighbor, testing the integrity of the

Layer 2 circuit between the ingress and egress PE routers or switches.

Additional Information Youmust configure MPLS at the [edit protocolsmpls] hierarchy level on the egress PE

router or switch (the router or switch receiving the MPLS echo packets) to ping a Layer

2 circuit.

In asymmetric MTU scenarios, the echo responsemight be dropped. For example, if the

MTU from System A to System B is 1000 bytes, the MTU from System B to System A is

500 bytes, and the ping request packet size is 1000 bytes, the echo response is dropped

because the PAD TLV is included in the echo response, making it too large.

Required Privilege
Level

network

List of Sample Output pingmpls l2circuit interface on page 1323
pingmpls l2circuit virtual-circuit detail on page 1323
pingmpls l2circuit interface <interface-name> reply-mode on page 1323

Output Fields When you enter this command, you are provided feedback on the status of your request.

An exclamation point (!) indicates that an echo reply was received. A period ( .) indicates

that an echo reply was not received within the timeout period. An x indicates that an
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echo reply was received with an error code. Packets with an error code are not counted

in the received packets count. They are accounted for separately.

Sample Output

pingmpls l2circuit interface

user@host> pingmpls l2circuit interface so-1/0/0.1
Request for seq 1, to interface 69, labels <100000, 100208>, packet size 100
Reply for seq 1, return code: Egress-ok, time: 0.439 ms 

pingmpls l2circuit virtual-circuit detail

user@host> pingmpls l2circuit virtual-circuit 200 neighbor 10.255.245.122/32 detail
Request for seq 1, to interface 68, labels <100048, 100128>, packet size 100

Reply for seq 1, return code: Egress-ok time: 0.539 ms

pingmpls l2circuit interface <interface-name> reply-mode

user@host> pingmpls l2circuit interface lt-1/2/0.21 reply-modeapplication-level-control-channel
!!!!!
--- lsping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
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pingmpls l2vpn

Syntax pingmpls l2vpn (instance instance-name local-site-id local-site-id-number remote-site-id
remote-site-id-number | interface interface-name)

<bottom-label-ttl>
<count count>
<destination address>
<detail>
<exp forwarding-class>
<logical-system (all | logical-system-name)>
reply-mode (application-level-control-channel | ip-udp | no-reply)
<size bytes>
<source source-address>
<sweep>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

The size and sweep options were introduced in Junos OS Release 9.6.

The reply-mode option and its suboptions are introduced in Junos OS Release 10.4R1.

Description Check the operability of MPLS Layer 2 virtual private network (VPN) connections. Type

Ctrl+c to interrupt a pingmpls l2vpn command.

Options bottom-label-ttl—(Optional) Display the time-to-live value for the bottom label in the

label stack.

count count—(Optional) Number of ping requests to send. If count is not specified,
five ping requests are sent. The range of values is 1 through 1,000,000. The default

value is 5.

destinationaddress—(Optional)Specifyanaddressother than thedefault (127.0.0.1/32)
for the ping echo requests. The address can be anything within the 127/8 subnet.

detail—(Optional)Displaydetailed informationabout theecho requestssentand received.

exp forwarding-class—(Optional) Value of the forwarding class for the MPLS ping
packets.

instance instance-name local-site-id local-site-id-number remote-site-id
remote-site-id-number—Ping a combination of the Layer 2 VPN routing instance
name, the local site identifier, and the remote site identifier, testing the integrity of

the Layer 2 VPN circuit (specified by the identifiers) between the ingress and egress

provider edge (PE) routers or switches.

interface interface-name—Pingan interface configured for theLayer 2VPNon theegress
PE router or switch.

logical-system (all | logical-system-name)—(Optional) Perform this operation on all

logical systems or on the specified logical system.
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reply-mode—(Optional) Reply mode for the ping request. This option has the following
suboptions:

application-level-control-channel—Replyusinganapplication level control channel.

ip-udp—Reply using an IPv4 or IPv6 UDP packet.

no-reply—Do not reply to the ping request.

The reply-mode option and its suboptions application-level-control-channel, ip-udp,

and no-reply are also available in Junos OS Release 10.2R4 and 10.3R2.

size bytes—(Optional) Size of the label-switched path (LSP) ping request packet (96
through 65468 bytes). Packets are 4-byte aligned. For example, If you enter a size

of 97, 98, 99, or 100, the router or switch uses a size value of 100 bytes. If you enter

a packet size that is smaller than theminimum size, an error message is displayed

reminding you of the 96-byte minimum.

source source-address—(Optional) IP address of the outgoing interface. This address is
sent in the IP source address field of the ping request. If this option is not specified,

the default address is usually the loopback interface (lo.0).

sweep—(Optional) Automatically determine the size of themaximum transmission unit

(MTU).

Additional Information Youmust configure MPLS at the [edit protocolsmpls] hierarchy level on the egress PE

router or switch (the router or switch receiving the MPLS echo packets) to ping a Layer

2 circuit.

In asymmetric MTU scenarios, the echo responsemight be dropped. For example, if the

MTU from System A to System B is 1000 bytes, the MTU from System B to System A is

500 bytes, and the ping request packet size is 1000 bytes, the echo response is dropped

because the PAD TLV is included in the echo response, making it too large.

Required Privilege
Level

network

List of Sample Output pingmpls l2vpn instance on page 1326
pingmpls l2vpn instance detail on page 1326
pingmpls l2vpn interface <interface-name> reply-mode on page 1326

Output Fields When you enter this command, you are provided feedback on the status of your request.

An exclamation point (!) indicates that an echo reply was received. A period (.) indicates

that an echo reply was not received within the timeout period. An x indicates that an

echo reply was receivedwith an error code these packets are not counted in the received

packets count. They are accounted for separately.
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Sample Output

pingmpls l2vpn instance

user@host> pingmpls l2vpn instance vpn1 remote-site-id 1 local-site-id 2
!!!!!
--- lsping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss

pingmpls l2vpn instance detail

user@host> pingmpls l2vpn instance vpn1 remote-site-id 1 local-site-id 2 detail
Request for seq 1, to interface 68, labels <800001, 100176>
Reply for seq 1, return code: Egress-ok
Request for seq 2, to interface 68, labels <800001, 100176>
Reply for seq 2, return code: Egress-ok
Request for seq 3, to interface 68, labels <800001, 100176>
Reply for seq 3, return code: Egress-ok
Request for seq 4, to interface 68, labels <800001, 100176>
Reply for seq 4, return code: Egress-ok
Request for seq 5, to interface 68, labels <800001, 100176>
Reply for seq 5, return code: Egress-ok

--- lsping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss

pingmpls l2vpn interface <interface-name> reply-mode

user@host> pingmpls l2vpn interface lt-1/2/0.21 reply-mode ip-udp
!!!!!
--- lsping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
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ping vpls instance

Syntax ping vpls instance instance-name destination-mac address source-ip address
<bd-name name>
<control-plane-response>
<count number>
<detail>
<learning-vlan-id number>
<logical-system logical-system-name>

Release Information Command introduced in Junos OS Release 9.1.

Description Check the operability of virtual private LAN service (VPLS) connections. Type Ctrl+c to

interrupt a ping vpls instance command.

When you issue a ping vpls instance command, a chassisMAC address is drawn from the

ingress PE router's pool of MAC addresses and used to create the VPLS ping packet. The

ping packet is then forwarded to the egressPE router.When the egressPE router receives

the ping packet, it learns theMAC address from the VPLS ping packet. TheMAC address

is added to the egress PE router's MAC table.

The ping vpls instance command relies on the LSP ping and trace infrastructure defined

in RFC 4379, Detecting Multi-Protocol Label Switched (MPLS) Data Plane Failures and

further enhancements defined in Internet draft

draft-stokes-vkompella-ppvpn-hvpls-oam-02, Testing Hierarchical Virtual Private LAN

Services.

Options instance instance-name—Specify the name of the VPLS routing instance.

destination-macaddress—SpecifyadestinationMACaddress for thepingecho requests.

source ip address—IP address of the outgoing interface.

bd-name name—(Optional) Name of the bridge domain.

control-plane-response—(Optional) Request VPLS OAM responses using the control

plane.

count number—(Optional) Number of ping requests to send. If count is not specified,
five ping requests are sent. The range of values is 1 through 1,000,000. The default

value is 5.

detail—(Optional)Displaydetailed informationabout theecho requestssentand received.

learning-vlan-idnumber—(Optional)Specify a learningVLAN identifier for thepingecho
requests. The range of values is 0 through 4094.

logical-system logical-system-name—(Optional) Specify a logical systemname for the

ping echo requests.
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Additional Information This statement is only supported on the MX Series routers, the M120 and M320 routers,

and the T1600 router.

Required Privilege
Level

network

List of Sample Output ping vpls instance on page 1328

Output Fields When you enter this command, you are provided feedback on the status of your request.

An exclamation point (!) indicates that an echo reply was received. A period (.) indicates

that an echo reply was not received within the timeout period. An x indicates that an

echo reply was received with an error code. Packets with an error code are not counted

in the received packets count. They are accounted for separately.

Sample Output

ping vpls instance

user@host> ping vpls instance red destination-mac 00:89:67:1a:23:6f source-ip 10.255.17.138
! -> sample-router:red:ge-4/1/1.0 
! -> sample-router:red:ge-4/1/1.0 
! -> sample-router:red:ge-4/1/1.0 
! -> sample-router:red:ge-4/1/1.0 
! -> sample-router:red:ge-4/1/1.0 

--- vpls ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
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request l2circuit-switchover

Syntax request l2circuit-switchover
<logical-system (all | logical-system-name)>
<neighbor address>
<virtual-circuit-id identifier>

Release Information Command introduced in Junos OS Release 9.2.

Statement introduced in JunosOSRelease 14.1X53-D10 for theQFXSeriesand forEX4600

switches.

Description Manually trigger a switch from the active pseudowire to the redundant pseudowire. This

command can be useful when performing network maintenance.

Options logical-system (all | logical-system-name)—(Optional) Perform this operation on all

logical systems or on a particular logical system.

neighboraddress—(Optional)Triggera switchofall of theactivepseudowireconnections
with the specified neighbor to their respective redundant pseudowires.

virtual-circuit-id identifier—(Optional) Trigger a switch from the active pseudowire

connection of the specified Layer 2 circuit to its redundant pseudowire.

Required Privilege
Level

maintenance

Related
Documentation

MPLS Feature Support on QFX Series and EX4600 Switches•

List of Sample Output request l2circuit-switchover virtual-circuit-id on page 1329

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

request l2circuit-switchover virtual-circuit-id

user@host>request l2circuit-switchover virtual-circuit-id 12
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show interfaces lsi (Label-Switched Interface)

Syntax show interfaces interface-type
<brief | detail | extensive | terse>
<descriptions>
<media>
<routing-instance instance-name>
<snmp-index snmp-index>
<statistics>

Release Information Command introduced before Junos OS Release 7.4.

Description Display status information about the specified label-switched interface (LSI).

Options interface-type—Onmost routers, the interface type is lt-fpc/pic/port.

brief | detail | extensive | terse—(Optional) Display the specified level of output.

descriptions—(Optional) Display interface description strings.

media—(Optional) Display media-specific information about network interfaces.

routing-instance instance-name—(Optional)Display information for thespecified routing
instance.

snmp-index snmp-index—(Optional) Display information for the specified SNMP index
of the interface.

statistics—(Optional) Display static interface statistics.

Required Privilege
Level

view

Related
Documentation

List of Sample Output show interfaces lsi extensive on page 1332

Output Fields Table 32 on page 1330 lists the output fields for the show interfaces (logical tunnel)

command. Output fields are listed in the approximate order in which they appear.

Table 32: Logical Tunnel show interfaces Output Fields

Level of OutputField DescriptionField Name

Physical
Interface

All levelsName of the physical interface.Physical interface

Logical Interface
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Table 32: Logical Tunnel show interfaces Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsName of the logical interface.Logical interface

detail extensive noneLogical interface index number, which reflects its initialization sequence.Index

detail extensive noneSNMP interface index number.SNMP ifIndex

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

All levelsInformation about the logical interface. Possible values are described in the
“Logical Interface Flags” section under Common Output Fields Description.

Flags

All levelsEncapsulation on the logical interface.Encapsulation

detail extensiveTotal number of bytes and packets received and transmitted on the logical
interface. These statistics are the sum of the local and transit statistics. When
aburst of traffic is received, the value in theoutputpacket rate fieldmightbriefly
exceed the peak cell rate. It takes awhile (generally, less than 1 second) for this
counter to stabilize.

• Input bytes—Rate of bytes received on the interface.

• Output bytes—Rate of bytes transmitted on the interface.

• Input packets—Rate of packets received on the interface.

• Output packets—Rate of packets transmitted on the interface.

Traffic statistics

detail extensiveStatistics for traffic received fromand transmitted to the Routing Engine.When
aburst of traffic is received, the value in theoutputpacket rate fieldmightbriefly
exceed the peak cell rate. It takes awhile (generally, less than 1 second) for this
counter to stabilize.

Local statistics

detail extensiveStatistics for traffic transiting the router. When a burst of traffic is received, the
value in the output packet rate field might briefly exceed the peak cell rate. It
takes awhile (generally, less than 1 second) for this counter to stabilize.

Transit statistics

detail extensive noneProtocol family configured on the logical interface, such as iso, inet6,mpls.Protocol

detail extensive noneMTU size on the logical interface.MTU

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

detail extensive noneInformation about the protocol family flags. Possible values are described in
the “Family Flags” section under Common Output Fields Description.

Flags
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Sample Output

show interfaces lsi extensive

user@host> show interfaces lsi extensive
Physical interface: lsi

  Logical interface lsi.84934656 (Index 363) (SNMP ifIndex 586) (Generation 194)

    Flags: Up Point-To-Point SNMP-Traps 0x4000000 Encapsulation: LSI-NULL
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
    Protocol vpls, MTU: Unlimited, Generation: 279, Route table: 10

  Logical interface lsi.84934657 (Index 366) (SNMP ifIndex 589) (Generation 197)

    Flags: Up Point-To-Point SNMP-Traps 0x4000000 Encapsulation: LSI-NULL
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
    Protocol vpls, MTU: Unlimited, Generation: 282, Route table: 10
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show l2circuit connections

Syntax show l2circuit connections
<brief | extensive | summary>
<down | up | up-down>
<history>
<interface interface-name>
<logical-system (all | logical-system-name)>
<neighbor neighbor>
<status>

Release Information Command introduced before Junos OS Release 7.4.

Display enhancements in Junos OS Release 9.6.

Display enhancements in Junos OS Release 10.2.

Display enhancements in Junos OS Release 12.1.

Display enhancements in Junos OS Release 13.2.

Statement introduced in JunosOSRelease 14.1X53-D10 for theQFXSeriesand forEX4600

switches.

Description Display status information about Layer 2 virtual circuits from the local provider edge (PE)

router to its neighbors.

Options none—Display standard information about Layer 2 virtual circuits on all interfaces for all
neighbors.

brief | extensive | summary—(Optional)Display the specified level of output. Usehistory
to display information about connection history. Use status to display information

about the connection and interface status.

down | up | up-down—(Optional) Display nonoperational, operational, or both kinds of
connections.

history—(Optional) Display information about connection history.

interface interface-name—(Optional) Show all Layer 2 virtual circuits on an interface.

logical-system (all | logical-system-name)—(Optional) Perform this operation on all

logical systems or on a particular logical system.

neighbor neighbor—(Optional) IP address of a specific neighbor.

status—(Optional) Display information about the connection and interface status.

Required Privilege
Level

view

List of Sample Output show l2circuit connections on page 1337
show l2circuit connections interface on page 1338
show l2circuit connections extensive on page 1338
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show l2circuit connections extensive (Pseudowire Redundancy with Hot
Standby) on page 1339

Output Fields Table 33 onpage 1334 lists the output fields for the show l2circuit connections command.

Output fields are listed in the approximate order in which they appear.

Table 33: show l2circuit connections Output Fields

Field DescriptionField Name

Displays the legends for connection and interface status.Layer-2 Circuit
Connections

Remote PE neighbor.Neighbor

Logical PE-to-CE interface on which the virtual circuit is configured.Interface

VC type: rmt (remote) or loc (local).Type
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Table 33: show l2circuit connections Output Fields (continued)

Field DescriptionField Name

Status of the virtual circuit connection:

• EI—The local virtual circuit interface is configuredwith an encapsulation that
is not supported.

• MM—The two routers do not agree on an MTU value, which causes an MTU
mismatch.

• EM—The encapsulation type received on this virtual circuit from the neighbor
does not match the local virtual circuit interface encapsulation type.

• CM—The two routers do not agree on a control word, which causes a control
word mismatch.

• VM—The remote and local VLAN IDs do notmatch across the Layer 2 circuit.

• OL—No advertisement has been received for this virtual circuit from the
neighbor. There is no outgoing label available for use by this virtual circuit.

• NC—The interface is not configured as a CCC or TCC interface.

• BK—The virtual circuit has switched to a backup connection.

• CB—The remote PE router is advertising a different cell bundle from that
configured on the local PE router.

• LD—The connection to the local site is signaled down, because theCE-facing
interface to the local site is down.

• RD—The remote neighbor is down. It has signaled a problem using the
pseudowire status code.

• NP—The router detects that interface hardware is not present. The hardware
may be offline, a PICmay not be of the desired type, or the interface may be
configured in a different routing instance.

• Dn—The virtual circuit is down.

• VC-Dn—The virtual circuit is down because there is no tunnel LSP from the
local PE router to the neighbor.

• UP—The virtual circuit is operational.

• CF—The router cannot find enough bandwidth to the remote router to satisfy
the Layer 2 circuit bandwidth requirement.

• IB—The bit rate is incompatible for Time Division Multiplexing (TDM).

• TDM—TDM is not configured correctly.

• ST—The virtual circuit has been switched to a standby connection.

• SP—The virtual circuit connection is using a static pseudowire.

• RS—The remote site is in a standby state.

• XX—The virtual circuit is down for an unknown reason. This is a programming
error.

Legend for
connection status
(St)

Date and time the virtual circuit was last operational.Time last up

Number of times the virtual circuit came up.#Up trans

Name of the local PE-to-CE interface.local-interface-name

Status of the local interface.Status

Interface is operational.Up
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Table 33: show l2circuit connections Output Fields (continued)

Field DescriptionField Name

Interface is not operational.Dn

Not present. Interface does not exist.NP

Disabled. Interface has been administratively disabled.DS

Wrong encapsulation. The interface is not configured as CCC.WE

Interface status is initialized.UN

Encapsulation of the local interface.Encapsulation

Flow label transmit status.Flow Label
Transmit

Flow label receive status.Flow Label Receive

Prefix of the remote PE router.Remote PE

Whether the use of the control word has been negotiated for this virtual circuit:
Yes (Null) or No.

Negotiated
control-word

Label used by the remote side of the virtual circuit to send packets destined to
the local side. This label is routed to the local virtual circuit interface.

Incoming label

Label used by the local side of the virtual circuit to send packets to the remote
side of the virtual circuit. Packets originated on the local virtual circuit interface
are encapsulated with this label before being placed on the tunnel LSP to the
neighbor for this virtual circuit. This label is allocated by the neighbor and is
used in demultiplexing incoming packets destined for this virtual circuit.

Outgoing label

Displays thepseudowire status type, length, andvalue (TLV). TLVsareamethod
of encoding variable-length or optional information. If the pseudowire status
TLV is used, the corresponding local or neighbor PE router status code is also
displayed.

Negotiated PW
status TLV

If the pseudowire status TLV is used, displays the local PE router status code.local PW status
code

If the pseudowire status TLV is used, displays the neighbor PE router status
code.

NeighborPWstatus
code

Name of the local interface used for the Layer 2 circuit connection.Local interface

Status of the local interface (Up or Down).Status

Encapsulation configured for the local interface.Encapsulation

Indicates that the interface belongs to the working circuit.APS-active
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Table 33: show l2circuit connections Output Fields (continued)

Field DescriptionField Name

Indicates that the interface belongs to the protect circuit.APS-inactive

Whether or not connection protection is configured for the Layer 2 circuit to the
neighbor: Yes or No.

Connection
protection

Bandwidth requirement of the Layer 2 circuit.VC bandwidth

Time at which the event occurred.Time

Event types logged in history.

• loc intf up—Local virtual circuit interface went up.

• loc intf down—Local virtual circuit interface went down.

• In lbl Update—Incoming label has been updated.

• Out lbl Update—Outgoing label has been updated.

• PE route changed—Route to PE router has been updated.

• PE route down—Route to PE router is down.

• rmt sidemarked—Remote side is marked.

• VCDn—Remote side indicated that its end of the virtual circuit is down (if the
tunnel LSP from the remote side to the local side is down).

• status update timer—Status update timer processing. It computes the state
of the virtual circuit, and determines whether it should be advertised to or
withdrawn from the remote side.

Connection History

Sample Output

show l2circuit connections

user@host> show l2circuit connections
Layer-2 Circuit Connections:

Legend for connection status (St)   
EI -- encapsulation invalid      NP -- interface h/w not present   
MM -- mtu mismatch               Dn -- down                       
EM -- encapsulation mismatch     VC-Dn -- Virtual circuit Down    
CM -- control-word mismatch      Up -- operational                
VM -- vlan id mismatch           CF -- Call admission control failure
OL -- no outgoing label          IB -- TDM incompatible bitrate 
NC -- intf encaps not CCC/TCC    TM -- TDM misconfiguration 
BK -- Backup Connection          ST -- Standby Connection
CB -- rcvd cell-bundle size bad  SP -- Static Pseudowire
LD -- local site signaled down   RS -- remote site standby
RD -- remote site signaled down  HS -- hot standby
XX -- unknown

Legend for interface status  
Up -- operational            
Dn -- down                   
Neighbor: 10.255.245.51 
    Interface                 Type  St     Time last up          # Up trans
    ge-2/0/2.600(vc 5)        rmt   Up     Dec  7 18:11:18 2009           1
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      Remote PE: 10.255.245.51, Negotiated control-word: No
      Incoming label: 299856, Outgoing label: 299808
      Negotiated PW status TLV: No
      Local interface: ge-2/0/2.600, Status: Up, Encapsulation: VLAN
      Flow Label Transmit: No, Flow Label Receive: No
      Auto-sensed or Programmed by XYZ

Sample Output

show l2circuit connections interface

user@host> show l2circuit connections interface t1-2/0/0:1:1.0
Layer-2 Circuit Connections:

Legend for connection status (St)
EI -- encapsulation invalid      NP -- interface h/w not present
MM -- mtu mismatch               Dn -- down
EM -- encapsulation mismatch     VC-Dn -- Virtual circuit Down
CM -- control-word mismatch      Up -- operational
VM -- vlan id mismatch           CF -- Call admission control failure
OL -- no outgoing label          IB -- TDM incompatible bitrate
NC -- intf encaps not CCC/TCC    TM -- TDM misconfiguration
BK -- Backup Connection          ST -- Standby Connection
CB -- rcvd cell-bundle size bad  SP -- Static Pseudowire
LD -- local site signaled down   RS -- remote site standby
RD -- remote site signaled down  HS -- hot standby
XX -- unknown

Legend for interface status
Up -- operational
Dn -- down
Neighbor: 10.1.1.1
    Interface                 Type  St     Time last up          # Up trans
    t1-2/0/0:1:1.0(vc 1)(SP)  rmt   Up     Apr 27 04:21:02 2011           1
      Remote PE: 10.1.1.1, Negotiated control-word: Yes (Non-null)
      Incoming label: 1010001, Outgoing label: 1000001
      Negotiated PW status TLV: No
      Local interface: t1-1/0/0:1:1.0, Status: Up, Encapsulation: SATOP-T1, 
APS-active
      Local interface: t1-2/0/0:1:1.0, Status: Up, Encapsulation: SATOP-T1, 
APS-inactive

Sample Output

show l2circuit connections extensive

user@host>show l2circuit connections extensive
Layer-2 Circuit Connections:

Legend for connection status (St)   
EI -- encapsulation invalid      NP -- interface h/w not present   
MM -- mtu mismatch               Dn -- down                       
EM -- encapsulation mismatch     VC-Dn -- Virtual circuit Down    
CM -- control-word mismatch      Up -- operational                
VM -- vlan id mismatch           CF -- Call admission control failure
OL -- no outgoing label          IB -- TDM incompatible bitrate 
NC -- intf encaps not CCC/TCC    TM -- TDM misconfiguration 
BK -- Backup Connection          ST -- Standby Connection
CB -- rcvd cell-bundle size bad  SP -- Static Pseudowire
LD -- local site signaled down   RS -- remote site standby
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RD -- remote site signaled down  HS -- hot standby
XX -- unknown

Legend for interface status  
Up -- operational            
Dn -- down                   
Neighbor: 10.255.49.149 
    Interface                 Type  St     Time last up          # Up trans
    ae0.0(vc 100)             rmt   Up     Aug 31 09:36:12 2009           1
      Remote PE: 10.255.49.149, Negotiated control-word: Yes (Null)
      Incoming label: 299824, Outgoing label: 299776
      Negotiated PW status TLV: Yes
      local PW status code: 0x00000000, Neighbor PW status code: 0x00000000
      Local interface: ae0.0, Status: Up, Encapsulation: ETHERNET
      Connection protection: Yes
    Connection History:
        Aug 31 09:36:12 2009  status update timer  
        Aug 31 09:36:12 2009  PE route changed     
        Aug 31 09:36:12 2009  Out lbl Update                    299776
        Aug 31 09:36:12 2009  In lbl Update                     299824
        Aug 31 09:36:12 2009  loc intf up                        ae0.0

Sample Output

show l2circuit connections extensive (Pseudowire Redundancy with Hot Standby)

user@host>show l2circuit connections extensive
Layer-2 Circuit Connections:

Legend for connection status (St)   
EI -- encapsulation invalid      NP -- interface h/w not present   
MM -- mtu mismatch               Dn -- down                       
EM -- encapsulation mismatch     VC-Dn -- Virtual circuit Down    
CM -- control-word mismatch      Up -- operational                
VM -- vlan id mismatch           CF -- Call admission control failure
OL -- no outgoing label          IB -- TDM incompatible bitrate 
NC -- intf encaps not CCC/TCC    TM -- TDM misconfiguration 
BK -- Backup Connection          ST -- Standby Connection
CB -- rcvd cell-bundle size bad  SP -- Static Pseudowire
LD -- local site signaled down   RS -- remote site standby
RD -- remote site signaled down  HS -- Hot-standby Connection
XX -- unknown

Legend for interface status  
Up -- operational            
Dn -- down                   
Neighbor: 192.0.2.101 
    Interface                 Type  St     Time last up          # Up trans
    ge-1/3/2.600(vc 1)        rmt   Up     Jan 24 11:00:26 2013           1
      Remote PE: 192.0.2.101, Negotiated control-word: Yes (Null)
      Incoming label: 299776, Outgoing label: 299776
      Negotiated PW status TLV: Yes
      local PW status code: 0x00000000, Neighbor PW status code: 0x00000000
      Local interface: ge-1/3/2.600, Status: Up, Encapsulation: VLAN
    Connection History:
        Jan 24 11:00:26 2013  status update timer  
        Jan 24 11:00:26 2013  PE route changed     
        Jan 24 11:00:26 2013  Out lbl Update                    299776
        Jan 24 11:00:26 2013  In lbl Update                     299776
        Jan 24 11:00:26 2013  loc intf up                 ge-1/3/2.600
Neighbor: 192.0.2.102 
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    Interface                 Type  St     Time last up          # Up trans
    ge-1/3/2.600(vc 2)        rmt   HS     -----                       ----
      Remote PE: 192.0.2.102, Negotiated control-word: Yes (Null)
      Incoming label: 299792, Outgoing label: 299776
      Negotiated PW status TLV: Yes
      local PW status code: 0x00000020, Neighbor PW status code: 0x00000000
      Local interface: ge-1/3/2.600, Status: Up, Encapsulation: VLAN
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show l2vpn connections

Syntax show l2vpn connections
<brief | extensive>
<down | up | up-down>
<history>
<instance instance>
<instance-history>
<local-site local-site>
<logical-system (all | logical-system-name)>
<remote-site remote-site>
<status>
<summary>

Release Information Command introduced before Junos OS Release 7.4.

instance-history option introduced in Junos OS Release 12.3R2.

Description Display Layer 2 virtual private network (VPN) connections.

Options none—Display all Layer 2 VPN connections for all routing instances.

brief | extensive—(Optional) Display the specified level of output.

down | up | up-down—(Optional) Display nonoperational, operational, or both kinds of
connections.

history—(Optional) Display information about connection history.

instance instance—(Optional) Display connections for the specified routing instance
only.

instance-history—(Optional)Display informationaboutconnectionhistory foraparticular
instance.

local-site local-site—(Optional) Display connections for the specified Layer 2 VPN local
site name or ID only.

logical-system (all | logical-system-name)—(Optional) Perform this operation on all

logical systems or on a particular logical system.

remote-site remote-site—(Optional) Display connection for the specified Layer 2 VPN
remote site ID only.

status—(Optional) Display information about the connection and interface status.

summary—(Optional) Display summary of all Layer 2 VPN connections information.

Required Privilege
Level

view

List of Sample Output show l2vpn connections on page 1344
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show l2vpn connections on page 1345
show l2vpn connections extensive on page 1346
show l2vpn connections extensive (VPWS) on page 1346

Output Fields Table 34 on page 1342 lists the output fields for the show l2vpn connections command.

Output fields are listed in the approximate order in which they appear.

Table 34: show l2vpn connections Output Fields

Field DescriptionField Name

Name of Layer 2 VPN instance.Instance

For BGP autodiscovery, a globally unique Layer 2 VPN community identifier for
the instance.

L2vpn-id

BGP local-address assigned to the local routing device.Local-ID

Name of local site.Local site

For FEC 129, the VPWS source attachment identifier. The point-to-point nature
of VPWS requires that you specify the source access individual identifier (SAII)
and the target access individual identifier (TAII). This SAII-TAII pair defines a
unique pseudowire between two PE devices.

Local
source-attachment-id

For FEC 129, the VPWS target attachment identifier. If the configured target
identifier matches a source identifier advertised by a remote PE device by way
of a BGP auto-discoverymessage, the pseudowire between that source-target
pair is signaled. If there is nomatch between an advertised source identifier and
the configured target identifier, the pseudowire is not established.

Target-attachment-id

Name of interface.Interface name

Remote site ID.Remote Site ID

Numbers within the label block that are skipped to find the next label base.Label Offset

Advertises the first label in a block of labels. A remote PE router uses this first
label when sending traffic toward the advertising PE router.

Label-base

Advertises the label block size.Range

Bit vector advertising the state of local PE-CE circuits to remote PE routers. A
bit value of 0 indicates that the local circuit and LSP tunnel to the remote PE
router are up, whereas a value of 1 indicates either one or both are down.

status-vector

Name of the connection site.connection-site

Type of connection: loc (local) or rmt (remote).Type

Status of the connection. (For a list of possible values, see the Legend for
connection status (St) field.)

St
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Table 34: show l2vpn connections Output Fields (continued)

Field DescriptionField Name

Time that the connection was last in the Up condition.Time last up

Number of transitions from Down to Up condition.#Up trans

Address and status of local circuit.Local circuit

Address and status of remote circuit.Remote circuit

Status of the Layer 2VPNconnection (correspondswith Legend for Connection
Status):

St

• EI—The local Layer 2 VPN interface is configured with an encapsulation that
is not supported.

• EM—The encapsulation type received on this Layer 2 VPN connection from
the neighbor does not match the local Layer 2 VPN connection interface
encapsulation type.

• VC-Dn—The virtual circuit is currently down.

• CM—The two routers do not agree on a control word, which causes a control
word mismatch.

• CN—The virtual circuit is not provisioned properly.

• OR—The label associated with the virtual circuit is out of range.

• OL—No advertisement has been received for this virtual circuit from the
neighbor. There is no outgoing label available for use by this virtual circuit.

• LD—All of the CE-facing interfaces to the local site are down. Therefore, the
connection to the local site is signaled as down to the other PE routers. No
pseudowires can be established.

• RD—All the interfaces to the remoteneighboraredown.Therefore, the remote
site has been signaled as down to the other PE routers. No pseudowires can
be established.

• LN—The local site has lost path selection to the remote site and therefore
no pseduowires can be established from this local site.

• RN—The remote site has lost path selection to a local site or other remote
site and therefore no pseudowires are established to this remote site.

• XX—The Layer 2 VPN connection is down for an unn reason. This is a
programming error.

• NC—The interface encapsulation is not configured as an appropriate CCC,
TCC, or Layer 2 VPN encapsulation.

• WE—The encapsulation configured for the interface does not match the
encapsulation configured for the associated connection within the Layer 2
VPN routing instance.

• NP—The router detects that interface hardware is not present. The hardware
might be offline, a PICmight not be of the desired type, or the interfacemight
be configured in a different routing instance.

• ->—Only the outbound connection is up.

• <-—Only the inbound connection is up.

• Up—The Layer 2 VPN connection is operational.

• Dn—The Layer 2 VPN connection is down.

• CF—The router cannot find enough bandwidth to the remote router to satisfy
the Layer 2 VPN connection bandwidth requirement.
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Table 34: show l2vpn connections Output Fields (continued)

Field DescriptionField Name

• SC—The local site identifiermatches the remote site identifier. Nopseudowire
can be established between these two sites. You should configure different
values for the local and remote site identifiers.

• LM—The local site identifier is not theminimumdesignated,meaning it is not
the lowest. There is another local sitewith a lower site identifier. Pseudowires
are not being established to this local site. and the associated local site
identifier is not being used to distribute Layer 2 VPN label blocks. However,
this is not an error state. Traffic continues to be forwarded to the PE router
interfaces connected to the local sites when the local sites are in this state.

• RM—The remote site identifier is not the minimum designated, meaning it is
not the lowest. There is another remote site connected to the samePE router
whichhas lower site identifier. ThePE router cannot establishedapseduowire
to this remote site and the associated remote site identifier cannot be used
to distribute VPLS label blocks. However, this is not an error state. Traffic can
continue to be forwarded to the PE router interface connected to this remote
site when the remote site is in this state.

• IL—The incoming packets for the Layer 2 VPN connection have no MPLS
label.

Address of the remote provider edge router.Remote PE

Name of the incoming label.Incoming label

Name of the outgoing label.Outgoing label

Whether the given PVC is protected by connection protection logic using egress
protection for BGP signaled layer 2 services.

Egress Protection

Capability to pop the flow label in the receive direction to the remote provider
edge (PE) router

Flow Label Receive

Capability to push the flow label in the transmit direction to the provider edge
(PE) router

Flow Label
Transmit

Date and time of Layer 2 VPN connection event.Time

Type of event.Event

Interface, label, or PE router.Interface/Lbl/PE

Sample Output

show l2vpn connections

user@host> show l2vpn connections
L2VPN Connections :
Instance : vpna
Edge protection: Not-Primary
Local site: 2 (ce-2)
offset: 1, range: 3, label-base: 32768
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    connection-site           Type  St  Time last up          # Up trans
    3 (3)                     loc   Up  Jul 18 20:45:46 2001           1
      Local circuit: fe-0/0/0.1, Status: Up
      Remote circuit: fe-0/0/3.0, Status: Up
    1                         rmt   Up  Jul 18 21:47:25 2001           1
      Local circuit: fe-0/0/0.0, Status: Up
      Remote PE: 192.0.2.1
      Incoming label: 32768, Outgoing label: 32769
Local site: 3 (ce-3)
offset: 1, range: 2, label-base: 33792
    connection-site           Type  St  Time last up          # Up trans
    2 (ce-b)                  loc   Up  Jul 18 20:45:46 2001           1
      Local circuit: fe-0/0/0.1, Status: Up
      Remote circuit: fe-0/0/3.0, Status: Up
    1                         rmt   Up  Jul 18 21:47:25 2001           1
      Local circuit: fe-0/0/3.1, Status: Up
      Remote PE: 192.0.2.1
      Incoming label: 33792, Outgoing label: 32770

show l2vpn connections

user@host> show l2vpn connections

Layer-2 VPN connections:

Legend for connection status (St)   
EI -- encapsulation invalid      NC -- interface encapsulation not CCC/TCC/VPLS
EM -- encapsulation mismatch     WE -- interface and instance encaps not same
VC-Dn -- Virtual circuit down    NP -- interface hardware not present 
CM -- control-word mismatch      -> -- only outbound connection is up
CN -- circuit not provisioned    <- -- only inbound connection is up
OR -- out of range               Up -- operational
OL -- no outgoing label          Dn -- down                      
LD -- local site signaled down   CF -- call admission control failure      
RD -- remote site signaled down  SC -- local and remote site ID collision
LN -- local site not designated  LM -- local site ID not minimum designated
RN -- remote site not designated RM -- remote site ID not minimum designated
XX -- unknown connection status  IL -- no incoming label
MM -- MTU mismatch               MI -- Mesh-Group ID not available
BK -- Backup connection          ST -- Standby connection
PF -- Profile parse failure      PB -- Profile busy
RS -- remote site standby        SN -- Static Neighbor
LB -- Local site not best-site   RB -- Remote site not best-site
VM -- VLAN ID mismatch

Legend for interface status 
Up -- operational           
Dn -- down

Instance: l2vpn-inst
Edge protection: Not-Primary
  Local site: pe2 (2)
    connection-site           Type  St     Time last up          # Up trans
    1                         rmt   Up     Jun 22 14:46:50 2015           1
      Remote PE: 10.255.255.1, Negotiated control-word: Yes (Null)
      Incoming label: 800002, Outgoing label: 800003
      Local interface: ge-0/0/1.300, Status: Up, Encapsulation: VLAN
      Flow Label Transmit: Yes, Flow Label Receive: Yes
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show l2vpn connections extensive

user@host> show l2vpn connections extensive
L2VPN Connections:
Instance: vpn-a
Edge protection: Not-Primary
Local site: ce-a (1)
  Interface name      Remote Site ID
  fe-0/0/0.0                       2
  Label Offset      Offset     Range
         32768           1         2
    connection-site           Type  St  Time last up          # Up trans
    2                         rmt   Up  Aug  3 00:08:14 2001           1
      Local circuit: fe-0/0/0.0, Status: Up
      Remote PE: 192.168.24.1
      Incoming label: 32769, Outgoing label: 32768
      Egress Protection: Yes
        Time                  Event            Interface/Lbl/PE
        Aug  3 00:08:14 2001  PE route up    
        Aug  3 00:08:14 2001  Out lbl Update               32768
        Aug  3 00:08:14 2001  In lbl Update                32769
        Aug  3 00:08:14 2001  ckt0 up                 fe-0/0/0.0

show l2vpn connections extensive (VPWS)

user@host> show l2vpn connections
Layer-2 VPN connections:

Legend for connection status (St)   
EI -- encapsulation invalid      NC -- interface encapsulation not CCC/TCC/VPLS
EM -- encapsulation mismatch     WE -- interface and instance encaps not same
VC-Dn -- Virtual circuit down    NP -- interface hardware not present 
CM -- control-word mismatch      -> -- only outbound connection is up
CN -- circuit not provisioned    <- -- only inbound connection is up
OR -- out of range               Up -- operational
OL -- no outgoing label          Dn -- down                      
LD -- local site signaled down   CF -- call admission control failure      
RD -- remote site signaled down  SC -- local and remote site ID collision
LN -- local site not designated  LM -- local site ID not minimum designated
RN -- remote site not designated RM -- remote site ID not minimum designated
XX -- unknown connection status  IL -- no incoming label
MM -- MTU mismatch               MI -- Mesh-Group ID not available
BK -- Backup connection          ST -- Standby connection
PF -- Profile parse failure      PB -- Profile busy
RS -- remote site standby        SN -- Static Neighbor
LB -- Local site not best-site   RB -- Remote site not best-site
VM -- VLAN ID mismatch

Legend for interface status 
Up -- operational           
Dn -- down

Instance: FEC129-VPWS
  L2vpn-id: 100:100
    Number of local interfaces: 1
    Number of local interfaces up: 1
    ge-2/0/5.0         
  Local source-attachment-id: 1 (ONE)
    Target-attachment-id      Type  St     Time last up          # Up trans
    2                         rmt   Up     Nov 28 16:16:14 2012           1
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      Remote PE: 198.51.100.2, Negotiated control-word: No
      Incoming label: 299792, Outgoing label: 299792
      Local interface: ge-2/0/5.0, Status: Up, Encapsulation: ETHERNET
    Connection History:
        Nov 28 16:16:14 2012  status update timer  
        Nov 28 16:16:14 2012  PE route changed     
        Nov 28 16:16:14 2012  Out lbl Update                    299792
        Nov 28 16:16:14 2012  In lbl Update                     299792
        Nov 28 16:16:14 2012  loc intf up                   ge-2/0/5.0
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show pim snooping interfaces

Syntax show pim snooping interfaces
<brief | detail>
<instance instance-name>
<interface interface-name>
<logical-system logical-system-name>
<vlan-id vlan-identifier>

Release Information Command introduced in Junos OS Release 12.3 for MX Series 3D Universal Edge devices.

Command introduced in Junos OS Release 13.2 for M Series Multiservice Edge devices.

Description Display information about PIM snooping interfaces.

Options none—Display detailed information.

brief | detail—(Optional) Display the specified level of output.

instance <instance-name>—(Optional) Display PIM snooping interface information for

the specified routing instance.

interface <interface-name>—(Optional) Display PIM snooping information for the

specified interface only.

logical-system logical-system-name—(Optional)Display informationaboutaparticular
logical system, or type ’all’.

vlan-id<vlan-identifier>—(Optional)DisplayPIMsnooping interface information for the

specified VLAN.

Required Privilege
Level

view

Related
Documentation

PIM Snooping for VPLS•

List of Sample Output show pim snooping interfaces on page 1349
show pim snooping interfaces instance vpls1 on page 1349
show pim snooping interfaces interface <interface-name> on page 1350
show pim snooping interfaces vlan-id <vlan-id> on page 1350

Output Fields Table35onpage 1348 lists theoutput fields for theshowpimsnooping interfacecommand.

Output fields are listed in the approximate order in which they appear.

Table 35: show pim snooping interface Output Fields

Level of OutputField DescriptionField Name

All levelsRouting instance for PIM snooping.Instance
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Table 35: show pim snooping interface Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsLearning domain for snooping.Learning-Domain

All levelsRouter interfaces that are part of this learning domain.Name

All levelsState of the interface: Up, or Down.State

All levelsVersion of IP used: 4 for IPv4, or 6 for IPv6.IP-Version

All levelsNumber of neighboring routers connected through the specified interface.NbrCnt

All levelsIP address of the designated router.DR address

Sample Output

show pim snooping interfaces

user@host> show pim snooping interfaces
Instance: vpls1
Learning-Domain: vlan-id 10
Name State IP-Version NbrCnt
ge-1/3/1.10 Up 4 1
ge-1/3/3.10 Up 4 1
ge-1/3/5.10 Up 4 1
ge-1/3/7.10 Up 4 1
DR address: 192.0.2.5
DR flooding is ON

Learning-Domain: vlan-id 20
Name State IP-Version NbrCnt
ge-1/3/1.20 Up 4 1
ge-1/3/3.20 Up 4 1
ge-1/3/5.20 Up 4 1
ge-1/3/7.20 Up 4 1
DR address: 192.0.2.6
DR flooding is ON

show pim snooping interfaces instance vpls1

user@host> show pim snooping interfaces instance vpls1
Instance: vpls1

Learning-Domain: vlan-id 10
Name State IP-Version NbrCnt
ge-1/3/1.10 Up 4 1
ge-1/3/3.10 Up 4 1
ge-1/3/5.10 Up 4 1
ge-1/3/7.10 Up 4 1
DR address: 192.0.2.5
DR flooding is ON

Learning-Domain: vlan-id 20
Name State IP-Version NbrCnt
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ge-1/3/1.20 Up 4 1
ge-1/3/3.20 Up 4 1
ge-1/3/5.20 Up 4 1
ge-1/3/7.20 Up 4 1
DR address: 192.0.2.6
DR flooding is ON

show pim snooping interfaces interface <interface-name>

user@host> show pim snooping interfaces interface ge-1/3/1.10
Instance: vpls1
Learning-Domain: vlan-id 10

Name State IP-Version NbrCnt
ge-1/3/1.10 Up 4 1
DR address: 192.0.2.5
DR flooding is ON

Learning-Domain: vlan-id 20
DR address: 192.0.2.6
DR flooding is ON

show pim snooping interfaces vlan-id <vlan-id>

user@host> show pim snooping interfaces vlan-id 10
Instance: vpls1
Learning-Domain: vlan-id 10

Name State IP-Version NbrCnt
ge-1/3/1.10 Up 4 1
ge-1/3/3.10 Up 4 1
ge-1/3/5.10 Up 4 1
ge-1/3/7.10 Up 4 1
DR address: 192.0.2.5
DR flooding is ON
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show pim snooping join

Syntax show pim snooping join
<brief | detail | extensive>
<instance instance-name>
<logical-system logical-system-name>
<vlan-id vlan-id>

Release Information Command introduced in Junos OS Release 12.3 for MX Series 3D Universal Edge devices.

Command introduced in Junos OS Release 13.2 for M Series Multiservice Edge devices.

Description Display information about Protocol Independent Multicast (PIM) snooping joins.

Options none—Display detailed information.

brief | detail | extensive—(Optional) Display the specified level of output.

instance instance-name—(Optional) Display PIM snooping join information for the

specified routing instance.

logical-system logical-system-name—(Optional)Display informationaboutaparticular
logical system, or type ’all’.

vlan-idvlan-identifier—(Optional)DisplayPIMsnooping join information for the specified

VLAN.

Required Privilege
Level

view

Related
Documentation

PIM Snooping for VPLS•

List of Sample Output show pim snooping join on page 1353
show pim snooping join extensive on page 1353
show pim snooping join instance on page 1353
show pim snooping join vlan-id on page 1354

Output Fields Table 36 on page 1351 lists the output fields for the show pim snooping join command.

Output fields are listed in the approximate order in which they appear.

Table 36: show pim snooping join Output Fields

Level of OutputField DescriptionField Name

All levelsRouting instance for PIM snooping.Instance

All levelsLearning domain for PIM snooping.Learning-Domain

All levelsMulticast group address.Group
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Table 36: show pim snooping join Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsMulticast source address:

• * (wildcard value)

• <ipv4-address>

• <ipv6-address>

Source

All levelsPIM flags:

• bidirectional—Bidirectional mode entry.

• dense—Densemode entry.

• rptree—Entry is on the rendezvous point tree.

• sparse—Sparse mode entry.

• spt—Entry is on the shortest-path tree for the source.

• wildcard—Entry is on the shared tree.

Flags

All levelsInformation about the upstream interface:

• Join to RP—Sending a join to the rendezvous point.

• Join to Source—Sending a join to the source.

• Local RP—Sending neither join messages nor prunemessages toward the RP,
because this router is the rendezvous point.

• Local Source—Sending neither join messages nor prunemessages toward the
source, because the source is locally attached to this routing device.

• Prune to RP—Sending a prune to the rendezvous point.

• Prune to Source—Sending a prune to the source.

NOTE: RP group range entries have None in the Upstream state field because RP
group ranges do not trigger actual PIM join messages between routers.

Upstream state

All levelsInformation about the upstream neighbor: Direct, Local, Unknown, or a specific IP
address.

For bidirectionalPIM,Directmeans that the interface is directly connected toa subnet
that contains a phantom RP address.

Upstream neighbor

All levelsRPF interface toward the sourceaddress for the source-specific state (S,G)or toward
the rendezvous point (RP) address for the non-source-specific state (*,G).

For bidirectional PIM, RP Linkmeans that the interface is directly connected to a
subnet that contains a phantom RP address.

Upstream port

extensiveInformation about downstream interfaces.Downstream port

extensiveAddress of the downstream neighbor.Downstream
neighbors

extensiveTime remaining until the downstream join state is updated (in seconds).Timeout
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Sample Output

show pim snooping join

user@host> show pim snooping join
Instance: vpls1

Learning-Domain: vlan-id 10
Group: 198.51.100.2
Source: *
Flags: sparse,rptree,wildcard
Upstream state: None
Upstream neighbor: 192.0.2.4, port: ge-1/3/5.10

Learning-Domain: vlan-id 20
Group: 198.51.100.3
Source: *
Flags: sparse,rptree,wildcard
Upstream state: None
Upstream neighbor: 203.0.113.4, port: ge-1/3/5.20

show pim snooping join extensive

user@host> show pim snooping join extensive
Instance: vpls1
Learning-Domain: vlan-id 10

Group: 198.51.100.2
Source: *
Flags: sparse,rptree,wildcard
Upstream state: None
Upstream neighbor: 192.0.2.4, port: ge-1/3/5.10
Downstream port: ge-1/3/1.10
Downstream neighbors:
192.0.2.2 State: Join Flags: SRW Timeout: 166

Learning-Domain: vlan-id 20
Group: 198.51.100.3
Source: *
Flags: sparse,rptree,wildcard
Upstream state: None
Upstream neighbor: 203.0.113.4, port: ge-1/3/5.20
Downstream port: ge-1/3/3.20
Downstream neighbors:
203.0.113.3 State: Join Flags: SRW Timeout: 168

show pim snooping join instance

user@host> show pim snooping join instance vpls1
Instance: vpls1

Learning-Domain: vlan-id 10
Group: 198.51.100.2
Source: *
Flags: sparse,rptree,wildcard
Upstream state: None
Upstream neighbor: 192.0.2.4, port: ge-1/3/5.10
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Learning-Domain: vlan-id 20
Group: 198.51.100.3
Source: *
Flags: sparse,rptree,wildcard
Upstream state: None
Upstream neighbor: 203.0.113.4, port: ge-1/3/5.20

show pim snooping join vlan-id

user@host> show pim snooping join vlan-id 10
Instance: vpls1
Learning-Domain: vlan-id 10
Group: 198.51.100.2
Source: *
Flags: sparse,rptree,wildcard
Upstream state: None
Upstream neighbor: 192.0.2.4, port: ge-1/3/5.10
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show pim snooping neighbors

Syntax show pim snooping neighbors
<brief | detail>
<instance instance-name>
<interface interface-name>
<logical-system logical-system-name>
<vlan-id vlan-identifier>

Release Information Command introduced in Junos OS Release 12.3 for MX Series 3D Universal Edge devices.

Command introduced in Junos OS Release 13.2 for M Series Multiservice Edge devices.

Description Display information about Protocol Independent Multicast (PIM) snooping neighbors.

Options none—Display detailed information.

brief | detail—(Optional) Display the specified level of output.

instance instance-name—(Optional) Display PIM snooping neighbor information for the

specified routing instance.

interface interface-name—(Optional)Display information for the specifiedPIMsnooping

neighbor interface.

logical-system logical-system-name—(Optional)Display informationaboutaparticular
logical system, or type ’all’.

vlan-id vlan-identifier—(Optional) Display PIM snooping neighbor information for the

specified VLAN.

Required Privilege
Level

view

Related
Documentation

Configuring Interface Priority for PIM Designated Router Selection•

• Modifying the PIM Hello Interval

• PIM Snooping for VPLS

• show pim neighbors

List of Sample Output show pim snooping neighbors on page 1356
show pim snooping neighbors detail on page 1357
show pim snooping neighbors instance on page 1358
show pim snooping neighbors interface on page 1358
show pim snooping neighbors vlan-id on page 1359

Output Fields Table37onpage 1356 lists theoutput fields for theshowpimsnoopingneighborscommand.

Output fields are listed in the approximate order in which they appear.
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Table 37: show pim snooping neighbors Output Fields

Level of OutputField DescriptionField Name

All levelsRouting instance for PIM snooping.Instance

All levelsLearning domain for PIM snooping.Learning-Domain

All levelsRouter interface for which PIM snooping neighbor details are displayed.Interface

All levelsPIM snooping options available on the specified interface:

• H = Hello Option Holdtime

• P = Hello Option DR Priority

• L = Hello Option LAN Prune Delay

• G = Generation Identifier

• T = Tracking Bit

Option

All levelsTime the neighbor has been operational since the PIM process was last initialized, in
the format dd:hh:mm:ss ago for less than a week and nwnd:hh:mm:ss ago for more
than a week.

Uptime

All levelsIP address of the PIM snooping neighbor connected through the specified interface.Neighbor addr

All levelsIP address of the specified router interface.Address

detailTime for which the neighbor is available, in seconds. The range of values is
0 through 65,535.

Hello Option
Holdtime

detailDesignated router election priority. The range of values is 0 through 4294967295.

NOTE: By default, every PIM interface has an equal probability (priority 1) of being
selected as the DR.

Hello Option DR
Priority

detail9-digit or 10-digit number used to tag hello messages.Hello Option
Generation ID

detailTime to wait before the neighbor receives prunemessages, in the format delay nnn
ms override nnnnms.

Hello Option LAN
Prune Delay

Sample Output

show pim snooping neighbors

user@host> show pim snooping neighbors
B = Bidirectional Capable, G = Generation Identifier,
H = Hello Option Holdtime, L = Hello Option LAN Prune Delay,
P = Hello Option DR Priority, T = Tracking Bit

Instance: vpls1
Learning-Domain: vlan-id 10

Interface Option Uptime Neighbor addr
ge-1/3/1.10 HPLGT 00:43:33 192.0.2.2
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ge-1/3/3.10 HPLGT 00:43:33 192.0.2.3
ge-1/3/5.10 HPLGT 00:43:33 192.0.2.4
ge-1/3/7.10 HPLGT 00:43:33 192.0.2.5

Learning-Domain: vlan-id 20

Interface Option Uptime Neighbor addr
ge-1/3/1.20 HPLGT 00:43:33 192.0.2.12
ge-1/3/3.20 HPLGT 00:43:33 192.0.2.13
ge-1/3/5.20 HPLGT 00:43:33 192.0.2.14
ge-1/3/7.20 HPLGT 00:43:33 192.0.2.15

show pim snooping neighbors detail

user@host> show pim snooping neighbors detail
Instance: vpls1
Learning-Domain: vlan-id 10

Interface: ge-1/3/1.10
Address: 192.0.2.2
Uptime: 00:44:51
Hello Option Holdtime: 105 seconds 83 remaining
Hello Option DR Priority: 1
Hello Option Generation ID: 830908833
Hello Option LAN Prune Delay: delay 500 ms override 2000 ms
Tracking is supported

Interface: ge-1/3/3.10
Address: 192.0.2.3
Uptime: 00:44:51
Hello Option Holdtime: 105 seconds 97 remaining
Hello Option DR Priority: 1
Hello Option Generation ID: 2056520742
Hello Option LAN Prune Delay: delay 500 ms override 2000 ms
Tracking is supported

Interface: ge-1/3/5.10
Address: 192.0.2.4
Uptime: 00:44:51
Hello Option Holdtime: 105 seconds 81 remaining
Hello Option DR Priority: 1
Hello Option Generation ID: 1152066227
Hello Option LAN Prune Delay: delay 500 ms override 2000 ms
Tracking is supported

Interface: ge-1/3/7.10
Address: 192.0.2.5
Uptime: 00:44:51
Hello Option Holdtime: 105 seconds 96 remaining
Hello Option DR Priority: 1
Hello Option Generation ID: 1113200338
Hello Option LAN Prune Delay: delay 500 ms override 2000 ms
Tracking is supported
Learning-Domain: vlan-id 20

Interface: ge-1/3/1.20
Address: 192.0.2.12
Uptime: 00:44:51
Hello Option Holdtime: 105 seconds 81 remaining
Hello Option DR Priority: 1
Hello Option Generation ID: 963205167
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Hello Option LAN Prune Delay: delay 500 ms override 2000 ms
Tracking is supported

Interface: ge-1/3/3.20
Address: 192.0.2.13
Uptime: 00:44:51
Hello Option Holdtime: 105 seconds 104 remaining
Hello Option DR Priority: 1
Hello Option Generation ID: 166921538
Hello Option LAN Prune Delay: delay 500 ms override 2000 ms
Tracking is supported

Interface: ge-1/3/5.20
Address: 192.0.2.14
Uptime: 00:44:51
Hello Option Holdtime: 105 seconds 88 remaining
Hello Option DR Priority: 1
Hello Option Generation ID: 789422835
Hello Option LAN Prune Delay: delay 500 ms override 2000 ms
Tracking is supported

Interface: ge-1/3/7.20
Address: 192.0.2.15
Uptime: 00:44:51
Hello Option Holdtime: 105 seconds 88 remaining
Hello Option DR Priority: 1
Hello Option Generation ID: 1563649680
Hello Option LAN Prune Delay: delay 500 ms override 2000 ms
Tracking is supported

show pim snooping neighbors instance

user@host> show pim snooping neighbors instance vpls1
B = Bidirectional Capable, G = Generation Identifier,
H = Hello Option Holdtime, L = Hello Option LAN Prune Delay,
P = Hello Option DR Priority, T = Tracking Bit

Instance: vpls1
Learning-Domain: vlan-id 10

Interface Option Uptime Neighbor addr
ge-1/3/1.10 HPLGT 00:46:03 192.0.2.2
ge-1/3/3.10 HPLGT 00:46:03 192.0.2.3
ge-1/3/5.10 HPLGT 00:46:03 192.0.2.4
ge-1/3/7.10 HPLGT 00:46:03 192.0.2.5

Learning-Domain: vlan-id 20

Interface Option Uptime Neighbor addr
ge-1/3/1.20 HPLGT 00:46:03 192.0.2.12
ge-1/3/3.20 HPLGT 00:46:03 192.0.2.13
ge-1/3/5.20 HPLGT 00:46:03 192.0.2.14
ge-1/3/7.20 HPLGT 00:46:03 192.0.2.15

show pim snooping neighbors interface

user@host> show pim snooping neighbors interface ge-1/3/1.20
B = Bidirectional Capable, G = Generation Identifier,
H = Hello Option Holdtime, L = Hello Option LAN Prune Delay,
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P = Hello Option DR Priority, T = Tracking Bit

Instance: vpls1
Learning-Domain: vlan-id 10
Learning-Domain: vlan-id 20

Interface Option Uptime Neighbor addr
ge-1/3/1.20 HPLGT 00:48:04 192.0.2.12

show pim snooping neighbors vlan-id

user@host> show pim snooping neighbors vlan-id 10
B = Bidirectional Capable, G = Generation Identifier,
H = Hello Option Holdtime, L = Hello Option LAN Prune Delay,
P = Hello Option DR Priority, T = Tracking Bit

Instance: vpls1
Learning-Domain: vlan-id 10

Interface Option Uptime Neighbor addr
ge-1/3/1.10 HPLGT 00:49:12 192.0.2.2
ge-1/3/3.10 HPLGT 00:49:12 192.0.2.3
ge-1/3/5.10 HPLGT 00:49:12 192.0.2.4
ge-1/3/7.10 HPLGT 00:49:12 192.0.2.5
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show pim snooping statistics

Syntax show pim snooping statistics
<instance instance-name>
<interface interface-name>
<logical-system logical-system-name>
<vlan-id vlan-id>

Release Information Command introduced in Junos OS Release 12.3 for MX Series 3D Universal Edge devices.

Command introduced in Junos OS Release 13.2 for M Series Multiservice Edge devices.

Description Display Protocol Independent Multicast (PIM) snooping statistics.

Options none—Display PIM statistics.

instance instance-name—(Optional) Display statistics for a specific routing instance
enabled by Protocol Independent Multicast (PIM) snooping.

interface interface-name—(Optional) Display statistics about the specified interface for
PIM snooping.

logical-system logical-system-name—(Optional)Display informationaboutaparticular
logical system, or type ’all’.

vlan-id vlan-identifier—(Optional) Display PIM snooping statistics information for the

specified VLAN.

Required Privilege
Level

view

Related
Documentation

PIM Snooping for VPLS•

• clear pim snooping statistics on page 1313

List of Sample Output show pim snooping statistics on page 1361
show pim snooping statistics instance on page 1362
show pim snooping statistics interface on page 1363
show pim snooping statistics vlan-id on page 1363

Output Fields Table38onpage 1360 lists theoutput fields for theshowpimsnoopingstatisticscommand.

Output fields are listed in the approximate order in which they appear.

Table 38: show pim snooping statistics Output Fields

Level of OutputField DescriptionField Name

All levelsRouting instance for PIM snooping.Instance

All levelsLearning domain for PIM snooping.Learning-Domain
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Table 38: show pim snooping statistics Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsTotal number of transmitted join/prune packets.Tx J/Pmessages

All levelsTotal number of received join/prune packets.RX J/Pmessages

All levelsNumber of join/prune packets seen but not received on the upstream interface.Rx J/Pmessages --
seen

All levelsNumber of join/prune packets received on the downstream interface.Rx J/Pmessages --
received

All levelsTotal number of received hello packets.Rx Hellomessages

All levelsNumber of packets received with an unknown version number.Rx Version
Unknown

All levelsNumber of packets received from an unknown neighbor.Rx Neighbor
Unknown

All levelsNumber of packets received with unknown upstream neighbor information.Rx Upstream
Neighbor Unknown

All levelsNumber of packets received containing incorrect length information.Rx Bad Length

All levelsNumber of join/prune packets dropped while the router is busy.Rx J/P Busy Drop

All levelsNumber of join/prune packets received containing the aggregate group information.Rx J/P Group
Aggregate 0

All levelsNumber of malformed packets received.RxMalformed
Packet

All levelsNumber of packets received without the interface information.RxNoPIM Interface

All levelsNumber of packets received without upstream neighbor information.Rx No Upstream
Neighbor

All levelsNumber of hello packets received with unknown options.Rx UnknownHello
Option

Sample Output

show pim snooping statistics

user@host> show pim snooping statistics
Instance: vpls1
Learning-Domain: vlan-id 10

Tx J/P messages 0
RX J/P messages 8
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Rx J/P messages -- seen 0
Rx J/P messages -- received 8
Rx Hello messages 37
Rx Version Unknown 0
Rx Neighbor Unknown 0
Rx Upstream Neighbor Unknown 0
Rx Bad Length 0
Rx J/P Busy Drop 0
Rx J/P Group Aggregate 0
Rx Malformed Packet 0
Rx No PIM Interface 0
Rx No Upstream Neighbor 0
Rx Bad Length 0
Rx Neighbor Unknown 0
Rx Unknown Hello Option 0
Rx Malformed Packet 0

Learning-Domain: vlan-id 20

Tx J/P messages 0
RX J/P messages 2
Rx J/P messages -- seen 0
Rx J/P messages -- received 2
Rx Hello messages 39
Rx Version Unknown 0
Rx Neighbor Unknown 0
Rx Upstream Neighbor Unknown 0
Rx Bad Length 0
Rx J/P Busy Drop 0
Rx J/P Group Aggregate 0
Rx Malformed Packet 0
Rx No PIM Interface 0
Rx No Upstream Neighbor 0
Rx Bad Length 0
Rx Neighbor Unknown 0
Rx Unknown Hello Option 0
Rx Malformed Packet 0

show pim snooping statistics instance

user@host> show pim snooping statistics instance vpls1
Instance: vpls1
Learning-Domain: vlan-id 10

Tx J/P messages 0
RX J/P messages 9
Rx J/P messages -- seen 0
Rx J/P messages -- received 9
Rx Hello messages 45
Rx Version Unknown 0
Rx Neighbor Unknown 0
Rx Upstream Neighbor Unknown 0
Rx Bad Length 0
Rx J/P Busy Drop 0
Rx J/P Group Aggregate 0
Rx Malformed Packet 0
Rx No PIM Interface 0
Rx No Upstream Neighbor 0
Rx Bad Length 0
Rx Neighbor Unknown 0
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Rx Unknown Hello Option 0
Rx Malformed Packet 0

Learning-Domain: vlan-id 20

Tx J/P messages 0
RX J/P messages 3
Rx J/P messages -- seen 0
Rx J/P messages -- received 3
Rx Hello messages 47
Rx Version Unknown 0
Rx Neighbor Unknown 0
Rx Upstream Neighbor Unknown 0
Rx Bad Length 0
Rx J/P Busy Drop 0
Rx J/P Group Aggregate 0
Rx Malformed Packet 0
Rx No PIM Interface 0
Rx No Upstream Neighbor 0
Rx Bad Length 0
Rx Neighbor Unknown 0
Rx Unknown Hello Option 0
Rx Malformed Packet 0

show pim snooping statistics interface

user@host> show pim snooping statistics interface ge-1/3/1.20
Instance: vpls1
Learning-Domain: vlan-id 10
Learning-Domain: vlan-id 20

PIM Interface statistics for ge-1/3/1.20
Tx J/P messages 0
RX J/P messages 0
Rx J/P messages -- seen 0
Rx J/P messages -- received 0
Rx Hello messages 13
Rx Version Unknown 0
Rx Neighbor Unknown 0
Rx Upstream Neighbor Unknown 0
Rx Bad Length 0
Rx J/P Busy Drop 0
Rx J/P Group Aggregate 0
Rx Malformed Packet 0

show pim snooping statistics vlan-id

user@host> show pim snooping statistics vlan-id 10
Instance: vpls1
Learning-Domain: vlan-id 10

Tx J/P messages 0
RX J/P messages 11
Rx J/P messages -- seen 0
Rx J/P messages -- received 11
Rx Hello messages 64
Rx Version Unknown 0
Rx Neighbor Unknown 0
Rx Upstream Neighbor Unknown 0
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Rx Bad Length 0
Rx J/P Busy Drop 0
Rx J/P Group Aggregate 0
Rx Malformed Packet 0
Rx No PIM Interface 0
Rx No Upstream Neighbor 0
Rx Bad Length 0
Rx Neighbor Unknown 0
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show route

List of Syntax Syntax on page 1365

Syntax (EX Series Switches) on page 1365

Syntax show route
<all>
<destination-prefix>
<logical-system (all | logical-system-name)>
<private>
<te-ipv4-prefix-ip te-ipv4-prefix-ip>
<te-ipv4-prefix-node-ip te-ipv4-prefix-node-ip>
<te-ipv4-prefix-node-iso te-ipv4-prefix-node-iso>

Syntax (EX Series
Switches)

show route
<all>
<destination-prefix>
<private>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Option private introduced in Junos OS Release 9.5.

Option private introduced in Junos OS Release 9.5 for EX Series switches.

Command introduced in Junos OS Release 15.1R3 on MX Series routers for enhanced

subscriber management.

Option display-client-data introduced in Junos OS Release 16.2R1 on MX80, MX104,

MX240, MX480, MX960, MX2010, MX2020, vMX Series routers.

Options te-ipv4-prefix-ip, te-ipv4-prefix-node-ip, and te-ipv4-prefix-node-iso introduced

in Junos OS Release 17.2R1 on MX Series and PTX Series.

Description Display the active entries in the routing tables.

Options none—Display brief information about all active entries in the routing tables.

all—(Optional) Display information about all routing tables, including private, or internal,
routing tables.

destination-prefix—(Optional) Display active entries for the specified address or range
of addresses.

logical-system (all | logical-system-name)—(Optional) Perform this operation on all

logical systems or on a particular logical system.

private—(Optional) Display information only about all private, or internal, routing tables.

display-client-data—(Optional) Display client id and cookie information for routes
installed by the routing protocol process client applications.

te-ipv4-prefix-ip te-ipv4-prefix-ip—(Optional) Display IPv4 address of the
traffic-engineering prefix, without the mask length if present in the routing table.
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te-ipv4-prefix-node-ip te-ipv4-prefix-node-ip—(Optional)Displayall prefixes thathave
originated fromthe traffic-engineeringnode.Youcan filter IPv4nodeaddresses from

the traffic-engineered routes in the lsdist.0 table.

te-ipv4-prefix-node-iso te-ipv4-prefix-node-iso—(Optional) Display all prefixes that
have originated from the traffic-engineering node. You can filter IPv4 routeswith the

specified ISO circuit ID from the lsdist.0 table.

Required Privilege
Level

view

Related
Documentation

Understanding IS-IS Configuration•

• Example: Configuring IS-IS

• Examples: Configuring Internal BGP Peering

• Examples: Configuring External BGP Peering

• Examples: Configuring OSPF Routing Policy

• Verifying and Managing Junos OS Enhanced Subscriber Management

List of Sample Output show route on page 1369
show route (VPN) on page 1370
show route (with Destination Prefix) on page 1370
show route destination-prefix detail on page 1370
show route extensive on page 1370
show route extensive ( ECMP) on page 1371
show route extensive (Multipath Resolution) on page 1371
show route (Enhanced Subscriber Management) on page 1375
show route (IPv6 Flow Specification) on page 1376
show route display-client-data detail on page 1376
show route te-ipv4-prefix-ip on page 1377
show route te-ipv4-prefix-ip extensive on page 1377
show route te-ipv4-prefix-node-iso on page 1380
show route te-ipv4-prefix-node-iso extensive on page 1380
show route te-ipv4-prefix-node-iso detail on page 1383

Output Fields Table 39 on page 1366 describes the output fields for the show route command. Output

fields are listed in the approximate order in which they appear.

Table 39: show route Output Fields

Field DescriptionField Name

Name of the routing table (for example, inet.0).routing-table-name

Number of destinations for which there are routes in the routing table.number destinations
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Table 39: show route Output Fields (continued)

Field DescriptionField Name

Number of routes in the routing table and total number of routes in the following states:

• active (routes that are active).

• holddown (routes that are in the pending state before being declared inactive). A holddown route
was once the active route and is no longer the active route. The route is in the holddown state
because a protocol still has interest in the route, meaning that the interest bit is set. A protocol
might have its interest bit set on the previously active route because the protocol is still advertising
the route. The route will be deleted after all protocols withdraw their advertisement of the route
and remove their interest bit. A persistent holddown state oftenmeans that the interested protocol
is not releasing its interest bit properly.

However, if you have configured advertisement of multiple routes (with the add-path or
advertise-inactive statement), the holddown bit is most likely set because BGP is advertising the
route as an active route. In this case, you can ignore the holddown state because nothing is wrong.

• hidden (routes that are not used because of a routing policy).

number routes

Routedestination (for example:10.0.0.1/24). Sometimes the route information is presented inanother
format, such as:

• MPLS-label (for example, 80001).

• interface-name (for example, ge-1/0/2).

• neighbor-address:control-word-status:encapsulationtype:vc-id :source (Layer2circuitonly. Forexample,
10.1.1.195:NoCtrlWord:1:1:Local/96):

• neighbor-address—Address of the neighbor.

• control-word-status—Whether the use of the control word has been negotiated for this virtual
circuit: NoCtrlWord or CtrlWord.

• encapsulation type—Type of encapsulation, represented by a number: (1) Frame Relay DLCI, (2)
ATM AAL5 VCC transport, (3) ATM transparent cell transport, (4) Ethernet, (5) VLAN Ethernet,
(6) HDLC, (7) PPP, (8) ATM VCC cell transport, (10) ATM VPC cell transport.

• vc-id—Virtual circuit identifier.

• source—Source of the advertisement: Local or Remote.

destination-prefix

Protocol fromwhich the route was learned and the preference value for the route.

• +—A plus sign indicates the active route, which is the route installed from the routing table into the
forwarding table.

• -—A hyphen indicates the last active route.

• *—Anasterisk indicates that the route is both the active and the last active route. An asterisk before
a to line indicates the best subpath to the route.

In every routing metric except for the BGP LocalPref attribute, a lesser value is preferred. In order to
use common comparison routines, Junos OS stores the 1's complement of the LocalPref value in the
Preference2 field. For example, if the LocalPref value for Route 1 is 100, the Preference2 value is -101.
If the LocalPref value for Route 2 is 155, the Preference2 value is -156. Route 2 is preferred because it
has a higher LocalPref value and a lower Preference2 value.

[ protocol, preference ]

How long the route been known (for example, 2w4d 13:11:14, or 2 weeks, 4 days, 13 hours, 11 minutes,
and 14 seconds).

weeks:days
hours:minutes:seconds

Cost value of the indicated route. For routes within an AS, the cost is determined by the IGP and the
individualprotocolmetrics. For external routes, destinations, or routingdomains, thecost isdetermined
by a preference value.

metric
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Table 39: show route Output Fields (continued)

Field DescriptionField Name

Local preference value included in the route.localpref

Interface fromwhich the route was received.from

AS path through which the route was learned. The letters at the end of the AS path indicate the path
origin, providing an indication of the state of the route at the point at which the AS path originated:

• I—IGP.

• E—EGP.

• ?—Incomplete; typically, the AS path was aggregated.

When AS path numbers are included in the route, the format is as follows:

• [ ]—Brackets enclose the local ASnumber associatedwith theASpath ifmore thanoneASnumber
is configured on the routing device, or if AS path prepending is configured.

• { }—Braces enclose AS sets, which are groups of AS numbers in which the order does not matter.
A set commonly results from route aggregation. The numbers in each AS set are displayed in
ascending order.

• ( )—Parentheses enclose a confederation.

• ( [ ] )—Parentheses and brackets enclose a confederation set.

NOTE: In Junos OS Release 10.3 and later, the AS path field displays an unrecognized attribute and
associatedhexadecimal value if BGP receivesattribute 128 (attribute set) andyouhavenot configured
an independent domain in any routing instance.

AS path

Extended next-hop encoding capability enabled for the specified BGP community for routing IPv4
traffic over IPv6 tunnels. When BGP receives routes without the tunnel community, IPv4-0ver IPv6
tunnels are not created and BGP routes are resolved without encapsulation.

encapsulated

Stack of labels carried in the BGP route update.Route Labels

(BGP-learned routes) Validation status of the route:

• Invalid—Indicates that the prefix is found, but either the corresponding AS received from the EBGP
peer is not the AS that appears in the database, or the prefix length in the BGP update message is
longer than themaximum length permitted in the database.

• Unknown—Indicates that the prefix is not among the prefixes or prefix ranges in the database.

• Unverified—Indicates that theoriginof theprefix is not verifiedagainst thedatabase.This isbecause
the database got populated and the validation is not called for in the BGP import policy, although
origin validation is enabled, or the origin validation is not enabled for the BGP peers.

• Valid—Indicates that the prefix and autonomous system pair are found in the database.

validation-state

Next hop to the destination. An angle bracket (>) indicates that the route is the selected route.

If the destination is Discard, traffic is dropped.

to
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Table 39: show route Output Fields (continued)

Field DescriptionField Name

Interface used to reach the next hop. If there is more than one interface available to the next hop, the
interface that is actually used is followedby thewordSelected. This field canalso contain the following
information:

• Weight—Value used to distinguish primary, secondary, and fast reroute backup routes. Weight
information is availablewhenMPLS label-switchedpath (LSP) linkprotection, node-linkprotection,
or fast reroute is enabled, orwhen the standby state is enabled for secondary paths. A lowerweight
value is preferred. Among routes with the same weight value, load balancing is possible.

• Balance—Balance coefficient indicating how traffic of unequal cost is distributed among next hops
when a routing device is performing unequal-cost load balancing. This information is available
when you enable BGPmultipath load balancing.

• lsp-path-name—Name of the LSP used to reach the next hop.

• label-action—MPLS label andoperation occurring at the next hop. Theoperation canbepop (where
a label is removed fromthe topof the stack),push (whereanother label is added to the label stack),
or swap (where a label is replaced by another label). For VPNs, expect to seemultiple push
operations, corresponding to the inner and outer labels required for VPN routes (in the case of a
direct PE-to-PE connection, the VPN route would have the inner label push only).

via

(Enhanced subscriber management for MX Series routers) Indicates that an access-internal route is
managed by enhanced subscriber management. By contrast, access-internal routes notmanaged
by enhanced subscriber management are displayed with associated next-hop andmedia access
control (MAC) address information.

Private unicast

Distribution of the load based on the underlying operational interface bandwidth for equal-cost
multipaths (ECMP) across the nexthop gateways in percentages.

balance

Sample Output

show route

user@host> show route
inet.0: 11 destinations, 12 routes (11 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

1:65500:1:10.0.0.20/240               
                   *[MVPN/70] 19:53:41, metric2 1
                      Indirect
1:65500:1:10.0.0.40/240               
                   *[BGP/170] 19:53:29, localpref 100, from 10.0.0.30
                      AS path: I
                    > to 10.0.24.4 via lt-0/3/0.24, label-switched-path toD
                    [BGP/170] 19:53:26, localpref 100, from 10.0.0.33
                      AS path: I
                    > to 10.0.24.4 via lt-0/3/0.24, label-switched-path toD
1:65500:1:10.0.0.60/240               
                   *[BGP/170] 19:53:29, localpref 100, from 10.0.0.30
                      AS path: I
                    > to 10.0.28.8 via lt-0/3/0.28, label-switched-path toF
                    [BGP/170] 19:53:25, localpref 100, from 10.0.0.33
                      AS path: I
                    > to 10.0.28.8 via lt-0/3/0.28, label-switched-path toF
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show route (VPN)

The following sample output shows aVPN routewith composite next hops enabled. The

first Push operation corresponds to the outer label. The second Push operation

corresponds to the inner label.

user@host> show route 192.0.2.0

13979:665001.inet.0: 871 destinations, 3556 routes (871 active, 0 holddown, 0 
hidden)
+ = Active Route, - = Last Active, * = Both

192.0.2.0/24        [BGP/170] 00:28:32, localpref 100, from 10.9.9.160
                      AS path: 13980 ?, validation-state: unverified
                    > to 10.100.0.42 via ae2.0, Push 16, Push 300368(top)
                    [BGP/170] 00:28:28, localpref 100, from 10.9.9.169
                      AS path: 13980 ?, validation-state: unverified
                    > to 10.100.0.42 via ae2.0, Push 126016, Push 300368(top)
                   #[Multipath/255] 00:28:28, metric2 102
                    > to 10.100.0.42 via ae2.0, Push 16, Push 300368(top)
                      to 10.100.0.42 via ae2.0, Push 16, Push 300368(top)

show route (with Destination Prefix)

user@host> show route 172.16.0.0/12

inet.0: 10 destinations, 10 routes (9 active, 0 holddown, 1 hidden)
+ = Active Route, - = Last Active, * = Both

172.16.0.0/12      *[Static/5] 2w4d 12:54:27
                    > to 192.168.167.254 via fxp0.0

show route destination-prefix detail

user@host> show route 198.51.100.0 detail

inet.0: 15 destinations, 20 routes (15 active, 0 holddown, 0 hidden)
198.51.100.0/24 (2 entries, 2 announced)
        *BGP    Preference: 170/-101
         ...
         BGP-Static Preference: 4294967292
               Next hop type: Discard
                 Address: 0x9041ae4
                 Next-hop reference count: 2
                 State: <NoReadvrt Int Ext AlwaysFlash>
        Inactive reason: Route Preference
        Local AS:   200
        Age: 4d 1:40:40
        Validation State: unverified
        Task: RT
        Announcement bits (1): 2-BGP_RT_Background
        AS path: 4 5 6 I  

show route extensive

user@host> show route extensive
v1.mvpn.0: 5 destinations, 8 routes (5 active, 1 holddown, 0 hidden)
1:65500:1:10.0.0.40/240 (1 entry, 1 announced)
    *BGP   Preference: 170/-101
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           PMSI: Flags 0x0: Label[0:0:0]: PIM-SM: Sender 10.0.0.40 Group 
203.0.113.1
           Next hop type: Indirect
           Address: 0x92455b8
           Next-hop reference count: 2
           Source: 10.0.0.30
           Protocol next hop: 10.0.0.40
           Indirect next hop: 2 no-forward
           State: <Active Int Ext>
                     Local AS: 64510 Peer AS: 64511
           Age: 3  Metric2: 1
          Validation State: unverified
           Task: BGP_64510.10.0.0.30+179
           Announcement bits (2): 0-PIM.v1 1-mvpn global task
           AS path: I (Originator) Cluster list:  10.0.0.30
           AS path:  Originator ID: 10.0.0.40
           Communities: target:64502:100 encapsulation:0L:14           Import 
Accepted
           Localpref: 100
           Router ID: 10.0.0.30
           Primary Routing Table bgp.mvpn.0
           Indirect next hops: 1
                Protocol next hop: 10.0.0.40 Metric: 1
                Indirect next hop: 2 no-forward
                Indirect path forwarding next hops: 1
                      Next hop type: Router
                      Next hop: 10.0.24.4 via lt-0/3/0.24 weight 0x1
                10.0.0.40/32 Originating RIB: inet.3
                      Metric: 1                       Node path count: 1
                      Forwarding nexthops: 1
                         Nexthop: 10.0.24.4 via lt-0/3/0.24

show route extensive ( ECMP)

user@host> show route extensive
*IS-IS Preference: 15
                Level: 1
                Next hop type: Router, Next hop index: 1048577
                Address: 0xXXXXXXXXXX
                Next-hop reference count: YY 
                Next hop: 172.16.50.2 via ae1.0 balance 43%, selected
                Session Id: 0x141
                Next hop: 192.0.2.2 via ae0.0 balance 57%

show route extensive (Multipath Resolution)

user@host> show route extensive
inet.0: 37 destinations, 37 routes (36 active, 0 holddown, 1 hidden)
10.1.1.2/32 (1 entry, 1 announced)
TSI:
KRT in-kernel 10.1.1.2/32 -> {indirect(1048574)}
        *Static Preference: 5
                Next hop type: Indirect, Next hop index: 0
                Address: 0xb39d1b0
                Next-hop reference count: 2
                Next hop type: Router, Next hop index: 581
                Next hop: 12.1.1.2 via ge-2/0/1.0, selected
                Session Id: 0x144
                Next hop: 13.1.1.2 via ge-2/0/2.0, selected
                Session Id: 0x145
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                Protocol next hop: 10.1.1.1
                Indirect next hop: 0xb2b20f0 1048574 INH Session ID: 0x143
                State: <Active Int Ext>
                Age: 2:53  Metric2: 0
                Validation State: unverified
                Task: RT
                Announcement bits (2): 0-KRT 2-Resolve tree 1
                AS path: I
                Indirect next hops: 1
                        Protocol next hop: 10.1.1.1
                        Indirect next hop: 0xb2b20f0 1048574 INH Session ID: 0x143

                        Indirect path forwarding next hops: 2
                                Next hop type: Router
                                Next hop: 12.1.1.2 via ge-2/0/1.0
                                Session Id: 0x144
                                Next hop: 13.1.1.2 via ge-2/0/2.0
                                Session Id: 0x145
                     10.1.1.1/32 Originating RIB: inet.0
                        Node path count: 1
                          Node flags: 1
                        Forwarding nexthops: 2 (Merged)
                        Nexthop: 12.1.1.2 via ge-2/0/1.0 
                         Nexthop: 13.1.1.2 via ge-2/0/2.0  

user@host> show route active-path extensive
user@host> show route 141.1.1.1 active-path extensive

inet.0: 1000061 destinations, 1000082 routes (1000061 active, 0 holddown, 0 hidden)
141.1.1.1/32 (1 entry, 1 announced)
TSI:
KRT in-kernel 141.1.1.1/32 -> {indirect(1051215)}
unicast reverse-path: 0
[ae0.0 ae1.0]
Page 0 idx 0, (group Internet-IPv4 type External) Type 1 val 0xbb2e53d8 (adv_entry)
Advertised metrics:
Nexthop: Self
AS path: [500] 410 I
Communities:
Path 141.1.1.1 from 50.0.0.11 Vector len 4. Val: 0
*BGP Preference: 170/-101
Next hop type: Indirect, Next hop index: 0
Address: 0x2e9aacdc
Next-hop reference count: 500000
Source: 50.0.0.11
Next hop type: Router, Next hop index: 0
Next hop: 50.0.12.2 via ae0.0 weight 0x1
Label operation: Push 3851, Push 25, Push 20(top)
Label TTL action: prop-ttl, prop-ttl, prop-ttl(top)
Load balance label: Label 3851: None; Label 25: None; Label 20: None;
Label element ptr: 0xb5dc1780
Label parent element ptr: 0x18d48080
Label element references: 2
Label element child references: 0
Label element lsp id: 0
Session Id: 0x0
Next hop: 50.0.12.2 via ae0.0 weight 0x1
Label operation: Push 3851, Push 25, Push 22(top)
Label TTL action: prop-ttl, prop-ttl, prop-ttl(top)
Load balance label: Label 3851: None; Label 25: None; Label 22: None;
Label element ptr: 0xb5dc1700
Label parent element ptr: 0x18d41000
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Label element references: 2
Label element child references: 0
Label element lsp id: 0
Session Id: 0x0
Next hop: 50.0.12.2 via ae0.0 weight 0x1
Label operation: Push 3851, Push 24, Push 48(top)
Label TTL action: prop-ttl, prop-ttl, prop-ttl(top)
Load balance label: Label 3851: None; Label 24: None; Label 48: None;
Label element ptr: 0x18d40800
Label parent element ptr: 0x18d49780
Label element references: 3
Label element child references: 0
Label element lsp id: 0
Session Id: 0x0
Next hop: 50.0.12.2 via ae0.0 weight 0x1
Label operation: Push 3851, Push 24, Push 49(top)
Label TTL action: prop-ttl, prop-ttl, prop-ttl(top)
Load balance label: Label 3851: None; Label 24: None; Label 49: None;
Label element ptr: 0xb5dc1680
Label parent element ptr: 0x18d48f00
Label element references: 2
Label element child references: 0
Label element lsp id: 0
Session Id: 0x0
Next hop: 50.0.13.3 via ae1.0 weight 0x1
Label operation: Push 3851, Push 25, Push 21(top)
Label TTL action: prop-ttl, prop-ttl, prop-ttl(top)
Load balance label: Label 3851: None; Label 25: None; Label 21: None;
Label element ptr: 0xb5dc1600
Label parent element ptr: 0x18d44d80
Label element references: 2
Label element child references: 0
Label element lsp id: 0
Session Id: 0x0
Next hop: 50.0.13.3 via ae1.0 weight 0x1
Label operation: Push 3851, Push 25, Push 25(top)
Label TTL action: prop-ttl, prop-ttl, prop-ttl(top)
Load balance label: Label 3851: None; Label 25: None; Label 25: None;
Label element ptr: 0xb5dc1580
Label parent element ptr: 0x18d3da80
Label element references: 2
Label element child references: 0
Label element lsp id: 0
Session Id: 0x0
Next hop: 50.0.13.3 via ae1.0 weight 0x1, selected
Label operation: Push 3851, Push 24, Push 68(top)
Label TTL action: prop-ttl, prop-ttl, prop-ttl(top)
Load balance label: Label 3851: None; Label 24: None; Label 68: None;
Label element ptr: 0x18d41500
Label parent element ptr: 0x18d49000
Label element references: 3
Label element child references: 0
Label element lsp id: 0
Session Id: 0x0
Next hop: 50.0.13.3 via ae1.0 weight 0x1
Label operation: Push 3851, Push 24, Push 69(top)
Label TTL action: prop-ttl, prop-ttl, prop-ttl(top)
Load balance label: Label 3851: None; Label 24: None; Label 69: None;
Label element ptr: 0xb5dc1500
Label parent element ptr: 0x18d48300
Label element references: 2
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Label element child references: 0
Label element lsp id: 0
Session Id: 0x0
Protocol next hop: 50.0.0.11
Label operation: Push 3851
Label TTL action: prop-ttl
Load balance label: Label 3851: None;
Indirect next hop: 0x1883e200 1051215 INH Session ID: 0xb0d
State:
Local AS: 500 Peer AS: 500
Age: 1:40:03 Metric2: 2
Validation State: unverified
Task: BGP_500.50.0.0.11
Announcement bits (5): 0-KRT 8-KRT 9-BGP_RT_Background 10-Resolve tree 5 11-Resolve
 tree 8
AS path: 410 I
Accepted
Route Label: 3851
Localpref: 100
Router ID: 50.0.0.11
Indirect next hops: 1
Protocol next hop: 50.0.0.11 Metric: 2
Label operation: Push 3851
Label TTL action: prop-ttl
Load balance label: Label 3851: None;
Indirect next hop: 0x1883e200 1051215 INH Session ID: 0xb0d
Indirect path forwarding next hops (Merged): 8
Next hop type: Router
Next hop: 50.0.12.2 via ae0.0 weight 0x1
Session Id: 0x0
Next hop: 50.0.12.2 via ae0.0 weight 0x1
Session Id: 0x0
Next hop: 50.0.12.2 via ae0.0 weight 0x1
Session Id: 0x0
Next hop: 50.0.12.2 via ae0.0 weight 0x1
Session Id: 0x0
Next hop: 50.0.13.3 via ae1.0 weight 0x1
Session Id: 0x0
Next hop: 50.0.13.3 via ae1.0 weight 0x1
Session Id: 0x0
Next hop: 50.0.13.3 via ae1.0 weight 0x1
Session Id: 0x0
Next hop: 50.0.13.3 via ae1.0 weight 0x1
Session Id: 0x0
50.0.0.11/32 Originating RIB: inet.3
Metric: 1 Node path count: 4
Node flags: 1
Indirect nexthops: 4
Protocol Nexthop: 50.0.0.4 Metric: 1 Push 24
Indirect nexthop: 0x1880f200 1048597 INH Session ID: 0xb0c
Path forwarding nexthops link: 0x36120400
Path inh link: 0x0
Indirect path forwarding nexthops: 2
Nexthop: 50.0.12.2 via ae0.0
Session Id: 0
Nexthop: 50.0.13.3 via ae1.0
Session Id: 0
50.0.0.4/32 Originating RIB: inet.3
Metric: 1 Node path count: 1
Forwarding nexthops: 2
Nexthop: 50.0.12.2 via ae0.0
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Session Id: 0
Nexthop: 50.0.13.3 via ae1.0
Session Id: 0
Protocol Nexthop: 50.0.0.5 Metric: 1 Push 24
Indirect nexthop: 0x18810000 1048596 INH Session ID: 0xb0b
Path forwarding nexthops link: 0x1545be00
Path inh link: 0x0
Indirect path forwarding nexthops: 2
Nexthop: 50.0.12.2 via ae0.0
Session Id: 0
Nexthop: 50.0.13.3 via ae1.0
Session Id: 0
50.0.0.5/32 Originating RIB: inet.3
Metric: 1 Node path count: 1
Forwarding nexthops: 2
Nexthop: 50.0.12.2 via ae0.0
Session Id: 0
Nexthop: 50.0.13.3 via ae1.0
Session Id: 0
Protocol Nexthop: 50.0.0.6 Metric: 1 Push 25
Indirect nexthop: 0x1880e600 1048588 INH Session ID: 0xb0a
Path forwarding nexthops link: 0x3611f440
Path inh link: 0x0
Indirect path forwarding nexthops: 2
Nexthop: 50.0.12.2 via ae0.0
Session Id: 0
Nexthop: 50.0.13.3 via ae1.0
Session Id: 0
50.0.0.6/32 Originating RIB: inet.3
Metric: 1 Node path count: 1
Forwarding nexthops: 2
Nexthop: 50.0.12.2 via ae0.0
Session Id: 0
Nexthop: 50.0.13.3 via ae1.0
Session Id: 0
Protocol Nexthop: 50.0.0.7 Metric: 1 Push 25
Indirect nexthop: 0x1880dc00 1048586 INH Session ID: 0xb09
Path forwarding nexthops link: 0x15466d80
Path inh link: 0x0
Indirect path forwarding nexthops: 2
Nexthop: 50.0.12.2 via ae0.0
Session Id: 0
Nexthop: 50.0.13.3 via ae1.0
Session Id: 0
50.0.0.7/32 Originating RIB: inet.3
Metric: 1 Node path count: 1
Forwarding nexthops: 2
Nexthop: 50.0.12.2 via ae0.0
Session Id: 0
Nexthop: 50.0.13.3 via ae1.0
Session Id: 0

show route (Enhanced Subscriber Management)

user@host> show route
inet.0: 41 destinations, 41 routes (40 active, 0 holddown, 1 hidden)
+ = Active Route, - = Last Active, * = Both

198.51.100.11/24    *[Access-internal/12] 00:00:08
                > to #0 10.0.0.1.93.65 via demux0.1073741824
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198.51.100.12/24    *[Access-internal/12] 00:00:08
                Private unicast

show route (IPv6 Flow Specification)

user@host> show route
inet6.0: 6 destinations, 6 routes (6 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

2001:db8::10:255:185:19/128
                   *[Direct/0] 05:11:27
                    > via lo0.0
2001:db8::11:11:11:0/120
                   *[BGP/170] 00:28:58, localpref 100
                      AS path: 2000 I, validation-state: unverified
                    > to 2001:db8::13:14:2:2 via ge-1/1/4.0
2001:db8::13:14:2:0/120*[Direct/0] 00:45:07
                    > via ge-1/1/4.0
2001:db8::13:14:2:1/128*[Local/0] 00:45:18
                      Local via ge-1/1/4.0
fe80::2a0:a50f:fc71:71d5/128
                   *[Direct/0] 05:11:27
                    > via lo0.0
fe80::5e5e:abff:feb0:933e/128
                   *[Local/0] 00:45:18
                      Local via ge-1/1/4.0

inet6flow.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

2001:db8::11:11:11:10/128,*,proto=6,dstport=80,srcport=65535/term:1            
                   *[BGP/170] 00:28:58, localpref 100, from 2001:db8::13:14:2:2
                      AS path: 2000 I, validation-state: unverified
                      Fictitious
2001:db8::11:11:11:30/128,*,icmp6-type=128,len=100,dscp=10/term:2            
                   *[BGP/170] 00:20:54, localpref 100, from 2001:db8::13:14:2:2
                      AS path: 2000 I, validation-state: unverified
                      Fictitious

show route display-client-data detail

user@host> show route 198.51.100.0/24 display-client-data detail
inet.0: 59 destinations, 70 routes (59 active, 0 holddown, 0 hidden)
198.51.100.0/24 (1 entry, 1 announced)
        State: <FlashAll>
        *BGP-Static Preference: 5/-101
                Next hop type: Indirect, Next hop index: 0
                Address: 0xa5c2af8
                Next-hop reference count: 2
                Next hop type: Router, Next hop index: 1641
                Next hop: 192.0.2.1 via ge-2/1/1.0, selected
                Session Id: 0x160
                Protocol next hop: 192.0.2.1
                Indirect next hop: 0xa732cb0 1048621 INH Session ID: 0x17e
                State: <Active Int Ext AlwaysFlash NSR-incapable Programmed>
                Age: 3:13       Metric2: 0
                Validation State: unverified
                Announcement bits (3): 0-KRT 5-LDP 6-Resolve tree 3
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                AS path: I
                Client id: 1, Cookie: 1

show route te-ipv4-prefix-ip

user@host> show route te-ipv4-prefix-ip 10.10.10.10
lsdist.0: 283 destinations, 283 routes (283 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:10.10.10.10/32 } ISIS-L1:0
 }/1152              
                   *[IS-IS/15] 00:01:01
                      Fictitious
PREFIX { Node { AS:100 ISO:0100.0101.0101.00 } { IPv4:10.10.10.10/32 } ISIS-L2:0
 }/1152              
                   *[IS-IS/18] 00:01:01
                      Fictitious
PREFIX { Node { AS:100 ISO:0100.0202.0202.00 } { IPv4:10.10.10.10/32 } ISIS-L2:0
 }/1152              
                   *[IS-IS/18] 00:01:01
                      Fictitious
PREFIX { Node { AS:100 ISO:0100.0303.0303.00 } { IPv4:10.10.10.10/32 } ISIS-L2:0
 }/1152              
                   *[IS-IS/18] 00:01:01
                      Fictitious
PREFIX { Node { AS:100 ISO:0100.0404.0404.00 } { IPv4:10.10.10.10/32 } ISIS-L2:0
 }/1152              
                   *[IS-IS/18] 00:01:01
                      Fictitious
PREFIX { Node { AS:100 ISO:0100.0505.0505.00 } { IPv4:10.10.10.10/32 } ISIS-L2:0
 }/1152              
                   *[IS-IS/18] 00:01:01
                      Fictitious
PREFIX { Node { AS:100 ISO:0100.0606.0606.00 } { IPv4:10.10.10.10/32 } ISIS-L2:0
 }/1152              
                   *[IS-IS/18] 00:01:01
                      Fictitious
PREFIX { Node { AS:100 ISO:0100.0707.0707.00 } { IPv4:10.10.10.10/32 } ISIS-L2:0
 }/1152              
                   *[IS-IS/18] 00:01:01
                      Fictitious
PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:10.10.10.10/32 } ISIS-L2:0
 }/1152              
                   *[IS-IS/18] 00:01:01
                      Fictitious

show route te-ipv4-prefix-ip extensive

user@host>show route te-ipv4-prefix-ip 10.10.10.10 extensive
lsdist.0: 298 destinations, 298 routes (298 active, 0 holddown, 0 hidden)
        *IS-IS  Preference: 15
                Level: 1
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 298
                Next hop: 
                State:<Active NotInstall>
                Local AS:   100
                Age: 7:58

1377Copyright © 2018, Juniper Networks, Inc.

Chapter 46: Operational Commands



                Validation State: unverified
                Task: IS-IS
                AS path: I
                Prefix SID: 1000, Flags: 0x40, Algo: 0

PREFIX { Node { AS:100 ISO:0100.0101.0101.00 } { IPv4:10.10.10.10/32 } ISIS-L2:0
 }/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
                Level: 2
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 298
                Next hop: 
       State: <Active NotInstall
       Local AS:   100 
                Age: 7:58 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1000, Flags: 0xe0, Algo: 0>

PREFIX { Node { AS:100 ISO:0100.0202.0202.00 } { IPv4:10.10.10.10/32 } ISIS-L2:0
 }/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
                Level: 2
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 298
                Next hop: 
                State: <Active NotInstall>
       Local AS:   100 
                Age: 7:58 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1000, Flags: 0xe0, Algo: 0

PREFIX { Node { AS:100 ISO:0100.0303.0303.00 } { IPv4:10.10.10.10/32 } ISIS-L2:0
 }/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
                Level: 2
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 298
                Next hop: 
                State: <Active NotInstall>
                Local AS:   100 
                Age: 7:58 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1000, Flags: 0xe0, Algo: 0

PREFIX { Node { AS:100 ISO:0100.0404.0404.00 } { IPv4:10.10.10.10/32 } ISIS-L2:0
 }/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
                Level: 2
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 298
                Next hop: 
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                State: <Active NotInstall>
                Local AS:   100 
                Age: 7:58 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1000, Flags: 0xe0, Algo: 0

PREFIX { Node { AS:100 ISO:0100.0505.0505.00 } { IPv4:10.10.10.10/32 } ISIS-L2:0
 }/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
                Level: 2
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 298
                Next hop: 
                State: <Active NotInstall>
                Local AS:   100 
                Age: 7:58 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1000, Flags: 0xe0, Algo: 0

PREFIX { Node { AS:100 ISO:0100.0606.0606.00 } { IPv4:10.10.10.10/32 } ISIS-L2:0
 }/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
                Level: 2
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 298
                Next hop: 
                State: <Active NotInstall>
                Local AS:   100 
                Age: 7:58 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1000, Flags: 0xe0, Algo: 0

PREFIX { Node { AS:100 ISO:0100.0707.0707.00 } { IPv4:10.10.10.10/32 } ISIS-L2:0
 }/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
                Level: 2
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 298
                Next hop: 
                State: <Active NotInstall>
                Local AS:   100 
                Age: 7:58 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1000, Flags: 0xe0, Algo: 0

PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:10.10.10.10/32 } ISIS-L2:0
 }/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
                Level: 2
                Next hop type: Fictitious, Next hop index: 0
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                Address: 0xa1a2ac4
                Next-hop reference count: 298
                Next hop: 
                State: <Active NotInstall>
                Local AS:   100 
                Age: 7:58 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1000, Flags: 0x40, Algo: 0

show route te-ipv4-prefix-node-iso

user@host> show route te-ipv4-prefix-node-iso 0100.0a0a.0a0a.00
lsdist.0: 283 destinations, 283 routes (283 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:10.10.10.10/32 } ISIS-L1:0
 }/1152              
                   *[IS-IS/15] 00:05:20
                      Fictitious
PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:1.1.1.1/32 } ISIS-L2:0 
}/1152              
                   *[IS-IS/18] 00:05:20
                      Fictitious
PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:2.2.2.2/32 } ISIS-L2:0 
}/1152              
                   *[IS-IS/18] 00:05:20
                      Fictitious
PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:3.3.3.3/32 } ISIS-L2:0 
}/1152              
                   *[IS-IS/18] 00:05:20
                      Fictitious
PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:4.4.4.4/32 } ISIS-L2:0 
}/1152              
                   *[IS-IS/18] 00:05:20
                      Fictitious
PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:5.5.5.5/32 } ISIS-L2:0 
}/1152              
                   *[IS-IS/18] 00:05:20
                      Fictitious
PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:6.6.6.6/32 } ISIS-L2:0 
}/1152              
                   *[IS-IS/18] 00:05:20
                      Fictitious
PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:7.7.7.7/32 } ISIS-L2:0 
}/1152              
                   *[IS-IS/18] 00:05:20
                      Fictitious
PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:10.10.10.10/32 } ISIS-L2:0
 }/1152              
                   *[IS-IS/18] 00:05:20
                      Fictitious

show route te-ipv4-prefix-node-iso extensive

user@host> show route te-ipv4-prefix-node-iso 0100.0a0a.0a0a.00 extensive
lsdist.0: 283 destinations, 283 routes (283 active, 0 holddown, 0 hidden)
PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:10.10.10.10/32 } ISIS-L1:0
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 }/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 15
                Level: 1
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 283
                Next hop: 
                State: <Active NotInstall>
                Local AS:   100 
                Age: 6:47 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1000, Flags: 0x40, Algo: 0

PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:1.1.1.1/32 } ISIS-L2:0 
}/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
                Level: 2
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 283
                Next hop: 
                State: <Active NotInstall>
                Local AS:   100 
                Age: 6:47 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1001, Flags: 0xe0, Algo: 0

PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:2.2.2.2/32 } ISIS-L2:0 
}/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
                Level: 2
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 283
                Next hop: 
                State: <Active NotInstall>
                Local AS:   100 
                Age: 6:47 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1002, Flags: 0xe0, Algo: 0

PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:3.3.3.3/32 } ISIS-L2:0 
}/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
                Level: 2
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 283
                Next hop: 
                State: <Active NotInstall>
                Local AS:   100 
                Age: 6:47 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
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                Prefix SID: 1003, Flags: 0xe0, Algo: 0

PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:4.4.4.4/32 } ISIS-L2:0 
}/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
                Level: 2
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 283
                Next hop: 
                State: <Active NotInstall>
                Local AS:   100 
                Age: 6:47 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1004, Flags: 0xe0, Algo: 0

PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:5.5.5.5/32 } ISIS-L2:0 
}/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
                Level: 2
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 283
                Next hop: 
                State: <Active NotInstall>
                Local AS:   100 
                Age: 6:47 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1005, Flags: 0xe0, Algo: 0

PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:6.6.6.6/32 } ISIS-L2:0 
}/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
                Level: 2
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 283
                Next hop: 
                State: <Active NotInstall>
                Local AS:   100 
                Age: 6:47 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1006, Flags: 0xe0, Algo: 0

PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:7.7.7.7/32 } ISIS-L2:0 
}/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
                Level: 2
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 283
                Next hop: 
                State: <Active NotInstall>
                Local AS:   100 
                Age: 6:47 
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                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1007, Flags: 0xe0, Algo: 0

PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:10.10.10.10/32 } ISIS-L2:0
 }/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
                Level: 2
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 283
                Next hop: 
                State: <Active NotInstall>
                Local AS:   100 
                Age: 6:47 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1000, Flags: 0x40, Algo: 0

show route te-ipv4-prefix-node-iso detail

user@host> show route te-ipv4-prefix-node-iso 0100.0a0a.0a0a.00 detail
lsdist.0: 283 destinations, 283 routes (283 active, 0 holddown, 0 hidden)
PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:10.10.10.10/32 } ISIS-L1:0
 }/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 15
                Level: 1
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 283
                Next hop: 
                State: <Active NotInstall>
                Local AS:   100 
                Age: 6:54 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1000, Flags: 0x40, Algo: 0

PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:1.1.1.1/32 } ISIS-L2:0 
}/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
                Level: 2
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 283
                Next hop: 
                State: <Active NotInstall>
                Local AS:   100 
                Age: 6:54 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1001, Flags: 0xe0, Algo: 0

PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:2.2.2.2/32 } ISIS-L2:0 
}/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
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                Level: 2
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 283
                Next hop: 
                State: <Active NotInstall>
                Local AS:   100 
                Age: 6:54 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1002, Flags: 0xe0, Algo: 0

PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:3.3.3.3/32 } ISIS-L2:0 
}/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
                Level: 2
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 283
                Next hop: 
                State: <Active NotInstall>
                Local AS:   100 
                Age: 6:54 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1003, Flags: 0xe0, Algo: 0

PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:4.4.4.4/32 } ISIS-L2:0 
}/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
                Level: 2
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 283
                Next hop: 
                State: <Active NotInstall>
                Local AS:   100 
                Age: 6:54 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1004, Flags: 0xe0, Algo: 0

PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:5.5.5.5/32 } ISIS-L2:0 
}/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
                Level: 2
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 283
                Next hop: 
                State: <Active NotInstall>
                Local AS:   100 
                Age: 6:54 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1005, Flags: 0xe0, Algo: 0
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PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:6.6.6.6/32 } ISIS-L2:0 
}/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
                Level: 2
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 283
                Next hop: 
                State: <Active NotInstall>
                Local AS:   100 
                Age: 6:54 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1006, Flags: 0xe0, Algo: 0

PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:7.7.7.7/32 } ISIS-L2:0 
}/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
                Level: 2
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 283
                Next hop: 
                State: <Active NotInstall>
                Local AS:   100 
                Age: 6:54 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1007, Flags: 0xe0, Algo: 0

PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:10.10.10.10/32 } ISIS-L2:0
 }/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
                Level: 2
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 283
                Next hop: 
                State: <Active NotInstall>
                Local AS:   100 
                Age: 6:54 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1000, Flags: 0x40, Algo: 0
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show route table

List of Syntax Syntax on page 1386

Syntax (EX Series Switches, QFX Series Switches) on page 1386

Syntax show route table routing-table-name
<brief | detail | extensive | terse>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches, QFX Series

Switches)

show route table routing-table-name
<brief | detail | extensive | terse>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 14.1X53-D15 for QFX Series switches.

Show route table evpn statement introduced in Junos OS Release 15.1X53-D30 for QFX

Series switches.

Description Display the route entries in a particular routing table.

Options brief | detail | extensive | terse—(Optional) Display the specified level of output.

logical-system (all | logical-system-name)—(Optional) Perform this operation on all

logical systems or on a particular logical system.

routing-table-name—Display route entries for all routing tableswhosenamesbeginwith
this string (for example, inet.0 and inet6.0 are bothdisplayedwhen you run the show

route table inet command).

Required Privilege
Level

view

Related
Documentation

show route summary•

List of Sample Output show route table bgp.l2.vpn on page 1397
show route table bgp.l3vpn.0 on page 1397
show route table bgp.l3vpn.0 detail on page 1398
show route table bgp.rtarget.0 (When Proxy BGP Route Target Filtering Is
Configured) on page 1399
show route table bgp.evpn.0 on page 1399
show route table evpna.evpn.0 on page 1400
show route table inet.0 on page 1400
show route table inet.3 on page 1401
show route table inet.3 protocol ospf on page 1401
show route table inet6.0 on page 1401
show route table inet6.3 on page 1401
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show route table inetflow detail on page 1402
show route table lsdist.0 extensive on page 1402
show route table l2circuit.0 on page 1404
show route tablempls on page 1404
show route tablempls extensive on page 1404
show route tablempls.0 on page 1405
show route tablempls.0 detail (PTX Series) on page 1406
show route tablempls.0 ccc ge-0/0/1.1004 detail on page 1406
show route tablempls.0 protocol evpn on page 1407
show route tablempls.0 protocol ospf on page 1413
show route tablempls.0 extensive (PTX Series) on page 1414
show route tablempls.0 (RSVP Route—Transit LSP) on page 1414
show route table vpls_1 detail on page 1415
show route table vpn-a on page 1415
show route table vpn-a.mdt.0 on page 1415
show route table VPN-A detail on page 1416
show route table VPN-AB.inet.0 on page 1416
show route table VPN_blue.mvpn-inet6.0 on page 1417
show route table vrf1.mvpn.0 extensive on page 1417
show route table inetflow detail on page 1417
show route table bgp.evpn.0 extensive |no-more (EVPN) on page 1420

Output Fields Table 39 on page 1366 describes the output fields for the show route table command.

Output fields are listed in the approximate order in which they appear.

Table 40: show route table Output Fields

Field DescriptionField Name

Name of the routing table (for example, inet.0).routing-table-name

All protocols have restarted for this routing table.

Restart state:

• Pending:protocol-name—List of protocols that have not yet completed graceful restart for this
routing table.

• Complete—All protocols have restarted for this routing table.

For example, if the output shows-

• LDP.inet.0             : 5 routes (4 active, 1 holddown, 0 hidden)
    Restart Pending: OSPF LDP VPN

This indicates thatOSPF, LDP, and VPN protocols did not restart for the LDP.inet.0 routing table.

• vpls_1.l2vpn.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
Restart Complete

This indicates that all protocols have restarted for the vpls_1.l2vpn.0 routing table.

Restart complete

Number of destinations for which there are routes in the routing table.number destinations
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Table 40: show route table Output Fields (continued)

Field DescriptionField Name

Number of routes in the routing table and total number of routes in the following states:

• active (routes that are active)

• holddown (routes that are in the pending state before being declared inactive)

• hidden (routes that are not used because of a routing policy)

number routes

Routedestination (for example:10.0.0.1/24).Theentryvalue is thenumberof routes for thisdestination,
and the announced value is the number of routes being announced for this destination. Sometimes
the route destination is presented in another format, such as:

• MPLS-label (for example, 80001).

• interface-name (for example, ge-1/0/2).

• neighbor-address:control-word-status:encapsulationtype:vc-id:source (Layer2circuit only; for example,
10.1.1.195:NoCtrlWord:1:1:Local/96).

• neighbor-address—Address of the neighbor.

• control-word-status—Whether the use of the control word has been negotiated for this virtual
circuit: NoCtrlWord or CtrlWord.

• encapsulation type—Type of encapsulation, represented by a number: (1) Frame Relay DLCI, (2)
ATM AAL5 VCC transport, (3) ATM transparent cell transport, (4) Ethernet, (5) VLAN Ethernet,
(6) HDLC, (7) PPP, (8) ATM VCC cell transport, (10) ATM VPC cell transport.

• vc-id—Virtual circuit identifier.

• source—Source of the advertisement: Local or Remote.

• inclusivemulticast Ethernet tag route—Type of route destination represented by (for example,
3:100.100.100.10:100::0::10::100.100.100.10/384):

• route distinguisher—(8 octets) Route distinguisher (RD)must be the RD of the EVPN instance
(EVI) that is advertising the NLRI.

• Ethernet tag ID—(4 octets) Identifier of the Ethernet tag. Can set to 0 or to a valid Ethernet tag
value.

• IP address length—(1 octet) Length of IP address in bits.

• originating router’s IP address—(4 or 16 octets) Must set to the provider edge (PE) device’s IP
address. This address shouldbecommon forall EVIson thePEdevice, andmaybe thePEdevice's
loopback address.

route-destination
(entry, announced)

(Next-to-the-last-hop routing device for MPLS only) Depth of the MPLS label stack, where the
label-popping operation is needed to remove one or more labels from the top of the stack. A pair of
routes is displayed, because the pop operation is performed onlywhen the stack depth is two ormore
labels.

• S=0 route indicates that a packet with an incoming label stack depth of 2 ormore exits this routing
device with one fewer label (the label-popping operation is performed).

• If there is no S= information, the route is a normal MPLS route, which has a stack depth of 1 (the
label-popping operation is not performed).

label stacking
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Table 40: show route table Output Fields (continued)

Field DescriptionField Name

Protocol fromwhich the route was learned and the preference value for the route.

• +—A plus sign indicates the active route, which is the route installed from the routing table into the
forwarding table.

• -—A hyphen indicates the last active route.

• *—Anasterisk indicates that the route is both the active and the last active route. An asterisk before
a to line indicates the best subpath to the route.

In every routing metric except for the BGP LocalPref attribute, a lesser value is preferred. In order to
use common comparison routines, Junos OS stores the 1's complement of the LocalPref value in the
Preference2 field. For example, if the LocalPref value for Route 1 is 100, the Preference2 value is -101.
If the LocalPref value for Route 2 is 155, the Preference2 value is -156. Route 2 is preferred because it
has a higher LocalPref value and a lower Preference2 value.

[protocol, preference]

(IS-IS only). In IS-IS, a single AS can be divided into smaller groups called areas. Routing between
areas is organized hierarchically, allowing a domain to be administratively divided into smaller areas.
This organization is accomplished by configuring Level 1 and Level 2 intermediate systems. Level 1
systems route within an area. When the destination is outside an area, they route toward a Level 2
system. Level 2 intermediate systems route between areas and toward other ASs.

Level

IP subnet augmented with a 64-bit prefix.Route Distinguisher

Provider multicast service interface (MVPN routing table).PMSI

Type of next hop. For a description of possible values for this field, see Table 41 on page 1393.Next-hop type

Number of references made to the next hop.Next-hop reference
count

Indicates that the number of flood next-hop branches exceeded the system limit of 32 branches, and
only a subset of the flood next-hop branches were installed in the kernel.

Flood nexthop
branches exceed
maximummessage

IP address of the route source.Source

Network layer address of the directly reachable neighboring system.Next hop

Interface used to reach the next hop. If there is more than one interface available to the next hop, the
nameof the interface that is actually used is followedby thewordSelected. This field can also contain
the following information:

• Weight—Value used to distinguish primary, secondary, and fast reroute backup routes. Weight
information is availablewhenMPLS label-switchedpath (LSP) linkprotection, node-linkprotection,
or fast reroute is enabled, orwhen the standby state is enabled for secondary paths. A lowerweight
value is preferred. Among routes with the same weight value, load balancing is possible.

• Balance—Balance coefficient indicating how traffic of unequal cost is distributed among next hops
when a routing device is performing unequal-cost load balancing. This information is available
when you enable BGPmultipath load balancing.

via

Name of the LSP used to reach the next hop.Label-switched-path
lsp-path-name
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Table 40: show route table Output Fields (continued)

Field DescriptionField Name

MPLS label and operation occurring at this routing device. The operation can be pop (where a label
is removed from the top of the stack), push (where another label is added to the label stack), or swap
(where a label is replaced by another label).

Label operation

(Local only) Local interface name.Interface

Network layer address of the remote routing device that advertised the prefix. This address is used
to derive a forwarding next hop.

Protocol next hop

Indexdesignation used to specify themapping betweenprotocol next hops, tags, kernel export policy,
and the forwarding next hops.

Indirect next hop

State of the route (a route can be in more than one state). See Table 42 on page 1394.State

AS number of the local routing devices.Local AS

How long the route has been known.Age

Accumulated interior gateway protocol (AIGP) BGP attribute.AIGP

Cost value of the indicated route. For routes within an AS, the cost is determined by IGP and the
individualprotocolmetrics. For external routes, destinations, or routingdomains, thecost isdetermined
by a preference value.

Metricn

Metric value for BGPpath selection towhich the IGPcost to thenext-hopdestinationhasbeenadded.MED-plus-IGP

For MPLS LSPs, state of the TTL propagation attribute. Can be enabled or disabled for all
RSVP-signaled and LDP-signaled LSPs or for specific VRF routing instances.

TTL-Action

Name of the protocol that has added the route.Task

The number of BGP peers or protocols to which Junos OS has announced this route, followed by the
list of the recipients of the announcement. JunosOScanalso announce the route to the kernel routing
table (KRT) for installing the route into the Packet Forwarding Engine, to a resolve tree, a Layer 2 VC,
or evenaVPN. For example,n-Resolve inet indicates that the specified route is used for route resolution
for next hops found in the routing table.

• n—An index used by Juniper Networks customer support only.

Announcement bits
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Table 40: show route table Output Fields (continued)

Field DescriptionField Name

AS path through which the route was learned. The letters at the end of the AS path indicate the path
origin, providing an indication of the state of the route at the point at which the AS path originated:

• I—IGP.

• E—EGP.

• Recorded—The AS path is recorded by the sample process (sampled).

• ?—Incomplete; typically, the AS path was aggregated.

When AS path numbers are included in the route, the format is as follows:

• [ ]—Brackets enclose the number that precedes the AS path. This number represents the number
of ASs present in the AS path, when calculated as defined in RFC 4271. This value is used in the
AS-path merge process, as defined in RFC 4893.

• [ ]—If more than one AS number is configured on the routing device, or if AS path prepending is
configured, brackets enclose the local AS number associated with the AS path.

• { }—Braces enclose AS sets, which are groups of AS numbers in which the order does not matter.
A set commonly results from route aggregation. The numbers in each AS set are displayed in
ascending order.

• ( )—Parentheses enclose a confederation.

• ( [ ] )—Parentheses and brackets enclose a confederation set.

NOTE: In Junos OS Release 10.3 and later, the AS path field displays an unrecognized attribute and
associatedhexadecimal value if BGP receivesattribute 128 (attribute set) andyouhavenot configured
an independent domain in any routing instance.

AS path

(BGP-learned routes) Validation status of the route:

• Invalid—Indicates that the prefix is found, but either the corresponding AS received from the EBGP
peer is not the AS that appears in the database, or the prefix length in the BGP update message is
longer than themaximum length permitted in the database.

• Unknown—Indicates that the prefix is not among the prefixes or prefix ranges in the database.

• Unverified—Indicates that theoriginof theprefix is not verifiedagainst thedatabase.This isbecause
the database got populated and the validation is not called for in the BGP import policy, although
origin validation is enabled, or the origin validation is not enabled for the BGP peers.

• Valid—Indicates that the prefix and autonomous system pair are found in the database.

validation-state

Indicates point-to-multipoint root address, multicast source address, andmulticast group address
whenmultipoint LDP (M-LDP) inband signaling is configured.

FECs bound to route

Whenmultipoint LDP with multicast-only fast reroute (MoFRR) is configured, indicates the primary
upstream path. MoFRR transmits a multicast join message from a receiver toward a source on a
primary path, while also transmitting a secondary multicast join message from the receiver toward
the source on a backup path.

Primary Upstream

Whenmultipoint LDPwithMoFRR is configured, indicates the reverse-path forwarding (RPF)next-hop
information. Data packets are received from both the primary path and the secondary paths. The
redundant packets are discarded at topology merge points due to the RPF checks.

RPF Nexthops

Multiple MPLS labels are used to control MoFRR stream selection. Each label represents a separate
route, but each references the same interface list check. Only the primary label is forwarded while all
others are dropped. Multiple interfaces can receive packets using the same label.

Label
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Table 40: show route table Output Fields (continued)

Field DescriptionField Name

Valueused todistinguishMoFRRprimary andbackup routes. A lowerweight value is preferred. Among
routes with the same weight value, load balancing is possible.

weight

MPLS label assigned to the Layer 2 circuit virtual connection.VC Label

Maximum transmission unit (MTU) of the Layer 2 circuit.MTU

VLAN identifier of the Layer 2 circuit.VLAN ID

Forwarding equivalent class (FEC) bound to this route. Applicable only to routes installed by LDP.Prefixesbound to route

Community path attribute for the route. SeeTable 43 onpage 1396 for all possible values for this field.Communities

Layer 2 encapsulation (for example, VPLS).Layer2-info: encaps

Control flags: none or Site Down.control flags

Maximum transmission unit (MTU) information.mtu

First label in a block of labels and label block size. A remote PE routing device uses this first label
when sending traffic toward the advertising PE routing device.

Label-Base, range

Layer 2 VPN and VPLS network layer reachability information (NLRI).status vector

Current active path when BGPmultipath is configured.Accepted Multipath

The LongLivedStale flag indicates that the route wasmarked LLGR-stale by this router, as part of the
operation of LLGR receivermode. Either this flag or the LongLivedStaleImport flagmight be displayed
for a route. Neither of these flags is displayed at the same time as the Stale (ordinary GR stale) flag.

Accepted
LongLivedStale

The LongLivedStaleImport flag indicates that the routewasmarked LLGR-stale when it was received
from a peer, or by import policy. Either this flag or the LongLivedStale flag might be displayed for a
route. Neither of these flags is displayed at the same time as the Stale (ordinary GR stale) flag.

Accept all received BGP long-lived graceful restart (LLGR) and LLGR stale routes learned from
configured neighbors and import into the inet.0 routing table

Accepted
LongLivedStaleImport

Accept all received BGP long-lived graceful restart (LLGR) and LLGR stale routes learned from
configured neighbors and imported into the inet.0 routing table

The LongLivedStaleImport flag indicates that the routewasmarked LLGR-stale when it was received
from a peer, or by import policy.

ImportAccepted
LongLivedStaleImport

Path currently contributing to BGPmultipath.Accepted
MultipathContrib

Local preference value included in the route.Localpref

BGP router ID as advertised by the neighbor in the openmessage.Router ID
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Table 40: show route table Output Fields (continued)

Field DescriptionField Name

In a routing table group, the name of the primary routing table in which the route resides.Primary Routing Table

In a routing table group, the name of one or more secondary tables in which the route resides.Secondary Tables

Table 41 on page 1393 describes all possible values for the Next-hop Types output field.

Table 41: Next-hop Types Output Field Values

DescriptionNext-Hop Type

Broadcast next hop.Broadcast (bcast)

Deny next hop.Deny

Discard next hop.Discard

Flood next hop. Consists of components called branches,
up to amaximum of 32 branches. Each flood next-hop
branch sends a copy of the traffic to the forwarding
interface. Used by point-to-multipoint RSVP,
point-to-multipoint LDP, point-to-multipoint CCC, and
multicast.

Flood

Next hop is waiting to be resolved into a unicast or
multicast type.

Hold

Indexed next hop.Indexed (idxd)

Used with applications that have a protocol next hop
address that is remote. You are likely to see this next-hop
type for internal BGP (IBGP) routes when the BGP next
hop is a BGP neighbor that is not directly connected.

Indirect (indr)

Used for anetworkaddressassigned toan interface.Unlike
the router next hop, the interface next hop does not
reference any specific node on the network.

Interface

Local address on an interface. This next-hop type causes
packetswith thisdestinationaddress tobe received locally.

Local (locl)

Wire multicast next hop (limited to the LAN).Multicast (mcst)

Multicast discard.Multicast discard (mdsc)

Multicast groupmember.Multicast group (mgrp)

Receive.Receive (recv)

Discard. An ICMP unreachable message was sent.Reject (rjct)
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Table 41: Next-hop Types Output Field Values (continued)

DescriptionNext-Hop Type

Resolving next hop.Resolve (rslv)

Regular multicast next hop.Routedmulticast (mcrt)

A specific node or set of nodes towhich the routing device
forwards packets that match the route prefix.

To qualify as a next-hop type router, the route must meet
the following criteria:

• Must not be a direct or local subnet for the routing
device.

• Must have a next hop that is directly connected to the
routing device.

Router

Routing table next hop.Table

Unicast.Unicast (ucst)

List of unicast next hops. A packet sent to this next hop
goes to any next hop in the list.

Unilist (ulst)

Table 42 onpage 1394describes all possible values for theState output field. A route can

be in more than one state (for example, <Active NoReadvrt Int Ext>).

Table 42: State Output Field Values

DescriptionValue

Route needs accounting.Accounting

Route is active.Active

Path with a lower multiple exit discriminator (MED) is
available.

Always Compare MED

Shorter AS path is available.AS path

Cisco nondeterministic MED is enabled, and a path with a
lower MED is available.

Cisco Non-deterministic MED
selection

Route is a clone.Clone

Length of cluster list sent by the route reflector.Cluster list length

Route has been deleted.Delete

Exterior route.Ex
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Table 42: State Output Field Values (continued)

DescriptionValue

BGP route received from an external BGP neighbor.Ext

Forces all protocols to be notified of a change to any route,
active or inactive, for a prefix. When not set, protocols are
informed of a prefix only when the active route changes.

FlashAll

Route not used because of routing policy.Hidden

Route needs forwarding RPF check.IfCheck

Path through next hop with lower IGPmetric is available.IGPmetric

Flags for this route, which was not selected as best for a
particular destination.

Inactive reason

Route being added.Initial

Interior route.Int

BGP route received from an internal BGP peer or a BGP
confederation peer.

Int Ext

Direct, static, IGP, or EBGP path is available.Interior > Exterior > Exterior via
Interior

Path with a higher local preference value is available.Local Preference

Route is a martian (ignored because it is obviously invalid).Martian

Route exempt frommartian filtering.MartianOK

Path with lower metric next hop is available.Next hop address

Path from neighbor with lower IP address is available.No difference

Route not to be advertised.NoReadvrt

Route not chosen because it does not have the lowest MED.NotBest

Incoming BGP AS is not the best of a group (only one AS can
be the best).

Not Best in its group

Route not to be installed in the forwarding table.NotInstall

Path with a greater number of next hops is available.Number of gateways

Path with a lower origin code is available.Origin
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Table 42: State Output Field Values (continued)

DescriptionValue

Routependingbecauseofahold-downconfiguredonanother
route.

Pending

Route scheduled for release.Release

Route from a higher-numbered routing table is available.RIB preference

64-bit prefix added to IP subnets to make them unique.Route Distinguisher

Route with a lower metric or MED is available.RouteMetricorMEDcomparison

Route with lower preference value is available.Route Preference

Path through a neighbor with lower ID is available.Router ID

Route not a primary route.Secondary

Path is not usable because of one of the following conditions:

• The route is damped.

• The route is rejected by an import policy.

• The route is unresolved.

Unusable path

Last tiebreaker is the lowest IP address value.Update source

Table 43 on page 1396 describes the possible values for the Communities output field.

Table 43: Communities Output Field Values

DescriptionValue

4bytes, encoding a 32-bit area number. For AS-external routes, the value is0. A nonzero value
identifies the route as internal to the OSPF domain, and as within the identified area. Area
numbers are relative to a particular OSPF domain.

area-number

Link-bandwidth community value used for unequal-cost load balancing. When BGP has
several candidate paths available for multipath purposes, it does not perform unequal-cost
load balancing according to the link-bandwidth community unless all candidate paths have
this attribute.

bandwidth: local AS
number:link-bandwidth-number

Unique configurable number that identifies the OSPF domain.domain-id

Unique configurable number that further identifies the OSPF domain.domain-id-vendor

Link-bandwidth number: from 0 through 4,294,967,295 (bytes per second).link-bandwidth-number

Local AS number: from 1 through 65,535.local AS number
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Table 43: Communities Output Field Values (continued)

DescriptionValue

1 byte. Currently this is only used if the route type is 5 or 7. Setting the least significant bit in
the field indicates that the route carries a type 2metric.

options

(Used with VPNs) Identifies where the route came from.origin

1 byte, encoded as 1 or 2 for intra-area routes (depending on whether the route came from a
type 1 or a type 2 LSA); 3 for summary routes; 5 for external routes (area number must be0);
7 for NSSA routes; or 129 for sham link endpoint addresses.

ospf-route-type

Displays the area number, OSPF route type, and option of the route. This is configured using
the BGP extended community attribute 0x8000. The format is
area-number:ospf-route-type:options.

route-type-vendor

Displays the area number, OSPF route type, and option of the route. This is configured using
the BGP extended community attribute 0x0306. The format is
area-number:ospf-route-type:options.

rte-type

Defines which VPN the route participates in; target has the format 32-bit IP address:16-bit
number. For example, 10.19.0.0:100.

target

Incoming IANA codes with a value between 0x1 and0x7fff. This code of the BGP extended
community attribute is accepted, but it is not recognized.

unknown IANA

Incoming IANA codeswith a value above0x8000. This code of the BGPextended community
attribute is accepted, but it is not recognized.

unknownOSPF vendor
community

Sample Output

show route table bgp.l2.vpn

user@host> show route table bgp.l2.vpn
bgp.l2vpn.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

192.168.24.1:1:4:1/96
                   *[BGP/170] 01:08:58, localpref 100, from 192.168.24.1
                      AS path: I
                    > to 10.0.16.2 via fe-0/0/1.0, label-switched-path am

show route table bgp.l3vpn.0

user@host> show route table bgp.l3vpn.0
      bgp.l3vpn.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden) 
      + = Active Route, - = Last Active, * = Both 

      10.255.71.15:100:10.255.71.17/32 
                         *[BGP/170] 00:03:59, MED 1, localpref 100, from 
      10.255.71.15 
                            AS path: I 
                          > via so-2/1/0.0, Push 100020, Push 100011(top) 
      10.255.71.15:200:10.255.71.18/32 

1397Copyright © 2018, Juniper Networks, Inc.

Chapter 46: Operational Commands



                         *[BGP/170] 00:03:59, MED 1, localpref 100, from 
      10.255.71.15 
                            AS path: I 
                          > via so-2/1/0.0, Push 100021, Push 100011(top)

show route table bgp.l3vpn.0 detail

user@host> show route table bgp.l3vpn.0 detail
bgp.l3vpn.0: 8 destinations, 8 routes (8 active, 0 holddown, 0 hidden)

10.255.245.12:1:172.16.4.0/8 (1 entry, 1 announced)
  *BGP   Preference: 170/-101
         Route Distinguisher: 10.255.245.12:1
         Source: 10.255.245.12
         Next hop: 192.168.208.66 via fe-0/0/0.0, selected
         Label operation: Push 182449
         Protocol next hop: 10.255.245.12
         Push 182449
         Indirect next hop: 863a630 297
         State: <Active Int Ext>
         Local AS:    35 Peer AS:    35
         Age: 12:19      Metric2: 1 
         Task: BGP_35.10.255.245.12+179
         Announcement bits (1): 0-BGP.0.0.0.0+179 
         AS path: 30 10458 14203 2914 3356 I (Atomic) Aggregator: 3356 4.68.0.11

         Communities: 2914:420 target:11111:1 origin:56:78
         VPN Label: 182449
         Localpref: 100
          Router ID: 10.255.245.12

10.255.245.12:1:4.17.225.0/24 (1 entry, 1 announced)
  *BGP   Preference: 170/-101
         Route Distinguisher: 10.255.245.12:1
         Source: 10.255.245.12
         Next hop: 192.168.208.66 via fe-0/0/0.0, selected
         Label operation: Push 182465
         Protocol next hop: 10.255.245.12
         Push 182465
         Indirect next hop: 863a8f0 305
         State: <Active Int Ext>
         Local AS:    35 Peer AS:    35
         Age: 12:19      Metric2: 1 
         Task: BGP_35.10.255.245.12+179
         Announcement bits (1): 0-BGP.0.0.0.0+179 
AS path: 30 10458 14203 2914 11853 11853 11853 6496 6496 6496 6496 6496 6496 I
                Communities: 2914:410 target:12:34 target:11111:1 origin:12:34
                VPN Label: 182465  
                Localpref: 100
                Router ID: 10.255.245.12

10.255.245.12:1:4.17.226.0/23 (1 entry, 1 announced)
  *BGP   Preference: 170/-101
         Route Distinguisher: 10.255.245.12:1
         Source: 10.255.245.12
         Next hop: 192.168.208.66 via fe-0/0/0.0, selected
         Label operation: Push 182465
         Protocol next hop: 10.255.245.12
         Push 182465
         Indirect next hop: 86bd210 330
         State: <Active Int Ext>
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         Local AS:    35 Peer AS:    35
         Age: 12:19      Metric2: 1 
         Task: BGP_35.10.255.245.12+179
         Announcement bits (1): 0-BGP.0.0.0.0+179 
         AS path: 30 10458 14203 2914 11853 11853 11853 6496 6496 6496 6496 6496

         6496 I
         Communities: 2914:410 target:12:34 target:11111:1 origin:12:34
         VPN Label: 182465
         Localpref: 100
         Router ID: 10.255.245.12

10.255.245.12:1:4.17.251.0/24 (1 entry, 1 announced)
  *BGP   Preference: 170/-101
         Route Distinguisher: 10.255.245.12:1
         Source: 10.255.245.12
         Next hop: 192.168.208.66 via fe-0/0/0.0, selected
         Label operation: Push 182465
         Protocol next hop: 10.255.245.12
         Push 182465
         Indirect next hop: 86bd210 330
         State: <Active Int Ext>
         Local AS:    35 Peer AS:    35
         Age: 12:19      Metric2: 1 
         Task: BGP_35.10.255.245.12+179
         Announcement bits (1): 0-BGP.0.0.0.0+179 
         AS path: 30 10458 14203 2914 11853 11853 11853 6496 6496 6496 6496 6496

         6496 I
         Communities: 2914:410 target:12:34 target:11111:1 origin:12:34
         VPN Label: 182465
         Localpref: 100 

show route table bgp.rtarget.0 (When Proxy BGP Route Target Filtering Is Configured)

user@host> show route table bgp.rtarget.o
bgp.rtarget.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

100:100:100/96                
                   *[RTarget/5] 00:03:14
                      Type Proxy
                        for 10.255.165.103
                        for 10.255.166.124
                      Local

show route table bgp.evpn.0

user@host> show route table bgp.evpn.0
bgp.evpn.0: 6 destinations, 6 routes (6 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

2:100.100.100.2:100::0::00:26:88:5f:67:b0/304               
                   *[BGP/170] 11:00:05, localpref 100, from 100.100.100.2
                      AS path: I, validation-state: unverified
                    > to 100.64.12.2 via xe-2/2/0.0, label-switched-path R0toR1
2:100.100.100.2:100::0::00:51:51:51:51:51/304               
                   *[BGP/170] 11:00:05, localpref 100, from 100.100.100.2
                      AS path: I, validation-state: unverified
                    > to 100.64.12.2 via xe-2/2/0.0, label-switched-path R0toR1

1399Copyright © 2018, Juniper Networks, Inc.

Chapter 46: Operational Commands



2:100.100.100.3:100::0::00:52:52:52:52:52/304               
                   *[BGP/170] 10:59:58, localpref 100, from 100.100.100.3
                      AS path: I, validation-state: unverified
                    > to 100.64.13.3 via ge-2/0/8.0, label-switched-path R0toR2
2:100.100.100.3:100::0::a8:d0:e5:5b:01:c8/304               
                   *[BGP/170] 10:59:58, localpref 100, from 100.100.100.3
                      AS path: I, validation-state: unverified
                    > to 100.64.13.3 via ge-2/0/8.0, label-switched-path R0toR2
3:100.100.100.2:100::1000::100.100.100.2/304               
                   *[BGP/170] 11:00:16, localpref 100, from 100.100.100.2
                      AS path: I, validation-state: unverified
                    > to 100.64.12.2 via xe-2/2/0.0, label-switched-path R0toR1
3:100.100.100.2:100::2000::100.100.100.2/304               
                   *[BGP/170] 11:00:16, localpref 100, from 100.100.100.2
                      AS path: I, validation-state: unverified
                    > to 100.64.12.2 via xe-2/2/0.0, label-switched-path R0toR1

show route table evpna.evpn.0

user@host> show route table evpna.evpn.0
evpna.evpn.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

3:100.100.100.10:100::0::10::100.100.100.10/384               
                   *[EVPN/170] 01:37:09
                      Indirect
3:100.100.100.2:100::2000::100.100.100.2/304               
                   *[EVPN/170] 01:37:12
                      Indirect

show route table inet.0

user@host> show route table inet.0
inet.0: 12 destinations, 12 routes (11 active, 0 holddown, 1 hidden)
+ = Active Route, - = Last Active, * = Both

0.0.0.0/0          *[Static/5] 00:51:57
                    > to 172.16.5.254 via fxp0.0
10.0.0.1/32         *[Direct/0] 00:51:58
                    > via at-5/3/0.0
10.0.0.2/32         *[Local/0] 00:51:58
                     Local
10.12.12.21/32     *[Local/0] 00:51:57
                     Reject
10.13.13.13/32     *[Direct/0] 00:51:58
                    > via t3-5/2/1.0
10.13.13.14/32     *[Local/0] 00:51:58
                     Local
10.13.13.21/32     *[Local/0] 00:51:58
                     Local
10.13.13.22/32     *[Direct/0] 00:33:59
                    > via t3-5/2/0.0
127.0.0.1/32        [Direct/0] 00:51:58
                    > via lo0.0
10.222.5.0/24     *[Direct/0] 00:51:58
                    > via fxp0.0
10.222.5.81/32    *[Local/0] 00:51:58
                     Local
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show route table inet.3

user@host> show route table inet.3
inet.3: 5 destinations, 5 routes (5 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

10.0.0.5/32        *[LDP/9] 00:25:43, metric 10, tag 200
                      to 10.2.94.2 via lt-1/2/0.49
                    > to 10.2.3.2 via lt-1/2/0.23

show route table inet.3 protocol ospf

user@host> show route table inet.3 protocol ospf
inet.3: 9 destinations, 18 routes (9 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

1.1.1.20/32         [L-OSPF/10] 1d 00:00:56, metric 2
                    > to 10.0.10.70 via lt-1/2/0.14, Push 800020
                      to 10.0.6.60 via lt-1/2/0.12, Push 800020, Push 800030(top)
1.1.1.30/32         [L-OSPF/10] 1d 00:01:01, metric 3
                    > to 10.0.10.70 via lt-1/2/0.14, Push 800030
                      to 10.0.6.60 via lt-1/2/0.12, Push 800030
1.1.1.40/32         [L-OSPF/10] 1d 00:01:01, metric 4
                    > to 10.0.10.70 via lt-1/2/0.14, Push 800040
                      to 10.0.6.60 via lt-1/2/0.12, Push 800040
1.1.1.50/32         [L-OSPF/10] 1d 00:01:01, metric 5
                    > to 10.0.10.70 via lt-1/2/0.14, Push 800050
                      to 10.0.6.60 via lt-1/2/0.12, Push 800050
1.1.1.60/32         [L-OSPF/10] 1d 00:01:01, metric 6
                    > to 10.0.10.70 via lt-1/2/0.14, Push 800060
                      to 10.0.6.60 via lt-1/2/0.12, Pop      

show route table inet6.0

user@host> show route table inet6.0
inet6.0: 3 destinations, 3 routes (3 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Route, * = Both

fec0:0:0:3::/64 *[Direct/0] 00:01:34
>via fe-0/1/0.0

fec0:0:0:3::/128 *[Local/0] 00:01:34
>Local

fec0:0:0:4::/64 *[Static/5] 00:01:34
>to fec0:0:0:3::ffff via fe-0/1/0.0

show route table inet6.3

user@router> show route table inet6.3
inet6.3: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

::10.255.245.195/128
                   *[LDP/9] 00:00:22, metric 1
                    > via so-1/0/0.0
::10.255.245.196/128
                   *[LDP/9] 00:00:08, metric 1
                    > via so-1/0/0.0, Push 100008
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show route table inetflow detail

user@host> show route table inetflow detail
inetflow.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
10.12.44.1,*/48 (1 entry, 1 announced) 
        *BGP    Preference: 170/-101
                Next-hop reference count: 2
                State: <Active Ext>
                Local AS: 64502 Peer AS: 64500
                Age: 4 
                Task: BGP_64500.10.12.99.5+3792
                Announcement bits (1): 0-Flow 
                AS path: 64500 I
                Communities: traffic-rate:0:0
                Validation state: Accept, Originator: 10.12.99.5
                Via: 10.12.44.0/24, Active
                Localpref: 100
                Router ID: 10.255.71.161

10.12.56.1,*/48 (1 entry, 1 announced)  
        *Flow   Preference: 5
                Next-hop reference count: 2
                State: <Active>
                Local AS: 64502 
                Age: 6:30 
                Task: RT Flow
                Announcement bits (2): 0-Flow 1-BGP.0.0.0.0+179 
                AS path: I
                Communities: 1:1

show route table lsdist.0 extensive

user@host> show route table lsdist.0 extensive
lsdist.0: 10 destinations, 10 routes (10 active, 0 holddown, 0 hidden)
NODE { AS:4170512532 BGP-LS ID:4170512532 ISO:3245.3412.3456.00 ISIS-L1:0 }/1152
 (1 entry, 1 announced)
TSI:
Page 0 idx 0, (group ibgp type Internal) Type 1 val 0xa62f378 (adv_entry)
   Advertised metrics:
     Nexthop: Self
     Localpref: 100
     AS path: [4170512532] I
     Communities:
Path NODE { AS:4170512532 BGP-LS ID:4170512532 ISO:3245.3412.3456.00 ISIS-L1:0 }
 Vector len 4.  Val: 0
        *IS-IS  Preference: 15
                Level: 1
                Next hop type: Fictitious, Next hop index: 0
                Address: 0x95dfc64
                Next-hop reference count: 9
                State: <Active NotInstall>
                Local AS: 4170512532
                Age: 6:05
                Validation State: unverified
                Task: IS-IS
                Announcement bits (1): 0-BGP_RT_Background
                AS path: I
                IPv4 Router-ids:
                   128.220.11.197
                Area membership:
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                   47 00 05 80 ff f8 00 00 00 01 08 00 01
                SPRING-Capabilities:                   - SRGB block [Start: 800000,
 Range: 256, Flags: 0xc0]
                SPRING-Algorithms:
                   - Algo: 0
 LINK { Local { AS:4170512532 BGP-LS ID:4170512532 ISO:3245.3412.3456.00 }.{ 
IPv4:8.65.1.105 } Remote { AS:4170512532 BGP-LS ID:4170512532 ISO:4284.3300.5067)
TSI:
Page 0 idx 0, (group ibgp type Internal) Type 1 val 0xa62f3cc (adv_entry)
    Advertised metrics:
      Nexthop: Self
      Localpref: 100
      AS path: [4170512532] I
      Communities:
Path LINK { Local { AS:4170512532 BGP-LS ID:4170512532 ISO:3245.3412.3456.00 }.{
 IPv4:8.65.1.105 } Remote { AS:4170512532 BGP-LS ID:4170512532 ISO:4284.33000   
      *IS-IS  Preference: 15
                Level: 1
                Next hop type: Fictitious, Next hop index: 0
                Address: 0x95dfc64
                Next-hop reference count: 9
                State: <Active NotInstall>
                Local AS: 4170512532
                Age: 6:05
                Validation State: unverified
                Task: IS-IS
                Announcement bits (1): 0-BGP_RT_Background
                AS path: I
                Color: 32768
                Maximum bandwidth: 1000Mbps
                Reservable bandwidth: 1000Mbps
                Unreserved bandwidth by priority:
                   0   1000Mbps
                   1   1000Mbps
                   2   1000Mbps
                   3   1000Mbps
                   4   1000Mbps
                   5   1000Mbps
                   6   1000Mbps
                   7   1000Mbps
                 Metric: 10
                 TE Metric: 10
                 LAN IPV4 Adj-SID -  Label: 299776, Flags: 0x30,
Weight: 0, Nbr: 10.220.1.83

PREFIX { Node { AS:4170512532 BGP-LS ID:4170512532 ISO:3245.3412.3456.00 } { 
IPv4:128.220.11.197/32 } ISIS-L1:0 }/1152 (1 entry, 1 announced) TSI: Page 0 idx
 0, (group ibgp type Internal) Type 1 val 0xa62f43c (adv_entry)
    Advertised metrics:
      Nexthop: Self
      Localpref: 100
      AS path: [4170512532] I
      Communities:
Path PREFIX { Node { AS:4170512532 BGP-LS ID:4170512532 ISO:3245.3412.3456.00 } 
{ IPv4:128.220.11.197/32 } ISIS-L1:0 } Vector len 4.  Val: 0
         *IS-IS  Preference: 15
                 Level: 1
                 Next hop type: Fictitious, Next hop index: 0
                 Address: 0x95dfc64
                 Next-hop reference count: 9
                 State:<Active NotInstall>
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                 Local AS: 4170512532
                 Age: 6:05
                 Validation State: unverified
                 Task: IS-IS
                 Announcement bits (1): 0-BGP_RT_Background
                 AS path: I
                               Prefix SID: 67, Flags: 0x40, Algo: 0  

show route table l2circuit.0

user@host> show route table l2circuit.0
l2circuit.0: 4 destinations, 4 routes (4 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

10.1.1.195:NoCtrlWord:1:1:Local/96
                   *[L2CKT/7] 00:50:47
                    > via so-0/1/2.0, Push 100049
                      via so-0/1/3.0, Push 100049
10.1.1.195:NoCtrlWord:1:1:Remote/96
                   *[LDP/9] 00:50:14
                      Discard
10.1.1.195:CtrlWord:1:2:Local/96
                   *[L2CKT/7] 00:50:47
                    > via so-0/1/2.0, Push 100049
                      via so-0/1/3.0, Push 100049
10.1.1.195:CtrlWord:1:2:Remote/96
                   *[LDP/9] 00:50:14
                      Discard

show route tablempls

user@host> show route tablempls
mpls.0: 4 destinations, 4 routes (4 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

0                  *[MPLS/0] 00:13:55, metric 1
                      Receive
1                  *[MPLS/0] 00:13:55, metric 1
                      Receive
2                  *[MPLS/0] 00:13:55, metric 1
                      Receive
1024               *[VPN/0] 00:04:18 
                      to table red.inet.0, Pop 

show route tablempls extensive

user@host> show route tablempls extensive
100000 (1 entry, 1 announced)
TSI:
KRT in-kernel 100000 /36 -> {so-1/0/0.0}
        *LDP    Preference:   9
                Next hop:  via so-1/0/0.0, selected
                Pop
                State: <Active Int>
                Age: 29:50      Metric: 1
                Task: LDP
                Announcement bits (1): 0-KRT
                AS path: I
                Prefixes bound to route: 10.0.0.194/32
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show route tablempls.0

user@host> show route tablempls.0
mpls.0: 18 destinations, 19 routes (18 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

0                  *[MPLS/0] 11:39:56, metric 1
                      to table inet.0
0(S=0)             *[MPLS/0] 11:39:56, metric 1
                      to table mpls.0
1                  *[MPLS/0] 11:39:56, metric 1
                      Receive
2                  *[MPLS/0] 11:39:56, metric 1
                      to table inet6.0
2(S=0)             *[MPLS/0] 11:39:56, metric 1
                      to table mpls.0
13                 *[MPLS/0] 11:39:56, metric 1
                      Receive
303168             *[EVPN/7] 11:00:49, routing-instance pbbn10, route-type 
Ingress-MAC, ISID 0
                      to table pbbn10.evpn-mac.0
303184             *[EVPN/7] 11:00:53, routing-instance pbbn10, route-type 
Ingress-IM, ISID 1000
                      to table pbbn10.evpn-mac.0
                    [EVPN/7] 11:00:53, routing-instance pbbn10, route-type 
Ingress-IM, ISID 2000
                      to table pbbn10.evpn-mac.0
303264             *[EVPN/7] 11:00:53, remote-pe 100.100.100.2, routing-instance
 pbbn10, route-type Egress-IM, ISID 1000
                    > to 100.1.12.2 via xe-2/2/0.0, label-switched-path R0toR1
303280             *[EVPN/7] 11:00:53, remote-pe 100.100.100.2, routing-instance
 pbbn10, route-type Egress-IM, ISID 2000
                    > to 100.1.12.2 via xe-2/2/0.0, label-switched-path R0toR1
303328             *[EVPN/7] 11:00:49, remote-pe 100.100.100.2, routing-instance
 pbbn10, route-type Egress-MAC, ISID 0
                    > to 100.1.12.2 via xe-2/2/0.0, label-switched-path R0toR1
303344             *[EVPN/7] 11:00:49, remote-pe 100.100.100.2, routing-instance
 pbbn10, route-type Egress-MAC, ISID 0
                    > to 100.1.12.2 via xe-2/2/0.0, label-switched-path R0toR1
303360             *[EVPN/7] 11:00:47, routing-instance pbbn10, route-type 
Egress-MAC, ISID 0, BMAC 00:26:88:5f:67:b0
                    > to 100.1.12.2 via xe-2/2/0.0, label-switched-path R0toR1
303376             *[EVPN/7] 11:00:47, routing-instance pbbn10, route-type 
Egress-MAC, ISID 0, BMAC 00:51:51:51:51:51
                    > to 100.1.12.2 via xe-2/2/0.0, label-switched-path R0toR1
303392             *[EVPN/7] 11:00:35, remote-pe 100.100.100.3, routing-instance
 pbbn10, route-type Egress-MAC, ISID 0
                    > to 100.1.13.3 via ge-2/0/8.0, label-switched-path R0toR2
303408             *[EVPN/7] 11:00:35, remote-pe 100.100.100.3, routing-instance
 pbbn10, route-type Egress-MAC, ISID 0
                    > to 100.1.13.3 via ge-2/0/8.0, label-switched-path R0toR2
303424             *[EVPN/7] 11:00:33, routing-instance pbbn10, route-type 
Egress-MAC, ISID 0, BMAC a8:d0:e5:5b:01:c8
                    > to 100.1.13.3 via ge-2/0/8.0, label-switched-path R0toR2
303440             *[EVPN/7] 11:00:33, routing-instance pbbn10, route-type 
Egress-MAC, ISID 0, BMAC 00:52:52:52:52:52
                    > to 100.1.13.3 via ge-2/0/8.0, label-switched-path R0toR2
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show route tablempls.0 detail (PTX Series)

user@host> show route tablempls.0 detail
ge-0/0/2.600 (1 entry, 1 announced)
        *L2VPN  Preference: 7
                Next hop type: Indirect
                Address: 0x9438f34
                Next-hop reference count: 2
                Next hop type: Router, Next hop index: 567
                Next hop: 10.0.0.1 via ge-0/0/1.0, selected
                Label operation: Push 299808
                Label TTL action: prop-ttl
                Load balance label: Label 299808:None;
                Session Id: 0x1
                Protocol next hop: 10.255.255.1
                Label operation: Push 299872 Offset: 252
                Label TTL action: no-prop-ttl
                Load balance label: Label 299872:Flow label PUSH;
                Composite next hop: 0x9438ed8 570 INH Session ID: 0x2
                Indirect next hop: 0x9448208 262142 INH Session ID: 0x2
                State: <Active Int>
                Age: 21         Metric2: 1
                Validation State: unverified
                Task: Common L2 VC
                Announcement bits (2): 0-KRT 2-Common L2 VC
                AS path: I

show route tablempls.0 ccc ge-0/0/1.1004 detail

user@host>show route tablempls.0 ccc ge-0/0/1.1004 detail
mpls.0: 121 destinations, 121 routes (121 active, 0 holddown, 0 hidden)
ge-0/0/1.1004 (1 entry, 1 announced)
        *EVPN   Preference: 7
                Next hop type: List, Next hop index: 1048577
                Address: 0xdc14770
                Next-hop reference count: 3
                Next hop: ELNH Address 0xd011e30
                    Next hop type: Indirect, Next hop index: 0
                    Address: 0xd011e30
                    Next-hop reference count: 3
                    Protocol next hop: 100.100.100.1
                    Label operation: Push 301952
                    Composite next hop: 0xd011dc0 754 INH Session ID: 0x146
                    Indirect next hop: 0xb69a890 1048615 INH Session ID: 0x146
                        Next hop type: Router, Next hop index: 735
                        Address: 0xd00e530
                        Next-hop reference count: 23
                        Next hop: 100.46.1.2 via ge-0/0/5.0
                        Label-switched-path pe4_to_pe1
                        Label operation: Push 300320
                        Label TTL action: prop-ttl
                        Load balance label: Label 300320: None; 
                        Label element ptr: 0xd00e580
                        Label parent element ptr: 0x0
                        Label element references: 18
                        Label element child references: 16
                        Label element lsp id: 5
                Next hop: ELNH Address 0xd012070
                    Next hop type: Indirect, Next hop index: 0
                    Address: 0xd012070
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                    Next-hop reference count: 3
                    Protocol next hop: 100.100.100.2
                    Label operation: Push 301888
                    Composite next hop: 0xd012000 755 INH Session ID: 0x143
                    Indirect next hop: 0xb69a9a0 1048641 INH Session ID: 0x143
                        Next hop type: Router, Next hop index: 716
                        Address: 0xd00e710
                        Next-hop reference count: 23
                        Next hop: 100.46.1.2 via ge-0/0/5.0
                        Label-switched-path pe4_to_pe2
                        Label operation: Push 300304
                        Label TTL action: prop-ttl
                        Load balance label: Label 300304: None; 
                        Label element ptr: 0xd00e760
                        Label parent element ptr: 0x0
                        Label element references: 15
                        Label element child references: 13
                        Label element lsp id: 6
                Next hop: ELNH Address 0xd0121f0, selected
                    Next hop type: Indirect, Next hop index: 0
                    Address: 0xd0121f0
                    Next-hop reference count: 3
                    Protocol next hop: 100.100.100.3
                    Label operation: Push 301984
                    Composite next hop: 0xd012180 756 INH Session ID: 0x145
                    Indirect next hop: 0xb69aab0 1048642 INH Session ID: 0x145
                        Next hop type: Router, Next hop index: 801
                        Address: 0xd010ed0
                        Next-hop reference count: 32
                        Next hop: 100.46.1.2 via ge-0/0/5.0
                        Label-switched-path pe4_to_pe3
                        Label operation: Push 300336
                        Label TTL action: prop-ttl
                        Load balance label: Label 300336: None; 
                        Label element ptr: 0xd0108c0
                        Label parent element ptr: 0x0
                        Label element references: 22
                        Label element child references: 20
                        Label element lsp id: 7
                State: < Active Int >     
                Age: 2:06:50            
                Validation State: unverified 
                Task: evpn global task  
                Announcement bits (1): 1-KRT 
                AS path: I

show route tablempls.0 protocol evpn

user@host>show route tablempls.0 protocol evpn
mpls.0: 121 destinations, 121 routes (121 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

299872             *[EVPN/7] 02:30:58, routing-instance mhevpn, route-type 
Ingress-IM, vlan-id 10
                      to table mhevpn.evpn-mac.0
300016             *[EVPN/7] 02:30:38, routing-instance VS-1, route-type 
Ingress-IM, vlan-id 110
                      to table VS-1.evpn-mac.0
300032             *[EVPN/7] 02:30:38, routing-instance VS-1, route-type 
Ingress-IM, vlan-id 120
                      to table VS-1.evpn-mac.0
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300048             *[EVPN/7] 02:30:38, routing-instance VS-1, route-type 
Ingress-IM, vlan-id 130
                      to table VS-1.evpn-mac.0
300064             *[EVPN/7] 02:30:38, routing-instance VS-2, route-type 
Ingress-IM, vlan-id 210
                      to table VS-2.evpn-mac.0
300080             *[EVPN/7] 02:30:38, routing-instance VS-2, route-type 
Ingress-IM, vlan-id 220
                      to table VS-2.evpn-mac.0
300096             *[EVPN/7] 02:30:38, routing-instance VS-2, route-type 
Ingress-IM, vlan-id 230
                      to table VS-2.evpn-mac.0
300112             *[EVPN/7] 02:27:06, routing-instance mhevpn, route-type 
Egress-MAC, ESI 00:44:44:44:44:44:44:44:44:44
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe3
300128             *[EVPN/7] 02:29:22, routing-instance mhevpn, route-type 
Ingress-Aliasing
                      to table mhevpn.evpn-mac.0
300144             *[EVPN/7] 02:27:06, routing-instance VS-1, route-type 
Egress-MAC, ESI 00:44:44:44:44:44:44:44:44:44
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe3
300160             *[EVPN/7] 02:29:22, routing-instance VS-1, route-type 
Ingress-Aliasing
                      to table VS-1.evpn-mac.0
300176             *[EVPN/7] 02:27:07, routing-instance VS-2, route-type 
Egress-MAC, ESI 00:44:44:44:44:44:44:44:44:44
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe3
300192             *[EVPN/7] 02:29:22, routing-instance VS-2, route-type 
Ingress-Aliasing
                      to table VS-2.evpn-mac.0
300208             *[EVPN/7] 02:27:07, remote-pe 100.100.100.2, routing-instance
 VS-1, route-type Egress-IM, vlan-id 120
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe2
300224             *[EVPN/7] 02:27:07, remote-pe 100.100.100.2, routing-instance
 mhevpn, route-type Egress-IM, vlan-id 10
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe2
300240             *[EVPN/7] 02:27:07, remote-pe 100.100.100.2, routing-instance
 VS-1, route-type Egress-IM, vlan-id 110
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe2
300256             *[EVPN/7] 02:27:07, remote-pe 100.100.100.2, routing-instance
 VS-1, route-type Egress-IM, vlan-id 130
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe2
300272             *[EVPN/7] 02:27:07, remote-pe 100.100.100.2, routing-instance
 VS-2, route-type Egress-IM, vlan-id 210
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe2
300288             *[EVPN/7] 02:27:07, remote-pe 100.100.100.2, routing-instance
 VS-2, route-type Egress-IM, vlan-id 220
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe2
300304             *[EVPN/7] 02:27:07, remote-pe 100.100.100.2, routing-instance
 VS-2, route-type Egress-IM, vlan-id 230
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe2
300320             *[EVPN/7] 02:27:06, routing-instance VS-1, route-type 
Egress-MAC, ESI 00:11:11:11:11:11:11:11:11:11
                      to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe1

                      to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe2

                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe3
300336             *[EVPN/7] 02:27:06, routing-instance VS-1, route-type 
Egress-MAC, ESI 00:33:33:33:33:33:33:33:33:33
                      to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe1
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                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe2
300368             *[EVPN/7] 02:27:07, routing-instance VS-2, route-type 
Egress-MAC, ESI 00:33:33:33:33:33:33:33:33:33
                      to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe1

                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe2
300384             *[EVPN/7] 02:27:07, routing-instance VS-2, route-type 
Egress-MAC, ESI 00:11:11:11:11:11:11:11:11:11
                      to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe1

                      to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe2

                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe3
300416             *[EVPN/7] 02:27:06, routing-instance mhevpn, route-type 
Egress-MAC, ESI 00:33:33:33:33:33:33:33:33:33
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe1

                      to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe2
300432             *[EVPN/7] 02:27:06, routing-instance mhevpn, route-type 
Egress-MAC, ESI 00:11:11:11:11:11:11:11:11:11
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe1

                      to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe2

                      to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe3
300480             *[EVPN/7] 02:27:07, remote-pe 100.100.100.2, routing-instance
 VS-1, route-type Egress-MAC
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe2
300496             *[EVPN/7] 02:27:07, remote-pe 100.100.100.2, routing-instance
 VS-2, route-type Egress-MAC
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe2
300560             *[EVPN/7] 02:27:07, remote-pe 100.100.100.2, routing-instance
 VS-1, route-type Egress-MAC
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe2
300592             *[EVPN/7] 02:27:07, remote-pe 100.100.100.2, routing-instance
 VS-2, route-type Egress-MAC
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe2
300608             *[EVPN/7] 02:29:23   
                    > via ge-0/0/1.1001, Pop      
300624             *[EVPN/7] 02:29:23   
                    > via ge-0/0/1.2001, Pop      
301232             *[EVPN/7] 02:29:17   
                    > via ge-0/0/1.1002, Pop      
301296             *[EVPN/7] 02:29:10   
                    > via ge-0/0/1.1003, Pop      
301312             *[EVPN/7] 02:27:06   
                    > via ae10.2003, Pop      
                      to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe3
301360             *[EVPN/7] 02:29:01   
                    > via ge-0/0/1.1004, Pop      
301408             *[EVPN/7] 02:27:07, remote-pe 100.100.100.2, routing-instance
 vpws1004, route-type Egress, vlan-id 2004
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe2
301456             *[EVPN/7] 02:27:06   
                    > via ae10.1010, Pop      
                      to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe3
301552             *[EVPN/7] 02:27:07, routing-instance VS-1, route-type 
Egress-MAC, ESI 00:22:22:22:22:22:22:22:22:22
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe1
301568             *[EVPN/7] 02:27:07, routing-instance VS-2, route-type 
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Egress-MAC, ESI 00:22:22:22:22:22:22:22:22:22
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe1
301648             *[EVPN/7] 02:27:07, remote-pe 100.100.100.2, routing-instance
 vpws1010, route-type Egress, vlan-id 2010
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe2
301664             *[EVPN/7] 02:27:07, remote-pe 100.100.100.2, routing-instance
 mhevpn, route-type Egress-MAC
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe2
301680             *[EVPN/7] 02:27:07, remote-pe 100.100.100.2, routing-instance
 mhevpn, route-type Egress-MAC
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe2
301696             *[EVPN/7] 02:27:07, routing-instance mhevpn, route-type 
Egress-MAC, ESI 00:22:22:22:22:22:22:22:22:22
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe1
301712             *[EVPN/7] 02:27:07, remote-pe 100.100.100.1, routing-instance
 VS-2, route-type Egress-MAC
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe1
301728             *[EVPN/7] 02:27:07, remote-pe 100.100.100.1, routing-instance
 VS-1, route-type Egress-MAC
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe1
301744             *[EVPN/7] 02:27:07, remote-pe 100.100.100.1, routing-instance
 VS-2, route-type Egress-IM, vlan-id 230
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe1
301760             *[EVPN/7] 02:27:07, remote-pe 100.100.100.1, routing-instance
 vpws1010, route-type Egress, vlan-id 2010
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe1
301776             *[EVPN/7] 02:27:07, remote-pe 100.100.100.1, routing-instance
 mhevpn, route-type Egress-MAC
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe1
301792             *[EVPN/7] 02:27:07, remote-pe 100.100.100.1, routing-instance
 VS-1, route-type Egress-IM, vlan-id 130
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe1
301808             *[EVPN/7] 02:27:07, remote-pe 100.100.100.1, routing-instance
 vpws1004, route-type Egress, vlan-id 2004
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe1
301824             *[EVPN/7] 02:27:07, remote-pe 100.100.100.1, routing-instance
 mhevpn, route-type Egress-IM, vlan-id 10
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe1
301840             *[EVPN/7] 02:27:07, remote-pe 100.100.100.3, routing-instance
 vpws1002, route-type Egress, vlan-id 2002
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe3
301856             *[EVPN/7] 02:27:07, remote-pe 100.100.100.3, routing-instance
 vpws1003, route-type Egress, vlan-id 2003
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe3
301872             *[EVPN/7] 02:27:07, remote-pe 100.100.100.3, routing-instance
 vpws1003, route-type Egress Protection, vlan-id 2003
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe3
301888             *[EVPN/7] 02:27:07, remote-pe 100.100.100.3, routing-instance
 vpws1010, route-type Egress Protection, vlan-id 1010
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe3
301904             *[EVPN/7] 02:27:07, remote-pe 100.100.100.1, routing-instance
 VS-2, route-type Egress-IM, vlan-id 220
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe1
301920             *[EVPN/7] 02:27:07, remote-pe 100.100.100.1, routing-instance
 VS-2, route-type Egress-IM, vlan-id 210
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe1
301936             *[EVPN/7] 02:27:07, remote-pe 100.100.100.3, routing-instance
 VS-2, route-type Egress-IM, vlan-id 230
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe3
301952             *[EVPN/7] 02:27:07, remote-pe 100.100.100.3, routing-instance
 VS-2, route-type Egress-SH, vlan-id 230
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                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe3
301968             *[EVPN/7] 02:27:07, remote-pe 100.100.100.3, routing-instance
 VS-2, route-type Egress-IM, vlan-id 220
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe3
301984             *[EVPN/7] 02:27:07, remote-pe 100.100.100.3, routing-instance
 VS-2, route-type Egress-SH, vlan-id 220
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe3
302000             *[EVPN/7] 02:27:07, remote-pe 100.100.100.3, routing-instance
 VS-2, route-type Egress-IM, vlan-id 210
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe3
302016             *[EVPN/7] 02:27:07, remote-pe 100.100.100.3, routing-instance
 VS-2, route-type Egress-SH, vlan-id 210
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe3
302032             *[EVPN/7] 02:27:07, remote-pe 100.100.100.1, routing-instance
 VS-2, route-type Egress-MAC
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe1
302048             *[EVPN/7] 02:27:07, remote-pe 100.100.100.1, routing-instance
 VS-2, route-type Egress-MAC
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe1
302064             *[EVPN/7] 02:27:07, remote-pe 100.100.100.3, routing-instance
 VS-2, route-type Egress-MAC
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe3
302080             *[EVPN/7] 02:27:07, remote-pe 100.100.100.3, routing-instance
 VS-2, route-type Egress-MAC
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe3
302096             *[EVPN/7] 02:27:07, remote-pe 100.100.100.1, routing-instance
 VS-1, route-type Egress-MAC
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe1
302112             *[EVPN/7] 02:27:07, remote-pe 100.100.100.1, routing-instance
 VS-1, route-type Egress-MAC
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe1
302128             *[EVPN/7] 02:27:07, remote-pe 100.100.100.3, routing-instance
 VS-1, route-type Egress-MAC
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe3
302144             *[EVPN/7] 02:27:07, remote-pe 100.100.100.3, routing-instance
 VS-1, route-type Egress-MAC
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe3
302160             *[EVPN/7] 02:27:07, remote-pe 100.100.100.1, routing-instance
 VS-1, route-type Egress-IM, vlan-id 120
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe1
302176             *[EVPN/7] 02:27:07, remote-pe 100.100.100.1, routing-instance
 VS-1, route-type Egress-IM, vlan-id 110
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe1
302192             *[EVPN/7] 02:27:07, remote-pe 100.100.100.3, routing-instance
 VS-1, route-type Egress-IM, vlan-id 130
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe3
302208             *[EVPN/7] 02:27:07, remote-pe 100.100.100.3, routing-instance
 VS-1, route-type Egress-SH, vlan-id 130
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe3
302224             *[EVPN/7] 02:27:07, remote-pe 100.100.100.3, routing-instance
 VS-1, route-type Egress-IM, vlan-id 120
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe3
302240             *[EVPN/7] 02:27:07, remote-pe 100.100.100.3, routing-instance
 VS-1, route-type Egress-SH, vlan-id 120
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe3
302256             *[EVPN/7] 02:27:07, remote-pe 100.100.100.3, routing-instance
 VS-1, route-type Egress-IM, vlan-id 110
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe3
302272             *[EVPN/7] 02:27:07, remote-pe 100.100.100.3, routing-instance
 VS-1, route-type Egress-SH, vlan-id 110
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe3
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302288             *[EVPN/7] 02:27:06, remote-pe 100.100.100.1, routing-instance
 mhevpn, route-type Egress-MAC
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe1
302304             *[EVPN/7] 02:27:06, remote-pe 100.100.100.1, routing-instance
 mhevpn, route-type Egress-MAC
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe1
302320             *[EVPN/7] 02:27:06, remote-pe 100.100.100.3, routing-instance
 mhevpn, route-type Egress-MAC
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe3
302336             *[EVPN/7] 02:27:06, remote-pe 100.100.100.3, routing-instance
 mhevpn, route-type Egress-MAC
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe3
302352             *[EVPN/7] 02:27:06, remote-pe 100.100.100.3, routing-instance
 vpws1004, route-type Egress, vlan-id 2004
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe3
302368             *[EVPN/7] 02:27:06, remote-pe 100.100.100.3, routing-instance
 mhevpn, route-type Egress-IM, vlan-id 10
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe3
302384             *[EVPN/7] 02:27:06, remote-pe 100.100.100.3, routing-instance
 mhevpn, route-type Egress-SH, vlan-id 10
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe3
302400             *[EVPN/7] 02:26:21   
                    > via ge-0/0/1.3001, Pop      
302432             *[EVPN/7] 02:26:21, remote-pe 100.100.100.3, routing-instance
 vpws3001, route-type Egress, vlan-id 40000
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe3
302448             *[EVPN/7] 02:26:21, remote-pe 100.100.100.1, routing-instance
 vpws3001, route-type Egress, vlan-id 40000
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe1
302464             *[EVPN/7] 02:26:20, remote-pe 100.100.100.2, routing-instance
 vpws3001, route-type Egress, vlan-id 40000
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe2
302480             *[EVPN/7] 02:26:14   
                    > via ge-0/0/1.3016, Pop      
302512             *[EVPN/7] 02:26:14, remote-pe 100.100.100.1, routing-instance
 vpws3016, route-type Egress, vlan-id 40016
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe1
302528             *[EVPN/7] 02:26:14, remote-pe 100.100.100.2, routing-instance
 vpws3016, route-type Egress, vlan-id 40016
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe2
302560             *[EVPN/7] 02:26:06   
                    > via ae10.3011, Pop      
                      to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe3
302592             *[EVPN/7] 02:26:07, remote-pe 100.100.100.1, routing-instance
 vpws3011, route-type Egress, vlan-id 401100
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe1
302608             *[EVPN/7] 02:26:07, remote-pe 100.100.100.2, routing-instance
 vpws3011, route-type Egress, vlan-id 401100
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe2
302624             *[EVPN/7] 02:26:07, remote-pe 100.100.100.3, routing-instance
 vpws3011, route-type Egress Protection, vlan-id 301100
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe3
302656             *[EVPN/7] 02:25:59   
                    > via ae10.3006, Pop      
                      to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe3
302688             *[EVPN/7] 02:26:00, remote-pe 100.100.100.2, routing-instance
 vpws3006, route-type Egress, vlan-id 400600
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe2
302704             *[EVPN/7] 02:26:00, remote-pe 100.100.100.1, routing-instance
 vpws3006, route-type Egress, vlan-id 400600
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe1
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302720             *[EVPN/7] 02:25:59, remote-pe 100.100.100.3, routing-instance
 vpws3006, route-type Egress, vlan-id 400600
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe3
302736             *[EVPN/7] 02:25:59, remote-pe 100.100.100.3, routing-instance
 vpws3006, route-type Egress Protection, vlan-id 300600
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe3
ge-0/0/1.1001      *[EVPN/7] 02:29:23   
                    > via ge-0/0/1.2001 
ge-0/0/1.2001      *[EVPN/7] 02:29:23   
                    > via ge-0/0/1.1001 
ge-0/0/1.1002      *[EVPN/7] 02:27:06   
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe3
ae10.2003          *[EVPN/7] 02:29:10   
                    > via ge-0/0/1.1003 
ge-0/0/1.1003      *[EVPN/7] 02:27:06   
                      to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe3

                    > via ae10.2003     
ge-0/0/1.1004      *[EVPN/7] 02:27:06   
                      to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe1

                      to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe2

                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe3
ae10.1010          *[EVPN/7] 02:27:06   
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe1
ge-0/0/1.3001      *[EVPN/7] 02:26:20   
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe1

                      to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe2

                      to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe3
ge-0/0/1.3016      *[EVPN/7] 02:26:13   
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe1
ae10.3011          *[EVPN/7] 02:26:06   
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe1
ae10.3006          *[EVPN/7] 02:25:59   
                    > to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe1

                      to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe2

                      to 100.46.1.2 via ge-0/0/5.0, label-switched-path pe4_to_pe3

show route tablempls.0 protocol ospf

user@host> show route tablempls.0 protocol ospf
mpls.0: 29 destinations, 29 routes (29 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

299952             *[L-OSPF/10] 23:59:42, metric 0
                    > to 10.0.10.70 via lt-1/2/0.14, Pop      
                      to 10.0.6.60 via lt-1/2/0.12, Swap 800070, Push 800030(top)
299952(S=0)        *[L-OSPF/10] 23:59:42, metric 0
                    > to 10.0.10.70 via lt-1/2/0.14, Pop      
                      to 10.0.6.60 via lt-1/2/0.12, Swap 800070, Push 800030(top)
299968             *[L-OSPF/10] 23:59:48, metric 0
                    > to 10.0.6.60 via lt-1/2/0.12, Pop
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show route tablempls.0 extensive (PTX Series)

user@host> show route tablempls.0 extensive
ge-0/0/2.600 (1 entry, 1 announced)
TSI:
KRT in-kernel ge-0/0/2.600.0      /32 -> {composite(570)}
        *L2VPN  Preference: 7
                Next hop type: Indirect
                Address: 0x9438f34
                Next-hop reference count: 2
                Next hop type: Router, Next hop index: 567
                Next hop: 10.0.0.1 via ge-0/0/1.0, selected
                Label operation: Push 299808
                Label TTL action: prop-ttl
                Load balance label: Label 299808:None;
                Session Id: 0x1
                Protocol next hop: 10.255.255.1
                Label operation: Push 299872 Offset: 252
                Label TTL action: no-prop-ttl
                Load balance label: Label 299872:Flow label PUSH;
                Composite next hop: 0x9438ed8 570 INH Session ID: 0x2
                Indirect next hop: 0x9448208 262142 INH Session ID: 0x2
                State: <Active Int>
                Age: 47         Metric2: 1
                Validation State: unverified
                Task: Common L2 VC
                Announcement bits (2): 0-KRT 2-Common L2 VC
                AS path: I
                Composite next hops: 1
                        Protocol next hop: 10.255.255.1 Metric: 1
                        Label operation: Push 299872 Offset: 252
                        Label TTL action: no-prop-ttl
                        Load balance label: Label 299872:Flow label PUSH;
                        Composite next hop: 0x9438ed8 570 INH Session ID: 0x2
                        Indirect next hop: 0x9448208 262142 INH Session ID: 0x2
                        Indirect path forwarding next hops: 1
                                Next hop type: Router
                                Next hop: 10.0.0.1 via ge-0/0/1.0
                                Session Id: 0x1
                        10.255.255.1/32 Originating RIB: inet.3
                          Metric: 1                       Node path count: 1
                          Forwarding nexthops: 1
                                Nexthop: 10.0.0.1 via ge-0/0/1.0

show route tablempls.0 (RSVP Route—Transit LSP)

user@host> show route tablempls.0

mpls.0: 8 destinations, 8 routes (8 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

0                  *[MPLS/0] 00:37:31, metric 1
                      Receive
1                  *[MPLS/0] 00:37:31, metric 1
                      Receive
2                  *[MPLS/0] 00:37:31, metric 1
                      Receive
13                 *[MPLS/0] 00:37:31, metric 1
                      Receive
300352             *[RSVP/7/1] 00:08:00, metric 1
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                    > to 10.64.0.106 via ge-1/0/1.0, label-switched-path lsp1_p2p
300352(S=0)        *[RSVP/7/1] 00:08:00, metric 1
                    > to 10.64.0.106 via ge-1/0/1.0, label-switched-path lsp1_p2p
300384             *[RSVP/7/2] 00:05:20, metric 1
                    > to 10.64.1.106 via ge-1/0/0.0, Pop      
300384(S=0)        *[RSVP/7/2] 00:05:20, metric 1
                    > to 10.64.1.106 via ge-1/0/0.0, Pop

show route table vpls_1 detail

user@host> show route table vpls_1 detail
vpls_1.l2vpn.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
Restart Complete

172.16.1.11:1000:1:1/96 (1 entry, 1 announced)
*L2VPN Preference: 170/-1
Receive table: vpls_1.l2vpn.0
Next-hop reference count: 2
State: <Active Int Ext>
Age: 4:29:47 Metric2: 1
Task: vpls_1-l2vpn
Announcement bits (1): 1-BGP.0.0.0.0+179
AS path: I
Communities: Layer2-info: encaps:VPLS, control flags:Site-Down
Label-base: 800000, range: 8, status-vector: 0xFF

show route table vpn-a

user@host> show route table vpn-a
vpn-a.l2vpn.0: 3 destinations, 3 routes (3 active, 0 holddown, 0 hidden)

+ = Active Route, - = Last Active, * = Both
192.168.16.1:1:1:1/96
                   *[VPN/7] 05:48:27
                     Discard
192.168.24.1:1:2:1/96
                   *[BGP/170] 00:02:53, localpref 100, from 192.168.24.1
                      AS path: I
                    > to 10.0.16.2 via fe-0/0/1.0, label-switched-path am
192.168.24.1:1:3:1/96
                   *[BGP/170] 00:02:53, localpref 100, from 192.168.24.1
                      AS path: I
                    > to 10.0.16.2 via fe-0/0/1.0, label-switched-path am

show route table vpn-a.mdt.0

user@host> show route table vpn-a.mdt.0
vpn-a.mdt.0: 3 destinations, 3 routes (3 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

1:1:0:10.255.14.216:232.1.1.1/144               
                   *[MVPN/70] 01:23:05, metric2 1
                      Indirect
1:1:1:10.255.14.218:232.1.1.1/144               
                   *[BGP/170] 00:57:49, localpref 100, from 10.255.14.218
                      AS path: I
                    > via so-0/0/0.0, label-switched-path r0e-to-r1
1:1:2:10.255.14.217:232.1.1.1/144               
                   *[BGP/170] 00:57:49, localpref 100, from 10.255.14.217
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                      AS path: I
> via so-0/0/1.0, label-switched-path r0-to-r2

show route table VPN-A detail

user@host> show route table VPN-A detail
VPN-AB.inet.0: 8 destinations, 8 routes (8 active, 0 holddown, 0 hidden)
10.255.179.9/32 (1 entry, 1 announced)
        *BGP    Preference: 170/-101
                Route Distinguisher: 10.255.179.13:200
                Next hop type: Indirect
                Next-hop reference count: 5
                Source: 10.255.179.13
                Next hop type: Router, Next hop index: 732
                Next hop: 10.39.1.14 via fe-0/3/0.0, selected
                Label operation: Push 299824, Push 299824(top)
                Protocol next hop: 10.255.179.13
                Push 299824
                Indirect next hop: 8f275a0 1048574
                State: (Secondary Active Int Ext)
                Local AS: 1 Peer AS: 1
                Age: 3:41:06 Metric: 1 Metric2: 1 
                Task: BGP_1.10.255.179.13+64309
                Announcement bits (2): 0-KRT 1-BGP RT Background 
                AS path: I
                Communities: target:1:200 rte-type:0.0.0.0:1:0
                Import Accepted
                VPN Label: 299824 TTL Action: vrf-ttl-propagate
                Localpref: 100
                Router ID: 10.255.179.13
                Primary Routing Table bgp.l3vpn.0

show route table VPN-AB.inet.0

user@host> show route table VPN-AB.inet.0
      VPN-AB.inet.0: 8 destinations, 8 routes (8 active, 0 holddown, 0 hidden) 
      + = Active Route, - = Last Active, * = Both 

      10.39.1.0/30       *[OSPF/10] 00:07:24, metric 1 
                          > via so-7/3/1.0 
      10.39.1.4/30       *[Direct/0] 00:08:42 
                          > via so-5/1/0.0 
      10.39.1.6/32       *[Local/0] 00:08:46 
                           Local 
      10.255.71.16/32    *[Static/5] 00:07:24 
                          > via so-2/0/0.0 
      10.255.71.17/32    *[BGP/170] 00:07:24, MED 1, localpref 100, from 
      10.255.71.15 
                            AS path: I 
                          > via so-2/1/0.0, Push 100020, Push 100011(top) 
      10.255.71.18/32    *[BGP/170] 00:07:24, MED 1, localpref 100, from 
      10.255.71.15 
                            AS path: I 
                          > via so-2/1/0.0, Push 100021, Push 100011(top) 
      10.255.245.245/32  *[BGP/170] 00:08:35, localpref 100 
                            AS path: 2 I 
                          > to 10.39.1.5 via so-5/1/0.0 
      10.255.245.246/32  *[OSPF/10] 00:07:24, metric 1 
                          > via so-7/3/1.0 
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show route table VPN_blue.mvpn-inet6.0

user@host> show route table VPN_blue.mvpn-inet6.0
vpn_blue.mvpn-inet6.0: 6 destinations, 6 routes (6 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

1:10.255.2.202:65536:10.255.2.202/432
                   *[BGP/170] 00:02:37, localpref 100, from 10.255.2.202
                      AS path: I
                    > via so-0/1/3.0
1:10.255.2.203:65536:10.255.2.203/432
                   *[BGP/170] 00:02:37, localpref 100, from 10.255.2.203
                      AS path: I
                    > via so-0/1/0.0
1:10.255.2.204:65536:10.255.2.204/432
                   *[MVPN/70] 00:57:23, metric2 1
                      Indirect
5:10.255.2.202:65536:128:::192.168.90.2:128:ffff::1/432
                   *[BGP/170] 00:02:37, localpref 100, from 10.255.2.202
                      AS path: I
                    > via so-0/1/3.0
6:10.255.2.203:65536:64500:128:::10.12.53.12:128:ffff::1/432
                   *[PIM/105] 00:02:37
                      Multicast (IPv6)
7:10.255.2.202:65536:64500:128:::192.168.90.2:128:ffff::1/432
                   *[MVPN/70] 00:02:37, metric2 1
                      Indirect

show route table vrf1.mvpn.0 extensive

user@host> show route table vrf1.mvpn.0 extensive
1:10.255.50.77:1:10.255.50.77/240 (1 entry, 1 announced)
        *MVPN   Preference: 70
                PMSI: Flags 0x0: Label 0: RSVP-TE: 
Session_13[10.255.50.77:0:25624:10.255.50.77]
                Next hop type: Indirect
                Address: 0xbb2c944
                Next-hop reference count: 360
                Protocol next hop: 10.255.50.77
                Indirect next hop: 0x0 - INH Session ID: 0x0
                State: <Active Int Ext>
                Age: 53:03      Metric2: 1
                Validation State: unverified
                Task: mvpn global task
                Announcement bits (3): 0-PIM.vrf1 1-mvpn global task 2-rt-export

                AS path: I

show route table inetflow detail

user@host> show route table inetflow detail
inetflow.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
10.12.44.1,*/48 (1 entry, 1 announced) 
        *BGP    Preference: 170/-101
                Next-hop reference count: 2
                State: <Active Ext>
                Local AS: 64502 Peer AS: 64500
                Age: 4 
                Task: BGP_64500.10.12.99.5+3792
                Announcement bits (1): 0-Flow 
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                AS path: 64500 I
                Communities: traffic-rate:0:0
                Validation state: Accept, Originator: 10.12.99.5
                Via: 10.12.44.0/24, Active
                Localpref: 100
                Router ID: 10.255.71.161

10.12.56.1,*/48 (1 entry, 1 announced)  
        *Flow   Preference: 5
                Next-hop reference count: 2
                State: <Active>
                Local AS: 64502 
                Age: 6:30 
                Task: RT Flow
                Announcement bits (2): 0-Flow 1-BGP.0.0.0.0+179 
                AS path: I
                Communities: 1:1

user@host> show route table green.l2vpn.0 (VPLS Multihoming with FEC 129)
green.l2vpn.0: 6 destinations, 6 routes (6 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

10.1.1.2:100:10.1.1.2/96 AD             
                   *[VPLS/170] 1d 03:11:03, metric2 1
                         Indirect
10.1.1.4:100:10.1.1.4/96 AD             
                   *[BGP/170] 1d 03:11:02, localpref 100, from 10.1.1.4
                      AS path: I, validation-state: unverified
                    >    via ge-1/2/1.5
10.1.1.2:100:1:0/96 MH             
                   *[VPLS/170] 1d 03:11:03, metric2 1
                         Indirect
10.1.1.4:100:1:0/96 MH             
                   *[BGP/170] 1d 03:11:02, localpref 100, from 10.1.1.4
                      AS path: I, validation-state: unverified
                    >    via ge-1/2/1.5
10.1.1.4:NoCtrlWord:5:100:100:10.1.1.2:10.1.1.4/176               
                   *[VPLS/7] 1d 03:11:02, metric2 1
                    >    via ge-1/2/1.5
10.1.1.4:NoCtrlWord:5:100:100:10.1.1.4:10.1.1.2/176               
                   *[LDP/9] 1d 03:11:02
                         Discard

user@host> show route table red extensive
red.inet.0: 364481 destinations, 714087 routes (364480 active, 48448 holddown, 1
 hidden)
10.0.0.0/32 (3 entries, 1 announced)
        State: <OnList CalcForwarding>
TSI:
KRT in-kernel 10.0.0.0/32 -> {composite(1048575)} Page 0 idx 1 Type 1 val 0x934342c

    Nexthop: Self
    AS path: [2] I
    Communities: target:2:1
Path 10.0.0.0 from 10.3.0.0 Vector len 4.  Val: 1
        @BGP    Preference: 170/-1
                Route Distinguisher: 2:1
                Next hop type: Indirect
                Address: 0x258059e4
                Next-hop reference count: 2

Copyright © 2018, Juniper Networks, Inc.1418

Layer 2 VPNs and VPLS Feature Guide for Routing Devices



                Source: 2.2.0.0
                Next hop type: Router
                Next hop: 10.1.1.1 via ge-1/1/9.0, selected
                Label operation: Push 707633
                Label TTL action: prop-ttl
                Session Id: 0x17d8
                Protocol next hop: 10.2.0.0
                Push 16
                Composite next hop: 0x25805988 - INH Session ID: 0x193c
                Indirect next hop: 0x23eea900 - INH Session ID: 0x193c
                State: <Secondary Active Int Ext ProtectionPath ProtectionCand>
                Local AS:     2 Peer AS:     2
                Age: 23         Metric2: 35 
                Validation State: unverified 
                Task: BGP_172.16.2.0.0+34549
                AS path: I
                Communities: target:2:1
                Import Accepted
                VPN Label: 16
                Localpref: 0
                Router ID: 10.2.0.0
                Primary Routing Table bgp.l3vpn.0
                Composite next hops: 1
                        Protocol next hop: 10.2.0.0 Metric: 35
                        Push 16
                        Composite next hop: 0x25805988 - INH Session ID: 0x193c
                        Indirect next hop: 0x23eea900 - INH Session ID: 0x193c
                        Indirect path forwarding next hops: 1
                                Next hop type: Router
                                Next hop: 10.1.1.1 via ge-1/1/9.0
                                Session Id: 0x17d8
                        2.2.0.0/32 Originating RIB: inet.3
                          Metric: 35                      Node path count: 1
                          Forwarding nexthops: 1
                                Nexthop: 10.1.1.1 via ge-1/1/9.0
         BGP    Preference: 170/-1
                Route Distinguisher: 2:1
                Next hop type: Indirect
                Address: 0x9347028
                Next-hop reference count: 3
                Source: 10.3.0.0
                Next hop type: Router, Next hop index: 702
                Next hop: 10.1.4.2 via ge-1/0/0.0, selected
                Label operation: Push 634278
                Label TTL action: prop-ttl
                Session Id: 0x17d9
                Protocol next hop: 10.3.0.0
                Push 16
                Composite next hop: 0x93463a0 1048575 INH Session ID: 0x17da
                Indirect next hop: 0x91e8800 1048574 INH Session ID: 0x17da
                State: <Secondary NotBest Int Ext ProtectionPath ProtectionCand>

                Inactive reason: Not Best in its group - IGP metric
                Local AS:     2 Peer AS:     2
                Age: 3:34       Metric2: 70 
                Validation State: unverified 
                Task: BGP_172.16.3.0.0+32805
                Announcement bits (2): 0-KRT 1-BGP_RT_Background 
                AS path: I
                Communities: target:2:1
                Import Accepted

1419Copyright © 2018, Juniper Networks, Inc.

Chapter 46: Operational Commands



                VPN Label: 16
                Localpref: 0
                Router ID: 10.3.0.0
                Primary Routing Table bgp.l3vpn.0
                Composite next hops: 1
                        Protocol next hop: 10.3.0.0 Metric: 70
                        Push 16
                        Composite next hop: 0x93463a0 1048575 INH Session ID: 
0x17da
                        Indirect next hop: 0x91e8800 1048574 INH Session ID: 
0x17da
                        Indirect path forwarding next hops: 1
                                Next hop type: Router
                                Next hop: 10.1.4.2 via ge-1/0/0.0
                                Session Id: 0x17d9
                        10.3.0.0/32 Originating RIB: inet.3
                          Metric: 70                      Node path count: 1
                          Forwarding nexthops: 1
                                Nexthop: 10.1.4.2 via ge-1/0/0.0
        #Multipath Preference: 255
                Next hop type: Indirect
                Address: 0x24afca30
                Next-hop reference count: 1
                Next hop type: Router
                Next hop: 10.1.1.1 via ge-1/1/9.0, selected
                Label operation: Push 707633
                Label TTL action: prop-ttl
                Session Id: 0x17d8
                Next hop type: Router, Next hop index: 702
                Next hop: 10.1.4.2 via ge-1/0/0.0
                Label operation: Push 634278
                Label TTL action: prop-ttl
                Session Id: 0x17d9
                Protocol next hop: 10.2.0.0
                Push 16
                Composite next hop: 0x25805988 - INH Session ID: 0x193c
                Indirect next hop: 0x23eea900 - INH Session ID: 0x193c Weight 0x1

                Protocol next hop: 10.3.0.0
                Push 16
                Composite next hop: 0x93463a0 1048575 INH Session ID: 0x17da
                Indirect next hop: 0x91e8800 1048574 INH Session ID: 0x17da Weight
 0x4000   
                State: <ForwardingOnly Int Ext>
                Inactive reason: Forwarding use only
                Age: 23         Metric2: 35 
                Validation State: unverified 
                Task: RT
                AS path: I
                Communities: target:2:1

show route table bgp.evpn.0 extensive |no-more (EVPN)

show route table bgp.evpn.0 extensive | no-more
bgp.evpn.0: 6 destinations, 6 routes (6 active, 0 holddown, 0 hidden)
2:1000:10::100::00:aa:aa:aa:aa:aa/304 (1 entry, 0 announced)
        *BGP    Preference: 170/-101
                Route Distinguisher: 1000:10
                Next hop type: Indirect
                Address: 0x9420fd0
                Next-hop reference count: 12
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                Source: 10.2.3.4
                Protocol next hop: 10.2.3.4
                Indirect next hop: 0x2 no-forward INH Session ID: 0x0
          State: Local AS: 17  Peer AS:17  Age:21:12  Metric2:1  Validation State:
 unverified 
                Task: BGP_17.1.2.3.4+50756
                AS path: I
                Communities: target:1111:8388708 encapsulation0:0:0:0:3
                Import Accepted
                Route Label: 100
                ESI: 00:00:00:00:00:00:00:00:00:00
                Localpref: 100
                Router ID: 10.2.3.4
                Secondary Tables: default-switch.evpn.0
                Indirect next hops: 1
                        Protocol next hop: 10.2.3.4 Metric: 1
                        Indirect next hop: 0x2 no-forward INH Session ID: 0x0
                        Indirect path forwarding next hops: 1
                                Next hop type: Router
                                Next hop: 10.10.10.1 via xe-0/0/1.0
                                Session Id: 0x2
                        1.2.3.4/32 Originating RIB: inet.0
                          Metric: 1                       Node path count: 1
                          Forwarding nexthops: 2
                                Nexthop: 10.92.78.102 via em0.0

2:1000:10::200::00:bb:bb:bb:bb:bb/304 (1 entry, 0 announced)
        *BGP    Preference: 170/-101
                Route Distinguisher: 1000:10
                Next hop type: Indirect
                Address: 0x9420fd0
                Next-hop reference count: 12
                Source: 10.2.3.4
                Protocol next hop: 10.2.3.4
                Indirect next hop: 0x2 no-forward INH Session ID: 0x0
          State: Local AS:17  Peer AS:17  Age:19:43  Metric2:1  Validation 
State:unverified
                Task: BGP_17.1.2.3.4+50756
                AS path: I
                Communities: target:2222:22 encapsulation0:0:0:0:3
                Import Accepted
                Route Label: 200
                ESI: 00:00:00:00:00:00:00:00:00:00
                Localpref: 100
                Router ID: 10.2.3.4
                Secondary Tables: default-switch.evpn.0
                Indirect next hops: 1
                        Protocol next hop: 10.2.3.4 Metric: 1
                        Indirect next hop: 0x2 no-forward INH Session ID: 0x0
                        Indirect path forwarding next hops: 1
                                Next hop type: Router
                                Next hop: 10.10.10.1 via xe-0/0/1.0
                                Session Id: 0x2
                        10.2.3.4/32 Originating RIB: inet.0
                          Metric: 1                       Node path count: 1
                          Forwarding nexthops: 2
                                Nexthop: 10.92.78.102 via em0.0

2:1000:10::300::00:cc:cc:cc:cc:cc/304 (1 entry, 0 announced)
        *BGP    Preference: 170/-101
                Route Distinguisher: 1000:10

1421Copyright © 2018, Juniper Networks, Inc.

Chapter 46: Operational Commands



                Next hop type: Indirect
                Address: 0x9420fd0
                Next-hop reference count: 12
                Source: 10.2.3.4
                Protocol next hop: 10.2.3.4
                Indirect next hop: 0x2 no-forward INH Session ID: 0x0
          State: Local AS:17  Peer AS:17  Age:17:21  Metric2:1  Validation State:
 unverified  Task: BGP 17,1,2,3,4+50756
          AS path: I
                Communities: target:3333:33 encapsulation0:0:0:0:3
                Import Accepted
                Route Label: 300
                ESI: 00:00:00:00:00:00:00:00:00:00
                Localpref: 100
                Router ID: 10.2.3.4
                Secondary Tables: default-switch.evpn.0
                Indirect next hops: 1
                        Protocol next hop: 10.2.3.4 Metric: 1
                        Indirect next hop: 0x2 no-forward INH Session ID: 0x0
                        Indirect path forwarding next hops: 1
                                Next hop type: Router
                                Next hop: 10.10.10.1 via xe-0/0/1.0
                                Session Id: 0x2
                        10.2.3.4/32 Originating RIB: inet.0
                          Metric: 1                       Node path count: 1
                          Forwarding nexthops: 2
                                Nexthop: 10.92.78.102 via em0.0

3:1000:10::100::1.2.3.4/304 (1 entry, 0 announced)
        *BGP    Preference: 170/-101
                Route Distinguisher: 1000:10
                PMSI: Flags 0x0: Label 100: Type INGRESS-REPLICATION 1.2.3.4
                Next hop type: Indirect
                Address: 0x9420fd0
                Next-hop reference count: 12
                Source: 10.2.3.4
                Protocol next hop: 10.2.3.4
                Indirect next hop: 0x2 no-forward INH Session ID: 0x0
          State: Local AS:17  Peer AS:17 Age:37:01  Metric2:1  Validation State:
 unverified  Task: BGP 17.1.2.3.4+50756
                AS path: I
                Communities: target:1111:8388708 encapsulation0:0:0:0:3
                Import Accepted
                Localpref: 100
                Router ID: 10.2.3.4
                Secondary Tables: default-switch.evpn.0
                Indirect next hops: 1
                        Protocol next hop: 10.2.3.4 Metric: 1
                        Indirect next hop: 0x2 no-forward INH Session ID: 0x0
                        Indirect path forwarding next hops: 1
                                Next hop type: Router
                                Next hop: 10.10.10.1 via xe-0/0/1.0
                                Session Id: 0x2
                        10.2.3.4/32 Originating RIB: inet.0
                          Metric: 1                       Node path count: 1
                          Forwarding nexthops: 2
                                Nexthop: 10.92.78.102 via em0.0

3:1000:10::200::1.2.3.4/304 (1 entry, 0 announced)
        *BGP    Preference: 170/-101
                Route Distinguisher: 1000:10
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                PMSI: Flags 0x0: Label 200: Type INGRESS-REPLICATION 1.2.3.4
                Next hop type: Indirect
                Address: 0x9420fd0
                Next-hop reference count: 12
                Source: 10.2.3.4
                Protocol next hop: 10.2.3.4
                Indirect next hop: 0x2 no-forward INH Session ID: 0x0
          State: Local AS: 17 Peer AS: 17   Age:35:22  Metric2:1  Validation 
State:unverified  Task: BGP 17.1.2.3.4+50756
           AS path:I  Communities: target:2222:22 encapsulation):0:0:0:0:3

Import Accepted
                Localpref: 100
                Router ID: 10.2.3.4
                Secondary Tables: default-switch.evpn.0
                Indirect next hops: 1
                        Protocol next hop: 10.2.3.4 Metric: 1
                        Indirect next hop: 0x2 no-forward INH Session ID: 0x0
                        Indirect path forwarding next hops: 1
                                Next hop type: Router
                                Next hop: 10.10.10.1 via xe-0/0/1.0
                                Session Id: 0x2
                        10.2.3.4/32 Originating RIB: inet.0
                          Metric: 1                       Node path count: 1
                          Forwarding nexthops: 2
                                Nexthop: 10.92.78.102 via em0.0

3:1000:10::300::1.2.3.4/304 (1 entry, 0 announced)
        *BGP    Preference: 170/-101
                Route Distinguisher: 1000:10
                PMSI: Flags 0x0: Label 300: Type INGRESS-REPLICATION 1.2.3.4
                Next hop type: Indirect
                Address: 0x9420fd0
                Next-hop reference count: 12
                Source: 10.2.3.4
                Protocol next hop: 10.2.3.4
                Indirect next hop: 0x2 no-forward INH Session ID: 0x0
          State: Local AS: 17 Peer AS:  17  Age 35:22 Metric2:1  Validation State:
 unverified   Task: BGP 17.1.2.3.4+5075
          6  AS path: I   Communities: target:3333:33  encapsulation0:0:0:0:3   
Import Accepted   Localpref:100                   
          Router ID: 10.2.3.4
                Secondary Tables: default-switch.evpn.0
                Indirect next hops: 1
                        Protocol next hop: 10.2.3.4 Metric: 1
                        Indirect next hop: 0x2 no-forward INH Session ID: 0x0
                        Indirect path forwarding next hops: 1
                                Next hop type: Router
                                Next hop: 10.10.10.1 via xe-0/0/1.0
                                Session Id: 0x2
                        10.2.3.4/32 Originating RIB: inet.0
                          Metric: 1                       Node path count: 1
                          Forwarding nexthops: 2
                                Nexthop: 10.92.78.102 via em0.0
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show route forwarding-table

List of Syntax Syntax on page 1424

Syntax (MX Series Routers) on page 1424

Syntax (TXMatrix and TXMatrix Plus Routers) on page 1424

Syntax show route forwarding-table
<detail | extensive | summary>
<all>
<ccc interface-name>
<destination destination-prefix>
<family family | matchingmatching>
<interface-name interface-name>
<label name>
<matchingmatching>
<multicast>
<table (default | logical-system-name/routing-instance-name | routing-instance-name)>
<vlan (all | vlan-name)>
<vpn vpn>

Syntax (MX Series
Routers)

show route forwarding-table
<detail | extensive | summary>
<all>
<bridge-domain (all | domain-name)>
<ccc interface-name>
<destination destination-prefix>
<family family | matchingmatching>
<interface-name interface-name>
<label name>
<learning-vlan-id learning-vlan-id>
<matchingmatching>
<multicast>
<table (default | logical-system-name/routing-instance-name | routing-instance-name)>
<vlan (all | vlan-name)>
<vpn vpn>

Syntax (TXMatrix and
TXMatrix Plus

Routers)

show route forwarding-table
<detail | extensive | summary>
<all>
<ccc interface-name>
<destination destination-prefix>
<family family | matchingmatching>
<interface-name interface-name>
<matchingmatching>
<label name>
<lcc number>
<multicast>
<table routing-instance-name>
<vpn vpn>

Release Information Command introduced before Junos OS Release 7.4.

Option bridge-domain introduced in Junos OS Release 7.5
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Option learning-vlan-id introduced in Junos OS Release 8.4

Options all and vlan introduced in Junos OS Release 9.6.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Display the Routing Engine's forwarding table, including the network-layer prefixes and

their next hops. This command is used to help verify that the routing protocol process

has relayed the correction information to the forwarding table. The Routing Engine

constructs andmaintainsoneormore routing tables. Fromthe routing tables, theRouting

Engine derives a table of active routes, called the forwarding table.

NOTE: The Routing Engine copies the forwarding table to the Packet
Forwarding Engine, the part of the router that is responsible for forwarding
packets. To display the entries in the Packet Forwarding Engine's forwarding
table, use the show pfe route command.

Options none—Display the routes in the forwarding tables. By default, the show route

forwarding-table command does not display information about private, or internal,

forwarding tables.

detail | extensive | summary—(Optional) Display the specified level of output.

all—(Optional) Display routing table entries for all forwarding tables, including private,
or internal, tables.

bridge-domain(all |bridge-domain-name)—(MXSeries routersonly) (Optional)Display
route entries for all bridge domains or the specified bridge domain.

ccc interface-name—(Optional) Display route entries for the specified circuit
cross-connect interface.

destination destination-prefix—(Optional) Destination prefix.

family family—(Optional) Display routing table entries for the specified family: bridge
(ccc |destination |detail | extensive | interface-name| label | learning-vlan-id |matching

| multicast | summary | table | vlan | vpn), ethernet-switching, evpn, fibre-channel,

fmembers, inet, inet6, iso,mcsnoop-inet,mcsnoop-inet6,mpls, satellite-inet,

satellite-inet6, satellite-vpls, tnp, unix, vpls, or vlan-classification.

interface-name interface-name—(Optional)Display routing tableentries for thespecified
interface.

label name—(Optional) Display route entries for the specified label.

lcc number—(TXMatrix and TXmatrix Plus routers only) (Optional) On a routingmatrix
composed of a TXMatrix router and T640 routers, display information for the

specified T640 router (or line-card chassis) connected to the TXMatrix router. On

a routingmatrix composedof theTXMatrix Plus router andT1600orT4000 routers,
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display information for the specified router (line-card chassis) connected to the TX

Matrix Plus router.

Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

learning-vlan-id learning-vlan-id—(MX Series routers only) (Optional) Display learned
information for all VLANs or for the specified VLAN.

matchingmatching—(Optional) Display routing table entries matching the specified
prefix or prefix length.

multicast—(Optional) Display routing table entries for multicast routes.

table—(Optional) Display route entries for all the routing tables in the main routing
instanceor for the specified routing instance. If your device supports logical systems,

youcanalsodisplay routeentries for thespecified logical systemand routing instance.

To view the routing instances on your device, use the show route instance command.

vlan (all | vlan-name)—(Optional) Display information for all VLANs or for the specified
VLAN.

vpn vpn—(Optional) Display routing table entries for a specified VPN.

Required Privilege
Level

view

List of Sample Output show route forwarding-table on page 1431
show route forwarding-table detail on page 1432
showrouteforwarding-tabledestinationextensive(WeightsandBalances)onpage1432
show route forwarding-table extensive on page 1433
show route forwarding-table extensive (RPF) on page 1434
show route forwarding-table (dynamic list next hop) on page 1435
show route forwarding-table family mpls on page 1436
show route forwarding-table family mpls ccc ge-0/0/1.1004 on page 1436
show route forwarding-table family vpls on page 1436
show route forwarding-table vpls (Broadcast, unknownunicast, andmulticast (BUM)
hashing is enabled) on page 1436
show route forwarding-table vpls (Broadcast, unknownunicast, andmulticast (BUM)
hashing is enabledwithMAC Statistics) on page 1437
show route forwarding-table family vpls extensive on page 1437

Copyright © 2018, Juniper Networks, Inc.1426

Layer 2 VPNs and VPLS Feature Guide for Routing Devices



show route forwarding-table table default on page 1438
show route forwarding-table table
logical-system-name/routing-instance-name on page 1439
show route forwarding-table vpn on page 1440

Output Fields Table44onpage 1427 lists theoutput fields for theshowrouteforwarding-table command.

Output fields are listed in the approximate order inwhich they appear. Field namesmight

be abbreviated (as shown in parentheses) when no level of output is specified, or when

the detail keyword is used instead of the extensive keyword.

Table 44: show route forwarding-table Output Fields

Level of OutputField DescriptionField Name

All levelsName of the logical system. This field is displayed if you specify the table
logical-system-name/routing-instance-nameoptiononadevice that is configured
for and supports logical systems.

Logical system

All levelsName of the routing table (for example, inet, inet6, mpls).Routing table
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Table 44: show route forwarding-table Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsThe features and protocols that have been enabled for a given routing table.
This field can contain the following values:

• BUM hashing—BUM hashing is enabled.

• MAC Stats—Mac Statistics is enabled.

• Bridging—Routing instance is a normal layer 2 bridge.

• No VLAN—No VLANs are associated with the bridge domain.

• AllVLANs—Thevlan-idall statementhasbeenenabled for thisbridgedomain.

• Single VLAN—Single VLAN ID is associated with the bridge domain.

• MAC action drop—NewMACs will be dropped when the MAC address limit
is reached.

• Dual VLAN—Dual VLAN tags are associated with the bridge domain

• No local switching—No local switching is enabled for this routing instance..

• Learning disabled—Layer 2 learning is disabled for this routing instance.

• MAC limit reached—Themaximum number of MAC addresses that was
configured for this routing instance has been reached.

• VPLS—The VPLS protocol is enabled.

• No IRB l2-copy—The no-irb-layer-2-copy feature is enabled for this routing
instance.

• ACKed by all peers—All peers have acknowledged this routing instance.

• BUM Pruning—BUM pruning is enabled on the VPLS instance.

• Def BD VXLAN—VXLAN is enabled for the default bridge domain.

• EVPN—EVPN protocol is enabled for this routing instance.

• Def BDOVSDB—Open vSwitch Database (OVSDB) is enabled on the default
bridge domain.

• Def BD Ingress replication—VXLAN ingress node replication is enabled on the
default bridge domain.

• L2 backhaul—Layer 2 backhaul is enabled.

• FRR optimize—Fast reroute optimization

• MAC pinning—MAC pinning is enabled for this bridge domain.

• MAC Aging Timer—The MAC table aging time is set per routing instance.

• EVPN VXLAN—This routing instance supports EVPNwith VXLAN
encapsulation.

• PBBN—This routing instance is configured as a provider backbone bridged
network.

• PBN—This routing instance is configured as a provider bridge network.

• ETREE—The ETREE protocol is enabled on this EVPN routing instance.

• ARP/NDPsuppression—EVPNARPNDPsuppression is enabled in this routing
instance.

• DefBDEVPNVXLAN—EVPNVXLAN isenabled for thedefaultbridgedomain.

• MPLS control word—Control word is enabled for this MPLS routing instance.

Enabled protocols

All levelsAddress family (for example, IP, IPv6, ISO,MPLS, and VPLS).Address family

detail extensiveDestination of the route.Destination
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Table 44: show route forwarding-table Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsHow the route was placed into the forwarding table. When the detail keyword
is used, the route typemight be abbreviated (as shown in parentheses):

• cloned (clon)—(TCP or multicast only) Cloned route.

• destination (dest)—Remoteaddressesdirectly reachable throughan interface.

• destination down (iddn)—Destination route for which the interface is
unreachable.

• interface cloned (ifcl)—Cloned route for which the interface is unreachable.

• route down (ifdn)—Interface route for which the interface is unreachable.

• ignore (ignr)—Ignore this route.

• interface (intf)—Installed as a result of configuring an interface.

• permanent (perm)—Routes installed by the kernel when the routing table is
initialized.

• user—Routes installed by the routing protocol process or as a result of the
configuration.

Route Type (Type)

detail extensiveNumber of routes to reference.Route Reference
(RtRef)

extensiveRoute type flags:

• none—No flags are enabled.

• accounting—Route has accounting enabled.

• cached—Cache route.

• incoming-iface interface-number—Check against incoming interface.

• prefix load balance—Load balancing is enabled for this prefix.

• rt nh decoupled—Route has been decoupled from the next hop to the
destination.

• sent to PFE—Route has been sent to the Packet Forwarding Engine.

• static—Static route.

Flags

detail extensiveIP address of the next hop to the destination.Next hop
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Table 44: show route forwarding-table Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensiveNext-hop type. When the detail keyword is used, the next-hop typemight be
abbreviated (as indicated in parentheses):

• broadcast (bcst)—Broadcast.

• deny—Deny.

• discard (dscd)—Discard.

• hold—Next hop is waiting to be resolved into a unicast or multicast type.

• indexed (idxd)—Indexed next hop.

• indirect (indr)—Indirect next hop.

• local (locl)—Local address on an interface.

• routedmulticast (mcrt)—Regular multicast next hop.

• multicast (mcst)—Wire multicast next hop (limited to the LAN).

• multicast discard (mdsc)—Multicast discard.

• multicast group (mgrp)—Multicast groupmember.

• receive (recv)—Receive.

• reject (rjct)—Discard. An ICMP unreachable message was sent.

• resolve (rslv)—Resolving the next hop.

• unicast (ucst)—Unicast.

• unilist (ulst)—List of unicast next hops. A packet sent to this next hop goes
to any next hop in the list.

Next hop Type
(Type)

detail extensive noneSoftware index of the next hop that is used to route the traffic for a given prefix.Index

extensiveLogical interface index fromwhich the route is learned. For example, for interface
routes, this is the logical interface index of the route itself. For static routes, this
field is zero. For routes learned through routing protocols, this is the logical
interface index fromwhich the route is learned.

Route
interface-index

detail extensive noneNumber of routes that refer to this next hop.Reference (NhRef)

detail extensive noneInterface used to reach the next hop.Next-hop interface
(Netif)

extensiveValue used to distinguish primary, secondary, and fast reroute backup routes.
Weight information is available when MPLS label-switched path (LSP) link
protection, node-link protection, or fast reroute is enabled, orwhen the standby
state is enabled for secondary paths. A lower weight value is preferred. Among
routes with the sameweight value, load balancing is possible (see the Balance
field description).

Weight

extensiveBalance coefficient indicating how traffic of unequal cost is distributed among
next hops when a router is performing unequal-cost load balancing. This
information is available when you enable BGPmultipath load balancing.

Balance

extensiveList of interfaces fromwhich theprefix canbeaccepted.Reversepath forwarding
(RPF) information isdisplayedonlywhen rpf-check is configuredon the interface.

RPF interface
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Sample Output

show route forwarding-table

user@host> show route forwarding-table
Routing table: default.inet
Internet:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    rjct    46     4
0.0.0.0/32         perm     0                    dscd    44     1
172.16.1.0/24         ifdn     0                    rslv   608     1 ge-2/0/1.0
172.16.1.0/32         iddn     0 172.16.1.0            recv   606     1 ge-2/0/1.0
172.16.1.1/32         user     0                    rjct    46     4
172.16.1.1/32         intf     0 172.16.1.1            locl   607     2
172.16.1.1/32         iddn     0 172.16.1.1            locl   607     2
172.16.1.255/32       iddn     0 ff:ff:ff:ff:ff:ff  bcst   605     1 ge-2/0/1.0
10.0.0.0/24        intf     0                    rslv   616     1 ge-2/0/0.0
10.0.0.0/32        dest     0 10.0.0.0           recv   614     1 ge-2/0/0.0
10.0.0.1/32        intf     0 10.0.0.1           locl   615     2
10.0.0.1/32        dest     0 10.0.0.1           locl   615     2
10.0.0.255/32      dest     0 10.0.0.255         bcst   613     1 ge-2/0/0.0
10.1.1.0/24        ifdn     0                    rslv   612     1 ge-2/0/1.0
10.1.1.0/32        iddn     0 10.1.1.0           recv   610     1 ge-2/0/1.0
10.1.1.1/32        user     0                    rjct    46     4
10.1.1.1/32        intf     0 10.1.1.1           locl   611     2
10.1.1.1/32        iddn     0 10.1.1.1           locl   611     2
10.1.1.255/32      iddn     0 ff:ff:ff:ff:ff:ff  bcst   609     1 ge-2/0/1.0
10.206.0.0/16      user     0 10.209.63.254      ucst   419    20 fxp0.0
10.209.0.0/16      user     1 0:12:1e:ca:98:0    ucst   419    20 fxp0.0
10.209.0.0/18      intf     0                    rslv   418     1 fxp0.0
10.209.0.0/32      dest     0 10.209.0.0         recv   416     1 fxp0.0
10.209.2.131/32    intf     0 10.209.2.131       locl   417     2
10.209.2.131/32    dest     0 10.209.2.131       locl   417     2
10.209.17.55/32    dest     0 0:30:48:5b:78:d2   ucst   435     1 fxp0.0
10.209.63.42/32    dest     0 0:23:7d:58:92:ca   ucst   434     1 fxp0.0
10.209.63.254/32   dest     0 0:12:1e:ca:98:0    ucst   419    20 fxp0.0
10.209.63.255/32   dest     0 10.209.63.255      bcst   415     1 fxp0.0
10.227.0.0/16      user     0 10.209.63.254      ucst   419    20 fxp0.0

...

Routing table: iso 
ISO:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                   rjct    27     1
47.0005.80ff.f800.0000.0108.0003.0102.5524.5220.00
intf     0                   locl    28     1

Routing table: inet6
Internet6:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                   rjct     6     1
ff00::/8           perm     0                   mdsc     4     1
ff02::1/128        perm     0 ff02::1           mcst     3     1

Routing table: ccc
MPLS:
Interface.Label    Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    rjct 16     1
100004(top)fe-0/0/1.0

1431Copyright © 2018, Juniper Networks, Inc.

Chapter 46: Operational Commands



show route forwarding-table detail

user@host> show route forwarding-table detail
Routing table: inet
Internet:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            user     2 0:90:69:8e:b1:1b   ucst   132     4 fxp0.0
default            perm     0                    rjct    14     1
10.1.1.0/24        intf     0 ff.3.0.21          ucst   322     1 so-5/3/0.0
10.1.1.0/32        dest     0 10.1.1.0           recv   324     1 so-5/3/0.0
10.1.1.1/32        intf     0 10.1.1.1           locl   321     1
10.1.1.255/32      dest     0 10.1.1.255         bcst   323     1 so-5/3/0.0
10.21.21.0/24      intf     0 ff.3.0.21          ucst   326     1 so-5/3/0.0
10.21.21.0/32      dest     0 10.21.21.0         recv   328     1 so-5/3/0.0
10.21.21.1/32      intf     0 10.21.21.1         locl   325     1
10.21.21.255/32    dest     0 10.21.21.255       bcst   327     1 so-5/3/0.0
127.0.0.1/32       intf     0 127.0.0.1          locl   320     1
172.17.28.19/32    clon     1 192.168.4.254      ucst   132     4 fxp0.0
172.17.28.44/32    clon     1 192.168.4.254      ucst   132     4 fxp0.0

...

Routing table: private1__.inet
Internet:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    rjct    46     1
10.0.0.0/8         intf     0                    rslv   136     1 fxp1.0
10.0.0.0/32        dest     0 10.0.0.0           recv   134     1 fxp1.0
10.0.0.4/32        intf     0 10.0.0.4           locl   135     2
10.0.0.4/32        dest     0 10.0.0.4           locl   135     2

...

Routing table: iso
ISO:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    rjct    38     1

Routing table: inet6
Internet6:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    rjct    22     1
ff00::/8           perm     0                    mdsc    21     1
ff02::1/128        perm     0 ff02::1            mcst    17     1

...

Routing table: mpls
MPLS:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    rjct 28     1

show route forwarding-table destination extensive (Weights and Balances)

user@host> show route forwarding-table destination 3.4.2.1 extensive
Routing table: inet [Index 0]
Internet:

Destination:  3.4.2.1/32
  Route type: user
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  Route reference: 0                   Route interface-index: 0
  Flags: sent to PFE
  Next-hop type: unilist               Index: 262143   Reference: 1
  Nexthop: 172.16.4.4
  Next-hop type: unicast               Index: 335      Reference: 2
  Next-hop interface: so-1/1/0.0       Weight: 22      Balance: 3
  Nexthop: 145.12.1.2
  Next-hop type: unicast               Index: 337      Reference: 2
  Next-hop interface: so-0/1/2.0       Weight: 33      Balance: 33

show route forwarding-table extensive

user@host> show route forwarding-table extensive
Routing table: inet [Index 0] 
Internet:

Destination:  default
  Route type: user                  
  Route reference: 2                   Route interface-index: 0   
  Flags: sent to PFE 
  Nexthop: 00:00:5E:00:53:1b
  Next-hop type: unicast               Index: 132      Reference: 4    
  Next-hop interface: fxp0.0       

Destination:  default
  Route type: permanent             
  Route reference: 0                   Route interface-index: 0   
  Flags: none 
  Next-hop type: reject                Index: 14       Reference: 1    

Destination:  127.0.0.1/32
  Route type: interface             
  Route reference: 0                   Route interface-index: 0   
  Flags: sent to PFE 
  Nexthop: 127.0.0.1
  Next-hop type: local                 Index: 320      Reference: 1   

... 

Routing table: private1__.inet [Index 1] 
Internet:

Destination:  default
  Route type: permanent             
  Route reference: 0                   Route interface-index: 0   
  Flags: sent to PFE 
  Next-hop type: reject                Index: 46       Reference: 1    

Destination:  10.0.0.0/8
  Route type: interface             
  Route reference: 0                   Route interface-index: 3   
  Flags: sent to PFE 
  Next-hop type: resolve               Index: 136      Reference: 1    
  Next-hop interface: fxp1.0       

... 

Routing table: iso [Index 0] 
ISO:

Destination:  default
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  Route type: permanent             
  Route reference: 0                   Route interface-index: 0   
  Flags: sent to PFE 
  Next-hop type: reject                Index: 38       Reference: 1    

Routing table: inet6 [Index 0] 
Internet6:

Destination:  default
  Route type: permanent             
  Route reference: 0                   Route interface-index: 0   
  Flags: sent to PFE 
  Next-hop type: reject                Index: 22       Reference: 1    

Destination:  ff00::/8
  Route type: permanent             
  Route reference: 0                   Route interface-index: 0   
  Flags: sent to PFE 
  Next-hop type: multicast discard     Index: 21       Reference: 1    

... 

Routing table: private1__.inet6 [Index 1] 
Internet6:

Destination:  default
  Route type: permanent             
  Route reference: 0                   Route interface-index: 0   
  Flags: sent to PFE 
  Next-hop type: reject                Index: 54       Reference: 1    

Destination:  fe80::2a0:a5ff:fe3d:375/128
  Route type: interface             
  Route reference: 0                   Route interface-index: 0   
  Flags: sent to PFE 
  Nexthop: fe80::2a0:a5ff:fe3d:375
  Next-hop type: local                 Index: 75       Reference: 1    

... 

show route forwarding-table extensive (RPF)

The next example is based on the following configuration, which enables an RPF check

on all routes that are learned from this interface, including the interface route:

so-1/1/0 {
    unit 0 {
        family inet {
            rpf-check;
            address 192.0.2.2/30;
        }
    }
}

user@host> show route forwarding-table extensive
Routing table: inet [Index 0]
Internet:
...
...
Destination:  192.0.2.3/32
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  Route type: destination
  Route reference: 0                   Route interface-index: 67
  Flags: sent to PFE
  Nexthop: 192.0.2.3
  Next-hop type: broadcast             Index: 328      Reference: 1
  Next-hop interface: so-1/1/0.0
  RPF interface: so-1/1/0.0

show route forwarding-table (dynamic list next hop)

The show route forwarding table output shows the two next hop elements for a

multihomed EVPN destination.

user@host> show route forwarding-table label 299952 extensive
MPLS:

Destination:  299952
  Route type: user                  
  Route reference: 0                   Route interface-index: 0   
  Multicast RPF nh index: 0             
  P2mpidx: 0              
  Flags: sent to PFE, rt nh decoupled  
  Next-hop type: indirect              Index: 1048575  Reference: 2    
  Nexthop:  
  Next-hop type: composite             Index: 601      Reference: 2    
  Next-hop type: indirect              Index: 1048574  Reference: 3    
  Nexthop: 1.0.0.4
  Next-hop type: Push 301632, Push 299776(top) Index: 600 Reference: 2    
  Load Balance Label: None              
  Next-hop interface: ge-0/0/1.0   
  Next-hop type: indirect              Index: 1048577  Reference: 3    
  Nexthop: 1.0.0.4
  Next-hop type: Push 301344, Push 299792(top) Index: 619 Reference: 2    
  Load Balance Label: None              
  Next-hop interface: ge-0/0/1.0   

After one of the PE router has been disabled in the EVPNmultihomed network, the same

show route forwarding table output command shows one next hop element and one

empty next hop element.

user@host> show route forwarding-table label 299952 extensive
Routing table: default.mpls [Index 0] 
MPLS:

Destination:  299952
  Route type: user                  
  Route reference: 0                   Route interface-index: 0   
  Multicast RPF nh index: 0             
  P2mpidx: 0              
  Flags: sent to PFE, rt nh decoupled  
  Next-hop type: indirect              Index: 1048575  Reference: 2    
  Nexthop:  
  Next-hop type: composite             Index: 601      Reference: 2    
  Next-hop type: indirect              Index: 1048577  Reference: 3    
  Nexthop: 1.0.0.4
  Next-hop type: Push 301344, Push 299792(top) Index: 619 Reference: 2    
  Load Balance Label: None              
  Next-hop interface: ge-0/0/1.0   
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show route forwarding-table family mpls

user@host> show route forwarding-table family mpls
Routing table: mpls                           
MPLS:
Destination        Type RtRef Next hop          Type Index NhRef Netif
default            perm     0                   rjct    19     1
0                  user     0                   recv    18     3
1                  user     0                   recv    18     3
2                  user     0                   recv    18     3
100000             user     0 10.31.1.6         swap  100001     fe-1/1/0.0  
800002             user     0                   Pop              vt-0/3/0.32770 

vt-0/3/0.32770 (VPLS)
                   user     0                   indr   351     4
                                                Push 800000, Push 100002(top) 
so-0/0/0.0 

show route forwarding-table family mpls ccc ge-0/0/1.1004

user@host>show route forwarding-tablempls ccc ge-0/0/1.1004
Routing table: default.mpls
MPLS:
Destination        Type RtRef Next hop          Type  Index    NhRef Netif
ge-0/0/1.1004  (CCC) user     0                     ulst   1048577     2
                                                    comp      754        3
                                                   comp      755        3
                                                comp      756        3

Routing table: __mpls-oam__.mpls
MPLS:
Destination        Type RtRef Next hop           Type Index    NhRef Netif
default            perm     0                    dscd      556     1

show route forwarding-table family vpls

user@host> show route forwarding-table family vpls
Routing table: green.vpls                     
VPLS:
Destination        Type RtRef Next hop          Type Index NhRef Netif
default            dynm     0                   flood   353     1
default            perm     0                   rjct    298     1
fe-0/1/0.0         dynm     0                   flood   355     1
00:00:5E:00:53:1f/48              <<<<<Remote CE

                   dynm     0                   indr   351     4
                                                Push 800000, Push 100002(top) 
so-0/0/0.0  
00:00:5E:00:53:1f/48              <<<<<<Local CE

                   dynm     0                   ucst   354     2 fe-0/1/0.0 

show route forwarding-table vpls (Broadcast, unknown unicast, andmulticast (BUM) hashing is enabled)

user@host> show route forwarding-table vpls
Routing table: green.vpls
VPLS:
Enabled protocols: BUM hashing
Destination        Type RtRef Next hop           Type Index    NhRef Netif
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default            perm     0                    dscd      519     1
lsi.1048832        intf     0                    indr  1048574     4
                              172.16.3.2           Push 262145      621     2 
ge-3/0/0.0
00:00:5E:00:53:01/48 user     0                  ucst      590     5 ge-2/3/9.0
0x30003/51         user     0                    comp      627     2
ge-2/3/9.0         intf     0                    ucst      590     5 ge-2/3/9.0
ge-3/1/3.0         intf     0                    ucst      619     4 ge-3/1/3.0
0x30002/51         user     0                    comp      600     2
0x30001/51         user     0                    comp      597     2

show route forwarding-table vpls (Broadcast, unknown unicast, andmulticast (BUM) hashing is enabledwith
MAC Statistics)

user@host> show route forwarding-table vpls
Routing table: green.vpls
VPLS:
Enabled protocols: BUM hashing, MAC Stats
Destination        Type RtRef Next hop           Type Index    NhRef Netif
default            perm     0                    dscd      519     1
lsi.1048834        intf     0                    indr  1048574     4
                              172.16.3.2           Push 262145      592     2 
ge-3/0/0.0
00:19:e2:25:d0:01/48 user     0                  ucst      590     5 ge-2/3/9.0
0x30003/51         user     0                    comp      630     2
ge-2/3/9.0         intf     0                    ucst      590     5 ge-2/3/9.0
ge-3/1/3.0         intf     0                    ucst      591     4 ge-3/1/3.0
0x30002/51         user     0                    comp      627     2
0x30001/51         user     0                    comp      624     2

show route forwarding-table family vpls extensive

user@host> show route forwarding-table family vpls extensive
Routing table: green.vpls [Index 2]
VPLS:

Destination:  default
  Route type: dynamic
  Route reference: 0                   Route interface-index: 72
  Flags: sent to PFE 
  Next-hop type: flood                 Index: 289      Reference: 1
  Next-hop type: unicast               Index: 291      Reference: 3
  Next-hop interface: fe-0/1/3.0
  Next-hop type: unicast               Index: 290      Reference: 3
  Next-hop interface: fe-0/1/2.0

Destination:  default
  Route type: permanent
  Route reference: 0                   Route interface-index: 0
  Flags: none 
  Next-hop type: discard               Index: 341      Reference: 1

Destination:  fe-0/1/2.0
  Route type: dynamic
  Route reference: 0                   Route interface-index: 69
  Flags: sent to PFE 
  Next-hop type: flood                 Index: 293      Reference: 1
  Next-hop type: indirect              Index: 363      Reference: 4
  Next-hop type: Push 800016
  Next-hop interface: at-1/0/1.0
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  Next-hop type: indirect              Index: 301      Reference: 5
  Next hop: 10.31.3.2
  Next-hop type: Push 800000
  Next-hop interface: fe-0/1/1.0
  Next-hop type: unicast               Index: 291      Reference: 3
  Next-hop interface: fe-0/1/3.0

Destination:  fe-0/1/3.0
  Route type: dynamic
  Route reference: 0                   Route interface-index: 70
  Flags: sent to PFE 
  Next-hop type: flood                 Index: 292      Reference: 1
  Next-hop type: indirect              Index: 363      Reference: 4
  Next-hop type: Push 800016
  Next-hop interface: at-1/0/1.0
  Next-hop type: indirect              Index: 301      Reference: 5
  Next hop: 10.31.3.2
  Next-hop type: Push 800000
  Next-hop interface: fe-0/1/1.0
  Next-hop type: unicast               Index: 290      Reference: 3
  Next-hop interface: fe-0/1/2.0

Destination:  00:00:5E:00:53:01/48
  Route type: dynamic
  Route reference: 0                   Route interface-index: 70
  Flags: sent to PFE, prefix load balance
  Next-hop type: unicast               Index: 291      Reference: 3
  Next-hop interface: fe-0/1/3.0
  Route used as destination:
    Packet count:         6640    Byte count:      675786
  Route used as source
    Packet count:         6894    Byte count:      696424

Destination:  00:00:5E:00:53:04/48
  Route type: dynamic
  Route reference: 0                   Route interface-index: 69
  Flags: sent to PFE, prefix load balance
  Next-hop type: unicast               Index: 290      Reference: 3
  Next-hop interface: fe-0/1/2.0
  Route used as destination:
    Packet count:           96    Byte count:        8079
  Route used as source:
    Packet count:          296    Byte count:       24955

Destination:  00:00:5E:00:53:05/48
  Route type: dynamic
  Route reference: 0                   Route interface-index: 74
  Flags: sent to PFE, prefix load balance  
  Next-hop type: indirect              Index: 301      Reference: 5
  Next hop: 10.31.3.2
  Next-hop type: Push 800000
  Next-hop interface: fe-0/1/1.0

show route forwarding-table table default

user@host> show route forwarding-table table default
Routing table: default.inet
Internet:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    rjct    36     2
0.0.0.0/32         perm     0                    dscd    34     1
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10.0.60.0/30       user     0 10.0.60.13         ucst   713     5 fe-0/1/3.0
10.0.60.12/30      intf     0                    rslv   688     1 fe-0/1/3.0
10.0.60.12/32      dest     0 10.0.60.12         recv   686     1 fe-0/1/3.0
10.0.60.13/32      dest     0 0:5:85:8b:bc:22    ucst   713     5 fe-0/1/3.0
10.0.60.14/32      intf     0 10.0.60.14         locl   687     2
10.0.60.14/32      dest     0 10.0.60.14         locl   687     2
10.0.60.15/32      dest     0 10.0.60.15         bcst   685     1 fe-0/1/3.0
10.0.67.12/30      user     0 10.0.60.13         ucst   713     5 fe-0/1/3.0
10.0.80.0/30       ifdn     0 ff.3.0.21          ucst   676     1 so-0/0/1.0
10.0.80.0/32       dest     0 10.0.80.0          recv   678     1 so-0/0/1.0
10.0.80.2/32       user     0                    rjct    36     2
10.0.80.2/32       intf     0 10.0.80.2          locl   675     1
10.0.80.3/32       dest     0 10.0.80.3          bcst   677     1 so-0/0/1.0
10.0.90.12/30      intf     0                    rslv   684     1 fe-0/1/0.0
10.0.90.12/32      dest     0 10.0.90.12         recv   682     1 fe-0/1/0.0
10.0.90.14/32      intf     0 10.0.90.14         locl   683     2
10.0.90.14/32      dest     0 10.0.90.14         locl   683     2
10.0.90.15/32      dest     0 10.0.90.15         bcst   681     1 fe-0/1/0.0
10.5.0.0/16        user     0 192.168.187.126    ucst   324    15 fxp0.0
10.10.0.0/16       user     0 192.168.187.126    ucst   324    15 fxp0.0
10.13.10.0/23      user     0 192.168.187.126    ucst   324    15 fxp0.0
10.84.0.0/16       user     0 192.168.187.126    ucst   324    15 fxp0.0
10.150.0.0/16      user     0 192.168.187.126    ucst   324    15 fxp0.0
10.157.64.0/19     user     0 192.168.187.126    ucst   324    15 fxp0.0
10.209.0.0/16      user     0 192.168.187.126    ucst   324    15 fxp0.0

...

Routing table: default.iso
ISO:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    rjct    60     1

Routing table: default.inet6
Internet6:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    rjct    44     1
::/128             perm     0                    dscd    42     1
ff00::/8           perm     0                    mdsc    43     1
ff02::1/128        perm     0 ff02::1            mcst    39     1

Routing table: default.mpls
MPLS:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    dscd    50     1

show route forwarding-table table logical-system-name/routing-instance-name

user@host> show route forwarding-table table R4/vpn-red
Logical system: R4 
Routing table: vpn-red.inet
Internet:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    rjct   563     1
0.0.0.0/32         perm     0                    dscd   561     2
172.16.0.1/32         user     0                    dscd   561     2
172.16.2.0/24         intf     0                    rslv   771     1 ge-1/2/0.3
172.16.2.0/32         dest     0 172.16.2.0            recv   769     1 ge-1/2/0.3
172.16.2.1/32         intf     0 172.16.2.1            locl   770     2
172.16.2.1/32         dest     0 172.16.2.1            locl   770     2
172.16.2.2/32         dest     0 0.4.80.3.0.1b.c0.d5.e4.bd.0.1b.c0.d5.e4.bc.8.0
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                                                 ucst   789     1 ge-1/2/0.3
172.16.2.255/32       dest     0 172.16.2.255          bcst   768     1 ge-1/2/0.3
172.16.233.0/4        perm     1                    mdsc   562     1
172.16.233.1/32       perm     0 172.16.233.1          mcst   558     1
255.255.255.255/32 perm     0                    bcst   559     1

Logical system: R4
Routing table: vpn-red.iso
ISO:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    rjct   608     1

Logical system: R4
Routing table: vpn-red.inet6
Internet6:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    rjct   708     1
::/128             perm     0                    dscd   706     1
ff00::/8           perm     0                    mdsc   707     1
ff02::1/128        perm     0 ff02::1            mcst   704     1

Logical system: R4
Routing table: vpn-red.mpls
MPLS:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    dscd   638 

show route forwarding-table vpn

user@host> show route forwarding-table vpn VPN-A
      Routing table:: VPN-A.inet 
Internet: 
      Destination        Type RtRef Nexthop           Type Index NhRef Netif 
      default            perm     0                   rjct     4     4 
      10.39.10.20/30     intf     0 ff.3.0.21         ucst    40     1 
      so-0/0/0.0 
      10.39.10.21/32     intf     0 10.39.10.21       locl    36     1 
      10.255.14.172/32   user     0                   ucst    69     2 
      so-0/0/0.0 
      10.255.14.175/32   user     0                   indr    81     3 
                                                      Push 100004, Push 
      100004(top) so-1/0/0.0 
      172.16.233.0/4        perm     2                   mdsc     5     3 
      172.16.233.1/32       perm     0 172.16.233.1         mcst     1     8 
      172.16.233.5/32       user     1 172.16.233.5         mcst     1     8 
      255.255.255.255/32 perm     0                   bcst     2     3 

On QFX5200, the results for this command look like this:

show route forwarding-table family mpls
Routing table: default.mpls
MPLS:
Destination Type RtRef Next hop Type Index NhRef Netif
default perm 0 dscd 65 1
0 user 0 recv 64 4
1 user 0 recv 64 4
2 user 0 recv 64 4
13 user 0 recv 64 4
300384 user 0 9.1.1.1 Pop 1711 2 xe-0/0/34.0
300384(S=0) user 0 9.1.1.1 Pop 1712 2 xe-0/0/34.0
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300400 user 0 ulst 131071 2
                              10.1.1.2 Pop 1713 1 xe-0/0/38.0
                              172.16.11.2 Pop 1714 1 xe-0/0/40.0
300400(S=0) user 0 ulst 131072 2
                              10.1.1.2 Pop 1715 1 xe-0/0/38.0
                              172.16.11.2 Pop 1716 1 xe-0/0/40.0

Routing table: __mpls-oam__.mpls
MPLS:
Destination Type RtRef Next hop Type Index NhRef Netif
default perm 0 dscd 1681 1
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show security group-vpnmember ike security-associations

Syntax show security group-vpnmember ike security-associations [brief | detail] [index sa-index]
[peer-ipaddress]

Release Information Command introduced in Junos OS Release 10.2.

Description Display IKE security associations (SAs) for groupmembers. Group VPNv2 is supported

onSRX300,SRX320,SRX340,SRX345,SRX550HM,SRX1500,SRX4100,andSRX4200

devices and vSRX instances.

Options • none—Display summary information about all IKE SAs for the groupmembers.

• brief—(Optional) Display summary output.

• detail—(Optional) Display detailed output.

• indexsa-index—(Optional)Displaydetailed informationabout thespecifiedSA identified

by index number. To obtain a list of all SAs that includes their index numbers, use the

command with no options.

• peer-ipaddress—(Optional) Display information about the SA with the specified peer.

Required Privilege
Level

view

Related
Documentation

clear security group-vpnmember ike security-associations on page 1316•

• Group VPNv2 Overview

List of Sample Output show security group-vpnmember ike security-associations on page 1444
show security group-vpnmember ike security-associations detail on page 1444

Output Fields Table 45 on page 1442 lists the output fields for the show security group-vpnmember ike

security-associationscommand.Output fieldsare listed in theapproximateorder inwhich

they appear.

Table 45: show security group-vpnmember ike security-associations Output Fields

Field DescriptionField Name

Index number of an SA. This number is an internally generated number you can use to
display information about a single SA.

Index

State of the IKE security associations:

• DOWN—SA has not been negotiated with the peer.

• UP—SA has been negotiated with the peer.

State
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Table45:showsecuritygroup-vpnmember ikesecurity-associationsOutputFields(continued)

Field DescriptionField Name

Random number, called a cookie, which is sent to the remote node when the IKE
negotiation is triggered.

Initiator cookie

Random number generated by the remote node and sent back to the initiator as a
verification that the packets were received.

A cookie is aimed at protecting the computing resources from attack without spending
excessive CPU resources to determine the cookie's authenticity.

Responder cookie

Negotiation method agreed on by the two IPsec endpoints, or peers, used to exchange
information between themselves. Each exchange type determines the number of
messages and the payload types that are contained in eachmessage. Themodes, or
exchange types, are

• main—The exchange is donewith sixmessages. Thismode or exchange type encrypts
the payload, protecting the identity of the neighbor. The authentication method used
is displayed: preshared keys or certificate.

• aggressive—The exchange is done with three messages. This mode or exchange type
does not encrypt the payload, leaving the identity of the neighbor unprotected.

Mode

IP address of the destination peer with which the local peer communicates.Remote Address

IP address of the destination peer with which the local peer communicates.IKE Peer

Negotiation method agreed on by the two IPsec endpoints, or peers, used to exchange
information between themselves. Each exchange type determines the number of
messages and the payload types that are contained in eachmessage. Themodes, or
exchange types, are

• main—The exchange is donewith sixmessages. Thismode or exchange type encrypts
the payload, protecting the identity of the neighbor. The authentication method used
is displayed: preshared keys or certificate.

• aggressive—The exchange is done with three messages. This mode or exchange type
does not encrypt the payload, leaving the identity of the neighbor unprotected.

Exchange type

Method the server uses to authenticate the source of IKEmessages:

• pre-shared-keys—Preshared key for encryption and decryption that both participants
must have before beginning tunnel negotiations.

Authenticationmethod

Address of the local peer.Local

Number of seconds remaining until the IKE SA expires.Lifetime
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Table45:showsecuritygroup-vpnmember ikesecurity-associationsOutputFields(continued)

Field DescriptionField Name

Internet Key Exchange (IKE) algorithms used to encrypt and secure exchanges between
the peers during the IPsec Phase 2 process:

• Authentication—Type of authentication algorithm used.

• sha-256—Secure Hash Algorithm 256 authentication.

• sha-384—Secure Hash Algorithm 384 authentication.

• Encryption—Type of encryption algorithm used.

• aes-256-cbc—Advanced Encryption Standard (AES) 256-bit encryption.

• aes-192-cbc—AES192-bit encryption

• aes-128-cbc—AES 128-bit encryption.

Algorithms

• Input bytes—Number of bytes received.

• Output bytes—Number of bytes transmitted.

• Input packets—Number of packets received.

• Output packets—Number of packets transmitted.

Traffic statistics

Sample Output

show security group-vpnmember ike security-associations

user@host> show security group-vpnmember ike security-associations
Index   State  Initiator cookie  Responder cookie  Mode           Remote Address

4736345 UP     70611c65603d53da  6e0888777ad10f8d  Main           192.0.2.3     

Sample Output

show security group-vpnmember ike security-associations detail

user@host> show security group-vpnmember ike security-associations detail
IKE peer 192.0.2.5, Index 5824842, Gateway Name: group1_2
  Role: Initiator, State: UP
  Initiator cookie: fc866556b8afe4cd, Responder cookie: 1238de6b8a89de44
  Exchange type: Main, Authentication method: Pre-shared-keys
  Local: 192.0.2.7:848, Remote: 192.0.2.5:848
  Lifetime: Expires in 2 seconds
  Peer ike-id: 192.0.2.5
  Xauth user-name: not available
  Xauth assigned IP: 0.0.0.0
  Algorithms:
   Authentication        : hmac-sha1-96 
   Encryption            : 3des-cbc
   Pseudo random function: hmac-sha1
   Diffie-Hellman group  : DH-group-2
  Traffic statistics:
   Input  bytes  :                 2044
   Output bytes  :                  900
   Input  packets:                    7
   Output packets:                    7
  Flags: IKE SA is created 
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show security pki ca-certificate (View)

Syntax show security pki ca-certificate
<brief | detail>
<ca-profile ca-profile-name >

Release Information Commandmodified in Junos OS Release 8.5. Subject string output field added in Junos

OS Release 12.1X44-D10. Policy identifier output field added in Junos OS Release

12.3X48-D10.

Description Display information about the certificate authority (CA) public key infrastructure (PKI)

digital certificates configured on the device.

NOTE: TheFIPS imagedoesnotpermit theuseofMD5fingerprints.Therefore,
MD5 fingerprints are not included when a certificate is displayed using this
command. The SHA-1 fingerprint that is currently displayed is retained in the
FIPS image. The Simple Certificate Enrollment Protocol (SCEP) is disabled
in the FIPS image.

Options none—Display basic information about all configured CA certificates.•

• brief | detail—(Optional) Display the specified level of output.

• ca-profile ca-profile-name- (Optional) Display information about only the specified

CA certificate.

Required Privilege
Level

view

Related
Documentation

ca-profile (Security PKI)•

• request security pki ca-certificate verify (Security)

List of Sample Output show security pki ca-certificate ca-profile RootCA brief on page 1448
show security pki ca-certificate ca-profile RootCA detail on page 1448
show security pki ca-certificate ca-profile ca-tmp detail on page 1448

Output Fields Table 46 on page 1446 lists the output fields for the show security pki ca-certificate

command. Output fields are listed in the approximate order in which they appear.

Table 46: show security pki ca-certificate Output Fields

Field DescriptionField Name

Name of the digital certificate.Certificate identifier
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Table 46: show security pki ca-certificate Output Fields (continued)

Field DescriptionField Name

Revision number of the digital certificate.Certificate version

Unique serial number of the digital certificate.Serial number

Authority that issued the digital certificate, including details of the authority organized
using the distinguished name format. Possible subfields are:

• Organization—Organization of origin.

• Organizational unit—Department within an organization.

• Country—Country of origin.

• Locality—Locality of origin.

• Common name—Name of the authority.

Issuer

Details of the digital certificate holder organized using the distinguished name format.
Possible subfields are:

• Organization—Organization of origin.

• Organizational unit—Department within an organization.

• Country—Country of origin.

• Locality—Locality of origin.

• Common name—Name of the authority.

If the certificate contains multiple subfield entries, all entries are displayed.

Subject

Subject field as it appears in the certificate.Subject string

Time period when the digital certificate is valid. Values are:

• Not before—Start time when the digital certificate becomes valid.

• Not after—End time when the digital certificate becomes invalid.

Validity

Encryption algorithm used with the private key, such as rsaEncryption(1024 bits).Public key algorithm

Encryption algorithm that the CA used to sign the digital certificate, such as
sha1WithRSAEncryption.

Signature algorithm

Policy Identifier—One or more policy object identifiers (OIDs).Certificate Policy

Use of the public key, such as Certificate signing, CRL signing, Digital signature, or Data
encipherment.

Use for key

Secure Hash Algorithm (SHA1) andMessage Digest 5 (MD5) hashes used to identify the
digital certificate.

Fingerprint

Distinguished name information and the URL for the certificate revocation list (CRL)
server.

Distribution CRL
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Sample Output

show security pki ca-certificate ca-profile RootCA brief

user@host> show security pki ca-certificate ca-profile RootCA brief
Certificate identifier: RootCA
  Issued to: RootCA, Issued by: C = US, O = example, CN = RootCA
  Validity:
    Not before: 05- 3-2012 07:15
    Not after: 05- 2-2017 07:15
  Public key algorithm: rsaEncryption(1024 bits)

Sample Output

show security pki ca-certificate ca-profile RootCA detail

user@host> show security pki ca-certificate ca-profile RootCA detail
Certificate identifier: RootCA
  Certificate version: 3
  Serial number: 0712dc31
  Issuer:
    Organization: example, Country: US, Common name: RootCA
  Subject:
    Organization: example, Country: US, Common name: RootCA
  Subject string: 
    C=US, O=example, CN=RootCA
  Validity:
    Not before: 05- 3-2012 07:15
    Not after: 05- 2-2017 07:15
  Public key algorithm: rsaEncryption(1024 bits)
    30:81:89:02:81:81:00:ac:b0:c0:11:ac:0c:34:37:04:97:65:c2:b1
    ae:7e:68:e0:fa:37:23:a1:f0:eb:4d:eb:03:89:c9:d9:0d:34:f3:66
    91:97:8c:e9:9c:d4:b5:55:8d:c1:e2:8b:95:08:9d:29:f8:ab:ac:ff
    ae:af:f7:bc:4b:33:f2:eb:b9:e6:13:6d:18:d7:64:a7:85:78:99:41
    4e:b4:fa:bc:3e:1b:5c:26:25:89:03:af:e9:c6:e9:9e:7b:74:1a:1a
    5b:b4:2a:48:78:57:68:e2:5c:0b:71:71:78:ac:a2:23:5f:ca:d2:4a
    38:4c:35:5a:20:cc:44:39:96:26:20:43:bd:75:fd:02:03:01:00:01
  Signature algorithm: sha1WithRSAEncryption
  Use for key: CRL signing, Certificate signing, Key encipherment,
  Digital signature
  Fingerprint:                          
    eb:2a:2a:eb:d3:c7:cb:62:65:2e:6a:76:56:b8:af:88:51:8a:30:c9 (sha1)
    cd:43:ae:a4:b2:11:9e:cf:1a:47:fd:7f:0c:ce:d9:fd (md5)
  Auto-re-enrollment:
    Status: Disabled
    Next trigger time: Timer not started

Sample Output

show security pki ca-certificate ca-profile ca-tmp detail

user@host> show security pki ca-certificate ca-profile ca-tmp detail
Certificate identifier: ca-tmp
  Certificate version: 3
  Serial number: 00000047
  Issuer:
    Organization: Example,
    Organizational unit: DoD, Organizational unit: Testing, Country: US,
    Common name: Trust Anchor
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  Subject:
    Organization: Example,
    Organizational unit: Dod, Organizational unit: Testing, Country: US,
    Common name: CA1-PP.01.03
  Subject string:
    C=US, O=Example, OU=Example, OU=Testing, CN=CA1-PP.01.03
  Validity:
    Not before: 01- 1-1998 12:01 UTC
    Not after: 01- 1-2048 12:01 UTC
  Public key algorithm: rsaEncryption(1024 bits)
    30:81:89:02:81:81:00:cb:fd:78:0c:be:87:ac:cd:c0:33:66:a3:18
    9e:fd:40:b7:9b:bc:dc:66:ff:08:45:f7:7e:fe:8e:d6:32:f8:5b:75
    db:76:f0:4d:21:9a:6e:4f:04:21:4c:7e:08:a1:f9:3d:ac:8b:90:76
    44:7b:c4:e9:9b:93:80:2a:64:83:6e:6a:cd:d8:d4:23:dd:ce:cb:3b
    b5:ea:da:2b:40:8d:ad:a9:4d:97:58:cf:60:af:82:94:30:47:b7:7d
    88:c3:76:c0:97:b4:6a:59:7e:f7:86:5d:d8:1f:af:fb:72:f1:b8:5c
    2a:35:1e:a7:9e:14:51:d4:19:ae:c7:5c:65:ea:f5:02:03:01:00:01
  Signature algorithm: sha1WithRSAEncryption
  Certificate Policy:
    Policy Identifier = 2.16.840.1.101.3.1.48.2
  Use for key: CRL signing, Certificate signing
  Fingerprint:
    e0:b3:2f:2e:a1:c5:ee:ad:af:dd:96:85:f6:78:24:c5:89:ed:39:40 (sha1)
    f3:47:6e:55:bc:9d:80:39:5a:40:70:8b:10:0e:93:c5 (md5)
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show vpls connections

Syntax show vpls connections
<brief | extensive>
<down | up | up-down>
<history>
<instance instance-name local-site local-site-name remote-site remote-site-name>
<instance-history>
<logical-system (all | logical-system-name)>
<status>
<summary>

Release Information Command introduced before Junos OS Release 7.4.

instance-history option introduced in Junos OS Release 12.3R2.

Description (T Series and M Series routers, except for the M160 router) Display virtual private LAN

service (VPLS) connection information.

Options none—Display information about all VPLS connections for all routing instances.

brief | extensive—(Optional) Display the specified level of output.

down | up | up-down—(Optional) Display nonoperational, operational, or both types of
connections.

history—(Optional) Display information about connection history.

instance instance-name—(Optional) Display the VPLS connections for the specified
routing instance only.

instance-history—(Optional)Display informationaboutconnectionhistory foraparticular
instance.

local-site local-site-name—(Optional) Display the VPLS connections for the specified
local site name or ID only.

remote-site remote-site-name—(Optional)Display theVPLSconnections for thespecified
remote site name or ID only. Label block size information is always shown as 0when

using this option.

logical-system (all | logical-system-name)—(Optional) Perform this operation on all

logical systems or on a particular logical system.

status—(Optional) Display information about the connection and interface status.

summary—(Optional) Display summary of all VPLS connections information.

Required Privilege
Level

view
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List of Sample Output show vpls connections on page 1455
show vpls connections (with FEC128 and FEC129 in the same
routing-instance) on page 1457
show vpls connections (withmultiple pseudowires) on page 1458
show vpls connections extensive (Static VPLS Neighbors) on page 1459

Output Fields Table 47 on page 1451 lists the output fields for the show vpls connections command.

Output fields are listed in the approximate order in which they appear.

Table 47: show vpls connections Output Fields

Field DescriptionField Name

Name of the VPLS instance.Instance

Name of the local site.Local site

Identifier for the VPLS site.VPLS-id

Number of interfaces configured for the local site.Number of local
interfaces

Number of interfaces configured for the local site that are currently up.Number of local
interfaces up

Indicates whether or not an integrated routing and bridging (IRB) interface is
present (yes or no).

IRB interface
present

List of all of the interfaces configured for the local site. The types of interfaces
can include VPLS virtual loopback tunnel interfaces and label-switched
interfaces. Any interface that supports VPLS could be listed here.

Virtual loopback tunnel interfaces are displayed using the vt-fpc/pic/port.nnnnn
format. Label-switched interfaces are displayed using the lsi.nnnnn format. In
both cases, nnnnn is a dynamically generated virtual port used to transport and
receive packets from other provider edge (PE) routers in the VPLS domain.

Each interface might include the following information:

• Identification as a VPLS interface

• Name of the associated VPLS routing instance

• Local site number

• Remote site number

• VPLS neighbor address

• VPLS identifier

Intf

Flag associated with the interface. Can include the following:

• VC-Down—The virtual circuit associated with this interface is down.

Interface flags

First label in a block of labels. A remote PE router uses this first label when
sending traffic toward the advertising PE router.

Label-base
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Table 47: show vpls connections Output Fields (continued)

Field DescriptionField Name

Displays theVPLSEdge (VE) block offset in the Layer 2VPNNLRI. TheVEblock
offset is used to identify a label block fromwhich a particular label value is
selected to setup a pseduowire for a remote site. The block offset value itself
indicates the starting VE ID that maps to the label base contained in the VPLS
NLRI advertisement.

Offset

Label block size. A configurable value that represents thenumberof label blocks
required to cover all the pseudowires for the remote peer. Acceptable
configuration values are: 2, 4, 8 and 16. The default value is 2. A value of 0will
be displayed when using the remote-site option.

Size

Label block range. A value that keeps track of the numbers of remote sites
discovered within each label block.

Range

Preference value advertised for a VPLS site. Whenmultiple PE routers are
assigned the same VE ID for multihoming, youmight need to specify that a
particular PE router acts as the designated forwarder by configuring the site
preference value. The site preference indicates the degree of preference for a
particular customer site. The site preference is one of the tie-breaking criteria
used in a designated forwarder election.

Preference

Bit vector advertising the state of local PE-CE circuits to remote PE routers. A
bit value of 0 indicates that the local circuit and LSP tunnel to the remote PE
router are up, whereas a value of 1 indicates either one or both are down.

status-vector

Name of the connection site.connection-site

IP address and VPLS identifier for the VPLS neighbor. If multiple pseudowires
havebeenconfigured, the IPaddresswill also show thePW-specific vpls-id-list,
for example, 203.0.113.144 (vpls-id 200).

Neighbor

Type of connection: loc (local) or rmt (remote).Type
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Table 47: show vpls connections Output Fields (continued)

Field DescriptionField Name

Status of the VPLS connection (corresponds with Legend for Connection
Status):

• EI—The local VPLS interface is configured with an encapsulation that is not
supported.

• EM—The encapsulation type received on this VPLS connection from the
neighbor does notmatch the local VPLS connection interface encapsulation
type.

• VC-Dn—The virtual circuit is currently down.

• CM—The two routers do not agree on a control word, which causes a control
word mismatch.

• CN—The virtual circuit is not provisioned properly.

• OR—The label associated with the virtual circuit is out of range.

• OL—No advertisement has been received for this virtual circuit from the
neighbor. There is no outgoing label available for use by this virtual circuit.

• LD—All of the CE-facing interfaces to the local site are down. Therefore, the
connection to the local site is signaled as down to the other PE routers. No
pseudowires can be established.

• RD—All the interfaces to the remoteneighboraredown.Therefore, the remote
site has been signaled as down to the other PE routers. No pseudowires can
be established.

• LN—The local site has lost path selection to the remote site and therefore
no pseduowires can be established from this local site.

• RN—The remote site has lost path selection to a local site or other remote
site and therefore no pseudowires are established to this remote site.

In a multihoming configuration, onemultihomed PE site displays the state
LN, and the other multihomed PE site displays the state RN in the following
circumstances:

• Themultihomed links are both configured to be the backup site.

• The twomultihomed PE routers have the same site ID, but have a peering
relationship with a route reflector (RR) that has a different site ID.

• XX—The VPLS connection is down for an unn reason. This is a programming
error.

• MM—The MTU for the local site and the remote site do not match.

• BK—The router is using a backup connection.

• PF—Profile parse failure.

• RS—The remote site is in a standby state.

• NC—The interface encapsulation is not configured as an appropriate CCC,
TCC, or VPLS encapsulation.

• WE—The encapsulation configured for the interface does not match the
encapsulation configured for the associated connection within the VPLS
routing instance.

St
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Table 47: show vpls connections Output Fields (continued)

Field DescriptionField Name

• NP—The router detects that interface hardware is not present. The hardware
might be offline, a PICmight not be of the desired type, or the interfacemight
be configured in a different routing instance.

• -->—Only the outbound connection is up.

• <-—Only the inbound connection is up.

• Up—The VPLS connection is operational.

• Dn—The VPLS connection is down.

• CF—The router cannot find enough bandwidth to the remote router to satisfy
the VPLS connection bandwidth requirement.

• SC—The local site identifiermatches the remote site identifier. Nopseudowire
can be established between these two sites. You should configure different
values for the local and remote site identifiers.

• LM—The local site identifier is not theminimumdesignated,meaning it is not
the lowest. There is another local sitewith a lower site identifier. Pseudowires
are not being established to this local site. and the associated local site
identifier is not being used to distribute VPLS label blocks. However, this is
not anerror state. Traffic continues tobe forwarded to thePE router interfaces
connected to the local sites when the local sites are in this state.

• RM—The remote site identifier is not the minimum designated, meaning it is
not the lowest. There is another remote site connected to the samePE router
whichhas lower site identifier. ThePE router cannot establishedapseudowire
to this remote site and the associated remote site identifier cannot be used
to distribute VPLS label blocks. However, this is not an error state. Traffic can
continue to be forwarded to the PE router interface connected to this remote
site when the remote site is in this state.

• IL—The incoming packets for the VPLS connection have no MPLS label.

• MI—The configuredmesh group identifier is in use by another system in the
network.

• ST—The router has switched to a standby connection.

• PB—Profile busy.

• SN—The VPLS neighbor is static.

Time connection was last in the Up condition.Time last up

Number of transitions from Down to Up condition.#Up trans

Status of the (local or remote circuit) local interface:

• Up—Operational

• Dn—Down

• NP—Not present

• DS—Disabled

• WE—Wrong encapsulation

• UN—Uninitialized

Status

Type of encapsulation: VPLS.Encapsulation

Address of the remote provider edge router.Remote PE
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Table 47: show vpls connections Output Fields (continued)

Field DescriptionField Name

Whether a control word has been negotiated: Yes or No.Negotiated
control-word

Name of the incoming label.Incoming label

Name of the outgoing label.Outgoing label

Indicates whether or not the pseudowire status TLV has been negotiated for
the VPLS connection.

Negotiated PW
status TLV

Provides the following information about the local interface configured for the
VPLS neighbor:

• Name of the local interface

• Status—Interface status (Up or Down)

• Encapsulation—Interface encapsulation (for example, ETHERNET)

• Description—Includes the VPLS instance name, the VPLS neighbor address,
and the VPLS identifier

Local interface

Date and time of VPLS connection event.Time

Type of event.Event

Interface, label, or PE router.Interface/Lbl/PE

Eachentrycan include thedate, time, year, and theconnectionevent.Connection
events include any of a variety of events related to VPLS connections, such as
route changes, label updates, and interfaces going down or coming up.

Connection History

Sample Output

show vpls connections

user@host> show vpls connections
Layer-2 VPN connections:

Legend for connection status (St)   
EI -- encapsulation invalid      NC -- interface encapsulation not CCC/TCC/VPLS
EM -- encapsulation mismatch     WE -- interface and instance encaps not same
VC-Dn -- Virtual circuit down    NP -- interface hardware not present 
CM -- control-word mismatch      -< -- only outbound connection is up
CN -- circuit not provisioned    >- -- only inbound connection is up
OR -- out of range               Up -- operational
OL -- no outgoing label          Dn -- down                      
LD -- local site signaled down   CF -- call admission control failure      
RD -- remote site signaled down  SC -- local and remote site ID collision
LN -- local site not designated  LM -- local site ID not minimum designated
RN -- remote site not designated RM -- remote site ID not minimum designated
XX -- unn connection status  IL -- no incoming label
MM -- MTU mismatch               MI -- Mesh-Group ID not available
BK -- Backup connection          ST -- Standby connection
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PF -- Profile parse failure      PB -- Profile busy

Legend for interface status 
Up -- operational           
Dn -- down

Instance: vpls-1
  Local site: 1 (11)
    Number of local interfaces: 1
    Number of local interfaces up: 1
    IRB interface present: no
    lt-1/3/0.10496     
    vt-1/3/0.1048588    1         Intf - vpls vpls-1 local site 11 remote site 1

    vt-1/2/0.1048591    2         Intf - vpls vpls-1 local site 11 remote site 2

    vt-1/2/0.1048585    3         Intf - vpls vpls-1 local site 11 remote site 3

    vt-1/2/0.1048587    4         Intf - vpls vpls-1 local site 11 remote site 4

    vt-1/2/0.1048589    5         Intf - vpls vpls-1 local site 11 remote site 5

    vt-1/3/0.1048586    6         Intf - vpls vpls-1 local site 11 remote site 6

    vt-1/3/0.1048590    7         Intf - vpls vpls-1 local site 11 remote site 7

    vt-1/3/0.1048584    8         Intf - vpls vpls-1 local site 11 remote site 8

    Label-base        Offset     Size  Range     Preference
    800256            1          16     16        100   
    Timer Values:
        Startup wait time: 120 seconds
        New site wait-time: 20 seconds
        Collision detect time: 30 seconds
        Reclaim wait time: 748 milliseconds
    connection-site           Type  St     Time last up          # Up trans
    1                         rmt   Up     Apr 28 13:28:24 2009           2
      Remote PE: 192.0.2.1, Negotiated control-word: No
      Incoming label: 800256, Outgoing label: 800026
      Local interface: vt-1/3/0.1048588, Status: Up, Encapsulation: VPLS
        Description: Intf - vpls vpls-1 local site 11 remote site 1
    Connection History:
        Apr 28 13:28:24 2009  status update timer  
        Apr 28 13:28:24 2009  PE route down        
        Apr 28 13:24:27 2009  status update timer  
        Apr 28 13:24:27 2009  loc intf up             vt-1/3/0.1048588
        Apr 28 13:24:27 2009  PE route changed     
        Apr 28 13:24:27 2009  Out lbl Update                    800026
        Apr 28 13:24:27 2009  In lbl Update                     800256
        Apr 28 13:24:27 2009  loc intf down        
    2                         rmt   Up     Apr 28 13:28:24 2009           2
      Remote PE: 192.0.2.71, Negotiated control-word: No
      Incoming label: 800257, Outgoing label: 800034
      Local interface: vt-1/2/0.1048591, Status: Up, Encapsulation: VPLS
        Description: Intf - vpls vpls-1 local site 11 remote site 2
    Connection History:
        Apr 28 13:28:24 2009  status update timer  
        Apr 28 13:28:24 2009  PE route down        
        Apr 28 13:24:28 2009  status update timer  
        Apr 28 13:24:28 2009  loc intf up             vt-1/2/0.1048591
        Apr 28 13:24:28 2009  PE route changed     
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        Apr 28 13:24:28 2009  Out lbl Update                    800034
        Apr 28 13:24:28 2009  In lbl Update                     800257
        Apr 28 13:24:28 2009  loc intf down        

show vpls connections (with FEC128 and FEC129 in the same routing-instance)

user@host> show vpls connections
Instance: fec129
  L2vpn-id: 1:1
  Local-id: 203.0.113.0
FEC129-VPLS State:
  Mesh-group connections: __ves__
    Remote-id                 Type  St     Time last up          # Up trans
    203.0.3.3                  rmt   Up     Sep 19 09:59:56 2017           1
      Remote PE: 203.0.3.3, Negotiated control-word: No
      Incoming label: 262155, Outgoing label: 262164
      Negotiated PW status TLV: No
      Local interface: lsi.1048844, Status: Up, Encapsulation: ETHERNET
        Description: Intf - vpls fec129 local-id 81.4.4.4 remote-id 203.0.3.3 
neighbor 203.0.3.3
      Flow Label Transmit: No, Flow Label Receive: No
    203.0.2.2                  rmt   Up     Sep 19 09:59:52 2017           1
      Remote PE: 203.0.2.2, Negotiated control-word: No
      Incoming label: 262154, Outgoing label: 262157
      Negotiated PW status TLV: No
      Local interface: lsi.1048846, Status: Up, Encapsulation: ETHERNET
        Description: Intf - vpls fec129 local-id 81.4.4.4 remote-id 203.0.2.2 
neighbor 203.0.2.2
      Flow Label Transmit: No, Flow Label Receive: No
    203.0.1.1                  rmt   Up     Sep 19 09:59:48 2017           1
      Remote PE: 203.0.1.1, Negotiated control-word: No
      Incoming label: 262156, Outgoing label: 262157
      Negotiated PW status TLV: No
      Local interface: lsi.1048845, Status: Up, Encapsulation: ETHERNET
        Description: Intf - vpls fec129 local-id 81.4.4.4 remote-id 203.0.1.1 
neighbor 203.0.1.1
      Flow Label Transmit: No, Flow Label Receive: No

LDP-VPLS State
   Mesh-group connections: MG1
     Neighbor                  Type  St     Time last up          # Up trans
     203.0.6.6(vpls-id 1)       rmt   Up     Sep 17 19:17:11 2017           1
       Remote PE: 203.0.6.6, Negotiated control-word: No
       Incoming label: 262423, Outgoing label: 262145
       Negotiated PW status TLV: No
       Local interface: lsi.1049859, Status: Up, Encapsulation: ETHERNET
         Description: Intf - vpls bgp-vpls neighbor 203.0.6.6 vpls-id 1
       Flow Label Transmit: No, Flow Label Receive: No
     203.0.7.7(vpls-id 1)       rmt   Up     Sep 17 19:17:04 2017           1
       Remote PE: 203.0.7.7, Negotiated control-word: No
       Incoming label: 262424, Outgoing label: 262145
       Negotiated PW status TLV: No
       Local interface: lsi.1049857, Status: Up, Encapsulation: ETHERNET
         Description: Intf - vpls bgp-vpls neighbor 203.0.7.7 vpls-id 1
       Flow Label Transmit: No, Flow Label Receive: No
   Mesh-group connections: MG2
     Neighbor                  Type  St     Time last up          # Up trans
     203.0.5.5(vpls-id 1)       rmt   Up     Sep 17 19:17:00 2017           1
       Remote PE: 203.0.5.5, Negotiated control-word: No
       Incoming label: 262425, Outgoing label: 299872
       Negotiated PW status TLV: No
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       Local interface: lsi.1049856, Status: Up, Encapsulation: ETHERNET
         Description: Intf - vpls bgp-vpls neighbor 203.0.5.5 vpls-id 1
       Flow Label Transmit: No, Flow Label Receive: No

show vpls connections (withmultiple pseudowires)

user@host> show vpls connections
Layer-2 VPN connections:

Legend for connection status (St)   
EI -- encapsulation invalid      NC -- interface encapsulation not CCC/TCC/VPLS
EM -- encapsulation mismatch     WE -- interface and instance encaps not same
VC-Dn -- Virtual circuit down    NP -- interface hardware not present 
CM -- control-word mismatch      -> -- only outbound connection is up
CN -- circuit not provisioned    <- -- only inbound connection is up
OR -- out of range               Up -- operational
OL -- no outgoing label          Dn -- down                      
LD -- local site signaled down   CF -- call admission control failure      
RD -- remote site signaled down  SC -- local and remote site ID collision
LN -- local site not designated  LM -- local site ID not minimum designated
RN -- remote site not designated RM -- remote site ID not minimum designated
XX -- unknown connection status  IL -- no incoming label
MM -- MTU mismatch               MI -- Mesh-Group ID not available
BK -- Backup connection          ST -- Standby connection
PF -- Profile parse failure      PB -- Profile busy
RS -- remote site standby        SN -- Static Neighbor
LB -- Local site not best-site   RB -- Remote site not best-site
VM -- VLAN ID mismatch

Legend for interface status 
Up -- operational           
Dn -- down

Instance: vpls
  VPLS-id: 100
  Mesh-group connections: __ves__
    Neighbor                  Type  St     Time last up          # Up trans
    10.255.114.3 (vpls-id 100)  rmt   Up     Apr 11 23:38:38 2013           1
      Remote PE: 10.255.114.3, Negotiated control-word: No
      Incoming label: 262145, Outgoing label: 262145
      Negotiated PW status TLV: No
      Local interface: lsi.1049090, Status: Up, Encapsulation: ETHERNET
        Description: Intf - vpls h-vpls neighbor 10.255.114.3 vpls-id 100

  Mesh-group connections: spokes
    Neighbor                  Type  St     Time last up          # Up trans
    10.255.114.4 (vpls-id 200)  rmt   Up     Apr 11 23:39:25 2013           1
      Remote PE: 10.255.114.4, Negotiated control-word: No
      Incoming label: 262148, Outgoing label: 304224
      Negotiated PW status TLV: Yes
      local PW status code: 0x00000000, Neighbor PW status code: 0x00000000
      Local interface: lsi.1049091, Status: Up, Encapsulation: ETHERNET
        Description: Intf - vpls h-vpls neighbor 10.255.114.4 vpls-id 200
      10.255.114.4 (vpls-id 201)  rmt   Up     Apr 11 23:39:25 2013           1
        Remote PE: 10.255.114.4, Negotiated control-word: No
        Incoming label: 262149, Outgoing label: 304225
        Negotiated PW status TLV: Yes
        local PW status code: 0x00000000, Neighbor PW status code: 0x00000000
        Local interface: lsi.1049096, Status: Up, Encapsulation: ETHERNET
        Description: Intf - vpls h-vpls neighbor 10.255.114.4 vpls-id 201

Copyright © 2018, Juniper Networks, Inc.1458

Layer 2 VPNs and VPLS Feature Guide for Routing Devices



show vpls connections extensive (Static VPLS Neighbors)

user@host> show vpls connections extensive instance red
Layer-2 VPN connections:

Legend for connection status (St)   
EI -- encapsulation invalid      NC -- interface encapsulation not CCC/TCC/VPLS
EM -- encapsulation mismatch     WE -- interface and instance encaps not same
VC-Dn -- Virtual circuit down    NP -- interface hardware not present 
CM -- control-word mismatch      -> -- only outbound connection is up
CN -- circuit not provisioned    <- -- only inbound connection is up
OR -- out of range              Up -- operational
OL -- no outgoing label          Dn -- down                     
LD -- local site signaled down   CF -- call admission control failure      
RD -- remote site signaled down  SC -- local and remote site ID collision
LN -- local site not designated  LM -- local site ID not minimum designated
RN -- remote site not designated RM -- remote site ID not minimum designated
XX -- unn connection status  IL -- no incoming label
MM -- MTU mismatch              MI -- Mesh-Group ID not available
BK -- Backup connection                ST -- Standby connection
PF -- Profile parse failure      PB -- Profile busy
RS -- remote site standby       SN -- Static Neighbor

Legend for interface status 
Up -- operational           
Dn -- down                             

Instance: static
  VPLS-id: 1
   Number of local interfaces: 1
   Number of local interfaces up: 1
   ge-0/0/5.0         
   lsi.1049344                  Intf - vpls static neighbor 10.255.114.3 vpls-id
 1
   Neighbor                 Type  St     Time last up          # Up trans
   10.255.114.3(vpls-id 1)(SN) rmt Up     Mar  4 08:48:41 2010           1
     Remote PE: 10.255.114.3, Negotiated control-word: No
     Incoming label: 29696, Outgoing label: 29697
     Negotiated PW status TLV: No
     Local interface: lsi.1049344, Status: Up, Encapsulation: ETHERNET
       Description: Intf - vpls static neighbor 10.255.114.3 vpls-id 1
   Connection History:
       Mar  4 08:48:41 2010  status update timer  
       Mar  4 08:48:41 2010  PE route changed     
       Mar  4 08:48:41 2010  Out lbl Update                    29697
       Mar  4 08:48:41 2010  In lbl Update                     29696
       Mar  4 08:48:41 2010  loc intf up                 lsi.1049344

user@PE1> show vpls connections extensive (Multihoming with FEC 129)
Layer-2 VPN connections:

Legend for connection status (St)   
EI -- encapsulation invalid      NC -- interface encapsulation not CCC/TCC/VPLS
EM -- encapsulation mismatch     WE -- interface and instance encaps not same
VC-Dn -- Virtual circuit down    NP -- interface hardware not present 
CM -- control-word mismatch      -> -- only outbound connection is up
CN -- circuit not provisioned    <- -- only inbound connection is up
OR -- out of range               Up -- operational
OL -- no outgoing label          Dn -- down                      
LD -- local site signaled down   CF -- call admission control failure      
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RD -- remote site signaled down  SC -- local and remote site ID collision
LN -- local site not designated  LM -- local site ID not minimum designated
RN -- remote site not designated RM -- remote site ID not minimum designated
XX -- unknown connection status  IL -- no incoming label
MM -- MTU mismatch               MI -- Mesh-Group ID not available
BK -- Backup connection          ST -- Standby connection
PF -- Profile parse failure      PB -- Profile busy
RS -- remote site standby        SN -- Static Neighbor
LB -- Local site not best-site   RB -- Remote site not best-site
VM -- VLAN ID mismatch

Legend for interface status 
Up -- operational           
Dn -- down

Instance: green
  L2vpn-id: 100:100
  Local-id: 192.0.2.2
    Number of local interfaces: 2
    Number of local interfaces up: 2
    ge-0/3/1.0         
    ge-0/3/3.0         
    lsi.101711873                 Intf - vpls green local-id 192.0.2.2 remote-id
 192.0.2.4 neighbor 192.0.2.4
    Remote-id                 Type  St     Time last up          # Up trans
    192.0.2.4                   rmt   Up     Jan 31 13:49:52 2012           1
      Remote PE: 192.0.2.4, Negotiated control-word: No
      Incoming label: 262146, Outgoing label: 262146
      Local interface: lsi.101711873, Status: Up, Encapsulation: ETHERNET
        Description: Intf - vpls green local-id 192.0.2.2 remote-id 192.0.2.4 
neighbor 192.0.2.4
    Connection History:
        Jan 31 13:49:52 2012  status update timer  
        Jan 31 13:49:52 2012  PE route changed     
        Jan 31 13:49:52 2012  Out lbl Update                    262146
        Jan 31 13:49:52 2012  In lbl Update                     262146
        Jan 31 13:49:52 2012  loc intf up                lsi.101711873
  Multi-home:
    Local-site                Id     Pref   State
    test                      1      100    Up
      Number of interfaces: 1
      Number of interfaces up: 1
        ge-0/3/1.0         
      Received multi-homing advertisements:
        Remote-PE         Pref   flag   Description
        192.0.2.4           100    0x0   
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show vpls flood event-queue

Syntax show vpls flood event-queue

Release Information Command introduced in Junos OS Release 8.0.

Description Display the pending events in the VPLS flood queue.

Options This command has no options.

Required Privilege
Level

view

List of Sample Output show vpls flood event-queue on page 1461

Output Fields Table48onpage 1461 lists theoutput fields for the showvpls floodevent-queuecommand.

Output fields are listed in the approximate order in which they appear.

Table 48: show vpls flood event-queue Output Fields

Field DescriptionField Name

Provides information on the current event in the VPLS flood event
queue.

Current Pending Event

Name of the event.Name

Name of the interface associated with the flood event.Owner Name

Pending operation for the event.Pending Op

Name of the last error encountered.Last Error

Number of attempts made to update the event queue.Number of Retries

List of the events awaiting processing.Pending Event List

Name of the event.Event Name

Pending operation for the event.Pending Op

Name of the interface associated with the flood event.Event Identifier

Sample Output

show vpls flood event-queue

user@host> show vpls flood event-queue
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Current Pending Event 
    Name:          Flood Nexthop
    Owner Name:ge-4/3/0.0
    Pending Op: ADD
    Last Error:ENOMEM
    Number of Retries:3
    Pending Event List:
    Event Name      Pending Op      Event Identifier
    Flood Nexthop   ADD             ge-4/3/0.0
    Flood Route     ADD             ge-4/3/0.0
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show vpls flood instance

Syntax show vpls flood instance
<brief | detail | extensive>
<instance-name>
<logical-system logical-system-name>

Release Information Command introduced in Junos OS Release 8.0.

Description Display VPLS information related to the flood process.

Options none—Display VPLS information related to the flood process for all routing instances.

brief | detail | extensive—(Optional) Display the specified level of output.

instance-name—(Optional) Display VPLS information related to the flood process for
the specified routing instance.

logical-system logical-system-name—(Optional) Display VPLS information related to
the flood process for the specified logical system.

Required Privilege
Level

view

List of Sample Output show vpls flood instance on page 1464
show vpls flood instance logical-system-name on page 1464
show vpls flood instance detail on page 1464

Output Fields Table 49 on page 1463 lists the output fields for the show vpls flood instance command.

Output fields are listed in the approximate order in which they appear.

Table 49: show vpls flood instance Output Fields

Field DescriptionField Name

Name of the logical system.Logical system

Name of the VPLS routing instance.Name

Number of CE routers connected to the VPLS instance.CEs

Number of VE routers connected to the VPLS instance.VEs

List of all flood routes associated with the VPLS instance.Flood routes

Prefix for the route.Prefix

Type of route.Type
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Table 49: show vpls flood instance Output Fields (continued)

Field DescriptionField Name

VPLS routing instance or interface associated with the route.Owner

Next-hop type. For example, flood for a flood route.Nhtype

Next-hop index number for the route.Nhindex

Sample Output

show vpls flood instance

user@host> show vpls flood instance

Logical system: __example_ls1__
Name: green
CEs: 1
VEs: 1
Flood Routes:
  Prefix    Type          Owner                 NhType          NhIndex
  default   ALL_CE_FLOOD  green                 flood           383
  0x47/16   CE_FLOOD      fe-1/2/1.0            flood           388

show vpls flood instance logical-system-name

user@host:__example_ls1__> show vpls flood instance example_ls1

Logical system: __example_ls1__
Name: green
CEs: 1
VEs: 1
Flood Routes:
  Prefix    Type          Owner                 NhType          NhIndex
  default   ALL_CE_FLOOD  green                 flood           383
  0x47/16   CE_FLOOD      fe-1/2/1.0            flood           388

show vpls flood instance detail

user@host:__example_ls1__> show vpls flood instance detail

Logical system: __example_ls1__
Name: green
CEs: 1
VEs: 1
Flood Routes:
  Prefix    Type          Owner                 NhType          NhIndex
  default   ALL_CE_FLOOD  green                 flood           383
  0x47/16   CE_FLOOD      fe-1/2/1.0            flood           388
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show vpls flood route

Syntax show vpls flood route
(all-ce-flood instance-name instance-name <logical-system-name logical-system-name>
|

ce-flood interface interface-name)

Release Information Command introduced in Junos OS Release 8.0.

Description DisplayVPLS route information related to the floodprocess for either the specified routing

instance or the specified interface.

Options all-ce-flood—Display the flood next-hop route for all customer edge routers for traffic
coming from the core of the network.

ce-flood interface interface-name—Display the flood next-hop route for traffic coming
from the specified customer edge interface.

instance-name instance-name—Display the flood routes for the specified instance.

logical-system-name logical-system-name—(Optional) Specify the logical system
whose flood routes you want to display. You can only specify the default logical

system name for VPLS. The default logical system name is __example_ls1__\ (the

namemust be entered in the command with the underscore characters).

Required Privilege
Level

view

List of Sample Output show vpls flood route all-ce-flood on page 1466
show vpls flood route ce-flood on page 1466

Output Fields Table 50 on page 1465 lists the output for the show vpls flood route command. Output

fields are listed in the approximate order in which they appear.

Table 50: show vpls flood route Output Fields

Field DescriptionField Name

Prefix for the flood route.Flood route prefix

Type of flood route (either CE_FLOOD or ALL_CE_FLOOD).Flood route type

VPLS routing instance or interface associated with the flood route.Flood route owner

Next-hop type. For example, flood for a flood route.Nexthop type

Next-hop index number for the route.Nexthop index

Interfaces to which VPLS routes are being flooded.Interfaces flooding to
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Table 50: show vpls flood route Output Fields (continued)

Field DescriptionField Name

Name of the interface.Name

Type of VPLS router (CE or VE).Type

Next-hop type.Nh type

Index number for the flood route.Index

Sample Output

show vpls flood route all-ce-flood

user@host:__example_ls1__> show vpls flood route all-ce-flood logical-system-name
__example_ls1__instance-name green

  Flood route prefix: default
  Flood route type: ALL_CE_FLOOD
  Flood route owner: green
  Nexthop type: flood
  Nexthop index: 383
    Interfaces Flooding to:
    Name             Type          NhType          Index
    fe-1/2/1.0       CE

show vpls flood route ce-flood

user@host:__example_ls1__> show vpls flood route ce-flood interface fe-1/2/1.0

  Flood route prefix: 0x47/16
  Flood route type: CE_FLOOD
  Flood route owner: fe-1/2/1.0
  Nexthop type: flood
  Nexthop index: 388
    Interfaces Flooding to:
    Name             Type          NhType          Index
    lsi.49152        VE             indr            262142
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show vplsmac-move-action

Syntax show vplsmac-move-action instance
<instance instance-name>

Release Information Command introduced in Junos OS Release 14.2.

Description Display the learning interfaces (IFLs) disabled due to a MACmove in a VPLS instance.

Options none—Display all the IFLs disabled due to MACmoves.

instance instance-name—(Optional) Display the IFLs disabled due to a MACmove in a
VPLS instance.

Required Privilege
Level

view

List of Sample Output show vplsmac-move-action (MX Series) on page 1467
show vplsmac-move-action instance instance-name on page 1468

Output Fields Table 51 on page 1467 describes the output fields for the show vplsmac-move-action
command. Output fields are listed in the approximate order in which they appear.

Table 51: show vplsmac-move-action Output Fields

Field DescriptionField Name

Instance nameInstance

Local interface disabled due to MACmove.Local Interface

Index number.Index

The following algorithm can be in use:

• Base IFL — Primary approach

• Statistical — Secondary approach

AlgorithmUsed

Time recorded in hh:mm:sec.Time rec

Enable the interface after a set time.Recovery Timer

Sample Output

show vplsmac-move-action (MX Series)

user@host> show vplsmac-move-action

  Instance: vpls_1
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    Local interface: xe-1/3/1.600, Index: 341
     Algorithm used : Statistical
     Time rec       : 02:30:35
     Recovery timer : Yes

show vplsmac-move-action instance instance-name

user@host> show vplsmac-move-action instance vpls_1

  Instance: vpls_1
    Local interface: xe-1/3/1.600, Index: 341
     Algorithm used : Base IFL         
     Time rec       : 02:29:35            
     Recovery timer : Yes     
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show vplsmac-table

Syntax show vplsmac-table
<age>
<brief | detail | extensive | summary>
<bridge-domain bridge-domain-name>
<instance instance-name>
<interface interface-name>
<logical-system (all | logical-system-name)>
<mac-address>
<vlan-id vlan-id-number>

Release Information Command introduced in Junos OS Release 8.5.

Command introduced in Junos OS Release 15.1.

Description Display learned virtual private LAN service (VPLS)media access control (MAC) address

information.

Options none—Display all learned VPLSMAC address information.

age— (Optional) Display age of a single mac-address.

brief | detail | extensive | summary—(Optional) Display the specified level of output.

bridge-domainbridge-domain-name—(Optional)Display learnedVPLSMACaddresses
for the specified bridge domain.

instance instance-name—(Optional) Display learned VPLSMAC addresses for the
specified instance.

interface interface-name—(Optional) Display learned VPLSMAC addresses for the
specified instance.

logical-system (all | logical-system-name)—(Optional) Display learned VPLSMAC
addresses for all logical systems or for the specified logical system.

mac-address—(Optional)Display the specified learnedVPLSMACaddress information..

vlan-idvlan-id-number—(Optional)Display learnedVPLSMACaddresses for thespecified
VLAN.

Required Privilege
Level

view

List of Sample Output show vplsmac-table on page 1471
show vplsmac-table (with Layer 2 Services over GRE Interfaces) on page 1471
show vplsmac-table (with VXLAN enabled) on page 1471
show vplsmac-table age (for GE interface) on page 1472
show vplsmac-table age (for AE interface) on page 1472
show vplsmac-table count on page 1472
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show vplsmac-table detail on page 1473
show vplsmac-table extensive on page 1473

Output Fields Table 52onpage 1470describes the output fields for the showvplsmac-table command.

Output fields are listed in the approximate order in which they appear.

Table 52: show vplsmac-table Output fields

Field DescriptionField Name

Age of a single mac-address.Age

Name of the routing instance.Routing instance

Name of the bridging domain.Bridging domain

MAC address or addresses learned on a logical interface.MAC address

Status of MAC address learning properties for each interface:

• S—Static MAC address configured.

• D—Dynamic MAC address learned.

• SE—MAC accounting is enabled.

• NM—Nonconfigured MAC.

MAC flags

Name of the logical interface.Logical interface

Number of MAC addresses learned on a specific routing instance or interface.MAC count

Logical interface or logical Label Switched Interface (LSI) the address is learned on.Learning interface

Base learning interface of the MAC address. This field is introduced in Junos OS Release 14.2.Base learning interface

VLAN ID of the routing instance or bridge domain in which the MAC address was learned.Learn VLAN ID/VLAN

VXLAN Network Identifier (VNI)VXLAN ID/VXLAN

Debugging flags signifying that the MAC address is present in various lists.Layer 2 flags

Spanning Tree Protocol epoch number identifying when the MAC address was learned. Used for
debugging.

Epoch

Sequence number assigned to this MAC address. Used for debugging.Sequence number

Mask of Packet Forwarding Engines where this MAC address was learned. Used for debugging.Learning mask

Creation time of the logical interface when this MAC address was learned. Used for debugging.IPC generation
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Sample Output

show vplsmac-table

user@host> show vplsmac-table
MAC flags (S -static MAC, D -dynamic MAC,
           SE -Statistics enabled, NM -Non configured MAC)

Routing instance : vpls_ldp1
VLAN : 223
   MAC                 MAC      Logical
   address             flags    interface 
   00:00:5e:00:53:5d   D        ge-0/2/5.400         

MAC flags (S -static MAC, D -dynamic MAC,
           SE -Statistics enabled, NM -Non configured MAC)

Routing instance : vpls_red
VLAN : 401
   MAC                 MAC      Logical
   address             flags    interface 
   00:00:5e:00:53:12   D        lsi.1051138          
   00:00:5e:00:53:f0   D        lsi.1051138          

show vplsmac-table (with Layer 2 Services over GRE Interfaces)

user@host> show vplsmac-table
MAC flags (S -static MAC, D -dynamic MAC, L -locally learned
           SE -Statistics enabled, NM -Non configured MAC, R -Remote PE MAC)

Routing instance : vpls_4site:1000
 Bridging domain : __vpls_4site:1000__,   MAC                 MAC      Logical
   address             flags    interface
   00:00:5e:00:53:f4   D,SE     ge-4/2/0.1000
   00:00:5e:00:53:33   D,SE     lsi.1052004
   00:00:5e:00:53:32   D,SE     lsi.1048840
   00:00:5e:00:53:14   D,SE     lsi.1052005
   00:00:5e:00:53:f7   D,SE     gr-1/2/10.10

show vplsmac-table (with VXLAN enabled)

user@host> show vplsmac-table
MAC flags (S -static MAC, D -dynamic MAC, L -locally learned
           SE -Statistics enabled, NM -Non configured MAC, R -Remote PE MAC)

Routing instance : vpls_4site:1000
 Bridging domain : __vpls_4site:1000__, VLAN : 4094,4093
  VXLAN: Id : 300, Multicast group: 233.252.0.1
   MAC                 MAC      Logical
   address             flags    interface
   00:00:5e:00:53:f4   D,SE     ge-4/2/0.1000
   00:00:5e:00:53:33   D,SE     lsi.1052004
   00:00:5e:00:53:32   D,SE     lsi.1048840
   00:00:5e:00:53:14   D,SE     lsi.1052005
   00:00:5e:00:53:f7   D,SE     vtep.1052010
   00:00:5e:00:53:3f   D,SE     vtep.1052011
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show vplsmac-table age (for GE interface)

user@host> show vplsmac-table age 00:00:5e:00:53:1a instance vpls_instance_1
MAC Entry Age information
Current Age: 4 seconds

show vplsmac-table age (for AE interface)

user@host> show vplsmac-table age 000:00:5e:00:53:1a instance vpls_instance_1
MAC Entry Age information
Current Age on FPC1: 102 seconds
Current Age on FPC2: 94 seconds

show vplsmac-table count

user@host> show vplsmac-table count
0 MAC address learned in routing instance __example_private1__

  MAC address count per interface within routing instance:
    Logical interface        MAC count
    lc-0/0/0.32769                   0
    lc-0/1/0.32769                   0
    lc-0/2/0.32769                   0
    lc-2/0/0.32769                   0
    lc-0/3/0.32769                   0
    lc-2/1/0.32769                   0
    lc-9/0/0.32769                   0
    lc-11/0/0.32769                  0
    lc-2/2/0.32769                   0
    lc-9/1/0.32769                   0
    lc-11/1/0.32769                  0
    lc-2/3/0.32769                   0
    lc-9/2/0.32769                   0
    lc-11/2/0.32769                  0
    lc-11/3/0.32769                  0
    lc-9/3/0.32769                   0

  MAC address count per learn VLAN within routing instance:
    Learn VLAN ID            MAC count
                0                    0

1 MAC address learned in routing instance vpls_ldp1

  MAC address count per interface within routing instance:
    Logical interface        MAC count
    lsi.1051137                      0
    ge-0/2/5.400                     1

  MAC address count per learn VLAN within routing instance:
    Learn VLAN ID            MAC count
                0                    1

1 MAC address learned in routing instance vpls_red

  MAC address count per interface within routing instance:
    Logical interface        MAC count
    ge-0/2/5.300                     1

  MAC address count per learn VLAN within routing instance:
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    Learn VLAN ID            MAC count
                0                    1

show vplsmac-table detail

user@host> show vplsmac-table detail
MAC address: 00:00:5e:00:53:5d
  Routing instance: vpls_ldp1
   Learning interface: ge-0/2/5.400  
   Layer 2 flags: in_ifd, in_ifl, in_vlan, kernel
   Epoch: 0                            Sequence number: 1     
   Learning mask: 0x1                  IPC generation: 0     

MAC address: 00:00:5e:00:53:5d
  Routing instance: vpls_red
   Learning interface: ge-0/2/5.300  
   Layer 2 flags: in_ifd, in_ifl, in_vlan, kernel
   Epoch: 0                            Sequence number: 1     
   Learning mask: 0x1                  IPC generation: 0     

show vplsmac-table extensive

user@host> show vplsmac-table extensive

MAC address: 00:00:5e:00:53::00
  Routing instance: vpls_1
   Bridging domain: __vpls_1__, VLAN : NA
   Learning interface: lsi.1049165  
   Base learning interface: lsi.1049165  
   Layer 2 flags: in_hash,in_ifd,in_ifl,in_vlan,in_rtt,kernel,in_ifbd
   Epoch: 0                            Sequence number: 1     
   Learning mask: 0x00000001        

MAC address: 00:00:5e:00:53:01
  Routing instance: vpls_1
   Bridging domain: __vpls_1__, VLAN : NA
   Learning interface: lsi.1049165  
   Base learning interface: lsi.1049165  
   Layer 2 flags: in_hash,in_ifd,in_ifl,in_vlan,in_rtt,kernel,in_ifbd
   Epoch: 0                            Sequence number: 1     
   Learning mask: 0x00000001        

MAC address: 00:00:5e:00:53:02
  Routing instance: vpls_1
   Bridging domain: __vpls_1__, VLAN : NA
   Learning interface: lsi.1049165  
   Base learning interface: lsi.1049165  
   Layer 2 flags: in_hash,in_ifd,in_ifl,in_vlan,in_rtt,kernel,in_ifbd
   Epoch: 0                            Sequence number: 1     
   Learning mask: 0x00000001        

MAC address: 00:00:5e:00:53:03
  Routing instance: vpls_1
   Bridging domain: __vpls_1__, VLAN : NA
   Learning interface: lsi.1049165  
   Base learning interface: lsi.1049165  
   Layer 2 flags: in_hash,in_ifd,in_ifl,in_vlan,in_rtt,kernel,in_ifbd
   Epoch: 0                            Sequence number: 1     
   Learning mask: 0x00000001        
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show vpls statistics

Syntax show vpls statistics
<instance instance-name>
<logical-system (all | logical-system-name)>

Release Information Command introduced before Junos OS Release 7.4.

Description (T Series and M Series routers, except for the M160 router) Display virtual private LAN

service (VPLS) statistics.

Options none—Display VPLS statistics for all routing instances.

instance instance-name—(Optional) Display VPLS statistics for a specific VPLS routing
instance only.

logical-system (all | logical-system-name)—(Optional) Perform this operation on all

logical systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output show vpls statistics on page 1475
show vpls statistics instance on page 1476

Output Fields Table53onpage 1474 lists theoutput fields for the showvplsstatisticscommand.Output

fields are listed in the approximate order in which they appear.

Table 53: show vpls statistics Output Fields

Field DescriptionField Name

Name of the VPLS instance.Instance

Name of the local VPLS virtual loopback tunnel interface,
vt-fpc/pic/port.nnnnn,wherennnnn is adynamicallygeneratedvirtual
port used to transport and receivepackets fromotherprovider edge
(PE) routers in the VPLS domain.

Local interface

Number associated with the next hop.Index

Address of the remote provider edge router.Remote provider edge
router

Number of multicast packets received.Multicast packets

Number of multicast bytes received.Multicast bytes

Number of VPLS flood packets received.Flood packets
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Table 53: show vpls statistics Output Fields (continued)

Field DescriptionField Name

Number of VPLS flood bytes received.Flood bytes

Number of MAC addresses learned by the interface and the
configuredmaximum limit on the number of MAC addresses that
can be learned.

Current MAC count

Sample Output

show vpls statistics

user@host> show vpls statistics

VPLS statistics:

Instance: green

   Local interface: fe-2/2/1.0, Index: 69
     Multicast packets:                     1
     Multicast bytes  :                    60
     Flooded packets  :                    18
     Flooded bytes    :                  2556
     Current MAC count:                     1

   Local interface: lt-0/3/0.2, Index: 72
     Multicast packets:                     3
     Multicast bytes  :                   153
     Flooded packets  :                     1
     Flooded bytes    :                    51
     Current MAC count:                     1

   Local interface: lsi.32769, Index: 75
     Current MAC count:                     0

   Local interface: lsi.32771, Index: 77
   Remote PE: 10.255.14.222
     Current MAC count:                     2

Instance: red

   Local interface: vt-0/3/0.32768, Index: 74
     Multicast packets:                     0
     Multicast bytes  :                     0
     Flooded packets  :                     0
     Flooded bytes    :                     0
     Current MAC count:                     0

   Local interface: vt-0/3/0.32770, Index: 76
     Multicast packets:                     0
     Multicast bytes  :                     0
     Flooded packets  :                     0
     Flooded bytes    :                     0
     Current MAC count:                     0
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show vpls statistics instance

user@host> show vpls statistics instance red

Layer-2 VPN Statistics: 
Instance: red

   Local interface: vt-3/2/0.32768, Index: 73
   Remote provider edge router: 10.255.17.35
     Multicast packets:                     0
     Multicast bytes  :                     0
     Flood packets    :                     0
     Flood bytes      :                     0
     Current MAC count:                     1 (Limit 20)
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