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About the Documentation

• Documentation and Release Notes on page xlv

• Supported Platforms on page xlv

• Using the Examples in This Manual on page xlv

• Documentation Conventions on page xlvii

• Documentation Feedback on page xlix

• Requesting Technical Support on page xlix

Documentation and Release Notes

To obtain the most current version of all Juniper Networks
®
technical documentation,

see the product documentation page on the Juniper Networks website at

http://www.juniper.net/techpubs/.

If the information in the latest release notes differs from the information in the

documentation, follow the product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject

matter experts. These books go beyond the technical documentation to explore the

nuances of network architecture, deployment, and administration. The current list can

be viewed at http://www.juniper.net/books.

Supported Platforms

For the features described in this document, the following platforms are supported:

• MXSeries

Using the Examples in This Manual

If you want to use the examples in this manual, you can use the loadmerge or the load

merge relative command. These commands cause the software to merge the incoming

configuration into the current candidate configuration. The example does not become

active until you commit the candidate configuration.

If the example configuration contains the top level of the hierarchy (or multiple

hierarchies), the example is a full example. In this case, use the loadmerge command.
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If the example configuration does not start at the top level of the hierarchy, the example

is a snippet. In this case, use the loadmerge relative command. These procedures are

described in the following sections.

Merging a Full Example

Tomerge a full example, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration example into a

text file, save the file with a name, and copy the file to a directory on your routing

platform.

For example, copy the following configuration toa file andname the file ex-script.conf.

Copy the ex-script.conf file to the /var/tmp directory on your routing platform.

system {
scripts {
commit {
file ex-script.xsl;

}
}

}
interfaces {
fxp0 {
disable;
unit 0 {
family inet {
address 10.0.0.1/24;

}
}

}
}

2. Merge the contents of the file into your routing platform configuration by issuing the

loadmerge configuration mode command:

[edit]
user@host# loadmerge /var/tmp/ex-script.conf
load complete

Merging a Snippet

Tomerge a snippet, follow these steps:

1. From the HTML or PDF version of themanual, copy a configuration snippet into a text

file, save the file with a name, and copy the file to a directory on your routing platform.

For example, copy the following snippet to a file and name the file

ex-script-snippet.conf. Copy the ex-script-snippet.conf file to the /var/tmp directory

on your routing platform.

commit {
file ex-script-snippet.xsl; }
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2. Move to the hierarchy level that is relevant for this snippet by issuing the following

configuration mode command:

[edit]
user@host# edit system scripts
[edit system scripts]

3. Merge the contents of the file into your routing platform configuration by issuing the

loadmerge relative configuration mode command:

[edit system scripts]
user@host# loadmerge relative /var/tmp/ex-script-snippet.conf
load complete

For more information about the load command, see CLI Explorer.

Documentation Conventions

Table 1 on page xlvii defines notice icons used in this guide.

Table 1: Notice Icons

DescriptionMeaningIcon

Indicates important features or instructions.Informational note

Indicates a situation that might result in loss of data or hardware damage.Caution

Alerts you to the risk of personal injury or death.Warning

Alerts you to the risk of personal injury from a laser.Laser warning

Indicates helpful information.Tip

Alerts you to a recommended use or implementation.Best practice

Table 2 on page xlviii defines the text and syntax conventions used in this guide.
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Table 2: Text and Syntax Conventions

ExamplesDescriptionConvention

To enter configuration mode, type the
configure command:

user@host> configure

Represents text that you type.Bold text like this

user@host> show chassis alarms

No alarms currently active

Represents output that appears on the
terminal screen.

Fixed-width text like this

• A policy term is a named structure
that defines match conditions and
actions.

• Junos OS CLI User Guide

• RFC 1997,BGPCommunities Attribute

• Introduces or emphasizes important
new terms.

• Identifies guide names.

• Identifies RFC and Internet draft titles.

Italic text like this

Configure themachine’s domain name:

[edit]
root@# set system domain-name
domain-name

Represents variables (options for which
you substitute a value) in commands or
configuration statements.

Italic text like this

• To configure a stub area, include the
stub statement at the [edit protocols
ospf area area-id] hierarchy level.

• Theconsoleport is labeledCONSOLE.

Represents names of configuration
statements, commands, files, and
directories; configurationhierarchy levels;
or labels on routing platform
components.

Text like this

stub <default-metricmetric>;Encloses optional keywords or variables.< > (angle brackets)

broadcast | multicast

(string1 | string2 | string3)

Indicates a choice between themutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

| (pipe symbol)

rsvp { # Required for dynamicMPLS onlyIndicates a comment specified on the
same lineas theconfiguration statement
to which it applies.

# (pound sign)

community namemembers [
community-ids ]

Encloses a variable for which you can
substitute one or more values.

[ ] (square brackets)

[edit]
routing-options {
static {
route default {
nexthop address;
retain;

}
}

}

Identifies a level in the configuration
hierarchy.

Indention and braces ( { } )

Identifies a leaf statement at a
configuration hierarchy level.

; (semicolon)

GUI Conventions
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Table 2: Text and Syntax Conventions (continued)

ExamplesDescriptionConvention

• In the Logical Interfaces box, select
All Interfaces.

• To cancel the configuration, click
Cancel.

Representsgraphicaluser interface(GUI)
items you click or select.

Bold text like this

In the configuration editor hierarchy,
select Protocols>Ospf.

Separates levels in a hierarchy of menu
selections.

> (bold right angle bracket)

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can

improve the documentation. You can provide feedback by using either of the following

methods:

• Online feedback rating system—On any page of the Juniper Networks TechLibrary site

athttp://www.juniper.net/techpubs/index.html, simply click the stars to rate thecontent,

and use the pop-up form to provide us with information about your experience.

Alternately, you can use the online feedback form at

http://www.juniper.net/techpubs/feedback/.

• E-mail—Sendyourcommentsto techpubs-comments@juniper.net. Includethedocument

or topic name, URL or page number, and software version (if applicable).

Requesting Technical Support

Technical product support is available through the JuniperNetworksTechnicalAssistance

Center (JTAC). If you are a customer with an active J-Care or Partner Support Service

support contract, or are covered under warranty, and need post-sales technical support,

you can access our tools and resources online or open a case with JTAC.

• JTAC policies—For a complete understanding of our JTAC procedures and policies,

review the JTAC User Guide located at

http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

• Product warranties—For product warranty information, visit

http://www.juniper.net/support/warranty/.

• JTAC hours of operation—The JTAC centers have resources available 24 hours a day,

7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online

self-service portal called the Customer Support Center (CSC) that provides youwith the

following features:
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• Find CSC offerings: http://www.juniper.net/customers/support/

• Search for known bugs: https://prsearch.juniper.net/

• Find product documentation: http://www.juniper.net/documentation/

• Find solutions and answer questions using our Knowledge Base: http://kb.juniper.net/

• Download the latest versions of software and review release notes:

http://www.juniper.net/customers/csc/software/

• Search technical bulletins for relevant hardware and software notifications:

http://kb.juniper.net/InfoCenter/

• Join and participate in the Juniper Networks Community Forum:

http://www.juniper.net/company/communities/

• Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

Toverify serviceentitlementbyproduct serial number, useourSerialNumberEntitlement

(SNE) Tool: https://entitlementsearch.juniper.net/entitlementsearch/

Opening a Casewith JTAC

You can open a case with JTAC on theWeb or by telephone.

• Use the Case Management tool in the CSC at http://www.juniper.net/cm/.

• Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see

http://www.juniper.net/support/requesting-support.html.
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PART 1

Configuring AAA for Subscriber
Management

• AAA and RADIUS for Subscriber Access Overview on page 3

• Configuring RADIUS Attributes and Juniper Networks VSAs on page 13

• Configuring RADIUS NAS-Port Attributes and Options on page 63

• Configuring RADIUS Authentication for Subscriber Access on page 93

• Configuring RADIUS Accounting for Subscriber Access on page 107

• Configuring Routers and RADIUS Servers for Subscriber Access on page 131

• Configuring Access Profiles for Subscriber Access on page 141

• Configuring the Effect of Service Activation Failures on Subscriber Login on page 143

• Configuring Session Options for Subscriber Access on page 151

• Receiving DHCP Options From a RADIUS Server on page 159

• Configuring RADIUS Logical Line Identification on page 173

• Provisioning Subscriber Services Using Cisco VSAs on page 179

• Configuring Domain Maps for Subscriber Management on page 183

• Configuring Dynamic Service Activation for Subscriber Access on page 201

• Configuring Termination Causes for Protocols on page 211

• Configuring Extensible Subscriber Services Manager on page 249

• Monitoring and Managing AAA Information for Subscriber Access on page 251
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CHAPTER 1

AAA and RADIUS for Subscriber Access
Overview

• AAA Service Framework Overview on page 3

• RADIUS Server Options for Subscriber Access on page 4

• Global RADIUS Options for Subscriber Access on page 8

• Subscriber Access Interface Description Storage and Reporting Through RADIUS

Overview on page 8

AAA Service Framework Overview

The authentication, authorization, and accounting (AAA) Service Framework provides a

single point of contact for all the authentication, authorization, accounting, address

assignment, and dynamic request services that the router supports for network access.

The framework supports authenticationandauthorization throughexternal servers, such

as RADIUS. The framework also supports accounting and dynamic-request change of

authorization (CoA) and disconnect operations through external servers, and address

assignment through a combination of local address-assignment pools and RADIUS.

When interacting with external back-end RADIUS servers, the AAA Service Framework

supports standard RADIUS attributes and Juniper Networks vendor specific attributes

(VSAs). The AAA Service Framework also includes an integrated RADIUS client that is

compatible with RADIUS servers that conform to RFC-2865, Remote Authentication Dial

In User Service (RADIUS), RFC-2866, RADIUS Accounting, and RFC-3576, Dynamic

Authorization Extensions to Remote Authentication Dial In User Service (RADIUS), and

which can initiate requests.

You create the following types of configurations to manage subscriber access.

• Authentication—Authentication parameters defined in the access profile determine

the authentication component of the AAA processing. For example, subscribers can

be authenticated using an external authentication service such as RADIUS.

• Accounting—Accounting parameters in the access profile specify the accounting part

of theAAAprocessing. For example, the parameters determine how the router collects

and uses subscriber statistics. You can also configure AAA to enable the router to

collect statistics on a per-service session basis for subscribers.
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• RADIUS-initiated dynamic requests—A list of authentication server IP addresses in the

access profile specify the RADIUS servers that can initiate dynamic requests to the

router. Dynamic requests include CoA requests, which specify VSAmodifications and

service changes, and disconnect requests, which terminate subscriber sessions. The

list of authentication servers also provide RADIUS-based dynamic service activation

and deactivation during subscriber login.

• Address assignment—The AAA Service Framework assigns addresses to subscribers

based on the configuration of local address-assignment pools. For example, the AAA

framework collaborates with RADIUS servers to assign addresses from the specified

pools.

• Subscriber securepolicy—RADIUSVSAsandattributesprovideRADIUS-initiated traffic

mirroring on a per-subscriber basis.

Related
Documentation

Configuring Router or Switch Interaction with RADIUS Servers on page 131•

• RADIUS Acct-On and Acct-Off Messages on page 115

• Configuring Authentication and Accounting Parameters for Subscriber Access on

page 94

• Address-Assignment Pools Overview on page 619

• RADIUS Accounting Statistics for Subscriber Access Overview on page 107

• Using RADIUS Dynamic Requests for Subscriber Access Management on page 201

• Subscriber Secure Policy Overview

RADIUS Server Options for Subscriber Access

You can specify options that the router uses when communicating with RADIUS

authentication and accounting servers for subscriber access.
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The following list describes the RADIUS options you can configure:

• access-loop-id-local—The Agent-Remote-Id and Agent-Circuit-Id generated locally

when these values are not present in the client database. The interface description of

the logical interface is used as the Agent-Remote-Id and the interface description

portion of the NAS-Port-Id using the format

<underlying-interface-name>:<outer-tag>-<inner-tag> is used as the Agent-Circuit-Id.

NOTE: TheNAS-Port-Id formatchanges (establishedby [setaccessprofile

profile-name radiusoptions interface-description-format])areappliedbefore

generating the Agent-Circuit-Id.

The NAS-Port-Id format (established by [set access profile profile-name

radiusoptions interface-description-format]) leverages the locallygenerated

Agent-Remote-Id and Agent-Circuit-Id.

• accounting-session-id-format—The format the router uses to identify the accounting

session. The identifier can be in one of the following formats:

• decimal—The default format. For example, 435264

• description—In the format, jnpr interface-specifier:subscriber-session-id. For example,

jnpr fastEthernet 3/2.6:1010101010101

• calling-station-id-delimiter—Thecharacter that the routerusesas theseparatorbetween

concatenated values in the Calling-Station-Id string (RADIUS attribute 31).

• calling-station-id-format—Optional information that the router includes in the

Calling-Station-Id (RADIUS attribute 31).

• client-accounting-algorithm and client-authentication-algorithm—Themethod the

router uses to access RADIUS accounting andRADIUS authentication servers. You can

specify the following methods:

• direct—The default method, in which there is no load balancing. For example, in the

directmethod, the router always accesses server1 (the primary server) first, and uses

server2 and server3 as backup servers.

• round-robin—Themethod that provides load balancing by rotating router requests

among the list of configured RADIUS servers. For example, if three RADIUS servers

are configured to support the router, the router sends the first request to server1, and

uses server2and server3asbackupservers. The router thensends the second request

to server2, and uses server3 and server1 as backups.

NOTE: WhenaRADIUSserver in the round-robin listbecomesunreachable,
the next reachable server in the round-robin list is used for the current
request. That same server is also used for the next request because it is at
the top of the list of available servers. As a result, after a server failure, the
server that is used takes up the load of two servers.
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• coa-dynamic-variable-validation—The optional method that the router uses when

processing CoA requests that include changes to a client profile dynamic variable that

cannot be applied. The optional configuration specifies that when a CoA operation is

unable to apply a requested change to a client profile dynamic variable, subscriber

management does not apply any changes to client profile dynamic variables in the

CoA request and then responds with a NACK. In the default method, subscriber

management does not apply the incorrect update but does apply the other changes

to the client profile dynamic variables, and then responds with an ACKmessage.

• ethernet-port-type-virtual—The physical port type of virtual that the router uses to

authenticate clients. The port type is passed in RADIUS attribute 61 (NAS-Port-Type).

By default the router passes a port type of ethernet in RADIUS attribute 61.

• interface-description-format—The information that is excluded from the interface

description that the router passes to RADIUS for inclusion in the RADIUS attribute 87

(NAS-Port-Id). By default, the router includes the adapter, channel, and subinterface

information in the interface description. You can specify:

• exclude-adapter—Exclude the adapter.

• exclude-channel—Exclude the channel information.

• exclude-subinterface—Exclude the subinterface.

• nas-identifier—The value for the client RADIUS attribute 32 (NAS-Identifier), which is

used for authentication and accounting requests. You can specify a string in the range

1 through 64 characters.

• nas-port-extended-format—The extended format for RADIUS attribute 5 (NAS-Port)

and for the width of the fields in the NAS-Port attribute that the RADIUS client uses.

You can specify:

• adapter-widthwidth—Number of bits in the adapter field.

• port-widthwidth—Number of bits in the port field.

• pw-width—Number of bits in the pseudowire field.

• slot-widthwidth—Number of bits in the slot field.

• stacked-vlan-widthwidth—Number of bits in the SVLAN ID field.

• vlan-widthwidth—Number of bits in the VLAN ID field.

NOTE: Thetotalof thewidthsmustnotexceed32bits, or theconfiguration
fails.

You can configure an extended format for the NAS-Port attribute for both Ethernet

subscribers and ATM subscribers. For ATM subscribers, you can specify:

• adapter-width—Number of bits in the ATM adapter field, in the range 0 through 32

• port-width—Number of bits in the ATM port field, in the range 0 through 32

• slot-width—Number of bits in the ATM slot field, in the range 0 through 32
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• vci-width—Number of bits in the ATM virtual circuit identifier (VCI) field, in the range

0 through 32

• vpi-width—Number of bits in the ATM virtual path identifier (VPI) field, in the range

0 through 32

NOTE: For ATM subscribers, the combined total of the widths of all fields
must not exceed 32bits, or the configuration fails. The routermay truncate
the values of individual fields depending on the bit width you specify.

• nas-port-id-delimiter—The character used as the separator between values in the

NAS-Port-Id string.

• nas-port-id-format—Optional information included in RADIUS attribute 87

(NAS-Port-Id).

• nas-port-type—The port type used to authenticate subscribers.

• revert-interval—Thenumber of seconds that the routerwaits after a server hasbecome

unreachable. The router rechecks the connection to the serverwhen the revert-interval

expires. If the server is then reachable, it is used in accordance with the order of the

server list. You can configure from 0 (off) through 604800 seconds. The default is 60

seconds.

• service-activation—Setting that determines whether newly authenticated subscriber

can successfully log in when service activation failures related to configuration errors

occur during authd processing of the activation request for the subscriber’s address

family. You can specify this behavior for services configured in dynamic profiles

(dynamic-profile) or in Extensible Subscriber Services Manager (ESSM) operation

scripts (extensible-service):

• optional-at-login—Serviceactivation isoptional.Activation failuredue toconfiguration

errors does not prevent activation of the address family; it allows subscriber access.

Serviceactivation failuresdue tocausesother thanconfigurationerrorscausenetwork

family activation to fail. The login attempt is terminated unless another address

family is already active for the subscriber. This is the default behavior for the

extensible-service service type.

• required-at-login—Service activation is required. Activation failure for any reason

causes network family activation to fail. The login attempt is terminated unless

another address family is already active for the subscriber. This is the default value

for the dynamic-profile service type.

• vlan-nas-port-stacked-format—Theformat that turnsoffRADIUSattribute5(NAS-Port)

to include the S-VLAN ID, in addition to the VLAN ID, for subscribers on Ethernet

interfaces.

Related
Documentation

Configuring RADIUS Server Options for Subscriber Access on page 135•

• Interface Text Descriptions for Inclusion in RADIUS Attributes on page 65
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Global RADIUSOptions for Subscriber Access

You can specify options that the router uses when communicating with all configured

RADIUS servers for subscriber access.

The following list describes the global RADIUS options you can configure:

• revert-interval—Thenumber of seconds that the routerwaits after a server hasbecome

unreachable. The router rechecks the connection to the serverwhen the revert-interval

expires. If the server is then reachable, it is used in accordance with the order of the

server list. You can configure from 0 (off) through 604800 seconds. The default is 60

seconds.

• request-rate—The number of requests per second that the router can send to all

configured RADIUS servers collectively. By limiting the flow of requests from the router

to the RADIUS servers, you can prevent the RADIUS servers from being flooded with

requests. You can configure from 100 through 4000 requests per second. The default

is 500 requests per second.

• timeout-grace—The duration of a period during which unresponsive RADIUS

authentication servers are not yet considered to be unreachable or down. You can vary

the period depending on whether you want to redirect authentication requests more

quickly to another server or provide the unresponsive server more time to recover and

respond. You can configure a duration from 0 through 30 seconds; the default period

is 10 seconds.

Related
Documentation

Configuring RADIUS Options for Subscriber Access Globally on page 138•

Subscriber Access Interface Description Storage and Reporting Through RADIUS
Overview

You can configure Junos OS to store subscriber access interface descriptions and report

the interfacedescription throughRADIUS.This capability enables you touniquely identify

subscribers on a particular logical or physical interface. When you enable storing of the

interface descriptions, RADIUS requests include the interface description in VSA 26-63,

if the subscriber’s access interface has been configuredwith an interface description. All

interface descriptions must be statically configured using the Junos OS CLI. Storing and

reportingof interfacedescriptions is supported forDHCP,PPP,andauthenticateddynamic

VLANS, and applies to any client session that either authenticates or uses the RADIUS

accounting service. The description can contain letters, numbers, and hyphens (-), and

can be up to 64 characters long.

You can enable or disable storage and reporting of interface descriptions as follows:

• To enable storing and reporting of interface descriptions, include the

report-interface-descriptions statement at the [edit access] hierarchy level.

• To disable storing and reporting of interface descriptions, include the radius attributes

exclude statement at the [edit access profile profile-name hierarchy level.
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Interface Description Precedence

The interface description sent in the VSA depends on the configured interface. Two

configurationmodelsapplyacross topologiesandprotocols for subscribermanagement.

• Subscriber logical interface directly over a physical interface (non-underlying logical

interfaces).

• Subscriber logical interface over an underlying logical interface and physical interface.

In both models, Junos OS selects the interface description to report based on order of

precedence. Interfaces not configured with interface descriptions are excluded when

selecting an interface by precedence. If no interface description is configured on any of

the static interfaces in the subscriber interface hierarchy, VSA 26-63 is not sent in any of

the RADIUSmessages.

Example: Reporting Interface Descriptions on Non-Underlying Logical Interfaces

This topic showsan example of subscriber accesswith non-underlying logical interfaces.

In this case, the logical interface can be aVLANor aVLANdemux interface. This example

shows a DHCP subscriber logical interface over a VLANwithout a demux interface. For

non-underlying interfaces, Junos OS selects which interface description to report based

on the following order of precedence:

1. Logical interface description

2. Physical interface description

Based on the order of precedence that Junos OS uses to select the interface description

for non-underlying interfaces, Junos OS reports subscriber_ifl_descr as the interface

description.

system {
    services {
        dhcp-local-server {
            group LSG1 {
                authentication {
                    password $ABC123;
                    username-include {
                        user-prefix rich;
                    }
                }
                }
                interface ge-1/0/0.100;
            }
        }
    }
}
interfaces {
    ge-1/0/0 {
        description subscriber_ifd_descr;
        vlan-tagging;
        unit 100 {
            description subscriber_ifl_descr;
            vlan-id 100;
            family inet {
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                unnumbered-address lo0.0 preferred-source-address 198.51.100.20;

            }
        }
    }
}

Reporting Interface Descriptions on Underlying Logical Interfaces

Underlying logical interfaces can apply to both DHCP and PPP.

For DHCP, Junos OS selects which interface description to report based on the following

order of precedence:

1. Underlying logical interface description

2. Underlying physical interface description

NOTE: For DHCP, Junos OS does not report the IP demux logical interface
description.

For PPP over an underlying VLAN or VLAN demux interface, Junos OS selects which

interface description to report based on the following order of precedence:

1. PPP interface description

2. Underlying VLANwithout a demux interface or VLAN demux logical interface

description

3. Underlying physical interface description

Example: PPP over an Underlying VLAN Demux Interface

The followingexample showsaPPPsubscriber over anunderlyingVLANdemux interface.

This configuration includes three possible interface descriptions. Based on the order of

precedence that Junos OS uses to select the interface description for PPP, the interface

description is reported as subscriber_ppp_ifl_descr_0.

interfaces {
    ge-1/0/0 {
        description subscriber_ifd_descr;
        hierarchical-scheduler maximum-hierarchy-levels 2;
        flexible-vlan-tagging;
    }
    demux0 {
        unit 0 {
            vlan-tags outer 1 inner 1;
            description subscriber_under_ifl_descr_1_1;
            demux-options {
                underlying-interface ge-1/0/0;
            }
            family pppoe {
                duplicate-protection;
            }
        }
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        unit 1 {
            vlan-tags outer 1 inner 2;
            description subscriber_under_ifl_descr_1_2;
            demux-options {
                underlying-interface ge-1/0/0;
            }
            family pppoe {
                duplicate-protection;
            }
        }
    }
    pp0 {
        unit 0 {
            description subscriber_ppp_ifl_descr_0;
            ppp-options {
                chap;
                pap;
            }
            pppoe-options {
                underlying-interface demux0.0;
                server;
            }
        }
        unit 1 {
            description subscriber_ppp_ifl_descr_1;
            ppp-options {
                chap;
                pap;
            }
            pppoe-options {
                underlying-interface demux0.1;
                server;
            }
        }
    }
}

Interface Descriptions on Aggregated Ethernet Physical Interfaces

For aggregated Ethernet interfaces, the interface description on the aggregated Ethernet

interface, for example AE0 or AE1, serves as the physical interface description.

Interface Descriptions on a Combination of Dynamic and Static Interfaces

If the subscriber’s access is a combination of dynamic and static interfaces, Junos OS

uses the description on the static interface.

Example: Reporting Interface Descriptions on Dynamic VLANs

If you create dynamic VLANs with authentication, Junos OS reports the interface

description on the physical interface. In the following example, dynamic VLANs created

over the ge-1/2/0 interface are authenticated with an interface description of

ge-1/2/0-bos-mktg-group.

ge-1/2/0 {
    description ge-1/2/0-bos-mktg-group;
    flexible-vlan-tagging;
    auto-configure {
        vlan-ranges {
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            dynamic-profile vlan-prof {
                accept inet;
                ranges {
                    any;
                }
            }
            authentication {
                password $ABC123;
                username-include {
                    user-prefix rich;
                }
            }
        }
    }
}

Related
Documentation

• report-interface-descriptions (Edit Access) on page 1430

• exclude on page 1156

• Configuring RADIUS Server Options for Subscriber Access on page 135

• Configuring Authentication and Accounting Parameters for Subscriber Access on

page 94
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CHAPTER 2

ConfiguringRADIUSAttributesand Juniper
Networks VSAs

• RADIUS Attributes and Juniper Networks VSAs Supported by the AAA Service

Framework on page 13

• RADIUS IETF Attributes Supported by the AAA Service Framework on page 14

• Juniper Networks VSAs Supported by the AAA Service Framework on page 21

• AAA Access Messages and Supported RADIUS Attributes and Juniper Networks VSAs

for Junos OS on page 33

• AAA Accounting Messages and Supported RADIUS Attributes and Juniper Networks

VSAs for Junos OS on page 39

• Configuring How RADIUS Attributes Are Used for Subscriber Access on page 43

• Junos OS Predefined Variables That Correspond to RADIUS Attributes and

VSAs on page 50

• DSL Forum Vendor-Specific Attributes on page 57

• DSL Forum VSAs Support in AAA Access and Accounting Messages for Junos

OS on page 59

• RADIUSSupport forMicrosoft CorporationVSAs forDNSServer Addresses onpage60

RADIUS Attributes and Juniper Networks VSAs Supported by the AAA Service
Framework

The AAA Service Framework supports RADIUS attributes and vendor-specific attributes

(VSAs). This support provides tunable parameters that the subscriber access

management feature uses when creating subscribers and services.

RADIUS attributes are carried as part of standard RADIUS request and reply messages.

The subscriber management access feature uses the RADIUS attributes to exchange

specific authentication, authorization, and accounting information. VSAs allow the

subscriber access management feature to pass implementation-specific information

thatprovideextendedcapabilities, suchasserviceactivationordeactivation, andenabling

and disabling filters.
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When you use dynamic profiles, the AAA Service Framework supports the use of Junos

OS predefined variables to specify the RADIUS attribute or VSA for the information

obtained from the RADIUS server.

Related
Documentation

RADIUS IETF Attributes Supported by the AAA Service Framework on page 14•

• Juniper Networks VSAs Supported by the AAA Service Framework on page 21

• DSL Forum Vendor-Specific Attributes on page 57

• AAA Access Messages and Supported RADIUS Attributes and Juniper Networks VSAs

for Junos OS on page 33

• AAA Accounting Messages and Supported RADIUS Attributes and Juniper Networks

VSAs for Junos OS on page 39

• Junos OS Predefined Variables That Correspond to RADIUS Attributes and VSAs on

page 50

RADIUS IETF Attributes Supported by the AAA Service Framework

Table 3 on page 14 describes the RADIUS IETF attributes that the Junos OS AAA Service

Framework supports.

NOTE: A “Yes” entry in the Dynamic CoA Support column indicates that the
attribute can be dynamically configured by Access-Accept messages and
dynamically modified by CoA-Request messages.

Table 3: Supported RADIUS IETF Attributes

Dynamic CoA
SupportDescriptionAttribute NameAttribute Number

No• Name of user to be authenticated.

• Configurable username override.

• Non-standard use for LLID
preauthentication feature.

User-Name1

No• Password of user to be authenticated
by Password Authentication Protocol
(PAP).

• Configurable password override.

• Non-standard use for LLID
preauthentication feature.

User-Password2

NoIP address of the network access server
(NAS) that is requesting authentication
of the user.

NAS-IP-Address4
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Table 3: Supported RADIUS IETF Attributes (continued)

Dynamic CoA
SupportDescriptionAttribute NameAttribute Number

NoPhysical port number of the NAS that is
authenticating the user.

For a tunneled PPP user in an L2TP LNS
session, there is no physical port. In this
case, the port value is reported as
4194303.

NAS-Port5

NoType of service the user has requested
or the type of service to be provided.

Service-Type6

No• IP address to be configured for the
user.

• 0.0.0.0 or absence is interpreted as
255.255.255.254.

Framed-IP-Address8

No• IP network to be configured for the
userwhen theuser is a router or switch
to a network.

• Absence implies 255.255.255.255.

Framed-IP-Netmask9

YesName of a subscriber firewall filter,
formatted as follows:

• For an IPv4 input
filter—IPv4-ingress:ingress-filter-name

• For an IPv4 output
filter—IPv4-egress:egress-filter-name

• For an IPv6 input
filter—IPv6-ingress:ingress-filter-name

• For an IPv6 output
filter—IPv6-egress:egress-filter-name

RADIUS accounting request messages,
Acct-Start and Acct-Stop, can include
more than one Filter-Id attribute, one of
each of the listed types.

However, RADIUS Access-Accept
messages can include only one attribute
instance. The value is always treated as
an IPv4 input filter name.

Filter-Id11

No• Text thatmaybedisplayed to theuser.

• Only the first instance of this attribute
is used.

Reply-Message18

15Copyright © 2018, Juniper Networks, Inc.

Chapter 2: Configuring RADIUS Attributes and Juniper Networks VSAs



Table 3: Supported RADIUS IETF Attributes (continued)

Dynamic CoA
SupportDescriptionAttribute NameAttribute Number

YesString that provides routing information
to be configured for the user on the NAS
in the format:

<addr>[/<maskLen>] [<nexthop>
[<cost>]] [tag <tagValue>] [distance
<distValue>]

Framed-Route22

NoArbitrary value that the NAS includes in
all accounting packets for the user if
supplied by the RADIUS server.

Class25

NoMaximum number of consecutive
seconds of service to be provided to the
user before termination of the session.

Session-Timeout27

NoPhone number fromwhich the call
originated.

Calling-Station-ID31

NoNAS originating the request.NAS-Identifier32

NoWhether thisAccounting-Requestmarks
the beginning of the user service (Start),
the end (Stop), or the interim
(Interim-Update).

Acct-Status-Type40

NoNumber of seconds the client has been
trying to send a particular record.

Acct-Delay-Time41

NoNumber of octets that have been
received from the port during the time
this service has been provided.

Acct-Input-Octets42

NoNumber of octets that have been sent to
the port during the time this service has
been provided.

Acct-Output-Octets43

NoUnique accounting identifier thatmakes
it easy to match start and stop records
in a log file. The identifier can be in one
of the following formats:

• decimal—For example, 435264

• description—In thegeneric format, jnpr
interface-specifier:subscriber-session-id;
For example, jnpr fastEthernet
3/2.6:1010101010101

Acct-Session-ID44
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Table 3: Supported RADIUS IETF Attributes (continued)

Dynamic CoA
SupportDescriptionAttribute NameAttribute Number

NoMethod by which user was
authentication: whether by RADIUS, the
NAS itself, or another remote
authentication protocol.

Acct-Authentic45

NoNumber of seconds that the user has
received service

Acct-Session-Time46

NoNumber of packets that have been
received from the port during the time
this service has been provided to a
framed user.

Acct-Input-Packets47

NoNumber of packets that have been sent
to theport in the course of delivering this
service to a framed user.

Acct-Output-Packets48

NoReason the service (a PPP session) was
terminated. The service can be
terminated for the following reasons:

• User Request (1)—User initiated the
disconnect (log out).

• Idle Timeout (4)—Idle timer has
expired.

• Session Timeout (5)—Client reached
themaximum continuous time
allowed on the service or session.

• Admin Reset (6)—System
administrator terminated the session.

• Port Error (8)—PVC failed; no
hardware or no interface.

• NAS Error (9)—Negotiation failures,
connection failures, or address lease
expiration.

• NAS Request (10)—PPP challenge
timeout, PPP request timeout, tunnel
establishment failure, PPP bundle
failure, IP address lease expiration,
PPP keep-alive failure, tunnel
disconnect, or an unaccounted-for
error.

Acct-Terminate-Cause49

NoNumber of times the Acct-Input-Octets
counter has wrapped around 232 during
the time this service has been provided.
Can be present in Accounting-Request
recordsonlywhere theAcct-Status-Type
is set to Stop or Interim-Update.

Acct-Input-Gigawords52
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Table 3: Supported RADIUS IETF Attributes (continued)

Dynamic CoA
SupportDescriptionAttribute NameAttribute Number

NoNumber of times the
Acct-Output-Octets counter has
wrapped around 232 in the course of
delivering this service. Can be present in
Accounting-Request records only where
the Acct-Status-Type is set to Stop or
Interim-Update.

Acct-Output-Gigawords53

NoTime that this event occurred on the
NAS, in seconds, since January 1, 1970
00:00 UTC.

Event-Timestamp55

NoType of physical port the NAS is using to
authenticate the user.

For a tunneled PPP user in an L2TP LNS
session, there is no physical port. In this
case, the port type is Virtual.

NAS-Port-Type61

No• Tunneling protocol to use (in the case
of a tunnel initiator) or the tunneling
protocol already in use (in the case of
a tunnel terminator).

• Only L2TP tunnels are currently
supported.

Tunnel-Type64

No• Transport medium to use when
creating a tunnel for protocols that
can operate over multiple transports.

• Only IPv4 is currently supported.

Tunnel-Medium-Type65

NoAddress of the initiator end of the tunnel
(LAC).

Tunnel-Client-Endpoint66

NoAddress of the server end of the tunnel
(LNS).

Tunnel-Server-Endpoint67

NoIdentifier assigned to the tunnel session.
Value is the same as the Call Serial
Number AVP received from the LAC in
the ICRQmessage.

Acct-Tunnel-Connection68

NoEncrypted password used to
authenticate to a remote server.
Recommended over using VSA
Tunnel-Password [26-9]becauseof the
encryption.Donotuseboth this attribute
and the VSA.

Tunnel-Password69
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Table 3: Supported RADIUS IETF Attributes (continued)

Dynamic CoA
SupportDescriptionAttribute NameAttribute Number

No• Information sent from the NAS that
describes the subscriber’s connection,
such as transmit speed.

• Non-standard use for LLID
preauthentication feature.

Connect-Info77

NoTunnel to which a session is assigned.
When user profiles share the same
values for Tunnel-Assignment-Id,
Tunnel-Server-Endpoint, and
Tunnel-Type, the LAC can group these
users into thesametunnel. This grouping
enables fewer tunnels to be created.
(LAC)

Tunnel-Assignment -Id82

No• Included in each set of tunneling
attributes to indicate the relative
preference assigned to each tunnel
whenmore than one set of tunneling
attributes is returned by the RADIUS
server to the tunnel initiator.

• Included in the Tunnel-Link-Start, the
Tunnel-Link-Reject, and the
Tunnel-Link-Stoppackets (LAConly).

Tunnel-Preference83

NoNumber of seconds between each
interim accounting update for this
session.

The router uses the following guidelines
for interim accounting:

• Attribute value is within the
acceptable range (from 600 through
86,400 seconds)—Accounting is
updated at the specified interval.

• Attribute value of 0—No RADIUS
accounting is performed.

• Attribute value is less than the
minimum acceptable
value—Accounting is updated at the
minimum interval (600 seconds).

• Attribute value is greater than the
maximum acceptable
value—Accounting is updated at the
maximum interval (86,400 seconds).

NOTE: Valuesare roundedupto thenext
higher multiple of 10minutes. For
example, a setting of 900 seconds (15
minutes) is rounded up to 20minutes
(1200 seconds).

Acct-Interim-Interval85
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Table 3: Supported RADIUS IETF Attributes (continued)

Dynamic CoA
SupportDescriptionAttribute NameAttribute Number

NoText string that identifies the physical
interface of the NAS that is
authenticating the user.

For a tunneled PPP user in an L2TP LNS
session, there isnophysicalport, and the
NAS-Port-Id value has the following
format:
media:local address:peer address:
local tunnel id:peer tunnel id:
local session id:peer session id:
call serial number. For example,
Ip:198.51.100.1:192.168.0.2:
3341:21031:16138:11846:2431.
The local information refers to the LNS
and the peer information refers to the
LAC.

NAS-Port-Id87

NoNameofanassignedaddresspool touse
to assign an address for the user.

Framed-Pool88

NoName of the tunnel initiator (LAC) used
during theauthenticationphaseof tunnel
establishment.

Tunnel-Client-Auth-Id90

NoName of the tunnel terminator (LNS)
used during the authentication phase of
tunnel establishment.

Tunnel-Server-Auth-Id91

NoAddress of the NAS that is requesting
authentication of the user.

NAS-IPv6-Address95

NoInterface identifier that is configured for
the user.

Framed-Interface-ID96

NoIPv6 prefix and address that are
configured for the user. Prefix lengths of
128 are associated with host addresses.
Prefix lengths less than 128 are
associated with NDRA prefixes.

Framed-IPv6-Prefix97

NoSystem the user connects to when the
Login-Service attribute is included.

Login-IPv6-Host98

YesIPv6 routing information that is
configured for the user.

Framed-IPv6-Route99

NoName of the assigned pool used to
assign theaddressand IPv6prefix for the
user.

Framed-IPv6-Pool100

NoIPv6 prefix that is delegated to the user.Delegated-IPv6-Prefix123
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Table 3: Supported RADIUS IETF Attributes (continued)

Dynamic CoA
SupportDescriptionAttribute NameAttribute Number

YesBinary data that specifiesRADIUSpolicy
definitions.

Ascend-Data-Filter242

Related
Documentation

AAA Access Messages and Supported RADIUS Attributes and Juniper Networks VSAs

for Junos OS on page 33

•

• AAA Accounting Messages and Supported RADIUS Attributes and Juniper Networks

VSAs for Junos OS on page 39

Juniper Networks VSAs Supported by the AAA Service Framework

Table 4 on page 22 describes Juniper Networks VSAs supported by the Junos OS AAA

Service Framework. The AAA Service Framework uses vendor ID 4874, which is assigned

to Juniper Networks by the Internet Assigned Numbers Authority (IANA).

NOTE: A “Yes” entry in the Dynamic CoA Support column indicates that the
attribute can be dynamically configured by Access-Accept messages and
dynamically modified by CoA-Request messages.
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Table 4: Supported Juniper Networks VSAs

Dynamic
CoA
SupportValueDescriptionAttribute Name

Attribute
Number

Nostring: logical system:routing
instance

Client logical system:routing
instance name. Allowed only from
AAA server for default logical
system:routing instance.

When this VSA is not included in the
subscriber profile, the routing
instance assigned to the
subscriber—the one in which the
subscriber sessioncomesup—varies
by subscriber type.

For DHCPandPPPoE subscribers, it
is the default routing instance.

For L2TP tunnel subscribers, it is the
routing instance in which the tunnel
resides, whether default or
non-default. If the tunnel routing
instance is notdefault andyouwant
theL2TPsession tobe in thedefault
routing instance, youmust use the
Virtual-Router VSA to set the
desired routing instance.

Virtual-Router26-1

Nointeger: 4-byte
primary-dns-address

Client DNS address negotiated
during IPCP.

Primary-DNS26-4

Nointeger: 4-byte
secondary-dns-address

Client DNS address negotiated
during IPCP

Secondary-DNS26-5

Nointeger: 4-byte
primary-wins-address

Client WINS (NBNS) address
negotiated during IPCP.

Primary-WINS26-6

Nointeger: 4-byte
secondary-wins-address

Client WINS (NBNS) address
negotiated during IPCP.

Secondary-WINS26-7

Nostring: tunnel-virtual-routerVirtual router name for tunnel
connection.

Tunnel-Virtual-Router26-8

Nostring: tunnel-passwordTunnel password in cleartext.

Do not use both this VSA and the
standard RADIUS attribute
Tunnel-Password [69]. We
recommend that you use the
standard attribute because the
password is encrypted when that
attribute is used.

Tunnel-Password26-9

Yesstring: input-policy-nameInput policy name to apply to client
interface.

Ingress-Policy-Name26-10
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Table 4: Supported Juniper Networks VSAs (continued)

Dynamic
CoA
SupportValueDescriptionAttribute Name

Attribute
Number

Yesstring: output-policy-nameOutput policy name to apply to
client interface.

Egress-Policy-Name26-11

Yesinteger:

• 0=disable

• 1=enable

Whether IGMP isenabledordisabled
on a client interface.

IGMP-Enable26-23

Nostring: pppoe
client-mac-address

Client MAC address.PPPoE-Description26-24

Nostring:
logical-system:routing-instance

Client logical system:routing
instance name indicating to which
logical system:routing instance the
request is redirected for user
authentication.

Redirect-VRouter-Name26-25

Yes4-octet integer:

• 0 = none

• 1 = Cisco CLID

Method that determines whether
the RADIUS server conveys to the
LNS the physical NAS port number
identifier and the typeof thephysical
port, such as Ethernet or ATM. This
information is conveyed only when
the VSA value is 1.

The VSA is formatted such that the
first octet indicates the tunnel and
the remaining three bytes are the
attribute value.

Tunnel-Nas-Port-Method26-30

Nostring bundle-nameSSC service bundle.Service-Bundle26-31

Nointeger: 4-octetMaximum number of sessions
allowed in a tunnel.

Tunnel-Max-Sessions26-33

Nointeger: 4-octetRoute tag to apply to returned
framed-ip-address.

Framed-IP-Route-Tag26-34

NointegerNumber of times the input-packets
attribute rolls over its 4-octet field.

Input-Gigapackets26-42

NointegerNumberof timestheoutput-packets
attribute rolls over its 4-octet field.

Output-Gigapackets26-43

Nohexadecimal string:
ipv6-primary-dns-address

Client primary IPv6 DNS address
negotiated by DHCP.

Ipv6-Primary-DNS26-47

Nohexadecimal string:
ipv6-secondary-dns-address

Client secondary IPv6 DNS address
negotiated by DHCP.

Ipv6-Secondary-DNS26-48
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Table 4: Supported Juniper Networks VSAs (continued)

Dynamic
CoA
SupportValueDescriptionAttribute Name

Attribute
Number

Nohexadecimal string:
disconnect-cause

Disconnect cause when a tunneled
subscriber is disconnected, and
L2TP layer of the LNS initiates the
termination. The PPP Disconnect
Cause Code (L2TP AVP 46) is
included in VSA 26-51 in the
Accounting-Stopmessage that the
router sends to the RADIUS server.

Disconnect-Cause26-51

Nostring: dhcp-optionsClient DHCP options.DHCP-Options26-55

Nostring:mac-addressClient MAC address.DHCP-MAC-Address26-56

Nointeger: 4-octetDHCP relay agent IP address.DHCP-GI-Address26-57

Yessalt-encrypted integer

0=stopmirroring

1=start mirroring

2=no action

Traffic mirroring action.

For dynamic CoA, VSA 26-58
changes the action on themirrored
traffic identified by VSA 26-59.

CoA-Requestmessages that include
any of the RADIUS-basedmirroring
attributes (VSAs 26-58, 26-59,
26-60, or 26-61) must always
include all four VSAs.

If the CoA action is to stopmirroring
(VSA 26-58 value is 0), then the
values of the other three attributes
in theCoAmessagemustmatch the
existing attribute values, or the
action fails.

LI-Action26-58

Nosalt-encrypted stringIdentifier that associates mirrored
traffic to a specific subscriber.

For dynamic CoA, VSA 26-58
changes the action on themirrored
traffic identified by VSA 26-59.

CoA-Requestmessages that include
any of the RADIUS-basedmirroring
attributes (VSAs 26-58, 26-59,
26-60, or 26-61) must always
include all four VSAs.

Med-Dev-Handle26-59
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Table 4: Supported Juniper Networks VSAs (continued)

Dynamic
CoA
SupportValueDescriptionAttribute Name

Attribute
Number

Nosalt-encrypted IP addressIP address of content destination
device to which mirrored traffic is
forwarded.

CoA-Requestmessages that include
any of the RADIUS-basedmirroring
attributes (VSAs 26-58, 26-59,
26-60, or 26-61) must always
include all four VSAs.

Med-Ip-Address26-60

Nosalt-encrypted integerUDP port in the content destination
device to which mirrored traffic is
forwarded.

CoA-Requestmessages that include
any of the RADIUS-basedmirroring
attributes (VSAs 26-58, 26-59,
26-60, or 26-61) must always
include all four VSAs.

Med-Port-Number26-61

Nostring: interface-descriptionText string that identifies the
subscriber’s access interface.

Interface-Desc26-63

Nostring: tunnel-group-nameName of the tunnel group (profile)
assigned to a domain map.

Tunnel-Group26-64

Yesstring: service-nameService to activate for the
subscriber. Tagged VSA, which
supports 8 tags (1-8).

Activate-Service26-65

Yesstring: service-nameService to deactivate for the
subscriber.

Deactivate-Service26-66

Yes• range = 0 through 16777215
MB

• 0 = no limit

Amount of traffic, in MB, that can
use the service; service is
deactivated when the volume is
exceeded. Tagged VSA, which
supports 8 tags (1-8).

Service-Volume26-67

Yes• range = 0 through 16777215
seconds

• 0 = no timeout

Number of seconds that the service
can be active; service is deactivated
when the timeout expires. Tagged
VSA, which supports 8 tags (1-8).

Service-Timeout26-68

Yes• 0 = disable

• 1 = enable time statistics

• 2=enable timeandvolume
statistics

Whether statistics for the service is
enabled or disabled. Tagged VSA,
which supports 8 tags (1-8).

Service-Statistics26-69

Yesstring: 32-octetAccess list to use for the group (G)
filter.

IGMP-Access-Name26-71
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Table 4: Supported Juniper Networks VSAs (continued)

Dynamic
CoA
SupportValueDescriptionAttribute Name

Attribute
Number

Yesstring: 32-octetAccess list to use for the
source-group (S,G) filter.

IGMP-Access-Src-Name26-72

Yesstring: 32-octetAccess list to use for the group (G)
filter.

MLD-Access-Name26-74

Yesstring: 32-octetAccess list to use for the
source-group (S,G) filter.

MLD-Access-Src-Name26-75

Yesinteger: 1-octet

• 1=MLD version 1

• 2=MLD version 2

MLD protocol version.MLD-Version26-77

Yesinteger: 1-octet

• 1=IGMP version 1

• 2=IGMP version 2

• 3=IGMP version 3

IGMP protocol version.IGMP-Version26-78

Nostring: service-nameName of the service.Service-Session26-83

Nointeger: 4-octetAuthentication algorithm used for
Mobile IP registration.

Mobile-IP-Algorithm26-84

Nointeger: 4-octetSecurity parameter index number
for Mobile IP registration.

Mobile-IP-SPI26-85

Nostring: keySecurity association MD5 key for
Mobile IP registration.

Mobile-IP-Key26-86

Nointeger: 4-octetReplay timestamp for Mobile IP
registration.

Mobile-IP-Replay26-87

Nointeger: 4-octetRegistration lifetime for Mobile IP
registration.

Mobile-IP-Lifetime26-89

Nostring: profile-nameTunnel switch profile that
determines whether a subscriber
session is switched to a second
session to a remote LNS. Takes
precedence over tunnel switch
profiles applied inanyothermanner.

Tunnel-Switch-Profile26-91

Nostring: actual upstream rate
access loopparameter (ASCII
encoded)

Actual upstream rate access loop
parameter (ASCII encoded) as
defined in GSMP extensions for
layer2 control (L2C) Topology
Discovery and Line Configuration.

L2C-Up-Stream-Data26-92

Copyright © 2018, Juniper Networks, Inc.26

Broadband Subscriber Sessions Feature Guide



Table 4: Supported Juniper Networks VSAs (continued)

Dynamic
CoA
SupportValueDescriptionAttribute Name

Attribute
Number

Nostring: actual downstream
rate access loop parameter
(ASCII encoded)

Actualdownstreamrateaccess loop
parameter (ASCII encoded) as
defined in GSMP extensions for
layer2 control (L2C) Topology
Discovery and Line Configuration.

L2C-Down-Stream-Data26-93

Nointeger: 4-octet

• 0 = none

• 1 = static Layer 2

• 2 = dynamic layer 2. This
method is not supported;
the static Layer 2 method
is used instead.

• 3=CoS. Thismethod is not
supported; the actual
method is used instead.

• 4 = actual

• 5 = ANCP

• 6 = PPPoE IA tags

Method that determines the source
fromwhich the transmit speed is
derived. Overrides global
configuration in the CLI.

Tunnel-Tx-Speed-Method26-94

Yesinteger: 4-octet

• 0=disable

• 1=enable

IGMP Immediate Leave.IGMP-Immediate-Leave26-97

Yesinteger: 4-octet

• 0=disable

• 1=enable

MLD Immediate Leave.MLD-Immediate-Leave26-100

Yesstring: policy-nameInput policy name to apply to a user
IPv6 interface.

IPv6-Ingress-Policy-Name26-106

Yesstring: policy-nameOutput policy name to apply to a
user IPv6 interface.

IPv6-Egress-Policy-Name26-107
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Table 4: Supported Juniper Networks VSAs (continued)

Dynamic
CoA
SupportValueDescriptionAttribute Name

Attribute
Number

YesTwo parts, delimited by white
space:

• Parameter type

• Parameter value

Examples:

• T01 smap_basic

• T02 50m

• T03 1m

• T04 2000

• T05 200

• T06 tcp-gold

• T07 frame-mode

• T08 50

CoS traffic-shaping parameter type
and description:

• T01: Scheduler-map name

• T02: Shaping rate

• T03: Guaranteed rate

• T04: Delay-buffer rate

• T05: Excess rate

• T06Traffic-control profile

• T07: Shaping mode

• T08: Byte adjust

• T09: Adjust minimum

• T10: Excess-rate high

• T11: Excess-rate low

• T12: Shaping rate burst

• T13: Guaranteed rate burst

CoS-Traffic-Control-
Profile-Parameter-Type

26-108

Nointeger: 4-byte ip-addressIP address of DHCP server that
DHCP relay agent uses to forward
the discover PDUs.

DHCP-Guided-Relay-Server26-109

Nostring: up to 63 ASCII
characters

Identificationof the subscriber node
connection to the access node.

Acc-Loop-Cir-Id26-110

Nointeger: 8-octetUnique identificationof theDSL line.Acc-Aggr-Cir-Id-Bin26-111

Nostring: up to 63 ASCII
characters

Identification of the uplink on the
access node, as in the following
examples:

• Ethernet access
aggregation—ethernet slot/port
[:inner-vlan-id] [:outer-vlan-id]

• ATM aggregation—atm
slot/port:vpi.vci

Acc-Aggr-Cir-Id-Asc26-112

Nointeger: 4-octetActual upstream data rate of the
subscriber’s synchronized DSL link.

Act-Data-Rate-Up26-113

Nointeger: 4-octetActual downstreamdata rate of the
subscriber’s synchronized DSL link.

Act-Data-Rate-Dn26-114

Nointeger: 4-octetMinimum upstream data rate
configured for the subscriber.

Min-Data-Rate-Up26-115

Nointeger: 4-octetMinimum downstream data rate
configured for the subscriber.

Min-Data-Rate-Dn26-116
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Table 4: Supported Juniper Networks VSAs (continued)

Dynamic
CoA
SupportValueDescriptionAttribute Name

Attribute
Number

Nointeger: 4-octetMaximum upstream data rate that
the subscriber can attain.

Att-Data-Rate-Up26-117

Nointeger: 4-octetMaximum downstream data rate
that the subscriber can attain.

Att-Data-Rate-Dn26-118

Nointeger: 4-octetMaximum upstream data rate
configured for the subscriber.

Max-Data-Rate-Up26-119

Nointeger: 4-octetMaximum downstream data rate
configured for the subscriber.

Max-Data-Rate-Dn26-120

Nointeger: 4-octetMinimum upstream data rate in low
power state configured for the
subscriber.

Min-LP-Data-Rate-Up26-121

Nointeger: 4-octetMinimum downstream data rate in
low power state configured for the
subscriber.

Min-LP-Data-Rate-Dn26-122

Nointeger: 4-octetMaximum one-way upstream
interleaving delay configured for the
subscriber.

Max-Interlv-Delay-Up26-123

Nointeger: 4-octetSubscriber’s actual one-way
upstream interleaving delay..

Act-Interlv-Delay-Up26-124

Nointeger: 4-octetMaximum one-way downstream
interleaving delay configured for the
subscriber.

Max-Interlv-Delay-Dn26-125

Nointeger: 4-octetSubscriber’s actual one-way
downstream interleaving delay.

Act-Interlv-Delay-Dn26-126

Nointeger: 4-octet

• 1 = Show uptime

• 2 = Idle

• 3 = Silent

State of the DSL line.DSL-Line-State26-127

Nointeger: 4-octetEncapsulation used by the
subscriber associated with the
DSLAM interface fromwhich
requests are initiated.

DSL-Type26-128

Nostring: interface-set-nameInterfaceset toapply to thedynamic
profile.

Qos-Set-Name26-130
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Table 4: Supported Juniper Networks VSAs (continued)

Dynamic
CoA
SupportValueDescriptionAttribute Name

Attribute
Number

Yes• range = 600 through
86400 seconds

• 0 = disabled

NOTE: Valuesare roundedup
to the next higher multiple of
10minutes. For example, a
setting of 900 seconds (15
minutes) is rounded up to 20
minutes (1200 seconds).

Amount of time between interim
accounting updates for this service.
Tagged VSA, which supports 8 tags
(1-8).

Service-Interim-Acct-Interval26-140

Norange = 1000 through
4,294,967,295

Calculated (adjusted) downstream
QoS rate inKbps as set by theANCP
configuration.

Downstream-Calculated-
QoS-Rate

26-141

Norange = 1000 through
4,294,967,295

Calculated (adjusted) upstream
QoS rate inKbps as set by theANCP
configuration.

Upstream-Calculated-
QoS-Rate

26-142

Nointeger: 4-octetMaximum allowable client sessions
per interface. For DHCP clients, this
value is the maximum sessions per
logical interface. For PPPoE clients,
this value is the maximum sessions
(PPPoE interfaces) per PPPoE
underlying interface.

Max-Clients-Per-Interface26-143

YesThree parts, delimited by
white space:

• Scheduler name

• Parameter type

• Parameter value

Examples:

• be_sched

• be_sched T01 12m

• be_sched T02 26

CoS scheduler parameter type and
description:

• Null: CoS scheduler name

• T01: CoS scheduler transmit rate

• T02: CoS scheduler buffer size

• T03: CoS scheduler priority

• T04: CoS scheduler drop-profile
low

• T05: CoS scheduler drop-profile
medium-low

• T06: CoS scheduler drop-profile
medium-high

• T07: CoS scheduler drop-profile
high

• T08: CoS scheduler drop-profile
any

CoS-Scheduler-Pmt-Type26-146

NointegerIPv6 receive octets.IPv6-Acct-Input-Octets26-151

NointegerIPv6 transmit octets.IPv6-Acct-Output-Octets26-152
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Table 4: Supported Juniper Networks VSAs (continued)

Dynamic
CoA
SupportValueDescriptionAttribute Name

Attribute
Number

NointegerIPv6 receive packets.IPv6-Acct-Input-Packets26-153

NointegerIPv6 transmit packets.IPv6-Acct-Output-Packets26-154

NointegerIPv6 receive gigawords.IPv6-Acct-Input-Gigawords26-155

NointegerIPv6 transmit gigawords.IPv6-Acct-Output-Gigawords26-156

NostringRoute add for PPPoE sessionsPPPoE-Padn26-158

NointegerTrunk VLAN tag corresponding to
the core-facing trunk physical
interface.

Vlan-Map-Id26-160

NostringAddresspoolused to locally allocate
a delegated prefix (IA_PD).

IPv6-Delegated-Pool-Name26-161

NostringIndication of transmit speed of the
user’s connection.

Tx-Connect-Speed26-162

NostringIndication of receive speed of the
user’s connection.

Rx-Connect-Speed26-163

Nointeger: 4-octet

• 1 = dynamic-profile for
residential services

• 2 = op-script for business
services

Indication of service activation type.
This is a tagged attribute.

Service-Activate-Type26-173

NostringEnables RADIUS to override an
assigned client dynamic profilewith
the included profile.

Client-Profile-Name26-174

NostringEffective downstream shaping rate
for subscriber.

Cos-Shaping-Rate26-177

Yes• range = 0 through 16777215
4GB units

• 0 = no limit

Amount of traffic, in 4GB units, that
can use the service; service is
deactivated when the volume is
exceeded. Tagged VSA, which
supports 8 tags (1-8).

Service-Volume-Gigawords26-179

Yesstring: service-nameNew values of service and time
quotas for existing service. Tagged
VSA, which supports 8 tags (1-8).

Update-Service26-180
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Table 4: Supported Juniper Networks VSAs (continued)

Dynamic
CoA
SupportValueDescriptionAttribute Name

Attribute
Number

Nohexadecimal string:
ipv6-address

IPv6 addresses of DHCPv6 servers
to which DHCPv6 relay agent
forwards theSolicit andsubsequent
PDUs. Usemultiple instances of the
VSA to specify a list of servers.

DHCPv6-Guided-Relay-Server26-181

NostringReports the ANCP
Access-Loop-Remote-ID attribute.

Acc-Loop-Remote-Id26-182

Nohexadecimal stringReports the ANCP
Access-Loop-Encapsulation
attribute.

Acc-Loop-Encap26-183

NointegerInner VLAN tag allocated from the
ranges provisioned on the
core-facing physical interface, used
to swap (replace) the autosensed
VLAN tag on the access interface.

Inner-Vlan-Map-Id26-184

NostringName of the core-facing physical
interface that forwards the Layer 2
wholesale session’s downstream
and upstream traffic relative to the
network service provider (NSP)
router.

Core-Facing-Interface26-185

Nointeger: 4-byte ip-addressIPv4 address of the first relay link of
a client/server binding.

DHCP-First-Relay-IPv4-Address26-187

Nohexadecimal string:
ipv6-address

IPv6 address of the first relay link of
a client/server binding.

DHCP-First-Relay-IPv6-Address26-188

NostringName of an input filter to be
attached to a family any interface.

Input-Interface-Filter26-191

NostringName of an output filter to be
attached to a family any interface.

Output-Interface-Filter26-192

Yesinteger: 4-octetA common identifier or tag to
associate the series of related CoA
Requests as a transaction. This
attribute is untagged and value 0 is
reserved.

Bulk-CoA-Transaction-Id26-194

Yesinteger: 4-octetA unique identifier for each CoA
Request message that is part of the
sametransactionasspecifiedby the
Bulk-CoA-Transaction-Id VSA. This
attribute is untagged and the value
0 is reserved.

Bulk-CoA-Identifier26-195
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Related
Documentation

AAA Access Messages and Supported RADIUS Attributes and Juniper Networks VSAs

for Junos OS on page 33

•

• AAA Accounting Messages and Supported RADIUS Attributes and Juniper Networks

VSAs for Junos OS on page 39

AAAAccessMessages and Supported RADIUS Attributes and Juniper Networks VSAs
for Junos OS

Table 5 on page 33 shows the RADIUS attributes and Juniper Networks VSAs support in

AAAaccessmessages.Acheckmark inacolumn indicates that themessage typesupports

that attribute.

Table 5: AAA AccessMessages—Supported RADIUS Attributes and Juniper Networks VSAs

Disconnect
Request

CoA
Request

Access
Challenge

Access
Reject

Access
Accept

Access
RequestAttribute Name

Attribute
Number

✓✓––✓✓User-Name1

–––––✓User-Password2

–––––✓CHAP-Password3

–––––✓NAS-IP-Address4

–––––✓NAS-Port5

––––✓✓Service-Type6

––––✓✓Framed-Protocol7

–✓––✓✓Framed-IP-Address8

––––✓–Framed-IP-Netmask9

––––✓–Filter-Id11

–––––✓Framed-MTU12

––✓✓✓–Reply-Message18

––––✓–Framed-Route22

––––✓–Class25

––––✓✓Virtual-Router26-1

––––✓–Primary-DNS26-4
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Table 5: AAA AccessMessages—Supported RADIUS Attributes and Juniper Networks
VSAs (continued)

Disconnect
Request

CoA
Request

Access
Challenge

Access
Reject

Access
Accept

Access
RequestAttribute Name

Attribute
Number

––––✓–Secondary-DNS26-5

––––✓–Primary-WINS26-6

––––✓–Secondary-WINS26-7

––––✓–Tunnel-Virtual-Router26-8

––––✓–Tunnel-Password26-9

––––✓–Ingress-Policy-Name26-10

––––✓–Egress-Policy-Name26-11

––––✓–IGMP-Enable26-23

–––––✓PPPoE-Description26-24

––––✓–Redirect-VR-Name26-25

––––✓–Service-Bundle26-31

––––✓–Tunnel-Maximum-Sessions26-33

––––✓–Framed-IP-Route-Tag26-34

––––✓–Ipv6-Primary-DNS26-47

––––✓–Ipv6-Secondary-DNS26-48

–––––✓DHCP-Options26-55

––––✓✓DHCP-MAC-Address26-56

–––––✓DHCP-GI-Address26-57

–✓––✓–LI-Action26-58

–✓––✓–Med-Dev-Handle26-59

–✓––✓–Med-Ip-Address26-60

–✓––✓–Med-Port-Number26-61

–––––✓Interface-Desc26-63
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Table 5: AAA AccessMessages—Supported RADIUS Attributes and Juniper Networks
VSAs (continued)

Disconnect
Request

CoA
Request

Access
Challenge

Access
Reject

Access
Accept

Access
RequestAttribute Name

Attribute
Number

––––✓–Tunnel-Group26-64

–✓––✓–Activate-Service26-65

–✓––✓–Deactivate-Service26-66

–✓––✓–Service-Volume26-67

–✓––✓–Service-Timeout26-68

–✓––✓–Service-Statistics26-69

––––✓–IGMP-Access-Name26-71

––––✓–IGMP-Access-Src-Name26-72

––––✓–MLD-Access-Name26-74

––––✓–MLD-Access-Src-Name26-75

––––✓–MLD-Version26-77

––––✓–IGMP-Version26-78

––––✓–Tunnel-Switch-Profile26-91

––––✓–Tunnel-Tx-Speed-Method26-94

–––✓–IGMP-Immediate-Leave26-97

––––✓–MLD-Immediate-Leave26-100

––––✓–IPv6-Ingress-Policy-Name26-106

––––✓–IPv6-Egress-Policy-Name26-107

–✓––✓–CoS-Parameter-Type26-108

––––✓–DHCP-Guided-Relay-Server26-109

–––––✓Acc-Loop-Cir-Id26-110

–––––✓Acc-Aggr-Cir-Id-Bin26-111

–––––✓Acc-Aggr-Cir-Id-Asc26-112
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Table 5: AAA AccessMessages—Supported RADIUS Attributes and Juniper Networks
VSAs (continued)

Disconnect
Request

CoA
Request

Access
Challenge

Access
Reject

Access
Accept

Access
RequestAttribute Name

Attribute
Number

–––––✓Act-Data-Rate-Up26-113

–––––✓Act-Data-Rate-Dn26-114

–––––✓Min-Data-Rate-Up26-115

–––––✓Min-Data-Rate-Dn26-116

–––––✓Att-Data-Rate-Up26-117

–––––✓Att-Data-Rate-Dn26-118

–––––✓Max-Data-Rate-Up26-119

–––––✓Max-Data-Rate-Dn26-120

–––––✓Min-LP-Data-Rate-Up26-121

–––––✓Min-LP-Data-Rate-Dn26-122

–––––✓Max-Interlv-Delay-Up26-123

–––––✓Act-Interlv-Delay-Up26-124

–––––✓Max-Interlv-Delay-Dn26-125

–––––✓Act-Interlv-Delay-Dn26-126

–––––✓DSL-Line-State26-127

–––––✓DSL-Type26-128

––––✓–QoS-Set-Name26-130

–✓––✓–Service-Interim-Account-Interval26-140

–––––✓Downstream-Calculated-QoS-Rate26-141

–––––✓Upstream-Calculated-QoS-Rate26-142

––––✓–Max-Clients-Per-Interface26-143

–✓––✓–Cos-Scheduler-Pmt-Type26-146

––––✓–PPPoE-Padn26-158
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Table 5: AAA AccessMessages—Supported RADIUS Attributes and Juniper Networks
VSAs (continued)

Disconnect
Request

CoA
Request

Access
Challenge

Access
Reject

Access
Accept

Access
RequestAttribute Name

Attribute
Number

––––✓–Vlan-Map-ID26-160

––––✓–IPv6-Delegated-Pool-Name26-161

–––––✓Tx-Connect-Speed26-162

–––––✓Rx-Connect-Speed26-163

–✓––✓–Service-Activate-Type26-173

––––✓–Client-Profile-Name26-174

–✓––✓–Service-Volume-Gigawords26-179

–✓––––Update-Service26-180

––––✓–DHCPv6-Guided-Relay-Server26-181

–––––✓Acc-Loop-Remote-Id26-182

–––––✓Acc-Loop-Encap26-183

––––✓–Inner-Vlan-Map-Id26-184

––––––Core-Facing-Interface26-185

–––––✓DHCP-First-Relay-IPv4-Address26-187

–––––✓DHCP-First-Relay-IPv6-Address26-188

–––––✓Input-Interface-Filter26-191

–––––✓Output-Interface-Filter26-192

––✓–✓–Session-Timeout27

–✓–––✓Calling-Station-ID31

–––––✓NAS-Identifier32

✓✓–––✓Acct-Session-ID44

–––––✓NAS-Port-Type61

––––✓✓Tunnel-Type64
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Table 5: AAA AccessMessages—Supported RADIUS Attributes and Juniper Networks
VSAs (continued)

Disconnect
Request

CoA
Request

Access
Challenge

Access
Reject

Access
Accept

Access
RequestAttribute Name

Attribute
Number

––––✓✓Tunnel-Medium-Type65

––––✓✓Tunnel-Client-Endpoint66

––––✓✓Tunnel-Server-Endpoint67

––––✓✓Acct-Tunnel-Connection68

––––✓–Tunnel-Password69

––––✓✓Tunnel-Assignment-Id82

––––✓–Tunnel-Preference83

––––✓–Acct-Interim-Interval85

–✓–––✓NAS-Port-Id87

––––✓–Framed-Pool88

––––✓✓Tunnel-Client-Auth-Id90

––––✓✓Tunnel-Server-Auth-Id91

––––✓–Framed-Interface-ID96

––––✓–Framed-IPv6-Prefix97

––––✓–Framed-IPv6-Route99

––––✓–Framed-IPv6-Pool100

✓✓––––Error-Cause101

––––✓–Delegated-IPv6-Prefix123

–✓––✓–Ascend-Data-Filter242

Related
Documentation

AAA Accounting Messages and Supported RADIUS Attributes and Juniper Networks

VSAs for Junos OS on page 39

•

• RADIUS Attributes and Juniper Networks VSAs Supported by the AAA Service

Framework on page 13

• RADIUS IETF Attributes Supported by the AAA Service Framework on page 14
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• Juniper Networks VSAs Supported by the AAA Service Framework on page 21

AAAAccountingMessages and Supported RADIUS Attributes and Juniper Networks
VSAs for Junos OS

Table 6 on page 39 shows the RADIUS attributes and Juniper Networks VSAs support in

AAA accounting messages. A checkmark in a column indicates that the message type

supports that attribute.

Table 6: AAA AccountingMessages—Supported RADIUS Attributes and
Juniper Networks VSAs

Acct
OffAcctOn

Interim
Acct

Acct
Stop

Acct
StartAttribute Name

Attribute
Number

––✓✓✓User-Name1

––––✓CHAP-Password3

✓✓✓✓✓NAS-IP-Address4

––✓✓✓NAS-Port5

––✓✓✓Service-Type6

––✓✓✓Framed-Protocol7

––✓✓✓Framed-IP-Address8

––✓✓✓Framed-IP-Netmask9

––✓✓–Filter-Id11

––✓✓✓Framed-Route22

––✓✓✓Class25

––✓✓✓Virtual-Router26-1

––✓✓✓Ingress-Policy-Name26-10

––✓✓✓Egress-Policy-Name26-11

––✓✓✓PPPoE-Description26-24

––✓✓–Input-Gigapackets26-42

––✓✓–Output-Gigapackets26-43

––✓✓✓Ipv6-Primary-DNS26-47
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Table 6: AAA AccountingMessages—Supported RADIUS Attributes and
Juniper Networks VSAs (continued)

Acct
OffAcctOn

Interim
Acct

Acct
Stop

Acct
StartAttribute Name

Attribute
Number

––✓✓✓Ipv6-Secondary-DNS26-48

–––✓–Disconnect-Cause26-51

––✓✓✓DHCP-Options26-55

––✓✓✓DHCP-MAC-Address26-56

––✓✓✓DHCP-GI-Address26-57

––✓✓✓Interface-Desc26-63

––✓✓–Service-Session26-83

––✓✓✓Acc-Loop-Cir-Id26-110

––✓✓✓Acc-Aggr-Cir-Id-Bin26-111

––✓✓✓Acc-Aggr-Cir-Id-Asc26-112

––✓✓✓Act-Data-Rate-Up26-113

––✓✓✓Act-Data-Rate-Dn26-114

––✓✓✓Min-Data-Rate-Up26-115

––✓✓✓Min-Data-Rate-Dn26-116

––✓✓✓Att-Data-Rate-Up26-117

––✓✓✓Att-Data-Rate-Dn26-118

––✓✓✓Max-Data-Rate-Up26-119

––✓✓✓Max-Data-Rate-Dn26-120

––✓✓✓Min-LP-Data-Rate-Up26-121

––✓✓✓Min-LP-Data-Rate-Dn26-122

––✓✓✓Max-Interlv-Delay-Up26-123

––✓✓✓Act-Interlv-Delay-Up26-124

––✓✓✓Max-Interlv-Delay-Dn26-125
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Table 6: AAA AccountingMessages—Supported RADIUS Attributes and
Juniper Networks VSAs (continued)

Acct
OffAcctOn

Interim
Acct

Acct
Stop

Acct
StartAttribute Name

Attribute
Number

––✓✓✓Act-Interlv-Delay-Dn26-126

––✓✓✓DSL-Line-State26-127

––✓✓✓DSL-Type26-128

––✓✓✓Downstream-Calculated-QoS-Rate26-141

––✓✓✓Upstream-Calculated-QoS-Rate26-142

––✓✓–IPv6-Acct-Input-Octets26-151

––✓✓–IPv6-Acct-Output-Octets26-152

––✓✓–IPv6-Acct-Input-Packets26-153

––✓✓–IPv6-Acct-Output-Packets26-154

––✓✓–IPv6-Acct-Input-Gigawords26-155

––✓✓–IPv6-Acct-Output-Gigawords26-156

––✓✓✓Vlan-Map-Id26-160

––✓✓✓Tx-Connect-Speed26-162

––✓✓✓Rx-Connect-Speed26-163

––✓✓✓Cos-Shaping-Rate26-177

–––✓✓Acc-Loop-Remote-Id26-182

–––✓✓Acc-Loop-Encap26-183

–––✓✓Inner-Vlan-Map-Id26-184

–––✓✓Core-Facing-Interface26-185

––✓✓✓DHCP-First-Relay-IPv4-Address26-187

––✓✓✓DHCP-First-Relay-IPv6-Address26-188

––✓✓✓Input-Interface-Filter26-191

––✓✓✓Output-Interface-Filter26-192
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Table 6: AAA AccountingMessages—Supported RADIUS Attributes and
Juniper Networks VSAs (continued)

Acct
OffAcctOn

Interim
Acct

Acct
Stop

Acct
StartAttribute Name

Attribute
Number

––✓✓✓Calling-Station-ID31

✓✓✓✓✓NAS-Identifier32

✓✓✓✓✓Acct-Status-Type40

✓✓✓✓✓Acct-Delay-Time41

––✓✓–Acct-Input-Octets42

––✓✓–Acct-Output-Octets43

✓✓✓✓✓Acct-Session-ID44

✓✓✓✓✓Acct-Authentic45

––✓✓–Acct-Session-Time46

––✓✓–Acct-Input-Packets47

––✓✓–Acct-Output-Packets48

––✓✓–Acct-Terminate-Cause49

––✓✓–Acct-Input-Gigawords52

––✓✓–Acct-Output-Gigawords53

✓✓✓✓✓Event-Timestamp55

––✓✓✓NAS-Port-Type61

––✓✓✓Tunnel-Type64

––✓✓✓Tunnel-Medium-Type65

––✓✓✓Tunnel-Client-Endpoint66

––✓✓✓Tunnel-Server-Endpoint67

––✓✓✓Acct-Tunnel-Connection68

––✓✓✓Tunnel-Assignment-Id82

––✓✓✓NAS-Port-Id87
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Table 6: AAA AccountingMessages—Supported RADIUS Attributes and
Juniper Networks VSAs (continued)

Acct
OffAcctOn

Interim
Acct

Acct
Stop

Acct
StartAttribute Name

Attribute
Number

––✓✓✓Tunnel-Client-Auth-Id90

––✓✓✓Tunnel-Server-Auth-Id91

––✓✓✓Framed-IPv6-Route99

––✓✓✓Framed-IPv6-Pool100

––✓✓✓Delegated-IPv6-Prefix123

Related
Documentation

AAA Access Messages and Supported RADIUS Attributes and Juniper Networks VSAs

for Junos OS on page 33

•

• RADIUS Attributes and Juniper Networks VSAs Supported by the AAA Service

Framework on page 13

• RADIUS IETF Attributes Supported by the AAA Service Framework on page 14

• Juniper Networks VSAs Supported by the AAA Service Framework on page 21

Configuring HowRADIUS Attributes Are Used for Subscriber Access

You can specify the attributes RADIUS ignores in RADIUS Access-Acceptmessages, and

the attributes RADIUS excludes from specified message types.

To configure the attributes RADIUS ignores or excludes:

1. Specify that you want to configure RADIUS.

[edit access profile isp-bos-metro-fiber-basic]
user@host# edit radius

2. Specify that you want to configure how RADIUS attributes are ignored or excluded.

[edit access profile isp-bos-metro-fiber-basic radius]
user@host# edit attributes

3. Specify the attributes you want RADIUS to ignore when the attributes are in

Access-Acceptmessages. SeeTable 7 onpage44 for theattributes you can configure.

[edit access profile isp-bos-metro-fiber-basic radius attributes]
user@host# set ignore input-filter output-filter

4. Configure RADIUS to exclude the specified attribute from the specified RADIUS

message type. See Table 8 on page 44 for the attributes andmessage type

combinations you can configure.
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[edit access profile isp-bos-metro-fiber-basic radius attributes]
user@host# set exclude input-filter output-filter

You use the ignore statement to configure the router or switch to ignore a particular

attribute in RADIUS Access-Acceptmessages. By default, the router or switch processes

theattributes received fromtheexternalAAAserver. Table 7onpage44 lists theattributes

supported in the ignore statement.

Table 7: Attributes That Can Be Ignored in RADIUS Access-Accept
Messages

Attribute NumberAttribute NameCLI Entry

Juniper Networks VSA 26-130Interface-Set-Namedynamic-iflset-name

RADIUS attribute 9Framed-Ip-Netmaskframed-ip-netmask

Juniper Networks VSA 26–10Ingress-Policy-Nameinput-filter

Juniper Networks VSA 26–1Virtual-Routerlogical-system:routing-instance

Juniper Networks VSA 26–11Egress-Policy-Nameoutput-filter

You use the exclude statement to configure the router or switch to exclude the specified

attributes from the specified type of RADIUSmessage. Not all attributes appear in all

types of RADIUSmessages—the CLI indicates the RADIUSmessage type. By default, the

router or switch includes the specified attributes in RADIUS Access-Request,

Accounting-On, Accounting-Off, Accounting-Start, Accounting-Stop, and

Interim-Accountingmessages. Table8onpage44 lists theattributes andmessage types

supported in the exclude statement.

Table 8: Attributes That Can Be Excluded fromRADIUSMessages

Supported
Message TypeAttribute NumberAttribute NameCLI Entry

Accounting-On

Accounting-Off

RADIUS attribute 45Acct-Authenticaccounting-authentic

Accounting-On

Accounting-Off

RADIUS attribute 41Acct-Delay-Timeaccounting-delay-time

Access-Request

Accounting-On

Accounting-Off

Accounting-Stop

RADIUS attribute 44Acct-Session-Idaccounting-session-id

Accounting-OffRADIUS attribute 49Acct-Terminate-Causeaccounting-terminate-cause
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Table 8: Attributes That Can Be Excluded fromRADIUS
Messages (continued)

Supported
Message TypeAttribute NumberAttribute NameCLI Entry

Access-Request

Accounting-Start

Accounting-Stop

RADIUS attribute 68Acct-Tunnel-Connectionacct-tunnel-connection

Access-Request

Accounting-Start

Accounting-Stop

RADIUS attribute 30Called-Station-Idcalled-station-id

Access-Request

Accounting-Start

Accounting-Stop

RADIUS attribute 31Calling-Station-Idcalling-station-id

Accounting-Start

Accounting-Stop

RADIUS attribute 25Classclass

Accounting-Start

Accounting-Stop

Juniper Networks
VSA 26-177

Cos-Shaping-Ratecos-shaping-rate

Accounting-Start

Accounting-Stop

RADIUSattribute 123Delegated-IPv6-Prefixdelegated-ipv6-prefix

Access-Request

Accounting-Start

Accounting-Stop

Juniper Networks
VSA 26–57

DHCP-GI-Addressdhcp-gi-address

Access-Request

Accounting-Start

Accounting-Stop

Juniper Networks
VSA 26–56

DHCP-MAC-Addressdhcp-mac-address

Access-Request

Accounting-Start

Accounting-Stop

Juniper Networks
VSA 26–55

DHCP-Optionsdhcp-options
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Table 8: Attributes That Can Be Excluded fromRADIUS
Messages (continued)

Supported
Message TypeAttribute NumberAttribute NameCLI Entry

Access-Request

Accounting-Start

Accounting-Stop

Interim-Accounting

Juniper Networks
VSA 26-141

Downstream-Calculated-QoS-Ratedownstream-calculated-qos-rate

Access-Request

Accounting-Start

Accounting-Stop

Interim-Accounting

Excludes the DSL
Forum VSA (IANA
vendor ID 3561)

Not applicabledsl-forum-attributes

Accounting-Start

Accounting-Stop

Juniper Networks
VSA 26–130

Qos-Set-Namedynamic-iflset-name

Accounting-On

Accounting-Off

Accounting-Start

Accounting-Stop

RADIUS attribute 55Event-Timestampevent-timestamp

Accounting-Start

Accounting-Stop

RADIUS attribute 11Filter-Idfilter-id

Accounting-Start

Accounting-Stop

Interim-Accounting

Juniper Networks
VSA 26–187

DHCP-First-Relay-IPv4-Addressfirst-relay-ipv4-address

Accounting-Start

Accounting-Stop

Interim-Accounting

Juniper Networks
VSA 26–188

DHCP-First-Relay-IPv6-Addressfirst-relay-ipv6-address

Accounting-Start

Accounting-Stop

RADIUS attribute 8Framed-IP-Addressframed-ip-address

Accounting-Start

Accounting-Stop

RADIUS attribute 9Framed-IP-Netmaskframed-ip-netmask
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Table 8: Attributes That Can Be Excluded fromRADIUS
Messages (continued)

Supported
Message TypeAttribute NumberAttribute NameCLI Entry

Accounting-Start

Accounting-Stop

RADIUS attribute 22Framed-Routeframed-ip-route

Accounting-Start

Accounting-Stop

RADIUS attribute
100

Framed-IPv6-Poolframed-ipv6-pool

Accounting-Start

Accounting-Stop

RADIUS attribute 97Framed-IPv6-Prefixframed-ipv6-prefix

Accounting-Start

Accounting-Stop

RADIUS attribute 99Framed-IPv6-Routeframed-ipv6-route

Accounting-Start

Accounting-Stop

RADIUS attribute 88Framed-Poolframed-pool

Accounting-Start

Accounting-Stop

Juniper Networks
VSA 26–10

Ingress-Policy-Nameinput-filter

Accounting-StopJuniper Networks
VSA 26–42

Acct-Input-Gigapacketsinput-gigapackets

Accounting-StopRADIUS attribute 52Acct-Input-Gigawordsinput-gigawords

Accounting-StopJuniper Networks
VSA 26–155

IPv6-Acct-Input-Gigawordsinput-ipv6-gigawords

Accounting-StopJuniper Networks
VSA 26–151

IPv6-Acct-Input-Octetsinput-ipv6-octets

Accounting-StopJuniper Networks
VSA 26–153

IPv6-Acct-Input-Packetsinput-ipv6-packets

Access-Request

Accounting-Start

Accounting-Stop

Juniper Networks
VSA 26–53

Interface-Descinterface-description
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Table 8: Attributes That Can Be Excluded fromRADIUS
Messages (continued)

Supported
Message TypeAttribute NumberAttribute NameCLI Entry

Access-Request

Accounting-On

Accounting-Off

Accounting-Start

Accounting-Stop

RADIUS attribute 32NAS-Identifiernas-identifier

Access-Request

Accounting-Start

Accounting-Stop

RADIUS attribute 5NAS-Portnas-port

Access-Request

Accounting-Start

Accounting-Stop

RADIUS attribute 87NAS-Port-Idnas-port-id

Access-Request

Accounting-Start

Accounting-Stop

RADIUS attribute 61NAS-Port-Typenas-port-type

Accounting-Start

Accounting-Stop

Juniper Networks
VSA 26–11

Egress-Policy-Nameoutput-filter

Access-Request

Accounting-Start

Accounting-Stop

Interim-Accounting

Juniper Networks
VSA 26-24

PPPoE Descriptionpppoe-description

Accounting-StopJuniper Networks
VSA 26–43

Acct-Output-Gigapacketsoutput-gigapackets

Accounting-StopRADIUS attribute 53Acct-Output-Gigawordsoutput-gigawords

Accounting-StopJuniper Networks
VSA 26–156

IPv6-Acct-Output-Gigawordsoutput-ipv6-gigawords

Accounting-StopJuniper Networks
VSA 26–152

IPv6-Acct-Output-Octetsoutput-ipv6-octets
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Table 8: Attributes That Can Be Excluded fromRADIUS
Messages (continued)

Supported
Message TypeAttribute NumberAttribute NameCLI Entry

Accounting-StopJuniper Networks
VSA 26–154

IPv6-Acct-Output-Packetsoutput-ipv6-packets

Access-Request

Accounting-Start

Accounting-Stop

RADIUS attribute 82Tunnel-Assignment-IDtunnel-assignment-id

Access-Request

Accounting-Start

Accounting-Stop

RADIUS attribute 90Tunnel-Client-Auth-IDtunnel-client-auth-id

Access-Request

Accounting-Start

Accounting-Stop

RADIUS attribute 66Tunnel-Client-Endpointtunnel-client-endpoint

Access-Request

Accounting-Start

Accounting-Stop

RADIUS attribute 65Tunnel-Medium-Typetunnel-medium-type

Access-Request

Accounting-Start

Accounting-Stop

RADIUS attribute 91Tunnel-Server-Auth-IDtunnel-server-auth-id

Access-Request

Accounting-Start

Accounting-Stop

RADIUS attribute 67Tunnel-Server-Endpointtunnel-server-endpoint

Access-Request

Accounting-Start

Accounting-Stop

RADIUS attribute 64Tunnel-Typetunnel-type

Access-Request

Accounting-Start

Accounting-Stop

Interim-Accounting

Juniper Networks
VSA 26-142

Upstream-Calculated-QoS-Rateupstream-calculated-qos-rate
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Table 8: Attributes That Can Be Excluded fromRADIUS
Messages (continued)

Supported
Message TypeAttribute NumberAttribute NameCLI Entry

Access-Request

Accounting-Start

Accounting-Stop

Juniper Networks
VSA 26-1

Virtual-Routervirtual-router

Related
Documentation

Configuring Router or Switch Interaction with RADIUS Servers on page 131•

• Configuring Authentication and Accounting Parameters for Subscriber Access on

page 94

• Specifying RADIUS Authentication and Accounting Servers for Subscriber Access on

page 95

• Configuring RADIUS Server Options for Subscriber Access on page 135

• Example: Configuring RADIUS-Based Subscriber Authentication and Accounting on

page 96

Junos OS Predefined Variables That Correspond to RADIUS Attributes and VSAs

Table 9 on page 50 lists the RADIUS attributes and Juniper Networks VSAs and their

corresponding Junos OS predefined variables that are used in dynamic profiles. When

the router instantiates a dynamic profile following subscriber access, the Junos OS uses

the predefined variable to specify the RADIUS attribute or VSA for the information

obtained from the RADIUS server.

Some predefined variables support the configuration of default values. The configured

default value is used in the event that RADIUS fails to return a value for the variable. You

configure default values with the predefined-variable-defaults predefined-variable

default-value statement at the [edit dynamic-profiles] hierarchy level. When you specify

the predefined-variable, you use the name of the Junos OS predefined variable, but you

omit the leading $junos- prefix.

Table 9: RADIUS Attributes and Corresponding Junos OS Predefined Variables

Default Value
Support for Junos OS
Predefined VariableDescriptionJunos OS Predefined Variable

RADIUS Attribute or
VSA

RADIUS Attribute

NoAddress for the client$junos-framed-route-ip-addressFramed-IP-Address (8)

YesInput filter to apply to
client IPv4 interface

$junos-input-filter

NOTE: Variable is also used for VSA 26–10.

Filter-ID (11)
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Table 9: RADIUS Attributes and Corresponding Junos OS Predefined Variables (continued)

Default Value
Support for Junos OS
Predefined VariableDescriptionJunos OS Predefined Variable

RADIUS Attribute or
VSA

No(Subattribute 1): Route
prefix for access route

$junos-framed-route-ip-address-prefixFramed-Route (22)

No(Subattribute 2): Next
hop address for access
route

$junos-framed-route-nexthop

No(Subattribute3):Metric
for access route

$junos-framed-route-cost

No(Subattribute 5):
Preference for access
route

$junos-framed-route-distance

No(Subattribute 6): Tag
for access route

$junos-framed-route-tag

NoPrefix value in IPv6
Neighbor Discovery
route advertisements

$junos-ipv6-ndra-prefixFramed-IPv6-Prefix
(97)

No(Subattribute 1):
Framed IPv6 route
prefix configured for the
client

$junos-framed-route-ipv6-address-prefixFramed-IPv6-Route
(99)

No(Subattribute3):Metric
for access route

$junos-framed-route-ipv6-cost

No(Subattribute 5):
Preference for access
route

$junos-framed-route-ipv6-distance

No(Subattribute 2): IPv6
routing information
configured for theclient

$junos-framed-route-ipv6-nexthop

No(Subattribute 6): Tag
for access route

$junos-framed-route-ipv6-tag

Juniper Networks VSA

YesRouting instance to
which subscriber is
assigned

$junos-routing-instanceVirtual-Router (26–1)

YesInput filter to apply to
client IPv4 interface

$junos-input-filter

NOTE: Variable is also used for RADIUS
attribute 11.

Ingress-Policy-Name
(26–10)
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Table 9: RADIUS Attributes and Corresponding Junos OS Predefined Variables (continued)

Default Value
Support for Junos OS
Predefined VariableDescriptionJunos OS Predefined Variable

RADIUS Attribute or
VSA

YesOutput filter to apply to
client IPv4 interface

$junos-output-filterEgress-Policy-Name
(26–11)

YesEnable or disable IGMP
on client interface

$junos-igmp-enableIGMP-Enable (26–23)

YesAccess list to use for
the group (G) filter

$junos-igmp-access-group-nameIGMP-Access-Name
(26–71)

YesAccess List to use for
the source group (S,G)
filter

$junos-igmp-access-source-group-nameIGMP-Access-Src-Name
(26–72)

YesAccess list to use for
the group (G) filter

$junos-mld-access-group-nameMLD-Access-Name
(26–74)

YesAccess List to use for
the source group (S,G)
filter

$junos-mld-access-source-group-nameMLD-Access-Src-Name
(26–75)

YesMLD protocol version$junos-mld-versionMLD-Version (26–77)

YesIGMP protocol version$junos-igmp-versionIGMP-Version (26–78)

YesIGMP immediate leave$junos-igmp-immediate-leaveIGMP-Immediate-Leave
(26–97)

YesMLD immediate leave$junos-mld-immediate-leaveMLD-Immediate-Leave
(26–100)

YesInput filter to apply to
client IPv6 interface

$junos-input-ipv6-filterIPv6-Ingress-Policy-Name
(26–106)

YesOutput filter to apply to
client IPv6 interface

$junos-output-ipv6-filterIPv6-Egress-Policy-Name
(26–107)

Yes(T01: Scheduler-map
name) Name of
scheduler map
configured in
traffic-control profile

$junos-cos-scheduler-mapCoS-Traffic-Control-Profile-
Parameter-Type
(26–108)

Yes(T02: Shaping rate)
Shaping rateconfigured
in traffic-control profile

$junos-cos-shaping-rate
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Table 9: RADIUS Attributes and Corresponding Junos OS Predefined Variables (continued)

Default Value
Support for Junos OS
Predefined VariableDescriptionJunos OS Predefined Variable

RADIUS Attribute or
VSA

Yes(T03:Guaranteed rate)
Guaranteed rate
configured in
traffic-control profile

$junos-cos-guaranteed-rate

Yes(T04: Delay-buffer
rate) Delay-buffer rate
configured in
traffic-control profile

$junos-cos-delay-buffer-rate

Yes(T05; Excess rate)
Excess rate configured
in traffic-control profile

$junos-cos-excess-rate

Yes(T06: Traffic-control
profile) Name of the
traffic-control profile
configured inadynamic
profile

$junos-cos-traffic-control-profile

Yes(T07; Shaping mode)
CoS shaping mode
configured inadynamic
profile

$junos-cos-shaping-mode
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Table 9: RADIUS Attributes and Corresponding Junos OS Predefined Variables (continued)

Default Value
Support for Junos OS
Predefined VariableDescriptionJunos OS Predefined Variable

RADIUS Attribute or
VSA

Yes(T08;Byteadjust)Byte
adjustmentsconfigured
for the shapingmode in
a dynamic profile

$junos-cos-byte-adjust

Yes(T09;Adjustminimum)
Minimum adjusted
value allowed for the
shaping rate in a
dynamic profile

$junos-cos-adjust-minimum

Yes(T10; Excess rate high)
Excess rate configured
for high-priority traffic
in a dynamic profile

$junos-cos-excess-rate-high

Yes(T11; Excess rate low)
Excess rate configured
for low-priority traffic in
a dynamic profile

$junos-cos-excess-rate-low

Yes(T12; Shaping rate
burst) Burst size
configured for the
shaping rate in a
dynamic profile

$junos-cos-shaping-rate-burst

Yes(T13; Guaranteed rate
burst) Burst size
configured for the
guaranteed rate in a
dynamic profile

$junos-cos-guaranteed-rate-burst

YesName of an interface
set configured in a
dynamic profile

$junos-interface-set-nameQos-Set-Name
(26–130)

Yes(Null: Scheduler name)
Name of scheduler
configured inadynamic
profile

$junos-cos-schedulerCoS-Scheduler-Pmt-Type
(26–146)

Yes

Available for multiple
parameters:

• Percent

• Rate

(T01: CoS scheduler
transmit rate) Transmit
rate for scheduler
configured inadynamic
profile

$junos-cos-scheduler-tx
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Table 9: RADIUS Attributes and Corresponding Junos OS Predefined Variables (continued)

Default Value
Support for Junos OS
Predefined VariableDescriptionJunos OS Predefined Variable

RADIUS Attribute or
VSA

Yes

Available for multiple
parameters:

• Percent

• Temporal

(T02: CoS scheduler
buffer size) Buffer size
for scheduler
configured inadynamic
profile

$junos-cos-scheduler-bs

Yes(T03: CoS scheduler
priority)
Packet-scheduling
priority for scheduler
configured inadynamic
profile

$junos-cos-scheduler-pri

Yes(T04: CoS scheduler
drop-profile low)Name
of drop profile for RED
loss-priority level low
for scheduler
configured inadynamic
profile

$junos-cos-scheduler-dropfile-low

Yes(T05: CoS scheduler
drop-profile
medium-low) Name of
drop profile for RED
loss-priority level
medium-low for
scheduler configured in
a dynamic profile

$junos-cos-scheduler-dropfile-medium-low

Yes(T06: CoS scheduler
drop-profile
medium-high)Nameof
drop profile for RED
loss-priority level
medium-high for
scheduler configured in
a dynamic profile

$junos-cos-scheduler-dropfile-medium-high

Yes(T07: CoS scheduler
drop-profile high)
Nameofdropprofile for
RED loss-priority level
high for scheduler
configured inadynamic
profile

$junos-cos-scheduler-dropfile-high
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Table 9: RADIUS Attributes and Corresponding Junos OS Predefined Variables (continued)

Default Value
Support for Junos OS
Predefined VariableDescriptionJunos OS Predefined Variable

RADIUS Attribute or
VSA

Yes(T08: CoS scheduler
drop-profileany)Name
of drop profile for RED
loss-priority level any
for scheduler
configured inadynamic
profile

$junos-cos-scheduler-dropfile-any

Yes

Available for multiple
parameters:

• Percent

• Proportion

(T09: CoS scheduler
excess rate) Excess
rate configured for a
scheduler in a dynamic
profile

$junos-cos-scheduler-excess-rate

Yes

Available for multiple
parameters:

• Percent

• Rate

(T10: CoS scheduler
shaping rate) Shaping
rate configured for a
scheduler in a dynamic
profile

$junos-cos-scheduler-shaping-rate

Yes(T11: CoS scheduler
excess priority) Excess
priority configured for a
scheduler in a dynamic
profile

$junos-cos-scheduler-excess-priority

NoName of an input filter
to be attached to a
family any interface.

$junos-input-interface-filterInput-Interface-Filter
(26-191)

NoNameofanoutput filter
to be attached to a
family any interface.

$junos-output-interface-filterOutput-Interface-Filter
(26-192)

NoName of an IPv4 input
service set to be
attached.

$junos-input-service-setIPv4 input service set
(26-196)

NoNameofan IPv4output
service set to be
attached.

$junos-output-service-setIPv4 output service set
(26-197)

NoName of an IPv4 input
service filter to be
attached.

$junos-input-service-filterIPv4 input service filter
(26-198)
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Table 9: RADIUS Attributes and Corresponding Junos OS Predefined Variables (continued)

Default Value
Support for Junos OS
Predefined VariableDescriptionJunos OS Predefined Variable

RADIUS Attribute or
VSA

NoNameofan IPv4output
service filter to be
attached.

$junos-output-service-filterIPv4output service filter
(26-199)

NoName of an IPv6 input
service set to be
attached.

$junos-input-ipv6-service-setIPv6 input service set
(26-200)

NoNameofan IPv6output
service set to be
attached.

$junos-output-ipv6-service-setIPv6 output service set
(26-201)

NoName of an IPv6 input
service filter to be
attached.

$junos-input-ipv6-service-filterIPv6 input service filter
(26-202)

NoNameofan IPv6output
service filter to be
attached.

$junos-output-ipv6-service-filterIPv6output service filter
(26-203)

NoName of a PCEF profile
to be attached.

$junos-pcef-profilePCEF profile (26-204)

NoName of a PCC rule to
activate.

$junos-pcef-rulePCEF rule (26-205)

Related
Documentation

Dynamic Variables Overview•

• Configuring Predefined Dynamic Variables in Dynamic Profiles

• Junos OS Predefined Variables

DSL ForumVendor-Specific Attributes

Digital Subscriber Line (DSL) attributes are RADIUS vendor-specific attributes (VSAs)

that are defined by the DSL Forum. The attributes transport DSL information that is not

supported by standard RADIUS attributes and which convey information about the

associated DSL subscriber and data rate. The attributes are defined in RFC 4679, DSL

ForumVendor-SpecificRADIUSAttributesandRFC5515,Layer 2TunnelingProtocol (L2TP)

Access Line Information Attribute Value Pair (AVP) Extensions.

NOTE: Junos OS uses the vendor ID 3561, which is assigned by the Internet
Assigned Numbers Authority (IANA), for the DSL Forum VSAs.
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Subscriber management does not process DSL values—the router simply passes the

values received fromthesubscriber to theRADIUSserver,withoutperforminganyparsing

or manipulation. However, you canmanage the content of DSL VSA values either by

using the client configuration to restrict the DSL VSAs that the client sends, or by

configuring the RADIUS server to ignore unwanted DSL VSAs.

Table 10 on page 58 describes the DSL Forum VSAs.

Table 10: DSL ForumVSAs

ValueDescriptionAttribute Name
Attribute
Number

stringIdentifier for the subscriber agent circuit
ID (ACI) that corresponds to the DSLAM
interface fromwhich subscriber requests
are initiated.

For auto-sensed VLANs, the ACI is
extracted from DHCP discover, DHCPv6
solicit, or PPPoE PADI messages, stored
in the VLAN shared database entry, and
then presented in the RADIUS
Access-Request message in this VSA.

Agent-Circuit-Id[26-1]

stringUnique identifier for the subscriber
associated with the DSLAM interface
fromwhich requests are initiated.

For auto-sensed VLANs, the ARI is
extracted from DHCP discover, DHCPv6
solicit, or PPPoE PADI messages, stored
in the VLAN shared database entry, and
then presented in the RADIUS
Access-Request message in this VSA.

Agent-Remote-Id[26-2]

integer: 4-octetActual upstream data rate of the
subscriber’s synchronized DSL link

Actual-Data-Rate-
Upstream

[26-129]

integer: 4-octetActual downstream data rate of the
subscriber’s synchronized DSL link

Actual-Data-Rate-
Downstream

[26-130]

integer: 4-octetMinimum upstream data rate configured
for the subscriber

Minimum-Data-Rate-
Upstream

[26-131]

integer: 4-octetMinimum downstream data rate
configured for the subscriber

Minimum-Data-Rate-
Downstream

[26-132]

integer: 4-octetUpstream data rate that the subscriber
can attain

Attainable-Data-Rate-
Upstream

[26-133]

integer: 4-octetDownstreamdata rate that thesubscriber
can attain

Attainable-Data-Rate-
Downstream

[26-134]

integer: 4-octetMaximumupstreamdata rate configured
for the subscriber

Maximum-Data-Rate-
Upstream

[26-135]
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Table 10: DSL ForumVSAs (continued)

ValueDescriptionAttribute Name
Attribute
Number

integer: 4-octetMaximum downstream data rate
configured for the subscriber

Maximum-Data-Rate-
Downstream

[26-136]

integer: 4-octetMinimum upstream data rate in low
power state configured for the subscriber

Minimum-Data-Rate-
Upstream-Low-Power

[26-137]

integer: 4-octetMinimum downstream data rate in low
power state configured for the subscriber

Minimum-Data-Rate-
Downstream-Low-Power

[26-138]

integer: 4-octetMaximumone-wayupstreaminterleaving
delay configured for the subscriber

Maximum-Interleaving-
Delay-Upstream

[26-139]

integer: 4-octetSubscriber’s actual one-way upstream
interleaving delay

Actual-Interleaving-
Delay-Upstream

[26-140]

integer: 4-octetMaximum one-way downstream
interleaving delay configured for the
subscriber

Maximum-Interleaving-
Delay-Downstream

[26-141]

integer: 4-octetSubscriber’sactualone-waydownstream
interleaving delay

Actual-Interleaving-
Delay-Downstream

[26-142]

string: 3-byteEncapsulation used by the subscriber
associated with the DSLAM interface
fromwhich requests are initiated

Access-Loop-
Encapsulation

[26-144]

No data field requiredIndication that the interworking function
(IWF) has been performed for the
subscriber’s session

IWF-Session[26-254]

Related
Documentation

DSL Forum VSAs Support in AAA Access and Accounting Messages for Junos OS on

page 59

•

DSL ForumVSAs Support in AAA Access and AccountingMessages for Junos OS

Table 11 on page 59 lists the DSL Forum VSAs supported by Junos OS in RADIUS

Access-Request, Acct-Start, Acct-Stop, Interim-Acct, and CoA-Request messages. A

checkmark in a column indicates that themessage type supports that attribute. TheDSL

Forum vendor ID is 3561 (hexadecimal DE9), which is assigned by the IANA.

Table 11: DSL ForumVSAs—Supported RADIUSMessages

CoA
Request

Interim
Acct

Acct
Stop

Acct
Start

Access
RequestAttribute NameAttributeNumber

✓✓✓✓✓Agent-Circuit-Id[26-1]
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Table 11: DSL ForumVSAs—Supported RADIUSMessages (continued)

CoA
Request

Interim
Acct

Acct
Stop

Acct
Start

Access
RequestAttribute NameAttributeNumber

✓✓✓✓✓Agent-Remote-Id[26-2]

–✓✓✓✓Actual-Data-Rate-Upstream[26-129]

–✓✓✓✓Actual-Data-Rate-Downstream[26-130]

–✓✓✓✓Minimum-Data-Rate-Upstream[26-131]

–✓✓✓✓Minimum-Data-Rate-Downstream[26-132]

–✓✓✓✓Attainable-Data-Rate-Upstream[26-133]

–✓✓✓✓Attainable-Data-Rate-Downstream[26-134]

–✓✓✓✓Maximum-Data-Rate-Upstream[26-135]

–✓✓✓✓Maximum-Data-Rate-Downstream[26-136]

–✓✓✓✓Minimum-Data-Rate-Upstream-Low-Power[26-137]

–✓✓✓✓Minimum-Data-Rate-Downstream-Low-Power[26-138]

–✓✓✓✓Maximum-Interleaving-Delay-Upstream[26-139]

–✓✓✓✓Actual-Interleaving-Delay-Upstream[26-140]

–✓✓✓✓Maximum-Interleaving-Delay-Downstream[26-141]

–✓✓✓✓Actual-Interleaving-Delay-Downstream[26-142]

–✓✓✓✓Access-Loop-Encapsulation[26-144]

–✓✓✓✓IWF-Session[26-254]

Related
Documentation

DSL Forum Vendor-Specific Attributes on page 57•

RADIUS Support for Microsoft Corporation VSAs for DNS Server Addresses

Starting in Junos OS Release 15.1, the Junos OS AAA implementation supports RADIUS

VSAs that identify the primary and secondary DNS servers for IANA private enterprise

number 311 (Microsoft Corporation).For example, during PPP authentication, the router

receives the VSAs from a RADIUS server and uses the attributes to provision customer

premise equipment.
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The twoVSAs are shown in the following table, and are described in RFC2548 (Microsoft

Vendor-specific RADIUS Attributes)

Table 12: Microsoft Vendor-Specific RADIUS Attributes for DNS Server
Addresses

ValueDescriptionAttribute Name
Attribute
Number

integer: 4-octet
primary-dns-address

IP address of the primary
Domain Name Server.

This VSA can be included
in Access-Accept and
Accounting-Request
packets.

MS-Primary-DNS-Server26-28

integer: 4-octet
secondary-dns-address

IP address of the
secondary Domain Name
Server.

This VSA can be included
in Access-Accept and
Accounting-Request
packets.

MS-Secondary-DNS-Server26-29

Release History Table DescriptionRelease

Starting in Junos OS Release 15.1, the Junos OS AAA implementation supports
RADIUS VSAs that identify the primary and secondary DNS servers for IANA
private enterprise number 311 (Microsoft Corporation).

15.1

Related
Documentation

• DNS Address Assignment Precedence on page 280
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CHAPTER 3

Configuring RADIUS NAS-Port Attributes
and Options

• Manual Configuration of the NAS-Port-ID RADIUS Attribute on page 63

• Interface Text Descriptions for Inclusion in RADIUS Attributes on page 65

• Configuring a NAS-Port-ID with Additional Options on page 66

• Configuring theOrder inWhichOptional Values Appear in the NAS-Port-ID on page 67

• Configuring a Calling-Station-ID with Additional Attributes on page 69

• Enabling UniqueNAS-Port Attributes (RADIUSAttribute 5) for Subscribers on page 73

• RADIUS NAS-Port Options for Subscriber Access per Physical Interface, VLAN, or

Stacked VLAN Overview on page 74

• Guidelines forConfiguringRADIUSNAS-PortOptions forSubscriberAccessperPhysical

Interface, VLAN, or Stacked VLAN on page 76

• Configuring RADIUS NAS-Port Options for Subscriber Access per Physical Interface,

VLAN, or Stacked VLAN on page 77

• Manual Configuration of the NAS-Port-Type RADIUS Attribute on page 78

• Configuring the RADIUS NAS-Port-Type per Physical Interface on page 80

• Configuring the RADIUS NAS-Port-Type per VLAN on page 82

• Configuring the RADIUS NAS-Port-Type per Stacked VLAN on page 83

• Configuring the RADIUSNAS-Port Extended Format per Physical Interface on page 85

• Configuring the RADIUS NAS-Port Extended Format per VLAN on page 87

• Configuring the RADIUS NAS-Port Extended Format per Stacked VLAN on page 88

• Configuring the RADIUS NAS-Port Extended Format for ATM Interfaces on page 91

Manual Configuration of the NAS-Port-ID RADIUS Attribute

Subscriber management uses the NAS-Port-ID (RADIUS attribute 87) to provide an

interface description that identifies the physical interface that is used to authenticate

subscribers. The NAS-Port-ID is included in RADIUS Access-Request, Acct-Start,

Acct-Stop, Acct-On, and Acct-Off messages.

You can configure access profiles to specify additional information in the NAS-Port-ID.

The additional information can be any combination of the interface description (the
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default value), the Agent Circuit ID, the Agent Remote ID, and the NAS identifier. You can

also specify anoptional delimiter character,which separates the values inaNAS-Port-ID.

The default delimiter character is the hash character (#).

A default NAS-Port-ID for nonchannelized interfaces consists of the following

interface-description string:

interface-type-slot/adapter/port.subinterface[:svlan-vlan]

For example: ge-1/2/0.100:100.

Starting in Junos OS Release 17.3R1, a logical port number is added to the default format

for only channelized interfaces. For channelized interfaces, the default format for a

NAS-Port-ID consists of the following interface-description string:

interface-type-slot/adapter/logical-port-number.subinterface[:svlan-vlan]

For example, xe-0/1/143.4-5.6.

You can optionally configure the interface description format in an access profile to

exclude the adapter, channel, or subinterface information.

Youmight optionally configure an access profile that specifies that the NAS-Port-ID

includes the NAS identifier, the Agent Circuit ID, and the Agent Remote ID, in addition to

the default interface description. For this configuration, the NAS-Port-ID consists of the

following string:

nas-identifier#interface-description#agent-circuit-id#agent-remote-id

For example:

retailer25#ge-1/2/0.100:100#ACI 12/1/22/1230:1.1.23#ARI 55/2/23.9999:10.11.1923

NOTE: TheNAS-Port-IDdisplays theconfiguredvalues in the followingorder
(where # is the delimiter):

nas-identifier#interface-description#agent-circuit-id#agent-remote-id

Release History Table DescriptionRelease

Starting in JunosOSRelease 17.3R1, a logical port number is added to the
default format for only channelized interfaces.

17.3R1

Related
Documentation

Configuring a NAS-Port-ID with Additional Options on page 66•

• RADIUS Server Options for Subscriber Access on page 4

• Interface Text Descriptions for Inclusion in RADIUS Attributes on page 65
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Interface Text Descriptions for Inclusion in RADIUS Attributes

RADIUS attributes such as NAS-Port-ID (87) and Calling-Station-ID (31) include a

description that identifies the physical interface that is used to authenticate subscribers.

The default format for nonchannelized interfaces is as follows:

interface-type-slot/adapter/port.subinterface[:svlan-vlan]

For example, consider physical interface ge-1/2/0,with a subinterface of 100 andSVLAN

identifier of 100. The interface description used in the NAS-Port-ID is ge-1/2/0.100:100.

Starting in Junos OS Release 17.3R1, a different format is used for channelized interfaces.

For channelized interfaces, the default interface description is as follows:

interface-type-slot/adapter/logical-port-number.subinterface[:svlan-vlan]

The channel information (logical port number) is determined by this formula:

Logical port number = 100 + (actual-port-number x 20) + channel-number

For example, consider a channelized interface 3 on port 2 where the:

• Physical interface is xe-0/1/2:3.

• Subinterface is 4.

• SVLAN is 5.

• VLAN is 6.

Using the formula, the logical port number = 100 + (2 x 20) + 3 = 143. Consequently, the

default interface description is xe-0/1/143.4-5.6.

You can optionally configure the interface description format in an access profile to

exclude the adapter, channel, or subinterface information.

Forexample, if youexclude thesubinterface fromthenonchannelized interfacedescription

format, the description becomes ge-1/2/0:100. If you exclude the channel information

from the channelized interface description format, the description becomes

xe-0/1/2.4-5.6.

Release History Table DescriptionRelease

Starting in Junos OS Release 17.3R1, a different format is used for
channelized interfaces.

17.3R1

Related
Documentation

RADIUS Server Options for Subscriber Access on page 4•

• Configuring RADIUS Server Options for Subscriber Access on page 135

• Manual Configuration of the NAS-Port-ID RADIUS Attribute on page 63

• Configuring a Calling-Station-ID with Additional Attributes on page 69
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Configuring a NAS-Port-ID with Additional Options

The NAS-Port-ID (RADIUS attribute 87) identifies the physical interface that subscriber

management uses to authenticate subscribers. By default, the NAS-Port-ID includes the

interface-description value that describes the physical interface. You can include the

following optional values in the NAS-Port-ID:

• agent-circuit-id

• agent-remote-id

• interface-description

• interface-text-description

• nas-identifier

• postpend-vlan-tags

NOTE: If you specify any optional values, the default interface-description

value is no longer automatically included. Youmust explicitly specify the
interface-description value if you want it to appear in the NAS-Port-ID.

When you specify optional values, the router arranges the values in the following default

order, where the # character is the default delimiter:

nas-identifier # interface-description # interface-text-description # agent-circuit-id #

agent-remote-id # postpend-vlan-tags

Youcanuse theorderoption to configure theexplicit order inwhich the specifiedoptional

values appear in the NAS-Port-ID string.

To configure optional values in the NAS-Port-ID string:

1. Specify the access profile you want to configure.

[edit]
user@host# edit access profile retailer25

2. Specify that you want to configure RADIUS options.

[edit access profile retailer25]
user@host# edit radius options

3. Specify the character to use as the delimiter between the different attribute values

in the NAS-Port-ID. By default, subscriber management uses the hash character (#).

[edit access profile retailer25 radius options]
user@host# set nas-port-delimiter%

4. Specify that you want to configure the format of the NAS-Port-ID.
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[edit access profile retailer25 radius options]
user@host# edit nas-port-id-format

5. (Optional) Specify the optional values you want to include in the NAS-Port-ID string.

The optional values appear in the default order.

[edit access profile retailer25 radius options nas-port-id-format]
user@host# set interface-description nas-identifier agent-remote-id agent-circuit id

6. (Optional)Tospecify anexplicit non-default order inwhich theoptional valuesappear

in theNAS-Port-ID string, include the order option before each optional value. Specify

the values in the order you want them to appear.

See “Configuring the Order inWhich Optional Values Appear in the NAS-Port-ID” on

page 67.

Related
Documentation

Configuring RADIUS Server Options for Subscriber Access on page 135•

• Configuring RADIUS Server Parameters for Subscriber Access on page 134

• Configuring theOrder inWhichOptional Values Appear in the NAS-Port-ID on page 67

Configuring the Order inWhich Optional Values Appear in the NAS-Port-ID

In addition to specifying the values that you want to include in the NAS-Port-ID, you can

use the order option to specify the explicit order in which you want the values to appear.

By default, the router arranges the specified values in the following order, where the #

character is the delimiter:

nas-identifier # interface-description # interface-text-description # 
agent-circuit-id # agent-remote-id  # postpend-vlan-tags

NOTE: The default order and the customized order are mutually exclusive.
The configuration fails if you try to specify both.

To configure the specific order in which you want the optional values to appear in the

NAS-Port-ID:

1. Specify that you want to configure the format of the NAS-Port-ID.

[edit access profile retailer25 radius options]
user@host# edit nas-port-id-format

2. Include the order option before each optional value that you want to include in the

NAS-Port-ID. Specify the optional values in the order in which you want them to

appear.

[edit access profile retailer25 radius options nas-port-id-format]
user@host#setorder interface-descriptionordernas-identifierorderagent-remote-id
order interface-text-description
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This configurationconfigures the followingNAS-Port-ID string,where the%character
is the delimiter:

interface-description%nas-identifier%agent-remote-id% interface-text-description

3. (Optional) To add an optional value to an existing NAS-Port-ID string:

Use the order option and the name of the optional value to add the new value to the

existing NAS-Port-ID. The new value is added at the end of the string. For example:

[edit access profile retailer25 radius options nas-port-id-format]
user@host# set order agent-circuit-id

This configuration modifies the example in the previous step by adding the
agent-circuit-id to the end of the NAS-Port-ID string:

interface-description%nas-identifier%agent-remote-id% interface-text-description
%agent-circuit-id

NOTE: If you attempt to add an optional value that already exists in the
NAS-Port-ID string, thenewspecification is ignoredand theexisting value
remains in the order in which it was originally configured.

If you want tomodify the existing order, delete the existing specification
and define the new order.

Related
Documentation

Configuring a NAS-Port-ID with Additional Options on page 66•
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Configuring a Calling-Station-ID with Additional Attributes

You can configure an alternative value for the Calling-Station-ID (RADIUS IETF attribute

31) in an access profile on the MX Series router.

By default, the Calling-Station-ID includes the agent-circuit-id string. Optionally, you can

configure the Calling-Station-ID to include one ormore of the following attributes, in any

combination:

• Agent circuit identifier (agent-circuit-id)—Identifier of the subscriber’s accessnodeand

the digital subscriber line (DSL) on the access node. The agent circuit identifier (ACI)

string is stored in either the DHCP option 82 field of DHCPmessages for DHCP traffic,

or in the DSL Forum Agent-Circuit-ID VSA [26-1] of PPPoE Active Discovery Initiation

(PADI) andPPPoEActiveDiscovery Request (PADR) control packets for PPPoE traffic.

• Agent remote identifier (agent-remote-id)—Identifier of the subscriber on the digital

subscriber line accessmultiplexer (DSLAM) interface that initiated the service request.

The agent remote identifier (ARI) string is stored in either the DHCP option 82 field for

DHCP traffic, or in the DSL Forum Agent-Remote-ID VSA [26-2] for PPPoE traffic.

• Interface description (interface-description)—Value of the interface.

• Interface text description (interface-text-description)—Textdescriptionof the interface.

The interface text description is configured separately, using either the set interfaces

interface-name description description statement or the set interfaces interface-name

unit unit-number description description statement

• MAC address (mac-address)—MAC address of the source device for the subscriber.

• NAS identifier (nas-identifier)—Name of the NAS that originated the authentication or

accounting request. NAS-Identifier is RADIUS IETF attribute 32.

• Stacked VLAN (stacked-vlan)—Stacked VLAN ID.

• VLAN (vlan)—VLAN ID.

If you configure the format of the Calling-Station-ID with more than one optional value,

a hash character (#) is the default delimiter that the router uses as a separator between

the concatenated values in the resulting Calling-Station-ID string. Optionally, you can

configureanalternativedelimiter character for theCalling-Station-ID touse.The following

example shows the order of output when you configure multiple optional values:

nas-identifier#interface description#interface text
description#agent-circuit-id#agent-remote-id#mac address#stacked vlan#vlan

To configure an access profile to provide additional attributes in the Calling-Station-ID:

1. Specify the access profile you want to configure.

[edit]
user@host# edit access profile profile-name

2. Specify that you want to configure RADIUS options.

[edit access profile profile-name]
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user@host# edit radius options

3. Specify thenondefault character touseas thedelimiterbetween thedifferentattribute

values in the Calling-Station-ID.

By default, subscriber management uses the hash character (#) as the delimiter in

Calling-Station-ID strings that contain more than one optional value.

[edit access profile profile-name radius options]
user@host# set calling-station-id-delimiter delimiter-character

4. Configure the value for the NAS-Identifier (RADIUS attribute 32), which is used for

authentication and accounting requests.

[edit access profile profile-name radius options]
user@host# set nas-identifier identifier-value

5. Specify that you want to configure the format of the Calling-Station-ID.

[edit access profile profile-name radius options]
user@host# edit calling-station-id-format

6. (Optional) Include the interface text description in the Calling-Station-ID.

[edit access profile profile-name radius options calling-station-id-format]
user@host# set interface-text-description

7. (Optional) Include the interface description value in the Calling-Station-ID.

[edit access profile profile-name radius options calling-station-id-format]
user@host# set interface-description

8. (Optional) Include the agent circuit identifier in the Calling-Station-ID.

[edit access profile profile-name radius options calling-station-id-format]
user@host# set agent-circuit-id

9. (Optional) Include the agent remote identifier in the Calling-Station-ID.

[edit access profile profile-name radius options calling-station-id-format]
user@host# set agent-remote-id

10. (Optional) Include the configured NAS identifier value in the Calling-Station-ID.

[edit access profile profile-name radius options calling-station-id-format]
user@host# set nas-identifier

11. (Optional) Include the stacked VLAN ID in the Calling-Station-ID.

[edit access profile profile-name radius options calling-station-id-format]
user@host# set stacked-vlan

12. (Optional) Include the VLAN ID in the Calling-Station-ID.
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[edit access profile profile-name radius options calling-station-id-format]
user@host# set vlan

13. (Optional) Include the MAC address in the Calling-Station-ID.

[edit access profile profile-name radius options calling-station-id-format]
user@host# setmac-address

Example:
Calling-Station-IDwith
Additional Attributes
in an Access Profile

The following example creates an access profile named retailer01 that configures a

Calling-Station-ID string that includes the NAS-Identifier (fox), interface description,

agent circuit identifier, and agent remote identifier optional attributes.

[edit access profile retailer01 radius options]
nas-identifier "fox";
calling-station-id-delimiter "*";
calling-station-id format {
nas-identifier;
interface-description;
agent-circuit-id;
agent-remote-id;

}

The resulting Calling-Station-ID string is formatted as follows:

fox*ge-1/2/0.100:100*as007*ar921

where:

• The NAS-Identifier value is fox.

• The Calling-Station-ID delimiter character is * (asterisk).

• The interface description value is ge-1/2/0.100:100.

• The agent circuit identifier value is as007.

• The agent remote identifier value is ar921.

Consider an example where all options are configured, but no values are available for

the Agent-Circuit-ID, the Agent-Remote-Id, or the stacked VLAN identifier. The other

values are as follows:

• NAS identifier—solarium

• interface description—ge-1/0/0.1073741824:101

• interface text description—example-interface

• MAC address—00:00:5E:00:53:00

• VLAN identifier—101
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These values result in the following Calling-Station-ID:

solarium#ge-1/0/0.1073741824:101#example-interface###00-00-5E-00-53-00##101

Related
Documentation

Configuring RADIUS Server Options for Subscriber Access on page 135•

• RADIUS Server Options for Subscriber Access on page 4
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Enabling Unique NAS-Port Attributes (RADIUS Attribute 5) for Subscribers

Typically, the router derives the RADIUS NAS-Port attribute (attribute 5) value from a

subscriber’s physical port, as shown in the following list.

• SubscribersoverEthernet interfaces—combinationofslot/adapter/port/SVLANID/VLAN

ID

• Subscribers over ATM interfaces—combination of slot/adapter/port/VPI/VCI

However, in some customer environments, a NAS-Port attribute that is based on the

physicalportmightnotbeunique,andmultiplesubscribersmighthave thesameNAS-Port

value. To avoid the duplicate use of a NAS-Port attribute, you can configure the router

to provide unique NAS-Port attributes. The unique NAS-Port attribute consists of 32 bits

(themost significant bit [MSB] is always0),whichmakeup twoparts—auniquenumber

that the router internally generates, and an optional unique chassis ID that you specify.

If you create the NAS-Port value based on the internally generated number only, the

resulting NAS-Port value is uniquewithin the router only. If your implementation requires

NAS-Port values to be unique across all MX series routers in the network, youmust also

configure the unique chassis ID.

Uniqueness across all routers—To configure a NAS-Port attribute that is unique across

all routers in the network, you use the following procedure:

• Configure the chassis ID width (1–7 bits)—Youmust use the samewidth for all routers

in the network.

• Configure the chassis ID—Youmust ensure that you configure a unique ID for each

router.

• The router uses the remainder of the 31 bits (minus the MSB and the number of bits

used for the chassis ID width) for the internally generated number.

Uniqueness within the local router—To configure a NAS-Port attribute that is unique

within the local router only, you use the following procedure:

• Do not configure the chassis ID width or chassis ID.

• The router uses all 31 bits for the internally generated number. The resulting NAS-Port

attribute is unique only within the router and cannot be guaranteed to be unique for

any other routers in the network.

To configure unique NAS-Port attribute values for subscribers:

NOTE: Before configuring the uniqueNAS-Port attribute, ensure that neither
thenas-port-extended-formatstatementor thevlan-nas-port-stacked-format

statement is configuredat the [edit accessprofileprofile-name radiusoptions]

hierarchy level. Otherwise, the commit operation will fail.

1. Specify that youwant to configureRADIUSoptionsat the [editaccess]hierarchy level.
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[edit access]
user@host# edit radius-options

2. Specify that you want to enable unique NAS-Port attribute support.

[edit access radius-options]
user@host# edit unique-nas-port

NOTE: This stepconfigures the router togenerateauniquenumber,which
creates a NAS-Port value that is unique within the router.

3. (Optional) If youwant to provideNAS-Port values that are uniqueacross allMX series

routers in the network, complete the following additional steps.

• Specify the number of bits used in the chassis ID portion of the NAS-Port attribute.

You can specify 1-7 bits. Youmust use the same chassis ID width for all routers

across the network.

[edit access radius-options unique-nas-port]
user@host# set chassis-id-width chassis-id-width

• Specify the value you want to use for chassis ID portion of the NAS-Port attribute.

The chassis ID can be in the range from 0-127 bits. Youmust configure a unique

chassis ID for each MX router in the network.

[edit access radius-options unique-nas-port]
user@host# set chassis-id chassid-id

Related
Documentation

unique-nas-port on page 1543•

RADIUS NAS-Port Options for Subscriber Access per Physical Interface, VLAN, or
Stacked VLANOverview

OnMXSeries routerswithModularPortConcentrator/Modular InterfaceCard (MPC/MIC)

interfaces, you can configure the NAS-Port-Type (61) RADIUS IETF attribute, and an

extended format for the NAS-Port (5) RADIUS IETF attribute, on a per-interface,

per-VLAN,orper-stackedVLANbasis.The routerpasses theNAS-PortandNAS-Port-Type

attributes to the RADIUS server during the authentication, authorization, and accounting

(AAA) process.

This overview covers the following topics:

• NAS-Port-Type RADIUS Attribute on page 75

• NAS-Port RADIUS Attribute on page 75

• NAS-Port Options Configuration and Subscriber Network Access Models on page 75

• NAS-Port Options Definition on page 75
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NAS-Port-Type RADIUS Attribute

The NAS-Port-Type attribute specifies the type of physical port that the network access

server (NAS) uses to authenticate the subscriber. When you use the nas-port-type

statement to configure the NAS-Port-Type, you can specify one of several predefined

port types, or a user-defined port type value in the range 0 through 65535.

NAS-Port RADIUS Attribute

The NAS-Port attribute specifies the physical port number of the NAS that is

authenticating theuser, and is formedbyacombinationof thephysical port’s slot number,

port number, adapter number, VLAN ID, and S-VLAN ID. The NAS-Port extended format,

which you configurewith the nas-port-extended-format statement, specifies the number

of bits (bit width) for each field in the NAS-Port attribute: slot, adapter, port, VLAN, and

S-VLAN.

To include stacked VLAN IDs, in addition to VLAN IDs, in the NAS-Port extended format,

use the stacked option as part of the nas-port-extended-format statement. If you do not

configure the stacked option, stacked VLAN IDs are not included in the extended format.

NAS-Port Options Configuration and Subscriber Network AccessModels

Configuring the NAS-Port-Type and the extended format for NAS-Port on a per-VLAN,

per-stackedVLAN, or per-physical interfacebasis is useful in network configurations that

use the following subscriber access models:

• 1:1 accessmodel (per-VLAN basis)—In a 1:1 accessmodel, dedicated customer VLANs

(C-VLANs) provide a one-to-one correspondence between an individual subscriber

and the VLAN encapsulation.

• N:1 access model (per–S-VLAN basis)—In an N:1 access model, service VLANs are

dedicated to a particular service, such as video, voice, or data, instead of to a particular

subscriber. Because a service VLAN is typically shared bymany subscribers within the

same household or in different households, the N:1 access model provides a

many-to-one correspondence between individual subscribers and the VLAN

encapsulation.

• 1:1 or N:1 access model (per-physical interface basis)—You can configure the

NAS-Port-Type and NAS-Port format on a per-physical interface basis for both the 1:1

access model and the N:1 access model.

NAS-Port Options Definition

As an alternative to globally configuring the NAS-Port-Type and NAS-Port extended

format in an access profile, you can configure these attributes on a per-interface,

per-VLAN, or per-stacked VLAN basis. To do so, youmust create a NAS-Port options

definition, which includes some or all of the following components:

• NAS-Port-Type value—Specifies the type of physical port that the network access

server (NAS) uses to authenticate the subscriber.
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• NAS-Port extended format—Configures the number of bits (bit width) for each field

in theNAS-Port attribute, including: slot, adapter, port, VLAN, and S-VLAN. Optionally,

youcanalsouse the stackedoptionaspartof thenas-port-extended-format statement

to include S-VLAN IDs, in addition to VLAN IDs, in the extended format. If you do not

configure the stackedoption, stackedVLAN IDsarenot included in theextended format.

• VLAN ranges or S-VLAN ranges—Defines the VLAN range of subscribers or stacked

VLAN range of subscribers to which each NAS-Port options definition applies.

Related
Documentation

Guidelines forConfiguringRADIUSNAS-PortOptions forSubscriberAccessperPhysical

Interface, VLAN, or Stacked VLAN on page 76

•

• Configuring RADIUS NAS-Port Options for Subscriber Access per Physical Interface,

VLAN, or Stacked VLAN on page 77

GuidelinesforConfiguringRADIUSNAS-PortOptionsforSubscriberAccessperPhysical
Interface, VLAN, or Stacked VLAN

The following guidelines apply when you configure the NAS-Port-Type attribute and the

extended format for the NAS-Port attribute on a per-VLAN, per-stacked VLAN, or

per-physical interface basis:

• You can create amaximum of 16 NAS-Port options definitions per physical interface.

Each definition can include either a maximum of 32 VLAN ranges or a maximum of

32stackedVLANranges, but cannot includeacombinationofVLANrangesandstacked

VLAN ranges.

• Configuring theNAS-Port-TypeattributeandNAS-Portextendedformatonaper-VLAN,

per-stacked VLAN, or per-physical interface basis overrides the global settings for

these attributes configured in an access profile.

• If the NAS-Port-Type attribute and the NAS-Port extended format are not configured

on a per-VLAN basis (in a 1:1 access model) or on a per-stacked VLAN basis (in an N:1

access model), the router uses the global settings configured for these attributes in

an access profile for all RADIUS request messages.

Related
Documentation

RADIUS NAS-Port Options for Subscriber Access per Physical Interface, VLAN, or

Stacked VLAN Overview on page 74

•

• Configuring RADIUS NAS-Port Options for Subscriber Access per Physical Interface,

VLAN, or Stacked VLAN on page 77
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Configuring RADIUS NAS-Port Options for Subscriber Access per Physical Interface,
VLAN, or Stacked VLAN

OnMXSeries routerswithMPC/MIC interfaces, youcanconfigure theNAS-Port-Type (61)

RADIUS IETF attribute, and an extended format for the NAS-Port (5) RADIUS IETF

attribute, on a per-physical interface, per-VLAN, or per-stacked VLAN (S-VLAN) basis.

The router passes the NAS-Port-Type and NAS-Port attributes to the RADIUS server

during the authentication, authorization, and accounting (AAA) process.

To configure the NAS-Port-Type and NAS-Port extended format on a per-physical

interface, per-VLAN, or per-stacked VLAN basis, youmust create a NAS-Port options

definition, which includes the following components:

• NAS-Port-Type value—Specifies the type of physical port that the network access

server (NAS) uses to authenticate the subscriber.

• NAS-Port extended format—Configures the number of bits (bit width) for each field

in the NAS-Port attribute, which specifies the physical port number of the NAS that is

authenticating the subscriber. Fields in the NAS-Port attribute include: slot, adapter,

port, VLAN, and S-VLAN. Optionally, you can also use the stacked option as part of the

nas-port-extended-format statement to include S-VLAN IDs, in addition to VLAN IDs,

in the extended format. If you do not configure the stacked option, stacked VLAN IDs

are not included in the extended format.

• VLAN ranges or S-VLAN ranges—Defines the VLAN range of subscribers or stacked

VLAN range of subscribers to which each NAS-Port options definition applies.

NOTE: You can create amaximum of 16 NAS-Port options definitions per
physical interface. Eachdefinitioncan includeamaximumof32VLANranges
or32stackedVLANranges,butcannot includeacombinationofVLANranges
and stacked VLAN ranges.

To configure the NAS-Port-Type and NAS-Port extended format on a per-physical

interface, per-VLAN, or per-stacked VLAN basis:

1. Specify the physical interface you want to configure.

2. EnableVLANtagging, stackedVLANtagging, or flexibleVLANtaggingon the interface.

• For VLAN tagging, see Enabling VLAN Tagging.

• For stacked VLAN tagging, see Configuring Stacked VLAN Tagging

• For flexible VLAN tagging, also referred to as mixed tagging, see Enabling VLAN

Tagging.

3. Specify that you want to configure RADIUS options for a physical interface, VLAN, or

S-VLAN.

[edit interfaces interface-name]
user@host> edit radius-options
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4. Create a named NAS-Port options definition.

[edit interfaces interface-name radius-options]
user@host# edit nas-port-options nas-port-options-name

5. Configure theNAS-Port-Type, and the VLAN ranges or stackedVLAN ranges towhich

the named NAS-Port options definition applies.

• For per-physical interface configurations, see “Configuring the RADIUS

NAS-Port-Type per Physical Interface” on page 80.

• For per-VLAN configurations, see “Configuring the RADIUS NAS-Port-Type per

VLAN” on page 82.

• For per-stackedVLAN configurations, see “Configuring the RADIUSNAS-Port-Type

per Stacked VLAN” on page 83.

6. Configure the NAS-Port extended format, and the VLAN ranges or stacked VLAN

ranges to which the named NAS-Port options definition applies.

• For per-physical interface configurations, see “Configuring the RADIUS NAS-Port

Extended Format per Physical Interface” on page 85.

• For per-VLAN configurations, see “Configuring the RADIUS NAS-Port Extended

Format per VLAN” on page 87.

• For per-stacked VLAN configurations, see “Configuring the RADIUS NAS-Port

Extended Format per Stacked VLAN” on page 88.

Related
Documentation

RADIUS NAS-Port Options for Subscriber Access per Physical Interface, VLAN, or

Stacked VLAN Overview on page 74

•

• Guidelines forConfiguringRADIUSNAS-PortOptions forSubscriberAccessperPhysical

Interface, VLAN, or Stacked VLAN on page 76

• Configuring the RADIUS NAS-Port-Type per Physical Interface on page 80

• Configuring the RADIUS NAS-Port-Type per VLAN on page 82

• Configuring the RADIUS NAS-Port-Type per Stacked VLAN on page 83

• Configuring the RADIUSNAS-Port Extended Format per Physical Interface on page 85

• Configuring the RADIUS NAS-Port Extended Format per VLAN on page 87

• Configuring the RADIUS NAS-Port Extended Format per Stacked VLAN on page 88

Manual Configuration of the NAS-Port-Type RADIUS Attribute

Subscriber management uses the NAS-Port-Type (RADIUS attribute 61) to identify the

type of physical port that is used to authenticate subscribers. By default, subscriber

management uses a NAS-Port-Type of ethernet.

You can optionally configure access profiles to provide the value for the NAS-Port-Type

attribute,which enables you to explicitly specify theNASport type that is used for a given
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connection. For example, youmight configure an access profile that specifies that a NAS

port typeofwireless is used for all Ethernet connections that aremanagedby that access

profile.

NOTE: The ethernet-port-type-virtual configuration statement takes
precedence over the nas-port-type statement when you include both
statements in the same access profile. When you include the
ethernet-port-type-virtual statement, subscriber management uses the
RADIUS attribute value of 5, which specifies a NAS port type of virtual.

Table 13 on page 79 shows the supported port type values for RADIUS attribute 61

(NAS-Port-Type) that you can include in an access profile.

Table 13: RADIUS NAS-Port-Type Values

Description
NAS-Port-Type
ValueStatement Option

Number that indicateseither the IANA-assigned
value for the RADIUS port type or a custom
number-to-port type defined by the user

0–65535value

Asymmetric DSL, carrierless amplitude phase
(CAP)modulation

12adsl-cap

Asymmetric DSL, discrete multitone (DMT)13adsl-dmt

Asynchronous0async

Cable17cable

Ethernet15ethernet

Fiber Distributed Data Interface21fddi

G.3 Fax10g3-fax

HDLC Clear Channel7hdlc-clear-channel

Inter-Access Point Protocol (IAPP)25iapp

ISDN DSL14idsl

ISDN Synchronous2isdn-sync

ISDN Async V.1104isdn-v110

ISDN Async V.1203isdn-v120

79Copyright © 2018, Juniper Networks, Inc.

Chapter 3: Configuring RADIUS NAS-Port Attributes and Options



Table 13: RADIUS NAS-Port-Type Values (continued)

Description
NAS-Port-Type
ValueStatement Option

Personal Handyphone System (PHS) Internet
Access Forum Standard

6piafs

Symmetric DSL11sdsl

Synchronous1sync

Token Ring20token-ring

Virtual5virtual

Other wireless18wireless

Wireless 1xEV24wireless-1x-ev

Wireless code division multiple access (CDMA)
2000

22wireless-cdma2000

Wireless 802.1119wireless-ieee80211

Wireless universal mobile telecommunications
system (UMTS)

23wireless-umts

X.258x25

X.759x75

DSL of unknown type16xdsl

Related
Documentation

Configuring RADIUS Server Options for Subscriber Access on page 135•

Configuring the RADIUS NAS-Port-Type per Physical Interface

As an alternative to globally configuring the NAS-Port-Type (61) RADIUS attribute in an

access profile, you can configure the NAS-Port-Type on a per-physical interface basis

aspart of aNAS-Port optionsdefinition. TheNAS-Port-Typespecifies the typeofphysical

port that the network access server (NAS) uses to authenticate the subscriber.

Configuring NAS-Port options definitions on a per-physical interface basis is useful in

network configurations that use a 1:1 access model or an N:1 access model.

To configure the NAS-Port-Type RADIUS attribute per physical interface:

1. Specify the interface you want to configure.

[edit]
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user@host# edit interfaces interface-name

2. Enable VLAN tagging on the interface.

[edit interfaces interface-name]
user@host# set vlan-tagging

SettingVLANtaggingenables the receptionandtransmissionof802.1QVLAN-tagged

frames on the interface. Youmust enable VLAN tagging before you can configure the

VLAN ranges to which the NAS-Port options definition applies.

3. Specify that you want to configure RADIUS options for a physical interface.

[edit interfaces interface-name]
user@host# edit radius-options

4. Create a named NAS-Port options definition.

[edit interfaces interface-name radius-options]
user@host# edit nas-port-options nas-port-options-name

5. Configure the NAS-Port-Type.

[edit interfaces interface-name radius-optionsnas-port-optionsnas-port-options-name]
user@host# set nas-port-type port-type

6. Configure the VLAN range or ranges towhich theNAS-Port options definition applies.

[edit interfaces interface-name radius-optionsnas-port-optionsnas-port-options-name]
user@host# set vlan-ranges (any | low-tag–high-tag)

Per-physical interface configurations typically require you to create aVLAN range that

consists of all VLAN IDs on the physical interface. To do so, use the any option with

the vlan-ranges statement.

The following example shows a per-interface NAS-Port options definition named

subscribers-east that configures thewireless-umts NAS-Port-Type for a VLAN range

consisting of all VLAN IDs on Gigabit Ethernet physical interface ge-1/0/0.

[edit interfaces ge-1/0/0 radius-options]
nas-port-options subscribers-east {
nas-port-type wireless-umts;
vlan-ranges {
any;

}
}

Related
Documentation

Configuring RADIUS NAS-Port Options for Subscriber Access per Physical Interface,

VLAN, or Stacked VLAN on page 77

•

• Guidelines forConfiguringRADIUSNAS-PortOptions forSubscriberAccessperPhysical

Interface, VLAN, or Stacked VLAN on page 76

• Configuring the RADIUS NAS-Port-Type per VLAN on page 82

81Copyright © 2018, Juniper Networks, Inc.

Chapter 3: Configuring RADIUS NAS-Port Attributes and Options



• Configuring the RADIUS NAS-Port-Type per Stacked VLAN on page 83

• Configuring the RADIUSNAS-Port Extended Format per Physical Interface on page 85

• Configuring the RADIUS NAS-Port Extended Format per VLAN on page 87

• Configuring the RADIUS NAS-Port Extended Format per Stacked VLAN on page 88

Configuring the RADIUS NAS-Port-Type per VLAN

As an alternative to globally configuring the NAS-Port-Type (61) RADIUS attribute in an

access profile, you can configure the NAS-Port-Type on a per-VLAN basis as part of a

NAS-Port options definition. The NAS-Port-Type specifies the type of physical port that

the network access server (NAS) uses to authenticate the subscriber.

Configuring NAS-Port options definitions on a per-VLAN basis is useful in network

configurations that use a 1:1 access model.

To configure the NAS-Port-Type RADIUS attribute per VLAN:

1. Specify the interface you want to configure.

[edit]
user@host# edit interfaces interface-name

2. Enable VLAN tagging on the interface.

[edit interfaces interface-name]
user@host# set vlan-tagging

SettingVLANtaggingenables the receptionandtransmissionof802.1QVLAN-tagged

frames on the interface. Youmust enable VLAN tagging before you can configure the

VLAN ranges to which the NAS-Port options definition applies.

3. Specify that you want to configure RADIUS options for a VLAN interface.

[edit interfaces interface-name]
user@host# edit radius-options

4. Create a named NAS-Port options definition.

[edit interfaces interface-name radius-options]
user@host# edit nas-port-options nas-port-options-name

5. Configure the NAS-Port-Type.

[edit interfaces interface-name radius-optionsnas-port-optionsnas-port-options-name]
user@host# set nas-port-type port-type

6. Configure the VLAN range or ranges towhich theNAS-Port options definition applies.

[edit interfaces interface-name radius-optionsnas-port-optionsnas-port-options-name]
user@host# set vlan-ranges (any | low-tag–high-tag)
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Per-VLAN configurations typically require you to create a VLAN range that consists

of a single VLAN ID on the physical interface. To do so, set the low-tag and high-tag

options in the vlan-ranges statement to the same value, as shown in the following

example.

The following example shows a per-VLAN NAS-Port options definition named

subscribers-west that configures the ethernet NAS-Port-Type for VLAN ID 3 on Gigabit

Ethernet physical interface ge-1/1/0.

[edit interfaces ge-1/1/0 radius-options]
nas-port-options subscribers-west {
nas-port-type ethernet;
vlan-ranges {
3-3;

}
}

Related
Documentation

Configuring RADIUS NAS-Port Options for Subscriber Access per Physical Interface,

VLAN, or Stacked VLAN on page 77

•

• Guidelines forConfiguringRADIUSNAS-PortOptions forSubscriberAccessperPhysical

Interface, VLAN, or Stacked VLAN on page 76

• Configuring the RADIUS NAS-Port-Type per Physical Interface on page 80

• Configuring the RADIUS NAS-Port-Type per Stacked VLAN on page 83

• Configuring the RADIUSNAS-Port Extended Format per Physical Interface on page 85

• Configuring the RADIUS NAS-Port Extended Format per VLAN on page 87

• Configuring the RADIUS NAS-Port Extended Format per Stacked VLAN on page 88

Configuring the RADIUS NAS-Port-Type per Stacked VLAN

As an alternative to globally configuring the NAS-Port-Type (61) RADIUS attribute in an

access profile, you can configure the NAS-Port-Type on a per-stacked VLAN basis as

part of a NAS-Port options definition. The NAS-Port-Type specifies the type of physical

port that the network access server (NAS) uses to authenticate the subscriber.

ConfiguringNAS-Portoptionsdefinitionsonaper-stackedVLANbasis is useful innetwork

configurations that use an N:1 access model.

To configure the NAS-Port-Type RADIUS attribute per stacked VLAN:

1. Specify the interface you want to configure.

[edit]
user@host# edit interfaces interface-name

2. Enable stacked VLAN tagging on the interface.

[edit interfaces interface-name]
user@host# set stacked-vlan-tagging
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Setting stacked VLAN tagging enables you to configure dual VLAN tags for all logical

interfaces on the physical interface. Youmust enable stacked VLAN tagging before

you can configure the stacked VLAN ranges to which the NAS-Port options definition

applies.

3. Specify that you want to configure RADIUS options for a stacked VLAN interface.

[edit interfaces interface-name]
user@host# edit radius-options

4. Create a named NAS-Port options definition.

[edit interfaces interface-name radius-options]
user@host# edit nas-port-options nas-port-options-name

5. Configure the NAS-Port-Type.

[edit interfaces interface-name radius-optionsnas-port-optionsnas-port-options-name]
user@host# set nas-port-type port-type

6. Configure the stackedVLAN range or ranges towhich theNAS-Port options definition

applies.

[edit interfaces interface-name radius-optionsnas-port-optionsnas-port-options-name]
user@host# set stacked-vlan-ranges (any | low-outer-tag–high-outer-tag),any

Per-stacked VLAN configurations require you to create a stacked VLAN range of

subscribers to which the NAS-Port options definition applies. Youmust configure the

low and high outer tags (VLAN IDs) in the range 1 through 4094, and the inner tag

(S-VLAN ID) as any to represent all S-VLAN ID tags.

7. Repeat Steps 3 through 6 to configure additional NAS-Port options definitions on this

interface.

The following example creates two NAS-Port options definitions, subscribers-north and

subscribers-south, configured on a per-stacked VLANbasis on Gigabit Ethernet physical

interface ge-1/1/0.

The subscribers-north definition configures a NAS-Port-Type user-defined value (4711)

for a stacked VLAN range with outer VLAN ID 1 and all inner S-VLAN IDs. The

subscribers-south definition configures a NAS-Port-Type user-defined value (4722) for

a stackedVLAN rangewithouterVLAN IDs in the range2 through 10, andall innerS-VLAN

IDs.

[edit interfaces ge-2/0/1 radius-options]
nas-port-options subscribers-north {
nas-port-type 4711;
stacked-vlan-ranges {
1-1,any;

}
}
nas-port-options subscribers-south {
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nas-port-type 4722;
stacked-vlan-ranges {
2-10,any;

}
}

Related
Documentation

Configuring RADIUS NAS-Port Options for Subscriber Access per Physical Interface,

VLAN, or Stacked VLAN on page 77

•

• Guidelines forConfiguringRADIUSNAS-PortOptions forSubscriberAccessperPhysical

Interface, VLAN, or Stacked VLAN on page 76

• Configuring the RADIUS NAS-Port-Type per Physical Interface on page 80

• Configuring the RADIUS NAS-Port-Type per VLAN on page 82

• Configuring the RADIUSNAS-Port Extended Format per Physical Interface on page 85

• Configuring the RADIUS NAS-Port Extended Format per VLAN on page 87

• Configuring the RADIUS NAS-Port Extended Format per Stacked VLAN on page 88

Configuring the RADIUS NAS-Port Extended Format per Physical Interface

Asanalternative toglobally configuring theextended format for theNAS-Port (5)RADIUS

attribute in an access profile, you can configure the NAS-Port extended format on a

per-physical interface basis as part of a NAS-Port options definition. The NAS-Port

extended format configures the number of bits (bit width) in each field in the NAS-Port

attribute, including: slot, adapter, port, VLAN, and S-VLAN.

Configuring NAS-Port options definitions on a per-physical interface basis is useful in

network configurations that use a 1:1 access model or an N:1 access model.

Toconfigureanextended format for theNAS-PortRADIUSattributeperphysical interface:

1. Specify the interface you want to configure.

[edit]
user@host# edit interfaces interface-name

2. Enable VLAN tagging on the interface.

[edit interfaces interface-name]
user@host# set vlan-tagging

SettingVLANtaggingenables the receptionandtransmissionof802.1QVLAN-tagged

frames on the interface. Youmust enable VLAN tagging before you can configure the

VLAN ranges to which the NAS-Port options definition applies.

3. Specify that you want to configure RADIUS options for a physical interface.

[edit interfaces interface-name]
user@host# edit radius-options
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4. Create a named NAS-Port options definition.

[edit interfaces interface-name radius-options]
user@host# edit nas-port-options nas-port-options-name

5. Configure the NAS-Port extended format.

[edit interfaces interface-name radius-optionsnas-port-optionsnas-port-options-name]
user@host# set nas-port-extended-format slot-widthwidth adapter-widthwidth
port-widthwidth vlan-widthwidth

6. Configure the VLAN range or ranges towhich theNAS-Port options definition applies.

[edit interfaces interface-name radius-optionsnas-port-optionsnas-port-options-name]
user@host# set vlan-ranges (any | low-tag–high-tag)

Per-physical interface configurations typically require you to create aVLAN range that

consists of all VLAN IDs on the physical interface. To do so, use the any option with

the vlan-ranges statement.

The following example shows a per-interface NAS-Port options definition named

boston-subscribers that configures a NAS-Port extended format consisting of an 8-bit

slot field, 8-bit adapter field, 8-bit port field, and4-bit VLAN field. Theboston-subscribers

definition applies to aVLAN range consisting of all VLAN IDs onGigabit Ethernet physical

interface ge-2/0/1.

[edit interfaces ge-2/0/1 radius-options]
nas-port-options boston-subscribers {
nas-port-extended-format {
slot-width 8;
adapter-width 8;
port-width 8;
vlan-width 4;

}
vlan-ranges {
any;

}
}

Related
Documentation

Configuring RADIUS NAS-Port Options for Subscriber Access per Physical Interface,

VLAN, or Stacked VLAN on page 77

•

• Guidelines forConfiguringRADIUSNAS-PortOptions forSubscriberAccessperPhysical

Interface, VLAN, or Stacked VLAN on page 76

• Configuring the RADIUS NAS-Port-Type per Physical Interface on page 80

• Configuring the RADIUS NAS-Port-Type per VLAN on page 82

• Configuring the RADIUS NAS-Port-Type per Stacked VLAN on page 83

• Configuring the RADIUS NAS-Port Extended Format per VLAN on page 87

• Configuring the RADIUS NAS-Port Extended Format per Stacked VLAN on page 88
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Configuring the RADIUS NAS-Port Extended Format per VLAN

Asanalternative toglobally configuring theextended format for theNAS-Port (5)RADIUS

attribute in an access profile, you can configure the NAS-Port extended format on a

per-VLANbasis as part of a NAS-Port options definition. TheNAS-Port extended format

configures thenumberofbits (bitwidth) in each field in theNAS-Port attribute, including:

slot, adapter, port, VLAN, and S-VLAN.

Configuring NAS-Port options definitions on a per-VLAN basis is useful in network

configurations that use a 1:1 access model.

To configure an extended format for the NAS-Port RADIUS attribute per VLAN:

1. Specify the interface you want to configure.

[edit]
user@host# edit interfaces interface-name

2. Enable VLAN tagging on the interface.

[edit interfaces interface-name]
user@host# set vlan-tagging

SettingVLANtaggingenables the receptionandtransmissionof802.1QVLAN-tagged

frames on the interface. Youmust enable VLAN tagging before you can configure the

VLAN ranges to which the NAS-Port options definition applies.

3. Specify that you want to configure RADIUS options for a VLAN interface.

[edit interfaces interface-name]
user@host# edit radius-options

4. Create a named NAS-Port options definition.

[edit interfaces interface-name radius-options]
user@host# edit nas-port-options nas-port-options-name

5. Configure the NAS-Port extended format.

[edit interfaces interface-name radius-optionsnas-port-optionsnas-port-options-name]
user@host# set nas-port-extended-format slot-widthwidth adapter-widthwidth
port-widthwidth vlan-widthwidth

6. Configure the VLAN range or ranges towhich theNAS-Port options definition applies.

[edit interfaces interface-name radius-optionsnas-port-optionsnas-port-options-name]
user@host# set vlan-ranges (any | low-tag–high-tag)

Per-VLAN configurations typically require you to create a VLAN range that consists

of a single VLAN ID on the physical interface. To do so, set the low-tag and high-tag

options in the vlan-ranges statement to the same value, as shown in the following

example.
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The following example shows a per-VLAN NAS-Port options definition named

paris-subscribers that configures a NAS-Port extended format consisting of a 4-bit slot

field, 2-bit adapter field, 4-bit port field, and 2-bit VLAN field. The paris-subscribers

definition applies to VLAN ID 1 on Gigabit Ethernet physical interface ge-1/0/1.

[edit interfaces ge-1/0/1 radius-options]
nas-port-options paris-subscribers {
nas-port-extended-format {
slot-width 4;
adapter-width 2;
port-width 4;
vlan-width 2;

}
vlan-ranges {
1-1;

}
}

Related
Documentation

Configuring RADIUS NAS-Port Options for Subscriber Access per Physical Interface,

VLAN, or Stacked VLAN on page 77

•

• Guidelines forConfiguringRADIUSNAS-PortOptions forSubscriberAccessperPhysical

Interface, VLAN, or Stacked VLAN on page 76

• Configuring the RADIUS NAS-Port-Type per Physical Interface on page 80

• Configuring the RADIUS NAS-Port-Type per VLAN on page 82

• Configuring the RADIUS NAS-Port-Type per Stacked VLAN on page 83

• Configuring the RADIUSNAS-Port Extended Format per Physical Interface on page 85

• Configuring the RADIUS NAS-Port Extended Format per Stacked VLAN on page 88

Configuring the RADIUS NAS-Port Extended Format per Stacked VLAN

Asanalternative toglobally configuring theextended format for theNAS-Port (5)RADIUS

attribute in an access profile, you can configure the NAS-Port extended format on a per-

stacked VLAN basis as part of a NAS-Port options definition. The NAS-Port extended

format configures the number of bits (bit width) in each field in the NAS-Port attribute,

including: slot, adapter, port, VLAN, and S-VLAN.

ConfiguringNAS-Portoptionsdefinitionsonaper-stackedVLANbasis is useful innetwork

configurations that use an N:1 access model.

To configure an extended format for the NAS-Port RADIUS attribute per stacked VLAN:

1. Specify the interface you want to configure.

[edit]
user@host# edit interfaces interface-name

2. Enable stacked VLAN tagging on the interface.

[edit interfaces interface-name]

Copyright © 2018, Juniper Networks, Inc.88

Broadband Subscriber Sessions Feature Guide



user@host# set stacked-vlan-tagging

Setting stacked VLAN tagging enables you to configure dual VLAN tags for all logical

interfaces on the physical interface. Youmust enable stacked VLAN tagging before

you can configure the stacked VLAN ranges to which the NAS-Port options definition

applies.

3. Specify that you want to configure RADIUS options for a stacked VLAN interface.

[edit interfaces interface-name]
user@host# edit radius-options

4. Create a named NAS-Port options definition.

[edit interfaces interface-name radius-options]
user@host# edit nas-port-options nas-port-options-name

5. Configure the NAS-Port extended format.

[edit interfaces interface-name radius-optionsnas-port-optionsnas-port-options-name]
user@host# set nas-port-extended-format slot-widthwidth adapter-widthwidth
port-widthwidth vlan-widthwidth stacked

To include S-VLAN IDs, in addition to VLAN IDs, in the NAS-Port extended format,

include the stacked option in the nas-port-extended-format statement.

6. Configure the stackedVLAN range or ranges towhich theNAS-Port options definition

applies.

[edit interfaces interface-name radius-optionsnas-port-optionsnas-port-options-name]
user@host# set stacked-vlan-ranges (any | low-outer-tag–high-outer-tag),any

Per-stacked VLAN configurations require you to create a stacked VLAN range of

subscribers to which the NAS-Port options definition applies. Youmust configure the

low and high outer tags (VLAN IDs) in the range 1 through 4094, and the inner tag

(S-VLAN ID) as any to represent all S-VLAN ID tags.

7. Repeat Steps 3 through 6 to configure additional NAS-Port options definitions on this

interface.

The following example creates two NAS-Port options definitions, chicago-subscribers

and barcelona-subscribers, configured on a per-stacked VLAN basis on Gigabit Ethernet

physical interface ge-3/2/1.

The chicago-subscribers definition configures a NAS-Port extended format consisting

of a8-bit slot field, 8-bit adapter field, 8-bit port field, 4-bit stackedVLAN field, and4-bit

VLAN field. Because the stacked option is configured in this definition, S-VLAN IDs, in

addition to VLAN IDs, are included in the extended format. The chicago-subscribers

definition applies to a stacked VLAN range with outer VLAN ID 1, and all inner S-VLAN

IDs.
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The barcelona-subscribers definition configures a NAS-Port extended format consisting

of a8-bit slot field, 8-bit adapter field, 8-bit port field, 4-bit stackedVLAN field, and4-bit

VLAN field. Because the stacked option is not configured in this definition, S-VLAN IDs

are not included in the extended format. The barcelona-subscribers definition applies

to a stacked VLAN range with outer VLAN IDs in the range 2 through 10, and all inner

S-VLAN IDs.

[edit interfaces ge-3/2/1 radius-options]
nas-port-options chicago-subscribers {
nas-port-extended-format {
slot-width 8;
adapter-width 8;
port-width 8;
stacked-vlan-width 4;
vlan-width 4;
stacked;

}
stacked-vlan-ranges {
1-1,any;

}
}
nas-port-options barcelona-subscribers {
nas-port-extended-format {
slot-width 8;
adapter-width 8;
port-width 8;
stacked-vlan-width 4;
vlan-width 4;

}
stacked-vlan-ranges {
2-10,any;

}
}

Related
Documentation

Configuring RADIUS NAS-Port Options for Subscriber Access per Physical Interface,

VLAN, or Stacked VLAN on page 77

•

• Guidelines forConfiguringRADIUSNAS-PortOptions forSubscriberAccessperPhysical

Interface, VLAN, or Stacked VLAN on page 76

• Configuring the RADIUS NAS-Port-Type per Physical Interface on page 80

• Configuring the RADIUS NAS-Port-Type per VLAN on page 82

• Configuring the RADIUS NAS-Port-Type per Stacked VLAN on page 83

• Configuring the RADIUSNAS-Port Extended Format per Physical Interface on page 85

• Configuring the RADIUS NAS-Port Extended Format per VLAN on page 87
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Configuring the RADIUS NAS-Port Extended Format for ATM Interfaces

Asanalternative toglobally configuringanextended format for theNAS-Port (5)RADIUS

attribute in an access profile, you can configure the NAS-Port extended format on a

per-physical interface basis for both Ethernet subscribers and ATM subscribers as part

of a NAS-Port options definition. The NAS-Port extended format configures the number

of bits (bit width) in each field of the NAS-Port attribute, including: slot, adapter, port,

ATM virtual path identifier (VPI), and ATM virtual circuit identifier (VCI).

To configure the NAS-Port extended format for an ATM interface, include one or both

of the following options in the nas-port-extended-format statement alongwith the other

options as appropriate for your needs:

• vpi-width—Number of bits in the ATM VPI field, in the range 1 through 32

• vci-width—Number of bits in the ATM VCI field, in the range 1 through 32

NOTE: For ATM subscribers, the combined total of the widths of all fields
must not exceed 32 bits, or the configuration fails. The router may truncate
the values of individual fields depending on the bit width you specify.

Toconfigure anextended format for theNAS-PortRADIUSattribute for anATM interface:

1. Specify the ATM interface you want to configure.

[edit]
user@host# edit interfaces interface-name

2. Specify that you want to configure RADIUS options for a physical interface.

[edit interfaces interface-name]
user@host# edit radius-options

3. Create a named NAS-Port options definition.

[edit interfaces interface-name radius-options]
user@host# edit nas-port-options nas-port-options-name

4. Configure the NAS-Port extended format.

[edit interfaces interface-name radius-optionsnas-port-optionsnas-port-options-name]
user@host# set nas-port-extended-format slot-widthwidth adapter-widthwidth
port-widthwidth vpi-widthwidth vci-widthwidth

The following example shows a NAS-Port options definition named boston-subscribers

for ATM interface at-1/0/4 that configures a NAS-Port extended format with an ATM

slot width of 6 bits, ATM adapter width of 3 bits, ATMport width of 4 bits, ATMVPI width

of 12 bits, and ATM VCI width of 24 bits.

[edit interfaces at-1/0/4 radius-options]
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nas-port-options boston-subscribers {
nas-port-extended-format {
slot-width 6;
adapter-width 3;
port-width 4;
vpi-width 12;
vci-width 24;

}
}

Related
Documentation

• Configuring RADIUS NAS-Port Options for Subscriber Access per Physical Interface,

VLAN, or Stacked VLAN on page 77

• RADIUS Server Options for Subscriber Access on page 4

• Configuring RADIUS Server Options for Subscriber Access on page 135
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CHAPTER 4

Configuring RADIUS Authentication for
Subscriber Access

• RetainingAuthenticationandAccounting InformationDuringSessionStartuponpage93

• Configuring Authentication and Accounting Parameters for Subscriber

Access on page 94

• Specifying the Authentication and Accounting Methods for Subscriber

Access on page 94

• Specifying RADIUS Authentication and Accounting Servers for Subscriber

Access on page 95

• Example: Configuring RADIUS-Based Subscriber Authentication and

Accounting on page 96

• RADIUS Reauthentication As an Alternative to RADIUS CoA for DHCP

Subscribers on page 99

• DHCPv4 and DHCPv6 Forward-Only Action for Relay Traffic with Unknown DHCP

Server Address on page 103

Retaining Authentication and Accounting Information During Session Startup

At subscriber session startup, the Junos OS authd process sends an Acct-Onmessage
to the RADIUS server and the new session starts authentication and accounting

operations.However, in someserviceprovider environments, upon receipt of theAcct-On

message, theRADIUSserver cleansup theprevioussessionstateand removesaccounting

statistics. In this scenario, theRADIUSserver’s cleanupoperation can inadvertently delete

the new session’s authentication and accounting information, which might include

customer billing information.

Toensure that thenewsession’sauthenticationandaccounting information isnotdeleted,

youcanoptionally use thewait-for-acct-on-ack statement toconfigure theauthdprocess
to wait for an Acct-On-Ack responsemessage from the RADIUS accounting server, so

theRADIUScleanupcan finishbeforeauthdsendsanynewauthenticationandaccounting
updates.

You configure this feature for an access profile for a logical system and routing instance

context. All authentication requests fail until the router receivesanAcct-On-Ack response

from a RADIUS accounting server that is configured in the access profile. If multiple
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RADIUS accounting servers are configured for the access profile, authdwaits until the
first response is received.

Youcanalsoconfigure theauthdprocess tosendaccountingmessageswhen theRADIUS
server status changes for an access profile. This configuration enables you to monitor

whether the access profile has an active RADIUS server. You use the

send-acct-status-on-config-change statement to specify that authd send an Acct-On
message when the first RADIUS server is added to an access profile, and to send an

Acct-Off message when the last RADIUS server is deleted from the access profile.

Related
Documentation

Configuring Per-Subscriber Session Accounting on page 116•

Configuring Authentication and Accounting Parameters for Subscriber Access

You use an access profile to configure authentication and accounting support for the

subscriber access management feature. The access profile enables you to specify the

type of methods used for authentication and accounting. You can also configure how

subscriber access management collects and uses accounting statistics.

To configure authentication and accounting for subscriber access:

1. Specify the authentication and accounting methods to use.

See “Specifying the Authentication and Accounting Methods for Subscriber Access”

on page 94.

2. Specify how accounting statistics are collected.

See “Configuring Per-Subscriber Session Accounting” on page 116.

Related
Documentation

AAA Service Framework Overview on page 3•

• Configuring Router or Switch Interaction with RADIUS Servers on page 131

• Example: Configuring RADIUS-Based Subscriber Authentication and Accounting on

page 96

Specifying the Authentication and AccountingMethods for Subscriber Access

You can specify the authentication and accounting methods that subscriber access

management uses.

You can configure multiple authentication and accounting methods—the

authentication-order and accounting order statements specify the order in which the

subscriberaccessmanagement featureuses themethods. Forexample, anauthentication

entry of radius password specifies that RADIUS authentication is performed first and, if

it fails, local authentication (password) is done.
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You can specify the following authentication methods:

NOTE: Youmustalwaysspecify the radiusauthenticationmethod.Subscriber

accessmanagement does not support the password keyword (the default),

and authentication fails when nomethod is specified.

• password—Local authentication

• radius—RADIUS-based authentication

You can specify the following accounting methods:

• radius—RADIUS-based accounting

To configure the authentication and accounting methods for subscriber access

management:

1. Specify the authenticationmethods and the order in which they are used. Only radius

is supported.

[edit access profile isp-bos-metro-fiber-basic]
user@host# set authentication-order radius

2. Specify the accounting method.

[edit access profile isp-bos-metro-fiber-basic]
user@host# set accounting order radius

Related
Documentation

Configuring Router or Switch Interaction with RADIUS Servers on page 131•

• Configuring Authentication and Accounting Parameters for Subscriber Access on

page 94

• Configuring Per-Subscriber Session Accounting on page 116

• Example: Configuring RADIUS-Based Subscriber Authentication and Accounting on

page 96

Specifying RADIUS Authentication and Accounting Servers for Subscriber Access

You can specify one or more RADIUS authentication or accounting servers to use for

subscriber access management.

To configure RADIUS authentication and accounting support:

1. Specify that you want to configure RADIUS support.

[edit access profile isp-bos-metro-fiber-basic]
user@host# edit radius

2. Specify the IP address of the RADIUS server used for authentication.

95Copyright © 2018, Juniper Networks, Inc.

Chapter 4: Configuring RADIUS Authentication for Subscriber Access



[edit access profile isp-bos-metro-fiber-basic radius]
user@host# set authentication-server 192.168.1.251

3. Specify the IP address of the RADIUS server used for accounting.

[edit access profile isp-bos-metro-fiber-basic radius]
user@host# set accounting-server 192.168.1.250

To configure multiple RADIUS authentication or accounting servers:

• Specify the IP addresses of all RADIUS servers used for authentication or accounting.

[edit access profile isp-bos-metro-fiber-basic radius]
user@host# set authentication-server 192.168.1.251 192.168.1.252
user@host# set accounting-server 192.168.1.250 192.168.1.251

Related
Documentation

Attaching Access Profiles on page 142•

• Configuring Router or Switch Interaction with RADIUS Servers on page 131

• Configuring Authentication and Accounting Parameters for Subscriber Access on

page 94

• Configuring RADIUS Server Options for Subscriber Access on page 135

• Configuring How RADIUS Attributes Are Used for Subscriber Access on page 43

• Example: Configuring RADIUS-Based Subscriber Authentication and Accounting on

page 96

Example: Configuring RADIUS-Based Subscriber Authentication and Accounting

This example shows a RADIUS-based authentication and accounting configuration.

[edit access]
radius-server {
192.168.1.250 {
port 1812;
accounting-port 1813;
accounting-retry 6;
accounting-timeout 20;
retry 3;
secret $ABC123$ABC123;
source-address 192.168.1.100;
timeout 45;

}
192.168.1.251 {
port 1812;
accounting-port 1813;
accounting-retry 6;
accounting-timeout 20;
retry 3;
secret $ABC123;
source-address 192.168.1.100;

Copyright © 2018, Juniper Networks, Inc.96

Broadband Subscriber Sessions Feature Guide



timeout 30;
}
2001:DB8:0f101::2{
port 1812;
accounting-port 1813;
accounting-retry 6;
accounting-timeout 20;
retry 4;
secret $ABC123$ABC123$ABC123-;
source-address 2001:DB8:0f101::1;
timeout 20;

}
}
profile isp-bos-metro-fiber-basic {
authentication-order radius;
accounting {
order radius;
accounting-stop-on-access-deny;
accounting-stop-on-failure;
immediate-update;
statistics time;
update-interval 12;
wait-for-acct-on-ack;
send-acct-status-on-config-change;

}
radius {
authentication-server 192.168.1.251 192.168.1.252;
accounting-server 192.168.1.250 192.168.1.251;
options {
accounting-session-id-format decimal;
client-accounting-algorithm round-robin;
client-authentication-algorithm round-robin;
nas-identifier 56;
nas-port-id-delimiter%;
nas-port-id-format {
nas-identifier;
interface-description;

}
nas-port-type {
ethernet {
wireless-80211;

}
}

}
attributes {
ignore {
framed-ip-netmask;

}
exclude {
accounting-delay-time [accounting-start accounting-stop];
accounting-session-id [access-request accounting-on accounting-off
accounting-start accounting-stop];
dhcp-gi-address [access-request accounting-start accounting-stop];
dhcp-mac-address [access-request accounting-start accounting-stop];
nas-identifier [access-request accounting-start accounting-stop];
nas-port [accounting-start accounting-stop];
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nas-port-id [accounting-start accounting-stop];
nas-port-type [access-request accounting-start accounting-stop];

}
}

}
}
[edit logical-systems isp-bos-metro-12 routing-instances isp-cmbrg-12-32]
interfaces {
lo0 {
unit 0 {
family inet {
address 192.168.1.100/24;

}
}

}
ge-0/0/0 {
vlan-tagging;
unit 0 {
vlan-id 200;
family inet {
unnumbered-address lo0.0;

}
}

}
}

Related
Documentation

Configuring Router or Switch Interaction with RADIUS Servers on page 131•
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RADIUS Reauthentication As an Alternative to RADIUS CoA for DHCP Subscribers

The RADIUS authentication, authorization, and accounting (AAA) protocol has available

an extension known as RADIUSChange of Authorization (CoA), which is specified in RFC

5176, Dynamic Authorization Extensions to Remote Authentication Dial In User Service

(RADIUS). The purpose of the RADIUS CoA is to activate or deactivate client services

and to change certain client session characteristics without logging out the client (that

is, without interruption). However, there are circumstances in which youmight prefer to

use reauthentication as the method to alter client session services and characteristics

without interruption.

The customer deployment model relates to two types of subscribers—DHCPv4 and

DHCPv6—that require change of authorization (attributes) during the life of a session.

When cued from an external packet event (for example, RENEW, REBIND, DISCOVER,

or SOLICIT), the client application issues a reauthentication request through DHCP to

theRADIUS server. TheDHCPv4orDHCPv6 server then issues anauthentication request

to the RADIUS server and, based on the authentication response, modifies the client’s

session characteristics and sends an ACK or NAK to the client application (in response

to the authentication request). It is then up to the client application to process the

response.

When it receivesanACK, theclientapplication responds to theDHCPclientwithaDHCPv4

ACK or a DHCPv6 REPLY. The ACK contains options that might have changed after

reauthentication.

Upon receipt of aNAK fromRADIUS, the jdhcpdprocess responds to the client according

to the type of NAK received:

• If the RADIUS server rejects the request, the client receives a DHCPv4NAK or DHCPv6

REPLYas a logical NAK. Then this client is deleted from the session database and from

the local DHCP cache.

• A RADIUS timeout results in a DHCP ACK; in the case of a service plan (with a remote

ID) plan, the client session continues with the old service plan.

The jdhcpd process reauthenticates for DHCPv4 REQUEST (RENEW or REBIND) or

DHCPv6 RENEW and DHCPv6 REBIND packets when reauthentication is configured for

that client.

Subscribers might also be configured to reauthenticate for DHCPv4 REQUEST and

DHCPv6 SOLICIT messages when there is a service plan change. If a CPE device is

rebooted during a change in service plan, reauthentication is supported on a service plan

change during renegotiation with no disruption to service.

NOTE: As dual-stack DHCP subscribers are treated as independent client
sessions, each stack renews and obtains new services independently. The
show subscribers detail command output displays the service plans.
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Functionality

Reauthentication is enabled by the following triggers:

• reauthenticate remote-id-mismatch VSA specifies reauthentication when there is a

change in the remote-idoption of the control packet for theDHCPv4or DHCPv6 client.

• reauthenticate lease-renewal VSA specifies reauthentication for a lease renewal.

• reauthentication-on-renew VSA specifies reauthentication on every renewal from the

DHCPv4 or DHCPv6 client.

• If both reauthenticate lease-renewal and the reauthentication-on-renew are enabled

foragivenclient, the jdhcpdprocess requests reauthentication fromtheRADIUSserver

every time the client sends a DHCPv4 or DHCPv6 renew request. If the

reauthentication-on-renew VSA is disabled, then the behavior reverts to that of the

reauthenticate lease-renewal configuration.

• If both reauthenticate lease-renewal and the reauthentication-on-renew VSAs are

enabled for a given client:

• The jdhcpd process requests reauthentication from the RADIUS server every time

the client sends a DHCP renew request (as the reauthentication-on-renew VSA is

enabled).

• If the client sends adiscover or solicit requestwithDHCPoptions indicating a service

plan change (that is , with a different remote ID), the jdhcpd process requests

reauthentication (because the jdhcpd process requests reauthentication if there is

a remote IDmismatch).

• If theclient sendsadiscover or solicit requestwithDHCPoptions indicatingnoservice

plan change (that is, with the same remote ID), then the jdhcpd process does not

request reauthentication (because the discover or solicit requests are not renew

requests, and there is no remote IDmismatch).

• If the reauthentication-on-renew VSA is disabled, then the jdhcpd process requests

reauthenticationonlywhen there is a renew,discover, or solicit requestwithachange

in remote ID (that is, a service plan change).

Packet Flow

The following figure describes the sequence for initial negotiation of the client session

between a DHCPv4 or DHCPv6 client, a DHCPv4 or DHCPv6 server, and the RADIUS

server. The client’s service plan is specified in the second substring in the remote ID

contained in DHCPv4 option 82, suboption 2 or DHCPv6 option 37.

Initial Negotiation

Figure 1 on page 101 provides the step-by-step details about the initial negotiation. The

following terms are used in the figure:

CPE—Customer premises equipment (functions as the DHCPv4 or DHCPv6 client or

subscriber).
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OLT—Optical line terminator—for example, a DSL access multiplexer (DSLAM) or other

aggregation device.

MX Series device—Functions as the DHCPv4 or DHCPv6 server.

Figure 1: Initial Negotiation

CPE OLT JDHCPD Dynamic
Profiles AUTHD RADIUS

[26] DHCPv6 REQUEST, RELAY-
FWD remote-id = “xx|100M-
plan|yyy|zzz”, IA_NA, IA_PD, etc.

[25] DHCPv6 REQUEST,
IA_NA, IA_PD, etc.

[24] DHCPv6 ADVERTISE, IA_
NA + IA_PD, DNSv6 addresses,
option 17, etc., RELAY_FORW

[23] DHCPv6 ADVERTISE, IA_
NA, IA_PD, DNSv6 addresses,
option 17, etc., RELAY_FORW

[17] DHCPv6 SOLICIT,
IA_NA, IA_PD, option 17

[18] DHCPv6 SOLICIT,
RELAY-FWD, remote-id =
“xx|100M-plan|yyy|zzz”

[21] Access Accept, 26-65 =
”service100Mbps” Framed-
Pool, Framed-IPv6-Pool,
26-161 (IPv6-Delegated-Pool-
Name), 26-55 (Dhcp-Options)
with option 17 URL

[20] Access Request

[10] DHCP REQUEST, remote-
id = “xx|100M-plan|yyy|zzz”,
IP address, etc.

[16] DHCP ACK, IP
address, DNS addrs, etc.

[15] DHCP ACK, IP address,
DNS addresses, option 82, etc.

[14] Family Activate Response

[13] Acct-Start

[9] DHCP REQUEST,
IP address, etc.

[8] DHCP OFFER, IP
address, DNS addrs, etc.

[7] DHCP OFFER, IP address,
DNS addresses, option 82, etc.

[12] Profile Instantiate
service 100Mbps (inet + L2)

[5] Access Accept, 26-65 =
“service100Mbps” Framed-Pool,
Framed-IPv6-Pool, 26- 161(IPv6-
Delegated-Pool-Name), etc.

[4] Access Request

[2] DHCP DISCOVER, remote-
id = “xx|100M-plan|yyy|zzz”

MX Series Device

[1] DHCP DISCOVER

[29] Acct-Start
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[32] DHCPv6 REPLY, IA_NA,
+ IA_PD, DNSv6 addresses,
option 17, etc.

[30] Family Activate Response

[31] DHCPv6 REPLY, IA_NA,
IA_PD, DNSv6 addresses,
option 17, etc., RELAY_FORW

[28] Profile Instantiate service
100Mbps (inet6 + L2)

[6] Authenticate Response (ACK) – DNS address(es),
RADIUS authorization, IP address assignment

[11] Family Activate Request (family INET)

[19] Authentication Request, remote-id = “xx|100M-plan|yyy|zzz”

[22] Authenticate Response (ACK) – DNSv6 address(es),
RADIUS authorization, IPv6 address assignment

[27] Family Activate Request (family INET6)

[3] Authentication Request, remote-id = “xx|100M-plan|yyy|zzz”

Service Plan

Figure 2 on page 102 provides the step-by-step details about the service plan:
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Figure 2: Service Plan

CPE OLT JDHCPD Dynamic
Profiles AUTHD RADIUS

[10] DHCP ACK
(DNS address(es))

[9] DHCP ACK, remote-id =
“xx|1G-plan|yyy|zzz”,
DNS address(es)

[5] Access Accept, 26-65 =
”service1Gbps”

[4] Access Request remote-
id = “xx|1G-plan|yyy|zzz”

[2] DHCP REQUEST, remote-
id = “xx|1G-plan|yyy|zzz”

MX Series Device

[1] DHCP REQUEST

g2
00

13
9

[12] DHCPv6 RENEW,
RELAY-FORW remote-id =
“xx|1G-plan|yyy|zzz”

[19] DHCPv6 REPLY,
RELAY-FORW remote-id =
“xx|1G-plan|yyy|zzz”

[20] DHCP REPLY

[11] DHCPv6 RENEW

[15] Access Accept, 26-65=
”service1Gbps”, 26-55 –
option-17 URL

[14] Access Request remote-
id = “xx|1G-plan|yyy|zzz”

[6] Profile De-instantiate
service100Mbps (inet + L2)

[7] Profile Instantiate
service1Gbps (inet + L2)

[16] Profile de-instantiate
service100Mbps (inet6 + L2)

[17] Profile Instantiate
service1Gbps (inet6 + L2)

[8] Re-Authenticate Response (ACK) – DNS address(es)

[13] Re-Authenticate Request , remote-id = “xx|1G-plan|yyy|zzz”

[18] Re-Authenticate Response (ACK)

[3] Re-Authenticate Request , remote-id = “xx|1G-plan|yyy|zzz”

Related
Documentation

Extended DHCP Local Server Overview on page 258•
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DHCPv4 and DHCPv6 Forward-Only Action for Relay Traffic with Unknown DHCP
Server Address

The DHCP relay agent entry, which can be created on a DHCPv4 or DHCPv6 server, is

useful for authentication, authorization, accounting, applying filtering, ensuring quality

of service (QoS) on the client, and processing of options specified in the packet. The

creation of the relay agent or client entry involves participation of the jdhcpd process

memory resources, session database resources, authentication procedure, accounting,

dynamic profile instantiation, dynamic interface creation, firewall, class-of-service

(CoS)-association, andmore. Customer networks can contain non-customer controlled

bindings for which they might not want these relay agent entry functionalities. When a

customer's network has such traffic, creation of relay agent entries—which is related to

client entry creation—unnecessarily utilizes resources and can also result in wrong

association of profiles, because in the current network scenario, all the traffic received

from a specific interface is forwarded, without processing any destination address.

Starting in Junos OS Release 17.4R1, a forward-only configuration can be enabled on the

broadband network gateway (BNG) device for non-customer traffic alongwith unknown

DHCP server address. The configuration of the forward-only statement, along with the

newDHCPoptions—option-54 forDHCPv4andoption-2 forDHCPv6, avoids the creation

of the DHCP relay agent entry on the BNG and ensures that traffic is forwarded to the

specified destination address.

With these configurations, administrators are able to determine to which servers the

clients are bound; which of the clients need to have a relay client entry created and

dynamic profile and policies applied, and so on; and for whom (non-customer) the

forward-only configuration is enabled.

The two new configuration statements—options-54 and options-2—are introduced for

processing destination addresses.

Processing of DHCPv4 and DHCPv6 Destination Addresses

Administrators can configure the forward-only statement to avoid the creation of

non-customerclient entries. The jdhcpdprocesscompares theserver identifier (option-54

forDHCPv4andoption-2 forDHCPv6)withorwithoutdestinationaddress in the incoming

packet along with the configured server address. If the server identifier and configured

server address match, the action is to only forward without creating the client entry.

Onnonpassive relay, configurationof the server-match statementmeans implicit enabling

of thedelay-authentication statement for theclients forwhich the server-match statement

is processed. You can also configure options 60 and 77 (for DHCPv4) or options 15 and

16 (for DHCPv6) optionally together with associated processing. Configuration of these

options also includes the specification of the order in which they are processed. If these

options are not configured, the default order is 60, 77 for DHCPv4 and 15, 16 for DHCPv6.
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NOTE: DHCPv6 option-16 data as defined in RFC 3315, Dynamic Host

Configuration Protocol for IPv6 (DHCPv6), comprises a 4-byte enterprise
number and the variable length vendor-class data. The enterprise number is
a number registered by the vendor with IANA. As such, it is anticipated that
configuring anASCIImatch in conjunctionwith option-16 relay-optionmatch

might notwork because the enterprise numbermust coincidewith the value
of a printable ASCII character.

A similar restriction exists for DHCPv4 option-77 statement because the

option-77 datamight be subdivided to include suboptions and sublengths.

Becauseof this, configuringanASCIImatchwithoption-77 relay-optionmatch

might not work.

On nonpassive relay, if a request packet is received in the rebind phase and the

corresponding relay entry is not present, then you need to first configure the

bind-on-request statement, following which the relay entry is created and the packet is

forwarded. After an acknowledgment is received, the jdhcpd process verifies the source

address (with or without option 54 for DHCPv4 and option 2 for DHCPv6) within the

server-match configuration. If the verification results in a stateless entry, then the relay

entry is deleted.

The administrator can specify the DHCP unique identifier (DUID) with or without the

address of a server. The jdhcpd process first processes address statements and then the

DUID statements. If the same server address is specified in address statements and the

DUID statement, then it is the administrator’s responsibility to specify the same action

for both address and the DUID statements.

On both passive and nonpassive relays, if the received packet contains a relay forward

header and the destination address is multicast or a link-local address, then the packet

is forwarded without any further processing.

NOTE: For both DHCPv4 and DHCPv6 subscribers, the relay-option and

server-matchstatementsareat thesamehierarchyandhavethesamepriority.

Processing Order and Actions

Relay options and server match processing are mutually exclusive. Although they are at

the same hierarchy and have the same priority, for implementation purpose, you process

relay options followed by server match.

Following are the DHCPv4 relay option processing actions:

• drop—Discard when there is a match.

• forward-only—Forward without client services, when there is a match.

• local-server-group—Name of DHCP local server group when there is a match.

• relay-server-group—Name of DHCP relay server group when there is a match.
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Following are the DHCPv6 relay option processing actions:

• drop—Discard when there is a match.

• forward-only—Forward without client services, when there is a match.

• relay-server-group—Name of DHCP relay server group when there is a match.

NOTE: The DHCPv6 server match for IPv6 address is available in passive
relay only.

Thedefaultandconfigurableoptionordersareprocessedasshown inFigure3onpage 105.

If you need the option order to be reversed (either DHCPv4 or DHCPv6), then configure

option-order 77,66 statement for DHCPv4 or option-order 16,15 statement for DHCPv6

at the [edit forwarding-options dhcp-relay relay-option] hierarchy level.

Figure 3: DHCPv4 and DHCPv6Option Order

DHCPv4

Default order:

option-60 (equals ­­—> starts-with) —> option-77 (equals —> start-with) —> option-60 (default-action) —> option-77 (default-action) —> not-present

When option-order is configured as 77,60 in CLI:

option-77 (equals —> starts-with) —> option-60 (equals —> starts-with) —> option-77 (default-action) —> option-60 (default-action) —> not-present

DHCPv6

Default order:

option-15 (equals —> starts-with) —> option-16 (equals —> start-with) —> option-15 (default-action) —> option-16 (default-action) —> not-present

When option-order is configured as 16,15 in CLI:

option-16 (equals —> starts-with) —> option-15 (equals —> starts-with) —> option-16 (default-action) —> option-15 (default-action) —> not-present

g2
00

20
0

Related
Documentation

• option-60 (DHCP Relay Agent) on page 1319

• option-77 (DHCP Relay Agent) on page 1321

• option-15 (DHCP Relay Agent) on page 1314

• option-16 (DHCP Relay Agent) on page 1316

• default-action (DHCP Relay Agent Option) on page 1054

• equals (DHCP Relay Agent) on page 1151

• starts-with (DHCP Relay Agent Option) on page 1485

• option-order (DHCP Relay Agent) on page 1312

• not-present (DHCP Relay Agent) on page 1303
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CHAPTER 5

Configuring RADIUS Accounting for
Subscriber Access

• RADIUS Accounting Statistics for Subscriber Access Overview on page 107

• Understanding RADIUS Accounting Duplicate Reporting on page 109

• Configuring Duplication Filters for RADIUS Accounting Duplicate Reporting on page 111

• Preservation of RADIUS Accounting Information During an Accounting Server

Outage on page 112

• RADIUS Acct-On and Acct-Off Messages on page 115

• Configuring Per-Subscriber Session Accounting on page 116

• Configuring Per-Service Session Accounting on page 118

• Configuring Service Packet Counting on page 119

• Configuring Back-up Options for RADIUS Accounting on page 121

• Configuring Service Interim Accounting on page 122

• SuspendingAAAAccountingandBaseliningAccountingStatisticsOverviewonpage 123

• Configuring AAA Accounting Suspension and Baselining Accounting

Statistics on page 127

• Enabling the Reporting of Accurate Subscriber Accounting Statistics to the

CLI on page 128

RADIUS Accounting Statistics for Subscriber Access Overview

The AAA Service Framework enables you to configure how the router collects and uses

accounting statistics for subscriber management.

For example, you can specify when statistics collection is terminated, the order in which

different accounting methods are used, the types of statistics collected, and how often

statistics are collected. You can also configure the router to request that the RADIUS

server immediately update the accounting statistics when certain events occur, such as

when a subscriber logs in or when a change of authorization (CoA) occurs.

Subscribermanagementprovides two levelsof subscriberaccounting—subscriber session

and service session. In subscriber session accounting, the router collects statistics for
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the entire subscriber session. In service session accounting, the router collects statistics

for specific service sessions for the subscriber.

NOTE: Subscriber management counts forwarded packets only. Dropped
traffic (for example, as a result of a filter action) and control traffic are not
included in the accounting statistics.

The router uses the RADIUS attributes and Juniper Networks VSAs listed in

Table 14onpage 108toprovide theaccountingstatistics for subscriberandservicesessions.

If the session has both IPv4 and IPv6 families enabled, the router reports statistics for

both families.

NOTE:

RADIUS reports subscriber statistics as an aggregate of both IPv4 statistics
and IPv6 statistics.

• For an IPv4-only configuration, the standard RADIUS attributes report the
IPv4 statistics and the IPv6 VSA results are all reported as 0.

• For an IPv6-only configuration, the standard RADIUS attributes and the
IPv6 VSA statistics are identical, both reporting the IPv6 statistics.

• When both IPv4 and IPv6 are configured, the standard RADIUS attributes
report the combined IPv4 and IPv6 statistics. The IPv6 VSAs report IPv6
statistics.

Table 14: RADIUS Attributes and VSAs Used for Per-Subscriber Session
Accounting

Type of StatisticsAttribute NameAttribute Number

IPv6IPv6-Acct-Input-Octets26–151

IPv6IPv6-Acct-Output-Octets26–152

IPv6IPv6-Acct-Input-Packets26–153

IPv6IPv6-Acct-Output-Packets26–154

IPv6IPv6-Acct-Input-Gigawords26–155

IPv6IPv6-Acct-Output-Gigawords26–156

IPv4 and IPv6 aggregationAcct-Input-Packets47

IPv4 and IPv6 aggregationAcct-Output-Packets48

IPv4 and IPv6 aggregationAcct-Input-Gigawords52
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Table 14: RADIUS Attributes and VSAs Used for Per-Subscriber Session
Accounting (continued)

Type of StatisticsAttribute NameAttribute Number

IPv4 and IPv6 aggregationAcct-Output-Gigawords53

Related
Documentation

Configuring Per-Subscriber Session Accounting on page 116•

• Configuring Per-Service Session Accounting on page 118

• Example: Configuring RADIUS-Based Subscriber Authentication and Accounting on

page 96

• Enabling the Reporting of Accurate Subscriber Accounting Statistics to the CLI on

page 128

Understanding RADIUS Accounting Duplicate Reporting

When you configure RADIUS accounting, by default the router sends the accounting

reports to the accounting servers in the context in which the subscriber was last

authenticated. You can configure RADIUS accounting to send duplicate accounting

reports to other servers in the same context or in other contexts.

Layer 3Wholesale Scenarios

In a Layer 3 wholesale network environment, the wholesaler and retailer might use

different RADIUSaccounting servers, andbothmightwant to receive accounting reports.

In this situation, you can configure RADIUS accounting duplicate reporting, which sends

reports to both the wholesaler and the retailer accounting servers. The target to which

the duplicate accounting records are sent must be in the default:default logical

system:routing instance combination (LS:RI) , also called the default VRF.

Table 15 onpage 110 showswhere subscribermanagement sends the accounting reports

when you enable duplicate reporting. Subscriber management sends duplicate reports

based on the access profile in which you configure the duplication statement at the [edit

access profile profile-name accounting] hierarchy level, where the subscriber resides, and

how the subscriber is authenticated.

NOTE: You can also enable accounting duplicate reporting based on the
domainmap configuration—you configure subscribers to authenticate with
a nondefault routing instance and a target logical system:routing instance
of default:default. The accounting reports are then sent to both the
authentication context and the default:default context.
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Table 15: Duplicate RADIUS Accounting Reporting

Accounting Servers
Where Accounting
Reports Are Sent

Subscriber’s Target
Logical
System/Routing
Instance

WhereSubscriber Is
Authenticated

Access Profile in
WhichDuplication Is
Configured

wholesaler and
retailer A

retailer Awholesalerretailer A

wholesaler
(default/default
context)

NOTE: This is the
domain map
configuration
described in the Note
preceding this table.

retailer Aretailer Aretailer A

wholesaler and
retailer A

retailer Awholesaler and
retailer A

wholesaler

wholesaler, retailer A,
and retailer B

retailer Bwholesaler and
retailer A

wholesaler and
retailer B

single report sent to
accounting servers in
the context in which
subscriber was last
authenticated

anyanynot configured
(default)

Other Scenarios

For scenarios that are not in a Layer 3 wholesale network environment, youmight want

to send duplicate accounting records to a different set of RADIUS servers that reside in

either the same or a different routing context. Unlike the Layer 3 wholesale scenario, the

target for the duplicate RADIUS accounting records does not have to be the default VRF.

You can specify a single nondefault VRF—that is, other than the default:default LS:RI

combination—as the target. Additionally, you can specify up to five access profiles in the

target VRF that list the RADIUS accounting servers that receive the duplicate reports.

For example, youmight have a lawful intercept scenario where the subscriber is

authenticated in the default domain. An authorized law enforcement organization needs

duplicate accounting records for the subscriber to be sent to amediation device that

resides in the organization’s networking domain, which lies in a nondefault VRF.

Subscriber management sends duplicate reports to the VRF that you specify with the

vrf-name statement at the [edit access profile profile-name accounting duplication-vrf]

hierarchy level. Include theaccess-profile-name statementat the same level todesignate

the access profiles that in turn specify the RADIUS servers that receive the duplicate

reports.
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Filters for Duplicate Accounting Reports

Subscriber management provides a duplication filter feature that enables you to specify

which accounting servers receive the RADIUS accounting interim reports when RADIUS

accountingduplicate reporting is active. Youconfigure the filters in theAAAaccessprofile,

and the router then applies the filters to subscribers associated with that profile.

Subscribermanagement supports the following filtering forRADIUSaccountingduplicate

reporting:

• Duplicated accounting interimmessages— The router filters duplicate accounting

messages. The accounting messages are sent only to RADIUS accounting servers in

the subscriber’s access profile.

• Original accounting interimmessages—The router filtersaccountingmessagesdestined

for originalRADIUSaccounting servers,whichareaccounting servers in the subscriber’s

accessprofile. Theaccountingmessagesare sentonly toduplicationaccounting servers

(servers in a duplication access profile other than the subscriber’s access profile).

• ExcludedRADIUSattributes—The router filters theRADIUSattributes in theaccounting

messages based on the exclude statement configuration in the access profile under

the duplication context. You can use the exclude filter alone, or with the duplicated or

original accounting message filters.

Related
Documentation

Configuring Per-Subscriber Session Accounting on page 116•

• Configuring Duplication Filters for RADIUS Accounting Duplicate Reporting on page 111

Configuring Duplication Filters for RADIUS Accounting Duplicate Reporting

You can use duplication filters to specify the RADIUS accounting servers that receive

RADIUS accounting interim reports when accounting duplicate reporting is enabled. You

configure the filters in aAAAaccessprofile, and the router applies the filters to subscribers

associated with that profile.

To configure duplication filters for accounting duplicate reporting:

1. At the [edit access profile profile-name] hierarchy level, specify that you want to

configure accounting.

[edit access profile profile-name]
user@host# edit accounting

2. Configure the duplication filter you want the router to use.

The following examples show the three types of filters and describe the results for

each filter:
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• Specify that the router does not send the accounting interimmessages to duplicate
RADIUS accounting servers.

Duplicate RADIUS accounting servers are those that are not in the subscriber’s
accessprofile. The router still sends theaccounting interimmessages toaccounting
servers that reside in the subscriber’s access profile.

[edit access profile profile-name accounting]
user@host# set duplication-filter interim-duplicated

• Specify that the router does not send the accounting interimmessages to original
RADIUS accounting servers.

Original accounting servers are those that reside in the subscriber’s AAA routing
context. The router still sends the accounting interimmessages to duplicate
accounting servers, which are those servers that do not reside in a duplication
context other than the subscriber’s access profile.

[edit access profile profile-name accounting]
user@host# set duplication-filter interim-original

• Specify how the router uses the exclude statement configuration to filter RADIUS
attributes from accounting interimmessages.

The router uses the configuration for the exclude statement in the duplication
access profile to determine which RADIUS attributes are not included in the
accounting interimmessages.

[edit access profile profile-name accounting]
user@host# set duplication-filter exclude-attributes

Related
Documentation

Understanding RADIUS Accounting Duplicate Reporting on page 109•

• Configuring Per-Subscriber Session Accounting on page 116

Preservation of RADIUS Accounting Information During an Accounting Server Outage

If the router loses contact with the RADIUS accounting server, as represented in

Figure 4 on page 113, whether due to a server outage or a problem in the network

connecting to the server, you can lose all the billing information that would have been

received by the server. RADIUS accounting backup preserves the accounting data that

accumulates during the outage. If you have not configured RADIUS accounting backup,

the accounting data is lost for the duration of the outage from the time when the router

has exhausted its attempts to resume contact with the RADIUS server. The configurable

retry value determines the number of times the router attempts to contact the server.
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Figure 4: Topology with Loss of Access to Accounting Server
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By default, the router must wait until the revert timer expires before it can attempt to

contact the non-responsive server again. However, when you configure accounting

backup, the revert timer is disabled and the router immediately retries its accounting

requests as soon as the router fails to receive accounting acknowledgments. Accounting

backup follows this sequence:

1. The router fails to receive accounting acknowledgments from the server.

2. The router immediately attempts to contact the accounting server andmarks the

server as offline if the router does not receive an acknowledgment before exhausting

the number of retries.

3. The router next attempts to contact in turn each additional accounting server

configured in the RADIUS profile.

If a server is reached, then the router resumes sending accounting requests to this

server.

4. If none of the servers responds or if no other servers are in the profile, the router

declares a timeout and begins backing up the accounting data. It withholds all

accounting stopmessages and does not forward new accounting requests to the

server.

5. During the outage, the router sends a single pending accounting stopmessage to the

servers at periodic intervals.

6. If one of the servers acknowledges receipt, then the router sends all the pending stop

messages to that server in batches at the same interval until all the stored stop

messageshavebeensent.However, anynewaccounting requestsaresent immediately

rather being held and sent periodically.
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The router replays accounting stopmessages to the server in the correct order because

it preserves both the temporal order among subscribers and the causal order between

service and session stop requests for each subscriber. Only accounting stopmessages

are backed up, because they include the start time and duration of sessions and all the

accounting statistics. This makes it unnecessary to withhold the accounting start

messages, which eventually time out. Interim updates are not backed up and time out

as well; if the session remains active, then the next interim update after the server

connection is restored provides the interim accounting information.

You can configure the number of accounting stopmessages that the router can queue

pending restorationof contactwith theaccountingserver. Topreservecurrentaccounting

data in preference to collecting new accounting data, subscriber logins fail as soon as

the maximum number of messages has been withheld. Subscriber logins resume

immediately when the pending queue drops below the queue limit.

NOTE: Service accounting stopmessages are withheld for amaximum of
ten services per subscriber. If a subscriber attempts to activate an eleventh
service while that accounting server is offline, the activation fails.

The router can hold the pending accounting messages for up to 24 hours. When the

configurable maximum holding period passes, all accounting stopmessages still in the

pending queue are flushed, even if the accounting server has come back online. A

consequence of this is that subscriber logins resume immediately if they were failing

because themaximum pending limit had been reached.

All pending messages are also flushed in either of the following circumstances:

• If you remove the last accounting server from the access profile, because then there

is no place to send themessages.

• If you remove the accounting backup configuration.

While the router is withholding accounting stopmessages, you can force the router to

attempt contact with the accounting server immediately, rather than allowing it to wait

until the periodic interval has expired. When you do so, the router first replays a batch of

stopmessages to the server, with one of the following outcomes:

• If the router receives an acknowledgment of receipt, then it marks the server as online

and begins replaying all remaining pending stopmessages in batches.

• If the router does not receive the acknowledgment, then it resumes sending a single

pending accounting stopmessage at the periodic interval.

When a subscriber logs out while the accounting server is offline, the accounting stop

requests for the subscriber and the session are queued and replayed to the server when

it comes online. In this case, the subscriber session and service session information is

retained, so that the router can senda correct accounting requestwhen the server comes

back online.
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In the event of a graceful RoutingEngine switchoverwhile theaccounting server is offline,

the pending stopmessages can be replayed from the active Routing Engine when the

server is online again.

NOTE: WhenRADIUSaccountingbackup isconfigured,youmustusedifferent
servers forRADIUSauthenticationandaccounting.Subscriberauthentication
fails when the same server is configured for both authentication and
accounting.

If the RADIUS server acts on behalf of other back-end RADIUS accounting
or authentication servers and forwards requests to them, subscribers can be
authenticated but accounting requests are not sent out.

Use the show network-access aaa statistics command to view backup
accounting statistics.

Related
Documentation

Configuring Back-up Options for RADIUS Accounting on page 121•

• Forcing the Router to Contact the Accounting Server Immediately on page 133

RADIUS Acct-On and Acct-Off Messages

Subscriber management supports RADIUS Acct-On and Acct-Off messages to indicate

the current state of RADIUS accounting support.

RADIUS Acct-Onmessages indicate that accounting is being supported. Subscriber

management issues Acct-Onmessages in the following situations:

• Accounting is enabled through configuration (for example, an accounting server is

configured).

• Anewaccessprofile is configuredandcommitted for a logical system/routing instance

context. However, no Acct-Onmessage is sent if the accounting server exists prior to

the access profile and if it is simply modified.

• The router performs a cold reboot.

• The router performs a warm reboot and there are no subscribers currently logged in.

• The Authd process restarts and there are no active subscribers.

RADIUS Acct-Off messages indicate that accounting in not supported. Subscriber

management issues Acct-Off messages in the following situations:

• The Authd process is terminated and there are no active subscribers.

• The router is shut down and accounting servers are currently configured (this action

also logs out all current subscribers).

• The router is rebooted and redundancy is disabled.
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Related
Documentation

AAA Service Framework Overview on page 3•

• Configuring Per-Subscriber Session Accounting on page 116

• AAA Accounting Messages and Supported RADIUS Attributes and Juniper Networks

VSAs for Junos OS on page 39

Configuring Per-Subscriber Session Accounting

To configure accounting for a subscriber session, you use an access profile, and specify

how the subscriber access management feature collects and uses the accounting

statistics. The router uses the RADIUS attributes and Juniper Networks VSAs discussed

in “RADIUSAccountingStatistics for Subscriber AccessOverview” onpage 107 to provide

the accounting statistics for the subscriber session.

To configure accounting for a subscriber session:

1. At the [edit access profile profile-name] hierarchy level, specify that you want to

configure accounting.

[edit access profile profile-name]
user@host# edit accounting

2. (Optional) Configure AAA to issue an Acct-Stopmessage if the AAA server denies

access to the subscriber.

[edit access profile profile-name accounting]
user@host# set accounting-stop-on-access-deny

3. (Optional) Configure AAA to send an Acct-Stopmessage if the subscriber fails AAA

but is granted access by the AAA server.

[edit access profile profile-name accounting]
user@host# set accounting-stop-on-failure

4. (Optional) Configure the router or switch to send an Acct-Update message to the

RADIUS accounting server when a CoA occurs.

[edit access profile profile-name accounting]
user@host# set coa-immediate-update

5. (Optional) Configure subscribermanagement to send the RADIUS accounting report

to both the wholesaler and the retailer accounting servers.

[edit access profile profile-name accounting]
user@host# set duplication

6. (Optional) Configure the duplication filtering action you want the router to perform

when the RADIUS duplication accounting operation is enabled.

[edit access profile profile-name accounting]
user@host# set duplication-filter interim-duplicated exclude-attributes
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7. (Optional) Configure the router to send the RADIUS accounting report to multiple

accounting servers listed in access profiles in a nondefault VRF (LS:RI).

[edit access profile profile-name accounting duplication-vrf]
user@host# set vrf-name vrf-name
user@host# set access-profile-name profile-name

8. (Optional) Configure the router or switch to send an Acct-Update message to the

RADIUSaccountingserverwhen the routeror switch receivesa response(forexample,

an ACK or timeout) to the Acct-Start message.

[edit access profile profile-name accounting]
user@host# set immediate-update

9. (Optional) Configure the order in which multiple accounting methods are used.

[edit access profile profile-name accounting]
user@host# set order [ accounting-order ]

10. (Optional) Configure the types of statistics to gather. You can specify that the router

or switch collect both volume and time statistics or only time statistics for subscriber

sessions. When you change the type of statistics being collected, current subscribers

continue to use the previous collection specification. Subscribers who log in after the

change use the new specification.

[edit access profile profile-name accounting]
user@host# set statistics (time | volume-time)

11. (Optional) Override the default behavior and specify that, after a CoA action that

changes the RADIUS Class attribute, accounting reports for the subscriber’s service

sessions continue to use the original Class attribute that was assigned when the

service sessions were created. The new Class attribute value is used in accounting

reports for the subscriber session only. By default, the accounting reports for both the

subscriber session and the subscriber’s service sessions use the new Class attribute

value.

[edit access profile profile-name accounting]
user@host# set coa-no-override service-class-attribute

12. (Optional) Configure the number of minutes between accounting updates. You can

configure an interval from 10 through 1440minutes. All values are rounded up to the

next higher multiple of 10. For example, the values 811 through 819 are all accepted

by the CLI, but are all rounded up to 820.

[edit access profile profile-name accounting]
user@host# set update-intervalminutes

13. (Optional) Configure AAA to send an immediate interim accounting update to the

RADIUS server when AAA receives a rate change notification from the ANCP agent

on the router.

[edit access profile profile-name accounting]

117Copyright © 2018, Juniper Networks, Inc.

Chapter 5: Configuring RADIUS Accounting for Subscriber Access



user@host# set ancp-speed-change-immediate-update

14. (Optional)Configure theauthdprocess towait foranAcct-On-Ack responsemessage

from RADIUS before sending any new authentication and accounting updates to the

RADIUS server. This configuration ensures that when a new subscriber session starts,

the authentication and accounting information for the new session does not get

deleted when RADIUS clears previously existing session state information.

[edit access profile profile-name accounting]
user@host# set wait-for-acct-on-ack

15. (Optional) Configure the authd process to send an Acct-Onmessage when the first

RADIUS server is added to the access profile, and to send an Acct-Offmessagewhen

the last RADIUS server is removed from the access profile. This configuration enables

you to monitor whether the access profile has an active RADIUS server.

[edit access profile profile-name accounting]
user@host# set send-acct-status-on-config-change

Related
Documentation

RADIUS Accounting Statistics for Subscriber Access Overview on page 107•

• Understanding RADIUS Accounting Duplicate Reporting on page 109

• Configuring Per-Service Session Accounting on page 118

• RetainingAuthenticationandAccounting InformationDuringSessionStartuponpage93

• Configuring Duplication Filters for RADIUS Accounting Duplicate Reporting on page 111

• Configuring Immediate Interim Accounting Updates to RADIUS in Response to ANCP

Notifications on page 732

• Example: Configuring RADIUS-Based Subscriber Authentication and Accounting on

page 96

Configuring Per-Service Session Accounting

Subscriber management enables you to configure the router to collect statistics on a

per-service session basis for subscribers. Per-service session accounting requires two

operations. First, RADIUSmust be configured to provide the name of the service, the

accounting interval to use, and the type of statistics to collect (either time statistics or

acombinationof timeandvolumestatistics). Second, if RADIUSVSA26-69 is configured

for time and volume statistics, youmust also configure a firewall or fast update firewall

filter that counts service packets—the service packet information provides the volume

statistics.

The router uses the RADIUS attributes and Juniper Networks VSAs discussed in “RADIUS

Accounting Statistics for Subscriber Access Overview” on page 107 to provide the

accounting statistics for the subscriber session.

Copyright © 2018, Juniper Networks, Inc.118

Broadband Subscriber Sessions Feature Guide



NOTE: Thecollectionof time-onlyservicestatistics is supported forall service
sessions. However, time and volume statistics are provided for only firewall
and fast update firewall service sessions.

To configure the router to provide per-service accounting statistics:

1. Ensure that the required RADIUS VSAs are configured.

See Table 16 on page 119 for the VSAs that the router uses for per-service accounting.

2. Configure the classic firewall filter or fast update filter to count the service packets.

See “Configuring Service Packet Counting” on page 119.

Table 16: Juniper Networks VSAs Used for Per-Service Session Accounting

ValueDescriptionAttribute Name
Attribute
Number

• 0 = disable

• 1 = enable time statistics

• 2 = enable time and volume statistics

Enable or disable statistics for
the service

Service-Statistics26-69

string: service-name,with parameter values
that are sent fromRADIUSserver in attribute
26-65.

Servicestringsent inaccounting
stop and start messages from
the router to the RADIUS server

Service-Session26-83

• range = 600–86400 seconds

• 0 = disabled

NOTE: Values are rounded up to the next
higher multiple of 10minutes. For example,
a setting of 900 seconds (15 minutes) is
rounded up to 20minutes (1200 seconds).

Amountof timebetween interim
accounting updates for this
service

Service-Interim-Acct-Interval26-140

Related
Documentation

Configuring Service Packet Counting on page 119•

• RADIUS Accounting Statistics for Subscriber Access Overview on page 107

• Configuring Per-Subscriber Session Accounting on page 116

• Example: Configuring RADIUS-Based Subscriber Authentication and Accounting on

page 96

Configuring Service Packet Counting

Subscriber management uses service packet counting to report volume statistics for

subscribers on a per-service session basis. To configure service packet counting, you

specify the accounting action, and subscriber management then applies the results to

a specific named counter (__junos-dyn-service-counter) for use by RADIUS.
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The accounting action you configure specifies the counting mechanism that subscriber

management useswhencapturing statistics—either inline counters or deferred counters.

Inline counters are captured when the event occurs, and do not include any additional

packet processing that might occur after the event. Deferred counters (also called

accurate accounting) are not incremented until the packet is queued for transmission,

and therefore include the entire packet processing. Deferred counters provide amore

accurate count of the packets than inline counters, and are more useful for subscriber

accounting and billing.

You configure the accounting mechanism by specifying either the

service-accounting-deferred action (for deferred counters) or the service-accounting

action (for inline counters) at the [edit firewall family family-name filter filter-name term

term-name then] hierarchy level.

The two accounting mechanisms are mutually exclusive, both on a per-term basis and

a per-filter basis. Also, both accounting actions are mutually exclusive with the count

action on a per-term basis.

NOTE: You can define deferred counters for the inet and inet6 families for
classic filters only. Fast update filters do not support deferred counters.

To enable service packet counting:

1. Configure any match conditions that you want to count using the service accounting

action. For example:

[edit firewall family inet filter filtername term term-name]
user@host# set from source-address address

2. Specify the accounting action for the filter.

To use deferred counters:

[edit firewall family inet filter filtername term term-name]
user@host# set then service-accounting-deferred

To use inline counters:

[edit firewall family inet filter filtername term term-name]
user@host# set then service-accounting

When thematch conditions for the filter are met, the packet is counted and applied to

the well-known service counter (__junos-dyn-service-counter) for use by the RADIUS

server. This counter provides the volume statistics for per-service accounting.

TIP: You cannot use the service-accounting action or the

service-accounting-deferred action in the same term as a count action.
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Related
Documentation

Classic Filters Overview•

• Defining Dynamic Filter Processing Order

• RADIUS Accounting Statistics for Subscriber Access Overview on page 107

• Configuring Per-Service Session Accounting on page 118

• Configuring Per-Subscriber Session Accounting on page 116

• Guidelines for Configuring Firewall Filters

• Guidelines for Applying Standard Firewall Filters

• Firewall Filter Terminating Actions

• Firewall Filter Nonterminating Actions

Configuring Back-up Options for RADIUS Accounting

You can configure RADIUS accounting backup to preserve accounting data when the

accounting server is unavailable because of a server or network outage. When backup

is configured, RADIUS accounting stopmessages are withheld and queued to be sent

when connectivity is restored. You can specify the maximum number of stopmessages

that can be queued. When this maximum is reached, subsequent new subscriber logins

fail because there is no remaining capacity to preserve accounting data for new sessions.

You can also configure how long the queuedmessages can be held. When this period

expires, all pending accounting stops are flushed from the queue, even if the accounting

server has come back online.

NOTE: Configuring accounting backup disables the revert timer. An error
message isgenerated if youattempt toconfigure the revert-intervalstatement

at the [edit access profile profile-name options] or [edit access radius-options]

hierarchy levels.

CAUTION: Before you configure RADIUS accounting backup, ensure that
RADIUS accounting and RADIUS authentication are configured on different
servers. Subscriber authentication fails when the same server is configured
for both authentication and accounting.

1. Enable accounting backup to use the default values.

[edit access ]
user@host# set accounting-backup-options

2. (Optional) Configure the number of accounting stops that the router can preserve

while the accounting server is offline.

[edit access accounting-backup-options]
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user@host# setmax-pending-accounting-stops number

3. (Optional) Configure how long the router holds pending accounting stops before

flushing them.

[edit access accounting-backup-options]
user@host# setmax-withhold-time hold-time

For example, the following statements configure the backup options for all subscriber

accounting; these statements specify that the router holdsnomore than32,000pending

accounting stops—at which point all subsequent subscriber logins fail—and holds them

no longer than 6 hours—at which point all pendingmessages are flushed and subscriber

logins resume if they were failing:

[edit access accounting-backup-options]
user@host# setmax-pending-accounting-stops 32000
user@host# setmax-withhold-time 360

Use the show network-access aaa statistics command to view backup accounting

statistics.

Related
Documentation

Preservation of RADIUS Accounting Information During an Accounting Server Outage

on page 112

•

• Forcing the Router to Contact the Accounting Server Immediately on page 133

Configuring Service Interim Accounting

By default, service accounting is disabled. If you configure service accounting using both

RADIUS attributes and the CLI interface, the RADIUS setting takes precedence over the

CLI setting.

To configure service accounting for an access profile for a subscriber:

1. At the [edit access profile profile-name service] hierarchy level, specify that you want

to configure service accounting.

[edit access profile profile-name service]
user@host# edit accounting

2. (Optional) Enable interim service accounting updates and configure the amount of

time that the router or switch waits before sending a new service accounting update.

You can configure an interval from 10 through 1440minutes. All values are rounded

up to the next higher multiple of 10. For example, the values 811 through 819 are all

accepted by the CLI, but are all rounded up to 820.

[edit access profile profile-name service accounting]
user@host# set update-intervalminutes

3. (Optional) Configure the types of statistics to gather. You can specify that the router

or switch collect both volume and time statistics or only time statistics for subscriber
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sessions. When you change the type of statistics being collected, current subscribers

continue to use the previous collection specification. Subscribers who log in after the

change use the new specification.

[edit access profile profile-name accounting service]
user@host# set statistics (time | volume-time)

Related
Documentation

Processing Cisco VSAs in RADIUSMessages for Service Provisioning on page 179•

Suspending AAA Accounting and Baselining Accounting Statistics Overview

In certainenterpriseproviderdeployments,maintainingandpreservingaccounting records

might benecessary duringa control planeupgradeof aRADIUSaccounting server, during

an upgrade of the billing system for subscribers, or when RADIUS servers are brought

downformaintenance.RADIUSaccountingsubscriberandserviceaccountingare typically

used in such customer topologies for volume-based usage of subscriber traffic and

computation of costs. Subscribers might also be billed based on the service level and

usage, rather than being charged a set rate regardless of usage.

Starting in JunosOSRelease 15.1R4, youcan temporarily suspendsystem-wideaccounting

until youmanually resumeaccounting. During the suspension period, current subscribers

remain logged in, but the subscribers can log out and new subscriber sessions can be

initiated. RADIUS Acct-Start, Interim-Update, and Acct-Stop accounting request

messages are not generated while accounting is suspended; the router does not send

any accounting messages to the RADIUS server. For example, if a subscriber logs out

during the suspension, no Acct-Stop request is sent to the server.

After accounting is suspended, all accounting requests are dropped, even if the router is

configured tohold thependingaccountingmessages for up to24hours.Whenaccounting

resumes, new accounting requests might go into the pending queue, but the requests

pending when accounting stopped are no longer available.

NOTE: We do not recommend that operators suspend accounting as a
standard practice for system upgrades. However, some operatorsmight find
it useful in service provider environments when an upgrade of the server
infrastructure is critical and needed immediately.

Whileaccounting is suspended, statistics counters continue toupdate. Youcanoptionally

request a baseline operation to beperformed for subscriber and service session timeand

volumecounters. In this case,whenaccounting is resumed, statisticsare reported relative

to the baseline values. You can begin the baselining operation only after the suspension

starts and before the upgrade begins. You can successfully issue the baseline request

only once per suspension. The CLI reports an error if you issue the command again.

NOTE: Statistics are baselined only for subscribers that have interim
accounting enabled.
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The following RADIUS attributes might be affected for subscribers who are logged in

when the baseline is requested and are still logged in when accounting resumes:

• Acct-Session-Time

• Acct-Input-Octets

• Acct-Output-Octets

• Acct-Input-Packets

• Acct-Output-Packets

• Acct-Input-Gigawords

• Acct-Output-Gigawords

• IPv6-Acct-Input-Octets

• IPv6-Acct-Output-Octets

• IPv6-Acct-Input-Packets

• IPv6-Acct-Output-Packets

• IPv6-Acct-Input-Gigawords

• IPv6-Acct-Output-Gigawords

Sequence of Events During the Suspension, Baselining, and Resumption of Accounting

The following sequence of events occur when you suspend accounting, generate a

baseline, and restart accounting processes:

1. Issue the request network-access aaa accounting suspend command to suspend

accounting.

a. A system logging message is generated to indicate that accounting has been

suspended.

b. All accounting, including accounting-backup-options, is suspended for all

accounting servers in all routing contexts.

2. Issue the request network-access aaa accounting baseline command to generate a

baseline.

a. A system logging message is generated to indicate that baselining has started for

accounting statistics.

b. Time and volume statistics for each subscriber are set to the baseline value. The

amount of time that is taken to complete the baseline process is indeterminate,

depending on the number of statistical details.

c. A system loggingmessage is generated to indicate that baselining has completed.

3. Issue the request network-access aaa accounting resume command when baselining

is complete to restart accounting processes.

a. A system logging message is generated to indicate that accounting has resumed.
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b. All previously configured accounting options are reenabled.

The baseline operation attempts to baseline the time and volume counters for each

subscriber. Subscriber counters are set to baseline values only if interim accounting is

enabled for the subscriber by using the set update-intervalminutes statement at the [edit

accessprofileprofile-nameaccounting]hierarchy level. If interimaccounting is not enabled

for a subscriber, thecountersof that corresponding subscriber arenotmapped tobaseline

values.

After the baseline request is executed, an unspecified period of time elapses to baseline

all subscriber records. During this interval, statistics for one subscriber can accumulate

when the statistical information of another subscriber is being baselined. Sometimes,

after baselining starts, counters for some services might be inaccurate and inconsistent

due to traffic delivered toa subscriberwhile thecountersof that subscriber arebaselined.

When the baseline command has been executed, accounting cannot be resumed until

the baseline is complete. If you issue the command while accounting is not suspended

or while baselining is in progress, the command fails. The command reports an error if

the Accounting License is not installed.

Guidelines for Accounting Suspension and Baselining of Statistics

Keep the following points in mind when you suspend accounting and specify a baseline

for statistics:

• Accounting suspension in an environmentwhere thresholds (or quotas) are applicable

is not supported. This includes environments where Gx-Plus and Juniper Networks

Session and Resource Control (SRC) thresholds or RADIUS session volume quotas

are effective for any subscriber. The accounting suspend request fails if any subscriber

has thresholds or quotas.

• Activation for threshold (or quota) services is not allowed while accounting is

suspended.

• Accounting baselining is not supported when accounting is not suspended.

• You cannot specify more than one baseline request during an accounting suspension.

• Baselining for subscribers that are not configured with interim accounting is not

supported.

• The time it takes for the baseline operation to complete is indeterminate. It depends

on theamountanddepthof statisticsbeingcollectedand isproportional to thenumber

of subscriber and service sessions that are active at the time the baseline is started.

The command fails if you attempt to resume accounting while baselining is still in

progress.

• You cannot use the commands to suspend, baseline, or resume accounting during a

unified ISSU process. If you attempt to perform a unified ISSUwhile the baseline is in

process, when the chassis daemon state changes to the DAEMON_ISSU_PREPARE

state, the authentication andPacket Forwarding Engine processes suspend baselining
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on a session boundary and resume after the Routing Engine switchover to the release

to which the device is upgraded.

• If a graceful Routing Engine switchover (GRES) occurs while accounting is suspended

or baselining is in progress, the state of suspension or baselining is preserved after the

restart of the router. In such a scenario, accounting is suspended after the reboot of

the router and the subscribers for which counters are remaining to be baselined are

baselined after the router is online.

Sample Scenarios of Subscriber Accounting Suspension and Baselining

Consider the following scenario:

1. Interim accounting is configured for subscriber X. It is not configured for subscribers

Y and Z.

2. The last interim accounting request sent before accounting is suspended includes

statistics for subscriber X; 50,000 octets of traffic have so far been sent for this

subscriber.Although20,000octetshavebeensent for subscriberYand 10,000octets

for subscriber Z, that information has not yet been reported because they do not have

interim accounting configured.

3. Accounting is suspended.

4. Baselining begins. The current count for subscriber X is 50,000 octets; this becomes

the baseline value for the subscriber. No baseline value is established for subscribers

X and Y, because they do not have interim accounting configured.

5. While baselining is in progress, traffic continues to be sent for the three subscribers:

150,000 octets for subscriber X, 80,000 octets for subscriber Y, and 20,000 octets

for subscriber Z.

6. Subscriber Z logs out. NoAcct-Stop request is sent because accounting is suspended.

Consequently, the final accounting statistics are lost for this subscriber.

7. Baselining completes.

8. Accounting resumes.

9. Subscriber X logs out. Although 200,000 total octets were sent for subscriber X, the

Acct-Stop record reportsonly 150,000octets: 200,000 total octetsminus the50,000

octet baseline.

10. Subscriber Y logs out. Because 100,000 total octets were sent for subscriber Y and

there is no baseline value, the Acct-Stop record reports the total of 100,000 octets.

Table 17 on page 126 summarizes this scenario.

Table 17: Summary of Accounting Suspension and Baselining Scenario

Octets in Acct-Stop
When Accounting
ResumesTotal Octets

Octets After
Baselining Starts

Octets Before
Suspension

Interim
Accounting
configuredSubscriber

150,000200,000150,00050,000YesX
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Table 17: Summary of Accounting Suspension and Baselining Scenario (continued)

Octets in Acct-Stop
When Accounting
ResumesTotal Octets

Octets After
Baselining Starts

Octets Before
Suspension

Interim
Accounting
configuredSubscriber

100,000100,00080,00020,000NoY

n/a30,00020,00010,000NoZ

Release History Table DescriptionRelease

Starting in Junos OS Release 15.1R4, you can temporarily suspend
system-wide accounting until you manually resume accounting.

15.1R4

Related
Documentation

Configuring AAA Accounting Suspension and Baselining Accounting Statistics on

page 127

•

Configuring AAA Accounting Suspension and Baselining Accounting Statistics

You can temporarily suspend system-wide accounting for the duration of a system

upgrade or maintenance action, until you manually resume accounting. During the

suspension period, current subscribers remain logged in, but the subscribers can log out

and new subscriber sessions can be initiated. RADIUS Acct-Start, Interim-Update, and

Acct-Stopmessages are not generated while accounting is suspended; the router does

not send any accounting messages to the RADIUS server. For example, if a subscriber

logs out during the suspension, no Acct-Stop is sent to the server.

NOTE: We do not recommend that operators suspend accounting as a
standard practice for system upgrades. However, some operatorsmight find
it useful in service provider environments when an upgrade of the server
infrastructure is critical and needed immediately.

To configure the suspension of accounting processes, create a baseline of the statistics

after accounting is halted, and resume accounting after the baselining process is

completed:

1. Suspend subscriber accounting.

user@host> request network-access aaa accounting suspend

Asyslogmessage is generated to indicate thataccounting is suspended.All accounting

(including accounting-backup-options) is suspended for all accounting servers and

all routing contexts.

2. (Optional) Begin baselining accounting statistics for subscribers that have interim

accounting configured.
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user@host> request network-access aaa accounting baseline

The router implements the baseline by reading and storing the statistics when the

baseline is set. The baseline values are subtractedwhen you retrieve baseline-relative

statistics after accounting resumes. A syslog message is generated to indicate the

start of baselining. Time and volume statistics for each subscriber are set to the

baseline value. The amount of time that is taken to complete the baseline process

might vary, depending on the number of statistical details. A syslog message is

generated when the baselining of statistics completes.

3. Resume accounting after baselining completes.

user@host> request network-access aaa accounting resume

A syslog message is generated to indicate that accounting has resumed. All the

previously configured accounting options are reenabled.

Related
Documentation

SuspendingAAAAccountingandBaseliningAccountingStatisticsOverviewonpage 123•

Enabling the Reporting of Accurate Subscriber Accounting Statistics to the CLI

You can configure the router to display accurate statistics for subscriber sessions on

dynamic interfaces.Bydefault, aggregatestatistics (byteandpacketcounts) for interfaces

displayed by the show interfaces extensive command do not accurately reflect customer

traffic. Thesecounters includeoverheadbytes that represent theencapsulationoverhead

added to the actual subscriber data bytes. The aggregate counters also include dropped

packets in the total, so the values represent transit statistics rather than the actual

subscriber traffic on the interface.

Inclusion of the overhead bytes and dropped packets can have a significant effect on

the final reported values. You can exclude dropped packets from the count by including

the interface-transmit-statistics statement for an interface, but this has no effect on the

overhead bytes.

Todisplayaccuratesubscriber statistics, include theactual-transmit-statistics statement

for the logical interface in the dynamic profile. This statement enables the show

subscribers command to display aggregate byte and packet counts for a specified

subscriber session or for all subscriber sessions on a specified interface. The displayed

statisticsmatch the values that are reported toRADIUS for the subscribers. The statistics

are collected after traffic shaping is applied and they do not include overhead bytes,

control packets, or dropped packets.

NOTE: Service accounting statistics are not included.

To configure the reporting of accurate subscriber session statistics:

• Enable actual transit statistics.
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[edit dynamic-profiles profile-name interfaces $junos-interface-ifd-name unit
$junos-interface-unit]

user@host# set actual-transit-statistics

You can display the subscriber accounting statistics in two ways:

• Display subscriber statistics by session ID with the show subscribers id session-id

accounting-statistics command.

• Display subscriber statistics by dynamic interface for all session IDs with the show

subscribers interfaces interface-name accounting-statistics command.

Related
Documentation

• RADIUS Accounting Statistics for Subscriber Access Overview on page 107
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CHAPTER 6

Configuring Routers and RADIUS Servers
for Subscriber Access

• Configuring Router or Switch Interaction with RADIUS Servers on page 131

• Forcing the Router to Contact the Accounting Server Immediately on page 133

• Configuring RADIUS Server Parameters for Subscriber Access on page 134

• Configuring RADIUS Server Options for Subscriber Access on page 135

• Configuring RADIUS Options for Subscriber Access Globally on page 138

• Configuring a Timeout Grace Period to Specify When RADIUS Servers Are Considered

Down or Unreachable on page 139

Configuring Router or Switch Interaction with RADIUS Servers

You specify the RADIUS servers that the router or switch can use and you also configure

how the router or switch interactswith the specified servers. You can configure the router

or switch to connect to multiple RADIUS servers on IPv4 and IPv6 networks. You can

configure the RADIUS server connectivity at the [edit access] hierarchy level or for a

specific dynamic profile at the [edit access profile] hierarchy level.

To configure connectivity to a RADIUS server and to specify how the router or switch

interacts with the server:

1. Specify the IP address of the RADIUS server.

The example in this step shows the configuration statement for two RADIUS servers,

one with an IPv4 address and the other with an IPv6 address. All other examples in

this topic show an IPv4 address. The configuration is similar for IPv6.

For an IPv4 RADIUS server:

[edit access]
user@host# edit radius-server 192.168.1.250

For an IPv6 RADIUS server:

user@host# edit radius-server 2001:DB8:0:f101::2

2. (Optional) Configure the RADIUS server accounting port number. The default

accounting port number is 1813.
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[edit access radius-server 192.168.1.250]
user@host# set accounting-port 1813

3. (Optional)Configure theport number the router or switchuses to contact theRADIUS

server. The default port number is 1812.

[edit access radius-server 192.168.1.250]
user@host# set port 18914

4. Configure the required secret (password) that the local router or switch passes to the

RADIUS client. Secrets enclosed in quotation marks can contain spaces.

[edit access radius-server 192.168.1.250]
user@host# set secret $ABC123$ABC123

5. (Optional) Configure the maximum number of outstanding requests that a RADIUS

server canmaintain. An outstanding request is a request to which the RADIUS server

has not yet responded. You can limit the number from 0 through 2000 outstanding

requests per RADIUS server. The default setting is 1000 outstanding requests per

server.

[edit access radius-server 192.168.1.250]
user@host# setmax-outstanding-requests 500

6. Configure the source address for the RADIUS server. Each RADIUS request sent to a

RADIUS server uses the specified source address. The source address is a valid IPv4

or IPv6 address configured on one of the router or switch interfaces.

For an IPv4 source address:

[edit access radius-server 192.168.1.250]
user@host# set source-address 192.168.1.100

For an IPv6 source address:

[edit access radius-server 2001:DB8:0:f101::2]
user@host# set source-address 2001:DB8:0:f101::1

7. (Optional) Configure retry and timeout values for authentication and accounting

messages.

a. Configure howmany times the router or switch attempts to contact a RADIUS

server when it has received no response. You can configure the router or switch to

retry from 1 through 100 times. The default setting is 3 retry attempts.

[edit access radius-server 192.168.1.250]
user@host# set retry 4

b. Configure how long the router or switchwaits to receive a response fromaRADIUS

server before retrying the contact. By default, the router or switchwaits 3 seconds.

You can configure the timeout to be from 1 through 1000 seconds.

[edit access radius-server 192.168.1.250]
user@host# set timeout 20
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NOTE: Themaximumretryduration(thenumberof retries timesthe length
of the timeout) cannot exceed 2700 seconds. An error message is
displayed if you configure a longer duration.

NOTE: The retry and timeout settings apply to both authentication and

accountingmessages unless you configure both the accounting-retry

statements and the accounting-timeout statement. In that case, the retry

and timeout settings apply only to authenticationmessages.

8. (Optional) Configure retry and timeout values for accounting messages separate

from the settings for authentication messages.

NOTE: Youmust configure both of these options. If you do not, then the
value you configure is ignored in favor of the values configured with the
retry and timeout statements.

a. Configure howmany times the router attempts to send accounting messages to

theRADIUSaccounting serverwhen it has received no response. You can configure

the router to retry from0 through 100 times. The default setting is 0,meaning that

this option is disabled.

[edit access radius-server 192.168.1.250]
user@host# set accounting-retry 6

b. Configurehowlong the routerwaits to receivea response fromaRADIUSaccounting

server before retrying the request. You can configure the timeout to be from 0

through 1000seconds. Thedefault setting is0,meaning that this option is disabled.

[edit access radius-server 192.168.1.250]
user@host# set accounting-timeout 20

Related
Documentation

AAA Service Framework Overview on page 3•

• Configuring Authentication and Accounting Parameters for Subscriber Access on

page 94

• Example: Configuring RADIUS-Based Subscriber Authentication and Accounting on

page 96

Forcing the Router to Contact the Accounting Server Immediately

In the event of an accounting server outagewhile RADIUS accounting backup is enabled,

bydefault the routerwaits for a time interval toexpirebefore contacting theoffline server.

Rather than waiting for that interval to pass, you can force the router to immediately
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contact the server by issuing the request network-access aaa replay

pending-accounting-stops command. The router sends a batch of pending accounting

stop requests to the server. If the router receives an acknowledgment from the server,

then the router continues to replay the pendingmessages to the server in batches at the

periodic interval. If the routerdoesnotget thatacknowledgment, then it resumessending

a single pending accounting stopmessage at the periodic interval.

To force the router to immediately contact the offline accounting server:

• Request the messages to be replayed.

user@host> request network-access aaa replay pending-accounting-stops

Related
Documentation

Preservation of RADIUS Accounting Information During an Accounting Server Outage

on page 112

•

Configuring RADIUS Server Parameters for Subscriber Access

Include the radius statement at the [edit access profile profile-name] hierarchy level to

specify theRADIUSparameters for the subscriber accessmanager feature. The following

list provides an overview of the parameters you can configure:

• The IP addresses of one or more RADIUS authentication and accounting servers.

• Options for the RADIUS servers, such as the following:

• Format (decimal or description) used for the accounting session

• Method (round-robin or direct) the router or switch uses to communicate with the

servers

• NAS identifier to use for RADIUS requests

• Revert time setting that specifies when the router or switch reverts to using the

primary RADIUS server

• Delimiter character and format for the NAS-Port-ID (RADIUS attribute 87) and

Calling-Station-ID (RADIUS attribute 31)

• The RADIUS attributes to be ignored or excluded from RADIUSmessages.

To configure RADIUS server parameters:

1. Specify that you want to configure RADIUS support.

[edit access profile isp-bos-metro-fiber-basic]
user@host# edit radius

2. Specify the addresses of RADIUS authentication and accounting servers.

See “SpecifyingRADIUSAuthenticationandAccountingServers forSubscriberAccess”

on page 95.
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3. Configure the RADIUS server options.

See “Configuring RADIUS Server Options for Subscriber Access” on page 135.

4. Configure RADIUS attributes that are ignored or excluded from RADIUSmessages.

See “ConfiguringHowRADIUSAttributesAreUsed for Subscriber Access” onpage43.

Related
Documentation

Specifying RADIUS Authentication and Accounting Servers for Subscriber Access on

page 95

•

• Configuring RADIUS Server Options for Subscriber Access on page 135

• Configuring How RADIUS Attributes Are Used for Subscriber Access on page 43

Configuring RADIUS Server Options for Subscriber Access

Youcanspecify options that the router or switchuseswhencommunicatingwithRADIUS

authentication and accounting servers for subscriber access.

To configure RADIUS authentication and accounting server options:

1. Specify that you want to configure RADIUS.

[edit access profile isp-bos-metro-fiber-basic]
user@host# edit radius

2. Specify that you want to configure RADIUS options.

[edit access profile isp-bos-metro-fiber-basic radius]
user@host# edit options

3. (Optional) Configure the method the router or switch uses to access RADIUS

accounting servers.

[edit access profile isp-bos-metro-fiber-basic radius options]
user@host# set client-accounting-algorithm round-robin

4. (Optional) Configure the method the router or switch uses to access RADIUS

authentication servers.

[edit access profile isp-bos-metro-fiber-basic radius options]
user@host# set client-authentication-algorithm round-robin

5. (Optional) Configure the format the router or switch uses to identify the accounting

session.

[edit access profile isp-bos-metro-fiber-basic radius options]
user@host# set accounting-session-id-format decimal

6. (Optional) Specify that the Agent-Remote-Id and Agent-Circuit-Id are generated

locally when these values are not present in the client database.
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[edit access profile isp-bos-metro-fiber-basic radius options]
user@host# set access-loop-id-local

7. (Optional) Specify the information that is excluded from the interface description

that the router or switch passes to RADIUS for inclusion in RADIUS attribute 87

(NAS-Port-ID).

[edit access profile isp-bos-metro-fiber-basic radius options]
user@host# set interface-description-format (exclude-adapter | exclude-channel |
exclude-sub-interface)

8. (Optional) Configure the value for the client RADIUS attribute 32 (NAS-Identifier),

which is used for authentication and accounting requests.

[edit access profile isp-bos-metro-fiber-basic radius options]
user@host# set nas-identifier 56

9. (Optional) Configure the RADIUS client to use the extended format for RADIUS

attribute 5 (NAS-Port) and specify the width of the fields in the NAS-Port attribute.

The total of the widths must not exceed 32 bits, or the configuration fails.

• For Ethernet subscribers:

[edit access profile isp-bos-metro-fiber-basic radius options]
user@host# setnas-port-extended-formatae-width 10slot-width4adapter-width
2 port-width 4 pw-width 12 stacked-vlan-width 10 vlan-width 2

The width value appears in the Cisco NAS-Port-Info AVP (100).

• For ATM subscribers:

[edit access profile retailer01 radius options]
user@host# set nas-port-extended-format atm slot-width 3 adapter-width 2
port-width 3 vpi-width 8 vci-width 16

10. (Optional) Configure the delimiter character that the router inserts between values

in RADIUS attribute 87 (NAS-Port-Id).

[edit access profile isp-bos-metro-fiber-basic radius options]
user@host# set nas-port-id-delimiter%

11. (Optional) Configure the information that the router includes in RADIUS attribute 87

(NAS-Port-Id).

[edit access profile isp-bos-metro-fiber-basic radius options]
user@host# set nas-port-id-format agent-circuit-id agent-remote-id

12. (Optional) Configure the delimiter character that the router inserts between values

in RADIUS attribute 31 (Calling-Station-Id).

[edit access profile isp-bos-metro-fiber-basic radius options]
user@host# set calling-station-id-delimiter “%”

13. (Optional) Configure the information that the router includes in RADIUS attribute 31

(Calling-Station-Id).
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[edit access profile isp-bos-metro-fiber-basic radius options]
user@host# set calling-station-id-format agent-circuit-id agent-remote-id

14. (Optional) Configure the port type that is included in RADIUS attribute 61

(NAS-Port-Type). This specifies the port type the router uses to authenticate

subscribers.

[edit access profile isp-bos-metro-fiber-basic radius options]
user@host# set nas-port-type ethernet wireless-ieee80211

NOTE: This statement is ignored if you configure the
ethernet-port-type-virtual in the same access profile.

15. (Optional) Configure the router or switch to use a port type of virtual to authenticate

clients.

[edit access profile isp-bos-metro-fiber-basic radius options]
user@host# set ethernet-port-type-virtual

NOTE: Thisstatement takesprecedenceover thenas-port-typestatement

if you include both in the same access profile.

16. (Optional) Configure the number of seconds that the router or switch waits after a

server has become unreachable.

[edit access profile isp-bos-metro-fiber-basic radius options]
user@host# set revert-interval 259200

17. (Optional) Specify that RADIUS attribute 5 (NAS-Port) includes the S-VLAN ID, in

addition to the VLAN ID, for subscribers on Ethernet interfaces.

[edit access profile isp-bos-metro-fiber-basic radius options]
user@host# set vlan-nas-port-stacked-format

18. (Optional) Configure the router to use the optional behavior when processing CoA

requests that include changes to client profile dynamic variables.

[edit access profile isp-bos-metro-fiber-basic radius options]
user@host# set coa-dynamic-variable-validation

19. (Optional) Configure the router to use the optional behavior that inserts the random

challenge generated by the NAS into the Request Authenticator field of

Access-Request packets, rather than sending the random challenge as the

CHAP-Challenge attribute (RADIUS attribute 60) in Access-Request packets. This

optional behavior requires that the value of the challengemust be 16 bytes; otherwise

the statement is ignored and the challenge is sent as the CHAP-Challenge attribute.

[edit access profile isp-bos-metro-fiber-basic radius options]
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user@host# set chap-challenge-in-request-authenticator

20. (Optional) Configure whether subscribers can successfully log in even when service

activation failures related to configurationerrors occur during family activation request

processing by authd for a newly authenticated subscriber.

[edit access profile isp-bos-metro-fiber-basic radius options]
user@host# set service-activation dynamic-profile optional-at-login

Related
Documentation

Attaching Access Profiles on page 142•

• RADIUS Server Options for Subscriber Access on page 4

• Configuring Router or Switch Interaction with RADIUS Servers on page 131

• Interface Text Descriptions for Inclusion in RADIUS Attributes on page 65

• Manual Configuration of the NAS-Port-Type RADIUS Attribute on page 78

• Configuring a NAS-Port-ID with Additional Options on page 66

• Configuring a Calling-Station-ID with Additional Attributes on page 69

• Subscriber Session Logins and Service Activation Failures Overview on page 143

• Example: Configuring RADIUS-Based Subscriber Authentication and Accounting on

page 96

Configuring RADIUSOptions for Subscriber Access Globally

You can configure RADIUS options that apply to all RADIUS servers globally.

To configure RADIUS options globally:

1. Specify that you want to configure RADIUS options.

[edit access ]
user@host# edit radius-options

2. (Optional) Configure the number of requests per second that the router can send to

all the RADIUS servers collectively.

[edit access radius-options]
user@host# set request-rate rate

3. (Optional) Configure the number of seconds that the router or switch waits after a

server has become unreachable.

[edit access radius-options]
user@host# set revert-interval interval

4. (Optional) Configure the number of seconds during which a failing authentication

server is not marked as down or unreachable.

[edit access radius-options]
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user@host# set timeout-grace seconds

5. (Optional) Configure a NAS-Port value that is unique across all MX series routers in

the network.

[edit access radius-options]
user@host# set unique-nas-port chassis-id-width chassis-id-width
user@host# set unique-nas-port chassis-id chassid-id

Related
Documentation

Global RADIUS Options for Subscriber Access on page 8•

Configuring a Timeout Grace Period to SpecifyWhen RADIUS Servers Are Considered
Down or Unreachable

When a RADIUS authentication server fails to respond to any of the attempts for a given

authentication request and times out, authd notes the time for reference, but it does not

immediately mark the server as down (if other servers are available) or unreachable (if

it is the only configured server). Instead, a configurable grace period timer starts at the

reference time. Thegraceperiod is cleared if the server responds to a subsequent request

before the period expires.

During the grace period, the server is not marked as down or unreachable. Each time the

server times out for subsequent requests to that server, authd checks whether the grace

period has expired. When the check determines that the grace period has expired and

the server has still not responded to a request, the server is marked as unreachable or

down.

Using a short grace period enables you tomore quickly abandon an unresponsive server

and direct authentication requests to other available servers. A long grace period gives

a servermoreopportunities to respondandmayavoidneedlessly abandoninga resource.

Youmight specify a longer grace period when you have only one or a small number of

configured servers.

To configure the grace period duringwhich an unresponsive RADIUS server is notmarked

as unreachable or down:

• Specify the duration of the grace period.

[edit access radius-options]
user@host# set timeout-grace seconds

Related
Documentation

• Configuring RADIUS Options for Subscriber Access Globally on page 138

• Global RADIUS Options for Subscriber Access on page 8
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CHAPTER 7

Configuring Access Profiles for Subscriber
Access

• Configuring an Access Profile for Subscriber Management on page 141

• Attaching Access Profiles on page 142

Configuring an Access Profile for Subscriber Management

Access profiles enable you to specify subscriber access authentication and accounting

parameters.

To configure an access profile:

1. Specify an existing or new access profile name.

[edit access]
user@host# edit profile profile-name

2. Specify any desired subscriber access authentication and accounting parameters for

the access profile.

3. After you create an access profile, youmust attach it before it can take effect.

See “Attaching Access Profiles” on page 142.

Related
Documentation

Attaching Access Profiles on page 142•

• Specifying RADIUS Authentication and Accounting Servers for Subscriber Access on

page 95

• Configuring Dynamic Authentication for VLAN Interfaces
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Attaching Access Profiles

After you have created the access profile that specifies the subscriber authentication

and accounting parameters, youmust specify where the profile is used. Authentication

and accounting will not run unless you specify the profile. Subscriber management

supports attaching access profiles at the following hierarchy levels:

• [edit]

• [edit routing-instances routing-instance-name]

• [edit logical-systems logical-system-name routing-instances routing-instance-name]

• [edit interfaces interface-name auto-configure vlan-ranges]

• [edit interfaces interface-name auto-configure stacked-vlan-ranges]

To attach an access profile:

1. Edit the desired hierarchy level.

[edit]
user@host# edit logical-systems LS1 routing-instances RI1

2. Specify the name of the access profile that you want to attach. For example:

[edit logical-systems logical-system-name routing-instances routing-instance-name]
user@host# set access-profile vz-bos-metro-fios-basic

Related
Documentation

• Configuring an Access Profile for Subscriber Management on page 141

• AAA Service Framework Overview on page 3
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CHAPTER 8

Configuring the Effect of Service
Activation Failures on Subscriber Login

• Subscriber Session Logins and Service Activation Failures Overview on page 143

• Configuring How Service Activation Failures Affect Subscriber Login on page 148

Subscriber Session Logins and Service Activation Failures Overview

Whenasubscriber attempts to log inand is authenticatedbyRADIUS, theAccess-Accept

messagemay include services in the RADIUS Activate-Service VSA (26-65) to be

activated for a particular network family. Depending on the configuration and service

type, failure to activate a service can result in denial of the subscriber login.

Youcanuse the serviceactivation statementat the [editaccessprofileprofile-name radius

options] hierarchy level to configure the behavior subsequent to an activation failure.

Use the following options to configure this behavior separately for two types of services:

• dynamic-profile—This service type is configured in the dynamic profile that is applied

by the subscriber access profile.

• extensible-service—This service type is configured in an Extensible Subscriber Services

Manager (ESSM) operation script. These services often configure new interfaces for

business subscribers.

Use the following options to specify whether successful activation of these services is

required or optional for subscriber login access:

• required-at-login—Activation is required. Failure for any reason causes the

Network-Family-Activate-Request for that network family to fail. If no other network

family is already active for the subscriber, then the client application logs out the

subscriber. This is the default behavior for the dynamic-profile service type.

• optional-at-login—Activation is optional. Failure due to configuration errors does not

prevent activation of the address family; it allows subscriber access. Failure for any

other reason causes network family activation to fail. If no other network family is

already active for the subscriber, then the client application logs out the subscriber.

This is the default behavior for the extensible-service service type.
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NOTE: Failures associated with the activation of subscriber secure policies
(for mirroring traffic to amediation device) have no effect on access by
subscribers subject to the policy.

This configuration does not apply to services activated bymeans of RADIUS
CoA requests, JSRC Push-Profile-Request (PPR)messages, or subscriber
secure policies.

For the dynamic-profile service type, configuration errors include the following:

• Parsing errors of the dynamic profile and its attributes.

• Missing mandatory user variables.

• References to dynamic profiles that do not exist.

• Semantic check failures in the dynamic profile.

For the extensible-service service type, configuration errors include the following:

• Parsing errors of the operation script.

• Commit failures.

To activate a service, authd sends an activation request for the appropriate services to

the subscriber management infrastructure (SMI). For example, if the request is for the

IPv4 family, then it requests activation of only the IPv4 services. In turn, the SMI sends

requests to the server daemons associated with the service, such as cosd or filterd. The

results returned by the daemons determine whether the service activation is a success

or a failure.

• When all server daemons report success, then SMI reports success to authd and the

service is activated.

• If any server daemon reports a configuration error and no daemons report a

nonconfiguration error, then SMI reports a configuration error to authd. The service is

not activated, but depending on the configuration, the network family activation may

succeed.

• If any server daemon reports a nonconfiguration error, thenSMI reports failure to authd

and the service is not activated.

Service and Network Family Activation Process

When a subscriber logs in, authd has to activate the corresponding address family after

the subscriber is authenticated. The client application, such asDHCPorPPP, can request

activation of a single network family, IPv4 or IPv6, or it can sequentially request both

families to be activated. Successful network family activation is related to the activation

of associated services. The following stepsdescribe theprocesswhenauthd is configured

to use RADIUS for authentication:
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1. A subscriber attempts to log in.

a. The client application requests authentication from authd.

b. authd sends an Access-Request message to the RADIUS server.

c. The RADIUS server sends an Access-Accept message to authd that includes the

RADIUS Activate-Service VSA (26-65).

d. authd caches the service activation attributes and sends a grant to the client

application.

2. The client application sends the first Network-Family-Activate request, for either the

IPv4or IPv6address family. This request is sometimes referred toas theclient-activate

request.

3. authd reviews thecachedserviceactivationattributesandsendsanactivation request

for the appropriate services to the subscriber management infrastructure (SMI). For

example, if the request is for the IPv4 family, then it requests activation of only the

IPv4 services. In turn, the SMI sends requests to the server daemons associated with

the service, such as cosd or filterd.

4. What authd does next depends on whether the service activation request fails and

whether the service is optional or required.

• When the service activation fails due to a configuration error and the service is

optional:

a. authd deletes the cached service activation attributes for the service.

NOTE: This deletion enables you to re-issue the service request by
using a RADIUS change of authorization (CoA) request or a CLI
command, without interference from the failed service.

b. authd sends an ACK in response to the family activation request and the family

is activated.

c. The subscriber login proceeds.

• When the service activation fails due to a configuration error and the service is

required:

a. authd deletes the cached service activation attributes for the service.
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NOTE: This deletion enables you to re-issue the service request by
using a RADIUS change of authorization (CoA) request or a CLI
command, without interference from the failed service.

b. authd sends aNACK in response to the family activation,which causes the client

application to terminate the subscriber's login.

• When the service activation fails due to a nonconfiguration error and the service is

either optional or required:

a. authd deletes the cached service activation attributes for the service.

NOTE: This deletion enables you to re-issue the service request by
using a RADIUS change of authorization (CoA) request or a CLI
command, without interference from the failed service.

b. authd sends aNACK in response to the family activation,which causes the client

application to terminate the subscriber's login.

• When the service activation succeeds:

a. authd activates the service.

b. authd sends an ACK in response to the family activation request and the family

is activated.

c. The subscriber login proceeds.

5. Unless service activation was required and failed, causing the family activation to fail

in the first request, the client applicationmay send a second request, but only for the

family not requested the first time. If the first request was for IPv4, then the second

request can only be for IPv6. If the first request was for IPv6, then the second request

can only be for IPv4.

6. authd reviews the cached service activation attributes and requests activation for the

services associated with the requested address family.

7. What authd does next depends on whether the service activation request fails and

whether the service is optional or required.
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• When the service activation fails due to a configuration error and the service is

optional:

a. authd deletes the cached service activation attributes for the service.

NOTE: This deletion enables you to re-issue the service request by
using a RADIUS change of authorization (CoA) request or a CLI
command, without interference from the failed service.

b. authd sends an ACK in response to the family activation request and the family

is activated.

c. The subscriber login proceeds.

• When the service activation fails due to a configuration error and the service is

required:

a. authd deletes the cached service activation attributes for the service.

NOTE: This deletion enables you to re-issue the service request by
using a RADIUS change of authorization (CoA) request or a CLI
command, without interference from the failed service.

b. authd sends a NACK in response to the family activation. Because this is the

second family activation request, the result of the first family activation

determines what happens next:

• If the first family activationwas successful and that subscriber logged in, failure

of the second request does not halt the current subscriber login. This event

also does not cause authd to log out the previous (first request) subscriber.

• If the first family activation was unsuccessful, failure of the second request

causes the client application to terminate the current subscriber login.

• When the service activation fails due to a nonconfiguration error and the service is

either optional or required:

a. authd deletes the cached service activation attributes for the service.

NOTE: This deletion enables you to re-issue the service request by
using a RADIUS change of authorization (CoA) request or a CLI
command, without interference from the failed service.
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b. authd sends aNACK in response to the family activation,which causes the client

application to terminate the subscriber's login.

• When the service activation succeeds:

a. authd activates the service.

b. authd sends an ACK in response to the family activation request and the family

is activated.

c. The subscriber login proceeds.

Related
Documentation

service-activation on page 1472•

Configuring HowService Activation Failures Affect Subscriber Login

You can configure how an activation failure of optional services during subscriber login

affects the outcome of the login. These optional services are those referenced by the

RADIUS Activate-Service VSA (26-65) that appears in the RADIUS Access-Accept

message during the subscriber’s initial login.

You can configure these two service-activation types to be required or optional.

• dynamic-profile—These services are configured in the dynamic profile that is applied

by thesubscriber accessprofile toprovidesubscriber accessandservices forbroadband

applications. By default, service activation is required for successful login. A

configuration error during service activation prevents the network family from being

activated and causes the subscriber login to fail.

• extensible-service—These services are applied by operation scripts handled by the

Extensible Subscriber Services Manager (ESSM) daemon (essmd) for business

subscribers. By default, service activation is optional for successful subscriber login.

NOTE: The service-activationstatementconfigurationaffectsonlyactivation

failures due to configuration errors in the dynamic profile or the ESSM
operation script. Failures due to nonconfiguration errors always result in
denial of access for the subscriber and termination of the login attempt.

To configure the behavior for dynamic profile services, do one of the following:

• Specify that service activation is optional.

[edit access profile profile-name radius options service-activation]
user@host# set dynamic-profile optional-at-login

• Specify that service activation is required (the default).
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[edit access profile profile-name radius options service-activation]
user@host# set dynamic-profile required-at-login

To configure the behavior for ESSM services, do one of the following:

• Specify that service activation is required.

[edit access profile profile-name radius options service-activation]
user@host# set extensible-service required-at-login

• Specify that service activation is optional (the default).

[edit access profile profile-name radius options service-activation]
user@host# set extensible-service optional-at-login

Related
Documentation

• Subscriber Session Logins and Service Activation Failures Overview on page 143
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CHAPTER 9

ConfiguringSessionOptions forSubscriber
Access

• Understanding Session Options for Subscriber Access on page 151

• Configuring Subscriber Session Timeout Options on page 156

• Removing Inactive Dynamic Subscriber VLANs on page 157

Understanding Session Options for Subscriber Access

Youcan configure several characteristics of the sessions that are created forDHCP, L2TP,

and terminated PPP subscribers. You can place limits on subscriber access based on

how long the session has been up, how long the user has been inactive, or both. You can

alsosetparameters thatmodifyasubscriber’susernameat loginbasedon thesubscriber’s

access profile.

Subscriber Session Timeouts

You can limit subscriber access by configuring a session timeout or an idle timeout. Use

a session timeout to specify a fixed period of time that the subscriber is permitted to

haveaccess.Usean idle timeout to specify amaximumperiodof time that the subscriber

canbe idle.Youcanuse these timeouts separatelyor together. Bydefault, neither timeout

is present.

NOTE: Forall subscriber typesother thanDHCP(suchasL2TP-tunneledand
PPP-terminatedsubscribers), thesession timeoutvalue limits thesubscriber
session. For DHCP subscribers, the session timeout value is used to limit the
lease when no other lease time configuration is present. The lease expires
when the timeout value expires. If this value is not supplied by either the CLI
or RADIUS, the DHCP lease does not expire.

The idle timeout isbasedonaccountingstatistics for thesubscriber. The routerdetermines

subscriber inactivity by monitoring data traffic, both upstream from the user (ingress)

and downstream to the user (egress). Control traffic is ignored. The subscriber is not

considered idle as long as data traffic is detected in either direction.

Optionally, you can specify that only subscriber ingress traffic ismonitored; egress traffic

is ignored. This configuration is useful in caseswhere the LNS sends traffic to the remote
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peer even when the peer is not up, such as when the LNS does not have PPP keepalives

enabled and therefore cannot detect that the peer is not up. In this situation, because

by default the LACmonitors both ingress and egress traffic, it detects the egress traffic

from the LNS and either does not log out the subscriber or delays detection of inactivity

until the egress traffic ceases. When you specify that only ingress traffic is monitored,

the LAC can detect that the peer is inactive and then initiate logout.

Wheneither timeout period expires, the non-DHCPsubscribers are gracefully loggedout,

similarly to a RADIUS-initiated disconnect or a CLI-initiated logout. DHCP subscribers

are disconnected. The Acct-Terminate-Cause [RADIUS attribute 49] value includes a

reason code of 5 for a session timeout and a code of 4 for an idle timeout.

You can configure these limitations to subscriber access on a per-subscriber basis by

using theRADIUSattributesSession-Timeout [27]and Idle-Timeout [28].RADIUS returns

these attributes in Access-Accept messages in response to Access-Request messages

from the access server.

Service providers often choose to apply the same limitations to large numbers of

subscribers. You can reduce the RADIUS provisioning effort for this scenario by defining

the limitations for subscribers in an access profile on a per-routing-instance basis. If you

do so, RADIUS attributes subsequently returned for a particular subscriber logged inwith

the profile override the per-routing-instance values.

BESTPRACTICE: Werecommendthatyoudonotconfigureasession timeout
for subscribers receivingvoiceservices.Because thesession timeout isbased
only on time and not user activity, it is likely to interrupt subscribers actively
using a voice service and terminate their calls unexpectedly (from the
subscriber viewpoint). This result is a particular concern for emergency
services calls.

BEST PRACTICE: We recommend that you do not configure an idle timeout
for DHCP subscribers. When the timeout expires with no activity and the
connection is terminated, the protocol has nomeans to inform the client.
Consequently, these subscribers are forced to reboot their CPE device the
next time they attempt to access the Internet.

Contrast thebehaviorwhenan idle timeout isconfigured forPPPsubscribers.
In this case, timeout expiration causes PPP to terminate the link with the
peer. Depending on the CPE device, this termination enables the peer to
automatically retry theconnectioneitherondemandor immediately. In either
case, no subscriber intervention is required.
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The available range for setting a timeout is the same whether you configure it in the CLI

or through the RADIUS attributes:

• Session timeouts can be set for 1 minute through 527,040minutes in the CLI and the

corresponding number of seconds (60 through 31,622,400) in the Session-Timeout

attribute [27].

• Idle timeouts can be set for 10 minutes through 1440minutes in the CLI and the

correspondingnumber of seconds (600 through86,400) in the Idle-Timeout attribute

[28].

The router interprets the values in the attributes to conform to the supported ranges. For

example, for Session-Timeout [27]:

• A value of zero is treated as no timeout.

• A value in the range 1 through 59 is raised to 60 seconds.

• A value that exceeds 31,622,400 is reduced to 31,622,400 seconds.

For Idle-Timeout [28]:

• A value of zero is treated as no timeout.

• A value in the range 1 through 599 is raised to 600 seconds.

• A value that exceeds 86,400 is reduced to 86,400 seconds.

In configurations using dynamically created subscriber VLANs, the idle timeout also

deletes the inactive subscriber VLANs when the inactivity threshold has been reached.

In addition to deleting inactive dynamic subscriber VLANs, the idle timeout also removes

dynamic VLANswhen no client sessions were ever created (for example, in the event no

client sessions are created on the dynamic VLAN or following the occurrence of an error

during session creation or client authentication where no client sessions are created on

the dynamic VLAN).

Session and idle timeouts for deleting dynamic subscriber VLANs are useful only in very

limited use cases; typically neither timeout is configured for this purpose.

A possible circumstance when they might be useful is when the dynamic VLANs have

no upper layer protocol that helps determine when the VLAN is removed with the

remove-when-no-subscribers statement; for example, when the VLAN is supporting IP

over Ethernet without DHCP in a business access model with fixed addresses. However,

business access is generally a higher-tier service than residential access and as such

typically is not subject to timeouts due to inactivity as might be desired for residential

subscribers.

An idle timeout might be appropriate in certain Layer 2 wholesale situations, where the

connection can be regenerated when any packet is received from the CPE.

When using the idle timeout for dynamic VLAN removal, keep the following in mind:

• The idle timeout period begins after a dynamic subscriber VLAN interface is created

or traffic activity stops on a dynamic subscriber VLAN interface.
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• If a new client session is created or a client session is reactivated successfully, the

client idle timeout resets.

• The removal of inactive subscriber VLANs functions only with VLANs that have been

authenticated.

Subscriber UsernameModification

For Layer 2 wholesale applications, some network service providers employ username

modification to direct subscribers to the appropriate retail enterprise network. This

modification is also called username stripping, because some of the characters in the

username are stripped away and discarded. The remainder of the string becomes the

new, modified username. Themodified username is used by an external AAA server for

session authentication and accounting. Themodification parameters are applied

according to a subscriber access profile that also determines the subscriber and session

context; that is, the logical system:routing instance (LS:RI) used by the subscriber. Only

the default (master) logical system is supported. Because the wholesaler differentiates

betweenmultiple retailers by placing each in a different LS:RI, the usernames are

appropriately modified for each retailer.

You can select up to eight characters as delimiters to mark the boundary between the

discarded and retained portions of the original username; there is no default delimiter.

The portion of the name to the right of the selected delimiter is discarded alongwith the

delimiter. By configuring multiple delimiters, a given username structure can result in

differentmodified usernames. You can configure the direction inwhich the original name

isparsed todeterminewhichdelimitermarks theboundary. Bydefault, theparsedirection

is from left to right.

Consider the following examples:

• You specify one delimiter, @. The username is user1@example.com. In this case, the

parse direction does not matter. In either case, the single delimiter is found and

example.com is discarded. Themodified username is user1.

• You specify one delimiter,@. The username is user1@test@example.com. In this case,

the parse direction results in different usernames.

• Parse direction is left-to-right—The left-most@ is identified as the delimiter and

test@example.com is discarded. Themodified username is user1.

• Parse direction is right-to-left—The right-most@ is identified as the delimiter and

example.com is discarded. Themodified username is user1@test.
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• You specify two delimiters, @ and /. The username is user1@bldg1/example.com. The

parse direction results in different usernames.

• Parse direction is left-to-right—The@ is identified as the delimiter and

bldg1/example.com is discarded. Themodified username is user1.

• Parse direction is right-to-left—The / is identified as the delimiter and example.com

is discarded. Themodified username is user1@bldg1.

You can configure a subscriber access profile so that a portion of each subscriber login

string is stripped and subsequently used as amodified username by an external AAA

server for session authentication and accounting. Themodified username appears, for

example, in RADIUS Access-Request, Acct-Start, and Acct-Stopmessages, as well as

RADIUS-initiated disconnect requests and change of authorization (CoA) requests.

Related
Documentation

RADIUS IETF Attributes Supported by the AAA Service Framework on page 14•

• Configuring Subscriber Session Timeout Options on page 156

• Configuring Username Modification for Subscriber Sessions

• Removing Inactive Dynamic Subscriber VLANs on page 157
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Configuring Subscriber Session Timeout Options

Subscriber session timeoutoptionsenable you toplace limits on subscriber accessbased

on how long the session has been up, how long the user has been inactive, or both. The

subscriber session options apply to both L2TP-tunneled andPPP-terminated subscriber

sessions. For DHCP subscribers, the session timeout limits the DHCP lease time.

NOTE: To configure the timeout attributes in RADIUS, refer to the
documentation for your RADIUS server.

Toconfigure limitationson subscriber sessions, configure the sessionoptions in the client

profile that applies to the subscriber:

• Terminate the subscriber when the configured session timeout expires, regardless of

activity.

[edit access profile profile-name session-options]
user@host# set client-session-timeoutminutes

• Terminate the subscriberwhen there is no ingress or egress data traffic for the duration

of the configured idle timeout.

[edit access profile profile-name session-options]
user@host# set client-idle-timeoutminutes

• Terminate the subscriber when there is no ingress data traffic for the duration of the

configured idle timeout; ignore egress traffic.

[edit access profile profile-name session-options]
user@host# set client-idle-timeoutminutes
user@host# set client-idle-timeout-ingress-only

For example, to configure session timeout options in theacc-prof client profile, specifying
an idle timeout of 15 minutes, that only ingress traffic is monitored, and that the session
times out after 120minutes:

[edit]
access {
profile {
acc-prof {
session-options {
client-idle-timeout 15;
client-idle-timeout-ingress-only;
client-session-timeout 120;

}
}

}
}

Related
Documentation

Understanding Session Options for Subscriber Access on page 151•

• Configuring Username Modification for Subscriber Sessions
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• Removing Inactive Dynamic Subscriber VLANs on page 157

• Removing Inactive Dynamic Subscriber VLANs on page 157

Removing Inactive Dynamic Subscriber VLANs

Subscriber session timeouts enable you to place limits on subscriber access based on

how long the session has been up, how long the user has been inactive, or both. In

configurations using dynamically created subscriber VLANS, the idle timeout also:

• Deletes the inactive subscriber VLANswhen the inactivity threshold has been reached.

• Removes dynamic VLANs when no client sessions were ever created (for example, in

the event no client sessions are created on the dynamic VLAN or following the

occurrence of an error during session creation or client authentication where no client

sessions are created on the dynamic VLAN).

NOTE: Sessiontimeoutsaretypicallynotusedfordeletingdynamicsubscriber
VLANs. The timeoutmight be useful only in very limited use cases. One case
might be when the dynamic VLANs have no upper layer protocol that helps
determine when the VLAN is removedwith the remove-when-no-subscribers

statement; forexample,whentheVLANissupporting IPoverEthernetwithout
DHCP in a business accessmodel with fixed addresses.

NOTE: To configure the idle timeout attribute in RADIUS, refer to the
documentation for your RADIUS server.

To remove inactive dynamic subscriber VLANS:

1. Edit session options for the router access profile.

[edit]
user@host# edit access profile profile-name session-options

2. Configure the maximum period a subscriber session can remain idle.

[edit access profile profile-name session-options]
user@host# set client-idle-timeoutminutes

Related
Documentation

• Understanding Session Options for Subscriber Access on page 151

• Configuring Subscriber Session Timeout Options on page 156

• client-idle-timeout on page 1044
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CHAPTER 10

Receiving DHCP Options From a RADIUS
Server

• Centrally Configured Opaque DHCP Options on page 160

• Exchange of DHCPv4 and DHCPv6 Parameters with the RADIUS Server

Overview on page 165

• DedicatedSessionDatabaseandVendor-Specific Attributes forDHCPv4andDHCPv6

Subscribers on page 167

• Monitoring DHCP Options Configured on RADIUS Servers on page 169
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Centrally Configured Opaque DHCPOptions
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Subscriber management (on the routers) or DHCPmanagement (on the switches)

enables you to centrally configure DHCP options on a RADIUS server and then distribute

the options on a per-subscriber or per DHCP-client basis. This method results in

RADIUS-sourced DHCP options—the DHCP options originate at the RADIUS server and

are sent to the subscriber (orDHCPclient). This differs fromthe traditional client-sourced

method (also called DHCP-sourced) of configuring DHCP options, in which the options

originate at the client and are sent to the RADIUS server. The subscriber management

(DHCPmanagement)RADIUS-sourcedDHCPoptions are also considered to beopaque,

becauseDHCP local serverperformsminimalprocessinganderror checking for theDHCP

options string before passing the options to the subscriber (DHCP client).

Subscriber management (or DHCPmanagement) uses Juniper Networks VSA 26-55

(DHCP-Options) to distribute the RADIUS-sourced DHCP options. The RADIUS server

includes VSA 26-55 in the Access-Accept message that the server returns during

subscriber authentication or DHCP client authentication. The RADIUS server sends the

Access-Acceptmessage to theRADIUSclient, and thenon toDHCP local server for return

to the DHCP subscriber. The RADIUS server can includemultiple instances of VSA 26-55

in a single Access-Accept message. The RADIUS client concatenates the multiple

instances and uses the result as a single instance.

There is no CLI configuration required to enable subscriber management (DHCP

management) to use the centrally configured DHCP options—the procedure is triggered

by the presence of VSA 26-55 in the RADIUS Access-Accept message.

When building the offer packet for the DHCP client, DHCP local server uses the following

sequence:

1. Processes any RADIUS-configured parameters that are passed as separate RADIUS

attributes; for example, RADIUS attribute 27 (Session Timeout).

2. Processes any client-sourced parameters; for example, RADIUS attributes 53 (DHCP

Message Type) and 54 (Server Identifier).

3. Appends (without performing any processing) the opaque DHCP options string

contained in the VSA 26-55 received from the RADIUS server.

In addition to supporting central configuration of DHCP options directly on the RADIUS

server (RADIUS-sourced options), subscriber management (DHCPmanagement) also

supports the traditional client-sourced options configuration, in which the router’s

(switch’s) DHCPcomponent sends the options to theRADIUS server. The client-sourced

DHCP options method is supported for both DHCP local server and DHCP relay agent;

however, the RADIUS-sourced central configurationmethod is supported on DHCP local

server only. Both theRADIUS-sourcedandclient-sourcedmethods supportDHCPv4and

DHCPv6 subscribers (clients).

NOTE: You can use the RADIUS-sourced and client-sourcedmethods
simultaneously on DHCP local server. However, youmust ensure that the
central configurationmethod does not include options that override
client-sourcedDHCPoptions, because this can create unpredictable results.
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• Data Flow for RADIUS-Sourced DHCP Options on page 162

• Multiple VSA 26-55 Instances Configuration on page 163

• DHCP Options That Cannot Be Centrally Configured on page 163

Data Flow for RADIUS-Sourced DHCPOptions

Figure5onpage 162shows theprocedure subscribermanagement (DHCPmanagement)

uses when configuring DHCP options for subscribers (DHCP clients).

Figure 5: DHCPOptions Data Flow
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The following general sequence describes the data flowwhen subscriber management

(DHCPmanagement) uses RADIUS-sourced DHCP options and VSA 26-55 to configure

a DHCP subscriber (client):

1. The subscriber (DHCP client) sends a DHCP discover message (or DHCPv6 solicit

message) to the DHCP local server. Themessage includes client-sourced DHCP

options.

2. The DHCP local server initiates authentication with the Junos OS RADIUS client.

3. The RADIUS client sends an Access-Request message on behalf of the subscriber

(DHCP client) to the external RADIUS server. Themessage includes the subscriber’s

(DHCP client’s) client-sourced DHCP options.

4. The external RADIUS server responds by sending an Access-Accept message to the

RADIUS client. The Access-Accept message includes the RADIUS-sourced opaque

DHCP options in VSA 26-55.

5. The RADIUS client sends the DHCP options string to DHCP local server. If there are

multiple VSA 26-55 instances, the RADIUS client first assembles them into a single

options string.

6. DHCP local server processes all options into the DHCP offer (or DHCPv6 reply)

message, except for the RADIUS-sourced VSA 26-55 DHCP options. After processing
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all other options, DHCP local server then appends the unmodified VSA 26-55 DHCP

options to the message and sends the message to the subscriber (DHCP client).

7. The subscriber (DHCP client) is configured with the DHCP options.

8. The following operations occur after the subscriber (DHCP client) receives the DHCP

options:

• Accounting—The RADIUS client sends Acct-Start and Interim-Accounting requests

to the RADIUS server, including the RADIUS-sourced DHCP options in VSA 26-55.

By default, the DHCP options are included in accounting requests.

• Renewal—When the subscriber (DHCP client) renews, the cached DHCP options

value is returned in the DHCP renew (or DHCPv6 ACK)message. The originally

assigned DHCP options cannot bemodified during a renew cycle.

• Logout—When the subscriber (DHCP client) logs out, the RADIUS client sends an

Acct-Stopmessage to the RADIUS server, including the RADIUS-sourced VSA

26-55.

Multiple VSA 26-55 Instances Configuration

VSA26-55supports amaximumsizeof 247bytes. If yourRADIUS-sourcedDHCPoptions

field is greater than247bytes, youmustbreak the fieldupandmanually configuremultiple

instances of VSA 26-55 for the RADIUS server to return. When using multiple instances

for an options field, youmust place the instances in the packet in the order in which the

fragments are to by reassembled by the RADIUS client. The fragments can be of any size

of 247 bytes or less.

BEST PRACTICE: For ease of configuration andmanagement of your DHCP
options, youmight want to have one DHCP option per VSA 26-55 instance,
regardless of the size of the option field.

When the RADIUS client returns a reassembled opaque options field in an accounting

request to the RADIUS server, the client uses 247-byte fragments. If you had originally

created instancesof fewer than247bytes, the returned fragmentsmight not be the same

as you originally configured on the RADIUS server.

NOTE: If you are configuring Steel-Belted Radius (SBR) to support multiple
VSA 26-55 instances, ensure that you specify VSA 26-55 with the RO flags

in the Subscriber Management RADIUS dictionary file. The R value indicates

amultivalued reply attribute and theO value indicates an ordered attribute.

DHCPOptions That Cannot Be Centrally Configured

Table 18 on page 164 shows the DHCP options that youmust not centrally configure on

the RADIUS server.
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Table 18: Unsupported Opaque DHCPOptions

CommentsOption NameDHCPOption

Not supported.Pad OptionOption 0

Value is provided by RADIUS
attribute 27 (Session-Timeout).

IP Address Lease TimeOption 51

Not supported.Option OverloadOption 52

Value is provided by DHCP local
server.

DHCPMessage TypeOption 53

Value is provided by DHCP local
server.

Server IdentifierOption 54

Value is provided by DHCP local
server.

Parameter Request ListOption 55

Value is provided by DHCP local
server.

EndOption 255

Not supported.DHCPmagic cookie–

Related
Documentation

Monitoring DHCP Options Configured on RADIUS Servers on page 169•
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Exchange of DHCPv4 and DHCPv6 Parameters with the RADIUS Server Overview

The RADIUS server, which is configured independently of DHCPv4 and DHCPv6,

authenticates clients and supplies the IPv4 or IPv6 prefix and client configuration

parameters. To establish the client sessions on the network, the DHCPv4 and DHCPv6

parametersare sent fromtheclientdevice through theDHCP(eitherDHCPv4orDHCPv6)

server to the RADIUS server and vice versa. Starting in Junos OS Release 17.4R1, the

exchangeofparameters is enhancedwith the introductionof several newvendor-specific

attributes (VSAs) and changes to the existing DHCP-Options VSA (26-55).

An immediate interim accounting report is sent to the RADIUS server when configurable

events occur, such as a change in family state, occur. When these events occur, the

RADIUSserver hasnodirectwayof knowing the reason for the report. Starting fromJunos

OS Release 17.4R1, a new VSA sends the reason in the start accounting report as well as

in the immediate interim accounting report.

Thebroadbandnetworkgateway(BNG)sendsan interimaccounting report to theRADIUS

serverwhenever the second family (either IPv4or IPv6)of adual-stack session (DHCPv4,

DHCPv6, or PPPoE) is activated or the first family (either IPv4 or IPv6) of a dual-stack

session (DHCPv4, DHCPv6, or PPPoE) is deactivated. For the immediate interim

accounting report to be sent, configure the family-state-change-immediate-update

statement on theBNGat the [edit accessprofileprofile-nameaccounting] hierarchy level.

The following VSA functionalities are used for exchanging the client parameterswith the

RADIUS server:

• DHCPv6-Options VSA (26-207):

• The DHCPv6-Options VSA (26-207) is used to exchange DHCPv6 options with the

RADIUS server. In releases earlier than JunosOSRelease 17.4R1, the DHCPv6 options

are included with DHCPv4 options in the DHCP-Options VSA (26-55).

The option values sent from the DHCPv6 client to the DHCPv6 server are saved in

the session database separately from the values sent from the DHCPv6 server to

the DHCPv6 client.

• If theDHCPv6options are too large to fit in oneVSA, then they are split intomultiple,

sequential VSAs in the RADIUS packet. In this case, the options are split at the VSA

size limit rather than at the type-length-value (TLV) boundary.

• Ifmultiple instances of theVSAare included in theRADIUSAccess-Acceptmessage,

then they are concatenated into a single block and stored in the session database

without checking the TLV for validity.

• DHCP-Options VSA (26-55):

• With the introduction of VSA 26-207, VSA 26-55 includes only DHCPv4 options.

• If theDHCPv4 options are too large to fit in oneVSA, then they are split intomultiple,

sequential VSAs in the RADIUS packet. In this case, the options are split at the VSA

size limit rather than at the TLV boundary.
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• Ifmultiple instances of theVSAare included in theRADIUSAccess-Acceptmessage,

then they are concatenated into a single block and stored in the session database

without checking the TLV for validity.

• DHCP-Header VSA (26-208):

• TheDHCP-HeaderVSA(26-208)conveys theDHCPv4packetheader to theRADIUS

server. Theheader information is used for instantiatingdynamic subscriber interfaces.

• The VSA is allowed only in RADIUS Access-Request messages and is stored in the

session database.

• DHCPv6-Header VSA (26-209):

• The DHCPv6-Header VSA (26-209) conveys the DHCPv6 packet header to the

RADIUS server. The header information is used for instantiating dynamic subscriber

interfaces.

• The VSA is allowed only in RADIUS Access-Request messages and is stored in the

session database.

• Acct-Request-Reason VSA (26-210):

• The Acct-Request-Reason VSA (26-210) conveys the reason for sending an

accounting request. The VSA is included only in RADIUS Acct-Start and

Interim-Updatemessages. TheVSA ispresentonly for subscriber accounting reports;

it is notpresent for service sessionorExtensibleSubscriberServicesManager (ESSM)

reports.

• The typical value for the VSA in Acct-Start messages is IP active (0x0004) or IPv6

active (0x0010), indicating that the IPv4 or IPv6 address family has been activated.

For Layer 2wholesaleVLANnetworks, the value isSessionactive (0x0040), because

there is no IPv4 or IPv6 family. The value for MLPP is also Session active, because

accounting messages are sent for the link session rather than the bundle session.

ESSM sessions are child sessions of a parent subscriber session and are treated as

ESSM service sessions. The VSA is sent only for the parent subscriber session.

Excluding the VSAs fromRADIUSMessages

You can exclude any of these aforementionedVSAs frombeing sent, by using the exclude

statement as shown in the following example.

[edit access profile profile-name radius attributes]
user@host# set exclude acct-request-reason [accounting-start | accounting-stop]
user@host# set exclude dhcp-header [access-request]
user@host# set exclude dhcpv6-header [access-request]
user@host# set exclude dhcpv6-options [access-request | accounting-start |
accounting-stop]
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Release History Table DescriptionRelease

Starting in Junos OS Release 17.4R1, the exchange of parameters is enhanced
with the introduction of several new vendor-specific attributes (VSAs) and
changes to the existing DHCP-Options VSA (26-55).

17.4R1

Related
Documentation

Extended DHCP Local Server Overview on page 258•

• Juniper Networks VSAs Supported by the AAA Service Framework on page 21

• AAA Access Messages and Supported RADIUS Attributes and Juniper Networks VSAs

for Junos OS on page 33

• AAA Accounting Messages and Supported RADIUS Attributes and Juniper Networks

VSAs for Junos OS on page 39

DedicatedSessionDatabaseandVendor-SpecificAttributes forDHCPv4andDHCPv6
Subscribers

The Dynamic Host Configuration Protocol (DHCP) server can serve as a DHCP local

server, a DHCP client, or a DHCP relay agent, for both DHCPv4 and DHCPv6 subscribers.

Currently, someof the client parameters—for example, theDHCPv4 andDHCPv6packet

header—cannot be passed to and from the RADIUS server. From Junos OS Release 17.4

onward, enhancements aremade to facilitate better communication between theDHCP

servers (both DHCPv4 and DHCPv6) and the RADIUS server. The client parameters are

saved in a session database and sent to the RADIUS server; and the RADIUS server, in

turn, authenticates the client and also responds with the options to be sent back to that

client.

Client Options

The client options can be configured in multiple locations such as DHCPv4 or DHCPv6

servers, or in theRADIUSserver. If the client configuration is available inmultiple locations,

a conflict can arise regarding the source of the configuration details. In case of such

conflicts, the following order of preference is considered:

• Options received from the RADIUS server through vendor-specific attributes (VSAs)

• Options received from the RADIUS server through the respective session databases

• Options from the DHCP local configuration, which are present on the DHCP server

As an example of the aforementioned preference, consider the case of DHCPv4 lease

time. If theAUTHD_ATTR_SESSION_TIMEOUToption,which is aVSAstored in theRADIUS

server, is returned from the RADIUS server, preference is given to it. If this option is not

returned, preference is given to option 51 in respective session database for DHCPv4. If

that option is also not returned, the option is sourced from DHCP local configuration.

Similarly, for DHCPv6 lease time, the first preference is given to the

AUTHD_ATTR_SESSION_TIMEOUT VSA from the RADIUS server. If
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AUTHD_ATTR_SESSION_TIMEOUT isnotpresent, theRADIUS-sourcedoptionvalid-lifetime

or preferred-lifetime takes the precedence. If that is also not available, then the option

is sourced from the DHCPv6 local configuration.

Exchange of DHCPv4 Client, DHCPv4 Server, and RADIUS-Sourced Options

The following steps illustrate the process of exchange of configuration options between

a DHCPv4 client, a DHCPv4 server, and the RADIUS server:

• A discovermessage from a DHCPv4 client is received by the DHCPv4 server.

• The DHCP option is saved to the respective session database.

In Junos OS releases before 17.4R1, the same attribute is used to store both DHCPv4

and DHCPv6 options. However, with the support for single-session DHCP dual-stack,

there are separate session database attributes for DHCPv4 and DHCPv6.

• The DHCP header information is saved in the session database.

A new session database attribute is added to store the header information, and this

information is sent to the RADIUS server for authentication.

• An access requestmessage is sent from the DHCPv4 server to the RADIUS server, and

when an access acceptmessage is received from the RADIUS server, the DHCPv4

options are saved to the respective session database attributes and sent to the client.

• DHCPv4 server-specific options are added to the packet.

NOTE: TheDHCPv4servercansourcebothsolicitedandunsolicitedoptions
from the local configuration. Thus, it is important to prevent duplication
while the options are added.

• DHCPv4 lease information is extracted from the RADIUS-sourced DHCP option 51.

The respective session database attribute is used to check whether option 51 (lease

time) is sourced by RADIUS. If it is, then the attribute value is extracted and saved in

the client data structure. If it is not sourced by RADIUS, the attribute value is taken

from the local pool configuration or the DHCPv4 attribute configuration, which is an

existing functionality. A similar check is performed for option 58 (renewal time (T1))

and option 59 (rebinding time (T2)).

• An offer message is sent from the DHCPv4 server to DHCPv4 client.

Exchange of DHCPv6 Client, DHCPv6 Server, and RADIUS-Sourced Options

The following steps illustrate the process of exchange of configuration options between

a DHCPv6 client, a DHCPv6 server, and the RADIUS server:

• A solicitmessage from a DHCP client is received by the DHCPv6 server.

• DHCPv6 options are saved in the session database of the DHCPv6 server.

In JunosOS releases before 17.4R1, DHCPv6 options are saved in the respective session

database attribute. Because of the current single-session DHCP dual-stack support,
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there is need to have separate session database attributes for saving DHCPv4 and

DHCPv6 options. If the client is part of a single-session dual-stack configuration, the

respective DHCPv6 options session database attribute is used. The DHCPv6 options

are directly copied to the session database without any changes and then sent to the

RADIUS server.

NOTE: DHCPv6 auth-option (option 11) is also part of these options.

• A DHCPv6message header is saved to the session database.

A new session database attribute is added to copy the DHCPv6message header.

• An access requestmessage is sent from the DHCPv6 server, which in turn receives an

access acceptmessage from the RADIUS server. This message contains

RADIUS-sourcedDHCPv6 options that are stored in a new session database attribute.

• DHCPv6 lease information is extracted from the RADIUS-sourced DHCPv6 option.

In case of DHCPv6, the lease time is embeddedwithin the optionsOPTION_IA_NA and

OPTION_IA_PD. Client lease time starts with these values from the RADIUS Server. If

the IA_ADDRESS, IA_PREFIX, IA_NA, or IA_PD option is not sourced from RADIUS, then

these options are taken from the local pool and delegated pool configuration.

• DHCPV6 server-specific options are added to the packet.

NOTE: ADHCPv6 server can source both solicited and unsolicited options
from the local configuration. Thus, it is important to prevent duplication
while the options are added.

• An advertisemessage is sent from the DHCPv6 server to the DHCPv6 client.

Related
Documentation

Extended DHCP Local Server Overview on page 258•

• Verifying and Managing DHCPv6 Local Server Configuration on page 606

• Example: Extended DHCPv6 Local Server Configuration on page 486

• show subscribers on page 1942

Monitoring DHCPOptions Configured on RADIUS Servers

Purpose View information for DHCP options that are centrally configured on a RADIUS server and

that are distributed using Juniper Networks VSA 26-55 (DHCP-Options).

Action To display information for opaque DHCP options:

user@host> show subscribers detail
Type: DHCP
IP Address: 192.168.9.7
IP Netmask: 255.255.0.0
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Logical System: default
Routing Instance: default
Interface: demux0.1073744127
Interface type: Dynamic
Dynamic Profile Name: dhcp-prof-23
MAC Address: 00:00:5E:00:53:98
State: Active
Radius Accounting ID: jnpr :2304
Session Timeout (seconds): 3600
Idle Timeout (seconds): 600
Login Time: 2011-08-25 14:43:52 PDT
DHCP Options: len 52
35 01 01 39 02 02 40 3d 07 01 00 10 94 00 00 08 33 04 00 00
00 3c 0c 15 63 6c 69 65 6e 74 5f 50 6f 72 74 20 2f 2f 36 2f
33 2d 37 2d 30 37 05 01 06 0f 21 2c
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Meaning DHCP Options: len 52
35 01 01 39 02 02 40 3d 07 01 00 10 94 00 00 08 33 04 00 00
00 3c 0c 15 63 6c 69 65 6e 74 5f 50 6f 72 74 20 2f 2f 36 2f
33 2d 37 2d 30 37 05 01 06 0f 21 2c

The DHCP options output provides the following information:

• The len field is the total number of hex values in the message.

• The hex values specify the type, length, and value (TLV) of DHCP options, and are

converted to decimal to identify the DHCP options, as defined in RFC 2132.

The number of hex values that make up a particular DHCP option varies, depending on

the lengthof theoption. Forexample, the firstDHCPoptionspecified in theoutput includes

three sets of hex values (35 01 01). The first hex value (35) identifies the option type, the

second value (01) indicates the length of the value entry, which is this case is one set of

hex values. The third hex value (01) specifies the value for the DHCP option.

In the second DHCP option specification (390202 40), the hex value 39 is the type, and

the length of 02 specifies that two sets of hex entries make up the value for the option.

Therefore, this option specification uses four sets of hex entries; one for the type (39),

one to specify the length (02), and two for the option value (02 40).

The third DHCP option is specified by the hex values 3d070100 1094000008. The hex

value 3d is the type, followed by the length (07), which specifies that the next seven sets

of hex entries make up the value for the option. Therefore, this option specification uses

a total of nine sets of hex entries; one for the type (3d), one to specify the length (07),

and seven for the value of the DHCP option (01 00 10 94 00 00 08).

Table 19 on page 171 describes the first two options in more detail.

Table 19: DHCPOptions Description

ValueLengthTypeOption

01 = value of the
message type that is
described in RFC 2132.
The code 01 specifies a
message type of
DHCPDISCOVER.

01 = the length of the
option is one set of hex
values (the next set in
the list)

35 = decimal 53 (Code
53 in RFC 2132 is the
DHCPMessage Type
option)

35 01 01

0240 = converted to a
length of 576 octets

02 = the length of the
option is two sets of
hex values (the next
two sets in the list)

39 = decimal 57 (Code
57 is the Maximum
DHCPMessage Size
option)

39 02 02 40

Related
Documentation

• Centrally Configured Opaque DHCP Options on page 160

• show subscribers on page 1942

171Copyright © 2018, Juniper Networks, Inc.

Chapter 10: Receiving DHCP Options From a RADIUS Server



Copyright © 2018, Juniper Networks, Inc.172

Broadband Subscriber Sessions Feature Guide



CHAPTER 11

Configuring RADIUS Logical Line
Identification

• RADIUS Logical Line Identifier (LLID) Overview on page 173

• RADIUS Attributes for LLID Preauthentication Requests on page 174

• Configuring Logical Line Identification (LLID) Preauthentication on page 176

• Configuring a Port and Password for LLID Preauthentication Requests on page 177

RADIUS Logical Line Identifier (LLID) Overview

The logical line identification (LLID) feature helps service providers maintain a reliable

and up-to-date customer database for those subscriberswho frequentlymove fromone

physical line to another. The LLID feature is based on a virtual port — the LLID — rather

than the physical line used by the subscriber.

The LLID is an alphanumeric string that is based on the subscriber user name and circuit

ID. The LLID logically identifies the subscriber line, and is mapped to the subscriber’s

physical line in the service provider customer database. When the subscriber moves to

a different location and different physical line, the database is updated to map the LLID

to the new physical line. Because the subscriber’s LLID remains constant, it provides

serviceproviderswithasecureand reliablemeans for trackingsubscribersandmaintaining

an accurate customer database. Subscriber management supports the LLID feature for

PPP subscribers over PPPoE, PPPoA, and LAC.

To assign an LLID to a subscriber, the router issues two RADIUS access requests. The

first request is a preauthentication request, which obtains the LLID from a RADIUS

preauthentication server. The second request is the standard authentication request

sent to the RADIUS authentication server.

The following sequence of steps describes how subscriber management obtains and

uses the LLID. The procedure assumes that preauthentication is enabled on the router

and that the RADIUS preauthentication and authentication servers are configured.

1. The PPP subscriber sends an Authentication-Request message to the router.

2. The router sendsanAccess-Requestmessage to theRADIUSpreauthentication server

to obtain an LLID for the subscriber.
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3. The preauthentication server returns the LLID to the router in the Calling-Station-Id

attribute (RADIUS attribute 31) in the Access-Accept message.

NOTE: This step includes a non-standard use of the Calling-Station-Id
attribute. This attribute is typically present in RADIUS request messages,
such as an Access-Request, not in responsemessages. Also, the router
ignores all RADIUS attributes, other than the Calling-Station-Id, that are
returned in the preauthentication Access-Accept message. In addition,
any radius options that are configured on the router, such as
calling-station-id-format, havenoeffectontheCalling-Station-Idattribute
in the preauthentication request.

4. The router encodes the Calling-Station-Id (the LLID) in a second Access-Request

message and sends the message to the RADIUS authentication server. This

authentication request is the standard use of the Calling-Station-Id attribute.

5. The RADIUS authentication server returns an Access-Accept message to the router.

The Access-Accept message includes attributes for the subscriber session.

NOTE: Once the preauthenticated subscriber has been successfully
authenticatedbytheRADIUSauthenticationserver,all subsequentRADIUS
request messages, such as Accounting-Request messages, will include
the LLID in the Calling-Station-Id attribute.

NOTE: For tunneled PPP subscribers, the router, acting as an L2TP access
concentrator (LAC), encodes the LLID into Calling Number AVP (L2TP
attribute 22) and sends the attribute to the L2TP network server (LNS) in an
Incoming-Call-Request (ICRQ) packet. After a successful preauthentication
request, the router always encodes the LLID in the L2TPCallingNumberAVP.

Related
Documentation

RADIUS Attributes for LLID Preauthentication Requests on page 174•

• Configuring Logical Line Identification (LLID) Preauthentication on page 176

RADIUS Attributes for LLID Preauthentication Requests

Table 20onpage 175 lists theRADIUS IETFattributes used in apreauthentication request

to obtain a subscriber’s LLID, and describes the information that is included in the

attributes. In some cases, preauthentication uses an attribute for information that is

different than the IETFdescription—the table indicates any non-standard use of RADIUS

attributes.
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Table 20: RADIUS Attributes for LLID Preauthentication Requests

DescriptionAttribute Name
Attribute
Number

(Non-standard use of attribute.) Identifying
information for the user associated with the LLID, in
the following format.

nas-port:nas-ip-address:nas-port-id

Example: nas-port:198.51.100.117:ge-1/0/5:100

NOTE: The router strips any dynamically generated
information from the User-Name attribute during
preauthentication.

User-Name1

(Non-standarduseofattribute.)Passwordof theuser
to be authenticated.

Example: Always set to juniper

User-Password2

IP address of the network access server (NAS) that
is requesting authentication of the user

Example: 198.51.100.117

NAS-IP-Address4

Physicalportnumberof theNASthat isauthenticating
the user. Always interpreted as a bit field

NAS-Port5

Type of service the user requested or the type of
service to be provided.

Example: gold-service

Service-Type6

Typeof physical port theNAS is using to authenticate
the user. You can use the ethernet-port-type-virtual
statement to configure this to virtual (type 5).

NAS-Port-Type61

(Non-standard use of attribute.) The user name.

Example: jdoe@xyzcorp.example.com

Connect-Info77

Text string that identifies the physical interface of the
NAS that is authenticating the user. Includes any
dynamically generated information.

Example: ge 1/0/5:100

NAS-Port-Id87

Related
Documentation

RADIUS Logical Line Identifier (LLID) Overview on page 173•

• Configuring Logical Line Identification (LLID) Preauthentication on page 176
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Configuring Logical Line Identification (LLID) Preauthentication

The logical line identification (LLID) featureenables serviceproviders to tracksubscribers

on the basis of a virtual port — the LLID — rather than by the physical port used by the

subscriber. TheLLID isassignedbyaRADIUSpreauthenticationserver,whichyouconfigure

in an access profile.

To configure the router to support preauthentication for the LLID feature:

NOTE: You cannot configure the preauthentication statements in this
procedure if you have configured the radius attributes exclude statement to

exclude the Calling-Station-ID attribute from RADIUS Access-Request
messages.

1. Specify theaccessprofile youwant touse for thesubscriberpreauthenticationsupport.

[edit]
user@host# edit access profile PreAuthLlid

2. Specify the order in which the router uses the supported preauthenticationmethods.

radius is the only supported authentication method.

[edit access profile PreAuthLlid]
user@host# set preauthentication-order radius

3. Specify that you want to configure RADIUS support.

[edit access profile PreAuthLlid]
user@host# edit radius

4. Specify the IP address of the RADIUS server used for preauthentication.

[edit access profile PreAuthLlid radius]
user@host# set preauthentication-server 192.168.100.10

NOTE: The preauthentication feature uses the retry and timeout

parameters that are configured for the RADIUS authentication server.

5. (Optional) Display AAA preauthentication statistics.

user@host> show network-access aaa statistics preauthentication
Preauthentication module statistics
  Requests received: 2118
  Multistack requests: 0
  Accepts: 261
  Rejects: 975
  Challenges: 0
  Requests timed out: 882

6. (Optional) Verify configuration of the RADIUS preauthentication server.

user@host1> show radius pre-authentication servers
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               RADIUS Pre-Authentication Configuration
               ---------------------------------------
                Udp    Retry             Maximum    Dead
 IP Address     Port   Count   Timeout   Sessions   Time   Secret
-------------   ----   -----   -------   --------   ----   ------
203.0.113.168   1812   3       3         255        0      radius

Related
Documentation

RADIUS Logical Line Identifier (LLID) Overview on page 173•

• RADIUS Attributes for LLID Preauthentication Requests on page 174

Configuring a Port and Password for LLID Preauthentication Requests

Youcan configure a router that operates as theRADIUSclient to contact aRADIUS server

for authentication and preauthentication requests on two different UDP ports and using

different secret passwords. Similar to configuring the port numbers for authentication

and accounting requests, you can define a unique port number that the router uses to

contact theRADIUSserver for logical line identification (LLID)preauthentication requests.

You can also define a unique password for preauthentication requests. If you do not

configure a separate UDP port or secret for preauthentication purposes, the same UDP

port and secret that you configure for authentication messages is used.

To configure a unique UDP port number to be used to contact the RADIUS server for

preauthentication requests, include the preauthentication-port port-number statement

at the [edit access radius-server server-address] or [edit access profile profile-name

radius-server server-address] hierarchy level.

• To specify the UDP port for all of the access profiles:

[edit access]
radius-server server-address {
preauthentication-port port-number;

}

• To specify the UDP port for a specific access profile:

[edit access]
profile profile-name {
radius-server server-address {
preauthentication-port port-number;

}
}

To configure the password to be used to contact the RADIUS preauthentication server,

include thepreauthentication-secretpassword statementat the [editaccess radius-server

server-address] or [edit accessprofileprofile-name radius-server server-address] hierarchy

level.

• To specify the password for all of the access profiles:

[edit access]
radius-server server-address {
preauthentication-secret password;

}
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• To specify the password for a specific access profile:

[edit access]
profile profile-name {
radius-server server-address {
preauthentication-secret password;

}
}

Related
Documentation

• RADIUS Logical Line Identifier (LLID) Overview on page 173

• RADIUS Attributes for LLID Preauthentication Requests on page 174
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CHAPTER 12

Provisioning Subscriber Services Using
Cisco VSAs

• Processing Cisco VSAs in RADIUSMessages for Service Provisioning on page 179

• Configuring Service Interim Accounting on page 182

Processing Cisco VSAs in RADIUSMessages for Service Provisioning

You can use Cisco VSAs in RADIUSmessages to provision andmanage services in a

subscriber access network. In the topology for this deployment, the broadband network

gateway (BNG) is connected to:

• A RADIUS server, such as the Steel-Belted Radius Carrier (SBRC), that is used to

authentication and accounting.

• A Cisco BroadHop application that is used as the Policy Control and Charging Rules

Function (PCRF) server for provisioning servicesusingRADIUSchangeof authorization

(CoA)messages

Cisco BroadHop does not support Juniper VSAs and it uses Cisco VSAs (Cisco Vendor

ID 9) to activate and deactivate the services.

The following Cisco VSAs are used together to activate a service:

• Cisco-AVPair (26-1) with the value of the subscriber:command=activate-service

parameter

• Cisco-AVPair(26-1)with thevalue thesubscriber:service-name=service-nameparameter

The following Cisco VSAs are used in together to deactivate a service:

• Cisco-AVPair (26-1) with the value of the subscriber:command=deactivate-service

parameter

• Cisco-AVPair (26-1)with thevalueof subscriber:service-name=service-nameparameter

In such a deployment, you can also enable and disable service accounting and specify

service interim accounting interval using the CLI interface because Cisco Broadhop does

not send attributes related to service accounting in RADIUSmessages to the BNG.
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You cannot modify any attributes in authentication, accounting, or CoA responses in the

RADIUSmessages that the BNG sends. Any Cisco VSAs other than the ones used to

provision the services are considered as unsupported attributes.

Table 21 on page 180 describes the service accounting type that becomes effective for

different configuration combinations of the service accountingmethod or type using the

local CLI settings and RADIUS attributes:

Table 21: Effective Service AccountingMethodwith CLI and RADIUS
Configurations

Service Accounting-Type
Applicable

Service Accounting-Type
RADIUS Configuration

Service Accounting-Type
Local Configuration

No service accountingNot configuredNot configured

Service accounting configured
using RADIUS

Method configured using
RADIUS attributes

Not configured

Service accounting configured
using the CLI

Not configuredMethod configured using the
CLI

Service accounting configured
using RADIUS

Method configured using
RADIUS attributes

Method configured using the
CLI

No service accountingExplicitlydisabledwithavalue
of 0

Method configured using the
CLI

Table 22 on page 180 describes the service interim accounting interval that becomes

effective for different configuration combinations of the service accounting method or

type using the local CLI settings and RADIUS attributes:

Table 22: Effective Service Interim Accounting Interval with CLI and
RADIUS Configurations

Service Interim Accounting
Interval Applicable

Service Interim Accounting
Interval Using RADIUS
Configuration

Service Interim Accounting
Interval Using Local
Configuration

No service interim accountingNot configuredNot configured

Service interim accounting
configured using RADIUS

Interval configured using
RADIUS attributes

Not configured

Service interim accounting
configured using the CLI

Not configuredInterval configured using the
CLI

Service interim accounting
configured using RADIUS

Interval configured using
RADIUS attributes

Interval configured using the
CLI

No service interim accountingExplicitlydisabledwithavalue
of 0

Interval configured using the
CLI
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By default, service accounting is disabled. If you configure service accounting using both

RADIUS attributes and the CLI interface, the RADIUS setting takes precedence over the

CLI setting. To enable service accounting using theCLI, include the accounting statement

at the [edit access profile profile-name service] hierarchy level.

[edit access]
profile profile-name {
service {
accounting;

}
}

To enable interim service accounting updates and configure the amount of time that the

routerwaits before sending a newservice accounting update, include the update-interval

minutes statement at the [edit access profile profile-name service accounting] hierarchy

level.

[edit access]
profile profile-name {
service {
accounting {
update-intervalminutes;

}
}

}

You can configure the router to collect time statistics, or both volume and time statistics,

for the service accounting sessions being managed by AAA. To configure the collection

of statistical details that are time-based only, include the statistics time statement at

the [edit access profile profile-name service accounting] hierarchy level. To configure the

collectionof statistical details thatarebothvolume-time-basedonly, include the statistics

volume-time statement at the [edit access profile profile-name service accounting]

hierarchy level.

[edit access]
profile profile-name {
service {
accounting {
statistics (time | volume-time);

}
}

}

You can define the UDP port number to configure the port on which the router that

functions as the RADIUS dynamic-request server must receive requests from RADIUS

servers. Bydefault, the router listensonUDPport 3799 fordynamic requests fromremote

RADIUSservers. You canconfigure theUDPport number tobeused for dynamic requests

for a specific access profile or for all of the access profiles on the router. To define the

UDP port number, include the dynamic-request-port port-number statement at the [edit

access profile profile-name radius-server server-address] or the [edit access radius-server

server-address] hierarchy level.

To specify the UDP port for all of the access profiles:
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[edit access]
radius-server server-address {
dynamic-request-port port-number;

}

To specify the UDP port for a specific access profile:

[edit access]
profile profile-name {
radius-server server-address {
dynamic-request-port port-number;

}
}

Related
Documentation

Configuring Service Interim Accounting on page 122•

Configuring Service Interim Accounting

By default, service accounting is disabled. If you configure service accounting using both

RADIUS attributes and the CLI interface, the RADIUS setting takes precedence over the

CLI setting.

To configure service accounting for an access profile for a subscriber:

1. At the [edit access profile profile-name service] hierarchy level, specify that you want

to configure service accounting.

[edit access profile profile-name service]
user@host# edit accounting

2. (Optional) Enable interim service accounting updates and configure the amount of

time that the router or switch waits before sending a new service accounting update.

You can configure an interval from 10 through 1440minutes. All values are rounded

up to the next higher multiple of 10. For example, the values 811 through 819 are all

accepted by the CLI, but are all rounded up to 820.

[edit access profile profile-name service accounting]
user@host# set update-intervalminutes

3. (Optional) Configure the types of statistics to gather. You can specify that the router

or switch collect both volume and time statistics or only time statistics for subscriber

sessions. When you change the type of statistics being collected, current subscribers

continue to use the previous collection specification. Subscribers who log in after the

change use the new specification.

[edit access profile profile-name accounting service]
user@host# set statistics (time | volume-time)

Related
Documentation

• Processing Cisco VSAs in RADIUSMessages for Service Provisioning on page 179
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CHAPTER 13

Configuring Domain Maps for Subscriber
Management

• Domain Mapping Overview on page 184

• UnderstandingDomainMapsandLogicalSystem/Routing InstanceContextsonpage187

• Configuring a Domain Map on page 188

• Configuring aWildcard Domain Map on page 189

• Specifying an Access Profile in a Domain Map on page 191

• Specifying an Address Pool in a Domain Map on page 192

• Specifying a Dynamic Profile in a Domain Map on page 192

• Specifying an AAA Logical System/Routing Instance in a Domain Map on page 193

• Specifying a Target Logical System/Routing Instance in a Domain Map on page 194

• Configuring Domain and Realm Name Usage for Domain Maps on page 195

• Specifying Domain and Realm Name Delimiters on page 196

• Specifying the Parsing Order for Domain and Realm Names on page 197

• Specifying the Parsing Direction for Domain and Realm Names on page 197

• Enabling Domain Name Stripping on page 198

• Specifying a Tunnel Profile in a Domain Map on page 199

• Specifying a Tunnel Switch Profile in a Domain Map on page 199

• Configuring PADN Parameters for a Domain Map on page 200
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DomainMapping Overview

Domain mapping enables you to configure a map that specifies access options and

session-specificparameters.Themap isbasedonthedomainnameofsubscriber sessions

— the router applies the mapped options and parameters to sessions for subscribers

that have the specified domains. For example, youmight configure a domain map that

is based on the domain name example.com. The options and parameters in that domain

map are then applied when subscribers with the specified domain name (for example,

bob@example.com, raj@example.com, and juan@example.com) request an AAA service.

NOTE: Asubscriber’susername is typicallymadeupof twoparts—theuser’s
namefollowedby theuser’sdomainname,whichareseparatedbyadelimiter
character. The domain name is always to the right of the domain delimiter.
For example, in the username, juan@example.com, the user’s name, juan is

followed by the domain name example.com, and the two are separated by

the@ delimiter character.

However, some systems use a username format in which the domain name
precedes the user’s name. To avoid confusion with the typical domain name
usage, this type of preceding domain name is referred to as a realm name,
and the realm name is to the left of the realm delimiter. For example, in the
username, top321-example.com/mary, the top321-example.com part is the

realm name,mary is the user’s name, and the / character is the delimiter

character.

Thedomainmapprovidesefficiency, andenables you tomakechanges fora largenumber

of subscribers in one operation. For example, if an address assignment pool becomes

exhausted due to the number of subscribers obtaining addresses from the pool, you can

create a domain map that specifies that subscribers in a particular domain obtain

addresses from a different pool. In another use of the domain map, youmight create a

new dynamic profile and then configure the domain map to specify which subscribers

(by their domain) use that dynamic profile.

NOTE: Subscriber management is supported in the default logical system
only. The documentation for the subscriber management domainmapping
feature describes using the aaa-logical-system and target-logical-system

statements to configuremapping to a non-default logical system. These
statements are for future extensions of subscriber management.

Table 23 on page 185 describes the access options and parameters you can configure in

the domain map.
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Table 23: DomainMapOptions and Parameters

DescriptionOption

Logical system/routing instance in which AAA sends
authentication and accounting requests for the subscriber
sessions.

Subscriber management is supported in the default logical
system only.

AAA logical system/routing
instance

Access profile applied to subscriber sessions.Access profile

Address pool used to allocate addresses to subscribers.Address pool

Rules fordomainand realmnameusage, includingdomainname
stripping, supported delimiters, and parse direction (delimiters
and the parse direction are configured globally).

Domainand realmname rules

Dynamic profile applied to subscriber sessions.Dynamic profile

PPPoE route information for subscriber sessions.PADN parameters

Logical system/routing instance towhich thesubscriber interface
is attached.

Subscriber management is supported in the default logical
system only.

Target logical system/routing
instance

Tunnel profile applied to subscriber sessions.Tunnel profile

Types of DomainMaps and Their Order of Precedence

Starting in Junos OS Release 16.1, subscriber management uses a specific order when

searching for a domain map that matches the subscriber domain name. The following

list shows that order:

• Exact match domain map—The subscriber domain name is an exact match to a

configured domain map.

• Wildcard domain map—The subscriber domain name is a partial match to a wildcard

domain map.

• default domain map—The subscriber domain name is neither an exact match nor a

partial wildcard match to a domain map.

NOTE: If the subscriber username does not have a domain name, then no
search is performed and the subscriber is associated with the none domain

map, if configured.
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Wildcard DomainMap

Starting in JunosOSRelease 16.1, thewildcarddomainmapfeatureenablesyou tospecify

a domain name that is used by subscribers when there is no exact match to the

subscriber’s domain name. For example, if you create a wildcard domain map with the

name xyz*.example.com, subscribers with the domain names xyz.example.com,

xyz-1234.example.com, xyz-eastern.example.com, and xyz-northern.example.com are all

mapped to thatwildcarddomain if therewasnoexactmatch for the subscribers’ domain

names. You can insert the asterisk wildcard character anywhere within the domain map

to create the desired matching specification. Wildcard domain mapping is also used in

cases where subscriber names are derived from the DHCPv4 Agent Remote ID (option

82 suboption 2) or the DHCPv6 Remote-ID (option 37).

Default DomainMap

You can configure a default domain map that the router uses for subscribers whose

domain or realm name does not explicitly match any existing domain map, and also is

not a partial match to a wildcard domain map. Specify the name default as the domain

map domain-map-name.

For example, youmight configure the default domain map to provide limited feature

support for guest subscribers, such as a specific address pool used for guests or the

routing instance that provides AAA services. When the router is unable to provide an

exact or wildcardmatch for the guest subscriber, the router then uses the rules specified

in the default domain map configuration to handle the guest subscriber’s request.

DomainMap for Subscriber UsernamesWith No Domain or RealmName

In some cases a subscriber usernamemight not include a domain name or realm

name—youcanconfigureaspecificdomainmapthat the routeruses for thesesubscribers.

Specify the name none as the domainmap domain-map-name.

Release History Table DescriptionRelease

Starting in Junos OS Release 16.1, subscriber management uses a specific order
when searching for a domain map that matches the subscriber domain name.

16.1

Starting in Junos OS Release 16.1, the wildcard domain map feature enables you
to specify a domain name that is used by subscribers when there is no exact
match to the subscriber’s domain name.

16.1

Related
Documentation

Configuring a Domain Map on page 188•
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Understanding DomainMaps and Logical System/Routing Instance Contexts

Youcanuseadomainmap tomanage the logical system/routing instance that subscriber

managementuses forAAAandsubscribercontexts.Subscribermanagement is supported

in the default logical system only, so youmanage the contexts by configuring the routing

instance. The following list describes the two types of contexts.

• Subscriber context—The logical system/routing instance in which the subscriber

interface is placed. Formost dynamic subscriber sessions, the initial subscriber session

context is the default logical system and default routing instance. One exception is

LNS, in which the initial context for a dynamic LNS session (PPP over L2TP) is the

same as the peer interface (the LAC facing interface). Therefore, for LNS sessions, if

the peer interface uses a non-default routing instance, then the initial context of the

subscriber session also uses that non-default routing instance.

• AAA context—The logical system/routing instance that the subscriber session uses

for RADIUS interactions, such as authentication and accounting requests. By default,

theAAAcontext is the sameas the initial subscriber context. Therefore, for all subscriber

sessions other than dynamic LNS sessions, authentication and authorization is

performed in the default logical system/routing instance context, unless the default

routing instance is explicitly changed.

You can optionally configure a domain map to use a specific subscriber or AAA context.

For example, if adynamic LNSsession is initially created inanon-default routing instance

(because the initial subscriber context uses the non-default routing instance), youmight

use the target-routing-instance statement to configure the domain map to place the

subscriber in the default routing instance. Or, for security reasons, youmight want to

have all RADIUS interactions in a particular context. In this case, you would use the

aaa-routing-instance statement to configure the domain map to change the initial AAA

context to the new routing instance.

Using domain maps to manage AAA and subscriber contexts is also useful in layer 3

wholesaleenvironments. For example, youmightwant toplacedynamicVLAN interfaces

in different non-default routing instances, while maintaining all RADIUS interactions in

the default routing-instance. In this example, the initial AAA context is in the default

routing instance, but RADIUS authorization places the subscriber VLAN session in a

non-default routing instance. You can then include the aaa-routing-instance statement

in the domainmap, to specify that the AAA context uses the default routing instance for

the dynamic VLAN session. The subscriber session is unchanged and remains in the

non-default routing instance.

Related
Documentation

Domain Mapping Overview on page 184•

• Specifying a Target Logical System/Routing Instance in a Domain Map on page 194
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Configuring a DomainMap

To configure a domain map for subscriber management:

1. Create the domain map. For the map name, specify the domain name that you want

the domain map to use. (Use default for the name of the default domain map.)

[edit access]
user@host# edit domainmap domain-map-name

• For example, to create a domainmap tobemapped to subscriberswith the domain

name example.com:

[edit access]
user@host# edit domainmap example.com

• To create a wildcard domain map to bemapped to subscribers whose domain

name is not an exact match, but is a partial match:

[edit access]
user@host# edit domainmap premiumTier*

See “Configuring aWildcard Domain Map” on page 189.

• To create a default domain map to bemapped to subscribers with non-matching

domain names:

[edit access]
user@host# edit domainmap default

• To create a domain map to bemapped to subscribers without a domain or realm

name:

[edit access]
user@host# edit domainmap none

2. (Optional) Specify the access profile used to apply access rules for the domain map.

See “Specifying an Access Profile in a Domain Map” on page 191.

3. (Optional) For dynamic profiles, clarify the provided dynamic configuration for the

subscriber session.

See “Specifying a Dynamic Profile in a Domain Map” on page 192.

4. (Optional) Specify the address pool used to allocate address for the domain map.

See “Specifying an Address Pool in a Domain Map” on page 192.

5. (Optional) Configure the target logical system/routing instance for the subscriber

context.

See“SpecifyinganAAALogicalSystem/Routing Instance inaDomainMap”onpage193.

6. (Optional)Configure the target logical system/routing instance inwhichAAA requests

are sent for the domain map.
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See “Specifying a Target Logical System/Routing Instance in a Domain Map” on

page 194.

7. (Optional)Configure rules fordomainnames; for example;delimiters, parsingdirection,

and domain stripping. Delimiters and parsing direction are configured globally for all

domain maps. Domain stripping is enabled in the domain map.

See “Configuring Domain and Realm Name Usage for Domain Maps” on page 195.

8. (Optional) Configure rules to remove the domain portion from the username for

authentication, accounting, and display purposes.

See “Enabling Domain Name Stripping” on page 198.

9. (Optional) Configure rules to strip the user portionof the username for authentication

only. You can also use a directional option to configure a left-to-right (default) or

right-to-left application.

See strip-username.

10. (Optional) Specify a password to use for all subscriber authentications. This option

affects only the username/password sent in the access-request to external

policy/RADIUS servers.

See override-password.

11. (Optional)Assigna tunnelprofile thatprovides tunneldefinitions for thedomainmap.

See “Specifying a Tunnel Profile in a Domain Map” on page 199.

12. (Optional) Assign a tunnel switch profile to be applied by the domain map.

See “Specifying a Tunnel Switch Profile in a Domain Map” on page 199.

13. (Optional) Configure the PADN parameters used for PPPoE route information for the

domain map.

See “Configuring PADN Parameters for a Domain Map” on page 200.

Related
Documentation

Domain Mapping Overview on page 184•

• Verifying and Managing Domain Map Configuration on page 254

Configuring aWildcard DomainMap

Subscriber management supports a wildcard domain map feature that enables you to

configure a domainmapping that is based on a partial wildcardmatch.When there is no

exact match between the subscriber domain name and a configured domain map,
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subscriber management next looks for a partial match between the subscriber domain

name and a wildcard domain map.

To create the wildcard domain map, you include the asterisk wildcard character when

you configure the domainmap name, such as, domainmap example*. You can insert the

wildcard character anyplace within the domain map, and the wildcard can represent

zero or any number of characters. The asterisk is the only supported wildcard character.

For example, the configuration statement domainmap example*northern.com creates

a wildcard domain map that is a partial match for all domain names beginning with

example and ending with northern.com, such as examplenorthern.com,

example-northern.com, andexample1234northern.com. However if youmove thewildcard

character in the domain map name to domainmap example-northern*.com, this creates

amore restrictive match that requires the partial matching domain names to start with

example-northern, such as example-northern555.com or example-northern-alpha.com.

Wildcarddomainmapping isalsousefulwhensubscribermanagementderives subscriber

usernames from the DHCPv4 Agent Remote ID (option 82 suboption 2) or the DHCPv6

Remote-ID (option 37). In these cases, the resultant username is in the format

subscriberID|service-plan|accountID|unused; for example,

EricSmith|premiumTier1|314159265|0000 (where the | character is the delimiter). In this

example, subscriber management parses the username left-to-right, and identifies the

subscriber’s domain as premiumTier1|314159265|0000. To create a wildcard domain

map that is used for this subscriber, you might configure domainmap premiumTier1*.

The following example describes how four subscribers aremapped to different domains.

For this example, there are three domain maps configured; the default domain map, a

domain map named example3000.com, and a wildcard domain map named example*.

The subscribers are mapped as shown in the following list:

• eric@example3000.com—There is an exact domain mapmatch, so the subscriber is

mapped to domain example3000.com.

• jack@example1001.com—There is no exact match, but there is a partial match to the

wildcard domain, so the subscriber is mapped to the wildcard domain example*.

• ginger@example-western.com—There is no exact match, but there is a partial match

to the wildcard domain, so the subscriber is also mapped to the wildcard domain

example*.

• sunshine@test.com—There is no exact match, nor is there a partial match to the

wildcard domain, so the subscriber is mapped to the default domain.

To configure a wildcard domain map:

1. Specify the domain map name, including the wildcard character.

[edit access]
user@host# edit domainmap premiumTier*

2. Specify the optional characteristics for the wildcard domain map.
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See “Configuring a Domain Map” on page 188.

Related
Documentation

Domain Mapping Overview on page 184•

• Configuring a Domain Map on page 188

Specifying an Access Profile in a DomainMap

You use access profiles to specify the access rules and options (for example, the RADIUS

authentication server and attributes) that the router applies to subscriber sessions. The

domain map feature enables you to apply a specific access profile for subscribers in a

particular domain.

Access profiles can be specified or modified in several different ways. If conflicts occur,

the router applies the access profiles based on the precedence rules shown in

Table 24 on page 191.

Table 24: Precedence Rules for Applying Access Profiles

How the Access Profile Is Applied
Precedence (High
to Low)

Specified by the RADIUS Redirect-VRouter-Name attribute (VSA 26-25)1

Specified in the domain map configuration stanza2

Indirectly specified in the domain map configuration stanza by the AAA
logical system/routing instancemapping

3

Specified in the client configuration stanza4

Specified in the logical system/routing instance configuration stanza5

To include an access profile in a domain map:

1. Specify the domain map you want to configure.

[edit access]
user@host# edit domainmap domain-map-name

2. Specify the access profile you want to include in the domain map.

[edit access domainmap domain-map-name]
user@host# set access-profile profile-name

Related
Documentation

Domain Mapping Overview on page 184•

• Configuring a Domain Map on page 188
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Specifying an Address Pool in a DomainMap

You can use the domain map feature to specify the address pool that the router uses to

allocate address for subscriber sessions. The address pool can include both IPv4 and

IPv6 address ranges.

Address pools can be specified or modified in several different ways. If conflicts occur,

the router applies the address pool based on the precedence rules shown in

Table 25 on page 192.

Table 25: Precedence Rules for Determining the Address Pool to Use

How the Address Pool Reference Is ProvidedPrecedence (High to Low)

Specified by the RADIUS Framed-Pool attribute (RADIUS
attribute 88)

1

Configured in the domain map configuration stanza2

Specified in the client configuration stanza (by address
match rules)

3

To specify the address pool used for a domain map:

1. Specify the domain map you want to configure.

[edit access]
user@host# edit domainmap domain-map-name

2. Specify the address pool you want to use for the domain map.

[edit access domainmap domain-map-name]
user@host# set address-pool pool-name

Related
Documentation

Domain Mapping Overview on page 184•

• Configuring a Domain Map on page 188

Specifying a Dynamic Profile in a DomainMap

A dynamic profile defines the set of characteristics that provide dynamic access and

services for subscriber sessions (such as class-of-service, protocols, and interface

support). The domainmap feature enables you to apply a specific dynamic profile based

on subscriber domains.

Dynamic profiles are configured at the [edit dynamic-profiles] hierarchy, and can be

specified or modified in several different ways. If conflicts occur, the router applies the

dynamic profiles based on the precedence rules shown in Table 26 on page 193.
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Table 26: Precedence Rules for Applying Dynamic Profiles

How the Dynamic Profile Is AppliedPrecedence (High to Low)

Specifiedby theRADIUSVirtual-Router attribute (VSA26-1)
or the Redirect-VRouter-Name attribute (VSA 26-25)

1

Specified in the domain map configuration stanza2

Specified in the client configuration stanza3

To include a dynamic profile in a domain map:

1. Specify the domain map you want to configure.

[edit access]
user@host# edit domainmap domain-map-name

2. Specify the dynamic profile you want to include in the domain map.

[edit access domainmap domain-map-name]
user@host# set dynamic-profile profile-name

Related
Documentation

Domain Mapping Overview on page 184•

• Configuring a Domain Map on page 188

Specifying an AAA Logical System/Routing Instance in a DomainMap

By default, a domain map uses the subscriber logical system/routing instance as the

context in which the authd daemon sends AAA authentication and accounting requests.

You can optionally configure the domain map to direct AAA requests to a particular

context, based on the subscriber domain name. Specifying a non-default AAA context

enables you to manage workflow and traffic load, and to efficiently make changes for a

large number of subscribers. For example, after upgrading your RADIUS services, you

might configure a domainmap to specify that all subscribers in the domain example.com

are now authenticated by a RADIUS server in a particular AAA context.

NOTE: Changing the AAA context does not change the subscriber context.
Youuse the target-logical-system statement toexplicitly configure the logical

system/routing instance for subscribers.

To configure the logical system/routing instance context used for AAA requests:

1. Specify the domain map you want to configure.

[edit access]
user@host# edit domainmap domain-map-name
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2. Specify the routing instance. If a non-default routing instance is currently configured,

you can use the default option to specify that the domainmap use the default routing

instance. The AAA logical system is automatically set to the default.

[edit access domainmap domain-map-name]
user@host# set aaa-routing-instance (routing-instance-name | default)

NOTE: Subscriber management is supported in the default logical system
only.

Related
Documentation

Domain Mapping Overview on page 184•

• UnderstandingDomainMapsandLogicalSystem/Routing InstanceContextsonpage187

• Configuring a Domain Map on page 188

• UnderstandingDomainMapsandLogicalSystem/Routing InstanceContextsonpage187

• Specifying a Target Logical System/Routing Instance in a Domain Map on page 194

Specifying a Target Logical System/Routing Instance in a DomainMap

By default, the router places a subscriber in the logical system/routing instance context

of the interface on which the subscriber negotiations start. You can later change the

routing instance of the subscriber’s context through the use of either a domain map or

the RADIUS authentication server.

Subscriber management is supported in the default logical system only, however you

canconfigure thedomainmap touseanon-default routing instance.Also, if anon-default

routing instance is already configured, you can configure the domain map to use the

default routing instance.

To configure the logical system/routing instance context used for a subscriber’s interface

:

1. Specify the domain map you want to configure.

[edit access]
user@host# edit domainmap domain-map-name

2. Specify the target routing instance (the default logical system is used by default). If

a non-default routing instance is currently configured, you can use the default option

to specify that the domain map use the default routing instance.

[edit access domainmap domain-map-name]
user@host# set target-routing-instance (routing-instance-name | default)
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NOTE: Subscriber management is supported in the default logical system
only.

Related
Documentation

Domain Mapping Overview on page 184•

• UnderstandingDomainMapsandLogicalSystem/Routing InstanceContextsonpage187

• Configuring a Domain Map on page 188

• UnderstandingDomainMapsandLogicalSystem/Routing InstanceContextsonpage187

Configuring Domain and RealmNameUsage for DomainMaps

You can configure how the router determines the domain names that are used for the

domain mapping feature. At the global level, you can specify rules that are used for

domainmaps.Theglobal rulesenable you tospecifyadditional characters that the router

can recognize as domain or realmnamedelimiters and to specify the direction the router

uses to parse domain or realm names. The purpose of parsing a domain or realm name

is to identify a single, unique name that the router uses as the subscriber’s domain name,

regardless of whether the source of the name is in the typical domain name format

(joseph@example.com)or in the realmnameformat (example.com\marilyn).The router

uses the resulting domain name for operations such as domain map lookup and

processing.At thedomainmap level, youcanalsoenabledomainnamestripping.Domain

name stripping specifies that the router remove the parsed domain or realm name from

the subscriber username prior to performing any additional processing for the domain

map.

To configure domain name usage rules for domain maps:

1. (Optional) For domain or realm names, configure the parsing order, which specifies

whether the router searches for the domain name or the realm name first.

See “Specifying the Parsing Order for Domain and Realm Names” on page 197.

2. (Optional) For domain or realm names, configure the delimiters you want the router

to recognize for domain maps.

See “Specifying Domain and Realm Name Delimiters” on page 196.

3. (Optional) For domain or realm names, configure the parse direction you want the

router to use when determining domain names for domain maps.

See “Specifying the Parsing Direction for Domain and Realm Names” on page 197.

4. (Optional) For domain names, configure the router to remove the parsed domain or

realm name from usernames in the domain map before using AAA services.

See “Enabling Domain Name Stripping” on page 198.
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Related
Documentation

Domain Mapping Overview on page 184•

• Configuring a Domain Map on page 188

Specifying Domain and RealmNameDelimiters

A delimiter is the character that separates a subscriber username from the domain or

realmname.Delimiters are commonly used for domain or realmnameparsing or domain

name stripping. You can specify a maximum of eight delimiters that the router uses to

recognizedomainor realmnames foradomainmap. If youdonotconfigureanydelimiters,

the router uses the@character bydefault for domainnames. There is nodefault delimiter

for realm names.

For example, your network might include the subscribers bob@test.com,

pete!example.com, and test.net\maria. In this case, you would configure the router to

recognize the characters@ and ! as domain name delimiters, and the \ character as a

realm name delimiter.

Keep the following guidelines in mind when specifying delimiters:

• You cannot use the semicolon (;) as a delimiter.

• If youconfigureoptionaldomainnamedelimiters, youmustalsospecify the@character

(the default delimiter) if you want to continue to use it as a delimiter.

• If you configure optional domain name delimiters and then unconfigure them, the

router sets the domain map delimiter back to the default@ character.

To configure domain and realm name delimiters for domain maps:

1. Specify that you want to configure domain attributes.

[edit]
user@host# edit access domain

2. Specify the characters you want to use as domain name delimiters. Do not include

spaces between the delimiters.

[edit access domain]
user@host# set delimiter@!

3. Specify the characters you want to use as realm name delimiters. Do not include

spaces between the delimiters.

[edit access domain]
user@host# set realm-delimiter \

Related
Documentation

Configuring Domain and Realm Name Usage for Domain Maps on page 195•
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Specifying the Parsing Order for Domain and RealmNames

The router parses theusernamedomainor realmname inorder to identify a single, unique

name that the router uses as the subscriber’s domain name, regardless of whether the

source of the name is in the typical domain name format (joseph@example.com) or in

the realm name format (example.com\marilyn). You can specify the whether the router

first searches the subscriber username for a domain name or for a realm name. If the

router does not find the specified name (for example, you specify realm-first and there

is no realmname in the username), then the router searches for the second type of name

(domain name, in this case). If the router does not find either a realm-name or a domain

name, then there is no domain that can be used for domain mapping operations.

To configure the domain name parsing direction for domain maps:

1. Specify that you want to configure domain attributes.

[edit]
user@host# edit access domain

2. Specify the parsing order you want the router to use, either the domain name first or

the realm name first.

[edit access domain]
user@host# set parse-order domain-first

Related
Documentation

Configuring Domain and Realm Name Usage for Domain Maps on page 195•

Specifying the Parsing Direction for Domain and RealmNames

You can specify the direction in which the router performs the parsing operation it uses

to identify subscriber domain or realm names for domain maps. During the parsing

operation, the router searches theusernameuntil it recognizesadelimiter. It thenconsiders

anything to the right of the delimiter as the domain. By default, the router parses from

right to left, starting at the right-most character in the username.

The router uses a subscriber’s domain name to perform domain map lookup and

processingoperations. Youcanconfigurehowthe router identifies auniquedomainname

when the user’s name is presented in a traditional domain name format or a realmname.

In the traditional domain name format, the user’s name is followed by the domain name;

for example, joe@example.com. In the realm name format, the user’s name is preceded

by the domain name, referred to as the realm name; for example, example.com@joe.

The purpose of parsing a domain or realm name is to identify a single name that the

router uses as the subscriber’s domain name, regardless if the source of the name is the

user’s original domain name or realm name. The router uses the resulting domain name

for operations such as domain map lookup and processing. At the domain map level,

you can also enable domain name stripping.

Thedomainparsingdirection youuse is importantwhen therearenesteddomainnames.

For example, for the username user1@test.com@example.com, right-to-left parsing
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produces a domain name of example.com. For the same username, left-to-right parsing

produces a domain name of test.com@example.com.

To configure the domain name parsing direction for domain maps:

1. Specify that you want to configure domain attributes.

[edit]
user@host# edit access domain

2. Specify the parsing direction you want the router to use if the username uses the

typical domain name format, in which the domain name follows the user’s name.

[edit access domain]
user@host# set parse-direction left-to-right

3. Specify theparsingdirectionyouwant the router touse if theusernameuses the realm

name format, in which the realm name precedes the user’s name.

[edit access domain]
user@host# set realm-parse-direction right-to-left

Related
Documentation

Configuring Domain and Realm Name Usage for Domain Maps on page 195•

Enabling Domain Name Stripping

You can configure the router to strip the domain name from usernames before any AAA

services are used. Domain name stripping is done for domain maps. The router uses the

delimiters and parsing direction you globally configure to determine the domain name

that is removed. For example, if the router uses thedefault delimiter andparsingdirection

right-to-left, the username user1@example.com is stripped to be user1.

To configure the router to strip the domain name from usernames in a domain map:

1. Specify the domain map for the stripping operation.

[edit]
user@host# edit access domainmap domain-map-name

2. Enable domain name stripping.

[edit access domainmap domain-map-name]
user@host# set strip-domain

Related
Documentation

Configuring Domain and Realm Name Usage for Domain Maps on page 195•
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Specifying a Tunnel Profile in a DomainMap

Tunnel profiles specify tunnel definitions (for example, a set of L2TP tunnels and their

attributes) that the routerapplies tosubscriber sessions.Thedomainmapfeatureenables

you to apply a specific tunnel profile to subscribers in a particular domain.

NOTE: A tunnel profile specified by a RADIUS server in the Tunnel-Group
attribute (VSA 26-64) takes precedence over the tunnel profile specified in
the domainmap.

To include a tunnel profile in a domain map:

1. Specify the domain map you want to configure.

[edit access]
user@host# edit domainmap domain-map-name

2. Specify the tunnel profile you want to include in the domain map.

[edit access domainmap domain-map-name]
user@host# set tunnel-profile profile-name

Related
Documentation

Domain Mapping Overview on page 184•

• Configuring a Domain Map on page 188

• Configuring a Tunnel Profile for Subscriber Access

Specifying a Tunnel Switch Profile in a DomainMap

Tunnel switch profiles determine whether packets in an L2TP subscriber session from a

LAC are switched to another session that has a different destination LNS. The tunnel

switch profile can also specify how certain L2TP AVPs are handled when the packets

are switched to a second tunnel. Thedomainmap feature enables you to apply a specific

tunnel switch profile to subscribers in a particular domain.

NOTE: A tunnel switch profile specified by a RADIUS server in the Tunnel
Switch-Profile VSA (26-91) takes precedence over the tunnel switch profile
specified in the domainmap. If the Tunnel-Group VSA (26–64) is received
in addition to the Tunnel Switch-Profile VSA (26-91), the Tunnel
Switch-Profile VSA (26-91) takes precedence over the Tunnel-Group VSA
(26-64), ensuring that the subscribers are tunnel switched rather than LAC
tunneled.

To include a tunnel switch profile in a domain map:

1. Specify the domain map you want to configure.
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[edit access]
user@host# edit domainmap domain-map-name

2. Specify the tunnel switch profile you want to include in the domain map.

[edit access domainmap domain-map-name]
user@host# set tunnel-switch-profile profile-name

Related
Documentation

Domain Mapping Overview on page 184•

• Configuring a Domain Map on page 188

• Configuring L2TP Tunnel Switching

Configuring PADNParameters for a DomainMap

You can configure PPPoE to receive PPPoE Active Discovery Network (PADN)messages

when a subscriber connects to a PPPoE server. The PADN information associates the

PPPoE session with a set of routes that the session can use. You can configure the route

information in a domain map, which enables you to apply specific PADN information to

subscribers inaparticular domain. Youcanconfigureamaximumof 16 routes inadomain

map.

To configure PADN parameters in a domain map:

1. Specify the domain map you want to configure.

[edit access]
user@host# edit domainmap domain-map-name

2. Specify the PADN route information youwant to include in the domainmap. For each

route, include the destination IP address, subnet mask, and route metric.

[edit access domainmap domain-map-name]
user@host# set padndestination-addressmaskdestination-maskmetric route-metric

Related
Documentation

• Domain Mapping Overview on page 184

• Configuring a Domain Map on page 188
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CHAPTER 14

Configuring Dynamic Service Activation
for Subscriber Access

• Using RADIUS Dynamic Requests for Subscriber Access Management on page 201

• Dynamic Service Activation During Login Overview on page 202

• Configuring RADIUS-Initiated Dynamic Request Support on page 202

• RADIUS-Initiated Change of Authorization (CoA) Overview on page 203

• Usage Thresholds for Subscriber Services on page 206

• RADIUS-Initiated Disconnect Overview on page 207

• Error-Cause Codes (RADIUS Attribute 101) for Dynamic Requests on page 208

Using RADIUS Dynamic Requests for Subscriber AccessManagement

RADIUS dynamic requests provide an efficient way to centrally manage subscriber

sessions. TheAAAServiceFramework’sRADIUSdynamic request support allowsRADIUS

servers to initiate user-related operations, such as a termination operation, by sending

unsolicited requestmessages to the router.Without theRADIUSdynamic request feature,

the only way to disconnect a RADIUS user is from the router, which can be cumbersome

and time-consuming in large networks.

In a typical client-server RADIUS environment, the router functions as the client and

initiates requests sent to the remote RADIUS server. However, when using RADIUS

dynamic requests, the roles are reversed. For example, during a disconnect operation,

the remoteRADIUSserver performsas theclient and initiates the request (thedisconnect

action) — the router functions as the server in the relationship.

Youcreateanaccessprofile to configure the router to supportRADIUSdynamic requests.

This configurationenables the router to receiveandacton the following typesofmessages

from remote RADIUS servers:

• Access-Acceptmessages—Dynamicallyactivateservicesbasedonattributes inRADIUS

Access-Accept messages received when a subscriber logs in.

• Change-of-Authorization (CoA)messages—Dynamicallymodifyactive sessionsbased

on attributes in CoAmessages. CoAmessages can include service creation requests,

deletion requests, RADIUS attributes, and Juniper Networks VSAs.

• Disconnect messages—Immediately terminate specific subscriber sessions.
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Related
Documentation

Dynamic Service Activation During Login Overview on page 202•

• RADIUS-Initiated Change of Authorization (CoA) Overview on page 203

• RADIUS-Initiated Disconnect Overview on page 207

• Configuring RADIUS-Initiated Dynamic Request Support on page 202

• RADIUS Attributes and Juniper Networks VSAs Supported by the AAA Service

Framework on page 13

• Error-Cause Codes (RADIUS Attribute 101) for Dynamic Requests on page 208

Dynamic Service Activation During Login Overview

TheAAAServiceFrameworkenables the router todynamicallyactivatesubscriber services

as part of a subscriber login operation.

The framework sets up the subscriber session and then completes the service action

specified by the Juniper Networks VSA 26–65 that is received in the Access-Accept

message. If the service request is unsuccessful, the framework logs out the subscriber.

As part of dynamic service activation, you can also specify usage thresholds for the

service—when the threshold is reached, the service is deactivated. You use Juniper

Networks VSAs to set the thresholds for the maximum traffic volume for a service and

for the length of time the service can be active.

Related
Documentation

Using RADIUS Dynamic Requests for Subscriber Access Management on page 201•

• Configuring RADIUS-Initiated Dynamic Request Support on page 202

• RADIUS-Initiated Disconnect Overview on page 207

• RADIUS-Initiated Change of Authorization (CoA) Overview on page 203

• Usage Thresholds for Subscriber Services on page 206

Configuring RADIUS-Initiated Dynamic Request Support

The router uses the list of specifiedRADIUSauthentication servers forbothauthentication

and dynamic request operations. The router listens on UDP port 3799 for dynamic

requests.

To configure RADIUS dynamic request support:

• Specify the IP address of the RADIUS server.

[edit access profile isp-bos-metro-fiber-basic radius]
user@host# set authentication-server 192.168.1.3

To configure the router to support dynamic requests frommore than one RADIUS server:

• Specify the IP addresses of multiple RADIUS servers.

[edit access profile isp-bos-metro-fiber-basic radius]

Copyright © 2018, Juniper Networks, Inc.202

Broadband Subscriber Sessions Feature Guide



user@host# set authentication-server 192.168.1.3 192.168.10.15

You can define the UDP port number to configure the port on which the router that

functions as the RADIUS dynamic-request server must receive requests from RADIUS

servers. Bydefault, the router listensonUDPport 3799 fordynamic requests fromremote

RADIUSservers. You canconfigure theUDPport number tobeused for dynamic requests

for a specific access profile or for all of the access profiles on the router. To define the

UDP port number, include the dynamic-request-port port-number statement at the [edit

access profile profile-name radius-server server-address] or the [edit access radius-server

server-address] hierarchy level.

To specify the UDP port for all of the access profiles:

[edit access]
radius-server server-address {
dynamic-request-port port-number;

}

To specify the UDP port for a specific access profile:

[edit access]
profile profile-name {
radius-server server-address {
dynamic-request-port port-number;

}
}

Related
Documentation

Using RADIUS Dynamic Requests for Subscriber Access Management on page 201•

• Dynamic Service Activation During Login Overview on page 202

• RADIUS-Initiated Change of Authorization (CoA) Overview on page 203

• RADIUS-Initiated Disconnect Overview on page 207

• RADIUS Attributes and Juniper Networks VSAs Supported by the AAA Service

Framework on page 13

• Error-Cause Codes (RADIUS Attribute 101) for Dynamic Requests on page 208

RADIUS-Initiated Change of Authorization (CoA) Overview

TheAAAServiceFrameworkusesCoAmessages todynamicallymodifyactivesubscriber

sessions. For example, RADIUSattributes inCoAmessagesmight instruct the framework

to create, modify, or terminate a subscriber service. You can also use CoAmessages to

set or modify usage thresholds for current subscriber services.

CoAMessages

Dynamic request support enables the router to receive and process unsolicited CoA

messages from external RADIUS servers. RADIUS-initiated CoAmessages use the

following codes in request and responsemessages:

• CoA-Request (43)

203Copyright © 2018, Juniper Networks, Inc.

Chapter 14: Configuring Dynamic Service Activation for Subscriber Access



• CoA-ACK (44)

• CoA-NAK (45)

Qualifications for Change of Authorization

To complete the change of authorization for a user, you specify identification attributes

and session attributes. The identification attributes identify the subscriber. Session

attributes specify theoperation (activationordeactivation) toperformon thesubscriber’s

sessionandalso includeanyclientattributes for thesession (for example,QoSattributes).

The AAA Service Framework handles the actual request.

Table 27 on page 204 shows the identification attributes for CoA operations.

NOTE: Using theAcct-Session-ID attribute to identify the subscriber session
is more explicit than using the User-Name attribute. When you use the
User-Name as the identifier, the CoA operation is applied to the first session
that was logged in with the specified username. However, because a
subscribermighthavemultiple sessionsassociatedwith thesameusername,
the first sessionmight not be the correct session for the CoA operation.

When you use the Acct-Session-ID attribute, it identifies the specific
subscribersession,avoiding thatpotentialerror.AlthoughtheAcct-Session-ID
attributecan includean interfacespecifier inaddition to thesession ID—when
the attribute is in the description format—only the session ID is used for
subscriber matching. For example, if the subscriber has a subscriber session
ID of 54785, then the subscriber is matched when the Acct-Session-ID

attribute is 54785 (decimal format), or jnpr demux0.1073759682:54785

(description format), or indeed any value:54785 (description format).

Table 27: Identification Attributes

DescriptionAttribute

Subscriber username.User-Name [RADIUS attribute 1]

Specific subscriber session.Acct-Session-ID [RADIUS attribute 44]

Table 28 on page 204 shows the session attributes for CoA operations. Any additional

client attributes that you include depend on your particular session requirements.

Table 28: Session Attributes

DescriptionAttribute

Service to activate for the subscriber.Activate-Service [Juniper Networks VSA
26–65]

Service to deactivate for the subscriber.Deactivate-Service [JuniperNetworksVSA
26–66]
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Table 28: Session Attributes (continued)

DescriptionAttribute

Amount of traffic, in MB, that can use the service;
service is deactivatedwhen the volume is exceeded.

Service-Volume [Juniper Networks VSA
26-67]

Number of seconds that the service can be active;
service is deactivated when the timeout expires.

Service-Timeout [Juniper Networks VSA
26-68]

Amount of traffic, in 4GB units, that can use the
service; service is deactivated when the volume is
exceeded.

Service-Volume-Gigawords [Juniper
Networks VSA 26-179]

New values of service and time quotas for existing
service.

Update-Service [Juniper Networks VSA
26-180]

Message Exchange

The RADIUS server and the AAA Service Framework on the router exchangemessages

using UDP. The CoA-Request message sent by the RADIUS server has the same format

as the Disconnect-Request packet that is sent for a disconnect operation.

The response is either a CoA-ACK or a CoA-NAKmessage:

• If the AAA Service Framework successfully changes the authorization, the response is

a RADIUS-formatted packet with a CoA-ACKmessage, and the data filter is applied

to the session.

• If AAA Service Framework is unsuccessful, the request is malformed, or attributes are

missing, the response is a RADIUS-formatted packet with a CoA-NAKmessage.

NOTE: TheAAAServiceFrameworkprocessesonedynamic requestatatime
per subscriber. If the framework receives a second dynamic request (either
another CoA or a Disconnect-Request) while processing a previous request
for the same subscriber, the framework respondswith a CoA-NAKmessage.
Starting in JunosOSRelease 15.1R5,CoA-Request retrymessagesare ignored
and no CoA-NAK is sent in response to them.

Release History Table DescriptionRelease

Starting in Junos OS Release 15.1R5, CoA-Request retry messages are
ignored and no CoA-NAK is sent in response to them.

15.1R5

Related
Documentation

Using RADIUS Dynamic Requests for Subscriber Access Management on page 201•

• Dynamic Service Activation During Login Overview on page 202

• RADIUS-Initiated Disconnect Overview on page 207
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• Configuring RADIUS-Initiated Dynamic Request Support on page 202

• Usage Thresholds for Subscriber Services on page 206

Usage Thresholds for Subscriber Services

Starting in Junos OS Release 14.1, subscriber management enables you to manage

subscriber services by establishing usage thresholds when a service is dynamically

activated or when an existing service is modified by a RADIUS CoA action.The service is

deactivated when the specified threshold is reached.

Subscriber management supports two types of usage thresholds—traffic volume and

time. You use Juniper Networks VSAs to set the usage thresholds. The VSAs are

transmitted in RADIUS Access-Accept messages for dynamically activated services, or

in RADIUS-initiated CoA-Request messages for existing services. The volume threshold

sets the maximum amount of the total input and output traffic that can use the service

before the service is deactivated. A time threshold sets themaximum length of time that

theservicecanbeactive.Table29onpage206shows theVSAsused for volumeand time

thresholds.

Table 29: Juniper Network VSAs Used for Service Thresholds

ValueDescriptionAttribute Name
Attribute
Number

• range = 0 through 16777215 MB

• 0 = no limit

Amountof inputandoutput traffic, inMB, that
can use the service; service is deactivated
when the volume is exceeded. Tagged VSA,
which supports 8 tags (1-8). The router polls
the traffic in 10minute intervals.

Service-Volume26-67

• range = 0 through 16777215
seconds

• 0 = no timeout

Number of seconds that the service can be
active; service isdeactivatedwhen the timeout
expires. Tagged VSA, which supports 8 tags
(1-8).

Service-Timeout26-68

• range = 0 through 16777215 4GB
units

• 0 = no limit

Amount of input and output traffic, in 4GB
units, that can use the service; service is
deactivated when the volume is exceeded.
TaggedVSA,which supports 8 tags (1-8). The
router polls the traffic in 10minute intervals.

Service-Volume-Gigawords26-179

string: service-nameNew values of service and time quotas for an
existing service. Tagged VSA, which supports
8 tags (1-8).

Update-Service26-180
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Release History Table DescriptionRelease

Starting in JunosOSRelease 14.1, subscribermanagementenablesyou tomanage
subscriber services by establishing usage thresholds when a service is
dynamically activated or when an existing service is modified by a RADIUS CoA
action.

14.1

Related
Documentation

Dynamic Service Activation During Login Overview on page 202•

• RADIUS-Initiated Change of Authorization (CoA) Overview on page 203

RADIUS-Initiated Disconnect Overview

This section describes the AAA Service Framework’s support for RADIUS-initiated

disconnect dynamic requests. The AAA Service Framework uses disconnect messages

to dynamically terminate active subscriber sessions.

Disconnect Messages

Tocentrally control thedisconnectionof remoteaccess subscribers, theRADIUSdynamic

request feature on the router receives and processes unsolicitedmessages fromRADIUS

servers.

The dynamic request feature uses the existing format of RADIUSdisconnect request and

responsemessages. RADIUS-initiated disconnect uses the following codes in its RADIUS

request and responsemessages:

• Disconnect-Request (40)

• Disconnect-ACK (41)

• Disconnect-NAK (42)

Qualifications for Disconnect

For the AAA Service Framework to disconnect a user, the Disconnect-Request message

must contain an attribute with an accounting session ID. The Disconnect-Request

messagecancontain anAcct-Session-Id (44)attributeor anAcct-Multi-Session-Id (50)

attribute for the session IDorboth. If both theAcct-Session-IdandAcct-Multi-Session-Id

attributes are present in the request, the router uses both attributes. If the User-Name

(1) attribute is also present in the request, the username and accounting session ID are

used to perform the disconnection. The AAA Service Framework handles the actual

request.

Message Exchange

The RADIUS server and the AAAService Framework exchangemessages using UDP. The

Disconnect-Request message sent by the RADIUS server has the same format as the

CoA-Request packet that is sent for a change of authorization operation.

207Copyright © 2018, Juniper Networks, Inc.

Chapter 14: Configuring Dynamic Service Activation for Subscriber Access



The disconnect response is either a Disconnect-ACK or a Disconnect-NAKmessage:

• If the AAA Service Framework successfully disconnects the user, the response is a

RADIUS-formatted packet with a Disconnect-ACKmessage.

• If the AAA Service Framework cannot disconnect the user, the request is malformed,

or attributes aremissing from the request, the response is aRADIUS-formatted packet

with a Disconnect-NAKmessage.

NOTE: TheAAAServiceFrameworkprocessesonedynamic requestatatime
per subscriber. If the framework receives a second dynamic request while
processing aprevious request (either aCoAor another Disconnect-Request)
for the same subscriber, the framework responds with a Disconnect-NAK
message.

Related
Documentation

Using RADIUS Dynamic Requests for Subscriber Access Management on page 201•

• Dynamic Service Activation During Login Overview on page 202

• Configuring RADIUS-Initiated Dynamic Request Support on page 202

Error-Cause Codes (RADIUS Attribute 101) for Dynamic Requests

WhenaRADIUS-initiatedCoAordisconnectoperation is unsuccessful, the router includes

an error-cause attribute (RADIUS attribute 101) in the CoA-NAK or Disconnect-NAK

message that it sends back to the RADIUS server. If the detected error does not map to

one of the supported error-cause attributes, the router sends the message without an

error-cause attribute. Table 30 on page 208 describes the error-cause codes.

Table 30: Error-Cause Codes (RADIUS Attribute 101)

DescriptionValueCode

The request contains an attribute that is not supported (for
example, a third-party attribute).

Unsupported attribute401

A critical attribute (for example, the session identification
attribute) is missing from a request.

Missing attribute402

Some other aspect of the request is invalid, such as if one or
more attributes are not formatted properly.

Invalid request404

The session context identified in the request does not exist
on the router.

Session context not
found

503

Thesubscriber identifiedbyattributes in the request is owned
by a component that is not supported.

Session context not
removable

504

A request could not be honored due to lack of available NAS
resources (such as memory).

Resources unavailable506
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Related
Documentation

• RADIUS-Initiated Change of Authorization (CoA) Overview on page 203

• RADIUS-Initiated Disconnect Overview on page 207
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CHAPTER 15

Configuring Termination Causes for
Protocols

• Understanding Session Termination Causes and RADIUS Termination Cause

Codes on page 211

• MappingSessionTerminationCauses toCustomTerminationCauseCodesonpage213

• AAA Termination Causes and Code Values on page 214

• DHCP Termination Causes and Code Values on page 216

• L2TP Termination Causes and Code Values on page 217

• PPP Termination Causes and Code Values on page 237

• VLAN Termination Causes and Code Values on page 245

Understanding Session Termination Causes and RADIUS Termination Cause Codes

WhenaRADIUSAcct-Stopmessage is issuedasa result of the terminationofa subscriber

session or service session, the RADIUS Acct-Terminate-Cause attribute (49) reports the

cause or reason for the termination. This attribute is included only in RADIUS Acct-Stop

messages. The termination cause is conveyed as a code value in the attribute.RFC 2866,

RADIUS Accounting, defines the standard mapping between 18 code values and

termination causes.

Junos OS defines a set of internal termination cause codes that are mapped to the

RFC-defined code values. Default mappings exist for AAA, DHCP, L2TP, PPP, and VLAN

subscriber and service sessions. When a subscriber or service session is terminated, the

router logs amessage for the internal termination cause and logs another message for

the RADIUS Acct-Terminate-Cause attribute.

You can use the logged information to help monitor and troubleshoot the events. For

example, the AAA termination causes include session and service terminations as well

as access denials. Youmight want to route the access failures to a team that monitors

attempts to hack the network, the timeout failures to a AAA server team, and resource

failures to a team that manages the routers.

Because there are many different Junos OS internal identifiers for termination causes

and only 18 standard code values defined in the RFC, by default a given code value can

map tomultiple identifiers. Instead of using the default code values, you can optionally

map any of the internally defined termination causes to any 32-bit number (1 through
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4,294,967,295). The flexibility of customizedmapping greatly increases the possibilities

for fine-grained analytics and failure tracking.

NOTE: A single mapping for RADIUS account termination is shared by all
clients.

Table31onpage212 lists theRFC-definedstandardRADIUSAcct-Terminate-Causecodes

and the corresponding causes.

Table 31: RFC-Defined Code Values and Termination Causes

DescriptionTermination Cause
Code
Value

User initiated the disconnect (logout).User Request1

DCDwas dropped on the port.Lost Carrier2

Service can no longer be provided; for example, the user’s
connection to a host was interrupted.

Lost Service3

Idle timer expired.Idle Timeout4

Subscriber reachedthemaximumcontinuoustimeallowed
for the service or session.

Session Timeout5

System administrator reset the port or session.Admin Reset6

Systemadministrator terminated the session on theNAS;
for example, prior to rebooting the NAS.

Admin Reboot7

NAS detected an error on the port that required ending
the session.

Port Error8

NAS detected an error (other than on the port) that
required ending the session.

NAS Error9

NAS ended the session for a non-error reason.NAS Request10

NASendedthesessiondue toanon-administrative reboot.NAS Reboot11

NAS ended the session because the resource usage fell
below the low threshold; for example, the
bandwidth-on-demand algorithm determined that the
port was no longer needed.

Port Unneeded12

NAS ended the session to allocate the port to a
higher-priority use.

Port Preempted13

NAS ended the session to suspend a virtual session.Port Suspended14
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Table 31: RFC-Defined Code Values and Termination Causes (continued)

DescriptionTermination Cause
Code
Value

NASwas unable to provide the requested service.Service Unavailable15

NAS is terminating the current session in order to perform
callback for a new session.

Callback16

Error in theuser input caused the session tobe terminated.User Error17

Login host terminated the session normally.Host Request18

Related
Documentation

MappingSessionTerminationCauses toCustomTerminationCauseCodesonpage213•

• AAA Termination Causes and Code Values on page 214

• DHCP Termination Causes and Code Values on page 216

• L2TP Termination Causes and Code Values on page 217

• PPP Termination Causes and Code Values on page 237

• VLAN Termination Causes and Code Values on page 245

Mapping Session Termination Causes to Custom Termination Cause Codes

By default, Junos OS uses the RFC-defined termination cause codes for the internal

identifiers that identify the causes of session termination and that are reported in the

RADIUS Acct-Terminate-Cause attribute (49). Internal identifiers are available for AAA,

DHCP, L2TP, PPP, and VLAN subscriber and service session failures. When a subscriber

or service session is terminated or denied, the router logs amessage for the internal

termination cause and logs another message for the RADIUS Acct-Terminate-Cause

attribute.TheAcct-Terminate-Causeattribute is included inRADIUSAcct-Stopmessages.

Youcanuse the logged information tohelpmonitorand troubleshoot terminatedsessions.

You can optionally create customizedmappings between any of the internal termination

cause identifiers for theprotocol and terminationcausecodes. Youcanspecify any32-bit

value for the code, enabling you to track and analyze particular termination events at a

more fine-grained level.

To configure customizedmappings between a termination cause and a RADIUS cause

code:

1. Edit the access hierarchy.

[edit]
user@host# edit access

2. Edit the terminate-code statement.
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NOTE: Termination cause codes do not appear as options on platforms
where they are not supported.

[edit access]
user@host# edit terminate-code

3. Specify the protocol option (aaa (deny | service-shutdown | shutdown) | dhcp | l2tp |

ppp | vlan) that you want to modify.

[edit access terminate-code]
user@host# edit protocol-option

4. Specify an existing termination cause that you want to remap.

[edit access terminate-code protocol-option]
user@host# edit term-reason

NOTE: Attempts to remap a termination cause to its default code value
are rejected by the CLI. Youmust delete a custommapping to restore the
default mapping.

5. Specify the RADIUS termination cause code value (from 1 through 4,294,967,295)

that you want to map to the termination cause.

[edit access terminate-code protocol-option term-reason]
user@host# set radius term-cause

Use the show network-access aaa terminate-code command to display the mapping

between AAA termination causes and cause code values.

Related
Documentation

Understanding Session Termination Causes and RADIUS Termination Cause Codes

on page 211

•

• AAA Termination Causes and Code Values on page 214

• DHCP Termination Causes and Code Values on page 216

• L2TP Termination Causes and Code Values on page 217

• PPP Termination Causes and Code Values on page 237

• VLAN Termination Causes and Code Values on page 245

AAA Termination Causes and Code Values

WhenaAAAevent terminatesasubscriberor servicesession, causingaRADIUSAcct-Stop

message to be issued, the RADIUS Acct-Terminate-Cause attribute (49) reports the

cause or reason for the termination. This attribute is included only in RADIUS Acct-Stop
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messages. The termination cause is conveyed as a code value in the attribute.RFC 2866,

RADIUS Accounting, defines the standard mapping between 18 code values and

termination causes.

Junos OS defines a set of internal termination cause codes that are mapped to the

RFC-defined code values. When a subscriber or service session is terminated, the router

logs amessage for the internal termination cause and logs another message for the

RADIUS Acct-Terminate-Cause attribute. You can use the logged information to help

monitor and troubleshoot terminated sessions.

Table 32 on page 215 lists the default mapping between the internal identifier for AAA

termination causes and the code values that represent them in the RADIUS

Acct-Terminate-Cause attribute (49).

NOTE: You can remap the internal identifiers to a custom code value in the
range 1 through 4,294,967,295 by using the terminate-code statement at the

[edit access] hierarchy level. You can view the currentmapping by issuing the

show network-access terminate-code aaa detail command.

Table 32: Default Mapping Between AAA Termination Causes and Code
Values

RADIUS Acct-Terminate-Cause Attribute
Internal AAA
Termination Cause

RADIUS Termination Cause
Code
Value

Subscriber access denied due to
authentication failure.

17deny-authentication-denied

Subscriberaccessdenied for reasonssuch
as no RADIUS server exists.

10deny-no-resources

Subscriber access denied because the
BNG retried the Access-Request to the
authentication server for the configured
number of retries without receiving a
response.

17deny-server-request-timeout

Service session termination initiated by
deactivation of a family (network),
typically triggered by termination of the
corresponding Layer 3 access protocol.

6service-shutdown-network-logout

Service session termination initiatedbyan
external authority, such as a CoA service
deactivation.

10service-shutdown-remote-reset
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Table 32: Default Mapping Between AAA Termination Causes and Code
Values (continued)

RADIUS Acct-Terminate-Cause Attribute
Internal AAA
Termination Cause

RADIUS Termination Cause
Code
Value

Overrides the default value.

This code is displayed onlywhen youmap
it to a custom value.

Inherited
from the
parent
subscriber
session.

service-shutdown-subscriber-logout

Service session termination initiated
because the service time limit was
reached.

5service-shutdown-time-limit

Service session termination initiated
because the service traffic volume limit
was reached.

10service-shutdown-volume-limit

Admin Reset6shutdown-administrative-reset

Idle Timeout4shutdown-idle-timeout

NAS Request10shutdown-remote-reset

Session Timeout5shutdown-session-timeout

Related
Documentation

Understanding Session Termination Causes and RADIUS Termination Cause Codes

on page 211

•

• MappingSessionTerminationCauses toCustomTerminationCauseCodesonpage213

DHCP Termination Causes and Code Values

When a DHCP event terminates a subscriber session, causing a RADIUS Acct-Stop

message to be issued, the RADIUS Acct-Terminate-Cause attribute (49) reports the

cause or reason for the termination. This attribute is included only in RADIUS Acct-Stop

messages. The termination cause is conveyed as a code value in the attribute.RFC 2866,

RADIUS Accounting, defines the standard mapping between 18 code values and

termination causes.

Junos OS defines a set of internal termination cause codes that are mapped to the

RFC-defined code values. When a subscriber session is terminated, the router logs a

message for the internal termination cause and logs another message for the RADIUS

Acct-Terminate-Cause attribute. You can use the logged information to help monitor

and troubleshoot terminated sessions.
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Table 33 on page 217 lists the default mapping between the internal identifier for DHCP

termination causes and the code values that represent them in the RADIUS

Acct-Terminate-Cause attribute (49).

NOTE: You can remap the internal identifiers to a custom code value in the
range 1 through 4,294,967,295 by using the terminate-code statement at the

[edit access] hierarchy level. You can view the currentmapping by issuing the

show network-access terminate-code dhcp detail command.

Table 33:DefaultMappingBetweenDHCPTerminationCausesandCode
Values

RADIUS Acct-Terminate-Cause Attribute
Internal DHCP
Termination Cause

RADIUS Termination CauseCode Value

User Request1client request

Lost Carrier2lost-carrier

Service Unavailable15nak

NAS Request10nas logout

Idle Timeout4no offers

Related
Documentation

Understanding Session Termination Causes and RADIUS Termination Cause Codes

on page 211

•

• MappingSessionTerminationCauses toCustomTerminationCauseCodesonpage213

L2TP Termination Causes and Code Values

When an L2TP event terminates a subscriber session, causing a RADIUS Acct-Stop

message to be issued, the RADIUS Acct-Terminate-Cause attribute (49) reports the

cause or reason for the termination. This attribute is included only in RADIUS Acct-Stop

messages. The termination cause is conveyed as a code value in the attribute.RFC 2866,

RADIUS Accounting, defines the standard mapping between 18 code values and

termination causes.

Junos OS defines a set of internal termination cause codes that are mapped to the

RFC-defined code values. When a subscriber session is terminated, the router logs a

message for the internal termination cause and logs another message for the RADIUS

Acct-Terminate-Cause attribute. You can use the logged information to help monitor

and troubleshoot terminated sessions.
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Table 34 on page 218 lists the default mapping between the internal identifier for L2TP

termination causes and the code values that represent them in the RADIUS

Acct-Terminate-Cause attribute (49).

NOTE: You can remap the internal identifiers to a custom code value in the
range 1 through 4,294,967,295 by using the terminate-code statement at the

[edit access] hierarchy level. You can view the currentmapping by issuing the

show network-access terminate-code l2tp detail command.

Table 34: Default Mapping Between L2TP Termination Causes and Code
Values

RADIUSAcct-Terminate-CauseAttribute
Internal L2TP
Termination Cause

RADIUSTerminationCause
Code
Value

NAS Error9issu in progress

Port Error8session access interface down

Admin Reset6session admin close

Admin Reset6session admin drain

NAS Request10session call down

Service Unavailable15session call failed

NAS Error9session create failed limit reached

NAS Error9session create failed no resources

NAS Error9session create failed single shot tunnel already
fired

NAS Error9session create failed too busy

Admin Reset6session failover protocol resync disconnect

Port Error8session hardware unavailable

NAS Error9session no resources server port

NAS Error9session not ready

NAS Request10session rx cdn

NAS Request10session rx cdn avp bad hidden
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Table 34: Default Mapping Between L2TP Termination Causes and Code
Values (continued)

RADIUSAcct-Terminate-CauseAttribute
Internal L2TP
Termination Cause

RADIUSTerminationCause
Code
Value

NAS Request10session rx cdn avp bad value assigned session id

NAS Request10session rx cdn avp duplicate value assigned
session id

NAS Request10session rx cdn avpmalformed bad length

NAS Request10session rx cdn avpmalformed truncated

NAS Request10session rx cdn avpmissing mandatory assigned
session id

NAS Request10session rx cdn avpmissingmandatory result code

NAS Request10session rx cdn avpmissing random vector

NAS Request10session rx cdn avpmissing secret

NAS Request10session rx cdn avp unknown

NAS Request10session rx cdn no resources

NAS Request10session rx iccn avp bad hidden

NAS Request10session rx iccn avp bad value framing type

NAS Request10session rx iccn avp bad value proxy authen type

NAS Request10session rx iccn avp bad value unsupported proxy
authen type

NAS Request10session rx iccn avpmalformed bad length

NAS Request10session rx iccn avpmalformed truncated

NAS Request10session rx iccn avpmissing mandatory connect
speed

NAS Request10session rx iccn avpmissing mandatory framing
type

NAS Request10session rx iccn avpmissing mandatory proxy
authen challenge
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Table 34: Default Mapping Between L2TP Termination Causes and Code
Values (continued)

RADIUSAcct-Terminate-CauseAttribute
Internal L2TP
Termination Cause

RADIUSTerminationCause
Code
Value

NAS Request10session rx iccn avpmissing mandatory proxy
authen id

NAS Request10session rx iccn avpmissing mandatory proxy
authen name

NAS Request10session rx iccn avpmissing mandatory proxy
authen response

NAS Request10session rx iccn avpmissing random vector

NAS Request10session rx iccn avpmissing secret

NAS Request10session rx iccn avp unknown

NAS Request10session rx iccn no resources

NAS Request10session rx iccn unexpected

NAS Request10session rx icrp avp bad hidden

NAS Request10session rx icrp avp bad value assigned session id

NAS Request10session rx icrp avp duplicate value assigned
session id

NAS Request10session rx icrp avpmalformed bad length

NAS Request10session rx icrp avpmalformed truncated

NAS Request10session rx icrp avpmissing mandatory assigned
session id

NAS Request10session rx icrp avpmissing random vector

NAS Request10session rx icrp avpmissing secret

NAS Request10session rx icrp avp unknown

NAS Request10session rx icrp no resources

NAS Request10session rx icrp unexpected
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Table 34: Default Mapping Between L2TP Termination Causes and Code
Values (continued)

RADIUSAcct-Terminate-CauseAttribute
Internal L2TP
Termination Cause

RADIUSTerminationCause
Code
Value

Admin Reset6session rx icrq admin close

NAS Request10session rx icrq authenticate failed host

NAS Request10session rx icrq avp bad hidden

NAS Request10session rx icrq avp bad value assigned session id

NAS Request10session rx icrq avp bad value bearer type

NAS Request10session rx icrq avp bad value cisco nas port

NAS Request10session rx icrq avp duplicate value assigned
session id

NAS Request10session rx icrq avpmalformed bad length

NAS Request10session rx icrq avpmalformed truncated

NAS Request10session rx icrq avpmissing mandatory assigned
session id

NAS Request10session rx icrq avpmissing mandatory call serial
number

NAS Request10session rx icrq avpmissing random vector

NAS Request10session rx icrq avpmissing secret

NAS Request10session rx icrq avp unknown

NAS Request10session rx icrq no resources

NAS Request10session rx icrq unexpected

NAS Request10session rx occn avp bad hidden

NAS Request10session rx occn avp bad value framing type

NAS Request10session rx occn avpmalformed bad length

NAS Request10session rx occn avpmalformed truncated
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Table 34: Default Mapping Between L2TP Termination Causes and Code
Values (continued)

RADIUSAcct-Terminate-CauseAttribute
Internal L2TP
Termination Cause

RADIUSTerminationCause
Code
Value

NAS Request10session rx occn avpmissing mandatory connect
speed

NAS Request10session rx occn avpmissing mandatory framing
type

NAS Request10session rx occn avpmissing random vector

NAS Request10session rx occn avpmissing secret

NAS Request10session rx occn avp unknown

NAS Request10session rx occn no resources

NAS Request10session rx occn unexpected

NAS Request10session rx ocrp avp bad hidden

NAS Request10session rx ocrp avp bad value assigned session id

NAS Request10session rx ocrp avp duplicate value assigned
session id

NAS Request10session rx ocrp avpmalformed bad length

NAS Request10session rx ocrp avpmalformed truncated

NAS Request10session rx ocrp avpmissing mandatory assigned
session id

NAS Request10session rx ocrp avpmissing random vector

NAS Request10session rx ocrp avpmissing secret

NAS Request10session rx ocrp avp unknown

NAS Request10session rx ocrp no resources

NAS Request10session rx ocrp unexpected

Admin Reset10session rx ocrq admin close

NAS Request10session rx ocrq authenticate failed host
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Table 34: Default Mapping Between L2TP Termination Causes and Code
Values (continued)

RADIUSAcct-Terminate-CauseAttribute
Internal L2TP
Termination Cause

RADIUSTerminationCause
Code
Value

NAS Request10session rx ocrq avp bad hidden

NAS Request10session rx ocrq avp bad value assigned session id

NAS Request10session rx ocrq avp bad value bearer type

NAS Request10session rx ocrq avp bad value framing type

NAS Request10session rx ocrq avp duplicate value assigned
session id

NAS Request10session rx ocrq avpmalformed bad length

NAS Request10session rx ocrq avpmalformed truncated

NAS Request10session rx ocrq avpmissing mandatory assigned
session id

NAS Request10session rxocrqavpmissingmandatorybearer type

NAS Request10session rx ocrq avpmissing mandatory call serial
number

NAS Request10session rx ocrq avpmissing mandatory called
number

NAS Request10session rx ocrq avpmissing mandatory framing
type

NAS Request10session rx ocrq avpmissingmandatorymaximum
bps

NAS Request10session rx ocrq avpmissing mandatory minimum
bps

NAS Request10session rx ocrq avpmissing random vector

NAS Request10session rx ocrq avpmissing secret

NAS Request10session rx ocrq avp unknown

NAS Request10session rx ocrq no resources
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Table 34: Default Mapping Between L2TP Termination Causes and Code
Values (continued)

RADIUSAcct-Terminate-CauseAttribute
Internal L2TP
Termination Cause

RADIUSTerminationCause
Code
Value

NAS Request10session rx ocrq unexpected

NAS Error9session rx ocrq unsupported

NAS Request10session rx sli avp bad hidden

NAS Request10session rx sli avp bad value accm

NAS Request10session rx sli avpmalformed bad length

NAS Request10session rx sli avpmalformed truncated

NAS Request10session rx sli avpmissing mandatory accm

NAS Request10session rx sli avpmissing random vector

NAS Request10session rx sli avpmissing secret

NAS Request10session rx sli avp unknown

NAS Request10session rx sli no resources

NAS Request10session rx unexpected packet lac incoming

NAS Request10session rx unexpected packet lac outgoing

NAS Request10session rx unexpected packet lns incoming

NAS Request10session rx unexpected packet lns outgoing

NAS Request10session rx unknown session id

NAS Request10session rx wen avp bad hidden

NAS Request10session rx wen avpmalformed bad length

NAS Request10session rx wen avpmalformed truncated

NAS Request10session rx wen avpmissing mandatory call errors

NAS Request10session rx wen avpmissing random vector
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Table 34: Default Mapping Between L2TP Termination Causes and Code
Values (continued)

RADIUSAcct-Terminate-CauseAttribute
Internal L2TP
Termination Cause

RADIUSTerminationCause
Code
Value

NAS Request10session rx wen avpmissing secret

NAS Request10session rx wen avp unknown

NAS Request10session rx wen no resources

NAS Request10session timeout connection

idle timeout4session timeout inactivity

session timeout5session timeout session

NAS Error9session timeout upper create

NAS error9session transmit speed unavailable

Service Unavailable15session tunnel down

Service Unavailable15session tunnel failed

Admin Reset6session tunnel switch profile deleted

Port Error8session tunneled interface down

NAS Error9session unknown cause

NAS Error9session upper create failed

Service Unavailable15session upper removed

Service Unavailable15session warmstart not operational

Service Unavailable15session warmstart recovery error

NAS request10session warmstart upper not restacked

Admin Reset6tunnel admin close

Admin Reset6tunnel admin drain

Service Unavailable15tunnel control channel failed
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Table 34: Default Mapping Between L2TP Termination Causes and Code
Values (continued)

RADIUSAcct-Terminate-CauseAttribute
Internal L2TP
Termination Cause

RADIUSTerminationCause
Code
Value

User Request1tunnel created no sessions

Admin Reset6tunnel destination address changed

NAS Request10tunnel destination down

Service Unavailable15tunnel failover protocol no resources for recovery
tunnel

Service Unavailable15tunnel failover protocol no resources for session
resync

Service Unavailable15tunnel failover protocol not supported

Service Unavailable15tunnel failover protocol not supported by peer

Service Unavailable15tunnel failover protocol recovery control channel
failed

Service Unavailable15tunnel failover protocol recovery tunnel failed

User Request1tunnel failover protocol recovery tunnel finished

User Request1tunnel failover protocol recovery tunnel primary
down

Service Unavailable15tunnel failover protocol session resync failed

Admin Reset6tunnel host profile changed

Admin Reset6tunnel host profile deleted

User Error17tunnel rx scccn authenticate failed challenge

Service Unavailable15tunnel rx scccn avp bad hidden

Service Unavailable15tunnel rx scccn avp bad value challenge response

Service Unavailable15tunnel rx scccn avpmalformed bad length

Service Unavailable15tunnel rx scccn avpmalformed truncated

User Error17tunnel rx scccn avpmissing challenge response
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Table 34: Default Mapping Between L2TP Termination Causes and Code
Values (continued)

RADIUSAcct-Terminate-CauseAttribute
Internal L2TP
Termination Cause

RADIUSTerminationCause
Code
Value

Service Unavailable15tunnel rx scccn avpmissing random vector

Service Unavailable15tunnel rx scccn avpmissing secret

Service Unavailable15tunnel rx scccn avp unexpected challenge
response

Service Unavailable15tunnel rx scccn avp unknown

Service Unavailable15tunnel rx scccn no resources

Service Unavailable15tunnel rx scccn session id not null

Service Unavailable15tunnel rx scccn unexpected

User Error17tunnel rx sccrp authenticate failed challenge

User Error17tunnel rx sccrp authenticate failed host

Service Unavailable15tunnel rx sccrp avp bad hidden

Service Unavailable15tunnel rx sccrp avp bad value assigned tunnel id

Service Unavailable15tunnel rx sccrp avp bad value bearer capabilities

Service Unavailable15tunnel rx sccrp avp bad value challenge

Service Unavailable15tunnel rx sccrp avp bad value challenge response

Service Unavailable15tunnel rx sccrp avp bad value failover capability

Service Unavailable15tunnel rx sccrp avp bad value framing capabilities

Service Unavailable15tunnel rx sccrp avp bad value protocol version

Service Unavailable15tunnel rx sccrp avp bad value receive window size

Service Unavailable15tunnel rx sccrpavpduplicatevalueassigned tunnel
id

Service Unavailable15tunnel rx sccrp avpmalformed bad length

Service Unavailable15tunnel rx sccrp avpmalformed truncated
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Table 34: Default Mapping Between L2TP Termination Causes and Code
Values (continued)

RADIUSAcct-Terminate-CauseAttribute
Internal L2TP
Termination Cause

RADIUSTerminationCause
Code
Value

User Error17tunnel rx sccrp avpmissing challenge response

Service Unavailable15tunnel rx sccrp avpmissing mandatory assigned
tunnel id

Service Unavailable15tunnel rx sccrp avpmissing mandatory framing
capabilities

Service Unavailable15tunnel rx sccrp avpmissingmandatory host name

Service Unavailable15tunnel rx sccrp avpmissing mandatory protocol
version

Service Unavailable15tunnel rx sccrp avpmissing random vector

Service Unavailable15tunnel rx sccrp avpmissing secret

Service Unavailable15tunnel rxsccrpavpunexpectedchallenge response

Service Unavailable15tunnel rx sccrp avp unexpected challengewithout
secret

Service Unavailable15tunnel rx sccrp avp unknown

Service Unavailable15tunnel rx sccrp no resources

Service Unavailable15tunnel rx sccrp session id not null

Service Unavailable15tunnel rx sccrp unexpected

Admin Reset6tunnel rx sccrq admin close

User Error17tunnel rx sccrq authenticate failed host

Service Unavailable15tunnel rx sccrq avp bad hidden

Service Unavailable15tunnel rx sccrq avp bad value assigned tunnel id

Service Unavailable15tunnel rx sccrq avp bad value bearer capabilities

Service Unavailable15tunnel rx sccrq avp bad value challenge

Service Unavailable15tunnel rx sccrq avp bad value failover capability
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Table 34: Default Mapping Between L2TP Termination Causes and Code
Values (continued)

RADIUSAcct-Terminate-CauseAttribute
Internal L2TP
Termination Cause

RADIUSTerminationCause
Code
Value

Service Unavailable15tunnel rx sccrq avp bad value framing capabilities

Service Unavailable15tunnel rx sccrq avp bad value protocol version

Service Unavailable15tunnel rx sccrq avp bad value receive window size

Service Unavailable15tunnel rx sccrqavpduplicatevalueassigned tunnel
id

Service Unavailable15tunnel rx sccrq avpmalformed bad length

Service Unavailable15tunnel rx sccrq avpmalformed truncated

Service Unavailable15tunnel rx sccrq avpmissing mandatory assigned
tunnel id

Service Unavailable15tunnel rx sccrq avpmissing mandatory framing
capabilities

Service Unavailable15tunnel rx sccrq avpmissingmandatory host name

Service Unavailable15tunnel rx sccrq avpmissing mandatory protocol
version

Service Unavailable15tunnel rx sccrq avpmissing random vector

Service Unavailable15tunnel rx sccrq avpmissing secret

Service Unavailable15tunnel rx sccrq avp unexpected challengewithout
secret

Service Unavailable15tunnel rx sccrq avp unknown

Service Unavailable15tunnel rx sccrq bad address

Service Unavailable15tunnel rx sccrq no resources

Service Unavailable15tunnel rx sccrq no resources max tunnels

Service Unavailable15tunnel rx sccrq session id not null

Service Unavailable15tunnel rx sccrq unexpected
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Table 34: Default Mapping Between L2TP Termination Causes and Code
Values (continued)

RADIUSAcct-Terminate-CauseAttribute
Internal L2TP
Termination Cause

RADIUSTerminationCause
Code
Value

User Request1tunnel rx stopccn

Service Unavailable15tunnel rx stopccn avp bad hidden

Service Unavailable15tunnel rx stopccn avp bad value assigned tunnel
id

Service Unavailable15tunnel rx stopccn avp duplicate value assigned
tunnel id

Service Unavailable15tunnel rx stopccn avpmalformed bad length

Service Unavailable15tunnel rx stopccn avpmalformed truncated

Service Unavailable15tunnel rx stopccnavpmissingmandatoryassigned
tunnel id

Service Unavailable15tunnel rx stopccn avpmissing mandatory result
code

Service Unavailable15tunnel rx stopccn avpmissing random vector

Service Unavailable15tunnel rx stopccn avpmissing secret

Service Unavailable15tunnel rx stopccn avp unknown

Service Unavailable15tunnel rx stopccn no resources

Service Unavailable15tunnel rx stopccn session id not null

Service Unavailable15tunnel rx frs avpmalformed truncated

Service Unavailable15tunnel rx frs avpmissing mandatory failover
session state

Service Unavailable15tunnel rx frs avpmissing random vector

Service Unavailable15tunnel rx frs avpmissing secret

Service Unavailable15tunnel rx frs avp unknown

Service Unavailable15tunnel rx frs no resources
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Table 34: Default Mapping Between L2TP Termination Causes and Code
Values (continued)

RADIUSAcct-Terminate-CauseAttribute
Internal L2TP
Termination Cause

RADIUSTerminationCause
Code
Value

Service Unavailable15tunnel rx frs session id not null

Service Unavailable15tunnel rx fsq avp bad hidden

Service Unavailable15tunnel rx fsq avpmalformed bad length

Service Unavailable15tunnel rx fsq avpmalformed truncated

Service Unavailable15tunnel rx fsq avpmissing mandatory failover
session state

Service Unavailable15tunnel rx fsq avpmissing random vector

Service Unavailable15tunnel rx fsq avpmissing secret

Service Unavailable15tunnel rx fsq avp unknown

Service Unavailable15tunnel rx fsq no resources

Service Unavailable15tunnel rx fsq session id not null

Service Unavailable15tunnel rx fsr avp bad hidden

Service Unavailable15tunnel rx fsr avpmalformed bad length

Service Unavailable15tunnel rx unexpected packet

Service Unavailable15tunnel rx unexpected packet for session

Service Unavailable15tunnel rx unknown packet message type
indecipherable

Service Unavailable15tunnel rx unknown packet message type
unrecognized

User Error17tunnel rx recovery scccn authenticate failed
challenge

Service Unavailable15tunnel rx recovery scccn avp bad hidden

Service Unavailable15tunnel rx recovery scccn avp bad value challenge
response
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Table 34: Default Mapping Between L2TP Termination Causes and Code
Values (continued)

RADIUSAcct-Terminate-CauseAttribute
Internal L2TP
Termination Cause

RADIUSTerminationCause
Code
Value

Service Unavailable15tunnel rx recovery scccn avpmalformed bad
length

Service Unavailable15tunnel rx recovery scccnavpmalformedtruncated

User Error17tunnel rx recovery scccn avpmissing challenge
response

Service Unavailable15tunnel rx recovery scccn avpmissing random
vector

Service Unavailable15tunnel rx recovery scccn avpmissing secret

Service Unavailable15tunnel rx recovery scccnavpunexpectedchallenge
response

Service Unavailable15tunnel rx recovery scccn avp unknown

Service Unavailable15tunnel rx recovery scccn no resources

Service Unavailable15tunnel rx recovery scccn session id not null

User Error17tunnel rx recovery sccrp authenticate failed
challenge

Service Unavailable15tunnel rx recovery sccrp avp bad hidden

Service Unavailable15tunnel rx recovery sccrp avp bad value assigned
tunnel id

Service Unavailable15tunnel rx recovery sccrp avp bad value bearer
capabilities

Service Unavailable15tunnel rx recovery sccrp avp bad value challenge

Service Unavailable15tunnel rx recovery sccrp avp bad value challenge
response

Service Unavailable15tunnel rx recovery sccrp avp bad value framing
capabilities

Service Unavailable15tunnel rx recovery sccrp avp bad value protocol
version
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Table 34: Default Mapping Between L2TP Termination Causes and Code
Values (continued)

RADIUSAcct-Terminate-CauseAttribute
Internal L2TP
Termination Cause

RADIUSTerminationCause
Code
Value

Service Unavailable15tunnel rx recovery sccrp avp bad value receive
window size

Service Unavailable15tunnel rx recovery sccrp avp bad value suggested
control sequence

Service Unavailable15tunnel rx recovery sccrp avp duplicate value
assigned
tunnel id

Service Unavailable15tunnel rx recovery sccrpavpmalformedbad length

Service Unavailable15tunnel rx recovery sccrp avpmalformed truncated

Service Unavailable15tunnel rx recovery sccrp avpmismatched host
name

Service Unavailable15tunnel rx recovery sccrp avpmismatched vendor
name

User Error17tunnel rx recovery sccrp avpmissing challenge
response

Service Unavailable15tunnel rx recovery sccrp avpmissing mandatory
assigned tunnel id

Service Unavailable15tunnel rx recovery sccrp avpmissing mandatory
framing capabilities

Service Unavailable15tunnel rx recovery sccrp avpmissing mandatory
host name

Service Unavailable15tunnel rx recovery sccrp avpmissing mandatory
protocol version

Service Unavailable15tunnel rx recoverysccrpavpmissing randomvector

Service Unavailable15tunnel rx recovery sccrp avpmissing secret

Service Unavailable15tunnel rx recovery sccrpavpunexpectedchallenge
response

Service Unavailable15tunnel rx recovery sccrpavpunexpectedchallenge
without secret
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Table 34: Default Mapping Between L2TP Termination Causes and Code
Values (continued)

RADIUSAcct-Terminate-CauseAttribute
Internal L2TP
Termination Cause

RADIUSTerminationCause
Code
Value

Service Unavailable15tunnel rx recovery sccrp avp unknown

Service Unavailable15tunnel rx recovery sccrp no resources

Service Unavailable15tunnel rx recovery sccrp session id not null

Admin Reset6tunnel rx recovery sccrq admin close

Service Unavailable15tunnel rx recovery sccrq avp bad hidden

Service Unavailable15tunnel rx recovery sccrq avp bad value assigned
tunnel id

Service Unavailable15tunnel rx recovery sccrq avp bad value bearer
capabilities

Service Unavailable15tunnel rx recovery sccrq avp bad value challenge

Service Unavailable15tunnel rx recovery sccrq avp bad value framing
capabilities

Service Unavailable15tunnel rx recovery sccrq avp bad value protocol
version

Service Unavailable15tunnel rx recovery sccrq avp bad value receive
window size

Service Unavailable15tunnel rx recovery sccrq avp bad value tunnel
recovery

Service Unavailable15tunnel rx recovery sccrq avp duplicate value
assigned tunnel id

Service Unavailable15tunnel rx recovery sccrq avp duplicate value tie
breaker

Service Unavailable15tunnel rx recovery sccrqavpmalformedbad length

Service Unavailable15tunnel rx recovery sccrq avpmalformed truncated

Service Unavailable15tunnel rx recovery sccrq avpmismatched host
name
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Table 34: Default Mapping Between L2TP Termination Causes and Code
Values (continued)

RADIUSAcct-Terminate-CauseAttribute
Internal L2TP
Termination Cause

RADIUSTerminationCause
Code
Value

Service Unavailable15tunnel rx recovery sccrq avpmismatched vendor
name

Service Unavailable15tunnel rx recovery sccrq avpmissing mandatory
assigned tunnel id

Service Unavailable15tunnel rx recovery sccrq avpmissing mandatory
framing capabilities

Service Unavailable15tunnel rx recovery sccrq avpmissing mandatory
host name

Service Unavailable15tunnel rx recovery sccrq avpmissing mandatory
protocol version

Service Unavailable15tunnel rx recovery sccrq avpmissing mandatory
tunnel recovery

Service Unavailable15tunnel rx recovery sccrqavpmissing randomvector

Service Unavailable15tunnel rx recovery sccrq avpmissing secret

Service Unavailable15tunnel rx recovery sccrq avpmissing tie breaker

Service Unavailable15tunnel rx recovery sccrqavpunexpectedchallenge
without secret

Service Unavailable15tunnel rx recovery sccrq avp unknown

Service Unavailable15tunnel rx recovery sccrq no resources

Service Unavailable15tunnel rx recovery sccrq session id not null

Service Unavailable15tunnel rx recovery sccrq tunnel id not null

Service Unavailable15tunnel rx recovery stopccn avp bad hidden

Service Unavailable15tunnel rx recovery stopccnavpbadvalueassigned
tunnel id

Service Unavailable15tunnel rx recovery stopccn avp duplicate value
assigned tunnel id
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Table 34: Default Mapping Between L2TP Termination Causes and Code
Values (continued)

RADIUSAcct-Terminate-CauseAttribute
Internal L2TP
Termination Cause

RADIUSTerminationCause
Code
Value

Service Unavailable15tunnel rx recovery stopccn avpmalformed bad
length

Service Unavailable15tunnel rx recovery stopccn avpmalformed
truncated

Service Unavailable15tunnel rx recovery stopccnavpmissingmandatory
assigned tunnel id

Service Unavailable15tunnel rx recovery stopccnavpmissingmandatory
result code

Service Unavailable15tunnel rx recovery stopccn avpmissing random
vector

Service Unavailable15tunnel rx recovery stopccn avpmissing secret

Service Unavailable15tunnel rx recovery stopccn avp unknown

Service Unavailable15tunnel rx recovery stopccn no resources

Service Unavailable15tunnel rx recovery stopccn session id not null

Service Unavailable15tunnel rx recovery unexpected packet

Service Unavailable15tunnel rx recovery unknown packet message type
indecipherable

Service Unavailable15tunnel rx recovery unknown packet message type
unrecognized

Service Unavailable15tunnel rx session packet null sid invalid

Service Unavailable15tunnel rx session packet null sid without assigned
session id

Service Unavailable15tunnel timeout connection

Service Unavailable15tunnel timeout connection recovery tunnel

User Request1tunnel timeout idle

NAS Error9tunnel unknown cause
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Table 34: Default Mapping Between L2TP Termination Causes and Code
Values (continued)

RADIUSAcct-Terminate-CauseAttribute
Internal L2TP
Termination Cause

RADIUSTerminationCause
Code
Value

Service Unavailable15tunnel warmstart not operational

Service Unavailable15tunnel warmstart recovery error

Related
Documentation

Understanding Session Termination Causes and RADIUS Termination Cause Codes

on page 211

•

• MappingSessionTerminationCauses toCustomTerminationCauseCodesonpage213

PPP Termination Causes and Code Values

WhenaPPPevent terminatesasubscriber session, causingaRADIUSAcct-Stopmessage

to be issued, the RADIUS Acct-Terminate-Cause attribute (49) reports the cause or

reason for the termination. This attribute is includedonly inRADIUSAcct-Stopmessages.

The termination cause is conveyed as a code value in the attribute. RFC 2866, RADIUS

Accounting, defines the standard mapping between 18 termination causes and code

values.

Junos OS defines a set of internal termination cause codes that are mapped to the

RFC-defined code values. When a subscriber session is terminated, the router logs a

message for the internal termination cause and logs another message for the RADIUS

Acct-Terminate-Cause attribute. You can use the logged information to help monitor

and troubleshoot terminated sessions.

Table 35 on page 238 lists the default mapping between the internal identifier for PPP

termination causes and the code values that represent them in the RADIUS

Acct-Terminate-Cause attribute (49).

NOTE: You can remap the internal identifiers to a custom code value in the
range 1 through 4,294,967,295 by using the terminate-code statement at the

[edit access] hierarchy level. You can view the currentmapping by issuing the

show network-access terminate-code ppp detail command.

Table 35 on page 238 lists the default PPP terminate mappings. The table indicates the

supported PPP terminate reasons and the RADIUS Acct-Terminate-Cause attributes

they are mapped to by default.
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Table 35: Default Mapping Between PPP Termination Causes and Code
Values

RADIUS Acct-Terminate-Cause Attribute
Internal PPP
Termination Cause

RADIUS Termination Cause
Code
Value

NAS Request10admin logout

User Error17authenticate authenticator timeout

NAS Request10authenticate challenge timeout

NAS Request10authenticate chap no resources

User Error17authenticate chap peer authenticator timeout

User Error17authenticate deny by peer

Idle Timeout4authenticate inactivity timeout

NAS Request10authenticate max requests

NAS Request10authenticate no authenticator

User Error17authenticate pap peer authenticator timeout

NAS Request10authenticate pap request timeout

Session Timeout5authenticate Session Timeout

NAS Request10authenticate toomany requests

NAS Request10authenticate tunnel fail immediate

NAS Request10authenticate tunnel unsupported tunnel type

NAS Request10bundle fail create

NAS Request10bundle fail engine add

NAS Request10bundle fail fragment size mismatch

NAS Request10bundle fail fragmentation location

NAS Request10bundle fail fragmentation mismatch

NAS Request10bundle fail join
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Table 35: Default Mapping Between PPP Termination Causes and Code
Values (continued)

RADIUS Acct-Terminate-Cause Attribute
Internal PPP
Termination Cause

RADIUS Termination Cause
Code
Value

NAS Request10bundle fail link selection mismatch

NAS Request10bundle fail local mped not set yet

NAS Request10bundle fail local mrru mismatch

NAS Request10bundle fail local mrumismatch

NAS Request10bundle fail peer mrru mismatch

NAS Request10bundle fail reassembly location

NAS Request10bundle fail reassembly mismatch

NAS Request10bundle fail record network

NAS Request10bundle fail server location mismatch

NAS Request10bundle fail static link

Admin Reset6failover during authentication

Admin Reset6interface admin disable

Lost Carrier2interface down

Port Error8interface no hardware

NAS Request10ip admin disable

NAS Request10ip inhibited by authentication

NAS Request10ip link down

NAS Request10ip max configure exceeded

NAS Request10ip no local ip address

NAS Request10ip no local ip address mask

NAS Request10ip no local primary dns address
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Table 35: Default Mapping Between PPP Termination Causes and Code
Values (continued)

RADIUS Acct-Terminate-Cause Attribute
Internal PPP
Termination Cause

RADIUS Termination Cause
Code
Value

NAS Request10ip no local primary nbns address

NAS Request10ip no local secondary dns address

NAS Request10ip no local secondary nbns address

NAS Request10ip no peer ip address

NAS Request10ip no peer ip address mask

NAS Request10ip no peer primary dns address

NAS Request10ip no peer primary nbns address

NAS Request10ip no peer secondary dns address

NAS Request10ip no peer secondary nbns address

NAS Request10ip no service

NAS Request10ip peer renegotiate rx conf ack

NAS Request10ip peer renegotiate rx conf nak

NAS Request10ip peer renegotiate rx conf rej

NAS Request10ip peer renegotiate rx conf req

NAS Request10ip peer terminate term ack

NAS Request10ip peer terminate code rej

NAS Request10ip peer terminate term req

NAS Request10ip service disable

NAS Request10ip stale stacking

NAS Request10ipv6 admin disable

NAS Request10ipv6 inhibited by authentication
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Table 35: Default Mapping Between PPP Termination Causes and Code
Values (continued)

RADIUS Acct-Terminate-Cause Attribute
Internal PPP
Termination Cause

RADIUS Termination Cause
Code
Value

NAS Request10ipv6 link down

NAS Request10ipv6 local and peer interface ids identical

NAS Request10ipv6max configure exceeded

NAS Request10ipv6 no local ipv6 interface id

NAS Request10ipv6 no peer ipv6 interface id

NAS Request10ipv6 no service

NAS Request10ipv6 peer renegotiate rx conf ack

NAS Request10ipv6 peer renegotiate rx conf nak

NAS Request10ipv6 peer renegotiate rx conf rej

NAS Request10ipv6 peer renegotiate rx conf req

NAS Request10ipv6 peer terminate code rej

NAS Request10ipv6 peer terminate term ack

NAS Request10ipv6 peer terminate term req

NAS Request10ipv6 service disable

NAS Request10ipv6 stale stacking

NAS Request10lcp authenticate terminate hold

NAS Request10lcp configuredmrru too small

NAS Request10lcp configuredmru invalid

NAS Request10lcp configuredmru too small

NAS Request10lcp dynamic interface hold

NAS Request10lcp keepalive failure
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Table 35: Default Mapping Between PPP Termination Causes and Code
Values (continued)

RADIUS Acct-Terminate-Cause Attribute
Internal PPP
Termination Cause

RADIUS Termination Cause
Code
Value

NAS Request10lcp loopback rx conf req

NAS Request10lcp loopback rx echo reply

NAS Request10lcp loopback rx echo req

NAS Request10lcp max configure exceeded

NAS Request10lcp mru changed

NAS Request10lcp negotiation timeout

NAS Request10lcp no localaccm

NAS Request10lcp no localacfc

NAS Request10lcp no local authentication

NAS Request10lcp no local endpoint discriminator

NAS Request10lcp no local magic number

NAS Request10lcp no local mrru

NAS Request10lcp no local mru

NAS Request10lcp no localpfc

NAS Request10lcp no peer accm

NAS Request10lcp no peer authentication

NAS Request10lcp no peer endpoint discriminator

NAS Request10lcp no peer magicnumber

NAS Request10lcp no peer mrru

NAS Request10lcp no peer mru

NAS Request10lcp no peer pfc
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Table 35: Default Mapping Between PPP Termination Causes and Code
Values (continued)

RADIUS Acct-Terminate-Cause Attribute
Internal PPP
Termination Cause

RADIUS Termination Cause
Code
Value

User Request1lcp peer terminate code rej

User Request1lcp peer terminate term ack

User Request1lcp peer terminate term req

User Request1lcp peer terminate protocol reject

User Request1lcp peer renegotiate rx conf ack

User Request1lcp peer renegotiate rx conf nak

User Request1lcp peer renegotiate rx conf rej

User Request1lcp peer renegotiate rx conf req

NAS Request10lcp tunnel disconnected

NAS Request10lcp tunnel failed

Port Error8link interface no hardware

Lost Carrier2lower interface attach failed

Lost Carrier2lower interface teardown

NAS Request10mpls admin disable

NAS Request10mpls link down

NAS Request10mpls max configure exceeded

NAS Request10mpls no service

NAS Request10mpls peer renegotiate rx conf ack

NAS Request10mpls peer renegotiate rx conf nak

NAS Request10mpls peer renegotiate rx conf rej

NAS Request10mpls peer renegotiate rx conf req
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Table 35: Default Mapping Between PPP Termination Causes and Code
Values (continued)

RADIUS Acct-Terminate-Cause Attribute
Internal PPP
Termination Cause

RADIUS Termination Cause
Code
Value

NAS Request10mpls peer terminate code rej

NAS Request10mpls peer terminate term ack

NAS Request10mpls peer terminate term req

NAS Request10mpls service disable

NAS Request10mpls stale stacking

Admin Reset6network interface admin disable

NAS Request10no bundle

Port Error8no interface

Port Error8no link interface

NAS Request10no ncps available

NAS Request10no network interface

NAS Error9no upper interface

NAS Request10osi admin disable

NAS Request10osi link down

NAS Request10osi max configure exceeded

NAS Request10osi no local align npdu

NAS Request10osi no peer align npdu

NAS Request10osi no service

NAS Request10osi peer renegotiate rx conf ack

NAS Request10osi peer renegotiate rx conf nak

NAS Request10osi peer renegotiate rx conf rej
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Table 35: Default Mapping Between PPP Termination Causes and Code
Values (continued)

RADIUS Acct-Terminate-Cause Attribute
Internal PPP
Termination Cause

RADIUS Termination Cause
Code
Value

NAS Request10osi peer renegotiate rx conf req

NAS Request10osi peer terminate code rej

NAS Request10osi peer terminate term ack

NAS Request10osi peer terminate term req

NAS Request10osi service disable

NAS Request10osi stale stacking

NAS Error9recovery active state cleanup

NAS Error9recovery configured state cleanup

NAS Error9recovery init state cleanup

NAS Error9recovery terminated state cleanup

NAS Error9recovery terminating state cleanup

NAS Error9session init failed

NAS Error9subscriber mgr activation failed

NAS Error9subscriber mgr get credentials failed

NAS Error9subscriber mgr link interface not found

NAS Error9subscriber mgr set state active failed

Related
Documentation

Understanding Session Termination Causes and RADIUS Termination Cause Codes

on page 211

•

• MappingSessionTerminationCauses toCustomTerminationCauseCodesonpage213

VLAN Termination Causes and Code Values

When a VLAN event terminates a subscriber session, causing a RADIUS Acct-Stop

message to be issued, the RADIUS Acct-Terminate-Cause attribute (49) reports the
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cause or reason for the termination. This attribute is included only in RADIUS Acct-Stop

messages. The termination cause is conveyed as a code value in the attribute.RFC 2866,

RADIUSAccounting,define thestandardmappingbetween 18codevaluesandtermination

causes.

Junos OS defines a set of internal termination cause codes that are mapped to the

RFC-defined code values. When a subscriber session is terminated, the router logs a

message for the internal termination cause and logs another message for the RADIUS

Acct-Terminate-Cause attribute. You can use the logged information to help monitor

and troubleshoot terminated sessions.

Table 36 on page 246 lists the default mapping between the internal identifier for VLAN

termination causes and the code values that represent them in the RADIUS

Acct-Terminate-Cause attribute (49).

NOTE: You can remap the internal identifiers to a custom code value in the
range 1 through 4,294,967,295 by using the terminate-code statement at the

[edit access] hierarchy level. You can view the currentmapping by issuing the

show network-access terminate-code vlan detail command.

Table 36:DefaultMappingBetweenVLANTerminationCauses andCode
Values

RADIUS Acct-Terminate-Cause Attribute
Internal VLAN
Termination Cause

RADIUS Termination Cause
Code
Value

VLANsession termination initiated
by the subscriber being
administratively logged out.

6vlan admin-logout

VLANsession termination initiated
by the subscriber being
administratively reconnected.

16vlan admin-reconnect

VLANsession termination initiated
by an otherwise undefined cause.

9vlan other

VLAN out-of-band session
termination initiated by the
access-facing interface going
down.

2vlan out-of-band-access-interface-down

VLAN out-of-band session
termination initiated by the
access-facing interface being
brought down administratively.

6vlan
out-of-band-admin-access-interface-down
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Table 36:DefaultMappingBetweenVLANTerminationCauses andCode
Values (continued)

RADIUS Acct-Terminate-Cause Attribute
Internal VLAN
Termination Cause

RADIUS Termination Cause
Code
Value

VLAN out-of-band session
termination initiated by the
core-facing interfacebeingbrought
down administratively.

6vlanout-of-band-admin-core-interface-down

VLAN out-of-band session
termination initiated by the receipt
of an ANCP Port Downmessage.

1vlan out-of-band-ancp-port-down

VLAN out-of-band session
termination initiated by a change
in the port VLAN ID, which is
treated as a logical Port Down
message.

1vlanout-of-band-ancp-port-vlan-id-change

VLAN out-of-band session
termination initiated by the
core-facing interface going down.

2vlan out-of-band-core-interface-down

VLAN out-of-band session
termination initiated by the lack of
any remaining available VLAN IDs.

15vlanout-of-band-l2-wholesale-no-free-vlans

VLANsession termination initiated
by an error when requesting the
dynamicprofileassociatedwith the
VLAN range.

9vlan profile-request-error

VLANsession termination initiated
byanerror in the sessiondatabase.

9vlan sdb-error

VLANsession termination initiated
by an error while attempting to
activate the subscriber services for
the session.

9vlan subscriber-activate-error

Related
Documentation

• Understanding Session Termination Causes and RADIUS Termination Cause Codes

on page 211

• MappingSessionTerminationCauses toCustomTerminationCauseCodesonpage213
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CHAPTER 16

ConfiguringExtensibleSubscriberServices
Manager

• Extensible Subscriber Services Manager Overview on page 249

• Understanding the Dictionary File on page 250

Extensible Subscriber Services Manager Overview

Extensible Subscriber Services Manager (ESSM) is a background process that is part of

the Intelligent Customer Extendable authentication, authorization, and accounting

(ICE-AAA) framework, which supports customer extensible services for both business

and residential subscribers. Services are classified as residential or business on the basis

of the value specified for the RADIUS VSA (26-173) ERX-Service-Activate-Type that is

received in the Access-Accept message.

Extensible Subscriber Services Manager uses the ICE-AAA framework, which comprises

a dictionary, operation scripts, and RADIUS vendor-specific attributes (VSAs), to create

business services for subscribers without modifying Junos OS. Extensible Subscriber

Services Manager supports only the ERX-Activate service type.

Using theExtensibleSubscriberServicesManager, youcancreatebusiness servicesusing

the following sources:

• The dictionary that refers to or invokes the operation scripts.

• The operation scripts that you use to create subscriber-specific configuration

• The VSAs that the RADIUS server sends that contain configuration values for

provisioning services

Related
Documentation

Understanding the Dictionary File on page 250•

• show subscribers on page 1942

• show subscribers summary on page 1972

• Configuring Flat-File Accounting for Extensible Subscriber Services Management
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Understanding the Dictionary File

The XML-based dictionary specifies the action to be taken by ESSMDwhen it receives a

service request.Thedictionarycontainsprovisioning, deprovisioning, andoperationscripts.

ESSMD parses the dictionary file during initialization and stores the parsed information

in the database. Extensible Subscriber Services Manager acts on the

extensible-subscriber-service requests on the basis of the services configured in the

dictionary file.

During a commit operation, essmd verifies the path and the filename of the dictionary

file. If the path or the filename is invalid, the commit operation fails and the error is logged

in a system logmessage. Restarting the daemonor performing a graceful Routing Engine

switchover (GRES) operation forces essmd to use the new dictionary. Ensure that you

always configure a valid dictionary for essmd.

When loading the dictionary file after a successful commit operation, essmd validates

whether:

• There are errors in parsing the dictionary file.

• The operation scripts specified in the dictionary file are available on the router.

• Any active services are modified.

If the validation fails, an error is logged in a system logmessage, and essmd continues

to use the existing version of the dictionary file. Use the request services

extensible-subscriber-services reload-dictionary command to reload the dictionary file

after resolving the errors.

Related
Documentation

• dictionary on page 1108

• show extensible-subscriber-services dictionary on page 1826

• show extensible-subscriber-services dictionary attributes on page 1830

• show extensible-subscriber-services dictionary services on page 1833
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CHAPTER 17

MonitoringandManagingAAA Information
for Subscriber Access

• Verifying and Managing Subscriber AAA Information on page 251

• Monitoring Pending RADIUS Accounting Stop Messages on page 252

• Verifying and Managing the RADIUS Dynamic-Request Feature on page 253

• Verifying and Managing Domain Map Configuration on page 254

• Verifying and Managing LLID Preauthentication Configuration on page 254

Verifying andManaging Subscriber AAA Information

Purpose View or clear subscriber access statistics and information.

Action To display subscriber AAA statistics:•

user@host> show network-access aaa statistics

user@host> show network-access aaa statistics authentication

• To display RADIUS server status and information:

user@host> show network-access aaa radius-servers

• To display subscriber access AAA information:

user@host> show network-access aaa subscribers

• To display subscriber session information:

user@host> show network-access aaa subscribers session-id session-id

• To clear subscriber access statistics and to log out specific subscribers:

user@host> clear network-access aaa subscriber

You can specify the subscriber with the username username option or the session-id

identifieroption. In either case, specify reconnect toattempt to reconnect the subscriber

session after it is completely logged out.

• To clear AAA accounting statistics:

user@host> clear network-access aaa statistics accounting

• To clear AAA address-assignment statistics for a client:

251Copyright © 2018, Juniper Networks, Inc.



user@host> clear network-access aaa statistics address-assignment client

• To clear AAA address-assignment pool statistics:

user@host> clear network-access aaa statistics address-assignment pool pool-name

• To clear AAA authentication statistics:

user@host> clear network-access aaa statistics authentication

Related
Documentation

CLI Explorer•

Monitoring Pending RADIUS Accounting StopMessages

Purpose Display information about RADIUS accounting stopmessages that are being withheld

due to an inability to contact the RADIUS accounting server.

Action When you want to knowwhether the number of pending accounting-stopmessages is

nearing the maximum, you can display a simple count of pending requests:

user@host> show network-access aaa statistics pending-accounting-stops
Pending accounting stops: 10,000

You can use other commands to display more information about the accounting

messages. The next example displays information for all services in the accounting

session for the user, vjshah29@example.com. Although this example shows only one

user, this command actually displays the information for all subscribers for whom

accounting is being backed up.

user@host> show accounting pending-accounting-stops detail
Type: pppoe
Username: vjshah29@example.com
AAA Logical system/Routing instance: default:default
Access-profile: ce-ppp-profile
Session ID: 84
Accounting Session ID: 84
IP Address: 192.168.0.25
IPv6 Prefix: 2001:db8:2010:9999:18::/48
Authentication State: AuthAcctStopAckWait
Accounting State: Acc-Stop-Stats-Pending
Service name: cos-service
  Service State: SvcInactive
  Session ID: 94
  Session uptime: 00:08:02
  Accounting status: on/time
  Service accounting session ID: 84:94-1352294677
  Service accounting state: Acc-Stop-Stats-Pending
  Accounting interim interval: 600
Service name: filter-service
  Service State: SvcInactive
  Session ID: 93
  Session uptime: 00:08:02
  Accounting status: on/volume+time
  Service accounting session ID: 84:93-1352294677
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  Service accounting state: Acc-Stop-Stats-Pending
  Accounting interim interval: 600
Service name: filter-service6
  Service State: SvcInactive
  Session ID: 95
  Session uptime: 00:08:02
  Accounting status: on/volume+time
  Service accounting session ID: 84:95-1352294677
  Service accounting state: Acc-Stop-Stats-Pending
  Accounting interim interval: 600

You can display summary information for all users with a particular access profile. In the

following example, only a single user, vjshah29@example.com, has the specified access

profile, ce-ppp-profile:

user@host> show accounting pending-accounting-stops ce-ppp-profile

Type:         Username:               Session ID:     Service ID:       Service
  pppoe        vjshah29@example.com       84
  pppoe        vjshah29@example.com       84              94                cos-service
  pppoe        vjshah29@example.com       84              93                filter-service
  pppoe        vjshah29@example.com       84              95                filter-service6

You can also display summary information for all subscribers that have accounting-stop

messages pending, regardless of access profile. The next example displays information

for two users. Because the subscriber larry@example.com is not shown in the previous

example, he must have a different access profile than vjshah29@example.com, even

though he has received the same services.

user@host> show accounting pending-accounting-stops terse

 Type:         Username:                   Session ID:     Service ID:       Service
  pppoe        vjshah29@example.com           84
  pppoe        vjshah29@example.com           84              94                cos-service
  pppoe        vjshah29@example.com           84              93                filter-service
  pppoe        vjshah29@example.com           84              95                filter-service6
  pppoe        larry@example.com              85
  pppoe        larry@example.com              85              94                cos-service
  pppoe        larry@example.com              85              93                filter-service
  pppoe        larry@example.com              85              95                filter-service6

Related
Documentation

Preservation of RADIUS Accounting Information During an Accounting Server Outage

on page 112

•

• Configuring Back-up Options for RADIUS Accounting on page 121

Verifying andManaging the RADIUS Dynamic-Request Feature

Purpose Display RADIUS dynamic request statistics and information.

Action To display RADIUS dynamic request statistics:•
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user@host>show network-access aaa statistics dynamic-requests

Related
Documentation

CLI Explorer•

Verifying andManaging DomainMap Configuration

Purpose Display information related to a domain map.

Action To display statistics for the domain map:•

user@host> show network-access domain-map

• To display domain map information for a specific subscriber session:

user@host> show network-access aaa subscribers session-id

Related
Documentation

Domain Mapping Overview on page 184•

• Configuring a Domain Map on page 188

Verifying andManaging LLID Preauthentication Configuration

Purpose Display statistics andconfiguration information related to logical line identification (LLID)

preauthenticaion.

Action To display LLID preauthentication statistics:•

user@host> show network-access aaa statistics preauthentication

• To display information about preauthentication servers:

user@host> show network-access aaa radius-servers

Related
Documentation

• RADIUS Logical Line Identifier (LLID) Overview on page 173

• Configuring Logical Line Identification (LLID) Preauthentication on page 176
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PART 2

Configuring DHCP for Subscriber
Management

• Using DHCP Overview on page 257

• Configuring Default Services That are Activated at Subscriber Login on page 271

• Assigning IP Addresses on page 273

• Configuring Lease Times for IP Addresses on page 281

• Configuring DHCP Individual and Bulk Leasequery on page 289

• Requesting DHCPClient Configuration Information FromanAddress Pool on page 301

• AuthenticatingDHCPClientsUsingAnExternalAAAAuthenticationServiceonpage305

• Grouping Interfaces and Applying a Common DHCP Configuration to the

Group on page 311

• Configuring the Number of DHCP Clients Per Interface on page 321

• Maintaining Subscribers During Interface Delete Events on page 325

• Forcing Dynamic Reconfiguration of Clients From a DHCP Local Server on page 329

• Conserving IP Addresses Using DHCP Auto Logout on page 337

• Overriding Default DHCP Local Server Configuration Settings on page 345

• Configuring DHCP RenegotiationWhile in Bound State on page 353

• Attaching Access Profiles to DHCP Interfaces on page 355

• Applying a Common DHCP Relay Agent Configuration to Groups of DHCP

Servers on page 359

• Changing theGateway IPAddress (giaddr) Field andDHCPRelayRequest andRelease

Packet Source Address on page 361

• Securing DHCPMessages Sent Between DHCP Clients and Servers in Different

VRFs on page 363

• Configuring DHCP Relay Agent on page 369

• Configuring DHCP Relay Proxy Mode on page 395

• Configuring DHCP Local Server Authentication on page 397

• Configuring a MinimumDHCP Local Server Configuration on page 399

• Protecting the Routing Engine Using DHCP Firewall Filters on page 401

• Monitoring and Managing DHCP on page 407
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CHAPTER 18

Using DHCP Overview

• Extended DHCP Local Server Overview on page 258

• Extended DHCP Relay Agent Overview on page 264

• DHCP Relay Proxy Overview on page 267

• DHCP Attributes Overview on page 268
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Extended DHCP Local Server Overview
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JunosOS includes an extendedDHCP local server that enhances traditional DHCP server

operationbyprovidingadditionaladdressassignmentandclientconfiguration functionality

and flexibility inasubscriber-awareenvironment.TheextendedDHCP local server enables

serviceproviders to takeadvantageofexternaladdress-assignmentpoolsand integrated

RADIUS-basedconfigurationcapabilities inaddition to thecontinuedsupportof traditional

local address pools. The address-assignment pools are considered external because

they are external to the DHCP local server. The pools aremanaged independently of the

DHCP local server, and can be shared by different client applications, such as DHCP or

PPPoE access. Table 37 on page 259 provides a comparison of the extended DHCP local

server and a traditional DHCP local server.

The extended DHCP local server provides an IP address and other configuration

information in response toaclient request.Theserver supports theattachmentofdynamic

profiles and also interacts with the local AAA Service Framework to use back-end

authentication servers, such as RADIUS, to provide DHCP client authentication. You can

configure thedynamicprofile andauthentication support onaglobalbasis or for a specific

group of interfaces.

Table 37: Comparing the Extended DHCP Local Server to the Traditional
DHCP Local Server

Traditional
DHCP Local
Server

ExtendedDHCP
Local ServerFeature

XXLocal address pools

–XExternal, centrally-managed address pools

XXLocal configuration

–XExternal configuration using information from
address-assignment pools or RADIUS servers

–XDynamic-profile attachment

–XRADIUS-based subscriber authentication, and
configuration using RADIUS attributes and Juniper
Networks VSAs

–XIPv6 client support

XXDefault minimum client configuration

You can also configure the extended DHCP local server to support IPv6 clients. Both

DHCP local server andDHCPv6 local server support the specific address request feature,

which enables you to assign a particular address to a client.
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NOTE: If you delete the DHCP server configuration, DHCP server bindings
might still remain. To ensure thatDHCPbindings are removed, issue the clear

dhcpserverbindingcommandbeforeyoudeletetheDHCPserverconfiguration.

This overview covers:

• Interaction Among the DHCP Client, Extended DHCP Local Server, and

Address-Assignment Pools on page 260

• Providing DHCP Client Configuration Information on page 261

• Minimal Configuration for Clients on page 262

• DHCP Local Server and Address-Assignment Pools on page 262

Interaction Among the DHCP Client, Extended DHCP Local Server, and Address-Assignment
Pools

The pattern of interaction between the DHCP local server, the DHCP client, and

address-assignment pools is the same regardless of whether you are using a router or a

switch. However, there are some differences in the details of usage.

• On routers—In a typical carrier edge network configuration, the DHCP client is on the

subscriber’s computer or customer premises equipment (CPE), and the DHCP local

server is configured on the router.

• Onswitches—Ina typical network configuration, theDHCPclient is onanaccessdevice,

such as a personal computer, and the DHCP local server is configured on the switch.

The following steps provide a high-level description of the interaction among the DHCP

local server, DHCP client, and address-assignment pools:

1. The DHCP client sends a discover packet to one or more DHCP local servers in the

network to obtain configuration parameters and an IP address for the subscriber (or

DHCP client).

2. Each DHCP local server that receives the discover packet then searches its

address-assignment pool for the client address and configuration options. Each local

server creates an entry in its internal client table to keep track of the client state, then

sends a DHCP offer packet to the client.

3. On receipt of the offer packet, the DHCP client selects the DHCP local server from

which to obtain configuration information and sends a request packet indicating the

DHCP local server selected to grant the address and configuration information.

4. The selected DHCP local server sends an acknowledgement packet to the client that

contains theclientaddress leaseandconfigurationparameters. Theserver also installs

the host route and ARP entry, and thenmonitors the lease state.
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Providing DHCP Client Configuration Information

WhentheextendedDHCPapplication receivesa response fromanexternalauthentication

server, the responsemight include information in addition to the IP address and subnet

mask. The extended DHCP application uses the information from the authentication

grant for the response the DHCP application sends to the DHCP client. The DHCP

application can either send the information in its original form or the application might

merge the information with local configuration specifications. For example, if the

authentication grant includes an address pool name and a local configuration specifies

DHCP attributes for that pool (such as, DNS server address), the extended DHCP

application merges the authentication results and the attributes in the reply that the

server sends to the client.

A local configuration is optional — a client can be fully configured by the external

authentication service. However, if the external authentication service does not provide

client configuration, youmight need to configure the local address-assignment pool to

provide the configuration information, such as DNS server, for the client. When a local

configuration specifies options, the extended DHCP application adds the local

configuration options to the offer PDU the server sends to the client. If the two sets of

options overlap, the options in the authentication response from the external service

take precedence.

When you use RADIUS to provide the authentication, the additional information might

be in the form of RADIUS attributes and Juniper Networks VSAs. Table 38 on page 261

lists the information thatRADIUSmight include in theauthentication grant. See “RADIUS

Attributes and Juniper Networks VSAs Supported by the AAA Service Framework” on

page 13 for a complete list of RADIUS attributes and Juniper Networks VSAs that the

extended DHCP applications supports for subscriber access management or DHCP

management.

Table 38: Information in Authentication Grant

DescriptionAttribute NameAttribute Number

Client IP addressFramed-IP-AddressRADIUS attribute 8

Subnetmask forclient IPaddress
(DHCP option 1)

Framed-IP-NetmaskRADIUS attribute 9

Primary domain server (DHCP
option 6)

Primary-DNSJuniper Networks VSA 26-4

Secondarydomainserver (DHCP
option 6)

Secondary-DNSJuniper Networks VSA 26-5

PrimaryWINS server (DHCP
option 44)

Primary-WINSJuniper Networks VSA 26-6

SecondaryWINS server (DHCP
option 44)

Secondary-WINSJuniper Networks VSA 26-7
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Table 38: Information in Authentication Grant (continued)

DescriptionAttribute NameAttribute Number

Lease timeSession-TimeoutRADIUS attribute 27

Address assignment pool nameFramed-PoolRADIUS attribute 88

DHCP relay serverDHCP-Guided-Relay-ServerJuniper Networks VSA 26-109

Minimal Configuration for Clients

The extended DHCP local server provides aminimal configuration to the DHCP client if

theclientdoesnothaveDHCPoption55configured.Theserverprovides thesubnetmask

of the address-assignment pool that is selected for the client. In addition to the subnet

mask, the serverprovides the followingvalues to theclient if the information is configured

in the selected address-assignment pool:

• router—A router located on the client’s subnet. This statement is the equivalent of
DHCP option 3.

• domainname—Thenameof thedomain inwhich theclient searches for aDHCPserver
host. This is the default domain name that is appended to hostnames that are not fully

qualified. This is equivalent to DHCP option 15.

• domain name server—ADomain Name System (DNS) name server that is available

to theclient to resolvehostname-to-clientmappings. This is equivalent toDHCPoption

6.

DHCP Local Server and Address-Assignment Pools

In the traditional DHCP server operation, the client address pool and client configuration

information reside on the DHCP server. With the extended DHCP local server, the client

address and configuration information reside in external address-assignment pools

(external to theDHCP local server). Theexternal address-assignmentpoolsaremanaged

by the authd process, independently of the DHCP local server, and can be shared by
different client applications.

The extended DHCP local server also supports advanced pool matching and the use of

named address ranges. You can also configure the local server to use DHCP option 82

information in the client PDU to determine which named address range to use for a

particular client. The client configuration information, which is configured in the

address-assignment pool, includes user-defined options, such as boot server, grace

period, and lease time.

Configuring theDHCPenvironment that includes theextendedDHCP local server requires

two independent configuration operations, which you can complete in any order. In one

operation, you configure the extended DHCP local server on the router and specify how

the DHCP local server determines which address-assignment pool to use. In the other

operation, you configure the address-assignment pools used by the DHCP local server.
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The address-assignment pools contain the IP addresses, named address ranges, and

configuration information for DHCP clients.

NOTE: The extended DHCP local server and the address-assignment pools
usedby the servermust be configured in the same logical systemand routing
instance.

Related
Documentation

Address-Assignment Pools Overview on page 619•

• Configuring How the Extended DHCP Local Server DeterminesWhich

Address-Assignment Pool to Use on page 276

• Dynamic Profile Attachment to DHCP Subscriber Interfaces Overview

• Using External AAA Authentication Services with DHCP on page 305

• Assign a Specific IP Address to a Client Using DHCP Option 50 and DHCPv6 IA_NA

Option on page 277

• Graceful Routing Engine Switchover for DHCP

• High Availability Using Unified ISSU in the PPP Access Network

• Tracing Extended DHCP Operations on page 875

• Verifying and Managing DHCP Local Server Configuration on page 411

• Example: Minimum Extended DHCP Local Server Configuration on page 399

• Example: Extended DHCP Local Server Configuration with Optional Pool Matching on

page 279

• Example: Configuring aDHCP Firewall Filter to Protect the Routing Engine on page 401
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Extended DHCP Relay Agent Overview

Youcanconfigure extendedDHCP relayoptionson the router or on the switchandenable

the router (or switch) to function as a DHCP relay agent. A DHCP relay agent forwards

DHCP request and reply packets between a DHCP client and a DHCP server.

DHCP relay supports theattachmentofdynamicprofilesandalso interactswith the local

AAA Service Framework to use back-end authentication servers, such as RADIUS, to

provide subscriber authenticationorDHCPclient authentication. Youcanattachdynamic

profiles and configure authentication support on a global basis or for a specific group of

interfaces.

NOTE: The PTX Series Packet Transport Routers do not support
authentication for DHCP relay agents.

On the routers, you can use DHCP relay in carrier edge applications such as video/IPTV

to obtain configuration parameters, including an IP address, for your subscribers.

On the switches, you can use DHCP relay to obtain configuration parameters including

an IP address for DHCP clients.

NOTE: TheextendedDHCPrelayagentoptionsconfiguredwith thedhcp-relay

statement are incompatible with the DHCP/BOOTP relay agent options
configuredwith thebootp statement. As a result, you cannot enable both the

extended DHCP relay agent and the DHCP/BOOTP relay agent on the router
at the same time.

For informationabout theDHCP/BOOTPrelayagent, seeConfiguringRouters,
Switches, and Interfaces as DHCP and BOOTP Relay Agents.

You can also configure the extended DHCP relay agent to support IPv6 clients.

See“DHCPv6RelayAgentOverview”onpage489for informationabout theDHCPv6 relay

agent feature.

To configure the extended DHCP relay agent on the router (or switch), include the

dhcp-relay statement at the [edit forwarding-options] hierarchy level.

You can also include the dhcp-relay statement at the following hierarchy levels:

• [edit logical-systems logical-system-name forwarding-options]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

forwarding-options]

• [edit routing-instances routing-instance-name forwarding-options]

This overview covers:
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• InteractionAmongtheDHCPRelayAgent,DHCPClient, andDHCPServersonpage265

• DHCP Liveness Detection on page 266

Interaction Among the DHCP Relay Agent, DHCP Client, and DHCP Servers

The pattern of interaction among the DCHPRelay agent, DHCP client, and DHCP servers

is the same regardless of whether the software installation is on a router or a switch.

However, there are some difference in the details of usage.

On routers—In a typical carrier edge network configuration, the DHCP client is on the

subscriber’s computer, and the DHCP relay agent is configured on the router between

the DHCP client and one or more DHCP servers.

On switches—In a typical network configuration, the DHCP client is on an access device

such as a personal computer and the DHCP relay agent is configured on the switch

between the DHCP client and one or more DHCP servers.

The following steps describe, at a high level, how the DHCP client, DHCP relay agent,

and DHCP server interact in a configuration that includes two DHCP servers.

1. The DHCP client sends a discover packet to find a DHCP server in the network from

which toobtain configurationparameters for the subscriber (orDHCPclient), including

an IP address.

2. The DHCP relay agent receives the discover packet and forwards copies to each of

the twoDHCPservers. TheDHCP relay agent then creates an entry in its internal client

table to keep track of the client’s state.

3. In response to receiving the discover packet, each DHCP server sends an offer packet

to the client. The DHCP relay agent receives the offer packets and forwards them to

the DHCP client.

4. On receipt of the offer packets, the DHCP client selects the DHCP server fromwhich

to obtain configuration information. Typically, the client selects the server that offers

the longest lease time on the IP address.

5. The DHCP client sends a request packet that specifies the DHCP server fromwhich

to obtain configuration information.

6. The DHCP relay agent receives the request packet and forwards copies to each of the

two DHCP servers.

7. The DHCP server requested by the client sends an acknowledgement (ACK) packet

that contains the client’s configuration parameters.

8. The DHCP relay agent receives the ACK packet and forwards it to the client.

9. The DHCP client receives the ACK packet and stores the configuration information.

10. If configured to do so, the DHCP relay agent installs a host route and Address

Resolution Protocol (ARP) entry for this client.

11. After establishing the initial lease on the IP address, the DHCP client and the DHCP

server use unicast transmission to negotiate lease renewal or release. The DHCP relay

agent “snoops” on all of the packets unicast between the client and the server that
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pass through the router (or switch) to determine when the lease for this client has

expired or been released. This process is referred to as lease shadowing or passive

snooping.

DHCP Liveness Detection

Liveness detection for DHCP subscriber or DHCP client IP sessions utilizes an active

liveness detection protocol to institute liveness detection checks for relevant clients.

Clients are expected to respond to liveness detection requestswithin a specified amount

of time. If the responses are not received within that time for a given number of

consecutive attempts, then the liveness detection check fails and a failure action is

implemented.

NOTE: DHCP liveness detection either globally or per DHCP group.

Related
Documentation

DHCPv6 Relay Agent Overview on page 489•

• Access and Access-Internal Routes for Subscriber Management

• Dynamic Profile Attachment to DHCP Subscriber Interfaces Overview

• Using External AAA Authentication Services with DHCP on page 305

• DHCP Relay Proxy Overview on page 267

• Graceful Routing Engine Switchover for DHCP

• High Availability Using Unified ISSU in the PPP Access Network

• Verifying and Managing DHCP Relay Configuration on page 411

• Tracing Extended DHCP Operations on page 875

• Example: MinimumDHCP Relay Agent Configuration on page 385

• Example:DHCPRelayAgentConfigurationwithMultipleClientsandServersonpage390

• Example: Configuring DHCP Relay Agent Selective Traffic Processing Based on DHCP

Option Strings on page 386

• Example: Configuring DHCP and DHCPv6 Relay Agent Group-Level Selective Traffic

Processing on page 315

• Example: Configuring aDHCP Firewall Filter to Protect the Routing Engine on page 401
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DHCP Relay Proxy Overview

DHCP relay proxy mode is an enhancement to extended DHCP relay. DHCP relay proxy

supports all DHCP relay features while providing additional features and benefits.

Normally, extended DHCP relay operates as a helper application for DHCP operations.

Except for the ability to addDHCP relay agent options and the gateway address (giaddr)

to DHCP packets, DHCP relay is transparent to DHCP clients and DHCP servers, and

simply forwards messages between DHCP clients and servers.

When you configure DHCP relay to operate in proxy mode, the relay is no longer

transparent. In proxymode, DHCP relay concealsDHCPserver details fromDHCPclients,

which interactwith aDHCP relay in proxymodeas though it is theDHCPserver. ForDHCP

servers there is no change, because proxy mode has no effect on how the DHCP server

interacts with the DHCP relay.

DHCP relay proxy provides the following benefits:

• DHCP server isolation and DoS protection—DHCP clients are unable to detect the

DHCP servers, learn DHCP server addresses, or determine the number of servers that

are providing DHCP support. Server isolation also provides denial-of-service (DoS)

protection for the DHCP servers.

• Multiple lease offer selection—DHCP relay proxy receives lease offers frommultiple

DHCP servers and selects a single offer to send to the DHCP client, thereby reducing

traffic in the network. Currently, the DHCP relay proxy selects the first offer received.

• Support for both numbered and unnumbered Ethernet interfaces—For DHCP clients

connected through Ethernet interfaces, when the DHCP client obtains an address, the

DHCP relay proxy adds an access internal host route specifying that interface as the

outbound interface. The route is automatically removed when the lease time expires

or when the client releases the address.

• Logical system support—DHCP relay proxy can be configured in a logical system,

whereas a non-proxy mode DHCP relay cannot.

NOTE: You cannot configure both DHCP relay proxy and extended DHCP
local server on the same interface.

Interaction Among DHCP Relay Proxy, DHCP Client, and DHCP Servers

The DHCP relay agent is configured on the router (or switch), which operates between

the DHCP client and one or more DHCP servers.
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The following steps provide a high-level description of how DHCP relay proxy interacts

with DHCP clients and DHCP servers.

1. TheDHCP client sends a discover packet to locate a DHCP server in the network from

which to obtain configuration parameters for the subscriber.

2. TheDHCP relayproxy receives thediscover packet from theDHCPclient and forwards

copies of the packet to each supporting DHCP server. The DHCP relay proxy then

creates a client table entry to keep track of the client state.

3. In response to the discover packet, each DHCP server sends an offer packet to the

client, which the DHCP relay proxy receives. The DHCP relay proxy does the following:

a. Selects the first offer received as the offer to sent to the client

b. Replaces the DHCP server address with the address of the DHCP relay proxy

c. Forwards the offer to the DHCP client.

4. The DHCP client receives the offer from the DHCP relay proxy.

5. The DHCP client sends a request packet that indicates the DHCP server fromwhich

to obtain configuration information—the request packet specifies the address of the

DHCP relay proxy.

6. TheDHCP relay proxy receives the request packet and forwards copies, which include

the address of selected server, to all supporting DHCP servers.

7. The DHCP server requested by the client sends an acknowledgement (ACK) packet

that contains the client configuration parameters.

8. The DHCP relay proxy receives the ACK packet, replaces the DHCP server address

with its own address, and forwards the packet to the client.

9. The DHCP client receives the ACK packet and stores the configuration information.

10. If configured todoso, theDHCPrelayproxy installs ahost routeandAddressResolution

Protocol (ARP) entry for the DHCP client.

11. After the initial DHCP lease is established, the DHCP relay proxy receives all lease

renewals and lease releases from the DHCP client and forwards them to the DHCP

server.

Related
Documentation

Extended DHCP Relay Agent Overview on page 264•

• Enabling DHCP Relay Proxy Mode on page 395

• Configuring Detection of DHCP Relay or DHCP Relay Proxy Client Connectivity

DHCPAttributes Overview

You can configure features that are specific to the DHCP application that are applied to

only certain DHCP clients or to all DHCP clients with DHCP attributes. DHCP uses the

attributes to determine the scope of the client operation. For example, you can configure

attributes that set themaximum lease time or preferred lifetime of the lease, the domain
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in which to search for DHCP servers, match criteria for which address range to use from

within an address pool, and so on. Youmight specify that a client that matches certain

prerequisite information is dynamically assigned an address from a particular named

address range. Based on which named range is used, DHCP specifies additional DHCP

attributes.

You can configure DHCP attributes in the following ways:

• On the RADIUS server so that they are conveyed in the corresponding DHCP option

when a subscriber is authenticated. Refer to your RADIUS server documentation for

more information.

• For specific DHCPv4 or DHCPv6 clients that receive an address from the local address

assignment pool with the dhcp-attributes statement at the [edit access

address-assignment pool pool-name] hierarchy level.

• As a set of attributes that you can apply to DHCP clients outside of specific address

pools. Define the attribute set with the protocol-attributes statement at the [edit

access]hierarchy level. Thenapply thesetwithadifferentprotocol-attributes statement

to any of the following:

• For all DHCPv4 clients at the [edit system services dhcp-local-server overrides]

hierarchy level.

• For a group of DHCPv4 clients at the [edit system services dhcp-local-server group

group-name overrides] hierarchy level.

• ForallDHCPv6clientsat the [editsystemservicesdhcp-local-serverdhcpv6overrides]

hierarchy level.

• For a group of DHCPv6 clients at the [edit system services dhcp-local-server dhcpv6

group group-name overrides] hierarchy level.

TheDHCP local serverprocessesattributesprovidedbydifferentmethods in the following

hierarchy:

RADIUS > address pool > global > other

1. When the attribute is configured in RADIUS, the value in the corresponding option

received by the DHCP local server is used.

2. When the attribute is configured for an address pool, that value is used for clients

assigned addresses from that pool.

3. When the attribute is configured globally with the protocol-attributes statement, that

value is used for all clients.

4. When none of the other criteria is met but the attribute is configured at the [edit

access] hierarchy level, that value is used for all clients. If the attribute is configured

at the [edit accessprofile]hierarchy level, that value is used for clients using theprofile.

Related
Documentation

• DHCP Attributes for Address-Assignment Pools on page 273

• Configuring Address-Assignment Pools on page 621
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• Configuring DHCP Attributes Outside Address Assignment Pools on page 351
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CHAPTER 19

Configuring Default Services That are
Activated at Subscriber Login

• Default Subscriber Service Overview on page 271

• Configuring a Default Subscriber Service on page 272

Default Subscriber Service Overview

Subscriber management enables you to specify a default subscriber service for DHCP

subscribers. The default service (dynamic profile) is applied to subscribers when the

subscriber logs in. By configuring a default service, you can apply a particular service (for

example, a basic service) to subscribers who are not explicitly assigned a service.

When a subscriber logs in, the configured default service is always activated, even when

remote service provisioning or RADIUS service activation is configured for the subscriber.

The default service is deactivated only when the subscriber is successfully provisioned

by the PCRF bymeans of the GX-Plus application. (Remote provisioning is configured

by the provisioning-order statement at the [edit access profile] hierarchy level.)

Inall other cases, thedefault service remainsactive. Forexample, ifRADIUSauthentication

is configuredbut serviceactivation is not, thedefault subscriber service remainsactivated.

Likewise, ifRADIUSauthentication isnotconfigured, thedefault subscriber service remains

activated.

Default services can also be deactivated either with a RADIUS CoA deactivate request

or with the request network-access aaa subscriber delete session-id command.

To create and assign a default subscriber service, youmust complete the following

operations:

• Create the service—Ensure that the service you want to use has been configured in a

dynamic profile. The actual service is no different than any other service used for

subscriber management.

• Specify the default service—Use the Junos OS CLI to specify the service that is used

as the default service.

• Specify the interfaces on which the default service is assigned—Use the Junos OS CLI

to specify that the default service is used globally, for a group of interfaces, or for a

specific interface.
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Related
Documentation

Configuring a Default Subscriber Service on page 272•

• CLI-Activated Subscriber Services on page 645

• Activating and Deactivating Subscriber Services Locally with the CLI on page 646

• Understanding Gx-Plus Interactions Between the Router and the PCRF on page 773

Configuring a Default Subscriber Service

Subscriber management enables you to specify a default subscriber service for DHCP

(and DHCPv6) local server and DHCP relay agent. The default service is the service

(dynamic profile) that is applied to subscribers when they log in.

Default services are subsequently deactivated in any of the following circumstances:

• A PCRF responds to AAA for the subscriber.

• A RADIUS CoA deactivation request is issued.

• You deactivate the service manually through the CLI.

To configure a default subscriber service:

1. Ensure that theservice youwant touseas thedefault hasbeenconfigured inadynamic

profile.

2. Specify the default service.

The followingexampleconfigures thedefault service forDHCP local server subscribers.

[edit system services dhcp-local-server]
user@host# set service-profile retailer1-subscriber

3. Attach thedefault service—youcanattach theprofile globally, for agroupof interfaces,

or for a specific interface.

The following example attaches the profile to a named group of interfaces for DHCP

local server.

• Specify the group to which the default service is attached.

[edit system services dhcp-local-server]
user@host# set group subscriber-svl

• Specify the dynamic profile that defines the default service.

[edit system services dhcp-local-server group subscriber-svl]
user@host# set dynamic-profile retailer1-subscriber

Related
Documentation

• Default Subscriber Service Overview on page 271

• Attaching Dynamic Profiles to DHCP Subscriber Interfaces or DHCP Client Interfaces
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CHAPTER 20

Assigning IP Addresses

• DHCP Attributes for Address-Assignment Pools on page 273

• Configuring How the Extended DHCP Local Server DeterminesWhich

Address-Assignment Pool to Use on page 276

• Assign a Specific IP Address to a Client Using DHCP Option 50 and DHCPv6 IA_NA

Option on page 277

• Configuring DHCP Client-Specific Attributes AppliedWhen Clients Obtain an

Address on page 278

• Specifying the Subnet for DHCP Client Address Assignment on page 279

• Example: Extended DHCP Local Server Configuration with Optional Pool

Matching on page 279

• DNS Address Assignment Precedence on page 280

DHCPAttributes for Address-Assignment Pools

This topic provides descriptions of DHCPv4 and DHCPv6 options.

Table 39 on page 273 describes the DHCPv4 client attributes that you can configure.

Table 39: DHCP Attributes

DHCP
OptionDescriptionAttribute

67Boot filenameadvertised to the client, andusedby the client
to complete configuration.

boot-file

66Boot server containing the boot file.boot-server

15Domain in which clients search for a DHCP server host.domain-name

–Grace period offered with the lease.grace-period

51Maximum lease time allowed by the DHCP server.maximum-lease-time

6IP address of DNS server to which clients can send DNS
queries.

name-server
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Table 39: DHCP Attributes (continued)

DHCP
OptionDescriptionAttribute

46NetBIOS node type.netbios-node-type

–User-defined options.option

–Option 82 value is mapped to named address range.option-match

3IP address for routers on the subnetwork.router

54IP address used as the DHCP source addressserver-identifier

58Percentage of the preferred-lifetime that the client (router)
waits before sending renewmessages to theDHCPv4 server
that granted the original lease to extend the client’s lease.

t1-percentage

58Time that the client (router) waits before sending renew
messages to extend the client’s lease. The renewmessages
are sent to theDHCPv4server thatgranted theoriginal lease.

This attribute is an alternative to t1-percentage.

t1-renewal-time

59Percentage of the preferred-lifetime that the client (router)
waits before sending rebindmessages to any available
DHCPv4 server to extend the client’s lease.

t2-percentage

59Time that the client (router) waits before sending rebind
messages to extend the client’s lease. The rebindmessages
are sent to any available DHCPv4 server.

This attribute is an alternative to t2-percentage.

t2-rebinding-time

150Trivial File Transfer Protocol (TFTP) server that the client
uses to obtain the client configuration file.

tftp-server

44IP address of theWindows NetBIOS name server.wins-server

Table 40 on page 274 describes the DHCPv6 client attributes that you can configure.

Table 40: DHCPv6 Attributes

DHCPv6
OptionDescriptionAttribute

23IPv6addressofDNSserver towhichclients cansendDNS
queries.

dns-server

–Grace period offered with the lease.grace-period

–Maximum lease time allowed by the DHCP server.maximum-lease-time
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Table 40: DHCPv6 Attributes (continued)

DHCPv6
OptionDescriptionAttribute

–User-defined options.option

–Length of time that a valid address is in the preferred
state. When the preferred lifetime expires, the address
becomes deprecated.

preferred-lifetime

22IPv6 address of SIP outbound proxy server.sip-server-address

21Domain name of the SIP outbound proxy server.sip-server-domain-name

–Percentage of the preferred-lifetime that the client
(router) waits before sending renewmessages to the
DHCPv6 server that granted the original lease to extend
the client’s lease.

t1-percentage

–Time that the client (router) waits before sending renew
messages to extend the client’s lease. The renew
messages are sent to the DHCPv6 server that granted
the original lease.

This attribute is an alternative to t1-percentage.

t1-renewal-time

–Percentage of the preferred-lifetime that the client
(router) waits before sending rebindmessages to any
available DHCPv6 server to extend the client’s lease.

t2-percentage

–Time that the client (router) waits before sending rebind
messages to extend the client’s lease. The rebind
messages are sent to any available DHCPv6 server.

This attribute is an alternative to t2-percentage.

t2-rebinding-time

–Lengthof time that theaddress remains in thevalid state.
When the lifetime expires, the address becomes invalid.

valid-lifetime

Related
Documentation

DHCP Attributes Overview on page 268•

• Address-Assignment Pools Overview on page 619

• Configuring Address-Assignment Pools on page 621

• Configuring DHCP Client-Specific Attributes AppliedWhen Clients Obtain an Address

on page 278
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Configuring How the Extended DHCP Local Server DeterminesWhich
Address-Assignment Pool to Use

You can specify thematch order in which the extended DHCP local server uses the client

data to determine the address-assignment pool that provides the IP address and

configuration for a DHCP client. You use the pool-match-order statement to specify the

match order. If you do not specify the pool-match-order, the router (or switch) uses the

default ip-address-firstmatching to select the address pool. After DHCP local server

determines the address assignment pool to use, the server performs thematching based

on the criteria you specified in the pool configuration.

In the default ip-address-firstmatching, the server selects the address-assignment pool

to use by matching the IP address in the client DHCP request with the network address

of the address-assignment pool. If the client request contains the gateway IP address

(giaddr), the local server matches the giaddr to the address-assignment pool’s address.

If there is no giaddr in the request, then the DHCP local server matches the IP address of

the receiving interface to the address of the address-assignment pool.

In external-authoritymatching, the DHCP local server receives the address assignment

fromanexternal authority, suchasRADIUSorDiameter. IfRADIUS is theexternal authority,

the DHCP local server uses the Framed-IPv6-Pool attribute (RADIUS attribute 100) to

select the pool. If Diameter is the external authority, the server uses the Diameter

counterpart of the Framed-IPv6-Pool attribute to determine the pool.

For IPv4 address-assignment pools, you can optionally configure the extended DHCP

local server to match the DHCP relay agent information option (option 82) in the client

DHCP packets to a named range in the address-assignment pool used for the client.

Named ranges are subsets within the overall address-assignment pool address range,

which you can configure when you create the address-assignment pool.

NOTE: Touse theDHCP local server option82matching featurewithan IPv4
address-assignment pool, youmust ensure that the option-82 statement is

included in the dhcp-attributes statement for the address-assignment pool.

To configure the matching order the extended DHCP local server uses to determine the

address-assignment pool used for a client:

1. Access the pool-match-order configuration.

[edit system services dhcp-local-server]
user@host# edit pool-match-order

2. Specify the poolmatchingmethods in the order inwhich the router (switch) performs

themethods. Youcan specify themethods in anyorder. Allmethodsareoptional—the

router (switch) uses the ip-address-firstmethod by default.

• Configure the router (switch) to use an external addressing authority.

[edit system services dhcp-local-server pool-match-order]
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user@host# set external-authority

• Configure the router (switch) to use the ip-address-first method.

[edit system services dhcp-local-server pool-match-order]
user@host# set ip-address-first

• (IPv4 address-assignment pools only) Specify the option 82matching method.

[edit system services dhcp-local-server pool-match-order]
user@host# set option-82

Related
Documentation

Address-Assignment Pools Overview on page 619•

• Configuring Address-Assignment Pools on page 621

• Extended DHCP Local Server Overview on page 258

• Example: Extended DHCP Local Server Configuration with Optional Pool Matching on

page 279

Assign a Specific IP Address to a Client Using DHCPOption 50 and DHCPv6 IA_NA
Option

Subscriber management or DHCPmanagement enables you to specify that DHCP local

server assign a particular address to a client. For example, if a client is disconnected, you

might use this capability to assign the same address that the client was using prior to

being disconnected. If the requested address is available, DHCP assigns it to the client.

If the address is unavailable, the DHCP local server offers another address, based on the

address allocation process.

Both DHCP local server and DHCPv6 local server support the specific address request

feature.DHCP local server usesDHCPoption50 inDHCPDISCOVERmessages to request

aparticularaddress,whileDHCPv6 local serveruses the IA_NAoption(IdentityAssociation

for Non-Temporary Addresses) in DHCPv6 SOLICIT messages.

NOTE: Subscriber management (DHCPmanagement) supports only one
address foreachof theDHCPv6 IA_NAor IA_PDaddress types. If theDHCPv6
client requests more than one address for a given type, the DHCPv6 local
server uses only the first address and ignores the other addresses.

Related
Documentation

Extended DHCP Local Server Overview on page 258•

• DHCPv6 Local Server Overview on page 482
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ConfiguringDHCPClient-Specific AttributesAppliedWhenClientsObtain anAddress

You use the address-assignment pool feature to include application-specific attributes

when clients obtain an address. The client application, such asDHCP, uses the attributes

todeterminehowaddressesareassigned,andtoalsoprovideoptionalapplication-specific

characteristics to the client. For example, the DHCP application might specify that a

client that matches certain prerequisite information is dynamically assigned an address

from a particular named range. Based on which named range is used, DHCP specifies

additional DHCP attributes such as the boot file that the client uses, the lease grace

period, and themaximum lease time.

You use the dhcp-attributes statement to configure DHCP client-specific attributes for

address-assignmentpools. “DHCPAttributes forAddress-AssignmentPools”onpage273

describes the supported attributes you can configure for IPv4 and IPv6

address-assignment pools.

To configure address-assignment pool attributes for DHCP clients:

1. Specify the name and IP family of the address-assignment pool.

[edit access]
user@host# edit address-assignment pool pool-name family inet

2. Configure optional DHCP client attributes.

[edit access address-assignment pool isp_1 family inet]
user@host# set dhcp-attributes attribute1 value1 attribute 2 value2 attribute 3 value3

Forexample, the followingconfigurationspecifies values for theboot server, graceperiod,

andmaximum lease time for the isp1 pool for DHCPv4:

[edit access]
user@host# edit address-assignment pool isp_1 family inet
[edit access address-assignment pool isp_1 family inet]
user@host# set dhcp-attributes boot-server 192.168.200.100 grace-period 3600
maximum-lease-time 18000

NOTE: The DNS name server addresses that are configurable as DHCP
attributes can also be configured globally at the routing instance level and
in access profiles. For more information, see “DNS Name Server Address
Overview” on page 635.

Related
Documentation

Address-Assignment Pools Overview on page 619•

• Configuring Address-Assignment Pools on page 621

• DHCP Attributes for Address-Assignment Pools on page 273

• Configuring DHCP Attributes Outside Address Assignment Pools on page 351
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Specifying the Subnet for DHCP Client Address Assignment

Subscribermanagement enables you to explicitly specify the subnet to which the DHCP

local server matches the requested IP address. The server accepts and uses an active

client’s requested IP address for address assignment only when the requested address

and the IPaddressof theDHCPserver interfaceare in thesamesubnet. Theserveraccepts

and uses a passive client’s requested IP address only when the requested address and

the IP address of the relay interface are in the same subnet. The DHCPv6 local server

supports the same process for DHCPv6 clients and addresses.

To specify the subnet used for client address assignment:

• For DHCP local server:

[edit system services dhcp-local-server]
user@host# set requested-ip-network-match 10

• For DHCPv6 local server:

[edit forwarding-options dhcp-local-server dhcpv6]
user@host# set requested-ip-network-match 30

Related
Documentation

Extended DHCP Local Server Overview on page 258•

• requested-ip-network-match on page 1443

Example: Extended DHCP Local Server Configuration with Optional Pool Matching

This example shows an extendedDHCP local server configuration that includes optional

IPv4 address-assignment pool matching and interface groups. For pool matching, this

configuration specifies that the DHCP local server first check the response from an

external authentication authority (for example, RADIUS) and use the Framed-IPv6-Pool

attribute to determine the address-assignment pool to use for the client address. If no

external authority match is found, the DHCP local server then uses ip-address-first

matching together with the option 82 information to match the named address range

for client IPv4 address assignment. The option 82matchingmust also be included in the

address-assignment pool configuration.

[edit system services]
dhcp-local-server {
group group_one {
interface fe-0/0/2.0;
interface fe-0/0/2.1;

}
group group_two {
interface fe-0/0/3.0;
interface fe-0/0/3.1;

}
pool-match-order {
external-authority
ip-address-first;
option-82;
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}
}

NOTE: The interface type in this topic is just an example. The fe- interface

type is not supported by EX Series switches.

Related
Documentation

Extended DHCP Local Server Overview on page 258•

• Address-Assignment Pools Overview on page 619

DNSAddress Assignment Precedence

Subscribermanagement supports fourmethods for assigningaddresses toDHCPclients.

Whenmultiple methods are configured, the router uses the following precedence to

determine which address to assign to the client.

1. Addressdefinedon theRADIUSserverby InternetAssignedNumbersAuthority (IANA)

vendor ID 4874 attributes 26-4 (Primary-DNS) and 26-5 (Secondary-DNS).

2. Address defined on the RADIUS server by IANA vendor ID 2636 attributes 26-31

(Primary-DNS) and 26-33 (Secondary-DNS).

3. Address defined on the RADIUS server by IANA vendor ID 311 attributes 26-28

(MS-Primary-DNS-Server) and 26-29 (MS-Secondary-DNS-Server).

4. Address defined in the local address pool on the router.

Related
Documentation

• Juniper Networks VSAs Supported by the AAA Service Framework on page 21

• RADIUSSupport forMicrosoft CorporationVSAs forDNSServer Addresses onpage60

• Address-Assignment Pools Overview on page 619
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CHAPTER 21

Configuring Lease Times for IP Addresses

• Configuring a DHCP Lease-Time Threshold on page 281

• DHCP Lease-Time Validation Overview on page 283

• DHCP Lease Timers on page 284

• DHCP Asymmetric Leasing Overview on page 285

• Configuring DHCP Asymmetric Leasing on page 287

Configuring a DHCP Lease-Time Threshold

Starting in JunosOSRelease 14.1, subscribermanagementprovidesa lease-timevalidation

feature that enables you to specify the minimumDHCP lease time allowed in your

subscriber access environment. When you configure lease-time validation, you specify

the lease-time threshold and the action the router performs when an offered lease time

is less than the threshold (such as dropping the lease).

Lease-time validation ensures that leases that are offered by third-party DHCP servers

or addressassignmentpoolsalwaysmeet the requirementsof yournetwork. For example,

you want short leases to be rejected because they can result in excessive renewal traffic

that can impact network performance.

You can configure lease-time validation on DHCPv4 and DHCPv6 local servers, and

DHCPv4 and DHCPv6 relay agents, and for individual interfaces or interface groups.

DHCP relay proxy also supports lease-time validation.

The following procedure describes the steps you use to configure lease-time validation.

This example describes a configuration for DHCP relay agent. You use similar steps at

the appropriate hierarchy levels for DHCP local server, DHCPv6 local server, andDHCPv6

relay agent.

To configure lease time validation for DHCP relay agent:

1. Specify that you want to configure DHCP relay agent support.

[edit forwarding-options]
user@host# edit dhcp-relay

2. Specify that you want to configure the DHCP lease time validation feature.

[edit forwarding-options dhcp-relay]
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user@host# set lease-time-validation

3. Configure the threshold that specifies the minimumDHCP client lease time allowed

in your network.

[edit forwarding-options dhcp-relay lease-time-validation]
user@host# set lease-time-threshold 3600

4. Configure the action the router takes when a lease time violation occurs.

[edit forwarding-options dhcp-relay lease-time-validation]
user@host# set violation-action drop

NOTE: DHCPrelayagentandDHCP local server supportdifferentviolation
actions. See the violation-action statement for descriptionsof theactions.

If you do not specify a violation action, DHCP binds the client using the third-party

lease but marks the binding as lease-time violating.

5. (Optional) Configure how often you want the router to consolidate and log syslog

warning messages.

[edit system processes dhcp-service]
user@host# set ltv-syslog-interval 3600

Release History Table DescriptionRelease

Starting in JunosOSRelease 14.1, subscribermanagementprovidesa lease-time
validation feature that enables you to specify the minimumDHCP lease time
allowed in your subscriber access environment.

14.1

Related
Documentation

DHCP Lease-Time Validation Overview on page 283•

• Extended DHCP Local Server Overview on page 258

• Extended DHCP Relay Agent Overview on page 264
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DHCP Lease-Time Validation Overview

In a subscriber access environment, a DHCP server obtains an address lease from either

local configuration or from an external DHCP server, and assigns the lease to the DHCP

client address.

Obtaining leases from external sources can present issues when the external source is

owned or managed by a third party—the third party might configure the external source

to provide address leases that are unsuitable for the subscriber access environment. For

example, extremely short lease times can create unnecessary traffic that results in

reduced performance in the network.

To avoid potential issues caused by short DHCP lease times, subscriber management

provides a lease-time validation feature. Lease-time validation enables you to explicitly

configure a threshold for the minimum lease time allowed in your subscriber access

environment, and to specify a violation action (such as dropping the lease offer) the

router takes when a short lease time is offered by a third party. You can specify the

following violation actions:

• drop—(DHCPv4 and DHCPv6 relay agent) The third-party lease offer is dropped and

the client binding fails.

• override-lease—(DHCPv4 and DHCPv6 local server) The third-party lease time is

overridden by the specified threshold value.

• strict—(DHCPv4 and DHCPv6 local server) The third-party lease is ignored and the

client binding fails.

• no action—If you do not specify a violation action, DHCP binds the client using the

third-party lease but marks the binding as lease-time violating.

A lease-time violation can occur during the initial lease grant or during a rebinding or

renewal operation. To reduce excessive and redundant log messages, the router

consolidates lease-time violation reporting, as shown in Table 41 on page 283.

Table 41: Lease-Time Violation Event Logging

Extended DHCP
TraceoptionssyslogEvent

warningwarningInitial lease-time violation for the specific DHCP server

warningwarningNumber of lease-time violations return to zero for the
specific DHCP server

–warningStatusof lease-timeviolations causedby specificDHCP
server, reported in the interval configured in
ltv-syslog-interval command

warning–Violation action of drop occurred, or the DHCP packet
was not generated
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Table 41: Lease-Time Violation Event Logging (continued)

Extended DHCP
TraceoptionssyslogEvent

warning–Violation action of override-lease occurred (DHCP local
server only)

warning–Lease-time violation

Related
Documentation

Configuring a DHCP Lease-Time Threshold on page 281•

• Extended DHCP Local Server Overview on page 258

• DHCPv6 Local Server Overview on page 482

• Extended DHCP Relay Agent Overview on page 264

• DHCPv6 Relay Agent Overview on page 489

DHCP Lease Timers

Subscriber management supports configurable timers that you can use to manage the

DHCPv4andDHCPv6address leases providedby address-assignment pools. In addition

to the maximum-lease-time timer, which sets the maximum time for which the DHCP

local server can grant a lease, you can use DHCP client-specific attributes to configure

timers that govern the lifetimes of existing leases that have been obtained from an

address-assignment pool. Starting in Junos OS Release 17.2R1, this feature is supported

for both DHCPv4 and DHCPv6; in earlier releases, only DHCPv6 is supported.

The following list describes the configurable timers for DHCPv4 and DHCPv6

address-assignment pools:

• preferred-lifetime—Length of time that a valid address is in the preferred state and

can be usedwithout any restrictions.When the preferred-lifetime expires, the address

becomes deprecated. A deprecated address should not be used for new

communications, butmight continue tobeused for existing communications in certain

cases.

If the valid-lifetime is also configured, the preferred-lifetimemust be less than the

valid-lifetime. The preferred-lifetime and themaximum-lease-time are mutually

exclusive and cannot both be configured.

• valid-lifetime—Length of time that an address remains in the valid state, during which

the address can be used for new or existing communications. When the valid-lifetime

expires, the address becomes invalid, and can no longer be used.

If the preferred-lifetime is also configured, the valid-lifetimemust be greater than the

preferred-lifetime. The valid-lifetime and themaximum-lease-time are mutually

exclusive and cannot both be configured.
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• t1 percentage—Percentage of the preferred-lifetime that the client waits before

contacting the DHCP local server that originally granted the lease to request that the

address lease be extended. T1 is also called the renewal time.

• t1-renewal-time—Time in seconds that the client waits before contacting the DHCP

local server that originally granted the lease to request that the address lease be

extended. T1 is also called the renewal time.

• t2percentage—Percentageof thepreferred-lifetime that theclientwaitsbefore sending

a request to any available DHCP local server to extend the address lease. T2 is also

called the rebind time.

• t2-rebinding-time—Time in seconds that theclientwaitsbeforebroadcastinga request

to all available DHCP local servers to request that the address lease be extended. T2

is also called the rebind time.

Release History Table DescriptionRelease

Starting in Junos OS Release 17.2R1, this feature is supported for both
DHCPv4 and DHCPv6; in earlier releases, only DHCPv6 is supported.

17.2R1

Related
Documentation

Configuring DHCP Client-Specific Attributes AppliedWhen Clients Obtain an Address

on page 278

•

• DHCP Attributes for Address-Assignment Pools on page 273

DHCPAsymmetric Leasing Overview

Starting in Junos OS Release 17.1R1, asymmetric leasing provides a way to send a DHCP

client a lease that is shorter than the actual lease granted by the DHCP local server. In

some networks, youmight need to change an existing DHCP address assignment before

the granted lease time has expired, or learn as soon as possible that a client is no longer

using an address. The shorter lease is called the asymmetric lease or the short lease. The

originally granted lease is called the long lease or simply, the lease. Asymmetric leasing

has the following benefits:

• Allows the early renewal of DHCP client leases without requiring device support for a

forced renewal. Because the lease can be administratively rescinded on the DHCP

local server or DHCP relay agent, the next short-duration lease refresh cycle can trigger

a full renegotiation of the client lease. This capability reduces the number of devices

that must bemanaged to trigger a new address allocation cycle.

• Enables early detection of inactive client leases. The asymmetric lease includes an

upstream notification from the DHCP client back to the lease grantor, effectively

providing a liveness detection that enables unused addresses to be reclaimed sooner.

Because this mechanism is all within DHCP, the service provider does not have to rely

on thesetofdevices involved inaddressallocation tobeconfiguredwithotherprotocols

that support somekindof livenessdetection, suchasbidirectional forwardingdetection

(BFD).
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You can configure asymmetric leasing on either the DHCP relay agent or the DHCP local

server. In a typical configuration, you configure it on the relay agent.When theDHCP local

server receives a discover packet from a DHCP client, it returns an offer packet to the

client. The client selects a local server and requests an address assignment. The DHCP

local server sends an acknowledgment packet containing the address, lease duration

and other information to the client. Rather than forwarding this packet, the relay agent

saves the lease information and then generates a new acknowledgment packet with a

short lease and forwards that to the client.

When the DHCP client makes a subsequent request for lease renewal, the relay agent

does not pass the request to the local server. Instead, the relay agent recreates the short

lease from the saved information and returns it to the client in an acknowledgment

packet. The relay agent continues to renew the short leases for the client until the long

lease renew time expires. By default, the long lease renew time is equal to one-half the

duration of the long lease.

When the long lease renew time expires, the asymmetric lease is no longer valid.

Subsequent renewal requests from the client are forwarded by the relay agent to the

local server. If the local server acknowledges the request, it renews the long lease and

the process begins again, with the relay agent generating a short lease for the client

instead of sending the long lease. Otherwise, the lease is not renewed.

With asymmetric leasing, there is also a renew time for the short lease. The client sends

renewal requests to the relay agent at intervals equal to the short lease renew time. By

default, this period is equal to one-half the short lease duration. If the DHCP client does

not request renewal of the lease before the short lease time expires, the relay agent

notifies the local server that the lease is no longer in use and the address can be

reassigned.

Release History Table DescriptionRelease

Starting in JunosOSRelease 17.1R1, asymmetric leasing provides away to send
a DHCP client a lease that is shorter than the actual lease granted by the
DHCP local server.

17.1

Related
Documentation

Extended DHCP Relay Agent Overview on page 264•

• DHCPv6 Relay Agent Overview on page 489

• Extended DHCP Local Server Overview on page 258

• DHCPv6 Local Server Overview on page 482

• Configuring DHCP Asymmetric Leasing on page 287

Copyright © 2018, Juniper Networks, Inc.286

Broadband Subscriber Sessions Feature Guide



Configuring DHCP Asymmetric Leasing

You can configure asymmetric leasing to provide a DHCP or DHCPv6 client with a lease

that is shorter than the lease grantedby theDHCP local server. The shorter leaseduration

means that the client must renew the lease more frequently. When it does not renew

the lease, the address is freedup sooner thanwhen the client uses the original long lease.

You configure asymmetric leasing by overriding the DHCP configuration at the global

level, for a named group of interfaces, or for a specific interface within a named group.

NOTE: For simplicity, the procedures in this topic show only the global-level
configuration. For information about overriding the DHCP configuration at
other levels, see “Overriding the Default DHCPRelay Configuration Settings”
onpage348and“OverridingDefaultDHCPLocalServerConfigurationSettings”
on page 345.

You can configure asymmetric leasing on either the DHCP relay agent or the DHCP local

server. For most networks, the relay agent configuration is more useful.

To configure asymmetric leasing for DHCP relay agent for DHCPv4:

1. Specify that you want to configure override options.

[edit forwarding-options dhcp-relay]
user@host# edit overrides

2. Configure the duration of the short (asymmetric) lease.

[edit forwarding-options dhcp-relay overrides]
user@host# set asymmetric-lease-time seconds

To configure asymmetric leasing for DHCP relay agent for DHCPv6:

1. Specify that you want to configure override options.

[edit forwarding-options dhcp-relay dhcpv6]
user@host# edit overrides

2. Configure the duration of the short (asymmetric) lease for DHCPv4 clients and

separately for DHCPv6 clients.

[edit forwarding-options dhcp-relay dhcpv6 overrides]
user@host# set asymmetric-lease-time seconds
user@host# set asymmetric-prefix-lease-time seconds

To configure asymmetric leasing for DHCP local server for DHCPv4:

1. Specify that you want to configure override options.

[edit system services dhcp-local-server]
user@host# edit overrides
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2. Configure the duration of the short (asymmetric) lease.

[edit system services dhcp-local-server overrides]
user@host# set asymmetric-lease-time seconds

To configure asymmetric leasing for DHCP local server for DHCPv6:

1. Specify that you want to configure override options.

[edit system services dhcp-local-server dhcpv6]
user@host# edit overrides

2. Configure the duration of the short (asymmetric) lease for DHCPv4 clients and

separately for DHCPv6 clients.

[edit system services dhcp-local-server dhcpv6 overrides]
user@host# set asymmetric-lease-time seconds
user@host# set asymmetric-prefix-lease-time seconds

Related
Documentation

• Overriding the Default DHCP Relay Configuration Settings on page 348

• Overriding Default DHCP Local Server Configuration Settings on page 345

• DHCP Asymmetric Leasing Overview on page 285
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CHAPTER 22

Configuring DHCP Individual and Bulk
Leasequery

• DHCP Leasequery and Bulk Leasequery on page 289

• Guidelines for Configuring Support for Leasequery and Bulk Leasequery

Operations on page 290

• Configuring and Using DHCP Individual Leasequery on page 291

• Configuring and Using DHCP Bulk Leasequery on page 294

• Initiating DHCP Leasequery to Update the DHCP Relay Agent Lease

Database on page 297

• Verifying and Managing DHCP Leasequery and Bulk Leasequery

Configuration on page 298

DHCP Leasequery and Bulk Leasequery

In a subscriber access network, a DHCP server maintains a significant amount of

information related to the IP addresses or DHCPv6 delegated prefixes that the server

has leased to DHCP clients. When DHCP clients are connected to the DHCP server by

wayofaDHCPrelay, theDHCPrelayalsomaintains thesame leaseand route information

as theDHCP server, and uses that informationwhen providing subscriber services for the

clients.

Starting in Junos OS Release 16.1, subscriber management supports the leasequery

feature to enable the DHCP relay to quickly and efficiently obtain the current lease

information from a DHCP server. DHCP relay typically uses leasequery to restore the

relay’s lease information databasewhen the information has been lost; such as after the

DHCP relay has been rebooted or replaced. Subscribermanagement supports two types

of leasequery operations—the traditional individual leasequery, which updates lease

information related to a specific client, and amore powerful bulk leasequery.

Bulk leasequery enables the DHCP relay agent to retrieve bulk lease information for a

group of subscribers from a configured DHCP server in a programmedmanner that is

more resource-efficient than the individual leasequery method. Bulk leasequery uses a

TCP connection between the DHCP relay agent and a configured DHCP server in the

same logical system/routing instance.TheTCPconnection ismore reliableandconsumes

less resources than the UDP connection used for the individual leasequery process. Bulk

leasequery also extends the individual leasequery by providing additional query options
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and functionality, as opposed to the individual leasequery, which queries the individual

binding for a known target only.

To configure either type of leasequery operation, you enable support on both the DHCP

relay agent and the DHCP server, and you specify the query options you want the query

operation to use. Once the options are configured, you invoke the appropriate CLI request

command to initiate the bulk or individual leasequery operation.

For a DHCPv6 bulk leasequery, you can optionally configure the DHCPv6 relay agent to

automatically initiate the bulk leasequery operation whenever the jdhcpd process starts

a connectionwith the session database (SDB) and there are no bound subscribers in the

database. For example, the automatic process would ensure that the bulk leasequery

always updates the DHCP relay information after a reboot, GRES, or ISSU operation, and

if there are no bound subscribers.

Release History Table DescriptionRelease

Starting in Junos OS Release 16.1, subscriber management supports the
leasequery feature to enable the DHCP relay to quickly and efficiently obtain
the current lease information from a DHCP server.

16.1

Related
Documentation

Guidelines for Configuring Support for Leasequery and Bulk Leasequery Operations

on page 290

•

• Configuring and Using DHCP Individual Leasequery on page 291

• Configuring and Using DHCP Bulk Leasequery on page 294

Guidelines for Configuring Support for Leasequery and Bulk Leasequery Operations

Whenconfiguring individual or bulk leasequery support, consider the followingguidelines:

• The router supports simultaneousconfigurationofboth leasequeryandbulk leasequery,

and simultaneous dual-stack configuration for both DHCPv4 and DHCPv6. However,

for dual stack environments, youmust trigger the DHCPv4 and DHCPv6 leasequery

(or bulk leasequery) operations separately.

• DHCP relay agent supports leasequery or bulk leasequery over static and dynamic

interfaces.

• DHCP local server supports bulk leasequery on static relay-facing interfaces only.

• DHCP local server listens for bulk leasequery requests from the DHCP relay agent on

TCP port 547 for DHCPv6, and on TCP port 67 for DHCPv4.

• Bulk leasequery is not supported for DHCP over PPP/PPPoE.

• If the network includes integrated routing and bridging (IRB) interfaces, youmust

configure DHCP relay agent to include the layer 2 interface name alongwith IRB name

in the circuit ID of option 82. DHCP relay agent uses the layer 2 interface namewhen

using leasequery or bulk leasequery to restore the lease database.
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Related
Documentation

DHCP Leasequery and Bulk Leasequery on page 289•

• Configuring and Using DHCP Individual Leasequery on page 291

• Configuring and Using DHCP Bulk Leasequery on page 294

Configuring and Using DHCP Individual Leasequery

The individual leasequery operation updates a DHCP relay agent’s lease database with

information related to a single, specified subscriber. You identify DHCPv4 subscribers by

IPv4address,MACaddress, or client ID. You identifyDHCPv6subscribersby IPv6address

or client ID.

You use the following steps to configure and use the individual leasequery operation.

1. Ensure that the following required support is configured on the DHCP relay agent.

• (DHCPv4 only) DHCP relay agent inserts option 82 suboption 1 (Agent Circuit ID),

in the DHCP packets that the relay forwards to DHCP servers. See “Using DHCP

Relay Agent Option 82 Information” on page 373.

If the network includes integrated routing and bridging (IRB) interfaces, youmust

also include the include-irb-and-l2 statement, as shown in the following example.

This statement configures DHCP relay agent to include the layer 2 interface name

along with IRB name in the circuit ID of option 82. DHCP relay agent uses the layer

2 interface namewhen restoring the lease database using leasequery or bulk

leasequery.

[edit forwarding-options dhcp-relay]
user@host# set relay-option-82 circuit-id include-irb-and-l2

• (DHCPv4 only) DHCP relay agent always includes the new option 82 information

in theDHCPpackets that the relay forwards to DHCP servers. SeeOverridingOption

82 Information.

[edit forwarding-options dhcp-relay]
user@host# set overrides always-write-option-82

• (DHCPv6 only) DHCP relay agent inserts the DHCPv6 Interface-ID (option 18) in

the packets that the relay forwards to DHCPv6 servers. See “Inserting DHCPv6

Interface-ID Option (Option 18) In DHCPv6 Packets” on page 492.

If your network includes integrated routing and bridging (IRB) interfaces, youmust

also include the include-irb-and-l2 statement, as shown in the following example.

This statement configuresDHCPv6 relayagent to include the layer 2 interfacename

along with IRB name in the circuit ID of option 82. DHCP relay agent uses the layer

2 interface namewhen using leasequery or bulk leasequery to restore the lease

database.

[edit forwarding-options dhcp-relay dhcpv6]
user@host# set relay-agent-interface-id include-irb-and-l2
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2. Configure DHCP relay agent to support leasequery:

Configure the leasequery parameters the DHCP relay agent uses when querying the

DHCP local servers. The following steps describe the configuration for DHCPv4. For

DHCPv6, use the procedure at the [edit forwarding-options dhcp-relay dhcpv6]

hierarchy level.

• Specify that you want to configure leasequery options for the DHCP relay agent.

[edit forwarding-options dhcp-relay]
user@host# edit leasequery

• Specify the number of seconds DHCP relay waits before resending leasequery

messages to the configured DHCP servers in the same logical system/routing

instance.

[edit forwarding-options dhcp-relay leasequery]
user@host# set timeout 8

• Specify the number of times DHCP relay resends leasequery messages . DHCP

relay resends the messages when the configured timeout value expires. The

messagesare resent if theDHCP relayhasnot receivedconfirmed lease information

for a client.

[edit forwarding-options dhcp-relay leasequery]
user@host# set attempts 3

3. Configure DHCP local server to support leasequery:

Configure the leasequery parameters the DHCP local server uses when responding

to leasequery messages from a DHCP relay. The following steps describe the

configuration for DHCPv4. For DHCPv6, use the procedure at the [edit systemservices

dhcp-local-server dhcpv6] hierarchy level.

• Enable leasequery support for the DHCP local server.

[edit system services dhcp-local-server]
user@host# edit allow-leasequery

• (Optional) Specify that theDHCP local server responds to a leasequery by sending

the binding information only to restricted requestors. For DHCPv4, restricted

requestors are those whose giaddr matches the giaddr of the client. For DHCPv6,

the client ID of the requestmustmatch the relay ID of the client. This step provides

additional security by ensuring that the requestor is the originator of the binding

request.

[edit system services dhcp-local-server allow-leasequery]
user@host# set restricted-requestor

4. Initiate the leasequery operation on the DHCP relay agent.
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See “Initiating DHCP Leasequery to Update the DHCP Relay Agent Lease Database”

onpage297.DHCPrelayagentuses thespecifiedoptionswhensending the leasequery

messages to all configured DHCP local servers in the same logical system/routing

instance.

5. (Optional)Displayandmanagestatisticsand information for the leasequeryoperation.

Use the supported show and clear commands to manage and display information

about the leasequery operation for the DHCP relay agent and the DHCP local server.

See “Verifying and Managing DHCP Leasequery and Bulk Leasequery Configuration”

on page 298.

Related
Documentation

DHCP Leasequery and Bulk Leasequery on page 289•

• Configuring and Using DHCP Bulk Leasequery on page 294

• Initiating DHCP Leasequery to Update the DHCP Relay Agent Lease Database on

page 297

• Verifying and Managing DHCP Leasequery and Bulk Leasequery Configuration on

page 298
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Configuring and Using DHCP Bulk Leasequery

The bulk leasequery operation updates a DHCP relay agent’s lease database with

information for multiple subscribers, as opposed to the individual leasequery, which

queries individual bindings for known targets only. Bulk leasequery also extends the

individual leasequery by providing additional query options and functionality.

You use the following steps to configure and use bulk leasequery.

1. Ensure that the following required support is configured on the DHCP relay agent.

• (DHCPv4 only) DHCP relay agent inserts option 82 suboption 1 (Agent Circuit ID),

in the DHCP packets that the relay forwards to DHCP servers. See “Using DHCP

Relay Agent Option 82 Information” on page 373.

If the network includes integrated routing and bridging (IRB) interfaces, youmust

also include the include-irb-and-l2 statement, as shown in the following example.

This statement configuresDHCPv6 relayagent to include the layer 2 interfacename

along with IRB name in the circuit ID of option 82. DHCP relay agent uses the layer

2 interface namewhen using leasequery or bulk leasequery to restore the lease

database.

[edit forwarding-options dhcp-relay]
user@host# set relay-option-82 circuit-id include-irb-and-l2

• (DHCPv4 only) DHCP relay agent always includes the new option 82 information

in theDHCPpackets that the relay forwards to DHCP servers. SeeOverridingOption

82 Information.

[edit forwarding-options dhcp-relay]
user@host# set overrides always-write-option-82

• (DHCPv6 only) DHCP relay agent inserts the DHCPv6 Interface-ID (option 18) in

packets forwarded to DHCPv6 servers. See “Inserting DHCPv6 Interface-ID Option

(Option 18) In DHCPv6 Packets” on page 492.

If your network includes integrated routing and bridging (IRB) interfaces, youmust

also include the include-irb-and-l2 statement, as shown in the following example.

This statement configuresDHCPv6 relayagent to include the layer 2 interfacename

along with IRB name in the circuit ID of option 82. DHCP relay agent uses the layer

2 interface namewhen using leasequery or bulk leasequery to restore the lease

database.

[edit forwarding-options dhcp-relay dhcpv6]
user@host# set relay-agent-interface-id include-irb-and-l2

2. Configure the number of connections that the router can use for bulk leasequery.

Specify the maximum number of TCP connections the DHCP local server can

simultaneouslyaccept forbulk leasequeryoperations, and thenumberof simultaneous

connections that the DHCP relay agent can request for bulk leasequery. This is a

chassis-wide configuration and includes all logical systems/routing instances, and

all address families.

[edit system processes dhcp-service]
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user@host# set accept-max-tcp-connections 6
user@host# set request-max-tcp-connections 7

3. Configure DHCP relay agent to support bulk leasequery:

Configure the bulk leasequery parameters the DHCP relay agent uses when querying

the DHCP local servers. The following steps describe the configuration for DHCPv4.

For DHCPv6, use the procedure at the [edit forwarding-options dhcp-relay dhcpv6]

hierarchy level.

• Specify that you want to configure bulk leasequery options for the DHCP relay

agent.

[edit forwarding-options dhcp-relay]
user@host# edit bulk-leasequery

• Specify thenumberof secondsDHCPrelaywaitsbefore retrying theTCPconnection

to send bulk leasequery messages to the configured DHCP servers in the same

logical system/routing instance.

[edit forwarding-options dhcp-relay bulk-leasequery]
user@host# set timeout 5

• Specify the number of times DHCP relay attempts the TCP connection with the

server to sendbulk leasequerymessages . DHCP relay resends themessageswhen

the configured timeout value expires. The TCP connection is reestablished only to

DHCP servers to which the connection failed or was abruptly closed.

[edit forwarding-options dhcp-relay bulk-leasequery]
user@host# set attempts 6

• (Optional, DHCPv6 only) Specify the optional automatic trigger. The automatic

trigger configures DHCPv6 relay agent to automatically initiate bulk leasequery

whenever the jdhcp daemon starts (for example, after a reboot, a graceful Routing

Engine switchover, or unified ISSU) and there are no bound subscribers in the

session database. When the automatic trigger support is configured, you can still

use the CLI command tomanually trigger bulk leasequery.

[edit forwarding-options dhcp-relay bulk-leasequery]
user@host# set trigger automatic

4. Configure DHCP local server to support bulk-leasequery:

Configure the parameters the DHCP local server uses when responding to bulk

leasequery messages from a DHCP relay. The following steps describe the

configuration for DHCPv4. For DHCPv6, use the procedure at the [edit systemservices

dhcp-local-server dhcpv6] hierarchy level.

• Enable bulk leasequery support for the DHCP local server.

[edit system services dhcp-local-server]
user@host# edit allow-bulk-leasequery
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• (Optional) Specify themaximumnumber of concurrent TCP connections allowed

in the DHCP local server’s logical system/routing instance:

[edit system services dhcp-local-server allow-bulk-leasequery]
user@host# setmax-connections 5

• (Optional) Specify the maximum number of empty replies that the DHCP local

server sends to a specific requestor. When themaximum number of replies is

reached, the DHCP server closes the connection.

An empty reply is a response that contains no bindings or has an option status

code error. Empty replies are often a response to an unauthorized requestor that

has sent an invalid or incorrect query. By limiting the number of empty replies that

the DHCP local server sends, you prevent the connection frombeing consumed by

unauthorized or malicious requesters.

[edit system services dhcp-local-server allow-bulk-leasequery]
user@host# setmax-empty-replies 4

• (Optional) Specify that the DHCP local server sends the binding information to

restricted requestors only. This step ensures that the requestor is the originator of

the binding request,

For DHCPv4 leasequery and bulk leasequery requests, the giaddr of the requestor

must match the giaddr of the client. For DHCPv6 bulk leasequery requests, the

requestor’s client ID in the bulk leasequery messagemust match the relay ID that

was sent during binding creation.

[edit system services dhcp-local-server allow-bulk-leasequery]
user@host# set restricted-requestor

• (Optional) Specify the number of seconds that a connection on the TCP socket is

idle before the DHCP local server closes the connection.

[edit system services dhcp-local-server allow-bulk-leasequery]
user@host# set timeout 90

5. Initiate the bulk leasequery operation on the DHCP relay agent.

DHCP relay agent uses the specified options when sending the bulk leasequery

messages to all configured DHCP local servers in the same logical system/routing

instance.

• Automatically initiating bulk leasequery—When the automatic trigger feature is

configured, DHCP relay agent initiates the bulk leasequery whenever the jdhcp

process starts and there are no bound subscribers in the session database.
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• Manually initiatingbulk leasequery—Use theappropriateCLI command tomanually

initiate bulk leasequery. See “InitiatingDHCPLeasequery toUpdate theDHCPRelay

Agent Lease Database” on page 297.

6. Display andmanage statistics and information for the bulk leasequery operation.

Use the supported show and clear commands to manage and display information

about the bulk leasequery operation for the DHCP relay agent and the DHCP local

server. See “Verifying and Managing DHCP Leasequery and Bulk Leasequery

Configuration” on page 298.

Related
Documentation

DHCP Leasequery and Bulk Leasequery on page 289•

• Configuring and Using DHCP Individual Leasequery on page 291

• Initiating DHCP Leasequery to Update the DHCP Relay Agent Lease Database on

page 297

• Verifying and Managing DHCP Leasequery and Bulk Leasequery Configuration on

page 298

Initiating DHCP Leasequery to Update the DHCP Relay Agent Lease Database

You canmanually request that DHCP relay agent initiate an individual leasequery or bulk

leasequery operation, which requests current lease information fromDHCP local servers.

A leasequery updates the DHCP relay agent’s lease database with information for an

individual client—for DHCPv4, you can specify clients by IP address, MAC address or

client ID. For DHCPv6, you can identify clients by IPv6 prefix or client ID.

A bulk leasequery updates the relay agent’s lease database for a group of clients—for

DHCPv4, you can specify clients by IPv4 address, MAC address or client ID. For DHCPv6,

you can identify clients by IPv6 prefix, client ID, Relay-ID option, Relay Agent Remote-ID

option, or IPv6 link address.

When you initiate a leasequery or bulk leasequery, you can optionally specify a particular

DHCP server (by address), server group, routing instance, or logical system to be queried.

To initiate a DHCPv4 individual leasequery to update binding information:

• For a DHCPv4 client, based on the client’s IP address:

user@host> request dhcp relay leasequery 192.168.10.34

• For a DHCPv4 client, based on the client’s MAC address:

user@host> request dhcp relay leasequery 00:00:5E:00:53:cd

• For a DHCPv4 client, based on the client identifier option (option 61):

user@host> request dhcp relay leasequery 4/1224
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To initiate a DHCPv6 individual leasequery to update binding information:

• For a DHCPv6 client, based on the client’s IPv6 address:

user@host> request dhcpv6 relay leasequery 2001:db8:1001::1

• For a DHCPv6 client, based on the client ID option (option 1):

user@host> request dhcpv6 relay leasequery 4/1224

To initiate a DHCPv4 bulk leasequery to update binding information:

• For a DHCPv4 client, based on the client identifier option (option 61):

user@host> request dhcp relay leasequery 4/1224

• For a DHCPv4 client, based on the client’s MAC address:

user@host> request dhcp relay bulk-leasequery 00:00:5E:00:53:cd

To initiate a DHCPv6 bulk leasequery to update binding information:

• For a DHCPv6 client, based on the client ID option (option 1):

user@host> request dhcpv6 relay bulk-leasequery 4/1223

• For DHCPv6 clients, based on IPv6 prefix:

user@host> request dhcpv6 relay bulk-leasequery 2001:db8:1001::1

• ForDHCPv6clientsassociatedwith theDHCPv6 relay identified in thespecifiedRelay-ID

option:

user@host> request dhcpv6 relay bulk-leasequery relay-id 4/2121

• For DHCPv6 clients associated with the specified IPv6 link address:

user@host> request dhcpv6 relay bulk-leasequery link-address 2001:db8:1001:1::1

• For DHCPv6 clients associated with the specified Relay Agent Remote-ID option:

user@host> request dhcpv6 relay bulk-leasequery remote-id host:ge-1/0/0:100

NOTE: If youusethebulk-leasequerycommandwithoutspecifyinga remote

ID, by default the DHCPv6 relay queries its one relay ID.

Related
Documentation

Configuring and Using DHCP Individual Leasequery on page 291•

• Configuring and Using DHCP Bulk Leasequery on page 294

Verifying andManaging DHCP Leasequery and Bulk Leasequery Configuration

Purpose View or clear information about DHCP leasequery and bulk leasequery operations.

Use the supported show and clear commands tomanage and display information about

the leasequery and bulk leasequery operations; for the DHCP relay agent and the DHCP

local server.
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Action To display leasequery and bulk leasequery information for DHCPv4 or DHCPv6 relay

agent:

•

user@host> show dhcp relay statistics (leasequery | bulk-leasequery-connections)
user@host> show dhcpv6 relay statistics (leasequery | bulk-leasequery-connections)

• To clear leasequery and bulk leasequery information for DHCPv4 or DHCPv6 relay

agent:

user@host> clear dhcp relay statistics (leasequery | bulk-leasequery-connections)
user@host> clear dhcpv6 relay statistics (leasequery | bulk-leasequery-connections)

• To display leasequery and bulk leasequery information for DHCPv4 or DHCPv6 local

server:

user@host> show dhcp server statistics bulk-leasequery-connections
user@host> show dhcpv6 server statistics bulk-leasequery-connections

• To clear leasequery and bulk leasequery information for DHCPv4 or DHCPv6 local

server:

user@host> clear dhcp server statistics bulk-leasequery-connections
user@host> clear dhcpv6 server statistics bulk-leasequery-connections

Related
Documentation

• Configuring and Using DHCP Individual Leasequery on page 291

• Configuring and Using DHCP Bulk Leasequery on page 294
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CHAPTER 23

Requesting DHCP Client Configuration
Information From an Address Pool

• DHCP Local Server Handling of Client Information Request Messages on page 301

• Enabling Processing of Client Information Requests on page 302

DHCP Local Server Handling of Client Information Request Messages

DHCP clients that already have externally provided addresses may solicit further

configuration information from a DHCP server by sending a DHCP information request

that indicates what information is desired. By default, DHCP local server and DHCPv6

local server ignore any DHCP information requests that they receive. You can override

this default behavior to enable processing of these messages.

If youenableprocessingof information requests,DHCP local server responds to theclient

with a DHCP acknowledgment message that includes the requested information—if it

is available. DHCPv6 local server responds in the samemanner but uses a DHCP reply

message. No subscriber management or DHCP-management is applied as a result of

the DHCP information request message.

By default, DHCP relay and DHCP relay proxy automatically forward DHCP information

request messages without modification if the messages are received on an interface

configured for aDHCP server group. DHCP relay and relay proxy drop information request

messages received on any other interfaces. You cannot disable this default DHCP relay

and relay proxy behavior.

The information requested by these clients has typically been configured with the

dhcp-attributes statement for an address pool defined by the address-assignment pool

pool-name statement at the [edit access] hierarchy level.

When you enable processing of DHCP information requests, you can optionally specify

the name of the pool fromwhich the local server retrieves the requested configuration

information for the client. If you do not do specify a local pool, then the local server

requests that AAA selects and returns only the name of the relevant pool.

NOTE: PPP interfaces are not supported on EX Series switches.
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When DHCPv6 is configured over PPP interfaces, the PPP RADIUS authentication data

canbe used to select the pool fromwhich the response information is taken. Additionally

otherRADIUSattributescanalsobe inserted into theDHCPv6 replymessage. If anoverlap

exists between RADIUS attributes and local pool attributes, the RADIUS values are used

instead of the local configuration data. If no RADIUS information is received from the

underlying PPP interface, then the behavior is the same as described previously for

non-PPP interfaces.

Related
Documentation

Overriding Default DHCP Local Server Configuration Settings on page 345•

• Enabling Processing of Client Information Requests on page 302

Enabling Processing of Client Information Requests

By default, DHCP local server and DHCPv6 local server do not respond to information

request messages from the client. You can enable DHCP local server and DHCPv6 local

server to process these messages and respond to themwith an acknowledgment (ack

or reply message, respectively) and the requested information.

DHCP relay agent automatically forwards the information request messages without

modification to the configured server group bymeans of the interfaces configured for

the respective server group. Themessages are dropped If they are received on an

unconfigured interface. DHCP relay proxy also supports forwarding thesemessages. You

cannot disable forwarding of the information request messages.

Configure one ormore local address pools if youwant to use a local pool rather than one

provided by AAA. See “Configuring an Address-Assignment Pool Name and Addresses”

on page 623. For processing information request messages, the address configuration is

not necessary. For DHCP local server, youmust specify the IPv4 family; for DHCPv6 local

server, you must specify the IPv6 family.

See “Configuring DHCP Client-Specific Attributes AppliedWhen Clients Obtain an

Address”onpage278 fordetailsabouthowtoconfigure the informationsoughtbyclients

that send information request messages.

To enable processing of DHCP client information request messages:

1. Specify that you want to configure override options.

• For DHCP local server:

[edit system services dhcp-local-server overrides]
user@host# set process-inform

• For DHCPv6 local server:

[edit system services dhcp-local-server dhcpv6 overrides]
user@host# set process-inform

2. (Optional)Specify apool name fromwhichDHCP information is returned to theclient.

• For DHCP local server:

[edit system services dhcp-local-server overrides process-inform]
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user@host# set pool pool-name

• For DHCPv6 local server:

[edit system services dhcp-local-server dhcpv6 overrides process-inform]
user@host# set pool pool-name

Related
Documentation

• Overriding Default DHCP Local Server Configuration Settings on page 345

• Deleting DHCP Local Server and DHCP Relay Override Settings on page 351

• Extended DHCP Local Server Overview on page 258

• Extended DHCP Relay Agent Overview on page 264
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CHAPTER 24

Authenticating DHCP Clients Using An
External AAA Authentication Service

• Using External AAA Authentication Services with DHCP on page 305

• Creating Unique Usernames for DHCP Clients on page 306

• Configuring Passwords for Usernames on page 309

Using External AAA Authentication Services with DHCP

The extendedDHCP local server, includingDHCPv6 local server, and the extendedDHCP

relayagent, includingDHCPv6 relayagent, support theuseofexternalAAAauthentication

services, such as RADIUS, to authenticate DHCP clients.When the extended DHCP local

server or relayagent receivesadiscoverPDUfromaclient, theextendedDHCPapplication

contacts theAAAserver toauthenticate theDHCPclient. TheextendedDHCPapplication

can obtain client addresses and DHCP configuration options from the external AAA

authentication server.

NOTE: This section uses the term extendedDHCPapplication to refer to both
the extended DHCP local server and the extended DHCP relay agent.

The external authentication feature also supports AAA directed logout. If the external

AAA service supports a user logout directive, the extended DHCP application honors the

logout and responds as though it were requested by a CLI management command. All

of theclient state informationandallocated resourcesaredeletedat logout. Theextended

DHCP application supports directed logout using the list of configured authentication

servers you specify with the authentication-server statement at the [edit access profile

profile-name] hierarchy level.

You can configure either global authentication support or group-specific support.

Youmust configure theusername-include statement to enable the useof authentication.

The password statement is not required and does not cause DHCP to use authentication

if the username-include statement is not included.

To configure DHCP local server and DHCP relay agent authentication support:

1. Specify that you want to configure authentication options.
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• For DHCP local server:

[edit system services dhcp-local-server]
user@host# edit authentication

• For DHCP relay agent:

[edit forwarding-options dhcp-relay]
user@host# edit authentication

• For DHCPv6 local server:

[edit system services dhcp-local-server dhcpv6]
user@host# edit authentication

• For DHCPv6 relay agent:

[edit forwarding-options dhcp-relay dhcpv6]
user@host# edit authentication

2. (Optional) Configure a password that authenticates the username to the external

authentication service.

See “Configuring Passwords for Usernames” on page 309.

3. (Optional) Configure optional features to create a unique username.

See “Creating Unique Usernames for DHCP Clients” on page 306.

Related
Documentation

Extended DHCP Local Server Overview on page 258•

• Extended DHCP Relay Agent Overview on page 264

• DHCPv6 Local Server Overview on page 482

• DHCPv6 Relay Agent Overview on page 489

Creating Unique Usernames for DHCP Clients

You can configure the extended DHCP application to include additional information in

the username that is passed to the external AAA authentication service when the DHCP

client logs in. This additional information enables you to construct usernames that

uniquely identify subscribers (DHCP clients).

NOTE: If you do not include a username in the authentication configuration,
the router (or switch) does not perform authentication; however, the IP
address is provided by the local pool if it is configured.

When you use the DHCPv6 local server, youmust configure authentication
and the client username; otherwise client login fails.
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The following list describes the optional information that you can include as part of the

username:

• circuit-type—The circuit type used by the DHCP client, for example enet.

• client-id—The client identifier option (option 1). (DHCPv6 local server DHCPv6 relay

agent only)

• delimiter—The delimiter character that separates components that make up the

concatenated username. The default delimiter is a period (.). The semicolon (;) is not

supported as a delimiter character.

• domain-name—The client domain name as a string. The router adds the@ delimiter

to the username.

• interface-description—The description of the device (physical) interface or the logical

interface.

• interface-name—The interface name, including the interface device and associated

VLAN IDs.

• logical-system-name—The name of the logical system, if the receiving interface is in a

logical system.

• mac-address—The client MAC address, in a string of the format xxxx.xxxx.xxxx.

For DHCPv6 clients, because the DHCPv6 packet format has no specific field for the

client MAC address, the MAC address is derived from among several sources with the

following priority:

• Client DUID Type 1 or Type 3.

• Option 79 (client link-layer address), if present.

• The packet source address if the client is directly connected.

• The link local address.

• option-60—The portion of the option 60 payload that follows the length field. (Not

supported for DHCPv6 local server)

• option-82 <circuit-id> <remote-id>—The specified contents of the option 82 payload.

(Not supported for DHCPv6 local server)

• circuit-id—The payload of the Agent Circuit ID suboption.

• remote-id—The payload of the Agent Remote ID suboption.

• Both circuit-id and remote-id—The payloads of both suboptions, in the format:

circuit-id[delimiter]remote-id.

• Neither circuit-id or remote-id—The raw payload of the option 82 from the PDU is

concatenated to the username.
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NOTE: For DHCP relay agent, the option 82 value used in creating the
username is based on the option 82 value that is encoded in the outgoing
(relayed) PDU.

• relay-agent-interface-id—The Interface-ID option (option 18). (DHCPv6 local server or

DHCPv6 relay agent only)

• relay-agent-remote-id—The DHCPv6 Relay Agent Remote-ID option (option 37).

(DHCPv6 local server or DHCPv6 relay agent only)

• relay-agent-subscriber-id—(On routers only) The DHCPv6 Relay Agent Subscriber-ID

option (option 38). (DHCPv6 local server or DHCPv6 relay agent only)

• routing-instance-name—The name of the routing instance, if the receiving interface is

in a routing instance.

• user-prefix—A string indicating the user prefix.

The router (switch) creates the unique username by including the specified additional

information in the following order, with the fields separated by a delimiter.

For DHCP local server and DHCP relay agent:

user-prefix[delimiter]mac-address[delimiter]logical-system-name[delimiter]
routing-instance-name[delimiter]circuit-type[delimiter]interface-name[delimiter]option-82[delimiter]
option-60@domain-name

For DHCPv6 local server:

user-prefix[delimiter]mac-address[delimiter]logical-system-name[delimiter]routing-instance-name[delimiter]
circuit-type[delimiter]interface-name[delimiter]relay-agent-remote-id[delimiter]
relay-agent-subscriber-id[delimiter]relay-agent-interface-id[delimiter]client-id@domain-name

To configure a unique username:

1. Specify that you want to configure authentication.

• For DHCP local server:

[edit system services dhcp-local-server]
user@host# edit authentication

• For DHCPv6 local server:

[edit system services dhcp-local-server dhcpv6]
user@host# edit authentication

• For DHCP relay agent:

[edit forwarding-options dhcp-relay]
user@host# edit authentication

• For DHCPv6 relay agent:

[edit forwarding-options dhcp-relay dhcpv6]
user@host# edit authentication
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NOTE: You can also configure authentication and usernames for groups
at additional hierarchy levels. See authentication (DHCP Local Server)
and authentication (DHCP Relay Agent).

2. Specify that you want to include optional information in the username. (DHCP local

server, DHCPv6 local server, DHCP relay agent, and DHCPv6 relay agent all support

the username-include statement.)

[edit system services dhcp-local-server authentication]
user@host# set username-include

3. (Optional) Specify the optional information you want to include in the username, for

example:

[edit system services dhcp-local-server authentication username-include]
user@host# set username-include circuit-type
user@host# set username-include domain-name example.com
user@host# set username-includemac-address
user@host# set username-include user-prefix wallybrown

The previous username-include configuration produces this unique username:

wallybrown.0090.1a01.1234.enet@example.com

Related
Documentation

Extended DHCP Local Server Overview on page 258•

• DHCPv6 Local Server Overview on page 482

• Extended DHCP Relay Agent Overview on page 264

• Using External AAA Authentication Services with DHCP on page 305

Configuring Passwords for Usernames

You can configure an optional password that the extended DHCP application presents

to the external AAA authentication service to authenticate the specified username.

To configure a password that authenticates the username:

1. Specify that you want to configure authentication options.

• For DHCP local server:

[edit system services dhcp-local-server]
user@host# edit authentication

• For DHCPv6 local server:

[edit system services dhcp-local-server dhcpv6]
user@host# edit authentication

• For DHCP relay agent:
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[edit forwarding-options dhcp-relay]
user@host# edit authentication

2. Configure the password. (DHCP local server, DHCPv6 local server, and DHCP relay

agent all support the password statement.)

[edit system services dhcp-local-server authentication]
user@host# set password $ABC123

Related
Documentation

• Extended DHCP Local Server Overview on page 258

• DHCPv6 Local Server Overview on page 482

• Extended DHCP Relay Agent Overview on page 264

• Using External AAA Authentication Services with DHCP on page 305

• Special Requirements for Junos OS Plain-Text Passwords
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CHAPTER 25

Grouping Interfaces and Applying a
Common DHCP Configuration to the
Group

• Grouping Interfaces with Common DHCP Configurations on page 311

• Guidelines for Configuring Interface Ranges for Groups of DHCP Interfaces on page 312

• Configuring Group-Specific DHCP Local Server Options on page 313

• Configuring Group-Specific DHCP Relay Options on page 314

• Example: Configuring DHCP and DHCPv6 Relay Agent Group-Level Selective Traffic

Processing on page 315

Grouping Interfaces with Common DHCP Configurations

You use the group feature to group a set of interfaces and then apply a common DHCP

configuration to the named interface group. The extended DHCP local server, DHCPv6

local server, DHCP relay agent, and DHCPv6 relay agent all support interface groups.

The followingstepscreateaDHCP local server group; the stepsare similar for theDHCPv6

local server, DHCP relay agent, and DHCPv6 relay agent.

To configure a DHCP local server interface group:

1. Specify that you want to configure DHCP local server.

[edit system services]
user@host# edit dhcp-local-server

2. Create the group and assign a name.

[edit system services dhcp-local-server]
user@host# edit group boston

3. Specify thenamesof oneormore interfacesonwhich theextendedDHCPapplication

is enabled. You can repeat the interface interface-name statement to specifymultiple
interfaces within the group, but you cannot use the same interface in more than one

group.

[edit system services dhcp-local-server group boston]
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user@host# set interface fe-1/0/1.1
user@host# set interface fe-1/0/1.2

4. (Optional) You can use the upto option to specify a range of interfaces for a group.

[edit system services dhcp-local-server group boston]
user@host# set interface fe-1/0/1.3 upto fe-1/0/1.9

5. (Optional)Youcanuse theexcludeoption toexcludeaspecific interfaceor a specified

range of interfaces from the group. For example:

[edit system services dhcp-local-server group boston]
user@host# set interface fe-1/0/1.1 upto fe-1/0/1.102
user@host# set interface fe-1/0/1.6 exclude
user@host# set interface fe-1/0/1.70 upto fe-1/0/1.80 exclude

Related
Documentation

Extended DHCP Local Server Overview on page 258•

• Extended DHCP Relay Agent Overview on page 264

• DHCPv6 Local Server Overview on page 482

• DHCPv6 Relay Agent Overview on page 489

• Configuring Group-Specific DHCP Local Server Options on page 313

• Configuring Group-Specific DHCP Relay Options on page 314

• Guidelines for Configuring Interface Ranges for Groups of DHCP Interfaces on page 312

Guidelines for Configuring Interface Ranges for Groups of DHCP Interfaces

This topic describes guidelines to consider when configuring interface ranges for named

interface groups for DHCP local server and DHCP relay. The guidelines refer to the

following configuration statement:

user@host# set interface interface-name upto upto-interface-name

• The start subunit, interface interface-name , serves as the key for the stanza. The

remaining configuration settings are considered attributes.

• If the subunit is not included, an implicit .0 subunit is enforced. The implicit subunit is

applied to all interfaces when autoconfiguration is enabled. For example, interface

ge-2/2/2 is treated as interface ge-2/2/2.0.

• Ranged entries contain the upto option, and the configuration applies to all interfaces

within the specified range. The start of a ranged entrymust be less than the end of the

range. Discrete entries apply to a single interface, except in the case of

autoconfiguration, in which a 0 (zero) subunit acts as a wildcard.

• Interface stanzas definedwithin the same router or switch context are dependent and

can constrain each other—both DHCP local server and DHCP relay are considered.

Interface stanzas defined across different router (switch) contexts are independent

and do not constrain one another.
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• Each interface stanza, whether discrete or ranged, has a unique start subunit across a

given router context. For example, the following configuration is not allowed within

the same group because ge-1/0/0.10 is the start subunit for both.

interface ge-1/0/0.10 upto ge-1/0/0.30
interface ge-1/0/0.10

• Two groups cannot share interface space. For example, the following configuration is

not allowed because the three stanzas share the same space and interfere with one

another—interface ge-1/0/0.26 is common to all three.

dhcp-relay group diamond interface ge-1/0/0.10 upto ge-1/0/0.30
dhcp-local-server group ruby interface ge-1/0/0.26
dhcp-relay group sapphire interface ge-1/0/0.25 upto ge-1/0/0.35

• Two ranges cannot overlap, either within a group or across groups. Overlapping occurs

when two interface ranges share common subunit space but neither range is a proper

subset of the other. The following ranges overlap:

interface ge-1/0/0.10 upto ge-1/0/0.30
interface ge-1/0/0.20 upto ge-1/0/0.40

• A range can contain multiple nested ranges. A nested range is a proper subset of

another range. When ranges are nested, the smallest matching range applies.

In the following example, the three ranges nest properly:

interface ge-1/0/0.10 upto ge-1/0/0.30
interface ge-1/0/0.12 upto ge-1/0/0.15 exclude
interface ge-1/0/0.25 upto ge-1/0/0.29 exclude

• Discrete interfaces take precedence over ranges. In the following example, interface

ge-1/0/0.20 takes precedence and enforces an interface client limit of 5.

interface ge-1/0/0.10 upto ge-1/0/0.30
interface ge-1/0/0.15 upto ge-1/0/0.25 exclude
interface ge-1/0/0.20 overrides interface-client-limit 5

Related
Documentation

Grouping Interfaces with Common DHCP Configurations on page 311•

Configuring Group-Specific DHCP Local Server Options

You can include the following statements at the [edit system services dhcp-local-server

group group-name] hierarchy level to set group-specific DHCP local server configuration

options. Statements configured at the [edit system services dhcp-local-server group

group-name] hierarchy level apply only to the named group of interfaces, and override

any global DHCP local server settings configured with the same statements at the [edit

system services dhcp-local-server] hierarchy level.

DHCPv6 local server supports the same set of statements with the exception of the

dynamic-profile statement.

• authentication—Configure the parameters the router sends to the external AAA server.

• dynamic-profile—Specify the dynamic profile that is attached to a group of interfaces.
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• interface—Specify one or more interfaces, or a range of interfaces, that are within the

specified group.

• liveness-detection—Configurebidirectional failuredetection timersandauthentication

criteria for static routes, or Layer 2 livenessdetectionusingARPandNeighborDiscovery

packets. For more information, see DHCP Liveness Detection Overview.

• overrides—Override the default configuration settings for the extended DHCP local

server. For information, see “Overriding Default DHCP Local Server Configuration

Settings” on page 345.

Related
Documentation

Grouping Interfaces with Common DHCP Configurations on page 311•

Configuring Group-Specific DHCP Relay Options

You can include the following statements at the [edit forwarding-options dhcp-relay

group group-name] hierarchy level to set group-specific DHCP relay agent configuration

options. Group-specific statements apply only to the named group of interfaces, and

override any global DHCP relay agent settings for the same statement.

Include the statements at the [edit forwarding-options dhcp-relay dhcpv6 group

group-name] hierarchy level to configure group-specific options for DHCPv6 relay agent.

• active-server-group—Configure an active server group to apply a common DHCP relay

agent configuration to a named group of DHCP server addresses. For information, see

“ConfiguringActiveServerGroups toApplyaCommonDHCPRelayAgentConfiguration

to Named Server Groups” on page 359.

• authentication—Configure the parameters the router (or switch) sends to the external

AAA server.

• dynamic-profile—Specify the dynamic profile that is attached to a group of interfaces.

• interface—Specify one or more interfaces, or a range of interfaces, that are within the

specified group.

• liveness-detection—Configurebidirectional failuredetection timersandauthentication

criteria for static routes, or Layer 2 livenessdetectionusingARPandNeighborDiscovery

packets. For more information, see DHCP Liveness Detection Overview.

• overrides—Override the default configuration settings for the extended DHCP relay

agent. For information, see “Overriding theDefaultDHCPRelayConfigurationSettings”

on page 348.

• relay-agent-interface-id—(DHCPv6 only) Insert the DHCPv6 Relay Agent Interface-ID

option (option 18) in DHCPv6 packets destined for the DHCPv6 server.

• relay-agent-remote-id—(DHCPv6 only) Insert the DHCPv6 Relay Agent Remote-ID

option (option 37) in DHCPv6 packets destined for the DHCPv6 server.

• relay-option—Configure selectiveprocessing,whichusesDHCPoptions inclientpackets

to identify and filter client traffic, and to specify the action DHCP relay agent takes
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with the traffic. Formore information, see “UsingDHCPOption Information toSelectively

Process DHCP Client Traffic” on page 380.

• relay-option-82—(DHCPv4only)Enableordisable the insertionofoption82 information

in packets destined for a DHCP server. For information, see “Using DHCP Relay Agent

Option 82 Information” on page 373.

• service-profile—Specify the default subscriber service, (or default profile) which is

activatedwhen the subscriber (orDHCPclient) logs in andnoother service is activated

by a RADIUS server or a provisioning server. For more information, see “Default

Subscriber Service Overview” on page 271.

Related
Documentation

Grouping Interfaces with Common DHCP Configurations on page 311•

Example: Configuring DHCP and DHCPv6 Relay Agent Group-Level Selective Traffic
Processing

This example showshowtoconfigurenamed interfacegroup-basedsupport forDHCPv6

relay agent selective processing, which uses DHCP option strings to identify, filter, and

process client traffic.

This exampledescribesDHCPv6 relayagent configuration—youcanconfigure the related

procedure for DHCP relay agent groups at the [edit forwarding-options dhcp-relay]

hierarchy level. DHCPv6 selective processing supports DHCPv6 options 15 and 16. DHCP

selective processing supports option 60 (MX Series routers only) and option 77.

• Requirements on page 315

• Overview on page 316

• Configuration on page 316

• Verification on page 318

Requirements

This example uses the following hardware and software components:

• MX Series 3D Universal Edge Routers or PTX Series Packet Transport Routers

Before you configure DHCPv6 relay agent selective processing support, be sure you:

• Configure DHCPv6 relay agent.

See “Extended DHCP Relay Agent Overview” on page 264 and “DHCPv6 Relay Agent

Overview” on page 489.

• Configure the DHCPv6 named interface groups used for the configuration.

See “Grouping Interfaces with Common DHCP Configurations” on page 311.

• Configure the DHCPv6 server groups used for the processing actions.

See “Grouping Interfaces with Common DHCP Configurations” on page 311.

315Copyright © 2018, Juniper Networks, Inc.

Chapter 25: Grouping Interfaces and Applying a Common DHCP Configuration to the Group



Overview

In this example, you configure group-level DHCPv6 relay agent named interface support

for selective processing of client packets based on DHCPv6 option strings. To configure

selective processing, you perform the following procedures:

1. Identify the client traffic—Specify the DHCPv6 option that DHCPv6 relay agent uses

to identify the client traffic you want to process. The DHCPv6 option you specify

matches the option in the client traffic.

2. Configure the default action—Specify the default processing action, which DHCPv6

relayuses for identified client traffic thatdoesnot satisfy anyconfiguredmatchcriteria.

3. Create match filters and associate an action with each filter—Specify match criteria

that filters the client traffic. The criteria can be an exactmatch or a partialmatchwith

the DHCPv6 option string in the client traffic. Associate a processing actionwith each

match criteria.

Configuration

To configure group-level DHCPv6 relay agent selective processing based on DHCPv6

option information, perform these tasks:

• Configuring a DHCPv6 Relay Agent Named Interface Group To Selectively Process

Client Traffic Based on DHCPv6 Option Strings on page 316

• Results on page 317

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them in a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the command into the CLI at the [edit] hierarchy

level. The quick configuration assumes that the named interface group and the DHCP

server groups have been previously configured.

set forwarding-options dhcp-relay dhcpv6 group groupv6-east-27
set forwarding-options dhcp-relay dhcpv6 relay-option option-number 15
set forwarding-options dhcp-relay dhcpv6 relay-option equals ascii triple-gold
relay-server-group relayserver-triple-8

set forwarding-options dhcp-relay dhcpv6 relay-option equals ascii triple-silver
relay-server-group relayserver-triple-23

set forwarding-options dhcp-relay dhcpv6 relay-option starts-with ascii single
relay-server-group relayserver-1-aa

set forwarding-options dhcp-relay dhcpv6 relay-option default-action drop

ConfiguringaDHCPv6RelayAgentNamed InterfaceGroupToSelectivelyProcess
Client Traffic Based on DHCPv6Option Strings

Step-by-Step
Procedure

This procedure assumes that you have previously created the named interface group

and the DHCPv6 server groups. To configure DHCPv6 relay group-level selective

processing:

1. Specify that you want to configure DHCPv6 relay agent support.
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[edit forwarding-options]
user@host# edit dhcp-relay dhcpv6

2. Specify that you want to configure group-level DHCPv6 relay agent support.

[edit forwarding-options dhcp-relay dhcpv6]
user@host# edit group groupv6-east-27

3. Specify the DHCPv6 option number that DHCPv6 relay agent uses to identify

incoming client traffic.

[edit forwarding-options dhcp-relay dhcpv6 group groupv6-east-27]
user@host# set relay-option option-number 15

4. Configure the default action, which DHCPv6 relay agent uses when the incoming

client traffic does not satisfy any configuredmatch criteria.

[edit forwarding-options dhcp-relay dhcpv6 group groupv6-east-27]
user@host# set relay-option default-action relay-server-group relayserver-def-4

5. Configure an exactmatch condition and associated action that DHCPv6 relay uses

to process the identified client traffic.

[edit forwarding-options dhcp-relay dhcpv6 group groupv6-east-27]
user@host# set relay-option equals ascii triple-gold relay-server-group
relayserver-triple-8

6. Configure a second exact match condition and associated action that DHCPv6

relay uses to process client traffic.

[edit forwarding-options dhcp-relay dhcpv6 group groupv6-east-27]
user@host# set relay-option equals ascii triple-silver relay-server-group
relayserver-triple-23

7. Configure a partial match criteria and associated action that DHCPv6 relay uses to

process client traffic.

[edit forwarding-options dhcp-relay dhcpv6 group groupv6-east-27]
user@host# set relay-option starts-with ascii single relay-server-group
relayserver-1-aa

Results

From configuration mode, confirm the results of your configuration by issuing the show

statement at the [edit forwarding-options dhcp] hierarchy level. If the output does not

display the intended configuration, repeat the configuration instructions in this example

to correct it.

dhcpv6 {
group test-1 {
relay-option {
option-number 15;
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equals {
ascii triple-gold {
relay-server-group relayserver-triple-8;

}
ascii triple-silver {
relay-server-group relayserver-triple-23;

}
}
default-action {
relay-server-group relayserver-def-4;

}
starts-with {
ascii single {
relay-server-group relayserver-1-aa;

}
}

}
interface ge-1/0/0.0 upto ge-1/1/0.0;

}
server-group {
relayserver-1-aa;
relayserver-triple-8;
relayserver-triple-23;
relayserver-def-4;

}
}

If you are done configuring the device, enter commit from configuration mode.

Verification

To verify the status of DHCPv6 relay agent selective traffic processing, perform this task:

• Verifying the Status of DHCPv6 Relay Agent Selective Traffic Processing on page 318

Verifying the Status of DHCPv6 Relay Agent Selective Traffic Processing

Purpose Verify the DHCPv6 relay agent selective traffic processing status.
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Action Display statistics for DHCPv6 relay agent.

user@host> show dhcpv6 relay statistics
DHCPv6 Packets dropped:
    Total                       0

Messages received:
    DHCPV6_DECLINE              0
    DHCPV6_SOLICIT              10
    DHCPV6_INFORMATION_REQUEST  0
    DHCPV6_RELEASE              0
    DHCPV6_REQUEST              10
    DHCPV6_CONFIRM              0
    DHCPV6_RENEW                0
    DHCPV6_REBIND               0
    DHCPV6_RELAY_REPL           0

Messages sent:
    DHCPV6_ADVERTISE            0
    DHCPV6_REPLY                0
    DHCPV6_RECONFIGURE          0
    DHCPV6_RELAY_FORW           0

Packets forwarded:
    Total                       4
    FWD REQUEST                 2
    FWD REPLY                   2

Meaning ThePackets forwarded field in the showdhcpv6 relaystatistics commandoutput displays

the number of client packets that have been forwarded as a result of the selective traffic

processingconfiguration. In this example, theoutput indicates the total numberofpackets

that DHCPv6 relay agent has forwarded, as well as a breakdown for the number of FWD

REQUEST and FWDREPLY packets forwarded.

Related
Documentation

• Extended DHCP Relay Agent Overview on page 264

• DHCPv6 Relay Agent Overview on page 489

• DHCP Options and Selective Traffic Processing Overview

• UsingDHCPOption Information toSelectivelyProcessDHCPClientTraffic onpage380

• Grouping Interfaces with Common DHCP Configurations on page 311

• Displaying a Count of DHCP Packets That Are Dropped or Forwarded During Selective

Processing That Is Based on DHCP Option Strings on page 410

• Example: Configuring DHCP Relay Agent Selective Traffic Processing Based on DHCP

Option Strings on page 386
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CHAPTER 26

Configuring the Number of DHCP Clients
Per Interface

• Specifying the MaximumNumber of DHCP Clients Per Interface on page 321

• Allowing Only One DHCP Client Per Interface on page 322

Specifying theMaximumNumber of DHCP Clients Per Interface

By default, there is no limit to the number of DHCP local server or DHCP relay clients

allowed on an interface. However, you can override the default setting and specify the

maximumnumber of clients allowedper interface, in the range 1 through500,000.When

the number of clients on the interface reaches the specified limit, no additional DHCP

Discover PDUs or DHCPv6 Solicit PDUs are accepted. When the number of clients

subsequently drops below the limit, new clients are again accepted.

NOTE: Themaximum number of DHCP (and DHCPv6) local server clients
orDHCP(andDHCPv6) relayclientscanalsobespecifiedbyJuniperNetworks
VSA 26-143 during client login. The VSA-specified value always takes
precedence if the interface-client-limitstatementspecifiesadifferentnumber.

If theVSA-specifiedvaluedifferswitheachclient login,DHCPuses the largest
limit set by the VSA until there are no clients on the interface.

To configure the maximum number of DHCP clients allowed per interface:

1. Specify that you want to configure override options.

• For DHCP local server:

[edit system services dhcp-local-server]
user@host# edit overrides

• For DHCPv6 local server:

[edit system services dhcp-local-server dhcpv6]
user@host# edit overrides

• For DHCP relay agent:

[edit forwarding-options dhcp-relay]
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user@host# edit overrides

• For DHCPv6 relay agent:

[edit forwarding-options dhcp-relay dhcpv6]
user@host# edit overrides

2. Configure the maximum number of clients allowed per interface. (DHCP local server,

DHCPv6 local server, DHCP relay agent and DHCPv6 relay agent all support the

interface-client-limit statement.)

[edit system services dhcp-local-server overrides]
user@host# set interface-client-limit number

NOTE: For DHCP local server and DHCP relay agent, you can use either the
interface-client-limitstatementor theclient-discover-match incoming-interface

statement to set a limit of one client per interface. The interface-client-limit

statement with a value of 1 retains the existing client and rejects any new
client connections. The client-discover-match incoming-interface statement

deletes the existing client and allows a new client to connect.

Related
Documentation

Overriding Default DHCP Local Server Configuration Settings on page 345•

• Allowing Only One DHCP Client Per Interface on page 322

• Deleting DHCP Local Server and DHCP Relay Override Settings on page 351

• Extended DHCP Local Server Overview on page 258

• Extended DHCP Relay Agent Overview on page 264

Allowing Only One DHCP Client Per Interface

Subscriber management provides twomethods that you can use to configure DHCP

local server and DHCP relay agent to allow only one DHCP client per interface. The two

methods differ onwhich client is allowed on the interface—the new client or the existing

client. The twomethods are supported by bothDHCP local server andDHCP relay agent,

and can be configured globally, for a group of interfaces, or for a specific interface.

• Accept new client—Delete the existing client binding and allow the new client to

connect. To configure this action, use the ... overrides client-discover-match

incoming-interface statement.

• Keep existing client—Retain the existing client binding on the interface and reject any

requests from new DHCP clients. To configure this action, use the ... overrides

interface-client-limit 1 statement to specify a maximum of one client.

To configure the router to delete the existing client binding on the interface and allow

the new client to connect:

1. Specify that you want to configure override options.
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• For DHCP local server:

[edit system services dhcp-local-server]
user@host# edit overrides

• For DHCP relay agent:

[edit forwarding-options dhcp-relay]
user@host# edit overrides

2. Configure the router to view all client connections on the interface as coming from

the same client, which allows a new client to replace the existing client. This example

shows the DHCP local server configuration. The DHCP relay agent configuration is

similar.

[edit system services dhcp-local-server overrides]
user@host# set client-discover-match incoming-interface

To configure the router to keep the existing client binding on the interface and refuse

connections from new clients:

1. Specify that you want to configure override options.

• For DHCP local server:

[edit system services dhcp-local-server]
user@host# edit overrides

• For DHCP relay agent:

[edit forwarding-options dhcp-relay]
user@host# edit overrides

2. Set themaximumnumber of clients allowedper interface toone. This example shows

the DHCP local server configuration. The DHCP relay agent configuration is similar.

[edit system services dhcp-local-server overrides]
user@host# set interface-client-limit 1

Related
Documentation

• DHCP Auto Logout Overview on page 337

• Automatically Logging Out DHCP Clients on page 339
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CHAPTER 27

Maintaining Subscribers During Interface
Delete Events

• Subscriber Binding Retention During Interface Delete Events on page 325

• Configuring the Router to Maintain DHCP Subscribers During Interface Delete

Events on page 326

• Verifying and Managing the DHCPMaintain Subscribers Feature on page 326

Subscriber Binding Retention During Interface Delete Events

You can configure the router to maintain DHCP subscribers when an event occurs that

normally results in the router deleting the subscriber. For example, by default, the router

logs out DHCP subscribers when an interface delete event occurs, such as a line card

reboot or failure. However, if you configure the router to maintain subscribers, the router

identifies each subscriber thatwas on the deleted interface, and resumes normal packet

processing for the subscriber when the interface is restored. This procedure does not

maintain subscribers that are deleted during router reboots or failures.

NOTE: Subscribers are logged off as usual when their lease expires, even If
the router is configured tomaintain subscribers and the subscriber is on a
deleted interface that has not yet been restored.

You configure the router to maintain subscribers on a global basis— the configuration

applies to DHCP local server, DHCPv6 local server, and DHCP relay clients in all logical

routers and routing instances. When you enable the maintain subscribers feature, the

router applies the feature toexisting subscribersaswell as subscriberswho later connect.

If the maintain subscribers feature is enabled on the router, you can explicitly delete a

subscriber binding and log out the subscriber by either specifying a lease expiration

timeout or using one of the following commands, as appropriate:

• clear dhcp server binding

• clear dhcpv6 server binding

• clear dhcp relay binding
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Related
Documentation

Configuring the Router to Maintain DHCP Subscribers During Interface Delete Events

on page 326

•

• Verifying and Managing the DHCPMaintain Subscribers Feature on page 326

Configuring the Router to Maintain DHCP Subscribers During Interface Delete Events

You can specify a configuration in which the router does not log out a subscriber when

the subscriber’s interface is deleted.

NOTE: This procedure does not maintain subscribers during router reboots
or failures.

To configure the router to maintain DHCP subscribers when the subscriber interface is

deleted:

1. Specify that you want to configure subscriber management.

[edit system services]
user@host# edit subscriber-management

2. Configure the router to support the maintain-subscriber feature.

[edit system services subscriber-management]
user@host# edit maintain-subscriber

3. Configure the router to enable the maintain-subscriber feature when an

interface-delete event occurs.

[edit system services subscriber-managementmaintain-subscriber]
user@host# set interface-delete

Related
Documentation

Subscriber Binding Retention During Interface Delete Events on page 325•

• Verifying and Managing the DHCPMaintain Subscribers Feature on page 326

Verifying andManaging the DHCPMaintain Subscribers Feature

Purpose Display information related to the DHCPmaintain-subscribers feature and explicitly log

out maintained clients.

Action To display DHCP local server binding information for the DHCPmaintain subscribers

feature:

•

user@host>show dhcp server binding detail

• TodisplayDHCPv6 local server binding information for theDHCPmaintain subscribers

feature:
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user@host>show dhcpv6 server binding detail

• To display DHCP relay binding information for the DHCPmaintain subscribers feature:

user@host>show dhcp relay binding detail

• To explicitly log out a DHCP local server subscriber when themaintain subscriber

feature is enabled:

user@host>clear dhcp server binding binding-type

• To explicitly log out a DHCPv6 local server subscriber when themaintain subscriber

feature is enabled:

user@host>clear dhcpv6 server binding binding-type

• To explicitly log out a DHCP relay subscriber when themaintain subscriber feature is

enabled:

user@host>clear dhcp relay binding binding-type

Related
Documentation

• Subscriber Binding Retention During Interface Delete Events on page 325

• Configuring the Router to Maintain DHCP Subscribers During Interface Delete Events

on page 326
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CHAPTER 28

Forcing Dynamic Reconfiguration of
Clients From a DHCP Local Server

• Understanding Dynamic Reconfiguration of Extended DHCP Local Server

Clients on page 329

• ConfiguringDynamicClientReconfigurationofExtendedLocalServerClientsonpage332

• Configuring Dynamic Reconfiguration Attempts for DHCP Clients on page 334

• Configuring Deletion of the Client When Dynamic Reconfiguration Fails on page 335

• Configuring Reconfiguration of the Client on Receipt of RADIUS-Initiated

Disconnect on page 336

Understanding Dynamic Reconfiguration of Extended DHCP Local Server Clients

Dynamic reconfiguration of clients enables the extended DHCP local server to initiate a

client update without waiting for the client to initiate a request.

Default Client/Server Interaction

Typically the DHCP client initiates all of the basic DHCP client/server interactions. The

DHCP server sends information to a client only in response to a request from that client.

This behavior does not enable a client to be quickly updated with its network address

and configuration in the event of server changes:

NOTE: Technically, the DHCP client/server interactions are the same on
routers and switches. However, the primary usage of this technology on the
routers is forsubscribermanagement.Theswitchesarenotusedforsubscriber
management. Therefore, this topic provides two sample scenarios. The
actions are the same, but the implementation details are different.

• On routers—Suppose a service provider restructures its addressing schemeor changes

the server IP addresses that it provided to clients. Without dynamic reconfiguration,

the service provider typically clears the DHCP server binding table, but cannot inform

theDHCP clients that their bindings have been cleared. Consequently, theDHCP client

operates as though its IP address is still valid, but it is now unable to communicate

over the access network, resulting in an outage. The DHCP local server needs to wait

for the client to send amessage to renew its lease or rebind to the server. In response,
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the server sends a NAKmessage to the client to force it to begin the DHCP connection

process again. Alternatively, the provider canwait for customers tomake a service call

about the network failures and then instruct them to power cycle their customer

premises equipment to reinitiate the connection. Neither of these actions is timely or

convenient for customers.

• On switches—Suppose you restructure the addressing scheme or change the server

IPaddresses that theDHCPserverprovides toclients.Withoutdynamic reconfiguration,

thenetwork typically clears theDHCPserver binding table, but cannot informtheDHCP

clients that their bindings have been cleared. Consequently, the DHCP client operates

as though its IP address is still valid, but it is now unable to communicate over the

access network, resulting in an outage. The DHCP local server needs to wait for the

client to send amessage to renew its lease or rebind to the server. In response, the

server sends a NAKmessage to the client to force it to begin the DHCP connection

process again. Alternatively, you canwait for users to notify you of the network failures

and then instruct them to power cycle their equipment to reinitiate the connection.

Neither of these actions is timely or convenient for users.

Dynamic Client/Server Interaction for DHCPv4

Dynamic reconfiguration for DHCPv4 is available through a partial implementation of

RFC 3203, DHCP Reconfigure Extension for DHCPv4. It enables the DHCPv4 local server

to send amessage to the client to force reconfiguration.

The server sends a forcerenewmessage to a DHCPv4 client, initiating amessage

exchange. In response, DHCPv4 clients that support the forcerenewmessage then send

a lease renewal message to the server. The server rejects the lease renewal request and

sends a NAK to the client, causing the client to reinitiate the DHCP connection. A

successful reconnection results in the reconfiguration of the DHCP client. Only the

exchange of forcerenew, renew, and NAKmessages is supported from RFC 3202. DHCP

relay and DHCP relay proxy do not participate in the client reconfiguration or react to

forcerenewmessages other than to forward them to the client.

When the local server statemachine starts the reconfigurationprocessonaboundclient,

the client transitions to the reconfiguring state and the local server sends a forcerenew

message to the client. Because the client was in the bound state before entering the

reconfiguring state, all subscriber servicesorDHCP-managedservices, suchas forwarding

andstatistics, continue towork.Client statisticsarenotmaintained in the intervalbetween

asuccessful reconfigurationand thesubsequent clientbinding.When theserver responds

to the client renewal request with a NAK, the client entry is removed from the binding

table and final statistics are reported. New statistics are collectedwhen the client sends

a discover message to establish a new session.

Dynamic Client/Server Interaction for DHCPv6

Dynamic reconfiguration for DHCPv6 is available through a partial implementation of

RFC3315,DynamicHostConfigurationProtocol for IPv6 (DHCPv6). It enables theDHCPv6

local server to send amessage to the client to force reconfiguration.

DHCPv6 servers send reconfigure messages to DHCPv6 clients, initiating amessage

exchange. In response, DHCPv6 clients that support the reconfigure message transition
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to the renewing state and send a renewmessage to the server. The server returns a reply

message with a lifetime of zero (0). The client transitions to the init state and sends a

solicit message. The server sends an advertise message to indicate that it is available

for service. The client sends a request for configuration parameters, which the server

then includes in its reply. DHCP relay andDHCP relay proxy donot participate in the client

reconfigurationor react to reconfiguremessagesother than to forward themto theclient.

When a DHCPv6 server is triggered to initiate reconfiguration on a bound DHCPv6 client,

the client transitions to the reconfigure state. All subscriber services, such as forwarding

and statistics, continue to work. The server then sends the reconfigure message to the

client. If the DHCPv6 client is already in the reconfigure state, the DHCPv6 server ignores

the reconfiguration trigger. For clients in any state other than bound or reconfigure, the

server clears thebinding stateof theclient, as if the cleardhcpv6serverbindingcommand

had been issued.

Manually Forcing the Local Server to Initiate the Reconfiguration Process

You can force the local server to initiate the reconfiguration process for clients by issuing

the requestdhcpserver reconfigurecommand forDHCPv4clients, and the requestdhcpv6

server reconfigure command for DHCPv6 clients. Command options determine whether

reconfiguration is then attempted for all clients or specified clients.

Action Taken for Events That Occur During a Reconfiguration

Events that take place while a reconfiguration is in process take precedence over the

reconfiguration.Table42onpage331 lists theactions taken in response toseveral different

events.

Table 42: Action Taken for Events That Occur During a Reconfiguration

ActionEvent

Server drops packet and deletes client.Server receives a discover (DHCPv4) or solicit
(DHCPv6) message from the client.

DHCPv4—Server sends NAKmessage and
deletes client.

DHCPv6—Server drops packet and deletes
client. Server replies to renewmessagewith
lease time of zero (0).

Server receives a request, renew, rebind, or
init-reboot message from the client.

Server deletes client.Server receives a release or decline message from
the client.

Server deletes client.The client lease times out.

Server deletes client.The clear dhcp server binding command is issued.

Command is ignored.The request dhcp server reconfigure (DHCPv4) or
request dhcpv6 server reconfigure (DHCPv6)
command is issued.
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Table 42: Action Taken for Events That Occur During a
Reconfiguration (continued)

ActionEvent

Reconfiguration process is halted.GRES or DHCP restart occurs.

Related
Documentation

ConfiguringDynamicClientReconfigurationofExtendedLocalServerClientsonpage332•

Configuring Dynamic Client Reconfiguration of Extended Local Server Clients

TheDHCP local server can initiate reconfigurationof its clients toavoidextendedoutages

because of server configuration changes. You can enable dynamic reconfiguration for

all DHCP clients or only the DHCP clients serviced by a specified group of interfaces, and

you canmodify the behavior accordingly.

Starting in Junos OS Release 14.1, you canmodify the behavior of the process in which

the DHCP local server initiates reconfiguration of its clients by including the appropriate

configuration statements. You can provide the statements at the [edit system services

dhcp-local-server reconfigure] hierarchy level for all DHCPv4 clients, and at the [edit

system services dhcp-local-server dhcpv6 reconfigure] hierarchy level for all DHCPv6

clients. To override this global configuration for only the DHCP clients serviced by a

specified group of interfaces, you can include the statementswith different values at the

[edit system services dhcp-local-server group group-name reconfigure] hierarchy level for

DHCPv4 clients, and at the [edit system services dhcp-local-server dhcpv6 group

group-name reconfigure] hierarchy level for DHCPv6 clients.

To configure dynamic reconfiguration of DHCP clients:

1. Enable dynamic reconfiguration with default values for all clients.

For DHCPv4:

[edit system services dhcp-local-server]
user@host# set reconfigure

For DHCPv6:

[edit system services dhcp-local-server dhcpv6]
user@host# set reconfigure

2. (Optional) Enable dynamic reconfiguration for only the DHCP clients serviced by a

group of interfaces.

For DHCPv4:

[edit system services dhcp-local-server group-name]
user@host# set reconfigure

For DHCPv6:

[edit system services dhcp-local-server dhcpv6 group group-name]
user@host# set reconfigure
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3. (Optional) Configure an authentication token. The DHCP local server then includes

this token inside the authentication option when it sends forcerenew or reconfigure

messages. If the service provider has previously configured the DHCP client with this

token, then the client can compare that token against the newly received token, and

reject themessage if the tokens do not match. This functionality corresponds to RFC

3118, Authentication for DHCPMessages, section 4.

a. For all clients:

For DHCPv4:

[edit system services dhcp-local-server reconfigure]
user@host# set token token-value

For DHCPv6:

[edit system services dhcp-local-server dhcpv6 reconfigure]
user@host# set token token-value

b. For only the DHCP clients serviced by a group of interfaces:

For DHCPv4:

[edit system services dhcp-local-server group-name reconfigure]
user@host# set token token-value

For DHCPv6:

[edit system services dhcp-local-server dhcpv6 group group-name reconfigure]
user@host# set token token-value

4. For theDHCPv6serveronly, youcan include the strict statement.Bydefault, the server

accepts solicit messages from clients that do not support server-initiated

reconfiguration. Including this statementcauses theserver todiscardsolicitmessages

from nonsupporting clients; consequently the server does not bind these clients.

For all DHCPv6 clients:

[edit system services dhcp-local-server dhcpv6 reconfigure]
user@host# set strict

For only the DHCPv6 clients serviced by a group of interfaces:

[edit system services dhcp-local-server dhcpv6 group group-name reconfigure]
user@host# set strict

5. (Optional) Configure how the server attempts reconfiguration.

See “Configuring Dynamic Reconfiguration Attempts for DHCP Clients” on page 334.

6. (Optional) Configure the response to a failed reconfiguration.

See “Configuring Deletion of the Client When Dynamic Reconfiguration Fails” on

page 335.

7. (Optional) Configure the behavior in response to a RADIUS-initiated disconnect.
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See “Configuring Reconfiguration of the Client on Receipt of RADIUS-Initiated

Disconnect” on page 336.

8. (Optional) Configure a token for rudimentary server authentication.

See “Configuring a Token for DHCP Local Server Authentication” on page 397.

9. (Optional) Initiate reconfiguration of some or all client bindings.

See “Requesting DHCP Local Server to Initiate Reconfiguration of Client Bindings” on

page 407.

10. (Optional) Prevent DHCPv6 clients from binding if they do not support reconfigure

messages.

See “Preventing Binding of Clients That Do Not Support Reconfigure Messages” on

page 484.

Release History Table DescriptionRelease

Starting in Junos OS Release 14.1, you canmodify the behavior of the process
inwhich theDHCP local server initiates reconfigurationof its clientsby including
the appropriate configuration statements.

14.1

Configuring Dynamic Reconfiguration Attempts for DHCP Clients

You can configure howmany attempts the local server makes to initiate reconfiguration

of the DHCP client by sending forcerenew or reconfiguremessages. You can also specify

how long the server waits between attempts. By default, eight attempts are made and

the initial interval is two seconds.

Each successive attempt doubles the interval between attempts. For example, if the first

value is 2, the first retry is attempted 2 seconds after the first attempt fails. The second

retry is attempted 4 seconds after the first retry fails. The third retry is attempted 8

seconds after the second retry fails, and so on. A group configuration takes precedence

over a DHCP local server configuration.

(Optional) To configure DHCP local server reconfiguration behavior for all DHCP clients:

1. Specify the number of reconfiguration attempts.

For DHCPv4:

[edit system services dhcp-local-server reconfigure]
user@host# set attempts 5

For DHCPv6:

[edit system services dhcp-local-server dhcpv6 reconfigure]
user@host# set attempts 5
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2. Specify the interval between reconfiguration attempts.

For DHCPv4:

[edit system services dhcp-local-server reconfigure]
user@host# set timeout 8

For DHCPv6:

[edit system services dhcp-local-server dhcpv6 reconfigure]
user@host# set timeout 8

To override the global configuration for a particular group of clients, include the

statements at the [edit system services dhcp-local-server group group-name reconfigure]

hierarchy level or the [edit system services dhcpv6 dhcp-local-server group group-name

reconfigure] hierarchy level.

Related
Documentation

ConfiguringDynamicClientReconfigurationofExtendedLocalServerClientsonpage332•

Configuring Deletion of the ClientWhen Dynamic Reconfiguration Fails

You can configure the local server to delete the client when themaximum number of

reconfigurationattempts hasbeenmadewithout success. Bydefault, the client’s original

configuration is restored.

(Optional) To configure the DHCP local server to delete the client when reconfiguration

is not successful, for all clients:

• Specify the client deletion.

For DHCPv4:

[edit system services dhcp-local-server reconfigure]
user@host# set clear-on-abort

For DHCPv6:

[edit system services dhcp-local-server dhcpv6 reconfigure]
user@host# set clear-on-abort

Tooverride theglobal configuration for aparticular groupof clients, include the statement

at the [edit system services dhcp-local-server group group-name reconfigure] hierarchy

level or the [edit systemservicesdhcpv6dhcp-local-servergroupgroup-name reconfigure]

hierarchy level.

Related
Documentation

ConfiguringDynamicClientReconfigurationofExtendedLocalServerClientsonpage332•

• clear-on-abort on page 1036
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Configuring Reconfiguration of the Client on Receipt of RADIUS-Initiated Disconnect

You can configure the local server to reconfigure the client when the client receives a

RADIUS-initiated disconnect. By default, the client is deleted when a RADIUS-initiated

disconnect is received.

(Optional)Toconfigure theDHCP local server to reconfigure theclient insteadofdeleting

the client when a RADIUS-initiated disconnect is received, for all clients:

• Specify the RADIUS-initiated disconnect trigger.

For DHCPv4:

[edit system services dhcp-local-server reconfigure trigger]
user@host# set radius-disconnect

For DHCPv6:

[edit system services dhcp-local-server dhcpv6 reconfigure trigger]
user@host# set radius-disconnect

Tooverride theglobal configuration for aparticular groupof clients, include the statement

at the [edit system services dhcp-local-server group group-name reconfigure trigger]

hierarchy level or the [edit system services dhcpv6 dhcp-local-server group group-name

reconfigure trigger] hierarchy level.

Related
Documentation

• ConfiguringDynamicClientReconfigurationofExtendedLocalServerClientsonpage332

• radius-disconnect on page 1399

• trigger on page 1538
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CHAPTER 29

Conserving IPAddressesUsingDHCPAuto
Logout

• DHCP Auto Logout Overview on page 337

• Automatically Logging Out DHCP Clients on page 339

• How DHCP Relay Agent Uses Option 82 for Auto Logout on page 340

• DHCPv6Match Criteria for Identifying DHCPv6 Subscribers on page 341

• Automatically Logging Out DHCPv6 Clients on page 342

DHCPAuto Logout Overview

This topic provides an introduction to the DHCP auto logout feature and includes the

following sections:

• Auto Logout Overview on page 337

• How DHCP Identifies and Releases Clients on page 338

• Option 60 and Option 82 Requirements on page 339

Auto Logout Overview

Auto logout is supported for DHCP local server and DHCP relay agent. It improves the

efficiency of DHCP IP address assignment by allowing IP addresses to be immediately

released and returned to the address pool when DHCP clients are no longer using the

addresses. DHCP can then assign the addresses to other clients. Without auto logout,

an IP address is blocked for the entire leaseperiod, andDHCPmustwait until the address

lease time expires before reusing the address.

Auto logout is particularly useful when DHCP uses long lease times for IP address

assignments and to help avoid allocating duplicate IP addresses for a single client.

For example, youmight have an environment that includes set-top boxes (STB) that are

often upgraded or replaced. Each time a STB is changed, the newSTB repeats the DHCP

discover process to obtain client configuration information and an IP address. DHCP

views thenewSTBasacompletelynewclientandassignsanew IPaddress—theprevious

IP address assigned to the client (the old STB) remains blocked and unavailable until

the lease expires. If auto logout is configured in this situation, DHCP recognizes that the

newSTB isactually the sameclient and then immediately releases theoriginal IPaddress.
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DHCPrelayagentactsasaproxyclient forauto logoutandsendsaDHCPreleasemessage

to the DHCP server.

HowDHCP Identifies and Releases Clients

The auto logout feature requires that DHCP explicitly identify clients. By default, DHCP

local server and DHCP relay agent identify clients based on MAC address or Client

Identifier, and subnet. However, in some cases this type of identification might not be

sufficient. For example, in the previous STB example, each STB has a different MAC

address, so DHCP incorrectly assumes that an upgraded or replacement STB is a new

client.

In order to explicitly identify clients, auto logout uses a secondary identification method

whentheprimary identificationmethod isunsuccessful—theprimarymethod isconsidered

unsuccessful if the MAC address or Client Identifier does not match that of an existing

client. Subscribermanagement supports two secondary identificationmethods that you

can configure.

• Incoming interface method—DHCP views a new client connection on the interface as

if it comes fromthesameclient.DHCPdeletes theexistingclientbindingbeforecreating

a binding for the newly connected device. This method allows only one client device

to connect on the interface.

NOTE: The incoming interfacemethod differs from the overrides

interface-client-limit 1 statement, which retains the existing binding and

rejects the newly connected client.

• Option60andoption82method—DHCPconsiders twoclients asdifferent if theyhave

the same option 60 and option 82 information, but different subnets.

DHCP local server and DHCP relay agent perform the following operations when auto

logout is enabled and the secondary identification method identifies a duplicate client

(that is, the Discover packet is from an existing client).

• DHCP local server immediately releases the existing address.

• DHCP relay agent immediately releases the existing client and then sends a DHCP

release packet to the DHCP server. Sending the release packet ensures that DHCP

relay and the DHCP server are synchronized.

If the DHCP relay receives a Discover message from an existing client, the DHCP relay

forwards the Discover message to the DHCP server. The DHCP relay preserves the

binding if the client's existing IP address is returned by the DHCP server. This behavior

is not applicable if the proxy-mode override or client-discover-match functionality are

enabled.

NOTE: If the DHCP relay agent is in snoopmode, DHCP relay releases the
client but doesnot senda releasepacket to theDHCPserver if thediscover
packet is for apassiveclient (aclientaddedasa result of snoopedpackets)
or if the discover packet is a snooped packet.
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Option 60 andOption 82 Requirements

DHCP local server requires that the received discover packet include both DHCP option

60 and option 82. If either option is missing, DHCP local server cannot perform the

secondary identification method and auto logout is not used.

DHCP relay agent requires that the received discover packet contain DHCP option 60.

DHCP relay determines the option 82 value based on the guidelines provided in Table

43 on page 340.

Related
Documentation

Automatically Logging Out DHCP Clients on page 339•

• How DHCP Relay Agent Uses Option 82 for Auto Logout on page 340

• Allowing Only One DHCP Client Per Interface on page 322

• Clearing DHCP Bindings for Subscriber Access on page 408

Automatically Logging Out DHCP Clients

You can configure the extended DHCP local server and extended DHCP relay to

automatically log out DHCP clients. Auto logout immediately releases an existing client

when DHCP receives a discover packet from a client whose identity matches an existing

client. DHCP then releases the existing client IP address without waiting for the normal

lease expiration.

NOTE: When the existing client is released, the new client undergoes the
normal authentication process. The new client might not receive the same
IP address as the original client.

To configure DHCP client auto logout:

1. Specify that you want to configure override options.

• For DHCP local server:

[edit system services dhcp-local-server]
user@host# edit overrides

• For DHCP relay agent:

[edit forwarding-options dhcp-relay]
user@host# edit overrides

2. Enable auto logout and specify the secondary identification method you want to use

when the primary identification method is unsuccessful.

• For example, to configure DHCP local server to use the incoming interfacemethod:

[edit system services dhcp-local-server overrides]
user@host# set client-discover-match incoming-interface
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• For example, to configure DHCP relay agent to use the option 60 and option 82

method:

[edit forwarding-options dhcp-relay overrides]
user@host# set client-discover-match option60-and-option82

NOTE: If you change the auto logout configuration, existing clients continue
to use the auto logout setting that was configuredwhen they logged in. New
clients use the new setting.

Related
Documentation

DHCP Auto Logout Overview on page 337•

• How DHCP Relay Agent Uses Option 82 for Auto Logout on page 340

• Allowing Only One DHCP Client Per Interface on page 322

• Deleting DHCP Local Server and DHCP Relay Override Settings on page 351

• Extended DHCP Local Server Overview on page 258

• Extended DHCP Relay Agent Overview on page 264

HowDHCP Relay Agent Uses Option 82 for Auto Logout

Table43onpage340 indicateshowtheDHCPrelayagentdetermines theoption82value

used for the client auto logout feature. Depending on the configuration settings, DHCP

relay agent takes the action indicated in the right column.

Table 43: DHCP Relay Agent Option 82 Value for Auto Logout

DHCP Relay Agent Configuration Settings

Action
Taken

giaddr in
non-snooped
packet

Override
“always-write-
option-82”

Override
“trust-option-
82”

Discover
Packet
Contains
Option 82

DHCP Relay
Configured
with Option
82

Nosecondary
search
performed

–––NoNo

Useoption82
from packet

––YesYesNo

Drop packetZero–NoYesNo

Useoption82
from packet

Non-zero–NoYesNo

Use
configured
option 82

–––NoYes
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Table43:DHCPRelayAgentOption82Value forAutoLogout (continued)

DHCP Relay Agent Configuration Settings

Action
Taken

giaddr in
non-snooped
packet

Override
“always-write-
option-82”

Override
“trust-option-
82”

Discover
Packet
Contains
Option 82

DHCP Relay
Configured
with Option
82

Drop packetZero–NoYesYes

Useoption82
from packet

Non-zeroNoNoYesYes

Overwrite the
configured
option 82

Non-zeroYesNoYesYes

Useoption82
from packet

–NoYesYesYes

Overwrite the
configured
option 82

–YesYesYesYes

Related
Documentation

DHCP Auto Logout Overview on page 337•

• Automatically Logging Out DHCP Clients on page 339

DHCPv6Match Criteria for Identifying DHCPv6 Subscribers

By default, the DHCPv6 local server and the DHCPv6 relay agent identify clients on the

basis of the client identifier. The DHCPv6 local server and the DHCPv6 relay agent can

also identify a DHCPv6 client by the incoming interface. You use the incoming-interface

optionwith theclient-negotiation-matchstatementso thatonlyoneclientdeviceconnects

on the interface. If the client device changes, the router deletes the existing client binding

and creates a binding for the newly connected device.

For example, consider an environment that includes a set-top box (STB) or any other

such customer premises equipment (CPE) device configured to get configuration

information from the DHCPv6 server. In the network configuration, one CPE device is

supported over an interface. TheDHCPv6 server is configured to provide theCPEdevices

with long lease timers. If the CPE device is disconnected for repair or upgraded, the new

CPE device goes through the DHCPv6 Solicit process to receive the configuration

information from the DHCPv6 server. Because the client identifier is different from that

of the previous device, the DHCPv6 local server or the DHCPv6 relay agent treats the

DHCPv6 Solicit message as a new client and adds the new binding. Because the old

device might not gracefully log out, the old IP address is not released until the lease

expires.

341Copyright © 2018, Juniper Networks, Inc.

Chapter 29: Conserving IP Addresses Using DHCP Auto Logout



If the client-negotiation-match incoming-interface statement is configured, on receiving

a DHCPv6 Solicit message, the DHCPv6 clients are searched on the basis of their client

identifiersand the incoming interfaceoption. If anexistingDHCPv6clientbinding is found

based on thematch criteria, the binding is removed and the new client is processed. If

the old CPE device is disconnected and a DHCPv6 Solicit message is received for the

newCPEdevice, the feature uses the incoming interface to identify the client and remove

the binding of the old CPE device, which allows for the release of the old IP address. The

binding of the new CPE device replaces the old binding.

Related
Documentation

Automatically Logging Out DHCPv6 Clients on page 342•

• Clearing DHCP Bindings for Subscriber Access on page 408

• Automatically Logging Out DHCP Clients on page 339

Automatically Logging Out DHCPv6 Clients

You can configure the extended DHCPv6 local server and extended DHCPv6 relay agent

to automatically log out DHCPv6 clients based on DHCPv6 subscriber-match criteria.

The automatic logout feature immediately releases an existing client when DHCPv6

receives a Solicit packet from a client whose incoming interface matches that of an

existing client. DHCPv6 then releases the existing client IP address without waiting for

the normal lease expiration.

NOTE: When the existing client is released, the new client undergoes the
normal authentication process. The new client might not receive the same
IP address as the original client.

To configure automatic logout of DHCPv6 clients:

1. Specify that youwant toconfigureoverrideoptions tooverride thedefault configuration

settings.

• For the DHCPv6 local server:

[edit system services dhcp-local-server dhcpv6]
user@host# edit overrides

• For the DHCPv6 relay agent:

[edit forwarding-options dhcp-relay dhcpv6]
user@host# edit overrides

2. Enable automatic logout and specify the incoming interface as the secondary

identification method you want to use.

• For the DHCPv6 local server:

[edit system services dhcp-local-server dhcpv6 overrides]
user@host# set client-negotiation-match incoming-interface

• For the DHCPv6 relay agent:

Copyright © 2018, Juniper Networks, Inc.342

Broadband Subscriber Sessions Feature Guide



[edit forwarding-options dhcp-relay dhcpv6 overrides]
user@host# set client-negotiation-match incoming-interface

NOTE: If you change the automatic logout configuration, existing clients
continue to use the automatic logout setting that was configuredwhen they
logged in. New clients use the new setting.

Related
Documentation

• DHCPv6Match Criteria for Identifying DHCPv6 Subscribers on page 341

• Overriding Default DHCP Local Server Configuration Settings on page 345

• Overriding the Default DHCP Relay Configuration Settings on page 348
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CHAPTER 30

Overriding Default DHCP Local Server
Configuration Settings

• Overriding Default DHCP Local Server Configuration Settings on page 345

• Overriding the Default DHCP Relay Configuration Settings on page 348

• Deleting DHCP Local Server and DHCP Relay Override Settings on page 351

• Configuring DHCP Attributes Outside Address Assignment Pools on page 351

Overriding Default DHCP Local Server Configuration Settings

Subscriber management enables you to override certain default DHCP local server

configuration settings. You can override the configuration settings at the global level, for

a named group of interfaces, or for a specific interface within a named group.

• Tooverrideglobal defaultDHCP local server configurationoptions, include theoverrides

statementand its subordinatestatementsat the [editsystemservicesdhcp-local-server]

hierarchy level.

• To override DHCP local server configuration options for a named group of interfaces,

include thestatementsat the [editsystemservicesdhcp-local-servergroupgroup-name]

hierarchy level.

• To override DHCP local server configuration options for a specific interface within a

named group of interfaces, include the statements at the [edit system services

dhcp-local-server group group-name interface interface-name] hierarchy level.

• To configure overrides for DHCPv6 local server at the global level, group level, or

per-interface, use the corresponding statements at the [edit system services

dhcp-local-server dhcpv6] hierarchy level.
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To override default DHCP local server configuration settings:

1. (DHCPv4 and DHCPv6) Specify that you want to configure override options.

• DHCPv4 overrides.

Global override:

[edit system services dhcp-local-server]
user@host# edit overrides

Grouplevel override:

[edit system services dhcp-local-server]
user@host# edit group group-name overrides

Per-interface override:

[edit system services dhcp-local-server]
user@host# edit group group-name overrides interface interface-name

DHCPv6 overrides.

Global override:

[edit system services dhcp-local-server dhcpv6]
user@host# edit overrides

Group level override:

[edit system services dhcp-local-server dhcpv6]
user@host# edit group group-name overrides

Per-interface override:

[edit system services dhcp-local-server dhcpv6]
user@host# edit group group-name overrides interface interface-name

2. (Optional) Override the maximum number of DHCP clients allowed per interface.

See “Specifying the MaximumNumber of DHCP Clients Per Interface” on page 321.

3. (Optional) Configure DHCP client auto logout.

See “Automatically Logging Out DHCP Clients” on page 339.

4. (Optional) Enable processing of information requests from clients.

See “Enabling Processing of Client Information Requests” on page 302.

5. (Optional) Specify that DHCP NAK and FORCERENEWmessages support option 82

information.

See “Configuring DHCPMessage Exchange Between DHCP Server and Clients in

Different VRFs” on page 364.

6. (Optional, DHCPv6 only) Specify a delegated pool name to use for DHCPv6multiple

address assignment.
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See “Specifying the Delegated Address-Assignment Pool to Be Used for DHCPv6

Prefix Delegation” on page 526.

7. (Optional, DHCPv6 only) Enable DHCPv6 rapid commit support.

See “Enabling DHCPv6 Rapid Commit Support” on page 483.

8. (Optional,DHCPv6only)Specify thatDHCPv6 local server returnDNSserveraddresses

as IA_NA or IA_PD suboptions rather than as a global DHCPv6 option.

See “OverridingHowtheDNSServerAddress IsReturned inaDHCPv6MultipleAddress

Environment” on page 639.

9. (Optional, DHCPv6only)Automatically logout existing clientwhennewclient solicits

on same interface.

See “Automatically Logging Out DHCPv6 Clients” on page 342.

10. (Optional) Specify that when the DHCP or DHCPv6 local server receives a Discover

or Solicit message that has a client ID thatmatches the existing client entry, the local

server deletes the existing client entry.

See “DHCP Behavior When RenegotiatingWhile in Bound State” on page 353.

11. (Optional, DHCPv4 and DHCPv6) Specify that a short lease be sent to the client.

See “Configuring DHCP Asymmetric Leasing” on page 287.

12. (Optional, DHCPv4 and DHCPv6) Specify DHCP attributes globally or for groups.

See “Configuring DHCP Attributes Outside Address Assignment Pools” on page 351.

13. (Optional) Delete DHCP override settings.

See “Deleting DHCP Local Server and DHCP Relay Override Settings” on page 351.

Related
Documentation

Configuring Group-Specific DHCP Local Server Options on page 313•

• Deleting DHCP Local Server and DHCP Relay Override Settings on page 351
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Overriding the Default DHCP Relay Configuration Settings

You can override the default DHCP relay configuration settings at the global level, for a

named group of interfaces, or for a specific interface within a named group.

• Tooverrideglobal defaultDHCP relayagent configurationoptions, include theoverrides

statement and its subordinate statements at the [edit forwarding-options dhcp-relay]

hierarchy level.

• To override DHCP relay configuration options for a named group of interfaces, include

the statementsat the [edit forwarding-optionsdhcp-relaygroupgroup-name]hierarchy

level.

• To override DHCP relay configuration options for a specific interface within a named

group of interfaces, include the statements at the [edit forwarding-options dhcp-relay

group group-name interface interface-name] hierarchy level.

• Toconfigureoverrides forDHCPv6 relayat theglobal level, group level, or per-interface,

use the corresponding statements at the [edit forwarding-options dhcp-relay dhcpv6]

hierarchy level.
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To override default DHCP relay agent configuration settings:

1. (DHCPv4 and DHCPv6) Specify that you want to configure override options.

• DHCPv4 overrides.

Global override:

[edit forwarding-options dhcp-relay]
user@host# edit overrides

Group-level override:

[edit forwarding-options dhcp-relay]
user@host# edit group group-name overrides

Per-interface override:

[edit forwarding-options dhcp-relay]
user@host# edit group group-name interface interface-name overrides

• DHCPv6 overrides.

Global override:

[edit forwarding-options dhcp-relay dhcpv6]
user@host# edit overrides

Group-level override:

[edit forwarding-options dhcp-relay dhcpv6]
user@host# edit group group-name overrides

Per-interface override:

[edit forwarding-options dhcp-relay dhcpv6]
user@host# edit group group-name interface interface-name overrides

2. (DHCPv4 only) Enable DHCP relay proxy mode.

See “Enabling DHCP Relay Proxy Mode” on page 395.

3. (DHCPv4 only) Overwrite the giaddr in DHCP packets that the DHCP relay agent

forwards.

See “Changing theGateway IPAddress (giaddr) Field to the giaddr of theDHCPRelay

Agent” on page 361.

4. (DHCPv4 only) Replace the IP source address in DHCP relay request and release

packets with the gateway IP address (giaddr).

See “Replacing the DHCP Relay Request and Release Packet Source Address” on

page 361.

5. (DHCPv4only)Override theDHCP relayagent informationoption (option82) inDHCP

packets.

SeeOverriding Option 82 Information.
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6. (DHCPv4only)Override the setting of the broadcast bit in DHCP request packets and

use the Layer 2 unicast transmission method.

See “Using Layer 2 Unicast Transmission for DHCP Packets” on page 370.

7. (DHCPv4 only) Trust DHCP client packets that have a giaddr of 0 and that contain

option 82 information.

See “Trusting Option 82 Information” on page 370.

8. (DHCPv4 and DHCPv6) Override themaximum number of DHCP clients allowed per

interface.

See “Specifying the MaximumNumber of DHCP Clients Per Interface” on page 321.

9. (DHCPv4 only) Configure client auto logout.

See “DHCP Auto Logout Overview” on page 337.

10. (DHCPv4 and DHCPv6) Enable or disable support for DHCP snooped clients on

interfaces.

See Enabling and Disabling DHCP Snooped Packets Support for DHCP Relay Agent.

11. (DHCPv4 and DHCPv6) Delay authentication of subscribers until the DHCP client

sends a Request packet.

See the delay-authentication.

12. (DHCPv4 and DHCPv6) Send releasemessages to the DHCP server when clients are

deleted.

See “Sending Release MessagesWhen Clients Are Deleted” on page 371.

13. (Optional) Specify that when the DHCP or DHCPv6 relay agent receives a Discover

or Solicit message that has a client ID thatmatches the existing client entry, the relay

agent deletes the existing client entry.

See “DHCP Behavior When RenegotiatingWhile in Bound State” on page 353.

14. (DHCPv6 only) Automatically log out existing clientwhen new client solicits on same

interface.

See “Automatically Logging Out DHCPv6 Clients” on page 342.

15. (DHCPv4 only) Disable the DHCP relay agent on specific interfaces.

See “Disabling DHCP Relay” on page 393.

16. (DHCPv4 and DHCPv6) Disable automatic binding of stray DHCP requests.
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See “Disabling Automatic Binding of Stray DHCP Requests” on page 372.

17. (DHCPv4andDHCPv6)Assigna single-sessionDHCPdual-stackgroup toaspecified

group of subscribers. Youmust assign the group to both legs of the DHCP dual stack.

See “Configuring Single-Session DHCP Dual-Stack Support” on page 456.

18. (Optional, DHCPv4 and DHCPv6l) Specify that a short lease be sent to the client.

See “Configuring DHCP Asymmetric Leasing” on page 287.

Related
Documentation

Configuring Group-Specific DHCP Relay Options on page 314•

• Deleting DHCP Local Server and DHCP Relay Override Settings on page 351

Deleting DHCP Local Server and DHCP Relay Override Settings

You can delete override settings for DHCP local server and DHCP relay globally, for a

named group, or for a specific interface within a named group. You can delete a specific

override setting or all overrides.

• To delete a specific DHCP override setting at a particular hierarchy level, include the
overrides statement with the appropriate subordinate statements. For example, to
delete the DHCP local server override interface-client-limit setting for a group named
marin20:

[edit system services dhcp-local-server]
user@host# delete groupmarin20 overrides interface-client-limit

• Todeleteall DHCPoverride settingsat ahierarchy level, include theoverrides statement
without any subordinate statements. For example, to delete all DHCP relay overrides
for interface fxp0.0, which is in groupmarin20:

[edit forwarding-options dhcp-relay]
user@host# delete groupmarin20 interface fxp0.0 overrides

Related
Documentation

Overriding Default DHCP Local Server Configuration Settings on page 345•

• Extended DHCP Local Server Overview on page 258

• Extended DHCP Relay Agent Overview on page 264

Configuring DHCP Attributes Outside Address Assignment Pools

You can configure DHCP client attributes to determine the scope of the client operation.

For example, you can configure attributes that set the maximum lease time or preferred

lifetime of the lease, the domain in which to search for DHCP servers, the match criteria

that determine the address range to use fromwithin an address pool, and so on. DHCP

attributes are often configured to apply only to clients that receive addresses from a

specific address assignment pool. You can also configure these attributes to apply to

DHCP clients globally or to clients that belong to a group.
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To specify the pool to be used for prefix delegation:

1. Create a DHCP attribute set that you want to apply for DHCPv4 or DHCPv6 local

server.

[edit access]
user@host# edit protocol-attributes attribute-set-name

2. Specify the attributes to include in the attribute set.

[edit access protocol-attributes attribute-set-name]
user@host# set attribute

3. Apply the attribute set to the desired DHCP clients.

• To all DHCPv4 clients:

[edit system services dhcp-local-server overrides]
user@host# set protocol-attributes attribute-set-name

• To a group of DHCPv4 clients:

[edit system services dhcp-local-server group group-name overrides]
user@host# set protocol-attributes attribute-set-name

• To all DHCPv6 clients:

[edit system services dhcp-local-server dhcpv6 overrides]
user@host# set protocol-attributes attribute-set-name

• To a group of DHCPv6 clients:

[edit system services dhcp-local-server dhcpv6 group group-name overrides]
user@host# set protocol-attributes attribute-set-name

For example, the following configuration creates an attribute set named attr-v4-1 and

applies the set to all DHCPv4 clients.

[edit]
user@host# set access protocol-attributes attr-v4-1 maximum-lease-time seconds
user@host# set access protocol-attributes attr-v4-1 t1-renewal-time 120000
user@host#set systemservicesdhcp-local-serveroverridesprotocol-attributesattr-v4-1

Related
Documentation

• DHCP Attributes Overview on page 268

• DHCP Attributes for Address-Assignment Pools on page 273

• Configuring DHCP Client-Specific Attributes AppliedWhen Clients Obtain an Address

on page 278
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CHAPTER 31

Configuring DHCP RenegotiationWhile in
Bound State

• DHCP Behavior When RenegotiatingWhile in Bound State on page 353

DHCP BehaviorWhen RenegotiatingWhile in Bound State

All DHCPmodels (DHCPv4 and DHCPv6 local server and relay agent) use the same

default behavior when receiving a DHCPv4 Discover or DHCPv6 Solicit message while

in a bound state. In the default behavior, DHCPmaintains the existing client entry when

receiving a newDiscover or Solicitmessage that has a client ID thatmatches the existing

client.

You can use the delete-binding-on-renegotiation statement to configure DHCP local

server and relay agent to override the default behavior. You can configure the override

on a global or group basis. In the override configuration, when DHCP is in a bound state

and receivesaDiscover orSolicitmessagewithamatching client entry, DHCP tearsdown

the existing entry and sends (DHCP local server) or forwards (relay agent) a newOffer

(DHCPv4) or Advertise (DHCPv6) message.

NOTE: In Junos OS releases prior to 15.1, DHCPv6 local server uses the
opposite default behavior, and tears down the existing client entry when
receiving a Solicit message while in a bound state.

For example, to configure DHCPv4 local server to override the default renegotiation

behavior globally:

1. Specify that you want to configure a DHCP local server.

[edit system services]
user@host# edit dhcp-local-server

2. Specify that you want to configure an override action.

[edit system services dhcp-local-server]
user@host# edit overrides

3. Specify that youwantDHCP local server tooverride thedefault renegotiationbehavior.
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[edit system services dhcp-local-server overrides]
user@host# set delete-binding-on-renegotiation

For example, to configure DHCPv6 relay agent to override the default renegotiation

behavior for an interface group:

1. Specify that you want to configure DHCPv6 relay agent.

[edit forwarding-options]
user@host# edit dhcp-relay dhcpv6

2. Specify that the configuration is for an interface group.

[edit forwarding-options dhcp-relay dhcpv6]
user@host# edit group boston

3. Specify that you want to configure an override action.

[edit forwarding-options dhcp-relay dhcpv6 group]
user@host# edit overrides

4. Specify that you want DHCPv6 relay agent to override the default renegotiation

behavior.

[edit forwarding-options dhcp-relay dhcpv6 group overrides]
user@host# set delete-binding-on-renegotiation

Related
Documentation

• Overriding Default DHCP Local Server Configuration Settings on page 345

• Overriding the Default DHCP Relay Configuration Settings on page 348
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CHAPTER 32

Attaching Access Profiles to DHCP
Interfaces

• AccessProfiles for theDHCPRelayAgentandDHCPLocalServerOverviewonpage355

• Attaching Access Profiles to DHCP Subscriber Interfaces or DHCP Client

Interfaces on page 356

Access Profiles for the DHCP Relay Agent and DHCP Local Server Overview

Starting in JunosOSRelease 14.2, access profiles enable you to specify subscriber access

authentication and accounting parameters. After access profiles are created, you can

attach them at the [edit system services dhcp-local-server] hierarchy level on a DHCP

local server for DHCP or DHCPv6 subscribers and at the [edit forwarding-options

dhcp-relay]hierarchy levelonaDHCPrelayagent forDHCPorDHCPv6subscribers, group

of subscribers, or group of interfaces.

If you configured a global access profile at the [edit access profileprofile-name] hierarchy

level for all DHCP or DHCPv6 clients on a router that functions as a DHCP local server or

a DHCP relay agent, the access profile configured at the [edit system services

dhcp-local-server] hierarchy level onaDHCP local server forDHCPorDHCPv6subscribers

and at the [edit forwarding-options dhcp-relay] hierarchy level on a DHCP relay agent for

DHCP or DHCPv6 subscribers take precedence over the global access profile.

Configuring an access profile for DHCP subscribers at the DHCP relay agent level or the

DHCP local server level provide you with the flexibility and effectiveness of enabling

DHCP authentication and accounting for specific subscribers instead of enabling them

at a global level. If no access profile is configured at the DHCP relay agent level or the

DHCP local server level, the global access profile becomes effective.

Release History Table DescriptionRelease

Starting in Junos OS Release 14.2, access profiles enable you to specify
subscriber access authentication and accounting parameters.

14.2

Related
Documentation

Attaching Access Profiles to DHCP Subscriber Interfaces or DHCP Client Interfaces on

page 356

•
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Attaching Access Profiles to DHCP Subscriber Interfaces or DHCP Client Interfaces

Starting in Junos OS Release 14.2, you can attach an access profile to a DHCP subscriber

interface, to a DHCP client interface, to a group of subscriber interfaces, and to a specific

subscriber or groups of subscribers. When a DHCP subscriber or DHCP client logs in, the

specified access profile is instantiated and the services defined in the profile are applied

to the interface, subscriber, or the group of interfaces or subscribers.

This topic contains the following sections:

• Attaching an Access Profile to All DHCP Subscriber or All DHCP Client

Interfaces on page 356

• Attaching an Access Profile to a Group of DHCP Subscribers or a Group of DHCP

Clients on page 356

• Attaching an Access Profile to a Group of DHCP Subscriber Interfaces or a Group of

DHCP Client Interfaces on page 357

Attaching an Access Profile to All DHCP Subscriber or All DHCP Client Interfaces

To attach an access profile to all DHCP subscribers or all DHCP client interfaces:

• For DHCP local server:•

[edit system services dhcp-local-server]
user@host# set access-profile profile-name

• For DHCP relay agent:

[edit forwarding-options dhcp-relay]
user@host# set access-profile profile-name

Attaching an Access Profile to a Group of DHCP Subscribers or a Group of DHCP Clients

You use the group feature to group together a set of subscriber access profiles and then

applyacommonDHCPconfiguration to thenamedsubscriberprofilegroup.Theextended

DHCP local server, DHCPv6 local server, DHCP relay agent, and DHCPv6 relay agent all

support groups.

Before you begin:

• Configure the group by entering the group group-name statement at the [edit system

services dhcp-local-server] or the [edit forwarding-options dhcp-relay] hierarchy level.

For DHCPv6 subscriber profiles, use the dhcpv6 option at this hierarchy level.

To attach an access profile to a group of subscribers:

• At the DHCP configuration hierarchy, specify the name of the group and the access

profile to attach to the group.

• For DHCP local server:

[edit system services dhcp-local-server]
user@host# set group boston access-profile profile-name
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• For DHCP relay agent:

[edit forwarding-options dhcp-relay]
user@host# set group quebec access-profile profile-name

• For DHCPv6 local server:

[edit system services dhcp-local-server dhcpv6]
user@host# set group boston access-profile profile-name

• For DHCPv6 relay agent:

[edit forwarding-options dhcp-relay dhcpv6]
user@host# set group quebec access-profile profile-name

See Also Attaching Access Profiles to DHCP Subscriber Interfaces or DHCP Client Interfaces on

page 356

•

AttachinganAccessProfile toaGroupofDHCPSubscriber InterfacesoraGroupofDHCPClient
Interfaces

Before you begin:

• Configure the interface group.

See “Grouping Interfaces with Common DHCP Configurations” on page 311.

To attach an access profile to a group of interfaces:

• At the DHCP configuration hierarchy, specify the name of the interface group and the

access profile to attach to the group.

• For DHCP local server:

[edit system services dhcp-local-server]
user@host# set group boston interface interface-name access-profile profile-name

• For DHCP relay agent:

[edit forwarding-options dhcp-relay]
user@host# set group quebec interface interface-name access-profile profile-name

• For DHCPv6 local server:

[edit system services dhcp-local-server dhcpv6]
user@host# set group boston interface interface-name access-profile profile-name

• For DHCPv6 relay agent:

[edit forwarding-options dhcp-relay dhcpv6]
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user@host# set group quebec interface interface-nameaccess-profile profile-name

Release History Table DescriptionRelease

Starting in Junos OS Release 14.2, you can attach an access profile to a DHCP
subscriber interface, to a DHCP client interface, to a group of subscriber
interfaces, and to a specific subscriber or groups of subscribers.

14.2

Related
Documentation

• AccessProfiles for theDHCPRelayAgentandDHCPLocalServerOverviewonpage355
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CHAPTER 33

Applying a Common DHCP Relay Agent
Configuration to Groups of DHCP Servers

• Configuring Named Server Groups on page 359

• ConfiguringActiveServerGroups toApply aCommonDHCPRelayAgentConfiguration

to Named Server Groups on page 359

Configuring Named Server Groups

You can configure a named group of DHCP servers for use by the extended DHCP relay

agent on the router or switch.

You specify the name of the DHCP server group and the IP addresses of one or more

DHCPservers thatbelong to this group.Youcanconfigureamaximumof five IPaddresses

per named server group.

To configure a named server group:

1. Specify the name of the server group.

[edit forwarding-options dhcp-relay]
user@host# set server-groupmyServerGroup

2. Add the IP addresses of the DHCP servers belonging to the group.

[edit forwarding-options dhcp-relay server-groupmyServerGroup]
user@host# set 192.168.100.50
user@host# set 192.168.100.75

Related
Documentation

Extended DHCP Relay Agent Overview on page 264•

ConfiguringActiveServerGroupstoApplyaCommonDHCPRelayAgentConfiguration
to Named Server Groups

You can configure an active server group. Using an active server group enables you to

apply a common DHCP relay agent configuration to a named group of DHCP server

addresses.
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Use the statement at the [edit ... dhcpv6] hierarchy levels to configure DHCPv6 support.

To configure an active server group:

• Specify the name of the active server group.

[edit forwarding-options dhcp-relay]
user@host# set active-server-groupmyServerGroup

To create an active server group as a global DHCP relay agent configuration option,

include the active-server-group statement at the [edit forwarding-options dhcp-relay]

hierarchy level. To have the group apply only to a named group of interfaces, include the

active-server-group statement at the [edit forwarding-options dhcp-relay group

group-name] hierarchy level.

Including the active-server-group statement at the [edit forwarding-options dhcp-relay

group group-name] hierarchy level (as a group-specific option) overrides the effect of

including the active-server-group statement at the [edit forwarding-options dhcp-relay]

hierarchy level as a global option.

Related
Documentation

• Extended DHCP Relay Agent Overview on page 264

• Grouping Interfaces with Common DHCP Configurations on page 311
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CHAPTER 34

Changing the Gateway IP Address
(giaddr) Field and DHCP Relay Request
and Release Packet Source Address

• Changing the Gateway IP Address (giaddr) Field to the giaddr of the DHCP Relay

Agent on page 361

• Replacing the DHCP Relay Request and Release Packet Source Address on page 361

Changing theGateway IPAddress (giaddr)Field to thegiaddrof theDHCPRelayAgent

You can configure the DHCP relay agent to change the gateway IP address (giaddr) field

in packets that it forwards between a DHCP client and a DHCP server.

To overwrite the giaddr of every DHCP packet with the giaddr of the DHCP relay agent

before forwarding the packet to the DHCP server:

1. Specify that you want to configure override options.

[edit forwarding-options dhcp-relay]
user@host# edit overrides

2. Specify that the giaddr of DHCP packets is overwritten.

[edit forwarding-options dhcp-relay overrides]
user@host# set always-write-giaddr

Related
Documentation

Extended DHCP Relay Agent Overview on page 264•

• Overriding the Default DHCP Relay Configuration Settings on page 348

Replacing the DHCP Relay Request and Release Packet Source Address

You can configure the DHCP relay agent to replace request and release packets with the

gateway IP address (giaddr) before forwarding the packet to the DHCP server.

To replace the source address with giaddr:

1. Specify that you want to configure override options.
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[edit forwarding-options dhcp-relay]
user@host# edit overrides

2. Specify that you want to replace the IP source address in DHCP relay request and

release packets with the gateway IP address (giaddr).

[edit forwarding-options dhcp-relay overrides]
user@host# set replace-ip-source-with giaddr

Related
Documentation

• Extended DHCP Relay Agent Overview on page 264

• Overriding the Default DHCP Relay Configuration Settings on page 348
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CHAPTER 35

Securing DHCP Messages Sent Between
DHCP Clients and Servers in Different
VRFs

• DHCPMessage Exchange Between DHCP Clients and DHCP Server in Different

VRFs on page 363

• Configuring DHCPMessage Exchange Between DHCP Server and Clients in Different

VRFs on page 364

DHCPMessage Exchange Between DHCP Clients and DHCP Server in Different VRFs

In some service provider networks, the service network in which the DHCP server resides

is isolated from the actual subscriber network. This separation of the service and

subscriber networks can sometimes introduce potential security issues, such as route

leaking. Starting in Junos OS Release 14.2, you can use the DHCP relay agent to provide

additional securitywhenexchangingDHCPmessagesbetweendifferentVRFs.TheDHCP

relay agent can ensure that there is no direct routing between the client virtual routing

and forwarding instance(VRF)and theDHCPserverVRF, and thatonlyacceptableDHCP

packetsare relayedacross the twoVRFs.Subscribermanagementsupports thecross-VRF

message exchange for both DHCP and DHCPv6 packets.

To exchange DHCPmessages between different VRFs, youmust enable both the server

side and the client side of the DHCP relay agent to recognize and forward acceptable

traffic based on DHCP option information in the packets. Themessage exchange uses

the Agent Circuit ID (DHCP option 82 suboption 1) for DHCPv4 packets and the Relay

Agent Interface-ID (DHCPv6 option 18) for DHCPv6 packets to identify traffic to be

relayed.

Statistics for DHCP packets using the cross-VRFmessage exchange are counted in the

client VRF.

The following list describe how DHCP relay agent exchanges messages between the

DHCP clients and DHCP server in different VRFs:

• Packets fromDHCPclient toDHCPserver—DHCPrelayagent receives theDHCPpacket

from the client in the client VRF, and then inserts the appropriate DHCP option 82
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suboption 1orDHCPv6option 18attribute into thepacket.The relayagent then forwards

the packet to the DHCP server in the server’s VRF.

• Packets fromDHCP server to DHCP client—DHCP relay agent receives the DHCP reply

message from the DHCP server in the server VRF. The relay agent derives the client’s

interface, including VRF, from the DHCP option 82 suboption 1 or DHCPv6 option 18

attribute in the packet in the DHCP server VRF. The relay agent then forwards the reply

message to the DHCP client in the client’s VRF.

Release History Table DescriptionRelease

Starting in JunosOSRelease 14.2, youcanuse theDHCP relayagent toprovide
additional security when exchanging DHCPmessages between different
VRFs.

14.2

Related
Documentation

Configuring DHCPMessage Exchange Between DHCP Server and Clients in Different

VRFs on page 364

•

• UsingDHCPOption Information toSelectivelyProcessDHCPClientTraffic onpage380

Configuring DHCPMessage Exchange Between DHCP Server and Clients in Different
VRFs

Starting in Junos OS Release 14.2, you can configure DHCP relay agent to provide

additional securitywhenexchangingDHCPmessagesbetweenaDHCPserver andDHCP

clients that reside in different virtual routing and forwarding instances (VRFs).

To enable the DHCPmessage exchange between the two VRFs, you configure each side

of theDHCP relay to recognize and forward acceptable traffic based on theDHCPoption

information in the packets. The acceptable traffic is identified by either the Agent Circuit

ID (DHCP option 82 suboption 1) for DHCPv4 packets or the Relay Agent Interface-ID

(DHCPv6 option 18) for DHCPv6 packets.

The following list provides an overviewof the tasks required to create theDHCPmessage

exchange between the different VRFs:

• Client-side support—Configure theDHCP relayagent forward-only statement to specify

theVRF locationof theDHCPserver, towhich theDHCP relay agent forwards the client

packets with the appropriate DHCP option information. The forward-only statement

ensures that DHCP relay agent does not create a new session or perform any other

subscribermanagementoperations (suchascreatingdynamic interfacesormaintaining

leases).

You can optionally configure a specific logical system and routing instance for the

server VRF. If you do not specify a logical system or routing instance, then DHCP uses

the local logical system and routing instance fromwhich the configuration is added.

• Server-side support—Configure the DHCP relay agent forward-only-replies statement

so the DHCP relay agent forwards the reply packets that have the appropriate DHCP
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option information. This statementalsoensures thatDHCP relayagentdoesnot create

a new session or perform any other subscriber management operations.

NOTE: You do not need to configure the forward-only-replies statement if

theDHCPclientandDHCPserver reside in thesame logical system/routing
instance.

• DHCP local server support—Configure the DHCP local server to support option 82

information in DHCP NAK and forcerenewmessages. By default, the twomessage

types do not support option 82.

• Additional support—Ensure that the following required support is configured:

• ProxyARPsupportmustbeenabledon theserver-facing interface in theDHCPserver

VRF so that the DHCP relay agent can receive and respond to the ARP requests for

clients and the client-facing interface in the DHCP server VRF.

• Routes must be available to receive the DHCP packets from the DHCP server in the

server VRF for the clients reachable in the client VRF.

The followingproceduresdescribe theconfiguration tasks for creating theDHCPmessage

exchange between the DHCP server and clients in different VRFs.

Client-side Support—To configure support on the client side of the DHCP relay agent:

1. Enable DHCP relay agent configuration.

[edit forwarding-options]
user@host# edit dhcp-relay

2. Specify the DHCP server VRF to which the DHCP relay agent forwards the packets

from the DHCP client. DHCP relay agent forwards the acceptable packets that have

the appropriate DHCP option information, but does not perform any additional

subscriber management operations. You can configure the forward-only statement

globally or for a named group of interfaces, and for DHCPv4 or DHCPv6. You can

specify the current, default, or a specific logical system or routing instance for the

server VRF.

The following example configures the forward-only statement globally for DHCPv4,

and specifies the default logical system and routing instance:

[edit forwarding-options dhcp-relay]
user@host# set forward-only logical-system default routing-instance default
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NOTE: For localDHCPv4clients, theDHCPrelayagentaddstheAgentCircuit
ID option. However, if the Agent Circuit ID option is already present in the
packet, youmust ensure that the DHCP server supports the option 82
Vendor-Specific Information suboption (suboption 9).

If the forward-only statement is configured at the [edit forwarding-options

dhcp-relay relay-option] hierarchy level, then that relay-option action takes

precedence over the configuration of the forward-only statement for the

DHCP cross-VRFmessage exchange.

Server-side Support—To configure the cross-VRFmessage exchange support on the

server side of the DHCP relay:

NOTE: You do not need to configure the forward-only-replies statement if

the DHCP client and DHCP server reside in the same logical system/routing
instance.

1. Enable DHCP relay agent configuration.

[edit forwarding-options]
user@host# edit dhcp-relay

2. Configure the DHCP relay agent to forward the DHCP packets from the DHCP server

VRF to the client. DHCP relay agent only forwards the packets, and does not perform

any additional subscriber management operations. You can configure the

forward-only-replies statement globally for DHCPv4 and DHCPv6.

The following example configures the forward-only-replies statement globally for

DHCPv4.

[edit forwarding-options dhcp-relay]
user@host# set forward-only-replies

DHCP Local Server Support—To configure the DHCP local server to support option 82

information inNAKand forcerenewmessages; the cross-VRFmessage exchange feature

uses the option 82 or DHCPv6 option 18 information to determine the client VRF:

1. Enable DHCP local server configuration.

[edit system services]
user@host# edit dhcp-local-server

2. Specify that you want to configure an override option.

[edit system services dhcp-local-server]
user@host# edit overrides
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3. Configure DHCP local server to override the default behavior and support option 82

information in DHCP NAK and forcerenewmessages. You can configure the override

action globally, for a group of interfaces, or for a specific interface.

[edit system services dhcp-local-server overrides]
user@host# edit include-option-82 forcerenew nak

Release History Table DescriptionRelease

Starting in JunosOSRelease 14.2, you can configureDHCP relay agent toprovide
additional security when exchanging DHCPmessages between a DHCP server
andDHCPclients that reside indifferent virtual routingand forwarding instances
(VRFs).

14.2

Related
Documentation

• DHCPMessage Exchange Between DHCP Clients and DHCP Server in Different VRFs

on page 363

• UsingDHCPOption Information toSelectivelyProcessDHCPClientTraffic onpage380
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CHAPTER 36

Configuring DHCP Relay Agent

• DHCP-Initiated Service Change Based on Remote ID on page 369

• Using Layer 2 Unicast Transmission for DHCP Packets on page 370

• Trusting Option 82 Information on page 370

• Sending Release MessagesWhen Clients Are Deleted on page 371

• Disabling Automatic Binding of Stray DHCP Requests on page 372

• Using DHCP Relay Agent Option 82 Information on page 373

• UsingDHCPOption Information toSelectivelyProcessDHCPClientTraffic onpage380

• Extracting anOption 82 or Option 37 Substring to Create an Interface Set on page 383

• Configuring DHCP Relay Agent Source Address on page 385

• Example: MinimumDHCP Relay Agent Configuration on page 385

• Example: Configuring DHCP Relay Agent Selective Traffic Processing Based on DHCP

Option Strings on page 386

• Example:DHCPRelayAgentConfigurationwithMultipleClientsandServersonpage390

• Example: ConfiguringDHCP-InitiatedServiceChangeBasedonRemote IDonpage391

• Disabling DHCP Relay on page 393

DHCP-Initiated Service Change Based on Remote ID

Subscriber management enables you to update a DHCP client’s current service through

the use of the client’s remote ID. The remote ID can be in the option 82, suboption 2 for

DHCPv4 clients, or the DHCPv6 option 37 for DHCPv6 clients.

When aDHCP client is initially established, DHCPpreserves the client’s incoming remote

ID in the DHCP client database. When receiving a Rebind or Renewmessage for that

client, DHCP compares the client’s initial remote ID to the remote ID in the DHCP Renew

or Rebindmessage. If the two remote IDs do not match, DHCP local server tears down

theexistingbindingandsendsaNAKmessage (or logicalNAK forDHCPv6),whichcauses

the client to initiate a reconnect sequence. When the client reconnects, the DHCP local

server activates the new service, which is encoded within the new remote ID string.

You can configure the router to support the remote ID service change feature globally or

for a specific group, and you can configure the support on DHCP local server and DHCP

relay agent.

369Copyright © 2018, Juniper Networks, Inc.



In a dual-stack environment, the DHCP-initiated service change feature requires that a

client’s DHCPv4 and DHCPv6 sessions reside over the same VLAN (1:1 mapping) and

that the remote ID strings for the two sessions are identical. The dual-stack support also

requires that the samedynamic client profile is applied toboth theDHCPv4andDHCPv6

networks, to ensure remote ID consistency between the two networks. When DHCP

detects a remote IDmismatch in one session of the dual stack, DHCP tears down that

session. The incoming remote ID is then compared to the other session of the dual stack,

and if there is a mismatch, that other session is torn down gracefully.

During the graceful teardown process, if the other session is currently in the bound state,

that session then transitions to thedeferreddelete state. Thedeferreddelete stateallows

the session that detected the change to be reestablished immediately with the new

serviceplan,while enabling the router togracefully teardown theother sessionby sending

NAKmessages in response to the subsequent Renew and Rebindmessages.

As part of the DHCP-initiated service change feature, AAA can set a session’s client

profile. AAA obtains the client profile from the remote-ID, and writes the profile into the

session database. A client profile that AAAwrites into the database always takes

precedence over any local DHCP configuration.

Related
Documentation

Example: ConfiguringDHCP-InitiatedServiceChangeBasedonRemote IDonpage391•

Using Layer 2 Unicast Transmission for DHCP Packets

You can configure the DHCP relay agent to override the setting of the broadcast bit in

DHCP request packets. DHCP relay agent then instead uses the Layer 2 unicast

transmission method to send DHCP Offer reply packets and DHCP ACK reply packets

from the DHCP server to DHCP clients during the discovery process.

To override the default setting of the broadcast bit in DHCP request packets:

1. Specify that you want to configure override options.

[edit forwarding-options dhcp-relay]
user@host# edit overrides

2. Specify that the DHCP relay agent uses the Layer 2 unicast transmission method.

[edit forwarding-options dhcp-relay overrides]
user@host# set layer2-unicast-replies

Related
Documentation

Extended DHCP Relay Agent Overview on page 264•

• Overriding the Default DHCP Relay Configuration Settings on page 348

Trusting Option 82 Information

By default, the DHCP relay agent treats client packets with a giaddr of 0 (zero) and

option82 informationas if thepacketsoriginatedat anuntrusted source, anddrops them
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without further processing. You can override this behavior and specify that the DHCP

relay agent process DHCP client packets that have a giaddr of 0 (zero) and contain

option 82 information.

To configure DHCP relay agent to trust option 82 information:

1. Specify that you want to configure override options.

[edit forwarding-options dhcp-relay]
user@host# edit overrides

2. Specify that the DHCP relay agent process DHCP client packets with a giaddr of 0

and that contain option 82 information.

[edit forwarding-options dhcp-relay overrides]
user@host# set trust-option-82

Related
Documentation

Extended DHCP Relay Agent Overview on page 264•

• Overriding the Default DHCP Relay Configuration Settings on page 348

Sending ReleaseMessagesWhen Clients Are Deleted

By default, when DHCP relay and relay proxy delete a client, they do not send a release

message to the DHCP server. You can override the default behavior and configure DHCP

relayand relayproxy tosenda releasemessagewhenever theydeleteaclient. The release

message sent by DHCP relay and relay proxy includes option 82 information.

NOTE: Youmust include the send-release-on-delete statement to configure

DHCP relay and relay proxy to send the releasemessage when the
client-discover-match statement is included.

You can use the [edit forwarding-options dhcp-relay dhcpv6] hierarchy level to override

the default behavior for DHCPv6 relay agent.

To send a release message:

1. Specify that you want to configure override options.

• For DHCP relay agent:

[edit forwarding-options dhcp-relay]
user@host# edit overrides

• For DHCPv6 relay agent:

[edit forwarding-options dhcp-relay dhcpv6]
user@host# edit overrides

2. Specify that you want DHCP relay and relay proxy (or DHCPv6 relay agent) to send

a release message when clients are deleted.

[edit forwarding-options dhcp-relay overrides]
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user@host# set send-release-on-delete

Related
Documentation

Extended DHCP Relay Agent Overview on page 264•

• Overriding the Default DHCP Relay Configuration Settings on page 348

Disabling Automatic Binding of Stray DHCP Requests

DHCP requests that are received but have no entry in the database are known as stray

requests. By default, DHCP relay, DHCP relay proxy, and DHCPv6 relay agent attempt

to bind the requesting client by creating a database entry and forwarding the request to

the DHCP server. If the server responds with an ACK, the client is bound and the ACK is

forwarded to the client. If the server responds with a NAK, the database entry is deleted

and the NAK is forwarded to the client. This behavior occurs regardless of whether

authentication is configured.

You can override the default configuration at the global level, for a named group of

interfaces, or for a specific interfacewithin a named group. Overriding the default causes

DHCP relay, DHCP relay proxy, and DHCPv6 relay agent to drop all stray requests instead

of attempting to bind the clients.

NOTE: Automatic binding of stray requests is enabled by default.

• Todisableautomaticbindingbehavior, include theno-bind-on-request statementwhen

you configure DHCP overrides at the global, group, or interface level.

[edit forwarding-options dhcp-relay overrides]
user@host# set no-bind-on-request

• To override the default behavior for DHCPv6 relay agent, configure the override at the

[edit forwarding-options dhcp-relay dhcpv6] hierarchy level.

[edit forwarding-options dhcp-relay dhcpv6 overrides]
user@host# set no-bind-on-request

The following two examples show a configuration that disables automatic binding of

stray requests for a group of interfaces and a configuration that disables automatic

binding on a specific interface.

To disable automatic binding of stray requests on a group of interfaces:

1. Specify the named group.

[edit forwarding-options dhcp-relay]
user@host# edit group boston

2. Specify that you want to configure overrides.

[edit forwarding-options dhcp-relay group boston]
user@host# edit overrides
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3. Disable automatic binding for the group.

[edit forwarding-options dhcp-relay group boston overrides]
user@host# set no-bind-on-request

To disable automatic binding of stray requests on a specific interface:

1. Specify the named group of which the interface is a member.

[edit forwarding-options dhcp-relay]
user@host# edit group boston

2. Specify the interface on which you want to disable automatic binding.

[edit forwarding-options dhcp-relay group boston]
user@host# edit interface fe-1/0/1.2

3. Specify that you want to configure overrides.

[edit forwarding-options dhcp-relay group boston interface fe-1/0/1.2]
user@host# edit overrides

4. Disable automatic binding on the interface.

[edit forwarding-options dhcp-relay group boston interface fe-1/0/1.2 overrides]
user@host# set no-bind-on-request

Related
Documentation

Extended DHCP Relay Agent Overview on page 264•

• Overriding the Default DHCP Relay Configuration Settings on page 348

Using DHCP Relay Agent Option 82 Information

Subscriber management enables you to configure the DHCP relay agent to include

additional option 82 information in the DHCP packets that the relay agent receives from

clients and forwards to a DHCP server. The DHCP server uses the additional information

to determine the IP address to assign to the client. The server might also use the

information for other purposes—for example, to determine which services to grant the

client, or to provide additional security against threats such as address spoofing. The

DHCP server sends its reply back to the DHCP relay agent, and the agent removes the

option 82 information from themessage and forwards the packet to the client.

To configure support for the DHCP relay agent information option 82, you use the

relay-option-82 statement. You can configure the DHCP relay agent to include the

following suboptions in the packet the relay agent sends to the DHCP server:

• Agent Circuit ID (suboption 1)—An ASCII string that identifies the interface on which

the client DHCP packet is received.

• Agent Remote ID (suboption 2)—An ASCII string assigned by the DHCP relay agent

that securely identifies the client.
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You can configure the option 82 support globally or for a named group of interfaces.

To restore the default behavior, in which option 82 information is not inserted into DHCP

packets, you use the delete relay-option-82 statement.

NOTE: The DHCPv6 relay agent provides similar Agent Circuit ID and Agent
Remote IDsupport forDHCPv6clients. ForDHCPv6, subscribermanagement
uses DHCPv6 option 18 to include the circuit ID in the packets that the relay
agent sends to a DHCPv6 server, and option 37 to include the remote ID in
the packets. See “DHCPv6 Relay Agent Options” on page 490.

The following sections describe the option 82 operations you can configure:

• Configuring Option 82 Information on page 374

• Including a Prefix in DHCP Options on page 376

• Including a Textual Description in DHCP Options on page 378

Configuring Option 82 Information

Youuse the relay-option-82 statement to configure theDHCP relay agent to insert option

82 information in DHCP packets that the relay agent receives from clients and forwards

to a DHCP server. When you configure option 82, you can include one of the suboption

statements to specify the type of information you want to include in the DHCP packets.

If you configure option 82 without including one of the suboption statements, the Agent

Circuit ID option is included by default. Use the circuit-id statement to include the Agent

Circuit ID (suboption 1) in the packets, or the remote-id statement to include the Agent

Remote ID (suboption 2).

You can optionally configure DHCP relay agent to include a prefix or the interface

description as part of the suboption information. If you specify the circuit-id or remote-id

statement without including any of the optional prefix, use-interface-description,

use-vlan-id, include-irb-and-l2, or no-vlan-interface-name statements, the format of the

Agent Circuit ID or Agent Remote ID information for Fast Ethernet (fe), Gigabit Ethernet

(ge), and integrated routingandbridging (irb) interfaces is oneof the following, depending

on your network configuration:

• For Fast Ethernet or Gigabit Ethernet interfaces that do not useVLANs, stackedVLANs

(S-VLANs), or bridge domains:

(fe | ge)-fpc/pic/port.subunit

NOTE: For remote systems, the subunit is required and is used to
differentiate an interface.

• For Fast Ethernet or Gigabit Ethernet interfaces that use VLANs:

(fe | ge)-fpc/pic/port:vlan-id

• For Fast Ethernet or Gigabit Ethernet interfaces that use S-VLANs:
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(fe | ge)-fpc/pic/port:svlan-id-vlan-id

NOTE: Integrated routing and bridging (IRB) provides simultaneous support
for Layer 2 bridging and Layer 3 IP routing on the same interface. IRB enables
you to route local packets to another routed interface or to another bridging
domain that has a Layer 3 protocol configured.

The interface to bridge domain relationshipmight be implicit (the interface
is mapped to the bridge domain by the system based on the VLAN tag) or
explicit (the interface ismapped to the bridge domain by configuring it in the
bridgedomaindefinition). For theexplicit case, taggingmightnotbe relevant
for themapping.

In the case of an IRB interface, the format displays the Layer 2 interface instead of the

IRB interface along with the bridge domain name. For IRB interfaces (or other pseudo

devices) the default format is as follows:

• IRB interfaces that use bridge domains but do not use VLANs or S-VLANs:

(fe | ge)-fpc/pic/port.subunit:bridge-domain-name

• IRB interfaces that use VLANs:

(fe | ge)-fpc/pic/port.subunit:vlan-name

To include the IRB interface namewith the Layer 2 interface name, configure the

include-irb-and-l2 statement. The format is as follows:

• IRB interfaces that use bridge domains but do not use VLANs or S-VLANs:

(fe | ge)-fpc/pic/port:bridge-domain-name+irb.subunit

• IRB interfaces that use VLANs:

(fe | ge)-fpc/pic/port:vlan-name+irb.subunit

To include only the IRB interface namewithout the Layer 2 interface and bridge domain

or VLAN, configure the no-vlan-interface-name statement. The format is as follows:

irb.subunit

To enable insertion of option 82 information:

1. Specify that you want to configure option 82 support.

[edit forwarding-options dhcp-relay]
user@host# edit relay-option-82

2. Configure the DHCP relay agent to insert the Agent Circuit ID suboption, the Agent

Remote ID suboption, or both.

• To insert the Agent Circuit ID:

[edit forwarding-options dhcp-relay relay-option-82]
user@host# set circuit-id
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• To insert the Agent Remote ID:

[edit forwarding-options dhcp-relay relay-option-82]
user@host# set remote-id

• To insert both, configure both set commands.

3. (Optional) Configure a prefix that is used in the option 82 information in the DHCP

packets.

See “Including a Prefix in DHCP Options” on page 376.

4. (Optional)Configure theDHCPrelayagent to include the interface’s textualdescription

instead of the interface identifier in the option 82 information.

See “Including a Textual Description in DHCP Options” on page 378.

See Also Including a Prefix in DHCP Options on page 376•

• Including a Textual Description in DHCP Options on page 378

• Extracting anOption 82 or Option 37 Substring to Create an Interface Set on page 383

Including a Prefix in DHCPOptions

When you configure the DHCP relay agent to include DHCP options in the packets that

the relay agent sends to a DHCP server, you can specify that the relay agent add a prefix

to the DHCP option. You can add a prefix to the following DHCP options:

• DHCPv4 option 82 Agent Circuit ID (suboption 1)

• DHCPv4 option 82 Agent Remote ID (suboption 2)

• DHCPv6 option 18 Relay Agent Interface-ID

• DHCPv6 option 37 Relay Agent Remote-ID

Theprefix is separated fromtheDHCPoption informationbyacolon (:), and it can include

any combination of the host-name, logical-system-name, and routing-instance-name

options.TheDHCPrelayagentobtains thevalues for thehost-name, logical-system-name,

and routing-instance-name as follows:

• If you include the host-name option, the DHCP relay agent uses the hostname of the

device configured with the host-name statement at the [edit system] hierarchy level.

• If you include the logical-system-name option, the DHCP relay agent uses the logical

systemnameconfiguredwith the logical-system statementat the [edit logical-system]

hierarchy level.

• If you include the routing-instance-name option, theDHCP relay agent uses the routing

instance name configured with the routing-instance statement at the [edit

routing-instances] hierarchy level or at the [edit logical-system logical-system-name

routing-instances] hierarchy level.
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If you include thehostnameandeither or bothof the logical systemnameand the routing

instancename in theprefix, thehostname is followedbya forwardslash (/). If you include

both the logical system name and the routing instance name in the prefix, these values

are separated by a semicolon (;).

The following examples show several possible formats for the DHCP option information

when you specify the prefix statement for Fast Ethernet (fe) or Gigabit Ethernet (ge)

interfaces with S-VLANs.

• If you include only the hostname in the prefix for Fast Ethernet or Gigabit Ethernet

interfaces with S-VLANs:

hostname:(fe | ge)-fpc/pic/port:svlan-id-vlan-id

• If you include only the logical system name in the prefix for Fast Ethernet or Gigabit

Ethernet interfaces with S-VLANs:

logical-system-name:(fe | ge)-fpc/pic/port:svlan-id-vlan-id

• If you include only the routing instance name in the prefix for Fast Ethernet or Gigabit

Ethernet interfaces with S-VLANs:

routing-instance-name:(fe | ge)-fpc/pic/port:svlan-id-vlan-id

• If you include both the hostname and the logical system name in the prefix for Fast

Ethernet or Gigabit Ethernet interfaces with S-VLANs:

host-name/logical-system-name:(fe | ge)-fpc/pic/port:svlan-id-vlan-id

• If you includeboth the logical systemnameand the routing instance name in the prefix

for Fast Ethernet or Gigabit Ethernet interfaces with S-VLANs:

logical-system-name;routing-instance-name:(fe | ge)-fpc/pic/port:svlan-id-vlan-id

• If you include the hostname, logical system name, and routing instance name in the

prefix for Fast Ethernet or Gigabit Ethernet interfaces with S-VLANs:

host-name/logical-system-name;routing-instance-name:(fe |
ge)-fpc/pic/port:svlan-id-vlan-id

For Fast Ethernet or Gigabit Ethernet interfaces that use VLANs but not S-VLANs, only

the vlan-id value appears in the DHCP option format.

(DHCPv4) To configure a prefix with the option 82 information:

1. Specify that you want to configure option 82 support.

[edit forwarding-options dhcp-relay]
user@host# edit relay-option-82

2. Configure DHCP relay agent to insert the Agent Circuit ID, the Agent Remote ID, or

both.

• To configure the Agent Circuit ID:

[edit forwarding-options dhcp-relay relay-option-82]
user@host# edit circuit-id

• To configure the Agent Remote ID:
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[edit forwarding-options dhcp-relay relay-option-82]
user@host# edit remote-id

3. Specify that the prefix be included in the option 82 information. In this example, the

prefix includes the hostname and logical system name.

• To include the prefix with the Agent Circuit ID:

[edit forwarding-options dhcp-relay relay-option-82 circuit-id]
user@host# set prefix host-name logical-system-name

• To include the prefix with the Agent Remote ID:

[edit forwarding-options dhcp-relay relay-option-82 remote-id]
user@host# set prefix host-name logical-system-name

(DHCPv6) To use a prefix with the DHCPv6 option 18 or option 37 information:

1. Specify that you want to configure DHCPv6 relay agent support.

[edit forwarding-options dhcp-relay]
user@host# edit dhcpv6

2. Configure DHCPv6 relay agent to insert option 18 (Relay Agent Interface-ID), option

37 (Relay Agent Remote-ID), or both.

• To configure option 18:

[edit forwarding-options dhcp-relay dhcpv6]
user@host# edit relay-agent-interface-id

• To configure option 37:

[edit forwarding-options dhcp-relay dhcpv6]
user@host# edit relay-agent-remote-id

3. Specify that the prefix is included in the option information. In this example, the prefix

includes the hostname and logical system name

• To include the prefix with option 18:

[edit forwarding-options dhcp-relay dhcpv6 relay-agent-interface-id]
user@host# set prefix host-name logical-system-name

• To include the prefix with option 37:

[edit forwarding-options dhcp-relay dhcpv6 relay-agent-remote-id]
user@host# set prefix host-name logical-system-name

See Also Configuring Option 82 Information on page 374•

• Configuring DHCPv6 Relay Agent Options on page 490

• Including a Textual Description in DHCP Options on page 378

Including a Textual Description in DHCPOptions

By default, when DHCP relay agent inserts option information in the packets sent to a

DHCP server, the options include the interface identifier. However, you can configure the
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DHCP relay agent to include the textual description that is configured for the interface

insteadof the interface identifier. You canuse the textual description for either the logical

interface or the device interface.

You can include the textual interface description in the following DHCP options:

• DHCPv4 option 82 Agent Circuit ID (suboption 1)

• DHCPv4 option 82 Agent Remote ID (suboption 2)

• DHCPv6 option 18 Relay Agent Interface-ID

• DHCPv6 option 37 Relay Agent Remote-ID

The textual description is configured separately, using the description statement at the

[edit interfaces interface-name] hierarchy level. If you specify that the textual description

is used and no description is configured for the interface, DHCP relay defaults to using

the Layer 2 interface name.

In the case of integrated routing and bridging (IRB) interfaces, the textual description of

the Layer 2 interface is used insteadof the textual description of the IRB interface. If there

is no description configured, the Layer 2 logical interface name is used.

NOTE: For IRB interfaces, theoption82 fieldmustbeable touniquely identify
the incoming interface based on either the Agent Circuit ID or Agent Remote
ID . You canmodify the information in the textual interface description to
match the raw IFD(physical interfacewithoutasubunit)nameandconfigure
the option 82 field to use the interface description.

You can use the textual description with the following DHCP options:

• DHCPv4 Option 82 Agent Circuit ID (suboption 1)

• DHCPv4 Option 82 Agent Remote ID (suboption 2)

• DHCPv6 Relay Agent Interface-ID (option 18)

• DHCPv6 Relay Agent Remote-ID (option 37)

(DHCPv4) To configure the DHCP relay option 82 suboption to include the textual

interface description:

1. Specify that you want to configure option 82 support.

[edit forwarding-options dhcp-relay]
user@host# edit relay-option-82

2. Configure DHCP relay agent to insert the Agent Circuit ID, Agent Remote ID, or both.

[edit forwarding-options dhcp-relay relay-option-82]
user@host# edit circuit-id
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3. Specify that the textual description is included in the option 82 information. In this

example, the option 82 information includes the description used for the device

interface.

[edit forwarding-options dhcp-relay relay-option-82 circuit-id]
user@host# set use-interface-description device

(DHCPv6)Toconfigure theDHCPv6option 18oroption37 to include the textual interface

description:

1. Specify that you want to configure DHCPv6 relay agent support.

[edit forwarding-options dhcp-relay]
user@host# edit dhcpv6

2. Configure DHCPv6 relay agent to insert option 18 (Relay Agent Interface-ID), option

37 (Relay Agent Remote-ID), or both.

• To configure option 18:

[edit forwarding-options dhcp-relay dhcpv6]
user@host# edit relay-agent-interface-id

• To configure option 37:

[edit forwarding-options dhcp-relay dhcpv6]
user@host# edit relay-agent-remote-id

3. Specify that the textual description is included in the option information. In the

followingexample, theoption information includes thedescriptionused for thedevice

interface.

• To include the textual description in option 18:

[edit forwarding-options dhcp-relay dhcpv6 relay-agent-interface-id]
user@host# set use-interface-description device

• To include the textual description in option 37:

[edit forwarding-options dhcp-relay dhcpv6 relay-agent-remote-id]
user@host# set use-interface-description device

See Also Configuring Option 82 Information on page 374•

• Configuring DHCPv6 Relay Agent Options on page 490

• Including a Prefix in DHCP Options on page 376

• Configuring Interface Description

Using DHCPOption Information to Selectively Process DHCP Client Traffic

Starting in Junos OS Release 15.1, you can configure the DHCP relay agent to selectively

process client traffic. Selective processing uses DHCP or DHCPv6 option information to

identify, filter, and process client traffic. To configure DHCPv6 support you use the

procedure at the [edit forwarding-options dhcp-relay dhcpv6] hierarchy level.
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To configure DHCP relay agent to use option information to selectively process DHCP

client traffic:

1. Specify that you want to configure DHCP relay agent support.

[edit forwarding-options]
user@host# edit dhcp-relay

2. Specify that youwant to use the DHCPoption feature to selectively process incoming

DHCP traffic.

[edit forwarding-options dhcp-relay]
user@host# edit relay-option

3. Specify the DHCPor DHCPv6 option number DHCP relay uses to identify and process

the client traffic. You can specify options 60 and 77 for DHCP relay agent, and options

15 and 16 for DHCPv6 relay agent.

[edit forwarding-options dhcp-relay relay-option]
user@host# set option-number option-number

For example, to identify traffic that has DHCP option 60 information:

[edit forwarding-options dhcp-relay relay-option]
user@host# set option-number 60

4. (Optional) Configure the default action that DHCP relay uses when the incoming

client traffic does not satisfy any configuredmatch or partial match criteria.

For example, to configure DHCP relay to drop traffic by default:

[edit forwarding-options dhcp-relay relay-option]
user@host# set default-action drop

5. (Optional)Configureanexactmatchcondition that filters theclient trafficandspecifies

the associated action for DHCP relay agent to take.

For example, to select traffic that has an option 60 ASCII string of video25, and then

forward that traffic to a named local server group:

[edit forwarding-options dhcp-relay relay-option]
user@host# set equals ascii video25 local-server-group servergroup-east-video

6. (Optional)Configureapartialmatchcondition that filters theclient trafficandspecifies

the associated action.

For example, to select traffic that has an option 60 hexadecimal string that starts

with 766964656F (left to right), and then forward that traffic without creating a new

session:

[edit forwarding-options dhcp-relay relay-option]
user@host# edit starts-with hexadecimal 766964656F forward-only
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Release History Table DescriptionRelease

Starting in Junos OS Release 15.1, you can configure the DHCP relay agent
to selectively process client traffic.

15.1

Related
Documentation

DHCP Options and Selective Traffic Processing Overview•

• Example: Configuring DHCP Relay Agent Selective Traffic Processing Based on DHCP

Option Strings on page 386

• Example: Configuring DHCP and DHCPv6 Relay Agent Group-Level Selective Traffic

Processing on page 315
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Extracting an Option 82 or Option 37 Substring to Create an Interface Set

Starting in Junos OS Release 17.2R1, you can create an interface set based on a specific,

delimited substringof theagent remote ID (ARI) string received inDHCPpackets. Specify

thepredefinedvariable$junos-pon-id-interface-set-name inadynamicprofile toextract

the substring from DHCPv4 (Option 82, suboption 2) or DHCPv6 (Option 37). This

substring is insertedby theoptical line terminal (OLT) in apassive optical network (PON)

and is unique for that PON. The extracted substring is used as the name of the interface

set.

The OLTmust format the ARI string with a pipe symbol (|) as the delimiter between

substrings. The substring extracted for the interface set name consists of the characters

following the last delimiter in the ARI string. You determine the format and contents of

the substring, and configure your OLT to insert the information. Typically, the substring

may include the nameandport of theOLTaccessedby theCPEoptical network terminal

(ONT).

For example, the ARI format might be something like the following:

circuit-id|plan-name|ONT-serial-number|OLT-info

The following sample ARI strings follow that format:

ari-1001|100M|AAAA01234|ot101.xyz101-202
ari-9505|100M|AAAA01234|ot101.xyz101-202
ari-1238|100M|AAAA01234|ot101.xyz101-111

The first two ARIs share the same substring after the last delimiter, ot101.xyz101-202.

The third ARI has a different last substring, ot101.xyz101-111. The predefined variable

extractsbothof these substrings. Two interface setsare created, namedot101.xyz101-202

and ot101.xyz101-111.

The twocustomercircuits identifiedbyot101.xyz101-202areaggregated into that interface

set. The single circuit identified by ot101.xyz101-111 is associated with the other set. The

interface sets can subsequently be used to apply CoS and services to their associated

subscriber circuits.

Before you begin:

• Configure your OLTs to provide an agent remote ID string in the required format.

• Configure your DHCPv4 or DHCPv6 relay agents to insert the agent remote ID received

from the OLT for forwarding to the DHCP local server.

• Create the dynamic profile.

This procedure shows only the configuration required for specifying the predefined

variable.

1. Access the desired dynamic profile.

[edit]
user@host# edit dynamic-profiles profile-name
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2. Specify the predefined variable to create the interface set.

[edit dynamic-profiles profile-name]
user@host# set interfaces interface-set $junos-pon-id-interface-set-name

3. Complete the dynamic profile configuration.

You can use the show subscribers extensive command to display the interface set name

and the complete ARI string.

show subscribers extensive (Passive Optical Network Circuit Interface Set)

user@host> show subscribers client-type dhcp extensive
Type: DHCP
...
Interface Set: otl01.xyz101-202
...
Agent Remote ID: ABCD01234|100M|AAAA01234|otl01.xyz101-202
...

Release History Table DescriptionRelease

Starting in Junos OS Release 17.2R1, you can create an interface set based
onaspecific, delimited substringof theagent remote ID (ARI) string received
in DHCP packets.

17.2R1

Related
Documentation

Configuring Option 82 Information on page 374•

• Configuring DHCPv6 Relay Agent Options on page 490

• Inserting DHCPv6 Remote-ID Option (Option 37) In DHCPv6 Packets on page 493

• Junos OS Predefined Variables

• Configuring Predefined Dynamic Variables in Dynamic Profiles

• Configuring a Basic Dynamic Profile
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Configuring DHCP Relay Agent Source Address

In network configurations where a firewall on the broadband network gateway (BNG) is

between the DHCP relay agent and the DHCP server, only the BNG loopback address

passes through the firewall. In that case, DHCP unicast packets are discarded. To enable

DHCP unicast packets to pass through the BNG firewall, configure the source address in

DHCP packets and DHCPmessages to be the configured loopback address.

In addition to configuring the IP source address, on the DHCPv4 relay server, configure

Link Selection (suboption 5) in option 82 information to cause the DHCP server to locate

thecorrect addresspool for theDHCPclientwhen the server receivesa forwardedpacket,

and Server ID Override (suboption 11) in option 82 information to set the server ID option

in the DHCP packet.

To configure DHCPv4 relay agent to use the loopback address as the source address:

1. Configure the DHCPv4 relay agent to set the IP source address of DHCP packets to

the configured loopback address.

[edit forwarding options dhcp-relay overrides]
user@host# set relay-source lo0

2. Configure the DHCPv4 relay agent to add Server ID and Link Selection suboptions to

option 82 information:

[edit forwarding options dhcp-relay relay-option-82]
user@host# set server-id-override

To configure DHCPv6 relay agent to use the loopback address as the source address:

1. Configure the DHCPv6 relay agent to set the IP source address of DHCP packets to

the configured loopback address.

[edit forwarding options dhcp-relay dhcpv6 overrides]
user@host# set relay-source lo0

Related
Documentation

Configuring Option 82 Information on page 374•

Example: MinimumDHCP Relay Agent Configuration

This example shows theminimum configuration you need to use the extended DHCP

relay agent on the router or switch:

[edit forwarding-options]
dhcp-relay {
server-group {
test 203.0.113.21;

}
active-server-group test;
group all {
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interface fe-0/0/2.0;
}

}

NOTE: The interface type in this topic is just an example. The fe- interface

type is not supported by EX Series switches.

Thisexamplecreatesaserver groupandanactive server groupnamed testwith IPaddress

203.0.113.21. The DHCP relay agent configuration is applied to a group named all. Within

this group, the DHCP relay agent is enabled on interface fe-0/0/2.0.

Related
Documentation

Extended DHCP Relay Agent Overview on page 264•

Example: Configuring DHCP Relay Agent Selective Traffic Processing Based on DHCP
Option Strings

This example shows how to configure DHCP relay agent to use DHCP option strings to

selectively identify, filter, and process client traffic.

• Requirements on page 386

• Overview on page 386

• Configuration on page 387

• Verification on page 389

Requirements

This example uses the following hardware and software components:

• MX Series 3D Universal Edge Routers or EX Series Switches

Before you configure DHCP relay agent selective processing support, be sure you:

• Configure DHCP relay agent.

See “Extended DHCP Relay Agent Overview” on page 264.

• (Optional) Configure a named DHCP local server group if you want to forward client

traffic to a server group.

See “Grouping Interfaces with Common DHCP Configurations” on page 311.

Overview

In this example, you configure DHCP relay agent to use DHCP option strings in client

packets to selectively identify, filter, and process client traffic. To configure selective

processing, you perform the following procedures:

1. Identify the client traffic—Specify the DHCP option that DHCP relay agent uses to

identify the client traffic you want to process. The option you specify matches the

option in the client traffic.
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2. Configure a default action—Specify the default processing action, which DHCP relay

uses for identified client traffic that does not satisfy any configuredmatch criteria.

3. Create match filters and associate an action with each filter—Specify match criteria

that filter the client traffic. The criteria can be an exact match or a partial match with

the option string in the client traffic. Associate a processing action with eachmatch

criterion.

Configuration

To configure DHCP relay agent selective processing based on DHCP option information,

perform these tasks:

• Configuring DHCP Relay Agent To Selectively Process Client Traffic Based on DHCP

Option Strings on page 387

• Results on page 388

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them in a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the command into the CLI at the [edit] hierarchy

level.

set forwarding-options dhcp-relay relay-option option-number 60
set forwarding-options dhcp-relay relay-option equals ascii video-gold forward-only
set forwarding-optionsdhcp-relay relay-optionequalsascii video-bronze local-server-group
servergroup-15

set forwarding-options dhcp-relay relay-option starts-with hexadecimal fffff
local-server-group servergroup-east

set forwarding-options dhcp-relay relay-option default-action drop

Configuring DHCP Relay Agent To Selectively Process Client Traffic Based on
DHCPOption Strings

Step-by-Step
Procedure

To configure DHCP relay selective processing:

Specify that you want to configure DHCP relay agent support.1.

[edit forwarding-options]
user@host# edit dhcp-relay

2. Specify the DHCP option that DHCP relay agent uses to identify incoming client

traffic.

[edit forwarding-options dhcp-relay]
user@host# set relay-option option-number 60

3. Configure a default action, which DHCP relay agent uses when the incoming client

traffic does not satisfy any configuredmatch criteria.

[edit forwarding-options dhcp-relay]
user@host# set relay-option default-action drop
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4. Configure an exact match condition and associated action that DHCP relay uses

to process the identified client traffic.

[edit forwarding-options dhcp-relay]
user@host# set relay-option equals ascii video-gold forward-only

5. Configure a second exact match condition and associated action that DHCP relay

uses to process client traffic.

[edit forwarding-options dhcp-relay]
user@host# set relay-option equals ascii video-bronze local-server-group
servergroup-15

6. Configure a partial match criteria and associated action that DHCP relay uses to

process client traffic.

[edit forwarding-options dhcp-relay]
user@host# set relay-option starts-with hexadecimal fffff local-server-group
servergroup-east

Results

From configuration mode, confirm the results of your configuration by issuing the show

statement at the [edit forwarding-options] hierarchy level. If the output does not display

the intendedconfiguration, repeat theconfiguration instructions in this example tocorrect

it.

[edit forwarding-options]
user@host# show
dhcp-relay {
relay-option {
option-number 60;
equals {
ascii video-gold {
forward-only;

}
}
equals {
ascii video-bronze {
local-server-group servergroup-15;

}
}
default-action {
drop;

}
starts-with {
hexadecimal fffff {
local-server-group servergroup-east;

}
}

}
}
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If you are done configuring the device, enter commit from configuration mode.

Verification

To verify the status of DHCP relay agent selective traffic processing, perform this task:

• Verifying the Status of DHCP Relay Agent Selective Traffic Processing on page 389

Verifying the Status of DHCP Relay Agent Selective Traffic Processing

Purpose Verify the DHCP relay agent selective traffic processing status.

Action Display statistics for DHCP relay agent.

user@host> show dhcp relay statistics
Packets dropped:
    Total                      30
    Bad hardware address       1
    Bad opcode                 1
    Bad options                3
    Invalid server address     5
    No available addresses     1
    No interface match         2
    No routing instance match  9
    No valid local address     4
    Packet too short           2
    Read error                 1
    Send error                 1
    Option 60                  1
    Option 82                  2

Messages received:
    BOOTREQUEST                116
    DHCPDECLINE                0
    DHCPDISCOVER               11
    DHCPINFORM                 0
    DHCPRELEASE                0
    DHCPREQUEST                105

Messages sent:
    BOOTREPLY                  0
    DHCPOFFER                  2
    DHCPACK                    1
    DHCPNAK                    0
    DHCPFORCERENEW             0

Packets forwarded:
    Total                      4
    BOOTREQUEST                2
    BOOTREPLY                  2

Meaning The Packets forwarded field in the show dhcp relay statistics command output displays

the number of client packets that have been forwarded as a result of the selective traffic

processingconfiguration. In this example, theoutput indicates the total numberofpackets
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that DHCP relay agent has forwarded, as well as a breakdown for the number of

BOOTREQUEST and BOOTREPLY packets forwarded.

Related
Documentation

Extended DHCP Relay Agent Overview on page 264•

• DHCP Options and Selective Traffic Processing Overview

• UsingDHCPOption Information toSelectivelyProcessDHCPClientTraffic onpage380

• Displaying a Count of DHCP Packets That Are Dropped or Forwarded During Selective

Processing That Is Based on DHCP Option Strings on page 410

• Example: Configuring DHCP and DHCPv6 Relay Agent Group-Level Selective Traffic

Processing on page 315

Example: DHCP Relay Agent Configuration with Multiple Clients and Servers

This example shows an extended DHCP relay agent configuration for a network that

includesmultiple DHCP clients andDHCP servers. Additional details follow the example.

[edit forwarding-options]
dhcp-relay {
server-group {
sp-1 {
203.0.113.21;
203.0.113.22;

}
sp-2 {
203.0.113.31;
203.0.113.32;
203.0.113.33;

}
}
active-server-group sp-1;
overrides layer2-unicast-replies;
group clients_a {
relay-option-82 circuit-id;
interface fe-1/0/1.1;
interface fe-1/0/1.2;
interface fe-1/0/1.3;

}
group clients_b {
relay-option-82 {
circuit-id {
prefix routing-instance-name;

}
}
interface fe-1/0/1.4;
interface fe-1/0/1.5;
interface fe-1/0/1.6;

}
group eth_dslam_relay {
active-server-group sp-2;
overrides {
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trust-option-82;
layer2-unicast-replies;

}
interface fe-1/0/1.7;
interface fe-1/0/1.8;
interface fe-1/0/1.9;

}
}

This example creates two server-groups: sp-1, which includes DHCP server addresses

203.0.113.21and203.0.113.22, andsp-2,which includesDHCPserveraddresses203.0.113.31,

203.0.113.32, and 203.0.113.33. The active server group to which the DHCP relay agent

configuration applies is sp-1. A global override is set that causes the DHCP relay agent

to use Layer 2 unicast transmission to send DHCP reply packets from the DHCP server

to DHCP clients during the discovery process.

The example also creates three groups of subscribers and their associated Fast Ethernet

interfaces: clients_a, clients_b, and eth_dslam_relay. These groups are configured tomeet

different needs, as follows:

• The clients_a and clients_b groups consist of basic subscribers. The service provider

for these groups inserts option 82 information in the DHCP packets that are destined

for the DHCP server.

• The subscribers in eth_dslam_relay are connected to an Ethernet digital subscriber line

access multiplexer (DSLAM) that functions as a Layer 2 DHCP relay agent. The active

server group for eth_dslam_relay is sp-2. Overrides are set for the eth_dslam_relaygroup

that enable the DHCP relay agent to trust option 82 information and to use Layer 2

unicast transmission to send DHCP reply packets to DHCP clients during discovery.

Related
Documentation

Extended DHCP Relay Agent Overview on page 264•

Example: Configuring DHCP-Initiated Service Change Based on Remote ID

This topic describes how to configure support for DHCP-initiated service change on the

DHCP local server and the DHCP relay agent.

Configuring DHCP local server

You can configure support for DHCP-initiated service change for DHCP local server and

DHCPv6 local server globally, or for a named group of interfaces.

To configure DHCP local server to support DHCP-initiated service change for a named

group:

1. Before starting the configuration for theDHCP-initiated service change feature, ensure

that the DHCP or DHCPv6 relay agent is configured to override the default behavior

and send a Releasemessage to the DHCP server when a remote IDmismatch occurs.

This configuration is required because the relay agent cannot directly tear down client

bindings – the Release packet signals the DHCP server to tear down the original

binding.
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[edit forwarding-options dhcp-relay dhcpv6]
user@host# set overrides send-release-on-delete

2. Specify that you want to configure DHCP local server.

[edit system services]
user@host# edit dhcp-local-server

3. Specify the named group that you want to configure.

[edit system services dhcp-local-server]
user@host# edit group northwest-321

4. Specify that, for the named group, DHCP local server matches the initial and new

client remote IDs, and then performs the disconnect action when amismatch occurs.

[edit system services dhcp-local-server group northwest-321]
user@host# set remote-id-mismatch disconnect

WhenaRemote IDmismatchoccurs,DHCP local server tearsdowntheexistingbinding

and sends aNAKmessage to the client,which initiates the client reconnect sequence.

The new service, which is encoded in the Remote ID string, is then activatedwhen the

client reconnects.

Configuring DHCP relay agent

You can configure support for DHCP-initiated service change for DHCP relay agent and

DHCPv6 relay agent globally, or for a named group of interfaces.

The following example shows the steps to configure DHCPv6 relay agent to support

DHCP-initiated service change on a global basis.

1. Before starting the configuration for theDHCP-initiated service change feature, ensure

that the DHCPv6 relay agent is configured to override the default behavior and send

a Release message to the DHCP server when a remote IDmismatch occurs. This

configuration is required because the relay agent cannot directly tear down client

bindings – the Release packet signals the DHCP server to tear down the original

binding.

[edit forwarding-options dhcp-relay dhcpv6]
user@host# set dhcp-relay overrides send-release-on-delete

2. Specify that you want to configure DHCP relay agent.

[edit forwarding-options]
user@host# edit dhcp-relay

3. Specify that you want to configure DHCPv6 relay agent.

[edit forwarding-options dhcp-relay]
user@host# edit dhcpv6
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4. Specify that DHCPv6 relay agent matches the initial and new client remote IDs, and

then performs the disconnect action when amismatch occurs.

[edit system services dhcp-local-server group northwest-321]
user@host# set remote-id-mismatch disconnect

When amismatch occurs, DHCPv6 relay agent sends the Release message to the

DHCPv6 local server and a logical NAKmessage (a Reply packet with a 0 lifetime)

to the client. The server then tears down the existing binding, and the client initiates

the reconnect sequence. The new service, which is encoded in the Remote ID string,

is activated when the client reconnects.

Related
Documentation

DHCP-Initiated Service Change Based on Remote ID on page 369•

• Sending Release MessagesWhen Clients Are Deleted on page 371

Disabling DHCP Relay

You can disable DHCP relay on all interfaces or a group of interfaces.

To disable DHCP relay agent:

1. Specify that you want to configure override options.

[edit forwarding-options dhcp-relay]
user@host# edit overrides

2. Disable the DHCP relay agent.

[edit forwarding-options dhcp-relay overrides]
user@host# set disable-relay

Related
Documentation

• Extended DHCP Relay Agent Overview on page 264

• Deleting DHCP Local Server and DHCP Relay Override Settings on page 351
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CHAPTER 37

Configuring DHCP Relay Proxy Mode

• Enabling DHCP Relay Proxy Mode on page 395

Enabling DHCP Relay ProxyMode

You can enable DHCP relay proxy mode on all interfaces or a group of interfaces.

To enable DHCP relay proxy mode:

1. Specify that you want to configure override options.

[edit forwarding-options dhcp-relay]
user@host# edit overrides

2. Enable DHCP relay proxy mode.

[edit forwarding-options dhcp-relay overrides]
user@host# set proxy-mode

Related
Documentation

• DHCP Relay Proxy Overview on page 267

• Overriding the Default DHCP Relay Configuration Settings on page 348
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CHAPTER 38

Configuring DHCP Local Server
Authentication

• Configuring a Token for DHCP Local Server Authentication on page 397

Configuring a Token for DHCP Local Server Authentication

You can configure the local server to include a constant, unencoded token in the DHCP

forcerenewmessage as part of the authentication option it sends to clients. The client

compares the received token with a token already configured on the client. If the tokens

donotmatch, theDHCPclientdiscards the forcerenewmessage.Useof the tokenprovides

rudimentary protection against inadvertently instantiated DHCP servers.

(Optional) To configure the DHCP local server to include a token in the forcerenew

message sent to the client, for all clients:

• Specify the token.

For DHCPv4:

[edit system services dhcp-local-server reconfigure]
user@host# set token 8ysIU9E32k8r

For DHCPv6:

[edit system services dhcp-local-server dhcpv6 reconfigure]
user@host# set token 8ysIU9E32k8r

Tooverride theglobal configuration for aparticular groupof clients, include the statement

at the [edit system services dhcp-local-server group group-name reconfigure] hierarchy

level or the [edit systemservicesdhcpv6dhcp-local-servergroupgroup-name reconfigure]

hierarchy level.

Related
Documentation

• ConfiguringDynamicClientReconfigurationofExtendedLocalServerClientsonpage332

• token on page 1514
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CHAPTER 39

ConfiguringaMinimumDHCPLocalServer
Configuration

• Example: Minimum Extended DHCP Local Server Configuration on page 399

Example: MinimumExtended DHCP Local Server Configuration

This example shows theminimum configuration you need to use for the extended DHCP

local server on the router or switch:

[edit system services]
dhcp-local-server {
group group_one {
interface fe-0/0/2.0;

}
}

NOTE: The interface type in this topic is just an example. The fe- interface

type is not supported by EX Series switches.

This example creates the server group named group_one, and specifies that the DHCP

local server is enabled on interface fe-0/0/2.0within the group. The DHCP local server

uses the default pool match configuration of ip-address-first.

NOTE: If you delete the DHCP server configuration, DHCP server bindings
might still remain. To ensure thatDHCPbindings are removed, issue the clear

dhcpserverbindingcommandbeforeyoudeletetheDHCPserverconfiguration.

Related
Documentation

• Extended DHCP Local Server Overview on page 258
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CHAPTER 40

Protecting theRoutingEngineUsingDHCP
Firewall Filters

• Example: Configuring aDHCP Firewall Filter to Protect the Routing Engine on page 401

• Port Number Requirements for DHCP Firewall Filters on page 405

Example: Configuring a DHCP Firewall Filter to Protect the Routing Engine

This example showshow to configure a firewall filter to ensure that properDHCPpackets

can reach the Routing Engine on MX Series routers.

• Requirements on page 401

• Overview on page 401

• Configuration on page 402

• Verification on page 404

Requirements

This configuration example applies only to routers where DHCP local server and DHCP

relay agent services are provided by the jdhcpd process rather than the legacy dhcpd

process or fud (UDP forwarding) process. MX Series routers, M120 routers, and M320

routers use jdhcpd. For DHCP relay, that means the configuration is required only at the

[edit forwarding-optionsdhcp-relay]hierarchy level andnotat the [edit forwarding-options

helpers bootp] hierarchy level.

No special configuration beyond device initialization is required before you can configure

this feature.

Overview

Firewall filters that perform some action on DHCP packets at the Routing Engine, such

as a filter to protect the Routing Engine by allowing only proper DHCP packets, require

that both port 67 (bootps) and port 68 (bootpc) are configured as both source and

destination ports.

DHCP packets received on the line cards are encapsulated by jdhcpd with a new UDP

header where their source and destination addresses are set to port 68 before being

forwarded to the Routing Engine. For DHCP relay and DHCP proxy, packets sent to the
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DHCP server from the router have both the source and destination UDP ports set to 67.

The DHCP server responds using the same ports. However, when the line card receives

theseDHCPresponsepackets, it changesbothportnumbers from67 to68beforepassing

the packets to the Routing Engine. Consequently the filter needs to accept port 67 for

packets relayed from the client to the server, and port 68 for packets relayed from the

server to the client.

In this example, youconfigure two filter terms,dhcp-client-acceptanddhcp-server-accept.

The match conditions for dhcp-client-accept specify a source address and destination

address for broadcast packets, theUDPprotocol used for DHCPpackets, and thebootpc

(68) source port and bootps (67) destination port. Packets thatmatch these conditions

are counted and accepted.

Thematch conditions for dhcp-server-accept specify the UDP protocol used for DHCP

packets, and both port 67 and 68 for both source port and destination port. Packets that

match these conditions are counted and accepted.

NOTE: This example does not show all possible configuration choices, nor
does it show how the filter is applied in your configuration. This example
applies to both static application of the filter as well as dynamic application
with a dynamic profile.

Configuration

CLI Quick
Configuration

Toquickly configure thesampleRoutingEngineDHCPfilter, copy the followingcommands,

paste them in a text file, remove any line breaks, and then copy andpaste the commands

into the CLI.

[edit]
edit firewall family inet filter RE-protect
edit term dhcp-client-accept
set from source-address 0.0.0.0/32
set from destination-address 255.255.255.255/32
set from protocol udp
set from source-port 68
set from destination-port 67
set then count dhcp-client-accept
set then accept
up
edit term dhcp-server-accept
set from protocol udp
set from source-port 67
set from source-port 68
set from destination-port 67
set from destination-port 68
set then count dhcp-server-accept
set then accept
top
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Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode.

To configure a DHCP firewall filter to protect the Routing Engine:

1. Create or specify a firewall filter.

[edit firewall]
user@host# edit family inet filter RE-protect

2. Create a filter term for the client.

[edit firewall family inet filter RE-protect]
user@host# edit term dhcp-client-accept

3. Specify the match conditions for DHCP packets.

[edit firewall family inet filter RE-protect term dhcp-client-accept]
user@host# set from source-address 0.0.0.0/32
user@host# set from destination-address 255.255.255.255/32
user@host# set from protocol udp
user@host# set from source-port 68
user@host# set from destination-port 67

4. Specify the action to take for matched packets.

[edit firewall family inet filter RE-protect term dhcp-client-accept]
user@host# set then count dhcp-client-accept
user@host# set then accept

5. Create a filter term for the server.

[edit firewall family inet filter RE-protect]
user@host# edit term dhcp-server-accept

6. Specify the match conditions for DHCP packets.

[edit firewall family inet filter RE-protect term dhcp-server-accept]
user@host# set from protocol udp
user@host# set from source-port [67 68]
user@host# set from destination-port [67 68]

7. Specify the action to take for matched packets.

[edit firewall family inet filter RE-protect term dhcp-server-accept]
user@host# set then count dhcp-client-accept
user@host# set then accept

Results From configuration mode, confirm your configuration by entering the show firewall

command. If the output does not display the intended configuration, repeat the

configuration instructions in this example to correct it.
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[edit]
user@host# show firewall
family inet {
filter RE-protect {
term dhcp-client-accept {
from {
source-address {
0.0.0.0/32;

}
destination-address {
255.255.255.255/32;

}
protocol udp;
source-port 68;
destination-port 67;

}
then {
count dhcp-client-accept;
accept;

}
}
term dhcp-server-accept {
from {
protocol udp;
source-port [ 67 68 ];
destination-port [ 67 68 ];

}
then {
count dhcp-server-accept;
accept;

}
}

}
}

If you are done configuring the device, enter commit from configuration mode.

Verification

To confirm that the Routing Engine DHCP protection filter is properly passing DHCP

packets, perform these tasks:

• Verifying the DHCP Filter Operation on page 404

Verifying the DHCP Filter Operation

Purpose Verify that both counters increment as DHCP traffic passes to the Routing Engine.

Action From operational mode, enter the show firewall family inet filter RE-protect command.

user@host> show firewall family inet filter RE-protect
Filter: RE-protect                                             
Counters:
Name                                                Bytes              Packets

Copyright © 2018, Juniper Networks, Inc.404

Broadband Subscriber Sessions Feature Guide



dhcp-client-accept                                    328                    1
dhcp-server-accept                                    574                    1

user@host> show firewall family inet filter RE-protect
Filter: RE-protect                                             
Counters:
Name                                                Bytes              Packets
dhcp-client-accept                                    660                    2
dhcp-server-accept                                   1152                    2

Meaning The output lists both configured counters, dhcp-client-accept and dhcp-server-accept.

By issuing the commandmore than once, you can see that the byte and packet fields

both show that traffic is being accepted and counted.

Related
Documentation

Port Number Requirements for DHCP Firewall Filters on page 405•

• Understanding Dynamic Firewall Filters

• Understanding Dynamic Firewall Filters

• Routing Policies, Firewall Filters, and Traffic Policers Feature Guide

• Extended DHCP Local Server Overview on page 258

• Extended DHCP Relay Agent Overview on page 264

Port Number Requirements for DHCP Firewall Filters

When you configure a firewall filter to perform some action on DHCP packets at the

Routing Engine, such as protecting the Routing Engine by allowing only proper DHCP

packets, youmust specifybothport67 (bootps)andport68(bootpc) for both the source

and destination. The firewall filter acts at both the line cards and the Routing Engine.

This requirement applies to both DHCP local server and DHCP relay, but it applies only

when DHCP is provided by the jdhcpd process. MX Series routers use jdhcpd. For DHCP

relay, that means the configuration is required only at the [edit forwarding-options

dhcp-relay]hierarchy level andnotat the [edit forwarding-optionshelpersbootp]hierarchy

level.

DHCP packets received on the line cards are encapsulated by jdhcpd with a new UDP

header where their source and destination addresses are set to port 68 before being

forwarded to the Routing Engine.

For DHCP relay and DHCP proxy, packets sent to the DHCP server from the router have

both the source and destination UDP ports set to 67. The DHCP server responds using

the same ports. However, when the line card receives these DHCP response packets, it

changes both port numbers from 67 to 68 before passing the packets to the Routing

Engine. Consequently the filter needs to accept port 67 for packets relayed from the

client to the server, and port 68 for packets relayed from the server to the client.

Failure to includebothport67andport68asdescribedhere results inmostDHCPpackets

not being accepted.

405Copyright © 2018, Juniper Networks, Inc.

Chapter 40: Protecting the Routing Engine Using DHCP Firewall Filters



For complete informationabout configuring firewall filters in general, seeRoutingPolicies,

Firewall Filters, and Traffic Policers Feature Guide.

Related
Documentation

• Example: Configuring aDHCP Firewall Filter to Protect the Routing Engine on page 401

• Extended DHCP Local Server Overview on page 258

• Extended DHCP Relay Agent Overview on page 264

• Understanding Dynamic Firewall Filters
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CHAPTER 41

Monitoring and Managing DHCP

• RequestingDHCPLocalServer to InitiateReconfigurationofClientBindingsonpage407

• Clearing DHCP Bindings for Subscriber Access on page 408

• Displaying a Count of DHCP Packets That Are Dropped or Forwarded During Selective

Processing That Is Based on DHCP Option Strings on page 410

• Monitoring DHCP Relay Server Responsiveness on page 410

• Verifying and Managing DHCP Local Server Configuration on page 411

• Verifying and Managing DHCP Relay Configuration on page 411

Requesting DHCP Local Server to Initiate Reconfiguration of Client Bindings

You can request that theDHCP local server initiate reconfiguration of all of clients or only

specified clients.

To request reconfiguration of all clients:

• Specify the all option.

For DHCPv4:

user@host> request dhcp server reconfigure all

For DHCPv6:

user@host> request dhcpv6 server reconfigure all

You can use any of the following methods to request reconfiguration of specific clients:

• Specify the IP address of the DHCP client.

For DHCPv4:

user@host> request dhcp server reconfigure 192.168.27.3

For DHCPv6:

user@host> request dhcpv6 server reconfigure 2001:db8:1111:2222::

• Specify the client ID of a DHCPv6 client.

user@host> request dhcpv6 server reconfigure
LL_TIME0x1-0x2e159c0-00:10:94:00:00:02
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• Specify the session ID of a DHCPv6 client.

user@host> request dhcpv6 server reconfigure 5

• Specify the MAC address of a DHCPv4 client.

user@host> request dhcp server reconfigure 00:00:5E:00:53:67

• Specify an interface; reconfiguration is attempted for all clients on this interface.

user@host> request dhcp server reconfigure interface fe-0/0/0.100

• Specify a logical system; reconfiguration is attempted for all clients or the specified

clients in this logical system.

user@host> request dhcp server reconfigure all logical-system ls-bldg5

• Specify a routing instance; reconfiguration is attempted for all clients or the specified

clients in this routing instance.

user@host> request dhcp server reconfigure all routing-instance ri-boston

Related
Documentation

ConfiguringDynamicClientReconfigurationofExtendedLocalServerClientsonpage332•

• request dhcp server reconfigure on page 1637

Clearing DHCP Bindings for Subscriber Access

This topicprovides theprocedure youuse todisplay currentDHCPbindings, clear selected

bindings, and verify that the specified bindings are successfully cleared.

Subscriber management enables you to clear DHCP bindings at several different levels

forDHCP local serverandDHCPrelayagent. Forexample, youcanclear theDHCPbindings

on all interfaces, a group of interfaces, or a specific interface. You can also clear DHCP

bindings based on IP address, MAC address, session-ID, DHCPv6 prefix, DHCPv6 Client

ID, FPC, PIC, port, VLAN, or stacked VLAN (S-VLAN).

This topic includesexamples to showseveral variationsof theclearDHCPbinding feature.

TheexamplesuseDHCP local server commands; however, theprocedureandcommands

are similar for DHCP relay agent, DHCPv6 local server, and DHCPv6 relay agent.

To clear bindings and verify the results for a specific IP address:

1. Displaycurrentbindings. Issue theappropriate variationof the showdhcpserverbinding

command.

user@host> show dhcp server binding
2 clients, (2 bound, 0 selecting, 0 renewing, 0 rebinding)

IP address       Hardware address    Type     Lease expires at
192.168.32.1     00:00:5E:00:53:01   active   2011-10-17 11:38:47 PST
192.168.32.3     00:00:5E:00:53:02   active   2011-00-17 11:38:41 PST

2. Clear the binding you want to remove.

user@host> clear dhcp server binding 192.168.32.1
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3. Verify that the binding has been cleared.

user@host> show dhcp server binding
1 clients, (1 bound, 0 selecting, 0 renewing, 0 rebinding)

IP address      Hardware address    Type     Lease expires at
192.168.32.3    00:00:5E:00:53:01   active   2011-00-17 11:38:41 PST

The followingexamples showvariationsof theclearDHCPbinding feature. Theexamples

use the DHCP local server version of the commands.

NOTE: IP demux interfaces are not supported by the show and clear DHCP

bindings commands for DHCP local server and DHCP relay agent.

To clear all bindings:

user@host> clear dhcp server binding all

To clear bindings on a specific interface:

user@host> clear dhcp server binding interface fe-0/0/2

To clear all bindings over an interface. This example uses the wildcard option.

user@host> clear dhcp server binding ge-1/0/0. *

To clear bindings on top of a specific VLAN. This example clears all bindings on top of

VLAN 100.

user@host> clear dhcp server binding ge-1/0/0:100

Toclearbindings for a specificS-VLAN.This exampleclearsbindingsonS-VLAN100-200.

user@host> clear dhcp server binding ge-1/0/0:100-200

To clear all bindings on top of all demux VLANs:

user@host> clear dhcp server binding demux0

To clear all bindings on top of an underlying interface. This example clears the bindings

on all demux VLANS on top of interface ae0:

user@host> clear dhcp server binding ae0

ToclearPPPbindings. This exampleuses thewildcard featureandclears thePPPbindings

over interface pp0.100 and pp0.200.

user@host> clear dhcp server binding pp0.*

To clear all bindings on an FPC. This example uses the wildcard feature and clears all

DHCP bindings on FPC 1.

user@host> clear dhcp server binding ge-1/*

Toclear all bindings onaPIC. This example uses thewildcard feature and clears all DHCP

bindings on FPC 1, PIC 0.
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user@host> clear dhcp server binding ge-1/0/*

To clear all bindings on a port. This example uses the wildcard feature and clears all

DHCP bindings on FPC 1, PIC 0, port 0.

user@host> clear dhcp server binding ge-1/0/0.*

Related
Documentation

DHCP Auto Logout Overview on page 337•

• Automatically Logging Out DHCP Clients on page 339

Displaying a Count of DHCPPackets That Are Dropped or Forwarded During Selective
Processing That Is Based on DHCPOption Strings

To display the number of DHCPor DHCPv6 client packets that are dropped or forwarded

during selective processing, use the following operational commands:

• show dhcp relay statistics

• show dhcpv6 relay statistics

Related
Documentation

DHCP Options and Selective Traffic Processing Overview•

• UsingDHCPOption Information toSelectivelyProcessDHCPClientTraffic onpage380

• Example: Configuring DHCP Relay Agent Selective Traffic Processing Based on DHCP

Option Strings on page 386

Monitoring DHCP Relay Server Responsiveness

You can configure DHCP relay agent and DHCPv6 relay agent to enable the router to

monitorDHCPserver responsiveness.TomonitorDHCPserver responsiveness, youspecify

the length of time during which the router tracks how DHCP servers respond to relayed

packets. If a configured DHCP server within the routing instance fails to respond to all

relayed packets during the specified time period, the router generates the

DH_SVC_EXTERN_SERVER_STATE_CHG system logmessage. When the DHCP server

begins responding successfully, the router generates the log message again to indicate

that responsiveness is restored. You can also use show dhcp relay statistics and show

dhcpv6 relay statistics commands to display DHCP server responsiveness statistics.

The following procedure describes how to configure DHCP relay agent to enable the

router to monitor DHCP server responsiveness. To configure DHCPv6 server

responsiveness, includetheserver-response-timestatementat the [edit forwarding-options

dhcp-relay] hierarchy level.

To monitor DHCP server responsiveness:

1. Specify that you want to configure DHCP relay agent.

[edit forwarding-options]
user@host# edit dhcp-relay
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2.
[edit forwarding-options dhcp-relay]
user@host# set server-response-time 86,400

Related
Documentation

Extended DHCP Relay Agent Overview on page 264•

• show dhcp relay statistics on page 1744

• show dhcpv6 relay statistics on page 1767

Verifying andManaging DHCP Local Server Configuration

Purpose View or clear information about client address bindings and statistics for the extended

DHCP local server.

NOTE: If you delete the DHCP server configuration, DHCP server bindings
might still remain. To ensure thatDHCPbindings are removed, issue the clear

dhcpserverbindingcommandbeforeyoudeletetheDHCPserverconfiguration.

Action To display the address bindings in the client table on the extended DHCP local server:•

user@host> show dhcp server binding routing-instance customer routing instance

• To display extended DHCP local server statistics:

user@host> show dhcp server statistics routing-instance customer routing instance

• To clear the binding state of aDHCP client from the client table on the extendedDHCP

local server:

user@host> clear dhcp server binding routing-instance customer routing instance

• To clear all extended DHCP local server statistics:

user@host> clear dhcp server statistics routing-instance customer routing instance

Related
Documentation

CLI Explorer•

Verifying andManaging DHCP Relay Configuration

Purpose View or clear address bindings or statistics for extended DHCP relay agent clients:

Action To display the address bindings for extended DHCP relay agent clients:•

user@host> show dhcp relay binding routing-instance customer routing instance

• To display extended DHCP relay agent statistics:

user@host> show dhcp relay statistics routing-instance customer routing instance
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• To clear the binding state of DHCP relay agent clients:

user@host> clear dhcp relay binding routing-instance customer routing instance

• To clear all extended DHCP relay agent statistics:

user@host> clear dhcp relay statistics routing-instance customer routing instance

Related
Documentation

• CLI Explorer
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PART 3

Configuring IPv6 for Subscriber
Management

• Migrating to IPv6 Using IPv4 and IPv6 Dual Stack on page 415

• Introduction to IPv6 Addresses on page 421

• Using NDRA to Provide IPv6WAN Link Addressing on page 425

• Using DHCPv6 IA_NA to Provide IPv6WAN Link Addressing on page 429

• Using DHCPv6 Prefix Delegation to Provide Subscriber LAN Addressing on page 431

• Using Both DHCPv6 IA_NA and DHCPv6 Prefix Delegation to Provide IPv6WAN Link

and Subscriber LAN Addressing on page 435

• Using DHCPv6 Prefix Exclude on page 439

• Designs for IPv6 Addressing in a Subscriber Access Network on page 443

• Dual-Stack Access Models in a DHCP Network on page 449

• Dual-Stack Access Models in a PPPoE Network on page 461

• Configuring DHCPv6 Local Server on page 481

• Configuring DHCPv6 Relay Agent on page 489

• Conserving IPv4 Addresses for Dual-Stack PPP Subscribers Using On-Demand IPv4

Address Allocation on page 495

• Best Practices for Configuring IPv4 and IPv6 Dual Stack in a PPPoE Access

Network on page 507

• ConfiguringDualStack forPPPoEAccessNetworks inWhichDHCP IsUsedonpage513

• ConfiguringDualStack forPPPoEAccessNetworks inWhichNDRA IsUsedonpage517

• Configuring Address Assignment Pools for DHCPv6 on page 525

• Configuring the Dynamic Router Advertisement Protocol on page 529

• Examples: IPv4 and IPv6 Dual-Stack Designs on page 531

• Monitoring and Managing Dual Stack Subscribers on page 597

• Monitoring and Managing DHCPv6 on page 605
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CHAPTER 42

Migrating to IPv6Using IPv4and IPv6Dual
Stack

• Why Use IPv4/IPv6 Dual Stack? on page 415

• Basic Architecture of a Subscriber Access Dual-Stack Network on page 415

• Terms Used in IPv6 Subscriber Management Documentation on page 416

• IPv6 Addressing Requirements for a Subscriber Access Network on page 418

WhyUse IPv4/IPv6 Dual Stack?

As a service provider, you can use the Junos OS IPv4/IPv6 dual-stack feature to begin

your migration from IPv4 to IPv6 by implementing IPv6 alongside IPv4 in your existing

subscriber networks. The feature allows you to implement IPv6 so that you can provide

thesamesubscriber servicesover IPv6—video, voice, high-qualitydata—that youcurrently

provide in your IPv4 networks. You can then perform incremental upgrades to IPv6 and

avoid service disruptions while migrating from IPv4 to IPv6.

Related
Documentation

Basic Architecture of a Subscriber Access Dual-Stack Network on page 415•

• Terms Used in IPv6 Subscriber Management Documentation on page 416

Basic Architecture of a Subscriber Access Dual-Stack Network

This Juniper Networks dual-stack architecture is designed for either DHCP-based or

PPP/PPPoE-based subscriber access networks. In addition, this design allows you to

layer DHCPv6 over PPPoE-based networks.

Figure6onpage416shows thecomponentsofabasic subscriberaccessnetwork inwhich

the subscriber LAN is running both IPv4 and IPv6 and is connected to the IPv4 and IPv6

coreusingabroadbandnetworkgateway(BNG)configured fordual stack.Using IPv4/IPv6

dual stack, the BNG can provide both IPv4 and IPv6 services over the access network to

thesubscriber LAN.Asingle interfacecanoperate simultaneously in IPv4and IPv6modes.
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Figure 6: IPv4 and IPv6 Dual-Stack Architecture in a Subscriber Access
Network
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Related
Documentation

Why Use IPv4/IPv6 Dual Stack? on page 415•

• Terms Used in IPv6 Subscriber Management Documentation on page 416

Terms Used in IPv6 Subscriber Management Documentation

Table 44 on page 416 defines terms used in the IPv6 subscriber management

documentation.

Table 44: IPv6 Subscriber Management Terms

DefinitionTerm

Broadband network gateway. An IP edge router in which bandwidth and QoS policies may be
applied. The BNGmay encompass any or all of the functionality of B-RAS.

BNG

Customer premises equipment on the subscriber network that connects the subscriber network
to the BNG.

CPE

Method of address assignment in which a host uses IPv6 prefixes to delegate IPv6 global
addresses. In a dual-stack network, the CPE uses IPv6 prefixes that it receives to delegate global
IPv6 addresses to individual subscriber equipment.

Delegated addressing

Role of the BNGwhen it delegates IPv6 prefixes to the requesting router (the CPE).Delegating router

Identity association. A collection of addresses assigned to a client.

Each IA contains one type of address. For example, IA_NA carries assigned addresses that are
nontemporary addresses; IA_PD carries a prefix.

DHCPv6 IA
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Table 44: IPv6 Subscriber Management Terms (continued)

DefinitionTerm

IA for prefix delegation. An IA that carries a prefix that is assigned to the requesting router. Instead
of assigning a single address, IA_PD assigns a prefix or a complete subnet.

Referred to as DHCPv6 prefix delegation.

DHCPv6 IA_PD

IA for nontemporary addresses. An IA that carries assigned addresses that are not temporary
addresses.

DHCPv6 IA_NA is used to assign global IPv6 addresses.

DHCPv6 IA_NA

Unique IPv6 address that identifies a single interface and allows the interface to access the IPv6
internet.

Global IPv6 address

Combination of an IPv6 prefix (address) and a prefix length.

The prefix takes the form ipv6-prefix/prefix-length and represents a block of address space (or
a network).

The /prefix-length indicates thenumber of contiguous, higher-order bits of the address thatmake
up the network portion of the address.

For example, 2001:DB8::/32 is an IPv6 prefix.

IPv6 address prefix/prefix
length

IPv4 Control Protocol. A PPP protocol that establishes the IPv4 link between the BNG and the
CPE if you are using PPPoE in your access network.

IPCP

IPv6 Control Protocol. A PPP protocol that establishes the IPv6 link between the BNG and the
CPE if you are using PPPoE in your access network.

IPv6CP

Locally derived address that is designed to be used for addressing on a single link for purposes
such as automatic address configuration, Neighbor Discovery, or when no routers are present. It
is indicated by the prefix FE80::/10.

In your dual-stack network, you can use a link-local address on the interface that connects the
CPE and the BNG.

Link-local address

NeighborDiscoveryRouterAdvertisement. An IPv6protocol that is used in thedual-stacknetwork
to allow automatic addressing on the CPEWAN link.

NDRA

Protocol in the IPv6 protocol suite that allows nodes on the same link to advertise their existence
to their neighbors, and to learn about the existence of their neighbors.

Neighbor discovery

Table that contains IPv6 prefixes.Prefix list

Role of the CPE when it requests IPv6 prefixes from the delegating router (the BNG).Requesting router

Message that the BNG periodically sends to hosts or sends in response to Router Solicitation
(RS) requests fromanotherhost. Themessage includes IPv6prefixesandotherautoconfiguration
information.

In a dual-stack network, the router sends RAs to CPE devices on its access network.

Router Advertisement (RA)
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Table 44: IPv6 Subscriber Management Terms (continued)

DefinitionTerm

Message that hosts send to discover the presence of on-link routers. In a dual-stack network,
CPE devices send RSmessages to the BNG.

Router Solicitation (RS)

Address that can be used on the router’s PPPoE loopback interface that connects to the CPE.Unnumbered address

Related
Documentation

Why Use IPv4/IPv6 Dual Stack? on page 415•

• Basic Architecture of a Subscriber Access Dual-Stack Network on page 415

IPv6 Addressing Requirements for a Subscriber Access Network

You need to implement two types of addressing for IPv6 in a subscriber access network:

• WAN link addressing—For theWAN interface on the CPE (CPE upstream interface).

• Subscriber LAN addressing—For devices connected to the CPE on the subscriber LAN

(CPE downstream interfaces).

Figure 7 on page 418 shows whereWAN link addressing and subscriber addressing are

assigned in a dual-stack network.

Figure 7: IPv6 Address Requirements in a Subscriber Access Network

You can use the following methods for assigning IPv6 addresses:

• ForWANlinkaddressing, youcanuseNeighborDiscoveryRouterAdvertisement (NDRA)

or DHCPv6 Identity association for nontemporary addresses (IA_NA) to provision a

global IPv6 address.

• For subscriber LAN addressing, you can use DHCPv6 prefix delegation to provision

global IPv6 addresses to subscribers on the LAN.
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Alternatives to Using a Global IPv6 Address on the CPEWAN Link

If the CPE is supplied by or recommended by the service provider, you do not need to

provision a unique global IPv6 address on the CPE. In this case, the broadband network

gateway (BNG) can use the loopback interface to manage the CPE. You can use one of

the following methods to provision an address on the loopback interface:

• Link-local IPv6address—CanbeusedonPPPoEaccessnetworks.The link-localaddress

is provisioned by appending the interface identifier negotiated by IPv6CPwith the IPv6

link-local prefix (FE80::/10).

• Address derived from DHCPv6 prefix delegation—Can be used on PPPoE access

networks or on DHCP access networks. If you use DHCPv6 prefix delegation for

subscriber addressing, the CPE can use the prefix it receives from the BNG to assign

an IPv6addresson the loopback interfacebetween theCPEand theBNG.This address

can be used to manage the CPE, and the CPE uses it as a source address when it

communicates with the BNG.

Related
Documentation

• Using NDRA to Provide IPv6WAN Link Addressing Overview on page 425

• Using DHCPv6 IA_NA to Provide IPv6WAN Link Addressing Overview on page 429

• Using DHCPv6 Prefix Delegation Overview on page 431

• Using DHCPv6 IA_NA with DHCPv6 Prefix Delegation Overview on page 435
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CHAPTER 43

Introduction to IPv6 Addresses

• IPv6 Addressing Overview on page 421

• IPv6 Notation on page 421

• IPv6 Prefixes on page 422

• IPv6 Address Types on page 422

IPv6 Addressing Overview

IPv6 uses a 128-bit addressingmodel comparedwith the 32-bit addresses used for IPv4.

In addition to being larger, IPv6 addresses differ from IPv4 addresses in several ways:

• Notation

• Prefixes

• Address types

These differences give IPv6 addressing greater simplicity and scalability than IPv4

addressing gives.

Related
Documentation

IPv6 Addressing Requirements for a Subscriber Access Network on page 418•

• IPv6 Notation on page 421

• IPv6 Prefixes on page 422

• IPv6 Address Types on page 422

IPv6 Notation

IPv6 addresses are 128 bits long (expressed as 32 hexadecimal numbers) and consist of

eight colon-delimited sections. Each section contains 2bytes, andeachbyte is expressed

as a hexadecimal number from 0 through FF.

An IPv6 address looks like this:

2001:0db8:0000:0000:0000:0800:200c:7334

Byomitting the leading zeroes fromeach sectionor substituting contiguous sections that

contain zeroes with a double colon, you can write the example address as:
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2001:db8:0:0:0:800:200c:7334 or 2001:db8::800:200c:7334

You can use the double-colon delimiter only once within a single IPv6 address. For

example, youcannotexpress the IPv6address2001:db8:0000:0000:ea34:0000:71ff:fe01

as 2001:db8::ea34::71ff:fe0.

Related
Documentation

IPv6 Addressing Overview on page 421•

• IPv6 Prefixes on page 422

• IPv6 Address Types on page 422

• IPv6 Addressing Requirements for a Subscriber Access Network on page 418

IPv6 Prefixes

An IPv6 address prefix represents a block of address space or a network. The prefix is a

combination of an IPv6 prefix (address) and a prefix length. It takes the form

ipv6-prefix/prefix-length.

IPv6addresses canbebroken intoprefixesof varying length. Theprefix length is adecimal

value that specifies the number of the leftmost bits in the address that make up the

prefix. The prefix length follows a forward slash and, inmost cases, identifies the portion

of the address owned by an organization. All remaining bits (up to the right-most bit)

represent individual nodes or interfaces.

For example, 2001:db8:0000:0000:250:af:34ff:fe26/64 has a prefix length of 64.

The first 64 bits of this address (2001:db8:0000:0000) are the prefix. The rest

(250:af:34ff:fe26) identify the interface.

Related
Documentation

IPv6 Addressing Overview on page 421•

• IPv6 Notation on page 421

• IPv6 Address Types on page 422

• IPv6 Addressing Requirements for a Subscriber Access Network on page 418

IPv6 Address Types

There are three major categories of IPv6 addresses:

• Unicast—For a single interface.

• Multicast—For a set of interfaces on the same physical medium. A packet is sent to all

interfaces associated with the address.

• Anycast—For a set of interfaces on different physical media. A packet is sent to only

one of the interfaces associated with this address, not to all the interfaces.
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Unicast Addresses

A unicast address identifies a single interface. When a network device sends a packet to

aunicast address, thepacket goesonly to the specific interface identifiedby that address.

Unicast addresses support aglobal address scopeand two typesof local address scopes.

A unicast address consists of n bits for the prefix, and 128 – n bits for the interface ID.

In the IPv6 implementation for a subscriber accessnetwork, the following typesof unicast

addresses can be used:

• Global unicast address—A unique IPv6 address assigned to a host interface. These

addresses have a global scope and essentially the same purposes as IPv4 public

addresses. Global unicast addresses are routable on the Internet.

• Link-local IPv6 address—An IPv6 address that allows communication between

neighboringhosts that resideon thesame link. Link-local addresseshavea local scope,

and cannot be used outside the link. They always have the prefix FE80::/10.

• Loopback IPv6 address—An IPv6 address used on a loopback interfaces. The IPv6

loopback address is 0:0:0:0:0:0:0:1, which can be notated as ::1/128.

• Unspecified address—An IPv6 unspecified address is 0:0:0:0:0:0:0:0, which can be

notated as ::/128.

Multicast Addresses

Amulticast address identifies a set of interfaces that typically belong to different nodes.

When a network device sends a packet to amulticast address, the device broadcasts

the packet to all interfaces identified by that address. IPv6 does not support broadcast

addresses, but instead uses multicast addresses in this role.

Multicast addresses support 16 different types of address scope, including node, link,

site, organization, andglobal scope. A4-bit field in theprefix identifies theaddress scope.

The following types of multicast addresses can be used in an IPv6 subscriber access

network:

• Solicited-nodemulticast address—Neighbor Solicitation (NS)messages are sent to

this address.

• All-nodes multicast address—Router Advertisement (RA) messages are sent to this

address.

• All-routers multicast address—Router Solicitation (RS) messages are sent to this

address.

Multicast addresses use the prefix FF00::/8.

Anycast Addresses

An anycast address identifies a set of interfaces that typically belong to different nodes.

Anycast addresses are similar to multicast addresses, except that packets are sent only

to one interface, not to all interfaces. The routing protocol used in the network usually
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determines which interface is physically closest within the set of anycast addresses and

routes the packet along the shortest path to its destination.

There is no difference between anycast addresses and unicast addresses except for the

subnet-router address. For ananycast subnet-router address, the low-order bits, typically

64 or more, are zero. Anycast addresses are taken from the unicast address space.

For more information about anycast addresses, see RFC 2526, Reserved IPv6 Subnet

Anycast Addresses.

Related
Documentation

• IPv6 Addressing Overview on page 421

• IPv6 Notation on page 421

• IPv6 Prefixes on page 422

• IPv6 Addressing Requirements for a Subscriber Access Network on page 418
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CHAPTER 44

Using NDRA to Provide IPv6WAN Link
Addressing

• Using NDRA to Provide IPv6WAN Link Addressing Overview on page 425

• IPv6 Neighbor Discovery Protocol Overview on page 425

• HowNDRAWorks in a Subscriber Access Network on page 426

• Methods for Obtaining IPv6 Prefixes for NDRA on page 427

• Duplicate Prefix Protection for NDRA on page 428

Using NDRA to Provide IPv6WAN Link Addressing Overview

In a dual-stack network, NDRA provides a lightweight address assignment method for

autoconfiguration of the global IPv6 address on the CPEWAN link. The CPE device can

construct its own IPv6 global address by combining the interface ID that is negotiated

by IPv6CP and the prefix obtained through NDRA.

Related
Documentation

IPv6 Addressing Requirements for a Subscriber Access Network on page 418•

• IPv6 Neighbor Discovery Protocol Overview on page 425

• HowNDRAWorks in a Subscriber Access Network on page 426

• Design 2: IPv6 Addressing with NDRA and DHCPv6 Prefix Delegation on page 446

• Design 3: IPv6 Addressing with NDRA on page 447

• Configuring a PPPoE Dynamic Profile for Use with NDRA in a Dual-Stack Network on

page 517

IPv6 Neighbor Discovery Protocol Overview

Neighbor Discovery is a protocol in the IPv6protocol suite that allows nodes on the same

link to advertise their existence to their neighbors and to learn about the existence of

their neighbors. Neighbor Discovery is built on top of Internet Control Message Protocol

version 6 (ICMPv6). It replaces the following IPv4 protocols: Router Discovery (RDISC),

Address Resolution Protocol (ARP), and ICMPv4 redirect.

425Copyright © 2018, Juniper Networks, Inc.



Neighbor Discovery uses router advertisement messages to detect neighbors, advertise

IPv6 prefixes, assist in address provisioning, and share link parameters such asMTU, hop

limit, advertisement intervals, and lifetime.

Neighbor Discovery Messages

Neighbor Discovery uses the following message types:

• Router advertisement (RA)—Messages sent to announce the presence of the router,

advertise prefixes, assist in address configuration, and share other link information

such as MTU size and hop limit. The IPv6 nodes on the link can use this information to

configure themselveswith an IPv6address and routing information suchas thedefault

gateway.

• Router solicitation (RS)—Messages sent by IPv6 nodes when they come online to

solicit immediate router advertisements from the router.

• Neighbor solicitation (NS)—Messages used for duplicate address detection and to

test reachability of neighbors.

A host can verify that its address is unique by sending a neighbor solicitationmessage

destined to the newaddress. If the host receives a neighbor advertisement in reply, the

address is a duplicate.

• Neighbor advertisement (NA)—Messages used for duplicate address detection and

to test reachability of neighbors. Neighbor advertisements are sent in response to

neighbor solicitation messages.

You can specify the information that is sent in router advertisements.

Related
Documentation

Using NDRA to Provide IPv6WAN Link Addressing Overview on page 425•

• HowNDRAWorks in a Subscriber Access Network on page 426

HowNDRAWorks in a Subscriber Access Network

Before NDRA can provide IPv6 address information to the CPE, you need to first obtain

a link-local address for the CPEWAN link. NDRA provides address assignment in two

phases:

1. Link-local address assignment for local connectivity to the BNG

2. Global address assignment for global connectivity

The process is as follows:

1. During IPv6CPnegotiation to establish thePPPoE link between theBNGand theCPE,

an interface identifier is negotiated for the CPE.

2. The CPE creates a link-local address by appending the interface identifier with the

IPv6 link-local prefix (FE80::/10).
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NOTE: When the interface ID is0, suchas forWindows7 clients, PPPuses
the subscriber’s session ID in place of the interface ID.

The CPE now has IPv6 connectivity to the BNG, and it can use NDRA to obtain its

global IPv6 address.

3. The CPE sends a router solicitation message to the BNG.

4. The BNG responds with a router advertisement message that includes an IPv6 prefix

with a length of /64.

This prefix can come directly from a local NDRA address pool configured on the BNG.

If you are using AAA, a RADIUS server can specify the prefix in the Framed-Ipv6-Prefix

attribute, or it can specify an NDRA pool on the BNG fromwhich the prefix is assigned

in the Framed-Ipv6-Pool attribute.

5. When the CPE receives the 64-bit prefix, it appends its interface ID to the supplied

prefix to form a globally routable 128-bit address.

6. The CPE verifies that the global address is unique by sending a neighbor solicitation

message destined to the new address. If there is a reply, the address is a duplicate.

The process stops and requires operator intervention.

Related
Documentation

Using NDRA to Provide IPv6WAN Link Addressing Overview on page 425•

• IPv6 Neighbor Discovery Protocol Overview on page 425

• Methods for Obtaining IPv6 Prefixes for NDRA on page 427

Methods for Obtaining IPv6 Prefixes for NDRA

Youcansetup theBNGtoselect IPv6prefixesused forNDRAthroughoneof the following

methods:

• An external source such as a AAA RADIUS server.

• Dynamic assignment froma local pool of NDRA prefixes that is configured on the BNG

Using AAA RADIUS Server to Obtain IPv6 Prefixes for NDRA

When theBNGneeds toobtain aprefix forNDRA, it uses the values in oneof the following

RADIUS attributes that it receives in Access-Accept messages from the RADIUS server:

• Framed-IPv6-Prefix—The attribute contains an IPv6 prefix that the BNG can send to

the CPE in router advertisement messages.
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• Framed-IPv6-Pool—The attribute contains the name of an NDRA pool configured on

the BNG fromwhich the BNG can select a prefix to include in router advertisements.

Related
Documentation

Using NDRA to Provide IPv6WAN Link Addressing Overview on page 425•

• HowNDRAWorks in a Subscriber Access Network on page 426

• Configuring anAddress-Assignment Pool Used for Router Advertisements on page 521

Duplicate Prefix Protection for NDRA

If you are using AAA to supply IPv6 prefixes for NDRA, you can enable duplicate prefix

protection for NDRA. If enabled, the BNG checks the following attributes received from

external servers:

• Framed-IPv6-Prefix

• Framed-IPv6-Pool

The router then takes one of the following actions:

• If a prefix overlaps with a prefix in an address pool, the prefix is taken from the pool if

it is available.

• If the prefix is already in use, it is rejected as unavailable.

• If the prefix length requested from the external server does notmatch the pool’s prefix

length exactly, the authentication request is denied. If configured, the Acct-Stop

message includes a termination cause.

Related
Documentation

• Methods for Obtaining IPv6 Prefixes for NDRA on page 427

• Configuring Duplicate IPv6 Prefix Protection for Router Advertisement on page 522
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CHAPTER 45

UsingDHCPv6 IA_NAtoProvide IPv6WAN
Link Addressing

• Using DHCPv6 IA_NA to Provide IPv6WAN Link Addressing Overview on page 429

• Methods for Obtaining IPv6 Global Addresses for DHCPv6 IA_NA on page 429

Using DHCPv6 IA_NA to Provide IPv6WAN Link Addressing Overview

You can use DHCPv6 IA_NA to assign a global IPv6 address to the CPEWAN link. If the

CPE sends a Solicit message that contains the IA_NA option to the BNG, the BNG acts

as a DHCPv6 server and assigns a single IPv6/128 address to theWAN interface of the

CPE.

Related
Documentation

IPv6 Addressing Requirements for a Subscriber Access Network on page 418•

• Design1: IPv6AddressingwithDHCPv6IA_NAandDHCPv6PrefixDelegationonpage445

• Methods for Obtaining IPv6 Global Addresses for DHCPv6 IA_NA on page 429

• Selecting theMethodofProvisioningaGlobal IPv6Address for theWANLinkonpage443

• Configuring an Address-Assignment Pool for Use by DHCPv6 IA_NA on page 526

Methods for Obtaining IPv6 Global Addresses for DHCPv6 IA_NA

You can set up theBNG to select global IPv6 addresses to bedelegated to the requesting

router in one the following ways:

• An external source such as a AAA RADIUS server or a DHCP server using the DHCPv6

relay agent.

• Dynamic assignment from a local pool of addresses that is configured on the BNG

Using a AAA RADIUS Server to Obtain IPv6 Addresses for DHCPv6 IA_NA

When the BNG needs to obtain a global IPv6 for the CPEWAN link and optionally a

DHCPv6 prefix, it uses the values in one of the following RADIUS attributes:

• Framed-IPv6-Prefix—The attribute contains a global IPv6 address with a prefix length

of 128.
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• Framed-IPv6-Pool—The attribute contains the name of an address-assignment pool

configured on the BNG fromwhich the BNG can select a global IPv6 address to send

to the CPE.

Both attributes are sent from the RADIUS server to the BNG in RADIUS Access-Accept

messages.

Related
Documentation

• Using DHCPv6 IA_NA to Provide IPv6WAN Link Addressing Overview on page 429

• Configuring an Address-Assignment Pool for Use by DHCPv6 IA_NA on page 526
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CHAPTER 46

Using DHCPv6 Prefix Delegation to
Provide Subscriber LAN Addressing

• Using DHCPv6 Prefix Delegation Overview on page 431

• Using a Delegated Prefix on the CPE Loopback Interface on page 433

• DHCPv6 Prefix Delegation over PPPoE on page 433

• Methods for Obtaining IPv6 Prefixes for DHCPv6 Prefix Delegation on page 434

Using DHCPv6 Prefix Delegation Overview

You can use DHCPv6 prefix delegation to automate the delegation of IPv6 prefixes to

the CPE. With prefix delegation, a delegating router (the BNG) delegates IPv6 prefixes

to a requesting router (the CPE). The requesting router then uses the prefixes to assign

global IP addresses to the devices on the subscriber LAN. The requesting router can also

assign subnet addresses to subnets on the LAN.

DHCPv6prefix delegation is usefulwhen thedelegating router doesnot have information

about the topology of the networks in which the requesting router is located. In such

cases, the delegating router requires only the identity of the requesting router to choose

a prefix for delegation.

DHCPv6 prefix delegation replaces the need for NAT in an IPv6 network.

Figure8onpage432showshowDHCPv6prefixdelegation isused inadual-stacknetwork.
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Figure 8: Delegated Addressing in a Dual-Stack Network Using DHCPv6

DHCPv6 prefix delegation operates as follows:

1. Adelegating router is providedwith IPv6prefixes tobedelegated to requesting routers.

These prefixes can come from a local address-assignment pool or an external AAA

server.

Each prefix has an associated valid and preferred lifetime, which can be extended.

2. A requesting router requests one or more prefixes from the delegating router.

3. The delegating router chooses prefixes for delegation, and responds with prefixes to

the requesting router.

4. The requesting router is then responsible for the delegated prefixes.

The address allocation mechanism in the subscriber network can be performed with

ICMPv6 Neighbor Discovery in router advertisements, DHCPv6, or a combination of

these twomethods.

Related
Documentation

IPv6 Addressing Requirements for a Subscriber Access Network on page 418•

• Design1: IPv6AddressingwithDHCPv6IA_NAandDHCPv6PrefixDelegationonpage445

• Design 2: IPv6 Addressing with NDRA and DHCPv6 Prefix Delegation on page 446

• Design 4: IPv6 Addressing with DHCPv6 Prefix Delegation and No NDRA Prefix on

page 448

• Methods for Obtaining IPv6 Prefixes for DHCPv6 Prefix Delegation on page 434

• Selecting the Method of Assigning Global IPv6 Addresses to Subscribers on page 444
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Using a Delegated Prefix on the CPE Loopback Interface

For networks in which the service provider directly controls the CPE, a delegated prefix

can be used to create an IPv6 address on the loopback interface between the CPE and

the BNG. This address can be used to manage the CPE, and the CPE uses it as a source

address when it communicates with the BNG.

Related
Documentation

Using DHCPv6 Prefix Delegation Overview on page 431•

• Selecting the Type of Addressing Used on the CPE on page 443

DHCPv6 Prefix Delegation over PPPoE

The process of DHCPv6 prefix delegation when DHCPv6 is running over a PPPoE access

network is as follows:

1. The CPE obtains a link-local address by appending the interface ID that it receives

through IPv6CP negotiation to the IPv6 link-local prefix (FE80::/10). The link-local

address provides an initial path for protocol communication between the BNG and

CPE

2. The CPE sends a DHCPv6 Solicit message that includes an IA_PD option.

3. The BNG chooses a prefix for the CPE with information from an external AAA server

or from a local prefix pool.

4. TheBNGsendsanAdvertisemessage to theCPE.Themessage includes thedelegated

prefix, an IA_PDoption, andan IA_PDprefix option. Theprefix length in the IA_PDprefix

option is 48. Themessage can also contain other configuration information, such as

amaximum lease time.

5. The CPE sends a Requestmessage to the BNG. Themessage requests the prefix that

was advertised.

6. The BNG returns the delegated prefix to the CPE in a Reply message. This message

also contains the delegated prefix, an IA_PD option, and an IA_PD prefix option. The

prefix length in the IA_PD prefix option is 48. Themessage can also contain other

configuration information, such as amaximum lease time.

7. The CPE uses the delegated prefix to allocate global IPv6 addresses to host devices

on thesubscriber network. It canuse router advertisements,DHCPv6, or acombination

of these twomethods to allocate addresses on the subscriber LAN.

Related
Documentation

Using DHCPv6 Prefix Delegation Overview on page 431•
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• Example: Configuring a Dual Stack That Uses ND/RA and DHCPv6 Prefix Delegation

Over PPPoE on page 554

Methods for Obtaining IPv6 Prefixes for DHCPv6 Prefix Delegation

You can set up the BNG to select IPv6 prefixes to be delegated to the requesting router

in one the following ways:

• An external source such as a AAA RADIUS server or a DHCP server using the DHCPv6

relay agent.

• Dynamic assignment from a local pool of prefixes that is configured on the BNG

Youcan specify thenameofadelegatedpool touse for prefix delegation,whichmeans

that you do not need to use AAA to obtain the pool name. In this configuration, if you

havealso specifiedapoolmatchorder, the specifieddelegatedpool takesprecedence.

Using a AAA RADIUS Server to Obtain IPv6 Prefixes for Prefix Delegation

When the BNG needs to obtain a prefix for DHCPv6 prefix delegation, it uses the values

in one of the following RADIUS attributes:

• Delegated-IPv6-Prefix—The attribute (123) contains an IPv6 prefix that the BNG can

send to the CPE.

• Jnpr-IPv6-Delegated-Pool-Name—The attribute (VSA 26-161) contains the name of

an address-assignment pool configured on the BNG fromwhich the BNG can select a

prefix to send to the CPE.

Both attributes are sent from the RADIUS server to the BNG in RADIUS Access-Accept

messages.

Related
Documentation

• Using DHCPv6 Prefix Delegation Overview on page 431

• Selecting the Method of Obtaining IPv6 Prefixes on page 444

• Configuring an Address-Assignment Pool for Use by DHCPv6 Prefix Delegation on

page 525
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CHAPTER 47

Using Both DHCPv6 IA_NA and DHCPv6
Prefix Delegation to Provide IPv6WAN
Link and Subscriber LAN Addressing

• Using DHCPv6 IA_NA with DHCPv6 Prefix Delegation Overview on page 435

• DHCPv6 Options in a DHCPv6Multiple Address Environment on page 436

• Methods for Obtaining Addresses for Both DHCPv6 Prefix Delegation and DHCPv6

IA_NA on page 436

• Multiple DHCPv6 IA_NA and IA_PD Requests per Client Interface on page 438

Using DHCPv6 IA_NAwith DHCPv6 Prefix Delegation Overview

You can use DHCPv6 IA_NA to assign a global IPv6 address to the CPEWAN link and

DHCPv6 prefix delegation to provide prefixes for use on the subscriber LAN. DHCPv6

IA_NA and DHCPv6 prefix delegation are done in a single DHCPv6 session. If the CPE

sends both the IA_NA and IA_PD options in the same DHCPv6 Solicit message, the BNG

returns both a single IPv6/128 address and an IPv6 prefix.

When at least one address is successfully allocated, the router creates a subscriber entry

andbinds the entry to the assignedaddress. If both addresses are successfully allocated,

the router creates a single subscriber entry and binds both addresses to that entry.

Lease Times and Session Timeouts for DHCPv6 IA_NA and DHCPv6 Prefix Delegation

WhenyouuseDHCPv6 IA_NAtogetherwithDHCPv6prefixdelegation, note the following

about session timeouts and lease times:

• A session timeout fromAAAhas the highest precedence and overrides local pool lease

times.

• For DHCPv6 local server, the minimum lease time associated with an address pool

takes precedence over pools with longer lease times. For example, if a CPE obtains an

IA_NA address from a pool with a lease time of 3600, and a prefix from a pool with a

lease time of 7200, the lease time returned in the Reply message from the BNG is

3600.

• If AAA does not return a session timeout and the address pool does not have a

configured lease time, the default setting of 86,400 (one day) is used.
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Related
Documentation

Using DHCPv6 IA_NA to Provide IPv6WAN Link Addressing Overview on page 429•

• Using DHCPv6 Prefix Delegation Overview on page 431

• Design1: IPv6AddressingwithDHCPv6IA_NAandDHCPv6PrefixDelegationonpage445

• Example: Configuring a Dual Stack That Uses DHCPv6 IA_NA and DHCPv6 Prefix

Delegation over PPPoE on page 531

DHCPv6Options in a DHCPv6Multiple Address Environment

In a DHCPv6 environment, DHCPv6 clients can use a single DHCPv6 Solicit message to

requestmultiple addresses (for example, IA_NAaddress, IA_PDaddress, or both), aswell

as the DNS server address (DHCPv6 attribute 23). When a client requests multiple

addresses, DHCPv6 uses the following guidelines to determine howoptions are returned

to the client.

• DNS server address—Whenever a client requests an IA_PD address (either alone or

with an IA_NA address) and also requests a DNS server address, DHCPv6 returns a

DNS address only when one is specified in the IA_PD pool. If the IA_PD pool does not

includeaDNSaddress,DHCPv6 ignoresanyDNSaddressconfigured in the IA_NApool.

If the client requests an IA_NA address (but not an IA_PD address) and also a DNS

server address, DHCPv6 returns a DNS address if one is configured in the IA_NA pool.

• Lease time—DHCPv6 returns the shortest value of the lease times configured in the

IA_NApool, the IA_PDpool, and authd. DHCPv6 uses this value to set the lifetimes and

the Renew and Rebind timers.

NOTE: By default, DHCPv6 local server returns the DNS server address as a
global DHCPv6 option. You can override the current default behavior if you
want DHCPv6 to return the DNS server address at the suboption level.

Related
Documentation

Using DHCPv6 IA_NA with DHCPv6 Prefix Delegation Overview on page 435•

• Methods for Obtaining Addresses for Both DHCPv6 Prefix Delegation and DHCPv6

IA_NA on page 436

• Overriding How the DNS Server Address Is Returned in a DHCPv6Multiple Address

Environment on page 639

Methods for Obtaining Addresses for Both DHCPv6 Prefix Delegation and DHCPv6
IA_NA

You can set up theBNG to select global IPv6 addresses to bedelegated to the requesting

router in one the following ways:

• An external source such as a AAA RADIUS server or a DHCP server using the DHCPv6

relay agent.
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• Dynamic assignment from a local pool of prefixes or global IPv6 addresses that is

configured on the BNG

Address assignment for prefix delegation and IA_NA are independent. For example, you

can use AAA RADIUS for DHCPv6 IA_NA, and use a local pool for prefix delegation.

Address Pools for DHCPv6 Prefix Delegation and DHCPv6 IA_NA

You need two separate address pools for prefix delegation and IA_NA. The pool used for

IA_NA contains /128 addresses, and the pool for prefix delegation contains /56 or /48

addresses.

You can specify the name of a delegated pool to use for prefix delegation, which means

that you do not need to use AAA to obtain the pool name. In this configuration, if you

have also specified a pool match order, the specified delegated pool takes precedence.

You can configure pool attributes so that the IA_NA pool and the prefix delegation pool

canspecifydifferentSIPservers forDNSaddresses.DHCPv6options that theBNGreturns

to theCPEarebasedon thepool fromwhich theaddresseswereallocated.Theseoptions

that are returned are based on the DHCPv6Option Request option (ORO), which can be

configured globally or within the IA_NA and IA_PD request.

Using a AAA RADIUS Server to Obtain IPv6 Addresses and Prefixes

WhentheBNGneeds toobtainaglobal IPv6address for theCPEWANlinkandaDHCPv6

prefix, it uses the values in one of the following RADIUS attributes:

• Framed-IPv6-Prefix—Theattribute contains a global IPv6 address and aprefix. A prefix

length of 128 is associated with the global IPv6 address. Prefix lengths less than 128

are associated with prefixes.

• Framed-IPv6-Pool—The attribute contains the name of an address-assignment pool

configured on the BNG, fromwhich the BNG can select a global IPv6 address or an

IPv6 prefix to send to the CPE.

Both attributes are sent from the RADIUS server to the BNG in RADIUS Access-Accept

messages.

Junos OS Predefined Variable for Multiple DHCPv6 Address Assignment

ToconfiguredynamicDHCPv6addressassignment forbothDHCPv6 IA_NAandDHCPv6

prefix delegation, use the $junos-subscriber-ipv6-multi-address predefined variable In

your dynamic profile. You use this variable in place of the$junos-subscriber-ipv6-address

variable, which supports a single IPv6 address or prefix. The

$junos-subscriber-ipv6-multi-address variable is applied as a demultiplexing source

address, and is expanded to include both the host and prefix addresses.

You include the$junos-subscriber-ipv6-multi-address variableat the [editdynamic-profile

profile-name interfaces interface-nameunit logical-unit-number family inet6demux-source]

hierarchy level.
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Related
Documentation

Using DHCPv6 IA_NA with DHCPv6 Prefix Delegation Overview on page 435•

• DHCPv6 Options in a DHCPv6Multiple Address Environment on page 436

• Configuring an Address-Assignment Pool for Use by DHCPv6 Prefix Delegation on

page 525

• Configuring an Address-Assignment Pool for Use by DHCPv6 IA_NA on page 526

Multiple DHCPv6 IA_NA and IA_PD Requests per Client Interface

DHCPv6 relay agent supportsmultiple IA_NAand IA_PD requestswithin a singleDHCPv6

Solicit message. The requests can be any combination of IA_NA and IA_PD addresses,

up to amaximum of eight requests. As part of the multiple IA request support, each

address lease is assigned its own lease time expiration, independent of the other leases.

The use of independent lease timers ensures thatwhen one lease is torn down, the other

active leasesaremaintained.Youcanuse the showdhcpv6relaybindingand showdhcpv6

relay binding detail commands to display the status of the individual lease times.

The DHCPv6 support for multiple IA requests enables you to use prefix delegation to

designate blocks of addresses, as described inRFC3633, IPv6PrefixOptions for DHCPv6.

For example, youmightwant todelegatemultipleaddressblocks toacustomerpremises

equipment (CPE) router as ameans to simplify flow classification and service

monetization in your IPv6 environment.

Related
Documentation

• show dhcpv6 relay binding on page 1759

Copyright © 2018, Juniper Networks, Inc.438

Broadband Subscriber Sessions Feature Guide



CHAPTER 48

Using DHCPv6 Prefix Exclude

• Understanding Support for DHCPv6 Prefix Exclude Option on page 439

Understanding Support for DHCPv6 Prefix Exclude Option

You can use the Dynamic Host Configuration Protocol v6 (DHCPv6) prefix delegation

to automate the delegation of IPv6 prefixes to the customer premises equipment (CPE)

devices. With prefix delegation, a delegating router - the broadband network gateway

(BNG) router, delegates IPv6 prefixes to a requesting router such as a CPE device. The

requesting router then uses the prefixes to assign global IP addresses to the devices on

the subscriber LAN. The requesting router can also assign subnet addresses to subnets

on the LAN.DHCPv6prefix delegation is usefulwhen thedelegating router does not have

information about the topology of the networks inwhich the requesting router is located.

In such cases, the delegating router requires only the identity of the requesting router to

choose a prefix for delegation. DHCPv6 prefix delegation replaces the need for NAT in

an IPv6 network.

Figure8onpage432showshowDHCPv6prefixdelegation isused inadual-stacknetwork.

Figure 9: Delegated Addressing in a Dual-Stack Network Using DHCPv6
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DHCPv6 prefix delegation operates as follows:

1. Adelegating router is providedwith IPv6prefixes tobedelegated to requesting routers.

These prefixes can come from a local address-assignment pool or an external AAA

server.

Each prefix has an associated valid and preferred lifetime, which can be extended.

2. A requesting router requests one or more prefixes from the delegating router.

3. The delegating router chooses prefixes for delegation, and responds with prefixes to

the requesting router.

4. The requesting router is then responsible for the delegated prefixes.

The address allocation mechanism in the subscriber network can be performed with

ICMPv6 Neighbor Discovery Protocol (NDP) in router advertisements, DHCPv6, or a

combination of these twomethods.

The requesting router cannot use a sub-prefix of the delegated prefix assigned to it by

the delegating router to the link between the delegating router and the requesting router.

Because of this limitation, there are usually two routes to the CPE device. One is the

delegated prefix, for the customer site behind the CPE device and the other for the link

between the requesting router and the delegating router. To overcome this, Junos OS

allows theexclusionofonespecificprefix fromadelegatedprefix setwhileusingDHCPv6

based prefix delegation as described in RFC 6603. This excluded prefix is used as the

link between the delegating router and the requesting router. This prefix link is intended

for use in networks where each requesting router is in its own Layer 2 domain.

To support prefix exclude delegation, the requesting router includes the Option Request

option(ORO)with thePD_Excludeoption in thesolicit, request, renew,or rebindmessage

to inform the delegating router about the support for the prefix delegation. When the

Juniper Networks router acting as the DHCP server receives thesemessage and finds the

exclude prefix option (option67) inORO, it decides the prefix to be excluded. (The length

of the prefix to be excluded is bigger than the delegated prefix length.) The excluded

prefix is then added in the IA_Prefix options. The DHCP server acting as relay forwards

the requested option to the server and relays the excluded prefix, assigned by the server,

back to the client.

To exclude a prefix length in a DHCP server, configure the exclude-prefix-len statement

at the [edit access address-assignment pool pool-name family dhcpv6 dhcp-attributes]

hierarchy level. The length of the prefix can range from 1 through 128.

If the DHCP server supporting the exclude prefix wants the client to request for a prefix

exclude after reconfiguration, then you can configure thesupport-option-pd-exclude

statement either at the [edit system services dhcp-local-server dhcpv6] hierarchy level

or at the [edit system services dhcp-local-server dhcpv6 group group-name] hierarchy

level.
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Configuring DHCPv6 Prefix Exclude Option

To configure DHCPv6 prefix exclude:

1. Configure the prefix length to be excluded fromadelegated prefix set pool. This prefix

is usedas the linkbetween thedelegating router and the requesting router. Theexclude

prefix length is bigger than the given prefix length.

[edit access address-assignement pool pool-name family inet6 dhcp-attributes]
user@host# set exclude-prefix-len prefix-length

For example, for prefix delegated in 2001:db8::/32 , configure the exclude prefix as

2001:db8:ffff:fffc::/72 for delegated pool prefix_delegate_pool.

[editaccessaddress-assignmentpoolprefix_delegate_pool family inet6dhcp-attributes]
user@host# set exclude-prefix-len 72

2. Configure PD_Exclude option support in the reconfigure message. In case the server

wants the client to request for the prefix to be excluded after reconfiguration then the

excludeprefixoptionsareadded in theOptionRequestoption (ORO) in the reconfigure

message.

[edit system services dhcp-local-server dhcpv6 reconfigure]
user@host# set support-option-pd-exclude

3. Configure PD_Exclude option support in the reconfigure message for a given group.

[edit system services dhcp-local-server dhcpv6 group group-name reconfigure]
user@host# set support-option-pd-exclude

Related
Documentation

• dhcp-attributes on page 1073

• reconfigure on page 1411
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CHAPTER 49

Designs for IPv6 Addressing in a
Subscriber Access Network

• Selecting the Type of Addressing Used on the CPE on page 443

• Selecting theMethodofProvisioningaGlobal IPv6Address for theWANLinkonpage443

• Selecting the Method of Assigning Global IPv6 Addresses to Subscribers on page 444

• Selecting the Method of Obtaining IPv6 Prefixes on page 444

• Design1: IPv6AddressingwithDHCPv6IA_NAandDHCPv6PrefixDelegationonpage445

• Design 2: IPv6 Addressing with NDRA and DHCPv6 Prefix Delegation on page 446

• Design 3: IPv6 Addressing with NDRA on page 447

• Design 4: IPv6 Addressing with DHCPv6 Prefix Delegation and No NDRA

Prefix on page 448

Selecting the Type of Addressing Used on the CPE

In some networks, you do not need to assign a global IPv6 address on the CPEWAN link.

Your decision depends on the type of CPE being used:

• If theCPE ispurchasedby the subscriber, and is not adevice specifically recommended

by the service provider, you need to assign a global IPv6 address that can be routed

on the Internet.

• If the CPE is supplied by or recommended by the service provider, you can use the

loopback interface to manage the CPE.

In this case, you can use a link-local address or you can use an address that is derived

from DHCPv6 prefix delegation.

Related
Documentation

IPv6 Addressing Requirements for a Subscriber Access Network on page 418•

Selecting theMethod of Provisioning a Global IPv6 Address for theWAN Link

To assign a global IPv6 address to theWAN link of the CPE device, you can choose one

of the methods described in Table 45 on page 444.
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Table 45: Choosing the Global IPv6 Address ProvisioningMethod for theWAN Link

DHCPv6 IA_NA FeaturesNDRA Features

Provides a single IPv6/128 address to theWAN interface of the CPE
by the BNG acting as a DHCPv6 server.

Provides address autoconfiguration of theWAN link
by means of router advertisements.

Supported on PPPoE and DHCP access networks.Supported on PPPoE access networks.

Provides theability touseoneDHCPv6message tosolicit bothaglobal
IPv6address for theWANlink, andaprefixused toprovisionaddresses
on the subscriber LAN.

Provides duplicate prefix prevention.

--Use if the CPE does not support DHCP.

Related
Documentation

IPv6 Addressing Requirements for a Subscriber Access Network on page 418•

• Using NDRA to Provide IPv6WAN Link Addressing Overview on page 425

• Using DHCPv6 IA_NA to Provide IPv6WAN Link Addressing Overview on page 429

Selecting theMethod of Assigning Global IPv6 Addresses to Subscribers

BESTPRACTICE: For addressingon the subscriber LAN,we recommend that
you provision a global IP address for each device on the LAN. IPv6 was
designed to allow every IP-capable device on a subscriber LAN to obtain a
globally uniqueaddress,whichavoids theuseofNATbetween thesubscriber
LAN and the service provider.

DHCPv6 prefix delegation automates the delegation of IPv6 prefixes to the CPE. The

CPE can then use these prefixes to assign global IPv6 addresses for use in a subscriber

LAN. DHCPv6 prefix delegation is useful when the delegating router (the BNG) does not

have information about the topology of the networks in which the requesting router (the

CPE) is located. In such cases, the delegating router requires only the identity of the

requesting router to choose a prefix for delegation.

Related
Documentation

Using DHCPv6 Prefix Delegation Overview on page 431•

• Using DHCPv6 IA_NA with DHCPv6 Prefix Delegation Overview on page 435

Selecting theMethod of Obtaining IPv6 Prefixes

You can set up the BNG to select IPv6 prefixes through one of the following methods:

• An external source such as a AAA RADIUS server or a DHCP server using the DHCPv6

relay agent.
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• Dynamic assignment from a local pool of global IPv6 addresses or prefixes that is

configured on the BNG

Using a AAA RADIUS Server to Obtain Global IPv6 Addresses and IPv6 Prefixes

Table 46 on page 445 describes the RADIUS attributes used in a dual-stack network.

These attributes are sent from the RADIUS server to the BNG in RADIUS Access-Accept

messages.

Table 46: RADIUS Attributes Used to Obtain Global IPv6 Addresses and IPv6 Prefixes

Attribute DescriptionAddress Assignment TypeRADIUS Attribute

IPv6 prefix with a prefix length less than 128.NDRAFramed-IPv6-Prefix

IPv6 prefix with a length of 128.DHCPv6 IA_NA

NameofanNDRApoolconfiguredon theBNGfromwhich
the BNG selects a prefix.

NDRAFramed-IPv6-Pool

Name of an address-assignment pool configured on the
BNG fromwhich the BNG selects a global IPv6 address.

DHCPv6 IA_NA

IPv6 prefix.DHCPv6 prefix delegationDelegated-IPv6-Prefix

Name of an address-assignment pool configured on the
BNG fromwhich the BNG delegates a prefix.

DHCPv6 prefix delegationJnpr-IPv6-Delegated-Pool-Name

Related
Documentation

IPv6 Addressing Requirements for a Subscriber Access Network on page 418•

• Using DHCPv6 Prefix Delegation Overview on page 431

Design 1: IPv6 Addressing with DHCPv6 IA_NA and DHCPv6 Prefix Delegation

This design (Figure 10 on page 446) uses DHCPv6 IA_NA and DHCPv6 prefix delegation

in your subscriber access network as follows:

• DHCPv6 IA_NA is used to assign a global IPv6 address on theWAN link. The address

can come from a local pool or AAA RADIUS.

• DHCPv6 prefix delegation is used for host device addressing. The delegated prefix can

come from a local pool or from AAA RADIUS. The CPE uses the delegated prefix for

subscriber addressing. The CPE can use NDRA or DHCPv6 to allocate IPv6 addresses

on the LAN.
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Figure 10: Subscriber Access Network with DHCPv6 IA_NA and DHCPv6
Prefix Delegation
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Related
Documentation

Example: Configuring a Dual Stack That Uses DHCPv6 IA_NA and DHCPv6 Prefix

Delegation over PPPoE on page 531

•

• Using DHCPv6 IA_NA with DHCPv6 Prefix Delegation Overview on page 435

Design 2: IPv6 Addressing with NDRA and DHCPv6 Prefix Delegation

This design (Figure 11 on page 447) uses NDRA and DHCPv6 prefix delegation in your

subscriber access network as follows:

• NDRA addressing is used to provision a global IPv6 address on theWAN link. IPv6

prefixes for NDRA come from a local pool or AAA RADIUS.

• DHCPv6 prefix delegation is used for host device addressing. The delegated prefix can

come from a local pool or from AAA RADIUS. The CPE uses the delegated prefix for

subscriber addressing. The CPE can use NDRA or DHCPv6 to allocate IPv6 addresses

on the LAN.
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Figure 11: Subscriber Access Network with NDRA and DHCPv6 Prefix
Delegation
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If you have a networkwith a combination of subscriber LANs and single PCs, you can use

a combination of design 2 and design 3.

Related
Documentation

Example: Configuring a Dual Stack That Uses ND/RA and DHCPv6 Prefix Delegation

Over PPPoE on page 554

•

• HowNDRAWorks in a Subscriber Access Network on page 426

• Using DHCPv6 Prefix Delegation Overview on page 431

Design 3: IPv6 Addressing with NDRA

In this design (Figure 12 on page 447), NDRA is used for addressing a global IPv6 on the

WAN link with prefixes from a local pool or AAA RADIUS. The PC does not need a

delegated prefix.

Figure 12: Subscriber Access Network with NDRA
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If you have a networkwith a combination of subscriber LANs and single PCs, you can use

a combination of Design 2 and Design 3.

Related
Documentation

Example: Configuring a Dual Stack That Uses ND/RA Over PPPoE on page 578•
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• HowNDRAWorks in a Subscriber Access Network on page 426

Design 4: IPv6 Addressing with DHCPv6 Prefix Delegation and No NDRA Prefix

In this design (Figure 13 on page 448), the CPE is a model that is sold by or specified by

the service provider. The CPE uses an unnumberedWAN interface. The BNG delegates

an IPv6 prefix to the CPE with DHCPv6 prefix delegation. The CPE uses the delegated

prefix for subscriberaddressing. It canuseNDRAorDHCPv6toallocate the IPv6addresses

on the LAN.

Figure 13: Subscriber Access Network with DHCPv6 Prefix Delegation
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Related
Documentation

• Using DHCPv6 Prefix Delegation Overview on page 431
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CHAPTER 50

Dual-Stack Access Models in a DHCP
Network

• IPv4 and IPv6 Dual Stack in a DHCP Access Network on page 449

• AAA Service Framework in a Dual Stack over a DHCP Access Network on page 450

• Dual-Stack Interface Stack in a DHCPWholesale Network on page 451

• Single-Session DHCP Dual-Stack Overview on page 452

• Single-Session DHCP Local Server Dual-Stack Overview on page 454

• Configuring Single-Session DHCP Dual-Stack Support on page 456

• Verifying and Managing DHCP Dual-Stack Configuration on page 458

IPv4 and IPv6 Dual Stack in a DHCP Access Network

Figure 14 on page449 shows adual-stack interface stack in aDHCPaccess network. The

IPv4 family (inet) and the IPv6 family (inet6) can reside on the same VLAN interface.

Figure 14: Dual-Stack Interface Stack over a DHCP Access Network
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NOTE: When you are using IPv4 and IPv6 dual stack on the same DHCP
interface, youmust configure one dynamic profile for both the IPv4 and IPv6
subscribers. Youcannot run IPv4and IPv6subscriber sessionsover the same
interface if you configure separate dynamic profiles for IPv4 and IPv6.

Support for Demultiplexing Interfaces

IPv4 and IPv6 dual stack is supported on VLAN demultiplexing (demux) interfaces. Dual

stack is not supported on IP demux interfaces.
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Related
Documentation

Basic Architecture of a Subscriber Access Dual-Stack Network on page 415•

• AAA Service Framework in a Dual Stack over a DHCP Access Network on page 450

• Dual-Stack Interface Stack in a DHCPWholesale Network on page 451

AAA Service Framework in a Dual Stack over a DHCP Access Network

Youcanuse theAAAServiceFramework for all authentication, authorization, accounting,

addressassignment, anddynamic request services that theBNGuses for networkaccess.

The framework supports authentication and authorization through external RADIUS

servers. It also supports accounting anddynamic-request change of authorization (CoA)

and disconnect operations through external servers, and address assignment through a

combination of local address-assignment pools and RADIUS servers.

The BNG interacts with external servers to determine how individual subscribers access

the broadband network. The BNG can also obtain information from external servers for

the following:

• How subscribers are authenticated.

• How accounting statistics are collected and used.

• How dynamic requests, such as CoA, are handled.

As shown in Figure 15 on page 450, an implementation of dual stack over a DHCP access

network, thereareseparateAAAsessions for IPv4and IPv6authenticationandaccounting.

Figure 15: AAA Service Framework in a Dual Stack over a DHCP Access
Network
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Collection of Accounting Statistics in a DHCP Access Network

AAA provides support for IPv4 and IPv6 statistics in separate accounting sessions.

The following RADIUS attributes are included by default (when available) in Acct-Start,

Interim, and Acct-Stopmessages:

• Framed-IPv6-Prefix

• Framed-IPv6-Pool

• Delegated-Ipv6-Prefix

• Framed-IPv4-Route

• Framed-IPv6-Route
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You can configure the BNG to exclude these attributes in accounting Acct-Start and

Acct-Stopmessages.

Change of Authorization (CoA)

RADIUS servers can initiate dynamic requests to theBNG.Dynamic requests includeCoA

requests, which specify VSAmodifications and service changes.

In youraccessprofile configuration, youspecify the IPaddressesofRADIUSauthentication

servers that can initiate dynamic requests to the router. The list of authentication servers

alsoprovidesRADIUS-baseddynamicserviceactivationanddeactivationduringsubscriber

login.

Related
Documentation

IPv4 and IPv6 Dual Stack in a DHCP Access Network on page 449•

Dual-Stack Interface Stack in a DHCPWholesale Network

Figure 16 on page 451 shows a dual-stack interface stack in a DHCPwholesale network.

In this scenario, the IPv4 and IPv6 demux interfaces are configured on the same VLAN

interface. The demux interfaces are configured in a separate logical system:routing

instance.

Figure 16: Dual-Stack Interface Stack in a DHCPWholesale Network
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Related
Documentation

IPv4 and IPv6 Dual Stack in a DHCP Access Network on page 449•

• AAA Service Framework in a Dual Stack over a DHCP Access Network on page 450
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Single-Session DHCPDual-Stack Overview

Junos OS supports a single-session DHCP dual-stack, which simplifies management of

dual-stack subscribers, and improves performance and session requirements when

compared to the traditional dual-stack support.

In a DHCP dual-stack environment, a DHCP server supports both DHCPv4 and DHCPv6

subscribers. The DHCP server provides services, such as authentication and accounting,

for both theDHCPv4andDHCPv6 legsof thedual-stack. In a traditional implementation,

the two legs of the dual-stack legs are viewed as being independent. The presence of

separate legs forDHCPv4andDHCPv6creates inefficiencies, sinceseparate, andmultiple,

sessions can be required to provide similar support for each leg of the dual-stack. For

example, to provide authentication for a traditional dual-stack over a dynamic VLAN

requires three separate sessions, one for DHCPv4, one for DHCPv6, and one for the

authenticated dynamic VLAN. Similarly, multiple sessions might be required as well, for

dual-stack accounting operations.

In the dual-stack over a dynamic VLAN, the single-session dual-stack requires only a

single session for authentication, as opposed to the three sessions required for the

traditional dual-stack configuration. Accounting support for the dual-stack also uses a

single session. In addition to reducing thenumber of sessions required, the single-session

featurealso simplifies router configuration, reducesRADIUSmessage load, and improves

accounting session performance for households with dual-stack environments.

In the single-session dual-stack environment, the first DHCP session that negotiateswill

trigger thedynamicVLANcreation (if required)and is authorizedat theDHCPapplication.

The second leg of the dual-stack is held off until the authorization point is complete.

When the second legof thedual stack is established, theDHCPclient inherits all common

subscriber database values, such as circuit-id, remote-id, username, and interface name

from the first leg.

Figure 17:DHCPDualStackSingle-SessionSubscriberDeploymentModel
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In Figure 17 on page 452, single subscriber session is established for dual-stack user.

To configure single-session dual-stack subscriber settings, you use the dual-stack-group

statement at the [edit forwarding-options dhcp-relay] hierarchy level to create a named

group that specifies the values for dual stack subscribers. Then, you use the dual-stack

statementat the [edit forwarding-optionsdhcp-relay ... overrides]hierarchy level to specify

thenameof thedual stackgroupandassign thegroup to subscribers at theglobal, group,

or interface level.

Youcanconfigure the followingcommonDHCPsettings for thesingle-sessiondual-stack

model. In most cases, these settings are similar to those used for separate DHCPv4 and

DHCPv6 legs in a traditional dual-stack configuration.

• access-profile—Accessprofile thatprovidesauthenticationandaccountingparameters

for the dual-stack group that take precedence over those configured in a global access

profile or in a profile configured for the DHCP relay agent.

• authentication—Authentication-relatedparameters (suchaspasswordandusername)

the router sends to the external AAA server.

The dual-stack authentication stanza is identical to the [edit forwarding-options

dhcp-relay dhcpv6] stanza, with the added benefit that when the username-include

configuration syntax is used for the DHCPv4 leg of the dual-stack, the

relay-agent-interface-id is equivalent to the DHCPv4 option-82 circuit-id statement,

and the relay-agent-remote-id is equivalent to the DHCPv4 option-82 remote-id

statement. You do not have to configure the two DHCPv4 options separately.

• dynamic-profile—Dynamic profile that is attached to all interfaces, to a named group

of interfaces, or to a specific interface.

• relay-agent-interface-id—Includes Relay Agent Interface-ID (option 18) in DHCPv6

packets destined for the DHCPv6 server.

For the DHCPv4 leg of the dual-stack, this statement includes the DHCPv4 option-82

circuit-id in packets destined for the DHCPv4 server.

• relay-agent-remote-id—IncludesRelayAgentRemote-ID(option37) inDHCPv6packets

destined for a DHCPv6 server.

For the DHCPv4 leg of the dual-stack, this statement includes the DHCPv4 option-82

remote-id in packets destined for the DHCPv4 server.

• service-profile—Dynamicprofile for thedefault subscriber service (or thedefaultDHCP

clientmanagement service), which is activatedwhen the subscriber (or client) logs in.

Related
Documentation

Configuring Single-Session DHCP Dual-Stack Support on page 456•
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Single-Session DHCP Local Server Dual-Stack Overview

Junos OS supports a single-session DHCP local server dual-stack, which simplifies

management of dual-stack subscribers, and improves performance and session

requirements when compared to the traditional dual-stack support.

In a DHCP dual-stack environment, a DHCP server supports both DHCPv4 and DHCPv6

subscribers. The DHCP server provides services, such as authentication and accounting,

for both theDHCPv4andDHCPv6 legsof thedual-stack. In a traditional implementation,

the two legs of the dual-stack legs are viewed as being independent. The presence of

separate legs forDHCPv4andDHCPv6creates inefficiencies, sinceseparate, andmultiple,

sessions can be required to provide similar support for each leg of the dual-stack. For

example, to provide authentication for a traditional dual-stack over a dynamic VLAN

requires three separate sessions, one for DHCPv4, one for DHCPv6, and one for the

authenticated dynamic VLAN. Similarly, multiple sessions might be required as well, for

dual-stack accounting operations.

In the dual-stack over a dynamic VLAN, the single-session dual-stack requires only a

single session for authentication, as opposed to the three sessions required for the

traditional dual-stack configuration. Accounting support for the dual-stack also uses a

single session. In addition to reducing thenumber of sessions required, the single-session

featurealso simplifies router configuration, reducesRADIUSmessage load, and improves

accounting session performance for households with dual-stack environments.

In the single-session dual-stack environment, the first DHCP session that negotiateswill

trigger thedynamicVLANcreation (if required)and is authorizedat theDHCPapplication.

The second leg of the dual-stack is held off until the authorization point is complete.

When the second legof thedual stack is established, theDHCPclient inherits all common

subscriber database values, such as circuit-id, remote-id, username, and interface name

from the first leg.

Figure 18:DHCPDualStackSingle-SessionSubscriberDeploymentModel
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In Figure 17 on page 452, single subscriber session is established for dual-stack user.

To configure single-session dual-stack subscriber settings, you use the dual-stack-group

statement at the [edit system services dhcp-local-server] hierarchy level to create a

named group that specifies the values for dual stack subscribers. Then, you use the

dual-stack statementat the [edit systemservicesdhcp-local-server ... overrides]hierarchy

level to specify the name of the dual stack group and assign the group to subscribers at

the global, group, or interface level.

Youcanconfigure the followingcommonDHCPsettings for thesingle-sessiondual-stack

model. In most cases, these settings are similar to those used for separate DHCPv4 and

DHCPv6 legs in a traditional dual-stack configuration.

• access-profile—Accessprofile thatprovidesauthenticationandaccountingparameters

for the dual-stack group that take precedence over those configured in a global access

profile or in a profile configured for the DHCP local server.

• authentication—Authentication-relatedparameters (suchaspasswordandusername)

the router sends to the external RADIUS server.

• classification-key—Classification key defines mechanism to be used to identify a dual

stack household.

• dual-stack-interface-client-limit—Limits the number of dual stack subscribers login

per interface.

• dynamic-profile—Dynamic profile that is attached to all interfaces, to a named group

of interfaces, or to a specific interface.

• on-demand-address-allocation—Designates whether or not on-demand address

allocation mode is forced for a dual-stack subscriber.

If this configuration is not present, all IP addresses and prefixes for IPv4 and IPv6

families of a dual stack subscriber will be pre-allocated when the first leg of a dual

stack subscriber initially logs in.

If this configuration is presentwhen the first leg of a dual-stack subscriber initially logs

in, RADIUS authentication is performed (if configured) and the IP address and prefix

of this first family only will be allocated. The IP address and prefix for the other family

will not be allocated unless the other family leg subsequently initially logs in.

NOTE: The IP address allocation for the second family is informed by the
RADIUSauthentication previously performed at the time of the first family
login.

• protocol-master—Protocol-master configurationdesignateseither a IPv4or IPv6 family

for a dual stack subscriber. The secondary family client binding login-inwill be rejected

until a valid client binding is in place for the protocol-master family.

CAUTION: If the secondary family binding is logged out for any reason,
then only the secondary family binding will be torn down.
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If the protocol-master family binding is logged out for any reason, then the
correspondingbindingsforboththeprotocol-masterandsecondary families
will be torn down.

• service-profile—Dynamicprofile for thedefault subscriber service (or thedefaultDHCP

clientmanagement service), which is activatedwhen the subscriber (or client) logs in.

Related
Documentation

access-profile on page 971•

• authentication (DHCP Local Server) on page 1013

• dynamic-profile (DHCP Local Server) on page 1137

• service-profile (DHCP Local Server) on page 1476

• on-demand-address-allocation on page 1309

• protocol-master on page 1383

• dual-stack-group (DHCP Local Server) on page 1128

• dhcp-local-server on page 1075

• clear dhcpv6 server binding on page 1607

• clear dhcp server binding on page 1597

• show network-access aaa subscribers on page 1867

• show subscribers on page 1942

• show dhcpv6 server binding on page 1771

• show dhcp server binding on page 1748

Configuring Single-Session DHCPDual-Stack Support

Configuring single-session dual-stack support is a two-step process. You first create the

dual-stack group that specifies the configuration parameters that are shared between

the DHCPv4 and DHCPv6 legs of the DHCP dual stack. Then, you attach the dual-stack

group to DHCP subscriber interfaces by overriding the default DHCP configurations for

the DHCPv4 andDHCPv6 subscribers. Youmust reference the dual-stack group for both

legs of the dual stack. If you attach the group to one leg only, the router rejects the other

leg. Youcanattach thedual-stackgroupglobally, for a specifiedDHCPgroupof interfaces,

or for a specific interface.

To configure single-session dual-stack group support.

1. Specify that you want to configure DHCP relay agent.

[edit forwarding-options]
user@host# edit dhcp-relay

2. Create and name the dual-stack group.
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[edit forwarding-options dhcp-relay]
user@host# edit dual-stack-group dual-stack-group-name

3. Attach an access profile to the dual-stack group to override the corresponding

authentication and accounting properties configured in a global access profile or

DHCP relay agent access profile.

[edit forwarding-options dhcp-relay dual-stack-group dual-stack-group-name
user@host# set access-profile profile-name

See “Attaching Access Profiles to DHCP Subscriber Interfaces or DHCP Client

Interfaces” on page 356.

4. Configure theauthenticationusernamevaluesandpassword for thedual-stackgroup.

[edit forwarding-options dhcp-relay dual-stack-group dual-stack-group-name]
user@host# edit authentication

See “Using External AAA Authentication Services with DHCP” on page 305.

• Configure the unique username.

[edit forwarding-options dhcp-relay dual-stack-group dual-stack-group-name
authentication]

user@host# set username-include <username-include-configuration>

See “Creating Unique Usernames for DHCP Clients” on page 306.

• Configure the password that authenticates the username to the external

authentication service.

[edit forwarding-options dhcp-relay dual-stack-group dual-stack-group-name
authentication]

user@host# set password password-string

See “Configuring Passwords for Usernames” on page 309.

5. Specify the dynamic profile associated with the dual-stack group.

[edit forwarding-options dhcp-relay dual-stack-group dual-stack-group-name]
user@host# set dynamic-profile <dynamic-profile configuration>

SeeAttachingDynamicProfiles toDHCPSubscriber InterfacesorDHCPClient Interfaces.

6. Specify the service profile associated with the dual-stack group.

[edit forwarding-options dhcp-relay dual-stack-group dual-stack-group-name]
user@host# set service-profile dynamic-profile-name

See Defining Various Levels of Services for DHCP Subscribers.

7. Specify the relay-agent-interface-id for the dual-stack group.

[edit forwarding-options dhcp-relay dual-stack-group dual-stack-group-name]
user@host# set relay-agent-interface-id <relay-agent-interface-id configuration>

See“InsertingDHCPv6Interface-IDOption(Option18) InDHCPv6Packets”onpage492.

457Copyright © 2018, Juniper Networks, Inc.

Chapter 50: Dual-Stack Access Models in a DHCP Network



NOTE: For theDHCPv4 legof thedual-stack, this stepspecifies theOption
82 Agent Circuit ID (suboption 1) for DHCPv4 clients. See “Using DHCP
Relay Agent Option 82 Information” on page 373.

8. Specify the relay-agent-remote-id for the dual-stack group.

[edit forwarding-options dhcp-relay dual-stack-group dual-stack-group-name]
user@host# set relay-agent-remote-id <relay-agent-remote-id-configuration>

See“InsertingDHCPv6Remote-IDOption(Option37) InDHCPv6Packets”onpage493.

NOTE: For theDHCPv4 legof thedual-stack, this stepspecifies theOption
82 Agent Remote ID (suboption 2) for DHCPv4 clients. See “Using DHCP
Relay Agent Option 82 Information” on page 373.

9. Use the override feature to override the default DHCP relay behavior and assign the

dual-stack group to DHCPv4 and DHCPv6 clients. Youmust perform separate steps

for each leg of the dual stack.

• To assign the dual-stack group to DHCPv4 clients:

[edit forwarding-options dhcp-relay]
user@host# set overrides dual-stack dual-stack-group-name

See “Overriding the Default DHCP Relay Configuration Settings” on page 348.

• To assign the dual-stack group to DHCPv6 clients:

[edit forwarding-options dhcp-relay dhcpv6]
user@host# set overrides dual-stack dual-stack-group-name

See “Overriding the Default DHCP Relay Configuration Settings” on page 348.

10. (Optional) Verify your dual-stack group configuration for DHCPv4 and DHCPv6.

See “Verifying and Managing DHCP Dual-Stack Configuration” on page 458.

user@host> show dhcp relay binding
user@host> show dhcpv6 relay binding
user@host> show subscribers

Related
Documentation

Single-Session DHCP Dual-Stack Overview on page 452•

Verifying andManaging DHCPDual-Stack Configuration

Purpose Display information related to the DHCP single-session dual-stack configuration.

Action To display DHCP relay agent binding information for dual-stack clients:•

user@host> show dhcp relay binding detail
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• To display DHCPv6 relay agent binding information for dual-stack clients:

user@host> show dhcpv6 relay binding detail

• To display assigned IP4 and IPv6 addresses for DHCP dual-stack clients:

user@host>show subscribers

• To show IPv4 and IPv6 addresses for a specific session:

user@host>show network-access aaa subscribers session-id session-id session-id
detail

• Toall clear DHCPv4 relay bindings andassociatedDHCPv6bindings for the dual-stack

in the default routing instance. This command does not effect DHCPv6-only stacks

that are not associated with the dual-stack.

user@host>clear dhcp relay binding dual-stack all

Alternatively, you can limit clearing to an address, VLAN interface, logical system, or

routing instance.

• Toclear all DHCPv6 relay bindings andassociatedDHCPv4bindings for the dual-stack

in the default routing instance. This command does not effect DHCPv4-only stacks

that are not associated with the dual-stack.

user@host>clear dhcpv6 relay binding dual-stack all

Alternatively, you can limit clearing to an address, VLAN interface, logical system, or

routing instance.

Related
Documentation

• Single-Session DHCP Dual-Stack Overview on page 452

• Configuring Single-Session DHCP Dual-Stack Support on page 456
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CHAPTER 51

Dual-Stack Access Models in a PPPoE
Network

• IPv4 and IPv6 Dual Stack in a PPPoE Access Network on page 461

• Shared IPv4 and IPv6 Service Sessions on PPP Access Networks on page 464

• AAA Service Framework in a Dual Stack over a PPPoE Access Network on page 464

• RADIUS Accounting Messages for Dual-Stack PPPoE Subscribers on page 466

• Accounting Messages for PPPoE Using NDRA Prefixes on page 467

• Accounting Messages for PPPoE Subscribers That Use DHCPv6 IA_NA

Prefixes on page 472

• Suppressing Accounting Information That Comes from AAA on page 478

• Avoiding Negotiation of IPv6CP in the Absence of an Authorized Address on page 478

IPv4 and IPv6 Dual Stack in a PPPoE Access Network

In a dual-stack architecture with a PPPoE access network that connects the CPE to the

BNG, IPv4 and IPv6 connectivity are provided over a single PPP logical link. The PPP IPv4

control protocol (IPCP) and the IPv6 control protocol (IPv6CP) provide independent

IPv4 and IPv6 connectivity over the logical link.

The BNG and the CPE handle both IPCP and IPv6CP identically and simultaneously over

a single PPP connection. The BNG or the CPE can open and close any Network Control

Protocol (NCP) session without affecting the other sessions. This capability allows for

adynamic setupwhere IPv4 (family inet) and IPv6 (family inet6) sessions canbebrought

up and down individually. As long as one family is active, the subscriber remains active.

Figure 19onpage462showsadual-stack interface stack inaPPPoEaccessnetwork. The

IPv4 family (inet) and the IPv6 family (inet6) can reside on the same PPPoE logical

interfaces. The family inet and family inet6 parts of dynamic profiles are applied, and

services are activated when each individual family is negotiated.
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Figure 19: Dual-Stack Interface Stack over a PPPoE Access Network
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Figure 20 on page 462 shows a dual-stack interface stack over aggregated Ethernet in a

PPPoE access network.

Figure 20: Dual-Stack Aggregated Ethernet Stack over a PPPoE Access
Network
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Support for Demultiplexing Interfaces

IPv4 and IPv6 dual stack is supported on VLAN demultiplexing (demux) interfaces. Dual

stack is not supported on IP demux interfaces.

Determining the Status of CPE in a PPPoE Access Network

In a PPPoE access network, you can enable keepalives to determine the status of the

CPE.

IPV6 Address Provisioning in the PPPoE Access Network

IPv6CP negotiates the interface identifier, which can be used to provision link-local

addresses that are used for direct connectivity between the BNG and the CPE. Because
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PPPoEnegotiatesonly interface IDsanddoesnot negotiate IPv6addresses, PPPoE relies

on other protocols for addressing. The protocols you can use are DHCPv6 and NDRA.

Authentication in a PPPoE Access Network

In a PPPoE network, you can use PAP and CHAP to identify and authenticate the CPE

and subscriber sessions.

You can also use AAA for authentication and authorization through external RADIUS

servers.

Negotiation of Network Control ProtocolsWhen Authorized Addresses Are Unavailable

NCP negotiation is initiated for subscriber sessions by default, even when authorized

addressesarenotavailable. Anexampleof this situation iswhen theDHCPv6 local server

is configured with an override so that the jpppd process never receives an IPv6 address

or prefix from AAA, although the DHCPv6 local server receives a prefix from a delegated

pool. In this situation, the client attempts to negotiate IPv6CP with the jpppd process.

Bydefault,when IPCPnegotiation isattempted foran IPv4-onlyPPPoEsubscriber session

on a dynamic interface, the jpppd process issues a Protocol-Rejectmessage if AAA does

not provide an IPv4 address. However, negotiation is allowed to proceed when the

on-demand-ip-address statement is included at the [edit protocols ppp-service] or [edit

dynamic-profiles profile-name interfaces pp0 unit $junos-interface-unit ppp-options]

hierarchy level.

IPCP negotiation is enabled by default for an IP destination address defined on a static

interface.

In contrast, IPv6CP negotiation is enabled to proceed by default for an IPv6-only session

when AAA has not provided an appropriate IPv6 address or prefix. To prevent endless

client negotiation of IPv6CP, you can alter the behavior by including the

reject-unauthorized-ipv6cp statement at the [edit protocols ppp-service] hierarchy level.

This statement enables the jpppd process to reject the negotiation attempt.

When IPv6CP rejection is enabled, jpppd also issues a Protocol-Reject message when

router advertisement is not enabled in the dynamic profile that instantiates the interface

but only a Framed-IPv6-Prefix attribute is received.

Related
Documentation

AAA Service Framework in a Dual Stack over a PPPoE Access Network on page 464•

• Basic Architecture of a Subscriber Access Dual-Stack Network on page 415

• Configuring a PPPoE Dynamic Profile for Use with DHCP Addressing in a Dual-Stack

Network on page 514

• Configuring a PPPoE Dynamic Profile for Use with NDRA in a Dual-Stack Network on

page 517

• Avoiding Negotiation of IPv6CP in the Absence of an Authorized Address on page 478

• Conserving IPv4 Addresses for Dual-Stack PPP Subscribers Using On-Demand IPv4

Address Allocation on page 495
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Shared IPv4 and IPv6 Service Sessions on PPP Access Networks

You can configure one dynamic service profile that supports IPv4, IPv6, or both IPv4 and

IPv6. It allows subscribers to share the same service session using IPv4 and IPv6 address

families. If you define IPv4 and IPv6 in the dynamic service profile, one address family or

both address families can be activated for the service. When the service is activated,

matched packets are tagged with the same traffic class and treated the same way for

both IPv4 and IPv6 traffic.

Accounting for Shared IPv4 and IPv6 Service Sessions

When service sessions are shared for both IPv4 and IPv6 subscribers, only one

Accounting-Start message is sent for each service session regardless of the number of

address families that are active. Statistics for each address family of a service session

are cumulative across service activations and deactivations of the service.

Deactivating Shared IPv4 and IPv6 Service Sessions

If both IPv4 and IPv6 service sessions are active, and a deactivationmessage is received

for one of the address families (IPv4 or IPv6), all active services for that address family

are deactivated. If one address family remains active on the service, the service session

remains in the ACTIVE state. If the address family that is deactivated is the only family

currently running on the service session, the service returns to the INIT state.

Related
Documentation

IPv4 and IPv6 Dual Stack in a PPPoE Access Network on page 461•

• Configuring a PPPoE Dynamic Profile for Use with DHCP Addressing in a Dual-Stack

Network on page 514

• Configuring a PPPoE Dynamic Profile for Use with NDRA in a Dual-Stack Network on

page 517

AAA Service Framework in a Dual Stack over a PPPoE Access Network

Youcanuse theAAAServiceFramework for all authentication, authorization, accounting,

addressassignment, anddynamic request services that theBNGuses for networkaccess.

The framework supports authentication and authorization through external RADIUS

servers. It also supports accounting anddynamic-request change of authorization (CoA)

and disconnect operations through external servers, and address assignment through a

combination of local address-assignment pools and RADIUS servers.

The BNG interacts with external servers to determine how individual subscribers access

the broadband network. The BNG can also obtain information from external servers for

the following:

• How subscribers are authenticated.

• How accounting statistics are collected and used.

• How dynamic requests, such as CoA, are handled.
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Asshown inFigure21onpage465, implementingadualstackoveraPPPoEaccessnetwork

that uses AAA can have the following characteristics:

• DHCPv6—If used, it runs over the IPv6 family session, and it inherits attributes from

the underlying PPPoE session.

• NDRA—If used, it runs over the IPv6 family session.

• IPv4 and IPv6 accounting—One accounting session handles both IPv4 and IPv6

accounting information.

Figure 21: AAA Service Framework in a Dual Stack over a PPPoE Access
Network
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Collection of Accounting Statistics in a PPPoE Access Network

AAAprovides support for both IPv4 and IPv6 statistics in one accounting session. OnMX

Series 3D Universal Edge routers AAA also provides support for separate IPv4 and IPv6

accounting statistics.

The following RADIUS attributes are included by default (when available) in Acct-Start,

Interim, and Acct-Stopmessages:

• Framed-IPv6-Prefix

• Framed-IPv6-Pool

• Delegated-Ipv6-Prefix

• Framed-IPv4-Route

• Framed-IPv6-Route

You can configure the BNG to exclude these attributes in Acct-Start and Acct-Stop

messages.
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Change of Authorization (CoA)

RADIUS servers can initiate dynamic requests to theBNG.Dynamic requests includeCoA

requests,whichspecifyvendor-specificattribute(VSA)modificationsandservicechanges.

In youraccessprofile configuration, youspecify the IPaddressesofRADIUSauthentication

servers that can initiate dynamic requests to the router. The list of authentication servers

alsoprovidesRADIUS-baseddynamicserviceactivationanddeactivationduringsubscriber

login.

Related
Documentation

IPv4 and IPv6 Dual Stack in a PPPoE Access Network on page 461•

RADIUS AccountingMessages for Dual-Stack PPPoE Subscribers

Acct-Start messages sent to the RADIUS server contain all the learned and allocated

addresses.Subsequentnegotiationorallocationofaddresses results inoptionally sending

immediate Acct-Interim-Updatemessages that contain all the negotiated and allocated

addresses. For the dual-stack PPPoE subscriber, the following types of addresses are

provided:

• IP address–negotiated during the IPCP (NCP) phase of PPP

• Interface identifier–negotiated during the IPv6CP (NCP) phase of PPP

• NDRA prefix–sent during router advertisement after IPv6CP

• DHCPv6 IA_NA address–negotiated by the DHCPv6 Solict, Advertise, Request, Reply

(SARR) phase after IPv6CP

• DHCPv6 IA_PD prefix–negotiated by the DHCPv6 SARR phase after IPv6CP

The BNG identifies addresses by the following methods:

• Addresses or prefixes returned from an external authority, such as RADIUS

• Addresses allocated locally using the pool names specified by external authority

• Addresses allocated from a local pool not specified for PPP authorization

• Addresses allocated by an external server outside of the BNG or RADIUS, such as a

DHCPv6 external server (DHCPv6 relay or relay proxy)

IPCP and IPv6CP negotiation occur at the PPP NCP phase and can occur in any order.

However, DHCPv6 PD or DHCPv6 IA_NA allocation and negotiation occur only after

IPv6CP.

The following table lists the RADIUS attributes and their mapping:

Address TypeRADIUS AttributeNumber

IP AddressFramed-IP-Address1

IP Address PoolFramed-Pool2
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Address TypeRADIUS AttributeNumber

NDRA_Prefix (prefix < 128)

IA_NA (prefix = 128)

Framed-IPv6-Prefix3

NDRA Prefix pool

IA_NA pool

Framed-IPv6-Pool4

IPv6 Interface IdentifierFramed-Interface-Id5

IA_PD PrefixDelegated-IPv6-Prefix6

IA_PD PoolJnpr-Delegated-IPv6-Pool

(VSA 26-161)

7

NDRA PoolJnpr-IPv6-Ndra-Pool-Name

(VSA 26-157)

NOTE.Not supported: Use Framed-IPv6-Pool to
specify the NDRA pool. Alternatively, configure
it locally by using the
neighbor-discovery-router-advertisement pool
statement.

8

Related
Documentation

Accounting Messages for PPPoE Using NDRA Prefixes on page 467•

• Accounting Messages for PPPoE Subscribers That Use DHCPv6 IA_NA Prefixes on

page 472

• Suppressing Accounting Information That Comes from AAA on page 478

AccountingMessages for PPPoE Using NDRA Prefixes

In the following tables, you can compare PPPoE dual-stack address allocation using

Stateless Address Autoconfiguration (SLAAC) NDRA.

The following table lists SLAAC (NDRA) prefixes from RADIUS:

RADIUS Accounting Messages
IPv6 Address
Negotiation TypeRADIUS AttributesNumber

Because the required attributes are
learnedprior to theAcct-Startmessages,
these attributes are sent in Acct-Start
messages and no immediate
Acct-Interim-Update message is sent.

IPv6NCPFramed-IPv6-Prefix (used for
NDRA Prefix)

Framed-Interface-Id

Delegated-IPv6-Prefix (used for
DHCPv6 IA_PD)

1
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RADIUS Accounting Messages
IPv6 Address
Negotiation TypeRADIUS AttributesNumber

Because the required attributes are
learnedprior to theAcct-Startmessages,
these attributes are sent in Acct-Start
messages and no immediate
Acct-Interim-Update message is sent.

No immediate Acct-Interim-Update
message is sent after DHCPv6.

IPv6NCP + DHCPv6Framed-IPv6-Prefix (used for
NDRA Prefix)

Framed-Interface-Id

Delegated-IPv6-Prefix (used for
DHCPv6 IA_PD)

2

Acct-Start message contains only
iFramed-IPv6-Prefix and
Delegated-IPv6-Prefix.

No immediate Acct-Interim-Update
message is sent.

Next periodic Acct-Interim-Update
message (based on interval) contains
Framed-Interface-Id in addition to
Framed-IPv6-Prefix and
Delegated-IPv6-Prefix.

IPv6NCPFramed-IPv6-Prefix (used for
NDRA Prefix)

Framed-Interface-Id not sent

Delegated-IPv6-Prefix (used for
DHCPv6 IA_PD)

3

Acct-Start message contains
Framed-IPv6-Prefix and
Delegated-IPv6-Prefix.

No immediate Acct-Interim-Update
message is sent upon IPv6NCP.

No immediate Acct-Interim-Update
message is sent upon DHCPv6.

Next periodic Acct-Interim-Update
message (based on interval) contains
Framed-Interface-Id in addition to
Framed-IPv6-Prefix and
Delegated-IPv6-Prefix.

IPv6NCP + DHCPv6Framed-IPv6-Prefix (used for
NDRA Prefix)

Framed-Interface-Id not sent

Delegated-IPv6-Prefix (used for
DHCPv6 IA_PD )

4
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The following table lists prefixes from RADIUS selected pools:

RADIUS Accounting Messages
IPv6 Address
Negotiation TypeRADIUS AttributesNumber

Acct-Start message contains
Framed-IPv6-Prefix, Framed-IPv6-Pool,
Delegated-IPv6-Prefix, and
Framed-Interface-Id.

Framed-IPv6-Prefix is based on the
configuration present in the dynamic
profile IPv6prefix thatwasallocatedand
sent in Acct-Start message.

Framed-IPv6-Pool is learned from
RADIUS.

Delegated-IPv6-Prefix is pre-allocated.

Framed-Interface-Id is sent inAcct-Start
message because it is learned from
RADIUS.

NoAcct-Interim-Updatemessage is sent.

IPv6NCPFramed-IPv6-Pool (used for
NDRA Prefix)

NOTE: IfRADIUSdoesnot return
Framed-IPv6-Pool, you can
configure this locally using the
neighbor-discovery-router-advertisement
pool statement, which is used
for allocating an NDRA prefix
from the local pool.

Framed-Interface-Id

Jnpr-Delegated-IPv6-pool (used
for DHCPv6 IA_PD)

1

Acct-Start message contains
Framed-IPv6-Prefix, Framed-IPv6-Pool,
Delegated-IPv6-Prefix, and
Framed-Interface-Id.

Framed-IPv6-Prefix and
Framed-IPv6-Prefix are based on the
configuration present in dynamic profile
IPv6prefix and is allocatedprior andsent
in Acct-Start message.

Delegated-IPv6-Prefix is pre-allocated.

Framed-Interface-Id is sent inAcct-Start
message because it is learned from
RADIUS.

No immediate Acct-Interim-Update
message is sent upon IPv6NCP.

No immediate Acct-Interim-Update
message is sent upon DHCPv6.

IPv6NCP + DHCPv6Framed-IPv6-Pool (used for
NDRA Prefix)

NOTE: IfRADIUSdoesnot return
Framed-IPv6-Pool, you can
configure this locally using the
neighbor-discovery-router-advertisement
pool statement, which is used
for allocating an NDRA prefix
from the local pool.

Framed-Interface-Id

Jnpr-Delegated-IPv6-Pool(used
for DHCPv6 IA_PD)

2
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RADIUS Accounting Messages
IPv6 Address
Negotiation TypeRADIUS AttributesNumber

Acct-Start message contains
Framed-IPv6-Prefix, Framed-IPv6-Pool,
and Delegated-IPv6-Prefix.

Delegated-IPv6-Prefix is pre-allocated.

No immediate Acct-Interim-Update
message is sent.

Next periodic Acct-Interim-Update
(based on interval) contains
Framed-Interface-Id in addition to
Framed-IPv6-Prefix, Framed-IPv6-Pool,
and Delegated-IPv6-Prefix. (This value
is learned during IPv6NCP negotiation
with the peer.)

IPv6NCPFramed-IPv6-Pool (used for
NDRA Prefix)

NOTE: IfRADIUSdoesnot return
Framed-IPv6-Pool, you can
configure this locally using the
neighbor-discovery-router-advertisement
pool statement, which is used
for allocating an NDRA prefix
from the local pool.

Framed-Interface-Id not sent

Jnpr-Delegated-IPv6-Pool(used
for DHCPv6 IA_PD)

3

Acct-Start message contains
Framed-IPv6-Prefix, Framed-IPv6-Pool,
and Delegated-IPv6-Prefix.

Delegated-IPv6-Prefix is pre-allocated.

No immediate Acct-Interim-Update
message is sent upon IPv6NCP.

No immediate Acct-Interim-Update
message is sent upon DHCPv6.

Next periodic Acct-Interim-Update
(based on interval) contains
Framed-Interface-Id in addition to
Framed-IPv6-Prefix, Framed-IPv6-Pool,
and Delegated-IPv6-Prefix. (This value
is learned during IPv6NCP negotiation
with the peer.)

IPv6NCP + DHCPv6Framed-IPv6-Pool (used for
NDRA Prefix)

NOTE: IfRADIUSdoesnot return
Framed-IPv6-Pool, you can
configure this locally using the
neighbor-discovery-router-advertisement
pool statement, which is used
for allocating an NDRA prefix
from the local pool.

Framed-Interface-Id not sent

Jnpr-Delegated-IPv6-Pool(used
for DHCPv6 IA_PD)

4
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The following table lists prefixes from a local pool or an external server:

RADIUS Accounting Messages
IPv6 Address
Negotiation TypeRADIUS AttributesNumber

Acct-Start message contains
Framed-IPv6-Prefix and
Framed-IPv6-Pool.

No immediate Acct-Interim-Update
message is sent.

Next periodic Acct-Interim-Update
(based on interval) contains
Framed-Interface-Id in addition to
Framed-IPv6-Prefix and
Framed-IPv6-Pool.

IPv6NCPFramed-IPv6-Pool (used for
NDRA Prefix)

NOTE: IfRADIUSdoesnot return
Framed-IPv6-Pool, you can
configure this locally using the
neighbor-discovery-router-advertisement
pool statement, which is used
for allocating an NDRA prefix
from the local pool.

Framed-Interface-Id not sent

Jnpr-Delegated-IPv6-Pool not
sent

1

Acct-Start message contains
Framed-IPv6-Prefix and
Framed-IPv6-Pool.

No immediate Acct-Interim-Update
message is sent upon DHCPv6.

Upon DHCPv6, immediate
Acct-Interim-Update is sent which
contains Framed-IPv6-Pool,
Framed-IPv6-Prefix,
Framed-Interface-Id, andDHCPv6 IA_PD
Prefix.

Framed-Interface-Id value is learned
during IPv6NCP negotiation with the
peer.

DHCPv6 IA_PD is learned by DHCPv6
either by DHCPv6 external server or
reservation from a local pool during
DHCPv6 SARR phase.

AnyperiodicAcct-Interim-Updatebefore
DHCPv6 completion contains
Framed-Interface-Id in addition to the
attributes of the Acct-Start message.
(This can occur if DHCPv6 occurs after
periodic interval.)

IPv6NCP + DHCPv6Framed-IPv6-Pool (used for
NDRA Prefix)

NOTE: IfRADIUSdoesnot return
Framed-IPv6-Pool, you can
configure this locally using the
neighbor-discovery-router-advertisement
pool statement, which is used
for allocating an NDRA prefix
from the local pool.

Framed-Interface-Id not sent

Jnpr-Delegated-IPv6-Pool not
sent

[IA_PD prefix is learned from
DHCPv6 External Server
(DHCPv6 Relay / Relay Proxy
model) or reservation from a
local pool by DHCPv6]

2

Related
Documentation

RADIUS Accounting Messages for Dual-Stack PPPoE Subscribers on page 466•

• Accounting Messages for PPPoE Subscribers That Use DHCPv6 IA_NA Prefixes on

page 472

• Suppressing Accounting Information That Comes from AAA on page 478
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AccountingMessages for PPPoE Subscribers That Use DHCPv6 IA_NA Prefixes

In the following tables, you can compare PPPoE dual-stack address allocation using

DHCPv6 IA_NA prefixes.

The following table lists DHCPv6 IA_NA prefixes from RADIUS:

RADIUS Accounting Messages
IPv6 Address
Negotiation TypeRADIUS AttributesNumber

Because the required attributes are
learned prior to Acct-Start message,
these attributes are sent in Acct-Start
message and no immediate
Acct-Interim-Update message is sent.

IPv6NCPFramed-IPv6-Prefix (used for
IA_NA prefix)

Framed-Interface-Id

Delegated-IPv6-Prefix (used for
DHCPv6 IA_PD)

1

Because the required attributes are
learned prior to Acct-Start message,
these attributes are sent in Acct-Start
message and no immediate
Acct-Interim-Update message is sent.

There is no immediate
Acct-Interim-Updatemessage sent after
DHCPv6.

IPv6NCP + DHCPv6Framed-IPv6-Prefix (used for
IA_NA Prefix)

Framed-Interface-Id

Delegated-IPv6-Prefix (used for
DHCPv6 IA_PD)

2

Acct-Start messagemessage contains
Framed-IPv6-Prefix and
Delegated-IPv6-Prefix.

No immediate Acct-Interim-Update
message is sent.

Next periodic Acct-Interim-Update
(based on interval) contains
Framed-Interface-Id in addition to
Framed-IPv6-Prefix and
Delegated-IPv6-Prefix.

IPv6NCPFramed-IPv6-Prefix (used for
IA_NA Prefix)

Framed-Interface-Id not sent

Delegated-IPv6-Prefix (used for
DHCPv6 IA_PD )

3

Acct-Start messagemessage contains
iFramed-IPv6-Prefix and
Delegated-IPv6-Prefix.

No immediate Acct-Interim-Update
message is sent upon IPv6NCP.

No immediate Acct-Interim-Update
message is sent upon DHCPv6.

Next periodic Acct-Interim-Update
(based on interval) contains
Framed-Interface-Id in addition to
Framed-IPv6-Prefix and
Delegated-IPv6-Prefix.

IPv6NCP + DHCPv6Framed-IPv6-Prefix (used for
IA_NA Prefix)

Framed-Interface-Id not sent

Delegated-IPv6-Prefix (used for
DHCPv6 IA_PD)

4
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The following table lists prefixes from RADIUS selected pools:

RADIUS Accounting Messages
IPv6 Address
Negotiation TypeRADIUS AttributesNumber

Acct-Start message contains
Framed-IPv6-Prefix, Framed-IPv6-Pool,
Delegated-IPv6-Prefix, and
Framed-Interface-Id .

Framed-IPv6 Prefix is pre-allocated.

Framed-IPv6-Pool is learned from
RADIUS.

Delegated-IPv6-Prefix is pre-allocated .

Framed-Interface-Id is sent inAcct-Start
message because it is learned from
RADIUS.

NoAcct-Interim-Updatemessage is sent.

IPv6NCPFramed-IPv6-Pool (used for
IA_NA Prefix)

Framed-Interface-Id

Jnpr-Delegated-IPv6-Pool(used
for DHCPv6 IA_PD)

1

Acct-Start message contains
Framed-IPv6-Prefix, Framed-IPv6-Pool,
Delegated-IPv6-Prefix, and
Framed-Interface-Id.

Framed-IPv6 is pre-allocated.

Framed-IPv6-Pool is learned from
RADIUS.

Delegated-IPv6-Prefix is pre-allocated.

Framed-Interface-Id is sent inAcct-Start
message because it is learned from
RADIUS.

No immediate Acct-Interim-Update
message is sent upon IPv6NCP.

No immediate Acct-Interim-Update
message is sent upon DHCPv6.

IPv6NCP + DHCPv6Framed-IPv6-Pool (used for
IA_NAPrefix)

Framed-Interface-Id

Jnpr-Delegated-IPv6-Pool(used
for DHCPv6 IA_PD)

2
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RADIUS Accounting Messages
IPv6 Address
Negotiation TypeRADIUS AttributesNumber

Acct-Start message contains
Framed-IPv6-Prefix, Framed-IPv6-Pool,
and Delegated-IPv6-Prefix.

Framed-IPv6-Prefix is pre-allocated.

Framed-IPv6-Pool is learned from
RADIUS.

Delegated-IPv6-Prefix is pre-allocated.

No immediate Acct-Interim-Update
message is sent.

Next periodic Acct-Interim-Update
(based on interval) contains
Framed-Interface-Id in addition to
Framed-IPv6-Prefix, Framed-IPv6-Pool,
and Delegated-IPv6-Prefix. (This value
is learned during IPv6NCP negotiation
with the peer.)

IPv6NCPFramed-IPv6-Pool (used for
IA_NA Prefix)

Framed-Interface-Id not sent

Jnpr-Delegated-IPv6-Pool(used
for DHCPv6 IA_PD)

3

Acct-Start message contains
Framed-IPv6-Prefix, Framed-IPv6-Pool,
and Delegated-IPv6-Prefix.

Framed-IPv6-Prefix is pre-allocated.

Framed-IPv6-Pool is learned from
RADIUS.

Delegated-IPv6-Prefix is pre-allocated.

No immediate Acct-Interim-Update
message is sent upon IPv6NCP.

No immediate Acct-Interim-Update
message is sent upon DHCPv6.

Next periodic Acct-Interim-Update
(based on interval) contains
Framed-Interface-Id in addition to
Framed-IPv6-Prefix, Framed-IPv6-Pool,
and Delegated-IPv6-Prefix. (This value
is learned during IPv6NCP negotiation
with the peer.)

IPv6NCP + DHCPv6Framed-IPv6-Pool (used for
IA_NA Prefix)

Framed-Interface-Id not sent

Jnpr-Delegated-IPv6-Pool(used
for DHCPv6 IA_PD)

4
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The following table lists prefixes from a local pool or an external server:

RADIUS Accounting Messages
IPv6 Address
Negotiation TypeRADIUS AttributesNumber

Acct-Start message contains
Framed-IPv6-Prefix and
Framed-IPv6-Pool.

Framed-IPv6-Prefix is pre-allocated.

Framed-IPv6-Pool is learned from
RADIUS.

No immediate Acct-Interim-Update
message is sent.

Next periodic Acct-Interim-Update
(based on interval) contains
Framed-Interface-Id in addition to
Framed-IPv6-Prefix and
Framed-IPv6-Pool. (This value is learned
during IPv6NCP negotiation with the
peer.)

IPv6NCPFramed-IPv6-Pool (used for
IA_NA Prefix)

Framed-Interface-Id not sent

Jnpr-Delegated-IPv6-Pool not
sent

1

Acct-Start message contains
Framed-IPv6-Prefix and
Framed-IPv6-Pool.

Framed-IPv6-Prefix is pre-allocated.

Framed-IPv6-Pool is learned from
RADIUS.

No immediate Acct-Interim-Update
message is sent upon DHCPv6.

Upon DHCPv6, an immediate
Acct-Interim-Update is sent that
contains Framed-IPv6-Pool,
Framed-IPv6-Prefix,
Framed-Interface-Id, andDHCPv6 IA_PD
Prefix.

Framed-Interface-Id value is learned
during IPv6NCP negotiation with the
peer.

DHCPv6 IA_PD is learned by DHCPv6
either by DHCPv6 External Server or
reservation from a local pool during
DHCPv6 SARR phase.

AnyperiodicAcct-Interim-Updatebefore
DHCPv6 completion contains
Framed-Interface-Id in addition to the
attributes of Acct-Start message. (This
canoccur ifDHCPv6occursafterperiodic
interval.)

IPv6NCP + DHCPv6Framed-IPv6-Pool (used for
IA_NA Prefix)

Framed-Interface-Id not sent

Jnpr-Delegated-IPv6-Pool not
sent

[IA_PD prefix is learned from
DHCPv6 External Server
(DHCPv6 Relay / Relay Proxy
model) or reservation from a
local pool by DHCPv6]

2
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RADIUS Accounting Messages
IPv6 Address
Negotiation TypeRADIUS AttributesNumber

Acct-Start message does not contain
any of the IPv6-related prefixes and
addresses or pool names.

No immediate Acct-Interim-Update
message is sent upon IPv6NCP.

Next periodic Acct-Interim-Update
(based on interval) contains
Framed-Interface-Id. (This value is
learnedduring IPv6NCPnegotiationwith
the peer.)

IPv6NCPFramed-IPv6-Pool not sent

[IA_NA Prefix is learned from
DHCPv6 External Server
(DHCPv6 Relay / Relay Proxy
model) or reservation from a
local pool by DHCPv6]

Framed-Interface-Id not sent

Jnpr-Delegated-IPv6-Pool not
sent

[IA_PD prefix is learned from
DHCPv6 External Server
(DHCPv6 Relay / Relay Proxy
model) or reservation from a
local pool by DHCPv6]

3
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RADIUS Accounting Messages
IPv6 Address
Negotiation TypeRADIUS AttributesNumber

Acct-Start message does not contain
any of the IPv6-related prefixes and
addresses or pool names.

No immediate Acct-Interim-Update
message is sent upon IPv6NCP.

Next periodic Acct-Interim-Update
(based on interval) contains
Framed-Interface-Id. (This value is
learnedduring IPv6NCPnegotiationwith
the peer.)

Upon DHCPv6, immediate
Acct-Interim-Update is sent which
contains Framed-IPv6-Prefix,
Framed-IPv6-Pool, Framed-Interface-Id,
and DHCPv6 IA_PD.

Framed-IPv6-Prefix is the IA_NA prefix
learned by DHCPv6 (either by external
server or reservation from a local pool).

Framed-IPv6-Pool is sent only if there is
a reservation of an IA_NA prefix from
local pool by DHCPv6.

Framed-Interface-Id value is learned
during IPv6NCP negotiation with the
peer.

DHCPv6 IA_PD prefix is learned by
DHCPv6 either by DHCPv6 external
server or reservation from a local pool
during DHCPv6 SARR phase.

AnyperiodicAcct-Interim-Updatebefore
DHCPv6 completion contains
Framed-Interface-Id only. (This can
occur if DHCPv6 occurs after periodic
interval.)

IPv6NCP+DHCPv6Framed-IPv6-Pool not sent

[IA_NA Prefix is learned from
DHCPv6 External Server
(DHCPv6 Relay / Relay Proxy
model) or reservation from a
local pool by DHCPv6 ]

Framed-Interface-Id not sent

Jnpr-Delegated-IPv6-Pool not
sent

[IA_PD prefix is learned from
DHCPv6 External Server
(DHCPv6 Relay / Relay Proxy
model) or reservation from a
local pool by DHCPv6]

4

Related
Documentation

RADIUS Accounting Messages for Dual-Stack PPPoE Subscribers on page 466•

• Accounting Messages for PPPoE Using NDRA Prefixes on page 467

• Suppressing Accounting Information That Comes from AAA on page 478
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Suppressing Accounting Information That Comes fromAAA

The following standard and vendor-specific IPv6 RADIUS attributes are included by

default (when available) in Acct-Start and Acct-Stopmessages:

• Framed-IPv6-Prefix

• Framed-IPv6-Pool

• Delegated-Ipv6-Prefix

• Framed-IPv4-Route

• Framed-IPv6-Route

You can configure the software to exclude these attributes fromAcct-Start or Acct-Stop

messages. To do so, configure the access profile:

1. Access the access profile.

[edit]
user@host# edit access profile dual-stack radius attributes

2. The following examples showhow to use the exclude statement to exclude attributes

frommessages.

[edit access profile dual-stack radius attributes]
user@host# set exclude delegated-ipv6-prefix accounting-start

[edit access profile dual-stack radius attributes]
user@host# set exclude framed-ipv6-pool [accounting-start accounting-stop]

[edit access profile dual-stack radius attributes]
user@host# set exclude framed-ipv6-prefix accounting-start framed-ipv6-route
accounting-start

[edit access profile dual-stack radius attributes]
user@host# set exclude framed-ipv6-prefix accounting-start framed-ipv6-route
accounting-start

Related
Documentation

RADIUS Accounting Messages for Dual-Stack PPPoE Subscribers on page 466•

• Accounting Messages for PPPoE Using NDRA Prefixes on page 467

• Accounting Messages for PPPoE Subscribers That Use DHCPv6 IA_NA Prefixes on

page 472

Avoiding Negotiation of IPv6CP in the Absence of an Authorized Address

You can control the behavior of the router in a situation where IPv6CP negotiation is

initiated for subscriber sessions when no authorized addresses are available.

By default, IPv6CP negotiation is enabled to proceed for an IPv6-only sessionwhen AAA

has not provided an appropriate IPv6 address or prefix. In the absence of the address,
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the negotiation cannot successfully complete. To prevent endless client negotiation of

IPv6CP, include the reject-unauthorized-ipv6cp statement at the [edit protocols

ppp-service] hierarchy level, which enables the jpppd process to reject the negotiation

attempt.

To configure the router to reject IPv6CP negotiation messages when no IPv6 address is

available for a dynamic interface:

• Enable rejection of unauthorized IPv6CP negotiation messages.

[edit protocols ppp-service]
user@host# set reject-unauthorized-ipv6cp

NOTE: The reject-unauthorized-ipv6cp statement does not prevent IPv6CP

negotiation for static interfaces,because the jpppdprocesscannotdetermine
whether router advertisement ofDHCPv6 is configured to runabove thePPP
interface.

Related
Documentation

• IPv4 and IPv6 Dual Stack in a PPPoE Access Network on page 461
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CHAPTER 52

Configuring DHCPv6 Local Server

• DHCPv6 Local Server Overview on page 482

• Enabling DHCPv6 Rapid Commit Support on page 483

• PreventingBinding of Clients ThatDoNotSupport ReconfigureMessages onpage484

• Configuring the DUID Type Supported by DHCPv6 Servers on page 485

• Example: Extended DHCPv6 Local Server Configuration on page 486

481Copyright © 2018, Juniper Networks, Inc.



DHCPv6 Local Server Overview

The DHCPv6 local server is compatible with the DHCP local server and the DHCP relay

agent, and can be enabled on the same interface as either the extended DHCP local

server or DHCP relay agent.

The DHCPv6 local server provides many of the same features as the DHCP local server,

including:

• Configuration for a specific interface or for a group of interfaces

• Site-specific usernames and passwords

• Numbered Ethernet interfaces

• Statically configured CoS and filters

• AAA directed login

• Use of the IA_NA option to assign a specific address to a client

WhenaDHCPv6client logs in, theDHCPv6 local server canoptionally use theAAAservice

framework to interact with the RADIUS server. The RADIUS server, which is configured

independently of DHCP, authenticates the client and supplies the IPv6 prefix and client

configuration parameters.

The client username, which uniquely identifies a subscriber or a DHCP client, must be

present in theconfiguration inorder forDHCPv6 local server touseRADIUSauthentication.

You can configure DHCPv6 local server to communicate the following attributes to the

AAA service framework and RADIUS at login time:

• Client username

• Client password

Based on the attributes that the DHCPv6 local server provides, RADIUS returns the

information listed in Table 47 on page 482 to configure the client:

Table 47: RADIUS Attributes and VSAs for DHCPv6 Local Server

DescriptionAttribute Name
Attribute
Number

Lease time, in seconds. If not supplied, the
lease does not expire

Session-Timeout27

Prefix that is delegated to the clientDelegated-IPv6-Prefix123

Maximum number of clients allowed per
interface

Max-Clients-Per-Interface26-143

To configure the extended DHCPv6 local server on the router (or switch), you include

the dhcpv6 statement at the [edit system services dhcp-local-server] hierarchy level.
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You can also include the dhcpv6 statement at the following hierarchy levels:

• [edit logical-systems logical-system-name system services dhcp-local-server]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

system services dhcp-local-server]

• [edit routing-instances routing-instance-name system services dhcp-local-server]

Related
Documentation

Extended DHCP Local Server Overview on page 258•

• Using External AAA Authentication Services with DHCP on page 305

• Assign a Specific IP Address to a Client Using DHCP Option 50 and DHCPv6 IA_NA

Option on page 277

• Configuring the DUID Type Supported by DHCPv6 Servers on page 485

• Verifying and Managing DHCPv6 Local Server Configuration on page 606

• Example: Extended DHCPv6 Local Server Configuration on page 486

Enabling DHCPv6 Rapid Commit Support

You can configure theDHCPv6 local server to support theDHCPv6RapidCommit option

(DHCPv6 option 14). When rapid commit is enabled, the server recognizes the Rapid

Commit option in Solicit messages sent from the DHCPv6 client. (DHCPv6 clients are

configured separately to include the DHCPv6 Rapid Commit option in the Solicit

messages.) The server and client then use a two-message exchange (Solicit and Reply)

to configure clients, rather than the default four-message exchange (Solicit, Advertise,

Request, and Reply). The two-message exchange provides faster client configuration,

and is beneficial in environments in which networks are under a heavy load.

You can configure the DHCPv6 local server to support the Rapid Commit option globally,

for a specific group, or for a specific interface. Bydefault, rapid commit support is disabled

on the DHCPv6 local server.

To configure the DHCPv6 local server to support the DHCPv6 Rapid Commit option:

1. Specify that you want to configure the overrides options:

[edit system services dhcp-local-server dhcpv6]
user@host# edit overrides

2. Enable rapid commit support:

[edit system services dhcp-local-server dhcpv6 overrides]
user@host# set rapid-commit

Related
Documentation

Overriding Default DHCP Local Server Configuration Settings on page 345•

• Deleting DHCP Local Server and DHCP Relay Override Settings on page 351

• Extended DHCP Local Server Overview on page 258
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Preventing Binding of Clients That Do Not Support Reconfigure Messages

The DHCPv6 client and server negotiate the use of reconfigure messages. When the

client can accept reconfigure messages from the server, then the client includes the

Reconfigure Accept option in both solicit and request messages sent to the server.

Bydefault, theDHCPv6serveraccepts solicitmessages fromclients regardlessofwhether

they support reconfiguration. You can specify that the server require clients to accept

reconfigure messages. In this case, the DHCPv6 server includes the Reconfigure Accept

option in both advertise and reply messages when reconfiguration is configured for the

client interface.Solicitmessages fromnonsupportingclientsarediscardedand theclients

are not allowed to bind.

To configure the DHCPv6 local server to require that all clients accept reconfiguration:

• Specify strict reconfiguration.

[edit system services dhcp-local-server dhcpv6 reconfigure]
user@host# set strict

To override the global configuration for a group of clients, include the statement at the

[edit system services dhcp-local-server dhcpv6 group group-name reconfigure] hierarchy

level.

The show dhcpv6 server statistics command displays a count of solicit messages that

the server has discarded.

Related
Documentation

ConfiguringDynamicClientReconfigurationofExtendedLocalServerClientsonpage332•

Copyright © 2018, Juniper Networks, Inc.484

Broadband Subscriber Sessions Feature Guide



Configuring the DUID Type Supported by DHCPv6 Servers

EveryDHCPv6clientandserverhasaDHCPunique identifier (DUID). EachDUID isglobally

unique across all DHCPv6 clients and servers in an administrative domain. Messages

between clients and servers can carry the client DUID in the Client-Identifier option and

the server DUID in theServer-Identifier option. Clients and serversmay require that some

message types that include different messagesmay be accepted or discarded based on

whether they include one or both of these DUIDs. A server or client may discard some

message types when the DUID option value does not match the server’s DUID or the

client’s DUID, respectively.

The DUIDs facilitate communication between client/server pairs by providing ameans

for each todeterminewhether it is the intended recipientofamessageandalso identifying

where to forward a response. For example, a server uses the server DUID received in a

message from a client to determine whether the message is intended for it. Then it can

compare the client DUID it has received against its database. When it finds amatch, the

server sends the associated configuration information to the client. The server also uses

the client DUID to select clients for an Identity Association.

The server DUID conveyed to the client enables the client to distinguish between servers.

To target a single server, It may include that DUID when it sends multicast messages;

only the server identified by the DUID responds.

RFC, 3315, Dynamic Host Configuration Protocol for IPv6 (DHCPv6) defines three types

of DUIDs, but we support only the DUID-EN and DUID-LL types:

• DUID-EN—(Supported) A device vendor assigns a DUID of this type when the device

is manufactured. The value consists of the vendor’s IANA enterprise number followed

by a unique number. This is the default type.

• DUID-LL—(Supported) This type of DUID includes a hardware type code recognized

by IANA, followed by the link-layer address of any network interface permanently

connected to the device. DUID-LL is supported only for DHCPv6 servers.

• DUID-LLT—(Not supported). This type is similar to the DUID-LL type, but additionally

includes the time that the DUID is generated relative to a specific date and time.

The DUID type is specified per routing instance.

To configure the router to use the DUID-LL type:

• Specify the type.

[edit system services dhcp-local-server dhcpv6]
user@host# set server-duid-type duid-ll

Remove this configuration to return to supporting the DUID-EN type.

Related
Documentation

DHCPv6 Local Server Overview on page 482•
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Example: Extended DHCPv6 Local Server Configuration

This example shows a sample extended DHCPv6 local server configuration. The second

partof theexampleshowsasampleRADIUSauthenticationconfiguration—authentication

must be configured for DHCPv6 local server operations.

[edit system services]
dhcp-local-server {
dhcpv6 {
authentication {
password $ABC123;
username-include {
user-prefix wallybrown;
domain-name example.com;

}
}
group group_two {
authentication {
password $ABC123$ABC123;
username-include {
user-prefix south5;
domain-name example.com;

}
}
interface ge-1/0/3.0;

}
}

}

The following is a sample RADIUS authentication configuration.

[edit access]
radius-server {
192.168.1.250 {
port 1812;
secret $ABC123;

}
}
profile isp-bos-metro-fiber-basic {
accounting-order radius;
authentication-order radius;
radius {
authentication-server 192.168.1.250;
accounting-server 192.168.1.250;

}
accounting {
order radius;
accounting-stop-on-failure;
accounting-stop-on-access-deny;
update-interval 10;
statistics time;

}
}
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Related
Documentation

• DHCPv6 Local Server Overview on page 482
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CHAPTER 53

Configuring DHCPv6 Relay Agent

• DHCPv6 Relay Agent Overview on page 489

• DHCPv6 Relay Agent Options on page 490

• Configuring DHCPv6 Relay Agent Options on page 490

• Inserting DHCPv6 Interface-ID Option (Option 18) In DHCPv6 Packets on page 492

• Inserting DHCPv6 Remote-ID Option (Option 37) In DHCPv6 Packets on page 493

DHCPv6 Relay Agent Overview

The DHCPv6 relay agent enhances the DHCP relay agent by providing support in an IPv6

network. TheDHCPv6 relay agent passesmessages between theDHCPv6 client and the

DHCPv6 server, similar to the way DHCP relay agent supports an IPv4 network.

When a DHCPv6 client logs in, the DHCPv6 relay agent uses the AAA service framework

to interactwith theRADIUSserver toprovideauthenticationandaccounting.TheRADIUS

server, which is configured independently of DHCP, authenticates the client and supplies

the IPv6 prefix and client configuration parameters, such as session timeout and the

maximum number of clients allowed per interface.

NOTE: The PTX Series Packet Transport Routers do not support
authentication for DHCPv6 relay agents.

The DHCPv6 relay agent is compatible with the DHCP local server and the DHCP relay

agent, andcanbeenabledon the same interfaceas either theDHCP local server orDHCP

relay agent.

To configure the DHCPv6 relay agent on the router (or switch), you include the dhcpv6

statement at the [edit forwarding-options dhcp-relay] hierarchy level.

You can also include the dhcpv6 statement at the following hierarchy levels:

• [edit logical-systems logical-system-name forwarding-options dhcp-relay]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

forwarding-options dhcp-relay]

• [edit routing-instances routing-instance-name forwarding-options dhcp-relay]
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Related
Documentation

Grouping Interfaces with Common DHCP Configurations on page 311•

• Configuring Group-Specific DHCP Relay Options on page 314

• Overriding the Default DHCP Relay Configuration Settings on page 348

• Configuring Passwords for Usernames on page 309

• Creating Unique Usernames for DHCP Clients on page 306

• Example: Extended DHCPv6 Local Server Configuration on page 486

DHCPv6 Relay Agent Options

You can configure DHCPv6 relay agent to include additional information in the

client-originated DHCP packets that the relay agent forwards to a DHCPv6 server. This

support is equivalent to the option 82 support provided by the DHCPv4 relay agent. The

DHCPv6 server uses the additional information in the packets to determine the IPv6

address to assign to the client. The server might also use the information for other

purposes; for example, to determine which services to grant the client, or to provide

additional security against threats such as address spoofing. The DHCPv6 server sends

its reply back to the DHCPv6 relay agent, and the agent removes the option information

from themessage, and then forwards the packet to the client.

You can configure the DHCPv6 relay agent to include the following options in the packet

the relay agent sends to the DHCPv6 server:

• Relay Agent Interface-ID (option 18)—An ASCII string that identifies the interface on

which the client DHCPv6 packet is received. This is the equivalent of the DHCPv4 relay

agent option 82 Agent Circuit ID suboption (suboption 1).

• Relay Agent Remote-ID (option 37)—An ASCII string assigned by the DHCPv6 relay

agent that securely identifies the client. This is the equivalent of the DHCPv4 relay

agent option 82 Agent Remote ID suboption (suboption 2).

Related
Documentation

Configuring DHCPv6 Relay Agent Options on page 490•

• Inserting DHCPv6 Interface-ID Option (Option 18) In DHCPv6 Packets on page 492

• Inserting DHCPv6 Remote-ID Option (Option 37) In DHCPv6 Packets on page 493

Configuring DHCPv6 Relay Agent Options

You can configure DHCPv6 relay agent to insert optional information in the DHCPv6

packets that the relay receives fromclientsand forwards toaDHCPv6server. Toconfigure

the optional information, you specify the type of information you want to include in the

packets. You use the relay-agent-interface-id statement to include Relay Agent

Interface-ID (option 18) in thepackets, or the relay-agent-remote-id statement to include

Relay Agent Remote-ID (option 37).
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When you enable the DHCPv6 options support, you can optionally configure DHCPv6

relayagent to includeaprefix or the interfacedescriptionaspart of theoption information.

For dual-stack environments, you can also specify that the DHCPv6 relay agent use the

DHCPv4 option 82 information to populate DHCPv6 option 18 or option 37.

To enable insertion of DHCPv6 options:

1. Specify that you want to configure DHCPv6 relay agent support.

[edit forwarding-options dhcp-relay]
user@host# edit dhcpv6

2. Configure DHCPv6 relay agent to insert the Relay Agent Interface-ID option, the Relay

Agent Remote-ID option, or both.

• To insert Relay Agent Interface-ID (option 18):

[edit forwarding-options dhcp-relay dhcpv6]
user@host# set relay-agent-interface-id

• To insert Relay Agent Remote-ID (option 37):

[edit forwarding-options dhcp-relay dhcpv6]
user@host# set relay-agent-remote-id

3. (Optional) Specify additional information that you want to include in option 18 or

option 37. The relay-agent-interface-id and relay-agent-remote-id statements both

support inclusionofaprefix, interfacedescription,or theDHCPv4option82 information.

For example:

• To prepend prefix information—This example prepends a prefix that consists of the

hostnameand logical systemname to option 18. You use the relay-agent-remote-id

statement to add the prefix to option 37.

[edit forwarding-options dhcp-relay dhcpv6]
user@host# set relay-agent-interface-id prefix host-name logical-system-name

• To include the textual interface description—This example uses the description for

the device interface instead of the interface identifier in option 18. You use the

relay-agent-remote-id statement to add the interface description to option 37.

[edit forwarding-options dhcp-relay dhcpv6]
user@host# set relay-agent-interface-id use-interface-description device

• To use the DHCPv4 option-82 value—This example uses the DHCPv4 option-82

(suboption 2) value for the DHCPv6 option 37 value. You use the

relay-agent-interface-idstatement touseDHCPv4option82(suboption 1) inDHCPv6

option 18.

This example also includes the optional strict keyword to specify that the router

drops Solicit packets if the packets do not include an option 82 value. If you do not

include the strict keyword, the router sends the RELAY-FORWmessage without

addingoption37.The strictkeyword isnot supported for the relay-agent-interface-id
statement.

[edit forwarding-options dhcp-relay dhcpv6]
user@host# set relay-agent-remote-id use-option-82 strict
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Related
Documentation

Inserting DHCPv6 Interface-ID Option (Option 18) In DHCPv6 Packets on page 492•

• Inserting DHCPv6 Remote-ID Option (Option 37) In DHCPv6 Packets on page 493

• Including a Prefix in DHCP Options on page 376

• Including a Textual Description in DHCP Options on page 378

Inserting DHCPv6 Interface-ID Option (Option 18) In DHCPv6 Packets

You can configure DHCPv6 relay agent to insert the DHCPv6 Interface-ID (option 18) in

the packets that the relay sends to a DHCPv6 server. You can configure the option 18

support at either the DHCPv6 global or group level.

Whenyouconfigureoption 18 support, youcanoptionally include the followingadditional

information:

• Prefix—Specify the prefix option to add a prefix to the interface identifier. The prefix

canbeanycombinationofhostname, logical systemname, and routing instancename.

• Interfacedescription—Specify theuse-interface-descriptionoption to include the textual

interfacedescription insteadof the interface identifier. Youcan includeeither thedevice

interface description or the logical interface description.

• Option 82 Agent Circuit ID suboption (suboption 1)—Specify the use-option-82 option

to include the DHCPv4 Option 82 Agent Circuit ID suboption (suboption 1). This

configuration is useful in a dual-stack environment, which has both DHCPv4 and

DHCPv6 subscribers that reside over the same underlying logical interface. The router

checks for the option 82 suboption 1 value and inserts it into the outgoing packets. If

no DHCPv4 binding exists or if the binding does not have an option 82 suboption 1

value, the router sends the packets without adding an option 18.

NOTE: If you specify one of the optional configurations, and the specified
information does not exist (for example, there is no interface description),
DHCPv6 relay ignores the optional configuration and inserts the default
interface identifier in the packets.

To insert the DHCPv6 Interface-ID option (option 18) in DHCPv6 packets:

1. Configure the DHCPv6 relay to include option 18.

[edit forwarding-options dhcp-relay dhcpv6]
user@host# edit relay-agent-interface-id

2. (Optional) Specify the prefix to include in option 18.

[edit forwarding-options dhcp-relay dhcpv6 relay-agent-interface-id]
user@host# set prefix prefix
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3. (Optional) Specify that option 18 include the textual description of the interface. You

can specify either the logical interface description or the device interface description.

[edit forwarding-options dhcp-relay dhcpv6 relay-agent-interface-id]
user@host# set use-interface-description (logical | device)

4. (Optional)Specify thatoption 18use theDHCPv4Option82AgentCircuit IDsuboption

(suboption 1) value.

[edit forwarding-options dhcp-relay dhcpv6 relay-agent-interface-id]
user@host# set use-option-82

Related
Documentation

DHCPv6 Relay Agent Options on page 490•

• Configuring DHCPv6 Relay Agent Options on page 490

• Including a Prefix in DHCP Options on page 376

• Including a Textual Description in DHCP Options on page 378

Inserting DHCPv6 Remote-ID Option (Option 37) In DHCPv6 Packets

Starting in JunosOSRelease 14.1, youcanconfigureDHCPv6 relayagent to insertDHCPv6

Remote-ID (option 37) in the packets that the relay sends to a DHCPv6 server. You can

configure option 37 support at either the DHCPv6 global or group level.

When you configure option 37 support, you can optionally include the following

information:

• Prefix—Specify the prefix option to add a prefix to the interface identifier. The prefix

canbeanycombinationofhostname, logical systemname, and routing instancename.

• Interfacedescription—Specify theuse-interface-descriptionoption to include the textual

interfacedescription insteadof the interface identifier. Youcan includeeither thedevice

interface description or the logical interface description.

• Option82AgentRemote-IDsuboption(suboption2)—Specify theuse-option-82option

to use the value of the DHCPv4 option 82 Remote-ID suboption (suboption 2). This

configuration is useful in a dual-stack environment, which has both DHCPv4 and

DHCPv6 subscribers that reside over the same underlying logical interface. The router

checks for the option 82 suboption 2 value and inserts it into the outgoing packets.

NOTE: If you specify one of the optional configurations, and the specified
information does not exist (for example, there is no interface description),
DHCPv6 relay ignores the optional configuration and inserts the default
interface identifier in the packets.

To insert the DHCPv6 Remote-ID option (option 37) in DHCPv6 packets:

1. Configure the DHCPv6 relay to include option 37.
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[edit forwarding-options dhcp-relay dhcpv6]
user@host# edit relay-agent-remote-id

2. (Optional) Specify the prefix to include with the option 37 information.

[edit forwarding-options dhcp-relay dhcpv6 relay-agent-remote-id]
user@host# set prefix prefix

3. (Optional) Specify that option 37 include the textual description of the interface. You

can specify either the logical interface description or the device interface description.

[edit forwarding-options dhcp-relay dhcpv6 relay-agent-remote-id]
user@host# set use-interface-description (logical | device)

4. (Optional) Specify that option 37 use the DHCPv4 option 82 Remote-ID suboption

(suboption 2) value.

If no DHCPv4 binding exists, or if the binding does not include an option 82 suboption

2 value, by default the router sends the packets without adding option 37. However,

you can use the optional strict keyword to specify that the router drop packets that

do not have a suboption 2 value.

[edit forwarding-options dhcp-relay dhcpv6 relay-agent-remote-id]
user@host# set use-option-82 strict

Release History Table DescriptionRelease

Starting in Junos OS Release 14.1, you can configure DHCPv6 relay agent to
insert DHCPv6 Remote-ID (option 37) in the packets that the relay sends to
a DHCPv6 server.

14.1

Related
Documentation

• DHCPv6 Relay Agent Options on page 490

• Configuring DHCPv6 Relay Agent Options on page 490

• Extracting anOption 82 or Option 37 Substring to Create an Interface Set on page 383
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CHAPTER 54

Conserving IPv4Addresses forDual-Stack
PPP Subscribers Using On-Demand IPv4
Address Allocation

• Conserving IPv4 Addresses for Dual-Stack PPP Subscribers Using On-Demand IPv4

Address Allocation on page 495

• On-Demand IPv4 Address Negotiation and Release for Static PPP Subscribers

Overview on page 496

• On-Demand IPv4 Address Negotiation and Release for Dynamic PPP Subscribers

Overview on page 499

• IPCP Negotiation with Optional Peer IP Address on page 502

• How RADIUS Attributes Are Used During AuthenticationWhen On-Demand Address

Allocation is Enabled on page 502

• Configuring Static On-Demand IPv4 Address Allocation for Dual-Stack PPP

Subscribers on page 503

• Configuring Dynamic On-Demand IPv4 Address Allocation for Dual-Stack PPP

Subscribers on page 504

• Configuring Global On-Demand IPv4 Address Allocation for Dual-Stack PPP

Subscribers on page 504

• Enabling Immediate Interim Accounting Messages for On-Demand IPv4 Address

Changes on page 505

• Enabling Unisphere IPv4 Release Control VSA in RADIUSMessages on page 505

Conserving IPv4 Addresses for Dual-Stack PPP Subscribers Using On-Demand IPv4
Address Allocation

In adual stackoverPPPaccessnetwork scenario, thedual-stacksession remains running

as longaseither the IPv4or IPv6session isactive.Bydefault,whenasubscriber terminates

the IPv4 session, the BNG retains the IPv4 address that was allocated by AAA at login.

Theaddress is not releasedwhile thedual-stackPPPsession is running. If the IPv4session

is renegotiated while the session is running, the same IPv4 address is assigned to the

subscriber’s IPv4 session. This functionality results in inefficient use of IPv4 addresses.
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You can conserve IPv4 addresses by configuring the router to release the IPv4 address

if a subscriber is no longer using an IPv4 service. This feature provides on-demand IP

address allocation or de-allocation after the initial PPP authentication and IPv6 address

or prefix allocation.

Theon-demandconfigurationdoesnot takeeffectwhen thedestination (peer) IPaddress

is statically configured in the inet family of the PPP interface.

Related
Documentation

On-Demand IPv4AddressNegotiationandRelease forStaticPPPSubscribersOverview

on page 496

•

• On-Demand IPv4 Address Negotiation and Release for Dynamic PPP Subscribers

Overview on page 499

• How RADIUS Attributes Are Used During AuthenticationWhen On-Demand Address

Allocation is Enabled on page 502

• ConfiguringStaticOn-Demand IPv4AddressAllocation forDual-StackPPPSubscribers

on page 503

• Configuring Dynamic On-Demand IPv4 Address Allocation for Dual-Stack PPP

Subscribers on page 504

• ConfiguringGlobalOn-Demand IPv4AddressAllocation forDual-StackPPPSubscribers

on page 504

On-DemandIPv4AddressNegotiationandReleaseforStaticPPPSubscribersOverview

This topic describes how on-demand IPv4 address allocation and de-allocation works

for static dual-stack PPP subscribers.

• IPv4 Address Negotiation for Static PPP Subscribers on page 496

• IPv4 Address Release for Static PPP Subscribers on page 498

IPv4 Address Negotiation for Static PPP Subscribers

The process for IPv4 address negotiation for a static inet family and address over a static

PPP interface is as follows:

1. PPP Link Control Protocol (LCP) is established and an IPv6 control protocol is

successfully negotiated.

2. Thebroadbandnetworkgateway (BNG) receivesan InternetProtocolControlProtocol

(IPCP) Configure Request with a 0.0.0.0 IPv4 address option from the customer

premises equipment (CPE).

3. The BNG sends an IPCP Configure Request with a local IPv4 address option to the

CPE.

4. TheBNGsendsanAccess-Requestmessagewith theUnisphere-Ipv4-release-control

VSA (if configured) to the RADIUS server.
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5. The BNG receives an IPCP Configure ACK from the CPE.

6. The BNG receives an Access-Accept message from the RADIUS server.

• If a Framed-IP-Address attribute is received, the BNGperforms a duplicate address

check (if configured). If a duplicate address check is completed successfully, PPP

continues IPCP negotiation with the CPE. Otherwise, the entire PPP session is

brought down by sending an LCP terminate request to the CPE.

• If a Framed-Pool attribute is received, then the IPv4 address is allocated from the

specified local address pool configured in the BNG. If the IP pool is not configured

in the BNG and there is no other IP pool available, the BNG sends an LCP

Protocol-Reject message to the CPE.

• If neither a Framed-IP-Address attribute nor a Framed-Pool attribute is received,

then the BNG allocates an IPv4 address from one of the configured local address

pools. If the BNG cannot allocate an IPv4 address, the BNG sends an LCP

Protocol-Reject message to the CPE.

• If ADFv4 filtersarepresent in theAccess-Acceptmessage, theyneed tobe reinstalled

for that subscriber in the BNG.

• If both IPv4primaryandsecondaryDNSaddressesarepresent in theAccess-Accept

message, then both need to be updated for that subscriber in the BNG. If either an

IPv4 primary DNS address or an IPv4 secondary DNS address is present in the

Access-Accept message, then only the corresponding DNS address needs to be

updated for that subscriber.

If an IPv4 address is not available, and the BNG receives an Access-Reject message

from the RADIUS server, the following occurs:

• If the Access-Reject message includes the Unisphere-Ipv4-release-control VSA,

the BNG sends an IPCP terminate request to the CPE. The CPE is then allowed to

renegotiate IP NCP.

• If the Access-Rejectmessage does not include the Unisphere-Ipv4-release-control

VSA, the BNG sends an LCP Protocol-Reject message to the CPE. The CPEmust

renegotiate the LCP link before it is allowed to renegotiate IP NCP.

If the RADIUS Access-Reject message includes the IPCP Terminate-Request field,

the text of Reply Message attribute #18 is appended to the information in the

Terminate-Request field, and will be shown in PPP data.

If there is no response from the RADIUS server, then IPCP is terminated.

7. TheBNGsendsan IPCPConfigureNACKwith thenew IPv4addressoption to theCPE.

8. The subscriber secure policy service (if present for inet family) is activated.

The BNG sends an immediate Interim-Accounting message (if configured) with the

Unisphere-Ipv4-release-control VSA (if configured) and the Framed-IP-Address

attribute to the RADIUS server.
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9. The BNG receives an IPCP Configure Request with new IPv4 address option from the

CPE.

10. The BNG receives an Interim-Accounting response from the RADIUS server.

11. The BNG sends an IPCP Configure ACK to the CPE.

IPv4 Address Release for Static PPP Subscribers

The process for IPv4 address release for static inet family and address over static PPP

interface is as follows:

1. The BNG receives an IPCP terminate request from the CPE.

2. The BNG sends an IPCP terminate ACK to the CPE.

3. The following actions occur:

• The subscriber secure policy service (if present for inet family) is de-instantiated.

• If an IPv4addresswasallocated fromlocaladdresspool, theaddress thenbecomes

available.

• The IPv4 address entry is cleared from the subscriber record.

• TheBNG sends an immediate Interim-Accountingmessage (if configured)with the

Unisphere-Ipv4-release-control VSA (if configured) to the RADIUS server and the

Framed-IP-Address attribute is not included.

• User Session Statistics are retained for the entire PPP session and are not cleared

when the IPv4 address is released.

4. The BNG receives an Interim-Accounting response from the RADIUS server.

No action is taken in the BNGwhether or not it receives a response from the RADIUS

server.

Related
Documentation

Conserving IPv4 Addresses for Dual-Stack PPP Subscribers Using On-Demand IPv4

Address Allocation on page 495

•

• On-Demand IPv4 Address Negotiation and Release for Dynamic PPP Subscribers

Overview on page 499
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On-Demand IPv4 Address Negotiation and Release for Dynamic PPP Subscribers
Overview

This topic describes how on-demand IPv4 address allocation and de-allocation works

for static dual-stack PPP subscribers.

• IPv4 Address Negotiation for Dynamic PPP Subscribers on page 499

• IPv4 Address Release for Dynamic PPP Subscribers on page 501

IPv4 Address Negotiation for Dynamic PPP Subscribers

The process for IPv4 address negotiation for a dynamic inet family and address over a

static PPP interface is as follows:

1. PPPLinkControlProtocol (LCP) isestablishedand IPv6controlprotocol is successfully

negotiated.

2. Thebroadbandnetworkgateway (BNG) receivesan InternetprotocolControlProtocol

(IPCP) Configure Request with a 0.0.0.0 IPv4 address option from the CPE.

3. TheBNGsendsanAccess-Requestmessagewith theUnisphere-Ipv4-release-control

VSA (if configured) to the RADIUS server.

4. The BNG receives an Access-Accept message from the RADIUS server.

• If a Framed-IP-Address attribute is received, then a duplicate address check (if

configured) is performed on the BNG. If a duplicate address check is completed

successfully, then PPP continues IPCP negotiation with the CPE. Otherwise, the

entire PPP session is brought down by sending an LCP terminate request to the

CPE.

• If Framed-Pool attribute is received, then the IPv4 address is allocated from the

specified local address pool configured in the BNG. If the pool is not configured in

the BNG and there is no other IP pool available, then an IPCP protocol reject is sent

to the CPE.

• If neither a Framed-IP-Address attribute nor a Framed-Pool attribute is received,

then the BNG allocates an IPv4 address from one of the configured local address

pools. If the BNG cannot allocate an IPv4 address, then an IPCP protocol reject is

sent to the CPE.

• If ADFv4 filters are present in the Access-Accept message, then they need to be

reinstalled for that subscriber in the BNG.

• If both IPv4primaryandsecondaryDNSaddressesarepresent in theAccess-Accept

message, then both of them need to be updated for that subscriber in the BNG. If

either an IPv4 primary DNS address or an IPv4 secondary DNS address is present

in the Access-Acceptmessage, then only the corresponding DNS address needs to

be updated for that subscriber.
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If an IPv4 address is not available, and the BNG receives an Access-Reject message

from the RADIUS server, the following occurs:

• If the Access-Reject message includes the Unisphere-Ipv4-release-control VSA,

the BNG sends an IPCP terminate request to the CPE. The CPE is then allowed to

renegotiate IP NCP.

• If the Access-Rejectmessage does not include the Unisphere-Ipv4-release-control

VSA, the BNG sends an LCP Protocol-Reject message to the CPE. The CPEmust

renegotiate the LCP link before it is allowed to renegotiate IP NCP.

If the RADIUS Access-Reject message includes the IPCP Terminate-Request field,

the text of Reply Message attribute #18 is appended to the information in the

Terminate-Request field, and will be shown in PPP data.

If an Access-Challengemessage is received instead of an Access-Accept, then the

IPCP protocol reject is sent to the CPE.

If there is no response from the RADIUS server, then IPCP is terminated.

5. TheBNGsendsan IPCPConfigureNACKwith thenew IPv4addressoption to theCPE.

6. Thedynamic inet family and local addressareaddedandall IPv4 (family inet) services

for the dynamic client profile are instantiated.

The BNG sends an IPCP Configure Request with a local IPv4 address option to the

CPE.

7. The BNG sends an immediate Interim-Accounting message (if configured) with the

Unisphere-Ipv4-release-controlVSA(if configured)andaFramed-IP-Addressattribute

to the RADIUS server.

8. All IPv4 services, such as ascenddata filters (ADF) and firewall filters, for the dynamic

service profile and the lawful intercept service (if present for inet family) are

instantiated and the Service Accounting-Start messages (if service accounting is

configured and IPv4 service is not part of a multi-family service profile) are sent to

the RADIUS server. If service instantiation fails, then IPCP is terminated and an IPv4

address release process is initiated.

9. The BNG receives an IPCP Configure Request with a new IPv4 address option from

the CPE.

10. The BNG sends an IPCP Configure ACK to the CPE.

11. The BNG receives a Service Accounting-Start response from the RADIUS server.
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12. The BNG receives an Interim-Accounting response from the RADIUS server.

13. The BNG receives an IPCP Configure ACK from the CPE.

IPv4 Address Release for Dynamic PPP Subscribers

The process for IPv4 address release for dynamic inet family and address over static PPP

interface is as follows:

1. The BNG receives an IPCP terminate request from the CPE.

2. The BNG sends an IPCP terminate ACK to the CPE.

3. The following actions occur:

• All IPv4 (family inet) services for the dynamic client profile are de-instantiated and

the dynamic inet family and local address are removed.

• All IPv4 services, such as ascenddata filters (ADF) and firewall filters, for a dynamic

service profile and the lawful intercept service (if present for inet family) are

de-instantiated. The Service Accounting-Stopmessages (if service accounting is

configured and IPv4 service is not part of a multi-family service profile) is sent to

the RADIUS server.

• If an IPv4 address was allocated from a local address pool, then it is available.

• The IPv4 address entry is cleared from the subscriber record

4. The BNG sends an immediate Interim-Accounting message (if configured) with the

Unisphere-Ipv4-release-control VSA (if configured) to the RADIUS server and the

Framed-IP-Address attribute must not be included.

User Session Statistics and service session statistics for multi-family service are

retained for theentirePPPsessionand isnot clearedwhen the IPv4address is released.

5. The BNG receives an Interim-Accounting response from the RADIUS server.

No action taken in the BNGwhether or not it receives a response from the RAIDUS

server.

Related
Documentation

Conserving IPv4 Addresses for Dual-Stack PPP Subscribers Using On-Demand IPv4

Address Allocation on page 495

•

• On-Demand IPv4AddressNegotiationandRelease forStaticPPPSubscribersOverview

on page 496
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IPCP Negotiation with Optional Peer IP Address

During normal operation for an Internet Protocol Control Protocol (IPCP) negotiation, if

the Point-to-Point Protocol (PPP) client does not request a specific IP address, the MX

Series server sends an IP address obtained from RADIUS or from the local address pool.

If the PPP client seeks a specific IP address, on receiving a NAK from the server, it sends

a confReqmessage without specifying the IP address option. In this case, even though

the server sends an IPCP confAckmessage, the server terminates the client because the

server requires an IP address from the client.

Youcanconfigure thepeer-ip-address-optionalstatement toenable the IPCPnegotiation

to succeed even though the peer does not include the IP address option in an IPCP

configuration request for staticanddynamic, and terminatedand tunneled,Point-to-Point

Protocol over Ethernet (PPPoE) subscribers. By default, this statement is disabled. This

feature also supports high availability (HA) and unified in-service software upgrade

(unified ISSU).

If the client does not include the IP address option in an IPCP configuration request and

the IPCP negotiation succeeds by configuring the peer-ip-address-optional statement,

then the server does not have the client IP address.

NOTE: If theclientdoes include the IPaddressoption inan IPCPconfiguration
request, it does not matter whether the peer-ip-address-optional statement

is configured because the subscriber is always available and the server has
the client IP address.

An IP address fromRADIUS or from the local pool is allocated to the client and the route

towards this isaddedon theserver even though theclient isnotassignedwith thisaddress.

IPCP is successful and the subscriber becomes available. If you want the server to have

the route to the client-requested IP address, use the Framed-Route RADIUS attribute or

configure static routes. The client adds or configures static routes towards the server for

proper forwarding.

Related
Documentation

peer-ip-address-optional on page 1360•

• Dynamic Profiles Overview

HowRADIUS Attributes Are Used During AuthenticationWhen On-Demand Address
Allocation is Enabled

The following describes the behavior of the border network gateway (BNG) during

authentication when on-demand IP address allocation is enabled:

• If the RADIUS server returns a Framed-IP-Address attribute, the BNG does not go to

theRADIUS server for address allocation on the first Internet Protocol Control Protocol

(IPCP) negotiation. It uses the Framed-IP-Address attribute returned in the initial
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Access-Acceptmessage.Accounting-Start andperiodic Interim-Accountingmessages

include the Framed-IP-Address attribute. Immediate Interim Accounting messages

are not sent to RADIUS server. Address allocation is similar to the process described

for a static or dynamic subscriber.

When a Framed-IP-Address is returned from the RADIUS server during authentication

and thecustomerpremisesequipment (CPE)doesnotnegotiate IPCP, the IPv4address

is not released whether or not the on-demand IP address allocation is enabled.

• If the RADIUS server returns a Framed-Pool attribute. the BNG does not go to the

RADIUS server for address allocation upon first IPCP negotiation and it allocates an

IPv4 address from the specified local address pool. Accounting-Start and periodic

Interim-Accounting messages do not include the Framed-IP-Address attribute until

IPCP negotiation. Immediate Interim Accounting messages (if configured) are sent to

the RADIUS server. Address allocation is similar to the process described for a static

or dynamic subscriber.

• If the RADIUS server does not return either the Framed-IP-Address attribute or the

Framed-Pool attribute. address allocation is similar to the process described for a

static or dynamic subscriber. Because IPCP is theonlyNetworkControl Protocol (NCP)

active for these subscribers, the entire PPP session is terminated upon an IPCP

terminate request and an Accounting-stopmessage is sent to the RADIUS server.

Immediate Interim-Accounting messages to release the IPv4 address are not sent in

this case.

Related
Documentation

Conserving IPv4 Addresses for Dual-Stack PPP Subscribers Using On-Demand IPv4

Address Allocation on page 495

•

ConfiguringStaticOn-DemandIPv4AddressAllocationforDual-StackPPPSubscribers

To configure static on-demand IPv4 address allocation for dual-stack PPP subscribers:

1. Specify the name and logical unit number of the interface.

[edit]
user@host# edit interfaces pp0 unit 1000

2. Enable on-demand IP address allocation.

[edit interfaces pp0 unit 1000]
user@host# set ppp-options on-demand-ip-address

Related
Documentation

Conserving IPv4 Addresses for Dual-Stack PPP Subscribers Using On-Demand IPv4

Address Allocation on page 495

•
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Configuring Dynamic On-Demand IPv4 Address Allocation for Dual-Stack PPP
Subscribers

Toconfiguredynamicon-demand IPv4addressallocation fordual-stackPPPsubscribers:

1. Access the dynamic profile.

[edit]
user@host# edit dynamic profiles ppp-dyn-ipv4

2. Specify the name and logical unit number of the interface.

[edit dynamic profiles ppp-dyn-ipv4]
user@host# edit interfaces ppp unit 1000

3. Enable on-demand IP address allocation.

[edit dynamic profiles ppp-dyn-ipv4 interfaces pp0 unit 1000]
user@host# set ppp-options on-demand-ip-address

Related
Documentation

Conserving IPv4 Addresses for Dual-Stack PPP Subscribers Using On-Demand IPv4

Address Allocation on page 495

•

ConfiguringGlobalOn-DemandIPv4AddressAllocationforDual-StackPPPSubscribers

To configure static on-demand IP address IPv4 address allocation for dual-stack PPP

subscribers at the system level:

1. Specify the protocol.

[edit]
user@host# edit protocols

2. Specify the ppp-service option.

[edit protocols]
user@host# edit ppp-service

3. Enable on-demand IP address allocation.

[edit protocols ppp-service]
user@host# set on-demand-ip-address

Related
Documentation

Conserving IPv4 Addresses for Dual-Stack PPP Subscribers Using On-Demand IPv4

Address Allocation on page 495

•
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Enabling Immediate Interim AccountingMessages for On-Demand IPv4 Address
Changes

To enable the BNG to send an interim accounting messages an immediate interim

accounting message:

1. Create a profile and assign a name to it.

[edit access]
user@host# edit profile profile1

2. Under accounting, specify the address-change-immediate-update option.

[edit access profile profile1]
user@host# edit accounting
user@host# set address-change-immediate-update

Related
Documentation

Conserving IPv4 Addresses for Dual-Stack PPP Subscribers Using On-Demand IPv4

Address Allocation on page 495

•

Enabling Unisphere IPv4 Release Control VSA in RADIUSMessages

This procedure shows how to enable the Unisphere IPv4 release control VSA in RADIUS

messages:

To configure a RADIUSmessage:

1. Create a profile and assign a name to it.

[edit access]
user@host# edit profile profile1

2. Specify that you want to configure RADIUS.

[edit access profile profile1]
user@host# edit radius

3. (Optional) Configure the message RADIUSmessage.

user@host# set ip-address-change-notifymessage

Related
Documentation

• Conserving IPv4 Addresses for Dual-Stack PPP Subscribers Using On-Demand IPv4

Address Allocation on page 495
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CHAPTER 55

Best Practices for Configuring IPv4 and
IPv6 Dual Stack in a PPPoE Access
Network

• Best Practice: Static PPPoE Interfaces with NDRA on page 507

• Best Practice: DHCPv6 Prefix Delegation over a PPPoE Access Network on page 508

• Best Practice: IPv6 Addressing for Logical Interfaces in PPPoE Dynamic Profiles with

NDRA on page 508

• Best Practice: IPv6 Addressing for Logical Interfaces in PPPoE Dynamic Profiles with

DHCPv6 on page 509

• Best Practice: IPv4 Addressing for Logical Interfaces in PPPoE Dynamic

Profiles on page 510

• Best Practice: Configuring Authentication for DHCP Subscribers on a PPPoE Access

Network on page 511

Best Practice: Static PPPoE Interfaces with NDRA

When you use static PPPoE interfaces with NDRA, the prefix configured for router

advertisementmustmatch the source address specified under family inet6 in the logical

pp0 interface configuration. If these values do not match, the prefix is not advertised

correctly.

For example:

[edit protocols router-advertisement]
interface pp0.2004 {
prefix 2001:db8:2040:2004::/64;

}

[edit interface pp0]
unit 2004 {
family inet6 {
address 2001:db8:2040:2004::1.1.1.1/64;

}
}

Toviewtheprefix in the ICMPv6packet, use themonitor traffic interfacepp0.xxxextensive

command. If the prefix is missing, make sure that there is not a mismatch between the
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family inet6address configured for the interfaceand theprefix configured for the interface

in the router advertisement configuration.

Related
Documentation

• Configuring a Static PPPoE Logical Interface for NDRA on page 520

Best Practice: DHCPv6 Prefix Delegation over a PPPoE Access Network

When you use DHCPv6 prefix delegation over a PPPoE access network, you need to

enable unnumbered addressing in the family inet6 configuration.

For dynamic PPPoE interfaces, enable unnumbered addressing in the dynamic profile.

For example:

[edit dynamic-profiles]
PPPoE-dyn-ipv4v6-dhcp {
interfaces {
pp0 {
unit "$junos-interface-unit" {
. . .
family inet6 {
unnumbered-address lo0.0;

}
}

}
}

}

For staticPPPoE interfaces, enableunnumberedaddressing in the interfaceconfiguration.

For example:

[edit interface pp0]
unit 2004 {
family inet6 {
unnumbered-address lo0.0;

Related
Documentation

Configuring a PPPoE Dynamic Profile for Use with DHCP Addressing in a Dual-Stack

Network on page 514

•

Best Practice: IPv6 Addressing for Logical Interfaces in PPPoE Dynamic Profiles with
NDRA

When you use NDRA, always set the IPv6 internet address in dynamic profiles to the

$junos-ipv6-address predefined variable. This variable is replaced with the IPv6 address

of the interface used for router advertisements.

[edit dynamic-profiles]
dyn-v4v6-ndra {
interfaces {
pp0 {
unit "$junos-interface-unit" {
family inet6 {
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address "$junos-ipv6-address ";
}

}
}

}
}

Related
Documentation

Configuring a PPPoE Dynamic Profile for Use with NDRA in a Dual-Stack Network on

page 517

•

Best Practice: IPv6 Addressing for Logical Interfaces in PPPoE Dynamic Profiles with
DHCPv6

The IPv6 address configuration for logical interfaces in PPPoE dynamic profiles when

you are using DHCPv6 depends on whether or not you are using routing instances.

If you are using routing instances, use the $junos-loopback-interface predefined variable

for the IPv6 address. For example:

[edit dynamic-profiles]
dyn-v4v6-ri {
routing-instances {
"$junos-routing-instance" {
interface "$junos-interface-name";

}
}
interfaces {
pp0 {
unit "$junos-interface-unit" {
family inet6 {
unnumbered-address "$junos-loopback-interface";

}
}

}
}

}

If you are not using routing instances, use the unnumbered address for the IPv6 address.

The unnumbered address enables the local address to be derived from the specified

interfaceandallows IPprocessingon the interfacewithoutassigninganexplicit IPaddress

to the interface. For example:

[edit dynamic-profiles]
dyn-v4v6-ndra {
interfaces {
pp0 {
unit "$junos-interface-unit" {
pppoe-options {
underlying-interface "$junos-underlying-interface";
server;

}
family inet6 {
unnumbered-address lo0.0;
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}
}

}
}

}

Related
Documentation

Configuring a PPPoE Dynamic Profile for Use with DHCP Addressing in a Dual-Stack

Network on page 514

•

Best Practice: IPv4 Addressing for Logical Interfaces in PPPoE Dynamic Profiles

The IPv4 address configuration for logical interfaces in PPPoE dynamic profiles depends

on whether or not you are using routing instances.

If you are using routing instances, use the $junos-loopback-interface variable for the IPv6

address.

[edit dynamic-profiles]
dyn-v4v6-ri {
routing-instances {
"$junos-routing-instance" {
interface "$junos-interface-name";

}
}
interfaces {
pp0 {
unit "$junos-interface-unit" {
family inet {
unnumbered-address "$junos-loopback-interface";

}
}

}
}

}

If you are not using routing instances, use the unnumbered address for the IPv6 address.

The unnumbered address enables the local address to be derived from the specified

interfaceandallows IPprocessingon the interfacewithoutassigninganexplicit IPaddress

to the interface.

[edit dynamic-profiles]
dyn-v4v6-ndra {
interfaces {
pp0 {
unit "$junos-interface-unit" {
pppoe-options {
underlying-interface "$junos-underlying-interface";
server;

}
family inet {
unnumbered-address lo0.0;

}
}

}

Copyright © 2018, Juniper Networks, Inc.510

Broadband Subscriber Sessions Feature Guide



}
}

Related
Documentation

Configuring a PPPoE Dynamic Profile for Use with DHCP Addressing in a Dual-Stack

Network on page 514

•

• Configuring a PPPoE Dynamic Profile for Use with NDRA in a Dual-Stack Network on

page 517

Best Practice: Configuring Authentication for DHCP Subscribers on a PPPoE Access
Network

In most cases PPPoE is used to authenticate subscribers in a PPPoE access network.

However, if you wish to use DHCP to perform the authentication, do not configure

subscriber authentication at the [edit system services dhcp-local-server] or the [edit

system services dhcp-local-server dhcpv6] hierarchy levels. Instead configure subscriber

authentication at the [edit system services dhcp-local-server dhcpv6 group] hierarchy

level. For example:

[edit system services dhcp-local-server dhcpv6]
group v6-dhcp-client {
authentication {
password $ABC123;
username-include {
user-prefix StaticUser;

}
}

}

Related
Documentation

• Configuring a DHCPv6 Local Server for DHCPv6 over PPPoE on page 513
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CHAPTER 56

Configuring Dual Stack for PPPoE Access
Networks in Which DHCP Is Used

• Configuring a DHCPv6 Local Server for DHCPv6 over PPPoE on page 513

• Configuring a PPPoE Dynamic Profile for Use with DHCP Addressing in a Dual-Stack

Network on page 514

Configuring a DHCPv6 Local Server for DHCPv6 over PPPoE

To layer DHCPv6 above the PPPoE IPv6 family (inet6), create a DHCPv6 local server

and associate DHCPv6with the PPPoE interfaces by adding the PPPoE interfaces to the

DHCPv6 local server configuration. Specify static and dynamic PPPoE interfaces as

follows:

• Dynamic—Use the pp0.0 (PPPoE) logical interface as a wildcard to indicate that a

DHCPv6 binding can bemade on top of a PPPoE interface.

• Static—Useunit numbers to explicitly specify static interfaces; for example, pp0.2000.

To configure a DHCPv6 local server:

1. Access the DHCPv6 local server configuration.

[edit]
user@host# edit system services dhcp-local-server dhcpv6
[edit system services dhcp-local-server dhcpv6]

2. Create a group for dynamic PPPoE interfaces and assign a name.

The group feature groups a set of interfaces and then applies a common DHCP

configuration to the named interface group.

[edit system services dhcp-local-server dhcpv6]
user@host# edit group group-pppoe

3. For dynamic PPPoE logical interfaces, add an interface.

[edit system services dhcp-local-server dhcpv6 group group-pppoe]
user@host# set interface pp0.0
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4. For static PPPoE, add a range of interfaces.

[edit system services dhcp-local-server dhcpv6 group group-pppoe]
user@host# set interface pp0.2000 upto pp0.2999

Related
Documentation

IPv4 and IPv6 Dual Stack in a PPPoE Access Network on page 461•

• Best Practice: Configuring Authentication for DHCP Subscribers on a PPPoE Access

Network on page 511

Configuring a PPPoE Dynamic Profile for Use with DHCP Addressing in a Dual-Stack
Network

Configure a dynamic profile for IPv4 and IPv6 subscribers that access the network. The

dynamic profile defines the attributes of the dynamic PPPoE logical subscriber interface.

To configure a PPPoE dynamic profile for both IPv4 and IPv6 subscribers:

1. Create and name the dynamic profile.

[edit]
user@host# edit dynamic profiles PPPOE-dyn-ipv4v6

2. If you are using routing instances, add a routing instance to the profile, and add an

interface to the routing instance.

• Specify the $junos-routing-instance variable for the routing instance. The routing

instance variable is dynamically replaced with the routing instance the accessing

subscriber uses when connecting to the BNG.

• Specify the $junos-interface-name variable for the interface. The interface variable

is dynamically replacedwith the interface that the accessing subscriber uses when

connecting to the BNG.

[edit dynamic profiles PPPOE-dyn-ipv4v6]
user@host# set routing-instances $junos-routing-instance interface
$junos-interface-name

3. Add a PPPoE logical interface (pp0) to the profile, and specify $junos-interface-unit

as the predefined variable to represent the logical unit number for the interface. The

variable is dynamically replacedwith the actual unit number supplied by the network

when the subscriber logs in.

[edit dynamic profiles PPPOE-dyn-ipv4v6]
user@host# edit interfaces pp0 unit $junos-interface-unit

4. Configure the IPv4 family for the pp0 interface as follows:

• If you are not using routing instances, assign an unnumbered address. The

unnumbered address enables the local address to be derived from the specified
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interface and allows IP processing on the interface without an explicit IP address

assigned to the interface.

For example:

[editdynamic-profilesPPPOE-dyn-ipv4v6 interfacespp0unit"$junos-interface-unit"]
user@host# set family inet unnumbered-address lo0.0

• If you are using routing instances, assign the predefined variable

$junos-loopback-interface.

For example:

[editdynamic-profilesPPPOE-dyn-ipv4v6 interfacespp0unit"$junos-interface-unit"]
user@host# set family inet unnumbered-address $junos-loopback-interface

5. Configure the IPv6 family for the pp0 interface as follows:

• If you are not using routing instances, assign an unnumbered address that specifies

the loopback interface. The unnumbered address enables the local address to be

derived from the loopback interface and allows IP processing on the interface

without an explicit IP address assigned to the interface.

For example:

[editdynamic-profilesPPPOE-dyn-ipv4v6 interfacespp0unit"$junos-interface-unit"]
user@host# set family inet6 unnumbered-address lo0.0

• If you are using routing instances, assign the predefined variable

$junos-loopback-interface.

For example:

[editdynamic-profilesPPPOE-dyn-ipv4v6 interfacespp0unit"$junos-interface-unit"]
user@host# set family inet6 unnumbered-address $junos-loopback-interface

6. Specify $junos-underlying-interface as the predefined variable to represent the name

of the underlying Ethernet interface on which the router creates the dynamic PPPoE

logical interface. The variable is dynamically replaced with the actual name of the

underlying interface.

[editdynamic-profilesPPPOE-dyn-ipv4v6 interfacespp0unit "$junos-interface-unit"]
user@host# set pppoe-options underlying-interface $junos-underlying-interface

7. Define the router to act as a PPPoE server when a PPPoE logical interface is

dynamically created.

[editdynamic-profilesPPPOE-dyn-ipv4v6 interfacespp0unit "$junos-interface-unit"]
user@host# set pppoe-options server

8. (Optional) Configure the PPP authentication protocol for the pp0 interface. Specify

either chap or pap (or both).

[editdynamic-profilesPPPOE-dyn-ipv4v6 interfacespp0unit "$junos-interface-unit"]
user@host# set ppp-options chap
user@host# set ppp-options pap
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9. (Optional) Enable keepalives and set an interval for keepalives. We recommend an

interval of 30 seconds. For example:

[editdynamic-profilesPPPOE-dyn-ipv4v6 interfacespp0unit "$junos-interface-unit"]
user@host# set keepalives interval 30

Related
Documentation

• Best Practice: IPv6 Addressing for Logical Interfaces in PPPoE Dynamic Profiles with

DHCPv6 on page 509
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CHAPTER 57

Configuring Dual Stack for PPPoE Access
Networks in Which NDRA Is Used

• Configuring a PPPoE Dynamic Profile for Use with NDRA in a Dual-Stack

Network on page 517

• Configuring a Static PPPoE Logical Interface for NDRA on page 520

• Configuring anAddress-Assignment Pool Used for Router Advertisements on page 521

• Configuring Duplicate IPv6 Prefix Protection for Router Advertisement on page 522

• Configuring the IPv6 Link-Local Address for Dynamic Demux Interfaces over Static

Demux VLAN Interfaces on page 522

Configuring a PPPoE Dynamic Profile for Use with NDRA in a Dual-Stack Network

Configureadynamicprofile for IPv4and IPv6PPPoEsubscribers that access thenetwork.

The dynamic profile defines the attributes of the dynamic PPPoE logical subscriber

interface.

This dynamic profile is for configurations that use NDRA to assign a global IP address to

the CPEWAN link.

To configure a PPPoE dynamic profile for NDRA:

1. Create and name the dynamic profile.

[edit]
user@host# edit dynamic profiles PPPOE-dyn-ipv4v6-ndra

2. If you are using routing instances, add a routing instance to the profile and add an

interface to the routing instance.

• Specify the $junos-routing-instance variable for the routing instance. The routing

instance variable is dynamically replaced with the routing instance the accessing

subscriber uses when connecting to the BNG.

• Specify the $junos-interface-name variable for the interface. The interface variable

is dynamically replacedwith the interface that the accessing subscriber uses when

connecting to the BNG.

[edit dynamic profiles PPPOE-dyn-ipv4v6-ndra]
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user@host# set routing-instances $junos-routing-instance interface
$junos-interface-name

3. Add a PPPoE logical interface (pp0) to the profile, and specify $junos-interface-unit

as the predefined variable to represent the logical unit number for the interface. The

variable is dynamically replacedwith the actual unit number supplied by the network

when the subscriber logs in.

[edit dynamic profiles PPPOE-dyn-ipv4v6-ndra]
user@host# edit interfaces pp0 unit $junos-interface-unit

4. Configure the IPv4 family for the pp0 interface as follows:

• If you are not using routing instances, assign an unnumbered address. The

unnumbered address enables the local address to be derived from the specified

interface and allows IP processing on the interface without assigning an explicit IP

address to the interface.

For example:

[edit dynamic-profiles PPPOE-dyn-ipv4v6-ndra interfaces pp0 unit
"$junos-interface-unit"]

user@host# set family inet unnumbered-address lo0.0

• If you are using routing instances, assign the predefined variable

$junos-loopback-interface.

For example:

[edit dynamic-profiles PPPOE-dyn-ipv4v6-ndra interfaces pp0 unit
"$junos-interface-unit"]

user@host# set family inet unnumbered-address $junos-loopback-interface

5. Configure the IPv6 family for the pp0 interface, and assign $junos-ipv6-address as

the predefined variable. Use this variable when you are using router advertisement

with or without routing instances. This variable is replaced with the IPv6 address of

the interface used for router advertisements.

[edit dynamic profiles PPPOE-dyn-ipv4v6-ndra interfaces pp0 unit
"$junos-interface-unit"]

user@host# set family inet6 address $junos-ipv6-address

6. Specify $junos-underlying-interface as the predefined variable to represent the name

of the underlying Ethernet interface on which the router creates the dynamic PPPoE

logical interface. The variable is dynamically replaced with the actual name of the

underlying interface.

[edit dynamic profiles PPPOE-dyn-ipv4v6-ndra pp0 interfaces pp0 unit
"$junos-interface-unit"]

user@host# set pppoe-options underlying-interface $junos-underlying-interface

7. Define the router to act as a PPPoE server when a PPPoE logical interface is

dynamically created.
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[edit dynamic profiles PPPOE-dyn-ipv4v6-ndra interfaces pp0 unit
"$junos-interface-unit"]

user@host# set pppoe-options server

8. (Optional) Configure the PPP authentication protocol that is used to identify and

authenticate the CPE. Specify either chap or pap (or both).

[edit dynamic-profiles PPPOE-dyn-ipv4v6-ndra interfaces pp0 unit
"$junos-interface-unit"]

user@host# set ppp-options chap
user@host# set ppp-options pap

9. (Optional) Enable keepalives and set an interval for keepalives. We recommend an

interval of 30 seconds. For example:

[edit dynamic-profiles PPPOE-dyn-ipv4v6-ndra interfaces pp0 unit
"$junos-interface-unit"]

user@host# set keepalives interval 30

10. Configure the router advertisement protocol.

a. Access the router advertisement configuration.

[edit dynamic-profiles PPPOE-dyn-ipv4v6-ndra]
user@host# edit protocols router-advertisement

b. Specify the interface on which the NDRA configuration is applied. Assign

$junos-interface-name as the predefined variable. The variable is replaced with

the actual name of the interface.

[edit dynamic-profiles PPPOE-dyn-ipv4v6-ndra protocols router-advertisement]
user@host# edit interface $junos-interface-name

c. Specify a prefix value contained in router advertisementmessages sent to theCPE

on interfaces created with this dynamic profile.

If you specify the $junos-ipv6-ndra-prefix predefined variable, the actual value is

obtained from a local pool or through AAA.

[edit dynamic-profiles PPPOE-dyn-ipv4v6-ndra protocols router-advertisement]
user@host# set prefix $junos-ipv6-ndra-prefix

Related
Documentation

Best Practice: IPv6 Addressing for Logical Interfaces in PPPoE Dynamic Profiles with

NDRA on page 508

•

• IPv4 and IPv6 Dual Stack in a PPPoE Access Network on page 461
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Configuring a Static PPPoE Logical Interface for NDRA

To configure a static PPPoE logical interface for static NDRA configurations:

1. Specify the name and logical unit number of the interface.

[edit]
user@host# edit interfaces pp0 unit 1000

2. Configure a description for the interface.

[edit interfaces pp0 unit 1000]
user@host# set description "static IPv4v6 dual stack, NDRA”

3. Specify the family inet6 source address.

[edit interfaces pp0 unit 1000]
user@host# set family inet6 address 2001:db8:2040:2004::1.1.1.1/64

4. Configure an unnumbered address for family inet.

[edit interfaces pp0 unit 1000]
user@host# set family inet unnumbered-address lo0.0

5. Specify the underlying Ethernet interface.

[edit interfaces pp0 unit 1000]
user@host# set pppoe-options underlying-interface ge-1/0/0.1000

6. Define the router to act as aPPPoE serverwhen thePPPoE logical interface is created.

[edit interfaces pp0 unit 1000]
user@host# set pppoe-options server

7. Access the router advertisement configuration, and specify the prefixes that the BNG

sends in router advertisements for the static interface. Make sure that the prefixes

match the source address configured for the static PPPoE logical interface configured

in Step 3.

[edit]
user@host# edit protocols router-advertisement
user@host# set interface pp0.1000 prefix 2001:db8:2040:2004::/64

Related
Documentation

Best Practice: Static PPPoE Interfaces with NDRA on page 507•
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Configuring an Address-Assignment Pool Used for Router Advertisements

If you are using local address-assignment pools to be used for router advertisement,

create a pool and add IPv6 prefixes to the pool.

Youmust configure separate pools for DHCPv6 prefix delegation, DHCPv6 IA_NA, and

router advertisement.

To configure an NDRA address-assignment pool.

1. Create a pool for IPv6 prefixes used by NDRA.

[edit]
user@host# edit access address-assignment pool ndra-2010 family inet6

2. Add IPv6 network prefixes to the pool.

[edit access address-assignment pool ndra-2010 family inet6]
user@host# set prefix 2001:db8::/64

3. Configure the name of the IPv6 address range and define the range. For NDRA pools,

specify the range by setting a prefix length of 64.

[edit access address-assignment pool ndra-2010 family inet6]
user@host# set range ndra-range prefix-length 64

4. Specify that the address-assignment pool is used for NDRA.

[edit access address-assignment]
user@host# set neighbor-discovery-router-advertisement ndra-2010

Related
Documentation

HowNDRAWorks in a Subscriber Access Network on page 426•

• Methods for Obtaining IPv6 Prefixes for NDRA on page 427
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Configuring Duplicate IPv6 Prefix Protection for Router Advertisement

If you are using AAA to supply IPv6 prefixes for router advertisement, you can enable

duplicateprefix protection topreventprefixes frombeingusedmore thanonce. If enabled,

the following attributes received from external servers are checked:

• Framed-IPv6-Prefix

• Framed-IPv6-Pool

If a prefix matches a prefix in an address pool, the prefix is taken from the pool if it is

available. If the prefix is already in use, it is rejected as unavailable. If the prefix length

requested from the external server does not match the pool’s prefix length exactly, the

authentication request is denied. If configured, the Acct-Stopmessage will include a

termination cause.

To configure duplicate prefix protection:

1. Enter the access configuration.

[edit]
user@host# edit access

2. Enable duplicate prefix protection.

[edit access]
user@host# address-protection

Related
Documentation

HowNDRAWorks in a Subscriber Access Network on page 426•

• Duplicate Prefix Protection for NDRA on page 428

Configuring the IPv6 Link-Local Address for Dynamic Demux Interfaces over Static
Demux VLAN Interfaces

When you are using Router Advertisement for IPv6 subscribers on dynamic demux

interfaces that run over underlying static demux interfaces, both interfaces should use

the same link-local address.

The link local address should be assigned using a unique 64-Bit IPv6 interface identifier

(EUI-64), which is obtained based on the MAC address of the underlying interface.

To cause the system to implement the link-local address based on the MAC address of

the underlying interface and to comply with the 64-bit Extended Unique Identifier

(EUI-64):

1. Access the hierarchy that configures all static demux interfaces on the router.

[edit]
edit system demux-options
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2. Configure the system to use theMAC address of the underlying static interface as the

basis for the link-local address of the demux interface.

[edit system demux-options]
set use-underlying-interface-mac
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CHAPTER 58

ConfiguringAddressAssignmentPools for
DHCPv6

• Configuring an Address-Assignment Pool for Use by DHCPv6 Prefix

Delegation on page 525

• Configuring an Address-Assignment Pool for Use by DHCPv6 IA_NA on page 526

• Specifying the Delegated Address-Assignment Pool to Be Used for DHCPv6 Prefix

Delegation on page 526

Configuring an Address-Assignment Pool for Use by DHCPv6 Prefix Delegation

This procedure shows how to configure IPv6 local addresspools to allocate IPv6 prefixes

for use by DHCPv6 prefix delegation.

Youmust configure separate pools for DHCPv6 prefix delegation, DHCPv6 IA_NA, and

NDRA.

To configure the pool to be used for prefix delegation:

1. Create a pool and assign a name to it.

[edit access]
user@host# edit address-assignment pool v6-prefix-pool-2001

2. Under family inet6, add IPv6 prefixes to the pool.

[edit access address-assignment pool v6-prefix-pool-2001]
user@host# edit family inet6
user@host# set prefix 2001:db8:0000:0000:0000::/64

3. Configure the name of the IPv6 prefix range, and define the range by setting a prefix

length of 64.

[edit access address-assignment pool v6-prefix-pool-2001 family inet6]
user@host# edit range prefix-range
user@host# set prefix-length 64

Related
Documentation

Using DHCPv6 Prefix Delegation Overview on page 431•
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• Methods for Obtaining IPv6 Prefixes for DHCPv6 Prefix Delegation on page 434

Configuring an Address-Assignment Pool for Use by DHCPv6 IA_NA

This procedure shows how to configure IPv6 local address pools to allocate global IPv6

addresses to the CPEWAN link.

Youmust configure separate pools for DHCPv6 prefix delegation, DHCPv6 IA_NA, and

NDRA.

To configure the pool to be used for DHCPv6 IA_NA:

1. Create a pool and assign a name to it.

[edit access]
user@host# edit address-assignment pool v6-ia-na-pool

2. Under family inet6, add IPv6 network prefixes to the pool.

[edit access address-assignment pool v6-ia-na-pool]
user@host# edit family inet6
user@host# set prefix 2001:db8:0000::/64

3. Configure the name of the IPv6 address range, and define the range by setting a low

and high range of /128 addresses.

[edit access address-assignment pool v6-ia-na-pool family inet6]
user@host# edit range v6-range
user@host# set low 2001:db8::1/128
user@host# set high 2001:db8::ffff:ffff/128

Related
Documentation

Using DHCPv6 IA_NA to Provide IPv6WAN Link Addressing Overview on page 429•

• Methods for Obtaining IPv6 Global Addresses for DHCPv6 IA_NA on page 429

Specifying the Delegated Address-Assignment Pool to Be Used for DHCPv6 Prefix
Delegation

You can explicitly specify which address pool the BNG uses to assign IPv6 prefixes for

use by DHCPv6 prefix delegation. This feature enables you to identify the address pool

without using RADIUS or a network match.

NOTE: You can also use by Juniper Networks VSA 26-161 to specify the
delegated address pool. The VSA-specified value takes precedence over the
delegated-address statement.

To specify the pool to be used for prefix delegation:

1. Specify that you want to configure override options for DHCPv6 local server.
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[edit system services dhcp-local-server dhcpv6]
user@host# edit overrides

2. Specify the name of the delegated address pool.

[edit system services dhcp-local-server overrides]
user@host# set delegated-pool paris-cable-12

Related
Documentation

• Using DHCPv6 Prefix Delegation Overview on page 431

• Configuring an Address-Assignment Pool for Use by DHCPv6 Prefix Delegation on

page 525
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CHAPTER 59

Configuring the Dynamic Router
Advertisement Protocol

• Dynamic Router Advertisement Configuration Overview on page 529

Dynamic Router Advertisement Configuration Overview

In a network deployment where router interfaces are configured statically, you might

need toconfigure theRouterAdvertisementProtocol ononlya small numberof interfaces

on which it might run. However, in a subscriber access network, static configuration of

theRouterAdvertisementProtocolbecomes impracticalbecause thenumberof interfaces

that potentially need the Router Advertisement Protocol increases substantially. In

addition, deploying services in a dynamic environment requires dynamic modifications

to interfaces as they are created.

Subscriber access supports the configuration of the Router Advertisement Protocol at

the [edit dynamic-profiles profile-name protocols] hierarchy level. By specifying Router

Advertisement Protocol statements within a dynamic profile, you can dynamically apply

a Router Advertisement configuration when a subscriber connects to an interface using

a particular access technology (for example, DHCP), enabling the subscriber to access

a carrier (multicast) network.

Tominimally configure the Router Advertisement Protocol requires that you include the

router-advertisement statement at the [edit dynamic-profiles profile-name protocols]

hierarchy level and the interface statementalongwith the$junos-interface-namedynamic

variable. All other statements are optional.

NOTE: Statements used for Router Advertisement Protocol configuration
at the [editdynamic-profilesprofile-nameprotocols]hierarchy levelare identical

in function to those same statements used for static Router Advertisement
Protocol configuration, with the exception of the interface and prefix

statements, which use dynamic variables.

Related
Documentation

• Dynamic Profiles Overview

• Configuring Dynamic DHCP Client Access to a Multicast Network
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• Configuring anAddress-Assignment Pool Used for Router Advertisements on page 521
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CHAPTER 60

Examples: IPv4 and IPv6 Dual-Stack
Designs

• Example: Configuring a Dual Stack That Uses DHCPv6 IA_NA and DHCPv6 Prefix

Delegation over PPPoE on page 531

• Example: Configuring a Dual Stack That Uses ND/RA and DHCPv6 Prefix Delegation

Over PPPoE on page 554

• Example: Configuring a Dual Stack That Uses ND/RA Over PPPoE on page 578

Example: Configuring a Dual Stack That Uses DHCPv6 IA_NA and DHCPv6 Prefix
Delegation over PPPoE

• Requirements on page 531

• Overview on page 531

• Configuration on page 534

• Verification on page 550

Requirements

This example uses the following hardware and software components:

• MX Series 3D Universal Edge Router

• Junos OS Release 11.4 or later

Overview

This design uses DHCPv6 IA_NA andDHCPv6 prefix delegation in your subscriber access

network as follows:

• The access network is PPPoE.

• DHCPv6 IA_NA is used to assign a global IPv6 address on theWAN link. The address

comes from a local pool that is specified using AAA RADIUS.

• DHCPv6 prefix delegation is used for subscriber LAN addressing. It used a delegated

prefix from a local pool that is specified using AAA RADIUS.
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• DHCPv4 is used for subscriber LAN addressing.

• DHCPv6 subscriber sessions are layered over an underlying PPPoE subscriber session.

Topology

Figure 22: PPPoE Subscriber Access Network with DHCPv6 IA_NA and
DHCPv6 Prefix Delegation

Table 48 on page 532 describes the configuration components used in this example.

Table 48: Configuration Components Used in Dual Stack with DHCPv6 IA_NA and DHCPv6
Prefix Delegation

PurposeComponent Name
Configuration
Component

Profile that creates aPPPoE logical interfacewhen the subscriber logs
in.

pppoe-subscriber-profileDynamic Profile

Interface used for communication with the RADIUS server.ge-0/2/5Interfaces

Underlying Ethernet interface.ge-0/3/0

VLANdemux interface that runsover theunderlyingEthernet interface.demux0

Loopback interface for use in the access network. The loopback
interface is automatically used for unnumbered interfaces.

lo0
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Table 48: Configuration Components Used in Dual Stack with DHCPv6 IA_NA and DHCPv6
Prefix Delegation (continued)

PurposeComponent Name
Configuration
Component

Pool that provides IPv4 addresses for the subscriber LAN.pool v4-poolAddress-Assignment
Pools

Pool that provides a global IPv6 address to the CPEWAN link.pool v6-ia-na-pool

Pool that provides a pool of prefixes that are delegated to the CPE
and used for assigning IPv6 global addresses on the subscriber LAN.

pool v6-pd-pool
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Configuration

• Configuring a DHCPv6 Local Server for DHCPv6 over PPPoE on page 537

• Configuring a Dynamic Profile for the PPPoE Logical Interface on page 538

• Configuring a Loopback Interface on page 540

• ConfiguringaVLANDemux Interfaceover anEthernetUnderlying Interfaceonpage542

• Configuring an Interface for Communication with RADIUS Server on page 544

• Specifying the BNG IP Address on page 544

• Configuring RADIUS Server Access on page 545

• Configuring RADIUS Server Access Profile on page 546

• Configuring Local Address-Assignment Pools on page 547

CLI Quick
Configuration

The following is the complete configuration for this example:

dynamic-profiles {
pppoe-subscriber-profile {
routing-instances {
"$junos-routing-instance" {
interface "$junos-interface-name";

}
}
interfaces {
pp0 {
unit "$junos-interface-unit" {
ppp-options {
chap;
pap;

}
pppoe-options {
underlying-interface "$junos-underlying-interface";
server;

}
keepalives interval 30;
family inet {
unnumbered-address "$junos-loopback-interface";

}
family inet6 {
unnumbered-address "$junos-loopback-interface";

}
}

}
}

}
}
system {
services {
dhcp-local-server {
dhcpv6 {
group v6-ppp-subscriber {
interface pp0.0;

}
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}
}

}
}
interfaces {
ge-0/2/5 {
gigether-options {
no-auto-negotiation;

}
unit 0 {
family inet {
address 203.0.113.99/32;

}
}

}
ge-0/3/0 {
hierarchical-scheduler maximum-hierarchy-levels 2;
flexible-vlan-tagging;
encapsulation flexible-ethernet-services;
unit 1;

}
demux0 {
unit 1 {
proxy-arp;
vlan-tags outer 1 inner 1;
demux-options {
underlying-interface ge-0/3/0;

}
family pppoe {
duplicate-protection;
dynamic-profile pppoe-subscriber-profile;

}
}

}
lo0 {
unit 0 {
family inet {
address 203.0.113.1/32 {
primary;
preferred;

}
}
family inet6 {
address 2001:db8:0::1/128 {
primary;
preferred;

}
}

}
}

}
routing-options {
router-id 203.0.113.0;

}
access {
radius-server {
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203.0.113.99 {
secret "$ABC123$ABC123$ABC123"; ## SECRET-DATA
timeout 45;
retry 4;
source-address 203.0.113.1;

}
}
profile Access-Profile {
authentication-order radius;
radius {
authentication-server 203.0.113.99;
accounting-server 203.0.113.99;

}
accounting {
order [ radius none ];
update-interval 120;
statistics volume-time;

}
}
address-assignment {
pool v4-pool {
family inet {
network 203.0.113.161/32;
range v4-range-0 {
low 203.0.113.161;
high 203.0.113.255;

}
dhcp-attributes {
maximum-lease-time 99999;

}
}

}
pool v6-ia-na-pool {
family inet6 {
prefix 2001:db8:1000:0000::/64;
range v6-range-0 {
low 2001:db8:1000::1/128;
high 2001:db8:1000::ffff:ffff/128;

}
}

}
pool v6-pd-pool {
family inet6 {
prefix 2001:db8:2012::/48;
range v6-pd prefix-length 64;

}
}

}
address-protection;

}
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Configuring a DHCPv6 Local Server for DHCPv6 over PPPoE

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

edit system services dhcp-local-server dhcpv6
edit group v6-ppp-subscriber
set interface pp0.0

Step-by-Step
Procedure

To layer DHCPv6 above the PPPoE IPv6 family (inet6), associate DHCPv6 with the

PPPoE interfaces by adding the PPPoE interfaces to the DHCPv6 local server

configuration. Because this example uses a dynamic PPPoE interface, we are using the

pp0.0 (PPPoE) logical interface as a wildcard to indicate that a DHCPv6 binding can be

made on top of a PPPoE interface.

To configure a DHCPv6 local server:

1. Access the DHCPv6 local server configuration.

[edit]
user@host# edit system services dhcp-local-server dhcpv6

2. Create a group for dynamic PPPoE interfaces and assign a name.

The group feature groups a set of interfaces and then applies a common DHCP

configuration to the named interface group.

[edit system services dhcp-local-server dhcpv6]
user@host# edit group v6-ppp-subscriber

3. Add an interface for dynamic PPPoE logical interfaces.

[edit system services dhcp-local-server dhcpv6 group v6-ppp-subscriber]
user@host# set interface pp0.0

Results From configuration mode, confirm your configuration by entering the show command.

[edit]
user@host# show
system {
services {
dhcp-local-server {
dhcpv6 {
group v6-ppp-subscriber {
interface pp0.0;

}
}

}
}

}
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If you are done configuring the device, enter commit from configuration mode.

Configuring a Dynamic Profile for the PPPoE Logical Interface

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

edit dynamic-profiles pppoe-subscriber-profile
edit routing-instances $junos-routing-instance
set interface $junos-interface-name
exit
edit interfaces pp0 unit $junos-interface-unit
set family inet unnumbered-address "$junos-loopback-interface"
set family inet6 unnumbered-address "$junos-loopback-interface"
set pppoe-options underlying-interface "$junos-underlying-interface"
set pppoe-options server
set ppp-options pap
set ppp-options chap
set keepalives interval 30

Step-by-Step
Procedure

Create a dynamic profile for the PPPoE logical interface. This dynamic profile supports

both IPv4 and IPv6 sessions on the same logical interface.

To configure the dynamic profile:

1. Create and name the dynamic profile.

[edit]
user@host# edit dynamic-profiles pppoe-subscriber-profile

2. Add a routing instance to the profile.

[edit dynamic-profiles pppoe-subscriber-profile]
user@host# edit routing-instances $junos-routing-instance
user@host# set interface $junos-interface-name

3. Configure a PPPoE logical interface (pp0) that is used to create logical PPPoE

interfaces for the IPv4 and IPv6 subscribers.

[edit dynamic-profiles pppoe-subscriber-profile]
user@host# edit interfaces pp0

4. Specify$junos-interface-unitas the predefined variable to represent the logical unit

number for the pp0 interface. The variable is dynamically replaced with the actual

unit number supplied by the network when the subscriber logs in.

[edit dynamic-profiles pppoe-subscriber-profile interfaces pp0]
user@host# edit unit $junos-interface-unit
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5. Specify $junos-underlying-interface as the predefined variable to represent the

name of the underlying Ethernet interface onwhich the router creates the dynamic

PPPoE logical interface. The variable is dynamically replacedwith the actual name

of the underlying interface supplied by the network when the subscriber logs in.

[edit dynamic-profiles pppoe-subscriber-profile interfaces pp0 unit
"$junos-interface-unit"]

user@host# set pppoe-options underlying-interface $junos-underlying-interface

6. Configure the router to act as a PPPoE server when a PPPoE logical interface is

dynamically created.

[edit dynamic-profiles pppoe-subscriber-profile interfaces pp0 unit
"$junos-interface-unit"]

user@host# set pppoe-options server

7. Configure the IPv4 family for the pp0 interface. Specify the unnumbered address

to dynamically create loopback interfaces. Because the example uses routing

instances, assign the predefined variable $junos-loopback-interface.

[edit dynamic-profiles pppoe-subscriber-profile interfaces pp0 unit
"$junos-interface-unit"]

user@host# set family inet unnumbered-address $junos-loopback-interface

8. Configure the IPv6 family for the pp0 interface. Specify the unnumbered address

to dynamically create loopback interfaces. Because the example uses routing

instances without router advertisement, assign the predefined variable

$junos-loopback-interface.

[edit dynamic-profiles pppoe-subscriber-profile interfaces pp0 unit
"$junos-interface-unit"]

user@host# set family inet6 unnumbered-address $junos-loopback-interface

9. Configure one or more PPP authentication protocols for the pp0 interface.

[edit dynamic-profiles pppoe-subscriber-profile interfaces pp0 unit
"$junos-interface-unit"]

user@host# set ppp-options chap
user@host# set ppp-options pap

10. Enable keepalives and set an interval for keepalives. We recommend an interval of

30 seconds.

[edit dynamic-profiles pppoe-subscriber-profile interfaces pp0 unit
"$junos-interface-unit"]

user@host# set keepalives interval 30

Results From configuration mode, confirm your configuration by entering the show command.

[edit dynamic-profiles pppoe-subscriber-profile]
user@host# show
routing-instances {
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"$junos-routing-instance" {
interface "$junos-interface-name";

}
}
interfaces {
pp0 {
unit "$junos-interface-unit" {
ppp-options {
chap;
pap;

}
pppoe-options {
underlying-interface "$junos-underlying-interface";
server;

}
keepalives interval 30;
family inet {
unnumbered-address "$junos-loopback-interface";

}
family inet6 {
unnumbered-address "$junos-loopback-interface";

}
}

}
}

If you are done configuring the device, enter commit from configuration mode.

Configuring a Loopback Interface

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

edit interfaces lo0
set unit 0 family inet address 203.0.113.1/32 primary
set unit 0 family inet address 203.0.113.1/32 preferred
set unit 0 family inet6 address 2001:db8:0::1/128 primary
set unit 0 family inet6 address 2001:db8:0::1/128 preferred

Step-by-Step
Procedure

To configure a loopback interface:

Create the loopback interface and specify a unit number.1.

[edit]
user@host# edit interfaces lo0 unit 0

2. Configure the interface for IPv4.

[edit interfaces lo0 unit 0]
user@host# set family inet address 203.0.113.1/32 primary preferred

3. Configure the interface for IPv6.
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[edit interfaces lo0 unit 0]
user@host# set family inet6 address 2001:db8:0::1/128 primary preferred

Results From configuration mode, confirm your configuration by entering the show command.

[edit interfaces lo0]
user@host# show
unit 0 {
family inet {
address 203.0.113.1/32 {
primary;
preferred;

}
}
family inet6 {
address 2001:db8:0::1/128 {
primary;
preferred;

}
}

}

If you are done configuring the device, enter commit from configuration mode.
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Configuring a VLANDemux Interface over an Ethernet Underlying Interface

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

edit interfaces
set ge-0/3/0 hierarchical-scheduler maximum-hierarchy-levels 2
set ge-0/3/0 flexible-vlan-tagging
set ge-0/3/0 encapsulation flexible-ethernet-services
exit
edit interfaces demux0 unit 1
set vlan-tags outer 1
set vlan-tags inner 1
set demux-options underlying-interface ge-0/3/0
set family pppoe dynamic-profile pppoe-subscriber-profile
set family pppoe duplicate-protection
set proxy-arp

Step-by-Step
Procedure

To configure a VLAN demux interface over an Ethernet underlying interface:

Configure the underlying Ethernet interface.1.

[edit]
user@host# edit interfaces ge-0/3/0
user@host# set flexible-vlan-tagging
user@host# set encapsulation flexible-ethernet-services
user@host# set hierarchical-scheduler maximum-hierarchy-levels 2

2. Create the VLAN demux interface, and specify a unit number.

[edit]
user@host# edit interfaces demux0 unit 1

3. Configure the VLAN tags.

[edit interfaces demux0 unit 1]
user@host# set vlan-tags outer 1 inner 1

4. Specify the underlying Ethernet interface.

[edit interfaces demux0 unit 1]
user@host# set demux-options underlying-interface ge-0/3/0

5. Specify the dynamic profile.

[edit interfaces demux0 unit 1]
user@host# set family pppoe dynamic-profile pppoe-subscriber-profile

6. PreventmultiplePPPoEsessions frombeingcreated for thesamePPPoEsubscriber

on the same VLAN interface.
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[edit interfaces demux0 unit 1]
user@host# set family pppoe duplicate-protection

7. (Optional) Specify that you want the demux interface to use Proxy ARP.

[edit interfaces demux0 unit 1]
user@host# set proxy-arp

Results From configuration mode, confirm your configuration by entering the show command.

[edit interfaces]
user@host# show
ge-0/3/0 {
hierarchical-scheduler maximum-hierarchy-levels 2;
flexible-vlan-tagging;
encapsulation flexible-ethernet-services;

}
demux0 {
unit 1 {
proxy-arp;
vlan-tags outer 1 inner 1;
demux-options {
underlying-interface ge-0/3/0;

}
family pppoe {
duplicate-protection;
dynamic-profile pppoe-subscriber-profile;

}
}

}

If you are done configuring the device, enter commit from configuration mode.
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Configuring an Interface for Communication with RADIUS Server

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

edit interfaces ge-0/2/5
set unit 0 family inet address 203.0.113.99
set gigether-options no-auto-negotiation

Step-by-Step
Procedure

To configure the interface:

Create the interface, specify a unit number, and configure the address.1.

[edit]
user@host# edit interfaces ge-0/2/5

2. Configure the interface for IPv4 and specify the address.

[edit interfaces ge-0/2/5]
user@host# set unit 0 family inet address 203.0.113.99

3. Specify that Gigabit Ethernet options are not automatically negotiated.

[edit interfaces ge-0/2/5]
user@host# set gigether-options no-auto-negotiation

Results From configuration mode, confirm your configuration by entering the show command.

[edit interfaces ge-0/2/5]
user@host# show
gigether-options {
no-auto-negotiation;

}
unit 0 {
family inet {
address 203.0.113.99/32;

}
}

If you are done configuring the device, enter commit from configuration mode.

Specifying the BNG IP Address

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

edit routing-options
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set router-id 203.0.113.0

BEST PRACTICE: We strongly recommend that you configure the BNG IP
address, thereby avoiding unpredictable behavior if the interface address on
a loopback interface changes.

Step-by-Step
Procedure

To configure the IP address of the BNG:

Access the routing-options configuration.1.

[edit]
user@host# edit routing-options

2. Specify the IP address or the BNG.

[edit routing-options]
user@host# set router-id 203.0.113.0

Results From configuration mode, confirm your configuration by entering the show command.

[edit routing-options]
user@host# show
router-id 203.0.113.0;

If you are done configuring the device, enter commit from configuration mode.

Configuring RADIUS Server Access

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

edit access radius-server 203.0.113.99
set secret "$ABC123$ABC123$ABC123"
set timeout 45
set retry 4
set source-address 203.0.113.1

Step-by-Step
Procedure

To configure RADIUS servers:

Create a RADIUS server configuration, and specify the address of the server.1.

[edit]
user@host# edit access radius-server 203.0.113.99

2. Configure the required secret (password) for the server. Secrets enclosed in

quotation marks can contain spaces.
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[edit access radius-server 203.0.113.99]
user@host# set secret "$ABC123$ABC123$ABC123"

3. Configure the source address that the BNG uses when it sends RADIUS requests to

the RADIUS server.

[edit access radius-server 203.0.113.99]
user@host# set source address 203.0.113.1

4. (Optional) Configure the number of times that the router attempts to contact a

RADIUS accounting server. You can configure the router to retry from 1 through 16

times. The default setting is 3 retry attempts.

[edit access radius-server 203.0.113.99]
user@host# set retry 4

5. (Optional) Configure the length of time that the local router or switch waits to

receive a response from a RADIUS server. By default, the router or switch waits 3

seconds. You can configure the timeout to be from 1 through 90 seconds.

[edit access radius-server 203.0.113.99]
user@host# set timeout 45

Results From configuration mode, confirm your configuration by entering the show command.

[edit access]
user@host# show
radius-server {
203.0.113.99 {
secret "$ABC123$ABC123$ABC123"; ## SECRET-DATA
timeout 45;
retry 4;
source-address 203.0.113.1;

}
}

If you are done configuring the device, enter commit from configuration mode.

Configuring RADIUS Server Access Profile

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

edit access profile Access-Profile
set authentication-order radius
set radius authentication-server 203.0.113.99
set radius accounting-server 203.0.113.99
set accounting order radius
set accounting order none
set accounting update-interval 120
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set accounting statistics volume-time

Step-by-Step
Procedure

To configure a RADIUS server access profile:

Create a RADIUS server access profile.1.

[edit]
user@host# edit access profile Access-Profile

2. Specify the order in which authentication methods are used.

[edit access profile Access-Profile]
user@host# set authentication-order radius

3. Specify the address of the RADIUS server used for authentication and the server

used for accounting.

[edit access profile Access-Profile]
user@host# set radius authentication-server 203.0.113.99
user@host# set radius accounting-server 203.0.113.99

4. Configure RADIUS accounting values for the access profile.

[edit access profile Access-Profile]
user@host# set accounting order [ radius none ]
user@host# set accounting update-interval 120
user@host# set accounting statistics volume-time

Results From configuration mode, confirm your configuration by entering the show command.

[edit access]
user@host# show
profile Access-Profile {
authentication-order radius;
radius {
authentication-server 203.0.113.99;
accounting-server 203.0.113.99;

}
accounting {
order [ radius none ];
update-interval 120;
statistics volume-time;

}
}

If you are done configuring the device, enter commit from configuration mode.

Configuring Local Address-Assignment Pools

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network
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configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

edit access address-assignment
set pool v4-pool family inet network 203.0.113.161/32
set pool v4-pool family inet range v4-range-0 low 203.0.113.161
set pool v4-pool family inet range v4-range-0 high 203.0.113.255
set pool v4-pool family inet dhcp-attributesmaximum-lease-time 99999
set pool v6-ia-na-pool family inet6 prefix 2001:db8:1000:0000::/64
set pool v6-ia-na-pool family inet6 range v6-range-0 low 2001:db8:1000::1/128
set pool v6-ia-na-pool family inet6 range v6-range-0 high 2001:db8:1000::ffff:ffff/128
set pool v6-pd-pool family inet6 prefix 2001:db8:2012::/48
set pool v6-pd-pool family inet6 range v6-pd prefix-length 64

Step-by-Step
Procedure

Configure three address-assignment pools for DHCPv4, DHCPv6 IA_NA, and DHCPv6

prefix delegation.

To configure the address-assignment pools:

1. Configure the address-assignment pool for DHCPv4.

[edit]
user@host# edit access address-assignment pool v4-pool
user@host# edit family inet
user@host# set network 203.0.113.161
user@host# set range v4-range-0 low 203.0.113.161
user@host# set range v4-range-0 high 203.0.113.255
user@host# set dhcp-attributesmaximum-lease-time 99999

2. Configure the address-assignment pool for DHCPv6 IA_NA.

[edit]
user@host# edit access address-assignment pool v6-ia-na-pool
user@host# edit family inet6
user@host# set prefix 2001:db8:1000:0000::/64
user@host# set range v6-range-0 low 2001:db8:1000::1/128
user@host# set range v6-range-0 high 2001:db8:1000::ffff:ffff/128

3. Configure the address-assignment pool for DHCPv6 prefix delegation.

[edit]
user@host# edit access address-assignment pool v6-pd-pool
user@host# edit family inet6
user@host# set prefix 2001:db8:2012::/48
user@host# set range v6-pd prefix-length 64

4. (Optional) Enable duplicate prefix protection.

[edit access]
user@host# set address-protection

Results From configuration mode, confirm your configuration by entering the show command.
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[edit access]
user@host# show
address-assignment {
pool v4-pool {
family inet {
network 203.0.113.161/32;
range v4-range-0 {
low 203.0.113.161;
high 203.0.113.255;

}
dhcp-attributes {
maximum-lease-time 99999;

}
}

}
pool v6-ia-na-pool {
family inet6 {
prefix prefix 2001:db8:1000:0000::/64 ;
range v6-range-0 {
low 2001:db8:1000::1/128;
high 2001:db8:1000::ffff:ffff/128;

}
}

}
pool v6-pd-pool {
family inet6 {
prefix 2001:db8:2012::/48;
range v6-pd prefix-length 64;

}
}
}
address-protection;

}

If you are done configuring the device, enter commit from configuration mode.
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Verification

Confirm that the configuration is working properly.

• Verifying Active Subscriber Sessions on page 550

• Verifying Both IPv4 and IPv6 Address in Correct Routing Instance on page 550

• Verifying Dynamic Subscriber Sessions on page 551

• Verifying DHCPv6 Address Pools Used for DHCPv6 Prefix Delegation on page 552

• Verifying DHCPv6 Address Bindings on page 553

• Verifying PPP Options Negotiated with the Remote Peer on page 554

Verifying Active Subscriber Sessions

Purpose Verify active subscriber sessions.

Action From operational mode, enter the show subscribers summary command.

user@host>show subscribers summary
Subscribers by State
   Active: 2
   Total: 2

Subscribers by Client Type
   DHCP: 1
   PPPoE: 1
   Total: 2

Meaning The fields under Subscribers by State show the number of active subscribers.

The fields under Subscribers by Client Type show the number of active DHCP and PPPoE

subscriber sessions.

Verifying Both IPv4 and IPv6 Address in Correct Routing Instance

Purpose Verify that the subscriber has both an IPv4 and IPv6 address and is placed in the correct

routing instance.

Action From operational mode, enter the show subscribers command.

user@host>show subscribers
Interface           IP Address/VLAN ID       User Name            LS:RI
pp0.1073741825      203.0.113.162               SBRSTATICUSER      default:default
pp0.1073741825      2001:db8:1000::1                           default:default

Copyright © 2018, Juniper Networks, Inc.550

Broadband Subscriber Sessions Feature Guide



Meaning The Interface field shows that two subscriber sessions are running on the same interface.

The IP Address field shows that one session is assigned an IPv4 address, and the second

session is assigned an IPv6 address by DHCPv6 IA_NA.

The LS:RI field shows that the subscriber is placed in the correct routing instance and

that traffic can be sent and received.

Verifying Dynamic Subscriber Sessions

Purpose Verify dynamic PPPoE and DHCPv6 subscriber sessions. In this example configuration

the DHCPv6 subscriber session should be layered over the underlying PPPoE subscriber

session.

Action From operational mode, enter the show subscribers detail command.

user@host>show subscribers detail
Type: PPPoE
User Name: SBRSTATICUSER
IP Address: 203.0.113.162
IP Netmask: 255.0.0.0
Logical System: default
Routing Instance: default
Interface: pp0.1073741825
Interface type: Dynamic
Dynamic Profile Name: pppoe-subscriber-profile
MAC Address: 00:00:5E:00:53:01
State: Active
Radius Accounting ID: 2
Session ID: 2
Login Time: 2011-12-08 09:11:41 PST

Type: DHCP
IPv6 Address: 2001:db8:1000::1
Logical System: default
Routing Instance: default
Interface: pp0.1073741825
Interface type: Static
MAC Address: 00:00:5E:00:53:31
State: Active
Radius Accounting ID: 3
Session ID: 3
Underlying Session ID: 2
Login Time: 2011-12-08 09:12:11 PST
DHCP Options: len 42
00 08 00 02 0b b8 00 01 00 0a 00 03 00 01 00 01 02 00 00 01
00 06 00 02 00 03 00 03 00 0c 00 00 00 00 00 00 00 00 00 00
00 00

Meaning Whenasubscriber has logged inandstartedbothan IPv4andan IPv6session, theoutput

shows the active underlying PPPoE session and the active DHCPv6 session.

The Session ID field for the PPPoE session is 2. The Underlying Session ID for the DHCP

session is 2, which shows that the PPPoE session is the underlying session.
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Verifying DHCPv6 Address Pools Used for DHCPv6 Prefix Delegation

Purpose Verify the delegated address pool used for DHCPv6 prefix delegation and the length of

the IPv6 prefix that was delegated to the CPE.

Action From operational mode, enter the show subscribers extensive command.

user@host>show subscribers extensive
Type: PPPoE
User Name: SBRSTATICUSER
IP Address: 203.0.113.162
IP Netmask: 255.0.0.0
Logical System: default
Routing Instance: default
Interface: pp0.1073741825
Interface type: Dynamic
Dynamic Profile Name: pppoe-subscriber-profile
MAC Address: 00:00:5E:00:53:31
State: Active
Radius Accounting ID: 2
Session ID: 2
Login Time: 2011-12-08 09:11:41 PST
IPv6 Delegated Address Pool: v6-na-pool

Type: DHCP
IPv6 Address: 2001:db8:1000::1
Logical System: default
Routing Instance: default
Interface: pp0.1073741825
Interface type: Static
MAC Address: 00:00:5E:00:53:31
State: Active
Radius Accounting ID: 3
Session ID: 3
Underlying Session ID: 2
Login Time: 2011-12-08 09:12:11 PST
DHCP Options: len 42
00 08 00 02 0b b8 00 01 00 0a 00 03 00 01 00 01 02 00 00 01
00 06 00 02 00 03 00 03 00 0c 00 00 00 00 00 00 00 00 00 00
00 00
IPv6 Delegated Address Pool: v6-na-pool
IPv6 Delegated Network Prefix Length: 64

Meaning The IPv6Delegated Address Pool field shows the name of the pool that DHCPv6 used to

assign the IPv6 address for this subscriber session.
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Verifying DHCPv6 Address Bindings

Purpose Display the address bindings in the client table on the DHCPv6 local server.

Action From operational mode, enter the show dhcpv6 server binding detail command.

user@host>show dhcpv6 server binding detail
Session Id:  580547

Client IPv6 Address: 2001:db8:1000::4/128
     Client DUID:                           LL0x1-00:01:02:00:00:01
     State:                                 BOUND(DHCPV6_LOCAL_SERVER_STATE_BOUN
D)
     Lease Expires:                         2012-01-05 07:06:04 PST
     Lease Expires in:                      82943 seconds
     Lease Start:                           2012-01-04 07:06:04 PST
     Last Packet Received:                  2012-01-04 07:06:04 PST
     Incoming Client Interface:             pp0.1073926645
     Server Ip Address:                     0.0.0.0

Client Pool Name: v6-na-pool-0
     Client Id Length:                      10
     Client Id:                             /0x00030001/0x00010200/0x0001

Meaning TheClient IPv6Address field shows the /128address thatwasassigned to theCPEWAN
link using DHCPv6 IA_NA.

TheClient PoolName field shows the name of the address pool thatwas used to assign
the Client IPv6 Address.
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Verifying PPPOptions Negotiated with the Remote Peer

Purpose Verify PPP options negotiated with the remote peer.

Action From operational mode, enter the show ppp interface interface extensive command.

user@host>show ppp interface pp0.1073741825 extensive
  Session pp0.1073926645, Type: PPP, Phase: Network
    LCP
      State: Opened
      Last started: 2012-01-04 07:05:33 PST
      Last completed: 2012-01-04 07:05:33 PST
      Negotiated options:
        Authentication protocol: pap, Magic number: 191301485, Local MRU: 1492,
        Peer MRU: 65531
    Authentication: PAP
      State: Grant
      Last started: 2012-01-04 07:05:33 PST
      Last completed: 2012-01-04 07:05:33 PST
    IPCP
      State: Opened
      Last started: 2012-01-04 07:05:34 PST
      Last completed: 2012-01-04 07:05:34 PST

Negotiated options:
Local address: 203.0.113.1, Remote address: 203.0.113.162

    IPV6CP
      State: Opened
      Last started: 2012-01-04 07:05:34 PST
      Last completed: 2012-01-04 07:05:34 PST

Negotiated options:
Local interface identifier: 2a0:a50f:fc71:e049,
Remote interface identifier: 201:2ff:fe00:1

Meaning The output shows the PPP options that were negotiated with the remote peer.

Under IPCP, theNegotiatedoptions field shows the IPv4 local and remote addresses that

were negotiated by IPCP.

Under IPV6CP, theNegotiated options field shows the IPv6 local and remote interface

identifier that were negotiated by IPv6CP.

Related
Documentation

Using DHCPv6 IA_NA with DHCPv6 Prefix Delegation Overview on page 435•

• Design1: IPv6AddressingwithDHCPv6IA_NAandDHCPv6PrefixDelegationonpage445

Example: Configuring a Dual Stack That Uses ND/RA and DHCPv6 Prefix Delegation
Over PPPoE

• Requirements on page 555

• Overview on page 555
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• Configuration on page 557

• Verification on page 572

Requirements

This example uses the following hardware and software components:

• MX Series 3D Universal Edge Router

• Junos OS Release 11.4 or later

Overview

This design usesND/RAandDHCPv6prefix delegation in your subscriber access network

as follows:

• The access network is PPPoE.

• ND/RA is used to assign a global IPv6 address on theWAN link. The prefixes used in

router advertisements come from a local pool that is specified using AAA RADIUS.

• DHCPv6 prefix delegation is used for subscriber LAN addressing. It used a delegated

prefix from a local pool that is specified using AAA RADIUS.

• DHCPv4 is used for subscriber LAN addressing.

• DHCPv6 subscriber sessions are layered over an underlying PPPoE subscriber session.

Topology

Figure 23: PPPoE Subscriber Access Network with ND/RA and DHCPv6
Prefix Delegation

Table 49 on page 556 describes the configuration components used in this example.
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Table 49: Configuration Components Used in Dual Stack with ND/RA and DHCPv6 Prefix
Delegation

PurposeComponent Name
Configuration
Component

Profile that creates a PPPoE logical interface when the subscriber logs
in.

DS-dyn-ipv4v6-ndraDynamic Profiles

Underlying Ethernet interface.ge-3/3/0Interfaces

Loopback interface for use in theaccessnetwork. The loopback interface
is automatically used for unnumbered interfaces.

lo0

Pool that provides IPv4 addresses for the subscriber LAN.default-ipv4-pool-2Address-Assignment
Pools

Pool that provides IPv6 prefixes used in router advertisements. These
prefixes are used to create a global IPv6 address that is assigned to the
CPEWAN link.

ndra-2010

Pool that provides a pool of prefixes that are delegated to the CPE and
are used for assigning IPv6 global addresses on the subscriber LAN.

delegated-pool
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Configuration

• Configuring a DHCPv6 Local Server for DHCPv6 over PPPoE on page 559

• Configuring a Dynamic Profile for the PPPoE Logical Interface on page 560

• Configuring a Loopback Interface on page 563

• Configuring a Static Underlying Ethernet Interface for Dynamic PPPoE Subscriber

Interfaces on page 564

• Specifying the BNG IP Address on page 565

• Configuring RADIUS Server Access on page 566

• Configuring RADIUS Server Access Profile on page 567

• Specifying the RADIUS Server Access Profile to Use on page 568

• Configuring Local Address-Assignment Pools on page 569

• Specifying the Address-Assignment Pool to Be Used for DHCPv6 Prefix

Delegation on page 570

CLI Quick
Configuration

The following is the complete configuration for this example:

dynamic-profiles {
DS-dyn-ipv4v6-ra {
interfaces {
pp0 {
unit "$junos-interface-unit" {
ppp-options {
chap;
pap;

}
pppoe-options {
underlying-interface "$junos-underlying-interface";
server;

}
keepalives interval 30;
family inet {
unnumbered-address lo0.0;

}
family inet6 {
address $junos-ipv6-address;

}
}

}
}
protocols {
router-advertisement {
interface "$junos-interface-name" {
prefix $junos-ipv6-ndra-prefix;

}
}

}
}

}
system {
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services {
dhcp-local-server {
dhcpv6 {
overrides {
delegated-pool dhcpv6-pd-pool;

}
group DHCPv6-over-pppoe {
interface pp0.0;

}
}

}
}

}
access-profile Access-Profile;
interfaces {
ge-3/3/0 {
unit 1109 {
description "dynamic ipv4v6 dual stack, ndra, dhcpv6 pd";
encapsulation ppp-over-ether;
vlan-id 1109;
pppoe-underlying-options {
duplicate-protection;
dynamic-profile DS-dyn-ipv4v6-ra;

}
}

}
lo0 {
description "dynamic ipv4v6 dual stack, ndra, dhcpv6 pd";
unit 0 {
family inet {
address 192.0.2.77/32 {
primary;

}
}
family inet6 {
address 2001:db8:2030:0:0::1/64 {
primary;

}
}

}
}

}
routing-options {
router-id 203.0.113.0;

}
access {
radius-server {
203.0.113.99 {
secret "$ABC123$ABC123ABC123"; ## SECRET-DATA
timeout 45;
retry 4;
source-address 203.0.113.1;

}
}
profile Access-Profile {
authentication-order radius;
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radius {
authentication-server 203.0.113.99;
accounting-server 203.0.113.99;

}
accounting {
order [ radius none ];
update-interval 120;
statistics volume-time;

}
}
address-assignment {
pool default-ipv4-pool-2 {
family inet {
network 203.0.113.10/16;
range r5 {
low 203.0.113.11;
high 203.0.113.150;

}
}

}
pool delegated-pool {
family inet6 {
prefix 2001:db8:2040:2000:2000::/48;
range r1 prefix-length 64;

}
}
pool ndra-2010 {
family inet6 {
prefix 2001:db8:2010:0:0:0::/48;
range L prefix-length 64;

}
}

}
address-protection;

}

Configuring a DHCPv6 Local Server for DHCPv6 over PPPoE

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

edit system services dhcp-local-server dhcpv6
edit group DHCPv6-over-pppoe
set interface pp0.0
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Step-by-Step
Procedure

To layer DHCPv6 above the PPPoE IPv6 family (inet6), associate DHCPv6 with the

PPPoE interfaces by adding the PPPoE interfaces to the DHCPv6 local server

configuration. Because this example uses a dynamic PPPoE interface, we are using the

pp0.0 (PPPoE) logical interface as a wildcard to indicate that a DHCPv6 binding can be

made on top of a PPPoE interface.

To configure a DHCPv6 local server:

1. Access the DHCPv6 local server configuration.

[edit]
user@host# edit system services dhcp-local-server dhcpv6

2. Create a group for dynamic PPPoE interfaces and assign a name.

The group feature groups a set of interfaces and then applies a common DHCP

configuration to the named interface group.

[edit system services dhcp-local-server dhcpv6]
user@host# edit group DHCPv6-over-pppoe

3. Add an interface for dynamic PPPoE logical interfaces.

[edit system services dhcp-local-server dhcpv6 group DHCPv6-over-pppoe]
user@host# set interface pp0.0

Results From configuration mode, confirm your configuration by entering the show command.

[edit]
user@host# show
system {
services {
dhcp-local-server {
dhcpv6 {
group DHCPv6-over-pppoe {
interface pp0.0;

}
}

}
}

}

If you are done configuring the device, enter commit from configuration mode.

Configuring a Dynamic Profile for the PPPoE Logical Interface

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

edit dynamic-profiles DS-dyn-ipv4v6-ra
edit interfaces pp0 unit $junos-interface-unit
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set family inet unnumbered-address lo0.0
set family inet6 address $junos-ipv6-address
set pppoe-options underlying-interface "$junos-underlying-interface"
set pppoe-options server
set ppp-options pap
set ppp-options chap
set keepalives interval 30
up 3
edit protocols router-advertisement
edit interface $junos-interface-name
set prefix $junos-ipv6-ndra-prefix

Step-by-Step
Procedure

Create a dynamic profile for the PPPoE logical interface. This dynamic profile supports

both IPv4 and IPv6 sessions on the same logical interface.

To configure the dynamic profile:

1. Create and name the dynamic profile.

[edit]
user@host# edit dynamic-profiles DS-dyn-ipv4v6-ra

2. Configure a PPPoE logical interface (pp0) that is used to create logical PPPoE

interfaces for the IPv4 and IPv6 subscribers.

[edit dynamic-profiles DS-dyn-ipv4v6-ra]
user@host# edit interfaces pp0

3. Specify$junos-interface-unitas the predefined variable to represent the logical unit

number for the pp0 interface. The variable is dynamically replaced with the actual

unit number supplied by the network when the subscriber logs in.

[edit dynamic-profiles DS-dyn-ipv4v6-ra interfaces pp0]
user@host# edit unit $junos-interface-unit

4. Specify $junos-underlying-interface as the predefined variable to represent the

name of the underlying Ethernet interface onwhich the router creates the dynamic

PPPoE logical interface. The variable is dynamically replacedwith the actual name

of the underlying interface supplied by the network when the subscriber logs in.

[editdynamic-profilesDS-dyn-ipv4v6-ra interfacespp0unit "$junos-interface-unit"]
user@host# set pppoe-options underlying-interface $junos-underlying-interface

5. Configure the router to act as a PPPoE server when a PPPoE logical interface is

dynamically created.

[editdynamic-profilesDS-dyn-ipv4v6-ra interfacespp0unit "$junos-interface-unit"]
user@host# set pppoe-options server

6. Configure the IPv4 family for the pp0 interface. Specify the unnumbered address

to dynamically create loopback interfaces.

[editdynamic-profilesDS-dyn-ipv4v6-ra interfacespp0unit "$junos-interface-unit"]

561Copyright © 2018, Juniper Networks, Inc.

Chapter 60: Examples: IPv4 and IPv6 Dual-Stack Designs



user@host# set family inet unnumbered-address lo0.0

7. Configure the IPv6 family for the pp0 interface. Because the example uses router

advertisement, assign the predefined variable $junos-ipv6-address.

[editdynamic-profilesDS-dyn-ipv4v6-ra interfacespp0unit "$junos-interface-unit"]
user@host# set family inet6 unnumbered-address $junos-ipv6-address

8. Configure one or more PPP authentication protocols for the pp0 interface.

[editdynamic-profilesDS-dyn-ipv4v6-ra interfacespp0unit "$junos-interface-unit"]
user@host# set ppp-options chap
user@host# set ppp-options pap

9. Enable keepalives and set an interval for keepalives. We recommend an interval of

30 seconds.

[editdynamic-profilesDS-dyn-ipv4v6-ra interfacespp0unit "$junos-interface-unit"]
user@host# set keepalives interval 30

10. Access the router advertisement configuration.

[edit dynamic-profiles DS-dyn-ipv4v6-ra]
user@host# edit protocols router-advertisement

11. Specify the interface on which the ND/RA configuration is applied.

[edit dynamic-profiles DS-dyn-ipv4v6-ra protocols router-advertisement]
user@host# edit interface $junos-interface-name

12. Specify a prefix value contained in router advertisementmessages sent to the CPE

on interfaces created with this dynamic profile. If you specify the

$junos-ipv6-ndra-prefix predefined variable, the actual value is obtained from a

local pool or through AAA.

[edit dynamic-profiles DS-dyn-ipv4v6-ra protocols router-advertisement interface
"$junos-interface-name"]

user@host# set prefix $junos-ipv6-ndra-prefix

Results From configuration mode, confirm your configuration by entering the show command.

[edit dynamic-profiles DS-dyn-ipv4v6-ra]
user@host# show
interfaces {
pp0 {
unit "$junos-interface-unit" {
ppp-options {
chap;
pap;

}
pppoe-options {
underlying-interface "$junos-underlying-interface";
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server;
}
keepalives interval 30;
family inet {
unnumbered-address lo0.0;

}
family inet6 {
address $junos-ipv6-address;

}
}

}
}
protocols {
router-advertisement {
interface "$junos-interface-name" {
prefix $junos-ipv6-ndra-prefix;

}
}

}

If you are done configuring the device, enter commit from configuration mode.

Configuring a Loopback Interface

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

edit interfaces lo0 unit 0
set family inet address 192.0.2.77/32 primary
set family inet6 address 2001:db8:2030:0:0::1/64 primary

Step-by-Step
Procedure

To configure a loopback interface:

Create the loopback interface and specify a unit number.1.

[edit]
user@host# edit interfaces lo0 unit 0

2. Configure the interface for IPv4.

[edit interfaces lo0 unit 0]
user@host# set family inet address 192.0.2.77/32 primary

3. Configure the interface for IPv6.

[edit interfaces lo0 unit 0]
user@host# set family inet6 address 2001:db8:2030:0:0::1/64 primary

Results From configuration mode, confirm your configuration by entering the show command.

[edit interfaces lo0]
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user@host# show
unit 0 {
family inet {
address 192.0.2.77/32 {
primary;

}
}
family inet6 {
address 2001:db8:2030:0:0::1/64 {
primary;

}
}

}

If you are done configuring the device, enter commit from configuration mode.

ConfiguringaStaticUnderlyingEthernet Interface forDynamicPPPoESubscriber
Interfaces

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

edit interfaces ge-3/3/0 unit 1109
set description "dynamic ipv4v6 dual stack, ndra, dhcpv6 pd"
set encapsulation ppp-over-ether
set vlan-id 1109
set pppoe-underlying-options duplicate-protection
set pppoe-underlying-options dynamic-profile DS-dyn-ipv4v6-ra

Step-by-Step
Procedure

To configure the underlying Ethernet interface:

Specify thenameand logical unit numberof the static underlyingEthernet interface

to which you want to attach the IPv4 and IPv6 dynamic profile.

1.

[edit]
user@host# edit interfaces ge-3/3/0 unit 1109

2. Configure a description for the interface.

[edit interfaces ge-3/3/0 unit 1109]
user@host# set description "dynamic ipv4v6 dual stack, ndra, dhcpv6 pd”

3. Configure PPPoE encapsulation on the underlying interface.

[edit interfaces ge-3/3/0 unit 1109]
user@host# set encapsulation ppp-over-ether

4. Configure the VLAN Id.

[edit interfaces ge-3/3/0 unit 1109]
user@host# set vlan-id 1109
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5. Attach the dynamic profile to the underlying interface.

[edit interfaces ge-3/3/0 unit 1109]
user@host# set pppoe-underlying-options dynamic-profile DS-dyn-ipv4v6-ra

6. (Optional)PreventmultiplePPPoEsessions frombeingcreated for the samePPPoE

subscriber on the same VLAN interface.

[edit interfaces ge-3/3/0 unit 1109]
user@host# set pppoe-underlying-options duplicate-protection

Results From configuration mode, confirm your configuration by entering the show command.

[edit interfaces]
user@host# show
ge-3/3/0 {
unit 1109 {
description "dynamic ipv4v6 dual stack, ndra, dhcpv6 pd";
encapsulation ppp-over-ether;
vlan-id 1109;
pppoe-underlying-options {
duplicate-protection;
dynamic-profile DS-dyn-ipv4v6-ra;

}
}

}

If you are done configuring the device, enter commit from configuration mode.

Specifying the BNG IP Address

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

edit routing-options
set router-id 203.0.113.0

BEST PRACTICE: We strongly recommend that you configure the BNG IP
address toavoidunpredictablebehavior if the interfaceaddressona loopback
interface changes.

Step-by-Step
Procedure

To configure the IP address of the BNG:

Access the routing-options configuration.1.

[edit]
user@host# edit routing-options
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2. Specify the IP address or the BNG.

[edit routing-options]
user@host# set router-id 203.0.113.0

Results From configuration mode, confirm your configuration by entering the show command.

[edit routing-options]
user@host# show
router-id 203.0.113.0;

If you are done configuring the device, enter commit from configuration mode.

Configuring RADIUS Server Access

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

edit access radius-server 203.0.113.99
set secret "$ABC123$ABC123ABC123"
set timeout 45
set retry 4
set source-address 203.0.113.1

Step-by-Step
Procedure

To configure RADIUS servers:

Step-by-Step
Procedure

To configure RADIUS servers:

Create a RADIUS server configuration, and specify the address of the server.1.

[edit]
user@host# edit access radius-server 203.0.113.99

2. Configure the required secret (password) for the server. Secrets enclosed in

quotation marks can contain spaces.

[edit access radius-server 203.0.113.99]
user@host# set secret "$ABC123$ABC123ABC123"

3. Configure the source address that the BNG uses when it sends RADIUS requests to

the RADIUS server.

[edit access radius-server 203.0.113.99]
user@host# set source address 203.0.113.1

4. (Optional) Configure the number of times that the router attempts to contact a

RADIUS accounting server. You can configure the router to retry from 1 through 16

times. The default setting is 3 retry attempts.
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[edit access radius-server 203.0.113.99]
user@host# set retry 4

5. (Optional) Configure the length of time that the local router or switch waits to

receive a response from a RADIUS server. By default, the router or switch waits 3

seconds. You can configure the timeout to be from 1 through 90 seconds.

[edit access radius-server 203.0.113.99]
user@host# set timeout 45

Results From configuration mode, confirm your configuration by entering the show command.

[edit access]
user@host# show
radius-server {
203.0.113.99 {
secret "$ABC123$ABC123ABC123"; ## SECRET-DATA
timeout 45;
retry 4;
source-address 203.0.113.1;

}
}

If you are done configuring the device, enter commit from configuration mode.

Configuring RADIUS Server Access Profile

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

edit access profile Access-Profile
set authentication-order radius
set radius authentication-server 203.0.113.99
set radius accounting-server 203.0.113.99
set accounting order radius
set accounting order none
set accounting update-interval 120
set accounting statistics volume-time
top
set access-profile Access-Profile

Step-by-Step
Procedure

To configure a RADIUS server access profile:

Create a RADIUS server access profile.1.

[edit]
user@host# edit access profile Access-Profile

2. Specify the order in which authentication methods are used.
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[edit access profile Access-Profile]
user@host# set authentication-order radius

3. Specify the address of the RADIUS server used for authentication and the server

used for accounting.

[edit access profile Access-Profile]
user@host# set radius authentication-server 203.0.113.99
user@host# set radius accounting-server 203.0.113.99

4. Configure RADIUS accounting values for the access profile.

[edit access profile Access-Profile]
user@host# set accounting order [ radius none ]
user@host# set accounting update-interval 120
user@host# set accounting statistics volume-time

5. At the top of the configuration hierarchy, enter the following command to enable

the access profile.

[edit]
user@host# set access-profile Access-Profile

Results From configuration mode, confirm your configuration by entering the show command.

[edit access]
user@host# show
profile Access-Profile {
authentication-order radius;
radius {
authentication-server 203.0.113.99;
accounting-server 203.0.113.99;

}
accounting {
order [ radius none ];
update-interval 120;
statistics volume-time;

}
}

If you are done configuring the device, enter commit from configuration mode.

Specifying the RADIUS Server Access Profile to Use

CLI Quick
Configuration

To quickly configure this example, copy the following command and paste it into the CLI

at the [edit] hierarchy level.

set access-profile Access-Profile

Step-by-Step
Procedure

To specify the RADIUS server access profile to use for authentication:

Specify the access profile.1.
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[edit]
user@host# set access-profile Access-Profile

Results From configuration mode, confirm your configuration by entering the show command.

[edit]
user@host# show
...
access-profile Access-Profile;
...

If you are done configuring the device, enter commit from configuration mode.

Configuring Local Address-Assignment Pools

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

edit access
set address-assignment pool default-ipv4-pool-2 family inet network 203.0.113.10/16
set address-assignment pool default-ipv4-pool-2 family inet range r5 low 203.0.113.11
set address-assignment pool default-ipv4-pool-2 family inet range r5 high 203.0.113.150
set address-assignment pool delegated-pool family inet6 prefix
2001:db8:2040:2000:2000::/48

set address-assignment pool delegated-pool family inet6 range r1 prefix-length 64
set address-assignment pool ndra-2010 family inet6 prefix 2001:db8:2010:0:0:0::/48
set address-assignment pool ndra-2010 family inet6 range L prefix-length 64
set address-protection

Step-by-Step
Procedure

Configure three address-assignment pools for DHCPv4, DHCPv6 prefix delegation, and

ND/RA.

To configure the address-assignment pools:

1. Configure the address-assignment pool for DHCPv4.

[edit]
user@host# edit access address-assignment pool default-ipv4-pool-2
user@host# edit family inet
user@host# set network 203.0.113.10/16
user@host# set range r5 low 203.0.113.11
user@host# set range r5 high 203.0.113.150

2. Configure the address-assignment pool for DHCPv6 prefix delegation

[edit]
user@host# edit access address-assignment pool delegated-pool
user@host# edit family inet6
user@host# set prefix 2001:db8:2040:2000:2000::/48
user@host# set range r1 prefix-length 64
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3. Configure the address-assignment pool for ND/RA.

[edit]
user@host# edit access address-assignment pool ndra-2010
user@host# edit family inet6
user@host# set prefix 2001:db8:2010:0:0:0::/48
user@host# set range L prefix-length 64

4. (Optional) Enable duplicate prefix protection.

[edit access]
user@host# set address-protection

Results From configuration mode, confirm your configuration by entering the show command.

[edit access]
user@host# show
address-assignment {
pool default-ipv4-pool-2 {
family inet {
network 203.0.113.10/16;
range r5 {
low 203.0.113.11;
high 203.0.113.150;

}
}

}
pool delegated-pool {
family inet6 {
prefix 2001:db8:2040:2000:2000::/48;
range r1 prefix-length 64;

}
}
pool ndra-2010 {
family inet6 {
prefix 2001:db8:2010:0:0:0::/48;
range L prefix-length 64;

}
}

}
address-protection;

If you are done configuring the device, enter commit from configuration mode.

SpecifyingtheAddress-AssignmentPool toBeUsedforDHCPv6PrefixDelegation

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

edit system services dhcp-local-server dhcpv6
set overrides delegated-pool dhcpv6-pd-pool
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Step-by-Step
Procedure

To specify that the dhcp-pd-pool is used for DHCPv6 prefix delegation:

Access the DHCPv6 local server configuration.1.

[edit]
user@host# edit system services dhcp-local-server dhcpv6

2. Specify the address pool that assigns the delegated prefix.

[edit system services dhcp-local-server dhcpv6]
user@host# set overrides delegated-pool dhcpv6-pd-pool

Results From configuration mode, confirm your configuration by entering the show command.

[edit system]
user@host# show
services {
dhcp-local-server {
dhcpv6 {
overrides {
delegated-pool dhcpv6-pd-pool;

}
}

}
}

If you are done configuring the device, enter commit from configuration mode.
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Verification

Confirm that the configuration is working properly.

• Verifying Active Subscriber Sessions on page 572

• Verifying Both IPv4 and IPv6 Address in Correct Routing Instance on page 572

• Verifying Dynamic Subscriber Sessions on page 573

• Verifying DHCPv6 Address Pools Used for NDRA and DHCPv6 Prefix

Delegation on page 575

• Verifying DHCPv6 Address Bindings on page 576

• Verifying Router Advertisements on page 576

• Verifying the Status of the PPPoE Logical Interface on page 577

Verifying Active Subscriber Sessions

Purpose Verify active subscriber sessions.

Action From operational mode, enter the show subscribers summary command.

user@host>show subscribers summary
Subscribers by State
   Active: 2
   Total: 2

Subscribers by Client Type
   DHCP: 1
   PPPoE: 1
   Total: 2

Meaning The fields under Subscribers by State show the number of active subscribers.

The fieldsunderSubscribersbyClientTypeshowthenumberofactiveDHCPandDHCPoE

subscriber sessions.

Verifying Both IPv4 and IPv6 Address in Correct Routing Instance

Purpose Verify that the subscriber has both an IPv4 and IPv6 address and is placed in the correct

routing instance.

Action From operational mode, enter the show subscribers command.

user@host>show subscribers
Interface          IP Address/VLAN ID   User Name                   LS:RI
pp0.1073741864     203.0.113.5              dual-stack-v4v6-pd     default:default
*                  2001:db8:2010:0:0:8::/64
pp0.1073741864     2001:db8:2040:2000:2000:5::/64                       
default:default
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Meaning The Interface field shows that there are two subscriber sessions running on the same

interface. The IP Address field shows that one session is assigned an IPv4 address, and

one session is assigned on IPv6 address.

The LS:RI field shows that the subscriber is placed in the correct routing instance and

that traffic can be sent and received.

Verifying Dynamic Subscriber Sessions

Purpose Verify dynamic PPPoE and DHCPv6 subscriber sessions. In this example configuration

the DHCPv6 subscriber session should be layered over the underlying PPPoE subscriber

session.

Action From operational mode, enter the show subscribers detail command.

user@host>show subscribers detail
Type: PPPoE
User Name: dual-stack-v4v6-pd
IP Address: 203.0.113.5
IP Netmask: 255.255.0.0
IPv6 User Prefix: 2001:db8:2010:0:0:8::/64
Logical System: default
Routing Instance: default
Interface: pp0.1073741864
Interface type: Dynamic
Dynamic Profile Name: DS-dyn-ipv4v6-ra
MAC Address: 00:00:5E:00:53:02
State: Active
Radius Accounting ID: 87
Session ID: 87
Login Time: 2012-01-17 14:45:30 PST

Type: DHCP
IPv6 Prefix: 2001:db8:2040:2000:2000:5::/64
Logical System: default
Routing Instance: default
Interface: pp0.1073741864
Interface type: Static
MAC Address: 00:00:5E:00:53:02
State: Active
Radius Accounting ID: 88
Session ID: 88
Underlying Session ID: 87
Login Time: 2012-01-17 14:46:00 PST
DHCP Options: len 42
00 08 00 02 0b b8 00 01 00 0a 00 03 00 01 00 07 64 11 07 02
00 06 00 02 00 19 00 19 00 0c 00 00 00 00 00 00 00 00 00 00
00 00

Meaning Whenasubscriber has logged inandstartedbothan IPv4andan IPv6session, theoutput

shows the active underlying PPPoE session and the active DHCPv6 session.

573Copyright © 2018, Juniper Networks, Inc.

Chapter 60: Examples: IPv4 and IPv6 Dual-Stack Designs



The Session ID field for the PPPoE session is 87. The Underlying Session ID for the DHCP

session is 87, which shows that the PPPoE session is the underlying session.
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Verifying DHCPv6 Address Pools Used for NDRA and DHCPv6 Prefix Delegation

Purpose Verify the pool used for ND/RA, the delegated address pool used for DHCPv6 prefix

delegation and the length of the IPv6 prefixes that were delegated to the CPE.

Action From operational mode, enter the show subscribers extensive command.

user@host>show subscribers extensive
Type: PPPoE
User Name: dual-stack-v4v6-pd
IP Address: 203.0.113.5
IP Netmask: 255.255.0.0
IPv6 User Prefix: 2001:db8:2010:0:0:8::/64
Logical System: default
Routing Instance: default
Interface: pp0.1073741864
Interface type: Dynamic
Dynamic Profile Name: DS-dyn-ipv4v6-ra
MAC Address: 00:00:5E:00:53:02
State: Active
Radius Accounting ID: 87
Session ID: 87
Login Time: 2012-01-17 14:45:30 PST
IPv6 Delegated Address Pool: delegated-pool
IPv6 Delegated Address Pool: ndra-2010
IPv6 Delegated Network Prefix Length: 48
IPv6 Interface Address: 2010:0:0:8::1/64

Type: DHCP
IPv6 Prefix: 2001:db8:2040:2000:2000:5::/64
Logical System: default
Routing Instance: default
Interface: pp0.1073741864
Interface type: Static
MAC Address: 00:00:5E:00:53:02
State: Active
Radius Accounting ID: 88
Session ID: 88
Underlying Session ID: 87
Login Time: 2012-01-17 14:46:00 PST
DHCP Options: len 42
00 08 00 02 0b b8 00 01 00 0a 00 03 00 01 00 07 64 11 07 02
00 06 00 02 00 19 00 19 00 0c 00 00 00 00 00 00 00 00 00 00
00 00
IPv6 Delegated Address Pool: delegated-pool
IPv6 Delegated Network Prefix Length: 64
IPv6 Delegated Network Prefix Length: 48

Meaning Under the PPPoE session, the IPv6DelegatedAddress Pool fields show the names of the

pools used for DHCPv6 prefix delegation and for ND/RA prefixes. The IPv6 Delegated

NetworkPrefix Length field shows the length of the prefix used to assign the IPv6address

for this subscriber session. The IPv6 Interface Address field shows the IPv6 address

assigned to the CPE interface from the ND/RA pool.
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Under the DHCP session, the IPv6 Delegated Address Pool fields show the name of the

pool used for DHCPv6 prefix delegation. The IPv6DelegatedNetwork Prefix Length fields

shows the length of the prefix used in DHCPv6 prefix delegation.

Verifying DHCPv6 Address Bindings

Purpose Display the address bindings in the client table on the DHCPv6 local server.

Action From operational mode, enter the show dhcpv6 server binding command.

user@host>show dhcpv6 server binding
Prefix                  Session Id  Expires  State    Interface    Client DUID
2001:db8:2040:2000:2000:5::/64   88          86189    BOUND    pp0.1073741864 
LL0x1-00:07:64:11:07:02

If you havemany active subscriber sessions, you can display the server binding for a

specific interface.

user@host>show dhcpv6 server binding interface pp0.1073741864
Prefix                  Session Id  Expires  State    Interface    Client DUID
2001:db8:2040:2000:2000:5::/64   88          86182    BOUND    pp0.1073741864 
LL0x1-00:07:64:11:07:02

Meaning The Prefix field shows the DHCPv6 prefix assigned to the subscriber session from the

pool used for DHCPv6 prefix delegation.

Verifying Router Advertisements

Purpose Verify that router advertisements are being sent, and router solicits are being received.

Action From operational mode, enter the show ipv6 router-advertisement command.

user@host>show ipv6 router-advertisement
Interface: pp0.1073741864
  Advertisements sent: 3, last sent 00:03:29 ago
  Solicits received: 0
  Advertisements received: 0

If youhavea largenumberof subscriber interfaces, youcandisplay router advertisements

for a specific interface.

user@host>show ipv6 router-advertisement interface pp0.1073741864
Interface: pp0.1073741864
  Advertisements sent: 3, last sent 00:03:34 ago
  Solicits received: 0
  Advertisements received: 0
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Meaning The display shows the number of advertisements that the router sent, the number of

solicits and advertisements that the router received.

Verifying the Status of the PPPoE Logical Interface

Purpose Display status information about the PPPoE logical interface (pp0).

Action From operational mode, enter the show interfaces pp0.logical command.

user@host>show interfaces pp0.1073741864
  Logical interface pp0.1073741864 (Index 388) (SNMP ifIndex 681)
    Flags: Point-To-Point SNMP-Traps 0x4000 Encapsulation: PPPoE
    PPPoE:
      State: SessionUp, Session ID: 10,
      Session AC name: almach, Remote MAC address: 00:00:5E:00:53:02,

Underlying interface: ge-3/3/0.1109 (Index 367)
    Bandwidth: 1000mbps
    Input packets : 22
    Output packets: 50
  Keepalive settings: Interval 30 seconds, Up-count 1, Down-count 3
  LCP state: Opened
  NCP state: inet: Opened, inet6: Opened, iso: Not-configured, mpls: Not-configured

  CHAP state: Closed
  PAP state: Success
    Protocol inet, MTU: 65531
      Flags: Sendbcast-pkt-to-re
      Addresses, Flags: Is-Primary

Local: 192.0.2.77
    Protocol inet6, MTU: 65531
      Addresses, Flags: Is-Preferred Is-Primary

Destination: 2001:db8:2010:0:8::/64, Local: 2001:db8:2010:0:8::1
Local: fe80::2a0:a50f:fc63:a842

Meaning TheUnderlying interface field shows the underlying Ethernet interface configured in the
example.

The Destination field under Protocol inet6 shows the IPv6 address obtained through
ND/RA.This is thevalueof the$junos-ipv6-ndra-prefixvariableconfigured in thedynamic

profile.

TheLocal field underProtocol inet6 shows the valueof the$junos-ipv6-address variable
configured for family inet6 in the pp0 configuration of the dynamic profile.

Related
Documentation

Design 2: IPv6 Addressing with NDRA and DHCPv6 Prefix Delegation on page 446•

• HowNDRAWorks in a Subscriber Access Network on page 426

• DHCPv6 Prefix Delegation over PPPoE on page 433
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Example: Configuring a Dual Stack That Uses ND/RAOver PPPoE

This example shows a dual stack configuration for a residential subscriber with a single

PC. It uses ND/RA to provide a prefix used to obtain a global IPv6 address for the PC.

• Requirements on page 578

• Overview on page 578

• Configuration on page 580

• Verification on page 593

Requirements

This example uses the following hardware and software components:

• MX Series 3D Universal Edge Router

• Junos OS Release 11.4 or later

Overview

This design uses ND/RA in your subscriber access network as follows:

• The access network is PPPoE.

• ND/RA is used to assign a global IPv6 address on theWAN link. The prefixes used in

router advertisements come from a local pool that is specified using AAA RADIUS.

Topology

Figure 24: PPPoE Subscriber Access Network with NDRA
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Table 50 on page 579 describes the configuration components used in this example.
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Table 50: Configuration Components Used in Dual Stack with ND/RA and DHCPv6 Prefix
Delegation

PurposeComponent Name
Configuration
Component

Profile that creates a PPPoE logical interface when the subscriber
logs in.

DS-dyn-ipv4v6-ndraDynamic Profiles

Underlying Ethernet interface.ge-3/3/0Interfaces

Loopback interface for use in the access network. The loopback
interface is automatically used for unnumbered interfaces.

lo0

Pool that provides IPv4 addresses for the subscriber LAN.default-ipv4-pool-2Address-Assignment
Pools

Pool thatprovides IPv6prefixesused in router advertisements. These
prefixes are used to create a global IPv6 address that is assigned to
the CPEWAN link.

ndra-2010
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Configuration

To configure this example, perform these tasks:

• Configuring a Dynamic Profile for the PPPoE Logical Interface on page 582

• Configuring a Loopback Interface on page 585

• Configuring a Static Underlying Ethernet Interface for Dynamic PPPoE Subscriber

Interfaces on page 586

• Specifying the BNG IP Address on page 587

• Configuring RADIUS Server Access on page 588

• Configuring RADIUS Server Access Profile on page 589

• Specifying the RADIUS Server Access Profile to Use on page 590

• Configuring Local Address-Assignment Pools on page 590

CLI Quick
Configuration

The following is the complete configuration for this example:

dynamic-profiles {
DS-dyn-ipv4v6-ra {
interfaces {
pp0 {
unit "$junos-interface-unit" {
ppp-options {
chap;
pap;

}
pppoe-options {
underlying-interface "$junos-underlying-interface";
server;

}
keepalives interval 30;
family inet {
unnumbered-address lo0.0;

}
family inet6 {
address $junos-ipv6-address;

}
}

}
}
protocols {
router-advertisement {
interface "$junos-interface-name" {
prefix $junos-ipv6-ndra-prefix;

}
}

}
}

}
system {
services {
dhcp-local-server {
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dhcpv6 {
group DHCPv6-over-pppoe {
interface pp0.0;

}
}

}
}

}
access-profile Access-Profile;
interfaces {
ge-3/3/0 {
unit 1004 {
description "dynamic ipv4v6 dual stack, ndra, dhcpv6 pd";
encapsulation ppp-over-ether;
vlan-id 1004;
pppoe-underlying-options {
duplicate-protection;
dynamic-profile DS-dyn-ipv4v6-ra;

}
}

}
lo0 {
description "dynamic ipv4v6 dual stack, ndra, dhcpv6 pd";
unit 0 {
family inet {
address 192.0.2.77/32 {
primary;

}
}
family inet6 {
address 2001:db8:2030:0:0:0::1/64 {
primary;

}
}

}
}

}
routing-options {
router-id 203.0.113.0;

}
access {
radius-server {
203.0.113.99 {
secret "$ABC123$ABC123ABC123"; ## SECRET-DATA
timeout 45;
retry 4;
source-address 203.0.113.1;

}
}
profile Access-Profile {
authentication-order radius;
radius {
authentication-server 203.0.113.99;
accounting-server 203.0.113.99;

}
accounting {
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order [ radius none ];
update-interval 120;
statistics volume-time;

}
}
address-assignment {
neighbor-discovery-router-advertisement ndra-2010;
pool default-ipv4-pool-2 {
family inet {
network 203.0.113.10/16;
range r5 {
low 203.0.113.11;
high 203.0.113.150;

}
}

}
pool ndra-2010 {
family inet6 {
prefix 2001:db8:2010:0:0:0::/48;
range L prefix-length 64;

}
}

}
address-protection;

}

Configuring a Dynamic Profile for the PPPoE Logical Interface

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

edit dynamic-profiles DS-dyn-ipv4v6-ra
edit interfaces pp0 unit $junos-interface-unit
set family inet unnumbered-address lo0.0
set family inet6 address $junos-ipv6-address
set pppoe-options underlying-interface "$junos-underlying-interface"
set pppoe-options server
set ppp-options pap
set ppp-options chap
set keepalives interval 30
up 3
edit protocols router-advertisement
edit interface $junos-interface-name
set prefix $junos-ipv6-ndra-prefix

Step-by-Step
Procedure

Create a dynamic profile for the PPPoE logical interface. This dynamic profile supports

both IPv4 and IPv6 sessions on the same logical interface.

To configure the dynamic profile:

1. Create and name the dynamic profile.
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[edit]
user@host# edit dynamic-profiles DS-dyn-ipv4v6-ra

2. Configure a PPPoE logical interface (pp0) that is used to create logical PPPoE

interfaces for the IPv4 and IPv6 subscribers.

[edit dynamic-profiles DS-dyn-ipv4v6-ra]
user@host# edit interfaces pp0

3. Specify$junos-interface-unitas the predefined variable to represent the logical unit

number for the pp0 interface. The variable is dynamically replaced with the actual

unit number supplied by the network when the subscriber logs in.

[edit dynamic-profiles DS-dyn-ipv4v6-ra interfaces pp0]
user@host# edit unit $junos-interface-unit

4. Specify $junos-underlying-interface as the predefined variable to represent the

name of the underlying Ethernet interface onwhich the router creates the dynamic

PPPoE logical interface. The variable is dynamically replacedwith the actual name

of the underlying interface supplied by the network when the subscriber logs in.

[editdynamic-profilesDS-dyn-ipv4v6-ra interfacespp0unit "$junos-interface-unit"]
user@host# set pppoe-options underlying-interface $junos-underlying-interface

5. Configure the router to act as a PPPoE server when a PPPoE logical interface is

dynamically created.

[editdynamic-profilesDS-dyn-ipv4v6-ra interfacespp0unit "$junos-interface-unit"]
user@host# set pppoe-options server

6. Configure the IPv4 family for the pp0 interface. Specify the unnumbered address

to dynamically create loopback interfaces.

[editdynamic-profilesDS-dyn-ipv4v6-ra interfacespp0unit "$junos-interface-unit"]
user@host# set family inet unnumbered-address lo0.0

7. Configure the IPv6 family for the pp0 interface. Because the example uses router

advertisement, assign the predefined variable $junos-ipv6-address.

[editdynamic-profilesDS-dyn-ipv4v6-ra interfacespp0unit "$junos-interface-unit"]
user@host# set family inet6 unnumbered-address $junos-ipv6-address

8. Configure one or more PPP authentication protocols for the pp0 interface.

[editdynamic-profilesDS-dyn-ipv4v6-ra interfacespp0unit "$junos-interface-unit"]
user@host# set ppp-options chap
user@host# set ppp-options pap

9. Enable keepalives and set an interval for keepalives. We recommend an interval of

30 seconds.

[editdynamic-profilesDS-dyn-ipv4v6-ra interfacespp0unit "$junos-interface-unit"]
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user@host# set keepalives interval 30

10. Access the router advertisement configuration.

[edit dynamic-profiles DS-dyn-ipv4v6-ra]
user@host# edit protocols router-advertisement

11. Specify the interface on which the ND/RA configuration is applied.

[edit dynamic-profiles DS-dyn-ipv4v6-ra protocols router-advertisement]
user@host# edit interface $junos-interface-name

12. Specify a prefix value contained in router advertisementmessages sent to the CPE

on interfaces created with this dynamic profile. If you specify the

$junos-ipv6-ndra-prefix predefined variable, the actual value is obtained from a

local pool or through AAA.

[edit dynamic-profiles DS-dyn-ipv4v6-ra protocols router-advertisement interface
"$junos-interface-name"]

user@host# set prefix $junos-ipv6-ndra-prefix

Results From configuration mode, confirm your configuration by entering the show command.

[edit dynamic-profiles DS-dyn-ipv4v6-ra]
user@host# show
interfaces {
pp0 {
unit "$junos-interface-unit" {
ppp-options {
chap;
pap;

}
pppoe-options {
underlying-interface "$junos-underlying-interface";
server;

}
keepalives interval 30;
family inet {
unnumbered-address lo0.0;

}
family inet6 {
address $junos-ipv6-address;

}
}

}
}
protocols {
router-advertisement {
interface "$junos-interface-name" {
prefix $junos-ipv6-ndra-prefix;

}
}

}
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If you are done configuring the device, enter commit from configuration mode.

Configuring a Loopback Interface

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

edit interfaces lo0 unit 0
set family inet address 192.0.2.77/32 primary
set family inet6 address 2001:db8:2030:0:0::1/64 primary

Step-by-Step
Procedure

To configure a loopback interface:

Create the loopback interface and specify a unit number.1.

[edit]
user@host# edit interfaces lo0 unit 0

2. Configure the interface for IPv4.

[edit interfaces lo0 unit 0]
user@host# set family inet address 192.0.2.77/32 primary

3. Configure the interface for IPv6.

[edit interfaces lo0 unit 0]
user@host# set family inet6 address 2001:db8:2030:0:0::1/64 primary

Results From configuration mode, confirm your configuration by entering the show command.

[edit interfaces lo0]
user@host# show
unit 0 {
family inet {
address 192.0.2.77/32 {
primary;

}
}
family inet6 {
address 2001:db8:2030:0:0::1/64 {
primary;

}
}

}

If you are done configuring the device, enter commit from configuration mode.
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ConfiguringaStaticUnderlyingEthernet Interface forDynamicPPPoESubscriber
Interfaces

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

edit interfaces ge-3/3/0 unit 1004
set description "dynamic ipv4v6 dual stack, ndra, dhcpv6 pd"
set encapsulation ppp-over-ether
set vlan-id 1004
set pppoe-underlying-options duplicate-protection
set pppoe-underlying-options dynamic-profile DS-dyn-ipv4v6-ra

Step-by-Step
Procedure

To configure the underlying Ethernet interface:

Specify thenameand logical unit numberof the static underlyingEthernet interface

to which you want to attach the IPv4 and IPv6 dynamic profile.

1.

[edit]
user@host# edit interfaces ge-3/3/0 unit 1004

2. Configure a description for the interface.

[edit interfaces ge-3/3/0 unit 1004]
user@host# set description "dynamic ipv4v6 dual stack, ndra, dhcpv6 pd”

3. Configure PPPoE encapsulation on the underlying interface.

[edit interfaces ge-3/3/0 unit 1004]
user@host# set encapsulation ppp-over-ether

4. Configure the VLAN Id.

[edit interfaces ge-3/3/0 unit 1004]
user@host# set vlan-id 1004

5. Attach the dynamic profile to the underlying interface.

[edit interfaces ge-3/3/0 unit 1004]
user@host# set pppoe-underlying-options dynamic-profile DS-dyn-ipv4v6-ra

6. (Optional)PreventmultiplePPPoEsessions frombeingcreated for the samePPPoE

subscriber on the same VLAN interface.

[edit interfaces ge-3/3/0 unit 1004]
user@host# set pppoe-underlying-options duplicate-protection

Results From configuration mode, confirm your configuration by entering the show command.
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[edit interfaces]
user@host# show
ge-3/3/0 {
unit 1004 {
description "dynamic ipv4v6 dual stack, ndra, dhcpv6 pd";
encapsulation ppp-over-ether;
vlan-id 1004;
pppoe-underlying-options {
duplicate-protection;
dynamic-profile DS-dyn-ipv4v6-ra;

}
}

}

If you are done configuring the device, enter commit from configuration mode.

Specifying the BNG IP Address

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

edit routing-options
set router-id 203.0.113.0

BEST PRACTICE: We strongly recommend that you configure the BNG IP
address toavoidunpredictablebehavior if the interfaceaddressona loopback
interface changes.

Step-by-Step
Procedure

To configure the IP address of the BNG:

Access the routing-options configuration.1.

[edit]
user@host# edit routing-options

2. Specify the IP address or the BNG.

[edit routing-options]
user@host# set router-id 203.0.113.0

Results From configuration mode, confirm your configuration by entering the show command.

[edit routing-options]
user@host# show
router-id 203.0.113.0;

If you are done configuring the device, enter commit from configuration mode.
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Configuring RADIUS Server Access

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

edit access radius-server 203.0.113.99
set secret "$ABC123$ABC123ABC123"
set timeout 45
set retry 4
set source-address 203.0.113.1

Step-by-Step
Procedure

To configure RADIUS servers:

Step-by-Step
Procedure

To configure RADIUS servers:

Create a RADIUS server configuration, and specify the address of the server.1.

[edit]
user@host# edit access radius-server 203.0.113.99

2. Configure the required secret (password) for the server. Secrets enclosed in

quotation marks can contain spaces.

[edit access radius-server 203.0.113.99]
user@host# set secret "$ABC123$ABC123ABC123"

3. Configure the source address that the BNG uses when it sends RADIUS requests to

the RADIUS server.

[edit access radius-server 203.0.113.99]
user@host# set source address 203.0.113.1

4. (Optional) Configure the number of times that the router attempts to contact a

RADIUS accounting server. You can configure the router to retry from 1 through 16

times. The default setting is 3 retry attempts.

[edit access radius-server 203.0.113.99]
user@host# set retry 4

5. (Optional) Configure the length of time that the local router or switch waits to

receive a response from a RADIUS server. By default, the router or switch waits 3

seconds. You can configure the timeout to be from 1 through 90 seconds.

[edit access radius-server 203.0.113.99]
user@host# set timeout 45

Results From configuration mode, confirm your configuration by entering the show command.
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[edit access]
user@host# show
radius-server {
203.0.113.99 {
secret "$ABC123$ABC123ABC123"; ## SECRET-DATA
timeout 45;
retry 4;
source-address 203.0.113.1;

}
}

If you are done configuring the device, enter commit from configuration mode.

Configuring RADIUS Server Access Profile

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

edit access profile Access-Profile
set authentication-order radius
set radius authentication-server 203.0.113.99
set radius accounting-server 203.0.113.99
set accounting order radius
set accounting order none
set accounting update-interval 120
set accounting statistics volume-time

Step-by-Step
Procedure

To configure a RADIUS server access profile:

Create a RADIUS server access profile.1.

[edit]
user@host# edit access profile Access-Profile

2. Specify the order in which authentication methods are used.

[edit access profile Access-Profile]
user@host# set authentication-order radius

3. Specify the address of the RADIUS server used for authentication and the server

used for accounting.

[edit access profile Access-Profile]
user@host# set radius authentication-server 203.0.113.99
user@host# set radius accounting-server 203.0.113.99

4. Configure RADIUS accounting values for the access profile.

[edit access profile Access-Profile]
user@host# set accounting order [ radius none ]
user@host# set accounting update-interval 120
user@host# set accounting statistics volume-time
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Results From configuration mode, confirm your configuration by entering the show command.

[edit access]
user@host# show
profile Access-Profile {
authentication-order radius;
radius {
authentication-server 203.0.113.99;
accounting-server 203.0.113.99;

}
accounting {
order [ radius none ];
update-interval 120;
statistics volume-time;

}
}

If you are done configuring the device, enter commit from configuration mode.

Specifying the RADIUS Server Access Profile to Use

CLI Quick
Configuration

To quickly configure this example, copy the following command and paste it into the CLI

at the [edit] hierarchy level.

set access-profile Access-Profile

Step-by-Step
Procedure

To specify the RADIUS server access profile to use for authentication:

Specify the access profile.1.

[edit]
user@host# set access-profile Access-Profile

Results From configuration mode, confirm your configuration by entering the show command.

[edit]
user@host# show
...
access-profile Access-Profile;
...

If you are done configuring the device, enter commit from configuration mode.

Configuring Local Address-Assignment Pools

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

edit access
set address-assignment pool default-ipv4-pool-2 family inet network 203.0.113.10/16
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set address-assignment pool default-ipv4-pool-2 family inet range r5 low 203.0.113.11
set address-assignment pool default-ipv4-pool-2 family inet range r5 high 203.0.113.150
set address-assignment pool ndra-2010 family inet6 prefix 2001:db8:2010:0:0:0::/48
set address-assignment pool ndra-2010 family inet6 range L prefix-length 64
set address-assignment neighbor-discovery-router-advertisement ndra-2010
set address-protection

Step-by-Step
Procedure

Configure three address-assignment pools for DHCPv4, DHCPv6 prefix delegation, and

ND/RA.

To configure the address-assignment pools:

1. Configure the address-assignment pool for DHCPv4.

[edit]
user@host# edit access address-assignment pool default-ipv4-pool-2
user@host# edit family inet
user@host# set network 203.0.113.10/16
user@host# set range r5 low 203.0.113.11
user@host# set range r5 high 203.0.113.150

2. Configure the address-assignment pool for ND/RA.

[edit]
user@host# edit access address-assignment pool ndra-2010
user@host# edit family inet6
user@host# set prefix 2001:db8:2010:0:0:0::/48
user@host# set range L prefix-length 64

3. Specify that the address-assignment pool is used for NDRA.

[edit]
user@host# edit access address-assignment
user@host# set neighbor-discovery-router-advertisement ndra-2010

4. (Optional) Enable duplicate prefix protection.

[edit access]
user@host# set address-protection

Results From configuration mode, confirm your configuration by entering the show command.

[edit access]
user@host# show
address-assignment {
neighbor-discovery-router-advertisement ndra-2010;
pool default-ipv4-pool-2 {
family inet {
network 203.0.113.10/16;
range r5 {
low 203.0.113.11;
high 203.0.113.150;

}
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}
}
pool ndra-2010 {
family inet6 {
prefix 2001:db8:2010:0:0:0::/48;
range L prefix-length 64;

}
}
}

address-protection;

If you are done configuring the device, enter commit from configuration mode.
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Verification

Confirm that the configuration is working properly.

• Verifying Active Subscriber Sessions on page 593

• Verifying Both IPv4 and IPv6 Address in Correct Routing Instance on page 593

• Verifying Dynamic Subscriber Sessions on page 594

• Verifying the ND/RA Prefix Pool and Prefix Length on page 594

• Verifying the Status of the PPPoE Logical Interface on page 595

• Verifying Router Advertisements on page 596

Verifying Active Subscriber Sessions

Purpose Verify active subscriber sessions.

Action From operational mode, enter the show subscribers summary command.

user@host>show subscribers summary
Subscribers by State
   Active: 2
   Total: 2

Subscribers by Client Type
   DHCP: 1
   PPPoE: 1
   Total: 2

Meaning The fields under Subscribers by State show the number of active subscribers.

The fieldsunderSubscribersbyClientTypeshowthenumberofactiveDHCPandDHCPoE

subscriber sessions.

Verifying Both IPv4 and IPv6 Address in Correct Routing Instance

Purpose Verify that the subscriber has both an IPv4 and IPv6 address and is placed in the correct

routing instance.

Action From operational mode, enter the show subscribers command.

user@host>show subscribers
Interface          IP Address/VLAN ID   User Name                LS:RI
pp0.1073741864     192.0.2.5              dual-stack-v4v6-pd  default:default
*                  2001:db8:2010:0:0:8::/64
pp0.1073741864     2001:db8:2040:2000:2000:5::/64                    
default:default
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Meaning The Interface field shows that there are two subscriber sessions running on the same

interface. The IP Address field shows that one session is assigned an IPv4 address, and

one session is assigned on IPv6 address.

The LS:RI field shows that the subscriber is placed in the correct routing instance and

that traffic can be sent and received.

Verifying Dynamic Subscriber Sessions

Purpose Verify that the dynamic subscriber session is active, and the IPv6 prefix obtained form

the ND/RA pool.

Action From operational mode, enter the show subscribers detail command.

user@host>show subscribers detail
Type: PPPoE
User Name: dual-stack-v4v6-nas
IP Address: 192.0.2.4
IP Netmask: 255.255.0.0
IPv6 User Prefix: 2001:db8:2010:0:0:6::/64
Logical System: default
Routing Instance: default
Interface: pp0.1073741859
Interface type: Dynamic
Dynamic Profile Name: DS-dyn-ipv4v6-ra
MAC Address: 00:00:5E:00:53:02
State: Active
Radius Accounting ID: 81
Session ID: 81
Login Time: 2012-01-17 14:19:41 PST

Meaning The IPv6 User Prefix field shows the prefix that was obtained from the ND/RA pool. The

State field shows that the session is active.

Verifying the ND/RA Prefix Pool and Prefix Length

Purpose Verify the pool used for ND/RA and the prefix length used with the pool

Action From operational mode, enter the show subscribers extensive command.

user@host>show subscribers extensive
Type: PPPoE
User Name: dual-stack-v4v6-nas
IP Address: 192.0.2.4
IP Netmask: 255.255.0.0
IPv6 User Prefix: 2001:db8:2010:0:0:6::/64
Logical System: default
Routing Instance: default
Interface: pp0.1073741859
Interface type: Dynamic
Dynamic Profile Name: DS-dyn-ipv4v6-ra
MAC Address: 00:00:5E:00:53:02
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State: Active
Radius Accounting ID: 81
Session ID: 81
Login Time: 2012-01-17 14:19:41 PST
IPv6 Delegated Address Pool: ndra-2010
IPv6 Delegated Network Prefix Length: 48
IPv6 Interface Address: 2001:db8:2010:0:0:6::1/64

Meaning Under the PPPoE session, the IPv6 Delegated Address Pool field shows the name of the

pool used for ND/RA prefixes. The IPv6 Delegated Network Prefix Length field shows the

length of the prefix used to assign the IPv6 address for this subscriber session. The IPv6

Interface Address field shows the IPv6 address assigned to the CPE interface from the

ND/RA pool.

Verifying the Status of the PPPoE Logical Interface

Purpose Display status information about the PPPoE logical interface (pp0).

Action From operational mode, enter the show interfaces pp0.logical command.

user@host>show interfaces pp0.1073741859
Logical interface pp0.1073741859 (Index 388) (SNMP ifIndex 674)
    Flags: Point-To-Point SNMP-Traps 0x4000 Encapsulation: PPPoE
    PPPoE:
      State: SessionUp, Session ID: 10,
      Session AC name: almach, Remote MAC address: 00:00:5E:00:53:02,
      Underlying interface: ge-3/3/0.1004 (Index 354)
    Bandwidth: 1000mbps
    Input packets : 15
    Output packets: 44
  Keepalive settings: Interval 30 seconds, Up-count 1, Down-count 3
  LCP state: Opened
  NCP state: inet: Opened, inet6: Opened, iso: Not-configured, mpls: Not-configured

  CHAP state: Closed
  PAP state: Success
    Protocol inet, MTU: 65531
      Flags: Sendbcast-pkt-to-re
      Addresses, Flags: Is-Primary

Local: 192.0.2.77
    Protocol inet6, MTU: 65531
      Addresses, Flags: Is-Preferred Is-Primary

Destination: 2001:db8:2010:0:0:6::/64, Local: 2001:db8:2010:0:0:6::1
Local: fe80::2a0:a50f:fc63:a842

Meaning The Local field under Protocol inet shows the IPv4 address of the pp0 interface. This is
the IPv4 address configured for the loopback interface.

The Destination field under Protocol inet6 shows the IPv6 address obtained through
ND/RA.This is thevalueof the$junos-ipv6-ndra-prefixvariableconfigured in thedynamic

profile.
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TheLocal field underProtocol inet6 shows the valueof the$junos-ipv6-address variable
configured for family inet6 in the pp0 configuration of the dynamic profile.

Verifying Router Advertisements

Purpose Verify that router advertisements are being sent, and router solicits are being received.

Action From operational mode, enter the show ipv6 router-advertisement command.

user@host>show ipv6 router-advertisement
Interface: pp0.1073741859
  Advertisements sent: 3, last sent 00:09:53 ago
  Solicits received: 0
  Advertisements received: 0

If youhavea largenumberof subscriber interfaces, youcandisplay router advertisements

for a specific interface.

user@host>show ipv6 router-advertisement interface pp0.1073741859
Interface: pp0.1073741859
  Advertisements sent: 3, last sent 00:10:31 ago
  Solicits received: 0
  Advertisements received: 0

Meaning The display shows the number of advertisements that the router sent, the number of

solicits and advertisements that the router received.

Related
Documentation

• HowNDRAWorks in a Subscriber Access Network on page 426

• Design 3: IPv6 Addressing with NDRA on page 447

• Best Practice: IPv6 Addressing for Logical Interfaces in PPPoE Dynamic Profiles with

NDRA on page 508
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CHAPTER 61

Monitoring and Managing Dual Stack
Subscribers

• Monitoring Active Subscriber Sessions on page 597

• Monitoring Both IPv4 and IPv6 Address in Correct Routing Instance on page 598

• Monitoring Dynamic Subscriber Sessions on page 598

• Monitoring Address Pools Used for Subscribers on page 599

• Monitoring Specific Subscriber Sessions on page 600

• Monitoring the Status of the PPPoE Logical Interface on page 601

• Monitoring Service Sessions for Subscribers on page 602

• Monitoring PPP Options Negotiated with the Remote Peer on page 602

• Monitoring the RADIUS Attribute Used for NDRA on page 603

Monitoring Active Subscriber Sessions

Purpose View a summary of active subscriber sessions.

Action From operational mode, enter the show subscribers summary command.

user@host>show subscribers summary
Subscribers by State
   Active: 2
   Total: 2

Subscribers by Client Type
   DHCP: 1
   PPPoE: 1
   Total: 2

Meaning The output under Subscribers by State shows the number of active subscriber sessions.

The output under Subscribers by Client Type shows the number of active sessions by

type. The two subscriber sessions above represent a DHCPv6 subscriber on a PPPoE

access network.When DHCPv6 is layered over PPPoE, two separate subscriber sessions

are created for a subscriber.
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Related
Documentation

show subscribers summary on page 1972•

Monitoring Both IPv4 and IPv6 Address in Correct Routing Instance

Purpose Verify that the subscriber has both an IPv4 and an IPv6 address and is placed in the

correct routing-instance.

Action From operational mode, enter the show subscribers command.

user@host>show subscribers
Interface         IP Address/VLAN ID    User Name            LS:RI
pp0.1073741825    203.0.113.162             ipv4-v6-subscriber   default:default
pp0.1073741825    2001:DB8::1                                default:default

Meaning The Interface field shows that there are two subscriber sessions running on the same

interface. The IP Address field shows that one session is assigned an IPv4 address, and

one session is assigned on IPv6 address.

The LS:RI field shows that the subscriber is placed in the correct routing instance and

that traffic can be sent and received.

Related
Documentation

show subscribers on page 1942•

Monitoring Dynamic Subscriber Sessions

Purpose Display dynamic PPPoE and DHCPv6 subscriber sessions.

Action From operational mode, enter the show subscribers detail command.

user@host>show subscribers detail
Type: PPPoE
User Name: SBRSTATICUSER
IP Address: 203.0.113.162
IP Netmask: 255.0.0.0
Logical System: default
Routing Instance: default
Interface: pp0.1073741825
Interface type: Dynamic
Dynamic Profile Name: pppoe-subscriber-profile
MAC Address: 00:00:5E:00:53:01
State: Active
Radius Accounting ID: 2
Session ID: 2
Login Time: 2011-12-08 09:11:41 PST

Type: DHCP
IPv6 Address: 2001:DB8::1
Logical System: default
Routing Instance: default
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Interface: pp0.1073741825
Interface type: Static
MAC Address: 00:00:5E:00:53:01
State: Active
Radius Accounting ID: 3
Session ID: 3
Underlying Session ID: 2
Login Time: 2011-12-08 09:12:11 PST
DHCP Options: len 42
00 08 00 02 0b b8 00 01 00 0a 00 03 00 01 00 01 02 00 00 01
00 06 00 02 00 03 00 03 00 0c 00 00 00 00 00 00 00 00 00 00
00 00

Meaning If you are usingDHCPv6over aPPPoEaccess network, the output shows the relationship

of the DHCPv6 subscriber session with its underlying PPPoE subscriber session. In the

output for the PPPoE session, the Session ID is 2. The output of the DHCP session shows

that the Underlying Session ID is 2.

Related
Documentation

show subscribers on page 1942•

Monitoring Address Pools Used for Subscribers

Purpose Verify the pool used for NDRA, the delegated address pool used for DHCPv6 prefix

delegation, and the length of the IPv6 prefixes that were delegated to the CPE.

Action From operational mode, enter the show subscribers extensive command.

user@host>show subscribers extensive
Type: PPPoE
User Name: dual-stack-v4v6-pd
IP Address: 2.2.0.5
IP Netmask: 255.255.0.0
IPv6 User Prefix: 2001:db8:2010:0:0:8::/64
Logical System: default
Routing Instance: default
Interface: pp0.1073741864
Interface type: Dynamic
Dynamic Profile Name: DS-dyn-ipv4v6-ra
MAC Address: 00:00:5E:00:53:02
State: Active
Radius Accounting ID: 87
Session ID: 87
Login Time: 2012-01-17 14:45:30 PST
IPv6 Delegated Address Pool: dhcpv6-pd-pool
IPv6 Delegated Address Pool: ndra-2010
IPv6 Delegated Network Prefix Length: 48
IPv6 Interface Address: 2001:db8:2010:0:0:8::1/64

Type: DHCP
IPv6 Prefix: 2001:db8:2040:2000:2000:5::/64
Logical System: default
Routing Instance: default
Interface: pp0.1073741864
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Interface type: Static
MAC Address: 00:00:5E:00:53:02
State: Active
Radius Accounting ID: 88
Session ID: 88
Underlying Session ID: 87
Login Time: 2012-01-17 14:46:00 PST
DHCP Options: len 42
00 08 00 02 0b b8 00 01 00 0a 00 03 00 01 00 07 64 11 07 02
00 06 00 02 00 19 00 19 00 0c 00 00 00 00 00 00 00 00 00 00
00 00
IPv6 Delegated Address Pool: dhcpv6-pd-pool
IPv6 Delegated Network Prefix Length: 64
IPv6 Delegated Network Prefix Length: 48

Meaning Under the PPPoE session, the IPv6DelegatedAddress Pool fields show the names of the

pools used for DHCPv6 prefix delegation and for NDRA prefixes. The IPv6 Delegated

NetworkPrefix Length field shows the length of the prefix used to assign the IPv6address

for this subscriber session. The IPv6 Interface Address field shows the IPv6 address

assigned to the CPE interface from the NDRA pool.

Under the DHCP session, the IPv6 Delegated Address Pool fields show the name of the

pool used for DHCPv6 prefix delegation. The IPv6DelegatedNetwork Prefix Length fields

shows the length of the prefix used in DHCPv6 prefix delegation.

Related
Documentation

show subscribers on page 1942•

Monitoring Specific Subscriber Sessions

Purpose Display information about specific subscriber sessions. If you havemany subscriber

sessions running, you can use this command to display specific sessions.

Action From operational mode, enter the show subscribers extensive id command.

user@host>show subscribers extensive id 2
Type: PPPoE
User Name: SBRSTATICUSER
IP Address: 203.0.113.162
IP Netmask: 255.0.0.0
Logical System: default
Routing Instance: default
Interface: pp0.1073741825
Interface type: Dynamic
Dynamic Profile Name: pppoe-subscriber-profile
MAC Address: 00:00:5E:00:53:01
State: Active
Radius Accounting ID: 2
Session ID: 2
Login Time: 2011-12-08 09:11:41 PST

user@host> show subscribers extensive id 3
Type: DHCP
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IPv6 Address: 2001:DB8::1
Logical System: default
Routing Instance: default
Interface: pp0.1073741825
Interface type: Static
MAC Address: 00:00:5E:00:53:01
State: Active
Radius Accounting ID: 3
Session ID: 3
Underlying Session ID: 2
Login Time: 2011-12-08 09:12:11 PST
DHCP Options: len 42
00 08 00 02 0b b8 00 01 00 0a 00 03 00 01 00 01 02 00 00 01
00 06 00 02 00 03 00 03 00 0c 00 00 00 00 00 00 00 00 00 00
00 00

Meaning The output shows details about specific subscriber sessions.

Related
Documentation

show subscribers on page 1942•

Monitoring the Status of the PPPoE Logical Interface

Purpose Display status information about the PPPoE logical interface.

Action user@host> show interfaces pp0.1073741888
  Logical interface pp0.1073741888 (Index 123) (SNMP ifIndex 707)
    Flags: Point-To-Point SNMP-Traps 0x4000 Encapsulation: PPPoE
    PPPoE:
      State: SessionUp, Session ID: 16,
      Session AC name: centaurus, Remote MAC address: 00:00:5E:00:53:02,

Underlying interface: ge-1/0/0.1104 (Index 95)
    Input packets : 8
    Output packets: 51816
  LCP state: Opened
  NCP state: inet: Opened, inet6: Opened, iso: Not-configured, mpls:
  Not-configured
  CHAP state: Closed
  PAP state: Success
    Protocol inet, MTU: 1500
      Flags: Sendbcast-pkt-to-re
      Addresses, Flags: Is-Primary

Local: 192.0.2.77
    Protocol inet6, MTU: 1500
      Addresses, Flags: Is-Preferred Is-Primary
        Destination: 2001:DB8:0:21::/64, Local: 2001:DB8:0:21::1
      Addresses, Flags: Is-Preferred

Destination: fe80::/64, Local: fe80::2a0:a50f:fc61:6d0

Meaning Displays session information about the ppp0 interface.
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Related
Documentation

show interfaces (PPPoE)•

Monitoring Service Sessions for Subscribers

Purpose Display a details about dual-stack subscriber session.

Action user@host> show subscribers interface pp0.1073741888 extensive
Type: PPPoE
User Name: dual-stack-v4v6-2svc-good
IP Address: 203.0.113.140
Logical System: default
Routing Instance: default
Interface: pp0.1073741888
Interface type: Dynamic
Dynamic Profile Name: DS-dyn-ipv4v6-ra
MAC Address: 00:00:5E:00:53:02
State: Active
Radius Accounting ID: 155
Session ID: 155
Login Time: 2011-01-30 20:36:53 PST
Service Sessions: 2

Service Session ID: 174
Service Session Name: l3-v4-service
State: Active
IPv4 Input Filter Name: upstrm-filter-ge-1/0/0.1104-in
IPv4 Output Filter Name: dwnstrm-filter-ge-1/0/0.1104-out

Service Session ID: 175
Service Session Name: l3-v6-service
State: Active
IPv6 Input Filter Name: v6-up-filter-ge-1/0/0.1104-in
IPv6 Output Filter Name: v6-dn-filter-ge-1/0/0.1104-out

Meaning The highlighted output includes details about a subscriber’s service sessions.

Related
Documentation

show subscribers on page 1942•

Monitoring PPPOptions Negotiated with the Remote Peer

Purpose Display the PPP options that were negotiated with the CPE. You can also view the IPv4

address that was negotiated with the remote peer. This address matches the address

returned fromAAA.Youcanalsosee thisaddressbyusing the showsubscriberscommand.

Note that this is the only command that will provide the details about the negotiated

interface IDs.
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Action user@host> show ppp interface pp0.1073741888 extensive
  Session pp0.1073741888, Type: PPP, Phase: Network
    LCP
      State: Opened
      Last started: 2011-01-30 20:36:53 PST
      Last completed: 2011-01-30 20:36:53 PST
      Negotiated options:
        Authentication protocol: pap, Magic number: 1174596353, MRU: 1492
    Authentication: PAP
      State: Grant
      Last started: 2011-01-30 20:36:53 PST
      Last completed: 2011-01-30 20:36:53 PST
    IPCP
      State: Opened
      Last started: 2011-01-30 20:36:54 PST
      Last completed: 2011-01-30 20:36:54 PST
      Negotiated options:
        Local address: 192.0.2.77, Remote address: 192.0.2.140
    IPV6CP
      State: Opened
      Last started: 2011-01-30 20:36:54 PST
      Last completed: 2011-01-30 20:36:54 PST
      Negotiated options:
        Local interface identifier: 2a0:a50f:fc61:6d0,
        Remote interface identifier: 200:64ff:fe01:602

Related
Documentation

show ppp interface•

Monitoring the RADIUS Attribute Used for NDRA

Purpose Display the RADIUS attribute used for IPv6 NDRA.

Action Todisplay theRADIUSattribute used for IPv6Neighbor Discovery router advertisements:

host1#show aaa ipv6-nd-ra-prefix

IPv6 ND RA Prefix       : IPv6-NdRa-Prefix (Juniper VSA)

Related
Documentation

• Configuring a PPPoE Dynamic Profile for Use with NDRA in a Dual-Stack Network on

page 517
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CHAPTER 62

Monitoring and Managing DHCPv6

• Monitoring Address Bindings on the DHCPv6 Local Server on page 605

• Verifying and Managing DHCPv6 Local Server Configuration on page 606

• Verifying and Managing DHCPv6 Relay Configuration on page 606

Monitoring Address Bindings on the DHCPv6 Local Server

Purpose Display address bindings in the client table on the DHCPv6 local server.

Action To display address bindings in the client table on the DHCPv6 local server:

user@host>show dhcpv6 server binding detail
user@host> show dhcpv6 server binding detail
Session Id:  6
     Client IPv6 Prefix:                    2001:db8:1111:2222::/64
     Client DUID:                           LL_TIME0x1-0x2e159c0-00:10:94:00:00:01

     State:                                 
BOUND(LOCAL_SERVER_STATE_BOUND_ON_INTF_DELETE)
     Lease Expires:                         2009-07-21 10:41:15 PDT
     Lease Expires in:                      86308 seconds
     Lease Start:                           2009-07-20 10:41:15 PDT
     Incoming Client Interface:             ge-1/0/0.0
     Server Ip Address:                     0.0.0.0
     Server Interface:                      none
     Client Id Length:                      14
     Client Id:                             
/0x00010001/0x02e159c0/0x00109400/0x0001

Session Id:  7
     Client IPv6 Prefix:                    2001:db8:1111:2222::/64
     Client DUID:                           LL_TIME0x1-0x2e159c0-00:10:94:00:00:02

     State:                                 
BOUND(LOCAL_SERVER_STATE_BOUND_ON_INTF_DELETE)
     Lease Expires:                         2009-07-21 10:41:15 PDT
     Lease Expires in:                      86308 seconds
     Lease Start:                           2009-07-20 10:41:15 PDT
     Incoming Client Interface:             ge-1/0/0.0
     Server Ip Address:                     0.0.0.0
     Server Interface:                      none
     Client Id Length:                      14
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     Client Id:                             
/0x00010001/0x02e159c0/0x00109400/0x0002

Related
Documentation

show dhcpv6 server binding on page 1771•

Verifying andManaging DHCPv6 Local Server Configuration

Purpose View or clear information about client address bindings and statistics for the DHCPv6

local server.

Action To display the address bindings in the client table on the DHCPv6 local server:•

user@host> show dhcpv6 server binding

• To display DHCPv6 local server statistics:

user@host> show dhcpv6 server statistics

• To clear all DHCPv6 local server statistics:

user@host> clear dhcpv6 server binding

• To clear all DHCPv6 local server statistics:

user@host> clear dhcpv6 server statistics

Related
Documentation

CLI Explorer•

Verifying andManaging DHCPv6 Relay Configuration

Purpose View or clear address bindings or statistics for extended DHCPv6 relay agent clients:

Action To display the address bindings for extended DHCPv6 relay agent clients:•

user@host> show dhcpv6 relay binding

• To display extended DHCPv6 relay agent statistics:

user@host> show dhcpv6 relay statistics

• To clear the binding state of DHCPv6 relay agent clients:

user@host> clear dhcpv6 relay binding

• To clear all extended DHCPv6 relay agent statistics:

user@host> clear dhcpv6 relay statistics

Related
Documentation

• CLI Explorer
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PART 4

Configuring Junos OS Enhanced
Subscriber Management

• Configuring Junos OS Enhanced Subscriber Management on page 609
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CHAPTER 63

Configuring Junos OS Enhanced
Subscriber Management

• Junos OS Enhanced Subscriber Management Overview on page 609

• Configuring Junos OS Enhanced Subscriber Management on page 611

• Verifying and Managing Junos OS Enhanced Subscriber Management on page 614

Junos OS Enhanced Subscriber Management Overview

Junos OS enhanced subscriber management is a next-generation broadband edge

software architecture for wireline subscriber management. Enhanced subscriber

management enables you to take advantage of increased scaling and performance for

configuring andmanaging dynamic interfaces and services for subscriber management.

Enhanced subscriber management delivers optimized scaling and performance for the

existingdynamicsubscribermanagement feature set. Enhancedsubscribermanagement

provides feature parity with the legacy Junos OS subscriber management feature set,

with certain exceptions. For a list of these feature exceptions, see the latest Junos OS

Release Notes for MX Series 3D Universal Edge Routers for your Junos OS software.

In order to use dynamic profiles to create andmanage dynamic subscriber interfaces

andservices, youmustexplicitly configureandenableenhancedsubscribermanagement.

When enhanced subscriber management is enabled, it handles all

subscriber-managementcontrol protocol traffic (DHCP,PPP,PPPoE, L2TP, anddynamic

VLANcreation) todirect thecreationof subscriber sessionsand their associateddynamic

interfaces.

If you are using only static network configurations and static services in a business edge

environment, you do not need to enable enhanced subscribermanagement to configure

these static topologies. When enhanced subscriber management is not enabled, the

following client applications do not support the use of dynamic profiles, the creation of

dynamic interfaces, or dynamic authentication services:

• Dynamic VLANs

• PPPoE

• PPP
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• L2TP

• DHCP

From an operational perspective, enhanced subscriber management introduces only

minimal changes to existing subscriber management configuration and verification

procedures. For example, enhanced subscriber management consolidates several

subscriber management components previously distributed across multiple processes

into a single process. As a result, enhanced subscriber management can display

consolidated information for subscriber management in a single show command.

Related
Documentation

Configuring Junos OS Enhanced Subscriber Management on page 611•

• Verifying and Managing Junos OS Enhanced Subscriber Management on page 614
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Configuring Junos OS Enhanced Subscriber Management

Junos OS enhanced subscriber management is a next-generation broadband edge

software architecture for wireline subscriber management. With enhanced subscriber

management, you can take advantage of optimized scaling and performance for

configuration andmanagement of dynamic interfaces and services for subscriber

management.

You can configure enhanced subscribermanagement on allMXSeries 3DUniversal Edge

Routers with Modular Port Concentrators (MPCs) installed.

NOTE: Youmustconfigureenhancedsubscribermanagement inorder touse
dynamic profiles for creating andmanaging dynamic subscriber interfaces
and services.

Before you begin:

• Download and install Junos OS Release 15.1R3 or later.

SeeMigration, Upgrade, and Downgrade Instructions in the Junos OS 15.1R3 Release

Notes. Youmust reboot the router after the upgrade is validated and installed.

CAUTION: Because unified in-service software upgrade (unified ISSU) is
notsupportedforsubscribermanagementwhenyouupgradefromarelease
thatdoesnotsupportenhancedsubscribermanagement(JunosOSRelease
14.2 or earlier) to a release that does support enhanced subscriber
management (15.1R4 and later), all subscriber sessions and subscriber
state are lost after the upgrade.

NOTE: Starting in Junos OS Release 17.4R1, when enhanced IP network
services and enhanced subscriber management are enabled and a Routing
Engine in the system has at least 32 GB of RAM, subscriber management
daemonsonthatRoutingEngine run in64-bitmode.Forconsistentoperation,
all Routing Engines in the systemmust have the same amount of memory.
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To configure Junos OS enhanced subscriber management for the first time:

1. Configure enhanced IP network services on the router.

a. Specify that you want to configure chassis properties for the router.

[edit]
user@host# edit chassis

b. Configure enhanced IP network services.

[edit chassis]
user@host# set network-services enhanced-ip

2. Enable enhanced subscriber management.

a. Specify that you want to configure global services for the router.

[edit]
user@host# edit system services

b. Enable enhanced subscriber management.

[edit system services]
user@host# set subscriber-management enable

3. Increase the amount of system sharedmemory available for enhanced subscriber

management by limiting the maximum size of the configuration database.

JUNOS OS processes map sharedmemory into their process space. For example, on

MX240 through MX10003 routers, processes canmap up to 1GB of sharedmemory.

Enhanced subscriber management processes contend for sharedmemory with the

JUNOSOS configuration database. By default, the configuration database tries to

reserve80percentof thesharedmemorymap, leaving insufficient space for subscriber

management to function.Themajorityofconfigurations requiremuch less than300MB

of mapped space. To allow subscriber management to operate and scale, adjust the

JUNOSOS configuration database sharedmemory allocation as follows to increase

the amount of sharedmemory available to subscriber management:

• Nomore than 300MB for MX240, MX480, MX960, MX2008, MX2010, MX2020,

and MX10003 routers.

• Nomore than 100MB for MX5, MX10, MX40, MX80, and MX104 routers.

user@host# set system configuration-databasemax-db-size 300M

4. (Optional) Enable traffic-accounting and rate-monitoring for the given interface:

[edit dynamic-profiles profile-name interfaces unit “$junos-interface-unit”]
user@host# set actual-transit-statistics

5. (Optional) Enable graceful Routing Engine switchover (GRES) and nonstop active

routing (NSR).
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NOTE: For MX Series routers using enhanced subscriber management,
the new backup Routing Engine (the former master Routing Engine) will
rebootwhen a graceful Routing Engine switchover is performed. This cold
restart resynchronizes the backup Routing Engine state with that of the
newmaster Routing Engine, preventing discrepancies in state that might
have occurred during the switchover.

a. Enable GRES.

[edit chassis redundancy]
user@host# set graceful-switchover

b. Enable NSR (recommended if you enable GRES).

[edit routing-options]
user@host# set nonstop-routing

c. Configure commit operations to automatically synchronize the configuration

between themaster Routing Engine and the standby Routing Engine.

[edit system]
user@host# set commit synchronize

6. Commit the configuration.

After you commit the configuration, the software prompts you to initiate a system

reboot.

7. Reboot the router software to enable enhanced subscriber management.

a. Access operational mode.

[edit system]
user@host# exit

b. Reboot the software.

user@host> request system reboot

Example The following example shows a typical configuration to enable enhanced subscriber
management.

[edit]
chassis {
network-services {
enhanced-ip;

}
redundancy {
graceful-switchover;

}
}
routing-options {
nonstop-routing;

}
system {
commit synchronize;
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configuration-database {
max-db-size 300M;

}
services {
subscriber-management {
enable;

}
}

}

Release History Table DescriptionRelease

Starting in Junos OS Release 17.4R1, when enhanced IP network services and
enhanced subscriber management are enabled and a Routing Engine in the
system has at least 32 GB of RAM, subscriber management daemons on that
Routing Engine run in 64-bit mode.

17.4R1

Related
Documentation

Verifying and Managing Junos OS Enhanced Subscriber Management on page 614•

• Junos OS Enhanced Subscriber Management Overview on page 609

Verifying andManaging Junos OS Enhanced Subscriber Management

Purpose View information about class of service (CoS), routing tables, active subscribers, and

the subscriber database for Junos OS enhanced subscriber management.

Action To display dynamic subscriber interface associations for CoS classifers, rewrite rules,

and scheduler maps:

•

user@host> show class-of-service interface interface-name

• To display CoS associations for a dynamic interface set:

user@host> show class-of-service interface-set interface-set-name

• To display the mapping of CoS schedulers to forwarding classes:

user@host> show class-of-service scheduler-map

• To display CoS traffic shaping and scheduling profiles:

user@host> show class-of-service traffic-control-profile

• To display the active entries in the routing table:

user@host> show route

• To display detailed information about active subscribers whose IP address matches

the specified address:
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user@host> show subscribers address address detail

• To display information about how routes aremapped to specific enhanced subscriber

management interfaces:

user@host> show system subscriber-management route

• To display summary information for the subscriber management database:

user@host> show system subscriber-management summary

• To verify whether subscriber management daemons are running in 32-bit mode or

64-bit mode:

user@host> show system processes | grep libexec[36]

Starting in JunosOSRelease 17.4R1,whenenhanced IPnetwork servicesandenhanced

subscriber management are enabled and a Routing Engine in the system has at least

32 GB of RAM, subscribermanagement daemons on that Routing Engine run in 64-bit

mode. For consistent operation, all Routing Engines in the systemmust have the same

amount of memory.

• 64-bit mode:

user@host> show system processes | grep libexec[36]
  PID TT  STAT     TIME  COMMAND
21149  -  S     0:01.37 /usr/libexec64/pfed -N
21195  -  S     0:00.46 /usr/libexec64/smid -N
21214  -  S     0:05.04 /usr/libexec64/bbe-smgd -b -N
21270  -  S     0:04.26 /usr/libexec64/authd -N
21498  -  S     0:02.37 /usr/libexec64/rpd -N
21504  -  S     0:00.84 /usr/libexec64/cosd
21539  -  S     0:00.37 /usr/libexec64/dfwd -N
21740  -  S     0:00.95 /usr/libexec64/jpppd -N

• 32-bit mode:

user@host> show system processes | grep libexec[36]
  PID TT  STAT     TIME  COMMAND
21149  -  S     0:01.37 /usr/libexec32/pfed -N
21195  -  S     0:00.46 /usr/libexec32/smid -N
21214  -  S     0:05.04 /usr/libexec32/bbe-smgd -b -N
21270  -  S     0:04.26 /usr/libexec32/authd -N
21498  -  S     0:02.37 /usr/libexec32/rpd -N
21504  -  S     0:00.84 /usr/libexec32/cosd
21539  -  S     0:00.37 /usr/libexec32/dfwd -N
21740  -  S     0:00.95 /usr/libexec32/jpppd -N
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Release History Table DescriptionRelease

Starting in Junos OS Release 17.4 R1, when enhanced IP network services and
enhanced subscriber management are enabled and a Routing Engine in the
system has at least 32 GB of RAM, subscriber management daemons on that
Routing Engine run in 64-bit mode.

17.4R1

Related
Documentation

• Configuring Junos OS Enhanced Subscriber Management on page 611

• Junos OS Enhanced Subscriber Management Overview on page 609
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PART 5

Configuring Address-Assignment Pools
for Subscriber Management

• ConfiguringAddress-AssignmentPools for Dynamic andStatic Addresses onpage619
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CHAPTER 64

Configuring Address-Assignment Pools
for Dynamic and Static Addresses

• Address-Assignment Pools Overview on page 619

• Address-Assignment Pools Licensing Requirements on page 620

• Configuring Address-Assignment Pools on page 621

• Example: Configuring an Address-Assignment Pool on page 622

• Configuring an Address-Assignment Pool Name and Addresses on page 623

• Configuring a Named Address Range for Dynamic Address Assignment on page 624

• Configuring Address-Assignment Pool Usage Threshold Traps on page 624

• Configuring Address-Assignment Pool Linking on page 625

• Configuring Address-Assignment Pool Hold-Down on page 626

• Configuring DHCP Local Address Pool Rapid Drain on page 627

• Configuring Static Address Assignment on page 630

• Configuring Duplicate IPv4 Address Protection for AAA on page 631

Address-Assignment Pools Overview

The address-assignment pool feature supports subscriber management and DHCP

management functionality by enabling you to create centralized IPv4 and IPv6 address

pools independently of the client applications that use the pools. The authd process

manages the pools and the address allocation, whether the addresses come from local

pools or from a RADIUS server. For example, multiple client applications, such as DHCP,

can use the same address-assignment pool to provide addresses for their particular

clients. Client applications can acquire addresses for either authenticated or

unauthenticated clients.

Address-assignment pools support both dynamic and static address assignment. In

dynamic address assignment, a client is automatically assigned an address from the

address-assignmentpool. In static addressassignment,which is supported for IPv4pools

only, you reserve an address that is then always used by a particular client. Addresses

that are reserved for static assignment are removed from the dynamic address pool and

cannot be assigned to other clients.
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You can configure named address ranges within an address-assignment pool. A named

range is a subset of the overall address range. A client application can use named ranges

to manage address assignment based on client-specific criteria. For example, for IPv4

address-assignment pools, youmight create a named range that is based on a specific

DHCP option 82 value. Then, when a DHCP client request matches the specified option

82 value, an address from the specified range is assigned to the client.

You can link address-assignment pools together to provide backup pools for address

assignment. When no addresses are found to be available in the specified (primary)

address pool, the router or switch automatically proceeds to the linked (secondary)

address pool to search for an available address to allocate.

Theaddress-assignmentpoolhold-downfeatureenablesyou tospecify thatnoadditional

addressareallocated fromanexistingactiveaddress-assignmentpool. This configuration

gracefully transforms the active pool to an inactive state as the previously allocated

addresses are returned to the pool. When the pool is inactive, you can safely perform

maintenance on the pool without affecting any active subscribers.

You can also explicitly identify that an address-assignment pool is used for ND/RA.

Related
Documentation

Configuring Address-Assignment Pools on page 621•

• Address-Assignment Pools Licensing Requirements on page 620

• Example: Configuring an Address-Assignment Pool on page 622

Address-Assignment Pools Licensing Requirements

The address-assignment pool feature is part of the Junos OS Subscriber Management

Feature Pack license. Youmust install and properly configure the license to meet the

requirements for using the address-assignment pool feature.

Related
Documentation

Junos OS Feature Licenses•
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Configuring Address-Assignment Pools

The address-assignment pool feature supports subscriber management functionality

byenabling you tocreateaddresspools that canbesharedbydifferent clientapplications.

An address-assignment pool can support either IPv4 address or IPv6 addresses. You

cannot use the same pool for both types of address.

NOTE: Address-assignment pools are completely separate from services
PIC-based L2TP LNS address pools, which you create with the address-pool

statement at the [edit access] hierarchy level, and NAT pools, which you

create with the pool statement at the [edit services nat] hierarchy level.

To configure an address-assignment pool:

1. Configure the address-assignment pool nameand specify the addresses for the pool.

See “Configuring an Address-Assignment Pool Name and Addresses” on page 623.

2. (Optional) Configure named ranges (subsets) of addresses.

See “Configuring a Named Address Range for Dynamic Address Assignment” on

page 624.

3. (Optional)Configureaddress-assignmentpool linkingandspecify the secondarypool

to use when the primary pool is fully allocated.

See “Configuring Address-Assignment Pool Linking” on page 625.

4. (Optional) Create static address bindings (IPv4 only).

See “Configuring Static Address Assignment” on page 630.

5. (Optional) Configure address-assignment pool hold-down, so that no additional

addresses are allocated from the identified pool. This is also known as passive drain.

See “Configuring Address-Assignment Pool Hold-Down” on page 626.

6. (Optional)Configureaddress-assignmentpool rapiddrain, also knownasactivedrain,

to gracefully prevent additional address allocation from the pool and prevent existing

clients from renewing leases for addresses from the pool.

See “Configuring DHCP Local Address Pool Rapid Drain” on page 627.

7. (Optional) Configure attributes for DHCP clients.

See “Configuring DHCP Client-Specific Attributes AppliedWhen Clients Obtain an

Address” on page 278.
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Related
Documentation

Address-Assignment Pools Overview on page 619•

• Address-Assignment Pools Licensing Requirements on page 620

• Example: Configuring an Address-Assignment Pool on page 622

• DHCP Attributes Overview on page 268

Example: Configuring an Address-Assignment Pool

This example shows an address-assignment pool configuration that creates two pools,

one for IPv4 DHCP clients (isp_1) , and a second pool (chi-fiber-ra) that is used for router

advertisement.

[edit access]
address-assignment {
network-discovery-router-advertisement chi-fiber-ra;
pool isp_1 {
family inet {
network 192.168.0.0/16;
range southeast {
low 192.168.102.2 high 192.168.102.254;

}
range northeast {
low 192.168.119.2 high 192.168.119.250;

}
host svale6.boston.example.net {
hardware-address 00:00:5E:00:53:90;
ip-address 192.168.44.12;

}
dhcp-attributes {
option-match {
option-82 {
circuit-id fiber range northeast;

}
option-82 {
circuit-id cable_net range southeast;

}
}
boot-file boot.client;
boot-server 192.168.200.100;
grace-period 3600;
maximum-lease-time 18000;
netbios-node-type p-node;
router 192.168.44.44 192.168.44.45;

}
}

}
pool chi-fiber-ra {
family inet6 {
prefix 2001:db8:2008:2009:2010::/48;
range fiber3 {
low 2001:db8:2008:2009:2010::1/64;
high 2001:db8:2008:2009:2010::5/64;

}
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}
}

}

This example creates an IPv4address-assignment pool named isp-1, which contains two

named address ranges, southeast and northeast. The address-assignment pool also

contains a static binding for client host sval6.boston.example.net. The ISP_1 pool

configuration also includes the dhcp-attributes statement, indicating that the pool is

used forDHCPclients. If theoption82 circuit-identrymatches the string fiber, thenDHCP

assigns the client anaddress from thenortheast range. If the option82 circuit-idmatches

the string cable_net, DHCP assigns an address from the southeast range.

The second address-assignment pool created in this example is chi-fiber-ra. The

neighbor-discovery-router-advertisementstatementat thebeginningof thesyntaxspecifies

that this named address-assignment pool is used for router advertisement. The syntax

at the end of the example configures the address-assignment pool named chi-fiber-ra.

Related
Documentation

Address-Assignment Pools Overview on page 619•

• Configuring Address-Assignment Pools on page 621

Configuring an Address-Assignment Pool Name and Addresses

To configure an address-assignment pool, youmust specify the name of the pool and

configure the addresses for the pool.

To configure an IPv4 address-assignment pool:

1. Configure the name of the pool and specify the IPv4 family.

[edit access]
user@host# edit address-assignment pool isp_1 family inet

2. Configure the network address and the prefix length of the addresses in the pool.

[edit access address-assignment pool isp_1 family inet]
user@host# set network 192.168.0.0/16

To configure an IPv6 address-assignment pool:

1. Configure the name of the pool and specify the IPv6 family.

[edit access]
user@host# edit address-assignment pool isp_2 family inet6

2. Configure the IPv6 network prefix for the address pool. The prefix specification is

required when you configure an IPv6 address-assignment pool.

[edit access address-assignment pool isp_2 family inet6]
user@host# set prefix 2001:db8:2008:2009::/32
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Related
Documentation

Address-Assignment Pools Overview on page 619•

• Configuring Address-Assignment Pools on page 621

Configuring a Named Address Range for Dynamic Address Assignment

You can optionally configure multiple named ranges, or subsets, of addresses within an

address-assignment pool. During dynamic address assignment, a client can be assigned

an address from a specific named range. To create a named range, you specify a name

for the range and define the address range.

To create a named range within an IPv4 address-assignment pool:

1. Specify the name of the address-assignment pool and the IPv4 family.

[edit access]
user@host# edit address-assignment pool isp_1 family inet

2. Configure thenameof the rangeand the lowerandupperboundariesof theaddresses

in the range.

[edit access address-assignment pool isp_1 family inet]
user@host# set range southeast low 192.168.102.2 high 192.168.102.254

To create a named range within an IPv6 address-assignment pool:

1. Specify the name of the address-assignment pool and the IPv6 family.

[edit access]
user@host# edit address-assignment pool isp_2 family inet6

2. Configure the nameof the range anddefine the range. You candefine the rangebased

on the lower and upper boundaries of the prefixes in the range, or based on the length

of the prefixes in the range.

[edit access address-assignment pool isp_2 family inet6]
user@host# set range dsl-range low 2001:db8:2008:2010:2011:0100::/64 high
2001:db8:2008:2010:2011:ffff::/64

user@host# set range fiber-east prefix-length 48

Related
Documentation

Address-Assignment Pools Overview on page 619•

• Configuring Address-Assignment Pools on page 621

Configuring Address-Assignment Pool Usage Threshold Traps

You can receive advanced warning that an address pool or linked set of address pools

is running short on available addresses by setting usage threshold traps. An address pool

has SNMP thresholds associated with it that allow the local address server to signal

SNMP traps when certain conditions exist. These thresholds include high utilization
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threshold and abated utilization threshold. If a pool's outstanding addresses exceed the

high utilization threshold and the SNMP trap signaling is enabled, SNMP is notified.

Likewise,whenapool'sutilizationdropsbelowtheabated thresholdutilization threshold,

SNMP is notified. When the system reaches the high utilization value, it sends warning

messages. Whenmemory usage falls to the abated utilization value, the system stops

sending warning messages.

To set the usage for threshold traps:

• Specify the percentage after which the address pool usage is exceeded that an SNMP

trap is generated.

[edit access]
user@host# edit address-assignment high-utilization 95

To set the abated value for the trap:

• Specify the percentage belowwhich the address pool usage is abated that an SNMP

trap is generated.

[edit access]
user@host# edit address-assignment abated-utilization 80

Related
Documentation

Address-Assignment Pools Overview on page 619•

Configuring Address-Assignment Pool Linking

Address-assignment pool linking enables you to specify a secondary address pool for

the router to usewhen the primary address-assignment pool is fully allocated.When the

primary pool has no available addresses, the router automatically switches over to the

linked secondary pool and begins allocating addresses from that pool. The router uses

a secondary pool only when the primary address-assignment pool is fully allocated.

You can create a chain of multiple linked pools. For example you can link Pool_A to pool

B, and linkPool_B toPool_C.WhenPool_Ahasnoavailableaddresses, the router switches

to using Pool_B for addresses. When Pool_B is exhausted, the router switches to Pool_C.

You can link any number of pools serially in a chain, but you cannot create multiple links

to or from the same pool. For example, you cannot create links from Pool_A to both

Pool_B and Pool_C. Similarly, Pool_C cannot be linked from both Pool_A and Pool_B. An

additional consideration is that all address pools in a chain must be of the same family

type, IPV4 or IPv6.

Before you begin, configure your address pools. See “Configuring Address-Assignment

Pools” on page 621.

To link an address-assignment pool to a secondary pool:

• Specify the names of the pools to be linked.

[edit access]
user@host# set address-assignment pool-name link secondary-pool-name
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For example, the following configuration links Pool_A to Pool_B and then links Pool_B to

Pool_C.

user@host# set address-assignment pool Pool_A link Pool_B
user@host# set address-assignment pool Pool_B link Pool_C

Related
Documentation

Address-Assignment Pools Overview on page 619•

• Address-Assignment Pools Licensing Requirements on page 620

Configuring Address-Assignment Pool Hold-Down

Theaddress-assignmentpool hold-down feature—alsoknownaspassivedrain—enables

you to gracefully transition an active address pool to an inactive state. When the pool is

in the inactive state, you can safely performmaintenance on the pool without affecting

any current subscribers (such as adding, changing, or deleting addresses).

When an address-assignment pool is in the hold-down state, no additional addresses

are allocated from that pool. However, the hold-down state does not affect any existing

subscribers that are using addresses previously assigned from the pool. As the existing

subscribersdisconnect, their IPaddressesaremarkedas free in thepool, but theaddresses

are not reallocated due to the pool’s hold-down state. Eventually, when all subscribers

have disconnected and their addresses are returned to the pool, the pool becomes

inactive.

To place an active address-assignment pool in the hold-down state:

1. Specify the name of the address-assignment pool.

[edit access]
user@host# edit address-assignment pool isp_1

2. Specify that the pool is in the hold-down state so that no additional addresses can

be allocated from the pool.

[edit access address-assignment pool isp_1]
user@host# set hold-down

Related
Documentation

Configuring Address-Assignment Pools on page 621•

• Address-Assignment Pools Overview on page 619

• Configuring DHCP Local Address Pool Rapid Drain on page 627

• Address-Assignment Pools Licensing Requirements on page 620

• Example: Configuring an Address-Assignment Pool on page 622
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Configuring DHCP Local Address Pool Rapid Drain
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You can force the DHCP local server to stop allocating addresses from a specific local

address pool by configuring the pool to active-drainmode. Thismode enables the server

to gracefully terminate subscribers that are already using addresses assigned from that

pool and transition them to another pool. When a DHCP subscriber attempts to renew

(at the T1 renewal time) the lease on an IP address from a pool now configured for

active-drain mode, the DHCP local server replies with a NAK to the subscriber’s renewal

request. This response forces the subscriber to renegotiate a lease. The server then

allocates a new IP address from an alternative address pool that is not configured for

active drain.

The active-drainmode provides away to rapidly drain subscribers from an address pool.

Consequently, the longer the configured lease time for subscribers, the more useful

active-drain modemay be. If you do not configure active-drain mode for a pool, then to

stop the allocation of its addresses, youmust either configure passive-drain mode or

delete the pool.

• Passive-drainmode places the address pool in a hold-down state. Nomore addresses

are allocated from the pool, but subscribers currently using an assigned address from

the pool are not affected. Existing subscribers are allowed to age out. When the

subscriber disconnects (or is disconnected by an operator) the address is released,

but cannot be reassigned. Eventually, all subscribers have released their addresses,

and the pool is no longer active. Because leases for active subscribers are renewed on

request, passive-drain mode can take much longer than active-drain mode to recover

all addresses in the pool.

• Pool deletion disrupts the traffic for each current subscriber using a pool address for

as long as it takes for the lease to expire and for the subscriber to renegotiate and

obtainanew lease.Theserver removesall subscriberswithanaddress fromthedeleted

pool. The subscribers attempt to extend the lease but fail because the lease was

deleted at the server. When the subscribers subsequently attempt to renegotiate a

new lease, it may be granted with an address from a different pool or from RADIUS.

You can delete the active-drain configuration before the address pool is emptied. In this

case, lease extensions may be granted for subscribers still having addresses from this

pool. This recovery is best effort, because some subscribers are in the process of being

logged out by the server when the configuration is deleted. These subscribers cannot be

recovered to the pool andmust renegotiate a lease. These subscribers might then be

assignedanaddress either from this pool (because it is active again) or fromanalternate

pool.

If the DHCP client fails to receive notification that the address pool is being drained, it

may continue to grant lease extensions to subscribers using this pool. This condition is

indicated when the address remains bound to the client beyond the T1 time (up to the

T2 time) when it should have been recovered by the pool. In this situation, delete the

active-drain configuration, then reconfigure it for the pool to ensure the pool is drained

in a timely manner.

In the event of an authd or jdhcpd restart, or of a graceful Routing Engine switchover,

pool addresses might still be used by some subscribers for whom a NAK has not been

sent to initiate the logout. When the restart or GRES completes, authd sends jdhcpd a
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notificationwitha list of subscribers still havingaddresses fromthepool that is configured

for active drain. Pool draining can then continue.

To configure the DHCP local server to stop allocating addresses from an address pool:

1. Access the address pool configuration.

[edit access]
user@host# edit address-assignment pool pool-name

2. Specify active drain mode for the pool.

[edit access address-assignment pool pool-name]
user@host# set active-drain

You can use the show network-access aaa statistics command to confirm that active

drain is configured for a pool.

user@host> show network-access aaa statistics address-assignment pool pool1
Address assignment statistics
  Pool Name: pool1
    Out of Memory: 0
    Out of Addresses: 0
    Address total: 33009
    Addresses in use: 1
    Address Usage (percent): 0

Pool drain configured: yes

NOTE: The active-drain feature takes precedence over preservation of the
prefix address. Address preservationmay ensure that the same delegated
prefix is assigned to thesubscriberbasedon theaccesscircuit identifier (ACI).
When a subscriber with a preserved prefix logs out, the ACI and prefix are
stored in the address preservation table. When that subscriber tries to log in
again, the address and ACI are looked up in the table.

Active drain mode affects this behavior. When the prefix is currently part of
a pool set to active-drain mode, it is removed from the table and is not
assigned to the subscriber when the subscriber tries to log in again.

If active drain is cancelled while the client is in the process of logging out,
then theprefix andACI stringarepreserved in the table. In this case, theprefix
canbeassigned to thatACI stringwhen thesubscriber logs inagain.However,
if active drain is cancelled after the client has already logged out and the
table has been cleared of the prefix/ACI association, then the subscriber at
a subsequent login gets a prefix from the pool that is reactivated and the
prefix could be different.

Related
Documentation

Address-Assignment Pools Overview on page 619•

• Configuring Address-Assignment Pool Hold-Down on page 626
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• Configuring DHCP Client-Specific Attributes AppliedWhen Clients Obtain an Address

on page 278

• DHCP Attributes for Address-Assignment Pools on page 273

Configuring Static Address Assignment

You can optionally create a static IPv4 address binding by reserving a specific address

for a particular client. The address is removed from the address-assignment pool so that

it is not assigned to another client. When you reserve an address, you identify the client

host and create a binding between the client MAC address and the assigned IP address.

IPv6 address-assignment pools do not support static address binding.

To configure a static binding for an IPv4 address:

1. Specify the nameof the IPv4 address-assignment pool containing the IP address you

want to reserve for the client.

[edit access]
user@host# edit address-assignment pool isp_1 family inet

2. Specify the name of the client for the static binding, the client MAC address, and the

IP address to reserve for the client. This configuration specifies that the client with

MAC address 00:00:5E:00:53:90 is always assigned IP address 192.168.44.12.

[edit access address-assignment pool isp_1 family inet]
user@host# set host svale6_boston_net hardware-address
00:00:5E:00:53:90ip-address 192.168.44.12

Related
Documentation

Address-Assignment Pools Overview on page 619•

• Configuring Address-Assignment Pools on page 621
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Configuring Duplicate IPv4 Address Protection for AAA

Starting in Junos OS Release 14.1, if you are using AAA to supply IPv4 addresses, you can

enable duplicate address protection to prevent addresses from being usedmore than

once. If enabled, the following attributes received from external servers are checked:

• Framed-IP-Address

• Framed-Pool

The router then takes one of the following actions:

• If an address matches an address in an address pool, the address is taken from the

pool, provided it is available.

• If the address is already in use, it is rejected as unavailable.

To configure duplicate address protection:

1. Enter the access configuration.

[edit]
user@host# edit access

2. Enable duplicate address protection.

[edit access]
user@host# address-protection

Release History Table DescriptionRelease

Starting in JunosOSRelease 14.1, if youareusingAAA tosupply IPv4addresses,
you can enable duplicate address protection to prevent addresses frombeing
usedmore than once.

14.1

Related
Documentation

• Configuring Duplicate IPv6 Prefix Protection for Router Advertisement on page 522
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PART 6

ConfiguringDNSAddresses forSubscriber
Management

• Configuring DNS Address Assignments and Session Options on page 635
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CHAPTER 65

Configuring DNS Address Assignments
and Session Options

• DNS Name Server Address Overview on page 635

• Configuring DNS Name Server Addresses for Subscriber Management on page 636

• Ensuring IPCP Negotiation for Primary and Secondary DNS Addresses on page 638

• Overriding How the DNS Server Address Is Returned in a DHCPv6Multiple Address

Environment on page 639

• DNS Resolver for IPv6 DNS Overview on page 640

• Configuring a DNS Server Address for IPv6 Hosts on page 640

DNSName Server Address Overview

Whenaclientattempts toaccessadomain—forexample,www.example.com—arequest

is sent toaDomainNameSystem(DNS)nameserver. Thenameserver stores information

that correlates domain names with IP addresses; the IP address is used to reach the

requested domain. In response to the client request, the name server looks up the IP

address for the domain—192.0.2.10 for www.example.com—and returns it to the client.

In your network configuration, youmust configure the address of one or more name

servers locally on the router or on your RADIUS server. The local configuration supports

the following subscriber types:

• DHCPv4 or DHCPv6

• IP over Ethernet (VLAN)

• Terminated PPPoE (IPv4 or IPv6)

• Tunneled PPPoE (IPv4 or IPv6)

You can configure the name server addresses globally (per routing instance), per access

profile, or, for DHCPonly, per address pool. You can configuremore than one name server

in a routing instance or access profile by repeating the statement for each address.

635Copyright © 2018, Juniper Networks, Inc.



Because you can configure name server addresses at more than one level, the address

returned to the client is determined by the order of preference among the levels. The

preference depends on the client type.

• For DHCP subscribers, the preference in descending order is

RADIUS > DHCP address pool > access profile > global

• For non-DHCP subscribers, the preference in descending order is

RADIUS > access profile > global

According to thepreferenceorder, anameserveraddressconfigured inRADIUS ispreferred

by all subscriber types over all other configuration levels. For all subscriber types, the

global name server address is used only when no other name server addresses are

configured.When a name server address is configured only in a DHCPaddress pool, then

no address is available to non-DHCP subscribers.

Whenyouconfiguremultipleaddresses for anameserver, theorder inwhichyouconfigure

them determines the preference within that configuration. The preference according to

configuration level supersedes this ordering.

There is no restriction on the number of DNS name server addresses that you can

configure. For DHCP subscribers, all the addresses are sent in DHCPmessages. However,

only two addresses—determined by preference order—are sent to PPP subscribers.

All changes in these locally configured DNS name servers affect only new subscribers

that subsequently log in. Existing subscribers are not affected by the changes.

Related
Documentation

Configuring DNS Name Server Addresses for Subscriber Management on page 636•

• DHCP Attributes for Address-Assignment Pools on page 273

• Configuring DHCP Client-Specific Attributes AppliedWhen Clients Obtain an Address

on page 278

Configuring DNSName Server Addresses for Subscriber Management

This topic describes the procedure for configuring DNS name server addresses at the

access profile and routing instance levels. For information about configuring addresses

in DHCP address pools, see the DHCP topics referenced in the Related Documentation

section. For information about configuring addresses on your RADIUS server, refer to your

RADIUS software documentation. The order in which the name server configurations at

different levels are preferred is described in “DNS Name Server Address Overview” on

page 635.

BESTPRACTICE: Inpractice,chooseeither thedomain-name-serverstatement

or the domain-name-server-inet statement for IPv4 addresses. They both

have the same effect and there is no need to use both statements. If you do
use both statements, addresses configured with domain-name-server-inet

are preferred over addresses configured with domain-name-server.
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For example, the following sample configuration specifies two IPv4 domain
name servers. The server configured with the domain-name-server-inet

statement, 192.0.2.23, is preferred over the server configured with the
domain-name-server statement, 198.51.100.31.

[edit access]
user@host# set domain-name-server 198.51.100.31
user@host# set domain-name-server-inet 192.0.2.23

To configure DNS name server addresses globally:

1. Configure an IPv4 address.

[edit access]
user@host# set domain-name-server-inet dns-address

Alternatively, you can use a different statement to configure an IPv4 address.

[edit access]
user@host# set domain-name-server dns-address

2. Configure an IPv6 address.

[edit access]
user@host# set domain-name-server-inet6 dns-address

For example, to configure multiple addresses of each type:

[edit access]
user@host# set domain-name-server-inet 198.51.100.31
user@host# set domain-name-server-inet 198.51.100.100
user@host# set domain-name-server-inet6 2001:db8:85a3::8a2e:370:81ca
user@host# set domain-name-server-inet6 2001:db8:85a3::8a2e:370:7334

To configure DNS name server addresses in an access profile:

1. Configure an IPv4 address.

[edit access profile profile-name]
user@host# set domain-name-server-inet dns-address

Alternatively, you can use a different statement to configure an IPv4 address.

[edit access profile profile-name]
user@host# set domain-name-server dns-address

2. Configure an IPv6 address.

[edit access profile profile-name]
user@host# set domain-name-server-inet6 dns-address

For example, to configure multiple addresses of each type:

[edit access profile vrf-s-access]
user@host# set domain-name-server-inet 198.51.100.01
user@host# set domain-name-server-inet 198.51.100.100
user@host# set domain-name-server-inet6 2001:db8:85a3::8a2e:370:ac81
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user@host# set domain-name-server-inet6 2001:db8:85a3::8a2e:370:71bfd

Related
Documentation

DNS Name Server Address Overview on page 635•

• DHCP Attributes for Address-Assignment Pools on page 273

• Configuring DHCP Client-Specific Attributes AppliedWhen Clients Obtain an Address

on page 278

Ensuring IPCP Negotiation for Primary and Secondary DNS Addresses

Starting in Junos OS Release 15.1, you can configure a router to prompt any customer

premises equipment (CPE) to send the IPv4 primary or secondary DNS address options

in the next configuration request if the options are not included in an initial IPCP

configuration request during IPCP negotiations or if the router rejects the request. This

DNSoption enables the router to control IPv4DNSaddress provisioning for dynamic and

static, terminated PPPoE and LNS subscribers. The router includes the address options

in the IPCPconfigurationNAKmessage that it sends to theCPE. TheCPE thennegotiates

both primary and secondary IPv4 DNS addresses. Using this option avoids a situation in

which the CPE does not take advantage of the DNS addresses available at the router.

To configure the router to prompt the CPE to negotiate the DNS addresses for dynamic

PPPoE subscribers:

• Specify the DNS negotiation option.

[edit dynamic-profiles profile-name interfaces pp0 unit “$junos-interface-unit”
ppp-options]

user@host# set ipcp-suggest-dns-option

To configure the router to prompt the CPE to negotiate the DNS addresses for static

PPPoE subscribers:

• Specify the DNS negotiation option.

[edit interfaces interface-name ppp-options]
user@host# set ipcp-suggest-dns-option

To configure the router to prompt the CPE to negotiate the DNS addresses for dynamic

LNS subscribers:

• Specify the DNS negotiation option.

[edit dynamic-profiles profile-name interfaces "$junos-interface-ifd-name" unit
“$junos-interface-unit” ppp-options]

user@host# set ipcp-suggest-dns-option

To configure the router to prompt the CPE to negotiate the DNS addresses for static LNS

subscribers:

• Specify the DNS negotiation option.

[edit interfaces si-slot/pic/port unit logical-unit-number ppp-options]
user@host# set ipcp-suggest-dns-option
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To configure the router to prompt the CPE to negotiate the DNS addresses for tunneled

PPP subscribers with an LNS user group profile:

• Specify the DNS negotiation option.

[edit access group-profile profile-name ppp-options]
user@host# set ipcp-suggest-dns-option

Release History Table DescriptionRelease

Starting in JunosOSRelease 15.1, youcanconfigurea router topromptanycustomer
premises equipment (CPE) to send the IPv4 primary or secondary DNS address
options in the next configuration request if the options are not included in an initial
IPCP configuration request during IPCP negotiations or if the router rejects the
request.

15.1

Related
Documentation

Configuring the Group Profile for Defining L2TP Attributes•

• Applying PPP Attributes to L2TP LNS Subscribers with a User Group Profile

• Dynamic Profiles Overview

• Configuring Dynamic Authentication for PPP Subscribers

• Applying PPP Attributes to L2TP LNS Subscribers per Inline Service Interface

Overriding How the DNS Server Address Is Returned in a DHCPv6Multiple Address
Environment

In a DHCPv6 environment, DHCPv6 clients can use a single Solicit message to request

multiple addresses (an IA_NA address, an IA_PD address, or both), as well as the DNS

server address (DHCPv6 attribute 23). By default, the DHCPv6 local server returns the

DNS server address as a global DHCPv6 option.

You can override the default behavior and specify that the DHCPv6 local server returns

DNS server addresses as their respective IA_NAand IA_PD suboptions. You can configure

the DHCPv6 local server to support the override globally, for a specific group, or for a

specific interface.

CAUTION: Somecustomerpremises equipment (CPE) cannot recognize the
DNS server address when the address is returned as an IA_NA or IA_PD
suboption, which can create interoperability issues.

To configure the DHCPv6 local server to return the DNS server address as an IA_NA or

IA_PD suboption.

1. Specify that you want to configure DHCPv6 override options.

[edit system services dhcp-local-server dhcpv6]
user@host# edit overrides
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2. Override thedefault behavior. DHCPv6 local server now returnsDNSserver addresses

as the respective IA_PD or IA_NA suboption.

[edit system services dhcp-local-server dhcpv6 overrides]
user@host# setmulti-address-embedded-option-response

Related
Documentation

Using DHCPv6 IA_NA with DHCPv6 Prefix Delegation Overview on page 435•

• DHCPv6 Options in a DHCPv6Multiple Address Environment on page 436

DNS Resolver for IPv6 DNSOverview

In a network that usesNeighbor Discovery Router Advertisement (NDRA) to provide IPv6

addressing, the DNS server address can be provided in Router Advertisements sent to

IPv6 hosts. The address is included in a field called Recursive DNS Server (RDNSS). This

feature is useful in networks that are not running DHCPv6.

RADIUS can populate the RDNSS field dynamically when an IPv6 subscriber logs in. On

the RADIUS server, you can configure a primary and secondary DNS address in the

following VSAs, which are stored in the $junos-ipv6-dns-server variable:

• Unisphere-Ipv6-Primary-Dns

• Unisphere-Ipv6-Secondary-Dns

When a subscriber logs in, RADIUS provides the actual DNS server address in the

Access-Accept message.

You can also configure a static IPv6 address for DNS servers.

After the subscriber session is established, the DNS address is stored in the session

database. When the router sends IPv6 router advertisements, it uses this DNS address

in the RDNSS field in the Router Advertisement option.

Related
Documentation

Configuring a DNS Server Address for IPv6 Hosts on page 640•

• Configuring DNS Name Server Addresses for Subscriber Management on page 636

Configuring a DNS Server Address for IPv6 Hosts

To configure a dynamic DNS server address for IPv6 hosts:

1. Specify that the router receives the DNS server address in the

$junos-ipv6-dns-server-address variable sent from RADIUS servers in the

Access-Accept message when the subscriber logs in.

[edit dynamic-profilesdynamic-profile-nameprotocols router-advertisement interface
interface-name]

user@host# set dns-server-address $junos-ipv6-dns-server-address
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2. Specify the time in seconds for which the DNS server address remains valid.

[edit dynamic-profilesdynamic-profile-nameprotocols router-advertisement interface
interface-name dns-server-address address]

user@host# set lifetime 2400

The default value of the lifetime is 1800 seconds.

To configure a static DNS server address for IPv6 hosts:

1. Specify the IPv6 address of the DNS server.

[edit dynamic-profilesdynamic-profile-nameprotocols router-advertisement interface
interface-name]

user@host# set dns-server-address ipv6-address

2. Specify the time in seconds for which the DNS server address remains valid.

[edit dynamic-profilesdynamic-profile-nameprotocols router-advertisement interface
interface-name dns-server-address address]

user@host# set lifetime 2400

The default value of the lifetime is 1800 seconds.

Related
Documentation

• DNS Resolver for IPv6 DNS Overview on page 640
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PART 7

ConfiguringCLI-BasedSubscriberServices

• Configuring CLI-Activated Subscriber Services on page 645

• Configuring Subscriber Services with Multiple Instances on page 653

• Monitoring and Managing Subscriber Services on page 661
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CHAPTER 66

Configuring CLI-Activated Subscriber
Services

• CLI-Activated Subscriber Services on page 645

• Activating and Deactivating Subscriber Services Locally with the CLI on page 646

• Using the CLI to Modify Traffic-Control Profiles That Are Currently Applied to

Subscribers on page 649

CLI-Activated Subscriber Services

Subscriber management enables you to use the Junos OS CLI to locally activate and

deactivate dynamic subscriber services. CLI-based activation and deactivation provides

local control for dynamic subscriber services that is similar to subscriber management’s

change of authorization (CoA) feature. CoA is considered a remote activation method

because the commands, or triggers, are received froma remote server, such as aRADIUS

or provisioning server. Both the CoA and CLI-basedmethods enable you to manage

services for subscribers who are currently logged in to the network—you can activate a

new service for the subscriber or deactivate a current service.

The CLI-based feature activates the specified service—you cannot use it to modify a

subscriber’s dynamicprofile instantiationor tomodifyuser-definedvariables inadynamic

profile. You can, however, include variables that are defined for the service in the dynamic

profile.

Subscriber management does not support accounting for CLI-activated subscriber

services. Accounting for any service is disabled by default. Therefore when you use the

CLI to activate a service, it is activated with accounting disabled, and there is no way to

explicitly enable accounting for the service. CLI deactivation of a service previously

activated (such as by RADIUS) has no effect on accounting for that service.

CLI-based activation and deactivation is useful in service provider networks that do not

useprovisioning serversorRADIUSservers toactivateanddeactivate subscriber services.

The local control provided by the CLI-based operations enables service providers to add

and remove services for existing subscriberswithout requiring that the subscriber log out

and than log inagain to complete thechange. For example, a serviceprovidermight allow

subscribers to log in and initially use the default service, which provides basic features.

After the default service is established, the provider might then use CLI-activation to

upgrade qualified subscribers to an advanced service, in addition to retaining the initial
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service. Later, the provider can use CLI-deactivation to terminate the subscriber’s

advanced service session. The subscriber retains the initial service until the service is

deactivated.

CLI-based activation or deactivation of a subscriber service fails if any of the following

conditions exist:

• ARADIUSCoAoperation or a previousCLI-based activation or deactivation is currently

inprogress for the subscriber.Onlyonedynamic request canbeactive for the subscriber.

• A unified in-service software upgrade (unified ISSU) operation is active.

• The specified service could not be activated or deactivated.

A CLI-based activation or deactivation of a subscriber service also fails if a PCRF has

successfully activated any services for the subscriber. Youmust override the PCRF

provisioning to be able to activate or deactivate services for such a subscriber. For more

information, see “Disabling PCRF Control of a Subscriber Session” on page 931.

Related
Documentation

Activating and Deactivating Subscriber Services Locally with the CLI on page 646•

• Using theCLI toModifyTraffic-ControlProfilesThatAreCurrentlyApplied toSubscribers

on page 649

• Default Subscriber Service Overview on page 271

Activating and Deactivating Subscriber Services Locally with the CLI

Subscriber management enables you to use the Junos OS CLI to locally activate or

deactivate dynamic subscriber services for subscriberswho are currently logged in to the

network. Youcanactivatean initial service for the subscriber, provideanadditional service,

or deactivate the subscriber’s current service.

NOTE:

A CLI-based activation or deactivation of a subscriber service fails if any of
the following conditions exist:

• ARADIUSCoAoperationorapreviousCLI-basedactivationordeactivation
is active for the subscriber.

• A unified in-service software upgrade (unified ISSU) operation is active.

• The specified service could not be activated or deactivated.

A CLI-based activation or deactivation of a subscriber service also fails if a
PCRF has successfully activated any services for the subscriber. Youmust
override the PCRF provisioning to be able to activate or deactivate services
for such a subscriber. For more information, see “Disabling PCRF Control of
a Subscriber Session” on page 931.
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To use the CLI to activate a subscriber service:

1. (Optional) Verify the subscriber’s ID, and ensure that provisioning is not enabled. To

display the session IDs of all current subscribers, use the show subscribers detail or

show network-access aaa subscribers command.

user@host> show network-access aaa subscribers session-id 55 detail
Type: dhcp
Username: user23@example.net 
Stripped username: user23
AAA Logical system/Routing instance: default:default
Target Logical system/Routing instance: default:retail-onlinecompany-ca
Access-profile:retailer-onlinecompany-sjc
Session ID: 55
Accounting Session ID: 55
Multi Accounting Session ID: 0
IP Address: 192.168.44.104
Authentication State: AuthStateActive
Accounting State: Acc-Start-Send
Provisioning-type: none
Service name: basic-service
 Service State: SvcActive
 Session ID: 56
 Session uptime: 00:01:45

2. Activate the service for the subscriber.

user@host> request network-access aaa subscriber add session-id 55 service-profile
gold-service

3. (Optional) Verify that the new service is activated for the subscriber. (The initial

basic-service is also listed because it has not been deactivated.)

user@host> show network-access aaa subscribers session-id 55 detail
Type: dhcp
Username: user23@example.net 
Stripped username: user23
AAA Logical system/Routing instance: default:default
Target Logical system/Routing instance: default:retail-onlinecompany-ca
Access-profile:retailer-onlinecompany-sjc
Session ID: 55
Accounting Session ID: 55
Multi Accounting Session ID: 0
IP Address: 192.168.44.104
Authentication State: AuthStateActive
Accounting State: Acc-Start-Send
Provisioning-type: none
Service name: basic-service
 Service State: SvcActive
 Session ID: 56
 Session uptime: 00:02:15
Service name: gold-service
 Service State: SvcActive
 Session ID: 57
 Session uptime: 00:00:30
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To use the CLI to deactivate a subscriber service:

1. Display the active services for the specified subscriber. The following example shows

that the basic-service and gold-service are active.

user@host> show network-access aaa subscribers session-id 55 detail
Type: dhcp
Username: user23@example.net 
Stripped username: user23
AAA Logical system/Routing instance: default:default
Target Logical system/Routing instance: default:retail-onlinecompany-ca
Access-profile:retailer-onlinecompany-sjc
Session ID: 55
Accounting Session ID: 55
Multi Accounting Session ID: 0
IP Address: 192.168.44.104
Authentication State: AuthStateActive
Accounting State: Acc-Start-Send
Provisioning-type: none
Service name: basic-service
 Service State: SvcActive
 Session ID: 56
 Session uptime: 00:02:15
Service name: gold-service
 Service State: SvcActive
 Session ID: 57
 Session uptime: 00:00:30

2. Deactivate the service for the subscriber. The following example deletes the

subscriber’s basic-service service.

user@host> requestnetwork-accessaaasubscriberdeletesession-id55service-profile
basic-service

3. (Optional) Verify that the deleted service is no longer active for the subscriber. (The

gold-service is still listed because it has not been deactivated.)

user@host> show network-access aaa subscribers session-id 55 detail
Type: dhcp
Username: user23@example.net 
Stripped username: user23
AAA Logical system/Routing instance: default:default
Target Logical system/Routing instance: default:retail-onlinecompany-ca
Access-profile:retailer-onlinecompany-sjc
Session ID: 55
Accounting Session ID: 55
Multi Accounting Session ID: 0
IP Address: 192.168.44.104
Authentication State: AuthStateActive
Accounting State: Acc-Start-Send
Provisioning-type: none
Service name: gold-service
 Service State: SvcActive
 Session ID: 57
 Session uptime: 00:00:30
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Related
Documentation

CLI-Activated Subscriber Services on page 645•

• Using theCLI toModifyTraffic-ControlProfilesThatAreCurrentlyApplied toSubscribers

on page 649

• Default Subscriber Service Overview on page 271

Using the CLI to Modify Traffic-Control Profiles That Are Currently Applied to
Subscribers

Subscriber management enables you to use the CLI to modify a traffic-control profile

that is currently applied to existing subscribers. This feature allows you to update

subscriberswhoare initially assigned thedefault traffic-control profile,whichmight have

limited features.

TIP: You specify the default traffic-control profile with the
predefined-variable-defaults statement and the cos-traffic-control-profile

variable at the [edit dynamic-profiles profile-name class-of-service] hierarchy

level.

There are twomethods you can use to modify an traffic-control profile that is in

use—global and per-subscriber. The global methodmodifies the traffic-control profile

for all subscribers currently using the traffic-control profile. The per-subscriber method

modifies the traffic-control profile for a particular subscriber—all other subscribers

currently using the traffic-control profile remain unaffected.

The global and per-subscriber methods share the following characteristics:

• Theymodify traffic-control profiles that are currently applied to active subscribers.

• Neithermethodcreatesnew traffic-control profiles; theymodify existing traffic-control

profiles that have been previously created using the traffic-control-profiles statement

at the [edit dynamic-profiles profile-name class-of-service] hierarchy level.

• Modifications are transparent to the active subscribers who are using the modified

profile. Themodified traffic-control profile is assigned without requiring any action by

the subscriber.

• Bothmethods are useful when updating subscribers who are initially assigned the

default traffic-control profile,whichmight have limited features. Youspecify thedefault

traffic-control profile with the predefined-variable-defaults statement and the

cos-traffic-control-profile variable at the [edit dynamic-profiles profile-name

class-of-service] hierarchy level.
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NOTE: To support CLImodification of traffic-control profiles in an IPv4/IPv6
dual-stack environment, youmust have the aggregate-clients replace

statement enabled at the [edit system services dhcp-local-server group

group-name dynamic-profile profile-name] hierarchy

This topic includes the following tasks:

• Using the CLI to Globally Modify a Traffic-Control Profile Currently Applied to Multiple

Subscribers on page 650

• Using the CLI to Modify a Traffic-Control Profile for a Specific Current

Subscriber on page 650

Using the CLI to Globally Modify a Traffic-Control Profile Currently Applied toMultiple
Subscribers

Tomake a global modification for all current subscribers assigned a particular

traffic-control profile, you change one or more parameters for the traffic-control profile

and commit the changes.

In this example, the statement changes the shaping rate for the existing traffic-control

profile namedTCP-silver. After the change, thenewshaping rateapplies toall subscribers

currently using TCP-silver.

1. Access the traffic-control profile you want to modify.

[edit dynamic-profiles business-profile class-of-service]
user@host# edit traffic-control-profiles TCP-silver

2. Specify the parameters that you want to modify in the traffic-control profile.

[edit dynamic-profiles business-profile class-of-service traffic-control-profiles
TCP-silver]

user@host# set shaping-rate 20m

3. Commit the configuration change to update the traffic-control profile. All current

subscribers using TCP-silver now have the new shaping-rate.

Using the CLI to Modify a Traffic-Control Profile for a Specific Current Subscriber

Tomake a per-subscribermodification for a specific subscriber that is currently assigned

a traffic-control profile, you specify the name of the new traffic-control profile to use.

In this example, the command replaces the existing traffic-control profilewith the profile

named TCP-gold. The new traffic-control profile applies only to the subscriber identified

by session ID 2551.

• Request that the traffic-control profile named TCP-gold be applied to session ID 2551.

user@host> request network-access aaa subscriber modify session-id 2551
junos-cos-traffic-control-profile TCP-gold
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The system then displays the statusmessage, Successful completion, indicating that the

modification is successful. The subscriber identified by session ID 2551 now uses the

TCP-gold traffic-control profile.

See Also • Guidelines for Configuring Dynamic CoS for Subscriber Access
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CHAPTER 67

Configuring Subscriber Services with
Multiple Instances

• Subscriber Services with Multiple Instances Overview on page 653

• Deactivating a Single Instance of a Subscriber Service with Multiple

Instances on page 655

• Deactivating All Instances of a Subscriber ServicewithMultiple Instances on page658

Subscriber Services with Multiple Instances Overview

Services are activated for subscribers either at login, or by using Change of Authorization

(CoA) RADIUSmessages or command-line interface (CLI) requests. A subscriber can

havemultiple instances of the same named service, provided that each instance of the

subscriber service has a different set of parameters. Support for multiple instances of a

subscriber service enables you to use service parameters to customize the same service

to meet different needs for a particular subscriber.

• Subscriber Service Instances and Service Parameters on page 653

• CLI Deactivation of Subscriber Services with Multiple Instances on page 654

• SubscriberServiceswithMultiple Instances inRADIUSAccountingMessagesonpage654

Subscriber Service Instances and Service Parameters

In a subscriber access network, each subscriber has its own set of services. You can

configure a specific service instance for a particular subscriber by specifying a service

name, also referred to as a service profile, and unique service parameters for that service

instance. Service parameters can include a combination of policy lists, filters, rate-limit

profiles, class of service (CoS) profiles, and interface profiles.

For example, filter-service(up-filter,down-filter) and

filter-service(upstream-filter,downstream-filter) are considered two different instances

of the same service (filter-service) because their parameters, enclosed in parentheses

after the service name, are different.

Each service instance is uniquely identified by the combination of its service name and

service parameters. In CoAmessages, the router identifies a subscriber service by its

complete activation string, which consists of the service name and, if configured, one or

more service parameters in the order specified.
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CLI Deactivation of Subscriber Services with Multiple Instances

You can use the Junos OS CLI to deactivate subscriber services with multiple instances

in either of the following ways:

• Deactivate a single instance of a subscriber service by specifying the name and

parameters of the service to be deactivated.

With this feature, you can deactivate a particular instance of a subscriber servicewhile

other instances of that same service remain active. For example, assume that a

subscriber identified by a particular session ID has two instances of filter-service

activated: filter-service(up-filter,down-filter) and

filter-service(upstream-filter,downstream-filter). If you specify

“filter-service(up-filter,down-filter)” in the requestnetwork-accessaaasubscriberdelete

session-id command, the router deactivates only filter-service(up-filter,down-filter);

filter-service(upstream-filter,downstream-filter) remains active.

The ability to use both service names and service parameters to identify the particular

service instance to be deactivated is analogous to the subscriber service deactivation

feature inuseon JuniperNetworksESeriesBroadbandServicesRouters that run JunosE

Software.

• Deactivate all instances of a subscriber service by specifying only the name of the

service to be deactivated, with no service parameters.

With this feature, you can deactivate all instances of the same subscriber service with

a single operational command. Using the same subscriber service example, if you

specify “filter-service” in the request network-access aaa subscriber delete session-id

command, the router deactivates both filter-service(up-filter,down-filter) and

filter-service(upstream-filter,downstream-filter).

Subscriber Services with Multiple Instances in RADIUS AccountingMessages

RADIUS Acct-Start, Interim-Acct, and Acct-Stop accounting messages include the

subscriber service name and, if configured, service parameters. If RADIUS logging is

enabled, the router logs all subscriber service attributes, including service names and

parameters, in messages sent to and received from the RADIUS authentication server.

For example, assume that the router receives the following RADIUS Access-Accept

message from the RADIUS server:

Jul 13 12:37:02 radius-access-accept: Activate-Service (Juniper-ERX-VSA) received:
 Tag (1) filter-service(up-filter,down-filter)

Table 51 on page 655 shows sample logged RADIUS Acct-Start, Interim-Acct, and

Acct-Stopmessages that the router sends to the RADIUS server in response to the

Access-Accept message. In each of these accounting messages, the

Activate-Service-Session-Name is the full activation string that includesboth the service

name(filter-service)andserviceparameters (up-filter,down-filter) to identify theservice

instance.
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Table 51: Subscriber Services and Service Parameters in RADIUS
AccountingMessages

RADIUS Accounting Message Text
RADIUS Accounting
Message Type

Jul 13 12:37:02 radius-acct-start: 
Activate-Service-Session-Name (Juniper-ERX-VSA) added: 
filter-service(up-filter,down-filter)

Acct-Start

Jul 13 12:47:00 radius-acct-interim: 
Activate-Service-Session-Name (Juniper-ERX-VSA) added: 
filter-service(up-filter,down-filter)

Interim-Acct

Jul 13 12:53:59 radius-acct-stop: 
Activate-Service-Session-Name (Juniper-ERX-VSA) added: 
filter-service(up-filter,down-filter)

Acct-Stop

Related
Documentation

Deactivating a Single Instance of a Subscriber Service with Multiple Instances on

page 655

•

• Deactivating All Instances of a Subscriber ServicewithMultiple Instances on page658

• Verifying and Managing Subscriber Services with Multiple Instances on page 661

Deactivating a Single Instance of a Subscriber Service with Multiple Instances

For subscriber services that havemultiple instances, you can use the Junos OS CLI to

deactivate a service in either of the following ways:

• Deactivate a single instance of a service by specifying the name and parameters of

the service to be deactivated.

• Deactivate all instances of a service by specifying only the name of the service to be

deactivated.

This topic describes how to deactivate a single instance of a subscriber service.

To use the Junos OS CLI to deactivate a single instance of a subscriber service with

multiple instances:

1. Display the active services for the subscriber identified by the specified session ID.

user@host> show network-access aaa subscribers session-id subscriber-session-id detail

For example, the following command displays the active services for the DHCP

subscriber identifiedbysession ID6. In this example, two instancesofeconomy-service

are active: economy-service(up-filter,down-filter) and

economy-service(upstrm-filter,dwnstrm-filter). A single instance of premium-service

named premium-service(up-filter,down-filter) is also active.

user@host> show network-access aaa subscribers session-id 6 detail
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Type: dhcp
Stripped username: fran2
AAA Logical system/Routing instance: default:default
Target Logical system/Routing instance: default:default
Access-profile: attr_test_profile1
Session ID: 6
Accounting Session ID: 6
Multi Accounting Session ID: 0
IP Address: 198.51.100.10
Authentication State: AuthStateActive
Accounting State: Acc-Interim-Sent
Provisioning Type: None
Service name: economy-service(up-filter,down-filter)
Service State: SvcActive

  Service Family: inet
  Service Activation Source: Radius
  Session ID: 7
  Session uptime: 00:04:36
  Accounting status: on/volume+time
  Service accounting session ID: 6:7-1354811427
  Service accounting state: Acc-Start-Sent
  Accounting interim interval: 600
Service name: economy-service(upstrm-filter,dwnstrm-filter)
Service State: SvcActive

  Service Family: inet
  Service Activation Source: Radius
  Session ID: 8
  Session uptime: 00:04:36
  Accounting status: on/volume+time
  Service accounting session ID: 6:8-1354811427
  Service accounting state: Acc-Start-Sent
  Accounting interim interval: 600
Service name: premium-service(up-filter,down-filter)
Service State: SvcActive

  Service Family: inet
  Service Activation Source: Radius
  Session ID: 9
  Session uptime: 00:04:36
  Accounting status: on/volume+time
  Service accounting session ID: 6:9-1354811427
  Service accounting state: Acc-Start-Sent
  Accounting interim interval: 600

2. Deactivate thespecified instanceofasubscriber servicebyspecifying its servicename

and parameters.

user@host> request network-access aaa subscriber delete session-id subscriber-session-id
service-profile “profile-name(parameters)”

Forexample, the followingcommanddeactivatesonly the instanceofeconomy-service

named economy-service(up-filter,down-filter).

user@host> request network-access aaa subscriber delete session-id 6 service-profile
“economy-service(up-filter,down-filter)”

3. (Optional) Verify that the deactivated service instance is no longer active for the

subscriber.

user@host> show network-access aaa subscribers session-id subscriber-session-id detail
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For example, the following command displays the services still active for the DHCP

subscriber identified by session ID 6. In this example,

economy-service(up-filter,down-filter) is no longer listed because it was deactivated,

but economy-service(upstrm-filter,dwnstrm-filter) and

premium-service(up-filter,down-filter) are still active.

user@host> show network-access aaa subscribers session-id 6 detail
Type: dhcp
Stripped username: fran2
AAA Logical system/Routing instance: default:default
Target Logical system/Routing instance: default:default
Access-profile: attr_test_profile1
Session ID: 6
Accounting Session ID: 6
Multi Accounting Session ID: 0
IP Address: 198.51.100.13.10
Authentication State: AuthStateActive
Accounting State: Acc-Interim-Sent
Provisioning Type: None
Service name: economy-service(upstrm-filter,dwnstrm-filter)
  Service State: SvcActive
  Service Family: inet
  Service Activation Source: Radius
  Session ID: 8
  Session uptime: 00:04:36
  Accounting status: on/volume+time
  Service accounting session ID: 6:8-1354811427
  Service accounting state: Acc-Start-Sent
  Accounting interim interval: 600
Service name: premium-service(up-filter,down-filter)
  Service State: SvcActive
  Service Family: inet
  Service Activation Source: Radius
  Session ID: 9
  Session uptime: 00:04:36
  Accounting status: on/volume+time
  Service accounting session ID: 6:9-1354811427
  Service accounting state: Acc-Start-Sent
  Accounting interim interval: 600

Related
Documentation

Deactivating All Instances of a Subscriber ServicewithMultiple Instances on page658•

• Verifying and Managing Subscriber Services with Multiple Instances on page 661

• Subscriber Services with Multiple Instances Overview on page 653
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Deactivating All Instances of a Subscriber Service with Multiple Instances

For subscriber services that havemultiple instances, you can use the Junos OS CLI to

deactivate a service in either of the following ways:

• Deactivate a single instance of a service by specifying the name and parameters of

the service to be deactivated.

• Deactivate all instances of a service by specifying only the name of the service to be

deactivated.

This topic describes how to deactivate all instances of a subscriber service.

To use the Junos OS CLI to deactivate all instances of a subscriber service with multiple

instances:

1. Display the active services for the subscriber identified by the specified session ID.

user@host> show network-access aaa subscribers session-id subscriber-session-id detail

For example, the following command displays the active services for the DHCP

subscriber identifiedbysession ID6. In this example, two instancesofeconomy-service

are active: economy-service(up-filter,down-filter) and

economy-service(upstrm-filter,dwnstrm-filter). A single instance of premium-service

named premium-service(up-filter,down-filter) is also active.

user@host> show network-access aaa subscribers session-id 6 detail
Type: dhcp
Stripped username: fran2
AAA Logical system/Routing instance: default:default
Target Logical system/Routing instance: default:default
Access-profile: attr_test_profile1
Session ID: 6
Accounting Session ID: 6
Multi Accounting Session ID: 0
IP Address: 198.51.100.10
Authentication State: AuthStateActive
Accounting State: Acc-Interim-Sent
Provisioning Type: None
Service name: economy-service(up-filter,down-filter)
  Service State: SvcActive
  Service Family: inet
  Service Activation Source: Radius
  Session ID: 7
  Session uptime: 00:04:36
  Accounting status: on/volume+time
  Service accounting session ID: 6:7-1354811427
  Service accounting state: Acc-Start-Sent
  Accounting interim interval: 600
Service name: economy-service(upstrm-filter,dwnstrm-filter)
  Service State: SvcActive
  Service Family: inet
  Service Activation Source: Radius
  Session ID: 8
  Session uptime: 00:04:36
  Accounting status: on/volume+time
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  Service accounting session ID: 6:8-1354811427
  Service accounting state: Acc-Start-Sent
  Accounting interim interval: 600
Service name: premium-service(up-filter,down-filter)
  Service State: SvcActive
  Service Family: inet
  Service Activation Source: Radius
  Session ID: 9
  Session uptime: 00:04:36
  Accounting status: on/volume+time
  Service accounting session ID: 6:9-1354811427
  Service accounting state: Acc-Start-Sent
  Accounting interim interval: 600

2. Deactivateall instancesof the specified serviceby specifying the servicenamewithout

parameters.

user@host> request network-access aaa subscriber delete session-id subscriber-session-id
service-profile “profile-name”

Forexample, the followingcommanddeactivatesboth instancesofeconomy-service.

user@host> request network-access aaa subscriber delete session-id 6 service-profile
“economy-service”

3. (Optional) Verify that all instances of the deactivated service are no longer active for

the subscriber.

user@host> show network-access aaa subscribers session-id subscriber-session-id detail

In the following example, only premium-service(up-filter,down-filter) is still active.

Neither economy-service(up-filter,down-filter) nor

economy-service(upstrm-filter,dwnstrm-filter) is listed because all instances of

economy-service were deactivated.

user@host> show network-access aaa subscribers session-id 6 detail
Type: dhcp
Stripped username: fran2
AAA Logical system/Routing instance: default:default
Target Logical system/Routing instance: default:default
Access-profile: attr_test_profile1
Session ID: 6
Accounting Session ID: 6
Multi Accounting Session ID: 0
IP Address: 198.51.100.10
Authentication State: AuthStateActive
Accounting State: Acc-Interim-Sent
Provisioning Type: None
Service name: premium-service(up-filter,down-filter)
  Service State: SvcActive
  Service Family: inet
  Service Activation Source: Radius
  Session ID: 9
  Session uptime: 00:04:36
  Accounting status: on/volume+time
  Service accounting session ID: 6:9-1354811427
  Service accounting state: Acc-Start-Sent
  Accounting interim interval: 600
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Related
Documentation

• Deactivating a Single Instance of a Subscriber Service with Multiple Instances on

page 655

• Verifying and Managing Subscriber Services with Multiple Instances on page 661

• Subscriber Services with Multiple Instances Overview on page 653
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CHAPTER 68

Monitoring and Managing Subscriber
Services

• Verifying and Managing Subscriber Services with Multiple Instances on page 661

Verifying andManaging Subscriber Services with Multiple Instances

Purpose Display information about the active services for a subscriber identified by the specified

session ID.

Action The following example displays information about the active services for the DHCP

subscriber identified by session ID 6.

user@host> show network-access aaa subscribers session-id 6 detail
Type: dhcp
Stripped username: fms2
AAA Logical system/Routing instance: default:default
Target Logical system/Routing instance: default:default
Access-profile: attr_test_profile1
Session ID: 6
Accounting Session ID: 6
Multi Accounting Session ID: 0
IP Address: 198.51.100.10
Authentication State: AuthStateActive
Accounting State: Acc-Interim-Sent
Provisioning Type: None
Service name: economy-service(up-filter,down-filter)
  Service State: SvcActive
  Service Family: inet
  Service Activation Source: Radius
  Session ID: 7
  Session uptime: 00:04:36
  Accounting status: on/volume+time
  Service accounting session ID: 6:7-1354811427
  Service accounting state: Acc-Start-Sent
  Accounting interim interval: 600
Service name: economy-service(upstrm-filter,dwnstrm-filter)
  Service State: SvcActive
  Service Family: inet
  Service Activation Source: Radius
  Session ID: 8
  Session uptime: 00:04:36
  Accounting status: on/volume+time
  Service accounting session ID: 6:8-1354811427
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  Service accounting state: Acc-Start-Sent
  Accounting interim interval: 600
Service name: premium-service
  Service State: SvcActive
  Service Family: inet
  Service Activation Source: Radius
  Session ID: 9
  Session uptime: 00:04:36
  Accounting status: on/volume+time
  Service accounting session ID: 6:9-1354811427
  Service accounting state: Acc-Start-Sent
  Accounting interim interval: 600

Meaning If parametersareconfiguredwhenasubscriber servicewithmultiple instances isactivated,

the Service name field in the show network-access aaa subscribers session-id command

displaysboth theservicenameand, inparentheses following theservicename, theservice

parameters. If parameters are not configured for a particular service, the show

network-accessaaasubscribers session-id commanddisplays only the service name. The

value SvcActive in the Service State field indicates that the service is active.

In this example, two instances of economy-service are active:

economy-service(up-filter,down-filter)andeconomy-service(upstrm-filter,dwnstrm-filter).

For premium-service, which is also active, the command output displays only the service

name, indicating that no parameters were configured for this service.

Related
Documentation

• Deactivating a Single Instance of a Subscriber Service with Multiple Instances on

page 655

• Deactivating All Instances of a Subscriber ServicewithMultiple Instances on page658
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PART 8

Configuring ANCP and the ANCP Agent
for Subscribers

• Configuring ANCP Agent Neighbors and Operations on page 665

• Configuring the ANCP Agent Traffic and CoS on page 713

• Configuring the ANCP Agent and AAA on page 727

• Monitoring and Managing ANCP for Subscriber Access on page 735
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CHAPTER 69

Configuring ANCP Agent Neighbors and
Operations

• ANCP and the ANCP Agent Overview on page 665

• ANCP Operations in Different Network Configurations on page 674

• Configuring the ANCP Agent on page 684

• Configuring ANCP Neighbors on page 685

• Associating anAccessNodewith Subscribers for ANCPAgentOperations on page687

• Specifying the Interval Between ANCP Adjacency Messages on page 688

• Specifying the MaximumNumber of Discovery Table Entries on page 688

• Configuring the ANCP Agent for Backward Compatibility on page 689

• Specifying How Long ProcessesWait for the ANCP Agent Restart to

Complete on page 690

• Configuring the ANCP Agent to Learn ANCP Partition IDs on page 690

• Example: Configuring an ANCP Network with Interface Sets and N:1 Static Demux

VLANs over Aggregated Ethernet on page 691

ANCP and the ANCP Agent Overview

This topic describes the Access Node Control Protocol (ANCP) and theANCP agent. The

ANCP agent is the Junos OS process that manages subscriber access lines with ANCP.

The agentmonitors subscriber access lines, reports subscriber traffic rates on the access

lines between the subscribers and the access nodes, andmodifies the traffic rates, all in

support of CoS traffic shaping.

• Overview on page 666

• Topology Discovery on page 666

• Subscriber Services on page 667

• ANCP Interfaces and Access Loop Circuit Identifiers on page 668

• Mapping Access Lines to Interfaces and Interface Sets on page 668

• ANCP Neighbors on page 670

• Partitions on page 671
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• Adjacency Update Messages on page 672

• Generic Response Messages and Result Codes on page 672

Overview

ANCPacts as a control planebetweena service-orientedLayer 3 edgedevice andaLayer

2 access node. The access nodes—ANCP neighbors—are network devices that terminate

access loops from subscribers; for DSL access loops, the access node is a DSL access

multiplexer (DSLAM). Queuing and scheduling mechanisms for subscriber traffic must

avoid congestion within the access network while contending with multiple flows and

distinct CoS requirements. These mechanisms require the edge device—a router acting

as a broadband network gateway (BNG), often also called a network access server

(NAS)—to provide information about the access network and subscriber traffic.

The ANCP agent canmap an access line to an interface or interface set either statically

or dynamically. The agent provides that information to both CoS and AAA. The agent

passes on to both CoS and AAA the traffic shaping attributes for each subscriber access

line that the access node sent to the ANCP agent. In addition, the agent sends to AAA

all DSLForumattributes thatwere sent by theaccess node. AAAcanuse theseattributes

during RADIUS accounting and authentication for both DHCP IP demux and PPPoE

subscriber sessions. The traffic rates can also be used for shaping L2TP tunnel traffic.

You canmonitor ANCP agent events and operations by including the traceoptions

statement at the [edit protocols ancp] hierarchy level.

JunosOS supports Class of Service (CoS) traffic shaping on the following interface types

for ANCP:

• StaticVLAN interfaces, except thosecreatedbyExtensibleSubscriberServicesManager

(ESSM)

• Static VLAN demux interfaces, except those created by ESSM

• Static interface sets, including those created by ESSM

• Dynamic interface sets

• Dynamic VLAN-tagged interface sets

• Dynamic agent circuit identifier (ACI) interface sets, also known as ACI sets or ACI

VLANs

• Dynamic PPPoE and DHCP IP demux subscriber interfaces

• Dynamic VLAN demux interfaces with Ethernet-VPLS encapsulation

ANCPwas developed as an extension ofRFC 3292, General SwitchManagement Protocol

(GSMP) V3, but is nowdefined inRFC 6320, Protocol for Access Node Control Mechanism

in Broadband Networks.

Topology Discovery

The router uses topology discovery to collect information from the access node. The

information includes the following:
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• Topology of the access network

• DSL line state

• Actual upstream and downstream net data rates of a synchronized DSL link

• Maximum attainable upstream and downstream net data rates

• Interleaving delay

Subscriber Services

The router receives the service profile for the subscribers from a RADIUS server. Most of

the services are enforced by the router itself. The router shapes the aggregate egress

traffic to subscribers based on the local loop throughput reported by the DSLAM. This

traffic shaping optimizes traffic flow while avoiding traffic drops in the access node.

Some service attributes, such as interleaving delay andmulticast channel information,

are enforced at the access node. The ANCP agent provides the line configuration

mechanism that the edge device can use to pass the line configuration to the access

nodes.Typically,multipleprofilesareprovisionedon theaccessnode.The router instructs

the access node which profile to use for a given subscriber.

Subscribers typically receive some combination of voice, data, and video services. Each

service can be provisioned on a VLAN. A subscriber might receive only a single service

over a single VLAN configured on a logical interface. A group of VLANs carrying services

to a subscriber is an interface set.

Subscribers have operational states, but they do not have administrative states because

they cannot be configured in the CLI.

Subscribers have one of the following operational states which represent the DSL line

state as it is reported in the ANCP Port Up and Port Downmessages sent by an access

node:

• Idle—Ports are not configured and the subscriber cannot log in.

• Silent—Ports are configured and the subscriber is connected, but the DSLmodem is

not ready to transfer data.

• Showtime—Ports are configured, the subscriber is connected, and the DSLmodem is

online and ready to transfer data.

NOTE: For information about ANCP for business subscribers and services,
see Layer 2Wholesale with ANCP-Triggered VLANs Overview.
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ANCP Interfaces and Access Loop Circuit Identifiers

The access loop or access line in an ANCP topology consists of the physical elements

between the subscriber device (CPE) and the access node. An identifier associatedwith

theaccess loopserves to identify thesubscriberaswell. This identifier is analphanumeric

string that actually identifies the interface on theDSLAM fromwhich subscriber requests

originate. It can be referred to by various names.

• In ANCPmessages, a TLV carries the access loop circuit ID, also referred to as the

access line identifier, access loop circuit identifier, or access identifier.

• DHCP discovery packets can identify the linewith the Agent Circuit ID suboption in the

Option 82 field.

• PPPoE discovery packets can identify the line with the Agent-Circuit-ID subattribute

in the DSL Forum vendor-specific tag.

Each of these identifiers is abbreviated as ACI. When the ANCP agent receives a port

management message from an access node, it uses the access loop circuit identifier

contained in themessage todeterminewhich logical interfaceor interfaceset corresponds

to the subscriber.

You can associate an identifier with an ANCP access line by static configuration. When

you configure a logical interface by specifying the interface name at the [edit protocols

ancp interfaces] hierarchy level, include the access-identifier statement to associate the

access loop circuit identifier with the interface. When you configure an interface set by

including the interface-set statement at the [edit protocols ancp interfaces] hierarchy

level, associate the access loop circuit identifier with the interface set by including the

access-identifier statement at the [edit protocols ancp interfaces interface-set

interface-set-name] hierarchy level.

When the DHCP or PPPoE discovery packet includes an ACI, the ANCP agent can

dynamically map the ACI to the subscriber interface or interface set. VLANs for the

subscribers are created according to a dynamic profile; these are called agent circuit

identifier-based or ACI-based dynamic VLANs.

ANCPagent support for RADIUS authentication and accounting requires that both static

and dynamic ACIsmust be unique across the network. No two interfaces acrossmultiple

neighbors (accessnodes) canshare thesame identifier. TheDHCPandPPPoEprocesses

do not have information about the access node IP addresses and consequently cannot

distinguish between duplicate identifiers. This situation prevents the AAA services

framework from correlating a DHCP or PPPoE client session with an access line for

RADIUS authentication and accounting.

Mapping Access Lines to Interfaces and Interface Sets

The ANCP agentmaps the ACI for subscriber access lines to an interface or interface set

to apply DSL attributes received from the access node to CoS traffic shaping for the

access line. The access line mapping can be statically configured with the

access-identifier statement, or dynamically derived during subscriber authentication.
Static mapping always supersedes dynamic mapping.
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The ANCP agent can remap an access line to a different interface or interface set than

its original mapping. Remapping can also be static or dynamic. For example, an access

line might be first dynamically mapped to a subscriber interface and then statically

configured to an interface set.

You can statically configuremapping with the statement only for interface and interface

set types that have configured or deterministic names:

• Static VLAN interfaces

• Static VLAN demux interfaces

• Static interface sets

• Dynamic interface sets

• Dynamic VLAN-tagged interface sets

Static configuration with the statement is required for mapping an access line to static

interface sets, dynamic interface sets, and dynamic VLAN-tagged interface sets. This is

true regardless of the presence of an ACI in the PPPoE or DHCP IP demux subscriber’s

discovery packet, because the use of the ACI is irrelevant to the creation of these types

of interface sets.

You cannot statically configure mapping with the statement for the following interface

and interface set types, because they have nondeterministic, automatically generated

names:

• Dynamic VLAN demux interfaces

• Dynamic ACI interface sets (ACI VLANs)

• Dynamic PPPoe and DHCP IP demux subscriber interfaces

In the context of Layer 2 wholesale services, the ANCP agent canmap access lines to

dynamic VLAN demux interfaces that have Ethernet-VPLS encapsulation. The ANCP

agent triggers the creation of these interfaces with the ANCP Port UPmessage, which

always includes the ACI for the access line. The agent can then dynamically map the

interface to an access line for CoS traffic shaping.

Dynamic mapping works as follows:

• If the subscriber interface is a member of an interface set, the ANCP agent maps the

ACI for the access line to the interface set.

• If the subscriber interface is not a member of an interface set, the ANCP agent maps

the ACI for the access line to the subscriber interface.

The ANCP agent does not support static or dynamicmapping for the following interface

types, regardless of the presence of the access line’s ACI in the subscriber’s discovery

packet:

• Static VLAN interfaces created by ESSM.

• Static VLAN demux interfaces created by ESSM.
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• Dynamic VLAN interfaces.

• Dynamic VLAN demux interfaces that do not have Ethernet-VPLS encapsulation.

ANCPNeighbors

The ANCP agent can report traffic only for access nodes that are configured as ANCP

neighbors (also referred to as ANCP peers). Neighbors can establish TCP connections

with the router. Include the neighbor statement at the [edit protocols ancp] hierarchy

level to configure an access node as an ANCP neighbor.

TheANCPagentexchangesadjacencymessageswithneighbors. If anadjacencymessage

isnot received fromaneighborwithin theexpectedperiod, then theneighbor is considered

to be down and is disconnected. You can adjust how long the ANCP agent waits for

adjacency messages from all neighbors by including the adjacency-timer statement at

the [edit protocols ancp] hierarchy level. The interval between adjacency messages is

negotiated between router and the neighbor during adjacency establishment. The larger

of two timer values—either thevalue received in theANCPSYNmessageor theconfigured

value—is selected. Loss of synchronizationbetween the router andaneighbor is declared

when no valid messages are received for a period of time that exceeds three times the

negotiated value.

NOTE:

The ANCP TCP connection is not established and consequently ANCP
neighbors do not come up in either of the following circumstances:

• When the neighbor address (numbered or unnumbered) has a /32mask.

• When the unnumbered local address for ANCP dynamic logical interfaces
is configured to use a preferred source address.

ANCP neighbors have one of the following administrative states, which simply represent

the configuration of the neighbor:

• enabled—The neighbor is configured in the CLI.

• disabled—The neighbor is not configured, meaning either that it has never been

configured or that the configuration has been deleted.

ANCP neighbors in the enabled state have one of the following operational states, which

represent the state of adjacency negotiations:

• Configured—Theneighborhasbeenconfigured, buthasnever establishedanadjacency.

• Establishing—Adjacency negotiations are in progress.

• Established—Adjacency negotiations have succeeded and an ANCP session has been

established.

• NotEstablished—Theneighbor has lost apreviously establishedadjacency, but is ready

to begin negotiations.
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You can also configure parameters for a specific neighbor that override global or default

configurations by including any of the following statements at the [edit protocols ancp

neighbor ip-address] hierarchy level:

• adjacency-timer—Adjust the interval between adjacency messages exchanged with

this neighbor.

• ietf-mode—Prevent the ANCP agent from operating in a backward-compatible mode

for this neighbor; for neighbors that use the current IETF implementation of ANCP.

• maximum-discovery-table-entries—Specify howmany discovery table entries are

accepted from this neighbor. Include this statement at the [edit protocols ancp]

hierarchy level to set the number of entries globally for all neighbors.

• pre-ietf-mode—Enable the ANCP agent to operate in a backward-compatible mode

for this neighbor; for neighbors that use the original IETF implementation of ANCP

(GSMPv2) rather than the current implementation. Include this statement at the [edit

protocols ancp] hierarchy level to operate in backward-compatible mode globally for

all neighbors.

RFC 6320, Protocol for Access Node Control Mechanism in Broadband Networks, defines

ANCPVersion 1.ANCPwasoriginally implementedbasedonGeneralSwitchManagement

Protocol (GSMP) version 3, sub-version 1. However, the Internet community has made

somany extensions andmodifications toGSMPv3 in the course of developingANCP that

ANCP is no longer interoperable with GSMPv3. Consequently, ANCP neighbors must be

able to dynamically detect the version that each peer supports. A joint registry codifies

the GSMP and ANCP version numbers.

When an ANCP neighbor opens adjacency negotiations, it indicates the highest version

of ANCP that it supports, either 0x31 for GSMPv3 or 0x32 for ANCP Version 1. (Version 1

may also be called Version 50, referring to the decimal conversion from the hexadecimal

value.) If the receiving neighbor supports that version of ANCP, it returns that valuewhen

it responds to the sending neighbors. If it does not support that version, the receiving

neighbor simply drops the message.

The ANCP agent stores information about active ANCP subscribers in the Junos shared

database, including DSL attributes for the access lines. This storage is persistent and is

removed from the database only when you delete the interface or interface set for the

access line or issue one of the following commands:

• clear ancp neighbor

• clear ancp subscriber

The persistence of the storage enables PPPoE and DHCP IP demux subscribers to be

properlymanagedbyRADIUS forauthenticationandaccounting,with theirDSLattributes,

even when the ANCP connection has been temporarily terminated.

Partitions

ANCPsupports thedivisionofanaccessnode into logical partitions. Eachpartitioncreates

an adjacency with a router; each partition on an access node can form adjacencies with
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different routers. Partition negotiation takes place during ANCP adjacency negotiation.

ANCPmessages carry the following fields relating to the partition negotiation:

• The partition type (PType) field indicates whether the access node is partitioned and

how the partition identifier is negotiated. The field has one of the following values

negotiated during the formation of the adjacency:

• 0—The access node is not partitioned or does not support partitions.

• 1—The number of partitions is fixed and the router requests the access node to use

the identifier it places in the partition identifier field.

• 2—The number of partitions is fixed and the access node has assigned the partition

identifier.

• The partition ID field that indicates one of the following scenarios for ANCP agent

support of the neighbor:

• Zero partition ID—The ANCP agent supports each neighbor on an IP address over a

single TCP session with a partition ID of zero. This is the default support case. This

value is required when the partition type is zero.

• Singlenonzeropartition ID—TheANCPagentsupportseachneighboronan IPaddress

over a single TCP session with a nonzero partition ID. This case requires partition ID

learning tobeenabledwith thegsmp-syn-waitstatementat the [editprotocolsancp]

hierarchy level.

• The partition flag (PFlag) field indicates the type of partition request being made. A

value of one specifies a new adjacency.

The following partitioning schemes are supported

• Each partition has an independent ANCP session and channel to an adjacent router.

All partitions have a fixed partition ID of zero.

• Each partition has an independent ANCP session and channel to an adjacent router.

Each partition has a dedicated, nonzero partition ID.

Adjacency UpdateMessages

After an adjacency has been established, the ANCP agent uses adjacency update

messages to inform routers that control the samepartition about each other. Oncemore

than one router has established an adjacency to a given partition, the ANCP agent sends

an adjacency update message to each of these routers to report howmany established

adjacencies the partition currently supports. When an adjacency is lost, an update

message is sent to the remaining routers to report the change in status. You can use the

show ancp neighbor detail command to display the number of adjacencies currently

established on a particular partition.

Generic ResponseMessages and Result Codes

ANCP neighbors and the router can reply to messages either with a specific response

message or a generic responsemessage. A generic responsemessage is typically sent

when no information needs to be sent to the peer other than a success or failure result.
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If the response is about a failure, then a result code is included that specifies the kind of

failure; a limited amount of diagnostic data can also be included. A generic response

message can also be sent independently of a request if the adjacency is being shut down

because of the failure. In this case, the sender of the message zeros out the Transaction

ID field in the message header and the Message Type field in the Status-Info TLV.

Table52onpage673describes the result codes that canbe included inageneric response

message.

Table 52: ANCP Failure Result Codes

Detected ByDescriptionCode Value

ANCP agentAlthoughthe requestmessage isproperly
formed, it is invalid because it violates
the protocol, either because of timing
issues such as a race condition or the
direction in which the message was
transmitted.

0x02

Control applications (noneyetavailable)One or more of the specified ports is
down because of a state mismatch
between the router andanANCPcontrol
application.

0x06

ANCP protocol layer or control
applications (none yet available)

ANCP isoutof resources.This result code
is sent only by the access node; the
problem is probably not related to the
access lines, but can be related to a
specific request.

0x13

ANCP agentThe type of request message is not
implemented because of a mismatch in
protocol versions or capability state
between the peers, or possibly because
themessage type isoptional foranANCP
capability.

0x51

ANCP agentThemessage is malformed either
because it was corrupted in transit or an
implementation error occurred at one
end of the connection.

0x53

ANCP agentOne or more mandatory TLVs is missing
from the request.

0x54

ANCP agentThe contents of one or more TLVs in the
request are invalid because they do not
match the TLV specification.

0x55

Control applications (noneyetavailable)One or more of the ports specified in a
request does not exist, possibly because
of a configuration mismatch between
the access node and the router or AAA.

0x500
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NOTE: Although Junos OS supports both sending and receiving generic
responsemessages, currently theANCPagentonly receives thesemessages.
When one of thesemessages is received, the router generates a system log,
increments the generic message counters, and increments the result code
counters.When the ANCP agent receives an incorrect or unexpected generic
responsemessage fromanANCP neighbor, it immediately drops the packet,
generates a system log noticemessage, and takes no further action.

Generic responsemessages usually include the Status-Info TLV, which includes

supplemental information about a warning or error condition. The Status-Info TLV is

required when the result code indicates any of the following: a port is down or does not

exist, a mandatory TLV is missing, or a TLV is invalid. The Status-Info TLV can also be

included in other ANCPmessage types.

Related
Documentation

Traffic Rate Reporting and Adjustment by the ANCP Agent on page 713•

• Configuring the ANCP Agent on page 684

• Triggering ANCP OAM to Test the Local Loop on page 735

• Agent Circuit Identifier-Based Dynamic VLANs Overview

• Layer 2Wholesale with ANCP-Triggered VLANs Overview

ANCPOperations in Different Network Configurations

This topicdescribesdifferent typesof supportednetworkconfigurationsand thesequence

of events for ANCP operations in representative sample network topologies.

You can configure the ANCP agent for any of the following interface types:

• StaticVLAN interfaces, except thosecreatedbyExtensibleSubscriberServicesManager

(ESSM)

• Static VLAN demux interfaces, except those created by ESSM

• Static interface sets, including those created by ESSM

• Dynamic interface sets

• Dynamic VLAN-tagged interface sets

• Dynamic agent circuit identifier (ACI) interface sets, also known as ACI sets or ACI

VLANs

• Dynamic PPPoE and DHCP IP demux subscriber interfaces

• Dynamic VLAN demux interfaces with Ethernet-VPLS encapsulation

Subscriber sessions are dynamically created as needed for each of the devices in a

household. Each household can includemultiple CPE devices that access the Internet.

In all cases, each household is identified by a unique ACI that is assigned by the access

node. Additional identifiers are used in some configurations.
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1:1 and N:1 Traffic ShapingModels

The 1:1 and N:1 traffic shaping models determine how VLANs are correlated with

households.Thesemodelsarealso referred toasaccessmodelsor configurationmodels.

A network can include one or both of the models:

• 1:1 model—A household has only one PPPoE or DHCP IP demux subscriber session.

One or more such households can exist on a single VLAN or VLAN demux interface. In

the case of a single household, either the subscriber interface or its underlying VLAN

or VLAN demux interface can represent the household. In the case of multiple

households, thecorresponding subscriber interfaces represent thehouseholds. In either

case, the interface representing a householdmust bemapped to the ACI for its access

line.

Table53onpage675describes the typesof interfacessupported for theANCP1:1 access

modelwhen interface sets are not involved, andwhether thePPPoEorDHCP IPdemux

discovery packets must include the ACI for the subscriber access lines.

Table 53: ACI Mapping by Interface Type for the ANCP 1:1 Model

Presence of ACI in
Discovery PacketsDescriptionInterface Type

Required.WhenACI is present in discovery packets, theANCPagentmaps
the ACI to the subscriber interface. The name of the interface is
automatically generated and nondeterministic.

Dynamic PPPoE or DHCP IP
demux interface

Not present.The name of the interface is statically configured. The ANCP
agentconfigurationmust include theaccess-identifier statement
to statically map the ACI to the interface.

Static VLAN or VLAN demux
interface

• N:1model—Ahousehold can havemore than onePPPoEor DHCP IP demux subscriber

session. The household can havemore than one VLAN or VLAN demux interface. In

either case, all the interfaces must be grouped into an interface set. The interface set

in turn must bemapped to the ACI for the household’s access line.

An interfacesetgroups thedynamicPPPoEorDHCP IPdemuxsessions forahousehold.

The subscribers are placed into interface sets by one several methods.

Table 54 on page 676 describes the types of interface sets supported in the ANCP N:1

access model, how they are created, and how the ACI is mapped to the interface set.
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Table 54: ACI Mapping by Interface Set Type for the ANCPN:1 AccessModel

Presence
of ACI in
Discovery
PacketsInterface TypeDescription

Type of
Interface Set

Required.Dynamic VLAN and
VLAN demux
interfaces.

When the router receives a DHCP or PPPoE discovery packet that
includes an ACI embedded within the DSL Forum vendor-specific
tag, it dynamically creates theVLANand the interface set. The router
generates a nondeterministic name for the interface set, such as
aci-1003-ge-1/0/0.1073741832.

The ANCP agent automatically maps the ACI from the discovery
packet to the dynamically created interface set.

All DHCP IP demux or PPPoE sessions that have the same ACI are
mapped to the same interface set.

ACI-based
VLAN interface
sets

Irrelevant.DHCP IP demux
subscriber interfaces,
PPPoE subscriber
interfaces, or VLAN
interfaces.

A dynamic profile dynamically creates the interface set and places
interfaces in the set. The profile can either have the name of the
interface set explicitly configured or a variable that represents the
interface set name. If a variable is used, then the interface set name
is provided by RADIUS when it returns an Access-Accept message
for the subscriber.

The ANCP agent configuration must include the access-identifier
statement to statically map the ACI to the interface set.

All DHCP IP demux and PPPoE sessions aremapped to an interface
set according to the rules of the dynamic profile.

Dynamic
interface sets

Irrelevant.StaticVLANandVLAN
demux interfaces.

The interface set and set name are statically configured and include
multiple static interfaces.

The ANCP agent configuration must include the access-identifier
statement to statically map the ACI to the interface set.

Static interface
sets

Irrelevant.Dynamic VLAN and
VLAN demux
interfaces.

When the router receives a DHCP or PPPoE discovery packet that
includesaVLAN ID, it dynamically creates theVLANand the interface
set. The interface set is given a deterministic name consisting of the
physical interface name and the VLAN tags, for example,
ge-1/0/0-101.

The ANCP agent configuration must include the access-identifier
statement to statically map the ACI to the interface set.

All DHCP IP demux or PPPoE sessions that have the same VLAN ID
tag are mapped to the same interface set.

VLAN-tagged
interface sets

CoS traffic shaping is based on the subscriber downstream traffic rate that the ANCP

agent receives from the access node and then passes to CoS. CoS can shape subscriber

traffic at the level of the household or the session:

• Household shaping—Only aggregate traffic to the household is shaped. Household

shaping results from applying a CoS traffic-control profile to the static VLAN or VLAN

demux interface or to the interface set.
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• Session shaping—The traffic rate to individual devices in the household is shaped.

Session shaping results from specifying a CoS traffic-control profile in the dynamic

PPPoE profile that creates the subscriber session. Depending on the network

configuration, session shapingmayemploy sharedpriority queues to shapeall sessions

identically or individual priority queues to shape the sessions separately.

Business Services Traffic ShapingModel

In addition to the N:1 and 1:1 traffic shaping models, the ANCP agent also supports a

business services traffic shapingmodel. In thismodel, the Extensible Subscriber Services

Manager (ESSM) classifies a PPPoE session as either residential household or business

subscriber. Classification occurs during RADIUS authentication and authorization. The

ANCP agent applies CoS traffic shaping differently depending on the classification.

Before RADIUS authentication and authorization, the PPPoE session represents a

residential household in the ANCP 1:1 model. The ANCP agent dynamically maps the

household’s access line to the corresponding subscriber interface andapplies CoS traffic

shaping to that interface. The household line’s ACI is present in the PPPoE discovery

packet.

When ESSMD subsequently classifies a PPPoE session as a business subscriber session

during RADIUS authentication and authorization, it creates and groups multiple

management and data plane static VLAN interfaces into a static interface set. then it

statically maps the access line for the PPPoE session to this interface set according to

the CLI configuration. The ANCP agent removes CoS traffic shaping from the subscriber

interface and applies it to the static interface set. Removing the CoS traffic shaping

means that the CoS application applies the next rate in its default or configured

adjustment control profile to the interface or interface set. The new business subscriber

interface set cannot contain a mix of static and dynamic interfaces. That prohibition is

not limited to dynamic VLANs and the PPPoE session that triggered the creation of the

interface set.

NOTE: An exception to the ANCP agent’s general support for CoS traffic
shaping and RADIUS authentication and accounting on static VLAN and
VLAN Demux interfaces is that it does not support these interfaces if they
are created by ESSM. These interfaces are different from the ESSM-created
interface sets, which are supported by the ANCP agent.

Fromtheperspectiveof theANCPagent, thebusinessdervicesmodel effectivelyoverrides

a dynamically derived access-line-to-interface mapping with a statically configured

access-line-to-interface-set mapping. This action triggers the ANCP agent to reapply

CoS traffic shaping accordingly.

Thebusiness servicesmodel is typically used in a Layer 2wholesale network. For detailed

information, see Layer 2Wholesale with ANCP-Triggered VLANs Overview.
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ANCPNetwork Using N:1 and 1:1 ConfigurationModels without Interface Sets

In this sample topology, two households are configured for one underlying static VLAN

or VLAN demux interface (N:1; dual-tagged VLAN) and a single household is configured

for another underlying interface (1:1; single-tagged VLAN) (Figure 25 on page 678). In

addition to the unique ACI assigned by the access node, each household is further

identifiedby theVLAN,which ismapped to the identifier in theANCPagent configuration.

CoS traffic shaping for sessions can employ only shared priority queues to shape all

sessions identically; individual priority queues to shape the sessions separately are not

supported.

Figure 25: Sample ANCP TopologyWithout Interface Sets (1:1 and N:1
Model)
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Sequence of ANCP Events: Static VLAN or VLANDemux Interfaces over EthernetWithout
Interface Sets

The following sequence of events is for the topology in Figure 25 on page 678with static

VLAN interfaces over Ethernet without interface sets.

1. A network device in the household initiates PPPoE discovery.

2. PPPoE creates a dynamic PPPoE session on the underlying static VLAN or VLAN

demux interface and applies the advisory options configured on the VLAN to the

session.

3. Theaccessnode independentlyprovides theANCPagentwith theANCPDSLattributes

for an access line identified by an ACI.

4. The ANCP agent sends CoS the adjusted downstream data rate for the static VLAN

ordemuxVLANmapped to theACI. TheANCPagent storesallDSLattributes, including

the adjusted upstream data rate, in the router’s shared database.

5. AAA correlates the dynamic PPPoE session with the access line by matching the

underlying interface of the session to the static VLAN or VLAN demux interface

associated with the ACI in the ANCP agent configuration.

6. AAA retrieves the ANCP DSL attributes for the access line from the router’s shared

database andmaps them to the Juniper Networks DSL VSAs in the RADIUS

Access-Request and Accounting-Request messages. If the DSL attributes are

unavailable, the session’s advisory upstreamanddownstreamdata rates aremapped

to the Upstream-Calculated-Qos-Rate VSA (26-142) and

Downstream-Calculated-Qos-Rate (26–141)VSAs, respectively. TheseVSAsare then

included in the RADIUSmessages.
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ANCPNetwork Using N:1 ConfigurationModel with Interface Sets

In this topology, multiple households are configured for each underlying static VLAN or

VLAN demux interface (Figure 26 on page 680). The VLANs are dual-tagged. Each

household includesseveralCPEdevices thataccess the Internet. Inaddition to theunique

ACI assigned by the access node, the household is further identified by the interface set.

The interfacesetgroups thedynamicPPPoEsessions for the individual subscriberdevices.

It is either explicitly configured in the dynamic PPPoE profile or specified in the RADIUS

Access-Accept message during PPPoE session authentication. Session shaping can

employ shared priority queues to shape all sessions identically or individual queues to

shape the sessions separately.

Figure 26: Sample ANCP Topology with Interface Sets (N:1 Model)
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In this N:1 model with interface sets, the access nodemust add the DSL Forum VSA to

the PPPoE PADI and PADR discovery packets that it passes to the router during the

establishment of dynamic PPPoE sessions. The VSA includes the ACI for the household.

This inclusionenablesAAAtocorrelate thePPPoEsessionswith their respectivesubscriber

access lines andDSL attributes during RADIUS authentication and accounting. If the ACI

is not present, AAA cannot make the correlation and subsequently reports only the

advisoryupstreamanddownstreamdata rates toRADIUSAuthenticationandAccounting.
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When the dynamic PPPoE profile is configured with the $junos-interface-set-name

predefined variable, the configuration of the access node, router, and RADIUS server

must be synchronized with regard to the ACI and interface set:

• The RADIUS Access-Accept messagemust contain the Juniper Networks

Qos-Interface-Set-Name VSA (26-130).

• The CoS Layer 2 configuration must explicitly identify the interface set that is named

in the Qos-Interface-Set-Name VSA (26-130).

• The ANCP agent configuration must map an ACI to the interface set that is named in

the Qos-Interface-Set-Name VSA (26-130).

Sequence of ANCP Events: Static VLAN Interfaces over Ethernet with Interface Sets

The following sequence of events is for the topology in Figure 26 on page 680with static

VLAN interfaces over Ethernet with interface sets.

1. A network device in the household initiates PPPoE discovery.

2. The access node adds the DSL Forum VSA tag with the ACI for the household to the

PPPoE PADI and PADR discovery packets. (The identifier is known to PPPoE as the

agent circuit identifier.)

3. PPPoE creates a dynamic PPPoE session with the provided ACI on the underlying

static VLAN and applies the advisory options configured on the VLAN to the session.

4. Theaccessnode independentlyprovides theANCPagentwith theANCPDSLattributes

for an access line identified by an ACI.

5. TheANCPagentprovidesCoSwith theadjusteddownstreamdata rate for the interface

setmapped to the ACI. The ANCP agent stores all ANCPDSL attributes, including the

adjusted upstream and downstream data rates, in the router’s shared database.

6. AAA correlates the dynamic PPPoE session with the access line by matching the

session identifier received in theDSLForumVSAto theACI configured for the interface

set in the ANCP agent configuration.

7. AAA retrieves the ANCP DSL attributes for the access line from the router’s shared

database andmaps them to the Juniper Networks DSL VSAs in the RADIUS

Access-Request and Accounting-Request messages. If the DSL attributes are

unavailable, the session’s advisory upstreamanddownstreamdata rates aremapped

to the Upstream-Calculated-Qos-Rate VSA (26-142) and

Downstream-Calculated-Qos-Rate (26–141)VSAs, respectively. TheseVSAsare then

included in the RADIUSmessages.

8. When authentication is completed, the dynamic PPPoE session is placed into the

interface set configured in the dynamic PPPoE profile. The profile specifies a named
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interface set or the $junos-interface-set-name predefined variable, which indicates

that the interface set is named in the RADIUS Access-Accept message.

ANCPNetwork Using 1:1 ConfigurationModel with Interface Sets

In this topology, a single household is configured for eachunderlying static VLANorVLAN

demux interface (Figure 27 on page 682). The VLANs are dual-tagged. Each household

includes several CPE devices that access the Internet. In addition to the unique ACI

assigned by the access node, the household is further identified by the interface set. The

interface set is either explicitly configured in the dynamic PPPoE profile or specified in

the RADIUS Access-Accept message during PPPoE session authentication. Session

shaping can employ shared priority queues to shape all sessions identically or individual

queues to shape the sessions separately.

Figure 27: Sample ANCP Topology with Interface Sets (1:1 Model)
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In this 1:1modelwith interfacesets, theANCPagentconfigurationmustmaptheunderlying

interface for the PPPoE sessions in an interface set to both the ACI and the interface set.

This configuration enables AAA to correlate the PPPoE sessions with their respective

subscriber access linesandDSLattributesduringRADIUSauthenticationandaccounting.

When the dynamic PPPoE profile is configured with the $junos-interface-set-name

predefined variable, the configuration of the access node, router, and RADIUS server

must be synchronized with regard to the ACI and interface set:

• The RADIUS Access-Accept messagemust contain the Juniper Networks

Qos-Interface-Set-Name VSA (26-130).

• The CoS Layer 2 configuration must explicitly identify the interface set that is named

in the Qos-Interface-Set-Name VSA (26-130).
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• The ANCP agent configuration must map an ACI to the interface set that is named in

the Qos-Interface-Set-Name VSA (26-130).

Sequence of ANCP Events: Static VLANDemux Interfaces over Aggregated Ethernet with
Interface Sets

The following sequence of events is for the topology in Figure 27 on page 682with static

VLAN demux interfaces over aggregated Ethernet with interface sets.

1. A network device in the household initiates PPPoE discovery.

2. PPPoE creates a dynamic PPPoE session with the provided ACI on the underlying

staticVLANdemux interfaceandapplies theadvisoryoptionsconfiguredon theVLAN

to the session.

3. Theaccessnode independentlyprovides theANCPagentwith theANCPDSLattributes

for an access line identified by an ACI.

4. TheANCPagentprovidesCoSwith theadjusteddownstreamdata rate for the interface

setmapped to the ACI. The ANCP agent stores all ANCPDSL attributes, including the

adjusted upstream and downstream data rates, in the router’s shared database.

5. AAA correlates the dynamic PPPoE session with the access line by matching the

underlying interface of the session to the underlying interface configured for the

interface set in the ANCP agent configuration.

6. AAA retrieves the ANCP DSL attributes for the access line from the router’s shared

database andmaps them to the Juniper Networks DSL VSAs in the RADIUS

Access-Request and Accounting-Request messages. If the DSL attributes are

unavailable, the session’s advisory upstreamanddownstreamdata rates aremapped

to the Upstream-Calculated-Qos-Rate VSA (26-142) and

Downstream-Calculated-Qos-Rate (26–141)VSAs, respectively. TheseVSAsare then

included in the RADIUSmessages.

7. When authentication is completed, the dynamic PPPoE session is placed into the

interface set configured in the dynamic PPPoE profile. The profile specifies a named

interface set or the $junos-interface-set-name predefined variable, which indicates

that the interface set is named in the RADIUS Access-Accept message.

Related
Documentation

ANCP and the ANCP Agent Overview on page 665•

• Configuring the ANCP Agent on page 684

• Example: Configuring an ANCP Network with Interface Sets and N:1 Static Demux

VLANs over Aggregated Ethernet on page 691
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Configuring the ANCP Agent

You can configure the ANCP agent to enable a service-oriented Layer 3 edge device to

discover informationabout the topologyofaconnectedaccessnetwork.TheANCPagent

canalsoprovidedetails about subscriber traffic andenable theadjustmentofQoS traffic

shaping for subscribers.

To configure the ANCP agent:

1. SpecifyeachANCPneighboringaccessnode tobemonitoredandoptionally configure

neighbor parameters.

See “Configuring ANCP Neighbors” on page 685.

2. Specify the subscribers reached by a VLAN or a set of VLANs through a particular

access node.

See “Associating an Access Node with Subscribers for ANCP Agent Operations” on

page 687.

3. (Optional) Configure the adjacency timer.

See “Specifying the Interval Between ANCP Adjacency Messages” on page 688.

4. (Optional)Specify themaximumnumberofdiscovery tableentries thatareaccepted.

See “Specifying the MaximumNumber of Discovery Table Entries” on page 688

5. (Optional) Configure the ANCP agent to work with an early IETF draft.

See “Configuring the ANCP Agent for Backward Compatibility” on page 689.

6. (Optional) Configure the graceful restart timer.

See “Specifying How Long ProcessesWait for the ANCP Agent Restart to Complete”

on page 690.

7. (Optional) Configure the ANCP agent to learn partition IDs from neighbors.

See “Configuring the ANCP Agent to Learn ANCP Partition IDs” on page 690.

8. (Optional) Configure an adjustment factor per DSL line type for the downstream and

upstream data rates that the ANCP agent reports to AAA.

See “Setting a Global Adjustment Factor per DSL Subscriber Line for ANCP

Agent-Reported Traffic Rates” on page 723.

9. (Optional) Configure the ANCP agent to report unadjusted downstream traffic rates

to CoS.
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See “Configuring the ANCP Agent to Report Traffic Rates to CoS” on page 719.

10. (Optional) Specify a recommended shaping rate to be applied by RADIUS to

downstream or upstream traffic per ANCP interface.

See“SettingaRecommendedShapingRate forTrafficonANCPInterfaces”onpage722.

11. (Optional)ConfigureAAAto IncludeorExclude JuniperNetworksDSLVSAs inRADIUS

authentication and accounting messages.

See “Configuring AAA to Include Juniper Networks DSL VSAs in RADIUSMessages”

on page 731.

12. (Optional) Configure AAA to send an immediate interim accounting update to the

RADIUS server when AAA receives a rate change notification from the ANCP agent

on the router.

See “Configuring Immediate Interim Accounting Updates to RADIUS in Response to

ANCP Notifications” on page 732.

13. (Optional) Configure the ANCP agent to associate a neighbor with an access-facing

physical interface for the creation of autosensed dynamic VLANs on the interface.

See Configuring the ANCP Agent for ANCP-Triggered, Autosensed Dynamic VLANs.

14. (Optional) Configure the ANCP agent to dampen the effect of short-term adjacency

losses for all neighbors.

SeeConfiguring theANCPAgent toDampen theEffectsofShort-TermAdjacencyLosses.

15. (Optional) Configure trace options for troubleshooting the configuration.

See “Tracing ANCP Agent Operations for Subscriber Access” on page 909.

Related
Documentation

ANCP and the ANCP Agent Overview on page 665•

• Triggering ANCP OAM to Test the Local Loop on page 735

Configuring ANCPNeighbors

Youmust configure each neighboring access node that you want the ANCP agent to

monitor and potentially shape traffic for. Some neighbor settings override globally

configured values.

To configure an ANCP neighbor:

1. Specify the IP address of the neighbor.

[edit protocols ancp]
user@host# set neighbor 203.0.113.234
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2. (Optional) Configure the neighbor to operate in a backward-compatible mode when

it does not support the current IETF standard and the backward-compatiblemode is

not configured globally.

[edit protocols ancp neighbor 203.0.113.234]
user@host# set pre-ietf-mode

3. (Optional) Override the globally configured backward-compatible mode when the

neighbor supports the current IETF standard.

[edit protocols ancp neighbor 203.0.113.234]
user@host# set ietf-mode

4. (Optional) Configure the interval in seconds between ANCP adjacency messages

exchanged with this neighbor.

[edit protocols ancp neighbor 203.0.113.234]
user@host# set adjacency-timer 20

5. (Optional) Specify themaximumnumber of discovery table entries that are accepted

from this neighbor.

[edit protocols ancp neighbor 203.0.113.234]
user@host# setmaximum-discovery-table-entries 10000

6. (Optional) Enable out-of-band ANCP triggering of autosensed, dynamic VLANs on

the physical interface.

[edit protocols ancp neighbor 203.0.113.234]
user@host# set auto-configure-trigger interface ge-1/0/0

7. (Optional)Configurehow long theANCPagentmaintains aLayer 2wholesale session

when an adjacency loss occurs.

[edit protocols ancp neighbor 203.0.113.234]
user@host# set adjacency-loss-hold-time 10

Related
Documentation

Configuring the ANCP Agent on page 684•

• Configuring the ANCP Agent for Backward Compatibility on page 689

• Specifying the Interval Between ANCP Adjacency Messages on page 688

• Specifying the MaximumNumber of Discovery Table Entries on page 688

• Configuring the ANCP Agent to Dampen the Effects of Short-Term Adjacency Losses
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Associating an Access Nodewith Subscribers for ANCP Agent Operations

The ANCP agent on the router uses the access loop circuit identifier (ACI) to distinguish

individual ANCP subscribers. Because the agent uses the ACI to associate (map) each

subscriber to an interface or interface set, each ACI must be unique across all ANCP

neighbors connected to the router.

BEST PRACTICE: We recommend that the ACIs be unique across your ANCP
network.

Access lines can be statically or dynamicallymapped to interfaces or interface set.When

the subscriber’s DHCP or PPPoE discovery packets contain the ACI, then the agent can

dynamicallymap it to the interface or interface set. Otherwise, the ACImust be statically

configured. A static configuration overrides dynamic mapping of ACIs—and therefore

subscribers—to interfaces or sets.

You can use the access-identifier statement only for interface and interface set types

that have configured or deterministic names: static VLAN interfaces, static VLAN demux

interfaces, static interface sets, dynamic interface sets, and dynamic VLAN-tagged

interface sets.

The access-identifier statement is required for mapping an access line to static interface

sets, dynamic interface sets, and dynamic VLAN-tagged interface sets. This is true

regardlessof thepresenceofanACI in thePPPoEorDHCP IPdemuxsubscriber’sdiscovery

packet, because the use of the ACI is irrelevant to the creation of these types of interface

sets.

You cannot use the access-identifier statement for the following interface and interface

set types,because theyhavenondeterministic, automaticallygeneratednames:dynamic

VLAN demux interfaces, dynamic ACI interface sets (ACI VLANs), and dynamic PPPoe

and DHCP IP demux subscriber interfaces.

To associate an ACI with a set of VLAN interfaces for subscribers:

• Specify the name of the interface set and the unique ACI for the access node.

[edit protocols ancp interfaces]
user@host# set interface-set vlan5 access-identifier “dslam port 2/3”

To associate an ACI with a single VLAN:

• Specify the logical interface and the unique ACI for the access node.

[edit protocols ancp interfaces]
user@host# set ge-1/0/4.12 access-identifier “dslam port-2-10”

To associate an ACI with a static VLAN demux interface:

• Specify the logical interface and the unique ACI for the access node.

[edit protocols ancp interfaces]
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user@host# set demux0.100 access-identifier aci_100_1_0

Related
Documentation

Configuring the ANCP Agent on page 684•

• interfaces on page 1222

Specifying the Interval Between ANCP AdjacencyMessages

When theANCPagentandaneighbornegotiate toestablishanadjacency, eachproposes

a value for the interval between the adjacency messages that they exchange after it is

established. The larger of the values proposed by the agent and the neighbor is selected

for the interval between subsequent adjacency messages exchanged by the agent and

the neighbor. You can specify the interval value that the ANCP agent proposes for either

all neighbors or a specific neighbor.

To configure the proposed interval betweenANCPadjacencymessages for all neighbors:

• Specify the time in seconds.

[edit protocols ancp]
user@host# set adjacency-timer 20

To configure the proposed interval between ANCP adjacency messages for a specific

neighbor:

• Specify the time in seconds.

[edit protocols ancp neighbor 203.0.113.234]
user@host# set adjacency-timer 20

Related
Documentation

Configuring the ANCP Agent on page 684•

• Configuring ANCP Neighbors on page 685

Specifying theMaximumNumber of Discovery Table Entries

You can specify the maximum number of discovery table entries accepted from all

neighbors or from a particular neighbor.

To configure the maximum number of entries for all neighbors:

• Specify the number of entries.

[edit protocols ancp]
user@host# setmaximum-discovery-table-entries 5000

To configure the maximum number of entries for a specific neighbor:

• Specify the number of entries.

[edit protocols ancp neighbor 203.0.113.234]
user@host# setmaximum-discovery-table-entries 5000
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Related
Documentation

Configuring the ANCP Agent on page 684•

• Configuring ANCP Neighbors on page 685

Configuring the ANCP Agent for Backward Compatibility

You can configure the ANCP agent to operate in a mode compatible with the protocol

as it was initially proposed to operate. This backward-compatible or pre-IETFmode is

compatible with Internet draft draft-wadhwa-gsmp-l2control-configuration-00.txt,

GSMPextensions for layer2control (L2C). Setting thisbackward-compatiblemodeenables

interoperation with devices that are not compatible with the later ANCP Internet drafts

or RFC 6320, Protocol for Access Node Control Mechanism in Broadband Networks.

When thismode is configuredglobally for all neighbors, you canoverride it for aparticular

neighbor that supports the IETF draft or standard.

Toconfigure theANCPagent tooperate inabackward-compatiblemode forall neighbors:

• Specify the pre-IETFmode.

[edit protocols ancp]
user@host# set pre-ietf-mode

To configure the ANCP agent to operate in a backward-compatible mode for a specific

neighbor:

• Specify the pre-IETFmode.

[edit protocols ancp neighbor 203.0.113.234]
user@host# set pre-ietf-mode

• Tooverride theglobally configuredbackward-compatiblemode foraspecificneighbor:

Specify the IETFmode.

[edit protocols ancp neighbor 203.0.113.234]
user@host# set ietf-mode

Related
Documentation

Configuring the ANCP Agent on page 684•

• Configuring ANCP Neighbors on page 685
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Specifying How Long ProcessesWait for the ANCP Agent Restart to Complete

You can specify how long other processes wait for the ANCP agent to restart. The ANCP

agent sends a keepalive message to CoS at intervals equal to one-third the value of the

maximum helper restart time. For example, when you configure the maximum restart

time to 120 seconds, the ANCP agent sends a keepalive message every 40 seconds.

If CoS does not receive a keepalive message within the maximum helper restart time, it

considers theANCPagent tobedownand immediately revertsany traffic shapingupdates

that were implemented as a result of ANCP agent monitoring to the configured values.

Consequently, traffic to the subscribers is not effectively shaped, potentially resulting in

traffic drops in the DSLAMs The configured values are maintained until the ANCP agent

comes back up and sends fresh traffic shaping updates to CoS.

To configure how long other processes wait for the ANCP agent to restart:

• Specify the time in seconds.

[edit protocols ancp]
user@host# setmaximum-helper-restart-time 150

Related
Documentation

Configuring the ANCP Agent on page 684•

• Configuring the ANCP Agent to Report Traffic Rates to CoS on page 719

Configuring the ANCP Agent to Learn ANCP Partition IDs

By default, the ANCP agent expects ANCP partition IDs to be zero, meaning that the

access node is not divided into logical partitions that can each form adjacencies with

routers. You can configure the ANCP agent to support nonzero partition IDs. When you

do so, the agent waits a configurable period to receive a SYNmessage from a neighbor

during adjacency initiation.When the agent receives such amessage, it uses thepartition

information contained in the Partition ID, PType, and PFlag fields to generate in turn a

SYNmessage that it sends to the neighbor to continue adjacency negotiation.

To configure the ANCP agent to learn partition ID information from neighbors:

1. Enable partition ID learning.

[edit protocols ancp]
user@host# set gsmp-syn-wait

2. (Optional)Specify themaximumtimetheANCPagentwaits to receiveaSYNmessage

from a neighbor during the formation of an adjacency.

[edit protocols ancp]
user@host# set gsmp-syn-timeout seconds

For example, to enable partition ID learning and force theANCPagent towait 45 seconds

for a SYNmessage:
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[edit protocols ancp]
user@host# set gsmp-syn-wait
user@host# set gsmp-syn-timeout 45

Related
Documentation

Configuring the ANCP Agent on page 684•

• ANCP and the ANCP Agent Overview on page 665

Example: Configuring an ANCPNetwork with Interface Sets and N:1 Static Demux
VLANs over Aggregated Ethernet

This example describes how to configure an ANCP network topology that manages

subscriber access for several households by grouping individual devices into interface

sets, providing access and services through one dedicated C-VLAN per household, and

shaping traffic on a per-household basis. In this N:1 configuration, dual-tagged VLANs

are configured over a single, underlying, static VLAN demux interfaces over aggregated

Ethernet.

• Requirements on page 691

• Overview on page 691

• Configuration on page 696

• Verification on page 708

Requirements

This example uses the following hardware and software components:

• MXSeries 3DUniversal EdgeRouterwith onlyMPCs installed for VLANdemux support

• RADIUS server

• DSLAM access node

Before you begin configuring the example, be sure you have:

• Thoroughly read and understood the following topics:

• ANCP and the ANCP Agent Overview on page 665

• ANCP Operations in Different Network Configurations on page 674

• Configured your access node.

• Configured your RADIUS server.

Overview

ANCP provides ameans to configure, maintain, andmonitor local access lines between

access nodes (DSLAMs) and subscribers. Associated CoS configurations shape the

downstream subscriber traffic. ANCP can enable more accurate traffic shaping by

adjusting net data rates to discount the packet overhead of the access lines and then

providing these adjusted rates to CoS.
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The network topology in this example includes a dual-tagged (C-VLAN/S-VLAN) VLAN

configurationoverastaticVLANdemux interface that is in turnconfiguredoveraggregated

Ethernet for redundancy. This topology is an N:1 configurationmodel because—although

eachC-VLANcorresponds to one subscriber household—all theC-VLANs are configured

over the same underlying VLAN demux interface. Multiple end-user devices in each

household—or rather the dynamic PPPoE sessions established by each device—are

grouped by household into interface sets. The grouping is accomplished by a separate

dynamic profile configured for each C-VLAN. The ANCP agent configuration maps the

ACI for thehousehold’s access line toan interface set. CoSappliesa traffic-control profile

to each interface set to shape the subscriber-directed traffic on a per-household basis.

The CoS shaping rate is dynamically updated based upon the DSL attributes provided

by the access node for each household’s access line.

Figure 28 on page 692 shows S-VLAN 103, configured on demux0, servicing the access

node. C-VLANs 1, 2, and 3 each service a single household (subscriber). The respective

households are identified by unique ACIs. The dynamic PPPoE sessions for devices in

each household are grouped for monitoring and traffic shaping into interface sets 10301,

10302, and 10303.

Figure 28: N:1 ANCP Topology with Interface Sets and VLANDemux Interface over Aggregated
Ethernet
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Table 55 on page 693 describes the configuration components used in this example.
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Table 55: Configuration Components used in ANCPN:1 Topology Example with Interface Sets

DescriptionComponent Name or SettingConfigurationComponentorProperty

Each profile defines the dynamic
PPPoE session created when any of
the devices for a particular subscriber
household accesses the network.

Each profile specifies the following:

• A set of interfaces in which the
sessions are created.

• Dynamic instantiation of both the
logical interfaces for the sessions
and the underlying PPPoE logical
interfaces on which the subscribers
log in.

• CHAP and PAP authentication for
the sessions.

• The interval between successive
PPP keepalive messages.

• The loopback address for the
dynamic PPPoE logical interfaces.

ancp-10301

ancp-10302

ancp-10303

Dynamic profiles

Instantiates the logical interface for
each PPPoE session.

$junos-interface-unitPredefined variables

Instantiates the logical underlyingPPP
interface on which each dynamic
PPPoE logical interface is created
when a subscriber logs in.

$junos-underlying-interface
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Table 55: Configuration Components used in ANCPN:1 Topology Example with Interface
Sets (continued)

DescriptionComponent Name or SettingConfigurationComponentorProperty

Aggregated Ethernet interface that is
the underlying interface for the VLAN
demux interfaces.

The interface includes the following
configuration:

• CoS hierarchical scheduling.

• StackedVLAN tagging for all logical
interfaces on top of ae0.

• Link protection.

ae0Interfaces

VLAN demux interface that runs over
the underlying aggregated Ethernet
interface.

demux0

VLAN demux logical interfaces that
correspond to the C-VLANs for
individual subscriber households.

Each logical interface includes the
following configuration:

• Inner (C-VLAN) and outer VLAN
(S-VLAN) tags.

• The underlying physical interface,
ae0.

• The dynamic profile that creates
PPPoE sessions on the C-VLAN.

• Downstreamandupstreamadvisory
traffic rates.

• Proxy ARP and protection against
duplicate sessions on the interface.

demux0.10301

demux0.10302

demux0.10303

Primarymember link in theaggregated
Ethernet bundle.

ge-1/0/1

Backupmember link in theaggregated
Ethernet bundle.

ge-1/0/2

Loopback interface for use in the
access network. The loopback
interface is automatically used for
unnumbered interfaces.

lo0.0

PPP interface on which the PPPoE
subscriber logical interfaces are
created.

pp0
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Table 55: Configuration Components used in ANCPN:1 Topology Example with Interface
Sets (continued)

DescriptionComponent Name or SettingConfigurationComponentorProperty

Set of interfaces inwhich the sessions
for the devices in a particular
household are created. Each interface
set is specified in a dynamic profile for
thathousehold.ANCPassociateseach
interface set with an ACI and a VLAN
demux logical interface(C-VLAN).CoS
appliesa traffic-control profile toeach
interface set.

10301

10302

10303

Interface sets

Recommended rate for downstream
traffic in the absence of traffic rate
information from the access node.

downstream-rateAdvisory traffic rates

Recommended rate for upstream
traffic in the absence of traffic rate
information from the access node.

upstream-rate

CoS profile that shapes the
downstream subscriber traffic rate; in
this example, shaping is adjusted for
ATM packet overhead. The profile is
applied to the interface sets.

tcp1Traffic-control profile

Addressof theANCPaccessnode that
monitors the subscriber households.

203.0.113.1IP addresses

Addressof the loopback interface, lo0.127.0.50.1/28

Address of the RADIUS accounting
server and authentication server.

198.51.100.191

Identifier for the local access circuit
fromtheaccessnode to thesubscriber
household. It identifies the household.
ANCP associates each identifier with
an interface set.

192.168.61.65/0.0.0.0 eth 1/1:7;

192.168.61.65/0.0.0.0 eth 1/2:7;

192.168.61.65/0.0.0.0 eth 1/3:7;

Access circuit loop identifiers

The ANCP agent configuration includes the following elements:

• The IP address for the access node (DSLAM) is specified as 203.0.113.1. The interval

between ANCP adjacency messages sent between neighbors is set to 5 seconds.

• TheANCPagent is enabled to report adjusteddata rates toCoSto improve theaccuracy

of downstream traffic shaping. The ANCP agent adjusts the net data rates for ADSL

lines by ninety percent and for ADSL2 lines by ninety-five percent.

• Each interface set is associated with both the ACI unique to the subscriber household

and the relevant underlying VLAN demux interface.
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The RADIUS configuration on the router includes the following elements:

• The IP address (198.51.100.191) for the authentication and accounting server, as well

as the secret password for accessing the server.

• The subscriber access profile, radius-profile, specifies that RADIUS is used for

authentication.

• Juniper Networks DSL VSAs are included in RADIUS request messages, but the DSL

Forum VSA attributes are excluded from RADIUSmessages

• Accounting sessions are configured to be recognized in decimal format.

Configuration

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode.

ToconfigureanANCPnetworkwith staticN:1 demuxVLANs to thesubscriber households,

perform these tasks:

• Configuring the Dynamic PPPoE Profiles on page 698

• Configuring the Static VLAN Demux Interface over Aggregated Ethernet on page 700

• Configuring Class of Service on page 705

• Configuring ANCP on page 705

• Configuring RADIUS Authentication and Accounting on page 707

CLI Quick
Configuration

To quickly configure the ANCP network described in this example, copy the following

commands, paste them in a text file, remove any line breaks, and then copy and paste

the commands into the CLI.

# Dynamic Profiles
edit dynamic-profiles ancp-10301
set interfaces interface-set 10301 interface pp0 unit "$junos-interface-unit"
edit interfaces pp0 unit "$junos-interface-unit"
set ppp-options chap
set ppp-options pap
set pppoe-options underlying-interface "$junos-underlying-interface"
set keepalives interval 30
set family inet unnumbered-address lo0.0
top
edit dynamic-profiles ancp-10302
set interfaces interface-set 10302 interface pp0 unit "$junos-interface-unit"
edit interfaces pp0 unit "$junos-interface-unit"
set ppp-options chap
set ppp-options pap
set pppoe-options underlying-interface "$junos-underlying-interface"
set keepalives interval 30
set family inet unnumbered-address lo0.0
top
edit dynamic-profiles ancp-10303
set interfaces interface-set 10303 interface pp0 unit "$junos-interface-unit"
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edit interfaces pp0 unit "$junos-interface-unit"
set ppp-options chap
set ppp-options pap
set pppoe-options underlying-interface "$junos-underlying-interface"
set keepalives interval 30
set family inet unnumbered-address lo0.0
top
#
# Aggregated Ethernet Interfaces and VLAN Demux Interfaces
set interfaces ge-1/0/1 hierarchical-scheduler
set interfaces ge-1/0/1 gigether-options 802.3ad ae0
set interfaces ge-1/0/1 gigether-options 802.3ad primary
set interfaces ge-1/0/2 hierarchical-scheduler
set interfaces ge-1/0/2 gigether-options 802.3ad ae0
set interfaces ge-1/0/2 gigether-options 802.3ad backup
set interfaces ae0 hierarchical-scheduler
set interfaces ae0 stacked-vlan-tagging
set interfaces ae0 aggregated-ether-options link-protection
set interfaces demux0 unit 10301 proxy-arp
set interfaces demux0 unit 10301 vlan-tags outer 103
set interfaces demux0 unit 10301 vlan-tags inner 1
set interfaces demux0 unit 10301 demux-options underlying-interface ae0
set interfaces demux0 unit 10301 family pppoe duplicate-protection
set interfaces demux0 unit 10301 family pppoe dynamic-profile ancp-10301
set interfaces demux0 unit 10301 advisory-options downstream-rate 16m
set interfaces demux0 unit 10301 advisory-options upstream-rate 1m
set interfaces demux0 unit 10302 proxy-arp
set interfaces demux0 unit 10302 vlan-tags outer 103
set interfaces demux0 unit 10302 vlan-tags inner 2
set interfaces demux0 unit 10302 demux-options underlying-interface ae0
set interfaces demux0 unit 10302 family pppoe duplicate-protection
set interfaces demux0 unit 10302 family pppoe dynamic-profile ancp-10302
set interfaces demux0 unit 10302 advisory-options downstream-rate 16m
set interfaces demux0 unit 10302 advisory-options upstream-rate 1m
set interfaces demux0 unit 10303 proxy-arp
set interfaces demux0 unit 10303 vlan-tags outer 103
set interfaces demux0 unit 10303 vlan-tags inner 3
set interfaces demux0 unit 10303 demux-options underlying-interface ae0
set interfaces demux0 unit 10303 family pppoe duplicate-protection
set interfaces demux0 unit 10303 family pppoe dynamic-profile ancp-10303
set interfaces demux0 unit 10303 advisory-options downstream-rate 16m
set interfaces demux0 unit 10303 advisory-options upstream-rate 1m
set interfaces lo0 unit 0 family inet address 127.0.50.1/28
top
#
# Class of Service
edit class-of-service
set traffic-control-profiles tcp1 shaping-rate 16m
set traffic-control-profiles tcp1 overhead-accounting cell-mode
set interfaces interface-set 10301 output-traffic-control-profile tcp1
set interfaces interface-set 10302 output-traffic-control-profile tcp1
set interfaces interface-set 10303 output-traffic-control-profile tcp1
top
#
# ANCP
edit protocols ancp
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set traceoptions file ancpd
set traceoptions file size 512m
set traceoptions flag config
set traceoptions flag cos
set qos-adjust
set adjacency-timer 5
setmaximum-helper-restart-time 90
set qos-adjust-adsl 90
set qos-adjust-adsl2 95
set interfaces interface-set 10301 access-identifier "192.168.61.65/0.0.0.0 eth 1/1:7;"
set interfaces interface-set 10302 access-identifier "192.168.61.65/0.0.0.0 eth 1/2:7;"
set interfaces interface-set 10303 access-identifier "192.168.61.65/0.0.0.0 eth 1/3:7;"
set interfaces interface-set 10301 underlying-interface demux0.10301
set interfaces interface-set 10302 underlying-interface demux0.10302
set interfaces interface-set 10303 underlying-interface demux0.10303
set neighbor 203.0.113.1
top
#
# RADIUS
edit access
set radius-server 198.51.100.191 secret "$ABC123$ABC123$ABC123"
edit access profile radius-profile
set authentication-order radius
set radius authentication-server 198.51.100.191
set radius accounting-server 198.51.100.191
set radius options accounting-session-id-format decimal
set radius options juniper-dsl-attributes
set radius attributes exclude dsl-forum-attributes access-request
set radius attributes exclude dsl-forum-attributes accounting-start
set radius attributes exclude dsl-forum-attributes accounting-stop
top

Configuring the Dynamic PPPoE Profiles

Step-by-Step
Procedure

In this procedure, you configure a dynamic profile for each C-VLAN: ancp-10301,

ancp-10302, and ancp-1033.

1. Configure the interface set that the PPPoE sessions on this C-VLAN are placed in.

[edit dynamic-profiles ancp-10301]
user@host1# edit interfaces interface-set 10301

2. Configure the logical interfaces to be dynamically instantiated for the interface set.

[edit dynamic-profiles ancp-10301 interfaces interface-set 10301]
user@host1# set interface pp0 unit “$junos-interface-unit”

3. ConfigureCHAPandPAPauthenticationaspropertiesof thedynamicPPPoE logical

interfaces.

[edit dynamic-profiles ancp-10301 interfaces pp0 unit “$junos-interface-unit”]
user@host1# set ppp-options chap
user@host1# set ppp-options pap
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4. Configure the logical underlying interface on which the router creates the dynamic

PPPoE logical interface; this is the interface on which the subscriber logs in.

[edit dynamic-profiles ancp-10301 interfaces pp0 unit “$junos-interface-unit”]
user@host1#setpppoe-optionsunderlying-interface“$junos-underlying-interface”

5. Specify the interval between successive keepalive requests.

[edit dynamic-profiles ancp-10301 interfaces pp0 unit “$junos-interface-unit”]
user@host1# set keepalives interval 30

6. Configure the IPv4 protocol family and that the local (unnumbered) address can

be derived from the loopback address for the dynamic PPPoE logical interfaces.

[edit dynamic-profiles ancp-10301 interfaces pp0 unit “$junos-interface-unit”]
user@host1# set family inet unnumbered-address lo0.0

7. Repeat Steps 1 through 6 for the second dynamic profile, ancp-10302, and the third

dynamic profile, ancp-10303.

Results Fromconfigurationmode, confirmthedynamicprofile configurationbyentering the show

dynamic-profiles command.

[edit]
user@host# show dynamic-profiles
ancp-10301 {
interfaces {
interface-set 10301 {
interface pp0 {
unit "$junos-interface-unit";

}
}
pp0 {
unit "$junos-interface-unit" {
ppp-options {
chap;
pap;

}
pppoe-options {
underlying-interface "$junos-underlying-interface";

}
keepalives interval 30;
family inet {
unnumbered-address lo0.0;

}
}

}
}

}
ancp-10302 {
interfaces {
interface-set 10302 {
interface pp0 {
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unit "$junos-interface-unit";
}

}
pp0 {
unit "$junos-interface-unit" {
ppp-options {
chap;
pap;

}
pppoe-options {
underlying-interface "$junos-underlying-interface";

}
keepalives interval 30;
family inet {
unnumbered-address lo0.0;

}
}

}
}

}
ancp-10303 {
interfaces {
interface-set 10303 {
interface pp0 {
unit "$junos-interface-unit";

}
}
pp0 {
unit "$junos-interface-unit" {
ppp-options {
chap;
pap;

}
pppoe-options {
underlying-interface "$junos-underlying-interface";

}
keepalives interval 30;
family inet {
unnumbered-address lo0.0;

}
}

}
}

}

When you are done configuring the device, enter commit from configuration mode.

Configuring the Static VLANDemux Interface over Aggregated Ethernet

Step-by-Step
Procedure

Enable hierarchical scheduling on this interface.

[edit interfaces ge-1/0/1]

1.

user@host1# set hierarchical-scheduler

2. Specify this interface as the primary member of the aggregated Ethernet bundle.
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[edit interfaces ge-1/0/1]
user@host1# set gigether-options 802.3ad ae0 primary

3. Enable hierarchical scheduling on a second interface.

[edit interfaces ge-1/0/2]
user@host1# set hierarchical-scheduler

4. Specify this interface as the backupmember of the aggregated Ethernet bundle.

[edit interfaces ge-1/0/2]
user@host1# set gigether-options 802.3ad ae0 backup

5. Enable hierarchical scheduling on the aggregated Ethernet interface.

[edit interfaces ae0]
user@host1# set hierarchical-scheduler

6. Enable stacked VLAN tagging for all logical interfaces on the aggregated Ethernet

interface.

[edit interfaces ae0]
user@host1# set stacked-vlan-tagging

7. Enable link protection as a property of the aggregated Ethernet interface.

[edit interfaces ae0]
user@host1# set aggregated-ether-options link-protection

8. Configure VLAN demux interface demux0.10301.

a. Configure the router to respond to ARP requests on the interface.

[edit interfaces demux0 unit 10301]
user@host1# set proxy-arp

b. Configure theouterVLANtag to identify theaccessnode(S-VLAN)and the inner

VLAN tag to identify the subscriber port on the access node (C-VLAN).

[edit interfaces demux0 unit 10301]
user@host1# set vlan tags outer 103 inner 1

c. Specify that the VLAN demux interface runs on the underlying aggregated

Ethernet interface.

[edit interfaces demux0 unit 10301]
user@host1# set demux-options underlying-interface ae0

d. Prevent multiple PPPoE sessions from being created for the same PPPoE

subscriber on this VLAN demux interface.

[edit interfaces demux0 unit 10301]
user@host1# set family pppoe duplicate-protection

e. Configure the dynamic profile that is instantiated on the VLAN demux interface.

[edit interfaces demux0 unit 10301]
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user@host1# set family pppoe dynamic-profile ancp-10301

f. Configure the recommended upstream and downstream traffic rates.

[edit interfaces demux0 unit 10301]
user@host1# set advisory-options upstream-rate 1m
user@host1# set advisory-options downstream-rate 16m

9. Configure VLAN demux interface demux0.10302.

a. Configure the router to respond to ARP requests on the interface.

[edit interfaces demux0 unit 10302]
user@host1# set proxy-arp

b. Configure theouterVLANtag to identify theaccessnode(S-VLAN)and the inner

VLAN tag to identify the subscriber port on the access node (C-VLAN).

[edit interfaces demux0 unit 10302]
user@host1# set vlan tags outer 103 inner 2

c. Specify that the VLAN demux interface runs on the underlying aggregated

Ethernet interface.

[edit interfaces demux0 unit 10302]
user@host1# set demux-options underlying-interface ae0

d. Prevent multiple PPPoE sessions from being created for the same PPPoE

subscriber on this VLAN demux interface.

[edit interfaces demux0 unit 10302]
user@host1# set family pppoe duplicate-protection

e. Configure the dynamic profile that is instantiated on the VLAN demux interface.

[edit interfaces demux0 unit 10302]
user@host1# set family pppoe dynamic-profile ancp-10302

f. Configure the recommended upstream and downstream traffic rates.

[edit interfaces demux0 unit 10302]
user@host1# set advisory-options upstream-rate 1m
user@host1# set advisory-options downstream-rate 16m

10. Configure VLAN demux interface demux0.10303.

a. Configure the router to respond to ARP requests on the interface.

[edit interfaces demux0 unit 10303]
user@host1# set proxy-arp

b. Configure theouterVLANtag to identify theaccessnode(S-VLAN)and the inner

VLAN tag to identify the subscriber port on the access node (C-VLAN).

[edit interfaces demux0 unit 10303]
user@host1# set vlan tags outer 103 inner 3

c. Specify that the VLAN demux interface runs on the underlying aggregated

Ethernet interface.

[edit interfaces demux0 unit 10303]
user@host1# set demux-options underlying-interface ae0
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d. Prevent multiple PPPoE sessions from being created for the same PPPoE

subscriber on this VLAN demux interface.

[edit interfaces demux0 unit 10303]
user@host1# set family pppoe duplicate-protection

e. Configure the dynamic profile that is instantiated on the VLAN demux interface.

[edit interfaces demux0 unit 10303]
user@host1# set family pppoe dynamic-profile ancp-10303

f. Configure the recommended upstream and downstream traffic rates.

[edit interfaces demux0 unit 10303]
user@host1# set advisory-options upstream-rate 1m
user@host1# set advisory-options downstream-rate 16m

11. Configure the IPv4 protocol family and the address of the loopback interface.

[edit interfaces lo0]
user@host1# set unit 0 family inet address 127.0.50.1/28

Results From configuration mode, confirm the static VLAN demux configuration by entering the

show interfaces command.

[edit]
user@host# show interfaces
ge-1/0/1 {
hierarchical-scheduler;
gigether-options {
802.3ad {
ae0;
primary;

}
}

}
ge-1/0/2 {
hierarchical-scheduler;
gigether-options {
802.3ad {
ae0;
backup;

}
}

}
ae0 {
hierarchical-scheduler;
stacked-vlan-tagging;
aggregated-ether-options {
link-protection;

}
}
demux0 {
unit 10301 {
proxy-arp;
vlan-tags outer 103 inner 1;
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demux-options {
underlying-interface ae0;

}
family pppoe {
duplicate-protection;
dynamic-profile ancp-10301;

}
advisory-options {
downstream-rate 16m;
upstream-rate 1m;

}
}
unit 10302 {
proxy-arp;
vlan-tags outer 103 inner 2;
demux-options {
underlying-interface ae0;

}
family pppoe {
duplicate-protection;
dynamic-profile ancp-10302;

}
advisory-options {
downstream-rate 16m;
upstream-rate 1m;

}
}
unit 10303 {
proxy-arp;
vlan-tags outer 103 inner 3;
demux-options {
underlying-interface ae0;

}
family pppoe {
duplicate-protection;
dynamic-profile ancp-10303;

}
advisory-options {
downstream-rate 16m;
upstream-rate 1m;

}
}
lo0 {
unit 0 {
family inet {
address 127.0.50.1/28

}
}

}
}

When you are done configuring the device, enter commit from configuration mode.
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Configuring Class of Service

Step-by-Step
Procedure

Configure the traffic-control profile with the shaping rate and specify the overhead

accounting mode to account for ATM cell encapsulation.

1.

[edit class-of-service]
user@host1# set traffic-control-profiles tcp1 shaping-rate 16m
user@host1# set traffic-control-profiles tcp1 overhead-accounting cell-mode

2. Apply the traffic-control profile to the interface sets.

[edit class-of-service]
user@host1# set interfaces interface-set 10301 output-traffic-control-profile tcp1
user@host1# set interfaces interface-set 10302 output-traffic-control-profile tcp1
user@host1# set interfaces interface-set 10303 output-traffic-control-profile tcp1

Results Fromconfigurationmode, confirm the class of service configuration by entering the show

class-of-service command.

[edit]
user@host# show class-of-service
traffic-control-profiles {
tcp1 {
shaping-rate 16m;
overhead-accounting cell-mode;

}
}
interfaces {
interface-set 10301 {
output-traffic-control-profile tcp1;

}
interface-set 10302 {
output-traffic-control-profile tcp1;

}
interface-set 10303 {
output-traffic-control-profile tcp1;

}
}

When you are done configuring the device, enter commit from configuration mode.

Configuring ANCP

Step-by-Step
Procedure

Configure the access node address.

[edit protocols ancp]

1.

user@host1# set neighbor 203.0.113.1

2. Configure the ANCP agent to report adjusted downstream traffic rates to CoS.

[edit protocols ancp]
user@host1# set qos-adjust
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3. Specify an overhead adjustment of the traffic on ADSL and ADSL2 lines to 90

percent and 95 percent, respectively, of the net data rate.

[edit protocols ancp]
user@host1# set qos-adjust-adsl 90
user@host1# set qos-adjust-adsl2 95

4. Specify an interval of 5 seconds between adjacency messages sent to all ANCP

neighbors.

[edit protocols ancp]
user@host1# set adjacency-timer 5

5. Associate the ACI with the interface sets for each C-VLAN.

[edit protocols ancp]
user@host1# set interfaces interface-set 10301 access-identifier
"192.168.61.65/0.0.0.0 eth 1/1:7;"

user@host1# set interfaces interface-set 10302 access-identifier
"192.168.61.65/0.0.0.0 eth 1/2:7;"

user@host1# set interfaces interface-set 10303 access-identifier
"192.168.61.65/0.0.0.0 eth 1/3:7;"

6. Specify the underlying interface for the interface sets.

[edit protocols ancp]
user@host1# set interfaces interface-set 10301 underlying-interface demux0.10301
user@host1#set interfaces interface-set 10302underlying-interfacedemux0.10302
user@host1#set interfaces interface-set 10303underlying-interfacedemux0.10303

7. Configure the size of the ANCP trace log files.

[edit protocols ancp traceoptions]
user@host1# set file ancpd size 512m

8. Configure flags for tracing ANCP configuration and CoS operations.

[edit protocols ancp traceoptions]
user@host1# set flag config
user@host1# set flag cos

Results From configuration mode, confirm the ANCP agent configuration by entering the show

ancp command.

[edit]
user@host# show ancp
traceoptions {
file ancpd size 512m;
flag config;
flag cos;

}
qos-adjust;
adjacency-timer 5;
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qos-adjust-adsl 90;
qos-adjust-adsl2 95;
interfaces {
interface-set {
10301 {
access-identifier "192.168.61.65/0.0.0.0 eth 1/1:7;";
underlying-interface demux0.10301;

}
10302 {
access-identifier "192.168.61.65/0.0.0.0 eth 1/2:7;";
underlying-interface demux0.10302;

}
10303 {
access-identifier "192.168.61.65/0.0.0.0 eth 1/3:7;";
underlying-interface demux0.10303;

}
}

}
neighbor 203.0.113.1;

When you are done configuring the device, enter commit from configuration mode.

Configuring RADIUS Authentication and Accounting

Step-by-Step
Procedure

Configure the password for the RADIUS server.

[edit access]

1.

user@host1# set radius-server 198.51.100.191 secret "$ABC123$ABC123$ABC123"

2. Specify that RADIUS is used to authenticate subscribers.

[edit access]
user@host1# set profile radius-profile authentication-order radius

3. Configure the RADIUS authentication and accounting server.

[edit access]
user@host1# set profile radius-profile radius authentication-server 198.51.100.191
user@host1# set profile radius-profile radius accounting-server 198.51.100.191

4. Configureoptions for theRADIUSserver: The formatused to identify theaccounting

session and that Juniper Networks DSL VSAs are added to RADIUS request

messages.

[edit access]
user@host1# set profile radius-profile radiusoptionsaccounting-session-id-format
decimal

user@host1# set profile radius-profile radius options juniper-dsl-attributes

5. Exclude DSL Forum VSA attributes from being included in RADIUSmessages.

[edit access]
user@host1# set profile radius-profile radius attribute excludedsl-forum-attributes
access-request
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user@host1# set profile radius-profile radius attribute excludedsl-forum-attributes
accounting-start

user@host1# set profile radius-profile radius attribute excludedsl-forum-attributes
accounting-stop

Results Fromconfigurationmode, confirm theRADIUSconfigurationby entering the showaccess

command.

[edit]
user@host# show access
radius-server {
198.51.100.191 secret "$ABC123$ABC123$ABC123"; ## SECRET-DATA

}
profile radius-profile {
radius {
authentication-server 198.51.100.191;
accounting-server 198.51.100.191;
options {
accounting-session-id-format decimal;
juniper-dsl-attributes;

}
attributes {
exclude {
dsl-forum-attributes [ access-request accounting-start accounting-stop ];

}
}

}
}

When you are done configuring the device, enter commit from configuration mode.

Verification

To confirm that the configuration is working properly, perform these tasks:

• Verifying the Aggregated Ethernet Interface Configuration on page 708

• Verifying the Traffic Scheduling and Shaping Parameters for the Interface

Set on page 709

• Verifying the demux0 Interface Configuration on page 709

• Verifying the pp0 Interface Configuration on page 710

• Verifying the ANCP Agent Configuration on page 711

Verifying the Aggregated Ethernet Interface Configuration

Purpose Verify that the interface values match your configuration, the link is up, and traffic is

flowing.

Action From operational mode, enter the show interfaces redundancy command.

user@host> show interfaces redundancy
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Interface  State            Last change  Primary      Secondary    Current status
ae0        On primary                    ge-1/0/1     ge-1/0/2     both up

From operational mode, enter the show interfaces ae0 command.

user@host> show interfaces ae0
Physical interface: ae0, Enabled, Physical link is Up
  Interface index: 128, SNMP ifIndex: 606
  Link-level type: Ethernet, MTU: 1522, Speed: 1Gbps, BPDU Error: None,
  MAC-REWRITE Error: None, Loopback: Disabled, Source filtering: Disabled,
  Flow control: Disabled, Minimum links needed: 1, Minimum bandwidth needed: 0
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x4000
  Current address: 00:00:5E:00:53:c0, Hardware address: 00:00:5E:00:53:c0
  Last flapped   : 2012-03-11 13:24:18 PST (2d 03:34 ago)
  Input rate     : 1984 bps (2 pps)
  Output rate    : 0 bps (0 pps)

  Logical interface ae0.32767 (Index 69) (SNMP ifIndex 709)
    Flags: SNMP-Traps 0x4004000 VLAN-Tag [ 0x0000.0 ]  Encapsulation: ENET2
    Statistics        Packets        pps         Bytes          bps
    Bundle:
        Input :        371259          2      46036116         1984
        Output:             0          0             0            0
    Protocol multiservice, MTU: Unlimited
      Flags: Is-Primary

Meaning The show interfaces redundancy output shows the redundant link configuration and that

both link interfaces are up. The show interfaces ae0 output shows that the aggregated

Ethernet interface is up and that traffic is being received on the logical interface.

Verifying the Traffic Scheduling and Shaping Parameters for the Interface Set

Purpose Verify that the traffic scheduling and shaping parameters are configured and applied

properly.

Action user@host> show class-of-service

Verifying the demux0 Interface Configuration

Purpose Verify that the VLAN demux interface displays the configured PPPoE family attributes

and themember links in the aggregated Ethernet bundle.

Action From operational mode, enter the show interfaces demux0 command for each VLAN.

user@host> show interfaces demux0.10301
Logical interface demux0.10301 (Index 76) (SNMP ifIndex 61160)
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.100 ]
    Encapsulation: ENET2
    Demux:
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      Underlying interface: ae0 (Index 199)
    Link:
      ge-1/0/1
      ge-1/0/2
    Input packets : 2
    Output packets: 18575
    Protocol pppoe
      Dynamic Profile: ancp-10301,
      Service Name Table: None,
      Max Sessions: 16000, Duplicate Protection: On, 
      AC Name: pppoe-server-1

Alternatively, you can enter show pppoe underlying-interfaces detail to display the state

and PPPoE family configuration for all configured underlying interfaces.

Meaning The output shows the name of the underlying interface, the member links of the

aggregatedbundle, and thePPPoEfamilyconfiguration.Theoutput showspacketcounts

when traffic is present on the logical interface.

Verifying the pp0 Interface Configuration

Purpose Verify that the interface values match your configuration.

Action From operational mode, enter the show interfaces pp0 command.

user@host> show interfaces pp0.100
  Logical interface pp0.100 (Index 71) (SNMP ifIndex 710)
    Flags: Point-To-Point SNMP-Traps 0x4000 Encapsulation: PPPoE
    PPPoE:
      State: SessionUp, Session ID: 1,
      Session AC name: pppoe-server-1, Remote MAC address: 00:00:5E:00:53:34,
      Underlying interface: demux0.10301 (Index 70)
    Link:
      ge-5/0/3.32767
      ge-5/1/2.32767
    Input packets : 18572
    Output packets: 18572
  Keepalive settings: Interval 10 seconds, Up-count 1, Down-count 3
  Keepalive: Input: 0 (never), Output: 18566 (00:00:02 ago)
  LCP state: Opened
  NCP state: inet: Opened, inet6: Not-configured, iso: Not-configured, mpls:
  Not-configured
  CHAP state: Closed
  PAP state: Success
    Protocol inet, MTU: 1500
      Flags: Sendbcast-pkt-to-re
      Addresses, Flags: Is-Primary
        Local: 203.0.113.45

Meaning Thisoutputshows informationabout thePPPoE logical interfacecreatedontheunderlying

VLAN demux interface. The output includes the PPPoE family and aggregated Ethernet

redundant link information, and shows input and output traffic for the PPPoE interface.
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Verifying the ANCP Agent Configuration

Purpose Verify that the ANCP values match your configuration and that traffic is flowing.

Action From operational mode, enter the show ancp subscriber command.

user@host> show ancp subscriber detail
Interface  State            Last change  Primary      Secondary    Current status
ae0        On primary                    ge-1/0/1     ge-1/0/2     both up

From operational mode, enter the show ancp cos command.

user@host> show ancp cos

Qos Adjust Flag:         TRUE
Keepalive Timer:         30 secs
Cos State:               WRITE_READY
Connect Time:            Mon Mar 19 15:03:01 2012
Session Time:            Mon Mar 19 15:03:13 2012
Routing Instance Time:   Mon Mar 19 15:03:14 2012
Keepalive Time:          Not Set
Rate Update Time:        Mon Mar 19 15:03:15 2012

Type      Name             Index         Pending Update      Last Update
iflset    10301              1             None                    64 Kbps
iflset    10302              2             None                    64 Kbps
iflset    10303             71             None                    64 Kbps

Meaning The show ancp subscriber output shows subscriber line information such as state and

the various traffic rates collected by the ANCP agent—displayed for each subscriber as

identified by theACI. The showancpcos output shows that theANCPagent is configured

to sendadjusted ratedata toCoS, that keepalivesare configured for a30-second interval,

and that the interface sets 10301, 10302, and 10303 are configured and their traffic rates

are updating

Related
Documentation

• Dynamic Profiles Overview

• Configuring Dynamic DHCP Client Access to a Multicast Network

• Subscriber Interfaces and Demultiplexing Overview

• ANCP Agent Interactions with AAA on page 727

• ANCP DSL Attributes Mapped to Juniper Networks DSL Vendor-Specific Attributes on

page 729

• Configuring the ANCP Agent on page 684

• AAA Service Framework Overview on page 3
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CHAPTER 70

Configuring the ANCP Agent Traffic and
CoS

• Traffic Rate Reporting and Adjustment by the ANCP Agent on page 713

• Preservation of CoS Shaping Across ANCP Agent Restarts on page 718

• Configuring the ANCP Agent to Report Traffic Rates to CoS on page 719

• Setting a Recommended Shaping Rate for Traffic on ANCP Interfaces on page 722

• Setting aGlobal Adjustment Factor per DSLSubscriber Line for ANCPAgent-Reported

Traffic Rates on page 723

Traffic Rate Reporting and Adjustment by the ANCP Agent

The ANCP agent monitors the subscriber access lines and reports to AAA and CoS

information about the lines that it receives from the access node. Starting in Junos OS

Release 17.4R1, the ANCP agent can use access line information that it receives in the

PPPoE intermediate agent (PPPoE-IA) tags. This information is carried in the

Vendor-Specific-Tags TLV in subattribute DSL-Type (0x0091) in PADI or PADO packets.

In earlier releases, the ANCP agent can use only access line information that it receives

in ANCPmessages. The access line information for both carriers is logically sourced from

the same data on the access node; it represents a current, accurate snapshot of the

values at the moment that the subscriber connection is initiated.

It is theoretically possible for ANCPandPPPoE subscribers to specify different data rates

in the Vendor-Specific-Tags TLV when the connection is first established. This is an

unlikely occurrence, but when the dynamic profile is configured to accept these values,

the most recently received value takes precedence. The rates announced on the PPPoE

connectionareexpected tobeusedonlywhenANCP is either notusedordoesnot include

rates. However, network dynamics make it impossible to guarantee the source from

which the information arrives first. If the values conflict, a subsequent Port Upmessage

from the access node forces the resolution to the ANCP values.

• Overview on page 714

• Traffic Rate Adjustment on page 715

• Recommended Traffic Shaping Rates on page 717

• ANCP Agent Keepalives for CoS on page 718
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Overview

The ANCP agent reports two kinds of data rates:

• The net data rate is the portion of the total data rate that can be used to transmit user

information. The net data rate is also called the unadjusted traffic rate.

• Because each DSL line type has a certain technology overhead, the actual rate for user

data is less than the net data rate. The adjusted or calculated rate is the net data rate

reduced by the amount of technology overhead incurred by each DSL line type. The

result is a closer approximation of the actual rate of subscriber data traffic.

The ANCP agent reports traffic rates differently to AAA and CoS:

• The agent always reports unadjusted rates for both upstream and downstream traffic

to AAA in response to a AAA request. When configured, the agent adjusts the traffic

rates and reports the adjusted values in addition to the unadjusted rate.

• The ANCP agent reports traffic rates to CoS only when you include the qos-adjust

statement at the [edit protocols ancp] hierarchy level .The agent reports only

downstream traffic rates to CoS in support of CoS traffic shaping. It never reports

upstream traffic rates toCoSbecauseCoSdoes not shape upstream traffic. The agent

also reports to CoS the overheadmode and bytes for the access line; CoS can use this

information when it subsequently shapes the traffic.

When you remove a shaping rate configuration that the ANCP agent previously applied,

the traffic shaping rate reverts to the CoS session shaping as determined by the CoS

traffic-control profiles specified in the dynamic profile. However, if the ANCP agent

remains running but loses a connection to a particular neighbor whose subscriber traffic

has been adjusted as a result of ANCP agent action, the adjusted rate remains in effect.

The rate currently in effect changes only when the ANCP agent restores the connection

and sends fresh updates to CoS, or when you remove the qos-adjust statement.

Because CoS can perform traffic shaping only when a traffic-control profile has been

applied to the interface or interface set, youmight expect the ANCP agent to always

influence traffic shaping when the ANCP subscriber interface or interface set has a

traffic-control profile. This behavior does not always occur.

Consider a configurationwhereasubscriber logical interface is amemberof anACI-based

VLAN (interface set); all members share the same ACI. The dynamic profile that

instantiates the subscriber interface applies a traffic-control profile to the interface. The

profile that instantiates the VLAN applies an interface-shared filter instead of a

traffic-control profile.

The following sequence of events takes place when the subscriber logs in.

1. The first packet creates the auto-sensed, underlying VLAN.

2. The second packet creates the ACI-based subscriber VLAN

3. The third packet creates the subscriber logical interface.
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Because the VLAN comes up first, the ANCP agent attaches to the VLAN and not to the

interface. Consequently, the agent reports to CoS the downstream data rate only for the

VLAN, not for the logical interface. CoS has no information to adjust the shaping rate for

the interface, so it shapes traffic for the interface only according to the interface’s

traffic-control profile.

Although the agent does report the downstream rate for the VLAN, CoS cannot use that

information to shape the VLAN traffic, because the VLAN does not have a traffic-control

profile. Consequently, the VLAN rate does not affect the logical interface’s rate even

though the logical interface is a member of that interface set.

Traffic Rate Adjustment

When a DSLAM determines the data rate on the subscriber local loop, it ignores the

additional headers on the DSL line that are associated with the overhead of the access

mode (ATMor Ethernet) and the technology of the DSL line type.When the ANCP agent

subsequently reports a net data rate, by default it includes this overhead, reporting a

slightly higher value than the actual subscriber data rate seen by the DSLAM.

You can configure the ANCP agent to additionally report an adjusted rate to account for

the traffic overhead. The ANCP agent dynamically adjusts the net data rate by applying

a fixed percentage value to the net data rate received from the DSLAM. The percentage

adjustment factor applies globally for all subscribers of the particular DSL line type as

follows:

• The agent can adjust the rates it reports to AAA for all DSL types.

• Theagent can adjust the rates it reports toCoS for only frame-modeDSL types (SDSL,

VDSL, VDSL2, and OTHER), It cannot adjust the rates reported to CoS for cell-mode

DSL types (ADSL, ADSL2, and ADSL2+).

You can also configure the ANCP agent to adjust the number of overhead bytes that it

reports to CoS per cell or frame. The agent can add or subtract the specified value from

the actual number of overhead bytes for all DSL types. The agent does not report the

number of overhead bytes (adjusted or unadjusted) to AAA.

Table 56 on page 715 summarizes how adjusted rates and overheads are reported.

Table 56: Traffic Adjustment Reporting by Access Line Type

Adjusted Overhead Byte
Count Reported to CoS

Downstream-Only
AdjustedRateReported to
CoS

Upstream and Downstream
Adjusted Rate Reported to
AAADSL Access Line Type

✓–✓ADSL

✓–✓ADSL2

✓–✓ADSL2+

✓✓✓OTHER

✓✓✓SDSL
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Table 56: Traffic Adjustment Reporting by Access Line Type (continued)

Adjusted Overhead Byte
Count Reported to CoS

Downstream-Only
AdjustedRateReported to
CoS

Upstream and Downstream
Adjusted Rate Reported to
AAADSL Access Line Type

✓✓✓VDSL

✓✓✓VDSL2

The ANCP agent reports traffic rates to CoS only when you have included the qos-adjust

statement at the [edit protocols ancp] hierarchy level. By default, these are unadjusted

rates. CoS attempts to avoid traffic drops in the access node by itself adjusting the traffic

shaping rate that it applies to downstream traffic for a particular VLAN or set of VLANs.

The discrepancy between the actual user data rate and the agent-reported net data rate

reduces the accuracy of CoS traffic shaping. You increase the accuracy of CoS traffic

shaping by configuring the ANCP agent to report adjusted rate and byte values to CoS.

If you are running Junos OS Release 17.3 or earlier, use the CLI configuration statements

in Table 57 on page 716 tomake traffic adjustments. The CoS statements are at the [edit

protocols ancpqos-adjust] hierarchy level. The AAA statements are at the [edit protocols

ancp] hierarchy level.

Table 57: Statements for Adjusting Traffic Rate and Overhead by Access Line Type Through
Junos OS Release 17.3

Adjust Overhead Bytes for
CoS

Adjust Net Downstream
Rates for CoS

Adjust Net Downstream and
Upstream Rates for AAAAccess Line Type

adsl-bytes–qos-adjust-adslADSL

adsl2-bytes–qos-adjust-adsl2ADSL2

adsl2-plus-bytes–qos-adjust-adsl2-plusADSL2+

other-bytesother-overhead-adjustqos-adjust-otherOTHER

sdsl-bytessdsl-overhead-adjustqos-adjust-sdslSDSL

vdsl-bytesvdsl-overhead-adjustqos-adjust-vdslVDSL

vdsl2-bytesvdsl2-overhead-adjustqos-adjust-vdsl2VDSL2

If you are running Junos OS Release 17.4R1 or later, use the access-line configuration

statement options in Table 58 on page 717 tomake traffic adjustments for CoS and AAA

options. The access-line statement is at the [edit system] hierarchy level.
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Table 58: Statements for Adjusting Traffic Rate and Overhead by Access Line Type Starting in
Junos OS Release 17.4R1

Adjust Overhead Bytes for CoS
Adjust Net Downstream
Rates for CoS

Adjust Net Downstream and
Upstream Rates for AAAAccess Line Type

adsl-overhead-bytes–adsl-total-adjustADSL

adsl2-overhead-bytes–adsl2-total-adjustADSL2

adsl2-plus-overhead-bytes–adsl2-plus-total-adjustADSL2+

other-overhead-bytesother-overhead-adjustother-total-adjustOTHER

sdsl-overhead-bytessdsl-overhead-adjustsdsl-total-adjustSDSL

vdsl-overhead-bytesvdsl-overhead-adjustvdsl-total-adjustVDSL

vdsl2-overhead-bytesvdsl2-overhead-adjustvdsl-total-adjustVDSL2

Recommended Traffic Shaping Rates

To handle a situation where the router does not receive information from the access

node about the downstream and upstream calculated traffic rates for an interface, you

can specify recommended advisory values for shaping the traffic sent to the interface so

that it matches the subscriber local loop speed.

The transmit speed is the recommended traffic value in bits per second used for

downstream traffic for an ANCP interface, and is conveyed in the Juniper Networks VSA,

Downstream-Calculated-Qos-Rate (IANA 4874, 26-141). The receive speed is the

recommended traffic value in bits per second used for upstream traffic for an ANCP

interface, and is conveyed in the Juniper Networks VSA, Upstream-Calculated-Qos-Rate

VSA (IANA 4874, 26-142).

To set the recommended shaping rates that are used as the default values for these

VSAs in static configurations, include thedownstream-rateandupstream-rate statements

at the [edit interfaces interface-nameunit logical-unit-numberadvisory-options] hierarchy

level.

To configure the recommended rates on dynamically created VLAN interfaces, include

the upstream-rate or downstream-rate statements at the [edit dynamic-profiles

profile-name interfaces $junos-interface-ifd-name unit $junos-interface-unit

advisory-options] hierarchy level.

To configure the recommended rates on dynamically created ACI interface sets, include

the upstream-rate or downstream-rate statements at the [edit dynamic-profiles

profile-name interface-set$junos-interface-set-name interfaces$junos-interface-ifd-name

advisory-options] hierarchy level.
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ANCPAgent Keepalives for CoS

The ANCP agent sends a keepalivemessage to CoS at specific intervals. If CoS does not

receive a keepalive in the expected time, it reverts the shaping rate changes it made in

response to theANCPagent. You canadjust how longCoSwaits for a keepalivemessage

by including themaximum-helper-restart-time statement at the [edit protocols ancp]

hierarchy level. The interval betweenkeepalivemessages is automatically set toone-third

the value of the maximum helper restart time. For example, if you set the maximum

helper restart time to 120seconds, then theANCPagent sends keepalivemessagesevery

40 seconds. In this example, if CoS does not receive a keepalive message within 120

seconds, then it reverts any policy changes derived from the ANCP agent.

Release History Table DescriptionRelease

Starting in Junos OS Release 17.4R1, the ANCP agent can use access line
information that it receives in the PPPoE intermediate agent (PPPoE-IA)
tags.

17.4R1

Related
Documentation

ANCP and the ANCP Agent Overview on page 665•

• Configuring the ANCP Agent on page 684

• Shaping Rate Adjustments for Subscriber Local Loops Overview

• Guidelines for Configuring Shaping-Rate Adjustments for Subscriber Local Loops

• ANCP DSL Attributes Mapped to Juniper Networks DSL Vendor-Specific Attributes on

page 729

• Preservation of CoS Shaping Across ANCP Agent Restarts on page 718

Preservation of CoS Shaping Across ANCP Agent Restarts

When the ANCP agent stops due to a process or GRES, CoS enforces the ANCP

downstreamshaping-rates until theCoSkeepalive timer expires.When the timer expires,

CoS reverts to the CoS shaping-rate configured for the interfaces.

You configure the CoS keepalive timer by including themaximum-helper-restart-time

seconds statement at the [edit protocols ancp] hierarchy level. It specifies howmuch

time other daemons such as CoS wait for the ANCP agent to restart and is used to

configure the CoS rate update keepalive timer.

The ANCP agent does not maintain TCP sessions from neighbors across the restart or

GRES. When it restarts, it must re-establish sessions with neighbors and subscriber

sessions before the timer expires. For all the re-established sessions, the ANCP agent

updatesCoSwith theupdateddownstreamshaping ratesandprovidesDSL lineattributes

to the session database for AAA.
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If CoSstopsor restartswhileANCP isup, theANCPagent retransmitsall knownsubscriber

downstreamrates toCoS.Anyexistingadjustedshaping rates thathavenotbeenupdated

revert to the configured CoS shaping rates when the CoS restart timer expires.

Related
Documentation

ANCP and the ANCP Agent Overview on page 665•

• Configuring the ANCP Agent on page 684

• Specifying How Long ProcessesWait for the ANCP Agent Restart to Complete on

page 690

Configuring the ANCP Agent to Report Traffic Rates to CoS

By default, the ANCP agent does not report the traffic rate on subscriber access lines to

CoS. Youmust include the qos-adjust statement at the [edit protocols ancp] hierarchy

level to configure the ANCP agent to report downstream data rates received in ANCP

Port Upmessages to CoS for all subscribers in the network. This information enables

CoS to subsequently shape the traffic on these access lines—but only if a shaping rate

is configured in a CoS traffic-control profile for the access lines.

When a DSLAM calculates the data rate on the subscriber local loop, it ignores the

additional headers on the DSL line that are associated with the overhead of the access

mode (ATM or Ethernet). The unadjusted downstream data rate includes these headers

in its calculation and reports a slightly higher value than that calculated by the DSLAM.

The ANCP agent also reports to CoS the traffic mode and the traffic rate overhead.

NOTE: The ANCP agent never reports upstream traffic rates to CoS.

You canalso configure theANCPagent to adjust the actual (net) downstreamdata rates

for individual DSL types as follows:

• For frame-mode DSL types (SDSL, VDSL, VDSL2, and OTHER), you can configure an

adjustment in the number of overhead bytes to account for encapsulation differences.

You can also specify a percentage value that is applied to the actual, unadjusted data

rate received in ANCP Port Upmessages.

• For cell-mode DSL types (ADSL, ADSL2, and ADSL2+), you can configure only an

adjustment in thenumberof overheadbytes for the traffic toaccount for encapsulation

differences.

The ANCP agent adjusts the rate by the specified percentage. It adjusts the cell or frame

overhead by adding or subtracting the specified number of bytes. By default the

adjustment is 100 percent and 0 bytes, meaning that the agent does not adjust the net

values before it reports them to CoS.

If CoS does not receive a keepalive message within the maximum helper restart time, it

considers the ANCP agent to be down and immediately reverts to the configured values

for any traffic shaping updates that were modified as a result of traffic reports from the
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ANCP agent. The configured values are maintained until the ANCP agent comes back

up and sends fresh traffic updates to CoS.

If the ANCP agent remains running but loses the connection to a neighbor, CoS does not

revert to its configuredvalues. In this case,CoSchanges the shaping rate for the subscriber

traffic only if the ANCP agent restores the connection to that neighbor and reports new

traffic rates to CoS or if you remove the qos-adjust statement.

NOTE: Starting in Junos OS Release 17.4R1, the previously supported rate-
and byte-adjustment statements at the [edit protocols ancp] and [edit

protocols ancpqos-adjust]hierarchy levels are deprecated. They are replaced

by the access-line statement and its many options at the [edit system]

hierarchy level. The ANCP agent ignores the deprecated statements if they
are present. This means that when you upgrade from Junos OS Release 17.3
or earlier with an existing rate or byte adjustment configuration, youmust
reconfigure your adjustment with the access-line statement.

The exception to this change is that the qos-adjust statement remains

supported, but no longer has any subordinate statements. Always configure
the qos-adjust statement for normal ANCP operations. Youmay want to

disable it for debugging purposes.

To configure the ANCP agent to report traffic rates to CoS:

1. Enable rate reporting to CoS.

[edit protocols ancp]
user@host# set qos-adjust

2. (Optional) Specify the number of bytes to add or subtract per cell or frame for one

or more line types.

• In Junos OS Release 17.3 or earlier:

[edit protocols ancp qos-adjust]
user@host# set adsl-bytes bytes
user@host# set adsl2-bytes bytes
user@host# set adsl2-plus-bytes bytes
user@host# set sdsl-bytes bytes
user@host# set vdsl-bytes bytes
user@host# set vdsl2-bytes bytes
user@host# set other-bytes bytes

• In Junos OS Release 17.4R1 or later:

[edit system access-line]
user@host# set adsl-overhead-bytes bytes
user@host# set adsl2-overhead-bytes bytes
user@host# set adsl2-plus-overhead-bytes bytes
user@host# set other-overhead-bytes bytes
user@host# set sdsl-overhead-bytes bytes
user@host# set vdsl-overhead-bytes bytes
user@host# set vdsl2-overhead-bytes bytes

Copyright © 2018, Juniper Networks, Inc.720

Broadband Subscriber Sessions Feature Guide



3. (Optional) Specify a percentage rate adjustment for one or more frame-mode DSL

line types.

• In Junos OS Release 17.3 or earlier:

[edit protocols ancp qos-adjust]
user@host# set other-overhead-adjust percentage;
user@host# set sdsl-overhead-adjust percentage
user@host# set vdsl-overhead-adjust percentage
user@host# set vdsl2-overhead-adjust percentage;

• In Junos OS Release 17.4R1 or later:

[edit system access-line]
user@host# set other-overhead-adjust percentage
user@host# set sdsl-overhead-adjust percentage
user@host# set vdsl-overhead-adjust percentage
user@host# set vdsl2-overhead-adjust percentage

Release History Table DescriptionRelease

Starting in Junos OS Release 17.4R1, the previously supported rate- and
byte-adjustmentstatementsat the[editprotocolsancp]and[editprotocols
ancp qos-adjust] hierarchy levels are deprecated. They are replaced by the
access-line statement and its many options at the [edit system] hierarchy
level.

17.4R1

Related
Documentation

Traffic Rate Reporting and Adjustment by the ANCP Agent on page 713•

• Configuring the ANCP Agent on page 684

• ANCP and the ANCP Agent Overview on page 665

• Shaping Rate Adjustments for Subscriber Local Loops Overview

• Guidelines for Configuring Shaping-Rate Adjustments for Subscriber Local Loops

• Enabling Shaping-Rate Adjustments for Subscriber Local Loops

• Disabling Shaping-Rate Adjustments for Subscriber Local Loops

• Specifying How Long ProcessesWait for the ANCP Agent Restart to Complete on

page 690

• maximum-helper-restart-time on page 1273
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Setting a Recommended Shaping Rate for Traffic on ANCP Interfaces

Whentheaccessnodesends informationabout thedownstreamandupstreamcalculated

traffic rates for an interface, those valuesareused to shape the traffic sent to the interface

so that itmatches the subscriber local loop speed. You can specify recommended values

that are used when the router does not receive this information from the access node.

In this event, these recommended values are used as the default values for the following

Juniper VSAs:

• Downstream-Calculated-Qos-Rate (IANA4871, 26–141)—Conveys the transmit speed,

which is the recommended traffic value in bits per second used for downstream traffic

for an ANCP interface.

• Upstream-Calculated-Qos-Rate (IANA 4874, 26-142)—Conveys the receive speed,

which is the recommended traffic value in bits per second used for upstream traffic

for an ANCP interface.

You can configure the recommended rates either on static VLAN and VLAN demux

interfaces, or you can specify them in a dynamic profile for dynamic VLAN and VLAN

demux interfaces or interface sets.

To configure recommended traffic shaping values for a static interface:

1. Set the rate in bits per second for downstream traffic for the interface.

[edit interfaces interface-name unit logical-unit-number advisory-options]
user@host# set downstream-rate rate

2. Set the rate in bits per second for upstream traffic for the interface.

[edit interfaces interface-name unit logical-unit-number advisory-options]
user@host# set upstream-rate rate

Forexample, toset the recommendeddownstreamrate to 16Mbpsandthe recommended

upstream rate to 1 Mbps on VLAN demux interface demux0.10301:

[edit interfaces demux0 unit 10301 advisory-options]
user@host# set downstream-rate 16M
user@host# set upstream-rate 1M

To configure recommended traffic shaping values for a dynamic interface:

1. Set the rate in bits per second for downstream traffic in the dynamic profile.

[edit dynamic-profiles profile-name interfaces $junos-interface-ifd-name unit
$junos-interface-unit advisory-options]

user@host# set downstream-rate rate

2. Set the rate in bits per second for upstream traffic in the dynamic profile.

[edit dynamic-profiles profile-name interfaces $junos-interface-ifd-name unit
$junos-interface-unit advisory-options]

user@host# set upstream-rate rate
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For example, to configure the dynamic profile ancp-dyn-vlan2 to set the recommended

downstream rate to 10 Mbps and the recommended upstream rate to 1 Mbps on all

interfaces in the dynamically created interface set:

[edit dynamic-profiles ancp-dyn-vlan2 interfaces $junos-interface-ifd-name unit
$junos-interface-unit advisory-options]

user@host# set downstream-rate 10M
user@host# set upstream-rate 1M

To configure recommended traffic shaping values for a dynamic interface set:

1. Set the rate in bits per second for downstream traffic in the dynamic profile.

[editdynamic-profilesprofile-name interfaces interface-set$junos-interface-set-name
interface $junos-interface-ifd-name advisory-options]

user@host# set downstream-rate rate

2. Set the rate in bits per second for upstream traffic in the dynamic profile.

[editdynamic-profilesprofile-name interfaces interface-set$junos-interface-set-name
interface $junos-interface-ifd-name advisory-options]

user@host# set upstream-rate rate

For example, to configure the dynamic profile ancp-dyn-vlan1 to set the recommended

downstream rate to 12 Mbps and the recommended upstream rate to 2 Mbps on all

interfaces in the dynamically created interface set:

[edit dynamic-profilesancp-dyn-vlan1 interfaces interface-set$junos-interface-set-name
interface $junos-interface-ifd-name advisory-options]

user@host# set downstream-rate 12M
user@host# set upstream-rate 2M

Related
Documentation

Configuring the ANCP Agent on page 684•

• ConfiguringAAAto Include JuniperNetworksDSLVSAs inRADIUSMessagesonpage731

• Juniper Networks VSAs Supported by the AAA Service Framework on page 21

• ANCP and the ANCP Agent Overview on page 665

SettingaGlobalAdjustmentFactorperDSLSubscriber Line forANCPAgent-Reported
Traffic Rates

The ANCP agent always reports both upstream and downstream rates to AAA. When a

DSLAM calculates the data rate on the subscriber local loop, it ignores the additional

headers on the DSL line that are associatedwith the overhead of the accessmode (ATM

or Ethernet). When the ANCP agent reports the net upstream data rate or the net

downstream data rate, it includes the headers in its calculation and reports a slightly

higher value than that calculated by the DSLAM; this is the unadjusted data rate.

The ANCP agent can optionally report adjusted data rates to AAA. Configure the agent

to adjust the traffic rate to account for the header overhead by specifying an adjustment

factor for one or more DSL line types. The adjustment factor is a percentage that is
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applied to the total downstream and upstream data rates reported by the ANCP agent.

Theadjustment factorappliesglobally for all subscribersof thatDSL line type.Bydefault,

the ANCP agent applies an adjustment factor of 100 percent to all DSL lines, meaning

that no adjustment is made. The ANCP agent simply passes on the DSL line rates that

include the header information.

NOTE: These adjustment factors affect only the rates reported to AAA. The
ANCP agent reports downstream data rates to CoS only when you include
the qos-adjust statement at the [edit protocols ancp] hierarchy level.

NOTE: Starting in Junos OS Release 17.4R1, the previously supported
qos-adjust-line-type rate adjustment statements at the [edit protocols ancp]

hierarchy level aredeprecated. Theyare replacedby the line-type-total-adjust

options for the access-line statement at the [edit system]hierarchy level. The

ANCP agent ignores the deprecated statements if they are present. This
means that when you upgrade from Junos OS Release 17.3 or earlier with an
existing rateadjustmentconfiguration, youmust reconfigureyouradjustment
with the access-line statement.

To apply a global adjustment factor for DSL subscriber lines to be reported to AAA:

• Specify the adjustment factor percentage for the desired subscriber line.

• In Junos OS Release 17.3 or earlier:

[edit protocols ancp]
user@host# set qos-adjust-adsl percentage
user@host# set qos-adjust-adsl2 percentage
user@host# set qos-adjust-adsl2-plus percentage
user@host# set qos-adjust-other percentage
user@host# set qos-adjust-sdsl percentage
user@host# set qos-adjust-vdsl percentage
user@host# setqos-adjust-vdsl2 percentage

• In Junos OS Release 17.4 or later:

[edit system access-line]
user@host# set adsl-total-adjust percentage
user@host# set adsl2-total-adjust percentage
user@host# set adsl2-plus-total-adjust percentage
user@host# set other-total-adjust percentage
user@host# set sdsl-total-adjust percentage
user@host# set vdsl-total-adjust percentage
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user@host# set vdsl2-total-adjust percentage

Release History Table DescriptionRelease

Starting in Junos OS Release 17.4R1, the previously supported
qos-adjust-line-type rate adjustment statements at the [edit protocols
ancp] hierarchy level are deprecated. They are replaced by the
line-type-total-adjust options for the access-line statement at the [edit
system] hierarchy level.

17.4R1

Related
Documentation

• Traffic Rate Reporting and Adjustment by the ANCP Agent on page 713

• Configuring the ANCP Agent on page 684

• ANCP and the ANCP Agent Overview on page 665
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CHAPTER 71

Configuring the ANCP Agent and AAA

• ANCP Agent Interactions with AAA on page 727

• ANCP DSL Attributes Mapped to Juniper Networks DSL Vendor-Specific

Attributes on page 729

• ConfiguringAAAto Include JuniperNetworksDSLVSAs inRADIUSMessagesonpage731

• Configuring Immediate Interim Accounting Updates to RADIUS in Response to ANCP

Notifications on page 732

ANCPAgent Interactions with AAA

The ANCP agent reports both unadjusted (net) data rates and adjusted data rates for

subscriber traffic toAAAforRADIUSauthenticationandaccountingof subscriber sessions.

The adjusted data rate enables RADIUS to allocate the appropriate services (including

class of service) to PPPoE sessions during authentication. The rate reports also enable

RADIUSaccounting to track theclassof serviceactually provided for thePPPoEsessions,

which in turn enables accurate billing for subscriber services.

The access nodes send ANCP DSL attributes in ANCPmessages to the router, where

they are stored in the shared database. AAAmaps the ANCP DSL attributes to both the

Juniper Networks DSL VSAs (used by RADIUS) and the DSL Forum VSA subattributes

(also called the DSL Forum VSAs). RADIUS uses these attributes during authentication

and accounting for PPPoE sessions on the subscriber access line. The attributes persist

even when the ANCP session to a given node has ended, enabling RADIUS to later apply

these attributes to new sessions on that subscriber access line. To remove the attributes,

youmust delete the interface or interface set for the access line from the ANCP agent

configuration.

The RADIUS profile must be configured to include the juniper-dsl-attributes option, or

AAAdoesnot report theattributes toRADIUS. If theANCPDSLattributesareunavailable,

AAAmaps the session’s advisory upstream and downstream data rates (as configured

on the session’s underlying interface) to the Juniper Networks VSAs,

Upstream-Calculated-Qos-Rate [26-142] and Downstream-Calculated-Qos-Rate

[26-141], respectively. AAA subsequently provides only these VSAs to RADIUS.

For successful authentication and accounting by RADIUS, AAA has to correlate PPPoE

andDHCP IP demux sessionswith their access lines and their associated DSL attributes.

727Copyright © 2018, Juniper Networks, Inc.



Some access nodes provide the ACI in PADI/PADR packets for the PPPoE sessions or in

the DHCP discovery packets for DHCP IP demux sessions.

When the ACI is not provided in a 1:1 VLANmodel with interface sets, youmust associate

the underlying interface for the sessions with the identifier and the interface set. If you

do not configure this association, then only the advisory traffic rates are provided to

RADIUS. This configuration has no effect when the identifier is provided by the access

node.

For the N:1 VLANmodel with interface sets, the access nodemust provide the ACI. If you

configure the underlying interface for thismodel when the access node does not provide

the identifier, the subscriber sessions can be incorrectly correlated with access lines.

AAA reports values to RADIUS for the Juniper Networks VSAs 26–141 and 26–142

according to the following scheme:

1. When the PPPoE or DHCP IP demux subscriber session can be correlated with an

access line, then the ANCP agent adjusts the downstream and upstream traffic rates

reported by the access node according to the ANCP agent CoS configuration. The

agent thenmaps the adjusted rates to Upstream-Calculated-Qos-Rate [26-142] and

Downstream-Calculated-Qos-Rate [26-141].

2. If the session cannot be correlated with an access line, but the PPPoE or DHCP

discovery packet includes the DSL Forum VSA and the Access-Loop-Encapsulation

subattribute includes a value for the AAL5 data link, then the ANCP agent adjusts the

Actual-Data-Rate-Downstream and Actual-Data-Rate-Upstream subattributes to

account for the ATM 48/53 cell tax. The adjusted rates mapped to

Upstream-Calculated-Qos-Rate [26-142] and Downstream-Calculated-Qos-Rate

[26-141].

3. If neither of the preceding sets of conditions is satisfied, then the ANCP agent simply

maps the recommended downstream and upstream data rates to

Upstream-Calculated-Qos-Rate [26-142] and Downstream-Calculated-Qos-Rate

[26-141]. The recommended rates are either configured statically for the VLAN or

VLAN demux interfaces or are in the dynamic profile that crates the interfaces.

Tomap an ACI to a static VLAN demux interface, include the access-identifier identifier

statement at the [edit protocols ancp interfaces demux0.logical-unit-number] hierarchy

level.

To configure advisory upstream and downstream data rates on a static VLAN demux

interface, include the upstream-rate rate or downstream-rate rate statements at the [edit

interfaces demux0 unit logical-unit-number] hierarchy level.

To configure an underlying interface for the PPPoE sessions in an interface set, include

the underlying-interface interface-name statement at the [edit protocols ancp interfaces

interface-set interface-set-name] hierarchy level.

When an ACI, and therefore a subscriber access line, has beenmapped to an interface

or interface set, the ACI can be re-mapped to a different interface or set. When this

happens, traffic shaping is adjusted accordingly for the interfaces or interface sets

involved.This capability is useful for theBusinessServicesmodel,whereaPPPoEsession
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that is initially classified as a residential household can be reclassified as a business

subscriber during RADIUS authentication by using a Junos OS ICE AAA framework

Op-Script application.

In the Business Services Model, the PPPoE session initially represents a residential

household until RADIUS authentication and authorization takes place. The ANCP agent

dynamically maps the household’s access line to the appropriate subscriber interface

andapplies CoS traffic shaping to the interface. During authentication andauthorization,

theOp-Script applicationmayclassify thePPPoEsessionasabusiness subscriber rather

than a residential subscriber. If this occurs, the application createsmultiple static VLANs

and groups them into an interface set. Based on the ANCP agent configuration, the

application then statically maps the subscriber’s access line to this static interface set.

This interface set can include only static interfaces.

The ANCP agent reverts CoS traffic shaping from the interface previously used by the

subscriber and instead applies the shaping to the interface set. This reversion means

that the CoS process applies to the interface the next shaping rate in its adjustment

control profile.

Related
Documentation

ANCP and the ANCP Agent Overview on page 665•

• ANCP DSL Attributes Mapped to Juniper Networks DSL Vendor-Specific Attributes on

page 729

• Configuring the ANCP Agent on page 684

• ConfiguringAAAto Include JuniperNetworksDSLVSAs inRADIUSMessagesonpage731

ANCPDSL Attributes Mapped to Juniper Networks DSL Vendor-Specific Attributes

Digital Subscriber Line (DSL) attributes are RADIUS vendor-specific attributes (VSAs)

that are defined by the DSL Forum in RFC 4679, DSL Forum Vendor-Specific RADIUS

Attributes. The attributes transport DSL information that is not supported by standard

RADIUS attributes and which conveys details about the associated DSL subscriber line

and traffic. These attributes are contained as subattributes in the single DSL ForumVSA

(IANA vendor ID 3561). An ANCP access node can provide this information to the router

in a PPPoE PADI message during PPPoE subscriber discovery.

The access node canalso report the same information about theDSL subscriber line and

traffic information by means of the ANCP DSL TLVs or attributes carried in ANCP

messages to the router. TheANCPattributes are defined inRFC6320,Protocol for Access

NodeControlMechanism inBroadbandNetworks. TheseANCPDSLattributes correspond

to Juniper Networks (IANA vendor ID 4874) DSL VSAs and to DSL Forum VSAs.

The router simply passes the DSL line and traffic information that it receives from the

access node to the RADIUS server, without performing any parsing or manipulation. A

RADIUS authentication or accountingmessage can contain any combination of the DSL

Forum VSAs and the Juniper Networks DSL VSAs. You can configure the RADIUS access

profile to exclude one or more individual attributes, or all DSL Forum attributes, from

being included in RADIUSmessages.
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The DSL Forum attribute and subattributes received by the router during PPPoE and

DHCP client discovery are not updated after discovery, whereas the equivalent ANCP

DSL attributes are updated whenever there is a change to the access line.

Table 59 on page 730 shows the relationship between the ANCP DSL attributes, Juniper

Networks DSL VSAs, and DSL Forum VSAs.

Table 59: Mapping ANCPDSL Attributes to Juniper Networks DSL VSAs and DSL ForumVSAs

DSL Forum VSA
(Vendor ID 3561)
Name [RADIUS Attribute Number]

Juniper Networks VSA
(Vendor ID 4874)
Name [RADIUS Attribute Number]

ANCP DSL Attribute
Name [Type Number]

-Acc-Aggr-Cir-Id-Asc [26-112]Access-Aggregation-Circuit-ID-ASCII [0x0003]

-Acc-Aggr-Cir-Id-Bin [26-111]Access-Aggregation-Circuit-ID-Binary [0x0006]

Agent-Circuit-Id [26-1]Acc-Loop-Cir-Id [26-110]Access-Loop-Circuit-ID [0x0001]

Access-Loop-Encapsulation [26-144]Acc-Loop-Encap [26-183]Access-Loop-Encapsulation [0x0090]

Agent-Remote-Id [26-2]Acc-Loop-Remote-Id [26-182]Access-Loop-Remote-ID [0x0002]

Actual-Interleaving-Delay-Downstream[26-142]Act-Interlv-Delay-Dn [26-126]Actual-Interleaving-Delay-Downstream [0x008E]

Actual-Interleaving-Delay-Upstream [26-140]Act-Interlv-Delay-Up [26-124]Actual-Interleaving-Delay-Upstream [0x008C]

Actual-Data-Rate-Downstream [26-130]• L2C-Down-Stream-Data
[26-93]—Unadjusted rate

• Act-Data-Rate-Dn
[26-114]—Unadjusted rate

• Downstream-Calculated-Qos-Rate
[26-141]—Rate as adjusted by
ANCP

Actual-Net-Data-Rate-Downstream [0x0082]

Actual-Data-Rate-Upstream [26-129]• L2C-Up-Stream-Data
[26-92]—Unadjusted rate

• Act-Data-Rate-Up
[26-113]—Unadjusted rate

• Upstream-Calculated-Qos-Rate
[26-142]—Rate as adjusted by
ANCP

Actual-Net-Data-Rate-Upstream [0x0081]

Attainable-Data-Rate-Downstream [26-134]Att-Data-Rate-Dn [26-118]Attainable-Net-Data-Rate-Downstream [0x0086]

Attainable-Data-Rate-Upstream [26-133]Att-Data-Rate-Up [26-117]Attainable-Net-Data-Rate-Upstream [0x0085]

-DSL-Line-State [26-127]DSL-Line-State [0x008F]

-DSL-Type [26-128]DSL-Type [0x0091]

Maximum-Data-Rate-Downstream [26-136]Max-Data-Rate-Dn [26-120]Maximum-Net-Data-Rate-Downstream [0x0088]
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Table 59: Mapping ANCPDSL Attributes to Juniper Networks DSL VSAs and DSL Forum
VSAs (continued)

Maximum-Data-Rate-Upstream [26-135]Max-Data-Rate-Up [26-119]Maximum-Net-Data-Rate-Upstream [0x0087]

Maximum-Interleaving-Delay-Downstream
[26-141]

Max-Interlv-Delay-Dn [26-125]Maximum-Interleaving-Delay-Downstream[0x008C]

Maximum-Interleaving-Delay-Upstream[26-139]Max-Interlv-Delay-Up [26-123]Maximum-Interleaving-Delay-Upstream [0x008B]

Minimum-Data-Rate-Downstream-Low-Power
[26-138]

Min-LP-Data-Rate-Dn [26-122]Minimum-Net-Low-Power-Data-Rate-Downstream
[0x008A]

Minimum-Data-Rate-Upstream-Low-Power
[26-137]

Min-LP-Data-Rate-Up [26-121]Minimum-Net-Low-Power-Data-Rate-Upstream
[0x0089]

Minimum-Data-Rate-Downstream [26-132]Min-Data-Rate-Dn [26-116]Minimum-Net-Data-Rate-Downstream [0x0084]

Minimum-Data-Rate-Upstream [26-131]Min-Data-Rate-Up [26-115]Minimum-Net-Data-Rate-Upstream [0x0083]

Related
Documentation

Juniper Networks VSAs Supported by the AAA Service Framework on page 21•

• ConfiguringAAAto Include JuniperNetworksDSLVSAs inRADIUSMessagesonpage731

Configuring AAA to Include Juniper Networks DSL VSAs in RADIUSMessages

You can include the juniper-dsl-attributes statement to configure AAA to add the set of

Juniper Networks DSL VSAs to the RADIUS authentication and accounting request

messages for subscribers. By default, theseVSAsare not added to anyRADIUSmessage.

See “ANCPDSLAttributesMapped to Juniper Networks DSLVendor-Specific Attributes”

on page 729 for a table of the Juniper Networks DSL VSAs.

After you have configured the inclusion of the Juniper Networks VSAs, you can

subsequently exclude one ormore of the VSAs from being transmitted. To do so, include

the exclude statement at the [edit access profile profile-name radius attributes] hierarchy

level, and specify which VSAs to exclude.

In contrast to the Juniper Networks DSL VSAs (vendor ID 4874), the DSL Forum VSA

(vendor ID 3561) is added to all RADIUSmessages by default. The DSL Forum VSA

conveys individual DSL Forum attributes. See “DSL Forum Vendor-Specific Attributes”

on page 57 for a table of these VSAs. You can use the exclude statement at the [edit

access profile profile-name radius attributes] hierarchy level to prevent this VSA from

being included in any RADIUSmessage.

To add the Juniper Networks DSL VSAs to RADIUSmessages:

• Configure the inclusion trigger.

[edit access profile profile-name radius options]
user@host# set juniper-dsl-attributes
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To exclude specific Juniper Networks DSL VSAs from RADIUSmessages:

• Configure the exclusion trigger.

[edit access profile profile-name radius attributes]
user@host# set exclude vsa-option

Forexample, toexclude the interleavingdelayVSAs, configure the followingstatements:

[edit access profile profile-name radius attributes]
user@host# set excludemax-interlv-delay-dn
user@host# set excludemax-interlv-delay-up

To exclude the DSL Forum (RFC 4679) VSA from RADIUSmessages:

• Configure the exclusion trigger.

[edit access profile profile-name radius attributes]
user@host# set exclude dsl-forum-attributes

Related
Documentation

Configuring the ANCP Agent on page 684•

• Setting a Recommended Shaping Rate for Traffic on ANCP Interfaces on page 722

• Juniper Networks VSAs Supported by the AAA Service Framework on page 21

• ANCP DSL Attributes Mapped to Juniper Networks DSL Vendor-Specific Attributes on

page 729

• ANCP and the ANCP Agent Overview on page 665

Configuring Immediate Interim Accounting Updates to RADIUS in Response to ANCP
Notifications

When an ANCP neighbor reports a change in the upstream traffic rate or downstream

traffic rate of an access line, the ANCP agent immediately passes the information to

AAA. By default, AAA does not pass this information on to the RADIUS server until the

next accounting update. However, you can configure AAA to report the rate change

immediately.

Whenyou include theancp-speed-change-immediate-update statement in thesubscriber

session access profile, receipt of the notification from the ANCP agent triggers AAA to

sendan interimupdateAccounting-Requestmessage to theRADIUSserver for thePPPoE

and DHCP IP demux subscribers associated with that access line. The interim update

request includes the new access line parameters and the adjusted upstream and

downstream traffic rates.

To configure AAA to immediately send rate change information from the ANCP agent to

the RADIUS server with interim accounting updates:

• Specify the immediate update.

[edit access profile profile-name accounting]
user@host# set ancp-speed-change-immediate-update
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Related
Documentation

• Configuring the ANCP Agent on page 684

• Configuring Per-Subscriber Session Accounting on page 116
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CHAPTER 72

Monitoring and Managing ANCP for
Subscriber Access

• Triggering ANCP OAM to Test the Local Loop on page 735

• Verifying and Monitoring ANCP Neighbors on page 736

• Clearing ANCP Neighbors on page 737

• Verifying and Monitoring ANCP Subscribers on page 737

• Clearing ANCP Subscribers on page 738

• Verifying and Monitoring CoS for ANCP Subscribers on page 738

• Clearing and Verifying ANCP Statistics on page 739

Triggering ANCPOAM to Test the Local Loop

You can trigger ANCP OAM to perform a loopback test on the local loop between the

access node and the CPE to help isolate simple faults. On an ATM-based local loop, the

ANCP operation triggers the access node to generate ATM (F4/F5) loopback cells on

the local loop. On an Ethernet-based local loop, the ANCP operation triggers the access

node to generate an Ethernet loopback message on the local loop. When the test

completes, the access node sends amessage to the router with the results.

Issue the request ancp oam neighbor command from CLI operational mode to initiate

testing of a local loop identified by the IP address or system name of the ANCP neighbor

and the ACI for a subscriber on that access node.

Issue the request ancp oam interface command from CLI operational mode to initiate

testing of a local loop identified by the ANCP interface or interface set associated with

a subscriber and the ACI for a subscriber on that access node.

With both commands, you can also specify howmany times the test must be run and

how long the router waits for a response to the OAM request.

To initiate ANCP local loop testing:

• Identify the loop by the subscriber identifier and the neighbor’s IP address; optionally

specify howmany times the test runs and the timeout period.

user@host> request ancp oam neighbor ip-address 192.168.32.5 subscriber “dslam
port-2-10” count 5 timeout 600
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• Identify the loopby the subscriber identifier and theneighbor’s systemname;optionally

specify howmany times the test runs and the timeout period.

user@host> request ancp oam neighbor system-name 00:00:5E:00:53:ba subscriber
“dslam port-2-10” count 10 timeout 600

• Identify the loop by the subscriber identifier and the interface associated with the

subscriber; optionally specify howmany times the test runs and the timeout period.

user@host> request ancp oam interface ge-1/0/2.12 identifier-string timeout 15

• Identify the loop by the subscriber identifier and the set of interfaces associated with

thesubscriber; optionally specifyhowmany times the test runsand the timeoutperiod.

user@host> request ancp oam interface interface-set vlan5 identifier-string count 3

Related
Documentation

ANCP and the ANCP Agent Overview on page 665•

• Configuring the ANCP Agent on page 684

Verifying andMonitoring ANCPNeighbors

Purpose View ANCP neighbor information:

Action To display summary information about all ANCP neighbors:•

user@host> show ancp neighbor

• To display information about a specific ANCP neighbor, add the IP address or MAC

address to the command:

user@host> show ancp neighbor ip-address 203.0.113.64
user@host> show ancp neighbor system-name 00:00:5E:00:53:ba

• To display detailed information, add detail to the command:

user@host> show ancp neighbor detail

user@host> show ancp neighbor system-name 00:00:5E:00:53:ba detail

• To display a count of ANCP neighbors in various states and the total number of

neighbors, or a count of DSL lines in various states for all subscribers for a particular

neighbor:

user@host> show ancp summary neighbor
user@host> show ancp summary neighbor 203.0.113.64

• To display total and state-wise counts of both ANCP neighbors and subscribers:

user@host> show ancp summary

Related
Documentation

CLI Explorer•
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Clearing ANCPNeighbors

Purpose Clear ANCP neighbor information.

Action To clear connections with all ANCP neighbors:•

user@host> clear ancp neighbor

• To clear the connection with a specific ANCP neighbor, add the IP address or MAC

address to the command:

user@host> clear ancp neighbor ip-address 203.0.113.64

user@host> clear ancp neighbor system-name 00:00:5E:00:53:ba

• To verify that the connection has been cleared:

user@host> show ancp neighbor

user@host> show ancp neighbor 203.0.113.64

user@host> show ancp neighbor 00:00:5E:00:53:ba

Related
Documentation

CLI Explorer•

Verifying andMonitoring ANCP Subscribers

Purpose View ANCP subscriber (local access loop) information:

Action To display summary information about all ANCP subscribers:•

user@host> show ancp subscriber

• To display information about all ANCP subscribers connected through a particular

ANCP neighbor:

user@host> show ancp subscriber neighbor 203.0.113.64

• To display information about an ANCP subscriber specified by the ACI:

user@host> show ancp subscriber “port-2-11”

• To display detailed information, add detail to the command:

user@host> show ancp subscriber detail

user@host> show ancp subscriber neighbor 203.0.113.64 detail

• To display a count of subscribers in various states and the total number of subscribers:

user@host> show ancp summary subscriber

• To display total and state-wise counts of both ANCP neighbors and subscribers:

user@host> show ancp summary
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Related
Documentation

CLI Explorer•

Clearing ANCP Subscribers

Purpose Clear ANCP subscriber information.

Action To clear connections with all ANCP subscribers that are not mapped:•

user@host> clear ancp subscriber

• To clear connections with all ANCP subscribers that are mapped:

user@host> clear ancp neighbor

• To clear the connection with an ANCP subscriber identified by a particular ACI on all

neighbors, add the identifier to the command:

user@host> clear ancp subscriber identifier port-2-10

• To clear the connection with an ANCP subscriber identified by a particular ACI on a

specific neighbor, add the identifier and either the IP address or MAC address to the

command:

user@host> clear ancp subscriber identifier port-2-10 ip-address 203.0.113.64

user@host>clearancpsubscriber identifierport-2-10system-name00:00:5E:00:53:ba

• To verify that the connection has been cleared:

user@host> show ancp subscriber

Related
Documentation

CLI Explorer•

Verifying andMonitoring CoS for ANCP Subscribers

Purpose View ANCP CoS state information:

Action To display summary information about the CoS state for all ANCP subscribers:•

user@host> show ancp cos

• To display information about the CoS state for an ANCP subscriber specified by the

ACI:

user@host> show ancp cos “port-2-11”

• To display the most recently updated CoS information:

user@host> show ancp cos last-update

• To display the CoS information that is pending (will be used to update the fields):

user@host> show ancp cos pending-update
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Related
Documentation

CLI Explorer•

Clearing and Verifying ANCP Statistics

Purpose Clear ANCP statistics.

Action To clear all ANCP statistics:•

user@host> clear ancp statistics

• To clear statistics for a specific ANCP neighbor, add the IP address or MAC address to

the command:

user@host> clear ancp statistics ip-address 203.0.113.64

user@host> clear ancp statistics system-name 00:00:5E:00:53:ba

• To verify that the statistics have been cleared:

user@host> show ancp statistics

Related
Documentation

• ANCP and the ANCP Agent Overview on page 665
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PART 9

Configuring the Diameter Base Protocol
and its Applications

• Configuring the Diameter Base Protocol on page 743

• Configuring Gx-Plus for Provisioning Subscribers on page 771

• Configuring 3GPP Policy and Charging Control on page 787

• Configuring NASREQ for Authentication and Authorization on page 825

• Configuring JSRC in Subscriber Access Networks on page 829

• Excluding Diameter AVPs from JSRCMessages on page 837

• Configuring Service Accounting with JSRC on page 839

• Configuring Subscribers on Static Interfaces on page 843

• Configuring the Static Subscribers Global Profile on page 851

• Configuring the Static Subscribers Group Profile on page 855

• Monitoring and Managing Diameter Information for Subscriber Access on page 861

• Monitoring and Managing Subscriber Information on Static Interfaces on page 865

741Copyright © 2018, Juniper Networks, Inc.



Copyright © 2018, Juniper Networks, Inc.742

Broadband Subscriber Sessions Feature Guide



CHAPTER 73

Configuring the Diameter Base Protocol

• Diameter Base Protocol Overview on page 743

• Messages Used by Diameter Applications on page 746

• Diameter AVPs and Diameter Applications on page 752

• Configuring Diameter on page 764

• Configuring the Origin Attributes of the Diameter Instance on page 765

• Configuring Diameter Peers on page 765

• Configuring the Diameter Transport on page 767

• Configuring Diameter Network Elements on page 768

Diameter Base Protocol Overview

The Diameter protocol is defined in RFC 3588, Diameter Base Protocol, and provides an

alternative to RADIUS that is more flexible and extensible. The Diameter base protocol

provides basic services to one or more applications (also called functions) that each

runs in a different Diameter instance. The individual application provides the extended

AAA functionality. Applications that use Diameter include Gx-Plus, JSRC, NASREQ, and

PTSP. Starting in Junos OS Release 13.1R1, the packet-triggered subscribers and policy

control (PTSP) feature is no longer supported.

Diameterpeerscommunicateovera reliableTCPtransport layerconnectionbyexchanging

Diameter messages that convey status, requests, and acknowledgments by means of

standard Diameter AVPs and application-specific AVPs. The Diameter transport layer

configuration isbasedonDiameternetworkelements (DNEs);multipleDNEsperDiameter

instance are supported. Currently only the predefinedmaster Diameter instance is

supported, but you can configure alternative values for many of the master Diameter

instance values.

Each DNE consists of a prioritized list of peers and a set of routes that define how traffic

is forwarded. Each route associates a destination with a function, a function partition,

and ametric. When an application sends amessage to a routed destination, all routes

within the Diameter instance are examined for a match. When the best route to the

destination has been selected, the message is forwarded bymeans of the DNE that

includes that route.
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Multiple routes to the same destination can exist within a given DNE and in different

DNEs. In the case of multiple routes that match a request for forwarding, the best route

is selected as follows:

1. The route with the lowest metric is selected.

2. In the event of a tie, the route with the highest specification score is selected.

3. In theeventofanother tie, then thenamesof theDNEsarecompared in lexicographical

order. The route in the DNEwith the lowest value is selected. For example, dne-austin

has a lower value than dne-boston.

4. If the routes are tied within the same DNE, then the route names are compared in

lexicographical order. The route with the lowest value is selected.

The specification score of a route is 0bydefault. Points are added to the score as follows:

• If the destination realmmatches the request, add 1.

• If the destination host matches the request, add 2.

• If the function matches the request, add 3.

• If the function partition matches the request, add 4.

Multiple routes to the same destination can exist within a given DNE and in different

DNEs. In thecaseofmultiple routes thatmatcha request for forwarding,Diameter selects

the best route as follows:

1. Diameter compares the metric of the routes and selects the route with the lowest

metric.

2. If multiple routes have the same lowest metric, then Diameter selects the

most-qualified route.Diameter evaluatesmultipleattributesof the route todetermine

a score that reflects how specifically each route matches the request. By default, the

score of a route is 0. Points are added to the score as follows:

• If the destination realmmatches the request, add 1.

• If the destination host matches the request, add 2.

• If the function matches the request, add 3.

• If the function partition matches the request, add 4.

3. If multiple routes are equally qualified, then Diameter compares the names of the

DNEs in lexicographical order and selects the route in the DNE that has the lowest

value. For example, dne-austin has a lower value than dne-boston.

4. If the routes are tied within the same DNE, then Diameter compares the route names

in lexicographical order and selects the route with the lowest value.
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When the state of any DNE changes, the route lookup for all destinations is reevaluated.

All outstanding messages to routed destinations are rerouted as needed, or discarded.

To configure a Diameter network element, include the network-element statement at

the [edit diameter] hierarchy level, then include the route statement at the [edit diameter

network-element element-name forwarding] hierarchy level.

To configure a route for the DNE, include the destination (optional), function (optional),

andmetric statements at the [edit diameter network-element element-name forwarding

route dne-route-name] hierarchy level.

Specify the Diameter peers associated with the DNE by including one or more peer

statements at the [edit diameter network-element element-name] hierarchy level.

Specify the Diameter peers associated with the DNE by including one or more peer

statements at the [edit diameter network-element element-name] hierarchy level.

Set the priority for each peer with the priority statement at the [edit diameter

network-element element-name peer peer-name] hierarchy level.

Diameter requires you to configure information about the origin node; this is the endpoint

node that originates Diameter for the Diameter instance. Include the host and realm

statements at the [edit diameter] hierarchy level to configure the Diameter origin.

You can optionally configure one ormore transports to specify the source (local) address

of the transport layer connection. ToconfigureaDiameter transport, include the transport

statement at the [edit diameter] hierarchy level. Then include the address statement at

the [edit diameter transport transport-name] hierarchy level.

You can optionally specify a logical system and routing instance for the connection by

including the logical-system and routing-instance statements at the [edit diameter

transport transport-name] hierarchy level. By default, Diameter uses the default logical

system andmaster routing instance. The logical system and routing instance for the

transport connection must match that for the peer, or a configuration error is reported.

Each Diameter peer is specified by a name. Peer attributes include address and the

destination TCP port used by active connections to this peer. To configure a Diameter

peer, include the peer statement at the [edit diameter] hierarchy level, and then include

the address and connect-actively statements at the [edit diameter peer peer-name]

hierarchy level.

To configure the active connection, include theportand transport statements at the [edit

diameterpeerpeer-nameconnect-actively]hierarchy level.Theassignedtransport identifies

the transport layer source address used to establish active connections to the peers.

transport statements.
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Release History Table DescriptionRelease

Starting in Junos OS Release 13.1R1, the packet-triggered subscribers and
policy control (PTSP) feature is no longer supported.

13.1R1

Related
Documentation

Configuring Diameter on page 764•

• Messages Used by Diameter Applications on page 746

• Diameter AVPs and Diameter Applications on page 752

• JuniperNetworksSessionandResourceControl (SRC)and JSRCOverviewonpage829

• Gx-Plus for Provisioning Subscribers Overview on page 771

Messages Used by Diameter Applications

Junos OS supports the following Diameter applications:

• JSRC—A Juniper Networks Diameter application registered with the IANA

(http://www.iana.org) as Juniper Policy-Control-JSRC, with an ID of 16777244. It

communicates with the SAE (remote SRC peer).

• PTSP—A Juniper Networks Diameter application registered with the IANA

(http://www.iana.org) as Juniper JGx, with an ID of 16777273. It communicates with

the SAE (remote SRC peer). Starting in Junos OS Release 13.1R1, the packet-triggered

subscribers and policy control (PTSP) feature is no longer supported.

• Gx-Plus—An application that extends the 3GPP Gx interface for wireline use cases.

3GPP Gx is registered with the IANA (http://www.iana.org). It communicates with a

PCRF.

If data for a particular AVP included in amessage is not available to the router, Gx-Plus

simply omits the AVP from themessage it sends to the PCRF. If the PCRF determines

it has insufficient information to make a determination, it may deny the request. The

Diameter answer messages include the Result-Code AVP (AVP 268); the values of

this AVP convey success, failure, or errors to the requestor.

• NASREQ—A Diameter-based authentication, authorization, and accounting protocol

defined in RFC 7155. Junos OS supports authentication and authorization only.

JuniperNetworkshasalso registered the Juniper-Session-Recoveryapplication(16777296)

and two new command codes (8388628 for Juniper-Session-Events and 8388629 for

Juniper-Session-Discovery) with the IANA (http://www.iana.org).

Table 60 on page 747 describes Diameter messages the applications use.
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Table 60: Diameter Messages and Diameter Applications

DescriptionApplicationCodeDiameter Message

Request fromtheapplication to theSAE
at new subscriber login or during
SAE-application synchronization. The
request can be one of three types:
address-authorization,
provisioning-request, or synchronization.

JSRC, NASREQ, PTSP265AA-Request (AAR)

Response from the SAE to the
application’s AA-Request message.

JSRC, NASREQ, PTSP265AA-Answer (AAA)

Request fromtheSAEto theapplication
to log out a provisioned subscriber.

JSRC, NASREQ, PTSP274Abort-Session-Request (ASR)

Response from the application to the
SAE’s ASRmessage. If the application
sends the logout request to AAA, the
ASAmessage includes a success
notification (ACK). If the logout failed,
the ASAmessage includes a failure
notification (NAK).

JSRC, NASREQ, PTSP274Abort-Session-Answer (ASA)

Request fromtheSAEto theapplication
or from the application to the SAE for
statistics.

JSRC, PTSP271Accounting-Request (ACR)

Response to the ACRmessage to
provide statistics for each installed
policy (service).

JSRC, PTSP271Accounting-Answer (ACA)
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Table 60: Diameter Messages and Diameter Applications (continued)

DescriptionApplicationCodeDiameter Message

Gx-Plus272Credit-Control-Request (CCR)
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Table 60: Diameter Messages and Diameter Applications (continued)

DescriptionApplicationCodeDiameter Message

Request from Gx-Plus to the PCRF at
subscriber login, logout, or update.

An initial request (CCR-I) is sent when
asubscriber logs inandAAA is requested
to activate the subscriber’s session.
Gx-Plus retries the CCR-I message if a
CCA-I message is not received from the
PCRF within 10 seconds. The CCR-I
message is retried up to 3 times.

The CCR-I message includes the
Diameter AVP Subscription-Id attribute
(443) with the Subscription-Id-Type
Diameter AVP sub-attribute (450) set
to 4 (END_USER_PRIVATE) and the
Subscription-Id-Data Diameter AVP
sub-attribute (444) set to reserved.

If no CCA-I is received after the 4 CCR-I
messages have been sent—the first
message plus 3 retries—then Gx-Plus
starts sendingCCR-Nmessages.CCR-N
messages are retried forever until a
success or failure response is received
from the PCRF. CCR-Nmessages
include the Juniper-Provisioning-Source
AVP (AVP code 2101) set to local to
notify the PCRF that the router has the
authority to make a local decision
regarding subscriber service activation.

An update request (CCR-U)message is
sentwhen a usage threshold is reached.
The CCR-U reports the actual usage for
all statistics. The PCRFmay return a
CCA-Umessage that includes new
monitoring thresholds, service
activations, service deactivations.

If the PCRF times out on the CCR-U
report, the router sets the threshold
default to 10minutes.When the change
in threshold values is less than the
minimum, thevaluesareadjusted to the
minimums. For example, the minimum
increase for duration is 10 minutes.

ACCR-U is also sent to report the status
of service activation or deactivation.
Whenamonitoredservice isdeactivated
separate from a subscriber logout, the
CCR-U indicates that the service is no
longer active and includes the service’s
usage data.

A CCR-U is sent to the PCRF after the
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Table 60: Diameter Messages and Diameter Applications (continued)

DescriptionApplicationCodeDiameter Message

router sends an RAAmessage in
response to an RARmessage that
requests service activations or
deactivations.

A termination request (CCR-T) is sent
at subscriber logout to inform the PCRF
that a provisioned subscriber session is
being terminated. CCR-Tmessages are
retried forever until a success response
is received from the PCRF.

Whenamonitoredservice isdeactivated
as part of the subscriber logout, the
CCR-Tmessage includes monitored
usagedata for the service, suchasbytes
used.

Reply from thePCRF toaCCRmessage.

In response toaCCR-I, thePCRF returns
aCCA-Imessage that indicates success
(DIAMETER_SUCCESS) or failure
(DIAMETER AUTHORIZATION
REJECTED) depending on whether the
subscriber has sufficient credit for the
requested services. All other responses
are ignored and the CCR-I is retried.

In response to a CCR-T, the PCRF
returns aCCA-Tmessage that indicates
a successful terminationwith a value of
2001 (DIAMETER SUCCESS) in the
Result-Code AVP. All other responses
are ignored and the CCR-T is retried.

A CCA-N is a response to a CCR-N.

Gx-Plus272Credit-Control-Answer (CCA)

Discovery request from the PCRF to
Gx-Plus to discover subscriber sessions
on the router.

Gx-Plus8388629Juniper-Session-Discovery-Request
(JSDR)

Reply from router to a JSDRmessage;
describes session information. The
Result-Code AVP includes one of the
following values, or an error value:

• 2001—DIAMETER_SUCCESS; theend
of the database was reached,
meaning all information has been
sent.

• 2002—DIAMETER_LIMITED_SUCCESS;
some of the session information was
sent, but more remains to be sent.

Gx-Plus8388629Juniper-Session-Discovery-Answer
(JSDA)
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Table 60: Diameter Messages and Diameter Applications (continued)

DescriptionApplicationCodeDiameter Message

Request from router to PCRF regarding
events that take place on the router.
Notifies the PCRF of certain events on
the router by including the
Juniper-Event-Type AVP (AVP code
2103). Events reported include cold or
warmboots, explicit discovery requests,
substantial configuration changes,
non-response or error response from
PCRF, and exhaustion of fault-tolerant
resources.

Gx-Plus8388628Juniper-Session-Event-Request
(JSER)

Reply from PCRF to a JSERmessage.Gx-Plus8388628Juniper-Session-Event-Answer
(JSEA)

Request from the SAE to the router to
activate or deactivate services for a
subscriber.

JSRC, PTSP288Push-Profile-Request (PPR)

Response from the router to the SAE’s
PPRmessage. Includes success or
failurenotification for eachof the service
activation or deactivation commands in
the request.

JSRC, PTSP288Push-Profile-Answer (PPA)

Audit request from the PCRF to router
to determine whether a specific
subscriber is still present.

The router updates the monitoring key
and threshold values when they are
received in the RAR.

Gx-Plus258Re-Auth-Request (RAR)

Reply from router to a RARmessage;
indicates whether the subscriber is
active. The Result-Code AVP includes
one of the following values:

• 2001—DIAMETER_SUCCESS;
subscriber entry was found.

• 5002—DIAMETER_UNKNOWN_SESSION_ID;
subscriber entry was not found.

• 3002—DIAMETER_UNABLE_TO_DELIVER;
Gx-Plus is not configured.

Gx-Plus258Re-Auth-Answer (RAA)

Request from the router to the SAE or
from the SAE to the router to initiate
synchronizationbetween router and the
SAE.

JSRC, PTSP277Session-Resource-Query (SRQ)

Response to the SRQmessage to begin
synchronization.

JSRC, PTSP277Session-Resource-Reply (SRR)
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Table 60: Diameter Messages and Diameter Applications (continued)

DescriptionApplicationCodeDiameter Message

Notification from the router to the SAE
thataprovisionedsubscriber has logged
out.

JSRC, NASREQ, PTSP275Session-Termination-Request
(STR)

Response from the SAE to the router’s
STRmessage. Includes success or
failure notification.

JSRC, NASREQ, PTSP275Session-Termination-Answer (STA)

Release History Table DescriptionRelease

Starting in Junos OS Release 13.1R1, the packet-triggered subscribers and
policy control (PTSP) feature is no longer supported.

13.1R1

Related
Documentation

JuniperNetworksSessionandResourceControl (SRC)and JSRCOverviewonpage829•

• Understanding JSRC-SAE Interactions on page 831

• Gx-Plus for Provisioning Subscribers Overview on page 771

• Understanding Gx-Plus Interactions Between the Router and the PCRF on page 773

Diameter AVPs and Diameter Applications

Diameter conveys information by including various attribute-value pairs (AVPs) in

Diametermessages, in the sameway that RADIUS conveys information in both standard

IETF RADIUS attributes and vendor-specific attributes. Table 61 on page 752 lists the

standard Diameter AVPs used in interactions with the supported Diameter applications.

Diameter reserves AVP attribute numbers 0 through 255 for RADIUS attributes that are

implemented in Diameter; the Diameter attribute numbers are the same as for the

corresponding standard RADIUS attributes. Attributes numbered higher than 255 hasve

no corresponding standard RADIUS attribute. Starting in Junos OS Release 13.1R1, the

packet-triggered subscribers and policy control (PTSP) feature is no longer supported.

Table 61: Standard Diameter AVPs

TypeDescriptionApplicationDiameter AVP
Attribute
Number

UTF8StringSpecifies the username. For a subscriber
managed by AAA, the value is the
subscriber’s login name. For a static
interface, the value is the interface name,
which is used as the subscriber’s login
name.

Gx-Plus, JSRC,
NASREQ

User-Name1
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Table 61: Standard Diameter AVPs (continued)

TypeDescriptionApplicationDiameter AVP
Attribute
Number

OctetStringSpecifies the password of the user to be
authenticated or the user's input in a
multi-round authentication exchange.

NASREQUser-Password2

IPAddressSpecifies the IP address of the NAS that
is authenticating the user.

NASREQNAS-IP-Address4

EnumeratedSpecifies the type of service the user has
requested or the type of service to be
provided. One such AVPmay be present
in an authentication or authorization
request or response. ANAS is not required
to implement all of these service types.

NASREQService-Type6

OctetStringIdentifies the IPv4 address configured for
the subscriber. This is the same value as
for RADIUS Framed-IP-Address attribute
[8].

Gx-Plus, JSRC,
NASREQ, PTSP

Framed-IP-Address8

OctetStringIdentifies the four octets of the IPv4
netmask.

NASREQFramed-IP-Netmask9

UTF8StringSpecifies the name of the filter list for a
user. It is intended to be human readable.
Zero or more Filter-Id AVPsmay be sent
in an authorization answer message.

NASREQFilter-ID11

Unsigned32Specifies themaximum transmission unit
(MTU) to be configured for the user, when
it is not negotiated by some other means
(such as PPP).

NASREQFramed-MTU12

UTF8StringSpecifies the 7-bit US-ASCII routing
information.

NASREQFramed-Route22

OctetStringReturns state information fromaDiameter
server to the access device.

NASREQClass25

Unsigned32Specifies the maximum number of
seconds of service provided to the user
before termination of the session.

NASREQSession-Timeout27

Unsigned32Specifies the maximum number of
consecutive seconds of idle connection
allowable to the user before termination
of thesessionorbeforeaprompt is issued.

NASREQIdle-Timeout28

DiamIdentSpecifies the identity of the NAS that
provides service to the user.

NASREQNAS-Identifier32
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Table 61: Standard Diameter AVPs (continued)

TypeDescriptionApplicationDiameter AVP
Attribute
Number

OctetStringSpecifies the contents of the RADIUS
Acct-Session-Id attribute.

NASREQAcct-Session-ID44

UTF8StringLinksmultiple relatedaccountingsessions,
where each session has a unique
Session-Id but the same
Acct-Multi-Session-Id AVP.

NASREQAcct-Multi-Session-ID50

TimeSpecifies the time of the event that
triggered themessage in which this AVP
is included. Time is indicated in seconds
since January 1, 1900, 00:00 UTC.

Gx-Plus, JSRC,
PTSP

Event-Timestamp55

OctetStringSpecifies the PPP Challenge-Handshake
AuthenticationProtocol (CHAP)challenge
sent by the NAS to the CHAP peer.

NASREQCHAP-Challenge60

EnumeratedSpecifies the typeof theport onwhich the
NAS is authenticating the user.

NASREQNAS-Port-Type61

Unsigned32Specifies the maximum number of ports
the NAS provides to the user.

NASREQPort-Limit62

OctetStringIndicates the type of user profile used.NASREQConfiguration-Token78

Unsigned32Specifies thenumberof secondsbetween
each interim accounting update for this
session.

The router uses the following guidelines
for interim accounting:

• Attribute value is within the acceptable
range (600 through 86,400
seconds)—Accounting isupdatedat the
specified interval.

• Attributevalue is less than theminimum
acceptable value—Accounting is
updated at the minimum interval (600
seconds).

• Attribute value is greater than the
maximum acceptable
value—Accounting is updated at the
maximum interval (86,400 seconds).

JSRC, PTSPAcct-Interim-Interval85

UTF8StringIdentifies the port of the NAS that
authenticates the user. This is the same
valueas forRADIUSNAS-Port-Idattribute
[87].

Gx-Plus, JSRC,
NASREQ, PTSP

NAS-Port-Id87
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Table 61: Standard Diameter AVPs (continued)

TypeDescriptionApplicationDiameter AVP
Attribute
Number

OctetStringSpecifies thenameofanassignedaddress
pool to use to assign an address for the
user. If a NAS does not support multiple
address pools, the NAS disregards this
AVP. Address pools are usually used for IP
addresses but can be used for other
protocols if the NAS supports pools for
those protocols.

NASREQFramed-Pool88

OctetStringSpecifies the IPv6prefix configured for the
user.

NASREQFramed-IPv6-Prefix97

UTF8StringSpecifies theUS-ASCII routing information
configured for the user on the NAS.

NASREQFramed-IPv6-Route99

OctetStringSpecifies the name of an assigned pool to
use to assign an IPv6 prefix for the user. If
the access device does not support
multipleprefix pools, itmustdisregard this
AVP.

NASREQFramed-IPv6-Pool100

Unsigned32Specifies support of the Authentication
and Authorization portion of an
application.

NASREQAuth-Application-ID258

UTF8StringSpecifies the subscriber session identifier.
The router assigns the value to uniquely
identify a subscriber session.

Gx-Plus, JSRC,
NASREQ, PTSP

Session-ID263

DiamIdentSpecifies the host that originates a
Diameter message.

NASREQOrigin-Host264
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Table 61: Standard Diameter AVPs (continued)

TypeDescriptionApplicationDiameter AVP
Attribute
Number

Unsigned32Indicates whether a request completed
successfully. Provides an error code if the
request failed.

The following classes are recognized by
Diameter:

• 1xxx—Informational

• 2xxx—Success

• 3xxx—Protocol errors

• 4xxx—Transient errors

• 5xxx—Permanent failures

Unrecognized classes, which begin with
numerals 6–9 or 0, are handled as
permanent failures.

JSRC and PTSP support the following
values; all non-success values are treated
as permanent failures:

• 1001—DIAMETERMULTIROUNDAUTH

• 2001—DIAMETER SUCCESS

• 5002—DIAMETERUNKNOWNSESSION
ID

• 5012—DIAMETERUNABLETOCOMPLY

JSRC also supports the following value,
which is treated as a permanent failure:

• 3004—DIAMETER TOO BUSY; this is a
transient condition, typically when the
router already has a request in process
for a specified subscriber.

Gx-Plus supports the following values for
errors in a PCRF response; when these
values are received or the response is
malformedor unrecognizable, the request
is retried.

• 3001—DIAMETER COMMAND NOT
SUPPORTED; the application is not
running or the command is not
recognized.

• 3004—DIAMETER TOO BUSY; the
receivedmessage is above either the
quota of downstream transactions or
the outstandingmessagememory limit
for messages from the network.

• 5012—DIAMETERUNABLETOCOMPLY;
the receivedmessage is greater than
the local limit.

Gx-Plus, JSRC,
NASREQ, PTSP

Result-Code268
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Table 61: Standard Diameter AVPs (continued)

TypeDescriptionApplicationDiameter AVP
Attribute
Number

EnumeratedIndicates whether AAA session state is
maintained.

• 0—STATEMAINTAINED

• 1—NO STATEMAINTAINED

JSRC, NASREQ,
PTSP

Auth-Session-State277

GroupedSpecifies debugging information in cases
where a request is rejected or not fully
processed due to erroneous information
in a specific AVP. The value of the
Result-Code AVP provides information on
the reason for the Failed-AVP AVP.

NASREQFailed-AVP279

UTF8StringSpecifiesahuman-readableerrormessage
that may accompany a Result-Code AVP.
The Error-Message AVP is not intended to
be useful in real-time; do not expect
network entities to parse the message.

NASREQError-Message281

DiamIdentSpecifies theDiameter realm towhich the
Diameter message is routed.

NASREQDestination-Realm283

DiamIdentSpecifies the host to which a Diamter
message is routed.

NASREQDestination-Host293

EnumeratedIndicates the reason why a session was
terminated on the access device.

• 1—DIAMETER LOGOUT

• 2—DIAMETERSERVICENOTPROVIDED

• 3—DIAMETER BAD ANSWER

• 4—DIAMETER ADMINISTRATIVE

• 5—DIAMETER LINK BROKEN

• 6—DIAMETER AUTH EXPIRED

• 7— DIAMETER USERMOVED

• 8—DIAMETER SESSION TIMEOUT

JSRC, NASREQ,
PTSP

Termination-Cause295

DiamIdentIdentifies the Diameter realm of the
originator of a Diameter message.

NASREQOrigin-Realm296

GroupedSpecifies the information necessary to
authenticate a user using CHAP.

NASREQCHAP-Auth402

Unsigned32Identifies a request within a session. The
combination of Session-Id and
CC-Request-Type is globally unique. The
number is incremented for each request
during thecourseofasession.Thenumber
is reset when a router high availability
event takes place.

Gx-PlusCC-Request-Number415
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Table 61: Standard Diameter AVPs (continued)

TypeDescriptionApplicationDiameter AVP
Attribute
Number

EnumeratedSpecifies the typeofcredit control request:

• INITIAL REQUEST (1)

• UPDATE REQUEST (2)

• TERMINATION_REQUEST (3)

• EVENT REQUEST (4)

Gx-PlusCC-Request-Type416

GroupedContains theamount thatcanbeprovided
of one or more of the following requested
units specified by the client:
CC-Input-Octets, CC-Output-Octets,
CC-Time, or CC-Total-Octets. Included in
CCA-I messages, andmay be included in
CCA-Umessages.

Gx-PlusGranted-Service-Unit431

GroupedContains the followingsub-attributes that
do no appear alone:

• Subscription-Id-Type—(450) This
subattribute has one of the following
integer values:

• 0 = END_USER_E164

• 1 = END_USER_IMSI

• 2 = END_USER_SIP_URI

• 3 = END_USER_NAI

• 4 = END_USER_PRIVATE

• Subscription-Id-Data—(444) This
sub-attribute has a value of reserved.

Gx-PlusSubscription-Id443

GroupedContains the amount of the requested
units that have been actually used;
measured from 4when the service is
activated. The units are one ormore of the
following requested units specified by the
client: CC-Input-Octets,
CC-Output-Octets, CC-Time, or
CC-Total-Octets. Included in CCR-U
messages.

Gx-PlusUsed-Service-Unit446
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Table 61: Standard Diameter AVPs (continued)

TypeDescriptionApplicationDiameter AVP
Attribute
Number

EnumeratedSpecifies the type of account record for
service accounting:

• INTERIM_RECORD—Accounting record
sentbetween thestartandstop records,
at intervals specified by the
Acct-Interim-Interval AVP (AVP code
85). It contains cumulative accounting
data for theexistingaccounting session.

• START_RECORD—Accounting record
sent when the service is activated to
initiate the accounting session. It
contains accounting data relevant to
the initiation of that session.

• STOP_RECORD—Accounting record
sent when the service is deactivated to
terminate the accounting session. It
contains cumulative data relevant to
that session.

JSRC, PTSPAccounting-Record-Type480

GroupedRequests the installation of the rule
(activation of the service) designated by
the included Charging-Rule-Name AVP
(1005). This AVP has a vendor ID of 10415
(3GPP).

Gx-Plus,
NASREQ

Charging-Rule-Install1001

GroupedRequests the removal of the rule
(deactivation of the service) designated
by the includedCharging-Rule-NameAVP
(1005). This AVP has a vendor ID of 10415
(3GPP).

Gx-PlusCharging-Rule-Remove1002

OctetStringSpecifies the name of a specific rule that
has been installed, modified, or removed.

Gx-Plus,
NASREQ

Charging-Rule-Name1005

OctetStringSpecifies which of the monitoring
structures to use. Included in
Charging-Rule-Install AVP(1001). TheMX
router does not support aggregation of
statistics across services, so the value of
thisAVPmustbedifferent for eachservice.
This AVPhas a vendor ID of 10415 (3GPP).

Gx-PlusMonitoring-Key1066

GroupedSetsmonitoring thresholds. When service
statisticsmatchat leastoneof thegranted
service values, the router sends a CCR-U
report with the current statistics to the
PCRF. Includes the Monitoring-Key AVP
(1066)andtheGranted-Service-UnitAVP
(431). This AVP has a vendor ID of 10415
(3GPP).

Gx-PlusUsage-Monitoring-Information1067
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Juniper Networks AVPs are used in addition to the standard Diameter AVPs. These AVPs

haveanenterprise number of 2636, andare similar in concept toRADIUSvendor-specific

attributes(VSAs).Table62onpage760 lists the JuniperNetworksAVPsthat thesupported

Diameter applications use.

Table 62: Juniper Networks Diameter AVPs

TypeDescriptionApplicationDiameter AVP
Attribute
Number

OctetStringSpecifies the name of the service bundle.JSRCJuniper-Service-Bundle2004

OctetStringSpecifies the client’s DHCP options.JSRCJuniper-DHCP-Options2010

OctetStringSpecifies the DHCP relay agent’s IP address.JSRCJuniper-DHCP-GI-Address2011

GroupedSpecifies policies to be activated for the
subscriber. Includes Juniper-Policy-Name and
Juniper-Policy-Definition

JSRC, PTSPJuniper-Policy-Install2020

OctetStringDefines the name of a policy decision.JSRC, PTSPJuniper-Policy-Name2021

GroupedDefines a policy decision. Includes
Juniper-Policy-Name, Juniper-Template-Name,
and Juniper-Substitution.

JSRC, PTSPJuniper-Policy-Definition2022

UTF8StringSpecifies theprofile namedefinedby the router.
PTSP supports only the __svc_rule__ policy
template.

JSRC, PTSPJuniper-Template-Name2023

OctetStringDefines the substitution attributes. Includes
Juniper-Substitution-Name and
Juniper-Substitution-Value.

JSRC, PTSPJuniper-Substitution2024

OctetStringDefines thenameof thevariable tobe replaced.JSRC, PTSPJuniper-Substitution-Name2025

OctetStringDefines the value of the variable to be replaced.JSRC, PTSPJuniper-Substitution-Value2026

GroupedSpecifies policies to be deactivated for the
subscriber. Includes Juniper-Policy-Name.

JSRC, PTSPJuniper-Policy-Remove2027

OctetStringSpecifies the name of the policy activation or
deactivation that failed.

JSRC, PTSPJuniper-Policy-Failed2035

OctetStringSpecifies the name of the policy activation or
deactivation that succeeded.

JSRC, PTSPJuniper-Policy-Success2038

UTF8StringSpecifies the logical system.JSRC, PTSPJuniper-Logical-System2046

UTF8StringSpecifies the routing instance.JSRC, PTSPJuniper-Routing-Instance2047
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Table 62: Juniper Networks Diameter AVPs (continued)

TypeDescriptionApplicationDiameter AVP
Attribute
Number

GroupedSpecifies the logical system and routing
instance for the subscriber or request. Includes
Juniper-Logical-System and
Juniper-Routing-Instance

JSRC, PTSPJuniper-Jsrc-Partition2048

EnumeratedDescribes the type of request:

• 1—ADDRESS_AUTHORIZATION

• 2—PROVISIONING_REQUEST

• 3—SYNCHRONIZATION

JSRC, PTSPJuniper-Request-Type2050

EnumeratedDescribes the type of synchronization:

• 1—FULL-SYNC

• 2—FAST-SYNC

• 3—NO-STATE-TO-SYNC

JSRC, PTSPJuniper-Synchronization-Type2051

EnumeratedDescribes the state of synchronization:

• 1—NO-SYNC; this is the default state

• 2—SYNC-IN-PROGRESS

• 3—SYNC-COMPLETE

JSRC, PTSPJuniper-Synchronization2052

GroupedSpecifies the statistics data for each policy
installed for this subscriber. Includes
Juniper-Policy-Name.

JSRC, PTSPJuniper-Acct-Record2053

EnumeratedSpecifies whether to collect accounting data
for the installed policy (service) when included
in the Juniper-Policy-Install AVP:

• 1—COLLECT_ACCT

• 2—NOT_COLLECT_ACCT

JSRC, PTSPJuniper-Acct-Collect2054

Unsigned32Specifies the value assigned to each
synchronization cycle for the purpose of
identifying which messages to discard. All
solicited requests containing the same
Juniper-State-ID belong to the same
Session-Resource-Query(SRQ)synchronization
cycle.Messages fromaprevioussynchronization
cycle are discarded. When a new cycle begins,
the value of the Juniper-State-ID AVP is
increased by 1.

NOTE: For solicited synchronization requests,
the SRQmessage contains the incremented
Juniper-State-ID value. For unsolicited
synchronization requests, the
Session-Resource-Reply (SRR)message
contains the incremented Juniper-State-IDvalue.

JSRC, PTSPJuniper-State-ID2058
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Table 62: Juniper Networks Diameter AVPs (continued)

TypeDescriptionApplicationDiameter AVP
Attribute
Number

UTF8StringSpecifies the name of the virtual router
associated with the session.

Gx-Plus,
JSRC

Juniper-Virtual-Router2100

EnumeratedSpecifies theprovisioning source for the session
in CCR-N and JSDAmessages:

• 1—Local

• 2—Remote

Gx-PlusJuniper-Provisioning-Source2101

GroupedDefines the group used in JSDAmessages that
includes the session ID, and optionally
Juniper-Provisioning-Source and subscriber
data.

Gx-PlusJuniper-Provisioning-Descriptor2102

EnumeratedCommunicates the event type in JSER
messages:

• 1–Cold boot; all sessions are lost

• 2—Warm boot; sessions are preserved

• 3—Discovery requested by the operator

• 4—Are you there? (AYT); application level
ping sent when the notification is due to no
response or an erroneous response from the
PCRF, or due to a configuration change.

• 5—AWD; application-levelwatchdog sent by
the router when there has been no other
activity for 15 seconds. The watchdog is sent
every 5 seconds unless preempted by
higher-priority synchronization event.

Gx-PlusJuniper-Event-Type2103

GroupedDefines the group used in JSDR and JSDA
messages that includes parameters of a
discovery request: discovery type, request string,
verbosity, max results.

Gx-PlusJuniper-Discovery-Descriptor2104

EnumeratedSpecifies the discovery subcommand for JSDR
and JSDAmessages:

• 1—Exact: look up the data for the specified
session.

• 2—Bulk:Provideget-bulk kindsof information
after the specified string.

• 3—Done: Stop retries for all sessions up to
the specified session.

Gx-PlusJuniper-Discovery-Type2105
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Table 62: Juniper Networks Diameter AVPs (continued)

TypeDescriptionApplicationDiameter AVP
Attribute
Number

EnumeratedSpecifies the verbosity level for JSDR and JSDA
messages:

• 1—Summary; includeonly theSession-IdAVP.

• 2—Brief; include the Session-Id,
Juniper-Virtual-Router, and
Framed-IP-Address AVPs.

• 3—Detail; include the Session-Id,
Juniper-Provisioning-Source,
Juniper-Virtual-Router, Framed-IP-Address,
and Event-Timestamp AVPs.

4—Extensive; include all available session
information.

Gx-PlusJuniper-Verbosity-Level2106

UTF8StringSpecifies a generic string that is interpreted
according to the context.

Gx-PlusJuniper-String-A2107

UTF8StringSpecifies a generic string that is interpreted
according to the context.

Gx-PlusJuniper-String-B2108

UTF8StringSpecifies a generic string that is interpreted
according to the context.

Gx-PlusJuniper-String-C2109

Unsigned32Specifies ageneric, unsigned32-bit integer that
is interpreted according to the context.

Gx-PlusJuniper-Unsigned32-A2110

Unsigned32Specifies ageneric, unsigned32-bit integer that
is interpreted according to the context.

Gx-PlusJuniper-Unsigned32-B2111

Unsigned32Specifies ageneric, unsigned32-bit integer that
is interpreted according to the context.

Gx-PlusJuniper-Unsigned32-C2112

Tekelec AVPs are used only for Gx-Plus. These AVPs have an enterprise number of 21274.

Table 63 on page 763 lists the Tekelec AVPs. These four variables are used to provide

substitution values for user-defined CoS service variables.

Table 63: Tekelec Diameter AVPs

TypeDescriptionApplicationDiameter AVP
Attribute
Number

OctetStringDefines the name of the service variable
to be replaced.

Gx-PlusTekelec-Charging-Rule-Argument-Name5555

OctetStringDefines the value of the service variable to
be replaced.

Gx-PlusTekelec-Charging-Rule-Argument-Value5556
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Table 63: Tekelec Diameter AVPs (continued)

TypeDescriptionApplicationDiameter AVP
Attribute
Number

GroupedDefines the substitutionattributes used to
replace service variables. Includes
Tekelec-Charging-Rule-Argument-Name
AVP (5555) and
Tekelec-Charging-Rule-Argument-Value
AVP (5556).

Gx-PlusTekelec-Charging-Rule-Argument5557

GroupedRequests the installation of the rule
(activation of the service) designated by
the included Charging-Rule-Name AVP
(1005). Requested service variable
substitutionsareprovidedby theoptionally
included
Tekelec-Charging-Rule-Argument AVP
(5557).

Gx-PlusTekelec-Charging-Rule-With-Arguments5558

Release History Table DescriptionRelease

Starting in Junos OS Release 13.1R1, the packet-triggered subscribers and
policy control (PTSP) feature is no longer supported.

13.1R1

Related
Documentation

Understanding JSRC-SAE Interactions on page 831•

• Understanding Gx-Plus Interactions Between the Router and the PCRF on page 773

• Diameter Base Protocol Overview on page 743

• JuniperNetworksSessionandResourceControl (SRC)and JSRCOverviewonpage829

• Gx-Plus for Provisioning Subscribers Overview on page 771

Configuring Diameter

YouconfigureDiameter by specifying the endpoint origin, the remotepeers, the transport

layer connection, andnetworkelements thatassociate routeswithpeers.Only themaster

Diameter instance is currently supported. You can configure alternative values for the

master instance only in the context of the master routing instance

To configure Diameter base protocol:

1. Configure the origin realm and origin host of the Diameter master instance.

See “Configuring the Origin Attributes of the Diameter Instance” on page 765

2. Configure the Diameter peers.

See “Configuring Diameter Peers” on page 765

Copyright © 2018, Juniper Networks, Inc.764

Broadband Subscriber Sessions Feature Guide



3. (Optional) Configure the Diameter transport layer elements.

See “Configuring the Diameter Transport” on page 767

4. (Optional) Configure the Diameter network elements.

See “Configuring Diameter Network Elements” on page 768

5. (Optional) Configure trace options for troubleshooting the configuration.

See “Tracing Diameter Base Protocol Processes for Subscriber Access” on page 899.

Related
Documentation

Diameter Base Protocol Overview on page 743•

Configuring the Origin Attributes of the Diameter Instance

You can configure the identifying characteristics of the endpoint node that originates

Diameter messages for the Diameter instance. The hostname is supplied as the value

for the Origin-Host AVP by the Diameter instance. The realm is supplied as the value for

the Origin-Realm AVP by the Diameter instance.

To configure the origin attributes for a Diameter instance:

1. Specify the name of the host that originates the Diameter message.

[edit diameter origin]
user@host# set host host14

2. Specify the realm of the host that originates the Diameter message.

[edit diameter origin]
user@host# set realm example.com

Related
Documentation

Configuring Diameter on page 764•

• origin on page 1332

Configuring Diameter Peers

You can configure the peers to which Diameter sends messages. By default, logical

system default and routing instancemaster are used. Port 3868 is used for active

connections to peers by default.

To configure a remote peer for a Diameter instance:

1. Specify the name of the Diameter peer.

[edit diameter]
user@host# edit peer peer-name
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2. Specify the IP address of the Diameter peer. Starting in Junos OS Release 17.3R1, both

IPv4 and IPv6 addresses are supported.

NOTE: Youmust configure the same address family type for the peer and
the corresponding local Diameter transport connection.

[edit diameter peer peer-name]
user@host# set address ip-address

3. (Optional) Specify a routing instance, a logical system, or a logical systemand routing

instance for the Diameter peer.

[edit diameter peer peer-name]
user@host# set routing-instance routing-instance-name

[edit diameter peer peer-name]
user@host# set logical-system logical-system-name

[edit diameter peer peer-name]
user@host# set logical-system logical-system-name routing-instance
routing-instance-name

4. (Optional) Specify the port that Diameter uses for active connections to the peer.

[edit diameter peer peer-name]
user@host# set connect-actively port port-number

5. (Optional) Specify the transport that Diameter uses for active connections to the

peer.

[edit diameter peer peer-name]
user@host# set connect-actively transport transport-name

6. (Optional) Specify the name of the peer host and the name of the peer realm.

NOTE: Youmust specify both the host and realm for the peer origin.

[edit diameter peer peer-name]
user@host# set peer-origin host hostname realm realm-name

7. (Optional) Include the Origin-State attribute-value pair (AVP) for the Diameter peer

in Diameter base protocol-level messages to enable monitoring of changes in the

AVP value.

[edit diameter peer peer-name]
user@host# set send-origin-state-id

Forexample, the followingconfiguration forpeerp3specifiesan IPv4address, the routing

instance ri8, destination port 49152, transport t6, an origin of host 1 in example.com, and

includes the Origin-State AVP in messages.
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[edit diameter]
user@host# edit peer p3
[edit diameter peer p3]
user@host# set address 192.168.23.10
user@host# set routing-instance ri8
user@host# set connect-actively port 49152
user@host# set connect-actively transport t6
user@host# set peer-origin host host1 realm example.com
user@host# set send-origin-state-id

Release History Table DescriptionRelease

Starting in JunosOSRelease 17.3R1, both IPv4 and IPv6 addresses are
supported.

17.3R1

Related
Documentation

Configuring Diameter on page 764•

Configuring the Diameter Transport

You can configure one or more transports for a Diameter instance to set the IPv4 or IPv6

address for the local connection, and optionally configure a logical system or routing

instance context. By default, the logical system default and the routing instancemaster

are used. The logical system and routing instance for the transport connection must

match that for the peer, or a configuration error is reported. Multiple peers can share the

same transport.

To configure a transport for a Diameter instance:

1. Configure the transport name.

[edit diameter]
user@host# edit transport transport-name

2. Configure the local IP address for the Diameter local transport connection. Starting

in Junos OS Release 17.3R1, both IPv4 and IPv6 addresses are supported.

NOTE: Theaddress familymustmatch that for the remoteDiameter peer.

[edit diameter transport t1]
user@host# set address ip-address

3. (Optional) Configure a logical system and optionally a routing instance for the

transport.

[edit diameter transport t1]
user@host# set logical-system logical-system-name

4. (Optional) Configure a routing instance for the transport.
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[edit diameter transport t1]
user@host# set routing-instance routing-instance-name

For example, the following configuration for transport t1 specifies an IPv6address, logical

system ls5, and routing instance ri10.

[edit diameter]
user@host# edit transport t1
[edit diameter transport t1]
user@host# set address 2001:db8::113:200
user@host# set logical-system ls5
user@host# set routing-instance ri10

Release History Table DescriptionRelease

Starting in JunosOSRelease 17.3R1, both IPv4 and IPv6 addresses are
supported.

17.3R1

Related
Documentation

Configuring Diameter on page 764•

Configuring Diameter Network Elements

A Diameter network element (DNE) consists of associated functions, a list of prioritized

peers, anda set of forwarding rules. The forwarding rules define individual routes through

a set of associated destinations, functions, andmetrics. At least one DNEmust be

configured per chassis to start the Diameter process (jdiameterd).

Before you configure Diameter network elements, perform the following task:

• Define the Diameter peers. See “Configuring Diameter Peers” on page 765.

To configure a Diameter network element:

1. Specify the name of the network element.

[edit diameter]
user@host# set network-element dne25

2. (Optional) Associate one or more functions with the network element. All functions

are associated by default.

[edit diameter network-element dne25]
user@host# set function jsrc

3. Associate a Diameter peer with the network element and set the priority for the peer.

[edit diameter network-element dne25]
user@host# set peer peer1 priority 1
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4. Specify a route that is reachable through thenetworkelementbasedon the forwarding

rules that you define.

[edit diameter network-element dne25]
user@host# set forwarding route dne-route2

5. Specify a metric for the route.

[edit diameter network-element dne25 forwarding route dne-route2]
user@host# setmetric 15

6. (Optional) Associate the route with a destination host and realm.

[edit diameter network-element dne25 forwarding route dne-route2]
user@host# set destination host host5 realm example.com

7. (Optional) Specify a function (application) associated with the route.

[edit diameter network-element dne25 forwarding route dne-route2]
user@host# set function jsrc

8. (Optional)Specify the realmof thenetworkelementoriginandoptionallyalsospecify

the name of the element host.

NOTE: Only the realm name is required.

[edit diameter peer p3]
user@host# set dne-origin realm realm-name <host hostname>

Related
Documentation

• Configuring Diameter on page 764
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CHAPTER 74

Configuring Gx-Plus for Provisioning
Subscribers

• Gx-Plus for Provisioning Subscribers Overview on page 771

• Understanding Gx-Plus Interactions Between the Router and the PCRF on page 773

• Configuring Gx-Plus on page 782

• Configuring the Gx-Plus Partition on page 783

• Configuring Gx-Plus Global Attributes on page 784

• Provisioning Subscribers with Gx-Plus on page 785

Gx-Plus for Provisioning Subscribers Overview

Gx-Plus is a Diameter-based application that extends the capability of the Gx interface.

The 3rd Generation Partnership Project (3GPP) defined Gx as the online policy interface

between the Policy Control and Charging Rules Function (PCRF) and the Policy and

Charging Enforcement Function (PCEF), to provide control over policy and flow-based

charges for subscribers. The PCRF is a centralized policy decision point that deploys

business policy rules to allocate broadbandnetwork resources andmanages flow-based

charges for subscribersandservices. The router functionsas thePCEF in this environment.

Gx-Plus provides provisioning, activation, and deactivation of services; threshold triggers

for service statistics processing; service accounting; subscriber session termination; fault

recovery; and event (subscriber login and logout) notifications. The terminology typically

used for PCRFs varies slightly from standard Junos OS terminology. The terms listed in

Table 64 on page 771 are interchangeable.

Table 64: Differences Between Gx-Plus and Junos OS Terminology

Junos OSGx-Plus

servicepolicy

servicerule

service activation or instantiationrule install or installation

service deactivationrule uninstall
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Table 64: Differences Between Gx-Plus and Junos OS Terminology (continued)

Junos OSGx-Plus

service accountingusagemonitoring

Gx-Plus enables the router acting as a PCEF to exchange Diameter Credit-Control

Application (DCCA)messages with a PCRF residing on a server to request credit

authorizationandserviceprovisioning for authenticatedsubscribers.Whenanapplication

requestsAAAtoactivateasubscriber’s session, the router sendsaCredit-Control-Request

(CCR)message to determine whether the subscriber has credit for the desired services

and to request provisioning of those services from the PCRF policy manager.

ThePCRF respondswithaCredit-Control-Answer (CCA)message that indicates success

or failure for credit authorization. If the subscriber has sufficient credit for the requested

services, credit is authorized. If the subscriber has insufficient credit for the services, credit

authorization fails.

The CCA can include services to be activated for the subscriber. If the response times

out, the subscriber is logged in but only default services—if present—are activated for

the subscriber. The router interprets the omission of the Result-Code AVP from the CCA

as a provisioning authorization failure and does not allow the subscriber to log in.

When a subscriber client application, such as DHCP, sends a subscriber logout notice to

AAA, the router in turn sends a CCRmessage to the PCRF to request subscriber

termination. The PCRF acknowledges the logout with a CCAmessage.

DifferentDiametermessage typesexchangedby the routerand thePCRFcontaindifferent

sets of attribute-value pairs (AVPs). If data for an AVP is not available for a request to

thePCRF, thatAVP isomitted fromthemessage. If thePCRFsubsequentlyhas insufficient

information to decide on the request, it may deny the request.

Gx-Plus establishes sessions that correspond to IPv4 DHCP sessions on dual-stack

IPv6/IPv4or IPv4-only subscriber interfaces, depending on the access profile. By default,

IPv6 information is not communicated to thePCRF.Youmust explicitly configureGx-Plus

to include IPv6 information. When you do so, Gx-Plus can establish sessions that

correspond toDHCPv6sessionson IPv6-enabledsubscriber interfacesandondual-stack

IPv6/IPv4-enabled interfaces.

Fordual-stackDHCPsubscribers (DHCPv4andDHCPv6onthesameVLAN),eachDHCP

session is treated as a separate Gx-Plus session. However, only a single Gx-Plus session

exists for dual-stack PPP sessions.

Gx-Plus includes the following fault tolerance and recovery capabilities:

• Unlimited retries of unacknowledged provisioning requests

• Unlimited retries of logout requests

• Router event notification

• Router discovery
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NOTE: MorethanoneDiameter-basedapplication(function), suchasGx-Plus
or JSRC, can run on a router simultaneously.

Related
Documentation

Messages Used by Diameter Applications on page 746•

• Diameter AVPs and Diameter Applications on page 752

• Understanding Gx-Plus Interactions Between the Router and the PCRF on page 773

• Configuring Gx-Plus on page 782

Understanding Gx-Plus Interactions Between the Router and the PCRF

This topic describes the sequences of Diameter messages exchanged bymeans of

Gx-Plus between the Policy Control and Rules Charging Function (PCRF) and the router

actingasaPolicy andChargingEnforcement Function (PCEF)as they interact toperform

the following tasks for subscriber access:

• Subscriber login

• Fault tolerance and event notification

• Subscriber usage thresholds andmonitoring

• Subscriber audit

• Subscriber logout

Subscriber Login

Gx-Plus provisioning is enabled for subscribers when you include the provisioning-order

gx-plus statement at the [edit access profile profile-name] hierarchy level. When an

application requests AAA to activate the subscriber's session, the router sends a CCR-I

message to the PCRF to request provisioning for the subscriber session. The CCR-I

messagemust include the Juniper-Virtual-Router, Framed-IP-Address, andNAS-Port-ID

AVPs. The request is not generated when no IPv4 address has been assigned to the

subscriber, when IPv6 is enabled and an IPv6 address has been assigned, or when the

NAS-Port-ID is unknown.Starting in JunosOSRelease 17.4R1, theCCR-Imessage includes

the Subscription-Id AVP (AVP code 443) with the Subscription-Id-Type AVP set to 4

and Subscription-Id-Data AVP set to reserved.

The PCRF returns a CCA-I message that includes the Result-Code AVP (AVP code 268).

The router considers a CCA-I that does not include the Result-Code AVP as a failed

response. The CCA-I can return the Charging-Rule-Install AVP (AVP code 1001), which

identifies services to be activated.

If the Result-Code value is DIAMETER_SUCCESS (2001), the router communicates to

AAA that the requested service is activated. If the Result-Code value is

DIAMETER_AUTHORIZATION_REJECTED, the router communicates to AAA that the
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service activation is not permitted. If the Result-Code AVP has any other value, or is

missing, the request is retried. A total of three CCR-I messages can be sent.

If the PCRF does not indicate success or failure, then by default the router continues to

send requests, but the retry requests are CCR-Nmessages (no-response notifications)

that include the Juniper-Provisioning-Source AVP (AVP code 2101). This AVP indicates

that the router has local decision-making authority to provision services in the absence

of a PCRF response to the CCR-I. This AVP is not present in the CCR-I message.

A subscriber login initiates the following sequence of events:

1. A client application—such as DHCP, PPP, or static subscriber sessions—requests AAA

to authenticate the subscriber.

2. Authenticationbegins if the subscriber accessprofile specifiesRADIUSauthentication.

Login continues when the authentication is successful. Login fails when the

authentication-order statement in the profile does not specify RADIUSauthentication

or no authentication. Login fails unless the authentication-order statement in the

profile specifies RADIUS authentication or no authentication. Login also fails when

authentication fails.

3. Default services are activated for the subscriber. Any services that the authentication

server includes in theauthenticationgrantareactivated.Additionally, adefault service

may have been configured for the client application.

4. If the subscriber access profile specifies Gx-Plus provisioning, the router initiates the

Gx-Plus message exchange by sending a CCR-I message to the PCRF. The router

waits for thePCRF to respondwithaCCA-Imessagewithinanon-configurable timeout

period.

When the PCRF responds within the timeout period and includes the

Charging-Rule-Install AVP in the CCA-Imessage, subscriber login is delayedwhile the

router deactivatesanydefault servicesandattempts toactivate the specified services.

• If all the specified services are activated, then the login completes.

• If any of the services cannot be activated, the router sends the PCRF a CCR-U

message with the status of the services (a rule report). The PCRF responds to this

message with a CCA-U that can contain a new set of services for activation.

• The router ignores any default services, even If the CCA-Imessage does not include

any services. In this circumstance, no services are activated.

If the PCRF does not return a CCA-I within the timeout period, subscriber login

completes.

• The router searches first for services returned from the authentication server and

activates any it finds. If no such services are found, then the router activates any

locally configureddefault services. Subscriber login completeswhendefault service

activation is successful, but fails when any default service fails to activate. Because

default servicesarenot required tobepresent, login also completeswhennodefault

services are found.
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• If login completes (withorwithout adefault service), the router periodically resends

theCCR-Imessage to thePCRF. If thePCRFsubsequently returnsaCCA-I, the router

deactivates the default service, if any, and then activates any services included in

theCCA-I. If themessagedoes not include any services, then no service is activated,

not even a default service.

• If any of the services contained in the CCA-I cannot be activated, the router sends

thePCRFaCCR-Umessagewith the statusof the services (a rule report). ThePCRF

responds to this message with a CCA-U that can contain a new set of services for

activation.

5. The router begins to monitor session accounting statistics if the CCA-I message

includes any threshold triggers for usagemonitoring. The

Usage-Monitoring-Information AVP (AVP code 1067) contains the threshold triggers

in the Granted-Service-Unit AVP (AVP code 431). The triggers are the values granted

by the PCRF for the following statistics: duration of the session, input octets count,

output octets count, and total octets count.

a. If the service statistics meet or exceed any of these trigger thresholds during the

session, the router sends a CCR-Umessage to the PCRF with accounting

information in the Usage-Monitoring-Information AVP (AVP code 1067). The AVP

now contains the Used-Service-Unit AVP (AVP code 446) to report the current

values for all four statistics.

b. In response, the PCRFmay return a CCA-Umessage with the

Usage-Monitoring-Information AVP, which can include any of the following: the

Granted-Service-Unit AVP with new threshold triggers (absolute values rather

than increments to the previous thresholds), the Charging-Rule-Install AVP (AVP

code 1001) for service activations, or the Charging-Rule-Remove AVP (AVP code

1002) for service deactivations.

NOTE: The router does not aggregate statistics across services.

6. When the subscriber logsout, the router sendsaCCR-Tmessage (terminationnotice)

to the PCRF, which responds with a CCA-Tmessage.

Fault Tolerance and Event Notification

Although the probability is low, the PCRF and the router can have different values for the

number of subscribers. This error can arise from the following scenarios:

• CCA-I loss: if no CCA-I is delivered to the router, then the PCRF considers a subscriber

as provisioned whereas the router considers it not provisioned.

• CCR-T loss: if no CCR-T is delivered to the PCRF, then the PCRF considers a subscriber

to be provisionedwhereas the router considers the subscriber not provisioned (logged

out).

Loss of messages can be greater during cold boots and high availability events.

UnacknowledgedCCR-I andCCR-T requestsare retransmitted forever until a satisfactory

response is received to reduce the incidenceof failure, and significant events are reported
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to Gx-Plus. By default, the number of outstanding requests is limited to 40 to avoid

overloading thePCRF.This limit reduces thepossibility of losing requests. Youcanmodify

this number by including themax-outstanding-requests statement at the [edit

access-gx-plus global] hierarchy level.

Gx-Plus does not rely on the connection state between devices to detect router or PCRF

outages, because some events do not affect the connection state and others are not

detectedwhen there is aDiameter relayor proxybetween thedevices. Event notifications

(JSERmessages) are sent when certain events take place on the router. The

Juniper-Event-Type AVP (AVP code 2103) in the message describes the event.

Event notifications are retried until Gx-Plus returns a JSEAmessage with a Result-Code

value of DIAMETER_SUCCESS (2001) to acknowledge receipt of the event notification.

When retrying notifications, one notification is sent for each outstanding event. No other

request are sent as long as there is any outstanding event other than an application

watch dog (AWD).

Table 65 on page 776 lists router events and the subsequent router and PCRF actions.

Table 65: Router Events, Router Actions, and PCRF Actions

PCRF ActionRouter ActionRouter Event

Respond to event notification.Send event notification.The router receives no response from the PCRF or an error
response.

Respond to event notification and
perform discovery.

Send event notification.The configuration changes.

Significant changes such as the origin host or realm and
the Gx-Plus partition destination host or realm also
increment the value of the Origin-State-Id AVP.

Respond to event notification.Send event notification.The router receives an explicit discovery request from the
PCRF.

Respond to event notification and
clear the database.

Send event notification.The router undergoes a cold boot and all sessions are lost.
This can result from a catastrophic failure or power cycle.

Respond to event notification and
clear the database.

Send event notification.The router undergoes a warm boot.

Respond to event notification and
perform discovery.

Send event notification.Recovery resources that are needed to continuously retry
unacknowledged requests (CCR-N andCCR-Tmessages)
are exhausted. The value of the Origin-State-Id AVP is
incremented.

This event is unlikely to occur.

An important aspect of Gx-Plus fault tolerance is that subscriber login and termination

requests are retried (replayed) forever until a satisfactory response is received from the

PCRF. In rare circumstances, this can result in a stack of pending requests being replayed

over and over.
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You can issue the clear network-access gx-plus replay command to clear all pending

requests. This command causes Gx-Plus to send a JSERmessage to PCRF that includes

the Juniper-Event-Type AVP (AVP code 2103) with a value of 3 indicating a discovery

request. The PCRF then returns a JDERmessage to initiate discovery of all subscribers.

When this discovery completes, all pending subscriber requests are cleared.

PCRF-Generated Discovery

ThePCRF runsadiscoveryprocess in response todata loss, exhaustionof router resources,

operator request, or router request. The JSDRmessage specifies the level of verbosity

desired in the reply from Gx-Plus. Themessage also specifies whether the request is for

dataaboutaparticular sessionor informationsimilar toanSNMPGet-Bulk forall sessions.

Gx-Plus returns a JSDAmessage that indicates complete success, limited success, or an

error. In the event of success, the requested data is also returned.

Subscriber Accounting

When the PCRF returns a CCA-I message to the router, the messagemay contain

thresholds for any of several usage statistics for a subscriber session or service session:

Duration, inputdata, outputdata, or total data for the session.Upon receipt of a threshold,

the router begins monitoring the subscriber’s service session activity for that statistic.

When the usage statistic reaches the threshold, it triggers the router to send a Gx-Plus

usage notification message (CCR-U) to the PCRF. In response, the PCRFmay send a

CCA-Umessage to specify a new threshold, activate new services, or deactivate current

services.

The PCRF can also send a CCR-Umessage that explicitly requests usagemonitoring for

statistics at different levels. The router canmonitor usage at the subscriber level or at

the service level. The Granted-Service-Unit AVP in the message specifies one or more

of the following the statistics:

• CC-Input-Octets

• CC-Output-Octets

• CC-Total-Octets

• CC-Time

If any other statistics are specified, the router sends the PCRF a CCAmessage indicating

that incorrect statistics were requested. When the specified threshold for a monitored

statistic is reached, the router sends a CCR-U that contains the usage report for the

statistics. In response, the PCRF sends another CCA-R with new thresholds or a request

to activate or deactivate services.

Subscriber Usage Thresholds

Gx-Plus threshold monitoring enables the tracking of session statistics including the

duration of session and the number of input bytes, output bytes, and total bytes allowed

(granted) and used. Threshold monitoring involves the use of numerous AVPs.

• Rule-Install AVP—a grouped AVP that can consist of the following two AVPs:
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• Rule-Install-NameAVP—Thenameof thedynamic-profile toactivate, corresponding

to a service.

• Monitoring-Key AVP—(Optional) The name of the monitoring definition, which is

part of the CCR/RARmessages, and indicates that Gx-Plus thresholds are enabled.

The Monitoring-Key AVPmust be unique within the context of the subscriber, but

more than one of these keys can be included in the Rule-Install AVP, one per

subscriber. For every Monitoring-Key AVP referenced in the Rule-Install AVP, there

must be a corresponding Monitoring AVP.

• Monitoring AVP—Themonitoring definition, consisting of the Monitoring-Key AVP and

either the Granted-Service-Unit AVP or the Used-Service-Unit AVP:

• • Monitoring-Key AVP—The name of the monitoring definition.

• Granted-Service-Unit AVP—A grouped AVP that includes the following session

threshold values:

• Duration AVP—Period of time in seconds allotted to the subscriber before having

to ask for an extension.

• Input-Bytes AVP—Number of input bytes allotted to the subscriber before having

to ask for an extension. A value of zero indicates the threshold is turned off.

• Output-Bytes AVP—Number of output bytes allotted to the subscriber before

having to ask for an extension. A value of zero indicates the threshold is turned off.

• Total-Bytes AVP—Number of input and output bytes in total allotted to the

subscriber before having to ask for an extension.

The Granted-Service-Unit threshold values are somewhat analogous to a lease. In

this case, if no threshold values are supplied, then the granted values or “lease” is

effectively infinite. The absence of thresholds means no limits are placed on the

values.

• Used-Service-UnitAVP—AgroupedAVPthat includes the followingsession threshold

values, which are analogous to a kind of lease:

• Duration AVP—Period of time in seconds that the service has been used.

• Input-Bytes AVP—Number of input bytes used by the subscriber in this session.

• Output-BytesAVP—Numberofoutputbytesusedby thesubscriber in this session.

• Total-BytesAVP—Numberof inputandoutputbytes in total usedby the subscriber

in this session.

No thresholds are enabled if the router acting as a PCEF receives a CCA or RARmessage

that contains one or more Rule-Install-AVPs, but no Monitoring-Key AVPs.

Consider the following example. The PCEF receives the listed AVPs in a CCA-I message.

When thePCEFactivates thesvc-21-g service, thesetofmonitored thresholds, thresh-459

becomes active for the service. The instantiated service is granted 600 seconds, 1 billion

input bytes, 1 billion output bytes, and a total of 2 billion bytes combined.

• Rule-Install AVP
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• Rule-Install-Name AVP = svc-21-g

• Monitoring-Key AVP = thresh-459

• Monitoring AVP

• Monitoring-Key AVP = thresh-459

• Granted-Service-Unit AVP

• Duration AVP = 600s

• Input-Bytes AVP = 1,000,000,000

• Output-Bytes AVP = 1,000,000,000

• Total-Bytes AVP = 2,000,000,000

If the CCA-I includes the following AVPs and values, everything is the same as above

except that no limits are placed on either input bytes or output bytes, just a limit on the

total number of bytes. Omitting the Input-Bytes and Output-Bytes AVPs from the

Granted-Service-Unit AVP has the same effect.

• Rule-Install AVP

• Rule-Install-Name AVP = svc-21-g

• Monitoring-Key AVP = thresh-459

• Monitoring AVP

• Monitoring-Key AVP = thresh-459

• Granted-Service-Unit AVP

• Duration AVP = 600s

• Input-Bytes AVP = 0

• Output-Bytes AVP = 0

• Total-Bytes AVP = 2,000,000,000

It does not matter which threshold is met first; the PCEF behaves the same.

1. It disables the complete set of monitored thresholds for the service. In the examples

above, thresh-459 is disabled for service svc-21-g.

2. Authd sends a threshold report (CCR-U) to the PCRF that includes the Monitoring

AVPwith the current values for the thresholds; thesemake up the Used-Service-Unit

AVP:

• Monitoring AVP

• Monitoring-Key AVP = thresh-459

• Used-Service-Unit AVP
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• Duration AVP = 600s

• Input-Bytes AVP = 22,110,000

• Output-Bytes AVP = 21,161,004

• Total-Bytes AVP = 43,271,004

3. authd expects the PCRF to respond to the CCR-Uwith theMonitoring AVP, supplying

new values for the thresholds. To use the lease analogy, the reply should extend the

“lease” for the session; for example:.

• Monitoring AVP

• Monitoring-Key AVP = thresh-459

• Granted-Service-Unit AVP

• Duration AVP = 3600s

• Input-Bytes AVP = 1,500,000,000

• Output-Bytes AVP = 2,000,000,000

• Total-Bytes AVP = 3,500,000,000

If the new Duration AVP supplied by the PCRF is low, it could result in a tight cycle of

threshold hits, reports, and updates. Consequently the PCEF ensures that the threshold

isof a reasonabledurationbyadding thenewvalue fromthePCRF to thecurrent reported

value; this becomes the newduration grant. Using the example above, the (current value

+ new value) = 600 + 3600 = 4200 seconds.

Whathappens if thePCRF fails to respond to theCCR-U?Rather than leave the thresholds

disabled, the PCEF supplies the Monitoring AVPwith a single new value, the duration:

• Monitoring AVP

• Monitoring-Key AVP = thresh-459

• Granted-Service-Unit AVP

• Duration AVP = current value +minimum-duration

The router has default minimum values for all the threshold AVPs:

• Input-Bytes minimum - 1,000,000

• Output-Bytes minimum - 1,000,000

• Total-Bytes minimum - 1,000,000

• Duration minimum - 600

Using the example of 600 seconds for the current duration value, if the PCRF does not

respond to the CCR-U, the new duration value becomes 600 + 600 = 1200 seconds.

There are no thresholds for the byte counts. When the new duration threshold is met,

the PCEF generates another CCR-U threshold report for the PCRF.
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Subscriber Audit

The PCRF can send a reauthorization request (RARmessage) to Gx-Plus at any time to

determinewhether a particular subscriber is still logged in. You can alsomanually trigger

the PCRF to do so by issuing the clear network-access aaa gx-plus replay command.

The Session-Id AVP identifies the subscriber session. Gx-Plus returns an RAAmessage

to provide status on the subscriber session. When the session is still up (found in the

session database) the Result-Code AVP value in the RAAmessage is

DIAMETER_SUCCESS (2001). When the session is not found, the Result-Code value is

DIAMETER_UNKNOWN_SESSION_ID (5002). A Result-Code value of

DIAMETER_UNABLE_TO_DELIVER (3002) indicates that Gx-Plus is not configured.

Starting in Junos OS Release 17.4R1, the router updates monitored statistics when they

are received in the RAR from the PCRF. When Gx-Plus sends an RAAmessage after

receiving an RARmessage requesting service activation or deactivation, it also sends a

CCR-Umessage to the PCRF with updated statistics.

Subscriber Logout

When the client application sends a subscriber logout notice to AAA, Gx-Plus sends a

CCR-Tmessage to notify the PCRF that the provisioned subscriber session is being

terminated. The PCRF returns a CCA-Tmessage that includes the Result-Code AVP. If

the Result-Code value is DIAMETER_SUCCESS, Gx-Plus notifies AAA, and AAA notifies

theapplication that the logout is complete. IfGx-Plusdoesnot receiveaCCA-Tmessage,

or if the Result-Code AVP has any other value or is missing, then the termination request

is retried until the CCA-Tmessage is returned with DIAMETER_SUCCESS.

Release History Table DescriptionRelease

Starting in Junos OS Release 17.4R1, the CCR-I message includes the
Subscription-Id AVP (AVP code 443) with the Subscription-Id-Type AVP set to
4 and Subscription-Id-Data AVP set to reserved.

17.4R1

Starting in JunosOSRelease 17.4R1, the router updatesmonitored statisticswhen
theyare received in theRARfromthePCRF.WhenGx-Plus sendsanRAAmessage
after receiving an RARmessage requesting service activation or deactivation, it
also sends a CCR-Umessage to the PCRF with updated statistics.

17.4R1

Related
Documentation

Gx-Plus for Provisioning Subscribers Overview on page 771•

• Messages Used by Diameter Applications on page 746

• Diameter AVPs and Diameter Applications on page 752

• Configuring Gx-Plus on page 782

• Default Subscriber Service Overview on page 271

• Configuring a Default Subscriber Service on page 272
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Configuring Gx-Plus

You can configure the Gx-Plus client application to work with a PCRF policy manager

residing on a server. ThePCRF is a centralized policy decision point that deploys business

rules to allocate broadband network resources andmanage subscribers and services.

AAAon the router (acting as thePCEF) usesGx-Plus to request service provisioning from

the PCRF.

NOTE: Contact the Juniper Networks Technical Assistance Center (JTAC)
for information on supported PCRFs.

To configure Gx-Plus:

1. Configure the Gx-Plus partition.

See “Configuring the Gx-Plus Partition” on page 783.

2. Configure Gx-Plus global attributes: the number of outstanding requests permitted

and the inclusion of IPv6 subscribers.

See “Configuring Gx-Plus Global Attributes” on page 784.

3. Configure Gx-Plus provisioning for subscribers.

See “Provisioning Subscribers with Gx-Plus” on page 785.

4. (Optional) Override PCRF control of a subscriber session to correct services or

troubleshoot a problem.

See “Disabling PCRF Control of a Subscriber Session” on page 931.

5. (Optional) Configure Gx-Plus event tracing as part of general authentication service

tracing operations.

See “Tracing General Authentication Service Processes” on page 915.

Related
Documentation

Gx-Plus for Provisioning Subscribers Overview on page 771•
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Configuring the Gx-Plus Partition

Gx-Plusworkswithinaspecific logical system:routing instancecontext, calledapartition.

NOTE: Currently, only a single partition is supported; youmust configure it
within the default logical system:routing instance context.

Before you configure the Gx-Plus partition, perform the following task:

• Configure theDiameter instanceat the [editdiameter]hierarchy level. See “Configuring

Diameter” on page 764.

Configuration for the Gx-Plus partition consists of naming the partition and then

associating a Diameter instance, the PCRF hostname, and the PCRF realmwith the

partition.

To configure the Gx-Plus partition:

1. Create the partition or specify the name of an existing partition.

[edit access gx-plus]
user@host# set partition partition-name

2. Specify the Diameter instance for the Gx-Plus partition.

NOTE: Currently, only thedefaultDiameter instance,master, is supported.

[edit access gx-plus partition partition-name]
user@host# set diameter-instance instance-name

3. (Optional) Configure the destination host for the Gx-Plus partition.

[edit access gx-plus partition partition-name]
user@host# set destination-host hostname

4. Configure the destination realm for the Gx-Plus partition.

[edit access gx-plus partition partition-name]
user@host# set destination-realm realm

The following example shows a Gx-Plus partition configuration.

gx-plus {
partition partition1 {
diameter-instancemaster;
destination-host pcrf1;
destination-realm generic.example.com;

}
}
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Related
Documentation

Configuring Gx-Plus on page 782•

• Gx-Plus for Provisioning Subscribers Overview on page 771

Configuring Gx-Plus Global Attributes

You can configure attributes that apply to all Gx-Plus partitions globally.

When a request from Gx-Plus to the PCRF is not answered or is improperly answered,

Gx-Plus keeps retrying the request until it receives an appropriate answer. If the number

of requests grows too large, the PCRF can become overloaded andmessages can be

lost. To reduce this risk, you can set a limit on the number of outstanding requests to the

PCRF that Gx-Plus can retry.

By default, Gx-Plus does not include IPv6 subscribers in Gx-Plus provisioning requests

to the PCRF. Instead, Gx-Plus only establishes sessions that correspond to IPv4 DHCP

sessions on dual-stack IPv6/IPv4 or IPv4-only subscriber interfaces. Youmust explicitly

configure Gx-Plus to include IPv6 information. When you do so, Gx-Plus can establish

sessions that correspond to DHCPv6 sessions on IPv6-enabled subscriber interfaces

and on dual-stack IPv6/IPv4-enabled interfaces.

To configure Gx-Plus global attributes:

1. (Optional) Set a limit on the number of outstanding requests.

[edit access gx-plus global]
user@host# setmax-outstanding-requests number

2. (Optional) Include IPv6 subscribers in provisioning requests.

[edit access gx-plus global]
user@host# set include-ipv6

For example to limit the number of outstanding requests to 30 and to include IPv6
subscribers:

[edit access gx-plus global]
user@host# setmax-outstanding-requests 30
user@host# set include-ipv6

Related
Documentation

Configuring Gx-Plus on page 782•

• Gx-Plus for Provisioning Subscribers Overview on page 771
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Provisioning Subscribers with Gx-Plus

You can configure AAA to use Gx-Plus to request provisioning fromaPCRF to instantiate

services for an authenticated subscriber.

Before you configure Gx-Plus provisioning for subscribers, perform the following task:

• Create the subscriber access profile at the [edit access profile] hierarchy level. See

“Configuring an Access Profile for Subscriber Management” on page 141.

To configure Gx-Plus provisioning:

• Specify gx-plus as the provisioning method in the profile.

[edit access profile profile-name]
user@host# set provisioning-order gx-plus

Related
Documentation

• Configuring Gx-Plus on page 782

• Gx-Plus for Provisioning Subscribers Overview on page 771
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CHAPTER 75

Configuring 3GPP Policy and Charging
Control

• 3GPP Policy and Charging Control Overview for Wireline Provisioning and

Accounting on page 787

• Policy and Charging Enforcement Function Overview for BroadbandWireline

Subscribers on page 790

• Understanding Gx Interactions Between the Router and the PCRF on page 794

• Understanding Gy Interactions Between the Router and the OCS on page 802

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807

• Understanding Upstream and DownstreamMessages for the PCRF on page 813

• Configuring the OCS Partition on page 816

• Configuring the PCRF Partition on page 820

• Configuring OCS Global Parameters on page 823

3GPP Policy and Charging Control Overview forWireline Provisioning and Accounting

The 3rd Generation Partnership Project (3GPP) Policy and Charging Control (PCC)

provides the unification of wireline provisioning and accounting for customers.

Figure 29 on page 788 shows the components of an overall 3GPP PCC architecture.
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Figure 29: 3GPP PCC Architecture Overview

The four major components of the PCC architecture are:

• Policy and Charging Rules Function (PCRF)—A centralized policy decision point that

deploys business policy and charging rules to allocate broadband network resources

andmanages flow-based charges for subscribers and services. PCRF pushes the rules

down to the Policy and Charging Enforcement Function (PCEF) using the 3GPP Gx

protocol and online policy interface.

• Policy and Charging Enforcement Function (PCEF)—A function that provides user

traffic handling and QoS at the gateway, provides service data flow detection, and

applies the rules received from the PCRF. PCEF optionally interacts with the Online

Charging Function (OCF) within the Online Charging System (OCS) using the 3GPP

Gy protocol to retrieve policy and charging authorization for quotas and credit control.

• Online Charging System (OCS)—The component responsible for interacting with the

PCEF. The PCEF optionally reports usage and receives additional authorizations from

the OCS using the 3GPP Gy protocol. Broadband PCEF (BPCEF) interactions with the

OCS use online session charging with centralized unit determination and centralized

rating.

• Offline Charging System (OFCS)—A process where charging information for network

resource usage is collected concurrently with that resource usage. If credit-based

authorization is not required, the PCEF applies policies and report usage to the OFCS

using the 3GPP Gz protocol. You can also use the OCS as the primary accounting

destination and use the OFCS as a backup.

Table 66 on page 789 lists the functionality differences between PCRF and PCEF.
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Table 66: Functionality Comparison Between PCRF and PCEF

PCEFPCRFFunctionality

Involved at different levels; located at
the gateway.

Involved at different levels; aggregates
information inside the hosting network
and is considered part of the PCC
architecture.

Charging policing implementation

Includes policy enforcement and
flow-based charging functions.

Includes mainly policy control decision
and flow-based control functions.

Functions included

Preconfigured by the PCEF.Activation or deactivation of predefined
PCC rules can only be done by the PCRF.

Predefined PCC rules

SupportedNot supportedOnline and offline charging interactions

The three other components thatmake up thePCCarchitecture in Figure 29onpage 788

are:

• Application Function (AP)—The Application Function interacts with applications or

services that require dynamic PCC. The Application Function extracts session

information from the application signalling and provides application session-related

information to the PCRF using the Rx protocol.

• Subscription Profile Repository (SPR)—SPR contains subscriber and subscription

information on a per-packet data network (PDN) basis. The Sp protocol enables the

PCRF to request subscription information related to a subscriber's service or session.

• Bearer Binding and Event Reporting Function (BBERF)—The PCC rule needs to be

mapped to a particular IP bearer to ensure the packets receive the appropriate QoS

treatment. The association between a PCC rule and a bearer is referred to as bearer

binding. The BBERF location depends on the access technology. For 3GPP, the BBERF

is located in the serving gateway and uses the Gxx protocol.

Related
Documentation

PolicyandChargingEnforcementFunctionOverviewforBroadbandWirelineSubscribers

on page 790

•

• Understanding Gx Interactions Between the Router and the PCRF on page 794

• Understanding Gy Interactions Between the Router and the OCS on page 802

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807
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Policy and Charging Enforcement Function Overview for BroadbandWireline
Subscribers

The Policy and Charging Enforcement Function (PCEF) is one of fourmajor components

of the 3rd Generation Partnership Project (3GPP) Policy and Charging Control (PCC)

architecture in Figure 30 on page 790.

Figure 30: 3GPP PCC Architecture Overview

PCEF provides user traffic handling and quality of service (QoS) at the gateway, provides

service data flow detection, and applies the rules received from the Policy Control and

Charging Rules Function (PCRF). 3GPPdefines Gx as the online policy protocol between

the PCRF and the PCEF to provide control over policy and flow-based charges for

subscribers. The PCRF is a centralized policy decision point that deploys business policy

rules to allocate broadband network resources andmanages flow-based charges for

subscribers and services.Optionally, thePCEF interactswith theOnlineChargingSystem

(OCS)using the3GPPGyprotocol to retrievepolicy andchargingauthorization for quotas

and credit control.

PCEF provides support for the following environments:

• Wireline Access Environment on page 790

• Junos OS Environment on page 792

Wireline Access Environment

For mobile subscribers, the user equipment requests services; for broadband wireline

subscribers, the PCRF requests services. In the wireline environment, PCRF functions as

the service requester, and the PCEF functions as the service receiver and enforcer.
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Adapting the PCCmodel in a wireline environment provides these benefits:

• Convenience

• Advanced technology

• Already implemented by the wireless branch of the carrier that often provides amuch

bigger business than the wireline branch

The PCRF controls the PCEF by pushing charging rules. Charging rules are reused as

service (policy) rules to push policies. Charging rulesmay also have an associated rating

group, or charging key. As a result, the PCEF configurationmust define charging rules and

mapping between credit control services (cc-services) and rating groups.

In many instances, both OCS and Offline Charging System (OFCS) 3GPP accounting

services require Mobile Station International Subscriber Directory Number (MSISDN) be

used for subscriber identification. The MSISDN is passed as the subscription ID. While

eachmobile user equipment device has an associated MSISDN, this information is not

available forwireline subscribers. Toenable thePCRF todynamically pass subscription-ID

parameters, and support a variety of authentication, authorization, and provisioning

configuration, the Juniper attribute-value pairs (AVPs) in Table 67 on page 791 have been

allocated from the Juniper Vendor-ID space (2636) vendor-specific attribute (VSA).

NOTE: If no dynamic-subscription ID is received, then neither OCS or OFCS
communications are initiated.

Table 67: Allocated Juniper AVPs

Diameter FlagDiameter TypeAVP TypeVendor-IDAVP Name

VEnum100012636Juniper-Dyn-Subscription-Indicator

VMGrouped100022636Juniper-Dyn-Subscription-Id

VMInteger32100032636Juniper-Dyn-Subscription-Id-Type

VMUTF8String100042636Juniper-Dyn-Subscription-Id-Data

The client system (router) sends the Juniper-Dyn-Subscription-Id-Indicator AVP to

indicate support of the dynamic assignment of the subscription ID. The

Juniper-Dyn-Subscription-Id-Indicator attribute has two values:

• DYN_SUBSCRIPtION_NOT_SUPPORTED (0)

• DYN_SUBSCRIPTION_SUPPORTED (1)

The server then sends the Juniper-Dyn-Subscription-Id AVP to the client that indicated

support. This is agroupedAVPthat contains thevalues tobesentasSubscription-Id-Type

and Subscription-Id-Data.
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NOTE:

• The PCRF server may use standard Subscription-Id AVP to communicate
the dynamic-subscription ID to the router.

• If both Juniper-Dyn-Subscription-Id and Subscription-Id are sent by the
PCRF, the Subscription-Id value is used.

In many cases, wireline subscribers support only one IP family, which is required

information for both AAA service and PCRF. To indicate this information, the

Juniper-Network-Family-Indicator AVP has been allocated from the Juniper Vendor-ID

space (2636) VSA in Table 68 on page 792.

Table 68: Family Indicator AVP

Diameter FlagDiameter TypeAVP TypeVendor-IDAVP Name

VEnum100102636Juniper-Network-Family-Indicator

The client system (router) sends the Juniper-Network-Family-Indicator AVP to indicate

which network families are associated with the service request and supported by the

subscriber. When you configure the Juniper-Network-Family-Indicator AVP to indicate

the associated network family, the system sends the information to the PCRF. The

Juniper-Network-Family-Indicator attribute has four values:

• UNSPECIFIED (0)

• IPV4_FAMILY (1)

• IPV6_FAMILY (2)

• IPV4_IPV6_FAMILY (3)

Wireline customers often control user services solely through the PCRF and use theOCS

as a convenient real-time usagemonitoring mechanism rather than as an enforcement

unit. To decrease the number of possible erroneous OCS configurations, include the

force-continue statement at the [edit access ocs partition partition-name] hierarchy level

to force the broadband PCEF (BPCEF) to limit the impact of negative responses from

the OCS and quota expirations, and to prevent sending OCS notifications for affected

rating-groups. Whenever the PCEF receives a negative response to any reported group,

it stops reporting this group to the OCS.

Junos OS Environment

There are three categories of dynamic-profiles within the Junos OS environment:

• client-dynamic-profiles

• cos-service-dynamic-profiles

• firewall-service-dynamic-profiles
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Client-dynamic-profiles and cos-service-dynamic-profiles define bandwidth and other

characteristics of the services provided to a subscriber; the firewall-service-profiles

perform filtering and usage counting. For all of the dynamic-profiles’ categories, the

service-dynamic-profile name is used as the value of a Charging-Rule-Name AVP.

When the service-dynamic-profile has no variables, or when defaults provided in

service-dynamic-profile definition are requested, no additional elements are required.

Toprovide customvalues for a service-dynamic-profile, use theCharging-Rule-Defintion

AVPwith additional VSAs.

The PCRF uses existing Juniper-Substitution VSAs (Vendor-ID 2636 and Type 2024) to

supply attributes as a name-value pairs. The PCRFmay also include parameters as

positional notation for part of the rule name. The Redirect-Information AVP (Vendor-ID

10415 and Type 1085) supplies a value for the Redirect-URL parameter.

For every possible service-dynamic-profile parameter name requested by customers, a

new Juniper-Parameter VSA is defined. Table 69 on page 793 describes the initial set of

fixed Juniper-Parameter VSAs.

Table 69: Initial Set of Fixed Juniper-Parameter VSAs

Diameter TypeTypeVendor-IDVSA NameParameter

UTF8String100052636Juniper-Param-Cos-TcpCos-Tcp

UTF8String100062636Juniper-Param-V4-Firewall-Input-FilterV4-Firewall-Input-Filter

UTF8String100072636Juniper-Param-V4-Firewall-Output-FilterV4-Firewall-Output-Filter

UTF8String100082636Juniper-Param-V6-Firewall-Input-FilterV6-Firewall-Input-Filter

UTF8String100092636Juniper-Param-V6-Firewall-Output-FilterV6-Firewall-Output-Filter

If parameters or the Service-Identifier and Rating-Group are required to be indicated by

thePCRF, theCharging-Rule-DefinitionAVP isused; otherwise, theCharging-Rule-Name

AVP is used.

Charging-Rule-Definition ::= < AVP Header: 1003 >
  { Charging-Rule-Name }
  [ Service-Identifier ]
  [ Rating-Group ]
  [ Online ]
  [ Precedence ] 
  [ Juniper-Param-VSA ]
  [ AVPs ] – standard AVPs used as parameters

For instances when there is a Service-Identifier and Rating-Group combination, or when

only the Service-Identifier or only the Rating-Group is specified, the combination must

beuniqueamong the rules installed for a subscriber. You configure the service-context-id

on the router.
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Related
Documentation

3GPP Policy and Charging Control Overview for Wireline Provisioning and Accounting

on page 787

•

• Understanding Gx Interactions Between the Router and the PCRF on page 794

• Understanding Gy Interactions Between the Router and the OCS on page 802

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807

Understanding Gx Interactions Between the Router and the PCRF

The sequences of Diameter messages are exchanged bymeans of the 3rd Generation

Partnership Project (3GPP) Gx protocol between the Policy Control and Rules Charging

Function (PCRF) and the router acting as a Policy and Charging Enforcement Function

(PCEF).

Starting in Junos OS Release 17.3R1, support for additional OCS and PCRF features are

added using Gy and Gx protocols. The new statements:

• accept-sdr is added for PCRF partition at the hierarchy level [edit access pcrf partition

partition-name].

• alternative-partition-name is added forOCSpartition at the hierarchy level [edit access

ocs partition partition-name].

They interact to perform the following subscriber access tasks:

• Subscriber Login on page 794

• Subscriber Update on page 798

• Subscriber Logout on page 799

• Subscriber Disconnect on page 800

• Connectivity Fault Recovery on page 801

Subscriber Login

The router sends a Diameter CCR request containing a fixed set of required information

to a policy manager (PCRF) and receives a CCA response containing policies and other

information. Gx provisioning is enabled for subscribers when you include the

provisioning-order pcrf statement at the [edit access profile profile-name] hierarchy level.

When an application requests AAA to activate the subscriber's session, the router sends

a CCR-GX-I (where I represents INITIAL_REQUEST)message to the PCRF to request a

fix set of provisioning information for the subscriber session, and receives a CCA-GX-I

responsemessage containing policies and other information, including the Result-Code

AVP (AVP code 268).

Whenyouconfigure theprovisioning-order statement in theaccessprofile, thebroadband

PCEF (BPCEF) module sends a provisioning request to the PCRF during the client

activation. The following examples show a CCR-GX-I and CCA-GX-I packet exchange:
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CCR-GX-I Packet Example

CCR-GX-I ::= <Diameter Header: 272, REQ, PXY 16777238>
{ <Session-Id> }
{ Auth-Application-Id:   16777238 }
{ Origin-Host:    <configurable-string> }
{ Origin-Realm:    <configurable-string> }
{ Destination-Realm:   <configurable-string> }
{ CC-Request-Type:   INITIAL_REQUEST(1) }
{ CC-Request-Number:   0 }
{ Subscription-Id:
     { Subscription-Id-Type:  <configurable-integer> }
     { Subscription-Id-Data:   <configurable-string> }
}
}
[ Destination-Host:   <configurable-string> ]  -- if configured
[ Origin-State-Id:   <u32> ]  -- if configured to send
[ Framed-IP-Address:   <ipv4-address-in-radius-encoding> ] -- if available
[ Framed-IPv6-Prefix:   <ipv6-prefix-in-radius-encoding> ]  -- if available
{ IP-CAN-Type:    <configurable-integer> }
{ Online:    ENABLE_ONLINE (1) }
[ User-Name:    <string> ]
[ NAS-Port-Id:    <string> ]     -- if included by config
[ Juniper-Virtual-Router:  <virtual-router-name> ] -- if included by config 
[ Event-Timestamp:   <timestamp> ]  -- login timestamp, if included by config
{ Juniper-Dyn-Subscription-Indicator: DYN_SUBSCRIPTION_SUPPORTED(1) }
{ Juniper-Network-Family-Indicator: <subscriber-family> }

NOTE: The T (potentially retransmittedmessage) bit recalculateswhen the
CCR-GX-I is resent. This flag is set after a link failover procedure to remove
duplicate requests.

CCA-GX-I Packet Example

CCA-GX-I ::= <Diameter Header: 272, PXY, 16777238>
{ <Session-Id> }
{ Result-Code:     <integer> }
{ Auth-Application-Id:    16777238 }
{ Origin-Host:     <string> } -- should match destination-host if configured
{ Origin-Realm:     <string> } -- should match destination-realm
{ Result-Code:     <integer> }
{ CC-Request-Type:    INITIAL_REQUEST(1) }
{ CC-Request-Number:    0 }
[ Juniper-Dyn-Subscription-Id:
     {Juniper-Dyn-Subscription-Id-Type:  <value-to-be-used-for-ocs-interactions>
 }
     {Juniper-Dyn-Subscription-Id-Data:  <value-to-be-used-for-ocs-interactions>
 }
]
*[ Supported-Features ]                   -- ignored
[ Origin-State-Id:    <u32> ]  -- Indicates restart PCRF side
*[ Downstream data units ] 
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NOTE: If no rule-install AVP is defined in the CCA-GX-I, then the default rule
is installed.

All event triggers, including those not yet defined, are acceptable. However,
only a few event triggers actually generate events when implemented.

The PCRF returns a CCA-GX-I message that includes the Result-Code AVP (AVP code

268) that maps to the result categories listed in Table 70 on page 796.

Table 70: Result-Code-AVP Categories

Result CategoryResult-Code-AVP Value

GrantSUCCESS(2001), LIMITED_SUCCSS(2002), and valid message

DenyAUTHENTICATION_REJECTED(4001), UNKNOWN_SESSION_ID(5002),
AUTHORIZATION_REJECTED(5003), and USER_UNKNOWN(5030)

FailureUNABLE_TO_DELIVER(3002), REALM_NOT_SERVED(3003), TOO_BUSY(3004),
LOOP_DETECTED(3005), and REDIRECT_INDICATION(3006)

Permanent-failureAll other Diameter Permanent-failure Result-Code AVPs greater than and equal to 5000, and
all Diameter protocol error Result-Code AVPs greater than and equal to 3000 and less than
4000

FailureOther Result-Code AVPs for invalid message or no-response

As shown in Table 71 on page 796, the CCA-GX-I response processing depends on three

factors:

• Whether the local decision timeout has expired

• The setting of the local decision

• The result category

Table 71 on page 796 also contains PCRF local decision timeout expiration actions.

Table 71: CCA-GX-I Response Processing

Action
Result
Category

PCRF
Local Decision

PCRF Local
Decision Timeout

Clear the local decision timer, apply rules from the
CCA-GX-I, notify the Online Charging System
(OCS), and then acknowledge subscriber
activation.

Grant–Not-expired

Clear the local decision timer and fail subscriber
activation.

Deny–Not-expired

Retry the CCA-GX-I until the local decision time
outs.

Failure–Not-expired
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Table 71: CCA-GX-I Response Processing (continued)

Action
Result
Category

PCRF
Local Decision

PCRF Local
Decision Timeout

Clear the local decision timer, apply the default
rule, acknowledge subscriber activation, and then
keep retrying the CCA-GX-I.

Permanent-failureGrantNot-expired

Fail the subscriber activation and initiate the
subscriber logout process.

Permanent-failureDenyNot-expired

Apply the default rule, keep retrying the CCA-GX-I
indefinitely, andacknowledgesubscriberactivation.

–GrantOn-expiration

Fail the subscriber activation and initiate the
subscriber logout process.

–DenyOn-expiration

If the CCA-GX-I contains rules, remove the default
rules and install the received rules, and then notify
the OCS and acknowledge subscriber activation.

GrantGrantExpired

Log out the client.DenyGrantExpired

Keep retrying the CCA-GX-I indefinitely.FailureGrantExpired

Take a long pause and then restart retrying the
CCA-GX-I.

Permanent-failureGrantExpired

If subscriber still logging out, ignore subscriber;
otherwise, no action required.

DenyDenyExpired

A subscriber login initiates the following sequence of events:

1. A client application—such as DHCP, PPP, or static subscriber sessions—requests AAA

to authenticate the subscriber.

2. Authenticationbegins if the subscriber accessprofile specifiesRADIUSauthentication.

Login continues when the authentication is successful. Login fails when the

authentication-order statement in the profile does not specify RADIUSauthentication

or no authentication. Login also fails when authentication fails.

3. Default services are activated for the subscriber. Any services that the authentication

server includes in theauthenticationgrantareactivated.Additionally, adefault service

may have been configured for the client application.

4. If the subscriber access profile specifies Gx provisioning, the router initiates the Gx

message exchange by sending a CCR-GX-I message to the PCRF. The router waits

for the PCRF to respondwith a CCA-GX-Imessagewithin a non-configurable timeout

period.
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When the PCRF responds within the timeout period and includes the

Charging-Rule-Install AVP in theCCA-GX-Imessage, subscriber login is delayedwhile

the router deactivates any default services and attempts to activate the specified

services.

• If all the specified services are activated, then the login completes.

• If any of the services cannot be activated, the router sends the PCRF a CCR-GX-U

(where U represents UPDATE_REQUEST)message with the status of the services

(a rule report). The PCRF responds to this message with a CCA-GX-U that can

contain a new set of services for activation.

• The router ignores any default services, even If the CCA-GX-I message does not

include any services. In this circumstance, no services are activated.

If the PCRF does not return a CCA-GX-I within the timeout period, subscriber login

completes.

• The router searches first for services returned from the authentication server and

activates any it finds. If no such services are found, then the router activates any

locally configureddefault services. Subscriber login completeswhendefault service

activation is successful, but fails when any default service fails to activate. Because

default servicesarenot required tobepresent, login also completeswhennodefault

services are found.

• If login completes (withorwithout adefault service), the router periodically resends

the CCR-GX-I message to the PCRF. If the PCRF subsequently returns a CCA-GX-I,

the router deactivates the default service, if any, and then activates any services

included in the CCA-GX-I. If the message does not include any services, then no

services are activated, not even a default service.

• If any of the services contained in the CCA-GX-I cannot be activated, the router

sends thePCRFaCCR-GX-Umessagewith the statusof the services (a rule report).

The PCRF responds to this message with a CCA-GX-U that can contain a new set

of services for activation.

Subscriber Update

Whenever a trigger event occurs on the router, an update request is sent to the PCRF.

The following examples show a CCR-GX-U (where U represents UPDATE_REQUEST)

and CCA-GX-U packet exchange:

CCR-GX-U Packet Example

CCR-GX-U ::= <Diameter Header: 272, REQ, PXY 16777238>
{ <Session-Id> }
{ Auth-Application-Id:   16777238 }
{ Origin-Host:    <configurable-string> }
{ Origin-Realm:    <configurable-string> }
{ Destination-Realm:   <configurable-string> }
{ CC-Request-Type:   UPDATE_REQUEST(2) }
{ CC-Request-Number:   <u32> }
[ Destination-Host:   <configurable-string> ]  -- if configured
[ Origin-State-Id:   <u32> ]  -- if configured to send
*[ Upstream data units ] 
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NOTE: The T bit recalculates when the CCR-GX-U is resent.

CCA-GX-U Packet Example

CCA-GX-U ::= <Diameter Header: 272, PXY, 16777238>
{ <Session-Id> }
{ Auth-Application-Id:    16777238 }
{ Origin-Host:     <string> } -- should match destination-host if configured
{ Origin-Realm:     <string> } -- should match destination-realm
{ Result-Code:     <integer> }
{ CC-Request-Type:    UPDATE_REQUEST(2) }
{ CC-Request-Number:    <u32> }
[ Origin-State-Id:    <u32> ]  -- Indicates PCRF restart 
*[ Downstream data units ] 

The PCRF returns a CCA-GX-Umessage that includes the Result-Code AVP (AVP code

268) that maps to the result categories listed in Table 72 on page 799.

Table 72: Result-Code-AVP Categories

Result CategoryResult-Code-AVP Value

SuccessSUCCESS(2001), LIMITED_SUCCSS(2002), and valid message

FailureUNABLE_TO_DELIVER(3002), REALM_NOT_SERVED(3003), TOO_BUSY(3004),
LOOP_DETECTED(3005), and REDIRECT_INDICATION(3006)

SuccessAll other Diameter Permanent-failure Result-Code AVPs greater than and equal to 5000, and
all Diameter protocol error Result-Code AVPs greater than and equal to 3000 and less than
4000

FailureOther Result-Code AVPs for invalid message or no-response

Subscriber Logout

Whentheclientapplicationsendsasubscriber logoutnotice toAAA,GxsendsaCCR-GX-T

(where T represents TERMINATION_REQUEST)message to notify the PCRF that the

provisioned subscriber session is being terminated.

Whenever a trigger event occurs on the router, a terminate request is sent to the PCRF.

The following examples show a CCR-GX-T and CCA-GX-T packet exchange:

CCR-GX-T Packet Example

CCR-GX-T ::= <Diameter Header: 272, REQ, PXY 16777238>
{ <Session-Id> }
{ Auth-Application-Id:   16777238 }
{ Origin-Host:    <configurable-string> }
{ Origin-Realm:    <configurable-string> }
{ Destination-Realm:   <configurable-string> }
{ CC-Request-Type:   TERMINATION_REQUEST(3) }
{ CC-Request-Number:   <u32> }
[ Destination-Host:   <configurable-string> ]  -- if configured
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{ Termination-Cause:   DIAMETER_LOGOUT(1) }
[ Origin-State-Id:   <u32> ]  -- if configured to send
*[ Upstream data units ] 

NOTE: The T bit recalculates when the CCR-GX-T is resent.

CCA-GX-T Packet Example

CCA-GX-T ::= <Diameter Header: 272, PXY, 16777238>
{ <Session-Id> }
{ Auth-Application-Id:    16777238 }
{ Origin-Host:     <string> } -- should match destination-host if configured
{ Origin-Realm:     <string> } -- should match destination-realm
{ Result-Code:     <integer> }
{ CC-Request-Type:    TERMINATION_REQUEST(3) }
{ CC-Request-Number:    <u32> }
[ Origin-State-Id:    <u32> ]  -- Indicates PCRF restart 
*[ Downstream data units ] 

The PCRF returns a CCA-GX-Tmessage that includes the Result-Code AVP (AVP code

268) that maps to the result categories listed in Table 73 on page 800.

Table 73: Result-Code-AVP Categories

Result CategoryResult-Code-AVP Value

SuccessSUCCESS(2001), LIMITED_SUCCSS(2002), and valid message

FailureUNABLE_TO_DELIVER(3002), REALM_NOT_SERVED(3003), TOO_BUSY(3004),
LOOP_DETECTED(3005), and REDIRECT_INDICATION(3006)

SuccessAll other Diameter Permanent-failure Result-Code AVPs greater than and equal to 5000, and
all Diameter protocol error Result-Code AVPs greater than and equal to 3000 and less than
4000

FailureOther Result-Code AVPs for invalid message or no-response

If the Result-Code value is Success, Gx notifies AAA, and AAA notifies the application

that the logout is complete. If Gx does not receive a CCA-GX-Tmessage, or if the

Result-CodeAVPhas any other value or ismissing, then the termination request is retried

until theCCA-GX-Tmessage is returnedwithSuccess. The router notifies thePCRFabout

subscriber logouts by sending another CCR request to be acknowledged by a CCA

response. The PCRFmay also use RAR requests to force subscriber logout or to change

applied services.

If the Result-Code value is Failure, then the request is retried.

Subscriber Disconnect

To perform subscriber disconnects, the PCRF sends a RAR-GX-D (where D represents

DISCONNECT) and the BPCEF responds with a RAA-GX-Dmessage.
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The following examples show a RAR-GX-D and RAA-GX-D packet exchange:

RAR-GX-D Packet Example

RAR-GX-D ::= <Diameter Header: 258, PXY, 16777238>
{ <Session-Id> }
{ Auth-Application-Id:    16777238 }
{ Origin-Host:     <string> } -- should match destination-host if configured
{ Origin-Realm:     <string> } -- should match destination-realm
{ Destination-Realm:    <string> } -- should match origin-realm
{ Destination-Host:    <string> }  -- should match origin-host
{ Re-Auth-Request-Type:    AUTHORIZE_ONLY(0) }
[ Origin-State-Id:    <u32> ]  -- Indicates PCRF restart  
{ Session-Release-Cause:    <enum> }
*[ Downstream data units ]  -- ignored

RAA-GX-D Packet Example

RAA-GX-D ::= <Diameter Header: 272, REQ, PXY, 16777238>
{ <Session-Id> }
{ Auth-Application-Id:   16777238 }
{ Origin-Host:    <configurable-string> }
{ Origin-Realm:    <configurable-string> }
{ Result-Code:    <integer> }
[ Origin-State-Id:   <u32> ] 
*[ Upstream data units ] 

The PCRF returns a RAA-GX-Tmessage that includes the Result-Code AVP (AVP code

268) that maps to the result categories listed in Table 74 on page 801.

Table 74: Result-Code-AVP Categories

Result CategoryResult-Code-AVP Value

Subscriber disconnect is in progress or the subscriber is not foundDIAMETER_SUCCESS(2001)

Subscriber is not removableDIAMETER_UNABLE_TO_COMPLY(5012)

Toomany outstanding disconnect requestsDIAMETER_TOO_BUSY(3004)

NOTE: The BPCEF contains buffering space for at least 512 RAR-GX-D or
RAA-GX-Dmessages.

Connectivity Fault Recovery

Gx does not rely on the connection state between devices to detect router or PCRF

outages, because some events do not affect the connection state and others are not

detected when there is a Diameter relay or proxy between the devices.
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Tomitigate connectivity faultswith the PCRF, the router uses the following fault recovery

procedures:

• If the PCRF is not available, and if you installed and configured a default service, the

subscriber login proceeds accordingly.

• Unacknowledged provisioning requests replay indefinitely or until the subscriber logs

out.

• Logout requests wait for the final OCS interrogation to complete, and then any

unacknowledged logout requests replay for 24 hours.

• The router uses standard Diameter transport redundancy to communicate with

redundant PCRFs.

An importantaspectofGx fault tolerance is that subscriber loginand termination requests

are retried (replayed) 24 hours until a satisfactory response is received from the PCRF.

You can issue the clear network-access pcrf subscribers command to clear all PCRF

subscribers.

Related
Documentation

3GPP Policy and Charging Control Overview for Wireline Provisioning and Accounting

on page 787

•

• PolicyandChargingEnforcementFunctionOverviewforBroadbandWirelineSubscribers

on page 790

• Understanding Upstream and DownstreamMessages for the PCRF on page 813

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807

Understanding Gy Interactions Between the Router and the OCS

Information or interrogations are exchanged bymeans of the 3rd Generation Partnership

Project (3GPP) Gy protocol between the Online Charging System (OCS), and the router

actingasaPolicyandChargingEnforcementFunction (PCEF).BroadbandPCEF(BPCEF)

interactionswith theOCSuseonline sessionchargingwithcentralizedunit determination

and centralized rating. PCEF optionally reports usage and receives additional

authorizations from the OCS using the Gy protocol.

Starting in Junos OS Release 17.3R1, support for additional OCS and PCRF features are

added using Gy and Gx protocols. The new statements:

• accept-sdr is added for PCRF partition at the hierarchy level [edit access pcrf partition

partition-name].

• alternative-partition-name is added forOCSpartition at the hierarchy level [edit access

ocs partition partition-name].
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After subscriber provisioning has been completed between the Policy Control and Rules

ChargingFunction(PCRF)andPCEF, the routerbeginssending the following interrogations

between the OCS and PCEF:

• First Interrogation to the OCS on page 803

• Intermediate Interrogation to the OCS on page 805

• Final Interrogation to the OCS on page 806

• Connectivity Fault Recovery on page 807

• Abort Session Requests on page 807

First Interrogation to the OCS

During the first interrogation, the router sends a Diameter CCR request containing a fixed

set of required information to the OCS charging server. The OCS charging server then

replies with validity-time, rating groups, and usage-quotas.

NOTE: For this implementation phase, the router allows subscriber access
withoutwaiting for theOCSto respond,and theOCSalwaysgrantsnecessary
quotas.

To configure a list of charging services to communicate information with the OCS over

the Gy protocol, configure the charging-service-list ocs statement at the [edit access

profile profile-name] hierarchy level. The following examples show a CCR-GY-I and

CCA-GY-I packet exchange:

NOTE: The T (potentially retransmittedmessage) bit recalculateswhen the
CCR-GY-I is resent. This flag is set after a link failover procedure to aid the
removal of duplicate requests.

CCR-GY-I Packet Example

CCR-GY-I ::= <Diameter Header: 272, REQ, PXY 16777238>
{ <Session-Id> }
{ Origin-Host:    <configurable-string> }
{ Origin-Realm:    <configurable-string> }
{ Destination-Realm:   <configurable-string> }
{ Auth-Application-Id:   4 }
{ Service-Context-Id:   98924@customer.com }
{ CC-Request-Type:   INITIAL_REQUEST(1) }
{ CC-Request-Number:   0 }
[ Destination-Host:   <configurable-string> ]  -- if configured
[ User-Name:    <string> ]
[ Origin-State-Id:   <u32> ]  -- if configured to send
[ Event-Timestamp:   <timestamp> ]  -- login timestamp, if included by config
{ Subscription-Id:
     { Subscription-Id-Type:  <received-from-pcrf> }
     { Subscription-Id-Data:   <received-from-pcrf> }
}
{ Multiple-Services-Indicator:      MULTIPLE_SERVICES_SUPPORTED(1) }          
    { Multiple-Services-CC:  
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    { Service-Identifier:  7 }      
    { Rating-group:   292 }     
}
{ Multiple-Services-CC:  
    { Service-Identifier:  7 }      
    { Rating-group:   293 }     
}
{ Multiple-Services-CC:  
    { Service-Identifier:  7 }      
    { Rating-group:   292 }     
}
{ Multiple-Services-CC:  
    { Service-Identifier:  1 }      
    { Rating-group:   17 }     
}

CCA-GY-I Packet Example

CCA-GY-I ::= <Diameter Header: 272, REQ, PXY 16777238>
{ <Session-Id> }
{ Result-Code:    DIAMETER_SUCCESS(2001) }
{ Origin-Host:    <string> }  -- should match dest-host if configured
{ Origin-Realm:    <string> } -- should match dest-realm
{ Auth-Application-Id:   4 }
{ CC-Request-Type:   INITIAL_REQUEST(1) }
{ CC-Request-Number:   0 }
{ CC-Session-Failover:   FAILOVER_NOT_SUPPORTED(0) } -– ignored
}
{ Multiple-Services-CC:                
    { Granted-Service-Unit:  
    { CC-Time:    123456 }      
    { CC-Total-Octets:   123455999000 }     
    }  
   { Service-Identifier:  7 }      
   { Rating-group:   292 }     
   { Validity-Time:   7200 }      
   { Result-Code:   DIAMETER_SUCCESS(2001) }
}
{ Multiple-Services-CC:  
   { Service-Identifier:  7 }      
   { Rating-group:   293 }     
   { Result-Code:   DIAMETER_CREDIT_CONTROL_NOT_APPLICABLE(4011) }
}
{ Multiple-Services-CC:  
   { Service-Identifier:  7 }      
   { Rating-group:   292 }     
   { Result-Code:   DIAMETER_CREDIT_CONTROL_NOT_APPLICABLE(4011) }
}
{ Multiple-Services-CC:                
    { Granted-Service-Unit:  
    { CC-Time:    123456 }      
    { CC-Total-Octets:   123455999000 }     
    }  
   { Service-Identifier:  1 }      
   { Rating-group:   17 }     
   { Result-Code:   DIAMETER_SUCCESS(2001) }
}
{ CC-Failure-Handling:   TERMINATE(0) }
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Intermediate Interrogation to the OCS

After the router has sent a fixed set of required information to the OCS charging server,

the OCS charging server replies with validity-time, rating groups, and usage-quotas.

Validity-time and quota expirations trigger intermediate interrogation events.

Whenever a trigger event occurs on the router, an update request is sent to the OCS. The

following examples show a CCR-GY-U (where U represents UPDATE_REQUEST) and

CCA-GY-U packet exchange:

CCR-GY-U Packet Example

CCR-GY-U ::= <Diameter Header: 272, REQ, PXY 16777238>
{ <Session-Id> }
{ Origin-Host:    <configurable-string> }
{ Origin-Realm:    <configurable-string> }
{ Destination-Realm:   <configurable-string> }
{ Auth-Application-Id:   4 }
{ Service-Context-Id:   98924@customer.com }
{ CC-Request-Type:   UPDATE_REQUEST(2) }
{ CC-Request-Number:   <integer> }
[ Destination-Host:   <configurable-string> ]  -- if configured
[ User-Name:    <string> ]
[ Origin-State-Id:   <u32> ]  -- if configured to send
[ Event-Timestamp:   <timestamp> ]  -- change timestamp, if included by config
{ Multiple-Services-Indicator:      MULTIPLE_SERVICES_SUPPORTED(1) }          
{ Multiple-Services-CC:  
 { Used-Service-Unit:  
  { Reporting-Reason:  VALIDITY_TIME(4) }
  { CC-Time:   7200 }
  { CC-Total-Octets:  12345 }
  { CC-Input-Octets:  10000 }
  { CC-Output-Octets:  2345 }
 }   
 { Service-Identifier:  7 }      
 { Rating-group:   292 }     
}
{ Multiple-Services-CC:  
 { Used-Service-Unit:  
  { Reporting-Reason:  FINAL(2) }
  { CC-Time:   334556 }
  { CC-Total-Octets:  12345 }
  { CC-Input-Octets:  10000 }
  { CC-Output-Octets:  2345 }
 }   
 { Service-Identifier:  1 }      
 { Rating-group:   17 }     
}
*[ More Multiple-Services-CC]  

CCA-GY-U Packet Example

CCA-GY-U ::= <Diameter Header: 272, REQ, PXY 16777238>
{ <Session-Id> }
{ Result-Code:    DIAMETER_SUCCESS(2001) }
{ Origin-Host:    <string> } -- should match dest-host if configured
{ Origin-Realm:    <string> } -- should match dest-realm
{ Auth-Application-Id:   4 }
{ CC-Request-Type:   UPDATE_REQUEST(1) }
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{ CC-Request-Number:   <integer> }
{ Multiple-Services-CC:  
 { Granted-Service-Unit:  
  { CC-Time:  123456 }
  { CC-Total-Octets: 123455999000 }
 }   
 { Service-Identifier:  7 }      
 { Rating-group:   292 }     
 { Validity-Time:  7200 }      
 { Result-Code:   DIAMETER_SUCCESS(2001) }
}
*[ More Multiple-Services-CC]  

Final Interrogation to the OCS

Whentheclientapplicationsendsasubscriber logoutnotice toAAA,GysendsaCCR-GY-T

(where T represents TERMINATION_REQUEST)message to notify the OCS that the

provisioned subscriber is being terminated.

Whenever a trigger event occurs on the router, a terminate request is sent to the OCS.

The following examples show a CCR-GY-T and CCA-GY-T packet exchange:

CCR-GY-T Packet Example

CCR-GY-T ::= <Diameter Header: 272, REQ, PXY 16777238>
{ <Session-Id> }
{ Origin-Host:    <configurable-string> }
{ Origin-Realm:    <configurable-string> }
{ Destination-Realm:   <configurable-string> }
{ Auth-Application-Id:   4 }
{ Service-Context-Id:   98924@customer.com }
{ CC-Request-Type:   TERMINATE_REQUEST(2) }
{ CC-Request-Number:   <integer> }
[ Destination-Host:   <configurable-string> ]  -- if configured
[ User-Name:    <string> ]
[ Origin-State-Id:   <u32> ]  -- if configured to send
[ Event-Timestamp:   <timestamp> ]  -- logout timestamp, if included by config
{ Termination-Cause:   DIAMETER_LOGOUT(1) }
{ Multiple-Services-CC:  
 { Used-Service-Unit:  
  { Reporting-Reason:  FINAL(2) }
  { CC-Total-Octets:  12345 }
  { CC-Input-Octets:  10000 }
  { CC-Output-Octets:  2345 }
 }   
 { Service-Identifier:  7 }      
 { Rating-group:   292 }     
}
*[ More Multiple-Services-CC]  

CCA-GY-T Packet Example

CCA-GY-T ::= <Diameter Header: 272, REQ, PXY 16777238>
{ <Session-Id> }
{ Result-Code:    DIAMETER_SUCCESS(2001) }
{ Origin-Host:    <string> } -- should match dest-host if configured
{ Origin-Realm:    <string> } -- should match dest-realm
{ Auth-Application-Id:   4 }
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{ CC-Request-Type:   TERMINATE_REQUEST(1) }
{ CC-Request-Number:   <integer> }

Connectivity Fault Recovery

Gydoesnot relyon theconnectionstatebetweendevices todetect routerorOCSoutages,

because some events do not affect the connection state and others are not detected

when there is a Diameter relay or proxy between the devices.

Tomitigate connectivity faults with the OCS, the router uses the following fault recovery

procedures:

• If the OCS is not available, you can configure to allow subscriber traffic by setting the

force-continue statement at the [edit access ocs partition partition-name] hierarchy

level.

NOTE: The force-continuestatement isa requiredconfigurationstatement.

• Unacknowledged first and intermediate interrogations replay indefinitely or until the

subscriber logs out.

• Unacknowledged final interrogations replay for 24 hours.

• The router uses standard Diameter transport redundancy to communicate with

redundant OCSs.

• You can configure transport redundancy events to trigger failures in application traffic.

An importantaspectofGy fault tolerance is that subscriber loginand termination requests

are retried (replayed) 24 hours until a satisfactory response is received from the OCS.

Youcan issue the clearnetwork-accessocsstatistics command to clear allOCSstatistics.

Abort Session Requests

TheOCSmay issueanASR(Abort-Session-Request)when the receivingMXSeries router

collects final data and posts the final interrogation. After the MX Series router receives

the response, it stops updating the OCS for the session involved.

Related
Documentation

3GPP Policy and Charging Control Overview for Wireline Provisioning and Accounting

on page 787

•

• PolicyandChargingEnforcementFunctionOverviewforBroadbandWirelineSubscribers

on page 790

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807

Understanding Rule Interactions Between the PCRF, PCEF, and OCS

Figure 31 on page 808 shows the components of an overall 3rd Generation Partnership

Project (3GPP) Policy and Charging Control (PCC) architecture.

807Copyright © 2018, Juniper Networks, Inc.

Chapter 75: Configuring 3GPP Policy and Charging Control



Figure 31: 3GPP PCC Architecture Overview

The Policy and Charging Rules Function (PCRF) pushes the rules down to the Policy and

Charging Enforcement Function (PCEF) using the 3GPP Gx protocol and online policy

interface. The PCEF provides service data flow detection, and applies the rules received

from the PCRF. Optionally, the PCEF interacts with the Online Charging System (OCS)

using the 3GPP Gy protocol to retrieve policy and charging authorization for quotas and

credit control. Broadband PCEF (BPCEF) interactions with the OCS use online session

charging with centralized unit determination and centralized rating.

The behavior and rule interactions among the PCRF, PCEF, and OCS prohibit you from

adding or modifying rules with a rating group, and require you to set the force-continue

statement at the [edit access ocs partition partition-name] hierarchy level. Two loosely

coupled finite state machines (FSMs), one for PCRF/Gx interactions and the other for

OCS/Gy interactions, control the functionality.

The PCRF, PCEF, and OCS provide the following interactions:

• Login Interactions on page 809

• Update Interactions on page 809

• Quota Expiration and Validity-Time Interactions on page 810

• Connection and Monitoring Interactions on page 810

• Logout Interactions on page 811
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Login Interactions

This login sequence of events is triggered by a CCA-GX-I message received between the

PCRF and PCEF.

1. The PCRF installs the requested services.

2. The PCRF acknowledges subscriber activation and allows subscriber traffic to flow.

3. The PCRF sends a notification to the OCS.

4. The PCRF sends the first interrogation to the OCS using a CCR-GY-I message, and

the OCS sends applicable reports to the PCRF using a CCR-GX-Umessage.

• If the service-dynamic-profile instantiation fails, and the

Resource-Allocation-Notification (ENABLE_NOTIFICATION) is set for the charging

rule, then theOCSsendsa report. The routeracknowledges thesubscriberactivation,

allows subscriber traffic to flow, and continues to repeat the process.

• If the service-dynamic-profile instantiation succeeds, and the

Resource-Allocation-Notification (ENABLE_NOTIFICATION) is set for the charging

rule, and the SUCCESSFUL_RESOURCE_ALLOCATION event trigger is set in the

request, then the OCS sends a report.

• Otherwise, the system considers the response a no operation and takes no further

action.

Update Interactions

This update sequence of events is triggered by anRAR-GX-Umessage received between

the PCRF and PCEF.

1. If the update request contains any installation or modification of rules with rating

groups, then the PCRF rejects the message request; otherwise, it acknowledges the

message request.

2. The PCRF starts the service removal and installation process.

3. The PCRF waits for the service removal and installation process to complete, and if

applicable, the OCS starts the final data collection process.

• If the service being removed has a rating group, the service notifies the OCS that is

part of the existing service removal process.

• The OCS determines whether final data for this service is required to be reported,

and then starts final data collection as necessary.

• If data collection was started successfully, then the service moves into wait state.

4. The OCSwaits for the final data collection process to complete. After final data

collection completes or times out, the service notifies the OCS again. The OCS saves
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data in the subscriber’s privatedirectory andallows service toproceedwith its existing

service removal process.

5. The OCS sends applicable reports to the PCRF using a CCR-GX-Umessage.

• If the service-dynamic-profile instantiation fails, and the

Resource-Allocation-Notification (ENABLE_NOTIFICATION) is set for the charging

rule, then theOCSsendsa report. The routeracknowledges thesubscriberactivation,

allows subscriber traffic to flow, and continues to repeat the process.

• If the service-dynamic-profile instantiation succeeds, and the

Resource-Allocation-Notification (ENABLE_NOTIFICATION) is set for the charging

rule, and the SUCCESSFUL_RESOURCE_ALLOCATION event trigger is set in the

request, then the OCS sends a report.

• Otherwise, the system considers the response a no operation and takes no further

action.

6. ThePCRFsends the intermediate interrogation to theOCSusingaCCR-GY-Umessage.

Quota Expiration and Validity-Time Interactions

For quota expirations and validity-time interactions, the router sends an intermediate

interrogation to the OCS using a CCR-GY-Umessage and processes the OCS response.

Connection andMonitoring Interactions

When establishing a connection with the PCRF, OCS, or Diameter Relay/Proxy server,

theDiameterdaemonperformsastandardCapabilityExchangeRequest (CER)/Capability

Exchange Answer (CEA) transaction. You use existing Junos OS Diameter infrastructure

toconfigureanappropriate topologywith thenecessary redundancy features.Additionally,

you can use the same Diameter connection for both PCRF and OCS communications,

and other applications.

The following examples show two different communication connection scenarios:

CER Example with a Dedicated Connection Used to Communicate with the PCRF

CER ::= <Diameter Header: 257, REQ>
{ Origin-Realm:   CSim.PCRF.net }
{ Origin-Host:   MX-GWR3 }
{ Host-IP-Address:  10.8.52.91 }
{ Vendor-Id:   2636 }
{ Product-Name:   JUNOS }
[ Origin-State-Id:  7777 ] -- if configured
{ Supported-Vendor-Id:  10415 }
{ Supported-Vendor-Id:  2636 }  -- have Juniper VSAs
{ Auth-Application-Id:  16777238 }
{ Vendor-Specific-Application-Id {
  { Vendor-Id:    10415 }
  { Auth-Application-Id: 16777238 }
  { Acct-Application-Id: 16777238 }
}

Copyright © 2018, Juniper Networks, Inc.810

Broadband Subscriber Sessions Feature Guide



NOTE: If you set the send-origin-state-id statement for the router at either

the [edit access pcrf partition partition-name] or [edit access ocs partition

partition-name]hierarchy level, thentheOrigin-State-Id is included inDiameter

level messages such as: CER, DeviceWatchdog Request (DWR)/Device
Watchdog Answer (DWA), and Disconnect Peer Request (DPR)/Disconnect
Peer Answer (DPA).

CER Example with a Dedicated Connection Used to Communicate with Both PCRF and OCS

CER ::= <Diameter Header: 257, REQ>
{ Origin-Realm:   CSim.PCRF.net }
{ Origin-Host:   MX-GWR3 }
{ Host-IP-Address:  10.8.52.91 }
{ Vendor-Id:   2636 }
{ Product-Name:   JUNOS }
[ Origin-State-Id:  7777 ] -- if configured
{ Supported-Vendor-Id:  10415 }
{ Supported-Vendor-Id:  2636 }  -- have Juniper VSAs
{ Auth-Application-Id:  4 }         -- this is the difference with previous
{ Auth-Application-Id:  16777238 }
{ Vendor-Specific-Application-Id {
  { Vendor-Id:    10415 }
  { Auth-Application-Id: 16777238 }
  { Acct-Application-Id: 16777238 }
}

NOTE: The Auth-Application-Id: 4 field and value is the authentication
application ID for theOCS.This is thedifferencebetween the firstandsecond
examples.

Youmonitor andmanage connections using standard DWR/DWA and DPR/DPA

messages.

Logout Interactions

This logout sequence of events is triggered by a CCR-GX-Tmessage to the PCRF that

includes data for all unacknowledged rule-reports, and also sends a final interrogation

to the OCS using a CCR-GY-Tmessage that includes data for all unacknowledged final

quota reports.

1. The system infrastructure notifies the OCS that the subscriber logout has started.

2. If applicable, the OCS starts the final data collection process.

• If the service being removed has a rating group, the service notifies the OCS that is

part of the existing service removal process.

• The OCS determines whether final data for this service is required to be reported,

and then starts final data collection as necessary.

• If data collection was started successfully, then the service moves into wait state.
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3. The OCSwaits for the final data collection process to complete. After final data

collection completes or times out, the service notifies the OCS again. The OCS saves

data in the subscriber’s privatedirectory andallows service toproceedwith its existing

service removal process.

4. The OCS allows the service deletion to proceed.

5. The OCS starts the final interrogation process.

6. Both the PCRF and the OCF waif for the final interrogation process to complete.

7. The OCF notifies the PCRF.

8. The PCRF starts a termination request, and then waits for the termination request to

complete.

9. The PCRF allows the subscriber logout process to proceed.

Related
Documentation

PolicyandChargingEnforcementFunctionOverviewforBroadbandWirelineSubscribers

on page 790

•

• Understanding Gx Interactions Between the Router and the PCRF on page 794

• Understanding Gy Interactions Between the Router and the OCS on page 802
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Understanding Upstream and DownstreamMessages for the PCRF

TheMXSeries router implementsanumberofmeasures toprotect against dataoverload

forbothdownstreamandupstreamtransactions.Downstreamtransactionsareprotected

by throttling input fromthenetworkunderoverloadconditions.Theupstreamtransactions

are protected by limiting both the number of outstanding requests and using slow retries

of the first unacknowledgedmessage for a reliable recovery.

Built-in features of the Policy and Charging Enforcement Function (PCEF) environment

provide protection from overload resulting from an excessive subscriber login rate. If

there are toomany rule changes and disconnect operations due to Reauthorization

Request (RAR-GX)messages, the router sends a Reauthorization Answer (RAA-GX)

response with the result-code: DIAMETER_TOO_BUSY (3004).

Within the router’s AAA component, a session represents a subscriber (client) session

entry in the Session Database (SDB).

NOTE: This is a representation of subscriber session only; it is not a
connection-independent permanent identifier similar to a phone number. A
subscriber can disconnect and reconnect, and it receives a different
Session-Id.

There is a one-to-one correspondence between a session and the Session-Id. The

Session-Id is globally andeternally uniquebecause it is bound to theunique router identity

and used to identify a user sessionwithout any reference to other information. The same

subscriber could bemapped to several sessions, such as one from a disconnect and

reconnect event. However, the session is always associated with a single subscriber.

The Session-Id (AVP Code 263) is of type UTF8String.

Session-Id AVP ::=<DiameterIdentity>; 
                  <upper 32 bits of the AAA COMPONENT session-id>;
                  <lower 32 bits of the AAA COMPONENT session-id>;

TheDiameterIdentity field is the value you configure for theDiameter origin-host. Internal

Session-Ids are 64-bit integers assigned in ascending order. Both numeric parts of the

Session-Id string are generated using%010uformat, which guarantees that Session-Id

AVP values are in the same order lexicographically as internal 64-bit sessions.

The Policy andCharging Rules Function (PCRF) pushes rules andmessages down to the

PCEF using the 3GPPGx protocol and online policy interface. The PCRF and Gx protocol

include the following messages:

• Common UpstreamMessages on page 814

• Common DownstreamMessages on page 815
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CommonUpstreamMessages

The upstreammessages for Credit Control Response for Initiation, Update, and

Termination (CCR-GX-I, CCR-GX-U, and CCR-GX-T) and RAA-GXmay include the

following rules, parameters and data:

• Event-Timestamp AVP on page 814

• Charging Rules Installation Notifications on page 814

• Event Trigger Commands on page 815

Event-Timestamp AVP

The following shows an AVP for CCR-GX-I, CCR-GX-U, and CCR-GX-T, and RAA-GX

messages between the PCRF and Gx:

{ Event-Timestamp: <timestamp> }

If you configure the Event-Timestamp AVP, it is included in the downstreammessage.

Themessage definition in Table 75 on page 814 varies depending on the transaction.

Table 75: Event-Timestamp AVPMessage Definition

DefinitionMessage

Subscriber login timestampCCR-GX-I

Charging Rules Installation Notifications

The followingnotifications showa failed installationexampleandasuccessful installation

example of charging rules installation for CCR-GX-Umessages between the PCRF and

Gx:

NOTE: If unacknowledged reports are still pending at the time of the client
logout, these charging rules are included in CCR-GX-Tmessages.

Notification Reporting a Rule Installation Failure

{ Charging-Rule-Report
  { Charging-Rule-Name:   <string> }
  { Charging-Rule-Name:   <string> }
  { PCC-Rule-Status:   INACTIVE(1) }
  { Rule-Failure-Code:   UNKNOWN_RULE_NAME(1) }
}

Notification Reporting a Rule Installation Success

{ Charging-Rule-Report
  { Charging-Rule-Name:   <string> }
  { Charging-Rule-Name:   <string> }
  { PCC-Rule-Status:   ACTIVE(0) }
  }
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Event Trigger Commands

The following shows a predefined event trigger command for CCR-GX and RAA-GX

messages between the PCRF and Gx:

{ Event-Trigger: SUCCESSFUL_RESOURCE_ALLOCATION(22) }

Common DownstreamMessages

Thedownstreammessages forCreditControlAnswer for InitiationandUpdate (CCA-GX-I

andCCA-GX-U)andRAR-GXmay include the followingpredefined ruleswithparameters

and data:

NOTE: The CCA-GX-T (Termination) message is not included as a
downstreammessage.

• Charging Rule Installation Commands on page 815

• Charging Rule Removal Commands on page 815

• Event Trigger Commands on page 816

Charging Rule Installation Commands

The following example shows predefined rule installation commands for CCA-GX and

RAR-GXmessages between the PCRF and Gx:

{ Charging-Rule-Install
  { Charging-Rule-Name:   “fixed-cos” }
  { Charging-Rule-Definition:
    { Charging-Rule-Name:  “firewall” }
    { Service-Identifier:   10 }
    { Rating-Group:   292 }
    { Juniper-Param-V4-Input-Filter: “my_input_filter” }
    { Juniper-Param-V4-Output-Filter: “my_output_filter” }
  }
  [ Resource-Allocation-Notification: ENABLE_NOTIFICATION(0) ]
 }

NOTE: Some PCRFsmay be unable to generate a
Resource-Allocation-Notification AVP. As a result, the
report-resource-allocation statement at the [edit access pcrf partition

partition-name] hierarchy level provides generated reports by default.

Charging Rule Removal Commands

The following example shows predefined rule removal commands for CCA-GX and

RAR-GXmessages between the PCRF and Gx:

{ Charging-Rule-Remove
  { Charging-Rule-Name: “predefined-ftp” }
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  { Charging-Rule-Name: “firewall” }
}

The router processes all rule removal operations before any rule installation operations

enabling you to simultaneously request both removal of an existing rule and installation

of a rule having the same base name in a single transaction.

Event Trigger Commands

The following shows a predefined event trigger command for CCA-GX and RAR-GX

messages between the PCRF and Gx:

{ Event-Trigger: SUCCESSFUL_RESOURCE_ALLOCATION(22) }

If theSUCCESSFUL_RESOURCE_ALLOCATION(22) triggervalueexists in thedownstream

data, the Broadband PCEF reports successful installations of rules marked with

Resource-Allocation-Notification AVP in the Charging-Rule-Install AVP.

NOTE: SomePCRFsmaybeunable to generate this event trigger. As a result,
the report-successful-resource-allocation statement at the [edit access pcrf

partitionpartition-name]hierarchy levelprovidesgenerated reportsbydefault.

Related
Documentation

Understanding Gx Interactions Between the Router and the PCRF on page 794•

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807

• PolicyandChargingEnforcementFunctionOverviewforBroadbandWirelineSubscribers

on page 790

Configuring the OCS Partition

TheOnlineChargingSystem(OCS)workswithinaspecific logical system:routing instance

context, called a partition.

NOTE: Currently, only a single partition is supported; youmust configure it
within the default logical system:routing instance context.

Before you configure the OCS partition, perform the following task:

• Configure theDiameter instanceat the [editdiameter]hierarchy level. See “Configuring

Diameter” on page 764.

Configuration for the OCS partition consists of naming the partition and then defining or

associating a numerous parameters to define the characteristics of the partition.

To configure the OCS partition:

1. Create the partition or specify the name of an existing partition.
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[edit access ocs]
user@host# set partition partition-name

2. Specify the Diameter instance for the OCS partition.

NOTE: Currently, only thedefaultDiameter instance,master, is supported.

[edit access ocs partition partition-name]
user@host# set diameter-instance instance-name

3. (Optional) Configure the Called-Station-ID AVP used in all CCR-Gy packets for the

partition.

[edit access ocs partition partition-name]
user@host# set called-station-id station-name

4. (Optional) Configure the 3GPP-Charging-Id AVP used in all CCR-Gy packets for the

partition.

[edit access ocs partition partition-name]
user@host# set charging-id number

5. (Optional) Configure the Destination-Host AVP value used in the CCR-GY-Imessage.

[edit access ocs partition partition-name]
user@host# set destination-host ocs-hostname

6. (Optional) Configure the Destination-RealmAVP value used in all CCR-GYmessages

[edit access ocs partition partition-name]
user@host# set destination-realm ocs-realm-name

7. (Optional) Configure the OCS partition to the draining state to make substantial

configuration changes quickly.

[edit access ocs partition partition-name]
user@host# set draining

8. (Optional)Configure theamountof time in secondsbefore theOCSpartition responds

and begins to drain after it has been placed in the draining state.

[edit access ocs partition partition-name]
user@host# set draining-response-timeout seconds

9. (Optional) Configure the amount of time in seconds before the OCS partition stops

attempting to send the final interrogation during the subscriber logout process.

[edit access ocs partition partition-name]
user@host# set final-response-timeout seconds
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10. Configure the OCS partition so that subscriber traffic is allowed before the first OCS

interrogation and services are not removed by the PCEF when it receives negative

responses from the OCS.

[edit access ocs partition partition-name]
user@host# set force-continue

11. (Optional) Configure the GGSN-Address AVP value used in all CCR-GYmessages.

[edit access ocs partition partition-name]
user@host# set ggsn-address address

12. (Optional) Configure the 3GPP-GGSN-MCC-MNC AVP value used in all CCR-GY

messages.

[edit access ocs partition partition-name]
user@host# set ggsn-mcc-mncggsn-mcc-mnc

13. (Optional) Configure the number of outstanding requests from the OCS to the OCS

server that can be retried when the requests are improperly answered.

[edit access ocs partition partition-name]
user@host# setmax-outstanding-requests number

14. (Optional) Specify that theOrigin-State-IDAVP is included inDiameter base protocol

level messages for the partition, and synchronized with the latest value sent to aid in

monitoring changes in value.

[edit access ocs partition partition-name]
user@host# set send-origin-state-id

15. (Optional) Configure the information concatenated as a string in usernames that the

OCS partition sends to the PCEF to identify the subscribers.

a. (Optional) Include the underlying or physical interface name.

[edit access ocs partition partition-name]
user@host# set user-name-include base-interface-name

b. (Optional) Use the specified character to separate the components of the

username.

[edit access ocs partition partition-name]
user@host# set user-name-include delimiter delimiter-character

c. (Optional) Include the specified domain name.

[edit access ocs partition partition-name]
user@host# set user-name-include domain-name domain-name

d. (Optional) Include the interface name.

[edit access ocs partition partition-name]
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user@host# set user-name-include interface-name

e. (Optional) Include the client hardware MAC address from the incoming packet.

[edit access ocs partition partition-name]
user@host# set user-name-includemac-address

f. (Optional) Include the NAS-Port-ID (RADIUS attribute 87) that identifies the

physical interface that subscriber is using.

[edit access ocs partition partition-name]
user@host# set user-name-include nas-port-id

g. (Optional) Include the name of the host that originates the Diameter message.

[edit access ocs partition partition-name]
user@host# set user-name-include origin-host

h. (Optional) Include the name of the realm that originates the Diameter message.

[edit access ocs partition partition-name]
user@host# set user-name-include origin-realm

i. Include the username.

[edit access ocs partition partition-name]
user@host# set user-name-include user-name

j. (Optional) Include the specified prefix.

[edit access ocs partition partition-name]
user@host# set user-name-include user-prefix prefix

Related
Documentation

Understanding Gx Interactions Between the Router and the PCRF on page 794•

• Understanding Gy Interactions Between the Router and the OCS on page 802

819Copyright © 2018, Juniper Networks, Inc.

Chapter 75: Configuring 3GPP Policy and Charging Control



Configuring the PCRF Partition

The Policy Control and Rules Charging Function (PCRF) works within a specific logical

system:routing instance context, called a partition.

NOTE: Currently, only a single partition is supported; youmust configure it
within the default logical system:routing instance context.

Before you configure the PCRF partition, perform the following task:

• Configure theDiameter instanceat the [editdiameter]hierarchy level. See “Configuring

Diameter” on page 764.

Configuration for the PCRF partition consists of naming the partition and then defining

or associating numerous parameters to define the characteristics of the partition.

To configure the PCRF partition:

1. Create the partition or specify the name of an existing partition.

[edit access pcrf]
user@host# set partition partition-name

2. Specify the Diameter instance for the PCRF partition.

NOTE: Currently, only thedefaultDiameter instance,master, is supported.

[edit access pcrf partition partition-name]
user@host# set diameter-instance instance-name

3. (Optional) Configure the Destination-Host AVP value used in the CCR-GX-Imessage.

[edit access pcrf partition partition-name]
user@host# set destination-host pcrf-hostname

4. (Optional) Configure the Destination-RealmAVP value used in all CCR-GXmessages

[edit access pcrf partition partition-name]
user@host# set destination-realm pcrf-realm-name

5. (Optional)Configure thePCRF to thedraining state tomake substantial configuration

changes quickly.

[edit access pcrf partition partition-name]
user@host# set draining

6. (Optional) Configure the amount of time in seconds before the PCRF responds and

begins to drain after it has been placed in the draining state.
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[edit access pcrf partition partition-name]
user@host# set draining-response-timeout seconds

7. Configure thean IPconnectivity accessnetwork (IP-CAN) thatbest fits your operating

environment and access network.

[edit access pcrf partition partition-name]
user@host# set ip-can-type number seconds

8. Configure the PCRF partition so that the subscriber login proceeds even if the PCRF

isunavailableor thePCRFdoesnot respondwithin thecorresponding logout response

timeout period.

[edit access pcrf partition partition-name]
user@host# set local-decision

9. (Optional)Configure theamountof time in secondsbefore thePCRFstopsattempting

to send a subscriber logout message.

[edit access pcrf partition partition-name]
user@host# set logout-response-timeout seconds

10. (Optional) Configure the number of outstanding requests from thePCRF to thePCRF

server that can be retried when the requests are improperly answered..

[edit access pcrf partition partition-name]
user@host# setmax-outstanding-requests number

11. (Optional)Specify that thePCRFsends local reportdownstreammessagesbydefault.

[edit access pcrf partition partition-name]
user@host# set report-local-rule

12. (Optional) Specify that .the PCRF reports by default when installation fails for rules

marked with the Resource-Allocation-Notification AVP in the Charging-Rule.

[edit access pcrf partition partition-name]
user@host# set report-resource-allocation

13. (Optional) Specify that the PCRF reports by default when installation either fails or

succeeds for rules marked with the Resource-Allocation-Notification AVP in the

Charging-Rule.

[edit access pcrf partition partition-name]
user@host# set report-successful-resource-allocation

14. (Optional) Specify that the Juniper-Dyn-Subscription-Id-Indicator AVP is included to

indicate support for dynamic assignment of the subscription ID.

[edit access pcrf partition partition-name]
user@host# set send-dyn-subscription-indicator
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15. (Optional) Specify that the Juniper-Network-Family-Indicator AVP is included to

indicate the network families that are associated with the service request and

supported by the subscriber.

[edit access pcrf partition partition-name]
user@host# set send-network-family-indicator

16. (Optional) Specify that the

[edit access pcrf partition partition-name]
user@host# set send-origin-state-id

17. (Optional) Specify that theOrigin-State-IDAVP is included inDiameter base protocol

level messages for the partition, and synchronized with the latest value sent to aid in

monitoring changes in value.

[edit access pcrf partition partition-name]
user@host# set send-origin-state-id

18. (Optional) Configure the subscriber data to use in the PCRF partition messages to

identify subscribers.

a. (Optional) Include the underlying or physical interface name.

[edit access pcrf partition partition-name]
user@host# set subscription-id-data-include base-interface-name

b. (Optional) Use the specified character to separate the components of the

subscription identifier.

[edit access pcrf partition partition-name]
user@host# set subscription-id-data-include delimiter delimiter-character

c. (Optional) Include the specified domain name.

[edit access pcrf partition partition-name]
user@host# set subscription-id-data-include domain-name domain-name

d. (Optional) Include the interface name.

[edit access pcrf partition partition-name]
user@host# set subscription-id-data-include interface-name

e. (Optional) Include the client hardware MAC address from the incoming packet.

[edit access pcrf partition partition-name]
user@host# set subscription-id-data-includemac-address

f. (Optional) Include the NAS-Port-ID (RADIUS attribute 87) that identifies the

physical interface that subscriber is using.

[edit access pcrf partition partition-name]
user@host# set subscription-id-data-include nas-port-id
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g. (Optional) Include the name of the host that originates the Diameter message.

[edit access pcrf partition partition-name]
user@host# set subscription-id-data-include origin-host

h. (Optional) Include the name of the realm that originates the Diameter message.

[edit access pcrf partition partition-name]
user@host# set subscription-id-data-include origin-realm

i. Include the username.

[edit access pcrf partition partition-name]
user@host# set subscription-id-data-include user-name

j. (Optional) Include the specified prefix.

[edit access pcrf partition partition-name]
user@host# set subscription-id-data-include user-prefix prefix

19. (Optional) Identify the subscriber with a custom or predefined type value during the

login session in CCR-GX-I and CCA-GX-I messages.

[edit access pcrf partition partition-name]
user@host# set subscription-id-type number

20. (Optional) Configure the amount of time in seconds before a PCRF partition stops

attempting to send an updated rule report response using a CCR-GX-Umessage.

[edit access pcrf partition partition-name]
user@host# set update-response-timeout seconds

Related
Documentation

Understanding Gx Interactions Between the Router and the PCRF on page 794•

• Understanding Gy Interactions Between the Router and the OCS on page 802

Configuring OCSGlobal Parameters

You can configure global attributes of the 3rd Generation Partnership Project (3GPP)

Diameter credit control service charging system for the Online Charging System (OCS),

which interacts with the Policy and Charging Enforcement Function (PCEF).

Currently, the only configurable global attribute is the service context identifier allocated

by the service provider or operator. This value corresponds to the Service-Context-Id

AVP, which together with the Service-Identifier-AVP uniquely and globally identifies the

Diameter credit control service.

To configure the OCS global parameters:

• Configure the service context identifier.

[edit access ocs global]

823Copyright © 2018, Juniper Networks, Inc.

Chapter 75: Configuring 3GPP Policy and Charging Control



user@host# set service-context-id service-context

Related
Documentation

• Understanding Gx Interactions Between the Router and the PCRF on page 794

• Understanding Gy Interactions Between the Router and the OCS on page 802
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CHAPTER 76

Configuring NASREQ for Authentication
and Authorization

• Diameter Network Access Server Application (NASREQ) on page 825

• Configuring the Diameter Network Access Server Application (NASREQ) on page 827

Diameter Network Access Server Application (NASREQ)

The Diameter Network Access Server Requirements (NASREQ) protocol is a

Diameter-based authentication, authorization, and accounting protocol defined in RFC

7155, Diameter Network Access Server Application. It is an alternative to using RADIUS

AAA in aDiameter environment. JunosOSsupports the authentication andauthorization

functions, but not accounting. Authentication is used for the initial subscriber login to

verify the subscriber identity. Similarly, authorization is used at login to set up the initial

conditions or services or both that may be needed for the subscriber. The NASREQ

protocol is not used for re-authentication or re-authorization of subscribers.

Junos OS supports the following NASREQ protocol exchanges:

• AA-Request/Answer—The authentication/authorization request at login.

• Session-Termination-Request/Answer—Notification that the subscriber’s session has

been terminated.

• Abort-Session-Request/Answer—Request to terminate the subscriber’s session from

a NASREQ server.

NOTE: TheAuth-Application-IdAVPmustbeset toavalueof 1 inAA-Request,
Session-Termination-Request, and Abort-Session-Request messages.

TheNASREQclienthas twoqueues, the transmitqueueand responsequeue.The transmit

queue stores outbound packets until they are sent to Diameter, and includes requests

and responses.The responsequeuestorespacketsuntilDiameter responds to the request,

and includes only requests waiting for a response.

The following configuration variables control transmission flow and use of the queues:
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• outstanding-requests—Themaximum number of requests (includes AAR and STR)

that are sent to Diameter for wireline transmissions—effectively this is the maximum

count of requests on the response-queue (themaximum number of in-flight requests

forwhich therehasnotbeena responseor timeout); it doesnot includesent responses.

• request-retry—The number of times to re-send a given request to Diameter after it

times out for its initial request. This value applies only to requests in the response

queue.

• timeout—The number of seconds that an outbound packet remains in the transmit

queue before it is declared timed out. Packets that exceed the timeout value are not

transmitted. Diametermanages packets that time out after transmission. The timeout

valueapplies toall packets in the transmitqueue, includingboth requestsand responses

to be sent.

The exchange flow takes place as follows:

1. A subscriber attempts to log in and authd, acting as the NASREQ client, sends the

NASREQ server a Diameter AA-Request (AAR)message that includes information

about the subscriber and authentication information.

• If the number of outstanding requests is less than the configuredmaximum

outstanding request value, then authd sends the request to the NASREQ server for

transmission and places the request on the response queue.

• If the number of outstanding requests is greater than or equal to the configured

maximumoutstanding request value, thenauthd stores the request on the transmit

queue.

2. When a response is received from the NASREQ server in the form of a Diameter

AA-Answer (AAA)message, authdchecks the responsequeue for amatching request

(AAR).

• If a matching request is found, the request is pulled from the queue and used to

process the response.

• If no matching request is found, the response is ignored and dropped.

When Diameter notifies the NASREQ client that a request has timed out, one of the

following actions occurs:

• If the request is not on the response queue, the timeout is ignored.

• If the retry counter for this request is less than the configured request-retry value, authd

sends the request again and increments the retry counter for that request.

• If the retry counter for this request is greater than or equal to the configured value,

authdprocesses the request timeoutandsends thenext request that is on the transmit

queue to the NASREQ server.

When the configured timeout period expires, authd removes any expired outbound

packets from the transmit queue and processes them as having timed out.
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Related
Documentation

Diameter Base Protocol Overview on page 743•

• Configuring the Diameter Network Access Server Application (NASREQ) on page 827

• Diameter AVPs and Diameter Applications on page 752

Configuring the Diameter Network Access Server Application (NASREQ)

Youconfigure theNASREQclientasanalternative toRADIUSfor subscriberauthentication

and authorization when the subscribers log in.

To configure NASREQ for authentication and authorization:

1. Specify NASREQ as a Diameter application (function) associated with a network

element.

[edit diameter network-element network-element-name]
user@host# set function nasreq

2. Specify NASREQas theDiameter network element forwarding function and partition.

[edit diameter network-element network-element-name forwarding route route]
user@host# set function nasreq

3. Specify NASREQ for subscriber authentication and authorization.

[edit access profile profile-name]
user@host# set authentication-order nasreq

4. Specify NASREQ for subscriber authorization only (no authentication).

[edit access profile profile-name]
user@host# set authorization-order nasreq

NOTE: When you configure both authentication-order and

authorization-order, thebehaviordependsonthesubscriber type.ForDHCP

subscribers,authorization-orderhasprecedenceoverauthentication-order.

For all other subscriber types, authentication-order has precedence over

authorization-order.

5. Specify the destination identity of the NASREQ partition.

[edit access nasreq partition partition-name]
user@host# set diameter-instancemaster destination-realm realm-name
destination-host hostname

6. Specify the maximum number of requests to send to the Diameter engine for

transmission. This is also the maximum number of requests in the response queue.

[edit access nasreq]
user@host# setmax-outstanding-requests number
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7. Specify the number of times to retry sending a request to the Diameter engine if a

timeout is received from Diameter for the request.

[edit access [edit access nasreq]
user@host# set request-retry retries

8. Specify the number of seconds an outbound packet remains in the transmit queue

before it is declared timed out.

[edit access [edit access nasreq]
user@host# set timeout seconds

Related
Documentation

• Diameter Network Access Server Application (NASREQ) on page 825

• Diameter Base Protocol Overview on page 743

• Diameter AVPs and Diameter Applications on page 752
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CHAPTER 77

Configuring JSRC in Subscriber Access
Networks

• JuniperNetworksSessionandResourceControl (SRC)and JSRCOverviewonpage829

• Understanding JSRC-SAE Interactions on page 831

• Configuring JSRC on page 833

• Configuring the JSRC Partition on page 834

• Assigning a Partition to JSRC on page 835

• Authorizing Subscribers with JSRC on page 835

• Provisioning Subscribers with JSRC on page 836

Juniper Networks Session and Resource Control (SRC) and JSRCOverview

The Juniper Networks Session and Resource Control (SRC) environment provides a

central administrativepoint formanagingsubscribersand their services.TheSRCsoftware

runs on Juniper Networks C Series Controllers. The SRC software uses the Diameter

protocol for communications between the local SRC peer on a Juniper Networks routing

platform and the remote SRC peer on a C Series Controller. The local SRC peer is known

as JSRC and is part of the AAA application. The remote SRCpeer is the service activation

engine (SAE); the SAE acts as the controlling agent in the SRC environment. JSRC and

the SAE jointly provide the remote control enforcement functionality (RCEF).

JSRC has the following responsibilities:

• Request address authorization from the SAE.

• Request service activations from the SAE.

• Activate and deactivate services as specified by the SAE. JSRC can activate multiple

policies with the same service (dynamic profile) name.

• Optionally report volume statistics for service accounting.

• Log out subscribers as specified by the SAE.

• Update the SAE with status of new service activations and deactivations.

• Synchronize subscriber state and service information with the SAE.

• Notify the SAE when subscribers log out.
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The SRC software enables the SAE to activate and deactivate subscriber services

(described by SRC policies) and log out subscribers. The SAE can control only those

resources that have been provisioned through SAE. Therefore, the SAE receives

information about only those subscribers for whom JSRC has requested provisioning

fromtheSAE. For example,whenasubscriber logs in, but theconfigurationdidnot require

the session activation path to include SAE provisioning, the SAE does not receive

information about this subscriber and cannot control the subscriber session.

Similarly, the SAE can control only the subscriber services that it has activated. When a

service is not activated from the SAE—a RADIUS-activated service, for example—the

SAE receives no information about the service and has no control over it.

The SAE can also direct JSRC to collect accounting statistics per service session.

NOTE: More than one Diameter-based application (function) can run on a
router simultaneously.

Hardware Requirements for JSRC for Subscriber Access

JSRC is supported on Juniper Networks MX Series 3D Universal Edge Routers. JSRC

currently supports subscriber sessions on static and dynamic interfaces.

Related
Documentation

Understanding JSRC-SAE Interactions on page 831•

• Messages Used by Diameter Applications on page 746

• Diameter AVPs and Diameter Applications on page 752

• Configuring JSRC on page 833
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Understanding JSRC-SAE Interactions

This topic describes the sequences of Diameter messages exchanged between JSRC

(the local SRC peer) and the SAE (the remote SRC peer) as they interact to perform the

following tasks for subscriber access:

• Subscriber login

• Service activation

• Service deactivation

• Resynchronization

• SAE-initiated subscriber logout

• Statistics collection and reporting

• Subscriber-initiated logout

Subscriber Login

JSRC authorization is enabled for DHCP subscribers when you include the

authorization-order jsrc statement at the [edit accessprofileprofile-name]hierarchy level.

This setting causes AAA to ignore the authentication order setting in the access profile.

Asa result, AAAdoesnotauthenticate theDHCPsubscribers. For non-DHCPsubscribers,

AAA ignores the authorization-order statement.

When a DHCP subscriber attempts to log in, DHCP sends an authentication request to

AAA. In turn, JSRC sends a Diameter AA-Request message to the SAE. SAE returns a

Diameter AA-Answer message that can include the Framed-IP-Address attribute and

the Juniper-DHCP-Options AVP (AVP code 2010). JSRC ignores any other optional AVPs

included in this AA-Answer message.

JSRC provisioning is enabled for DHCP (and SSC) subscribers when you include the

provisioning-order statement at the [edit access profile profile-name] hierarchy level.

When the application requests AAA to activate the subscriber's session, JSRC sends an

AA-Request message that includes the Juniper-Request-Type AVP (AVP code 2050)

with a value that indicates service provisioning is requested from the SAE.

The SAE returns a AA-Answer message that contains an ACK if the request is accepted

or a NAK if the request is denied. If the request is accepted, the AA-Answer message

includes the Juniper-Policy-Install AVP (AVP code 2020), which is used to specify the

service to attach to the subscriber’s interface. When this AVP is included, the SAE sets

theResult-CodeAVP to 1001 (DIAMETER_MULTI_ROUND_AUTH). This codemeans that

the JSRCmust send another AA-Request message to the SAE to report the success or

failure of the policy instantiation (service activation) by AAA. JSRC ignores any other

optional AVPs included in this AA-Answer message. The SAE returns an AA-Answer

message to acknowledge this second AA-Request message.
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Subscriber Service Activation and Deactivation

SAE policies provision subscriber services. After a subscriber is logged in, the SAE can

send a PPRmessage to JSRC to activate or deactivate services. A given PPR can include

the Juniper-Policy-Install AVP (AVP code 2020) to activate a service, the

Juniper-Policy-RemoveAVP(AVPcode2027) todeactivateaservice, orboth (fordifferent

services).APPRcan includenomore than threeof theseAVPs(install, remove,ormixed).

JSRC sends a PPAmessage to the SAE when it has completed the tasks requested in

the PPR. The PPA indicates the success or failure of the actions requested in the PPR.

NOTE: If you use RADIUS or the CLI to deactivate a service that the SAE, the
SAE becomes unsynchronized with the state of subscribers on the routing
engine.

Subscriber Resynchronization

During resynchronization, JSRC informs the SAE about the services that are active for

the provisioned subscribers. Either JSRC or the SAE initiates the resynchronization.

• TheSAE initiates resynchronizationat startuporwhenabackupSAEtakesover session

control due to resource limits or conditions on the primary SAE. The SAE clears its

database of all entries in preparation for the synchronization.

• JSRC initiates resynchronization at JSRC startup, such as when AAA starts or restarts.

JSRC can also initiate resynchronization in another circumstance. When an SAE in a

multi-SAE environment becomes active, it must send an SRQ to JSRC as its first

message. JSRC then locks the Origin-Host AVP of the active SAE. JSRC subsequently

triggers resynchronization if it receives a message from any other SAE as indicated by

theOrigin-Host AVP. Such an incident can occur if communication between the active

SAE and a standby SAE is interrupted.

Both entities initiate a resynchronization by sending an SRQmessage. The recipient

responds with an SRRmessage. After the SRR is sent, regardless of whether the SAE or

JSRC initiates the synchronization, JSRC sends an AA-Request message to the SAE for

each provisioned subscriber present in the session database. The AA-Request message

includesa Juniper-Policy-InstallAVPfor theactiveservices.TheSAE returnsanAA-Answer

message with an ACK to acknowledge receipt.

Subscriber Session Terminated by the SAE

When the SAE terminates a subscriber session, it sends an ASRmessage to JSRC. JSRC

causes AAA to send a logout request to the DHCP (or SSC) client application. When the

DHCP client application accepts the logout request, JSRC includes an ACK in the ASR

message it sends to the SAE to signify success. If the DHCP client application does not

accept the request, then JSRC includes a NAK in the ASR to signify failure. The DHCP

client application is responsible for initiating the actual logout sequence with AAA.
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Statistics Collection and Reporting per Service Rule

Statistics information can be sent from the router to the SAE or from the SAE to the

router. Both the Diameter Accounting-Request (ACR) and Accounting-Answer (ACA)

messages include the Juniper-Acct-Record AVP (AVP code 2053), which identifies the

policy (service) for which accounting information is requested.

Subscriber Logout

When the DHCP (or SSC) client application sends a subscriber logout notice to AAA,

JSRC sends an STRmessage to notify the SAE that the provisioned subscriber session

is being terminated. The SAE returns an STAmessage to JSRC, and JSRC notifies DHCP

that the logout is complete.

Related
Documentation

JuniperNetworksSessionandResourceControl (SRC)and JSRCOverviewonpage829•

• Messages Used by Diameter Applications on page 746

• Diameter AVPs and Diameter Applications on page 752

• Configuring JSRC on page 833

Configuring JSRC

You can configure the JSRC client application toworkwith Session andResourceControl

(SRC) to centrally manage subscribers and services. JSRC requests address and service

authorizations from the remote SRC peer (the SAE), activates and deactivates services

as specified by the SAE, logs out subscribers as specified by the SAE, and synchronizes

subscriber state and service information with the SAE.

To configure JSRC:

1. Configure the JSRC partition.

See “Configuring the JSRC Partition” on page 834.

2. Assign the JSRC partition.

See “Assigning a Partition to JSRC” on page 835.

3. Configure JSRC authorization for subscribers.

See “Authorizing Subscribers with JSRC” on page 835.

4. Configure JSRC provisioning for subscribers.

See “Provisioning Subscribers with JSRC” on page 836.

5. (Optional) Configure JSRC to exclude an AVP fromMessages Sent to SAE.

See “Excluding AVPs from Diameter Messages for JSRC” on page 837.
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6. Configure service accounting by JSRC.

See “Configuring Service Accounting with JSRC” on page 840.

7. Configure JSRC event tracing as part of general authentication service tracing

operations.

See “Tracing General Authentication Service Processes” on page 915.

Related
Documentation

JuniperNetworksSessionandResourceControl (SRC)and JSRCOverviewonpage829•

Configuring the JSRC Partition

JSRC works within a specific logical system:routing instance context, called a partition.

NOTE: Currently, only a single partition is supported; youmust configure it
within the default logical system:routing instance context.

Before you configure the JSRC partition, perform the following task:

• Configure theDiameter instanceat the [editdiameter]hierarchy level. See “Configuring

Diameter” on page 764.

Configuration for the JSRCpartitionconsistsof naming thepartitionand thenassociating

a Diameter instance, the SAE hostname, and the SAE realmwith the partition.

To configure the JSRC partition:

1. Create the partition.

[edit jsrc]
user@host# set partition partition1

2. Specify the Diameter instance for the JSRC partition.

NOTE: Currently, only thedefaultDiameter instance,master, is supported.

[edit jsrc partition partition1]
user@host# set diameter-instancemaster

3. Configure the destination host for the JSRC partition.

[edit jsrc partition partition1]
user@host# set destination-host sae1

4. Configure the destination realm for the JSRC partition.

[edit jsrc partition partition1]
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user@host# set destination-realm generic.example.com

Related
Documentation

Configuring JSRC on page 833•

Assigning a Partition to JSRC

Youmust associate a configured JSRC partition with the JSRC instance that you are

configuring.

Before you assign a partition to JSRC, perform the following task:

• Configure the JSRC partition. See “Configuring the JSRC Partition” on page 834

To assign the JSRC partition:

• Specify the partition name.

[edit jsrc]
user@host# set jsrc-partition partition1

Related
Documentation

Configuring JSRC on page 833•

Authorizing Subscribers with JSRC

You can configure AAA to use JSRC in an SRC environment to request authorization from

the SAE when AAA is verifying whether a DHCP subscriber can access the router. When

JSRCauthorization isconfigured,AAA ignoresanyconfiguredauthenticationorder settings.

Before you configure JSRC authorization, perform the following tasks:

• Create the subscriber access profile at the [edit access profile] hierarchy level.

• Define the subscriber username with the username-include statement in the

authentication configuration for DHCP local server or DHCP relay.

To configure JSRC authorization:

• Specify jsrc as the authorization method in the profile.

[edit access profile dhcpsub1]
user@host# set authorization-order jsrc

Related
Documentation

Configuring JSRC on page 833•

• Creating Unique Usernames for DHCP Clients on page 306

• profile on page 1376
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Provisioning Subscribers with JSRC

You can configure AAA to use JSRC in an SRC environment to request provisioning from

the SAE to instantiate services for an authenticated subscriber.

Before you configure JSRC provisioning for subscribers, perform the following task:

• Create the subscriber access profile at the [edit access profile] hierarchy level.

To configure JSRC provisioning:

• Specify jsrc as the provisioning method in the profile.

[edit access profile dhcpsub1]
user@host# set provisioning-order jsrc

Related
Documentation

• Configuring JSRC on page 833
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CHAPTER 78

Excluding Diameter AVPs from JSRC
Messages

• Excluding AVPs from Diameter Messages for JSRC on page 837

Excluding AVPs fromDiameter Messages for JSRC

Starting in Junos OS Release 14.2, you can configure the router to exclude AVPs from

Diameter messages that are sent to the SAE from JSRC.

NOTE: Currently, only the user-name (1) AVP is supported.

To configure JSRC to exclude an AVP in Diameter messages:

1. Specify that you want to configure JSRC settings in the access profile.

[edit access profile profilewestern55]
user@host# edit jsrc

2. Specify that you want to configure Diameter attribute usage.

[edit access profile profilewestern55 jsrc]
user@host# edit attributes

3. Configure the router to exclude the specified AVP from the specified messages. The

following example excludes the user-name AVP from authorization and provisioning

AARmessages.

[edit access profile profilewestern55 jsrc attributes]
user@host# set exclude user-name authorization-request
user@host# set exclude user-name provisioning-request
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Release History Table DescriptionRelease

Starting in Junos OS Release 14.2, you can configure the router to exclude
AVPs from Diameter messages that are sent to the SAE from JSRC.

14.2

Related
Documentation

• Understanding JSRC-SAE Interactions on page 831
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CHAPTER 79

ConfiguringServiceAccountingwith JSRC

• Service Accounting with JSRC on page 839

• Configuring Service Accounting with JSRC on page 840

Service Accounting with JSRC

A service session represents a service for a specific subscriber. Service sessions exist in

the context of a subscriber session. JSRC activates and deactivates services as specified

by the SAE (remote SRC peer). JSRC can collect and report service accounting data by

volume. JSRCaccounting requires that either classic firewall filters or fast update firewall

filters be configured to count service packets—the service packet information provides

the volume statistics.

NOTE: JSRCsupports only volume statistics accounting for service sessions.
Time statistics and subscriber accounting are not supported.

JSRC service accounting supports both accounting based on service

activation/deactivation and interim accounting.

• Service activation/deactivation accounting—When accounting is enabled, JSRC sends

an accounting startmessage to the SAEwhen it activates a service and an accounting

stopmessage when it deactivates the service. The start message initiates the

accounting session andprovides initial information about the service session. The stop

message terminates the accounting session and reports the final (cumulative)

accounting data.

• Interim accounting—When interim accounting is enabled for a service session, JSRC

sends interim accounting messages to the SAE at a specified interval to report the

cumulativeaccounting informationavailableat that time. Interimaccounting is ignored

when accounting is not enabled for the corresponding service session.

JSRC accounting for a service begins when the service is activated, and remains in effect

while the service is active. The SAE specifies the service (policy) to be activated for the

subscriberwith the Juniper-Policy-Install AVP (AVPcode 2020).When this AVP includes

the Juniper-Acct-Collect AVP (AVP code 2054), JSRC initiates service

activation/deactivation accounting for the service.
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JSRC initiates interim accounting when the Juniper-Policy-Install AVP includes the

Acct-Interim-Interval AVP (AVP code 85). In this case, JSRC updates the accounting

values at the interval specified in the AVP— in the range 600 through 86,400 seconds.

Aggregate counters are reported for the dual stack case.

JSRCandtheSAEexchangeDiameterAccounting-Request(ACR)andAccounting-Answer

(ACA)messages to communicate accounting data. Both messages include the

Juniper-Acct-Record AVP (AVP code 2053) to identify the service for which accounting

information is requested.

JSRC sends ACRmessages to report accounting data to the SAE. The ACRmessage

includes the Accounting-Record-Type AVP (AVP code 480) to specify the kind of

accounting record that it is sending. When a service is activated, this AVP has a value of

START_RECORD.When a service is deactivated, it has a value of STOP_RECORD. For

interim accounting, ACRmessages are sent at the specified accounting interval and the

AVP has a value of INTERIM_RECORD.

In addition to specifying the accounting record type, the ACRmessages include standard

RADIUS attributes to specify the desired statistics: Acct-Input-Octets [42],

Acct-Output-Octets [43], Acct-Input-Packets [47], Acct-Output-Packets [48], and

Acct-Session-Time [46].

TheSAE returnsACAmessages to the JSRCtoacknowledge receiptof theACRmessages.

Anaccessprofile specifies subscriber access authenticationandaccountingparameters.

When a service is activated through JSRC, the accounting reports can be sent either to

the SAE or to RADIUS. The default configuration sends the reports to the SAE; you can

alsoconfigure thisby including the serviceaccounting-orderactivation-protocol statement

in the access profile. To send the reports instead to theRADIUS server, include the service

accounting-order radius statement in the access profile.

When a service is activated through RADIUS rather than through JSRC, the accounting

reports of the service session are sent to the RADIUS server.

Related
Documentation

Configuring Service Packet Counting on page 119•

• Messages Used by Diameter Applications on page 746

• Diameter AVPs and Diameter Applications on page 752

Configuring Service Accounting with JSRC

You can configure JSRC to report accounting statistics for service sessions.

In addition to the configuration shown here, the network context for JSRC service

accounting includes the configuration of firewall filters to count the statistics, Diameter,

JSRC, the subscriber services, RADIUS, and the SRC.

To configure service accounting by JSRC:

1. Configure JSRC to provision subscriber services.
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[edit access profile profile-name]
user@host# set provisioning-order jsrc

2. Configure service accounting to be provided by the application that provisions the

service—JSRC.

[edit access profile profile-name service]
user@host# set accounting-order activation-protocol

Related
Documentation

• Service Accounting with JSRC on page 839
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CHAPTER 80

Configuring Subscribers on Static
Interfaces

• Subscribers on Static Interfaces Overview on page 843

• Configuring Subscribers over Static Interfaces on page 846

• Example: Configuring Static Subscribers for Subscriber Access on page 848

Subscribers on Static Interfaces Overview

You can associate subscribers with statically configured interfaces and provide dynamic

service activation and activation for these subscribers. When the static interface comes

up, the event is treated as a subscriber login. When the interface goes down, it is treated

as a subscriber logout. After the subscribers are present in the session database (SDB),

JSRC can report the subscribers to the SAE so that the SRC software can subsequently

manage the subscribers.

Alternatively, youcanconfigure the static subscribers tobeauthenticatedandauthorized

bymeans of RADIUS. In this case, RADIUS can then activate anddeactivate serviceswith

change of authorization (CoA)messages. However, this configuration does not prevent

the interface from coming up and forwarding traffic. Further, authorization parameters

are not imposed on the subscriber interface.

Currently, only Ethernet interfaces support static subscribers. Only one static subscriber

canexist over agiven interface.An interfacecannotappear inmore thanonegroup.Static

subscribers cannot be created over dynamic interfaces.

Static subscribers are intended to work with JSRC. Include the provisioning-order jsrc

statement at the [edit access profile profile-name] hierarchy level to enable JSRC to

handle the subscribers at the direction of the SRC software.

If the authentication request fails for a static subscriber, a 60-minute, nonconfigurable

timer begins counting down. The request is reissued when the timer expires. This action

repeats for as long as the interface is operationally up.

You can force a logout of the static subscriber by issuing the request services

static-subscribers logout interface interface-name command. A static subscriber can also

be logged out by AAA or an external policymanager. In both cases, no subsequent logins

can take place on the underlying interface until you reset the state by issuing the request
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servicesstatic-subscribers login interface interface-namecommandor the routerorprocess

reboots.

You can log out an interface group by issuing the request services static-subscriber logout

groupgroup-name command. You can subsequently log in a groupof interfacesby issuing

the request services static-subscriber login group group-name command.

NonewCLI statementsare required toconfigure thedynamicprofile for static subscribers.

The dynamic profile can be very simple; it is activated at login and deactivated at logout.

If you do not configure a profile, then the junos-default-profile is automatically activated.

During a graceful Routing Engine switchover (GRES) event, active static subscribers are

recovered, inactive subscribers are cleaned up, and logout continues for subscribers that

were in the process of logging out.

Include the static-subscribers statement at the [edit system services] hierarchy level to

configure static subscribers. Include the traceoptions statement at the [edit system

processes static-subscribers] hierarchy level to configure tracing operations for static

subscribers.

You can configure the access profile, dynamic profile, service profile, and authentication

parameters for all static subscribers or for a particular group of static subscribers:

• To configure the access profile that triggers AAA services for the static subscriber for

all static subscribers, include the access-profile statement at the [edit system services

static-subscribers] hierarchy level. Alternatively, include this statement at the [edit

systemservicesstatic-subscribersgroupgroup-name]hierarchy level toapply theprofile

to a specific group and override a top-level configuration.

• To configure the dynamic profile that is instantiated when the static subscriber logs

in for all static subscribers, include the dynamic-profile statement at the [edit system

services static-subscribers] hierarchy level. Alternatively, include this statement at the

[edit system services static-subscribers group group-name] hierarchy level to apply the

profile to a specific group and override a top-level configuration. Do not specify a

dynamic profile that creates a dynamic interface.

• To configure the service profile for all static subscribers at the global level and at the

group level, include the service-profile statement at the [edit system services

static-subscribers group group-name] hierarchy level.

• To configure the authentication parameters that trigger an Access-Request message

to AAA for all static subscribers, include the authentication statement at the [edit

systemservices static-subscribers] hierarchy level. Alternatively, include the statement

at the [edit system services static-subscribers group group-name] hierarchy level to

configure authentication for a specific group and override a top-level configuration. If

you do not configure authentication, then by default the interface name is modified

and used as the default username for the subscriber session and the authentication

request.

The configurable authentication parameters include the password and details of how

the username is formed. Include the password statement at the [edit system services

static-subscribersauthentication]hierarchy level toconfigure theauthenticationpassword
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for all static subscribers. Alternatively, include the statement at the [edit system services

static-subscribers group group-name authentication] hierarchy level to configure

authentication for a specific group and override a top-level configuration.

The username that is sent to AAA for authentication must include at least one of the

following attributes:

• Domain name

• User prefix

• Interface name

• Logical system name

• Routing instance name

To configure how the username is formed for all static subscribers, include the desired

statements at the [edit systemservices static-subscribers authentication] hierarchy level:

domain-name, user-prefix, logical-system-name, or routing-instance-name. Alternatively,

include the desired statements at the [edit system services static-subscribers group

group-nameauthentication]hierarchy level to configure theusername for a specific group

and override a top-level configuration.

If youchange theauthenticationconfiguration foranexistinggroupor for static subscribers

globally, the change has no effect on existing static subscribers. The changes are applied

only to any new logins that are attempted after you commit the changes.

A group configuration must specify all the interfaces that you expect to support static

subscribers. Include the interface statementat the [edit systemservicesstatic-subscribers

group group-name] hierarchy level to specify the interfaces. This statement enables you

to specify a single interface or a range of interfaces.

Youmust also statically configure these interfaces before any static subscribers can be

supported on them. Youmust configure the static interfaces in the same logical system

and routing instance as the group that includes the interfaces.

If you change the interfaces that are included in an existing interface group, existing static

subscribers areautomatically loggedoutand thenback inwhenyoucommit thechanges.

However, changesmade to the configuration of the interface itself have no effect on the

login or logout state of the static subscriber associated with that interface.

By default, multiple subscribers are not supported on top of the same VLAN logical

interface. If youwant to support this behavior, then you canmanagemultiple subscribers

on a single logical interface in one of two ways. You can either merge attributes such as

firewall filters and CoS attributes for the multiple subscribers, or you can replace the

current attributes with those of a new subscriber whenever a new subscriber logs into

the underlying VLAN logical interface.

• Toenable attributemerging for all static interfaces, include theaggregate-clientsmerge

statement at the [edit systemservices static-subscribers] hierarchy level. Alternatively,

include this statementat the [edit systemservicesstatic-subscribersgroupgroup-name]
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hierarchy level to enable attribute merging for a specific group of static interfaces and

override a top-level configuration.

• To enable attribute replacement for all static interfaces, include the aggregate-clients

replace statement at the [edit system services static-subscribers] hierarchy level.

Alternatively, include this statement at the [edit system services static-subscribers

group group-name] hierarchy level to enable attribute replacement for a specific group

of static interfaces and override a top-level configuration.

Benefits of subscribers on static interfaces

Subscribers on Static Interfaces provides the following benefits:

• Offers static-subscribers the ability to configure service-profile.

• Provides dynamic service activation for the associated subscribers with statically

configured interfaces.

• Provides competitive advantage with RFC compliancy.

Related
Documentation

Configuring Subscribers over Static Interfaces on page 846•

• JuniperNetworksSessionandResourceControl (SRC)and JSRCOverviewonpage829

• Understanding JSRC-SAE Interactions on page 831

Configuring Subscribers over Static Interfaces

This topicdescribes theprocedure for configuring subscribersover static interfaces (static

subscribers).

Before you configure subscribers over static interfaces, perform the following tasks:

• Configure the static interfaces on which you want to create andmanage subscribers.

• Create an access profile to trigger AAA services for static subscribers.

• Create a dynamic profile that is instantiated when static subscribers log in.

To configure static subscribers:

1. Specify the global access profile that triggers AAA services for static subscribers.

See “Specifying the Static Subscriber Global Access Profile” on page 851.

2. Specify the global dynamic profile that is instantiated when static subscribers log in.

See “Specifying the Static Subscriber Global Dynamic Profile” on page 851.

3. Configure global method to handle multiple subscribers on a VLAN Logical Interface.

See “Enabling Multiple Subscribers on a VLAN Logical Interface for All Static

Subscribers” on page 852
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4. Configure the global authentication password for static subscribers.

See “Configuring theStaticSubscriberGlobalAuthenticationPassword” onpage853.

5. Configure the global username for static subscribers.

See “Configuring the Static Subscriber Global Username” on page 853.

6. Configureagroupof subscribers to sharevaluesdifferent fromtheglobal configuration.

See “Creating a Static Subscriber Group” on page 855.

7. Specify the access profile for the static subscriber group.

See “Specifying the Static Subscriber Group Access Profile” on page 856.

8. Specify the dynamic profile for the static subscriber group.

See “Specifying the Static Subscriber Group Dynamic Profile” on page 856.

9. Specify the service profile for the static subscriber group.

See “Specifying the Static Subscriber Group Service Profile” on page 857.

10. Configure method to handle multiple subscribers on a VLAN Logical Interface for a

static subscriber group.

See “EnablingMultipleSubscribers onaVLANLogical Interface for aStaticSubscriber

Group” on page 857.

11. Configure the authentication password for the static subscriber group.

See “Configuring theStatic Subscriber GroupAuthenticationPassword” on page858.

12. Configure the username for the static subscriber group.

See “Configuring the Static Subscriber Group Username” on page 858.

13. (Optional) Force a static subscriber to be logged out from an interface.

See “Forcing a Static Subscriber to Be Logged Out” on page 865.

14. (Optional) Enable an interface to accept static subscriber logins.

See “Resetting the State of an Interface for Static Subscriber Login” on page 865.

15. (Optional) Force static subscribers to be logged out from a group of interfaces.

See “Forcing a Group of Static Subscribers to Be Logged Out” on page 866.

16. (Optional) Enable a group of interfaces to accept static subscriber logins.
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See “Resetting theStateofan InterfaceGroup forStaticSubscriber Login”onpage866.

17. Configure trace options for troubleshooting the configuration.

See “Tracing Static Subscriber Operations” on page 927.

Related
Documentation

Subscribers on Static Interfaces Overview on page 843•

Example: Configuring Static Subscribers for Subscriber Access

This example shows a static subscriber configuration.

1. Configure the access profile to be used for static subscribers.

access {
profile access5 {
provisioning-order jsrc;
accounting {
order radius;

}
authentication {
order radius;

}
}

}

2. Configure the dynamic profile to be used for static subscribers.

If you do not configure this profile, the default profile, junos-default-profile, is used.

3. Configure the static interfaces on which to layer the static subscribers.

4. Configure the parameters that apply globally to all static subscribers in the

configuration context.

static-subscribers {
access-profile access5;
dynamic-profile dyn-profile-1;
authentication {
password $ABC123;
username-include {
user-prefix Building5;
interface;
logical-system-name;
routing-instance-name;
domain-name example.com;

}
}

}
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5. If you want to override the global parameters for certain static subscribers, create a

group of static interfaces for those subscribers and configure parameters to apply to

that group. Repeat this step for as many groups as you need.

static-subscribers {
group boston {
interface ge-1/0/1.1 upto ge-1/0/1.102
interface ge-1/0/1.6 exclude
interface ge-1/0/1.70 upto ge-1/0/1.80 exclude
access-profile boston-acs;
dynamic-profile dyn-profile-2;
authentication {
password $ABC123;
username-include {
user-prefix 2ndFloor;
interface;
logical-system-name;
routing-instance-name;
domain-name example.net;

}
}

}
}

6. Configure tracing options for static subscriber events.

static-subscribers {
traceoptions {
file filename<filesnumber><match regular-expression><sizemaximum-file-size>
<world-readable | no-world-readable>;

flag flag;
level (all | error | info | notice | verbose | warning);
no-remote-trace;

}
}

Related
Documentation

• Subscribers on Static Interfaces Overview on page 843

• Configuring Subscribers over Static Interfaces on page 846
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CHAPTER 81

Configuring the Static Subscribers Global
Profile

• Specifying the Static Subscriber Global Access Profile on page 851

• Specifying the Static Subscriber Global Dynamic Profile on page 851

• Enabling Multiple Subscribers on a VLAN Logical Interface for All Static

Subscribers on page 852

• Configuring the Static Subscriber Global Authentication Password on page 853

• Configuring the Static Subscriber Global Username on page 853

Specifying the Static Subscriber Global Access Profile

You specify a previously created access profile that triggers AAA services for all static

subscribers. This valuecanbeoverridden for agroupof static subscriberswhenadifferent

profile is configured for that group.

To specify the access profile used for all static subscribers:

• Specify the profile name.

[edit system services static-subscribers]
user@host# set access-profile access5

Related
Documentation

Configuring Subscribers over Static Interfaces on page 846•

• Specifying the Static Subscriber Group Access Profile on page 856

• profile on page 1376

Specifying the Static Subscriber Global Dynamic Profile

You specify a previously created dynamic profile that is instantiated when a static

subscriber logs in. Thisprofile is used for all static subscribers. This valuecanbeoverridden

for a group of static subscribers when a different profile is configured for that group.

To specify the dynamic profile used for all static subscribers:

• Specify the profile name.
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[edit system services static-subscribers]
user@host# set dynamic-profile dyn-profile-1

Related
Documentation

Configuring Subscribers over Static Interfaces on page 846•

• Specifying the Static Subscriber Group Dynamic Profile on page 856

• dynamic-profiles on page 1141

EnablingMultiple Subscribers on a VLAN Logical Interface for All Static Subscribers

For a given interface, only a single static subscriber (or group) is logged in. Although we

do not recommend this practice, youmight have other kinds of subscribers configured

on the same interface, such as a DHCP subscriber managed by the DHCP application.

You can use the aggregate-clients statement to extend the dynamic profile for all static

subscribers to enable multiple subscribers to share the same VLAN logical interface.

You can specify that attributes (such as CoS or firewall) for the multiple subscribers are

merged for the logical interface. That is, the profiles for multiple subscribers of different

types are instantiated on the interface, but the profile attributes of each are merged

together. Alternatively, you can specify that the instantiated profile for the current

subscriber is replacedby theprofile of anewsubscriber that logs inusing the same logical

interface. This configuration can be overridden for a group of static subscribers when a

different configuration is applied for that group.

To enable multiple subscribers to share the same VLAN logical interface for all static

subscribers, do one of the following:

• Specify that the multiple subscriber attributes are merged for the logical interface.

[edit system services static-subscribers dynamic-profile dyn-profile-1]
user@host# set aggregate-clientsmerge

• Specify that the entire logical interface is replaced when a new subscriber logs into

the network using the same VLAN logical interface.

[edit system services static-subscribers dynamic-profile dyn-profile-3]
user@host# set aggregate-clients replace

Related
Documentation

Configuring Subscribers over Static Interfaces on page 846•

• Specifying the Static Subscriber Group Dynamic Profile on page 856

• dynamic-profile on page 1140
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Configuring the Static Subscriber Global Authentication Password

You configure a password that is included in the Access-Request message sent to AAA

to authenticate all static subscribers. This value can be overridden for a group of static

subscribers when a different password is configured for that group.

To specify the authentication password used for all static subscribers:

• Specify the password.

[edit system services static-subscribers authentication]
user@host# set password $ABC123

Related
Documentation

Configuring Subscribers over Static Interfaces on page 846•

• Configuring the Static Subscriber Group Authentication Password on page 858

• authentication on page 1015

Configuring the Static Subscriber Global Username

You configure how the username is formed. The username serves as the username for

all static subscribers that are created and is included in the Access-Request message

sent to AAA to authenticate all static subscribers. This value can be overridden for a

group of static subscribers when a different username is configured for that group.

The usernamemust include at least one of the five possible elements. The value of each

element is concatenated in a specific order; the resulting string is the username. If you

specify their inclusion, the interface name, logical system name, and routing instance

name are derived from the configuration context. The elements are ordered as follows:

user-prefix.interface.logical-system-name.routing-instance-name@domain-name

To configure the username for all static subscribers:

1. (Optional) Specify a prefix for the username.

[edit system services static-subscribers authentication username-include]
user@host# set user-prefix Building5

2. (Optional) Specify that the interface name is included in the username.

[edit system services static-subscribers authentication username-include]
user@host# set interface

3. (Optional) Specify that the logical system name is included in the username.

[edit system services static-subscribers authentication username-include]
user@host# set logical-system-name

4. Specify that the routing instance name is included in the username.
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[edit system services static-subscribers authentication username-include]
user@host# set routing-instance-name

5. Specify the domain name included in the username.

[edit system services static-subscribers authentication username-include]
user@host# set domain-name campus.example.com

Configured in the default logical system andmaster routing instance for interface

ge-0/1/1.100, this sample configuration generates the following username:

Building5.ge-0-1-1-100.default.master.campus.example.com

Related
Documentation

• Configuring Subscribers over Static Interfaces on page 846

• Configuring the Static Subscriber Group Username on page 858

• username-include on page 1568
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CHAPTER 82

Configuring the Static Subscribers Group
Profile

• Creating a Static Subscriber Group on page 855

• Specifying the Static Subscriber Group Access Profile on page 856

• Specifying the Static Subscriber Group Dynamic Profile on page 856

• Specifying the Static Subscriber Group Service Profile on page 857

• Enabling Multiple Subscribers on a VLAN Logical Interface for a Static Subscriber

Group on page 857

• Configuring the Static Subscriber Group Authentication Password on page 858

• Configuring the Static Subscriber Group Username on page 858

Creating a Static Subscriber Group

Youcanoverride the configuration that is appliedglobally to static subscribers by creating

a static subscriber group that consists of a set of statically configured interfaces. You

can then apply a common configuration for the group with values different from the

global values for access and dynamic profiles, password, and username.

To configure an interface group for static subscribers:

1. Access the [edit system services static-subscribers] hierarchy level.

2. Create the group and assign the name.

[edit system services static-subscribers]
user@host# edit group boston

3. Specify thenamesofoneormore interfacesonwhichstatic subscriberscanbecreated.

You can repeat the interface interface-name statement to specify multiple interfaces
within the group, but you cannot use the same interface in more than one group.

[edit system services static-subscribers group boston]
user@host# set interface ge-1/0/1.1
user@host# set interface ge-1/0/1.2
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4. (Optional) You can use the upto upto-interface-name option to specify a range of

interfaces for a group.

[edit system services static-subscribers group boston]
user@host# set interface ge-1/0/1.3 upto ge-1/0/1.9

5. (Optional)Youcanuse theexcludeoption toexcludeaspecific interfaceor a specified

range of interfaces from the group. For example:

[edit system services static-subscribers group boston]
user@host# set interface ge-1/0/1.1 upto ge-1/0/1.102
user@host# set interface ge-1/0/1.6 exclude
user@host# set interface ge-1/0/1.70 upto ge-1/0/1.80 exclude

Related
Documentation

Configuring Subscribers over Static Interfaces on page 846•

• Specifying the Static Subscriber Group Access Profile on page 856

• Specifying the Static Subscriber Group Dynamic Profile on page 856

• Configuring the Static Subscriber Group Authentication Password on page 858

• Configuring the Static Subscriber Group Username on page 858

Specifying the Static Subscriber Group Access Profile

You can override the configured global access profile by specifying a different profile for

a group of static subscribers. The access profile triggers AAA services for that group of

static subscribers.

To specify the access profile used for a group of static subscribers:

• Specify the profile name.

[edit system services static-subscribers group boston]
user@host# set access-profile boston-acs

Related
Documentation

Configuring Subscribers over Static Interfaces on page 846•

• profile on page 1376

Specifying the Static Subscriber Group Dynamic Profile

You can override the configured global dynamic profile by specifying a different profile

for a group of static subscribers. The dynamic profile is instantiated when any static

subscriber in the group logs in.

To specify the dynamic profile used for a group of static subscribers:

• Specify the profile name.

[edit system services static-subscribers group boston]
user@host# set dynamic-profile dyn-profile-2
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Related
Documentation

Configuring Subscribers over Static Interfaces on page 846•

• Specifying the Static Subscriber Global Dynamic Profile on page 851

• dynamic-profiles on page 1141

Specifying the Static Subscriber Group Service Profile

When external policy server is unavailable, you can assign a default service profile to be

applied to a static subscriber session by specifying the service profile from Junos OS

Release 17.4R1 onwards. The service profile can be specified at the group level and at the

global level. Specify service-profile statement at the [edit system services

static-subscribers group group-name] hierarchy level

To specify the service profile used for a group of static subscribers:

• Specify the service profile name.

[edit system services static-subscribers group group-name]
user@host# set service-profile service-profile-name

Related
Documentation

Configuring Subscribers over Static Interfaces on page 846•

EnablingMultipleSubscribersonaVLANLogical Interface foraStaticSubscriberGroup

For a given interface, only a single static subscriber group (or static subscriber) is logged

in.Althoughwedonot recommendthispractice, youmighthaveother kindsof subscribers

configured on the same interface, such as a DHCP subscriber managed by the DHCP

application. You can use the aggregate-clients statement to extend the dynamic profile

for a static subscriber group to enable multiple subscribers to share the same VLAN

logical interface.

You can specify that attributes (such as CoS or firewall) for the multiple subscribers are

merged for the logical interface. That is, the profiles for multiple subscribers of different

types are instantiated on the interface, but the profile attributes of each are merged

together. Alternatively, you can specify that the instantiated profile for the current

subscriber group is replacedby the profile of a newsubscriber that logs in using the same

logical interface. This configuration overrides the configuration applied to all static

subscribers that are not members of the group.

To enable multiple subscribers to share the same VLAN logical interface for a static

subscriber group, do one of the following:

• Specify that the multiple subscriber attributes are merged for the logical interface.

[edit system services static-subscribers group boston dynamic-profile dyn-profile-2]
user@host# set aggregate-clientsmerge

• Specify that the entire logical interface is replaced when a new subscriber logs into

the network using the same VLAN logical interface.
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[edit system services static-subscribers group boston dynamic-profile dyn-profile-4]
user@host# set aggregate-clients replace

Related
Documentation

Configuring Subscribers over Static Interfaces on page 846•

• Specifying the Static Subscriber Group Dynamic Profile on page 856

• dynamic-profile on page 1140

Configuring the Static Subscriber Group Authentication Password

You can override the configured global authentication password by specifying a different

password for a group of static subscribers. This password is included in the

Access-Requestmessage sent to AAA to authenticate all static subscribers in the group.

To specify the authentication password used for a group of static subscribers:

• Specify the password.

[edit system services static-subscribers group boston authentication]
user@host# set password $ABC123

Related
Documentation

Configuring Subscribers over Static Interfaces on page 846•

• Configuring the Static Subscriber Global Authentication Password on page 853

• authentication on page 1015

Configuring the Static Subscriber Group Username

You can override the configured global username by specifying a different username for

a group of static subscribers. The username serves as the username for a group of static

subscribers that is created and is included in the Access-Request message sent to AAA

to authenticate that group.

The usernamemust include at least one of the five possible elements. The value of each

element is concatenated in a specific order; the resulting string is the username. If you

specify their inclusion, the interface name, logical system name, and routing instance

name are derived from the configuration context. The elements are ordered as follows:

user-prefix.interface.logical-system-name.routing-instance-name@domain-name

To configure the username for a group of static subscribers:

1. (Optional) Specify a prefix for the username.

[edit systemservicesstatic-subscribersgroupbostonauthenticationusername-include]
user@host# set user-prefix 2ndFloor

2. (Optional) Specify that the interface name is included in the username.

[edit systemservicesstatic-subscribersgroupbostonauthenticationusername-include]
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user@host# set interface

3. (Optional) Specify that the logical system name is included in the username.

[edit systemservicesstatic-subscribersgroupbostonauthenticationusername-include]
user@host# set logical-system-name

4. Specify that the routing instance name is included in the username.

[edit systemservicesstatic-subscribersgroupbostonauthenticationusername-include]
user@host# set routing-instance-name

5. Specify the domain name included in the username.

[edit systemservicesstatic-subscribersgroupbostonauthenticationusername-include]
user@host# set domain-name building5.example.com

Configured in the default logical system andmaster routing instance for interface

ge-0/1/2.50, this sample configuration generates the following username:

2ndfloor.ge-0-1-2-50.default.master.building5.example.com

Related
Documentation

• Configuring Subscribers over Static Interfaces on page 846

• Configuring the Static Subscriber Global Username on page 853

• username-include on page 1568

859Copyright © 2018, Juniper Networks, Inc.

Chapter 82: Configuring the Static Subscribers Group Profile



Copyright © 2018, Juniper Networks, Inc.860

Broadband Subscriber Sessions Feature Guide



CHAPTER 83

Monitoring and Managing Diameter
Information for Subscriber Access

• Verifying Diameter Node, Instance, and Route Information on page 861

• Verifying and Managing Diameter Function Information on page 862

• Verifying and Managing Diameter Peer Information on page 863

• Verifying Diameter Network Element Information on page 864

Verifying Diameter Node, Instance, and Route Information

Purpose View Diameter node information:

Action To display summary information about all Diameter nodes:•

user@host> show diameter

• To display summary information about all Diameter nodes and add information about

Diameter functions, instances, network elements, and peers:

user@host> show diameter brief

• To display brief information about all Diameter nodes and add information about

Diameter routes:

user@host> show diameter detail

• To display summary information about all Diameter instances:

user@host> show diameter instance

• To display detailed information about all Diameter instances:

user@host> show diameter instance detail

• To display information about a specific Diameter instance, add the instance name to

the command:

user@host> show diameter instancemaster

user@host> show diameter instance detail master

• To display summary information about all Diameter routes:

user@host> show diameter route
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• To display detailed information about all Diameter routes:

user@host> show diameter route detail

• To display information about a specific Diameter route, add the route name to the

command:

user@host> show diameter route dne-route2

user@host> show diameter route detail dne-route2

Related
Documentation

Configuring Diameter on page 764•

• Configuring Gx-Plus on page 782

• CLI Explorer

Verifying andManaging Diameter Function Information

Purpose View or clear Diameter function information:

Action To display summary information about all functions associated with Diameter:•

user@host> show diameter function

• To display detailed information about all functions associated with Diameter:

user@host> show diameter function detail

• To display information about a specific function associated with Diameter, add the

function name to the command:

user@host> show diameter function jsrc

user@host> show diameter function detail gx-plus

• To display summary statistics about all functions associated with Diameter:

user@host> show diameter function statistics

• To display detailed statistics about all functions associated with Diameter:

user@host> show diameter function statistics detail

• To display statistics about a specific function associated with Diameter, add the

function name to the command:

user@host> show diameter function statistics gx-plus

user@host> show diameter function statistics detail jsrc

• To delete current statistics for all functions associated with Diameter:

user@host>clear diameter function statistics

• To delete current statistics for a specific function associated with Diameter:

user@host>clear diameter function gx-plus statistics
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Related
Documentation

Configuring Diameter on page 764•

• Configuring Gx-Plus on page 782

• CLI Explorer

Verifying andManaging Diameter Peer Information

Purpose View or clear Diameter peer information:

Action To display summary information about all Diameter peers:•

user@host> show diameter peer

• To display detailed information about all Diameter peers:

user@host> show diameter peer detail

• To display information about a specific Diameter peer, add the peer name to the

command:

user@host> show diameter peer peer235

user@host> show diameter peer detail peer235

• To display summary information about Diameter peer-to-network-element mapping

for all peers:

user@host> show diameter peer map

• To display detailed information about Diameter peer-to-network-element mapping

for all peers:

user@host> show diameter peer map detail

• To display information about Diameter peer-to-network-element mapping for a

specified peer, add the peer name to the command:

user@host> show diameter peer map peer235

user@host> show diameter peer map detail peer235

• To display summary statistics about all Diameter peers:

user@host> show diameter peer statistics

• To display detailed statistics about all Diameter peers:

user@host> show diameter peer statistics detail

• To display summary statistics about a specified Diameter peer:

user@host> show diameter peer statistics peer235

• To display detailed statistics about a specified Diameter peer:

user@host> show diameter peer statistics detail peer235

• To delete the specified Diameter peer and all of its statistics.

user@host>clear diameter peer peer5 connection
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• To delete the specified Diameter peer and its current statistics:

user@host>clear diameter peer peer5 statistics

Related
Documentation

Configuring Diameter on page 764•

• CLI Explorer

Verifying Diameter Network Element Information

Purpose View Diameter network element information:

Action To display summary information about Diameter network elements:•

user@host> show diameter network-element

• To display detailed information about Diameter network elements:

user@host> show diameter network-element detail

• To display information about Diameter network elements for a specified network

element, include the element name in the command:

user@host> show diameter network-element dne-1

user@host> show diameter network-element detail dne-1

• To display summary information about Diameter network-element-to-peer mapping

for all network elements:

user@host> show diameter network-elementmap

• To display detailed information about Diameter network-element-to-peer mapping

for all network elements:

user@host> show diameter network-elementmap detail

Related
Documentation

• Configuring Diameter on page 764

• CLI Explorer
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CHAPTER 84

Monitoring and Managing Subscriber
Information on Static Interfaces

• Forcing a Static Subscriber to Be Logged Out on page 865

• Resetting the State of an Interface for Static Subscriber Login on page 865

• Forcing a Group of Static Subscribers to Be Logged Out on page 866

• Resetting the State of an Interface Group for Static Subscriber Login on page 866

• Verifying Information about Subscriber Sessions on Static Interfaces on page 866

Forcing a Static Subscriber to Be Logged Out

You can force a static subscriber to be logged out on an interface. After you do so, no

subscriber can subsequently log in on that interfaceuntil the interface state is reset either

by a router reset or by entering the request services static-subscribers login interface

command.

• To forcibly log out a static subscriber on a static interface:

user@host> request services static-subscribers logout interface ge-2/0/1.5

Related
Documentation

Resetting the State of an Interface for Static Subscriber Login on page 865•

Resetting the State of an Interface for Static Subscriber Login

When a static subscriber has been forcibly logged out on an interface with the request

services static-subscribers logout interface command, you can reset the state of the

interface. This action enables a static subscriber to log in on the interface. If you do not

reset the state manually, then no static subscribers can log in on the interface until the

state is reset by a router reset.

• To reset the state of a static interface:

user@host> request services static-subscribers login interface ge-2/0/1.5

Related
Documentation

Forcing a Static Subscriber to Be Logged Out on page 865•
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Forcing a Group of Static Subscribers to Be Logged Out

You can force the static subscribes on all interfaces in a group to be logged out. After

you do so, no subscriber can subsequently log in on an interface in that group until the

interface state is reset either by a router reset or by entering the request services

static-subscribers login group command.

• To forcibly log out all static subscribers on a static interface group:

user@host> request services static-subscribers logout group boston

Related
Documentation

Resetting the State of an Interface Group for Static Subscriber Login on page 866•

Resetting the State of an Interface Group for Static Subscriber Login

When static subscribers have been forcibly logged out on an interface group with the

request services static-subscribers logout group command, you can reset the state of the

group. This action enables static subscribers to log in on the interfaces in the group. If

you do not reset the statemanually, then no static subscribers can log in on any interface

in the group until the state is reset by a router reset.

• To reset the state of a static interface group:

user@host> request services static-subscribers login group boston

Related
Documentation

Forcing a Group of Static Subscribers to Be Logged Out on page 866•

Verifying Information about Subscriber Sessions on Static Interfaces

Purpose View information about subscriber sessions on static interfaces:

Action To display information about all static subscriber sessions:•

user@host> show static-subscribers sessions

• To display information about the subscriber sessions for the specified group of static

interfaces:

user@host> show static-subscribers sessions group boston

• To display information about the subscriber session for the specified interface:

user@host> show static-subscribers sessions interface ge-0/0/1.1

Related
Documentation

• For more information, see the CLI Explorer

• Configuring Subscribers over Static Interfaces on page 846

• Subscribers on Static Interfaces Overview on page 843
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PART 10

Troubleshooting

• Configuring AAA Testing and Troubleshooting on page 869

• Tracing Extended DHCP Operations on page 875

• Configuring Subscriber Management Database Log Files on page 883

• ConfiguringSubscriberManagementDatabaseTraceFlagsandOperationsonpage885

• Configuring Subscriber Management Session Database Log Files on page 889

• Configuring Subscriber Management Session Database Trace Flags and

Operations on page 891

• Configuring Diameter Base Protocol Log Files on page 895

• Configuring Diameter Base Protocol Trace Flags and Operations on page 899

• Troubleshooting Diameter Networks on page 903

• Configuring ANCP Log Files on page 905

• Configuring ANCP Trace Flags and Operations on page 909

• Configuring General Authentication Service Log Files on page 913

• Configuring General Authentication Service Trace Flags and Operations on page 915

• Configuring Static Subscriber Interfaces Log Files on page 923

• Configuring Static Subscriber Interfaces Trace Flags and Operations on page 927

• Overriding PCRF Session Control to Troubleshoot a Session or Services on page 931

• Contacting Juniper Technical Support on page 933
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CHAPTER 85

Configuring AAA Testing and
Troubleshooting

• AAA Configuration Testing and Troubleshooting on page 869

• Testing a Subscriber AAA Configuration on page 869

AAA Configuration Testing and Troubleshooting

Subscriber management supports a test feature that enables you to check the AAA

configuration of a subscriber. Youmight use the test feature to verify the subscriber’s

AAA settings and to help troubleshoot or isolate subscriber login problems. TheAAA test

process createsapseudosession that authenticates the subscriber, allocatesanaddress

for the subscriber, and issues an accounting start packet. The process then issues an

accounting stop request, releases the address, and terminates the pseudo session.

The AAA test results provide details about the attributes that subscriber management

assigns to the subscriber during login. The attributes might be assigned by RADIUS, a

dynamic profile, static interface configuration, or might be statically assigned. You can

test the AAA configuration for DHCP, PPP, and authd-lite subscribers. For L2TP clients,

the AAA test process displays all tunnel parameters but does not create an actual tunnel

session.

NOTE: The test command does not support volume-time accounting. If
volume-time accounting is configured for the test subscriber, the test
command replaces the statistics with time-only accounting statistics.

Related
Documentation

Testing a Subscriber AAA Configuration on page 869•

Testing a Subscriber AAA Configuration

Purpose Display the AAAattributes that subscribermanagement assigns to the subscriber during

login.
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The following example tests the AAA configuration for a PPP subscriber. You can use

the test aaa dhcp user command to perform a similar test for DHCP subscribers and the

test aaa authd-lite user command to test authd-lite subscribers.

NOTE: The test command does not support volume-time accounting. If
volume-time accounting is configured for the test subscriber, the test
command replaces the statistics with time-only accounting statistics.
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Action user@host>test aaa ppp user user45@test.net password $ABC123
Authentication Grant
    ************User Attributes***********
         User Name -                              user45@test.net      
         Client IP Address -                      192.168.1.1       
         Client IP Netmask -                      255.255.0.0  
         Virtual Router Name -                    default          
         Agent Remote Id -                        NULL             
         Reply Message -                          NULL
         Primary DNS IP Address -                 0.0.0.0   
         Secondary DNS IP Address -               0.0.0.0   
         Primary WINS IP Address -                0.0.0.0          
         Secondary WINS IP Address -              0.0.0.0          
         Primary DNS IPv6 Address  -              ::
         Secondary DNS IPv6 Address  -            ::
         Framed Pool -                            not set          
         Class Attribute -                        TEST            
         Service Type -                           0                
         Client IPv6 Address -                    ::               
         Client IPv6 Mask -                       null             
         Framed IPv6 Prefix -                     ::/0
         Framed IPv6 Pool -                       not-set          
         NDRA IPv6 Prefix -                       not-set          
         Login IPv6 Host -                        ::               
         Framed Interface Id -                    0:0:0:0      
         Delegated IPv6 Prefix -                  ::/0  
         Delegated IPv6 Pool -                    not-set          
         User Password -                          $ABC123           
         CHAP Password -                          NULL             
         Mac Address -                            00:00:5E:00:53:ab
         Idle Timeout -                           600             
         Session Timeout -                        6000            
         Service Name (1) -                       cos-service(video_sch, nc_sch)

         Service Statistics (1) -                 1                
         Service Acct Interim (1) -               600              
         Service Activation Type (1) -            1                
         Service Name (2) -                       filter-service(in_filter, 
out_filter)
         Service Statistics (2) -                 2                
         Service Acct Interim (2) -               900              
         Service Activation Type (2) -            1                
         Cos shaping rate -                       100m             
         Filter Id -                              not set          
         Framed MTU -                             (null)           
         Framed Route -                           not set          
         Ingress Policy Name -                    not set          
         Egress Policy Name -                     not set          
         IGMP -                                   disabled         
         Redirect VR Name -                       default          
         Service Bundle -                         Null             
         Framed Ip Route Tag -                    not set          
         Ignore DF Bit -                          disabled         
         IGMP Access Group Name -                 not set          
         IGMP Access Source Group Name -          not set          
         MLD Access Group Name -                  not set          
         MLD Access Source Group Name -           not set          
         IGMP Version -                           not set          
         MLD Version -                            not set          
         IGMP Immediate Leave -                   disabled         
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         MLD Immediate Leave -                    disabled         
         IPv6 Ingress Policy Name -               not set          
         IPv6 Egress Policy Name -                not set          
         Acct Session ID -                        1                
         Acct Interim Interval -                  750              
         Acct Type -                              1                
         Ingress Statistics -                     disabled         
         Egress Statistics -                      disabled         
         Chargeable user identity -               0                
         NAS Port Id -                            -0/0/0.0         
         NAS Port -                               4095             
         NAS Port Type -                          15               
         Framed Protocol -                        1                
         IPv4 ADF Rule -                          010100
         IPv4 ADF Rule -                          010101
         IPv6 ADF Rule -                          030100
         IPv6 ADF Rule -                          030101
    ****Pausing 10 seconds before disconnecting the test user*********
    Logging out subscriber
         Terminate Id -                           not set          
    Test complete. Exiting

You can use the agent-remote-id ari option with the test aaa dhcp user and test aaa ppp

user commands to verify DHCP and PPP subscriber authentication in those networks

that support the DSL Forum Agent-Remote-Id (VSA 26-2).

If you specify the DSL Forum Agent-Remote-Id, the output includes the specified value.

If you do not specify the VSA, then the Agent-Remote-Id value is shown as NULL.

user@host>test aaa ppp user thomastank agent-remote-id “(202)555–1212”

    Authentication Grant
    ************User Attributes***********
         User Name -                              thomastank
         Client IP Address -                      192.168.1.1
         Client IP Netmask -                      255.255.0.0
         ...
         NAS Ip Address -                         0.0.0.0
         Agent Remote Id -                        (202)555–1212
         ...

The followingexample showsoutputwhen theauthenticationgrant fails due toan invalid

password:

user@host>test aaa ppp user user45@test.net password 55N33%%56
Authentication Deny
    Reason : Access Denied
    Received Attributes :
         User Name -                              user45@test.net    
         Client IP Address -                      0.0.0.0          
         Client IP Netmask -                      0.0.0.0          
         Virtual Router Name -                    default          
         Agent Remote Id -                        NULL             
         Reply Message -                          NULL             
         Primary DNS IP Address -                 0.0.0.0          
         Secondary DNS IP Address -               0.0.0.0          
         Primary WINS IP Address -                0.0.0.0          
         Secondary WINS IP Address -              0.0.0.0          
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         Primary DNS IPv6 Address  -              ::               
         Secondary DNS IPv6 Address  -            ::               
         Framed Pool -                            not set          
         Class Attribute -                        not set          
         Service Type -                           0                
         Client IPv6 Address -                    ::               
         Client IPv6 Mask -                       null             
         Framed IPv6 Prefix -                     ::/0             
         Framed IPv6 Pool -                       not-set          
         NDRA IPv6 Prefix -                       not-set          
         Login IPv6 Host -                        ::               
         Framed Interface Id -                    0:0:0:0          
         Delegated IPv6 Prefix -                  ::/0             
         Delegated IPv6 Pool -                    not-set          
         User Password -                          55N33%%56        
         CHAP Password -                          NULL             
         Mac Address -                            00:00:5E:00:53:ab
         Filter Id -                              not set          
         Framed MTU -                             (null)           
         Framed Route -                           not set          
         Ingress Policy Name -                    not set          
         Egress Policy Name -                     not set          
         IGMP -                                   disabled         
         Redirect VR Name -                       default          
         Service Bundle -                         Null             
         Framed Ip Route Tag -                    not set          
         Ignore DF Bit -                          disabled         
         IGMP Access Group Name -                 not set          
         IGMP Access Source Group Name -          not set          
         MLD Access Group Name -                  not set          
         MLD Access Source Group Name -           not set          
         IGMP Version -                           not set          
         MLD Version -                            not set          
         IGMP Immediate Leave -                   disabled         
         MLD Immediate Leave -                    disabled         
         IPv6 Ingress Policy Name -               not set          
         IPv6 Egress Policy Name -                not set          
         Acct Session ID -                        12               
         Acct Interim Interval -                  0                
         Acct Type -                              0                
         Ingress Statistics -                     disabled         
         Egress Statistics -                      disabled         
         Chargeable user identity -               0                
         NAS Port Id -                            -0/0/0.0         
         NAS Port -                               4095             
         NAS Port Type -                          15               
         Framed Protocol -                        0                
    Test complete. Exiting

For some networks, such as a Layer 2 network with VLAN-OOB subscribers, RADIUS is

configured toprovide thesubscriberaddress inaclientprofilewith theClient-Profile-Name

VSA (26–174). In the default configuration, the test fails when it does not receive a

subscriber address directly from RADIUS. To successfully test these subscribers, you

must include the no-address-request option. The command output displays the client

profile name in the Dynamic Profile field and the name of the routing instance conveyed

by the Virtual-Router VSA (26-1) in the Routing Instance field.

user@host>test aaa ppp user thomastank no-address-request
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    Authentication Grant
    ************User Attributes***********
         User Name -                              thomastank
         Client IP Address -                      0.0.0.0
         Client IP Netmask -                      0.0.0.0
         ...
         IPv6 Egress Policy Name -                not set          
         Dynamic Profile-                         filter-service
         Routing Instance -                       VR27fin
         ...

Related
Documentation

• AAA Configuration Testing and Troubleshooting on page 869
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CHAPTER 86

Tracing Extended DHCP Operations

• Tracing Extended DHCP Operations on page 875

Tracing Extended DHCPOperations

Both theextendedDHCP local server and theextendedDHCP relayagent support tracing

operations. DHCP tracing operations track extended DHCP operations and record them

in a log file. The error descriptions captured in the log file provide detailed information

to help you solve problems.

You can configure DHCP trace operations at the global level and at the interface level.

Global DHCP tracing logs all DHCP-related events, whereas interface-level tracing logs

only interface-specific DHCP events. If you configure interface-level trace operations,

you can specify tracing for a range of interfaces or an individual interface. However, only

a single interface-level log file is supported. That is, you cannot specify different

interface-level log files for different interfaces or groups of interfaces.

By default, nothing is traced. When you enable the tracing operation, the default tracing

behavior is as follows:

• Important events for both global and per-interface tracing are logged in a file located

in the /var/log directory. By default, the router uses the filename, jdhcpd. You can

specify a different filename, but you cannot change the directory in which trace files

are located.

• When the trace log file filename reaches 128 kilobytes (KB), it is compressed and

renamed filename.0.gz. Subsequent events are logged in a new file called filename,

until it reaches capacity again. At this point, filename.0.gz is renamed filename.1.gz and

filename is compressed and renamed filename.0.gz. This process repeats until the

number of archived files reaches the maximum file number. Then the oldest trace

file—the one with the highest number—is overwritten.

You can optionally specify the number of trace files to be from 2 through 1000. You

can also configure the maximum file size to be from 10 KB through 1 gigabyte (GB).

(For more information about how log files are created, see the System Log Explorer.)

• By default, only the user who configures the tracing operation can access log files. You

can optionally configure read-only access for all users.
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To configure global DHCP tracing operations.

• Specify tracing operations for DHCP local server and DHCP relay:

[edit system processes dhcp-service]
user@host# edit traceoptions

The tracing configuration is applied globally to all DHCP applications in every LS:RI.

Configuration of event tracing on a per-LS:RI basis is not supported. DHCP tracing is

configurable only in the default LS:RI. However, DHCP applications (local server or relay)

do not have be configured in the default LS:RI.

NOTE: Werecommendthat youuseconfigure tracingstatementsat the [edit

system processes dhcp-service] hierarchy level.

Because you can configure DHCP tracing at three different hierarchy levels (one newand

recommended, two old and deprecated), the following rules apply to manage the

interaction:

• When you configure a filename or any other options for the trace log file, the

configurationat the [edit systemprocessesdhcp-service]hierarchy level has thehighest

precedence, followedby theconfigurationat the [editsystemservicesdhcp-local-server]

hierarchy level, and finally with the lowest precedence, the configuration at the [edit

forwarding-options dhcp-relay] hierarchy level.

• The flag configurations formultiple hierarchy levels aremerged and applied to all trace

log events.

• The deprecated statements do not support filtering the generation of DHCP trace log

events by severity level. If you use these statements, trace logging operates with an

implicit severity of all, regardless of the severity level configured at the [edit system

processes dhcp-service] hierarchy level.

For information about configuring per-interface tracing options, see “Tracing Extended

DHCP Operations for Specific Interfaces” on page 880.

The extended DHCP traceoptions operations are described in the following sections:

• Configuring the Extended DHCP Log Filename on page 877

• Configuring the Number and Size of Extended DHCP Log Files on page 877

• Configuring Access to the Extended DHCP Log File on page 878

• ConfiguringaRegularExpressionforExtendedDHCPMessagestoBeLoggedonpage878

• Configuring the Extended DHCP Tracing Flags on page 879

• Configuring the Severity Level to Filter Which Extended DHCPMessages Are

Logged on page 879

• Tracing Extended DHCP Operations for Specific Interfaces on page 880
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Configuring the Extended DHCP Log Filename

By default, the name of the file that records trace output is jdhcpd. You can specify a

different nameby including the file option. DHCP local server andDHCP relay agent both

support the file option for the traceoptions statement and the interface-traceoptions

statement.

To change the filename:

• Specify a filename for global tracing operations.

[edit system processes dhcp-service traceoptions]
user@host# set file filename

• Specify a filename for per-interface tracing operations.

[edit system processes dhcp-service interface-traceoptions]
user@host# set file filename

See Also Tracing Extended DHCP Operations for Specific Interfaces on page 880•

Configuring the Number and Size of Extended DHCP Log Files

You can optionally specify the number of compressed, archived trace log files to be from

2 through 1000. You can also configure the maximum file size to be from 10 KB through

1 gigabyte (GB); the default size is 128 kilobytes (KB).

The archived files are differentiated by a suffix in the format .number.gz. The newest

archived file is .0.gz and the oldest archived file is .(maximum number)-1.gz. When the

current trace log file reaches the maximum size, it is compressed and renamed, and any

existing archived files are renamed. This process repeats until the maximum number of

archived files is reached, at which point the oldest file is overwritten.

For example, you can set the maximum file size to 2 MB, and themaximum number of

files to 20. When the file that receives the output of the tracing operation, filename,

reaches 2 MB, filename is compressed and renamed filename.0.gz, and a new file called

filename is created. When the new filename reaches 2 MB, filename.0.gz is renamed

filename.1.gzand filename is compressedand renamed filename.0.gz. Thisprocess repeats

until there are 20 trace files. Then the oldest file, filename.19.gz, is simply overwritten

when the next oldest file, filename.18.gz is compressed and renamed to filename.19.gz.

DHCP local server and DHCP relay agent both support the files and size options for the

traceoptions statement and the interface-traceoptions statement. To configure the

number and size of trace files:

• Specify the name, number, and size of the file used for the trace output for global

tracing operations.

[edit system processes dhcp-service traceoptions]
user@host# set file filename files number sizemaximum-file-size
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• Specify thename, number, and sizeof the file used for the traceoutput for per-interface

tracing operations.

[edit system processes dhcp-service interface-traceoptions]
user@host# set file filename files number sizemaximum-file-size

See Also Tracing Extended DHCP Operations on page 875•

• Tracing Extended DHCP Operations for Specific Interfaces on page 880

Configuring Access to the Extended DHCP Log File

By default, only the user who configures the tracing operation can access the log files.

You can enable all users to read the log file and you can explicitly set the default behavior

of the log file.

DHCP local server and DHCP relay agent both support theworld-readable option and

theno-world-readableoption for the traceoptionsstatementandthe interface-traceoptions

statement. To specify that all users can read the log file:

• Configure the log file to be world-readable for global tracing operations.

[edit system processes dhcp-service traceoptions]
user@host# set file filenameworld-readable

• Configure the log file to be world-readable for per-interface tracing operations.

[edit system processes dhcp-service interface-traceoptions]
user@host# set file filenameworld-readable

To explicitly set the default behavior, in which the log file can only be read by the user

who configured tracing:

• Configure the log file to be no-world-readable for global tracing operations.

[edit system processes dhcp-service traceoptions]
user@host# set file filename no-world-readable

• Configure the log file to be no-world-readable for per-interface tracing operations.

[edit system processes dhcp-service interface-traceoptions]
user@host# set file filename no-world-readable

See Also Tracing Extended DHCP Operations for Specific Interfaces on page 880•

Configuring a Regular Expression for Extended DHCPMessages to Be Logged

By default, the trace operation output includes all messages relevant to the logged

events. You can refine the output by including regular expressions to bematched.
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DHCP local server and DHCP relay agent both support thematch option for the

traceoptions statement and the interface-traceoptions statement. To configure regular

expressions to bematched:

• Specify the regular expression for global tracing operations.

[edit system processes dhcp-service traceoptions]
user@host# set file filenamematch regular-expression

• Specify the regular expression for per-interface tracing operations.

[edit system processes dhcp-service interface-traceoptions]
user@host# set file filenamematch regular-expression

See Also Tracing Extended DHCP Operations for Specific Interfaces on page 880•

Configuring the Extended DHCP Tracing Flags

Bydefault, only important eventsare logged.Youcanspecifywhicheventsandoperations

are logged by specifying one or more tracing flags.

DHCP local server andDHCP relayagentboth support the flagoption for the traceoptions

statement and the interface-traceoptions statement. A smaller set of flags is supported

for interface-level tracing than for global tracing. To configure the flags for the events to

be logged:

• Specify the flags for global tracing operations.

[edit system processes dhcp-service traceoptions]
user@host# set flag flag

• Specify the flags for per-interface tracing operations.

[edit system processes dhcp-service interface-traceoptions]
user@host# set flag flag

See Also Tracing Extended DHCP Operations for Specific Interfaces on page 880•

Configuring the Severity Level to FilterWhich Extended DHCPMessages Are Logged

Themessages associatedwith a logged event are categorized according to severity level.

You can use the severity level to determine which messages are logged for the event

type. A low severity level is less restrictive—filters out fewer messages—than a higher

level. When you configure a severity level, all messages at that level and all higher (more

restrictive) levels are logged.

The following list presents severity levels inorder from lowest (least restrictive) tohighest

(most restrictive). This order also represents the significance of the messages; for

example, errormessages are of greater concern than infomessages.

• verbose

• info
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• notice

• warning

• error

The severity level that you configure depends on the issue that you are trying to resolve.

In some cases youmight be interested in seeing all messages relevant to the logged

event, so you specify all. You can also specify verbosewith the same result, because

verbose is the lowest (least restrictive) severity level; it has nothing to do with the

tersenessor verbosityof themessages. Either choicegeneratesa largeamountofoutput.

You can specify a more restrictive severity level, such as notice or info to filter the

messages. By default, the trace operation output includes onlymessages with a severity

level of error.

DHCP local server andDHCP relayagentboth support the leveloption for the traceoptions

statementand the interface-traceoptions statement. Toconfigure the flags for theevents

to be logged:

• Specify the severity level for global tracing operations.

[edit system processes dhcp-service traceoptions]
user@host# set level severity

• Specify the severity level for per-interface tracing operations.

[edit system processes dhcp-service interface-traceoptions]
user@host# set level severity

See Also Tracing Extended DHCP Operations for Specific Interfaces on page 880•

Tracing Extended DHCPOperations for Specific Interfaces

In addition to the global DHCP tracing operations, subscriber management enables you

to trace extended DHCP operations for a specific interface or for a range of interfaces.

Configuring per-interface tracing is a two-step procedure. In the first step, you specify

the tracing options that youwant to use, such as file information and flags. In the second

step, you enable the tracing operation on the specific interfaces.

To configure per-interface tracing operations:

1. Specify the tracing options you want to use.
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NOTE: Per-interface tracing uses the same default tracing behavior as
the global extended DHCP tracing operation. The default behavior is
described in “Tracing Extended DHCPOperations” on page 875.

a. Specify that you want to configure per-interface tracing options.

• For DHCP local server, DHCPv6 local server, DHCP relay agent, and DHCPv6

relay agent:

[edit system processes dhcp-service]
user@host# edit interface-traceoptions

b. (Optional) Specify the tracing file options.

• Configure the name for the file used for the trace output.

See “Configuring the Extended DHCP Log Filename” on page 877.

• Configure the number and size of the log files.

See “Configuring theNumber andSizeof ExtendedDHCPLogFiles” onpage877.

• Configure access to the log file.

See “Configuring Access to the Extended DHCP Log File” on page 878.

• Configure a regular expression to filter logging events.

See “Configuring a Regular Expression for Extended DHCPMessages to Be

Logged” on page 878.

c. (Optional) Specify tracing flag options.

See “Configuring the Extended DHCP Tracing Flags” on page 879.

d. (Optional)Configurea severity level formessages to specifywhicheventmessages

are logged.

See “Configuring the Severity Level to Filter Which Extended DHCPMessages Are

Logged” on page 879.

2. Enable tracing on an interface or interface range.

The following examples show a DHCP local server configuration. You can also use

the trace statement at the [edit forwarding-options dhcp-relay] hierarchy level and at

the [edit system services dhcp-local-server dhcpv6] hierarchy level.

• Enable tracing on a specific interface.

[edit system services dhcp-local-server]
user@host# set group group-name interface interface-name trace

• Enable tracing on a range of interfaces.

[edit system services dhcp-local-server]
user@host# set group group-name interface interface-name upto interface
interface-name trace
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See Also • Tracing Extended DHCP Operations on page 875
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CHAPTER 87

Configuring Subscriber Management
Database Log Files

• Configuring the Number and Size of Subscriber Management Database Log

Files on page 883

• Configuring Access to the Subscriber Management Database Log File on page 884

• Configuring a Regular Expression for Subscriber Management Database Messages to

Be Logged on page 884

Configuring the Number and Size of Subscriber Management Database Log Files

You can optionally specify the number of compressed, archived trace log files to be from

2 through 1000. You can also configure the maximum file size to be from 10 KB through

1 gigabyte (GB); the default size is 128 kilobytes (KB).

The archived files are differentiated by a suffix in the format .number.gz. The newest

archived file is .0.gz and the oldest archived file is .(maximum number)-1.gz. When the

current trace log file reaches the maximum size, it is compressed and renamed, and any

existing archived files are renamed. This process repeats until the maximum number of

archived files is reached, at which point the oldest file is overwritten.

For example, you can set the maximum file size to 2 MB, and themaximum number of

files to 20. When the file that receives the output of the tracing operation, filename,

reaches 2 MB, filename is compressed and renamed filename.0.gz, and a new file called

filename is created. When the new filename reaches 2 MB, filename.0.gz is renamed

filename.1.gzand filename is compressedand renamed filename.0.gz. Thisprocess repeats

until there are 20 trace files. Then the oldest file, filename.19.gz, is simply overwritten

when the next oldest file, filename.18.gz is compressed and renamed to filename.19.gz.

To configure the number and size of trace files:

• Specify the name, number, and size of the file used for the trace output.

[edit system services subscriber-management traceoptions]
user@host# set file smi_1 _logfile_1 files 20 size 2097152

Related
Documentation

TracingSubscriberManagementDatabaseOperationsforSubscriberAccessonpage885•
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Configuring Access to the Subscriber Management Database Log File

By default, only the user who configures the tracing operation can access the log files.

You can enable all users to read the log file and you can explicitly set the default behavior

of the log file.

To specify that all users can read the log file:

• Configure the log file to be world-readable.

[edit system services subscriber-management traceoptions]
user@host# set file smi_1 _logfile_1 world-readable

To explicitly set the default behavior, only the user who configured tracing can read the

log file:

• Configure the log file to be no-world-readable.

[edit system services subscriber-management traceoptions]
user@host# set file smi_1 _logfile_1 no-world-readable

Related
Documentation

TracingSubscriberManagementDatabaseOperationsforSubscriberAccessonpage885•

Configuring a Regular Expression for Subscriber Management DatabaseMessages to
Be Logged

By default, the trace operation output includes all messages relevant to the logged

events.

You can refine the output by including regular expressions to bematched.

To configure regular expressions to bematched:

• Configure the regular expression.

[edit system services subscriber-management traceoptions]
user@host# set file smi_1 _logfile_1 match regex

Related
Documentation

• TracingSubscriberManagementDatabaseOperationsforSubscriberAccessonpage885
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CHAPTER 88

Configuring Subscriber Management
Database Trace Flags and Operations

• TracingSubscriberManagementDatabaseOperationsforSubscriberAccessonpage885

• Configuring the Subscriber Management Database Trace Log Filename on page 886

• Configuring the Subscriber Management Database Tracing Flags on page 886

Tracing Subscriber Management Database Operations for Subscriber Access

The Junos OS trace feature tracks subscriber management database operations and

records events in a log file. The error descriptions captured in the log file provide detailed

information to help you solve problems.

By default, nothing is traced. When you enable the tracing operation, the default tracing

behavior is as follows:

1. Important events are logged in a file located in the /var/log directory. By default, the

router uses the filename smid. You can specify a different filename, but you cannot

change the directory in which trace files are located.

2. When the trace log file filename reaches 128 kilobytes (KB), it is compressed and

renamed filename.0.gz. Subsequent events are logged in a new file called filename,

until it reaches capacity again. At this point, filename.0.gz is renamed filename.1.gz

and filename is compressed and renamed filename.0.gz. This process repeats until

the number of archived files reaches themaximum file number. Then the oldest trace

file—the one with the highest number—is overwritten.

You can optionally specify the number of trace files to be from 2 through 1000. You

can also configure the maximum file size to be from 10 KB through 1 gigabyte (GB).

(For more information about how log files are created, see the System Log Explorer.)

By default, only the user who configures the tracing operation can access log files. You

can optionally configure read-only access for all users.
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To configure all aspects of subscriber management database tracing operations:

1. Configure a trace log filename.

See “Configuring the Subscriber Management Database Trace Log Filename” on

page 886.

2. Configure the number and size of trace logs.

See “Configuring theNumberandSizeofSubscriberManagementDatabaseLogFiles”

on page 883.

3. Configure user access to trace logs.

See“ConfiguringAccesstotheSubscriberManagementDatabaseLogFile”onpage884.

4. Configure a regular expression to filter the information to be included in the trace log.

See “ConfiguringaRegularExpression forSubscriberManagementDatabaseMessages

to Be Logged” on page 884.

5. Configure flags to specify which events are logged.

See “Configuring the Subscriber Management Database Tracing Flags” on page 886.

Configuring the Subscriber Management Database Trace Log Filename

By default, the nameof the file that records trace output for the subscribermanagement

database is smid. You can specify a different namewith the file option.

To configure the filename for subscriber management database tracing operations:

• Specify the name of the file used for the trace output.

[edit system services subscriber-management traceoptions]
user@host# set file smi_logfile_1

Related
Documentation

TracingSubscriberManagementDatabaseOperationsforSubscriberAccessonpage885•

Configuring the Subscriber Management Database Tracing Flags

Bydefault, only important eventsare logged.Youcanspecifywhicheventsandoperations

are logged by specifying one or more tracing flags.

To configure the flags for the events to be logged:

• Configure the flags.

[edit system services subscriber-management traceoptions]
user@host# set flag flag
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Related
Documentation

• TracingSubscriberManagementDatabaseOperationsforSubscriberAccessonpage885
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CHAPTER 89

Configuring Subscriber Management
Session Database Log Files

• Configuring the Number and Size of Subscriber Management Session Database

Replication Log Files on page 889

• Configuring Access to the Subscriber Management Session Database Replication Log

File on page 890

• Configuring a Regular Expression for Subscriber Management Session Database

Replication Messages to Be Logged on page 890

Configuring the Number and Size of Subscriber Management Session Database
Replication Log Files

You can optionally specify the number of compressed, archived trace log files to be from

2 through 1000. You can also configure the maximum file size to be from 10 KB through

1 gigabyte (GB); the default size is 128 kilobytes (KB).

The archived files are differentiated by a suffix in the format .number.gz. The newest

archived file is .0.gz and the oldest archived file is .(maximum number)-1.gz. When the

current trace log file reaches the maximum size, it is compressed and renamed, and any

existing archived files are renamed. This process repeats until the maximum number of

archived files is reached, at which point the oldest file is overwritten.

For example, you can set the maximum file size to 2 MB, and themaximum number of

files to 20. When the file that receives the output of the tracing operation, filename,

reaches 2 MB, filename is compressed and renamed filename.0.gz, and a new file called

filename is created. When the new filename reaches 2 MB, filename.0.gz is renamed

filename.1.gzand filename is compressedand renamed filename.0.gz. Thisprocess repeats

until there are 20 trace files. Then the oldest file, filename.19.gz, is simply overwritten

when the next oldest file, filename.18.gz is compressed and renamed to filename.19.gz.

To configure the number and size of trace files:

• Specify the name, number, and size of the file used for the trace output.

[edit system services database-replication traceoptions]
user@host# set file bdrep_1 _logfile_1 files 20 size 2097152
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Related
Documentation

Tracing Subscriber Management Session Database Replication Operations for

Subscriber Access on page 891

•

Configuring Access to the SubscriberManagement Session Database Replication Log
File

By default, only the user who configures the tracing operation can access the log files.

You can enable all users to read the log file and you can explicitly set the default behavior

of the log file.

To specify that all users can read the log file:

• Configure the log file to be world-readable.

[edit system services database-replication traceoptions]
user@host# set file bdrep_1 _logfile_1 world-readable

To explicitly set the default behavior, only the user who configured tracing can read the

log file:

• Configure the log file to be no-world-readable.

[edit system services database-replication traceoptions]
user@host# set file bdrep_1 _logfile_1 no-world-readable

Related
Documentation

Tracing Subscriber Management Session Database Replication Operations for

Subscriber Access on page 891

•

Configuring a Regular Expression for Subscriber Management Session Database
ReplicationMessages to Be Logged

By default, the trace operation output includes all messages relevant to the logged

events.

You can refine the output by including regular expressions to bematched.

To configure regular expressions to bematched:

• Configure the regular expression.

[edit system services database-replication traceoptions]
user@host# set file bdrep_1 _logfile_1 match regex

Related
Documentation

• Tracing Subscriber Management Session Database Replication Operations for

Subscriber Access on page 891
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CHAPTER 90

Configuring Subscriber Management
Session Database Trace Flags and
Operations

• Tracing Subscriber Management Session Database Replication Operations for

Subscriber Access on page 891

• Configuring the Subscriber Management Session Database Replication Trace Log

Filename on page 892

• Configuring the Subscriber Management Session Database Replication Tracing

Flags on page 892

Tracing Subscriber Management Session Database Replication Operations for
Subscriber Access

The Junos OS trace feature tracks subscriber management database replication

operations and records events in a log file. The error descriptions captured in the log file

provide detailed information to help you solve problems.

By default, nothing is traced. When you enable the tracing operation, the default tracing

behavior is as follows:

1. Important events are logged in a file located in the /var/log directory. By default, the

router uses the filenamebdbrepd. Youcan specify adifferent filename, but youcannot

change the directory in which trace files are located.

2. When the trace log file filename reaches 128 kilobytes (KB), it is compressed and

renamed filename.0.gz. Subsequent events are logged in a new file called filename,

until it reaches capacity again. At this point, filename.0.gz is renamed filename.1.gz

and filename is compressed and renamed filename.0.gz. This process repeats until

the number of archived files reaches themaximum file number. Then the oldest trace

file—the one with the highest number—is overwritten.

Youcanoptionally configure themaximumfile size tobe from10KBthrough 1gigabyte

(GB). You can also specify the number of trace files to be from 2 through 1000.

(For more information about how log files are created, see the System Log Explorer.)

By default, only the user who configures the tracing operation can access log files. You

can optionally configure read-only access for all users.
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To configure all aspects of subscriber management database replication tracing

operations:

1. Configure a trace log filename.

See “Configuring the Subscriber Management Session Database Replication Trace

Log Filename” on page 892.

2. Configure the number and size of trace logs.

See “Configuring the Number and Size of Subscriber Management Session Database

Replication Log Files” on page 889.

3. Configure user access to trace logs.

See “ConfiguringAccess to theSubscriberManagementSessionDatabaseReplication

Log File” on page 890.

4. Configure a regular expression to filter the information to be included in the trace log.

See “Configuring aRegular Expression for SubscriberManagement SessionDatabase

Replication Messages to Be Logged” on page 890.

5. Configure flags to specify which events are logged.

See “Configuring the Subscriber Management Session Database Replication Tracing

Flags” on page 892.

Configuring the Subscriber Management Session Database Replication Trace Log
Filename

By default, the nameof the file that records trace output for the subscribermanagement

database is bdbrepd. You can specify a different namewith the file option.

To configure the filename for subscriber management database tracing operations:

• Specify the name of the file used for the trace output.

[edit system services database-replication traceoptions]
user@host# set file bdbrep_logfile_1

Related
Documentation

Tracing Subscriber Management Session Database Replication Operations for

Subscriber Access on page 891

•

Configuring the Subscriber Management Session Database Replication Tracing Flags

Bydefault, only important eventsare logged.Youcanspecifywhicheventsandoperations

are logged by specifying one or more tracing flags.
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To configure the flags for the events to be logged:

• Configure the flags.

[edit system services database-replication traceoptions]
user@host# set flag flag

Related
Documentation

• Tracing Subscriber Management Session Database Replication Operations for

Subscriber Access on page 891
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CHAPTER 91

Configuring Diameter Base Protocol Log
Files

• Configuring the Number and Size of Diameter Base Protocol Log Files on page 895

• Configuring Access to the Diameter Base Protocol Log File on page 896

• Configuring a Regular Expression for Diameter Base Protocol Messages to Be

Logged on page 896

• Configuring the Severity Level to Filter Which Diameter Base Protocol Messages Are

Logged on page 896

Configuring the Number and Size of Diameter Base Protocol Log Files

You can optionally specify the number of compressed, archived trace log files to be from

2 through 1000. You can also configure the maximum file size to be from 10 KB through

1 gigabyte (GB); the default size is 128 kilobytes (KB).

The archived files are differentiated by a suffix in the format .number.gz. The newest

archived file is .0.gz and the oldest archived file is .(maximum number)-1.gz. When the

current trace log file reaches the maximum size, it is compressed and renamed, and any

existing archived files are renamed. This process repeats until the maximum number of

archived files is reached, at which point the oldest file is overwritten.

For example, you can set the maximum file size to 2 MB, and themaximum number of

files to 20. When the file that receives the output of the tracing operation, filename,

reaches 2 MB, filename is compressed and renamed filename.0.gz, and a new file called

filename is created. When the new filename reaches 2 MB, filename.0.gz is renamed

filename.1.gzand filename is compressedand renamed filename.0.gz. Thisprocess repeats

until there are 20 trace files. Then the oldest file, filename.19.gz, is simply overwritten

when the next oldest file, filename.18.gz is compressed and renamed to filename.19.gz.

To configure the number and size of trace files:

• Specify the name, number, and size of the file used for the trace output. (Diameter

base protocol supports the files and size options for the traceoptions statement.)

[edit system processes diameter-service traceoptions]
user@host# set file diam_1 _logfile_1 files 20 size 2097152
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Related
Documentation

Tracing Diameter Base Protocol Processes for Subscriber Access on page 899•

Configuring Access to the Diameter Base Protocol Log File

By default, only the user who configures the tracing operation can access the log files.

You can enable all users to read the log file and you can explicitly set the default behavior

of the log file.

To specify that all users can read the log file:

• Configure the log file to be world-readable.

[edit system processes diameter-service traceoptions]
user@host# set file diam_1 _logfile_1 world-readable

To explicitly set the default behavior, only the user who configured tracing can read the

log file:

• Configure the log file to be no-world-readable.

[edit system processes diameter-service traceoptions]
user@host# set file diam_1 _logfile_1 no-world-readable

Related
Documentation

Tracing Diameter Base Protocol Processes for Subscriber Access on page 899•

Configuring a Regular Expression for Diameter Base Protocol Messages to Be Logged

By default, the trace operation output includes all messages relevant to the logged

events.

You can refine the output by including regular expressions to bematched.

To configure regular expressions to bematched:

• Configure the regular expression.

[edit system processes diameter-service traceoptions]
user@host# set file diam_1 _logfile_1 match regex

Related
Documentation

Tracing Diameter Base Protocol Processes for Subscriber Access on page 899•

Configuring the Severity Level to FilterWhich Diameter Base Protocol Messages Are
Logged

Themessages associatedwith a logged event are categorized according to severity level.

You can use the severity level to determine which messages are logged for the event

type. The severity level that you configure depends on the issue that you are trying to

resolve. In some cases youmight be interested in seeing all messages relevant to the

logged event, so you specify all or verbose. Either choice generates a large amount of
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output. You can specify amore restrictive severity level, such as notice or info to filter the

messages . By default, the trace operation output includes onlymessageswith a severity

level of error.

To configure the type of messages to be logged:

• Configure the message severity level.

[edit system processes diameter-service traceoptions]
user@host# set level severity

Related
Documentation

• Tracing Diameter Base Protocol Processes for Subscriber Access on page 899
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CHAPTER 92

ConfiguringDiameter BaseProtocol Trace
Flags and Operations

• Tracing Diameter Base Protocol Processes for Subscriber Access on page 899

• Configuring the Diameter Base Protocol Trace Log Filename on page 900

• Configuring the Diameter Base Protocol Tracing Flags on page 900

Tracing Diameter Base Protocol Processes for Subscriber Access

The JunosOS trace feature tracksDiameter base protocol operations and records events

in a log file. The error descriptions captured in the log file provide detailed information

to help you solve problems.

By default, nothing is traced. When you enable the tracing operation, the default tracing

behavior is as follows:

1. Important events are logged in a file located in the /var/log directory. By default, the

router uses the filename jdiameterd. You can specify a different filename, but you

cannot change the directory in which trace files are located.

2. When the trace log file filename reaches 128 kilobytes (KB), it is compressed and

renamed filename.0.gz. Subsequent events are logged in a new file called filename,

until it reaches capacity again. At this point, filename.0.gz is renamed filename.1.gz

and filename is compressed and renamed filename.0.gz. This process repeats until

the number of archived files reaches themaximum file number. Then the oldest trace

file—the one with the highest number—is overwritten.

You can optionally specify the number of trace files to be from 2 through 1000. You

can also configure the maximum file size to be from 10 KB through 1 gigabyte (GB).

For more information about how log files are created, see the System Log Explorer.

By default, only the user who configures the tracing operation can access log files. You

can optionally configure read-only access for all users.
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To configure Diameter base protocol tracing operations:

1. (Optional) Configure a trace log filename.

See “Configuring the Diameter Base Protocol Trace Log Filename” on page 900.

2. (Optional) Configure the number and size of trace logs.

See“Configuring theNumberandSizeofDiameterBaseProtocolLogFiles”onpage895.

3. (Optional) Configure user access to trace logs.

See “Configuring Access to the Diameter Base Protocol Log File” on page 896.

4. (Optional) Configure a regular expression to filter the information to be included in

the trace log.

See “Configuring a Regular Expression for Diameter Base Protocol Messages to Be

Logged” on page 896.

5. (Optional) Configure flags to specify which events are logged.

See “Configuring the Diameter Base Protocol Tracing Flags” on page 900.

6. (Optional) Configure a severity level for messages to specify which event messages

are logged.

See “Configuring the Severity Level to FilterWhich Diameter Base Protocol Messages

Are Logged” on page 896.

Configuring the Diameter Base Protocol Trace Log Filename

By default, the name of the file that records trace output for Diameter base protocol is

jdiameterd. You can specify a different namewith the file option.

To configure the filename for Diameter base protocol tracing operations:

• Specify the name of the file used for the trace output.

[edit system processes diameter-service traceoptions]
user@host# set file diam_logfile_1

Related
Documentation

Tracing Diameter Base Protocol Processes for Subscriber Access on page 899•

Configuring the Diameter Base Protocol Tracing Flags

Bydefault, only important eventsare logged.Youcanspecifywhicheventsandoperations

are logged by specifying one or more tracing flags.
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To configure the flags for the events to be logged:

• Configure the flags.

[edit system processes diameter-service traceoptions]
user@host# set flag dne

Related
Documentation

• Tracing Diameter Base Protocol Processes for Subscriber Access on page 899
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CHAPTER 93

Troubleshooting Diameter Networks

• Troubleshooting Diameter Network Configuration on page 903

• Troubleshooting Diameter Network Connectivity on page 904

Troubleshooting Diameter Network Configuration

Problem Description: Amisconfiguration of the network can prevent Diameter from functioning

properly.Configurationoptions for theDiameterbaseprotocolaresimplifying thediscovery

of a misconfiguration.

Symptoms: The output of the show diameter peer command indicates a peer is in the

no-activation state. In this case issue the show diameter peer map and show diameter

network-elementmap commands to determine which network elements use the peer.

The output of these commands can indicate why the peer is not activated. For example,

all the associated network elements might have higher-priority peers in the open state.

The failed-to-forward counters are increasing in theoutput of the showdiameter function

statistics detail command. this can indicate that the routes to the peer are incorrectly

configured.Check thenetworkconnectivity, thenuse the showdiameter routescommand

to determine whether application traffic is being correctly forwarded.

Cause Typicalmisconfigurationsappear in the routes,peers, andnetworkelementconfigurations.

Solution Use the appropriate statements to correct the misconfiguration.

Related
Documentation

show diameter function statistics on page 1790•

• show diameter network-elementmap on page 1798

• show diameter peer on page 1801

• show diameter peer map on page 1806

• show diameter route on page 1813
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Troubleshooting Diameter Network Connectivity

Problem Description: In some circumstances, problems can arise with network connectivity to
Diameter peers. The problemmay originate with the peer or the peer host.

Symptoms: The output of the show diameter peer command indicates a peer is in the

suspended, rejected, or bad-peer state.

Cause The suspended state indicates that the peer is not responding or has some other

malfunction, or the network path to the peer does not exist.

The rejected state indicates that the network connection has been rejected by the peer.

Thebad-peer state indicates that thenetwork connectionhasbeen rejectedby the router

on which the peer resides.

Solution Determine how persistent the problem is by issuing the show diameter peer statistics

peer-name brief command to check the connectivity statistics.

Related
Documentation

• show diameter peer on page 1801

• show diameter peer statistics on page 1809
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CHAPTER 94

Configuring ANCP Log Files

• Configuring the Number and Size of ANCP Log Files on page 905

• Configuring Access to the ANCP Log File on page 906

• Configuring a Regular Expression for ANCPMessages to Be Logged on page 906

• Configuring theSeverity Level to FilterWhichANCPMessagesAre Loggedonpage906

Configuring the Number and Size of ANCP Log Files

You can optionally specify the number of compressed, archived trace log files to be from

2 through 1000. You can also configure the maximum file size to be from 10 KB through

1 gigabyte (GB); the default size is 128 kilobytes (KB).

The archived files are differentiated by a suffix in the format .number.gz. The newest

archived file is .0.gz and the oldest archived file is .(maximum number)-1.gz. When the

current trace log file reaches the maximum size, it is compressed and renamed, and any

existing archived files are renamed. This process repeats until the maximum number of

archived files is reached, at which point the oldest file is overwritten.

For example, you can set the maximum file size to 2 MB, and themaximum number of

files to 20. When the file that receives the output of the tracing operation, filename,

reaches 2 MB, filename is compressed and renamed filename.0.gz, and a new file called

filename is created. When the new filename reaches 2 MB, filename.0.gz is renamed

filename.1.gzand filename is compressedand renamed filename.0.gz. Thisprocess repeats

until there are 20 trace files. Then the oldest file, filename.19.gz, is simply overwritten

when the next oldest file, filename.18.gz is compressed and renamed to filename.19.gz.

To configure the number and size of trace files:

• Specify the name, number, and size of the file used for the trace output.

[edit protocols ancp traceoptions]
user@host# set file ancp_1 _logfile_1 files 20 size 2097152

Related
Documentation

Tracing ANCP Agent Operations for Subscriber Access on page 909•
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Configuring Access to the ANCP Log File

By default, only the user who configures the tracing operation can access the log files.

You can enable all users to read the log file and you can explicitly set the default behavior

of the log file.

To specify that all users can read the log file:

• Configure the log file to be world-readable.

[edit protocols ancp traceoptions]
user@host# set file ancp_1 _logfile_1 world-readable

To explicitly set the default behavior, only the user who configured tracing can read the

log file:

• Configure the log file to be no-world-readable.

[edit protocols ancp traceoptions]
user@host# set file ancp_1 _logfile_1 no-world-readable

Related
Documentation

Tracing ANCP Agent Operations for Subscriber Access on page 909•

Configuring a Regular Expression for ANCPMessages to Be Logged

By default, the trace operation output includes all messages relevant to the logged

events.

You can refine the output by including regular expressions to bematched.

To configure regular expressions to bematched:

• Configure the regular expression.

[edit protocols ancp traceoptions]
user@host# set file ancp_1 _logfile_1 match regex

Related
Documentation

Tracing ANCP Agent Operations for Subscriber Access on page 909•

Configuring the Severity Level to FilterWhich ANCPMessages Are Logged

Themessages associatedwith a logged event are categorized according to severity level.

You can use the severity level to determine which messages are logged for the event

type. The severity level that you configure depends on the issue that you are trying to

resolve. In some cases youmight be interested in seeing all messages relevant to the

logged event, so you specify all or verbose. Either choice generates a large amount of

output. You can specify amore restrictive severity level, such as notice or info to filter the

messages . By default, the trace operation output includes onlymessageswith a severity

level of error.
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To configure the type of messages to be logged:

• Configure the message severity level.

[edit protocols ancp traceoptions]
user@host# set level severity

Related
Documentation

• Tracing ANCP Agent Operations for Subscriber Access on page 909

• Configuring the ANCP Agent on page 684

• traceoptions on page 1517
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CHAPTER 95

Configuring ANCP Trace Flags and
Operations

• Tracing ANCP Agent Operations for Subscriber Access on page 909

• Configuring the ANCP Trace Log Filename on page 910

• Configuring the ANCP Tracing Flags on page 910

Tracing ANCP Agent Operations for Subscriber Access

The Junos OS trace feature tracks ANCP agent operations and records events in a log

file. The error descriptions captured in the log file provide detailed information to help

you solve problems.

By default, nothing is traced. When you enable the tracing operation, the default tracing

behavior is as follows:

1. Important events are logged in a file located in the /var/log directory. By default, the

router uses the filename ancpd. You can specify a different filename, but you cannot

change the directory in which trace files are located.

2. When the trace log file filename reaches 128 kilobytes (KB), it is compressed and

renamed filename.0.gz. Subsequent events are logged in a new file called filename,

until it reaches capacity again. At this point, filename.0.gz is renamed filename.1.gz

and filename is compressed and renamed filename.0.gz. This process repeats until

the number of archived files reaches themaximum file number. Then the oldest trace

file—the one with the highest number—is overwritten.

You can optionally specify the number of trace files to be from 2 through 1000. You

can also configure the maximum file size to be from 10 KB through 1 gigabyte (GB).

(For more information about how log files are created, see the System Log Explorer.)

By default, only the user who configures the tracing operation can access log files. You

can optionally configure read-only access for all users.
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To configure ANCP agent tracing operations:

1. (Optional) Configure a trace log filename.

See “Configuring the ANCP Trace Log Filename” on page 910.

2. (Optional) Configure the number and size of trace logs.

See “Configuring the Number and Size of ANCP Log Files” on page 905.

3. (Optional) Configure user access to trace logs.

See “Configuring Access to the ANCP Log File” on page 906.

4. (Optional) Configure a regular expression to filter the information to be included in

the trace log.

See “ConfiguringaRegular Expression forANCPMessages toBeLogged”onpage906.

5. (Optional) Configure flags to specify which events are logged.

See “Configuring the ANCP Tracing Flags” on page 910.

6. (Optional) Configure a severity level for messages to specify which event messages

are logged.

See “Configuring the Severity Level to Filter Which ANCPMessages Are Logged” on

page 906.

Related
Documentation

Configuring the ANCP Agent on page 684•

Configuring the ANCP Trace Log Filename

By default, the name of the file that records trace output for ANCP is ancpd. You can

specify a different namewith the file option.

To configure the filename for ANCP tracing operations:

• Specify the name of the file used for the trace output.

[edit protocols ancp traceoptions]
user@host# set file ancp_1

Related
Documentation

Tracing ANCP Agent Operations for Subscriber Access on page 909•

Configuring the ANCP Tracing Flags

Bydefault, only important eventsare logged.Youcanspecifywhicheventsandoperations

are logged by specifying one or more tracing flags.
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To configure the flags for the events to be logged:

• Configure the flags.

[edit protocols ancp traceoptions]
user@host# set flag restart

Related
Documentation

• Tracing ANCP Agent Operations for Subscriber Access on page 909
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CHAPTER 96

Configuring General Authentication
Service Log Files

• Configuring the Number and Size of General Authentication Service Processes Log

Files on page 913

• Configuring Access to the Log File on page 914

• Configuring a Regular Expression for Lines to Be Logged on page 914

Configuring the Number and Size of General Authentication Service Processes Log
Files

You can optionally specify the number of compressed, archived trace log files to be from

2 through 1000. You can also configure the maximum file size to be from 10 KB through

1 gigabyte (GB); the default size is 128 kilobytes (KB).

The archived files are differentiated by a suffix in the format .number.gz. The newest

archived file is .0.gz and the oldest archived file is .(maximum number)-1.gz. When the

current trace log file reaches the maximum size, it is compressed and renamed, and any

existing archived files are renamed. This process repeats until the maximum number of

archived files is reached, at which point the oldest file is overwritten.

For example, you can set the maximum file size to 2 MB, and themaximum number of

files to 20. When the file that receives the output of the tracing operation, filename,

reaches 2 MB, filename is compressed and renamed filename.0.gz, and a new file called

filename is created. When the new filename reaches 2 MB, filename.0.gz is renamed

filename.1.gzand filename is compressedand renamed filename.0.gz. Thisprocess repeats

until there are 20 trace files. Then the oldest file, filename.19.gz, is simply overwritten

when the next oldest file, filename.18.gz is compressed and renamed to filename.19.gz.

To configure the number and size of trace files:

• Specify the name, number, and size of the file used for the trace output, by including

the files and size options with the traceoptions statement.

[edit system processes general-authentication-service traceoptions]
user@host# set file aap_logfile_1 files 20 size 2097152
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Related
Documentation

Tracing General Authentication Service Processes on page 915•

Configuring Access to the Log File

Bydefault, log files canbeaccessedonlyby theuserwhoconfigures the tracingoperation.

You can allow all users to read the log file and you can explicitly set the default behavior

of the log file.

To specify that all users can read the log file:

• Configure the log file to be world-readable.

[edit system processes general-authentication-service traceoptions]
user@host# set file aap_logfile_1 world-readable

To explicitly set the default behavior, in which the log file can only be read by the user

who configured tracing:

• Configure the log file to be no-world-readable.

[edit system processes general-authentication-service traceoptions]
user@host# set file aap_logfile_1 no-world-readable

Related
Documentation

Tracing General Authentication Service Processes on page 915•

Configuring a Regular Expression for Lines to Be Logged

By default, the trace operation output includes all lines relevant to the logged events.

You can refine the output by including regular expressions (regex) that will be matched.

To configure regular expressions to match:

• Configure the regular expression.

[edit system processes general-authentication-service traceoptions]
user@host# set file aap_logfile_1 match regular-expression

Related
Documentation

• Tracing General Authentication Service Processes on page 915
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CHAPTER 97

Configuring General Authentication
Service Trace Flags and Operations

• Tracing General Authentication Service Processes on page 915

• Configuring the General Authentication Service Processes Trace Log

Filename on page 919

• Configuring the Trace Operation on page 920

• Configuring Subscriber Filtering for General Authentication Service Trace

Operations on page 921

Tracing General Authentication Service Processes

The Junos OS trace operations feature tracks general authentication service operations

and records events in a log file. By default, the tracing operation is inactive. To trace

general authentication service processes, you specify flags in the traceoptions statement

at the [edit systemprocesses general-authentication-service] hierarchy level. The default

tracing behavior is the following:

• Important events are logged in a file located in the /var/log directory. By default, the

router uses the filename, authd. You can specify a different filename, but you cannot

change the directory (/var/log) in which trace files are located.

• When the trace log file filename reaches 128 kilobytes (KB), it is compressed and

renamed filename.0.gz. Subsequent events are logged in a new file called filename,

until it reaches capacity again. At this point, filename.0.gz is renamed filename.1.gz and

filename is compressed and renamed filename.0.gz. This process repeats until the

number of archived files reaches the maximum file number. Then the oldest trace

file—the one with the highest number—is overwritten.

You can optionally specify the number of trace files to be from 2 through 1000. You

can also configure themaximum file size to be from 10 KB through 1 gigabyte (GB). For

more information about how log files are created, see the System Log Explorer.
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• By default, only the user who configures the tracing operation can access log files. You

can optionally configure read-only access for all users.

The general authentication service tracing operations are described in the following

sections:

• Configuring the General Authentication Service Processes Trace Log

Filename on page 916

• Configuring the Number and Size of General Authentication Service Processes Log

Files on page 916

• Configuring Access to the Log File on page 917

• Configuring a Regular Expression for Lines to Be Logged on page 917

• Configuring Subscriber Filtering for General Authentication Service Trace

Operations on page 918

• Configuring the Trace Operation on page 919

Configuring the General Authentication Service Processes Trace Log Filename

By default, the name of the file that records trace output for general authentication

service is authd. You can specify a different name by including the file statement at the

[edit system processes general-authentication-service] hierarchy level:

To configure the filename for general authentication service tracing operations:

• Specify the name of the file used for the trace output.

[edit system processes general-authentication-service traceoptions]
user@host# set file aap_logfile_1

See Also Tracing General Authentication Service Processes on page 915•

• Configuring Address-Assignment Pools on page 621

Configuring the Number and Size of General Authentication Service Processes Log Files

You can optionally specify the number of compressed, archived trace log files to be from

2 through 1000. You can also configure the maximum file size to be from 10 KB through

1 gigabyte (GB); the default size is 128 kilobytes (KB).

The archived files are differentiated by a suffix in the format .number.gz. The newest

archived file is .0.gz and the oldest archived file is .(maximum number)-1.gz. When the

current trace log file reaches the maximum size, it is compressed and renamed, and any

existing archived files are renamed. This process repeats until the maximum number of

archived files is reached, at which point the oldest file is overwritten.

For example, you can set the maximum file size to 2 MB, and themaximum number of

files to 20. When the file that receives the output of the tracing operation, filename,

reaches 2 MB, filename is compressed and renamed filename.0.gz, and a new file called

filename is created. When the new filename reaches 2 MB, filename.0.gz is renamed

filename.1.gzand filename is compressedand renamed filename.0.gz. Thisprocess repeats
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until there are 20 trace files. Then the oldest file, filename.19.gz, is simply overwritten

when the next oldest file, filename.18.gz is compressed and renamed to filename.19.gz.

To configure the number and size of trace files:

• Specify the name, number, and size of the file used for the trace output, by including

the files and size options with the traceoptions statement.

[edit system processes general-authentication-service traceoptions]
user@host# set file aap_logfile_1 files 20 size 2097152

See Also Tracing General Authentication Service Processes on page 915•

Configuring Access to the Log File

Bydefault, log files canbeaccessedonlyby theuserwhoconfigures the tracingoperation.

You can allow all users to read the log file and you can explicitly set the default behavior

of the log file.

To specify that all users can read the log file:

• Configure the log file to be world-readable.

[edit system processes general-authentication-service traceoptions]
user@host# set file aap_logfile_1 world-readable

To explicitly set the default behavior, in which the log file can only be read by the user

who configured tracing:

• Configure the log file to be no-world-readable.

[edit system processes general-authentication-service traceoptions]
user@host# set file aap_logfile_1 no-world-readable

See Also Tracing General Authentication Service Processes on page 915•

Configuring a Regular Expression for Lines to Be Logged

By default, the trace operation output includes all lines relevant to the logged events.

You can refine the output by including regular expressions (regex) that will be matched.

To configure regular expressions to match:

• Configure the regular expression.

[edit system processes general-authentication-service traceoptions]
user@host# set file aap_logfile_1 match regular-expression

See Also Tracing General Authentication Service Processes on page 915•
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Configuring Subscriber Filtering for General Authentication Service Trace Operations

Starting in Junos OS Release 14.1, you can apply filters to the general authentication

service to limit tracing to particular subscribers or domains. Subscriber filtering simplifies

troubleshooting in a scaled environment by enabling you to focus on a reduced set of

trace results.

For subscriber usernames that have the expected form of user@domain, you can filter

on the user, the domain, or both. You can use an asterisk (*) as a wildcard to substitute

for characters at the beginning or end of either term tomatch a greater number of

subscribers.

NOTE: You cannot filter results using a wildcard in themiddle of the user or
domain terms. For example, the following uses of the wildcard are not
supported: tom*25@example.com, tom125@ex*.com.

When you enable filtering by username, traces that have insufficient information to

determine the username are automatically excluded.

To configure subscriber filtering:

• Specify the filter.

[edit system processes general-authentication-service traceoptions]
user@host# set filter user user@domain

Consider the following examples of using the wildcard for filtering:

• Filter results for the specific subscriber with the username, tom@example.com.

[edit system processes general-authentication-service traceoptions]
user@host# set filter user tom@example.com

• Filter results for all subscribers whose username begins with tom.

[edit system processes general-authentication-service traceoptions]
user@host# set filter user tom*

• Filter results for all subscribers whose username ends with tom.

[edit system processes general-authentication-service traceoptions]
user@host# set filter user *tom

• Filter results for subscribers with the username tom at all domains beginning with ex.

[edit system processes general-authentication-service traceoptions]
user@host# set filter user tom@ex*

• Filter results for all subscribers at all domains that end with ample.com.

[edit system processes general-authentication-service traceoptions]
user@host# set filter user *ample.com

• Filter results for all subscribers whose username begins with tom at domains that end

with example.com.

Copyright © 2018, Juniper Networks, Inc.918

Broadband Subscriber Sessions Feature Guide



[edit system processes general-authentication-service traceoptions]
user@host# set filter user tom*@*example.com

See Also Tracing General Authentication Service Processes on page 915•

Configuring the Trace Operation

By default, only important events are logged. You can specify which trace operations are

logged by including specific tracing flags. The following table describes the flags that

you can include.

DescriptionFlag

Trace all address-assignment pool eventsaddress-assignment

Trace all tracing operationsall

Trace configuration eventsconfiguration

Trace authentication framework eventsframework

Trace Gx-Plus eventsgx-plus

Trace JSRC eventsjsrc

Trace LDAP authentication eventsldap

Trace local authentication eventslocal-authentication

Trace RADIUS authentication eventsradius

Trace user access events, such as login, logout, and
authenticate

user-access

To configure the flags for the event to be logged:

• Configure the flags.

[edit system processes general-authentication-service traceoptions]
user@host# set flag address-assignment

See Also Tracing General Authentication Service Processes on page 915•

Configuring the General Authentication Service Processes Trace Log Filename

By default, the name of the file that records trace output for general authentication

service is authd. You can specify a different name by including the file statement at the

[edit system processes general-authentication-service] hierarchy level:
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To configure the filename for general authentication service tracing operations:

• Specify the name of the file used for the trace output.

[edit system processes general-authentication-service traceoptions]
user@host# set file aap_logfile_1

Related
Documentation

Tracing General Authentication Service Processes on page 915•

• Configuring Address-Assignment Pools on page 621

Configuring the Trace Operation

By default, only important events are logged. You can specify which trace operations are

logged by including specific tracing flags. The following table describes the flags that

you can include.

DescriptionFlag

Trace all address-assignment pool eventsaddress-assignment

Trace all tracing operationsall

Trace configuration eventsconfiguration

Trace authentication framework eventsframework

Trace Gx-Plus eventsgx-plus

Trace JSRC eventsjsrc

Trace LDAP authentication eventsldap

Trace local authentication eventslocal-authentication

Trace RADIUS authentication eventsradius

Trace user access events, such as login, logout, and
authenticate

user-access

To configure the flags for the event to be logged:

• Configure the flags.

[edit system processes general-authentication-service traceoptions]
user@host# set flag address-assignment

Related
Documentation

Tracing General Authentication Service Processes on page 915•
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Configuring Subscriber Filtering for General Authentication Service Trace Operations

Starting in Junos OS Release 14.1, you can apply filters to the general authentication

service to limit tracing to particular subscribers or domains. Subscriber filtering simplifies

troubleshooting in a scaled environment by enabling you to focus on a reduced set of

trace results.

For subscriber usernames that have the expected form of user@domain, you can filter

on the user, the domain, or both. You can use an asterisk (*) as a wildcard to substitute

for characters at the beginning or end of either term tomatch a greater number of

subscribers.

NOTE: You cannot filter results using a wildcard in themiddle of the user or
domain terms. For example, the following uses of the wildcard are not
supported: tom*25@example.com, tom125@ex*.com.

When you enable filtering by username, traces that have insufficient information to

determine the username are automatically excluded.

To configure subscriber filtering:

• Specify the filter.

[edit system processes general-authentication-service traceoptions]
user@host# set filter user user@domain

Consider the following examples of using the wildcard for filtering:

• Filter results for the specific subscriber with the username, tom@example.com.

[edit system processes general-authentication-service traceoptions]
user@host# set filter user tom@example.com

• Filter results for all subscribers whose username begins with tom.

[edit system processes general-authentication-service traceoptions]
user@host# set filter user tom*

• Filter results for all subscribers whose username ends with tom.

[edit system processes general-authentication-service traceoptions]
user@host# set filter user *tom

• Filter results for subscribers with the username tom at all domains beginning with ex.

[edit system processes general-authentication-service traceoptions]
user@host# set filter user tom@ex*

• Filter results for all subscribers at all domains that end with ample.com.

[edit system processes general-authentication-service traceoptions]
user@host# set filter user *ample.com

• Filter results for all subscribers whose username begins with tom at domains that end

with example.com.
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[edit system processes general-authentication-service traceoptions]
user@host# set filter user tom*@*example.com

Release History Table DescriptionRelease

Starting in Junos OS Release 14.1, you can apply filters to the general
authentication service to limit tracing to particular subscribers or domains.

14.1

Related
Documentation

• Tracing General Authentication Service Processes on page 915

Copyright © 2018, Juniper Networks, Inc.922

Broadband Subscriber Sessions Feature Guide



CHAPTER 98

Configuring Static Subscriber Interfaces
Log Files

• Configuring the Number and Size of Static Subscribers Log Files on page 923

• Configuring Access to the Static Subscribers Log File on page 924

• Configuring a Regular Expression for Static Subscriber Messages to Be

Logged on page 924

• Configuring the Severity Level to Filter Which Static Subscriber Messages Are

Logged on page 924

Configuring the Number and Size of Static Subscribers Log Files

You can optionally specify the number of compressed, archived trace log files to be from

2 through 1000. You can also configure the maximum file size to be from 10 KB through

1 gigabyte (GB); the default size is 128 kilobytes (KB).

The archived files are differentiated by a suffix in the format .number.gz. The newest

archived file is .0.gz and the oldest archived file is .(maximum number)-1.gz. When the

current trace log file reaches the maximum size, it is compressed and renamed, and any

existing archived files are renamed. This process repeats until the maximum number of

archived files is reached, at which point the oldest file is overwritten.

For example, you can set the maximum file size to 2 MB, and themaximum number of

files to 20. When the file that receives the output of the tracing operation, filename,

reaches 2 MB, filename is compressed and renamed filename.0.gz, and a new file called

filename is created. When the new filename reaches 2 MB, filename.0.gz is renamed

filename.1.gzand filename is compressedand renamed filename.0.gz. Thisprocess repeats

until there are 20 trace files. Then the oldest file, filename.19.gz, is simply overwritten

when the next oldest file, filename.18.gz is compressed and renamed to filename.19.gz.

To configure the number and size of trace files:

• Specify the name, number, and size of the file used for the trace output.

[edit system processes static-subscribers traceoptions]
user@host# set file stat-subs_1 _logfile_1 files 20 size 2097152
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Related
Documentation

Tracing Static Subscriber Operations on page 927•

Configuring Access to the Static Subscribers Log File

By default, only the user who configures the tracing operation can access the log files.

You can enable all users to read the log file and you can explicitly set the default behavior

of the log file.

To specify that all users can read the log file:

• Configure the log file to be world-readable.

[edit system processes static-subscribers traceoptions]
user@host# set file stat-subs_1 _logfile_1 world-readable

To explicitly set the default behavior, only the user who configured tracing can read the

log file:

• Configure the log file to be no-world-readable.

[edit system processes static-subscribers traceoptions]
user@host# set file stat-subs_1 _logfile_1 no-world-readable

Related
Documentation

Tracing Static Subscriber Operations on page 927•

Configuring a Regular Expression for Static Subscriber Messages to Be Logged

By default, the trace operation output includes all messages relevant to the logged

events.

You can refine the output by including regular expressions to bematched.

To configure regular expressions to bematched:

• Configure the regular expression.

[edit system processes static-subscribers traceoptions]
user@host# set file stat-subs_1 _logfile match regex

Related
Documentation

Tracing Static Subscriber Operations on page 927•

Configuring the Severity Level to FilterWhich Static Subscriber Messages Are Logged

Themessages associatedwith a logged event are categorized according to severity level.

You can use the severity level to determine which messages are logged for the event

type. The severity level that you configure depends on the issue that you are trying to

resolve. In some cases youmight be interested in seeing all messages relevant to the

logged event, so you specify all or verbose. Either choice generates a large amount of

output. You can specify amore restrictive severity level, such as notice or info to filter the
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messages . By default, the trace operation output includes onlymessageswith a severity

level of error.

To configure the type of messages to be logged:

• Configure the message severity level.

[edit system processes static-subscribers traceoptions]
user@host# set level severity

Related
Documentation

• Tracing Static Subscriber Operations on page 927
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CHAPTER 99

Configuring Static Subscriber Interfaces
Trace Flags and Operations

• Tracing Static Subscriber Operations on page 927

• Configuring the Static Subscribers Trace Log Filename on page 928

• Configuring the Static Subscribers Tracing Flags on page 928

Tracing Static Subscriber Operations

The Junos OS trace feature tracks static subscriber operations and records events in a

log file. The error descriptions captured in the log file provide detailed information to help

you solve problems.

By default, nothing is traced. When you enable the tracing operation, the default tracing

behavior is as follows:

1. Important events are logged in a file located in the /var/log directory. By default, the

router uses the filename jsscd. You can specify a different filename, but you cannot

change the directory in which trace files are located.

2. When the trace log file filename reaches 128 kilobytes (KB), it is compressed and

renamed filename.0.gz. Subsequent events are logged in a new file called filename,

until it reaches capacity again. At this point, filename.0.gz is renamed filename.1.gz

and filename is compressed and renamed filename.0.gz. This process repeats until

the number of archived files reaches themaximum file number. Then the oldest trace

file—the one with the highest number—is overwritten.

You can optionally specify the number of trace files to be from 2 through 1000. You

can also configure the maximum file size to be from 10 KB through 1 gigabyte (GB).

(For more information about how log files are created, see the System Log Explorer.)

By default, only the user who configures the tracing operation can access log files. You

can optionally configure read-only access for all users.
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To configure static subscriber tracing operations:

1. (Optional) Configure a trace log filename.

See “Configuring the Static Subscribers Trace Log Filename” on page 928.

2. (Optional) Configure the number and size of trace logs.

See “Configuring the Number and Size of Static Subscribers Log Files” on page 923.

3. (Optional) Configure user access to trace logs.

See a“Configuring Access to the Static Subscribers Log File” on page 924.

4. (Optional) Configure a regular expression to filter the information to be included in

the trace log.

See “Configuring a Regular Expression for Static Subscriber Messages to Be Logged”

on page 924.

5. (Optional) Configure flags to specify which events are logged.

See “Configuring the Static Subscribers Tracing Flags” on page 928.

6. (Optional) Configure a severity level for messages to specify which event messages

are logged.

See “Configuring the Severity Level to Filter Which Static Subscriber Messages Are

Logged” on page 924.

Configuring the Static Subscribers Trace Log Filename

By default, the name of the file that records trace output for static subscribers is jsscd.

You can specify a different namewith the file option.

To configure the filename for static subscribers tracing operations:

• Specify the name of the file used for the trace output.

[edit system processes static-subscribers traceoptions]
user@host# set file stat-subs_1

Related
Documentation

Tracing Static Subscriber Operations on page 927•

Configuring the Static Subscribers Tracing Flags

Bydefault, only important eventsare logged.Youcanspecifywhicheventsandoperations

are logged by specifying one or more tracing flags.
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To configure the flags for the events to be logged:

• Configure the flags.

[edit system processes static-subscribers traceoptions]
user@host# set flag authentication

Related
Documentation

• Tracing Static Subscriber Operations on page 927
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CHAPTER 100

Overriding PCRF Session Control to
Troubleshoot a Session or Services

• Disabling PCRF Control of a Subscriber Session on page 931

Disabling PCRF Control of a Subscriber Session

When a subscriber has been provisioned with Gx-Plus, services for that subscriber can

be activated and deactivated only by the PCRF. Accordingly, AAA rejects any RADIUS

CoA requests for subscribers provisioned by Gx-Plus. Similarly, CLI-based service

activation and deactivation do not work while a subscriber is remotely provisioned.

Network administrators without PCRF access or authority may need to override PCRF

control on a particular subscriber session to troubleshoot the session or correct the

subscriber services. You can disable PCRF control by issuing the request network-access

aaasubscribersetsession-idcommand. In response, the router sendsa terminationnotice

to the PCRF, but does not actually log out the subscriber.

Whenyouhaveconfirmed thatprovisioning isdisabled, youcan thenactivateordeactivate

subscriber services for that session with the request network-access aaa subscriber add

session-id and request network-access aaa subscriber delete session-id commands,

respectively. These commands fail if provisioning is still enabled.

Another consequence of disabling provisioning for a subscriber session is that RADIUS

change of authorization (CoA)messages canmodify the session.

Before you begin, determine or verify the ID for the session by displaying the session IDs

of all current subscribers with the show subscribers detail or show network-access aaa

subscribers command.

To disable control by the PCRF over a subscriber session:

1. Disable provisioning for the specified subscriber session ID.

user@host> requestnetwork-accessaaasubscribersetsession-idsubscriber-session-id
provisioning-state none

2. (Optional) Verify that provisioning is disabled for the session.
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user@host> show network-access aaa subscribers session-id subscriber-session-id
detail

For example, to disable provisioning for subscriber larry:

user@host> show network-access aaa subscribers
Username       Logical system/Routing instance   Client type    Session-ID
...
larry          default:default                   dhcp           55
...

user@host> request network-access aaa subscriber set session-id 55 provisioning-state none
user@host> show network-access aaa subscribers session-id 55 detail
Type: dhcp
Username: user23@example.net 
Stripped username: user23
AAA Logical system/Routing instance: default:default
Target Logical system/Routing instance: default:retail-onlinecompany-ca
Access-profile:retailer-onlinecompany-sjc
Session ID: 55
Accounting Session ID: 55
Multi Accounting Session ID: 0
IP Address: 192.168.44.104
Authentication State: AuthStateActive
Accounting State: Acc-Start-Send
Provisioning-type: none
Service name: basic-service
 Service State: SvcActive
 Session ID: 56
 Session uptime: 00:01:45

Related
Documentation

• Activating and Deactivating Subscriber Services Locally with the CLI on page 646
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CHAPTER 101

Contacting Juniper Technical Support

• Collecting Subscriber Access Logs Before Contacting Juniper Networks Technical

Support on page 933

• Compressing Troubleshooting Logs from /var/logs to Send to Juniper Networks

Technical Support on page 935

Collecting Subscriber Access Logs Before Contacting Juniper Networks Technical
Support

Problem Description:When you experience a subscriber access problem in your network, we

recommend that you collect certain logs before you contact Juniper Networks Technical

Support. This topic shows you themost useful logs for a variety of network

implementations. In addition to the relevant log information, youmust also collect

standard troubleshooting information and send it to JuniperNetworksTechnical Support

in your request for assistance.

Solution To collect standard troubleshooting information:

• Redirect the command output to a file.

user@host> request support information | save rsi-1
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To configure logging to assist Juniper Networks Technical Support:

1. Review the following blocks of statements to determine which apply to your

configuration.

[edit]
set system syslog archive size 100m files 25
set system auto-configuration traceoptions file filename
set system auto-configuration traceoptions file filename size 100m files 25
set protocols ppp-service traceoptions file filename size 100m files 25
set protocols ppp-service traceoptions level all
set protocols ppp-service traceoptions flag all
set protocols ppp traceoptions file filename size 100m files 25
set protocols ppp traceoptions level all
set protocols ppp traceoptions flag all
set protocols pppmonitor-session all
set interfaces pp0 traceoptions flag all
set demux traceoptions file filename size 100m files 25
set demux traceoptions level all
set demux traceoptions flag all
set system processes dhcp-service traceoptions file filename
set system processes dhcp-service traceoptions file size 100m
set system processes dhcp-service traceoptions file files 25
set system processes dhcp-service traceoptions flag all
set class-of-service traceoptions file filename
set class-of-service traceoptions file size 100m
set class-of-service traceoptions flag all
set class-of-service traceoptions file files 25
set routing-options traceoptions file filename
set routing-options traceoptions file size 100m
set routing-options traceoptions flag all
set routing-options traceoptions file files 25
set interfaces traceoptions file filename
set interfaces traceoptions file size 100m
set interfaces traceoptions flag all
set interfaces traceoptions file files 25
set system processes general-authentication-service traceoptions file filename
set system processes general-authentication-service traceoptions file size 100m
set system processes general-authentication-service traceoptions flag all
set system processes general-authentication-service traceoptions file files 25

2. Copy the relevant statements into a text file andmodify the log filenames as you

want.

3. Copy the statements from the text file and paste them into the CLI on your router to

configure logging.

4. Commit the logging configuration to begin collecting information.

NOTE: Themaximum file size for DHCP local server and DHCP relay log files
is 1 GB. Themaximum number of log files for DHCP local server and DHCP
relay is 1000.
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BEST PRACTICE: Enable these logs only to collect information when
troubleshooting specific problems. Enabling these logs during normal
operations can result in reduced system performance.

Related
Documentation

Compressing Troubleshooting Logs from /var/logs to Send to Juniper Networks

Technical Support on page 935

•

Compressing Troubleshooting Logs from /var/logs to Send to Juniper Networks
Technical Support

Problem Description: You have collected logs on your device and need to send them to Juniper

Networks Technical Support. This topic shows youhow to compress the logs into a single

file for each Routing Engine to more conveniently send the logs.

Solution You can compress all the log files in the /var/log directories of the master and backup

(if present) Routing Engines into a single tgz file for each Routing Engine, which enables

you to send the logs to JTAC in a convenient package. You can use either the CLI or the

command shell to perform these tasks; because of its ease of use, only the CLI version

is shown here.

1. Access the device through themanagement IP address or console, typically on the

master Routing Engine, RE0.

user@host>

2. Archive and compress all the log files on RE0 and put them in /var/tmp.

user@host> file archive compress source /var/log/* destination /var/tmp/re0.tgz
/usr/bin/tar: Removing leading `/' from member names

3. Confirm that the compressed archive file has been created.

user@host> file list /var/tmp
baseline-config.conf
gres-tp
idp_license_info
install
jinstall-12.2-20120328.0-domestic-signed.tgz
krt_gencfg_filter.txt
preinstall_boot_loader.conf
re0.tgz
rtsdb
sec-download
vi.recover

On devices with a single Routing Engine, skip to Step 10.
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4. Log in to the backup Routing Engine, RE1, and access the CLI.

NOTE: 1 is appended to the hostname in the prompt to signify that you
are on RE1.

user@host> request routing-engine login backup
% cli
user@host11>

5. Archive and compress all the log files on RE1 and put them in /var/tmp.

user@host1> file archive compress source /var/log/* destination /var/tmp/re1.tgz
/usr/bin/tar: Removing leading `/' from member names

6. Confirm that the compressed archive file has been created.

user@host1> file list /var/tmp
baseline-config.conf
gres-tp
idp_license_info
install
jinstall-12.2-20120328.0-domestic-signed.tgz
krt_gencfg_filter.txt
preinstall_boot_loader.conf
re1.tgz
rtsdb
sec-download
vi.recover
%

7. Exit the remote login to the backup Routing Engine to return to the master Routing

Engine. Note that the previously appended 1 is removed from the hostname in the

prompt to signify that you are back on RE0.

user@host1> exit
rlogin: connection closed

user@host1>

8. Copy the compressed archive file from RE1 to RE0.

user@host> file copy re1:/var/tmp/re1.tgz /var/tmp

9. Confirm the presence of the copied file.

user@host> file list /var/tmp
baseline-config.conf
gres-tp
idp_license_info
install
jinstall-12.2-20120328.0-domestic-signed.tgz
krt_gencfg_filter.txt
preinstall_boot_loader.conf
re0.tgz
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re1.tgz
rtsdb
sec-download
vi.recover
%

10. Copy the files directly from themaster Routing Engine to any local host using FTP,

SCP, JWEB, or (on some devices) a mounted USB.

Related
Documentation

• Collecting Subscriber Access Logs Before Contacting Juniper Networks Technical

Support on page 933
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PART 11

Configuration Statements and
Operational Commands

• Configuration Statements on page 941

• Operational Commands on page 1581
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CHAPTER 102

Configuration Statements

• aaa-logical-system (Domain Map) on page 956

• aaa-routing-instance (Domain Map) on page 957

• abated-utilization (Address-Assignment Pools) on page 958

• abated-utilization-v6 (Address-Assignment Pools) on page 959

• accept-max-tcp-connections (System Process) on page 960

• accept-sdr (PCRF Partition) on page 961

• access-identifier on page 962

• access-line (Access-Line Rate Adjustment) on page 963

• access-loop-id-local on page 970

• access-profile on page 971

• access-profile (Extensible Subscriber Services Manager) on page 972

• access-profile (Domain Map) on page 972

• access-profile (Static Subscribers) on page 973

• access-profile-name (Duplicate Accounting) on page 974

• accounting (Access Profile) on page 975

• accounting (Service Accounting) on page 976

• accounting-backup-options (Access Profile) on page 976

• accounting-order (Service Accounting) on page 977

• accounting-port on page 978

• accounting-retry (RADIUS) on page 979

• accounting-server on page 980

• accounting-session-id-format on page 980

• accounting-stop-on-access-deny on page 981

• accounting-stop-on-failure on page 982

• accounting-timeout (RADIUS) on page 983

• active-drain (Address Assignment Pools) on page 984

• active-server-group on page 985

• actual-transit-statistics (Dynamic Profiles) on page 986
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• address (Diameter Peer) on page 987

• address (Diameter Transport) on page 987

• address-assignment (Address-Assignment Pools) on page 988

• address-change-immediate-update on page 989

• address-pool (Domain Map) on page 990

• address-protection on page 991

• adjacency-timer on page 992

• adsl-bytes on page 993

• adsl2-bytes on page 994

• adsl2-plus-bytes on page 995

• advisory-options (Traffic Shaping) on page 996

• aggregate-clients (DHCP Relay Agent) on page 997

• aggregate-clients (Static Subscribers) on page 999

• allow-bulk-leasequery (DHCP Local Server) on page 1000

• allow-leasequery (DHCP Local Server) on page 1001

• alternative-partition-name (OCS Partition) on page 1002

• always-write-giaddr on page 1003

• always-write-option-82 on page 1004

• ancp on page 1005

• ancp-speed-change-immediate-update (ANCP) on page 1006

• asymmetric-lease-time (DHCP Overrides) on page 1007

• asymmetric-prefix-lease-time (DHCP Overrides) on page 1008

• attempts (DHCP Local Server) on page 1009

• attempts (DHCP Relay Agent) on page 1010

• attributes on page 1011

• attributes (JSRC Attributes) on page 1012

• authentication (DHCP Local Server) on page 1013

• authentication (DHCP Relay Agent) on page 1014

• authentication (Static Subscribers) on page 1015

• authentication-order on page 1016

• authentication-server on page 1017

• authorization-order on page 1018

• autonomous (Dynamic Router Advertisement) on page 1019

• boot-file on page 1019

• boot-server on page 1020

• bulk-leasequery (DHCP Relay Agent) on page 1021

• called-station-id (OCS Partition) on page 1022
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• calling-station-id-delimiter (Subscriber Management) on page 1023

• calling-station-id-format (Subscriber Management) on page 1024

• chap-challenge-in-request-authenticator (Subscriber Management) on page 1025

• charging-id (OCS Partition) on page 1026

• charging-service-list on page 1027

• circuit-id (DHCP Relay Agent) on page 1028

• circuit-id (Address-Assignment Pools) on page 1030

• circuit-type (DHCP Local Server) on page 1031

• circuit-type (DHCP Relay Agent) on page 1032

• classification-key (DHCP Local Server) on page 1033

• classification-key (DHCP Relay Agent) on page 1034

• clear-on-abort (DHCP Local Server) on page 1036

• client-accounting-algorithm on page 1037

• client-authentication-algorithm on page 1038

• client-discover-match (DHCP Local Server) on page 1040

• client-discover-match (DHCP Relay Agent) on page 1041

• client-id (DHCP Local Server) on page 1042

• client-id (DHCP Relay Agent) on page 1043

• client-idle-timeout on page 1044

• client-idle-timeout-ingress-only on page 1045

• client-negotiation-match (DHCPv6 Local Server) on page 1046

• client-negotiation-match (DHCPv6 Relay Agent) on page 1047

• client-session-timeout on page 1048

• commit-interval on page 1049

• coa-dynamic-variable-validation on page 1050

• coa-immediate-update on page 1050

• coa-no-override service-class-attribute on page 1051

• configuration-database (Enhanced Subscriber Management) on page 1051

• concurrent-data-sessions on page 1052

• connect-actively on page 1052

• current-hop-limit (Dynamic Router Advertisement) on page 1053

• database-replication (Subscriber Session Database) on page 1053

• default-action (DHCP Relay Agent Option) on page 1054

• default-lifetime (Dynamic Router Advertisement) on page 1055

• delay-advertise (DHCPv6) on page 1056

• delay-authentication (DHCP Relay Agent) on page 1058

• delay-offer (DHCPv4) on page 1059
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• delegated-pool (DHCP Local Server) on page 1060

• delete-binding-on-renegotiation (DHCP Local Server and Relay Agent) on page 1061

• delimiter (DHCP Local Server) on page 1062

• delimiter (DHCP Relay Agent) on page 1064

• delimiter (Domain Map) on page 1065

• demux-options (All Demux Interfaces) on page 1066

• destination (Diameter Network Element) on page 1066

• destination-host on page 1067

• destination-host (Gx-Plus) on page 1067

• destination-host (OCS Partition) on page 1068

• destination-host (PCRF Partition) on page 1069

• destination-realm (JSRC) on page 1069

• destination-realm (Gx-Plus) on page 1070

• destination-realm (OCS Partition) on page 1071

• destination-realm (PCRF Partition) on page 1072

• dhcp-attributes (Address-Assignment Pools) on page 1073

• dhcp-local-server on page 1075

• dhcp-relay on page 1082

• dhcp-service on page 1094

• dhcpv6 (DHCP Local Server) on page 1095

• dhcpv6 (DHCP Relay Agent) on page 1099

• diameter on page 1105

• diameter-instance (JSRC) on page 1106

• diameter-instance (Diameter Applications) on page 1107

• dictionary on page 1108

• disable on page 1108

• disable (Extensible Subscriber Services Manager) on page 1109

• disable-relay on page 1110

• dne-origin (Diameter Network Element) on page 1111

• dns-server on page 1112

• dns-server-address (Dynamic Profiles) on page 1113

• domain (Domain Map) on page 1114

• domain-name (DHCP Local Server) on page 1115

• domain-name (DHCP Relay Agent) on page 1117

• domain-name (Address-Assignment Pools) on page 1118

• domain-name (Static Subscribers) on page 1119

• domain-name-server (Routing Instances and Access Profiles) on page 1120
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• domain-name-server-inet (Routing Instances and Access Profiles) on page 1121

• domain-name-server-inet6 (Routing Instances and Access Profiles) on page 1122

• downstream-rate (Traffic Shaping) on page 1123

• draining (Diameter Applications) on page 1124

• draining-response-timeout (Diameter Applications) on page 1125

• drop (DHCP Relay Agent Option) on page 1126

• dual-stack (DHCP Relay Agent Overrides) on page 1127

• dual-stack-group (DHCP Local Server) on page 1128

• dual-stack-group (DHCP Relay Agent) on page 1130

• dual-stack-interface-client-limit (DHCP Local Server) on page 1132

• dual-stack-interface-client-limit (DHCP Relay Agent) on page 1133

• duplication (Access Profile) on page 1134

• duplication-filter (Access Profile) on page 1135

• duplication-vrf (Duplicate Accounting) on page 1136

• dynamic-profile (DHCP Local Server) on page 1137

• dynamic-profile (DHCP Relay Agent) on page 1138

• dynamic-profile (Domain Map) on page 1139

• dynamic-profile (Static Subscribers) on page 1140

• dynamic-profiles on page 1141

• enable on page 1149

• enable (Enhanced Subscriber Management) on page 1150

• equals (DHCP Relay Agent) on page 1151

• ethernet-port-type-virtual on page 1154

• exceed-action on page 1154

• exclude (JSRC Attributes) on page 1155

• exclude (RADIUS) on page 1156

• external-authority on page 1161

• failover (System Process) on page 1162

• family (Address-Assignment Pools) on page 1163

• family-state-change-immediate-update on page 1164

• final-response-timeout (OCS Partition) on page 1165

• force-continue (OCS Partition) on page 1166

• forward-only (DHCP Relay Agent Option) on page 1167

• forward-only (DHCP Relay Agent) on page 1168

• forward-only-replies (DHCP Relay Agent) on page 1169

• forwarding (Diameter Network Element) on page 1170

• function (Diameter Network Element) on page 1171
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• function (Diameter Route) on page 1172

• ggsn-address (OCS Partition) on page 1173

• ggsn-mcc-mnc (OCS Partition) on page 1174

• global (Gx-Plus) on page 1175

• global (OCS) on page 1176

• global (PCRF) on page 1177

• grace-period on page 1178

• group (DHCP Local Server) on page 1179

• group (DHCP Relay Agent) on page 1182

• group (Static Subscribers) on page 1186

• gsmp-syn-timeout (ANCP) on page 1187

• gsmp-syn-wait (ANCP) on page 1188

• gx-plus (Gx-Plus) on page 1189

• hardware-address on page 1190

• high-utilization (Address-Assignment Pools) on page 1190

• high-utilization-v6 (Address-Assignment Pools) on page 1191

• hold-down (Address-Assignment Pools) on page 1192

• host (Address-Assignment Pools) on page 1193

• host-name (dhcp-relay) on page 1194

• host-name (dhcpv6) on page 1195

• ietf-mode on page 1196

• ignore on page 1197

• immediate-update on page 1198

• include-ipv6 (Gx-Plus) on page 1198

• include-irb-and-l2 on page 1199

• include-option-82 (DHCP Local Server) on page 1201

• interface (DHCP Local Server) on page 1202

• interface (DHCP Relay Agent) on page 1204

• interface (Dynamic Router Advertisement) on page 1206

• interface (Static Subscriber Group) on page 1207

• interface (Static Subscriber Username) on page 1208

• interface-client-limit (DHCP Local Server) on page 1209

• interface-client-limit (DHCP Relay Agent) on page 1211

• interface-delete (SubscriberManagement or DHCPClientManagement) on page 1212

• interface-description (DHCP Local Server) on page 1213

• interface-description (DHCP Relay Agent) on page 1214

• interface-description-format on page 1215
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• interface-name (DHCP Local Server) on page 1216

• interface-name (DHCP Relay Agent) on page 1217

• interface-mib (Enhanced Subscriber Management) on page 1218

• interface-set (ANCP) on page 1219

• interface-traceoptions (DHCP) on page 1220

• interfaces (ANCP) on page 1222

• interfaces (Static and Dynamic Subscribers) on page 1223

• ip-address on page 1227

• ip-address-change-notify on page 1228

• ip-address-first on page 1229

• ip-can-type (PCRF Partition) on page 1230

• ipcp-suggest-dns-option on page 1231

• jsrc (JSRC) on page 1232

• jsrc (Access Profile) on page 1233

• jsrc-partition on page 1234

• juniper-dsl-attributes on page 1235

• layer2-unicast-replies on page 1236

• keep-incoming-circuit-id (DHCP Relay Agent) on page 1237

• keep-incoming-interface-id (DHCP Relay Agent) on page 1238

• keep-incoming-remote-id (DHCP Relay Agent) on page 1239

• leasequery (DHCP Relay Agent) on page 1240

• lease-time-threshold (DHCP Local Server and DHCP Relay Agent) on page 1241

• lease-time-validation (DHCP Local Server and DHCP Relay Agent) on page 1242

• limit on page 1242

• link (Address-Assignment Pools) on page 1243

• local (Flat-File Access Profile) on page 1244

• local-decision (PCRF Partition) on page 1245

• local-server-group (DHCP Relay Agent Option) on page 1246

• location (dhcp-relay) on page 1247

• location (dhcpv6) on page 1248

• logical-interface-unit-range on page 1249

• logical-system (Diameter Peer) on page 1250

• logical-system (Diameter Transport) on page 1251

• logical-system (Subscriber Secure Policy) on page 1252

• logical-system-name (Static Subscribers) on page 1253

• logical-system-name (DHCP Local Server) on page 1254

• logical-system-name (DHCP Relay Agent) on page 1255
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• logout-response-timeout (PCRF Partition) on page 1256

• ltv-syslog-interval (System Process) on page 1257

• mac-address (DHCP Local Server) on page 1258

• mac-address (DHCP Relay Agent) on page 1259

• maintain-subscriber (Subscriber Management) on page 1260

• managed-configuration (Dynamic Router Advertisement) on page 1261

• map (Domain Map) on page 1262

• mask (Domain Map) on page 1263

• max-advertisement-interval (Dynamic Router Advertisement) on page 1264

• max-connections (DHCP Local Server) on page 1265

• max-data-sessions-per-subscriber on page 1266

• max-db-size (Enhanced Subscriber Management) on page 1267

• max-empty-replies (DHCP Local Server) on page 1268

• max-outstanding-requests on page 1269

• max-outstanding-requests (Diameter Applications) on page 1270

• max-pending-accounting-stops (Access Profile) on page 1271

• max-withhold-time (Access Profile) on page 1271

• maximum-discovery-table-entries on page 1272

• maximum-helper-restart-time on page 1273

• maximum-lease-time on page 1274

• maximum-subscribers on page 1275

• metric (Diameter Route) on page 1275

• metric (Domain Map) on page 1276

• min-advertisement-interval (Dynamic Router Advertisement) on page 1276

• multi-address-embedded-option-response (DHCP Local Server) on page 1277

• name-server on page 1278

• nas-identifier on page 1278

• nas-ip-address (RADIUS options) on page 1279

• nas-port-extended-format on page 1280

• nas-port-extended-format (Interfaces) on page 1282

• nas-port-id-delimiter (Subscriber Management) on page 1283

• nas-port-id-format (Subscriber Management) on page 1284

• nas-port-options (RADIUS Options) on page 1286

• nas-port-tunnel (RADIUS options) on page 1287

• nas-port-type (Subscriber Management) on page 1288

• nas-port-type (RADIUS Options) on page 1290

• nasreq (Diameter Application) on page 1292
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• neighbor (Define ANCP) on page 1293

• neighbor-discovery-router-advertisement (Address-Assignment Pools) on page 1294

• netbios-node-type on page 1294

• network on page 1295

• network-element (Diameter Base Protocol) on page 1296

• network-services on page 1297

• no-bind-on-request (DHCP Relay Agent) on page 1299

• no-unsolicited-ra (Enhanced Subscriber Management) on page 1300

• no-vlan-interface-name on page 1301

• not-present (DHCP Relay Agent) on page 1303

• ocs (Diameter Applications) on page 1306

• on-demand-ip-address on page 1308

• on-demand-address-allocation on page 1309

• on-link (Dynamic Router Advertisement) on page 1310

• option on page 1311

• option-order (DHCP Relay Agent) on page 1312

• option-15 (DHCP Relay Agent) on page 1314

• option-16 (DHCP Relay Agent) on page 1316

• option-60 (DHCP Local Server) on page 1318

• option-60 (DHCP Relay Agent) on page 1319

• option-77 (DHCP Relay Agent) on page 1321

• option-82 (DHCP Relay Agent) on page 1323

• option-82 (DHCP Local Server Authentication) on page 1324

• option-82 (DHCP Local Server Pool Matching) on page 1325

• option-82 (Address-Assignment Pools) on page 1326

• option-match on page 1327

• option-number (DHCP Relay Agent Option) on page 1328

• options (Access Profile) on page 1329

• order on page 1331

• origin (Diameter Base Protocol) on page 1332

• other-bytes on page 1333

• other-overhead-adjust on page 1334

• other-stateful-configuration (Dynamic Router Advertisement) on page 1335

• overhead-accounting (ANCP) on page 1336

• overrides (DHCP Local Server) on page 1337

• overrides (DHCP Relay Agent) on page 1339

• overrides (Enhanced Subscriber Management) on page 1341
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• override-password (Domain Map) on page 1342

• padn (Domain Map) on page 1342

• parse-direction (Domain Map) on page 1343

• parse-order (Domain Map) on page 1344

• partition on page 1345

• partition (Gx-Plus) on page 1346

• partition (NASREQ Diameter Application) on page 1347

• partition (OCS) on page 1348

• partition (PCRF) on page 1350

• password (Static Subscribers) on page 1352

• password (DHCP Local Server) on page 1353

• password (DHCP Relay Agent) on page 1355

• pcrf (Diameter Applications) on page 1357

• peer (Diameter Base Protocol) on page 1358

• peer (Diameter Network Element) on page 1359

• peer-ip-address-optional on page 1360

• peer-origin (Diameter Peer) on page 1361

• pool (Address-Assignment Pools) on page 1362

• pool (DHCP Local Server Overrides) on page 1363

• pool-match-order on page 1364

• port on page 1365

• port (Diameter Peer) on page 1365

• pre-ietf-mode on page 1366

• preauthentication-order (Access Profile) on page 1367

• preauthentication-port on page 1368

• preauthentication-secret on page 1369

• preauthentication-server (Access Profile) on page 1370

• preferred-lifetime (Address-Assignment Pools) on page 1371

• preferred-lifetime (Dynamic Router Advertisement) on page 1372

• prefix (DHCP Relay Agent) on page 1373

• prefix (Address-Assignment Pools) on page 1374

• prefix (Dynamic Router Advertisement) on page 1375

• priority (Diameter Peer) on page 1375

• profile (Access) on page 1376

• process-inform on page 1381

• protocol-master on page 1383

• protocols (Dynamic Profiles) on page 1385
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• provisioning-order Diameter Applications) on page 1387

• proxy-mode on page 1388

• qos-adjust on page 1389

• qos-adjust-adsl on page 1390

• qos-adjust-adsl2 on page 1391

• qos-adjust-adsl2-plus on page 1392

• qos-adjust-other on page 1393

• qos-adjust-sdsl on page 1394

• qos-adjust-vdsl on page 1395

• qos-adjust-vdsl2 on page 1396

• radius (Access Profile) on page 1397

• radius-disconnect (DHCP Local Server) on page 1399

• radius-flow-tap on page 1401

• radius-options (Edit Access) on page 1403

• radius-options (Interfaces) on page 1404

• radius-server on page 1405

• range (Address-Assignment Pools) on page 1406

• rapid-commit (DHCPv6 Local Server) on page 1407

• reachable-time (Dynamic Router Advertisement) on page 1408

• realm-delimiter (Domain Map) on page 1408

• realm-parse-direction (Domain Map) on page 1409

• reauthenticate on page 1410

• reconfigure (DHCP Local Server) on page 1411

• relay-agent-interface-id (DHCP Local Server) on page 1412

• relay-agent-interface-id (DHCPv6 Relay Agent) on page 1413

• relay-agent-interface-id (DHCPv6 Relay Agent Username) on page 1414

• relay-agent-remote-id (DHCP Local Server) on page 1415

• relay-agent-remote-id (DHCPv6 Relay Agent) on page 1416

• relay-agent-remote-id (DHCPv6 Relay Agent Username) on page 1417

• relay-agent-subscriber-id (DHCP Local Server) on page 1418

• relay-agent-subscriber-id (DHCPv6 Relay Agent) on page 1419

• relay-option (DHCP Relay Agent) on page 1420

• relay-option-vendor-specific (dhcpv6) on page 1421

• relay-option-82 on page 1422

• relay-server-group (DHCP Relay Agent Option) on page 1423

• relay-source on page 1424

• remote-id on page 1425
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• remote-id (DHCP Relay Agent) on page 1426

• remote-id-mismatch (DHCP Local Server and DHCP Relay Agent) on page 1428

• replace-ip-source-with on page 1429

• report-interface-descriptions (Edit Access) on page 1430

• report-local-rule (PCRF Partition) on page 1431

• report-resource-allocation (PCRF Partition) on page 1432

• report-successful-resource-allocation (PCRF Partition) on page 1434

• request-max-tcp-connections (System Process) on page 1435

• request network-access aaa replay pending-accounting-stops

• request network-access aaa subscriber add session-id

• request network-access aaa subscriber delete session-id

• request network-access aaa subscriber modify session-id

• request-rate on page 1442

• requested-ip-network-match (DHCP Local Server) on page 1443

• restricted-requestor (DHCP Local Server) on page 1444

• retransmit-timer (Dynamic Router Advertisement) on page 1445

• retry on page 1446

• revert-interval on page 1447

• route (Diameter Network Element) on page 1448

• router (Address-Assignment Pools) on page 1448

• router-advertisement (Dynamic Profiles) on page 1449

• routing-instance on page 1449

• routing-instance (Subscriber Secure Policy) on page 1450

• routing-instance (Diameter Peer) on page 1450

• routing-instance (Diameter Transport) on page 1451

• routing-instance-name (DHCP Local Server) on page 1452

• routing-instance-name (DHCP Relay Agent) on page 1454

• routing-instance-name (Static Subscribers) on page 1455

• routing-services (Enhanced Subscriber Management) on page 1456

• sdsl-bytes on page 1457

• sdsl-overhead-adjust on page 1458

• secret on page 1459

• send-acct-status-on-config-change (Access Profile) on page 1460

• send-dyn-subscription-indicator (PCRF Partition) on page 1461

• send-network-family-indicator (PCRF Partition) on page 1463

• send-origin-state-id (Diameter Applications) on page 1464

• send-release-on-delete (DHCP Relay Agent) on page 1465
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• server-duid-type (DHCP Local Server) on page 1466

• server-group on page 1467

• server-identifier (Address-Assignment Pools) on page 1468

• server-id-override on page 1469

• server-response-time (DHCP Relay Agent) on page 1470

• service (Service Accounting) on page 1471

• service-activation (Access Profile) on page 1472

• service-context-id (OCS) on page 1474

• service-profile (Static Subscribers) on page 1475

• service-profile (DHCP Local Server) on page 1476

• service-profile (DHCP Relay Agent) on page 1477

• session-options on page 1478

• shmlog (Shared Memory Log) on page 1479

• sip-server-address on page 1481

• sip-server-domain-name on page 1481

• smg-service (Enhanced Subscriber Management) on page 1482

• source-address on page 1483

• stacked-vlan-ranges (RADIUS Options) on page 1484

• starts-with (DHCP Relay Agent Option) on page 1485

• static-subscribers on page 1489

• statistics (Access Profile) on page 1490

• statistics (Service Accounting) on page 1491

• strict (DHCP Local Server) on page 1492

• strip-domain (Domain Map) on page 1493

• strip-username (Domain Map) on page 1493

• subscriber-packet-idle-timeout on page 1494

• subscriber-management (Subscriber Management) on page 1495

• subscriber-profile on page 1496

• subscription-id-data-include (PCRF Partition) on page 1497

• subscription-id-type (PCRF Partition) on page 1499

• t1-percentage (Address-Assignment Pools) on page 1500

• t1-renewal-time (Address-Assignment Pools) on page 1501

• t2-percentage (Address-Assignment Pools) on page 1502

• t2-rebinding-time (Address-Assignment Pools) on page 1503

• target-logical-system (Domain Map) on page 1504

• target-routing-instance (Domain Map) on page 1505

• terminate-code on page 1506

953Copyright © 2018, Juniper Networks, Inc.

Chapter 102: Configuration Statements



• tftp-server on page 1508

• timeout (RADIUS) on page 1509

• timeout (DHCP Local Server) on page 1510

• timeout (DHCP Local Server Leasequery) on page 1511

• timeout (DHCP Relay Agent Leasequery) on page 1512

• timeout-grace (RADIUS Options) on page 1513

• token (DHCP Local Server) on page 1514

• trace (DHCP Local Server) on page 1515

• trace (DHCP Relay Agent) on page 1516

• traceoptions (ANCP) on page 1517

• traceoptions (DHCP) on page 1519

• traceoptions (Diameter Base Protocol) on page 1522

• traceoptions (Extensible Subscriber Services Manager) on page 1524

• traceoptions (Enhanced Subscriber Management) on page 1525

• traceoptions (General Authentication Service) on page 1528

• traceoptions (Static Subscribers) on page 1530

• traceoptions (Subscriber Management) on page 1532

• traceoptions (Subscriber Session Database Replication) on page 1534

• transport (Diameter Base Protocol) on page 1535

• transport (Diameter Peer) on page 1536

• traps on page 1537

• trigger (DHCP Local Server) on page 1538

• trigger (DHCP Relay Agent Leasequery) on page 1539

• trio-flow-offload on page 1540

• trust-option-82 on page 1541

• tunnel-profile (Domain Map) on page 1542

• underlying-interface (ANCP) on page 1542

• unique-nas-port on page 1543

• unit (Dynamic Profiles Standard Interface) on page 1544

• update-interval on page 1547

• update-interval (Service Accounting) on page 1548

• update-response-timeout (PCRF Partition) on page 1549

• upstream-rate (Traffic Shaping) on page 1550

• use-interface-description on page 1551

• user-name-include (OCS Partition) on page 1553

• use-option-82 on page 1555

• use-primary (DHCP Relay Agent) on page 1556
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• use-underlying-interface-mac on page 1557

• use-vlan-id on page 1558

• user-prefix (DHCP Local Server) on page 1560

• user-prefix (DHCP Relay Agent) on page 1562

• user-prefix (Static Subscribers) on page 1563

• username-include (DHCP Local Server) on page 1564

• username-include (DHCP Relay Agent) on page 1566

• username-include (Static Subscribers) on page 1568

• valid-lifetime (Dynamic Router Advertisement) on page 1569

• valid-lifetime (Address-Assignment Pools) on page 1570

• vdsl-bytes on page 1571

• vdsl-overhead-adjust on page 1572

• vdsl2-bytes on page 1573

• vdsl2-overhead-adjust on page 1574

• vendor-specific (dhcp-relay) on page 1575

• violation-action (DHCP Local Server and DHCP Relay Agent) on page 1576

• vlan-nas-port-stacked-format on page 1577

• vlan-ranges (RADIUS Options) on page 1578

• vrf-name (Duplicate Accounting) on page 1579

• wait-for-acct-on-ack (Access Profile) on page 1579

• wins-server (Access) on page 1580
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aaa-logical-system (DomainMap)

Syntax aaa-logical-system logical-system-name {
aaa-routing-instance routing-instance-name;

}

Hierarchy Level [edit access domainmap domain-map-name]

Release Information Statement introduced in Junos OS Release 10.4.

Description Configure a non-default logical system in which the authd daemon sends AAA requests

for the domain map.

NOTE: Subscriber management is supported in the default logical system
only. The aaa-logical-system statement is for future extensions of subscriber

management and is not supported in current Junos OS releases.

Default Default logical system for the subscriber.

Options logical-system-name—Name of the logical system.

The remaining statement is explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Specifying an AAA Logical System/Routing Instance in a Domain Map on page 193
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aaa-routing-instance (DomainMap)

Syntax aaa-routing-instance (routing-instance-name | default);

Hierarchy Level [edit access domainmap domain-map-name],
[edit access domainmap domain-map-name aaa-logical-system logical-system-name]

Release Information Statement introduced in Junos OS Release 10.4.

default option added in Junos OS Release 13.3.

Description Configure the routing instance in which the authd daemon sends AAA requests for the

domain map.

NOTE: Subscriber management is supported in the default logical system
only. The aaa-logical-system statement, which appears in the CLI, is not

supported in current Junos OS releases.

Default Routing instance used for the subscriber context.

Options routing-instance-name—Name of the routing instance.

default—The default (master) routing instance.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• UnderstandingDomainMapsandLogicalSystem/Routing InstanceContextsonpage187

• Specifying an AAA Logical System/Routing Instance in a Domain Map on page 193
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abated-utilization (Address-Assignment Pools)

Syntax abated-utilization percentage;

Hierarchy Level [edit access address-assignment],
[edit routing-instances routing-instance-name address-assignment]

Release Information Statement introduced in Junos OS Release 11.2.

Description Generate SNMP traps for DHCP address pools or linked set of address pools. No SNMP

traps are generated unless a value is configured.

Default Abated utilization is not set. Delete the abated-utilization value to unset.

Options percentage—Threshold belowwhich an SNMP trap clear is generated.

Range: 1 through 98

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Address-Assignment Pools Overview on page 619

• Configuring Address-Assignment Pool Usage Threshold Traps on page 624
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abated-utilization-v6 (Address-Assignment Pools)

Syntax abated-utilization-v6 percentage;

Hierarchy Level [edit access address-assignment],
[edit routing-instances routing-instance-name address-assignment]

Release Information Statement introduced in Junos OS Release 11.2.

Description GenerateSNMPtraps forDHCPv6addresspoolsor linkedsetof addresspools.NoSNMP

traps are generated unless a value is configured.

Default Abated utilization is not set. Delete the abated-utilization value to unset.

Options percentage—Threshold belowwhich an SNMP trap clear is generated.

Range: 1 through 98

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Address-Assignment Pools Overview on page 619

• Configuring Address-Assignment Pool Usage Threshold Traps on page 624
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accept-max-tcp-connections (SystemProcess)

Syntax accept-max-tcp-connectionsmax-tcp-connections;

Hierarchy Level [edit system processes dhcp-service]

Release Information Statement introduced in Junos OS Release 16.1.

Description Specify the number of simultaneous TCP connections that the DHCP server can use for

bulk leasequery operations.

Options max-tcp-connections—Number of connections.

Range: 1 through 10

Default: 5

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring and Using DHCP Individual Leasequery on page 291

• Configuring and Using DHCP Bulk Leasequery on page 294
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accept-sdr (PCRF Partition)

Syntax accept-sdr;

Hierarchy Level [edit access pcrf partition partition-name]

Release Information Statement introduced in Junos OS Release 17.3.

Description Configure the service discovery requests for the vendor. If accept-sdr is configured for

PCRF partition, the application and the vendor ID is advertised in the diameter CER

request.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring the PCRF Partition on page 820

• PolicyandChargingEnforcementFunctionOverviewforBroadbandWirelineSubscribers

on page 790

• Understanding Gx Interactions Between the Router and the PCRF on page 794

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807

• Understanding Upstream and DownstreamMessages for the PCRF on page 813
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access-identifier

Syntax access-identifier identifier-string;

Hierarchy Level [edit protocols ancp interfaces interface-name],
[edit protocols ancp interfaces interface-set]

Release Information Statement introduced in Junos OS Release 9.4.

Description Associate an access-loop circuit identifier (ACI)with theVLANor set of VLANs that carry

traffic to the subscriber using that access loop; identify a particular subscriber. This

statement requires that the name of the interface or interface set is statically configured

or deterministic. This means that it can be used with dynamic or static interface sets,

VLAN-tagged interface sets, or static VLAN/VLAN demux interfaces.

Options identifier-string—Unique identifier string for the access loop circuit; also configured on

the access node.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the ANCP Agent on page 684

• Associating anAccessNodewith Subscribers for ANCPAgentOperations on page687
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access-line (Access-Line Rate Adjustment)

Syntax access-line {
adsl-overhead-bytes bytes;
adsl-total-adjust percentage;
adsl2-overhead-bytes bytes;
adsl2-total-adjust percentage;
adsl2-plus-overhead-bytes bytes;
adsl2-plus-total-adjust percentage;
other-overhead-adjust percentage;
other-overhead-bytes bytes;
other-total-adjust percentage;
sdsl-overhead-adjust percentage;
sdsl-overhead-bytes bytes;
sdsl-total-adjust percentage;
vdsl-overhead-adjust percentage;
vdsl-overhead-bytes bytes;
vdsl-total-adjust percentage;
vdsl2-overhead-adjust percentage;
vdsl2-overhead-bytes bytes;
vdsl2-total-adjust percentage;

}

Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 17.4R1.

Description Configure values to adjust data rates by a percentage of the actual data rate, or adjust

encapsulation overhead by adding to or subtracting from the total cell or frame bytes a

specified number of bytes. Depending on the value, it may be reported to AAA, CoS, or

both.

The actual (unadjusted) downstream and upstream data rates, DSL line type, and

encapsulationmode are received from the access node by the ANCP agent in ANCPport

messages, or by the PPPoE daemon from the PPPoE intermediate agent (PPPoE-IA) on

PADI or PADOmessages. TheANCPagent or PPPoE daemon subsequently adjusts rates

and bytes based on the configuration.

Adjustmentsareapplied toall subscribers usingaccess linesof the specificDSL line type.

Adjusted and unadjusted downstream and upstream rates are always reported to AAA

in response toanAAArequest.Adjustedandunadjusteddownstreamratesandoverhead

byteadjustmentsare reported toCoS,butonlywhenyou include theqos-adjuststatement

at the [edit protocols ancp] hierarchy level. Overhead byte adjustments are not reported

to AAA.

Options adsl-overhead-bytes bytes—Number of bytes added to or subtracted from the actual

downstream cell overhead for all subscribers on an ADSL access line to account for

the traffic encapsulation overhead. The adjusted value is reported to CoS when you

include the qos-adjust statement at the [edit protocols ancp] hierarchy level.
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NOTE: Thisoption replaces theadsl-bytesstatementat the [editprotocols

ancp qos-adjust] hierarchy level.

Range: -100 through 100 bytes

Default: 0 bytes

adsl-total-adjust percentage—Adjustment factor applied globally to the downstream
and upstream data rates for all subscribers on an ADSL access line. The adjusted

rate is reported only to AAA.

NOTE: This option replaces the qos-adjust-adsl statement at the [edit

protocols ancp] hierarchy level.

Range: 0 through 100 percent

Default: 100 percent

adsl2-overhead-bytes bytes—Number of bytes added to or subtracted from the actual

downstream cell overhead for all subscribers on an ADSL2 access line to account

for the traffic encapsulation overhead. The adjusted value is reported to CoS when

you include the qos-adjust statement at the [edit protocols ancp] hierarchy level.

NOTE: This option replaces the adsl2-bytes statement at the [edit

protocols ancp qos-adjust] hierarchy level.

Range: -100 through 100 bytes

Default: 0 bytes

adsl2-total-adjust percentage—Adjustment factor applied globally to the downstream
and upstream data rates for all subscribers on an ADSL2 access line. The adjusted

rate is reported only to AAA.

NOTE: This option replaces the qos-adjust-adsl2 statement at the [edit

protocols ancp] hierarchy level.

Range: 0 through 100 percent

Default: 100 percent
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adsl2-plus-overhead-bytes bytes—Number of bytes added to or subtracted from the

actual downstream cell overhead for all subscribers on an ADSL2+ access line to

account for the traffic encapsulation overhead. The adjusted value is reported to

CoSwhenyou include theqos-adjust statementat the [editprotocolsancp]hierarchy

level.

NOTE: This option replaces the adsl2-plus-bytes statement at the [edit

protocols ancp qos-adjust] hierarchy level.

Range: -100 through 100 bytes

Default: 0 bytes

adsl2-plus-total-adjust percentage—Adjustment factor applied globally to the
downstream and upstream data rates for all subscribers on an ADSL2+ access line.

The adjusted rate is reported only to AAA.

NOTE: This option replaces the qos-adjust-adsl2-plus statement at the

[edit protocols ancp] hierarchy level.

Range: 0 through 100 percent

Default: 100 percent

other-overhead-adjust percentage—Adjust the actual downstream rate for an access

line of DSL type OTHER bymultiplying the rate by the specified percentage. The

adjusted rate is reported to CoS when you include the qos-adjust statement at the

[edit protocols ancp] hierarchy level.

The router reports some access technology types—such as Gigabit passive optical

network (GPON) lines—as DSL type OTHER.

NOTE: This option replaces the other-overhead-adjust statement at the

[edit protocols ancp qos-adjust] hierarchy level.

Range: 80 through 100 percent

Default: 100 percent
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other-overhead-bytes bytes—Number of bytes added to or subtracted from the actual

downstreamframeoverhead forall subscribersonanaccess lineofDSL typeOTHER

to account for the traffic encapsulation overhead. The adjusted value is reported to

CoSwhenyou include theqos-adjust statementat the [editprotocolsancp]hierarchy

level.

The router reports some access technology types—such as Gigabit passive optical

network (GPON) lines—as DSL type OTHER.

NOTE: This option replaces the other-bytes statement at the [edit

protocols ancp qos-adjust] hierarchy level.

Range: -100 through 100 bytes

Default: 0 bytes

other-total-adjust percentage—Adjustment factor applied globally to the downstream
and upstream data rates for all subscribers on an access line of DSL type OTHER.

The adjusted rate is reported only to AAA.

The router reports some access technology types—such as Gigabit passive optical

network (GPON) lines—as DSL type OTHER.

NOTE: This option replaces the qos-adjust-other statement at the [edit

protocols ancp] hierarchy level.

Range: 0 through 100 percent

Default: 100 percent

sdsl-overhead-adjust percentage—Adjust the actual downstream rate for an SDSL

access line by multiplying the rate by the specified percentage. The adjusted rate is

reported to CoS when you include the qos-adjust statement at the [edit protocols

ancp] hierarchy level.

NOTE: This option replaces the sdsl-overhead-adjust statement at the

[edit protocols ancp qos-adjust] hierarchy level.

Range: 80 through 100 percent

Default: 100 percent
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sdsl-overhead-bytes bytes—Number of bytes added to or subtracted from the actual

downstream frame overhead for all subscribers on an SDSL access line to account

for the traffic encapsulation overhead. The adjusted value is reported to CoS when

you include the qos-adjust statement at the [edit protocols ancp] hierarchy level.

NOTE: Thisoption replaces thesdsl-bytesstatementat the [editprotocols

ancp qos-adjust] hierarchy level.

Range: -100 through 100 bytes

Default: 0 bytes

sdsl-total-adjust percentage—Adjustment factor applied globally to the downstream
and upstream data rates for all subscribers on an SDSL access line. The adjusted

rate is reported only to AAA.

NOTE: This option replaces the qos-adjust-sdsl statement at the [edit

protocols ancp] hierarchy level.

Range: 0 through 100 percent

Default: 100 percent

vdsl-overhead-adjustpercentage—Adjust theactualdownstreamrate foraVDSLaccess

line bymultiplying the rate by the specified percentage. The adjusted rate is reported

to CoS when you include the qos-adjust statement at the [edit protocols ancp]

hierarchy level.

NOTE: This option replaces the vdsl-overhead-adjust statement at the

[edit protocols ancp qos-adjust] hierarchy level.

Range: 80 through 100 percent

Default: 100 percent
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vdsl-overhead-bytes bytes—Number of bytes added to or subtracted from the actual

downstream frame overhead for all subscribers on a VDSL access line to account

for the traffic encapsulation overhead. The adjusted value is reported to CoS when

you include the qos-adjust statement at the [edit protocols ancp] hierarchy level.

NOTE: Thisoption replaces thevdsl-bytesstatementat the [editprotocols

ancp qos-adjust] hierarchy level.

Range: -100 through 100 bytes

Default: 0 bytes

vdsl-total-adjust percentage—Adjustment factor applied globally to the downstream
and upstreamdata rates for all subscribers on a VDSL access line. The adjusted rate

is reported only to AAA.

NOTE: This option replaces the qos-adjust-vdsl statement at the [edit

protocols ancp] hierarchy level.

Range: 0 through 100 percent

Default: 100 percent

vdsl2-overhead-adjust percentage—Adjust the actual downstream rate for a VDSL2

access line by multiplying the rate by the specified percentage. The adjusted rate is

reported to CoS when you include the qos-adjust statement at the [edit protocols

ancp] hierarchy level.

NOTE: This option replaces the vdsl2-overhead-adjust statement at the

[edit protocols ancp qos-adjust] hierarchy level.

Range: 80 through 100 percent

Default: 100 percent
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vdsl2-overhead-bytes bytes—Number of bytes added to or subtracted from the actual

downstream frame overhead for all subscribers on a VDSL2 access line to account

for the traffic encapsulation overhead. The adjusted value is reported to CoS when

you include the qos-adjust statement at the [edit protocols ancp] hierarchy level.

Numberofbytesaddedtoorsubtracted fromtheactualdownstreamframeoverhead.

NOTE: This option replaces the vdsl2-bytes statement at the [edit

protocols ancp qos-adjust] hierarchy level.

Range: -100 through 100 bytes

Default: 0 bytes

vdsl2-total-adjust percentage—Adjustment factor applied globally to the downstream
and upstream data rates for all subscribers on a VDSL2 access line. The adjusted

rate is reported only to AAA.

NOTE: This option replaces the qos-adjust-vdsl2 statement at the [edit

protocols ancp] hierarchy level.

Range: 0 through 100 percent

Default: 100 percent

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the ANCP Agent to Report Traffic Rates to CoS on page 719

• Traffic Rate Reporting and Adjustment by the ANCP Agent on page 713

• Setting aGlobal Adjustment Factor per DSLSubscriber Line for ANCPAgent-Reported

Traffic Rates on page 723

• Configuring the ANCP Agent on page 684
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access-loop-id-local

Syntax access-loop-id-local;

Hierarchy Level [edit access profile profile-name radius options]

Release Information Statement introduced in Junos OS Release 13.1.

Description Specify that theAgent-Remote-IdandAgent-Circuit-Idaregenerated locallywhen these

values are not present in the client database.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS Server Options for Subscriber Access on page 135

• Configuring RADIUS Server Parameters for Subscriber Access on page 134
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access-profile

Syntax access-profile profile-name;

Hierarchy Level [edit],
[edit forwarding-options dhcp-relay]
[edit forwarding-options dhcp-relay dual-stack-group dual-stack-group-name],
[edit forwarding-options dhcp-relay group group-name]
[edit forwarding-options dhcp-relay dhcpv6]
[edit forwarding-options dhcp-relay dhcpv6 group group-name]
[edit logical-systems logical-system-name routing-instances routing-instance-name]
[edit interfaces interface-name auto-configure vlan-ranges],
[edit interfaces interface-name auto-configure stacked-vlan-ranges],
[edit routing-instances routing-instances-name]
[edit system services dhcp-local-server]
[edit system services dhcp-local-server group group-name]
[edit system services dhcp-local-server dhcpv6]
[edit system services dhcp-local-server dhcpv6 group group-name]
[edit system services dhcp-local-server dual-stack-group dual-stack-group-name]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description After you have created the access profile that specifies authentication and accounting

parameters, youmust specify where the profile is used. Authentication and accounting

will not run unless you specify the profile. You can attach access profiles globally at the

[edit] hierarchy level, or you can apply them to DHCP clients or subscribers, VLANs, or

to a routing instance.

Options profile-name—Name of the access profile that you configured at the [edit access profile

name] hierarchy level.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Attaching Access Profiles on page 142

• Attaching Access Profiles to DHCP Subscriber Interfaces or DHCP Client Interfaces on

page 356

• Configuring Access Components for the DHCP Layer 3Wholesale Network Solution

• Configuring Access Components for the PPPoEWholesale Network Solution
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access-profile (Extensible Subscriber Services Manager)

Syntax access-profile access-profile-name;

Hierarchy Level [edit system services extensible-subscriber-services]

Release Information Statement introduced in Junos OS Release 15.1.

Description Define the access profile name for timeaccounting. Inmost cases, the information about

the access profile on the RADIUS server is the same as the information about the access

profile of a control session. This configuration is mandatory.

Options access-profile-name—Name of the access profile.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

access-profile (DomainMap)

Syntax access-profile profile-name;

Hierarchy Level [edit access domainmap domain-map-name]

Release Information Statement introduced in Junos OS Release 10.4.

Description Access profile that defines the AAA services and options for subscribers associatedwith

the domain map.

Options profile-name—Name of access profile.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Specifying an Access Profile in a Domain Map on page 191
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access-profile (Static Subscribers)

Syntax access-profile profile-name;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instances-namesystem
services static-subscribers],

[edit logical-systems logical-system-name routing-instances routing-instances-namesystem
services static-subscribers group group-name],

[edit logical-systems logical-system-name system services static-subscribers],
[edit logical-systems logical-system-name system services static-subscribers group
group-name],

[edit routing-instances routing-instances-name system services static-subscribers],
[edit routing-instances routing-instances-name system services static-subscribers group
group-name],

[edit system services static-subscribers],
[edit system services static-subscribers group group-name]

Release Information Statement introduced in Junos OS Release 9.6.

Description Specify theaccessprofile that triggersAAAservices for all static subscribers on interfaces

configured at the [edit system services static-subscribers interface] hierarchy level or for

the static subscribers in a specific group. The group version of this statement overrides

the global configuration.

Options profile-name—Name of the static subscriber access profile.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Configuring Subscribers over Static Interfaces on page 846

• Specifying the Static Subscriber Global Access Profile on page 851

• Specifying the Static Subscriber Group Access Profile on page 856
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access-profile-name (Duplicate Accounting)

Syntax access-profile-name [profile-name];

Hierarchy Level [edit access profile profile-name accounting duplication-vrf]

Release Information Statement introduced in JunosOSRelease 12.3R3 and supported in later 12.3Rx releases.

Statement supported in Junos OS Release 13.2 and later releases.

Description Specify up to five access profiles, all in the same nondefault VRF (LS:RI combination),

each of which lists one or more RADIUS accounting servers to which duplication

accounting information is sent.

Options profile-name—Name of an access profile that lists RADIUS accounting servers for
duplicate reporting.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Understanding RADIUS Accounting Duplicate Reporting on page 109

• Configuring Authentication and Accounting Parameters for Subscriber Access on

page 94
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accounting (Access Profile)

Syntax accounting {
accounting-stop-on-access-deny;
accounting-stop-on-failure;
address-change-immediate-update;
ancp-speed-change-immediate-update;
coa-immediate-update;
coa-no-override service-class-attribute;
duplication;
duplication-filter;
duplication-vrf {
access-profile-name profile-name;
vrf-name vrf-name;

}
immediate-update;
order [accounting-method];
send-acct-status-on-config-change
statistics (time | volume-time);
update-intervalminutes;
wait-for-acct-on-ack;

}

Hierarchy Level [edit access profile profile-name]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 9.1 for EX Series switches.

Description Configure RADIUS accounting parameters and enable RADIUS accounting for an access

profile.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Authentication and Accounting Parameters for Subscriber Access on

page 94

• Configuring Per-Subscriber Session Accounting on page 116

• Understanding RADIUS Accounting Duplicate Reporting on page 109
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accounting (Service Accounting)

Syntax accounting {
statistics (time | volume-time);
update-intervalminutes;

}

Hierarchy Level [edit access profile profile-name service]

Release Information Statement introduced in Junos OS Release 14.2R1 for MX Series routers.

Description Define the service accounting configuration.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Service Interim Accounting on page 122

• Processing Cisco VSAs in RADIUSMessages for Service Provisioning on page 179

accounting-backup-options (Access Profile)

Syntax accounting-backup-options {
max-pending-accounting-stops number;
max-withhold-time hold-time;

}

Hierarchy Level [edit access]

Release Information Statement introduced in Junos OS Release 13.1.

Description Configure options for backing up RADIUS accounting stop requests when all RADIUS

accounting servers in the profile are offline.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Configuring Back-up Options for RADIUS Accounting on page 121
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accounting-order (Service Accounting)

Syntax accounting-order (activation-protocol | local | radius);

Hierarchy Level [edit access profile profile-name service]

Release Information Statement introduced in Junos OS Release 11.4.

local option added in Junos OS Release 17.1.

Description Specify the method that is used for reporting subscriber service accounting.

When you specify the activation-protocolmethod, the service accounting statistics are

reported differently depending on how the service is activated:

• When the service is activated by the RADIUS server, the statistics are reported to the

RADIUS server.

• When the service is activated by JSRC, the statistics are reported to JSRC.

• When the service is activated by the CLI configuration or a command—for example,

through DHCP—the statistics are reported as determined by the flat-file profile

configured at the [edit access profile profile-name local] hierarchy level. In this case,

statistics are not reported if no flat-file profile is configured.

Default activation-protocol

Options activation-protocol—Send service accounting reports by means of the application that

activates services, such as JSRC, RADIUS, or the CLI.

local—Send service accounting information to a flat file stored locally on the router. This

method requires you to also configure the name of a flat-file profile at the [edit

access profile profile-name local] hierarchy level. This profile determines which

statistics and which nonstatistical parameters are collected for the service.

NOTE: When you configure the local option, both volume and time

statistics are collected for the service accounting sessions. In this case,
youmust not configure the volume-time option at the [edit access profile

profile-name service accounting statistics] hierarchy level, or an error is

generated when you commit the configuration.

radius—Send service accounting reports to the RADIUS server by means of the RADIUS

protocol.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.
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Related
Documentation

• Configuring Service Accounting with JSRC on page 840

• Service Accounting with JSRC on page 839

• Configuring Service Accounting in Local Flat Files

accounting-port

Syntax accounting-port port-number;

Hierarchy Level [edit access radius-server server-address],
[edit access profile profile-name radius-server server-address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches with

support for Enhanced Layer 2 software (ELS).

Statement introduced on Junos OSwithout ELS in the following releases:

• Junos OS Release 12.3 for EX Series switches: Release 12.3R10.

• Junos OS Release 14.1X53 for EX Series switches: Release 14.1X53-D25.

• Junos OS Release 15.1 for EX Series switches: Release 15.1R4.

Description Configure the port number on which to contact the RADIUS accounting server.

NOTE: Specifying theaccountingport is optional, andport 1813 is thedefault.
However, we recommend that you configure it in order to avoid confusion,
as some RADIUS servers might refer to an older default.

Options port-number—Port number on which to contact the RADIUS accounting server. Most

RADIUS servers use port 1813, as specified in RFC 2866.

Default: 1813

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS System Accounting

• Configuring Router or Switch Interaction with RADIUS Servers on page 131

• Configuring Authentication and Accounting Parameters for Subscriber Access on

page 94

• Configuring RADIUS Authentication for L2TP
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accounting-retry (RADIUS)

Syntax accounting-retry number;

Hierarchy Level [edit access radius-server server-address],
[edit access profile profile-name radius-server server-address]

Release Information Statement introduced in Junos OS Release 14.1.

Description Configure the number of times the router retransmits RADIUS accounting messages

when no response is received from the server.When you do not configure this statement,

the number of retry attempts is determined by the retry statement.

NOTE: To successfully set a retry limit for the accounting servers different
fromtheauthenticationservers. youmustconfigureboth theaccounting-retry

and accounting-timeout statements . If you configure only one of these

statements, then the value you configure is ignored in favor of the values
configured with the retry and timeout statements.

NOTE: Themaximum retry duration (the number of retries times the length
of the timeout) cannot exceed 2700 seconds. An errormessage is displayed
if you configure a longer duration.

Options number—Number of retry attempts.

Range: 0 through 100

Default: 0 (disabled)

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Router or Switch Interaction with RADIUS Servers on page 131

• Configuring Authentication and Accounting Parameters for Subscriber Access on

page 94

• Configuring RADIUS Authentication for L2TP
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accounting-server

Syntax accounting-server [ ip-address ];

Hierarchy Level [edit access profile profile-name radius]

Release Information Statement introduced in Junos OS Release 9.1.

Description Specify a list of the RADIUS accounting servers used for accounting for DHCP, L2TP, and

PPP clients.

Options ip-address—IP version 4 (IPv4) address.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Authentication and Accounting Parameters for Subscriber Access on

page 94

accounting-session-id-format

Syntax accounting-session-id-format (decimal | description);

Hierarchy Level [edit access profile profile-name radius options]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 9.1 for EX Series switches.

Description Configure the format the router or switch uses to identify the accounting session.

Default decimal

Options decimal—Use the decimal format.

description—Use the generic format, in the form: jnpr

interface-specifier:subscriber-session-id.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS Server Options for Subscriber Access on page 135

• Configuring Authentication and Accounting Parameters for Subscriber Access on

page 94
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accounting-stop-on-access-deny

Syntax accounting-stop-on-access-deny;

Hierarchy Level [edit access profile profile-name accounting]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 9.1 for EX Series switches.

Description Configure RADIUS accounting to send an Acct-Stopmessage when the AAA server

refuses a client request for access.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Authentication and Accounting Parameters for Subscriber Access on

page 94
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accounting-stop-on-failure

Syntax accounting-stop-on-failure;

Hierarchy Level [edit access profile profile-name accounting]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 9.1 for EX Series switches.

Description Configure RADIUS accounting to send an Acct-Stopmessagewhen a subscriber session

has been successfully authenticated and authorized, but then fails before an Acct-Start

message is sent. By default, an Acct-Stopmessage is sent only if an Acct-Startmessage

has been exchanged with the accounting server.

Consider a situation where RADIUS address pools are used to assign IP/IPv6 addresses.

After a subscriber session is successfully authenticated, the RADIUS server authorizes

the session by assigning an IP address from theRADIUSaddress pool and conveying that

address in the Framed-IP-Address attribute. If a negotiation failure occurs at this point,

the session is terminatedbeforeactivating. TheAcct-Startmessage is never sentbecause

it is initiated by session activation. By default, an Acct-Stopmessage cannot be sent

because the Acct-Start is never sent. However, if the acct-stop-on-failure statement is

configured, the negotiation failure causes the Acct-Stopmessage to be sent, which

explicitly notifies the RADIUS server that the session is disconnected and that it can free

the allocated IP address back to the pool.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Authentication and Accounting Parameters for Subscriber Access on

page 94
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accounting-timeout (RADIUS)

Syntax accounting-timeout seconds;

Hierarchy Level [edit access radius-server server-address],
[edit access profile profile-name radius-server server-address]

Release Information Statement introduced in Junos OS Release 14.1.

Description Configurehow long the local routerwaits to receivea response fromaRADIUSaccounting

server before retransmitting the message. When you do not configure this statement,

the length of the timeout is determined by the timeout statement.

NOTE: Tosuccessfully seta timeoutvalue for theaccountingserversdifferent
fromtheauthenticationservers. youmustconfigureboth theaccounting-retry

and accounting-timeout statements . If you configure only one of these

statements, then the value you configure is ignored in favor of the values
configured with the retry and timeout statements.

NOTE: Themaximum retry duration (the number of retries times the length
of the timeout) cannot exceed 2700 seconds. An errormessage is displayed
if you configure a longer duration.

Options seconds—Duration of timeout period.

Default: 0 (disabled)

Range: 0 through 1000 seconds

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Router or Switch Interaction with RADIUS Servers on page 131

• Configuring Authentication and Accounting Parameters for Subscriber Access on

page 94

• Configuring RADIUS Authentication for L2TP
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active-drain (Address Assignment Pools)

Syntax active-drain;

Hierarchy Level [edit access address-assignment pool pool-name]

Release Information Statement introduced in Junos OS Release 17.2 on MX Series.

Description Configure the DHCP local server to stop allocating addresses from this pool. When this

is configured, the DHCP local server gracefully shifts clients from this address pool to an

alternative pool for which active drain is not configured. When existing clients with an

address from this pool submit a DHCPv4 request or DHCPv6 renew, they receive a NAK,

forcing themto renegotiate.Theserver respondswithaDHCPv4offerorDHCPv6advertise

message with an address from a different pool.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring DHCP Local Address Pool Rapid Drain on page 627

• Configuring Address-Assignment Pools on page 621

• DHCP Attributes for Address-Assignment Pools on page 273
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active-server-group

Syntax active-server-group server-group-name;

Hierarchy Level [edit forwarding-options dhcp-relay],
[edit forwarding-options dhcp-relay dhcpv6],
[edit forwarding-options dhcp-relay group group-name],
[edit forwarding-options dhcp-relay group group-name dhcpv6],
[edit logical-systems logical-system-name forwarding-options dhcp-relay],
[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpv6],
[edit logical-systems logical-system-name forwarding-options group group-name],
[edit logical-systems logical-system-name forwarding-options group group-name dhcpv6],
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay dhcpv6],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay group group-name dhcpv6],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay]
[edit routing-instances routing-instance-name forwarding-options dhcp-relay dhcpv6],
[edit routing-instances routing-instance-name forwarding-options dhcp-relay group
group-name],

[edit routing-instances routing-instance-name forwarding-optionsdhcp-relaydhcpv6group
group-name]

Release Information Statement introduced in Junos OS Release 8.3.

Support at the [edit ... dhcpv6] hierarchy levels introduced in Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.1 for EX Series switches.

Description Apply a DHCP relay agent configuration to the named group of DHCP server addresses.

Use the statement at the [edit ... dhcpv6] hierarchy levels to configure DHCPv6 support.

A group-specific configuration overrides a global option.

Options server-group-name—Name of the group of DHCP or DHCPv6 server addresses to which

the DHCP or DHCPv6 relay agent configuration applies.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Extended DHCP Relay Agent Overview on page 264

• ConfiguringActiveServerGroups toApply aCommonDHCPRelayAgentConfiguration

to Named Server Groups on page 359

• Configuring Group-Specific DHCP Relay Options on page 314

• dhcp-relay on page 1082
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actual-transit-statistics (Dynamic Profiles)

Syntax actual-transit-statistics;

Hierarchy Level [edit dynamic-profiles profile-name interfaces $junos-interface-ifd-name unit
$junos-interface-unit]

Release Information Statement introduced in Junos OS Release 15.1R3 and 17.4R1.

Description Enable actual-transit-statistics to enable the collection and reporting of accurate

accounting statistics for subscribers. The accurate statistics provide packet-level and

byte-level counts for all transmit and receive traffic forwarded across the specified

interface. The counts do not include overhead bytes, filtered traffic, drops, discards, or

control traffic. Theseaccurate statisticsmatch theaccounting statistics usedbyRADIUS.

Youcandisplay thesestatisticswith theshowsubscribers idsession-idaccounting-statistics

and show subscribers interface interface accounting-statistics commands.

Default Disabled.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Enabling the Reporting of Accurate Subscriber Accounting Statistics to the CLI on

page 128

• show interfaces (MSeries, MXSeries, T Series Routers, and PTXSeriesManagement and

Internal Ethernet)

• Dynamic Profiles Overview
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address (Diameter Peer)

Syntax address ip-address;

Hierarchy Level [edit diameter peer peer-name]

Release Information Statement introduced in Junos OS Release 9.6.

Support for IPv6 addresses added in Junos OS Release 17.3R1.

Description Configure the IP address for a Diameter remote peer.

Options ip-address—IPv4 or IPv6 address of remote Diameter peer. The address family must

match that for the local Diameter transport connection.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Diameter on page 764

• Configuring Diameter Peers on page 765

address (Diameter Transport)

Syntax address ip-address;

Hierarchy Level [edit diameter transport transport-name]

Release Information Statement introduced in Junos OS Release 11.2.

Support for IPv6 addresses added in Junos OS Release 17.3R1.

Description Configure the source (local) IP address for the Diameter local transport connection.

Options ip-address—IPv4 or IPv6 address of remote Diameter peer. The address family must

match that for the remote Diameter peer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Diameter on page 764
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address-assignment (Address-Assignment Pools)

Syntax address-assignment {
abated-utilization percentage;
abated-utilization-v6 percentage;
high-utilization percentage;
high-utilization-v6 percentage;
neighbor-discovery-router-advertisement ndra-pool-name;
pool pool-name {
active-drain;
family family {
dhcp-attributes {
protocol-specific attributes;

}
host hostname {
hardware-addressmac-address;
ip-address ip-address;

}
network ip-prefix/<prefix-length>;
prefix ipv6-prefix;
range range-name {
high upper-limit;
low lower-limit;
prefix-length prefix-length;

}
}
hold-down;
link pool-name;

}
}

Hierarchy Level [edit access]

Release Information Statement introduced in Junos OS Release 9.0.

Statement introduced in Junos OS Release 12.1 for EX Series switches.

Description Configure address-assignment pools that can be used by different client applications.

NOTE: Support forsubordinatestatements isplatform-specific.See individual
statement topics for support information.

Options pool-name—Name assigned to an address-assignment pool.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.
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Related
Documentation

• Address-Assignment Pools Overview on page 619

• Configuring Address-Assignment Pools on page 621

• Configuring an Address-Assignment Pool for L2TP LNS with Inline Services

address-change-immediate-update

Syntax address-change-immediate-update;

Hierarchy Level [edit access profile profile-name accounting]

Release Information Statement introduced in Junos OS Release 13.1.

Description Configure the router to send an Interim-Accounting message to the RADIUS server

immediately after on-demand IPv4 allocation and de-allocation.

Changes to this setting take effect for new subscriber logins. Existing subscribers are not

impacted by this change except when the AAA daemon restarts.

Default This functionality is disabled by default.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Enabling Immediate Interim Accounting Messages for On-Demand IPv4 Address

Changes on page 505

• Conserving IPv4 Addresses for Dual-Stack PPP Subscribers Using On-Demand IPv4

Address Allocation on page 495
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address-pool (DomainMap)

Syntax address-pool pool-name;

Hierarchy Level [edit access domainmap domain-map-name]

Release Information Statement introduced in Junos OS Release 10.4.

Description Specify the address pool used to assign addresses to subscribers associated with the

domain map.

Options pool-name—Name of address pool.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Specifying an Address Pool in a Domain Map on page 192
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address-protection

Syntax address-protection;

Hierarchy Level [edit access],
[edit logical-systems logical-system-name routing-instances routing-instance-nameaccess]

Release Information Statement introduced in Junos OS Release 11.2.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Description Prevent IPv4addressesand IPv6prefixes frombeingassigned tomore thanonesubscriber

session when you use AAA to supply IPv4 addresses.

For IPv4:

If enabled, the router checks the following attributes received from external servers:

• Framed-IP-Address

• Framed-Pool

The router then takes one of the following actions:

• If an address matches an address in an address pool, the address is taken from the

pool, provided it is available.

• If the address is already in use, it is rejected as unavailable.

For IPv6:

If enabled, the router checks the following attributes received from external servers:

• Framed-IPv6-Prefix

• Framed-IPv6-Pool

The router then takes one of the following actions:

• If aprefixmatchesaprefix inanaddresspool, theprefix is taken fromthepool, provided

it is available.

• If the prefix is already in use, it is rejected as unavailable.

• If the prefix length requested from the external server does not exactly match the

pool’s prefix length, the authentication request is denied. If configured, the Acct-Stop

message includes the cause for termination.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

Configuring Duplicate IPv6 Prefix Protection for Router Advertisement on page 522•
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• Configuring Duplicate IPv4 Address Protection for AAA on page 631

adjacency-timer

Syntax adjacency-timer seconds;

Hierarchy Level [edit protocols ancp],
[edit protocols ancp neighbor ip-address]

Release Information Statement introduced in Junos OS Release 9.4.

Description Specify a value for the interval that the ANCP agent proposes during negotiation to

establish an adjacency, for all neighbors or a specific neighbor. The larger of the values

proposed by the agent and the neighbor is selected for the interval between subsequent

adjacency messages exchanged by the agent and the neighbor.

Options seconds—Number of seconds between adjacency messages.

Range: 1 through 25 seconds

Default: 10 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the ANCP Agent on page 684

• Specifying the Interval Between ANCP Adjacency Messages on page 688

• Configuring ANCP Neighbors on page 685
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adsl-bytes

Syntax adsl-bytes bytes;

Hierarchy Level [edit protocols ancp qos-adjust]

Release Information Statement introduced in Junos OS Release 17.2.

Statement deprecated in Junos OS Release 17.4R1.

Description Adjust the number of cell overhead bytes by the specified number of bytes in the actual

downstream rate reported in the ANCP Port Upmessage for an ADSL access line. The

ANCPagent reports theadjustedvalue toCoS.Theadjustedvalueaccounts for the traffic

encapsulation overhead.

NOTE: Starting in JunosOSRelease 17.4R1, this statement is deprecated and
replaced by the adsl-overhead-bytes option of the access-line statement at

the [edit system] hierarchy level. The ANCP agent ignores the adsl-bytes

statement if it is present. This means that when you upgrade from Junos OS
Release 17.3 or earlier with an existing configuration, youmust reconfigure
your adjustment with the access-line statement.

Options bytes—Number of bytes added to or subtracted from the actual downstream cell

overhead.

Range: -100 through 100 bytes

Default: 0 bytes

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Release History Table DescriptionRelease

Starting in Junos OS Release 17.4R1, this statement is deprecated and
replacedby theadsl-overhead-bytesoptionof theaccess-line statement
at the [edit system] hierarchy level.

17.4R1

Related
Documentation

• Configuring the ANCP Agent to Report Traffic Rates to CoS on page 719

• Traffic Rate Reporting and Adjustment by the ANCP Agent on page 713

• Configuring the ANCP Agent on page 684
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adsl2-bytes

Syntax adsl2-bytes bytes;

Hierarchy Level [edit protocols ancp qos-adjust]

Release Information Statement introduced in Junos OS Release 17.2.

Statement deprecated in Junos OS Release 17.4R1.

Description Adjust the number of cell overhead bytes by the specified number of bytes in the actual

downstream rate reported in the ANCP Port Upmessage for an ADSL2 access line. The

ANCPagent reports theadjustedvalue toCoS.Theadjustedvalueaccounts for the traffic

encapsulation overhead.

NOTE: Starting in JunosOSRelease 17.4R1, this statement is deprecated and
replaced by the adsl2-overhead-bytes option of the access-line statement at

the [edit system] hierarchy level. The ANCP agent ignores the adsl2-bytes

statement if it is present. This means that when you upgrade from Junos OS
Release 17.3 or earlier with an existing configuration, youmust reconfigure
your adjustment with the access-line statement.

Options bytes—Number of bytes added to or subtracted from the actual downstream cell

overhead.

Range: -100 through 100 bytes

Default: 0 bytes

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Release History Table DescriptionRelease

Starting in Junos OS Release 17.4R1, this statement is deprecated and
replacedby theadsl2-overhead-bytesoptionof theaccess-linestatement
at the [edit system] hierarchy level.

17.4R1

Related
Documentation

• Configuring the ANCP Agent to Report Traffic Rates to CoS on page 719

• Traffic Rate Reporting and Adjustment by the ANCP Agent on page 713

• Configuring the ANCP Agent on page 684
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adsl2-plus-bytes

Syntax adsl2-plus-bytes bytes;

Hierarchy Level [edit protocols ancp qos-adjust]

Release Information Statement introduced in Junos OS Release 17.2.

Statement deprecated in Junos OS Release 17.4R1.

Description Adjust the number of cell overhead bytes by the specified number of bytes in the actual

downstream rate reported in the ANCPPort Upmessage for an ADSL2+ access line. The

ANCPagent reports theadjustedvalue toCoS.Theadjustedvalueaccounts for the traffic

encapsulation overhead.

NOTE: Starting in JunosOSRelease 17.4R1, this statement is deprecated and
replacedby theadsl2-plus-overhead-bytesoptionof theaccess-linestatement

at the [edit system] hierarchy level. The ANCP agent ignores the

adsl2-plus-bytesstatement if it ispresent.Thismeans thatwhenyouupgrade

from JunosOSRelease 17.3 or earlierwith an existing configuration, youmust
reconfigure your adjustment with the access-line statement.

Options bytes—Number of bytes added to or subtracted from the actual downstream cell

overhead.

Range: -100 through 100 bytes

Default: 0 bytes

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Release History Table DescriptionRelease

Starting in JunosOSRelease 17.4R1, this statement isdeprecatedand replaced
by the adsl2-plus-overhead-bytes option of the access-line statement
at the [edit system] hierarchy level.

17.4R1

Related
Documentation

• Configuring the ANCP Agent to Report Traffic Rates to CoS on page 719

• Traffic Rate Reporting and Adjustment by the ANCP Agent on page 713

• Configuring the ANCP Agent on page 684
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advisory-options (Traffic Shaping)

Syntax advisory-options {
downstream-rate rate;
upstream-rate rate;

}

Hierarchy Level [edit dynamic-profiles profile-name interfaces $junos-interface-ifd-name unit
$junos-interface-unit],

[edit dynamic-profiles profile-name interfaces interface-set $junos-interface-set-name
interface $junos-interface-ifd-name],

[edit interfaces demux0 unit logical-unit-number],
[edit interfaces interface-name unit logical-unit-number]

Release Information Statement introduced in Junos OS Release 11.4.

Support at the [edit interfaces demux0 ...] hierarchy level introduced in JunosOSRelease

12.2.

Support at the [edit dynamic-profiles ...] hierarchy level introduced in Junos OS Release

13.1.

Description Specify a recommended shaping rate to be applied to downstream or upstream traffic

on an interface.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Setting a Recommended Shaping Rate for Traffic on ANCP Interfaces on page 722

• Configuring the ANCP Agent on page 684

• Configuring the Method to Derive the LAC Connection Speeds Sent to the LNS
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aggregate-clients (DHCP Relay Agent)

Syntax aggregate-clients (merge | replace);

Hierarchy Level [edit forwarding-options dhcp-relay dhcpv6 dynamic-profile profile-name],
[edit forwarding-options dhcp-relay dynamic-profile profile-name],
[edit forwarding-optionsdhcp-relaydhcpv6group group-namedynamic-profileprofile-name],
[edit forwarding-optionsdhcp-relaydual-stack-groupdual-stack-group-namedynamic-profile
profile-name],

[edit forwarding-options dhcp-relay group group-name dynamic-profile profile-name],
[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpv6
dynamic-profile profile-name],

[edit logical-systems logical-system-name forwarding-options dhcp-relay dynamic-profile
profile-name],

[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpv6 group
group-name dynamic-profile profile-name],

[edit logical-systems logical-system-name forwarding-optionsdhcp-relaygroupgroup-name
dynamic-profile profile-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay dhcpv6 dynamic-profile profile-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay dynamic-profile profile-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay dhcpv6 group group-name dynamic-profile profile-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay group group-name dynamic-profile profile-name],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay dhcpv6
dynamic-profile profile-name],

[edit routing-instances routing-instance-name forwarding-optionsdhcp-relaydynamic-profile
profile-name],

[edit routing-instances routing-instance-name forwarding-optionsdhcp-relaydhcpv6group
group-name dynamic-profile profile-name],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay group
group-name dynamic-profile profile-name]

Release Information Statement introduced in Junos OS Release 9.3.

Optionsmerge and replace introduced in Junos OS Release 9.5.

Support at the [edit ... dhcpv6] hierarchy levels introduced in Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.1 for EX Series switches.

Support at the [edit ... dual-stack-groupdual-stack-group-name]hierarchy level introduced

in Junos OS Release 15.1.

Description Specify that the router merge (chain) client attributes such as firewall filters and CoS

attributes or replace themwhenmultiple client sessions exist on the same underlying

VLAN. Use the statement at the [edit ... dhcpv6] hierarchy levels to configure DHCPv6

support.

M120 and M320 routers do not support DHCPv6.

Not supported for IP demux subscriber interfaces.
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Options merge—Aggregate multiple client attributes for the same subscriber (logical interface)

replace—Replace the entire logical interfacewhenever a newclient logs in to the network

using the same VLAN logical interface

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• dhcp-relay on page 1082

• Attaching Dynamic Profiles to DHCP Subscriber Interfaces or DHCP Client Interfaces

• Configuring Group-Specific DHCP Relay Options on page 314
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aggregate-clients (Static Subscribers)

Syntax aggregate-clients (merge | replace);

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instances-namesystem
services static-subscribers dynamic-profile profile-name],

[edit logical-systems logical-system-name routing-instances routing-instances-namesystem
services static-subscribers group group-name dynamic-profile profile-name],

[edit logical-systems logical-system-namesystemservicesstatic-subscribersdynamic-profile
profile-name],

[edit logical-systems logical-system-name system services static-subscribers group
group-name dynamic-profile profile-name],

[edit routing-instances routing-instances-name system services static-subscribers
dynamic-profile profile-name],

[edit routing-instances routing-instances-name system services static-subscribers group
group-name dynamic-profile profile-name],

[edit system services static-subscribers dynamic-profile profile-name],
[edit system services static-subscribers group group-name dynamic-profile profile-name]

Release Information Statement introduced in Junos OS Release 9.6.

Description Specify for all static subscribers or for a group of static subscribers that the routermerge

(chain) subscriber (client) attributes such as firewall filters andCoSattributes or replace

themwhenmultiple subscriber sessions exist on the same underlying VLAN. The group

version of this statement overrides the global version.

This statement is not supported for IP demux subscriber interfaces.

Default By default, multiple subscribers cannot be on the same logical interface.

Options merge—Aggregate the attributes of multiple subscribers for the logical interface.

replace—Replace the entire logical interfacewhenever a newclient logs in to the network

using the same VLAN logical interface.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring Subscribers over Static Interfaces on page 846

• Enabling Multiple Subscribers on a VLAN Logical Interface for All Static Subscribers

on page 852
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allow-bulk-leasequery (DHCP Local Server)

Syntax allow-bulk-leasequery {
max-connections number-of-connections;
max-empty-replies number-of-replies;
restricted-requestor;
timeout seconds;

}

Hierarchy Level [edit system services dhcp-local-server],
[edit system services dhcp-local-server dhcpv6],
[edit logical-systems logical-system-name routing-instances routing-instance-name system
services ...],

[edit logical-systems logical-system-name system services ...],
[edit routing-instances routing-instance-name system services ...]

Release Information Statement introduced in Junos OS Release 16.1.

Description Enable DHCP local server to listen for, and respond to bulk leasequery requests received

on TCP connections.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring and Using DHCP Bulk Leasequery on page 294
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allow-leasequery (DHCP Local Server)

Syntax allow-leasequery {
restricted-requestor;

}

Hierarchy Level [edit system services dhcp-local-server],
[edit system services dhcp-local-server dhcpv6],
[edit logical-systems logical-system-name routing-instances routing-instance-name system
services ...],

[edit logical-systems logical-system-name system services ...],
[edit routing-instances routing-instance-name system services ...]

Release Information Statement introduced in Junos OS Release 16.1.

Description Enable DHCP local server to listen on the UDP socket and to respond to leasequery

requests received on UDP connections.

The remaining statement is explained separately. See CLI Explorer.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring and Using DHCP Individual Leasequery on page 291

• Configuring and Using DHCP Bulk Leasequery on page 294
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alternative-partition-name (OCS Partition)

Syntax alternative-partition-name;

Hierarchy Level [edit access ocs partition alternative-partition-name alternative-partition-name]

Release Information Statement introduced in Junos OS Release 17.3.

Description Configure alternative partition name for OCS/GY.When configured, the specific partition

name is used to forward diameter data along alternative data path in the specific cases.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring the OCS Partition on page 816

• PolicyandChargingEnforcementFunctionOverviewforBroadbandWirelineSubscribers

on page 790

• Understanding Gy Interactions Between the Router and the OCS on page 802

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807

Copyright © 2018, Juniper Networks, Inc.1002

Broadband Subscriber Sessions Feature Guide



always-write-giaddr

Syntax always-write-giaddr;

Hierarchy Level [edit forwarding-options dhcp-relay overrides],
[edit forwarding-options dhcp-relay group group-name overrides],
[edit logical-systems logical-system-name forwarding-options dhcp-relay overrides],
[edit logical-systems logical-system-name forwarding-optionsdhcp-relaygroupgroup-name
overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay group group-name overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay overrides],
[edit routing-instances routing-instance-name forwarding-options dhcp-relay group
group-name overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay group
group-name interface interface-name overrides]

Release Information Statement introduced in Junos OS Release 8.3.

Statement introduced in Junos OS Release 12.1 for EX Series switches.

Description Overwrite the gateway IP address (giaddr) of every DHCP packet with the giaddr of the

DHCP relay agent before forwarding the packet to the DHCP server.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Extended DHCP Relay Agent Overview on page 264

• dhcp-relay on page 1082
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always-write-option-82

Syntax always-write-option-82;

Hierarchy Level [edit forwarding-options dhcp-relay overrides],
[edit forwarding-options dhcp-relay group group-name overrides],
[edit logical-systems logical-system-name forwarding-options dhcp-relay overrides],
[edit logical-systems logical-system-name forwarding-optionsdhcp-relaygroupgroup-name
overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay group group-name overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay overrides],
[edit routing-instances routing-instance-name forwarding-options dhcp-relay group
group-name overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay group
group-name interface interface-name overrides]

Release Information Statement introduced in Junos OS Release 8.3.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Override theDHCP relay agent information option (option 82) in DHCPpackets destined

for a DHCP server. The use of this option causes the DHCP relay agent to perform one of

the following actions, depending on how it is configured:

• If the DHCP relay agent is configured to add option 82 information to DHCP packets,

it clears the existing option 82 values from the DHCP packets and inserts the new

values before forwarding the packets to the DHCP server.

• If theDHCP relayagent is not configured toaddoption82 information toDHCPpackets,

it clears the existing option 82 values from the packets, but does not add any new

values before forwarding the packets to the DHCP server.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Extended DHCP Relay Agent Overview on page 264
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ancp

Syntax ancp {
adjacency-loss-hold-time seconds;
adjacency-timer seconds;
gsmp-syn-timeout seconds;
gsmp-syn-wait;
interfaces {
interface-set interface-set-name {
access-identifier identifier-string;
underlying-interface underlying-interface-name;

}
interface-name {
access-identifier identifier-string;

}
}
maximum-discovery-table-entries entry-number;
maximum-helper-restart-time;
neighbor ip-address {
adjacency-loss-hold-time seconds;
adjacency-timer;
auto-configure-trigger interface interface-name;
ietf-mode;
maximum-discovery-table-entries entry-number;
pre-ietf-mode;

}
pre-ietf-mode;
qos-adjust {
adsl-bytes bytes;
adsl2-bytes bytes;
adsl2-plus-bytes bytes;
other-bytes bytes;
other-overhead-adjust percentage;
sdsl-bytes bytes;
sdsl-overhead-adjust percentage;
vdsl-bytes bytes;
vdsl-overhead-adjust percentage;
vdsl2-bytes bytes;
vdsl2-overhead-adjust percentage;

}
qos-adjust-adsl adjustment-factor;
qos-adjust-adsl2 adjustment-factor;
qos-adjust-adsl2-plus adjustment-factor;
qos-adjust-other adjustment-factor;
qos-adjust-sdsl adjustment-factor;
qos-adjust-vdsl adjustment-factor;
qos-adjust-vdsl2 adjustment-factor;
traceoptions {
file filename <files number> <match regular-expression > <sizemaximum-file-size>
<world-readable | no-world-readable>;

flag flag;
level (all | error | info | notice | verbose | warning);
no-remote-trace;

}
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}

Hierarchy Level [edit protocols]

Release Information Statement introduced in Junos OS Release 9.4.

Description Configure Junos OS ANCP agent features.

The remaining statements are explained separately. See CLI Explorer.

NOTE: When youdeactivate theANCPprotocol, the router does not perform
a commit check to determine whether any ANCP or L2-BSA subscribers are
present (active or inactive). Any subscribers that are active at the time of
deactivation remain active.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the ANCP Agent on page 684

ancp-speed-change-immediate-update (ANCP)

Syntax ancp-speed-change-immediate-update;

Hierarchy Level [edit access profile profile-name accounting]

Release Information Statement introduced in Junos OS Release 13.3.

Description Configure AAA to generate immediate interim accounting updates to the RADIUS server

in response to ANCP agent notifications of rate changes on subscriber access lines.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Immediate Interim Accounting Updates to RADIUS in Response to ANCP

Notifications on page 732

• Configuring Per-Subscriber Session Accounting on page 116

• Configuring the ANCP Agent on page 684
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asymmetric-lease-time (DHCPOverrides)

Syntax asymmetric-lease-time seconds;

Hierarchy Level [edit forwarding-options dhcp-relay overrides],
[edit forwarding-options dhcp-relay group group-name overrides],
[edit forwarding-options dhcp-relay group group-name interface interface-name overrides],
[edit forwarding-options dhcp-relay dhcpv6 overrides],
[edit forwarding-options dhcp-relay dhcpv6 group group-name overrides],
[edit forwarding-options dhcp-relay dhcpv6 group group-name interface interface-name
overrides],

[edit logical-systems logical-system-name forwarding-options dhcp-relay ...],
[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpv6...],
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay ...],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay dhcpv6...],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay ...],
[edit routing-instances routing-instance-name forwarding-options dhcp-relay dhcpv6...]

Release Information Statement introduced in Junos OS Release 17.1.

Description Set an asymmetric lease time for an address that is sent to the DHCP client instead of

the actual lease time granted by the DHCP local server. The asymmetric lease time is

shorter than the granted lease. Asymmetric leases require the DHCP client to renew the

lease more frequently, at shorter intervals. If the client does not renew the short lease

before it expires, the address is released sooner than if the original lease had been sent

to the client, conserving address resources. Although you can configure the asymmetric

lease on either the DHCP relay agent or the DHCP local server, in most situations,

configuring the asymmetric lease on the relay agent is more useful.

Options seconds—Length of the short lease duration for the DHCPv4 client.

Range: 600 through 65,534

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement in the configuration.

Related
Documentation

• DHCP Asymmetric Leasing Overview on page 285

• Configuring DHCP Asymmetric Leasing on page 287
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asymmetric-prefix-lease-time (DHCPOverrides)

Syntax asymmetric-prefix-lease-time seconds;

Hierarchy Level [edit forwarding-options dhcp-relay dhcpv6 overrides],
[edit forwarding-options dhcp-relay dhcpv6 group group-name overrides],
[edit forwarding-options dhcp-relay dhcpv6 group group-name interface interface-name
overrides],

[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpv6...],
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay dhcpv6...],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay dhcpv6...]

Release Information Statement introduced in Junos OS Release 17.1.

Description Set an asymmetric lease time for an address that is sent to the DHCPv6 client instead

of the actual lease time granted by the DHCP local server. The asymmetric lease time is

shorter than the granted lease. Asymmetric leases require the DHCP client to renew the

lease more frequently, at shorter intervals. If the client does not renew the short lease

before it expires, the address is released sooner than if the original lease had been sent

to the client, conserving address resources. Although you can configure the asymmetric

lease on either the DHCP relay agent or the DHCP local server, in most situations,

configuring the asymmetric lease on the relay agent is more useful.

Options seconds—Length of the short lease duration for the DHCPv6 client.

Range: 600 through 65,534

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement in the configuration.

Related
Documentation

• DHCP Asymmetric Leasing Overview on page 285

• Configuring DHCP Asymmetric Leasing on page 287
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attempts (DHCP Local Server)

Syntax attempts attempt-count;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server reconfigure],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 reconfigure],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server group group-name reconfigure],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 group group-name reconfigure],

[edit logical-systems logical-system-name system services dhcp-local-server reconfigure],
[edit logical-systems logical-system-name system services dhcp-local-server dhcpv6
reconfigure],

[edit logical-systems logical-system-name system services dhcp-local-server group
group-name reconfigure],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpv6 group
group-name reconfigure],

[edit routing-instances routing-instance-namesystemservicesdhcp-local-server reconfigure],
[edit routing-instances routing-instance-name system services dhcp-local-server dhcpv6
reconfigure],

[edit routing-instances routing-instance-name system services dhcp-local-server group
group-name reconfigure],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpv6
group group-name reconfigure],

[edit system services dhcp-local-server reconfigure],
[edit system services dhcp-local-server dhcpv6 reconfigure],
[edit system services dhcp-local-server group group-name reconfigure],
[edit system services dhcp-local-server dhcpv6 group group-name reconfigure]

Release Information Statement introduced in Junos OS Release 10.0.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Support at the [edit ... dhcpv6 ...] hierarchy levels introduced in Junos OS Release 10.4.

Description Configurehowmanyattemptsaremade to reconfigureall DHCPclientsor only theDHCP

clients serviced by the specified group of interfaces before reconfiguration is considered

to have failed. A group configuration takes precedence over a DHCP local server

configuration.

Options attempt-count—Maximum number of attempts.

Range: 1 through 10

Default: 8

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

ConfiguringDynamicClientReconfigurationofExtendedLocalServerClientsonpage332•
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• Configuring Dynamic Reconfiguration Attempts for DHCP Clients on page 334

attempts (DHCP Relay Agent)

Syntax attempts number-of-attempts;

Hierarchy Level [edit forwarding-options dhcp-relay (leasequery | bulk-leasequery)],
[edit forwarding-options dhcp-relay dhcpv6 (leasequery | bulk-leasequery)],
[edit logical-systems logical-system-name ...],
[edit logical-systems logical-system-name routing-instances routing-instance-name ...],
[edit routing-instances routing-instance-name ...]

Release Information Statement introduced in Junos OS Release 16.1.

Description Specify the number of times the DHCP relay agent attempts to send DHCP leasequery

or bulk leasequerymessages to theconfiguredDHCPservers in the logical system/routing

instance. DHCP relay agent resends the query message if the configured timeout value

is reached, and either a confirmed reply or a reply from all configured DHCP servers has

not been received. DHCP relay agent sends the subsequent messages only to the DHCP

servers that have not replied to previous queries.

Options number-of-attempts—Number of times DHCP relay agent attempts to send the
leasequery or bulk leasequery message.

For theDHCPbulk leasequerymessages,DHCPleasequerymessages,DHCPv6 leasequery

messages:

Range: 1 through 10

Default: 6

For the DHCPv6 bulk leasequery messages:

Range: 1 through 720

Default: 360

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring and Using DHCP Individual Leasequery on page 291

• Configuring and Using DHCP Bulk Leasequery on page 294
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attributes

Syntax attributes {
exclude {
...

}
ignore {
framed-ip-netmask;
input-filter;
logical-system-routing-instance;
output-filter;

}
}

Hierarchy Level [edit access profile profile-name radius]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 9.1 for EX Series switches.

Description Specify how the router or switch processes RADIUS attributes.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring How RADIUS Attributes Are Used for Subscriber Access on page 43
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attributes (JSRC Attributes)

Syntax attributes {
exclude {
user-name [ authorization-request | provisioning-request ];
}

}
}

Hierarchy Level [edit access profile profile-name jsrc]

Release Information Statement introduced in Junos OS Releases 14.2.

Description Specify how the router processes Diameter attributes.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Excluding AVPs from Diameter Messages for JSRC on page 837

• Understanding JSRC-SAE Interactions on page 831
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authentication (DHCP Local Server)

Syntax authentication {
password password-string;
username-include {
circuit-type;
client-id;
delimiter delimiter-character;
domain-name domain-name-string;
interface-description (device-interface | logical-interface);
interface-name;
logical-system-name;
mac-address;
option-60;
option-82 <circuit-id> <remote-id>;
relay-agent-interface-id;
relay-agent-remote-id;
relay-agent-subscriber-id;
routing-instance-name;
user-prefix user-prefix-string;

}
}

Hierarchy Level [edit system services dhcp-local-server],
[edit system services dhcp-local-server dual-stack-group dual-stack-group-name],
[edit system services dhcp-local-server dhcpv6],
[edit system services dhcp-local-server dhcpv6 group group-name],
[edit system services dhcp-local-server group group-name],
[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server ...],

[edit logical-systems logical-system-name system services dhcp-local-server ...],
[edit routing-instances routing-instance-name system services dhcp-local-server ...]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Configure the parameters the router sends to the external AAA server. A group

configuration takes precedence over a global DHCP relay or DHCP local server

configuration.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Using External AAA Authentication Services with DHCP on page 305
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authentication (DHCP Relay Agent)

Syntax authentication {
password password-string;
username-include {
circuit-type;
client-id;
delimiter delimiter-character;
domain-name domain-name-string;
interface-description (device-interface | logical-interface);
interface-name;
logical-system-name;
mac-address;
option-60;
option-82 <circuit-id> <remote-id>;
relay-agent-interface-id;
relay-agent-remote-id;
relay-agent-subscriber-id;
routing-instance-name;
user-prefix user-prefix-string;

}
}

Hierarchy Level [edit forwarding-options dhcp-relay],
[edit forwarding-options dhcp-relay dhcpv6],
[edit forwarding-options dhcp-relay dhcpv6 group group-name],
[edit forwarding-options dhcp-relay dual-stack-group dual-stack-group-name],
[edit forwarding-options dhcp-relay group group-name],
[edit logical-systems logical-system-name forwarding-options dhcp-relay ...],
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay ...],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay ...]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Support at the [edit ... dhcpv6] hierarchy levels introduced in Junos OS Release 11.4.

Support at the [edit ... dual-stack-groupdual-stack-group-name]hierarchy level introduced

in Junos OS Release 15.1.

Description Configure the parameters the router sends to the external AAA server. A group

configuration takesprecedenceoveraglobalDHCPrelayconfiguration.Use thestatement

at the [edit...dhcpv6] hierarchy levels to configure DHCPv6 support.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• dhcp-relay on page 1082

• Using External AAA Authentication Services with DHCP on page 305
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authentication (Static Subscribers)

Syntax authentication {
password password-string;
username-include {
domain-name domain-name;
interface;
logical-system-name;
routing-instance-name;
user-prefix user-prefix-string;

}
}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instances-namesystem
services static-subscribers],

[edit logical-systems logical-system-name routing-instances routing-instances-namesystem
services static-subscribers group group-name],

[edit logical-systems logical-system-name system services static-subscribers],
[edit logical-systems logical-system-name system services static-subscribers group
group-name],

[edit routing-instances routing-instances-name system services static-subscribers],
[edit routing-instances routing-instances-name system services static-subscribers group
group-name],

[edit system services static-subscribers],
[edit system services static-subscribers group group-name]

Release Information Statement introduced in Junos OS Release 9.6.

Description Specify the authentication parameters that trigger the Access-Requestmessage to AAA

for all static subscribers on interfaces configured at the [edit system services

static-subscribers interface]hierarchy level, or for the static subscribers in a specific group.

The group version of this statement overrides the global configuration.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring Subscribers over Static Interfaces on page 846

• Configuring the Static Subscriber Global Authentication Password on page 853

• Configuring the Static Subscriber Group Authentication Password on page 858
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authentication-order

Syntax authentication-order [ authentication-methods ];

Hierarchy Level [edit access profile profile-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

none option added in Junos OS Release 11.2.

nasreq option added in Junos OS Release 16.1.

Description Set the order in which AAA tries different authentication methods when verifying that a

client canaccess the router or switch. For each loginattempt,AAA tries theauthentication

methods in order, from first to last.

A given subscriber does not undergo both authentication and authorization as separate

steps. When both authentication-order and authorization-order are specified, DHCP

subscribers honor the configured authorization order, all other subscribers use the

configured authentication-order.

Options authentication-methods—Ordered list of methods to use for authentication attempts.
The list includes one or more of the following methods in any combination:

• nasreq—Verify the client using NASREQ authentication services.

• none—No authentication is performed. Grants authentication without examining

the client credentials. Can be used, for example, when the Diameter function

Gx-Plus is employed for notification during subscriber provisioning.

• password—Verify the client using the information configured at the [edit access

profile profile-name client client-name] hierarchy level.

• radius—Verify the client using RADIUS authentication services.

NOTE: Subscriberaccessmanagementdoesnotsupport thepassword

option, and authentication fails when nomethod (none) is specified.

Default: password

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

Example: Configuring CHAP Authentication with RADIUS•

• Specifying the Authentication and Accounting Methods for Subscriber Access on

page 94
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• Configuring Access Profiles for L2TP or PPP Parameters

authentication-server

Syntax authentication-server [ ip-address ];

Hierarchy Level [edit access profile profile-name radius]

Release Information Statement introduced in Junos OS Release 9.1.

Description Specify a list of the RADIUS authentication servers used to authenticate DHCP, L2TP,

andPPPclients. The servers in the list are also usedasRADIUSdynamic-request servers,

fromwhich the routeracceptsandprocessesRADIUSdisconnect requests,CoArequests,

and dynamic service activations and deactivations.

Options ip-address—IPv4 address.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS Server Parameters for Subscriber Access on page 134
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authorization-order

Syntax authorization-order [ authorization-methods ];

Hierarchy Level [edit access profile profile-name]

Release Information Statement introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

nasreq option added in Junos OS Release 16.1.

Description Set the order in which AAA tries different methods to verify that a client is authorized

access to the routeror switch. For each loginattempt,AAAtries theauthorizationmethods

in order, from first to last.

A given subscriber does not undergo both authentication and authorization as separate

steps. When both authentication-order and authorization-order are specified, DHCP

subscribers honor the configured authorization order, all other subscribers use the

configured authentication-order.

Options authorization-methods—Ordered list of methods to use for authorization attempts. The
list includes one or more of the following methods in any combination:

• jsrc—Use the JSRC application in an SRC environment to request authorization

from the SAE when verifying that a DHCP subscriber can access the router or

switch. When you include this option, AAA ignores any configured authentication

order settings. This option is ignored for non-DHCP subscribers.

• nasreq—Use the NASREQ application to communicate with a NASREQ server for

authorization of any subscriber type as an alternative to RADIUS authorization.

• none—Noauthorization isperformed.Canbeused, for example,when theDiameter

function Gx-Plus is employed for notification during subscriber provisioning.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring JSRC on page 833

• Authorizing Subscribers with JSRC on page 835
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autonomous (Dynamic Router Advertisement)

Syntax (autonomous | no-autonomous);

Hierarchy Level [editdynamic-profilesprofile-nameprotocols router-advertisement interface interface-name
prefix prefix]

Release Information Statement introduced in Junos OS Release 10.1.

Description Specify whether prefixes in the router advertisement messages are used for stateless

address autoconfiguration:

• autonomous—Use prefixes for address autoconfiguration.

• no-autonomous—Do not use prefixes for address autoconfiguration.

Default autonomous

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IPv6 Interfaces and Enabling Neighbor Discovery

boot-file

Syntax boot-file filename;

Hierarchy Level [edit access address-assignment pool pool-name family inet dhcp-attributes],
[edit access protocol-attributes attribute-set-name]

Release Information Statement introduced in Junos OS Release 9.0.

Description Set the boot file advertised to DHCP clients. After the client receives an IP address and

the boot file location from the DHCP server, the client uses the boot image stored in the

boot file to complete DHCP setup. This configuration is equivalent to DHCP Option 67.

Options filename—Location of the boot file on the boot server. The filename can include a

pathname.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• boot-server on page 1020

• Configuring Address-Assignment Pools on page 621
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boot-server

Syntax boot-server (address | hostname);

Hierarchy Level [edit access address-assignment pool pool-name family inet dhcp-attributes],
[edit access protocol-attributes attribute-set-name]

Release Information Statement introduced in Junos OS Release 9.0.

Description Configure the nameof the boot server advertised to DHCP clients. The client uses a boot

file located on the boot server to complete DHCP setup. This configuration is equivalent

to DHCP Option 66.

Options address—IPv4 address of a boot server.

hostname—Fully qualified hostname of a boot server.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• boot-file on page 1019

• Configuring Address-Assignment Pools on page 621

Copyright © 2018, Juniper Networks, Inc.1020

Broadband Subscriber Sessions Feature Guide



bulk-leasequery (DHCP Relay Agent)

Syntax bulk-leasequery {
attempts number-of-attempts;
timeout seconds;
trigger automatic;

}

Hierarchy Level [edit forwarding-options dhcp-relay],
[edit forwarding-options dhcp-relay dhcpv6],
[edit logical-systems logical-system-name ...],
[edit logical-systems logical-system-name routing-instances routing-instance-name ...],
[edit routing-instances routing-instance-name ...]

Release Information Statement introduced in Junos OS Release 16.1.

Description Configureparameters that theDHCPrelayagentuseswhensendingDHCPbulk leasequery

messages toobtain lease information fromtheDHCPservers in the logical system/routing

instance.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring and Using DHCP Bulk Leasequery on page 294
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called-station-id (OCS Partition)

Syntax called-station-id station-name;

Hierarchy Level [edit access ocs partition partition-name]

Release Information Statement introduced in Junos OS Release 16.2.

Description Include the Called-Station-Id AVP value in all CCR-GY packets.

Options station-name—Called station name defined for the Called-Station-Id AVP to include in
all CCR-GY packets.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring the OCS Partition on page 816

• PolicyandChargingEnforcementFunctionOverviewforBroadbandWirelineSubscribers

on page 790

• Understanding Gy Interactions Between the Router and the OCS on page 802

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807

Copyright © 2018, Juniper Networks, Inc.1022

Broadband Subscriber Sessions Feature Guide



calling-station-id-delimiter (Subscriber Management)

Syntax calling-station-id-delimiter delimiter-character;

Hierarchy Level [edit access profile profile-name radius options]

Release Information Statement introduced in Junos OS Release 13.1.

Description Specify the character that the router uses as a separator between the concatenated

values in the Calling-Station-ID (RADIUS IETF attribute 31) string. The router uses the

delimiter when you configure more than one value in the calling-station-id-format

statement.

Default The hash (#) character.

Options delimiter-character—Character to use for the delimiter. Youmust enclose the delimiter

character in quotation marks (“ ”).

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Calling-Station-ID with Additional Attributes on page 69
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calling-station-id-format (Subscriber Management)

Syntax calling-station-id-format {
agent-circuit-id;
agent-remote-id;
interface-description;
interface-text-description;
mac-address;
nas-identifier;
stacked-vlan;
vlan;

}

Hierarchy Level [edit access profile profile-name radius options]

Release Information Statement introduced in Junos OS Release 13.1.

mac-address, interface-text-description, stacked-vlan, and vlan options added in Junos

OS Release 15.1.

Description Specify the information that the router includes in the Calling-Station-ID (RADIUS IETF

attribute 31) that is passed to the RADIUS server during authentication and accounting.

You can include one or more optional values in any combination.

Default The router displays the Calling-Station-ID set by the client.

Options agent-circuit-id—Include the agent circuit identifier (ACI) string, which uniquely identifies

the subscriber’s access node and the digital subscriber line (DSL) on the access

node. The ACI string is stored in either the DHCP option 82 field of DHCPmessages

(for DHCP traffic), or in the DSL Forum Agent-Circuit-ID VSA [26-1] of PPPoE PADI

and PADR control packets (for PPPoE traffic).

agent-remote-id—Include the agent remote identifier (ARI) string, which identifies the

subscriber on the digital subscriber line access multiplexer (DSLAM) interface that

initiated the service request. The ARI string is stored in either the DHCP option 82

field of DHCPmessages (for DHCP traffic), or in the DSL Forum Agent-Remote-ID

VSA [26-2] of PPPoE PADI and PADR control packets (for PPPoE traffic).

interface-description—Include the interface description value.

interface-text-description—Include the interface text description.

mac-address—Include the MAC address of the source device for the subscriber.

nas-identifier—Include the NAS-identifier (RADIUS IETF attribute 32), which specifies

the name of the NAS that orginated the authentication or accounting request.

stacked-vlan—Include the stacked VLAN tag value.

vlan—Include the VLAN tag value.
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Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Calling-Station-ID with Additional Attributes on page 69

chap-challenge-in-request-authenticator (Subscriber Management)

Syntax chap-challenge-in-request-authenticator;

Hierarchy Level [edit access profile profile-name radius options]

Release Information Statement introduced in Junos OS Release 15.1.

Description Configure the authd process to insert the random challenge generated by the NAS into

the Request Authenticator field of Access-Request packets, if the challenge value is 16

bytes long.

If you enable the chap-challenge-in -request-authenticator statement and the random

challenge is not 16bytes long,authd ignores the statement anduses thedefault behavior,

which inserts the random challenge as the CHAP-Challenge attribute (RADIUS attribute

60) in Access-Request packets.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS Server Options for Subscriber Access on page 135
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charging-id (OCS Partition)

Syntax charging-id number;

Hierarchy Level [edit access ocs partition partition-name]

Release Information Statement introduced in Junos OS Release 16.2.

Description Include the 3GPP-Charging-Id AVP value in all CCR-GYmessages.

Options number—3GPP-Charging-Id AVP value to include in all CCR-GYmessages.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring the OCS Partition on page 816

• PolicyandChargingEnforcementFunctionOverviewforBroadbandWirelineSubscribers

on page 790

• Understanding Gy Interactions Between the Router and the OCS on page 802

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807
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charging-service-list

Syntax charging-service-list ocs;

Hierarchy Level [edit access profile profile-name]

Release Information Statement introduced in Junos OS Release 16.2.

Description Configure the list of charging services with which to communicate for the broadband

Policy and Charging Enforcement Function (BPCEF).

NOTE: Currently, if you configure this statement, youmust also configure
the provisioning-order statement to pcrf.

Options ocs—Use Online Charging Services (OCS) as the list of charging services with which to
communicate.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• PolicyandChargingEnforcementFunctionOverviewforBroadbandWirelineSubscribers

on page 790

• Understanding Gx Interactions Between the Router and the PCRF on page 794

• Understanding Gy Interactions Between the Router and the OCS on page 802

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807
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circuit-id (DHCP Relay Agent)

Syntax circuit-id {
include-irb-and-l2;
keep-incoming-circuit-id;
no-vlan-interface-name;
prefix prefix;
use-interface-description (logical | device);
use-vlan-id;

}

Hierarchy Level [edit forwarding-options dhcp-relay relay-option-82],
[edit forwarding-options dhcp-relay group group-name relay-option-82],
[edit logical-systems logical-system-name forwarding-optionsdhcp-relay relay-option-82],
[edit logical-systems logical-system-name forwarding-optionsdhcp-relaygroupgroup-name
relay-option-82],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay relay-option-82],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay group group-name relay-option-82],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay
relay-option-82],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay group
group-name relay-option-82]

Release Information Statement introduced in Junos OS Release 8.3.

Statement introduced in Junos OS Release 12.3 for EX Series switches.

include-irb-and-l2 , no-vlan-interface-name, and use-vlan-id options added in Junos OS

Release 14.1.

Description Specify theAgentCircuit ID suboption (suboption 1) of theDHCP relay agent information

option (option 82) to include in DHCP packets destined for a DHCP server. Optionally

specify that the suboption includes a prefix, textual description, or VLAN tag.

NOTE: For Layer 3 interfaces, when you configure relay-option-82 only, the
AgentCircuit ID is thedefault. If noVLANtagsareconfigured, then thedefault
is the logical interface device (IFL) name. For integrated routing and bridging
(IRB) interfaces, thedefault is theLayer 2 IFLnameandbridgedomainname.

The interface to bridge domain relationshipmay be implicit (the interface is
mapped to the bridge domain by the system based on VLAN tag) or explicit
(the interface is mapped to the bridge domain by configuring it in the bridge
domain definition). For the explicit case, taggingmight not be relevant for
themapping.

The format of the Agent Circuit ID information for Fast Ethernet or Gigabit Ethernet

interfaces that do not use virtual LANs (VLANs), stacked VLANs (S-VLANs), or bridge

domains is as follows:
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(fe | ge)-fpc/pic/port.subunit

NOTE: For remotesystems, the subunit is requiredand isused todifferentiate
an interface for remote systems.

The format of the Agent Circuit ID information for Fast Ethernet or Gigabit Ethernet

interfaces that use VLANs is as follows:

(fe | ge)-fpc/pic/port:vlan-id

The format of the Agent Circuit ID information for Fast Ethernet or Gigabit Ethernet

interfaces that use S-VLANs is as follows:

(fe | ge)-fpc/pic/port:svlan-id-vlan-id

In the case of an IRB interface, the format displays the Layer 2 interface instead of the

IRB interface along with the bridge domain name. For IRB interfaces (or other pseudo

devices) the default format is as follows:

• IRB interfaces that use bridge domains but do not use VLANs or S-VLANs:

(fe | ge)-fpc/pic/port.subunit:bridge-domain-name

• IRB interfaces that use VLANs:

(fe | ge)-fpc/pic/port.subunit:vlan-name

To include the IRB interface namewith the Layer 2 interface name, configure the

include-irb-and-l2 statement. The format is as follows:

• IRB interfaces that use bridge domains but do not use VLANs or S-VLANs:

(fe | ge)-fpc/pic/port:bridge-domain-name+irb.subunit

• IRB interfaces that use VLANs:

(fe | ge)-fpc/pic/port:vlan-name+irb.subunit

To include only the IRB interface namewithout the Layer 2 interface and bridge domain

or VLAN, configure the no-vlan-interface-name statement. The format is as follows:

irb.subunit

The remaining statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Using DHCP Relay Agent Option 82 Information on page 373

• Configuring Option 82 Information on page 374
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circuit-id (Address-Assignment Pools)

Syntax circuit-id value range named-range;

Hierarchy Level [edit access address-assignment pool pool-name family inet dhcp-attributes option-match
option-82],

[edit access protocol-attributes attribute-set-name option-match option-82]

Release Information Statement introduced in Junos OS Release 9.0.

Description Configure the address-assignment pool named-range to use for a particular option 82

Agent Circuit ID value.

Options value—String for the Agent Circuit ID suboption (suboption 1) of the DHCP relay agent

information option (option 82) in DHCP packets.

range named-range—Name of the address-assignment pool range to use.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Address-Assignment Pools on page 621
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circuit-type (DHCP Local Server)

Syntax circuit-type;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 group group-nameauthentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server group group-name authentication username-include],

[edit logical-systems logical-system-namesystemservicesdhcp-local-serverauthentication
username-include],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpv6
authentication username-include],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpv6 group
group-name authentication username-include],

[edit logical-systems logical-system-name system services dhcp-local-server group
group-name authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 group group-nameauthentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server group group-name authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server
authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpv6
authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpv6
group group-name authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server group
group-name authentication username-include],

[edit system services dhcp-local-server authentication username-include],
[edit system services dhcp-local-server dhcpv6 authentication username-include],
[edit system services dhcp-local-server dhcpv6 group group-name authentication
username-include],

[edit systemservicesdhcp-local-servergroupgroup-nameauthenticationusername-include]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Specify that the circuit type is concatenated with the username during the subscriber

authentication or client authentication process.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.
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Related
Documentation

• Using External AAA Authentication Services with DHCP on page 305

circuit-type (DHCP Relay Agent)

Syntax circuit-type;

Hierarchy Level [edit forwarding-options dhcp-relay authentication username-include],
[edit forwarding-options dhcp-relay dhcpv6 authentication username-include],
[edit forwarding-options dhcp-relay dhcpv6 group group-name authentication
username-include],

[edit forwarding-optionsdhcp-relaydual-stack-groupdual-stack-group-nameauthentication
username-include],

[edit forwarding-options dhcp-relay group group-name authentication username-include],
[edit logical-systems logical-system-name forwarding-options dhcp-relay ...],
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay ...],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay ...]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Support at the [edit ... dhcpv6] hierarchy levels introduced in Junos OS Release 11.4.

Support at the [edit ... dual-stack-groupdual-stack-group-name]hierarchy level introduced

in Junos OS Release 15.1.

Description Specify that the circuit type is concatenated with the username during the subscriber

authenticationor client authenticationprocess.Use the statementat the [edit ... dhcpv6]

hierarchy levels to configure DHCPv6 support.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Using External AAA Authentication Services with DHCP on page 305

• Creating Unique Usernames for DHCP Clients on page 306
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classification-key (DHCP Local Server)

Syntax classification-key {
circuit-id circuit-id;
mac-addressmac-address;
remote-id remote-id;

}

Hierarchy Level [edit logical-systems name routing-instances name system services dhcp-local-server
dual-stack-group dual-stack-group-name ],

[edit logical-systems name system services dhcp-local-server dual-stack-group
dual-stack-group-name ],

[edit routing-instances name system services dhcp-local-server dual-stack-group
dual-stack-group-name ],

[edit system services dhcp-local-server dual-stack-group dual-stack-group-name ]

Release Information Statement introduced in Junos OS Release 17.3.

Description Different mechanisms to identify a single household.

Options circuit-id—Circuit-id as key.

mac-address—MAC address of client.

remote-id—Remote-id as key.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Single-Session DHCP Local Server Dual-Stack Overview on page 454

• Single-Session DHCP Dual-Stack Overview on page 452
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classification-key (DHCP Relay Agent)

Syntax classification-key {
circuit-id circuit-id;
mac-addressmac-address;
remote-id remote-id;

}

Hierarchy Level [edit bridge-domains name forwarding-options dhcp-relay dhcpv6 group name
dual-stack-group dual-stack-group-name ],

[edit bridge-domains name forwarding-options dhcp-relay dual-stack-group
dual-stack-group-name ],

[edit forwarding-options dhcp-relay dhcpv6 group name dual-stack-group
dual-stack-group-name ],

[edit forwarding-options dhcp-relay dual-stack-group dual-stack-group-name ],
[edit logical-systems name bridge-domains name forwarding-options dhcp-relay dhcpv6
group name dual-stack-group dual-stack-group-name ],

[edit logical-systems name bridge-domains name forwarding-options dhcp-relay
dual-stack-group dual-stack-group-name ],

[edit logical-systems name forwarding-options dhcp-relay dhcpv6 group name
dual-stack-group dual-stack-group-name ],

[edit logical-systems name forwarding-options dhcp-relay dual-stack-group
dual-stack-group-name ],

[edit logical-systemsname routing-instancesnamebridge-domainsname forwarding-options
dhcp-relay dhcpv6 group name dual-stack-group dual-stack-group-name ],

[edit logical-systemsname routing-instancesnamebridge-domainsname forwarding-options
dhcp-relay dual-stack-group dual-stack-group-name ],

[edit logical-systems name routing-instances name forwarding-options dhcp-relay dhcpv6
group name dual-stack-group dual-stack-group-name ],

[edit logical-systems name routing-instances name forwarding-options dhcp-relay
dual-stack-group dual-stack-group-name ],

[edit logical-systems name routing-instances name system services dhcp-local-server
dual-stack-group dual-stack-group-name ],

[edit logical-systemsname routing-instancesnamevlansname forwarding-optionsdhcp-relay
dhcpv6 group name ddual-stack-group dual-stack-group-name ],

[edit logical-systemsname routing-instancesnamevlansname forwarding-optionsdhcp-relay
dual-stack-group dual-stack-group-name ],

[edit logical-systems name system services dhcp-local-server dual-stack-group
dual-stack-group-name ],

[edit logical-systems name vlans name forwarding-options dhcp-relay dhcpv6 group name
dual-stack-group dual-stack-group-name ],

[edit logical-systems name vlans name forwarding-options dhcp-relay dual-stack-group
dual-stack-group-name ],

[edit routing-instances name bridge-domains name forwarding-options dhcp-relay dhcpv6
group name dual-stack-group dual-stack-group-name ],

[edit routing-instances name bridge-domains name forwarding-options dhcp-relay
dual-stack-group dual-stack-group-name ],

[edit routing-instances name forwarding-options dhcp-relay dhcpv6 group name
dual-stack-group ],

[edit routing-instances name forwarding-options dhcp-relay dual-stack-group
dual-stack-group-name ],

[edit routing-instances name system services dhcp-local-server dual-stack-group
dual-stack-group-name ],
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[edit routing-instancesnamevlansname forwarding-optionsdhcp-relaydhcpv6groupname
dual-stack-group dual-stack-group-name ],

[edit routing-instances name vlans name forwarding-options dhcp-relay dual-stack-group
dual-stack-group-name ],

[edit system services dhcp dhcp-local-server dual-stack-group dual-stack-group-name ],
[edit vlans name forwarding-options dhcp-relay dhcpv6 group name dual-stack-group
dual-stack-group-name ],

[edit vlans name forwarding-options dhcp-relay dual-stack-group dual-stack-group-name
]

Release Information Statement introduced in Junos OS Release 17.3.

Description Different mechanisms to identify a single household.

Options circuit-id—Circuit-id as key

mac-address—MAC address of client

remote-id—Remote-id as key

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Single-Session DHCP Local Server Dual-Stack Overview on page 454

• Single-Session DHCP Dual-Stack Overview on page 452
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clear-on-abort (DHCP Local Server)

Syntax clear-on-abort;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server reconfigure],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 reconfigure],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server group group-name reconfigure],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 group group-name reconfigure],

[edit logical-systems logical-system-name system services dhcp-local-server reconfigure],
[edit logical-systems logical-system-name system services dhcp-local-server dhcpv6
reconfigure],

[edit logical-systems logical-system-name system services dhcp-local-server group
group-name reconfigure],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpv6 group
group-name reconfigure],

[edit routing-instances routing-instance-namesystemservicesdhcp-local-server reconfigure],
[edit routing-instances routing-instance-name system services dhcp-local-server dhcpv6
reconfigure],

[edit routing-instances routing-instance-name system services dhcp-local-server group
group-name reconfigure],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpv6
group group-name reconfigure],

[edit system services dhcp-local-server reconfigure],
[edit system services dhcp-local-server dhcpv6 reconfigure],
[edit system services dhcp-local-server group group-name reconfigure],
[edit system services dhcp-local-server dhcpv6 group group-name reconfigure]

Release Information Statement introduced in Junos OS Release 10.0.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Support at the [edit ... dhcpv6 ...] hierarchy levels introduced in Junos OS Release 10.4.

Description Delete all DHCP clients or only the DHCP clients serviced by the specified group of

interfaceswhen reconfiguration fails; that is,when themaximumnumberof retryattempts

have beenmade without success. A group configuration takes precedence over a DHCP

local server configuration.

Default Restores the original client configuration when reconfiguration fails.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• ConfiguringDynamicClientReconfigurationofExtendedLocalServerClientsonpage332

• Configuring Deletion of the Client When Dynamic Reconfiguration Fails on page 335
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client-accounting-algorithm

Syntax client-accounting-algorithm (direct | round-robin);

Hierarchy Level [edit access profile profile-name radius options]

Release Information Statement introduced in Junos OS Release 10.0.

Statement introduced in Junos OS for EX Series switches Release 13.2X50-D10.

Description Configure the access method the router uses to access RADIUS accounting servers.

Default direct

Options direct—Use the direct method.

round-robin—Use the round-robin method.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS Server Parameters for Subscriber Access on page 134

• Configuring RADIUS Server Options for Subscriber Access on page 135
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client-authentication-algorithm

Syntax client-authentication-algorithm (direct | round-robin);

Hierarchy Level [edit access profile profile-name radius options]

Release Information Statement introduced in Junos OS Release 10.0.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Description Configure the method that the authenticator uses to access RADIUS authentication

servers when there are multiple servers configured. Initially, a RADIUS client sends a

request to a RADIUS authentication or accounting server. The router or switch, acting as

the authenticator, waits for a response from the server before sending another request.

When there are multiple RADIUS server connections configured for a client, the

authenticator attempts to reach thedifferent servers in theorder that theyare configured.

If there is no response from the first RADIUS server, the authenticator attempts to reach

the next RADIUS server. This process repeats until the client is either granted access or

there are nomore configured servers.

If the directmethod is configured, the authenticator always treats the first server in the

list as the primary server. The authenticator moves on to the second server only if the

attempt to reach the first server fails. If the round-robinmethod is configured, the server

chosen first will be rotated based on which server was used last. The first server in the

list is treated as a primary for the first authentication request, but for the second request,

the second server configured is treated as primary, and so on. With this method, all of

the configured servers receive roughly the same number of requests on average so that

no single server has to handle all of the requests.

NOTE: The round-robin accessmethod is not recommended for use with EX

Series switches.

Default The direct option is the default.

Options direct—Use thedirect accessmethod. Theauthenticator contacts the firstRADIUSserver

on the list for each request, the second server if the first one fails, and so on.

round-robin—Use the round-robin method. The authenticator contacts the first RADIUS

server for the first request, the second server for the second request, and so on.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.
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Related
Documentation

• Configuring RADIUS Server Parameters for Subscriber Access on page 134

• Configuring RADIUS Server Options for Subscriber Access on page 135
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client-discover-match (DHCP Local Server)

Syntax client-discover-match <option60-and-option82 | incoming-interface>;

Hierarchy Level [edit system services dhcp-local-server overrides],
[edit system services dhcp-local-server group group-name overrides],
[edit systemservicesdhcp-local-servergroupgroup-name interface interface-nameoverrides]
[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server ... overrides],

[edit logical-systems logical-system-name system services dhcp-local-server ...overrides],
[edit routing-instances routing-instance-namesystemservicesdhcp-local-server ...overrides]

Release Information Statement introduced in Junos OS Release 9.4.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

incoming-interface option added in Junos OS Release 13.3.

Description Configure thematchcriteriaDHCP local server uses touniquely identifyDHCPsubscribers

or clients when primary identification fails. The options are mutually exclusive.

Default By default, DHCP uses the option60-and-option82 option.

Options incoming-interface—(Optional) Allow only one client device to connect on the interface.

If the client device changes, the router deletes the existing client binding and creates

a binding for the newly connected device.

NOTE: The overrides client-discover-match incoming-interface

configuration deletes and replaces the existing binding when a new
device connects. This action differs from the overrides

interface-client-limit 1 statement, which retains the existing binding and

rejects the newly connected client.

option60-and-option82—(Optional)Useoption60andoption82 information to identify

subscribers.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Extended DHCP Local Server Overview on page 258

• Overriding Default DHCP Local Server Configuration Settings on page 345

• DHCP Auto Logout Overview on page 337

• Allowing Only One DHCP Client Per Interface on page 322
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client-discover-match (DHCP Relay Agent)

Syntax client-discover-match <option60-and-option82 | incoming-interface>;

Hierarchy Level [edit forwarding-options dhcp-relay overrides],
[edit forwarding-options dhcp-relay group group-name overrides],
[edit forwarding-options dhcp-relay group group-name interface interface-name overrides],
[edit logical-systems logical-system-name forwarding-options dhcp-relay ... overrides],
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay ... overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay group ...
overrides]

Release Information Statement introduced in Junos OS Release 9.4.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

incoming-interface option added in Junos OS Release 13.3.

Description Configure the match criteria DHCP relay uses to uniquely identify DHCP subscribers or

clients when primary identification fails. The options are mutually exclusive.

Default By default, DHCP uses the option60-and-option82 option.

Options incoming-interface—(Optional) Allow only one client device to connect on the interface.

If the client device changes, the router deletes the existing client binding and creates

a binding for the newly connected device.

NOTE: The overrides client-discover-match incoming-interface

configuration deletes and replaces the existing binding when a new
device connects. This action differs from the overrides

interface-client-limit 1statement,which retains theexistingbinding rejects

the newly connected client.

option60-and-option82—(Optional)Useoption60andoption82 information to identify

subscribers.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Extended DHCP Relay Agent Overview on page 264

• Overriding the Default DHCP Relay Configuration Settings on page 348

• DHCP Auto Logout Overview on page 337

• Allowing Only One DHCP Client Per Interface on page 322
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client-id (DHCP Local Server)

Syntax client-id;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 group group-name authentication username-include],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpv6
authentication username-include],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpv6 group
group-name authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 group group-name authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpv6
authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpv6
group group-name authentication username-include],

[edit system services dhcp-local-server dhcpv6 authentication username-include],
[edit system services dhcp-local-server dhcpv6 group group-name authentication
username-include]

Release Information Statement introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Specify that the DHCPv6 Client-ID option (option 1) in the client PDU name is

concatenated with the username during the subscriber authentication or client

authentication process.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Creating Unique Usernames for DHCP Clients on page 306
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client-id (DHCP Relay Agent)

Syntax client-id;

Hierarchy Level [edit forwarding-options dhcp-relay dhcpv6 authentication username-include],
[edit forwarding-options dhcp-relay dhcpv6 group group-name authentication
username-include],

[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpv6 ...],
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay dhcpv6 ...],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay dhcpv6 ...]

Release Information Statement introduced in Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Specify that the client ID is concatenated with the username during the subscriber

authentication or client authentication process.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Using External AAA Authentication Services with DHCP on page 305

• Creating Unique Usernames for DHCP Clients on page 306
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client-idle-timeout

Syntax client-idle-timeoutminutes;

Hierarchy Level [edit access profile profile-name session-options]

Release Information Statement introduced in Junos OS Release 8.5.

Description Specify the grace period that begins after an authenticated user terminates all sessions

and connections. Authentication is not required if a new connection is initiated during

the grace period by the same user.

During this period, the router determineswhether the subscriber is inactive bymonitoring

data traffic, both upstream from theuser (ingress) anddownstream to the user (egress).

Control traffic is ignored. The subscriber is not considered idle as long as data traffic is

detected in either direction. When no traffic is detected for the duration of the idle time

out, non-DHCP subscribers (such as L2TP or PPP) are gracefully logged out, similarly to

a RADIUS-initiated disconnect or a CLI-initiated logout; DHCP subscribers are

disconnected.

Whenyouadditionally configure the relatedclient-idle-timeout-ingress-only statement
(MX Series only), the router monitors only ingress traffic to determine whether the

subscriber is inactive; it does not monitor any egress traffic. The related

client-session-timeout statement terminates the subscriber session when the session
timeout expires regardless of user activity.

Client idle timeouts are most often used for residential services rather than business

services. Themost practical use case for this timeout is in a PPP access model. It is not

practical for DHCP or DHCPv6 subscribers.

Although you can use the client-idle-timeout statement for dynamically configured

subscriber VLANs, this configuration is useful only in limited circumstances (such as IP

over Ethernet without DHCP and with fixed addresses) and is not typically used. If you

douse the idle timeout forVLANs, the timeoutperiodstartswhen theVLAN is instantiated.

It resets when a client session is created or an existing session is reactivated. When no

traffic is detected on an authenticated VLAN for the duration of the timeout, the VLAN

is considered inactive and is deleted. If no client sessions are ever created on the VLAN,

then the VLAN is removed when the timeout expires.

Default The timeout is not configured.

Options minutes—Number of minutes of idle time that elapse before the session is terminated.

The value that you specify must be determined locally with consideration of the

services and policies that you offer.

Range: 10 through 1440minutes
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Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Understanding Session Options for Subscriber Access on page 151

• Configuring Subscriber Session Timeout Options on page 156

• Removing Inactive Dynamic Subscriber VLANs on page 157

client-idle-timeout-ingress-only

Syntax client-idle-timeout-ingress-only;

Hierarchy Level [edit access profile profile-name session-options]

Release Information Statement introduced in Junos OS Release 16.2.

Description Specify that only ingress traffic is monitored for subscriber idle timeout processing for

the duration of the idle timeout period that you specify with the client-idle-timeout
statement. If no ingress traffic is received for the duration of the timeout, then the

subscriber is gracefully logged out (non-DHCP subscribers) or disconnected (DHCP

subscribers).

If you configure client-idle-timeout alone, then both ingress and egress traffic are
monitored during the idle timeout. Monitoring only ingress traffic is useful in caseswhere

the LNS sends traffic to the remote peer even when the peer is not up, such as when the

LNS does not have PPP keepalives enabled and therefore does not detect that the peer

is not up. Because the LACmonitors both ingress and egress traffic by default, in this

situation it receives the egress traffic from the LNS and either does not log out the

subscriber or delays detection of inactivity until the egress traffic ceases. When you

specify that only ingress traffic ismonitored in this case, the LAC can detect that the peer

is inactive and then initiate logout.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Understanding Session Options for Subscriber Access on page 151

• Configuring Subscriber Session Timeout Options on page 156

• Removing Inactive Dynamic Subscriber VLANs on page 157
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client-negotiation-match (DHCPv6 Local Server)

Syntax client-negotiation-match incoming-interface;

Hierarchy Level [edit system services dhcp-local-server dhcpv6 overrides],
[edit system services dhcp-local-server dhcpv6 group group-name overrides],
[edit system services dhcp-local-server dhcpv6 group group-name interface interface-name
overrides]

Release Information Statement introduced in Junos OS Release 16.1.

Description Configure the match criteria the DHCPv6 local server uses to uniquely identify IPv6

subscribers or clients.

Options incoming-interface—Allow only one client device to connect on the interface. If the client

device changes, the router deletes the existing client binding and creates a binding

for the newly connected device.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Automatically Logging Out DHCPv6 Clients on page 342

• Extended DHCP Local Server Overview on page 258

• Allowing Only One DHCP Client Per Interface on page 322
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client-negotiation-match (DHCPv6 Relay Agent)

Syntax client-negotiation-match incoming-interface;

Hierarchy Level [edit forwarding-options dhcp-relay dhcpv6 overrides],
[edit forwarding-options dhcp-relay dhcpv6 group group-name overrides],
[edit forwarding-options dhcp-relay dhcpv6 group group-name interface interface-name
overrides]

Release Information Statement introduced in Junos OS Release 16.1.

Description Configure the match criteria the DHCPv6 relay agent uses to uniquely identify IPv6

subscribers or clients.

Options incoming-interface—Allow only one client device to connect on the interface. If the client

device changes, the router deletes the existing client binding and creates a binding

for the newly connected device.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Automatically Logging Out DHCPv6 Clients on page 342

• Extended DHCP Relay Agent Overview on page 264

• Allowing Only One DHCP Client Per Interface on page 322
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client-session-timeout

Syntax client-session-timeoutminutes;

Hierarchy Level [edit access profile profile-name session-options]

Release Information Statement introduced in Junos OS Release 8.5.

Description Specify the amount of time after which user sessions are terminated, regardless of user

activity (also known as a forced or hard authentication timeout).

Alternatively, when you want subscribers to be identified as inactive before they are

terminated, use the related statements, client-idle-timeout and
client-idle-timeout-ingress-only. Use client-idle-timeout alone to specify a period of
timeduringwhichboth ingressandegress subscriberdata traffic ismonitored; if no traffic

is detected for the duration of the period, the subscriber is considered inactive and is

terminated. Add the client-idle-timeout-ingress-only statement tomonitor only ingress
traffic for the duration of the timeout set with the client-idle-timeout statement.

BESTPRACTICE: Werecommendthatyoudonotconfigureasession timeout
for subscribers receiving voice services. Because the session timeout is a
simple time-based timeout, it is likely to interrupt subscribers actively using
a voice service and terminate their calls unexpectedly (from the subscriber
viewpoint). This result is a particular concern for emergency services calls.

Client session timeouts aremost often used for residential services rather than business

services. Themost practical use case for this timeout is in a PPP access model when no

voice services are offered. For DHCP or DHCPv6 subscribers, the session timeout is used

as the DHCP lease timer if no other lease time configuration is present.

Although you can use the client-session-timeout statement for dynamically configured

subscriber VLANs, this configuration is useful only in limited circumstances (such as IP

over Ethernet without DHCP and with fixed addresses) and is not typically used. If you

do use the session timeout for VLANs, the timeout period starts when the VLAN is

instantiated.

Default The timeout is not configured.

Options minutes—Number of minutes after which user sessions are terminated. The value that

youspecifymustbedetermined locallywithconsiderationof theservicesandpolicies

that you offer.

Range: 1 through 527040minutes
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Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Understanding Session Options for Subscriber Access on page 151

• Configuring Subscriber Session Timeout Options on page 156

commit-interval

Syntax commit-interval interval;

Hierarchy Level [edit system services extensible-subscriber-services]

Release Information Statement introduced in Junos OS Release 15.1.

Description Specify the interval at which Extensible Subscriber ServicesManager issues requests for

committing op script configurations. Requests that are received and processed within

the interval are committed in a batch at the end of the interval. Requests that are

processed after the interval are committed at the end of the next commit interval. When

no operation script is to be committed, no request for committing operation script

configurations is issued.

Options interval—Length of the interval.

Range: 10 through 3600 seconds

Default: 20 seconds

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Op Script Overview
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coa-dynamic-variable-validation

Syntax coa-dynamic-variable-validation;

Hierarchy Level [edit access profile profile-name radius options]

Release Information Statement introduced in Junos OS Release 12.1.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Description Specify thatwhen aCoA operation includes a change to a client profile dynamic variable

that cannot be applied (such as an update to a non-existent filter), the router does not

apply any changes to client profile dynamic variables in the request, and responds with

a NACKmessage.

Default If you do not configure this statement, the router does not apply any incorrect variable

updates, but does make any other changes to the client profile dynamic variables, and

responds with an ACKmessage.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS Server Options for Subscriber Access on page 135

• RADIUS Server Options for Subscriber Access on page 4

• Configuring RADIUS Server Parameters for Subscriber Access on page 134

coa-immediate-update

Syntax coa-immediate-update;

Hierarchy Level [edit access profile profile-name accounting]

Release Information Statement introduced in Junos OS Release 10.0.

Description Configure the router to send an Acct-Update message to the RADIUS accounting server

immediately following a CoA operation.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS Server Parameters for Subscriber Access on page 134

• Configuring Per-Subscriber Session Accounting on page 116
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coa-no-override service-class-attribute

Syntax coa-no-override service-class-attribute;

Hierarchy Level [edit access profile profile-name accounting]

Release Information Statement introduced in Junos OS Release 11.4.

Description Specify that, after a CoA action that changes the RADIUS Class attribute, accounting

reports for the subscriber’s service sessions continue to use the original Class attribute

thatwas assignedwhen the service sessionswere created. The newClass attribute value

is used in accounting reports for the subscriber session only.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS Server Parameters for Subscriber Access on page 134

• Configuring Per-Subscriber Session Accounting on page 116

configuration-database (Enhanced Subscriber Management)

Syntax configuration-database {
max-db-size size;

}

Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 15.1R3 on MX Series routers with MPCs

Description Enhanced subscriber management leverages system sharedmemory to improve

performance and scaling. Since thismemory is used by both the Junos configuration and

enhancedsubscribermanagement, youneedtosetanupper limiton thememoryavailable

to the Junosconfiguration,which in turndetermines theallocationavailable for enhanced

subscriber management.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Junos OS Enhanced Subscriber Management on page 611
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concurrent-data-sessions

Syntax concurrent-data-sessionsmax-session-number;

Hierarchy Level [edit services service-set services-set-name subscriber-profile profile-name enable
service-name]

Release Information Statement introduced in Junos OS Release 11.4.

Description Specify the maximum number of sessions that are concurrently enabled for the named

service. The system randomly selects the number of sessions and enables the named

service, whereas other sessions are not allotted the named service. This facilitates to

increase the limit on the number of resources a service can use.

Options max-session-number—Maximumnumberof sessionsconcurrently enabled for thenamed

service.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

connect-actively

Syntax connect-actively {
port port-number;
transport transport-name;

}

Hierarchy Level [edit diameter peer peer-name]

Release Information Statement introduced in Junos OS Release 9.6.

Description Define thedestinationport and transport connectionused toestablishactive connections

to Diameter peer.

The remaining statements are explained separately. See CLI Explorer.

Default Port 3868 and an automatically assigned local address are used to establish active

connections to a peer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Diameter on page 764

• Configuring Diameter Peers on page 765

Copyright © 2018, Juniper Networks, Inc.1052

Broadband Subscriber Sessions Feature Guide

https://apps.juniper.net/cli-explorer/


current-hop-limit (Dynamic Router Advertisement)

Syntax current-hop-limit number;

Hierarchy Level [edit dynamic-profiles protocols router-advertisement interface interface-name]

Release Information Statement introduced in Junos OS Release 10.1.

Description Default value placed in the hop count field of the IP header for outgoing packets.

Options number—Hop limit. A value of 0means the limit is unspecified by this router.

Range: 0 through 255

Default: 64

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IPv6 Interfaces and Enabling Neighbor Discovery

database-replication (Subscriber Session Database)

Syntax database-replication {
traceoptions {
file filename <files number> <match regular-expression > <sizemaximum-file-size>
<world-readable | no-world-readable>;

flag flag;
}

}

Hierarchy Level [edit system services]

Release Information Statement introduced in Junos OS Release 9.3.

Description Define operations for subscriber management session database replication processes.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Tracing Subscriber Management Session Database Replication Operations for

Subscriber Access on page 891
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default-action (DHCP Relay Agent Option)

Syntax default-action {
drop;
forward-only;
local-server-group local-server-group;
relay-server-group relay-server-group;

}

Hierarchy Level [edit forwarding-options dhcp-relay relay-option],
[edit forwarding-options dhcp-relay dhcpv6 relay-option],
[edit forwarding-options dhcp-relay group group-name relay-option],
[edit forwarding-options dhcp-relay dhcpv6 group group-name relay-option],
[edit logical-systems logical-system-name forwarding-options dhcp-relay ...],
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay ...],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay ...]

Release Information Statement introduced in Junos OS Release 12.3.

Description Specify the action DHCP relay agent takes when the option string in client traffic does

not satisfy any match criteria or when nomatch criteria are configured.

The default-action statement is optional. If the match criteria are not satisfied or not

configured and no default-action is specified, DHCP relay processes the traffic in the

normal manner.

The local-server-group option is not supported for DHCPv6 relay agent.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• UsingDHCPOption Information toSelectivelyProcessDHCPClientTraffic onpage380

• DHCPv4 and DHCPv6 Forward-Only Action for Relay Traffic with Unknown DHCP

Server Address on page 103
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default-lifetime (Dynamic Router Advertisement)

Syntax default-lifetime seconds;

Hierarchy Level [edit protocols router-advertisement interface interface-name]

Release Information Statement introduced in Junos OS Release 10.1.

Description Lifetime associated with a default router.

Options seconds—Default lifetime. A value of 0means this router is not the default router.

Range: Maximum advertisement interval value through 9000 seconds

Default: Three times themaximum advertisement interval value

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• max-advertisement-interval (Protocols IPv6 Neighbor Discovery)

• Example: Configuring IPv6 Interfaces and Enabling Neighbor Discovery
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delay-advertise (DHCPv6)

Syntax delay-advertise {
based-on {
option 15 {
equals {
ascii <ascii-name>;
hexadecimal <hex-name>;

}
not-equals {
ascii <ascii-name>;
hexadecimal <hex-name>;

}
starts-with {
ascii <ascii-name>;
hexadecimal <hex-name>;

}
}

option 16 {
equals {
ascii <ascii-name>;
hexadecimal <hex-name>;

}
not-equals {
ascii <ascii-name>;
hexadecimal <hex-name>;

}
starts-with {
ascii <ascii-name>;
hexadecimal <hex-name>;

}
}
option 18 {
equals {
ascii <ascii-name>;
hexadecimal <hex-name>;

}
not-equals {
ascii <ascii-name>;
hexadecimal <hex-name>;

}
starts-with {
ascii <ascii-name>;
hexadecimal <hex-name>;

}
}

option 37 {
equals {
ascii <ascii-name>;
hexadecimal <hex-name>;

}
not-equals {
ascii <ascii-name>;
hexadecimal <hex-name>;
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}
starts-with {
ascii <ascii-name>;
hexadecimal <hex-name>;

}
}

}
}

Hierarchy Level [edit system services dhcp-local-server dhcpv6 overrides]
[edit system services dhcp-local-server dhcpv6 group <group-name> overrides]
[edit system services dhcp-local-server dhcpv6 group <group-name> interface
<interface-name> overrides]

Release Information Statement introduced in Junos OS Release 16.1.

Description Delay theDHCP-OFFERsent to thecustomers.Delaycanbesetbetween 1 to30seconds.

Default If no delay time is set, default delay time of 3 seconds will be used.

Options delay-time <time in seconds>—Time delay between solicit and advertise. Time delay
can be set between 1 to 30 seconds.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.
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delay-authentication (DHCP Relay Agent)

Syntax delay-authentication;

Hierarchy Level [edit forwarding-options dhcp-relay ... overrides],
[edit forwarding-options dhcp-relay dhcpv6 ... overrides],
[edit logical-systems logical-system-name forwarding-options dhcp-relay ... overrides],
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay ... overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay ... overrides]

Release Information Statement introduced in Junos OS Release 13.3.

Description Delay authentication of subscribers until the DHCP client sends a Request packet. This

conservesmanaged resources by delaying the authorization process and the creation of

an entry in the subscriber database until the DHCP request processing phase.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Extended DHCP Relay Agent Overview on page 264

• Overriding the Default DHCP Relay Configuration Settings on page 348
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delay-offer (DHCPv4)

Syntax delay-offer {
based-on {
option 60 {
equals {
ascii <ascii-name>;
hexadecimal <hex-name>;

}
not-equals {
ascii <ascii-name>;
hexadecimal <hex-name>;

}
starts-with {
ascii <ascii-name>;
hexadecimal <hex-name>;

}
}
option 77 {
equals {
ascii <ascii-name>;
hexadecimal <hex-name>;

}
not-equals {
ascii <ascii-name>;
hexadecimal <hex-name>;

}
starts-with {
ascii <ascii-name>;
hexadecimal <hex-name>;

}
}
option 82 {
equals {
ascii <ascii-name>;
hexadecimal <hex-name>;

}
not-equals {
ascii <ascii-name>;
hexadecimal <hex-name>;

}
starts-with {
ascii <ascii-name>;
hexadecimal <hex-name>;

}
}

}
}

Hierarchy Level [edit system services dhcp-local-server overrides]
[edit system services dhcp-local-server group <group-name> overrides]
[edit system services dhcp-local-server group <group-name> interface <interface-name>
overrides]
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Release Information Statement introduced in Junos OS Release 16.1.

Description Delay theDHCP-OFFERsent to thecustomers.Delaycanbesetbetween 1 to30seconds.

Default If no delay time is set, default delay time of 3 seconds will be used.

Options delay-time <time in seconds>—Time delay between discover and offer. Time delay can
be set between 1 to 30 seconds.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

delegated-pool (DHCP Local Server)

Syntax delegated-pool pool-name;

Hierarchy Level [edit system services dhcp-local-server dhcpv6 overrides],
[edit system services dhcp-local-server dhcpv6 group group-name overrides],
[edit system services dhcp-local-server dhcpv6 group group-name interface interface-name
overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 ...],

[edit logical-systems logical-system-namesystemservicessystemservicesdhcp-local-server
dhcpv6 ...],

[edit routing-instances routing-instance-name system services system services
dhcp-local-server dhcpv6 ...]

Release Information Statement introduced in Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Specify the address pool that assigns the IA_PD address. A pool specified by RADIUS

VSA 26-161 takes precedence over the pool specified by this delegated-pool statement.

Options pool-name—Name of the address-assignment pool.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Specifying the Delegated Address-Assignment Pool to Be Used for DHCPv6 Prefix

Delegation on page 526

• Overriding Default DHCP Local Server Configuration Settings on page 345
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delete-binding-on-renegotiation (DHCP Local Server and Relay Agent)

Syntax delete-binding-on-renegotiation;

Hierarchy Level [edit forwarding-options dhcp-relay overrides],
[edit forwarding-options dhcp-relay dhcpv6 overrides],
[edit forwarding-options dhcp-relay group group-name overrides],
[edit forwarding-options dhcp-relay dhcpv6 group group-name overrides],
[edit logical-systems logical-system-name ...],
[edit logical-systems logical-system-name routing-instances routing-instance-name...],
[edit routing-instances routing-instance-name ...],
[edit system services dhcp-local-server overrides],
[edit system services dhcp-local-server dhcpv6 overrides],
[edit system services dhcp-local-server group group-name overrides],
[edit system services dhcp-local-server dhcpv6 group group-name overrides]

Release Information Statement introduced in Junos OS Release 15.1.

Description Configure the router to override the default behavior when the router receives a DHCPv4

Discover or DHCPv6 Solicit message while in a bound state. By default, DHCPmaintains

the existing client entry when DHCP receives a new Discover or Solicit message that has

a client ID thatmatches the existing client. DHCP then processes the newmessage using

the existing client entry.

You use the delete-binding-on-renegotiation statement to override the default action,

and to specify that DHCP tear down the existing matching client entry and to process

the message as a new client entry.

NOTE: In Junos OS releases prior to 15.1, the DHCPv6 local server and relay
agent use the opposite default behavior, and tear down the existing client
entry when receiving a Solicit message while in a bound state. Starting in
Junos OS release 15.1, the DHCPv6 local server and DHCPv6 relay agent
default behavior is the same as DHCPv4 local server and relay agent—in all
models, the default behavior is tomaintain the existing client entry.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• DHCP Behavior When RenegotiatingWhile in Bound State on page 353
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delimiter (DHCP Local Server)

Syntax delimiter delimiter-character;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
servicesdhcp-local-serverdhcpv6groupgroup-nameauthenticationusername-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server group group-name authentication username-include],

[edit logical-systems logical-system-namesystemservicesdhcp-local-serverauthentication
username-include],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpv6
authentication username-include],

[edit logical-systems logical-system-name systemservicesdhcp-local-server dhcpv6group
group-name authentication username-include],

[edit logical-systems logical-system-name system services dhcp-local-server group
group-name authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
servicesdhcp-local-serverdhcpv6groupgroup-nameauthenticationusername-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server group group-name authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server
authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpv6
authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpv6
group group-name authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server group
group-name authentication username-include],

[edit system services dhcp-local-server authentication username-include],
[edit system services dhcp-local-server dhcpv6 authentication username-include],
[edit system services dhcp-local-server dhcpv6 group group-name authentication
username-include],

[editsystemservicesdhcp-local-servergroupgroup-nameauthenticationusername-include]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Specify the character used as the delimiter between the concatenated components of

the username.

Options delimiter-character—Character thatseparatescomponents thatmakeuptheconcatenated

username. You cannot use the semicolon (;) as a delimiter.

Default: . (period)
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NOTE: When you include the interface-description in the username, the
delimitermust not be a character that is part of the interface description. For
example, if the text description is configured as “Backbone
connection/PHL01”, you cannot use the forward slash (/) as the delimiter.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Using External AAA Authentication Services with DHCP on page 305
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delimiter (DHCP Relay Agent)

Syntax delimiter delimiter-character;

Hierarchy Level [edit forwarding-options dhcp-relay authentication username-include],
[edit forwarding-options dhcp-relay dhcpv6 authentication username-include],
[edit forwarding-options dhcp-relay dhcpv6 group group-name authentication
username-include],

[edit forwarding-optionsdhcp-relaydual-stack-groupdual-stack-group-nameauthentication
username-include],

[edit forwarding-options dhcp-relay group group-name authentication username-include],
[edit logical-systems logical-system-name forwarding-options dhcp-relay authentication
username-include],

[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpv6
authentication username-include],

[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpv6 group
group-name authentication username-include],

[edit logical-systems logical-system-name forwarding-optionsdhcp-relaygroupgroup-name
authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay dhcpv6 authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay dhcpv6 group group-name authentication
username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay group group-name authentication username-include],

[edit routing-instances routing-instance-name forwarding-optionsdhcp-relayauthentication
username-include],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay dhcpv6
authentication username-include],

[edit routing-instances routing-instance-name forwarding-optionsdhcp-relay dhcpv6group
group-name authentication username-include],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay group
group-name authentication username-include]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Support at the [edit ... dhcpv6] hierarchy levels introduced in Junos OS Release 11.4.

Support at the [edit ... dual-stack-groupdual-stack-group-name]hierarchy level introduced

in Junos OS Release 15.1.

Description Specify the character used as the delimiter between the concatenated components of

the username. Use the statement at the [edit ... dhcpv6] hierarchy levels to configure

DHCPv6 support.

Options delimiter-character—Character thatseparatescomponents thatmakeuptheconcatenated

username. You cannot use the semicolon (;) as a delimiter.

Default: . (period)
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NOTE: When you include the interface-description in the username, the
delimitermust not be a character that is part of the interface description. For
example, if the text description is configured as “Backbone
connection/PHL01”, you cannot use the forward slash (/) as the delimiter.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Using External AAA Authentication Services with DHCP on page 305

• Creating Unique Usernames for DHCP Clients on page 306

delimiter (DomainMap)

Syntax delimiter [delimiter-character];

Hierarchy Level [edit access domain]

Release Information Statement introduced in Junos OS Release 10.4.

Description Specify the characters that the router uses to separate usernames from domain names.

Default The@ character.

Options delimiter-character—One or more characters used as delimiters. You can specify a

maximum of eight delimiters. You cannot use the semicolon (;) as a delimiter. Do

not include spaces between characters.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Specifying Domain and Realm Name Delimiters on page 196

• Configuring Domain and Realm Name Usage for Domain Maps on page 195
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demux-options (All Demux Interfaces)

Syntax demux-options {
use-underlying-interface-mac {
uif-mac-lla;

}
}

Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 17.3R1.

Description Configure demultiplexing (demux) interface options for all demux interfaces.

The remaining statement is explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring the IPv6 Link-Local Address for Dynamic Demux Interfaces over Static

Demux VLAN Interfaces on page 522

destination (Diameter Network Element)

Syntax destination realm realm-name <host hostname>;

Hierarchy Level [edit diameter network-element element-name forwarding route dne-route-name]

Release Information Statement introduced in Junos OS Release 9.6.

Description Associate the route with all hosts of the specified realm or with a specific host of the

specified realm.Togetherwith the functionandmetric, definesa route reachable through

a Diameter network element.

Options host hostname—(Optional) Name of the destination host associated with the route.

realm realm-name—Name of the destination realm associated with the route.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Diameter on page 764

• Configuring Diameter Network Elements on page 768
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destination-host

Syntax destination-host hostname

Hierarchy Level [edit jsrc partition partition-name]

Release Information Statement introduced in Junos OS Release 9.6.

Description Configure the host on which the SAE application resides.

Options hostname—Host on which the SAE is installed.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring JSRC on page 833

• Configuring the JSRC Partition on page 834

destination-host (Gx-Plus)

Syntax destination-host hostname;

Hierarchy Level [edit access gx-plus partition partition-name]

Release Information Statement introduced in Junos OS Release 11.2.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Description Configure the host on which the PCRF application resides.

Options hostname—Host on which the PCRF is installed.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Gx-Plus on page 782

• Configuring the Gx-Plus Partition on page 783
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destination-host (OCS Partition)

Syntax destination-host ocs-hostname;

Hierarchy Level [edit access ocs partition partition-name]

Release Information Statement introduced in Junos OS Release 16.2.

Description Configure the Destination-Host AVP value used in the CCR-GY-I message.

Options ocs-hostname—Value of the Destination-Host AVP to be used in the CCR-GY-I message.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring the OCS Partition on page 816

• PolicyandChargingEnforcementFunctionOverviewforBroadbandWirelineSubscribers

on page 790

• Understanding Gy Interactions Between the Router and the OCS on page 802

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807
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destination-host (PCRF Partition)

Syntax destination-host pcrf-hostname;

Hierarchy Level [edit access pcrf partition partition-name]

Release Information Statement introduced in Junos OS Release 16.2.

Description Configure the Destination-Host AVP value used in the CCR-GX-I message.

Options pcrf-hostname—(Optional)Valueof theDestination-HostAVPtobeused in theCCR-GX-I

message.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring the PCRF Partition on page 820

• PolicyandChargingEnforcementFunctionOverviewforBroadbandWirelineSubscribers

on page 790

• Understanding Gx Interactions Between the Router and the PCRF on page 794

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807

• Understanding Upstream and DownstreamMessages for the PCRF on page 813

destination-realm (JSRC)

Syntax destination-realm realm

Hierarchy Level [edit jsrc partition partition-name]

Release Information Statement introduced in Junos OS Release 9.6.

Description Configure the realm in which the SAE host resides.

Options realm—Realm in which the SAE host resides.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring JSRC on page 833

• Configuring the JSRC Partition on page 834
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destination-realm (Gx-Plus)

Syntax destination-realm realm;

Hierarchy Level [edit access gx-plus partition partition-name]

Release Information Statement introduced in Junos OS Release 11.2.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Description Configure the realm in which the PCRF host resides.

Options realm—Realm in which the PCRF host resides.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Gx-Plus on page 782

• Configuring the Gx-Plus Partition on page 783
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destination-realm (OCS Partition)

Syntax destination-realm ocs-realm-name;

Hierarchy Level [edit access ocs partition partition-name]

Release Information Statement introduced in Junos OS Release 16.2.

Description Configure the Destination-Realm AVP value in all CCR-GYmessages.

Options ocs-realm-name—Name of the Destination-Real AVP value to be used in all CCR-GY

messages.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring the OCS Partition on page 816

• 3GPP Policy and Charging Control Overview for Wireline Provisioning and Accounting

on page 787

• PolicyandChargingEnforcementFunctionOverviewforBroadbandWirelineSubscribers

on page 790

• Understanding Gy Interactions Between the Router and the OCS on page 802

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807
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destination-realm (PCRF Partition)

Syntax destination-realm pcrf-realm-name;

Hierarchy Level [edit access pcrf partition partition-name]

Release Information Statement introduced in Junos OS Release 16.2.

Description Configure the Destination-Realm AVP value in all CCR-GXmessages.

Options pcrf-realmname—Value of the Destination-Real AVP to be used in all CCR-GXmessages.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring the PCRF Partition on page 820

• PolicyandChargingEnforcementFunctionOverviewforBroadbandWirelineSubscribers

on page 790

• Understanding Gx Interactions Between the Router and the PCRF on page 794

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807

• Understanding Upstream and DownstreamMessages for the PCRF on page 813

Copyright © 2018, Juniper Networks, Inc.1072

Broadband Subscriber Sessions Feature Guide



dhcp-attributes (Address-Assignment Pools)

Syntax dhcp-attributes {
boot-file filename;
boot-server (address | hostname);
dns-server [ ipv6-address ];
domain-name domain-name;
exclude-prefix-len exclude-prefix-length;
grace-period seconds;
maximum-lease-time seconds;
name-server [ server-list ];
netbios-node-type node-type;
option {
[ (id-number option-type option-value)
(id-number array option-type option-value) ];

}
option-match {
option-82 {
circuit-id value range named-range;
remote-id value range named-range;

}
}
preferred-lifetime seconds;
router [ router-address ];
server-identifier ip4-address;
sip-server-address [ ipv6-address ];
sip-server-domain-name domain-name;
t1-percentage percentage;
t1-renewal-time;
t2-percentage percentage;
t2-rebinding-time;
tftp-server address;
valid-lifetime seconds;
wins-server [ servers ];

}

Hierarchy Level [edit access address-assignment pool pool-name family family]

Release Information Statement introduced in Junos OS Release 9.0.

Statement introduced in Junos OS Release 12.3 for EX Series switches.

exclude-prefix-len statement introduced in Junos OS Release 17.3 for MX Series.

Description ConfigureDHCPattributes for theprotocol family ina specific addresspool. Theattributes

determine options and behaviors for the DHCP clients.

The remaining statements are explained separately.

Options exclude-prefix-len exclude-prefix-length—Specify the length of the IPv6 prefix to be
excluded from the delegated prefix.

Range: 1 through 128

1073Copyright © 2018, Juniper Networks, Inc.

Chapter 102: Configuration Statements



Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Address-Assignment Pools Overview on page 619

• DHCP Attributes for Address-Assignment Pools on page 273

• Configuring Address-Assignment Pools on page 621

• Configuring DHCP Client-Specific Attributes AppliedWhen Clients Obtain an Address

on page 278
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dhcp-local-server

Syntax dhcp-local-server {
access-profile profile-name;
authentication {
password password-string;
username-include {
circuit-type;
delimiter delimiter-character;
domain-name domain-name-string;
interface-description (device-interface | logical-interface);
interface-name;
logical-system-name;
mac-address;
option-60;
option-82 <circuit-id> <remote-id>;
routing-instance-name;
user-prefix user-prefix-string;

}
}
dhcpv6 {
access-profile profile-name;
authentication {
...

}
duplicate-clients incoming-interface;
group group-name {
access-profile profile-name;
authentication {
...

}
interface interface-name {
access-profile profile-name;
exclude;
overrides {
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
interface-client-limit number;
multi-address-embedded-option-response;
process-inform {
pool pool-name;

}
protocol-attributes attribute-set-name;
rapid-commit;

}
service-profile dynamic-profile-name;
trace;
upto upto-interface-name;

}
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (0 | 1 | automatic);
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minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
detection-time {
thresholdmilliseconds;

}
session-mode (automatic | multihop | singlehop);
holddown-intervalmilliseconds;

}
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;

}
}

}
overrides {
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
delegated-pool;
interface-client-limit number;
multi-address-embedded-option-response;
process-inform {
pool pool-name;

}
protocol-attributes attribute-set-name;
rapid-commit;

}
route-suppression;
server-duid-type type;
service-profile dynamic-profile-name;

}
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (0 | 1 | automatic);
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
detection-time {
thresholdmilliseconds;

}
session-mode (automatic | multihop | singlehop);
holddown-intervalmilliseconds;

}
layer2-liveness-detection {
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max-consecutive-retries number;
transmit-interval interval;

}
}

}
overrides {
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
delegated-pool;
include-option-82 {
forcerenew;
nak;

}
interface-client-limit number;
multi-address-embedded-option-response;
process-inform {
pool pool-name;

}
protocol-attributes attribute-set-name;
rapid-commit;

}
reconfigure {
attempts attempt-count;
clear-on-abort;
strict;
support-option-pd-exclude;
timeout timeout-value;
token token-value;
trigger {
radius-disconnect;

}
}
route-suppression;
service-profile dynamic-profile-name;

}
dual-stack-group name {
access-profile access-profile;
authentication {
password password;
username-include {
circuit-type circuit-type;
delimiter delimiter;
domain-name domain-name;
interface-description (device | logical);
interface-name interface-name;
logical-system-name logical-system-name;
mac-addressmac-address;
relay-agent-interface-id relay-agent-interface-id;
relay-agent-remote-id relay-agent-remote-id;
routing-instance-name routing-instance-name;
user-prefix user-prefix;

}
}
classification-key {
circuit-id circuit-id;
mac-addressmac-address;
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remote-id remote-id;
}
dual-stack-interface-client-limit dual-stack-interface-client-limit;
dynamic-profile (aggregate-clients (merge | replace) | use-primary use-primary)
dynamic-profile;

liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;

}
}

}
on-demand-address-allocation;
protocol-master (inet | inet6);
service-profile service-profile;

}
duplicate-clients-in-subnet (incoming-interface | option-82);
dynamic-profile profile-name <aggregate-clients (merge | replace) | use-primary
primary-profile-name>;

forward-snooped-clients (all-interfaces | configured-interfaces |
non-configured-interfaces);

group group-name {
authentication {
...

}
dynamic-profile profile-name <aggregate-clients (merge | replace) | use-primary
primary-profile-name>;

interface interface-name {
exclude;
overrides {
asymmetric-lease-time seconds;
client-discover-match (option60-and-option82 | incoming-interface);
include-option-82 {
forcerenew;
nak;

}
interface-client-limit number;
process-inform {
pool pool-name;

}
protocol-attributes attribute-set-name;

}
service-profile dynamic-profile-name;
trace;
upto upto-interface-name;

}
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (0 | 1 | automatic);
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
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no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
detection-time {
thresholdmilliseconds;

}
session-mode(automatic | multihop | singlehop);
holddown-intervalmilliseconds;

}
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;

}
}

}
overrides {
asymmetric-lease-time seconds;
client-discover-match (option60-and-option82 | incoming-interface);
include-option-82 {
forcerenew;
nak;

}
interface-client-limit number;
process-inform {
pool pool-name;

}
protocol-attributes attribute-set-name;

}
requested-ip-network-match subnet-mask
route-suppression;
service-profile dynamic-profile-name;

}
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (0 | 1 | automatic);
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
detection-time {
thresholdmilliseconds;

}
session-mode (automatic | multihop | singlehop);
holddown-intervalmilliseconds;

}
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;
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}
}

}
overrides {
asymmetric-lease-time seconds;
client-discover-match <option60-and-option82 | incoming-interface>;
interface-client-limit number;
process-inform {
pool pool-name;

}
protocol-attributes attribute-set-name;

}
pool-match-order {
external-authority;
ip-address-first;
option-82;

}
reconfigure {
attempts attempt-count;
clear-on-abort;
strict;
timeout timeout-value;
token token-value;
trigger {
radius-disconnect;

}
}
requested-ip-network-match subnet-mask;
route-suppression;
on-demand-address-allocation;
protocol-master;
service-profile dynamic-profile-name;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name system
services],

[edit logical-systems logical-system-name system services],
[edit routing-instances routing-instance-name system services],
[edit system services]

Release Information Statement introduced in Junos OS Release 9.0.

Statement introduced in Junos OS Release 12.1 for EX Series switches.

Statement introduced in Junos OS Release 13.2X51 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.
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Description ConfigureDynamicHostConfigurationProtocol (DHCP) local server optionson the router

or switch to enable the router or switch to function as an extended DHCP local server.

The DHCP local server receives DHCP request and reply packets from DHCP clients and

then responds with an IP address and other optional configuration information to the

client.

The extendedDHCP local server is incompatiblewith theDHCP server on J Series routers

and, therefore, is not supported on J Series routers. Also, the DHCP local server and the

DHCP/BOOTP relay server, which are configured under the [edit forwarding-options

helpers]hierarchy level, cannot bothbeenabledon the router or switch at the same time.

TheextendedDHCP local server is fully compatiblewith theextendedDHCP relay feature.

Thedhcpv6 stanzaconfigures the router or switch to supportDynamicHostConfiguration

Protocol for IPv6 (DHCPv6). The DHCPv6 local server is fully compatible with the

extended DHCP local server and the extended DHCP relay feature.

NOTE: When you configure the dhcp-local-server statement at the routing

instancehierarchy level, youmustusea routing instance typeof virtual-router.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Extended DHCP Local Server Overview on page 258

• DHCPv6 Local Server Overview on page 482
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dhcp-relay

Syntax dhcp-relay {
access-profile profile-name;
active-server-group server-group-name;
authentication {
password password-string;
username-include {
circuit-type;
delimiter delimiter-character;
domain-name domain-name-string;
interface-description (device-interface | logical-interface);
interface-name;
logical-system-name;
mac-address;
option-60;
option-82 <circuit-id> <remote-id>;
routing-instance-name;
user-prefix user-prefix-string;

}
}
bulk-leasequery {
attempts number-of-attempts;
timeout seconds;
trigger automatic;

}
dhcpv6 {
access-profile profile-name;
active-server-group server-group-name;
}
authentication {
password password-string;
username-include {
circuit-type;
client-id;
delimiter delimiter-character;
domain-name domain-name-string;
interface-description (device-interface | logical-interface);
logical-system-name;
relay-agent-interface-id;
relay-agent-remote-id;
relay-agent-subscriber-id;
routing-instance-name;
user-prefix user-prefix-string;

}
}
bulk-leasequery {
attempts number-of-attempts;
timeout seconds;
trigger automatic;

}
duplicate-clients incoming-interface;
dynamic-profile profile-name {
aggregate-clients (merge | replace);
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use-primary primary-profile-name;
}
forward-only {
logical-system <current | default | logical-system-name>;
routing-instance <current | default | routing-instance-name>;

}
forward-only-replies;
}
forward-snooped-clients (all-interfaces | configured-interfaces |
non-configured-interfaces);

group group-name {
access-profile profile-name;
active-server-group server-group-name;
authentication {
password password-string;
username-include {
circuit-type;
client-id;
delimiter delimiter-character;
domain-name domain-name-string;
interface-description (device-interface | logical-interface);
interface-name;
logical-system-name;
mac-address;
relay-agent-interface-id;
relay-agent-remote-id;
relay-agent-subscriber-id;
routing-instance-name;
user-prefix user-prefix-string;

}
}
dynamic-profile profile-name {
aggregate-clients (merge | replace);
use-primary primary-profile-name;

}
forward-only {
logical-system <current | default | logical-system-name>;
routing-instance <current | default | routing-instance-name>;

}
interface interface-name {
access-profile profile-name;
dynamic-profile profile-name {
aggregate-clients (merge | replace);
use-primary primary-profile-name;

}
exclude;
overrides {
allow-snooped-clients;
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-negotiation-match incoming-interface;
delay-authentication;
delete-binding-on-renegotiation;
dual-stack dual-stack-group-name;
interface-client-limit number;
no-allow-snooped-clients;
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no-bind-on-request;
relay-source interface-name;
send-release-on-delete;

}
service-profile dynamic-profile-name;
trace;
upto upto-interface-name;

}
}
lease-time-validation {
lease-time-threshold seconds;
violation-action action;

}
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (0 | 1 | automatic);
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
detection-time {
thresholdmilliseconds;

}
session-mode(automatic | multihop | singlehop);
holddown-intervalmilliseconds;

}
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;

}
}

}
overrides {
allow-snooped-clients;
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-negotiation-match incoming-interface;
delay-authentication;
delete-binding-on-renegotiation;
dual-stack dual-stack-group-name;
interface-client-limit number;
no-allow-snooped-clients;
no-bind-on-request;
relay-source interface-name;
send-release-on-delete;

}
relay-agent-interface-id {
include-irb-and-l2;
keep-incoming-interface-id;
no-vlan-interface-name;
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prefix prefix;
use-interface-description (logical | device);
use-option-82;

}
relay-agent-remote-id {
include-irb-and-l2;
keep-incoming-interface-id;
no-vlan-interface-name;
prefix prefix;
use-interface-description (logical | device);
use-option-82 <strict>;

}
relay-option {
option-number option-number;
default-action {
drop;
forward-only;
relay-server-group relay-server-group;

}
equals (ascii ascii-string | hexadecimal hexadecimal-string) {
drop;
forward-only;
relay-server-group relay-server-group;

}
starts-with (ascii ascii-string | hexadecimal hexadecimal-string) {
drop;
forward-only;
relay-server-group relay-server-group;

}
}
remote-id-mismatch action;
route-suppression;
service-profile dynamic-profile-name;

}
leasequery {
attempts number-of-attempts;
timeout seconds;

}
lease-time-validation {
lease-time-threshold seconds;
violation-action action;

}
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (0 | 1 | automatic);
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
detection-time {
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thresholdmilliseconds;
}
session-mode(automatic | multihop | singlehop);
holddown-intervalmilliseconds;

}
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;

}
route-suppression;
service-profile dynamic-profile-name;

}
}
no-snoop;
overrides {
allow-snooped-clients;
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-negotiation-match incoming-interface;
delay-authentication;
delete-binding-on-renegotiation;
dual-stack dual-stack-group-name;
interface-client-limit number;
no-allow-snooped-clients;
no-bind-on-request;
relay-source interface-name;
send-release-on-delete;

}
relay-agent-interface-id {
include-irb-and-l2;
keep-incoming-interface-id;
no-vlan-interface-name;
prefix prefix;
use-interface-description (logical | device);
use-option-82;

}
relay-agent-remote-id {
include-irb-and-l2;
keep-incoming-interface-id;
no-vlan-interface-name;
prefix prefix;
use-interface-description (logical | device);
use-option-82 <strict>;

}
relay-option {
option-number option-number;
default-action {
drop;
forward-only;
relay-server-group relay-server-group;

}
equals (ascii ascii-string | hexadecimal hexadecimal-string) {
drop;
forward-only;
relay-server-group relay-server-group;

}

Copyright © 2018, Juniper Networks, Inc.1086

Broadband Subscriber Sessions Feature Guide



starts-with (ascii ascii-string | hexadecimal hexadecimal-string) {
drop;
forward-only;
relay-server-group relay-server-group;

}
}
relay-option-vendor-specific{
host-name;
location;

remote-id-mismatch action;
route-suppression;
server-group {
server-group-name {
server-ip-address;

}
}
server-response-time seconds;
service-profile dynamic-profile-name;

}
dual-stack-group dual-stack-group-name {
access-profile profile-name;
authentication {
password password-string;
username-include {
circuit-type;
client-id;
delimiter delimiter-character;
domain-name domain-name-string;
interface-description (device-interface | logical-interface);
interface-name;
logical-system-name;
mac-address;
relay-agent-interface-id;
relay-agent-remote-id;
relay-agent-subscriber-id;
routing-instance-name;
user-prefix user-prefix-string;

}
}
classification-key {
circuit-id circuit-id;
mac-addressmac-address;
remote-id remote-id;

}
dual-stack-interface-client-limit;
dynamic-profile profile-name {
aggregate-clients (merge | replace);
use-primary primary-profile-name;

}
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;

}
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}
}
protocol-master;
relay-agent-interface-id {
include-irb-and-l2;
keep-incoming-interface-id;
no-vlan-interface-name;
prefix prefix;
use-interface-description (logical | device);
use-option-82;

}
relay-agent-remote-id {
include-irb-and-l2;
keep-incoming-interface-id;
no-vlan-interface-name;
prefix prefix;
use-interface-description (logical | device);
use-option-82 <strict>;

}
service-profile dynamic-profile-name;

}
duplicate-clients-in-subnet (incoming-interface | option-82):
dynamic-profile profile-name {
aggregate-clients (merge | replace);
use-primary primary-profile-name;

}
forward-only {
logical-system <current | default | logical-system-name>;
routing-instance <current | default | routing-instance-name>;

}
forward-only-replies;
forward-snooped-clients (all-interfaces | configured-interfaces |
non-configured-interfaces);

group group-name {
access-profile profile-name;
active-server-group server-group-name;
authentication {
password password-string;
username-include {
circuit-type;
client-id;
delimiter delimiter-character;
domain-name domain-name-string;
interface-description (device-interface | logical-interface);
logical-system-name;
mac-address;
option-60;
option-82 [circuit-id] [remote-id];
relay-agent-interface-id;
relay-agent-remote-id;
relay-agent-subscriber-id;
routing-instance-name;
user-prefix user-prefix-string;

}
}
dynamic-profile profile-name {
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aggregate-clients (merge | replace);
use-primary primary-profile-name;

}
forward-only {
logical-system <current | default | logical-system-name>;
routing-instance <current | default | routing-instance-name>;

}
forward-only {
logical-system <current | default | logical-system-name>;
routing-instance <current | default | routing-instance-name>;

}
interface interface-name {
access-profile profile-name;
exclude;
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (0 | 1 | automatic);
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
detection-time {
thresholdmilliseconds;

}
session-mode (automatic | multihop | singlehop);
holddown-intervalmilliseconds;

}
}

}
overrides {
allow-no-end-option;
allow-snooped-clients;
always-write-giaddr;
always-write-option-82;
asymmetric-lease-time seconds;
client-discover-match <option60-and-option82 | incoming-interface>;
delay-authentication;
delete-binding-on-renegotiation;
disable-relay;
dual-stack dual-stack-group-name;
interface-client-limit number;
layer2-unicast-replies;
no-allow-snooped-clients;
no-bind-on-request;
proxy-mode;
relay-source
replace-ip-source-with;
send-release-on-delete;
trust-option-82;

}
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service-profile dynamic-profile-name;
trace;
upto upto-interface-name;

}
overrides {
allow-no-end-option
allow-snooped-clients;
always-write-giaddr;
always-write-option-82;
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-discover-match (option60-and-option82 | incoming-interface);
delay-authentication;
delete-binding-on-renegotiation;
disable-relay;
dual-stack dual-stack-group-name;
interface-client-limit number;
layer2-unicast-replies;
no-allow-snooped-clients;
no-bind-on-request;
proxy-mode;
relay-source
replace-ip-source-with;
send-release-on-delete;
trust-option-82;

}
relay-option {
option-number option-number;
default-action {
drop;
forward-only;
relay-server-group group-name;

}
equals (ascii ascii-string | hexadecimal hexadecimal-string) {
drop;
forward-only;
relay-server-group relay-server-group;

}
starts-with (ascii ascii-string | hexadecimal hexadecimal-string) {
drop;
forward-only;
local-server-group local-server-group;
relay-server-group relay-server-group;

}
}
relay-option-82 {
circuit-id {
prefix prefix;
use-interface-description (logical | device);

}
remote-id {
prefix prefix;
use-interface-description (logical | device);

}
server-id-override

}
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route-suppression:
service-profile dynamic-profile-name;

}
leasequery {
attempts number-of-attempts;
timeout seconds;

}
lease-time-validation {
lease-time-threshold seconds;
violation-action action;

}
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (0 | 1 | automatic);
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
detection-time {
thresholdmilliseconds;

}
session-mode (automatic | multihop | singlehop);
holddown-intervalmilliseconds;

}
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;

}
}

}
no-snoop;
overrides {
allow-no-end-option
allow-snooped-clients;
always-write-giaddr;
always-write-option-82;
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-discover-match (option60-and-option82 | incoming-interface);
delay-authentication;
delete-binding-on-renegotiation;
disable-relay;
dual-stack dual-stack-group-name;
interface-client-limit number;
layer2-unicast-replies;
no-allow-snooped-clients;
no-bind-on-request;
proxy-mode;
relay-source
replace-ip-source-with;
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send-release-on-delete;
trust-option-82;

}
relay-option {
option-number option-number;
default-action {
drop;
forward-only;
relay-server-group group-name;

}
equals (ascii ascii-string | hexadecimal hexadecimal-string) {
drop;
forward-only;
relay-server-group relay-server-group;

}
starts-with (ascii ascii-string | hexadecimal hexadecimal-string) {
drop;
forward-only;
local-server-group local-server-group;
relay-server-group relay-server-group;

}
}
relay-option-82 {
circuit-id {
prefix prefix;
use-interface-description (logical | device);

}
remote-id {
prefix prefix;
use-interface-description (logical | device);

}
server-id-override

}
}
remote-id-mismatch action;
route-suppression:
server-group {
server-group-name {
server-ip-address;

}
}
server-response-time seconds;

service-profile dynamic-profile-name;

Hierarchy Level [edit forwarding-options],
[edit logical-systems logical-system-name forwarding-options],
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options],

[edit routing-instances routing-instance-name forwarding-options]

Release Information Statement introduced in Junos OS Release 8.3.

Statement introduced in Junos OS Release 12.1 for EX Series switches.

Statement introduced in Junos OS Release 13.2X51 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.
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Description Configure extended Dynamic Host Configuration Protocol (DHCP) relay and DHCPv6

relay options on the router or switch to enable the router (or switch) to function as a

DHCP relayagent.ADHCP relayagent forwardsDHCP requestand replypacketsbetween

a DHCP client and a DHCP server.

DHCP relay supports theattachmentofdynamicprofilesandalso interactswith the local

AAA Service Framework to use back-end authentication servers, such as RADIUS, to

provide subscriber authentication or client authentication. You can attach dynamic

profiles and configure authentication support on a global basis or for a specific group of

interfaces.

The extended DHCP and DHCPv6 relay agent options configured with the dhcp-relay

and dhcpv6 statements are incompatible with the DHCP/BOOTP relay agent options

configured with the bootp statement. As a result, the extended DHCP or DHCPv6 relay

agentand theDHCP/BOOTPrelayagent cannotbothbeenabledon the router (or switch)

at the same time.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Extended DHCP Relay Agent Overview on page 264

• DHCPv6 Relay Agent Overview on page 489

• DHCP Relay Proxy Overview on page 267

• Using External AAA Authentication Services with DHCP on page 305
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dhcp-service

Syntax dhcp-service {
accept-max-tcp-connectionsmax-tcp-connections;
dhcp-snooping-file(local_pathname | remote_URL) {
write-interval interval;

}
interface-traceoptions {
file filename <files number> <match regular-expression > <sizemaximum-file-size>
<world-readable | no-world-readable>;

flag flag;
level (all | error | info | notice | verbose | warning);
no-remote-trace;

}
ltv-syslog-interval seconds;
request-max-tcp-connectionsmax-tcp-connections;
traceoptions {
file filename <files number> <match regular-expression > <sizemaximum-file-size>
<world-readable | no-world-readable>;

flag flag;
level (all | error | info | notice | verbose | warning);
no-remote-trace;

}
}

Hierarchy Level [edit system processes]

Release Information Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Statement introduced in Junos OS Release 13.2 for the QFX Series.

Statement introduced in Junos OS Release 14.1 for MX Series routers.

Description Enable DHCP services on the device. DHCP services automate network-parameter

assignment tonetworkdevices. TheDHCPserviceprocess is enabledbydefault.However,

bydefault, IP-MACbindings in theDHCPsnoopingdatabasedonotpersist throughdevice

reboots.Youcan inproveperformanceafter rebootingbyconfiguring the IP-MACbindings

to persist, by configuring a storage location for the DHCP database file. When specifying

the location for the DHCP database, youmust also specify how frequently the switch

writes the database entries into the DHCP snooping database file.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Persistent Bindings in the DHCP or DHCPv6 Snooping Database to Improve

Network Performance (CLI Procedure)
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dhcpv6 (DHCP Local Server)

Syntax dhcpv6 {
access-profile profile-name;
authentication {
password password-string;
username-include {
circuit-type;
client-id;
delimiter delimiter-character;
domain-name domain-name-string;
interface-description (device-interface | logical-interface);
logical-system-name;
mac-address;
relay-agent-interface-id;
relay-agent-remote-id;
relay-agent-subscriber-id;
routing-instance-name;
user-prefix user-prefix-string;

}
}
duplicate-clients incoming-interface;
group group-name {
access-profile profile-name;
authentication {
...
interface interface-name {
access-profile profile-name;
exclude;
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (0 | 1 | automatic);
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
detection-time {
thresholdmilliseconds;

}
session-mode(automatic | multihop | singlehop);
holddown-intervalmilliseconds;

}
}

}
overrides {
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-negotiation-match incoming-interface;
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delete-binding-on-renegotiation;
interface-client-limit number;
multi-address-embedded-option-response;
process-inform {
pool pool-name;

}
protocol-attributes attribute-set-name;
rapid-commit;

}
service-profile dynamic-profile-name;
trace;
upto upto-interface-name;

}
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (0 | 1 | automatic);
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
detection-time {
thresholdmilliseconds;

}
session-mode(automatic | multihop | singlehop);
holddown-intervalmilliseconds;

}
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;

}
}

}
overrides {
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-negotiation-match incoming-interface;
delegated-pool;
delete-binding-on-renegotiation;
interface-client-limit number;
multi-address-embedded-option-response;
process-inform {
pool pool-name;

}
protocol-attributes attribute-set-name;
rapid-commit;

}
route-suppression;
service-profile dynamic-profile-name;

}
liveness-detection {
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failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (0 | 1 | automatic);
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
detection-time {
thresholdmilliseconds;

}
session-mode(automatic | multihop | singlehop);
holddown-intervalmilliseconds;

}
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;

}
}

}
overrides {
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-negotiation-match incoming-interface;
delegated-pool;
delete-binding-on-renegotiation;
interface-client-limit number;
multi-address-embedded-option-response;
process-inform {
pool pool-name;

}
protocol-attributes attribute-set-name;
rapid-commit;
reconfigure {
attempts attempt-count;
clear-on-abort;
strict;
timeout timeout-value;
token token-value;
trigger {
radius-disconnect;

}
}

}
reconfigure {
attempts attempt-count;
clear-on-abort;
strict;
support-option-pd-exclude;
timeout timeout-value;
token token-value;
trigger {
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radius-disconnect;
}

}
requested-ip-network-match subnet-mask;
route-suppression;
server-duid-type type;
service-profile dynamic-profile-name;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server],

[edit logical-systems logical-system-name system services dhcp-local-server],
[edit routing-instances routing-instance-name system services dhcp-local-server],
[edit system services dhcp-local-server]

Release Information Statement introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.3 for EX Series switches.

Description Configure DHCPv6 local server options on the router or switch to enable the router or

switch to function as a server for the DHCP protocol for IPv6. The DHCPv6 local server

sends and receives packets using the IPv6 protocol and informs IPv6 of the routing

requirements of router clients. The local server works together with the AAA service

framework to control subscriber access (or DHCP client access) and accounting.

The DHCPv6 local server is fully compatible with the extended DHCP local server and

DHCP relay agent.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• DHCPv6 Local Server Overview on page 482
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dhcpv6 (DHCP Relay Agent)

Syntax dhcpv6 {
access-profile profile-name;
active-server-group server-group-name;
}
authentication {
password password-string;
username-include {
circuit-type;
client-id;
delimiter delimiter-character;
domain-name domain-name-string;
interface-description (device-interface | logical-interface);
logical-system-name;
mac-address;
relay-agent-interface-id;
relay-agent-remote-id;
relay-agent-subscriber-id;
routing-instance-name;
user-prefix user-prefix-string;

}
}
bulk-leasequery {
attempts number-of-attempts;
timeout seconds;
trigger automatic;

}
duplicate-clients incoming-interface;
dynamic-profile profile-name {
aggregate-clients (merge | replace);
use-primary primary-profile-name;

}
forward-only {
logical-system <current | default | logical-system-name>;
routing-instance <current | default | routing-instance-name>;

}
forward-only-replies;
}
forward-snooped-clients (all-interfaces | configured-interfaces |
non-configured-interfaces);

group group-name {
access-profile profile-name;
active-server-group server-group-name;
authentication {
password password-string;
username-include {
circuit-type;
client-id;
delimiter delimiter-character;
domain-name domain-name-string;
interface-description (device-interface | logical-interface);
interface-name;
logical-system-name;
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mac-address;
relay-agent-interface-id;
relay-agent-remote-id;
relay-agent-subscriber-id;
routing-instance-name;
user-prefix user-prefix-string;

}
}
dynamic-profile profile-name {
aggregate-clients (merge | replace);
use-primary primary-profile-name;

}
forward-only {
logical-system <current | default | logical-system-name>;
routing-instance <current | default | routing-instance-name>;

}
interface interface-name {
access-profile profile-name;
dynamic-profile profile-name {
aggregate-clients (merge | replace);
use-primary primary-profile-name;

}
exclude;
overrides {
allow-snooped-clients;
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-negotiation-match incoming-interface;
delay-authentication;
delete-binding-on-renegotiation;
dual-stack dual-stack-group-name;
interface-client-limit number;
no-allow-snooped-clients;
no-bind-on-request;
relay-source interface-name;
send-release-on-delete;

}
service-profile dynamic-profile-name;
trace;
upto upto-interface-name;

}
}
lease-time-validation {
lease-time-threshold seconds;
violation-action action;

}
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (0 | 1 | automatic);
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
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minimum-intervalmilliseconds;
thresholdmilliseconds;

}
detection-time {
thresholdmilliseconds;

}
session-mode(automatic | multihop | singlehop);
holddown-intervalmilliseconds;

}
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;

}
}

}
overrides {
allow-snooped-clients;
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-negotiation-match incoming-interface;
delay-authentication;
delete-binding-on-renegotiation;
dual-stack dual-stack-group-name;
interface-client-limit number;
no-allow-snooped-clients;
no-bind-on-request;
relay-source interface-name;
send-release-on-delete;

}
relay-agent-interface-id {
include-irb-and-l2;
keep-incoming-interface-id;
no-vlan-interface-name;
prefix prefix;
use-interface-description (logical | device);
use-option-82;

}
relay-agent-remote-id {
include-irb-and-l2;
keep-incoming-interface-id;
no-vlan-interface-name;
prefix prefix;
use-interface-description (logical | device);
use-option-82 <strict>;

}
relay-option {
option-number option-number;
default-action {
drop;
forward-only;
relay-server-group relay-server-group;

}
equals (ascii ascii-string | hexadecimal hexadecimal-string) {
drop;
forward-only;
relay-server-group relay-server-group;
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}
starts-with (ascii ascii-string | hexadecimal hexadecimal-string) {
drop;
forward-only;
relay-server-group relay-server-group;

}
}
remote-id-mismatch action;
route-suppression;
service-profile dynamic-profile-name;

}
leasequery {
attempts number-of-attempts;
timeout seconds;

}
lease-time-validation {
lease-time-threshold seconds;
violation-action action;

}
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (0 | 1 | automatic);
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
detection-time {
thresholdmilliseconds;

}
session-mode(automatic | multihop | singlehop);
holddown-intervalmilliseconds;

}
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;

}
route-suppression;
service-profile dynamic-profile-name;

}
}
no-snoop;
overrides {
allow-snooped-clients;
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-negotiation-match incoming-interface;
delay-authentication;
delete-binding-on-renegotiation;
dual-stack dual-stack-group-name;
interface-client-limit number;
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no-allow-snooped-clients;
no-bind-on-request;
relay-source interface-name;
send-release-on-delete;

}
relay-agent-interface-id {
include-irb-and-l2;
keep-incoming-interface-id;
no-vlan-interface-name;
prefix prefix;
use-interface-description (logical | device);
use-option-82;

}
relay-agent-remote-id {
include-irb-and-l2;
keep-incoming-interface-id;
no-vlan-interface-name;
prefix prefix;
use-interface-description (logical | device);
use-option-82 <strict>;

}
relay-option {
option-number option-number;
default-action {
drop;
forward-only;
relay-server-group relay-server-group;

}
equals (ascii ascii-string | hexadecimal hexadecimal-string) {
drop;
forward-only;
relay-server-group relay-server-group;

}
starts-with (ascii ascii-string | hexadecimal hexadecimal-string) {
drop;
forward-only;
relay-server-group relay-server-group;

}
}
relay-option-vendor-specific{
host-name;
location;

remote-id-mismatch action;
route-suppression;
server-group {
server-group-name {
server-ip-address;

}
}
server-response-time seconds;
service-profile dynamic-profile-name;

}
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Hierarchy Level [edit forwarding-options dhcp-relay],
[edit logical-systems logical-system-name forwarding-options dhcp-relay],
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay]

Release Information Statement introduced in Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.3 for EX Series switches.

Support for forward-snooped-clients introduced in JunosOSRelease 15.1X53-D56 for EX

Series switches and Junos OS Release 17.1R1.

Description Configure DHCPv6 relay options on the router or switch and enable the router or switch

to function as a DHCPv6 relay agent. A DHCPv6 relay agent forwards DHCPv6 request

and reply packets between a DHCPv6 client and a DHCPv6 server.

The DHCPv6 relay agent server is fully compatible with the extended DHCP local server

and DHCP relay agent. However, the options configured with the dhcpv6 statement are

incompatible with the DHCP/BOOTP relay agent options configured with the bootp

statement.Asa result, theDHCPv6 relayagentand theDHCP/BOOTPrelayagent cannot

be enabled on the router or switch at the same time.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• dhcp-relay on page 1082

• DHCPv6 Relay Agent Overview on page 489

• Using External AAA Authentication Services with DHCP on page 305
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diameter

Syntax diameter {
network-element element-name {
dne-origin realm realm-name <host hostname>;
forwarding {
route dne-route-name {
destination realm realm-name <host hostname>;
function function-name <partition partition-name>;
metric route-metric;

}
}
function function-name;
peer peer-name {
priority priority-number;

}
}
origin realm realm-name host hostname;
peer peer-name {
address ip-address;
connect-actively {
port port-number;
transport transport-name;

}
logical-system logical-system-name <routing-instance routing-instance-name> ;
peer-origin realm realm-name host hostname;
routing-instance routing-instance-name;

}
transport transport-name {
address;
logical-system logical-system-name <routing-instance routing-instance-name>;
routing-instance routing-instance-name;

}
}

Hierarchy Level [edit]

Release Information Statement introduced in Junos OS Release 9.6.

Description Configure the Diameter base protocol for subscriber management.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Diameter on page 764
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diameter-instance (JSRC)

Syntax diameter-instance instance-name

Hierarchy Level [edit jsrc partition partition-name]

Release Information Statement introduced in Junos OS Release 9.6.

Description Specify the Diameter instance associated with the JSRC partition.

Options instance-name—Name of the Diameter instance. Currently, onlymaster is supported.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring JSRC on page 833

• Configuring the JSRC Partition on page 834
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diameter-instance (Diameter Applications)

Syntax diameter-instance instance-name;

Hierarchy Level [edit access gx-plus partition partition-name]
[edit access ocs partition partition-name],
[edit access pcrf partition partition-name]

Release Information Statement introduced in Junos OS Release 11.2.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Support at the [edit access ocs partition partition-name] and [edit access pcrf partition

partition-name] hierarchy levels introduced in Junos OS Release 16.2.

Description Specify the Diameter instance associated with the Gx-Plus, OCS, or PCRF partition.

Options instance-name—Name of the Diameter instance. Currently, onlymaster is supported.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Gx-Plus on page 782

• Configuring the Gx-Plus Partition on page 783

• Configuring the OCS Partition on page 816

• Understanding Gx Interactions Between the Router and the PCRF on page 794

• Understanding Gy Interactions Between the Router and the OCS on page 802
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dictionary

Syntax dictionary dictionary-path;

Hierarchy Level [edit system services extensible-subscriber-services]

Release Information Statement introduced in Junos OS Release 15.1.

Description Configure an XML-based dictionary file. The dictionary path is the complete path to the

dictionary file and includes the dictionary filename. Extensible Subscriber Services

Manager acts on the extensible-subscriber-service request on the basis of the services

configured in the dictionary file. This configuration is mandatory.

Options dictionary-path—Path to the dictionary file. The complete path including the filename

must not bemore than 127 characters.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• show extensible-subscriber-services dictionary on page 1826

• show extensible-subscriber-services dictionary attributes on page 1830

• request services extensible-subscriber-services reload-dictionary on page 1648

• show extensible-subscriber-services dictionary services on page 1833

• Understanding the Dictionary File on page 250

disable

Syntax disable service-name;

Hierarchy Level [edit services service-set services-set-name subscriber-profile profile-name]

Release Information Statement introduced in Junos OS Release 11.4.

Description Disable the service name of the subscriber profile.

Options service-name—Name of the disabled service.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.
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disable (Extensible Subscriber Services Manager)

Syntax disable

Hierarchy Level [edit system processes extensible-subscriber-services]

Release Information Statement introduced in Junos OS Release 15.1.

Description Disable the Extensible Subscriber Services Manager process when there is an

extensible-subscriber-services configurationand theuserwants to stop theprocess. The

process is disabled by default when there is no configuration under the [edit system

services extensible-subscriber-services] hierarchy level.

Default The process is disabled by default.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• restart extensible-subscriber-services on page 1659
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disable-relay

Syntax disable-relay;

Hierarchy Level [edit forwarding-options dhcp-relay overrides],
[edit forwarding-options dhcp-relay group group-name overrides],
[edit logical-systems logical-system-name forwarding-options dhcp-relay overrides],
[edit logical-systems logical-system-name forwarding-optionsdhcp-relaygroupgroup-name
overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay group group-name overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay overrides],
[edit routing-instances routing-instance-name forwarding-options dhcp-relay group
group-name overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay group
group-name interface interface-name overrides]

Release Information Statement introduced in Junos OS Release 8.3.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Disable DHCP relay on specific interfaces in a group.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Extended DHCP Relay Agent Overview on page 264
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dne-origin (Diameter Network Element)

Syntax dne-origin realm realm-name <host hostname>;

Hierarchy Level [edit diameter network-element element-name]

Release Information Statement introduced in Junos OS Release 16.2.

Description Specify values of Origin-Realm-AVP andOrigin-Host-AVP used inmessages sent for the

specified network element by the Diameter instance.

NOTE: Only the realm is mandatory for the DNE origin.

Options host hostname—(Optional) Name of the message origin host that is supplied as the
value of the Origin-Host AVP for Diameter messages associated with the network

element.

realm realm-name—Name of the message origin realm, that is supplied as the value of
theOrigin-RealmAVP for Diametermessages associatedwith the network element.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Diameter Network Elements on page 768

• Configuring Diameter on page 764
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dns-server

Syntax dns-server ipv6-address;

Hierarchy Level [edit access address-assignment pool pool-name family inet6 dhcp-attributes],
[edit access protocol-attributes attribute-set-name]

Release Information Statement introduced in Junos OS Release 10.0.

Description SpecifyaDNSserver towhichclients cansendDNSqueries. This is equivalent toDHCPv6

option 23. To specify multiple DNS servers, addmultiple dns-server statements in order

of preference.

Options ipv6-address—IPv6 address of a DNS server.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Address-Assignment Pools Overview on page 619

• Configuring Address-Assignment Pools on page 621
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dns-server-address (Dynamic Profiles)

Syntax dns-server-address [dns-server-address | $junos-ipv6-dns-server-address] {
lifetime seconds;

}

Hierarchy Level [edit dynamic-profiles dynamic-profile-name protocols router-advertisement interface
interface-name]

Release Information Statement introduced in Junos OS Release 14.1.

Description Specify the address of the DNS server that is used to resolve IPv6 DNS names. You can

use RADIUS to provide the address dynamically in the $junos-ipv6-dns-server variable

withinAccess-Acceptmessages, or youcanstatically configureup to three IPv6addresses.

You can also specify the maximum time in seconds for which the DNS server address

remains valid. The device can use the recursive DNS server address for DNS name

resolution until the time specified expires.

Options $junos-ipv6-dns-server-address—Dynamically receive the address of the DNS server
from RADIUS in Access-Accept messages.

dns-server-address—IPv6 address of the DNS server. You can configure up to three DNS
server addresses.

lifetime seconds—Maximum time for which the recursive DNS server address remains

valid.

Range: 0 through 4,294,967,295 seconds

Default: 1800 seconds

Values: 0 indicates that the advertised recursive DNS server address is no longer
valid and that this recursive DNS server address entry can be deleted.A value of

4,294,967,295 seconds indicates an infinite lifetime and a persistent entry in the

device for this recursive DNS server address.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• DNS Resolver for IPv6 DNS Overview on page 640

• Configuring a DNS Server Address for IPv6 Hosts on page 640
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domain (DomainMap)

Syntax domain {
delimiter [delimiter-character];
map domain-map-name {
aaa-logical-system logical-system-name {
aaa-routing-instance routing-instance-name;

}
aaa-routing-instance routing-instance-name;
access-profile profile-name;
address-pool pool-name;
dynamic-profile profile-name;
padn destination-address {
mask destination-mask;
metric route-metric;

}
strip-domain;
target-logical-system logical-system-name {
target-routing-instance routing-instance-name;

}
target-routing-instance routing-instance-name;
tunnel-profile profile-name;

}
parse-direction (left-to-right | right-to-left);
parse-order (domain-first | realm-first);
realm-delimiter [delimiter-character];
realm-parse-direction (left-to-right | right-to-left);

}

Hierarchy Level [edit access]

Release Information Statement introduced in Junos OS Release 10.4.

Description Configure a domain map, which is used to map access options and session parameters

for subscriber sessions.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Domain Map on page 188
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domain-name (DHCP Local Server)

Syntax domain-name domain-name-string;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 group group-nameauthentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server group group-name authentication username-include],

[edit logical-systems logical-system-namesystemservicesdhcp-local-serverauthentication
username-include],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpv6
authentication username-include],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpv6 group
group-name authentication username-include],

[edit logical-systems logical-system-name system services dhcp-local-server group
group-name authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 group group-nameauthentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server group group-name authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server
authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpv6
authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpv6
group group-name authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server group
group-name authentication username-include],

[edit system services dhcp],
[edit system services dhcp-local-server authentication username-include],
[edit system services dhcp-local-server dhcpv6 authentication username-include],
[edit system services dhcp-local-server dhcpv6 group group-name authentication
username-include],

[edit systemservicesdhcp-local-servergroupgroup-nameauthenticationusername-include]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Specify the domain name that is concatenatedwith the username during the subscriber

authentication or DHCP client authentication process.

Options domain-name-string—Domain name formatted string.
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Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Using External AAA Authentication Services with DHCP on page 305
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domain-name (DHCP Relay Agent)

Syntax domain-name domain-name-string;

Hierarchy Level [edit forwarding-options dhcp-relay authentication username-include],
[edit forwarding-options dhcp-relay dhcpv6 authentication username-include],
[edit forwarding-options dhcp-relay dhcpv6 group group-name authentication
username-include],

[edit forwarding-optionsdhcp-relaydual-stack-groupdual-stack-group-nameauthentication
username-include],

[edit forwarding-options dhcp-relay group group-name authentication username-include],
[edit logical-systems logical-system-name forwarding-options dhcp-relay authentication
username-include],

[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpv6
authentication username-include],

[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpv6 group
group-name authentication username-include],

[edit logical-systems logical-system-name forwarding-optionsdhcp-relaygroupgroup-name
authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay dhcpv6 authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay dhcpv6 group group-name authentication
username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay group group-name authentication username-include],

[edit routing-instances routing-instance-name forwarding-optionsdhcp-relayauthentication
username-include],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay dhcpv6
authentication username-include],

[edit routing-instances routing-instance-name forwarding-optionsdhcp-relay dhcpv6group
group-name authentication username-include]

[edit routing-instances routing-instance-name forwarding-options dhcp-relay group
group-name authentication username-include]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Support at the [edit ... dhcpv6] hierarchy levels introduced in Junos OS Release 11.4.

Support at the [edit ... dual-stack-groupdual-stack-group-name]hierarchy level introduced

in Junos OS Release 15.1.

Description Specify the domain name that is concatenatedwith the username during the subscriber

authenticationor client authenticationprocess.Use the statementat the [edit ... dhcpv6]

hierarchy levels to configure DHCPv6 support.

Options domain-name-string—Domain name formatted string.
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Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Using External AAA Authentication Services with DHCP on page 305

• Creating Unique Usernames for DHCP Clients on page 306

domain-name (Address-Assignment Pools)

Syntax domain-name domain-name;

Hierarchy Level [edit access address-assignment pool pool-name family inet dhcp-attributes],
[edit access protocol-attributes attribute-set-name]

Release Information Statement introduced in Junos OS Release 9.0.

Description Configure the name of the domain in which clients search for a DHCP server host. This

is the default domain name that is appended to hostnames that are not fully qualified.

This is equivalent to DHCP option 15.

Options domain-name—Name of the domain.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Address-Assignment Pools on page 621

Copyright © 2018, Juniper Networks, Inc.1118

Broadband Subscriber Sessions Feature Guide



domain-name (Static Subscribers)

Syntax domain-name domain-name;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instances-namesystem
services static-subscribers authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instances-namesystem
services static-subscribers group group-name authentication username-include],

[edit logical-systems logical-system-namesystemservicesstatic-subscribersauthentication
username-include],

[edit logical-systems logical-system-name system services static-subscribers group
group-name authentication username-include],

[edit routing-instances routing-instances-name system services static-subscribers
authentication username-include],

[edit routing-instances routing-instances-name system services static-subscribers group
group-name authentication username-include],

[edit system services static-subscribers authentication username-include],
[edit systemservicesstatic-subscribersgroupgroup-nameauthenticationusername-include]

Release Information Statement introduced in Junos OS Release 9.6.

Description Specify the domain name that is included at the end of the username created for all

static subscribers or for the static subscribers in a specified group. The group version of

the statement takes precedence over the global version.

Options domain-name—Domain name that ends the username created for all static subscribers.

The username is also sent to RADIUS in the Access-Request message. The string

can include the following characters: a through z, A through Z, 0 through 9, “-“, or “.”.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring Subscribers over Static Interfaces on page 846

• Configuring the Static Subscriber Global Username on page 853

• Configuring the Static Subscriber Group Username on page 858
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domain-name-server (Routing Instances and Access Profiles)

Syntax domain-name-server dns-address;

Hierarchy Level [edit access];
[edit access profile]

Release Information Statement introduced in Junos OS Release 12.3.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Description Configure an IPv4 address for a DNS name server. You can configure an address globally

for a routing instance at the [edit access] hierarchy level or for an access profile at the

[editaccessprofileprofile-name]hierarchy level. Youcanconfiguremore thanoneaddress

by including the statement multiple times.

NOTE: A DNS name server address configured with this statement is less
preferred thanoneconfiguredwith thedomain-name-server-inetstatement.
That is, the server with the address configured with the
domain-name-server-inet takes precedence over a server configured with
this statement.

Options dns-address—IPv4 address of the DNS name server.

Required Privilege
Level

admin—To view this statement in the configuration

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring DNS Name Server Addresses for Subscriber Management on page 636

• DNS Name Server Address Overview on page 635
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domain-name-server-inet (Routing Instances and Access Profiles)

Syntax domain-name-server-inet dns-address;

Hierarchy Level [edit access],
[edit access profile]

Release Information Statement introduced in Junos OS Release 12.3.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Description Configure an IPv4 address for a DNS name server. You can configure an address globally

for a routing instance at the [edit access] hierarchy level or for an access profile at the

[editaccessprofileprofile-name]hierarchy level. Youcanconfiguremore thanoneaddress

by including the statement multiple times.

NOTE: A DNS name server address configured with this statement is higher
in preference than one configuredwith thedomain-name-server statement.
That is, the server with the address configured with the
domain-name-server-inet takes precedence over a server configured with
the domain-name-server statement.

Options dns-address—IPv4 address of the DNS name server.

Required Privilege
Level

admin—To view this statement in the configuration

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring DNS Name Server Addresses for Subscriber Management on page 636

• DNS Name Server Address Overview on page 635
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domain-name-server-inet6 (Routing Instances and Access Profiles)

Syntax domain-name-server-inet6 dns-address;

Hierarchy Level [edit access],
[edit access profile]

Release Information Statement introduced in Junos OS Release 12.3.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Description Configure an IPv6 address for a DNS name server. You can configure an address globally

for a routing instance at the [edit access] hierarchy level or for an access profile at the

[editaccessprofileprofile-name]hierarchy level. Youcanconfiguremore thanoneaddress

by including the statement multiple times.

Options dns-address—IPv6 address of the DNS name server.

Required Privilege
Level

admin—To view this statement in the configuration

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring DNS Name Server Addresses for Subscriber Management on page 636

• DNS Name Server Address Overview on page 635
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downstream-rate (Traffic Shaping)

Syntax downstream-rate rate;

Hierarchy Level [edit dynamic-profiles profile-name interfaces $junos-interface-ifd-name unit
$junos-interface-unit advisory-options],

[edit dynamic-profiles profile-name interfaces interface-set $junos-interface-set-name
interface $junos-interface-ifd-name advisory-options],

[edit interfaces demux0 unit logical-unit-number advisory-options],
[edit interfaces interface-name unit logical-unit-number advisory-options]

Release Information Statement introduced in Junos OS Release 11.4.

Support at the [edit interfaces demux0 ...] hierarchy level introduced in JunosOSRelease

12.2.

Support at the [edit dynamic-profiles ...] hierarchy level introduced in Junos OS Release

13.1.

Description Specifya recommendedshaping rate tobeapplied todownstreamtrafficonan interface.

For ANCP interfaces, this configured rate is used as the default value for the Juniper VSA

Downstream-Calculated-Qos-Rate (26–141) when the router has not received and

processed the attributes from the access node.

For L2TP, the rate is configured on an underlying PPPoE logical interface for a subscriber

onanMXSeries router actingasaLAC.When the subscriber is tunneled, this rate, referred

to as speed for L2TP, is sent to the LNS in the ICCNmessage as AVP 24.

Options rate—Traffic rate in bits per second.

Range: 1000 through 4,294,967,295 bits per second

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Setting a Recommended Shaping Rate for Traffic on ANCP Interfaces on page 722

• Configuring the ANCP Agent on page 684

• Configuring the Method to Derive the LAC Connection Speeds Sent to the LNS
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draining (Diameter Applications)

Syntax draining;

Hierarchy Level [edit access pcrf partition partition-name],
[edit access ocs partition partition-name]

Release Information Statement introduced in Junos OS Release 16.2.

Description Configure the Policy and Charging Rule Function (PCRF) or Online Charging System

(OCS) partition to the draining state to make substantial configuration changes quickly.

To log out all subscribers quickly and immediately, issue the clear network-access pcrf

subscribers command.

After you set draining for either of the PCRF or OCS partitions, any new subscriber logins

are denied, and the time limit you set in the draining-response-timeout statement is used

instead of the logout-response-timeout time limit.

After the partition has drained, youmust issue the clear network-access pcrf or clear

network-accessocsstatistics command toclear out the respectivepartition’s subscribers

and wait for all of the subscribers to log out before you canmake configuration changes

and resume normal operations.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring the OCS Partition on page 816

• Configuring the PCRF Partition on page 820

• PolicyandChargingEnforcementFunctionOverviewforBroadbandWirelineSubscribers

on page 790

• Understanding Gx Interactions Between the Router and the PCRF on page 794

• Understanding Gy Interactions Between the Router and the OCS on page 802

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807
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draining-response-timeout (Diameter Applications)

Syntax draining-response-timeout seconds;

Hierarchy Level [edit access pcrf partition partition-name],
[edit access ocs partition partition-name]

Release Information Statement introduced in Junos OS Release 16.2.

Description Configure the amount of time in seconds before a PCRF or an Online Charging System

OCS partition responds and begins to drain. Configuring this statement is optional if you

set draining statement for either of the Policy and Charging Rule Function (PCRF) or

Online Charging System (OCS) partitions.

After you set draining for either of the PCRF or OCS partitions, any new subscriber logins

are denied, and the time limit you set in this statement is used instead of the

logout-response-timeout time limit.

Options seconds—Number of seconds to wait before the partition begins to drain.

Default: 400

Range: 0 through 86,400 seconds (24 hours)

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring the OCS Partition on page 816

• Configuring the PCRF Partition on page 820

• PolicyandChargingEnforcementFunctionOverviewforBroadbandWirelineSubscribers

on page 790

• Understanding Gx Interactions Between the Router and the PCRF on page 794

• Understanding Gy Interactions Between the Router and the OCS on page 802

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807
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drop (DHCP Relay Agent Option)

Syntax drop;

Hierarchy Level [edit forwarding-options dhcp-relay relay-option (default-action | equals | starts-with)],
[edit forwarding-options dhcp-relay dhcpv6 relay-option (default-action | equals |
starts-with)],

[edit forwarding-optionsdhcp-relaygroupgroup-name relay-option(default-action |equals
| starts-with)],

[edit forwarding-optionsdhcp-relaydhcpv6groupgroup-name relay-option (default-action
| equals | starts-with)],

[edit logical-systems logical-system-name forwarding-options dhcp-relay ...],
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay ...],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay ...]

Release Information Statement introduced in Junos OS Release 12.3.

Description Drop (discard) specified DHCP client packets when you use DHCP relay agent selective

processing. You can configure the drop operation globally or for a group of interfaces,

and for either DHCP or DHCPv6 relay agent.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• UsingDHCPOption Information toSelectivelyProcessDHCPClientTraffic onpage380
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dual-stack (DHCP Relay Agent Overrides)

Syntax dual-stack dual-stack-group-name;

Hierarchy Level [edit forwarding-options dhcp-relay overrides],
[edit forwarding-options dhcp-relay dhcpv6 overrides],
[edit forwarding-options dhcp-relay dhcpv6 group group-name overrides],
[edit forwarding-options dhcp-relay dhcpv6 group group-name interface interface-name
overrides],

[edit forwarding-options dhcp-relay group group-name overrides],
[edit forwarding-options dhcp-relay group group-name interface interface-name overrides],
[edit logical-systems logical-system-name forwarding-options dhcp-relay ...],
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay ...],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay ...]

Release Information Statement introduced in Junos OS Release 15.1.

Description Assigns the specified dual-stack group to both legs (DHCP and DHCPv6) of the DHCP

dual stack. The dual-stack group defines the common configuration settings for DHCP

and DHCPv6 subscribers on both legs. These settings take precedence over all other

configurations, such as those specified in global, group, or interface settings.

Options dual-stack-group-name—Name of the globally configured dual-stack group.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement in the configuration.

Related
Documentation

• Single-Session DHCP Dual-Stack Overview on page 452

• Configuring Single-Session DHCP Dual-Stack Support on page 456
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dual-stack-group (DHCP Local Server)

Syntax dual-stack-group name {
access-profile access-profile;
authentication {
password password;
username-include {
circuit-type circuit-type;
delimiter delimiter;
domain-name domain-name;
interface-description (device | logical);
interface-name interface-name;
logical-system-name logical-system-name;
mac-addressmac-address;
relay-agent-interface-id relay-agent-interface-id;
relay-agent-remote-id relay-agent-remote-id;
routing-instance-name routing-instance-name;
user-prefix user-prefix;

}
}
classification-key {
circuit-id circuit-id;
mac-addressmac-address;
remote-id remote-id;

}
dual-stack-interface-client-limit dual-stack-interface-client-limit;
dynamic-profile (aggregate-clients (merge | replace) | use-primary use-primary)
dynamic-profile;

liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;

}
}

}
on-demand-address-allocation;
protocol-master (inet | inet6);
service-profile service-profile;

}

Hierarchy Level [edit logical-systems name routing-instances name system services dhcp-local-server],
[edit logical-systems name system services dhcp-local-server],
[edit routing-instances name system services dhcp-local-server],
[edit system services dhcp-local-server]

Release Information Statement introduced in Junos OS Release 17.3.

Description Specifies commonconfiguration settings thatareused forboth legs (DHCPandDHCPv6)

of the DHCP local server dual-stack, and names the dual-stack group.
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Whenapplied, thedual-stackconfiguration takesprecedenceoverall other configurations,

such as those specified in global, group, or interface settings.

Options name—Dual stack group name.

access-profile—Access profile to be used for DHCP.

dual-stack-interface-client-limit—Limit the number of client allowed on an interface.

Range: 1-500,000

on-demand-address-allocation—Allocate addresses on demand.

protocol-master—Select family as protocol master.

Values:

• inet—INET family has protocol master behavior.

• inet6—INET6 family has protocol master behavior.

service-profile—Dynamic profile to use for default service activation.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement in the configuration.

Related
Documentation

• Single-Session DHCP Local Server Dual-Stack Overview on page 454

• DHCP Liveness Detection Using ARP and Neighbor Discovery Packets
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dual-stack-group (DHCP Relay Agent)

Syntax dual-stack-group dual-stack-group-name {
access-profile profile-name;
authentication {
password password-string;
username-include {
circuit-type;
client-id;
delimiter delimiter-character;
domain-name domain-name-string;
interface-description (device-interface | logical-interface);
interface-name;
logical-system-name;
mac-address;
relay-agent-interface-id;
relay-agent-remote-id;
relay-agent-subscriber-id;
routing-instance-name;
user-prefix user-prefix-string;

}
}
classification-key {
circuit-id circuit-id;
mac-addressmac-address;
remote-id remote-id;

}
dual-stack-interface-client-limit;
dynamic-profile profile-name {
aggregate-clients (merge | replace);
use-primary primary-profile-name;

}
protocol-master;
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;

}
}

}
relay-agent-interface-id {
include-irb-and-l2;
keep-incoming-interface-id;
no-vlan-interface-name;
prefix prefix;
use-interface-description (logical | device);
use-option-82;

}
relay-agent-remote-id {
include-irb-and-l2;
keep-incoming-interface-id;
no-vlan-interface-name;
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prefix prefix;
use-interface-description (logical | device);
use-option-82 <strict>;

}
service-profile dynamic-proflle-name;

}

Hierarchy Level [edit forwarding-options dhcp-relay],
[edit logical-systems logical-system-name forwarding-options dhcp-relay],
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay]

Release Information Statement introduced in Junos OS Release 15.1.

Description Specifies commonconfiguration settings thatareused forboth legs (DHCPandDHCPv6)

of the DHCP dual stack, and names the dual stack group.

The group is assigned to each leg of theDHCPdual-stackwith thedual-stack statement
in the overrides stanza. When applied, the dual-stack configuration takes precedence

over all other configurations, suchas those specified in global, group, or interface settings.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement in the configuration.

Related
Documentation

• Single-Session DHCP Dual-Stack Overview on page 452

• Configuring Single-Session DHCP Dual-Stack Support on page 456

• DHCP Liveness Detection Using ARP and Neighbor Discovery Packets
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dual-stack-interface-client-limit (DHCP Local Server)

Syntax dual-stack-interface-client-limit dual-stack-interface-client-limit;

Hierarchy Level [edit logical-systems name routing-instances name system services dhcp-local-server
dual-stack-group ],

[edit logical-systems name system services dhcp-local-server dual-stack-group ],
[edit routing-instances name system services dhcp-local-server dual-stack-group ],
[edit system services dhcp dhcp-local-server dual-stack-group ]

Release Information Statement introduced in Junos OS Release 17.3.

Description Limit the number of client allowed on an interface.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Single-Session DHCP Local Server Dual-Stack Overview on page 454

• Single-Session DHCP Dual-Stack Overview on page 452
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dual-stack-interface-client-limit (DHCP Relay Agent)

Syntax dual-stack-interface-client-limit dual-stack-interface-client-limit;

Hierarchy Level [edit bridge-domains name forwarding-options dhcp-relay dhcpv6 group name
dual-stack-group dual-stack-group-name ],

[edit bridge-domains name forwarding-options dhcp-relay dual-stack-group
dual-stack-group-name ],

[edit forwarding-options dhcp-relay dhcpv6 group name dual-stack-group
dual-stack-group-name ],

[edit forwarding-options dhcp-relay dual-stack-group dual-stack-group-name ],
[edit logical-systems name bridge-domains name forwarding-options dhcp-relay dhcpv6
group name dual-stack-group dual-stack-group-name ],

[edit logical-systems name bridge-domains name forwarding-options dhcp-relay
dual-stack-group dual-stack-group-name ],

[edit logical-systems name forwarding-options dhcp-relay dhcpv6 group name
dual-stack-group dual-stack-group-name ],

[edit logical-systems name forwarding-options dhcp-relay dual-stack-group
dual-stack-group-name ],

[edit logical-systemsname routing-instancesnamebridge-domainsname forwarding-options
dhcp-relay dhcpv6 group name dual-stack-group dual-stack-group-name ],

[edit logical-systemsname routing-instancesnamebridge-domainsname forwarding-options
dhcp-relay dual-stack-group dual-stack-group-name ],

[edit logical-systems name routing-instances name forwarding-options dhcp-relay dhcpv6
group name dual-stack-group dual-stack-group-name ],

[edit logical-systems name routing-instances name forwarding-options dhcp-relay
dual-stack-group dual-stack-group-name ],

[edit logical-systems name routing-instances name system services dhcp-local-server
dual-stack-group dual-stack-group-name ],

[edit logical-systemsname routing-instancesnamevlansname forwarding-optionsdhcp-relay
dhcpv6 group name ddual-stack-group dual-stack-group-name ],

[edit logical-systemsname routing-instancesnamevlansname forwarding-optionsdhcp-relay
dual-stack-group dual-stack-group-name ],

[edit logical-systems name system services dhcp-local-server dual-stack-group
dual-stack-group-name ],

[edit logical-systems name vlans name forwarding-options dhcp-relay dhcpv6 group name
dual-stack-group dual-stack-group-name ],

[edit logical-systems name vlans name forwarding-options dhcp-relay dual-stack-group
dual-stack-group-name ],

[edit routing-instances name bridge-domains name forwarding-options dhcp-relay dhcpv6
group name dual-stack-group dual-stack-group-name ],

[edit routing-instances name bridge-domains name forwarding-options dhcp-relay
dual-stack-group dual-stack-group-name ],

[edit routing-instances name forwarding-options dhcp-relay dhcpv6 group name
dual-stack-group ],

[edit routing-instances name forwarding-options dhcp-relay dual-stack-group
dual-stack-group-name ],

[edit routing-instances name system services dhcp-local-server dual-stack-group
dual-stack-group-name ],

[edit routing-instancesnamevlansname forwarding-optionsdhcp-relaydhcpv6groupname
dual-stack-group dual-stack-group-name ],

[edit routing-instances name vlans name forwarding-options dhcp-relay dual-stack-group
dual-stack-group-name ],

[edit system services dhcp dhcp-local-server dual-stack-group dual-stack-group-name ],
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[edit vlans name forwarding-options dhcp-relay dhcpv6 group name dual-stack-group
dual-stack-group-name ],

[edit vlans name forwarding-options dhcp-relay dual-stack-group dual-stack-group-name
]

Release Information Statement introduced in Junos OS Release 17.3.

Description Limit the number of client allowed on an interface.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Single-Session DHCP Local Server Dual-Stack Overview on page 454

• Single-Session DHCP Dual-Stack Overview on page 452

duplication (Access Profile)

Syntax duplication;

Hierarchy Level [edit access profile profile-name accounting]

Release Information Statement introduced in Junos OS Release 11.4.

Description Configure the router to send accounting reports to both the RADIUS accounting server

configured in the access profile for the wholesaler and the RADIUS accounting server

configured in the access profile for the retailer.

Default The router sends accounting reports to the accounting servers that are in the context in

which the subscriber is authenticated.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Authentication and Accounting Parameters for Subscriber Access on

page 94

• Understanding RADIUS Accounting Duplicate Reporting on page 109
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duplication-filter (Access Profile)

Syntax duplication-filter (interim-duplicated | interim-original) <exclude-attributes>;

Hierarchy Level [edit access profile profile-name accounting]

Release Information Statement introduced in Junos OS Release 16.1.

Description Configure which accounting servers receive accounting messages when RADIUS

duplication accounting is configured in the access profile.

Options exclude-attributes—(Optional) Filter RADIUS attributes from duplicated accounting

interimmessagesbasedon theexclude statement configuration in thecorresponding

duplication access profile. You can configure exclude-attributes alone, or with

interim-duplicated or interim-original.

interim-duplicated—Do not send accounting interimmessages to RADIUS accounting

servers that are in a duplication context other than the subscriber’s access profile.

interim-original—Donotsendaccounting interimmessages toRADIUSaccountingservers

that are in the subscriber’s access profile.

NOTE: The interim-duplicated and interim-original filters are mutually

exclusive.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Authentication and Accounting Parameters for Subscriber Access on

page 94

• Understanding RADIUS Accounting Duplicate Reporting on page 109

• Configuring Duplication Filters for RADIUS Accounting Duplicate Reporting on page 111

• Configuring Per-Subscriber Session Accounting on page 116
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duplication-vrf (Duplicate Accounting)

Syntax duplication-vrf {
access-profile-name profile-name;
vrf-name vrf-name;

}

Hierarchy Level [edit access profile profile-name accounting]

Release Information Statement introduced in JunosOSRelease 12.3R3 and supported in later 12.3Rx releases.

Statement supported in Junos OS Release 13.2 and later releases. (Not supported in

Junos OS Release 13.1.)

Description Configure the router to sendduplicate accounting information to theRADIUSaccounting

servers defined in up to five access profiles all in the same nondefault VRF (LS:RI

combination).

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Understanding RADIUS Accounting Duplicate Reporting on page 109

• Configuring Authentication and Accounting Parameters for Subscriber Access on

page 94
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dynamic-profile (DHCP Local Server)

Syntax dynamic-profile profile-name {
aggregate-clients (merge | replace);
use-primary primary-profile-name;

}

Hierarchy Level [edit system services dhcp-local-server],
[edit system services dhcp-local-server dual-stack-group dual-stack-group-name],
[edit system services dhcp-local-server dhcpv6],
[edit system services dhcp-local-server dhcpv6 group group-name],
[edit systemservicesdhcp-local-serverdhcpv6groupgroup-name interface interface-name],
[edit system services dhcp-local-server group group-name],
[edit system services dhcp-local-server group group-name interface interface-name],
[edit logical-systems logical-system-name system services dhcp-local-server ...],
[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server ...],

[edit routing-instances routing-instance-name system services dhcp-local-server ...]

Release Information Statement introduced in Junos OS Release 9.2.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Options aggregate-clients and use-primary introduced in Junos OS Release 9.3.

Support at the [edit ... interface] hierarchy levels introduced in Junos OS Release 11.2.

Description Specify thedynamicprofile that is attached toall interfaces, anamedgroupof interfaces,

or a specific interface.

Options profile-name—Name of the dynamic profile.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Attaching Dynamic Profiles to DHCP Subscriber Interfaces or DHCP Client Interfaces

• Configuring a Default Subscriber Service on page 272
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dynamic-profile (DHCP Relay Agent)

Syntax dynamic-profile profile-name {
aggregate-clients (merge | replace);
use-primary primary-profile-name;

}

Hierarchy Level [edit forwarding-options dhcp-relay],
[edit forwarding-options dhcp-relay dhcpv6],
[edit forwarding-options dhcp-relay dhcpv6 group group-name],
[edit forwarding-options dhcp-relay dhcpv6 group group-name interface interface-name],
[edit forwarding-options dhcp-relay dual-stack-group dual-stack-group-name],
[edit forwarding-options dhcp-relay group group-name],
[edit forwarding-options dhcp-relay group group-name interface interface-name],
[edit logical-systems logical-system-name forwarding-options dhcp-relay ...],
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay ...],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay ...]

Release Information Statement introduced in Junos OS Release 9.2.

Support at the [edit ... dhcpv6] hierarchy levels introduced in Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.1 for EX Series switches.

Support at the [edit ... dual-stack-groupdual-stack-group-name]hierarchy level introduced

in Junos OS Release 15.1.

Description Specify the dynamic profile that is attached to all interfaces, to a named group of

interfaces, or to a specific interface.

M120 and M320 routers do not support DHCPv6.

Options profile-name—Name of the dynamic profile.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• dhcp-relay on page 1082

• Attaching Dynamic Profiles to DHCP Subscriber Interfaces or DHCP Client Interfaces

• Grouping Interfaces with Common DHCP Configurations on page 311

• Configuring a Default Subscriber Service on page 272
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dynamic-profile (DomainMap)

Syntax dynamic-profile profile-name;

Hierarchy Level [edit access domainmap domain-map-name]

Release Information Statement introduced in Junos OS Release 10.4.

Description Dynamic profile that is used for subscriber sessions associated with the domain map.

Options profile-name—Name of dynamic profile.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Specifying a Dynamic Profile in a Domain Map on page 192
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dynamic-profile (Static Subscribers)

Syntax dynamic-profile profile-name {
aggregate-clients (merge | replace);

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instances-namesystem
services static-subscribers],

[edit logical-systems logical-system-name routing-instances routing-instances-namesystem
services static-subscribers group group-name],

[edit logical-systems logical-system-name system services static-subscribers],
[edit logical-systems logical-system-name system services static-subscribers group
group-name],

[edit routing-instances routing-instances-name system services static-subscribers],
[edit routing-instances routing-instances-name system services static-subscribers group
group-name],

[edit system services static-subscribers],
[edit system services static-subscribers group group-name]

Release Information Statement introduced in Junos OS Release 9.6.

Description Specify the dynamic client profile that is instantiated at login and de-instantiated at

logout for all static subscribers on interfaces configured at the [edit system services

static-subscribers interface]hierarchy level or for thestatic subscribers inaspecific group.

The group version of the statement takes precedence over the global version.

NOTE: Do not specify a dynamic profile that creates a dynamic interface.

Default By default, the junos-default-profile is used when you do not specify a global dynamic

profile with this statement.

Options profile-name—Name of the dynamic client profile profile.

The remaining statement is explained separately. See CLI Explorer.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Configuring Subscribers over Static Interfaces on page 846

• Specifying the Static Subscriber Global Dynamic Profile on page 851

• Specifying the Static Subscriber Group Dynamic Profile on page 856
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dynamic-profiles

Syntax dynamic-profiles {
profile-name {
class-of-service {
interfaces {
interface-name ;
}
unit logical-unit-number {
classifiers {
type (classifier-name | default);

}
output-traffic-control-profile (profile-name | $junos-cos-traffic-control-profile);
report-ingress-shaping-rate bps;
rewrite-rules {
dscp (rewrite-name | default);
dscp-ipv6 (rewrite-name | default);
ieee-802.1 (rewrite-name | default) vlan-tag (outer | outer-and-inner);
inet-precedence (rewrite-name | default);
}

}
}

}
scheduler-maps {
map-name {
forwarding-class class-name scheduler scheduler-name;

}
}
schedulers {
(scheduler-name) {
buffer-size (seconds | percent percentage | remainder | temporalmicroseconds);
drop-profile-map loss-priority (any | low | medium-low | medium-high | high)
protocol (any | non-tcp | tcp) drop-profile profile-name;

excess-priority (low | high | $junos-cos-scheduler-excess-priority);
excess-rate (percent percentage | percent $junos-cos-scheduler-excess-rate);
overhead-accounting (shaping-mode) <bytes (byte-value>;
priority priority-level;
shaping-rate (rate | predefined-variable);
transmit-rate (percent percentage | rate | remainder) <exact | rate-limit>;

}
}
traffic-control-profiles profile-name {
delay-buffer-rate (percent percentage | rate | $junos-cos-delay-buffer-rate);
excess-rate (percentpercentage | proportionvalue | percent$junos-cos-excess-rate);
guaranteed-rate (percent percentage | rate | $junos-cos-guaranteed-rate);
overhead-accounting (shaping-mode) <bytes (byte-value>;
scheduler-mapmap-name;
shaping-rate (rate | predefined-variable);

}
}
firewall {
family family {
fast-update-filter filter-name {
interface-specific;
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match-order [match-order];
term term-name {
from {
match-conditions;

}
then {
action;
action-modifiers;

}
only-at-create;

}
}
filter filter-name {
enhanced-mode-override;
fast-lookup-filter;
instance-shared;
interface-shared;

interface-specific;
term term-name {
from {
match-conditions;

}
then {
action;
action-modifiers;

}
only-at-create;

filter filter-name {
interface-specific;
term term-name {
from {
match-conditions;

}
then {
action;
action-modifiers;

}
}

policer policer-name {
filter-specific;
if-exceeding {
(bandwidth-limit bps | bandwidth-percent percentage);
burst-size-limit bytes;

}
logical-bandwidth-policer;
logical-interface-policer;
physical-interface-policer;
then {
policer-action;

}
}
hierarchical-policer uid {
aggregate {
if-exceeding {
bandwidth-limit-limit bps;
burst-size-limit bytes;
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}
then {
policer-action;

}
}
premium {
if-exceeding {
bandwidth-limit bps;
burst-size-limit bytes;

}
then {
policer-action;

}
}

}
policer uid {
filter-specific;
if-exceeding {
(bandwidth-limit bps | bandwidth-percent percentage);
burst-size-limit bytes;

}
logical-bandwidth-policer;
logical-interface-policer;
physical-interface-policer;
then {
policer-action;

}
}
three-color-policer uid {
action {
loss-priority high then discard;

}
logical-interface-policer;
single-rate {
(color-aware | color-blind);
committed-burst-size bytes;
committed-information-rate bps;
excess-burst-size bytes;

}
two-rate {
(color-aware | color-blind);
committed-burst-size bytes;
committed-information-rate bps;
peak-burst-size bytes;
peak-information-rate bps;
}

}
}

}
interfaces interface-name {
interface-set interface-set-name {
interface interface-name {
unit logical unit number {
advisory-options {
downstream-rate rate;
upstream-rate rate;
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}
}

}
}
unit logical-unit-number {
actual-transit-statistics;
auto-configure {
agent-circuit-identifier {
dynamic-profile profile-name;

}
line-identity {
include {
accept-no-ids;
circuit-id;
remote-id;

}
dynamic-profile profile-name;

}
}
encapsulation (atm-ccc-cell-relay | atm-ccc-vc-mux | atm-cisco-nlpid |
atm-tcc-vc-mux | atm-mlppp-llc | atm-nlpid | atm-ppp-llc | atm-ppp-vc-mux |
atm-snap | atm-tcc-snap | atm-vc-mux | ether-over-atm-llc |
ether-vpls-over-atm-llc | ether-vpls-over-fr | ether-vpls-over-ppp | ethernet |
frame-relay-ccc | frame-relay-ppp | frame-relay-tcc | frame-relay-ether-type |
frame-relay-ether-type-tcc | multilink-frame-relay-end-to-end | multilink-ppp |
ppp-over-ether |ppp-over-ether-over-atm-llc | vlan-bridge | vlan-ccc | vlan-vci-ccc
| vlan-tcc | vlan-vpls);

family family {
address address;
filter {
adf {
counter;
input-precedence precedence;
not-mandatory;
output-precedence precedence;
rule rule-value;

}
input filter-name (
precedence precedence;
shared-name filter-shared-name;

}
output filter-name {
precedence precedence;
shared-name filter-shared-name;

}
}
rpf-check {
fail-filter filter-name;
mode loose;

}
service {
input {
service-set service-set-name {
service-filter filter-name;

}
post-service-filter filter-name;
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}
input-vlan-map {
inner-tag-protocol-id tpid;
inner-vlan-id number;
(push | swap);
tag-protocol-id tpid;
vlan-id number;

}
output {
service-set service-set-name {
service-filter filter-name;

}
}
output-vlan-map {
inner-tag-protocol-id tpid;
inner-vlan-id number;
(pop | swap);
tag-protocol-id tpid;
vlan-id number;

}
pcef pcef-profile-name {
activate rule-name | activate-all;

}
}
unnumbered-address interface-name <preferred-source-address address>;

}
filter {
input filter-name (
shared-name filter-shared-name;

}
output filter-name {
shared-name filter-shared-name;

}
}
host-prefix-only;
ppp-options {
chap;
pap;

}
vlan-id number;
vlan-tags outer [tpid].vlan-id [inner [tpid].vlan-id];

}
}
interfaces {
demux0 {...}

}
interfaces {
pp0 {...}

}
policy-options {
prefix-list uid {
ip-addresses;
dynamic-db;

}
}
predefined-variable-defaults predefined-variable <variable-option> default-value;
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protocols {
igmp {
interface interface-name {
accounting;
disable;
group-limit limit;
group-policy;
group-threshold value;
immediate-leave
log-interval seconds;
no-accounting;
oif-map;
passive;
promiscuous-mode;
ssm-map ssm-map-name;
ssm-map-policy ssm-map-policy-name
static {
group group {
source source;

}
}
version version;

}
}
mld {
interface interface-name {
(accounting | no-accounting);
disable;
group-limit limit;
group-policy;
group-threshold value;
immediate-leave;
log-interval seconds;
oif-map;
passive;
ssm-map ssm-map-name;
ssm-map-policy ssm-map-policy-name;
static {
groupmulticast-group-address {
exclude;
group-count number;
group-increment increment;
source ip-address {
source-count number;
source-increment increment;

}
}

}
version version;

}
}
router-advertisement {
interface interface-name {
current-hop-limit number;
default-lifetime seconds;
(managed-configuration | no-managed-configuration);
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max-advertisement-interval seconds;
min-advertisement-interval seconds;
(other-stateful-configuration | no-other-stateful-configuration);
prefix prefix;
reachable-timemilliseconds;
retransmit-timermilliseconds;

}
}

}
routing-instances routing-instance-name {
interface interface-name;
routing-options {
access {
route prefix {
next-hop next-hop;
metric route-cost;
preference route-distance;
tag route-tag;

}
}
access-internal {
route subscriber-ip-address {
qualified-next-hop underlying-interface {
mac-address address;

}
}

}
multicast {
interface interface-name {
no-qos-adjust;

}
}

}
rib routing-table-name {
access {
route prefix {
next-hop next-hop;
metric route-cost;
preference route-distance;
tag route-tag;

}
}
access-internal {
route subscriber-ip-address {
qualified-next-hop underlying-interface {
mac-address address;

}
}

}
}

}
routing-options {
access {
route prefix {
next-hop next-hop;
metric route-cost;
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preference route-distance;
tag route-tag;

}
}
access-internal {
route subscriber-ip-address {
qualified-next-hop underlying-interface {
mac-address address;

}
}

}
multicast {
interface interface-name {
no-qos-adjust;

}
}

}
services {
captive-portal-content-delivery {
rule name {
match-direction (input | input-output | output);
term name {
from {
applications application-name {
application-protocol type;
destination-port port-type;
protocol ip-protocol-type;
source-port port-type;

}
destination-address name <except>;
destination-address-range lowminimum-valuehighmaximum-value<except>;
destination-prefix-list name <except>;

}
then {
accept;
redirect url;
rewrite destination-address address <destination-port port-number>;
syslog;

}
}

}
}

}
variables {
variable-name {
default-value default-value;
equals expression;
mandatory;
uid;
uid-reference;

}
}

}
}
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Hierarchy Level [edit]

Release Information Statement introduced in Junos OS Release 9.2.

Support at the filter, policer, hierarchical-policer, three-color-policer, and policy options

hierarchy levels introduced in Junos OS Release 11.4.

Description Create dynamic profiles for use with DHCP or PPP client access.

Options profile-name—Name of the dynamic profile; string of up to 80 alphanumeric characters.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Basic Dynamic Profile

• Configuring Dynamic VLANs Based on Agent Circuit Identifier Information

• Dynamic Profiles Overview

enable

Syntax enable service-name {
concurrent-data-sessionsmax-session-number;

}

Hierarchy Level [edit services service-set services-set-name subscriber-profile profile-name]

Release Information Statement introduced in Junos OS Release 11.4.

Description Enable the service name for the subscriber profile.

Options service-name—Name of the enabled service.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.
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enable (Enhanced Subscriber Management)

Syntax enable;

Hierarchy Level [edit system services subscriber-management]

Release Information Statement introduced in Junos OS Release 15.1R3 on MX Series routers for enhanced

subscriber management.

Description Enable the JunosOSenhancedsubscribermanagement softwarearchitecture to support

configuration of dynamic interfaces and services for subscriber management. To use

dynamicprofilesandauthentication tocreateandmanagedynamic subscriber interfaces

and services, youmust enable enhanced subscribermanagement and reboot the router.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring Junos OS Enhanced Subscriber Management on page 611

• Junos OS Enhanced Subscriber Management Overview on page 609
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equals (DHCP Relay Agent)

Syntax equals {
ascii name {
drop drop;
forward-only forward-only;
local-server-group local-server-group;

}
hexadecimal name {
drop drop;
forward-only forward-only;
local-server-group local-server-group;

}
}

Hierarchy Level [edit bridge-domains name forwarding-options dhcp-relay group name relay-option],
[edit bridge-domains name forwarding-options dhcp-relay group name relay-option
option-60],

[edit bridge-domains name forwarding-options dhcp-relay group name relay-option
option-77],

[edit bridge-domains name forwarding-options dhcp-relay relay-option],
[edit bridge-domains name forwarding-options dhcp-relay relay-option option-60],
[edit bridge-domains name forwarding-options dhcp-relay relay-option option-77],
[edit forwarding-options dhcp-relay group name relay-option],
[edit forwarding-options dhcp-relay group name relay-option option-60],
[edit forwarding-options dhcp-relay group name relay-option option-77],
[edit forwarding-options dhcp-relay relay-option],
[edit forwarding-options dhcp-relay relay-option option-60],
[edit forwarding-options dhcp-relay relay-option option-77],
[edit logical-systems name bridge-domains name forwarding-options dhcp-relay group
name relay-option],

[edit logical-systems name bridge-domains name forwarding-options dhcp-relay group
name relay-option option-60],

[edit logical-systems name bridge-domains name forwarding-options dhcp-relay group
name relay-option option-77],

[edit logical-systems name bridge-domains name forwarding-options dhcp-relay
relay-option],

[edit logical-systemsnamebridge-domainsname forwarding-optionsdhcp-relay relay-option
option-60],

[edit logical-systemsnamebridge-domainsname forwarding-optionsdhcp-relay relay-option
option-77],

[edit logical-systems name forwarding-options dhcp-relay group name relay-option],
[edit logical-systems name forwarding-options dhcp-relay group name relay-option
option-60],

[edit logical-systems name forwarding-options dhcp-relay group name relay-option
option-77],

[edit logical-systems name forwarding-options dhcp-relay relay-option],
[edit logical-systems name forwarding-options dhcp-relay relay-option option-60],
[edit logical-systems name forwarding-options dhcp-relay relay-option option-77],
[edit logical-systemsname routing-instancesnamebridge-domainsname forwarding-options
dhcp-relay group name relay-option],

[edit logical-systemsname routing-instancesnamebridge-domainsname forwarding-options
dhcp-relay group name relay-option option-60],
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[edit logical-systemsname routing-instancesnamebridge-domainsname forwarding-options
dhcp-relay group name relay-option option-77],

[edit logical-systemsname routing-instancesnamebridge-domainsname forwarding-options
dhcp-relay relay-option],

[edit logical-systemsname routing-instancesnamebridge-domainsname forwarding-options
dhcp-relay relay-option option-60],

[edit logical-systemsname routing-instancesnamebridge-domainsname forwarding-options
dhcp-relay relay-option option-77],

[edit logical-systems name routing-instances name forwarding-options dhcp-relay group
name relay-option],

[edit logical-systems name routing-instances name forwarding-options dhcp-relay group
name relay-option option-60],

[edit logical-systems name routing-instances name forwarding-options dhcp-relay group
name relay-option option-77],

[edit logical-systems name routing-instances name forwarding-options dhcp-relay
relay-option],

[edit logical-systems name routing-instances name forwarding-options dhcp-relay
relay-option option-60],

[edit logical-systems name routing-instances name forwarding-options dhcp-relay
relay-option option-77],

[edit logical-systemsname routing-instancesnamevlansname forwarding-optionsdhcp-relay
group name relay-option],

[edit logical-systemsname routing-instancesnamevlansname forwarding-optionsdhcp-relay
group name relay-option option-60],

[edit logical-systemsname routing-instancesnamevlansname forwarding-optionsdhcp-relay
group name relay-option option-77],

[edit logical-systemsname routing-instancesnamevlansname forwarding-optionsdhcp-relay
relay-option],

[edit logical-systemsname routing-instancesnamevlansname forwarding-optionsdhcp-relay
relay-option option-60],

[edit logical-systemsname routing-instancesnamevlansname forwarding-optionsdhcp-relay
relay-option option-77],

[edit logical-systems name vlans name forwarding-options dhcp-relay group name
relay-option],

[edit logical-systems name vlans name forwarding-options dhcp-relay group name
relay-option option-60],

[edit logical-systems name vlans name forwarding-options dhcp-relay group name
relay-option option-77],

[edit logical-systems name vlans name forwarding-options dhcp-relay relay-option],
[edit logical-systems name vlans name forwarding-options dhcp-relay relay-option
option-60],

[edit logical-systemsnamevlansname forwarding-optionsdhcp-relay relay-optionoption-77],
[edit routing-instances name bridge-domains name forwarding-options dhcp-relay group
name relay-option],

[edit routing-instances name bridge-domains name forwarding-options dhcp-relay group
name relay-option option-60],

[edit routing-instances name bridge-domains name forwarding-options dhcp-relay group
name relay-option option-77],

[edit routing-instances name bridge-domains name forwarding-options dhcp-relay
relay-option],

[edit routing-instances name bridge-domains name forwarding-options dhcp-relay
relay-option option-60],

[edit routing-instances name bridge-domains name forwarding-options dhcp-relay
relay-option option-77],

[edit routing-instances name forwarding-options dhcp-relay group name relay-option],
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[edit routing-instances name forwarding-options dhcp-relay group name relay-option
option-60],

[edit routing-instances name forwarding-options dhcp-relay group name relay-option
option-77],

[edit routing-instances name forwarding-options dhcp-relay relay-option],
[edit routing-instances name forwarding-options dhcp-relay relay-option option-60],
[edit routing-instances name forwarding-options dhcp-relay relay-option option-77],
[edit routing-instances name vlans name forwarding-options dhcp-relay group name
relay-option],

[edit routing-instances name vlans name forwarding-options dhcp-relay group name
relay-option option-60],

[edit routing-instances name vlans name forwarding-options dhcp-relay group name
relay-option option-77],

[edit routing-instances name vlans name forwarding-options dhcp-relay relay-option],
[edit routing-instances name vlans name forwarding-options dhcp-relay relay-option
option-60],

[edit routing-instances name vlans name forwarding-options dhcp-relay relay-option
option-77],

[edit vlans name forwarding-options dhcp-relay group name relay-option],
[edit vlans name forwarding-options dhcp-relay group name relay-option option-60],
[edit vlans name forwarding-options dhcp-relay group name relay-option option-77],
[edit vlans name forwarding-options dhcp-relay relay-option],
[edit vlans name forwarding-options dhcp-relay relay-option option-60],
[edit vlans name forwarding-options dhcp-relay relay-option option-77]

Release Information Statement introduced in Junos OS Release 12.3.

Statement updated in Junos OS Release 17.4.

Description Configure the exact match criteria used with the DHCP relay agent selective processing

feature.DHCP relayagent compares theconfiguredmatchstringwith theoption-specific

string received in DHCP client packets. If there is an exact left-to-right match, DHCP

performs the action you define for the match criteria.

You can configure an unlimited number of match strings. Match strings do not support

wildcard attributes.

The local-server-group option is not supported for DHCPv6 relay agent.

Options ascii-string—ASCII string of 1 through 255 alphanumeric characters.

hexadecimal-string—Hexadecimal string of 1 through 255 hexadecimal characters (0
through 9, a through f, A through F).

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• UsingDHCPOption Information toSelectivelyProcessDHCPClientTraffic onpage380

• DHCPv4 and DHCPv6 Forward-Only Action for Relay Traffic with Unknown DHCP

Server Address on page 103
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ethernet-port-type-virtual

Syntax ethernet-port-type-virtual;

Hierarchy Level [edit access profile profile-name radius options]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 9.1 for EX Series switches.

Description Specify thephysical port type the router or switchuses toauthenticate clients. The router

or switch passes a port type of ethernet in RADIUS attribute 61 (NAS-Port-Type) by

default. This statement specifies a port type of virtual.

NOTE: This statement takes precedence over the nas-port-type statement

if you include both statements in the same access profile.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS Server Options for Subscriber Access on page 135

• Configuring RADIUS Server Parameters for Subscriber Access on page 134

exceed-action

Syntax exceed-action {
drop;
syslog;

}

Hierarchy Level [edit services service-set services-set-name subscriber-profile profile-name
max-data-sessions-per-subscriber]

Release Information Statement introduced in Junos OS Release 11.4.

Description Specify the action if the maximum data sessions per subscriber exceed themaximum

limit. Youmust also specify the drop rate of the packets for drop and system log details

for syslog.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.
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exclude (JSRC Attributes)

Syntax exclude {
user-name [ authorization-request | provisioning-request ];

}

Hierarchy Level [edit access profile profile-name jsrc attributes]

Release Information Statement introduced in Junos OS Release 14.2.

Description Configure the router toexclude the specifiedattribute-valuepair (AVP) fromthespecified

Diameter message for JSRC.

Options • user-name—User-Name AVP (1). Diameter AVP name and number.

• authorization-request—address-authorization request inAARmessagesent fromJSRC

to the SAE.

• provisioning-request—provisioning-request inAARmessagesent fromJSRCto theSAE.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Excluding AVPs from Diameter Messages for JSRC on page 837

• Understanding JSRC-SAE Interactions on page 831
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exclude (RADIUS)

Syntax exclude {
acc-aggr-cir-id-asc [ access-request | accounting-start | accounting-stop ];
acc-aggr-cir-id-bin [ access-request | accounting-start | accounting-stop ];
acc-loop-cir-id [ access-request | accounting-start | accounting-stop ];
acc-loop-encap [ access-request | accounting-on | accounting-off | accounting-start |
accounting-stop ];

acc-loop-remote-id [ access-request | accounting-on | accounting-off | accounting-start
| accounting-stop ];

accounting-authentic [ accounting-on | accounting-off ];
accounting-delay-time [ accounting-on | accounting-off ];
accounting-session-id [access-request | accounting-on |accounting-off | accounting-stop
];

accounting-terminate-cause [ accounting-off ];
acct-tunnel-connection [ access-request | accounting-start | accounting-stop ];
act-data-rate-dn [ access-request | accounting-start | accounting-stop ];
act-data-rate-up [ access-request | accounting-start | accounting-stop ];
act-interlv-delay-dn [ access-request | accounting-start | accounting-stop ];
act-interlv-delay-up [ access-request | accounting-start | accounting-stop ];
att-data-rate-dn [ access-request | accounting-start | accounting-stop ];
att-data-rate-up [ access-request | accounting-start | accounting-stop ];
called-station-id [ access-request | accounting-start | accounting-stop ];
calling-station-id [ access-request | accounting-start | accounting-stop ];
chap-challenge [ access-request ];
chargeable-user-identity [ access-request ];
class [ accounting-start | accounting-stop ];
cos-shaping-rate [ accounting-start | accounting-stop ];
dhcp-gi-address [ access-request | accounting-start | accounting-stop ];
dhcp-mac-address [ access-request | accounting-start | accounting-stop ];
dhcp-options [ access-request | accounting-start | accounting-stop ];
downstream-calculated-qos-rate [ access-request | accounting-start | accounting-stop
];

dsl-forum-attributes [ access-request | accounting-start | accounting-stop ];
dsl-line-state [ access-request | accounting-start | accounting-stop ];
dsl-type [ access-request | accounting-start | accounting-stop ];
event-timestamp [ accounting-on | accounting-off | accounting-start | accounting-stop
];

filter-id [ accounting-start | accounting-stop ];
first-relay-ipv4-address [ access-request | accounting-start | accounting-stop ];
first-relay-ipv6-address [ access-request | accounting-start | accounting-stop ];
framed-ip-address [ accounting-start | accounting-stop ];
framed-ip-netmask [ accounting-start | accounting-stop ];
input-filter [ accounting-start | accounting-stop ];
input-gigapackets [ accounting-stop ];
input-gigawords [ accounting-stop ];
interface-description [ access-request | accounting-start | accounting-stop ];
l2tp-rx-connect-speed [ access-request | accounting-start | accounting-stop ];
l2tp-tx-connect-speed [ access-request | accounting-start | accounting-stop ];
max-data-rate-dn [ access-request | accounting-start | accounting-stop ];
max-data-rate-up [ access-request | accounting-start | accounting-stop ];
max-interlv-delay-dn [ access-request | accounting-start | accounting-stop ];
max-interlv-delay-up [ access-request | accounting-start | accounting-stop ];
min-data-rate-dn [ access-request | accounting-start | accounting-stop ];
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min-data-rate-up [ access-request | accounting-start | accounting-stop ];
min-lp-data-rate-dn [ access-request | accounting-start | accounting-stop ];
min-lp-data-rate-up [ access-request | accounting-start | accounting-stop ];
nas-identifier [ access-request | accounting-on | accounting-off | accounting-start |
accounting-stop ];

nas-port [ access-request | accounting-start | accounting-stop ];
nas-port-id [ access-request | accounting-start | accounting-stop ];
nas-port-type [ access-request | accounting-start | accounting-stop ];
output-filter [ accounting-start | accounting-stop ];
output-gigapackets [ accounting-stop ];
output-gigawords [ accounting-stop ];
pppoe-description [ access-request | accounting-start | accounting-stop ];
tunnel-assignment-id [ access-request | accounting-start | accounting-stop ];
tunnel-client-auth-id [ access-request | accounting-start | accounting-stop ];
tunnel-client-endpoint [ access-request | accounting-start | accounting-stop ];
tunnel-medium-type [ access-request | accounting-start | accounting-stop ];
tunnel-server-auth-id [ access-request | accounting-start | accounting-stop ];
tunnel-server-endpoint [ access-request | accounting-start | accounting-stop ];
tunnel-type [ access-request | accounting-start | accounting-stop ];
upstream-calculated-qos-rate [ access-request | accounting-start | accounting-stop ];
virtual-router [ access-request | accounting-start | accounting-stop ];

}

Hierarchy Level [edit access profile profile-name radius attributes]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 9.1 for EX Series switches.

Options downstream-calculated-qos-rate, dsl-forum-attributes, and

upstream-calculated-qos-rate added in Junos OS Release 11.4.

Options cos-shaping-rate and filter-id added in Junos OS Release 13.2.

Option pppoe-description added in Junos OS Release 14.2.

Option virtual-router added in Junos OS Release 15.1.

Options first-relay-ipv4-address and first-relay-ipv6-address added in Junos OS Release

16.1.

Options acc-loop-encap and acc-loop-remote-id added in Junos OS Release 16.1R4.

Option access-request support for all tunnel attributes added in JunosOSRelease 15.1R7,

16.1R5, 16.2R2, 17.1R2, 17.2R2, and 17.3R1 for MX Series.

Description Configure the router or switch to exclude the specified attributes from the specified type

of RADIUSmessage.

Not all attributes are available in all types of RADIUSmessages. By default, the router

or switch includes thespecifiedattributes inRADIUSAccess-Request,Acct-On,Acct-Off,

Acct-Start, and Acct-Stopmessages.

NOTE: If you exclude an attribute from Acct-Off messages, the attributes
are then excluded from Interim-Acct messages.
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Options RADIUSattribute type—RADIUSattribute, JuniperNetworks (vendor ID4874)VSAnumber

and name, or DSL Forum (vendor ID 3561) VSA number and name:

• acc-aggr-cir-id-asc—Juniper Networks VSA 26-112, Acc-Aggr-Cir-Id-Asc.

• acc-aggr-cir-id-bin—Juniper Networks VSA 26-111, Acc-Aggr-Cir-Id-Bin.

• acc-loop-cir-id—Juniper Networks VSA 26-110, Acc-Loop-Cir-Id.

• acc-loop-encap—Juniper Networks VSA 26-183, Acc-Loop-Encap.

• acc-loop-remote-id—Juniper Networks VSA 26-182, Acc-Loop-Remote-Id.

• accounting-authentic—RADIUS attribute 45, Acct-Authentic.

• accounting-delay-time—RADIUS attribute 41, Acct-Delay-Time.

• accounting-session-id—RADIUS attribute 44, Acct-Session-Id.

• accounting-terminate-cause—RADIUS attribute 49, Acct-Terminate-Cause.

• acct-tunnel-connection—RADIUS attribute 68, Acct-Tunnel-Connection.

• act-data-rate-dn—Juniper Networks VSA 26-114, Act-Data-Rate-Dn

• act-data-rate-up—Juniper Networks VSA 26-113, Act-Data-Rate-Up

• act-interlv-delay-dn—Juniper Networks VSA 26-126, Act-Interlv-Delay-Dn

• act-interlv-delay-up—Juniper Networks VSA 26-124, Act-Interlv-Delay-Up

• att-data-rate-dn—Juniper Networks VSA 26-118, Att-Data-Rate-Dn

• att-data-rate-up—Juniper Networks VSA 26-117, Att-Data-Rate-Up

• called-station-id—RADIUS attribute 30, Called-Station-Id.

• calling-station-id—RADIUS attribute 31, Calling-Station-Id.

• chargeable-user-identity—RADIUS attribute 89, Chargeable-User-Identity.

• class—RADIUS attribute 25, Class.

• cos-shaping-rate—Juniper Networks VSA 26-177, Cos-Shaping-Rate.

• dhcp-gi-address—Juniper Networks VSA 26-57, DHCP-GI-Address.

• dhcp-mac-address—Juniper Networks VSA 26-56, DHCP-MAC-Address.

• dhcp-options—Juniper Networks VSA 26-55, DHCP-Options.

• downstream-calculated-qos-rate—Juniper Networks VSA 26-141

• dsl-forum-attributes—DSLForumVSA (vendor ID 3561) as described in RFC4679,DSL

Forum Vendor-Specific RADIUS Attributes

• dsl-line-state—Juniper Networks VSA 26-127, DSL-Line-State

• dsl-type—Juniper Networks VSA 26-128, DSL-Type

• event-timestamp—RADIUS attribute 55, Event-Timestamp.

• filter-id—RADIUS attribute 11, Filter-Id.

Copyright © 2018, Juniper Networks, Inc.1158

Broadband Subscriber Sessions Feature Guide



• first-relay-ipv4-address—Juniper Networks VSA 26-187,

DHCP-First-Relay-IPv4-Address.

• first-relay-ipv6-address—Juniper Networks VSA 26-188,

DHCP-First-Relay-IPv6-Address.

• framed-ip-address—RADIUS attribute 8, Framed-IP-Address.

• framed-ip-netmask—RADIUS attribute 9, Framed-IP-Netmask.

• input-filter—Juniper Networks VSA 26-10, Ingress-Policy-Name.

• input-gigapackets—Juniper Networks VSA 26-42, Acct-Input-Gigapackets.

• input-gigawords—RADIUS attribute 52, Acct-Input-Gigawords.

• interface-description—Juniper Networks VSA 26-53, Interface-Desc.

• l2tp-rx-connect-speed—Juniper Networks VSA 26-163, Rx-Connect-Speed

• l2tp-tx-connect-speed—Juniper Networks VSA 26-162, Tx-Connect-Speed

• max-data-rate-dn—Juniper Networks VSA 26-120, Max-Data-Rate-Dn

• max-data-rate-up—Juniper Networks VSA 26-119, Max-Data-Rate-Up

• max-interlv-delay-dn—Juniper Networks VSA 26-125, Max-Interlv-Delay-Dn

• max-interlv-delay-up—Juniper Networks VSA 26-123, Max-Interlv-Delay-Up

• min-data-rate-dn—Juniper Networks VSA 26-116, Min-Data-Rate-Dn

• min-data-rate-up—Juniper Networks VSA 26-115, Min-Data-Rate-Up

• min-lp-data-rate-dn—Juniper Networks VSA 26-122, Min-Lp-Data-Rate-Dn

• min-lp-data-rate-up—Juniper Networks VSA 26-121, Min-Lp-Data-Rate-Up

• nas-identifier—RADIUS attribute 32, NAS-Identifier.

• nas-port—RADIUS attribute 5, NAS-Port.

• nas-port-id—RADIUS attribute 87, NAS-Port-Id.

• nas-port-type—RADIUS attribute 61, NAS-Port-Type.

• output-filter—Juniper Networks VSA 26-11, Egress-Policy-Name.

• output-gigapackets—Juniper Networks VSA 26-43, Acct-Output-Gigapackets.

• output-gigawords—RADIUS attribute 53, Acct-Output-Gigawords.

• pppoe-description—Juniper Networks VSA 26-24, PPPoE-Description.

• tunnel-assignment-id—RADIUS attribute 82, Tunnel-Assignment-ID.

• tunnel-client-auth-id—RADIUS attribute 90. Tunnel-Client-Auth-ID.

• tunnel-client-endpoint—RADIUS attribute 66, Tunnel-Client-Endpoint.

• tunnel-medium-type—RADIUS attribute 65, Tunnel-Medium-Type.

• tunnel-server-auth-id—RADIUS attribute 91, Tunnel-Server-Auth-ID.

• tunnel-server-endpoint—RADIUS attribute 67, Tunnel-Server-Endpoint.
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• tunnel-type—RADIUS attribute 64, Tunnel-Type.

• upstream-calculated-qos-rate—Juniper Networks VSA 26-142

• virtual-router—Juniper Networks VSA 26-1

RADIUSmessage type:

• access-request—RADIUS Access-Request messages.

• accounting-off—RADIUS Accounting-Off messages.

• accounting-on—RADIUS Accounting-Onmessages.

• accounting-start—RADIUS Accounting-Start messages.

• accounting-stop—RADIUS Accounting-Stopmessages.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring How RADIUS Attributes Are Used for Subscriber Access on page 43

• Configuring RADIUS Server Parameters for Subscriber Access on page 134
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external-authority

Syntax external-authority;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server pool-match-order],

[edit logical-systems logical-system-name system services dhcp-local-server
pool-match-order],

[edit routing-instances routing-instance-name system services dhcp-local-server
pool-match-order],

[edit system services dhcp-local-server pool-match-order]

Release Information Statement introduced in Junos OS Release 10.0.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Specify thatanexternalauthority (for example,RADIUSorDiameter)provides theaddress

assignment.

When RADIUS is the external authority, the router uses the Framed-IPv6-Pool attribute

(RADIUS attribute 100) to select the pool. When Diameter is the external authority, the

router uses the Diameter counterpart of RADIUS Framed-IPv6-Pool attribute.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring How the Extended DHCP Local Server DeterminesWhich

Address-Assignment Pool to Use on page 276

• Extended DHCP Local Server Overview on page 258

• Address-Assignment Pools Overview on page 619
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failover (SystemProcess)

Syntax failover (alternate-media | other-routing-engine);

Hierarchy Level [edit system processes process-name]

Release Information Statement introduced before Junos OS Release 7.4.

Description Configure the router to reboot if the software process fails four times within 30 seconds,

and specify the software to use during the reboot.

Options process-name—JunosOS process name. Some of the processes that support the failover

statement are bootp, chassis-control, craft-control,

ethernet-connectivity-fault-management, init, interface-control, neighbor-liveness,

pfe, redundancy-interface-process, routing, smg-service, and vrrp.

alternate-media—Use the Junos OS image on alternate media during the reboot.

other-routing-engine—On routers with dual Routing Engines, use the Junos OS image on

theotherRoutingEngineduring the reboot.ThatRoutingEngineassumesmastership;

in theusual configuration, theotherRoutingEngine is thedesignatedbackupRouting

Engine.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• When a Software Process Fails

• processes

Copyright © 2018, Juniper Networks, Inc.1162

Broadband Subscriber Sessions Feature Guide



family (Address-Assignment Pools)

Syntax family family {
dhcp-attributes {
[protocol-specific attributes]

}
host hostname {
hardware-addressmac-address;
ip-address ip-address;

}
network ip-prefix/<prefix-length>;
prefix ipv6-prefix;
range range-name {
high upper-limit;
low lower-limit;
prefix-length prefix-length;

}
}

Hierarchy Level [edit access address-assignment pool pool-name]

Release Information Statement introduced in Junos OS Release 9.0.

Statement introduced in Junos OS Release 12.3 for EX Series switches.

Description Configure the protocol family for the address-assignment pool.

NOTE: Subordinate statement support depends on the platform. See
individual statement topics for more detailed support information.

Options family—Protocol family:

• inet—Internet Protocol version 4 suite

• inet6—Internet Protocol version 6 suite

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Address-Assignment Pools Overview on page 619

• Configuring Address-Assignment Pools on page 621
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family-state-change-immediate-update

Syntax family-state-change-immediate-update family-state-change-immediate-update;

Hierarchy Level [edit access profile profile-name accounting]

Release Information Statement introduced in Junos OS Release 17.4.

Description Send an Acct-Updatemessage to notify address family activation state change.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Exchange of DHCPv4 and DHCPv6 Parameters with the RADIUS Server Overview on

page 165
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final-response-timeout (OCS Partition)

Syntax final-response-timeout seconds;

Hierarchy Level [edit access ocs partition partition-name]

Release Information Statement introduced in Junos OS Release 16.2.

Description Configure the amount of time in seconds before an Online Charging System (OCS)

partition stops attempting to send the final interrogation during the subscriber logout

process.Whena subscriber starts to logs out, theOCS sends a final interrogation. If there

is no response within 24 hours, then the system continues and starts sending a logout

message to the Policy and Charging Rule Function (PCRF). If there is no response within

the next 24 hours, then the subscriber logout proceeds.

NOTE: Any configuration changesmade to this statement apply to all
subscribers currently waiting to log out within a 60 second period.

Options seconds—Number of seconds to wait before an OCS partition stops sending the final
interrogation using a CCR-GY-Tmessage.

Default: 7200

Range: 0 through 86,400 seconds (24 hours)

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring the OCS Partition on page 816

• 3GPP Policy and Charging Control Overview for Wireline Provisioning and Accounting

on page 787

• PolicyandChargingEnforcementFunctionOverviewforBroadbandWirelineSubscribers

on page 790

• Understanding Gy Interactions Between the Router and the OCS on page 802

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807
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force-continue (OCS Partition)

Syntax force-continue;

Hierarchy Level [edit access ocs partition partition-name]

Release Information Statement introduced in Junos OS Release 16.2.

Description Enable subscriber traffic to flow before the first interrogation with the Online Charging

System (OCS) occurs.

Wireline customers often control user services solely through the Policy Control and

Charging Rules Function (PCRF) and use the OCS as a convenient real-time usage

monitoring mechanism rather than as an enforcement unit. To decrease the number of

possible erroneous OCS configurations, include the force-continue statement to force

the broadband Policy and Charging Enforcement Function (BPCEF) to limit the impact

of negative responses from the OCS and quota expirations, and to prevent sending OCS

notifications for affected rating groups.Whenever thePCEF receives a negative response

to any reported group, it stops reporting this group to the OCS.

NOTE: The force-continue state is required; youmust configure it in the OCS

partition.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring the OCS Partition on page 816

• 3GPP Policy and Charging Control Overview for Wireline Provisioning and Accounting

on page 787

• PolicyandChargingEnforcementFunctionOverviewforBroadbandWirelineSubscribers

on page 790

• Understanding Gy Interactions Between the Router and the OCS on page 802

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807
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forward-only (DHCP Relay Agent Option)

Syntax forward-only;

Hierarchy Level [edit forwarding-options dhcp-relay relay-option (default-action | equals | starts-with)],
[edit forwarding-options dhcp-relay dhcpv6 relay-option (default-action | equals |
starts-with)],

[edit forwarding-optionsdhcp-relaygroupgroup-name relay-option(default-action |equals
| starts-with)],

[edit forwarding-optionsdhcp-relaydhcpv6groupgroup-name relay-option (default-action
| equals | starts-with)],

[edit logical-systems logical-system-name forwarding-options dhcp-relay ...],
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay ...],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay ...]

Release Information Statement introduced in Junos OS Release 12.3.

Description Forward specifiedDHCPclient packets, without creating a newsubscriber session,when

you use DHCP relay selective processing feature. You can configure the forwarding

operationgloballyor for agroupof interfaces, and for eitherDHCPorDHCPv6 relayagent.

NOTE: When you use the forward-only action, the only configured overrides

operation supported is the trust-option-82 option. DHCP relay agent ignores

all other configured overrides options.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• UsingDHCPOption Information toSelectivelyProcessDHCPClientTraffic onpage380
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forward-only (DHCP Relay Agent)

Syntax forward-only {
logical-system <current | default | logical-system-name>;
routing-instance <current | default | routing-instance-name>;

}

Hierarchy Level [edit forwarding-options dhcp-relay],
[edit forwarding-options dhcp-relay dhcpv6],
[edit forwarding-options dhcp-relay group group-name],
[edit forwarding-options dhcp-relay dhcpv6 group group-name],
[edit logical-systems logical-system-name forwarding-options dhcp-relay ...],
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay ...],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay ...]

Release Information Statement introduced in Junos OS Releases 13.3R3, 14.1R2, and 14.2R1.

Description Specify the VRF location of the DHCP server when configuring secure DHCP traffic

between the DHCP server and DHCP client when the two reside in different VRFs.

Default Logical system and routing instance fromwhere the configuration is applied.

Options logical-system—(Optional) Logical system in which the DHCP server resides.

• current—Logical system fromwhich the configuration is applied.

• default—Root logical system.

• logical-system-name—A specific logical system.

routing-instance—(Optional) Routing instance in which the DHCP server resides.

• current—Routing instance fromwhich the configuration is applied.

• default—Root routing instance.

• logical-system-name—A specific routing instance.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• DHCPMessage Exchange Between DHCP Clients and DHCP Server in Different VRFs

on page 363

• Configuring DHCPMessage Exchange Between DHCP Server and Clients in Different

VRFs on page 364
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forward-only-replies (DHCP Relay Agent)

Syntax forward-only-replies;

Hierarchy Level [edit forwarding-options dhcp-relay],
[edit forwarding-options dhcp-relay dhcpv6],
[edit logical-systems logical-system-name forwarding-options dhcp-relay ...],
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay ...],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay ...]

Release Information Statement introduced in Junos OS Releases 13.3R3, 14.1R2, and 14.2R1.

Description Specify that reply packets are for the forward-only support that is configured in option

82 interface ID of the reply packet. Youmust configure this statement for forward-only

support when the client and server are in different logical system/routing instances.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• DHCPMessage Exchange Between DHCP Clients and DHCP Server in Different VRFs

on page 363

• Configuring DHCPMessage Exchange Between DHCP Server and Clients in Different

VRFs on page 364
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forwarding (Diameter Network Element)

Syntax forwarding {
route dne-route-name {
destination realm realm-name <host hostname>;
function function-name <partition partition-name>;
metric route-metric;

}
}

Hierarchy Level [edit diameter network-element element-name]

Release Information Statement introduced in Junos OS Release 9.6.

Description Define the criteria that specify which destinations are reachable through the Diameter

network element.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Diameter on page 764

• Configuring Diameter Network Elements on page 768
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function (Diameter Network Element)

Syntax function [function-name];

Hierarchy Level [edit diameter network-element element-name]

Release Information Statement introduced in Junos OS Release 10.1.

Support for PTSP introduced in Junos OS Release 10.2.

Support for Gx-Plus introduced in Junos OS Release 11.2.

Support for PTSP discontinued in Junos OS Release 13.1.

Support for NASREQ added in Junos OS Release 16.1.

Description Specifyoneormoreapplications (function)associatedwithaDiameter networkelement.

Default By default, all functions are associated with (supported by) the network element.

Options function-name—Application (function) associated with the route. You can list multiple

functions with the element.

• gx-plus—Associate the Gx-Plus application with the network element.

• jsrc—Associate the JSRC application with the network element.

• nasreq—Associate the NASREQ application with the network element.

• packet-triggered-subscribers—Associate the packet-triggered subscribers application

with the network element.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Diameter on page 764

• Configuring Diameter Network Elements on page 768
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function (Diameter Route)

Syntax function function-name <partition partition-name>;

Hierarchy Level [edit diameter network-element element-name forwarding route dne-route-name]

Release Information Statement introduced in Junos OS Release 9.6.

Support for PTSP introduced in Junos OS Release 10.2.

Support for Gx-Plus introduced in Junos OS Release 11.2.

Support for PTSP discontinued in Junos OS Release 13.1.

Support for NASREQ added in Junos OS Release 16.1.

Description Specify the application (function) associated with a destination andmetric. Together,

these three elements define a route reachable through a Diameter network element.

Default All functions are associated with the route.

Options function-name—Application (function)associatedwith the route.Gx-Plus, JSRC,NASREQ,

and packet-triggered-subscribers are the applications currently supported.

partitionpartition-name—(Optional)Partitionassociatedwith theapplication (function).

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Diameter on page 764

• Configuring Diameter Network Elements on page 768
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ggsn-address (OCS Partition)

Syntax ggsn-address address;

Hierarchy Level [edit access ocs partition partition-name]

Release Information Statement introduced in Junos OS Release 16.2.

Description Include the GGSN-Address AVP value in all CCR-GYmessages.

Options address—Address of the GGSN-Address AVP value to include in all CCR-GYmessages.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring the OCS Partition on page 816

• PolicyandChargingEnforcementFunctionOverviewforBroadbandWirelineSubscribers

on page 790

• Understanding Gy Interactions Between the Router and the OCS on page 802

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807
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ggsn-mcc-mnc (OCS Partition)

Syntax ggsn-mcc-mnc ggsn-mcc-mnc;

Hierarchy Level [edit access ocs partition partition-name]

Release Information Statement introduced in Junos OS Release 16.2.

Description Configure the value of the 3GPP-GGSN-MCC-MNC AVP value to include in all CCR-GY

messages. The value is themobile country code (MCC) andmobile network code (MNC)

of the network that the GGSN belongs to.The combinedMCC andMNC uniquely identify

the mobile network operator.

Options ggsn-mcc-mnc—Value of the mobile network country and network codes to include in
all CCR-GYmessages.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring the OCS Partition on page 816

• PolicyandChargingEnforcementFunctionOverviewforBroadbandWirelineSubscribers

on page 790

• Understanding Gy Interactions Between the Router and the OCS on page 802

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807
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global (Gx-Plus)

Syntax global {
include-ipv6;
max-outstanding-requests number;

}

Hierarchy Level [edit access gx-plus]

Release Information Statement introduced in Junos OS Release 11.2.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Description Configure global attributes for the Gx-Plus application.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Gx-Plus on page 782

1175Copyright © 2018, Juniper Networks, Inc.

Chapter 102: Configuration Statements

https://apps.juniper.net/cli-explorer/


global (OCS)

Syntax global {
service-context-id service-context ;

}

Hierarchy Level [edit access ocs]

Release Information Statement introduced in Junos OS Release 16.2.

Description Configure global attributes and data elements of the 3rd Generation Partnership Project

(3GPP) Diameter credit control service charging system for the Online Charging System

(OCS), which interacts with the Policy and Charging Enforcement Function (PCEF). The

PCEFoptionally reports usageand receivesadditional authorizations fromtheOCSusing

the 3GPP Gy protocol. Broadband PCEF (BPCEF) interactions with the OCS use online

session charging with centralized unit determination and centralized rating.

The remaining statement is explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring OCS Global Parameters on page 823

• 3GPP Policy and Charging Control Overview for Wireline Provisioning and Accounting

on page 787

• PolicyandChargingEnforcementFunctionOverviewforBroadbandWirelineSubscribers

on page 790

• Understanding Gy Interactions Between the Router and the OCS on page 802

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807
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global (PCRF)

Syntax global {
rule-param avp-code;

}

Hierarchy Level [edit access pcrf]

Release Information Statement introduced in Junos OS Release 16.2.

Description Configure global attributes and data elements of the 3rd Generation Partnership Project

(3GPP) Diameter credit control service charging system for the Online Charging System

(OCS), which interacts with the Policy and Charging Enforcement Function (PCEF). The

PCEFoptionally reports usageand receivesadditional authorizations fromtheOCSusing

the 3GPP Gy protocol. Broadband PCEF (BPCEF) interactions with the OCS use online

session charging with centralized unit determination and centralized rating.

The remaining statement is explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• 3GPP Policy and Charging Control Overview for Wireline Provisioning and Accounting

on page 787

• PolicyandChargingEnforcementFunctionOverviewforBroadbandWirelineSubscribers

on page 790

• Understanding Gy Interactions Between the Router and the OCS on page 802

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807
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grace-period

Syntax grace-period seconds;

Hierarchy Level [edit access address-assignment pool pool-name family (inet | inet6) dhcp-attributes],
[edit access protocol-attributes attribute-set-name]

Release Information Statement introduced in Junos OS Release 9.0.

Description Configure the amount of time that the client retains the address lease after the lease

expires. The address cannot be reassigned to another client during the grace period.

Options seconds—Number of seconds the lease is retained.

Range: 0 through 4,294,967,295 seconds

Default: 0 (no grace period)

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Address-Assignment Pools on page 621
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group (DHCP Local Server)

Syntax group group-name {
access-profile profile-name;
authentication {
password password-string;
username-include {
circuit-type;
client-id;
delimiter delimiter-character;
domain-name domain-name-string;
interface-description (device-interface | logical-interface);
logical-system-name;
mac-address;
option-60;
option-82 <circuit-id> <remote-id>;
relay-agent-interface-id
relay-agent-remote-id;
relay-agent-subscriber-id;
routing-instance-name;
user-prefix user-prefix-string;

}
}
dynamic-profile profile-name <aggregate-clients (merge | replace) | use-primary
primary-profile-name>;

interface interface-name {
access-profile profile-name;
exclude;
overrides {
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-discover-match <option60-and-option82>;
client-negotiation-match incoming-interface;
interface-client-limit number;
process-inform {
pool pool-name;

}
rapid-commit;

}
service-profile dynamic-profile-name;
trace;
upto upto-interface-name;

}
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (0 | 1 | automatic);
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
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thresholdmilliseconds;
}
detection-time {
thresholdmilliseconds;

}
session-mode(automatic | multihop | singlehop);
holddown-intervalmilliseconds;

}
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;

}
}

}
overrides {
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-discover-match <option60-and-option82>;
client-negotiation-match incoming-interface;
delegated-pool;
delete-binding-on-renegotiation;
interface-client-limit number;
process-inform {
pool pool-name;

}
protocol-attributes attribute-set-name;
rapid-commit;

}
reconfigure {
attempts attempt-count;
clear-on-abort;
strict;
timeout timeout-value;
token token-value;
trigger {
radius-disconnect;

}
}
route-suppression;
service-profile dynamic-profile-name;

}

Hierarchy Level [edit system services dhcp-local-server],
[edit system services dhcp-local-server dhcpv6],
[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server ...],

[edit logical-systems logical-system-name system services dhcp-local-server ...],
[edit routing-instances routing-instance-name system services dhcp-local-server ...]

Release Information Statement introduced in Junos OS Release 9.0.

Statement introduced in Junos OS Release 12.1 for EX Series switches.

Description Configureagroupof interfaces thathaveacommonconfiguration, suchasauthentication

parameters. A groupmust contain at least one interface.
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Options group-name—Name of the group.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Extended DHCP Local Server Overview on page 258

• Grouping Interfaces with Common DHCP Configurations on page 311

• Using External AAA Authentication Services with DHCP on page 305

• Attaching Dynamic Profiles to DHCP Subscriber Interfaces or DHCP Client Interfaces

• DHCP Liveness Detection Using ARP and Neighbor Discovery Packets
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group (DHCP Relay Agent)

Syntax group group-name {
access-profile profile-name;
active-server-group server-group-name;
authentication {
password password-string;
username-include {
circuit-type;
client-id;
delimiter delimiter-character;
domain-name domain-name-string;
interface-description (device-interface | logical-interface);
logical-system-name;
mac-address;
option-60;
option-82 [circuit-id] [remote-id];
relay-agent-interface-id;
relay-agent-remote-id;
relay-agent-subscriber-id;
routing-instance-name;
user-prefix user-prefix-string;

}
}
dynamic-profile profile-name {
aggregate-clients (merge | replace);
use-primary primary-profile-name;

}
forward-only {
logical-system <current | default | logical-system-name>;
routing-instance <current | default | routing-instance-name>;

}
interface interface-name {
access-profile profile-name;
exclude;
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (0 | 1 | automatic);
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
detection-time {
thresholdmilliseconds;

}
session-mode (automatic | multihop | singlehop);
holddown-intervalmilliseconds;

}
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}
}
overrides {
allow-no-end-option;
allow-snooped-clients;
always-write-giaddr;
always-write-option-82;
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-discover-match <option60-and-option82 | incoming-interface>;
client-negotiation-match incoming-interface;
delay-authentication;
delete-binding-on-renegotiation;
disable-relay;
dual-stack dual-stack-group-name;
interface-client-limit number;
layer2-unicast-replies;
no-allow-snooped-clients;
no-bind-on-request;
proxy-mode;
relay-source
replace-ip-source-with;
send-release-on-delete;
trust-option-82;

}
service-profile dynamic-profile-name;
trace;
upto upto-interface-name;

}
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (0 | 1 | automatic);
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
detection-time {
thresholdmilliseconds;

}
session-mode (automatic | multihop | singlehop);
holddown-intervalmilliseconds;

}
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;

}
}

}
overrides {
allow-snooped-clients;
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always-write-giaddr;
always-write-option-82;
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-discover-match <option60-and-option82>;
client-negotiation-match incoming-interface;
disable-relay;
dual-stack dual-stack-group-name;
interface-client-limit number;
layer2-unicast-replies;
no-allow-snooped-clients;
no-bind-on-request;
proxy-mode;
relay-source
replace-ip-source-with;
send-release-on-delete;
trust-option-82;

}
relay-agent-interface-id {
prefix prefix;
use-interface-description (logical | device);
use-option-82;

}
relay-agent-remote-id {
prefix prefix;
use-interface-description (logical | device);
use-option-82 <strict>;

}
relay-option {
option-number option-number;
default-action {
drop;
forward-only;
local-server-group local-server-group;
relay-server-group relay-server-group;

}
equals (ascii ascii-string | hexadecimal hexadecimal-string) {
drop;
forward-only;
local-server-group local-server-group;
relay-server-group relay-server-group;

}
starts-with (ascii ascii-string | hexadecimal hexadecimal-string) {
drop;
forward-only;
local-server-group local-server-group;
relay-server-group relay-server-group;

}
}
relay-option-82 {
circuit-id {
prefix prefix;
use-interface-description (logical | device);
use-option-82;

}
remote-id {
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prefix prefix;
use-interface-description (logical | device);

}
server-id-override

}
route-suppression;
service-profile dynamic-profile-name;

}

Hierarchy Level [edit forwarding-options dhcp-relay],
[edit forwarding-options dhcp-relay dhcpv6],
[edit logical-systems logical-system-name forwarding-options dhcp-relay ...],
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay ...],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay ...]

Release Information Statement introduced in Junos OS Release 8.3.

Support at the [edit ... dhcpv6] hierarchy levels introduced in Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.1 for EX Series switches.

Description Specify the name of a group of interfaces that have a common DHCP or DHCPv6 relay

agent configuration. A groupmust contain at least one interface. Use the statement at

the [edit ... dhcpv6] hierarchy levels to configure DHCPv6 support.

Options group-name—Nameof a group of interfaces that have a commonDHCPor DHCPv6 relay

agent configuration.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Extended DHCP Relay Agent Overview on page 264

• Understanding the Extended DHCP Relay Agent for EX Series Switches

• Configuring an Extended DHCP Relay Server on EX Series Switches (CLI Procedure)

• Configuring Group-Specific DHCP Relay Options on page 314

• Grouping Interfaces with Common DHCP Configurations on page 311

• Using External AAA Authentication Services with DHCP on page 305

• Attaching Dynamic Profiles to DHCP Subscriber Interfaces or DHCP Client Interfaces

• DHCP Liveness Detection Using ARP and Neighbor Discovery Packets
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group (Static Subscribers)

Syntax group group-name {
access-profile profile-name;
dynamic-profile profile-name {
aggregate-clients (merge | replace);

}
authentication {
password password-string;
username-include {
domain-name domain-name;
interface;
logical-system-name;
routing-instance-name;
user-prefix user-prefix-string;

}
}
interface interface-name <exclude> <upto upto-interface-name>;

}

Hierarchy Level [edit logical-systems logical-system-name system services static-subscribers],
[edit logical-systems logical-system-name routing-instances routing-instances-namesystem
services static-subscribers],

[edit routing-instances routing-instances-name system services static-subscribers],
[edit system services static-subscribers]

Release Information Statement introduced in Junos OS Release 9.6.

Description Configure a static subscriber groupwith values that override the values configured at the

[edit systemservices static-subscribers] hierarchy level for subscribers outside the group.

Includes the subscriber access anddynamic profiles, the authentication parameters that

trigger the Access-Request message to AAA for static subscribers in the group, and the

statically configured interfaces that form the group.

NOTE: The logical system and routing instance in which the group is
configuredmust match the logical system and routing instance where the
static interfaces are configured.

Options group-name—Name of a group that defines authentication parameters for static

subscribers to override the global authentication configuration.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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Related
Documentation

• Configuring Subscribers over Static Interfaces on page 846

• Creating a Static Subscriber Group on page 855

gsmp-syn-timeout (ANCP)

Syntax gsmp-syn-timeout seconds;

Hierarchy Level [edit protocols ancp]

Release Information Statement introduced in Junos OS Release 13.3.

Description Configure themaximumperiod that theANCPagentwaitsbefore sendingaSYNmessage

to an ANCP neighbor to negotiate the adjacency. If the neighbor sends a SYNmessage

during thisperiod, theANCPagentuses thepartition information in theneighbor’smessage

when generating its own initial SYNmessage to the neighbor. The agent does not wait

for the period to expire if it receives a SYNmessage from the neighbor.

Options seconds—Number of seconds the ANCP agent waits.

Range: 1 through 60 seconds

Default: 60 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the ANCP Agent on page 684

• Configuring the ANCP Agent to Learn ANCP Partition IDs on page 690
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gsmp-syn-wait (ANCP)

Syntax gsmp-syn-wait;

Hierarchy Level [edit protocols ancp]

Release Information Statement introduced in Junos OS Release 13.3

Description Enable the ANCP agent to learn partition ID information from neighbors, in support of

nonzero ANCP partition IDs. This statement forces the ANCP agent to delay sending a

SYNmessageduring adjacency negotiation for a configurable period.When the neighbor

sendsaSYNmessage to theANCPagentduring thatperiod, theagent learns thepartition

ID information from the neighbor and uses that information when it sends its own SYN

message. If the agent does not receive the message during the period, then it sends a

SYNmessage to the neighbor when the period times out.

Default This statement is disabled. The ANCP agent does notwait before sending the initial SYN

message and does not support nonzero partition IDs.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the ANCP Agent on page 684

• Configuring the ANCP Agent to Learn ANCP Partition IDs on page 690
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gx-plus (Gx-Plus)

Syntax gx-plus {
global {
include-ipv6;
max-outstanding-requests number;

}
partition partition-name {
diameter-instance instance-name;
destination-host hostname;
destination-realm realm;

}
}

Hierarchy Level [edit access]

Release Information Statement introduced in Junos OS Release 11.2.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Description Configure the Gx-Plus application to interact with a PCRF to authorize and provision

subscribers.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Gx-Plus on page 782
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hardware-address

Syntax hardware-addressmac-address;

Hierarchy Level [edit access address-assignment pool pool-name family (inet | inet6) host hostname]

Release Information Statement introduced in Junos OS Release 9.0.

Description Specify the MAC address of the client. This is the hardware address that identifies the

client on the network.

Options mac-address—MAC address of the client.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Address-Assignment Pools on page 621

high-utilization (Address-Assignment Pools)

Syntax high-utilization percentage;

Hierarchy Level [edit access address-assignment],
[edit routing-instances routing-instance-name address-assignment]

Release Information Statement introduced in Junos OS Release 11.2.

Description Generate an SNMP trap when the DHCP address pool or linked set of address pools use

surpasses the specified percentage.

Default High utilization is not set. Delete the high-utilization value to unset.

Options percentage—Percentage used to generate a trap.

Range: 2 through 99

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Address-Assignment Pools Overview on page 619

• Configuring Address-Assignment Pool Usage Threshold Traps on page 624
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high-utilization-v6 (Address-Assignment Pools)

Syntax high-utilization-v6 percentage;

Hierarchy Level [edit access address-assignment],
[edit routing-instances routing-instance-name address-assignment]

Release Information Statement introduced in Junos OS Release 11.2.

Description Generate an SNMP trap when the DHCPv6 address pool or linked set of address pools

use surpasses the specified percentage.

Default High utilization is not set. Delete the high-utilization value to unset.

Options percentage—Percentage used to generate a trap.

Range: 2 through 99

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Address-Assignment Pools Overview on page 619

• Configuring Address-Assignment Pool Usage Threshold Traps on page 624
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hold-down (Address-Assignment Pools)

Syntax hold-down;

Hierarchy Level [edit access address-assignment pool pool-name]

Release Information Statement introduced in Junos OS Release 16.1.

Description Configureanaddress-assignmentpool that is currently in use tobeunavailable for further

address allocation. When a pool is in the hold-down state, the pool is no longer used to

allocate IP addresses for subscribers. Current subscribers who previously obtained an

address from the pool are not affected; they can continue to renew their leases. As each

of these users disconnects, their address is not reallocated. The pool becomes inactive

when all subscribers have disconnected and their addresses are returned to the pool.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Address-Assignment Pools Overview on page 619

• Configuring Address-Assignment Pools on page 621

• Configuring Address-Assignment Pool Hold-Down on page 626
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host (Address-Assignment Pools)

Syntax host hostname {
hardware-addressmac-address;
ip-address ip-address;

}

Hierarchy Level [edit access address-assignment pool pool-name family (inet | inet6)]

Release Information Statement introduced in Junos OS Release 9.0.

Description Configure a static binding for the specified client.

Options hostname—Name of the client.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Address-Assignment Pools Overview on page 619

• Configuring Address-Assignment Pools on page 621
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host-name (dhcp-relay)

Syntax host-name name;

Hierarchy Level [edit forwarding-options dhcp-relay relay-option-82],
[edit forwarding-options dhcp-relay group group-name relay-option-82]

Release Information Command introduced in Junos OS Release 16.2.

Description Supports the addition of vendor-specific hostname in the option-82, suboption 9 field

of DHCPv4 control messages on server-facing interfaces. The hostname can be a string

of characters such as Juniper-AB-1.

JunosOSautomatically adds the remaining vendor-specific informationasperRFC4243.

The enterprise ID is 2636. The hostname is option-data 1 (the location is option-data 2).

The DHCPv4 relay strips the suboption data from replies from the server before it relays

the packets out the client facing interface.

This feature can be useful, in conjunction with operator-developed tools, for

troubleshooting DHCP servers and providing service assurances. For example, a central

DHCP server can log the information, and operators can query the hostname to track

and troubleshoot subscriber IP information and network attachment points.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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host-name (dhcpv6)

Syntax host-name name;

Hierarchy Level [edit forwarding-options dhcp-relay dhcpv6 relay-option-vendor-specific],
[edit forwarding-optionsdhcp-relaygroupgroup-namedhcpv6relay-option-vendor-specific]

Release Information Command introduced in Junos OS Release 16.2.

Description Supports the addition of vendor-specific hostname in the vendor-specific option (17) of

DHCPv6 control messages on server-facing interfaces. The hostname can be a string of

characters such as Juniper-AB-1.

Junos automatically adds the remaining vendor-specific information as per RFC 4243.

The Enterprise ID is 2636. The hostname is option-data 1 (the location is option-data 2).

The DHCPv6 relay strips the sub-option data from replies from the server before it relays

the packets out the client facing interface.

This feature can be useful, in conjunction with operator-developed tools, for

troubleshooting DHCP servers and providing service assurances. For example, a central

DHCP server can log the information, and operators can query the hostname to track

and troubleshoot subscriber IP information and network attachment points.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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ietf-mode

Syntax ietf-mode

Hierarchy Level [edit protocols ancp neighbor ip-address]

Release Information Statement introduced in Junos OS Release 9.5.

Description Configure theANCPagent to run in amode that is notbackwardcompatiblewith Internet

draft-wadhwa-gsmp-l2control-configuration-00.txt, GSMP extensions for layer2 control

(L2C). Include this statement when pre-ietf mode has been configured globally for the

ANCP agent, but you want one or more neighbors to run in the default mode.

Default ANCP does not run in a backward-compatible mode.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the ANCP Agent on page 684

• Configuring ANCP Neighbors on page 685
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ignore

Syntax ignore {
dynamic-iflset-name;
framed-ip-netmask;
input-filter;
logical-system-routing-instance;
output-filter;

}

Hierarchy Level [edit access profile profile-name radius attributes]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 9.1 for EX Series switches.

Description Configure the router or switch to ignore the specifiedattributes inRADIUSAccess-Accept

messages. By default, the router or switch processes the attributes it receives from the

external server.

Options dynamic-iflset-name—Ignore Interface-Set/Dynamic-Iflset-Name (VSA 26-130).

framed-ip-netmask—Ignore Framed-IP-Netmask (RADIUS attribute 9).

input-filter—Ignore Ingress-Policy-Name (VSA 26-10).

logical-system-routing-instance—Ignore Virtual-Router (VSA 26-1).

output-filter—Ignore Egress-Policy-Name (VSA 26-11).

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring How RADIUS Attributes Are Used for Subscriber Access on page 43

• Configuring RADIUS Server Parameters for Subscriber Access on page 134
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immediate-update

Syntax immediate-update;

Hierarchy Level [edit access profile profile-name accounting]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 9.1 for EX Series switches.

Description Configure the routeror switch tosendanAcct-Updatemessage to theRADIUSaccounting

server on receipt of a response (for example, an ACK or timeout) to the Acct-Start

message.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS Server Parameters for Subscriber Access on page 134

• Configuring Per-Subscriber Session Accounting on page 116

include-ipv6 (Gx-Plus)

Syntax include-ipv6;

Hierarchy Level [edit access gx-plus global]

Release Information Statement introduced in Junos OS Release 12.3.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Description Include IPv6 subscribers in Gx-Plus provisioning requests.

Default By default, IPv6 subscribers are not included.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Gx-Plus Global Attributes on page 784

• Configuring Gx-Plus on page 782
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include-irb-and-l2

Syntax include-irb-and-l2;

Hierarchy Level [edit forwarding-options dhcp-relay dhcpv6 (relay-agent-interface-id |
relay-agent-remote-id)],

[edit forwarding-options dhcp-relay dhcpv6 group group-name (relay-agent-interface-id |
relay-agent-remote-id)],

[edit forwarding-options dhcp-relay relay-option-82 (circuit-id | remote-id)],
[edit forwarding-options dhcp-relay group group-name relay-option-82 (circuit-id |
remote-id)],

[edit logical-systems logical-system-name ... forwarding-options dhcp-relay dhcpv6
(relay-agent-interface-id | relay-agent-remote-id)],

[edit logical-systems logical-system-name ... forwarding-optionsdhcp-relay ... relay-option-82
(circuit-id | remote-id)],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay dhcpv6
(relay-agent-interface-id | relay-agent-remote-id)],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay ...
relay-option-82 (circuit-id | remote-id)],

[edit vlans vlan-name forwarding-options dhcp-security dhcpv6-options option-18],
[edit vlans vlan-name forwarding-options dhcp-security dhcpv6-options option-37]

Release Information Statement introduced in Junos OS Release 14.1.

NOTE: TheEXSeries switches that support the include-irb-and-l2 statement

are the EX4300, EX4600, and EX9200 switches.

Description Includeboth the integrated routingandbridging (IRB) interfacenameandLayer2 interface

name in the circuit-id or remote-id value in the DHCP option 82 information. VLAN tags

are global.

For leasequeryandbulk leasequeryoperations that involve integrated routingandbridging

(IRB) interfaces, youmust configure DHCP relay agent to include the layer 2 interface

name alongwith IRB name in the circuit ID of option 82. DHCP relay agent uses the layer

2 interfacenamewhenusing leasequery or bulk leasequery to restore the leasedatabase.

When you configure the include-irb-and-l2 statement without including the

no-vlan-interface statement, the format is as follows:

• Bridge domain:

(fe | ge)-fpc/pic/port.subunit:bridge-domain-name+irb.subunit

• VLAN:

(fe | ge)-fpc/pic/port.subunit:vlan-name+irb.subunit
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NOTE: For remotesystems, the subunit is requiredand isused todifferentiate
an interface.

Whenyouconfigureboth the include-irb-and-l2 statementand theuse-vlan-id statement,

the format is as follows:

(fe | ge)-fpc/pic/port.subunit:svlan-id-vlan-id+irb.subunit

NOTE: The svlan-id-vlan-id represents theVLANsassociatedwith thebridge
domain.

Whenyou configure both the include-irb-and-l2andno-vlan-interface-name statements,

the format is as follows:

(fe | ge)-fpc/pic/port.subunit+irb.subunit

Whenyouconfigureboth the include-irb-and-l2anduse-interface-description statements,

the format displays the description for the Layer 2 interface:

l2_descr:vlan-name+irb.subunit

If you configure both the include-irb-and-l2 and use-interface-description statements,

and no description for the Layer 2 interface is found, the format displays the Layer 2

logical interface name:

(fe | ge)-fpc/pic/port.subunit:vlan-name+irb.subunit

Whenyouconfigure the include-irb-and-l2statementwithboth theno-vlan-interface-name

and use-interface-description statements, the format displays as follows:

l2_descr+irb.subunit

If you configure the include-irb-and-l2 statement with both the no-vlan-interface-name

and use-interface-description statements, and no description is found for the Layer 2

interface, the format displays as follows:

(fe | ge)-fpc/pic/port.subunit+irb.subunit

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Including a Textual Description in DHCP Options on page 378

• Using DHCP Relay Agent Option 82 Information on page 373

• Configuring DHCPv6 Relay Agent Options on page 490
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include-option-82 (DHCP Local Server)

Syntax include-option-82 {
forcerenew;
nak;

}

Hierarchy Level [edit system services dhcp-local-server overrides],
[edit system services dhcp-local-server dhcpv6 overrides],
[edit system services dhcp-local-server (dhcpv6) group group-name overrides],
[edit systemservicesdhcp-local-server (dhcpv6)groupgroup-name interface interface-name
overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server (dhcpv6) ...overrides],

[edit logical-systems logical-system-name system services dhcp-local-server (dhcpv6)
...overrides],

[edit routing-instances routing-instance-name system services dhcp-local-server (dhcpv6)
...overrides]

Release Information Statement introduced in Junos OS Releases 13.3R3, 14.1R2, and 14.2R1.

Description Specify that the DHCP server include option 82 information in NAK and forcerenew

messages when you configure secure communications between the DHCP server and

DHCP clients that are in different VRFs. You can configure support globally, for a group

of interfaces, or for a specific interface.

Options forcerenew—Include option 82 in DHCP forcerenewmessages.

nak—Include option 82 in DHCP NAKmessages.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• DHCPMessage Exchange Between DHCP Clients and DHCP Server in Different VRFs

on page 363

• Configuring DHCPMessage Exchange Between DHCP Server and Clients in Different

VRFs on page 364
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interface (DHCP Local Server)

Syntax interface interface-name {
access-profile profile-name;
exclude;
overrides {
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-discover-match <option60-and-option82 | incoming-interface>;
client-negotiation-match incoming-interface;
interface-client-limit number;
rapid-commit;

}
service-profile dynamic-profile-name;
trace;
upto upto-interface-name;

}

Hierarchy Level [edit system services dhcp-local-server group group-name],
[edit system services dhcp-local-server dhcpv6 group group-name],
[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server ...],

[edit logical-systems logical-system-name system services dhcp-local-server ...],
[edit routing-instances routing-instance-name system services dhcp-local-server ...]

Release Information Statement introduced in Junos OS Release 9.0.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Options upto and exclude introduced in Junos OS Release 9.1.

Description Specify one or more interfaces, or a range of interfaces, that are within a specified group

on which the DHCP local server is enabled. You can repeat the interface interface-name

statement to specifymultiple interfaceswithin a group, but you cannot specify the same

interface in more than one group. Also, you cannot use an interface that is being used by

the DHCP relay agent.

NOTE: DHCP values are supported in integrated routing and bridging (IRB)
configurations.Whenyouconfigurean IRB interface inanetwork that is using
DHCP, the DHCP information (for example, authentication, address
assignment, and so on) is propagated in the associated bridge domain. This
enables the DHCP server to configure client IP addresses residing within the
bridge domain. IRB currently supports only static DHCP configurations.

Options exclude—Exclude an interface or a range of interfaces from the group. This option and

the overrides option are mutually exclusive.

interface-name—Name of the interface. You can repeat this option multiple times.
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upto-interface-name—Upper end of the range of interfaces; the lower end of the range is

the interface-name entry. The interface device name of the upto-interface-name

must be the same as the device name of the interface-name.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Extended DHCP Local Server Overview on page 258

• Grouping Interfaces with Common DHCP Configurations on page 311

• Using External AAA Authentication Services with DHCP on page 305
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interface (DHCP Relay Agent)

Syntax interface dhcp-interface-name {
access-profile profile-name;
exclude;
overrides {
allow-no-end-option
allow-snooped-clients;
always-write-giaddr;
always-write-option-82;
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-discover-match <option60-and-option82 | incoming-interface>;
client-negotiation-match incoming-interface;
disable-relay;
dual-stack dual-stack-group-name;
interface-client-limit number;
layer2-unicast-replies;
no-allow-snooped-clients;
proxy-mode;
relay-source
replace-ip-source-with;
send-release-on-delete;
trust-option-82;

}
service-profile dynamic-profile-name;
trace;
upto upto-interface-name;

}

Hierarchy Level [edit forwarding-options dhcp-relay dhcpv6 group group-name],
[edit forwarding-options dhcp-relay group group-name],
[edit logical-systems logical-system-name forwarding-options dhcp-relay ...],
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay ...],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay ...]

Release Information Statement introduced in Junos OS Release 8.3.

Options upto and exclude introduced in Junos OS Release 9.1.

Support at the [edit ... dhcpv6] hierarchy levels introduced in Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.1 for EX Series switches.

Description Specify one or more interfaces, or a range of interfaces, that are within a specified group

on which the DHCP or DHCPv6 relay agent is enabled. You can repeat the interface

interface-name statement to specify multiple interfaces within a group, but you cannot

specify the same interface in more than one group. Also, you cannot use an interface

that is being used by the DHCP local server. Use the statement at the [edit ... dhcpv6]

hierarchy levels to configure DHCPv6 support.

EX Series switches do not support DHCPv6.
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NOTE: DHCP values are supported in integrated routing and bridging (IRB)
configurations.Whenyouconfigurean IRB interface inanetwork that is using
DHCP, the DHCP information (for example, authentication, address
assignment, and so on) is propagated in the associated bridge domain. This
enables the DHCP server to configure client IP addresses residing within the
bridge domain. IRB currently only supports static DHCP configurations. .

Options exclude—Exclude an interface or a range of interfaces from the group. This option and

the overrides option are mutually exclusive.

interface-name—Name of the interface. You can repeat this option multiple times.

overrides—Override the specified default configuration settings for the interface. The

overrides statement is described separately.

upto-interface-name—Upper end of the range of interfaces; the lower end of the range is

the interface-name entry. The interface device name of the upto-interface-name

must be the same as the device name of the interface-name.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Extended DHCP Relay Agent Overview on page 264

• Grouping Interfaces with Common DHCP Configurations on page 311

• Using External AAA Authentication Services with DHCP on page 305
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interface (Dynamic Router Advertisement)

Syntax interface interface-name {
current-hop-limitnumber;
default-lifetime seconds;
dns-server-address
(managed-configuration | no-managed-configuration);
max-advertisement-interval seconds;
min-advertisement-interval seconds;
(other-stateful-configuration | no-other-stateful-configuration);
prefixprefix {
(autonomous | no-autonomous);
(on-link | no-on-link);
preferred-lifetime seconds;
valid-lifetime seconds;

}
reachable-timemilliseconds;
retransmit-timermilliseconds;

}

Hierarchy Level [edit dynamic-profiles protocols router-advertisement]

Release Information Statement introduced in Junos OS Release 10.1.

Description Dynamically configure router advertisement properties on an interface. To dynamically

configure interface properties, include the $junos-interface-name dynamic variable for

the interface name.

Options interface-name—Nameofan interface.Specify the$junos-interface-namedynamicvariable

or the full, static interface name, including the physical and logical address

components.

NOTE: Even though you can specify the static interface namewhen defining
the interface, we recommend using dynamic variable when configuring this
statement.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IPv6 Interfaces and Enabling Neighbor Discovery
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interface (Static Subscriber Group)

Syntax interface interface-name <exclude> <upto upto-interface-name>;

Hierarchy Level [edit logical-systems logical-system-name system services static-subscribers group
group-name],

[edit logical-systems logical-system-name routing-instances routing-instances-namesystem
services static-subscribers group group-name],

[edit routing-instances routing-instances-name system services static-subscribers group
group-name],

[edit system services static-subscribers group group-name]

Release Information Statement introduced in Junos OS Release 9.6.

Support for IPv6 and IPv4 demux static interfaces introduced in Junos OS Release 11.2.

Description Specify one or more interfaces, or a range of interfaces, that are within a specified group

on which static subscribers are created. You can repeat the interface interface-name

statement to specifymultiple interfaceswithinagroup.Youmust configureeach interface

in only one group.

NOTE: The logical systemand routing instance inwhich the static interfaces
are configuredmust match the logical system and routing instance where
the group is configured.

Options exclude—(Optional) Exclude an interface or a range of interfaces from the group.

interface-name—Name of the interface on which static subscribers are created. If you do

not specifyaunit number for the interface, then .0 isassumed. For example,ge-0/1/0

is interpreted as ge-0/1/0.0.

upto-interface-name—(Optional) The upper end of the range of interfaces; the lower end

of the range is the interface-name entry. The interface device name of

upto-interface-namemust be the same as the device name of interface-name.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Subscribers over Static Interfaces on page 846

• Creating a Static Subscriber Group on page 855
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interface (Static Subscriber Username)

Syntax interface;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instances-namesystem
services static-subscribers authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instances-namesystem
services static-subscribers group group-name authentication username-include],

[edit logical-systems logical-system-namesystemservicesstatic-subscribersauthentication
username-include],

[edit logical-systems logical-system-name system services static-subscribers group
group-name authentication username-include],

[edit routing-instances routing-instances-name system services static-subscribers
authentication username-include],

[edit routing-instances routing-instances-name system services static-subscribers group
group-name authentication username-include],

[edit system services static-subscribers authentication username-include],
[edit systemservicesstatic-subscribersgroupgroup-nameauthenticationusername-include]

Release Information Statement introduced in Junos OS Release 9.6.

Description Specify that amodified version of the interface name is included as part of the username

created for all static subscribers or for the static subscribers in a specified group. The

group version of the statement takes precedence over the global version. The username

is also sent to RADIUS in the Access-Request message. The interface name is modified

by replacing the “/” characterwith the “-” character. For example, ge-0/1/2.50 is converted

to ge-0-1-2.50.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring Subscribers over Static Interfaces on page 846

• Configuring the Static Subscriber Global Username on page 853

• Configuring the Static Subscriber Group Username on page 858
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interface-client-limit (DHCP Local Server)

Syntax interface-client-limit number;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 group group-name overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server group group-name overrides],

[edit logical-systems logical-system-name system services dhcp-local-server overrides],
[edit logical-systems logical-system-name system services dhcp-local-server dhcpv6
overrides],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpv6 group
group-name overrides],

[edit logical-systems logical-system-name system services dhcp-local-server group
group-name overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 group group-name overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server group group-name overrides],

[edit routing-instances routing-instance-namesystemservicesdhcp-local-serveroverrides],
[edit routing-instances routing-instance-name system services dhcp-local-server dhcpv6
overrides],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpv6
group group-name overrides],

[edit routing-instances routing-instance-name system services dhcp-local-server group
group-name overrides],

[edit system services dhcp-local-server overrides],
[edit system services dhcp-local-server dhcpv6 overrides],
[edit system services dhcp-local-server dhcpv6 group group-name overrides],
[edit system services dhcp-local-server dhcpv6 group interface interface-name group-name
overrides],

[edit system services dhcp-local-server group group-name overrides],
[edit systemservicesdhcp-local-servergroupgroup-name interface interface-nameoverrides]

Release Information Statement introduced in Junos OS Release 9.2.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Set the maximum number of DHCP subscribers or DHCP clients per interface allowed

for a specific group or for all groups. A group specification takes precedence over a global

specification for the members of that group.

Default No limit
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Options number—Maximum number of clients allowed.

Range: 1 through 500,000

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Specifying the MaximumNumber of DHCP Clients Per Interface on page 321

• Overriding Default DHCP Local Server Configuration Settings on page 345
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interface-client-limit (DHCP Relay Agent)

Syntax interface-client-limit number;

Hierarchy Level [edit forwarding-options dhcp-relay dhcpv6 overrides],
[edit forwarding-options dhcp-relay overrides],
[edit forwarding-options dhcp-relay dhcpv6 group group-name overrides],
[edit forwarding-options dhcp-relay group group-name overrides],
[edit logical-systems logical-system-name forwarding-optionsdhcp-relaydhcpv6overrides],
[edit logical-systems logical-system-name forwarding-options dhcp-relay overrides],
[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpv6 group
group-name overrides],

[edit logical-systems logical-system-name forwarding-optionsdhcp-relaygroupgroup-name
overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay dhcpv6 overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay dhcpv6 group group-name overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay group group-name overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay dhcpv6
overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay overrides],
[edit routing-instances routing-instance-name forwarding-optionsdhcp-relay dhcpv6group
group-name overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay group
group-name overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay group
group-name interface interface-name overrides]

Release Information Statement introduced in Junos OS Release 9.2.

Support at the [edit ... dhcpv6] hierarchy levels introduced in Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.1 for EX Series switches.

Description Set the maximum number of DHCP (or DHCPv6) subscribers or clients per interface

allowed for a specific group or for all groups. A group specification takes precedence

over a global specification for themembers of that group. Use the statement at the [edit

... dhcpv6] hierarchy levels to configure DHCPv6 support.

M120 and M320 routers do not support DHCPv6.

Default No limit

Options number—Maximum number of clients allowed.

Range: 1 through 500,000
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Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• dhcp-relay on page 1082

• Extended DHCP Relay Agent Overview on page 264

• Configuring Group-Specific DHCP Relay Options on page 314

• Overriding the Default DHCP Relay Configuration Settings on page 348

interface-delete (Subscriber Management or DHCP Client Management)

Syntax interface-delete;

Hierarchy Level [edit system services subscriber-managementmaintain-subscriber]

Release Information Statement introduced in Junos OS Release 11.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description On router—Configure the router to maintain, rather than log out, subscribers when the

subscriber interface is deleted. By default, the router logs out subscribers when the

subscriber interface is deleted.

On switch—Configure the switch to maintain rather than log out DHCP clients when the

client interface is deleted. By default, the switch logs out DHCP clients when the client

interface is deleted.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Router to Maintain DHCP Subscribers During Interface Delete Events

on page 326
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interface-description (DHCP Local Server)

Syntax interface-description (device-interface | logical-interface);

Hierarchy Level [edit system services dhcp-local-server authentication username-include],
[edit system services dhcp-local-server dhcpv6 authentication username-include],
[edit system services dhcp-local-server dhcpv6 group group-name authentication
username-include],

[edit systemservicesdhcp-local-servergroupgroup-nameauthenticationusername-include]
[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server ...],

[edit logical-systems logical-system-name system services dhcp-local-server ...],
[edit routing-instances routing-instance-name system services dhcp-local-server ...]

Release Information Statement introduced in Junos OS Release 17.1.

Description Specify that the interface description for the device (physical) interface or the logical

interface is concatenated with the username during the subscriber authentication or

DHCP client authentication process. Use the statement at the [edit ... dhcpv6] hierarchy

levels to configure DHCPv6 support.

The interface description is configured using the description statement at the [edit

interfaces interface-name] hierarchy level. The delimiter is configured with the delimiter

statement at the [edit system services dhcp-local-server ... username-include] hierarchy

level.

NOTE: The username delimiter must not be a character that is part of the
interfacedescription. For example, if thedescription includesa forward slash
(/), then the delimiter must not be a forward slash. The default delimiter is
a period.

Options device-interface—Use the text description configured for thedevice (physical) interface.

logical-interface—Use the text description configured for the logical interface.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Creating Unique Usernames for DHCP Clients on page 306
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interface-description (DHCP Relay Agent)

Syntax interface-description (device-interface | logical-interface);

Hierarchy Level [edit forwarding-options dhcp-relay authentication username-include],
[edit forwarding-options dhcp-relay dhcpv6 authentication username-include],
[edit forwarding-options dhcp-relay dhcpv6 group group-name authentication
username-include],

[edit forwarding-optionsdhcp-relaydual-stack-groupdual-stack-group-nameauthentication
username-include],

[edit forwarding-options dhcp-relay group group-name authentication username-include],
[edit logical-systems logical-system-name forwarding-options dhcp-relay ...],
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay ...],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay ...]

Release Information Statement introduced in Junos OS Release 17.1.

Description Specify that the interface description for the device (physical) interface or the logical

interface is concatenated with the username during the subscriber authentication or

DHCP client authentication process. Use the statement at the [edit ... dhcpv6] hierarchy

levels to configure DHCPv6 support.

The interface description is configured using the description statement at the [edit

interfaces interface-name] hierarchy level. The delimiter is configured with the delimiter

statementat the [edit forwarding-optionsdhcp-relay ... username-include]hierarchy level.

NOTE: The username delimiter must not be a character that is part of the
interfacedescription. For example, if thedescription includesa forward slash
(/), then the delimiter must not be a forward slash. The default delimiter is
a period.

Options device-interface—Description of the physical interface.

logical-interface—Description of the logical interface.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Creating Unique Usernames for DHCP Clients on page 306

Copyright © 2018, Juniper Networks, Inc.1214

Broadband Subscriber Sessions Feature Guide



interface-description-format

Syntax interface-description-format {
exclude-adapter;
exclude-channel;
exclude-sub-interface;

}

Hierarchy Level [edit access profile profile-name radius options]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 9.1 for EX Series switches.

exclude-adapter and exclude-sub-interface options added in Junos OS Release 10.4.

exclude-channel option added in Junos OS Release 17.3R1.

Description Specify the information that is excluded from the interface description that the device

passes to RADIUS for inclusion in the RADIUS attributes such as NAS-Port-ID (87) or

Calling-Station-ID (31).

The default format for nonchannelized interfaces is as follows:

interface-type-slot/adapter/port.subinterface[:svlan-vlan]

For example, consider physical interface ge-1/2/0,with a subinterface of 100 andSVLAN

identifier of 100. The interface description used in the NAS-Port-ID is ge-1/2/0.100:100.

If you exclude the subinterface, the description becomes ge-1/2/0:100.

The default format for channelized interfaces is as follows:

interface-type-slot/adapter/channel.subinterface[:svlan-vlan]

The channel information (logical port number) is determined by this formula:

Logical port number = 100 + (actual-port-number x 20) + channel-number.

For example, consider a channelized interface 3 on port 2 where the:

• Physical interface is xe-0/1/2:3.

• Subinterface is 4.

• SVLAN is 5.

• VLAN is 6.

Using the formula, the logical port number = 100 + (2 x 20) + 3 = 143. Consequently, the

default interface description is xe-0/1/143.4-5.6. If you exclude the channel information,

the description becomes xe-0/1/2.4-5.6.

Options exclude-adapter——(Optional) Exclude the adapter from the interface description.
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exclude-channel—(Optional) Exclude the channel information from the interface

description.

exclude-sub-interface——(Optional) Exclude the subinterface from the interface

description.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Interface Text Descriptions for Inclusion in RADIUS Attributes on page 65

• Configuring RADIUS Server Options for Subscriber Access on page 135

• RADIUS Server Options for Subscriber Access on page 4

interface-name (DHCP Local Server)

Syntax interface-name;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server ...],

[edit logical-systems logical-system-name system services dhcp-local-server ...],
[edit routing-instances routing-instance-name system services dhcp-local-server ...],
[edit system services dhcp-local-server authentication username-include],
[edit system services dhcp-local-server dhcpv6 authentication username-include],
[edit system services dhcp-local-server dhcpv6 group group-name authentication
username-include],

[edit systemservicesdhcp-local-servergroupgroup-nameauthenticationusername-include]

Release Information Statement introduced in Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Specify that the interfacename is concatenatedwith theusernameduring the subscriber

authentication or DHCP client authentication process. Use the statement at the [edit ...

dhcpv6] hierarchy levels to configure DHCPv6 support.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Creating Unique Usernames for DHCP Clients on page 306
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interface-name (DHCP Relay Agent)

Syntax interface-name;

Hierarchy Level [edit forwarding-options dhcp-relay authentication username-include],
[edit forwarding-options dhcp-relay dhcpv6 authentication username-include],
[edit forwarding-options dhcp-relay dhcpv6 group group-name authentication
username-include],

[edit forwarding-optionsdhcp-relaydual-stack-groupdual-stack-group-nameauthentication
username-include],

[edit forwarding-options dhcp-relay group group-name authentication username-include],
[edit logical-systems logical-system-name forwarding-options dhcp-relay ...],
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay ...],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay ...]

Release Information Statement introduced in Junos OS Release 11.4

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Support at the [edit ... dual-stack-groupdual-stack-group-name]hierarchy level introduced

in Junos OS Release 15.1.

Description Specify that the interfacename is concatenatedwith theusernameduring the subscriber

authenticationor client authenticationprocess.Use the statementat the [edit ... dhcpv6]

hierarchy levels to configure DHCPv6 support.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Creating Unique Usernames for DHCP Clients on page 306
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interface-mib (Enhanced Subscriber Management)

Syntax interface-mib;

Hierarchy Level [edit dynamic-profiles profile-name interfaces interface-name]

Release Information Statement introduced in Junos OS Release 15.1R3 on MX Series routers for enhanced

subscriber management.

Description Enable representation of the Interfaces MIB for the specified dynamic interface.

BEST PRACTICE: To achievemaximum performance with enhanced
subscribermanagement,we recommend that younot enable representation
of the Interfaces MIB on all dynamic subscriber interfaces.

Default If you do not include the interface-mib statement, representation of the Interfaces MIB

on dynamic subscriber interfaces is disabled by default.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Junos OS Enhanced Subscriber Management on page 611

• Junos OS Enhanced Subscriber Management Overview on page 609
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interface-set (ANCP)

Syntax interface-set interface-set-name {
access-identifier identifier-string;
underlying-interface underlying-interface-name;

}

Hierarchy Level [edit protocols ancp interfaces]

Release Information Statement introduced in Junos OS Release 9.4.

Description Identify a group of VLANs on which traffic is sent to a subscriber identified by the

access-loop circuit identifier.

Options interface-set-name—NameofagroupofVLANsthatcarry traffic to thesubscriber identified

by the access loop circuit identifier.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the ANCP Agent on page 684

• Associating anAccessNodewith Subscribers for ANCPAgentOperations on page687

1219Copyright © 2018, Juniper Networks, Inc.

Chapter 102: Configuration Statements

https://apps.juniper.net/cli-explorer/


interface-traceoptions (DHCP)

Syntax interface-traceoptions {
file filename <files number> <match regular-expression > <sizemaximum-file-size>
<world-readable | no-world-readable>;

flag flag;
level (all | error | info | notice | verbose | warning);
no-remote-trace;

}

Hierarchy Level [edit system processes dhcp-service]

Release Information Statement introduced in Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Configure extended DHCP tracing operations that can be enabled on a specific interface

or group of interfaces.

Replaces deprecated interface-traceoptions statements at the [edit forwarding-options

dhcp-relay] and [edit system services dhcp-local-server] hierarchy levels.

To enable the tracing operation on the specific interfaces, you use the interface

interface-name trace statement.

Options file filename—Name of the file to receive the output of the tracing operation. Enclose the

namewithin quotation marks. All files are placed in the directory /var/log.

filesnumber—(Optional)Maximumnumber of trace files to create before overwriting the

oldest one. If you specify a maximum number of files, you also must specify a

maximum file size with the size option.

Range: 2 through 1000

Default: 3 files

flag flag—Tracing operation to perform. To specify more than one tracing operation,

includemultiple flag statements

• all—Trace all events

• packet—Trace packet and option decoding operations

• state—Trace changes in state

level—Level of tracing to perform; also known as severity level. The option you configure

enables tracing of events at that level and all higher (more restrictive) levels. You can

specify any of the following levels:

• all—Matchmessages of all levels.

• error—Match error messages.

• info—Match informational messages.
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• notice—Match notice messages about conditions requiring special handling.

• verbose—Match verbosemessages. This is the lowest (least restrictive) severity level;

when you configure verbose, messages at all higher levels are traced. Therefore, the

result is the same as when you configure all.

• warning—Match warning messages.

Default: error

match regular-expression—(Optional) Refine the output to include lines that contain the

regular expression.

no-remote-trace—Disable remote tracing.

no-world-readable—(Optional) Disable unrestricted file access.

sizemaximum-file-size—(Optional)Maximumsizeofeach trace file.Bydefault, thenumber

entered is treated as bytes. Alternatively, you can include a suffix to the number to

indicatekilobytes (KB),megabytes (MB), or gigabytes (GB). If youspecifyamaximum

file size, you alsomust specify amaximumnumber of trace fileswith the filesoption.

Syntax: sizek to specify KB, sizem to specify MB, or sizeg to specify GB

Range: 10240 through 1073741824

world-readable—(Optional) Enable unrestricted file access.

Required Privilege
Level

trace—To view this statement in the configuration.

trace-control—To add this statement to the configuration.

Related
Documentation

• Tracing Extended DHCP Operations for Specific Interfaces on page 880
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interfaces (ANCP)

Syntax interfaces {
interface-set interface-set-name {
access-identifier identifier-string;
underlying-interface underlying-interface-name;

}
interface-name {
access-identifier identifier-string

}
}

Hierarchy Level [edit protocols ancp]

Release Information Statement introduced in Junos OS Release 9.4.

Description Identify the subscribers whose traffic is reported and shaped by the ANCP agent.

Options interface-name—Name of a logical interface supporting a single VLAN that carries traffic

to the subscriber identified by the access-loop circuit identifier.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the ANCP Agent on page 684

• Associating anAccessNodewith Subscribers for ANCPAgentOperations on page687

Copyright © 2018, Juniper Networks, Inc.1222

Broadband Subscriber Sessions Feature Guide

https://apps.juniper.net/cli-explorer/


interfaces (Static and Dynamic Subscribers)

Syntax interfaces {
interface-name {
unit logical-unit-number {
actual-transit-statistics;
auto-configure {
agent-circuit-identifier {
dynamic-profile profile-name;

}
line-identity {
include {
accept-no-ids;
circuit-id;
remote-id;

}
dynamic-profile profile-name;

}
}
family family {
access-concentrator name;
address address;
direct-connect;
duplicate-protection;
dynamic-profile profile-name;
filter {
adf {
counter;
input-precedence precedence;
not-mandatory;
output-precedence precedence;
rule rule-value;

}
input filter-name {
precedence precedence;
shared-name filter-shared-name;

}
output filter-name {
precedence precedence;
shared-name filter-shared-name;

}
}
max-sessions number;
max-sessions-vsa-ignore;
rpf-check {
mode loose;

}
service {
input {
service-set service-set-name {
service-filter filter-name;

}
post-service-filter filter-name;

}
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output {
service-set service-set-name {
service-filter filter-name;

}
}

}
service-name-table table-name
short-cycle-protection <lockout-time-minminimum-seconds lockout-time-max
maximum-seconds>;

unnumbered-address interface-name <preferred-source-address address>;
}
filter {
input filter-name (
precedence precedence;
shared-name filter-shared-name;

}
output filter-name {
precedence precedence;
shared-name filter-shared-name;

}
}
host-prefix-only;
ppp-options {
chap;
pap;

}
proxy-arp;
service {
pcef pcef-profile-name {
activate rule-name | activate-all;

}
}
vlan-id;
vlan-tags outer [tpid].vlan-id [inner [tpid].vlan-id];

}
vlan-tagging;

}
interface-set interface-set-name {
interface interface-name {
unit logical unit number {
advisory-options {
downstream-rate rate;
upstream-rate rate;

}
}

}
pppoe-underlying-options {
max-sessions number;

}
}
demux0 {
unit logical-unit-number {
demux-options {
underlying-interface interface-name

}
family family {
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access-concentrator name;
address address;
direct-connect;
duplicate-protection;
dynamic-profile profile-name;
demux-source {
source-prefix;

}
filter {
input filter-name (
precedence precedence;
shared-name filter-shared-name;

}
output filter-name {
precedence precedence;
shared-name filter-shared-name;

}
}
mac-validate (loose | strict):
max-sessions number;
max-sessions-vsa-ignore;
rpf-check {
fail-filter filter-name;
mode loose;

}
service-name-table table-name
short-cycle-protection <lockout-time-minminimum-seconds lockout-time-max
maximum-seconds>;

unnumbered-address interface-name <preferred-source-address address>;
}
filter {
input filter-name;
output filter-name;

}
vlan-id number;
vlan-tags outer [tpid].vlan-id [inner [tpid].vlan-id];

}
}
pp0 {
unit logical-unit-number {
keepalives interval seconds;
no-keepalives;
pppoe-options {
underlying-interface interface-name;
server;

}
ppp-options {
aaa-options aaa-options-name;
authentication [ authentication-protocols ];
chap {
challenge-lengthminimumminimum-lengthmaximummaximum-length;

}
initiate-ncp (ip | ipv6 | dual-stack-passive)
ipcp-suggest-dns-option;
mru size;
mtu (size | use-lower-layer);
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on-demand-ip-address;
pap;
peer-ip-address-optional;

}
family inet {
unnumbered-address interface-name;
address address;
service {
input {
service-set service-set-name {
service-filter filter-name;

}
post-service-filter filter-name;

}
output {
service-set service-set-name {
service-filter filter-name;

}
}

}
filter {
input filter-name {
precedence precedence;
shared-name filter-shared-name;

}
output filter-name {
precedence precedence;
shared-name filter-shared-name;

}
}

}
}

}
}

Hierarchy Level [edit dynamic-profiles profile-name]

Release Information Statement introduced in Junos OS Release 9.2.

Description Define interfaces for dynamic profiles.

Options interface-name—The interfacevariable ($junos-interface-ifd-name). The interfacevariable

isdynamically replacedwith the interface theDHCPclientaccesseswhenconnecting

to the router.

NOTE: Thoughwedonot recommend it, youcanalsoenter thespecificname
of the interface you want to assign to the dynamic profile.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.
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Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• ConfiguringDynamicSubscriber InterfacesUsing IPDemux Interfaces inDynamicProfiles

• Configuring Dynamic PPPoE Subscriber Interfaces

• Configuring Dynamic VLANs Based on Agent Circuit Identifier Information

• DHCP Subscriber Interface Overview

• Configuring Subscribers over Static Interfaces on page 846

• Demultiplexing Interface Overview

ip-address

Syntax ip-address ip-address;

Hierarchy Level [edit access address-assignment pool pool-name family inet host hostname]

Release Information Statement introduced in Junos OS Release 9.0.

Description Specify the reserved IP address assigned to the client.

Options ip-address—IP version 4 (IPv4) address.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Address-Assignment Pools on page 621

• Configuring Static Address Assignment on page 630
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ip-address-change-notify

Syntax ip-address-change-notify {
message message;

}

Hierarchy Level [edit access profile profile-name radius options]

Release Information Statement introduced in Junos OS Release 13.1.

Description For on-demand address allocation for dual-stack PPP subscribers, specify that the BNG

includes the Unisphere-Ipv4-release-control VSA in the Access-Request that is sent

during on-demand IP address allocation and in the Interim-Accounting messages that

are sent to report an address change.

Theconfigurationof this statementhasnoeffectwhenon-demand IPaddressallocation

or deallocation is not configured.

Optionally, configure amessage that is included in the VSAwhen it is sent to the RADIUS

server.

Default This functionality is disabled by default.

Options message—VSAmessage.

Range: Up to 32 characters.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Conserving IPv4 Addresses for Dual-Stack PPP Subscribers Using On-Demand IPv4

Address Allocation on page 495

• Enabling Immediate Interim Accounting Messages for On-Demand IPv4 Address

Changes on page 505
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ip-address-first

Syntax ip-address-first;

Hierarchy Level [edit logical-systems logical-system-name system services dhcp-local-server
pool-match-order],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server pool-match-order],

[edit routing-instances routing-instance-name system services dhcp-local-server
pool-match-order],

[edit system services dhcp-local-server pool-match-order]

Release Information Statement introduced in Junos OS Release 9.0.

Statement introduced in Junos OS Release 12.1 for EX Series switches.

Description Configure the extended DHCP local server to use the IP address method to determine

whichaddress-assignmentpool touse.The local serveruses the IPaddress in thegateway

IP address if one is present in the DHCP client PDU. If no gateway IP address is present,

the local server uses the IP address of the receiving interface to find the

address-assignment pool. The DHCP local server uses this method by default when no

method is explicitly specified.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring How the Extended DHCP Local Server DeterminesWhich

Address-Assignment Pool to Use on page 276

• Extended DHCP Local Server Overview on page 258

• Address-Assignment Pools Overview on page 619
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ip-can-type (PCRF Partition)

Syntax ip-can-type number;

Hierarchy Level [edit access pcrf partition partition-name]

Release Information Statement introduced in Junos OS Release 16.2.

Description Configure an IP connectivity access network (IP-CAN) value according to what best fits

your operating environment andaccess network. ThePolicy andChargingRules Function

(PCRF) partition requires that you configure this statement. The Policy Control and

Charging (PCC)enablesacentralizedcontrol to ensure that the service sessions (IP-CAN

sessions) are provided with appropriate bandwidth and QoS.

An IP-CANbearer is the IP transmission path of defined capacity, delay, and bit error rate.

An IP-CANsession incorporatesoneormore IP-CANbearers. Support formultiple IP-CAN

bearers per IP-CAN session is IP-CAN specific. An IP-CAN session exists as long as the

related IPv4 address or IPv6 prefix is assigned and announced to the IP network.

If an IP-CAN session is modified, the Policy and Charging Enforcement Function (PCEF)

first uses theevent trigger todeterminewhether to request thePCC rules for themodified

IP-CAN session from the PCRF. Then upon reception of updated PCC rules from the

PCRF, the PCEF activates, modifies, or removes the PCC rules as indicated by the PCRF.

Options number—Identifier of the IP-CAN value used for your operating environment and access
network.

Default: 77

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring the PCRF Partition on page 820

• PolicyandChargingEnforcementFunctionOverviewforBroadbandWirelineSubscribers

on page 790

• Understanding Gx Interactions Between the Router and the PCRF on page 794

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807

• Understanding Upstream and DownstreamMessages for the PCRF on page 813
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ipcp-suggest-dns-option

Syntax ipcp-suggest-dns-option;

Hierarchy Level [edit access group-profile group-profile-name ppp ppp-options],
[editdynamic-profilesprofile-name interfacespp0unit “$junos-interface-unit”ppp-options],
[edit dynamic-profiles profile-name interfaces “$junos-interface-ifd-name” unit
“$junos-interface-unit” ppp-options],

[edit interfaces pp0 unit logical-unit-number ppp-options],
[edit interfaces si-fpc/pic/port unit logical-unit-number ppp-options]

Release Information Statement introduced in Junos OS Release 16.1.

Description Configure the router to prompt Customer Premises Equipment (CPE) to negotiate both

primary and secondary DNS addresses during IPCP negotiation for terminated PPPoE

and LNS subscribers. You can configure this for dynamic or static PPPoE subscribers,

dynamic or static LNS subscribers, and in an LNS group profile.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Ensuring IPCP Negotiation for Primary and Secondary DNS Addresses on page 638

• Configuring the Group Profile for Defining L2TP Attributes

• Applying PPP Attributes to L2TP LNS Subscribers with a User Group Profile

• Configuring Dynamic Authentication for PPP Subscribers

• Applying PPP Attributes to L2TP LNS Subscribers per Inline Service Interface
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jsrc (JSRC)

Syntax jsrc {
partition partition-name {
diameter-instance instance-name;
destination-host hostname;
destination-realm realm-name;

}
}

Hierarchy Level [edit]

Release Information Statement introduced in Junos OS Release 9.6.

Description Configure JSRC to interactwith anSAE in anSRCenvironment to authorize and provision

subscribers.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring JSRC on page 833
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jsrc (Access Profile)

Syntax jsrc {
attributes {
exclude {
user-name [ authorization-request | provisioning-request ];
}

}
}

}

Hierarchy Level [edit access profile profile-name]

Release Information Statement introduced in Junos OS Release 14.2.

Description Specify JSRC settings in an access profile.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring JSRC on page 833

• Authorizing Subscribers with JSRC on page 835

• Understanding JSRC-SAE Interactions on page 831

• Excluding AVPs from Diameter Messages for JSRC on page 837
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jsrc-partition

Syntax jsrc-partition partition-name;

Hierarchy Level [edit]

Release Information Statement introduced in Junos OS Release 9.6.

Description Specify the JSRC partition to use.

Options partition-name—Name of the JSRC partition that you want JSRC to use. The name is

defined with the partition statement at the [edit jsrc] hierarchy level.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring JSRC on page 833

• Configuring the JSRC Partition on page 834
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juniper-dsl-attributes

Syntax juniper-dsl-attributes;

Hierarchy Level [edit access profile profile-name radius options]

Release Information Statement introduced in Junos OS Release 11.4.

Description Configure AAA to add Juniper Networks DSL VSAs to the RADIUS authentication and

accounting requestmessages for subscribers. If the router hasnot receivedandprocessed

the corresponding ANCP attributes from the access node, then AAA provides only the

following in these RADIUSmessages:

• Downstream-Calculated-QoS-Rate (IANA4874, 26-141)—Default configuredadvisory

transmit speed.

• Upstream-Calculated-QoS-Rate (IANA 4874, 26-142)—Default configured advisory

receive speed.

Default The Juniper Networks DSL VSAs are not added to the RADIUS authentication and

accounting request messages. However, the DSL Forum VSA—if available—is added to

RADIUSmessages by default.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• ConfiguringAAAto Include JuniperNetworksDSLVSAs inRADIUSMessagesonpage731

• Configuring the ANCP Agent on page 684
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layer2-unicast-replies

Syntax layer2-unicast-replies;

Hierarchy Level [edit forwarding-options dhcp-relay overrides],
[edit forwarding-options dhcp-relay group group-name overrides],
[edit logical-systems logical-system-name forwarding-options dhcp-relay overrides],
[edit logical-systems logical-system-name forwarding-optionsdhcp-relaygroupgroup-name
overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay group group-name overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay overrides],
[edit routing-instances routing-instance-name forwarding-options dhcp-relay group
group-name overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay group
group-name interface interface-name overrides]

Release Information Statement introduced in Junos OS Release 8.3.

Statement introduced in Junos OS Release 12.1 for EX Series switches.

Description Override the setting of the broadcast bit in DHCP request packets and instead use the

Layer 2 unicast transmission method to transmit DHCP Offer reply packets and DHCP

ACK reply packets from the DHCP server to DHCP clients during the discovery process.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Extended DHCP Relay Agent Overview on page 264

• dhcp-relay on page 1082
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keep-incoming-circuit-id (DHCP Relay Agent)

Syntax keep-incoming-circuit-id ;

Hierarchy Level [edit forwarding-options dhcp-relay relay-option-82 circuit-id],
[edit logical-systems logical-system-name forwarding-options dhcp-relay relay-option-82
circuit-id],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay relay-option-82 circuit-id],

[edit routing-instances routing-instance-name forwarding-optionsdhcp-relay relay-option-82
circuit-id]

Release Information Statement introduced in Junos OS Release 16.1.

Description Specify that the jdhcpd process keeps the incoming circuit ID and prepends the ID with

the locally generated ID (in the format, generated-id + incoming-id) before sending the

leasequery packet to the DHCP server.

This configuration is required for leasequery and bulk leasequery operations when

subscriber authentication is based on the circuit ID, and enables leasequery and bulk

leasequery to restore the agent circuit identifier/agent remote identifier (ACI/ARI) pair

and to use the circuit ID to authenticate subscribers.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Using DHCP Relay Agent Option 82 Information on page 373
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keep-incoming-interface-id (DHCP Relay Agent)

Syntax keep-incoming-interface-id ;

Hierarchy Level [edit forwarding-options dhcp-relay dhcpv6 relay-agent-interface-id],
[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpv6
relay-agent-interface-id],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay dhcpv6 relay-agent-interface-id],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay dhcpv6
relay-agent-interface-id],

Release Information Statement introduced in Junos OS Release 16.1.

Description Specify that the jdhcpd process keeps the incoming interface ID and prepends the ID

with the locally generated ID (in the format, generated-id + incoming-id) before sending

the leasequery packet to the DHCPv6 server.

This configuration is required for leasequery and bulk leasequery operations when

subscriber authentication is based on the interface ID, and enables leasequery and bulk

leasequery to restore the agent circuit identifier/agent remote identifier (ACI/ARI) pair

and to use the interface ID to authenticate subscribers.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Inserting DHCPv6 Interface-ID Option (Option 18) In DHCPv6 Packets on page 492
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keep-incoming-remote-id (DHCP Relay Agent)

Syntax keep-incoming-remote-id ;

Hierarchy Level [edit forwarding-options dhcp-relay dhcpv6 relay-agent-remote-id],
[edit forwarding-options dhcp-relay relay-option-82 circuit-id],
[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpv6
relay-agent-remote-id],

[edit logical-systems logical-system-name forwarding-options dhcp-relay relay-option-82
XXXcircuit-id],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay dhcpv6 relay-agent-remote-id],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay relay-option-82 circuit-id],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay dhcpv6
relay-agent-remote-id],

[edit routing-instances routing-instance-name forwarding-optionsdhcp-relay relay-option-82
circuit-id],

Release Information Statement introduced in Junos OS Release 16.1.

Description Specify that the jdhcpd process keeps the incoming remote ID and prepends the ID with

the locally generated ID (in the format, generated-id + incoming-id) before sending the

leasequery packet to the DHCPv6 server.

This configuration is required for leasequery and bulk leasequery operations when

subscriber authentication is based on the remote ID, and enables leasequery and bulk

leasequery to restore the agent circuit identifier/agent remote identifier (ACI/ARI) pair

and to use the remote ID to authenticate subscribers.

Use the statement at the [edit ... dhcpv6] hierarchy level to configure DHCPv6 support.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Using DHCP Relay Agent Option 82 Information on page 373

• Inserting DHCPv6 Interface-ID Option (Option 18) In DHCPv6 Packets on page 492
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leasequery (DHCP Relay Agent)

Syntax leasequery {
attempts number-of-attempts;
timeout seconds;

}

Hierarchy Level [edit forwarding-options dhcp-relay],
[edit forwarding-options dhcp-relay dhcpv6],
[edit logical-systems logical-system-name ...],
[edit logical-systems logical-system-name routing-instances routing-instance-name ...],
[edit routing-instances routing-instance-name ...]

Release Information Statement introduced in Junos OS Release 16.1.

Description Configure parameters that DHCP relay agent uses when sending DHCP leasequery

messages toobtain lease information fromtheDHCPservers in the logical system/routing

instance.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring and Using DHCP Individual Leasequery on page 291
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lease-time-threshold (DHCP Local Server and DHCP Relay Agent)

Syntax lease-time-threshold seconds;

Hierarchy Level [edit forwarding-options dhcp-relay lease-time-validation],
[edit forwarding-options dhcp-relay dhcpv6 lease-time-validation],
[edit forwarding-options dhcp-relay group group-name lease-time-validation],
[edit forwarding-options dhcp-relay dhcpv6 group group-name lease-time-validation],
[edit logical-systems logical-system-name ...],
[edit logical-systems logical-system-name routing-instances routing-instance-name...],
[edit routing-instances routing-instance-name ...],
[edit system services dhcp-local-server lease-time-validation],
[edit system services dhcp-local-server dhcpv6 lease-time-validation],
[edit system services dhcp-local-server group group-name lease-time-validation],
[edit system services dhcp-local-server dhcpv6 group group-name lease-time-validation]

Release Information Statement introduced in Junos OS Release 14.1.

Description Configure the minimumDHCP lease time allowed in your subscriber access network. If

a third-party DHCP server or address pool provides a client lease that is less than the

configured threshold, the router performs the action specified by the violation-action

statement.

Options seconds—Minimum client lease time allowed.

Range: 60 through 2,147,483,647 seconds

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring a DHCP Lease-Time Threshold on page 281
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lease-time-validation (DHCP Local Server and DHCP Relay Agent)

Syntax lease-time-validation {
lease-time-threshold seconds;
violation-action action;

}

Hierarchy Level [edit forwarding-options dhcp-relay],
[edit forwarding-options dhcp-relay dhcpv6],
[edit forwarding-options dhcp-relay group group-name],
[edit forwarding-options dhcp-relay dhcpv6 group group-name],
[edit logical-systems logical-system-name ...],
[edit logical-systems logical-system-name routing-instances routing-instance-name...],
[edit routing-instances routing-instance-name ...],
[edit system services dhcp-local-server],
[edit system services dhcp-local-server dhcpv6],
[edit system services dhcp-local-server group group-name],
[edit system services dhcp-local-server dhcpv6 group group-name]

Release Information Statement introduced in Junos OS Release 14.1.

Description Enable the lease-time validation feature on the router. You can then configure the

lease-time threshold and an optional action to take when a lease-time violation occurs.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring a DHCP Lease-Time Threshold on page 281

limit

Syntax limitmax-sub-sessions;

Hierarchy Level [edit services service-set services-set-name subscriber-profile profile-name
max-data-sessions-per-subscriber]

Release Information Statement introduced in Junos OS Release 11.4.

Description Specify the limit for the maximum number of subscriber sessions.

Options max-sub-sessions—Maximum number of subscriber sessions.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.
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link (Address-Assignment Pools)

Syntax link pool-name;

Hierarchy Level [edit access address-assignment pool pool-name]

Release Information Statement introduced in Junos OS Release 10.2.

Description Configure the name of a secondary address-assignment pool that is linked to a primary

address-assignment pool. The secondary pool provides a backup pool for local address

assignment. You can configure a chain of linked pools, but you cannot directly link more

than one pool to or from any other pool.

Options pool-name—Name assigned to the address-assignment pool.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Address-Assignment Pools Overview on page 619

• Configuring Address-Assignment Pools on page 621

• Configuring Address-Assignment Pool Linking on page 625
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local (Flat-File Access Profile)

Syntax local {
flat-file-profile profile-name;

}

Hierarchy Level [edit access profile profile-name]

Release Information Statement introduced in Junos OS Release 17.1.

Description Configure local reportingof serviceaccounting statisticsaccording to thespecified flat-file

profile, which determines the accounting statistics and nonstatistical parameters that

are collected and reported in the local flat file. This configuration collects the running

total service statistics per interface family. Because the statistics are maintained in the

Routing Engine in a statistics database, they are not affected by a line-card restart, a

graceful Routing Engine switchover, or a unified in-service software upgrade (ISSU). The

statistics counters are reset when the router reboots.

Collecting service statistics into a local flat file is useful when you do not need to send

the information to RADIUS, such as when your are using the information for internal

monitoring and need an accurate record for analytics.

Options profile-name—Name of the flat-file profile.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Service Accounting in Local Flat Files

• Flat-File Accounting Overview
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local-decision (PCRF Partition)

Syntax local-decision (deny | grant) timeout seconds;

Hierarchy Level [edit access pcrf partition partition-name]

Release Information Statement introduced in Junos OS Release 16.2.

Description Configure a non-standard extension that allows the subscriber login to proceed even if

the Policy and Charging Rule Function (PCRF) is not available or if the PCRF does not

respond within the corresponding logout response timeout. This statement determines

how long to wait before using the local decision to log in.

Options deny—Prevent subscriber logins from occurring.

grant—Allowsubscriber logins tooccurwhen thePCRF isnotavailableor not responding.

Default: deny

seconds—Number of seconds to wait before using the local decision to log in.

Default: 90

Range: 0 through 86,400 seconds (24 hours)

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring the PCRF Partition on page 820

• PolicyandChargingEnforcementFunctionOverviewforBroadbandWirelineSubscribers

on page 790

• Understanding Gx Interactions Between the Router and the PCRF on page 794

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807

• Understanding Upstream and DownstreamMessages for the PCRF on page 813
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local-server-group (DHCP Relay Agent Option)

Syntax local-server-group local-server-group;

Hierarchy Level [edit forwarding-options dhcp-relay relay-option (default-action | equals | starts-with)],
[edit forwarding-optionsdhcp-relaygroupgroup-name relay-option(default-action |equals
| starts-with)],

[edit logical-systems logical-system-name forwarding-options dhcp-relay ...],
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay ...],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay ...]

Release Information Statement introduced in Junos OS Release 12.3.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Forward DHCP client packets to the specified group of DHCP local servers when you use

the DHCP relay selective processing feature. You can configure the forwarding operation

globally or for a group of interfaces.

The local-server-group option is not supported for DHCPv6 relay agent.

Options local-server-group—Name of DHCP local server group.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• UsingDHCPOption Information toSelectivelyProcessDHCPClientTraffic onpage380
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location (dhcp-relay)

Syntax location name;

Hierarchy Level [edit forwarding-optionsdhcp-relay relay-option-82vendor-specific],
[edit forwarding-options dhcp-relaygroup group-name relay-option-82vendor-specific]

Release Information Command introduced in Junos OS Release 16.2.

Description Supports the addition of a vendor-specific location in the option-82, suboption 9 field

ofDHCPv4controlmessagesonserver-facing interfaces.The locationshouldbespecified

as interface, vlan ID, and if applicable, svlan ID. For example, <ifd-name>:<vlan>
(ae0:100) or <ifd-name>:<svlan> -<vlan> (ae0:100-10).

JunosOSautomatically adds the remaining vendor-specific informationasperRFC4243.

The enterprise ID is 2636. The the location is option-data 2 (the hostname is option-data

1). The DHCPv4 relay strips the suboption data from replies from the server before it

relays the packets out the client facing interface.

This feature can be useful, in conjunction with operator-developed tools, for

troubleshooting DHCP servers and providing service assurances. For example, a central

DHCP server can log the information, and operators can query the hostname to track

and troubleshoot subscriber IP information and network attachment points.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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location (dhcpv6)

Syntax location name;

Hierarchy Level [edit forwarding-optionsdhcp-relaydhcpv6 relay-option-vendor-specific],
[edit forwarding-optionsdhcp-relaygroupgroup-namedhcpv6relay-option-vendor-specific]

Release Information Command introduced in Junos OS Release 16.2.

Description Supports the addition of a vendor-specific location in the vendor-specific option (17) of

DHCPv6 control messages on server-facing interfaces. The location should be specified

as interface, vlan ID, and if applicable, svlan ID. For example, <ifd-name>:<vlan>
(ae0:100) or <ifd-name>:<svlan> -<vlan> (ae0:100-10).

Junos automatically adds the remaining vendor-specific information as per RFC 4243.

TheEnterprise ID is 2636. The the location is option-data 2 (the hostname is option-data

1). The DHCPv6 relay strips the sub-option data from replies from the server before it

relays the packets out the client facing interface.

This feature can be useful, in conjunction with operator-developed tools, for

troubleshooting DHCP servers and providing service assurances. For example, a central

DHCP server can log the information, and operators can query the hostname to track

and troubleshoot subscriber IP information and network attachment points.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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logical-interface-unit-range

Syntax logical-interface-unit-range (high | low)

Hierarchy Level [edit system services extensible-subscriber-services]

Release Information Statement introduced in Junos OS Release 15.1.

Description Configure the unit number for the logical interface service that is created by Extensible

SubscriberServicesManagerbyusinganopscript. ExtensibleSubscriberServicesManager

assigns the first available unit number in the specified range.

Options high—Use upper limit of the logical interface unit range.

Range: 1 through 16,385

Default: 1

low—Use lower limit of the logical interface unit range.

Range: 1 through 16,385

Default: 16,385

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.
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logical-system (Diameter Peer)

Syntax logical-system logical-system-name <routing-instance routing-instance-name > ;

Hierarchy Level [edit diameter peer peer-name]

Release Information Statement introduced in Junos OS Release 9.6.

Description Specify a logical system and optionally a routing instance for a Diameter peer.

Alternatively, you can include the routing-instance statement at the [edit diameter peer

peer-name] hierarchy level to configure only a routing instance.

Options logical-system-name—Name of the logical system.

Default: Default logical system

routing-instance routing-instance-name—(Optional) Name of the routing instance.

Default: Master routing instance

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Diameter on page 764

• Configuring Diameter Peers on page 765
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logical-system (Diameter Transport)

Syntax logical-system logical-system-name <routing-instance routing-instance-name >;

Hierarchy Level [edit diameter transport transport-name]

Release Information Statement introduced in Junos OS Release 11.2.

Description Specify a logical system and optionally a routing instance for the transport layer

connection.

NOTE: The logical systemand routing instancemustmatch that for the peer
or a configuration error is reported.

Options logical-system-name—Name of the logical system.

Default: Default logical system

routing-instance routing-instance-name—(Optional) Name of the routing instance.

Default: Master routing instance

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Diameter on page 764

• Configuring the Diameter Transport on page 767
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logical-system (Subscriber Secure Policy)

Syntax logical-system logical-system-name;

Hierarchy Level [edit services radius-flow-tap]

Release Information Statement introduced in JunosOSRelease 15.1R3 for enhanced subscribermanagement

on MX Series routers.

Description Specify the logical system that is used to sendmirrored packets to amediation device

for subscriber secure policy trafficmirroring.When you specify a logical system, youmust

also specify a routing instance.

Options logical-system-name—Name of the logical system.

Default: Logical system default

Required Privilege
Level

flow-tap—To view this statement in the configuration.

flow-tap-control—To add this statement to the configuration.

Related
Documentation

• Subscriber Secure Policy Overview

• Configuring RADIUS-Initiated Subscriber Secure Policy Mirroring Overview

• Configuring Support for Subscriber Secure Policy Mirroring
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logical-system-name (Static Subscribers)

Syntax logical-system-name;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instances-namesystem
services static-subscribers authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instances-namesystem
services static-subscribers group group-name authentication username-include],

[edit logical-systems logical-system-namesystemservicesstatic-subscribersauthentication
username-include],

[edit logical-systems logical-system-name system services static-subscribers group
group-name authentication username-include],

[edit routing-instances routing-instances-name system services static-subscribers
authentication username-include],

[edit routing-instances routing-instances-name system services static-subscribers group
group-name authentication username-include],

[edit system services static-subscribers authentication username-include],
[edit systemservicesstatic-subscribersgroupgroup-nameauthenticationusername-include]

Release Information Statement introduced in Junos OS Release 9.6.

Description Specify that the name of the logical system is included as part of the username created

for all static subscribers or for the static subscribers in a specifiedgroup. Thegroupversion

of the statement takes precedence over the global version. The username is also sent

to RADIUS in the Access-Request message.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring Subscribers over Static Interfaces on page 846

• Configuring the Static Subscriber Global Username on page 853

• Configuring the Static Subscriber Group Username on page 858
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logical-system-name (DHCP Local Server)

Syntax logical-system-name;

Hierarchy Level [edit system services dhcp-local-server authentication username-include],
[edit system services dhcp-local-server dhcpv6 authentication username-include],
[edit system services dhcp-local-server dhcpv6 group group-name authentication
username-include],

[edit systemservicesdhcp-local-servergroupgroup-nameauthenticationusername-include]
[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server ...]

[edit logical-systems logical-system-name system services dhcp-local-server ...],
[edit routing-instances routing-instance-name system services dhcp-local-server ...]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Specify that the logical system name be concatenated with the username during the

subscriberauthenticationorDHCPclientprocess.No logical systemname isconcatenated

if the configuration is in the default logical system.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Using External AAA Authentication Services with DHCP on page 305
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logical-system-name (DHCP Relay Agent)

Syntax logical-system-name;

Hierarchy Level [edit forwarding-options dhcp-relay authentication username-include],
[edit forwarding-options dhcp-relay dhcpv6 authentication username-include],
[edit forwarding-options dhcp-relay dhcpv6 group group-name authentication
username-include],

[edit forwarding-optionsdhcp-relaydual-stack-groupdual-stack-group-nameauthentication
username-include],

[edit forwarding-options dhcp-relay group group-name authentication username-include],
[edit logical-systems logical-system-name forwarding-options dhcp-relay authentication
username-include],

[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpv6
authentication username-include],

[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpv6 group
group-name authentication username-include],

[edit logical-systems logical-system-name forwarding-optionsdhcp-relaygroupgroup-name
authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay dhcpv6 authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay dhcpv6 group group-name authentication
username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay group group-name authentication username-include],

[edit routing-instances routing-instance-name forwarding-optionsdhcp-relayauthentication
username-include],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay dhcpv6
authentication username-include],

[edit routing-instances routing-instance-name forwarding-optionsdhcp-relay dhcpv6group
group-name authentication username-include],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay group
group-name authentication username-include]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Support at the [edit ... dhcpv6] hierarchy levels introduced in Junos OS Release 11.4.

Support at the [edit ... dual-stack-groupdual-stack-group-name]hierarchy level introduced

in Junos OS Release 15.1.

Description Specify that the logical system name is concatenated with the username during the

subscriber authentication or client authentication process. No logical system name is

concatenated if the configuration is in the default logical system. Use the statement at

the [edit ... dhcpv6] hierarchy levels to configure DHCPv6 support.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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Related
Documentation

• Using External AAA Authentication Services with DHCP on page 305

• Creating Unique Usernames for DHCP Clients on page 306

logout-response-timeout (PCRF Partition)

Syntax logout-response-timeout seconds;

Hierarchy Level [edit access pcrf partition partition-name]

Release Information Statement introduced in Junos OS Release 16.2.

Description Configure the amount of time in seconds before a Policy and Charging Rule Function

(PCRF) partition stops attempting to send a subscriber logout.

If you set draining and the draining-response-timeout statements for the PCRF partition,

any new subscriber logins are denied, and the time limit you set in the

draining-response-timeout statement is used instead of the logout-response-timeout

time limit.

NOTE: Any configuration changesmade to this statement apply to all
subscribers currently waiting to log out within a 60 second period.

Options seconds—Number of seconds to wait before a PCRF partition stops attempting to send
a subscriber logout.

Default: 7200

Range: 0 through 86,400 seconds (24 hours)

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring the PCRF Partition on page 820

• PolicyandChargingEnforcementFunctionOverviewforBroadbandWirelineSubscribers

on page 790

• Understanding Gx Interactions Between the Router and the PCRF on page 794

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807

• Understanding Upstream and DownstreamMessages for the PCRF on page 813
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ltv-syslog-interval (SystemProcess)

Syntax ltv-syslog-interval seconds;

Hierarchy Level [edit system processes dhcp-service]

Release Information Statement introduced in Junos OS Release 14.1.

Description Configure how often the router logs consolidated syslog messages for DHCP lease-time

violations.

Options seconds—Time interval that specifies how often the router logs syslog messages.

Range: 600 through 86,400 seconds

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring a DHCP Lease-Time Threshold on page 281

• processes
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mac-address (DHCP Local Server)

Syntax mac-address;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server group group-name authentication username-include],

[edit logical-systems logical-system-namesystemservicesdhcp-local-serverauthentication
username-include],

[edit logical-systems logical-system-name system services dhcp-local-server group
group-name authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server
authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server group
group-name authentication username-include],

[edit system services dhcp-local-server authentication username-include],
[edit system services dhcp-local-server dhcpv6 authentication username-include],
[edit system services dhcp-local-server dhcpv6 group group-name authentication
username-include],

[edit systemservicesdhcp-local-servergroupgroup-nameauthenticationusername-include]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Support for DHCPv6 added in Junos OS Release 17.2 for MX Series Routers.

Description Specify that the MAC address from the client PDU be concatenated with the username

during the subscriber authentication or DHCP client authentication process.

For DHCPv6 clients, because the DHCPv6 packet format has no specific field for the

client MAC address, the MAC address is derived from among several sources with the

following priority:

• Client DUID Type 1 or Type 3.

• Option 79 (client link-layer address), if present.

• The packet source address if the client is directly connected.

• The link local address.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Using External AAA Authentication Services with DHCP on page 305
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mac-address (DHCP Relay Agent)

Syntax mac-address;

Hierarchy Level [edit forwarding-options dhcp-relay authentication username-include],
[edit forwarding-options dhcp-relay dhcpv6 authentication username-include],
[edit forwarding-options dhcp-relay dhcpv6 group group-name authentication
username-include],

[edit forwarding-options dhcp-relay group group-name authentication username-include],
[edit logical-systems logical-system-name forwarding-options dhcp-relay ...],
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay ...],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay ...]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Support for DHCPv6 added in Junos OS Release 17.2 for MX Series Routers.

Description Specify that the MAC address from the client PDU be concatenated with the username

during the subscriber authentication or client authentication process.

For DHCPv6 clients, because the DHCPv6 packet format has no specific field for the

client MAC address, the MAC address is derived from among several sources with the

following priority:

• Client DUID Type 1 or Type 3.

• Option 79 (client link-layer address), if present.

• The packet source address if the client is directly connected.

• The link local address.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Using External AAA Authentication Services with DHCP on page 305
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maintain-subscriber (Subscriber Management)

Syntax maintain-subscriber {
interface-delete;

}

Hierarchy Level [edit system services subscriber-management]

Release Information Statement introduced in Junos OS Release 11.1.

Description Configure the router to maintain, rather than log out, DHCP relay and DHCP local server

based subscribers when the specified type of event occurs.

For example, by default, the router logs out DHCP subscribers when an interface delete

event occurs, such as a line card reboot or failure. You would specify the interface-delete

option to ensure that the routermaintains subscribers during line card reboots or failures.

However, this option does not maintain subscribers during router reboots or failures.

This statement provides a global configuration for the router, which applies to all DHCP

local server and DHCP relay clients in all routing instances.

NOTE: Themaintain-subscriber statement and remove-when-no-subscribers

statement aremutually exclusive. You cannot specify that dynamically
configuredVLAN interfacesare removedwhenno subscribers existwhen the
router is also configured tomaintain subscribers.

The remaining statement is explained separately. See CLI Explorer.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Subscriber Binding Retention During Interface Delete Events on page 325

• Configuring the Router to Maintain DHCP Subscribers During Interface Delete Events

on page 326
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managed-configuration (Dynamic Router Advertisement)

Syntax (managed-configuration | no-managed-configuration);

Hierarchy Level [edit dynamic-profiles protocols router-advertisement interface (Protocols IPv6 Neighbor
Discovery) interface-name]

Release Information Statement introduced in Junos OS Release 10.1.

Description Specifywhether to enable the dynamic host to use a stateful autoconfiguration protocol

for address autoconfiguration, along with any stateless autoconfiguration already

configured:

• managed-configuration—Enable host to use stateful autoconfiguration.

• no-managed-configuration—Disable host from using stateful autoconfiguration.

Default The configured object is disabled unless explicitly enabled.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IPv6 Interfaces and Enabling Neighbor Discovery
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map (DomainMap)

Syntax map domain-map-name {
aaa-logical-system logical-system-name {
aaa-routing-instance routing-instance-name;

}
aaa-routing-instance routing-instance-name;
access-profile profile-name;
address-pool pool-name;
dynamic-profile profile-name;
padn destination-address {
mask destination-mask;
metric route-metric;

}
strip-domain;
strip-username (left-to-right | right-to-left);
override-password password;
target-logical-system logical-system-name {
target-routing-instance routing-instance-name;

}
target-routing-instance routing-instance-name;
tunnel-profile profile-name;
tunnel-switch-profile profile-name;

}

Hierarchy Level [edit access domain]

Release Information Statement introduced in Junos OS Release 10.4.

override-password and strip-username options introduced in Junos OS Release 15.1.

wildcard character introduced in Junos OS Release 16.1.

Description Specify the domain map to use to map options and parameters to subscriber sessions

based on the subscriber domain.

Options domain-map-name—Name of the domain map. The name is the same as the subscriber

domain to which it will apply. For example, for the username user1@example.com,

the domain map name is example.com.

• *—Use the asterisk wildcard character in the domain-map-name to specify a wildcard

domain map, which enables mapping based on a partial match (for example,

xyz*northern.example.com).The router performs the wildcard lookup when there is no

exact match for the subscriber domain name. The wildcard can appear anywhere

within the domain name string, and canmatch zero or more characters. The asterisk

is the only wildcard character, and only one wildcard is supported in a domain map

name. If you includemultiple asterisks, the first asterisk is treated as the wildcard

character and the others are treated as non-wildcard characters.

• default—Useadomainmapnameofdefault to specify thedomainmap that the router

uses when there is no exact or wildcard match for the domain or realm name in the

subscriber username.
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• none—Use a domain map name of none to specify the domain map the router uses

when a subscriber username does not have a domain or realm name.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Domain Map on page 188

mask (DomainMap)

Syntax mask destination-mask;

Hierarchy Level [edit access domainmap domain-map-name padn destination-address]

Release Information Statement introduced in Junos OS Release 10.4.

Description Configure the IPmaskof thedestination used in thePADNparameters for a domainmap.

Options destination-mask—Subnet mask of the destination.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring PADN Parameters for a Domain Map on page 200
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max-advertisement-interval (Dynamic Router Advertisement)

Syntax max-advertisement-interval seconds;

Hierarchy Level [edit dynamic-profiles protocols router-advertisement interface (Protocols IPv6 Neighbor
Discovery) interface-name]

Release Information Statement introduced in Junos OS Release 10.1.

Description Maximum interval between each router advertisement message.

Options seconds—Maximum interval.

Range: 4 through 1800 seconds

Default: 600 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• min-advertisement-interval (Protocols IPv6 Neighbor Discovery)

• Example: Configuring IPv6 Interfaces and Enabling Neighbor Discovery
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max-connections (DHCP Local Server)

Syntax max-connections number-of-connections;

Hierarchy Level [edit system services dhcp-local-server allow-bulk-leasequery],
[edit system services dhcp-local-server dhcpv6 allow-bulk-leasequery],
[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server ...],

[edit logical-systems logical-system-name system services dhcp-local-server ...],
[edit routing-instances routing-instance-name system services dhcp-local-server ...]

Release Information Statement introduced in Junos OS Release 16.1.

Description Specify the maximum number of concurrent TCP connections allowed in the logical

system/routing instance. This setting helps youmanage the resources that the jdhcp

daemon uses for bulk leasequery operations in the logical system/routing instance. The

number of connections you specify for a logical system/routing instances must be less

than the number of connections you specify for the global accept-max-tcp-connections

statement.

Options number-of-connections—Maximum number of concurrent TCP connections.

Range: 1 through 10

Default: 3

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring and Using DHCP Bulk Leasequery on page 294
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max-data-sessions-per-subscriber

Syntax max-data-sessions-per-subscriber {
limitmax-sub-sessions;
exceed-action {
drop;
syslog;

}
}

Hierarchy Level [edit services service-set services-set-name subscriber-profile profile-name]

Release Information Statement introduced in Junos OS Release 11.4.

Description Specify the maximum number of sessions that are concurrently enabled for the named

service. The system randomly selects a number of sessions and enables the named

service for them. To limit the service’s use of resources, other sessions cannot access

these named services.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.
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max-db-size (Enhanced Subscriber Management)

Syntax max-db-size size;

Hierarchy Level [edit system configuration-database]

Release Information Statement introduced in Junos OS Release 15.1R3 for MX Series routers with MPCs.

Description Specify the maximum amount of system sharedmemory that is available for the Junos

OS configuration database.

JUNOS OS processes map sharedmemory into their process space. For example, on

MX240 through MX10003 routers, processes canmap up to 1GB of sharedmemory.

Enhanced subscriber management processes contend for sharedmemory with the

JUNOSOS configuration database. Sharedmemory that is not assigned to the

configuration database is automatically available to enhanced subscribermanagement.

By default, the configuration database tries to reserve 80 percent of the sharedmemory

map, leaving insufficient space for subscriber management to function.

Themajority of configurations requiremuch less than300MBofmapped space. Toallow

subscribermanagement tooperateandscale,we recommendthat you reduce the JUNOS

OS configuration database sharedmemory allocation as follows to increase the amount

of sharedmemory available to subscriber management:

• Nomore than 300MB for MX240, MX480, MX960, MX2008, MX2010, MX2020, and

MX10003 routers.

• Nomore than 100MB for MX5, MX10, MX40, MX80, and MX104 routers.

BESTPRACTICE: Youmust reboot thedevicebefore a change inmax-db-size

value takes effect. By setting this value as part of your initial configuration,
you can avoidmultiple reboots.

Options size—Specifies theportionof systemsharedmemory, inmegabytes (MB), that isallocated

for the Junos configuration database.

Syntax: sizeM to specify MB

Default: 698,343,424 bytes, only when running Junos OS Release 17.4 R1, enhanced
IP network services and enhanced subscriber management are enabled, and both

Routing Engines in the chassis have at least 32 GB of RAM. Otherwise, there is no

default value.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.
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Related
Documentation

• Configuring Junos OS Enhanced Subscriber Management on page 611

• Junos OS Enhanced Subscriber Management Overview on page 609

max-empty-replies (DHCP Local Server)

Syntax max-empty-replies number-of-replies;

Hierarchy Level [edit system services dhcp-local-server allow-bulk-leasequery],
[edit system services dhcp-local-server dhcpv6 allow-bulk-leasequery],
[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server ...],

[edit logical-systems logical-system-name system services dhcp-local-server ...],
[edit routing-instances routing-instance-name system services dhcp-local-server ...]

Release Information Statement introduced in Junos OS Release 16.1.

Description Specify the maximum number of empty replies that the DHCP local server sends to a

specific requestor. When themaximum number is reached, the DHCP server closes the

connection.

An empty reply is a response sent from the DHCP local server that contains no bindings

orhasanoptionstatuscodeerror. Empty repliesareoften the response toanunauthorized

requestor that has sent an invalid or incorrect query thatproducesnobinding information.

By limiting the number of empty replies that theDHCP local server can send, you prevent

the connection from being consumed by an unauthorized or malicious requester, and

free up the DHCP local server to support legitimate requestors.

Options number-of-replies—Number of empty replies the DHCP local server sends before the
connection is terminated.

Range: 1 through 100

Default: 5

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring and Using DHCP Bulk Leasequery on page 294

Copyright © 2018, Juniper Networks, Inc.1268

Broadband Subscriber Sessions Feature Guide



max-outstanding-requests

Syntax max-outstanding-requests requests;

Hierarchy Level [edit access profile profile-name radius-server server-address],
[edit access radius-server server-address]

Release Information Statement introduced in Junos OS Release 11.4.

Description Configure the maximum number of outstanding requests for this RADIUS server. An

increase in this value is immediatewhile a decrease ismore gradual if the current number

of outstanding requests exceeds the new value.

Options requests—Maximum number of outstanding requests for this RADIUS server.

Range: 0 through 2000 outstanding requests per server

Default: 1000 outstanding requests per server

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring Router or Switch Interaction with RADIUS Servers on page 131

• Configuring RADIUS Server Options for Subscriber Access on page 135

• show network-access aaa statistics on page 1851

• clear network-access aaa statistics on page 1616
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max-outstanding-requests (Diameter Applications)

Syntax max-outstanding-requests number;

Hierarchy Level [edit access gx-plus global],
[edit access ocs partition partition-name],
[edit access pcrf partition partition-name]

Release Information Statement introduced in Junos OS Release 11.2.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Support for OCS and PCRF partitions introduced in Junos OS Release 16.2 for MX Series

routers.

Description Limit thenumberofoutstanding requests that theDiameter-basedapplication (function)

can retry to a remote server when the requests are improperly answered. Toomany

requests risks overloading the server and increases the chance of losing messages.

Thegx-plus statement limits retries fromtheGx-Plus function to theGx-Plus server using

the Gx and JSRC protocols. The ocs statement limits retries from the OCS function to

the OCS server using the Gy protocol. The pcrf statement limits retries from the PCRF

function to the PCRF server using the Gx protocol.

Options number—Number of outstanding requests from the function to the server that can exist

at any time.

Default: 40

Range: 2 through 40

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Gx-Plus Global Attributes on page 784

• Configuring Gx-Plus on page 782

• Configuring the OCS Partition on page 816

• Configuring the PCRF Partition on page 820

• Understanding Gx Interactions Between the Router and the PCRF on page 794

• Understanding Gy Interactions Between the Router and the OCS on page 802
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max-pending-accounting-stops (Access Profile)

Syntax max-pending-accounting-stops number;

Hierarchy Level [edit access accounting-backup-options]

Release Information Statement introduced in Junos OS Release 13.1.

Description Set themaximumnumber of pending accounting stop requests that the router backs up

while all the RADIUS accounting servers in the profile are offline.

Options number—Number of stops to hold.

Range: 1 through 168,000

Default: 168,000

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Configuring Back-up Options for RADIUS Accounting on page 121

max-withhold-time (Access Profile)

Syntax max-withhold-time hold-time;

Hierarchy Level [edit access accounting-backup-options]

Release Information Statement introduced in Junos OS Release 13.1.

Description Set the timer thatdetermineshow long the routerholdspendingaccountingstop requests.

Any remaining accounting stopmessages are flushedwhen the timer expires, even if the

accounting server is again online.

Options hold-time—Number of minutes.

Range: 1 through 1440

Default: 60

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Configuring Back-up Options for RADIUS Accounting on page 121
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maximum-discovery-table-entries

Syntax maximum-discovery-table-entries entry-number;

Hierarchy Level [edit protocols ancp],
[edit protocols ancp neighbor ip-address]

Release Information Statement introduced in Junos OS Release 9.5.

Description Specify themaximumnumberofdiscovery tableentriesaccepted fromallANCPneighbors

or from a particular ANCP neighbor. The number of entries configured for an individual

neighbor supersedes the global value. The neighbor can continue to update previously

createdentrieswhen themaximumhasbeenexceeded, but nonewentries are accepted.

Default No limit on the number of table entries

Options entry-number—Maximum number of discovery table entries.

Range: 1 through 100,000

Default: 100,000

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the ANCP Agent on page 684

• Configuring ANCP Neighbors on page 685
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maximum-helper-restart-time

Syntax maximum-helper-restart-time seconds;

Hierarchy Level [edit protocols ancp]

Release Information Statement introduced in Junos OS Release 9.4.

Description Specify how long other router processes wait for the ANCP agent to restart before

considering it to be down.

Options seconds—Number of seconds other processes wait for ANCP to restart.

Range: 45 through 600 seconds

Default: 45 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the ANCP Agent on page 684

• Specifying How Long ProcessesWait for the ANCP Agent Restart to Complete on

page 690
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maximum-lease-time

Syntax maximum-lease-time seconds;

Hierarchy Level [edit access address-assignment pool pool-name family (inet | inet6) dhcp-attributes],
[edit access protocol-attributes attribute-set-name]

Release Information Statement introduced in Junos OS Release 9.0.

Description Specify the maximum length of time, in seconds, that the lease is held for a client if the

client does not renew the lease. This is equivalent to DHCP option 51. The

maximum-lease-time is mutually exclusive with both the preferred-lifetime and the

valid-lifetime, and cannot be configured with either timer.

Options seconds—Maximum number of seconds the lease can be held.

Range: 30 through 4,294,967,295 seconds

Default: 86,400 (24 hours)

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Address-Assignment Pools on page 621

• DHCP Attributes for Address-Assignment Pools on page 273

• preferred-lifetime (Address-Assignment Pools) on page 1371

• valid-lifetime (Address-Assignment Pools) on page 1570
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maximum-subscribers

Syntax maximum-subscribers limit;

Hierarchy Level [edit system services extensible-subscriber-services]

Release Information Statement introduced in Junos OS Release 15.1.

Description Configure the maximum number of subscriber sessions supported at a time.

Options limit—Maximum number of subscribers.

Range: 1 through 2000

Default: 1000

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• show subscribers on page 1942

• show subscribers summary on page 1972

metric (Diameter Route)

Syntax metric route-metric;

Hierarchy Level [edit diameter network-statement element-name forwarding route dne-route-name]

Release Information Statement introduced in Junos OS Release 9.6.

Description Specify the metric associated with a destination and function. Together, these three

elements define a route reachable through a Diameter network element. A lower metric

makes a route more preferred.

Options route-metric—Metric assigned to the route.

Range: 0 through 255

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Diameter on page 764

• Configuring Diameter Network Elements on page 768
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metric (DomainMap)

Syntax metric route-metric;

Hierarchy Level [edit access domainmap domain-map-name padn destination-address]

Release Information Statement introduced in Junos OS Release 10.4.

Description Configure the route metric PADN parameter for a domain map.

Options route-metric—Value assigned to the route.

Range: 0 through 255

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring PADN Parameters for a Domain Map on page 200

min-advertisement-interval (Dynamic Router Advertisement)

Syntax min-advertisement-interval seconds;

Hierarchy Level [edit dynamic-profiles protocols router-advertisement interface interface-name]

Release Information Statement introduced in Junos OS Release 10.1.

Description Minimum interval between each router advertisement message.

Options seconds—Minimum interval.

Range: 3 seconds through three-quarter times the maximum advertisement interval

value

Default: One-third the maximum advertisement interval value

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• max-advertisement-interval (Protocols IPv6 Neighbor Discovery)

• Example: Configuring IPv6 Interfaces and Enabling Neighbor Discovery
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multi-address-embedded-option-response (DHCP Local Server)

Syntax multi-address-embedded-option-response;

Hierarchy Level [edit system services dhcp-local-server dhcpv6 overrides],
[edit system services dhcp-local-server dhcpv6 group group-name overrides],
[edit system services dhcp-local-server dhcpv6 group group-name interface interface-name
overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 ...],

[edit logical-systems logical-system-namesystemservicessystemservicesdhcp-local-server
dhcpv6 ...],

[edit routing-instances routing-instance-name system services system services
dhcp-local-server dhcpv6 ...]

Release Information Statement introduced in JunosOSRelease 12.3R3 and supported in later 12.3Rx releases.

Statement supported in Junos OS Release 13.3 and later releases. (Not supported in

Junos OS 13.1 and 13.2.)

Description Configure DHCPv6 local server to return the DNS server address (DHCPv6 attribute 23)

as a suboption in the respective IA_NA or IA_PD headers.

Default DHCPv6 local server returns the DNS server address as a global DHCPv6 option.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Overriding How the DNS Server Address Is Returned in a DHCPv6Multiple Address

Environment on page 639

• Overriding Default DHCP Local Server Configuration Settings on page 345
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name-server

Syntax name-server [ server-names ];

Hierarchy Level [edit access address-assignment pool pool-name family inet dhcp-attributes],
[edit access protocol-attributes attribute-set-name]

Release Information Statement introduced in Junos OS Release 9.0.

Description Configure one ormoreDomainNameSystem (DNS) name servers available to the client

to resolve hostname-to-client mappings. This is equivalent to DHCP option 6.

Options server-names—IP addresses of the domain name servers, listed in order of preference.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Address-Assignment Pools on page 621

nas-identifier

Syntax nas-identifier identifier-value;

Hierarchy Level [edit access profile profile-name radius options]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 9.1 for EX Series switches.

Description Configure the value for the client RADIUS attribute 32 (NAS-Identifier). This attribute is

used for authentication and accounting requests.

Options identifier-value—String to use for authentication and accounting requests.

Range: 1 through 64 characters

Required Privilege
Level

admin—To view this statement in the configuration.

admin–control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS Server Options for Subscriber Access on page 135

• Configuring RADIUS Server Parameters for Subscriber Access on page 134
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nas-ip-address (RADIUS options)

Syntax nas-ip-address;

Hierarchy Level [edit access profile profile-name radius options override nas-ip-address
tunnel-client-gateway-address].

Release Information Statement introduced in Junos OS Release 17.3 R1.

Description Configure on LNS, to enable subscribers to use L2TP tunnel LAC end point IP address for

attribute nas-ip-address.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS Server Options for Subscriber Access on page 135

• Configuring RADIUS Server Parameters for Subscriber Access on page 134

1279Copyright © 2018, Juniper Networks, Inc.

Chapter 102: Configuration Statements



nas-port-extended-format

Syntax nas-port-extended-format {
adapter-widthwidth;
ae-widthwidth;
port-widthwidth;
pw-widthwidth;
slot-widthwidth;
stacked-vlan-widthwidth;
vlan-widthwidth;
atm {
adapter-widthwidth;
port-widthwidth:
slot-widthwidth;
vci-widthwidth:
vpi-widthwidth;

}
}

Hierarchy Level [edit access profile profile-name radius options]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 9.1 for EX Series switches.

ae-width option added in Junos OS Release 12.1.

atm option added in Junos OS Release 12.3R3 and supported in later 12.3Rx releases.

atm option supported in Junos OS Release 13.2 and later releases. (Not supported in

Junos OS Release 13.1.)

pw-width option added in Junos OS Release 15.1.

Description Configure theRADIUSclient touse theextended format forRADIUSattribute5(NAS-Port)

and specify the width of the fields in the NAS-Port attribute.

Options adapter-widthwidth—Number of bits in the adapter field.

ae-widthwidth—Number of bits in the aggregated Ethernet identifier field.

port-widthwidth—Number of bits in the port field.

pw-widthwidth—Number of bits in the pseudowire field. Appears in the Cisco

NAS-Port-Info AVP (100).

slot-widthwidth—Number of bits in the slot field.

stacked-vlan-widthwidth—Number of bits in the SVLAN ID field.

vlan-widthwidth—Number of bits in the VLAN ID field.

NOTE: The total of the widthsmust not exceed 32 bits, or the configuration
will fail.
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Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS Server Options for Subscriber Access on page 135

• Configuring RADIUS Server Parameters for Subscriber Access on page 134
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nas-port-extended-format (Interfaces)

Syntax nas-port-extended-format {
adapter-widthwidth;
ae-widthwidth;
port-widthwidth;
slot-widthwidth;
stacked;
stacked-vlan-widthwidth;
vci-widthwidth:
vlan-widthwidth;
vpi-widthwidth;

}

Hierarchy Level [edit interfaces interface-name radius-options nas-port-options nas-port-options-name]

Release Information Statement introduced in Junos OS Release 12.3.

Options vci-width and vpi-width introduced in Junos OS Release 12.3R3 and supported

in later 12.3Rx releases.

Options vci-width and vpi-width supported in Junos OS Release 13.2 and later releases.

(Not supported in Junos OS Release 13.1.)

Description Configure theRADIUSclient touse theextended format forRADIUSattribute5(NAS-Port)

and specify the width of the fields in the NAS-Port attribute.

Options adapter-widthwidth—Number of bits in the adapter field.

ae-widthwidth—Number of bits in the aggregated Ethernet identifier field.

port-widthwidth—Number of bits in the port field.

slot-widthwidth—Number of bits in the slot field.

stacked—Include stacked VLAN IDs, in addition to VLAN IDs, in the NAS-Port extended

format.

stacked-vlan-widthwidth—Number of bits in the SVLAN ID field.

vci-widthwidth—Number of bits in the ATM virtual circuit identifier (VCI) field.

vlan-widthwidth—Number of bits in the VLAN ID field.

vpi-widthwidth—Number of bits in the ATM virtual path identifier (VPI) field.

NOTE: Each field can be 0 through 32 bits wide; however, the total of the
widths of all fields must not exceed 32 bits, or the configuration fails.

The router may truncate the values of individual fields depending on the bit
width you specify.
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Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS NAS-Port Options for Subscriber Access per Physical Interface,

VLAN, or Stacked VLAN on page 77

• Guidelines forConfiguringRADIUSNAS-PortOptions forSubscriberAccessperPhysical

Interface, VLAN, or Stacked VLAN on page 76

nas-port-id-delimiter (Subscriber Management)

Syntax nas-port-id-delimiter delimiter-character;

Hierarchy Level [edit access profile profile-name radius options]

Release Information Statement introduced in Junos OS Release 11.4.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Description Specify the character that the router uses as a separator between the concatenated

values in the NAS-Port-ID string. The router uses the delimiter when you configure more

than one value in the nas-port-id-format statement.

Default The hash (#) character.

Options delimiter-character—Character used for the delimiter.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS Server Options for Subscriber Access on page 135

• Configuring RADIUS Server Parameters for Subscriber Access on page 134

• Configuring a NAS-Port-ID with Additional Options on page 66
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nas-port-id-format (Subscriber Management)

Syntax nas-port-id-format {
agent-circuit-id;
agent-remote-id;
interface-description;
interface-text-description;
nas-identifier;
order {
agent-circuit-id;
agent-remote-id;
interface-description;
interface-text-description;
nas-identifier;
postpend-vlan-tags;

}
postpend-vlan-tags;

}

Hierarchy Level [edit access profile profile-name radius options]

Release Information Statement introduced in Junos OS Release 11.4.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Options interface-text-description,order, andpostpend-vlan-tags introduced in JunosOS

Release 15.1.

Description Specify the optional information that the router includes in the NAS-Port-ID (RADIUS

attribute 87) that is passed to the RADIUS server during authentication and accounting.

You can include any combination of the optional values.

When you specify the values for theNAS-Port-ID, you can configure the values to appear

in either the default order or a custom order of your choice.

NOTE: The default and custom order methods aremutually exclusive. The
configuration fails if you attempt to configure a NAS-Port-ID that includes
values in both types of orders.

To specify that the optional values appear in the default order in the NAS-Port-ID,

configure the values directly under the nas-port-id-format statement. The default order

is as follows, in which the # character is the delimiter:

nas-identifier # interface-description # interface-text-description # agent-circuit-id #

agent-remote-id # postpend-vlan-tags

To specify a custom order for the NAS-Port-ID string, you use the order option. Include

the order option before each optional value youwant to include in the string, in the order

in which you want the options to appear. For example, the configuration, order
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interface-text-descriptionordernas-identifierorderagent-remote-idproduces the following

NAS-Port-ID, in which the # character is the delimiter:

interface-text-description # nas-identifier # agent-remote-id

Default The router includes the interface description in theNAS-Port-IDwhen no optional values

are specified.

Options agent-circuit-id—Include theagent circuit ID fromeitherDHCPoption82or theDSL forum

VSAs.

agent-remote-id—Include the agent remote ID from either DHCP option 82 or the DSL

forum VSAs.

interface-description—Include the interface description (interface identifier).

interface-text-description—Include the textual interface description (the text description

that is statically configured in the CLI).

nas-identifier—Include the NAS identifier value (RADIUS attribute 32).

order—Specify the optional values you want to include in the NAS-Port-ID and the

customizedorder inwhich youwant the values to appear. Youmust include theorder

option before each optional value (for example, order agent-circuit-id order

interface-description).

postpend-vlan-tags—Include the VLAN tags. The router includes the tags in the format

:<outer-tag>-<inner-tag> for a double-tagged VLAN, or :<outer-tag> for a

single-tagged VLAN.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS Server Options for Subscriber Access on page 135

• Configuring RADIUS Server Parameters for Subscriber Access on page 134

• Configuring a NAS-Port-ID with Additional Options on page 66
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nas-port-options (RADIUSOptions)

Syntax nas-port-options nas-port-options-name {
nas-port-extended-format {
adapter-widthwidth;
ae-widthwidth;
port-widthwidth;
slot-widthwidth;
stacked;
stacked-vlan-widthwidth;
vci-widthwidth:
vlan-widthwidth;
vpi-widthwidth;

}
nas-port-type port-type;
stacked-vlan-ranges (any | low-outer-tag–high-outer-tag),any;
vlan-ranges (any | low-tag–high-tag);

}

Hierarchy Level [edit interfaces interface-name radius-options]

Release Information Statement introduced in Junos OS Release 12.3.

Description Create a NAS-Port options definition to configure the NAS-Port-Type (61) RADIUS IETF

attribute, and an extended format for the NAS-Port (5) RADIUS IETF attribute, on a

per-physical interface, per-VLAN, or per-stacked VLAN (S-VLAN) basis. Each NAS-Port

optionsdefinition includes theNAS-Port extended format, theNAS-Port-Type, andeither

theVLAN rangeof subscribers or theS-VLAN rangeof subscribers towhich thedefinition

applies.

NOTE: You can configure amaximumof 16NAS-Port options definitions per
physical interface. Eachdefinitioncan includeamaximumof32VLANranges
or 32 S-VLAN ranges, but cannot include a combination of VLAN ranges and
S-VLAN ranges.

Options nas-port-options-name—Name of the NAS-Port options definition.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

Configuring RADIUS NAS-Port Options for Subscriber Access per Physical Interface,

VLAN, or Stacked VLAN on page 77

•
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• Guidelines forConfiguringRADIUSNAS-PortOptions forSubscriberAccessperPhysical

Interface, VLAN, or Stacked VLAN on page 76

nas-port-tunnel (RADIUS options)

Syntax nas-port-tunnel;

Hierarchy Level [edit access profile profile-name radius options override nas-port tunnel-client-nas-port].

Release Information Statement introduced in Junos OS Release 17.3R1.

Description Configure to enable subscribers at LNS to use the LAC side nas-port.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS Server Options for Subscriber Access on page 135

• Configuring RADIUS Server Parameters for Subscriber Access on page 134
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nas-port-type (Subscriber Management)

Syntax nas-port-type {
ethernet {
port-type;

}
}

Hierarchy Level [edit access profile profile-name radius options]

Release Information Statement introduced in Junos OS Release 11.4.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Description Specify the port type used to authenticate subscribers. The router includes the port type

in RADIUS attribute 61 (NAS-Port-Type attribute).

NOTE: This statement is ignored if the ethernet-port-type-virtual statement

is included in the same access profile.

Default The router uses a port type of ethernet.

Options port-type—One of the following port types:

• value—A value from 0-65535

• adsl-cap—Asymmetric DSL, carrierless amplitude phase (CAP)modulation

• adsl-dmt—Asymmetric DSL, discrete multitone (DMT)

• async—Asynchronous

• cable—Cable

• ethernet—Ethernet

• fddi—Fiber Distributed Data Interface

• g3-fax—G.3 Fax

• hdlc-clear-channel—HDLC Clear Channel

• iapp—Inter-Access Point Protocol (IAPP)

• idsl—ISDN DSL

• isdn-sync—ISDN Synchronous

• isdn-v110—ISDN Async V.110

• isdn-v120—ISDN Async V.120

• piafs—Personal Handyphone System (PHS) Internet Access Forum Standard
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• sdsl—Symmetric DSL

• sync—Synchronous

• token-ring—Token Ring

• virtual—Virtual

• wireless—Other wireless

• wireless-1x-ev—Wireless 1xEV

• wireless-cdma2000—Wireless code division multiple access (CDMA) 2000

• wireless-ieee80211—Wireless 802.11

• wireless-umts—Wireless universal mobile telecommunications system (UMTS)

• x25—X.25

• x75—X.75

• xdsl—DSL of unknown type

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS Server Options for Subscriber Access on page 135

• Configuring RADIUS Server Parameters for Subscriber Access on page 134
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nas-port-type (RADIUSOptions)

Syntax nas-port-type port-type;

Hierarchy Level [edit interfaces interface-name radius-options nas-port-options nas-port-options-name]

Release Information Statement introduced in Junos OS Release 12.3.

Description Specify the port type used to authenticate subscribers. The router includes the port type

in the NAS-Port-Type (61) RADIUS IETF attribute.

Default If you do not include the nas-port-type statement at the [edit interfaces interface-name

radius-options nas-port-options nas-port-options-name] hierarchy level, the global value

configured for nas-port-type at the [edit access profile profile-name radius options]

hierarchy level takes effect.

Options port-type—One of the following port types:

• value—A value from 0 through 65535

• adsl-cap—Asymmetric DSL, carrierless amplitude phase (CAP)modulation

• adsl-dmt—Asymmetric DSL, discrete mutilating (DOT)

• async—Asynchronous

• cable—Cable

• ethernet—Ethernet

• fddi—Fiber Distributed Data Interface

• g3-fax—G.3 Fax

• hdlc-clear-channel—HDLC Clear Channel

• iapp—Inter-Access Point Protocol (IAPP)

• idsl—ISDN DSL

• isdn-sync—ISDN Synchronous

• isdn-v110—ISDN Async V.110

• isdn-v120—ISDN Async V.120

• piafs—Personal Handyphone System (PHS) Internet Access Forum Standard

• sdsl—Symmetric DSL

• sync—Synchronous

• token-ring—Token Ring

• virtual—Virtual
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• wireless—Other wireless

• wireless-1x-ev—Wireless 1xEV

• wireless-cdma2000—Wireless code division multiple access (CDMA) 2000

• wireless-ieee80211—Wireless 802.11

• wireless-umts—Wireless universal mobile telecommunications system (UMTS)

• x25—X.25

• x75—X.75

• xdsl—DSL of unknown type

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS NAS-Port Options for Subscriber Access per Physical Interface,

VLAN, or Stacked VLAN on page 77

• Guidelines forConfiguringRADIUSNAS-PortOptions forSubscriberAccessperPhysical

Interface, VLAN, or Stacked VLAN on page 76
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nasreq (Diameter Application)

Syntax nasreq
max-outstanding-requests number;
partition partition-name {
destination-host hostname;
destination-realm realm-name;
diameter-instancemaster;

}
request-retry retries;
timeout seconds;

}

Hierarchy Level [edit access]

Release Information Statement introduced in Junos OS Release 16.1.

Description Specify the destination and transmission parameters for the Diameter Network Access

Server Requirements (NASREQ) protocol.

NASREQ is a Diameter-based authentication and authorization protocol. The NASREQ

client has two queues, the transmit queue and response queue. The transmit queue

stores outbound packets until sent to Diameter, and includes requests and responses.

The response queue stores request packets until Diameter responds to the request, and

includes only requests waiting for a response.

The following configuration options control transmission flow and use of the queues:

• max-outstanding-requestsoptionspecifies themaximumnumberof requests (includes

AAR and STR) that the NASREQ client sends to Diameter for wireline transmissions.

Effectively, this is the maximum count of requests on the response-queue (the

maximum number of in-flight requests for which there has not been a response or

timeout); it does not include sent responses.

• The request-retry option specifies howmany times the NASREQ client retries

transmitting a packet to the Diameter server when a timeout is received from the

Diameter server for the request.

• The timeout option specifies the number of seconds that an outbound packet remains

in the transmit queue before it is declared to have timed out. The NASREQ client does

not transmit packets that have timed out. The timeout value applies to all packets in

the transmit queue, including both requests and responses to be sent. Diameter

manages packets that time out after transmission.

Options number—Maximum number of requests that the NASREQ client sends to Diameter.

Range: 20 through 100

retries—Numberof times to re-senda timeout request toDiameterafter the initial request.
This value applies only to requests in the response queue. A value of 0 indicates to

try transmission once and then do not retry.
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Range: 0 through 3

seconds—Number of seconds that an outbound packet remains in the transmit queue
before it is declared to have timed out.

Range: 5 through 30

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Diameter Network Access Server Application (NASREQ) on page 825

• Configuring the Diameter Network Access Server Application (NASREQ) on page 827

neighbor (Define ANCP)

Syntax neighbor ip-address {
adjacency-loss-hold-time seconds;
adjacency-timer;
auto-configure-trigger interface interface-name;
ietf-mode;
maximum-discovery-table-entries entry-number;
pre-ietf-mode;

}

Hierarchy Level [edit protocols ancp]

Release Information Statement introduced in Junos OS Release 9.4.

Description ConfigureanANCPneighborwithwhich theANCPagenton the router formsanadjacency

for reporting and shaping traffic.

Options ip-address—IP address of the ANCP neighbor.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the ANCP Agent on page 684

• Configuring ANCP Neighbors on page 685
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neighbor-discovery-router-advertisement (Address-Assignment Pools)

Syntax neighbor-discovery-router-advertisement ndra-pool-name;

Hierarchy Level [edit access address-assignment]

Release Information Statement introduced in Junos OS Release 10.1.

Description Configure the name of the address-assignment pool used to assign the router

advertisement prefix.

Options ndra-pool-name—Name of the address-assignment pool.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Address-Assignment Pools Overview on page 619

• Configuring anAddress-Assignment Pool Used for Router Advertisements on page 521

netbios-node-type

Syntax netbios-node-type node-type;

Hierarchy Level [edit access address-assignment pool pool-name family inet dhcp-attributes],
[edit access protocol-attributes attribute-set-name]

Release Information Statement introduced in Junos OS Release 9.0.

Description Specify the NetBIOS node type. This is equivalent to DHCP option 46.

Options node-type—One of the following node types:

• b-node—Broadcast node

• h-node—Hybrid node

• m-node—Mixed node

• p-node—Peer-to-peer node

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Address-Assignment Pools on page 621
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network

Syntax network ip-prefix</prefix-length>;

Hierarchy Level [edit access address-assignment pool pool-name family inet]

Release Information Statement introduced in Junos OS Release 9.0.

Description Configure subnet information for an IPv4 address-assignment pool.

Options ip-prefix—IP version 4 address or prefix value.

prefix-length—(Optional) Subnet mask.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Address-Assignment Pools on page 621
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network-element (Diameter Base Protocol)

Syntax network-element element-name {
dne-origin realm realm-name <host hostname>
forwarding {
route dne-route-name {
destination realm realm-name <host hostname> ;
function [function-name] <partition partition-name>;
metric route-metric;

}
}
function function-name;
peer peer-name {
priority priority-number;

}
}

Hierarchy Level [edit diameter]

Release Information Statement introduced in Junos OS Release 9.6.

Description Specify the transport layer Diameter configuration. The Diameter network element

includes a list of routes reachable through the Diameter instance, associated functions,

and prioritized Diameter peers.

Options element-name—Name of the network element.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Diameter on page 764

• Configuring Diameter Network Elements on page 768
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network-services

Syntax network-services (ethernet | enhanced-ethernet | ip | enhanced-ip | lan);

Hierarchy Level [edit chassis]

Release Information Statement introduced before Junos OS Release 8.5.

enhanced-ethernet and enhanced-ip options introduced in Junos OS Release 11.4.

limited-ifl-scaling option introduced in Junos OS Release 15.1R3 for MX Series routers.

Description Set the router’s network services to a specific mode of operation. On MX240, MX480,

and MX960 routers, MPC5E and MPC7E power on only if the network services mode

configured is enhanced-ip or enhanced-ethernet.

MX2010andMX2020supportonlyenhanced-ipandenhanced-ethernetnetworkservices

modes.

Default MX80, MX104, MX2010, MX2020—enhanced-ip•

• MX240, MX480, MX960—ip

Options ethernet—Set the router’s network services to Ethernet and use standard, compiled

firewall filter format.

enhanced-ethernet—Set the router’s network services to enhanced Ethernet and use

enhancedmode capabilities. Only Trio MPCs and MS-DPCs are powered on in the

chassis.

ip—Set the router’s network services to Internet Protocol and use standard, compiled

firewall filter format.

enhanced-ip—Set the router’s network services to enhanced Internet Protocol and use

enhancedmode capabilities. Only Trio MPCs and MS-DPCs are powered on in the

chassis.Non-serviceDPCsdonotworkwithenhancednetworkservicesmodeoptions.

This feature is enabledbydefault onMX80,MX104,MX2010, and 20203DUniversal

Edge Routers.

lan—Set the router’s network services to LAN and use standard, compiled firewall filter

format. Reboot the system after setting the router’s network services to LAN.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

Network Services Mode Overview•

• Firewall FiltersandEnhancedNetworkServicesModeOverview in the JunosOSBroadband

Subscriber Management and Services Library
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• Configuring Junos OS to Run a Specific Network Services Mode in MX Series Routers

• Configuring Enhanced IP Network Services for a Virtual Chassis
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no-bind-on-request (DHCP Relay Agent)

Syntax no-bind-on-request;

Hierarchy Level [edit forwarding-options dhcp-relay dhcpv6 overrides],
[edit forwarding-options dhcp-relay overrides],
[edit forwarding-options dhcp-relay dhcpv6 group group-name overrides],
[edit forwarding-options dhcp-relay group group-name overrides],
[edit logical-systems logical-system-name forwarding-optionsdhcp-relaydhcpv6overrides],
[edit logical-systems logical-system-name forwarding-options dhcp-relay overrides],
[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpv6 group
group-name overrides],

[edit logical-systems logical-system-name forwarding-optionsdhcp-relaygroupgroup-name
overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay dhcpv6 overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay dhcpv6 group group-name overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay group group-name overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay dhcpv6
overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay overrides],
[edit routing-instances routing-instance-name forwarding-optionsdhcp-relay dhcpv6group
group-name overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay group
group-name overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay group
group-name interface interface-name overrides]

Release Information Statement introduced in Junos OS Release 10.4.

Support at the [edit ... dhcpv6] hierarchy levels introduced in Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.3 for EX Series switches.

Description Explicitly disable automatic binding of received DHCP request messages that have no

entry in thedatabase (stray requests).Use the statementat the [edit ... dhcpv6]hierarchy

levels to configure DHCPv6 support.

M120 and M320 routers do not support DHCPv6.

NOTE: Beginning with Junos OS Release 10.4, automatic binding of stray
requests is enabled by default. In Junos OSRelease 10.3 and earlier releases,
automatic binding of stray requests is disabled by default.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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Related
Documentation

• Extended DHCP Relay Agent Overview on page 264

• Overriding the Default DHCP Relay Configuration Settings on page 348

• Disabling Automatic Binding of Stray DHCP Requests on page 372

no-unsolicited-ra (Enhanced Subscriber Management)

Syntax no-unsolicited-ra;

Hierarchy Level [edit system services subscriber-management overrides]

Release Information Statement introduced in Junos OS Release 15.1R3 on MX Series routers for enhanced

subscriber management.

Description Disable thedefault transmissionandperiodic refreshof unsolicitedRouterAdvertisement

messages by the router when the subscriber interface is created, and at configured

periodic intervals thereafter.Whenyou include theno-unsolicited-ra statement, the router

sends Router Advertisement messages and associated periodic refresh messages only

when it receives a Router Solicitation message from the subscriber.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring Junos OS Enhanced Subscriber Management on page 611
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no-vlan-interface-name

Syntax no-vlan-interface-name;

Hierarchy Level [edit forwarding-options dhcp-relay dhcpv6 (relay-agent-interface-id |
relay-agent-remote-id)],

[edit forwarding-options dhcp-relay dhcpv6 group group-name (relay-agent-interface-id |
relay-agent-remote-id)],

[edit forwarding-options dhcp-relay relay-option-82 (circuit-id | remote-id)],
[edit forwarding-options dhcp-relay group group-name relay-option-82 (circuit-id |
remote-id)],

[edit logical-systems logical-system-name ... forwarding-options dhcp-relay dhcpv6
(relay-agent-interface-id | relay-agent-remote-id)],

[edit logical-systems logical-system-name ... forwarding-optionsdhcp-relay ... relay-option-82
(circuit-id | remote-id)],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay dhcpv6
(relay-agent-interface-id | relay-agent-remote-id)],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay ...
relay-option-82 (circuit-id | remote-id)],

[edit vlans vlan-name forwarding-options dhcp-security dhcpv6-options option-18],
[edit vlans vlan-name forwarding-options dhcp-security dhcpv6-options option-37]

Release Information Statement introduced in Junos OS Release 14.1.

NOTE: The EX Series switches that support the no-vlan-interface-name

statement are the EX4300, EX4600, and EX9200 switches.

Description When you do not want bridge domain or VLAN tag information, do not include the VLAN

IDnor theVLAN interface name (thedefault) in the circuit or remote ID value in theDHCP

option 82 information.

NOTE: The no-vlan-interface-name statement is mutually exclusive with the

use-interface-description and use-vlan-id statements.

When you configure the no-vlan-interface-name statement only, the format displays only

the Layer 3 interface:

irb.subunit

NOTE: The subunit is required and used to differentiate the interface for
remote systems.
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Whenyouconfigure theno-vlan-interface-nameanduse-interface-descriptionstatements,

the format displays the IRB interface description:

irb_descr

If you configure the no-vlan-interface-name and use-interface-description statements,

and no description for the IRB interface is found, the format displays the IRB interface

name:

irb.subunit

When you configure the no-vlan-interface-name and include-irb-and-l2 statements, the

format displays the Layer 2 logical interface name and the IRB interface name:

(fe | ge)-fpc/pic/port.subunit+irb.subunit

Whenyouconfigure theno-vlan-interface-name, include-irb-and-l2anduse-interface-name

statements, the format displays the Layer 2 interface description and the IRB interface

name:

l2_descr+irb.subunit

If you configure the no-vlan-interface-name, include-irb-and-l2 and use-interface-name

statements, and no description for the Layer 2 interface is found, the format displays the

Layer 2 logical interface name and the IRB interface name:

(fe | ge)-fpc/pic/port.subunit+irb.subunit

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Including a Textual Description in DHCP Options on page 378

• Using DHCP Relay Agent Option 82 Information on page 373

• Configuring DHCPv6 Relay Agent Options on page 490
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not-present (DHCP Relay Agent)

Syntax not-present {
drop drop;
forward-only forward-only;
local-server-group local-server-group;

}

Hierarchy Level [edit bridge-domains name forwarding-options dhcp-relay group name relay-option],
[edit bridge-domains name forwarding-options dhcp-relay group name relay-option
option-60],

[edit bridge-domains name forwarding-options dhcp-relay group name relay-option
option-77],

[edit bridge-domains name forwarding-options dhcp-relay relay-option],
[edit bridge-domains name forwarding-options dhcp-relay relay-option option-60],
[edit bridge-domains name forwarding-options dhcp-relay relay-option option-77],
[edit forwarding-options dhcp-relay group name relay-option],
[edit forwarding-options dhcp-relay group name relay-option option-60],
[edit forwarding-options dhcp-relay group name relay-option option-77],
[edit forwarding-options dhcp-relay relay-option],
[edit forwarding-options dhcp-relay relay-option option-60],
[edit forwarding-options dhcp-relay relay-option option-77],
[edit logical-systems name bridge-domains name forwarding-options dhcp-relay group
name relay-option],

[edit logical-systems name bridge-domains name forwarding-options dhcp-relay group
name relay-option option-60],

[edit logical-systems name bridge-domains name forwarding-options dhcp-relay group
name relay-option option-77],

[edit logical-systems name bridge-domains name forwarding-options dhcp-relay
relay-option],

[edit logical-systemsnamebridge-domainsname forwarding-optionsdhcp-relay relay-option
option-60],

[edit logical-systemsnamebridge-domainsname forwarding-optionsdhcp-relay relay-option
option-77],

[edit logical-systems name forwarding-options dhcp-relay group name relay-option],
[edit logical-systems name forwarding-options dhcp-relay group name relay-option
option-60],

[edit logical-systems name forwarding-options dhcp-relay group name relay-option
option-77],

[edit logical-systems name forwarding-options dhcp-relay relay-option],
[edit logical-systems name forwarding-options dhcp-relay relay-option option-60],
[edit logical-systems name forwarding-options dhcp-relay relay-option option-77],
[edit logical-systemsname routing-instancesnamebridge-domainsname forwarding-options
dhcp-relay group name relay-option],

[edit logical-systemsname routing-instancesnamebridge-domainsname forwarding-options
dhcp-relay group name relay-option option-60],

[edit logical-systemsname routing-instancesnamebridge-domainsname forwarding-options
dhcp-relay group name relay-option option-77],

[edit logical-systemsname routing-instancesnamebridge-domainsname forwarding-options
dhcp-relay relay-option],

[edit logical-systemsname routing-instancesnamebridge-domainsname forwarding-options
dhcp-relay relay-option option-60],

[edit logical-systemsname routing-instancesnamebridge-domainsname forwarding-options
dhcp-relay relay-option option-77],
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[edit logical-systems name routing-instances name forwarding-options dhcp-relay group
name relay-option],

[edit logical-systems name routing-instances name forwarding-options dhcp-relay group
name relay-option option-60],

[edit logical-systems name routing-instances name forwarding-options dhcp-relay group
name relay-option option-77],

[edit logical-systems name routing-instances name forwarding-options dhcp-relay
relay-option],

[edit logical-systems name routing-instances name forwarding-options dhcp-relay
relay-option option-60],

[edit logical-systems name routing-instances name forwarding-options dhcp-relay
relay-option option-77],

[edit logical-systemsname routing-instancesnamevlansname forwarding-optionsdhcp-relay
group name relay-option],

[edit logical-systemsname routing-instancesnamevlansname forwarding-optionsdhcp-relay
group name relay-option option-60],

[edit logical-systemsname routing-instancesnamevlansname forwarding-optionsdhcp-relay
group name relay-option option-77],

[edit logical-systemsname routing-instancesnamevlansname forwarding-optionsdhcp-relay
relay-option],

[edit logical-systemsname routing-instancesnamevlansname forwarding-optionsdhcp-relay
relay-option option-60],

[edit logical-systemsname routing-instancesnamevlansname forwarding-optionsdhcp-relay
relay-option option-77],

[edit logical-systems name vlans name forwarding-options dhcp-relay group name
relay-option],

[edit logical-systems name vlans name forwarding-options dhcp-relay group name
relay-option option-60],

[edit logical-systems name vlans name forwarding-options dhcp-relay group name
relay-option option-77],

[edit logical-systems name vlans name forwarding-options dhcp-relay relay-option],
[edit logical-systems name vlans name forwarding-options dhcp-relay relay-option
option-60],

[edit logical-systemsnamevlansname forwarding-optionsdhcp-relay relay-optionoption-77],
[edit routing-instances name bridge-domains name forwarding-options dhcp-relay group
name relay-option],

[edit routing-instances name bridge-domains name forwarding-options dhcp-relay group
name relay-option option-60],

[edit routing-instances name bridge-domains name forwarding-options dhcp-relay group
name relay-option option-77],

[edit routing-instances name bridge-domains name forwarding-options dhcp-relay
relay-option],

[edit routing-instances name bridge-domains name forwarding-options dhcp-relay
relay-option option-60],

[edit routing-instances name bridge-domains name forwarding-options dhcp-relay
relay-option option-77],

[edit routing-instances name forwarding-options dhcp-relay group name relay-option],
[edit routing-instances name forwarding-options dhcp-relay group name relay-option
option-60],

[edit routing-instances name forwarding-options dhcp-relay group name relay-option
option-77],

[edit routing-instances name forwarding-options dhcp-relay relay-option],
[edit routing-instances name forwarding-options dhcp-relay relay-option option-60],
[edit routing-instances name forwarding-options dhcp-relay relay-option option-77],
[edit routing-instances name vlans name forwarding-options dhcp-relay group name
relay-option],
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[edit routing-instances name vlans name forwarding-options dhcp-relay group name
relay-option option-60],

[edit routing-instances name vlans name forwarding-options dhcp-relay group name
relay-option option-77],

[edit routing-instances name vlans name forwarding-options dhcp-relay relay-option],
[edit routing-instances name vlans name forwarding-options dhcp-relay relay-option
option-60],

[edit routing-instances name vlans name forwarding-options dhcp-relay relay-option
option-77],

[edit vlans name forwarding-options dhcp-relay group name relay-option],
[edit vlans name forwarding-options dhcp-relay group name relay-option option-60],
[edit vlans name forwarding-options dhcp-relay group name relay-option option-77],
[edit vlans name forwarding-options dhcp-relay relay-option],
[edit vlans name forwarding-options dhcp-relay relay-option option-60],
[edit vlans name forwarding-options dhcp-relay relay-option option-77]

Release Information Statement introduced in Junos OS Release 17.4.

Description Option not present action

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• DHCPv4 and DHCPv6 Forward-Only Action for Relay Traffic with Unknown DHCP

Server Address on page 103
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ocs (Diameter Applications)

Syntax ocs {
global {
service-context-id service-context;

}
partition partition-name {
called-station-id station-name;
charging-id number;
destination-host ocs-hostname;
destination-realm ocs-realm-name;
diameter-instance;
draining;
draining-response-timeout seconds;
final-response-timeout seconds;
force-continue;
ggsn-address address;
ggsn-mcc-mncggsn-mcc-mnc;
max-outstanding-requests number;
send-origin-state-id number;
user-name-include {
base-interface-name;
delimiter delimiter-character;
domain-namemy-domain;
interface-name;
mac-address;
nas-port-id;
origin-host;
origin-realm;
user-name;
user-prefix pref;

}
}

}

Hierarchy Level [edit access]

Release Information Statement introduced in Junos OS Release 16.2.

Description Configure the Online Charging System (OCS) global attributes and partition. The OCS

interactswith thePolicyandChargingEnforcementFunction (PCEF).ThePCEFoptionally

reports usage and receives additional authorizations from the OCS using the 3rd

Generation Partnership Project (3GPP) Gy protocol. Broadband PCEF (BPCEF)

interactionswith theOCSuseonline sessionchargingwithcentralizedunit determination

and centralized rating.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.
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Related
Documentation

• Configuring the OCS Partition on page 816

• 3GPP Policy and Charging Control Overview for Wireline Provisioning and Accounting

on page 787

• PolicyandChargingEnforcementFunctionOverviewforBroadbandWirelineSubscribers

on page 790

• Understanding Gy Interactions Between the Router and the OCS on page 802

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807
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on-demand-ip-address

Syntax on-demand-ip-address;

Hierarchy Level [editdynamic-profilesprofile-name interfacespp0unit “$junos-interface-unit”ppp-options],
[edit interfaces pp0 unit unit-number ppp-options], [edit protocols ppp-service]

Release Information Statement introduced in Junos OS Release 13.1.

Description For IPv4 and IPv6 dual-stack PPP subscribers, enables on-demand allocation and

de-allocation of an IPv4 address after initial PPP authentication for a subscriber who

does not have an existing IPv4 address.

Configuration changes take effect as follows:

• Whenyouchange this setting foradynamicPPP interface(at the [editdynamic-profiles]

hierarchy level), the change takes effect only for new subscriber logins.

• When you change this setting for a static PPP interface (at the [edit interfaces pp0]

hierarchy level, the subscribers on the interface are logged out.

• When you change this setting globally (at the [edit protocols ppp-service] hierarchy

level), the change takes effect only for new subscriber logins.

If you enable on-demand allocation at both the interface and global levels, the global

configuration takes precedence and changes take effect for new subscriber logins.

Default This functionality is disabled by default.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Conserving IPv4 Addresses for Dual-Stack PPP Subscribers Using On-Demand IPv4

Address Allocation on page 495

• ConfiguringStaticOn-Demand IPv4AddressAllocation forDual-StackPPPSubscribers

on page 503

• Configuring Dynamic On-Demand IPv4 Address Allocation for Dual-Stack PPP

Subscribers on page 504

• ConfiguringGlobalOn-Demand IPv4AddressAllocation forDual-StackPPPSubscribers

on page 504
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on-demand-address-allocation

Syntax on-demand-address-allocation on-demand-address-allocation;

Hierarchy Level [edit logical-systems name routing-instances name system services dhcp-local-server
dual-stack-group dual-stack-group-name],

[edit logical-systems name system services dhcp-local-server dual-stack-group
dual-stack-group-name],

[edit routing-instances name system services dhcp-local-server dual-stack-group
dual-stack-group-name],

[edit system services dhcp-local-server dual-stack-group dual-stack-group-name]

Release Information Statement introduced in Junos OS Release 17.3.

Description Designateswhether or noton-demandaddressallocationmode is forced for adual-stack

subscriber. Allocate addresses on demand.

Options on-demand-address-allocation—Allocation mode for a dual-stack subscriber.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Attaching Access Profiles on page 142

• Attaching Access Profiles to DHCP Subscriber Interfaces or DHCP Client Interfaces on

page 356

• Configuring Access Components for the DHCP Layer 3Wholesale Network Solution

• Configuring Access Components for the PPPoEWholesale Network Solution

• Attaching Dynamic Profiles to DHCP Subscriber Interfaces or DHCP Client Interfaces
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on-link (Dynamic Router Advertisement)

Syntax (on-link | no-on-link);

Hierarchy Level [edit dynamic-profiles profile-name protocols router-advertisement interface
interface-nameprefix prefix]

Release Information Statement introduced in Junos OS Release 10.1.

Description Specify whether to enable prefixes to be used for onlink determination:

• no-on-link—Disable prefixes from being used for onlink determination.

• on-link—Enable prefixes to be used for onlink determination.

Default The configured object is enabled unless explicitly disabled.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IPv6 Interfaces and Enabling Neighbor Discovery
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option

Syntax option {
[ (id-number option-type option-value)
(id-number array option-type option-value) ];

}

Hierarchy Level [edit access address-assignment pool pool-name family (inet | inet6) dhcp-attributes],
[edit access protocol-attributes attribute-set-name]

Release Information Statement introduced in Junos OS Release 9.0.

hex-string option type introduced in Junos OS Release 13.3.

Description Specify user-defined options that are added to client packets.

Options array—An option can include an array of option types.

id-number—Any whole number. The ID number is used to index the option andmust be

unique across a DHCP server.

option-type—Any of the following types: byte, byte-stream, flag, hex-string, integer,

ip-address, short, string, unsigned-integer, or unsigned-short.

option-value—Value associated with an option. The option value must be compatible

with the option type (for example, an On or Off value for a flag type).

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Address-Assignment Pools on page 621
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option-order (DHCP Relay Agent)

Syntax option-order name;

Hierarchy Level [edit bridge-domains name forwarding-options dhcp-relay group name relay-option],
[edit bridge-domains name forwarding-options dhcp-relay relay-option],
[edit forwarding-options dhcp-relay group name relay-option],
[edit forwarding-options dhcp-relay relay-option],
[edit logical-systems name bridge-domains name forwarding-options dhcp-relay group
name relay-option],

[edit logical-systems name bridge-domains name forwarding-options dhcp-relay
relay-option],

[edit logical-systems name forwarding-options dhcp-relay group name relay-option],
[edit logical-systems name forwarding-options dhcp-relay relay-option],
[edit logical-systemsname routing-instancesnamebridge-domainsname forwarding-options
dhcp-relay group name relay-option],

[edit logical-systemsname routing-instancesnamebridge-domainsname forwarding-options
dhcp-relay relay-option],

[edit logical-systems name routing-instances name forwarding-options dhcp-relay group
name relay-option],

[edit logical-systems name routing-instances name forwarding-options dhcp-relay
relay-option],

[edit logical-systemsname routing-instancesnamevlansname forwarding-optionsdhcp-relay
group name relay-option],

[edit logical-systemsname routing-instancesnamevlansname forwarding-optionsdhcp-relay
relay-option],

[edit logical-systems name vlans name forwarding-options dhcp-relay group name
relay-option],

[edit logical-systems name vlans name forwarding-options dhcp-relay relay-option],
[edit routing-instances name bridge-domains name forwarding-options dhcp-relay group
name relay-option],

[edit routing-instances name bridge-domains name forwarding-options dhcp-relay
relay-option],

[edit routing-instances name forwarding-options dhcp-relay group name relay-option],
[edit routing-instances name forwarding-options dhcp-relay relay-option],
[edit routing-instances name vlans name forwarding-options dhcp-relay group name
relay-option],

[edit routing-instances name vlans name forwarding-options dhcp-relay relay-option],
[edit vlans name forwarding-options dhcp-relay group name relay-option],
[edit vlans name forwarding-options dhcp-relay relay-option]

Release Information Statement introduced in Junos OS Release 17.4.

Description Options precedence order

Options name—Option number

Values:

• 60—Option 60

• 77—Option 77
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Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• DHCPv4 and DHCPv6 Forward-Only Action for Relay Traffic with Unknown DHCP

Server Address on page 103
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option-15 (DHCP Relay Agent)

Syntax option-15 {
default-action {
drop drop;
forward-only forward-only;

}
equals {
ascii name {
drop drop;
forward-only forward-only;

}
hexadecimal name {
drop drop;
forward-only forward-only;

}
}
not-present {
drop drop;
forward-only forward-only;

}
equals {
ascii name {
drop drop;
forward-only forward-only;

}
hexadecimal name {
drop drop;
forward-only forward-only;

}
}

}

Hierarchy Level [editbridge-domainsname forwarding-optionsdhcp-relaydhcpv6groupname relay-option],
[edit bridge-domains name forwarding-options dhcp-relay dhcpv6 relay-option],
[edit forwarding-options dhcp-relay dhcpv6 group name relay-option],
[edit forwarding-options dhcp-relay dhcpv6 relay-option],
[edit logical-systems name bridge-domains name forwarding-options dhcp-relay dhcpv6
group name relay-option],

[edit logical-systems name bridge-domains name forwarding-options dhcp-relay dhcpv6
relay-option],

[edit logical-systemsname forwarding-optionsdhcp-relaydhcpv6groupname relay-option],
[edit logical-systems name forwarding-options dhcp-relay dhcpv6 relay-option],
[edit logical-systemsname routing-instancesnamebridge-domainsname forwarding-options
dhcp-relay dhcpv6 group name relay-option],

[edit logical-systemsname routing-instancesnamebridge-domainsname forwarding-options
dhcp-relay dhcpv6 relay-option],

[edit logical-systems name routing-instances name forwarding-options dhcp-relay dhcpv6
group name relay-option],

[edit logical-systems name routing-instances name forwarding-options dhcp-relay dhcpv6
relay-option],

[edit logical-systemsname routing-instancesnamevlansname forwarding-optionsdhcp-relay
dhcpv6 group name relay-option],
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[edit logical-systemsname routing-instancesnamevlansname forwarding-optionsdhcp-relay
dhcpv6 relay-option],

[edit logical-systems name vlans name forwarding-options dhcp-relay dhcpv6 group name
relay-option],

[edit logical-systemsnamevlansname forwarding-optionsdhcp-relaydhcpv6 relay-option],
[edit routing-instances name bridge-domains name forwarding-options dhcp-relay dhcpv6
group name relay-option],

[edit routing-instances name bridge-domains name forwarding-options dhcp-relay dhcpv6
relay-option],

[edit routing-instancesname forwarding-optionsdhcp-relaydhcpv6groupname relay-option],
[edit routing-instances name forwarding-options dhcp-relay dhcpv6 relay-option],
[edit routing-instancesnamevlansname forwarding-optionsdhcp-relaydhcpv6groupname
relay-option],

[edit routing-instancesnamevlansname forwarding-optionsdhcp-relaydhcpv6relay-option],
[edit vlans name forwarding-options dhcp-relay dhcpv6 group name relay-option],
[edit vlans name forwarding-options dhcp-relay dhcpv6 relay-option]

Release Information Statement introduced in Junos OS Release 17.4.

Description Specify that the payload of the Option 15 (Vendor Class Identifier) from the client PDU

is concatenated with the username during the subscriber authentication or client

authentication process.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• DHCPv4 and DHCPv6 Forward-Only Action for Relay Traffic with Unknown DHCP

Server Address on page 103
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option-16 (DHCP Relay Agent)

Syntax option-16 {
default-action {
drop drop;
forward-only forward-only;

}
equals {
ascii name {
drop drop;
forward-only forward-only;

}
hexadecimal name {
drop drop;
forward-only forward-only;

}
}
not-present {
drop drop;
forward-only forward-only;

}
equals {
ascii name {
drop drop;
forward-only forward-only;

}
hexadecimal name {
drop drop;
forward-only forward-only;

}
}

}

Hierarchy Level [editbridge-domainsname forwarding-optionsdhcp-relaydhcpv6groupname relay-option],
[edit bridge-domains name forwarding-options dhcp-relay dhcpv6 relay-option],
[edit forwarding-options dhcp-relay dhcpv6 group name relay-option],
[edit forwarding-options dhcp-relay dhcpv6 relay-option],
[edit logical-systems name bridge-domains name forwarding-options dhcp-relay dhcpv6
group name relay-option],

[edit logical-systems name bridge-domains name forwarding-options dhcp-relay dhcpv6
relay-option],

[edit logical-systemsname forwarding-optionsdhcp-relaydhcpv6groupname relay-option],
[edit logical-systems name forwarding-options dhcp-relay dhcpv6 relay-option],
[edit logical-systemsname routing-instancesnamebridge-domainsname forwarding-options
dhcp-relay dhcpv6 group name relay-option],

[edit logical-systemsname routing-instancesnamebridge-domainsname forwarding-options
dhcp-relay dhcpv6 relay-option],

[edit logical-systems name routing-instances name forwarding-options dhcp-relay dhcpv6
group name relay-option],

[edit logical-systems name routing-instances name forwarding-options dhcp-relay dhcpv6
relay-option],

[edit logical-systemsname routing-instancesnamevlansname forwarding-optionsdhcp-relay
dhcpv6 group name relay-option],
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[edit logical-systemsname routing-instancesnamevlansname forwarding-optionsdhcp-relay
dhcpv6 relay-option],

[edit logical-systems name vlans name forwarding-options dhcp-relay dhcpv6 group name
relay-option],

[edit logical-systemsnamevlansname forwarding-optionsdhcp-relaydhcpv6 relay-option],
[edit routing-instances name bridge-domains name forwarding-options dhcp-relay dhcpv6
group name relay-option],

[edit routing-instances name bridge-domains name forwarding-options dhcp-relay dhcpv6
relay-option],

[edit routing-instancesname forwarding-optionsdhcp-relaydhcpv6groupname relay-option],
[edit routing-instances name forwarding-options dhcp-relay dhcpv6 relay-option],
[edit routing-instancesnamevlansname forwarding-optionsdhcp-relaydhcpv6groupname
relay-option],

[edit routing-instancesnamevlansname forwarding-optionsdhcp-relaydhcpv6relay-option],
[edit vlans name forwarding-options dhcp-relay dhcpv6 group name relay-option],
[edit vlans name forwarding-options dhcp-relay dhcpv6 relay-option]

Release Information Statement introduced in Junos OS Release 17.4.

Description Specify that the payload of the Option 16 (Vendor Class Identifier) from the client PDU

is concatenated with the username during the subscriber authentication or client

authentication process.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• DHCPv4 and DHCPv6 Forward-Only Action for Relay Traffic with Unknown DHCP

Server Address on page 103
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option-60 (DHCP Local Server)

Syntax option-60;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server group group-name authentication username-include],

[edit logical-systems logical-system-name systemservicesdhcp-local-serverauthentication
username-include],

[edit logical-systems logical-system-name system services dhcp-local-server group
group-name authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server group group-name authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server
authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server group
group-name authentication username-include],

[edit system services dhcp-local-server authentication username-include],
[edit systemservicesdhcp-local-servergroupgroup-nameauthenticationusername-include]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Specify that the payload of Option 60 (Vendor Class Identifier) from the client PDU be

concatenated with the username during the subscriber authentication or DHCP client

authentication process.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Using External AAA Authentication Services with DHCP on page 305
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option-60 (DHCP Relay Agent)

Syntax option-60 {
default-action {
drop drop;
forward-only forward-only;
local-server-group local-server-group;

}
equals {
ascii name {
drop drop;
forward-only forward-only;
local-server-group local-server-group;

}
hexadecimal name {
drop drop;
forward-only forward-only;
local-server-group local-server-group;

}
}
not-present {
drop drop;
forward-only forward-only;
local-server-group local-server-group;

}
equals {
ascii name {
drop drop;
forward-only forward-only;
local-server-group local-server-group;

}
hexadecimal name {
drop drop;
forward-only forward-only;
local-server-group local-server-group;

}
}

}

Hierarchy Level [edit bridge-domains name forwarding-options dhcp-relay group name relay-option],
[edit bridge-domains name forwarding-options dhcp-relay relay-option],
[edit forwarding-options dhcp-relay group name relay-option],
[edit forwarding-options dhcp-relay relay-option],
[edit logical-systems name bridge-domains name forwarding-options dhcp-relay group
name relay-option],

[edit logical-systems name bridge-domains name forwarding-options dhcp-relay
relay-option],

[edit logical-systems name forwarding-options dhcp-relay group name relay-option],
[edit logical-systems name forwarding-options dhcp-relay relay-option],
[edit logical-systemsname routing-instancesnamebridge-domainsname forwarding-options
dhcp-relay group name relay-option],

[edit logical-systemsname routing-instancesnamebridge-domainsname forwarding-options
dhcp-relay relay-option],
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[edit logical-systems name routing-instances name forwarding-options dhcp-relay group
name relay-option],

[edit logical-systems name routing-instances name forwarding-options dhcp-relay
relay-option],

[edit logical-systemsname routing-instancesnamevlansname forwarding-optionsdhcp-relay
group name relay-option],

[edit logical-systemsname routing-instancesnamevlansname forwarding-optionsdhcp-relay
relay-option],

[edit logical-systems name vlans name forwarding-options dhcp-relay group name
relay-option],

[edit logical-systems name vlans name forwarding-options dhcp-relay relay-option],
[edit routing-instances name bridge-domains name forwarding-options dhcp-relay group
name relay-option],

[edit routing-instances name bridge-domains name forwarding-options dhcp-relay
relay-option],

[edit routing-instances name forwarding-options dhcp-relay group name relay-option],
[edit routing-instances name forwarding-options dhcp-relay relay-option],
[edit routing-instances name vlans name forwarding-options dhcp-relay group name
relay-option],

[edit routing-instances name vlans name forwarding-options dhcp-relay relay-option],
[edit vlans name forwarding-options dhcp-relay group name relay-option],
[edit vlans name forwarding-options dhcp-relay relay-option]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Statement updated in Junos OS Release 17.4R1 for MX Series.

Description Specify that the payload of the Option 60 (Vendor Class Identifier) from the client PDU

is concatenated with the username during the subscriber authentication or client

authentication process.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Using External AAA Authentication Services with DHCP on page 305

• DHCPv4 and DHCPv6 Forward-Only Action for Relay Traffic with Unknown DHCP

Server Address on page 103
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option-77 (DHCP Relay Agent)

Syntax option-77 {
default-action {
drop drop;
forward-only forward-only;
local-server-group local-server-group;

}
equals {
ascii name {
drop drop;
forward-only forward-only;
local-server-group local-server-group;

}
hexadecimal name {
drop drop;
forward-only forward-only;
local-server-group local-server-group;

}
}
not-present {
drop drop;
forward-only forward-only;
local-server-group local-server-group;

}
equals {
ascii name {
drop drop;
forward-only forward-only;
local-server-group local-server-group;

}
hexadecimal name {
drop drop;
forward-only forward-only;
local-server-group local-server-group;

}
}

}

Hierarchy Level [edit bridge-domains name forwarding-options dhcp-relay group name relay-option],
[edit bridge-domains name forwarding-options dhcp-relay relay-option],
[edit forwarding-options dhcp-relay group name relay-option],
[edit forwarding-options dhcp-relay relay-option],
[edit logical-systems name bridge-domains name forwarding-options dhcp-relay group
name relay-option],

[edit logical-systems name bridge-domains name forwarding-options dhcp-relay
relay-option],

[edit logical-systems name forwarding-options dhcp-relay group name relay-option],
[edit logical-systems name forwarding-options dhcp-relay relay-option],
[edit logical-systemsname routing-instancesnamebridge-domainsname forwarding-options
dhcp-relay group name relay-option],

[edit logical-systemsname routing-instancesnamebridge-domainsname forwarding-options
dhcp-relay relay-option],
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[edit logical-systems name routing-instances name forwarding-options dhcp-relay group
name relay-option],

[edit logical-systems name routing-instances name forwarding-options dhcp-relay
relay-option],

[edit logical-systemsname routing-instancesnamevlansname forwarding-optionsdhcp-relay
group name relay-option],

[edit logical-systemsname routing-instancesnamevlansname forwarding-optionsdhcp-relay
relay-option],

[edit logical-systems name vlans name forwarding-options dhcp-relay group name
relay-option],

[edit logical-systems name vlans name forwarding-options dhcp-relay relay-option],
[edit routing-instances name bridge-domains name forwarding-options dhcp-relay group
name relay-option],

[edit routing-instances name bridge-domains name forwarding-options dhcp-relay
relay-option],

[edit routing-instances name forwarding-options dhcp-relay group name relay-option],
[edit routing-instances name forwarding-options dhcp-relay relay-option],
[edit routing-instances name vlans name forwarding-options dhcp-relay group name
relay-option],

[edit routing-instances name vlans name forwarding-options dhcp-relay relay-option],
[edit vlans name forwarding-options dhcp-relay group name relay-option],
[edit vlans name forwarding-options dhcp-relay relay-option]

Release Information Statement introduced in Junos OS Release 17.4.

Description Specify that the payload of the Option 77 (Vendor Class Identifier) from the client PDU

is concatenated with the username during the subscriber authentication or client

authentication process.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• DHCPv4 and DHCPv6 Forward-Only Action for Relay Traffic with Unknown DHCP

Server Address on page 103
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option-82 (DHCP Relay Agent)

Syntax option-82 <circuit-id> <remote-id>;

Hierarchy Level [edit forwarding-options dhcp-relay authentication username-include],
[edit forwarding-options dhcp-relay group group-name authentication username-include],
[edit logical-systems logical-system-name forwarding-options dhcp-relay authentication
username-include],

[edit logical-systems logical-system-name forwarding-optionsdhcp-relaygroupgroup-name
authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay group group-name authentication username-include],

[edit routing-instances routing-instance-name forwarding-optionsdhcp-relayauthentication
username-include],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay group
group-name authentication username-include]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Specify the option 82 that is concatenated with the username during the subscriber

authentication or client authentication process. You can specify either, both, or neither

the Agent Circuit ID and the Agent Remote ID suboptions. If you specify both, the Agent

Circuit ID is supplied first, followedbyadelimiter, and then theAgentRemote ID. If neither

suboption is supplied, the raw payload of option 82 is concatenated to the username.

NOTE: The option 82 value used in creating the username is based on the
option 82 value that is encoded in the outgoing (relayed) PDU.

Options circuit-id—(Optional) The string for the Agent Circuit ID suboption (suboption 1).

remote-id—(Optional) The string for the Agent Remote ID suboption (suboption 2).

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Using External AAA Authentication Services with DHCP on page 305
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option-82 (DHCP Local Server Authentication)

Syntax option-82 <circuit-id> <remote-id>;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server group group-name authentication username-include],

[edit logical-systems logical-system-name systemservicesdhcp-local-serverauthentication
username-include],

[edit logical-systems logical-system-name system services dhcp-local-server group
group-name authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server group group-name authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server
authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server group
group-name authentication username-include],

[edit system services dhcp-local-server authentication username-include],
[edit systemservicesdhcp-local-servergroupgroup-nameauthenticationusername-include]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Specify the type of Option 82 information from the client PDU that is concatenatedwith

theusernameduring thesubscriberauthenticationorDHCPclientauthenticationprocess.

You can specify either, both, or neither of the Agent Circuit ID and Agent Remote ID

suboptions. If youspecifyboth, theAgentCircuit ID is supplied first, followedbyadelimiter,

and then the Agent Remote ID. If you specify that neither suboption is supplied, the raw

payload of Option 82 from the PDU is concatenated to the username.

Options circuit-id—(Optional) Agent Circuit ID suboption (suboption 1).

remote-id—(Optional) Agent Remote ID suboption (suboption 2).

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Using External AAA Authentication Services with DHCP on page 305
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option-82 (DHCP Local Server Pool Matching)

Syntax option-82;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server pool-match-order],

[edit logical-systems logical-system-name system services dhcp-local-server
pool-match-order],

[edit routing-instances routing-instance-name system services dhcp-local-server
pool-match-order],

[edit system services dhcp-local-server pool-match-order]

Release Information Statement introduced in Junos OS Release 9.0.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Configure the extended DHCP local server to use the option 82 value in the DHCP client

DHCP PDU together with the ip-address-first method to determine which

address-assignment pool to use. Youmust configure the ip-address-first statement

before configuring theoption-82 statement. TheDHCP local server first determineswhich

address-assignment pool to use based on the ip-address-first method. Then, the local

server matches the option 82 value in the client PDUwith the option 82 configuration in

the address-assignment pool. This statement is supported for IPv4 address-assignment

pools only.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring How the Extended DHCP Local Server DeterminesWhich

Address-Assignment Pool to Use on page 276

• Extended DHCP Local Server Overview on page 258

• Address-Assignment Pools Overview on page 619
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option-82 (Address-Assignment Pools)

Syntax option-82 {
circuit-id value range named-range;
remote-id value range named-range;

}

Hierarchy Level [editaccessaddress-assignmentpoolpool-name family inetdhcp-attributesoption-match],
[edit access protocol-attributes attribute-set-name option-match]

Release Information Statement introduced in Junos OS Release 9.0.

Description Specify the list of option 82 suboption match criteria used to select the named address

range used for the client. The server matches the option 82 value in the user PDU to the

specified option 82match criteria and uses the named address range associated with

the string.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Address-Assignment Pools on page 621
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option-match

Syntax option-match {
option-82 {
circuit-id value range named-range;
remote-id value range named-range;

}
}

Hierarchy Level [edit access address-assignment pool pool-name family inet dhcp-attributes],
[edit access protocol-attributes attribute-set-name]

Release Information Statement introduced in Junos OS Release 9.0.

Description Specify a list of match criteria used to determine which named address range in the

address-assignment pool to use. The extended DHCP local server matches this

information to thematch criteria specified in the client PDUs. For example, for option 82

match criteria, the server matches the option 82 value in the user PDU to the specified

option 82 string and uses the named range associated with the string.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Address-Assignment Pools on page 621
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option-number (DHCP Relay Agent Option)

Syntax option-number option-number;

Hierarchy Level [edit forwarding-options dhcp-relay relay-option],
[edit forwarding-options dhcp-relay dhcpv6 relay-option],
[edit forwarding-options dhcp-relay group group-name relay-option],
[edit forwarding-options dhcp-relay dhcpv6 group group-name relay-option],
[edit logical-systems logical-system-name forwarding-options dhcp-relay ...],
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay ...],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay ...]

Release Information Statement introduced in Junos OS Release 12.3.

Statement introduced in Junos OS Release 12.3 for EX Series switches.

Description Specify the DHCP option DHCP relay agent uses for selective processing of client traffic.

You can configure support globally or for a named group of interfaces. You can also

configure support for the extended DHCP relay agent on a per logical system and per

routing instance basis.

Use the [edit forwarding-options dhcp-relay dhcpv6] hierarchy level to configure the

DHCPv6 relay agent support.

Options option-number—The DHCP or DHCPv6 option in the incoming traffic.

NOTE: EX Series switches do not support the User Class Options.

• 15 (DHCPv6 only)—Use DHCPv6 option 15 (User Class Option) in packets

• 16 (DHCPv6 only)—(MX Series routers and EX Series switches only) Use DHCPv6

option 16 (Vendor Class Option) in packets

• 60 (DHCPv4only)—(MXSeries routers andEXSeries switches only)UseDHCPoption

60 (Vendor Class Identifier) in DHCP packets

• 77 (DHCPv4 only)—Use DHCP option 77 (User Class Identifier) in packets

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• UsingDHCPOption Information toSelectivelyProcessDHCPClientTraffic onpage380
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options (Access Profile)

Syntax options {
accounting-session-id-format (decimal | description);
calling-station-id-delimiter delimiter-character;
calling-station-id-format {
agent-circuit-id;
agent-remote-id;
interface-description;
nas-identifier;

}
chap-challenge-in-request-authenticator;
client-accounting-algorithm (direct | round-robin);
client-authentication-algorithm (direct | round-robin);
coa-dynamic-variable-validation;
ethernet-port-type-virtual;
access-loop-id-local;
interface-description-format {
exclude-adapter;
exclude-channel;
exclude-sub-interface;

}
ip-address-change-notifymessage;
juniper-dsl-attributes;
nas-identifier identifier-value;
nas-port-extended-format {
adapter-widthwidth;
ae-widthwidth;
port-widthwidth;
slot-widthwidth;
stacked-vlan-widthwidth;
vlan-widthwidth;
atm {
adapter-widthwidth;
port-widthwidth;
pw-widthwidth;
slot-widthwidth;
vci-widthwidth;
vpi-widthwidth;

}
}
nas-port-id-delimiter delimiter-character;
nas-port-id-format {
agent-circuit-id;
agent-remote-id;
interface-description;
interface-text-description;
nas-identifier;
order {
agent-circuit-id;
agent-remote-id;
interface-description;
interface-text-description;
nas-identifier;
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postpend-vlan-tags;
}
postpend-vlan-tags;

}
nas-port-type {
ethernet {
port-type;

}
}
revert-interval interval;
service-activation {
dynamic-profile (optional-at-login | required-at-login);
extensible-service (optional-at-login | required-at-login);

}
vlan-nas-port-stacked-format;

}

Hierarchy Level [edit access profile profile-name radius]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 9.1 for EX Series switches.

Description Configure the options used by RADIUS authentication and accounting servers.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS Server Options for Subscriber Access on page 135

• RADIUS Server Options for Subscriber Access on page 4
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order

Syntax order [ accounting-method ];

Hierarchy Level [edit access profile profile-name accounting]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 9.1 for EX Series switches.

Description Set the order in which the JunosOS tries different accountingmethods for client activity.

When a client logs in, the software tries the accounting methods in the specified order.

Options accounting-method—Oneormoreaccountingmethods.Whenaclient logs in, thesoftware

tries the accounting methods in the following order, from first to last. The only valid

value is radius for RADIUS accounting.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Authentication and Accounting Parameters for Subscriber Access on

page 94
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origin (Diameter Base Protocol)

Syntax origin realm realm-name host hostname

Hierarchy Level [edit diameter]

Release Information Statement introduced in Junos OS Release 9.6.

Description Specify thehostnameand realmof theendpointnode thatoriginatesDiametermessages

for the Diameter instance. The Diameter instance supplies these values to be conveyed

by the Origin-Realm-AVP and Origin-Host-AVP for all messages sent by the Diameter

instance.

NOTE: Both the host and realm aremandatory.

Options host hostname—Name of the message origin host that is supplied as the value of the
Origin-Host AVP for all Diameter messages in the Diameter master instance.

realm realm-name—Name of the message origin realm, that is supplied as the value of
the Origin-Realm AVP for all Diameter messages in the Diameter master instance.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Diameter on page 764

• Configuring the Origin Attributes of the Diameter Instance on page 765
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other-bytes

Syntax other-bytes bytes;

Hierarchy Level [edit protocols ancp qos-adjust]

Release Information Statement introduced in Junos OS Release 16.1.

Statement deprecated in Junos OS Release 17.4R1.

Description Adjust thenumberof frameoverheadbytesby thespecifiednumberofbytes in theactual

downstream rate reported in the ANCP Port Upmessage for an access line of DSL type

OTHER. TheANCPagent reports the adjusted value toCoS. The adjusted value accounts

for the traffic encapsulation overhead.

The router reports someaccess technology types—suchasGigabitpassiveopticalnetwork

(GPON) lines—as DSL type OTHER.

NOTE: Starting in JunosOSRelease 17.4R1, this statement is deprecated and
replaced by the other-overhead-bytes option of the access-line statement at

the [edit system] hierarchy level. The ANCP agent ignores the other-bytes

statement if it is present. This means that when you upgrade from Junos OS
Release 17.3 or earlier with an existing configuration, youmust reconfigure
your adjustment with the access-line statement.

Options bytes—Number of bytes added to or subtracted from the actual downstream frame

overhead.

Range: -100 through 100 bytes

Default: 0 bytes

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Release History Table DescriptionRelease

Starting in Junos OS Release 17.4R1, this statement is deprecated and
replacedby theother-overhead-bytesoptionof theaccess-linestatement
at the [edit system] hierarchy level.

17.4R1

Related
Documentation

• Configuring the ANCP Agent to Report Traffic Rates to CoS on page 719

• Traffic Rate Reporting and Adjustment by the ANCP Agent on page 713

• Configuring the ANCP Agent on page 684
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other-overhead-adjust

Syntax other-overhead-adjust percentage;

Hierarchy Level [edit protocols ancp qos-adjust]

Release Information Statement introduced in Junos OS Release 16.1.

Statement deprecated in Junos OS Release 17.4R1.

Description Adjust the actual downstream rate for an access line of DSL type OTHER received in the

ANCP Port Upmessage bymultiplying the rate by the specified percentage. The ANCP

agent reports the adjusted rate to CoS.

The router reports someaccess technology types—suchasGigabitpassiveopticalnetwork

(GPON) lines—as DSL type OTHER.

NOTE: Starting in JunosOSRelease 17.4R1, this statement is deprecated and
replaced by the other-overhead-adjust option of the access-line statement at

the [edit system] hierarchy level. The ANCP agent ignores the

other-overhead-adjust statement if it is present. This means that when you

upgrade from Junos OS Release 17.3 or earlier with an existing configuration,
youmust reconfigure your adjustment with the access-line statement.

Options percentage—Percentage by which to multiply the rate.

Range: 80 through 100 percent

Default: 100 percent

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Release History Table DescriptionRelease

Starting in Junos OS Release 17.4R1, this statement is deprecated and
replaced by the other-overhead-adjust option of the access-line
statement at the [edit system] hierarchy level.

17.4R1

Related
Documentation

• Configuring the ANCP Agent to Report Traffic Rates to CoS on page 719

• Traffic Rate Reporting and Adjustment by the ANCP Agent on page 713

• Configuring the ANCP Agent on page 684
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other-stateful-configuration (Dynamic Router Advertisement)

Syntax (other-stateful-configuration | no-other-stateful-configuration);

Hierarchy Level [edit dynamic-profiles protocols router-advertisement interface interface-name]

Release Information Statement introduced in Junos OS Release 10.1.

Description Specify whether to enable autoconfiguration of other nonaddress-related information:

• no-other-stateful-configuration—Disableautoconfigurationofothernonaddress-related

information.

• other-stateful-configuration—Enable autoconfiguration of other nonaddress-related

information.

Default The configured object is disabled unless explicitly enabled.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Using NDRA to Provide IPv6WAN Link Addressing Overview on page 425
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overhead-accounting (ANCP)

Syntax overhead-accounting;

Hierarchy Level [edit protocols ancp interfaces interface-name]

Release Information Statement introduced in Junos OS Release 11.4.

Description Prevent ANCP from performing an adjustment on the actual downstream data rate that

ANCP receives from the DSLAM for the difference between the customer premise

equipment (CPE) protocol overhead and the B-RAS protocol overhead. You include this

statement when you want CoS to perform the adjustment on the data rate from the

DSLAMaccording to theoverheadaccountingconfiguration inaCoS traffic control profile.

When this statement is not configured (the default condition), ANCPmakes the traffic

rate adjustment according to the configuration of the qos-adjust-line-type statements

and reports that rate to CoS. CoS then applies (if configured) the adjustment set by the

overhead-accounting statement in the CoS traffic profile.

NOTE: ANCP reports a traffic rate to CoS only if the qos-adjust statement at

the [edit protocols ancp] hierarchy level has been configured.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the ANCP Agent on page 684
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overrides (DHCP Local Server)

Syntax overrides {
allow-no-end-option;
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-discover-match <option60-and-option82 | incoming-interface>;
client-negotiation-match incoming-interface;
delegated-pool;
delete-binding-on-renegotiation;
include-option-82 {
forcerenew;
nak;

}
interface-client-limit number;
multi-address-embedded-option-response;
process-inform {
pool pool-name;

}
protocol-attributes attribute-set-name;
rapid-commit;

}

Hierarchy Level [edit system services dhcp-local-server],
[edit system services dhcp-local-server dhcpv6],
[edit system services dhcp-local-server dhcpv6 group group-name],
[edit systemservicesdhcp-local-serverdhcpv6groupgroup-name interface interface-name],
[edit system services dhcp-local-server group group-name],
[edit system services dhcp-local-server group group-name interface interface-name],
[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server ...],

[edit logical-systems logical-system-name system services dhcp-local-server ...],
[edit routing-instances routing-instance-name system services dhcp-local-server ...]

Release Information Statement introduced in Junos OS Release 9.2.

Statement introduced in Junos OS Release 12.1 for EX Series switches.

Support for the allow-no-end option introduced in Junos OS Release 14.1X53-D15 for EX

Series switches.

Statement introduced in Junos OS Release 12.3X48-D10 for SRX Series devices.

Description Override thedefault configuration settings for theextendedDHCP local server. Specifying

the overrides statement with no subordinate statements removes all DHCP local server

overrides at that hierarchy level.

• To override global DHCP local server configuration options, include the overrides

statementand its subordinatestatementsat the [editsystemservicesdhcp-local-server]

hierarchy level.

• To override configuration options for a named group of interfaces, include the

statements at the [edit systemservices dhcp-local-server group group-name] hierarchy

level.
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• To override configuration options for a specific interface within a named group of

interfaces, include the statements at the [edit system services dhcp-local-server group

group-name interface interface-name] hierarchy level.

• Use the [edit system services dhcp-local-server dhcpv6] hierarchy level to override

DHCPv6 configuration options.

NOTE: Bydefault, jdhcpdoesnotprocessDHCPINFORMmessage.Onlyafter

you enable the overrides command using the set system services

dhcp-local-serveroverridesprocess-informstatement, jdhcpstartsprocessing

the DHCPINFORMmessage.

The remaining statements are explained separately. See CLI Explorer.

The interface-client-limit statement is not supported in the [edit system services

dhcp-local-server dhcpv6] hierarchy level.

The asymmetric-prefix-lease-time, delegated-pool,

multi-address-embedded-option-response, and rapid-commit statements are supported

in the [edit system services dhcp-local-server dhcpv6 ...] hierarchy level only.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Extended DHCP Local Server Overview on page 258

• Overriding Default DHCP Local Server Configuration Settings on page 345

• Deleting DHCP Local Server and DHCP Relay Override Settings on page 351

• Configuring a DHCP Server on Switches (CLI Procedure)
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overrides (DHCP Relay Agent)

Syntax overrides {
allow-no-end-option;
allow-snooped-clients;
always-write-giaddr;
always-write-option-82;
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-discover-match <option60-and-option82 | incoming-interface>;
client-negotiation-match incoming-interface;
delay-authentication;
delete-binding-on-renegotiation;
disable-relay;
dual-stack dual-stack-group-name;
interface-client-limit number;
layer2-unicast-replies;
no-allow-snooped-clients;
no-bind-on-request;
proxy-mode;
relay-source
replace-ip-source-with;
send-release-on-delete;
trust-option-82;

}

Hierarchy Level [edit forwarding-options dhcp-relay],
[edit forwarding-options dhcp-relay dhcpv6],
[edit forwarding-options dhcp-relay dhcpv6 group group-name],
[edit forwarding-options dhcp-relay dhcpv6 group group-name interface interface-name],
[edit forwarding-options dhcp-relay group group-name],
[edit forwarding-options dhcp-relay group group-name interface interface-name],
[edit logical-systems logical-system-name forwarding-options dhcp-relay ...],
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay ...],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay ...]

Release Information Statement introduced in Junos OS Release 8.3.

Support at the [edit ... dhcpv6] hierarchy levels introduced in Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.1 for EX Series switches.

Description Override thedefault configuration settings for theextendedDHCP relayagent. Specifying

the overrides statement with no subordinate statements removes all DHCP relay agent

overrides at that hierarchy level. Use the statement at the [edit ... dhcpv6]hierarchy levels

to configure DHCPv6 support.

M120 and M320 routers do not support DHCPv6.

The following statements are supported at both the [edit ... dhcp-relay] and [edit ...

dhcpv6] hierarchy levels.

• allow-snooped-clients
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• asymmetric-lease-time

• delete-binding-on-renegotiation

• dual-stack

• interface-client-limit

• no-allow-snooped-clients

• no-bind-on-request

• relay-source

• send-release-on-delete

The following statements are supported at the [edit ... dhcpv6] hierarchy levels only.

• asymmetric-prefix-lease-time

All other statements are supported at the [edit ... dhcp-relay] hierarchy levels only.

The remaining statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Extended DHCP Relay Agent Overview on page 264

• Overriding the Default DHCP Relay Configuration Settings on page 348

• Deleting DHCP Local Server and DHCP Relay Override Settings on page 351
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overrides (Enhanced Subscriber Management)

Syntax overrides {
interfaces {
family (inet | inet6) {
layer2-liveness-detection;

}
}
no-unsolicited-ra;
shmlog {
disable;
file filename <filesmaximum-no-files> <sizemaximum-file-size>;
filtering enable;
log-name {
all;
logname {
<brief | detail | extensive | none | terse>;
<file-logging |no-file-logging>;

}
}

log-type (debug | info | notice);
|

}

Hierarchy Level [edit system services subscriber-management]

Release Information Statement introduced in Junos OS Release 15.1R3 on MX Series routers for enhanced

subscriber management.

Description Override the default configuration settings for the Junos OS enhanced subscriber

management software for subscriber management.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring Junos OS Enhanced Subscriber Management on page 611

• DHCP Liveness Detection Using ARP and Neighbor Discovery Packets
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override-password (DomainMap)

Syntax override-password password

Hierarchy Level [edit access domain domain-namemap]

Release Information Statement introduced in Junos OS 14.1.

Description Specify a password to be used as the authenticating password for all outgoing

authentication requests for subscribers whomatch the domain map.

Options password—Name of the password.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• strip-username on page 1493

padn (DomainMap)

Syntax padn destination-address {
mask destination-mask;
metric route-metric;

}

Hierarchy Level [edit access domainmap domain-map-name]

Release Information Statement introduced in Junos OS Release 10.4.

Description Configure PADN parameters for a domain map.

Options destination-address—IP address of the destination.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring PADN Parameters for a Domain Map on page 200
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parse-direction (DomainMap)

Syntax parse-direction (left-to-right | right-to-left);

Hierarchy Level [edit access domain]

Release Information Statement introduced in Junos OS Release 10.4.

Description Specify the direction in which the router searches for the domain name in a username.

Default left-to-right

Options left-to-right—The router searches starting at the left-most character. When the router

reachesadomaindelimiter, it usesanything to the rightof thedelimiter as thedomain

name.

right-to-left—The router searches starting at the right-most character. When the router

reachesadomaindelimiter, it usesanything to the rightof thedelimiter as thedomain

name.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Specifying the Parsing Direction for Domain and Realm Names on page 197

• Configuring Domain and Realm Name Usage for Domain Maps on page 195
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parse-order (DomainMap)

Syntax parse-order (domain-first | realm-first);

Hierarchy Level [edit access domain]

Release Information Statement introduced in Junos OS Release 14.1.

Description Specify the order inwhich the router searches for a domain name, either the domain first,

or the realm first.

Default domain-first

Options domain-first—The router searches for a domain name first. When the router reaches a

domain delimiter, it uses anything to the right of the delimiter as the domain name..

If no domain is found, then the router searches for a realm. If the router does not find

either a domain or realm, then there is no domain.

realm-first—The router searches for a realm name first. When the router reaches a realm

delimiter, it uses anything to the left of the delimiter as the domain name. If no realm

is found, then the router searches for a domain. If the router does not find either a

domain or realm, then there is no domain.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Specifying the Parsing Direction for Domain and Realm Names on page 197

• Configuring Domain and Realm Name Usage for Domain Maps on page 195
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partition

Syntax partition partition-name {
diameter-instance instance-name;
destination-host hostname;
destination-realm realm;

}

Hierarchy Level [edit jsrc]

Release Information Statement introduced in Junos OS Release 9.6.

Description Configure a JSRC partition.

Options partition-name—Name of the JSRC partition.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring JSRC on page 833

• Configuring the JSRC Partition on page 834
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partition (Gx-Plus)

Syntax partition partition-name {
diameter-instance instance-name;
destination-host hostname;
destination-realm realm;

}

Hierarchy Level [edit access gx-plus]

Release Information Statement introduced in Junos OS Release 11.2.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Description Configure a Gx-Plus partition.

Options partition-name—Name of the Gx-Plus partition.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Gx-Plus on page 782

• Configuring the Gx-Plus Partition on page 783
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partition (NASREQDiameter Application)

Syntax partition partition-name {
destination-host hostname;
destination-realm realm-name;
diameter-instancemaster;

}

Hierarchy Level [edit access nasreq]

Release Information Statement introduced in Junos OS Release 16.1.

Description Define the NASREQ partition by specifying the destination host and realmwhere the

application resides. Only the master routing instance is supported for the application

partition.

Options diameter-instancemaster—Specifies that themaster Diameter instance is used.master
is the only supported value.

hostname—Name of the host where the NASREQ server application resides; generally,

this value is not set unless needed.

partition-name—Name of the NASREQ partition.

realm-name—Name of the realmwhere the NASREQ server application resides.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Diameter Network Access Server Application (NASREQ) on page 825

• Configuring the Diameter Network Access Server Application (NASREQ) on page 827
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partition (OCS)

Syntax partition partition-name {
called-station-id station-name;
charging-id number;
destination-host ocs-hostname;
destination-realm ocs-realm-name;
diameter-instance;
draining;
draining-response-timeout seconds;
final-response-timeout seconds;
force-continue;
ggsn-address address;
ggsn-mcc-mncggsn-mcc-mnc;
max-outstanding-requests number;
send-origin-state-id number;
user-name-include {
base-interface-name;
delimiter delimiter-character;
domain-name domain-name;
interface-name;
mac-address;
nas-port-id;
origin-host;
origin-realm;
user-name;
user-prefix prefix;

}
}

Hierarchy Level [edit access ocs]

Release Information Statement introduced in Junos OS Release 16.2.

Description Configure an Online Charging System (OCS) partition (a specific logical system:routing

instance context) and its parameters to define user ID information, destination host and

realm names, and number of outstanding requests to the OCS, and control subscriber

traffic flow before the first interrogation with the OCS. The OCS that interacts with the

PolicyandChargingEnforcementFunction(PCEF).BroadbandPCEF(BPCEF) interactions

with the OCS use online session charging with centralized unit determination and

centralized rating.

Options partition-name—Name of the OCS partition. You can define only one partition for the

OCS.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.
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Related
Documentation

• Configuring the OCS Partition on page 816

• 3GPP Policy and Charging Control Overview for Wireline Provisioning and Accounting

on page 787

• PolicyandChargingEnforcementFunctionOverviewforBroadbandWirelineSubscribers

on page 790

• Understanding Gy Interactions Between the Router and the OCS on page 802

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807
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partition (PCRF)

Syntax partition partition-name {
destination-host pcrf-hostname;
destination-realm pcrf-realm-name;
diameter-instance;
draining;
draining-response-timeout seconds;
ip-can-type number;
local-decision (deny | grant) timeout seconds;
logout-response-timeout seconds;
max-outstanding-requests number;
report-local-rule;
report-resource-allocation;
report-successful-resource-allocation;
send-dyn-subscription-indicator;
send-network-family-indicator;
send-origin-state-id;
subscription-id-data-include {
base-interface-name;
delimiter delimiter-character;
domain-name name;
interface-name;
mac-address;
nas-port-id;
origin-host;
origin-realm;
user-name;
user-prefix prefix;

}
subscription-id-type number;
update-response-timeout seconds;

}

Hierarchy Level [edit access pcrf]

Release Information Statement introduced in Junos OS Release 16.2.

Description Configure a Policy and Charging Rules Function (PCRF) partition (a specific logical

system:routing instancecontext)and itsparameters todefine subscription ID information,

destination host and realm names, and reporting for rules and resources. The PCRF is a

centralizedpolicydecisionpoint thatdeploysbusinesspolicy rules toallocatebroadband

network resources andmanages flow-based charges for subscribers and services.

Options partition-name—Name of the PCRF partition. You can define only one partition for the

PCRF.

The remaining statements are explained separately. See CLI Explorer.
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Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring the PCRF Partition on page 820

• PolicyandChargingEnforcementFunctionOverviewforBroadbandWirelineSubscribers

on page 790

• Understanding Gx Interactions Between the Router and the PCRF on page 794

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807

• Understanding Upstream and DownstreamMessages for the PCRF on page 813
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password (Static Subscribers)

Syntax password password-string;
username-include {
domain-name domain-name;
username-include;
logical-system-name;
routing-instance-name;
user-prefix user-prefix-string;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instances-namesystem
services static-subscribers group group-name authentication],

[edit logical-systems logical-system-name routing-instances routing-instances-namesystem
services static-subscribers authentication],

[edit logical-systems logical-system-namesystemservicesstatic-subscribersauthentication],
[edit logical-systems logical-system-name system services static-subscribers group
group-name authentication],

[edit routing-instances routing-instances-name system services static-subscribers
authentication],

[edit routing-instances routing-instances-name system services static-subscribers group
group-name authentication username-include], authentication],

[edit system services static-subscribers authentication],
[edit system services static-subscribers group group-name authentication]

Release Information Statement introduced in Junos OS Release 9.6.

Description Specify the password that is sent to AAA for user login for all static subscribers on

interfaces configured at the [edit system services static-subscribers interface] hierarchy

level, or for the subscribers in a specified group. The group version of the statement takes

precedence over the global version.

Options password-string—String that defines the password.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

system-level—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring Subscribers over Static Interfaces on page 846

• Configuring the Static Subscriber Global Authentication Password on page 853

• Configuring the Static Subscriber Group Authentication Password on page 858
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password (DHCP Local Server)

Syntax password password-string;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server authentication],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 authentication],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 group group-name authentication],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server group group-name authentication],

[edit logical-systems logical-system-namesystemservicesdhcp-local-serverauthentication],
[edit logical-systems logical-system-name system services dhcp-local-server dhcpv6
authentication],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpv6 group
group-name authentication],

[edit logical-systems logical-system-name system services dhcp-local-server group
group-name authentication],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server authentication],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 authentication],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 group group-name authentication],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server group group-name authentication],

[edit routing-instances routing-instance-name system services dhcp-local-server
authentication],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpv6
authentication],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpv6
group group-name authentication],

[edit routing-instances routing-instance-name system services dhcp-local-server group
group-name authentication],

[edit system services dhcp-local-server authentication],
[edit system services dhcp-local-server dhcpv6],
[edit system services dhcp-local-server dhcpv6 group group-name authentication],
[edit system services dhcp-local-server group group-name authentication]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Configure the password that is sent to the external AAA authentication server for

subscriber authentication or DHCP client authentication.

Options password-string—Authentication password.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.
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Related
Documentation

• Using External AAA Authentication Services with DHCP on page 305
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password (DHCP Relay Agent)

Syntax password password-string;

Hierarchy Level [edit forwarding-options dhcp-relay authentication],
[edit forwarding-options dhcp-relay dhcpv6 authentication],
[edit forwarding-options dhcp-relay dual-stack-group dual-stack-group-name
authentication],

[edit forwarding-options dhcp-relay group group-name authentication],
[edit forwarding-options dhcp-relay dhcpv6 group group-name authentication],
[edit logical-systems logical-system-name forwarding-options dhcp-relay authentication],
[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpv6
authentication],

[edit logical-systems logical-system-name forwarding-optionsdhcp-relaygroupgroup-name
authentication],

[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpv6 group
group-name authentication],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay authentication],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay dhcpv6 authentication],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay group group-name authentication],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay dhcpv6 group group-name authentication],

[edit routing-instances routing-instance-name forwarding-optionsdhcp-relayauthentication],
[edit routing-instances routing-instance-name forwarding-options dhcp-relay dhcpv6
authentication],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay group
group-name authentication],

[edit routing-instances routing-instance-name forwarding-optionsdhcp-relay dhcpv6group
group-name authentication]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Support at the [edit ... dhcpv6] hierarchy levels introduced in Junos OS Release 11.4.

Support at the [edit ... dual-stack-groupdual-stack-group-nameauthentication] hierarchy

level introduced in Junos OS Release 15.1.

Description Configure the password that is sent to the external AAA authentication server for

subscriber authentication or client authentication. Use the statement at the [edit ...

dhcpv6] hierarchy levels to configure DHCPv6 support.

Options password-string—Authentication password.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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Related
Documentation

• Using External AAA Authentication Services with DHCP on page 305

• Configuring Passwords for Usernames on page 309
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pcrf (Diameter Applications)

Syntax pcrf {
global {
rule-param avp-code;

}
partition partition-name {
destination-host pcrf-hostname;
destination-realm pcrf-realm-name;
diameter-instance;
draining;
draining-response-timeout seconds;
ip-can-type number;
local-decision (deny | grant) timeout seconds;
logout-response-timeout seconds;
max-outstanding-requests number;
report-local-rule;
report-resource-allocation;
report-successful-resource-allocation;
send-dyn-subscription-indicator;
send-network-family-indicator;
send-origin-state-id;
subscription-id-data-include {
base-interface-name;
delimiter delimiter-character;
domain-name name;
interface-name;
mac-address;
nas-port-id;
origin-host;
origin-realm;
user-name;
user-prefix prefix;

}
subscription-id-type number;
update-response-timeout seconds;

}
}

Hierarchy Level [edit access]

Release Information Statement introduced in Junos OS Release 16.2.

Description Configure the Policy and Charging Rules Function (PCRF) global attributes, rules,

parameters, and partition to authorize and provision subscribers. PCRF is a centralized

policydecisionpoint thatdeploysbusinesspolicyandcharging rules toallocatebroadband

network resources andmanages flow-based charges for subscribers and services. PCRF

pushes the rules down to the Policy and Charging Enforcement Function (PCEF) using

the 3GPP Gx protocol and online policy interface.

The remaining statements are explained separately. See CLI Explorer.
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Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring the PCRF Partition on page 820

• PolicyandChargingEnforcementFunctionOverviewforBroadbandWirelineSubscribers

on page 790

• Understanding Gx Interactions Between the Router and the PCRF on page 794

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807

• Understanding Upstream and DownstreamMessages for the PCRF on page 813

peer (Diameter Base Protocol)

Syntax peer peer-name {
address ip-address;
connect-actively {
port port-number;
transport transport-name;

}
logical-system logical-system-name <routing-instance routing-instance-name>;
peer-origin realm realm-name host hostname;
routing-instance routing-instance-name;
send-origin-state-id;

}

Hierarchy Level [edit diameter]

Release Information Statement introduced in Junos OS Release 9.6.

Description Configure peer-specificOrigin-RealmandOrigin-NameAVPvalues to include in theCER,

DWR, DWA, DPR, and DPAmessages of this peer.

Options peer-name—Name of the peer.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Diameter on page 764

• Configuring Diameter Peers on page 765
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peer (Diameter Network Element)

Syntax peer peer-name {
priority priority-value;

}

Hierarchy Level [edit diameter network-element element-name]

Release Information Statement introduced in Junos OS Release 9.6.

Description Assigns a peer to a Diameter network element and sets a priority value for that peer

within the DNE.

Options peer-name—Name of the peer.

The remaining statement is explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Diameter on page 764

• Configuring Diameter Network Elements on page 768
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peer-ip-address-optional

Syntax peer-ip-address-optional;

Hierarchy Level [editdynamic-profilesprofile-name interfacespp0unit “$junos-interface-unit”ppp-options],
[edit interfaces interface-name pp0 unit unit-number ppp-options],
[edit access group-profile profile-name ppp ppp-options]

Release Information Statement introduced in Junos OS Release 15.1.

Description Enable the InternetProtocolControl Protocol (IPCP)negotiation to succeedeven though

thepeer doesnot include the IPaddress option in an IPCPconfiguration request for static

and dynamic, and terminated and tunneled, Point-to-Point Protocol over Ethernet

(PPPoE) subscribers. By default, this statement is disabled.

If the client’s provisioned IP address on the customer premises equipment (CPE):

• Matches the Framed-Route RADIUS attribute, then youmust configure the access

route at the [edit dynamic-profiles routing-options] hierarchy level.

• Matches the Framed-IP-AddressRADIUSattribute, then no access route configuration

is required.

NOTE: Youmust assign an IPaddress by configuring the Framed-IP-Address
RADIUS attribute or the Framed-Pool RADIUS attribute, or by allocating an
IP address from the local address pool without a RADIUS-specified pool
name, with an optional Framed-Route RADIUS attribute returned from the
RADIUS Server.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• IPCP Negotiation with Optional Peer IP Address on page 502

• Dynamic Profiles Overview
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peer-origin (Diameter Peer)

Syntax peer-origin realm realm-name host hostname;

Hierarchy Level [edit diameter peer peer-name]

Release Information Statement introduced in Junos OS Release 16.2.

Description Specify values of Origin-Realm-AVP andOrigin-Host-AVP used inmessages sent for the

specified peer by the Diameter instance.

NOTE: Both the host and realm aremandatory for the peer origin.

Options host hostname—Name of the message origin host that is supplied as the value of the
Origin-Host AVP for Diameter messages to the peer.

realm realm-name—Name of the message origin realm, that is supplied as the value of
the Origin-Realm AVP for Diameter messages to the peer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Diameter Peers on page 765

• Configuring Diameter on page 764
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pool (Address-Assignment Pools)

Syntax pool pool-name {
active-drain;
family family {
dhcp-attributes {
[ protocol-specific attributes ]

}
host hostname {
hardware-addressmac-address;
ip-address ip-address;

}
network ip-prefix/<prefix-length>;
prefix ipv6-prefix;
range range-name {
high upper-limit;
low lower-limit;
prefix-length prefix-length;

}
}
hold-down;
link pool-name;

}

Hierarchy Level [edit access address-assignment]

Release Information Statement introduced in Junos OS Release 9.0.

Statement introduced in Junos OS Release 12.1 for EX Series switches.

Description Configure the name of an address-assignment pool.

NOTE: Subordinate statement support depends on the platform. See
individual statement topics for more detailed support information.

Options pool-name—Name assigned to the address-assignment pool.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Address-Assignment Pools Overview on page 619

• Configuring Address-Assignment Pools on page 621
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pool (DHCP Local Server Overrides)

Syntax pool pool-name;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server overrides process-inform],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 overrides process-inform],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 group group-name overrides process-inform],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 group group-name interface interface-name overrides
process-inform],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server group group-name overrides process-inform],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server group group-name interface interface-name overrides
process-inform],

[edit logical-systems logical-system-name system services dhcp-local-server overrides
process-inform],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpv6
overrides process-inform],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpv6 group
group-name overrides process-inform],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpv6 group
group-name interface interface-name overrides process-inform],

[edit logical-systems logical-system-name system services dhcp-local-server group
group-name overrides process-inform],

[edit logical-systems logical-system-name system services dhcp-local-server group
group-name interface interface-name overrides process-inform],

[edit routing-instances routing-instance-name system services dhcp-local-server overrides
process-inform],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpv6
overrides process-inform],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpv6
group group-name overrides process-inform],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpv6
group group-name interface interface-name overrides process-inform],

[edit routing-instances routing-instance-name system services dhcp-local-server group
group-name overrides process-inform],

[edit routing-instances routing-instance-name system services dhcp-local-server group
group-name interface interface-name overrides process-inform],

[edit system services dhcp-local-server overrides process-inform],
[edit system services dhcp-local-server dhcpv6 overrides process-inform],
[edit systemservicesdhcp-local-serverdhcpv6groupgroup-nameoverridesprocess-inform],
[edit system services dhcp-local-server dhcpv6 group group-name interface interface-name
overrides process-inform],

[edit system services dhcp-local-server group group-name overrides process-inform],
[edit systemservicesdhcp-local-servergroupgroup-name interface interface-nameoverrides
process-inform]

Release Information Statement introduced in Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.
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Description Configure DHCP or DHCPv6 local server to reply to DHCP information requestmessages

(DHCPINFORMforDHCPv4and INFORMATION-REQUESTforDHCPv6)with information

taken from the specified pool without interacting with AAA.

Options pool-name—Name of the address pool, which must be configured within family inet for

DHCP local server and within family inet6 for DHCPv6 local server.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Enabling Processing of Client Information Requests on page 302

• Overriding Default DHCP Local Server Configuration Settings on page 345

pool-match-order

Syntax pool-match-order {
external-authority;
ip-address-first;
option-82;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server],

[edit logical-systems logical-system-name system services dhcp-local-server],
[edit routing-instances routing-instance-name system services dhcp-local-server],
[edit system services dhcp-local-server]

Release Information Statement introduced in Junos OS Release 9.0.

Statement introduced in Junos OS Release 12.1.

Description Configure the order in which the DHCP local server uses information in the DHCP client

PDU to determine how to obtain an address for the client.

The remaining statements are explained separately. See CLI Explorer.

Default DHCP local server uses the ip-address-firstmethod to determine which address pool to

use.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring How the Extended DHCP Local Server DeterminesWhich

Address-Assignment Pool to Use on page 276

• Extended DHCP Local Server Overview on page 258
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port

Syntax port port-number;

Hierarchy Level [edit access radius-server server-address],
[edit access profile profile-name radius-server server-address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description Configure the port number on which to contact the RADIUS server.

Options port-number—Port number on which to contact the RADIUS server.

Default: 1812 (as specified in RFC 2865)

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring Router or Switch Interaction with RADIUS Servers on page 131

• Configuring Authentication and Accounting Parameters for Subscriber Access on

page 94

port (Diameter Peer)

Syntax port port-number;

Hierarchy Level [edit diameter peer peer-name connect-actively]

Release Information Statement introduced in Junos OS Release 9.6.

Description Specify the destination TCP port used by the active connection to peer.

Options port-number—Number of the TCP port.

Default: 3868

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Diameter on page 764

• Configuring Diameter Peers on page 765
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pre-ietf-mode

Syntax pre-ietf-mode

Hierarchy Level [edit protocols ancp],
[edit protocols ancp neighbor ip-address]

Release Information Statement introduced in Junos OS Release 9.4.

Description Configure the ANCP agent to run in a mode that is backward compatible with Internet

draft draft-wadhwa-gsmp-l2control-configuration-00.txt, GSMP extensions for layer2

control (L2C) for all neighbors or for a specific neighbor.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the ANCP Agent on page 684

• Configuring the ANCP Agent for Backward Compatibility on page 689

• Configuring ANCP Neighbors on page 685

Copyright © 2018, Juniper Networks, Inc.1366

Broadband Subscriber Sessions Feature Guide



preauthentication-order (Access Profile)

Syntax preauthentication-order [ preauthentication-method ];

Hierarchy Level [edit access profile profile-name]

Release Information Statement introduced in Junos OS Release 13.3.

Description Set the order in which the JunosOS uses preauthenticationmethods for the LLID service

whenmultiple methods are configured. Junos OS supports only the radiusmethod.

NOTE: Youcannotconfigure this statement if theCalling-Station-IDattribute
is excluded from RADIUS Access-Request messages by the exclude

statement.

Options preauthentication-method

• radius—Verify the client using RADIUS.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• RADIUS Logical Line Identifier (LLID) Overview on page 173

• Configuring Logical Line Identification (LLID) Preauthentication on page 176
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preauthentication-port

Syntax preauthentication-port port-number;

Hierarchy Level [edit access radius-server server-address],
[edit access profile profile-name radius-server server-address]

Release Information Statement introduced in Junos OS Release 15.1 for MX Series routers.

Description Configure the port number on which to contact the RADIUS server for logical line

identification (LLID) preauthentication requests. If you do not configure a separate UDP

port for preauthentication purposes, the same UDP port that you configure for

authentication messages by including the port port-number statement is used.

Options port-number—Port number used for preauthentication requests to contact the RADIUS

server.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• RADIUS Logical Line Identifier (LLID) Overview on page 173

• RADIUS Attributes for LLID Preauthentication Requests on page 174
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preauthentication-secret

Syntax preauthentication-secret password;

Hierarchy Level [edit access profile profile-name radius-server server-address],
[edit access radius-server server-address]

Release Information Statement introduced in Junos OS Release 15.1 for MX Series routers.

Description Configure thepassword tousewith theRADIUSserver for logical line identification (LLID)

preauthentication requests. If you do not configure a separate UDP password for

preauthentication purposes, the same password that you configure for authentication

messages by including the secretpassword statement is used. The secret password used

by the local router must match that used by the server.

Options password—Password to use. To include spaces enclose the character string in quotation

marks.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• RADIUS Logical Line Identifier (LLID) Overview on page 173

• RADIUS Attributes for LLID Preauthentication Requests on page 174
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preauthentication-server (Access Profile)

Syntax preauthentication-server ip-address;

Hierarchy Level [edit access profile profile-name radius]

Release Information Statement introduced in Junos OS Release 13.3.

Description Specify the RADIUS preauthentication server, which is used for the LLID service.

NOTE: Youcannotconfigure this statement if theCalling-Station-IDattribute
is excluded from RADIUS Access-Request messages by the exclude

statement.

Options ip-address—IPv4 address.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• RADIUS Logical Line Identifier (LLID) Overview on page 173

• Configuring Logical Line Identification (LLID) Preauthentication on page 176
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preferred-lifetime (Address-Assignment Pools)

Syntax preferred-lifetime seconds;

Hierarchy Level [edit access address-assignment pool pool-name family inet6 dhcp-attributes],
[edit access protocol-attributes attribute-set-name]

Release Information Statement introduced in Junos OS Release 13.3.

Description Specify the length of time, in seconds, that the DHCPv6 server keeps the IPv6 prefix

active. When the lifetime expires, the address is deprecated.

If the valid-lifetime is also configured, the preferred-lifetimemust be less than the

valid-lifetime. Thepreferred-lifetimeand themaximum-lease-timearemutually exclusive

and cannot both be configured.

Options seconds—Number of seconds that the IPv6 prefix is active.

Range: 30 through 4,294,967,295 seconds

Default: 86,400 (24 hours)

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Address-Assignment Pools on page 621

• DHCP Attributes for Address-Assignment Pools on page 273

• maximum-lease-time on page 1274

• valid-lifetime (Address-Assignment Pools) on page 1570
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preferred-lifetime (Dynamic Router Advertisement)

Syntax preferred-lifetime seconds;

Hierarchy Level [edit dynamic-profiles profile-name protocols router-advertisement interface
interface-nameprefix prefix]

Release Information Statement introduced in Junos OS Release 10.1.

Description Specify how long the prefix generated by stateless autoconfiguration remains preferred.

Options seconds—Preferred lifetime, in seconds. If you set the preferred lifetime to 0xffffffff, the

lifetime is infinite. The preferred lifetime is never greater than the valid lifetime.

Default: 604,800 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• valid-lifetime

• Example: Configuring IPv6 Interfaces and Enabling Neighbor Discovery
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prefix (DHCP Relay Agent)

Syntax prefix prefix;

Hierarchy Level [edit forwarding-options dhcp-relay dhcpv6 (relay-agent-interface-id |
relay-agent-remote-id)],

[edit forwarding-options dhcp-relay dhcpv6 group group-name (relay-agent-interface-id |
relay-agent-remote-id)],

[edit forwarding-options dhcp-relay relay-option-82 (circuit-id | remote-id)],
[edit forwarding-options dhcp-relay group group-name relay-option-82 (circuit-id |
remote-id)],

[edit logical-systems logical-system-name ... forwarding-options dhcp-relay dhcpv6
(relay-agent-interface-id | relay-agent-remote-id)],

[edit logical-systems logical-system-name ... forwarding-optionsdhcp-relay ... relay-option-82
(circuit-id | remote-id)],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay dhcpv6
(relay-agent-interface-id | relay-agent-remote-id)],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay ...
relay-option-82 (circuit-id | remote-id)]

Release Information Statement introduced in Junos OS Release 8.3.

Support at the [edit ... dhcpv6] hierarchy levels introduced in Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.3 for EX Series switches.

Support at the [edit ... relay-agent-remote-id] and [edit ... remote-id] hierarchy levels

introduced in Junos OS Release 14.1.

Description Add a prefix to the DHCP base option 82 Agent Circuit ID (suboption 1) or Agent Remote

ID (suboption 2) information, or to the DHCPv6 option 18 (Relay Agent Interface-ID) or

option 37 (Relay Agent Remote-ID) information in DHCP packets that DHCP relay agent

sends to a DHCP server. The prefix can consist of any combination of the hostname,

logical system name, and routing instance name.

Options prefix—Any of the following:

• host-name—Prepend the hostname of the router configured with the host-name

statement at the [edit system] hierarchy level to the DHCP option information.

• logical-system-name—Prependthenameof the logical systemtotheoption information.

• routing-instance-name—Prepend the name of the routing instance to the option

information.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Including a Prefix in DHCP Options on page 376

• Using DHCP Relay Agent Option 82 Information on page 373

• Configuring DHCPv6 Relay Agent Options on page 490
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prefix (Address-Assignment Pools)

Syntax prefix ipv6-prefix;

Hierarchy Level [edit access address-assignment pool pool-name family inet6]

Release Information Statement introduced in Junos OS Release 10.0.

Statement introduced in Junos OS Release 12.3 for EX Series switches.

Description Specify the IPv6prefix for the IPv6address-assignmentpool.This statement ismandatory

for IPv6 address-assignment pools.

Options ipv6-prefix—The IPv6 prefix.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Address-Assignment Pools Overview on page 619

• Configuring Address-Assignment Pools on page 621
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prefix (Dynamic Router Advertisement)

Syntax prefix prefix {
(autonomous | no-autonomous);
(on-link | no-on-link);
preferred-lifetime seconds;
valid-lifetime seconds;

}

Hierarchy Level [edit dynamic-profiles protocols router-advertisement interface interface-name]

Release Information Statement introduced in Junos OS Release 10.1.

Description Configure the prefix name in router advertisement messages.

Options prefix—Prefix name. For dynamic configuration, specify the $junos-ipv6–ndra-prefix

dynamic variable.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IPv6 Interfaces and Enabling Neighbor Discovery

priority (Diameter Peer)

Syntax priority priority-value;

Hierarchy Level [edit diameter network-element element-name peer peer-name]

Release Information Statement introduced in Junos OS Release 9.6.

Description Set thepriority for apeerwithinaDiameternetworkelement.Apeerwithahighernumber

has a higher priority.

Options priority-value—Priority for the peer within the network element.

Range: 1 through 65535

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Diameter on page 764

• Configuring Diameter Network Elements on page 768
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profile (Access)

Syntax profile profile-name {
accounting {
address-change-immediate-update
accounting-stop-on-access-deny;
accounting-stop-on-failure;
ancp-speed-change-immediate-update;
coa-immediate-update;
coa-no-override service-class-attribute;
duplication;
duplication-filter;
duplication-vrf {
access-profile-name profile-name;
vrf-name vrf-name;

}
immediate-update;
order [ accounting-method ];
send-acct-status-on-config-change;
statistics (time | volume-time);
update-intervalminutes;
wait-for-acct-on-ack;

}
accounting-order (radius | [accounting-order-data-list]);
authentication-order [ authentication-methods ];
client client-name {
chap-secret chap-secret;
group-profile profile-name;
ike {
allowed-proxy-pair {
remote remote-proxy-address local local-proxy-address;

}
pre-shared-key (ascii-text character-string | hexadecimal hexadecimal-digits);
ike-policy policy-name;
interface-id string-value;

}
l2tp {
aaa-access-profile profile-name;
interface-id interface-id;
lcp-renegotiation;
local-chap;
maximum-sessions number;
maximum-sessions-per-tunnel number;
multilink {
drop-timeoutmilliseconds;
fragment-threshold bytes;

}
override-result-code session-out-of-resource;
ppp-authentication (chap | pap);
ppp-profile profile-name;
sessions-limit-group limit-group-name;
shared-secret shared-secret;

}
pap-password pap-password;
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ppp {
cell-overhead;
encapsulation-overhead bytes;
framed-ip-address ip-address;
framed-pool framed-pool;
idle-timeout seconds;
interface-id interface-id;
keepalive seconds;
primary-dns primary-dns;
primary-wins primary-wins;
secondary-dns secondary-dns;
secondary-wins secondary-wins;

}
user-group-profile profile-name;

}
domain-name-server;
domain-name-server-inet;
domain-name-server-inet6;
local {
flat-file-profile profile-name;

}
preauthentication-order preauthentication-method;
provisioning-order (gx-plus | jsrc | pcrf);
radius {
accounting-server [ ip-address ];
attributes {
exclude {
...

}
ignore {
framed-ip-netmask;
input-filter;
logical-system:routing-instance;
output-filter;

}
}
authentication-server [ ip-address ];
options {
accounting-session-id-format (decimal | description);
calling-station-id-delimiter delimiter-character;
calling-station-id-format {
agent-circuit-id;
agent-remote-id;
interface-description;
interface-text-description;
mac-address;
nas-identifier;
stacked-vlan;
vlan;

}
chap-challenge-in-request-authenticator;
client-accounting-algorithm (direct | round-robin);
client-authentication-algorithm (direct | round-robin);
coa-dynamic-variable-validation;
ethernet-port-type-virtual;
interface-description-format {
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exclude-adapter;
exclude-channel;
exclude-sub-interface;

}
juniper-dsl-attributes;
nas-identifier identifier-value;
nas-port-extended-format {
adapter-widthwidth;
ae-widthwidth;
port-widthwidth;
pw-widthwidth;
slot-widthwidth;
stacked-vlan-widthwidth;
vlan-widthwidth;
atm {
adapter-widthwidth;
port-widthwidth:
slot-widthwidth;
vci-widthwidth:
vpi-widthwidth;

}
}
nas-port-id-delimiter delimiter-character;
nas-port-id-format {
agent-circuit-id;
agent-remote-id;
interface-description;
interface-text-description;
nas-identifier;
order {
agent-circuit-id;
agent-remote-id;
interface-description;
interface-text-description;
nas-identifier;
postpend-vlan-tags;

}
postpend-vlan-tags;

}
nas-port-type {
ethernet {
port-type;

}
}
revert-interval interval;
service-activation {
dynamic-profile (optional-at-login | required-at-login);
extensible-service (optional-at-login | required-at-login);

}
vlan-nas-port-stacked-format;

}
preauthentication-server ip-address;

}
radius-server server-address {
accounting-port port-number;
accounting-retry number;
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accounting-timeout seconds;
dynamic-request-port
port port-number;
preauthentication-port port-number;
preauthentication-secret password;
retry attempts;
routing-instance routing-instance-name;
secret password;
max-outstanding-requests value;
source-address source-address;
timeout seconds;

}
service {
accounting {
statistics (time | volume-time);
update-intervalminutes;

}
accounting-order (activation-protocol | local | radius);

}
session-options {
client-idle-timeoutminutes;
client-idle-timeout-ingress-only;
client-session-timeoutminutes;
strip-user-name {
delimiter [ delimiter ];
parse-direction (left-to-right | right-to-left);

}
}

}

Hierarchy Level [edit access]

Release Information Statement introduced before Junos OS Release 7.4.

Description Configure PPP CHAP, or a profile and its subscriber access, L2TP, or PPP properties.

Options profile-name—Name of the profile.

For CHAP, the name serves as the mapping between peer identifiers and CHAP secret

keys. This entity is queried for the secret keywhenever aCHAPchallengeor response

is received.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.
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Related
Documentation

• Configuring the PPP Authentication Protocol

• Configuring Access Profiles for L2TP or PPP Parameters

• Configuring L2TP Properties for a Client-Specific Profile

• Configuring an L2TP LNS with Inline Service Interfaces

• Configuring PPP Properties for a Client-Specific Profile

• Configuring Service Accounting with JSRC on page 840

• Configuring Service Accounting in Local Flat Files

• AAA Service Framework Overview on page 3

• show network-access aaa statistics on page 1851

• clear network-access aaa statistics on page 1616
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process-inform

Syntax process-inform {
pool pool-name;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 group group-name overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6group group-name interface interface-nameoverrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server group group-name overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server group group-name interface interface-name overrides],

[edit logical-systems logical-system-name system services dhcp-local-server overrides],
[edit logical-systems logical-system-name system services dhcp-local-server dhcpv6
overrides],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpv6 group
group-name overrides],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpv6 group
group-name interface interface-name overrides],

[edit logical-systems logical-system-name system services dhcp-local-server group
group-name overrides],

[edit logical-systems logical-system-name system services dhcp-local-server group
group-name interface interface-name overrides],

[edit routing-instances routing-instance-namesystemservicesdhcp-local-serveroverrides],
[edit routing-instances routing-instance-name system services dhcp-local-server dhcpv6
overrides],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpv6
group group-name overrides],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpv6
group group-name interface interface-name overrides],

[edit routing-instances routing-instance-name system services dhcp-local-server group
group-name overrides],

[edit routing-instances routing-instance-name system services dhcp-local-server group
group-name interface interface-name overrides],

[edit system services dhcp-local-server overrides],
[edit system services dhcp-local-server dhcpv6 overrides],
[edit system services dhcp-local-server dhcpv6 group group-name overrides],
[edit system services dhcp-local-server dhcpv6 group group-name interface interface-name
overrides],

[edit system services dhcp-local-server group group-name overrides],
[edit systemservicesdhcp-local-servergroupgroup-name interface interface-nameoverrides]

Release Information Statement introduced in Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.1 for EX Series switches.
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Description Enable theprocessingofDHCP information requestmessages(DHCPINFORMforDHCPv4

and INFORMATION-REQUESTforDHCPv6)sent fromtheclient to requestDHCPoptions.

For DHCP local servers, the messages are also passed to the configured server list.

The remaining statement is explained separately. See CLI Explorer.

Default Information request messages are not processed.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Enabling Processing of Client Information Requests on page 302

• Overriding Default DHCP Local Server Configuration Settings on page 345
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protocol-master

Syntax protocol-master (inet | inet6);

Hierarchy Level [edit bridge-domains name forwarding-options dhcp-relay dhcpv6 group group-name
dual-stack-group dual-stack-group-name ],

[edit bridge-domains name forwarding-options dhcp-relay dual-stack-group
dual-stack-group-name ],

[edit forwarding-options dhcp-relay dhcpv6 group name dual-stack-group
dual-stack-group-name ],

[edit forwarding-options dhcp-relay dual-stack-group dual-stack-group-name ],
[edit logical-systems name bridge-domains name forwarding-options dhcp-relay dhcpv6
group name dual-stack-group dual-stack-group-name ],

[edit logical-systems name bridge-domains name forwarding-options dhcp-relay
dual-stack-group dual-stack-group-name ],

[edit logical-systems name forwarding-options dhcp-relay dhcpv6 group name
dual-stack-group dual-stack-group-name ],

[edit logical-systems name forwarding-options dhcp-relay dual-stack-group ],
[edit logical-systemsname routing-instancesnamebridge-domainsname forwarding-options
dhcp-relay dhcpv6 group name dual-stack-group dual-stack-group-name ],

[edit logical-systemsname routing-instancesnamebridge-domainsname forwarding-options
dhcp-relay dual-stack-group dual-stack-group-name ],

[edit logical-systems name routing-instances name forwarding-options dhcp-relay dhcpv6
group name dual-stack-group dual-stack-group-name ],

[edit logical-systems name routing-instances name forwarding-options dhcp-relay
dual-stack-group dual-stack-group-name ],

[edit logical-systems name routing-instances name system services dhcp-local-server
dual-stack-group dual-stack-group-name ],

[edit logical-systemsname routing-instancesnamevlansname forwarding-optionsdhcp-relay
dhcpv6 group name dual-stack-group dual-stack-group-name ],

[edit logical-systemsname routing-instancesnamevlansname forwarding-optionsdhcp-relay
dual-stack-group dual-stack-group-name ],

[edit logical-systems name system services dhcp-local-server dual-stack-group
dual-stack-group-name ],

[edit logical-systems name vlans name forwarding-options dhcp-relay dhcpv6 group name
dual-stack-group dual-stack-group-name ],

[edit logical-systems name vlans name forwarding-options dhcp-relay dual-stack-group
dual-stack-group-name],

[edit routing-instances name bridge-domains name forwarding-options dhcp-relay dhcpv6
group name dual-stack-group dual-stack-group-name ],

[edit routing-instances name bridge-domains name forwarding-options dhcp-relay
dual-stack-group dual-stack-group-name ],

[edit routing-instances name forwarding-options dhcp-relay dhcpv6 group name
dual-stack-group dual-stack-group-name ],

[edit routing-instances name forwarding-options dhcp-relay dual-stack-group
dual-stack-group-name ],

[edit routing-instances name system services dhcp-local-server dual-stack-group
dual-stack-group-name ],

[edit routing-instancesnamevlansname forwarding-optionsdhcp-relaydhcpv6groupname
dual-stack-group dual-stack-group-name ],

[edit routing-instances name vlans name forwarding-options dhcp-relay dual-stack-group
dual-stack-group-name ],

[edit system services dhcp-local-server dual-stack-group dual-stack-group-name],
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[edit vlans name forwarding-options dhcp-relay dhcpv6 group name dual-stack-group
dual-stack-group-name ],

[edit vlans name forwarding-options dhcp-relay dual-stack-group dual-stack-group-name
]

Release Information Statement introduced in Junos OS Release 17.3.

Description Select family as protocol master.

Options inet—INET family has protocol master behavior.

inet6—INET6 family has protocol master behavior.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Attaching Access Profiles on page 142

• Attaching Access Profiles to DHCP Subscriber Interfaces or DHCP Client Interfaces on

page 356

• Configuring Access Components for the DHCP Layer 3Wholesale Network Solution

• Configuring Access Components for the PPPoEWholesale Network Solution

• Attaching Dynamic Profiles to DHCP Subscriber Interfaces or DHCP Client Interfaces
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protocols (Dynamic Profiles)

Syntax protocols {
igmp {
interface interface-name {
accounting;
disable;
group-limit limit;
group-policy;
group-threshold value;
immediate-leave
log-interval seconds;
no-accounting;
oif-map;
passive;
promiscuous-mode;
ssm-map ssm-map-name;
ssm-map-policy ssm-map-policy-name
static {
group group {
source source;

}
}
version version;

}
}
mld {
interfaceinterface-name {
(accounting | no-accounting);
disable;
group-limit limit;
group-policy;
group-threshold value;
immediate-leave;
log-interval seconds;
oif-map;
passive;
ssm-map ssm-map-name;
ssm-map-policy ssm-map-policy-name;
static {
groupmulticast-group-address {
exclude;
group-count number;
group-increment increment;
source ip-address {
source-count number;
source-increment increment;

}
}

}
version version;

}
}
router-advertisement {
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interfaceinterface-name {
current-hop-limitnumber;
default-lifetime seconds;
(managed-configuration | no-managed-configuration);
max-advertisement-interval seconds;
min-advertisement-interval seconds;
(other-stateful-configuration | no-other-stateful-configuration);
prefix prefix;
reachable-timemilliseconds;
retransmit-timermilliseconds;

}
}

}

Hierarchy Level [edit dynamic-profiles profile-name]

Release Information Statement introduced in Junos OS Release 9.2.

Support at the [edit dynamic-profiles profile-name protocolsmld] and [edit

dynamic-profilesprofile-nameprotocols router-advertisement]hierarchy levels introduced

in Junos OS Release 10.1.

Description Enable IGMP on the router. IGMPmust be enabled for the router to receive multicast

packets.

Default IGMP is disabled on the router. IGMP is automatically enabled on all broadcast interfaces

when you configure Protocol Independent Multicast (PIM) or Distance Vector Multicast

Routing Protocol (DVMRP).

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring IGMP

• Examples: Configuring MLD
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provisioning-order Diameter Applications)

Syntax provisioning-order (gx-plus | jsrc | pcrf);

Hierarchy Level [edit access profile profile-name]

Release Information Statement introduced in Junos OS Release 9.6.

Support for Gx-Plus introduced in Junos OS Release 11.2.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

pcrf option added in Junos OS Release 16.2.

Description Configure AAA to use the specified application for subscriber service provisioning.

Options gx-plus—Specify Gx-Plus as the application used to communicate with a PCRF server

for subscriber service provisioning. Sets the Subscription-Id-Type Diameter AVP

sub-attribute (450) to 4 (END_USER_PRIVATE) and sets the Subscription-Id-Data

Diameter AVP sub-attribute (444) to reserved. Both of these sub-attributes are

conveyed in the Diameter AVP Subscription-ID (443) by a CCR-I message.

jsrc—Specify JSRC as the application used to communicate with the SAE for subscriber

service provisioning. JSRC is used in an SRC environment to request services from

the SAE for an authenticated subscriber. JSRC attempts to activate these services.

If successful, JSRC returns anACKmessage. If unsuccessful, the subscriber is denied

access.

pcrf—SpecifyPolicyControl andChargingRulesFunction (PCRF)as theapplicationused

to request provisioning from the PCRF server over the Gx protocol. If you change this

configuration, any existing subscriber sessions are unaffected.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring JSRC on page 833

• Provisioning Subscribers with JSRC on page 836

• Configuring Gx-Plus on page 782

• Provisioning Subscribers with Gx-Plus on page 785

• Understanding Gx Interactions Between the Router and the PCRF on page 794

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807
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proxy-mode

Syntax proxy-mode;

Hierarchy Level [edit forwarding-options dhcp-relay overrides],
[edit forwarding-options dhcp-relay group group-name overrides],
[edit logical-systems logical-system-name forwarding-options dhcp-relay overrides],
[edit logical-systems logical-system-name forwarding-optionsdhcp-relaygroupgroup-name
overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay group group-name overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay overrides],
[edit routing-instances routing-instance-name forwarding-options dhcp-relay group
group-name overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay group
group-name interface interface-name overrides]

Release Information Statement introduced in Junos OS Release 9.5.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Enable DHCP relay proxy mode on the extended DHCP relay. Proxy mode supports all

extended DHCP relay functionality.

You cannot configure both the DHCP relay proxy and the extended DHCP local server

on the same interface.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• DHCP Relay Proxy Overview on page 267

• Extended DHCP Relay Agent Overview on page 264

• Enabling DHCP Relay Proxy Mode on page 395
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qos-adjust

List of Syntax For Junos OS Release 17.3 and Earlier Releases on page 1389

For Junos OS Release 17.4 and Later Releases on page 1389

For Junos OS Release
17.3 and Earlier

Releases

qos-adjust {
adsl-bytes bytes;
adsl2-bytes bytes;
adsl2-plus-bytes bytes;
other-bytes;
other-overhead-adjust;
sdsl-bytes bytes;
sdsl-overhead-adjust percentage;
vdsl-bytes bytes;
vdsl-overhead-adjust percentage;
vdsl2-bytes bytes;
vdsl2-overhead-adjust percentage;

}

For Junos OS Release
17.4andLaterReleases

qos-adjust;

Hierarchy Level [edit protocols ancp]

Release Information Statement introduced in Junos OS Release 9.4.

Subordinate statements deprecated in Junos OS Release 17.4.

Description Specify that the ANCP agent reports data rates for downstream traffic to CoS. When

this statement is not configured, the ANCP agent does not report traffic rates to CoS.

For Junos OS Release 17.3 and earlier releases, configure the values by which the actual

downstreamdata ratesareadjusted.The remainingstatementsareexplainedseparately.

Search for a statement in CLI Explorer or click a linked statement in the Syntax section

for details.

Starting in JunosOSRelease 17.4, all of the previously supported subordinate statements

are deprecated. The ANCP agent ignores them if they are present. Thismeans thatwhen

you upgrade from Junos OS Release 17.3 or earlier with an existing configuration, you

must reconfigure your adjustments with the access-line statement at the [edit system]

hierarchy level.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the ANCP Agent to Report Traffic Rates to CoS on page 719

• Traffic Rate Reporting and Adjustment by the ANCP Agent on page 713

• Configuring the ANCP Agent on page 684
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qos-adjust-adsl

Syntax qos-adjust-adsl adjustment-factor;

Hierarchy Level [edit protocols ancp]

Release Information Statement introduced in Junos OS Release 11.4.

Statement deprecated in Junos OS Release 17.4R1.

Description Configure anadjustment factor that is applied globally to thedownstreamandupstream

data rates reported by the ANCP agent for all subscribers on an ADSL line. The ANCP

agent reports the adjusted rate only to AAA.

NOTE: Starting in JunosOSRelease 17.4R1, this statement is deprecated and
replaced by the adsl-total-adjust option of the access-line statement at the

[edit system] hierarchy level. The ANCP agent ignores the qos-adjust-adsl

statement if it is present. This means that when you upgrade from Junos OS
Release 17.3 or earlier with an existing configuration, youmust reconfigure
your adjustment with the access-line statement.

Options adjustment-factor—Adjustment factor applied to upstream and downstream data rates

for the DSL type.

Range: 0 through 100 percent

Default: 100 percent

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Release History Table DescriptionRelease

Starting in Junos OS Release 17.4R1, this statement is deprecated and
replaced by the adsl-total-adjust option of the access-line statement at
the [edit system] hierarchy level.

17.4R1

Related
Documentation

• Setting aGlobal Adjustment Factor per DSLSubscriber Line for ANCPAgent-Reported

Traffic Rates on page 723

• Configuring the ANCP Agent on page 684
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qos-adjust-adsl2

Syntax qos-adjust-adsl2 adjustment-factor;

Hierarchy Level [edit protocols ancp]

Release Information Statement introduced in Junos OS Release 11.4.

Statement deprecated in Junos OS Release 17.4R1.

Description Configure anadjustment factor that is applied globally to thedownstreamandupstream

data rates reported by the ANCP agent for all subscribers on an ADSL2 line. The ANCP

agent reports the adjusted rate only to AAA.

NOTE: Starting in JunosOSRelease 17.4R1, this statement is deprecated and
replaced by the adsl2-total-adjust option of the access-line statement at the

[edit system] hierarchy level. The ANCP agent ignores the qos-adjust-adsl2

statement if it is present. This means that when you upgrade from Junos OS
Release 17.3 or earlier with an existing configuration, youmust reconfigure
your adjustment with the access-line statement.

Options adjustment-factor—Adjustment factor applied to upstream and downstream data rates

for the DSL type.

Range: 0 through 100 percent

Default: 100 percent

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Release History Table DescriptionRelease

Starting in Junos OS Release 17.4R1, this statement is deprecated and
replaced by the adsl2-total-adjust option of the access-line statement
at the [edit system] hierarchy level.

17.4R1

Related
Documentation

• Setting aGlobal Adjustment Factor per DSLSubscriber Line for ANCPAgent-Reported

Traffic Rates on page 723

• Configuring the ANCP Agent on page 684
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qos-adjust-adsl2-plus

Syntax qos-adjust-adsl2-plus adjustment-factor;

Hierarchy Level [edit protocols ancp]

Release Information Statement introduced in Junos OS Release 11.4.

Statement deprecated in Junos OS Release 17.4R1.

Description Configure anadjustment factor that is applied globally to thedownstreamandupstream

data rates reported by the ANCP agent for all subscribers on an ADSL2+ line. The ANCP

agent reports the adjusted rate only to AAA.

NOTE: Starting in JunosOSRelease 17.4R1, this statement is deprecated and
replaced by the adsl2-plus-total-adjust option of the access-line statement

at the [edit system] hierarchy level. The ANCP agent ignores the

qos-adjust-adsl2-plus statement if it is present. This means that when you

upgrade from Junos OS Release 17.3 or earlier with an existing configuration,
youmust reconfigure your adjustment with the access-line statement.

Options adjustment-factor—Adjustment factor applied to upstream and downstream data rates

for the DSL type.

Range: 0 through 100 percent

Default: 100 percent

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Release History Table DescriptionRelease

Starting in JunosOSRelease 17.4R1, this statement isdeprecatedand replaced
by theadsl2-plus-total-adjustoptionof theaccess-line statement at the
[edit system] hierarchy level.

17.4R1

Related
Documentation

• Setting aGlobal Adjustment Factor per DSLSubscriber Line for ANCPAgent-Reported

Traffic Rates on page 723

• Configuring the ANCP Agent on page 684
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qos-adjust-other

Syntax qos-adjust-other adjustment-factor;

Hierarchy Level [edit protocols ancp]

Release Information Statement introduced in Junos OS Release 16.1.

Statement deprecated in Junos OS Release 17.4R1.

Description Configure anadjustment factor that is applied globally to thedownstreamandupstream

data rates reported by the ANCP agent for all subscribers on an access line of DSL type

OTHER. The ANCP agent reports the adjusted rate only to AAA.

The router reports someaccess technology types—suchasGigabitpassiveopticalnetwork

(GPON) lines—as DSL type OTHER.

NOTE: Starting in JunosOSRelease 17.4R1, this statement is deprecated and
replaced by the other-total-adjust option of the access-line statement at the

[edit system] hierarchy level. The ANCP agent ignores the qos-adjust-other

statement if it is present. This means that when you upgrade from Junos OS
Release 17.3 or earlier with an existing configuration, youmust reconfigure
your adjustment with the access-line statement.

Options adjustment-factor—Adjustment factor applied to upstream and downstream data rates

for the DSL type.

Range: 0 through 100 percent

Default: 100 percent

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Release History Table DescriptionRelease

Starting in Junos OS Release 17.4R1, this statement is deprecated and
replaced by the other-total-adjust option of the access-line statement
at the [edit system] hierarchy level.

17.4R1

Related
Documentation

• Setting aGlobal Adjustment Factor per DSLSubscriber Line for ANCPAgent-Reported

Traffic Rates on page 723

• Configuring the ANCP Agent on page 684
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qos-adjust-sdsl

Syntax qos-adjust-sdsl adjustment-factor;

Hierarchy Level [edit protocols ancp]

Release Information Statement introduced in Junos OS Release 11.4.

Statement deprecated in Junos OS Release 17.4R1.

Description Configure anadjustment factor that is applied globally to thedownstreamandupstream

data rates reported by the ANCP agent for all subscribers on an SDSL line. The ANCP

agent reports the adjusted rate only to AAA.

NOTE: Starting in JunosOSRelease 17.4R1, this statement is deprecated and
replaced by the sdsl-total-adjust option of the access-line statement at the

[edit system] hierarchy level. The ANCP agent ignores the qos-adjust-sdsl

statement if it is present. This means that when you upgrade from Junos OS
Release 17.3 or earlier with an existing configuration, youmust reconfigure
your adjustment with the access-line statement.

Options adjustment-factor—Adjustment factor applied to upstream and downstream data rates

for the DSL type.

Range: 0 through 100 percent

Default: 100 percent

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Release History Table DescriptionRelease

Starting in Junos OS Release 17.4R1, this statement is deprecated and
replaced by the sdsl-total-adjust option of the access-line statement at
the [edit system] hierarchy level.

17.4R1

Related
Documentation

• Setting aGlobal Adjustment Factor per DSLSubscriber Line for ANCPAgent-Reported

Traffic Rates on page 723

• Configuring the ANCP Agent on page 684
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qos-adjust-vdsl

Syntax qos-adjust-vdsl adjustment-factor;

Hierarchy Level [edit protocols ancp]

Release Information Statement introduced in Junos OS Release 11.4.

Statement deprecated in Junos OS Release 17.4R1.

Description Configure anadjustment factor that is applied globally to thedownstreamandupstream

data rates reported by the ANCP agent for all subscribers on a VDSL line. The ANCP

agent reports the adjusted rate only to AAA.

NOTE: Starting in JunosOSRelease 17.4R1, this statement is deprecated and
replaced by the vdsl-total-adjust option of the access-line statement at the

[edit system] hierarchy level. The ANCP agent ignores the qos-adjust-vdsl

statement if it is present. This means that when you upgrade from Junos OS
Release 17.3 or earlier with an existing configuration, youmust reconfigure
your adjustment with the access-line statement.

Options adjustment-factor—Adjustment factor applied to upstream and downstream data rates

for the DSL type.

Range: 0 through 100 percent

Default: 100 percent

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Release History Table DescriptionRelease

Starting in Junos OS Release 17.4R1, this statement is deprecated and
replaced by the vdsl-total-adjust option of the access-line statement at
the [edit system] hierarchy level.

17.4R1

Related
Documentation

• Setting aGlobal Adjustment Factor per DSLSubscriber Line for ANCPAgent-Reported

Traffic Rates on page 723

• Configuring the ANCP Agent on page 684
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qos-adjust-vdsl2

Syntax qos-adjust-vdsl2 adjustment-factor;

Hierarchy Level [edit protocols ancp]

Release Information Statement introduced in Junos OS Release 11.4.

Statement deprecated in Junos OS Release 17.4R1.

Description Configure anadjustment factor that is applied globally to thedownstreamandupstream

data rates reported by the ANCP agent for all subscribers on a VDSL2 line. The ANCP

agent reports the adjusted rate only to AAA.

NOTE: Starting in JunosOSRelease 17.4R1, this statement is deprecated and
replaced by the vdsl2-total-adjust option of the access-line statement at the

[edit system] hierarchy level. The ANCP agent ignores the qos-adjust-vdsl2

statement if it is present. This means that when you upgrade from Junos OS
Release 17.3 or earlier with an existing configuration, youmust reconfigure
your adjustment with the access-line statement.

Options adjustment-factor—Adjustment factor applied to upstream and downstream data rates

for the DSL type.

Range: 0 through 100 percent

Default: 100 percent

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Release History Table DescriptionRelease

Starting in Junos OS Release 17.4R1, this statement is deprecated and
replaced by the vdsl2-total-adjust option of the access-line statement
at the [edit system] hierarchy level.

17.4R1

Related
Documentation

• Setting aGlobal Adjustment Factor per DSLSubscriber Line for ANCPAgent-Reported

Traffic Rates on page 723

• Configuring the ANCP Agent on page 684
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radius (Access Profile)

Syntax radius {
accounting-server [ ip-address ];
attributes {
exclude
...

}
ignore {
framed-ip-netmask;
input-filter;
logical-system-routing-instance;
output-filter;

}
}
authentication-server [ ip-address ];
options {
accounting-session-id-format (decimal | description);
calling-station-id-delimiter delimiter-character;
calling-station-id-format {
agent-circuit-id;
agent-remote-id;
interface-description;
nas-identifier;

}
chap-challenge-in-request-authenticator;
client-accounting-algorithm (direct | round-robin);
client-authentication-algorithm (direct | round-robin);
coa-dynamic-variable-validation;
ethernet-port-type-virtual;
interface-description-format {
exclude-adapter;
exclude-channel;
exclude-sub-interface;

}
ip-address-change-notifymessage;
juniper-dsl-attributes;
nas-identifier identifier-value;
nas-port-extended-format {
adapter-widthwidth;
ae-widthwidth;
port-widthwidth;
slot-widthwidth;
stacked-vlan-widthwidth;
vlan-widthwidth;
atm {
adapter-widthwidth;
port-widthwidth:
slot-widthwidth;
vci-widthwidth:
vpi-widthwidth;

}
}
nas-port-id-delimiter delimiter-character;
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nas-port-id-format {
agent-circuit-id;
agent-remote-id;
interface-description;
interface-text-description;
nas-identifier;
order {
agent-circuit-id;
agent-remote-id;
interface-description;
interface-text-description;
nas-identifier;
postpend-vlan-tags;

}
postpend-vlan-tags;

}
nas-port-type {
ethernet {
port-type;

}
}
revert-interval interval;
service-activation {
dynamic-profile (optional-at-login | required-at-login);
extensible-service (optional-at-login | required-at-login);

}
vlan-nas-port-stacked-format;

}
preauthentication-server ip-address;

}

Hierarchy Level [edit access profile profile-name]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 9.1 for EX Series switches.

Description Configure the RADIUS parameters that the router uses for AAA authentication and

accounting for subscribers.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS Server Parameters for Subscriber Access on page 134

• RADIUS Server Options for Subscriber Access on page 4
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radius-disconnect (DHCP Local Server)

Syntax radius-disconnect;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server reconfigure trigger],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 reconfigure trigger],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server group group-name reconfigure trigger],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 group group-name reconfigure trigger],

[edit logical-systems logical-system-name system services dhcp-local-server reconfigure
trigger],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpv6
reconfigure trigger],

[edit logical-systems logical-system-name system services dhcp-local-server group
group-name reconfigure trigger],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpv6 group
group-name reconfigure trigger],

[edit routing-instances routing-instance-namesystemservicesdhcp-local-server reconfigure
trigger],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpv6
reconfigure trigger],

[edit routing-instances routing-instance-name system services dhcp-local-server group
group-name reconfigure trigger],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpv6
group group-name reconfigure trigger],

[edit system services dhcp-local-server reconfigure trigger],
[edit system services dhcp-local-server dhcpv6 reconfigure trigger],
[edit system services dhcp-local-server group group-name reconfigure trigger],
[edit system services dhcp-local-server dhcpv6 group group-name reconfigure trigger]

Release Information Statement introduced in Junos OS Release 10.0.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Support at the [edit ... dhcpv6 ...] hierarchy levels introduced in Junos OS Release 10.4.

Description Configure all DHCP clients or only the DHCP clients serviced by the specified group of

interfaces to be reconfigured when a RADIUS-initiated disconnect is received by the

DHCP client or group of clients. A group configuration takes precedence over a DHCP

local server configuration.

Default The client is deleted when a RADIUS-initiated disconnect is received.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

ConfiguringDynamicClientReconfigurationofExtendedLocalServerClientsonpage332•
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• Configuring Reconfiguration of the Client on Receipt of RADIUS-Initiated Disconnect

on page 336
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radius-flow-tap

Syntax radius-flow-tap {
forwarding-class class-name;
interfaces interface-name;
multicast-interception;
policy policy-name {
inet {
drop-policyrule-name {
from {
apply-groups group-name;
apply-groups-except group-name;
destination-address address;
destination-port port-number;
dscp dscp-value;
protocol protocol;
source-address address;
source-port port-number;

}
}

}
inet6 {
drop-policy rule-name {
from {
apply-groups group-name;
apply-groups-except group-name;
destination-address address;
destination-port port-number;
dscp dscp-value;
protocol protocol;
source-address address;
source-port port-number;

}
}

}
}
routing-instance routing-instance-name;
source-ipv4-address ipv4-address;

)

Hierarchy Level [edit services]

Release Information Statement introduced in Junos OS Release 9.4.

Description Assign parameters that are used with the RADIUS flow-tap service for RADIUS-initiated

or Dynamic TaskingControl Protocol (DTCP)-initiated subscriber secure policymirroring.

The RADIUS flow-tap service and the flow-tap service (FlowTapLite) [edit services

flow-tap] cannot run simultaneously on the same router. Consequently, you cannot run

both subscriber secure policy mirroring and FlowTapLite at the same time on the same

router in the earlier releases. However, starting in Junos OS Release 17.3R1, subscriber
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secure policy mirroring and FlowTapLite are supported to run concurrently on the same

router.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

flow-tap—To view this statement in the configuration.

flow-tap-control—To add this statement to the configuration.

Release History Table DescriptionRelease

However, starting in Junos OS Release 17.3R1, subscriber secure policy
mirroring and FlowTapLite are supported to run concurrently on the same
router.

17.3R1

Related
Documentation

• Subscriber Secure Policy Overview

• Configuring Support for Subscriber Secure Policy Mirroring

• Disabling RADIUS-Initiated Subscriber Secure Policy Mirroring
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radius-options (Edit Access)

Syntax radius-options {
request-rate rate;
revert-interval seconds;
timeout-grace seconds;
unique-nas-port
chassis-id chassis-id;
chassis-id-width chassis-id-width;

}
}

Hierarchy Level [edit access]

Release Information Statement introduced in Junos OS Release 8.3.

Description Configure RADIUS options.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS Server Options for Subscriber Access on page 135

• Configuring a Timeout Grace Period to Specify When RADIUS Servers Are Considered

Down or Unreachable on page 139

• Configuring Authentication and Accounting Parameters for Subscriber Access on

page 94
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radius-options (Interfaces)

Syntax radius-options {
nas-port-options nas-port-options-name {
nas-port-extended-format {
adapter-widthwidth;
ae-widthwidth;
port-widthwidth;
slot-widthwidth;
stacked;
stacked-vlan-widthwidth;
vci-widthwidth:
vlan-widthwidth;
vpi-widthwidth;

}
nas-port-type port-type;
stacked-vlan-ranges (any | low-outer-tag–high-outer-tag),any;
vlan-ranges (any | low-tag–high-tag);

}
}

Hierarchy Level [edit interfaces interface-name]

Release Information Statement introduced in Junos OS Release 12.3.

Description Configure RADIUS options to set the NAS-Port-Type (61) RADIUS IETF attribute, and an

extended format for theNAS-Port (5)RADIUS IETFattribute, on aper-physical interface,

per-VLAN, or per-stacked VLAN (S-VLAN) basis.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS NAS-Port Options for Subscriber Access per Physical Interface,

VLAN, or Stacked VLAN on page 77

• Guidelines forConfiguringRADIUSNAS-PortOptions forSubscriberAccessperPhysical

Interface, VLAN, or Stacked VLAN on page 76
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radius-server

Syntax radius-server server-address {
accounting-port port-number;
accounting-retry number;
accounting-timeout seconds;
dynamic-request-port
max-outstanding-requests value;
port port-number;
preauthentication-port port-number;
preauthentication-secret password;
retry attempts;
routing-instance routing-instance-name;
secret password;
source-address source-address;
timeout seconds;

}

Hierarchy Level [edit access],
[edit access profile profile-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

dynamic-request-port option added in Junos OS Release 14.2 for MX Series routers.

preauthentication-port and preauthentication-secret options added in Junos OS Release

15.1 for MX Series routers.

Support for IPv6 server-address introduced in Junos OS Release 16.1.

Description Configure RADIUS for subscriber access management, L2TP, or PPP.

To configure multiple RADIUS servers, includemultiple radius-server statements. The

servers are tried in order and in a round-robin fashion until a valid response is received

from one of the servers or until all the configured retry limits are reached.

Options server-address—IPv4 or IPv6 address of the RADIUS server.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

Configuring RADIUS Authentication for L2TP•

• Configuring the PPP Authentication Protocol

• Configuring Router or Switch Interaction with RADIUS Servers on page 131

• Configuring Authentication and Accounting Parameters for Subscriber Access on

page 94
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• show network-access aaa statistics on page 1851

• clear network-access aaa statistics on page 1616

range (Address-Assignment Pools)

Syntax range range-name {
high upper-limit;
low lower-limit;
prefix-length prefix-length;

}

Hierarchy Level [edit access address-assignment pool pool-name family (inet | inet6)]

Release Information Statement introduced in Junos OS Release 9.0.

IPv6 support introduced in Junos OS Release 10.0.

Statement introduced in Junos OS Release 12.3 for EX Series switches.

Description Configure a named range of IPv4 addresses or IPv6 prefixes, used within an

address-assignment pool.

Options high upper-limit—Upper limit of an address range or IPv6 prefix range.

low lower-limit—Lower limit of an address range or IPv6 prefix range.

prefix-length prefix-length—Assigned length of the IPv6 prefix.

range-name—Name assigned to the range of IPv4 addresses or IPv6 prefixes.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Address-Assignment Pools Overview on page 619

• Configuring Address-Assignment Pools on page 621
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rapid-commit (DHCPv6 Local Server)

Syntax rapid-commit;

Hierarchy Level [edit system services dhcp-local-server dhcpv6 overrides],
[edit system services dhcp-local-server dhcpv6 group group-name overrides],
[edit system services dhcp-local-server dhcpv6 group group-name interface interface-name
overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 ...],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpv6 ...],
[edit routing-instances routing-instance-name system services dhcp-local-server dhcpv6
...]

Release Information Statement introduced in Junos OS Release 12.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Configure DHCPv6 local server to recognize the Rapid Commit option (DHCPv6 option

14) in DHCPv6 solicit messages sent from the DHCPv6 client. When rapid commit is

enabled forbothDHCPv6 local serverand theDHCPv6client, a two-messagehandshake

is used instead of the standard four-message handshake. You can enable rapid commit

support on DHCPv6 local server globally, for a named group, or for a specific interface.

Default Rapid commit support is not enabled.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Enabling DHCPv6 Rapid Commit Support on page 483

• Overriding Default DHCP Local Server Configuration Settings on page 345

1407Copyright © 2018, Juniper Networks, Inc.

Chapter 102: Configuration Statements



reachable-time (Dynamic Router Advertisement)

Syntax reachable-timemilliseconds;

Hierarchy Level [edit protocols router-advertisement interface interface-name]

Release Information Statement introduced in Junos OS Release 10.1.

Description Set the lengthof timethatanodeconsidersaneighbor reachableuntil another reachability

confirmation is received from that neighbor.

Options milliseconds—Reachability time limit.

Range: 0 through 3,600,000milliseconds

Default: 0milliseconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IPv6 Interfaces and Enabling Neighbor Discovery

realm-delimiter (DomainMap)

Syntax realm-delimiter [delimiter-character];

Hierarchy Level [edit access domain]

Release Information Statement introduced in Junos OS Release 14.1.

Description Specify the characters that the router uses to separate usernames from realm names.

Default none

Options delimiter-character—One or more characters used as delimiters. You can specify a

maximum of eight delimiters. You cannot use the semicolon (;) as a delimiter. Do

not include spaces between characters.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Specifying Domain and Realm Name Delimiters on page 196

• Configuring Domain and Realm Name Usage for Domain Maps on page 195
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realm-parse-direction (DomainMap)

Syntax realm-parse-direction (left-to-right | right-to-left);

Hierarchy Level [edit access domain]

Release Information Statement introduced in Junos OS Release 14.1.

Description Specify the direction in which the router searches for the realm name in a username.

Default left-to-right

Options left-to-right—The router searches starting at the left-most character. When the router

reaches a realm delimiter, it uses anything to the left of the delimiter as the realm

name.

right-to-left—The router searches starting at the right-most character. When the router

reaches a realm delimiter, it uses anything to the left of the realm as the domain

name.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Specifying the Parsing Direction for Domain and Realm Names on page 197

• Configuring Domain and Realm Name Usage for Domain Maps on page 195
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reauthenticate

Syntax reauthenticate<lease-renewal lease-renewal><remote-id-mismatch remote-id-mismatch>;

Hierarchy Level [edit logical-systems name routing-instances name system services dhcp-local-server],
[edit logical-systems name system services dhcp-local-server],
[edit routing-instances name system services dhcp-local-server],
[edit system services dhcp dhcp-local-server]

Release Information Statement introduced in Junos OS Release 17.4.

Description DHCP client reauthenticate processing

Options lease-renewal—Reauthenticate on each renew or rebind.

remote-id-mismatch—Reauthenticate on remote-id mismatch for renew, rebind and
re-negotiation.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• RADIUS Reauthentication As an Alternative to RADIUS CoA for DHCP Subscribers on

page 99
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reconfigure (DHCP Local Server)

Syntax reconfigure {
attempts attempt-count;
clear-on-abort;
strict;
support-option-pd-exclude;
timeout timeout-value;
token token-value;
trigger {
radius-disconnect;

}
}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 group group-name],

[edit logical-systems logical-system-name system services dhcp-local-server],
[edit logical-systems logical-system-name system services dhcp-local-server dhcpv6],
[edit logical-systems logical-system-name system services dhcp-local-server group
group-name],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpv6 group
group-name],

[edit routing-instances routing-instance-name system services dhcp-local-server],
[edit routing-instances routing-instance-name system services dhcp-local-server dhcpv6],
[edit routing-instances routing-instance-name system services dhcp-local-server group
group-name],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpv6
group group-name],

[edit system services dhcp-local-server],
[edit system services dhcp-local-server dhcpv6],
[edit system services dhcp-local-server group group-name],
[edit system services dhcp-local-server dhcpv6 group group-name]

Release Information Statement introduced in Junos OS Release 10.0.

Support at the [edit ... dhcpv6 ...] hierarchy levels introduced in Junos OS Release 10.4.

Statement introduced in Junos OS Release 12.1 for EX Series switches.

support-option-pd-exclude statement introduced in Junos OS Release 17.3 for the MX

Series.

Description Enable dynamic reconfiguration triggered by the DHCP local server of all DHCP clients

or only the DHCP clients serviced by the specified group of interfaces. A group

configuration takes precedence over a DHCP local server configuration. The strict

statement is available only for DHCPv6.

The remaining statements are explained separately. See CLI Explorer.
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Options support-option-pd-exclude—Request toexcludeprefixoption in the reconfiguremessage.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• ConfiguringDynamicClientReconfigurationofExtendedLocalServerClientsonpage332

• Understanding Support for DHCPv6 Prefix Exclude Option on page 439

• dhcp-attributes on page 1073

• reconfigure on page 1411

relay-agent-interface-id (DHCP Local Server)

Syntax relay-agent-interface-id;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 group group-name authentication username-include],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpv6
authentication username-include],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpv6 group
group-name authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 group group-name authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpv6
authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpv6
group group-name authentication username-include],

[edit system services dhcp-local-server dhcpv6 authentication username-include],
[edit system services dhcp-local-server dhcpv6 group group-name authentication
username-include]

Release Information Statement introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Specify that the DHCPv6 Relay Agent Interface-ID option (option 18) in the client PDU

name is concatenated with the username during the subscriber authentication or DHCP

client authentication process.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Creating Unique Usernames for DHCP Clients on page 306
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relay-agent-interface-id (DHCPv6 Relay Agent)

Syntax relay-agent-interface-id {
include-irb-and-l2;
keep-incoming-interface-id;
no-vlan-interface-name;
prefix prefix;
use-interface-description (logical | device);
use-option-82;

}

Hierarchy Level [edit forwarding-options dhcp-relay dhcpv6],
[edit forwarding-options dhcp-relay dhcpv6 group group-name],
[edit forwarding-options dhcp-relay dual-stack-group dual-stack-group-name],
[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpv6 ...],
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay dhcpv6 ...],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay dhcpv6 ...]

Release Information Statement introduced in Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.3 for EX Series switches.

Support at the [edit ... dual-stack-groupdual-stack-group-name]hierarchy level introduced

in Junos OS Release 15.1.

Description Insert the DHCPv6 Relay Agent Interface-ID option (option 18) in DHCPv6 packets

destined for the DHCPv6 server.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• dhcp-relay on page 1082

• Extended DHCP Relay Agent Overview on page 264

• DHCPv6 Relay Agent Overview on page 489

• Inserting DHCPv6 Interface-ID Option (Option 18) In DHCPv6 Packets on page 492
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relay-agent-interface-id (DHCPv6 Relay Agent Username)

Syntax relay-agent-interface-id;

Hierarchy Level [edit forwarding-options dhcp-relay dhcpv6 authentication username-include],
[edit forwarding-options dhcp-relay dhcpv6 group group-name authentication
username-include],

[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpv6
authentication username-include],

[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpv6 group
group-name authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay dhcpv6 authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay dhcpv6 group group-name authentication
username-include],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay dhcpv6
authentication username-include],

[edit routing-instances routing-instance-name forwarding-optionsdhcp-relay dhcpv6group
group-name authentication username-include]

Release Information Statement introduced in Junos OS Release 11.4.

Description Specify that the DHCPv6 Relay Agent Interface-ID option (option 18) in the client PDU

name is concatenated with the username during the subscriber authentication process.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• DHCPv6 Relay Agent Overview on page 489

• Creating Unique Usernames for DHCP Clients on page 306
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relay-agent-remote-id (DHCP Local Server)

Syntax relay-agent-remote-id;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 group group-name authentication username-include],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpv6
authentication username-include],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpv6 group
group-name authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 group group-name authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpv6
authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpv6
group group-name authentication username-include],

[edit system services dhcp-local-server dhcpv6 authentication username-include],
[edit system services dhcp-local-server dhcpv6 group group-name authentication
username-include]

Release Information Statement introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

For MX Series routers only, enterprise-id and remote-id options introduced in Junos OS

Release 12.3R3.

ForMXSeries routers only, the enterprise-id and remote-id options are obsoleted starting

in Junos OS Releases 12.3R7, 13.2R4, 13.3R2, and 14.1R1.

Description Specify that the DHCPv6 Relay Agent Remote-ID option (option 37) in the client PDU

name is concatenated with the username during the subscriber authentication or DHCP

client authentication process. In order to generate an ASCII version of the username, the

router concatenatesonly the remote-idportionof option37 to theusername, and ignores

the enterprise number.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Creating Unique Usernames for DHCP Clients on page 306
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relay-agent-remote-id (DHCPv6 Relay Agent)

Syntax relay-agent-remote-id {
include-irb-and-l2;
keep-incoming-interface-id;
no-vlan-interface-name;
prefix prefix;
use-interface-description (logical | device);
use-option-82 <strict>;

}

Hierarchy Level [edit forwarding-options dhcp-relay dhcpv6],
[edit forwarding-options dhcp-relay dhcpv6 group group-name],
[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpv6 ... ],
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay dhcpv6 ... ],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay dhcpv6 ... ]

Release Information Statement introduced in Junos OS Release 14.1.

Description Specify that the DHCPv6 relay agent include Relay Agent Remote-ID (option 37) in

DHCPv6packetsdestined foraDHCPv6server.Optionally specify that theoption includes

a prefix, the interface textual description, or both. In dual-stack environments, you can

also specify that the DHCPv6 relay agent use the DHCPv4 option 82 value for DHCPv6

option 37.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Extended DHCP Relay Agent Overview on page 264

• DHCPv6 Relay Agent Overview on page 489

• DHCPv6 Relay Agent Options on page 490

• Configuring DHCPv6 Relay Agent Options on page 490
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relay-agent-remote-id (DHCPv6 Relay Agent Username)

Syntax relay-agent-remote-id;

Hierarchy Level [edit forwarding-options dhcp-relay dhcpv6 authentication username-include],
[edit forwarding-options dhcp-relay dhcpv6 group group-name authentication
username-include],

[edit forwarding-options dhcp-relay dual-stack-group dual-stack-group-name],
[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpv6
authentication username-include],

[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpv6 group
group-name authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay dhcpv6 authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay dhcpv6 group group-name authentication
username-include],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay dhcpv6
authentication username-include],

[edit routing-instances routing-instance-name forwarding-optionsdhcp-relay dhcpv6group
group-name authentication username-include]

Release Information Statement introduced in Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

For MX Series routers only, enterprise-id and remote-id options introduced in Junos OS

Release 12.3R3.

ForMXSeries routers only, the enterprise-id and remote-id options are obsoleted starting

in Junos OS Releases 12.3R7, 13.2R4, 13.3R2, and 14.1R1.

Support at the [edit ... dual-stack-groupdual-stack-group-name]hierarchy level introduced

in Junos OS Release 15.1.

Description Specify that the DHCPv6 Relay Agent Remote-ID option (option 37) in the client PDU

name is concatenated with the username during the subscriber authentication or client

authentication process. In order to generate an ASCII version of the username, the router

concatenates only the remote-id portion of option 37 to the username, and ignores the

enterprise number.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• DHCPv6 Relay Agent Overview on page 489

• Creating Unique Usernames for DHCP Clients on page 306
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relay-agent-subscriber-id (DHCP Local Server)

Syntax relay-agent-subscriber-id;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 group group-name authentication username-include],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpv6
authentication username-include],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpv6 group
group-name authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 group group-name authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpv6
authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpv6
group group-name authentication username-include],

[edit system services dhcp-local-server dhcpv6 authentication username-include],
[edit system services dhcp-local-server dhcpv6 group group-name authentication
username-include]

Release Information Statement introduced in Junos OS Release 9.6.

Description Specify that the DHCPv6Relay Agent Subscriber-ID option (option 38) in the client PDU

name is concatenated with the username during the subscriber authentication process.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Creating Unique Usernames for DHCP Clients on page 306
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relay-agent-subscriber-id (DHCPv6 Relay Agent)

Syntax relay-agent-subscriber-id;

Hierarchy Level [edit forwarding-options dhcp-relay dhcpv6 authentication username-include],
[edit forwarding-options dhcp-relay dhcpv6 group group-name authentication
username-include],

[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpv6
authentication username-include],

[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpv6 group
group-name authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay dhcpv6 authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay dhcpv6 group group-name authentication
username-include],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay dhcpv6
authentication username-include],

[edit routing-instances routing-instance-name forwarding-optionsdhcp-relay dhcpv6group
group-name authentication username-include]

Release Information Statement introduced in Junos OS Release 11.4.

Description Specify that the DHCPv6Relay Agent Subscriber-ID option (option 38) in the client PDU

name is concatenated with the username during the subscriber authentication process.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• DHCPv6 Relay Agent Overview on page 489

• Creating Unique Usernames for DHCP Clients on page 306
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relay-option (DHCP Relay Agent)

Syntax relay-option {
option-number option-number;
default-action {
drop;
forward-only;
local-server-group local-server-group;
relay-server-group relay-server-group;

}
equals (ascii ascii-string | hexadecimal hexadecimal-string) {
drop;
forward-only;
local-server-group local-server-group;
relay-server-group relay-server-group;

}
starts-with (ascii ascii-string | hexadecimal hexadecimal-string) {
drop;
forward-only;
local-server-group local-server-group;
relay-server-group relay-server-group;

}
}

Hierarchy Level [edit forwarding-options dhcp-relay],
[edit forwarding-options dhcp-relay dhcpv6],
[edit forwarding-options dhcp-relay group group-name],
[edit forwarding-options dhcp-relay dhcpv6 group group-name],
[edit logical-systems logical-system-name forwarding-options dhcp-relay ...],
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay ...],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay ...]

Release Information Statement introduced in Junos OS Release 12.3.

Statement introduced in Junos OS Release 12.3 for EX Series switches.

Description Configure the extended DHCP relay agent selective processing that is based on DHCP

options in DHCP client packets and specify the action to perform on client traffic. You

can configure support globally or for a named group of interfaces, and for either DHCP

or DHCPv6 relay agent.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• UsingDHCPOption Information toSelectivelyProcessDHCPClientTraffic onpage380
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relay-option-vendor-specific (dhcpv6)

Syntax relay-option-vendor-specific {
host-name;
location;

}

Hierarchy Level [edit forwarding-optionsdhcp-relaydhcpv6 ],

Release Information Command introduced in Junos OS Release 16.2.

Description Addvendor-specific information to thevendor-specificoption (17) fieldofDHCPv6control

messagesonserver-facing interfaces.Thevendor-specific informationcanbeahostname,

a location (suchas aunique connection identifier), or both. Thehostnamecanbea string

of characters such as Juniper-AB-1. The location should be specified as interface, VLAN
ID, and if applicable, stacked VLAN ID. For example, <ifd-name>:<vlan> (ae0:100) or
<ifd-name>:<svlan> -<vlan> (ae0:100-10).

JunosOSautomatically adds the remaining vendor-specific informationasperRFC4243.

The enterprise ID is 2636. The hostname is option-data 1, and the location is option-data

2. TheDHCPv6 relay strips the suboptiondata fromreplies fromtheserverbefore it relays

the packets out the client facing interface.

This feature can be useful, in conjunction with operator-developed tools, for

troubleshooting DHCP servers and providing service assurances. For example, a central

DHCP server can log the information, and operators can query a single entity to track and

troubleshoot subscriber IP information and network attachment points.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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relay-option-82

Syntax relay-option-82 {
circuit-id {
include-irb-and-l2;
keep-incoming-circuit-id;
no-vlan-interface-name;
prefix prefix;
use-interface-description (logical | device);
use-vlan-id;

}
remote-id {
include-irb-and-l2;
keep-incoming-remote-id;
no-vlan-interface-name;
prefix prefix;
use-interface-description (logical | device);
use-vlan-id;

}
server-id-override
vendor-specific{
host-name;
location;

}
}

Hierarchy Level [edit forwarding-options dhcp-relay],
[edit forwarding-options dhcp-relay group group-name],
[edit logical-systems logical-system-name forwarding-options dhcp-relay],
[edit logical-systems logical-system-name forwarding-optionsdhcp-relaygroupgroup-name],
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay group group-name],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay],
[edit routing-instances routing-instance-name forwarding-options dhcp-relay group
group-name]

Release Information Statement introduced in Junos OS Release 8.3.

Statement introduced in Junos OS Release 12.3 for EX Series switches.

Description Enable or disable the insertion of the DHCP relay agent information option (option 82)

in DHCP packets destined for a DHCP server.

To enable insertion of option 82 information in DHCP packets, youmust specify at least

one of the circuit-id or remote-id statements.

You can use the relay-option-82 statement and its subordinate statements at the [edit

forwarding-optionsdhcp-relay]hierarchy level tocontrol insertionofoption82 information

globally, or at the [edit forwarding-options dhcp-relay group group-name] hierarchy level

to control insertion of option 82 information for a named group of interfaces.
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To restore thedefaultbehavior (option82 information isnot inserted intoDHCPpackets),

use the delete relay-option-82 statement.

The remaining statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Using DHCP Relay Agent Option 82 Information on page 373

• dhcp-relay on page 1082

relay-server-group (DHCP Relay Agent Option)

Syntax relay-server-group relay-server-group;

Hierarchy Level [edit forwarding-options dhcp-relay relay-option (default-action | equals | starts-with),
[edit forwarding-options dhcp-relay dhcpv6 relay-option (default-action | equals |
starts-with),

[edit forwarding-optionsdhcp-relaygroupgroup-name relay-option(default-action |equals
| starts-with),

[edit forwarding-optionsdhcp-relaydhcpv6groupgroup-name relay-option (default-action
| equals | starts-with),

[edit logical-systems logical-system-name forwarding-options dhcp-relay ...],
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay ...],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay ...]

Release Information Statement introduced in Junos OS Release 12.3.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Relay DHCP client packets to the specified group of DHCP servers when you use the

DHCP relay selective processing feature. You can configure the relay operation globally

or for a group of interfaces, and for either DHCP or DHCPv6 relay agent.

Options relay-server-group—Name of DHCP server group.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• UsingDHCPOption Information toSelectivelyProcessDHCPClientTraffic onpage380
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relay-source

Syntax relay-source interface-name;

Hierarchy Level [edit forwarding-options dhcp-relay overrides],
[edit forwarding-options dhcp-relay group group-name overrides],
[edit forwarding-options dhcp-relay group group-name interface interface-name overrides],
[edit logical-systems logical-system-name forwarding-options dhcp-relay overrides],
[edit logical-systems logical-system-name forwarding-optionsdhcp-relaygroupgroup-name
overrides],

[edit logical-systems logical-system-name forwarding-optionsdhcp-relaygroupgroup-name
interface interface-name overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay group group-name overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay group group-name interface interface-name overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay overrides],
[edit routing-instances routing-instance-name forwarding-options dhcp-relay group
group-name overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay group
group-name interface interface-name overrides]

Release Information Statement introduced in Junos OS Release 16.1.

Description ConfigureDHCPrelay server touse theconfigured loopbackaddressas thesourceaddress

in both the IP header and in DHCPmessages relayed to the server.

In network configurations where a firewall on the broadband network gateway (BNG) is

between the DHCP relay agent and the DHCP server, only the BNG loopback address

passes through theBNG firewall. In that case, DHCPunicast packets do not pass through

the firewall andarediscarded. This configuration statementplaces the loopbackaddress

in IP headers andDHCPmessages,which enablesDHCPunicast packets to pass through

the firewall to the DHCP server.

Options interface-name—Specify the loopback interface. The interface-namemust belo0.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring DHCP Relay Agent Source Address on page 385
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remote-id

Syntax remote-id value range named-range;

Hierarchy Level [edit access address-assignment pool pool-name family inet dhcp-attributes option-match
option-82],

[edit access protocol-attributes attribute-set-name option-match option-82]

Release Information Statement introduced in Junos OS Release 9.0.

Description Specify the address-assignment pool named range to usebasedon theparticular option

82 Agent Remote ID value.

Options range named-range—Name of the address-assignment pool range to use.

value—String for Agent Remote ID suboption (suboption 2) of the DHCP relay agent

information option (option 82) in DHCP packets.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Address-Assignment Pools on page 621
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remote-id (DHCP Relay Agent)

Syntax remote-id {
include-irb-and-l2;
keep-incoming-remote-id;
no-vlan-interface-name;
prefix prefix;
use-interface-description (logical | device);
use-vlan-id;

}

Hierarchy Level [edit forwarding-options dhcp-relay relay-option-82],
[edit forwarding-options dhcp-relay group group-name relay-option-82],
[edit logical-systems logical-system-name forwarding-optionsdhcp-relay ... relay-option-82],
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay ... relay-option-82],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay ...
relay-option-82]

Release Information Statement introduced in Junos OS Release 14.1.

Description Specify theAgentRemote IDsuboption(suboption2)of theDHCPrelayagent information

option (option 82) to include in DHCP packets destined for a DHCP server. Optionally

specify that the suboption includes a prefix, textual description, or VLAN tag.

NOTE: For Layer 3 interfaces, when you configure relay-option-82 only, the
Agent Remote ID is the default If no VLAN tags are configured, then the
default is the logical interface device (IFL) name. For integrated routing and
bridging (IRB) interfaces, the default is the Layer 2 IFL name and bridge
domain name.

The interface to bridge domain relationshipmay be implicit (the interface is
mapped to the bridge domain by the system based on VLAN tag) or explicit
(the interface is mapped to the bridge domain by configuring it in the bridge
domain definition). For the explicit case, taggingmight not be relevant for
themapping.

The format of the Agent Remote ID information for Fast Ethernet or Gigabit Ethernet

interfaces that do not use virtual LANs (VLANs), stacked VLANs (S-VLANs), or bridge

domains is as follows:

(fe | ge)-fpc/pic/port.subunit

NOTE: For remotesystems, the subunit is requiredand isused todifferentiate
an interface.
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The format of the Agent Remote ID information for Fast Ethernet or Gigabit Ethernet

interfaces that use VLANs is as follows:

(fe | ge)-fpc/pic/port:vlan-id

The format of the Agent Remote ID information for Fast Ethernet or Gigabit Ethernet

interfaces that use S-VLANs is as follows:

(fe | ge)-fpc/pic/port:svlan-id--vlan-id

In the case of an IRB interface, the format displays the Layer 2 interface instead of the

IRB interface along with the bridge domain name. For IRB interfaces (or other pseudo

devices) the default format is as follows:

• IRB interfaces that use bridge domains but do not use VLANs or S-VLANs:

(fe | ge)-fpc/pic/port.subunit:bridge-domain-name

• IRB interfaces that use VLANs:

(fe | ge)-fpc/pic/port.subunit:vlan-name

To include the IRB interface namewith the Layer 2 interface name, configure the

include-irb-and-l2 statement. The format is as follows:

• IRB interfaces that use bridge domains but do not use VLANs or S-VLANs:

(fe | ge)-fpc/pic/port:bridge-domain-name+irb.subunit

• IRB interfaces that use VLANs:

(fe | ge)-fpc/pic/port:vlan-name+irb.subunit

To include only the IRB interface namewithout the Layer 2 interface and bridge domain

or VLAN, configure the no-vlan-interface-name statement. The format is as follows:

irb.subunit

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Using DHCP Relay Agent Option 82 Information on page 373

• Configuring Option 82 Information on page 374
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remote-id-mismatch (DHCP Local Server and DHCP Relay Agent)

Syntax remote-id-mismatch action;

Hierarchy Level [edit forwarding-options dhcp-relay],
[edit forwarding-options dhcp-relay dhcpv6],
[edit forwarding-options dhcp-relay group group-name],
[edit forwarding-options dhcp-relay dhcpv6 group group-name],
[edit logical-systems logical-system-name ...],
[edit logical-systems logical-system-name routing-instances routing-instance-name...],
[edit routing-instances routing-instance-name ...],
[edit system services dhcp-local-server],
[edit system services dhcp-local-server dhcpv6],
[edit system services dhcp-local-server group group-name],
[edit system services dhcp-local-server dhcpv6 group group-name]

Release Information Statement introduced in Junos OS Release 16.1.

Description Specify that the router match the remote ID string for DHCPv4 and DHCPv6 clients. The

router then inspects incoming Renew and Rebindmessages and compares the Remote

ID in the message against the initial value that DHCP stored when creating the client

entry. If there is amismatch between the initial value and the Renew or Rebindmessage

value, DHCP local server performs the specified action.

Options action—Action the DHCP local server takes when it detects a remote IDmismatch.

• disconnect—DHCP local server disconnects the client, which forces the client to

reconnect.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Example: ConfiguringDHCP-InitiatedServiceChangeBasedonRemote IDonpage391
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replace-ip-source-with

Syntax replace-ip-source-with giaddr;

Hierarchy Level [edit forwarding-options dhcp-relay overrides],
[edit forwarding-options dhcp-relay group group-name overrides],
[edit logical-systems logical-system-name forwarding-options dhcp-relay overrides],
[edit logical-systems logical-system-name forwarding-optionsdhcp-relaygroupgroup-name
overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay group group-name overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay overrides],
[edit routing-instances routing-instance-name forwarding-options dhcp-relay group
group-name overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay group
group-name interface interface-name overrides]

Release Information Statement introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Replace the IPsourceaddress inDHCPrelay requestand releasepacketswith thegateway

IP address (giaddr).

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Extended DHCP Relay Agent Overview on page 264

• Replacing the DHCP Relay Request and Release Packet Source Address on page 361
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report-interface-descriptions (Edit Access)

Syntax report-interface-descriptions;

Hierarchy Level [edit access]

Release Information Statement introduced in Junos OS Release 13.1.

Description Enable storing and reporting of interfacedescriptions throughRADIUS. Todisable storing

and reporting of interface descriptions, configure the [edit access profile profile-name

radius attributes exclude] statement to exclude the interface description attribute. The

descriptioncancontain letters, numbers, andhyphens(-), andcanbeupto64characters

long.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• exclude on page 1156

• Configuring RADIUS Server Options for Subscriber Access on page 135

• Configuring Authentication and Accounting Parameters for Subscriber Access on

page 94

• Subscriber Access Interface Description Storage and Reporting Through RADIUS

Overview on page 8
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report-local-rule (PCRF Partition)

Syntax report-local-rule;

Hierarchy Level [edit access pcrf partition partition-name]

Release Information Statement introduced in Junos OS Release 16.2.

Description Configure the Policy and Charging Rule Function (PCRF) partition to send local report

downstreammessages by default. If you configure this statement, this generates the

same result as if you enabled the Resource-Allocation-Notificationmessage trigger with

the local rule definition.

The following example shows predefined rule installation commands, including the

Resource-Allocation-Notification command, for Credit Control Answer (CCA-GX) and

Reauthorization Request (RAR-GX)messages between the PCRF and Gx:

{ Charging-Rule-Install
  { Charging-Rule-Name:   “fixed-cos” }
  { Charging-Rule-Definition:
    { Charging-Rule-Name:  “firewall” }
    { Service-Identifier:   10 }
    { Rating-Group:   292 }
    { Juniper-Param-V4-Input-Filter: “my_input_filter” }
    { Juniper-Param-V4-Output-Filter: “my_output_filter” }
  }
  [ Resource-Allocation-Notification: ENABLE_NOTIFICATION(0) ]
 }

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring the PCRF Partition on page 820

• PolicyandChargingEnforcementFunctionOverviewforBroadbandWirelineSubscribers

on page 790

• Understanding Gx Interactions Between the Router and the PCRF on page 794

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807

• Understanding Upstream and DownstreamMessages for the PCRF on page 813
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report-resource-allocation (PCRF Partition)

Syntax report-resource-allocation;

Hierarchy Level [edit access pcrf partition partition-name]

Release Information Statement introduced in Junos OS Release 16.2.

Description Configure the Policy and Charging Rule Function (PCRF) partition to generate reports

for resource allocation failures by default. If you configure this statement, this generates

the same result as if you enabled the Resource-Allocation-Notification message trigger

with every rule received from the PCRF.

The following example shows predefined rule installation commands, including the

Resource-Allocation-Notification command, for Credit Control Answer (CCA-GX) and

Reauthorization Request (RAR-GX)messages between the PCRF and Gx:

{ Charging-Rule-Install
  { Charging-Rule-Name:   “fixed-cos” }
  { Charging-Rule-Definition:
    { Charging-Rule-Name:  “firewall” }
    { Service-Identifier:   10 }
    { Rating-Group:   292 }
    { Juniper-Param-V4-Input-Filter: “my_input_filter” }
    { Juniper-Param-V4-Output-Filter: “my_output_filter” }
  }
  [ Resource-Allocation-Notification: ENABLE_NOTIFICATION(0) ]
 }

NOTE: Some PCRFsmay be unable to generate a
Resource-Allocation-Notification AVP. As a result, the
report-resource-allocation statement provides generated reports by default.

For login and update interactions between the PCRF and the Online Charging System

(OCS), theOCS sends applicable reports to the PCRF using a CCR-GX-Umessage. If the

service-dynamic-profile instantiation fails, and the Resource-Allocation-Notification

(ENABLE_NOTIFICATION) is set for the charging rule, then the OCS sends a report. The

router acknowledges the subscriber activation, allows subscriber traffic to flow, and

continues to repeat the process.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

Configuring the PCRF Partition on page 820•

• PolicyandChargingEnforcementFunctionOverviewforBroadbandWirelineSubscribers

on page 790
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• Understanding Gx Interactions Between the Router and the PCRF on page 794

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807

• Understanding Upstream and DownstreamMessages for the PCRF on page 813
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report-successful-resource-allocation (PCRF Partition)

Syntax report-successful-resource-allocation;

Hierarchy Level [edit access pcrf partition partition-name]

Release Information Statement introduced in Junos OS Release 16.2.

Description Configure the Policy and Charging Rule Function (PCRF) partition to generate reports

for both resource allocation successes and failures by default. If you configure this

statement, this generates the same result as if you enabled the

Successful-Resource-Allocation-Notification message trigger with every CCA-GX-I,

CCA-GX-U, and RAR-GX-Amessage.

The following example shows a predefined event trigger command for CCA-GX and

RAR-GXmessages between the PCRF and Gx:

{ Event-Trigger: SUCCESSFUL_RESOURCE_ALLOCATION(22) }

If theSUCCESSFUL_RESOURCE_ALLOCATION(22) triggervalueexists in thedownstream

data, theBroadbandPolicyandChargingEnforcementFunction(PCEF) reportssuccessful

installations of rules marked with Resource-Allocation-Notification AVP in the

Charging-Rule-Install AVP.

NOTE: SomePCRFsmaybeunable to generate this event trigger. As a result,
the report-successful-resource-allocation statement provides generated

reports by default.

For login and update interactions between the PCRF and the Online Charging System

(OCS), theOCS sends applicable reports to the PCRF using a CCR-GX-Umessage. If the

service-dynamic-profile instantiationsucceeds, and theResource-Allocation-Notification

(ENABLE_NOTIFICATION) is set for the charging rule, and the

SUCCESSFUL_RESOURCE_ALLOCATIONevent trigger is set in the request, then theOCS

sends a report.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

Configuring the PCRF Partition on page 820•

• PolicyandChargingEnforcementFunctionOverviewforBroadbandWirelineSubscribers

on page 790

• Understanding Gx Interactions Between the Router and the PCRF on page 794

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807
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• Understanding Upstream and DownstreamMessages for the PCRF on page 813

request-max-tcp-connections (SystemProcess)

Syntax request-max-tcp-connectionsmax-tcp-connections;

Hierarchy Level [edit system processes dhcp-service]

Release Information Statement introduced in Junos OS Release 16.1.

Description Specify the number of simultaneous TCP connections that the DHCP relay can request

when sending bulk leasequery messages to DHCP servers.

Options max-tcp-connections—Number of simultaneous connections.

Range: 1 through 10

Default: 3

Required Privilege
Level

system—to view this statement in the configuration.

system-control—to add this statement to the configuration.

Related
Documentation

• Configuring and Using DHCP Individual Leasequery on page 291

• Configuring and Using DHCP Bulk Leasequery on page 294
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request network-access aaa replay pending-accounting-stops

Syntax request network-access aaa replay pending-accounting-stops

Release Information Command introduced in Junos OS Release 13.1.

Description Force the router to attempt contact with the accounting sever immediately, rather than

allowing it to wait until the periodic interval has expired.

Options This command has no options.

Required Privilege
Level

view

Related
Documentation

Forcing the Router to Contact the Accounting Server Immediately on page 133•

• show accounting pending-accounting-stops on page 1661

List of Sample Output request network-access aaa replay pending-accounting-stops on page 1436

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

request network-access aaa replay pending-accounting-stops

user@host> request network-access aaa replay pending-accounting-stops
replay started
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request network-access aaa subscriber add session-id

Syntax request network-access aaa subscriber add session-id subscriber-session-id service-profile
profile-name

Release Information Command introduced in Junos OS Release 11.2.

Description Locally activate a dynamic subscriber service for a subscriber who is currently logged in

to the network.

Options profile-name—Name of service-profile to activate.

subscriber-session-id—ID of the subscriber session for which the service will be added.

Required Privilege
Level

view

Related
Documentation

CLI-Activated Subscriber Services on page 645•

• Activating and Deactivating Subscriber Services Locally with the CLI on page 646

• request network-access aaa subscriber delete session-id on page 1439

List of Sample Output request network-access aaa subscriber add session-id service-profile on page 1438

Output Fields When you enter this command, you are provided feedback on the status of your request.

Table 76 on page 1437 lists possible error messages that might be returned if the service

activation fails.

Table 76: Service Activation/Deactivation Error Messages

Corrective ActionDescriptionMessage

––Command failed: reason

Wait until theunified ISSUoperation
completesand then retry the service
activation/deactivation.

A unified ISSU operation is
active.

Error: AUTHD ISSU in
progress

–Remote provisioning by a
JSRCserver orGx-plus server
is active.

Provisioning is already
active

Wait until the active operation
completes and then retry the
activation/deactivation operation.

Another service
activation/deactivation
operation is currently in
progress.

Service
activation/deactivation
already in progress
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Table 76: Service Activation/Deactivation Error Messages (continued)

Corrective ActionDescriptionMessage

Verify the correct session ID for the
subscriber and then retry the
activation/deactivation operation.

The session ID is incorrect.Session identifier is not for
a subscriber session

Sample Output

request network-access aaa subscriber add session-id service-profile

user@host> request network-access aaa subscriber add session-id 49 service-profile
service-bronze
Successful completion
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request network-access aaa subscriber delete session-id

Syntax requestnetwork-accessaaasubscriberdeletesession-id subscriber-session-idservice-profile
profile-name

Release Information Command introduced in Junos OS Release 11.2.

Description Deactivate a dynamic subscriber service for a subscriber who is currently logged in to the

network.

Options profile-name—Name of the service-profile to deactivate. To deactivate a single instance
of a subscriber service that hasmultiple instances, you can specify the service-profile

name and its service parameters.

subscriber-session-id—ID of the subscriber session for which the service will be deleted.

Required Privilege
Level

view

Related
Documentation

CLI-Activated Subscriber Services on page 645•

• Activating and Deactivating Subscriber Services Locally with the CLI on page 646

• Deactivating a Single Instance of a Subscriber Service with Multiple Instances on

page 655

• Deactivating All Instances of a Subscriber ServicewithMultiple Instances on page658

• request network-access aaa subscriber add session-id on page 1437

List of Sample Output requestnetwork-accessaaasubscriberdelete session-id service-profileonpage 1440
requestnetwork-accessaaasubscriberdeletesession-idservice-profile (Deactivating
a Single Server Instance) on page 1440
requestnetwork-accessaaasubscriberdeletesession-idservice-profile (Deactivating
All Server Instances) on page 1440

Output Fields When you enter this command, you are provided feedback on the status of your request.

Table 77 on page 1439 lists possible error messages that might be returned if the service

deactivation fails.

Table 77: Service Activation/Deactivation Error Messages

Corrective ActionDescriptionMessage

Correct the error condition.Error condition that caused the
command to fail.

Command failed: reason

Wait until theunified ISSUoperation
completes and then retry the service
activation/deactivation.

A unified ISSU operation is
active.

Error: AUTHD ISSU in
progress
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Table 77: Service Activation/Deactivation Error Messages (continued)

Corrective ActionDescriptionMessage

Disable provisioning.Remoteprovisioningbya JSRC
server or Gx-plus server is
active.

Provisioning is already
active

Wait until the active operation
completes and then retry the
activation/deactivation operation.

Another service
activation/deactivation
operation is currently in
progress.

Service
activation/deactivation
already in progress

Verify the correct session ID for the
subscriber and then retry the
activation/deactivation operation.

The session ID is incorrect.Session identifier is not
for a subscriber session

Sample Output

request network-access aaa subscriber delete session-id service-profile

user@host> request network-access aaa subscriber delete session-id 49 service-profile
service-silver
Successful completion

requestnetwork-accessaaasubscriberdeletesession-idservice-profile (DeactivatingaSingleServer Instance)

user@host> request network-access aaa subscriber delete session-id 6 service-profile
economy-service(up-filter,down-filter)
Successful completion

request network-access aaa subscriber delete session-id service-profile (Deactivating All Server Instances)

user@host> request network-access aaa subscriber delete session-id 6 service-profile
economy-service
Successful completion
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request network-access aaa subscriber modify session-id

Syntax request network-access aaa subscriber modify session-id subscriber-session-id
predefined-variable variable-option

Release Information Command introduced in Junos OS Release 11.2.

Description Modify a predefined variable that is applied to a subscriber who is currently logged in to

the network.

Options predefined-variable—Name of the predefined variable that you want to modify.

subscriber-session-id—ID of the subscriber session.

variable-option—Name of the variable option that you want to apply to the predefined
variable.

Required Privilege
Level

view

Related
Documentation

Using theCLI toModifyTraffic-ControlProfilesThatAreCurrentlyApplied toSubscribers

on page 649

•

• CLI-Activated Subscriber Services on page 645

List of Sample Output request network-access aaa subscriber modify session-id on page 1441

Output Fields When you enter this command, you are provided feedback on the status of your request.

Table 78 on page 1441 lists possible messages that might be returned.

Table 78: Service Activation/Deactivation Error Messages

Corrective ActionDescriptionMessage

–Variable was successfully modifiedSuccessful completion

Wait until the unified ISSU operation completes
and then retry theserviceactivation/deactivation.

A unified ISSU operation is active.Error: AUTHD ISSU in progress

Sample Output

request network-access aaa subscriber modify session-id

user@host> request network-access aaa subscriber modify session-id 49
junos-cos-traffic-control-profile TCP-gold
Successful completion
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request-rate

Syntax request-rate rate;

Hierarchy Level [edit access radius-options]

Release Information Statement introduced in Junos OS Release 11.4.

Description Configure thenumberof requests the router cansendper second toall configuredRADIUS

servers collectively. By limiting the flowof requests fromthe router to theRADIUSservers,

you can prevent the RADIUS servers from being flooded with requests.

Options rate—Number of requests per second.

Range: 100 through 4000 requests per second

Default: 500 requests per second

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Global RADIUS Options for Subscriber Access on page 8

• Global RADIUS Options for Subscriber Access on page 8

• Configuring RADIUS Server Options for Subscriber Access on page 135

• Configuring Router or Switch Interaction with RADIUS Servers on page 131
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requested-ip-network-match (DHCP Local Server)

Syntax requested-ip-network-match subnet-mask;

Hierarchy Level [edit system services dhcp-local-server]
[edit system services dhcp-local-server dhcpv6],
[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server ...],

[edit logical-systems logical-system-name system services dhcp-local-server ...],
[edit routing-instances routing-instance-name system services dhcp-local-server ...]

Release Information Statement introduced in Junos OS Release 12.2.

Description Configure the subnet to which the DHCP local server matches the requested IP address

(IPv6 address for DHCPv6 local server). The server accepts and uses the active client’s

requested address for address assignment only when the requested address and the IP

address of the DHCP server interface (or IPv6 address of the DHCPv6 local server) are

in the same subnet. The server accepts and uses the passive client’s requested address

for address assignment only when the requested address and the address of the relay

interface are in the same subnet.

Options subnet-mask—Length of the subnet mask.

Range:

• DHCP: 0 through 15

• DHCPv6: 0 through 127

Default:

• DHCP: 8

• DHCPv6: 16

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Specifying the Subnet for DHCP Client Address Assignment on page 279
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restricted-requestor (DHCP Local Server)

Syntax restricted-requestor;

Hierarchy Level [edit system services dhcp-local-server allow-bulk-leasequery],
[edit system services dhcp-local-server allow-leasequery],
[edit system services dhcp-local-server dhcpv6 allow-bulk-leasequery],
[edit system services dhcp-local-server dhcpv6 allow-leasequery],
[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server ...],

[edit logical-systems logical-system-name system services dhcp-local-server ...],
[edit routing-instances routing-instance-name system services dhcp-local-server ...]

Release Information Statement introduced in Junos OS Release 16.1.

Description Specify that the DHCP local server responds to a leasequery or bulk leasequery request

by sending the binding information to restricted requestors only. This ensures that the

requestor is the originator of the binding.

Restricted requestors are determined as follows:

• ForDHCPv4 leasequeryandbulk leasequery requests, thegiaddrof the requestormust

match the giaddr of the client.

• For DHCPv6 leasequery and bulk leasequery requests, the requestor’s client ID in the

bulk leasequery messagemust match the relay ID sent during binding creation.

NOTE: The restricted-requestorstatement isnot supported for theDHCPv6

allow-leasequery statement.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring and Using DHCP Individual Leasequery on page 291

• Configuring and Using DHCP Bulk Leasequery on page 294
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retransmit-timer (Dynamic Router Advertisement)

Syntax retransmit-timermilliseconds;

Hierarchy Level [edit protocols router-advertisement interface interface-name]

Release Information Statement introduced in Junos OS Release 10.1.

Description Set the retransmission frequency of neighbor solicitation messages.

Options milliseconds—Retransmission frequency.

Default: 0milliseconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IPv6 Interfaces and Enabling Neighbor Discovery
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retry

Syntax retry attempts;

Hierarchy Level [edit access radius-server server-address];
[edit access profile profile-name radius-server server-address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description Specify the number of times that the router or switch is allowed to attempt to contact

a RADIUS authentication or accounting server. You can override the retry limit for

accounting servers with the accounting-retry statement.

NOTE: To successfully set a retry limit for the accounting servers different
fromtheauthenticationservers. youmustconfigureboth theaccounting-retry

and accounting-timeout statements . If you configure only one of these

statements, then the value you configure is ignored in favor of the values
configured with the retry and timeout statements.

NOTE: Themaximum retry duration (the number of retries times the length
of the timeout) cannot exceed 2700 seconds. An errormessage is displayed
if you configure a longer duration.

Options attempts—Number of times that the router is allowed to attempt to contact a RADIUS

server.

Range: 1 through 100

Default: 3

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring Authentication and Accounting Parameters for Subscriber Access on

page 94

• Configuring Router or Switch Interaction with RADIUS Servers on page 131

• Example: Configuring CHAP Authentication with RADIUS

• Configuring RADIUS Authentication for L2TP

• timeout on page 1509
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revert-interval

Syntax revert-interval interval;

Hierarchy Level [edit access profile profile-name radius options];
[edit access radius-options]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 9.1 for EX Series switches.

Description Configure the amount of time the router or switch waits after a server has become

unreachable.The routeror switch rechecks theconnection to theserverwhen thespecified

interval expires. If the server is then reachable, it is used in accordance with the order of

the server list.

Options interval—Amount of time to wait.

Range: 0 through 604,800 seconds

Default: 60 seconds

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS Server Options for Subscriber Access on page 135

• Configuring Authentication and Accounting Parameters for Subscriber Access on

page 94
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route (Diameter Network Element)

Syntax route dne-route-name {
destination realm realm-name <host hostname>;
function function-name <partition partition-name>;
metric route-metric;

}

Hierarchy Level [edit diameter network-element element-name forwarding]

Release Information Statement introduced in Junos OS Release 9.6.

Description Define a route reachable through the Diameter network element by associating ametric

with a combination of destination and function partition.

Options dne-route-name—Route name defined for the Diameter network element.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Diameter on page 764

• Configuring Diameter Network Elements on page 768

router (Address-Assignment Pools)

Syntax router [ router-address ];

Hierarchy Level [edit access address-assignment pool pool-name family inet dhcp-attributes],
[edit access protocol-attributes attribute-set-name]

Release Information Statement introduced in Junos OS Release 9.0.

Description Specifyoneormore routers locatedon theclient’s subnet. This statement is theequivalent

of DHCP option 3.

Options router-address—IP address of one or more routers.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Address-Assignment Pools on page 621
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router-advertisement (Dynamic Profiles)

Syntax router-advertisement {...}

Hierarchy Level [edit dynamic-profiles protocols]

Release Information Statement introduced in Junos OS Release 10.1.

Description Enable router advertisement.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IPv6 Interfaces and Enabling Neighbor Discovery

routing-instance

Syntax routing-instance routing-instance-name;

Hierarchy Level [edit access radius-server server-address],
[edit access profile profile-name radius-server server-address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description Configure the routing instance used to send RADIUS packets to the RADIUS server.

Options routing-instance-name—Routing instance name.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring the PPP Authentication Protocol

• Configuring Authentication and Accounting Parameters for Subscriber Access on

page 94
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routing-instance (Subscriber Secure Policy)

Syntax routing-instance routing-instance-name;

Hierarchy Level [edit services radius-flow-tap]

Release Information Statement introduced in JunosOSRelease 15.1R3 for enhanced subscribermanagement

on MX Series routers.

Description Specify the routing instance that is used to sendmirrored packets to amediation device

for subscriber secure policy traffic mirroring.

Options routing-instance-name—Name of the routing instance.

Default: Routing instance default

Required Privilege
Level

flow-tap—To view this statement in the configuration.

flow-tap-control—To add this statement to the configuration.

Related
Documentation

• Subscriber Secure Policy Overview

• Configuring RADIUS-Initiated Subscriber Secure Policy Mirroring Overview

• Configuring Support for Subscriber Secure Policy Mirroring

routing-instance (Diameter Peer)

Syntax routing-instance routing-instance-name ;

Hierarchy Level [edit diameter peer peer-name]

Release Information Statement introduced in Junos OS Release 9.6.

Description Specify a routing instance for a Diameter peer. Alternatively, you can include the

logical-system statementat the [editdiameterpeerpeer-name]hierarchy level toconfigure

a logical and routing instance.

Options routing-instance-name—Name of the routing instance.

Default: Master routing instance

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Diameter on page 764

• Configuring Diameter Peers on page 765
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routing-instance (Diameter Transport)

Syntax routing-instance routing-instance-name ;

Hierarchy Level [edit diameter transport transport-name]

Release Information Statement introduced in Junos OS Release 11.2.

Description Specify a routing instance for the Diameter transport layer connection.

Options routing-instance-name—Name of the routing instance.

Default: Master routing instance

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Diameter Transport on page 767
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routing-instance-name (DHCP Local Server)

Syntax routing-instance-name;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 group group-nameauthentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server group group-name authentication username-include],

[edit logical-systems logical-system-namesystemservicesdhcp-local-serverauthentication
username-include],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpv6
authentication username-include],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpv6 group
group-name authentication username-include],

[edit logical-systems logical-system-name system services dhcp-local-server group
group-name authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 group group-nameauthentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server group group-name authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server
authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpv6
authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpv6
group group-name authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server group
group-name authentication username-include],

[edit system services dhcp-local-server authentication username-include],
[edit system services dhcp-local-server dhcpv6 authentication username-include],
[edit system services dhcp-local-server dhcpv6 group group-name authentication
username-include],

[edit systemservicesdhcp-local-servergroupgroup-nameauthenticationusername-include]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Specify that the routing instance name be concatenated with the username during the

subscriber authentication or DHCP client authentication process. No routing instance

name is concatenated if the configuration is in the default routing instance.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.
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Related
Documentation

• Using External AAA Authentication Services with DHCP on page 305
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routing-instance-name (DHCP Relay Agent)

Syntax routing-instance-name;

Hierarchy Level [edit forwarding-options dhcp-relay authentication username-include],
[edit forwarding-options dhcp-relay dhcpv6 authentication username-include],
[edit forwarding-options dhcp-relay dhcpv6 group group-name authentication
username-include],

[edit forwarding-optionsdhcp-relaydual-stack-groupdual-stack-group-nameauthentication
username-include],

[edit forwarding-options dhcp-relay group group-name authentication username-include],
[edit logical-systems logical-system-name forwarding-options dhcp-relay authentication
username-include],

[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpv6
authentication username-include],

[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpv6 group
group-name authentication username-include],

[edit logical-systems logical-system-name forwarding-optionsdhcp-relaygroupgroup-name
authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay dhcpv6 authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay dhcpv6 group group-name authentication
username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay group group-name authentication username-include],

[edit routing-instances routing-instance-name forwarding-optionsdhcp-relayauthentication
username-include],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay dhcpv6
authentication username-include],

[edit routing-instances routing-instance-name forwarding-optionsdhcp-relay dhcpv6group
group-name authentication username-include],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay group
group-name authentication username-include]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Support at the [edit ... dhcpv6] hierarchy levels introduced in Junos OS Release 11.4.

Support at the [edit ... dual-stack-groupdual-stack-group-name]hierarchy level introduced

in Junos OS Release 15.1.

Description Specify that the routing instance name is concatenated with the username during the

subscriber authentication or client authentication process. No routing instance name is

concatenated if the configuration is in the default routing instance. Use the statement

at the [edit ... dhcpv6] hierarchy levels to configure DHCPv6 support.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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Related
Documentation

• Using External AAA Authentication Services with DHCP on page 305

• Creating Unique Usernames for DHCP Clients on page 306

routing-instance-name (Static Subscribers)

Syntax routing-instance-name;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instances-namesystem
services static-subscribers authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instances-namesystem
services static-subscribers group group-name authentication username-include],

[edit logical-systems logical-system-namesystemservicesstatic-subscribersauthentication
username-include],

[edit logical-systems logical-system-name system services static-subscribers group
group-name authentication username-include],

[edit routing-instances routing-instances-name system services static-subscribers
authentication username-include],

[edit routing-instances routing-instances-name system services static-subscribers group
group-name authentication username-include],

[edit system services static-subscribers authentication username-include],
[edit systemservicesstatic-subscribersgroupgroup-nameauthenticationusername-include]

Release Information Statement introduced in Junos OS Release 9.6.

Description Specify that the nameof the routing instance is includedaspart of the usernamecreated

for all static subscribers or for the static subscribers in the specified group. The group

version of the statement takes precedence over the global version. The username is also

sent to RADIUS in the Access-Request message.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring Subscribers over Static Interfaces on page 846

• Configuring the Static Subscriber Global Username on page 853

• Configuring the Static Subscriber Group Username on page 858
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routing-services (Enhanced Subscriber Management)

Syntax routing-services;

Hierarchy Level [edit dynamic-profiles profile-name interfaces interface-name unit logical-unit-name]

Release Information Statement introduced in Junos OS Release 15.1R3 on MX Series routers for enhanced

subscriber management.

Description Enable configurationof all routingprotocols except InternetGroupManagementProtocol

(IGMP) and the Multicast Listener Discovery (MLD) protocol on dynamically created

enhanced subscriber management interfaces. IGMP and MLD are natively supported on

enhancedsubscribermanagement interfaces, and thereforedonot require you to specify

the routing-services statement in the dynamic profile.

When a dynamic profile containing the routing-services statement is instantiated, the

router creates an enhanced subscriber management logical interface, also referred to

as a pseudo logical interface, in the form demux0.nnnnnnnnnn (for example,

demux0.3221225472). Any associated subscriber routes or routes learned from a routing

protocol running on the enhanced subscriber management interface use this pseudo

interface as the next-hop interface.

Default If you do not include the routing-services statement in the dynamic profile, configuration

of all routing protocols except IGMP and MLD on enhanced subscriber management

interfaces is disabled by default.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Junos OS Enhanced Subscriber Management on page 611

• Junos OS Enhanced Subscriber Management Overview on page 609
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sdsl-bytes

Syntax sdsl-bytes bytes;

Hierarchy Level [edit protocols ancp qos-adjust]

Release Information Statement introduced in Junos OS Release 14.2.

Statement deprecated in Junos OS Release 17.4R1.

Description Adjust thenumberof frameoverheadbytesby thespecifiednumberofbytes in theactual

downstream rate reported in the ANCP Port Upmessage for an SDSL access line. The

ANCPagent reports theadjustedvalue toCoS.Theadjustedvalueaccounts for the traffic

encapsulation overhead.

NOTE: Starting in JunosOSRelease 17.4R1, this statement is deprecated and
replaced by the sdsl-overhead-bytes option of the access-line statement at

the [edit system] hierarchy level. The ANCP agent ignores the sdsl-bytes

statement if it is present. This means that when you upgrade from Junos OS
Release 17.3 or earlier with an existing configuration, youmust reconfigure
your adjustment with the access-line statement.

Options bytes—Number of bytes added to or subtracted from the actual downstream frame

overhead.

Range: -100 through 100 bytes

Default: 0 bytes

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Release History Table DescriptionRelease

Starting in Junos OS Release 17.4R1, this statement is deprecated and
replacedby thesdsl-overhead-bytesoptionof theaccess-line statement
at the [edit system] hierarchy level.

17.4R1

Related
Documentation

• Configuring the ANCP Agent to Report Traffic Rates to CoS on page 719

• Traffic Rate Reporting and Adjustment by the ANCP Agent on page 713

• Configuring the ANCP Agent on page 684
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sdsl-overhead-adjust

Syntax sdsl-overhead-adjust percentage;

Hierarchy Level [edit protocols ancp qos-adjust]

Release Information Statement introduced in Junos OS Release 14.2.

Statement deprecated in Junos OS Release 17.4R1.

Description Adjust the actual downstream rate for an SDSL access line reported in the ANCP Port

Upmessagebymultiplying the rate by the specified percentage. TheANCPagent reports

the adjusted rate to CoS.

NOTE: Starting in JunosOSRelease 17.4R1, this statement is deprecated and
replaced by the sdsl-overhead-adjust option of the access-line statement at

the [edit system] hierarchy level. The ANCP agent ignores the

sdsl-overhead-adjust statement if it is present. This means that when you

upgrade from Junos OS Release 17.3 or earlier with an existing configuration,
youmust reconfigure your adjustment with the access-line statement.

Options percentage—Percentage by which to multiply the rate.

Range: 80 through 100 percent

Default: 100 percent

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Release History Table DescriptionRelease

Starting in Junos OS Release 17.4R1, this statement is deprecated and
replacedby thesdsl-overhead-adjustoptionof theaccess-line statement
at the [edit system] hierarchy level.

17.4R1

Related
Documentation

• Configuring the ANCP Agent to Report Traffic Rates to CoS on page 719

• Traffic Rate Reporting and Adjustment by the ANCP Agent on page 713

• Configuring the ANCP Agent on page 684
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secret

Syntax secret password;

Hierarchy Level [edit access profile profile-name radius-server server-address],
[edit access radius-disconnect client-address],
[edit access radius-server server-address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description Configure the password to usewith the RADIUS server. The secret password used by the

local router or switch must match that used by the server.

Options password—Password to use; it can include spaces if the character string is enclosed in

quotation marks.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring Authentication and Accounting Parameters for Subscriber Access on

page 94

• Configuring Router or Switch Interaction with RADIUS Servers on page 131

• Example: Configuring CHAP Authentication with RADIUS

• Configuring RADIUS Authentication for L2TP

• Configuring the RADIUS Disconnect Server for L2TP
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send-acct-status-on-config-change (Access Profile)

Syntax send-acct-status-on-config-change;

Hierarchy Level [edit access profile profile-name accounting]

Release Information Statement introduced in Junos OS Release 13.1.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Description Configure the router’s authdprocess to sendanAcct-Onmessagewhen the first RADIUS

server is added to an access profile, and to send an Acct-Off message when the last

RADIUS server is removed from an access profile.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS Server Parameters for Subscriber Access on page 134

• Configuring Per-Subscriber Session Accounting on page 116
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send-dyn-subscription-indicator (PCRF Partition)

Syntax send-dyn-subscription-indicator;

Hierarchy Level [edit access pcrf partition partition-name],

Release Information Statement introduced in Junos OS Release 16.2.

Description Include the Juniper-Network-Family-Indicator AVP into its message requests. To enable

the Policy Control and Charging Rules Function (PCRF) to dynamically pass

subscription-ID parameters, and support a variety of authentication, authorization, and

provisioningconfiguration, the Juniperattribute-valuepairs (AVPs) inTable79onpage 1461

have been allocated from the Juniper Vendor-ID space (2636) vendor-specific attribute

(VSA).

NOTE: If nodynamic-subscription ID is received, thenneitherOnlineCharging
System (OCS) or Offline Charging System (OFCS) communications is
initiated.

Table 79: Allocated Juniper AVPs

Diameter FlagDiameter TypeAVP TypeVendor-IDAVP Name

VEnum100012636Juniper-Dyn-Subscription-Indicator

VMGrouped100022636Juniper-Dyn-Subscription-Id

VMInteger32100032636Juniper-Dyn-Subscription-Id-Type

VMUTF8String100042636Juniper-Dyn-Subscription-Id-Data

The client system (router) sends the Juniper-Dyn-Subscription-Id-Indicator AVP to

indicate support of the dynamic assignment of the subscription ID. The

Juniper-Dyn-Subscription-Id-Indicator attribute has two values:

• DYN_SUBSCRIPTION_NOT_SUPPORTED (0)

• DYN_SUBSCRIPTION_SUPPORTED (1)

The server then sends the Juniper-Dyn-Subscription-Id AVP to the client that indicated

support. This is agroupedAVPthat contains thevalues tobesentasSubscription-Id-Type

and Subscription-Id-Data.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.
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Related
Documentation

• Configuring the PCRF Partition on page 820

• PolicyandChargingEnforcementFunctionOverviewforBroadbandWirelineSubscribers

on page 790

• Understanding Gx Interactions Between the Router and the PCRF on page 794

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807

• Understanding Upstream and DownstreamMessages for the PCRF on page 813
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send-network-family-indicator (PCRF Partition)

Syntax send-network-family-indicator;

Hierarchy Level [edit access pcrf partition partition-name]

Release Information Statement introduced in Junos OS Release 16.2.

Description Include the Juniper-Network-Family-Indicator AVP into its message requests. In many

cases, wireline subscribers support only one IP family, which is required information for

both AAA service and Policy Control and Charging Rules Function (PCRF). To indicate

this information, the Juniper-Network-Family-Indicator AVPhas been allocated from the

Juniper Vendor-ID space (2636) VSA in Table 80 on page 1463.

Table 80: Network Family Indicator AVP

Diameter FlagDiameter TypeAVP TypeVendor-IDAVP Name

VEnum100102636Juniper-Network-Family-Indicator

The client system (router) sends the Juniper-Network-Family-Indicator AVP to indicate

which network families are associated with the service request and supported by the

subscriber. When you configure the Juniper-Network-Family-Indicator AVP to indicate

the associated network family, the system sends the information to the PCRF. The

Juniper-Network-Family-Indicator attribute has four values:

• UNSPECIFIED (0)

• IPV4_FAMILY (1)

• IPV6_FAMILY (2)

• IPV4_IPV6_FAMILY (3)

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring the PCRF Partition on page 820

• PolicyandChargingEnforcementFunctionOverviewforBroadbandWirelineSubscribers

on page 790

• Understanding Gx Interactions Between the Router and the PCRF on page 794

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807

• Understanding Upstream and DownstreamMessages for the PCRF on page 813
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send-origin-state-id (Diameter Applications)

Syntax send-origin-state-id;

Hierarchy Level [edit access pcrf partition partition-name],
[edit access ocs partition partition-name],
[edit diameter peer peer-name]

Release Information Statement introduced in Junos OS Release 16.2.

Description Include theOrigin-State AVP for the Diameter peer, OCSpartition, or PCRF partition. The

AVP is conveyed in Diameter-level or partition-level messages, respectively. The value

of the AVP increases every time it changes, such as when the system reboots. Sending

the Origin-State AVP in messages enables Diameter entities that receive the message

to infer from a changed AVP value that sessions associated with a lower value are no

longer active.

If you include the send-origin-state-id statement for the OCS or PCRF partition, a new

value is sent for the partition only when a cold boot occurs. The system daemon detects

the cold boot and changes the Origin-State-Id when required.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring the OCS Partition on page 816

• Configuring the PCRF Partition on page 820

• PolicyandChargingEnforcementFunctionOverviewforBroadbandWirelineSubscribers

on page 790

• Understanding Gx Interactions Between the Router and the PCRF on page 794

• Understanding Gy Interactions Between the Router and the OCS on page 802

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807
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send-release-on-delete (DHCP Relay Agent)

Syntax send-release-on-delete;

Hierarchy Level [edit forwarding-options dhcp-relay dhcpv6 overrides],
[edit forwarding-options dhcp-relay overrides],
[edit forwarding-options dhcp-relay dhcpv6 group group-name overrides],
[edit forwarding-options dhcp-relay group group-name overrides],
[edit logical-systems logical-system-name forwarding-optionsdhcp-relaydhcpv6overrides],
[edit logical-systems logical-system-name forwarding-options dhcp-relay overrides],
[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpv6 group
group-name overrides],

[edit logical-systems logical-system-name forwarding-optionsdhcp-relaygroupgroup-name
overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay dhcpv6 overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay dhcpv6 group group-name overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay group group-name overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay dhcpv6
overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay overrides],
[edit routing-instances routing-instance-name forwarding-optionsdhcp-relay dhcpv6group
group-name overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay group
group-name overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay group
group-name interface interface-name overrides]

Release Information Statement introduced in Junos OS Release 10.2.

Support at the [edit ... dhcpv6] hierarchy levels introduced in Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.3 for EX Series switches.

Description Send a release message to the DHCP (or DHCPv6) server whenever DHCP relay or relay

proxy deletes a client. Use the statement at the [edit ... dhcpv6] hierarchy levels to

configure DHCPv6 support.

M120 and M320 routers do not support DHCPv6.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Extended DHCP Relay Agent Overview on page 264

• Overriding the Default DHCP Relay Configuration Settings on page 348

• Sending Release MessagesWhen Clients Are Deleted on page 371
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server-duid-type (DHCP Local Server)

Syntax server-duid-type type;

Hierarchy Level [edit system services dhcp-local-server dhcpv6]

Release Information Statement introduced in Junos OS Release 16.1.

Description Configure theDHCPUnique Identifier (DUID) type that theDHCPv6 server supports. The

server uses the DUID to identify clients for configuration and to group clients into identity

associations.

Use this statement to explicitly configure the DUID-LL type. DUID-LL uses a link-layer

network interface address on the device as part of the unique identifier. Remove this

configuration to return to the default type, DUID-EN. DUID-EN has a vendor-assigned

value based on the vendor’s enterprise number and an IANA-recognized hardware type

code. DUID-EN is not explicitly configurable.

NOTE: The DUID-LLT type is not supported.

Options type—DUID type to support. The only available option is duid-ll.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• DHCPv6 Local Server Overview on page 482
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server-group

Syntax server-group {
server-group-name {
server-ip-address;

}
}

Hierarchy Level [edit forwarding-options dhcp-relay],
[edit forwarding-options dhcp-relay dhcpv6],
[edit logical-systems logical-system-name forwarding-options dhcp-relay],
[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpv6],
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay dhcpv6],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay],
[edit routing-instances routing-instance-name forwarding-options dhcp-relay dhcpv6]

Release Information Statement introduced in Junos OS Release 8.3.

Support at the [edit ... dhcpv6] hierarchy levels introduced in Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.1 for EX Series switches.

Description Specify the name of a group of DHCP server addresses for use by the extended DHCP

relayagent.Use thestatementat the [edit ... dhcpv6]hierarchy levels toconfigureDHCPv6

support.

Options server-group-name—Name of the group of DHCP or DHCPv6 server addresses.

server-ip-address—IP address of the DHCP server belonging to this named server group.

Use IPv6addresseswhenconfiguringDHCPv6support.Youcanconfigureamaximum

of five IP addresses in each named server group.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• dhcp-relay on page 1082

• Extended DHCP Relay Agent Overview on page 264

• Configuring Named Server Groups on page 359
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server-identifier (Address-Assignment Pools)

Syntax server-identifier ipv4-address;

Hierarchy Level [edit access address-assignment pool pool-name family inet dhcp-attributes],
[edit access protocol-attributes attribute-set-name]

Release Information Statement introduced in Junos OS Release 10.2.

Description Specify the IP address that is used as the source address the DHCP server includes in IP

packets when communicating with clients. The address is included in the DHCP packet

in option 54.

Options ipv4-address—IP address.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Address-Assignment Pools on page 621
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server-id-override

Syntax server-id-override;

Hierarchy Level [edit forwarding-options dhcp-relay relay-option-82],
[edit forwarding-options dhcp-relay group group-name relay-option-82],
[edit logical-systems logical-system-name forwarding-optionsdhcp-relay relay-option-82],
[edit logical-systems logical-system-name forwarding-optionsdhcp-relaygroupgroup-name
relay-option-82],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay relay-option-82],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay group group-name relay-option-82],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay
relay-option-82],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay group
group-name relay-option-82]

Release Information Statement introduced in Junos OS Release 16.1.

Description Add the suboptions link-selection and server-id override to option-82 information for

DHCP packets relayed to the server.

In network configurations where a firewall on the broadband network gateway (BNG) is

between the DHCPv4 relay agent and the DHCP server, only the BNG loopback address

passes through theBNG firewall. In that case, DHCPunicast packets do not pass through

the firewall and and discarded. To enable DHCP unicast packets to pass through the

BNG firewall, use the relay-source configuration statement to configure the DHCP relay

agent to use the loopback address as the source address in IP headers and DHCP

messages. In this case, this configuration statement adds the link-selection suboption

to provide the DHCP server information to locate the correct address pool for the DHCP

client and adds the server-id override suboption to set the server ID option.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring DHCP Relay Agent Source Address on page 385
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server-response-time (DHCP Relay Agent)

Syntax server-response-time seconds;

Hierarchy Level [edit forwarding-options dhcp-relay],
[edit forwarding-options dhcp-relay dhcpv6],
[edit logical-systems logical-system-name forwarding-options dhcp-relay ...],
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay ...],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay ...]

Release Information Statement introduced in Junos OS Release 13.3.

Description Configure the timeframe during which the router monitors DHCP server responsiveness

within the routing instance. The router generates a system logmessage when the DHCP

server does not respond to relayed packets during the specified timeframe.

Options seconds—Number of seconds the DHCP server is monitored.

Range: 30 through 4,294,967,295 seconds

Default: 0 (no limit)

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Monitoring DHCP Relay Server Responsiveness on page 410
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service (Service Accounting)

Syntax service {
accounting-order (activation-protocol | local | radius);
accounting {
statistics (time | volume-time);
update-intervalminutes;

}
}

Hierarchy Level [edit access profile profile-name]

Release Information Statement introduced in Junos OS Release 11.4.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

accounting, update-interval, and statistics options added in Junos OS Release 14.2R1 for

MX Series routers.

Description Define the subscriber service accounting configuration.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Service Accounting with JSRC on page 840

• Service Accounting with JSRC on page 839

• Configuring Service Accounting in Local Flat Files
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service-activation (Access Profile)

Syntax service-activation {
dynamic-profile (optional-at-login | required-at-login);
extensible-service (optional-at-login | required-at-login);

}

Hierarchy Level [edit access profile profile-name radius options]

Release Information Statement introduced in Junos OS Release 16.2.

Description Specify whether subscribers are allowed to log in even when service activation failures

related to configuration errors occur during family activation request processing by authd

for a newly authenticated subscriber. Configuration errors includemissing or incorrect

syntax, missing or incomplete references to dynamic profiles, andmissing or incomplete

variables.

NOTE: This configuration does not apply to services activated bymeans of
RADIUS CoA requests, JSRC Push-Profile-Request (PPR)messages, or
subscriber secure policies.

You can enable separate configurations for subscriber login services for two

service-activation types: dynamic-profile and extensible-service. You configure the

dynamic-profile typeservices in thedynamicprofileat the [editdynamic-profiles]hierarchy

level; theprofile is used toprovidedynamic subscriber accessandservices for broadband

applications.Theextensible-service type is forbusiness servicesconfigured inanoperation

script and provisioned by the Extensible Subscriber Services Manager daemon (essmd).

Options optional-at-login—Service activation is optional. Failure due to configuration errors does

not prevent activation of the address family; it allows subscriber access. Failure for

any other reason causes network family activation to fail. If no other network family

is alreadyactive for the subscriber, then theclient application logsout the subscriber.

required-at-login—Service activation is required. Failure for any reason causes the

Network-Family-Activate-Request for that network family to fail. If no other network

family is already active for the subscriber, then the client application logs out the

subscriber.

Default:

Default behavior depends on the service type:

• For dynamic-profile services: required-at-login.

• For extensible-service services: optional-at-login.
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Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Subscriber Session Logins and Service Activation Failures Overview on page 143
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service-context-id (OCS)

Syntax service-context-id service-context ;

Hierarchy Level [edit access ocs global]

Release Information Statement introduced in Junos OS Release 16.2.

Description Configure the service-context-id to globally and uniquely identify the Service-Context-Id

AVP (cc-service-context) and the Service-Identifier AVP (cc-service-identifier), which

is part of the Diameter Credit Control Service charging system. The service provider or

operator allocates this identifier.

Options service-context—3rd Generation Partnership Project (3GPP)-specific values.

• service-context—32251

• customer-domain—3gpp.org

NOTE: For every service used to support the packet-switching charging
infrastructure, youmustprepare thenecessarydocumentationanddefine
associated cc-service-context-id values.

Formobile subscribers, theuser equipment requests services;whereas forbroadband

wireline subscribers, thePolicyControl andChargingRulesFunction (PCRF) requests

services. In the wireline environment, PCRF functions as the service requester, and

the Policy and Charging Enforcement Function (PCEF) functions as the service

receiver and enforcer.

The PCRF controls the PCEF by pushing charging rules. Charging rules are reused as

service (policy) rules to push policies. Charging rules may also have an associated

rating group, or charging key. As a result, you must configure the PCEF to define a

charging rules mapping between credit control services (cc-services) and rating

groups.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

Configuring OCS Global Parameters on page 823•

• 3GPP Policy and Charging Control Overview for Wireline Provisioning and Accounting

on page 787

• PolicyandChargingEnforcementFunctionOverviewforBroadbandWirelineSubscribers

on page 790
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• Understanding Gy Interactions Between the Router and the OCS on page 802

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807

service-profile (Static Subscribers)

Syntax service-profile service-profile-name;

Hierarchy Level [edit system services static-subscribers],
[edit system services static-subscribers group group-name]

Release Information Statement introduced in Junos OS Release 17.4R1.

Description Specify the service profile to apply services for all static subscribers at the global level

and at the group level. You can use service-profile to assign a default service profile to

be applied to a static-subscriber session if the policy server is unavailable.

Options service-profile-name—Name of the service profile.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Configuring Subscribers over Static Interfaces on page 846

• Specifying the Static Subscriber Global Access Profile on page 851

1475Copyright © 2018, Juniper Networks, Inc.

Chapter 102: Configuration Statements



service-profile (DHCP Local Server)

Syntax service-profile dynamic-profile-name;

Hierarchy Level [edit system services dhcp-local-server],
[edit system services dhcp-local-server dual-stack-group dual-stack-group-name],
[edit system services dhcp-local-server dhcpv6],
[edit system services dhcp-local-server dhcpv6 group group-name],
[edit systemservicesdhcp-local-serverdhcpv6groupgroup-name interface interface-name],
[edit system services dhcp-local-server group group-name],
[edit system services dhcp-local-server group group-name interface interface-name],
[edit logical-systems logical-system-name system services dhcp-local-server ...],
[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server ...],

[edit routing-instances routing-instance-name system services dhcp-local-server ...]

Release Information Statement introduced in Junos OS Release 11.2.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Specify the default subscriber service or DHCP client management service, which is

activated when the subscriber or client logs in and no other service is activated by a

RADIUS server or a provisioning server.

• Tospecify thedefault service for all DHCP local server clients, include the service-profile

statement at the [edit system services dhcp-local-server] hierarchy level.

• Tospecify thedefault service for anamedgroupof interfaces, include the service-profile

statement at the [edit system services dhcp-local-server group group-name] hierarchy

level.

• To specify the default service for a particular interface within a named group of

interfaces, include the service-profile statement at the [edit system services

dhcp-local-server group group-name interface interface-name] hierarchy level.

• For DHCPv6 clients, use the service-profile statement at the [edit system services

dhcp-local-server dhcpv6] hierarchy level.

Options dynamic-profile-name—Name of the dynamic profile that defines the service.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Extended DHCP Local Server Overview on page 258

• Default Subscriber Service Overview on page 271

• Configuring a Default Subscriber Service on page 272
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service-profile (DHCP Relay Agent)

Syntax service-profile dynamic-profile-name;

Hierarchy Level [edit forwarding-options dhcp-relay],
[edit forwarding-options dhcp-relay dhcpv6],
[edit forwarding-options dhcp-relay dual-stack-group dual-stack-group-name],
[edit forwarding-options dhcp-relay group group-name],
[edit forwarding-options dhcp-relay group group-name interface interface-name],
[edit forwarding-options dhcp-relay dhcpv6 groupgroup-name],
[edit forwarding-options dhcp-relay dhcpv6 group group-name interface interface-name],
[edit logical-systems logical-system-name forwarding-options dhcp-relay ...],
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay ...],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay ...]

Release Information Statement introduced in Junos OS Release 11.2.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Support at the [edit ... dhcpv6 ...] hierarchy levels introduced in Junos OS Release 11.4.

Support at the [edit ... dual-stack-groupdual-stack-group-name]hierarchy level introduced

in Junos OS Release 15.1.

Description Specify the default subscriber service (or the default DHCP clientmanagement service),

which is activatedwhen the subscriber (or client) logs in and noother service is activated

by a RADIUS server or a provisioning server.

• Tospecify thedefault service for all DHCP relay agent clients, include the service-profile

statement at the [edit forwarding-options dhcp relay] hierarchy level.

• Tospecify thedefault service for anamedgroupof interfaces, include the service-profile

statementat the [edit forwarding-optionsdhcprelaygroupgroup-name]hierarchy level.

• To specify the default service for a particular interface within a named group of

interfaces, include the service-profile statement at the [edit forwarding-options dhcp

relay group group-name interface interface-name] hierarchy level.

Options dynamic-profile-name—Name of the dynamic profile.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• dhcp-relay on page 1082

• Attaching Dynamic Profiles to DHCP Subscriber Interfaces or DHCP Client Interfaces

• Grouping Interfaces with Common DHCP Configurations on page 311

• Default Subscriber Service Overview on page 271

• Configuring a Default Subscriber Service on page 272
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session-options

Syntax session-options {
client-group [ group-names ];
client-idle-timeoutminutes;
client-idle-timeout-ingress-only;
client-session-timeoutminutes;
strip-user-name {
delimiter [ delimiter ];
parse-direction (left-to-right | right-to-left);

}
}

Hierarchy Level [edit access profile profile-name]

Release Information Statement introduced in Junos OS Release 8.5.

Description (MX Series and SRX Series devices) Define options to place limits on subscriber access

based on how long the session has been up, how long the user has been inactive, or both.

(MX Series) Define options to modify a subscriber username at login based on the

subscriber’s access profile.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Understanding Session Options for Subscriber Access on page 151

• Configuring Subscriber Session Timeout Options on page 156

• Configuring Username Modification for Subscriber Sessions

• Removing Inactive Dynamic Subscriber VLANs on page 157
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shmlog (SharedMemory Log)

Syntax shmlog {
disable;
file filename <filesmaximum-no-files> <sizemaximum-file-size>;
filtering enable;
log-name {
all;
logname {
<brief | detail | extensive | none | terse>;
<file-logging |no-file-logging>;

}
}

log-type (debug | info | notice);
|

Hierarchy Level [edit system services subscriber-management overrides]

Release Information Statement introduced in Junos OS Release 16.2.

Description JunosOSusesasharedmemory space to store logentries for subscriber servicedaemons

including jpppd, jdhcpd, jl2tpd, autoconfd, bbe-smgd, authd, cosd, and dfwd. Shared

memory logging is enabled by default and occurs at the client level. You can view the

shmlogs on a per subscriber basis, or use filters to retrieve logs according to a variety of

different parameters such as interface name, IP address, session ID, subnet, and VLAN

in addition to the Client Identifier or Client DUID. Filtering is disabled by default. To see

a complete list of supported filters, use this command:

user@rdevice> show shmlog entries logname all ?

When viewing logs you can limit results on the basis of event flags that include interface

events, routingprocess interactionevents, l2tp tunneling events, and ldapauthentication

events. To see a complete list of supported flags, use this command:

user@rdevice> show shmlog entries logname all flag-name ?

Options disable—Name of the command to override the default behavior. Use this option to
disable sharedmemory logging; it is always enabled otherwise.

file—Name of the file containing the shmlogs. Use this option to redirect shmlogs to a

file for file-based logging. Specify the file name, define the number of files (from 2

to 1000), and set the maximum file size (from 10240 to 1073741824 bytes). Data

will bewritten to the /var/log/shmlog/directory. Files follow this naming convention:

<cfg-file-name>-<daemon>-<severity>.log. The shmlog files are not
human-readable, so to access the logs youmust first run the following command

to generate a file in the /var/log/<file-name>/ directory with logs from all daemons:

user@rdevice>showshmlogentries filename/var/log/shmlog/<file-name>* logname
all
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If you then want to view logs from a specific daemon, you need to run the following

command togeneratea file under the /var/log/<file-name>/directorywith complete

logs:

user@rdevice> show shmlog entries filename /var/log/shmlog/<filename> logname
authd*

filtering—Command to enable filtering. Filtering is subscriber centric and is useful for

debugging and troubleshooting. It is disabled by default so youmust use this option

to enable it.

For example, if you want to quickly view the transmit packet logs for subscribers

with interface-name pp0.100, you could use the following command to display only

the relevant results:

user@rdevice> show shmlog entries logname jpppd* interface-name pp0.100 flag
transmit-packets

To debug sessions according to the interface name, use this command:

user@rdevice> show shmlog entries logname all interface-name pp0.100

To debug sessions that are logging in via VLAN 7 on physical-interface ge-0/0/0,
use this command:

user@rdevice> show shmlog entries logname all vlan 7 physical-interface ge-0/0/0

log-name—Nameof the file containing the log output. Use this option to override all logs
or a specified log, and to set the verbosity level (brief, detail, extensive, none, or

terse). For example, to configure bbe-autoconf-info for detailed file logging, you

would use the following command:

user@rdevice> [edit system services subscriber-management overrides shmlog]
user@rdevice> set log-name bbe-autoconf-info detail file-logging

log-type—Severity level of the collected logs. Use this option to configure the severity

level for captured logs (notice, info, or debug).

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

•
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sip-server-address

Syntax sip-server-address ipv6-address;

Hierarchy Level [edit access address-assignment pool pool-name family family dhcp-attributes],
[edit access protocol-attributes attribute-set-name]

Release Information Statement introduced in Junos OS Release 10.0.

Description Specify a SIP outbound proxy server that DHCPv6 local server clients can use. This is

equivalent to DHCPv6 option 22. To specify multiple servipv6-addressers, addmultiple

sip-server-address statements in order of preference.

Options ipv6-address—IPv6 address of a SIP outbound proxy server.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Address-Assignment Pools Overview on page 619

• Configuring Address-Assignment Pools on page 621

sip-server-domain-name

Syntax sip-server-domain-name domain-name;

Hierarchy Level [edit access address-assignment pool pool-name family family dhcp-attributes],
[edit access protocol-attributes attribute-set-name]

Release Information Statement introduced in Junos OS Release 10.0.

Description Configure the domain name of the SIP outbound proxy server that DHCPv6 local server

clients can use. This is equivalent to DHCPv6 option 21.

Options domain-name—Name of the domain.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Address-Assignment Pools Overview on page 619

• Configuring Address-Assignment Pools on page 621
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smg-service (Enhanced Subscriber Management)

Syntax smg-service {
failover other-routing-engine;
traceoptions {
file filename <files number> <match regular-expression > <sizemaximum-file-size>
<world-readable | no-world-readable>;

flag flag <disable>;
level level;
no-remote-trace

}
}

Hierarchy Level [edit system processes]

Release Information Statement introduced in Junos OS Release 15.1R3 on MX Series routers for enhanced

subscriber management.

Description Configure system services, including tracing operations and Routing Engine failover, for

themain enhanced subscribermanagement sessionmanagementprocess, smg-service.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

trace—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring Junos OS Enhanced Subscriber Management on page 611

• Configuring the Subscriber Management Database Trace Log Filename on page 886
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source-address

Syntax source-address source-address;

Hierarchy Level [edit access radius-server server-address];
[edit access profile profile-name radius-server server-address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for IPv6 source-address introduced in Junos OS Release 16.1.

Description Configure a source address for each configured RADIUS server. Each RADIUS request

sent to a RADIUS server uses the specified source address.

Options source-address—Valid IPv4 or IPv6 address configured on one of the router or switch

interfaces. OnM Series routers only, the source address can be an IPv6 address and

the UDP source port is 514.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Router or Switch Interaction with RADIUS Servers on page 131

• Configuring Authentication and Accounting Parameters for Subscriber Access on

page 94

• Example: Configuring CHAP Authentication with RADIUS

• Configuring RADIUS Authentication for L2TP
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stacked-vlan-ranges (RADIUSOptions)

Syntax stacked-vlan-ranges (any | low-outer-tag–high-outer-tag),any;

Hierarchy Level [edit interfaces interface-name radius-options nas-port-options nas-port-options-name]

Release Information Statement introduced in Junos OS Release 12.3.

Description Configure thestackedVLAN(S-VLAN) rangeof subscribers towhich thenamedNAS-Port

options definition applies.

NOTE: You can configure amaximumof 16NAS-Port options definitions per
physical interface. Eachdefinitioncan includeamaximumof32VLANranges
or 32 S-VLAN ranges, but cannot include a combination of VLAN ranges and
S-VLAN ranges.

Options any—Entire S-VLAN range representing all S-VLAN IDs. The inner tag (S-VLAN ID) of the
S-VLAN rangemust be configured as any to represent all inner VLAN ID tags.

low-outer-tag—Outer VLAN ID tag representing the lower limit of the S-VLAN range.

Range: 1 through 4094

high-outer-tag—Outer VLAN ID tag representing the upper limit of the S-VLAN range.

Range: 1 through 4094

NOTE: To specify a single outer VLAN ID tag, set low-outer-tag and

high-outer-tag to the same value.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS NAS-Port Options for Subscriber Access per Physical Interface,

VLAN, or Stacked VLAN on page 77

• Guidelines forConfiguringRADIUSNAS-PortOptions forSubscriberAccessperPhysical

Interface, VLAN, or Stacked VLAN on page 76
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starts-with (DHCP Relay Agent Option)

Syntax equals {
ascii name {
drop drop;
forward-only forward-only;
local-server-group local-server-group;

}
hexadecimal name {
drop drop;
forward-only forward-only;
local-server-group local-server-group;

}
}

Hierarchy Level [edit bridge-domains name forwarding-options dhcp-relay group name relay-option],
[edit bridge-domains name forwarding-options dhcp-relay group name relay-option
option-60],

[edit bridge-domains name forwarding-options dhcp-relay group name relay-option
option-77],

[edit bridge-domains name forwarding-options dhcp-relay relay-option],
[edit bridge-domains name forwarding-options dhcp-relay relay-option option-60],
[edit bridge-domains name forwarding-options dhcp-relay relay-option option-77],
[edit forwarding-options dhcp-relay group name relay-option],
[edit forwarding-options dhcp-relay group name relay-option option-60],
[edit forwarding-options dhcp-relay group name relay-option option-77],
[edit forwarding-options dhcp-relay relay-option],
[edit forwarding-options dhcp-relay relay-option option-60],
[edit forwarding-options dhcp-relay relay-option option-77],
[edit logical-systems name bridge-domains name forwarding-options dhcp-relay group
name relay-option],

[edit logical-systems name bridge-domains name forwarding-options dhcp-relay group
name relay-option option-60],

[edit logical-systems name bridge-domains name forwarding-options dhcp-relay group
name relay-option option-77],

[edit logical-systems name bridge-domains name forwarding-options dhcp-relay
relay-option],

[edit logical-systemsnamebridge-domainsname forwarding-optionsdhcp-relay relay-option
option-60],

[edit logical-systemsnamebridge-domainsname forwarding-optionsdhcp-relay relay-option
option-77],

[edit logical-systems name forwarding-options dhcp-relay group name relay-option],
[edit logical-systems name forwarding-options dhcp-relay group name relay-option
option-60],

[edit logical-systems name forwarding-options dhcp-relay group name relay-option
option-77],

[edit logical-systems name forwarding-options dhcp-relay relay-option],
[edit logical-systems name forwarding-options dhcp-relay relay-option option-60],
[edit logical-systems name forwarding-options dhcp-relay relay-option option-77],
[edit logical-systemsname routing-instancesnamebridge-domainsname forwarding-options
dhcp-relay group name relay-option],

[edit logical-systemsname routing-instancesnamebridge-domainsname forwarding-options
dhcp-relay group name relay-option option-60],
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[edit logical-systemsname routing-instancesnamebridge-domainsname forwarding-options
dhcp-relay group name relay-option option-77],

[edit logical-systemsname routing-instancesnamebridge-domainsname forwarding-options
dhcp-relay relay-option],

[edit logical-systemsname routing-instancesnamebridge-domainsname forwarding-options
dhcp-relay relay-option option-60],

[edit logical-systemsname routing-instancesnamebridge-domainsname forwarding-options
dhcp-relay relay-option option-77],

[edit logical-systems name routing-instances name forwarding-options dhcp-relay group
name relay-option],

[edit logical-systems name routing-instances name forwarding-options dhcp-relay group
name relay-option option-60],

[edit logical-systems name routing-instances name forwarding-options dhcp-relay group
name relay-option option-77],

[edit logical-systems name routing-instances name forwarding-options dhcp-relay
relay-option],

[edit logical-systems name routing-instances name forwarding-options dhcp-relay
relay-option option-60],

[edit logical-systems name routing-instances name forwarding-options dhcp-relay
relay-option option-77],

[edit logical-systemsname routing-instancesnamevlansname forwarding-optionsdhcp-relay
group name relay-option],

[edit logical-systemsname routing-instancesnamevlansname forwarding-optionsdhcp-relay
group name relay-option option-60],

[edit logical-systemsname routing-instancesnamevlansname forwarding-optionsdhcp-relay
group name relay-option option-77],

[edit logical-systemsname routing-instancesnamevlansname forwarding-optionsdhcp-relay
relay-option],

[edit logical-systemsname routing-instancesnamevlansname forwarding-optionsdhcp-relay
relay-option option-60],

[edit logical-systemsname routing-instancesnamevlansname forwarding-optionsdhcp-relay
relay-option option-77],

[edit logical-systems name vlans name forwarding-options dhcp-relay group name
relay-option],

[edit logical-systems name vlans name forwarding-options dhcp-relay group name
relay-option option-60],

[edit logical-systems name vlans name forwarding-options dhcp-relay group name
relay-option option-77],

[edit logical-systems name vlans name forwarding-options dhcp-relay relay-option],
[edit logical-systems name vlans name forwarding-options dhcp-relay relay-option
option-60],

[edit logical-systemsnamevlansname forwarding-optionsdhcp-relay relay-optionoption-77],
[edit routing-instances name bridge-domains name forwarding-options dhcp-relay group
name relay-option],

[edit routing-instances name bridge-domains name forwarding-options dhcp-relay group
name relay-option option-60],

[edit routing-instances name bridge-domains name forwarding-options dhcp-relay group
name relay-option option-77],

[edit routing-instances name bridge-domains name forwarding-options dhcp-relay
relay-option],

[edit routing-instances name bridge-domains name forwarding-options dhcp-relay
relay-option option-60],

[edit routing-instances name bridge-domains name forwarding-options dhcp-relay
relay-option option-77],

[edit routing-instances name forwarding-options dhcp-relay group name relay-option],
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[edit routing-instances name forwarding-options dhcp-relay group name relay-option
option-60],

[edit routing-instances name forwarding-options dhcp-relay group name relay-option
option-77],

[edit routing-instances name forwarding-options dhcp-relay relay-option],
[edit routing-instances name forwarding-options dhcp-relay relay-option option-60],
[edit routing-instances name forwarding-options dhcp-relay relay-option option-77],
[edit routing-instances name vlans name forwarding-options dhcp-relay group name
relay-option],

[edit routing-instances name vlans name forwarding-options dhcp-relay group name
relay-option option-60],

[edit routing-instances name vlans name forwarding-options dhcp-relay group name
relay-option option-77],

[edit routing-instances name vlans name forwarding-options dhcp-relay relay-option],
[edit routing-instances name vlans name forwarding-options dhcp-relay relay-option
option-60],

[edit routing-instances name vlans name forwarding-options dhcp-relay relay-option
option-77],

[edit vlans name forwarding-options dhcp-relay group name relay-option],
[edit vlans name forwarding-options dhcp-relay group name relay-option option-60],
[edit vlans name forwarding-options dhcp-relay group name relay-option option-77],
[edit vlans name forwarding-options dhcp-relay relay-option],
[edit vlans name forwarding-options dhcp-relay relay-option option-60],
[edit vlans name forwarding-options dhcp-relay relay-option option-77]

Release Information Statement introduced in Junos OS Release 12.3.

Statement updated in Junos OS Release 17.4.

Description Configure a partial match criteria used with the DHCP relay agent selective processing

feature. DHCP relay agent compares the configured partial match string with the

option-specific string received in DHCP client packets. If there is an partial left-to-right

match, DHCP performs the action you define for the match criteria.

The option-specific string in the DHCP client packets can contain a superset of the

specified ASCII or hexadecimal match string, provided that the leftmost characters of

the option-specific string entirely match the characters in the configuredmatch string.

You can configure an unlimited number of match strings. If you havemultiple partial

match configurations, the longest match rule applies. For example, DHCP relay agent

matches the string “test123” before it matches the string “test”. Match strings do not

support wildcard attributes.

The local-server-group option is not supported for DHCPv6 relay agent.

Options ascii-string—ASCII string of 1 through 255 alphanumeric characters.

hexadecimal-string—Hexadecimal string of 1 through 255 hexadecimal characters (0
through 9, a through f, A through F).

The remaining statements are explained separately. See CLI Explorer.
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Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• UsingDHCPOption Information toSelectivelyProcessDHCPClientTraffic onpage380

• DHCPv4 and DHCPv6 Forward-Only Action for Relay Traffic with Unknown DHCP

Server Address on page 103
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static-subscribers

Syntax static-subscribers {
access-profile profile-name;
authentication {
password password-string;
username-include {
domain-name domain-name;
interface;
logical-system-name;
routing-instance-name;
user-prefix user-prefix-string;

}
}
dynamic-profile profile-name {
aggregate-clients (merge | replace);

}
group group-name {
access-profile profile-name;
authentication {
password password-string;
username-include {
domain-name domain-name;
interface;
logical-system-name;
routing-instance-name;
user-prefix user-prefix-string;

}
}
dynamic-profile profile-name {
aggregate-clients (merge | replace);

}
interface interface-name <exclude> <upto upto-interface-name>;

}
service-profileservice-profile-name

}

Hierarchy Level [edit logical-systems logical-system-name system services],
[edit logical-systems logical-system-name routing-instances routing-instances-namesystem
services],

[edit routing-instances routing-instances-name system services],
[edit system services]

Release Information Statement introduced in Junos OS Release 9.6.

Description Configure and associate subscribers with statically configured interfaces for dynamic

service provisioning.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.
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Related
Documentation

• Configuring Subscribers over Static Interfaces on page 846

statistics (Access Profile)

Syntax statistics (time | volume-time);

Hierarchy Level [edit access profile profile-name accounting]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 9.1 for EX Series switches.

volume-time option added in Junos OS Release 9.4.

Description Configure the router or switch to collect timestatistics, or both volumeand timestatistics,

for the sessions being managed by AAA.

Options time—Collect uptime statistics only.

volume-time—Collect both volume and uptime statistics.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Authentication and Accounting Parameters for Subscriber Access on

page 94
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statistics (Service Accounting)

Syntax statistics (time | volume-time);

Hierarchy Level [edit access profile profile-name service accounting]

Release Information Statement introduced in Junos OS Release 14.2R1 for MX Series routers.

Description Configure the router to collect time statistics, or both volume and time statistics, for the

service accounting sessions being managed by AAA.

Options time—Collect uptime statistics only.

volume-time—Collect both volume and uptime statistics.

NOTE: Youmust not configure the volume-time option if the local option is

configured at the [edit access profile profile-name service accounting-order]

hierarchy level, because the local configuration automatically determines

that both volume and time statistics are collected for the service accounting
sessions. If you configure the volume-time option in this case, an error is

generated when you commit the configuration.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Service Interim Accounting on page 122

• Processing Cisco VSAs in RADIUSMessages for Service Provisioning on page 179
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strict (DHCP Local Server)

Syntax strict;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 reconfigure],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 group group-name reconfigure],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpv6
reconfigure],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpv6 group
group-name reconfigure],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpv6
reconfigure],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpv6
group group-name reconfigure],

[edit system services dhcp-local-server dhcpv6 reconfigure],
[edit system services dhcp-local-server dhcpv6 group group-name reconfigure]

Release Information Statement introduced in Junos OS Release 10.4.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Specify whether the server denies a client to bind when the client does not indicate that

it accepts reconfigure messages. This feature is available only for DHCPv6.

Default Accept solicit messages from clients that do not support reconfiguration and permit

them to bind.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• ConfiguringDynamicClientReconfigurationofExtendedLocalServerClientsonpage332

• PreventingBinding of Clients ThatDoNotSupport ReconfigureMessages onpage484
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strip-domain (DomainMap)

Syntax strip-domain;

Hierarchy Level [edit access domainmap domain-map-name]

Release Information Statement introduced in Junos OS Release 10.4.

Description Remove the domain name from the username before continuing with any AAA services

specified in a domain map.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Enabling Domain Name Stripping on page 198

• Configuring Domain and Realm Name Usage for Domain Maps on page 195

strip-username (DomainMap)

Syntax strip-username (left-to-right | right-to-left)

Hierarchy Level [edit access domain domainmap]

Release Information Statement introduced in Junos OS Release 14.1.

Description Strip the user portion of the username for authentication to simplify off-chassis

provisioning. Parsing direction can be left-to-right (default) or right-to-left.

Options left-to-right—Strip the user portion of the username from left to right.

right-to-left—Strip the user portion of the username from right to left.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• override-password on page 1342
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subscriber-packet-idle-timeout

Syntax subscriber-packet-idle-timeout subscriber-packet-idle-timeout;

Hierarchy Level [edit system services packet-triggered-subscribers]

Description The subscriber packet idle timeout for packet triggered subscribers.

Options subscriber-packet-idle-timeout—Maximum idle time.

Range: 15 through 1440minutes.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Packet-Triggered Subscribers Services Overview
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subscriber-management (Subscriber Management)

Syntax subscriber-management {
enable;
enforce-strict-scale-limit-license;
gres-route-flush-delay;
}
overrides {
interfaces {
family (inet | inet6) {
layer2-liveness-detection;

}
}
no-unsolicited-ra;
shmlog {
disable;
file filename <filesmaximum-no-files> <sizemaximum-file-size>;
filtering enable;
log-name {
all;
logname {
<brief | detail | extensive | none | terse>;
<file-logging |no-file-logging>;

}
}

log-type (debug | info | notice);
|

}
traceoptions {
file filename <files number> <match regular-expression > <sizemaximum-file-size>
<world-readable | no-world-readable>;

flag flag;
}

}

Hierarchy Level [edit system services]

Release Information Statement introduced in Junos OS Release 11.1.

Description Configure global services for subscriber management, such as maintaining subscribers,

tracing operations, and enabling enhanced subscriber management.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

Configuring the Router to Strictly Enforce the Subscriber Scaling License•
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• Delaying Removal of Access Routes and Access-Internal Routes After Graceful Routing

Engine Switchover

• Configuring the Router to Maintain DHCP Subscribers During Interface Delete Events

on page 326

• TracingSubscriberManagementDatabaseOperationsforSubscriberAccessonpage885

• Configuring Junos OS Enhanced Subscriber Management on page 611

• DHCP Liveness Detection Using ARP and Neighbor Discovery Packets

subscriber-profile

Syntax subscriber-profile profile-name {
enable service-name {
concurrent-data-sessionsmax-session-number;

}
disable service-name;
max-data-sessions-per-subscriber {
limitmax-sub-sessions;
exceed-action {
drop;
syslog;

}
}

}

Hierarchy Level [edit services service-set services-set-name]

Release Information Statement introduced in Junos OS Release 11.4.

Description Specify the subscriber profile name. A subscriber profile specifies which services should

be enabled and which services should be disabled for traffic belonging to a subscriber

bound to a particular subscriber profile. A subscriber is bound to aminimum of one

subscriber profile at any given time.

Options profile-name—Name of the profile.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.
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subscription-id-data-include (PCRF Partition)

Syntax subscription-id-data-include {
base-interface-name;
delimiter delimiter-character;
domain-name name;
interface-name;
mac-address;
nas-port-id;
origin-host;
origin-realm;
user-name;
user-prefix prefix;

}

Hierarchy Level [edit access pcrf partition partition-name]

Release Information Statement introduced in Junos OS Release 16.2.

Description Configure the subscriber data to use in a Policy and Charging Rules Function (PCRF).

Options base-interface-name—Use the specified physical or underlying interface name. If both
the underlying interface and the client application perform authentication,

authorization, and provisioning, the identification attributes in the server requests

enable the AAA or PCRF server to make an association between the two entities.

delimiterdelimiter-character—Use thespecifiedcharacter usedas thedelimiter between
the concatenated components of the subscription-id-data-include. You cannot use

the semicolon (;) as a delimiter.

Default: @

domain-name name—Use the specified domain name that is concatenated with the
subscription-id-data-include during the subscriber identification process.

interface-name—Use the specified interface name that is concatenated with the
subscription-id-data-includeduring thesubscriber identificationprocess; forexample,

demux0.

mac-address—Use the specified client hardware address (chaddr) from the incoming

packet that is concatenated with the subscription-id-data-include during the

subscriber identification process.

nas-port-id—Use the specified NAS-Port-ID (RADIUS attribute 87), which identifies the
physical interface that subscriber management uses to identify subscribers that is

concatenated with the subscription-id-data-include during the subscriber

identificationprocess. Bydefault, theNAS-Port-ID includes the interface-description

value that describes the physical interface.

origin-host—Use the specified name of the host that originates the Diameter message
that is concatenated with the subscription-id-data-include during the subscriber
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identification process. Supplied as the value of Origin-Host AVP for all messages

sent by the Diameter master instance.

origin-realm—Use the specified realm of the host that originates the Diametermessage

that is concatenated with the subscription-id-data-include during the subscriber

identification process. Supplied as the value of Origin-Realm AVP for all messages

sent by the Diameter master instance.

user-name—Use the specified subscriber username that is concatenated with the
subscription-id-data-include during the subscriber identification process.

user-prefix prefix—Use the specified user prefix that is concatenated with the
subscription-id-data-include during the subscriber identification process.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring the PCRF Partition on page 820

• PolicyandChargingEnforcementFunctionOverviewforBroadbandWirelineSubscribers

on page 790

• Understanding Gx Interactions Between the Router and the PCRF on page 794

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807

• Understanding Upstream and DownstreamMessages for the PCRF on page 813
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subscription-id-type (PCRF Partition)

Syntax subscription-id-type number;

Hierarchy Level [edit access pcrf partition partition-name]

Release Information Statement introduced in Junos OS Release 16.2.

Description Identify the subscriber. You can identify the subscriber using several IANA predefined

values, or define your own. The Policy and Charging Rule Function (PCRF) uses the

subscription-id-type during a subscriber login session using for CCR-GX-I and CCA-GX-I

messages.

BEST PRACTICE: For wireline service, we recommend that you define your
own customer-specific value.

If you do not define or include any data in the subscription-id-data-include statement,

then the value defaults to reserved. For some applications, the PCRFmay be configured

to identify subscribers using another method, and instead use the subscription-id-type

for protocol compliance. If the dynamic-subscription-id is provided by the AAA server,

then the PCRF uses the dynamic-subscription-id as the identifier regardless of what you

defined for the local configuration.

Options number—Identifier for the type of subscriber for a PCRF partition.

Default: 4 (END_USER_PRIVATE)

Range: 1 through 2147483647

Values: 1 (END_USER_IMSI)
2 (END_USER_SIP_URI)

3 (END_USER_NAI)

4 (END_USER_PRIVATE)

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring the PCRF Partition on page 820

• PolicyandChargingEnforcementFunctionOverviewforBroadbandWirelineSubscribers

on page 790

• Understanding Gx Interactions Between the Router and the PCRF on page 794

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807

• Understanding Upstream and DownstreamMessages for the PCRF on page 813
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t1-percentage (Address-Assignment Pools)

Syntax t1-percentage percentage;

Hierarchy Level [edit access address-assignment pool pool-name family inet6 dhcp-attributes],
[edit access protocol-attributes attribute-set-name]

Release Information Statement introduced in Junos OS Release 13.3.

DHCPv4 server support added in Junos OS Release 17.2.

Description Specify a percentage of the preferred-lifetime value. After this percentage of the

preferred-lifetime value elapses, the DHCPv4 or DHCPv6 client requests an extension

on its lease from the originating DHCP local server. The t1-percentage is also referred to

as the renewal time.

The t1-percentage value must be less than the t2-percentage value.

Options percentage—Percentage of the preferred-lifetime value.

Range: 0 through 100

Default: If the t1-percentage value is not configured, the default is based on the
preferred-lifetime value:

• If the preferred-lifetime value is finite, the default is 50percent of the preferred-lifetime

value.

• If the preferred-lifetime value is infinite, the default is also infinite.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• DHCP Lease Timers on page 284

• Configuring DHCP Client-Specific Attributes AppliedWhen Clients Obtain an Address

on page 278

• Configuring DHCP Attributes Outside Address Assignment Pools on page 351

• DHCP Attributes for Address-Assignment Pools on page 273
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t1-renewal-time (Address-Assignment Pools)

Syntax t1-renewal-time seconds;

Hierarchy Level [edit access address-assignment pool pool-name family [inet | inet6] dhcp-attributes],
[edit access protocol-attributes attribute-set-name]

Release Information Statement introduced in Junos OS Release 17.2 on MX Series.

Description Specify the time (T1) at which the DHCPv4 or DHCPv6 client requests an extension

(renewal) of the existing lease. This time is expressed as the number of seconds since

the beginning of the lease. Using this statement to configure a duration in seconds is an

alternative to using the t1-percentage statement.

Options seconds—Number of seconds

Range: 30 through 4,294,967,295 seconds

Default: 50 percent of the lease duration (preferred-lifetime).

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• DHCP Lease Timers on page 284

• Configuring DHCP Client-Specific Attributes AppliedWhen Clients Obtain an Address

on page 278

• Configuring DHCP Attributes Outside Address Assignment Pools on page 351

• DHCP Attributes for Address-Assignment Pools on page 273
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t2-percentage (Address-Assignment Pools)

Syntax t2-percentage percentage;

Hierarchy Level [edit access address-assignment pool pool-name family [inet | inet6] dhcp-attributes],
[edit access protocol-attributes attribute-set-name]

Release Information Statement introduced in Junos OS Release 13.3.

DHCPv4 server support added in Junos OS Release 17.2.

Description Specify a percentage of the preferred-lifetime value. After this percentage of the

preferred-lifetime value elapses, the DHCPv4 or DHCPv6 client requests an extension

on its lease from any available DHCPv4 or DHCPv6 server. The t2-percentage is also

referred to as the rebinding time.

The t2-percentage value must be greater than the t1-percentage value.

Options percentage—Percentage of the preferred-lifetime value.

Range: 0 through 100

Default: If the t2-percentage value is not configured, the default is based on the
preferred-lifetime value:

• If thepreferred-lifetime value is finite, thedefault is80percent. of thepreferred-lifetime

value.

• When the preferred-lifetime value is infinite, the default is also infinite.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• DHCP Lease Timers on page 284

• Configuring DHCP Client-Specific Attributes AppliedWhen Clients Obtain an Address

on page 278

• Configuring DHCP Attributes Outside Address Assignment Pools on page 351

• DHCP Attributes for Address-Assignment Pools on page 273
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t2-rebinding-time (Address-Assignment Pools)

Syntax t2-rebinding-time seconds;

Hierarchy Level [edit access address-assignment pool pool-name family inet6 dhcp-attributes],
[edit access protocol-attributes attribute-set-name]

Release Information Statement introduced in Junos OS Release 17.2 on MX Series.

Description Specify the time (T2) at which the DHCPv4 or DHCPv6 client attempts to contact any

DHCP server to request an extension (rebinding) of the existing lease. This time is

expressedas thenumberof secondssince thebeginningof the lease.Using this statement

to configure a duration in seconds is an alternative to using the t2-percentage statement.

Options seconds—Number of seconds

Range: 30 through 4,294,967,295 seconds

Default: The default value depends on the client:

• (DHCPv4 clients) 87.5 percent of the lease duration (preferred-lifetime).

• (DHCPv6 clients) 80 percent of the lease duration (preferred-lifetime).

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• DHCP Lease Timers on page 284

• Configuring DHCP Client-Specific Attributes AppliedWhen Clients Obtain an Address

on page 278

• Configuring DHCP Attributes Outside Address Assignment Pools on page 351

• DHCP Attributes for Address-Assignment Pools on page 273
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target-logical-system (DomainMap)

Syntax target-logical-system logical-system-name {
target-routing-instance routing-instance-name;

}

Hierarchy Level [edit access domainmap domain-map-name]

Release Information Statement introduced in Junos OS Release 10.4.

Description Configure a non-default logical system and optionally a non-default routing instance for

the subscriber’s interface in a domain map.

You use the target-routing-instance statement at the [edit access domainmap

domain-map-name] hierarchy level to configure a non-default routing instance for the

default logical system.

NOTE: Subscriber management is supported in the default logical system
only.

Default Default logical system for the subscriber..

Options logical-system-name—Name of the logical system.

The remaining statement is explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Specifying a Target Logical System/Routing Instance in a Domain Map on page 194
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target-routing-instance (DomainMap)

Syntax target-routing-instance (routing-instance-name | default);

Hierarchy Level [edit access domainmap domain-map-name],
[edit access domainmap domain-map-name target-logical-system logical-system-name]

Release Information Statement introduced in Junos OS Release 10.4.

default option added in Junos OS Release 13.3.

Description Configure the routing instance of the subscriber context.

NOTE: Subscriber management is supported in the default logical system
only. The target-logical-system statement, which appears in the CLI, is not

supported in current Junos OS releases.

Default For dynamic LNS sessions, the routing instance of the peer (LAC facing) interface. For

all other sessions, the default logical system/routing instance context.

Options routing-instance-name—Name of the routing instance.

default—The default (master) routing instance.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• UnderstandingDomainMapsandLogicalSystem/Routing InstanceContextsonpage187

• Specifying a Target Logical System/Routing Instance in a Domain Map on page 194
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terminate-code

Syntax terminate-code (aaa (deny | service-shutdown | shutdown) | dhcp | l2tp | ppp | vlan)
term-reason radius value;

Hierarchy Level [edit access]

Release Information Statement introduced in Junos OS Release 11.4.

vlan option added in Junos OS Release 16.1.

Description Customize themappingbetweena terminationcause (the internal termination identifier)

and a numerical code value for the cause that is reported in the RADIUS

Acct-Terminate-Cause attribute (49).

WhenaRADIUSAcct-Stopmessage is issuedasa result of the terminationofa subscriber

or service session, the RADIUS Acct-Terminate-Cause attribute (49) reports the cause

or reason for the termination. This attribute is included only in RADIUS Acct-Stop

messages. The termination cause is conveyed as a code value in the attribute.RFC 2866,

RADIUS Accounting, defines the standard mapping between 18 code values and

termination causes.

Junos OS defines a set of internal termination cause codes for AAA, DHCP, L2TP, PPP,

and VLAN subscriber and service session failures. By default, these internal cause codes

are mapped to the RFC-defined code values. When a subscriber or service session is

terminated, the router logsamessage for the internal terminationcauseand logsanother

message for the RADIUS Acct-Terminate-Cause attribute. You can use the logged

information to help monitor and troubleshoot the events.

Because there are many different Junos OS internal identifiers for termination causes

and only 18 supported, RFC-defined standard code values, by default a given code value

canmap tomultiple identifiers. Instead of using the default code values, you can use the

terminate-code statement to map any of the internally defined termination causes to

any 32-bit number (1 through 4,294,967,295). The flexibility of customizedmapping

greatly increases the possibilities for fine-grained analytics and failure tracking.

Options aaa—Map internal identifiers for AAA-specific termination causes to a numerical value.

deny—Limit selectionof terminationcauses to thoseassociatedwithdenial of subscriber
access.

dhcp—Map internal identifiers forDHCP-specific terminationcauses toanumerical value.

l2tp—Map internal identifiers for L2TP-specific termination causes to a numerical value.

ppp—Map internal identifiers for PPP-specific termination causes to a numerical value.

radius value—Number that represents the termination cause in the RADIUS
Acct-Terminate-Cause attribute (49).

Range: 1 through 4,294,967,295
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service-shutdown—Limit selection of termination causes to those associated with
established service sessions independent of the parent subscriber session.

shutdown—Limit selection of termination causes to those associated with established
subscriber sessions.

vlan—Map internal identifiers forVLAN-specific termination causes toanumerical value.

term-reason—Internal identifier for the termination causes defined for the specified
protocol type.

For protocol-specific termination causes, see the following topics:

• AAA Termination Causes and Code Values on page 214

• DHCP Termination Causes and Code Values on page 216

• L2TP Termination Causes and Code Values on page 217

• PPP Termination Causes and Code Values on page 237

• VLAN Termination Causes and Code Values on page 245

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Session Termination Causes and RADIUS Termination Cause Codes

on page 211

• MappingSessionTerminationCauses toCustomTerminationCauseCodesonpage213
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tftp-server

Syntax tftp-server ip-address;

Hierarchy Level [edit access address-assignment pool pool-name family inet dhcp-attributes],
[edit access protocol-attributes attribute-set-name]

Release Information Statement introduced in Junos OS Release 9.0.

Description Specify the Trivial File Transfer Protocol (TFTP) server that the client uses to obtain the

client configuration file. This is equivalent to DHCP option 150.

Options ip-address—IP address of the TFTP server.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Address-Assignment Pools on page 621
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timeout (RADIUS)

Syntax timeout seconds;

Hierarchy Level [edit access radius-server server-address],
[edit access profile profile-name radius-server server-address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description Configure the amount of time that the local router or switch waits to receive a response

fromRADIUS authentication and accounting servers. You can override the timeout value

for accounting servers with the accounting-timeout statement.

NOTE: Tosuccessfully seta timeoutvalue for theaccountingserversdifferent
fromtheauthenticationservers. youmustconfigureboth theaccounting-retry

and accounting-timeout statements . If you configure only one of these

statements, then the value you configure is ignored in favor of the values
configured with the retry and timeout statements.

NOTE: Themaximum retry duration (the number of retries times the length
of the timeout) cannot exceed 2700 seconds. An errormessage is displayed
if you configure a longer duration.

Options seconds—Amount of time to wait.

Range: 1 through 1000 seconds

Default: 3 seconds

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring Router or Switch Interaction with RADIUS Servers on page 131

• Configuring Authentication and Accounting Parameters for Subscriber Access on

page 94

• Example: Configuring CHAP Authentication with RADIUS

• Configuring RADIUS Authentication for L2TP
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timeout (DHCP Local Server)

Syntax timeout timeout-value;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server reconfigure],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 reconfigure],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server group group-name reconfigure],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 group group-name reconfigure],

[edit logical-systems logical-system-name system services dhcp-local-server reconfigure],
[edit logical-systems logical-system-name system services dhcp-local-server dhcpv6
reconfigure],

[edit logical-systems logical-system-name system services dhcp-local-server group
group-name reconfigure],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpv6 group
group-name reconfigure],

[edit routing-instances routing-instance-namesystemservicesdhcp-local-server reconfigure],
[edit routing-instances routing-instance-name system services dhcp-local-server dhcpv6
reconfigure],

[edit routing-instances routing-instance-name system services dhcp-local-server group
group-name reconfigure],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpv6
group group-name reconfigure],

[edit system services dhcp-local-server reconfigure],
[edit system services dhcp-local-server dhcpv6 reconfigure],
[edit system services dhcp-local-server group group-name reconfigure],
[edit system services dhcp-local-server dhcpv6 group group-name reconfigure]

Release Information Statement introduced in Junos OS Release 10.0.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Support at the [edit ... dhcpv6 ...] hierarchy levels introduced in Junos OS Release 10.4.

Description Configure the initial value in seconds between attempts to reconfigure all DHCP clients

or only the DHCP clients serviced by the specified group of interfaces.

Options timeout-value—Initial retry timeout value.

Range: 1 through 10 seconds

Default: 2 seconds

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• ConfiguringDynamicClientReconfigurationofExtendedLocalServerClientsonpage332

• Configuring Dynamic Reconfiguration Attempts for DHCP Clients on page 334
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timeout (DHCP Local Server Leasequery)

Syntax timeout seconds;

Hierarchy Level [edit system services dhcp-local-server allow-bulk-leasequery],
[edit system services dhcp-local-server dhcpv6 allow-bulk-leasequery],
[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server ...],

[edit logical-systems logical-system-name system services dhcp-local-server ...],
[edit routing-instances routing-instance-name system services dhcp-local-server ...]

Release Information Statement introduced in Junos OS Release 16.1.

Description Specify the number of seconds that a connection on the TCP socket is idle before the

DHCP local server closes the connection. Closing inactive connections enables theDHCP

local server to more efficiently apply resources in support of active TCP connections.

Options seconds—Number of seconds the connection can be idle.

Range: 1 through 1000

Default: 120

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring and Using DHCP Bulk Leasequery on page 294
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timeout (DHCP Relay Agent Leasequery)

Syntax timeout seconds;

Hierarchy Level [edit forwarding-options dhcp-relay (leasequery | bulk-leasequery)],
[edit forwarding-options dhcp-relay dhcpv6 (leasequery | bulk-leasequery)],
[edit logical-systems logical-system-name ...],
[edit logical-systems logical-system-name routing-instances routing-instance-name ...],
[edit routing-instances routing-instance-name ...]

Release Information Statement introduced in Junos OS Release 16.1.

Description Specify thenumberof seconds thatDHCPrelayagentwaitsbefore resendinga leasequery

or bulk leasequery message to the DHCP servers when all servers have not responded

to a previous message.

Options seconds—Number of seconds.

Range: 1 through 10

Default: 10

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring and Using DHCP Individual Leasequery on page 291

• Configuring and Using DHCP Bulk Leasequery on page 294
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timeout-grace (RADIUSOptions)

Syntax time-out grace seconds;

Hierarchy Level [edit access radius-options]

Release Information Statement introduced in Junos OS Release 17.2.

Description Configure a grace period during which a RADIUS server that times out after failing to

respond to an authentication request is not considered to be down (if other servers are

available) or unreachable (if it is the only configured server). The server is marked as

down or unreachable only when it does not successfully respond to an authentication

request during the grace period and times out again after the period expires.

Youcanuse longgraceperiods togiveunresponsive serversmoreopportunities to respond

before abandoning them. You can use short grace periods to cause the router to declare

unresponsive servers down and direct requests to available servers sooner.

Options seconds—Duration of the server timeout grace period.

Range: 0 through 30

Default: 10

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Timeout Grace Period to Specify When RADIUS Servers Are Considered

Down or Unreachable on page 139

• Global RADIUS Options for Subscriber Access on page 8

• Configuring RADIUS Server Options for Subscriber Access on page 135
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token (DHCP Local Server)

Syntax token token-value;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server reconfigure],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 reconfigure],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server group group-name reconfigure],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 group group-name reconfigure],

[edit logical-systems logical-system-name system services dhcp-local-server reconfigure],
[edit logical-systems logical-system-name system services dhcp-local-server dhcpv6
reconfigure],

[edit logical-systems logical-system-name system services dhcp-local-server group
group-name reconfigure],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpv6 group
group-name reconfigure],

[edit routing-instances routing-instance-namesystemservicesdhcp-local-server reconfigure],
[edit routing-instances routing-instance-name system services dhcp-local-server dhcpv6
reconfigure],

[edit routing-instances routing-instance-name system services dhcp-local-server group
group-name reconfigure],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpv6
group group-name reconfigure],

[edit system services dhcp-local-server reconfigure],
[edit system services dhcp-local-server dhcpv6 reconfigure],
[edit system services dhcp-local-server group group-name reconfigure],
[edit system services dhcp-local-server dhcpv6 group group-name reconfigure]

Release Information Statement introduced in Junos OS Release 10.0.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Support at the [edit ... dhcpv6 ...] hierarchy levels introduced in Junos OS Release 10.4.

Description Configure a plain-text token for all DHCP clients or only the DHCP clients serviced by the

specified group of interfaces. The token enables rudimentary entity authentication to

protect against inadvertently instantiated DHCP servers. A null token (empty string)

indicates that the configuration token functionality is not enabled. A group configuration

takes precedence over a DHCP local server configuration. For more information about

tokens, see RFC 3118, Authentication for DHCPMessages, section 4.

Options token-value—Plain-text alphanumeric string.

Default: null (empty string)

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.
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Related
Documentation

• ConfiguringDynamicClientReconfigurationofExtendedLocalServerClientsonpage332

• Configuring a Token for DHCP Local Server Authentication on page 397

trace (DHCP Local Server)

Syntax trace;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 group group-name interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server group group-name interface interface-name],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpv6 group
group-name interface interface-name],

[edit logical-systems logical-system-name system services dhcp-local-server group
group-name interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 group group-name interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server group group-name interface interface-name],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpv6
group group-name interface interface-name],

[edit routing-instances routing-instance-name system services dhcp-local-server group
group-name interface interface-name],

[edit systemservicesdhcp-local-serverdhcpv6groupgroup-name interface interface-name],
[edit system services dhcp-local-server group group-name interface interface-name]

Release Information Statement introduced in Junos OS Release 10.4.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Enable trace operations for a group of interfaces or for a specific interfacewithin a group.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Tracing Extended DHCP Operations on page 875

• Tracing Extended DHCP Operations for Specific Interfaces on page 880
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trace (DHCP Relay Agent)

Syntax trace;

Hierarchy Level [edit forwarding-options dhcp-relay dhcpv6 group group-name interface interface-name],
[edit forwarding-options dhcp-relay group group-name interface interface-name],
[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpv6 group
group-name interface interface-name],

[edit logical-systems logical-system-name forwarding-optionsdhcp-relaygroupgroup-name
interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay dhcpv6 group group-name interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay group group-name interface interface-name],

[edit routing-instances routing-instance-name forwarding-optionsdhcp-relay dhcpv6group
group-name interface interface-name],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay group
group-name interface interface-name]

Release Information Statement introduced in Junos OS Release 10.4.

Support at the [edit ... dhcpv6] hierarchy levels introduced in Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.1 for EX Series switches.

Description Enable trace operations for a group of interfaces or for a specific interfacewithin a group.

Use the statement at the [edit ... dhcpv6] hierarchy levels to configure DHCPv6 support.

EX Series switches do not support DHCPv6.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring an Extended DHCP Relay Server on EX Series Switches (CLI Procedure)

• Tracing Extended DHCP Operations on page 875

• Tracing Extended DHCP Operations for Specific Interfaces on page 880
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traceoptions (ANCP)

Syntax traceoptions {
file filename <files number> <match regular-expression > <sizemaximum-file-size>
<world-readable | no-world-readable>;

flag flag <disable>;
level (all | error | info | notice | verbose | warning);
no-remote-trace;

}

Hierarchy Level [edit protocols ancp]

Release Information Statement introduced in Junos OS Release 9.4.

Description Define tracing operations for ANCP agent processes.

Options file filename—Nameof the file to receive the output of the tracing operation. Enclose the

namewithin quotation marks. All files are placed in the directory /var/log.

filesnumber—(Optional)Maximumnumber of trace files to create before overwriting the

oldest one. If you specify a maximum number of files, you also must specify a

maximum file size with the size option.

Range: 2 through 1000

Default: 3 files

flag flag—Tracing operation to perform. To specify more than one tracing operation,

includemultiple flag statements. Include the disable option after a flag to disable tracing

for that flag. You can include the following flags:

• all—Trace all operations.

• config—Trace configuration events.

• cos—Trace class-of-service events.

• general—Trace general flow.

• packet—Trace ANCP packet transmit and receive operations.

• process—Trace process internals.

• protocol—Trace protocol events.

• restart—Trace process restart flow

• routing-socket—Trace routing socket events.

• session—Trace connection events and flow.

• startup—Trace ANCP startup events and flow.

• subscriber—Trace subscriber events.

• timer—Trace timer processing.
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level—Level of tracing to perform. You can specify any of the following levels:

• all—Match all levels.

• error—Match error conditions.

• info—Match informational messages.

• notice—Match notice messages about conditions reqcliring special handling.

• verbose—Match verbosemessages.

• warning—Match warning messages.

Default: error

match regular-expression—(Optional) Refine the output to include lines that contain the

regular expression.

no-remote-trace—Disable remote tracing.

no-world-readable—(Optional) Disable unrestricted file access.

sizemaximum-file-size—(Optional)Maximumsizeofeach trace file.Bydefault, thenumber

entered is treated as bytes. Alternatively, you can include a suffix to the number to

indicatekilobytes (KB),megabytes (MB), or gigabytes (GB). If youspecifyamaximum

file size, you alsomust specify amaximumnumber of trace fileswith the filesoption.

Syntax: sizek to specify KB, sizem to specify MB, or sizeg to specify GB

Range: 10240 through 1073741824

Default: 128 KB

world-readable—(Optional) Enable unrestricted file access.

Required Privilege
Level

trace—To view this statement in the configuration.

trace-control—To add this statement to the configuration.

Related
Documentation

• Tracing ANCP Agent Operations for Subscriber Access on page 909
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traceoptions (DHCP)

Syntax traceoptions {
file filename <files number> <match regular-expression > <sizemaximum-file-size>
<world-readable | no-world-readable>;

flag flag;
level (all | error | info | notice | verbose | warning);
no-remote-trace;

}

Hierarchy Level [edit system processes dhcp-service]

Release Information Statement introduced in Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.1 for EX Series switches.

Description Define global tracing operations for extended DHCP local server and extended DHCP

relay agent processes.

This statement replaces the deprecated traceoptions statements at the [edit

forwarding-options dhcp-relay] and [edit system services dhcp-local-server] hierarchy

levels.

Options file filename—Name of the file to receive the output of the tracing operation. Enclose the

namewithin quotation marks. All files are placed in the directory /var/log.

filesnumber—(Optional)Maximumnumber of trace files to create before overwriting the

oldest one. If you specify a maximum number of files, you also must specify a

maximum file size with the size option.

Range: 2 through 1000

Default: 3 files

flag flag—Tracing operation to perform. To specify more than one tracing operation,

includemultiple flag statements:

• all—Trace all events.

• auth—Trace authentication events.

• database—Trace database events.

• fwd—Trace firewall process events.

• general—Tracemiscellaneous events.

• ha—Trace high availability-related events.

• interface—Trace interface operations.

• io—Trace I/O operations.

• liveness-detection—Trace liveness detection operations.

• packet—Trace packet and option decoding operations.
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• performance—Trace performancemeasurement operations.

• profile—Trace profile operations.

• rpd—Trace routing protocol process events.

• rtsock—Trace routing socket operations.

• security-persistence—Trace security persistence events.

• session-db—Trace session database events.

• state—Trace changes in state.

• statistics—Trace baseline statistics.

• ui—Trace user interface operations.

level—Level of tracing to perform; also known as severity level. The option you configure

enables tracing of events at that level and all higher (more restrictive) levels. You can

specify any of the following levels:

• all—Matchmessages of all levels.

• error—Match error messages.

• info—Match informational messages.

• notice—Match notice messages about conditions requiring special handling.

• verbose—Match verbosemessages. This is the lowest (least restrictive) severity level;

when you configure verbose, messages at all higher levels are traced. Therefore, the

result is the same as when you configure all.

• warning—Match warning messages.

Default: error

match regular-expression—(Optional) Refine the output to include lines that contain the

regular expression.

no-remote-trace—Disable remote tracing.

no-world-readable—(Optional) Disable unrestricted file access, allowing only the user

root and users who have the Junos OSmaintenance permission to access the trace

files.

sizemaximum-file-size—(Optional)Maximumsizeofeach trace file.Bydefault, thenumber

entered is treated as bytes. Alternatively, you can include a suffix to the number to

indicate kilobytes (maximum-file-sizek), megabytes (maximum-file-sizem), or

gigabytes (maximum-file-sizeg). If you specify a maximum file size, you also must

specify a maximum number of trace files with the files option.

Range: 10,240 through 1,073,741,824

Default: 128 KB

world-readable—(Optional) Enable unrestricted file access.
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Required Privilege
Level

trace—To view this statement in the configuration.

trace-control—To add this statement to the configuration.

Related
Documentation

• Tracing Extended DHCP Operations on page 875
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traceoptions (Diameter Base Protocol)

Syntax traceoptions {
file filename <files number> <match regular-expression > <sizemaximum-file-size>
<world-readable | no-world-readable>;

flag flag;
level (all | error | info | notice | verbose | warning);
no-remote-trace;

}

Hierarchy Level [edit system processes diameter-service]

Release Information Statement introduced in Junos OS Release 9.6.

Description Define tracing options for Diameter processes.

Options file filename—Name of the file to receive the output of the tracing operation. Enclose the

filename within quotation marks. All files are placed in the directory /var/log.

filesnumber—(Optional)Maximumnumber of trace files to create before overwriting the

oldest one. If you specify a maximum number of files, you also must specify a

maximum file size with the size option.

Range: 2 through 1000

Default: 3 files

flag flag—Tracing operation to perform. To specify more than one tracing operation,

includemultiple flag statements. You can include the following flags:

• all—Trace all operations

• application—Trace Diameter application interface events

• configuration—Trace configuration events

• daemon—Trace Diameter daemon level events

• diameter-instance—Trace Diameter instance events

• dne—Trace Diameter network element events

• framework—Trace Diameter framework events

• memory-management—Tracememory management events

• messages—Trace Diameter messages

• node—Trace Diameter node events

• peer—Trace Diameter peer events

level—Level of tracing to perform. You can specify any of the following levels:

• all—Match all levels.
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• error—Match error conditions.

• info—Match informational messages.

• notice—Match notice messages about conditions requiring special handling.

• verbose—Match verbosemessages.

• warning—Match warning messages.

match regular-expression—(Optional) Refine the output to include lines that contain the

regular expression.

no-remote-trace—Disable remote tracing.

no-world-readable—(Optional) Disable unrestricted file access.

sizemaximum-file-size—(Optional)Maximumsizeofeach trace file.Bydefault, thenumber

entered is treated as bytes. Alternatively, you can include a suffix to the number to

indicatekilobytes (KB),megabytes (MB), or gigabytes (GB). If youspecifyamaximum

file size, you alsomust specify amaximumnumber of trace fileswith the filesoption.

Syntax: sizek to specify KB, sizem to specify MB, or sizeg to specify GB

Range: 10240 through 1073741824

Default: 128 KB

world-readable—(Optional) Enable unrestricted file access.

Required Privilege
Level

trace—To view this statement in the configuration.

trace-control—To add this statement to the configuration.

Related
Documentation

• Tracing Diameter Base Protocol Processes for Subscriber Access on page 899
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traceoptions (Extensible Subscriber Services Manager)

Syntax traceoptions file file-name flag authentication | flag configuration | flag dictionary | flag fsm
| flag statistics | flag kernel | flag dynamic | flag database | flag op-script | flag general |
flag all

Hierarchy Level [edit system processes extensible-subscriber-services]

Release Information Statement introduced in Junos OS Release 15.1.

Description Configure the trace options for Extensible Subscriber ServicesManager. essmd supports

Junos OS daemon trace options.

Options traceoptions—Configure the trace options for Extensible Subscriber Services Manager.

file-name—Name of the trace file.

flag all—Configure trace settings for all operations.

flag authentication—Configure trace settings for authentication operations.

flag configuration—Configure trace settings for configuration operations.

flag database—Configure trace settings for database operations.

flag dictionary—Configure trace settings for dictionary operations.

flag dynamic—Configure trace settings for dynamic profile operations.

flag fsm—Configure trace settings for finite state machine operations.

flag general—Configure trace settings for general operations.

flag kernel—Configure trace settings for kernel state-change operations.

flag op-script—Configure trace settings for op script operations.

flag statistics—Configure trace settings for statistics-collection operations.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.
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traceoptions (Enhanced Subscriber Management)

Syntax traceoptions {
file filename <files number> <match regular-expression > <sizemaximum-file-size>
<world-readable | no-world-readable>;

flag flag <disable>;
level level;
no-remote-trace;

}

Hierarchy Level [edit system processes smg-service]

Release Information Statement introduced in Junos OS Release 15.1R3 on MX Series routers for enhanced

subscriber management.

Description Define tracing operations for the main enhanced subscriber management session

management process.

Options file filename—Nameof the file to receive the output of the tracing operation. Enclose the

namewithin quotation marks. All trace logs are stored in the directory

/var/log/bbesmgd.

filesnumber—(Optional)Maximumnumber of trace files to create before overwriting the

oldest one. If you specify a maximum number of files, you also must specify a

maximum file size with the size option.

Range: 2 through 1000

Default: 5 files

flag flag—Tracing operation to perform. To specify more than one tracing operation,

includemultiple flag statements. Include the disable option after a flag to disable tracing

for that flag. You can include the following flags:

• all—Trace all operations.

• auth—Trace general authentication events.

• autoconf—Trace autoconfiguration events.

• config—Trace configuration events.

• demux—Trace demultiplexing (demux) events.

• dhcp—Trace DHCP Server events.

• dprof—Trace dynamic profile events.

• interface—Trace interface events.

• io—Trace packet socket events.

• l2tp—Trace L2TP events.

• main—Tracemain operations.
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• net—Trace network processing events.

• ppp—Trace PPP events.

• pppoe—Trace PPPoE events.

• rpd—Trace routing protocol process events.

• rtsock—Trace routing socket events.

• service—Trace service events.

• session—Trace connection events and flow.

• stats—Trace statistics events.

• ucac—Trace universal call admission control events.

• ui—Trace user interface events.

• vbf—Trace variable-based forwarding events.

level level—Level of tracing to perform. You can specify any of the following levels:

• all—Match all levels.

• error—Match error conditions.

• info—Match informational messages.

• notice—Match notice messages about conditions reqcliring special handling.

• verbose—Match verbosemessages.

• warning—Match warning messages.

match regular-expression—(Optional) Refine the output to include lines that contain the

regular expression.

no-remote-trace—Disable remote tracing.

no-world-readable—(Optional) Disable unrestricted file access.

sizemaximum-file-size—(Optional)Maximumsizeofeach trace file.Bydefault, thenumber

entered is treated as bytes. Alternatively, you can include a suffix to the number to

indicatekilobytes (KB),megabytes (MB), or gigabytes (GB). If youspecifyamaximum

file size, you alsomust specify amaximumnumber of trace fileswith the filesoption.

Syntax: sizek to specify KB, sizem to specify MB, or sizeg to specify GB

Range: 10,240 through 1,073,741,824 bytes

Default: 128 KB

world-readable—(Optional) Enable unrestricted file access.

Required Privilege
Level

trace—To view this statement in the configuration.

trace-control—To add this statement to the configuration.

Copyright © 2018, Juniper Networks, Inc.1526

Broadband Subscriber Sessions Feature Guide



Related
Documentation

• Configuring Junos OS Enhanced Subscriber Management on page 611

• Configuring the Subscriber Management Database Trace Log Filename on page 886

1527Copyright © 2018, Juniper Networks, Inc.

Chapter 102: Configuration Statements



traceoptions (General Authentication Service)

Syntax traceoptions {
file filename <files number> <match regular-expression > <sizemaximum-file-size>
<world-readable | no-world-readable>;

filter {
user user@domain;

}
flag flag;
no-remote-trace;

}

Hierarchy Level [edit system processes general-authentication-service]

Release Information Statement introduced in Junos OS Release 9.0.

Description Configure tracing options for the general authentication service.

Options file filename—Name of the file to receive the output of the tracing operation. All files are

placed in the directory /var/log.

filesnumber—(Optional)Maximumnumber of trace files to create before overwriting the

oldest one. If you specify a maximum number of files, you also must specify a

maximum file size with the size option.

Range: 2 through 1000

Default: 3 files

filter—Additional filter to refine the output to display particular subscribers. Filtering

based on the following subscriber identifier simplifies troubleshooting in a scaled

environment.

• user user@domain—Username of a subscriber. Optionally use an asterisk (*) as a

wildcard to substitute for characters at the beginning or end of either term or both

terms.

flag flag—Tracing operation to perform. To specify more than one tracing operation,

includemultiple flag statements. You can include the following flags:

• address-assignment—Trace address-assignment pool events

• all—Trace all tracing operations

• configuration—Trace configuration events

• framework—Trace authentication framework events

• gx-plus—Trace Gx-Plus events

• jsrc—Trace JSRC events

• ldap—Trace LDAP authentication events
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• local-authentication—Trace local authentication events

• radius—Trace RADIUS authentication events

• user-access—Trace user access events, such as login, logout, and authenticate.

match regular-expression—(Optional) Refine the output to include lines that contain the

regular expression.

no-remote-trace—Disable remote tracing.

no-world-readable—(Optional) Disable unrestricted file access.

sizemaximum-file-size—(Optional)Maximumsizeofeach trace file.Bydefault, thenumber

entered is treated as bytes. Alternatively, you can include a suffix to the number to

indicatekilobytes (KB),megabytes (MB), or gigabytes (GB). If youspecifyamaximum

file size, you alsomust specify amaximumnumber of trace fileswith the filesoption.

Syntax: sizek to specify KB, sizem to specify MB, or sizeg to specify GB

Range: 10240 through 1073741824

Default: 128 KB

world-readable—(Optional) Enable unrestricted file access.

Required Privilege
Level

trace—To view this statement in the configuration.

trace-control—To add this statement to the configuration.

Related
Documentation

• Tracing General Authentication Service Processes on page 915
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traceoptions (Static Subscribers)

Syntax traceoptions {
file filename<files number> <match regular-expression > <sizemaximum-file-size>
<world-readable | no-world-readable>;

flag flag;
level (all | error | info | notice | verbose | warning);
no-remote-trace;

}

Hierarchy Level [edit logical-systems logical-system-name system processes static-subscribers],
[edit logical-systems logical-system-name routing-instances routing-instances-namesystem
processes static-subscribers],

[edit routing-instances routing-instances-name system processes static-subscribers],
[edit system processes static-subscribers]

Release Information Statement introduced in Junos OS Release 9.6.

Description Define tracing operations for static subscriber processes.

Options file filename—Nameof the file to receive the output of the tracing operation. Enclose the

namewithin quotation marks. All files are placed in the directory /var/log.

filesnumber—(Optional)Maximumnumber of trace files to create before overwriting the

oldest one. If you specify a maximum number of files, you also must specify a

maximum file size with the size option.

Range: 2 through 1000

Default: 3 files

flag flag—Tracing operation to perform. To specify more than one tracing operation,

includemultiple flag statements. You can include the following flags:

• all—Trace all operations.

• authentication—Trace authentication events.

• configuration—Trace configuration events.

• database—Trace database events.

• general—Trace general events.

• gres—Trace GRES events.

• profile—Trace dynamic profile events.

• rtsock—Trace routing socket events.

• statistics—Trace statistics events.

• subscriber—Trace subscriber events.

level—Level of tracing to perform. You can specify any of the following levels:
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• all—Match all levels.

• error—Match error conditions.

• info—Match informational messages.

• notice—Match notice messages about conditions requiring special handling.

• verbose—Match verbosemessages.

• warning—Match warning messages.

Default: error

match regular-expression—(Optional) Refine the output to include lines that contain the

regular expression.

no-remote-trace—(Optional) Disable remote tracing.

no-world-readable—(Optional) Disable unrestricted file access.

sizemaximum-file-size—(Optional)Maximumsizeofeach trace file.Bydefault, thenumber

entered is treated as bytes. Alternatively, you can include a suffix to the number to

indicatekilobytes (KB),megabytes (MB), or gigabytes (GB). If youspecifyamaximum

file size, you alsomust specify amaximumnumber of trace fileswith the filesoption.

Syntax: sizek to specify KB, sizem to specify MB, or sizeg to specify GB

Range: 10240 through 1073741824

Default: 128 KB

world-readable—(Optional) Enable unrestricted file access.

Required Privilege
Level

trace—To view this statement in the configuration.

trace-control—To add this statement to the configuration.

Related
Documentation

• Tracing Static Subscriber Operations on page 927
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traceoptions (Subscriber Management)

Syntax traceoptions {
file filename <files number> <match regular-expression > <sizemaximum-file-size>
<world-readable | no-world-readable>;

flag flag;
}

Hierarchy Level [edit system services subscriber-management]

Release Information Statement introduced in Junos OS Release 11.1.

Description Define tracing operations for subscriber management interface processes.

Options file filename—Name of the file to receive the output of the tracing operation. Enclose the

filename within quotation marks. All files are placed in the directory /var/log.

filesnumber—(Optional)Maximumnumber of trace files to create before overwriting the

oldest one. If you specify a maximum number of files, you also must specify a

maximum file size with the size option.

Range: 2 through 1000

Default: 3 files

flag flag—Tracing operation to perform. To specify more than one tracing operation,

includemultiple flag statements. You can include the following flags:

• all—Trace all operations.

• database—Trace database events.

• general—Trace general events.

• issu—Trace unified ISSU events.

• server—Trace server events.

• session-db—Trace session database interactions.

• ui—Trace user interface events.

match regular-expression—(Optional) Refine the output to include lines that contain the

regular expression.

no-world-readable—(Optional) Disable unrestricted file access.

sizemaximum-file-size—(Optional)Maximumsizeofeach trace file.Bydefault, thenumber

entered is treated as bytes. Alternatively, you can include a suffix to the number to

indicatekilobytes (KB),megabytes (MB), or gigabytes (GB). If youspecifyamaximum

file size, you alsomust specify amaximumnumber of trace fileswith the filesoption.

Syntax: sizek to specify KB, sizem to specify MB, or sizeg to specify GB

Range: 10240 through 1073741824
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Default: 128 KB

world-readable—(Optional) Enable unrestricted file access.

Required Privilege
Level

trace—To view this statement in the configuration.

trace-control—To add this statement to the configuration.

Related
Documentation

• TracingSubscriberManagementDatabaseOperationsforSubscriberAccessonpage885
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traceoptions (Subscriber Session Database Replication)

Syntax traceoptions {
file filename <files number> <match regular-expression > <sizemaximum-file-size>
<world-readable | no-world-readable>;

flag flag;
no-remote-trace;

}

Hierarchy Level [edit system services database-replication]

Release Information Statement introduced in Junos OS Release 9.3.

Description Define tracing operations for subscriber management session database replication

processes.

Options file filename—Name of the file to receive the output of the tracing operation. Enclose the

namewithin quotation marks. All files are placed in the directory /var/log.

filesnumber—(Optional)Maximumnumber of trace files to create before overwriting the

oldest one. If you specify a maximum number of files, you also must specify a

maximum file size with the size option.

Range: 2 through 1000

Default: 3 files

flag flag—Tracing operation to perform. To specify more than one tracing operation,

includemultiple flag statements. You can include the following flags:

• all—Trace all operations.

• database—Trace database events.

• general—Trace general flow.

• mirror—Tracemirroring events.

• replication—Trace database replication events.

• server—Trace server events.

• session-db—Trace session database interactions.

• ui—Trace user interface events.

match regular-expression—(Optional) Refine the output to include lines that contain the

regular expression.

no-remote-trace—Disable remote tracing.

no-world-readable—(Optional) Disable unrestricted file access.
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sizemaximum-file-size—(Optional)Maximumsizeofeach trace file.Bydefault, thenumber

entered is treated as bytes. Alternatively, you can include a suffix to the number to

indicatekilobytes (KB),megabytes (MB), or gigabytes (GB). If youspecifyamaximum

file size, you alsomust specify amaximumnumber of trace fileswith the filesoption.

Syntax: sizek to specify KB, sizem to specify MB, or sizeg to specify GB

Range: 10240 through 1073741824

Default: 128 KB

world-readable—(Optional) Enable unrestricted file access.

Required Privilege
Level

trace—To view this statement in the configuration.

trace-control—To add this statement to the configuration.

Related
Documentation

• Tracing Subscriber Management Session Database Replication Operations for

Subscriber Access on page 891

transport (Diameter Base Protocol)

Syntax transport transport-name {
address;
logical-system logical-system-name <routing-instance routing-instance-name >;
routing-instance routing-instance-name

}

Hierarchy Level [edit diameter]

Release Information Statement introduced in Junos OS Release 11.2.

Description Configure theDiameter instanceand the local IP address for theDiameter local transport

connection.

Options transport-name—Name of the transport.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Diameter on page 764

• Configuring the Diameter Transport on page 767
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transport (Diameter Peer)

Syntax transport transport-name;

Hierarchy Level [edit diameter peer peer-name connect-actively]

Release Information Statement introduced in Junos OS Release 11.2.

Description Specify the transport layer connection to be used for establishing active connections to

the peer.

Default The transport is defined in the default logical system andmaster routing instance.

Options transport-name—Name of the transport.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Diameter on page 764

• Configuring Diameter Peers on page 765
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traps

Syntax (traps | no-traps);

Hierarchy Level [edit dynamic-profiles profile-name interfaces interface-name],
[edit interfaces interface-name],
[edit interfaces interface-name unit logical-unit-number],
[edit interfaces interface-range name],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.2 for ACX Series Universal Access Routers.

Support at the [edit dynamic-profiles profile-name interfacesinterface-name]hierarchy

level introduced in JunosOSRelease 15.1R3 onMXSeries routers for enhanced subscriber

management.

Description Enable or disable the sending of Simple Network Management Protocol (SNMP)

notifications when the state of the connection changes.

(Enhancedsubscribermanagement forMXSeries routers)ToenableSNMPnotifications,

youmust first configure the interface-mib statement at the [edit dynamic-profiles

profile-name interfaces interface-name] hierarchy level. If interface-mib is not configured,

the traps statement has no effect.

BEST PRACTICE: To achievemaximum performance when enhanced
subscriber management is enabled, we recommend that you not enable
SNMP notifications on all dynamic subscriber interfaces.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Enabling or Disabling SNMP Notifications on Physical Interfaces

• Enabling or Disabling SNMP Notifications on Logical Interfaces
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trigger (DHCP Local Server)

Syntax trigger {
radius-disconnect;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server reconfigure],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 reconfigure],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server group group-name reconfigure],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 group group-name reconfigure],

[edit logical-systems logical-system-name system services dhcp-local-server reconfigure],
[edit logical-systems logical-system-name system services dhcp-local-server dhcpv6
reconfigure],

[edit logical-systems logical-system-name system services dhcp-local-server group
group-name reconfigure],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpv6 group
group-name reconfigure],

[edit routing-instances routing-instance-namesystemservicesdhcp-local-server reconfigure],
[edit routing-instances routing-instance-name system services dhcp-local-server dhcpv6
reconfigure],

[edit routing-instances routing-instance-name system services dhcp-local-server group
group-name reconfigure],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpv6
group group-name reconfigure],

[edit system services dhcp-local-server reconfigure],
[edit system services dhcp-local-server dhcpv6 reconfigure],
[edit system services dhcp-local-server group group-name reconfigure],
[edit system services dhcp-local-server dhcpv6 group group-name reconfigure]

Release Information Statement introduced in Junos OS Release 10.0.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Support at the [edit ... dhcpv6 ...] hierarchy levels introduced in Junos OS Release 10.4.

Description Configure behavior in response to a trigger for all DHCP clients or only the DHCP clients

serviced by the specified group of interfaces.

The remaining statement is explained separately. See CLI Explorer.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• ConfiguringDynamicClientReconfigurationofExtendedLocalServerClientsonpage332

• Configuring Reconfiguration of the Client on Receipt of RADIUS-Initiated Disconnect

on page 336

• radius-disconnect on page 1399
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trigger (DHCP Relay Agent Leasequery)

Syntax trigger automatic;

Hierarchy Level [edit forwarding-options dhcp-relay dhcpv6 bulk-leasequery],
[edit logical-systems logical-system-name ...],
[edit logical-systems logical-system-name routing-instances routing-instance-name ...],
[edit routing-instances routing-instance-name ...]

Release Information Statement introduced in Junos OS Release 16.1.

Description Specify the event that triggers DHCPv6 relay agent to send bulk leasequery messages

to the DHCPv6 servers in the logical system/routing instance. The trigger initiates the

bulk leasequery configuration parameters you specify in the DHCPv6 relay agent

configuration. The optional event support is in addition to the default CLI command

support.

Options automatic—Specify that theDHCPv6relayagentalwayssendsabulk leasequerymessage
whenever the jdhcpdaemon is startedor restartedandtherearenoboundsubscribers

in the session database. The automatic trigger updates the DHCP relay agent’s

binding information for clients associated with the requesting DHCPv6 relay agent.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring and Using DHCP Bulk Leasequery on page 294
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trio-flow-offload

Syntax trio-flow-offloadminimum-bytesminimum-bytes;

Hierarchy Level [edit interfaces interface-name services-options]

Release Information Statement introduced in Junos OS Release 12.1.

Description Enable any plug-in or daemon on a PIC to generate a request to off-load flows to the

Packet Forwarding Engine. This command is available onMXSeries routerswithModular

Port Concentrators (MPCs) and Modular Interface Cards (MICs).

NOTE: This feature is not supported for Broadband Edge subscribers (given
that service PIC off load is not available with aggregate Ethernet (AE).

Options minimum-bytes—Minimum number of bytes that trigger offloading. When this option is

omitted, offloading is triggered when both the forward and reverse flows of the

session have begun, meaning that at least one packet has flowed in each direction.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Flow Offloading
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trust-option-82

Syntax trust-option-82;

Hierarchy Level [edit forwarding-options dhcp-relay overrides],
[edit forwarding-options dhcp-relay group group-name overrides],
[edit logical-systems logical-system-name forwarding-options dhcp-relay overrides],
[edit logical-systems logical-system-name forwarding-optionsdhcp-relaygroupgroup-name
overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay group group-name overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay overrides],
[edit routing-instances routing-instance-name forwarding-options dhcp-relay group
group-name overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay group
group-name interface interface-name overrides]

Release Information Statement introduced in Junos OS Release 8.3.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Enable processing of DHCP client packets that have a gateway IP address (giaddr) of 0

(zero) and contain option 82 information. By default, the DHCP relay agent treats such

packets as if they originated at an untrusted source, and drops themwithout further

processing.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Trusting Option 82 Information on page 370

• Overriding the Default DHCP Relay Configuration Settings on page 348
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tunnel-profile (DomainMap)

Syntax tunnel-profile profile-name;

Hierarchy Level [edit access domainmap domain-map-name]

Release Information Statement introduced in Junos OS Release 10.4.

Description Tunnel profile that provides definitions for tunnels associated with the domain map.

Options profile-name—Name of tunnel profile.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Specifying a Tunnel Profile in a Domain Map on page 199

• Configuring a Tunnel Profile for Subscriber Access

underlying-interface (ANCP)

Syntax underlying-interface underlying-interface-name;

Hierarchy Level [edit protocols ancp interfaces interface-set interface-set-name]

Release Information Statement introduced in Junos OS Release 12.2.

Description Configure the underlying interface on which the VLAN demux interface is running. The

VLAN demux interface is the underlying interface for the PPPoE sessions controlled by

ANCP.

Options underlying-interface-name—Name of the underlying interface.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the ANCP Agent on page 684

• Associating anAccessNodewith Subscribers for ANCPAgentOperations on page687
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unique-nas-port

Syntax unique-nas-port {
chassis-id chassis-id;
chassis-id-width chassis-id-width;

}

Hierarchy Level [edit access radius-options]

Release Information Statement introduced in Junos OS Release 15.1.

Description Configure the router toprovideauniquevalue for theNAS-Portattribute (RADIUSattribute

5) of each subscriber. You can configure aNAS-Port value that is uniquewithin the router

only, or unique across the different MX routers in the network.

Options chassis-id—Value for the chassis-id part of NAS-Port attribute. To ensure that NAS-Port
values are unique across all MX series routers in the network, youmust specify a

unique chassis-id for each MX router.

Range: 0-127 bits

chassis-id-width—Number of bits used to uniquely identify the chassis across the MX
series routers in the network. All routers must use the same chassis-id-width. If you

do not configure a chassis-id-width, the resultingNAS-Port attribute is uniquewithin

the router only.

Range: 1-7 bits

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Enabling UniqueNAS-Port Attributes (RADIUSAttribute 5) for Subscribers on page 73
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unit (Dynamic Profiles Standard Interface)

Syntax unit logical-unit-number {
actual-transit-statistics;
auto-configure {
agent-circuit-identifier {
dynamic-profile profile-name;

}
line-identity {
include {
accept-no-ids;
circuit-id;
remote-id;

}
dynamic-profile profile-name;

}
}
dial-options {
ipsec-interface-id name;
l2tp-interface-id name;
(shared | dedicated);

}
encapsulation (atm-ccc-cell-relay | atm-ccc-vc-mux | atm-cisco-nlpid | atm-tcc-vc-mux
| atm-mlppp-llc | atm-nlpid | atm-ppp-llc | atm-ppp-vc-mux | atm-snap | atm-tcc-snap
| atm-vc-mux | ether-over-atm-llc | ether-vpls-over-atm-llc | ether-vpls-over-fr |
ether-vpls-over-ppp | ethernet | frame-relay-ccc | frame-relay-ppp | frame-relay-tcc |
frame-relay-ether-type | frame-relay-ether-type-tcc |multilink-frame-relay-end-to-end
| multilink-ppp | ppp-over-ether | ppp-over-ether-over-atm-llc | vlan-bridge | vlan-ccc |
vlan-vci-ccc | vlan-tcc | vlan-vpls);

family family {
access-concentrator name;
address address;
direct-connect;
duplicate-protection;
dynamic-profile profile-name;
filter {
adf {
counter;
input-precedence precedence;
not-mandatory;
output-precedence precedence;
rule rule-value;

}
input filter-name {
precedence precedence;
shared-name filter-shared-name;

}
output filter-name {
precedence precedence;
shared-name filter-shared-name;

}
}
max-sessions number;
max-sessions-vsa-ignore;
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rpf-check {
fail-filter filter-name;
mode loose;

}
service {
input {
service-set service-set-name {
service-filter filter-name;

}
post-service-filter filter-name;

}
input-vlan-map {
inner-tag-protocol-id tpid;
inner-vlan-id number;
(push | swap);
tag-protocol-id tpid;
vlan-id number;

}
output {
service-set service-set-name {
service-filter filter-name;

}
}
output-vlan-map {
inner-tag-protocol-id tpid;
inner-vlan-id number;
(pop | swap);
tag-protocol-id tpid;
vlan-id number;

}
}
service-name-table table-name
short-cycle-protection <lockout-time-minminimum-seconds lockout-time-max
maximum-seconds>;

unnumbered-address interface-name <preferred-source-address address>;
keepalives {
interval seconds;
}

ppp-options {
chap;
pap;

}
vlan-id number;
vlan-tags outer [tpid].vlan-id [inner [tpid].vlan-id];

}
filter {
input filter-name {
shared-name filter-shared-name;

}
output filter-name {
shared-name filter-shared-name;

}
}
host-prefix-only;
service {
pcef pcef-profile-name {
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activate rule-name | activate-all;
}

}
}

Hierarchy Level [edit dynamic-profiles profile-name interfaces interface-name]

Release Information Statement introduced in Junos OS Release 9.2.

Description Configure a logical interfaceon thephysical device. Youmust configure a logical interface

to be able to use the physical device.

Options logical-unit-number—The specific unit number of the interface you want to assign to the

dynamic profile, or one of the following predefined variables:

• $junos-underlying-interface-unit—For staticVLANs, theunit number variable. Thestatic

unit number variable is dynamically replaced with the client unit number when the

client sessionbegins. The client unit number is specifiedby theDHCPwhen it accesses

the subscriber network.

• $junos-interface-unit—TheunitnumbervariableonadynamicunderlyingVLAN interface

forwhich youwant toenable thecreationofdynamicVLANsubscriber interfacesbased

on the ACI.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• ConfiguringDynamicUnderlyingVLAN Interfaces toUseAgentCircuit Identifier Information

• Configuring Static Underlying VLAN Interfaces to Use Agent Circuit Identifier Information

• Agent Circuit Identifier-Based Dynamic VLANs Overview
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update-interval

Syntax update-intervalminutes;

Hierarchy Level [edit access profile profile-name accounting]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 9.1 for EX Series switches.

Description Enable interim accounting updates and configure the amount of time that the router or

switch waits before sending a new accounting update.

Interimaccountingupdatesare included in theexchangeofmessagesbetween theclient

and the accounting server. In RADIUS accounting, the client is the network access server

(NAS),which canbe the router or switch. TheNAS sendsAccounting-Requestmessages

to the server, which acknowledges receipt of the requests with Accounting-Response

messages. Interim accounting updates are sent in Accounting-Request packets with the

Acct-Status-Type attribute set to Interim-Update.

Whenauser isauthenticated, theauthenticationserver issuesanAccess-Acceptmessage

in response to a successful Access-Request message. The interval between interim

updates can be configured directly on the server using theAcct-Interim-Interval attribute

of the Access-Accept message. However, if the update interval is configured on the NAS

using update-interval, then the locally configured value overrides the value found in an

Access-Accept message from the server.

NOTE: All information in an interim updatemessage is cumulative from the
beginning of the session, not from the last interim updatemessage.

Default No interim updates are sent from the client to the accounting server.

Options minutes—Amount of time between updates, in minutes. All values are rounded to the

next higher multiple of 10. For example, the values 811 through 819 are all accepted

by the CLI, but are all rounded up to 820.

Range: 10 through 1440minutes

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Authentication and Accounting Parameters for Subscriber Access on

page 94

• Configuring Immediate Interim Accounting Updates to RADIUS in Response to ANCP

Notifications on page 732
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update-interval (Service Accounting)

Syntax update-intervalminutes;

Hierarchy Level [edit access profile profile-name service accounting]

Release Information Statement introduced in Junos OS Release 14.2R1 for MX Series routers.

Description Enable service interim accounting updates and configure the amount of time that the

router waits before sending a new service accounting update.

NOTE: An update interval value configured in the RADIUS attribute,
Service-Interim-Acct-Interval (VSA 26–140), takes precedence over the
value configured with this statement. In turn, the value configured with this
statement takes precedence over the interval value configured at the [edit

accounting-options flat-file-profile profile-name] hierarchy level.

Default No updates

Options minutes—Amount of time between updates, in minutes. All values are rounded up to the

next higher multiple of 10. For example, the values 811 through 819 are all accepted

by the CLI, but are all rounded up to 820.

Range: 10 through 1440minutes

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Service Interim Accounting on page 122

• Processing Cisco VSAs in RADIUSMessages for Service Provisioning on page 179

• Configuring Service Accounting in Local Flat Files
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update-response-timeout (PCRF Partition)

Syntax update-response-timeout seconds;

Hierarchy Level [edit access pcrf partition partition-name]

Release Information Statement introduced in Junos OS Release 16.2.

Description Configure the amount of time in seconds before a Policy and Charging Rule Function

(PCRF) partition stops attempting to send an updated rule report response using a

CCR-GX-Umessage. Use this statement if you added or deleted rules in either the

subscriber login using a CCA-GX-I message, or the reauthorization request using a

RAR-GX-Umessage, and configured rule reporting,

The last rule report may be preempted by the subscriber logging out too soon. Use this

statement to control the amount of time to allow the system to send the last rule report.

Options seconds—Number of seconds to wait before a PCRF partition stops attempting to send
an updated rule report response using a CCR-GX-Umessage.

Default: 300

Range: 0 through 86,400 seconds (24 hours)

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring the PCRF Partition on page 820

• PolicyandChargingEnforcementFunctionOverviewforBroadbandWirelineSubscribers

on page 790

• Understanding Gx Interactions Between the Router and the PCRF on page 794

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807

• Understanding Upstream and DownstreamMessages for the PCRF on page 813
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upstream-rate (Traffic Shaping)

Syntax upstream-rate rate;

Hierarchy Level [edit dynamic-profiles profile-name interfaces $junos-interface-ifd-name unit
$junos-interface-unit advisory-options],

[edit dynamic-profiles profile-name interfaces interface-set $junos-interface-set-name
interface $junos-interface-ifd-name advisory-options],

[edit interfaces demux0 unit logical-unit-number advisory-options],
[edit interfaces interface-name logical-unit-number advisory-options]

Release Information Statement introduced in Junos OS Release 11.4.

Support at the [edit interfaces demux0 ...] hierarchy level introduced in JunosOSRelease

12.2.

Support at the [edit dynamic-profiles ...] hierarchy level introduced in Junos OS Release

13.1.

Description Specify a recommended shaping rate to be applied to upstream traffic on an interface.

For ANCP interfaces, this configured rate is used as the default value for the Juniper VSA

Upstream-Calculated-Qos-Rate(26-142)whenthe routerhasnot receivedandprocessed

the attributes from the access node.

For L2TP, the rate is configured on an underlying PPPoE logical interface for a subscriber

onanMXSeries router actingasaLAC.When the subscriber is tunneled, this rate, referred

to as speed for L2TP, is sent to the LNS in the ICCNmessage as AVP 38.

Options rate—Traffic rate in bits per second.

Range: 1000 through 4,294,967,295 bits per second

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Setting a Recommended Shaping Rate for Traffic on ANCP Interfaces on page 722

• Configuring the ANCP Agent on page 684

• Configuring the Method to Derive the LAC Connection Speeds Sent to the LNS
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use-interface-description

Syntax use-interface-description (logical | device);

Hierarchy Level [edit forwarding-options dhcp-relay dhcpv6 (relay-agent-interface-id |
relay-agent-remote-id)],

[edit forwarding-options dhcp-relay dhcpv6 group group-name (relay-agent-interface-id |
relay-agent-remote-id)],

[edit forwarding-options dhcp-relay relay-option-82 (circuit-id | remote-id)],
[edit forwarding-options dhcp-relay group group-name relay-option-82 (circuit-id |
remote-id)],

[edit logical-systems logical-system-name ... forwarding-options dhcp-relay dhcpv6
(relay-agent-interface-id | relay-agent-remote-id)],

[edit logical-systems logical-system-name ... forwarding-optionsdhcp-relay ... relay-option-82
(circuit-id | remote-id)],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay dhcpv6
(relay-agent-interface-id | relay-agent-remote-id)],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay ...
relay-option-82 (circuit-id | remote-id)],

[edit vlans vlan-name forwarding-options dhcp-security dhcpv6-options option-18],
[edit vlans vlan-name forwarding-options dhcp-security dhcpv6-options option-37]

Release Information Statement introduced in Junos OS Release 9.6.

Support at the [edit ... dhcpv6] hierarchy levels introduced in Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.3 for EX Series switches.

Support at the [edit ... relay-agent-remote-id] and [edit ... remote-id] hierarchy levels

introduced in Junos OS Release 14.1.

Support at the [edit vlans vlan-name dhcp-security dhcpv6-options option-18] and [edit

vlans vlan-name dhcp-security dhcpv6-options option-37] hierarchy levels introduced in

Junos OS Release 14.1X53-D10 for EX Series switches.

Description Use the textual interface description instead of the interface identifier in the DHCP base

option 82 Agent Circuit ID (suboption 1) or Agent Remote ID (suboption 2) information,

or in the DHCPv6 option 18 (Relay Agent Interface ID) or option 37 (Relay Agent Remote

ID) information in DHCP packets that the DHCP relay agent sends to a DHCP server.

NOTE: For integrated routing and bridging (IRB) interfaces, the option 82
fieldmust be able to uniquely identify the incoming interface based on either
the Agent Circuit ID or Agent Remote ID. You canmodify the information in
the textual interface description tomatch the raw IFD (physical interface
withoutasubunit)nameandconfigure theoption82 field touse the interface
description.

The textualdescription is configuredusing thedescription statementat the [edit interfaces

interface-name] hierarchy level. If you specify that the textual description be used and

no description is configured for the interface, DHCP relay defaults to using the Layer 2

interface name. When you use the interface description rather than the interface name,
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the interfacedescriptionhas tobespecifiedunder interfaceunit ("set interfacesge-0/0/0

unit 0 description "client"). If you do not do this, then the interface name is used.

In the case of integrated routing and bridging (IRB) interfaces, the textual description of

the Layer 2 interface is used instead of the IRB interface. If there is no description

configured, the Layer 2 logical interface name is used. To include the IRB interface

description instead of the Layer 2 interface description, configure the

use-interface-description and the no-vlan-interface-name statements. If no description

is configured for the IRB interface, DHCP relay defaults to using the IRB interface name.

NOTE: The use-interface-description statement is mutually exclusive with

the use-vlan-id statement.

If you specify the textual interface description, rather than accepting the default syntax,

the identification is for packets returned from the server, and only for instances where

that identificationwouldbe requiredby theDHCP relay, suchasa statelesspass-through.

NOTE: By default, DHCP relay accepts amaximum of 253 ASCII characters.
If the textual interfacedescription exceeds 253 characters, DHCP relay drops
the packet, which results in the DHCP client failing to bind.

Options logical—Use the textual description that is configured for the logical interface.

device—Use the textual description that is configured for the device interface.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Including a Textual Description in DHCP Options on page 378

• Using DHCP Relay Agent Option 82 Information on page 373

• Configuring DHCPv6 Relay Agent Options on page 490
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user-name-include (OCS Partition)

Syntax user-name-include{
base-interface-name;
delimiter delimiter-character;
domain-namemy-domain;
interface-name;
mac-address;
nas-port-id;
origin-host;
origin-realm;
user-name;
user-prefix pref;

}

Hierarchy Level [edit access ocs partition partition-name]

Release Information Statement introduced in Junos OS Release 16.2.

Description Configure the username identification to be used in an Online Charging Function (OCS)

partition. You can configure a data string to include the following options.

Options base-interface-name—Use the physical or underlying interface name. If both the
underlying interfaceand theclient applicationperformauthentication, authorization,

and provisioning, the identification attributes in the server requests enable the AAA

or PCRF server to make an association between the two entities.

delimiter delimiter-character—Use the specified character as the delimiter between the
concatenated components of the user-name-include statement. You cannot use

the semicolon (;) as a delimiter.

Default: @

domain-namemy-domain—Use the specified domain name that is concatenated with
the user-name-include statement during the subscriber identification process.

interface-name—Usethe interfacenamethat isconcatenatedwith theuser-name-include
statement during the subscriber identification process; for example, demux0.

mac-address—Use the client hardware address (chaddr) from the incomingpacket that

is concatenated with the user-name-include statement during the subscriber

identification process.

nas-port-id—Use the NAS-Port-ID (RADIUS attribute 87), which identifies the physical
interface that subscriber management uses to identify users that is concatenated

with the user-name-include statement during the subscriber identification process.

By default, the NAS-Port-ID includes the interface-description value that describes

the physical interface.

origin-host—Use the name of the host that originates the Diameter message that is
concatenated with the user-name-include statement during the subscriber
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identification process. Supplied as the value of Origin-Host AVP for all messages

sent by the Diameter master instance.

origin-realm—Use the realm of the host that originates the Diameter message that is

concatenated with the user-name-include statement during the subscriber

identification process. Supplied as the value of Origin-Realm AVP for all messages

sent by the Diameter master instance.

user-name—(Included in theuser-name-include statementbydefault)Use theusername
that is concatenated with the user-name-include statement during the subscriber

identification process.

user-prefix prefix—Use the specified user prefix that is concatenated with the
user-name-include statement during the subscriber identification process.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring the OCS Partition on page 816

• 3GPP Policy and Charging Control Overview for Wireline Provisioning and Accounting

on page 787

• PolicyandChargingEnforcementFunctionOverviewforBroadbandWirelineSubscribers

on page 790

• Understanding Gy Interactions Between the Router and the OCS on page 802

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807
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use-option-82

Syntax use-option-82 <strict>;

Hierarchy Level [edit forwarding-options dhcp-relay dhcpv6 (relay-agent-interface-id |
relay-agent-remote-id)],

[edit forwarding-options dhcp-relay dhcpv6 group group-name (relay-agent-interface-id |
relay-agent-remote-id)],

[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpv6 ...
(relay-agent-interface-id | relay-agent-remote-id)],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay dhcpv6 ... (relay-agent-interface-id |
relay-agent-remote-id)],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay dhcpv6 ...
(relay-agent-interface-id |relay-agent-remote-id)]

Release Information Statement introduced in Junos OS Release 13.2.

Support at the [...relay-agent-remote-id] hierarchy level introduced in Junos OS Release

15.1.

Description For the relay-agent-interface-id statement, specify that in dual-stack environments, the

DHCPv6 relay agent uses an Interface-ID option (option 18) that is basedon theDHCPv4

relayagent informationoption (option82).Whenyou include this statement, theDHCPv6

relay agent checks for the option 82Agent Circuit-ID suboption (suboption 1) and inserts

it into the outgoing RELAY-FORWmessage.

For the relay-agent-remote-id statement, specify that in dual-stack environments, the

DHCPv6 relay agent uses a Remote-ID option (option 37) that is based on the DHCPv4

relayagent informationoption (option82).Whenyou include this statement, theDHCPv6

relay agent checks for the option 82 Remote-ID suboption (suboption 2) and inserts it

into the outgoing RELAY-FORWmessage.

Options strict—(Optional) (relay-agent-remote-id only) The router drops Solicit messages that

do not include a DHCPv4 Remote-ID (option 82 suboption 2). If you do not specify

the strict keyword, the router sends the RELAY-FORWmessage without adding

option 37.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Using DHCP Relay Agent Option 82 Information on page 373

• Inserting DHCPv6 Interface-ID Option (Option 18) In DHCPv6 Packets on page 492
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use-primary (DHCP Relay Agent)

Syntax use-primary primary-profile-name;

Hierarchy Level [edit forwarding-options dhcp-relay dhcpv6 dynamic-profile profile-name],
[edit forwarding-options dhcp-relay dynamic-profile profile-name],
[edit forwarding-optionsdhcp-relaydhcpv6group group-namedynamic-profileprofile-name],
[edit forwarding-optionsdhcp-relaydual-stack-groupdual-stack-group-namedynamic-profile
profile-name],

[edit forwarding-options dhcp-relay group group-name dynamic-profile profile-name],
[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpv6
dynamic-profile profile-name],

[edit logical-systems logical-system-name forwarding-options dhcp-relay dynamic-profile
profile-name],

[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpv6 group
group-name dynamic-profile profile-name],

[edit logical-systems logical-system-name forwarding-optionsdhcp-relaygroupgroup-name
dynamic-profile profile-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay dhcpv6 dynamic-profile profile-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay dynamic-profile profile-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay dhcpv6 group group-name dynamic-profile profile-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay group group-name dynamic-profile profile-name],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay dhcpv6
dynamic-profile profile-name],

[edit routing-instances routing-instance-name forwarding-optionsdhcp-relaydynamic-profile
profile-name],

[edit routing-instances routing-instance-name forwarding-optionsdhcp-relaydhcpv6group
group-name dynamic-profile profile-name],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay group
group-name dynamic-profile profile-name]

Release Information Statement introduced in Junos OS Release 9.3.

Support at the [edit ... dhcpv6] hierarchy levels introduced in Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.1 for EX Series switches.

Support at the [edit ... dual-stack-groupdual-stack-group-name]hierarchy level introduced

in Junos OS Release 15.1.

Description Specify the dynamic profile to configure as the primary dynamic profile. The primary

dynamic profile is instantiated when the first subscriber logs in. Subsequent subscribers

are not assigned the primary dynamic profile; instead, they are assigned the dynamic

profile specified for the interface. When the first subscriber logs out, the next subscriber

that logs in is assigned the primary dynamic profile.

Use the statement at the [edit ... dhcpv6] hierarchy levels to configure DHCPv6 support.

EX Series switches do not support DHCPv6.
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Options primary-profile-name—Name of the dynamic profile to configure as the primary dynamic

profile

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Attaching Dynamic Profiles to DHCP Subscriber Interfaces or DHCP Client Interfaces

use-underlying-interface-mac

Syntax use-underlying-interface-mac

Hierarchy Level [edit system demux-options]

Release Information Statement introduced in Junos OS Release 17.3R1.

Description Configure the software to use the same link-local address for both interfaces when you

are using Router Advertisement for IPv6 subscribers on dynamic demux interfaces that

run over underlying static demux interfaces. In this case, the link-local address for the

underlying interface should be based the MAC address of the underlying interface.

This statementcauses thesystemtoassignanaddressusing the64-bitExtendedUnique

Identifier (EUI-64) as described in RFC 2373.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring the IPv6 Link-Local Address for Dynamic Demux Interfaces over Static

Demux VLAN Interfaces on page 522
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use-vlan-id

Syntax use-vlan-id;

For Platformswith
Enhanced Layer 2
Software (ELS)

[edit forwarding-options helpers bootp dhcp-option82-circuit-id]
[edit forwarding-options helpers bootp interface interface-name dhcp-option82-circuit-id]

For MX Series
Platforms

[edit bridge-domains bridge-domain-name forwarding-options dhcp-security option-82
circuit-id]

Release Information Statement introduced in Junos OS Release 9.3 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Hierarchy level [edit vlans vlan-name forwarding-options dhcp-security] introduced in

Junos OS Release 13.2X50-D10. (See Getting Started with Enhanced Layer 2 Software for

information about ELS.)

Hierarchy level [editbridge-domainsbridge-domain-name forwarding-optionsdhcp-security]

introduced in Junos OS Release 14.1 for the MX Series.

NOTE: The EX Series switches that support the use-vlan-id statement are

the EX4300, EX4600, and EX9200 switches.

Description Use the VLAN ID rather than the VLAN name (the default) in the circuit ID or remote ID

value in the DHCP option 82 information.

NOTE: The use-vlan-id statement is mutually exclusive with the

use-interface-description and no-vlan-interface-name statements.

The use-vlan-id statement only applies to interfaces in a bridge domain. The format of

the Agent Circuit ID or Agent Remote ID information for Fast Ethernet or Gigabit Ethernet

interfaces is as follows:

(fe | ge)-fpc/pic/port.subunit:svlan_id-vlan_id

NOTE: The subunit is required and used to differentiate the interface for
remote systems, and svlan_id-vlan_id represents the VLANs associatedwith
the bridge domain.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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Related
Documentation

• Example: SettingUpDHCPOption82withaSwitchwithNoRelayAgentBetweenClients

and a DHCP Server

• Example: Setting Up DHCP Option 82 with a Switch as a Relay Agent Between Clients

and a DHCP Server

• Setting Up DHCP Option 82 on the Switch with No Relay Agent Between Clients and

DHCP Server (CLI Procedure)

• SettingUpDHCPOption 82with the Switch as aRelay Agent BetweenClients andDHCP

Server (CLI Procedure)

• RFC 3046,DHCP Relay Agent Information Option, at http://tools.ietf.org/html/rfc3046.
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user-prefix (DHCP Local Server)

Syntax user-prefix user-prefix-string;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 group group-nameauthentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server group group-name authentication username-include],

[edit logical-systems logical-system-namesystemservicesdhcp-local-serverauthentication
username-include],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpv6
authentication username-include],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpv6 group
group-name authentication username-include],

[edit logical-systems logical-system-name system services dhcp-local-server group
group-name authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dhcpv6 group group-nameauthentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server group group-name authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server
authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpv6
authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpv6
group group-name authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server group
group-name authentication username-include],

[edit system services dhcp-local-server authentication username-include],
[edit system services dhcp-local-server dhcpv6 authentication username-include],
[edit system services dhcp-local-server dhcpv6 group group-name authentication
username-include],

[edit systemservicesdhcp-local-servergroupgroup-nameauthenticationusername-include]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Specify the user prefix that is concatenated with the username during the subscriber

authentication or DHCP client authentication process.

Options user-prefix-string—User prefix string.
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Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Using External AAA Authentication Services with DHCP on page 305
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user-prefix (DHCP Relay Agent)

Syntax user-prefix user-prefix-string;

Hierarchy Level [edit forwarding-options dhcp-relay authentication username-include],
[edit forwarding-options dhcp-relay dhcpv6 authentication username-include],
[edit forwarding-options dhcp-relay dhcpv6 group group-name authentication
username-include],

[edit forwarding-optionsdhcp-relaydual-stack-groupdual-stack-group-nameauthentication
username-include],

[edit forwarding-options dhcp-relay group group-name authentication username-include],
[edit logical-systems logical-system-name forwarding-options dhcp-relay authentication
username-include],

[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpv6
authentication username-include],

[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpv6 group
group-name authentication username-include],

[edit logical-systems logical-system-name forwarding-optionsdhcp-relaygroupgroup-name
authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay dhcpv6 authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay dhcpv6 group group-name authentication
username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay group group-name authentication username-include],

[edit routing-instances routing-instance-name forwarding-optionsdhcp-relayauthentication
username-include],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay dhcpv6
authentication username-include],

[edit routing-instances routing-instance-name forwarding-optionsdhcp-relay dhcpv6group
group-name authentication username-include],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay group
group-name authentication username-include]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Support at the [edit ... dhcpv6] hierarchy levels introduced in Junos OS Release 11.4.

Support at the [edit ... dual-stack-groupdual-stack-group-name]hierarchy level introduced

in Junos OS Release 15.1.

Description Specify the user prefix that is concatenated with the username during the subscriber

authenticationor client authenticationprocess.Use the statementat the [edit ... dhcpv6]

hierarchy levels to configure DHCPv6 support.

Options user-prefix-string—User prefix string.
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Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Using External AAA Authentication Services with DHCP on page 305

user-prefix (Static Subscribers)

Syntax user-prefix user-prefix-string;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instances-namesystem
services static-subscribers authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instances-namesystem
services static-subscribers group group-name authentication username-include],

[edit logical-systems logical-system-namesystemservicesstatic-subscribersauthentication
username-include],

[edit logical-systems logical-system-name system services static-subscribers group
group-name authentication username-include],

[edit routing-instances routing-instances-name system services static-subscribers
authentication username-include],

[edit routing-instances routing-instances-name system services static-subscribers group
group-name authentication username-include],

[edit system services static-subscribers authentication username-include],
[edit systemservicesstatic-subscribersgroupgroup-nameauthenticationusername-include]

Release Information Statement introduced in Junos OS Release 9.6.

Description Specify that a string is included as the beginning of the username created for all static

subscribers or for the static subscribers in a specified group. The group version of the

statement takesprecedenceover theglobal version.Theusername isalso sent toRADIUS

in the Access-Request message.

Options user-prefix-string—String that begins the username. The string can include the following

characters: a through z, A through Z, 0 through 9, “-“, or “.”.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring Subscribers over Static Interfaces on page 846

• Configuring the Static Subscriber Global Username on page 853

• Configuring the Static Subscriber Group Username on page 858
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username-include (DHCP Local Server)

Syntax username-include {
circuit-type;
client-id;
delimiter delimiter-character;
domain-name domain-name-string;
interface-description (device-interface | logical-interface);
interface-name;
logical-system-name;
mac-address;
option-60;
option-82 <circuit-id> <remote-id>;
relay-agent-interface-id;
relay-agent-remote-id;
relay-agent-subscriber-id;
routing-instance-name;
user-prefix user-prefix-string;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server ...],

[edit logical-systems logical-system-name system services dhcp-local-server ...],
[edit routing-instances routing-instance-name system services dhcp-local-server ...],
[edit system services dhcp-local-server authentication],
[edit system services dhcp-local-server dhcpv6 authentication],
[edit system services dhcp-local-server dhcpv6 group group-name authentication],
[edit system services dhcp-local-server group group-name authentication]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Configure the username that the router or switch passes to the external AAA server. You

must include at least one of the optional statements for the username to be valid. If you

do not configure a username, the router (or switch) accesses the local authentication

service only and does not use external authentication services, such as RADIUS.

The following statements are not supported in the DHCPv6 hierarchy levels:

• option-60

• option-82

The following statements are supported in the DHCPv6 hierarchy levels only:

• client-id

• relay-agent-interface-id

• relay-agent-remote-id

• relay-agent-subscriber-id

The remaining statements are explained separately. See CLI Explorer.
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Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Using External AAA Authentication Services with DHCP on page 305

• Creating Unique Usernames for DHCP Clients on page 306
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username-include (DHCP Relay Agent)

Syntax username-include {
circuit-type;
client-id;
delimiter delimiter-character;
domain-name domain-name-string;
interface-description (device-interface | logical-interface);
interface-name;
logical-system-name;
mac-address;
option-60;
option-82 <circuit-id> <remote-id>;
relay-agent-interface-id;
relay-agent-remote-id;
relay-agent-subscriber-id;
routing-instance-name;
user-prefix user-prefix-string;

}

Hierarchy Level [edit forwarding-options dhcp-relay authentication],
[edit forwarding-options dhcp-relay dhcpv6 authentication],
[edit forwarding-options dhcp-relay dhcpv6 group group-name authentication],
[edit forwarding-options dhcp-relay dual-stack-group dual-stack-group-name
authentication],

[edit forwarding-options dhcp-relay group group-name authentication],
[edit logical-systems logical-system-name forwarding-options dhcp-relay ...],
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay ...],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay ...]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Support at the [edit ... dhcpv6] hierarchy levels introduced in Junos OS Release 11.4.

Support at the [edit ... dual-stack-groupdual-stack-group-name]hierarchy level introduced

in Junos OS Release 15.1.

Description Configure the username that the router (or switch) passes to the external AAA server.

Youmust include at least one of the optional statements for the username to be valid.

If you do not configure a username, the router (or switch) accesses the local

authentication service only and does not use external authentication services, such as

RADIUS. Use the statement at the [edit...dhcpv6] hierarchy levels to configure DHCPv6

support.

The following statements are not supported in the DHCPv6 hierarchy levels:

• option-60

• option-82

The following statements are supported in the DHCPv6 hierarchy levels only:
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• client-id

• relay-agent-interface-id

• relay-agent-remote-id

• relay-agent-subscriber-id

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Creating Unique Usernames for DHCP Clients on page 306

• Using External AAA Authentication Services with DHCP on page 305
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username-include (Static Subscribers)

Syntax username-include {
domain-name domain-name;
interface;
logical-system-name;
routing-instance-name;
user-prefix user-prefix-string;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instances-namesystem
services static-subscribers authentication],

[edit logical-systems logical-system-name routing-instances routing-instances-namesystem
services static-subscribers group group-name authentication],

[edit logical-systems logical-system-namesystemservicesstatic-subscribersauthentication],
[edit logical-systems logical-system-name system services static-subscribers group
group-name authentication],

[edit routing-instances routing-instances-name system services static-subscribers
authentication],

[edit routing-instances routing-instances-name system services static-subscribers group
group-name authentication],

[edit system services static-subscribers authentication],
[edit system services static-subscribers group group-name authentication]

Release Information Statement introduced in Junos OS Release 9.6.

Description Specify the information included in the username created for all static subscribers or for

static subscribers in a specified group. The group version of the statement takes

precedence over the global version. The username is also sent to RADIUS in the

Access-Request message.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring Subscribers over Static Interfaces on page 846

• Configuring the Static Subscriber Global Username on page 853

• Configuring the Static Subscriber Group Username on page 858
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valid-lifetime (Dynamic Router Advertisement)

Syntax valid-lifetime seconds;

Hierarchy Level [editdynamic-profilesprofile-nameprotocols router-advertisement interface interface-name
prefix prefix]

Release Information Statement introduced in Junos OS Release 10.1.

Description Specify how long the prefix remains valid for onlink determination.

Options seconds—Valid lifetime, in seconds. If you set the valid lifetime to 0xffffffff, the lifetime

is infinite.

Default: 2,592,000 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• preferred-lifetime

• Using NDRA to Provide IPv6WAN Link Addressing Overview on page 425
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valid-lifetime (Address-Assignment Pools)

Syntax valid-lifetime seconds;

Hierarchy Level [edit access address-assignment pool pool-name family inet6 dhcp-attributes],
[edit access protocol-attributes attribute-set-name]

Release Information Statement introduced in Junos OS Release 13.3.

Description Specify the lengthof time, in seconds, that theDHCPv6server keeps the IPv6prefix valid.

When the lifetime expires, the address becomes invalid.

If the preferred-lifetime is also configured, the valid-lifetimemust be greater than the

preferred-lifetime. The valid-lifetimeand themaximum-lease-timearemutually exclusive

and cannot both be configured.

Options seconds—Number of seconds that the IPv6 prefix is valid.

Range: 30 through 4,294,967,295 seconds

Default: 86,400 (24 hours)

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Address-Assignment Pools on page 621

• DHCP Attributes for Address-Assignment Pools on page 273

• maximum-lease-time on page 1274

• preferred-lifetime (Address-Assignment Pools) on page 1371

Copyright © 2018, Juniper Networks, Inc.1570

Broadband Subscriber Sessions Feature Guide



vdsl-bytes

Syntax vdsl-bytes bytes;

Hierarchy Level [edit protocols ancp qos-adjust]

Release Information Statement introduced in Junos OS Release 14.2.

Statement deprecated in Junos OS Release 17.4R1.

Description Adjust thenumberof frameoverheadbytesby thespecifiednumberofbytes in theactual

downstream rate reported in the ANCP Port Upmessage for a VDSL access line. The

ANCPagent reports theadjustedvalue toCoS.Theadjustedvalueaccounts for the traffic

encapsulation overhead.

NOTE: Starting in JunosOSRelease 17.4R1, this statement is deprecated and
replaced by the vdsl-overhead-bytes option of the access-line statement at

the [edit system] hierarchy level. The ANCP agent ignores the vdsl-bytes

statement if it is present. This means that when you upgrade from Junos OS
Release 17.3 or earlier with an existing configuration, youmust reconfigure
your adjustment with the access-line statement.

Options bytes—Number of bytes added to or subtracted from the actual downstream frame

overhead.

Range: -100 through 100 bytes

Default: 0 bytes

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Release History Table DescriptionRelease

Starting in Junos OS Release 17.4R1, this statement is deprecated and
replacedby thevdsl-overhead-bytesoptionof theaccess-line statement
at the [edit system] hierarchy level.

17.4R1

Related
Documentation

• Configuring the ANCP Agent to Report Traffic Rates to CoS on page 719

• Traffic Rate Reporting and Adjustment by the ANCP Agent on page 713

• Configuring the ANCP Agent on page 684
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vdsl-overhead-adjust

Syntax vdsl-overhead-adjust percentage;

Hierarchy Level [edit protocols ancp qos-adjust]

Release Information Statement introduced in Junos OS Release 14.2.

Statement deprecated in Junos OS Release 17.4R1.

Description Adjust the actual downstream rate for a VDSL access line reported in the ANCP Port Up

message bymultiplying the rate by the specified percentage. The ANCP agent reports

the adjusted rate to CoS.

NOTE: Starting in JunosOSRelease 17.4R1, this statement is deprecated and
replaced by the vdsl-overhead-adjust option of the access-line statement at

the [edit system] hierarchy level. The ANCP agent ignores the

vdsl-overhead-adjust statement if it is present. This means that when you

upgrade from Junos OS Release 17.3 or earlier with an existing configuration,
youmust reconfigure your adjustment with the access-line statement.

Options percentage—Percentage by which to multiply the rate.

Range: 80 through 100 percent

Default: 100 percent

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Release History Table DescriptionRelease

Starting in Junos OS Release 17.4R1, this statement is deprecated and
replacedby thevdsl-overhead-adjustoptionof theaccess-line statement
at the [edit system] hierarchy level.

17.4R1

Related
Documentation

• Configuring the ANCP Agent to Report Traffic Rates to CoS on page 719

• Traffic Rate Reporting and Adjustment by the ANCP Agent on page 713

• Configuring the ANCP Agent on page 684
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vdsl2-bytes

Syntax vdsl2-bytes bytes;

Hierarchy Level [edit protocols ancp qos-adjust]

Release Information Statement introduced in Junos OS Release 14.2.

Statement deprecated in Junos OS Release 17.4R1.

Description Adjust thenumberof frameoverheadbytesby thespecifiednumberofbytes in theactual

downstream rate reported in the ANCP Port Upmessage for a VDSL2 access line. The

ANCPagent reports theadjustedvalue toCoS.Theadjustedvalueaccounts for the traffic

encapsulation overhead.

NOTE: Starting in JunosOSRelease 17.4R1, this statement is deprecated and
replaced by the vdsl2-overhead-bytes option of the access-line statement at

the [edit system] hierarchy level. The ANCP agent ignores the vdsl2-bytes

statement if it is present. This means that when you upgrade from Junos OS
Release 17.3 or earlier with an existing configuration, youmust reconfigure
your adjustment with the access-line statement.

Options bytes—Number of bytes added to or subtracted from the actual downstream frame

overhead.

Range: -100 through 100 bytes

Default: 0 bytes

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Release History Table DescriptionRelease

Starting in Junos OS Release 17.4R1, this statement is deprecated and
replacedby thevdsl2-overhead-bytesoptionof theaccess-linestatement
at the [edit system] hierarchy level.

17.4R1

Related
Documentation

• Configuring the ANCP Agent to Report Traffic Rates to CoS on page 719

• Traffic Rate Reporting and Adjustment by the ANCP Agent on page 713

• Configuring the ANCP Agent on page 684
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vdsl2-overhead-adjust

Syntax vdsl2-overhead-adjust percentage;

Hierarchy Level [edit protocols ancp qos-adjust]

Release Information Statement introduced in Junos OS Release 14.2.

Statement deprecated in Junos OS Release 17.4R1.

Description Adjust the actual downstream rate for a VDSL2 access line received in the ANCP Port

Upmessagebymultiplying the rate by the specified percentage. TheANCPagent reports

the adjusted rate to CoS.

NOTE: Starting in JunosOSRelease 17.4R1, this statement is deprecated and
replaced by the vdsl2-overhead-adjust option of the access-line statement at

the [edit system] hierarchy level. The ANCP agent ignores the

vdsl2-overhead-adjust statement if it is present. This means that when you

upgrade from Junos OS Release 17.3 or earlier with an existing configuration,
youmust reconfigure your adjustment with the access-line statement.

Options percentage—Percentage by which to multiply the rate.

Range: 80 through 100 percent

Default: 100 percent

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Release History Table DescriptionRelease

Starting in Junos OS Release 17.4R1, this statement is deprecated and
replaced by the vdsl2-overhead-adjust option of the access-line
statement at the [edit system] hierarchy level.

17.4R1

Related
Documentation

• Configuring the ANCP Agent to Report Traffic Rates to CoS on page 719

• Traffic Rate Reporting and Adjustment by the ANCP Agent on page 713

• Configuring the ANCP Agent on page 684
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vendor-specific (dhcp-relay)

Syntax vendor-specific {
host-name;
location;

}

Hierarchy Level [edit forwarding-optionsdhcp-relay relay-option-82],
[edit forwarding-optionsdhcp-relay group group-name relay-option-82]

Release Information Command introduced in Junos OS Release 16.2.

Description Add vendor-specific information to the option-82, suboption 9 field of DHCPv4 control

messagesonserver-facing interfaces.Thevendor-specific informationcanbeahostname,

a location (suchas aunique connection identifier), or both. Thehostnamecanbea string

of characters such as Juniper-AB-1. The location should be specified as interface, VLAN
ID, and if applicable, stacked VLAN ID. For example, <ifd-name>:<vlan> (ae0:100) or
<ifd-name>:<svlan> -<vlan> (ae0:100-10).

JunosOSautomatically adds the remaining vendor-specific informationasperRFC4243.

The enterprise ID is 2636. The hostname is option-data 1, and the location is option-data

2. TheDHCPv4 relay strips the suboptiondata fromreplies fromtheserver before it relays

the packets out the client facing interface.

This feature can be useful, in conjunction with operator-developed tools, for

troubleshooting DHCP servers and providing service assurances. For example, a central

DHCP server can log the information, and operators can query a single entity to track and

troubleshoot subscriber IP information and network attachment points.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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violation-action (DHCP Local Server and DHCP Relay Agent)

Syntax violation-action action;

Hierarchy Level [edit forwarding-options dhcp-relay lease-time-validation],
[edit forwarding-options dhcp-relay dhcpv6 lease-time-validation],
[edit forwarding-options dhcp-relay group group-name lease-time-validation],
[edit forwarding-options dhcp-relay dhcpv6 group group-name lease-time-validation],
[edit logical-systems logical-system-name ...],
[edit logical-systems logical-system-name routing-instances routing-instance-name...],
[edit routing-instances routing-instance-name ...],
[edit system services dhcp-local-server lease-time-validation],
[edit system services dhcp-local-server dhcpv6 lease-time-validation],
[edit system services dhcp-local-server group group-name lease-time-validation],
[edit system services dhcp-local-server dhcpv6 group group-name lease-time-validation]

Release Information Statement introduced in Junos OS Release 14.1.

Description Configure the action that the router performs when a DHCP lease-time violation occurs.

The violation occurs when a third-party DHCP server or address-assignment pool offers

a DHCP lease time that is less than the threshold specified by the lease-time-threshold

statement.

Options action—Action taken by the router when a lease-time violation occurs.

• drop—(Optional) For DHCPv4 and DHCPv6 relay agent, the third-party lease is

dropped and the client binding fails.

• override-lease—(Optional) For DHCPv4 and DHCPv6 local server, the third-party

lease is overriddenwith the value specified by the lease-time-threshold statement

and binds the client using the new value.

• strict—(Optional) For DHCPv4 and DHCPv6 local server, DHCP ignores the

third-party lease and the client binding fails.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring a DHCP Lease-Time Threshold on page 281
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vlan-nas-port-stacked-format

Syntax vlan-nas-port-stacked-format;

Hierarchy Level [edit access profile profile-name radius options]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 9.1 for EX Series switches.

Description Configure RADIUS attribute 5 (NAS-Port) to include the S-VLAN ID, in addition to the

VLAN ID, for subscribers on Ethernet interfaces.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS Server Options for Subscriber Access on page 135

• Configuring Authentication and Accounting Parameters for Subscriber Access on

page 94
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vlan-ranges (RADIUSOptions)

Syntax vlan-ranges (any | low-tag–high-tag);

Hierarchy Level [edit interfaces interface-name radius-options nas-port-options nas-port-options-name]

Release Information Statement introduced in Junos OS Release 12.3.

Description Configure theVLANrangeof subscribers towhich thenamedNAS-Portoptionsdefinition

applies.

NOTE: You can configure amaximumof 16NAS-Port options definitions per
physical interface. Eachdefinitioncan includeamaximumof32VLANranges
or 32 S-VLAN ranges, but cannot include a combination of VLAN ranges and
S-VLAN ranges.

Options any—Entire VLAN range representing all VLAN IDs.

low-tag—VLAN ID tag representing the lower limit of the VLAN range.

Range: 1 through 4094

high-tag—VLAN ID tag representing the upper limit of the VLAN range.

Range: 1 through 4094

NOTE: To specify a single VLAN ID, set low-tag and high-tag to the same

value.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS NAS-Port Options for Subscriber Access per Physical Interface,

VLAN, or Stacked VLAN on page 77

• Guidelines forConfiguringRADIUSNAS-PortOptions forSubscriberAccessperPhysical

Interface, VLAN, or Stacked VLAN on page 76
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vrf-name (Duplicate Accounting)

Syntax vrf-name vrf-name;

Hierarchy Level [edit access profile profile-name accounting duplication-vrf]

Release Information Statement introduced in JunosOSRelease 12.3R3 and supported in later 12.3Rx releases.

Statement supported in Junos OS Release 13.2 and later releases. (Not supported in

Junos OS Release 13.1.)

Description Specify anondefaultVRF (LS:RI combination) towhichduplicateaccounting information

is sent. Up to five access profiles can be defined in this VRF; the profiles point to the

RADIUS accounting servers that receive the accounting information.

Options vrf-name—Name of a nondefault VRF to receive duplicate accounting reports.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Understanding RADIUS Accounting Duplicate Reporting on page 109

• Configuring Authentication and Accounting Parameters for Subscriber Access on

page 94

wait-for-acct-on-ack (Access Profile)

Syntax wait-for-acct-on-ack;

Hierarchy Level [edit access profile profile-name accounting]

Release Information Statement introduced in Junos OS Release 12.3.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Description Configure the router’s authd process towait for an Acct-On-Ack responsemessage from

RADIUS before sending new authentication and accounting updates to the RADIUS

server. This configuration ensures that when a new subscriber session starts, the

authentication and accounting information for the new session does not get deleted

when RADIUS clears previously existing session state information.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS Server Parameters for Subscriber Access on page 134

• Configuring Per-Subscriber Session Accounting on page 116
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wins-server (Access)

Syntax wins-server {
ipv4-address;

}

Hierarchy Level [edit access address-assignment pool pool-name family inet dhcp-attributes],
[edit access protocol-attributes attribute-set-name]

Release Information Statement introduced in Junos OS Release 9.0.

Description SpecifyoneormoreNetBIOSnameservers (NBNS) that theclientuses to resolveNetBIOS

names. This is equivalent to DHCP option 44.

Options ipv4-address—IP address of each NetBIOS name server; add them to the configuration

in order of preference.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Address-Assignment Pools on page 621
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CHAPTER 103

Operational Commands

• clear ancp neighbor

• clear ancp statistics

• clear ancp subscriber

• clear dhcp relay binding

• clear dhcp relay statistics

• clear dhcp server binding

• clear dhcp server statistics

• clear dhcpv6 relay binding

• clear dhcpv6 relay statistics

• clear dhcpv6 server binding

• clear dhcpv6 server statistics

• clear diameter function statistics

• clear diameter peer

• clear extensible-subscriber-services counters

• clear extensible-subscriber-services sessions

• clear ipv6 router-advertisement

• clear network-access aaa statistics

• clear network-access aaa subscriber

• clear network-access gx-plus replay

• clear network-access gx-plus statistics

• clear network-access ocs statistics

• clear network-access pcrf

• request services subscribers clear

• clear system subscriber-management statistics

• request ancp oam interface

• request ancp oam neighbor

• request ancp oam port-down

• request ancp oam port-up
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• request dhcp relay bulk-leasequery

• request dhcp relay leasequery

• request dhcp server reconfigure

• request dhcpv6 server reconfigure

• request dhcpv6 relay bulk-leasequery

• request dhcpv6 relay leasequery

• request network-access aaa accounting

• request network-access aaa subscriber set session-id

• request services extensible-subscriber-services reload-dictionary

• request services static-subscribers login group

• request services static-subscribers logout group

• request services static-subscribers login interface

• request services static-subscribers logout interface

• request system reboot

• restart extensible-subscriber-services

• set request services subscribers

• show accounting pending-accounting-stops

• show ancp cos

• show ancp neighbor

• show ancp statistics

• show ancp subscriber

• show ancp summary

• show ancp summary neighbor

• show ancp summary subscriber

• show class-of-service interface

• show class-of-service interface-set

• show class-of-service scheduler-map

• show class-of-service traffic-control-profile

• show database-replication statistics

• show database-replication summary

• show dhcp relay binding

• show dhcp relay statistics

• show dhcp server binding

• show dhcp server statistics

• show dhcpv6 relay binding

• show dhcpv6 relay statistics

• show dhcpv6 server binding
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• show dhcpv6 server statistics

• show diameter

• show diameter function

• show diameter function statistics

• show diameter instance

• show diameter network-element

• show diameter network-element map

• show diameter peer

• show diameter peer map

• show diameter peer statistics

• show diameter route

• show dynamic-profile session

• show extensible-subscriber-services accounting

• show extensible-subscriber-services counters

• show extensible-subscriber-services debug-information

• show extensible-subscriber-services dictionary

• show extensible-subscriber-services dictionary attributes

• show extensible-subscriber-services dictionary services

• show extensible-subscriber-services sessions

• show extensible-subscriber-services service

• show ipv6 router-advertisement

• show network-access aaa accounting

• show network-access aaa radius-servers

• show network-access aaa statistics

• show network-access aaa statistics authentication

• show network-access aaa statistics re-authentication

• show network-access aaa statistics pending-accounting-stops

• show network-access aaa statistics preauthentication

• show network-access aaa subscribers

• show network-access aaa subscribers session-id

• show network-access aaa terminate-code

• show network-access address-assignment pool

• show network-access domain-map

• show network-access gx-plus

• show network-access nasreq statistics

• show network-access ocs

• show network-access pcrf
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• show ppp address-pool

• show route

• show route extensive

• show static-subscribers sessions

• show subscribers

• show subscribers summary

• show system subscriber-management route

• show system subscriber-management statistics

• show system subscriber-management summary

• test aaa authd-lite user

• test aaa dhcp user

• test aaa ppp user
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clear ancp neighbor

Syntax clear ancp neighbor
<ip-address ip-address>
<system-namemac-address>

Release Information Command introduced in Junos OS Release 9.4.

Description Clear the ANCP agent connection with all ANCP neighbors or with the specified ANCP

neighbor. This commanddeletes information for subscribersassociatedwith theneighbor,

causing the adjusted traffic rates to revert to the configured rate for the subscriber

interfaces. The neighbor remains configured (its administrative state is enabled) and can

reestablish adjacencies.

This command initiates logoutofANCP-triggereddynamicVLANsessionson thephysical

interface associated with the specified neighbor; conventionally autosensed dynamic

VLAN sessions and their associated logical interfaces are not affected.

Options none—Clear all ANCP neighbors.

ip-address ip-address—(Optional) Clear theANCPneighbor specified by the IP address.

system-namemac-address—(Optional) Clear the ANCP neighbor specified by theMAC
address.

Required Privilege
Level

clear

Related
Documentation

show ancp neighbor on page 1670•

List of Sample Output clear ancp neighbor on page 1585
show ancp neighbor on page 1585

Output Fields When you enter this command, you are provided no feedback on the status of your

request. You can enter the show ancp neighbor command before and after clearing the

ANCP neighbors to verify the clear operation.

Sample Output

clear ancp neighbor

user@host> clear ancp neighbor

show ancp neighbor

The following sample output displays the connections with ANCP neighbors before and

after the clear ancp neighbor command was issued.
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user@host> show ancp neighbor

  IP Address        MAC Address         State         Subscriber   Capabilities
                                                        Count                  
  203.0.113.102     00:00:5e:00:53:10  Established    5              Topo      
  203.0.113.122     00:00:5e:00:53:12  Established    5              Topo      
  203.0.113.132     00:00:5e:00:53:13  Established    5              Topo      
  203.0.113.142     00:00:5e:00:53:14  Established    5              Topo      

user@host> clear ancp neighbor ip-address 203.0.113.102

user@host> show ancp neighbor

  IP Address        MAC Address         State         Subscriber   Capabilities
                                                        Count                  
  203.0.113.122     00:00:5e:00:53:12  Established    5              Topo      
  203.0.113.132     00:00:5e:00:53:13  Established    5              Topo      
  203.0.113.142     00:00:5e:00:53:14  Established    5              Topo      
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clear ancp statistics

Syntax clear ancp statistics
<ip-address ip-address>
<system-namemac-address>

Release Information Command introduced in Junos OS Release 13.3.

Description Clear current statistics accumulated by the ANCP agent for all ANCP neighbors or the

specified neighbor.

Options none—Clear all ANCP statistics.

ip-address ip-address—(Optional) Clear statistics for the ANCP neighbor specified by
the IP address.

system-namemac-address—(Optional)Clear statistics for theANCPneighbor specified
by the MAC address.

Required Privilege
Level

clear

Related
Documentation

show ancp neighbor on page 1670•

List of Sample Output clear ancp statistics on page 1587
show ancp neighbor on page 1587

Output Fields When you enter this command, you are provided no feedback on the status of your

request. You can enter the show ancp neighbor command before and after clearing the

ANCP neighbor statistics to verify the clear operation.

Sample Output

clear ancp statistics

user@host> clear ancp statistics

show ancp neighbor

The following sample output displays statistics for an ANCP neighbor before and after

the clear ancp statistics command was issued.

user@host> show ancp neighbor ip-address 192.168.10.1 detail
Neighbor Information
      IP Address              : 192.168.10.1
      System Name             : 00:00:5E:00:53:02
          Up Time                             : 38
          TCP Port                            : 64959
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          State                               : Established
          Subscriber Count                    : 7
          Capabilities                        : Topology Discovery
          System Instance                     : 11
          Peer Instance                       : 1
          Adjacency Timer (in 100ms)          : 50
          Peer Adjacency Timer (in 100ms)     : 100
          Partition Type                      : 0
          Partition Flag                      : 1
          Partition Identifier                : 0
          Dead Timer                          : 22
          Received Syn Count                  : 47
          Received Synack Count               : 48
          Received Rstack Count               : 2
          Received Ack Count                  : 12
          Received Port Up Count              : 8
          Received Port Down Count            : 2
          Received Other Count                : 0
          Sent Syn Count                      : 48
          Sent Synack Count                   : 47
          Sent Rstack Count                   : 1
          Sent Ack Count                      : 12
          Max Discovery Limit Exceed Count    : 0

user@host> clear ancp statistics ip-address 192.168.10.1

user@host> show ancp neighbor ip-address 192.168.10.1 detail
Neighbor Information
      IP Address              : 192.168.10.1
      System Name             : 00:00:5E:00:53:02
          Up Time                             : 38
          TCP Port                            : 64959
          State                               : Established
          Subscriber Count                    : 7
          Capabilities                        : Topology Discovery
          System Instance                     : 11
          Peer Instance                       : 1
          Adjacency Timer (in 100ms)          : 50
          Peer Adjacency Timer (in 100ms)     : 100
          Partition Type                      : 0
          Partition Flag                      : 1
          Partition Identifier                : 0
          Dead Timer                          : 22
          Received Syn Count                  : 0
          Received Synack Count               : 0
          Received Rstack Count               : 0
          Received Ack Count                  : 0
          Received Port Up Count              : 0
          Received Port Down Count            : 0
          Received Other Count                : 0
          Sent Syn Count                      : 0
          Sent Synack Count                   : 0
          Sent Rstack Count                   : 0
          Sent Ack Count                      : 0
          Max Discovery Limit Exceed Count    : 0
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clear ancp subscriber

Syntax clear ancp subscriber
<identifier identifier>
<ip-address ip-address>
<system-namemac-address>

Release Information Command introduced in Junos OS Release 11.4.

Description Clear the ANCP agent connection with all ANCP subscribers or with the specified ANCP

subscriber. This command deletes information for the subscribers, causing the adjusted

traffic rate to revert to the configured rate for the subscriber interface, but otherwise has

no affect on ANCP neighbors.

Options none—Clear all ANCP subscribers.

identifier identifier-string—(Optional)Clear theANCPsubscriber identifiedby theaccess
loop ID.

ip-address ip-address—(Optional) Clear all ANCP subscribers on the neighbor specified
by the IP address.

system-namemac-address—(Optional) Clear all ANCP subscribers on the neighbor
specified by the MAC address.

Required Privilege
Level

clear

Related
Documentation

show ancp subscriber on page 1683•

List of Sample Output show ancp subscriber brief on page 1589
clear ancp subscriber on page 1590

Output Fields When you enter this command, you are provided no feedback on the status of your

request. You can enter the show ancp subscriber command before and after clearing the

ANCP neighbors to verify the clear operation.

Sample Output

show ancp subscriber brief

user@host> show ancp subscriber brief
Loop Identifier          Type      Interface        Rate          Neighbor
                                                      Kbps
  port-1-10                VDSL2    set-ge-10410       64       203.0.113.102   

  port-1-11                VDSL2    set-ge-10411       64       203.0.113.112   

  port-2-10                VDSL2    ge-1/0/4.12        64       203.0.113.122  
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  port-2-10                VDSL2    ge-1/0/4.12        64       203.0.113.123  
  port-2-11                VDSL2    ge-1/0/4.13        64       203.0.113.132   

user@host> clear ancp subscriber identifier port-2-10

user@host> show ancp subscriber brief
Loop Identifier          Type      Interface        Rate          Neighbor
                                                      Kbps
  port-1-10                VDSL2    set-ge-10410       64       203.0.113.102   

  port-1-11                VDSL2    set-ge-10411       64       203.0.113.112   

  port-2-11                VDSL2    ge-1/0/4.13        64       203.0.113.132  

clear ancp subscriber

user@host> clear ancp subscriber
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clear dhcp relay binding

Syntax clear dhcp relay binding
<address>
<all>
<dual-stack>
<interface interface-name>
<interfaces-vlan>
<interfaces-wildcard>
<logical-system logical-system-name>
<routing-instance routing-instance-name>

Release Information Command introduced in Junos OS Release 8.3.

Options all and interface added in Junos OS Release 8.4.

Options interfaces-vlan and interfaces-wildcard added in Junos OS Release 12.1.

Command introduced in Junos OS Release 12.1X48R3 for PTX Series Packet Transport

Routers.

Option dual-stack added in Junos OS Release 15.1.

Description Clear the binding state of a Dynamic Host Configuration Protocol (DHCP) client from

the client table.

Options address—(Optional)Clear thebindingstate for theDHCPclient, usingoneof the following
entries:

• ip-address—The specified IP address.

• mac-address—The specified MAC address.

• session-id—The specified session ID.

all—(Optional) Clear the binding state for all DHCP clients.

dual-stack—(Optional) Clear the binding state for DHCPv4 clients and the associated
DHCPv6 bindings in the single-session DHCP dual stack. DHCPv6 clients created in

a DHCPv6-only stack are not affected.

interface interface-name—(Optional) Clear the binding state for DHCP clients on the
specified interface.

interfaces-vlan—(Optional)Clear thebinding stateon the interfaceVLAN IDandS-VLAN
ID.

interfaces-wildcard—(Optional) The set of interfaces on which to clear bindings. This
option supports the use of the wildcard character (*).

logical-system logical-system-name—(Optional) Clear the binding state for DHCP
clients on the specified logical system.

routing-instance routing-instance-name—(Optional) Clear the binding state for DHCP
clients on the specified routing instance.
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Required Privilege
Level

view

Related
Documentation

Clearing DHCP Bindings for Subscriber Access on page 408•

• show dhcp relay binding on page 1738

List of Sample Output clear dhcp relay binding on page 1592
clear dhcp relay binding all on page 1592
clear dhcp relay binding dual-stack all on page 1592
clear dhcp relay binding interface on page 1593
clear dhcp relay binding <interfaces-vlan> on page 1593
clear dhcp relay binding <interfaces-wildcard> on page 1593

Output Fields See show dhcp relay binding for an explanation of output fields.

Sample Output

clear dhcp relay binding

The following sample output displays the address bindings in the DHCP client table

before and after the clear dhcp relay binding command is issued.

user@host> show dhcp relay binding
IP address       Hardware address   Type     Lease expires at
198.51.100.32     00:00:5e:00:53:01  active   2007-02-08 16:41:17 EST
192.168.14.8      00:00:5e:00:53:02  active   2007-02-10 10:01:06 EST

user@host> clear dhcp relay binding 198.51.100.32

user@host> show dhcp relay binding
IP address       Hardware address   Type     Lease expires at
192.168.14.8      00:00:5e:00:53:02  active   2007-02-10 10:01:06 EST

clear dhcp relay binding all

The following command clears all DHCP relay agent bindings:

user@host> clear dhcp relay binding all

clear dhcp relay binding dual-stack all

The following command clears all DHCP relay agent bindings for all DHCPv4 clients and

the associated DHCPv6 bindings in the single-session DHCP dual stack. DHCPv6 clients

created in a DHCPv6-only stack are not affected.

user@host> clear dhcp relay binding dual-stack all
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clear dhcp relay binding interface

The following command clears DHCP relay agent bindings on a specific interface:

user@host> clear dhcp relay binding interface fe-0/0/3

clear dhcp relay binding <interfaces-vlan>

The following command uses the interfaces-vlan option to clear all DHCP relay agent

bindings on topof the underlying interfaceae0, which clearsDHCPbindings onall demux

VLANs on top of ae0:

user@host> clear dhcp relay binding interface ae0

clear dhcp relay binding <interfaces-wildcard>

The followingcommanduses the interfaces-wildcardoption to clear all DHCP relayagent

bindings over a specific interface:

user@host> clear dhcp relay binding ge-1/0/0.*
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clear dhcp relay statistics

Syntax clear dhcp relay statistics
<bulk-leasequery-connections>
<logical-system logical-system-name>
<routing-instance routing-instance-name>

Syntax Syntax for EX Series switches:

show dhcp relay statistics
<routing-instance routing-instance-name>

Release Information Command introduced in Junos OS Release 8.3.

Statement introduced in Junos OS Release 12.1 for EX Series switches.

Command introduced in Junos OS Release 12.1X48R3 for PTX Series Packet Transport

Routers.

bulk-leasequery-connections option introduced in Junos OS Release 16.1.

Description Clear all Dynamic Host Configuration Protocol (DHCP) relay statistics.

Options bulk-leasequery-connections—(Optional) Clear bulk leasequery statistics.

logical-system logical-system-name—(Onroutersonly) (Optional)Performthisoperation

on the specified logical system. If youdonot specify a logical systemname, statistics

are cleared for the default logical system.

routing-instance routing-instance-name—(Optional) Perform this operation on the

specified routing instance. If you do not specify a routing instance name, statistics

are cleared for the default routing instance.

Required Privilege
Level

view

Related
Documentation

show dhcp relay statistics on page 1744•

List of Sample Output clear dhcp relay statistics on page 1595

Output Fields Table 81 on page 1595 lists the output fields for the clear dhcp relay statistics command.
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Table 81: clear dhcp relay statistics Output Fields

Field DescriptionField Name

Number of packets discarded by the extended DHCP relay agent application due to errors. Only
nonzero statistics appear in the Packets dropped output. When all of the Packets dropped statistics
are 0 (zero), only the Total field appears.

• Total—Total number of packets discarded by the extended DHCP relay agent application.

• Bad hardware address—Number of packets discarded because an invalid hardware address was
specified.

• Bad opcode—Number of packets discarded because an invalid operation code was specified.

• Bad options—Number of packets discarded because invalid options were specified.

• Invalidserveraddress—Numberofpacketsdiscardedbecausean invalid serveraddresswasspecified.

• Lease Time Violation—Number of packets discarded because of a lease time violation

• No available addresses—Number of packets discarded because there were no addresses available
for assignment.

• No interfacematch—Number of packets discarded because they did not belong to a configured
interface.

• Norouting instancematch—Numberofpacketsdiscardedbecause theydidnotbelong toaconfigured
routing instance.

• No valid local address—Number of packets discarded because there was no valid local address.

• Packet too short—Number of packets discarded because they were too short.

• Read error—Number of packets discarded because of a system read error.

• Send error—Number of packets that the extended DHCP relay application could not send.

• Option60—Number of packets discarded containingDHCPoption 60 vendor-specific information.

• Option82—NumberofpacketsdiscardedbecauseDHCPoption82 informationcouldnotbeadded.

Packets dropped

Number of DHCPmessages received.

• BOOTREQUEST—Number of BOOTP protocol data units (PDUs) received

• DHCPDECLINE—Number of DHCP PDUs of type DECLINE received

• DHCPDISCOVER—Number of DHCP PDUs of type DISCOVER received

• DHCPINFORM—Number of DHCP PDUs of type INFORM received

• DHCPRELEASE—Number of DHCP PDUs of type RELEASE received

• DHCPREQUEST—Number of DHCP PDUs of type REQUEST received

Messages received

Number of DHCPmessages sent.

• BOOTREPLY—Number of BOOTP PDUs transmitted

• DHCPOFFER—Number of DHCP OFFER PDUs transmitted

• DHCPACK—Number of DHCP ACK PDUs transmitted

• DHCPNACK—Number of DHCP NACK PDUs transmitted

Messages sent

Sample Output

clear dhcp relay statistics

The following sample output displays theDHCP relay statistics before and after the clear

dhcp relay statistics command is issued.
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user@host> show dhcp relay statistics
Packets dropped:
    Total                      1
    Lease Time Violated        1

Messages received:
    BOOTREQUEST                116
    DHCPDECLINE                0
    DHCPDISCOVER               11
    DHCPINFORM                 0
    DHCPRELEASE                0
    DHCPREQUEST                105

Messages sent:
    BOOTREPLY                  44
    DHCPOFFER                  11
    DHCPACK                    11
    DHCPNAK                    11

user@host> clear dhcp relay statistics

user@host> show dhcp relay statistics
Packets dropped:
    Total                      0

Messages received:
    BOOTREQUEST                0
    DHCPDECLINE                0
    DHCPDISCOVER               0
    DHCPINFORM                 0
    DHCPRELEASE                0
    DHCPREQUEST                0

Messages sent:
    BOOTREPLY                  0
    DHCPOFFER                  0
    DHCPACK                    0
    DHCPNAK                    0
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clear dhcp server binding

Syntax clear dhcp server binding
<address>
<all>
<interface interface-name>
<interfaces-vlan>
<interfaces-wildcard>
<logical-system logical-system-name>
<routing-instance routing-instance-name>
<dual-stack>

Release Information Command introduced in Junos OS Release 9.0.

Options interfaces-vlan and interfaces-wildcard added in Junos OS Release 12.1.

Command updated with dual-stack statement in Junos OS Release 17.3.

Description Clear the binding state of a Dynamic Host Configuration Protocol (DHCP) client from

the client table on the extended DHCP local server.

NOTE: If you delete the DHCP server configuration, DHCP server bindings
might still remain. To ensure thatDHCPbindings are removed, issue the clear

dhcpserverbindingcommandbeforeyoudeletetheDHCPserverconfiguration.

Options address—(Optional)Clear thebindingstate for theDHCPclient, usingoneof the following
entries:

• ip-address—The specified IP address.

• mac-address—The specified MAC address.

• session-id—The specified session ID.

all—(Optional) Clear the binding state for all DHCP clients.

interface interface-name—(Optional) Clear the binding state for DHCP clients on the
specified interface.

NOTE: This option clears all bindings whose initial login requests were
received over the specified interface. Dynamic demux login requests are
not receivedover thedynamicdemux interface, but rather theunderlying
interface of the dynamic demux interface. To clear a specific dynamic
demux interface, use the ip-address ormac-address options.
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interfaces-vlan—(Optional)Clear thebinding stateon the interfaceVLAN IDandS-VLAN
ID.

interfaces-wildcard—(Optional)Clearbindingsonasetof interfaces.Thisoptionsupports
the use of the wildcard character (*).

logical-system logical-system-name—(Optional) Clear the binding state for DHCP
clients on the specified logical system.

routing-instance routing-instance-name—(Optional) Clear the binding state for DHCP
clients on the specified routing instance.

dual-stack—(Optional) Remove either both arms or single arm of dual-stack.

NOTE:

• The dual-stack command is added in the syntax removes both arms

of the dual-stack with a single command entry.

• When the dual-stack command is not added in the syntax, the clear

dhcpv6 server binding command clears only the family specific arm of

the dual-stack.

Required Privilege
Level

view

Related
Documentation

Clearing DHCP Bindings for Subscriber Access on page 408•

• show dhcp server binding on page 1748

List of Sample Output clear dhcp server binding <ip-address> on page 1598
clear dhcp server binding all on page 1599
clear dhcp server binding interface on page 1599
clear dhcp server binding <interfaces-vlan> on page 1599
clear dhcp server binding <interfaces-wildcard> on page 1599
clear dhcp server binding dual-stack all on page 1599

Output Fields See show dhcp server binding for an explanation of output fields.

Sample Output

clear dhcp server binding <ip-address>

The following sample output displays the address bindings in the DHCP client table on

the extended DHCP local server before and after the clear dhcp server binding command

is issued.

user@host> show dhcp server binding
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2 clients, (0 bound, 0 selecting, 0 renewing, 0 rebinding)

IP address       Hardware address   Type     Lease expires at
198.51.100.1      00:00:5e:00:53:01  active   2007-01-17 11:38:47 PST
198.51.100.3      00:00:5e:00:53:02  active   2007-01-17 11:38:41 PST

user@host> clear dhcp server binding 198.51.100.1

user@host> show dhcp server binding

1 clients, (0 bound, 0 selecting, 0 renewing, 0 rebinding)

IP address       Hardware address   Type     Lease expires at
198.51.100.3      00:00:5e:00:53:02  active   2007-01-17 11:38:41 PST

clear dhcp server binding all

The following command clears all DHCP local server bindings:

user@host> clear dhcp server binding all

clear dhcp server binding interface

The following command clears DHCP local server bindings on a specific interface:

user@host> clear dhcp server binding interface fe-0/0/2

clear dhcp server binding <interfaces-vlan>

The following command uses the interfaces-vlan option to clear all DHCP local server

bindings on topof the underlying interfaceae0, which clearsDHCPbindings onall demux

VLANs on top of ae0:

user@host> clear dhcp server binding ae0

clear dhcp server binding <interfaces-wildcard>

The followingcommanduses the interfaces-wildcardoption toclearallDHCP local server

bindings over a specific interface:

user@host> clear dhcp server binding ge-1/0/0.*

clear dhcp server binding dual-stack all

The following command clears all the dual-stack local server bindings.

user@host> clear dhcp server binding dual-stack all
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clear dhcp server statistics

Syntax clear dhcp server statistics
<bulk-leasequery-connections>
<logical-system logical-system-name>
<routing-instance routing-instance-name>

Release Information Command introduced in Junos OS Release 9.0.

bulk-leasequery-connections option introduced in Junos OS Release 16.1.

Description Clear all extended Dynamic Host Configuration Protocol (DHCP) local server statistics.

Options bulk-leasequery-connections—(Optional) Clear bulk leasequery statistics.

logical-system logical-system-name—(Optional) Clear the statistics for DHCP clients
on the specified logical system. If you do not specify a logical system, statistics are

cleared for the default logical system.

routing-instance routing-instance-name—(Optional)Clear thestatistics forDHCPclients
on the specified routing instance. If you do not specify a routing instance, statistics

are cleared for the default routing instance.

Required Privilege
Level

view

List of Sample Output clear dhcp server statistics on page 1600

Output Fields See show dhcp server statistics for an explanation of output fields.

Sample Output

clear dhcp server statistics

The following sample output displays the extended DHCP local server statistics before

and after the clear dhcp server statistics command is issued.

user@host> show dhcp server statistics
Packets dropped:
    Total                      1
    Lease Time Violation       1

Messages received:
    BOOTREQUEST                89163
    DHCPDECLINE                0
    DHCPDISCOVER               8110
    DHCPINFORM                 0
    DHCPRELEASE                0
    DHCPREQUEST                81053

Messages sent:
    BOOTREPLY                  32420
    DHCPOFFER                  8110
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    DHCPACK                    8110
    DHCPNAK                    8100

user@host> clear dhcp server statistics

user@host> show dhcp server statistics
Packets dropped:
    Total                      0

Messages received:
    BOOTREQUEST                0
    DHCPDECLINE                0
    DHCPDISCOVER               0
    DHCPINFORM                 0
    DHCPRELEASE                0
    DHCPREQUEST                0

Messages sent:
    BOOTREPLY                  0
    DHCPOFFER                  0
    DHCPACK                    0
    DHCPNAK                    0
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clear dhcpv6 relay binding

Syntax clear dhcpv6 relay binding
<address>
<all>
<dual-stack>
<interface interface-name>
<interfaces-vlan>
<interfaces-wildcard>
<logical-system logical-system-name>
<routing-instance routing-instance-name>

Release Information Command introduced in Junos OS Release 11.4.

Command introduced in Junos OS Release 12.3R2 for EX Series switches.

Options interfaces-vlan and interfaces-wildcard added in Junos OS Release 12.1.

Command introduced in Junos OS Release 12.1X48R3 for PTX Series Packet Transport

Routers.

Option dual-stack added in Junos OS Release 15.1.

Description Clear thebinding stateofDynamicHostConfigurationProtocol for IPv6 (DHCPv6)clients

from the client table.

Options address—(Optional) Clear the binding state for the DHCPv6 client, using one of the
following entries:

• CID—The specified Client ID (CID).

• ipv6-prefix—The specified IPv6 prefix.

• session-id—The specified session ID.

all—(Optional) Clear the binding state for all DHCPv6 clients.

dual-stack—(Optional) Clear the binding state for DHCPv6 clients and the associated
DHCPv4 bindings in the single-session DHCP dual stack. DHCPv4 clients created in

a DHCPv4-only stack are not affected.

interfaces-vlan—(Optional)Clear thebinding stateon the interfaceVLAN IDandS-VLAN
ID.

interfaces-wildcard—(Optional) The set of interfaces on which to clear bindings. This
option supports the use of the wildcard character (*).

interface interface-name—(Optional) Clear the binding state for DHCPv6 clients on the
specified interface.

logical-system logical-system-name—(Optional) Clear the binding state for DHCPv6
clients on the specified logical system.

routing-instance routing-instance-name—(Optional)Clear thebindingstate forDHCPv6
clients on the specified routing instance.
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Required Privilege
Level

view

Related
Documentation

Clearing DHCP Bindings for Subscriber Access on page 408•

• show dhcpv6 relay binding on page 1759

List of Sample Output clear dhcpv6 relay binding on page 1603
clear dhcpv6 relay binding <prefix> on page 1603
clear dhcpv6 relay binding all on page 1604
clear dhcpv6 relay binding dual-stack all on page 1604
clear dhcv6p relay binding interface on page 1604
clear dhcpv6 relay binding <interfaces-vlan> on page 1604
clear dhcpv6 relay binding <interfaces-wildcard> on page 1604

Output Fields See show dhcpv6 relay binding for an explanation of output fields.

Sample Output

clear dhcpv6 relay binding

The following sample output displays the DHCPv6 bindings before and after the clear

dhcpv6 relay binding command is issued.

user@host> show dhcpv6 relay binding

Prefix                   Session Id  Expires  State    Interface    Client DUID
2001:db8:3c4d:15::/64    1           83720    BOUND    ge-1/0/0.0   
LL_TIME0x1-0x4bfa26af-00:10:94:00:00:01
2001:db8:3c4d:16::/64    2           83720    BOUND    ge-1/0/0.0   
LL_TIME0x1-0x4bfa26af-00:10:94:00:00:02
2001:db8:3c4d:17::/64    3           83720    BOUND    ge-1/0/0.0   
LL_TIME0x1-0x4bfa26af-00:10:94:00:00:03
2001:db8:3c4d:18::/64    4           83720    BOUND    ge-1/0/0.0   
LL_TIME0x1-0x4bfa26af-00:10:94:00:00:04
2001:db8:3c4d:19::/64    5           83720    BOUND    ge-1/0/0.0   
LL_TIME0x1-0x4bfa26af-00:10:94:00:00:05
2001:db8:3c4d:20::/64    6           83720    BOUND    ge-1/0/0.0   
LL_TIME0x1-0x4bfa26af-00:10:94:00:00:06

clear dhcpv6 relay binding <prefix>

user@host> clear dhcpv6 relay binding 2001:db8:3c4d:15::/64
user@host> show dhcpv6 relay binding

Prefix                   Session Id  Expires  State    Interface    Client DUID
2001:db8:3c4d:16::/64    2           83720    BOUND    ge-1/0/0.0   
LL_TIME0x1-0x4bfa26af-00:10:94:00:00:02
2001:db8:3c4d:17::/64    3           83720    BOUND    ge-1/0/0.0   
LL_TIME0x1-0x4bfa26af-00:10:94:00:00:03
2001:db8:3c4d:18::/64    4           83720    BOUND    ge-1/0/0.0   
LL_TIME0x1-0x4bfa26af-00:10:94:00:00:04
2001:db8:3c4d:19::/64    5           83720    BOUND    ge-1/0/0.0   
LL_TIME0x1-0x4bfa26af-00:10:94:00:00:05
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2001:db8:3c4d:20::/64    6           83720    BOUND    ge-1/0/0.0   
LL_TIME0x1-0x4bfa26af-00:10:94:00:00:06

clear dhcpv6 relay binding all

The following command clears all DHCP relay agent bindings:

user@host> clear dhcpv6 relay binding all

clear dhcpv6 relay binding dual-stack all

The following command clears all DHCPv6 relay agent bindings for all DHCPv6 clients

and the associated DHCPv4 bindings in the single-session DHCP dual stack. DHCPv4

clients created in a DHCPv4-only stack are not affected.

user@host> clear dhcpv6 relay binding dual-stack all

clear dhcv6p relay binding interface

The following command clears DHCPv6 relay agent bindings on a specific interface:

user@host> clear dhcpv6 relay binding interface fe-0/0/2

clear dhcpv6 relay binding <interfaces-vlan>

The following command uses the interfaces-vlan option to clear all DHCPv6 relay agent

bindings on top of the underlying interface ae0, which clears DHCPv6 bindings on all

demux VLANs on top of ae0:

user@host> clear dhcpv6 relay binding interface ae0

clear dhcpv6 relay binding <interfaces-wildcard>

The following command uses the interfaces-wildcard option to clear all DHCPv6 relay

agent bindings over a specific interface:

user@host> clear dhcpv6 relay binding ge-1/0/0.*
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clear dhcpv6 relay statistics

Syntax clear dhcpv6 relay statistics
<bulk-leasequery-connections>
<logical-system logical-system-name>
<routing-instance routing-instance-name>

Release Information Command introduced in Junos OS Release 11.4.

Command introduced in Junos OS Release 12.1X48R3 for PTX Series Packet Transport

Routers.

bulk-leasequery-connections option introduced in Junos OS Release 16.1.

Description Clear all Dynamic Host Configuration Protocol for IPv6 (DHCPv6) relay statistics.

Options bulk-leasequery-connections—(Optional) Clear bulk leasequery statistics.

logical-system logical-system-name—(Optional)Performthisoperationon thespecified

logical system. If you do not specify a logical system name, statistics are cleared for

the default logical system.

routing-instance routing-instance-name—(Optional) Perform this operation on the

specified routing instance. If you do not specify a routing instance name, statistics

are cleared for the default routing instance.

Required Privilege
Level

view

List of Sample Output clear dhcpv6 relay statistics on page 1605

Output Fields See show dhcpv6 relay statistics for an explanation of output fields.

Sample Output

clear dhcpv6 relay statistics

The following sample output displays the DHCPv6 relay statistics before and after the

clear dhcpv6 relay statistics command is issued.

user@host> show dhcpv6 relay statistics
DHCPv6 Packets dropped:
    Total                       0
    Lease Time Violated         1

Messages received:
    DHCPV6_DECLINE              0
    DHCPV6_SOLICIT              10
    DHCPV6_INFORMATION_REQUEST  0
    DHCPV6_RELEASE              0
    DHCPV6_REQUEST              10
    DHCPV6_CONFIRM              0
    DHCPV6_RENEW                0
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    DHCPV6_REBIND               0
    DHCPV6_RELAY_REPL           0

Messages sent:
    DHCPV6_ADVERTISE            0
    DHCPV6_REPLY                0
    DHCPV6_RECONFIGURE          0
    DHCPV6_RELAY_FORW           0

user@host> clear dhcpv6 relay statistics
user@host> show dhcpv6 relay statistics
DHCPv6 Packets dropped:
    Total                       0

Messages received:
    DHCPV6_DECLINE              0
    DHCPV6_SOLICIT              0
    DHCPV6_INFORMATION_REQUEST  0
    DHCPV6_RELEASE              0
    DHCPV6_REQUEST              0
    DHCPV6_CONFIRM              0
    DHCPV6_RENEW                0
    DHCPV6_REBIND               0
    DHCPV6_RELAY_REPL           0

Messages sent:
    DHCPV6_ADVERTISE            0
    DHCPV6_REPLY                0
    DHCPV6_RECONFIGURE          0
    DHCPV6_RELAY_FORW           0
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clear dhcpv6 server binding

Syntax clear dhcpv6 server binding
<address>
<all>
<interface interface-name>
<interfaces-vlan>
<interfaces-wildcard>
<logical-system logical-system-name>
<routing-instance routing-instance-name>
<dual-stack>

Release Information Command introduced in Junos OS Release 9.6.

Options interfaces-vlan and interfaces-wildcard added in Junos OS Release 12.1.

Command updated with dual-stack statement in Junos OS Release 17.3.

Description Clear the binding state of a Dynamic Host Configuration Protocol for IPv6 (DHCPv6)

client from the client table on the extended DHCPv6 local server.

Options address—(Optional) Clear the binding state for the DHCPv6 client, using one of the
following entries:

• CID—The specified Client ID (CID).

• ipv6-prefix—The specified IPv6 prefix.

• session-id—The specified session ID.

all—(Optional) Clear the binding state for all DHCPv6 clients.

interface interface-name—(Optional) Clear the binding state for DHCPv6 clients on the
specified interface.

interfaces-vlan—(Optional)Clear thebinding stateon the interfaceVLAN IDandS-VLAN
ID.

interfaces-wildcard—(Optional)Clearbindingsonasetof interfaces.Thisoptionsupports
the use of the wildcard character (*).

logical-system logical-system-name—(Optional) Clear the binding state for DHCPv6
clients on the specified logical system.

routing-instance routing-instance-name—(Optional)Clear thebindingstate forDHCPv6
clients on the specified routing instance.

dual-stack—(Optional) Remove either both arms or single arm of dual-stack.
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NOTE:

• The dual-stack command is added in the syntax removes both arms

of the dual-stack with a single command entry.

• When the dual-stack command is not added in the syntax, the clear

dhcpv6 server binding command clears only the family specific arm of

the dual-stack.

Required Privilege
Level

clear

Related
Documentation

Clearing DHCP Bindings for Subscriber Access on page 408•

• show dhcpv6 server binding on page 1771

List of Sample Output clear dhcpv6 server binding all on page 1608
clear dhcpv6 server binding <ipv6-prefix> on page 1608
clear dhcpv6 server binding interface on page 1608
clear dhcpv6 server binding <interfaces-vlan> on page 1609
clear dhcpv6 server binding <interfaces-wildcard> on page 1609
clear dhcpv6 server binding dual-stack all on page 1609

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear dhcpv6 server binding all

The following command clears all DHCPv6 local server bindings:

user@host> clear dhcpv6 server binding all

clear dhcpv6 server binding <ipv6-prefix>

The following command clears DHCPv6 local server bindings for a specific IPv6 prefix:

user@host> clear dhcpv6 server binding 14/0x00010001/0x02b3be8f/0x00109400/0x0005

clear dhcpv6 server binding interface

The following command clears DHCPv6 local server bindings on a specific interface:

user@host> clear dhcpv6 server binding interface fe-0/0/2
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clear dhcpv6 server binding <interfaces-vlan>

The following command uses the interfaces-vlan option to clear all DHCPv6 local server

bindings on top of the underlying interface ae0, which clears DHCPv6 bindings on all

demux VLANs on top of ae0:

user@host> clear dhcpv6 server binding interface ae0

clear dhcpv6 server binding <interfaces-wildcard>

The following command uses the interfaces-wildcard option to clear all DHCPv6 local

server bindings over a specific interface:

user@host> clear dhcpv6 server binding ge-1/0/0.*

clear dhcpv6 server binding dual-stack all

The following command clears all the dual-stack local server bindings.

user@host> clear dhcpv6 server binding dual-stack all
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clear dhcpv6 server statistics

Syntax clear dhcpv6 server statistics
<bulk-leasequery-connections>
<interface interface-name>
<logical-system logical-system-name>
<routing-instance routing-instance-name>

Release Information Command introduced in Junos OS Release 9.6.

bulk-leasequery-connections option introduced in Junos OS Release 16.1.

Description Clear all extended Dynamic Host Configuration Protocol for IPv6 (DHCPv6) local server

statistics.

Options bulk-leasequery-connections—(Optional) Clear bulk leasequery statistics.

logical-system logical-system-name—(Optional)Clear the statistics forDHCPv6clients
on the specified logical system. If you do not specify a logical system, statistics are

cleared for the default logical system.

routing-instance routing-instance-name—(Optional) Clear the statistics for DHCPv6
clients on the specified routing instance. If you do not specify a routing instance,

statistics are cleared for the default routing instance.

Required Privilege
Level

clear

Related
Documentation

show dhcpv6 server statistics on page 1777•

List of Sample Output clear dhcpv6 server statistics on page 1610

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear dhcpv6 server statistics

user@host> clear dhcpv6 server statistics
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clear diameter function statistics

Syntax clear diameter function <function-name> statistics

Release Information Command introduced in Junos OS Release 9.6.

Support for PTSP introduced in Junos OS Release 10.2.

Support for Gx-Plus introduced in Junos OS Release 11.2.

Support for PTSP discontinued in Junos OS Release 13.1.

Description Clear current statistics accumulated for a specified function (application) or for all

functions associated with the Diameter instance.

Options function-name—(Optional)Clear statistics for the specified function.Gx-Plus, JSRC, and
packet-triggered-subscribers are supported functions.

Required Privilege
Level

clear

Related
Documentation

Gx-Plus for Provisioning Subscribers Overview on page 771•

• JuniperNetworksSessionandResourceControl (SRC)and JSRCOverviewonpage829

• show diameter on page 1780

• show diameter function on page 1786

• show diameter function statistics on page 1790

List of Sample Output clear diameter function statistics on page 1611

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear diameter function statistics

user@host> clear diameter function jsrc statistics
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clear diameter peer

Syntax clear diameter peer peer-name
<connection | statistics>

Release Information Command introduced in Junos OS Release 9.6.

Description Delete the specified Diameter peer and clear all statistics or only current statistics for

the specified peer.

Options peer-name—Delete the Diameter peer.

connection—(Optional) Clear all peer statistics and restart the peer state machine for
the specified Diameter peer. This is the default action.

statistics—(Optional) Clear current statistics for the specified Diameter peer.

Required Privilege
Level

clear

Related
Documentation

show diameter on page 1780•

• show diameter peer on page 1801

• show diameter peer map on page 1806

• show diameter peer statistics on page 1809

List of Sample Output clear diameter peer on page 1612

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear diameter peer

user@host> clear diameter peer peer5 connection
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clear extensible-subscriber-services counters

Syntax clear extensible-subscriber-services counters

Release Information Command introduced in Junos OS Release 15.1.

Description Clear values of all event counters to zero. Active sessions and services counters are not

reset.

Required Privilege
Level

view

Related
Documentation

show extensible-subscriber-services counters on page 1823•

Sample Output

#clear extensible-subscriber-services counters
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clear extensible-subscriber-services sessions

Syntax clear extensible-subscriber-services sessions <accounting-session-id>

Release Information Command introduced in Junos OS Release 15.1.

Description Clear extensible subscriber service sessions in any state by executing the operational

script or the application to remove all services created. Specify an accounting session

ID to clear a specific session. If you do not specify an accounting session ID in the

command, the command clears all sessions.

Options accounting-session-id—(Optional) Identifier of the ESSM session you want cleared.

Required Privilege
Level

view

Related
Documentation

show extensible-subscriber-services sessions on page 1836•

Sample Output

#clear extensible-subscriber-services sessions "jnpr demux0.1073762028:46422"
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clear ipv6 router-advertisement

Syntax clear ipv6 router-advertisement
<interface interface>
<logical-system (all | logical-system-name)>

Release Information Command introduced before Junos OS Release 7.4.

Description Clear IPv6 router advertisement counters.

Options none—Clear IPv6 router advertisement counters for all interfaces.

interface interface—(Optional)Clear IPv6 router advertisementcounters for the specified
interface.

logical-system (all | logical-system-name)—(Optional) Perform this operation on all

logical systems or on a particular logical system.

Required Privilege
Level

view

Related
Documentation

show ipv6 router-advertisement on page 1839•

List of Sample Output clear ipv6 router-advertisement on page 1615

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear ipv6 router-advertisement

user@host> clear ipv6 router-advertisement
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clear network-access aaa statistics

Syntax clear network-access aaa statistics
<accounting>
<address-assignment (client | pool pool-name)>
<authentication>
<dynamic-requests>
<radius>
<re-authentication>
<terminate-code>

Release Information Command introduced in Junos OS Release 10.0.

Option radius introduced in Junos OS Release 11.4

Option terminate-code introduced in Junos OS Release 11.4.

Description Clear AAA statistics.

Options accounting—(Optional) Clear AAA accounting statistics.

address-assignment client—(Optional) Clear AAA address-assignment statistics for
the client.

address-assignment poolpool-name—(Optional) Clear AAAaddress-assignment pool
statistics.

authentication—(Optional) Clear AAA authentication statistics.

dynamic-requests—(Optional) Clear AAA dynamic-request statistics.

radius—(Optional) Clears the values in the Peak and Exceeded columns only.

re-authentication—(Optional) Clear AAA reauthentication statistics.

terminate-code—(Optional) Clear AAA termination code statistics.

Required Privilege
Level

maintenance

Related
Documentation

Verifying and Managing Subscriber AAA Information on page 251•

List of Sample Output clear network-access aaa statistics accounting on page 1617
clear network-access aaa statistics address-assignment pool on page 1617
clear network-access aaa statistics radius on page 1617

Output Fields When you enter this command, you are provided feedback on the status of your request.
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Sample Output

clear network-access aaa statistics accounting

user@host> clear network-access aaa statistics accounting

clear network-access aaa statistics address-assignment pool

user@host> clear network-access aaa statistics address-assignment pool isp_1

clear network-access aaa statistics radius

user@host> clear network-access aaa statistics radius
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clear network-access aaa subscriber

Syntax clear network-access aaa subscriber
<session-id identifier <reconnect>>
<statistics username username>
<username username <reconnect>>

Release Information Command introduced in Junos OS Release 9.1.

reconnect and session-id options added in Junos OS Release 16.1R4.

Description ClearAAAsubscriber statisticsand logout subscribers.Youcan logout subscribersbased

on the username or on the subscriber session identifier. Use the session identifier when

more than one session has the same username string.

Options reconnect—(Optional) Reconnect as a Layer 2 wholesale session when the subscriber
session has been fully logged out. This option is equivalent to issuing a

RADIUS-initiated disconnect with reconnect semantics; that is, when themessage

includesAcct-Terminate-Cause (RADIUSattribute 49)with a value of callback (16).

You can apply this option to either a Layer 2 wholesale session or a conventionally

auto-sensed dynamic VLAN supporting a PPPoE session.

In the latter case, this option triggers a PPPoE session logout and removal of the

dynamic VLAN logical interface. This is followed by authorization of the access-line

to attempt creation of a dynamic VLAN IFL supporting Layer 2 wholesale session in

its place.

session-id identifier—(Optional) Log out the subscriber based on the subscriber session
identifier.

statistics username username—(Optional) Clear AAA subscriber statistics and log out
the subscriber.

username username—(Optional) Log out the AAA subscriber.

Required Privilege
Level

maintenance

Related
Documentation

Verifying and Managing Subscriber AAA Information on page 251•

List of Sample Output clear network-access aaa subscriber statistics username on page 1619
clear network-access aaa subscriber username on page 1619
clear network-access aaa subscriber username on page 1619

Output Fields When you enter this command, you are provided feedback on the status of your request.
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Sample Output

clear network-access aaa subscriber statistics username

user@host> clear network-access aaa subscriber statistics username user22@example.com

clear network-access aaa subscriber username

user@host> clear network-access aaa subscriber username user22@example.com

clear network-access aaa subscriber username

user@host> clear network-access aaa subscriber session-id 18367425
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clear network-access gx-plus replay

Syntax clear network-access gx-plus replay

Release Information Command introduced in Junos OS Release 11.2.

Description Clear pendingGx-Plus login and logout requests (replays). Sends JSERmessage toPCRF

that includes the Juniper-Event-Type AVP (AVP code 2103) with a value of 3 indicating

a discovery request. The PCRF returns a JDERmessage to initiate discovery of all

subscribers.When this discovery completes, all pending subscriber requests are cleared.

Options This command has no options.

Required Privilege
Level

clear

Related
Documentation

clear network-access gx-plus statistics on page 1621•

• show network-access gx-plus on page 1888

List of Sample Output clear network-access gx-plus replay on page 1620

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear network-access gx-plus replay

user@host> clear network-access gx-plus replay
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clear network-access gx-plus statistics

Syntax clear network-access gx-plus statistics

Release Information Command introduced in Junos OS Release 11.2.

Description Clear Gx-Plus statistics.

Options This command has no options.

Required Privilege
Level

clear

Related
Documentation

show network-access gx-plus on page 1888•

List of Sample Output clear network-access gx-plus statistics on page 1621

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear network-access gx-plus statistics

user@host> clear network-access gx-plus statistics
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clear network-access ocs statistics

Syntax clear network-access ocs statistics

Release Information Command introduced in Junos OS Release 16.2.

Description Clear Online Charging System (OCS) provisioning statistics information.

Required Privilege
Level

maintenance

Related
Documentation

ocs on page 1306•

• show network-access ocs on page 1894

• PolicyandChargingEnforcementFunctionOverviewforBroadbandWirelineSubscribers

on page 790

• Understanding Gy Interactions Between the Router and the OCS on page 802

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807

List of Sample Output clear network-access ocs statistics on page 1622

Output Fields When you enter this command, you are provided no feedback on the status of your

request.

Sample Output

clear network-access ocs statistics

user@host> clear network-access ocs statistics
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clear network-access pcrf

Syntax clear network-access pcrf (statistics | subscribers)

Release Information Command introduced in Junos OS Release 16.2.

Description Clear Policy and Charging Rules Function (PCRF) provisioning statistics and subscribers

information.

Options statistics—(Optional) Clear PCRF provisioning statistics.

subscribers—(Optional) Force logout of all PCRF subscribers. Used with draining mode
to flush all subscribers before making substantial configuration changes.

Required Privilege
Level

maintenance

Related
Documentation

pcrf on page 1357•

• show network-access pcrf on page 1896

• Understanding Gx Interactions Between the Router and the PCRF on page 794

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807

• Understanding Upstream and DownstreamMessages for the PCRF on page 813

List of Sample Output clear network-access pcrf statistics on page 1623
clear network-access pcrf subscribers on page 1623

Output Fields When you enter this command, you are provided no feedback on the status of your

request.

Sample Output

clear network-access pcrf statistics

user@host> clear network-access pcrf statistics

Sample Output

clear network-access pcrf subscribers

user@host> clear network-access pcrf subscribers
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request services subscribers clear

Syntax request services subscribers clear subscriber-profile profile client-id client-id

Release Information Command introduced in Junos OS Release 11.4.

Description Clear the subscriber profile associated with the given subscriber.

Options profile—Name of the subscriber profile to clear the active subscriber profile for the given
subscriber.

client-id—Client session ID assigned to the subscriber.

Required Privilege
Level

clear

List of Sample Output request services subscriber clear subscriber-profile tc_act_prof client-id on page 1624

Sample Output

request services subscriber clear subscriber-profile tc_act_prof client-id

user@host>request services subscriber clear subscriber-profile tc_act_prof client-id
2533274790395909 | display xml
rpc-reply xmlns:junos="http://xml.juniper.net/junos/11.1I0/junos"
    packet-triggered-subscribers-information 
xmlns="http://xml.juniper.net/junos/11.1I0/junos-packet-triggered-subscribers"
        service-subscribers-request-result junos:style="success"
        /service-subscribers-request-result
    /packet-triggered-subscribers-information
    cli
        banner/banner
    /cli
/rpc-reply
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clear system subscriber-management statistics

Syntax clear system subscriber-management statistics

Release Information Command introduced in Junos OS Release 15.1.

Description Clear subscriber-management statistics.

Options This command has no options.

Required Privilege
Level

view and system

Related
Documentation

show system subscriber-management statistics on page 1983•

List of Sample Output clear subscriber-management statistics on page 1625

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear subscriber-management statistics

user@host> clear subscriber-management statistics

1625Copyright © 2018, Juniper Networks, Inc.

Chapter 103: Operational Commands



request ancp oam interface

Syntax request ancp oam interface
(interface-name | interface-set set-name)
<count count>
<timeout duration>

Release Information Command introduced in Junos OS Release 11.4.

Description Trigger the access node to run a loopback test on the local loop between the access

node and the customer premises equipment. Youmust specify either an ANCP interface

or an ANCP interface set. The access node responds to the NASwith the results of the

test.

Options interface-name—Name of the ANCP interface on whose local loop the loopback test is
run.

interface-set set-name—Name of the ANCP interface set on whose local loop the
loopback test is run.

count count—(Optional) Number of times a loopbackmessage is sent on the local loop.
Range: 1 through 32. Default: 1.

timeoutduration—(Optional)Periodof time in seconds that theNASwaits for a response
to the OAM request.

Range: 0 through 255. Default: 5.

Required Privilege
Level

view

Related
Documentation

Triggering ANCP OAM to Test the Local Loop on page 735•

List of Sample Output request ancp oam interface on page 1626

Output Fields When you enter this command, you are provided feedback on the status of your request,

including the result of the test, the response code, and the response string returnedwith

the OAM response in the event of failure, an error code is displayed.

Sample Output

request ancp oam interface

user@host> request ancp oam interface ge-1/0/4.12 count 5 timeout 40
request succeeded
 0x503 : DSL line status showtime
 DEFAULT RESPONSE
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request ancp oam neighbor

Syntax request ancp oam neighbor
(ip-address ip-address | system-name neighbor-name)
subscriber identifier-string
<count count>
<timeout duration>

Release Information Command introduced in Junos OS Release 11.4.

Description Trigger the access node to run a loopback test on the local loop between the access

node and the customer premises equipment. Youmust specify both the access node

and the subscriber. The access node responds to the NASwith the results of the test.

Options ip-address ip-address—IP address that specifies the access node on whose local loop
the loopback test is run.

system-name neighbor-name—System name that specifies the access node on whose

local loop the loopback test is run.

subscriber identifier-string—Access identifier that specifies the subscriber on whose
local loop the loopback test is run.

count count—(Optional) Number of times a loopbackmessage is sent on the local loop.
Range: 1 through 32. Default: 1.

timeoutduration—(Optional)Periodof time in seconds that theNASwaits for a response
to the OAM request.

Range: 0 through 255. Default: 5.

Required Privilege
Level

view

Related
Documentation

Triggering ANCP OAM to Test the Local Loop on page 735•

List of Sample Output request ancp oam subscriber on page 1627

Output Fields When you enter this command, you are provided feedback on the status of your request,

including the result of the test, the response code, and the response string returnedwith

the OAM response in the event of failure, an error code is displayed.

Sample Output

request ancp oam subscriber

user@host> request ancp oam neighbor 203.0.113.21 subscriber “dslam port-1-11”
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request succeeded
 0x503 : DSL line status showtime
 DEFAULT RESPONSE
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request ancp oam port-down

Syntax request ancp oam port-down
(neighbor ip-address | subscriber-interface physical-interface-name)
circuit-id aci remote-id ari outer-vlan-id vlan-id

Release Information Command introduced in Junos OS Release 16.1R4.

Description Simulate an ANCP Port Downmessage on the specified access loop for troubleshooting

or tomitigate anabnormal condition. Triggers removal of the correspondingout-of-band

triggered, autosensed dynamic VLAN session for which no ANCP-sourced information

exists. Youmust specify an ACI, an ARI, and an outer VLAN tag. This command is

overridden by a genuine ANCP Port-Upmessage, meaning that you cannot use this

command to initiate a Port Down condition when the access node has already reported

a Port Up condition.

Options aci—ANCP Access-Loop-Circuit-ID TLV that corresponds to a subscriber interface on
the access node; used to identify the access node fromwhich the message is

simulated.

ari—ANCP Access-Loop-Remote-ID TLV that identifies the subscriber associated with
an interface on the access node; used to identify the access node fromwhich the

message is simulated.

ip-address—IP address that specifies the access node fromwhich the message is

simulated.

physical-interface-name—Nameof the access-facing subscriber interface that specifies
the access node on whose local loop the loopback test is run.

vlan-id—ANCP Access-Aggregation-Circuit-ID-Binary TLV, the outer VLAN tag inserted
by the access node on upstream traffic; used to identify the access node fromwhich

the message is simulated.

Required Privilege
Level

view

Related
Documentation

Triggering ANCP OAM to Simulate ANCP Port Down and Port Up Messages•

• Layer 2Wholesale with ANCP-Triggered VLANs Overview

List of Sample Output requestancpoamport-downneighborcircuit-id remote-idouter-vlan-idonpage1630

Output Fields When you enter this command, you are provided no feedback on the status of your

request.Youcanenter the showancpneighbordetail, showsubscribersclient-typevlan-oob

detail, and the show subscribers summary commands before and after initiating the Port

Downmessage to verify the operation.
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Sample Output

request ancp oam port-down neighbor circuit-id remote-id outer-vlan-id

user@host> request ancp oam port-down neighbor 192.168.25.31 circuit-id line-aci-1 remote-id
line-ari-1 outer-vlan-id 126
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request ancp oam port-up

Syntax request ancp oam port-up
(neighbor ip-address | subscriber-interface physical-interface-name)
circuit-id aci remote-id ari outer-vlan-id vlan-id

Release Information Command introduced in Junos OS Release 16.1R4.

Description Simulate an ANCP Port Upmessage on the specified access loop for troubleshooting or

to mitigate an abnormal condition. Youmust specify an ACI, an ARI, and an outer VLAN

tag. This command is overridden by a genuine ANCP Port Downmessage, meaning that

you cannot use this command to initiate a Port Up condition when the access node has

already reported a Port Down condition.

Options aci—ANCP Access-Loop-Circuit-ID TLV that corresponds to a subscriber interface on
the access node; used to identify the access node fromwhich the message is

simulated.

ip-address—IP address that specifies the access node fromwhich the message is

simulated.

ari—ANCP Access-Loop-Remote-ID TLV that identifies the subscriber associated with
an interface on the access node; used to identify the access node fromwhich the

message is simulated.

physical-interface-name—Nameof the access-facing subscriber interface that specifies
the access node on whose local loop the loopback test is run.

vlan-id—ANCP Access-Aggregation-Circuit-ID-Binary TLV, the outer VLAN tag inserted
by the access node on upstream traffic; used to identify the access node fromwhich

the message is simulated.

Required Privilege
Level

view

Related
Documentation

Triggering ANCP OAM to Simulate ANCP Port Down and Port Up Messages•

• Layer 2Wholesale with ANCP-Triggered VLANs Overview

List of Sample Output request ancp oam port-up neighbor circuit-id remote-id outer-vlan-id on page 1632

Output Fields When you enter this command, you are provided no feedback on the status of your

request.Youcanenter the showancpneighbordetail, showsubscribersclient-typevlan-oob

detail, and the show subscribers summary commands before and after initiating the Port

Upmessage to verify the operation.
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Sample Output

request ancp oam port-up neighbor circuit-id remote-id outer-vlan-id

user@host> request ancp oam port-up neighbor 192.168.25.31 circuit-id line-aci-1 remote-id
line-ari-1 outer-vlan-id 126
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request dhcp relay bulk-leasequery

Syntax request dhcp relay bulk-leasequery (client-id | ipv4-address |mac-address)
<server-address address | server-group group-name>
<logical-system logical-system>
<routing-instance routing-instance>

Release Information Command introduced in Junos OS Release 16.1.

Description Initiate the bulk leasequery operation that updates binding information for subscribers

by requesting thatDHCP relay agent send thebulk leasequerymessage to the configured

DHCP servers. The DHCP bulk leasequery feature must be configured in the DHCP relay

agent.

Options NOTE: Youmust configure at least one of client-id, ipv4-address, or
mac-address.

address—Specify the IP address of the DHCP local server to query.

client-id—Use the DHCP client identifier option (option 61) to identify the client whose
binding information is requested.

group-name—Specify the name of a group of DHCP local servers to query.

mac-address—Use the MAC address to identify the client whose binding information is
requested.

logical-system—Specify an optional logical system for the DHCP server being queried.

The default logical system is used by default.

routing-instance—Specify anoptional routing instance for theDHCPserverbeingqueried.
The default routing instance is used by default.

Required Privilege
Level

view

Related
Documentation

Initiating DHCP Leasequery to Update the DHCP Relay Agent Lease Database on

page 297

•

List of Sample Output request dhcp relay bulk-leasequery on page 1634

Output Fields When you enter this command, DHCP relay agent initiates the bulk leasequery operation.
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Sample Output

request dhcp relay bulk-leasequery

user@host> request dhcp relay bulk-leasequery 4/1224 server-address 192.168.10.10
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request dhcp relay leasequery

Syntax request dhcp relay leasequery (client-id | ipv4-address |mac-address)
<server-address address | server-group group-name>
<logical-system logical-system>
<routing-instance routing-instance>

Release Information Command introduced in Junos OS Release 16.1.

Description Initiate the leasequeryoperation thatupdatesbinding information for a specific subscriber

by requesting that DHCP relay agent send the leasequery message to the configured

DHCPservers. TheDHCP leasequery featuremust be configured in theDHCP relay agent.

Options NOTE: Youmust configure at least one of client-id, ipv4-address, or
mac-address.

address—Specify the IP address of the DHCP local server to query.

client-id—Use the DHCP client identifier option (option 61) to identify the client whose
binding information is requested.

group-name—Specify the name of a group of DHCP local servers to query.

ipv4-address—Use the IPv4 address to identify the client whose binding information is
requested.

logical-system—Specify an optional logical system for the DHCP servers being queried.

The default logical system is used by default.

mac-address—Use the MAC address to identify the client whose binding information is
requested.

routing-instance—Specifyanoptional routing instance for theDHCPserversbeingqueried.
The default routing instance is used by default.

Required Privilege
Level

view

Related
Documentation

Initiating DHCP Leasequery to Update the DHCP Relay Agent Lease Database on

page 297

•

List of Sample Output request dhcp relay leasequery on page 1636

Output Fields When you enter this command, DHCP relay agent initiates the leasequery operation.
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Sample Output

request dhcp relay leasequery

user@host> request dhcp relay leasequery 192.168.25.25 server-group DHCPgroup-10
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request dhcp server reconfigure

Syntax request dhcp server reconfigure (all | address | interface interface–name | logical-system
logical-system–name | routing-instance routing-instance–name)

Release Information Command introduced in Junos OS Release 10.0.

Command introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Initiate reconfiguration processing for the specified DHCP clients if they are in the bound

state. If theclientsare in the reconfiguring state, this commandhasnoeffect. If theclients

are in any state other than bound or reconfiguring, this command has the same effect

as the clear dhcp server binding command.

When the local server statemachine starts the reconfigurationprocessonaboundclient,

the client transitions to the reconfiguring state and the local server sends a forcerenew

message to the client. Because the client was in the bound state before entering the

reconfiguring state, all subscriber (or DHCP client) services, such as forwarding and

statistics, continue to work. An exponential back-off timer determines the interval at

which the forcerenewmessage is sent. If the final attempt is unsuccessful, the client is

returned to its original state by default. You can optionally include the clear-on-abort

statement to configure the client to be cleared when reconfiguration fails.

Options all—Initiate reconfiguration for all DHCP clients.

address—Initiate reconfiguration for DHCP client with the specified IP address or MAC
address.

interface interface-name—Initiate reconfiguration for all DHCP clients on this logical
interface (clients whose initial login requests were received over the specified

interface).

NOTE: Youcannotusethe interface interface-nameoptionwith the request

dhcp server reconfigure command for DHCP passive clients (clients that

are addedas a result ofDHCPsnoopedpackets). For passive clients, the
interface is not guaranteed to be the next-hop interface to the client, as
is the case for active clients.

logical-system logical-system-name—Initiate reconfiguration for all DHCP clients on
the specified logical system.

routing-instance routing-instance-name—Initiate reconfiguration reconfigured for all
DHCP clients in the specified routing instance.

Required Privilege
Level

view
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Related
Documentation

ConfiguringDynamicClientReconfigurationofExtendedLocalServerClientsonpage332•

List of Sample Output request dhcp server reconfigure on page 1638

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

request dhcp server reconfigure

user@host> request dhcp server reconfigure interface fe-0/0/0.100
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request dhcpv6 server reconfigure

Syntax request dhcpv6 server reconfigure (all | address | client-id | interface interface-name |
logical-system logical-system-name | routing-instance routing-instance-name |session-id)

Release Information Command introduced in Junos OS Release 10.4.

Command introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Initiate reconfiguration processing for the specified DHCPv6 clients if they are in the

bound state. If the clients are in the reconfiguring state, this command has no effect. If

the clients are in any state other than bound or reconfiguring, this command has the

same effect as the clear dhcpv6 server binding command.

When the local server statemachine starts the reconfigurationprocessonaboundclient,

the client transitions to the reconfigure state and the local server sends a reconfigure

message to the client. Because the client was in the bound state before entering the

reconfiguring state, all subscriber (or DHCP client) services, such as forwarding and

statistics, continue to work. An exponential back-off timer determines the interval at

which the reconfigure message is sent. If the final attempt is unsuccessful, the client is

returned to its original state by default. You can optionally include the clear-on-abort

statement to configure the client to be cleared when reconfiguration fails.

Options all—Initiate reconfiguration for all DHCPv6 clients.

address—Initiate reconfiguration for DHCPv6 client with the specified IPv6 address.

client-id—Initiate reconfiguration for DHCPv6 client with the specified client ID.

interface interface-name—Initiate reconfiguration for all DHCPv6 clients on this logical
interface (clients whose initial login requests were received over the specified

interface).

logical-system logical-system-name—Initiate reconfiguration for all DHCPv6 clients on
the specified logical system.

routing-instance routing-instance-name—Initiate reconfiguration reconfigured for all
DHCPv6 clients in the specified routing instance.

session-id—Initiate reconfiguration for DHCPv6 client with the specified session ID.

Required Privilege
Level

view

Related
Documentation

ConfiguringDynamicClientReconfigurationofExtendedLocalServerClientsonpage332•

List of Sample Output request dhcpv6 server reconfigure on page 1640

Output Fields When you enter this command, you are provided feedback on the status of your request.
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Sample Output

request dhcpv6 server reconfigure

user@host> request dhcpv6 server reconfigure 2001db8::2/16
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request dhcpv6 relay bulk-leasequery

Syntax requestdhcpv6 relaybulk-leasequery ( [client-id | ipv6-prefix] | relay-id relay-id | link-address
ipv6-link-address | remote-id remote-id)

<server-address address | server-group group-name>
<logical-system logical-system>
<routing-instance routing-instance>

Release Information Command introduced in Junos OS Release 16.1.

Description Initiate the bulk leasequery operation that updates the DHCPv6 relay agent’s binding

information for a group of subscribers. The DHCPv6 bulk leasequery feature must be

configured in the DHCPv6 relay agent.

By default, this bulk leasequery command is initiated with relay ID of the DHCPv6 relay

agent if you do not explicitly specify one of the client-id, ipv6-prefix, relay-id,

ipv6-link-address, or remote-id options.

Options address—Specify the IPv6 address of the DHCP local server to query.

client-id—Update binding information for clients identified by the specified DHCPv6
Client ID option (option 1).

group-name—Specify the name of a group of DHCP local servers to query.

ipv6-link-address—Update binding information for clients associated with the specified
IPv6 network segment.

ipv6-prefix—Updatebinding information for clients identifiedby thespecified IPv6prefix.

logical-system—Specify an optional logical system for the clients. The default logical

system is used by default.

relay-id—Update binding information for clients associated with the DHCPv6 relay
identified by the DHCP Unique Identifier (DUID) in the specified Relay-ID option.

remote-id—Update binding information for clients associated with the specified Relay
Agent Remote-ID option (option 37).

routing-instance—Specify anoptional routing instance for the clients. Thedefault routing
instance is used by default.

Required Privilege
Level

view

Related
Documentation

Initiating DHCP Leasequery to Update the DHCP Relay Agent Lease Database on

page 297

•

List of Sample Output request dhcpv6 relay bulk-leasequery on page 1642
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Output Fields When you enter this command, DHCPv6 relay agent initiates the bulk leasequery

operation.

Sample Output

request dhcpv6 relay bulk-leasequery

user@host> request dhcpv6 relay bulk-leasequery LL0x1-00:00:65:03:01:02 server-address
2001:db8:3000:0:8001::5/128
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request dhcpv6 relay leasequery

Syntax request dhcpv6 relay leasequery (client-id | ipv6-prefix)
<server-address address | server-group group-name>
<logical-system logical-system>
<routing-instance routing-instance>

Release Information Command introduced in Junos OS Release 16.1.

Description Initiate the leasequeryoperation thatupdatesbinding information for a specific subscriber

by requesting that DHCPv6 relay agent send the leasequery message to the configured

DHCP servers. The DHCP leasequery feature must be configured in the DHCPv6 relay

agent.

Options NOTE: Youmust configure at least one of client-idor ipv6-prefix.

address—Specify the IPv6 address of the DHCP local server to query.

client-id—Use theDHCPv6Client IDoption (option 1) to identify the clientwhosebinding
information is requested.

group-name—Specify the name of a group of DHCP local servers to query.

ipv6-prefix—Use the IPv6 prefix to identify the client whose binding information is
requested.

logical-system—Specify anoptional logical systemfor theDHCPv6serversbeingqueried.

The default logical system is used by default.

routing-instance—Specify an optional routing instance for the DHCPv6 servers being
queried. The default routing instance is used by default.

Required Privilege
Level

view

Related
Documentation

Initiating DHCP Leasequery to Update the DHCP Relay Agent Lease Database on

page 297

•

List of Sample Output request dhcpv6 relay leasequery on page 1644

Output Fields When you enter this command, DHCPv6 relay agent initiates the leasequery operation.
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Sample Output

request dhcpv6 relay leasequery

user@host> request dhcpv6 relay leasequery 2001:db8:3000:0:8001::5/128
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request network-access aaa accounting

Syntax request network-access aaa accounting (baseline | suspend | resume)

Release Information Command introduced in Junos OS Release 14.2R1 for MX Series routers.

Description Suspend accounting processes; determine a baseline of the statistical details while

accounting is suspended; and restart accountingoperationsafter baselining is completed.

This command is useful in service provider environments when an upgrade of the server

infrastructure is critical and needed immediately. RADIUS Acct-Start, Interim-Update,

and Acct-Stopmessages are not generated while accounting is suspended; the router

does not send any accounting messages to the RADIUS server. While accounting is

suspended, subscribers can continue to log in and log out.

Options baseline—(Optional)Determineabaselineof accounting statistics for current subscriber
sessions. Applies toonly those subscribers forwhich interimaccounting is configured.

The router implements the baseline by reading and storing the statistics at the time

the baseline is set and then subtracting this baseline when you retrieve

baseline-relative statistics after accounting resumes.

resume—Restart the accounting processes for all logged-in subscriber sessions after
baselining of statistics completes.

suspend—Temporarily halt accounting processes for all logged-in subscriber sessions.

Required Privilege
Level

view

Related
Documentation

Configuring AAA Accounting Suspension and Baselining Accounting Statistics on

page 127

•

• SuspendingAAAAccountingandBaseliningAccountingStatisticsOverviewonpage 123

Sample Output

request network-access aaa accounting suspend

user@host> request network-access aaa accounting suspend

request network-access aaa accounting baseline

user@host> request network-access aaa accounting baseline

request network-access aaa accounting resume

user@host> request network-access aaa accounting resume
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request network-access aaa subscriber set session-id

Syntax requestnetwork-accessaaasubscriber setsession-idsubscriber-session-idprovisioning-state
none

Release Information Command introduced in Junos OS Release 12.3.

Description Releasecontrol of thePCRFover the specified subscriber session. In response,AAAclears

the subscriber’s provisioning stateandsendsa terminated request to thePCRF indicating

the subscriber is no longer available.

Options subscriber-session-id—ID of the subscriber session.

Required Privilege
Level

view

Related
Documentation

Disabling PCRF Control of a Subscriber Session on page 931•

• Activating and Deactivating Subscriber Services Locally with the CLI on page 646

List of Sample Output request network-access aaa subscriber set session-id on page 1646

Output Fields When you enter this command, you are provided feedback on the status of your request.

Table 82 on page 1646 lists possible errormessages thatmight be returned if the service

activation fails.

Table 82: Service Activation/Deactivation Error Messages

Corrective ActionDescriptionMessage

Wait until the unified ISSU operation
completes and then retry the service
activation/deactivation.

A unified ISSUoperation is
active.

Error: AUTHD ISSU in
progress

Wait until the active operation
completes and then retry the
activation/deactivation operation.

Another service
activation/deactivation
operation is currently in
progress.

Service
activation/deactivation
already in progress

Verify the correct session ID for the
subscriber and then retry the
activation/deactivation operation.

The session ID is incorrect.Session identifier is not
for a subscriber session

Sample Output

request network-access aaa subscriber set session-id

user@host> requestnetwork-accessaaasubscribersetsession-idsession-id49provisioning-state
none
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Successful completion

1647Copyright © 2018, Juniper Networks, Inc.

Chapter 103: Operational Commands



request services extensible-subscriber-services reload-dictionary

Syntax request services extensible-subscriber-services reload-dictionary

Release Information Command introduced in Junos OS Release 15.1.

Description Reload the configured dictionary to essmd.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

dictionary on page 1108•

• show extensible-subscriber-services dictionary on page 1826

• show extensible-subscriber-services dictionary attributes on page 1830

• show extensible-subscriber-services dictionary services on page 1833

• Understanding the Dictionary File on page 250

Sample Output

# request services extensible-subscriber-services reload-dictionary
Dictionary reloaded successfully
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request services static-subscribers login group

Syntax request services static-subscribers login group group-name

Release Information Command introduced in Junos OS Release 9.6.

Description Resets the state of an interface group on which static subscribers were forcibly logged

out by the request services static-subscribers logoutgroup command. This action enables

static subscriber to login on the interfaces in the group.

Options group group-name—Group of static subscriber interfaces on which static subscribers
have been created.

Required Privilege
Level

view

Related
Documentation

Resetting the State of an Interface Group for Static Subscriber Login on page 866•

• request services static-subscribers logout group on page 1650

List of Sample Output request services static-subscribers login group on page 1649

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

request services static-subscribers login group

user@host> request services static-subscribers login group boston
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request services static-subscribers logout group

Syntax request services static-subscribers logout group igroup-name

Release Information Command introduced in Junos OS Release 9.6.

Description Force static subscribers on the interfaces in the group to be logged out. No subscriber

can subsequently log in on the interface group until the interface state is reset by a router

reset or the request services static-subscribers login group command.

Options group group-name—Group of static subscriber interfaces on which static subscribers
have been created.

Required Privilege
Level

view

Related
Documentation

Forcing a Group of Static Subscribers to Be Logged Out on page 866•

• request services static-subscribers login group on page 1649

List of Sample Output request services static-subscribers logout group on page 1650

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

request services static-subscribers logout group

user@host> request services static-subscribers logout group boston
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request services static-subscribers login interface

Syntax request services static-subscribers login interface interface-name

Release Information Command introduced in Junos OS Release 9.6.

Description Resets the state of an interface on which a static subscriber was forcibly logged out by

the request services static-subscribers logout interface command. This action enables a

static subscriber to login on the interface.

Options interface interface-name—Static interfaceonwhicha static subscriber hasbeencreated.

Required Privilege
Level

view

Related
Documentation

Resetting the State of an Interface for Static Subscriber Login on page 865•

• request services static-subscribers logout interface on page 1652

List of Sample Output request services static-subscribers login interface on page 1651

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

request services static-subscribers login interface

user@host> request services static-subscribers login interface ge-2/0/1.5

1651Copyright © 2018, Juniper Networks, Inc.

Chapter 103: Operational Commands



request services static-subscribers logout interface

Syntax request services static-subscribers logout interface interface-name

Release Information Command introduced in Junos OS Release 9.6.

Description Force static subscriber on the interface to be logged out. No subscriber can subsequently

log in on the interface until the interface state is reset by a router reset or the request

services static-subscribers login interface command.

Options interface interface-name—Static interfaceonwhicha static subscriber hasbeencreated.

Required Privilege
Level

view

Related
Documentation

Forcing a Static Subscriber to Be Logged Out on page 865•

• request services static-subscribers login interface on page 1651

List of Sample Output request services static-subscribers logout interface on page 1652

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

request services static-subscribers logout interface

user@host> request services static-subscribers logout interface ge-2/0/1.5
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request system reboot

List of Syntax Syntax on page 1653

Syntax (EX Series Switches) on page 1653

Syntax (TXMatrix Router) on page 1653

Syntax (TXMatrix Plus Router) on page 1653

Syntax (MX Series Router) on page 1653

Syntax request system reboot
<at time>
<both-routing-engines>
<inminutes>
<media (compact-flash | disk | removable-compact-flash | usb)>
<message "text">
<other-routing-engine>

Syntax (EX Series
Switches)

request system reboot
<all-members>
<at time>
<both-routing-engines>
<inminutes>
<local>
<media (external | internal)>
<membermember-id>
<message "text">
<other-routing-engine>
<slice slice>

Syntax (TXMatrix
Router)

request system reboot
<all-chassis | all-lcc | lcc number | scc>
<at time>
<both-routing-engines>
<inminutes>
<media (compact-flash | disk)>
<message "text">
<other-routing-engine>

Syntax(TXMatrixPlus
Router)

request system reboot
<all-chassis | all-lcc | lcc number | sfc number>
<at time>
<both-routing-engines>
<inminutes>
<media (compact-flash | disk)>
<message "text">
<other-routing-engine>
<partition (1 | 2 | alternate)>

Syntax (MX Series
Router)

request system reboot
<all-members>
<at time>
<both-routing-engines>
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<inminutes>
<local>
<media (external | internal)>
<membermember-id>
<message "text">
<other-routing-engine>

Release Information Command introduced before Junos OS Release 7.4.

Option other-routing-engine introduced in Junos OS Release 8.0.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Option sfc introduced for the TXMatrix Plus router in Junos OS Release 9.6.

Option both-routing-engines introduced in Junos OS Release 12.1.

Description Reboot the software.

NOTE: Starting with Junos OS Release 15.1F3, the statement request system

reboot reboots only the guest operating system on the PTX5000with

RE-PTX-X8-64G and, MX240, MX480, andMX960with RE-S-X6-64G.

Starting with Junos OS Release 15.1F5, the statement request system reboot

reboots only the guest operating system on the MX2010, andMX2020with
REMX2K-X8-64G.

NOTE: Starting from Junos OS Release 17.2R1, PTX10008 routers do not
support the requestsystemrebootcommand.Starting fromJunosOSRelease

17.4R1,PTX10016 routersdonotsupport the requestsystemrebootcommand.

Use the requestvmhost rebootcommand insteadof the requestsystemreboot

command on the PTX10008 and PTX10016 routers to reboot the Junos OS
software package or bundle on the router. See request vmhost reboot.

Options none—Reboot the software immediately.

all-chassis—(TXMatrix routers and TXMatrix Plus routers only) (Optional) On a TX
Matrix router or TX Matrix Plus router, reboot all routers connected to the TXMatrix

or TX Matrix Plus router, respectively.

all-lcc—(TXMatrix routers andTXMatrix Plus routers only) (Optional) On a TXMatrix
router orTXMatrixPlus router, rebootall line cardchassis connected to theTXMatrix

or TX Matrix Plus router, respectively.

all-members—(EX4200 switches and MX Series routers only) (Optional) Reboot the
software on all members of the Virtual Chassis configuration.

at time—(Optional)Timeatwhich to reboot thesoftware, specified inoneof the following
ways:
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• now—Stop or reboot the software immediately. This is the default.

• +minutes—Number of minutes from now to reboot the software.

• yymmddhhmm—Absolute time at which to reboot the software, specified as year,

month, day, hour, andminute.

• hh:mm—Absolute time on the current day at which to stop the software, specified

in 24-hour time.

both-routing-engines—(Optional) Reboot both Routing Engines at the same time.

inminutes—(Optional)Number ofminutes fromnow to reboot the software. This option

is an alias for the at +minutes option.

lcc number——(TXMatrix routers and TXMatrix Plus routers only) (Optional) Line-card
chassis number.

Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

local—(EX4200 switches and MX Series routers only) (Optional) Reboot the software
on the local Virtual Chassis member.

media (compact-flash | disk)—(Optional) Boot medium for next boot.

media (external | internal)—(EXSeries switches andMXSeries routers only) (Optional)
Reboot the boot media:

• external—Reboot the external mass storage device.

• internal—Reboot the internal flash device.

membermember-id—(EX4200switches andMXSeries routers only) (Optional) Reboot
the software on the specified member of the Virtual Chassis configuration. For

EX4200switches, replacemember-idwithavalue from0through9. For anMXSeries

Virtual Chassis, replacemember-idwith a value of 0 or 1.

message "text"—(Optional) Message to display to all system users before stopping or

rebooting the software.
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other-routing-engine—(Optional) Reboot the other Routing Engine fromwhich the

command is issued. For example, if you issue the command from themaster Routing

Engine, the backup Routing Engine is rebooted. Similarly, if you issue the command

from the backup Routing Engine, the master Routing Engine is rebooted.

partition—(TXMatrix Plus routers only) (Optional) Reboot using the specified partition
on the boot media. This option has the following suboptions:

• 1—Reboot from partition 1.

• 2—Reboot from partition 2.

• alternate—Reboot from the alternate partition.

scc—(TXMatrix routers only) (Optional) Reboot the Routing Engine on the TXMatrix
switch-card chassis. If you issue the command from re0, re0 is rebooted. If you issue

the command from re1, re1 is rebooted.

sfc number—(TXMatrix Plus routers only) (Optional) Reboot the Routing Engine on the
TXMatrix Plus switch-fabric chassis. If you issue the command from re0, re0 is

rebooted. If you issue the command from re1, re1 is rebooted. Replace numberwith

0.

slice slice—(EX Series switches only) (Optional) Reboot a partition on the boot media.
This option has the following suboptions:

• 1—Power off partition 1.

• 2—Power off partition 2.

• alternate—Reboot from the alternate partition.

Additional Information Reboot requests are recorded in the system log files, which you can view with the show

logcommand(see show log).Also, thenamesofany runningprocesses thatarescheduled

to be shut down are changed. You can view the process names with the show system

processes command (see show system processes).

On a TXMatrix or TXMatrix Plus router, if you issue the request system reboot command

on themaster Routing Engine, all the master Routing Engines connected to the routing

matrix are rebooted. If you issue this command on the backup Routing Engine, all the

backup Routing Engines connected to the routing matrix are rebooted.

NOTE: Before issuing the request system reboot command on a TXMatrix

Plus routerwithnooptionsor theall-chassis,all-lcc, lccnumber, or sfcoptions,

verify that master Routing Engine for all routers in the routingmatrix are in
the same slot number. If themaster Routing Engine for a line-card chassis is
in a different slot number than themaster Routing Engine for a TXMatrix
Plus router, the line-card chassis might become logically disconnected from
the routingmatrix after the request system reboot command.
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NOTE: To reboot a router that has two Routing Engines, reboot the backup
Routing Engine (if you have upgraded it) first, and then reboot themaster
Routing Engine.

Required Privilege
Level

maintenance

Related
Documentation

clear system reboot•

• request system halt

• Routing Matrix with a TXMatrix Plus Router Solutions Page

• request vmhost reboot

List of Sample Output request system reboot on page 1657
request system reboot (at 2300) on page 1657
request system reboot (in 2 Hours) on page 1657
request system reboot (Immediately) on page 1657
request system reboot (at 1:20 AM) on page 1658

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

request system reboot

user@host> request system reboot
Reboot the system ? [yes,no] (no)

request system reboot (at 2300)

user@host> request system reboot at 2300message ?Maintenance time!?
Reboot the system ? [yes,no] (no) yes

shutdown: [pid 186]
*** System shutdown message from root@test.example.net ***
System going down at 23:00

request system reboot (in 2 Hours)

The following example, which assumes that the time is 5 PM (17:00), illustrates 
three different ways to request the system to reboot in two hours:

user@host> request system reboot at +120
user@host> request system reboot in 120
user@host> request system reboot at 19:00

request system reboot (Immediately)

user@host> request system reboot at now
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request system reboot (at 1:20 AM)

To reboot the system at 1:20 AM, enter the following command. Because 1:20 AM is
 the next day, you must specify the absolute time.

user@host> request system reboot at 06060120
request system reboot at 120
Reboot the system at 120? [yes,no] (no) yes
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restart extensible-subscriber-services

Syntax restart extensible-subscriber-services

Release Information Command introduced in Junos OS Release 15.1.

Description Restart essmd.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

disable on page 1109•

Sample Output

# restart extensible-subscriber-services
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set request services subscribers

Syntax request services subscribers set subscriber-profile profile client-id client-id

Release Information Command introduced in Junos OS Release 11.4.

Description Set the subscriber profile associated with the given subscriber.

Options profile—Nameof the subscriber profile to createor override thecurrently active subscriber
profile for the given subscriber.

client-id—Client session ID assigned to the subscriber.

Required Privilege
Level

view

List of Sample Output request services subscriber set subscriber-profile tc_act_prof client-id on page 1660

Sample Output

request services subscriber set subscriber-profile tc_act_prof client-id

user@host> request services subscriber set subscriber-profile tc_act_prof client-id
2533274790395909 | display xml
rpc-reply xmlns:junos="http://xml.juniper.net/junos/11.1I0/junos"
    packet-triggered-subscribers-information 
xmlns="http://xml.juniper.net/junos/11.1I0/junos-packet-triggered-subscribers"
        service-subscribers-request-result junos:style="success"
        /service-subscribers-request-result
    /packet-triggered-subscribers-information
    cli
        banner/banner
    /cli
/rpc-reply
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show accounting pending-accounting-stops

Syntax show accounting pending-accounting-stops
<detail | terse>
<profile-name>

Release Information Command introduced in Junos OS Release 13.1.

Description Display all statistics for all pending accounting stop requests, including both service and

session requests.

Options none—Display information for all access profiles.

detail | terse—(Optional) Display the specified level of output.

profile-name—(Optional) Particular access profile for which you want to display
accounting stop statistics.

Required Privilege
Level

view

Related
Documentation

request network-access aaa replay pending-accounting-stops on page 1436•

• show network-access aaa statistics pending-accounting-stops on page 1864

List of Sample Output show accounting pending-accounting-stops detail on page 1663
show accounting pending-accounting-stops (Specific Profile) on page 1663
show accounting pending-accounting-stops terse on page 1664

Output Fields Table 83 on page 1661 lists the output fields for the show accounting

pending-accounting-stops command. Output fields are listed in the approximate order

in which they appear.

Table 83: show accounting pending-accounting-stops Output Fields

Level of OutputField DescriptionField Name

All levelsType of client.Type

All levelsName of the user logged in to the session.Username

detail noneLogical system and routing instance used for the session.Logical
system/Routing
instance

detail noneAccess profile used for AAA services for the session.Access-profile
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Table83: showaccounting pending-accounting-stopsOutput Fields (continued)

Level of OutputField DescriptionField Name

All levelsIDof thesubscriber session; generatedwhen thesubscriber
logs in. In theServicenameblock, this is the IDof the service
session.

Session ID

detail noneID of the accounting session (RADIUS attribute 44). The
ID appears in decimal or description format, as specified
by the accounting-session-id-format statement.

AccountingSessionID

detail noneIP address of the subscriber.IP Address

detail noneIPv6 address of the subscriber.IPv6 Prefix

detail noneState of the subscriber authentication session: AuthInit,
AuthStart,AuthChallenge,AuthRedirect,AuthClntRespWait,
AuthAcctVolStatsAckWait, AuthAcctStopAckWait,
AuthServCreateRespWait, AuthLogoutStart,
AuthStateActive, AuthClntLogoutRespWait,
AuthProfileUpdateWait, AuthProvisionRespWait,
AuthProvisionServiceCreationWait

Authentication State

detail noneState of the subscriber accounting session: Acc-Init,
Acc-Start-Sent, Imm-Update-Stats-Pending,
Acc-Interim-Sent, Acc-Stop-Stats-Pending, Acc-Stop-Sent,
Acc-Stop-On-Fail-Deny-Sent, Acc-Stop-Ackd

Accounting State

detail noneName of the attached service or policy.Service name

detail noneState of the service provided in the subscriber session.Service State

detail noneHow long the session has been up, in HH:MM:SS.Session uptime

detail noneStatus of the accounting configuration for the service, on
or off, and the type of accounting, time or volume+time.
Configured in RADIUS Service-Statistics VSA [26-69].

Accounting status

detail noneID of the service accounting session; RADIUS
Acct-Session-Id attribute (44). The ID appears in decimal
or description format, as specified by the
accounting-session-id-format statement.

Service accounting
session ID

detail noneState of the service accounting session: Acc-Init,
Acc-Start-Sent, Imm-Update-Stats-Pending,
Acc-Interim-Sent, Acc-Stop-Stats-Pending, Acc-Stop-Sent,
Acc-Stop-On-Fail-Deny-Sent, Acc-Stop-Ackd

Service accounting
state

detail noneAmount of time between interim accounting updates for
this service, in seconds; RADIUS
Service-Interim-Acct-Interval VSA [26-140] or Diameter
Acct-Interim-Interval AVP (85).

Accounting interim
interval
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Table83: showaccounting pending-accounting-stopsOutput Fields (continued)

Level of OutputField DescriptionField Name

detail noneID of the subscriber; generated when the subscriber logs
in.

Subscriber ID

All levelsID of the subscriber service.Service ID

terseName of the attached service or policy.Service

Sample Output

show accounting pending-accounting-stops detail

user@host> show accounting pending-accounting-stops detail
Type: pppoe
Username: vjshah29@example.com
AAA Logical system/Routing instance: default:default
Access-profile: ce-ppp-profile
Session ID: 84
Accounting Session ID: 84
IP Address: 192.168.0.25
IPv6 Prefix: 2010:db8:9999:18::/48
Authentication State: AuthAcctStopAckWait
Accounting State: Acc-Stop-Stats-Pending
Service name: cos-service
  Service State: SvcInactive
  Session ID: 94
  Session uptime: 00:08:02
  Accounting status: on/time
  Service accounting session ID: 84:94-1352294677
  Service accounting state: Acc-Stop-Stats-Pending
  Accounting interim interval: 600
Service name: filter-service
  Service State: SvcInactive
  Session ID: 93
  Session uptime: 00:08:02
  Accounting status: on/volume+time
  Service accounting session ID: 84:93-1352294677
  Service accounting state: Acc-Stop-Stats-Pending
  Accounting interim interval: 600
Service name: filter-service6
  Service State: SvcInactive
  Session ID: 95
  Session uptime: 00:08:02
  Accounting status: on/volume+time
  Service accounting session ID: 84:95-1352294677
  Service accounting state: Acc-Stop-Stats-Pending
  Accounting interim interval: 600

show accounting pending-accounting-stops (Specific Profile)

user@host> show accounting pending-accounting-stops ce-ppp-profile

Type:         Username:               Session ID:     Service ID:       Service
  pppoe        vjshah29@example.com       84
  pppoe        vjshah29@example.com       84              94                cos-service
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  pppoe        vjshah29@example.com       84              93                filter-service
  pppoe        vjshah29@example.com       84              95                filter-service6

show accounting pending-accounting-stops terse

user@host> show accounting pending-accounting-stops terse

 Type:         Username:                   Session ID:     Service ID:       Service
  pppoe        vjshah29@example.com           84
  pppoe        vjshah29@example.com           84              94                cos-service
  pppoe        vjshah29@example.com           84              93                filter-service
  pppoe        vjshah29@example.com           84              95                filter-service6
  pppoe        larry@example.com              85
  pppoe        larry@example.com              85              94                cos-service
  pppoe        larry@example.com              85              93                filter-service
  pppoe        larry@example.com              85              95                filter-service6
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show ancp cos

Syntax show ancp cos
<identifier identifier>
<last-update>
<pending-update>

Release Information Command introduced in Junos OS Release 9.4.

Description Display information about the CoS state for subscriber traffic.

Options identifier identifier—(Optional)Display informationabout the local loops for thespecified
access identifier.

last-update—(Optional) Display the most recently updated CoS information.

pending-update—(Optional) Display the pending update of CoS information.

Required Privilege
Level

view

Related
Documentation

show ancp neighbor on page 1670•

• show ancp statistics on page 1678

• show ancp subscriber on page 1683

List of Sample Output show ancp cos on page 1667
show ancp cos last-update on page 1668
show ancp cos pending-update on page 1669

Output Fields Table84onpage 1665 lists theoutput fields for theshowancpcoscommand.Output fields

are listed in the approximate order in which they appear.

Table 84: show ancp cos Output Fields

Field DescriptionField Name

Adjustment values applied by the ANCP agent to the actual downstream rates
and frame overhead for frame-mode DSL types. The agent then reports the
adjusted rates to CoS to establish a shaping rate for the CoS node that
corresponds to the subscriber access line.

Per-DSL CoS
adjustment

State of QoS adjust:

• TRUE—The ANCP agent is enabled to adjust the actual downstream data
rates and frame overhead and report the adjusted values to CoS.

• FALSE—The ANCP agent is not enabled to adjust and report values to CoS.

QoS Adjust Flag
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Table 84: show ancp cos Output Fields (continued)

Field DescriptionField Name

Numberofbytesbywhich theactualADSLdownstreamcelloverhead isadjusted
before reporting it to CoS.

ADSL bytes

Number of bytes by which the actual ADSL2 downstream cell overhead is
adjusted before reporting it to CoS.

ADSL2 bytes

Number of bytes by which the actual ADSL2+ downstream cell overhead is
adjusted before reporting it to CoS.

ADSL2-PLUS bytes

Percentage by which the actual SDSL downstream rate is adjusted before
reporting it to CoS.

SDSL overhead
adjusted

Number of bytes by which the actual SDSL downstream frame overhead is
adjusted before reporting it to CoS.

SDSL bytes

Percentage by which the actual OTHER downstream rate is adjusted before
reporting it to CoS.

OTHER overhead
adjusted

Number of bytes by which the actual OTHER downstream frame overhead is
adjusted before reporting it to CoS.

OTHER bytes

Percentage by which the actual VDSL downstream rate is adjusted before
reporting it to CoS.

VDSL overhead
adjusted

Number of bytes by which the actual VDSL downstream frame overhead is
adjusted before reporting it to CoS.

VDSL bytes

Percentage by which the actual VDSL2 downstream rate is adjusted before
reporting it to CoS.

VDSL2 overhead
adjusted

Number of bytes by which the actual VDSL2 downstream frame overhead is
adjusted before reporting it to CoS.

VDSL2 bytes

Adjustment values applied by the ANCP agent to the actual downstream rates
for individual DSL types to account for traffic overhead. The agent then reports
the adjusted rates to AAA.

Per-DSL
adjustment for
reporting

Percentage by which the actual ADSL downstream rate is adjusted before
reporting it to AAA.

ADSL adjustment
factor

Percentage by which the actual ADSL2 downstream rate is adjusted before
reporting it to AAA.

ADSL2 adjustment
factor

Percentage by which the actual ADSL2+ downstream rate is adjusted before
reporting it to AAA.

ADSL2+
adjustment factor

Percentage by which the actual VDSL downstream rate is adjusted before
reporting it to AAA.

VDSL adjustment
factor
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Table 84: show ancp cos Output Fields (continued)

Field DescriptionField Name

Percentage by which the actual VDSL2 downstream rate is adjusted before
reporting it to AAA.

VDSL2 adjustment
factor

Percentage by which the actual SDSL downstream rate is adjusted before
reporting it to AAA.

SDSL adjustment
factor

Percentage by which the actual OTHER downstream rate is adjusted before
reporting it to AAA.

OTHERadjustment
factor

Interval between the keepalive messages that the ANCP agent sends to CoS.Keepalive Timer

State of the interaction between the ANCP agent and CoS:

• ANCPD_COS_CONNECT_NEEDED

• ANCPD_COS_CONNECT_PENDING

• ANCPD_COS_CONNECT_DONE

• ANCPD_COS_SESSION_SENT

• ANCPD_COS_WRITE_READY

Cos State

Time at which the ANCP agent connected to CoS; useful for debugging.Connect Time

Time at which the ANCP agent sent a session connect message to CoS; useful
for debugging.

Session Time

Time at which the ANCP agent sent the routing instance to CoS; useful for
debugging.

Routing Instance
Time

Time at which the last keepalive message was sent.Keepalive Time

Time at which the shaping rate was last updated.Update Time

Subscriber access type: ifl indicates that a single VLAN carries subscriber traffic
and iflset indicates that a set of VLANs carries subscriber traffic.

Type

System-wide name of the particular subscriber access.Name

Access identifier.Index

Actual downstream data rate to be applied next to this local loop, in Kbps.Pending Update

Adjusted downstream data rate last reported to CoS by the ANCP agent for
this local loop, in Kbps.

Last Update

Sample Output

show ancp cos

user@host> show ancp cos
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Per-DSL CoS adjustment:
  Qos Adjust Flag:         TRUE
  ADSL bytes:              20
  ADSL2 bytes:              20
  ADSL2-PLUS bytes:              20
  VDSL overhead adjusted:  90
  VDSL bytes:              20
  VDSL2 overhead adjusted: 95
  VDSL2 bytes:             -20
  SDSL overhead adjusted:  85
  SDSL bytes:              30
  OTHER overhead adjusted:  85
  OTHER bytes:              30

Per-DSL adjustment for reporting:
  ADSL adjustment factor:  100
  ADSL2 adjustment factor: 100
  ADSL2+ adjustment factor:100
  VDSL adjustment factor:  100
  VDSL2 adjustment factor: 100
  SDSL adjustment factor:  100
  OTHER adjustment factor:  100

Keepalive Timer:         45 secs
State:                   WRITE_READY
Connect Time:            Fri May  2 12:08:49 2016
Session Time:            Fri May  2 12:18:52 2016
Routing Instance Time:   Fri May  2 12:18:53 2016
Keepalive Time:          Fri May  2 13:44:14 2016
Update Time:             Fri May  2 13:02:55 2016

Type      Name             Index         Pending Update      Last Update
iflset    aci-1004-ge-2/0/0.1073741834 4 None                 36000 Kbps

show ancp cos last-update

Per-DSL CoS adjustment:
  Qos Adjust Flag:         TRUE
  ADSL bytes:              20
  ADSL2 bytes:              20
  ADSL2-PLUS bytes:              20
  VDSL overhead adjusted:  90
  VDSL bytes:              20
  VDSL2 overhead adjusted: 95
  VDSL2 bytes:             -20
  SDSL overhead adjusted:  85
  SDSL bytes:              30
  OTHER overhead adjusted:  85
  OTHER bytes:              30

Per-DSL adjustment for reporting:
  ADSL adjustment factor:  100
  ADSL2 adjustment factor: 100
  ADSL2+ adjustment factor:100
  VDSL adjustment factor:  100
  VDSL2 adjustment factor: 100
  SDSL adjustment factor:  100
  OTHER adjustment factor:  100
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Keepalive Timer:         45 secs
State:                   WRITE_READY
Connect Time:            Fri May  2 12:08:49 2016
Session Time:            Fri May  2 12:18:52 2016
Routing Instance Time:   Fri May  2 12:18:53 2016
Keepalive Time:          Fri May  2 13:44:34 2016
Update Time:             Fri May  2 13:02:55 2016

Type      Name             Index         Pending Update      Last Update
iflset    aci-1004-ge-2/0/0.1073741834 4 None                 36000 Kbps

show ancp cos pending-update

user@host> show ancp cos pending-update
Per-DSL CoS adjustment:
  Qos Adjust Flag:         TRUE
  VDSL overhead adjusted:  90
  VDSL bytes:              20
  VDSL2 overhead adjusted: 95
  VDSL2 bytes:             -20
  SDSL overhead adjusted:  85
  SDSL bytes:              30
  OTHER overhead adjusted:  85
  OTHER bytes:              30

Per-DSL adjustment for reporting:
  ADSL adjustment factor:  100
  ADSL2 adjustment factor: 100
  ADSL2+ adjustment factor:100
  VDSL adjustment factor:  100
  VDSL2 adjustment factor: 100
  SDSL adjustment factor:  100
  OTHER adjustment factor:  100

Keepalive Timer:         45 secs
State:                   WRITE_READY
Connect Time:            Fri May  2 12:08:49 2016
Session Time:            Fri May  2 12:18:52 2016
Routing Instance Time:   Fri May  2 12:18:53 2016
Keepalive Time:          Fri May  2 13:44:34 2016
Update Time:             Fri May  2 13:02:55 2016
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show ancp neighbor

Syntax show ancp neighbor
<brief | detail>
<ip-address ip-address
<system-namemac-address>

Release Information Command introduced in Junos OS Release 9.4.

Description Display informationaboutall ANCPneighborsor the specifiedANCPneighbor, regardless

of operational state.

Options brief | detail—(Optional) Display the specified level of detail.

ip-address ip-address—(Optional) Display information about the neighbor (access
node) specified by the IP address.

system-namemac-address—(Optional)Display informationabout theneighbor (access
node) specified by the MAC address.

Required Privilege
Level

view

Related
Documentation

show ancp cos on page 1665•

• show ancp subscriber on page 1683

List of Sample Output show ancp neighbor on page 1673
show ancp neighbor detail on page 1674
show ancp neighbor ip-address on page 1675
show ancp neighbor system-name on page 1676

Output Fields Table85onpage 1670 lists theoutput fields for the showancpneighborcommand.Output

fields are listed in the approximate order in which they appear.

Table 85: show ancp neighbor Output Fields

Level of
OutputField DescriptionField Name

brief detail
none

Version of the ANCP implementation:

• 0x31—General Switch Management Protocol (GSMP) version 3, sub-version 1;
ANCP version before RFC 6320, Protocol for Access Node Control Mechanism in
Broadband Networks.

• 0x32—ANCP version 1, defined in RFC 6320, Protocol for Access Node Control
Mechanism in Broadband Networks.

Version

brief detail
none

IP address of the ANCP neighbor.IP Address
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Table 85: show ancp neighbor Output Fields (continued)

Level of
OutputField DescriptionField Name

brief noneNumber that associates the ANCPmessage with a specific partition.PartId

All levelsOperational state of the ANCP adjacency:

• Configured—The neighbor has been configured, but has never been in the
Established state. An asterisk (*) is prefixed to the neighbor entry for this state.

• Establishing—Adjacencynegotiations are in progress for theneighbor. Anasterisk
(*) is prefixed to the neighbor entry for this state. This state is rarely seenbecause
the adjacency is established so quickly.

• Established—Adjacency negotiations have succeeded for the neighbor and an
ANCP session has been established.

• Not Estblshed—Not Established; adjacency negotiations are ready to begin.
Indicates that this neighbor previously had been in the Established state; that is,
it has lost a previously established adjacency. An asterisk (*) is prefixed to the
neighbor entry for this state.

State

brief detail
none

How long the adjacency has been up in one of the following formats:

• nwndnh—number of weeks, days, and hours

• nd hh:mm:ss—number of days, hours, minutes, and seconds

Time

brief noneNumber of subscribers associated with the ANCP neighbor (access local loop).Subscriber Count

All levelsNegotiated ANCP capability:

• Topo—Topology discovery.

• OAM—Performance of local Operations Administration Maintenance (OAM)
procedures on an access loop controlled by the router.

Capabilities

detailMAC address of the ANCP neighbor.SystemName

detailTCP port on which ANCPmessages are exchanged.TCP Port

detailNumber identifying the ANCP link instance from the edge device’s perspective.System Instance

detailNumber identifying the ANCP instance from the access node’s perspective. This
number is unique and changes when the node or link comes back up after going
down.

Peer Instance

detailAdjacency timer value advertised by the ANCP peer in 100ms increments; the
intervalbetweenANCPACKmessages.This value remainsconstant for theduration
of an ANCP session.

Timer

detailNumber that identifies whether partitions are used and how the ID is negotiated:

• 0—No partition.

• 1—Fixed partition requested.

• 2—Fixed partition assigned.

Partition Type
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Table 85: show ancp neighbor Output Fields (continued)

Level of
OutputField DescriptionField Name

detailNumber that specifies the type of partition requested: 1 (new adjacency) or 2
(recovered adjacency).

Partition Flag

detailNumber that identifies a logical partition of an access node with which the ANCP
agent has formed an adjacency.

A value of zero indicates that the agent supports each neighbor on an IP address
over a single TCP sessionwith a partition ID of zero. This is the default support case.

A nonzero value indicates that the agent supports each neighbor on an IP address
over a single TCP session with a nonzero partition ID.

Partition Identifier

detailNumber of adjacencies that share the partition.Partition Adjacencies

detailRemaining period that the edge devicewaits for adjacency packets fromaneighbor
before declaring the neighbor to be down. Themaximum dead time value is three
times the configured adjacency timer value. This field displays the current value
based on the time that the last adjacency packet was received.

Dead Timer

detailNumber of synchronization messages received from neighbors to maintain
adjacencies.

Received Syn Count

detailNumber of synchronization acknowledgment messages received from neighbors
in response to the node’s synchronization messages.

Received Synack Count

detailNumberofmessages received fromneighbors indicating that the link to theneighbor
needs to be reset.

Received Rstack Count

detailNumber of acknowledgment messages periodically received from neighbors after
an adjacency has been established.

Received Ack Count

detailNumber of status messages received from neighbors indicating that a port has
transitioned to the up state.

Received Port Up Count

detailNumber of status messages received from neighbors indicating that a port has
transitioned to the down state.

Received Port Down
Count

detailNumber of generic responsemessages received from neighbors.Received Generic Resp
Count

detailNumber of adjacency update messages received from neighbors.Received Adjacency
Update Count

detailNumber of OAM responses received from neighbors in reply to request commands.Received OAMCount

detailNumber of all other ANCPmessage packets received from neighbors that do not
fit into one of the other categories.

Received Other Count

detailNumber of synchronization messages sent to neighbors to maintain adjacencies.Sent Syn Count
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Table 85: show ancp neighbor Output Fields (continued)

Level of
OutputField DescriptionField Name

detailNumberofsynchronizationacknowledgmentmessagessent toneighbors in response
to the their synchronization messages.

Sent Synack Count

detailNumberofmessages sent toneighbors indicating that the link to theneighbor needs
to be reset.

Sent Rstack Count

detailNumber of acknowledgment messages periodically sent to neighbors after an
adjacency has been established.

Sent Ack Count

detailNumber of generic responsemessages sent to neighbors.SentGenericRespCount

detailNumber of OAM request commands sent to neighbors.Sent OAMCount

detailNumber of times that the maximum number of discovery table entries accepted
from the neighbor has been exceeded.

Max Discovery Limit
Exceed Count

detailNumber of generic responsemessages sent to neighbors that include each of the
following result codes:

• Invalid RequestMessageCount—Aproperly formed requestmessage violated the
protocolbecauseof timing (suchasa racecondition)ordirectionof transmission.

• Specified Port(s) Down Count—One or more of the specified ports are down
becauseofastatemismatchbetween the routerandanANCPcontrol application.

• Out of Resources Count—ANCP is out of resources, probably not related to the
access lines. This result code is sent only by an access node.

• Request Msg Not Implemented Count—

• MalformedMsgCount—Message ismalformedbecause itwascorrupted in transit
or there was an implementation error at either end of the connection.

• TLVMissing Count—One or more mandatory TLVs wasmissing from a request.

• Invalid TLV Contents Count—The contents of one or more TLVs in the request do
not match its required specification.

• Non-Existent Port(s) Count—One or more of the ports specified in a request do
not exist, possiblybecauseofaconfigurationmismatchbetween theaccessnode
and the router or AAA.

Result Codes

Sample Output

show ancp neighbor

user@host> show ancp neighbor
  Version IP Address       PartID  State         Time        Subscriber    
Capabilities
                                                             Count
  0x31    203.0.113.13         0       Established   11:24       2             
Topo
  0x31    203.0.113.15         0       Not Estblshd  2:45        2             
Topo
* 0x0     198.51.100.102       0       Establishing  0           0
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* 0x0     192.0.2.0            0       Configured    0           0
* 0x0     192.0.2.1            0       Configured    0           0

show ancp neighbor detail

user@host> show ancp neighbor detail
  Neighbor Information
      Version                 : 0x31
      IP Address              : 192.0.2.85
      System Name             : 00:00:5e:00:53:01
          Up Time                          : 26
          TCP Port                         : 32666
          State                            : Established
          Subscriber Count                 : 4
          Capabilities                     : Topo
          System Instance                  : 2
          Peer Instance                    : 20
          Adjacency Timer (in 100ms)       : 100
          Peer Adjacency Timer (in 100ms)  : 100
          Partition Type                   : 0
          Partition Flag                   : 1
          Partition Identifier             : 0
          Partition Adjacencies            : 0
          Dead Timer                       : 23
          Received Syn Count               : 1
          Received Synack Count            : 1
          Received Rstack Count            : 0
          Received Ack Count               : 4
          Received Port Up Count           : 10
          Received Port Down Count         : 0
          Received Generic Resp Count      : 0
          Received Adjacency Update Count  : 0
          Received OAM Count               : 0
          Received Other Count             : 0
          Sent Syn Count                   : 1
          Sent Synack Count                : 2
          Sent Rstack Count                : 0
          Sent Ack Count                   : 3
          Sent Generic Resp Count          : 0
          Sent OAM Count                   : 0
          Max Discovery Limit Exceed Count : 0
      Result Codes:                          Received              Sent
          Invalid Request Message Count    : 0                     0
          Specified Port(s) Down Count     : 0                     0
          Out of Resources Count           : 0                     0
          Request Msg Not Implemented Count: 0                     0
          Malformed Msg Count              : 0                     0
          TLV Missing Count                : 0                     0
          Invalid TLV Contents Count       : 0                     0
          Non-Existent Port(s) Count       : 0                     0

      Version                 : 0x32
      IP Address              : 192.168.9.1
      System Name             : 00:00:5e:00:53:02
          Up Time                          : 36
          TCP Port                         : 61408
          State                            : Not Established
          Subscriber Count                 : 1
          Capabilities                     : Topology Discovery
          System Instance                  : 12
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          Peer Instance                    : 1
          Adjacency Timer (in 100ms)       : 50
          Peer Adjacency Timer (in 100ms)  : 100
          Partition Type                   : 0
          Partition Flag                   : 1
          Partition Identifier             : 0
          Partition Adjacencies            : 0
          Dead Timer                       : 23
          Received Syn Count               : 24
          Received Synack Count            : 20
          Received Rstack Count            : 2
          Received Ack Count               : 9
          Received Port Up Count           : 5
          Received Port Down Count         : 0
          Received Generic Resp Count      : 0
          Received Adjacency Update Count  : 0
          Received OAM Responses Count     : 2
          Received Other Count             : 0
          Sent Syn Count                   : 20
          Sent Synack Count                : 24
          Sent Rstack Count                : 1
          Sent Generic Resp Count          : 0
          Sent Ack Count                   : 9
          Sent OAM Requests Count          : 4
          Max Discovery Limit Exceed Count : 0
      Result Codes:                          Received              Sent
          Invalid Request Message Count    : 0                     0
          Specified Port(s) Down Count     : 0                     0
          Out of Resources Count           : 0                     0
          Request Msg Not Implemented Count: 0                     0
          Malformed Msg Count              : 0                     0
          TLV Missing Count                : 0                     0
          Invalid TLV Contents Count       : 0                     0
          Non-Existent Port(s) Count       : 0                     0

show ancp neighbor ip-address

user@host> show ancp neighbor ip-address 192.0.2.85

Neighbor Information
      Version                 : 0x32
      IP Address   : 192.0.2.85            
      System Name  : 00:00:5e:00:53:ba     
          Up Time                          : 26
          TCP Port                         : 32666
          State                            : Established
          Subscriber Count                 : 4
          Capabilities                     : Topo
          System Instance                  : 2
          Peer Instance                    : 20
          Adjacency Timer (in 100ms)       : 100
          Peer Adjacency Timer (in 100ms)  : 100
          Partition Type                   : 0
          Partition Flag                   : 1
          Partition Identifier             : 0
          Partition Adjacencies            : 0
          Dead Timer                       : 23
          Received Syn Count               : 1
          Received Synack Count            : 1
          Received Rstack Count            : 0
          Received Ack Count               : 4
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          Received Port Up Count           : 10
          Received Port Down Count         : 0
          Received Generic Resp Count      : 0
          Received Adjacency Update Count  : 0
          Received OAM Count               : 0
          Received Other Count             : 0
          Sent Syn Count                   : 1
          Sent Synack Count                : 2
          Sent Rstack Count                : 0
          Sent Ack Count                   : 3
          Sent Generic Resp Count          : 0
          Sent OAM Count                   : 0
          Max Discovery Limit Exceed Count : 0
      Result Codes:                          Received              Sent
          Invalid Request Message Count    : 0                     0
          Specified Port(s) Down Count     : 0                     0
          Out of Resources Count           : 0                     0
          Request Msg Not Implemented Count: 0                     0
          Malformed Msg Count              : 0                     0
          TLV Missing Count                : 0                     0
          Invalid TLV Contents Count       : 0                     0
          Non-Existent Port(s) Count       : 0                     0

show ancp neighbor system-name

user@host> show ancp neighbor 00:00:5e:00:53:ba detail

Neighbor Information
   Version                 : 0x31
   IP Address              : 203.0.113.101
   System Name             : 00:00:5e:00:53:ba
     Up Time                              : 19
     TCP Port                             : 1028
     State                                : Established
     Subscriber Count                     : 2
     Capabilities                         : Topology Discovery, OAM
     System Instance                      : 1
     Peer Instance                        : 10
     Adjacency Timer (in 100ms)           : 100
     Peer Adjacency Timer (in 100ms)      : 250
     Partition Type                       : 0
     Partition Flag                       : 1                     
     Partition Identifier                 : 0
     Partition Adjacencies                : 0
     Dead Timer                           : 55
     Received Syn Count                   : 1                                   

     Received Synack Count                : 1
     Received Rstack Count                : 0
     Received Ack Count                   : 1
     Received Port Up Count               : 34
     Received Port Down Count             : 0
     Received Generic Resp Count          : 0
     Received Adjacency Update Count      : 0
     Received OAM Responses Count         : 2
     Received Other Count                 : 0
     Sent Syn Count                       : 1
     Sent Synack Count                    : 1
     Sent Rstack Count                    : 0
     Sent Ack Count                       : 3
     Sent Generic Resp Count              : 0
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     Sent OAM Requests Count              : 4
     Max Discovery Limit Exceed Count     : 3
   Result Codes:                          Received              Sent
     Invalid Request Message Count        : 0                     0
     Specified Port(s) Down Count         : 0                     0
     Out of Resources Count               : 0                     0
     Request Msg Not Implemented Count    : 0                     0
     Malformed Msg Count                  : 0                     0
     TLV Missing Count                    : 0                     0
     Invalid TLV Contents Count           : 0                     0
     Non-Existent Port(s) Count           : 0                     0         
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show ancp statistics

Syntax show ancp statistics
<ip-address ip-address>
<system-namemac-address>

Release Information Command introduced in Junos OS Release 13.3.

Description Display statistics for all ANCP neighbors (access nodes) or the specified ANCPneighbor.

Options none—Display statistics for all ANCP neighbors, including global statistics not show for

individual neighbors.

ip-address ip-address—(Optional) Display statistics for only the neighbor with the
specified IP address.

system-namemac-address—(Optional) Display statistics for only the neighborwith the
specified MAC address.

Required Privilege
Level

view

Related
Documentation

show ancp cos on page 1665•

• show ancp neighbor on page 1670

• show ancp subscriber on page 1683

List of Sample Output show ancp statistics on page 1680
show ancp statistics ip-address on page 1681
show ancp statistics system-name on page 1681

Output Fields Table86onpage 1678 lists theoutput fields for the showancpstatisticscommand.Output

fields are listed in the approximate order in which they appear.

Table 86: show ancp statistics Output Fields

Field DescriptionField Name

Total count of ANCP neighbors.Number of
neighbors

Total count of ANCP subscribers.Number of
subscribers

Number of neighbor TCP/IP sessions accepted on listener socket.Accept Count
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Table 86: show ancp statistics Output Fields (continued)

Field DescriptionField Name

Number of neighbor TCP/IP sessions that failed due to one of the following
causes: session already exists, maximum number of ANCP connections
exceeded, creation of session or neighbor failed, or protocol start failed.

Accept Fail Count

Number of neighbor TCP/IP sessions that failed because the neighbor was not
configured.

No Config Accept
Deny Count

Number of synchronization messages received from neighbors to maintain
adjacencies.

ReceivedSynCount

Numberof synchronizationacknowledgmentmessages received fromneighbors
in response to the node’s synchronization messages.

Received Synack
Count

Number of messages received from neighbors indicating that the link to the
neighbor needs to be reset.

Received Rstack
Count

Number of acknowledgment messages periodically received from neighbors
after an adjacency has been established.

ReceivedAckCount

Number of status messages received from neighbors indicating that a port has
transitioned to the up state.

Received Port Up
Count

Number of status messages received from neighbors indicating that a port has
transitioned to the down state.

Received Port
Down Count

Number of generic responsemessages received from neighbors.Received Generic
Resp Count

Number of adjacency update messages received from neighbors.ReceivedAdjacency
Update Count

Number of OAM responses received from neighbors in reply to request
commands.

Received OAM
Count

Number of all other ANCPmessage packets received from neighbors that do
not fit into one of the other categories.

Received Other
Count

Numberof synchronizationmessagessent toneighbors tomaintainadjacencies.Sent Syn Count

Number of synchronization acknowledgment messages sent to neighbors in
response to the their synchronization messages.

Sent Synack Count

Number of messages sent to neighbors indicating that the link to the neighbor
needs to be reset.

Sent Rstack Count

Number of acknowledgment messages periodically sent to neighbors after an
adjacency has been established.

Sent Ack Count

Number of generic responsemessages sent to neighbors.Sent Generic Resp
Count
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Table 86: show ancp statistics Output Fields (continued)

Field DescriptionField Name

Number of OAM request commands sent to neighbors.Sent OAMCount

Number of generic responsemessages sent to neighbors that include each of
the following result codes:

• InvalidRequestMessageCount—Aproperly formed requestmessagesviolated
the protocol because of timing (such as a race condition) or direction of
transmission.

• Specified Port(s) Down Count—One or more of the specified ports are down
because of a state mismatch between the router and an ANCP control
application.

• Out of Resources Count—the ANCP agent is out of resources, probably not
related to the access lines. This result code is sent only by an access node.

• Request Msg Not Implemented Count—

• MalformedMsg Count—Message is malformed because it was corrupted in
transit or there was an implementation error at either end of the connection.

• TLVMissingCount—OneormoremandatoryTLVswasmissing froma request.

• Invalid TLVContents Count—The contents of one ormore TLVs in the request
do not match its required specification.

• Non-Existent Port(s) Count—One or more of the ports specified in a request
do not exist, possibly because of a configuration mismatch between the
access node and the router or AAA.

Result Codes

Sample Output

show ancp statistics

user@host> show ancp statistics
  Statistics
          Number of neighbors             : 4
          Number of subscribers           : 6
          Accept Count                    : 0
          Accept Fail Count               : 0
          No Config Accept Deny Count     : 0
          Received Syn Count              : 2
          Received Synack Count           : 1
          Received Rstack Count           : 0
          Received Ack Count              : 8
          Received Port Up Count          : 7
          Received Port Down Count        : 0
          Received Generic Resp Count     : 0
          Received Adjacency Update Count : 0
          Received OAM Count              : 0
          Received Other Count            : 0
          Sent Syn Count                  : 1
          Sent Synack Count               : 1
          Sent Rstack Count               : 0
          Sent Ack Count                  : 17
          Sent Generic Resp Count         : 0
          Sent OAM Count                  : 4
      Result Codes:                          Received              Sent
          Invalid Request Message Count    : 0                     0
          Specified Port(s) Down Count     : 0                     0

Copyright © 2018, Juniper Networks, Inc.1680

Broadband Subscriber Sessions Feature Guide



          Out of Resources Count           : 0                     0
          Request Msg Not Implemented Count: 0                     0
          Malformed Msg Count              : 0                     0
          TLV Missing Count                : 0                     0
          Invalid TLV Contents Count       : 0                     0
          Non-Existent Port(s) Count       : 0                     0

show ancp statistics ip-address

user@host> show ancp statistics ip-address 203.0.113.1
  Statistics
          Received Syn Count              : 2
          Received Synack Count           : 1
          Received Rstack Count           : 0
          Received Ack Count              : 8
          Received Port Up Count          : 7
          Received Port Down Count        : 0
          Received Generic Resp Count     : 0
          Received Adjacency Update Count : 0
          Received OAM Count              : 0
          Received Other Count            : 0
          Sent Syn Count                  : 1
          Sent Synack Count               : 1
          Sent Rstack Count               : 0
          Sent Ack Count                  : 17
          Sent Generic Resp Count         : 0
          Sent OAM Count                  : 4
      Result Codes:                          Received              Sent
          Invalid Request Message Count    : 0                     0
          Specified Port(s) Down Count     : 0                     0
          Out of Resources Count           : 0                     0
          Request Msg Not Implemented Count: 0                     0
          Malformed Msg Count              : 0                     0
          TLV Missing Count                : 0                     0
          Invalid TLV Contents Count       : 0                     0
          Non-Existent Port(s) Count       : 0                     0

show ancp statistics system-name

user@host> show ancp statistics system-name 00:00:5E:00:53:02
  Statistics
          Received Syn Count              : 2
          Received Synack Count           : 1
          Received Rstack Count           : 0
          Received Ack Count              : 8
          Received Port Up Count          : 7
          Received Port Down Count        : 0
          Received Generic Resp Count     : 0
          Received Adjacency Update Count : 0
          Received OAM Count              : 0
          Received Other Count            : 0
          Sent Syn Count                  : 1
          Sent Synack Count               : 1
          Sent Rstack Count               : 0
          Sent Ack Count                  : 17
          Sent Generic Resp Count         : 0
          Sent OAM Count                  : 4
      Result Codes:                          Received              Sent
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          Invalid Request Message Count    : 0                     0
          Specified Port(s) Down Count     : 0                     0
          Out of Resources Count           : 0                     0
          Request Msg Not Implemented Count: 0                     0
          Malformed Msg Count              : 0                     0
          TLV Missing Count                : 0                     0
          Invalid TLV Contents Count       : 0                     0
          Non-Existent Port(s) Count       : 0                     0
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show ancp subscriber

Syntax show ancp subscriber
<brief | detail>
<identifier identifier>
<ip-address ip-address>
<system-namemac-address>

Release Information Command introduced in Junos OS Release 9.4.

neighbor option replaced with ip-address in Junos OS Release 16.1.

system-name option introduced in Junos OS Release 16.1.

Description Display information about active subscribers regardless of the subscriber’s operational

state, for all subscribers (local access loops), the subscriber associated with the access

line specified by an ACI, or the subscriber associated with the specified ANCP neighbor

(access node).

After an ancpd restart, this command displays orphaned entries (marked with an o) for

subscriber sessions thatwere established before the restart butwhich have not yet been

reestablished. As sessions are reestablished, the number of orphaned entries displayed

by thecommanddecreases.Thenumber reaches zerowhenall sessionsare reestablished

or when the orphaned-interface timer expires.

Options none—Display information about all subscribers.

brief | detail—(Optional) Display the specified level of detail.

identifier identifier—(Optional) Display information about the subscriber associated
with the access line (ACI) specified by the access identifier.

ip-address ip-address—(Optional)Display informationabout the subscribers connected
to the access node specified by the IP address.

system-namemac-address—(Optional) Display information about the subscribers
connected to the access node specified by the MAC address.

Required Privilege
Level

view

Related
Documentation

clear ancp subscriber on page 1589•

• show ancp cos on page 1665

• show ancp neighbor on page 1670

• show ancp statistics on page 1678

List of Sample Output show ancp subscriber on page 1686
show ancp subscriber (After ancpd Restart) on page 1687
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show ancp subscriber brief on page 1687
show ancp subscriber detail on page 1687
show ancp subscriber identifier identifier-string detail on page 1688

Output Fields Table87onpage1684 lists theoutput fields for theshowancpsubscribercommand.Output

fields are listed in the approximate order in which they appear.

Table 87: show ancp subscriber Output Fields

Level of OutputField DescriptionField Name

brief noneAccess loop identifier as sent by the access node and
configured to map the subscriber to an interface.

An asterisk (*) indicates that the information might be
stale due to receiving a Port Downmessage with a DSL
Line State of Idle.

Two asterisks (**) indicate that the neighbor associated
with the subscriber has lost its adjacency. In this case, the
DSL Line State might be Established.

An o indicates that the entry is for an orphaned interface
and representsapreviously establishedsubscriber session
that has not been reestablished after an ancpd restart.

The number of orphaned entries decreases as the ANCP
neighbors reestablish adjacencies and the protocol
subscriber sessions are reestablished. The command
output indicates this by removing the omarker.

Eventually the number of orphaned entries reaches zero,
because either all the adjacencies and subscriber sessions
havebeen reestablishedorany remainingorphanedentries
are removed when the orphaned-interface timer expires.

Loop Identifier

brief detailState of the DSL line: Idle, Showtime, or Silent.DSL Line State

brief noneType of digital subscriber line employed by the access
node: ADSL1, ADSL2, ADSL2+, VDSL1, VDSL2, SDSL, or
UNKNOWN.

Type

brief detail noneName of the interface set or logical interface.Interface

brief noneActual downstream data rate for this local loop.Rate Kbps

brief noneIP address of ANCP neighbor (access node).Neighbor
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Table 87: show ancp subscriber Output Fields (continued)

Level of OutputField DescriptionField Name

detailAccess loop circuit identifier as sent by the access node
and configured to map the subscriber to an interface.

An asterisk (*) indicates that the information might be
stale due to receiving a Port Downmessage with a DSL
Line State of Idle.

Two asterisks (**) indicate that the neighbor associated
with the subscriber has lost its adjacency. In this case, the
DSL Line State might be Established.

Access Loop Circuit
Identifier

detailIP address of the ANCP neighbor (access node).Neighbor IPAddress

detailBinary identifier for the VLAN circuit ID.Aggregate Circuit
Identifier Binary

detailType of digital subscriber line employed by the access
node: ADSL1, ADSL2, ADSL2+, VDSL1, VDSL2, SDSL, or
UNKNOWN.

DSL Type

detailData link protocol employed on the access loop: AAL5 or
Ethernet.

DSL Line Data Link

detailEncapsulation type on the access loop, for Ethernet only:

• 0—NA, type not conveyed

• 1—Untagged Ethernet

• 2—Single-tagged Ethernet

DSL Line
Encapsulation

detailPayload carried across the access loop:

• 0—NA, type not conveyed

• 1—PPPoA LLC

• 2—PPPoA null

• 3—IPoA LLC

• 4—IPoA null

• 5—Ethernet over AAL5 LLC with FCS

• 6—Ethernet over AAL5 LLC without FCS

• 7—Ethernet over AAL5 null with FCS

• 8—Ethernet over AAL5 null without FCS

DSL Line
Encapsulation
Payload

detailType of interface employed for subscriber traffic: ifl for a
single VLAN or interface-set for a configured group of
VLANs.

Interface Type

detailActual upstream data rate for this local loop, in Kbps.Actual Net Data
Upstream

detailActual downstream data rate for this local loop, in Kbps.Actual Net Data
Downstream
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Table 87: show ancp subscriber Output Fields (continued)

Level of OutputField DescriptionField Name

detailMinimum upstream data rate desired by the operator for
this local loop, in Kbps.

MinimumNet Data
Upstream

detailMinimum downstream data rate desired by the operator
for this local loop, in Kbps.

MinimumNet Data
Downstream

detailMaximum upstream data rate desired by the operator for
this local loop, in Kbps.

MaximumNet Data
Upstream

detailMaximum downstream data rate desired by the operator
for this local loop, in Kbps.

MaximumNet Data
Downstream

detailMaximumattainableupstreamdata rate for this local loop,
in Kbps.

AttainableNetData
Upstream

detailMaximum attainable downstream data rate for this local
loop, in Kbps.

AttainableNetData
Downstream

detailMinimum downstream data rate desired by the operator
for this local loop in low power state, in Kbps.

Minimum Low
Power Data
Downstream

detailMinimum upstream data rate desired by the operator for
this local loop in low power state, in Kbps.

Minimum Low
Power Data
Upstream

detailMaximum interleaving delay for downstream data, in
milliseconds.

MaximumInterleave
Delay Downstream

detailMaximum interleaving delay for upstream data, in
milliseconds.

MaximumInterleave
Delay Upstream

detailActual interleaving delay for downstream data, in
milliseconds.

Actual Interleave
Delay Downstream

detailActual interleavingdelay forupstreamdata, inmilliseconds.Actual Interleave
Delay Upstream

Sample Output

show ancp subscriber

user@host> show ancp subscriber
  Loop Identifier        DSL Line  Type     Interface         Rate     Neighbor
                         State                                Kbps
**circuit 101            Idle      ADSL1    ----              32       203.0.113.13
**circuit 102            Idle      ADSL1    ----              32       203.0.113.13

  circuit 301            Showtime  ADSL1    ----              32       203.0.113.15
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  circuit 302            Showtime  ADSL1    ----              32       203.0.113.15

show ancp subscriber (After ancpd Restart)

user@host> show ancp subscriber
  Loop Identifier        DSL Line  Type     Interface         Rate     Neighbor
                         State                                Kbps
o circuit 201            Showtime  ADSL1    ----              222222       
o circuit 202            Showtime  ADSL1    ----              222222       

show ancp subscriber brief

user@host> show ancp subscriber brief

  Loop Identifier          Type      Interface        Rate          Neighbor
                                                      Kbps
  port-1-10                VDSL2    set-ge-10410       64       203.0.113.102   

  port-1-11                VDSL2    set-ge-10411       64       203.0.113.111   

  port-2-10                VDSL2    ge-1/0/4.12        64       203.0.113.112  
  port-2-11                VDSL2    ge-1/0/4.13        64       203.0.113.113   

show ancp subscriber detail

user@host> show ancp subscriber detail
 Subscriber Information
*  Access Loop Circuit Identifier : circuit 101
     Neighbor IP Address                  : 203.0.113.13
     Aggregate Circuit Identifier Binary  : 0/0
     DSL Type                             : ADSL1
     DSL Line State                       : Idle
     DSL Line Data Link                   : Data link 2
     DSL Line Encapsulation               : N/A
     DSL Line Encapsulation Payload       : N/A
     Interface Type                       : N/A
     Interface                            : ----
     Actual Net Data Upstream             : 32
     Actual Net Data Downstream           : 32
     Minimum Net Data Upstream            : 0
     Minimum Net Data Downstream          : 0
     Maximum Net Data Upstream            : 0
     Maximum Net Data Downstream          : 0
     Attainable Net Data Upstream         : 1024
     Attainable Net Data Downstream       : 8192
     Minimum Low Power Data Downstream    : 32
     Minimum Low Power Data Upstream      : 32
     Maximum Interleave Delay Downstream  : 20
     Maximum Interleave Delay Upstream    : 20
     Actual Interleave Delay Downstream   : 20
     Actual Interleave Delay Upstream     : 20
*  Access Loop Circuit Identifier: circuit 102
     Neighbor IP Address                  : 213.0.113.13
     Aggregate Circuit Identifier Binary  : 0/0
     DSL Type                             : ADSL1
     DSL Line State                       : Idle
     DSL Line Data Link                   : Data link 2
     DSL Line Encapsulation               : N/A
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     DSL Line Encapsulation Payload       : N/A
     Interface Type                       : N/A
     Interface                            : ----
     Actual Net Data Upstream             : 32
     Actual Net Data Downstream           : 32
     Minimum Net Data Upstream            : 0
     Minimum Net Data Downstream          : 0
     Maximum Net Data Upstream            : 0
     Maximum Net Data Downstream          : 0
     Attainable Net Data Upstream         : 1024
     Attainable Net Data Downstream       : 8192
     Minimum Low Power Data Downstream    : 32
     Minimum Low Power Data Upstream      : 32
     Maximum Interleave Delay Downstream  : 20
     Maximum Interleave Delay Upstream    : 20
     Actual Interleave Delay Downstream   : 20
     Actual Interleave Delay Upstream     : 20
...

show ancp subscriber identifier identifier-string detail

user@host> show ancp subscriber identifier port-1-11 detail

      Access Loop Identifier : port-1-11             
          Neighbor IP Address                  : 203.0.113.112            
          Aggregate Circuit Identifier Binary  : 0/0                   
          DSL Type                             :  DSL  0               
          Interface Type                       : interface-set             
          Interface                            : set-ge-10411
          DSL Line State                       : Show Time             
          Actual Net Data Upstream             : 64                    
          Actual Net Data Downstream           : 64                    
          DSL Line Data Link                   : AAL5                  
          DSL Line Encapsulation               : N/A                   
          DSL Line Encapsulation Payload       : N/A                   
          Minimum Net Data Upstream            : 64                    
          Minimum Net Data Downstream          : 64                    
          Maximum Net Data Upstream            : 64                    
          Maximum Net Data Downstream          : 64                    
          Attainable Net Data Upstream         : 64                    
          Attainable Net Data Downstream       : 64                    
          Minimum Low Power Data Downstream    : 64                    
          Minimum Low Power Data Upstream      : 64                    
          Maximum Interleave Delay Downstream  : 50                    
          Maximum Interleave Delay Upstream    : 50                    
          Actual Interleave Delay Downstream   : 50                    
          Actual Interleave Delay Upstream     : 50                    
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show ancp summary

Syntax show ancp summary

Release Information Command introduced in Junos OS Release 13.1.

Description Display a summary of the counts and states for all ANCP neighbors and subscribers.

Options This command has no options.

Required Privilege
Level

view

Related
Documentation

show ancp neighbor on page 1670•

• show ancp summary neighbor on page 1691

• show ancp subscriber on page 1683

• show ancp summary subscriber on page 1693

List of Sample Output show ancp summary on page 1690

Output Fields Table88onpage 1689 lists theoutput fields for theshowancpsummarycommand.Output

fields are listed in the approximate order in which they appear.

Table 88: show ancp summary Output Fields

Field DescriptionField Name

Number of ANCP neighbors in the Configured state; that is, that have been
configured but never established.

Configured

Number ofANCPneighbors in theEstablishing state; that is,wherenegotiations
are in progress.

Establishing

Number of ANCPneighbors in the Established state; that is, where negotiations
have succeeded and the ANCP session has been established.

Established

Number of ANCP neighbors in the Not Estblshd state; that is, that have lost a
previously established adjacency and are ready to begin negotiations.

Not Estblshd

Total number of ANCP neighbors; sum of neighbors in the Configured,
Establishing, Established, and Not Estblshd states.

Total

Number of DSL lines in Showtime state.Showtime

Number of DSL lines in Idle state.Idle

Number of DSL lines in Silent state.Silent
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Table 88: show ancp summary Output Fields (continued)

Field DescriptionField Name

Number of DSL lines where the state is not Showtime, Idle, or Silent.Unknown

TotalnumberofDSL lines (ANCPsubscribers); sumofDSL lines in theShowtime,
Idle, Silent, and Unknown states.

Total

Sample Output

show ancp summary

user@host> show ancp summary

Neighbors Summary:
  Configured  Establishing  Established  Not Established     Total
  ----------  ------------  -----------  ---------------  ----------
          22             0            2                0          24

Subscribers Summary:
  Showtime      Idle      Silent     Unknown     Total
  ---------- ---------- ----------- ---------- ----------
           4          0           0          0          4
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show ancp summary neighbor

Syntax show ancp summary neighbor
<ip-address ip-address | system-namemac-address>

Release Information Command introduced in Junos OS Release 13.1.

Description Display a summary of the counts and states for all ANCPneighbors and of the neighbor’s

subscribers when you specify a particular neighbor.

Options ip-address ip-address—(Optional) IP address of the ANCP neighbor (access node).

system-namemac-address—(Optional) MAC address of the ANCP neighbor (access
node).

Required Privilege
Level

view

Related
Documentation

show ancp summary on page 1689•

• show ancp subscriber on page 1683

• show ancp summary subscriber on page 1693

List of Sample Output show ancp summary neighbor on page 1692
show ancp summary neighbor (IP Address) on page 1692
show ancp summary neighbor (MAC Address) on page 1692

Output Fields Table89onpage 1691 lists theoutput fields for the showancpsummarycommand.Output

fields are listed in the approximate order in which they appear.

Table 89: show ancp summary neighbor Output Fields

Field DescriptionField Name

Number of ANCP neighbors in the Configured state; that is, that have been
configured but never established.

Configured

Number of ANCPneighbors in theEstablishing state; that is,where negotiations
are in progress.

Establishing

Number of ANCP neighbors in the Established state; that is, where negotiations
have succeeded and the ANCP session has been established.

Established

Number of ANCP neighbors in the Not Estblshd state; that is, that have lost a
previously established adjacency and are ready to begin negotiations.

Not Estblshd

Total number of ANCP neighbors; sum of neighbors in the Configured,
Establishing, Established, and Not Estblshd states.

Total
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Table 89: show ancp summary neighbor Output Fields (continued)

Field DescriptionField Name

Number of DSL lines for the neighbor in Showtime state.Showtime

Number of DSL lines for the neighbor in Idle state.Idle

Number of DSL lines for the neighbor in Silent state.Silent

Number of DSL lines for the neighbor where the state is not Showtime, Idle, or
Silent.

Unknown

TotalnumberofDSL lines (ANCPsubscribers); sumofDSL lines in theShowtime,
Idle, Silent, and Unknown states.

Total

Sample Output

show ancp summary neighbor

user@host> show ancp summary neighbor

Neighbors Summary:
  Configured  Establishing  Established  Not Established     Total
  ----------  ------------  -----------  ---------------  ----------
          22             0            2                0          24

show ancp summary neighbor (IP Address)

user@host> show ancp summary neighbor ip-address 192.168.10.1

Neighbor Summary:192.168.10.1 status Established

Subscribers Summary:
  Show Time     Idle      Silent     Unknown     Total
  ---------- ---------- ----------- ---------- ----------
           6          0           0          0          6

show ancp summary neighbor (MAC Address)

user@host> show ancp summary neighbor system-name 00:00:5E:00:53:02

Neighbor Summary:00:00:5E:00:53:02 status Established

Subscribers Summary:
  Show Time     Idle      Silent     Unknown     Total
  ---------- ---------- ----------- ---------- ----------
           5          1           2          0          8
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show ancp summary subscriber

Syntax show ancp summary subscriber

Release Information Command introduced in Junos OS Release 13.1.

Description Display a summary of the counts and states for all ANCP subscribers.

Options This command has no options.

Required Privilege
Level

view

Related
Documentation

show ancp summary on page 1689•

• show ancp neighbor on page 1670

• show ancp summary neighbor on page 1691

List of Sample Output show ancp summary subscriber on page 1693

Output Fields Table 90 on page 1693 lists the output fields for the show ancp summary subscriber

command. Output fields are listed in the approximate order in which they appear.

Table 90: show ancp summary subscriber Output Fields

Field DescriptionField Name

Number of DSL lines in Showtime state.Showtime

Number of DSL lines in Idle state.Idle

Number of DSL lines in Silent state.Silent

Number of DSL lines where the state is not Showtime, Idle, or Silent.Unknown

TotalnumberofDSL lines (ANCPsubscribers); sumofDSL lines in theShowtime,
Idle, Silent, and Unknown states.

Total

Sample Output

show ancp summary subscriber

user@host> show ancp summary subscriber

Subscribers Summary:
  Show Time     Idle      Silent     Unknown     Total
  ---------- ---------- ----------- ---------- ----------
           8          1           0          1         10
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show class-of-service interface

Syntax show class-of-service interface
<comprehensive | detail> <interface-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Forwarding class map information added in Junos OS Release 9.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 12.1 for the PTX Series Packet Transport

Routers.

Command introduced in Junos OS Release 12.2 for the ACX Series Universal Access

routers.

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Options detail and comprehensive introduced in Junos OS Release 11.4.

Command introduced in Junos OS Release 15.1R3 on MX Series routers for enhanced

subscriber management.

Description Display the logical and physical interface associations for the classifier, rewrite rules, and

scheduler map objects.

NOTE: OnroutingplatformswithdualRoutingEngines, runningthiscommand
on the backup Routing Engine, with or without any of the available options,
is not supported and produces the following error message:

error: the class-of-service subsystem is not running

Options none—Display CoS associations for all physical and logical interfaces.

comprehensive—(M Series, MX Series, and T Series routers) (Optional) Display

comprehensive quality-of-service (QoS) information about all physical and logical

interfaces.

detail—(M Series, MX Series, and T Series routers) (Optional) Display QoS and CoS

information based on the interface.

If the interface interface-name is a physical interface, the output includes:

• Brief QoS information about the physical interface

• Brief QoS information about the logical interface

• CoS information about the physical interface

• Brief information about filters or policers of the logical interface

• Brief CoS information about the logical interface
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If the interface interface-name is a logical interface, the output includes:

• Brief QoS information about the logical interface

• Information about filters or policers for the logical interface

• CoS information about the logical interface

interface-name—(Optional)Display class-of-service (CoS)associations for the specified
interface.

none—Display CoS associations for all physical and logical interfaces.

Required Privilege
Level

view

Related
Documentation

Verifying and Managing Junos OS Enhanced Subscriber Management on page 614•

List of Sample Output show class-of-service interface (Physical) on page 1707
show class-of-service interface (Logical) on page 1708
show class-of-service interface (Gigabit Ethernet) on page 1708
show class-of-service interface (ANCP) on page 1708
show class-of-service interface (PPPoE Interface) on page 1708
show class-of-service interface (DHCP Interface) on page 1709
show class-of-service interface (T4000 Routers with Type 5 FPCs) on page 1709
show class-of-service interface detail on page 1709
show class-of-service interface comprehensive on page 1710
show class-of-service interface (ACX Series Routers) on page 1721
showclass-of-service interface(PPPoESubscriber Interface forEnhancedSubscriber
Management) on page 1723

Output Fields Table 91 on page 1696 describes the output fields for the show class-of-service interface

command. Output fields are listed in the approximate order in which they appear.

Table 91: show class-of-service interface Output Fields

Field DescriptionField Name

Name of a physical interface.Physical interface

Index of this interface or the internal index of this object.

(Enhancedsubscribermanagement forMXSeries routers) Indexvalues fordynamicCoS traffic control
profiles and dynamic scheduler maps are larger for enhanced subscriber management than they are
for legacy subscriber management.

Index

Status of dedicated queues configured on an interface. Supported only on Trio MPC/MIC interfaces
on MX Series routers.

(Enhanced subscriber management for MX-Series routers) This field is not displayed for enhanced
subscriber management.

Dedicated Queues

Copyright © 2018, Juniper Networks, Inc.1696

Broadband Subscriber Sessions Feature Guide



Table 91: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Number of queues you can configure on the interface.Maximum usable
queues

Maximum number of queues you can use.Maximum usable
queues

Number of queues created in addition to the default queues. Supported only on Trio MPC/MIC
interfaces on MX Series routers.

(Enhanced subscriber management for MX Series routers) This field is not displayed for enhanced
subscriber management.

Total non-default
queues created

(QFX3500 switches only) IEEE 802.1p code point (priority) rewrite value. Incoming traffic from the
Fibre Channel (FC) SAN is classified into the forwarding class specified in the native FC interface
(NP_Port) fixed classifier and uses the priority specified as the IEEE 802.1p rewrite value.

Rewrite Input IEEE
Code-point

Maximum transmission rate on the physical interface. You can configure the shaping rate on the
physical interface, or on the logical interface, but not on both. Therefore, the Shaping rate field is
displayed for either the physical interface or the logical interface.

Shaping rate

Name of the output scheduler map associated with this interface.

(Enhanced subscriber management for MX Series routers) The name of the dynamic scheduler map
object is associatedwith ageneratedUID (for example,SMAP-1_UID1002) insteadofwith a subscriber
interface.

Scheduler map

(QFX Series only) Name of the output fabric scheduler map associated with a QFabric system
Interconnect device interface.

Scheduler map
forwarding class sets

For Gigabit Ethernet IQ2 PICs, maximum transmission rate on the input interface.Input shaping rate

For Gigabit Ethernet IQ2 PICs, name of the input scheduler map associated with this interface.Input scheduler map

Name of the scheduler map associated with the packet forwarding component queues.Chassis scheduler map

Name and type of the rewrite rules associated with this interface.Rewrite

Name of the associated traffic control profile.

(Enhanced subscriber management for MX Series routers) The name of the dynamic traffic control
profile object is associated with a generated UID (for example, TC_PROF_100_199_SERIES_UID1006)
instead of with a subscriber interface.

Traffic-control-profile

Name and type of classifiers associated with this interface.Classifier

Name of the forwarding map associated with this interface.Forwarding-class-map

(QFX Series and EX4600 switches only) Congestion notification state, enabled or disabled.Congestion-notification

Name of a logical interface.Logical interface
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Table 91: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Categoryof anobject:Classifier,Fragmentation-map (for LSQ interfacesonly),Scheduler-map,Rewrite,
Translation Table (for IQE PICs only), or traffic-class-map (for T4000 routers with Type 5 FPCs).

Object

Name of an object.Name

Type of an object: dscp, dscp-ipv6, exp, ieee-802.1, ip, inet-precedence, or ieee-802.1ad (for traffic class
map on T4000 routers with Type 5 FPCs)..

Type

Encapsulation on the physical interface.Link-level type

MTU size on the physical interface.MTU

Speed at which the interface is running.Speed

Whether loopback is enabled and the type of loopback.Loopback

Whether source filtering is enabled or disabled.Source filtering

Whether flow control is enabled or disabled.Flow control

(Gigabit Ethernet interfaces)Whether autonegotiation is enabled or disabled.Auto-negotiation

(Gigabit Ethernet interfaces) Remote fault status.

• Online—Autonegotiation is manually configured as online.

• Offline—Autonegotiation is manually configured as offline.

Remote-fault

The Device flags field provides information about the physical device and displays one or more of the
following values:

• Down—Device has been administratively disabled.

• Hear-Own-Xmit—Device receives its own transmissions.

• Link-Layer-Down—The link-layer protocol has failed to connect with the remote endpoint.

• Loopback—Device is in physical loopback.

• Loop-Detected—The link layerhas received frames that it sent, therebydetectingaphysical loopback.

• No-Carrier—Onmedia that support carrier recognition, no carrier is currently detected.

• No-Multicast—Device does not support multicast traffic.

• Present—Device is physically present and recognized.

• Promiscuous—Device is in promiscuous mode and recognizes frames addressed to all physical
addresses on themedia.

• Quench—Transmission on the device is quenched because the output buffer is overflowing.

• Recv-All-Multicasts—Device is inmulticast promiscuousmode and therefore provides nomulticast
filtering.

• Running—Device is active and enabled.

Device flags
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Table 91: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

The Interface flags field provides information about the physical interface and displays one or more
of the following values:

• Admin-Test—Interface is in testmodeandsomesanity checking, suchas loopdetection, is disabled.

• Disabled—Interface is administratively disabled.

• Down—A hardware failure has occurred.

• Hardware-Down—Interface is nonfunctional or incorrectly connected.

• Link-Layer-Down—Interface keepalives have indicated that the link is incomplete.

• No-Multicast—Interface does not support multicast traffic.

• No-receive No-transmit—Passive monitor mode is configured on the interface.

• Point-To-Point—Interface is point-to-point.

• Pop all MPLS labels from packets of depth—MPLS labels are removed as packets arrive on an
interface that has the pop-all-labels statement configured. The depth value can be one of the
following:

• 1—Takes effect for incoming packets with one label only.

• 2—Takes effect for incoming packets with two labels only.

• [ 1 2 ]—Takes effect for incoming packets with either one or two labels.

• Promiscuous—Interface is in promiscuous mode and recognizes frames addressed to all physical
addresses.

• Recv-All-Multicasts—Interface is inmulticast promiscuousmodeandprovidesnomulticast filtering.

• SNMP-Traps—SNMP trap notifications are enabled.

• Up—Interface is enabled and operational.

Interface flags

The Logical interface flags field provides information about the logical interface and displays one or
more of the following values:

• ACFC Encapsulation—Address control field Compression (ACFC) encapsulation is enabled
(negotiated successfully with a peer).

• Device-down—Device has been administratively disabled.

• Disabled—Interface is administratively disabled.

• Down—A hardware failure has occurred.

• Clear-DF-Bit—GRE tunnel or IPsec tunnel is configured to clear the Don't Fragment (DF) bit.

• Hardware-Down—Interface protocol initialization failed to complete successfully.

• PFC—Protocol field compression is enabled for the PPP session.

• Point-To-Point—Interface is point-to-point.

• SNMP-Traps—SNMP trap notifications are enabled.

• Up—Interface is enabled and operational.

Flags

Encapsulation on the logical interface.Encapsulation

Administrative state of the interface (Up or Down)Admin

Status of physical link (Up or Down).Link

Protocol configured on the interface.Proto
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Table 91: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Names of any firewall filters to be evaluated when packets are received on the interface, including
any filters attached through activation of dynamic service.

Input Filter

Names of any firewall filters to be evaluatedwhen packets are transmitted on the interface, including
any filters attached through activation of dynamic service.

Output Filter

Provides information about the physical link and displays one or more of the following values:

• ACFC—Address control field compression is configured. ThePoint-to-Point Protocol (PPP) session
negotiates the ACFC option.

• Give-Up—Link protocol does not continue connection attempts after repeated failures.

• Loose-LCP—PPPdoes not use the Link Control Protocol (LCP) to indicatewhether the link protocol
is operational.

• Loose-LMI—Frame Relay does not use the Local Management Interface (LMI) to indicate whether
the link protocol is operational.

• Loose-NCP—PPP does not use the Network Control Protocol (NCP) to indicatewhether the device
is operational.

• Keepalives—Link protocol keepalives are enabled.

• No-Keepalives—Link protocol keepalives are disabled.

• PFC—Protocol field compression is configured. The PPP session negotiates the PFC option.

Link flags

Current interface hold-time up and hold-time down, in milliseconds.Hold-times

Number of CoS queues configured.CoS queues

Date, time, and how long ago the interface went from down to up. The format is Last flapped:
year-month-day hour:minute:second:timezone (hour:minute:second ago). For example, Last flapped:
2002-04-26 10:52:40 PDT (04:33:20 ago).

Last flapped

Number and rate of bytes and packets received and transmitted on the physical interface.

• Input bytes—Number of bytes received on the interface.

• Output bytes—Number of bytes transmitted on the interface.

• Input packets—Number of packets received on the interface.

• Output packets—Number of packets transmitted on the interface.

Statistics last cleared

Number of IPv6 transit bytes and packets received and transmitted on the logical interface if IPv6
statistics tracking is enabled.

IPv6 transit statistics
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Table 91: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Input errors on the interface. The labels are explained in the following list:

• Errors—Sum of the incoming frame aborts and FCS errors.

• Drops—Number of packets dropped by the input queue of the I/O Manager ASIC. If the interface is
saturated, this number increments once for every packet that is dropped by the ASIC's RED
mechanism.

• Framing errors—Number of packets received with an invalid frame checksum (FCS).

• Runts—Number of frames received that are smaller than the runt threshold.

• Giants—Number of frames received that are larger than the giant threshold.

• Bucket Drops—Drops resulting from the traffic load exceeding the interface transmit or receive
leaky bucket configuration.

• Policeddiscards—Number of frames that the incoming packetmatch code discarded because they
were not recognized or not of interest. Usually, this field reports protocols that Junos OS does not
handle.

• L3 incompletes—Number of incoming packets discarded because they failed Layer 3 (usually IPv4)
sanity checks of the header. For example, a frame with less than 20 bytes of available IP header is
discarded. Layer 3 incomplete errors can be ignored by configuring the ignore-l3-incompletes
statement.

• L2channelerrors—Numberof times the softwaredidnot findavalid logical interface for an incoming
frame.

• L2mismatch timeouts—Number of malformed or short packets that caused the incoming packet
handler to discard the frame as unreadable.

• HS link CRC errors—Number of errors on the high-speed links between the ASICs responsible for
handling the router interfaces.

• HS link FIFO overflows—Number of FIFO overflows on the high-speed links between the ASICs
responsible for handling the router interfaces.

Input errors

Output errors on the interface. The labels are explained in the following list:

• Carrier transitions—Number of times the interface has gone from down to up. This number does not
normally increment quickly, increasing only when the cable is unplugged, the far-end system is
powered down and up, or another problem occurs. If the number of carrier transitions increments
quickly (perhapsonceevery 10 seconds), the cable, the far-endsystem,or thePIC ismalfunctioning.

• Errors—Sum of the outgoing frame aborts and FCS errors.

• Drops—Number of packets dropped by the output queue of the I/O Manager ASIC. If the interface
is saturated, this number increments once for every packet that is dropped by the ASIC's RED
mechanism.

NOTE: Due to accounting space limitations on certain Type 3 FPCs (which are supported in M320
and T640 routers), the Drops field does not always use the correct value for queue 6 or queue 7
for interfaces on 10-port 1-Gigabit Ethernet PICs.

• Aged packets—Number of packets that remained in shared packet SDRAM so long that the system
automatically purged them. The value in this field should never increment. If it does, it ismost likely
a software bug or possibly malfunctioning hardware.

• HS link FIFO underflows—Number of FIFO underflows on the high-speed links between the ASICs
responsible for handling the router interfaces.

• MTU errors—Number of packets whose size exceeds the MTU of the interface.

Output errors

Total number of egress Maximum usable queues on the specified interface.Egress queues
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Table 91: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

CoS queue number and its associated user-configured forwarding class name.

• Queued packets—Number of queued packets.

• Transmitted packets—Number of transmitted packets.

• Dropped packets—Number of packets dropped by the ASIC's REDmechanism.

NOTE: Due to accounting space limitations on certain Type 3 FPCs (which are supported in M320
and T640 routers), theDroppedpackets field does not always display the correct value for queue 6
or queue 7 for interfaces on 10-port 1-Gigabit Ethernet PICs.

Queue counters

(SONET)SONETmedia-specific alarmsanddefects that prevent the interface frompassing packets.
When a defect persists for a certain period, it is promoted to an alarm. Based on the router
configuration, an alarm can ring the red or yellow alarm bell on the router or light the red or yellow
alarm LED on the craft interface. See these fields for possible alarms and defects: SONET PHY,
SONET section, SONET line, and SONET path.

SONET alarms

SONET defects

Counts of specific SONET errors with detailed information.

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. A state other thanOK indicates a problem.

The SONET PHY field has the following subfields:

• PLL Lock—Phase-locked loop

• PHY Light—Loss of optical signal

SONET PHY

Counts of specific SONET errors with detailed information.

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. A state other thanOK indicates a problem.

The SONET section field has the following subfields:

• BIP-B1—Bit interleaved parity for SONET section overhead

• SEF—Severely errored framing

• LOS—Loss of signal

• LOF—Loss of frame

• ES-S—Errored seconds (section)

• SES-S—Severely errored seconds (section)

• SEFS-S—Severely errored framing seconds (section)

SONET section
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Table 91: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Active alarms and defects, plus counts of specific SONET errors with detailed information.

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. A state other thanOK indicates a problem.

The SONET line field has the following subfields:

• BIP-B2—Bit interleaved parity for SONET line overhead

• REI-L—Remote error indication (near-end line)

• RDI-L—Remote defect indication (near-end line)

• AIS-L—Alarm indication signal (near-end line)

• BERR-SF—Bit error rate fault (signal failure)

• BERR-SD—Bit error rate defect (signal degradation)

• ES-L—Errored seconds (near-end line)

• SES-L—Severely errored seconds (near-end line)

• UAS-L—Unavailable seconds (near-end line)

• ES-LFE—Errored seconds (far-end line)

• SES-LFE—Severely errored seconds (far-end line)

• UAS-LFE—Unavailable seconds (far-end line)

SONET line

Active alarms and defects, plus counts of specific SONET errors with detailed information.

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. A state other thanOK indicates a problem.

The SONET path field has the following subfields:

• BIP-B3—Bit interleaved parity for SONET section overhead

• REI-P—Remote error indication

• LOP-P—Loss of pointer (path)

• AIS-P—Path alarm indication signal

• RDI-P—Path remote defect indication

• UNEQ-P—Path unequipped

• PLM-P—Path payload (signal) label mismatch

• ES-P—Errored seconds (near-end STS path)

• SES-P—Severely errored seconds (near-end STS path)

• UAS-P—Unavailable seconds (near-end STS path)

• ES-PFE—Errored seconds (far-end STS path)

• SES-PFE—Severely errored seconds (far-end STS path)

• UAS-PFE—Unavailable seconds (far-end STS path)

SONET path
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Table 91: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Values of the received and transmitted SONET overhead:

• C2—Signal label. Allocated to identify the construction and content of the STS-level SPE and for
PDI-P.

• F1—Section user channel byte. This byte is set aside for the purposes of users.

• K1 and K2—These bytes are allocated for APS signaling for the protection of the multiplex section.

• J0—Section trace. This byte is defined for STS-1 number 1 of an STS-N signal. Used to transmit a
1-byte fixed-length string or a 16-byte message so that a receiving terminal in a section can verify
its continued connection to the intended transmitter.

• S1—Synchronization status. The S1 byte is located in the first STS-1 number of an STS-N signal.

• Z3 and Z4—Allocated for future use.

Received SONET
overhead

Transmitted SONET
overhead

SONET/SDH interfaces allow path trace bytes to be sent inband across the SONET/SDH link. Juniper
Networks and other router manufacturers use these bytes to help diagnosemisconfigurations and
networkerrorsby setting the transmittedpath tracemessageso that it contains the systemhostname
and name of the physical interface. The received path trace value is the message received from the
router at the other end of the fiber. The transmitted path trace value is the message that this router
transmits.

Received path trace

Transmitted path trace

Information about the HDLC configuration.

• Policing bucket—Configured state of the receiving policer.

• Shaping bucket—Configured state of the transmitting shaper.

• Giant threshold—Giant threshold programmed into the hardware.

• Runt threshold—Runt threshold programmed into the hardware.

HDLC configuration

Information about the configuration of the Packet Forwarding Engine:

• Destination slot—FPC slot number.

• PLP byte—Packet Level Protocol byte.

Packet Forwarding
Engine configuration

Information about the CoS queue for the physical interface.

• CoS transmit queue—Queue number and its associated user-configured forwarding class name.

• Bandwidth%—Percentage of bandwidth allocated to the queue.

• Bandwidth bps—Bandwidth allocated to the queue (in bps).

• Buffer%—Percentage of buffer space allocated to the queue.

• Buffer usec—Amount of buffer space allocated to the queue, inmicroseconds. This value is nonzero
only if the buffer size is configured in terms of time.

• Priority—Queue priority: low or high.

• Limit—Displayed if rate limiting is configured for the queue. Possible values are none and exact. If
exact is configured, the queue transmits only up to the configured bandwidth, even if excess
bandwidth is available. Ifnone is configured, thequeue transmits beyond the configuredbandwidth
if bandwidth is available.

CoS information

Total number of forwarding classes supported on the specified interface.Forwarding classes

Total number of egress Maximum usable queues on the specified interface.Egress queues
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Table 91: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Queue number.Queue

Forwarding class name.Forwarding classes

Number of packets queued to this queue.Queued Packets

Number of bytes queued to this queue. The byte counts vary by PIC type.Queued Bytes

Number of packets transmitted by this queue. When fragmentation occurs on the egress interface,
the first setofpacket counters shows thepostfragmentationvalues. Thesecondsetofpacket counters
(displayed under the Packet Forwarding Engine Chassis Queues field) shows the prefragmentation
values.

Transmitted Packets

Number of bytes transmitted by this queue. The byte counts vary by PIC type.Transmitted Bytes

Number of packets dropped because of tail drop.Tail-dropped packets

Number of packets dropped because of random early detection (RED).

• (M Series and T Series routers only) On M320 and M120 routers and the T Series routers, the total
numberofdroppedpackets isdisplayed.Onall otherMSeries routers, theoutput classifiesdropped
packets into the following categories:

• Low, non-TCP—Number of low-loss priority non-TCP packets dropped because of RED.

• Low, TCP—Number of low-loss priority TCP packets dropped because of RED.

• High, non-TCP—Number of high-loss priority non-TCP packets dropped because of RED.

• High, TCP—Number of high-loss priority TCP packets dropped because of RED.

• (MXSeries routerswith enhancedDPCs, andTSeries routerswith enhancedFPCsonly)Theoutput
classifies dropped packets into the following categories:

• Low—Number of low-loss priority packets dropped because of RED.

• Medium-low—Number of medium-low loss priority packets dropped because of RED.

• Medium-high—Number of medium-high loss priority packets dropped because of RED.

• High—Number of high-loss priority packets dropped because of RED.

NOTE: Due to accounting space limitations on certain Type 3 FPCs (which are supported in M320
and T640 routers), this field does not always display the correct value for queue 6 or queue 7 for
interfaces on 10-port 1-Gigabit Ethernet PICs.

RED-dropped packets
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Table 91: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Number of bytes dropped because of RED. The byte counts vary by PIC type.

• (M Series and T Series routers only) On M320 and M120 routers and the T Series routers, only the
total number of dropped bytes is displayed. On all other M Series routers, the output classifies
dropped bytes into the following categories:

• Low, non-TCP—Number of low-loss priority non-TCP bytes dropped because of RED.

• Low, TCP—Number of low-loss priority TCP bytes dropped because of RED.

• High, non-TCP—Number of high-loss priority non-TCP bytes dropped because of RED.

• High, TCP—Number of high-loss priority TCP bytes dropped because of RED.

NOTE: Due to accounting space limitations on certain Type 3 FPCs (which are supported in M320
and T640 routers), this field does not always display the correct value for queue 6 or queue 7 for
interfaces on 10-port 1-Gigabit Ethernet PICs.

RED-dropped bytes

Configured transmit rate of the scheduler. The rate is a percentage of the total interface bandwidth.Transmit rate

Rate limiting configuration of the queue. Possible values are :

• None—No rate limit.

• exact—Queue transmits at the configured rate.

Rate Limit

Delay buffer size in the queue.Buffer size

Scheduling priority configured as low or high.Priority

Priority of the excess bandwidth traffic on a scheduler: low,medium-low,medium-high, high, or none.Excess Priority

Display the assignment of drop profiles.

• Loss priority—Packet loss priority for drop profile assignment.

• Protocol—Transport protocol for drop profile assignment.

• Index—Index of the indicated object. Objects that have indexes in this output include schedulers
and drop profiles.

• Name—Name of the drop profile.

• Type—Type of the drop profile: discrete or interpolated.

• Fill Level—Percentage fullness of a queue.

• Drop probability—Drop probability at this fill level.

Drop profiles

Priority of the excess bandwidth traffic on a scheduler.Excess Priority
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Table 91: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Display the assignment of drop profiles.

• Loss priority—Packet loss priority for drop profile assignment.

• Protocol—Transport protocol for drop profile assignment.

• Index—Index of the indicated object. Objects that have indexes in this output include schedulers
and drop profiles.

• Name—Name of the drop profile.

• Type—Type of the drop profile: discrete or interpolated.

• Fill Level—Percentage fullness of a queue.

• Drop probability—Drop probability at this fill level.

Drop profiles

Display the assignment of shaping-rate adjustments on a scheduler node or queue.

• Adjusting application—Application that is performing the shaping-rate adjustment.

• The adjusting application can appear as ancp LS-0, which is the Junos OS Access Node Control
Profile process (ancpd) that performs shaping-rate adjustments on schedule nodes.

• The adjusting application can appear as DHCP, which adjusts the shaping-rate and
overhead-accountingclass-of-serviceattributesbasedonDHCPoption82, suboption9(Vendor
Specific Information). The shaping rate is based on the actual-data-rate-downstream attribute.
Theoverheadaccountingvalue isbasedon theaccess-loop-encapsulationattributeandspecifies
whether the access loop uses Ethernet (framemode) or ATM (cell mode).

• The adjusting application can also appear as pppoe, which adjusts the shaping-rate and
overhead-accountingclass-of-serviceattributesondynamic subscriber interfaces inabroadband
access network based on access line parameters in Point-to-Point Protocol over Ethernet
(PPPoE) Tags [TR-101]. This feature is supported on MPC/MIC interfaces on MX Series routers.
The shaping rate is based on the actual-data-rate-downstream attribute. The overhead
accounting value is based on the access-loop-encapsulation attribute and specifies whether
the access loop uses Ethernet (framemode) or ATM (cell mode).

• Adjustment type—Type of adjustment: absolute or delta.

• Configured shaping rate—Shaping rate configured for the scheduler node or queue.

• Adjustment value—Value of adjusted shaping rate.

• Adjustment target—Level of shaping-rate adjustment performed: node or queue.

• Adjustment overhead-accountingmode—Configured shaping mode: frame or cell.

• Adjustment overhead bytes—Number of bytes that the ANCP agent adds to or subtracts from the
actual downstream frame overhead before reporting the adjusted values to CoS.

• Adjustment target—Level of shaping-rate adjustment performed: node or queue.

• Adjustmentmulticast index—

Adjustment information

Sample Output

show class-of-service interface (Physical)

user@host> show class-of-service interface so-0/2/3
Physical interface: so-0/2/3, Index: 135
Maximum usable queues: 8, Queues in use: 4
Total non—default queues created: 4
  Scheduler map: <default>, Index: 2032638653

  Logical interface: fe-0/0/1.0, Index: 68, Dedicated Queues: no
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    Shaping rate: 32000
    Object                   Name                   Type           Index
    Scheduler-map            <default>                              27
    Rewrite                  exp-default            exp             21
    Classifier               exp-default            exp             5
    Classifier               ipprec-compatibility   ip              8
    Forwarding—class—map     exp-default            exp             5

show class-of-service interface (Logical)

user@host> show class-of-service interface so-0/2/3.0
Logical interface: so-0/2/3.0, Index: 68, Dedicated Queues: no
    Shaping rate: 32000
    Object                   Name                   Type             Index
    Scheduler-map            <default>                                27
    Rewrite                  exp-default            exp               21
    Classifier               exp-default            exp               5
    Classifier               ipprec-compatibility   ip                8
    Forwarding—class—map     exp-default            exp               5

show class-of-service interface (Gigabit Ethernet)

user@host> show class-of-service interface ge-6/2/0
Physical interface: ge-6/2/0, Index: 175
Maximum usable queues: 4, Queues in use: 4
  Scheduler map: <default>, Index: 2
  Input scheduler map: <default>, Index: 3
  Chassis scheduler map: <default-chassis>, Index: 4

show class-of-service interface (ANCP)

user@host> show class-of-service interface pp0.1073741842
  Logical interface: pp0.1073741842, Index: 341
Object                  Name                   Type                    Index
Traffic-control-profile TCP-CVLAN              Output                  12408
Classifier              dscp-ipv6-compatibility dscp-ipv6                  9
Classifier              ipprec-compatibility   ip                         13

    Adjusting application: ancp LS-0
      Adjustment type: absolute
      Configured shaping rate: 4000000
      Adjustment value: 11228000
      Adjustment overhead-accounting mode: Frame Mode
      Adjustment overhead bytes: 50
      Adjustment target: node 

show class-of-service interface (PPPoE Interface)

user@host> show class-of-service interface pp0.1
Logical interface: pp0.1, Index: 85
    Object                  Name                   Type           Index
    Traffic-control-profile tcp-pppoe.o.pp0.1      Output         2726446535
    Classifier              ipprec-compatibility   ip             13

    Adjusting application: PPPoE
      Adjustment type: absolute
      Adjustment value: 5000000
      Adjustment overhead-accounting mode: cell
      Adjustment target: node
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show class-of-service interface (DHCP Interface)

user@host> show class-of-service interface demux0.1
Logical interface: pp0.1, Index: 85
    Object                  Name                   Type           Index
    Traffic-control-profile tcp-dhcp.o.demux0.1    Output         2726446535
    Classifier              ipprec-compatibility   ip             13

    Adjusting application: DHCP
      Adjustment type: absolute
      Adjustment value: 5000000
      Adjustment overhead-accounting mode: cell
      Adjustment target: node

show class-of-service interface (T4000 Routers with Type 5 FPCs)

user@host> show class-of-service interface xe-4/0/0
Physical interface: xe-4/0/0, Index: 153
    Maximum usable queues: 8, Queues in use: 4
      Shaping rate: 5000000000 bps
      Scheduler map: <default>, Index: 2
      Congestion-notification: Disabled

      Logical interface: xe-4/0/0.0, Index: 77
        Object                  Name                   Type                    
Index
        Classifier              ipprec-compatibility   ip                       
  13

show class-of-service interface detail

user@host> show class-of-service interface ge-0/3/0 detail

Physical interface: ge-0/3/0, Enabled, Physical link is Up
  Link-level type: Ethernet, MTU: 1518, Speed: 1000mbps, Loopback: Disabled, 
Source filtering: Disabled, Flow control: Enabled, Auto-negotiation: Enabled, 
Remote fault: Online
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x4000          

  Physical interface: ge-0/3/0, Index: 138             
  Maximum usable queues: 4, Queues in use: 5
  Shaping rate: 50000 bps
  Scheduler map: interface-schedular-map, Index: 58414
  Input shaping rate: 10000 bps
  Input scheduler map: schedular-map, Index: 15103
  Chassis scheduler map: <default-chassis>, Index: 4
  Congestion-notification: Disabled

  Logical interface ge-0/3/0.0                                       
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.1 ]  Encapsulation: ENET2
    inet
    mpls
Interface       Admin Link Proto Input Filter         Output Filter  
ge-0/3/0.0      up    up   inet
                           mpls
Interface       Admin Link Proto Input Policer         Output Policer
ge-0/3/0.0      up    up   inet
                           mpls
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  Logical interface: ge-0/3/0.0, Index: 68                             
    Object                  Name                   Type               Index 
    Rewrite                 exp-default            exp (mpls-any)       33
    Classifier              exp-default            exp                  10
    Classifier              ipprec-compatibility   ip                   13

  Logical interface ge-0/3/0.1
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.2 ]  Encapsulation: ENET2
    inet
Interface       Admin Link Proto Input Filter         Output Filter
ge-0/3/0.1      up    up   inet
Interface       Admin Link Proto Input Policer         Output Policer
ge-0/3/0.1      up    up   inet

  Logical interface: ge-0/3/0.1, Index: 69
    Object                  Name                   Type            Index
    Classifier              ipprec-compatibility   ip               13

show class-of-service interface comprehensive

user@host> show class-of-service interface ge-0/3/0 comprehensive
Physical interface: ge-0/3/0, Enabled, Physical link is Up
  Interface index: 138, SNMP ifIndex: 601, Generation: 141
  Link-level type: Ethernet, MTU: 1518, Speed: 1000mbps, BPDU Error: None, 
MAC-REWRITE Error: None, Loopback: Disabled, Source filtering: Disabled, Flow 
control: Enabled,
  Auto-negotiation: Enabled, Remote fault: Online
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x4000
  CoS queues     : 4 supported, 4 maximum usable queues
  Schedulers     : 256
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 00:14:f6:f4:b4:5d, Hardware address: 00:14:f6:f4:b4:5d
  Last flapped   : 2010-09-07 06:35:22 PDT (15:14:42 ago)
  Statistics last cleared: Never
  Traffic statistics:
   Input  bytes  :                    0                    0 bps
   Output bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
   Output packets:                    0                    0 pps
   IPv6 total statistics:
    Input  bytes  :                   0
    Output bytes  :                   0
    Input  packets:                   0
    Output packets:                   0
  Ingress traffic statistics at Packet Forwarding Engine:
   Input  bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
   Drop   bytes  :                    0                    0 bps
   Drop   packets:                    0                    0 pps
  Label-switched interface (LSI) traffic statistics:
   Input  bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
  Input errors:
    Errors: 0, Drops: 0, Framing errors: 0, Runts: 0, Policed discards: 0, L3 
incompletes: 0, L2 channel errors: 0, L2 mismatch timeouts: 0, FIFO errors: 0, 
Resource errors: 0
  Output errors:
    Carrier transitions: 5, Errors: 0, Drops: 0, Collisions: 0, Aged packets: 0,
 FIFO errors: 0, HS link CRC errors: 0, MTU errors: 0, Resource errors: 0
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  Ingress queues: 4 supported, 5 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 af3                            0                    0                    0

    1 af2                            0                    0                    0

    2 ef2                            0                    0                    0

    3 ef1                            0                    0                    0

  Egress queues: 4 supported, 5 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 af3                            0                    0                    0

    1 af2                            0                    0                    0

    2 ef2                            0                    0                    0

    3 ef1                            0                    0                    0

  Active alarms  : None
  Active defects : None
  MAC statistics:                      Receive         Transmit
    Total octets                             0                0
    Total packets                            0                0
    Unicast packets                          0                0
    Broadcast packets                        0                0
    Multicast packets                        0                0
    CRC/Align errors                         0                0
    FIFO errors                              0                0
    MAC control frames                       0                0
    MAC pause frames                         0                0
    Oversized frames                         0
    Jabber frames                            0
    Fragment frames                          0
    VLAN tagged frames                       0
    Code violations                          0
  Filter statistics:
    Input packet count                       0
    Input packet rejects                     0
    Input DA rejects                         0
    Input SA rejects                         0
    Output packet count                                       0
    Output packet pad count                                   0
    Output packet error count                                 0
    CAM destination filters: 0, CAM source filters: 0
  Autonegotiation information:
    Negotiation status: Complete
    Link partner:
        Link mode: Full-duplex, Flow control: Symmetric/Asymmetric, Remote fault:
 OK
    Local resolution:
      Flow control: Symmetric, Remote fault: Link OK
  Packet Forwarding Engine configuration:
    Destination slot: 0
  CoS information:
    Direction : Output
    CoS transmit queue               Bandwidth               Buffer Priority   
Limit
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                              %            bps     %           usec
    2 ef2                    39          19500     0            120     high    
none
    Direction : Input
    CoS transmit queue               Bandwidth               Buffer Priority   
Limit
                              %            bps     %           usec
    0 af3                    30           3000    45              0      low    
none

Physical interface: ge-0/3/0, Enabled, Physical link is Up
  Interface index: 138, SNMP ifIndex: 601
Forwarding classes: 16 supported, 5 in use
Ingress queues: 4 supported, 5 in use
Queue: 0, Forwarding classes: af3
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 1, Forwarding classes: af2
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 2, Forwarding classes: ef2
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 3, Forwarding classes: ef1
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Forwarding classes: 16 supported, 5 in use
Egress queues: 4 supported, 5 in use
Queue: 0, Forwarding classes: af3
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
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    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RL-dropped packets   :                     0                     0 pps
    RL-dropped bytes     :                     0                     0 bps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 1, Forwarding classes: af2
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RL-dropped packets   :                     0                     0 pps
    RL-dropped bytes     :                     0                     0 bps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 2, Forwarding classes: ef2
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RL-dropped packets   :                     0                     0 pps
    RL-dropped bytes     :                     0                     0 bps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 3, Forwarding classes: ef1
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RL-dropped packets   :                     0                     0 pps
    RL-dropped bytes     :                     0                     0 bps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps

Packet Forwarding Engine Chassis Queues:
Queues: 4 supported, 5 in use
Queue: 0, Forwarding classes: af3
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  : Not Available
    RED-dropped bytes    : Not Available
Queue: 1, Forwarding classes: af2
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
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    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  : Not Available
    RED-dropped bytes    : Not Available
Queue: 2, Forwarding classes: ef2
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  : Not Available
    RED-dropped bytes    : Not Available
Queue: 3, Forwarding classes: ef1
  Queued:
    Packets              :                108546                     0 pps
    Bytes                :              12754752                   376 bps
  Transmitted:
    Packets              :                108546                      0 pps
    Bytes                :              12754752                   376 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  : Not Available
    RED-dropped bytes    : Not Available

Physical interface: ge-0/3/0, Index: 138
Maximum usable queues: 4, Queues in use: 5
  Shaping rate: 50000 bps

Scheduler map: interface-schedular-map, Index: 58414

  Scheduler: ef2, Forwarding class: ef2, Index: 39155
    Transmit rate: 39 percent, Rate Limit: none, Buffer size: 120 us, Buffer 
Limit: none, Priority: high
    Excess Priority: unspecified
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any             1    < default-drop-profile> 
      Medium low      any             1    < default-drop-profile>
      Medium high     any             1    < default-drop-profile>
      High            any             1    < default-drop-profile>
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
  Input shaping rate: 10000 bps
  Input scheduler map: schedular-map

Scheduler map: schedular-map, Index: 15103

  Scheduler: af3, Forwarding class: af3, Index: 35058
    Transmit rate: 30 percent, Rate Limit: none, Buffer size: 45 percent, Buffer
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 Limit: none, Priority: low
    Excess Priority: unspecified
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any         40582    green
      Medium low      any             1    < default-drop-profile>
      Medium high     any             1    < default-drop-profile>
      High            any         18928    yellow
Drop profile: green, Type: discrete, Index: 40582
  Fill level    Drop probability
          50                   0
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: yellow, Type: discrete, Index: 18928
  Fill level    Drop probability
          50                   0
         100                 100
  Chassis scheduler map: < default-drop-profile>
Scheduler map: < default-drop-profile>, Index: 4

  Scheduler: < default-drop-profile>, Forwarding class: af3, Index: 25
    Transmit rate: 25 percent, Rate Limit: none, Buffer size: 25 percent, Buffer
 Limit: none, Priority: low
    Excess Priority: low
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any             1    < default-drop-profile>
      Medium low      any             1    < default-drop-profile>
      Medium high     any             1    < default-drop-profile>
      High            any             1    < default-drop-profile>
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100

  Scheduler: < default-drop-profile>, Forwarding class: af2, Index: 25
    Transmit rate: 25 percent, Rate Limit: none, Buffer size: 25 percent, Buffer
 Limit: none, Priority: low
    Excess Priority: low
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any             1    < default-drop-profile>     
      Medium low      any             1    < default-drop-profile>      
      Medium high     any             1    < default-drop-profile>
      High            any             1    < default-drop-profile>
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
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Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100

  Scheduler: < default-drop-profile>, Forwarding class: ef2, Index: 25
    Transmit rate: 25 percent, Rate Limit: none, Buffer size: 25 percent, Buffer
 Limit: none, Priority: low
    Excess Priority: low
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any             1    < default-drop-profile>
      Medium low      any             1    < default-drop-profile>
      Medium high     any             1    < default-drop-profile>
      High            any             1    < default-drop-profile>
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100

  Scheduler: < default-drop-profile>, Forwarding class: ef1, Index: 25
    Transmit rate: 25 percent, Rate Limit: none, Buffer size: 25 percent, Buffer
 Limit: none, Priority: low
    Excess Priority: low
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any             1    < default-drop-profile>
      Medium low      any             1    < default-drop-profile>
      Medium high     any             1    < default-drop-profile>     
      High            any             1    < default-drop-profile>
Drop profile: , Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
  Congestion-notification: Disabled
Forwarding class                       ID      Queue  Restricted queue  Fabric 
priority  Policing priority
  af3                                   0       0          0             low    
            normal
  af2                                   1       1          1             low    
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            normal
  ef2                                   2       2          2             high   
            normal
  ef1                                   3       3          3             high   
            normal
  af1                                   4       4          0             low    
            normal

  Logical interface ge-0/3/0.0 (Index 68) (SNMP ifIndex 152) (Generation 159)
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.1 ]  Encapsulation: ENET2
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
    Protocol inet, MTU: 1500, Generation: 172, Route table: 0
      Flags: Sendbcast-pkt-to-re
      Input Filters: filter-in-ge-0/3/0.0-i,
      Policer: Input: p1-ge-0/3/0.0-inet-i
    Protocol mpls, MTU: 1488, Maximum labels: 3, Generation: 173, Route table: 0

      Flags: Is-Primary
      Output Filters: exp-filter,,,,,

Logical interface ge-1/2/0.0 (Index 347) (SNMP ifIndex 638) (Generation 156)    

Forwarding class ID  Queue  Restricted queue  Fabric priority  Policing priority
   SPU priority
best-effort      0   0      0                 low              normal           
    low

Aggregate Forwarding-class statistics per forwarding-class 
  Aggregate Forwarding-class statistics:
   Forwarding-class statistics:

Forwarding-class best-effort statistics:
    Input unicast bytes:      0
    Output unicast bytes:     0
    Input unicast packets:    0
    Output unicast packets:   0

    Input multicast bytes:    0
    Output multicast bytes:   0
    Input multicast packets:  0
    Output multicast packets: 0

Forwarding-class expedited-forwarding statistics:
    Input unicast bytes:      0
    Output unicast bytes:     0
    Input unicast packets:    0
    Output unicast packets:   0
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    Input multicast bytes:    0
    Output multicast bytes:   0
    Input multicast packets:  0
    Output multicast packets: 0

IPv4 protocol forwarding-class statistics:
  Forwarding-class statistics:
  Forwarding-class best-effort statistics:

    Input unicast bytes:      0
    Output unicast bytes:     0
    Input unicast packets:    0
    Output unicast packets:   0

    Input multicast bytes:    0
    Output multicast bytes:   0
    Input multicast packets:  0
    Output multicast packets: 0

Forwarding-class expedited-forwarding statistics:
    Input unicast bytes:      0
    Output unicast bytes:     0
    Input unicast packets:    0
    Output unicast packets:   0

    Input multicast bytes:    0
    Output multicast bytes:   0
    Input multicast packets:  0
    Output multicast packets: 0

    IPv6  protocol forwarding-class statistics:
    Forwarding-class statistics:
     Forwarding-class best-effort statistics:

    Input unicast bytes:      0
    Output unicast bytes:     0
    Input unicast packets:    0
    Output unicast packets:   0

    Input multicast bytes:    0
    Output multicast bytes:   0
    Input multicast packets:  0
    Output multicast packets: 0

Forwarding-class expedited-forwarding statistics:
    Input unicast bytes:      0
    Output unicast bytes:     0
    Input unicast packets:    0
    Output unicast packets:   0

    Input multicast bytes:    0
    Output multicast bytes:   0
    Input multicast packets:  0
    Output multicast packets: 0

Logical interface ge-0/3/0.0 (Index 68) (SNMP ifIndex 152)
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.1 ]  Encapsulation: ENET2
    Input packets : 0
    Output packets: 0
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Interface       Admin Link Proto Input Filter         Output Filter
ge-0/3/0.0      up    up   inet  filter-in-ge-0/3/0.0-i
                           mpls                       exp-filter
Interface       Admin Link Proto Input Policer         Output Policer
ge-0/3/0.0      up    up
                           inet  p1-ge-0/3/0.0-inet-i
                           mpls

Filter: filter-in-ge-0/3/0.0-i
Counters:
Name                                                Bytes              Packets
count-filter-in-ge-0/3/0.0-i                            0                    0

Filter: exp-filter
Counters:
Name                                                Bytes              Packets
count-exp-seven-match                                   0                    0
count-exp-zero-match                                    0                    0
Policers:
Name                                              Packets
p1-ge-0/3/0.0-inet-i                                    0

  Logical interface: ge-0/3/0.0, Index: 68
    Object                  Name                   Type                    Index

    Rewrite                 exp-default            exp (mpls-any)             33

Rewrite rule: exp-default, Code point type: exp, Index: 33
  Forwarding class                    Loss priority       Code point
  af3                                 low                 000
  af3                                 high                001
  af2                                 low                 010
  af2                                 high                011
  ef2                                 low                 100
  ef2                                 high                101
  ef1                                 low                 110
  ef1                                 high                111
    Object                  Name                   Type                    Index

    Classifier              exp-default            exp                        10

Classifier: exp-default, Code point type: exp, Index: 10
  Code point         Forwarding class                    Loss priority
  000                af3                                 low
  001                af3                                 high
  010                af2                                 low
  011                af2                                 high
  100                ef2                                 low
  101                ef2                                 high
  110                ef1                                 low
  111                ef1                                 high
    Object                  Name                   Type                    Index

    Classifier              ipprec-compatibility   ip                         13

Classifier: ipprec-compatibility, Code point type: inet-precedence, Index: 13
  Code point         Forwarding class                    Loss priority
  000                af3                                 low
  001                af3                                 high
  010                af3                                 low
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  011                af3                                 high
  100                af3                                 low
  101                af3                                 high
  110                ef1                                 low
  111                ef1                                 high
Forwarding class                       ID      Queue  Restricted queue  Fabric 
priority  Policing priority
  af3                                   0       0          0             low    
            normal
  af2                                   1       1          1             low    
            normal
  ef2                                   2       2          2             high   
            normal
  ef1                                   3       3          3             high   
            normal
  af1                                   4       4          0             low    
            normal

  Logical interface ge-0/3/0.1 (Index 69) (SNMP ifIndex 154) (Generation 160)
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.2 ]  Encapsulation: ENET2
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
    Protocol inet, MTU: 1500, Generation: 174, Route table: 0
      Flags: Sendbcast-pkt-to-re

  Logical interface ge-0/3/0.1 (Index 69) (SNMP ifIndex 154)
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.2 ]  Encapsulation: ENET2
    Input packets : 0
    Output packets: 0

Interface       Admin Link Proto Input Filter         Output Filter
ge-0/3/0.1      up    up   mpls  
Interface       Admin Link Proto Input Policer         Output Policer
ge-0/3/0.1      up    up
                           mpls

  Logical interface: ge-0/3/0.1, Index: 69
    Object                  Name                   Type                    Index

    Classifier              ipprec-compatibility   ip                         13

Classifier: ipprec-compatibility, Code point type: inet-precedence, Index: 13
  Code point         Forwarding class                    Loss priority
  000                af3                                 low
  001                af3                                 high
  010                af3                                 low
  011                af3                                 high
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  100                af3                                 low
  101                af3                                 high
  110                ef1                                 low
  111                ef1                                 high
Forwarding class                       ID      Queue  Restricted queue  Fabric 
priority  Policing priority
  af3                                   0       0          0             low    
            normal
  af2                                   1       1          1             low    
            normal
  ef2                                   2       2          2             high   
            normal
  ef1                                   3       3          3             high   
            normal
  af1                                   4       4          0             low    
            normal

show class-of-service interface (ACX Series Routers)

user@host-g11# show class-of-service interface
Physical interface: at-0/0/0, Index: 130
Maximum usable queues: 4, Queues in use: 4
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled

  Logical interface: at-0/0/0.0, Index: 69

  Logical interface: at-0/0/0.32767, Index: 70

Physical interface: at-0/0/1, Index: 133
Maximum usable queues: 4, Queues in use: 4
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled

  Logical interface: at-0/0/1.0, Index: 71

  Logical interface: at-0/0/1.32767, Index: 72

Physical interface: ge-0/1/0, Index: 146
Maximum usable queues: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Rewrite                 dscp-default           dscp                       31
Classifier              d1                     dscp                    11331
Classifier              ci                     ieee8021p                 583

  Logical interface: ge-0/1/0.0, Index: 73
Object                  Name                   Type                    Index
Rewrite                 custom-exp             exp (mpls-any)          46413

  Logical interface: ge-0/1/0.1, Index: 74

  Logical interface: ge-0/1/0.32767, Index: 75

Physical interface: ge-0/1/1, Index: 147
Maximum usable queues: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
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Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

  Logical interface: ge-0/1/1.0, Index: 76

Physical interface: ge-0/1/2, Index: 148
Maximum usable queues: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Rewrite                 ri                     ieee8021p (outer)       35392
Classifier              ci                     ieee8021p                 583

Physical interface: ge-0/1/3, Index: 149
Maximum usable queues: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

  Logical interface: ge-0/1/3.0, Index: 77
Object                  Name                   Type                    Index
Rewrite                 custom-exp2            exp (mpls-any)          53581

Physical interface: ge-0/1/4, Index: 150
Maximum usable queues: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

Physical interface: ge-0/1/5, Index: 151
Maximum usable queues: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

Physical interface: ge-0/1/6, Index: 152
Maximum usable queues: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

Physical interface: ge-0/1/7, Index: 153
Maximum usable queues: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              d1                     dscp                    11331

Physical interface: ge-0/2/0, Index: 154
Maximum usable queues: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

Physical interface: ge-0/2/1, Index: 155
Maximum usable queues: 8, Queues in use: 5
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  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

  Logical interface: ge-0/2/1.0, Index: 78

  Logical interface: ge-0/2/1.32767, Index: 79

Physical interface: xe-0/3/0, Index: 156
Maximum usable queues: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

  Logical interface: xe-0/3/0.0, Index: 80

Physical interface: xe-0/3/1, Index: 157
Maximum usable queues: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

  Logical interface: xe-0/3/1.0, Index: 81

[edit]
user@host-g11#

show class-of-service interface (PPPoE Subscriber Interface for Enhanced Subscriber Management)

user@host> show class-of-service interface pp0.3221225474
  Logical interface: pp0.3221225475, Index: 3221225475
Object                  Name                   Type                    Index
Traffic-control-profile TC_PROF_100_199_SERIES_UID1006 Output      4294967312
Scheduler-map           SMAP-1_UID1002         Output              4294967327
Rewrite-Output          ieee-rewrite           ieee8021p               60432
Rewrite-Output          rule1                  ip                      50463

    Adjusting application: PPPoE IA tags
      Adjustment type: absolute
      Configured shaping rate: 11000000
      Adjustment value: 5000000
      Adjustment target: node

    Adjusting application: ucac
      Adjustment type: delta
      Configured shaping rate: 5000000
      Adjustment value: 100000
      Adjustment target: node

1723Copyright © 2018, Juniper Networks, Inc.

Chapter 103: Operational Commands



show class-of-service interface-set

Syntax show class-of-service interface-set
<interface-set-name>

Release Information Command introduced in Junos OS Release 9.4.

Command introduced in Junos OS Release 15.1R3 on MX Series routers for enhanced

subscriber management.

Description Display theconfiguredshaping rateand theadjustedshaping rate for each logical interface

set configured for hierarchical class of service (CoS).

Options none—Display CoS associations for all logical interface sets.

interface-set interface-set-name—(Optional)DisplayCoSassociations for thespecified
interface set.

Required Privilege
Level

view

List of Sample Output show class-of-service interface-set on page 1725
showclass-of-service interface-set (EnhancedSubscriberManagement)onpage1725

Output Fields Table92onpage 1724describes theoutput fields for theshowclass-of-service interface-set

command. Output fields are listed in the approximate order in which they appear.

Table 92: show class-of-service interface-set Output Fields

Field DescriptionField Name

Name of a logical interface set composed of one or more logical interfaces for which hierarchical
scheduling is enabled.

Interface-set

Index number of this interface set or the internal index number of this object.Index

Name of a physical interface.Physical interface

Number of queues you can configure on the interface.Queues supported

Number of queues currently configured.Queues in use

Name of the output traffic control profile attached to the logical interface set.Output traffic control
profile

(Enhanced subscriber management for MX Series routers) For dynamic subscriber management,
name of the output traffic control profile for remaining traffic attached to the logical interface set.

Output traffic control
profile remaining
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Table 92: show class-of-service interface-set Output Fields (continued)

Field DescriptionField Name

Name of the application that communicates shaping-rate adjustment information to the Junos OS
class-of-serviceprocess (cosd)on thebroadbandservices router (BSR).TheBSRuses the information
from this application to perform shaping-rate adjustments on the scheduler node that manages the
interface set. The adjusting application appears as ancp LS-0which is the Junos OS Access Node
Control Profile process (ancpd) that performs shaping-rate adjustments on schedule nodes. The
nodes are logical interface sets configured to represent subscriber local loops. When the
synchronization speed of the DSL line changes, ancpd communicates the local loop speed to cosd
over the default logical system, LS-0, and then the BSR throttles the shaping rate on the scheduler
node to the loop speed.

The adjusting application can also appear as PPPoE, which adjusts the shaping-rate and
overhead-accounting class-of-service attributes on dynamic subscriber interfaces in a broadband
access network based on access line parameters in Point-to-Point Protocol over Ethernet (PPPoE)
Tags [TR-101]. This feature is supported on MPC/MIC interfaces on MX Series routers. The shaping
rate is based on the actual data rate downstream attribute. The overhead accounting value is based
on the access loop encapsulation attribute and specifies whether the access loop uses Ethernet
(framemode) or ATM (cell mode).

Adjusting application

Typeof shaping-rateadjustmentperformedby theBSRon thescheduler node.The typeofadjustment
appears as Adjustment type, meaning that the configured shaping rate is adjusted by an absolute
value as opposed to by a percentage of the configured rate.

Adjustment type

Themaximum transmission rate on the physical interface as configured by the output traffic-control
profile attached to the scheduler node.

Configuredshaping rate

Value of the shaping-rate adjustment information sent by the adjusting application to cosd.Adjustment value

Configured shaping mode: frame or cell.Adjustment
overhead-accounting
mode

Sample Output

show class-of-service interface-set

user@host> show class-of-service interface-set example-ifset-ge-4/0/0-7
Interface-set: example-ifset-ge-4/0/0–7, Index: 8
Physical interface: ge-4/0/0, Index: 270
Queues supported: 8, Queues in use: 8
  Output traffic control profile: example-tcp-basic-rate, Index: 11395
Adjusting application: ancp LS-0
  Adjustment type: absolute
  Configured shaping rate: 50000000
  Adjustment value: 888000
  Adjustment overhead-accounting mode: cell

show class-of-service interface-set (Enhanced Subscriber Management)

user@host> show class of service interface-set
Interface-set: ge-1/0/0-201-201, Index: 1
Physical interface: ge-1/0/0, Index: 142
Queues supported: 8, Queues in use: 4
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  Output traffic control profile: LEVEL_2_UID1001, Index: 4294967307
  Output traffic control profile remaining: TCP_REMAIN_UID1003, Index: 4294967308
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show class-of-service scheduler-map

Syntax show class-of-service scheduler-map
<name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 15.1R3 on MX Series routers for enhanced

subscriber management.

Description Display the mapping of schedulers to forwarding classes and a summary of scheduler

parameters for each entry.

Options none—Display all scheduler maps.

name—(Optional)Displaya summaryof scheduler parameters for each forwarding class
to which the named scheduler is assigned.

Required Privilege
Level

view

Related
Documentation

Verifying and Managing Junos OS Enhanced Subscriber Management on page 614•

List of Sample Output show class-of-service scheduler-map on page 1728
show class-of-service scheduler-map (QFX Series) on page 1729

Output Fields Table 93 on page 1727 describes the output fields for the show class-of-service

scheduler-map command.Output fields are listed in the approximate order inwhich they

appear.

Table 93: show class-of-service scheduler-mapOutput Fields

Field DescriptionField Name

Name of the scheduler map.

(Enhanced subscriber management for MX Series routers) The name of the dynamic scheduler map
object is associatedwith ageneratedUID (for example,SMAP-1_UID1002) insteadofwith a subscriber
interface.

Scheduler map

Indexof the indicatedobject.Objectshaving indexes in this output includeschedulermaps, schedulers,
and drop profiles.

(Enhancedsubscribermanagement forMXSeries routers) Indexvalues fordynamicCoS traffic control
profiles are larger for enhanced subscriber management than they are for legacy subscriber
management.

Index

Name of the scheduler.Scheduler
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Table 93: show class-of-service scheduler-mapOutput Fields (continued)

Field DescriptionField Name

Classification of a packet affecting the forwarding, scheduling, andmarking policies applied as the
packet transits the router.

Forwarding class

Configured transmit rate of the scheduler (in bps). The rate is a percentage of the total interface
bandwidth, or the keyword remainder, which indicates that the scheduler receives the remaining
bandwidth of the interface.

Transmit rate

Rate limiting configuration of the queue. Possible values are none, meaning no rate limiting, and exact,
meaning the queue only transmits at the configured rate.

Rate Limit

Amount of transmit delay (in milliseconds) or the buffer size of the queue. The buffer size is shown
as a percentage of the total interface buffer allocation, or by the keyword remainder to indicate that
the buffer is sized according to what remains after other scheduler buffer allocations.

Maximumbuffer delay

Scheduling priority: low or high.Priority

Priority of excess bandwidth: low,medium-low,medium-high, high, or none.Excess priority

(QFX Series, OCX Series, and EX4600 switches only) Explicit congestion notification (ECN) state:

• Disable—ECN is disabled on the specified scheduler

• Enable—ECN is enabled on the specified scheduler

ECN is disabled by default.

Explicit Congestion
Notification

Minimum shaping rate for an adjusted queue, in bps.Adjustminimum

Bandwidth adjustment applied to a queue, in percent.Adjust percent

Tabledisplaying theassignmentofdropprofilesbynameand index toagiven losspriority andprotocol
pair.

Drop profiles

Packet loss priority for drop profile assignment.Loss priority

Transport protocol for drop profile assignment.Protocol

Name of the drop profile.Name

Sample Output

show class-of-service scheduler-map

user@host> show class-of-service scheduler-map
Scheduler map: dd-scheduler-map, Index: 84

  Scheduler: aa-scheduler, Index: 8721, Forwarding class: aa-forwarding-class
   Transmit rate: 30 percent, Rate Limit: none, Maximum buffer delay: 39 ms,
   Priority: high
   Drop profiles:
    Loss priority   Protocol    Index    Name
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     Low            non-TCP     8724     aa-drop-profile
     Low            TCP         9874     bb-drop-profile
     High           non-TCP     8833     cc-drop-profile
     High           TCP         8484     dd-drop-profile

  Scheduler: bb-scheduler, Forwarding class: aa-forwarding-class
   Transmit rate: 40 percent, Rate limit: none, Maximum buffer delay: 68 ms,
   Priority: high
   Drop profiles:
    Loss priority   Protocol    Index    Name
     Low            non-TCP     8724     aa-drop-profile
     Low            TCP         9874     bb-drop-profile
     High           non-TCP     8833     cc-drop-profile
     High           TCP         8484     dd-drop-profile

show class-of-service scheduler-map (QFX Series)

user@switch# show class-of-service scheduler-map
Scheduler map: be-map, Index: 12240

  Scheduler:be-sched, Forwarding class: best-effort, Index: 115
    Transmit rate: 30 percent, Rate Limit: none, Buffer size: remainder,
    Buffer Limit: none, Priority: low
    Excess Priority: unspecified, Explicit Congestion Notification: disable

    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any          3312    lan-dp           
      Medium-high     any          2714    be-dp1
      High            any          3178    be-dp2
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show class-of-service traffic-control-profile

Syntax show class-of-service traffic-control-profile
<profile-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 12.2 for ACX Series Routers.

Command introduced in Junos OS Release 15.1R3 on MX Series routers for enhanced

subscriber management.

Description For Gigabit Ethernet IQ PICs, Channelized IQ PICs, EQ DPCs, and MPC/MIC interfaces

only, display traffic shaping and scheduling profiles.

(ACX Series routers) For ATM IMA pseudowire interfaces, display traffic shaping and

scheduling profiles.

Options none—Display all profiles.

profile-name—(Optional) Display information about a single profile.

Required Privilege
Level

view

Related
Documentation

Verifying and Managing Junos OS Enhanced Subscriber Management on page 614•

List of Sample Output show class-of-service traffic-control-profile on page 1732
show class-of-service traffic-control-profile (MX Series routers with Clear Channel
Multi-Rate CEMIC) on page 1733
show class-of-service traffic-control-profile (ACX Series routers with ATM IMA
pseudowire interfaces) on page 1733
show class-of-service traffic-control-profile (Enhanced Subscriber
Management) on page 1733

Output Fields Table 94 on page 1730 describes the output fields for the show class-of-service

traffic-control-profilecommand.Output fieldsare listed in theapproximateorder inwhich

they appear.

Table 94: show class-of-service traffic-control-profile Output Fields

Field DescriptionField Name

Name of the traffic control profile.

(Enhanced subscriber management for MX Series routers) The
nameof thedynamic traffic control profile object is associatedwith
ageneratedUID(for example,TC_PROF_100_199_SERIES_UID1000)
instead of with a subscriber interface.

Traffic control profile
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Table 94: show class-of-service traffic-control-profile Output
Fields (continued)

Field DescriptionField Name

Index number of the traffic control profile.

(Enhanced subscriber management for MX Series routers) Index
values for dynamic CoS traffic control profiles are larger for
enhanced subscriber management than they are for legacy
subscriber management.

Index

(MX Series routers with ATMMulti-Rate CE MIC) Configured
category of ATM service. Possible values:

• cbr—Constant bit rate.

• rtvbr—Real time variable bit rate.

• nrtvbr—Non real time variable bit rate.

• ubr—Unspecified bit rate.

ATMService

Configuredmaximum burst size, in cells.MaximumBurst Size

Configured peak rate, in cps.Peak rate

Configured sustained rate, in cps.Sustained rate

Configured shaping rate, in bps.

NOTE: (MXSeries routerswithATMMulti-RateCEMIC)Configured
peak rate, in cps.

Shaping rate

Configured burst size for the shaping rate, in bytes.

NOTE: (MXSeries routerswithATMMulti-RateCEMIC)Configured
maximum burst rate, in cells.

Shaping rate burst

Configured shaping rate for high-priority traffic, in bps.Shaping rate priority high

Configured shaping rate for medium-priority traffic, in bps.Shaping rate priority
medium

Configured shaping rate for low-priority traffic, in bps.Shaping rate priority low

Configured shaping rate for high-priority excess traffic, in bps.Shaping rate excess high

Configured shaping rate for low-priority excess traffic, in bps.Shaping rate excess low

Name of the associated scheduler map.

(Enhanced subscriber management for MX Series routers) The
name of the dynamic scheduler map object is associated with a
generated UID (for example, SMAP-1_UID1002) instead of with a
subscriber interface.

Scheduler map

Configured delay buffer rate, in bps.Delay Buffer rate
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Table 94: show class-of-service traffic-control-profile Output
Fields (continued)

Field DescriptionField Name

Configured excess rate, in percent or proportion.Excess rate

Configured excess rate for high priority traffic, in percent or
proportion.

Excess rate high

Configured excess rate for low priority traffic, in percent or
proportion.

Excess rate low

Configured guaranteed rate, in bps or cps.

NOTE: (MX Series routers with ATMMulti-Rate CEMIC) This value
depends on the ATM service category chosen. Possible values:

• cbr—Guaranteed rate is equal to the configured peak rate in cps.

• rtvbr—Guaranteed rate is equal to the configured sustained rate
in cps.

• nrtvbr—Guaranteed rate is equal to the configured sustained rate
in cps.

Guaranteed rate

Configured burst size for the guaranteed rate, in bytes.Guaranteed rate burst

Configuredminimum shaping rate for an adjusted queue, in bps.adjust-minimum

Configured shaping mode: FrameMode or Cell Mode.overhead accountingmode

Configured byte adjustment value.Overhead bytes

Configured shaping-rate adjustment for parent scheduler nodes. If
enabled, this field appears.

flow-aware indicates that the parent scheduler node is adjusted
only once per multicast channel.

Adjust parent

Sample Output

show class-of-service traffic-control-profile

user@host> show class-of-service traffic-control-profile
Traffic control profile: Profile1, Index: 57625
  Scheduler map: m1
  Delay Buffer rate: 500000
  Guaranteed rate: 1000000

Traffic control profile: Profile2, Index: 57624
  Scheduler map: m2
  Delay Buffer rate: 600000
  Guaranteed rate: 2000000

Traffic control profile: Profile3, Index: 57627
  Scheduler map: m3
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  Delay Buffer rate: 800000
  Guaranteed rate: 3000000
 .Excess rate high: proportion 4

Traffic control profile: Profile4, Index: 57626
  Scheduler map: m4
  Delay Buffer rate: 750000
  Guaranteed rate: 4000000
..adjust-minimum 20000000

 Traffic control profile: foo, Index: 57626
   Shaping rate: 100000000
   Scheduler map: <default>
   Overhead accounting mode: Frame Mode
   Frame mode overhead accounting bytes: -12
   Adjust parent: flow-aware

show class-of-service traffic-control-profile (MX Series routers with Clear Channel Multi-Rate CEMIC)

user@host> show class-of-service traffic-control-profile
Traffic control profile: at-vbr1, Index: 11395
  ATM Service: RTVBR
  Scheduler map: m3
  overhead accounting mode: Frame Mode
  Shaping rate: 1000 cps
  Shaping rate burst: 500 cells 
  Delay Buffer rate: 2000 cps
  Guaranteed rate: 1000 cps

Traffic control profile: foo, Index: 38286
  ATM Service: UBR
  Scheduler map: m3
  overhead accounting mode: Frame Mode

show class-of-service traffic-control-profile (ACX Series routers with ATM IMA pseudowire interfaces)

user@host> show class-of-service traffic-control-profile
Traffic control profile: foo, Index: 38286
  ATM Service: RTVBR
  Shaping rate: 2000 cps
  Shaping rate burst: 200 cells
  Scheduler map: <default>
  Delay Buffer rate: 1000 cps
  Guaranteed rate: 1700 cps

show class-of-service traffic-control-profile (Enhanced Subscriber Management)

user@host> show class-of-service traffic-control-profile
Traffic control profile: TC_PROF_100_199_SERIES_UID1000, Index: 4294967313
  Shaping rate: 11000000
  Shaping rate burst: 1 bytes
  Scheduler map: SMAP-1_UID1002
  Delay Buffer rate: 5000000
  Overhead accounting mode: Cell Mode
  Frame mode overhead accounting bytes: -4
  Cell mode overhead accounting bytes: 20
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show database-replication statistics

Syntax show database-replication statistics

Release Information Command introduced in Junos OS Release 9.3.

Description Display statistics regarding the replication of the subscriber management session

database.

Options This command has no options.

Required Privilege
Level

view

Related
Documentation

show database-replication summary on page 1736•

List of Sample Output show database-replication statistics on page 1734

Output Fields Table 95 on page 1734 lists the output fields for the show database-replication statistics

command. Output fields are listed in the approximate order in which they appear.

Table 95: show database-replication statistics Output Fields

Field DescriptionField Name

Number of dropped connections and themaximum buffer count.General

Total size of messages received and the number of received
messages that have been processed.

Message Received

Total size ofmessages sent and the number of sentmessages that
have been processed.

Message Sent

Number of messages in the queue and themaximum size of the
queue.

Message Queue

Sample Output

show database-replication statistics

user@host> show database-replication statistics

General:
    Dropped connections        0
    Max buffer count           0
Message received:
    Size (bytes)               0
    Processed                  0
Message sent:
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    Size (bytes)               0  
    Processed                  0
Message queue:
    Queue full                 0  
    Max queue size             0
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show database-replication summary

Syntax show database-replication summary

Release Information Command introduced in Junos OS Release 9.3.

Description Display summary information regarding database replication for the subscriber

management session database.

Options This command has no options.

Required Privilege
Level

view

Related
Documentation

show database-replication statistics on page 1734•

List of Sample Output show database-replication summary on page 1737

Output Fields Table 96 on page 1736 lists the output fields for the show database-replication summary

command. Output fields are listed in the approximate order in which they appear.

Table 96: show database-replication summary Output Fields

Field DescriptionField Name

State of graceful Routing Engine switchover (GRES):

• Enabled

• Disabled

Graceful Restart

State of the Routing Engine:

• Master

• Standby

Mastership

State of the connection:

• Up

• Down

Connection

State of the subscriber management database:

• Available

• Unavailable

• Synchronized

Database
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Table96:showdatabase-replicationsummaryOutputFields (continued)

Field DescriptionField Name

State of the message queue:

• Full

• Init

• Not Ready

• Ready

Message Queue

Sample Output

show database-replication summary

user@host> show database-replication summary
General:
    Graceful Restart     Enabled
    Mastership           Standby
    Connection           Up
    Database             Available
    Message Queue        Ready
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show dhcp relay binding

Syntax show dhcp relay binding
<address>
<brief>
<detail>
<interface interface-name>
<interfaces-vlan>
<interfaces-wildcard>
<ip-address | mac-address>
<logical-system logical-system-name>
<routing-instance routing-instance-name>
<summary>

Release Information Command introduced in Junos OS Release 8.3.

Options interface andmac-address added in Junos OS Release 8.4.

Options interfaces-vlan and interfaces-wildcard added in Junos OS Release 12.1.

Command introduced in Junos OS Release 12.1X48R3 for PTX Series Packet Transport

Routers.

Description Display the address bindings in the Dynamic Host Configuration Protocol (DHCP) client

table.

Options address—(Optional) Display DHCP binding information for a specific client identified by
one of the following entries:

• ip-address—The specified IP address.

• mac-address—The specified MAC address.

• session-id—The specified session ID.

brief—(Optional) Display brief information about the active client bindings. This is the
default, and produces the same output as show dhcp relay binding.

detail—(Optional) Display detailed client binding information.

interface interface-name—(Optional) Perform this operation on the specified interface.

You can optionally filter on VLAN ID and SVLAN ID.

interfaces-vlan—(Optional) Show the binding state information on the interface VLAN

ID and S-VLAN ID.

interfaces-wildcard—(Optional) The set of interfaces on which to show binding state

information. This option supports the use of the wildcard character (*).

logical-system logical-system-name—(Optional)Performthisoperationon thespecified

logical system.

routing-instance routing-instance-name—(Optional) Perform this operation on the

specified routing instance.
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summary—(Optional) Display a summary of DHCP client information.

Required Privilege
Level

view

Related
Documentation

Clearing DHCP Bindings for Subscriber Access on page 408•

• clear dhcp relay binding on page 1591

List of Sample Output show dhcp relay binding on page 1741
show dhcp relay binding detail on page 1741
show dhcp relay binding interface on page 1741
show dhcp relay binding interface vlan-id on page 1742
show dhcp relay binding interface svlan-id on page 1742
show dhcp relay binding ip-address on page 1742
show dhcp relay bindingmac-address on page 1742
show dhcp relay binding session-id on page 1742
show dhcp relay binding <interfaces-vlan> on page 1742
show dhcp relay binding <interfaces-wildcard> on page 1742
show dhcp relay binding summary on page 1743

Output Fields Table 97 on page 1739 lists the output fields for the show dhcp relay binding command.

Output fields are listed in the approximate order in which they appear.

Table 97: show dhcp relay binding Output Fields

Level of
OutputField DescriptionField Name

summarySummary counts of the total number of DHCP clients and the
number of DHCP clients in each state.

number clients,(number init, number bound,
numberselecting,number requesting,number
renewing, number rebinding, number
releasing)

brief detailIP address of the DHCP client.IP address

brief detailSession ID of the subscriber session.Session Id

detailRemote ID generated by the Option 82 Agent Remote ID
(suboption 1)

Generated Remote ID

brief detailHardware address of the DHCP client.Hardware address

brief detailNumber of seconds in which the lease expires.Expires
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Table 97: show dhcp relay binding Output Fields (continued)

Level of
OutputField DescriptionField Name

brief detailState of the DHCP relay address binding table on the DHCP
client:

• BOUND—Client has an active IP address lease.

• INIT—Initial state.

• REBINDING—Client is broadcasting a request to renew the
IP address lease.

• RELEASE—Client is releasing the IP address lease.

• RENEWING—Client is sending a request to renew the IP
address lease.

• REQUESTING—Client is requesting a DHCP server.

• SELECTING—Client is receiving offers from DHCP servers.

State

briefIncoming client interface.Interface

detailDate and time at which the client’s IP address lease expires.Lease Expires

detailNumber of seconds in which the lease expires.Lease Expires in

detailDate and time at which the client’s IP address lease started.Lease Start

detailLease time violation has occurred.Lease time violated

detailClient’s incoming interface.Incoming Client Interface

detailIP address of the DHCP server.Server IP Address

detailInterface of the DHCP server.Server Interface

detailIP address of BOOTP relay.Bootp Relay Address

All levelsType of DHCP packet processing performed on the router:

• active—Router actively processes and relays DHCP packets.

• passive—Router passively snoops DHCP packets passing
through the router.

Type

All levelsDate and time at which the client’s IP address lease expires.Lease expires at

detailName of dual stack that is configured with the DHCP binding.Dual Stack Group

detailPrefix of dual stack DHCPv6 peer.Dual Stack Peer Prefix

detailAddress of the dual stack DHCPv6 peer.Dual Stack Peer Address
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Sample Output

show dhcp relay binding

user@host> show dhcp relay binding
IP address        Session Id  Hardware address   Expires     State      Interface
198.51.100.11     41          00:00:5e:00:53:01  86371       BOUND      ge-1/0/0.0

198.51.100.12     42          00:00:5e:00:53:02  86371       BOUND      ge-1/0/0.0

198.51.100.13     43          00:00:5e:00:53:03  86371       BOUND      ge-1/0/0.0

198.51.100.14     44          00:00:5e:00:53:04  86371       BOUND      ge-1/0/0.0

198.51.100.15     45          00:00:5e:00:53:05  86371       BOUND      ge-1/0/0.0

show dhcp relay binding detail

user@host> show dhcp relay binding detail

Client IP Address:  198.51.100.11
     Hardware Address:             00:00:5e:00:53:01
     State:                        BOUND(DHCP_RELAY_STATE_BOUND_ON_INTF_DELETE)
     Lease Expires:                2009-07-21 11:00:06 PDT
     Lease Expires in:             86361 seconds
     Lease Start:                  2009-07-20 11:00:06 PDT
     Lease time violated:          yes
     Last Packet Received:         2009–07–20 11:00:06 PDT
     Incoming Client Interface:    ge-1/0/0.0
     Server Ip Address:            198.51.100.22
     Server Interface:             none
     Bootp Relay Address:          198.51.100.32
     Session Id:                   41
     Dual Stack Group:             dual-stack-retail6
     Dual Stack Peer Prefix:       2001:db8:0:4::/64
     Dual Stack Peer Address:      2001:db8:1:0:8003::1/128

Client IP Address:  198.51.100.12
     Hardware Address:             00:00:5e:00:53:02
     State:                        BOUND(DHCP_RELAY_STATE_BOUND_ON_INTF_DELETE)
     Lease Expires:                2009-07-21 11:00:06 PDT
     Lease Expires in:             86361 seconds
     Lease Start:                  2009-07-20 11:00:06 PDT
     Last Packet Received:         2009–07–20 11:00:06 PDT
     Incoming Client Interface:    ge-1/0/0.0
     Server Ip Address:            198.51.100.22
     Server Interface:             none
     Bootp Relay Address:          198.51.100.32
     Session Id:                   42
     Generated Remote ID           host:ge-1/0/0:100

show dhcp relay binding interface

user@host> show dhcp relay binding interface fe-0/0/2

IP address       Hardware address   Type     Lease expires at
198.51.100.1      00:00:5e:00:53:01  active   2007-03-27 15:06:20 EDT
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show dhcp relay binding interface vlan-id

user@host> show dhcp relay binding interface ge-1/1/0:100

IP address        Session Id  Hardware address   Expires     State      Interface
198.51.100.15      6           00:00:5e:00:53:94  86124       BOUND      
ge-1/1/0:100  

show dhcp relay binding interface svlan-id

user@host> show dhcp relay binding interface ge-1/1/0:10-100

IP address        Session Id  Hardware address   Expires     State      Interface
198.51.100.16      7           00:00:5e:00:53:92  86124       BOUND      
ge-1/1/0:10-100  

show dhcp relay binding ip-address

user@host> show dhcp relay binding 198.51.100.13
IP address        Session Id  Hardware address   Expires     State      Interface
198.51.100.13      43          00:00:5e:00:53:03  86293       BOUND      ge-1/0/0.0

show dhcp relay bindingmac-address

user@host> show dhcp relay binding 00:00:5e:00:53:05
IP address        Session Id  Hardware address   Expires     State      Interface
198.51.100.15      45          00:00:5e:00:53:05  86279       BOUND      ge-1/0/0.0

show dhcp relay binding session-id

user@host> show dhcp relay binding 41
 IP address        Session Id  Hardware address   Expires     State      Interface
198.51.100.11      41          00:00:5e:00:53:53  86305       BOUND      ge-1/0/0.0

show dhcp relay binding <interfaces-vlan>

user@host> show dhcp relay binding ge-1/0/0:100-200
IP address        Session Id  Hardware address   Expires     State      Interface
192.168.0.17       42          00:00:5e:00:53:02  86346       BOUND      
ge-1/0/0.1073741827 
192.168.0.16       41          00:00:5e:00:53:01  86346       BOUND      
ge-1/0/0.1073741827

show dhcp relay binding <interfaces-wildcard>

user@host> show dhcp relay binding ge-1/3/*
IP address        Session Id  Hardware address   Expires     State      Interface
192.168.0.9        24          00:00:5e:00:53:04  86361       BOUND      
ge-1/3/0.110        
192.168.0.8        23          00:00:5e:00:53:03  86361       BOUND      
ge-1/3/0.110        
192.168.0.7        22          00:00:5e:00:53:02  86361       BOUND      
ge-1/3/0.110  
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show dhcp relay binding summary

user@host> show dhcp relay binding summary
3 clients, (2 init, 1 bound, 0 selecting, 0 requesting, 0 renewing, 0 rebinding,
 0 releasing)
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show dhcp relay statistics

Syntax show dhcp relay statistics
<bulk-leasequery-connections>
<logical-system logical-system-name>
<routing-instance routing-instance-name>

Syntax Syntax for EX Series switches:

show dhcp relay statistics
<routing-instance routing-instance-name>

Release Information Command introduced in Junos OS Release 8.3.

Command introduced in Junos OS Release 12.1 for EX Series switches.

Command introduced in Junos OS Release 12.1X48R3 for PTX Series Packet Transport

Routers.

bulk-leasequery-connections option introduced in Junos OS Release 16.1.

Description Display Dynamic Host Configuration Protocol (DHCP) relay statistics.

Options bulk-leasequery-connections—(Optional) Display information about bulk leasequery
operations.

logical-system logical-system-name—(Onroutersonly) (Optional)Performthisoperation

on the specified logical system. If youdonot specify a logical systemname, statistics

are displayed for the default logical system.

routing-instance routing-instance-name—(Optional) Perform this operation on the

specified routing instance. If you do not specify a routing instance name, statistics

are displayed for the default routing instance.

Required Privilege
Level

view

Related
Documentation

clear dhcp relay statistics on page 1594•

List of Sample Output show dhcp relay statistics on page 1746
show dhcp relay statistics bulk-leasequery-connections on page 1747

Output Fields Table 98 on page 1745 lists the output fields for the showdhcp relay statistics command.

Output fields are listed in the approximate order in which they appear.
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Table 98: show dhcp relay statistics Output Fields

Field DescriptionField Name

Number of packets discarded by the extended DHCP relay agent application due to errors. Only
nonzero statistics appear in the Packets dropped output. When all of the Packets dropped statistics
are 0 (zero), only the Total field appears.

• Total—Total number of packets discarded by the extended DHCP relay agent application.

• Bad hardware address—Number of packets discarded because an invalid hardware address was
specified.

• Bad opcode—Number of packets discarded because an invalid operation code was specified.

• Bad options—Number of packets discarded because invalid options were specified.

• Invalidserveraddress—Numberofpacketsdiscardedbecausean invalid serveraddresswasspecified.

• Lease Time Violation—Number of packets discarded because of a lease time violation

• No available addresses—Number of packets discarded because there were no addresses available
for assignment.

• No interfacematch—Number of packets discarded because they did not belong to a configured
interface.

• Norouting instancematch—Numberofpacketsdiscardedbecause theydidnotbelong toaconfigured
routing instance.

• No valid local address—Number of packets discarded because there was no valid local address.

• Packet too short—Number of packets discarded because they were too short.

• Read error—Number of packets discarded because of a system read error.

• Send error—Number of packets that the extended DHCP relay application could not send.

• Option60—Number of packets discarded containingDHCPoption 60 vendor-specific information.

• Option82—NumberofpacketsdiscardedbecauseDHCPoption82 informationcouldnotbeadded.

Packets dropped

Number of DHCPmessages received.

• BOOTREQUEST—Number of BOOTP protocol data units (PDUs) received

• DHCPDECLINE—Number of DHCP PDUs of type DECLINE received

• DHCPDISCOVER—Number of DHCP PDUs of type DISCOVER received

• DHCPINFORM—Number of DHCP PDUs of type INFORM received

• DHCPRELEASE—Number of DHCP PDUs of type RELEASE received

• DHCPREQUEST—Number of DHCP PDUs of type REQUEST received

• DHCPLEASEACTIVE—Number of active DHCP leases

• DHCPLEASEUNASSIGNED—Number of DHCP leases that are managed by the server but have not
yet been assigned

• DHCPLEASEUNKNOWN—Number of unknown DHCP leases

• DHCPLEASEQUERYDONE—The leasequery is complete

Messages received

Number of DHCPmessages sent.

• BOOTREPLY—Number of BOOTP PDUs transmitted

• DHCPOFFER—Number of DHCP OFFER PDUs transmitted

• DHCPACK—Number of DHCP ACK PDUs transmitted

• DHCPNACK—Number of DHCP NACK PDUs transmitted

• DHCPFORCERENEW—Number of DHCP FORCERENEWPDUs transmitted

• DHCPLEASEQUERY—Number of DHCP leasequery messages transmitted

• DHCPLEASEBULKLEASEQUERY—Number of DHCP bulk leasequery messages transmitted

Messages sent
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Table 98: show dhcp relay statistics Output Fields (continued)

Field DescriptionField Name

State of the external DHCP server responsiveness.External Server
Response

Number of packets forwarded.

• BOOTREQUEST—Number of BOOTREQUEST protocol data units (PDUs) forwarded

• BOOTREPLY—Number of BOOTREPLY protocol data units (PDUs) forwarded

Packets forwarded

State of the external DHCP server responsiveness.External Server
Response

Total numberof serverswithwhich theDHCP relayagent has requestedabulk leasequery connection.Total Requested
Servers

Total number of servers with which the DHCP relay agent has attempted to create a bulk leasequery
connection.

Total Attempted
Servers

Total number of servers that have formed a bulk leasequery connection with the DHCP relay agent.Total Connected

Total number of servers that have terminated a bulk leasequery connection with the DHCP relay
agent.

Total Terminated by
Server

Total number of servers where the DHCP relay agent reached themaximum retry limit when it
attempted to create a bulk leasequery connection.

Total Max Attempted

Total number of bulk leasequery connections that closed due to an internal error on the DHCP relay
agent.

Total Closed due to
Errors

Number of current bulk leasequery connections on the DHCP relay agent.In-Flight Connected

Number of bulk leasequery reply packets that the DHCP relay agent has retried.BulkLeaasequeryReply
Packet Retries

Sample Output

show dhcp relay statistics

user@host> show dhcp relay statistics
Packets dropped:
    Total                      34
    Bad hardware address       1
    Bad opcode                 1
    Bad options                3
    Invalid server address     5
    Lease Time Violation       1
    No available addresses     1
    No interface match         2
    No routing instance match  9
    No valid local address     4
    Packet too short           2
    Read error                 1
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    Send error                 1
    Option 60                  1
    Option 82                  2

Messages received:
    BOOTREQUEST                116
    DHCPDECLINE                0
    DHCPDISCOVER               11
    DHCPINFORM                 0
    DHCPRELEASE                0
    DHCPREQUEST                105
    DHCPLEASEACTIVE            0
    DHCPLEASEUNASSIGNED        0
    DHCPLEASEUNKNOWN           0
    DHCPLEASEQUERYDONE         0

Messages sent:
    BOOTREPLY                  0
    DHCPOFFER                  2
    DHCPACK                    1
    DHCPNAK                    0
    DHCPFORCERENEW             0
    DHCPLEASEQUERY             0
    DHCPBULKLEASEQUERY         0

Packets forwarded:
    Total                      4
    BOOTREQUEST                2
    BOOTREPLY                  2

External Server Response:
    State                      Responding

show dhcp relay statistics bulk-leasequery-connections

user@host> show dhcp relay statistics bulk-leasequery-connections

Total Requested Servers:    0
Total Attempted Servers:    0
Total Connected:            0
Total Terminated by Server: 0
Total Max Attempted:        0
Total Closed due to Errors: 0
In-Flight Connected:        0
Bulk Leasequery Reply Packet Retries:   0
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show dhcp server binding

Syntax show dhcp server binding
<address>
<interfaces-vlan><brief | detail | summary>
<interface interface-name>
<interfaces-vlan>
<interfaces-wildcard>
<logical-system logical-system-name>
<routing-instance routing-instance-name>

Release Information Command introduced in Junos OS Release 9.0.

Options interfaces-vlan and interfaces-wildcard added in Junos OS Release 12.1.

Description Display the address bindings in the client table on the extended Dynamic Host

Configuration Protocol (DHCP) local server.

NOTE: If you delete the DHCP server configuration, DHCP server bindings
might still remain. To ensure thatDHCPbindings are removed, issue the clear

dhcpserverbindingcommandbeforeyoudeletetheDHCPserverconfiguration.

Options address—(Optional) Display DHCP binding information for a specific client identified by
one of the following entries:

• ip-address—The specified IP address.

• mac-address—The specified MAC address.

• session-id—The specified session ID.

brief | detail | summary—(Optional) Display the specified level of output about active
client bindings. The default is brief, which produces the same output as show dhcp

server binding.

interface interface-name—(Optional) Display information about active client bindings
on the specified interface. You can optionally filter on VLAN ID and SVLAN ID.

interfaces-vlan—(Optional) Show the binding state information on the interface VLAN

ID and S-VLAN ID.

interfaces-wildcard—(Optional) The set of interfacesonwhich to show thebinding state

information. This option supports the use of the wildcard character (*).

logical-system logical-system-name—(Optional)Display informationaboutactiveclient
bindings for DHCP clients on the specified logical system.

routing-instance routing-instance-name—(Optional) Display information about active
client bindings for DHCP clients on the specified routing instance.
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Required Privilege
Level

view

Related
Documentation

Clearing DHCP Bindings for Subscriber Access on page 408•

• Verifying and Managing Agent Circuit Identifier-Based Dynamic VLAN Configuration

• clear dhcp server binding on page 1597

List of Sample Output show dhcp server binding on page 1752
show dhcp server binding detail on page 1752
show dhcp server binding detail (ACI Interface Set Configured) on page 1753
show dhcp server binding interface <vlan-id> on page 1753
show dhcp server binding interface <svlan-id> on page 1753
show dhcp server binding <ip-address> on page 1753
show dhcp server binding <session-id> on page 1754
show dhcp server binding summary on page 1754
show dhcp server binding <interfaces-vlan> on page 1754
show dhcp server binding <interfaces-wildcard> on page 1754

Output Fields Table 99 on page 1749 lists the output fields for the showdhcp server binding command.

Output fields are listed in the approximate order in which they appear.

Table 99: show dhcp server binding Output Fields

Level of OutputField DescriptionField Name

summarySummary counts of the total number of DHCP clients and
the number of DHCP clients in each state.

number clients,
(number init,
number bound,
number selecting,
number requesting,
number renewing,
number releasing)

brief
detail

IP address of the DHCP client.IP address

brief
detail

Session ID of the subscriber session.Session Id

brief
detail

Hardware address of the DHCP client.Hardware address

brief
detail

Number of seconds in which lease expires.Expires
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Table 99: show dhcp server binding Output Fields (continued)

Level of OutputField DescriptionField Name

brief
detail

State of the address binding table on the extended DHCP
local server:

• BOUND—Client has active IP address lease.

• FORCERENEW—Clienthas received forcerenewmessage
from server.

• INIT—Initial state.

• RELEASE—Client is releasing IP address lease.

• RENEWING—Client sending request to renew IPaddress
lease.

• REQUESTING—Client requesting a DHCP server.

• SELECTING—Client receiving offers from DHCP servers.

State

briefInterface on which the request was received.Interface

detailDateand timeatwhich theclient’s IPaddress leaseexpires.Lease Expires

detailNumber of seconds in which lease expires.Lease Expires in

detailDateand timeatwhich theclient’s IPaddress lease started.Lease Start

detailLease time violation has occurred.Lease time violated

detailDate and time atwhich the router received the last packet.Last Packet Received

detailClient’s incoming interface.Incoming Client Interface

detailS-VLAN ID of the client’s incoming interface.Client Interface Svlan Id

detailVLAN ID of the client’s incoming interface.Client Interface Vlan Id

detailName of the IP demultiplexing (demux) interface.Demux Interface

detailIP address of DHCP server.Server IP Address or Server Identifier

detailInterface of DHCP server.Server Interface

detailName of address pool used to assign client IP address
lease.

Client Pool Name
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Table 99: show dhcp server binding Output Fields (continued)

Level of OutputField DescriptionField Name

detailState of the liveness detection status for a subscriber’s
Bidirectional ForwardingDetection (BFD)protocol session:

NOTE: Thisoutput fielddisplaysstatusonlywhen liveness
detection has been explicitly configured for a subscriber
and the liveness detection protocol is actively functioning
for that subscriber.

• DOWN—Liveness detection has been enabled for a
subscriber but the broadband network gateway (BNG)
detects that the liveness detection session for the BFD
protocol is in the DOWN state.

A liveness detection session that was previously in an
UP state has transitioned to a DOWN state, beginning
with a liveness detection failure, and ending with the
deletionof theclientbinding.TheDOWNstate is reported
only during this transition period of time.

• UNKNOWN—Liveness detection has been enabled for a
subscriber but the actual liveness detection state has
not yet been determined.

TheUNKNOWNstate is reportedafteraDHCPsubscriber
initially logs in while the underlying liveness detection
protocol handshake, such as BFD, is still processing and
the BFD session has not yet reached the UP state.

• UP—Liveness detection has been enabled for a
subscriber, and theBNGand thesubscriberor clienthave
both determined that the liveness detection session for
the BFD protocol is in the UP state.

• WENT_DOWN—State is functionally equivalent to the
DOWN state. A liveness detection session that was
previously in an UP state has transitioned to a DOWN
state implying a liveness detection failure.

TheWENT_DOWN state applies to the internal
distribution of the liveness detection mechanism
between the Junos DHCP Daemon for Subscriber
Services (JDHCPd), the BFD plug-in within the
Broadband Edge Subscriber Management Daemon
(BBE-SMGD), and the Packet Forwarding Engine.

Liveness Detection State

detailInternally generated name of the dynamic agent circuit
identifier (ACI) interface set.

ACI Interface Set Name

detailIndex number of the dynamic ACI interface set.ACI Interface Set Index

detailIdentifier of the dynamic ACI interface set entry in the
session database.

ACI Interface Set Session ID

detailDHCP client profile name.Client Profile Name

detailDHCP server profile name.Dual Stack Group

detailIPv6 prefix of peer.Dual Stack Peer Prefix
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Table 99: show dhcp server binding Output Fields (continued)

Level of OutputField DescriptionField Name

detailIPv6 address of peer.Dual Stack Peer Address

Sample Output

show dhcp server binding

user@host> show dhcp server binding
IP address        Session Id  Hardware address   Expires     State      Interface
198.51.100.15     6           00:00:5e:00:53:01  86180       BOUND      ge-1/0/0.0

198.51.100.16     7           00:00:5e:00:53:02  86180       BOUND      ge-1/0/0.0

198.51.100.17     8           00:00:5e:00:53:03  86180       BOUND      ge-1/0/0.0

198.51.100.18     9           00:00:5e:00:53:04  86180       BOUND      ge-1/0/0.0

198.51.100.19     10          00:00:5e:00:53:05  86180       BOUND      ge-1/0/0.0

show dhcp server binding detail

user@host> show dhcp server binding detail
Client IP Address:  198.51.100.15
     Hardware Address:             00:00:5e:00:53:01
     State:                        BOUND(LOCAL_SERVER_STATE_BOUND_ON_INTF_DELETE)

     Lease Expires:                2009-07-21 10:10:25 PDT
     Lease Expires in:             86151 seconds
     Lease Start:                  2009-07-20 10:10:25 PDT
     Incoming Client Interface:    ge-1/0/0.0
     Server Ip Address:            198.51.100.9
     Server Interface:             none
     Session Id:                   6
     Client Pool Name:             6
     Liveness Detection State:     UP
 Client IP Address:            198.51.100.16
     Hardware Address:             00:00:5e:00:53:02
     State:                        BOUND(LOCAL_SERVER_STATE_BOUND_ON_INTF_DELETE)

     Lease Expires:                2009-07-21 10:10:25 PDT
     Lease Expires in:             86151 seconds
     Lease Start:                  2009-07-20 10:10:25 PDT
     Lease time violated:          yes
     Incoming Client Interface:    ge-1/0/0.0
     Server Ip Address:            198.51.100.9
     Server Interface:             none
     Session Id:                   7
     Client Pool Name:             7
     Liveness Detection State:     UP

When DHCP binding is configured with dual-stack, we get the following output:

user@host> show dhcp server binding detail
Client IP Address:  100.20.0.10
     Hardware Address:             00:00:64:03:01:02
     State:                        BOUND(LOCAL_SERVER_STATE_BOUND)
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     Protocol-Used:                DHCP
     Lease Expires:                2016-11-07 08:30:39 PST
     Lease Expires in:             43706 seconds
     Lease Start:                  2016-11-04 11:00:37 PDT
     Last Packet Received:         2016-11-06 09:00:39 PST
     Incoming Client Interface:    ae0.3221225472
     Client Interface Svlan Id:    2000
     Client Interface Vlan Id:     1
     Server Ip Address:            100.20.32.2
     Session Id:                   2
     Client Pool Name:             my-v4-pool
     Client Profile Name:          dhcp-retail
     Dual Stack Group:             my-dual-stack
     Dual Stack Peer Prefix:       3ffe:ffff:0:4::/64
     Dual Stack Peer Address:      3000:0:0:8003::1/128

show dhcp server binding detail (ACI Interface Set Configured)

user@host> show dhcp server binding detail
Client IP Address:  198.51.100.14
     Hardware Address:             00:00:5e:00:53:02
     State:                        BOUND(LOCAL_SERVER_STATE_BOUND)
     Lease Expires:                2012-03-13 09:53:32 PDT
     Lease Expires in:             82660 seconds
     Lease Start:                  2012-03-12 10:23:32 PDT
     Last Packet Received:         2012-03-12 10:23:32 PDT
     Incoming Client Interface:    demux0.1073741827
     Client Interface Svlan Id:    1802
     Client Interface Vlan Id:     302
     Demux Interface:              demux0.1073741832
     Server Identifier:            198.51.100.202
     Session Id:                   11
     Client Pool Name:             poolA
     Client Profile Name:          DEMUXprofile
     Liveness Detection State:     UP
     ACI Interface Set Name:       aci-1002-demux0.1073741827
     ACI Interface Set Index:      2
     ACI Interface Set Session ID: 6

show dhcp server binding interface <vlan-id>

user@host> show dhcp server binding interface ge-1/1/0:100
IP address        Session Id  Hardware address   Expires     State      Interface
198.51.100.15      6           00:00:5e:00:53:01  86124       BOUND      
ge-1/1/0:100

show dhcp server binding interface <svlan-id>

user@host> show dhcp server binding interface ge-1/1/0:10-100
IP address        Session Id  Hardware address   Expires     State      Interface
198.51.100.16      7          00:00:5e:00:53:02  86124       BOUND      
ge-1/1/0:10-100

show dhcp server binding <ip-address>

user@host> show dhcp server binding 198100.19
IP address        Session Id  Hardware address   Expires     State      Interface
198.51.100.19      10          00:00:5e:00:53:05  86081       BOUND      ge-1/0/0.0
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show dhcp server binding <session-id>

user@host> show dhcp server binding 6
IP address        Session Id  Hardware address   Expires     State      Interface
198.51.100.15      6           00:00:5e:00:53:01  86124       BOUND      ge-1/0/0.0

show dhcp server binding summary

user@host> show dhcp server binding summary
3 clients, (2 init, 1 bound, 0 selecting, 0 requesting, 0 renewing, 0 releasing)

show dhcp server binding <interfaces-vlan>

user@host> show dhcp server binding ge-1/0/0:100-200
IP address        Session Id  Hardware address   Expires     State      Interface
192.168.0.17      42          00:00:5e:00:53:02  86346       BOUND      
ge-1/0/0.1073741827 
192.168.0.16      41          00:00:5e:00:53:01  86346       BOUND      
ge-1/0/0.1073741827

show dhcp server binding <interfaces-wildcard>

user@host> show dhcp server binding ge-1/3/*
IP address        Session Id  Hardware address   Expires     State      Interface
192.168.0.9       24          00:00:5e:00:53:04  86361       BOUND      
ge-1/3/0.110        
192.168.0.8       23          00:00:5e:00:53:03  86361       BOUND      
ge-1/3/0.110        
192.168.0.7       22          00:00:5e:00:53:02  86361       BOUND      
ge-1/3/0.110  
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show dhcp server statistics

Syntax show dhcp server statistics
<bulk-leasequery-connections>
<logical-system logical-system-name>
<routing-instance routing-instance-name>

Release Information Command introduced in Junos OS Release 9.0.

bulk-leasequery-connections option introduced in Junos OS Release 16.1.

Description Display extended Dynamic Host Configuration Protocol (DHCP) local server statistics.

Options bulk-leasequery-connections—(Optional) Display bulk leasequery statistics.

bulk-leasequery-connections—(Optional) Display information about bulk leasequery
statistics.

logical-system logical-system-name—(Optional) Display information about extended
DHCP local server statistics on the specified logical system. If you do not specify a

logical system, statistics are displayed for the default logical system.

routing-instance routing-instance-name—(Optional)Display informationaboutextended
DHCP local server statistics on the specified routing instance. If you do not specify

a routing instance, statistics are displayed for the default routing instance.

Required Privilege
Level

view

Related
Documentation

clear dhcp server statistics on page 1600•

List of Sample Output show dhcp server statistics on page 1757
show dhcp server statistics on page 1758

Output Fields Table 100onpage 1756 lists theoutput fields for the showdhcpserverstatisticscommand.

Output fields are listed in the approximate order in which they appear.
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Table 100: show dhcp server statistics Output Fields

Field DescriptionField Name

Number of packets discarded by the extended DHCP local server because of errors. Only nonzero
statistics appear in the Packets dropped output. When all of the Packets dropped statistics are 0
(zero), only the Total field appears.

• Total—Total number of packets discarded by the extended DHCP local server

• Authentication—Number of packets discarded because they could not be authenticated

• Bad hardware address—Number of packets discarded because an invalid hardware address was
specified

• Bad opcode—Number of packets discarded because an invalid operation code was specified

• Bad options—Number of packets discarded because invalid options were specified

• Dynamic profile—Number of packets discarded due to dynamic profile information

• Invalidserveraddress—Numberofpacketsdiscardedbecausean invalid serveraddresswasspecified

• Lease Time Violation—Number of packets discarded because of a lease time violation

• No available addresses—Number of packets discarded because there were no addresses available
for assignment

• No interfacematch—Number of packets discarded because they did not belong to a configured
interface

• Norouting instancematch—Numberofpacketsdiscardedbecause theydidnotbelong toaconfigured
routing instance

• No valid local address—Number of packets discarded because there was no valid local address

• Packet too short—Number of packets discarded because they were too short

• Read error—Number of packets discarded because of a system read error

• Send error—Number of packets that the extended DHCP local server could not send

Packets dropped

Number of DHCPmessages received.

• BOOTREQUEST—Number of BOOTP protocol data units (PDUs) received

• DHCPDECLINE—Number of DHCP PDUs of type DECLINE received

• DHCPDISCOVER—Number of DHCP PDUs of type DISCOVER received

• DHCPINFORM—Number of DHCP PDUs of type INFORM received

• DHCPRELEASE—Number of DHCP PDUs of type RELEASE received

• DHCPREQUEST—Number of DHCP PDUs of type REQUEST received

• DHCPLEASEQUERY—Number of DHCP leasequery messages received.

• DHCPBULKLEASEQUERY—Number of DHCP bulk leasequery messages received.

• DHCPRENEW—Number of DHCP renewmessages received; subset of DHCPREQUEST counter.

• DHCPREBIND—Number of DHCP rebindmessages received; subset of DHCPREQUEST counter.

Messages received
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Table 100: show dhcp server statistics Output Fields (continued)

Field DescriptionField Name

Number of DHCPmessages sent.

• BOOTREPLY—Number of BOOTP PDUs transmitted

• DHCPOFFER—Number of DHCP OFFER PDUs transmitted

• DHCPACK—Number of DHCP ACK PDUs transmitted

• DHCPNACK—Number of DHCP NACK PDUs transmitted

• DHCPFORCERENEW—Number of DHCP FORCERENEWPDUs transmitted

• DHCPLEASEUNASSIGNED—Number of DHCP leases that are managed by the server but have not
yet been assigned

• DHCPLEASEUNKNOWN—Number of unknown DHCP leases

• DHCPLEASEACTIVE—Number of active DHCP leases

• DHCPLEASEQUERYDONE—The leasequery is complete

Messages sent

Total number of bulk leasequery connections accepted by the server.Total Accepted
Connections

Total number of bulk leasequery connections not accepted by the server.Total Not-Accepted
Connections

Number of bulk leasequery connections that the server closed due to an internal error.ConnectionsCloseddue
to Errors

Number of bulk leasequery connections that the server closed because themaximum number of
empty replies was reached.

ConnectionsCloseddue
tomax-empty-replies

Number of bulk leasequery connections on the server.In-flight Connections

Sample Output

show dhcp server statistics

user@host> show dhcp server statistics
Packets dropped:
    Total                      1
    Lease Time Violation       1

Messages received:
    BOOTREQUEST                25
    DHCPDECLINE                0
    DHCPDISCOVER               10
    DHCPINFORM                 0
    DHCPRELEASE                4
    DHCPREQUEST                10
    DHCPRENEW                  4
    DHCPREBIND                 2

Messages sent:
    BOOTREPLY                  20
    DHCPOFFER                  10
    DHCPACK                    10
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    DHCPNAK                    0
    DHCPFORCERENEW             0

show dhcp server statistics

user@host> show dhcp server statistics verbose
Packets dropped:
    Total                      0

Messages received:
    BOOTREQUEST                238
    DHCPDECLINE                0
    DHCPDISCOVER               1
    DHCPINFORM                 0
    DHCPRELEASE                0
    DHCPREQUEST                237
    DHCPRENEW                  236
    DHCPREBIND                 0

Messages sent:
    BOOTREPLY                  20
    DHCPOFFER                  10
    DHCPACK                    10
    DHCPNAK                    0
    DHCPFORCERENEW             0
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show dhcpv6 relay binding

Syntax show dhcpv6 relay binding
<address>
<brief>
<detail>
<interface interface-name>
<interfaces-vlan>
<interfaces-wildcard>
<logical-system logical-system-name>
<routing-instance routing-instance-name>
<summary>

Release Information Command introduced in Junos OS Release 11.4.

interfaces-vlan and interfaces-wildcard options introduced in Junos OS Release 12.1.

Description Display theDHCPv6addressbindings in theDynamicHostConfigurationProtocol (DHCP)

client table.

Options address—(Optional)Oneof the following identifiers for theDHCPv6clientwhosebinding
state you want to show:

• CID—The specified Client ID (CID).

• ipv6-prefix—The specified IPv6 prefix.

• session-id—The specified session ID.

brief—(Optional) Display brief information about the active client bindings. This is the
default, and produces the same output as show dhcpv6 relay binding.

detail—(Optional) Display detailed client binding information.

interface interface-name—(Optional) Perform this operation on the specified interface.

You can optionally filter on VLAN ID and S-VLAN ID.

interfaces-vlan—(Optional) Interface VLAN ID or S-VLAN ID interface on which to show
binding state information.

interfaces-wildcard—(Optional) Set of interfaces on which to show binding state

information. This option supports the use of the wildcard character (*).

logical-system logical-system-name—(Optional)Performthisoperationon thespecified

logical system.

routing-instance routing-instance-name—(Optional) Perform this operation on the

specified routing instance.

summary—(Optional) Display a summary of DHCPv6 client information.
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Required Privilege
Level

view

Related
Documentation

Clearing DHCP Bindings for Subscriber Access on page 408•

• clear dhcpv6 relay binding on page 1602

List of Sample Output show dhcpv6 relay binding on page 1762
show dhcpv6 relay binding (Address) on page 1762
show dhcpv6 relay binding detail (Client ID) on page 1763
show dhcpv6 relay binding detail on page 1763
show dhcpv6 relay binding detail (Dual-Stack) on page 1763
show dhcpv6 relay binding detail (Multi-Relay Topology) on page 1764
show dhcpv6 relay binding (Session ID) on page 1764
show dhcpv6 relay binding (Subscriber with Multiple Addresses) on page 1764
show dhcpv6 relay binding detail (Subscriber with Multiple Addresses) on page 1765
show dhcpv6 relay binding (Interfaces VLAN) on page 1766
show dhcpv6 relay binding (InterfacesWildcard) on page 1766
show dhcpv6 relay binding (InterfacesWildcard) on page 1766
show dhcpv6 relay binding summary on page 1766

Output Fields Table 101onpage 1760 lists theoutput fields for the showdhcpv6relaybindingcommand.

Output fields are listed in the approximate order in which they appear.

Table 101: show dhcpv6 relay binding Output Fields

Level of
OutputField DescriptionField Name

summarySummary counts of the total number of DHCPv6 clients and
the number of DHCPv6 clients in each state.

number clients,(number init, number bound,
numberselecting,number requesting,number
renewing, number rebinding, number
releasing)

brief detailPrefix of the DHCPv6 client.Client IPv6 Prefix

detailIPv6 Prefix of the DHCP client excluded.Client IPv6 Excluded Prefix

brief detailDHCP for IPv6 Unique Identifier (DUID) of the client.Client DUID

detailIPv6 address assigned to the subscriber.Client IPv6 Address

brief detailSession ID of the subscriber session.Session Id

brief detailNumber of seconds in which the lease expires.Expires
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Table 101: show dhcpv6 relay binding Output Fields (continued)

Level of
OutputField DescriptionField Name

brief detailState of the DHCPv6 relay address binding table on the
DHCPv6 client:

• BOUND—Client has an active IP address lease.

• INIT—Initial state.

• REBINDING—Client is broadcasting a request to renew the
IP address lease.

• RECONFIGURE—Client is broadcasting a request to
reconfigure the IP address lease.

• RELEASE—Client is releasing the IP address lease.

• RENEWING—Client is sending a request to renew the IP
address lease.

• REQUESTING—Client is requesting a DHCPv6 server.

• SELECTING—Client is receiving offers fromDHCPv6 servers.

State

briefIncoming client interface.Interface

detailDate and time at which the client’s IP address lease expires.Lease Expires

detailNumber of seconds in which the lease expires.Lease Expires in

detailDate and UTC time at which the client’s IPv6 prefix expires.Preferred Lease Expires

detailNumber of seconds at which the client’s IPv6 prefix expires.Preferred Lease Expires in

detailDate and time at which the client’s IP address lease started.Lease Start

detailLease time violation has occurred.Lease time violated

detailClient’s incoming interface.Incoming Client Interface

detailIP address of the DHCPv6 server.

Displays unknown for a DHCPv6 relay agent in a multi-relay
topology that is notdirectly adjacent to theDHCPv6server and
does not detect the IP address of the server. In that case, the
output instead displays the Next Hop Server Facing Relay field.

Server Address

detailNext-hop address in the direction of the DHCPv6 server.Next Hop Server Facing Relay

detailInterface of the DHCPv6 server.Server Interface

detailIP address of the relay.Relay Address

detailAddress pool that granted the client lease.Client Pool Name

All levelsLength of client ID.Client ID Length
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Table 101: show dhcpv6 relay binding Output Fields (continued)

Level of
OutputField DescriptionField Name

All levelsClient ID.Client Id

detailCircuit IDgeneratedby theDHCPv6 Interface-IDoption (option
18)

Generated Circuit ID

detailThe Juniper Networks IANA private enterprise numberGenerated Remote ID Enterprise Number

detailRemote IDgeneratedby theDHCPv6Remote-IDoption (option
37)

Generated Remote ID

detailName of the dual-stack group for the DHCPv6 binding.Dual Stack Group

detailAddress of the dual-stack DHCPv4 peer.Dual Stack Peer Address

Sample Output

show dhcpv6 relay binding

user@host> show dhcpv6 relay binding
Prefix                   Session Id  Expires  State    Interface    Client DUID
2001:db8:3c4d:15::/64    1           83720    BOUND    ge-1/0/0.0   
LL_TIME0x1-0x4bfa26af-00:10:94:00:00:01
2001:db8:3c4d:16::/64    2           83720    BOUND    ge-1/0/0.0   
LL_TIME0x1-0x4bfa26af-00:10:94:00:00:02
2001:db8:3c4d:17::/64    3           83720    BOUND    ge-1/0/0.0   
LL_TIME0x1-0x4bfa26af-00:10:94:00:00:03
2001:db8:3c4d:18::/64    4           83720    BOUND    ge-1/0/0.0   
LL_TIME0x1-0x4bfa26af-00:10:94:00:00:04
2001:db8:3c4d:19::/64    5           83720    BOUND    ge-1/0/0.0   
LL_TIME0x1-0x4bfa26af-00:10:94:00:00:05
2001:db8:3c4d:20::/64    6           83720    BOUND    ge-1/0/0.0   
LL_TIME0x1-0x4bfa26af-00:10:94:00:00:06

show dhcpv6 relay binding (Address)

user@host> show dhcp6 relay binding 2001:db8:1111:2222::/64 detail
Session Id:  1
     Client IPv6 Prefix:                    2001:db8:3c4d:15::/64
     Client DUID:                           LL_TIME0x1-0x4bfa26af-00:10:94:00:00:01

     State:                                 BOUND(RELAY_STATE_BOUND)
     Lease Expires:                         2011-05-25 07:12:09 PDT
     Lease Expires in:                      77115 seconds
     Preferred Lease Expires:               2012-07-24 00:18:14 UTC
     Preferred Lease Expires in:            600 seconds
     Lease Start:                           2011-05-24 07:12:09 PDT
     Incoming Client Interface:             ge-1/0/0.0
     Server Address:                        2001:db8:aaaa:bbbb::1
     Server Interface:                      none
     Relay Address:                         2001:db8:1111:2222::
     Client Pool Name:                      pool-25
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     Client Id Length:                      14
     Client Id:                             
/0x00010001/0x4bfa26af/0x00109400/0x0001

show dhcpv6 relay binding detail (Client ID)

user@host> show dhcpv6 relay binding 14/0x00010001/0x4bfa26af/0x00109400/0x0001
detail
Session Id:  1
     Client IPv6 Prefix:                    2001:db8:3c4d:15::/64
     Client DUID:                           LL_TIME0x1-0x4bfa26af-00:10:94:00:00:01

     State:                                 BOUND(RELAY_STATE_BOUND)
     Lease Expires:                         2011-05-25 07:12:09 PDT
     Lease Expires in:                      77115 seconds
     Preferred Lease Expires:               2012-07-24 00:18:14 UTC
     Preferred Lease Expires in:            600 seconds
     Lease Start:                           2011-05-24 07:12:09 PDT
     Lease time violated:                   yes
     Incoming Client Interface:             ge-1/0/0.0
     Server Address:                        2001:db8:aaaa:bbbb::1
     Server Interface:                      none
     Relay Address:                         2001:db8:1111:2222::
     Client Pool Name:                      pool-25
     Client Id Length:                      14
     Client Id:                             
/0x00010001/0x4bfa26af/0x00109400/0x0001

show dhcpv6 relay binding detail

user@host> show dhcpv6 relay binding detail
Session Id:  1
     Client IPv6 Prefix:                    2001:db8:3c4d:15::/64
     Client DUID:                           LL_TIME0x1-0x4bfa26af-00:10:94:00:00:01

     State:                                 BOUND(RELAY_STATE_BOUND)
     Lease Expires:                         2011-05-25 07:12:09 PDT
     Lease Expires in:                      77115 seconds
     Preferred Lease Expires:               2012-07-24 00:18:14 UTC
     Preferred Lease Expires in:            600 seconds
     Lease Start:                           2011-05-24 07:12:09 PDT
     Lease time violated:                   yes
     Incoming Client Interface:             ge-1/0/0.0
     Server Address:                        2001:db8:aaaa:bbbb::1
     Server Interface:                      none
     Relay Address:                         2001:db8:1111:2222::
     Client Pool Name:                      pool-25
     Client Id Length:                      14
     Client Id:                             
/0x00010001/0x4bfa26af/0x00109400/0x0001
     Generated Remote ID Enterprise Number: 1411
     Generated Remote ID:                   host:ge-1/0/0:100

show dhcpv6 relay binding detail (Dual-Stack)

user@host> show dhcpv6 relay binding detail
Session Id:  2
     Client IPv6 Prefix:                    2001:db8:ffff:0:4::/64
     Client IPv6 Address:                   2001:db8:3000:8003::1/128
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     Client DUID:                           LL0x1-00:00:64:01:01:02
     State:                                 BOUND(DHCPV6_RELAY_STATE_BOUND)
     Lease Expires:                         2016-10-17 07:39:25 PDT
     Lease Expires in:                      3450 seconds
     Lease Start:                           2016-10-17 06:39:25 PDT
     Last Packet Received:                  2016-10-17 06:39:25 PDT
     Incoming Client Interface:             ae0.3221225472
     Client Interface Svlan Id:             2000
     Client Interface Vlan Id:              1
     Server Ip Address:                     2001:db8:3000::2 
     Server Interface:                      none 
     Client Profile Name:                   my-dual-stack
     Client Id Length:                      10
     Client Id:                             /0x00030001/0x00006401/0x0102
     Dual Stack Group:                      group1
     Dual Stack Peer Address:               192.0.2.4

show dhcpv6 relay binding detail (Multi-Relay Topology)

user@host > show dhcpv6 relay binding detail
Session Id:  13
     Client IPv6 Prefix:                    2001:db8:3000:0:8001::5/128
     Client DUID:                           LL0x1-00:00:65:03:01:02
     State:                                 BOUND(DHCPV6_RELAY_STATE_BOUND)
     Lease Expires:                         2011-11-21 06:14:50 PST
     Lease Expires in:                      293 seconds
     Preferred Lease Expires:               2012-07-24 00:18:14 UTC
     Preferred Lease Expires in:            600 seconds
     Lease Start:                           2011-11-21 06:09:50 PST
     Incoming Client Interface:             ge-1/0/0.0
     Server Address:                        unknown
     Next Hop Server Facing Relay:          2001:db8:4000::2
     Server Interface:                      none
     Client Id Length:                      10
     Client Id:                             /0x00030001/0x00006503/0x0102

show dhcpv6 relay binding (Session ID)

user@host> show dhcpv6 relay binding 41
Prefix                  Session Id   Expires   State   Interface    Client DUID
2001:db8:3c4d:15::/64   41           78837     BOUND   ge-1/0/0.0   
LL_TIME0x1-0x4bfa26af-00:10:94:00:00:01

show dhcpv6 relay binding (Subscriber with Multiple Addresses)

user@host> show dhcpv6 relay binding
Prefix                  Session Id  Expires  State    Interface    Client DUID
2001:db8:1001::1:24/128          23          593      BOUND    ge-9/0/9.0   
LL_TIME0x1-0x55306754-00:10:94:00:00:02
2001:db8:1001::1:1c/128          23          393      BOUND    ge-9/0/9.0   
LL_TIME0x1-0x55306754-00:10:94:00:00:02
2001:db8:1001::1:14/128          23          193      BOUND    ge-9/0/9.0   
LL_TIME0x1-0x55306754-00:10:94:00:00:02
2001:db8:3001::300/120           23          293      BOUND    ge-9/0/9.0   
LL_TIME0x1-0x55306754-00:10:94:00:00:02
2001:db8:3001::200/120           23          193      BOUND    ge-9/0/9.0   
LL_TIME0x1-0x55306754-00:10:94:00:00:02
2001:db8:3001::100/120           23          93       BOUND    ge-9/0/9.0   
LL_TIME0x1-0x55306754-00:10:94:00:00:02
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WhenDHCPv6 relaybinding is configuredwithprefix excludeoption,weget the following

output:

user@host> show dhcpv6 relay binding detail
Session Id:  6
     Hardware Address:                      00:10:94:00:00:01
     Client IPv6 Address:                   7001:2:3::d/128
     Lease Expires:                         2017-12-11 07:45:27 IST
     Lease Expires in:                      9999952 seconds
     Preferred Lease Expires:               2017-12-11 07:45:27 IST
     Preferred Lease Expires in:            9999952 seconds
     Client IPv6 Prefix:                    7001::1000:0:0:0/68
     Client IPv6 Excluded Prefix:           7001::1fff:ffff:ffff:ff00/120
     Lease Expires:                         2017-12-11 07:45:27 IST
     Lease Expires in:                      9999952 seconds
     Preferred Lease Expires:               2017-12-11 07:45:27 IST
     Preferred Lease Expires in:            9999952 seconds
     Client DUID:                           LL_TIME0x1-0x599553b0-00:10:94:00:00:01

     State:                                 BOUND(DHCPV6_RELAY_STATE_BOUND)
     Lease Start:                           2017-08-17 13:58:33 IST
     Last Packet Received:                  2017-08-17 13:58:48 IST
     Incoming Client Interface:             ge-0/0/0.100
     Client Interface Vlan Id:              100
     Server Ip Address:                     7002::1
     Server Interface:                      none
     Client Id Length:                      14
     Client Id:                             
/0x00010001/0x599553b0/0x00109400/0x0001
     Generated Circuit ID:                  ge-0/0/0:100

show dhcpv6 relay binding detail (Subscriber with Multiple Addresses)

user@host> show dhcpv6 relay binding detail
Session Id:  3
     Client IPv6 Address:                   2001:db8:1001::1:2/128
     Lease Expires:                         2015-05-15 02:34:51 PDT
     Lease Expires in:                      24 seconds
     Preferred Lease Expires:               2015-05-15 02:34:51 PDT
     Preferred Lease Expires in:            24 seconds
     Client IPv6 Address:                   2001:db8:1001::1:12/128
     Lease Expires:                         2015-05-15 02:41:31 PDT
     Lease Expires in:                      424 seconds
     Preferred Lease Expires:               2015-05-15 02:41:31 PDT
     Preferred Lease Expires in:            424 seconds
     Client IPv6 Address:                   2001:db8:1001::1:a/128
     Lease Expires:                         2015-05-15 02:38:11 PDT
     Lease Expires in:                      224 seconds
     Preferred Lease Expires:               2015-05-15 02:38:11 PDT
     Preferred Lease Expires in:            224 seconds
     Client IPv6 Prefix:                    2001:db8:3001::/120
     Lease Expires:                         2015-05-15 02:34:51 PDT
     Lease Expires in:                      24 seconds
     Preferred Lease Expires:               2015-05-15 02:34:51 PDT
     Preferred Lease Expires in:            24 seconds
     Client IPv6 Prefix:                    2001:db8:3001::200/120
     Lease Expires:                         2015-05-15 02:38:11 PDT
     Lease Expires in:                      224 seconds
     Preferred Lease Expires:               2015-05-15 02:38:11 PDT
     Preferred Lease Expires in:            224 seconds
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     Client IPv6 Prefix:                    2001:db8:3001::100/120
     Lease Expires:                         2015-05-15 02:36:31 PDT
     Lease Expires in:                      124 seconds
     Preferred Lease Expires:               2015-05-15 02:36:31 PDT
     Preferred Lease Expires in:            124 seconds
     Client DUID:                           LL_TIME0x1-0x55554c6e-00:10:94:00:00:02

     State:                                 BOUND(DHCPV6_RELAY_STATE_BOUND)
     Lease Start:                           2015-05-15 02:34:21 PDT
     Last Packet Received:                  2015-05-15 02:34:22 PDT
     Incoming Client Interface:             ge-9/0/9.0
     Client Interface Vlan Id:              111
     Demux Interface:                       demux0.3221225475
     Server Ip Address:                     2001:db8:5001::1
     Server Interface:                      none
     Client Profile Name:                   DHCP-IPDEMUX-PROF
     Client Id Length:                      14
     Client Id:                             
/0x00010001/0x55554c6e/0x00109400/0x0002
     Generated Circuit ID:                  ge-9/0/9:111
     Generated Remote ID Enterprise Number: 1411
     Generated Remote ID:                   ge-9/0/9:111

show dhcpv6 relay binding (Interfaces VLAN)

user@host> show dhcpv6 relay binding ge-1/0/0:100-200
Prefix            Session Id  Expires  State    Interface             Client DUID
2001:DB8::/32        11        87583    BOUND    ge-1/0/0.1073741827   
LL_TIME0x1-0x4d5d009f-00:10:94:00:00:01
2001:DB8:19::/32     12       87583    BOUND    ge-1/0/0.1073741827   
LL_TIME0x1-0x4d5d009f-00:10:94:00:00:01

show dhcpv6 relay binding (InterfacesWildcard)

user@host> show dhcpv6 relay binding demux0
Prefix            Session Id  Expires  State    Interface           Client DUID
2001:DB8::/32        30       79681    BOUND    demux0.1073741824   
LL_TIME0x1-0x4d5d009f-00:10:94:00:00:01
2001:DB8:19::/32     31       79681    BOUND    demux0.1073741825   
LL_TIME0x1-0x4d5d009f-00:10:94:00:00:01
2001:DB8:C9::/32     32       79681    BOUND    demux0.1073741826   
LL_TIME0x1-0x4d5d009f-00:10:94:00:00:01

show dhcpv6 relay binding (InterfacesWildcard)

user@host> show dhcpv6 relay binding ge-1/3/*
Prefix            Session Id  Expires  State    Interface      Client DUID
2001:DB8::/32        22       79681    BOUND    ge-1/3/0.110   
LL_TIME0x1-0x4d5d009f-00:10:94:00:00:01
2001:DB8:19::/32     33       79681    BOUND    ge-1/3/0.110   
LL_TIME0x1-0x4d5d009f-00:10:94:00:00:01
2001:DB8:C9::/32     24       79681    BOUND    ge-1/3/0.110   
LL_TIME0x1-0x4d5d009f-00:10:94:00:00:01

show dhcpv6 relay binding summary

user@host> show dhcpv6 relay binding summary
5 clients, (0 init, 5 bound, 0 selecting, 0 requesting, 0 renewing, 0 releasing)
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show dhcpv6 relay statistics

Syntax show dhcpv6 relay statistics
<bulk-leasequery-connections>
<logical-system logical-system-name>
<routing-instance routing-instance-name>

Release Information Command introduced in Junos OS Release 11.4.

Command introduced in Junos OS Release 12.1X48R3 for PTX Series Packet Transport

Switches.

Command introduced in Junos OS Release 12.3R2 for EX Series switches.

bulk-leasequery-connections option introduced in Junos OS Release 16.1.

Description Display Dynamic Host Configuration Protocol for IPv6 (DHCPv6) relay statistics.

Options bulk-leasequery-connections—(Optional) Display bulk leasequery statistics.

logical-system logical-system-name—(Optional)Performthisoperationon thespecified

logical system. If you do not specify a logical system name, statistics are displayed

for the default logical system.

routing-instance routing-instance-name—(Optional) Perform this operation on the

specified routing instance. If you do not specify a routing instance name, statistics

are displayed for the default routing instance.

Required Privilege
Level

view

Related
Documentation

clear dhcpv6 relay statistics on page 1605•

List of Sample Output show dhcpv6 relay statistics on page 1769
show dhcpv6 relay statistics bulk-leasequery-connections on page 1770

Output Fields Table 102onpage 1768 lists theoutput fields for theshowdhcpv6relaystatistics command.

Output fields are listed in the approximate order in which they appear.
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Table 102: show dhcpv6 relay statistics Output Fields

Field DescriptionField Name

Number of packets discarded by the extended DHCPv6 relay agent application due to errors. Only
nonzero statistics appear in the Packets dropped output. When all of the Packets dropped statistics
are 0 (zero), only the Total field appears.

• Total—Total number of packets discarded by the DHCPV6 relay agent application.

• Bad options—Number of packets discarded because invalid options were specified.

• Bad send—Number of packets that the extended DHCP relay application could not send.

• Bad src address—Number of packets discarded because the family type was not AF_INET6.

• No client id—Number of packets discarded because they could not bematched to a client.

• Lease Time Violation—Number of packets discarded because of a lease time violation

• No safd—Number of packets discarded because they arrived on an unconfigured interface.

• Short packet—Number of packets discarded because they were too short.

• Relay hop count—Number of packets discarded because the hop count in the packet exceeded 32.

DHCPv6 Packets
dropped

Number of DHCPv6messages received.

• DHCPv6_DECLINE—Number of DHCPv6 PDUs of type DECLINE received

• DHCPV6_SOLICIT—Number of DHCPv6 PDUs of type SOLICIT received

• DHCPV6_INFORMATION_REQUEST—Number of DHCPv6 PDUs of type INFORMATION-REQUEST
received

• DHCPV6_RELEASE—Number of DHCPv6 PDUs of type RELEASE received

• DHCPV6_REQUEST—Number of DHCPv6 PDUs of type REQUEST received

• DHCPV6_CONFIRM—Number of DHCPv6 PDUs of type CONFIRM received

DHCPV6_RENEW—Number of DHCPv6 PDUs of type RENEW received

DHCPV6_REBIND—Number of DHCPv6 PDUs of type REBIND received

DHCPV6_RELAY_REPL—Number of DHCPv6 PDUs of type RELAY-REPL received

• DHCPV6_LEASEQUERY_REPLY—Number of DHCPv6 replies received from the DHCPv6 sever

• DHCPV6_LEASEQUERY_DATA—xxxx

• DHCPV6_LEASEQUERY_DONE—The leasequery is complete

Messages received

Number of DHCPv6messages sent.

• DHCPV6_ADVERTISE—Number of DHCPv6 ADVERTISE PDUs transmitted

• DHCP_REPLY—Number of DHCPv6 REPLY PDUs transmitted

• DHCP_RECONFIGURE—Number of DHCPv6 RECONFIGURE PDUs transmitted

• DHCP_RELAY_FORW—Number of DHCPv6 RELAY-FORWPDUs transmitted

• DHCP6_LEASEQUERY—Number of DHCP leasequery messages transmitted

Messages sent

Number of packets forwarded by the extended DHCPv6 relay agent application.

• FWDREQUEST—Number of DHCPv6 REQUEST packets forwarded

• FWDREPLY—Number of DHCPv6 REPLY packets forwarded

Packets forwarded

State of the external DHCP server responsiveness.External Server
Response

Total numberof serverswithwhich theDHCP relayagent has requestedabulk leasequery connection.Total Requested
Servers
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Table 102: show dhcpv6 relay statistics Output Fields (continued)

Field DescriptionField Name

Total number of servers with which the DHCP relay agent has attempted to create a bulk leasequery
connection.

Total Attempted
Servers

Total number of servers that have formed a bulk leasequery connection with the DHCP relay agent.Total Connected

Total number of servers that have terminated a bulk leasequery connection with the DHCP relay
agent.

Total Terminated by
Server

Total number of servers where the DHCP relay agent reached themaximum retry limit when it
attempted to create a bulk leasequery connection.

Total Max Attempted

Total number of bulk leasequery connections that closed due to an internal error on the DHCP relay
agent.

Total Closed due to
Errors

Number of current bulk leasequery connections on the DHCP relay agent.In-Flight Connected

Number of bulk leasequery reply packets that the DHCP relay agent has retried.BulkLeaasequeryReply
Packet Retries

Sample Output

show dhcpv6 relay statistics

user@host> show dhcpv6 relay statistics
DHCPv6 Packets dropped:
    Total                       1
    Lease Time Violation        1

Messages received:
    DHCPV6_DECLINE              0
    DHCPV6_SOLICIT              10
    DHCPV6_INFORMATION_REQUEST  0
    DHCPV6_RELEASE              0
    DHCPV6_REQUEST              10
    DHCPV6_CONFIRM              0
    DHCPV6_RENEW                0
    DHCPV6_REBIND               0
    DHCPV6_RELAY_REPL           0
    DHCPV6_LEASEQUERY_REPLY     0
    DHCPV6_LEASEQUERY_DATA      0
    DHCPV6_LEASEQUERY_DONE      0

Messages sent:
    DHCPV6_ADVERTISE            0
    DHCPV6_REPLY                0
    DHCPV6_RECONFIGURE          0
    DHCPV6_RELAY_FORW           0
    DHCPV6_LEASEQUERY           0

Packets forwarded:
    Total                       4
    FWD REQUEST                 2
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    FWD REPLY                   2

External Server Response:
    State                      Responding

show dhcpv6 relay statistics bulk-leasequery-connections

user@host> show dhcp relay statistics bulk-leasequery-connections

Total Requested Servers:    0
Total Attempted Servers:    0
Total Connected:            0
Total Terminated by Server: 0
Total Max Attempted:        0
Total Closed due to Errors: 0
In-Flight Connected:        0
Bulk Leasequery Reply Packet Retries:   0
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show dhcpv6 server binding

Syntax show dhcpv6 server binding
<address>
<brief | detail | summary>
<interface interface-name>
<interfaces-vlan>
<interfaces-wildcard>
<logical-system logical-system-name>
<routing-instance routing-instance-name>

Release Information Command introduced in Junos OS Release 9.6.

Options interfaces-vlan and interfaces-wildcard added in Junos OS Release 12.1.

Description Display the address bindings in the client table on the extended Dynamic Host

Configuration Protocol for IPv6 (DHCPv6) local server.

Options address—(Optional)Oneof the following identifiers for theDHCPv6clientwhosebinding
state you want to show:

• CID—The specified Client ID (CID).

• ipv6-prefix—The specified IPv6 prefix.

• session-id—The specified session ID.

brief | detail | summary—(Optional) Display the specified level of output about active
client bindings. Thedefault isbrief, whichproduces the sameoutput as showdhcpv6

server binding.

interface interface-name—(Optional) Display information about active client bindings
on the specified interface. You can optionally filter on VLAN ID and SVLAN ID.

interfaces-vlan—(Optional) Interface VLAN ID or S-VLAN ID interface on which to show
binding state information.

interfaces-wildcard—(Optional) Set of interfaces on which to show binding state

information. This option supports the use of the wildcard character (*).

logical-system logical-system-name—(Optional)Display informationaboutactiveclient
bindings for DHCPv6 clients on the specified logical system.

routing-instance routing-instance-name—(Optional) Display information about active
client bindings for DHCPv6 clients on the specified routing instance.

Required Privilege
Level

view
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Related
Documentation

Clearing DHCP Bindings for Subscriber Access on page 408•

• clear dhcpv6 server binding on page 1607

List of Sample Output show dhcpv6 server binding on page 1774
show dhcpv6 server binding detail on page 1774
show dhcpv6 server binding interface on page 1775
show dhcpv6 server binding interface detail on page 1775
show dhcpv6 server binding (IPv6 Prefix) on page 1775
show dhcpv6 server binding (Session ID) on page 1776
show dhcpv6 server binding (Interfaces VLAN) on page 1776
show dhcpv6 server binding (InterfacesWildcard) on page 1776
show dhcpv6 server binding (InterfacesWildcard) on page 1776
show dhcpv6 server binding summary on page 1776

Output Fields Table 103onpage 1772 lists theoutput fields for the showdhcpv6serverbindingcommand.

Output fields are listed in the approximate order in which they appear.

Table 103: show dhcpv6 server binding Output Fields

Level of OutputField DescriptionField Name

summarySummary counts of the total number of DHCPv6 clients and the number of
DHCPv6 clients in each state.

number clients,
(number init,
number bound,
number selecting,
number requesting,
number renewing,
number releasing)

brief detailClient’s DHCPv6 prefix, or prefix used to support multiple address assignment.Prefix

brief detailSession ID of the subscriber session.Session Id

brief detailNumber of seconds in which lease expires.Expires

brief detailState of the address binding table on the extended DHCPv6 local server:

• BOUND—Client has active IP address lease.

• INIT—Initial state.

• RECONFIGURE—Server has sent reconfigure message to client.

• RELEASE—Client is releasing IP address lease.

• RENEWING—Client sending request to renew IP address lease.

• REQUESTING—Client requesting a DHCPv6 server.

• SELECTING—Client receiving offers from DHCPv6 servers.

State

briefInterface on which the DHCPv6 request was received.Interface

detailClient’s IPv6 address.Client IPv6 Address

detailClient’s IPv6 prefix.Client IPv6 Prefix
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Table 103: show dhcpv6 server binding Output Fields (continued)

Level of OutputField DescriptionField Name

detailIPv6 Prefix of the DHCP client excluded.Client IPv6Excluded
Prefix

brief detailClient’s DHCP Unique Identifier (DUID).Client DUID

detailDate and time at which the client’s IP address lease expires.Lease expires

detailNumber of seconds in which lease expires.Lease expires in

detailDate and UTC time at which the client’s IPv6 prefix expires.Preferred Lease
Expires

detailNumber of seconds at which client’s IPv6 prefix expires.Preferred Lease
Expires in

detailDate and time at which the client’s address lease was obtained.Lease Start

detailLease time violation has occurred.Lease time violated

detailClient’s incoming interface.Incoming Client
Interface

detailIP address of DHCPv6 server.Server IP Address

detailInterface of DHCPv6 server.Server Interface

detailAddress pool used to assign IPv6 address.Client Pool Name

detailAddress pool used to assign IPv6 prefix.Client Prefix Pool
Name

detailLength of the DHCPv6 client ID, in bytes.Client Id length

detailID of the DHCPv6 client.Client Id

detailDHCP unique identifier (DUID) for the DHCPv6 server.Server Id

detailS-VLAN ID of the client’s incoming interface.Client Interface
Svlan Id

detailVLAN ID of the client’s incoming interface.Client InterfaceVlan
Id

detailDHCPv6 server profile name.Dual Stack Group

detailDHCPv6 Peer IP address.Dual Stack Peer
Address
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Sample Output

show dhcpv6 server binding

user@host> show dhcpv6 server binding
Prefix                  Session Id  Expires  State    Interface    Client DUID
2001:db8:1111:2222::/64 6           86321    BOUND    ge-1/0/0.0   
LL_TIME0x1-0x2e159c0-00:10:94:00:00:01
2001:db8:1111:2222::/64 7           86321    BOUND    ge-1/0/0.0   
LL_TIME0x1-0x2e159c0-00:10:94:00:00:02
2001:db8:1111:2222::/64 8           86321    BOUND    ge-1/0/0.0   
LL_TIME0x1-0x2e159c0-00:10:94:00:00:03
2001:db8:1111:2222::/64 9           86321    BOUND    ge-1/0/0.0   
LL_TIME0x1-0x2e159c1-00:10:94:00:00:04
2001:db8:1111:2222::/64 10          86321    BOUND    ge-1/0/0.0   
LL_TIME0x1-0x2e159c1-00:10:94:00:00:05
2001:db8:2002::1/74 11              86321    BOUND    ge-1/0/0.0   
LL_TIME0x1-0x2e159c1-00:10:94:00:00:06

show dhcpv6 server binding detail

user@host> show dhcpv6 server binding detail
Session Id:  2
     Client IPv6 Prefix:                    3ffe:ffff:0:4::/64
     Client IPv6 Address:                   3000:0:0:8003::1/128
     Client DUID:                           LL0x1-00:00:64:01:01:02
     State:                                 BOUND(DHCPV6_LOCAL_SERVER_STATE_BOUND)

     Lease Expires:                         2016-11-07 08:30:39 PST
     Lease Expires in:                      43706 seconds
     Preferred Lease Expires:               2016-11-07 08:30:39 PST
     Preferred Lease Expires in:            43706 seconds
     Lease Start:                           2016-11-04 11:00:37 PDT
     Last Packet Received:                  2016-11-06 09:00:39 PST
     Incoming Client Interface:             ae0.3221225472
     Client Interface Svlan Id:             2000
     Client Interface Vlan Id:              1
     Server Ip Address:                     3000::2 
     Server Interface:                      none 
     Client Profile Name:                   my-dual-stack
     Client Id Length:                      10
     Client Id:                             /0x00030001/0x00006401/0x0102
     Dual Stack Group:                      my-dual-stack
     Dual Stack Peer Address:               100.20.0.10

When DHCPv6 binding is configured with prefix exclude option, we get the following

output:

user@host> show dhcpv6 server binding detail
Session Id:  5
     Client IPv6 Address:                   7001:2:3::d/128
     Lease Expires:                         2017-12-11 07:45:15 IST
     Lease Expires in:                      9999995 seconds
     Preferred Lease Expires:               2017-12-11 07:45:15 IST
     Preferred Lease Expires in:            9999995 seconds
     Client IPv6 Prefix:                    7001::1000:0:0:0/68
    Client IPv6 Excluded Prefix:           7001::1fff:ffff:ffff:ff00/120      
     Lease Expires:                         2017-12-11 07:45:15 IST
     Lease Expires in:                      9999995 seconds
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     Preferred Lease Expires:               2017-12-11 07:45:15 IST
     Preferred Lease Expires in:            9999995 seconds
     Client DUID:                           LL_TIME0x1-0x599553b0-00:10:94:00:00:01

     State:                                 BOUND(DHCPV6_LOCAL_SERVER_STATE_BOUND)

     Lease Start:                           2017-08-17 13:58:32 IST
     Last Packet Received:                  2017-08-17 13:58:36 IST
     Incoming Client Interface:             ge-0/0/0.0
     Client Interface Vlan Id:              100
     Client Pool Name:                      ia_na_pool
     Client Prefix Pool Name:               prefix_delegate_pool
     Client Id Length:                      14
     Client Id:                             
/0x00010001/0x599553b0/0x00109400/0x0001
     Relay Id Length:                       31
     Relay Id:                              
/0x00020000/0x05830130/0x303a3035/0x3a38363a
     Relay Id:                              
/0x34343a65/0x323a6330/0x00000000/0x000000

show dhcpv6 server binding interface

user@host> show dhcpv6 server binding interface ge-1/0/0:10-101
Prefix                  Session Id  Expires  State    Interface    Client DUID
2001:db8:1111:2222::/64 1           86055    BOUND    ge-1/0/0.100 
LL_TIME0x1-0x4b0a53b9-00:10:94:00:00:01

show dhcpv6 server binding interface detail

user@host> show dhcpv6 server binding interface ge-1/0/0:10-101 detail
Session Id:  7
     Client IPv6 Prefix:                    2001:db8:1111:2222::/64
     Client DUID:                           LL_TIME0x1-0x2e159c0-00:10:94:00:00:02

     State:                                 BOUND(bound)
     Lease Expires:                         2009-07-21 10:41:15 PDT
     Lease Expires in:                      86136 seconds
     Preferred Lease Expires:               2012-07-24 00:18:14 UTC
     Preferred Lease Expires in:            600 seconds
     Lease Start:                           2009-07-20 10:41:15 PDT
     Incoming Client Interface:             ge-1/0/0.0
     Server Ip Address:                     0.0.0.0
     Server Interface:                      none
     Client Id Length:                      14
     Client Id:                             
/0x00010001/0x02e159c0/0x00109400/0x0002

show dhcpv6 server binding (IPv6 Prefix)

user@host> show dhcpv6 server binding 14/0x00010001/0x02b3be8f/0x00109400/0x0005
detail
Session Id:  7
     Client IPv6 Prefix:                    2001:db8:1111:2222::/64
     Client DUID:                           LL_TIME0x1-0x2e159c0-00:10:94:00:00:02

     State:                                 BOUND(bound)
     Lease Expires:                         2009-07-21 10:41:15 PDT
     Lease Expires in:                      86136 seconds
     Preferred Lease Expires:               2012-07-24 00:18:14 UTC
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     Preferred Lease Expires in:            600 seconds
     Lease Start:                           2009-07-20 10:41:15 PDT
     Incoming Client Interface:             ge-1/0/0.0
     Server Ip Address:                     0.0.0.0
     Server Interface:                      none
     Client Id Length:                      14
     Client Id:                             
/0x00010001/0x02e159c0/0x00109400/0x0002

show dhcpv6 server binding (Session ID)

user@host> show dhcpv6 server binding 8
Prefix           Session Id  Expires  State    Interface    Client DUID
2001:db8::/32    8           86235    BOUND    ge-1/0/0.0   
LL_TIME0x1-0x2e159c0-00:10:94:00:00:03

show dhcpv6 server binding (Interfaces VLAN)

user@host> show dhcpv6 server binding ge-1/0/0:100-200
Prefix            Session Id  Expires  State    Interface             Client DUID
2001:db8::/32     11          87583    BOUND    ge-1/0/0.1073741827   
LL_TIME0x1-0x4d5d009f-00:10:94:00:00:01
2001:db8:19::/32     12       87583    BOUND    ge-1/0/0.1073741827   
LL_TIME0x1-0x4d5d009f-00:10:94:00:00:01

show dhcpv6 server binding (InterfacesWildcard)

user@host> show dhcpv6 server binding demux0
Prefix            Session Id  Expires  State    Interface           Client DUID
2001:db8::/32     30          79681    BOUND    demux0.1073741824   
LL_TIME0x1-0x4d5d009f-00:10:94:00:00:01
2001:db8:19::/32     31       79681    BOUND    demux0.1073741825   
LL_TIME0x1-0x4d5d009f-00:10:94:00:00:01
2001:db8:C9::/32     32       79681    BOUND    demux0.1073741826   
LL_TIME0x1-0x4d5d009f-00:10:94:00:00:01

show dhcpv6 server binding (InterfacesWildcard)

user@host> show dhcpv6 server binding ge-1/3/*
Prefix            Session Id  Expires  State    Interface      Client DUID
2001:db8::/32     22          79681    BOUND    ge-1/3/0.110   
LL_TIME0x1-0x4d5d009f-00:10:94:00:00:01
2001:db8:19::/32     33       79681    BOUND    ge-1/3/0.110   
LL_TIME0x1-0x4d5d009f-00:10:94:00:00:01
2001:db8:C9::/32     24       79681    BOUND    ge-1/3/0.110   
LL_TIME0x1-0x4d5d009f-00:10:94:00:00:01

show dhcpv6 server binding summary

user@host> show dhcpv6 server binding summary
5 clients, (0 init, 5 bound, 0 selecting, 0 requesting, 0 renewing, 0 releasing)
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show dhcpv6 server statistics

Syntax show dhcpv6 server statistics
<bulk-leasequery-connections>
<logical-system logical-system-name>
<routing-instance routing-instance-name>

Release Information Command introduced in Junos OS Release 9.6.

bulk-leasequery-connections option introduced in Junos OS Release 16.1.

Description Display extended Dynamic Host Configuration Protocol for IPv6 (DHCPv6) local server

statistics.

Options bulk-leasequery-connections—(Optional) Display bulk leasequery statistics.

logical-system logical-system-name—(Optional) Display information about extended
DHCPv6 local server statistics on the specified logical system. If you do not specify

a logical system, statistics are displayed for the default logical system.

routing-instance routing-instance-name—(Optional)Display informationaboutextended
DHCPv6 local server statistics on the specified routing instance. If you do not specify

a routing instance, statistics are displayed for the default routing instance.

Required Privilege
Level

view

Related
Documentation

clear dhcpv6 server statistics on page 1610•

List of Sample Output show dhcpv6 server statistics on page 1779
show dhcpv6 server statistics bulk-leasequery-connections on page 1779

Output Fields Table 104onpage1778 lists theoutput fields for theshowdhcpv6serverstatisticscommand.

Output fields are listed in the approximate order in which they appear.
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Table 104: show dhcpv6 server statistics Output Fields

Field DescriptionField Name

Number of packets discarded by the extended DHCPv6 local server because of errors. Only nonzero
statistics appear in the Packets dropped output. When all of the Packets dropped statistics are 0
(zero), only the Total field appears.

• Total—Total number of packets discarded by the extended DHCPv6 local server

• Strict Reconfigure—Number of solicit messages discarded because the client does not support
reconfiguration

• Bad hardware address—Number of packets discarded because an invalid hardware address was
specified

• Bad opcode—Number of packets discarded because an invalid operation code was specified

• Bad options—Number of packets discarded because invalid options were specified

• Invalidserveraddress—Numberofpacketsdiscardedbecausean invalid serveraddresswasspecified

• Lease Time Violation—Number of packets discarded because of a lease time violation

• No available addresses—Number of packets discarded because there were no addresses available
for assignment

• No interfacematch—Number of packets discarded because they did not belong to a configured
interface

• Norouting instancematch—Numberofpacketsdiscardedbecause theydidnotbelong toaconfigured
routing instance

• No valid local address—Number of packets discarded because there was no valid local address

• Packet too short—Number of packets discarded because they were too short

• Read error—Number of packets discarded because of a system read error

• Send error—Number of packets that the extended DHCPv6 local server could not send

Packets dropped

Number of DHCPv6messages received.

• DHCPV6_CONFIRM—Number of DHCPv6 CONFIRM PDUs received.

• DHCPV6_DECLINE—Number of DHCPv6 DECLINE PDUs received.

• DHCPV6_INFORMATION_REQUEST—NumberofDHCPv6 INFORMATION-REQUESTPDUs received.

• DHCPV6_REBIND—Number of DHCPv6 REBIND PDUs received.

• DHCPV6_RELAY_FORW—Number of DHCPv6 RELAY-FORWPDUs received.

• DHCPV6_RELAY_REPL—Number of DHCPv6 RELAY-REPL PDUs received.

• DHCPV6_RELEASE—Number of DHCPv6 RELEASE PDUs received.

• DHCPV6_RENEW—Number of DHCPv6 RENEWPDUs received.

• DHCPV6_REQUEST—Number of DHCPv6 REQUEST PDUs received.

• DHCPV6_SOLICIT—Number of DHCPv6 SOLICIT PDUs received.

• DHCPV6_LEASEQUERY—Number of DHCPv6 leasequery messages received.

Messages received
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Table 104: show dhcpv6 server statistics Output Fields (continued)

Field DescriptionField Name

Number of DHCPv6messages sent.

• DHCPV6_ADVERTISE—Number of DHCPv6 ADVERTISE PDUs transmitted.

• DHCPV6_REPLY—Number of DHCPv6 ADVERTISE PDUs transmitted.

• DHCPV6_LOGICAL_NAK—Number of logical NAKmessages sent, signifying T1 and T2 timers with
values of zero; subset of DHCPV6_REPLY counter. (Displays only at verbose level.

• DHC6_RECONFIGURE—Number of DHCPv6 RECONFIGURE PDUs transmitted.

• DHCPV6_LEASEQUERY_REPLY—NumberofDHCPv6 leasequery replies transmitted to theDHCPv6
relay agent.

• DHCPV6_LEASEQUERY_DATA—Number of DHCPv6 LEASEQUERY-DATA packets transmitted.

• DHCPV6_LEASEQUERY_DONE—Number of DHCPv6 LEASEQUERY-DONE packets sent.

Messages sent

Sample Output

show dhcpv6 server statistics

user@host> show dhcpv6 server statistics
Dhcpv6 Packets dropped:
    Total                      1
    Lease Time Violation       1

Messages received:
    DHCPV6_DECLINE             0
    DHCPV6_SOLICIT             9
    DHCPV6_INFORMATION_REQUEST 0
    DHCPV6_RELEASE             0
    DHCPV6_REQUEST             5
    DHCPV6_CONFIRM             0
    DHCPV6_RENEW               0
    DHCPV6_REBIND              0
    DHCPV6_RELAY_FORW          0
    DHCPV6_RELAY_REPL          0
    DHCPV^_LEASEQUERY          0

Messages sent:
    DHCPV6_ADVERTISE           9
    DHCPV6_REPLY               5
    DHCPV6_RECONFIGURE         0
    DHCPV6_LEASEQUERY_REPLY    0
    DHCPV6_LEASEQUERY_DATA     0
    DHCPV6_LEASEQUERY_DONE     0

show dhcpv6 server statistics bulk-leasequery-connections

user@host> show dhcpv6 server statistics bulk-leasequery-connections

Total Accepted Connections:                     0
Total Not-Accepted Connections:                 0
Connections Closed due to Errors:               0
Connections Closed due to max-empty-replies:    0
In-flight Connections:                          0
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show diameter

Syntax show diameter
<brief | detail | summary>

Release Information Command introduced in Junos OS Release 9.6.

Description Display information about the Diameter node.

Options brief | detail | summary—(Optional) Display the specified level of output. The summary
output is displayed by default and includes Diameter node status. The brief output

adds summary informationabout functions, instances, networkelements, andpeers.

The detail output adds summary information about routes.

Required Privilege
Level

view

Related
Documentation

clear diameter function statistics on page 1611•

• clear diameter peer on page 1612

• show diameter function on page 1786

• show diameter instance on page 1793

• show diameter network-element on page 1795

• show diameter peer on page 1801

• show diameter route on page 1813

List of Sample Output show diameter brief on page 1783
show diameter detail on page 1784
show diameter summary on page 1784

Output Fields Table 105 on page 1780 lists the output fields for the show diameter command. Output

fields are listed in the approximate order in which they appear.

Table 105: show diameter Output Fields

Level of OutputField DescriptionField Name

All levelsID number of the Diameter process.Diameter process
id

All levelsNumber of functions associated with Diameter.Functions

All levelsNumber of functions with active Diameter connections.Connected
functions
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Table 105: show diameter Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsNumber of configured Diameter instances.Instances

All levelsNumber of configured Diameter network elements.Network elements
(NEs)

All levelsNumber of Diameter network elements with active connections.Connected NEs

All levelsNumber of Diameter peer nodes.Peers

All levelsNumber of Diameter peers with active connections.Activated peers

All levelsNumberofpeers in theopenstate,withoutactivenetworkelementconnections
but available for a connection.

Open peers

All levelsNumber of transports configured.Transports

All levelsNumber of requests waiting to be sent to the Diameter peers.Requests queued
for network
transmit

All levelsNumber of replies waiting to be sent to the Diameter peers.Answers queued
for network
transmit

All levelsNumber of replies expected to be received from the Diameter peers.Expected answers
from network

All levelsNumberof requestswaiting tobesent to the functionsassociatedwithDiameter.Requests queued
for function
transmit

All levelsNumber of replieswaiting to be sent to the functions associatedwith Diameter.Answers queued
for function
transmit

All levelsNumber of replies expected to be received from the functions associated with
Diameter.

Expected answers
from functions

All levelsAmount of memory consumed by network transmit queues.Memory used by
network transmit
queues

All levelsAmount of memory consumed by function transmit queues.Memory used by
function transmit
queues

All levelsValue of the Origin-State-ID AVP.Origin-state-id

brief detailName of the function for which information is displayed.Function
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Table 105: show diameter Output Fields (continued)

Level of OutputField DescriptionField Name

brief detailState of the Diameter connection with the function: Connected or Disconnec
(disconnected).

State

brief detailPercent of upstream traffic used for this function.Upstream
Transaction
Utilization

brief detailPercent of downstream traffic used for this function.Downstream
Transaction
Utilization

brief detailPercent of network transmission buffer used for this function.Net Queue Buffer
Utilization

brief detailPercent of function transmission buffer used for this function.Func Queue Buffer
Utilization

brief detailNumber of destinations that have this function associated with their routes.Routed Dests

brief detailName of the Diameter instance.Name

brief detailValue of Origin-Realm attribute-value pair (AVP).Origin-Realm

brief detailValue of Origin-Host AVP.Origin Host

brief detailNumber of configured network elements.NE-Total

brief detailNumber of network elements with active Diameter connections.NE-Connected

brief detailName of the Diameter network element.Name

brief detailName of the Diameter instance in which the network element is configured.Instance

brief detailState of the network element:

• Connecting—None of the network element peers are in the open state and
available for connection.

• Selecting—Onenetworkelementpeer is connectedand thenetworkelement
iswaiting foranotherpeer to reach theopenstate so that it canbeconnected.

• Partially-Connected—One network element peer is in the open state and
connected.

• Post-selection-delay—Three or more peers are in the open state and the
network element is waiting to deactivate the peers in excess of two.

• Fully-connected—Two network element peers are in the open state and
connected.

State

brief detailPrimary peer for the network element, based on the configured peer priority.Primary Peer

brief detailSecondary peer for the network element, based on the configured peer priority.Secondary Peer
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Table 105: show diameter Output Fields (continued)

Level of OutputField DescriptionField Name

brief detailName of the peer.Peer

brief detailName of the Diameter instance in which the peer is configured.Instance

brief detailState of the peer:

• Bad-Config—Misconfiguration.

• Bad-Remote—Remote side does not conform to one of the decisions or is
sending malformedmessages.

• Closed—Normal disconnect due to a request from the remote site or due to
excessive watchdog timeouts.

• Destructing—Peer to be deleted on the next timer tick. Until then, it performs
no actions.

• Disabled—Peer is administratively disabled.

• Internal-error—Internal error has beendetectedand thepeer is in theprocess
of restarting.

• No-Activation—Peer is not used by any Diameter network element.

• Rejected—Connection was rejected by remote side of the connection.

• Suspended—All other reasons to be suspended.

State

brief detailNumber of network elements associated with the peer.NE-Count

brief detailActivation status of the peer:

• 1—Peer is activated.

• 0—Peer is not activated.

Activated Count

brief detailStatus of the peer: primary (1) or secondary (0).Primary Count

brief detailStatus of the peer: secondary (0) or primary (1).Secondary Count

detailName of the Diameter route.Route

detailName of the Diameter network element in which the route is configuredNE

detailName of the Diameter instance in which the route is configured.Instance

detailDetermination of whether the route is valid: yes or no.Valid

detailState of the route: yes for an active route, no for an inactive route.Up

Sample Output

show diameter brief

user@host> show diameter brief

Diameter node:
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  Diameter process id                     :      1446
  Functions                               :   4
  Connected functions                     :   2
  Instances                               :   1
  Network elements(NEs)                   :   1
  Connected NEs                           :   0
  Peers                                   :   2
  Activated peers                         :   1
  Open peers                              :   0
  Transports                              :   1
  Requests queued for network transmit    :         0
  Answers queued for network transmit     :         0
  Expected answers from network           :         0
  Requests queued for function transmit   :         0
  Answers queued for function transmit    :         0
  Expected answers from functions         :         0
  Memory used by network transmit queues  :         0
  Memory used by function transmit queues :         0
  Origin-state-id                         :         0

Diameter function list:
                      Upstream    Downstream  Net Queue   Func Queue
                      Transaction Transaction Buffer      Buffer      Routed
                      Utilization Utilization Utilization Utilization Dests
  Function  State     %           %           %           %
  charging- Disconnec   0           0           0           0             0
  gx-plus   Connected   0           0           0           0             1
  jsrc      Connected   0           0           0           0             0
  packet-tr Disconnec   0           0           0           0             0

Diameter instances:
  Name         Origin-Realm         Origin-Host          NE-Total  NE-Connected
  master       orrr                 ohhh                         1         0

Diameter network-elements:
                                          Primary      Secondary
  Name         Instance     State           Peer         Peer
  n0           master       Connecting      <NONE>       <NONE>

Diameter peer list:
                                                    Activated Primary Secondary
  Peer         Instance     State          NE-Count Count     Count   Count
  p0           master       Suspended        1        1         0       0
  p100         master       No-Activation    0        0         0       0

show diameter detail

user@host> show diameter detail
...
Diameter routes:
  Route        NE           Instance     Valid Up
  dne-route1   dne1         master       yes   no

show diameter summary

user@host> show diameter summary
Diameter node:
  Diameter process id                     :      1446
  Functions                               :   4
  Connected functions                     :   2
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  Instances                               :   1
  Network elements(NEs)                   :   1
  Connected NEs                           :   0
  Peers                                   :   2
  Activated peers                         :   1
  Open peers                              :   0
  Transports                              :   1
  Requests queued for network transmit    :         0
  Answers queued for network transmit     :         0
  Expected answers from network           :         0
  Requests queued for function transmit   :         0
  Answers queued for function transmit    :         0
  Expected answers from functions         :         0
  Memory used by network transmit queues  :         0
  Memory used by function transmit queues :         0
  Origin-state-id                         :         0
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show diameter function

Syntax show diameter function
<brief | detail | summary>
<function-name>

Release Information Command introduced in Junos OS Release 9.6.

Support for PTSP introduced in Junos OS Release 10.2.

Support for Gx-Plus introduced in Junos OS Release 11.2.

Support for PTSP discontinued in Junos OS Release 13.1.

Description Display information about all functions associated with Diameter instances or only the

specified function.

Options brief | detail | summary—(Optional) Display the specified level of output. The summary
output is displayed by default and includes basic function information. The brief

output displays the summary information in a different format. The detail output

adds information to the brief output.

function-name—(Optional) Display information for only the specified function. Gx-Plus,
JSRC, and packet-triggered-subscribers are supported functions.

Required Privilege
Level

view

Related
Documentation

clear diameter function statistics on page 1611•

• show diameter on page 1780

• show diameter function statistics on page 1790

List of Sample Output show diameter function on page 1788
show diameter function brief on page 1788
show diameter function detail (JSRC) on page 1789
show diameter function detail (Gx-Plus) on page 1789

Output Fields Table 106 on page 1786 lists the output fields for the show diameter function command.

Output fields are listed in the approximate order in which they appear.

Table 106: show diameter function Output Fields

Level of OutputField DescriptionField Name

All levelsName of the function for which information is displayed.Function name

All levelsState of the Diameter connection with the function.State
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Table 106: show diameter function Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsPercent of upstream traffic used for this function.Upstream
transaction
utilization

All levelsPercent of downstream traffic used for this function.Downstream
transaction
utilization

All levelsPercent of network transmission buffer used for this function.Network transmit
buffer utilization

All levelsPercent of function transmission buffer used for this function.Function transmit
buffer utilization

All levelsNumber of destinations that have this function associated with their routes.Routed
destinations

detailNumber of requests waiting to be sent to the Diameter peers for this function.Requests queued
for network tx

detailNumber of replies expected from the Diameter peers for this function.Pending answers
from network

detailNumber of replies waiting to be sent to this function.Answersqueuedfor
function tx

detailTotal number of messages queued for this function.Total upstream
transactions
pending

detailTotal number of messages queued for this function.Upstream
transactions limit

detailNumber of requests waiting to be sent to this function.Requests queued
for function tx

detailNumber of replies expected to be received from this function.Pending answers
from function

detailNumber of replies waiting to be sent to this function.Answersqueuedfor
network tx

detailTotal number of messages queued for the Diameter peers.Total downstream
transactions
pending

detailMaximum number of messages that can be queued for the Diameter peers.Downstream
transactions limit
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Table 106: show diameter function Output Fields (continued)

Level of OutputField DescriptionField Name

detailNumber of buffers used bymessages queued for the Diameter peers.Buffers used by
network tx queue

detailMaximum buffer capacity available for messages queued for the Diameter
peers.

Limit on network tx
queue buffers

detailNumber of buffers used bymessages queued for this function.Buffers used by
function tx queue

detailMaximum buffer capacity available for messages queued for this function.Limit on function tx
queue buffers

detailValue of the Origin-State-ID AVP.Origin-state-id

Sample Output

show diameter function

user@host> show diameter function

Diameter function list:
                      Upstream    Downstream  Net Queue   Func Queue
                      Transaction Transaction Buffer      Buffer      Routed
                      Utilization Utilization Utilization Utilization Dests
  Function  State     %           %           %           %   
  jsrc      Disconnec   0           0           0           0             0

show diameter function brief

user@host> show diameter function brief

Diameter function:
  Function name                          : gx-plus                              

  State                                  : Connected  
  Upstream transaction utilization       :   0 %
  Downstream transaction utilization     :   0 %
  Network transmit buffer utilization    :   0 %
  Function transmit buffer utilization   :   0 %
  Routed destinations                    :         1

  Function name                          : jsrc                                
  State                                  : Disconnected  
  Upstream transaction utilization       :   0 %
  Downstream transaction utilization     :   0 %
  Network transmit buffer utilization    :   0 %
  Function transmit buffer utilization   :   0 %
  Routed destinations                    :         0
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show diameter function detail (JSRC)

user@host> show diameter function detail

Diameter function:
  Function name                          : jsrc                                
  State                                  : Disconnected  
  Upstream transaction utilization       :   0 %
  Downstream transaction utilization     :   0 %
  Network transmit buffer utilization    :   0 %
  Function transmit buffer utilization   :   0 %
  Routed destinations                    :         0
  Requests queued for network tx         :         0
  Pending answers from network           :         0
  Answers queued for function tx         :         0
  Total upstream transactions pending    :         0
  Upstream transactions limit            :      1024
  Requests queued for function tx        :         0
  Pending answers from function          :         0
  Answers queued for network tx          :         0
  Total downstream transactions pending  :         0
  Downstream transactions limit          :      1024
  Buffers used by network tx queue       :         0
  Limit on network tx queue buffers      :  10485760
  Buffers used by function tx queue      :         0
  Limit on function tx queue buffers     :  10485760

show diameter function detail (Gx-Plus)

user@host> show diameter function gx-plus detail

Diameter function:
  Function name                          : gx-plus                             
  State                                  : Connected     
  Upstream transaction utilization       :   0 %
  Downstream transaction utilization     :   0 %
  Network transmit buffer utilization    :   0 %
  Function transmit buffer utilization   :   0 %
  Routed destinations                    :         1
  Requests queued for network tx         :         0
  Pending answers from network           :         0
  Answers queued for function tx         :         0
  Total upstream transactions pending    :         0
  Upstream transactions limit            :      1024
  Requests queued for function tx        :         0
  Pending answers from function          :         0
  Answers queued for network tx          :         0
  Total downstream transactions pending  :         0
  Downstream transactions limit          :      1024
  Buffers used by network tx queue       :         0
  Limit on network tx queue buffers      :  10485760
  Buffers used by function tx queue      :         0
  Limit on function tx queue buffers     :  10485760
  Origin-state-id                        :         0
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show diameter function statistics

Syntax show diameter function statistics
<brief | detail | summary>
<function-name>

Release Information Command introduced in Junos OS Release 9.6.

Support for PTSP introduced in Junos OS Release 10.2.

Support for Gx-Plus introduced in Junos OS Release 11.2.

Support for PTSP discontinued in Junos OS Release 13.1.

Description Display statistics about all functions associated with Diameter instances or only the

specified function.

Options brief | detail | summary—(Optional) Display the specified level of output. The summary
output is displayed by default and includes basic function statistics. The briefoutput

displays the summary information in a different format and adds numbers

accumulated since the Diameter node was started. The detail output adds

information to the brief output.

function-name—(Optional) Display information for only the specified function. Gx-Plus,
JSRC, and packet-triggered-subscribers are supported functions. When you specify

a function, the brief output is displayed by default, even when you explicitly specify

summary.

Required Privilege
Level

view

Related
Documentation

clear diameter function statistics on page 1611•

• show diameter on page 1780

• show diameter function on page 1786

List of Sample Output show diameter function statistics on page 1792
show diameter function statistics brief on page 1792
show diameter function statistics detail on page 1792

Output Fields Table 107 on page 1790 lists the output fields for the show diameter function statistics

command. Output fields are listed in the approximate order in which they appear.

Table 107: show diameter function statistics Output Fields

Level of OutputField DescriptionField Name

All levelsName of the function for which information is displayed.Function

All levelsNumber of requests delivered by Diameter to the application.Delivered Requests
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Table 107: show diameter function statistics Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsNumber of answers delivered by Diameter to the application.Delivered Answers

All levelsTotal number of messages delivered by Diameter to the application.DeliveredMessages

All levelsNumber of requests sent by Diameter to the network.Forwarded
Requests

All levelsNumber of answers sent by Diameter to the network.ForwardedAnswers

All levelsNumber of messages sent by Diameter to the network.Forwarded
Messages

All levelsName of the function for which information is displayed.Function name

detailNumber of requests sent to Diameter peers that exceeded the limit on the
network transmit queue.

Over-limit network
requests

detailNumber of answers sent to Diameter peers that exceeded the limit on the
network transmit queue.

Over-limit network
answers

detailTotal number of messages sent to Diameter peers that exceeded the limit on
the network transmit queue.

Over-limit network
messages

detailNumber of requests sent by Diameter to its application that were not
successfully delivered.

Failed to deliver
requests

detailNumberofanswers sentbyDiameter to itsapplication thatwerenot successfully
delivered.

Failed to deliver
answers

detailTotal number of messages sent by Diameter to its application that were not
successfully delivered.

Failed to deliver
messages

detailNumber of requests sent to Diameter peers that exceeded the limit on the
function transmit queue.

Over-limit function
requests

detailNumber of answers sent to Diameter peers that exceeded the limit on the
function transmit queue.

Over-limit function
answers

detailTotal number of messages sent to Diameter peers that exceeded the limit on
the function transmit queue.

Over-limit function
messages

detailNumberof requests thatwerenot successfully sentbyDiameter to thenetwork.Failed to forward
requests

detailNumber of answers thatwere not successfully sent byDiameter to the network.Failed to forward
answers

detailTotal number of messages that were not successfully sent by Diameter to the
network.

Failed to forward
messages
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Sample Output

show diameter function statistics

user@host> show diameter function statistics
Diameter function statistics:
           Delivered Delivered Delivered Forwarded Forwarded Forwarded
  Function Requests  Answers   Messages  Requests  Answers   Messages
  jsrc             0         0         0         0         0         0

show diameter function statistics brief

user@host> show diameter function statistics brief

Diameter function statistics:
  Function name                : jsrc                                           

  Delivered requests           :         0         0
  Delivered answers            :         0         0
  Delivered messages           :         0         0
  Forwarded requests           :         0         0
  Forwarded answers            :         0         0
  Forwarded messages           :         0         0

show diameter function statistics detail

user@host> show diameter function statistics detail

Diameter function statistics:
  Function name                : jsrc                                           

  Delivered requests           :         0         0
  Delivered answers            :         0         0
  Delivered messages           :         0         0
  Forwarded requests           :         0         0
  Forwarded answers            :         0         0
  Forwarded messages           :         0         0
  Over-limit network requests  :         0         0
  Over-limit network answers   :         0         0
  Over-limit network messages  :         0         0
  Failed to deliver requests   :         0         0
  Failed to deliver answers    :         0         0
  Failed to deliver messages   :         0         0
  Over-limit function requests :         0         0
  Over-limit function answers  :         0         0
  Over-limit function messages :         0         0
  Failed to forward requests   :         0         0
  Failed to forward answers    :         0         0
  Failed to forward messages   :         0         0

Copyright © 2018, Juniper Networks, Inc.1792

Broadband Subscriber Sessions Feature Guide



show diameter instance

Syntax show diameter instance
<brief | detail | summary>
<instance-name>

Release Information Command introduced in Junos OS Release 9.6.

Description Display information about all Diameter instances or only the specified instance.

Options brief | detail | summary—(Optional) Display the specified level of output. The summary
output is displayed by default and includes basic instance information. The brief

output displays the summary information in a different format. The detail output is

the same as the brief output.

instance-name—(Optional)Display information for only the specifiedDiameter instance.

Required Privilege
Level

view

Related
Documentation

show diameter on page 1780•

List of Sample Output show diameter instance on page 1794
show diameter instance detail on page 1794

Output Fields Table 108 on page 1793 lists the output fields for the show diameter instance command.

Output fields are listed in the approximate order in which they appear.

Table 108: show diameter instance Output Fields

Level of OutputField DescriptionField Name

summaryName of the Diameter instance.name

summaryValue of Origin-Realm AVP.Origin-realm

summaryValue of Origin-Host AVP.Origin-host

summaryTotal number of network elements configured for this instance.NE-total

summaryNumber of network elements with active Diameter connections.NE-connected

brief detailName of the Diameter instance.Instance name

brief detailValue of Origin-Realm AVP.Origin realm

brief detailValue of Origin-Host AVP.Origin host
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Table 108: show diameter instance Output Fields (continued)

Level of OutputField DescriptionField Name

brief detailTotal number of network elements configured for this instance.NEs

brief detailNumber of network elements with active Diameter connections.Connected NEs

Sample Output

show diameter instance

user@host> show diameter instance

Diameter instances:
  Name         Origin-Realm         Origin-Host          NE-Total  NE-Connected
  master       rrrr                 hhhh                         1         1

show diameter instance detail

user@host> show diameter instance detail

Diameter instance:
  Instance name : master                                                        

  Origin realm  : rrrr                                                          

  Origin host   : hhhh                                                          

  NEs           :   1
  Connected NEs :   1
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show diameter network-element

Syntax show diameter network-element
<brief | detail | summary>
<element-name>

Release Information Command introduced in Junos OS Release 9.6.

Description Display information about all Diameter network elements or only the specified network

element.

Options brief | detail | summary—(Optional) Display the specified level of output. The summary
output is displayed by default and includes basic network element information. The

briefoutputdisplays the summary information inadifferent format. Thedetailoutput

adds information to the brief output.

element-name—(Optional) Display information for only the specified network element.

Required Privilege
Level

view

Related
Documentation

show diameter on page 1780•

• show diameter function on page 1786

• show diameter network-elementmap on page 1798

• show diameter peer on page 1801

• show diameter route on page 1813

List of Sample Output show diameter network-element on page 1796
show diameter network-element detail on page 1797

Output Fields Table 109 on page 1795 lists the output fields for the show diameter network-element

command. Output fields are listed in the approximate order in which they appear.

Table 109: show diameter network-element Output Fields

Level of OutputField DescriptionField Name

summaryName of the Diameter network element.Name

summaryName of the Diameter instance in which the network element is configured.Instance
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Table 109: show diameter network-element Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsState of the network element:

• Connecting—None of the network element peers are in the open state and
available for connection.

• Selecting—Onenetworkelementpeer is connectedand thenetworkelement
iswaiting foranotherpeer to reach theopenstate so that it canbeconnected.

• Partially-Connected—One network element peer is in the open state and
connected.

• Post-selection-delay—Three or more peers are in the open state and the
network element is waiting to deactivate the peers in excess of two.

• Fully-connected—Two network element peers are in the open state and
connected.

State

All levelsPrimary peer for the network element, based on the configured peer priority.Primary peer

All levelsSecondary peer for the network element, based on the configured peer priority.Secondary peer

brief detailName of the Diameter network element.NE name

brief detailName of the Diameter instance in which the network element is configured.Instance name

brief detailNumber of configured peers.Peers

brief detailNumber of peers that have been activated.Activated peers

brief detailNumberofpeers in theopenstate,withoutactivenetworkelementconnections
but available for a connection.

Open peers

brief detailNumber of routes configured for the network element.Routes

brief detailNumberof routes thatare invalidbecause they lackoneormoreof the following:
application and partition, Diameter instance, or destination realm.

Invalid routes

brief detailPeriod in milliseconds between peer activations by the network element.Activation delay

brief detailPeriod inmilliseconds that the network element waited after connecting to the
first peer to allow other peers to reach the open state.

First selectiondelay

brief detailPeriod in milliseconds that the network element waited after having two peers
in the open state before deactivating all lower-priority peers.

Postselectiondelay

Sample Output

show diameter network-element

user@host> show diameter network-element

Diameter network-elements:
                                          Primary      Secondary
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  Name         Instance     State           Peer         Peer
  ne0          master       Fully-connected p0           p1          

show diameter network-element detail

user@host> show diameter network-element detail

Diameter network-element:
  NE name               : ne0                                                   

  Instance name         : master                                                

  State                 : Fully-connected    
  Primary peer          : p0                                                    

  Secondary peer        : p1                                                    

  Peers                 :   5
  Activated peers       :   4
  Open peers            :   2
  Routes                :   1
  Invalid routes        :   0
  Activation delay      :     10000 ms
  First selection delay :         0 ms
  Post selection delay  :     30000 ms
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show diameter network-elementmap

Syntax show diameter network-elementmap
<brief | detail | summary>
<element-name>

Release Information Command introduced in Junos OS Release 9.6.

Description Displaynetwork-element-to-peermapping information forallDiameternetworkelements

or only the specified network element.

Options brief | detail | summary—(Optional) Display the specified level of output. The summary
output isdisplayedbydefault. Thebriefoutputanddetailoutputdisplay thesummary

information in a different format.

element-name—(Optional) Display information for only the specified network element.

Required Privilege
Level

view

Related
Documentation

show diameter on page 1780•

• show diameter network-element on page 1795

List of Sample Output show diameter network-elementmap on page 1799
show diameter network-elementmap detail on page 1799

Output Fields Table 110onpage 1798 lists theoutput fields for the showdiameternetwork-elementmap

command. Output fields are listed in the approximate order in which they appear.

Table 110: show diameter network-elementmapOutput Fields

Level of OutputField DescriptionField Name

summaryName of the Diameter network element.Name

summaryName of the Diameter instance in which the network element is configured.Instance

All levelsName of the peer.Peer

All levelsPriority configured for the peer. A lower number indicates a higher priority.Priority
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Table 110: show diameter network-elementmapOutput Fields (continued)

Level of OutputField DescriptionField Name

summaryState of the peer:

• Activated—Peer has been activated (selected) by the network element.

• Not-Activated—Peer has not been selected by the network element.

• Primary—Peer that is connected to the network element and has the higher
priority of the two connected peers.

• Secondary—Peer that is connected to thenetworkelementandhas the lower
priority of the two connected peers.

State

brief detailName of the Diameter network element.NE name

brief detailName of the Diameter instance in which the network element is configured.Instance name

brief detailState of the peer:

• Activated—Peer has been activated (selected) by the network element.

• Not-Activated—Peer has not been selected by the network element.

• Primary—Peer that is connected to the network element and has the higher
priority of the two connected peers.

• Secondary—Peer that is connected to thenetworkelementandhas the lower
priority of the two connected peers.

Usage

Sample Output

show diameter network-elementmap

user@host> show diameter network-elementmap

Diameter network-element peers:
  Name         Instance     Peer         Priority  State
  ne0          master       p288                30 Activated     
  ne0          master       p0                  20 Primary       
  ne0          master       pA                  15 Activated     
  ne0          master       p1                  10 Secondary     
  ne0          master       pB                   5 Not-Activated 

show diameter network-elementmap detail

user@host> show diameter network-elementmap detail

Diameter network-element peers:
  NE name               : ne0                                                   

  Instance name         : master                                                

  Peer                  : p288                                                  

  Priority              :        30
  Usage                 : Activated     

  NE name               : ne0                                                   
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  Instance name         : master                                                

  Peer                  : p0                                                    

  Priority              :        20
  Usage                 : Primary       

  NE name               : ne0                                                   

  Instance name         : master                                                

  Peer                  : pA                                                    

  Priority              :        15
  Usage                 : Activated     

  NE name               : ne0                                                   

  Instance name         : master                                                

  Peer                  : p1                                                    

  Priority              :        10
  Usage                 : Secondary     

  NE name               : ne0                                                   

  Instance name         : master                                                

  Peer                  : pB                                                    

  Priority              :         5
  Usage                 : Not-Activated
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show diameter peer

Syntax show diameter peer
<brief | detail | summary>
<peer-name>

Release Information Command introduced in Junos OS Release 9.6.

Description Display information about all peers associated with Diameter instances or only the

specified peer.

Options brief | detail | summary—(Optional) Display the specified level of output. The summary
output is displayed by default and includes basic peer information. The brief output

displays the summary information in a different format. The detail output adds

information to the brief output.

peer-name—(Optional) Display information for only the specified peer.

Required Privilege
Level

view

Related
Documentation

clear diameter peer on page 1612•

• show diameter on page 1780

• show diameter peer map on page 1806

• show diameter peer statistics on page 1809

List of Sample Output show diameter peer on page 1803
show diameter peer detail on page 1804

Output Fields Table 111 onpage 1801 lists theoutput fields for the showdiameterpeercommand.Output

fields are listed in the approximate order in which they appear.

Table 111: show diameter peer Output Fields

Level of OutputField DescriptionField Name

brief summaryName of the peer.Peer

brief summaryName of the Diameter instance in which the peer is configured.Instance
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Table 111: show diameter peer Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsState of the peer:

• Bad-Config—Misconfiguration.

• Bad-Remote—Remote side does not conform to one of the decisions or is
sending malformedmessages.

• Closed—Normal disconnect due to a request from the remote site or due to
excessive watchdog timeouts.

• Destructing—Peer to be deleted on the next timer tick; until then, it performs
no actions.

• Disabled—Peer is administratively disabled.

• Internal-error—Internal error has beendetectedand thepeer is in theprocess
of restarting.

• No-Activation—Peer is not used by any Diameter network element.

• Rejected—Connection was rejected by remote side of the connection.

• Reopen–Connection has been unexpectedly closed and Diameter is
attempting to reopen the connection.

• Suspended—All other reasons to be suspended.

State

brief summaryNumber of network elements associated with the peer.NE-Count

All levelsActivation status of the peer:

• 1—Peer is activated.

• 0—Peer is not activated.

Activated Count

All levelsStatus of the peer, primary (1) or secondary (0).Primary Count

All levelsSecondary (0) versus Primary (1) status of the peer.Secondary Count

detailName of the peer.Peer name

detailNumber of network elements associated with the peer.NEs

detailLogical system:routing instance of the configuration.Vrf

detailRemote IP address of the peer.Remote address

detailRemote port on the peer on which the connection is made.Remote port

detailName of the realm of the Diameter node that originates messages to the peer.Remote end origin
realm

detailName of the host of the Diameter node that originates messages to the peer.Remote end origin
host

detailLocal IP address on the Diameter origin node.Local address

detailLocal port on the Diameter origin node.Local port
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Table 111: show diameter peer Output Fields (continued)

Level of OutputField DescriptionField Name

detailNumber of transports configured.Local transport

detailPeriod since peer was enabled in hh:mm.ss format.Time since last
enable

detailPeriod that peer has been in present state in hh:mm.ss format.In state time

detailPeriod that peer will remain in present state in hh:mm.ss format.Remaining in state
time

detailNumber of missed watchdog events.Missing wd events

detailNumber of messages in the transmit queue.Tx queue length

detailNumber of answers on which the peer is waiting.Answer waiting
count

detailNumber of milliseconds since the last message was received by the peer.Time since last rx

detailTime remaining until next watchdog event.Time until wd
timeout

detailWatchdog timeout period.Operation timeout

detailBase timeout period in suspended states (suspended, rejected, bad-remonte,
bad-config). This timeout doubles after each consecutive suspension, until the
maximum value of 600 seconds is reached.

Suspendedtimeout
base

detailTimeoutperiod innormal closedstate, suchaswhenanexternalpeer requested
a disconnect.

Closed timeout

detailTimeout period for establishing a connection.Connectiontimeout

detailWhether the peer is waiting for the Origin-State-Id AVP, yes or no.Waiting origin state
id

Sample Output

show diameter peer

user@host> show diameter peer

Diameter peer list:
                                                    Activated Primary Secondary
  Peer         Instance     State          NE-Count Count     Count   Count
  p0           master       I-Open           1        1         1       0
  p1           master       I-Open           1        1         0       1
  p288         master       Suspended        1        1         0       0
  pA           master       Suspended        1        1         0       0
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  pB           master       No-Activation    1        0         0       0
  pc           master       No-Activation    0        0         0       0
  pd           master       No-Activation    0        0         0       0

show diameter peer detail

user@host> show diameter peer detail

Diameter peer:
  Peer name               : p0                                                 
  State                   : I-Open             
  NEs                     :   1
  Activated count         :   1
  Primary count           :   1
  Secondary count         :   0
  Vrf                     : default:master                                     
  Remote address          : 203.0.113.158     
  Remote port             : 62917
  Remote end origin realm : rrrrA                                              
  Remote end origin host  : hhhhA                                              
  Local address           : 203.0.113.155
  Local port              : 57095
  Local transport         : <NO-TRANSPORT>
  Time since last enable  : 08:56.200 
  In state time           : 08:56.200 
  Remaining in state time : no limit  
  Missed wd events        :         0
  Tx queue length         :         0
  Answer waiting count    :         0
  Time since last rx      :      2200 ms
  Time until wd timeout   :      3800 ms
  Operation timeout       :      6000 ms
  Suspended timeout base  :     30000 ms
  Closed timeout          :     30000 ms
  Connection timeout      :      6000 ms
  Waiting origin state id : no

  Peer name               : p1                                                 
  State                   : I-Open             
  NEs                     :   1
  Activated count         :   1
  Primary count           :   0
  Secondary count         :   1
  Vrf                     : default:master                                     
  Remote address          : 203.0.113.158     
  Remote port             : 58490
  Remote end origin realm : rrrrA                                              
  Remote end origin host  : hhhhB                                              
  Local address           : 203.0.113.155
  Local port              : 49293
  Local transport         : <NO-TRANSPORT>
  Time since last enable  : 08:56.200 
  In state time           : 08:36.000 
  Remaining in state time : no limit  
  Missed wd events        :         0
  Tx queue length         :         0
  Answer waiting count    :         0
  Time since last rx      :         0 ms
  Time until wd timeout   :      6000 ms
  Operation timeout       :      6000 ms
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  Suspended timeout base  :     30000 ms
  Closed timeout          :     30000 ms
  Connection timeout      :      6000 ms
  Waiting origin state id : no
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show diameter peer map

Syntax show diameter peer map
<brief | detail | summary>
<peer-name>

Release Information Command introduced in Junos OS Release 9.6.

Description Display peer-to-network-element mapping information for all peers associated with

Diameter instances or with the specified peer.

Options brief | detail | summary—(Optional) Display the specified level of output. The summary
output is displayed by default and includes basic peer information. The brief output

displays the summary information in a different format. The detail output adds

information to the brief output.

peer-name—(Optional) Display mapping information for only the specified peer.

Required Privilege
Level

view

Related
Documentation

clear diameter peer on page 1612•

• show diameter on page 1780

• show diameter peer on page 1801

• show diameter peer statistics on page 1809

List of Sample Output show diameter peer map on page 1807
show diameter peer map detail on page 1807

Output Fields Table 112 on page 1806 lists the output fields for the showdiameter peermap command.

Output fields are listed in the approximate order in which they appear.

Table 112: show diameter peer mapOutput Fields

Level of OutputField DescriptionField Name

All levelsName of the peer.Peer

All levelsName of the Diameter instance in which the network element is configured.Instance

All levelsName of the Diameter network element.NE

All levelsPriority configured for the peer. A lower number indicates a higher priority.Priority
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Table 112: show diameter peer mapOutput Fields (continued)

Level of OutputField DescriptionField Name

All levelsState of the peer:

• Activated—Peer has been activated (selected) by the network element.

• Not-Activated—Peer has not been selected by the network element.

• Primary—Peer that is connected to the network element and has the higher
priority of the two connected peers.

• Secondary—Peer that is connected to thenetworkelementandhas the lower
priority of the two connected peers.

State

brief detailName of the Diameter instance in which the network element is configured.Instance name

brief detailName of the Diameter network element.NE name

brief detailRole of the peer for the network element, Primary or Secondary.Usage

Sample Output

show diameter peer map

user@host> show diameter peer map

Diameter peer usage by network elements:
  Peer         Instance     NE              Priority State
  p0           master       ne0                   20 Primary       
  p1           master       ne0                   10 Secondary     
  p288         master       ne0                   30 Activated     
  pA           master       ne0                   15 Activated     
  pB           master       ne0                    5 Not-Activated 

show diameter peer map detail

user@host> show diameter peer map detail

Diameter network-element peers:
  Peer                  : p0                                                    

  Instance name         : master                                                

  NE name               : ne0                                                   

  Priority              :        20
  Usage                 : Primary       

  Peer                  : p1                                                    

  Instance name         : master                                                

  NE name               : ne0                                                   

  Priority              :        10
  Usage                 : Secondary     
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  Peer                  : p288                                                  

  Instance name         : master                                                

  NE name               : ne0                                                   

  Priority              :        30
  Usage                 : Activated     

  Peer                  : pA                                                    

  Instance name         : master                                                

  NE name               : ne0                                                   

  Priority              :        15
  Usage                 : Activated     

  Peer                  : pB                                                    

  Instance name         : master                                                

  NE name               : ne0                                                   

  Priority              :         5
  Usage                 : Not-Activated 
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show diameter peer statistics

Syntax show diameter peer statistics
<brief | detail | summary>
<peer-name>

Release Information Command introduced in Junos OS Release 9.6.

Description Display statisticsaboutall peersassociatedwithDiameter instancesoronly thespecified

peer.

Options brief | detail | summary—(Optional) Display the specified level of output. The summary
output is displayed by default and includes basic function statistics. The briefoutput

displays the summary information in a different format and adds numbers

accumulated since the peer was connected. The detail output adds information to

the brief output.

peer-name—(Optional)Display information for only the specifiedpeer.Whenyouspecify

a peer, the brief output is displayed by default, even when you explicitly specify

summary.

Required Privilege
Level

view

Related
Documentation

clear diameter peer on page 1612•

• show diameter on page 1780

• show diameter peer on page 1801

• show diameter peer map on page 1806

List of Sample Output show diameter peer statistics on page 1810
show diameter peer statistics detail on page 1810

Output Fields Table 113onpage1809lists theoutput fields for theshowdiameterpeerstatisticscommand.

Output fields are listed in the approximate order in which they appear.

Table 113: show diameter peer statistics Output Fields

Level of OutputField DescriptionField Name

summary briefName of the peer.Peer

summary briefName of the Diameter instance in which the network element is configured.Instance

summary briefTotal number of messages received.Rx

summary briefNumber of messages received by the peer.Rx-Peer
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Table 113: show diameter peer statistics Output Fields (continued)

Level of OutputField DescriptionField Name

summary briefNumber of messages received by the Diameter node.Rx-node

summary briefTotal number of forwardedmessages.Forw

summary briefNumber of messages transmitted by the peer.Tx-Peer

summary briefTotal number of transmittedmessages.Tx

detailName of the peer.Peer name

detailName of the Diameter instance in which the network element is configured.Instance name

Sample Output

show diameter peer statistics

user@host> show diameter peer statistics

Diameter peer statistics:
  Peer         Instance     Rx        Rx-Peer   Rx-Node   Forw      Tx-Peer   Tx

  p0           master             113       113         0         0       113   
    113
  p1           master             110       110         0         0       110   
    110
  p288         master               0         0         0         0         0   
      0
  pA           master               0         0         0         0         0   
      0
  pB           master               0         0         0         0         0   
      0
  pc           master               0         0         0         0         0   
      0
  pd           master               0         0         0         0         0   
      0

show diameter peer statistics detail

user@host> show diameter peer statistics detail

Diameter peer statistics:
  Peer name               : p0                                                 
  Instance name           : master                                             
                            Current       Since last enable
  Rx errors               :         0             0
  Rx messages             :       114           114
  Rx handled by peer      :       114           114
  Rx dropped msgs         :         0             0
  Rx unmatched answers    :         0             0
  Rx answers              :         0             0
  Rx requests             :         0             0
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  Rx total                :         0             0
  Forw to connection      :         0             0
  Forw to peer            :         0             0
  Forw to routed dest     :         0             0
  Total forwarding        :         0             0
  Forwarding failures     :         0             0
  Forwarding success      :         0             0
  Moved-in messages       :         0             0
  Moved-out messages      :         0             0
  Rerouted messages       :         0             0
  Dropped tx messages     :         0             0
  Tx by peer              :       114           114
  Tx errors               :         0             0
  Tx total                :       114           114
  Connection attempts     :         0             1
  Connection fails        :         0             0
  Connections             :         0             1
  Passive teminations     :         0             0
  Active terminations     :         0             0
  Passive disconnects     :         0             0
  Active disconnects      :         0             0
  Rx block requests       :         0             0
  Rx block timeoutss      :         0             0
  Connection management messages
                            Rx current    Rx since      Tx current    Tx since
                                          last enable                 last enable

  CER                     :         0             0             1             1
  CEA                     :         1             1             0             0
  DWR                     :         0             0           113           113
  DWA                     :       113           113             0             0
  DPR                     :         0             0             0             0
  DPA                     :         0             0             0             0

  Peer name               : p1                                                 
  Instance name           : master                                             
                            Current       Since last enable
  Rx errors               :         0             0
  Rx messages             :       110           110
  Rx handled by peer      :       110           110
  Rx dropped msgs         :         0             0
  Rx unmatched answers    :         0             0
  Rx answers              :         0             0
  Rx requests             :         0             0
  Rx total                :         0             0
  Forw to connection      :         0             0
  Forw to peer            :         0             0
  Forw to routed dest     :         0             0
  Total forwarding        :         0             0
  Forwarding failures     :         0             0
  Forwarding success      :         0             0
  Moved-in messages       :         0             0
  Moved-out messages      :         0             0
  Rerouted messages       :         0             0
  Dropped tx messages     :         0             0
  Tx by peer              :       110           110
  Tx errors               :         0             0
  Tx total                :       110           110
  Connection attempts     :         0             1
  Connection fails        :         0             0
  Connections             :         0             1
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  Passive teminations     :         0             0
  Active terminations     :         0             0
  Passive disconnects     :         0             0
  Active disconnects      :         0             0
  Rx block requests       :         0             0
  Rx block timeoutss      :         0             0
  Connection management messages
                            Rx current    Rx since      Tx current    Tx since
                                          last enable                 last enable

  CER                     :         0             0             1             1
  CEA                     :         1             1             0             0
  DWR                     :         0             0           109           109
  DWA                     :       109           109             0             0
  DPR                     :         0             0             0             0
  DPA                     :         0             0             0             0
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show diameter route

Syntax show diameter route
<brief | detail | summary>
<route-name>

Release Information Command introduced in Junos OS Release 9.6.

Description Display information about all routes associated with Diameter instances or only the

specified route.

Options brief | detail | summary—(Optional) Display the specified level of output. The summary
output is displayed by default and includes basic function information. The brief

output displays the summary information in a different format. The detail output

adds information to the brief output.

route-name—(Optional) Display information for only the specified route.

Required Privilege
Level

view

Related
Documentation

show diameter on page 1780•

• show diameter network-element on page 1795

List of Sample Output show diameter route on page 1814
show diameter route detail on page 1814

Output Fields Table 114onpage 1813 lists theoutput fields for the showdiameter routecommand.Output

fields are listed in the approximate order in which they appear.

Table 114: show diameter route Output Fields

Level of OutputField DescriptionField Name

summary briefName of the route.Route

summary briefName of the network element associated with the route.NE

summary briefName of the Diameter instance in which the route is configured.Instance

brief detailName of the network element associated with the route.NE name

brief detailName of the Diameter instance in which the route is configured.Instance name

All levelsDetermination whether the route is valid, yes or no.Valid

All levelsState of the route, yes (up) or no (down).Up
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Table 114: show diameter route Output Fields (continued)

Level of OutputField DescriptionField Name

brief detailName of the function associated with the route.Function

brief detailPartition associated with the function.Partition

brief detailDestination realm configured for the route.Dest-realm

brief detailDestination hostname configured for the route.Dest-host

brief detailMetric associated with the destination and function to create the route.Metric

brief detailValue that represents how a route is configured. The basic score is 0. Points are
added according to the following scheme:

• Function is specified—Add 3.

• Function partition is specified—Add 1.

• Destination realm is specified—Add 1.

• Destination host is specified—Add 1.

Score

Sample Output

show diameter route

user@host> show diameter route

Diameter routes:
  Route        NE           Instance     Valid Up
  rA           ne0          master       yes   yes

show diameter route detail

user@host> show diameter route detail

Diameter route:
  Route name        : rA                                                       
  NE name           : ne0                                                      
  Instance mame     : master                                                   
  Valid             : yes
  Up                : yes
  Function          : jsrc                                                     
  Partition         : jsrc-a                                                   
  Dest-realm        : outer-realm                                              
  Dest-host         : outer-host                                               
  Metric            :        50
  Score             :         6
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show dynamic-profile session

Syntax show dynamic-profile session
<client-id client-id>
<profile-name profile-name>
<service-id service-id>

Release Information Command introduced in Junos OS Release 13.3.

Description Displaydynamicprofile (client or service) information for all subscribers or for subscribers

specified by client ID or service session ID. You can filter the output by also specifying a

dynamic profile.

NOTE:

• The output does not display the variable stanzas defined in the dynamic
profile configuration.

• The variables in the profile configuration are replaced with subscriber
specific values.

• If the conditional variable in the dynamic profile is evaluated as NULL, the
subscriber value for the variable is displayed as NONE in the command

output.

• Thevariable is alsodisplayedasNONEwhen the variable (any variable and

not necessarily conditional) in thedynamic profile has no value associated
with it.

• The format in which the configuration is displayed looks similar, but not
exactly the same as the format of the show configuration dynamic-profiles

command.

Options client-id client-id—Display dynamic profile information for subscribers associated with
the specified client.

profile-name profile-name—(Optional) Display dynamic profile information for the
specified subscriber or service profile.

service-id service-id—Display dynamic profile information for subscribers associated
with the specified service session.

Required Privilege
Level

view

List of Sample Output show dynamic-profile session client-id (Client ID) on page 1816
show dynamic-profile session client-id profile-name (Client ID and Dynamic
Profile) on page 1818
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show dynamic-profile session service-id (Service Session) on page 1818

Output Fields This command displays the dynamic client or service profile configuration for each

subscriber.

Sample Output

show dynamic-profile session client-id (Client ID)

user@host>show dynamic-profile session client-id 20
pppoe {
    interfaces {
        pp0 {
            unit 1073741831 {
                ppp-options {
                    chap;
                    pap;
                }
                pppoe-options {
                    underlying-interface ge-2/0/0.0;
                    server;
                }
                family {
                    inet {
                        unnumbered-address lo0.0;
                    }
                }
            }
        }
    }
    class-of-service {
        traffic-control-profiles {
            tcp1 {
                scheduler-map smap1_UID1024;
                shaping-rate 100m;
            }
        }
        interfaces {
            pp0 {
                unit 1073741831 {
                    output-traffic-control-profile tcp1;
                }
            }
        }
        scheduler-maps {
            smap1_UID1024 {
                forwarding-class best-effort scheduler sch1_UID1023;
            }
        }
        schedulers {
            sch1_UID1023 {
                transmit-rate percent 40;
                buffer-size percent 40;
                priority low;
            }
        }
    }                                   
}
filter-service {
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    interfaces {
        pp0 {
            unit 1073741831 {
                family {
                    inet {
                        filter {
                            input input-filter_UID1026 precedence 50;
                            output output-filter_UID1027 precedence 50;
                        }
                    }
                }
            }
        }
    }
    firewall {
        family {
            inet {
                filter input-filter_UID1026 {
                    interface-specific;
                    term t1 {
                        then {
                            policer policer1_UID1025;
                            service-accounting;
                        }
                    }
                    term rest {
                        then accept;
                    }
                }
                filter output-filter_UID1027 {
                    interface-specific;
                    term rest {
                        then accept;
                    }
                }
            }
        }
        policer policer1_UID1025 {
            if-exceeding {
                bandwidth-limit 1m;
                burst-size-limit 15k;
            }
            then discard;
        }                               
    }
}
cos-service {
    class-of-service {
        scheduler-maps {
            smap2_UID1029 {
                forwarding-class assured-forwarding scheduler sch2_UID1028;
            }
        }
        schedulers {
            sch2_UID1028 {
                transmit-rate percent 60;
                buffer-size percent 60;
                priority high;
            }
        }
    }
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}
bsimmons
}

show dynamic-profile session client-id profile-name (Client ID and Dynamic Profile)

user@host>show dynamic-profile session client-id 20 profile-name cos-service
cos-service {
    class-of-service {
        scheduler-maps {
            smap2_UID1029 {
                forwarding-class assured-forwarding scheduler sch2_UID1028;
            }
        }
        schedulers {
            sch2_UID1028 {
                transmit-rate percent 60;
                buffer-size percent 60;
                priority high;
            }
        }
    }
}

show dynamic-profile session service-id (Service Session)

user@host>show dynamic-profile session service-id 21
filter-service {
    interfaces {
        pp0 {
            unit 1073741831 {
                family {
                    inet {
                        filter {
                            input input-filter_UID1026 precedence 50;
                            output output-filter_UID1027 precedence 50;
                        }
                    }
                }
            }
        }
    }
    firewall {
        family {
            inet {
                filter input-filter_UID1026 {
                    interface-specific;
                    term t1 {
                        then {
                            policer policer1_UID1025;
                            service-accounting;
                        }
                    }
                    term rest {
                        then accept;
                    }
                }
                filter output-filter_UID1027 {
                    interface-specific;
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                    term rest {
                        then accept;
                    }
                }
            }
        }
        policer policer1_UID1025 {
            if-exceeding {
                bandwidth-limit 1m;
                burst-size-limit 15k;
            }
            then discard;
        }
    }
}   
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show extensible-subscriber-services accounting

Syntax show extensible-subscriber-services accounting vsa <vsa>

Release Information Command introduced in Junos OS Release 15.1.

Description Display the accounting statistics collected in the current log file. If the vsa option is not

provided, the entire content of the current statistics file is displayed. If the vsa option and

value are specified, contents of each line that matches the vendor-specific attribute are

displayed.

Options vsa—(Optional) Vendor-specific attribute.

Range: 1 through 255

Required Privilege
Level

view

Output Fields Table 115 on page 1820 lists the output fields for the show extensible-subscriber-services

accounting command. Output fields are listed in the approximate order in which they

appear.

Table 115: show extensible-subscriber-services accounting Output Fields

Field DescriptionField Name

System time when the statistics file is generated in UTC.Timestamp

Type of status, whether it is service start, stop, or update messageAccounting-Status-Type

NAS port IDNAS-Port-ID

Line IDLine-ID

VLAN IDVlan-ID

Physical and logical interface informationLogical-Interface

Number of bytes received on the interfaceTotal-Input-Bytes

Number of packets received on the interfaceTotal-Input-Packets

Number of IPv6 bytes received on the interfaceIPv6-Input-Bytes

Number of IPv6 packets received on the interfaceIPv6-Input-Packets

Number of bytes transmitted from the interfaceTotal-Output-Bytes

Number of packets transmitted from the interfaceTotal-Output-Packets
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Table 115: show extensible-subscriber-services accounting Output Fields (continued)

Field DescriptionField Name

Number of IPv6 bytes transmitted from the interfaceIPv6-Output-Bytes

Number of IPv6 packets transmitted from the interfaceIPv6-Output-Packets

Number of packets sent for this classEgress-Queued-Packets

Number of bytes, sent for this classEgress-Queued-Bytes

Number of packets transmitted by this queueEgress-TX-Packets

Number of bytes actually transmitted by this queueEgress-TX-Bytes

Number of packets dropped because of tail dropEgress-Tail-Drop-Packets

Number of packets dropped because of random early detectionEgress-Red-Drop-Packets

Number of bytes dropped because of random early detectionEgress-Red-Drop-Bytes

Sample Output

#show extensible-subscriber-services accounting  vsa
<Ipdr>
  <General-Interface-Parameters>
        <Timestamp>2013-02-19T01:23:51</Timestamp>
        <Accounting-Status-Type>start</Accounting-Status-Type>

<Description>#ge-1/0/0.demux0.1073770301:635-7#ngcoco#remote634#circuit634#</Description>

<NAS-Port-ID>mynah#ge-1/0/0.demux0.1073770301:635-7#circuit634#remote634</NAS-Port-ID>

        <Line-ID>remote634</Line-ID>
        <Vlan-ID>635</Vlan-ID>
        <Logical-Interface>ge-1/0/0.2395</Logical-Interface>
  </General-Interface-Parameters>
  <Overall-Packets>
        <Total-Input-Bytes>0</Total-Input-Bytes>
        <Total-Input-Packets>0</Total-Input-Packets>
        <IPv6-Input-Bytes>0</IPv6-Input-Bytes>
        <IPv6-Input-Packets>0</IPv6-Input-Packets>
        <Total-Output-Bytes>0</Total-Output-Bytes>
        <Total-Output-Packets>0</Total-Output-Packets>
        <IPv6-Output-Bytes>0</IPv6-Output-Bytes>
        <IPv6-Output-Packets>0</IPv6-Output-Packets>
  </Overall-Packets>
  <Egress-Packets>
        <Egress-Queue-Index>0</Egress-Queue-Index>
        <Egress-Queued-Packets>0</Egress-Queued-Packets>
        <Egress-Queued-Bytes>0</Egress-Queued-Bytes>
        <Egress-TX-Packets>0</Egress-TX-Packets>
        <Egress-TX-Bytes>0</Egress-TX-Bytes>
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        <Egress-Tail-Drop-Packets>0</Egress-Tail-Drop-Packets>
        <Egress-Red-Drop-Packets>0</Egress-Red-Drop-Packets>
        <Egress-Red-Drop-Bytes>0</Egress-Red-Drop-Bytes>
  </Egress-Packets>
  <Egress-Packets>
        <Egress-Queue-Index>1</Egress-Queue-Index>
        <Egress-Queued-Packets>0</Egress-Queued-Packets>
        <Egress-Queued-Bytes>0</Egress-Queued-Bytes>
        <Egress-TX-Packets>0</Egress-TX-Packets>
        <Egress-TX-Bytes>0</Egress-TX-Bytes>
        <Egress-Tail-Drop-Packets>0</Egress-Tail-Drop-Packets>
        <Egress-Red-Drop-Packets>0</Egress-Red-Drop-Packets>
        <Egress-Red-Drop-Bytes>0</Egress-Red-Drop-Bytes>
  </Egress-Packets>
  <Egress-Packets>
        <Egress-Queue-Index>2</Egress-Queue-Index>
        <Egress-Queued-Packets>0</Egress-Queued-Packets>
        <Egress-Queued-Bytes>0</Egress-Queued-Bytes>
        <Egress-TX-Packets>0</Egress-TX-Packets>
        <Egress-TX-Bytes>0</Egress-TX-Bytes>
        <Egress-Tail-Drop-Packets>0</Egress-Tail-Drop-Packets>
        <Egress-Red-Drop-Packets>0</Egress-Red-Drop-Packets>
        <Egress-Red-Drop-Bytes>0</Egress-Red-Drop-Bytes>
  </Egress-Packets> 
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show extensible-subscriber-services counters

Syntax show extensible-subscriber-services counters

Release Information Command introduced in Junos OS Release 15.1.

Description Displaynumberof timesvariouseventswereprocessedbyExtensibleSubscriberServices

Manager.

Required Privilege
Level

view

Related
Documentation

clear extensible-subscriber-services counters on page 1613•

Output Fields Table116onpage1823describestheoutput fieldsfor theshowextensible-subscriber-services

counters command. Output fields are listed in the approximate order in which they

appear.

Table 116: show extensible-subscriber-services counters Output Fields

Field DescriptionField Name

Number of extensible-subscriber-service control sessions that are currently in the systemTotal Sessions

Number of extensible-subscriber-services that are currently in the systemTotal Services

Number of extensible-subscriber-services that are currently in active stateActive Services

Total number of operational scripts executed:

• Successful—Operational scripts that are executed without error

• Unsuccessful—Operational scripts that encountered errors

Op-script execution

Total number of commit scripts executed:

• Successful—Commit scripts that are executed without error

• Unsuccessful—Commit scripts that encountered errors

Commit execution

Number of applications executed:

• Successful—Applications that are executed without error

• Unsuccessful—Applications that encountered errors

Application execution

Number of service requests received by the daemon. It has counters for total number of
requests received, acknowledged (Acked), and negatively acknowledged (Nacked).

Service requests
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Sample Output

# show extensible-subscriber-services counters 

Total Sessions:         7
Total Services:         14
Active Services:        14

Op-script execution:
    Successful          30
    Unsuccessful        0
Commit execution:
    Successful          4
    Unsuccessful        0
Application execution:
    Successful          0
    Unsuccessful        0
Service requests:
    Received            30
    Acked               30
    Nacked              0
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show extensible-subscriber-services debug-information

Syntax show extensible-subscriber-services debug-information

Release Information Command introduced in Junos OS Release 15.1.

Description Write service session information to a file.

Required Privilege
Level

view

Output Fields Table 117 on page 1825 lists the output fields for the show extensible-subscriber-services

debug-information command.

Table 117: show extensible-subscriber-services debug-information Output Fields

Field DescriptionField Name

Name of the file that contains the service session informationFile Name

Sample Output

#show extensible-subscriber-services debug-information
File Name: /var/tmp/dump_session_record
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show extensible-subscriber-services dictionary

Syntax show extensible-subscriber-services dictionary

Release Information Command introduced in Junos OS Release 15.1.

Description Display contents of the dictionary including attributes and services.

Required Privilege
Level

view

Related
Documentation

dictionary on page 1108•

• request services extensible-subscriber-services reload-dictionary on page 1648

• show extensible-subscriber-services dictionary attributes on page 1830

• show extensible-subscriber-services dictionary services on page 1833

• Understanding the Dictionary File on page 250

Output Fields Table 118 on page 1826 lists the output fields for the show extensible-subscriber-services

dictionary command. Output fields are listed in the approximate order in which they

appear.

Table 118: show extensible-subscriber-services dictionary Output Fields

Field DescriptionField Name

Unique accounting identifier that makes it easy to match start and stop records in a log
file. The identifier can be in one of the following formats:

• decimal—For example, 435264

• description—In the generic format, jnpr interface-specifier:subscriber-session-id; For
example, jnpr fastEthernet 3/2.6:1010101010101

Acct-Session-Id

Service to be activated for the subscriber.ERX-Service-Activate

Type of service the user has requested or the type of service to be provided.Service-Type

Identifier for the subscriber on the digital subscriber line access multiplexer (DSLAM)
interface that initiated the service request.

ADSL-Agent-Remote-Id

UDP port in the mediation device to which mirrored traffic is forwardedERX-Med-Port-Number

Text string that identifies the physical interface of the NAS that is authenticating the user.NAS-Port-Id

Identifier that associates mirrored traffic with a specific subscriberERX-Med-Dev-Handle

Service to be deactivated for the subscriber.ERX-Service-Deactivate
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Table 118: show extensible-subscriber-services dictionary Output Fields (continued)

Field DescriptionField Name

IP address of the network access server (NAS) that is requesting authentication of the
user.

NAS-IP-Address

Name of the NAS that originated the authentication or accounting request.NAS-Identifier

Amount of time between accounting updates for the service typeERX-Service-Acct-Interval

Identifier for subscriber’s access node and the digital subscriber line (DSL) on the access
node.

ADSL-Agent-Circuit-Id

Traffic mirroring action.

For dynamic CoA, VSA 26-58 changes the action on themirrored traffic identified by VSA
26–59.

CoA-Requestmessages that includeanyof theRADIUS-basedmirroring attributes (VSAs
26–58, 26–59, 26–60, or 26–61) must always include all four VSAs.

If the CoA action is to stopmirroring (VSA 26–58 value is 0), then the values of the other
threeattributes in theCoAmessagemustmatch theexistingattributevalues, or theaction
fails.

ERX-LI-Action

IP address of content destination device to which mirrored traffic is forwarded.ERX-Med-Ip-Address

Sample Output

root@ce-bras-mx240-g> show extensible-subscriber-services dictionary 

RADIUS DICTIONARY

  Attribute Name              Vendor ID   Attribute Code    Attribute Type    Has Tag   Config Type 
  Class                       0           25                string            FALSE     INVALID         

  Acct-Session-Id             0           44                string            FALSE     INVALID         

  ERX-Service-Activate        4874        65                string            TRUE      SERVICE_ACTIVATE

  Service-Type                4874        173               integer           TRUE      INVALID         

  ADSL-Agent-Remote-Id        3561        2                 string            FALSE     INVALID         

  ERX-Med-Port-Number         4874        61                OctetString       FALSE     INVALID         

  NAS-Port-Id                 0           87                text              FALSE     INVALID         

  ERX-Med-Dev-Handle          4874        59                OctetString       FALSE     INVALID         

  ERX-Service-Deactivate      4874        66                string            TRUE      SERVICE_DEACTIVATE

  NAS-IP-Address              0           4                 address           FALSE     INVALID         

  NAS-Identifier              0           32                string            FALSE     INVALID         
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  ERX-Service-Acct-Interval   4874        140               integer           TRUE      INVALID         

  ADSL-Agent-Circuit-Id       3561        1                 string            FALSE     INVALID         

  ERX-LI-Action               4874        58                OctetString       FALSE     SERVICE_ACTIVATE

  ERX-Med-Ip-Address          4874        60                OctetString       FALSE     INVALID         

  Services List

  Service Name: ngcoco
    Service Attribute Name      : ERX-Service-Activate

    PROVISION ACTION 
      Action Type               : OP-SCRIPT
      Action Version            : 1
      Action Name               : iceaaa_ngcoco_add

      PARAMETERS
        Acct-Session-Id 
        NAS-Port-Id 
        ERX-Service-Activate 

    DE-PROVISION ACTION 
      Action Type               : OP-SCRIPT
      Action Version            : 1
      Action Name               : iceaaa_del

      PARAMETERS
        Acct-Session-Id 
        NAS-Port-Id 
        ERX-Service-Activate 

  Service Name: dhcprelay
    Service Attribute Name      : ERX-Service-Activate

    PROVISION ACTION 
      Action Type               : OP-SCRIPT
      Action Version            : 1
      Action Name               : iceaaa_dhcprelay_add

      PARAMETERS
        Acct-Session-Id 
        NAS-Port-Id 
        ERX-Service-Activate 

    DE-PROVISION ACTION 
      Action Type               : OP-SCRIPT
      Action Version            : 1
      Action Name               : iceaaa_del

      PARAMETERS
        Acct-Session-Id 
        NAS-Port-Id 
        ERX-Service-Activate 

  Service Name: default
    Service Attribute Name      : ERX-LI-Action

    PROVISION ACTION 
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      Action Type               : APPLICATION
      Action Version            : 1
      Action Name               : LI

      PARAMETERS
        ERX-Med-Dev-Handle 
        ERX-Med-Ip-Address 
        ERX-Med-Port-Number 

  Service Name: dhcprelay
    Service Attribute Name      : ERX-Service-Deactivate

    DE-PROVISION ACTION 
      Action Type               : OP-SCRIPT
      Action Version            : 1
      Action Name               : iceaaa_del

      PARAMETERS
        Acct-Session-Id 
        NAS-Port-Id 
        ERX-Service-Deactivate 

  Service Name: ngcoco
    Service Attribute Name      : ERX-Service-Deactivate

    DE-PROVISION ACTION 
      Action Type               : OP-SCRIPT
      Action Version            : 1
      Action Name               : iceaaa_del

      PARAMETERS
        Acct-Session-Id 
        NAS-Port-Id 
        ERX-Service-Deactivate
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show extensible-subscriber-services dictionary attributes

Syntax show extensible-subscriber-services dictionary attributes

Release Information Command introduced in Junos OS Release 15.1.

Description Display contents of the dictionary file. It shows only the parameter attributes in the

dictionary.

Required Privilege
Level

view

Related
Documentation

dictionary on page 1108•

• request services extensible-subscriber-services reload-dictionary on page 1648

• show extensible-subscriber-services dictionary on page 1826

• show extensible-subscriber-services dictionary services on page 1833

• Understanding the Dictionary File on page 250

Output Fields Table 119 on page 1830lists the output fields for the show extensible-subscriber-services

dictionary attributes command.Output fields are listed in the approximate order inwhich

they appear.

Table 119: show extensible-subscriber-services dictionary attributes Output Fields

Field DescriptionField Name

Unique accounting identifier that makes it easy to match start and stop records in a log
file. The identifier can be in one of the following formats:

• decimal—For example, 435264

• description—In the generic format, jnpr interface-specifier:subscriber-session-id; For
example, jnpr fastEthernet 3/2.6:1010101010101

Acct-Session-Id

Service to be activated for the subscriber.ERX-Service-Activate

Type of service the user has requested or the type of service to be provided.Service-Type

Identifier for the subscriber on the digital subscriber line access multiplexer (DSLAM)
interface that initiated the service request.

ADSL-Agent-Remote-Id

UDP port in the mediation device to which mirrored traffic is forwardedERX-Med-Port-Number

Text string that identifies the physical interface of the NAS that is authenticating the user.NAS-Port-Id

Identifier that associates mirrored traffic with a specific subscriberERX-Med-Dev-Handle

Service to be deactivated for the subscriber.ERX-Service-Deactivate
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Table 119: showextensible-subscriber-services dictionary attributesOutput Fields (continued)

Field DescriptionField Name

IP address of the network access server (NAS) that is requesting authentication of the
user.

NAS-IP-Address

Name of the NAS that originated the authentication or accounting request.NAS-Identifier

Amount of time between accounting updates for the service typeERX-Service-Acct-Interval

Identifier for subscriber’s access node and the digital subscriber line (DSL) on the access
node.

ADSL-Agent-Circuit-Id

Traffic mirroring action.

For dynamic CoA, VSA 26-58 changes the action on themirrored traffic identified by VSA
26–59.

CoA-Requestmessages that includeanyof theRADIUS-basedmirroring attributes (VSAs
26–58, 26–59, 26–60, or 26–61) must always include all four VSAs.

If the CoA action is to stopmirroring (VSA 26–58 value is 0), then the values of the other
threeattributes in theCoAmessagemustmatch theexistingattributevalues, or theaction
fails.

ERX-LI-Action

IP address of content destination device to which mirrored traffic is forwarded.ERX-Med-Ip-Address

Sample Output

root@ce-bras-mx240-g> show extensible-subscriber-services dictionary attributes 

RADIUS DICTIONARY

  Attribute Name              Vendor ID   Attribute Code   Attribute Type  Has Tag  Config Type 
  Class                       0           25               string          FALSE    INVALID             

  Acct-Session-Id             0           44               string          FALSE    INVALID             

  ERX-Service-Activate        4874        65               string          TRUE     SERVICE_ACTIVATE    

  Service-Type                4874        173              integer         TRUE     INVALID             

  ADSL-Agent-Remote-Id        3561        2                string          FALSE    INVALID             

  ERX-Med-Port-Number         4874        61               OctetString     FALSE    INVALID             

  NAS-Port-Id                 0           87               text            FALSE    INVALID             

  ERX-Med-Dev-Handle          4874        59               OctetString     FALSE    INVALID             

  ERX-Service-Deactivate      4874        66               string          TRUE     SERVICE_DEACTIVATE  

  NAS-IP-Address              0           4                address         FALSE    INVALID             

  NAS-Identifier              0           32               string          FALSE    INVALID             
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  ERX-Service-Acct-Interval   4874        140              integer         TRUE     INVALID             

  ADSL-Agent-Circuit-Id       3561        1                string          FALSE    INVALID             

  ERX-LI-Action               4874        58               OctetString     FALSE    SERVICE_ACTIVATE    

  ERX-Med-Ip-Address          4874        60               OctetString     FALSE    INVALID             
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show extensible-subscriber-services dictionary services

Syntax show extensible-subscriber-services dictionary services

Release Information Command introduced in Junos OS Release 15.1.

Description Display services configured in the dictionary file and their attributes.

Required Privilege
Level

view

Related
Documentation

dictionary on page 1108•

• request services extensible-subscriber-services reload-dictionary on page 1648

• show extensible-subscriber-services dictionary on page 1826

• show extensible-subscriber-services dictionary attributes on page 1830

• Understanding the Dictionary File on page 250

Output Fields Table 120 on page 1833lists the output fields for the show extensible-subscriber-services

dictionary services command. Output fields are listed in the approximate order in which

they appear.

Table 120: show extensible-subscriber-services dictionary services Output Fields

Field DescriptionField Name

Name of the service specified in the dictionary.Service Name

Name of the service attribute.Service Attribute Name

Name, type, and version of the provisioning actionPROVISION ACTION

Name, type, and version of the deprovisioning actionDE-PROVISION ACTION

Parameters to be processed for the provisioning or deprovisioning action.PARAMETERS

Sample Output

root@ce-bras-mx240-g> show extensible-subscriber-services dictionary services     

RADIUS DICTIONARY

  Services List

  Service Name: ngcoco
    Service Attribute Name      : ERX-Service-Activate
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    PROVISION ACTION 
      Action Type               : OP-SCRIPT
      Action Version            : 1
      Action Name               : iceaaa_ngcoco_add

      PARAMETERS
        Acct-Session-Id 
        NAS-Port-Id 
        ERX-Service-Activate 

    DE-PROVISION ACTION 
      Action Type               : OP-SCRIPT
      Action Version            : 1
      Action Name               : iceaaa_del

      PARAMETERS
        Acct-Session-Id 
        NAS-Port-Id 
        ERX-Service-Activate 

  Service Name: dhcprelay
    Service Attribute Name      : ERX-Service-Activate

    PROVISION ACTION 
      Action Type               : OP-SCRIPT
      Action Version            : 1
      Action Name               : iceaaa_dhcprelay_add

      PARAMETERS
        Acct-Session-Id 
        NAS-Port-Id 
        ERX-Service-Activate 

    DE-PROVISION ACTION 
      Action Type               : OP-SCRIPT
      Action Version            : 1
      Action Name               : iceaaa_del

      PARAMETERS
        Acct-Session-Id 
        NAS-Port-Id 
        ERX-Service-Activate 
  Service Name: default
    Service Attribute Name      : ERX-LI-Action

    PROVISION ACTION 
      Action Type               : APPLICATION
      Action Version            : 1
      Action Name               : LI

      PARAMETERS
        ERX-Med-Dev-Handle 
        ERX-Med-Ip-Address 
        ERX-Med-Port-Number 

  Service Name: dhcprelay
    Service Attribute Name      : ERX-Service-Deactivate

    DE-PROVISION ACTION 
      Action Type               : OP-SCRIPT
      Action Version            : 1
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      Action Name               : iceaaa_del

      PARAMETERS
        Acct-Session-Id 
        NAS-Port-Id 
        ERX-Service-Deactivate 

  Service Name: ngcoco
    Service Attribute Name      : ERX-Service-Deactivate

    DE-PROVISION ACTION 
      Action Type               : OP-SCRIPT
      Action Version            : 1
      Action Name               : iceaaa_del

      PARAMETERS
        Acct-Session-Id 
        NAS-Port-Id 
        ERX-Service-Deactivate
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show extensible-subscriber-services sessions

Syntax show extensible-subscriber-services sessions accounting-session-id

Release Information Command introduced in Junos OS Release 15.1.

Description Display session information. It displays a list of the services applied and their current

state. Specify the accounting session ID to view information about a specific session. If

an accounting session ID is not specified in the command, the commanddisplays details

of all the sessions.

Options accounting-session-id—Identifier of the session you want information about.

Required Privilege
Level

view

Related
Documentation

clear extensible-subscriber-services sessions on page 1614•

Output Fields Table121onpage1836describestheoutput fieldsfor theshowextensible-subscriber-services

sessions command.Output fieldsare listed in theapproximateorder inwhich theyappear.

Table 121: show extensible-subscriber-services sessions Output Fields

Field DescriptionField Name

Session ID. Accounting session IDmust be enclosed in quotation marks.Session ID

Time when the session was startedTimestamp

Name of the serviceService Name

Commit state: Init,Queued, or Success.Commit State

Service IDService ID

Sample Output

#show extensible-subscriber-services sessions
Session ID: jnpr demux0.1073762028:46422
    Timestamp: Fri Mar  8 04:58:27 2013
    Service Name: ngcoco
    Service Name: dhcprelay

Total Sessions: 1

# show extensible-subscriber-services sessions "jnpr demux0.1073762028:46422" 

Service ID: jnpr demux0.1073762028:46422:46425
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    Timestamp: Fri Mar  8 04:58:27 2013
    Service Name: ngcoco
    Commit State: Success

Service ID: jnpr demux0.1073762028:46422:46426
    Timestamp: Fri Mar  8 04:58:27 2013
    Service Name: dhcprelay
    Commit State: Success

Total Services: 2
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show extensible-subscriber-services service

Syntax show extensible-subscriber-services service

Release Information Command introduced in Junos OS Release 15.1.

Description Display service information. It displays the servicenamespecified in thedictionary, scripts

used for provisioning and deprovisioning, and the number of services. A service can have

more than one version. Each version is grouped using an action set. The number of action

sets is equal to the number of versions for the service. Number of services in all the

versions is displayed in Total Services.

Required Privilege
Level

view

Related
Documentation

Understanding the Dictionary File on page 250•

Output Fields Table 122 on page 1838 lists the output fields for the showextensible-subscriber-services

service command.Output fields are listed in the approximate order inwhich they appear.

Table 122: show extensible-subscriber-services service Output Fields

Field DescriptionField Name

Name of the serviceService Name

Name and number of services provisioned or deprovisioned.Action

Total number of services provisioned or deprovisioned.Total Services

Sample Output

#show extensible-subscriber-services services              
Service Name: ngcoco
    Action:
        Provision:         iceaaa_ngcoco_add_1
        Deprovision:       iceaaa_del_1
        Services:           1301

    Total Services:           1301

Service Name: dhcprelay
    Action:
        Provision:         iceaaa_dhcprelay_add_1
        Deprovision:       iceaaa_del_1
        Services:           1301

    Total Services:          1301
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show ipv6 router-advertisement

Syntax show ipv6 router-advertisement
<conflicts>
<interface interface>
<logical-system (all | logical-system-name)>
<prefix prefix/prefix length>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 12.2 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Display informationabout IPv6 routeradvertisements, includingstatisticsaboutmessages

sent and received on interfaces, and information received from advertisements from

other routers.

Options none—Display all IPv6 router advertisement information for all interfaces.

conflicts—(Optional) Display only the IPv6 router advertisement information that is
conflicting.

interface interface—(Optional) Display IPv6 router advertisement information for the
specified interface.

logical-system (all | logical-system-name)—(Optional) Perform this operation on all

logical systems or on a particular logical system.

prefix prefix/prefix length—(Optional) Display IPv6 router advertisement information
for the specified prefix.

Additional Information Thedisplay identifiesconflicting informationbyenclosing thevalue the router isadvertising

in brackets.

Required Privilege
Level

view

Related
Documentation

clear ipv6 router-advertisement on page 1615•

List of Sample Output show ipv6 router-advertisement on page 1840
show ipv6 router-advertisement conflicts on page 1841
show ipv6 router-advertisement prefix on page 1841

Output Fields Table 123onpage 1840describes theoutput fields for the show ipv6router-advertisement

command. Output fields are listed in the approximate order in which they appear.
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Table 123: show ipv6 router-advertisement Output Fields

Field DescriptionField Name

Name of the interface.Interface

Number of router advertisements sent and the elapsed time since they were sent.Advertisements sent

Number of solicitation messages received.Solicits received

Number of router advertisements received.Advertisements
received

Names of interfaces fromwhich router advertisements have been received and the elapsed time
since the last one was received.

Advertisements from

Managed address configuration flag: 0 (stateless) or 1 (stateful).Managed

Other stateful configuration flag: 0 (stateless) or 1 (stateful).Other configuration

Time that a node identifies a neighbor as reachable after receiving a reachability confirmation, in
milliseconds.

Reachable time

Default lifetime, in seconds: from 0 seconds to 18.2 hours. A setting of 0 indicates that the router is
not a default router.

Default lifetime

Time between retransmitted Neighbor Solicitation messages, in milliseconds.Retransmit timer

Configured current hop limit.Current hop limit

Name and length of the prefix.Prefix

How long the prefix remains valid for onlink determination.Valid lifetime

How long the prefix generated by stateless autoconfiguration remains preferred.Preferred lifetime

Onlink flag: 0 (not onlink) or 1 (onlink).On link

Autonomous address configuration flag: 0 (not autonomous) or 1 (autonomous).Autonomous

Sample Output

show ipv6 router-advertisement

user@host> show ipv6 router-advertisement
Interface: fe-0/1/1.0
  Advertisements sent: 0
  Solicits received: 0
  Advertisements received: 0
Interface: fxp0.0
  Advertisements sent: 0
  Solicits received: 0
  Advertisements received: 1
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  Advertisement from fe80::2d0:b7ff:fe1e:7b0e, heard 00:00:13 ago
    Managed: 0
    Other configuration: 0 [1]
      Reachable time: 0 ms
      Default lifetime: 1800 sec
      Retransmit timer: 0 ms
      Current hop limit: 64

show ipv6 router-advertisement conflicts

user@host> show ipv6 router-advertisement conflicts
Interface: fxp0.0
  Advertisement from fe80::2d0:b7ff:fe1e:7b0e, heard 00:01:08 ago
    Other configuration: 0 [1]

show ipv6 router-advertisement prefix

user@host> show ipv6 router-advertisement prefix 2001:db8:8040::/16
Interface: fe-0/1/3.0
  Advertisements sent: 3, last sent 00:04:11 ago
  Solicits received: 0
  Advertisements received: 3
  Advertisement from fe80::290:69ff:fe9a:5403, heard 00:00:05 ago
    Managed: 0
    Other configuration: 0
    Reachable time: 0 ms
    Default lifetime: 180 sec [1800 sec]
    Retransmit timer: 0 ms
    Current hop limit: 64
    Prefix: 2001:db8:8040:1::/64                  
      Valid lifetime: 2592000 sec      
      Preferred lifetime: 604800 sec   
      On link: 1                       
      Autonomous: 1 
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show network-access aaa accounting

Syntax show network-access aaa accounting

Release Information Command introduced in Junos OS Release 12.3.

Description Display the state of the RADIUS Acct-On response sent from the RADIUS server.

Required Privilege
Level

view

Related
Documentation

RADIUS Acct-On and Acct-Off Messages on page 115•

List of Sample Output show network-access aaa accounting on page 1842

Output Fields Table 124onpage 1842 lists theoutput fields for the shownetwork-accessaaaaccounting

command. Output fields are listed in the approximate order in which they appear.

Table 124: show network-access aaa accounting Output Fields

Field DescriptionField Name

Nameof the profile associatedwith the RADIUS server. A RADIUS server can
be associated with more than one profile.

Profile

Logical system associated with the access profile.Logical System

Routing instance associated with the access profile.Routing Instance

Status of the RADIUS Acct-On response.

• ACK—ACKresponse for theAcct-Onmessage is received fromtheRADIUS
server.

• ERROR—An error condition has occurred.

• NONE—No Acct-Onmessage is sent.

• PENDING—Acct-Onmessage is sent to RADIUS server, but no response
has been received yet.

Acct-On-Response

Sample Output

show network-access aaa accounting

user@host> show network-access aaa accounting
Profile        Logical System   Routing Instance   Acct-On-Response
ppp-profile    default          default            ACK
l2tp-profile   default          l2tp_RI            PENDING
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show network-access aaa radius-servers

Syntax show network-access aaa radius-servers
<detail>

Release Information Command introduced in Junos OS Release 12.1.

Description Display RADIUS server status and information.

Options detail—(Optional) Display detailed level of information.

Required Privilege
Level

view

Related
Documentation

Verifying and Managing Subscriber AAA Information on page 251•

List of Sample Output show network-access aaa radius-servers on page 1848
show network-access aaa radius-servers on page 1849
show network-access aaa radius-servers detail on page 1849

Output Fields Table 125onpage1843 lists theoutput fields for theshownetwork-accessaaaradius-servers

command. Output fields are listed in the approximate order in which they appear.

Table 125: show network-access aaa radius-servers Output Fields

Level of OutputField DescriptionField Name

All levelsName of the profile associatedwith the RADIUS server.
A RADIUS server can be associatedwithmore than one
profile.

Profile

All levelsIPv4 or IPv6 address of the RADIUS server.Server address

All levelsRADIUS server authentication port number.Authentication
port

All levelsRADIUS server preauthentication port number.Preauthentication
port

All levelsRADIUS server accounting port number.Accounting port

DetailNumber of times the router retransmits RADIUS
accounting messages when no response is received
from the server.

Accounting retry

DetailPeriod the local router waits to receive a response from
a RADIUS accounting server before retransmitting the
message.

Accounting
timeout
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Table 125: show network-access aaa radius-servers Output
Fields (continued)

Level of OutputField DescriptionField Name

All levelsStatus
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Table 125: show network-access aaa radius-servers Output
Fields (continued)

Level of OutputField DescriptionField Name

RADIUS server status, UP (Alive), UNREACHABLE, or
DOWN (DEAD).

If status is DOWN, the Status field includes the number
of seconds configured by the revert-interval statement.
The router does not send requests to servers in the
DOWN state, but does send requests to servers with a
status of either UP or UNREACHABLE.

This field also displays the status of AAA accounting
suspension or resumption, and the status of baselining
of accounting statistics if you suspended or resumed
accounting operations or initiated the generation of a
baseline. This information is applicable only for RADIUS
servers that are in the UP state.

NOTE:

After requests to a server or set of servers time out after
10 seconds, the status of the servers changes. The
following guidelines apply to server status:

• For the purpose ofmarking a server asDown (DEAD),
the request includes the original request and any
retries that are configured. The 10-second timeout
period starts after the initial request and all retries
have expired without receiving a response from the
server.

Theamountof the timeoutperiod thatelapsesbefore
the server is marked Down is not always exactly 10
seconds, and can vary depending on how frequently
subscribers are logging in. When subscribers are
continually and rapidly logging in, the server ismarked
as Down at 10 seconds. However, if subscribers are
logging in less frequently and at a slower pace, then
the server is not marked Down until a subsequent
subscriber attempts to log in. For example, if the
subsequent subscriber logs in a minute after the
request and all retries lapse, and the 10-second
timeout starts, the actual time until the server is
marked Down is 50 seconds after the timeout starts
(the oneminute between subscriber login minus the
10-second timeout).

• All servers cannot bemarked as DOWN; instead, the
unresponsive servers are marked as UNREACHABLE.

For example, if only one RADIUS server is configured
and that server is unresponsive, the server status is
marked as UNREACHABLE rather than DOWN.

• If at least one server has a status of UP, the status of
all unresponsive servers is set to DOWN for the
remainder of the configured revert-interval setting.

• If no server has a status of UP, then the status of the
unresponsive servers is set to UNREACHABLE for the
remainder of the revert-interval setting or for 30
seconds, whichever is less.
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Table 125: show network-access aaa radius-servers Output
Fields (continued)

Level of OutputField DescriptionField Name

The status of unresponsive servers is returned to UP
from DOWN or UNREACHABLE at the end of the
revert-interval setting (or the 30-second interval).

•

• If no requests are sent to a server, the server’s status
is always UP.

DetailDetails for specific RADIUS server, identified by IP
address.

RADIUS servers

DetailNumber of authentication requests received by the
authentication server.

Authentication
requests

DetailNumber of requests coming into the server as a result
of the previous server timing out.

Authentication
rollover requests

DetailNumber of retransmissions.Authentication
retransmissions

DetailNumber of authentication requests accepted by the
authentication server.

Accepts

DetailNumber of authentication requests rejected by the
authentication server.

Rejects

DetailNumber of authentication requests challenged by the
authentication server.

Challenges

DetailNumber of responses with attributes having an invalid
length or unexpected attributes (such as two attributes
when the response is required to have at most one).

Authentication
malformed
responses

DetailNumber of responses in which the authenticator is
incorrect for the authentication request. This can occur
if the RADIUS secrets for the client and server do not
match.

Authentication
bad
authenticators

DetailNumber of authentication requests waiting for a
response.

Authentication
requests pending

DetailNumberof timesanauthentication request to the server
timed out.

Authentication
request timeouts

DetailNumber of unknown responses. The RADIUS response
type in the header is invalid or unsupported.

Authentication
unknown
responses

DetailNumber of packets dropped because they are too short
orbecause the router receivesa response forwhich there
is no corresponding request.

Authentication
packets dropped
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Table 125: show network-access aaa radius-servers Output
Fields (continued)

Level of OutputField DescriptionField Name

DetailNumber of preauthentication requests received by the
preauthentication server.

Preauthentication
requests

DetailNumber of preauthentication requests coming into the
server as a result of the previous server timing out.

Preauthentication
rollover requests

DetailNumber of retransmissions of preauthentication
requests.

Preauthentication
retransmissions

DetailNumber of preauthentication requests accepted by the
preauthentication server.

Preauthentication
Accepts

DetailNumber of preauthentication requests rejected by the
preauthentication server.

Preauthentication
Rejects

DetailNumber of preauthentication requests challenged by
the preauthentication server.

Preauthentication
Challenges

DetailNumber of responses to preauthentication requests
with attributes having an invalid length or unexpected
attributes (such as two attributes when the response
is required to have at most one).

Preauthentication
malformed
responses

DetailNumber of responses in which the authenticator is
incorrect for the preauthentication request. This can
occur if the RADIUS secrets for the client and server do
not match.

Preauthentication
bad
authenticators

DetailNumber of preauthentication requests waiting for a
response.

Preauthentication
requests pending

DetailNumber of times a preauthentication request to the
server timed out.

Preauthentication
request timeouts

DetailNumber of unknown responses during the
preauthentication phase. The RADIUS response type in
the header is invalid or unsupported.

Preuthentication
unknown
responses

DetailNumberofpreauthenticationpacketsdroppedbecause
they are too short or because the router receives a
response for which there is no corresponding request.

Preauthentication
packets dropped

DetailNumber of accounting start requests received.Accounting start
requests

DetailNumber of accounting interim requests received.Accounting
interim requests
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Table 125: show network-access aaa radius-servers Output
Fields (continued)

Level of OutputField DescriptionField Name

DetailNumber of accounting stop requests received.Accounting stop
requests

DetailNumber of requests coming into the server as a result
of the previous server timing out.

Accounting
rollover requests

DetailNumber of retransmissions.Accounting
retransmissions

DetailNumberofaccountingstart responsessentby theserver.Accounting start
responses

DetailNumber of accounting interim responses sent by the
server.

Accounting
interim responses

DetailNumberofaccountingstop responsessentby theserver.Accounting stop
responses

DetailNumber of responses with attributes having an invalid
length or unexpected attributes (such as two attributes
when the response is required to have at most one).

Accounting
malformed
responses

DetailNumber of responses in which the authenticator is
incorrect for the accounting request. This can occur if
the RADIUS secrets for the client and server do not
match.

Accounting bad
authenticators

DetailNumber of accounting requests waiting for a response.Accounting
requests pending

DetailNumberofaccounting requests to theaccounting server
that timed out.

Accounting
request timeouts

DetailNumber of unknown responses. The RADIUS response
type in the header is invalid or unsupported.

Accounting
unknown
responses

DetailNumber of packets dropped because they are too short
orbecause the router receivesa response forwhich there
is no corresponding request.

Accounting
packets dropped

Sample Output

show network-access aaa radius-servers

user@host> show network-access aaa radius-servers
Profile: xyz-profile1
    Server address: 192.168.30.188
      Authentication port: 1645
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      Preauthentication port: 1810
      Accounting port: 1646
      Status: UP
Profile: xyz-profile2
    Server address: 192.168.30.190
      Authentication port: 1812
      Preauthentication port: 1810
      Accounting port: 1813
      Status: DOWN ( 60 seconds )
Profile: xyz-profile11
    Server address: 2001:DB8:0:f101::2
      Authentication port: 1645
      Preauthentication port: 1810
      Accounting port: 1646
      Status: UP

show network-access aaa radius-servers

user@host> show network-access aaa radius-servers
Profile: xyz-profile3
    Server address: 192.168.30.188
      Authentication port: 1645
      Preauthentication port: 1810
      Accounting port: 1646
      Status: UNREACHABLE  
Profile: xyz-profile3
    Server address: 192.168.30.190
      Authentication port: 1812
      Accounting port: 1813
      Preauthentication port: 1810
      Status: UNREACHABLE

show network-access aaa radius-servers detail

user@host> show network-access aaa radius-servers detail
Profile: xyz_profile5
    Server address: 192.168.30.188
      Authentication port: 1812
      Preauthentication port: 1810
      Accounting port: 1813
      Status: UP (accounting suspended, baseline in progress)
    Server address: 192.168.30.190
      Authentication port: 1812
      Preauthentication port: 1810
      Accounting port: 1813
      Accounting retry: 5
      Accounting port: 60
      Status: UP (accounting suspended, baseline in progress)
    Server address: 192.168.30.192
      Authentication port: 1812 
      Preauthentication port: 1810
      Accounting port: 1813
      Status: UP
    Server address: 192.168.30.190
      Authentication port: 1812
      Accounting port: 1813
      Accounting retry: 5
      Accounting port: 60
      Status: UP
    Server address: 192.168.30.192
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      Authentication port: 1812
      Accounting port: 1813
      Status: UP

RADIUS Servers
  192.168.30.188
    Authentication requests: 7658
    Authentication rollover requests: 0
    Authentication retransmissions: 3600
    Accepts: 6458
    Rejects: 0
    Challenges: 0
    Authentication malformed responses: 0
    Authentication bad authenticators: 0
    Authentication requests pending: 0
    Authentication request timeouts: 4800
    Authentication unknown responses: 0
    Authentication packets dropped: 0
    Preauthentication requests: 7658
    Preauthentication rollover requests: 0
    Preauthentication retransmissions: 3600
    Preauthentication Accepts: 6458
    Preauthentication Rejects: 0
    Preauthentication Challenges: 0
    Preauthentication malformed responses: 0
    Preauthentication bad authenticators: 0
    Preauthentication requests pending: 0
    Preauthentication request timeouts: 4800
    Preauthentication unknown responses: 0
    Preauthentication packets dropped: 0
    Accounting start requests: 1
    Accounting interim requests: 1
    Accounting stop requests: 0
    Accounting rollover requests: 0
    Accounting retransmissions: 0
    Accounting start responses: 1
    Accounting interim responses: 1
    Accounting stop responses: 0
    Accounting malformed responses: 0
    Accounting bad authenticators: 0
    Accounting requests pending: 0
    Accounting request timeouts: 0
    Accounting unknown responses: 0
    Accounting packets dropped: 0
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show network-access aaa statistics

Syntax show network-access aaa statistics
<accounting (detail)>
<address-assignment (client | pool pool-name)>
<dynamic-requests>
<radius>

Release Information Command introduced in Junos OS Release 9.1.

Option address-assignment introduced in Junos OS Release 10.0.

Option radius introduced in Junos OS Release 11.4.

Option detail introduced in Junos OS Release 13.3.

Description Display AAA accounting, address-assignment, dynamic request statistics, and RADIUS

settings and statistics.

Options accounting (detail)—(Optional) Display AAA accounting statistics. The detail keyword
displays additional accounting information

address-assignment (client | pool pool-name)—(Optional) Display AAA
address-assignment client and pool statistics.

dynamic-requests—(Optional) Display AAA dynamic requests.

radius—(Optional) Display RADIUS settings and statistics.

Required Privilege
Level

view

Related
Documentation

Verifying and Managing Subscriber AAA Information on page 251•

List of Sample Output show network-access aaa statistics accounting on page 1857
show network-access aaa statistics accounting detail on page 1858
show network-access aaa statistics address-assignment client on page 1858
show network-access aaa statistics address-assignment pool on page 1858
show network-access aaa statistics dynamic-requests on page 1859
show network-access aaa statistics radius on page 1859

Output Fields Table 126 on page 1852 lists the output fields for the show network-access aaa statistics

command. Output fields are listed in the approximate order in which they appear.
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Table 126: show network-access aaa statistics Output Fields

Level of OutputField DescriptionField Name

All levels• Number of accounting requests generated by the
AAA framework.

• Number of dynamic requests received from the
external server.

Does not include requests sent from backup
accounting.

Requests
received

detailNumberofaccounting requests that failed tobesent
or queued from a client to a RADIUS accounting
server.

Does not include requests sent from backup
accounting.

Accounting
request
failures

detailNumber of accounting requests successfully sent or
queued fromaclient toaRADIUSaccounting server.

Does not include requests sent from backup
accounting.

Accounting
request
success

detailNumberofaccountingon requests sent fromaclient
to a RADIUS accounting server.

Account on
requests

detailNumber of accounting start requests sent from a
client to a RADIUS accounting server.

Accounting
start requests

detailNumber of accounting interim requests sent from a
client to a RADIUS accounting server.

Accounting
interim
requests

detailNumber of accounting stop requests sent from a
client to a RADIUS accounting server.

Does not include requests sent from backup
accounting.

Accounting
stop requests

All levelsNumber of accounting requests to the accounting
server that timed out. This field was named Timed
out requests in releases before Junos OS Release
16.1.

Does not include requests sent from backup
accounting.

Accounting
request
timeouts

All levelsNumber of accounting requests not acknowledged
(NAK) by the accounting server.

Does not include requests sent from backup
accounting.

Accounting
Response
failures
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Table 126: show network-access aaa statistics Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsNumber of accounting requests acknowledged by
the accounting server.

Does not include requests sent from backup
accounting.

Accounting
response
success

detailNumber of accounting on requests acknowledged
by the RADIUS accounting server.

Account on
responses

detailNumberofaccountingstart requestsacknowledged
by the RADIUS accounting server.

Accounting
start
responses

detailNumber of accounting interim requests
acknowledged by the RADIUS accounting server.

Accounting
interim
responses

detailNumber of accounting stop requests acknowledged
by the RADIUS accounting server.

Does not include requests sent from backup
accounting.

Accounting
stopresponses

detailNumberofaccounting requestscoming toaRADIUS
accounting server after a previous server timing out.

Accounting
rollover
requests

detailNumber of unknown accounting requests sent from
aclient toaRADIUSaccounting server (for example,
when the header has invalid or unsupported
information).

Accounting
unknown
requests

detailNumber of accounting requests sent from a client
to a RADIUS accounting server that are waiting for
a response from the server.

Accounting
radiuspending
requests

detailNumber of accounting responses from a RADIUS
accounting server that have invalid or unexpected
attributes.

Accounting
malformed
responses

detailNumber of accounting requests made by a client to
the RADIUS sever that were retransmitted.

Does not include requests sent from backup
accounting.

Accounting
retransmissions

detailNumber of accounting responses from a RADIUS
accounting server that have an incorrect
authenticator (for example, the client and server
RADIUS secret do not match).

Accounting
bad
authenticators
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Table 126: show network-access aaa statistics Output Fields (continued)

Level of OutputField DescriptionField Name

detailNumber of accounting responses from a RADIUS
accounting server that are dropped by a client.

Accounting
packets
dropped

detailNumber of accounting stop requests from a client
to a RADIUS accounting server that were forwarded
to be backed up.

Accounting
backup record
creation
requests

detailNumber of backup accounting stop requests
successfully created by clients after each timeout
for replay to a RADIUS accounting server.

Accounting
backup replay
request
success

detailNumber of backup accounting requests that failed
to be sent or queued from a client to a RADIUS
accounting server.

Accounting
backup
request
failures

detailNumberofbackupaccounting requests successfully
sentorqueued fromaclient toaRADIUSaccounting
server.

Accounting
backup
request
success

detailNumber of backup accounting requests that timed
out after being sent to a RADIUS accounting server.

Accounting
backup
timeouts

detailNumber of backup accounting requests that were
successfully sentorqueued toaRADIUSaccounting
server for which no response or error has been
received yet.

Backup requests are replayed only in the following
circumstances:

• When the request being replayed receives a
positive response, the next request can be
replayed.

• When the request being replayed receives a
timeout response, it can be replayed again.

Consequently this intermediate timer displays 1 or
0. The value eventually drops to 0 as requests are
responded to positively or fail due to error.

Accounting
backup
in-flight
requests

detailNumber of backup records that were successfully
acknowledged with a positive response from a
RADIUS accounting server.

Accounting
backup
responses
success
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Table 126: show network-access aaa statistics Output Fields (continued)

Level of OutputField DescriptionField Name

detailNumber of backup requests sent to UDP level.

This is a RADIUS-level counter and increments
rapidly basedon the configured retries and timeouts
and the RADIUS-level retransmissions. An
observation that the value is increasing is more
significant than the exact value of the counter.

Accounting
backup radius
requests

detailNumber of responses received at the UDP level for
backup requests.

This is a RADIUS-level counter and increments
rapidly basedon the configured retries and timeouts
and the RADIUS-level retransmissions. Observation
that the value is increasing is more significant than
the exact value of the counter.

Accounting
backup radius
responses

detailNumber of backup requests that timed out after
being sent to UDP.

This is a RADIUS-level counter and increments
rapidly basedon the configured retries and timeouts
and the RADIUS-level retransmissions. Observation
that the value is increasing is more significant than
the exact value of the counter.

Accounting
backup radius
timeouts

detailNumber of backup requests sent to a RADIUS
accounting server that are waiting for a response
from the server.

This is an intermediate state counter that eventually
drops to zero as requests are responded to or failed
due to error.

Accounting
backup radius
pending
requests

detailSum of backup request retransmissions for each
RADIUS accounting server.

This is a RADIUS-level counter and increments
rapidly basedon the configured retries and timeouts
and the RADIUS-level retransmissions. Observation
that the value is increasing is more significant than
the exact value of the counter.

Accounting
backup radius
retransmissions

detailSum of malformed responses received for backup
requests sent to each RADIUS accounting server at
the UDP level.

Accounting
backup
malformed
responses

detailSum of responses received for backup accounting
requests for each RADIUS accounting server where
authenticators were mismatched.

Accounting
backup bad
authenticators
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Table 126: show network-access aaa statistics Output Fields (continued)

Level of OutputField DescriptionField Name

detailSum of responses for backup accounting requests
for each RADIUS accounting server that were
dropped due to various sanity checks.

Accounting
backup
responses
dropped

detailSum of backup accounting requests rolled over for
each RADIUS accounting server.

Accounting
backup
rollover
requests

detailSum of unknown responses for backup accounting
requests for each RADIUS accounting server.

Accounting
backup
unknown
responses

none specifiedClient type; for example, DHCP, Mobile IP, PPP.Client

none specifiedNumber of times an address was not given to the
client due to memory issues.

OutofMemory

none specifiedNumber of times there were no network matches
for the pool.

NoMatches

none specifiedNameof theaddress-assignmentpool for this client.Pool Name

none specifiedNumber of times there were no available addresses
in the pool.

Out of
Addresses

none specifiedNumber of addresses in the pool.Address total

none specifiedNumber of addresses in use.Addresses in
use

none specifiedPercentage of total addresses in use.AddressUsage
(percent)

none specifiedConfiguration state of active drain for the specified
local address pool, yes or no.

Pool drain
configured

none specifiedPercentage of allocated addresses in the specified
address pool.

Pool Usage

All levelsNumberofdynamic requestsprocessedsuccessfully
by the AAA framework.

processed
successfully

All levelsNumber of dynamic requests that resulted in
processing errors by the AAA framework.

errors during
processing

Name of the secondary address-assignment pool
to which the primary pool is linked.

Link Name
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Table 126: show network-access aaa statistics Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsNumber of dynamic requests dropped by the AAA
frameworkduetomultipleback-to-backorduplicate
requests.

silently
dropped

All levelsIPv4 or IPv6 address of the RADIUS server to which
the router is sending requests.

RADIUSServer

All levelsName of the RADIUS profile associated with the
RADIUS server. A RADIUS server can be associated
with more than one RADIUS profile.

Profile

All levelsConfiguredmaximum number of outstanding
requests from the router to the RADIUS server for a
specific profile. An outstanding request is a request
to which the RADIUS server has not yet responded.
The range of values is 0 through 2000 outstanding
requests. The default value is 1000.

Configured

All levelsCurrent number of outstanding requests from the
router to the RADIUS server for a specific profile. An
outstanding request is a request to which the
RADIUS server has not yet responded.

Current

All levelsHighest number of outstanding requests from the
router to the RADIUS server for a specific profile at
anypoint in timesince the routerwasstartedor since
the counter was last cleared.

NOTE: If the value of this field is equal to the value
of theConfigured field, youmaywant to increase the
value of the Configured field.

Peak

All levelsNumber of times that the router attempted to send
requests to the RADIUS server in excess of the
configuredmaximum value for a specific profile.

NOTE: If the value of this field is nonzero, youmay
want to increase the value of the Configured field.

Exceeded

Sample Output

show network-access aaa statistics accounting

user@host> show network-access aaa statistics accounting
Accounting module statistics
Accounting module statistics
  Requests received: 5000
  Accounting request timeouts: 2000
  Accounting response failures: 0
  Accounting response success: 3000
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show network-access aaa statistics accounting detail

user@host> show network-access aaa statistics accounting detail
Accounting module statistics
Accounting module statistics
  Requests received: 5000
  Accounting request failures: 0
  Accounting request success: 5000
    Account on requests: 0
    Accounting start requests: 3000
    Accounting interim requests: 0
    Accounting stop requests: 2000
  Accounting request timeouts: 2000
  Accounting response failures: 0
  Accounting response success: 3000
    Account on responses: 0
    Accounting start responses: 3000
    Accounting interim responses: 0
    Accounting stop responses: 0
  Accounting rollover requests: 0
  Accounting unknown responses: 0
  Accounting radius pending requests: 0
  Accounting malformed responses: 0
  Accounting retransmissions: 6000
  Accounting bad authenticators: 0
  Accounting packets dropped: 0

  Accounting backup record creation requests: 3000
  Accounting backup request replay success: 9808
  Accounting backup request failures: 0
  Accounting backup request success: 3006
  Accounting backup timeouts: 6
  Accounting backup in-flight requests: 0
  Accounting backup responses success: 3000
  Accounting backup radius requests: 3006
  Accounting backup radius responses: 3000
  Accounting backup radius timeouts: 99
  Accounting backup radius pending requests: 0
  Accounting backup radius retransmissions: 99
  Accounting backup malformed responses: 0
  Accounting backup bad authenticators: 0
  Accounting backup responses dropped: 0
  Accounting backup rollover requests: 0
  Accounting backup unknown responses: 0

show network-access aaa statistics address-assignment client

user@host> show network-access aaa statistics address-assignment client
Address-assignment statistics
 Client: jdhcpd
 Out of Memory: 0
 No Matches: 2

show network-access aaa statistics address-assignment pool

user@host> show network-access aaa statistics address-assignment pool isp_1
Address-assignment statistics
 Pool Name: isp_1
 Pool Name: (all pools in chain)
 Out of Memory: 0
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 Out of Addresses: 9
 Address total: 47
 Addresses in use: 47
 Address Usage (percent): 100
 Pool drain configured: yes

show network-access aaa statistics dynamic-requests

user@host> show network-access aaa statistics dynamic-requests
requests received: 0
processed successfully: 0
errors during processing: 0
silently dropped: 0

show network-access aaa statistics radius

user@host> show network-access aaa statistics radius
Outstanding Requests
RADIUS Server            Profile        Configured   Current   Peak   Exceeded
198.51.100.239           prof1          1000         0         1000   14
                         prof2          500          17        432    0
198.51.100.211           myprof         200          0         200    27
203.0.113.254            pppoe-auth     111          0         1      0
2001:db8:0:f101::2       xyz-profile11  1000         10        135    0
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show network-access aaa statistics authentication

Syntax show network-access aaa statistics authentication
<detail>

Release Information Command introduced in Junos OS Release 9.1.

Option detail introduced in Junos OS Release 12.1.

Description Display AAA authentication statistics.

Options detail—(Optional) Displays detailed information about authentication.

Required Privilege
Level

view

Related
Documentation

Verifying and Managing Subscriber AAA Information on page 251•

List of Sample Output show network-access aaa statistics authentication on page 1862
show network-access aaa statistics authentication detail on page 1862

Output Fields Table 127 on page 1860 lists the output fields for the show network-access aaa statistics

authentication command. Output fields are listed in the approximate order in which they

appear.

Table 127: show network-access aaa statistics authentication Output Fields

Level of OutputField DescriptionField Name

All levelsNumber of authentication requests received
from clients.

Requests received

All levelsNumber of authentication requests accepted
by the authentication server.

Accepts

All levelsNumber of authentication requests rejected by
the authentication server.

Rejects

All levelsNumber of authentication requests challenged
by the authentication server.

Challenges

All levelsNumber of authentication requests that timed
out.

Timed out requests

DetailNumber of RADIUS authentication requests
that have failed.

RADIUSauthentication failures

DetailNumber of queue requests that have been
deleted.

Queue request deleted

Copyright © 2018, Juniper Networks, Inc.1860

Broadband Subscriber Sessions Feature Guide



Table 127: show network-access aaa statistics authentication Output
Fields (continued)

Level of OutputField DescriptionField Name

DetailNumberofmalformed replies received fromthe
RADIUS authentication server.

Malformed reply

DetailNumber of authentication requests that failed
becausenoauthentication server is configured.

No server configured

DetailNumber of authentication requests that failed
because no access profile is configured.

AccessProfileconfigurationnot
found

DetailNumber of times that the router is unable to
create the client record for the authentication
request.

Unable to create client record

DetailNumber of times that the router is unable to
create the client request for the authentication
request.

Unable to create client request

DetailNumber of times that the router is unable to
build the authentication request.

Unable to build authentication
request

DetailNumberof requests to theauthenticationserver
that have timed out; the server is then
considered to be down.

No server found

DetailNumber of authentication requests that have
failed because of an internal allocation failure.

Unable to create handle

DetailNumber of times the router was unable to
queue the request to the authentication server.

Unable to queue request

DetailNumber of times the router did not have proper
authorization to access the authentication
server.

Invalid credentials

DetailNumber of times the router request to the
authentication server is malformed.

Malformed request

DetailNumber of times the router did not have a
license to access the authentication server.

License unavailable

DetailNumber of authentication requests that have
been redirected based on routing instance.

Redirect requested

DetailNumber of internal failures.Internal failure

DetailNumber of times local authentication failed.Local authentication failures

DetailNumber of times the LDAP lookup operation
failed.

LDAP lookup failures
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Sample Output

show network-access aaa statistics authentication

user@host> show network-access aaa statistics authentication
Authentication module statistics
  Requests received: 2118
    Accepts: 261
  Rejects: 975
  Challenges: 0
  Timed out requests: 882

show network-access aaa statistics authentication detail

user@host> show network-access aaa statistics authentication detail
Authentication module statistics
  Requests received: 2118
    Accepts: 261
  Rejects: 975
    RADIUS authentication failures: 975
      Queue request deleted: 0
      Malformed reply: 0
      No server configured: 0
      Access Profile configuration not found: 0
      Unable to create client record: 0
      Unable to create client request: 0
      Unable to build authentication request: 0
      No server found: 975
      Unable to create handle: 0
      Unable to queue request: 0
      Invalid credentials: 0
      Malformed request: 0
      License unavailable: 0
      Redirect requested: 0
      Internal failure: 0
    Local authentication failures: 0
    LDAP lookup failures: 0
  Challenges: 0
  Timed out requests: 882
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show network-access aaa statistics re-authentication

Syntax show network-access aaa statistics re-authentication

Release Information Command introduced in Junos OS Release 17.4R1.

Description Display re-authentication statistics.

Required Privilege
Level

view

Related
Documentation

reauthenticate on page 1410•

Output Fields Table 128 on page 1863 lists the output fields for the shownetwork-access aaa statistics

re-authentication command. Output fields are listed in the approximate order in which

they appear.

Table 128: show network-access aaa statistics re-authentication Output Fields

Field DescriptionField Name

Displays re-authentication statistics.Re-authentication statistics

Total number of re-authentication requests that the device received from clients.Requests received

Total number of re-authentication aborts.Aborts

Total number of re-authentication challenges.Challenges

Total number of re-authentication internal errors.Internal errors

Total number of re-authentications rejected.Rejects

Total number of re-authentication accounting timeouts.Accounting request timeouts

show network-access aaa statistics re-authentication

user@host> show network-access aaa statistics re-authentication
Re-authentication statistics
  Requests received: 0
  Aborts: 0
  Challenges: 0
  Internal errors: 0
  Rejects: 0
  Accounting request timeouts: 0
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show network-access aaa statistics pending-accounting-stops

Syntax show network-access aaa statistics pending-accounting-stops

Release Information Command introduced in Junos OS Release 13.1.

Description Display the number of pending accounting stop requests.

Options This command has no options.

Required Privilege
Level

view

Related
Documentation

request network-access aaa replay pending-accounting-stops on page 1436•

• show accounting pending-accounting-stops on page 1661

List of Sample Output show network-access aaa statistics pending-accounting-stops on page 1864

Output Fields Table 129 on page 1864 lists the output field for the show network-access aaa statistics

pending-accounting-stops command.

Table 129: show network-access aaa statistics pending-accounting-stops
Output Fields

Field DescriptionField Name

Total number of accounting stopmessages queued.Pendingaccounting
stops

Sample Output

show network-access aaa statistics pending-accounting-stops

user@host> show network-access aaa statistics pending-accounting-stops
Pending accounting stops: 10,000
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show network-access aaa statistics preauthentication

Syntax show network-access aaa statistics preauthentication

Release Information Command introduced in Junos OS Release 13.3.

Description Display AAA preauthentication statistics.

Options detail—(Optional) Displays detailed information about authentication.

Required Privilege
Level

view

Related
Documentation

RADIUS Logical Line Identifier (LLID) Overview on page 173•

• Configuring Logical Line Identification (LLID) Preauthentication on page 176

List of Sample Output show network-access aaa statistics preauthentication on page 1866

Output Fields Table 130 on page 1865 lists the output fields for the show network-access aaa statistics

preauthentication command. Output fields are listed in the approximate order in which

they appear.

Table 130:shownetwork-accessaaastatisticspreauthenticationOutputFields

Level of OutputField DescriptionField Name

All levelsNumberofpreauthentication requests received
from clients.

Requests received

All levelsNumber of preauthentication requests for
dual-stack subscribers.

Multistack requests

All levelsNumberofpreauthentication requestsaccepted
by the preauthentication server.

Accepts

All levelsNumberofpreauthentication requests rejected
by the preauthentication server.

Rejects

All levelsNumber of preauthentication requests
challenged by the preauthentication server.

Challenges

All levelsNumber of preauthentication requests that
timed out.

Timed out requests
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Sample Output

show network-access aaa statistics preauthentication

user@host> show network-access aaa statistics preauthentication
Preauthentication module statistics
  Requests received: 2118
  Multistack requests: 0
  Accepts: 261
  Rejects: 975
  Challenges: 0
  Timed out requests: 882
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show network-access aaa subscribers

Syntax show network-access aaa subscribers
<logical-system logical-system-name>
<routing-instance routing-instance-name>
<statistics>
<username>
<session-id session-id-number detail>

Release Information Command introduced in Junos OS Release 9.1.

Command updated with session-id session-id-number detail in Junos OS Release 17.3.

Description Display subscriber-specific AAA statistics.

Options logical-system logical-system-name—(Optional) List subscribers in the specific logical
system.

routing-instance routing-instance-name—(Optional) List subscribers for the specific
routing instance. If you do not specify a routing instance name, the default routing

instance is assumed.

statistics—(Optional) Display statistics for the subscriber events.

username—(Optional) Display information for the specified subscriber.

session-id session-id-number detail—(Optional) Display information for the specified
session ID.

Required Privilege
Level

view

Related
Documentation

Verifying and Managing Subscriber AAA Information on page 251•

List of Sample Output show network-access aaa subscribers logical-system on page 1869
show network-access aaa subscribers logical-system routing-instance on page 1869
show network-access aaa subscribers statistics username on page 1869
show network-access aaa subscribers username on page 1870
show network-access aaa subscribers session-id 26 detail on page 1870

Output Fields Table 131 onpage 1867 lists the output fields for the shownetwork-accessaaasubscribers

command. Output fields are listed in the approximate order in which they appear.

Table 131: show network-access aaa subscribers Output Fields

Field DescriptionField Name

Number of authentication requests challenged by the authentication server for this subscriber.Challenge requests
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Table 131: show network-access aaa subscribers Output Fields (continued)

Field DescriptionField Name

Number of challenge responses sent by the subscriber to the authentication server.Challenge responses

Number of accounting start requests generated by the AAA framework for this subscriber.START sent
successfully

Number of accounting start requests that failed tomake it to the accounting server for this subscriber.START send failures

Number of accounting start requests acknowledged by the accounting server for this subscriber.START ack received

Number of accounting interim requests generated by the AAA framework for this subscriber.INTERIM sent
successfully

Numberofaccounting interim requests that failed tomake it to theaccountingserver for this subscriber.INTERIM send failures

Number of accounting interim requests acknowledged by the accounting server for this subscriber.INTERIM ack received

Number of reauthentication requests received by the authentication server.Requests received

Number of successful reauthentication requests granted by the authentication server.Successful responses

Number of reauthentication requests aborted by the authentication server.Aborts handled

Name of the subscriber service.Service name

Number of requests to create the service.Creation requests

Number of requests to delete the service.Deletion requests

Number of times the service request was timed out.Request timeouts

Type of client; for example, DHCP, Mobile IP, PPP.Client type

ID of the subscriber session.Session-ID

How long the session has been up, in HH:MM:SS.Session uptime

Status of accounting, and type of accounting if accounting is on.Accounting

Username of the subscriber session.Stripped username

AAA framework for the subscriber of logical system or routing instance.AAA Logical
system/Routing
instance

Target framework for the subscriber of logical system or routing instance.Target Logical
system/Routing
instance
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Table 131: show network-access aaa subscribers Output Fields (continued)

Field DescriptionField Name

Profile of the subscriber.Access-profile

ID of the subscriber session for accounting.Accounting Session ID

ID of the subscriber session for multiple accouting.Multi Accounting
Session ID

IPv4 address of the subscriber.IP Address

IPv6 address of the subscriber.IPv6 Address

IPv6 prefix of the subscriber.IPv6 Prefix

State of subscriber session authentication.Authentication State

State of subscriber session accounting.Accounting State

Type of subscriber provisioning.Provisioning Type

Sample Output

show network-access aaa subscribers logical-system

user@host> show network-access aaa subscribers logical-system
Username            Client type    Logical system/Routing instance
user61@example.net    ppp            default
00010e020304.1231   dhcp           isp-bos-metro-12:isp-cmbrg-12
user54@example.com     dhcp           default:isp-gtown-r3-00
0020df980102.2334   dhcp           isp-bos-metro-16:isp-cmbrg-12

show network-access aaa subscribers logical-system routing-instance

user@host> show network-access aaa subscribers logical-system isp-bos-metro-16
routing-instance isp-cmbrg-12-32
Username            Client type   Logical system/Routing instance
00010e020304.1231   dhcp          isp-bos-metro-12:isp-cmbrg-12
user54@example.com     dhcp          default:isp-gtown-r3-00
0020df980102.2334   dhcp          isp-bos-metro-16:isp-cmbrg-12

show network-access aaa subscribers statistics username

user@host> show network-access aaa subscribers statistics username 00010e020304.1231
Authentication statistics
   Challenge requests: 0
   Challenge responses: 0
 Accounting statistics
   START sent successfully: 1
   START send failures: 0
   START ack received: 1
   INTERIM sent successfully: 0
   INTERIM send failures: 0

1869Copyright © 2018, Juniper Networks, Inc.

Chapter 103: Operational Commands



   INTERIM ack received: 0
 Re-authentication statistics
   Requests received: 0
   Sucessfull responses: 0
   Aborts handled: 0
 Service statistics
   Service name: filter-serv
   Creation requests: 1
   Deletion requests: 0
   Request timeouts: 0
   Service name: filter-serv2
   Creation requests: 144
   Deletion requests: 0
   Request timeouts: 144

show network-access aaa subscribers username

user@host> show network-access aaa subscribers username user80@example.net
Logical system/Routing instance   Client type  Session-ID  Session uptime  
Accounting
isp-bos-metro-16:isp-cmbrg-12     dhcp         7           01:12:56        
on/volume
Service name       Service type      Quota          Accounting
I-Cast             volume            1200 Mbps      on/volume+time
Voip                                                on/volume
GamingBurst        time              6000 secs      on/volume

show network-access aaa subscribers session-id 26 detail

The following command output is seen when only an IPv4 client is associated with the

session:

user@host> show network-access aaa subscribers session-id 26 detail
Type: dhcp
Stripped username: my-customer
AAA Logical system/Routing instance: default:default
Target Logical system/Routing instance: default:default
Access-profile: AccessProfile
Session ID: 26
Accounting Session ID: 26
Multi Accounting Session ID: 0
IP Address: 20.0.0.2
Authentication State: AuthStateActive
Accounting State: Acc-Interim-Sent
Provisioning Type: None

The following command output is seen when IPv6 client logs in (after IPv4 association)

and is associated with the same session ID:

user@host> show network-access aaa subscribers session-id 26 detail
Type: dhcp
Stripped username: my-customer
AAA Logical system/Routing instance: default:default
Target Logical system/Routing instance: default:default
Access-profile: AccessProfile
Session ID: 26
Accounting Session ID: 26
Multi Accounting Session ID: 0
IP Address: 20.0.0.2
IPv6 Address: 3000:0:0:8003::2
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IPv6 Prefix: 3ffe:ffff:0:4::/64
Authentication State: AuthStateActive
Accounting State: Acc-Interim-Sent
Provisioning Type: None
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show network-access aaa subscribers session-id

Syntax show network-access aaa subscribers session-id session-id
<brief | detail>

Release Information Command introduced in Junos OS Release 10.0.

Description Display information about the specified subscriber session.

Options session-id—ID of the subscriber session.

brief | detail—(Optional) Display the specified level of information.

Required Privilege
Level

view

Related
Documentation

Verifying and Managing Subscriber AAA Information on page 251•

• Activating and Deactivating Subscriber Services Locally with the CLI on page 646

• Deactivating a Single Instance of a Subscriber Service with Multiple Instances on

page 655

• Deactivating All Instances of a Subscriber ServicewithMultiple Instances on page658

• Verifying and Managing Subscriber Services with Multiple Instances on page 661

• PolicyandChargingEnforcementFunctionOverviewforBroadbandWirelineSubscribers

on page 790

• Understanding Gy Interactions Between the Router and the OCS on page 802

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807

List of Sample Output show network-access aaa subscribers session-id brief on page 1876
shownetwork-accessaaasubscriberssession-id2(FlatFileAccounting)onpage 1876
show network-access aaa subscribers session-id detail on page 1877
show network-access aaa subscribers session-id detail (Service with Multiple
Instances) on page 1877
show network-access aaa subscribers session-id detail (Single Session Dual Stack
with active V4 and V6 subscribers) on page 1878

Output Fields Table 132onpage 1873 lists theoutput fields for the shownetwork-accessaaasubscribers

session-id command. Output fields are listed in the approximate order in which they

appear.
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Table 132: shownetwork-accessaaasubscriberssession-idOutputFields

Level of OutputField DescriptionField Name

All levelsType of client.Type and Client
type

brief noneStatus of the accounting configuration for the service,
onoroff, and the typeofaccounting, time, volume+time,
or flat-file.

The time and volume+time types are configured in
RADIUS Service-Statistics VSA [26-69].

Accounting

briefType of accounting: volume, time, volume+time, or na.Service type

briefQuota for service: volume (in Mbps) or time (seconds).Quota

detailName of the user logged in to the session.Username

detailUsername after the domain has been removed.Stripped
username

All levelsName of the routing instance, logical system name, or
both used for the session.

Logical
system/Routing
instance and AAA
Logical
system/Routing
instance

detailLogical system/routing instance to which the session is
mapped.

Target Logical
system/Routing
instance

detailAccess profile used for AAA services for the session.Access-profile

detailID of the subscriber session.

The session ID value displayed under Service name is
the service session ID.

Session ID

detailIDof theaccounting session (RADIUSattribute44). The
IDappears indecimalordescription format, as specified
by the accounting-session-id-format statement.

Accounting
Session ID

detailBundle ID for MLPPP sessions. Acct-Multi-Session-Id
(RADIUS attribute 50) uses the value of the session
database bundle session ID to enable RADIUS to link
togethermultiple related sessions. The valueof this field
is zero when no MLPPP sessions exist.

Multi Accounting
Session ID

detailIP address of the subscriber. For a single-session dual
stack, addresses of both IPv4 and IPv6 clients are
displayed.

IP Address
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Table 132: show network-access aaa subscribers session-id Output
Fields (continued)

Level of OutputField DescriptionField Name

detailIPv6addressof the subscriber. For a single-sessiondual
stack, addresses of both IPv4 and IPv6 clients are
displayed.

IPv6 Address

detailIPv6 prefix of the subscriber. For a single-session dual
stack, addresses of both IPv4 and IPv6 clients are
displayed.

IPv6 Prefix

detailState of the subscriber authentication session:AuthInit,
AuthStart, AuthChallenge, AuthRedirect,
AuthClntRespWait, AuthAcctVolStatsAckWait,
AuthAcctStopAckWait, AuthServCreateRespWait,
AuthLogoutStart, AuthStateActive,
AuthClntLogoutRespWait, AuthProfileUpdateWait,
AuthProvisionRespWait,
AuthProvisionServiceCreationWait

Authentication
State

detailState of Gx-Plus provisioning:

• ignored—Subscriber has no IPv4 address or
NAS-Port-ID.

• in-progress—Provisioning is in progress.

• logout—Subscriber logout is in progress.

• logout-done—Logout response has been received.

• response-received—Provisioning response has been
received.

Gx-Plus
ProvisioningState

detailState of PCRF provisioning:

• active—PCRF provisioning is active.

• ignored—Subscriber has no IPv4 address or
NAS-Port-ID.

• in-progress—Provisioning is in progress.

• logout—Subscriber logout is in progress.

• logout-done—Logout response has been received.

• response-received—Provisioning response has been
received.

Pcrf Provisioning
State

detailType of subscriber for a PCRF partition. You can define
yourownoruseapredefinedvalue:0(END_USER_E164),
1 (END_USER_IMSI), 2 (END_USER_SIP_URI), 3
(END_USER_NAI), 4 (END_USER_PRIVATE).

Pcrf
Subscription-Id-Type

detailSubscriber data string concatenated from a list of
user-selected data options used to identify the
subscriber type for a PCRF partition; for example,
demux0

Pcrf
Subscription-Id-Data
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Table 132: show network-access aaa subscribers session-id Output
Fields (continued)

Level of OutputField DescriptionField Name

detailType of subscriber for an OCS partition. You can define
yourownoruseapredefinedvalue:0(END_USER_E164),
1 (END_USER_IMSI), 2 (END_USER_SIP_URI), 3
(END_USER_NAI), 4 (END_USER_PRIVATE).

Ocs
Subscription-Id-Type

detailSubscriber data string concatenated from a list of
user-selected data options used to identify the
subscriber type for an OCS partition; for example:
test-sid

Ocs
Subscription-Id-Data

detailState of the OCS interrogation: first, intermediate, final.Ocs Interrogation
State

detailState of the OCS data: noneOcs Data State

detailState of the subscriber accounting session: Acc-Init,
Acc-Start-Sent, Imm-Update-Stats-Pending,
Acc-Interim-Sent, Acc-Stop-Stats-Pending,
Acc-Stop-Sent, Acc-Stop-On-Fail-Deny-Sent,
Acc-Stop-Ackd

Accounting State

detailProvisioning type for this session:

• gx-plus—Subscriber serviceusesGx-Plusprovisioning.

• jsrc—Subscriber service uses JSRC provisioning.

• none—Provisioning is not enabled.

Provisioning-type

All levelsName of the attached service or policy.

• For RADIUS-activated and CLI-activated services,
displays the full activation string for the service. If the
activation string includes service parameters, then
both the service name and service parameters are
displayed.

• For JSRC-activatedpolicies—displays thepolicyname.

Service name

detailState of the service provided in the subscriber session.Service State

detailNetwork family of the service provided in the subscriber
session.

Service Family

detailSource used to activate the service.Service Activation
Source

All levelsHow long the session has been up, in HH:MM:SS.Session uptime

detailData identificationelementof the3GPPDiameter credit
control service charging system that uniquely defines
the CC-Service-Context.

Service
CC-Service-Identifier
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Table 132: show network-access aaa subscribers session-id Output
Fields (continued)

Level of OutputField DescriptionField Name

detailValue associated with a charging rule and part of the
accounting data stream for the PCRF.

Service
Rating-Group

detailWhether OCS controls the service: yes or no.Ocs Control

detailStatus of the accounting configuration for the service,
onoroff, and the typeofaccounting, time, volume+time,
or flat-file.

The time and volume+time types are configured in
RADIUS Service-Statistics VSA [26-69].

Accountingstatus

detailID of the service accounting session; RADIUS
Acct-Session-Id attribute (44). The ID appears in
decimal or description format, as specified by the
accounting-session-id-format statement.

Service
accounting
session ID

detailState of the service accounting session: Acc-Init,
Acc-Start-Sent, Imm-Update-Stats-Pending,
Acc-Interim-Sent, Acc-Stop-Stats-Pending,
Acc-Stop-Sent, Acc-Stop-On-Fail-Deny-Sent,
Acc-Stop-Ackd

Service
accounting state

detailAmount of time between interim accounting updates
for this service, in seconds; RADIUS
Service-Interim-Acct-IntervalVSA[26-140]orDiameter
Acct-Interim-Interval AVP (85).

Accounting
interim interval

Sample Output

show network-access aaa subscribers session-id brief

user@host> show network-access aaa subscribers session-id 6 brief
Logical system/Routing instance   Client type   Session uptime    Accounting
default:default                   dhcp          00:01:29          on/time       
Service name               Service type   Quota           Accounting
filter-service             -na-           -na-            off           
filter-service-2           volume+time    77.00MB/120secs off           
1337994190863204450        -na-           -na-            off           

show network-access aaa subscribers session-id 2 (Flat File Accounting)

user@host> show network-access aaa subscribers session-id 2
Logical system/Routing instance   Client type    Session-ID     Session uptime  
  Accounting
default:default                   dhcp           2              00:00:48        
  on/volume+time
Service name               Service type   Quota           Accounting
filter-service             -na-           -na-            on/flat-file
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show network-access aaa subscribers session-id detail

user@host> show network-access aaa subscribers session-id 5 detail
Type: dhcp
Username: user23@example.net 
Stripped username: user23
AAA Logical system/Routing instance: default:default
Target Logical system/Routing instance: default:retail-onlinecompany-ca
Access-profile:retailer-onlinecompany-sjc
Session ID: 5
Accounting Session ID: jnpr ge-1/0/0.101:1
Multi Accounting Session ID: 0
IP Address: 192.168.44.104
Authentication State: AuthStateActive
Pcrf Provisioning State: active 
Pcrf Subscription-Id-Type: 4 
Pcrf Subscription-Id-Data: demux0 
Ocs Subscription-Id-Type: 15 
Ocs Subscription-Id-Data: test-sid 
Ocs Interrogation State: intermediate 
Ocs Data State: none 
Gx-Plus Provisioning State: response-received
Accounting State: Acc-Interim-Sent
Provisioning-type: jsrc
Service name: filter-service–1
 Service State: SvcActive
 Service Family: inet
 Service Activation Source: PCRF-LOGIN
 Session ID: 7
 Session uptime: 00:01:33
 Service CC-Service-Identifier: 777 
 Service Rating Group: 10 
 Ocs Control: yes 
Service name: filter-service–2
 Service State: SvcActive
 Service Family: inet 
 Service Activation Source: PCRF-LOGIN Session ID: 8
 Session uptime: 00:01:33
 Service CC-Service-Identifier: 778
 Service Rating Group: 11 
 Ocs Control: no  
Accounting status: on/volume+time
 Service accounting session ID: 1:2-1322506006
 Service accounting state: Acc-Interim-Sent
 Accounting interim interval: 600

show network-access aaa subscribers session-id detail (Service with Multiple Instances)

user@host> show network-access aaa subscribers session-id 6 detail
Type: dhcp
Stripped username: fms2
AAA Logical system/Routing instance: default:default
Target Logical system/Routing instance: default:default
Access-profile: attr_test_profile1
Session ID: 6
Accounting Session ID: 6
Multi Accounting Session ID: 0
IP Address: 198.51.100.10
Authentication State: AuthStateActive
Accounting State: Acc-Interim-Sent
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Provisioning Type: None
Service name: economy-service(up-filter,down-filter)
  Service State: SvcActive
  Service Family: inet
  Service Activation Source: Radius at Reauth
  Session ID: 7
  Session uptime: 00:04:36
  Accounting status: on/volume+time
  Service accounting session ID: 6:7-1354811427
  Service accounting state: Acc-Start-Sent
  Accounting interim interval: 600
Service name: economy-service(upstrm-filter,dwnstrm-filter)
  Service State: SvcActive
  Service Family: inet
  Service Activation Source: Radius
  Session ID: 8
  Session uptime: 00:04:36
  Accounting status: on/volume+time
  Service accounting session ID: 6:8-1354811427
  Service accounting state: Acc-Start-Sent
  Accounting interim interval: 600

show network-access aaa subscribers session-id detail (Single Session Dual Stack with active V4 and V6
subscribers)

user@host> show network-access aaa subscribers session-id 26 detail
Type: dhcp
Stripped username: retal-25
AAA Logical system/Routing instance: default:default
Target Logical system/Routing instance: default:default
Access-profile: AccessProfile
Session ID: 26
Accounting Session ID: 26
Multi Accounting Session ID: 0
IP Address: 10.10.0.6
IPv6 Address: 3000:0:0:8003::2
IPv6 Prefix: 3ffe:ffff:0:4::/64
Authentication State: AuthStateActive
Accounting State: Acc-Interim-Sent
Provisioning Type: None 
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show network-access aaa terminate-code

Syntax show network-access aaa terminate-code
<brief | detail | summary>
<reverse>
<(aaa | dhcp | l2tp | ppp)>

Release Information Command introduced in Junos OS Release 11.4.

vlan option introduced in Junos OS Release 16.1.

Description Display the count for termination cause types and the currentmapping between session

termination cause types and code values.

Options none—Display all mappings.

brief | detail | summary—(Optional) Display the specified level of output. The summary
output is displayedbydefault and includes base count information aboutmappings.

Thebriefoutputdisplaysmappingswithnon-zerousagecountandcustommappings.

The detail output displays all mappings.

aaa—(Optional) Limit display to AAAmappings only.

dhcp—(Optional) Limit display to DHCPmappings only.

l2tp—(Optional) Limit display to L2TPmappings only.

ppp—(Optional) Limit display to PPPmappings only.

reverse—(Optional) Display mapping of the code value conveyed in the RADIUS
Acct-Terminate-Cause attribute (49) to the termination cause type.

vlan—(Optional) Limit display to VLANmappings only.

Required Privilege
Level

view

Related
Documentation

Understanding Session Termination Causes and RADIUS Termination Cause Codes

on page 211

•

• MappingSessionTerminationCauses toCustomTerminationCauseCodesonpage213

• AAA Termination Causes and Code Values on page 214

• DHCP Termination Causes and Code Values on page 216

• L2TP Termination Causes and Code Values on page 217

• PPP Termination Causes and Code Values on page 237

• VLAN Termination Causes and Code Values on page 245
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List of Sample Output show network-access aaa terminate-code on page 1880
show network-access aaa terminate-code reverse on page 1881
show network-access aaa terminate-code dhcp on page 1881
show network-access aaa terminate-code detail on page 1881
show network-access aaa terminate-code brief on page 1882
show network-access aaa terminate-code summary on page 1882
show network-access aaa terminate-code vlan on page 1882
show network-access aaa terminate-code vlan detail on page 1882

Output Fields Table 133 on page 1880 lists the output fields for the show network-access aaa

terminate-code command.Output fields are listed in the approximateorder inwhich they

appear.

Table 133: show network-access aaa terminate-code Output Fields

Level of OutputField DescriptionField Name

brief detail

None (with reverse
option)

RFC-defined code value conveyed in the
RADIUSAcct-Terminate-Causeattribute(49)
or a nonstandard, customized value that you
configure with the terminate-code aaa
statementat the [editaccess]hierarchy level.

RADIUS

All levelsWhether or not the termination cause is a
customizedmappingor thedefaultmapping.

Custom

summary NoneNumber of mappings that occurred for a
specific terminate cause type or category
(standard or summary output) or per
termination cause (reverse output).

Mapping-Count

All levelsNumberof times the terminatecodemapping
was used.

Usage-Count

All levelsTerminationcause type—null, aaa, dhcp, l2tp,
ppp, or vlan.

NOTE: The null termination cause type
indicates that no termination reason was
provided by the subscriber and the RADIUS
Acct-Terminate-Cause attribute (49) was
not included in the Acct-Stop request

Type

brief
detail

Specific termination cause.Code

Sample Output

show network-access aaa terminate-code

user@host> show network-access aaa terminate-code
Terminate-code:
  Custom Mapping-Count Usage-Count Type
  no     1             0           null
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  no     12            0           aaa 
  no     5             0           dhcp
  no     364           0           l2tp
  no     210           0           ppp 
  no     13            10          vlan

show network-access aaa terminate-code reverse

user@host> show network-access aaa terminate-code reverse
Terminate-code:
  RADIUS    Custom Mapping-Count Usage-Count Type
  0         no     1             0           null
  1         no     1             0           aaa 
  1         no     1             0           dhcp
  1         no     5             0           l2tp
  1         no     8             0           ppp 
  1         no     2             10          vlan
  2         no     1             0           dhcp
  2         no     3             0           ppp 
  2         no     2             0           vlan
  4         no     1             0           aaa 
  4         no     1             0           dhcp
  4         no     1             0           l2tp
  4         no     1             0           ppp 
  5         no     2             0           aaa 
  5         no     1             0           l2tp
  5         no     1             0           ppp 
  6         no     2             0           aaa 
  6         no     13            0           l2tp
  6         no     3             0           ppp 
  6         no     3             0           vlan
  8         no     3             0           l2tp
  8         no     5             0           ppp 
  9         no     13            0           l2tp
  9         no     12            0           ppp 
  9         no     4             0           vlan
  10        no     4             0           aaa 
  10        no     1             0           dhcp
  10        no     128           0           l2tp
  10        no     171           0           ppp 
  15        no     1             0           dhcp
  15        no     190           0           l2tp
  15        no     1             0           vlan
  16        no     1             0           vlan
  17        no     2             0           aaa 
  17        no     10            0           l2tp
  17        no     6             0           ppp 

show network-access aaa terminate-code dhcp

user@host> show network-access aaa terminate-code dhcp
Terminate-code:
  Custom Mapping-Count Usage-Count Type
  no     5             0           dhcp

show network-access aaa terminate-code detail

user@host> show network-access aaa terminate-code aaa detail

Terminate-code:
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  RADIUS     Custom Usage-Count Type Code
  17         no     1           aaa  deny-authentication-denied
  10         no     1           aaa  deny-no-resources
  17         no     0           aaa  deny-server-request-timeout
  6          no     0           aaa  service-shutdown-network-logout
  10         no     0           aaa  service-shutdown-remote-reset
  1200       yes    5           aaa  service-shutdown-subscriber-logout
  5          no     0           aaa  service-shutdown-time-limit
  10         no     0           aaa  service-shutdown-volume-limit
  6          no     13          aaa  shutdown-administrative-reset
  4          no     0           aaa  shutdown-idle-timeout
  10         no     0           aaa  shutdown-remote-reset
  5          no     0           aaa  shutdown-session-timeout

show network-access aaa terminate-code brief

user@host> show network-access aaa terminate-code brief
Terminate-code:
  RADIUS     Custom Usage-Count Type Code
  17         no     1           aaa  deny-authentication-denied                
  10         no     1           aaa  deny-no-resources
  1200       yes    5           aaa  service-shutdown-subscriber-logout
  6          no     13          aaa  shutdown-administrative-reset
  15         no     7           dhcp nak                                       
  10         no     1           l2tp session-receive-cdn-avp-missing-secret    
  10         no     1           ppp  bundle-fail-create                        
  1          no     1           ppp  lcp-peer-terminate-term-req               
  10         no     1           ppp  lcp-tunnel-disconnected  
  1          no     10          vlan out-of-band-ancp-port-down

show network-access aaa terminate-code summary

user@host> show network-access aaa terminate-code summary

Terminate-code:
  Custom Mapping-Count Usage-Count Type
  no     1             0           null
  no     12            0           aaa 
  no     5             0           dhcp
  no     364           0           l2tp
  no     210           0           ppp 
  no     13            10          vlan

show network-access aaa terminate-code vlan

user@host> show network-access aaa terminate-code vlan
Terminate-code:
  Custom Mapping-Count Usage-Count Type
  no     13            0           vlan

show network-access aaa terminate-code vlan detail

user@host> show network-access aaa terminate-code vlan detail
Terminate-code:
  RADIUS     Custom Usage-Count Type Code
  6          no     0           vlan admin-logout                              
  16         no     0           vlan admin-reconnect                           
  9          no     0           vlan other                                     
  2          no     0           vlan out-of-band-access-interface-down         
  6          no     0           vlan out-of-band-admin-access-interface-down   
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  6          no     0           vlan out-of-band-admin-core-interface-down     
  1          no     0           vlan out-of-band-ancp-port-down                
  1          no     0           vlan out-of-band-ancp-port-vlan-id-change      
  2          no     0           vlan out-of-band-core-interface-down           
  15         no     0           vlan out-of-band-l2-wholesale-no-free-vlans    
  9          no     0           vlan profile-request-error                     
  9          no     0           vlan sdb-error                                 
  9          no     0           vlan subscriber-activate-error                 
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show network-access address-assignment pool

Syntax show network-access address-assignment pool pool-name
<logical-system logical-system-name>
<routing-instance routing-instance-name>

Release Information Command introduced in Junos OS Release 9.0.

Description Display state information for each address-assignment pool.

Options none—Display information about clients that have obtained addresses from the

address-assignment pool.

pool pool-name—Display information about the specified address-assignment pool.

logical-system logical-system-name—(Optional)Performthisoperationon thespecified

logical system.

routing-instance routing-instance-name—(Optional) Perform this operation on the

specified routing instance.

Required Privilege
Level

view and system

List of Sample Output show network-access address-assignment pool on page 1884

Output Fields Table 134 on page 1884 lists the output fields for the show network-access

address-assignment pool command. Output fields are listed in the approximate order in

which they appear.

Table 134: shownetwork-access address-assignment poolOutput Fields

Field DescriptionField Name

IP address of the client.IP address

MAC address of the client.Hardware address

Type of client.Type

Sample Output

show network-access address-assignment pool

user@host> show network-access address-assignment pool sunnywest logical-system ls1
routing-instance routinst2
IP address       Hardware address       Type
192.168.2.1      00:00:5e:00:53:01      DHCP
192.168.2.2      00:00:5e:00:53:02      DHCP
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192.168.2.3      00:00:5e:00:53:03      DHCP
192.168.2.4      00:00:5e:00:53:04      DHCP
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show network-access domain-map

Syntax show network-access domain-map
<statistics>

Release Information Command introduced in Junos OS Release 10.4.

Description Display domain map information.

Options statistics—(Optional) Display domain map statistics.

Required Privilege
Level

view

Related
Documentation

Verifying and Managing Domain Map Configuration on page 254•

List of Sample Output show network-access domain-map statistics on page 1886

Output Fields Table 135 on page 1886 lists the output fields for the show network-access domain-map

statistics command. Output fields are listed in the approximate order in which they

appear.

Table 135: show network-access domain-mapOutput Fields

Field DescriptionField Name

Number of usernames with domain names that are matched.Matched domains

Number of usernames with domain names that are not matched.Unmatched domains

Number of usernames without a domain name.Missing domain names

Number of usernames fromwhich the domain name has been
stripped.

Stripped username

Number of times the default domain map is used.Default used

Sample Output

show network-access domain-map statistics

user@host> show network-access domain-map statistics
General domain mapping statistics
  Matched domains: 7
  Unmatched domains: 1
  Missing domain names: 0
  Stripped username: 7
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Domain statistics for domain-name: default
  Default used: 1
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show network-access gx-plus

Syntax show network-access gx-plus
<state | statistics | sync-state>

Release Information Command introduced in Junos OS Release 11.2.

Description Display Gx-Plus provisioning state, synchronization state, and statistics information.

Options state—(Optional) Display Gx-Plus provisioning state.

statistics—(Optional) Display Gx-Plus statistics.

sync-state—(Optional) Display Gx-Plus synchronization state.

Required Privilege
Level

view

Related
Documentation

clear network-access gx-plus replay on page 1620•

• clear network-access gx-plus statistics on page 1621

List of Sample Output show network-access gx-plus state on page 1889
show network-access gx-plus statistics on page 1889
show network-access gx-plus sync-state on page 1889

Output Fields Table136onpage1888lists theoutputfieldsfor theshownetwork-accessgx-pluscommand.

Output fields are listed in the approximate order in which they appear.

Table 136: show network-access gx-plus Output Fields

Field DescriptionField Name

State of the Gx-Plus application, including the following:

• Engine created

• Partition configured

• Configuration active

• Diameter interface configured

• Total number of entries—Number of provisioned, pending, and
terminating subscribers.

• Number of pending entries—Number of pending subscribers.

• Number of pending logouts—Number of subscribers logging out.

Gx-plus state

Type of synchronization event.Sync-Event

Number of times notification sent without response.Timeout

Number and state of general events.Gx-plus general counters
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Table 136: show network-access gx-plus Output Fields (continued)

Field DescriptionField Name

Number and state of synchronization events.Gx-plussync-eventcounters

Sample Output

show network-access gx-plus state

user@host> show network-access gx-plus state
Gx-plus state:
  Engine created                : yes
  Partition configured          : yes
  Configuration active          : yes
  Diameter interface configured : yes
  Total number of entries       : 0       
  Number of pending entries     : 0       
  Number of pending logouts     : 0   

show network-access gx-plus statistics

user@host> show network-access gx-plus statistics
Gx-plus general counters:
  Counter                                                   Value 
  engine created                                            1                  
  initial config: active                                    1                  
  recovery: process restart                                 1                  
  diameter-app initial config: success                      1                  

Gx-plus sync-event counters:
  Category      Counter                                     Value 
  warm-boot     activated                                   1                   

  warm-boot     posted                                      1                   

  warm-boot     response                                    1                   

  awd           posted                                      12                  

  awd           response                                    12                  

show network-access gx-plus sync-state

user@host> show network-access gx-plus sync-state
Gx-plus sync-events:
  Sync-Event                Timeout
  cold-boot                 6100      
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show network-access nasreq statistics

Syntax show network-access nasreq statistics

Release Information Command introduced in Junos OS Release 16.1.

Description Display informationabout theNASREQprotocol exchanges thatareused toauthenticate

and authorize subscribers when they log in.

Required Privilege
Level

view

Related
Documentation

Diameter Network Access Server Application (NASREQ) on page 825•

• Configuring the Diameter Network Access Server Application (NASREQ) on page 827

• Messages Used by Diameter Applications on page 746

Output Fields Table 137onpage 1890 lists theoutput fields for the shownetwork-accessnasreqstatistics

command. Output fields are listed in the approximate order in which they appear.

Table 137: show network-access nasreq statistics Output Fields

Field DescriptionField Name

Number of authentication requests forwarded to the NASREQ engine. Note that
authentication includes authorization in onemessage exchange.

Authentication request attempts

Number of authentication request failures at the NASREQ engine. This includes
timeout failures of the request waiting in the transmit queue.

Authentication request failures

Number of authentication requests forwarded to the Diameter engine.Authentication requestmessages sent

Number of authentication requests failures at the Diameter engine.Authentication requestmessage failures

Number of authentication requests that timed out waiting for a response from the
NASREQ server.

Authentication requestmessages timeouts

Number of authentication responses with an unsuccessful result-code.Authentication denies failures

Number of authentication responses with a successful result-code.Authentication grants received

Number of authorization requests to the NASREQ engine.Authorization request attempts

Number of authorization request failures at the NASREQ engine. This includes
timeout failures of the request waiting in the transmit queue.

Authorization request failures

Number of authorization requests forwarded to the Diameter engine.Authorization requestmessages sent

Number of authorization requests failures at the Diameter engine.Authorization requestmessage failures
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Table 137: show network-access nasreq statistics Output Fields (continued)

Field DescriptionField Name

Number of authorization requests that timed out waiting for a response from the
NASREQ server.

Authorization requestmessages timeouts

Number of authorization responses with an unsuccessful result-code.Authorization denies failures

Number of authorization responses with a successful result-code.Authorization grants received

Number of session-terminate requests forwarded to the NASREQ engine.Session-terminate request attempts

Numberof session-terminate requests failuresat theNASREQengine.This includes
timeout failures of the request waiting in the transmit queue.

Session-terminate request failures

Number of session-terminate requests forwarded to the Diameter engine.Session-terminate requestmessages sent

Number of session-terminate requests failures at the Diameter engine.Session-terminate requestmessages
failures

Number of session-terminate requests that timed out waiting for a response from
the NASREQ server.

Session-terminate requestmessages
timeouts

Number of session-terminate responses with an unsuccessful result-code.Session-terminate responsemessage
failures

Number of session-terminate responses with a successful result-code.Session-terminate responsemessages
received

Number of abort-session requests received by the NASREQ engine.Abort-session requests received

Number of abort-session requests receiving an ACK response.Abort-session response-ackmessagessent

Number of abort-session requests receiving a NACK response.Abort-session response-nackmessages
sent

Number of abort-session responses that failed transmission, either due to timeout
in the transmit queue, or failed by the Diameter engine.

Abort-session responsemessage failures

Number of active subscribers that received NASREQ authorization.Number of NASREQ subscribers

Number of responsemessages with an informational result-code.Number of result-code-1xxx

Number of responsemessages with a success result-code.Number of result-code-2xxx

Number of responsemessages with a protocol-error result-code.Number of result-code-3xxx

Number of responsemessages with an transient-error result-code.Number of result-code-4xxx

Number of responsemessages with a permanent-error result-code.Number of result-code-5xxx

1891Copyright © 2018, Juniper Networks, Inc.

Chapter 103: Operational Commands



Table 137: show network-access nasreq statistics Output Fields (continued)

Field DescriptionField Name

Number of responsemessages with an unregistered result-code.Number of result-code-other

Numberof request/responses that timedoutwaiting forDiameter engine resources.Transmit queue time-outs

Number of request/responses dropped.Transmit message drops

Number of request/response failures at the Diameter engine.Transmit message failures

Number of requests/responses currently on the transmit queue.Number of requests on the Tx queue

Number of requests currently in the response queue waiting for a response.Number of requests waiting for a response

Number of outstanding requests, including AAR and STR.Number of outstanding requests

Number of currently allocated request/responsemessages.Total number of allocatedmessages

Sample Output

user@host> show network-access nasreq statistics
Authentication request attempts:4000
Authentication request failures:0
Authentication request messages sent:4000
Authentication request message failures:0
Authentication request messages timeouts:0
Authentication denies failures:0
Authentication grants received:4000
Authorization request attempts:4000
Authorization request failures:0
Authorization request messages sent:4000
Authorization request message failures:0
Authorization request messages timeouts:0
Authorization denies failures:0
Authorization grants received:4000
Session-terminate request attempts:1000
Session-terminate request failures:0
Session-terminate request messages sent:1000
Session-terminate request message failures:0
Session-terminate request messages timeouts:0
Session-terminate response messages failures:0
Session-terminate response messages received:1000
Abort-session requests received:1000
Abort-session response-ack messages sent:1000
Abort-session response-nack messages sent:0
Abort-session response message failures:0
Number of NASREQ subscribers:3000
Number of result-code-1xxx:0
Number of result-code-2xxx:5000
Number of result-code-3xxx:0
Number of result-code-4xxx:0
Number of result-code-5xxx:0
Number of result-code-other:0
Transmit queue time-outs:0

Copyright © 2018, Juniper Networks, Inc.1892

Broadband Subscriber Sessions Feature Guide



Transmit message drops:0
Transmit message failures:0
Number of requests on the Tx queue:0
Number of requests waiting for a response:0
Number of outstanding requests:0
Total number of allocated messages:0
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show network-access ocs

Syntax show network-access ocs
<state>
<statistics [brief | detail | extensive]>

Release Information Command introduced in Junos OS Release 16.2.

Description Display Online Charging System (OCS) provisioning state and statistics information.

Options brief | detail | extensive—(Optional) Display the specified level of output.

state—(Optional) Display OCS provisioning state.

statistics—(Optional) Display OCS statistics.

Required Privilege
Level

view

Related
Documentation

ocs on page 1306•

• clear network-access ocs statistics on page 1622

• PolicyandChargingEnforcementFunctionOverviewforBroadbandWirelineSubscribers

on page 790

• Understanding Gy Interactions Between the Router and the OCS on page 802

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807

List of Sample Output show network-access ocs state on page 1895
show network-access ocs statistics on page 1895

Output Fields Table 138onpage 1894 lists theoutput fields for the shownetwork-accessocs command.

Output fields are listed in the approximate order in which they appear.

Table 138: show network-access ocs Output Fields

Level of OutputField DescriptionField Name

All levelsState of the OCS components, including the following:

• created—Just created.

• dead—Ready to be deleted.

• final—Final interrogation in progress.

• idle—Idle.

• initial—Initial interrogation in progress.

• intermediate—Intermediate interrogation in progress.

Ocs state
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Table 138: show network-access ocs Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsType and number of Diameter response and answer messages for
OCS communication using the Gy protocol.

Ocs general counters

Sample Output

show network-access ocs state

user@host> show network-access ocs state
Ocs state:
  Component                     Value
  state                         active 
  active-configuration          yes
  queue-state                   normal
  subscribers                   2000       
  sub-in-idle                   2000       

show network-access ocs statistics

user@host> show network-access ocs statistics
Ocs general counters:
  Counter                                                   Value 
  ccr-gy-i                                                  4001               
  cca-gy-i                                                  4001               
  ccr-gy-u                                                  38001              
  cca-gy-u                                                  38001              
  ccr-gy-t                                                  2001               
  cca-gy-t                                                  2001               
  asr                                                       1                  
  asa-ack                                                   1                  
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show network-access pcrf

Syntax show network-access pcrf
<state>
<statistics [brief | detail | extensive]>

Release Information Command introduced in Junos OS Release 16.2.

Description Display Policy and Charging Rules Function (PCRF) provisioning state and statistics

information.

Options brief | detail | extensive—(Optional) Display the specified level of output.

state—(Optional) Display PCRF provisioning state.

statistics—(Optional) Display PCRF statistics.

Required Privilege
Level

view

Related
Documentation

pcrf on page 1357•

• clear network-access pcrf on page 1623

• Understanding Gx Interactions Between the Router and the PCRF on page 794

• Understanding Rule Interactions Between the PCRF, PCEF, and OCS on page 807

• Understanding Upstream and DownstreamMessages for the PCRF on page 813

List of Sample Output show network-access pcrf state on page 1897
show network-access pcrf statistics on page 1897

Output Fields Table 139onpage 1897 lists theoutput fields for the shownetwork-accesspcrfcommand.

Output fields are listed in the approximate order in which they appear.
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Table 139: show network-access pcrf Output Fields

Level of OutputField DescriptionField Name

All levelsState of the PCRF components:

• active—Installed services from local grant.

• created—Just created.

• started—Log in.

• local-active—Services installed after local grant.

• local-deny—Deniedby localdecisionwaiting for subscriber logout.

• local-grant—Recieved local grant and installing services.

• grant—Received remote grant and installing services.

• upd-from-local—Received remotegrant, in local-active state, and
installing services.

• update—Processing RAR-update.

• report—Sending report.

• deny—Received deny from remote and waiting for subscriber
logout.

• failed—GRES before active state or provisioning failed, waiting
for subscriber logout.

• ocs-final-wait—Waiting for OCS to complete final interrogation.

• logout—Waiting for logout response.

• dead—Received logout response or timed out waiting for logout
response.

Pcrf state

All levelsType and number of Diameter response and answer messages for
PCRF communication using the Gx protocol.

Pcrf general counters

All levelsState and number of Diameter events.Pcrf diameter event
counters

All levelsResult and number of rule installations.Pcrf rule install counters

Sample Output

show network-access pcrf state

user@host> show network-access pcrf state
Pcrf state:
  Component                     Value
  state                         active 
  active-configuration          yes
  queue-state                   normal
  subscribers                   2000       
  sub-in-idle                   2000       

show network-access pcrf statistics

user@host> show network-access pcrf statistics
Pcrf general counters:
  Counter                                                   Value 
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  ccr-gx-i                                                  4001               
  ccr-gx-i-retry                                            4                  
  cca-gx-i                                                  4001               
  ccr-gx-u                                                  4001               
  cca-gx-u                                                  4001               
  ccr-gx-t                                                  2001               
  cca-gx-t                                                  2001               

Pcrf diameter event counters:
  Diameter event                                            Value 
  no peer for tx                                            4                  

Pcrf rule install counters:
  Result                                                    Value 
  success                                                   16004             

Copyright © 2018, Juniper Networks, Inc.1898

Broadband Subscriber Sessions Feature Guide



show ppp address-pool

Syntax show ppp address-pool pool-name
<detail>

Release Information Command introduced in Junos OS Release 7.5.

Description Display PPP address pool information.

Options pool-name—Address pool name.

detail—(Optional) Display detailed address pool information.

Required Privilege
Level

view

Related
Documentation

Verifying and Managing PPP Configuration for Subscriber Management•

List of Sample Output show ppp address-pool on page 1900
show ppp address-pool detail on page 1900

Output Fields Table 140 on page 1899 lists the output fields for the show ppp address-pool command.

Output fields are listed in the approximate order in which they appear.

Table 140: show ppp address-pool Output Fields

Level of OutputField DescriptionField Name

All levelsTrace address pool code.Address pool

detailRange of sequentially ordered IP addresses contained in the address pool.Address range

All levelsFixed IP address that is to be given to remote users when they dial in. This is a
host-only IP address (subnet mask is 255.255.255.255) and is only for single
connection receiver profiles.

Numberofassigned
addresses

All levelsNumber of IP addresses that are available for allocation and used by PPP
sessions.

Number of
addresses
configured

detailAddresses assigned to PPP sessions from the address pool.Assignedaddresses
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Sample Output

show ppp address-pool

user@host> show ppp address-pool
Address pool ppp1
  Address range: 203.0.113.221 - 203.0.113.230
  Number of assigned addresses: 0
  Number of addresses configured: 10

show ppp address-pool detail

user@host> show ppp address-pool ppp1 detail
Address pool ppp1
  Address range: 203.0.113.221 - 203.0.113.230
  Number of assigned addresses: 2
  Number of addresses configured: 10
  Assigned addresses:
      203.0.113.221
      203.0.113.222
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show route

List of Syntax Syntax on page 1901

Syntax (EX Series Switches) on page 1901

Syntax show route
<all>
<destination-prefix>
<logical-system (all | logical-system-name)>
<private>
<te-ipv4-prefix-ip te-ipv4-prefix-ip>
<te-ipv4-prefix-node-ip te-ipv4-prefix-node-ip>
<te-ipv4-prefix-node-iso te-ipv4-prefix-node-iso>

Syntax (EX Series
Switches)

show route
<all>
<destination-prefix>
<private>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Option private introduced in Junos OS Release 9.5.

Option private introduced in Junos OS Release 9.5 for EX Series switches.

Command introduced in Junos OS Release 15.1R3 on MX Series routers for enhanced

subscriber management.

Option display-client-data introduced in Junos OS Release 16.2R1 on MX80, MX104,

MX240, MX480, MX960, MX2010, MX2020, vMX Series routers.

Options te-ipv4-prefix-ip, te-ipv4-prefix-node-ip, and te-ipv4-prefix-node-iso introduced

in Junos OS Release 17.2R1 on MX Series and PTX Series.

Description Display the active entries in the routing tables.

Options none—Display brief information about all active entries in the routing tables.

all—(Optional) Display information about all routing tables, including private, or internal,
routing tables.

destination-prefix—(Optional) Display active entries for the specified address or range
of addresses.

logical-system (all | logical-system-name)—(Optional) Perform this operation on all

logical systems or on a particular logical system.

private—(Optional) Display information only about all private, or internal, routing tables.

display-client-data—(Optional) Display client id and cookie information for routes
installed by the routing protocol process client applications.

te-ipv4-prefix-ip te-ipv4-prefix-ip—(Optional) Display IPv4 address of the
traffic-engineering prefix, without the mask length if present in the routing table.
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te-ipv4-prefix-node-ip te-ipv4-prefix-node-ip—(Optional)Displayall prefixes thathave
originated fromthe traffic-engineeringnode.Youcan filter IPv4nodeaddresses from

the traffic-engineered routes in the lsdist.0 table.

te-ipv4-prefix-node-iso te-ipv4-prefix-node-iso—(Optional) Display all prefixes that
have originated from the traffic-engineering node. You can filter IPv4 routeswith the

specified ISO circuit ID from the lsdist.0 table.

Required Privilege
Level

view

Related
Documentation

Understanding IS-IS Configuration•

• Example: Configuring IS-IS

• Examples: Configuring Internal BGP Peering

• Examples: Configuring External BGP Peering

• Examples: Configuring OSPF Routing Policy

• Verifying and Managing Junos OS Enhanced Subscriber Management on page 614

List of Sample Output show route on page 1905
show route (VPN) on page 1906
show route (with Destination Prefix) on page 1906
show route destination-prefix detail on page 1906
show route extensive on page 1906
show route extensive ( ECMP) on page 1907
show route extensive (Multipath Resolution) on page 1907
show route (Enhanced Subscriber Management) on page 1911
show route (IPv6 Flow Specification) on page 1912
show route display-client-data detail on page 1912
show route te-ipv4-prefix-ip on page 1913
show route te-ipv4-prefix-ip extensive on page 1913
show route te-ipv4-prefix-node-iso on page 1916
show route te-ipv4-prefix-node-iso extensive on page 1916
show route te-ipv4-prefix-node-iso detail on page 1919

Output Fields Table 141 on page 1902 describes the output fields for the show route command. Output

fields are listed in the approximate order in which they appear.

Table 141: show route Output Fields

Field DescriptionField Name

Name of the routing table (for example, inet.0).routing-table-name

Number of destinations for which there are routes in the routing table.number destinations
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Table 141: show route Output Fields (continued)

Field DescriptionField Name

Number of routes in the routing table and total number of routes in the following states:

• active (routes that are active).

• holddown (routes that are in the pending state before being declared inactive). A holddown route
was once the active route and is no longer the active route. The route is in the holddown state
because a protocol still has interest in the route, meaning that the interest bit is set. A protocol
might have its interest bit set on the previously active route because the protocol is still advertising
the route. The route will be deleted after all protocols withdraw their advertisement of the route
and remove their interest bit. A persistent holddown state oftenmeans that the interested protocol
is not releasing its interest bit properly.

However, if you have configured advertisement of multiple routes (with the add-path or
advertise-inactive statement), the holddown bit is most likely set because BGP is advertising the
route as an active route. In this case, you can ignore the holddown state because nothing is wrong.

• hidden (routes that are not used because of a routing policy).

number routes

Routedestination (for example:10.0.0.1/24). Sometimes the route information is presented inanother
format, such as:

• MPLS-label (for example, 80001).

• interface-name (for example, ge-1/0/2).

• neighbor-address:control-word-status:encapsulationtype:vc-id :source (Layer2circuitonly. Forexample,
10.1.1.195:NoCtrlWord:1:1:Local/96):

• neighbor-address—Address of the neighbor.

• control-word-status—Whether the use of the control word has been negotiated for this virtual
circuit: NoCtrlWord or CtrlWord.

• encapsulation type—Type of encapsulation, represented by a number: (1) Frame Relay DLCI, (2)
ATM AAL5 VCC transport, (3) ATM transparent cell transport, (4) Ethernet, (5) VLAN Ethernet,
(6) HDLC, (7) PPP, (8) ATM VCC cell transport, (10) ATM VPC cell transport.

• vc-id—Virtual circuit identifier.

• source—Source of the advertisement: Local or Remote.

destination-prefix

Protocol fromwhich the route was learned and the preference value for the route.

• +—A plus sign indicates the active route, which is the route installed from the routing table into the
forwarding table.

• -—A hyphen indicates the last active route.

• *—Anasterisk indicates that the route is both the active and the last active route. An asterisk before
a to line indicates the best subpath to the route.

In every routing metric except for the BGP LocalPref attribute, a lesser value is preferred. In order to
use common comparison routines, Junos OS stores the 1's complement of the LocalPref value in the
Preference2 field. For example, if the LocalPref value for Route 1 is 100, the Preference2 value is -101.
If the LocalPref value for Route 2 is 155, the Preference2 value is -156. Route 2 is preferred because it
has a higher LocalPref value and a lower Preference2 value.

[ protocol, preference ]

How long the route been known (for example, 2w4d 13:11:14, or 2 weeks, 4 days, 13 hours, 11 minutes,
and 14 seconds).

weeks:days
hours:minutes:seconds

Cost value of the indicated route. For routes within an AS, the cost is determined by the IGP and the
individualprotocolmetrics. For external routes, destinations, or routingdomains, thecost isdetermined
by a preference value.

metric
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Table 141: show route Output Fields (continued)

Field DescriptionField Name

Local preference value included in the route.localpref

Interface fromwhich the route was received.from

AS path through which the route was learned. The letters at the end of the AS path indicate the path
origin, providing an indication of the state of the route at the point at which the AS path originated:

• I—IGP.

• E—EGP.

• ?—Incomplete; typically, the AS path was aggregated.

When AS path numbers are included in the route, the format is as follows:

• [ ]—Brackets enclose the local ASnumber associatedwith theASpath ifmore thanoneASnumber
is configured on the routing device, or if AS path prepending is configured.

• { }—Braces enclose AS sets, which are groups of AS numbers in which the order does not matter.
A set commonly results from route aggregation. The numbers in each AS set are displayed in
ascending order.

• ( )—Parentheses enclose a confederation.

• ( [ ] )—Parentheses and brackets enclose a confederation set.

NOTE: In Junos OS Release 10.3 and later, the AS path field displays an unrecognized attribute and
associatedhexadecimal value if BGP receivesattribute 128 (attribute set) andyouhavenot configured
an independent domain in any routing instance.

AS path

Extended next-hop encoding capability enabled for the specified BGP community for routing IPv4
traffic over IPv6 tunnels. When BGP receives routes without the tunnel community, IPv4-0ver IPv6
tunnels are not created and BGP routes are resolved without encapsulation.

encapsulated

Stack of labels carried in the BGP route update.Route Labels

(BGP-learned routes) Validation status of the route:

• Invalid—Indicates that the prefix is found, but either the corresponding AS received from the EBGP
peer is not the AS that appears in the database, or the prefix length in the BGP update message is
longer than themaximum length permitted in the database.

• Unknown—Indicates that the prefix is not among the prefixes or prefix ranges in the database.

• Unverified—Indicates that theoriginof theprefix is not verifiedagainst thedatabase.This isbecause
the database got populated and the validation is not called for in the BGP import policy, although
origin validation is enabled, or the origin validation is not enabled for the BGP peers.

• Valid—Indicates that the prefix and autonomous system pair are found in the database.

validation-state

Next hop to the destination. An angle bracket (>) indicates that the route is the selected route.

If the destination is Discard, traffic is dropped.

to
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Table 141: show route Output Fields (continued)

Field DescriptionField Name

Interface used to reach the next hop. If there is more than one interface available to the next hop, the
interface that is actually used is followedby thewordSelected. This field canalso contain the following
information:

• Weight—Value used to distinguish primary, secondary, and fast reroute backup routes. Weight
information is availablewhenMPLS label-switchedpath (LSP) linkprotection, node-linkprotection,
or fast reroute is enabled, orwhen the standby state is enabled for secondary paths. A lowerweight
value is preferred. Among routes with the same weight value, load balancing is possible.

• Balance—Balance coefficient indicating how traffic of unequal cost is distributed among next hops
when a routing device is performing unequal-cost load balancing. This information is available
when you enable BGPmultipath load balancing.

• lsp-path-name—Name of the LSP used to reach the next hop.

• label-action—MPLS label andoperation occurring at the next hop. Theoperation canbepop (where
a label is removed fromthe topof the stack),push (whereanother label is added to the label stack),
or swap (where a label is replaced by another label). For VPNs, expect to seemultiple push
operations, corresponding to the inner and outer labels required for VPN routes (in the case of a
direct PE-to-PE connection, the VPN route would have the inner label push only).

via

(Enhanced subscriber management for MX Series routers) Indicates that an access-internal route is
managed by enhanced subscriber management. By contrast, access-internal routes notmanaged
by enhanced subscriber management are displayed with associated next-hop andmedia access
control (MAC) address information.

Private unicast

Distribution of the load based on the underlying operational interface bandwidth for equal-cost
multipaths (ECMP) across the nexthop gateways in percentages.

balance

Sample Output

show route

user@host> show route
inet.0: 11 destinations, 12 routes (11 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

1:65500:1:10.0.0.20/240               
                   *[MVPN/70] 19:53:41, metric2 1
                      Indirect
1:65500:1:10.0.0.40/240               
                   *[BGP/170] 19:53:29, localpref 100, from 10.0.0.30
                      AS path: I
                    > to 10.0.24.4 via lt-0/3/0.24, label-switched-path toD
                    [BGP/170] 19:53:26, localpref 100, from 10.0.0.33
                      AS path: I
                    > to 10.0.24.4 via lt-0/3/0.24, label-switched-path toD
1:65500:1:10.0.0.60/240               
                   *[BGP/170] 19:53:29, localpref 100, from 10.0.0.30
                      AS path: I
                    > to 10.0.28.8 via lt-0/3/0.28, label-switched-path toF
                    [BGP/170] 19:53:25, localpref 100, from 10.0.0.33
                      AS path: I
                    > to 10.0.28.8 via lt-0/3/0.28, label-switched-path toF
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show route (VPN)

The following sample output shows aVPN routewith composite next hops enabled. The

first Push operation corresponds to the outer label. The second Push operation

corresponds to the inner label.

user@host> show route 192.0.2.0

13979:665001.inet.0: 871 destinations, 3556 routes (871 active, 0 holddown, 0 
hidden)
+ = Active Route, - = Last Active, * = Both

192.0.2.0/24        [BGP/170] 00:28:32, localpref 100, from 10.9.9.160
                      AS path: 13980 ?, validation-state: unverified
                    > to 10.100.0.42 via ae2.0, Push 16, Push 300368(top)
                    [BGP/170] 00:28:28, localpref 100, from 10.9.9.169
                      AS path: 13980 ?, validation-state: unverified
                    > to 10.100.0.42 via ae2.0, Push 126016, Push 300368(top)
                   #[Multipath/255] 00:28:28, metric2 102
                    > to 10.100.0.42 via ae2.0, Push 16, Push 300368(top)
                      to 10.100.0.42 via ae2.0, Push 16, Push 300368(top)

show route (with Destination Prefix)

user@host> show route 172.16.0.0/12

inet.0: 10 destinations, 10 routes (9 active, 0 holddown, 1 hidden)
+ = Active Route, - = Last Active, * = Both

172.16.0.0/12      *[Static/5] 2w4d 12:54:27
                    > to 192.168.167.254 via fxp0.0

show route destination-prefix detail

user@host> show route 198.51.100.0 detail

inet.0: 15 destinations, 20 routes (15 active, 0 holddown, 0 hidden)
198.51.100.0/24 (2 entries, 2 announced)
        *BGP    Preference: 170/-101
         ...
         BGP-Static Preference: 4294967292
               Next hop type: Discard
                 Address: 0x9041ae4
                 Next-hop reference count: 2
                 State: <NoReadvrt Int Ext AlwaysFlash>
        Inactive reason: Route Preference
        Local AS:   200
        Age: 4d 1:40:40
        Validation State: unverified
        Task: RT
        Announcement bits (1): 2-BGP_RT_Background
        AS path: 4 5 6 I  

show route extensive

user@host> show route extensive
v1.mvpn.0: 5 destinations, 8 routes (5 active, 1 holddown, 0 hidden)
1:65500:1:10.0.0.40/240 (1 entry, 1 announced)
    *BGP   Preference: 170/-101
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           PMSI: Flags 0x0: Label[0:0:0]: PIM-SM: Sender 10.0.0.40 Group 
203.0.113.1
           Next hop type: Indirect
           Address: 0x92455b8
           Next-hop reference count: 2
           Source: 10.0.0.30
           Protocol next hop: 10.0.0.40
           Indirect next hop: 2 no-forward
           State: <Active Int Ext>
                     Local AS: 64510 Peer AS: 64511
           Age: 3  Metric2: 1
          Validation State: unverified
           Task: BGP_64510.10.0.0.30+179
           Announcement bits (2): 0-PIM.v1 1-mvpn global task
           AS path: I (Originator) Cluster list:  10.0.0.30
           AS path:  Originator ID: 10.0.0.40
           Communities: target:64502:100 encapsulation:0L:14           Import 
Accepted
           Localpref: 100
           Router ID: 10.0.0.30
           Primary Routing Table bgp.mvpn.0
           Indirect next hops: 1
                Protocol next hop: 10.0.0.40 Metric: 1
                Indirect next hop: 2 no-forward
                Indirect path forwarding next hops: 1
                      Next hop type: Router
                      Next hop: 10.0.24.4 via lt-0/3/0.24 weight 0x1
                10.0.0.40/32 Originating RIB: inet.3
                      Metric: 1                       Node path count: 1
                      Forwarding nexthops: 1
                         Nexthop: 10.0.24.4 via lt-0/3/0.24

show route extensive ( ECMP)

user@host> show route extensive
*IS-IS Preference: 15
                Level: 1
                Next hop type: Router, Next hop index: 1048577
                Address: 0xXXXXXXXXXX
                Next-hop reference count: YY 
                Next hop: 172.16.50.2 via ae1.0 balance 43%, selected
                Session Id: 0x141
                Next hop: 192.0.2.2 via ae0.0 balance 57%

show route extensive (Multipath Resolution)

user@host> show route extensive
inet.0: 37 destinations, 37 routes (36 active, 0 holddown, 1 hidden)
10.1.1.2/32 (1 entry, 1 announced)
TSI:
KRT in-kernel 10.1.1.2/32 -> {indirect(1048574)}
        *Static Preference: 5
                Next hop type: Indirect, Next hop index: 0
                Address: 0xb39d1b0
                Next-hop reference count: 2
                Next hop type: Router, Next hop index: 581
                Next hop: 12.1.1.2 via ge-2/0/1.0, selected
                Session Id: 0x144
                Next hop: 13.1.1.2 via ge-2/0/2.0, selected
                Session Id: 0x145
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                Protocol next hop: 10.1.1.1
                Indirect next hop: 0xb2b20f0 1048574 INH Session ID: 0x143
                State: <Active Int Ext>
                Age: 2:53  Metric2: 0
                Validation State: unverified
                Task: RT
                Announcement bits (2): 0-KRT 2-Resolve tree 1
                AS path: I
                Indirect next hops: 1
                        Protocol next hop: 10.1.1.1
                        Indirect next hop: 0xb2b20f0 1048574 INH Session ID: 0x143

                        Indirect path forwarding next hops: 2
                                Next hop type: Router
                                Next hop: 12.1.1.2 via ge-2/0/1.0
                                Session Id: 0x144
                                Next hop: 13.1.1.2 via ge-2/0/2.0
                                Session Id: 0x145
                     10.1.1.1/32 Originating RIB: inet.0
                        Node path count: 1
                          Node flags: 1
                        Forwarding nexthops: 2 (Merged)
                        Nexthop: 12.1.1.2 via ge-2/0/1.0 
                         Nexthop: 13.1.1.2 via ge-2/0/2.0  

user@host> show route active-path extensive
user@host> show route 141.1.1.1 active-path extensive

inet.0: 1000061 destinations, 1000082 routes (1000061 active, 0 holddown, 0 hidden)
141.1.1.1/32 (1 entry, 1 announced)
TSI:
KRT in-kernel 141.1.1.1/32 -> {indirect(1051215)}
unicast reverse-path: 0
[ae0.0 ae1.0]
Page 0 idx 0, (group Internet-IPv4 type External) Type 1 val 0xbb2e53d8 (adv_entry)
Advertised metrics:
Nexthop: Self
AS path: [500] 410 I
Communities:
Path 141.1.1.1 from 50.0.0.11 Vector len 4. Val: 0
*BGP Preference: 170/-101
Next hop type: Indirect, Next hop index: 0
Address: 0x2e9aacdc
Next-hop reference count: 500000
Source: 50.0.0.11
Next hop type: Router, Next hop index: 0
Next hop: 50.0.12.2 via ae0.0 weight 0x1
Label operation: Push 3851, Push 25, Push 20(top)
Label TTL action: prop-ttl, prop-ttl, prop-ttl(top)
Load balance label: Label 3851: None; Label 25: None; Label 20: None;
Label element ptr: 0xb5dc1780
Label parent element ptr: 0x18d48080
Label element references: 2
Label element child references: 0
Label element lsp id: 0
Session Id: 0x0
Next hop: 50.0.12.2 via ae0.0 weight 0x1
Label operation: Push 3851, Push 25, Push 22(top)
Label TTL action: prop-ttl, prop-ttl, prop-ttl(top)
Load balance label: Label 3851: None; Label 25: None; Label 22: None;
Label element ptr: 0xb5dc1700
Label parent element ptr: 0x18d41000
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Label element references: 2
Label element child references: 0
Label element lsp id: 0
Session Id: 0x0
Next hop: 50.0.12.2 via ae0.0 weight 0x1
Label operation: Push 3851, Push 24, Push 48(top)
Label TTL action: prop-ttl, prop-ttl, prop-ttl(top)
Load balance label: Label 3851: None; Label 24: None; Label 48: None;
Label element ptr: 0x18d40800
Label parent element ptr: 0x18d49780
Label element references: 3
Label element child references: 0
Label element lsp id: 0
Session Id: 0x0
Next hop: 50.0.12.2 via ae0.0 weight 0x1
Label operation: Push 3851, Push 24, Push 49(top)
Label TTL action: prop-ttl, prop-ttl, prop-ttl(top)
Load balance label: Label 3851: None; Label 24: None; Label 49: None;
Label element ptr: 0xb5dc1680
Label parent element ptr: 0x18d48f00
Label element references: 2
Label element child references: 0
Label element lsp id: 0
Session Id: 0x0
Next hop: 50.0.13.3 via ae1.0 weight 0x1
Label operation: Push 3851, Push 25, Push 21(top)
Label TTL action: prop-ttl, prop-ttl, prop-ttl(top)
Load balance label: Label 3851: None; Label 25: None; Label 21: None;
Label element ptr: 0xb5dc1600
Label parent element ptr: 0x18d44d80
Label element references: 2
Label element child references: 0
Label element lsp id: 0
Session Id: 0x0
Next hop: 50.0.13.3 via ae1.0 weight 0x1
Label operation: Push 3851, Push 25, Push 25(top)
Label TTL action: prop-ttl, prop-ttl, prop-ttl(top)
Load balance label: Label 3851: None; Label 25: None; Label 25: None;
Label element ptr: 0xb5dc1580
Label parent element ptr: 0x18d3da80
Label element references: 2
Label element child references: 0
Label element lsp id: 0
Session Id: 0x0
Next hop: 50.0.13.3 via ae1.0 weight 0x1, selected
Label operation: Push 3851, Push 24, Push 68(top)
Label TTL action: prop-ttl, prop-ttl, prop-ttl(top)
Load balance label: Label 3851: None; Label 24: None; Label 68: None;
Label element ptr: 0x18d41500
Label parent element ptr: 0x18d49000
Label element references: 3
Label element child references: 0
Label element lsp id: 0
Session Id: 0x0
Next hop: 50.0.13.3 via ae1.0 weight 0x1
Label operation: Push 3851, Push 24, Push 69(top)
Label TTL action: prop-ttl, prop-ttl, prop-ttl(top)
Load balance label: Label 3851: None; Label 24: None; Label 69: None;
Label element ptr: 0xb5dc1500
Label parent element ptr: 0x18d48300
Label element references: 2
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Label element child references: 0
Label element lsp id: 0
Session Id: 0x0
Protocol next hop: 50.0.0.11
Label operation: Push 3851
Label TTL action: prop-ttl
Load balance label: Label 3851: None;
Indirect next hop: 0x1883e200 1051215 INH Session ID: 0xb0d
State:
Local AS: 500 Peer AS: 500
Age: 1:40:03 Metric2: 2
Validation State: unverified
Task: BGP_500.50.0.0.11
Announcement bits (5): 0-KRT 8-KRT 9-BGP_RT_Background 10-Resolve tree 5 11-Resolve
 tree 8
AS path: 410 I
Accepted
Route Label: 3851
Localpref: 100
Router ID: 50.0.0.11
Indirect next hops: 1
Protocol next hop: 50.0.0.11 Metric: 2
Label operation: Push 3851
Label TTL action: prop-ttl
Load balance label: Label 3851: None;
Indirect next hop: 0x1883e200 1051215 INH Session ID: 0xb0d
Indirect path forwarding next hops (Merged): 8
Next hop type: Router
Next hop: 50.0.12.2 via ae0.0 weight 0x1
Session Id: 0x0
Next hop: 50.0.12.2 via ae0.0 weight 0x1
Session Id: 0x0
Next hop: 50.0.12.2 via ae0.0 weight 0x1
Session Id: 0x0
Next hop: 50.0.12.2 via ae0.0 weight 0x1
Session Id: 0x0
Next hop: 50.0.13.3 via ae1.0 weight 0x1
Session Id: 0x0
Next hop: 50.0.13.3 via ae1.0 weight 0x1
Session Id: 0x0
Next hop: 50.0.13.3 via ae1.0 weight 0x1
Session Id: 0x0
Next hop: 50.0.13.3 via ae1.0 weight 0x1
Session Id: 0x0
50.0.0.11/32 Originating RIB: inet.3
Metric: 1 Node path count: 4
Node flags: 1
Indirect nexthops: 4
Protocol Nexthop: 50.0.0.4 Metric: 1 Push 24
Indirect nexthop: 0x1880f200 1048597 INH Session ID: 0xb0c
Path forwarding nexthops link: 0x36120400
Path inh link: 0x0
Indirect path forwarding nexthops: 2
Nexthop: 50.0.12.2 via ae0.0
Session Id: 0
Nexthop: 50.0.13.3 via ae1.0
Session Id: 0
50.0.0.4/32 Originating RIB: inet.3
Metric: 1 Node path count: 1
Forwarding nexthops: 2
Nexthop: 50.0.12.2 via ae0.0
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Session Id: 0
Nexthop: 50.0.13.3 via ae1.0
Session Id: 0
Protocol Nexthop: 50.0.0.5 Metric: 1 Push 24
Indirect nexthop: 0x18810000 1048596 INH Session ID: 0xb0b
Path forwarding nexthops link: 0x1545be00
Path inh link: 0x0
Indirect path forwarding nexthops: 2
Nexthop: 50.0.12.2 via ae0.0
Session Id: 0
Nexthop: 50.0.13.3 via ae1.0
Session Id: 0
50.0.0.5/32 Originating RIB: inet.3
Metric: 1 Node path count: 1
Forwarding nexthops: 2
Nexthop: 50.0.12.2 via ae0.0
Session Id: 0
Nexthop: 50.0.13.3 via ae1.0
Session Id: 0
Protocol Nexthop: 50.0.0.6 Metric: 1 Push 25
Indirect nexthop: 0x1880e600 1048588 INH Session ID: 0xb0a
Path forwarding nexthops link: 0x3611f440
Path inh link: 0x0
Indirect path forwarding nexthops: 2
Nexthop: 50.0.12.2 via ae0.0
Session Id: 0
Nexthop: 50.0.13.3 via ae1.0
Session Id: 0
50.0.0.6/32 Originating RIB: inet.3
Metric: 1 Node path count: 1
Forwarding nexthops: 2
Nexthop: 50.0.12.2 via ae0.0
Session Id: 0
Nexthop: 50.0.13.3 via ae1.0
Session Id: 0
Protocol Nexthop: 50.0.0.7 Metric: 1 Push 25
Indirect nexthop: 0x1880dc00 1048586 INH Session ID: 0xb09
Path forwarding nexthops link: 0x15466d80
Path inh link: 0x0
Indirect path forwarding nexthops: 2
Nexthop: 50.0.12.2 via ae0.0
Session Id: 0
Nexthop: 50.0.13.3 via ae1.0
Session Id: 0
50.0.0.7/32 Originating RIB: inet.3
Metric: 1 Node path count: 1
Forwarding nexthops: 2
Nexthop: 50.0.12.2 via ae0.0
Session Id: 0
Nexthop: 50.0.13.3 via ae1.0
Session Id: 0

show route (Enhanced Subscriber Management)

user@host> show route
inet.0: 41 destinations, 41 routes (40 active, 0 holddown, 1 hidden)
+ = Active Route, - = Last Active, * = Both

198.51.100.11/24    *[Access-internal/12] 00:00:08
                > to #0 10.0.0.1.93.65 via demux0.1073741824
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198.51.100.12/24    *[Access-internal/12] 00:00:08
                Private unicast

show route (IPv6 Flow Specification)

user@host> show route
inet6.0: 6 destinations, 6 routes (6 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

2001:db8::10:255:185:19/128
                   *[Direct/0] 05:11:27
                    > via lo0.0
2001:db8::11:11:11:0/120
                   *[BGP/170] 00:28:58, localpref 100
                      AS path: 2000 I, validation-state: unverified
                    > to 2001:db8::13:14:2:2 via ge-1/1/4.0
2001:db8::13:14:2:0/120*[Direct/0] 00:45:07
                    > via ge-1/1/4.0
2001:db8::13:14:2:1/128*[Local/0] 00:45:18
                      Local via ge-1/1/4.0
fe80::2a0:a50f:fc71:71d5/128
                   *[Direct/0] 05:11:27
                    > via lo0.0
fe80::5e5e:abff:feb0:933e/128
                   *[Local/0] 00:45:18
                      Local via ge-1/1/4.0

inet6flow.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

2001:db8::11:11:11:10/128,*,proto=6,dstport=80,srcport=65535/term:1            
                   *[BGP/170] 00:28:58, localpref 100, from 2001:db8::13:14:2:2
                      AS path: 2000 I, validation-state: unverified
                      Fictitious
2001:db8::11:11:11:30/128,*,icmp6-type=128,len=100,dscp=10/term:2            
                   *[BGP/170] 00:20:54, localpref 100, from 2001:db8::13:14:2:2
                      AS path: 2000 I, validation-state: unverified
                      Fictitious

show route display-client-data detail

user@host> show route 198.51.100.0/24 display-client-data detail
inet.0: 59 destinations, 70 routes (59 active, 0 holddown, 0 hidden)
198.51.100.0/24 (1 entry, 1 announced)
        State: <FlashAll>
        *BGP-Static Preference: 5/-101
                Next hop type: Indirect, Next hop index: 0
                Address: 0xa5c2af8
                Next-hop reference count: 2
                Next hop type: Router, Next hop index: 1641
                Next hop: 192.0.2.1 via ge-2/1/1.0, selected
                Session Id: 0x160
                Protocol next hop: 192.0.2.1
                Indirect next hop: 0xa732cb0 1048621 INH Session ID: 0x17e
                State: <Active Int Ext AlwaysFlash NSR-incapable Programmed>
                Age: 3:13       Metric2: 0
                Validation State: unverified
                Announcement bits (3): 0-KRT 5-LDP 6-Resolve tree 3
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                AS path: I
                Client id: 1, Cookie: 1

show route te-ipv4-prefix-ip

user@host> show route te-ipv4-prefix-ip 10.10.10.10
lsdist.0: 283 destinations, 283 routes (283 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:10.10.10.10/32 } ISIS-L1:0
 }/1152              
                   *[IS-IS/15] 00:01:01
                      Fictitious
PREFIX { Node { AS:100 ISO:0100.0101.0101.00 } { IPv4:10.10.10.10/32 } ISIS-L2:0
 }/1152              
                   *[IS-IS/18] 00:01:01
                      Fictitious
PREFIX { Node { AS:100 ISO:0100.0202.0202.00 } { IPv4:10.10.10.10/32 } ISIS-L2:0
 }/1152              
                   *[IS-IS/18] 00:01:01
                      Fictitious
PREFIX { Node { AS:100 ISO:0100.0303.0303.00 } { IPv4:10.10.10.10/32 } ISIS-L2:0
 }/1152              
                   *[IS-IS/18] 00:01:01
                      Fictitious
PREFIX { Node { AS:100 ISO:0100.0404.0404.00 } { IPv4:10.10.10.10/32 } ISIS-L2:0
 }/1152              
                   *[IS-IS/18] 00:01:01
                      Fictitious
PREFIX { Node { AS:100 ISO:0100.0505.0505.00 } { IPv4:10.10.10.10/32 } ISIS-L2:0
 }/1152              
                   *[IS-IS/18] 00:01:01
                      Fictitious
PREFIX { Node { AS:100 ISO:0100.0606.0606.00 } { IPv4:10.10.10.10/32 } ISIS-L2:0
 }/1152              
                   *[IS-IS/18] 00:01:01
                      Fictitious
PREFIX { Node { AS:100 ISO:0100.0707.0707.00 } { IPv4:10.10.10.10/32 } ISIS-L2:0
 }/1152              
                   *[IS-IS/18] 00:01:01
                      Fictitious
PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:10.10.10.10/32 } ISIS-L2:0
 }/1152              
                   *[IS-IS/18] 00:01:01
                      Fictitious

show route te-ipv4-prefix-ip extensive

user@host>show route te-ipv4-prefix-ip 10.10.10.10 extensive
lsdist.0: 298 destinations, 298 routes (298 active, 0 holddown, 0 hidden)
        *IS-IS  Preference: 15
                Level: 1
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 298
                Next hop: 
                State:<Active NotInstall>
                Local AS:   100
                Age: 7:58
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                Validation State: unverified
                Task: IS-IS
                AS path: I
                Prefix SID: 1000, Flags: 0x40, Algo: 0

PREFIX { Node { AS:100 ISO:0100.0101.0101.00 } { IPv4:10.10.10.10/32 } ISIS-L2:0
 }/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
                Level: 2
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 298
                Next hop: 
       State: <Active NotInstall
       Local AS:   100 
                Age: 7:58 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1000, Flags: 0xe0, Algo: 0>

PREFIX { Node { AS:100 ISO:0100.0202.0202.00 } { IPv4:10.10.10.10/32 } ISIS-L2:0
 }/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
                Level: 2
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 298
                Next hop: 
                State: <Active NotInstall>
       Local AS:   100 
                Age: 7:58 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1000, Flags: 0xe0, Algo: 0

PREFIX { Node { AS:100 ISO:0100.0303.0303.00 } { IPv4:10.10.10.10/32 } ISIS-L2:0
 }/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
                Level: 2
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 298
                Next hop: 
                State: <Active NotInstall>
                Local AS:   100 
                Age: 7:58 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1000, Flags: 0xe0, Algo: 0

PREFIX { Node { AS:100 ISO:0100.0404.0404.00 } { IPv4:10.10.10.10/32 } ISIS-L2:0
 }/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
                Level: 2
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 298
                Next hop: 
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                State: <Active NotInstall>
                Local AS:   100 
                Age: 7:58 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1000, Flags: 0xe0, Algo: 0

PREFIX { Node { AS:100 ISO:0100.0505.0505.00 } { IPv4:10.10.10.10/32 } ISIS-L2:0
 }/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
                Level: 2
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 298
                Next hop: 
                State: <Active NotInstall>
                Local AS:   100 
                Age: 7:58 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1000, Flags: 0xe0, Algo: 0

PREFIX { Node { AS:100 ISO:0100.0606.0606.00 } { IPv4:10.10.10.10/32 } ISIS-L2:0
 }/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
                Level: 2
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 298
                Next hop: 
                State: <Active NotInstall>
                Local AS:   100 
                Age: 7:58 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1000, Flags: 0xe0, Algo: 0

PREFIX { Node { AS:100 ISO:0100.0707.0707.00 } { IPv4:10.10.10.10/32 } ISIS-L2:0
 }/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
                Level: 2
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 298
                Next hop: 
                State: <Active NotInstall>
                Local AS:   100 
                Age: 7:58 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1000, Flags: 0xe0, Algo: 0

PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:10.10.10.10/32 } ISIS-L2:0
 }/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
                Level: 2
                Next hop type: Fictitious, Next hop index: 0
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                Address: 0xa1a2ac4
                Next-hop reference count: 298
                Next hop: 
                State: <Active NotInstall>
                Local AS:   100 
                Age: 7:58 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1000, Flags: 0x40, Algo: 0

show route te-ipv4-prefix-node-iso

user@host> show route te-ipv4-prefix-node-iso 0100.0a0a.0a0a.00
lsdist.0: 283 destinations, 283 routes (283 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:10.10.10.10/32 } ISIS-L1:0
 }/1152              
                   *[IS-IS/15] 00:05:20
                      Fictitious
PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:1.1.1.1/32 } ISIS-L2:0 
}/1152              
                   *[IS-IS/18] 00:05:20
                      Fictitious
PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:2.2.2.2/32 } ISIS-L2:0 
}/1152              
                   *[IS-IS/18] 00:05:20
                      Fictitious
PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:3.3.3.3/32 } ISIS-L2:0 
}/1152              
                   *[IS-IS/18] 00:05:20
                      Fictitious
PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:4.4.4.4/32 } ISIS-L2:0 
}/1152              
                   *[IS-IS/18] 00:05:20
                      Fictitious
PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:5.5.5.5/32 } ISIS-L2:0 
}/1152              
                   *[IS-IS/18] 00:05:20
                      Fictitious
PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:6.6.6.6/32 } ISIS-L2:0 
}/1152              
                   *[IS-IS/18] 00:05:20
                      Fictitious
PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:7.7.7.7/32 } ISIS-L2:0 
}/1152              
                   *[IS-IS/18] 00:05:20
                      Fictitious
PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:10.10.10.10/32 } ISIS-L2:0
 }/1152              
                   *[IS-IS/18] 00:05:20
                      Fictitious

show route te-ipv4-prefix-node-iso extensive

user@host> show route te-ipv4-prefix-node-iso 0100.0a0a.0a0a.00 extensive
lsdist.0: 283 destinations, 283 routes (283 active, 0 holddown, 0 hidden)
PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:10.10.10.10/32 } ISIS-L1:0
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 }/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 15
                Level: 1
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 283
                Next hop: 
                State: <Active NotInstall>
                Local AS:   100 
                Age: 6:47 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1000, Flags: 0x40, Algo: 0

PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:1.1.1.1/32 } ISIS-L2:0 
}/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
                Level: 2
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 283
                Next hop: 
                State: <Active NotInstall>
                Local AS:   100 
                Age: 6:47 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1001, Flags: 0xe0, Algo: 0

PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:2.2.2.2/32 } ISIS-L2:0 
}/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
                Level: 2
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 283
                Next hop: 
                State: <Active NotInstall>
                Local AS:   100 
                Age: 6:47 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1002, Flags: 0xe0, Algo: 0

PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:3.3.3.3/32 } ISIS-L2:0 
}/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
                Level: 2
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 283
                Next hop: 
                State: <Active NotInstall>
                Local AS:   100 
                Age: 6:47 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
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                Prefix SID: 1003, Flags: 0xe0, Algo: 0

PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:4.4.4.4/32 } ISIS-L2:0 
}/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
                Level: 2
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 283
                Next hop: 
                State: <Active NotInstall>
                Local AS:   100 
                Age: 6:47 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1004, Flags: 0xe0, Algo: 0

PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:5.5.5.5/32 } ISIS-L2:0 
}/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
                Level: 2
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 283
                Next hop: 
                State: <Active NotInstall>
                Local AS:   100 
                Age: 6:47 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1005, Flags: 0xe0, Algo: 0

PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:6.6.6.6/32 } ISIS-L2:0 
}/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
                Level: 2
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 283
                Next hop: 
                State: <Active NotInstall>
                Local AS:   100 
                Age: 6:47 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1006, Flags: 0xe0, Algo: 0

PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:7.7.7.7/32 } ISIS-L2:0 
}/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
                Level: 2
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 283
                Next hop: 
                State: <Active NotInstall>
                Local AS:   100 
                Age: 6:47 
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                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1007, Flags: 0xe0, Algo: 0

PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:10.10.10.10/32 } ISIS-L2:0
 }/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
                Level: 2
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 283
                Next hop: 
                State: <Active NotInstall>
                Local AS:   100 
                Age: 6:47 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1000, Flags: 0x40, Algo: 0

show route te-ipv4-prefix-node-iso detail

user@host> show route te-ipv4-prefix-node-iso 0100.0a0a.0a0a.00 detail
lsdist.0: 283 destinations, 283 routes (283 active, 0 holddown, 0 hidden)
PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:10.10.10.10/32 } ISIS-L1:0
 }/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 15
                Level: 1
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 283
                Next hop: 
                State: <Active NotInstall>
                Local AS:   100 
                Age: 6:54 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1000, Flags: 0x40, Algo: 0

PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:1.1.1.1/32 } ISIS-L2:0 
}/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
                Level: 2
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 283
                Next hop: 
                State: <Active NotInstall>
                Local AS:   100 
                Age: 6:54 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1001, Flags: 0xe0, Algo: 0

PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:2.2.2.2/32 } ISIS-L2:0 
}/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
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                Level: 2
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 283
                Next hop: 
                State: <Active NotInstall>
                Local AS:   100 
                Age: 6:54 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1002, Flags: 0xe0, Algo: 0

PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:3.3.3.3/32 } ISIS-L2:0 
}/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
                Level: 2
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 283
                Next hop: 
                State: <Active NotInstall>
                Local AS:   100 
                Age: 6:54 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1003, Flags: 0xe0, Algo: 0

PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:4.4.4.4/32 } ISIS-L2:0 
}/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
                Level: 2
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 283
                Next hop: 
                State: <Active NotInstall>
                Local AS:   100 
                Age: 6:54 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1004, Flags: 0xe0, Algo: 0

PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:5.5.5.5/32 } ISIS-L2:0 
}/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
                Level: 2
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 283
                Next hop: 
                State: <Active NotInstall>
                Local AS:   100 
                Age: 6:54 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1005, Flags: 0xe0, Algo: 0
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PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:6.6.6.6/32 } ISIS-L2:0 
}/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
                Level: 2
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 283
                Next hop: 
                State: <Active NotInstall>
                Local AS:   100 
                Age: 6:54 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1006, Flags: 0xe0, Algo: 0

PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:7.7.7.7/32 } ISIS-L2:0 
}/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
                Level: 2
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 283
                Next hop: 
                State: <Active NotInstall>
                Local AS:   100 
                Age: 6:54 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1007, Flags: 0xe0, Algo: 0

PREFIX { Node { AS:100 ISO:0100.0a0a.0a0a.00 } { IPv4:10.10.10.10/32 } ISIS-L2:0
 }/1152 (1 entry, 0 announced)
        *IS-IS  Preference: 18
                Level: 2
                Next hop type: Fictitious, Next hop index: 0
                Address: 0xa1a2ac4
                Next-hop reference count: 283
                Next hop: 
                State: <Active NotInstall>
                Local AS:   100 
                Age: 6:54 
                Validation State: unverified 
                Task: IS-IS
                AS path: I
                Prefix SID: 1000, Flags: 0x40, Algo: 0
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show route extensive

List of Syntax Syntax on page 1922

Syntax (EX Series Switches) on page 1922

Syntax show route extensive
<destination-prefix>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches)

show route extensive
<destination-prefix>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Description Display extensive information about the active entries in the routing tables.

Options none—Display all active entries in the routing table.

destination-prefix—(Optional) Display active entries for the specified address or range
of addresses.

logical-system (all | logical-system-name)—(Optional) Perform this operation on all

logical systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output show route extensive on page 1929
show route extensive (Access Route) on page 1936
show route extensive (BGP PIC Edge) on page 1936
show route extensive (FRR and LFA) on page 1937
show route extensive (IS-IS) on page 1938
show route extensive (Route Reflector) on page 1938
show route label detail (Multipoint LDP Inband Signaling for Point-to-Multipoint
LSPs) on page 1938
showroute labeldetail (MultipointLDPwithMulticast-OnlyFastReroute)onpage1939

Output Fields Table 142onpage 1922describes theoutput fields for the showrouteextensivecommand.

Output fields are listed in the approximate order in which they appear.

Table 142: show route extensive Output Fields

Field DescriptionField Name

Name of the routing table (for example, inet.0).routing-table-name

Number of destinations for which there are routes in the routing table.number destinations

Copyright © 2018, Juniper Networks, Inc.1922

Broadband Subscriber Sessions Feature Guide



Table 142: show route extensive Output Fields (continued)

Field DescriptionField Name

Number of routes in the routing table and total number of routes in the following states:

• active (routes that are active).

• holddown (routes that are in the pending state before being declared inactive).

• hidden (routes that are not used because of a routing policy).

number routes

Routedestination (for example: 10.0.0.1/24). Theentry value is thenumberof route for this destination,
and the announced value is the number of routes being announced for this destination. Sometimes
the route destination is presented in another format, such as:

• MPLS-label (for example, 80001 ).

• interface-name (for example, ge-1/0/2).

• neighbor-address:control-word-status:encapsulationtype:vc-id:source (Layer2circuit only; for example,
10.1.1.195:NoCtrlWord:1:1:Local/96).

• neighbor-address—Address of the neighbor.

• control-word-status—Whether the use of the control word has been negotiated for this virtual
circuit: NoCtrlWord or CtrlWord.

• encapsulation type—Type of encapsulation, represented by a number: (1) Frame Relay DLCI, (2)
ATM AAL5 VCC transport, (3) ATM transparent cell transport, (4) Ethernet, (5) VLAN Ethernet,
(6) HDLC, (7) PPP, (8) ATM VCC cell transport, (10) ATM VPC cell transport.

• vc-id—Virtual circuit identifier.

• source—Source of the advertisement: Local or Remote.

route-destination
(entry, announced)

Protocol header information.TSI

(Next-to-the-last-hop routing device for MPLS only) Depth of the MPLS label stack, where the
label-popping operation is needed to remove one or more labels from the top of the stack. A pair of
routes is displayed, because the pop operation is performed onlywhen the stack depth is two ormore
labels.

• S=0route indicates that apacketwith an incoming label stackdepthof twoormore exits this router
with one fewer label (the label-popping operation is performed).

• If there is no S= information, the route is a normal MPLS route, which has a stack depth of 1 (the
label-popping operation is not performed).

label stacking

Protocol fromwhich the route was learned and the preference value for the route.

• +—A plus sign indicates the active route, which is the route installed from the routing table into the
forwarding table.

• -—A hyphen indicates the last active route.

• *—Anasterisk indicates that the route is both the active and the last active route. An asterisk before
a to line indicates the best subpath to the route.

In every routing metric except for the BGP LocalPref attribute, a lesser value is preferred. In order to
use common comparison routines, Junos OS stores the 1's complement of the LocalPref value in the
Preference2 field. For example, if the LocalPref value for Route 1 is 100, the Preference2 value is -101.
If the LocalPref value for Route 2 is 155, the Preference2 value is -156. Route 2 is preferred because it
has a higher LocalPref value and a lower Preference2 value.

[protocol, preference]
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Table 142: show route extensive Output Fields (continued)

Field DescriptionField Name

(IS-IS only). In IS-IS, a single autonomous system (AS) can be divided into smaller groups called
areas. Routing between areas is organized hierarchically, allowing a domain to be administratively
divided into smaller areas. This organization is accomplished by configuring Level 1 and Level 2
intermediate systems. Level 1 systems route within an area. When the destination is outside an area,
they route toward a Level 2 system. Level 2 intermediate systems route between areas and toward
other ASs.

Level

IP subnet augmented with a 64-bit prefix.Route Distinguisher

Provider multicast service interface (MVPN routing table).PMSI

Type of next hop. For a description of possible values for this field, see the Output Field table in the
show route detail command.

Next-hop type

Number of references made to the next hop.Next-hop reference
count

Indicates that the number of flood next-hop branches exceeded the system limit of 32 branches, and
only a subset of the flood next-hop branches were installed in the kernel.

Floodnexthopbranches
exceedmaximum
message

IP address of the route source.Source

Network layer address of the directly reachable neighboring system.Next hop

Interface used to reach the next hop. If there is more than one interface available to the next hop, the
nameof the interface that is actually used is followedby thewordSelected. This field can also contain
the following information:

• Weight—Value used to distinguish primary, secondary, and fast reroute backup routes. Weight
information is availablewhenMPLS label-switchedpath (LSP) linkprotection, node-linkprotection,
or fast reroute is enabled, orwhen the standby state is enabled for secondary paths. A lowerweight
value is preferred. Among routes with the same weight value, load balancing is possible.

• Balance—Balance coefficient indicating how traffic of unequal cost is distributed among next hops
when a routing device is performing unequal-cost load balancing. This information is available
when you enable BGPmultipath load balancing.

via

Name of the LSP used to reach the next hop.Label-switched-path
lsp-path-name

MPLS label and operation occurring at this routing device. The operation can be pop (where a label
is removed from the top of the stack), push (where another label is added to the label stack), or swap
(where a label is replaced by another label).

Label operation

Whether the metric has been increased or decreased by an offset value.Offset

(Local only) Local interface name.Interface

Network layer address of the remote routing device that advertised the prefix. This address is used
to recursively derive a forwarding next hop.

Protocol next hop
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Table 142: show route extensive Output Fields (continued)

Field DescriptionField Name

MPLS label and operation occurring at this routing device. The operation can be pop (where a label
is removed from the top of the stack), push (where another label is added to the label stack), or swap
(where a label is replaced by another label).

label-operation

When present, a list of nodes that are used to resolve the path to the next-hop destination, in the
order that they are resolved.

When BGP PIC Edge is enabled, the output lines that contain Indirect next hop: weight follow next
hops that the software can use to repair paths where a link failure occurs. The next-hop weight has
one of the following values:

• 0x1 indicates active next hops.

• 0x4000 indicates passive next hops.

Indirect next hops

State of the route (a route can be in more than one state). See the Output Field table in the show
route detail command.

State

TheBFDsession IDnumber that represents theprotectionusingMPLS fast reroute (FRR)and loop-free
alternate (LFA).

Session ID

Weight for the backup path. If the weight of an indirect next hop is larger than zero, the weight value
is shown.

For sample output, see show route table.

Weight
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Table 142: show route extensive Output Fields (continued)

Field DescriptionField Name

If the route is inactive, the reason for its current state is indicated. Typical reasons include:

• Active preferred—Currently active route was selected over this route.

• Always compareMED—Path with a lower multiple exit discriminator (MED) is available.

• AS path—Shorter AS path is available.

• Cisco Non-deterministic MED selection—Cisco nondeterministic MED is enabled and a path with a
lower MED is available.

• Cluster list length—Path with a shorter cluster list length is available.

• Forwarding use only—Path is only available for forwarding purposes.

• IGPmetric—Path through the next hop with a lower IGPmetric is available.

• IGPmetric type—Path with a lower OSPF link-state advertisement type is available.

• Interior > Exterior > Exterior via Interior—Direct, static, IGP, or EBGP path is available.

• Local preference—Path with a higher local preference value is available.

• Next hop address—Path with a lower metric next hop is available.

• No difference—Path from a neighbor with a lower IP address is available.

• Not Best in its group—Occurs whenmultiple peers of the same external AS advertise the same
prefix andaregrouped together in the selectionprocess.When this reason isdisplayed, anadditional
reason is provided (typically one of the other reasons listed).

• Number of gateways—Path with a higher number of next hops is available.

• Origin—Path with a lower origin code is available.

• OSPF version—Path does not support the indicated OSPF version.

• RIB preference—Route from a higher-numbered routing table is available.

• Route destinguisher—64-bit prefix added to IP subnets to make them unique.

• Routemetric or MED comparison—Route with a lower metric or MED is available.

• Route preference—Route with a lower preference value is available.

• Router ID—Path through a neighbor with a lower ID is available.

• Unusable path—Path is not usable because of one of the following conditions: the route is damped,
the route is rejected by an import policy, or the route is unresolved.

• Update source—Last tiebreaker is the lowest IP address value.

Inactive reason

Autonomous system (AS) number of the local routing device.Local AS

How long the route has been known.Age

Accumulated interior gateway protocol (AIGP) BGP attribute.AIGP

Cost value of the indicated route. For routes within an AS, the cost is determined by IGP and the
individualprotocolmetrics. For external routes, destinations, or routingdomains, thecost isdetermined
by a preference value.

Metric

Metric value for BGPpath selection towhich the IGPcost to thenext-hopdestinationhasbeenadded.MED-plus-IGP

For MPLS LSPs, state of the TTL propagation attribute. Can be enabled or disabled for all
RSVP-signaled and LDP-signaled LSPs or for specific VRF routing instances.

For sample output, see show route table.

TTL-Action
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Table 142: show route extensive Output Fields (continued)

Field DescriptionField Name

Name of the protocol that has added the route.Task

List of protocols that are consumers of the route. Using the following output as an example,
Announcement bits (3): 0-KRT 5-Resolve tree 2 8-BGP RT Background there are (3) announcement
bits to reflect the three clients (protocols) that have state for this route: Kernel (0-KRT), 5 (resolution
tree process 2), and 8 (BGP).

The notation n-Resolve inet indicates that the route is used for route resolution for next hops found
in the routing table. n is an index used by Juniper Networks customer support only.

Announcement bits

AS path through which the route was learned. The letters at the end of the AS path indicate the path
origin, providing an indication of the state of the route at the point at which the AS path originated:

• I—IGP.

• E—EGP.

• Recorded—The AS path is recorded by the sample process (sampled).

• ?—Incomplete; typically, the AS path was aggregated.

When AS path numbers are included in the route, the format is as follows:

• [ ]—Brackets enclose the local ASnumber associatedwith theASpath ifmore thanoneASnumber
is configured on the routing device, or if AS path prepending is configured.

• { }—Braces enclose AS sets, which are groups of AS numbers in which the order does not matter.
A set commonly results from route aggregation. The numbers in each AS set are displayed in
ascending order.

• ( )—Parentheses enclose a confederation.

• ( [ ] )—Parentheses and brackets enclose a confederation set.

NOTE: In Junos OS Release 10.3 and later, the AS path field displays an unrecognized attribute and
associatedhexadecimal value if BGP receivesattribute 128 (attribute set) andyouhavenot configured
an independent domain in any routing instance.

AS path

(BGP-learned routes) Validation status of the route:

• Invalid—Indicates that the prefix is found, but either the corresponding AS received from the EBGP
peer is not the AS that appears in the database, or the prefix length in the BGP update message is
longer than themaximum length permitted in the database.

• Unknown—Indicates that the prefix is not among the prefixes or prefix ranges in the database.

• Unverified—Indicates that origin validation is not enabled for the BGP peers.

• Valid—Indicates that the prefix and autonomous system pair are found in the database.

validation-state

Point-to-multipoint root address, multicast source address, andmulticast group address when
multipoint LDP (M-LDP) inband signaling is configured.

FECs bound to route

(For route reflected output only) Originator ID attribute set by the route reflector.AS path: I <Originator>
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Table 142: show route extensive Output Fields (continued)

Field DescriptionField Name

Indicates the status of a BGP route:

• Accepted—The specified BGP route is imported by the default BGP policy.

• Import—The route is imported into a Layer 3 VPN routing instance.

• Import-Protect—A remote instance egress that is protected.

• Multipath—A BGPmultipath active route.

• MultipathContrib—The route is not active but contributes to the BGPmultipath.

• Protect—An egress route that is protected.

• Stale—A route that is marked stale due to graceful restart.

route status

Whenmultipoint LDP with multicast-only fast reroute (MoFRR) is configured, the primary upstream
path. MoFRR transmits a multicast join message from a receiver toward a source on a primary path,
while also transmitting a secondary multicast join message from the receiver toward the source on
a backup path.

Primary Upstream

Whenmultipoint LDP with MoFRR is configured, the reverse-path forwarding (RPF) next-hop
information. Data packets are received from both the primary path and the secondary paths. The
redundant packets are discarded at topology merge points due to the RPF checks.

RPF Nexthops

Multiple MPLS labels are used to control MoFRR stream selection. Each label represents a separate
route, but each references the same interface list check. Only the primary label is forwarded while all
others are dropped. Multiple interfaces can receive packets using the same label.

Label

Valueused todistinguishMoFRRprimary andbackup routes. A lowerweight value is preferred. Among
routes with the same weight value, load balancing is possible.

weight

MPLS label assigned to the Layer 2 circuit virtual connection.VC Label

Maximum transmission unit (MTU) of the Layer 2 circuit.MTU

VLAN identifier of the Layer 2 circuit.VLAN ID

(For route reflected output only) Cluster ID sent by the route reflector.Cluster list

(For route reflected output only) Address of router that originally sent the route to the route reflector.Originator ID

Forwarding Equivalent Class (FEC) bound to this route. Applicable only to routes installed by LDP.Prefixes bound to route

Community path attribute for the route. See theOutput Field table in the show route detail command
for all possible values for this field.

Communities

Layer 2 encapsulation (for example, VPLS).Layer2-info: encaps

Control flags: none or Site Down.control flags

Maximum transmission unit (MTU) information.mtu

First label in a block of labels and label block size. A remote PE routing device uses this first label
when sending traffic toward the advertising PE routing device.

Label-Base, range
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Table 142: show route extensive Output Fields (continued)

Field DescriptionField Name

Layer 2 VPN and VPLS network layer reachability information (NLRI).status vector

Local preference value included in the route.Localpref

BGP router ID as advertised by the neighbor in the openmessage.Router ID

In a routing table group, the name of the primary routing table in which the route resides.Primary Routing Table

In a routing table group, the name of one or more secondary tables in which the route resides.Secondary Tables

Name of the routing table whose active route was used to determine the forwarding next-hop entry
in the resolution database. For example, in the case of inet.0 resolving through inet.0 and inet.3, this
field indicates which routing table, inet.0 or inet.3, provided the best path for a particular prefix.

Originating RIB

Number of nodes in the path.Node path count

Number of forwarding next hops. The forwarding next hop is the network layer address of the directly
reachable neighboring system (if applicable) and the interface used to reach it.

Forwarding nexthops

Sample Output

show route extensive

user@host> show route extensive
inet.0: 22 destinations, 23 routes (21 active, 0 holddown, 1 hidden)
203.0.113.10/16 (1 entry, 1 announced)
TSI:
KRT in-kernel 203.0.113.10/16 -> {192.168.71.254}
        *Static Preference: 5
                Next-hop reference count: 29
                Next hop: 192.168.71.254 via fxp0.0, selected
                State: <Active NoReadvrt Int Ext>
                Local AS:    64496 
                Age: 1:34:06 
                Task: RT
                Announcement bits (2): 0-KRT 3-Resolve tree 2 
                AS path: I

203.0.113.30/30 (2 entries, 1 announced)
        *Direct Preference: 0
                Next hop type: Interface
                Next-hop reference count: 2
                Next hop: via so-0/3/0.0, selected
                State: <Active Int>
                Local AS:    64496 
                Age: 1:32:40 
                Task: IF
                Announcement bits (1): 3-Resolve tree 2 
                AS path: I
         OSPF   Preference: 10
                Next-hop reference count: 1
                Next hop: via so-0/3/0.0, selected
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                State: <Int>
                Inactive reason: Route Preference
                Local AS:    64496 
                Age: 1:32:40    Metric: 1 
                Area: 0.0.0.0
                Task: OSPF
                AS path: I

203.0.113.103/32 (1 entry, 1 announced)
        *Local  Preference: 0
                Next hop type: Local
                Next-hop reference count: 7
                Interface: so-0/3/0.0
                State: <Active NoReadvrt Int>
                Local AS:    644969 
                Age: 1:32:43 
                Task: IF
                Announcement bits (1): 3-Resolve tree 2 
                AS path: I

...

203.0.113.203/30 (1 entry, 1 announced)
TSI:
KRT in-kernel 203.0.113.203/30 -> {203.0.113.216}
        *OSPF   Preference: 10
                Next-hop reference count: 9
                Next hop: via so-0/3/0.0
                Next hop: 203.0.113.216 via ge-3/1/0.0, selected
                State: <Active Int>
                Local AS:    64496 
                Age: 1:32:19    Metric: 2 
                Area: 0.0.0.0
                Task: OSPF
                Announcement bits (2): 0-KRT 3-Resolve tree 2 
                AS path: I

...

198.51.100.2/32 (1 entry, 1 announced)
TSI:
KRT in-kernel 198.51.100.2/32 -> {}
        *PIM    Preference: 0
                Next-hop reference count: 18
                State: <Active NoReadvrt Int>
                Local AS:    64496 
                Age: 1:34:08 
                Task: PIM Recv
                Announcement bits (2): 0-KRT 3-Resolve tree 2 
                AS path: I

...

198.51.100.22/32 (1 entry, 1 announced)
TSI:
KRT in-kernel 198.51.100.22/32 -> {}
        *IGMP   Preference: 0
                Next-hop reference count: 18
                State: <Active NoReadvrt Int>
                Local AS:    64496 
                Age: 1:34:06 
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                Task: IGMP
                Announcement bits (2): 0-KRT 3-Resolve tree 2 
                AS path: I

inet.3: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)

203.0.113.103/32 (1 entry, 1 announced)
        State: <FlashAll>
        *RSVP   Preference: 7
                Next-hop reference count: 6
                Next hop: 203.0.113.216 via ge-3/1/0.0 weight 0x1, selected
                Label-switched-path green-r1-r3
                Label operation: Push 100096
                State: <Active Int>
                Local AS:    64496 
                Age: 1:28:12    Metric: 2
                Task: RSVP
                Announcement bits (2): 1-Resolve tree 1 2-Resolve tree 2 
                AS path: I

203.0.113.238/32 (1 entry, 1 announced)
        State: <FlashAll>
        *RSVP   Preference: 7
                Next-hop reference count: 6
                Next hop: via so-0/3/0.0 weight 0x1, selected
                Label-switched-path green-r1-r2
                State: <Active Int>
                Local AS:    64496 
                Age: 1:28:12    Metric: 1
                Task: RSVP
                Announcement bits (2): 1-Resolve tree 1 2-Resolve tree 2 
                AS path: I

private1__.inet.0: 2 destinations, 3 routes (2 active, 0 holddown, 0 hidden)

...

iso.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)

47.0005.80ff.f800.0000.0108.0001.0102.5507.1052/152 (1 entry, 0 announced)
        *Direct Preference: 0
                Next hop type: Interface
                Next-hop reference count: 1
                Next hop: via lo0.0, selected
                State: <Active Int>
                Local AS:    64496 
                Age: 1:34:07 
                Task: IF
                AS path: I

mpls.0: 5 destinations, 5 routes (5 active, 0 holddown, 0 hidden)

0   (1 entry, 1 announced)
TSI:
KRT in-kernel 0      /36 -> {}
        *MPLS   Preference: 0
                Next hop type: Receive
                Next-hop reference count: 6
                State: <Active Int>
                Local AS:    64496 
                Age: 1:34:08    Metric: 1 
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                Task: MPLS
                Announcement bits (1): 0-KRT 
                AS path: I

...

mpls.0: 5 destinations, 5 routes (5 active, 0 holddown, 0 hidden)
  299840 (1 entry, 1 announced)
  TSI:
  KRT in-kernel 299840 /52 -> {indirect(1048575)}
          *RSVP   Preference: 7/2
                  Next hop type: Flood
                  Address: 0x9174a30
                  Next-hop reference count: 4
                  Next hop type: Router, Next hop index: 798
                  Address: 0x9174c28
                  Next-hop reference count: 2
                  Next hop: 198.51.100.2 via lt-1/2/0.9 weight 0x1
                  Label-switched-path R2-to-R4-2p2mp
                  Label operation: Pop      
                  Next hop type: Router, Next hop index: 1048574
                  Address: 0x92544f0
                  Next-hop reference count: 2
                  Next hop: 198.51.100.2 via lt-1/2/0.7 weight 0x1
                  Label-switched-path R2-to-R200-p2mp
                  Label operation: Pop      
                  Next hop: 198.51.100.2 via lt-1/2/0.5 weight 0x8001
                  Label operation: Pop      
                  State: <Active Int>     
                  Age: 1:29       Metric: 1 
                  Task: RSVP
                  Announcement bits (1): 0-KRT 
                  AS path: I...

800010 (1 entry, 1 announced)

TSI:
KRT in-kernel 800010 /36 -> {vt-3/2/0.32769}
        *VPLS   Preference: 7
                Next-hop reference count: 2
                Next hop: via vt-3/2/0.32769, selected
                Label operation: Pop      
                State: <Active Int>
                Age: 1:31:53 
                Task: Common L2 VC
                Announcement bits (1): 0-KRT 
                AS path: I

vt-3/2/0.32769 (1 entry, 1 announced)
TSI:
KRT in-kernel vt-3/2/0.32769.0      /16 -> {indirect(1048574)}
        *VPLS   Preference: 7
                Next-hop reference count: 2
                Next hop: 203.0.113.216 via ge-3/1/0.0 weight 0x1, selected
                Label-switched-path green-r1-r3
                Label operation: Push 800012, Push 100096(top)
                Protocol next hop: 203.0.113.103
                Push 800012
                Indirect next hop: 87272e4 1048574
                State: <Active Int>
                Age: 1:31:53    Metric2: 2 
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                Task: Common L2 VC
                Announcement bits (2): 0-KRT 1-Common L2 VC 
                AS path: I
                Communities: target:11111:1 Layer2-info: encaps:VPLS, 
                control flags:, mtu: 0
                Indirect next hops: 1
                        Protocol next hop: 203.0.113.103 Metric: 2
                        Push 800012
                        Indirect next hop: 87272e4 1048574
                        Indirect path forwarding next hops: 1
                                Next hop: 203.0.113.216 via ge-3/1/0.0 weight 0x1

                        203.0.113.103/32 Originating RIB: inet.3
                          Metric: 2                       Node path count: 1
                          Forwarding nexthops: 1
                                Nexthop: 203.0.113.216 via ge-3/1/0.0

inet6.0: 5 destinations, 5 routes (5 active, 0 holddown, 0 hidden)

2001:db8::10:255:71:52/128 (1 entry, 0 announced)
        *Direct Preference: 0
                Next hop type: Interface
                Next-hop reference count: 1
                Next hop: via lo0.0, selected
                State: <Active Int>
                Local AS:    64496 
                Age: 1:34:07 
                Task: IF
                AS path: I

fe80::280:42ff:fe10:f179/128 (1 entry, 0 announced)
        *Direct Preference: 0
                Next hop type: Interface
                Next-hop reference count: 1
                Next hop: via lo0.0, selected
                State: <Active NoReadvrt Int>
                Local AS:    64496 
                Age: 1:34:07 
                Task: IF
                AS path: I

ff02::2/128 (1 entry, 1 announced)
TSI:
KRT in-kernel ff02::2/128 -> {}
        *PIM    Preference: 0
                Next-hop reference count: 18
                State: <Active NoReadvrt Int>
                Local AS:    64496 
                Age: 1:34:08 
                Task: PIM Recv6
                Announcement bits (1): 0-KRT 
                AS path: I

ff02::d/128 (1 entry, 1 announced)
TSI:
KRT in-kernel ff02::d/128 -> {}
        *PIM    Preference: 0
                Next-hop reference count: 18
                State: <Active NoReadvrt Int>
                Local AS:    64496 
                Age: 1:34:08 
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                Task: PIM Recv6
                Announcement bits (1): 0-KRT 
                AS path: I

ff02::16/128 (1 entry, 1 announced)
TSI:
KRT in-kernel ff02::16/128 -> {}
        *MLD    Preference: 0
                Next-hop reference count: 18
                State: <Active NoReadvrt Int>
                Local AS:    64496 
                Age: 1:34:06 
                Task: MLD
                Announcement bits (1): 0-KRT 
                AS path: I

private.inet6.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)

fe80::280:42ff:fe10:f179/128 (1 entry, 0 announced)
        *Direct Preference: 0
                Next hop type: Interface
                Next-hop reference count: 1
                Next hop: via lo0.16385, selected
                State: <Active NoReadvrt Int>
                Age: 1:34:07 
                Task: IF
                AS path: I

green.l2vpn.0: 4 destinations, 4 routes (4 active, 0 holddown, 0 hidden)

203.0.113.103:1:3:1/96 (1 entry, 1 announced)
        *BGP    Preference: 170/-101
                Route Distinguisher: 203.0.113.103:1
                Next-hop reference count: 7
                Source: 203.0.113.103
                Protocol next hop: 203.0.113.103
                Indirect next hop: 2 no-forward
                State: <Secondary Active Int Ext>
                Local AS:    64496 Peer AS:    64496
                Age: 1:28:12    Metric2: 1 
                Task: BGP_69.203.0.113.103+179
                Announcement bits (1): 0-green-l2vpn 
                AS path: I
                Communities: target:11111:1 Layer2-info: encaps:VPLS, 
                control flags:, mtu: 0
                Label-base: 800008, range: 8
                Localpref: 100
                Router ID: 203.0.113.103
                Primary Routing Table bgp.l2vpn.0

203.0.113.152:1:1:1/96 (1 entry, 1 announced)
TSI:
Page 0 idx 0 Type 1 val 8699540
        *L2VPN  Preference: 170/-1
                Next-hop reference count: 5
                Protocol next hop: 203.0.113.152
                Indirect next hop: 0 -
                State: <Active Int Ext>
                Age: 1:34:03    Metric2: 1 
                Task: green-l2vpn
                Announcement bits (1): 1-BGP.0.0.0.0+179 
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                AS path: I
                Communities: Layer2-info: encaps:VPLS, control flags:Site-Down, 
                mtu: 0
                Label-base: 800016, range: 8, status-vector: 0x9F 

203.0.113.152:1:5:1/96 (1 entry, 1 announced)
TSI:
Page 0 idx 0 Type 1 val 8699528
        *L2VPN  Preference: 170/-101
                Next-hop reference count: 5
                Protocol next hop: 203.0.113.152
                Indirect next hop: 0 -
                State: <Active Int Ext>
                Age: 1:34:03    Metric2: 1 
                Task: green-l2vpn
                Announcement bits (1): 1-BGP.0.0.0.0+179 
                AS path: I
                Communities: Layer2-info: encaps:VPLS, control flags:, mtu: 0
                Label-base: 800008, range: 8, status-vector: 0x9F 

...

l2circuit.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)

TSI:

203.0.113.163:CtrlWord:4:3:Local/96 (1 entry, 1 announced)
        *L2CKT  Preference: 7
                Next hop: via so-1/1/2.0 weight 1, selected
                Label-switched-path my-lsp
                Label operation: Push 100000[0]
                Protocol next hop: 203.0.113.163 Indirect next hop: 86af000 296
                State: <Active Int>
                Local AS:    64499
                Age: 10:21
                Task: l2 circuit
                Announcement bits (1): 0-LDP
                AS path: I
                VC Label 100000, MTU 1500, VLAN ID 512

203.0.113.55/24 (1 entry, 1 announced)
TSI:
KRT queued (pending) add
  198.51.100.0/24 -> {Push 300112}
        *BGP    Preference: 170/-101
                Next hop type: Router
                Address: 0x925c208
                Next-hop reference count: 2
                Source: 203.0.113.9
                Next hop: 203.0.113.9 via ge-1/2/0.15, selected
                Label operation: Push 300112
                Label TTL action: prop-ttl
                State: <Active Ext>
                Local AS:  64509 Peer AS: 65539
                Age: 1w0d 23:06:56 
                AIGP: 25 
                Task: BGP_65539.203.0.113.9+56732
                Announcement bits (1): 0-KRT 
                AS path: 65539 64508 I
                Accepted

1935Copyright © 2018, Juniper Networks, Inc.

Chapter 103: Operational Commands



                Route Label: 300112
                Localpref: 100
                Router ID: 213.0.113.99

show route extensive (Access Route)

user@host> show route 203.0.113.102 extensive
inet.0: 39256 destinations, 39258 routes (39255 active, 0 holddown, 1 hidden)
203.0.113.102/32 (1 entry, 1 announced)
TSI:
KRT in-kernel 203.0.113.102/32 -> {192.0.2.2}
OSPF area : 0.0.0.0, LSA ID : 203.0.113.102, LSA type : Extern
        *Access Preference: 13
                Next-hop reference count: 78472
                Next hop: 192.0.2.2 via fe-0/0/0.0, selected
                State: <Active Int>
       Age: 12 
                Task: RPD Unix Domain Server./var/run/rpd_serv.local
                Announcement bits (2): 0-KRT 1-OSPFv2 
                AS path: I

user@host> show route 2001:db8:4641:1::/48 extensive

inet6.0: 75 destinations, 81 routes (75 active, 0 holddown, 0 hidden)
  2001:db8:4641:1::/48 (1 entry, 1 announced)
  TSI:
  KRT in-kernel 2001:db8:4641:1::/48 -> {#0 0.13.1.0.0.1}
          *Access Preference: 13
                  Next hop type: Router, Next hop index: 74548
                  Address: 0x1638c1d8
                  Next-hop reference count: 6
                  Next hop: #0 0.13.1.0.0.1 via demux0.1073753267, selected
                  Session Id: 0x0
                  State: <Active Int>  
                  Age: 4:17
                  Validation State: unverified
                  Task: RPD Unix Domain Server./var/run/rpd_serv.local
                  Announcement bits (2): 0-KRT 4-Resolve tree 2
                  AS path: I
2001:db8:4641:1::/128 (1 entry, 1 announced)
  TSI:
  KRT in-kernel 2001:db8:4641:1::/128 -> {#0 0.13.1.0.0.1}
          *Access-internal Preference: 12
                  Next hop type: Router, Next hop index: 74548
                  Address: 0x1638c1d8
                  Next-hop reference count: 6
                  Next hop: #0 0.13.1.0.0.1 via demux0.1073753267, selected
                  Session Id: 0x0
                  State: <Active Int>
                  Age: 4:17
                  Validation State: unverified
                  Task: RPD Unix Domain Server./var/run/rpd_serv.local
                  Announcement bits (2): 0-KRT 4-Resolve tree 2
                  AS path: I

show route extensive (BGP PIC Edge)

user@host> show route 198.51.100.6 extensive
ed.inet.0: 6 destinations, 9 routes (6 active, 0 holddown, 0 hidden)
  198.51.100.6/32 (3 entries, 2 announced)
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          State: <CalcForwarding>
  TSI:
  KRT in-kernel 198.51.100.6/32 -> {indirect(1048574), indirect(1048577)}
  Page 0 idx 0 Type 1 val 9219e30
      Nexthop: Self
      AS path: [2] 3 I
      Communities: target:2:1
  Path 198.51.100.6 from 198.51.100.4 Vector len 4.  Val: 0
..
          #Multipath Preference: 255
                  Next hop type: Indirect
                  Address: 0x93f4010
                  Next-hop reference count: 2
..
                  Protocol next hop: 198.51.1001.4
                  Push 299824
                  Indirect next hop: 944c000 1048574 INH Session ID: 0x3
                  Indirect next hop: weight 0x1
                  Protocol next hop: 198.51.100.5
                  Push 299824
                  Indirect next hop: 944c1d8 1048577 INH Session ID: 0x4
                  Indirect next hop: weight 0x4000
                  State: <ForwardingOnly Int Ext)>
                  Inactive reason: Forwarding use only
                  Age: 25         Metric2: 15 
                  Validation State: unverified 
                  Task: RT
                  Announcement bits (1): 0-KRT 
                  AS path: 3 I
                  Communities: target:2:1

show route extensive (FRR and LFA)

user@host> show route 203.0.113.20 extensive
inet.0: 46 destinations, 49 routes (45 active, 0 holddown, 1 hidden)
203.0.113.20/24 (2 entries, 1 announced)
        State: FlashAll
TSI:
KRT in-kernel 203.0.113.20/24 -> {Push 299776, Push 299792}
        *RSVP   Preference: 7/1
                Next hop type: Router, Next hop index: 1048574
                Address: 0xbbbc010
                Next-hop reference count: 5
                Next hop: 203.0.113.112 via ge-2/1/8.0 weight 0x1, selected
                Label-switched-path europa-d-to-europa-e
                Label operation: Push 299776
                Label TTL action: prop-ttl
                Session Id: 0x201
                Next hop: 203.0.113.122 via ge-2/1/4.0 weight 0x4001
                Label-switched-path europa-d-to-europa-e
                Label operation: Push 299792
                Label TTL action: prop-ttl
                Session Id: 0x202
                State: Active Int
                Local AS:   64500 
                Age: 5:31  Metric: 2 
                Task: RSVP
                Announcement bits (1): 0-KRT 
                AS path: I
         OSPF   Preference: 10
                Next hop type: Router, Next hop index: 615
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                Address: 0xb9d78c4
                Next-hop reference count: 7
                Next hop: 203.0.113.112 via ge-2/1/8.0, selected
                Session Id: 0x201
                State: Int
                Inactive reason: Route Preference
                Local AS:   64500 
                Age: 5:35  Metric: 3 
                Area: 0.0.0.0
                Task: OSPF
                AS path: I

show route extensive (IS-IS)

user@host> show route extensive
IS-IS Preference: 15
                Level: 1
                Next hop type: Router, Next hop index: 1048577
                Address: 0xXXXXXXXXXX
                Next-hop reference count: YY 
                Next hop: 203.0.113.22 via ae1.0 balance 43%, selected
                Session Id: 0x141
                Next hop: 203.0.113.22 via ae0.0 balance 57%

show route extensive (Route Reflector)

user@host> show route extensive
203.0.113.0/8 (1 entry, 1 announced)

TSI:
KRT in-kernel 203.0.113.0/8 -> {indirect(40)}
        *BGP    Preference: 170/-101
                Source: 192.168.4.214
                Protocol next hop: 198.51.100.192 Indirect next hop: 84ac908 40
                State: <Active Int Ext>
                Local AS: 65548 Peer AS: 65548
                Age: 3:09       Metric: 0       Metric2: 0
                Task: BGP_65548.192.168.4.214+1033
                Announcement bits (2): 0-KRT 4-Resolve inet.0
                AS path: 65544 64507 I <Originator>
                Cluster list:  198.51.100.1
                Originator ID: 203.0.113.88
                Communities: 7777:7777
                Localpref: 100
                Router ID: 203.0.113.4
                Indirect next hops: 1
                        Protocol next hop: 203.0.113.192 Metric: 0 
                        Indirect next hop: 84ac908 40
                        Indirect path forwarding next hops: 0
                                Next hop type: Discard

show route label detail (Multipoint LDP Inband Signaling for Point-to-Multipoint LSPs)

user@host> show route label 299872 detail
mpls.0: 13 destinations, 13 routes (13 active, 0 holddown, 0 hidden)
299872 (1 entry, 1 announced)
        *LDP    Preference: 9
                Next hop type: Flood
                Next-hop reference count: 3
                Address: 0x9097d90
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                Next hop: via vt-0/1/0.1
                Next-hop index: 661
                Label operation: Pop      
                Address: 0x9172130
                Next hop: via so-0/0/3.0
                Next-hop index: 654
                Label operation: Swap 299872
                State: **Active Int>
                Local AS:  64511 
                Age: 8:20       Metric: 1 
                Task: LDP
                Announcement bits (1): 0-KRT 
                AS path: I
                FECs bound to route: P2MP root-addr 203.0.113.166, grp 203.0.1.1,
 src 192.168.142.2

show route label detail (Multipoint LDPwithMulticast-Only Fast Reroute)

user@host> show route label 301568 detail

mpls.0: 18 destinations, 18 routes (18 active, 0 holddown, 0 hidden)
301568 (1 entry, 1 announced)
        *LDP    Preference: 9
                Next hop type: Flood
                Address: 0x2735208
                Next-hop reference count: 3
                Next hop type: Router, Next hop index: 1397
                Address: 0x2735d2c
                Next-hop reference count: 3
                Next hop: 203.0.113.82 via ge-1/2/22.0
                Label operation: Pop      
                Load balance label:  None; 
                Next hop type: Router, Next hop index: 1395
                Address: 0x2736290
                Next-hop reference count: 3
                Next hop: 203.0.113.2 via ge-1/2/18.0
                Label operation: Pop      
                Load balance label:  None; 
                State: <Active Int AckRequest MulticastRPF>
                Local AS:    64500 
                Age: 54:05      Metric: 1 
                Validation State: unverified 
                Task: LDP
                Announcement bits (1): 0-KRT 
                AS path: I
                FECs bound to route: P2MP root-addr 198.51.100.1, grp: 232.1.1.1,
 src: 192.168.219.11
                Primary Upstream : 198.51.100.3:0--198.51.100.2:0
                   RPF Nexthops  :
                        ge-1/2/15.0, 1.2.94.1, Label: 301568, weight: 0x1
                        ge-1/2/14.0, 1.2.3.1, Label: 301568, weight: 0x1
                Backup Upstream : 198.51.100.3:0--198.51.100.6:0
                   RPF Nexthops :
                        ge-1/2/20.0, 198.51.100.96, Label: 301584, weight: 0xfffe

                        ge-1/2/19.0, 198.51.100.36, Label: 301584, weight: 0xfffe
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show static-subscribers sessions

Syntax show static-subscribers sessions
<group group-name>
<interface interface-name>

Release Information Command introduced in Junos OS Release 9.6.

Description Display information about the subscriber sessions for all static subscribers, all static

subscribers on an interface group, or a single subscriber on an interface.

Options group-name—(Optional)Displaysession information for static subscribersonall interfaces
in the specified group.

interface-name—(Optional) Display session information for the static subscriber on the
specified in the specified group.

Required Privilege
Level

view

Related
Documentation

Subscribers on Static Interfaces Overview on page 843•

List of Sample Output show static-subscribers sessions on page 1941
show static-subscribers sessions group on page 1941
show static-subscribers sessions interface on page 1941

Output Fields Table 143 on page 1940 lists the output fields for the show static-subscribers sessions

command. Output fields are listed in the approximate order in which they appear.

Table 143: show static-subscribers sessions Output Fields

Level of OutputField DescriptionField Name

None specifiedName of the interface.Interface

None specifiedState of the static subscriber session:

• authenticating—Subscriber is being authenticated.

• activating client—Client is being activated.

• activating services—Subscriber services are being activated.

• deactivating client—Client is being deactivated.

• deactivating services—Subscriber services are being deactivated.

• initializing—Process is initializing.

• logged in—Subscriber is logged in to the interface.

• logged out—Subscriber is logged out of the interface.

• processing statistics—Session statistics are being processed.

• terminating session—Subscriber session is being terminated.

State
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Table 143: show static-subscribers sessions Output Fields (continued)

Level of OutputField DescriptionField Name

None specifiedName of the interface group to which the interface belongs.Group

None specifiedUsername used for the static subscriber. Can be the interface name.User Name

Sample Output

show static-subscribers sessions

user@host> show static-subscribers sessions

Static subscriber information:
Interface         State                  Group            User Name
ge-9/1/0.1        logged out             SS1              ge-9-1-0.1            
ge-9/1/0.10       logged out             SS1              ge-9-1-0.10           
ge-9/1/0.100      logged out             SS1              ge-9-1-0.100          
ge-9/1/0.11       logged out             SS1              ge-9-1-0.11           
ge-9/1/0.12       logged out             SS1              ge-9-1-0.12           
ge-9/1/0.13       logged out             SS1              ge-9-1-0.13           
ge-9/1/0.14       logged out             SS1              ge-9-1-0.14           
ge-9/1/0.15       logged out             SS1              ge-9-1-0.15           
ge-9/1/0.16       logged out             SS1              ge-9-1-0.16           
ge-9/1/0.17       logged out             SS1              ge-9-1-0.17           
ge-9/1/0.18       logged out             SS1              ge-9-1-0.18           
ge-9/1/0.19       logged out             SS1              ge-9-1-0.19           
ge-9/1/0.2        logged out             SS1              ge-9-1-0.2            
ge-9/1/0.20       logged out             SS1              ge-9-1-0.20           
ge-9/1/0.21       logged out             SS1              ge-9-1-0.21           

show static-subscribers sessions group

user@host> show static-subscribers sessions group boston

Interface         State                  Group            User Name 
ge-0/0/1.1        logged in              boston           ge-0/0/1.1
ge-0/0/1.2        logged in              boston           ge-0/0/1.2

show static-subscribers sessions interface

user@host> show static-subscribers sessions interface ge-0/0/1.1

Interface         State                  Group            User Name 
ge-0/0/1.1        logged in              foo              ge-0/0/1.1
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show subscribers

Syntax show subscribers
<detail | extensive | terse>
<aci-interface-set-name aci-interface-set-name>
<address address>
<agent-circuit-identifier agent-circuit-identifier-substring>
<client-type client-type>
<count>
<id session-id <accounting-statistics>>
<interface interface <accounting-statistics>>
<logical-system logical-system>
<mac-addressmac-address>
<physical-interface physical-interface-name>
<profile-name profile-name>
<routing-instance routing-instance>
<stacked-vlan-id stacked-vlan-id>
<subscriber-state subscriber-state>
<user-name user-name>
<vci vci-identifier>
<vpi vpi-identifier>
<vlan-id vlan-id>

Release Information Command introduced in Junos OS Release 9.3.

Command introduced in Junos OS Release 9.3 for EX Series switches.

client-type,mac-address, subscriber-state, and extensive options introduced in JunosOS

Release 10.2.

count option usage with other options introduced in Junos OS Release 10.2.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Optionsaci-interface-set-nameandagent-circuit-identifier introduced in JunosOSRelease

12.2.

The physical-interface and user-name options introduced in Junos OS Release 12.3.

Options vci and vpi introduced in Junos OS Release 12.3R3 and supported in later 12.3Rx

releases.

Options vciand vpi supported in JunosOSRelease 13.2 and later releases. (Not supported

in Junos OS Release 13.1.)

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Enhanced subscriber management supported in Junos OS Release 15.1R3 for the MX

Series.

accounting-statistics option added in Junos OS Release 15.1R3 and 17.4R1 for MX Series.

Description Display information for active subscribers.

Options detail | extensive | terse—(Optional) Display the specified level of output.

aci-interface-set-name—(Optional) Display all dynamic subscriber sessions that use
the specified agent circuit identifier (ACI) interface set. Use the ACI interface set

name generated by the router, such as aci-1003-ge-1/0/0.4001, and not the actual

ACI value found in the DHCP or PPPoE control packets.
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address—(Optional)Displaysubscriberswhose IPaddressmatches thespecifiedaddress.
Youmust specify the IPv4 or IPv6 address prefix without a netmask (for example,

192.0.2.0). If you specify the IP address as a prefix with a netmask (for example,

192.0.2.0/32), the router displaysamessage that the IPaddress is invalid, and rejects

the command.

agent-circuit-identifier-substring—(Optional) Display all dynamic subscriber sessions
whose ACI value matches the specified substring.

client-type—(Optional) Display subscribers whose client typematches one of the
following client types:

• dhcp—DHCP clients only.

• dotlx—Dotlx clients only.

• essm—ESSM clients only.

• fwauth—FwAuth (authenticated across a firewall) clients only.

• l2tp—L2TP clients only.

• mlppp—MLPPP clients only.

• ppp—PPP clients only.

• pppoe—PPPoE clients only.

• static—Static clients only.

• vlan—VLAN clients only.

• vlan-oob—VLAN out-of-band (ANCP-triggered) clients only.

• vpls-pw—VPLS pseudowire clients only.

• xauth—Xauth clients only.

count—(Optional) Display the count of total subscribers and active subscribers for any
specified option. You can use the count option alone orwith the address, client-type,

interface, logical-system,mac-address,profile-name, routing-instance,stacked-vlan-id,

subscriber-state, or vlan-id options.

id session-id—(Optional)Displaya specific subscriber sessionwhose session IDmatches
the specified subscriber ID. You can display subscriber IDs by using the show

subscribers extensive or the show subscribers interface extensive commands.

id session-id accounting-statistics—(Optional) Display accurate subscriber accounting
statistics for a subscriber session with the specified ID. Requires the

actual-transmit-statistics statement to be configured in the dynamic profile for the

dynamic logical interface.

interface—(Optional)Displaysubscriberswhose interfacematches thespecified interface.
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interface accounting-statistics—(Optional) Display subscriber accounting statistics for
the specified interface. Requires the actual-transmit-statistics statement to be

configured in the dynamic profile for the dynamic logical interface.

logical-system—(Optional) Display subscribers whose logical systemmatches the

specified logical system.

mac-address—(Optional)Display subscriberswhoseMACaddressmatches thespecified
MAC address.

physical-interface-name—(M120, M320, andMX Series routers only) (Optional) Display
subscribers whose physical interface matches the specified physical interface.

profile-name—(Optional) Display subscribers whose dynamic profile matches the
specified profile name.

routing-instance—(Optional) Display subscribers whose routing instancematches the
specified routing instance.

stacked-vlan-id—(Optional) Display subscribers whose stacked VLAN IDmatches the
specified stacked VLAN ID.

subscriber-state—(Optional) Display subscribers whose subscriber state matches the
specified subscriber state (ACTIVE, CONFIGURED, INIT, TERMINATED, or

TERMINATING).

user-name—(M120, M320, and MX Series routers only) (Optional) Display subscribers
whose usernamematches the specified subscriber name.

vci-identifier—(MX Series routers with MPCs and ATMMICs with SFP only) (Optional)

Display active ATM subscribers whose ATM virtual circuit identifier (VCI) matches

the specified VCI identifier. The range of values is 0 through 255.

vpi-identifier—(MX Series routers with MPCs and ATMMICs with SFP only) (Optional)

Display active ATM subscribers whose ATM virtual path identifier (VPI)matches the

specified VPI identifier. The range of values is 0 through 65,535.

vlan-id—(Optional) Display subscribers whose VLAN IDmatches the specified VLAN ID,
regardless of whether the subscriber uses a single-tagged or double-tagged VLAN.

For subscribers using a double-tagged VLAN, this option displays subscribers where

the innerVLANtagmatches the specifiedVLAN ID.Todisplayonly subscriberswhere

the specified value matches only double-tagged VLANs, use the stacked-vlan-id

stacked-vlan-id option to match the outer VLAN tag.

NOTE: Because of display limitations, logical system and routing instance
output values are truncated when necessary.

Required Privilege
Level

view
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Related
Documentation

show subscribers summary on page 1972•

• Verifying and Managing Agent Circuit Identifier-Based Dynamic VLAN Configuration

• Verifying and Managing Configurations for Dynamic VLANs Based on Access-Line

Identifiers

• Verifying and Managing Junos OS Enhanced Subscriber Management on page 614

List of Sample Output show subscribers (IPv4) on page 1952
show subscribers (IPv6) on page 1952
show subscribers (IPv4 and IPv6 Dual Stack) on page 1952
show subscribers (Single Session DHCPDual Stack) on page 1952
show subscribers (Single Session DHCPDual Stack detail) on page 1952
show subscribers (LNS onMX Series Routers) on page 1953
show subscribers (L2TP Switched Tunnels) on page 1953
show subscribers client-type dhcp detail on page 1953
show subscribers client-type dhcp extensive on page 1954
show subscribers client-type vlan-oob detail on page 1954
show subscribers count on page 1955
show subscribers address detail (IPv6) on page 1955
show subscribers detail (IPv4) on page 1955
show subscribers detail (IPv6) on page 1956
show subscribers detail (pseudowire Interface for GRE Tunnel) on page 1956
show subscribers detail (IPv6 Static Demux Interface) on page 1956
show subscribers detail (L2TP LNS Subscribers onMX Series Routers) on page 1957
show subscribers detail (L2TP Switched Tunnels) on page 1957
show subscribers detail (Tunneled Subscriber) on page 1957
show subscribers detail (IPv4 and IPv6 Dual Stack) on page 1958
show subscribers detail (ACI Interface Set Session) on page 1958
showsubscribersdetail (PPPoESubscriberSessionwithACI InterfaceSet)onpage1959
show subscribers extensive on page 1959
showsubscribersextensive(PassiveOpticalNetworkCircuit InterfaceSet)onpage1959
show subscribers extensive (DNS Addresses fromAccess Profile or Global
Configuration) on page 1960
show subscribers extensive (DNS Addresses fromRADIUS) on page 1960
show subscribers extensive (IPv4 DNS Addresses fromRADIUS, IPv6 fromAccess
Profile or Global Configuration) on page 1961
show subscribers extensive (RPF Check Fail Filter) on page 1961
showsubscribersextensive(L2TPLNSSubscribersonMXSeriesRouters)onpage1962
show subscribers extensive (IPv4 and IPv6 Dual Stack) on page 1962
show subscribers extensive (ADF Rules ) on page 1963
show subscribers extensive (Effective Shaping-Rate) on page 1963
show subscribers extensive (PPPoE Subscriber Access Line Rates on page 1964
show subscribers extensive (Subscriber Session Using PCEF Profile) on page 1965
showsubscribersaci-interface-set-namedetail (SubscriberSessionsUsingSpecified
ACI Interface Set) on page 1966
show subscribers agent-circuit-identifier detail (Subscriber Sessions Using Specified
ACI Substring) on page 1966
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show subscribers id accounting-statistics on page 1967
show subscribers interface accounting-statistics on page 1967
show subscribers interface extensive on page 1968
show subscribers logical-system terse on page 1969
show subscribers physical-interface count on page 1969
show subscribers routing-instance inst1 count on page 1969
show subscribers stacked-vlan-id detail on page 1969
show subscribers stacked-vlan-id vlan-id detail (Combined Output) on page 1969
show subscribers stacked-vlan-id vlan-id interface detail (Combined Output for a
Specific Interface) on page 1969
show subscribers user-name detail on page 1969
show subscribers vlan-id on page 1970
show subscribers vlan-id detail on page 1970
showsubscribersvpivciextensive(PPPoE-over-ATMSubscriberSession)onpage1970
show subscribers address detail (Enhanced Subscriber Management) on page 1971

Output Fields Table 144onpage 1946 lists the output fields for the showsubscribers command.Output

fields are listed in the approximate order in which they appear.

Table 144: show subscribers Output Fields

Field DescriptionField Name

Interface associated with the subscriber. The router or switch displays subscribers whose interface
matches or begins with the specified interface.

The * character indicates a continuation of addresses for the same session.

Interface

Subscriber IP address or VLAN ID associated with the subscriber in the form tpid.vlan-id

No IPaddressorVLAN ID isassigned toanL2TPtunnel-switchedsession. For thesesubscriber sessions
the value is Tunnel-switched.

IP Address/VLAN ID

Name of subscriber.User Name

Logical system and routing instance associated with the subscriber.LS:RI

Subscriber client type (DHCP, GRE, L2TP, PPP, PPPoE, STATIC-INTERFACE, VLAN).Type

Subscriber IPv4 address.IP Address

Subscriber IP netmask.

(MXSeries)This fielddisplays255.255.255.255bydefault. For tunneledor terminatedPPPsubscribers
only, this field displays the actual value of Framed-IP-Netmask when the SDB_FRAMED_PROTOCOL
attribute in the session database is equal to AUTHD_FRAMED_PROTOCOL_PPP. This occurs in the
use case where the LNS generates access-internal routes when it receives Framed-IP-Netmask from
RADIUS during authorization. When it receives Framed-Pool from RADIUS, the pool mask is ignored
and the default /32 mask is used.

IP Netmask

IP address of primary DNS server.

This field is displayed with the extensive option only when the address is provided by RADIUS.

Primary DNS Address
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Table 144: show subscribers Output Fields (continued)

Field DescriptionField Name

IP address of secondary DNS server.

This field is displayed with the extensive option only when the address is provided by RADIUS.

SecondaryDNSAddress

IPv6 address of primary DNS server.

This field is displayed with the extensive option only when the address is provided by RADIUS.

IPv6 Primary DNS
Address

IPv6 address of secondary DNS server.

This field is displayed with the extensive option only when the address is provided by RADIUS.

IPv6 Secondary DNS
Address

IP addresses for the DNS server, displayed in order of configuration.

This field is displayed with the extensive option only when the addresses are derived from the access
profile or the global access configuration.

Domain name server
inet

IPv6 addresses for the DNS server, displayed in order of configuration.

This field is displayed with the extensive option only when the addresses are derived from the access
profile or the global access configuration.

Domain name server
inet6

IP address of primaryWINS server.PrimaryWINS Address

IP address of secondaryWINS server.SecondaryWINS
Address

Subscriber IPv6 address, or multiple addresses.IPv6 Address

Subscriber IPv6 prefix. If you are using DHCPv6 prefix delegation, this is the delegated prefix.IPv6 Prefix

IPv6 prefix obtained through ND/RA.IPv6 User Prefix

Subscriber IPv6 address pool. The IPv6 address pool is used to allocate IPv6 prefixes to the DHCPv6
clients.

IPv6 Address Pool

Length of the network portion of the IPv6 address.IPv6 Network Prefix
Length

Length of the subscriber IPv6 prefix.IPv6 Prefix Length

Logical system associated with the subscriber.Logical System

Routing instance associated with the subscriber.Routing Instance

(Enhanced subscriber management for MX Series routers) Name of the enhanced subscriber
management logical interface, in the form demux0.nnnn (for example, demux0.3221225472), towhich
access-internal and framed subscriber routes are mapped.

Interface

Whether the subscriber interface is Static or Dynamic.Interface Type
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Table 144: show subscribers Output Fields (continued)

Field DescriptionField Name

Internally generated name of the dynamic ACI or ALI interface set used by the subscriber session. The
prefix of the name indicates the string received in DHCP or PPPoE control packets on which the
interface set is based. For ALI interface sets, the prefix indicates that the value is configured as a
trusted option to identify the subscriber line.

The name of the interface set uses one of the following prefixes:

• aci—ACI; for example, aci-1033-demux0.3221225524.This is theonlyprefix allowed forACI interface
sets.

• ari—ARI; for example, ari-1033-demux0.3221225524.

• aci+ari—Both the ACI and ARI; for example, aci+ari-1033-demux0.3221225524.

• noids—Neither the ACI nor the ARI were received; for example, noids-1033-demux0.3221225524.

NOTE: ACI interface sets are configured with the agent-circuit-identifier autoconfiguration stanza.
ALI interface sets are configured with the line-identity autoconfiguration stanza.

Besides dynamic ACI and ALI interface sets, this field can be an interface set based on a substring of
the ARI string. This occurs when the dynamic profile includes the predefined variable
$junos-pon-id-interface-set-name, and the profile is applied for a passive optical network (PON).
The ARI string is inserted by the optical line terminal (OLT). The final substring in the string, unique
for the PON, identifies individual subscriber circuits, and is used as the name of the interface set.

Interface Set

Interface type of the ACI interface set: Dynamic. This is the only ACI interface set type currently
supported.

Interface Set Type

Identifier of the dynamic ACI interface set entry in the session database.Interface Set Session ID

Name of the underlying interface for the subscriber session.Underlying Interface

Dynamic profile used for the subscriber.Dynamic Profile Name

Version number of the dynamic profile used for the subscriber.DynamicProfile Version

MAC address associated with the subscriber.MACAddress

Current state of the subscriber session (Init, Configured, Active, Terminating, Tunneled).State

Current state of the L2TP session, Tunneled or Tunnel-switched. When the value is Tunnel-switched,
two entries are displayed for the subscriber; the first entry is at the LNS interface on the LTS and the
second entry is at the LAC interface on the LTS.

L2TP State

Name of the L2TP tunnel switch profile that initiates tunnel switching.Tunnel switch Profile
Name

IP address of the local gateway (LAC).Local IP Address

IP address of the remote peer (LNS).Remote IP Address

VLAN ID associated with the subscriber in the form tpid.vlan-id.VLAN Id
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Table 144: show subscribers Output Fields (continued)

Field DescriptionField Name

Stacked VLAN ID associated with the subscriber in the form tpid.vlan-id.Stacked VLAN Id

RADIUS accounting ID associated with the subscriber.RADIUS Accounting ID

For the dhcp client type, option 82 agent circuit ID associated with the subscriber. The ID is displayed
as an ASCII string unless the value has nonprintable characters, in which case it is displayed in
hexadecimal format.

For the vlan-oob client type, the agent circuit ID or access-loop circuit identifier that identifies the
subscriber line based on the subscriber-facing DSLAM interface on which the subscriber request
originates.

Agent Circuit ID

For the dhcp client type, option 82 agent remote ID associatedwith the subscriber. The ID is displayed
as an ASCII string unless the value has nonprintable characters, in which case it is displayed in
hexadecimal format.

For the vlan-oob client type, the agent remote ID or access-loop remote identifier that identifies the
subscriber line based on the NAS-facing DSLAM interface onwhich the subscriber request originates.

Agent Remote ID

Actual transmitted subscriber accounting statistics by session ID or interface. Service accounting
statistics are not included. These statistics do not include overhead bytes or dropped packets; they
are the accurate statistics used by RADIUS. The statistics are counted when the
actual-transmit-statistics statement is included in the dynamic profile.

Accounting Statistics

IP address used by the DHCP relay agent.DHCP Relay IP Address

(MX Series routers with MPCs and ATMMICs with SFP only) ATM virtual path identifier (VPI) on the
subscriber’s physical interface.

ATMVPI

(MX Series routers with MPCs and ATMMICs with SFP only) ATM virtual circuit identifier (VCI) for
each VPI configured on the subscriber interface.

ATMVCI

Date and time at which the subscriber logged in.Login Time

len = number of hex values in the message. The hex values specify the type, length, value (TLV) for
DHCPv6 options.

DHCPV6Options

len = number of hex values in the message. The hex values specify the type, length, value (TLV) for
DHCP options.

Server DHCPOptions

len = number of hex values in the message. The hex values specify the type, length, value (TLV) for
DHCPv6 options.

ServerDHCPV6Options

len = number of hex values in the message. The hex values specify the type, length, value (TLV) for
DHCPv6 options.

DHCPV6Header

Actual downstream traffic shaping rate for the subscriber, in kilobits per second.Effective shaping-rate

Input service set in access dynamic profile.IPv4 Input Service Set
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Table 144: show subscribers Output Fields (continued)

Field DescriptionField Name

Output service set in access dynamic profile.IPv4OutputServiceSet

PCEF profile in access dynamic profile.PCEF Profile

PCC rule or rulebase used in dynamic profile.PCEF Rule/Rulebase

Values for variables that are passed into the dynamic profile from RADIUS.Dynamic configuration

Time at which the first family in this service became active.Service activation time

Name of the filter applied by the dynamic profile to IPv4 packets that fail the RPF check.IPv4 rpf-checkFail Filter
Name

Name of the filter applied by the dynamic profile to IPv6 packets that fail the RPF check.IPv6 rpf-checkFail Filter
Name

len = number of hex values in the message. The hex values specify the type, length, value (TLV) for
DHCP options, as defined in RFC 2132.

DHCPOptions

ID number for a subscriber service session.Session ID

ForDHCPv6subscribersonaPPPoEnetwork, displays thesession IDof theunderlyingPPPoE interface.Underlying Session ID

Number of service sessions (that is, a service activated using RADIUS CoA) associated with the
subscribers.

Service Sessions

Service session profile name.Service Session Name

Numberof secondsofaccessprovided to thesubscriberbefore thesession isautomatically terminated.Session Timeout
(seconds)

Number of seconds subscriber can be idle before the session is automatically terminated.Idle Timeout (seconds)

Name of the pool used for DHCPv6 prefix delegation.IPv6DelegatedAddress
Pool

Length of the prefix configured for the IPv6 delegated address pool.IPv6DelegatedNetwork
Prefix Length

Address assigned by the Framed-Ipv6-Prefix AAA attribute. This field is displayed only when the
predefined variable $junos-ipv6-address is used in the dynamic profile.

IPv6 Interface Address

Interface ID assigned by the Framed-Interface-Id AAA attribute.IPv6 Framed Interface
Id

Name assigned to the Ascend-Data-Filter (ADF) interface IPv4 input filter (client or service session).
The filter name is followed by the rules (in hexadecimal format) associated with the ADF filter and
the decoded rule in Junos OS filter style.

ADF IPv4 Input Filter
Name
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Table 144: show subscribers Output Fields (continued)

Field DescriptionField Name

Nameassigned to theAscend-Data-Filter (ADF) interface IPv4output filter (client or service session).
The filter name is followed by the rules (in hexadecimal format) associated with the ADF filter and
the decoded rule in Junos OS filter style.

ADF IPv4 Output Filter
Name

Name assigned to the Ascend-Data-Filter (ADF) interface IPv6 input filter (client or service session).
The filter name is followed by the rules (in hexadecimal format) associated with the ADF filter and
the decoded rule in Junos OS filter style.

ADF IPv6 Input Filter
Name

Nameassigned to theAscend-Data-Filter (ADF) interface IPv6output filter (client or service session).
The filter name is followed by the rules (in hexadecimal format) associated with the ADF filter and
the decoded rule in Junos OS filter style.

ADF IPv6 Output Filter
Name

Name assigned to the IPv4 input filter (client or service session).IPv4 Input Filter Name

Name assigned to the IPv4 output filter (client or service session).IPv4OutputFilterName

Name assigned to the IPv6 input filter (client or service session).IPv6 Input Filter Name

Name assigned to the IPv6 output filter (client or service session).IPv6OutputFilterName

Name assigned to the logical interface input filter (client or service session).IFL Input Filter Name

Name assigned to the logical interface output filter (client or service session).IFL Output Filter Name

PPPoE subscriber’s access line type reported by the PPPoE intermediate agent in a PADI or PADO
packet in the Vendor-Specific-Tags TLV in subattribute DSL-Type (0x0091). The DSL type is one of
the following types: ADSL, ADSL2, ADSL2+,OTHER, SDSL, VDSL, or VDSL2.

DSL type

Mode type of the PPPoE subscriber’s access line determined by the PPPoE daemon based on the
received subattribute DSL-Type (0x0091):

• Cell—When the DSL line type is one of the following: ADSL, ADSL2, or ADSL2+.

• Frame—When the DSL line type is one of the following: OTHER, SDSL, VDSL, or VDSL2.

The value is stored in the subscriber session database.

Frame/Cell Mode

Number of bytes added to or subtracted from the actual downstream cell or frame overhead to
account for the technology overhead of the DSL line type. The value is determined by the PPPoE
daemonbased on the received subattributeDSL-Type (0x0091). The value is stored in the subscriber
session database.

Overhead accounting
bytes

Unadjusted upstream data rate for the PPPoE subscriber’s access line reported by the PPPoE
intermediate agent in a PADI or PADO packet in the Vendor-Specific-Tags TLV in subattribute
Actual-Net-Data-Rate-Upstream (0x0081).

Actual upstream data
rate

Unadjusted downstream data rate for the PPPoE subscriber’s access line reported by the PPPoE
intermediate agent in a PADI or PADO packet in the Vendor-Specific-Tags TLV in subattribute
Actual-Net-Data-Rate-Downstream (0x0082).

Actual downstream
data rate

Adjusted downstream data rate for the PPPoE subscriber’s access line, calculated by the PPPoE
daemon and stored in the subscriber session database.

Adjusted downstream
data rate
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Table 144: show subscribers Output Fields (continued)

Field DescriptionField Name

Adjustedupstreamdata rate for thePPPoE subscriber’s access line, calculatedby thePPPoEdaemon
and stored in the subscriber session database.

Adjustedupstreamdata
rate

Sample Output

show subscribers (IPv4)

user@host> show subscribers
Interface               IP Address/VLAN ID   User Name         LS:RI
ge-1/3/0.1073741824     10                                    default:default
demux0.1073741824       203.0.113.10        WHOLESALER-CLIENT default:default
demux0.1073741825       203.0.113.3         RETAILER1-CLIENT  test1:retailer1
demux0.1073741826       203.0.113.3         RETAILER2-CLIENT  test1:retailer2

show subscribers (IPv6)

user@host> show subscribers
Interface          IP Address/VLAN ID   User Name           LS:RI
ge-1/0/0.0         2001:db8:c0:0:0:0/74    WHOLESALER-CLIENT   default:default
     *             2001:db8:1/128          subscriber-25       default:default

show subscribers (IPv4 and IPv6 Dual Stack)

user@host> show subscribers
Interface           IP Address/VLAN ID         User Name                      
LS:RI
demux0.1073741834   0x8100.1002 0x8100.1                                 
default:default
demux0.1073741835   0x8100.1001 0x8100.1                                 
default:default
pp0.1073741836      203.0.113.13             dualstackuser1@example1.com     
default:ASP-1
*                   2001:db8:1::/48
*                   2001:db8:1:1::/64
pp0.1073741837      203.0.113.33             dualstackuser2@example1.com     
default:ASP-1
*                   2001:db8:1:2:5::/64

show subscribers (Single Session DHCPDual Stack)

user@host> show subscribers

Interface           IP Address/VLAN ID        User Name               LS:RI
demux0.1073741364   192.168.10.10             dual-stack-retail35     default:default
                    2001:db8::100:0:0:0/74                            default:default
                    2001:db8:3ffe:0:4::/64

show subscribers (Single Session DHCPDual Stack detail)

user@host> show subscribers id 27 detail
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Type: DHCP
User Name: dual-stack-retail33
IP Address: 10.10.0.53
IPv6 Address: 2001:db8:3000:0:0:8003::2
IPv6 Prefix: 2001:db8:3ffe:0:4::/64
Logical System: default
Routing Instance: default
Interface: ae0.3221225472
Interface type: Static
Underlying Interface: ae0.3221225472
Dynamic Profile Name: dhcp-retail-18
MAC Address: 00:00:5E:00:53:02
State: Active
DHCP Relay IP Address: 10.10.0.1
Radius Accounting ID: 27
Session ID: 27
PFE Flow ID: 2
Stacked VLAN Id: 2000
VLAN Id: 1
Login Time: 2014-05-15 10:12:10 PDT
DHCP Options: len 60
00 08 00 02 00 00 00 01 00 0a 00 03 00 01 00 00 64 01 01 02
00 06 00 04 00 03 00 19 00 03 00 0c 00 00 00 00 00 00 00 00
00 00 00 00 00 19 00 0c 00 00 00 00 00 00 00 00 00 00 00 00

show subscribers (LNS onMX Series Routers)

user@host> show subscribers
Interface          IP Address/VLAN ID   User Name         LS:RI
si-4/0/0.1         192.0.2.0          user@example.com   default:default

show subscribers (L2TP Switched Tunnels)

user@host> show subscribers
Interface           IP Address/VLAN ID    User Name              LS:RI
si-2/1/0.1073741842 Tunnel-switched       user@example.com        default:default

si-2/1/0.1073741843 Tunnel-switched       user@example.com        default:default

show subscribers client-type dhcp detail

user@host> show subscribers client-type dhcp detail
Type: DHCP
IP Address: 203.0.113.29
IP Netmask: 255.255.0.0
Logical System: default
Routing Instance: default
Interface: demux0.1073744127
Interface type: Dynamic
Dynamic Profile Name: dhcp-demux
MAC Address: 00:00:5e:00:53:98
State: Active
Radius Accounting ID: user :2304
Login Time: 2009-08-25 14:43:52 PDT

Type: DHCP
IP Address: 203.0.113.27
IP Netmask: 255.255.0.0
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Logical System: default
Routing Instance: default
Interface: demux0.1073744383
Interface type: Dynamic
Dynamic Profile Name: dhcp-demux-prof
MAC Address: 00:00:5e:00:53:f3
State: Active
Radius Accounting ID: 1234 :2560
Login Time: 2009-08-25 14:43:56 PDT

show subscribers client-type dhcp extensive

user@host> show subscribers client-type dhcp extensive
Type: DHCP
User Name: user
IP Address: 30.11.1.4
IP Netmask: 255.0.0.0
IPv6 Address: 7001:2:3::103
IPv6 Prefix: 7001::/68
Domain name server inet6: abcd::1 abcd::2 
Logical System: default
Routing Instance: default
Interface: ge-0/0/0.0
Interface type: Static
Underlying Interface: ge-0/0/0.0
MAC Address: 00:10:94:00:00:01
State: Configured
Radius Accounting ID: 10
Session ID: 10
PFE Flow ID: 2
VLAN Id: 100
Agent Circuit ID: ge-0/0/0:100
Agent Remote ID: ge-0/0/0:100
Login Time: 2017-05-23 12:52:22 IST
DHCPV6 Options: len 69
00 01 00 0e 00 01 00 01 59 23 e3 31 00 10 94 00 00 01 00 08
00 02 00 00 00 19 00 29 00 00 00 00 00 04 9d 40 00 07 62 00
00 1a 00 19 00 09 3a 80 00 27 8d 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
Server DHCP Options: len 13
3a 04 00 00 00 ff 00 3b 04 00 00 0f 00
Server DHCPV6 Options: len 8
00 0a 00 04 ab cd ef ab
DHCPV6 Header: len 4
01 00 00 04
IP Address Pool: al_pool30
IPv6 Address Pool: ia_na_pool
IPv6 Delegated Address Pool: prefix_delegate_pool

show subscribers client-type vlan-oob detail

user@host> show subscribers client-type vlan-oob detail
Type: VLAN-OOB
User Name: L2WS.line-aci-1.line-ari-1
Logical System: default
Routing Instance: ISP1
Interface: demux0.1073744127
Interface type: Dynamic
Underlying Interface: ge-1/0/0
Dynamic Profile Name: Prof_L2WS
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Dynamic Profile Version: 1
State: Active
Radius Accounting ID: 1234
Session ID: 77
VLAN Id: 126
Core-Facing Interface: ge-2/1/1
VLAN Map Id: 6
Inner VLAN Map Id: 2001
Agent Circuit ID: line-aci-1
Agent Remote ID: line-ari-1
Login Time: 2013-10-29 14:43:52 EDT 

show subscribers count

user@host> show subscribers count
Total Subscribers: 188, Active Subscribers: 188

show subscribers address detail (IPv6)

user@host> show subscribers address 203.0.113.137 detail
Type: PPPoE
User Name: pppoeTerV6User1Svc
IP Address: 203.0.113.137
IP Netmask: 255.0.0.0
IPv6 User Prefix: 2001:db8:0:c88::/32
Logical System: default
Routing Instance: default
Interface: pp0.1073745151
Interface type: Dynamic
Underlying Interface: demux0.8201
Dynamic Profile Name: pppoe-client-profile
MAC Address: 00:00:5e:00:53:53
Session Timeout (seconds): 31622400
Idle Timeout (seconds): 86400
State: Active
Radius Accounting ID: example demux0.8201:6544
Session ID: 6544
Agent Circuit ID: ifl3720
Agent Remote ID: ifl3720
Login Time: 2012-05-21 13:37:27 PDT
Service Sessions: 1

show subscribers detail (IPv4)

user@host> show subscribers detail
Type: DHCP
IP Address: 203.0.113.29
IP Netmask: 255.255.0.0
Primary DNS Address: 192.0.2.0
Secondary DNS Address: 192.0.2.1
Primary WINS Address: 192.0.2.3
Secondary WINS Address: 192.0.2.4
Logical System: default
Routing Instance: default
Interface: demux0.1073744127
Interface type: Dynamic
Dynamic Profile Name: dhcp-demux-prof
MAC Address: 00:00:5e:00:53:98
State: Active
Radius Accounting ID: example :2304
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Idle Timeout (seconds): 600
Login Time: 2009-08-25 14:43:52 PDT
DHCP Options: len 52
35 01 01 39 02 02 40 3d 07 01 00 10 94 00 00 08 33 04 00 00
00 3c 0c 15 63 6c 69 65 6e 74 5f 50 6f 72 74 20 2f 2f 36 2f
33 2d 37 2d 30 37 05 01 06 0f 21 2c
Service Sessions: 2

show subscribers detail (IPv6)

user@host> show subscribers detail
Type: DHCP
User Name: pd-user1
IPv6 Prefix: 2001:db8:ffff:1::/32
Logical System: default
Routing Instance: default
Interface: ge-3/1/3.2
Interface type: Static
MAC Address: 00:00:5e:00:53:03
State: Active
Radius Accounting ID: 1
Session ID: 1
Login Time: 2011-08-25 12:12:26 PDT
DHCP Options: len 42
00 08 00 02 00 00 00 01 00 0a 00 03 00 01 00 51 ff ff 00 03
00 06 00 02 00 19 00 19 00 0c 00 00 00 00 00 00 00 00 00 00
00 00

show subscribers detail (pseudowire Interface for GRE Tunnel)

user@host> show subscribers detail
Interface           IP Address/VLAN ID        User Name           LS:RI
ps0.3221225484      30.1.0.2
ps0.3221225485      30.1.0.3
demux0.3221225486    1                                            default:default

demux0.3221225487    1                                            default:default

demux0.3221225488   100.16.0.1                                    default:default

demux0.3221225489   100.16.0.2                                    default:default

show subscribers detail (IPv6 Static Demux Interface)

user@host> show subscribers detail
Type: STATIC-INTERFACE
User Name: user@example.net
IPv6 Prefix: 2001:db8:3:4:5:6:7:aa/32
Logical System: default
Routing Instance: default
Interface: demux0.1
Interface type: Static
Dynamic Profile Name: junos-default-profile
State: Active
Radius Accounting ID: 185
Login Time: 2010-05-18 14:33:56 EDT
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show subscribers detail (L2TP LNS Subscribers onMX Series Routers)

user@host> show subscribers detail
Type: L2TP
User Name: user@example.net
IP Address: 203.0.113.58
IP Netmask: 255.255.0.0
Logical System: default
Routing Instance: default
Interface: si-5/2/0.1073749824
Interface type: Dynamic
Dynamic Profile Name: dyn-lns-profile2
Dynamic Profile Version: 1
State: Active
Radius Accounting ID: 8001
Session ID: 8001
Login Time: 2011-04-25 20:27:50 IST

show subscribers detail (L2TP Switched Tunnels)

user@host> show subscribers detail
Type: L2TP
User Name: user@example.com
Logical System: default
Routing Instance: default
Interface: si-2/1/0.1073741842
Interface type: Dynamic
Dynamic Profile Name: dyn-lts-profile
State: Active
L2TP State: Tunnel-switched
Tunnel switch Profile Name: ce-lts-profile
Local IP Address: 203.0.113.51
Remote IP Address: 192.0.2.0
Radius Accounting ID: 21
Session ID: 21
Login Time: 2013-01-18 03:01:11 PST

Type: L2TP
User Name: user@example.com
Logical System: default
Routing Instance: default
Interface: si-2/1/0.1073741843
Interface type: Dynamic
Dynamic Profile Name: dyn-lts-profile
State: Active
L2TP State: Tunnel-switched
Tunnel switch Profile Name: ce-lts-profile
Local IP Address: 203.0.113.31
Remote IP Address: 192.0.2.1
Session ID: 22
Login Time: 2013-01-18 03:01:14 PST

show subscribers detail (Tunneled Subscriber)

user@host> show subscribers detail
Type: PPPoE
User Name: user1@example.com
Logical System: default
Routing Instance: default
Interface: pp0.1
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State: Active, Tunneled
Radius Accounting ID: 512

show subscribers detail (IPv4 and IPv6 Dual Stack)

user@host> show subscribers detail
Type: VLAN
Logical System: default
Routing Instance: default
Interface: demux0.1073741824
Interface type: Dynamic
Dynamic Profile Name: svlanProfile
State: Active
Session ID: 1
Stacked VLAN Id: 0x8100.1001
VLAN Id: 0x8100.1
Login Time: 2011-11-30 00:18:04 PST

Type: PPPoE
User Name: dualstackuser1@example1.com
IP Address: 203.0.113.13
IPv6 Prefix: 2001:db8:1::/32
IPv6 User Prefix: 2001:db8:1:1::/32
Logical System: default
Routing Instance: ASP-1
Interface: pp0.1073741825
Interface type: Dynamic
Dynamic Profile Name: dualStack-Profile1
MAC Address: 00:00:5e:00:53:02
State: Active
Radius Accounting ID: 2
Session ID: 2
Login Time: 2011-11-30 00:18:05 PST

Type: DHCP
IPv6 Prefix: 2001:db8:1::/32
Logical System: default
Routing Instance: ASP-1
Interface: pp0.1073741825
Interface type: Static
MAC Address: 00:00:5e:00:53:02
State: Active
Radius Accounting ID: test :3
Session ID: 3
Underlying Session ID: 2
Login Time: 2011-11-30 00:18:35 PST
DHCP Options: len 42
00 08 00 02 0b b8 00 01 00 0a 00 03 00 01 00 00 64 03 01 02
00 06 00 02 00 19 00 19 00 0c 00 00 00 00 00 00 00 00 00 00
00 00

show subscribers detail (ACI Interface Set Session)

user@host> show subscribers detail
Type: VLAN
Logical System: default
Routing Instance: default
Interface: ge-1/0/0
Interface Set: aci-1001-ge-1/0/0.2800
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Interface Set Session ID: 0
Underlying Interface: ge-1/0/0.2800
Dynamic Profile Name: aci-vlan-set-profile-2
Dynamic Profile Version: 1
State: Active
Session ID: 1
Agent Circuit ID: aci-ppp-dhcp-20
Login Time: 2012-05-26 01:54:08 PDT

show subscribers detail (PPPoE Subscriber Session with ACI Interface Set)

user@host> show subscribers detail
Type: PPPoE
User Name: ppphint2
IP Address: 203.0.113.15
Logical System: default
Routing Instance: default
Interface: pp0.1073741825
Interface type: Dynamic
Interface Set: aci-1001-demux0.1073741824
Interface Set Type: Dynamic
Interface Set Session ID: 2
Underlying Interface: demux0.1073741824
Dynamic Profile Name: aci-vlan-pppoe-profile
Dynamic Profile Version: 1
MAC Address: 00:00:5e:00:53:02
State: Active
Radius Accounting ID: 3
Session ID: 3
Agent Circuit ID: aci-ppp-dhcp-dvlan-50
Login Time: 2012-03-07 13:46:53 PST

show subscribers extensive

user@host> show subscribers extensive
Type: DHCP
User Name: pd-user1
IPv6 Prefix: 2001:db8:ffff:1::/32
Logical System: default
Routing Instance: default
Interface: ge-3/1/3.2
Interface type: Static
MAC Address: 00:00:5e:00:53:03
State: Active
Radius Accounting ID: 1
Session ID: 1
Login Time: 2011-08-25 12:12:26 PDT
DHCP Options: len 42
00 08 00 02 00 00 00 01 00 0a 00 03 00 01 00 51 ff ff 00 03
00 06 00 02 00 19 00 19 00 0c 00 00 00 00 00 00 00 00 00 00
00 00
IPv6 Address Pool: pd_pool
IPv6 Network Prefix Length: 48

show subscribers extensive (Passive Optical Network Circuit Interface Set)

user@host> show subscribers client-type dhcp extensive
Type: DHCP
IP Address: 192.0.2.136
IP Netmask: 255.255.0.0
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Logical System: default
Routing Instance: default
Interface: demux0.1073741842
Interface type: Dynamic
Interface Set: otl01.xyz101-202
Underlying Interface: demux0.1073741841
Dynamic Profile Name: dhcp-profile
MAC Address: 00:10:94:00:00:02
State: Active
Radius Accounting ID: jnpr :19
Session ID: 19
VLAN Id: 1100
Agent Remote ID: ABCD01234|100M|AAAA01234|otl01.xyz101-202

Login Time: 2017-03-29 10:30:46 PDT
DHCP Options: len 97
35 01 01 39 02 02 40 3d 07 01 00 10 94 00 00 02 33 04 00 00
17 70 0c 15 63 6c 69 65 6e 74 5f 50 6f 72 74 20 2f 2f 32 2f
32 2d 31 2d 31 37 05 01 06 0f 21 2c 52 2b 02 29 41 42 43 44
30 31 32 33 34 7c 31 30 30 4d 7c 41 41 41 41 30 31 32 33 34
7c 6f 74 6c 30 31 2e 78 79 7a 31 30 31 2d 32 30 32
IP Address Pool: POOL-V4

show subscribers extensive (DNS Addresses fromAccess Profile or Global Configuration)

user@host> show subscribers extensive
Type: DHCP
User Name: test-user@example-com
IP Address: 192.0.2.119
IP Netmask: 255.255.255.255
Domain name server inet: 198.51.100.1 198.51.100.2
IPv6 Address: 2001:db8::1:11
Domain name server inet6: 2001:db8:5001::12 2001:db8:3001::12
Logical System: default
Routing Instance: default
Interface: ge-2/0/3.0
Interface type: Static
Underlying Interface: ge-2/0/3.0
MAC Address: 00:00:5E:00:53:00
State: Active
Radius Accounting ID: 5
Session ID: 5
Login Time: 2017-01-31 11:16:21 IST
DHCP Options: len 53
35 01 01 39 02 02 40 3d 07 01 00 10 94 00 00 03 33 04 00 00
00 3c 0c 16 63 6c 69 65 6e 74 5f 50 6f 72 74 20 2f 2f 35 2f
31 32 2d 30 2d 30 37 05 01 06 0f 21 2c
IP Address Pool: v4-pool

show subscribers extensive (DNS Addresses fromRADIUS)

user@host> show subscribers extensive
Type: DHCP
User Name: test-user@example-com
IP Address: 192.0.2.119
IP Netmask: 255.255.255.255
Primary DNS Address: 198.51.100.1
Secondary DNS Address: 198.51.100.2
IPv6 Address: 2001:db8::1:11
IPv6 Primary DNS Address: 2001:db8:5001::12
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IPv6 Secondary DNS Address: 2001:db8:3001::12
Logical System: default
Routing Instance: default
Interface: ge-2/0/3.0
Interface type: Static
Underlying Interface: ge-2/0/3.0
MAC Address: 00:00:5E:00:53:00
State: Active
Radius Accounting ID: 5
Session ID: 5
Login Time: 2017-01-31 11:16:21 IST
DHCP Options: len 53
35 01 01 39 02 02 40 3d 07 01 00 10 94 00 00 03 33 04 00 00
00 3c 0c 16 63 6c 69 65 6e 74 5f 50 6f 72 74 20 2f 2f 35 2f
31 32 2d 30 2d 30 37 05 01 06 0f 21 2c
IP Address Pool: v4-pool

showsubscribersextensive(IPv4DNSAddressesfromRADIUS, IPv6fromAccessProfileorGlobalConfiguration)

user@host> show subscribers extensive
Type: DHCP
User Name: test-user@example-com
IP Address: 192.0.2.119
IP Netmask: 255.255.255.255
Primary DNS Address: 198.51.100.1
Secondary DNS Address: 198.51.100.2
IPv6 Address: 2001:db8::1:11
Domain name server inet6: 2001:db8:5001::12 2001:db8:3001::12
Logical System: default
Routing Instance: default
Interface: ge-2/0/3.0
Interface type: Static
Underlying Interface: ge-2/0/3.0
MAC Address: 00:00:5E:00:53:00
State: Active
Radius Accounting ID: 5
Session ID: 5
Login Time: 2017-01-31 11:16:21 IST
DHCP Options: len 53
35 01 01 39 02 02 40 3d 07 01 00 10 94 00 00 03 33 04 00 00
00 3c 0c 16 63 6c 69 65 6e 74 5f 50 6f 72 74 20 2f 2f 35 2f
31 32 2d 30 2d 30 37 05 01 06 0f 21 2c
IP Address Pool: v4-pool

show subscribers extensive (RPF Check Fail Filter)

user@host> show subscribers extensive
...
Type: VLAN
  Logical System: default
  Routing Instance: default
  Interface: ae0.1073741824
  Interface type: Dynamic
  Dynamic Profile Name: vlan-prof
  State: Active
  Session ID: 9
  VLAN Id: 100
  Login Time: 2011-08-26 08:17:00 PDT
  IPv4 rpf-check Fail Filter Name: rpf-allow-dhcp
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  IPv6 rpf-check Fail Filter Name: rpf-allow-dhcpv6
...

show subscribers extensive (L2TP LNS Subscribers onMX Series Routers)

user@host> show subscribers extensive
Type: L2TP
User Name: user@example.net
IP Address: 203.0.113.58
IP Netmask: 255.255.0.0
Logical System: default
Routing Instance: default
Interface: si-5/2/0.1073749824
Interface type: Dynamic
Dynamic Profile Name: dyn-lns-profile2
Dynamic Profile Version: 1
State: Active
Radius Accounting ID: 8001
Session ID: 8001
Login Time: 2011-04-25 20:27:50 IST
IPv4 Input Filter Name: classify-si-5/2/0.1073749824-in
IPv4 Output Filter Name: classify-si-5/2/0.1073749824-out

show subscribers extensive (IPv4 and IPv6 Dual Stack)

user@host> show subscribers extensive
Type: VLAN
Logical System: default
Routing Instance: default
Interface: demux0.1073741824
Interface type: Dynamic
Dynamic Profile Name: svlanProfile
State: Active
Session ID: 1
Stacked VLAN Id: 0x8100.1001
VLAN Id: 0x8100.1
Login Time: 2011-11-30 00:18:04 PST

Type: PPPoE
User Name: dualstackuser1@example1.com
IP Address: 203.0.113.13
IPv6 Prefix: 2001:db8:1::/32
IPv6 User Prefix: 2001:db8:1:1::/32
Logical System: default
Routing Instance: ASP-1
Interface: pp0.1073741825
Interface type: Dynamic
Dynamic Profile Name: dualStack-Profile1
MAC Address: 00:00:5e:00:53:02
State: Active
Radius Accounting ID: 2
Session ID: 2
Login Time: 2011-11-30 00:18:05 PST
IPv6 Delegated Network Prefix Length: 48
IPv6 Interface Address: 2001:db8:2016:1:1::1/64
IPv6 Framed Interface Id: 1:1:2:2
IPv4 Input Filter Name: FILTER-IN-pp0.1073741825-in
IPv4 Output Filter Name: FILTER-OUT-pp0.1073741825-out
IPv6 Input Filter Name: FILTER-IN6-pp0.1073741825-in
IPv6 Output Filter Name: FILTER-OUT6-pp0.1073741825-out
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Type: DHCP
IPv6 Prefix: 2001:db8:1::/32
Logical System: default
Routing Instance: ASP-1
Interface: pp0.1073741825
Interface type: Static
MAC Address: 00:00:5e:00:53:02
State: Active
Radius Accounting ID: test :3
Session ID: 3
Underlying Session ID: 2
Login Time: 2011-11-30 00:18:35 PST
DHCP Options: len 42
00 08 00 02 0b b8 00 01 00 0a 00 03 00 01 00 00 64 03 01 02
00 06 00 02 00 19 00 19 00 0c 00 00 00 00 00 00 00 00 00 00
00 00
IPv6 Delegated Network Prefix Length: 48

show subscribers extensive (ADF Rules )

user@host> show subscribers extensive
...
   Service Session ID: 12
   Service Session Name: SERVICE-PROFILE
   State: Active
   Family: inet
     ADF IPv4 Input Filter Name: __junos_adf_12-demux0.3221225474-inet-in
                       Rule 0: 010101000b0101020b020200201811
                               from {
                                   source-address 203.0.113.232;
                                   destination-address 198.51.100.0/24;
                                   protocol 17;
                               }
                               then {
                                   accept;
                               }

show subscribers extensive (Effective Shaping-Rate)

user@host> show subscribers extensive
Type: VLAN
Logical System: default
Routing Instance: default
Interface: demux0.1073741837
Interface type: Dynamic
Interface Set: ifset-1
Underlying Interface: ae1
Dynamic Profile Name: svlan-dhcp-test
State: Active
Session ID: 1
Stacked VLAN Id: 0x8100.201
VLAN Id: 0x8100.201
Login Time: 2011-11-30 00:18:04 PST
Effective shaping-rate: 31000000k
...
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show subscribers extensive (PPPoE Subscriber Access Line Rates

user@host> show subscribers extensive
Type: PPPoE
 IP Address: 192.85.128.1
 IP Netmask: 255.255.255.255
 Logical System: default
 Routing Instance: default
 Interface: pp0.3221225475               
 Interface type: Dynamic
 Underlying Interface: demux0.3221225474
 Dynamic Profile Name: pppoe-client-profile-with-cos
 MAC Address: 00:00:6c:07:01:02
 State: Active
 Radius Accounting ID: 4
 Session ID: 4
 PFE Flow ID: 14
 Stacked VLAN Id: 40
 VLAN Id: 1
 Agent Circuit ID: circuit0
 Agent Remote ID: remote0
 Login Time: 2017-04-06 15:52:32 PDT

 User Name: DAVE-L2BSA-SERVICE
 Logical System: default
 Routing Instance: isp-1-subscriber
 Interface: ge-1/2/4.3221225472
 Interface type: Dynamic
 Interface Set: ge-1/2/4
 Underlying Interface: ge-1/2/4
 Core IFL Name: ge-1/3/4.0
 Dynamic Profile Name: L2BSA-88a8-400LL1300VO
 State: Active
Radius Accounting ID: 1
 Session ID: 1
 PFE Flow ID: 14
 VLAN Id: 13
 VLAN Map Id: 102
 Inner VLAN Map Id: 1
 Agent Circuit ID: circuit-aci-3
 Agent Remote ID: remote49-3
 Login Time: 2017-04-05 16:59:29 EDT
 Service Sessions: 4
 IFL Input Filter Name: L2BSA-CP-400LL1300VO-ge-1/2/4.3221225472-in
 IFL Output Filter Name: L2BSA-CP-400LL1300VO-ge-1/2/4.3221225472-out
 Accounting interval: 900
 DSL type: VDSL
 Frame/Cell Mode: Frame
 Overhead accounting bytes: -10
 Actual upstream data rate: 1024 kbps
 Actual downstream data rate: 4096 kbps
 Adjusted downstream data rate: 3686 kbps
 Adjusted upstream data rate: 922 kbps
 Dynamic configuration: 
   junos-vlan-map-id: 102
   Service Session ID: 5
   Service Session Name: SRL-L1
   State: Active
   Family: inet, inet6
   IFL Input Filter Name: L2BSA-FWF-in-10048-ge-1/2/4.3221225472-in
   IFL Output Filter Name: L2BSA-FWF-out-25088-ge-1/2/4.3221225472-out
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   Service Activation time: 2017-04-05 16:59:30 EDT
   Dynamic configuration: 
     l2bsa-fwf-in: L2BSA-FWF-in-10048
     l2bsa-fwf-out: L2BSA-FWF-out-25088
     rldown: 25088
     rlup: 10048

show subscribers extensive (Subscriber Session Using PCEF Profile)

user@host> show subscribers extensive
Type: VLAN
Logical System: default
Routing Instance: default
Interface: demux0.3221225517
Interface type: Dynamic
Underlying Interface: ge-1/0/3
Dynamic Profile Name: svlan-dhcp
State: Active
Session ID: 59
PFE Flow ID: 71
Stacked VLAN Id: 0x8100.1
VLAN Id: 0x8100.2
Login Time: 2017-03-28 08:23:08 PDT

Type: DHCP
User Name: pcefuser
IP Address: 5.0.0.26
IP Netmask: 255.0.0.0
Logical System: default
Routing Instance: default
Interface: demux0.3221225518
Interface type: Dynamic
Underlying Interface: demux0.3221225517
Dynamic Profile Name: dhcp-client-prof
MAC Address: 00:11:01:00:00:01
State: Active
Radius Accounting ID: 60
Session ID: 60
PFE Flow ID: 73
Stacked VLAN Id: 1
VLAN Id: 2
Login Time: 2017-03-28 08:23:08 PDT
Service Sessions: 1
DHCP Options: len 9
35 01 01 37 04 01 03 3a 3b
IP Address Pool: pool-ipv4
IPv4 Input Service Set: tdf-service-set
IPv4 Output Service Set: tdf-service-set
PCEF Profile: pcef-prof-1
PCEF Rule/Rulebase: default
Dynamic configuration:
  junos-input-service-filter: svc-filt-1
  junos-input-service-set: tdf-service-set
  junos-output-service-filter: svc-filt-1
  junos-output-service-set: tdf-service-set
  junos-pcef-profile: pcef-prof-1
  junos-pcef-rule: default

   Service Session ID: 61
   Service Session Name: pcef-serv-prof
   State: Active
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   Family: inet
   IPv4 Input Service Set: tdf-service-set
   IPv4 Output Service Set: tdf-service-set
   PCEF Profile: pcef-prof-1
   PCEF Rule/Rulebase: limit-fb
   Service Activation time: 2017-03-28 08:31:19 PDT
   Dynamic configuration:
     pcef-prof: pcef-prof-1
     pcef-rule1: limit-fb
     svc-filt: svc-filt-1
     svc-set: tdf-service-set

show subscribers aci-interface-set-name detail (Subscriber Sessions Using Specified ACI Interface Set)

user@host> show subscribers aci-interface-set-name aci-1003-ge-1/0/0.4001 detail
Type: VLAN
Logical System: default
Routing Instance: default
Interface: ge-1/0/0.
Underlying Interface: ge-1/0/0.4001
Dynamic Profile Name: aci-vlan-set-profile
Dynamic Profile Version: 1
State: Active
Session ID: 13
Agent Circuit ID: aci-ppp-vlan-10
Login Time: 2012-03-12 10:41:56 PDT

Type: PPPoE
User Name: ppphint2
IP Address: 203.0.113.17
Logical System: default
Routing Instance: default
Interface: pp0.1073741834
Interface type: Dynamic
Interface Set: aci-1003-ge-1/0/0.4001
Interface Set Type: Dynamic
Interface Set Session ID: 13
Underlying Interface: ge-1/0/0.4001
Dynamic Profile Name: aci-vlan-pppoe-profile
Dynamic Profile Version: 1
MAC Address: 
State: Active
Radius Accounting ID: 14
Session ID: 14
Agent Circuit ID: aci-ppp-vlan-10
Login Time: 2012-03-12 10:41:57 PDT

show subscribers agent-circuit-identifier detail (Subscriber Sessions Using Specified ACI Substring)

user@host> show subscribers agent-circuit-identifier aci-ppp-vlan detail
Type: VLAN 
Logical System: default
Routing Instance: default
Interface: ge-1/0/0.
Underlying Interface: ge-1/0/0.4001
Dynamic Profile Name: aci-vlan-set-profile
Dynamic Profile Version: 1
State: Active
Session ID: 13
Agent Circuit ID: aci-ppp-vlan-10
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Login Time: 2012-03-12 10:41:56 PDT

Type: PPPoE
User Name: ppphint2
IP Address: 203.0.113.17
Logical System: default
Routing Instance: default
Interface: pp0.1073741834
Interface type: Dynamic
Interface Set: aci-1003-ge-1/0/0.4001
Interface Set Type: Dynamic
Interface Set Session ID: 13
Underlying Interface: ge-1/0/0.4001
Dynamic Profile Name: aci-vlan-pppoe-profile
Dynamic Profile Version: 1
MAC Address: 00:00:5e:00:53:52
State: Active
Radius Accounting ID: 14
Session ID: 14
Agent Circuit ID: aci-ppp-vlan-10
Login Time: 2012-03-12 10:41:57 PDT

show subscribers id accounting-statistics

user@host> show subscribers id 601 accounting-statistics
Session ID: 601
Accounting Statistics:
Input bytes : 199994
Output bytes : 121034
Input packets: 5263
Output packets: 5263
IPv6:
Input bytes : 0
Output bytes : 0
Input packets: 0
Output packets: 0 

show subscribers interface accounting-statistics

user@host> show subscribers interface pp0.3221226949 accounting-statistics
Session ID: 501
Accounting Statistics:
Input bytes : 199994
Output bytes : 121034
Input packets: 5263
Output packets: 5263
IPv6:
Input bytes : 0
Output bytes : 0
Input packets: 0
Output packets: 0

Session ID: 502
Accounting Statistics:
Input bytes : 87654
Output bytes : 72108
Input packets: 3322
Output packets: 3322
IPv6:
Input bytes : 0
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Output bytes : 0
Input packets: 0
Output packets: 0

Session ID: 503
Accounting Statistics:
Input bytes : 156528
Output bytes : 123865
Input packets: 7448
Output packets: 7448
IPv6:
Input bytes : 0
Output bytes : 0
Input packets: 0
Output packets: 0 

show subscribers interface extensive

user@host> show subscribers interface demux0.1073741826 extensive
Type: VLAN
User Name: user@test.example.com
Logical System: default
Routing Instance: testnet
Interface: demux0.1073741826
Interface type: Dynamic
Dynamic Profile Name: profile-vdemux-relay-23qos
MAC Address: 00:00:5e:00:53:04
State: Active
Radius Accounting ID: 12
Session ID: 12
Stacked VLAN Id: 0x8100.1500
VLAN Id: 0x8100.2902
Login Time: 2011-10-20 16:21:59 EST

Type: DHCP
User Name: user@test.example.com
IP Address: 192.0.2.0
IP Netmask: 255.255.255.0
Logical System: default
Routing Instance: testnet
Interface: demux0.1073741826
Interface type: Static
MAC Address: 00:00:5e:00:53:04
State: Active
Radius Accounting ID: 21
Session ID: 21
Login Time: 2011-10-20 16:24:33 EST
Service Sessions: 2

Service Session ID: 25
Service Session Name: SUB-QOS
State: Active

Service Session ID: 26
Service Session Name: service-cb-content
State: Active
IPv4 Input Filter Name: content-cb-in-demux0.1073741826-in
IPv4 Output Filter Name: content-cb-out-demux0.1073741826-out

Copyright © 2018, Juniper Networks, Inc.1968

Broadband Subscriber Sessions Feature Guide



show subscribers logical-system terse

user@host> show subscribers logical-system test1 terse
Interface           IP Address/VLAN ID   User Name         LS:RI
demux0.1073741825     203.0.113.3         RETAILER1-CLIENT  test1:retailer1
demux0.1073741826     203.0.113.4         RETAILER2-CLIENT  test1:retailer2

show subscribers physical-interface count

user@host> show subscribers physical-interface ge-1/0/0 count
Total subscribers: 3998, Active Subscribers: 3998

show subscribers routing-instance inst1 count

user@host> show subscribers routing-instance inst1 count
Total Subscribers: 188, Active Subscribers: 183

show subscribers stacked-vlan-id detail

user@host> show subscribers stacked-vlan-id 101 detail
Type: VLAN
Interface: ge-1/2/0.1073741824
Interface type: Dynamic
Dynamic Profile Name: svlan-prof
State: Active
Stacked VLAN Id: 0x8100.101
VLAN Id: 0x8100.100
Login Time: 2009-03-27 11:57:19 PDT

show subscribers stacked-vlan-id vlan-id detail (Combined Output)

user@host> show subscribers stacked-vlan-id 101 vlan-id 100 detail
Type: VLAN
Interface: ge-1/2/0.1073741824
Interface type: Dynamic
Dynamic Profile Name: svlan-prof
State: Active
Stacked VLAN Id: 0x8100.101
VLAN Id: 0x8100.100
Login Time: 2009-03-27 11:57:19 PDT

show subscribers stacked-vlan-id vlan-id interface detail (Combined Output for a Specific Interface)

user@host> show subscribers stacked-vlan-id 101 vlan-id 100 interface ge-1/2/0.* detail
Type: VLAN
Interface: ge-1/2/0.1073741824
Interface type: Dynamic
Dynamic Profile Name: svlan-prof
State: Active
Stacked VLAN Id: 0x8100.101
VLAN Id: 0x8100.100
Login Time: 2009-03-27 11:57:19 PDT

show subscribers user-name detail

user@host> show subscribers user-name larry1 detail
Type: DHCP
User Name: larry1
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IP Address: 203.0.113.37
IP Netmask: 255.255.0.0
Logical System: default
Routing Instance: default
Interface: ge-1/0/0.1
Interface type: Static
Dynamic Profile Name: foo
MAC Address: 00:00:5e:00:53:01
State: Active
Radius Accounting ID: 1
Session ID: 1
Login Time: 2011-11-07 08:25:59 PST
DHCP Options: len 52
35 01 01 39 02 02 40 3d 07 01 00 10 94 00 00 01 33 04 00 00
00 3c 0c 15 63 6c 69 65 6e 74 5f 50 6f 72 74 20 2f 2f 32 2f
37 2d 30 2d 30 37 05 01 06 0f 21 2c

show subscribers vlan-id

user@host> show subscribers vlan-id 100
Interface           IP Address                              User Name
ge-1/0/0.1073741824
ge-1/2/0.1073741825

show subscribers vlan-id detail

user@host> show subscribers vlan-id 100 detail
Type: VLAN
Interface: ge-1/0/0.1073741824
Interface type: Dynamic
Dynamic Profile Name: vlan-prof-tpid
State: Active
VLAN Id: 100
Login Time: 2009-03-11 06:48:54 PDT

Type: VLAN
Interface: ge-1/2/0.1073741825
Interface type: Dynamic
Dynamic Profile Name: vlan-prof-tpid
State: Active
VLAN Id: 100
Login Time: 2009-03-11 06:48:54 PDT

show subscribers vpi vci extensive (PPPoE-over-ATMSubscriber Session)

user@host> show subscribers vpi 40 vci 50 extensive
Type: PPPoE
User Name: testuser
IP Address: 203.0.113.2
IP Netmask: 255.255.0.0
Logical System: default
Routing Instance: default
Interface: pp0.0
Interface type: Static
MAC Address: 00:00:5e:00:53:02
State: Active
Radius Accounting ID: 2
Session ID: 2
ATM VPI: 40
ATM VCI: 50
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Login Time: 2012-12-03 07:49:26 PST
IP Address Pool: pool_1
IPv6 Framed Interface Id: 200:65ff:fe23:102

show subscribers address detail (Enhanced Subscriber Management)

user@host> show subscribers address 203.0.113.111 detail
Type: DHCP
User Name: simple_filters_service
IP Address: 203.0.113.111
IP Netmask: 255.0.0.0
Logical System: default
Routing Instance: default
Interface: demux0.3221225482    
Interface type: Dynamic
Underlying Interface: demux0.3221225472
Dynamic Profile Name: dhcp-demux-prof
MAC Address: 00:00:5e:00:53:0f
State: Active
Radius Accounting ID: 11
Session ID: 11
PFE Flow ID: 15
Stacked VLAN Id: 210
VLAN Id: 209
Login Time: 2014-03-24 12:53:48 PDT
Service Sessions: 1
DHCP Options: len 3
35 01 01
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show subscribers summary

Syntax show subscribers summary
<all>
<detail | extensive | terse>
<count>
<physical-interface physical-interface-name>
<logical-system logical-system pic | port | routing-instance routing-instance | slot>

Release Information Command introduced in Junos OS Release 10.2.

Description Display summary information for subscribers.

Options none—Display summary information by state and client type for all subscribers.

all—(Optional) Display summary information by state, client type, and LS:RI.

detail | extensive | terse—(Not supported on MX Series routers) (Optional) Display the
specified level of output.

count—(Not supported on MX Series routers) (Optional) Display the count of total
subscribers and active subscribers for any specified option.

logical-system logical-system—(Optional) Display subscribers whose logical system
matches the specified logical system.

physical-interface physical-interface-name—(M120, M320, andMXSeries routers only)
(Optional) Display a count of subscribers whose physical interface matches the

specified physical interface, by subscriber state, client type, and LS:RI.

pic—(M120,M320, andMXSeries routers only) (Optional) Display a count of subscribers
by PIC number and the total number of subscribers.

port—(M120,M320, andMXSeries routersonly) (Optional)Displayacountof subscribers
by port number and the total number of subscribers.

routing-instance routing-instance—(Optional)Displaysubscriberswhose routing instance
matches the specified routing instance.

slot—(M120,M320,andMXSeries routersonly) (Optional)Displayacountof subscribers
by FPC slot number and the total number of subscribers.

NOTE: Due todisplay limitations, logical systemand routing instanceoutput
values are truncated when necessary.

Required Privilege
Level

view
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Related
Documentation

show subscribers on page 1942•

List of Sample Output show subscribers summary on page 1974
show subscribers summary all on page 1974
show subscribers summary physical-interface on page 1975
show subscribers summary physical-interface pic on page 1975
show subscribers summary physical-interface port on page 1975
show subscribers summary physical-interface slot on page 1976
show subscribers summary pic on page 1976
show subscribers summary pic (Aggregated Ethernet Interfaces) on page 1976
show subscribers summary port on page 1976
show subscribers summary port extensive on page 1976
show subscribers summary slot on page 1977
show subscribers summary terse on page 1977

Output Fields Table 145onpage 1973 lists theoutput fields for the showsubscriberssummarycommand.

Output fields are listed in the approximate order in which they appear.

Table 145: show subscribers summary Output Fields

Level of OutputField DescriptionField Name

detail noneNumber of subscribers summarized by state. The summary information
includes the following:

• Init—Number of subscriber currently in the initialization state.

• Configured—Number of configured subscribers.

• Active—Number of active subscribers.

• Terminating—Number of subscribers currently terminating.

• Terminated—Number of terminated subscribers.

• Total—Total number of subscribers for all states.

Subscribers by State

detail extensive noneNumber of subscribers summarized by client type. Client types can include
DHCP, GRE, L2TP, PPP, PPPOE, STATIC-INTERFACE, VLAN, and
VLAN-OOB. Also displays the total number of subscribers for all client
types (Total).

Subscribers by Client
Type

detail noneNumber of subscribers summarized by logical system:routing instance
(LS:RI) combination. Also displays the total number of subscribers for all
LS:RI combinations (Total).

Subscribers by LS:RI

extensiveNumber of subscribers summarized by connection type, Cross-connected
or Terminated.

Subscribers by
Connection Type

All levelsInterface associated with the subscriber. The router or switch displays
subscriberswhose interfacematchesorbeginswith thespecified interface.

The*character indicatesacontinuationof addresses for the samesession.

For aggregated Ethernet interfaces, the output of the summary (pic | port |
slot) options prefixes the interface namewith ae0:.

Interface
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Table 145: show subscribers summary Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensive noneCountof subscribersdisplayed for eachPIC, port, or slotwhen thoseoptions
are specified with the summary option. For an aggregated Ethernet
configuration, the total subscriber count does not equal the sum of the
individual PIC, port, or slot counts, because each subscriber can be inmore
than one aggregated Ethernet link.

Count

detail extensive noneTotal number of subscribers for all physical interfaces, all PICS, all ports,
or all LS:RI slots.

Total Subscribers

terseSubscriber IPaddressorVLAN IDassociatedwith thesubscriber in the form
tpid.vlan-id

IP Address/VLAN ID

terseName of subscriber.User Name

terseLogical system and routing instance associated with the subscriber.LS:RI

Sample Output

show subscribers summary

user@host> show subscribers summary

Subscribers by State
 Init      3
 Configured    2
 Active   183
 Terminating    2
 Terminated    1

 TOTAL        191

Subscribers by Client Type
 DHCP     107
 PPP       76
 VLAN         8
 VLAN-OOB       2
 TOTAL        193

show subscribers summary all

user@host> show subscribers summary all
Subscribers by State
 Init         3
 Configured       2
 Active      183
 Terminating       2
 Terminated       1

 TOTAL          191

Subscribers by Client Type
 DHCP      107
 PPP          76
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 VLAN          8

 TOTAL         191

Subscribers by LS:RI
 default:default   1
 default:ri1     28
 default:ri2     16
 ls1:default    22
 ls1:riA     38
 ls1:riB     44
 logsysX:routinstY  42

 TOTAL     191

show subscribers summary physical-interface

user@host> show subscribers summary physical-interface ge-1/0/0
Subscribers by State
   Active: 3998
   Total: 3998

Subscribers by Client Type
   DHCP: 3998
   Total: 3998

Subscribers by LS:RI
   default:default: 3998
   Total: 3998

show subscribers summary physical-interface pic

user@host> show subscribers summary physical-interface ge-0/2/0 pic
Subscribers by State
   Active: 4825
   Total: 4825

Subscribers by Client Type
   DHCP: 4825
   Total: 4825

Subscribers by LS:RI
   default:default: 4825
   Total: 4825

show subscribers summary physical-interface port

user@host> show subscribers summary physical-interface ge-0/3/0 port
Subscribers by State
   Active: 4825
   Total: 4825

Subscribers by Client Type
   DHCP: 4825
   Total: 4825

Subscribers by LS:RI
   default:default: 4825
   Total: 4825
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show subscribers summary physical-interface slot

user@host> show subscribers summary physical-interface ge-2/0/0 slot
Subscribers by State
   Active: 4825
   Total: 4825

Subscribers by Client Type
   DHCP: 4825
   Total: 4825

Subscribers by LS:RI
   default:default: 4825
   Total: 4825

show subscribers summary pic

user@host> show subscribers summary pic
Interface           Count
ge-1/0              1000
ge-1/3              1000

Total Subscribers: 2000

show subscribers summary pic (Aggregated Ethernet Interfaces)

user@host> show subscribers summary pic
Interface           Count
ae0: ge-1/0         801
ae0: ge-1/3         801

Total Subscribers: 801

show subscribers summary port

user@host> show subscribers summary port
Interface           Count
ge-5/0/1              201
ge-5/0/2              301

Total Subscribers: 502

show subscribers summary port extensive

user@host>show subscribers summary port extensive
Interface: ge-5/0/1
Count: 201
Detail:
Subscribers by Client Type
   DHCP: 100
   PPPoE: 100
   VLAN-OOB: 1
Subscribers by Connection Type
   Terminated: 200
   Cross-connected: 1

Interface: ge-5/0/2
Count: 301
Detail:
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Subscribers by Client Type
   DHCP: 200
   PPPoE: 100
   VLAN-OOB: 1
Subscribers by Connection Type
   Terminated: 300
   Cross-connected: 1

Total Subscribers: 502

show subscribers summary slot

user@host> show subscribers summary slot
Interface           Count
ge-1                2000

Total Subscribers: 2000

show subscribers summary terse

user@host> show subscribers summary terse
Interface           IP Address/VLAN ID   User Name         LS:RI
ge-1/3/0.1073741824   100                                    default:default
demux0.1073741824     203.0.113.10         WHOLESALER-CLIENT default:default
demux0.1073741825     203.0.113.13         RETAILER1-CLIENT  test1:retailer1
demux0.1073741826     203.0.113.213        RETAILER2-CLIENT  test1:retailer2
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show system subscriber-management route

Syntax show system subscriber-management route
<family family>
<incomplete>
<level (brief | detail)>
<next-hop>
<prefix>
<route-type type>
<rrt-index index>
<summary>

Release Information Command introduced in Junos OS Release 15.1R3 on MX Series routers for enhanced

subscriber management.

Support for passing Framed-Route attributes from a RADIUS server to the router was

added in Junos OS Release 17.2 on MX Series routers for enhanced subscriber

management. Thisallows the taggedsubscriber host routes tobe imported to the routing

table and advertised by BGP.

Description Display information about how routes are mapped to specific enhanced subscriber

management interfaces. Youcancustomize theoutputby includingoneormoreoptional

filters in the command. With the exception of the summary option, all filter options can

be combined in a single command.

Options family family—(Optional) Display route mapping information for the specified protocol
family: inet (IPv4) or inet6 (IPv6).

incomplete—(Optional) Display route mapping information for incomplete routes that
are missing elements required to add the routes to the routing table.

level (brief | detail)—(Optional) Display the specified level of output: brief or detail.

next-hop—(Optional) Display the next hop associated with the route entry.

prefix address—(Optional) Use the same prefix and prefix length as the subscriber host
address. Output includes attributes that originate in the Famed-Route record of an

upstream RADIUS server (Tag, Metric, Preference).

route-type type—(Optional) Display route mapping information for the specified route
type: access, access-internal, kernel, or local.

rrt-index index—(Optional) Display mapping information for the specified routing table
index, in the range 0 through 65535. An rtt-index value of 0 (zero) denotes routes in

the default routing table managed by enhanced subscriber management.

summary—(Optional) Display summary information about the routes managed by
enhanced subscriber management.
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Required Privilege
Level

view

Related
Documentation

Verifying and Managing Junos OS Enhanced Subscriber Management on page 614•

List of Sample Output show system subscriber-management route prefix <address> on page 1980
show system subscriber-management route family route-type rtt-index
level brief on page 1980
show system subscriber-management route family route-type rtt-index
level detail on page 1981
show system subscriber-management route family route-type rtt-index
level brief on page 1982

Output Fields Table 146onpage 1979 lists theoutput fields for the showsystemsubscriber-management

route command. Output fields are listed in the approximate order in which they appear.

Table 146: show system subscriber-management route Output Fields

Level of OutputField DescriptionField Name

All levelsIPv4 or IPv6 address associated with the route entry.address

All levelsOne of the following route types:

• Access

• Access-internal

• Framed

• Kernel

• Local

Route Type

All levelsName of the enhanced subscriber management interface associated
with the route entry.

Interface

All levelsNext-hop associated with the route entry.Next-hop

All levelsReflects the Tag attribute used in the RADIUS Framed-Route type
record.

Tag

All levelsReflects the Metric attribute used in the RADIUS Framed-Route type
record.

Metric

All levelsReflects the Preference attribute used in the RADIUS Framed-Route
type record.

Preference

detailValue of the routing table index. A value of 0 (zero) denotes a route in
the default routing table managed by enhanced subscriber
management.

Rtt-index

detailValue of the interface index for the control plane.Bbe index

detailValue of the route object index.Flow id
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Table 146: show system subscriber-management route Output Fields (continued)

Level of OutputField DescriptionField Name

detailUsed for internal accounting.Reference Count

detailUsed for internal accounting.Dirty Flags

detailUsed for internal accounting.Flags

detailOne of the following protocol families:

• AF_INET—IPv4

• AF_INET6—IPv6

Family

Sample Output

show system subscriber-management route prefix <address>

rtt-index 0

user@host> show system subscriber-management route prefix 10.10.0.1/32
Route:  10.10.0.1/32
     Routing-instance:         default:default
     Kernel rt-table id :      0
     Family:                   AF_INET
     Route Type:               Framed
     Protocol Type:            Unspecified
     Interface:                pp0.3221225491
     Interface index:          26
     Internal Interface index: 26
     Route index:              20
     Next-Hop:                 684
     Tag:                      9999              
     Metric:                   56                  
     Preference:               10                  
     Reference-count:          1
     L2 Address:               00:00:64:0a:01:0b
     Flags:                    0x0
     Dirty Flags:              0x0

show system subscriber-management route family route-type rtt-index level brief

The following example displays abbreviated information about IPv6 access routes in the

default routing table (rtt-index 0) managed by enhanced subscriber management.

user@host> showsystemsubscriber-managementroutefamily inet6route-typeaccessrtt-index0
level brief
2001:db8::/64
     Route Type: Access
     Interface: pp0.3221225479, Next-hop:721
2001:db8:0:0:1::/64
     Route Type: Access
     Interface: pp0.3221225477, Next-hop:721
2001:db8:0:0:2::/64
     Route Type: Access
     Interface: pp0.3221225478, Next-hop:721
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2001:db8:0:0:3::/64
     Route Type: Access
     Interface: pp0.3221225480, Next-hop:721
2001:db8:0:0:4::/64
     Route Type: Access
     Interface: pp0.3221225481, Next-hop:721
2001:db8:2002::/84
     Route Type: Access
     Interface: demux0.3221225492, Next-hop:721
2001:db8:0:0:5::/64
     Route Type: Access
     Interface: pp0.3221225487, Next-hop:721
2001:db8:0:0:6::/64
     Route Type: Access

show system subscriber-management route family route-type rtt-index level detail

The following example displays detailed information about IPv6 access routes in the

default routing table (rtt-index 0) managed by enhanced subscriber management.

user@host> showsystemsubscriber-managementroutefamily inet6route-typeaccessrtt-index0
level detail
2001:db8::/64
     Route Type:      Access
     Interface:       pp0.3221225479
     Next-hop:        721
     Rtt-index:       0
     Bbe index:       9
     Flow id:         1
     Reference Count: 1
     Dirty Flags:     0
     Flags:           0x10082
     Family:          AF_INET6
2001:db8:0:0:1::/64
     Route Type:      Access
     Interface:       pp0.3221225477
     Next-hop:        721
     Rtt-index:       0
     Bbe index:       9
     Flow id:         1
     Reference Count: 1
     Dirty Flags:     0
     Flags:           0x10082
     Family:          AF_INET6
2001:db8:0:0:2::/64
     Route Type:      Access
     Interface:       pp0.3221225478
     Next-hop:        721
     Rtt-index:       0
     Bbe index:       9
     Flow id:         1
     Reference Count: 1
     Dirty Flags:     0
     Flags:           0x10082
     Family:          AF_INET6
2001:db8:0:0:3::/64
     Route Type:      Access
     Interface:       pp0.3221225480
     Next-hop:        721
     Rtt-index:       0
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     Bbe index:       9
     Flow id:         1
     Reference Count: 1
     Dirty Flags:     0
     Flags:           0x10082
     Family:          AF_INET6

show system subscriber-management route family route-type rtt-index level brief

The following example displays abbreviated information about IPv6 access routes in the

default routing table (rtt-index 0) managed by enhanced subscriber management.

user@host> showsystemsubscriber-managementroutefamily inet6route-typeaccessrtt-index0
level brief
2000::/64
     Route Type: Access
     Interface: pp0.3221225479, Next-hop:721
2001:db8:0:0:1::/64
     Route Type: Access
     Interface: pp0.3221225477, Next-hop:721
2001:db8:0:0:2::/64
     Route Type: Access
     Interface: pp0.3221225478, Next-hop:721
2001:db8:0:0:3::/64
     Route Type: Access
     Interface: pp0.3221225480, Next-hop:721
2001:db8:0:0:4::/64
     Route Type: Access
     Interface: pp0.3221225481, Next-hop:721
2001:db8:2002::/84
     Route Type: Access
     Interface: demux0.3221225492, Next-hop:721
2001:db8:0:0:5::/64
     Route Type: Access
     Interface: pp0.3221225487, Next-hop:721
2001:db8:0:0:6::/64
     Route Type: Access

Copyright © 2018, Juniper Networks, Inc.1982

Broadband Subscriber Sessions Feature Guide



show system subscriber-management statistics

Syntax show system subscriber-management statistics
<all>
<dhcp>
<pppoe>

Release Information Command introduced in Junos OS Release 15.1R3 on MX Series routers for enhanced

subscriber management.

Enhanced I/OStatistics introducedaspart of Extensiveoutput in JunosOSRelease 15.1R4

on MX Series routers for enhanced subscriber management.

Description Display statistics for the specified option. You can customize the output by including one

or more optional filters in the command. With the exception of the extensive option, all

filter options can be combined in a single command.

Options all—(Optional) Display packet statistics for all protocol.

Required Privilege
Level

view

Related
Documentation

Understanding Dropped Packets and Untransmitted Traffic Using show Commands•

List of Sample Output show system subscriber-management statistics all on page 1984
show system subscriber-management statistics pppoe on page 1985
show system subscriber-management statistics dhcp on page 1985
show system subscriber-management statistics dhcp extensive on page 1986
show system subscriber-management statistics extensive on page 1988

Output Fields Table 147onpage 1983 lists theoutput fields for the showsystemsubscriber-management

statistics command. Output fields are listed in the approximate order in which they

appear.

Table 147: show system subscriber-management statistics Output Fields

Field DescriptionField Name

Statistics for packets received.Rx Statistics

Statistics for packets sent.Tx Statistics

Statistics for visibility into packet drops from the queue.Enhanced I/O Statistics

Includes connection packets, flow control, andmessages and packets sent to and received from the
daemon.

Error Statistics
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Table 147: show system subscriber-management statistics Output Fields (continued)

Field DescriptionField Name

Event Rate Analyzer discards. For DHCP and PPPoE in advanced subscriber management, ERA packet
discard counts are included for Discover, Solicit, and PADI packets .

ERA discards

PPPoE Active Discovery Initiation (PADI) packets.

PADI is the first step in the PPPoE establishment protocol.

padis

PPPoE Active Discovery Request packets.padrs

Point-to-Point Protocol packets.ppp

Number of router solicitations sent or received.

Router solicitations are sent to prompt all on-link routers to send it router advertisements.

router solicitations

Number of router advertisements sent or received.router advertisements

Number of router solicitation responses sent or received.route solicit response packet

Sample Output

The following examples displays packet statistics accumulated for DHCP and PPPoE

since the last time the session manager was cleared.

show system subscriber-management statistics all

user@host> show system subscriber-management statistics all
  user@host> show system subscriber-management statistics all 
Session Manager started @ Tue Nov  3 10:00:57 2015
Session Manager cleared @ Tue Nov  3 11:10:01 2015
--------------------------------------------------------------
                     Packet Statistics
--------------------------------------------------------------
I/O Statistics:
--------------------------------------------------------------
    Rx Statistics
        packets                          : 784711
    Tx Statistics
        packets                          : 7013122
  Layer 3 Statistics
    Rx Statistics
        packets                          : 356218
    Tx Statistics
        packets                          : 6604660

DHCP Statistics:
--------------------------------------------------------------
    Rx Statistics
        packets                          : 320008
        ERA discards                     : 6274                     
    Tx Statistics
        transmit request packets         : 320482
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        sent packets                     : 320482
    Error Statistics
    Connection Statistics
        no connection packets            : 0

PPPoE Statistics:
--------------------------------------------------------------
    Rx Statistics
        packets                          : 486165
        padis                            : 36768
        padrs                            : 35421
        ppp packets                      : 341787
        ERA discards                     : 8249                     
    Tx Statistics
        packets                          : 70842
        send failures                    : 6240

show system subscriber-management statistics pppoe

user@host> show system subscriber-management statistics pppoe
Session Manager started @ Tue Nov  3 10:00:57 2015
Session Manager cleared @ Tue Nov  3 11:10:01 2015
--------------------------------------------------------------
                     Packet Statistics
--------------------------------------------------------------
I/O Statistics:
--------------------------------------------------------------
    Rx Statistics
        packets                          : 784711
    Tx Statistics
        packets                          : 7013122
  Layer 3 Statistics
    Rx Statistics
        packets                          : 356218
    Tx Statistics
        packets                          : 6604660

PPPoE Statistics:
--------------------------------------------------------------
    Rx Statistics
        packets                          : 486165
        padis                            : 36768
        padrs                            : 35421
        ppp packets                      : 341787
        ERA discards                     : 8249                    
    Tx Statistics
        packets                          : 70842
        send failures                    : 6240

show system subscriber-management statistics dhcp

user@host> show system subscriber-management statistics dhcp
Session Manager started @ Tue Nov  3 10:00:57 2015
Session Manager cleared @ Tue Nov  3 11:10:01 2015
--------------------------------------------------------------
                     Packet Statistics
--------------------------------------------------------------
I/O Statistics:
--------------------------------------------------------------
    Rx Statistics
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        packets                          : 784711
    Tx Statistics
        packets                          : 7013122
  Layer 3 Statistics
    Rx Statistics
        packets                          : 356218
    Tx Statistics
        packets                          : 6604660

DHCP Statistics:
--------------------------------------------------------------
    Rx Statistics
        packets                          : 320008
        ERA discards                     : 6274                        
    Tx Statistics
        transmit request packets         : 320482
        sent packets                     : 320482
    Error Statistics
    Connection Statistics
        no connection packets            : 0

show system subscriber-management statistics dhcp extensive

user@host> show system subscriber-management statistics dhcp extensive
Session Manager started @ Tue Nov  3 10:00:57 2015
Session Manager cleared @ Tue Nov  3 11:10:01 2015
--------------------------------------------------------------
                     Packet Statistics
--------------------------------------------------------------
I/O Statistics:
--------------------------------------------------------------
    Rx Statistics
        packets                          : 784711
    Tx Statistics
        packets                          : 7013122
    Buffer Statistics
        allocations                      : 7032618
        frees                            : 7032624
        allocation failures              : 0
  Layer 3 Statistics
    Rx Statistics
        packets                          : 356218
    Tx Statistics
        packets                          : 6604660
    PFE Event Statistics
        packets                          : 0

--------------------------------------------------------------
DHCP Statistics:
--------------------------------------------------------------
    Rx Statistics
        packets                          : 320008
        ERA discards                     : 6274              
    Tx Statistics
        transmit request packets         : 320482
        sent packets                     : 320482
    DHCPv4 Rx Statistics
        total packets                    : 0
    DHCPv4 Tx Statistics
        total packets                    : 0
    DHCPv6 Rx Statistics
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        total packets                    : 320008
        solicit                          : 36250
        request                          : 36382
        renew                            : 247376
        ERA discards                     : 6274            
    DHCPv6 Tx Statistics
        total packets                    : 320482
        advertise                        : 36382
        reply                            : 284100
    Error Statistics
    Connection Statistics
        no connection packets            : 0
        connection down events           : 0
        connection up events             : 0
        flow control invoked             : 0
        flow control released            : 0
        packets sent to daemon           : 320008
        packets received from daemon     : 320482
        messages sent to daemon          : 0
        messages received from daemon    : 0
        notifies while not connected     : 0

NET Statistics:
--------------------------------------------------------------
  ICMP6 Statistics
    Rx Statistics
        packets:                         : 36271
        router solicitations             : 36271
    Tx Statistics
        packets:                         : 6284178
        router advertisements            : 6284178
        route solicit response packet    : 36271

Management Statistics:
--------------------------------------------------------------
    dvlan                                : 33912
    dvlan adds                           : 33912
    pppoe                                : 143651
    pppoe add                            : 35750
    pppoe changes                        : 107901
    ip flow                              : 143633
    ip flow add                          : 107883

Management Config Status:
--------------------------------------------------------------
    gres state enabled state             : 1
    shmlog disabled state                : 0
    Rx Statistics
        packets                          : 167361
        ERA discards                     : 15116                     
    Tx Statistics
        transmit request packets         : 150903
        sent packets                     : 150903
    DHCPv4 Rx Statistics
        total packets                    : 167361
        discover                         : 91910
        request                          : 75451
        ERA discards                     : 15116                     
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show system subscriber-management statistics extensive

user@host> show system subscriber-management statistics extensive
Session Manager started @ Tue Nov  3 10:00:57 2015
Session Manager cleared @ Tue Nov  3 11:10:01 2015
--------------------------------------------------------------
                     Packet Statistics
--------------------------------------------------------------
I/O Statistics:
--------------------------------------------------------------
    Rx Statistics
        packets                          : 784711
    Tx Statistics
        packets                          : 7013122
    Buffer Statistics
        allocations                      : 7032618
        frees                            : 7032624
        allocation failures              : 0
  Layer 3 Statistics
    Rx Statistics
        packets                          : 356218
    Tx Statistics
        packets                          : 6604660
    PFE Event Statistics
        packets                          : 0

--------------------------------------------------------------
Enhanced I/O Statistics:
--------------------------------------------------------------
    bbe_io_rcv l2                        : 0
    bbe_io_rcv l3                        : 0
    bbe_io_rcv l3 v4                     : 0

    io low queue drops                   :12
    io mlow queue drops                  :0
    io medium queue drops                :0
    io high queue drops                  :0
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show system subscriber-management summary

Syntax show system subscriber-management summary

Release Information Command introduced in Junos OS Release 11.1.

Command introduced in Junos OS Release 15.1R3 on MX Series routers for enhanced

subscriber management.

Description Display complete subscriber management database summary information.

Options none—This command has no options.

Required Privilege
Level

view

Related
Documentation

show database-replication statistics on page 1734•

• show database-replication summary on page 1736

List of Sample Output show system subscriber-management summary on page 1990
show system subscriber-management summary (Enhanced Subscriber
Management) on page 1991

Output Fields Table 148onpage 1989 lists theoutput fields for the showsystemsubscriber-management

summary command. Output fields are listed in the approximate order in which they

appear.

Table 148:showsystemsubscriber-managementsummaryOutputFields

Field DescriptionField Name

State of graceful Routing Engine switchover (GRES):

• Enabled

• Disabled

(Enhanced subscriber management for MX Series routers) The
name of this field is Graceful Switchover.

Graceful Restart

State of the Routing Engine:

• Master

• Standby

Mastership

State of the subscriber management database:

• Available

• Init

• Not-available

Database
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Table 148: show system subscriber-management summary Output
Fields (continued)

Field DescriptionField Name

(Enhanced subscriber management for MX Series routers) State
of the standby Routing Engine:

• Connected—Connected but not synchronized

• Disconnected—Not connected

• Resync(nn%)—Connectedandnnpercent synchronizedwith the
master Routing Engine

• Synchronized—Synchronized with the master Routing Engine

Standby

State of unified ISSU chassis daemon:

• ABORT

• DAEMON_ISSU_PREPARE

• DAEMON_ISSU_PREPARE_DONE

• DAEMON_SWITCHOVER_PREPARE

• DAEMON_SWITCHOVER_PREPARE_DONE

• FRU_ISSU

• FRU_ISSU_DONE

• IDLE

• UNKNOWN

Chassisd ISSU State

State of unified ISSU aggregate daemon:

• ABORT

• IDLE

• PREPARE

• READY

• SWITCHOVER_PREPARE

• SWITCHOVER_READY

• UNKNOWN

ISSU State

Amount of time, in seconds, requested by a daemon to perform
cleanup. If multiple daemons request time, the displayed value is
the highest wait time requested by a daemon.

ISSUWait

Sample Output

show system subscriber-management summary

user@host> show system subscriber-management summary
General:
    Graceful Restart     Enabled
    Mastership           Master
    Database             Available
    Chassisd ISSU State  DAEMON_ISSU_PREPARE
    ISSU State           PREPARE
    ISSU Wait            198
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show system subscriber-management summary (Enhanced Subscriber Management)

user@host> show system subscriber-management summary
General:
    Graceful Switchover     Enabled
    Mastership              Master
    Database                Available
    Standby                Resync (75%)
    Chassisd ISSU State     IDLE
    ISSU State              IDLE
    ISSU Wait               0
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test aaa authd-lite user

Syntax test aaa authd-lite user username password password profile access-profile-name
<port nas-port>
<zero-stats>

Release Information Command introduced in Junos OS Release 11.2.

Description Verify authd-lite subscriber access authentication, accounting, and address allocation

configuration.

Options username—Specify the subscriber username to test.

password password—Specify the password associated with the username.

profile access-profile-name—Specify the access profile associated with the subscriber.

port nas-port—(Optional) Specify the NAS port used for the test.

zero-stats—(Optional) Specify that no accounting statistics are set for this test.

Required Privilege
Level

view

Related
Documentation

Testing a Subscriber AAA Configuration on page 869•

List of Sample Output test aaa authd-lite user on page 1993

Output Fields When you enter this command, you are provided feedback on the status of your request.

For information about output fields related to authentication, accounting, and

subscriber-specific information, see the show network-access aaa statistics, show
network-access aaa statistics authentication, show network-access aaa subscribers,
and show subscribers commands.

The testcommanddoesnot support volume-timeaccounting. If volume-timeaccounting
is configured for the test subscriber, the test command replaces the statistics with
time-only accounting statistics.

This command displays only attributes that are supported by Junos OS; these attributes

appear evenwhen their valuesarenot set. TheVirtualRouterName(LS:RI) fieldmatches

the Juniper Networks Virtual-Router VSA (26-1), if present; otherwise the field displays

default:default. The displayed value for all other attributes that are not received is <not

set>.
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Sample Output

test aaa authd-lite user

The following example tests the configuration for authd-lite subscriber user1bt with a

password of $ABC123 and an access profile of employee12, and displays the resulting

output:

user@host> test aaa authd-lite user user1bt password $ABC123 profile employee12
    Authentication Grant
    ************User Attributes***********
         User Name -                              user1bt
         Framed IPv6 Prefix -                     ::/0
         Framed IPv6 Pool -                       NULL
         Nas IPv6 Address -                       ::
         NDRA IPv6 Prefix -                       NULL
         Login IPv6 Host -                        ::
         Framed Interface Id -                    0:0:0:0
         Delegated IPv6 Prefix -                  ::/0
         NDRA IPv6 Pool -                         NULL
         User Password -                          $ABC123
         Nas Ip Address -                         0.0.0.0
         NAS Port -                               0
         Service Type-                            0
         Framed IP Address -                      0.0.0.0
         Framed IP Netmask -                      0.0.0.0
         Filter Id -                              NULL
         Framed MTU -                             0
         Reply Message -                          NULL
         Framed Route-                           <not set>
         Framed MTU -                             0
         Class -                                  SBR2CL
         Virtual Router Name (LS:RI)              default:default
         Primary DNS IP Address -                 0.0.0.0
         Secondary DNS IP Address -               0.0.0.0
         Primary WINS IP Address -                0.0.0.0
         Secondary WINS IP Address -              0.0.0.0
         Ingress Statistics -                     disabled
         Egress Statistics -                      disabled
         Ingress Policy Name -                   <not set>
         Engress Policy Name -                   <not set>
         IGMP Enable -                             disabled
         Redirect VR Name (LS:RI)                 default:default
         Service Bundle                          <not set>
         Framed Ip Route Tag                     <not set>
         LI Action                                0
         LI Interception Identifier               0
         LI Mediation Device IP Address           0.0.0.0
         LI_Mediation_Device_Port_Number          0
         Activate Service                         NULL
         Deactivate Service                       NULL
         Service Statistics                       0
         Ignore_DF_Bit -                          disabled
         IGMP Access Group Name                  <not set>
         IGMP Access Source Group_Name -         <not set>
         MLD Access Group Name                   <not set>
         MLD Access Source Group Name            <not set>
         MLD Version -                            MLD Version not set
         IGMP Version                             IGMP Version not set
         IGMP Immediate Leave -                  <not set>
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         MLD Immediate Leave -                   <not set>
         IPv6_Ingress_Policy_Name -              <not set>
         IPv6_Egress_Policy_Name -               <not set>
         Cos_Parameter_Type -                    <not set>
         Service Interim Acct Interval            0
         Max Clients Per Interface                0
         Cos_Scheduler_Pmt_Type                  <not set>
         Session Timeout                          599999940
         NAS Port Type                            0
         Framed Pool                              NULL
         Idle Timeout                             0
    Acct-start sent
    Acct-start succeeded
    Pausing 10 seconds
    Interim-Acct sent
    Acct-interim succeeded
    Pausing 10 seconds
    Acct-stop sent
    Acct-stop succeeded    
    Logging out subscriber
    Test complete. Exiting
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test aaa dhcp user

Syntax test aaa dhcp user username
<agent-remote-id ari>
<logical-system logical-system-name>
<mac-addressmac-address>
<no-address-request>
<option-82 option-82>
<password password>
<profile access-profile-name>
<routing-instance routing-instance-name>
<service-type service-type>
<source-address source-address>
<terminate-code code-value>

Release Information Command introduced in Junos OS Release 11.2.

Option terminate-code added in Junos OS Release 11.4.

Option agent-remote-id added in Junos OS Release 14.1.

Options no-address-request and service-type added in Junos OS Release 16.1.

Description Verify Dynamic Host Configuration Protocol (DHCP) subscriber access authentication,

accounting, and address allocation configuration by creating a test pseudo session.

Options username—Subscriber username to test.

agent-remote-idari—(Optional) Valueof theDSLForumAgent-Remote-Id (VSA26–2).

logical-system logical-system-name—(Optional) Logical system inwhich the subscriber

is authenticated. This is the logical system in theAAALS:RI context for the subscriber.

This context differs from the subscriber context, which is the LS:RI in which the

subscriber is placed, by either the Virtual-Router VSA (26-1) or the

Redirect-VRouter-Name VSA (26–25).

mac-addressmac-address—(Optional) MAC address of the DHCP client.

no-address-request—(Optional) Request is sent for authentication without address
allocation. Use for Layer 2-only scenarios where no address allocation request is

needed.

NOTE: The testaaadhcpusercommand tries toallocatean IPv4address

evenwhen the subscriber is supposed toget only an IPv6address. If that
behavior is undesirable, include the no-address-request optionwhen you

issue the command.

option-82 option-82—(Optional) DHCP relay agent information option (option-82)
value.
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password password—(Optional) Password associated with the username.

profile access-profile-name—(Optional) Access profile associated with the subscriber.

routing-instance routing-instance-name—(Optional) Routing instance in which the
subscriber is authenticated. This is the routing instance in the AAA LS:RI context for

the subscriber. This context differs from the subscriber context, which is the LS:RI

in which the subscriber is placed, by either the Virtual-Router VSA (26-1) or the

Redirect-VRouter-Name VSA (26–25). In the case of VSA 26-25, the subscriber is

re-authenticated in the subscriber context.

service-type service-type—(Optional) Value of the Service Type RADIUS attribute [6]
that is associated with the test user; either a number in the range 1 through 255 or

one of the following strings that corresponds to an RFC-defined service type; the

numbersare thevalues thatarecarried in theRADIUSattribute to specify the service:

callback-nas-prompt (9)administrative (6)

framed (2)authenticate-only (8)

login (1)call-check (10)

nas-prompt (7)callback-admin (11)

outbound (5)callback-framed (4)

–callback-login (3)

source-address source-address—(Optional) IP address of the outgoing interface.

terminate-codecode-value—(Optional)Codeassociatedwith thesubscriber termination.

Required Privilege
Level

view

Related
Documentation

Testing a Subscriber AAA Configuration on page 869•

List of Sample Output test aaa dhcp user on page 1997

Output Fields When you enter this command, you are provided feedback on the status of your request.

For information about output fields related to authentication, accounting, and

subscriber-specific information, see the show network-access aaa statistics, show
network-access aaa statistics authentication, show network-access aaa subscribers,
and show subscribers commands.

The testcommanddoesnot support volume-timeaccounting. If volume-timeaccounting
is configured for the test subscriber, the test command replaces the statistics with
time-only accounting statistics.
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This command displays only attributes that are supported by Junos OS; these attributes

appear evenwhen their valuesarenot set. TheVirtualRouterName(LS:RI) fieldmatches

the Juniper Networks Virtual-Router VSA (26-1), if present; otherwise the field displays

default:default. The displayed value for all other attributes that are not received is <not

set>.

Sample Output

test aaa dhcp user

The followingexample tests theconfiguration forDHCPsubscriber user1DBandpassword

$ABC123, and displays the resulting output:

user@host> test aaa dhcp user user1DB@test.net password $ABC123
Authentication Grant
    ************User Attributes***********
         User Name -                              user1DB@test.net 
         Client IP Address -                      192.168.1.1       
         Client IP Netmask -                      255.255.0.0  
         Virtual Router Name (LS:RI)-             default:default   

         Agent Remote Id -                        NULL             
         Reply Message -                          NULL
         Primary DNS IP Address -                 0.0.0.0   
         Secondary DNS IP Address -               0.0.0.0   
         Primary WINS IP Address -                0.0.0.0          
         Secondary WINS IP Address -              0.0.0.0          
         Primary DNS IPv6 Address  -              ::
         Secondary DNS IPv6 Address  -            ::
         Framed Pool -                           <not set>         
         Service Type -                           0                
         DHCP Guided Relay Server -               0
         Class Attribute -                        TEST
         Client IPv6 Address -                    ::               
         Client IPv6 Mask -                       null             
         Framed IPv6 Prefix -                     ::/0
         Framed IPv6 Pool -                      <not-set>         
         NDRA IPv6 Prefix -                      <not-set>         
         Login IPv6 Host -                        ::               
         Framed Interface Id -                    0:0:0:0      
         Delegated IPv6 Prefix -                  ::/0  
         Delegated IPv6 Pool -                   <not-set>         
         User Password -                          $ABC123        
         CHAP Password -                          NULL             
         Mac Address -                            00:00:5E:00:53:ab
         Idle Timeout -                           600             
         Session Timeout -                        6000            
         Service Name (1) -                       cos-service(video_sch, nc_sch)

         Service Statistics (1) -                 1                
         Service Acct Interim (1) -               600              
         Service Activation Type (1) -            1                
         Service Name (2) -                       filter-service(in_filter, 
out_filter)
         Service Statistics (2) -                 2                
         Service Acct Interim (2) -               900              
         Service Activation Type (2) -            1                
         Cos shaping rate -                       100m             
         Filter Id -                             <not set>         
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         Framed MTU -                             (null)           
         Framed Route -                          <not set>         
         Ingress Policy Name -                   <not set>         
         Egress Policy Name -                    <not set>         
         IGMP Enable -                            disabled         
         Redirect VR Name (LS:RI)-                default:default 
         Service Bundle -                         Null             
         Framed Ip Route Tag -                   <not set>         
         Ignore DF Bit -                          disabled         
         IGMP Access Group Name -                <not set>         
         IGMP Access Source Group Name -         <not set>         
         MLD Access Group Name -                 <not set>         
         MLD Access Source Group Name -          <not set>         
         IGMP Version -                          <not set>         
         MLD Version -                           <not set>         
         IGMP Immediate Leave -                  <not set>        
         MLD Immediate Leave -                   <not set>        
         IPv6 Ingress Policy Name -              <not set>         
         IPv6 Egress Policy Name -               <not set>         
         Dynamic Profile -                       <not set>         
         Acct Session ID -                        1                
         Acct Interim Interval -                  750              
         Acct Type -                              1                
         Ingress Statistics -                     disabled         
         Egress Statistics -                      disabled         
         Chargeable user identity -               0                
         NAS Port Id -                            -0/0/0.0         
         NAS Port -                               4095             
         NAS Port Type -                          15               
         Framed Protocol -                        1                
         IPv4 ADF Rule -                          010100
         IPv4 ADF Rule -                          010101
         IPv6 ADF Rule -                          030100
         IPv6 ADF Rule -                          030101
    ****Pausing 10 seconds before disconnecting the test user*********
    Logging out subscriber
         Terminate Id -                          <not set>         
    Test complete. Exiting
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test aaa ppp user

Syntax test aaa ppp user username
<agent-remote-id ari>
<logical-system logical-system-name>
<no-address-request>
<password password>
<profile access-profile-name>
<routing-instance routing-instance-name>
<service-type service-type>
<terminate-code code-value>

Release Information Command introduced in Junos OS Release 11.2.

Option terminate-code added in Junos OS Release 11.4.

Option agent-remote-id added in Junos OS Release 14.1.

Options no-address-request and service-type added in Junos OS Release 16.1.

Description Verify Point-to-Point Protocol (PPP) subscriber access authentication, accounting, and

address allocation configuration by creating a test pseudo session.

Options username—Subscriber username to test.

agent-remote-idari—(Optional) Valueof theDSLForumAgent-Remote-Id (VSA26–2).

logical-system logical-system-name—(Optional) Logical system inwhich the subscriber

is authenticated. This is the logical system in theAAALS:RI context for the subscriber.

This context differs from the subscriber context, which is the LS:RI in which the

subscriber is placed, by either the Virtual-Router VSA (26-1) or the

Redirect-VRouter-Name VSA (26–25).

no-address-request—(Optional) Request is sent for authentication without address
allocation. Use for Layer 2-only scenarios where no address allocation request is

needed.

NOTE: The test aaa ppp user command tries to allocate an IPv4 address

evenwhen the subscriber is supposed toget only an IPv6address. If that
behavior is undesirable, include the no-address-request optionwhen you

issue the command.

password password—(Optional) Password associated with the username.

profile access-profile-name—(Optional) Access profile associated with the subscriber.

routing-instance routing-instance-name—(Optional) Routing instance in which the
subscriber is authenticated. This is the routing instance in the AAA LS:RI context for

the subscriber. This context differs from the subscriber context, which is the LS:RI

in which the subscriber is placed, by either the Virtual-Router VSA (26-1) or the
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Redirect-VRouter-Name VSA (26–25). In the case of VSA 26-25, the subscriber is

re-authenticated in the subscriber context.

service-type service-type—(Optional) Value of the Service Type RADIUS attribute [6]
that is associated with the test user; either a number in the range 1 through 255 or

one of the following strings that corresponds to an RFC-defined service type; the

numbersare thevalues thatarecarried in theRADIUSattribute to specify the service:

callback-nas-prompt (9)administrative (6)

framed (2)authenticate-only (8)

login (1)call-check (10)

nas-prompt (7)callback-admin (11)

outbound (5)callback-framed (4)

–callback-login (3)

terminate-codecode-value—(Optional)Codeassociatedwith thesubscriber termination.

Required Privilege
Level

view

Related
Documentation

Testing a Subscriber AAA Configuration on page 869•

List of Sample Output test aaa ppp user on page 2001
test aaa ppp user (tunneled user) on page 2002
test aaa ppp user (authentication failure) on page 2002

Output Fields When you enter this command, you are provided feedback on the status of your request.

For information about output fields related to authentication, accounting, and

subscriber-specific information, see the show network-access aaa statistics, show
network-access aaa statistics authentication, show network-access aaa subscribers,
and show subscribers commands.

The testcommanddoesnot support volume-timeaccounting. If volume-timeaccounting
is configured for the test subscriber, the test command replaces the statistics with
time-only accounting statistics.

This command displays only attributes that are supported by Junos OS; these attributes

appear evenwhen their valuesarenot set. TheVirtualRouterName(LS:RI) fieldmatches

the Juniper Networks Virtual-Router VSA (26-1), if present; otherwise the field displays

default:default. The displayed value for all other attributes that are not received is <not

set>.
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Sample Output

test aaa ppp user

The following example tests the configuration for PPP subscriber user98BEDC and

password $ABC123, and displays the resulting output:

user@host> test aaa ppp user user98BEDC@test.net password $ABC123
Authentication Grant
    ************User Attributes***********
         User Name -                              user98BEDC@test.net   
         Client IP Address -                      192.168.1.1       
         Client IP Netmask -                      255.255.0.0  
         Virtual Router Name (LS:RI) -            default:default   
         Agent Remote Id -                        NULL             
         Reply Message -                          NULL
         Primary DNS IP Address -                 0.0.0.0   
         Secondary DNS IP Address -               0.0.0.0   
         Primary WINS IP Address -                0.0.0.0          
         Secondary WINS IP Address -              0.0.0.0          
         Primary DNS IPv6 Address  -              ::
         Secondary DNS IPv6 Address  -            ::
         Framed Pool -                           <not set>         
         Class Attribute -                        TEST            
         Service Type -                           0                
         Client IPv6 Address -                    ::               
         Client IPv6 Mask -                       null             
         Framed IPv6 Prefix -                     ::/0
         Framed IPv6 Pool -                      <not-set>         
         NDRA IPv6 Prefix -                      <not-set          
         Login IPv6 Host -                        ::               
         Framed Interface Id -                    0:0:0:0      
         Delegated IPv6 Prefix -                  ::/0  
         Delegated IPv6 Pool -                   <not-set>         
         User Password -                          $ABC123          
         CHAP Password -                          NULL             
         Mac Address -                            00:00:5E:00:53:ab
         Idle Timeout -                           600             
         Session Timeout -                        6000            
         Service Name (1) -                       cos-service(video_sch, nc_sch)

         Service Statistics (1) -                 1                
         Service Acct Interim (1) -               600              
         Service Activation Type (1) -            1                
         Service Name (2) -                       filter-service(in_filter, 
out_filter)
         Service Statistics (2) -                 2                
         Service Acct Interim (2) -               900              
         Service Activation Type (2) -            1                
         Cos shaping rate -                       100m             
         Filter Id -                             <not set>         
         Framed MTU -                             (null)           
         Framed Route -                          <not set>         
         Ingress Policy Name -                   <not set>         
         Egress Policy Name -                    <not set>         
         IGMP Enable -                            disabled         
         Redirect VR Name (LS:RI) -               default          
         Service Bundle -                         Null             
         Framed Ip Route Tag -                   <not set>         
         Ignore DF Bit -                          disabled         
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         IGMP Access Group Name -                <not set>         
         IGMP Access Source Group Name -         <not set>         
         MLD Access Group Name -                 <not set>         
         MLD Access Source Group Name -          <not set>         
         IGMP Version -                          <not set>         
         MLD Version -                           <not set>         
         IGMP Immediate Leave -                  <not set>       
         MLD Immediate Leave -                   <not set>       
         IPv6 Ingress Policy Name -              <not set>         
         IPv6 Egress Policy Name -               <not set>         
         Dynamic Profile -                       <not set>          
         Acct Session ID -                        1                
         Acct Interim Interval -                  750              
         Acct Type -                              1                
         Chargeable user identity -               0                
         NAS Port Id -                            -0/0/0.0         
         NAS Port -                               4095             
         NAS Port Type -                          15               
         Framed Protocol -                        1                
         IPv4 ADF Rule -                          010100
         IPv4 ADF Rule -                          010101
         IPv6 ADF Rule -                          030100
         IPv6 ADF Rule -                          030101
    ****Pausing 10 seconds before disconnecting the test user*********
    Logging out subscriber
         Terminate Id -                          <not set>         
    Test complete. Exiting

test aaa ppp user (tunneled user)

The followingexample tests the configuration for PPP tunneled subscriber accounting14,

with password $ABC123 and access profile finance-b, and displays the resulting output:

user@host> test aaa ppp user accounting14 password $ABC123 14 profile finance-b
    Authentication Grant with Tunnel Attributes
    ************Tunnel Attributes***********
         ****Tunnel Definiton -                   1
             Tunnel Medium           -            1
             Tunnel Type             -            3
             Tunnel Max Sessions     -            100
             Tunnel Server Endpoint  -            192.0.2.4
             Tunnel Client Endpoint  -            198.51.100.5
             Tunnel Server AuthId    -            rt1
             Tunnel Client AuthId    -            ts1
             Tunnel Password         -            radius
             Tunnel Assignment Id    -            til
             Tunnel Logical System   -
             Tunnel Routing Instance -
    ****Pausing 10 seconds before disconnecting the test user*********
    Logging out subscriber
         Terminate Id -                           l2tp 
session-receive-cdn-avp-bad-hidden
    Test complete. Exiting

test aaa ppp user (authentication failure)

The following example shows sample output when the authentication grant fails due to

an invalid password:
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user@host>test aaa ppp user user45@test.net password 55N33%%56
 Authentication Deny
    Reason : Access Denied
    Received Attributes :
         User Name -                              user45@test.net 
         Client IP Address -                      0.0.0.0          
         Client IP Netmask -                      0.0.0.0          
         Virtual Router Name (LS:RI)-             default          
         Agent Remote Id -                        NULL             
         Reply Message -                          NULL             
         Primary DNS IP Address -                 0.0.0.0          
         Secondary DNS IP Address -               0.0.0.0          
         Primary WINS IP Address -                0.0.0.0          
         Secondary WINS IP Address -              0.0.0.0          
         Primary DNS IPv6 Address  -              ::               
         Secondary DNS IPv6 Address  -            ::               
         Framed Pool -                            not set          
         Class Attribute -                        not set          
         Service Type -                           0                
         Client IPv6 Address -                    ::               
         Client IPv6 Mask -                       null             
         Framed IPv6 Prefix -                     ::/0             
         Framed IPv6 Pool -                       not-set          
         NDRA IPv6 Prefix -                       not-set          
         Login IPv6 Host -                        ::               
         Framed Interface Id -                    0:0:0:0          
         Delegated IPv6 Prefix -                  ::/0             
         Delegated IPv6 Pool -                    not-set          
         User Password -                          55N33%%56        
         CHAP Password -                          NULL             
         Mac Address -                            00:00:5E:00:53:ab
         Filter Id -                              not set          
         Framed MTU -                             (null)           
         Framed Route -                           not set          
         Ingress Policy Name -                    not set          
         Egress Policy Name -                     not set          
         IGMP Enable-                             disabled         
         Redirect VR Name (LS:RI)-                default          
         Service Bundle -                         Null             
         Framed Ip Route Tag -                    not set          
         Ignore DF Bit -                          disabled         
         IGMP Access Group Name -                 not set          
         IGMP Access Source Group Name -          not set          
         MLD Access Group Name -                  not set          
         MLD Access Source Group Name -           not set          
         IGMP Version -                           not set          
         MLD Version -                            not set          
         IGMP Immediate Leave -                   not set         
         MLD Immediate Leave -                    not set         
         IPv6 Ingress Policy Name -               not set          
         IPv6 Egress Policy Name -                not set          
         Acct Session ID -                        12               
         Acct Interim Interval -                  0                
         Acct Type -                              0                         
Chargeable user identity -               0                
         NAS Port Id -                            -0/0/0.0         
         NAS Port -                               4095             
         NAS Port Type -                          15               
         Framed Protocol -                        0                
    Test complete. Exiting
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