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About the Documentation

• Documentation and Release Notes on page xxiii

• Supported Platforms on page xxiii

• Using the Examples in This Manual on page xxiii

• Documentation Conventions on page xxv

• Documentation Feedback on page xxvii

• Requesting Technical Support on page xxvii

Documentation and Release Notes

To obtain the most current version of all Juniper Networks
®
technical documentation,

see the product documentation page on the Juniper Networks website at

http://www.juniper.net/techpubs/.

If the information in the latest release notes differs from the information in the

documentation, follow the product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject

matter experts. These books go beyond the technical documentation to explore the

nuances of network architecture, deployment, and administration. The current list can

be viewed at http://www.juniper.net/books.

Supported Platforms

For the features described in this document, the following platforms are supported:

• MXSeries

Using the Examples in This Manual

If you want to use the examples in this manual, you can use the loadmerge or the load

merge relative command. These commands cause the software to merge the incoming

configuration into the current candidate configuration. The example does not become

active until you commit the candidate configuration.

If the example configuration contains the top level of the hierarchy (or multiple

hierarchies), the example is a full example. In this case, use the loadmerge command.
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If the example configuration does not start at the top level of the hierarchy, the example

is a snippet. In this case, use the loadmerge relative command. These procedures are

described in the following sections.

Merging a Full Example

Tomerge a full example, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration example into a

text file, save the file with a name, and copy the file to a directory on your routing

platform.

For example, copy the following configuration toa file andname the file ex-script.conf.

Copy the ex-script.conf file to the /var/tmp directory on your routing platform.

system {
scripts {
commit {
file ex-script.xsl;

}
}

}
interfaces {
fxp0 {
disable;
unit 0 {
family inet {
address 10.0.0.1/24;

}
}

}
}

2. Merge the contents of the file into your routing platform configuration by issuing the

loadmerge configuration mode command:

[edit]
user@host# loadmerge /var/tmp/ex-script.conf
load complete

Merging a Snippet

Tomerge a snippet, follow these steps:

1. From the HTML or PDF version of themanual, copy a configuration snippet into a text

file, save the file with a name, and copy the file to a directory on your routing platform.

For example, copy the following snippet to a file and name the file

ex-script-snippet.conf. Copy the ex-script-snippet.conf file to the /var/tmp directory

on your routing platform.

commit {
file ex-script-snippet.xsl; }
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2. Move to the hierarchy level that is relevant for this snippet by issuing the following

configuration mode command:

[edit]
user@host# edit system scripts
[edit system scripts]

3. Merge the contents of the file into your routing platform configuration by issuing the

loadmerge relative configuration mode command:

[edit system scripts]
user@host# loadmerge relative /var/tmp/ex-script-snippet.conf
load complete

For more information about the load command, see CLI Explorer.

Documentation Conventions

Table 1 on page xxv defines notice icons used in this guide.

Table 1: Notice Icons

DescriptionMeaningIcon

Indicates important features or instructions.Informational note

Indicates a situation that might result in loss of data or hardware damage.Caution

Alerts you to the risk of personal injury or death.Warning

Alerts you to the risk of personal injury from a laser.Laser warning

Indicates helpful information.Tip

Alerts you to a recommended use or implementation.Best practice

Table 2 on page xxvi defines the text and syntax conventions used in this guide.
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Table 2: Text and Syntax Conventions

ExamplesDescriptionConvention

To enter configuration mode, type the
configure command:

user@host> configure

Represents text that you type.Bold text like this

user@host> show chassis alarms

No alarms currently active

Represents output that appears on the
terminal screen.

Fixed-width text like this

• A policy term is a named structure
that defines match conditions and
actions.

• Junos OS CLI User Guide

• RFC 1997,BGPCommunities Attribute

• Introduces or emphasizes important
new terms.

• Identifies guide names.

• Identifies RFC and Internet draft titles.

Italic text like this

Configure themachine’s domain name:

[edit]
root@# set system domain-name
domain-name

Represents variables (options for which
you substitute a value) in commands or
configuration statements.

Italic text like this

• To configure a stub area, include the
stub statement at the [edit protocols
ospf area area-id] hierarchy level.

• Theconsoleport is labeledCONSOLE.

Represents names of configuration
statements, commands, files, and
directories; configurationhierarchy levels;
or labels on routing platform
components.

Text like this

stub <default-metricmetric>;Encloses optional keywords or variables.< > (angle brackets)

broadcast | multicast

(string1 | string2 | string3)

Indicates a choice between themutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

| (pipe symbol)

rsvp { # Required for dynamicMPLS onlyIndicates a comment specified on the
same lineas theconfiguration statement
to which it applies.

# (pound sign)

community namemembers [
community-ids ]

Encloses a variable for which you can
substitute one or more values.

[ ] (square brackets)

[edit]
routing-options {
static {
route default {
nexthop address;
retain;

}
}

}

Identifies a level in the configuration
hierarchy.

Indention and braces ( { } )

Identifies a leaf statement at a
configuration hierarchy level.

; (semicolon)

GUI Conventions
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Table 2: Text and Syntax Conventions (continued)

ExamplesDescriptionConvention

• In the Logical Interfaces box, select
All Interfaces.

• To cancel the configuration, click
Cancel.

Representsgraphicaluser interface(GUI)
items you click or select.

Bold text like this

In the configuration editor hierarchy,
select Protocols>Ospf.

Separates levels in a hierarchy of menu
selections.

> (bold right angle bracket)

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can

improve the documentation. You can provide feedback by using either of the following

methods:

• Online feedback rating system—On any page of the Juniper Networks TechLibrary site

athttp://www.juniper.net/techpubs/index.html, simply click the stars to rate thecontent,

and use the pop-up form to provide us with information about your experience.

Alternately, you can use the online feedback form at

http://www.juniper.net/techpubs/feedback/.

• E-mail—Sendyourcommentsto techpubs-comments@juniper.net. Includethedocument

or topic name, URL or page number, and software version (if applicable).

Requesting Technical Support

Technical product support is available through the JuniperNetworksTechnicalAssistance

Center (JTAC). If you are a customer with an active J-Care or Partner Support Service

support contract, or are covered under warranty, and need post-sales technical support,

you can access our tools and resources online or open a case with JTAC.

• JTAC policies—For a complete understanding of our JTAC procedures and policies,

review the JTAC User Guide located at

http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

• Product warranties—For product warranty information, visit

http://www.juniper.net/support/warranty/.

• JTAC hours of operation—The JTAC centers have resources available 24 hours a day,

7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online

self-service portal called the Customer Support Center (CSC) that provides youwith the

following features:

xxviiCopyright © 2017, Juniper Networks, Inc.

About the Documentation

http://www.juniper.net/techpubs/index.html
http://www.juniper.net/techpubs/feedback/
mailto:techpubs-comments@juniper.net?subject=
http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf
http://www.juniper.net/support/warranty/


• Find CSC offerings: http://www.juniper.net/customers/support/

• Search for known bugs: https://prsearch.juniper.net/

• Find product documentation: http://www.juniper.net/documentation/

• Find solutions and answer questions using our Knowledge Base: http://kb.juniper.net/

• Download the latest versions of software and review release notes:

http://www.juniper.net/customers/csc/software/

• Search technical bulletins for relevant hardware and software notifications:

http://kb.juniper.net/InfoCenter/

• Join and participate in the Juniper Networks Community Forum:

http://www.juniper.net/company/communities/

• Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

Toverify serviceentitlementbyproduct serial number, useourSerialNumberEntitlement

(SNE) Tool: https://entitlementsearch.juniper.net/entitlementsearch/

Opening a Casewith JTAC

You can open a case with JTAC on theWeb or by telephone.

• Use the Case Management tool in the CSC at http://www.juniper.net/cm/.

• Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see

http://www.juniper.net/support/requesting-support.html.
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PART 1

Broadband Subscriber Access Network
Overview

• Broadband Subscriber Access Network Overview on page 3
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CHAPTER 1

Broadband Subscriber Access Network
Overview

• Subscriber Access Network Overview on page 3

• Multiservice Access Node Overview on page 4

• LDP Pseudowire Autosensing Overview on page 5

• Layer 2 Services on Pseudowire Service Interface Overview on page 8

• Ethernet MSAN Aggregation Options on page 15

• Broadband Access Service Delivery Options on page 17

• Broadband Delivery and FTTx on page 19

Subscriber Access Network Overview

A subscriber access environment can include various components, including subscriber

access technologies and authentication protocols.

The subscriber access technologies include:

• Dynamic Host Configuration Protocol (DHCP) server

• Local DHCP server

• External DHCP server

• Point-to-Point Protocol (PPP)

The subscriber authentication protocols include the RADIUS server.

Figure 1 on page 4 shows an example of a basic subscriber access network.
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Figure 1: Subscriber Access Network Example

MX Series
router

Related
Documentation

Subscriber Management Overview•

Multiservice Access Node Overview

Amultiservice access node is a broader term that refers to a group of commonly used

aggregation devices. These devices include digital subscriber line access multiplexers

(DSLAMs)used inxDSLnetworks, optical line termination(OLT) forPON/FTTxnetworks,

and Ethernet switches for Active Ethernet connections. Modern MSANs often support

all of these connections, as well as providing connections for additional circuits such as

plain old telephone service (referred to as POTS) or Digital Signal 1 (DS1 or T1).

The defining function of a multiservice access node is to aggregate traffic frommultiple

subscribers. At the physical level, the MSAN also converts traffic from the last mile

technology (for example, ADSL) to Ethernet for delivery to subscribers.

You can broadly categorize MSANs into three types based on how they forward traffic

in the network:

• Layer–2MSAN—This type of MSAN is essentially a Layer 2 switch (though typically
not a fully functioning switch) with some relevant enhancements. These MSANs use

Ethernet (orATM)switching to forward traffic. TheMSANforwardsall subscriber traffic

upstream to an edge router that acts as the centralized control point and prevents

direct subscriber-to-subscriber communication. Ethernet Link Aggregation (LAG)

provides the resiliency in this type of network.

Layer 2 DSLAMs cannot interpret IGMP, so they cannot selectively replicate IPTV

channels.

• Layer–3 awareMSAN—This IP-aware MSAN can interpret and respond to IGMP
requests by locally replicating amulticast stream and forwarding the stream to any

subscriber requesting it. Layer 3 awareness is important when supporting IPTV traffic

to perform channel changes (sometimes referred to as channel zaps). Static IP-aware

MSANs always receive all multicast television channels. They do not have the ability

to request that specific channels be forwarded to the DSLAM. Dynamic IP-aware

DSLAMs, however, can inform the network to begin (or discontinue) sending individual
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channels to the DSLAM. Configuring IGMP proxy or IGMP snooping on the DSLAM

accomplishes this function.

• Layer–3MSAN—These MSANs use IP routing functionality rather than Layer 2
technologies to forward traffic. The advantage of this forwardingmethod is the ability

to support multiple upstream links going to different upstream routers and improving

network resiliency. However, to accomplish this level of resiliency, youmust assign a

separate IP subnetwork to each MSAN, adding a level of complexity that can bemore

difficult to maintain or manage.

In choosing a MSAN type, refer to Figure 2 on page 5:

Figure 2: Choosing anMSAN Type

Start
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or QoS Adjust?
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Related
Documentation

Ethernet MSAN Aggregation Options on page 15•

LDP Pseudowire Autosensing Overview

A pseudowire is a virtual link that is used to transport a Layer 2 service across an MPLS

edge or access network. In a typical broadband edge or business edge network, one end

of a pseudowire is terminated as a Layer 2 circuit on an access node, and the other end

is terminated as a Layer 2 circuit on a service node that serves as either an aggregation

node or an MPLS core network. Traditionally, both endpoints are provisionedmanually

throughconfiguration. LDPpseudowireautosensing introducesanewprovisioningmodel

that allows pseudowire endpoints to be automatically provisioned and deprovisioned

on service nodes based on LDP signaling messages. This model can facilitate the

provisioning of pseudowires on a large scale. An access node uses LDP to signals both

pseudowire identity and attributes to a service node. The identity is authenticated by a

RADIUS server, and then used together with the attributes signaled by LDP and the

attributes passed down by the RADIUS server to create the pseudowire endpoint

configuration, including the Layer 2 circuit.

• Pseudowire Ingress Termination Background on page 6

• Pseudowire Autosensing Approach on page 7

• Sample Configuration on page 8
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Pseudowire Ingress Termination Background

In a seamless MPLS-enabled broadband access or business edge network, Ethernet

pseudowires are commonly used as virtual interfaces to connect access nodes to service

nodes. Each pseudowire carries the bidirectional traffic of one or multiple broadband

subscribers or business edge customers between an access node and a service node

pair. The establishment of the pseudowire is usually initiated by the access node, based

on either static configuration or dynamic detection of a new broadband subscriber or

business edge customer arriving on a client-facing port on the access node.

Ideally, the access node should create one pseudowire per client port, where all

subscribers or customers hosted by the port are mapped to the pseudowire. The

alternative iswhere there is onepseudowire per client port (S-VLAN), andall subscribers

or customers sharing a common S-VLAN on the port are mapped to the pseudowire. In

either case, the pseudowire is signaled in the rawmode.

The S-VLAN, if not used to delimit service on the service node or combinedwith C-VLAN

to distinguish subscribers or customers, will be stripped off before the traffic is

encapsulated in pseudowire payload and transported to the service node. Individual

subscribers or customers may be distinguished by C-VLAN, or a Layer 2 header such as

DHCP and PPP, which will be carried in pseudowire payload to the service node. On the

service node, the pseudowire is terminated. Individual subscribers or customers are then

demultiplexedandmodeledasbroadbandsubscriber interfaces, businessedge interfaces

(for example, PPPoE), Ethernet interfaces, or IP interfaces. Ethernet and IP interfaces

may be further attached to service instances, such as VPLS and Layer 3 VPN instances.

In Junos OS, pseudowire ingress termination on service nodes is supported through the

use of pseudowire service physical and logical interfaces. This approach is considered

as superior in scalability to the old logical tunnel interface based approach, due to its

capability of multiplexing and demultiplexing subscribers or customers over a single

pseudowire. For each pseudowire, a pseudowire service physical interface is created on

aselectedPacketForwardingEngine,which is calledananchorPacketForwardingEngine.

On top of this pseudowire service physical interface, a ps.0 logical interface (transport

logical interface) is created, and a Layer 2 circuit or Layer 2 VPN is created to host the

ps.0 logical interface as an attachment interface.

TheLayer 2 circuit or Layer 2VPNenablespseudowire signaling towards theaccessnode,

and the ps.0 logical interface serves the role of customer edge facing interface for the

pseudowire. Further, one ormultiple ps.n logical interfaces (also known as service logical

interfaces, where n>0)may be created on the pseudowire service physical interface to

model individual subscriber/customer flows as logical interfaces. These interfaces can

then be attached to desired broadband and business edge services or Layer 2 or Layer 3

VPN instances.

NOTE: Note that the purpose of the anchor Packet Forwarding Engine is to
designate the Packet Forwarding Engine to process the bidirectional traffic
of the pseudowire, including encapsulation, decapsulation, VLANmux or
demux, QoS, policing, shaping, andmanymore.
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For JunosOSRelease 16.2 andearlier, the creation anddeletion of thepseudowire service

physical interfaces, pseudowire service logical interfaces, Layer 2 circuits, and Layer 2

VPNs forpseudowire ingress termination relyonstatic configuration.This is not considered

as the best option from the perspective of scalability, efficiency, and flexibility, especially

inanetworkwhereeachservicenodemaypotentially hosta largenumberofpseudowires.

The objective is to help service providers come out of static configuration in provisioning

and deprovisioning pseudowire ingress termination on service nodes.

Pseudowire Autosensing Approach

In the pseudowire autosensing approach, a service node uses the LDP label mapping

message received fromanaccessnodeasa trigger todynamically generate configuration

for a pseudowire service physical interface, a pseudowire service logical interface, a Layer

2 circuit. Likewise, it uses the LDP label withdrawmessage received from the access

node and LDP session down event as triggers to remove the generated configuration. In

pseudowire autosensing, it is assumed that access nodes are the initiators of pseudowire

signaling, and service nodes are the targets. In a network where a servicemay be hosted

bymultiple service nodes for redundancy or load balancing, this also provides access

nodes with a select-and-connect model for service establishment. The basic control

flow of pseudowire autosensing is shown in Figure 3 on page 7

Figure 3: Basic Control Flow of Pseudowire Autosensing
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The basic control flow procedure of pseudowire autosensing is as follows:

1. Customerpremisesequipment (CPE)comesonlineandsendsanEthernet framewith

C-VLAN to the optical line terminator (OLT). OLT adds S-VLAN to the frame and

sends the frame to the access node. The access node checks with the RADIUS server

to authorize the VLANs.

2. The RADIUS server sends an access accept to the access node. The access node

creates a Layer 2 circuit and signals a pseudowire to the service node through an LDP

label mapping message.
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3. The service node accepts the label mapping message, and sends an access request

with pseudowire information to the RADIUS server for authorization and for selection

of a pseudowire service physical interface or a logical interface.

4. The RADIUS server sends an access accept to the service node with a service string

specifying the selected pseudowire service physical interface or logical interface. The

service node creates a Layer 2 circuit configuration, the pseudowire information, and

the pseudowire service physical interface or logical interface. The service node signals

the pseudowire towards the access node through an LDP label mapping message.

The pseudowire comes up bidirectionally.

Sample Configuration

The following configuration explicitly marks the Layer 2 circuit as generated by

autosensing. The pseudowire service physical interface and pseudowire service logical

interface configuration are optional, depending on whether they preexist.

Router 0 [edit]
protocols {
Layer 2 circuit {
neighbor 192.0.2.2 {
interface ps0.0 {
virtual-circuit-id 100;
control-word;
mtu 9100;

auto-sensed;
}

}
}

}

Related
Documentation

Pseudowire Subscriber Logical Interfaces Overview on page 291•

• Configuring a Pseudowire Subscriber Logical Interface on page 297

Layer 2 Services on Pseudowire Service Interface Overview

The pseudowire service logical interface supports the transport logical interface (psn.0)

on theMPLS access side and service logical interfaces (psn.1 to psn.n) on theMPLS core

side of the subscriber management network.

Thepseudowire serviceon service logical interfacespsn.1 topsn.n are configuredasLayer

2 interfaces in thebridgedomainor inavirtual privateLANservice (VPLS) instance.There

is Layer 2circuit or theLayer 2VPNacrossMLPSaccessbetweenanEthernetaggregation

deviceandaserviceedgedevicewith thepseudowire serviceon transport logical interface

ps n.0 as the terminating interface of the Layer 2 circuit or the Layer 2 VPN at the service

edge device.

Junos OS supports the pseudowire service on service logical interfaces psn.1 to psn.n in

thebridgedomainorVPLS instance,which receives traffic egressing fromthepseudowire
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service on the transport logical interface at the service edge device. It also enables Layer

2 ingress features such asMAC learning, VLANmanipulations, and destinationMAC look

up on the pseudowire service on service logical interfaces.

When the traffic is in reverse direction, the destination MAC enters the Layer 2 domain

at the service edge device, which is learned as the sourceMACon the pseudowire service

onservice logical interfaces. JunosOSsupports theEthernetVPLS, Ethernetbridge,VLAN

VPLS, and VLAN bridge encapsulation next hop on the pseudowire service on service

logical interfaces to exit Layer 2 traffic. The Layer 2 output features such as VLAN

manipulations and others are enabled on the pseudowire service on service logical

interfaces. The traffic sent out of the pseudowire service on service logical interfaces

enter the pseudowire service on transport logical interfaces which is the Layer 2 circuit

interfacebetweenEthernetaggregationandserviceedgedevicesacross theMPLSaccess

domain.

NOTE: For Junos OS Release 16.2 and earlier, Layer 2 encapsulations or
features could not be configured on pseudowire service on service logical
interfaces.

Traffic fromCustomer LAN toMPLS

VPLS-x and VPLS-y instances are configured on the MPLS core side of the service edge

device (PE A). A Layer 2 circuit or Layer 2 VPN is configured between the Ethernet

aggregationdevice (EAD 1)and theserviceedgedevice. ps0.0 (transport logical interface)

is the local interface in the Layer 2 circuit or the Layer 2 VPN at PE A. Junos OS supports

pseudowire service on service logical interface ps0.x (x>0) in VPLS instance VPLS-x

(VLAN ID in VPLS-x =m) and pseudowire service on service logical interface ps0.y(y>0)

in VPLS instance VPLS-y (VLAN ID in VPLS-y = n).

In Figure 4 onpage 10,when the traffic comes fromEAD 1 toPEA (on either Layer 2 circuit

or Layer 2 VPN) with any VLAN ID, the traffic will exit through ps0.0. Based on the VLAN

ID in the traffic thepseudowire serviceonservice logical interface is selected. For example,

if VLAN ID is m, then the traffic will enter ps0.x and if VLAN ID is n, then the traffic will

enter ps0.y.
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Figure 4: Layer 2 Services for Pseudowire Service on Service Logical
Interface
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When traffic enters pseudowire service on the service logical interface ps0.n, where n>0,

the following steps are performed.

1. ThesourceMAC learning shouldoccur on theLayer 2pseudowire serviceon the service

logical interface. The source Packet Forwarding Engine for this MAC is the Packet

Forwarding Engine of the logical tunnel interface on which the pseudowire service is

anchored in a VPLS instance or bridge domain in the PE A device.

2. The destinationMAC lookup is done at the entry side as an input bridge family feature

list of pseudowire services on service logical interfaces.

• If destinationMAC lookup is successful, then the traffic is sent asunicast; otherwise,

the destination MAC, broadcast MAC, andmulticast MAC are flooded.

• If destination MAC lookup fails for the traffic coming on a pseudowire service on a

service logical interface, themlp query command is sent to the Routing Engine and

the other Packet Forwarding Engine in bridge domain or VPLS instance.

3. If a newMAC is learned on a pseudowire service on a service logical interface, then

themlp add command is sent to the Routing Engine and the other Packet Forwarding

Engine in bridge domain or VPLS instance.

Traffic from Service Edge to Customer LAN

When traffic enters the VPLS instance or bridge domain at the service edge device and

if the destinationMAC in the traffic is learned on a pseudowire service on a service logical

interface, then the token associated with that pseudowire service logical interface is set

at the entry side. The traffic is then sent to the Packet Forwarding Engine on which the

logical tunnel interface of the pseudowire service physical interface is anchored through

a fabric. When this token is launched, it supports VLAN VPLS, VLAN bridge, Ethernet

VPLS, and Ethernet bridge encapsulations. The encapsulation next hop points to the

egress logical interface feature list of the pseudowire service on the service logical

interface to execute all the Layer 2 output features and send the packet to the entry side

of the pseudowire service on transport logical interface ps0.0.
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If theMACquery reaches the Packet Forwarding Engine onwhich the pseudowire service

is anchored, then the Packet Forwarding Engine sends the response only when the MAC

learned on the pseudowire service on the service logical interface is present. The Layer

2 token associatedwith the pseudowire service on the service logical interface seen after

destinationMAC lookup for theMAC learned on the pseudowire service on service logical

interface should point to the next hop associatedwith the access side of the pseudowire

service on service the logical interface.

The pseudowire service on the transport logical interface is the local interface ps0.0 of

the Layer 2 circuit or Layer 2 VPNbetween the service edge and the Ethernet aggregation

devices. Traffic is sent to the Ethernet aggregation device though the Layer 2 circuit or

Layer 2 VPN across the MPLS access domain.

If the destination MAC traffic coming from the entry and exit side of the service edge

device is unknownormulticast or broadcast, the traffic needs tobe flooded. This requires

an customer edge device flood next hop to include the pseudowire service on service

logical interface,which acts as an access logical interface for theVPLS instance or bridge

domain.

Pseudowire Service Interfaces

The following features are supported on pseudowire service interfaces:

• A pseudowire service interface is hosted over a logical tunnel interface (lt-x/y/z). The

traffic from a transport pseudowire service on a logical interface to a subscriber

pseudowire service on a logical interface is based on the available VLAN ID.

• Transfer of traffic from a subscriber pseudowire service on a logical interface to a

transport pseudowire service on a logical interface is based on the channelID through

an available loopback IP address.

• Pseudowire service on service logical interfaces are supported on the virtual routing

and forwarding (VRF) routing instance.

Sample Configuration

This sample configuration shows a pseudowire service on a transport logical interface

on a Layer 2 circuit and a pseudowire service on service logical interfaces in a bridge

domain and a VPLS instance in a service edge device:

Pseudowire service on
a service logical

[edit]
interfaces {
ps0 {interface in bridge

domain on router 0 unit 0 {
encapsulation Ethernet-ccc;
}

unit 1 {
encapsulation VLAN-bridge;
VLAN-id 1;

}
unit 2 {
encapsulation VLAN-bridge;
VLAN-id 2;
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}
}
ge-0/0/0 {
unit 1 {
encapsulation VLAN-bridge;
VLAN-id 1;

}
unit 2 {
encapsulation VLAN-bridge;
VLAN-id 2;

}
}
ge-2/0/6 {
unit 0 {
family inet {
address 10.11.2.1/24;
}

family iso;
family mpls;

}
}

}
protocols {
mpls {
label-switched-path to_192.0.2.2 {
to 192.0.2.2;

}
}
bgp {
group RR {
type internal;
local-address 192.0.3.3;

}
}
Layer 2 circuit {
neighbor 192.0.2.2 {
interface ps0.0 {
virtual-circuit-id 100;

}
}

}
}
bridge-domains {
bd1 {
domain-type bridge;
VLAN-id 1;
interface ps0.1;

interface ge-0/0/0.1;
}
bd2 {
domain-type bridge;
VLAN-id 2;
interface ps0.2;

interface ge-0/0/0.2;
}

}
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Pseudowire service on
a service logical

[edit]
interfaces {
ps0 {interface in a VPLS

instance on router 0 unit 0 {
encapsulation Ethernet-ccc;
}

unit 1 {
encapsulation VLAN-vpls;
VLAN-id 1;
family vpls;

}
unit 2 {
encapsulation VLAN-vpls;
VLAN-id 2;
family vpls;

}
}
ge-0/0/0 {
unit 1 {
encapsulation VLAN-vpls;
VLAN-id 1;
family vpls;

}
unit 2 {
encapsulation VLAN-vpls;
VLAN-id 2;
family vpls;

}
}
ge-2/0/6 {
unit 0 {
family inet {
address 10.11.2.1/24;
}

family iso;
family mpls;

}
}

}
protocols {
mpls {
label-switched-path to_192.0.2.2 {
to 192.0.2.2;

}
}
bgp {
group RR {
type internal;
local-address 192.0.3.3;

}
}
Layer 2 circuit {
neighbor 192.0.2.2 {
interface ps0.0 {
virtual-circuit-id 100;

}
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}
}

}
routing-instances {
vpls-1 {
instance-type vpls;
VLAN-id 1;
interface ps0.1;

interface ge-0/0/0.1;
}
vpls-2 {
instance-type vpls;
VLAN-id 2;
interface ps0.2;

interface ge-0/0/0.2;
}

}

Pseudowire service on
a service logical

[edit]
interfaces {
ps0 {interface in a Layer 2

circuit on router 0 unit 0 {
encapsulation Ethernet-ccc;
}

unit 1 {
encapsulation VLAN-ccc;
VLAN-id 1;

}
unit 2 {
encapsulation VLAN-ccc;
VLAN-id 2;

}
}
ge-0/0/0 {
unit 1 {
encapsulation VLAN-vpls;
VLAN-id 1;
family vpls;

}
unit 2 {
encapsulation VLAN-vpls;
VLAN-id 2;
family vpls;

}
}
ge-2/0/6 {
unit 0 {
family inet {
address 10.11.2.1/24;
}

family iso;
family mpls;

}
}

}
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protocols {
mpls {
label-switched-path to_192.0.2.2 {
to 192.0.2.2;

}
}
bgp {
group RR {
type internal;
local-address 192.0.3.3;

}
}
Layer 2 circuit {
neighbor 192.0.2.2 {
interface ps0.0 {
virtual-circuit-id 100;

}
}
neighbor 10.10.10.10 {
interface ps0.1 {
virtual-circuit-id 1;

}
}
neighbor 10.11.11.11 {
interface ps0.2 {
virtual-circuit-id 2;

}
}

}
}

Related
Documentation

Configuring the Service Logical Interface for a Pseudowire Subscriber Logical Interface

on page 305

•

• Pseudowire Subscriber Logical Interfaces Overview on page 291

• Configuring a Pseudowire Subscriber Logical Interface on page 297

Ethernet MSANAggregation Options

Each MSAN can connect directly to an edge router (broadband services router or video

services router), or an intermediate device (for example, an Ethernet switch) can

aggregate MSAN traffic before being sent to the services router. Table 3 on page 15 lists

the possible MSAN aggregation methods and under what conditions they are used.

Table 3: Ethernet MSANAggregationMethods

When UsedMethod

Each MSAN connects directly to the broadband services router and optional video
services router.

Direct connection
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Table 3: Ethernet MSANAggregationMethods (continued)

When UsedMethod

EachMSAN connects directly to an intermediate Ethernet switch. The switch, in turn,
connects to the broadband services router or optional video services router.

Ethernetaggregationswitchconnection

EachMSAN connects to a ring topology of MSANs. The head-endMSAN (the device
closest to the upstream edge router) connects to the broadband services router.

Ethernet ring aggregation connection

You can use different aggregation methods in different portions of the network. You can

also create multiple layers of traffic aggregation within the network. For example, an

MSAN can connect to a central office terminal (COT), which, in turn, connects to an

Ethernet aggregation switch, or you can create multiple levels of Ethernet aggregation

switches prior to connecting to the edge router.

Direct Connection

In the direct connection method, each MSAN has a point-to-point connection to the

broadband services router. If an intermediate central office exists, traffic frommultiple

MSANs can be combined onto a single connection using wave-division multiplexing

(WDM). You can also connect the MSAN to a video services router. However, this

connectionmethod requires that youuseaLayer 3MSANthathas theability todetermine

which link to use when forwarding traffic.

When using the direct connection method, keep the following in mind:

• We recommend this approach when possible to simplify network management.

• BecausemultipleMSANsareused toconnect to theservices router, andLayer3MSANs

generally require a higher equipment cost, this method is rarely used in a multiedge

subscriber management model.

• Direct connection is typically used whenmost MSAN links are utilized less than 33

percent and there is little value in combining traffic frommultiple MSANs.

Ethernet Aggregation Switch Connection

An Ethernet aggregation switch aggregates traffic frommultiple downstreamMSANs

into a single connection to the services router (broadband services router or optional

video services router).

When using the Ethernet aggregation switch connection method, keep the following in

mind:

• Ethernet aggregation is typically used whenmost MSAN links are utilized over 33

percent or to aggregate traffic from lower speed MSANs (for example, 1 Gbps) to a

higher speed connection to the services router (for example, 10 Gbps).

• You can use an MX Series router as an Ethernet aggregation switch. For information

about configuring the MX Series router in Layer 2 scenarios, see the Junos OS Layer 2

Switching and Bridging Library or the Ethernet Networking Feature Guide for MX Series

Routers.
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Ring Aggregation Connection

In a ring topology, the remote MSAN that connects to subscribers is called the remote

terminal (RT).Thisdevicecanbe located in theoutsideplant (OSP)or ina remotecentral

office (CO). Traffic traverses the ring until it reaches the central office terminal (COT)

at the head-end of the ring. The COT then connects directly to the services router

(broadband services router or video services router).

NOTE: The RT and COTmust support the same ring resiliency protocol.

You canuse anMXSeries router in anEthernet ring aggregation topology. For information

about configuring the MX Series router in Layer 2 scenarios, see the Junos OS Layer 2

Switching and Bridging Library or the Ethernet Networking Feature Guide for MX Series

Routers.

Related
Documentation

Multiservice Access Node Overview on page 4•

Broadband Access Service Delivery Options

Fourprimarydeliveryoptionsexist today fordeliveringbroadbandnetwork service. These

options include the following:

• Digital Subscriber Line on page 17

• Active Ethernet on page 18

• Passive Optical Networking on page 18

• Hybrid Fiber Coaxial on page 18

Digital Subscriber Line

Digital subscriber line (DSL) is the most widely deployed broadband technology

worldwide. This delivery option uses existing telephone lines to send broadband

information on a different frequency than is used for the existing voice service. Many

generations of DSL are used for residential service, including Very High Speed Digital

Subscriber Line 2 (VDSL2) and versions of Asymmetric Digital Subscriber Line (ADSL,

ADSL2, and ADSL2+). These variations of DSL primarily offer asymmetric residential

broadband servicewhere different upstreamanddownstreamspeeds are implemented.

(VDSL2also supports symmetricoperation.)OtherDSLvariations, likeHighbit rateDigital

SubscriberLine (HDSL)andSymmetricDigitalSubscriberLine (SDSL),providesymmetric

speeds and are typically used in business applications.

Thehead-end toaDSLsystem is theDigitalSubscriber LineAccessMultiplexer (DSLAM).

The demarcation device at the customer premise is a DSLmodem. DSL service models

are defined by the Broadband Forum (formerly called the DSL Forum).
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Active Ethernet

Active Ethernet uses traditional Ethernet technology to deliver broadband service across

a fiber-optic network. Active Ethernet does not provide a separate channel for existing

voice service, so VoIP (or TDM-to-VoIP) equipment is required. In addition, sending

full-speed (10or 100Mbps)Ethernet requires significantpower, necessitatingdistribution

to Ethernet switches and optical repeaters located in cabinets outside of the central

office. Due to these restrictions, early Active Ethernet deployments typically appear in

densely populated areas.

Passive Optical Networking

Passive Optical Networking (PON), like Active Ethernet, uses fiber-optic cable to deliver

services to the premises. This delivery option provides higher speeds than DSL but lower

speeds than Active Ethernet. Though PON provides higher speed to each subscriber, it

requires a higher investment in cable and connectivity.

A key advantage of PON is that it does not require any powered equipment outside of

the central office. Each fiber leaving thecentral office is split usinganon-poweredoptical

splitter. The split fiber then follows a point-to-point connection to each subscriber.

PON technologies fall into three general categories:

• ATMPON(APON),BroadbandPON(BPON),andGigabit-capablePON(GPON)—PON

standards that use the following different delivery options:

• APON—The first passive optical network standard is primarily used for business

applications.

• BPON—Based on APON, BPON adds wave division multiplexing (WDM), dynamic

and higher upstream bandwidth allocation, and a standard management interface

to enable mixed-vendor networks.

• GPON—Themost recent PON adaptation, GPON is based on BPON but supports

higher rates, enhanced security, and a choice of which Layer 2 protocol to use (ATM,

Generic Equipment Model [GEM], or Ethernet).

• Ethernet PON (EPON)—Provides capabilities similar to GPON, BPON, and APON, but

uses Ethernet standards. These standards are defined by the IEEE. Gigabit Ethernet

PON (GEPON) is the highest speed version.

• Wave Division Multiplexing PON (WDM-PON)—A nonstandard PONwhich, as the

name implies, provides a separate wavelength to each subscriber.

The head-end to a PON system is an Optical Line Terminator (OLT). The demarcation

device at the customer premises is an Optical Network Terminator (ONT). The ONT

provides subscriber-side ports for connecting Ethernet (RJ-45), telephone wires (RJ-11)

or coaxial cable (F-connector).

Hybrid Fiber Coaxial

Multi-SystemOperators (MSOs; also known as cable TV operators) offer broadband

service through their hybrid fiber-coaxial (HFC) network. The HFC network combines
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optical fiber and coaxial cable to deliver service directly to the customer. Services leave

the central office (CO) using a fiber-optic cable. The service is then converted outside

of the CO to a coaxial cable tree using a series of optical nodes and, where necessary,

througha trunk radio frequency (RF)amplifier. Thecoaxial cables thenconnect tomultiple

subscribers. The demarcation device is a cable modem or set-top box, which talks to a

Cable Modem Termination System (CMTS) at the MSO head-end or master facility that

receives television signals for processing and distribution. Broadband traffic is carried

using the Data Over Cable Service Interface Specification (DOCSIS) standard defined

by CableLabs andmany contributing companies.

Related
Documentation

Broadband Delivery and FTTx on page 19•

Broadband Delivery and FTTx

Many implementations use existing copper cabling to deliver signal to the premises, but

fiber-optic cable connectivity is making its way closer to the subscriber. Most networks

use a combination of both copper and fiber-optic cabling. The term fiber to the x (FTTx)

describes how far into the network fiber-optic cabling runs before a switch to copper

cabling takes place. Both PON and Active Ethernet can use fiber-optic portion of the

network, while xDSL is typically used on the copper portion. This means that a single

fiber-optic strandmay support multiple copper-based subscribers.

Increasing the use of fiber in the network increases cost but it also increases network

access speed to each subscriber.

The following terms are used to describe the termination point of fiber-optic cable in a

network:

• Fiber to the Premises (FTTP), Fiber to the Home (FTTH), Fiber to the Business

(FTTB)—Fiberextendsall theway to thesubscriber.PON ismostcommonfor residential

access, although Active Ethernet can be efficiently used in dense areas such as

apartment complexes. Active Ethernet is more common for delivering services to

businesses.

• Fiber to the Curb (FTTC)—Fiber extends most of the way (typically, 500 feet/150

meters or less) to the subscriber. Existing copper is used for the remaining distance to

the subscriber.

• Fiber to theNode/Neighborhood (FTTN)—Fiber extends towithin a few thousand feet

of the subscriber and converted to xDSL for the remaining distance to the subscriber.

• Fiber to the Exchange (FTTE)—A typical central office-based xDSL implementation

in which fiber is used to deliver traffic to the central office and xDSL is used on the

existing local loop.

Related
Documentation

• Broadband Access Service Delivery Options on page 17
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PART 2

Configuring the DHCP Access Network

• Configuring Services for DHCP Subscribers on page 23

• Applying RADIUS Route Attributes to Subscribers or to Access Networks on page 31

• Suppressing DHCP Access, Access-Internal, and Destination Routes on page 37

• Providing Security in the DHCP Network on page 41

• DistinguishingBetweenDuplicateDHCPv4Subscriberson theSameSubnetonpage61

• Distinguishing Between Duplicate DHCPv6 Subscribers on page 67

• Using the DHCP Relay Agent to Selectively Process DHCP Client Traffic on page 71

• Configuring High Availability in the DHCP Access Network on page 85

• Monitoring and Managing DHCP for Subscriber Access on page 111
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CHAPTER 2

ConfiguringServices forDHCPSubscribers

• DHCP and Subscriber Management Overview on page 23

• Subscriber Access Operation Flow Using DHCP Relay on page 24

• Defining Various Levels of Services for DHCP Subscribers on page 25

• Example: Configuring a Tiered Service Profile for Subscriber Access on page 26

DHCP and Subscriber Management Overview

You use DHCP in broadband access networks to provide IP address configuration and

service provisioning. DHCP, historically a popular protocol in LANs, works well with

Ethernet connectivity and is becoming increasingly popular in broadband networks as a

simple, scalable solution for assigning IP addresses to subscriber home PCs, set-top

boxes (STBs), and other devices.

Junos OS subscriber management supports the following DHCP allocation models:

• DHCP Local Server

• DHCP Relay

• DHCP Relay Proxy

DHCP uses address assignment pools fromwhich to allocate subscriber addresses.

Address-assignment pools support both dynamic and static address assignment:

• Dynamicaddressassignment—Asubscriber is automatically assignedanaddress from

the address-assignment pool.

• Static address assignment—Addresses are reserved and always used by a particular

subscriber.

NOTE: Addresses that are reserved for static assignment are removed
from the dynamic address pool and cannot be assigned to other clients.

Extended DHCP Local Server and Subscriber Management Overview

You can enable the services router to function as an extended DHCP local server. As an

extendedDHCP local server the services router, andnotanexternalDHCPserver, provides
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an IP address and other configuration information in response to a client request. The

extended DHCP local server supports the use of external AAA authentication services,

such as RADIUS, to authenticate DHCP clients.

Extended DHCP Relay and Subscriber Management Overview

You can configure extended DHCP relay options on the router and enable the router to

function as a DHCP relay agent. A DHCP relay agent forwards DHCP request and reply

packets between a DHCP client and a DHCP server. You can use DHCP relay in carrier

edge applications such as video and IPTV to obtain configuration parameters, including

an IP address, for your subscribers. The extended DHCP relay agent supports the use of

external AAA authentication services, such as RADIUS, to authenticate DHCP clients.

DHCP Relay Proxy and Subscriber Management Overview

DHCP relay proxy mode is an enhancement to extended DHCP relay. DHCP relay proxy

supports all DHCP relay featureswhile providing additional features andbenefits. Except

for the ability to add DHCP relay agent options and the gateway address (giaddr) to

DHCP packets, DHCP relay is transparent to DHCP clients and DHCP servers, and simply

forwards messages between DHCP clients and servers. When you configure DHCP relay

to operate in proxy mode, the relay is no longer transparent. In proxy mode, DHCP relay

conceals DHCP server details from DHCP clients, which interact with a DHCP relay in

proxymodeas though it is theDHCPserver. ForDHCPservers there is nochange, because

proxy mode has no effect on how the DHCP server interacts with the DHCP relay.

Related
Documentation

Extended DHCP Local Server Overview•

• Extended DHCP Relay Agent Overview

• DHCP Relay Proxy Overview

• Address-Assignment Pools Overview

Subscriber Access Operation FlowUsing DHCP Relay

The subscriber management feature requires that a subscriber (for example, a DHCP

client) send adiscovermessage to the router interface to initialize dynamic configuration

of that interface.

Figure 5 on page 25 shows the flow of operations that occurs when the router is using

DHCP relay to enable access for a subscriber.
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Figure 5: Subscriber Access Operation Flow
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The following general sequence occurs during access configuration for a DHCP client:

1. The client issues a DHCP discover message.

2. The router issues an authorization request to the RADIUS server.

3. The RADIUS server issues an authorization response to the router.

4. The router passes the DHCP discover message through to the DHCP server.

5. The DHCP server issues an IP address for the client.

6. The router DHCP component sends an acknowledgement back to the client.

The subscriber now has access to the network and the authorized service.

Related
Documentation

Subscriber Management Overview•

• Configuring Subscriber Access

Defining Various Levels of Services for DHCP Subscribers

This topic discusses how to create dynamic profiles to define various levels of service for

DHCP clients.

Before you configure dynamic profiles for client services:

1. Create a basic dynamic profile.

See Configuring a Basic Dynamic Profile.

2. Configure a dynamic profile that enables DHCP clients access to the network.

See Configuring Dynamic DHCP Client Access to a Multicast Network
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NOTE: You can create a basic dynamic profile that contains both access
configuration and some level of basic service.

3. Ensure that the router is configured to enable communication between the client and

the RADIUS server.

See Specifying the Authentication and Accounting Methods for Subscriber Access.

4. Configure all RADIUS values that you want the profiles to use when validating DHCP

clients.

See Configuring RADIUS Server Parameters for Subscriber Access

To configure an initial client access dynamic profile:

1. Access the desired service profile.

user@host# set dynamic-profiles basic-service-profile

2. (Optional) Define any IGMP protocols values as described for creating a basic access

profile to combine a basic service with access in a profile.

See Configuring Dynamic DHCP Client Access to a Multicast Network.

3. (Optional) Specify any filters for the interface.

SeeDynamically Attaching Statically Created Filters for Any Interface Type,Dynamically

Attaching Statically Created Filters for a Specific Interface Family Type, or Dynamically

Attaching Filters Using RADIUS Variables.

4. Define any CoS values for the service level you want this profile to configure on the

interface.

Related
Documentation

Configuring a Basic Dynamic Profile•

• Dynamic Profiles Overview

Example: Configuring a Tiered Service Profile for Subscriber Access

This example shows how to configure a tiered service profile for subscribers.

The profile contains three services:

• Gold—Subscribers thatpay for this serviceareallocated 10Mbandwidth fordata, voice,

and video services.

• Silver—Subscribers that pay for this service are allocated5Mbandwidth for data, voice,

and video services.
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• Bronze—Subscribers that pay for this service are allocated 1M bandwidth for the data

service only.

Each subscriber is allocated a VLAN that is created statically. Subscribers log in using

DHCP and authenticate using RADIUS. The subscribers canmigrate from one service to

another when they change subscriptions.

To configure a profile for a tiered service:

1. Configure the VLAN interfaces associated with each subscriber. Enable hierarchical

scheduling for the interface.

interfaces {
ge-2/0/0 {
description subscribers;
hierarchical-scheduler;
stacked-vlan-tagging;
unit 1 {
vlan-tags outer 100 inner 100;
family inet {
unnumbered-address lo0.0 preferred-source-address 127.0.0.2;

}
}
unit 2 {
family inet {
vlan-tags outer 101 inner 101;
unnumbered-address lo0.0 preferred-source-address 127.0.0.2;

}
}
unit 3 {
vlan-tags outer 102 inner 102;
family inet {
unnumbered-address lo0.0 preferred-source-address 127.0.0.2;

}
}

}
}

2. Configure the static CoS parameters.

In this example, each offering (video, voice, and data) is assigned a queue, and each

service (Gold, Silver, and Bronze) is assigned a scheduler.

class-of-service {
forwarding-classes {
queue 0 data;
queue 1 voice;
queue 2 video;

}
scheduler-maps {
bronze_service_smap {
forwarding-class data scheduler data_sch;

}
silver_service_smap {
forwarding-class data scheduler data_sch;
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forwarding-class voice scheduler silver_voice_sch;
forwarding-class video scheduler silver_video_sch;

}
gold_service_smap {
forwarding-class data scheduler data_sch;
forwarding-class voice scheduler gold_voice_sch;
forwarding-class video scheduler gold_video_sch;

}
}
schedulers {
data_sch {
transmit-rate percent 20;
buffer-size remainder;
priority low;

}
silver_voice_sch {
transmit-rate percent 30;
buffer-size remainder;
priority high;

}
silver_video_sch {
transmit-rate percent 30;
buffer-size remainder;
priority medium;

}
gold_voice_sch {
transmit-rate percent 40;
buffer-size remainder;
priority high;

}
gold_video_sch {
transmit-rate percent 40;
buffer-size remainder;
priority medium;

}
}

}

3. Configure the dynamic profile for the service.

The schedulermaps configured for each service are referenced in the dynamic profile.

dynamic-profiles {
subscriber_profile {
interfaces {
"$junos-interface-ifd-name" {
unit "$junos-underlying-interface-unit" {
family inet;

}
}

}
class-of-service {
traffic-control-profiles {
subscriber_tcp {
scheduler-map $smap;
shaping-rate $shaping-rate;
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guaranteed-rate $guaranteed-rate;
delay-buffer-rate $delay-buffer-rate;

}
}
interfaces {
"$junos-interface-ifd-name" {
unit "$junos-underlying-interface-unit" {
output-traffic-control-profile subscriber_tcp;

}
}

}
}

4. Configure access for the subscribers.

The DHCP relay agent forwards DHCP request and reply packets between a DHCP

client and a DHCP server. You use DHCP relay to obtain configuration parameters,

including an IP address, for subscribers. In this example, one DHCP server, address

198.51.100.1, can be used by subscribers.

The DHCP relay configuration is attached to an active server group named

service_provider_group.

The subscribers are grouped together within the subscriber_group, and identifies

characteristics such as authentication, username info, and the associated interfaces

for the groupmembers. In this example, it also identifies the active server group and

the dynamic interface that is used by the subscribers in the group.

forwarding-options {
dhcp-relay {
server-group {
service_provider_group {
198.51.100.1;

}
}
group subscriber_group {
active-server-group service_provider_group;
dynamic-profile subscriber_profile;
interface ge-2/0/0.1;
interface ge-2/0/0.2;
interface ge-2/0/0.3;

}
}

}

Related
Documentation

• Formore informationaboutconfiguringCoSfor subscriberaccess, seeCoSforSubscriber

Access Overview
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CHAPTER 3

Applying RADIUS Route Attributes to
Subscribers or to Access Networks

• Access and Access-Internal Routes for Subscriber Management on page 31

• Configuring Dynamic Access-Internal Routes for DHCP Subscriber

Management on page 32

• Configuring Dynamic Access Routes for Subscriber Management on page 33

Access and Access-Internal Routes for Subscriber Management

DHCP and PPP on the router use both access routes and access-internal routes to

represent either the subscriber or the networks behind the attached router. An access

route represents a network behind an attached router, and is set to a preference of 13.

An access-internal route is a /32 route that represents a directly attached subscriber,

and is set to a preference of 12.

Access routes typicallyareused toapply thevaluesof theRADIUSFramed-Routeattribute

[22] for IPv4 routes and the Framed-IPv6-Route attribute [99] for IPv6 routes. A framed

route consists of a prefix that represents a public network behind the CPE, a next-hop

gateway, and optional route attributes consisting of a combination ofmetric, preference,

and tag. The only mandatory component of the framed route is the prefix. The next-hop

gateway can be specified explicitly in the framed route. Alternatively, the absence of the

gateway address implies address0.0.0.0,whichmust resolve using theCPE’s IP address.

In either case, the convention is that the next-hop gateway is the CPE IP address.

You can configure a dynamic profile to use predefined variables to dynamically configure

access routes using the values specified in the RADIUS attribute. To configure access

routes include theaccessstanzaat the [editdynamic-profilesprofile-name routing-options]

hierarchy level.

Starting in Junos OS Release 15.1, we recommend that you use only access routes for

framed route support. We recommend that you do not use access-internal routes. If the

RADIUS Framed-Route attribute (22) or Framed-IPv6-Route attribute [99] does not

specify the next-hop gateway—as is common—the variable representing the next-hop,

$junos-framed-route-nexthop, is automatically resolved. If you configure the

access-internal statement in the dynamic profile, it is ignored.
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Release History Table DescriptionRelease

Starting in JunosOSRelease 15.1, we recommend that you use only access
routes for framed route support.

15.1

Related
Documentation

Configuring Dynamic Access Routes for Subscriber Management on page 33•

• RADIUS IETF Attributes Supported by the AAA Service Framework

Configuring Dynamic Access-Internal Routes for DHCP Subscriber Management

You can dynamically configure access-internal routes. In releases earlier than Junos OS

15.1, this configuration is optional, but can be included so that the values from the

access-internal variables are used if the next-hop value ismissing in the relevantRADIUS

attribute—Framed-Route [22] for IPv4 and Framed-IPv6-Route [99] for IPv6.

Starting in Junos OS Release 15.1R1, we no longer recommend that you always include

the access-internal stanza in the dynamic-profile when the access stanza is present for

framed route support. The subscriber’s address is stored in the session database entry

before the dynamic profile installs the framed route, enabling the next-hop address to

be resolvedwhen it is not explicitly specified in the Framed-Route RADIUS attribute (22)

or Framed-IPv6-Route attribute [99].

DHCP subscriber interfaces require the qualified-next-hop to identify the interface and

the MAC address.

To dynamically configure access-internal routes:

1. Specify that you want to configure the access-internal route.

user@host# edit dynamic-profiles profile-name routing-options

2. Configure the IP address and the qualified next-hop address as variables.

[edit dynamic-profiles profile-name routing-options]
user@host#editaccess-internal route$junos-subscriber-ip-addressqualified-next-hop
$junos-interface-name

NOTE: The variable used for qualified-next-hop is $junos-interface-name.

3. Configure the MAC address for the qualified next-hop as a variable.

[edit dynamic-profiles profile-name routing-options access-internal route
$junos-subscriber-ip-address qualified-next-hop $junos-underlying-interface]

user@host# setmac-address $junos-subscriber-mac-address
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Release History Table DescriptionRelease

Starting in JunosOSRelease 15.1R1,weno longer recommend that youalways
include the access-internal stanza in the dynamic-profile when the access
stanza is present for framed route support.

15.1R1

Related
Documentation

Access and Access-Internal Routes for Subscriber Management on page 31•

• Configuring Dynamic Access Routes for Subscriber Management on page 33

• Verifying theConfigurationofAccessandAccess-InternalRoutes forDHCPSubscribers

on page 111

Configuring Dynamic Access Routes for Subscriber Management

You can dynamically configure access routes for DHCP and PPP subscribers based on

the values specified in the following RADIUS attributes:

• For IPv4 access routes, use the variable, $junos-framed-route-ip-address-prefix. The

route prefix variable is dynamically replaced with the value in Framed-Route RADIUS

attribute [22].

• For IPv6 access routes, use the variable,$junos-framed-route-ipv6-address-prefix. The

variable is dynamically replacedwith thevalue inFramed-IPv6-RouteRADIUSattribute

[99].

To dynamically configure access routes:

1. Configure the route prefix for the access route as a variable.

For IPv4:

[edit dynamic-profiles profile-name routing-options]
user@host# edit access route $junos-framed-route-ip-address-prefix

For IPv6:

[edit dynamic-profiles profile-name routing-options]
user@host# edit access route $junos-framed-route-ipv6-address-prefix

2. Configure the next-hop address as a variable.

For IPv4:

[edit dynamic-profiles profile-name routing-options access route
“$junos-framed-route-ip-address-prefix”]

user@host# set next-hop $junos-framed-route-nexthop

For IPv6:

[edit dynamic-profiles profile-name routing-options access route
“$junos-framed-route-ipv6-address-prefix”]

user@host# set next-hop $junos-framed-route-ipv6-nexthop

33Copyright © 2017, Juniper Networks, Inc.

Chapter 3: Applying RADIUS Route Attributes to Subscribers or to Access Networks



3. Configure the metric as a variable.

For IPv4:

[edit dynamic-profiles profile-name routing-options access route
“$junos-framed-route-ip-address-prefix”]

user@host# setmetric $junos-framed-route-cost

For IPv6:

[edit dynamic-profiles profile-name routing-options access route
“$junos-framed-route-ip-address-prefix”]

user@host# setmetric $junos-framed-route-ipv6-cost

4. Configure the preference as a variable.

For IPv4:

[edit dynamic-profiles profile-name routing-options access route
“$junos-framed-route-ip-address-prefix”]

user@host# set preference $junos-framed-route-distance

For IPv6:

[edit dynamic-profiles profile-name routing-options access route
“$junos-framed-route-ip-address-prefix”]

user@host# set preference $junos-framed-route-ipv6-distance

5. Configure the tag as a variable.

IPv4:

[edit dynamic-profiles profile-name routing-options access route
“$junos-framed-route-ip-address-prefix”]

user@host# set tag $junos-framed-route-tag

IPv6:

[edit dynamic-profiles profile-name routing-options access route
“$junos-framed-route-ip-address-prefix”]

user@host# set tag $junos-framed-route-ipv6-tag

Starting in Junos OS Release 15.1, we recommend that you use only access routes for

framed route support. We recommend that you do not use access-internal routes. If the

RADIUS Framed-Route attribute (22) or Framed-IPv6-Route attribute [99] does not

specify the next-hop gateway—as is common—the variable representing the next-hop,

$junos-framed-route-nexthop, is automatically resolved. If you configure the

access-internal statement in the dynamic profile, it is ignored.
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Release History Table DescriptionRelease

Starting in JunosOSRelease 15.1, we recommend that you use only access
routes for framed route support.

15.1

Related
Documentation

• Access and Access-Internal Routes for Subscriber Management on page 31

• Configuring Dynamic Access-Internal Routes for DHCP Subscriber Management on

page 32

• Configuring Dynamic Access-Internal Routes for PPP Subscriber Management on

page 121

• Verifying theConfigurationofAccessandAccess-InternalRoutes forDHCPSubscribers

on page 111

• RADIUS IETF Attributes Supported by the AAA Service Framework
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CHAPTER 4

Suppressing DHCP Access,
Access-Internal, and Destination Routes

• Suppressing DHCP Access, Access-Internal, and Destination Routes on page 37

• Preventing DHCP from Installing Access, Access-Internal, and Destination Routes by

Default on page 38

Suppressing DHCP Access, Access-Internal, and Destination Routes

During the DHCP client binding operation, the DHCP process adds route information for

the DHCP sessions by default. The DHCP process adds access-internal and destination

routes forDHCPv4sessions, andaccess-internalandaccess routes forDHCPv6sessions.

In some scenarios, youmight want to override the default behavior and prevent DHCP

from automatically installing the route information. For example, DHCP relay installs

destination (host) routes by default—this action is required in certain configurations to

enable address renewals from the DHCP server to work properly. However, the default

installation of destination routes might cause a conflict when you configure DHCP relay

with static subscriber interfaces. To avoid such configuration conflicts you can override

the default behavior and prevent DHCP relay from installing the routes.

NOTE: You cannot suppress access-internal routes when the subscriber is
configured with both IA_NA and IA_PD addresses over IP demux
interfaces—the IA_PDroute relieson the IA_NAroute fornexthopconnectivity.

You can configure both DHCP local server and DHCP relay agent to override the default

route installationbehavior, andyoucanspecify theoverride forbothDHCPv4andDHCPv6

sessions. You can override the route installation globally or for named interface groups.

ForDHCPv4youcanoverride the installationofdestination routesonlyoraccess-internal

routes (the access-internal option prevents installation of both destination and

access-internal routes). For DHCPv6 you can specify access routes, access-internal

routes, or both.

Related
Documentation

Preventing DHCP from Installing Access, Access-Internal, and Destination Routes by

Default on page 38

•

• Extended DHCP Local Server Overview
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• DHCPv6 Local Server Overview

• Extended DHCP Relay Agent Overview

• DHCPv6 Relay Agent Overview

Preventing DHCP from Installing Access, Access-Internal, and Destination Routes by
Default

You can configure both DHCP local server and DHCP relay agent to override the default

installation of access, access-internal, and destination routes. For DHCPv4 you can

override the installation of destination routes only or access-internal routes (the

access-internal option prevents installation of both destination and access-internal

routes). For DHCPv6 you can specify access routes, access-internal routes, or both. You

can configure the override globally or for named interface groups.

NOTE: You cannot suppress access-internal routes when the subscriber is
configured with both IA_NA and IA_PD addresses over IP demux
interfaces—the IA_PDroute relieson the IA_NAroute fornexthopconnectivity.

NOTE: The no-arp statement is deprecated and the function is replaced by

the route-suppression statement.

Toconfigure route suppressionandpreventDHCP from installing specific typesof routes:

• For DHCP local server route suppression (for example, a global configuration):

[edit system services dhcp-local-server]
user@host# set route-suppression access-internal

• For DHCP relay (for example, a group-specific configuration):

[edit forwarding-options dhcp-relay group southeast]
user@host# set route-suppression destination

• For DHCPv6 local server (for example, a group-specific configuration):

[edit system services dhcp-local-server group southern3]
user@host# set dhcpv6 route-suppression access access-internal

• For DHCPv6 relay (for example, a global configuration):

[edit forwarding-options dhcp-relay]
user@host# set dhcpv6 route-suppression access

Related
Documentation

• Suppressing DHCP Access, Access-Internal, and Destination Routes on page 37

• Extended DHCP Local Server Overview

• DHCPv6 Local Server Overview

• Extended DHCP Relay Agent Overview
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• DHCPv6 Relay Agent Overview
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CHAPTER 5

Providing Security in the DHCP Network

• DHCP Snooping Support on page 41

• Configuring DHCP Snooped Packets Forwarding Support for DHCP Local

Server on page 43

• Enabling and Disabling DHCP Snooped Packets Support for DHCP Relay

Agent on page 44

• Configuring DHCP Snooped Packets Forwarding Support for DHCP Relay

Agent on page 48

• Disabling DHCP Snooping Filters on page 51

• Example: Configuring DHCP Snooping Support for DHCP Relay Agent on page 52

• Example: Enabling DHCP Snooping Support for DHCPv6 Relay Agent on page 54

• Preventing DHCP Spoofing on page 58

DHCP Snooping Support

DHCP snooping provides DHCP security by identifying incoming DHCP packets. In the

default DHCP snooping configuration, all traffic is snooped. You can optionally use the

forward-snooped-clients statement to evaluate the snooped traffic and to determine if

the traffic is forwarded or dropped, based on whether or not the interface is configured

as part of a group.

In Junos OS, DHCP snooping is enabled in a routing instance when you configure either

the dhcp-relay statement at the [edit forwarding-options] hierarchy level, or the

dhcp-local-server statement at the [edit system services] hierarchy level in that routing

instance. The router discards snooped packets by default if there is no subscriber

associated with the packet. To enable normal processing of snooped packets, youmust

explicitly configure the allow-snooped-clients statement at the [edit forwarding-options

dhcp-relay] hierarchy level.
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YoucanconfigureDHCPsnooping support for a specific routing instance for the following:

• DHCPv4 relayagent—Override the router’s (or switch’s)default snoopingconfiguration

and specify that DHCP snooping is enabled or disabled globally, for a named group of

interfaces, or for a specific interface within a named group.

In a separate procedure, you can set a global configuration to specify whether the

DHCPv4 relay agent forwards or drops snooped packets for all interfaces, only

configured interfaces, or only nonconfigured interfaces. The router also uses the global

DHCP relay agent snooping configuration to determine whether to forward or drop

snooped BOOTREPLY packets. A renew request may be unicast directly to the DHCP

server. This is a BOOTPREQUEST packet and is snooped.

• DHCPv6 relay agent—As you can with snooping support for the DHCPv4 relay agent,

you can override the default DHCPv6 relay agent snooping configuration on the router

toexplicitly enableordisable snoopingsupport globally, for anamedgroupof interfaces,

or for a specific interface with a named group of interfaces.

In multi-relay topologies where more than one DHCPv6 relay agent is between the

DHCPv6 client and the DHCPv6 server, snooping enables intervening DHCPv6 relay

agents between the client and the server to correctly receive and process the unicast

traffic from the client and forward it to the server. The DHCPv6 relay agent snoops

incomingunicastDHCPv6packetsby settingupa filterwithUDPport 547 (theDHCPv6

UDP server port) on a per-forwarding table basis. The DHCPv6 relay agent then

processes thepackets interceptedby the filter and forwards thepackets to theDHCPv6

server.

Unlike the DHCPv4 relay agent, the DHCPv6 relay agent does not support global

configuration of forwarding support for DHCPv6 snooped packets.

• DHCP local server—Configure whether DHCP local server forwards or drops snooped

packets for all interfaces, only configured interfaces, or only nonconfigured interfaces.

• You can also disable snooping filters. In the preceding configurations, all DHCP traffic

is forwarded to the slower routing plane of the routing instance before it is either

forwarded or dropped. Disabling snooping filters causes DHCP traffic that can be

forwardeddirectly fromthe faster hardware control plane tobypass the routing control

plane.

Related
Documentation

Configuring DHCP Snooped Packets Forwarding Support for DHCP Local Server on

page 43

•

• Enabling and Disabling DHCP Snooped Packets Support for DHCP Relay Agent on

page 44

• Configuring DHCP Snooped Packets Forwarding Support for DHCP Relay Agent on

page 48

• Disabling DHCP Snooping Filters on page 51

• Example: Configuring DHCP Snooping Support for DHCP Relay Agent on page 52

• Example: Enabling DHCP Snooping Support for DHCPv6 Relay Agent on page 54
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Configuring DHCP Snooped Packets Forwarding Support for DHCP Local Server

You can configure how DHCP local server handles DHCP snooped packets. Depending

on the configuration, DHCP local server either forwards or drops the snooped packets it

receives.

Table 4 on page 43 indicates the action the router takes for DHCP local server snooped

packets.

NOTE: Configured interfaces are those interfaces that have been configured
with the group statement in the [edit system services dhcp-local-server]

hierarchy. Non-configured interfaces are those that are in the logical
system/routing instancebuthavenotbeenconfiguredbythegroupstatement.

Table 4: Actions for DHCP Local Server Snooped Packets

Action on
Non-Configured
Interfaces

Action on Configured
Interfaces

forward-snooped-clients
Configuration

droppeddroppedforward-snooped-clients not
configured

forwardedforwardedall-interfaces

droppedforwardedconfigured-interfaces

forwardeddroppednon-configured-interfaces

To configure DHCP snooped packet forwarding for DHCP local server:

1. Specify that you want to configure DHCP local server.

[edit]
user@host# edit system services dhcp-local-server

2. Enable DHCP snooped packet forwarding for DHCP local server.

[edit system services dhcp-local-server]
user@host# edit forward-snooped-clients

3. Specify the interfaces that are supported for snooped packet forwarding.

[edit system services dhcp-local-server forward-snooped-clients]
user@host# set (all-interfaces | configured-interfaces | non-configured-interfaces)

For example, to configure DHCP local server to forward DHCP snooped packets on only
configured interfaces:

[edit]
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system {
services {
dhcp-local-server {
forward-snooped-clients configured-interfaces;

}
}

}

Related
Documentation

DHCP Snooping Support on page 41•

Enabling and Disabling DHCP Snooped Packets Support for DHCP Relay Agent

DHCP relay agent uses a two-part configuration to determine how to handle DHCP

snooped packets. This topic describes the first procedure, in which you enable or disable

snooping support for DHCP relay agent and, optionally, override the default snooping

configuration.

The second procedure, which applies only to DHCPv4 relay agent, is described in

“Configuring DHCP Snooped Packets Forwarding Support for DHCP Relay Agent” on

page48,andconfigures the forwardingaction for snoopedclients,whichspecifieswhether

DHCP relay agent forwards or drops snooped traffic.

You can enable or disable DHCP globally for DHCP relay, for a group of interfaces, or for

a specific interface in a group.

Bydefault,DHCPsnooping isdisabled forDHCPrelay.ToenableordisableDHCPsnooping

support globally:

1. Specify that you want to configure DHCP relay agent.

• For DHCP relay agent:

[edit]
user@host# edit forwarding-options dhcp-relay

• For DHCPv6 relay agent:

[edit]
user@host# edit forwarding-options dhcp-relay dhcpv6

2. Specify that you want to override the default configuration.

• For DHCP relay agent:

[edit forwarding-options dhcp-relay]
user@host# edit overrides

• For DHCPv6 relay agent:

[edit forwarding-options dhcp-relay dhcpv6]
user@host# edit overrides

3. Enable or disable DHCP snooping support.

• To enable DHCP snooping:

• For DHCP relay agent:
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[edit forwarding-options dhcp-relay overrides]
user@host# set allow-snooped-clients

• For DHCPv6 relay agent:

[edit forwarding-options dhcp-relay dhcpv6 overrides]
user@host# set allow-snooped-clients

• To disable DHCP snooping:

• For DHCP relay agent:

[edit forwarding-options dhcp-relay overrides]
user@host# set no-allow-snooped-clients

• For DHCPv6 relay agent:

[edit forwarding-options dhcp-relay dhcpv6 overrides]
user@host# set no-allow-snooped-clients

For example, to enable global DHCP snooping support :

forwarding-options {
dhcp-relay {
overrides {
allow-snooped-clients;

}
}

}

To enable or disable DHCP snooping support for a group of interfaces:

1. Specify that you want to configure DHCP relay agent.

• For DHCP relay agent:

[edit]
user@host# edit forwarding-options dhcp-relay

• For DHCPv6 relay agent:

[edit]
user@host# edit forwarding-options dhcp-relay dhcpv6

2. Specify the named group.

• For DHCP relay agent:

[edit forwarding-options dhcp-relay]
user@host# edit group group-name

• For DHCPv6 relay agent:

[edit forwarding-options dhcp-relay dhcpv6]
user@host# edit group group-name

3. Specify that you want to override the default configuration.

• For DHCP relay agent:

[edit forwarding-options dhcp-relay group group-name]
user@host# edit overrides
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• For DHCPv6 relay agent:

[edit forwarding-options dhcp-relay dhcpv6 group group-name]
user@host# edit overrides

4. Enable or disable DHCP snooping support.

• To enable DHCP snooping:

• For DHCP relay agent:

[edit forwarding-options dhcp-relay group group-name overrides]
user@host# set allow-snooped-clients

• For DHCPv6 relay agent:

[edit forwarding-options dhcp-relay dhcpv6 group group-name overrides]
user@host# set allow-snooped-clients

• To disable DHCP snooping:

• For DHCP relay agent:

[edit forwarding-options dhcp-relay group group-name overrides]
user@host# set no-allow-snooped-clients

• For DHCPv6 relay agent:

[edit forwarding-options dhcp-relay dhcpv6 group group-name overrides]
user@host# set no-allow-snooped-clients

For example, to enable DHCP snooping support on all interfaces in group boston:

forwarding-options {
dhcp-relay {
group boston {
overrides {
allow-snooped-clients;

}
}

}
}

To enable or disable DHCP snooping support on a specific interface:

1. Specify that you want to configure DHCP relay agent.

• For DHCP relay agent:

[edit]
user@host# edit forwarding-options dhcp-relay

• For DHCPv6 relay agent:

[edit]
user@host# edit forwarding-options dhcp-relay dhcpv6

2. Specify the named group containing the interface.

• For DHCP relay agent:

[edit forwarding-options dhcp-relay]
user@host# edit group group-name
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• For DHCPv6 relay agent:

[edit forwarding-options dhcp-relay dhcpv6]
user@host# edit group group-name

3. Specify the interface for which you want to configure DHCP snooping.

• For DHCP relay agent:

[edit forwarding-options dhcp-relay group group-name]
user@host# edit interface interface-name

• For DHCPv6 relay agent:

[edit forwarding-options dhcp-relay dhcpv6 group group-name]
user@host# edit interface interface-name

4. Specify that you want to override the default configuration on the interface.

• For DHCP relay agent:

[edit forwarding-options dhcp-relay group group-name interface interface-name]
user@host# edit overrides

• For DHCPv6 relay agent:

[edit forwarding-options dhcp-relay dhcpv6 group group-name interface
interface-name]

user@host# edit overrides

5. Enable or disable DHCP snooping support.

• To enable DHCP snooping:

• For DHCP relay agent:

[edit forwarding-options dhcp-relay group group-name interface interface-name
overrides]

user@host# set allow-snooped-clients

• For DHCPv6 relay agent:

[edit forwarding-options dhcp-relay dhcpv6 group group-name interface
interface-name overrides]

user@host# set allow-snooped-clients

• To disable DHCP snooping:

• For DHCP relay agent:

[edit forwarding-options dhcp-relay group group-name interface interface-name
overrides]

user@host# set no-allow-snooped-clients

• For DHCPv6 relay agent:

[edit forwarding-options dhcp-relay dhcpv6 group group-name interface
interface-name overrides]

user@host# set no-allow-snooped-clients

For example, to disable DHCP snooping support on interface ge-2/1/8.0 in group boston:

forwarding-options {
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dhcp-relay {
group boston {
interface ge-2/1/8.0 {
overrides {
no-allow-snooped-clients;

}
}

}
}

}

To enable DHCPv6 snooping support on interface ge-3/2/1.1 in group sunnyvale:

forwarding-options {
dhcp-relay {
dhcpv6 {
group sunnyvale {
interface ge-3/2/1.1 {
overrides {
allow-snooped-clients;

}
}

}
}

}
}

Related
Documentation

DHCP Snooping Support on page 41•

• Configuring DHCP Snooped Packets Forwarding Support for DHCP Relay Agent on

page 48

• Example: Configuring DHCP Snooping Support for DHCP Relay Agent on page 52

• Overriding the Default DHCP Relay Configuration Settings

Configuring DHCP Snooped Packets Forwarding Support for DHCP Relay Agent

You can configure how DHCP relay agent handles DHCP snooped packets. Depending

on the configuration, DHCP relay agent either forwards or drops the snooped packets it

receives.

DHCP relay uses a two-part configuration to determine how to handle DHCP snooped

packets. This topic describes how you use the forward-snooped-clients statement to

manage whether DHCP relay agent forwards or drops snooped packets, depending on

the type of interface on which the packets are snooped. In the other part of the DHCP

relay agent snooping configuration, which is described in “Enabling and Disabling DHCP

Snooped Packets Support for DHCP Relay Agent” on page 44, you enable or disable the

DHCP relay snooping feature.

Table5onpage49shows theaction the router or switch takeson snoopedpacketswhen

DHCP snooping is enabled by the allow-snooped-clients statement. Table 6 on page 49

shows the action the router (or switch) takes on snooped packetswhen DHCP snooping

is disabled by the no-allow-snooped-clients statement.
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The router or switch also uses the configuration of the DHCP relay agent forwarding

support to determine how to handle snooped BOOTREPLY packets. Table 7 on page 49

shows the action the router (or switch) takes for the snooped BOOTREPLY packets.

NOTE: Configured interfaceshavebeenconfiguredwith thegroup statement

in the [edit forwarding-optionsdhcp-relay]hierarchy.Non-configured interfaces

are in the logical system/routing instance but have not been configured by
the group statement.

Table 5: Actions for DHCP Relay Agent Snooped PacketsWhen DHCP
Snooping Is Enabled

Action on
Non-Configured
InterfacesAction on Configured Interfaces

forward-snooped-clients
Configuration

droppedsnoopedpackets result in subscriber
(DHCP client) creation

forward-snooped-clients not
configured

forwardedforwardedall-interfaces

droppedforwardedconfigured-interfaces

forwardedsnoopedpackets result in subscriber
(DHCP client) creation

non-configured-interfaces

Table 6: Actions for DHCP Relay Agent Snooped PacketsWhen DHCP
Snooping Is Disabled

ActiononNon-Configured
Interfaces

Action on Configured
Interfaces

forward-snooped-clients
Configuration

droppeddroppedforward-snooped-clients not
configured

forwardeddroppedall-interfaces

droppeddroppedconfigured-interfaces

forwardeddroppednon-configured-interfaces

Table 7: Actions for Snooped BOOTREPLY Packets

Actionforward-snooped-clients Configuration

snoopedBOOTREPLYpacketsdropped if client
is not found

forward-snooped-clients not configured

snooped BOOTREPLY packets forwarded if
client is not found

forward-snooped-clients all configurations
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To configure DHCP snooped packet forwarding and BOOTREPLY snooped packet

forwarding for DHCP relay agent:

1. Specify that you want to configure DHCP relay agent.

[edit]
user@host# edit forwarding-options dhcp-relay

2. Enable DHCP snooped packet forwarding.

[edit forwarding-options dhcp-relay]
user@host# edit forward-snooped-clients

3. Specify the interfaces that are supported for snooped packet forwarding.

[edit forwarding-options dhcp-relay forward-snooped-clients]
user@host# set (all-interfaces | configured-interfaces | non-configured-interfaces)

For example, to configure DHCP relay agent to forward DHCP snooped packets on only
configured interfaces:

[edit]
forwarding-options {
dhcp-relay {
forward-snooped-clients configured-interfaces;

}
}

Related
Documentation

DHCP Snooping Support on page 41•

• Enabling and Disabling DHCP Snooped Packets Support for DHCP Relay Agent on

page 44
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Disabling DHCP Snooping Filters

DHCP snooping provides DHCP security by identifying incoming DHCP packets. In the

default DHCP snooping configuration, all traffic is snooped. You can optionally use the

forward-snooped-clients statement to evaluate the snooped traffic and to determine

whether the traffic is forwarded or dropped, based on whether or not the interface is

configured as part of a group.

In both thedefault configuration and in configurations using the forward-snooped-clients

statement, all DHCP traffic is forwarded from the hardware control plane to the routing

plane of the routing instance to ensure that all DHCP packets are intercepted. In certain

topologies, such as a Metropolitan Routing Ring topology, forwarding all DHCP traffic to

the control plane can result in excessive traffic. The no-snoop configuration statement

disables thesnooping filter forDHCPtraffic thatcanbedirectly forwardedon thehardware

control plane, such as Layer 3 unicast packets with a valid route, causing those DHCP

packets tobypass theslower routingplane.YoucandisableDHCPsnooping filters starting

in Junos OS Release 15.1R2.

To disable DHCP snooping filters on the DHCP local server:

1. Specify that you want to configure DHCP local server.

[edit]
user@host# edit system services dhcp-local-server

2. Disable DHCP snooping filters for DHCP local server.

[edit system services dhcp-local-server]
user@host# set no-snoop

3. Specify that you want to configure DHCPv6 local server.

[edit system services dhcp-local-server]
user@host# edit dhcpv6

4. Disable DHCP snooping filters for DHCPv6 local server.

[edit system services dhcp-local-server dhcpv6]
user@host# set no-snoop

To disable DHCP snooping filters on the DHCP relay server:

1. Specify that you want to configure DHCP relay server.

[edit]
user@host# edit forwarding-options dhcp-relay

2. Disable DHCP snooping filters for DHCP local server.

[edit forwarding-options dhcp-relay]
user@host# set no-snoop
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3. Specify that you want to configure DHCPv6 relay server.

[edit forwarding-options dhcp-relay]
user@host# edit dhcpv6

4. Disable DHCP snooping filters for DHCPv6 local server.

[edit forwarding-options dhcp-relay dhcpv6]
user@host# set no-snoop

Release History Table DescriptionRelease

You can disable DHCP snooping filters starting in Junos OS Release
15.1R2.

15.1R2

Related
Documentation

DHCP Snooping Support on page 41•

• no-snoop on page 538

Example: Configuring DHCP Snooping Support for DHCP Relay Agent

This example shows how to configure DHCP snooping support for DHCP relay agent.

• Requirements on page 52

• Overview on page 52

• Configuration on page 52

Requirements

• Configure DHCP relay agent. See Extended DHCP Relay Agent Overview.

Overview

In thisexample, youconfigureDHCPsnoopingsupport forDHCPrelayagentbycompleting

the following operations:

• Override thedefaultDHCPsnoopingconfigurationandenableDHCPsnoopingsupport

for the interfaces in group frankfurt.

• Configure DHCP relay agent to forward snooped packets to only configured interfaces.

NOTE: By default, DHCP snooping is disabled globally.

Configuration

Step-by-Step
Procedure

To configure DHCP relay support for DHCP snooping:

Specify that you want to configure DHCP relay agent.1.
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[edit]
user@host# edit forwarding-options dhcp-relay

2. Specify the named group of interfaces on which DHCP snooping is supported.

[edit forwarding-options dhcp-relay]
user@host# edit group frankfurt

3. Specify the interfaces that you want to include in the group. DHCP relay agent

considers these as the configured interfaces when determining whether to forward

or drop traffic.

[edit forwarding-options dhcp-relay group frankfurt]
user@host# set interface fe-1/0/1.3 upto fe-1/0/1.9

4. Specify that you want to override the default configuration for the group.

[edit forwarding-options dhcp-relay group frankfurt]
user@host# edit overrides

5. Enable DHCP snooping support for the group.

[edit forwarding-options dhcp-relay group frankfurt overrides]
user@host# set allow-snooped-clients

6. Return to the [edit forwarding-options dhcp-relay] hierarchy level to configure the

forwarding action and specify that DHCP relay agent forward snooped packets on

only configured interfaces:

[edit forwarding-options dhcp-relay group frankfurt overrides]
user@host# up 2

7. Enable DHCP snooped packet forwarding for DHCP relay agent.

[edit forwarding-options dhcp-relay]
user@host# edit forward-snooped-clients

8. Specify that snooped packets are forwarded on only configured interfaces (the

interfaces in group frankfurt).

[edit forwarding-options dhcp-relay forward-snooped-clients]
user@host# set configured-interfaces

Results From configuration mode, confirm your configuration by entering the show

forwarding-options command. If the output does not display the intended configuration,

repeat the instructions in this example to correct it. The following output also shows a

range of configured interfaces in group frankfurt.

[edit]
user@host# show forwarding-options
dhcp-relay {
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forward-snooped-clients configured-interfaces;
group frankfurt {
overrides {
allow-snooped-clients;

}
interface fe-1/0/1.3 {
upto fe-1/0/1.9;

}
}

}

If you are done configuring the device, enter commit from configuration mode.

Related
Documentation

DHCP Snooping Support on page 41•

• Enabling and Disabling DHCP Snooped Packets Support for DHCP Relay Agent on

page 44

Example: Enabling DHCP Snooping Support for DHCPv6 Relay Agent

Snooping support for DHCPv6 relay agent is disabled on the router by default. This

example shows how to override the default DHCPv6 relay agent snooping configuration

to explicitly enable DHCPv6 snooping for a named group of interfaces and for a specific

interface within a different named group.

NOTE: You can also enable DHCPv6 snooping support globally by using the
allow-snooped-clients statement at the [edit forwarding-options dhcp-relay

dhcpv6 overrides] hierarchy level.

• Requirements on page 54

• Overview on page 55

• Configuration on page 55

• Verification on page 57

Requirements

This example uses the following hardware and software components:

• MX Series 3D Universal Edge Routers

• Junos OS Release 12.1 or later

Before you begin:

• Configure DHCPv6 relay agent.

See DHCPv6 Relay Agent Overview

• Configure named DHCPv6 relay agent interface groups to which you want to apply a

common DHCP configuration.
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See Grouping Interfaces with Common DHCP Configurations

Overview

In this example, you override the default DHCPv6 relay agent snooping configuration to

explicitly enable DHCP snooping for both of the following:

• All of the interfaces in the group named boston

• Interface ge-3/2/1.1 in the group named sunnyvale

Configuration

To override the default DHCPv6 relay agent snooping configuration to explicitly enable

DHCPv6 snooping for a named group of interfaces and for a specific interface within a

named group, perform these tasks:

• Enabling DHCPv6 Snooping Support for a Named Group of Interfaces on page 55

• Enabling DHCPv6 Snooping Support for a Specific Interface in a Named

Group on page 56

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them in a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

set forwarding-optionsdhcp-relaydhcpv6groupbostonoverridesallow-snooped-clients
set forwarding-optionsdhcp-relaydhcpv6groupsunnyvale interfacege-3/2/1.1overrides
allow-snooped-clients

Enabling DHCPv6 Snooping Support for a Named Group of Interfaces

Step-by-Step
Procedure

To enable DHCPv6 snooping support for a named group of interfaces:

Specify that you want to configure DHCPv6 relay agent.1.

[edit]
user@host# edit forwarding-options dhcp-relay dhcpv6

2. Specify the named group of interfaces for which you want to enable DHCPv6

snooping.

[edit forwarding-options dhcp-relay dhcpv6]
user@host# edit group boston

3. Specify that youwant tooverride thedefaultDHCPv6configuration for the interfaces

in that group.

[edit forwarding-options dhcp-relay dhcpv6 group boston]
user@host# edit overrides

4. Enable DHCPv6 snooping support for all interfaces in group boston.
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[edit forwarding-options dhcp-relay dhcpv6 group boston overrides]
user@host# set allow-snooped-clients

Results From configuration mode, confirm the results of your configuration by issuing the show

statement at the [edit forwarding-options dhcp-relay] hierarchy level. If the output does

not display the intended configuration, repeat the configuration instructions in this

example to correct it.

[edit forwarding-options dhcp-relay]
user@host# show
dhcpv6 {
group boston {
overrides {
allow-snooped-clients;

}
}

}

If you are done configuring the router, enter commit from configuration mode.

Enabling DHCPv6 Snooping Support for a Specific Interface in a Named Group

Step-by-Step
Procedure

To enable DHCPv6 snooping support for a specific interface within a named group of

interfaces:

1. Return to the [edit forwarding-options dhcp-relay dhcpv6] hierarchy level to specify

that you want to configure DHCPv6 relay agent.

[edit forwarding-options dhcp-relay dhcpv6 group boston overrides]
user@host# up 2

2. Specify the named group containing the interface.

[edit forwarding-options dhcp-relay dhcpv6]
user@host# edit group sunnyvale

3. Specify the interface in group sunnyvale for which you want to enable DHCPv6

snooping.

[edit forwarding-options dhcp-relay dhcpv6 group sunnyvale]
user@host# edit interface ge-3/2/1.1

4. Specify that you want to override the default DHCPv6 configuration for interface

ge-3/2/1.1 in group sunnyvale.

[edit forwarding-options dhcp-relay dhcpv6 group sunnyvale interface ge-3/2/1.1]
user@host# edit overrides

5. Enable DHCPv6 snooping support for interface ge-3/2/1.1 in group sunnyvale.

[edit forwarding-options dhcp-relay dhcpv6 group sunnyvale interface ge-3/2/1.1
overrides]
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user@host# set allow-snooped-clients

Results From configuration mode, confirm the results of your configuration by issuing the show

statement at the [edit forwarding-options dhcp-relay] hierarchy level. If the output does

not display the intended configuration, repeat the configuration instructions in this

example to correct it.

[edit forwarding-options dhcp-relay]
user@host# show
dhcpv6 {
group boston {
overrides {
allow-snooped-clients;

}
}
group sunnyvale {
interface ge-3/2/1.1 {
overrides {
allow-snooped-clients;

}
}

}
}

If you are done configuring the router, enter commit from configuration mode.

Verification

To verify the DHCPv6 configuration in a multi-relay topology, perform this task:

• Verifying the Address Bindings for DHCPv6 Relay Agent Clients on page 57

Verifying the Address Bindings for DHCPv6 Relay Agent Clients

Purpose Verify theDHCPv6address bindings in theDynamicHost ConfigurationProtocol (DHCP)

client table.

57Copyright © 2017, Juniper Networks, Inc.

Chapter 5: Providing Security in the DHCP Network



Action Display detailed information about address bindings for DHCPv6 relay agent clients.

user@host > show dhcpv6 relay binding detail

Session Id:  13
     Client IPv6 Prefix:                    2001:db8:0:8001::5/128
     Client DUID:                           LL0x1-00:00:65:03:01:02
     State:                                 BOUND(DHCPV6_RELAY_STATE_BOUND)
     Lease Expires:                         2011-11-21 06:14:50 PST
     Lease Expires in:                      293 seconds
     Lease Start:                           2011-11-21 06:09:50 PST
     Incoming Client Interface:             ge-3/2/1.1
     Server Address:                        unknown
     Next Hop Server Facing Relay:          2001:db8::2
     Server Interface:                      none
     Client Id Length:                      10
     Client Id:                             /0x00030001/0x00006503/0x0102

Meaning TheServerAddress field in the showdhcpv6relaybindingdetailcommandoutput typically

displays the IP address of the DHCPv6 server. In this example, the value unknown in the

Server Address field indicates that this is a multi-relay topology in which the DHCPv6

relay agent is not directly adjacent to the DHCPv6 server, and does not detect the IP

address of the server.

In that case, the output instead includes the Next Hop Server Facing Relay field, which

displays the next-hop address in the direction of the DHCPv6 server.

Related
Documentation

DHCPv6 Relay Agent Overview•

• DHCP Snooping Support on page 41

• Grouping Interfaces with Common DHCP Configurations

• Enabling and Disabling DHCP Snooped Packets Support for DHCP Relay Agent on

page 44

Preventing DHCP Spoofing

A problem that sometimes occurs with DHCP is DHCP spoofing. In DHCP spoofing, an

untrustedclient floodsanetworkwithDHCPmessages.Often theseattacksutilize source

IP address spoofing to conceal the true source of the attack.

DHCP snooping helps prevent DHCP spoofing by copying DHCPmessages to the control

plane and using the information in the packets to create anti-spoofing filters. The

anti-spoofing filters bind a client’s MAC address to its DHCP-assigned IP address and

use this information to filter spoofed DHCPmessages. In a typical topology, a carrier

edge router (in this function also referred to as the broadband network gateway [BNG])

connects the DHCP server and the MX Series router (or broadband services aggregator

[BSA]) performing the snooping. The MX Series router connects to the client and the

BNG.
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ToconfigureDHCPsnooping, you include theappropriate interfaceswithinaDHCPgroup.

You can configure DHCP snooping for VPLS environments and bridge domains.

• In aVPLSenvironment, DHCP requests are forwardedover pseudowires. You configure

DHCP snooping over VPLS at the [edit routing-instances routing-instance-name]

hierarchy level.

• In bridge domains, DHCP snooping works on a per learning bridge basis. Each learning

domain must have an upstream interface configured. This interface acts as the flood

port for DHCP requests coming from the client side. DHCP requests are forwarded

across learning domains in a bridge domain. You configure DHCP snooping on bridge

domains at the [edit routing-instances routing-instance-name bridge-domains

bridge-domain-name] hierarchy level.

To configure DHCP relay to prevent DHCP spoofing:

1. Access the appropriate hierarchy for either a VPLS or bridge domain configuration.

user@host# edit routing-instances blue

2. Specify that you want to configure DHCP relay.

[edit routing-instances blue]
user@host# edit forwarding-options dhcp-relay

3. Create the group and assign a name.

[edit routing-instances blue forwarding-options dhcp-relay]
user@host# edit group svl-10

4. Specify the names of one ormore interfaces. DHCPwill trust only theMAC addresses

learned on the specified interfaces.

[edit routing-instances blue forwarding-options dhcp-relay group svl-10]
user@host# set interface fe-1/0/1.1
user@host# set interface fe-1/0/1.2

NOTE: You can explicitly enable and disable interface support for DHCP
snoopedclients.See“EnablingandDisablingDHCPSnoopedPacketsSupport
for DHCP Relay Agent” on page 44.

Related
Documentation

• Extended DHCP Relay Agent Overview

• For examples of DHCP snooping, see the JUNOSMX Series Ethernet Services Routers

Solutions Guide.

• Enabling and Disabling DHCP Snooped Packets Support for DHCP Relay Agent on

page 44
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CHAPTER 6

DistinguishingBetweenDuplicateDHCPv4
Subscribers on the Same Subnet

• DHCPv4 Duplicate Client In Subnet Overview on page 61

• Guidelines for Configuring Support for DHCPv4 Duplicate Clients on page 62

• Configuring the Router to Distinguish Between DHCPv4 Duplicate Clients Based on

Option 82 Information on page 63

• Configuring the Router to Distinguish Between DHCPv4 Duplicate Clients Based on

Their Incoming Interfaces on page 64

DHCPv4 Duplicate Client In Subnet Overview

In some network environments, client IDs and hardware addresses (MAC addresses)

might not be unique, resulting in duplicate clients. A duplicate DHCP client occurs when

a client attempts to get a lease, and that client has the same client ID or the same

hardware address as an existing DHCP client—the existing client and the new client

cannot exist simultaneously, unless you have configured the optional duplicate client

support.

By default, DHCP local server and DHCP relay agent use the subnet information to

differentiatebetweenduplicateclients.However, in somecases, this levelofdifferentiation

is not adequate. For example, whenmultiple subinterfaces share the same underlying

loopback interface with the same preferred source address, the interfaces appear to be

on the same subnet.

You can enable support for duplicate clients in a subnet by configuring DHCP to use

additional information to uniquely identify clients—the additional information is either

the client incoming interface or the option 82 information in the DHCP packets. Using

the option 82 information provides the following important benefits:

• You can configure DHCP relay to preserve and use the remotely created option 82.

• DHCP local server cansupportanenvironment inwhichanaggregationdevice ispresent

between the client and the DHCP server.

When configured to support duplicate clients in the subnet, DHCP uses the following

information to distinguish between the duplicate clients:

• The subnet on which the client resides
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• The client ID or hardware address

• The duplicate clients option you configure—either the client incoming interface or the

option 82 information in the client’s incoming DHCP packets

NOTE: Starting in Junos OS Release 16.1R5, 16.2R2, 17.1R2, and 17.2R1, only
the ACI (suboption 1) and ARI (suboption 2) values from the option 82
informationareused.Othersuboptions, suchasVendor-Specific (suboption
9), are ignored.

Release History Table DescriptionRelease

Starting in Junos OS Release 16.1R5, 16.2R2, 17.1R2, and 17.2R1, only the ACI
(suboption 1) andARI (suboption 2) values from the option 82 information
are used.

16.1R5

Related
Documentation

Guidelines for Configuring Support for DHCPv4 Duplicate Clients on page 62•

• Configuring the Router to Distinguish Between DHCPv4 Duplicate Clients Based on

Their Incoming Interfaces on page 64

• Configuring the Router to Distinguish Between DHCPv4 Duplicate Clients Based on

Option 82 Information on page 63

• DHCPv6 Duplicate Client DUIDs on page 67

Guidelines for Configuring Support for DHCPv4 Duplicate Clients

When configuring DHCPv4 duplicate client support, consider the following guidelines:

• If you want to preserve the remotely-created option 82 information, use the option 82

optionwith theduplicate-clients-in-subnetstatement todistinguishbetweenduplicate
clients. If there is no remotely created option 82 in the incoming DHCP packets, the

router locally creates the option 82 information.

• If you want to use the locally-created option-82, use the incoming-interface option

with the duplicate-clients-in-subnet statement to distinguish between duplicate
clients.

• Only theACI (suboption 1) andARI (suboption2) values fromtheoption82 information

are used. Other suboptions, such as Vendor-Specific (suboption 9) are ignored.

• DHCP relay agent and DHCP local server in the same routing instancemust have the

same the duplicate-clients-in-subnet configuration.

• For the Layer 3 wholesale model:

• The wholesaler and retailer logical system/routing instances must have the same

duplicate-clients-in-subnet statement configuration.

Copyright © 2017, Juniper Networks, Inc.62

Broadband Subscriber Access Protocols Feature Guide



• For DHCP relay, the wholesaler and the retailer routing contextsmust both have the

relay-option-82 statement configuredwith theAgentCircuit ID suboption (suboption

1) in option 82.

Related
Documentation

DHCPv4 Duplicate Client In Subnet Overview on page 61•

• Configuring the Router to Distinguish Between DHCPv4 Duplicate Clients Based on

Their Incoming Interfaces on page 64

• Configuring the Router to Distinguish Between DHCPv4 Duplicate Clients Based on

Option 82 Information on page 63

• DHCPv6 Duplicate Client DUIDs on page 67

Configuring the Router to Distinguish Between DHCPv4 Duplicate Clients Based on
Option 82 Information

Duplicate clients occur when two clients in a subnet have the same hardware address

or the same client ID.

The following two procedures describe how to configure the router to use the option 82

information in the incoming packets to differentiate between duplicate clients. The first

procedure describes the configuration for DHCP relay agent The second procedure is for

DHCP local server.

NOTE: Only the ACI (suboption 1) and ARI (suboption 2) values from the
option 82 information are used. Other suboptions, such as Vendor-Specific
(suboption 9) are ignored.

To configure the DHCP relay agent to differentiate between duplicate clients based on

option 82 information:

1. Specify that you want to configure DHCP relay agent.

[edit forwarding-options]
user@host# edit dhcp-relay

2. Configure DHCP relay to insert option 82 information if there is no remotely created

option82.Use thedefault setting,which inserts the interface ID rather than theoptional

interface description.

[edit forwarding-options dhcp-relay]
user@host# set relay-option-82 circuit-id

3. Configure the router to always accept DHCP client packets that contain option 82

information.

[edit forwarding-options dhcp-relay]
user@host# set overrides trust-option-82
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NOTE: The trust-option-82 statementmust always be enabled so the

router can process incoming DHCP client packets that contain option 82
information when the packets have a gateway IP address (giaddr) of 0
(zero).

4. ConfigureDHCP relay touse the remotely createdoption82 information todistinguish

between duplicate clients. If there is no remotely created option 82 in the traffic, the

router locally creates the option 82 information.

[edit forwarding-options dhcp-relay]
user@host# set duplicate-clients-in-subnet option-82

NOTE: Makesurethat thealways-write-option-82statement isnotenabled,

as the statement will overwrite the remotely created option 82.

To configure the DHCP local server to differentiate between duplicate clients based on

the option 82 information:

1. Specify that you want to configure DHCP local server.

[edit system services]
user@host# edit dhcp-local-server

2. Configure the duplicate client support with the option-82 option.

[edit system services dhcp-local-server]
user@host# set duplicate-clients-in-subnet option-82

Related
Documentation

DHCPv4 Duplicate Client In Subnet Overview on page 61•

• Guidelines for Configuring Support for DHCPv4 Duplicate Clients on page 62

• Configuring the Router to Distinguish Between DHCPv4 Duplicate Clients Based on

Their Incoming Interfaces on page 64

Configuring the Router to Distinguish Between DHCPv4 Duplicate Clients Based on
Their Incoming Interfaces

Duplicate clients occur when two clients in a subnet have the same hardware address

or the same client ID.

The following two procedures describe how to configure the router to use the clients’

incoming interface todifferentiatebetweenduplicateclients.The firstproceduredescribes

the configuration for DHCP relay agent: the second procedure is for DHCP local server.
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To configure the DHCP relay agent to differentiate between duplicate clients based on

the client incoming interface:

1. Specify that you want to configure DHCP relay agent.

[edit forwarding-options]
user@host# edit dhcp-relay

2. Configure the duplicate client support with the incoming-interface option.

[edit forwarding-options dhcp-relay]
user@host# set duplicate-clients-in-subnet incoming-interface

3. ConfigureDHCP relay to insert option82 information if the information is not specified

remotely.Use thedefault setting,which inserts the interface ID rather than theoptional

interface description.

NOTE: Only the ACI (suboption 1) and ARI (suboption 2) values from the
option82 informationareused.Other suboptions, suchasVendor-Specific
(suboption 9) are ignored.

[edit forwarding-options dhcp-relay]
user@host# set relay-option-82 circuit-id

4. Configure the router to overwrite any remotely supplied option 82 information in

incoming packets.

[edit forwarding-options dhcp-relay]
user@host# set overrides always-write-option-82

5. Configure the router to always accept DHCP client packets that contain option 82

information.

[edit forwarding-options dhcp-relay]
user@host# set overrides trust-option-82

NOTE: The trust-option-82 statementmust always be enabled so the
router can process incoming DHCP client packets that contain option 82
information when the packets have a gateway IP address (giaddr) of 0
(zero).

To configure the DHCP local server to differentiate between duplicate clients based on

the client incoming interface:

1. Specify that you want to configure DHCP local server.

[edit system services]
user@host# edit dhcp-local-server
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2. Configure the duplicate client support with the incoming-interface option.

[edit system services dhcp-local-server]
user@host# set duplicate-clients-in-subnet incoming-interface

Related
Documentation

• DHCPv4 Duplicate Client In Subnet Overview on page 61

• Guidelines for Configuring Support for DHCPv4 Duplicate Clients on page 62

• Configuring the Router to Distinguish Between DHCPv4 Duplicate Clients Based on

Option 82 Information on page 63
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CHAPTER 7

DistinguishingBetweenDuplicateDHCPv6
Subscribers

• DHCPv6 Duplicate Client DUIDs on page 67

• Configuring the Router to Use Underlying Interfaces to Distinguish Between DHCPv6

Duplicate Client DUIDs on page 68

DHCPv6 Duplicate Client DUIDs

The DHCP unique identifier (DUID) is used to identify a client for the proper application

of configuration parameters. The DUID is supposed to be unique across all clients. A

duplicate DHCPv6 client occurs when a client attempts to obtain a lease, and that client

has the same DUID as an existing DHCPv6 client. Because the DUIDs are supposed to

be unique, by default the router treats the request from the duplicate client as a

renegotiationby theoriginal client, and replaces the existing client entrywith anewentry.

However, in some cases the duplicate request is legitimate, because some network

equipment vendors do not guarantee the uniqueness of DUIDs. In these circumstances

the router can support the duplication of the DUID by accommodating the new client

without affecting the existing client.

Starting in JunosOSRelease 16.1, you canenableduplicateDHCPv6client support.When

enabled, the router uses the clients’ underlying (incoming) interfaces to differentiate

between clients with the same DUID. The router can then create a new client entry for

the duplicate client and grant it a lease. The router retains the existing client entry with

the original lease.

All underlying interface types are supported. Only 1:1 VLANs are supported, because the

client requests are received over different underlying interfaces. N:1 VLANs are not

supported, because theclient requests canbe receivedover thesameunderlying interface

and therefore cannot be differentiated if the DUIDs are the same.
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Release History Table DescriptionRelease

Starting in Junos OS Release 16.1, you can enable duplicate DHCPv6
client support.

16.1

Related
Documentation

Configuring the Router to Use Underlying Interfaces to Distinguish Between DHCPv6

Duplicate Client DUIDs on page 68

•

• DHCPv4 Duplicate Client In Subnet Overview on page 61

Configuring the Router to Use Underlying Interfaces to Distinguish Between DHCPv6
Duplicate Client DUIDs

DHCPv6duplicateclientsoccurwhen twoclients inasubnethave thesameDHCPUnique

Identifier (DUID).

The following procedure describes how to configure the router to use the client’s

underlying (incoming) interface to differentiate between clients with duplicate DUIDs.

The first part of the procedure describes the configuration for DHCPv6 relay agent and

the second part configures the DHCPv6 local server.

NOTE: Duplicate client DUIDs are supported only when the clients use
different underlying interfaces, as in the case of 1:1 VLANs. They are not
supported when the clients share an underlying interface, as in the case of
N:1 VLANs.

Before configuring duplicate client support, you must ensure the following:

• DHCPv6 relay agent is configured to insert the DHCPv6 Interface-ID option (option

18) in packets forwarded to the DHCPv6 local server.

• Option 18 specifies the interface name, not the text description of the interface.

• DHCPv6 local server must echo option 18 in the RELAY-REPLYmessages returned to

the DHCPv6 relay agent, as is the case for DHCPv6 local server configured on a Juniper

Networks router. The relay agent uses the echoed option 18 information to find the

client’s interface and construct the client key.

To configure the DHCPv6 relay agent to support duplicate DUIDs:

1. Specify that you want to configure DHCPv6 relay agent.

[edit forwarding-options]
user@host# edit dhcp-relay dhcpv6

2. Configure DHCPv6 relay agent to insert DHCPv6 option 18 in the packets forwarded

to the DHCPv6 local server.

[edit forwarding-options dhcp-relay dhcpv6]

Copyright © 2017, Juniper Networks, Inc.68

Broadband Subscriber Access Protocols Feature Guide



user@host# set relay-agent-interface-id

NOTE: Youmust not include the use-interface-description statement

because it specifies a text description of the interface.

3. Specify that the DHCPv6 relay agent uses the clients’ incoming interfaces to

differentiate between the duplicate DUIDs.

[edit forwarding-options dhcp-relay dhcpv6]
user@host# set duplicate-clients incoming-interface

To configure the DHCPv6 local server to support duplicate DUIDs:

1. Specify that you want to configure DHCPv6 local server.

[edit system services]
user@host# edit dhcp-local-server dhcpv6

2. Configure the DHCPv6 local server to support duplicate clients based on the clients’

incoming interfaces.

[edit system services dhcp-local-server dhcpv6]
user@host# set duplicate-clients incoming-interface

Related
Documentation

• DHCPv6 Duplicate Client DUIDs on page 67

• DHCPv4 Duplicate Client In Subnet Overview on page 61
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CHAPTER 8

Using theDHCPRelayAgent toSelectively
Process DHCP Client Traffic

• DHCP Options and Selective Traffic Processing Overview on page 71

• Using DHCPOption Information to Selectively Process DHCP Client Traffic on page 73

• Example: Configuring DHCP Relay Agent Selective Traffic Processing Based on DHCP

Option Strings on page 75

• Example: Configuring DHCP and DHCPv6 Relay Agent Group-Level Selective Traffic

Processing on page 79

DHCPOptions and Selective Traffic Processing Overview

Subscriber management enables you to provide selective traffic processing based on

information that is provided in the DHCP and DHCPv6 options string included in the

traffic. Starting in Junos OS Release 15.1, the selective traffic processing feature lets you

managemultivendor networks with the extended DHCP and DHCPv6 relay agent. You

can enable the extended DHCP and DHCPv6 relay agent to compare option-specific

strings received in DHCP client packets against a list of ASCII or hexadecimal strings that

you configure on the router. The selective traffic processing feature allows you to identify

traffic based on the option in the DHCP client packets, filter the traffic, and specify the

action that the DHCP relay takes for the traffic. You can use DHCP options 60 and 77

andDHCPv6options 15and 16 to identify client traffic. Youconfigure theaction the router

takes for the selected traffic, such as forwarding the traffic to a specific DHCP server, or

dropping the traffic. DHCP relay agent selective traffic processing also allows you to

specify a default action, which the router uses when no other action satisfies the

configuration.

Using selective traffic processing is helpful in network environmentswhere DHCP clients

access services that are provided bymultiple vendors and bymultiple DHCP servers. For

example, aDHCPclientmightgain Internetaccess fromaparticularDHCPserverprovided

by one vendor, and access an IPTV service from a different DHCP server owned by a

second vendor. Using the option-specific information in theDHCPclient packets enables

DHCP relay agent to differentiate between the two servers and to take the correct action

for the subscriber.

Youmightalsouse selectiveprocessing todistinguishbetweenservices todifferentDHCP

subscriberson the same interface. For example, ahouseholdmight include two IPdevices
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thatobtain their IPaddresses fromtheserviceprovider’sDHCPserver. Theserviceprovider

might want to bind one of the devices to the incoming interface, sharing that address

with other households. At the same time the service provider might want the second

device to have its own filter and CoS capabilities. For this second device, the service

provider can use selective processing to create a dynamic IP demux interface.

Youcanconfigure selectiveprocessing support globally or for anamedgroupof interfaces.

You can also configure the support for the extended DHCP relay agent on a per logical

system and per routing instance basis.

To configure selective processing, you specify the DHCP or DHCPv6 option attribute that

identifies the traffic, thematch criteria used to filter the traffic, and the action to perform

with the filtered traffic.

You can use the following DHCP options to selectively process client traffic:

• DHCPv4 option 60 (Vendor Class Identifier)

• DHCPv4 option 77 (User Class Identifier)

• DHCPv6 option 15 (User Class Option)

• DHCPv6 option 16 (Vendor Class Option)

You can configure exact match or partial match criteria to filter client traffic, and specify

either the ascii option (to define a nonempty ASCII string of 1 through 255 alphanumeric

characters) or the hexadecimal option (to define a hexadecimal string of 1 through 255

hexadecimal characters [0 through 9, a through f, and A through F]).

BEST PRACTICE: Because of the format of DHCP option 77 and DHCPv6
option 16, we recommend you configure hexadecimal matching only with
these two options instead of ASCII matching.

You can configure an unlimited number ofmatch strings. If you configure a string as both

exact match (equals) and a partial match (starts-with) criteria, the exact match takes

precedence. Wildcard characters are not supported in exact match or partial match

strings.

Use the following match criteria to filter client traffic:

• equals—Your specified string is an exact match to the option string in client traffic.

• starts-with—Your specified string is a subsetof theoption string in client traffic, starting

with the left-most character. For example, your configuration of the string “test” is a

subset of “test123” in the client’s option string, andmatches the starts-with criteria.

• default-action—The option string in client traffic does not satisfy any match criteria,

or nomatch criteria are configured.
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NOTE: The default-action is optional. If thematch criteria are not satisfied

or not configured and there is no default-action configured, DHCP relay

processes the traffic in the normal manner.

You can specify the following actions for the filtered client traffic:

• drop—Discard the traffic.

• forward-only—Forward the traffic, without creating a new subscriber session.

NOTE: Whenyouuse the forward-onlyaction, theonly configuredoverrides

operationsupported is the trust-option-82option.DHCPrelayagent ignores

all other overrides options that are configured.

• local-server-group—Forward the traffic to the specified group of DHCP local servers

that provides the requested client service. This option is not supported for DHCPv6

relay agent.

• relay-server-group—Forward the traffic to the specified group of DHCP servers that

provides the requested client service.

Release History Table DescriptionRelease

Starting in Junos OS Release 15.1, the selective traffic processing feature lets
youmanagemultivendor networks with the extended DHCP and DHCPv6
relay agent.

15.1

Related
Documentation

Extended DHCP Relay Agent Overview•

• Grouping Interfaces with Common DHCP Configurations

• Using DHCPOption Information to Selectively Process DHCP Client Traffic on page 73

• Example: Configuring DHCP Relay Agent Selective Traffic Processing Based on DHCP

Option Strings on page 75

• Example: Configuring DHCP and DHCPv6 Relay Agent Group-Level Selective Traffic

Processing on page 79

Using DHCPOption Information to Selectively Process DHCP Client Traffic

Starting in Junos OS Release 15.1, you can configure the DHCP relay agent to selectively

process client traffic. Selective processing uses DHCP or DHCPv6 option information to

identify, filter, and process client traffic. To configure DHCPv6 support you use the

procedure at the [edit forwarding-options dhcp-relay dhcpv6] hierarchy level.

73Copyright © 2017, Juniper Networks, Inc.

Chapter 8: Using the DHCP Relay Agent to Selectively Process DHCP Client Traffic



To configure DHCP relay agent to use option information to selectively process DHCP

client traffic:

1. Specify that you want to configure DHCP relay agent support.

[edit forwarding-options]
user@host# edit dhcp-relay

2. Specify that youwant to use the DHCPoption feature to selectively process incoming

DHCP traffic.

[edit forwarding-options dhcp-relay]
user@host# edit relay-option

3. Specify the DHCPor DHCPv6 option number DHCP relay uses to identify and process

the client traffic. You can specify options 60 and 77 for DHCP relay agent, and options

15 and 16 for DHCPv6 relay agent.

[edit forwarding-options dhcp-relay relay-option]
user@host# set option-number option-number

For example, to identify traffic that has DHCP option 60 information:

[edit forwarding-options dhcp-relay relay-option]
user@host# set option-number 60

4. (Optional) Configure the default action that DHCP relay uses when the incoming

client traffic does not satisfy any configuredmatch or partial match criteria.

For example, to configure DHCP relay to drop traffic by default:

[edit forwarding-options dhcp-relay relay-option]
user@host# set default-action drop

5. (Optional)Configureanexactmatchcondition that filters theclient trafficandspecifies

the associated action for DHCP relay agent to take.

For example, to select traffic that has an option 60 ASCII string of video25, and then

forward that traffic to a named local server group:

[edit forwarding-options dhcp-relay relay-option]
user@host# set equals ascii video25 local-server-group servergroup-east-video

6. (Optional)Configureapartialmatchcondition that filters theclient trafficandspecifies

the associated action.

For example, to select traffic that has an option 60 hexadecimal string that starts

with 766964656F (left to right), and then forward that traffic without creating a new

session:

[edit forwarding-options dhcp-relay relay-option]
user@host# edit starts-with hexadecimal 766964656F forward-only
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Release History Table DescriptionRelease

Starting in Junos OS Release 15.1, you can configure the DHCP relay agent
to selectively process client traffic.

15.1

Related
Documentation

DHCP Options and Selective Traffic Processing Overview on page 71•

• Example: Configuring DHCP Relay Agent Selective Traffic Processing Based on DHCP

Option Strings on page 75

• Example: Configuring DHCP and DHCPv6 Relay Agent Group-Level Selective Traffic

Processing on page 79

Example: Configuring DHCP Relay Agent Selective Traffic Processing Based on DHCP
Option Strings

This example shows how to configure DHCP relay agent to use DHCP option strings to

selectively identify, filter, and process client traffic.

• Requirements on page 75

• Overview on page 75

• Configuration on page 76

• Verification on page 78

Requirements

This example uses the following hardware and software components:

• MX Series 3D Universal Edge Routers or EX Series Switches

Before you configure DHCP relay agent selective processing support, be sure you:

• Configure DHCP relay agent.

See Extended DHCP Relay Agent Overview.

• (Optional) Configure a named DHCP local server group if you want to forward client

traffic to a server group.

See Grouping Interfaces with Common DHCP Configurations.

Overview

In this example, you configure DHCP relay agent to use DHCP option strings in client

packets to selectively identify, filter, and process client traffic. To configure selective

processing, you perform the following procedures:

1. Identify the client traffic—Specify the DHCP option that DHCP relay agent uses to

identify the client traffic you want to process. The option you specify matches the

option in the client traffic.
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2. Configure a default action—Specify the default processing action, which DHCP relay

uses for identified client traffic that does not satisfy any configuredmatch criteria.

3. Create match filters and associate an action with each filter—Specify match criteria

that filter the client traffic. The criteria can be an exact match or a partial match with

the option string in the client traffic. Associate a processing action with eachmatch

criterion.

Configuration

To configure DHCP relay agent selective processing based on DHCP option information,

perform these tasks:

• Configuring DHCP Relay Agent To Selectively Process Client Traffic Based on DHCP

Option Strings on page 76

• Results on page 77

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them in a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the command into the CLI at the [edit] hierarchy

level.

set forwarding-options dhcp-relay relay-option option-number 60
set forwarding-options dhcp-relay relay-option equals ascii video-gold forward-only
set forwarding-optionsdhcp-relay relay-optionequalsascii video-bronze local-server-group
servergroup-15

set forwarding-options dhcp-relay relay-option starts-with hexadecimal fffff
local-server-group servergroup-east

set forwarding-options dhcp-relay relay-option default-action drop

Configuring DHCP Relay Agent To Selectively Process Client Traffic Based on
DHCPOption Strings

Step-by-Step
Procedure

To configure DHCP relay selective processing:

Specify that you want to configure DHCP relay agent support.1.

[edit forwarding-options]
user@host# edit dhcp-relay

2. Specify the DHCP option that DHCP relay agent uses to identify incoming client

traffic.

[edit forwarding-options dhcp-relay]
user@host# set relay-option option-number 60

3. Configure a default action, which DHCP relay agent uses when the incoming client

traffic does not satisfy any configuredmatch criteria.

[edit forwarding-options dhcp-relay]
user@host# set relay-option default-action drop
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4. Configure an exact match condition and associated action that DHCP relay uses

to process the identified client traffic.

[edit forwarding-options dhcp-relay]
user@host# set relay-option equals ascii video-gold forward-only

5. Configure a second exact match condition and associated action that DHCP relay

uses to process client traffic.

[edit forwarding-options dhcp-relay]
user@host# set relay-option equals ascii video-bronze local-server-group
servergroup-15

6. Configure a partial match criteria and associated action that DHCP relay uses to

process client traffic.

[edit forwarding-options dhcp-relay]
user@host# set relay-option starts-with hexadecimal fffff local-server-group
servergroup-east

Results

From configuration mode, confirm the results of your configuration by issuing the show

statement at the [edit forwarding-options] hierarchy level. If the output does not display

the intendedconfiguration, repeat theconfiguration instructions in this example tocorrect

it.

[edit forwarding-options]
user@host# show
dhcp-relay {
relay-option {
option-number 60;
equals {
ascii video-gold {
forward-only;

}
}
equals {
ascii video-bronze {
local-server-group servergroup-15;

}
}
default-action {
drop;

}
starts-with {
hexadecimal fffff {
local-server-group servergroup-east;

}
}

}
}
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If you are done configuring the device, enter commit from configuration mode.

Verification

To verify the status of DHCP relay agent selective traffic processing, perform this task:

• Verifying the Status of DHCP Relay Agent Selective Traffic Processing on page 78

Verifying the Status of DHCP Relay Agent Selective Traffic Processing

Purpose Verify the DHCP relay agent selective traffic processing status.

Action Display statistics for DHCP relay agent.

user@host> show dhcp relay statistics
Packets dropped:
    Total                      30
    Bad hardware address       1
    Bad opcode                 1
    Bad options                3
    Invalid server address     5
    No available addresses     1
    No interface match         2
    No routing instance match  9
    No valid local address     4
    Packet too short           2
    Read error                 1
    Send error                 1
    Option 60                  1
    Option 82                  2

Messages received:
    BOOTREQUEST                116
    DHCPDECLINE                0
    DHCPDISCOVER               11
    DHCPINFORM                 0
    DHCPRELEASE                0
    DHCPREQUEST                105

Messages sent:
    BOOTREPLY                  0
    DHCPOFFER                  2
    DHCPACK                    1
    DHCPNAK                    0
    DHCPFORCERENEW             0

Packets forwarded:
    Total                      4
    BOOTREQUEST                2
    BOOTREPLY                  2

Meaning The Packets forwarded field in the show dhcp relay statistics command output displays

the number of client packets that have been forwarded as a result of the selective traffic

processingconfiguration. In this example, theoutput indicates the total numberofpackets
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that DHCP relay agent has forwarded, as well as a breakdown for the number of

BOOTREQUEST and BOOTREPLY packets forwarded.

Related
Documentation

Extended DHCP Relay Agent Overview•

• DHCP Options and Selective Traffic Processing Overview on page 71

• Using DHCPOption Information to Selectively Process DHCP Client Traffic on page 73

• Displaying a Count of DHCP Packets That Are Dropped or Forwarded During Selective

Processing That Is Based on DHCP Option Strings

• Example: Configuring DHCP and DHCPv6 Relay Agent Group-Level Selective Traffic

Processing on page 79

Example: Configuring DHCP and DHCPv6 Relay Agent Group-Level Selective Traffic
Processing

This example showshowtoconfigurenamed interfacegroup-basedsupport forDHCPv6

relay agent selective processing, which uses DHCP option strings to identify, filter, and

process client traffic.

This exampledescribesDHCPv6 relayagent configuration—youcanconfigure the related

procedure for DHCP relay agent groups at the [edit forwarding-options dhcp-relay]

hierarchy level. DHCPv6 selective processing supports DHCPv6 options 15 and 16. DHCP

selective processing supports option 60 (MX Series routers only) and option 77.

• Requirements on page 79

• Overview on page 80

• Configuration on page 80

• Verification on page 82

Requirements

This example uses the following hardware and software components:

• MX Series 3D Universal Edge Routers or PTX Series Packet Transport Routers

Before you configure DHCPv6 relay agent selective processing support, be sure you:

• Configure DHCPv6 relay agent.

See Extended DHCP Relay Agent Overview and DHCPv6 Relay Agent Overview.

• Configure the DHCPv6 named interface groups used for the configuration.

See Grouping Interfaces with Common DHCP Configurations.

• Configure the DHCPv6 server groups used for the processing actions.

See Grouping Interfaces with Common DHCP Configurations.
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Overview

In this example, you configure group-level DHCPv6 relay agent named interface support

for selective processing of client packets based on DHCPv6 option strings. To configure

selective processing, you perform the following procedures:

1. Identify the client traffic—Specify the DHCPv6 option that DHCPv6 relay agent uses

to identify the client traffic you want to process. The DHCPv6 option you specify

matches the option in the client traffic.

2. Configure the default action—Specify the default processing action, which DHCPv6

relayuses for identified client traffic thatdoesnot satisfy anyconfiguredmatchcriteria.

3. Create match filters and associate an action with each filter—Specify match criteria

that filters the client traffic. The criteria can be an exactmatch or a partialmatchwith

the DHCPv6 option string in the client traffic. Associate a processing actionwith each

match criteria.

Configuration

To configure group-level DHCPv6 relay agent selective processing based on DHCPv6

option information, perform these tasks:

• Configuring a DHCPv6 Relay Agent Named Interface Group To Selectively Process

Client Traffic Based on DHCPv6 Option Strings on page 80

• Results on page 81

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them in a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the command into the CLI at the [edit] hierarchy

level. The quick configuration assumes that the named interface group and the DHCP

server groups have been previously configured.

set forwarding-options dhcp-relay dhcpv6 group groupv6-east-27
set forwarding-options dhcp-relay dhcpv6 relay-option option-number 15
set forwarding-options dhcp-relay dhcpv6 relay-option equals ascii triple-gold
relay-server-group relayserver-triple-8

set forwarding-options dhcp-relay dhcpv6 relay-option equals ascii triple-silver
relay-server-group relayserver-triple-23

set forwarding-options dhcp-relay dhcpv6 relay-option starts-with ascii single
relay-server-group relayserver-1-aa

set forwarding-options dhcp-relay dhcpv6 relay-option default-action drop

ConfiguringaDHCPv6RelayAgentNamed InterfaceGroupToSelectivelyProcess
Client Traffic Based on DHCPv6Option Strings

Step-by-Step
Procedure

This procedure assumes that you have previously created the named interface group

and the DHCPv6 server groups. To configure DHCPv6 relay group-level selective

processing:

1. Specify that you want to configure DHCPv6 relay agent support.
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[edit forwarding-options]
user@host# edit dhcp-relay dhcpv6

2. Specify that you want to configure group-level DHCPv6 relay agent support.

[edit forwarding-options dhcp-relay dhcpv6]
user@host# edit group groupv6-east-27

3. Specify the DHCPv6 option number that DHCPv6 relay agent uses to identify

incoming client traffic.

[edit forwarding-options dhcp-relay dhcpv6 group groupv6-east-27]
user@host# set relay-option option-number 15

4. Configure the default action, which DHCPv6 relay agent uses when the incoming

client traffic does not satisfy any configuredmatch criteria.

[edit forwarding-options dhcp-relay dhcpv6 group groupv6-east-27]
user@host# set relay-option default-action relay-server-group relayserver-def-4

5. Configure an exactmatch condition and associated action that DHCPv6 relay uses

to process the identified client traffic.

[edit forwarding-options dhcp-relay dhcpv6 group groupv6-east-27]
user@host# set relay-option equals ascii triple-gold relay-server-group
relayserver-triple-8

6. Configure a second exact match condition and associated action that DHCPv6

relay uses to process client traffic.

[edit forwarding-options dhcp-relay dhcpv6 group groupv6-east-27]
user@host# set relay-option equals ascii triple-silver relay-server-group
relayserver-triple-23

7. Configure a partial match criteria and associated action that DHCPv6 relay uses to

process client traffic.

[edit forwarding-options dhcp-relay dhcpv6 group groupv6-east-27]
user@host# set relay-option starts-with ascii single relay-server-group
relayserver-1-aa

Results

From configuration mode, confirm the results of your configuration by issuing the show

statement at the [edit forwarding-options dhcp] hierarchy level. If the output does not

display the intended configuration, repeat the configuration instructions in this example

to correct it.

dhcpv6 {
group test-1 {
relay-option {
option-number 15;
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equals {
ascii triple-gold {
relay-server-group relayserver-triple-8;

}
ascii triple-silver {
relay-server-group relayserver-triple-23;

}
}
default-action {
relay-server-group relayserver-def-4;

}
starts-with {
ascii single {
relay-server-group relayserver-1-aa;

}
}

}
interface ge-1/0/0.0 upto ge-1/1/0.0;

}
server-group {
relayserver-1-aa;
relayserver-triple-8;
relayserver-triple-23;
relayserver-def-4;

}
}

If you are done configuring the device, enter commit from configuration mode.

Verification

To verify the status of DHCPv6 relay agent selective traffic processing, perform this task:

• Verifying the Status of DHCPv6 Relay Agent Selective Traffic Processing on page 82

Verifying the Status of DHCPv6 Relay Agent Selective Traffic Processing

Purpose Verify the DHCPv6 relay agent selective traffic processing status.
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Action Display statistics for DHCPv6 relay agent.

user@host> show dhcpv6 relay statistics
DHCPv6 Packets dropped:
    Total                       0

Messages received:
    DHCPV6_DECLINE              0
    DHCPV6_SOLICIT              10
    DHCPV6_INFORMATION_REQUEST  0
    DHCPV6_RELEASE              0
    DHCPV6_REQUEST              10
    DHCPV6_CONFIRM              0
    DHCPV6_RENEW                0
    DHCPV6_REBIND               0
    DHCPV6_RELAY_REPL           0

Messages sent:
    DHCPV6_ADVERTISE            0
    DHCPV6_REPLY                0
    DHCPV6_RECONFIGURE          0
    DHCPV6_RELAY_FORW           0

Packets forwarded:
    Total                       4
    FWD REQUEST                 2
    FWD REPLY                   2

Meaning ThePackets forwarded field in the showdhcpv6 relaystatistics commandoutput displays

the number of client packets that have been forwarded as a result of the selective traffic

processingconfiguration. In this example, theoutput indicates the total numberofpackets

that DHCPv6 relay agent has forwarded, as well as a breakdown for the number of FWD

REQUEST and FWDREPLY packets forwarded.

Related
Documentation

• Extended DHCP Relay Agent Overview

• DHCPv6 Relay Agent Overview

• DHCP Options and Selective Traffic Processing Overview on page 71

• Using DHCPOption Information to Selectively Process DHCP Client Traffic on page 73

• Grouping Interfaces with Common DHCP Configurations

• Displaying a Count of DHCP Packets That Are Dropped or Forwarded During Selective

Processing That Is Based on DHCP Option Strings

• Example: Configuring DHCP Relay Agent Selective Traffic Processing Based on DHCP

Option Strings on page 75

83Copyright © 2017, Juniper Networks, Inc.

Chapter 8: Using the DHCP Relay Agent to Selectively Process DHCP Client Traffic



Copyright © 2017, Juniper Networks, Inc.84

Broadband Subscriber Access Protocols Feature Guide



CHAPTER 9

Configuring High Availability in the DHCP
Access Network

• DHCP Liveness Detection Overview on page 85

• Configuring Detection of DHCP Relay or DHCP Relay Proxy Client Connectivity with

BFD on page 87

• Example: Configuring Global Liveness Detection with BFD for DHCP Relay Agent

Clients on page 89

• Configuring Detection of DHCP Local Server Client Connectivity with BFD on page 92

• Example: Configuring Group Liveness Detection with BFD for DHCP Local Server

Clients on page 94

• DHCP Liveness Detection Using ARP and Neighbor Discovery Packets on page 98

• High Availability Using Unified ISSU in the DHCP Access Network on page 106

• Graceful Routing Engine Switchover for DHCP on page 106

• OverviewofAccessRoutesandAccess-InternalRoutesRemovalAfterGracefulRouting

Engine Switchover on page 107

• DelayingRemoval ofAccessRoutesandAccess-InternalRoutesAfterGracefulRouting

Engine Switchover on page 108

DHCP Liveness Detection Overview

Unlike PPP, DHCP does not define a native keepalive mechanism as part of either the

DHCPv4orDHCPv6protocols.Withoutakeepalivemechanism,DHCP local server,DHCP

relay, and DHCP relay proxy are unable to quickly detect if any of them has lost

connectivitywithasubscriberor aDHCPclient. Instead, theymust relyonstandardDHCP

subscriber session or DHCP client session termination messages.

DHCP clients often do not send DHCP releasemessages before exiting the network. The

discovery of their absence is dependent on existingDHCP lease time and release request

mechanisms. Thesemechanisms are often insufficient when serving as session health

checks for clients in a DHCP subscriber access or a DHCP-managed network. Because

DHCP lease times are typically too long to provide an adequate response time for a

sessionhealth failure, andconfiguring shortDHCP lease times canposeanundueburden

oncontrolplaneprocessing, implementingaDHCP livenessdetectionmechanismenables

better monitoring of bound DHCP clients. When configured with a liveness detection
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protocol, if a given subscriber (or client) fails to respond to a configured number of

consecutive liveness detection requests, the subscriber (or client) binding is deleted and

its resources released.

DHCP liveness detection for DHCP subscriber IP or DHCP client IP sessions utilizes an

active liveness detection protocol to institute liveness detection checks for relevant

clients. Clients must respond to liveness detection requests within a specified amount

of time. If the responses are not received within that time for a given number of

consecutive attempts, then the liveness detection check fails and a failure action is

implemented.

Using DHCP liveness detection, IP sessions are acted upon as soon as liveness detection

checks fail. This faster response time serves to:

• Providemoreaccurate time-basedaccountingof subscriber (orDHCPclient) sessions.

• Better preserve router (switch) resources.

• Help to reduce the window of vulnerability to some security attacks.

Examples of liveness detection protocols include Bidirectional Forwarding Detection

(BFD) for both DHCPv4 and DHCPv6 subscribers, IPv4 Address Resolution Protocol

(ARP) forDHCPv4subscribers, and IPv6NeighborUnreachabilityDetection (NUD)using

Neighbor Discovery (ND) packets for DHCPv6 subscribers.

Starting in Junos OS Release 17.4R1, the use of ARP packets for DHCPv4 and ND packets

for DHCPv6 is supported on MX Series routers for Layer 2 liveness detection in addition

to BFD liveness detection. In earlier releases, only BFD is supported for all platforms.

The two liveness detection methods are mutually exclusive.

When configuring BFD liveness detection, keep the following in mind:

• You can configure liveness detection for both DHCP local server and DHCP relay.

• You can configure DHCPv4 and DHCPv6 liveness detection either globally or per

DHCPv4 or DHCPv6 group.

• DHCPv4orDHCPv6subscriber access clients thatdonot supportBFDarenotaffected

by the liveness detection configuration. These clients can continue to access the

network (after they are validated) even if BFD liveness detection is enabled on the

router (or switch).

• When configured, DHCPv4 or DHCPv6 initiates liveness detection checks for clients

that support BFD when those clients enter a bound state.

• After protocol-specific messages are initiated for a BFD client, they are periodically

sent to the subscriber (or client) IPaddressof theclient and responses to those liveness

detection requests are expected within a configured amount of time.

• If liveness detection responses are not received from clients that support BFD within

the configured amount of time for a configured number of consecutive attempts, the
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liveness detection check is deemed to have failed. A configured failure action to clear

the client binding is applied.

• The only failure action supported for Layer 2 Liveness detection is clear-binding.

When configuring DHCP ARP and ND Layer 2 liveness detection on MX Series, keep the

following in mind:

• You can configure liveness detection for both DHCP local server and DHCP relay.

• You can configure DHCPv4 and DHCPv6 ARP and ND liveness detection globally, per

DHCPv4 or DHCPv6 group, and per dual-stack group.

• ARP/ND liveness detection applies only to DHCP clients that:

• Are directly connected over dynamic VLANs.

• Have permanent Layer 2 entries.

• DHCPv6 clients must have a unique source MAC address and link-local address. Only

single liveness detection entry is used for all IPv6 addresses associatedwith a specific

client session.

Release History Table DescriptionRelease

Starting in Junos OS Release 17.4R1, the use of ARP packets for DHCPv4 and
NDpackets forDHCPv6 is supportedonMXSeries routers for Layer 2 liveness
detection in addition to BFD liveness detection.

17.4R1

Related
Documentation

Configuring Detection of DHCP Local Server Client Connectivity with BFD on page 92•

• Configuring Detection of DHCP Relay or DHCP Relay Proxy Client Connectivity with

BFD on page 87

• DHCP Liveness Detection Using ARP and Neighbor Discovery Packets on page 98

Configuring Detection of DHCP Relay or DHCP Relay Proxy Client Connectivity with
BFD

You can configure liveness detection with Bidirectional Forwarding Detection (BFD) for

DHCPsubscriber IP sessionsorDHCPclient IP sessions tocheck theconnectivity ofDHCP

relay clients. Clients must respond to liveness detection requests within a specified

amount of time. If the responses are not received within that time for a given number of

consecutive attempts, then the liveness detection check fails and a failure action is

implemented.
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To configure liveness detection for DHCP relay:

1. Specify that you want to configure liveness detection.

• For DHCP global configuration:

[edit forwarding-options dhcp-relay]
user@host# edit liveness-detection

• For DHCP group configuration:

[edit forwarding-options dhcp-relay group group-name]
user@host# edit liveness-detection

NOTE: Liveness detection is also supported for DHCPv6 configurations.
To configure DHCPv6 liveness detection, include the liveness-detection

statement, and any subsequent configuration statements, at the [edit

forwarding-optionsdhcp-relaydhcpv6]or [edit forwarding-optionsdhcp-relay

dhcpv6 group group-name hierarchy level.

2. (Optional) Specify that you want to use DHCP relay proxy mode.

[edit forwarding-options dhcp-relay group group-name]
user@host# set overrides proxy-mode

3. Specify that you want to configure the liveness detection method.

• For DHCP global configuration:

[edit forwarding-options dhcp-relay liveness-detection]
user@host# edit method

• For DHCP group configuration:

[edit forwarding-options dhcp-relay group group-name liveness-detection]
user@host# edit method

4. Specify the liveness detection method that you want DHCP to use.

NOTE: In releases earlier than Junos OS Release 17.4R1, the only method
supported for liveness detection on all platforms is BFD.

Starting in Junos OS Release 17.4R1, the use of ARP packets for DHCPv4
and ND packets for DHCPv6 is supported onMX Series routers for Layer
2 livenessdetection inaddition toBFD livenessdetection.The two liveness
detectionmethods aremutually exclusive. See DHCP Liveness Detection

UsingARPandNeighborDiscoveryPackets for informationaboutconfiguring

ARP and ND Layer 2 liveness detection.

• For DHCP global configuration:

[edit forwarding-options dhcp-relay liveness-detectionmethod]
user@host# edit bfd
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• For DHCP group configuration:

[edit forwarding-options dhcp-relay group group-name liveness-detectionmethod]
user@host# edit bfd

5. Configure the liveness detection method as desired.

See “Example: Configuring Global Liveness Detectionwith BFD for DHCPRelay Agent

Clients” on page 89 for an example of how to globally configure DHCP relay liveness

detection with BFD.

6. Configure the action the router takes when a liveness detection failure occurs.

• For DHCP global configuration:

[edit forwarding-options dhcp-relay liveness-detection]
user@host# edit failure-action action

• For DHCP group configuration:

[edit forwarding-options dhcp-relay group group-name liveness-detection]
user@host# edit failure-action action

Release History Table DescriptionRelease

Starting in Junos OS Release 17.4R1, the use of ARP packets for DHCPv4 and
NDpackets forDHCPv6 is supportedonMXSeries routers for Layer 2 liveness
detection in addition to BFD liveness detection.

17.4R1

Related
Documentation

Extended DHCP Relay Agent Overview•

• DHCP Liveness Detection Overview on page 85

• Configuring Detection of DHCP Local Server Client Connectivity with BFD on page 92

• Example:ConfiguringGroupLivenessDetectionwithBFD forDHCPLocalServerClients

on page 94

• Example:ConfiguringGlobal LivenessDetectionwithBFD forDHCPRelayAgentClients

on page 89

Example:ConfiguringGlobalLivenessDetectionwithBFDforDHCPRelayAgentClients

This example showshowtoconfigure livenessdetection forDHCP relayagent subscribers

using Bidirectional Forwarding Detection (BFD) as the liveness detection method.

• Requirements on page 89

• Overview on page 90

• Configuration on page 90

Requirements

This example uses the following hardware and software components:
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• Juniper Networks MX Series routers.

• Junos OS Release 12.1 or later

Before you begin:

• Configure DHCP relay agent. See Extended DHCP Relay Agent Overview.

Overview

In this example, you configure liveness detection for DHCP relay agent subscribers by

completing the following operations:

1. Enable liveness detection globally for DHCP relay subscribers.

2. Specify BFD as the liveness detectionmethod for all dynamically created DHCP relay

subscribers.

3. Configure BFD-specific statements to define how the protocol behaves.

4. Configure the action the router takes when a liveness detection failure occurs.

NOTE: This example explains how to configure liveness detection for a
DHCPv4 network. Liveness detection is also supported for DHCPv6
configurations. To configure DHCPv6 liveness detection, include the
liveness-detectionstatement,andanysubsequentconfigurationstatements,

at the [edit forwarding-options dhcp-relay dhcpv6] or [edit forwarding-options

dhcp-relay dhcpv6 group group-name] hierarchy level.

Configuration

Step-by-Step
Procedure

To configure liveness detection for DHCP relay:

Specify that you want to configure liveness detection.1.

[edit forwarding-options dhcp-relay]
user@host# edit liveness-detection

2. Specify that you want to configure the liveness detection method.

[edit forwarding-options dhcp-relay liveness-detection]
user@host# edit method

3. Specify BFD as the liveness detection method that you want DHCP to use.

[edit forwarding-options dhcp-relay liveness-detectionmethod]
user@host# edit bfd
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4. Configure thedetection time threshold (inmilliseconds)atwhicha trap is produced.

[edit forwarding-options dhcp-relay liveness-detectionmethod bfd]
user@host# set detection-time threshold 50000

5. Configure the time (in milliseconds) for which BFD holds a session up notification.

[edit forwarding-options dhcp-relay liveness-detectionmethod bfd]
user@host# set holddown-interval 50

6. Configure the BFDminimum transmit and receive interval (in milliseconds).

[edit forwarding-options dhcp-relay liveness-detectionmethod bfd]
user@host# setminimum-interval 45000

7. Configure the minimum receive interval (in milliseconds).

[edit forwarding-options dhcp-relay liveness-detectionmethod bfd]
user@host# setminimum-receive-interval 60000

8. Configure a multiplier value for the detection time.

[edit forwarding-options dhcp-relay liveness-detectionmethod bfd]
user@host# setmultiplier 100

9. Disable the ability for BFD interval timers to change or adapt to network situations.

[edit forwarding-options dhcp-relay liveness-detectionmethod bfd]
user@host# set no-adaptation

10. Configure the BFD session mode.

[edit forwarding-options dhcp-relay liveness-detectionmethod bfd]
user@host# set session-mode automatic

11. Configure the threshold andminimum interval for the BFD transmit interval.

[edit forwarding-options dhcp-relay liveness-detectionmethod bfd]
user@host# set transmit-interval threshold 60000minimum-interval 45000

12. Configure the BFD protocol version you want to detect.

[edit forwarding-options dhcp-relay liveness-detectionmethod bfd]
user@host# set version automatic

13. Configure the action the router takes when a liveness detection failure occurs. In

this example, the failure action is to clear the client session only when a liveness

detection failure occurs and the local interface is detected as being up.

[edit forwarding-options dhcp-relay liveness-detection]
user@host# edit failure-action action
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Results From configuration mode, confirm your configuration by entering the show

forwarding-options command. If the output does not display the intended configuration,

repeat the instructions in this example to correct it. The following output also shows a

range of configured interfaces in group frankfurt.

[edit]
user@host# show forwarding-options
dhcp-relay {
liveness-detection {
failure-action clear-binding-if-interface-up;
method {
bfd {
version automatic;
minimum-interval 45000;
minimum-receive-interval 60000;
multiplier 100;
no-adaptation;
transmit-interval {
minimum-interval 45000;
threshold 60000;

}
detection-time {
threshold 50000;

}
session-mode automatic;
holddown-interval 50;

}
}

}
}

If you are done configuring the device, enter commit from configuration mode.

Related
Documentation

Extended DHCP Relay Agent Overview•

• DHCP Liveness Detection Overview on page 85

• Configuring Detection of DHCP Relay or DHCP Relay Proxy Client Connectivity with

BFD on page 87

Configuring Detection of DHCP Local Server Client Connectivity with BFD

You can configure liveness detection with Bidirectional Forwarding Detection (BFD) for

DHCPsubscriber IP sessionsorDHCPclient IP sessions tocheck theconnectivity ofDHCP

local server clients. Clientsmust respond to livenessdetection requestswithin a specified

amount of time. If the responses are not received within that time for a given number of

consecutive attempts, then the liveness detection check fails and a failure action is

implemented.

NOTE: You can also configure DHCP liveness detection for DHCP relay.
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To configure liveness detection for DHCP local server:

1. Specify that you want to configure liveness detection.

• For DHCP global configuration:

[edit system services dhcp-local-server]
user@host# edit liveness-detection

• For DHCP group configuration:

[edit system services dhcp-local-server group group-name]
user@host# edit liveness-detection

NOTE: Liveness detection is also supported for DHCPv6 configurations.
To configure DHCPv6 liveness detection, include the liveness-detection

statement, and any subsequent configuration statements, at the [edit

system services dhcp-local-server dhcpv6] or [edit system services

dhcp-local-server dhcpv6 group group-name] hierarchy level.

2. Specify that you want to configure the liveness detection method.

• For DHCP global configuration:

[edit system services dhcp-local-server liveness-detection]
user@host# edit method

• For DHCP group configuration:

[edit system services dhcp-local-server group group-name liveness-detection]
user@host# edit method

3. Specify the liveness detection method that you want DHCP to use.

NOTE: In releases earlier than Junos OS Release 17.4R1, the only method
supported for liveness detection on all platforms is BFD.

Starting in Junos OS Release 17.4R1, the use of ARP packets for DHCPv4
and ND packets for DHCPv6 is supported onMX Series routers for Layer
2 livenessdetection inaddition toBFD livenessdetection.The two liveness
detectionmethods aremutually exclusive. See DHCP Liveness Detection

UsingARPandNeighborDiscoveryPackets for informationaboutconfiguring

ARP and ND Layer 2 liveness detection.

• For DHCP global configuration:

[edit system services dhcp-local-server liveness-detectionmethod]
user@host# edit bfd

• For DHCP group configuration:

[editsystemservicesdhcp-local-servergroupgroup-name liveness-detectionmethod]
user@host# edit bfd
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4. Configure the liveness detection method as desired.

See “Example: Configuring Group Liveness Detectionwith BFD for DHCP Local Server

Clients” on page 94 for an example of how to configure DHCPv4 groups for DHCP

local server liveness detection with BFD.

5. Configure the action the router takes when a liveness detection failure occurs.

• For DHCP global configuration:

[edit system services dhcp-local-server liveness-detection]
user@host# edit failure-action action

• For DHCP group configuration:

[edit system services dhcp-local-server group group-name liveness-detection]
user@host# edit failure-action action

Release History Table DescriptionRelease

Starting in Junos OS Release 17.4R1, the use of ARP packets for DHCPv4 and
NDpackets forDHCPv6 is supportedonMXSeries routers for Layer 2 liveness
detection in addition to BFD liveness detection.

17.4R1

Related
Documentation

DHCP Liveness Detection Overview on page 85•

• Extended DHCP Local Server Overview

• Configuring Detection of DHCP Relay or DHCP Relay Proxy Client Connectivity with

BFD on page 87

• Example:ConfiguringGroupLivenessDetectionwithBFD forDHCPLocalServerClients

on page 94

• Example:ConfiguringGlobal LivenessDetectionwithBFD forDHCPRelayAgentClients

on page 89

Example:ConfiguringGroupLivenessDetectionwithBFDforDHCPLocalServerClients

This example shows how to configure group liveness detection for DHCP local server

subscribersorDHCPclientsusingBidirectionalForwardingDetection(BFD)as the liveness

detection method.

• Requirements on page 94

• Overview on page 95

• Configuration on page 95

Requirements

This example uses the following hardware and software components:

• Juniper Networks MX Series routers
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• Juniper Networks EX Series switches

• Junos OS Release 12.1 or later

Before you begin:

• Configure DHCP local server. See Extended DHCP Local Server Overview.

Overview

In this example, you configure group liveness detection for DHCP local server subscribers

(clients) by completing the following operations:

1. Enable liveness detection for DHCP local server subscriber (or DHCP client) groups.

2. Specify BFD as the liveness detectionmethod for all dynamically created DHCP local

server subscribers (clients).

3. Configure BFD-specific statements to define how the protocol behaves.

4. Configure theaction the router (switch) takeswhena livenessdetection failureoccurs.

NOTE: This example explains how to configure liveness detection for a
DHCPv4 network. Liveness detection is also supported for DHCPv6
configurations. To configure DHCPv6 liveness detection, include the
liveness-detectionstatement,andanysubsequentconfigurationstatements,

at the [edit system services dhcp-local-server dhcpv6] or [edit system services

dhcp-local-server dhcpv6 group group-name] hierarchy level.

Configuration

Step-by-Step
Procedure

To configure group liveness detection for DHCP local server:

Specify that you want to configure liveness detection.1.

[edit system services dhcp-local-server ]
user@host# edit liveness-detection

2. Specify that you want to configure liveness detection for a specific DHCP local

server group.

[edit system services dhcp-local-server liveness-detection]
user@host# edit group local_group_1

3. Specify that you want to configure the liveness detection method.

[edit system services dhcp-local-server group local_group_1 liveness-detection]
user@host# edit method
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4. Specify BFD as the liveness detection method that you want DHCP to use.

[edit system services dhcp-local-server group local_group_1 liveness-detection
method]

user@host# edit bfd

5. Configure thedetection time threshold (inmilliseconds)atwhicha trap is produced.

[edit system services dhcp-local-server group local_group_1 liveness-detection
method bfd]

user@host# set detection-time threshold 30000

6. Configure the time (in milliseconds) for which BFD holds a session up notification.

[edit system services dhcp-local-server group local_group_1 liveness-detection
method bfd]

user@host# set holddown-interval 50

7. Configure the BFDminimum transmit and receive interval (in milliseconds).

NOTE: You do not need to configure the BFDminimum transmit and
receive interval if you configure theminimum-interval for the BFD

transmit-interval statement and theminimum-receive-interval.

[editsystemservicesdhcp-local-servergroup local_group_1 liveness-detectionmethod
bfd]

user@host# setminimum-interval 45000

8. Configure the minimum receive interval (in milliseconds).

NOTE: You do not need to configure the BFDminimum receive interval
if you configure the BFDminimum transmit and receive interval.

[edit system services dhcp-local-server group local_group_1 liveness-detection
method bfd]

user@host# setminimum-receive-interval 60000

9. Configure a multiplier value for the detection time.

[edit system services dhcp-local-server group local_group_1 liveness-detection
method bfd]

user@host# setmultiplier 100

10. Disable the ability for BFD interval timers to change or adapt to network situations.

[edit system services dhcp-local-server group local_group_1 liveness-detection
method bfd]

user@host# set no-adaptation
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11. Configure the BFD session mode.

[edit system services dhcp-local-server group local_group_1 liveness-detection
method bfd]

user@host# set session-mode automatic

12. Configure the threshold andminimum interval for the BFD transmit interval.

NOTE: You do not need to configure the transmit interval values if you
have already configured theminimum transmit and receive interval for
BFD.

[edit system services dhcp-local-server group local_group_1 liveness-detection
method bfd]

user@host# set transmit-interval threshold 60000minimum-interval 45000

13. Configure the BFD protocol version you want to detect.

[edit system services dhcp-local-server group local_group_1 liveness-detection
method bfd]

user@host# set version automatic

14. Configure the action the router (switch) takes when a liveness detection failure

occurs. In this example, the failure action is to clear the client session only when a

liveness detection failure occurs and the local interface is detected as being up.

[edit system services dhcp-local-server group local_group_1 liveness-detection]
user@host# edit failure-action action

Results From configuration mode, confirm your configuration by entering the show system

command. If the output does not display the intended configuration, repeat the

instructions in this example to correct it.

[edit]
user@host# show system
services {
dhcp-local-server {
group local_group_1 {
liveness-detection {
failure-action clear-binding-if-interface-up;
method {
bfd {
version automatic;
minimum-interval 45000;
minimum-receive-interval 60000;
multiplier 100;
no-adaptation;
transmit-interval {
minimum-interval 45000;
threshold 60000;
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}
detection-time {
threshold 30000;

}
session-mode automatic;
holddown-interval 50;

}
}

}
}

}
}

If you are done configuring the device, enter commit from configuration mode.

Related
Documentation

Extended DHCP Local Server Overview•

• DHCP Liveness Detection Overview on page 85

• Configuring Detection of DHCP Local Server Client Connectivity with BFD on page 92

DHCP Liveness Detection Using ARP and Neighbor Discovery Packets

• How DHCP Liveness Detection with ARP and Neighbor Discovery Packets

Works on page 98

• Configuring BNGDetection of DHCPLocal Server Client Connectivitywith ARPandND

Packets on page 101

• Configuring BNG Detection of DHCP Relay Client Connectivity with ARP and ND

Packets on page 103

• Configuring DHCP Host Detection of Client Connectivity with ARP and ND

Packets on page 105

HowDHCP Liveness Detection with ARP and Neighbor Discovery PacketsWorks

Starting in Junos OS Release 17.4R1, you can configure liveness detection using IPv4

AddressResolutionProtocol (ARP) forDHCPv4clientsand IPv6NeighborUnreachability

Detection forDHCPv6clients. This Layer 2 livenessdetectionoffers separatemechanisms

for theDHCPclient host and for the router actingasabroadbandnetworkgateway (BNG)

to determine the validity and state of the DHCP client sessions. These mechanisms are

referred to as the send functionality and the receive functionality. You can configure Layer

2 liveness detection for DHCP local server and DHCP relay clients.

Send Functionality

The BNG uses the send functionality to conduct a host connectivity check on its directly

connectedDHCPv4 andDHCPv6 clients to determine the validity and state of the DHCP

client session, and to clean up inactive sessions. Figure 6 on page 99 illustrates the send

functionality.
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Figure 6: Layer 2 Liveness Detection Send Behavior Flow
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1. The BNG sends request packets to the each DHCP client at a configurable interval,

then waits for a response. The BNG retries the requests when it does not receive a

timely response. It sends ARP requests for DHCPv4 clients and Neighbor Discovery

(ND) requests for DHCPv6 clients.

2. If the BNG receives a response from the client before the interval times out, it waits

for the timer to expire and then sends another request to that client.

3. If the BNG does not receive a response before the interval times out, it sets the timer

to 30 seconds and sends another request. This is the first retry attempt; the timer is

not configurable.

4. If the BNG receives a response from the client before the timer expires, then the BNG

waits for the timer to run down, resets it to the original, configurable value, sends

another request, and starts the timer.

5. If the 30-second timer expires before a response is received, the BNG sets the timer

to 10 seconds and sends another request. This timer value is not configurable.
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6. If the BNG receives a response from the client before the timer expires, then the BNG

waits for the timer to run down, resets it to the original, configurable value, sends

another request, and starts the timer.

7. If the BNGdoes not receive a responsewithin the 10-second interval, it sends another

request and starts the 10-second timer again. The BNG continues to send requests

at 10-second intervals until it receives a response from the client before the interval

times out or it exhausts the number of retry attempts.

The first retry attempt uses the 30-second interval. Subsequent retries occur at

10-second intervals. The number of possible 10-second retries is therefore the total

number minus 1. For example, if you configure 5 retries, there is one 30-second retry

and up to four 10-second retries.

8. If the BNG never sends a response from a client within the interval before the retries

are exhausted, then the liveness detection check fails and the clear-binding failure

action is implemented. The client session is cleared.

Receive Functionality

The receive functionality enablesaDHCPclienthost todetermine thestateof theDHCPv4

or DHCPv6 client session from the perspective of a BNG. The BNG conducts a host

connectivity checkon itsdirectly connectedDHCPv4andDHCPv6clientswhen it receives

ARP or ND packets. Figure 7 on page 100 illustrates the receive functionality.

Figure 7: Layer 2 Liveness Detection Receive Behavior Flow
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When the BNG receives either of these packets, it does the following:

1. Checks whether Layer 2 liveness detection for subscriber management is enabled

globally for the relevant address family, inet or inet6.

2. If Layer 2 liveness detection is not enabled, then the BNG responds as usual to the

received packets without checking the state of the client session.
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3. If liveness detection is enabled for the family, then the BNG checkswhether the client

session is still in the bound state.

4. If the client session is bound, theBNG responds to the clientwith the appropriateARP

or ND packet.

5. If the session is not bound, the BNG drops the received packet. It does not send an

ARP or ND response packet to the host, enabling the host to determine that the BNG

considers the session to be down.

Theusefulness of the receive functionality dependson theability of theDHCPclient host

to reclaim resources from the stale client based on the absence of a response packet

from the BNG for an unbound client session. If this capability requires a change in the

client implementation, youmay want to use the send functionality.

ConfiguringBNGDetectionofDHCPLocalServerClientConnectivitywithARPandNDPackets

This procedure shows you how to configure the send functionality of Layer 2 liveness

detection using IPv4 Address Resolution Protocol (ARP) for DHCPv4 clients and IPv6

NeighborUnreachabilityDetection forDHCPv6clients to check the connectivity ofDHCP

local server clients.

The send functionality enables the BNG to determine whether a client session is down

based on a lack of response from the DHCP client to the ARP or ND request packets it

sends to the client.

NOTE: DHCP liveness detection can also be configured using Bidirectional
Forwarding Detection (BFD). BFD liveness detection and ARP/ND liveness
detection aremutually exclusive.

To configure the send functionality for DHCPv4 local server liveness detection:

1. Specify that you want to configure the liveness detection method.

• For DHCPv4 global configuration:

[edit system services dhcp-local-server]
user@host# edit liveness-detectionmethod

• For DHCPv4 group configuration:

[edit system services dhcp-local-server]
user@host# edit group group-name liveness-detectionmethod

• For DHCPv4 dual-stack-group configuration:

[edit system services dhcp-local-server]
user@host# edit dual-stack-group dual-stack-group-name liveness-detection
method

2. Specify the Layer 2 liveness detection method.
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• For DHCPv4 global configuration:

[edit system services dhcp-local-server liveness-detectionmethod]
user@host# set layer2-liveness-detection

• For DHCPv4 group configuration:

[editsystemservicesdhcp-local-servergroupgroup-name liveness-detectionmethod]
user@host# set layer2-liveness-detection

• For DHCPv4 dual-stack-group configuration:

[edit system services dhcp-local-server dual-stack-group dual-stack-group-name
liveness-detectionmethod]

user@host# set layer2-liveness-detection

3. (Optional) Configure the number of retry attempts and the interval timer.

• For DHCPv4 global configuration:

[edit system services dhcp-local-server liveness-detectionmethod]
user@host# edit layer2-liveness-detection
user@host# setmax-consecutive-retries number
user@host# set transmit-interval seconds

• For DHCPv4 group configuration:

[editsystemservicesdhcp-local-servergroupgroup-name liveness-detectionmethod]
user@host# edit layer2-liveness-detection
user@host# setmax-consecutive-retries number
user@host# set transmit-interval seconds

• For DHCPv4 dual-stack-group configuration:

[edit system services dhcp-local-server dual-stack-group dual-stack-group-name
liveness-detectionmethod]

user@host# edit layer2-liveness-detection
user@host# setmax-consecutive-retries number
user@host# set transmit-interval seconds

To configure the send functionality for DHCPv6 local server liveness detection:

1. Specify that you want to configure the liveness detection method.

• For DHCPv6 global configuration:

[edit system services dhcp-local-server dhcpv6]
user@host# edit liveness-detectionmethod

• For DHCPv6 group configuration:

[edit system services dhcp-local-server dhcpv6]
user@host# edit group group-name liveness-detectionmethod

2. Specify the Layer 2 liveness detection method.

• For DHCPv6 global configuration:

[edit system services dhcp-local-server dhcpv6 liveness-detectionmethod]
user@host# set layer2-liveness-detection

• For DHCPv6 group configuration:
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[edit systemservicesdhcp-local-serverdhcpv6groupgroup-name liveness-detection
method]

user@host# set layer2-liveness-detection

3. (Optional) Configure the number of retry attempts and the interval timer.

• For DHCPv6 global configuration:

[edit system services dhcp-local-server dhcpv6 liveness-detectionmethod]
user@host# edit layer2-liveness-detection
user@host# setmax-consecutive-retries number
user@host# set transmit-interval seconds

• For DHCPv6 group configuration:

[edit systemservicesdhcp-local-serverdhcpv6groupgroup-name liveness-detection
method]

user@host# edit layer2-liveness-detection
user@host# setmax-consecutive-retries number
user@host# set transmit-interval seconds

Configuring BNGDetection of DHCP Relay Client Connectivity with ARP and ND Packets

This procedure shows you how to configure the send functionality of Layer 2 liveness

detection using IPv4 Address Resolution Protocol (ARP) for DHCPv4 clients and IPv6

NeighborUnreachabilityDetection forDHCPv6clients to check the connectivity ofDHCP

relay clients.

The send functionality enables the BNG to determine whether a client session is down

based on a lack of response from the DHCP client to the ARP or ND request packets it

sends to the client.

NOTE: DHCP liveness detection can also be configured using Bidirectional
Forwarding Detection (BFD). BFD liveness detection and ARP/ND liveness
detection aremutually exclusive.

To configure the send functionality for DHCPv4 relay liveness detection:

1. Specify that you want to configure the liveness detection method.

• For DHCPv4 global configuration:

[edit forwarding-options dhcp-relay]
user@host# edit liveness-detectionmethod

• For DHCPv4 group configuration:

[edit forwarding-options dhcp-relay]
user@host# edit group group-name liveness-detectionmethod

• For DHCPv4 dual-stack-group configuration:

[edit forwarding-options dhcp-relay]
user@host# edit dual-stack-group dual-stack-group-name liveness-detection
method

2. Specify the Layer 2 liveness detection method.
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• For DHCPv4 global configuration:

[edit forwarding-options dhcp-relay liveness-detectionmethod]
user@host# set layer2-liveness-detection

• For DHCPv4 group configuration:

[edit forwarding-options dhcp-relay group group-name liveness-detectionmethod]
user@host# set layer2-liveness-detection

• For DHCPv4 dual-stack-group configuration:

[edit forwarding-options dhcp-relay dual-stack-group dual-stack-group-name
liveness-detectionmethod]

user@host# set layer2-liveness-detection

3. (Optional) Configure the number of retry attempts and the interval timer.

• For DHCPv4 global configuration:

[edit forwarding-options dhcp-relay liveness-detectionmethod]
user@host# edit layer2-liveness-detection
user@host# setmax-consecutive-retries number
user@host# set transmit-interval seconds

• For DHCPv4 group configuration:

[edit forwarding-options dhcp-relay group group-name liveness-detectionmethod]
user@host# edit layer2-liveness-detection
user@host# setmax-consecutive-retries number
user@host# set transmit-interval seconds

• For DHCPv4 dual-stack-group configuration:

[edit forwarding-options dhcp-relay dual-stack-group dual-stack-group-name
liveness-detectionmethod]

user@host# edit layer2-liveness-detection
user@host# setmax-consecutive-retries number
user@host# set transmit-interval seconds

To configure the send functionality for DHCPv6 relay liveness detection:

1. Specify that you want to configure the liveness detection method.

• For DHCPv6 global configuration:

[edit forwarding-options dhcp-relay dhcpv6]
user@host# edit liveness-detectionmethod

• For DHCPv6 group configuration:

[edit forwarding-options dhcp-relay dhcpv6]
user@host# edit group group-name liveness-detectionmethod

2. Specify the Layer 2 liveness detection method.

• For DHCPv6 global configuration:

[edit forwarding-options dhcp-relay dhcpv6 liveness-detectionmethod]
user@host# set layer2-liveness-detection

• For DHCPv6 group configuration:
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[edit forwarding-options dhcp-relay dhcpv6 group group-name liveness-detection
method]

user@host# set layer2-liveness-detection

3. (Optional) Configure the number of retry attempts and the interval timer.

• For DHCPv6 global configuration:

[edit forwarding-options dhcp-relay dhcpv6 liveness-detectionmethod]
user@host# edit layer2-liveness-detection
user@host# setmax-consecutive-retries number
user@host# set transmit-interval seconds

• For DHCPv6 group configuration:

[edit forwarding-options dhcp-relay dhcpv6 group group-name liveness-detection
method]

user@host# edit layer2-liveness-detection
user@host# setmax-consecutive-retries number
user@host# set transmit-interval seconds

Configuring DHCPHost Detection of Client Connectivity with ARP and ND Packets

This procedure shows you how to configure the receive functionality of Layer 2 liveness

detection using IPv4 Address Resolution Protocol (ARP) for DHCPv4 clients and IPv6

NeighborUnreachabilityDetection forDHCPv6clients to check the connectivity ofDHCP

local server clients.

The receive functionality enables the DHCP client host to determine whether a client

session is down based on a lack of response from the BNG to the ARP or ND packets it

sends to the BNG. You configure the receive functionality globally for DHCP per address

family as an override to the global subscriber management configuration.

1. Enable Layer 2 liveness detection globally per address family.

• For DHCPv4:

[edit system services subscriber-management overrides]
user@host# set interfaces family inet layer2-liveness-detection

• For DHCPv6:

[edit system services subscriber-management overrides]
user@host# set interfaces family inet6 layer2-liveness-detection

See Also DHCP Liveness Detection Overview on page 85•
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High Availability Using Unified ISSU in the DHCP Access Network

Starting in Junos OS Release 14.1, the unified in-service software upgrade (unified ISSU)

feature supports theDHCPaccessmodel used by subscribermanagement. This support

ensures that the router preserves active DHCP subscriber sessions and session services

after a unified ISSU has completed.

See Getting Started with Unified In-Service Software Upgrade for a description of the

supported platforms andmodules, CLI statements, and procedures you use to configure

and initiate unified ISSU. You can use the issu flag with the traceoptions statement to

trace subscriber management unified ISSU events. You can also use the show system

subscriber-management summary command to display information about the unified

ISSU state.

Unified ISSU supports the subscribermanagement DHCP accessmodel, which includes

DHCP local server, DHCPv6 local server, DHCP relay, and DHCP relay proxy.

Accounting, filter, andclass-of-service (CoS)statistics forDHCPsubscribersarepreserved

after a unified ISSU on MPC/MIC interfaces on MX Series routers.

Release History Table DescriptionRelease

Starting in Junos OS Release 14.1, the unified in-service software upgrade
(unified ISSU) feature supports the DHCP access model used by subscriber
management.

14.1

Related
Documentation

Verifying and Monitoring Subscriber Management Unified ISSU State on page 111•

• Unified ISSU System Requirements

Graceful Routing Engine Switchover for DHCP

For EX Series switches, only extended DHCP local server maintains the state of active

DHCP client leases. The DHCP local server supports the attachment of dynamic profiles

and also interactswith the local AAAService Framework to use back-end authentication

servers, suchasRADIUS, toprovide subscriber authentication. Youcanconfiguredynamic

profile and authentication support on a global basis or for a specific group of interfaces.

The extended DHCP local server also supports the use of Junos address-assignment

pools or external authorities, such as RADIUS, to provide the client address and

configuration information.

For MX Series routers, the extended DHCP local server and the DHCP relay agent

applicationsbothmaintain the stateof activeDHCPclient leases in the sessiondatabase.

The extended DHCP application can recover this state if the DHCP process fails or is

manually restarted, thus preventing the loss of active DHCP clients in either of these

circumstances. However, the state of active DHCP client leases is lost if a power failure

occurs or if the kernel stops operating (for example, when the router is reloaded) on a

single Routing Engine.
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You can enable graceful switchover support on both EX Series switches and MX Series

routers. To enable graceful switchover support for the extended DHCP local server or

extended DHCP relay agent on a switch, include the graceful-switchover statement at

the [editchassis redundancy]hierarchy level. ToenablegracefulRoutingEngineswitchover

support on MX Series routers, include the graceful-switchover statement at the [edit

chassis redundancy] hierarchy level. You cannot disable graceful Routing Engine

switchover support for the extended DHCP application when the router is configured to

support graceful Routing Engine switchover.

Formore information about using graceful Routing Engine switchover, seeUnderstanding

Graceful Routing Engine Switchover.

Related
Documentation

Extended DHCP Local Server Overview•

• Extended DHCP Relay Agent Overview

• High Availability Using Unified ISSU in the PPP Access Network on page 137

OverviewofAccessRoutesandAccess-InternalRoutesRemovalAfterGracefulRouting
Engine Switchover

For a subscriber network configuredwith either nonstop active routing (NSR) or graceful

restart, you can configure the router to wait 180 seconds (3 minutes) before removing

access routes and access-internal routes for DHCP and PPP subscriber management

after a graceful Routing Engine switchover (GRES) takes place.

• Benefits ofDelayingRemovalofAccessRoutesandAccess-InternalRoutesonpage 107

• Graceful Restart and Delayed Removal of Access Routes and Access-Internal

Routes on page 108

• Nonstop Active Routing and Delayed Removal of Access Routes and Access-Internal

Routes on page 108

Benefits of Delaying Removal of Access Routes and Access-Internal Routes

The3-minute delay in removing access routes andaccess-internal routes after a graceful

Routing Engine switchover provides sufficient time for theDHCPclient process (jdhcpd),

PPPclientprocess (jpppd), or routingprotocol process (rpd) to reinstall theaccess routes

andaccess-internal routesbefore the router removes the stale routes fromthe forwarding

table. As a result, the risk of traffic loss is minimized because the router always has

available subscriber routes for DHCP subscribers and PPP subscribers.

Configuring the router to delay removal of access routes and access-internal routes after

a graceful Routing Engine switchover has the following benefits:

• Provides sufficient time to reinstall subscriber routes fromthepreviously activeRouting

Engine

• Prevents loss of subscriber traffic due to unavailable routes
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Graceful Restart and Delayed Removal of Access Routes and Access-Internal Routes

In subscriber networkswith graceful restart and routingprotocols suchasBGPandOSPF

configured, the router purges any remaining stale access routes and access-internal

routes as soon as the graceful restart operation completes, which can occur very soon

after completion of the graceful Routing Engine switchover.

Configuring the delay in removing access and access-internal routes after a graceful

Routing Engine switchover causes the router to retain the stale routes for a full 180

seconds, which provides sufficient time for the jdhcpd or jpppd client process to reinstall

all of the subscriber routes.

Nonstop Active Routing and Delayed Removal of Access Routes and Access-Internal Routes

In subscriber networks with nonstop active routing and routing protocols such as BGP

and OSPF configured, the routing protocol process (rpd) immediately purges the stale

access routes and access-internal routes that correspond to subscriber routes. This

removal results in a loss of subscriber traffic.

Configuring the delay in removing access and access-internal routes after a graceful

Routing Engine switchover causes the router to retain the stale routes for a full 180

seconds, which prevents potential traffic loss due to unavailable routes.

Related
Documentation

DelayingRemoval ofAccessRoutesandAccess-InternalRoutesAfterGracefulRouting

Engine Switchover on page 108

•

• Access and Access-Internal Routes for Subscriber Management on page 31

• Configuring Dynamic Access Routes for Subscriber Management on page 33

DelayingRemovalofAccessRoutesandAccess-InternalRoutesAfterGracefulRouting
Engine Switchover

In subscriber networks configured with either nonstop active routing (NSR) or graceful

restart, youcanconfigure the router todelay for 180seconds (3minutes)before removing

access routes and access-internal routes for DHCP and PPP subscriber management

after a graceful Routing Engine switchover takes place.

To configure the router to delay removal (flushing) of access-routes and access-internal

routes after a graceful Routing Engine switchover:

1. Specify that you want to configure subscriber management.

[edit system services]
user@host# edit subscriber-management

2. Configure the router to wait 180 seconds before removing access-routes and

access-internal routes after a graceful Routing Engine switchover.

[edit system services subscriber-management]
user@host# set gres-route-flush-delay
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Related
Documentation

• OverviewofAccessRoutesandAccess-InternalRoutesRemovalAfterGracefulRouting

Engine Switchover on page 107

• Access and Access-Internal Routes for Subscriber Management on page 31

• Configuring Dynamic Access Routes for Subscriber Management on page 33
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CHAPTER 10

Monitoring and Managing DHCP for
Subscriber Access

• Verifying the Configuration of Access and Access-Internal Routes for DHCP

Subscribers on page 111

• Verifying and Monitoring Subscriber Management Unified ISSU State on page 111

Verifying theConfigurationofAccessandAccess-InternalRoutes forDHCPSubscribers

Purpose View configuration information for access routes and access-internal routes on DHCP

subscribers. The access-internal routes are those that are automatically installed when

a client profile is instantiated.

Action To display extensive information about access routes and access-internal routes:•

user@host>show route extensive

• To display the configuration for access routes:

user@host>show route protocol access

• To display the configuration for access-internal routes:

user@host> show route protocol access-internal

Related
Documentation

Configuring Dynamic Access Routes for Subscriber Management on page 33•

Verifying andMonitoring Subscriber Management Unified ISSU State

Purpose Display the state of unified ISSU for subscriber management features.

Action The first example indicates that control plane quiescing as part of unified ISSU is not in

progress (for example, unified ISSU has not been started, has already completed, or

control plane queiscing has not started). The second example shows that unified ISSU

is in progress and that a participating subscriber management daemon requires 198

seconds to quiesce the control plane.

user@host> show system subscriber-management summary
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General:
    Graceful Restart     Enabled
    Mastership           Master
    Database             Available
    Chassisd ISSU State  IDLE
    ISSU State           IDLE
    ISSU Wait            0

user@host> show system subscriber-management summary
General:
    Graceful Restart     Enabled
    Mastership           Master
    Database             Available
    Chassisd ISSU State  DAEMON_ISSU_PREPARE
    ISSU State           PREPARE
    ISSU Wait            198

Related
Documentation

• High Availability Using Unified ISSU in the PPP Access Network on page 137

• High Availability Using Unified ISSU in the DHCP Access Network on page 106

• High Availability Using Unified ISSU in the L2TP Access Network on page 281

• Getting Started with Unified In-Service Software Upgrade
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PART 3

Configuring the PPP Access Network

• Configuring PPP for Subscriber Access on page 115

• Applying RADIUS Route Attributes to Subscribers or Access Networks on page 121

• Configuring Authentication for PPP on page 123

• Configuring PPP Network Control Protocol Negotiation on page 127

• Configuring High Availability in the PPP Access Network on page 137

• Monitoring and Managing PPP for Subscriber Access on page 141
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CHAPTER 11

Configuring PPP for Subscriber Access

• Dynamic Profiles for PPP Subscriber Interfaces Overview on page 115

• Understanding How the Router Processes Subscriber-Initiated PPP Fast Keepalive

Requests on page 116

• Configuring Dynamic Profiles for PPP on page 118

• Attaching Dynamic Profiles to Static PPP Subscriber Interfaces on page 118

• Example: Minimum PPPoE Dynamic Profile on page 119

Dynamic Profiles for PPP Subscriber Interfaces Overview

SubscribermanagementPPPsupport enables you to create andattachdynamic profiles

for PPP subscriber interfaces. When the PPP subscriber logs in, the router instantiates

the specified dynamic profile and then applies the attributes defined in the profile to the

interface.

Dynamic profiles are used for both static and dynamic PPP interfaces. For static PPP

interfaces, you use the CLI to attach dynamic profiles, which specify PPP options. For

dynamic PPP interfaces, the dynamic profile creates the interface, including the PPP

options.

NOTE: Dynamically created interfaces are supported only on PPPoE
interfaces.

Unlike traditional PPP support, subscriber management does not allow bi-directional

PPP authentication—authentication is performed only by the router, never by the remote

peer. The router’s AAA process manages authentication and address assignment for

subscribermanagement.When you configure PPPoptions for a dynamic profile, you can

configure either Challenge Handshake Authentication Protocol (CHAP) or Password

Authentication Protocol (PAP) authentication, and you can control the order in which

the router negotiates the CHAP and PAP protocols. In addition, for CHAP authentication,

you canmodify the default length of the CHAP challengemessage. Other PPP options,

which are either commonly used or mandatory for a traditional PPP interface

configuration, are not supported in subscriber management dynamic profiles.
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Related
Documentation

Configuring Dynamic Authentication for PPP Subscribers on page 123•

• Attaching Dynamic Profiles to Static PPP Subscriber Interfaces on page 118

• Verifying and Managing PPP Configuration for Subscriber Management on page 141

• Example: Minimum PPPoE Dynamic Profile on page 119

Understanding How the Router Processes Subscriber-Initiated PPP Fast Keepalive
Requests

OnMX Series routers with Modular Port Concentrators/Modular Interface Cards

(MPCs/MICs), the Packet Forwarding Engine on an MPC/MIC processes and responds

to Link Control Protocol (LCP) Echo-Request packets that the PPP subscriber (client)

initiatesandsends to the router. LCPEcho-RequestpacketsandLCPEcho-Replypackets

are part of the PPP keepalive mechanism that helps determine whether a link is

functioning properly.

Previously, LCP Echo-Request packets and LCP Echo-Reply packets were handled on

an MX Series router by the Routing Engine. Support for the PPP fast keepalive feature

enables the Packet Forwarding Engine on the MPC/MIC to receive LCP Echo-Request

packets from the PPP subscriber and transmit LCP Echo-Reply packets in response,

without having to send the LCP packets to the Routing Engine for processing. The

mechanismbywhichLCPEcho-Requestpacketsareprocessedby thePacketForwarding

Engine instead of by the Routing Engine is referred to as PPP fast keepalive.

Relieving the Routing Engine of having to process LCP Echo-Request packets provides

increased bandwidth on the router to support a larger number of subscribers with

improved performance.

• How PPP Fast Keepalive ProcessingWorks on page 116

• Statistics Display for PPP Fast Keepalive on page 117

• Effect of Changing the Forwarding Class Configuration on page 117

HowPPP Fast Keepalive ProcessingWorks

You do not need any special configuration on an MX Series router with MPCs/MICs to

enable processing of PPP fast keepalive requests on the Packet Forwarding Engine. The

feature is enabled by default, and cannot be disabled.

The following sequencedescribes howanMXSeries router processes LCPEcho-Request

packets and LCPEcho-Reply packets on thePacket Forwarding Engine on theMPC/MIC:

1. The Routing Engine notifies the Packet Forwarding Engine when transmission of

keepalive requests is enabled on a PPP logical interface. The notification includes the

magic numbers of both the server and the remote client.

2. The Packet Forwarding Engine receives the LCP Echo-Request packet initiated by the

PPP subscriber (client).
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3. The Packet Forwarding Engine validates the peer magic number in the LCP

Echo-Request packet, and transmits the corresponding LCP Echo-Reply packet

containing the magic number negotiated by the router.

4. If the Packet Forwarding Engine detects a loop condition in the link, it sends the LCP

Echo-Request packet to the Routing Engine for further processing.

The Routing Engine continues to process LCP Echo-Request packets until the loop

condition is cleared.

Transmission of keepalive requests from the Packet Forwarding Engine on the router is

not currently enabled.

Statistics Display for PPP Fast Keepalive

When anMXSeries router withMPCs/MICs is using PPP fast keepalive for a PPP link, the

Keepalive statistics field in the output of the show interfaces pp0.logical statistics

operational command does not include statistics for the number of keepalive packets

receivedor sent, or the amount of time since the router receivedor sent the last keepalive

packet.

Effect of Changing the Forwarding Class Configuration

Tochange thedefaultqueueassignment (forwardingclass) foroutboundtrafficgenerated

by the Routing Engine, you can include the forwarding-class class-name statement at the

[edit class-of-service host-outbound-traffic] hierarchy level.

For PPP fast (inline) keepalive LCP Echo-Request and LCP Echo-Reply packets

transmitted between an MX Series router with MPCs/MICs and a PPP client, changing

the forwarding class configuration takes effect immediately for both new

PPP-over-Ethernet (PPPoE), PPP-over-ATM (PPPoA), and L2TP network server (LNS)

subscriber sessions created after the configuration change, and for existing PPPoE,

PPPoA, and LNS subscriber sessions established before the configuration change.

Related
Documentation

Configuring Keepalives•

• Disabling the Sending of PPPoE Keepalive Messages

• Changing the Default Queuing and Marking of Host Outbound Traffic
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Configuring Dynamic Profiles for PPP

A dynamic profile acts as a template that enables you to create, update, or remove a

configuration that includesattributes for client access (for example, interfaceorprotocol)

or service (for example, IGMP).Using theseprofiles youcanconsolidateall of thecommon

attributes of a client (and eventually a group of clients) and apply the attributes

simultaneously.

After they are created, the profiles reside in a profile library on the router. You can then

use the dynamic-profile statement to attach profiles to interfaces. To assign a dynamic

profile to a PPP interface, you can include the dynamic-profile statement at the [edit

interfaces interface-name unit logical-unit-number ppp-options] hierarchy level:

[edit interfaces interface-name unit logical-unit-number ppp-options]
dynamic-profile profile-name;

Tomonitor the configuration, issue the show interfaces interface-name command.

For information about dynamic profiles, see Dynamic Profiles Overview in the Junos

Subscriber Access Configuration Guide.

For information about creating dynamic profiles, see Configuring a Basic Dynamic Profile

in the Junos Subscriber Access Configuration Guide.

For information about assigning a dynamic profile to a PPP interface, see “Attaching

Dynamic Profiles to Static PPPSubscriber Interfaces” on page 118 in the Junos Subscriber

Access Configuration Guide.

NOTE: Dynamic profiles for PPP subscribers are supported only on PPPoE
interfaces for this release.

Related
Documentation

Configuring Dynamic Authentication for PPP Subscribers on page 123•

Attaching Dynamic Profiles to Static PPP Subscriber Interfaces

You can attach a dynamic profile to a static PPP subscriber interface. When a PPP

subscriber logs in, the specified dynamic profile is instantiated and the services defined

in the profile are applied to the interface.

To attach a dynamic profile to a static PPP subscriber interface:

1. Specify that you want to configure PPP options.

[edit interfaces pp0 unit 0]
user@host# edit ppp-options

2. Specify the dynamic profile you want to associate with the interface.

[edit interfaces pp0 unit 0 ppp-options]
user@host# set dynamic-profile vod-profile-50
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Related
Documentation

Dynamic Profiles for PPP Subscriber Interfaces Overview on page 115•

• Configuring Dynamic Authentication for PPP Subscribers on page 123

• Dynamic Profiles Overview

• Configuring a Basic Dynamic Profile

• Example: Minimum PPPoE Dynamic Profile on page 119

• Verifying and Managing PPP Configuration for Subscriber Management on page 141

Example: MinimumPPPoE Dynamic Profile

This example shows theminimum configuration for a dynamic profile that is used for

static PPPoE interfaces. The configuration must include the interfaces pp0 stanza.

dynamic-profiles {
ppp-profile-1 {
interfaces {
pp0 {
unit "$junos-interface-unit";

}
}

}
}

Related
Documentation

• Dynamic Profiles for PPP Subscriber Interfaces Overview on page 115

• Configuring Dynamic Authentication for PPP Subscribers on page 123

• Attaching Dynamic Profiles to Static PPP Subscriber Interfaces on page 118
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CHAPTER 12

Applying RADIUS Route Attributes to
Subscribers or Access Networks

• Configuring Dynamic Access-Internal Routes for PPP Subscriber

Management on page 121

• Verifying the Configuration of Access and Access-Internal Routes for PPP

Subscribers on page 122

Configuring Dynamic Access-Internal Routes for PPP Subscriber Management

You can dynamically configure access-internal routes for PPP subscribers. Configuring

support for access-internal variables is optional, but it ensures that values from the

access-internal variables are used if the next-hop value ismissing in the relevantRADIUS

attribute—Framed-Route [22] for IPv4 and Framed-IPv6-Route [99] for IPv6.

Starting in Junos OS Release 15.1R1, we no longer recommend that you always include

the access-internal stanza in the dynamic-profile when the access stanza is present for

framed route support. The subscriber’s address is stored in the session database entry

before the dynamic profile installs the framed route, enabling the next-hop address to

be resolvedwhen it is not explicitly specified in the Framed-Route RADIUS attribute (22)

or Framed-IPv6-Route attribute [99].

For PPP subscriber interfaces, you do not need to specify the MAC address for

access-internal routes.

To dynamically configure access-internal routes for PPP:

1. Specify that you want to configure the access-internal route.

user@host# edit dynamic-profiles profile-name routing-options

2. Specify the IP address as a variable.

[edit dynamic-profiles profile-name routing-options]
user@host# edit access-internal route $junos-subscriber-ip-address

3. Specify the qualified-next-hop as a variable.

[edit dynamic-profiles profile-name routing-options access-internal route
$junos-subscriber-ip-address]
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user@host# set qualified-next-hop $junos-interface-name

Release History Table DescriptionRelease

Starting in JunosOSRelease 15.1R1,weno longer recommend that youalways
include the access-internal stanza in the dynamic-profile when the access
stanza is present for framed route support.

15.1R1

Related
Documentation

Access and Access-Internal Routes for Subscriber Management on page 31•

• Configuring Dynamic Access Routes for Subscriber Management on page 33

• Verifying theConfigurationofAccessandAccess-InternalRoutes forDHCPSubscribers

on page 111

Verifying theConfiguration of Access andAccess-Internal Routes for PPPSubscribers

Purpose View configuration information for access routes and access-internal routes on PPP

subscribers. The access-internal routes are those that are automatically installed when

a client profile is instantiated.

Action To display extensive information about access routes and access-internal routes:•

user@host>show route extensive

• To display the configuration for access routes:

user@host>show route protocol access

• To display the configuration for access-internal routes:

user@host> show route protocol access-internal

Related
Documentation

• Configuring Dynamic Access Routes for Subscriber Management on page 33
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CHAPTER 13

Configuring Authentication for PPP

• Configuring Dynamic Authentication for PPP Subscribers on page 123

• Modifying the CHAP Challenge Length on page 125

Configuring Dynamic Authentication for PPP Subscribers

You can configure a dynamic profile that includes PPP authentication that enables PPP

clients to dynamically access the network. You can specify either CHAP or PAP

authentication. Optionally, you can also control the order in which the router negotiates

the CHAP and PAP protocols.

For dynamic interfaces, the router supports unidirectional authenticationonly—the router

always functions as the authenticator. When you configure PPP authentication in a

dynamicprofile,CHAPauthenticationsupports thechallenge-lengthoption,whichenables

you to configure the minimum length andmaximum length of the CHAP challenge

message. Neither CHAP authentication nor PAP authentication supports any other

configuration options, including the passive statement.

NOTE: Dynamic profiles for PPP subscribers are supported only on PPPoE
interfaces.

To configure authentication in a dynamic profile for PPP subscriber interfaces:

1. Name the dynamic profile.

[edit]
user@host# edit dynamic-profiles vod-profile-25

2. Configure the interfaces and unit for the dynamic profile. Use pp0 for the interface

type and the predefined variable for the unit.

[edit dynamic-profiles vod-profile-25]
user@host# edit interfaces pp0 unit $junos-interface-unit

3. Configure PPP options.

[edit dynamic-profiles vod-profile-25 interfaces pp0 unit “$junos-interface-unit”]
user@host# edit ppp-options
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4. Specify the authentication protocol used in the dynamic profile. You can configure

eitherCHAPorPAP.Therearenoadditional options for either authenticationprotocol.

[edit dynamic-profiles vod-profile-25 interfaces pp0 unit “$junos-interface-unit”
ppp-options]

user@host# set chap

5. (Optional)Configure theminimumlengthandmaximumlengthof theCHAPchallenge

message.

See “Modifying the CHAP Challenge Length” on page 125.

6. (Optional) Configure the order in which the router negotiates the CHAP and PAP

authentication protocols.

See “Controlling theNegotiationOrder of PPPAuthenticationProtocols” on page 130.

7. (Optional) Configure the router to prompt the CPE to negotiate the DNS addresses

for dynamic PPPoE subscribers during IPCP negotiation.

[edit dynamic-profiles profile-name interfaces pp0 unit “$junos-interface-unit”
ppp-options]

user@host# set ipcp-suggest-dns-option

Related
Documentation

Modifying the CHAP Challenge Length on page 125•

• Controlling the Negotiation Order of PPP Authentication Protocols on page 130

• Ensuring IPCP Negotiation for Primary and Secondary DNS Addresses on page 134

• Dynamic Profiles for PPP Subscriber Interfaces Overview on page 115

• Attaching Dynamic Profiles to Static PPP Subscriber Interfaces on page 118

• Dynamic Profiles Overview

• Configuring a Basic Dynamic Profile

• Example: Minimum PPPoE Dynamic Profile on page 119

• Verifying and Managing PPP Configuration for Subscriber Management on page 141
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Modifying the CHAP Challenge Length

You canmodify the default minimum length andmaximum length of the Challenge

Handshake Authentication Protocol (CHAP) challengemessage that the router sends

to a PPP client. The CHAP challengemessage, which contains information that is unique

to a particular PPP subscriber session, is used as part of the authentication mechanism

between the router and the client to verify the identity of the client for access to the

router.

By default, the minimum length of the CHAP challenge is 16 bytes, and themaximum

length is 32bytes. Youcanoverride this default to configure theCHAPchallengeminimum

length andmaximum length in the range 8 bytes through 63 bytes.

BEST PRACTICE: We recommend that you configure both theminimum
length and themaximum length of the CHAP challenge to at least 16 bytes.

Before you begin:

• Configure the CHAP protocol on the interface.

• For dynamic PPP subscriber interfaces, see “Configuring Dynamic Authentication

for PPP Subscribers” on page 123.

• For static interfaces with PPP encapsulation, see Configuring the PPP Challenge

Handshake Authentication Protocol.

To configure the minimum andmaximum length of the CHAP challengemessage:

1. Specify that you want to configure PPP options.

• For dynamic PPP subscriber interfaces:

[edit dynamic-profiles profile-name interfaces pp0 unit “$junos-interface-unit”]
user@host# edit ppp-options

• For static interfaces with PPP encapsulation:

[edit interfaces pp0 unit logical-unit-number]
user@host# edit ppp-options

2. Specify that you want to configure CHAP options.

• For dynamic PPP subscriber interfaces:

[edit dynamic-profiles profile-name interfaces pp0 unit “$junos-interface-unit”
ppp-options]

user@host# edit chap

• For static interfaces with PPP encapsulation:

[edit interfaces pp0 unit logical-unit-number ppp-options]
user@host# edit chap

3. Specify the minimum length andmaximum length of the CHAP challenge.
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• For dynamic PPP subscriber interfaces:

[edit dynamic-profiles profile-name interfaces pp0 unit “$junos-interface-unit”
ppp-options chap]

user@host# set challenge-lengthminimumminimum-lengthmaximum
maximum-length

• For static interfaces with PPP encapsulation:

[edit interfaces pp0 unit logical-unit-number ppp-options chap]
user@host# set challenge-lengthminimumminimum-lengthmaximum
maximum-length

For example, the following challenge-length statement in a dynamic profile named

pppoe-client-profile sets theminimum length of theCHAPchallenge to 20bytes, and

themaximum length to 40 bytes.

[edit dynamic-profiles pppoe-client-profile interfaces pp0 unit “$junos-interface-unit”
ppp-options chap]

user@host# set challenge-lengthminimum 20maximum40

Related
Documentation

• Configuring Dynamic Authentication for PPP Subscribers on page 123

• Dynamic Profiles for PPP Subscriber Interfaces Overview on page 115

• Configuring the PPP Challenge Handshake Authentication Protocol
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CHAPTER 14

ConfiguringPPPNetworkControlProtocol
Negotiation

• PPP Network Control Protocol Negotiation Mode Overview on page 127

• Controlling the Negotiation Order of PPP Authentication Protocols on page 130

• Configuring the PPP Network Control Protocol Negotiation Mode on page 132

• Ensuring IPCP Negotiation for Primary and Secondary DNS Addresses on page 134

PPPNetwork Control Protocol NegotiationMode Overview

The Network Control Protocol (NCP) is a mechanism used to establish and configure

differentNetworkLayerprotocols forPoint-to-PointProtocol (PPP)connections.Starting

in Junos OS Release 14.1, on MX Series routers with Modular Port Concentrators (MPCs),

you can configure PPP NCP negotiation to actively or passively control subscriber

connections initiated by the router functioning as a PPP server.

• PPP NCP Negotiation Modes on page 127

• PPP NCP Negotiation Mode Supported Configurations on page 128

• PPP NCP Active Negotiation Requirements for IPv4 Dynamic and Static PPP

Subscribers on page 128

• PPP NCP Active Negotiation Requirements for IPv6 Dynamic and Static PPP

Subscribers on page 129

• PPP NCP Negotiation Requirements for IPv4 and IPv6 Dual-Stack

Configurations on page 129

PPPNCPNegotiationModes

PPP NCP negotiation operates in either of the following modes:

• Active PPP NCP negotiation mode—The router sends an NCP Configuration Request

message without waiting for the PPP client to do so.

• Passive PPP NCP negotiation mode—The router waits for the PPP client to send an

NCP Configuration Request message before sending its own Configuration Request

message. Dynamic subscriber interface connections and static subscriber interface

connections use passive PPP NCP negotiation by default.
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Router behavior for active mode and passive mode PPP NCP negotiation differs for

dynamic PPP subscribers and static PPP subscribers, as summarized in

Table 8 on page 128.

Table 8: PPP NCPNegotiationMode Behavior for Dynamic and Static
Subscribers

Router Behavior

PPP NCP
Negotiation
Mode

PPP
Subscribers

The router establishes the local networkaddressanduses
it tosendtheNCPConfigurationRequestmessagewithout
waiting for thePPPclient to sendaConfigurationRequest.

ActiveDynamic

The router establishes the local network address after it
receives the NCP Configuration Request message from
the PPP client.

PassiveDynamic

The router sends the authentication acknowledgement
to the PPP client, and then sends the NCP Configuration
Request message without waiting for the PPP client to
send its own Configuration Request.

ActiveStatic

The router sends the authentication acknowledgement
to thePPPclient, and thenwaits for anNCPConfiguration
Request message from the client before sending a
Configuration Request.

PassiveStatic

PPPNCPNegotiationMode Supported Configurations

You can configure PPP Network Control Protocol (NCP) negotiation for the following

single-stack and dual-stack subscriber configurations on MX Series routers with MPCs:

• Dynamic PPP subscriber connections terminated at the router

• Static PPP subscriber connections terminated at the router

• Dynamic tunneled PPP subscribers at the L2TP network server (LNS)

• Static tunneled PPP subscribers at the L2TP network server (LNS) on an inline service

(si) interface

PPPNCPActive Negotiation Requirements for IPv4 Dynamic and Static PPP Subscribers

To configure active PPP IPv4Network Control Protocol (IPNCP) negotiation for dynamic

and static PPP subscribers in a single-stack or dual-stack configuration, make sure you

meet the following requirements:

• Configure the IPv4 (inet) protocol family in adynamicprofile (for dynamic subscribers)

or at the interface level (for static subscribers).

• Assign any of the following IPv4 address attributes for the subscriber during the

authentication process:
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• Framed-IP-Address (RADIUS Attribute 8)—RADIUS explicit IPv4 address

• Framed-Pool (RADIUS Attribute 88)—RADIUS IPv4 adress pool name

• IPv4 attributes allocated from a locally configured address pool

When you havemet these requirements, use the initiate-ncp ip statement to enable

active IPNCPnegotiation fordynamicandstatic subscribers inasingle-stackordual-stack

configuration.

PPPNCPActive Negotiation Requirements for IPv6 Dynamic and Static PPP Subscribers

ToconfigureactivePPP IPv6NetworkControlProtocol (IPv6NCP)negotiation fordynamic

and static PPP subscribers in a single-stack or dual-stack configuration, make sure you

meet the following requirements:

• Configure the IPv6(inet6)protocol family inadynamicprofile (fordynamicsubscribers)

or at the interface level (for static subscriber).

• Assign any of the following IPv6 address attributes for the subscriber during the

authentication process:

• Delegated-IPv6-Prefix (RADIUS Attribute 123)—RADIUS explicit IPv6 address

• Framed-IPv6-Prefix (RADIUS Attribute 97)—RADIUS explicit IPv6 prefix

• Framed-IPv6-Pool (RADIUS Attribute 100)—RADIUS explicit IPv6 adress or prefix

pool name

• IPv6 attributes allocated from a locally configured Neighbor Discovery Router

Advertisement (NDRA) pool

When you havemet these requirements, use the initiate-ncp ipv6 statement to enable

active IPv6NCP negotiation for dynamic and static subscribers in a single-stack or

dual-stack configuration.

PPPNCPNegotiation Requirements for IPv4 and IPv6 Dual-Stack Configurations

You can configure either active or passive PPP NCP negotiation for the IPv4 and IPv6

subscriber interfaces in a dual-stack configuration.

To configure active negotiation in a dual-stack configuration, do all of the following:

• Make sure youmeet the IPv4 and IPv6 protocol and address family requirements.

• Use the initiate-ncp ip statement to enable active negotiation for the IPv4 subscriber

interface.

• Use the initiate-ncp ipv6 statement to enable active negotiation for the IPv6 subscriber

interface.

To configure passive negotiation in a dual-stack configuration, do both of the following:

• Make sure youmeet the IPv4 and IPv6 protocol and address family requirements.
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• Use the initiate-ncp dual-stack-passive statement to enable passive negotiation for

the dual-stack configuration. The initiate-ncp dual-stack-passive statement overrides

the initiate-ncp ip and initiate-ncp ipv6 statements if they are configured.

The following additional guidelines apply when you configure PPP NCP negotiation for

dual-stack subscribers:

• Dual-stack subscribers configured for either active mode or passive mode PPP NCP

negotiation continue to use the same negotiation mode when the NCPmechanism is

renegotiated.

• Using theon-demand-ip-address statement to save IPv4addresses fordual-stackPPP

subscribers when you are not using the IPv4 service has no effect on configuration of

the PPP NCP negotiation mode in a dual-stack configuration.

Release History Table DescriptionRelease

Starting in Junos OS Release 14.1, on MX Series routers with Modular Port
Concentrators (MPCs), you can configure PPP NCP negotiation to actively or
passively control subscriber connections initiated by the router functioning as
a PPP server.

14.1

Related
Documentation

Configuring the PPP Network Control Protocol Negotiation Mode on page 132•

Controlling the Negotiation Order of PPP Authentication Protocols

You can control the order in which the router tries to negotiate PPP authentication

protocolswhen it verifies that a PPP client can access the network. By default, the router

first tries to negotiate Challenge Handshake Authentication Protocol (CHAP)

authentication. If the the attempt to negotiate CHAP authentication is unsuccessful, the

router then tries to negotiate Password Authentication Protocol (PAP) authentication.

You canmodify this default negotiation order in any of the following ways:

• Specify that the router negotiate PAP authentication first, followed by CHAP

authentication if PAP negotiation is unsuccessful.

When you specify both authentication protocols in either order, youmust enclose the

set of protocol names in square brackets ([ ]).

• Specify that the router negotiate only CHAP authentication.

• Specify that the router negotiate only PAP authentication.

Before you begin:

• Configure the CHAP or PAP protocol on the interface.

• For dynamic PPP subscriber interfaces, see “Configuring Dynamic Authentication

for PPP Subscribers” on page 123.
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• For CHAP on static interfaces with PPP encapsulation, see Configuring the PPP

Challenge Handshake Authentication Protocol.

• For PAP on static interfaces with PPP encapsulation, see Configuring the PPP

Password Authentication Protocol On a Physical Interface.

To control the order in which the router negotiates PPP authentication protocols:

1. Specify that you want to configure PPP options.

• For dynamic PPP subscriber interfaces:

[edit dynamic-profiles profile-name interfaces pp0 unit “$junos-interface-unit”]
user@host# edit ppp-options

• For static interfaces with PPP encapsulation:

[edit interfaces pp0 unit logical-unit-number]
user@host# edit ppp-options

2. Specify the negotiation order for PPP authentication protocols on the router.

• For dynamic PPP subscriber interfaces:

[edit dynamic-profiles profile-name interfaces pp0 unit “$junos-interface-unit”
ppp-options]

user@host# set authentication [authentication-protocols]

• For static interfaces with PPP encapsulation:

[edit interfaces pp0 unit logical-unit-number ppp-options]
user@host# set authentication [authentication-protocols]

The following sample authentication statements in a dynamic profile named

pppoe-client-profile show the different ways you can configure the negotiation order for

PPP authentication protocols. (The authentication statements for configuring static

interfaces are identical.)

• To specify that the router negotiate PAP authentication first, followed by CHAP

authentication:

[edit dynamic-profiles pppoe-client-profile interfaces pp0 unit “$junos-interface-unit”
ppp-options]

user@host# set authentication [pap chap]

• To specify that the router negotiate only CHAP authentication:

[edit dynamic-profiles pppoe-client-profile interfaces pp0 unit “$junos-interface-unit”
ppp-options]

user@host# set authentication chap

• To specify that the router negotiate only PAP authentication:

[edit dynamic-profiles pppoe-client-profile interfaces pp0 unit “$junos-interface-unit”
ppp-options]

user@host# set authentication pap

• To restore the default negotiation order for PPP authentication protocols after you

havemodified it:
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[edit dynamic-profiles pppoe-client-profile interfaces pp0 unit “$junos-interface-unit”
ppp-options]

user@host# set authentication [chap pap]

Related
Documentation

Configuring Dynamic Authentication for PPP Subscribers on page 123•

• Dynamic Profiles for PPP Subscriber Interfaces Overview on page 115

• Configuring the PPP Challenge Handshake Authentication Protocol

• Configuring the PPP Password Authentication Protocol On a Physical Interface

Configuring the PPPNetwork Control Protocol NegotiationMode

Starting in Junos OS Release 14.1, configuring PPP Network Control Protocol (NCP)

negotiation enables you to actively or passively control subscriber connections initiated

by the router functioning as a PPP server. Both dynamic and static subscriber interface

connections use passive PPP NCP negotiation by default.

You can configure the PPP NCP negotiation mode (active or passive) for the following

subscriber configurations on MX Series routers with MPCs:

• Dynamic PPP subscriber connections terminated at the router, using a dynamic profile

• Static PPP subscriber connections terminated at the router, using a per-interface

configuration

• Dynamic tunneledPPPsubscribers at the L2TPnetwork server (LNS), using adynamic

profile

• Static tunneled PPP subscribers at the LNS, using a per-inline service (si) interface

configuration

• Dynamic and static tunneled PPP subscribers at the LNS, using a user-group profile

To configure PPP NCP negotiation mode:

1. Specify that you want to configure PPP-specific properties for the subscriber.

• For dynamic PPP subscriber connections terminated at the router:

[edit dynamic-profiles profile-name interfaces pp0 unit “$junos-interface-unit”]
user@host# edit ppp-options

• For static PPP subscriber connections terminated at the router:

[edit interfaces pp0 unit logical-unit-number]
user@host# edit ppp-options

• For dynamic tunneled PPP subscribers at the LNS:

[edit dynamic-profiles profile-name interfaces “$junos-interface-ifd-name” unit
“$junos-interface-unit”]

user@host# edit ppp-options

• For static tunneled PPP subscribers at the LNS:
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[edit interfaces si-fpc/pic/port unit logical-unit-number]
user@host# edit ppp-options

• In a group profile for dynamic and static tunneled PPP subscribers at the LNS:

[edit access group-profile profile-name ppp]
user@host# edit ppp-options

2. Configure PPP NCP negotiation mode in any of the following ways:

• To configure active PPP NCP negotiation for IPv4 subscribers in a single-stack or

dual-stack configuration, use the initiate-ncp ip statement.

For example, to configure active negotiation for static IPv4 connections terminated

at the router:

[edit interfaces pp0 unit logical-unit-number ppp-options]
user@host# initiate-ncp ip

• To configure active PPP NCP negotiation for IPv6 subscribers in a single-stack or

dual-stack configuration, use the initiate-ncp ipv6 statement.

For example, to configure active negotiation for dynamic IPv6 connections

terminated at the router:

[edit dynamic-profiles profile-name interfaces pp0 unit “$junos-interface-unit”
ppp-options]

user@host# initiate-ncp ipv6

• To configure passive PPP NCP negotiation for dynamic or static subscribers in an

IPv4 and IPv6 dual-stack configuration, use the initiate-ncp dual-stack-passive

statement,which overrides both the initiate-ncp ipand initiate-ncp ipv6 statements

if they are configured.

For example, to configurepassivenegotiation for dynamic tunneledPPPsubscribers

at the LNS in an IPv4 and IPv6 dual-stack configuration:

[edit dynamic-profiles profile-name interfaces “$junos-interface-ifd-name” unit
“$junos-interface-unit”]

user@host# initiate-ncp dual-stack-passive

Release History Table DescriptionRelease

Starting in Junos OS Release 14.1, configuring PPP Network Control Protocol
(NCP) negotiation enables you to actively or passively control subscriber
connections initiated by the router functioning as a PPP server.

14.1

Related
Documentation

PPP Network Control Protocol Negotiation Mode Overview on page 127•
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Ensuring IPCP Negotiation for Primary and Secondary DNS Addresses

Starting in Junos OS Release 15.1, you can configure a router to prompt any customer

premises equipment (CPE) to send the IPv4 primary or secondary DNS address options

in the next configuration request if the options are not included in an initial IPCP

configuration request during IPCP negotiations or if the router rejects the request. This

DNSoption enables the router to control IPv4DNSaddress provisioning for dynamic and

static, terminated PPPoE and LNS subscribers. The router includes the address options

in the IPCPconfigurationNAKmessage that it sends to theCPE. TheCPE thennegotiates

both primary and secondary IPv4 DNS addresses. Using this option avoids a situation in

which the CPE does not take advantage of the DNS addresses available at the router.

To configure the router to prompt the CPE to negotiate the DNS addresses for dynamic

PPPoE subscribers:

• Specify the DNS negotiation option.

[edit dynamic-profiles profile-name interfaces pp0 unit “$junos-interface-unit”
ppp-options]

user@host# set ipcp-suggest-dns-option

To configure the router to prompt the CPE to negotiate the DNS addresses for static

PPPoE subscribers:

• Specify the DNS negotiation option.

[edit interfaces interface-name ppp-options]
user@host# set ipcp-suggest-dns-option

To configure the router to prompt the CPE to negotiate the DNS addresses for dynamic

LNS subscribers:

• Specify the DNS negotiation option.

[edit dynamic-profiles profile-name interfaces "$junos-interface-ifd-name" unit
“$junos-interface-unit” ppp-options]

user@host# set ipcp-suggest-dns-option

To configure the router to prompt the CPE to negotiate the DNS addresses for static LNS

subscribers:

• Specify the DNS negotiation option.

[edit interfaces si-slot/pic/port unit logical-unit-number ppp-options]
user@host# set ipcp-suggest-dns-option

To configure the router to prompt the CPE to negotiate the DNS addresses for tunneled

PPP subscribers with an LNS user group profile:

• Specify the DNS negotiation option.

[edit access group-profile profile-name ppp-options]
user@host# set ipcp-suggest-dns-option

Copyright © 2017, Juniper Networks, Inc.134

Broadband Subscriber Access Protocols Feature Guide



Release History Table DescriptionRelease

Starting in JunosOSRelease 15.1, youcanconfigurea router topromptanycustomer
premises equipment (CPE) to send the IPv4 primary or secondary DNS address
options in the next configuration request if the options are not included in an initial
IPCP configuration request during IPCP negotiations or if the router rejects the
request.

15.1

Related
Documentation

• Configuring the Group Profile for Defining L2TP Attributes

• ApplyingPPPAttributes toL2TPLNSSubscriberswithaUserGroupProfileonpage238

• Dynamic Profiles Overview

• Configuring Dynamic Authentication for PPP Subscribers on page 123

• ApplyingPPPAttributes toL2TPLNSSubscribersper InlineService Interfaceonpage236
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CHAPTER 15

Configuring High Availability in the PPP
Access Network

• High Availability Using Unified ISSU in the PPP Access Network on page 137

• OverviewofAccessRoutesandAccess-InternalRoutesRemovalAfterGracefulRouting

Engine Switchover on page 138

• DelayingRemoval ofAccessRoutesandAccess-InternalRoutesAfterGracefulRouting

Engine Switchover on page 139

High Availability Using Unified ISSU in the PPP Access Network

The unified in-service software upgrade (unified ISSU) feature supports the PPPoE

access model used by subscriber management. This support ensures that the router

preserves active PPPoE subscriber sessions and session services after a unified ISSUhas

completed.

See Getting Started with Unified In-Service Software Upgrade for a description of the

supported platforms andmodules, CLI statements, and procedures you use to configure

and initiate unified ISSU. You can use the issu flag with the traceoptions statement to

trace subscriber management unified ISSU events. You can also use the show system

subscriber-management summary command to display information about the unified

ISSU state.

Unified ISSU supports the subscriber management PPPoE access model for static and

dynamic PPPoE access, and includes the following features:

• Terminated, non-tunneled PPPoE connections configured with static or dynamic PPP

logical interfaces and static or dynamic underlying interfaces

• Subscriber services on single-link PPP interfaces

• Preservation of statistics for accounting, filter, and CoS on MPC/MIC interfaces

Unified ISSU for the subscriber management PPPoE access model does not support

Multilink Point-to-Point Protocol (MLPPP) bundle interfaces. MLPPP bundle interfaces

require theuseof anAdaptiveServicesPICorMultiservicesPIC toprovidePPPsubscriber

services. These PICs do not support unified ISSU.
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Related
Documentation

Verifying and Monitoring Subscriber Management Unified ISSU State on page 111•

• Unified ISSU System Requirements

OverviewofAccessRoutesandAccess-InternalRoutesRemovalAfterGracefulRouting
Engine Switchover

For a subscriber network configuredwith either nonstop active routing (NSR) or graceful

restart, you can configure the router to wait 180 seconds (3 minutes) before removing

access routes and access-internal routes for DHCP and PPP subscriber management

after a graceful Routing Engine switchover (GRES) takes place.

• BenefitsofDelayingRemovalofAccessRoutesandAccess-InternalRoutesonpage 138

• Graceful Restart and Delayed Removal of Access Routes and Access-Internal

Routes on page 138

• Nonstop Active Routing and Delayed Removal of Access Routes and Access-Internal

Routes on page 138

Benefits of Delaying Removal of Access Routes and Access-Internal Routes

The3-minute delay in removing access routes andaccess-internal routes after a graceful

Routing Engine switchover provides sufficient time for theDHCPclient process (jdhcpd),

PPPclientprocess (jpppd), or routingprotocol process (rpd) to reinstall theaccess routes

andaccess-internal routesbefore the router removes the stale routes fromthe forwarding

table. As a result, the risk of traffic loss is minimized because the router always has

available subscriber routes for DHCP subscribers and PPP subscribers.

Configuring the router to delay removal of access routes and access-internal routes after

a graceful Routing Engine switchover has the following benefits:

• Provides sufficient time to reinstall subscriber routes fromthepreviously activeRouting

Engine

• Prevents loss of subscriber traffic due to unavailable routes

Graceful Restart and Delayed Removal of Access Routes and Access-Internal Routes

In subscriber networkswith graceful restart and routingprotocols suchasBGPandOSPF

configured, the router purges any remaining stale access routes and access-internal

routes as soon as the graceful restart operation completes, which can occur very soon

after completion of the graceful Routing Engine switchover.

Configuring the delay in removing access and access-internal routes after a graceful

Routing Engine switchover causes the router to retain the stale routes for a full 180

seconds, which provides sufficient time for the jdhcpd or jpppd client process to reinstall

all of the subscriber routes.

Nonstop Active Routing and Delayed Removal of Access Routes and Access-Internal Routes

In subscriber networks with nonstop active routing and routing protocols such as BGP

and OSPF configured, the routing protocol process (rpd) immediately purges the stale
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access routes and access-internal routes that correspond to subscriber routes. This

removal results in a loss of subscriber traffic.

Configuring the delay in removing access and access-internal routes after a graceful

Routing Engine switchover causes the router to retain the stale routes for a full 180

seconds, which prevents potential traffic loss due to unavailable routes.

Related
Documentation

DelayingRemoval ofAccessRoutesandAccess-InternalRoutesAfterGracefulRouting

Engine Switchover on page 108

•

• Access and Access-Internal Routes for Subscriber Management on page 31

• Configuring Dynamic Access Routes for Subscriber Management on page 33

DelayingRemovalofAccessRoutesandAccess-InternalRoutesAfterGracefulRouting
Engine Switchover

In subscriber networks configured with either nonstop active routing (NSR) or graceful

restart, youcanconfigure the router todelay for 180seconds (3minutes)before removing

access routes and access-internal routes for DHCP and PPP subscriber management

after a graceful Routing Engine switchover takes place.

To configure the router to delay removal (flushing) of access-routes and access-internal

routes after a graceful Routing Engine switchover:

1. Specify that you want to configure subscriber management.

[edit system services]
user@host# edit subscriber-management

2. Configure the router to wait 180 seconds before removing access-routes and

access-internal routes after a graceful Routing Engine switchover.

[edit system services subscriber-management]
user@host# set gres-route-flush-delay

Related
Documentation

• OverviewofAccessRoutesandAccess-InternalRoutesRemovalAfterGracefulRouting

Engine Switchover on page 107

• Access and Access-Internal Routes for Subscriber Management on page 31

• Configuring Dynamic Access Routes for Subscriber Management on page 33
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CHAPTER 16

Monitoring and Managing PPP for
Subscriber Access

• Verifying and Managing PPP Configuration for Subscriber Management on page 141

• Verifying and Monitoring Subscriber Management Unified ISSU State on page 141

Verifying andManaging PPP Configuration for Subscriber Management

Purpose View or clear information about PPP configuration for subscriber management.

Action To display information about PPP interfaces:•

user@host> show ppp interface

• To display PPP statistics information:

user@host> show ppp statistics

• To display PPP session summary information:

user@host> show ppp summary

• To display PPP address-pool information:

user@host>show ppp address-pool

Related
Documentation

Dynamic Profiles for PPP Subscriber Interfaces Overview on page 115•

• CLI Explorer

Verifying andMonitoring Subscriber Management Unified ISSU State

Purpose Display the state of unified ISSU for subscriber management features.

Action The first example indicates that control plane quiescing as part of unified ISSU is not in

progress (for example, unified ISSU has not been started, has already completed, or

control plane queiscing has not started). The second example shows that unified ISSU
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is in progress and that a participating subscriber management daemon requires 198

seconds to quiesce the control plane.

user@host> show system subscriber-management summary
General:
    Graceful Restart     Enabled
    Mastership           Master
    Database             Available
    Chassisd ISSU State  IDLE
    ISSU State           IDLE
    ISSU Wait            0

user@host> show system subscriber-management summary
General:
    Graceful Restart     Enabled
    Mastership           Master
    Database             Available
    Chassisd ISSU State  DAEMON_ISSU_PREPARE
    ISSU State           PREPARE
    ISSU Wait            198

Related
Documentation

• High Availability Using Unified ISSU in the PPP Access Network on page 137

• High Availability Using Unified ISSU in the DHCP Access Network on page 106

• High Availability Using Unified ISSU in the L2TP Access Network on page 281

• Getting Started with Unified In-Service Software Upgrade
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PART 4

Configuring the L2TP Access Network

• L2TP and Subscriber Access Overview on page 145

• Configuring L2TP Tunneling and Switching for Subscribers on page 151

• Configuring L2TP Control Messages for Subscribers on page 167

• Configuring L2TP LAC Subscribers on page 171

• Configuring L2TP LAC Tunneling for Subscribers on page 181

• ConfiguringUse of Subscriber Access Line andConnect Speed Information onpage 211

• Configuring L2TP LNS Inline Service Interfaces on page 233

• Configuring IP Packet Fragment Reassembly on page 273

• Configuring High Availability in the L2TP Access Network on page 277

• Monitoring and Managing L2TP for Subscriber Access on page 283
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CHAPTER 17

L2TP and Subscriber Access Overview

• L2TP for Subscriber Access Overview on page 145

• L2TP Terminology on page 147

• L2TP Implementation on page 148

L2TP for Subscriber Access Overview

The Layer 2 Tunneling Protocol (L2TP) is a client-server protocol that allows the

Point-to-PointProtocol (PPP) tobe tunneledacrossanetwork. L2TPencapsulatesLayer

2 packets, such as PPP, for transmission across a network. An L2TP access concentrator

(LAC), configuredonanaccessdevice, receivespackets froma remoteclientand forwards

them to an L2TP network server (LNS) on a remote network. The LNS functions as the

logical termination point of the PPP session tunneled by the LAC from the remote client.

Figure 8 on page 145 shows a simple L2TP topology.

Figure 8: Typical L2TP Topology
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L2TP separates the termination of access technologies, such as cable or xDSL, from the

termination of PPP and subsequent access to a network. This separation enables public

ISPs to outsource their access technologies to competitive local exchange carriers

(CLECs). L2TP provides ISPs the capability to supply VPN service; private enterprises

can reduce or avoid investment in access technologies for remote workers.

You can configure your router to act as the LAC in PPP pass-throughmode in which the

LAC receives packets from a remote client and then forwards them at Layer 2 directly to

the LNS. The PPP session is terminated on the LNS. This LAC implementation supports

only Point-to-Point Protocol over Ethernet (PPPoE) subscribers over dynamic or static
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logical interfaces. Figure 9 on page 146 shows the protocol layer stacking for an L2TP

pass-through connection.

Figure 9: Protocol Stacking for L2TP Subscribers in Pass-ThroughMode
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NOTE: OnMX Series routers, the LAC and LNS functions are supported only
onMPCs; they are not supported on any services PIC or MS-DPC. For details
about MPC support for L2TP, see theMX Series Interface Module Reference

Certain M Series routers support LNS functions on services PICs. For more
information about the L2TP implementation onM Series routers, see L2TP
Services Configuration Overview.

The LAC dynamically creates tunnels based on AAA authentication parameters and

transmits L2TP packets to the LNS bymeans of the IP/User Datagram Protocol (UDP).

Traffic travels in an L2TP session; a tunnel is an aggregation of one ormore sessions. You

can also provision a domain map that is used by AAA to determine whether to tunnel or

terminate the PPPoE subscriber on the LAC. A one-to-onemapping exists between each

PPP subscriber tunneled to the LNS and an L2TP session.

When the LNS is an MX Series router, a LAC-facing peer interface on an MPC provides

an IP address for the exchange of IP packets between the tunnel endpoints; the Routing

Engine maintains the L2TP tunnels. The Packet Forwarding Engine hosts one or more

inline services (si) interfaces. These interfaces function like a virtual physical interface

and anchor the L2TP sessions on the LNS. The si interface enables L2TP serviceswithout

requiringa special servicesPIC. Finally, another interface is used to transmit the subscriber

data to and from the Internet.

The characteristics of the tunnel can originate either from a tunnel profile that you

configure or from RADIUS tunnel attributes and vendor-specific attributes (VSAs) from

the AAA server accessible at the LAC. You can include a tunnel profile in a domain map,

which applies the tunnel profile before RADIUS authentication takes place. You can use

RADIUS standard attributes and VSAs to override any or all characteristics configured

by the tunnel profile in a domain map. Alternatively, RADIUS can itself apply a tunnel

profile when the RADIUS Tunnel-Group VSA [26-64] is specified in the RADIUS login.

TheVirtual-Router VSA [26-1] in the subscriber profile on the service provider AAA server

(accessible from the LNS) determines the routing instance in which the L2TP session is

brought up on the LNS. When this VSA is not present, the subscriber session comes up

in the same routing instance as the tunnel, because the AAA server can be accessed only

from the routing instance in which the tunnel terminates on the LNS.
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This behavior is different than for DHCP and non-tunneled PPPoE subscribers, which

come up in the default routing instance in the absence of the Virtual-Router VSA. For

L2TP subscribers, youmust include this VSA in the subscriber profile when youwant the

subscriber session to come up in a different routing instance than the tunnel routing

instance.

Starting in Junos OS Release 17.4R1, The LNS includes the following RADIUS attributes

when it sends an Access-Request message to the RADIUS server:

• Tunnel-Type (64)

• Tunnel-Medium-Type (65)

• Tunnel-Client-Endpoint (66)

• Tunnel-Server-Endpoint (67)

• Acct-Tunnel-Connection (68)

• Tunnel-Assignment-Id (82)

• Tunnel-Client-Auth-Id (90)

• Tunnel-Server-Auth-Id (91)

In earlier releases, the LNS includes those attributes only in the accounting records it

sends to the RADIUS server. In the Access-Request messages, they can be used to

correlate on the RADIUS server the session from the LAC to the LNS.

The LAC supports RADIUS-initiatedmirroring, which creates secure policies based on

certain RADIUS VSAs, and uses RADIUS attributes to identify a subscriber whose traffic

is to bemirrored. (This feature is not supported for an LNS configured on an MX Series

router.)

The LAC and the LNS support unified ISSU. When an upgrade is initiated, the LAC

completes any L2TP negotiations that are in progress but rejects any new negotiations

until the upgrade has completed. No new tunnels or sessions are established during the

upgrade. Subscriber logouts are recorded during the upgrade and are completed after

the upgrade has completed.

Related
Documentation

RADIUS IETF Attributes Supported by the AAA Service Framework•

• Juniper Networks VSAs Supported by the AAA Service Framework

• Configuring a Tunnel Profile for Subscriber Access on page 205

• Domain Mapping Overview

• Getting Started with Unified In-Service Software Upgrade

L2TP Terminology

Table 9 on page 148 describes the basic terms for L2TP.
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Table 9: L2TP Terms

DescriptionTerm

Attribute value pair (AVP)—Combination of a unique attribute—represented
byan integer—andavaluecontaining theactual value identifiedby theattribute.

AVP

A connection (or attempted connection) between a remote system and the
LAC.

Call

L2TP access concentrator (LAC)—A node that acts as one side of an L2TP
tunnel endpoint and is a peer to the LNS. The LAC sits between an LNS and a
remote system and forwards packets to and from each.

LAC

L2TP network server (LNS)—A node that acts as one side of an L2TP tunnel
endpoint and is a peer to the LAC. The LNS is the logical termination point of
a PPP connection that is being tunneled from the remote system by the LAC.

LNS

In the L2TP context, either the LAC or LNS. The LAC’s peer is an LNS, and vice
versa.

Peer

PPP pre-authentication performed by the LAC on behalf of the LNS. The proxy
data is sent by the LAC to the LNS containing attributes such as authentication
type, authentication name, and authentication challenge. The LNS responds
with the authentication results.

Proxy
authentication

Link Control Protocol (LCP) negotiation that is performed by the LACon behalf
of the LNS. The proxy is sent by the LAC to the LNS containing attributes such
as the last configuration attributes sent and received from the client.

Proxy LCP

An end system or router attached to a remote access network, which is either
the initiator or recipient of a call.

Remote
system

A logical connectioncreatedbetween theLACand theLNSwhenanend-to-end
PPP connection is established between a remote system and the LNS.

NOTE: There is a one-to-one relationship between established L2TP sessions
and their associated PPP connections.

Session

Aconnectionbetween theLAC-LNSpair consistingof a control connectionand
0 or more L2TP sessions.

Tunnel

Related
Documentation

L2TP for Subscriber Access Overview on page 145•

L2TP Implementation

L2TP is implemented on four levels:

• Source—The local router acting as the LAC.

• Destination—The remote router acting as the LNS.
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• Tunnel—A direct path between the LAC and the LNS.

• Session—A PPP connection in a tunnel.

When the router has established destinations, tunnels, and sessions, you can control the

L2TP traffic. Making a change to a destination affects all tunnels and sessions to that

destination;making a change to a tunnel affects all sessions in that tunnel. For example,

closing a destination closes all tunnels and sessions to that destination.

Sequence of Events on the LAC

The router acting as the LAC creates destinations, tunnels, and sessions dynamically, as

follows:

1. The client initiates a PPP connection with the router.

2. The router and the client exchange Link Control Protocol (LCP) packets. The LAC

negotiates on behalf of the LNS; this is known as proxy LCP.

3. The LAC authenticates the client on behalf of the LNS; this is known as proxy

authentication. Byusingeither a local database related to thedomainnameorRADIUS

authentication, the router determines either to terminate or to tunnel the PPP

connection.

4. If the router discovers that it should tunnel the session, it does the following:

a. Sets up a new destination or selects an existing destination.

b. Sets up a new tunnel or selects an existing tunnel.

When a shared secret is configured in either the tunnel profile or the RADIUS

attributeTunnel-Password [69]—dependingonwhichmethod is used toconfigure

the tunnel—the secret is used to authenticate the tunnel during the establishment

phase. The LAC includes the Challenge AVP in the SCCRQmessage sent to the

LNS. The LNS returns the Challenge Response AVP in the SCCRPmessage. If the

response from the LNSdoes notmatch the value expectedby the LAC, then tunnel

authentication fails and the tunnel is not established.

c. Opens a new session.

5. The router forwards the results of the LCP negotiations and authentication to the

LNS.

A PPP connection now exists between the client and the LNS.

NOTE: The router discards receivedpackets if the size of the variable-length,
optional offset pad field in the L2TP header is too large. The router always
supports packets that have an offset pad field of up to 16 bytes, andmay
support largeroffsetpad fields, dependingonother information in theheader.
This restriction is a possible, although unlikely, cause of excessive discarding
of L2TP packets.
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NOTE: WhentheLACterminatesaPPPsession, itgeneratesaPPPdisconnect
cause and includes this information in thePPPDisconnectCauseCode (AVP
46)when it sends a Call-Disconnect-Notify (CDN)message to the LNS. The
code value is 0, which indicates a global error with no information available.

Sequence of Events on the LNS

A router acting as an LNSmight be set up as follows:

1. The LAC initiates a tunnel with the router acting as the LNS.

2. The LNS verifies that a tunnel with this LAC is valid: the destination is configured, the

hostname and the tunnel password are correct.

3. The LNS completes the tunnel setup with the LAC.

4. The LAC sets up a session and initiates a session request to the LNS.

5. The LNS uses a static interface or creates a dynamic interface to anchor the PPP

session.

6. If they are enabled and present, the LNS accepts the proxy LCP and the proxy

authentication data and passes them to PPP.

7. PPPprocesses theproxy LCP, if it is present, and, if the proxy LCP is acceptable, places

LCP on the LNS in opened state without renegotiation of LCP.

8. PPP processes the proxy authentication data, if it is present, and passes the data to

AAA for verification. (If the data is not present, PPP requests the data from the peer.)

NOTE: When the proxy LCP is not present or not acceptable, the LNS
negotiates LCPwith the peer. When LCP renegotiation is enabled on the
LNS, theLNS ignoresanypre-negotiatedLCPparametersand renegotiates
both the LCP parameters and PPP authentication with the PPP client.

9. The LNS passes the authentication results to the peer.

Related
Documentation

• L2TP for Subscriber Access Overview on page 145
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CHAPTER 18

ConfiguringL2TPTunnelingandSwitching
for Subscribers

• L2TP Tunnel Switching Overview on page 151

• Tunnel Switching Actions for L2TP AVPs at the Switching Boundary on page 155

• Configuring L2TP Tunnel Switching on page 159

• Setting the L2TP ReceiveWindow Size on page 161

• Setting the L2TP Tunnel Idle Timeout on page 161

• Setting the L2TP Destruct Timeout on page 162

• Configuring the L2TP Destination Lockout Timeout on page 163

• Removing an L2TP Destination from the Destination Lockout List on page 163

• Configuring L2TP Drain on page 164

• Using the Same L2TP Tunnel for Injection and Duplication of IP Packets on page 165

L2TP Tunnel Switching Overview

L2TP tunnel switching, also known as L2TPmultihop, simplifies the deployment of an

L2TP network across multiple domains. A router that lies between a LAC and an LNS is

configured as an L2TP tunnel switch (LTS)—sometimes referred to simply as a tunnel

switch or a tunnel switching aggregator (TSA)—as shown in Figure 10 on page 152. The

LTS is configured as both an LNS and a LAC. When a remote LAC sends encapsulated

PPP packets to the LNS configured on the LTS, the LTS can forward or redirect the

packets through a different tunnel to a different LNS beyond the LTS. The logical

termination point of the original L2TP session is switched to a different endpoint.

For example, in the network shown in Figure 10 on page 152, packets from the subscriber

provisioned by service provider A are initially targeted at the LNS configured on the LTS.

The LTSmight redirect those packets to LNS1.
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Figure 10: L2TP Tunnel Switching Network Topology
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L2TP tunnel switching simplifies network configurationwhen the administrative domain

of a LAC is different from that of the desired LNS. For example:

• The LTS acts as the LNS for multiple LACs. The individual LACs do not have to have

the administrative control or capability required to identify the most appropriate LNS

on which to terminate their sessions. The LTS performs that function is centralized in

the LTS.

• The LTS acts as the LAC for multiple LNSs. When a new remote LAC is added to an

ISP’s network, the ISP does not have to reconfigure its LNS routers to accommodate

the new LAC, because they connect to the LAC on the LTS.

In a Layer 2 wholesale network, the wholesaler can use L2TP tunnel switching to create

a flatter network configuration that is easier to manage. The wholesaler bundles Layer

2 sessions from a LAC that are destined for different ISPs—and therefore different

LNSs—onto a single L2TP tunnel. This configuration enables a common L2TP control

connection to be used for the LAC.

Figure 11 on page 153 shows an example of L2TP tunnel switching for incoming calls with

the following sequence of events:

1. The subscriber opens a PPP session to the LAC.

2. The LAC creates the first L2TP tunnel to the LNS configured on the LTS and the first

L2TP session to carry the encapsulated PPP packets.

3. During authentication of this first session, the LTS determines whether to retunnel

the session to an LNS beyond the LTS, based on the presence or absence of a tunnel

switch profile configured on the LTS.
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The tunnel switch profile can be a default profile or it can be applied by the RADIUS

server, a domain map configuration, or a tunnel group configuration.

4. If a tunnel switch profile is configured, the LTS creates a second tunnel (if it does not

already exist) to the LNS beyond the LTS as specified in the profile and creates the

second session in this tunnel.

Figure 11: L2TP Tunnel Switching for Incoming Calls
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Application of Tunnel Switch Profiles

You can configure a tunnel switch profile to be applied in several ways:

• As a default profile applied globally to traffic received from all LACs

• With a domain map applied to a subscriber session

• With a tunnel group applied to a subscriber session

• In your RADIUS server configuration, returned in theTunnel Switch-Profile VSA (26-91)

You can configuremore than one of thesemethods of application.Whenmultiple tunnel

switch profiles are present, the following order of precedence establishes which profile

the LTS uses; the order is from highest (RADIUS) to lowest (default profile):

RADIUS VSA 26-91 > domain map > tunnel group > global tunnel switch profile

The tunnel switchprofilemust also referencea tunnel profile. This tunnel profile specifies

the characteristics of the second tunnel, to which the subscriber packets are switched.

Termination of Tunnel-Switched Sessions on the LTS

Tunnel switched sessions are terminated on the LTSwhen any of the following happens:

• Either the LAC or LNS interface on the LTS receives a Call-Disconnect-Notify (CDN)

message (Table 10 on page 154).
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Table 10: Cause of CDNMessage

When
CDNMessage Is Received
On

Either of the following occurs:

• The second session cannot be established.

• The remote LNS terminates the second session.

LAC interface

Either of the following occurs:

• The PPPoE client initiates a logout.

• The originating LAC initiates termination of the tunnel

LNS interface

Both the first and second sessions are terminated because the LTS relays the CDN to

the interface that did not receive the CDN. The disconnect cause is the same for both

sessions.

• Either the LAC or LNS interface on the LTS receives a

Stop-Control-Connection-Notification (StopCCN)message (Table 11 on page 154).

Table 11: Cause of StopCCNMessage

When
StopCCNMessage Is Received
On

Either of the following occurs:

• The second session cannot be established.

• The remote LNS terminates the second tunnel.

LAC interface

The originating LAC initiates termination of the tunnel.LNS interface

The LTS does not relay the StopCCNmessage, because a given tunnel can contain

both switched and nonswitched sessions. Another reason in a wholesale scenario is

that the tunnel ending on the LNS on the LTS can contain sessions from LACs from

different providers. Instead, the LTS sends a CDNmessage to the interface that did

not receive the StopCCN to terminate the tunnel-switched session. This CDN relays

the error code carried in the StopCCN.

• An administrative clear command is issued on the LTS.

Table 12 on page 154 lists the actions taken when an administrative clear command is

issued on the LTS.

Table 12: LAC, LNS, and LTSActions Taken for Switched Tunnels in Response to Administrative
clear Commands

LTS ActionLAC or LNS ActionCommand

Foreachswitchedsession ina tunnel to thedestination,
clear the corresponding mapped switched session by
sending it a CDNmessage with the cause set to
Administrative.

Clear the destination and all
associated tunnels and sessions.

clear services l2tp destination
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Table 12: LAC, LNS, and LTSActions Taken for Switched Tunnels in Response to Administrative
clear Commands (continued)

LTS ActionLAC or LNS ActionCommand

None.Clear all destinations and all
associated tunnels and sessions.

clear services l2tp destination
all

Clear the correspondingmapped switched session for
this session by sending it a CDNmessage with the
cause set to Administrative.

Clear the session.clear services l2tp session

None.Clear all sessions.clear services l2tp session all

For each switched session in the tunnel, clear the
correspondingmapped switched session by sending it
a CDNmessage with the cause set to Administrative.

Clear the tunnel and all its sessions.clear services l2tp tunnel

None.Clear all tunnels.clear services l2tp tunnel all

Related
Documentation

Configuring L2TP Tunnel Switching on page 159•

• Tunnel Switching Actions for L2TP AVPs at the Switching Boundary on page 155

• L2TP for Subscriber Access Overview on page 145

Tunnel Switching Actions for L2TP AVPs at the Switching Boundary

When L2TP tunnel switching redirects packets to a different LNS, it performs one of the

following default actions at the switching boundary for each AVP carried in the L2TP

messages:

• relay—L2TP transparently forwards the AVP in the switched packet with no alteration.

• regenerate—L2TP ignores the received AVP thatwas negotiated by the first tunnel and

session. It generates a new AVP for the second session based on the local policy at

the LTS and sends this AVP in the switched packet. The local policy may or may not

use the value for the AVP received during negotiation for the first session.

Table 13 on page 156 lists the default action for each AVP. Mandatory AVPs are always

included in the L2TPmessages from the LAC; optional AVPsmight be included in the

messages.

You can optionally override the default action taken at the switching boundary for the

Bearer Type AVP (18), Calling Number AVP (22), or Cisco NAS Port Info AVP (100). You

can configure any of these three AVPs to be dropped from the switched packets or

regenerated, or you can restore the default relay action.
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NOTE: L2TP AVPs that have their attribute values hidden are always
regenerated at the switching boundary. The value is decoded and sent in
clear text when the packet is forwarded to the remote LNS.

Table 13: Default Action for Handling L2TP AVPs at the Switching Boundary

Default ActionL2TPMessage TypeAVP TypeAVP Name (Number)

RegenerateCDN, ICRQMandatoryAssigned Session Id (14)

RegenerateSCCRQMandatoryAssigned Tunnel Id (9)

RegenerateSCCRQOptionalBearer Capabilities (4)

RelayICRQOptionalBearer Type (18)

RelayICRQMandatoryCall Serial Number (15)

RelayICRQOptionalCalled Number (21)

RelayICRQOptionalCalling Number (22)

RegenerateSCCRQOptionalChallenge (11)

RegenerateSCCCNOptionalChallenge Response (13)

RelayICRQOptionalCisco NAS Port

RegenerateSCCRQOptionalFailover Capability

RegenerateSCCRQOptionalFirmware Revision (6)

RegenerateSCCRQMandatoryFraming Capabilities (3)

RelayICCNMandatoryFraming Type (19)

RegenerateSCCRQMandatoryHost Name (7)

Relay

When LCP renegotiation is
enabled with the
lcp-negotiation statement in
the client profile on the LNS,
the AVP is regenerated rather
than relayed.

ICCNOptionalInitial Received LCP
CONFREQ (26)
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Table 13: Default Action for Handling L2TP AVPs at the Switching Boundary (continued)

Default ActionL2TPMessage TypeAVP TypeAVP Name (Number)

Relay

When LCP renegotiation is
enabled with the
lcp-negotiation statement in
the client profile on the LNS,
the AVP is regenerated rather
than relayed.

ICCNOptionalLastReceivedLCPCONFREQ
(28)

Relay

When LCP renegotiation is
enabled with the
lcp-negotiation statement in
the client profile on the LNS,
the AVP is regenerated rather
than relayed.

ICCNOptionalLastSentLCPCONFREQ(27)

RegenerateAllMandatoryMessage Type (0)

RegenerateICRQOptionalPhysical Channel Id (25)

RelayICCNOptionalPrivate Group Id (37)

RegenerateSCCRQMandatoryProtocol Version (2)

Relay

When LCP renegotiation is
enabled with the
lcp-negotiation statement in
the client profile on the LNS,
authentication is also
renegotiated and the AVP is
regenerated rather than
relayed.

ICCNOptionalProxy Authen Challenge (31)

Relay

When LCP renegotiation is
enabled with the
lcp-negotiation statement in
the client profile on the LNS,
authentication is also
renegotiated and the AVP is
regenerated rather than
relayed.

ICCNOptionalProxy Authen ID (32)
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Table 13: Default Action for Handling L2TP AVPs at the Switching Boundary (continued)

Default ActionL2TPMessage TypeAVP TypeAVP Name (Number)

Relay

When LCP renegotiation is
enabled with the
lcp-negotiation statement in
the client profile on the LNS,
authentication is also
renegotiated and the AVP is
regenerated rather than
relayed.

ICCNOptionalProxy Authen Name (30)

Relay

When LCP renegotiation is
enabled with the
lcp-negotiation statement in
the client profile on the LNS,
authentication is also
renegotiated and the AVP is
regenerated rather than
relayed.

ICCNOptionalProxy Authen Response (33)

Relay

When LCP renegotiation is
enabled with the
lcp-negotiation statement in
the client profile on the LNS,
authentication is also
renegotiated and the AVP is
regenerated rather than
relayed.

ICCNOptionalProxy Authen Type (29)

RegenerateSCCRQOptionalReceiveWindow Size (10)

RelayICCNOptionalRx Connect Speed (38)

RegenerateICCNOptionalSequencing Required (39)

RelayICRQOptionalSub-Address (23)

RegenerateSCCRQOptionalTie Breaker (5)

RegenerateSCCRQOptionalTunnel Recovery

RelayICCNMandatoryTx Connect Speed (24)

RegenerateSCCRQOptionalVendor Name (8)

Related
Documentation

L2TP Tunnel Switching Overview on page 151•
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• Configuring L2TP Tunnel Switching on page 159

Configuring L2TP Tunnel Switching

L2TP tunnel switching enables a router configured as an LTS to forward PPP packets

carried on one L2TP session to a second L2TP session terminated on a different LNS. To

configure L2TP tunnel switching, youmust define a tunnel switch profile and then assign

that profile.

You can configure tunnel switch profiles for all sessions globally, all sessions in a tunnel

group, all sessions in a domain or in your RADIUS server configuration to be returned in

the RADIUS Tunnel Switch-Profile VSA (26-91). The order of precedence for tunnel

switch profiles from various sources is as follows:

• RADIUS VSA 26-91 > domain map > tunnel group > global tunnel switch profile

To define an L2TP tunnel switch profile:

1. Create the profile.

[edit access]
user@host# edit tunnel-switch-profile profile-name

2. (Optional) Override the default actions taken for certain L2TP AVPs at the switching

boundary.

[edit access tunnel-switch-profile profile-name]
user@host# set avp bearer-type action
user@host# set avp calling-number action
user@host# set avp cisco-nas-port-info action

3. Specify the tunnel profile that defines the tunnel to which the subscriber traffic is

switched.

NOTE: This step is not required for a tunnel switch profile specified in the
Tunnel Switch-Profile VSA (26-91).

[edit access tunnel-switch-profile profile-name]
user@host# set tunnel-profile profile-name

4. (Optional) Apply the profile as a global default profile to switch packets from all

incoming sessions from the LAC.

[edit services l2tp]
user@host1# set tunnel-switch-profile profile-name

5. (Optional) Apply the profile as part of a tunnel group to switch packets from all

sessions in the tunnel group.

[edit services l2tp tunnel-group name]
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user@host1# set tunnel-switch-profile profile-name

NOTE: The tunnel group is part of the LTS configuration that enables it
to act as the LNS for the original sessions from the LAC.

A tunnel group with a tunnel switch profile must also contain a dynamic
profile, because tunnel switching supports only dynamic subscribers.

6. (Optional) Apply the profile as part of a domain map to switch packets from all

sessions that are associated with the domain.

[edit access domainmap domain-map-name]
user@host1# set tunnel-switch-profile profile-name

NOTE: A domainmap cannot have both a tunnel switch profile and a
tunnel profile. Youmust remove one if you add the other.

7. (Optional) Apply the profile by means of the Tunnel-Switch-Profile VSA [26–91] in

the RADIUS Access-Accept message returned when the session from the LAC is

authenticated. Refer to the documentation for your RADIUS server to determine how

to configure this method.

NOTE: A tunnel switch profile specified by a RADIUS server in the Tunnel
Switch-Profile VSA (26-91) takes precedence over the tunnel switch
profile specified in theCLI configuration. If theTunnel-GroupVSA(26–64)
is received inaddition to theTunnelSwitch-ProfileVSA(26-91), theTunnel
Switch-Profile VSA (26-91) takes precedenceover theTunnel-GroupVSA
(26-64), ensuring that the subscribers are tunnel switched rather than
LAC tunneled.

For example, consider the following configuration. which creates three tunnel switch

profiles, l2tp-tunnel-switch-profile, lts-profile-groupA, and lts-profile-example-com:

[edit access tunnel-switch-profile l2tp-tunnel-switch-profile]
user@host# set avp bearer-type regenerate
user@host# set avp calling-number regenerate
user@host# set avp cisco-nas-port-info drop
user@host# set tunnel-profile l2tp-tunnel-profile1

[edit access tunnel-switch-profile lts-profile-groupA]
user@host# set tunnel-profile l2tp-tunnel-profile2
[edit access tunnel-switch-profile lts-profile-example.com]
user@host# set tunnel-profile l2tp-tunnel-profile3

[edit services l2tp]
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user@host1# set tunnel-switch-profile l2tp-tunnel-switch-profile
user@host1# set tunnel-group groupA tunnel-switch-profile lts-profile-groupA

[edit access domain]
user@host1# setmap example.com tunnel-switch-profile lts-profile-example.com

The profile l2tp-tunnel-switch-profile is applied as the global default. When packets are

switched according to this profile, the values for the Bearer Type AVP (18) and Calling

Number AVP (22) in the L2TP packets are regenerated based on local policy at the L2TP

tunnel switch and then sent with the packets. The Cisco NAS Port Info AVP (100) is

simply dropped. Finally, l2tp-tunnel-profile1 provides the configuration characteristics

of the tunnel to which the traffic is switched.

Tunnel switch profile lts-profile-groupA is applied by means of a tunnel group, groupA;

it specifies a different tunnel profile, l2tp-tunnel-profile2 and it does not override any

AVP actions. Tunnel switch profile lts-profile-example.com is applied by means of a

domain map for the example.com domain; it specifies a different tunnel profile,

l2tp-tunnel-profile3 and it does not override any AVP actions.

Related
Documentation

L2TP Tunnel Switching Overview on page 151•

• Tunnel Switching Actions for L2TP AVPs at the Switching Boundary on page 155

• Specifying a Tunnel Switch Profile in a Domain Map

Setting the L2TP ReceiveWindow Size

You can configure the L2TP receive window size for an L2TP tunnel. The receive window

size specifies the number of packets a peer can send before waiting for an

acknowledgment from the router.

By default, the receive window size is set to four packets. If the receive window size is set

to its default value, the router does not send the ReceiveWindow Size AVP, AVP 10, in

its first packet sent during tunnel negotiation to its peer.

To configure the receive window size:

[edit services l2tp tunnel]
user@host# set rx-window-size packets

Related
Documentation

Configuring an L2TP LAC on page 171•

• Configuring an L2TP LNSwith Inline Service Interfaces on page 233

Setting the L2TP Tunnel Idle Timeout

You can configure the LAC or the LNS to specify how long a tunnel without any sessions

remains active. The idle timer starts when the last session on the tunnel is terminated.

When the timer expires the tunnel is disconnected. This idle timeout frees up resources

otherwise consumed by inactive tunnels.
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If you set the idle timeout value to zero, the tunnel is forced to remain active indefinitely

after the last session is terminated until one of the following occurs:

• You issue the clear services l2tp tunnel command.

• The remote peer disconnects the tunnel.

BEST PRACTICE: Before you downgrade to a Junos OS Release that does
not support this statement, we recommend that you explicitly unconfigure
the feature by including the no idle-timeout statement at the [edit services

l2tp tunnel] hierarchy level.

To set the tunnel idle timeout:

• Configure the timeout period.

[edit services l2tp tunnel]
user@host# set idle-timeout seconds

Related
Documentation

Configuring an L2TP LAC on page 171•

• Configuring an L2TP LNSwith Inline Service Interfaces on page 233

Setting the L2TP Destruct Timeout

Youcanconfigure theLACor theLNS to specify how long the router attempts tomaintain

dynamicdestinations, tunnels, andsessionsafter theyhavebeendestroyed.Thisdestruct

timeout aids debugging and other analysis by saving underlyingmemory structures after

thedestination, tunnel, or session is terminated.Any specific dynamicdestination, tunnel,

or session may not bemaintained for this entire time period if the resources must be

reclaimed early to allow new tunnels to be established.

BEST PRACTICE: Before you downgrade to a Junos OS Release that does
not support this statement, we recommend that you explicitly unconfigure
the featureby including thenodestruct-timeoutstatementat the [edit services

l2tp] hierarchy level.

To set the L2TP destruct timeout:

• Configure the timeout period.

[edit services l2tp]
user@host# set destruct-timeout seconds

Related
Documentation

Configuring an L2TP LAC on page 171•

• Configuring an L2TP LNSwith Inline Service Interfaces on page 233
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Configuring the L2TP Destination Lockout Timeout

Whenmultiple sets of tunneling parameters are available, L2TP uses a selection process

to choose the best tunnel for subscriber traffic. As part of this selection process, L2TP

locks out destinations it cannot connect to when a subscriber tries to reach a domain.

L2TP places the destination on the destination lockout list and excludes the destination

from consideration for a configurable period called the destination lockout timeout.

Bydefault, thedestination lockout timeout is 300seconds (5minutes). Youcanconfigure

a value from 60 through 3600 seconds (1 minute through 1 hour). When the lockout

timeout expires, L2TP assumes that the destination is now available and includes the

destinationwhenperforming the tunnel selectionprocess. Thedestination lockoutperiod

is a global value and is not individually configurable for particular destinations, tunnels,

or tunnel groups.

BEST PRACTICE: Configure the lockout timeout to be equal to or shorter
than the destruct timeout. Otherwise, the destruct timeout expires before
the lockout timeout. In this event, the locked-out destination is destroyed
and can be subsequently returned to service before the lockout timeout
expires, thus negating the effectiveness of the lockout timeout.

To configure the destination lockout timeout:

• Specify the period in seconds.

[edit services l2tp destination]
user@host# set lockout-timeout seconds

The show services l2tp destination lockout command displays the destination lockout

list and for each destination indicates howmuch time remains before its timeout expires.

The showservices l2tpdestinationdetailcommand indicates for eachdestinationwhether

it is locked and waiting for the timeout to expire or not locked.

Related
Documentation

LAC Tunnel Selection Overview on page 181•

• Setting the L2TP Destruct Timeout on page 162

• Removing an L2TP Destination from the Destination Lockout List on page 163

• Configuring an L2TP LNSwith Inline Service Interfaces on page 233

Removing an L2TP Destination from the Destination Lockout List

When a PPP subscriber tries to log in to a domain, L2TP selects a tunnel associatedwith

a destination in that domain and attempts to access the destination. If the connection

attempt fails, L2TP places the destination on the destination lockout list. Destinations

on this list are excluded from being considered for subsequent connections for a

configurable period called the destination lockout timeout.
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You can issue the request services l2tp destination unlock command for a particular

destination to remove it fromthedestination lockout list. The result is that this destination

is immediately available for consideration when a subscriber logs in to the associated

domain.

To remove a destination from the destination lockout list:

• Specify the name of the destination to be unlocked.

user@host> request services l2tp destination unlock destination-name

Related
Documentation

LAC Tunnel Selection Overview on page 181•

• Configuring the L2TP Destination Lockout Timeout on page 163

Configuring L2TP Drain

For administrative purposes, you can set the state of an L2TP destination or tunnel to

drain. This prevents the creation of new sessions, tunnels, and destinations at L2TP LAC

and LNS.

You can configure L2TP drain at the global level or for a specific destination or tunnel. If

the feature is configured at global L2TP level, then no newdestination, tunnel, or session

can be created. If the feature is configured for a specific destination, no new tunnel or

session can be created at that destination. Similarly, if the feature is configured for a

specific tunnel, no new sessions can be assigned to that tunnel, but new destinations

and tunnels can be created.

• To prevent creation of new sessions, destinations, and tunnels for L2TP:

[edit services]
user@host# set l2tp drain

• To prevent creation of new tunnels and sessions at a particular destination:

[edit services]
user@host# set l2tp destination address ip-address drain
user@host# set l2tp destination address ip-address routing-instance
routing-instance-name drain

user@host# set l2tp destination name name drain

• To prevent creation of new sessions at a specific tunnel:

[edit services]
user@host# set l2tp tunnel name name drain
user@host# set l2tp tunnel name name address ip-address drain
user@host# set l2tp tunnel name name address ip-address routing-instance
routing-instance-name drain
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NOTE: The tunnel name is the locally assigned name of the tunnel in the
following format:
destination-name/tunnel-name or tunnel-name

Whenonly the tunnel-name isprovided, thenyoumust include theaddress

ip-address statement to identify the destination for the tunnel by.

When this feature is configured, the command output of show services l2tp summary,

show services l2tp destination, and show services l2tp tunnel displays the state of the

L2TP session, destination, and tunnel as Drain.

Related
Documentation

Configuring an L2TP LAC on page 171•

• Configuring an L2TP LNSwith Inline Service Interfaces on page 233

Using the Same L2TP Tunnel for Injection and Duplication of IP Packets

Youcanconfigure the sameL2TP tunnel that is used for subscriber securepolicymirroring

tobeused forduplicationofpackets. Packetsduplicatedareused to inject traffic towards

the customer or towards the network. Injection or transmission of packets is supported

for all subscriber access modes. A single L2TP tunnel is used for both transmission of

packets and duplication of packets. A port or interface that is configured for duplication

of packets on one side of an L2TP tunnel is connected to the other tunnel endpoint. The

other endpoint of the tunnel can send IP packets using the L2TP tunnel to the port or

interface configured for packet duplication, and the IP packets received at that interface

can be either forwarded to the customer or sent as though it has been received form the

customer.

The remote tunnel endpoint sends an IP tunnel packet that contains an Ethernet MAC

address in the payload. If the destination MAC address of the payload packet contains

the MAC address of the router, the Ethernet packet is sent in the outgoing direction

towards the network, and it is processed and forwarded as though it is received on the

customerport. If thesourceMACaddressof thepayloadpacket contains theMACaddress

of the router, the Ethernet packet is transmitted in the outgoing direction towards the

customer port. If the tunnel does not contain the receive-cookie configured, packet

injection does not happen. In such a case, any received tunnel packet is counted and

dropped in the samemanner inwhichpackets thatarrivewithawrongcookieare counted

and dropped.

To configure the packet to be duplicated and sent towards the customer or the network

(based on the MAC address in the Ethernet payload), include the decapsulate l2tp

output-interface interface-namecookie l2tpv3-cookie statementat the [edit firewall family

family-name filter filter-name term term-name then]hierarchy level. Youcanalsoconfigure

a counter for the duplicated or decapsulated L2TP packets by including the count

counter-name statement at the [edit firewall family family-name filter filter-name term

term-name then] hierarchy level
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CHAPTER 19

Configuring L2TP Control Messages for
Subscribers

• Retransmission of L2TP Control Messages on page 167

• Configuring Retransmission Attributes for L2TP Control Messages on page 169

Retransmission of L2TP Control Messages

L2TP peers maintain a queue of control messages that must be sent to the peer device.

After the local peer (LAC or LNS) sends amessage, it waits for a response from the

remote peer. If a response is not received, the local peer retransmits the message. This

behavior allows the remote peer more time to respond to the message.

You can control the retransmission behavior in the following two ways:

• Retransmission count—You can configure howmany times an unacknowledged

message is retransmitted by the local peer. Increasing the count provides more

opportunities for the remote peer to respond, but also increases the amount of control

traffic. For tunnels that have been established, include the

retransmission-count-established statement at the [edit services l2tp tunnel]hierarchy

level. For tunnels that are not yet established, include the

retransmission-count-not-established statement.

• Retransmission interval—You can configure how long the local peer waits for the first

response to a control message. If a response is not received within the first timeout

interval, then the retransmission timer doubles the interval between each successive

retransmissionup toamaximumof 16seconds. Increasing the interval gives the remote

peermore time to respond, butalso spendsmore resourcesonapotentially unavailable

peer. Include theminimum-retransmission-interval statement at the [edit services l2tp

tunnel] hierarchy level.

The local peer continues retransmitting the control message until one of the following

occurs:

• A response is received within the current waiting period.

• Themaximum retransmission count is reached.

If the maximum count is reached and no response has been received, the tunnel and all

its sessions are cleared.
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NOTE: Reaching themaximum interval of 16 seconds does not halt
retransmissions. The local peer continues to wait 16 seconds after each
subsequent retransmission.

The following examples describe the retransmission behavior in different circumstances:

• Example 1—The retransmissioncount is threeand theminimumretransmission interval

is 1 second.

1. The local peer sends a control message.

2. The local peer waits 1 second, but receives no response.

3. The local peer retransmits the control message. This is the first retransmission.

4. The local peer waits 2 seconds, but receives a response before the interval expires.

5. Retransmission stops because a response is received within the interval.

• Example 2—The retransmission count is two and theminimum retransmission interval

is 8 seconds.

1. The local peer sends a control message.

2. The local peer waits 8 seconds, but receives no response.

3. The local peer retransmits the control message. This is the first retransmission.

4. The local peer waits 16 seconds, but receives no response.

5. The local peer retransmits the control message. This is the second retransmission.

6. The local peer againwaits 16 seconds, because the interval cannot increase beyond

16, but receives no response.

7. Retransmission stops because themaximum retransmission count of two was

reached.

8. The tunnel and all its sessions are cleared.

Related
Documentation

Configuring Retransmission Attributes for L2TP Control Messages on page 169•

• L2TP for Subscriber Access Overview on page 145
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Configuring Retransmission Attributes for L2TP Control Messages

You can control the retransmission of unacknowledged L2TP control messages by

configuring howmany times the local peer retransmits the message and how long it

waits for a response before retransmission.

L2TP peers maintain a queue of control messages that must be sent to the peer device.

After the local peer (LAC or LNS) sends amessage, it waits for a response from the

remote peer. If a response is not received within the minimum retransmission interval,

the local peer retransmits themessage andwaits for double the retransmission interval.

Each time it retransmits the message, the peer doubles how long it waits, up to a

maximum of 16 seconds.

If no response is received, the local peer continues to send themessage until the number

of retransmissions matches the retransmission count. In this case, retransmissions stop

and the tunnel and all its sessions are cleared.

BEST PRACTICE: Before you downgrade to a Junos OS Release that does
not support thesestatements,we recommendthat youexplicitlyunconfigure
the feature by including the no retransmission-count-established statement

and the no retransmission-count-non-established statement at the [edit

services l2tp tunnel] hierarchy level.

BESTPRACTICE: Duringaunified in-servicesoftwareupgrade(unified ISSU)
on anMX Series router configured as the LAC, the LAC does not respond to
control messages from the LNS. This can result in dropping LAC L2TP
sessions. You can avoid this situation by ensuring that themaximum
retransmission count on the LNS is set to 16 or higher.

To set the maximum retransmission count for established tunnels:

• Configure the count.

[edit services l2tp tunnel]
user@host# set retransmission-count-established count

To set the maximum retransmission count for non-established tunnels:

• Configure the count.

[edit services l2tp tunnel]
user@host# set retransmission-count-not-established count

To set the minimum interval between retransmissions:

• Configure the interval.

[edit services l2tp tunnel]
user@host# setminimum-retransmission-timeout seconds
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For example, the following configuration specifies that established tunnels have a

maximum retransmission count of three and aminimum retransmission interval of two

seconds:

[edit services l2tp tunnel]
user@host# set retransmission-count-established 3
user@host# setminimum-retransmission-timeout 2

With this sample configuration, the following sequence applies to each controlmessage

sent by the LAC or LNS:

1. The local peer sends the control message and waits for a response from the remote

peer.

2. If the response is not receivedwithin theminimum interval of 2 seconds, the local peer

retransmits the message. This is the first retransmission.

3. If the response isnot receivedwithin4seconds, the localpeer retransmits themessage.

This is the second retransmission.

4. If the response isnot receivedwithin8seconds, the localpeer retransmits themessage.

This is the third and final retransmission, because the maximum count has been

reached.

5. If the response is not received within 16 seconds, the tunnel and all its sessions are

cleared.

Related
Documentation

• Retransmission of L2TP Control Messages on page 167

• Configuring an L2TP LAC on page 171

• Configuring an L2TP LNSwith Inline Service Interfaces on page 233
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CHAPTER 20

Configuring L2TP LAC Subscribers

• Configuring an L2TP LAC on page 171

• Configuring How the LAC Responds to Address and Port Changes Requested by the

LNS on page 173

• LAC Interoperation with Third-Party LNS Devices on page 175

• Globally Configuring the LAC to Interoperate with Cisco LNS Devices on page 176

• Configuring UsernameModification for Subscriber Sessions on page 177

Configuring an L2TP LAC

To configure an L2TP LAC:

1. Configure a tunnel profile to apply to subscribers.

See “Configuring a Tunnel Profile for Subscriber Access” on page 205.

2. (Optional) Configure the method used for selecting amongmultiple tunnels.

• See “Configuring the L2TP LAC Tunnel Selection Parameters” on page 207.

• See “ConfiguringWeighted Load Balancing for LAC Tunnel Sessions” on page 209.

• See “Configuring Destination-Equal Load Balancing for LAC Tunnel Sessions” on

page 209.

• See “Configuring LAC Tunnel Selection Failover Within a Preference Level” on

page 208.

3. (Optional) Configure the LAC to not send Calling Number AVP 22 to the LNS.

See “Preventing theLAC fromSendingCallingNumberAVP22 to theLNS”onpage231.

4. (Optional) Specify the method for setting the transmit and receive connect speeds.

See “Configuring the Method to Derive the LAC Connection Speeds Sent to the LNS”

on page 225.

5. (Optional) Configure whether the L2TP failover protocol is negotiated or the silent

failover method is used for resynchronization.
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See “Configuring the L2TP Peer Resynchronization Method” on page 279.

6. (Optional) Specify the format for the tunnel name.

See “Setting the Format for the Tunnel Name” on page 204.

7. (Optional) Specify when and howmany times L2TP retransmits unacknowledged

control messages.

See “Configuring Retransmission Attributes for L2TP Control Messages” on page 169.

8. (Optional) Specify how long a tunnel can remain idle before being torn down.

See “Setting the L2TP Tunnel Idle Timeout” on page 161.

9. (Optional) Specify the L2TP receive window size for the L2TP tunnel. The receive

window size specifies the number of packets a peer can send before waiting for an

acknowledgment from the router.

See “Setting the L2TP ReceiveWindow Size” on page 161.

10. (Optional)Specify how long the router retains informationabout terminateddynamic

tunnels, sessions, and destinations.

See “Setting the L2TP Destruct Timeout” on page 162.

11. (Optional) Specify how the LAC handles IP address or UDP port change requests.

See “Configuring How the LAC Responds to Address and Port Changes Requested by

the LNS” on page 173.

12. (Optional) Configure all tunnels on the LAC for interoperationwithCisco LNSdevices.

See “GloballyConfiguring theLAC to InteroperatewithCiscoLNSDevices”onpage 176.

13. (Optional)Specify that theLACsends information to theLNSabout subscriber access

lines.

See “Configuring theReportingandProcessingofSubscriberAccessLine Information”

on page 227.

14. (Optional) Configure the LAC to create the IPv6 address family (inet6) when

establishing a tunnel for subscribers, enabling the application of IPv6 firewall filters.

See “Enabling the LAC for IPv6 Services” on page 210.

15. (Optional) Prevent the creation of new sessions, destinations, or tunnels for L2TP.

See “Configuring L2TP Drain” on page 164.
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16. (Optional) Enable SNMP statistics counters.

See “EnablingTunnelandGlobalCounters forSNMPStatisticsCollection”onpage287.

17. (Optional) Configure trace options for troubleshooting the configuration.

See “Tracing L2TP Operations for Subscriber Access” on page 355.

Related
Documentation

L2TP for Subscriber Access Overview on page 145•

Configuring How the LAC Responds to Address and Port Changes Requested by the
LNS

An LNS can use the SCCRPmessage that it sends the LAC when a tunnel is being

established to request a change in the destination IP address or UDP port that the LAC

uses to communicate with the LNS. By default, the LAC accepts the request andmakes

the change. You can use the tx-address-change statement to configure one of the

following methods for the LAC to handle these change requests for all tunnels:

• accept—The LAC accepts the change from the LNS. It sends all subsequent packets

to and receives packets from the new IP address or UDP port.

• ignore—The LAC continues to send packets to the original address or port, but accepts

packets from the new address or port.

• reject—The LAC sends a StopCCNmessage to the original address or port and then

terminates the connection to that LNS.

The LAC accepts a change in address or port only once, when the tunnel is being

established. Tunnels that are already established are not affected. The LAC drops any

L2TP control packets containing change requests received at any other time, or in any

packet other than an SCCRPmessage.

NOTE: This statement does not support IPv6 addresses.

To configure how the LAC handles change requests for the IP address, the UDP port, or

both:

• (Optional)Configure theLAC toacceptall change requests. This is thedefault behavior.

[edit services l2tp tunnel]
user@host# set tx-address-change accept

• (Optional) Configure the LAC to ignore all change requests.

[edit services l2tp tunnel]
user@host# set tx-address-change ignore

• (Optional) Configure the LAC to ignore change requests only for the IP address.

[edit services l2tp tunnel]
user@host# set tx-address-change ignore-ip-address
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• (Optional) Configure the LAC to ignore change requests only for the UDP port.

[edit services l2tp tunnel]
user@host# set tx-address-change ignore-udp-port

• (Optional) Configure the LAC to reject all change requests.

[edit services l2tp tunnel]
user@host# set tx-address-change reject

• (Optional) Configure the LAC to reject change requests only for the IP address.

[edit services l2tp tunnel]
user@host# set tx-address-change reject-ip-address

• (Optional) Configure the LAC to reject change requests only for the UDP port.

[edit services l2tp tunnel]
user@host# set tx-address-change reject-udp-port

For example, the following configuration causes the LAC to ignore requests to change

the UDP port, but to reject requests to change the IP address:

[edit services l2tp tunnel]
user@host# set tx-address-change ignore-udp-port
user@host# set tx-address-change reject-ip-address

NOTE: Conflicting configurations are not allowed and fail the configuration
commit check. You cannot For example, the following configuration fails,
because it specifies that UDP port changes are ignored, but that all changes
are rejected:

[edit services l2tp tunnel]
user@host# set tx-address-change ignore-udp-port
user@host# set tx-address-change reject

Use the showservices l2tpsummary command todisplay thecurrentbehavior of theLAC:

show services l2tp summary
  Failover within a preference level is Disabled
  Weighted load balancing is Disabled
  Tunnel authentication challenge is Enabled
  Calling number avp is Enabled
  Failover Protocol is Disabled
  Tx Connect speed method is static
  Rx speed avp when equal is Disabled
  Tunnel assignment id format is assignment-id
Tunnel Tx Address Change is Ignore

  Max Retransmissions for Established Tunnel is 7 
  Max Retransmissions for Not Established Tunnel is 5
  Tunnel Idle Timeout is 60 seconds
  Destruct Timeout is 300 seconds
  Destination Lockout Timeout is 300 seconds
Destinations: 1, Tunnels: 0, Sessions: 0
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Depending on the configuration, this command displays one of the following outputs:

  Tunnel Tx Address Change is Accept

  Tunnel Tx Address Change is Ignore

  Tunnel Tx Address Change is Reject

  Tunnel Tx Address Change is Ignore IP Address & Accept UDP Port

  Tunnel Tx Address Change is Ignore IP Address & Reject UDP Port

  Tunnel Tx Address Change is Accept IP Address & Ignore UDP Port

  Tunnel Tx Address Change is Accept IP Address & Reject UDP Port

  Tunnel Tx Address Change is Reject IP Address & Accept UDP Port

  Tunnel Tx Address Change is Reject IP Address & Ignore UDP Port

Related
Documentation

Configuring an L2TP LAC on page 171•

LAC Interoperation with Third-Party LNS Devices

In somenetworkenvironments, theLACmayneedto interoperatewithanLNSconfigured

on a device from another vendor that does not run Junos OS. Interoperation with Cisco

Systems devices requires the LAC to communicate a NAS port type, but the LAC does

not provide this information by default.

You can enable interoperation with Cisco Systems devices by configuring the NAS port

method as cisco-avp, which causes the LAC to include the Cisco Systems NAS Port Info

AVP (100) when it sends an incoming call request (ICRQ) to the LNS. The AVP includes

information that identifies the NAS port and indicates whether the port type is ATM or

Ethernet.

You can configure the NAS port method globally for all tunnels on the LAC or in a tunnel

profile for only the tunnels instantiated by the profile.

You can also include the Tunnel-Nas-Port-Method VSA [26–30] in your RADIUS server

configuration with the value set to 1 to indicate Cisco Systems CLID. In this case, RADIUS

can override the global value by modifying or creating a tunnel profile. The RADIUS

configuration has precedence over the tunnel profile configuration, which in turn has

precedence over the global LAC configuration.

If the LNS receiving the AVP is an MX Series router instead of a Cisco Systems device,

the LNS simply ignores the AVP, unless the LNS is configured for L2TP tunnel switching.

In that case, the LNSpreserves the value of the AVPand passes it alongwhen it switches

tunnels for the LAC.

Related
Documentation

Globally Configuring the LAC to Interoperate with Cisco LNS Devices on page 176•

• Configuring a Tunnel Profile for Subscriber Access on page 205

• Configuring an L2TP LAC on page 171

• Juniper Networks VSAs Supported by the AAA Service Framework
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• L2TP for Subscriber Access Overview on page 145

Globally Configuring the LAC to Interoperate with Cisco LNS Devices

Cisco LNS devices require from the LAC both the physical NAS port number identifier

and the type of the physical port, such as Ethernet or ATM. By default, the LAC does not

include this information. You can globally configure the LAC to provide this information

by including the NAS Port Info AVP (100) in the ICRQ that it sends to the LNS. This

configuration enables the LAC to interoperate with a Cisco LNS.

To globally configure the LAC to include the NAS Port Info AVP:

• Specify the NAS port method.

[edit services l2tp tunnel]
user@host# set nas-port-method cisco-avp

NOTE: This global configuration for the LAC can be overridden by the
configuration in a tunnel profile or RADIUS.

Use the show services l2tp tunnel extensive command to display the current behavior of

the LAC:

show services l2tp tunnel extensive
Tunnel local ID: 51872, Tunnel remote ID: 8660
    Remote IP: 192.0.2.20:1701
    Sessions: 5, State: Established
    Tunnel Name: 1/tunnel-test-2
    Local IP: 203.0.113.2:1701
    Local name: testlac, Remote name: ce-lns
    Effective Peer Resync Mechanism: silent failover

Nas Port Method: none
    Tunnel Logical System: default, Tunnel Routing Instance: default
    Max sessions: 128100, Window size: 4, Hello interval: 60
    Create time: Thu Jul 25 12:55:41 2013, Up time: 11:18:14
    Idle time: 00:00:00
    Statistics since: Thu Jul 25 12:55:41 2013
                        Packets        Bytes
      Control Tx            702        15.5k
      Control Rx            690         8.5k
      Data Tx            153.3k         6.6M
      Data Rx            126.3k         5.9M
      Errors Tx               0
      Errors Rx               0

Related
Documentation

LAC Interoperation with Third-Party LNS Devices on page 175•

• Configuring a Tunnel Profile for Subscriber Access on page 205

• Configuring an L2TP LAC on page 171
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Configuring UsernameModification for Subscriber Sessions

You can use subscriber session options to set parameters that modify a subscriber’s

username at login based on the subscriber’s access profile. This modification is also

called username stripping, because some of the characters in the username are stripped

away and discarded. The remainder of the string becomes the new, modified username.

Themodified username is used by an external AAA server for session authentication and

accounting. This capability can be useful, for example, in Layer 2 wholesale

implementations, where the network service providers employ usernamemodification

to direct subscribers to the appropriate retail enterprise network.

Themodification parameters are applied according to a subscriber access profile that

also determines the subscriber and session context; that is, the logical system:routing

instance (LS:RI) used by the subscriber. Only the default (master) logical system is

supported. Because the wholesaler differentiates betweenmultiple retailers by placing

each in a different LS:RI, the usernames are appropriately modified for each retailer.

You can select up to eight characters as delimiters to mark the boundary between the

discarded and retained portions of the original username; there is no default delimiter.

The portion of the name to the right of the selected delimiter is discarded alongwith the

delimiter. By configuring multiple delimiters, a given username structure can result in

differentmodified usernames. You can configure the direction inwhich the original name

isparsed todeterminewhichdelimitermarks theboundary. Bydefault, theparsedirection

is from left to right.

To configure usernamemodification:

1. Define a profile consisting of a set of AAA options for authorizing and configuring a

subscriber or set of subscribers with a subscriber access profile.

a. Specify the name of the subscriber access profile that includes the username

stripping configuration.

[edit access aaa-options aaa-options-name]
user@host# access-profile profile-name

b. (Optional) Specify the logical-system:routing-instance (LS:RI) that the subscriber

session uses for AAA (RADIUS) interactions like authenticating and accounting.

For example, thismay correspond to the LS:RI for a retail ISP that provides services

to the subscriber.

[edit access aaa-options aaa-options-name]
user@host# aaa-context aaa-context-name

c. (Optional) Specify the logical-system:routing-instance (LS:RI) in which the

subscriber interface is placed. For example, thismay correspond to the LAC-facing

interface on the LNS that is accessed by all requests from a subscriber residence.

[edit access aaa-options aaa-options-name]
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user@host# subscriber-context subscriber-context-name

2. Configure the session options in the access profile that specify how usernames are

stripped.

a. Specify one or more delimiters to mark the boundary between the discarded and

retained portions of the original username.

[edit access profile profile-name session-options strip-user-name]
user@host# set delimiter [ delimiter ]

b. (Optional) Specify the direction inwhich the original username is examined to find

a delimiter. The default direction is left-to-right.

[edit access profile profile-name session-options strip-user-name]
user@host# set parse-direction (left-to-right | right-to-left)

3. (Optional) Specify that the AAA options are on a per-interface basis when dynamic

subscribers are authenticated.

[edit dynamic-profiles profile-name interfaces "$junos-interface-ifd-name" unit
“$junos-interface-unit” ppp-options]

user@host# set aaa-options aaa-options-name

4. (Optional) Specify that the AAA options are part of the PPP options in a group profile

that applies to tunneled PPP subscribers at the LNS.

[edit access group-profile profile-name ppp]
user@host# set ppp-options aaa-options aaa-options-name

In the following example, the AAA options profile, aaa1, specifies a subscriber access

profile, entA, for subscribers in the default logical system and routing instance 1. The

access profile, entA, specifies that usernames are examined from left to right until the

delimiter, @, is found. The AAA options profile is applied to tunneled PPP subscribers

that belong to the group profile, FD1.

[edit access aaa-options aaa1]
user@host# access-profile entA
user@host# aaa-contextmaster:1

[edit access profile entA session-options strip-user-name]
user@host# set delimiter@
user@host# set parse-direction left-to-right

[edit access group-profile FD1 ppp]
user@host# set ppp-options aaa-options aaa1

Given that configuration, suppose a subscriber attempts to log in with the username,

user1@example.com.When this name is examined, the delimiter and the string

example.com are discarded, leaving amodified username of user1. Note that the result

is the same if the parse direction is set to examine the name from right to left, because

only one delimiter is defined and only one is present in the original username.
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Now suppose the subscriber logs in with the username, user1@test@example.com. For

a username like this, the parsing directionmakes a difference in themodified username.

The configuration determines that the first instance of the delimiter @ is found first,

because the name is parsed from left to right. This delimiter and the string

test@example.com are discarded, leaving user1 as the modified username.

What happens when the configuration sets a different parsing direction?

[edit access profile entA session-options strip-user-name]
user@host# set delimiter@
user@host# set parse-direction right-to-left

In this case, for the username user1@test@example.com, the second instance of the

delimiter is identified and it is discarded with the string@example.com. Themodified

username is user1@test.

You can achieve the same results of different modified usernames based on parse

direction by configuringmore than one delimiter as in the following configuration, where

you specify two delimiters, @ and /.

[edit access profile entA session-options strip-user-name]
user@host# set delimiter [@ /]
user@host# set parse-direction left-to-right

For theusernameuser1@bldg1/example.com,parsing left to right identifies the@delimiter

first and themodified username is user1. Parsing right to left instead, identifies the /

delimiter first andstrips it awaywith thestringexample.com, leavingamodifiedusername

of user1@bldg1.

Related
Documentation

• Understanding Session Options for Subscriber Access
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• ApplyingPPPAttributes toL2TPLNSSubscriberswithaUserGroupProfileonpage238

• ApplyingPPPAttributes toL2TPLNSSubscribersper InlineService Interfaceonpage236

• Configuring Subscriber Session Timeout Options
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CHAPTER 21

Configuring L2TP LAC Tunneling for
Subscribers

• LAC Tunnel Selection Overview on page 181

• L2TP Session Limits Overview on page 197

• Limiting the Number of L2TP Sessions Allowed by the LAC or LNS on page 202

• Setting the Format for the Tunnel Name on page 204

• Configuring a Tunnel Profile for Subscriber Access on page 205

• Configuring the L2TP LAC Tunnel Selection Parameters on page 207

• Configuring LAC Tunnel Selection Failover Within a Preference Level on page 208

• ConfiguringWeighted Load Balancing for LAC Tunnel Sessions on page 209

• Configuring Destination-Equal Load Balancing for LAC Tunnel Sessions on page 209

• Enabling the LAC for IPv6 Services on page 210

LAC Tunnel Selection Overview

When a user logs in to a domain, the PPP client contacts the LAC establish a connection.

The LAC has to find a destination in the domain and a tunnel that can reach it. The

association between destinations, tunnels, and domains is provided by a tunnel profile

either in a domainmap in the subscriber’s access profile or in the Tunnel-Group attribute

(VSA 26-64) received from a RADIUS server. The RADIUS attribute takes precedence

over a profile specified in adomainmap. The tunnel profile includes a list of tunnels; each

tunnel is associated with a destination IP address and with a tunnel preference level.

L2TP enables you to specify:

• Up to 31 destinations for a domain.

• Up to eight levels of tunnel preference. The preference level determines the order in

which the LAC attempts to use an existing tunnel (or establish a new one) to a

destination in the user’s requested domain.

NOTE: Zero (0) is thehighest levelofpreference; this is themost-preferred
level.
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If two tunnels both reach valid destinations within a domain, the LAC first selects the

tunnel with the highest preference level. For example, when Tunnel A has a preference

level of 1 and Tunnel B has a preference level of 4, the LAC attempts to use Tunnel A

first.

• Up to 31 destinations for a single preference level.

When the LAC determines that a PPP session should be tunneled, it selects a tunnel

from the set of tunnels associated with either the PPP user or the PPP user’s domain by

a tunnel profile.

Tunnel selection is affected by the following configurations:

• Failover between preference levels—By default, when a tunnel to a valid destination

is not selected within a preference level, the selection process fails over to the next

level; that is, the LAC drops down to the next lower level to continue the search for a

suitable tunnel. See “SelectionWhenFailoverBetweenPreferenceLevels IsConfigured”

on page 184 for more information.

• Failover within a preference level—In this case, the LAC does not limit its attempts to

establish a session to only a single tunnel at a preference level. If the attempt fails

through the selected tunnel, the selection process fails over within that same level by

selectinganother suitable tunnel toavaliddestination.TheLACcontinues itsconnection

attempts within the level until no more tunnels to a valid destination are available at

that level. Then the LAC drops down to the next lower level to continue the search.

See “SelectionWhen FailoverWithin a Preference Level Is Configured” on page 189 for

more information.

• Maximum sessions per tunnel—When themaximum number of sessions allowed per

tunnel is configured, the LAC takes that setting intoaccountduring the tunnel selection

process. Themaximum number of sessions per tunnel can be configured bymeans of

the RADIUS Tunnel-Max-Sessions VSA [26-33] or by including themax-sessions

statement in a tunnel profile.

When a randomly selected tunnel has a current session count equal to its maximum

session count, the LAC does not attempt to connect to a destination with that tunnel.

Instead, it selects an alternate tunnel from the set of tunnels at that preference level

that have valid destinations in the domain. If no such tunnels exist at the current

preference level, the LAC drops to the next preference level tomake the selection. This

process is consistent, regardless of which failover scheme is currently running on the

LAC.

When themaximumnumber of sessions is not configured for a tunnel, then that tunnel

has no upper limit on the number of sessions it can support. By default, themaximum

sessions value is 0 (zero), which allows unlimited sessions in the tunnel.

• Weighted loadbalancing—This balancingmethoduses aprobability-based evaluation

of tunnel weight to distribute sessions across tunnels. The LAC still selects tunnels

randomly within a preference level, but on average the sessions are distributed across

tunnels in relationship to theweightof the tunnels. Theweightof a tunnel is determined

by the tunnel’s maximum session limit and themaximum session limits of the other
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tunnels at the same preference level. See “Weighted Load Balancing” on page 191 for

more information.

• Destination-equal load balancing—This session-balancing method evaluates tunnels

according to the number of sessions to the destination and the number of sessions

carried by the tunnel in order to spread the session load equally among all tunnels. The

tunnel with a destination that has the lowest session count is determined to have the

lightest load. This process operates on tunnels at the highest available preference

level. See “Destination-Equal Load Balancing” on page 192 for more information.

Take the following information intoconsideration tounderstand the tunnelanddestination

selection process and failover:

• More than one tunnel may be able to reach a destination, and those tunnels can have

the same preference level or different preference levels.

• Thetunnel selected toestablish thesubscriber sessionmay itself alreadybeestablished.

meaning that it has currently active sessions. Alternatively, the LACmight have to

establishanewtunnel to thedestination if no tunnel capableof reaching thedestination

is already established.

• A valid destination meets the following criteria:

• It is reachable by a tunnel that has not met its maximum session limit.

• It has not yet been contacted for the current subscriber login request.

• It can be either locked or unlocked.

• A locked destination is one for which the destination lockout timer is running. Locked

destinations are placed on a lockout list until the timer expires or is cleared (reset to

zero). Destinations on the list cannot be contacted to establish a session.

• An unlocked destination is one for which the destination lockout timer is zero.

• When the LAC discovers valid destinations that are locked, it places them on the

DestinationsLockedNotContacted list, which is different than the lockout list that

includesall locked-outdestinations.TheDestinationsLockedNotContacted list includes

only locked destinations that the LAC has not yet attempted to contact for the current,

in-progresssubscriber login.TheDestinationsLockedNotContacted listdoesnot include

destinations that the LAC locks out after it has attempted and failed to establish a

connection.

• You can use the clear services l2tp destination lockout command tomanually clear all

lockeddestinationsor only lockeddestinations thatmatch the specified local or remote

gateway address. Youmight use the command if, for example, you want to clear a

specific destination so that it gets priority within a preference level.

• The failover behavior that is part of the tunnel selection process applies only when the

destination is unreachable for one of the following reasons:

• The LNS fails to return an SCCRPmessage in response to the SCCRQmessage from

the LAC after the maximum number of retransmission attempts.
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• The tunnel is established, but the LNS does not return an ICRPmessage in response

to the ICRQ from the LAC after the maximum number of retransmission attempts.

• This failover behavior does not apply in the following circumstances:

• The client terminates the connection.

• The tunnel is established, but the LNS sends a CDNmessage while the LAC is

attempting to establish the session with the LNS, resulting in the failure of the

subscriber login attempt.

SelectionWhen Failover Between Preference Levels Is Configured

When a user tries to log in to a domain in a default configuration—that is, when failover

within a preference level and load balancing are not configured—the LAC searches for

valid destinations to the requested domain, starting at the highest tunnel preference

level. If no valid destination is found, or the attempt to connect to a destination fails, the

LAC drops down to the next lower level to continue searching. The search process is the

same for all levels except for the lowest:

1. Thesearchbeginsby identifying tunnelswith validdestinationsat thepreference level

from among all the tunnels specified in the domain’s tunnel profile.

2. All locked, valid destinations are placed on theDestinationsLockedNotContacted list.

No attempt is made to contact any of these destinations.

3. From among the unlocked, valid destinations, the LAC selects one at random and

attempts to connect through the associated tunnel; if the tunnel has no current

sessions, then the LACmust establish the tunnel.

NOTE: Randomselection is thedefault behavior. Thebehavior is different
when weighted load balancing or destination-equal load balancing is
configured. See “SelectionWhen Distributing the Session Load Across
Multiple LNSs” on page 191 for information about load balancing.

• If the attempt is successful, the LAC reports the successful login to the PPP client.

The LAC also clears all destinations on the DestinationsLockedNotContacted list.

• If the LAC receives no response, it retries the attempt up to the maximum retry

number. If the LAC exhausts the retries without receiving a reply, the attempt is

considered unsuccessful and the LACmarks the destination as unreachable by

locking out the destination. It places the destination on the lockout list and starts

the destination lockout timer.

4. What the LAC does next depends on the current preference level.

• If it is not the lowest preference level, then the LAC drops to the next lower

preference level and continues the search process.

• If it is the lowest preference level and the DestinationsLockedNotContacted list is

not empty, then the LAC unlocks all destinations in the
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DestinationsLockedNotContacted list and jumps back up to the highest preference

level and restarts the search process.

• If it is the lowest preference level and the DestinationsLockedNotContacted list is

empty—meaning that all valid destinations have been attempted—then the LAC

reports a failed login to the PPP client.

5. When the valid destinations at one level are all locked, what the LAC does next

depends on the current preference level.

• If it is not the lowest preference level, then the LAC drops to the next lower

preference level and continues the search process.

• If it is the lowest preference level, the LAC selects the locked, valid destination with

the shortest remaining lockout time. It clears the lockout timer and attempts to

connect to the destination and establish a session.

• If theattempt is successful, the LAC reports the successful login to thePPPclient.

• If the attempt fails and the DestinationsLockedNotContacted list is

empty—meaning that all valid destinations have been attempted—then the LAC

reports a failed login to the PPP client.

• If the attempt fails and the DestinationsLockedNotContacted list is not empty,

then the LAC unlocks all destinations in the DestinationsLockedNotContacted

list, jumpsbackup to thehighest preference level, and restarts the searchprocess.

6. When no valid destinations are present, what the LAC does next depends on the

current preference level.

• If it is not the lowest preference level, then the LAC drops to the next lower

preference level and continues the search process.

• If it is the lowest preference level and the DestinationsLockedNotContacted list is

empty—meaning that all valid destinations have been attempted—then the LAC

reports a failed login to the PPP client.

• If it is the lowest preference level and the DestinationsLockedNotContacted list is

not empty, then the LAC unlocks all destinations in the

DestinationsLockedNotContacted list, jumps back up to the highest preference

level, and restarts the process.

7. The search and failover process cycles through the levels until either a session is

established or all valid destinations have been attempted—no destinations remain

on the DestinationsLockedNotContacted list—and the login fails.

Figure 12onpage 186 illustrates thepossibleconditionsanddecisionpoints thatdetermine

theselectionofadestinationandcorresponding tunnel for thedefault case,where failover

occurs between tunnel preference levels.

185Copyright © 2017, Juniper Networks, Inc.

Chapter 21: Configuring L2TP LAC Tunneling for Subscribers



Figure 12:DestinationandTunnelSelectionProcesswithFailoverBetween
Preference Levels

For example, suppose that the tunnel profile includes the following tunnels, each with a

valid destination:

• Preference 0, Tunnel 1, 192.168.10.10

• Preference 1, Tunnel 2, 192.168.22.22
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• Preference 1, Tunnel 3, 192.168.33.33

• Preference 2, Tunnel 4, 192.168.44.44

Failover within preference and load balancing are not configured.

When a PPP user tries to connect to the domain, the LAC acts as follows:

1. At thehighest preference level, 0, the LACselectsTunnel 1 because it is theonly tunnel

in the level with a valid destination. The LAC attempts to reach 192.168.10.10.

2. This connection attempt fails, so the LAC locks out 192.168.10.10. It is not considered

again during this login attempt, and cannot be considered for any login attempt until

the destination lockout timer expires.

3. The LAC drops (fails over) to the next level, preference level 1, to reach a destination

for the domain. The LAC randomly selects between 192.168.22.22 through Tunnel 2

and 192.168.33.33 through Tunnel 3. It selects 192.168.22.22 and attempts to connect

through Tunnel 2.

4. The connection attempt to 192.168.22.22 fails, so the LAC locks out 192.168.22.22. It

is not considered again during this login attempt, and cannot be considered for any

login attempt until the destination lockout timer expires.

NOTE: Even though Tunnel 3 has an unlocked, valid destination, the LAC
cannot now select that tunnel to reach 192.168.33.33, because the LAC
canmake only one attempt to reach a valid destination each time it
searches in a levelwhen the failovermethod is betweenpreference levels.

5. The LAC drops to the final (lowest) level in this example, preference level 2. The LAC

selects Tunnel 4 because it is the only tunnel in the level with a valid destination. The

LAC attempts to reach 192.168.44.44.

6. Theconnectionattempt to 192.168.44.44also fails, so theLAC locksout 192.168.44.44.

It is not considered again during this login attempt, and cannot be considered for any

login attempt until the destination lockout timer expires.

7. Because this is the lowest level, and the DestinationsLockedNotContacted list is

empty, the LAC rejects the login request from the PPP client.

Destinations 192.168.10.10, 192.168.22.22, and 192.168.44.44 were locked out, but not

added to the DestinationsLockedNotContacted list because the LAC locked them

out after attempting to connect. Destination 192.168.33.33 was not contacted, but

not added to the DestinationsLockedNotContacted list because it is not locked out.

8. Theclient tries to log inagainand theLAC repeats the tunnel selectionprocess, starting

over at preference level 0 to check for an unlocked, valid destination, and cycling

through the levels as needed.

9. At preference level 0, 192.168.10.10 is the only valid destination and is still locked out,

so the LAC cannot attempt to connect to the destination. The LAC adds 192.168.10.10

to the DestinationsLockedNotContacted list and then drops to preference level 1.

187Copyright © 2017, Juniper Networks, Inc.

Chapter 21: Configuring L2TP LAC Tunneling for Subscribers



NOTE: Remember that the destination lockout timer applies globally, so
it persists acrossmultiple subscriber logins. The
DestinationsLockedNotContacted list applies only to a given subscriber
login and does not persist. Even though the LAC contacted 192.168.10.10
for this subscriber, it was during a previous login attempt. In this login
attempt, it cannot contact the destination because of the lockout, and
consequently places the destination on the
DestinationsLockedNotContacted list.

10. At preference level 1, 192.168.22.22 is still locked out, so the LAC adds 192.168.22.22

to the DestinationsLockedNotContacted list. 192.168.33.33 is still available. The LAC

attempts to connect to 192.168.33.33 through Tunnel 3.

11. This connection attempt fails, so the LAC locks out 192.168.33.33. It is not considered

again during this login attempt, and cannot be considered for any login attempt until

the destination lockout timer expires. The LAC drops to preference level 2.

12. 192.168.44.44 is still locked out, so the LAC adds 192.168.44.44 to the

DestinationsLockedNotContacted list.

13. This is the lowestpreference level, but this time theDestinationsLockedNotContacted

list is not empty; it contains 192.168.10.10, 192.168.22.22, and 192.168.44.44. The LAC

unlocks all destinations on the DestinationsLockedNotContacted list and then jumps

back to the highest preference level.

14. At preference level 0, the LAC attempts to connect to 192.168.10.10 because it was

unlocked. The LAC establishes the session and reports the successful login to the

PPP client.

Although the LAC does not attempt to contact a destination that is locked out, there is

a special case when the LAC has reached the lowest preference level. The level must

havemore than one valid destination and all of themmust be locked out. For example,

suppose that the tunnel profile includes the following tunnels, each with a valid

destination:

• Preference 0, Tunnel 1, 192.168.10.10

• Preference 1, Tunnel 2, 192.168.22.22. The destination is locked out with the lockout

timer currently at 245 seconds.

• Preference 1, Tunnel 3, 192.168.33.33. The destination is locked out with the lockout

timer currently at 180 seconds.

Failover within preference and load balancing are not configured.
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When a PPP user tries to connect to the domain, the LAC acts as follows:

1. At thehighest preference level, 0, the LACselectsTunnel 1 because it is theonly tunnel

in the level with a valid destination. The LAC attempts to reach 192.168.10.10.

2. This connection attempt fails, so the LAC locks out 192.168.10.10. It is not considered

again during this login attempt, and cannot be considered for any login attempt until

the destination lockout timer expires.

3. The LAC drops to the next level, preference level 1, to reach a destination for the

domain. Both valid destinations at this level, 192.168.22.22 and 192.168.33.33, are

locked out.

4. The LAC adds both destinations to the DestinationsLockedNotContacted list.

5. Because this is the lowest preference level, the LAC determines which destination

has a shorter remaining lockout time. It selects 192.168.33.33 because it has a shorter

remaining lockout time (180 seconds) than 192.168.22.22 (245 seconds). The LAC

unlocks 192.168.33.33 and attempts to connect through Tunnel 3. As a consequence,

the LAC also removes 192.168.33.33 from the DestinationsLockedNotContacted list.

6. The connection attempt is successful and a session is established to 192.168.33.33.

The LAC reports a successful login to the PPP client.

SelectionWhen FailoverWithin a Preference Level Is Configured

Whenyouconfigure failoverwithinapreference level, thedestinationand tunnel selection

process is the same as for the default configuration, with one exception: the LAC is not

limited to only one connection attempt at a preference level. When the LAC tries to

connect toanunlocked, validdestinationand isunsuccessful, it locksout thatdestination

but does not immediately drop down to the next lower level. Instead, if another unlocked,

valid destination is available at the same preference level, the LAC attempts to connect

to that destination. If the LAC does not connect, then it continues to try to reach a

destinationwithin that preference level until nomore unlocked, valid destinations remain

to beattempted. At that point the LACdrops down to search at the next lower preference

level. At each level, the LAC searches for and attempts to connect to a valid destination

until no unlocked, valid destinations are available.

For example, suppose that the tunnel profile specifies the following tunnels and

destinations. Load balancing is not configured. All destinations are valid; all are unlocked

except 192.168.3.3. The preference levels for the tunnels are assigned as follows:

• Preference 0, Tunnel 1, 192.168.1.1, unlocked

• Preference 0, Tunnel 2, 192.168.2.2, unlocked

• Preference 0, Tunnel 3, 192.168.3.3, lockout timer 100 seconds

• Preference 1, Tunnel 4, 192.168.4.4, unlocked

• Preference 1, Tunnel 5, 192.168.5.5, unlocked

189Copyright © 2017, Juniper Networks, Inc.

Chapter 21: Configuring L2TP LAC Tunneling for Subscribers



In this example, when aPPP user tries to connect to the domain, the LAC acts as follows:

1. TheLAC randomly selects between the twounlocked, valid destinationsat preference

level 0, 192.168.1.1 through Tunnel 1 and 192.168.2.2 through Tunnel 2. It chooses

192.168.2.2 and attempts to connect through Tunnel 2.

2. The connection attempt to 192.168.2.2 fails, so the LAC locks out 192.168.2.2. It is not

considered again during this login attempt, and cannot be considered for any login

attempt until the destination lockout timer expires.

3. The LAC then attempts to connect to 192.168.1.1 through Tunnel 1 at preference level

0.

4. The connection attempt to 192.168.1.1 fails, so the LAC locks out 192.168.1.1. It is not

considered again during this login attempt, and cannot be considered for any login

attempt until the destination lockout timer expires.

5. 192.168.3.3 throughTunnel 3 is the only remaining valid destination at preference level

0, but it is locked. The LAC adds 192.168.3.3 to the DestinationsLockedNotContacted

list. The LAC did not add 192.168.1.1 and 192.168.2.2 to the

DestinationsLockedNotContacted list, because it locked them out after attempting

to contact them.

6. Because level 0 has nomore unlocked, valid destinations, the LAC drops to the next

level, preference level 1, to reach a destination for the domain.

7. At preference level 1, the LAC randomly selects 192.168.4.4 and attempts to connect

through Tunnel 4.

8. The connection attempt to 192.168.4.4 fails, so the LAC locks out 192.168.4.4. It is not

considered again during this login attempt, and cannot be considered for any login

attempt until the destination lockout timer expires.

9. The LAC then attempts to connect to 192.168.5.5 through Tunnel 5 at preference level

1.

10. The connection attempt to 192.168.5.5 fails, so the LAC locks out 192.168.5.5. It is not

considered again during this login attempt, and cannot be considered for any login

attempt until the destination lockout timer expires. Level 1 has nomore unlocked,

valid destinations. Because the DestinationsLockedNotContacted list is not empty,

the LAC unlocks all the destinations on the list—in this case, 192.168.3.3—and jumps

back up to the highest preference level, 0.

11. 192.168.3.3 is now the only unlocked destination at preference level 0, so the LAC

attempts to connect to it through Tunnel 3.

12. The connection attempt to 192.168.3.3 fails, so the LAC locks out 192.168.3.3. It is not

considered again during this login attempt, and cannot be considered for any login

attempt until the destination lockout timer expires.

13. Because level 0 has nomore unlocked, valid destinations, the LAC drops to the next

level, preference level 1.

14. Preference level 1 has no unlocked, valid destinations. The

DestinationsLockedNotContacted is empty because the LAC has contacted all valid
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destinations at both preference levels. The LAC rejects the login request from thePPP

client.

SelectionWhen Distributing the Session Load AcrossMultiple LNSs

Multiple tunnel profiles can be configured on the LAC; some tunnels may share

destinations.When the LAC tunnels the session for a PPP subscriber to the LNS, a tunnel

has to be selected for the subscriber session. The tunnel selection process chooses a

tunnel with the highest preference that has a reachable destination. By default, the LAC

selects a tunnel at random from amongmultiple tunnels that meet the same criteria.

Alternatively, you can configure load balancing to enable different selection choices.

Both load-balancing methods affect which tunnels and destinations the LAC selects,

but the selection and failover process otherwise remains the same.

NOTE: Weighted load balancing and destination-equal load balancing are
mutually exclusive. You can enable only one or the other.

Weighted Load Balancing

Weighted load balancing evaluates tunnels according to their weight. The weight of a

tunnel is determined by the tunnel’s maximum session limit and themaximum session

limits of the other tunnels at the same preference level. The tunnel with the highest

maximum session limit has the highest weight in that preference level. The tunnel with

the next-highest maximum session limit has the next-highest weight, and so on. The

tunnel with the lowest maximum session limit has the lowest weight.

NOTE: Tunnel selection and session distribution are probability based; the
load is not strictly distributed according to weight.

When you configure weighted load balancing, the LAC still selects tunnels randomly

within a preference level, but on average the sessions are distributed across tunnels in

relationship to the weight of the tunnels.

Withweighted load balancing, the LACgenerates a randomnumberwithin a range equal

to the aggregate total of all session limits for all tunnels in the preference level. It

associates part of the range—a pool of numbers—with each tunnel proportional to the

tunnel weight. A tunnel with a higher weight is associated with a greater portion of the

range—a larger pool—than a tunnel with a lower weight. A tunnel is selected when the

random number is in its associated pool of numbers. The random number is more likely,

on average, to be in a larger pool, so a tunnel with a higher weight (larger pool) is more

likely to be selected than a tunnel with a lower weight (smaller pool).

For example, consider a preference level that has only two tunnels, 1 and 2. Tunnel 1 has

amaximum limit of 1000 sessions and Tunnel 2 has a limit of 2000 sessions, resulting

in an aggregate total of 3000 sessions. The LAC generates a random number from a

pool of 3000 in the range from 0 through 2999. A pool of 1000 numbers, the portion of

191Copyright © 2017, Juniper Networks, Inc.

Chapter 21: Configuring L2TP LAC Tunneling for Subscribers



the range from 0 through 999, is associated with Tunnel 1. A pool of 2000 numbers, the

portion of the range from 1000 through 2999, is associated with Tunnel 2.

• When the generated number is less than 1000, then Tunnel 1 is selected, even though

it has a lower weight (1000) than Tunnel 2 (2000).

• When the generated number is 1000 or larger, then Tunnel 2 is selected.

Because the pool of possible generated numbers for Tunnel 2 (2000) is twice that for

Tunnel 1 (1000), Tunnel 2, on average, is selected twice as often as Tunnel 1.

Destination-Equal Load Balancing

Destination-equal loadbalancing evaluates tunnels according to the number of sessions

to the destination and the number of sessions carried by the tunnel in order to spread

the session load equally among all tunnels. The tunnel with a destination that has the

lowest session count is considered to have the lightest load. This process operates on

tunnels at the highest available preference level and uses the following guidelines:

• When each tunnel goes to a separate destination and only one destination has the

lowest session count among all destinations, the LAC selects the tunnel to that

destination.

• When each tunnel goes to a separate destination andmore than one destination has

the same lowest session count, the LAC selects a tunnel at random from among the

tunnels to these destinations.

• Whenmore than one tunnel goes to the same destination and that destination has

the lowest destination session count, the LAC selects from among these tunnels the

one that has the lowest total number of tunnel sessions. If the tunnel session count is

the same for all these tunnels, then the LAC selects one of them at random.

Consider the following scenarios to better understand tunnel selection behavior when

destination-equal load balancing is enabled.

InScenario 1, every tunnel hasadifferent validdestinationandonly thedestination session

count is evaluated:

• Tunnel 1, preference level 1, 192.168.1.1, destination session count = 200

• Tunnel 2, preference level 1, 192.168.2.2, destination session count = 50

• Tunnel 3, preference level 1, 192.168.3.3, destination session count = 300

• Tunnel 4, preference level 1, 192.168.4.4, destination session count = 100
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When the firstPPPuser tries to connect to thedomain, theLACselectsTunnel 2, because

it is at the highest preference level, 1, and has the valid destination, B, with the lowest

session count, 50.

When additional PPP users try to connect to the domain, the LAC acts as follows:

1. Tunnel 2 continues to be selected until the session count for 192.168.2.2 equals 100,

matching the next lowest session count, 192.168.4.4’s in Tunnel 4.

2. When the next subscriber logs in, the LAC randomly selects between Tunnel 2 and

Tunnel 4, because their destinations have the same session count, and it is lower than

that for the other destinations.

3. Whichever tunnel is selected from this pair, the session count for its destination is

now 101. The other tunnel is selected when the next subscriber logs in, because it has

the lower destination session count of 100. This raises its destination session count

to 101, matching the other tunnel.

4. As subscribers continue to log in, the LAC repeats this process, randomly selecting

between Tunnel 2 and Tunnel 4 when their session counts match and then selecting

the other tunnel with the next subscriber, until their destination session counts both

reach 200, matching Tunnel 1.

5. When the next subscriber logs in, the LAC now randomly selects among Tunnel 1,

Tunnel 2, and Tunnel 4, because 192.168.1.1, 192.168.2.2, 192.168.3.3 all have the same

session count of 200. The destination session count is raised for the selected tunnel

to 201, so for the next subscriber, the LAC randomly selects between the other two

tunnels. Now two tunnels have a destination session count of 201, so the LAC selects

the remaining tunnel for the next subscriber.

6. As subscribers continue to log in, the LAC repeats this process, randomly selecting

among Tunnel 1, Tunnel 2, and Tunnel 4 when their session counts match, randomly

selecting between the remaining pair for the next subscriber, and then selecting the

remaining tunnel, so the destination session counts for these three tunnels match

again. This pattern continues until the destination session count for all three tunnels

reaches 300, matching Tunnel 3.

7. Now the destinations for all four tunnels have the same session count. Because there

are only four tunnels, the final pattern is established. The LAC first randomly selects

among all four tunnels, then the remaining three, then the remaining pair, and finally

selects the last tunnel.When the destination session counts are all the same, the LAC

starts this pattern again.

In Scenario 2, two tunnels share the same valid destination. The tunnel session count

and the destination session count are both evaluated:

• Tunnel 1, preference level 1, tunnel session count = 120, 192.168.1.1, destination session

count = 200

• Tunnel 2, preference level 1, tunnel session count = 80, 192.168.1.1, destination session

count = 200

• Tunnel 3, preference level 1, 192.168.2.2, destination session count = 300

• Tunnel 4, preference level 2, 192.168.3.3, destination session count = 100
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When the first PPP user tries to connect to the domain, the LAC first selects between

destinations. The tunnels for both 192.168.1.1 and 192.168.2.2 are at preference level 1.

The LAC selects 192.168.1.1, because it has a lower session count (200) than 192.168.2.2

(300). The LAC then has to choose between Tunnel 1 and Tunnel 2 because both go to

192.168.1.1. The LAC evaluates the tunnel session count. Tunnel 2 has a lower count (80)

than Tunnel 1 (120), so the LAC selects Tunnel 2 for the first subscriber.

When additional PPP users try to connect to the domain, the LAC acts as follows:

1. Tunnel 2 continues to be selected until its tunnel session count increases to 120,

matching Tunnel 1.

2. When the next subscriber logs in, the LAC randomly selects between Tunnel 1 and

Tunnel 2, because they have the same tunnel session count. The tunnel session count

of the selected tunnel is raised to 121.

3. When the next subscriber logs in, the LAC selects the other tunnel to 192.168.1.1,

because it has a lower tunnel session count. From this point, the LAC continues to

alternate, firstmaking a randomselection betweenTunnels 1 and 2and then selecting

theother tunnel, until thedestination sessioncount rises to300,matching thesession

count for 192.168.2.2 in Tunnel 3. (At this point, the tunnel session count is 150 for both

Tunnel 1 and Tunnel 2.)

4. For the next subscriber, the LAC randomly selects among Tunnels 1, 2, and 3.

• If the LAC selects either Tunnel 1 or Tunnel 2, the 192.168.1.1 session count rises to

301. Consequently the LAC selects Tunnel 3 for the next subscriber because the

192.168.2.2 session count is still 300. At this point, both destinations have the same

session count again.

• If the LAC selects Tunnel 3, the 192.168.2.2 session count rises to 301. For the next

subscriber, the LAC randomly selects between Tunnel 1 and Tunnel 2 because they

both go to 192.168.1.1. Whichever one the LAC selects, the 192.168.1.1 session count

rises to 301. At this point, both destinations have the same session count again.

NOTE: The tunnel session count for Tunnels 1 and 2 is no longer
evaluated; the LAC only considers the destination session count for
192.168.1.1 and 192.168.2.2.

This pattern continues for all subsequent subscribers.

InScenario3, each tunnel hasadifferent validdestinationandonly thedestinationsession

count is evaluated:

• Tunnel 1, preference level 1, 192.168.1.1, destination session count = 100

• Tunnel 2, preference level 1, 192.168.2.2, destination session count = 100

• Tunnel 3, preference level 1, 192.168.3.3, destination session count = 100

• Tunnel 4, preference level 1, 192.168.4.4, destination session count = 100
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When the first PPP user tries to connect to the domain, the LAC determines that the

destination session count is the same for all destinations for all four tunnels at the

preference level. Consequently, the LAC selects randomly among the four tunnels.

Suppose the LAC selects Tunnel 1 for the first subscriber.

When additional PPP users try to connect to the domain, the LAC acts as follows:

1. TheLACselects randomlyamongTunnels2, 3, and4,becauseDestinations 192.168.2.2,

192.168.3.3, and 192.168.4.4 all have the same session count, 100, which is lower than

the current session count for 192.168.1.1, 101.

2. Suppose the LAC selects Tunnel 2. For the next subscriber, the LAC randomly selects

between Tunnels 3 and 4, because 192.168.3.3 and 192.168.4.4 all have the same

session count, 100, which is lower than the current session count of 101 for 192.168.1.1

and 192.168.2.2.

3. Suppose the LAC selects Tunnel 3. For the next subscriber, the LAC selects Tunnel 4,

because 192.168.4.4 has a session count of 100, and all the other destinations have

a count of 101.

4. Now the destinations for all four tunnels have the same session count. Because there

are only four tunnels, the final pattern is established. As subscribers continue to log

in, the LAC first randomly selects among all four tunnels, then the remaining three,

then the remaining pair, and finally selects the last tunnel. When the destination

session counts are all the same, the LAC starts this pattern again.

In Scenario 4, the LAC evaluates both destination session limits and tunnel maximum

session limits:

• Tunnel 1, preference level 1, 192.168.1.1, destinationsessioncount=30, tunnelmaximum

session limit = 200

• Tunnel2, preference level 1, 192.168.2.2, destinationsessioncount=40, tunnelmaximum

session limit = 200

• Tunnel 3, preference level 1, 192.168.3.3, destination session count = 300, tunnel

maximum session limit = 1000

• Tunnel 4, preference level 2, 192.168.4.4, destination session count = 100

When the first PPPuser tries to connect to thedomain, the LAC selects Tunnel 1, because

192.168.1.1 has the lowest session count in the preference level.

When additional PPP users try to connect to the domain, the LAC acts as follows:

1. The LAC continues to select Tunnel 1 until the destination session count for 192.168.1.1

equals 40, matching the count for 192.168.2.2 in Tunnel 2.

2. When the next subscriber logs in, the LAC randomly selects between Tunnel 1 and

Tunnel 2, because their destinations have the same session count, and it is lower than

that for Tunnel 3 (300).

3. Whichever tunnel is selected from this pair, the session count for its destination is

now 41. The other tunnel is selected when the next subscriber logs in, because it has
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the lower destination session count of 40. This raises its destination session count to

41, matching the other tunnel.

4. As subscribers continue to log in, the LAC repeats this process, randomly selecting

between Tunnel 1 and Tunnel 2 when their session counts match and then selecting

the other tunnel with the next subscriber, until their destination session counts both

reach200,matching their tunnelmaximumsession limit of 200.Becauseboth tunnels

have reached their maximum session limit, they are not available for selection.

5. Assubscribers continue to log in, theLACselects the remaining tunnel in thepreference

level, Tunnel 3, until the sessioncount for its destination reaches themaximumsession

limit for the tunnel, 1000.

6. When the next subscriber logs in, the LAC drops to the next preference level and

selects Tunnel 4, because it is the only tunnel at this level.

7. As subscribers continue to log in, the LAC continues to select Tunnel 4, because no

maximum session limit is configured for this tunnel. The LAC can subsequently select

a tunnel in the higher preference level only when a session is terminated for one of

the tunnels at that level, dropping it’s session count below themaximum limit.

In Scenario 5, one of the destinations is locked:

• Tunnel 1, preference level 1, 192.168.1.1, destination session count = 100, destination

locked out

• Tunnel 2, preference level 1, 192.168.2.2, destination session count = 200

• Tunnel 3, preference level 1, 192.168.3.3, destination session count = 250

When the first PPP user tries to connect to the domain, the LAC cannot select Tunnel 1,

even though its destination has the lowest session count, because the tunnel is in the

destination lockout state. Tunnel 1 cannot be considered until it is out of the locked state.

The LAC selects Tunnel 2 because the session count for 192.168.2.2 is lower than for

192.168.3.3.

When additional PPP users try to connect to the domain, what happens next depends

on when 192.168.1.1 emerges from the lockout state. For as long as 192.168.1.1 is locked

out, the LACmakes the selections as follows:

1. The LAC continues to select Tunnel 2 until the session count for 192.168.2.2 equals

250, matching the count for 192.168.3.3 in Tunnel 3.

2. When the next subscriber logs in, the LAC randomly selects between Tunnel 2 and

Tunnel 3, because their destinations have the same session count, 250.

3. Whichever tunnel is selected from this pair, the session count for its destination is

now 251. The other tunnel is selectedwhen the next subscriber logs in, because it has

the lower destination session count of 250. This raises its destination session count

to 251, matching the other tunnel.

4. As subscribers continue to log in, the LAC repeats this process, randomly selecting

between Tunnel 2 and Tunnel 3 when their session counts match and then selecting

the other tunnel with the next subscriber.
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Whenever 192.168.1.1 emerges from the lockout state, the LAC selects Tunnel 1 for the

next subscriber because 192.168.1.1 has the lowest session count. The LAC continues to

do so until the session count for 192.168.1.1 matches the current session count for either

of the other destinations. From that point forward, the LAC alternates making a random

selection between tunnels with matching destination session counts and then

subsequently selecting the tunnel with the lowest count.

Whenever 192.168.1.1 emerges from the lockout state,

1. The LAC selects Tunnel 1 for the next subscriber because 192.168.1.1 has the lowest

session count.

2. The LAC continues to select Tunnel 1 until the session count for 192.168.1.1 matches

the current session count for either of the other destinations.

3. From that point forward, the LAC alternates making a random selection between

tunnels with matching destination session counts and then subsequently selecting

the tunnel with the lowest count.

Related
Documentation

Configuring the L2TP LAC Tunnel Selection Parameters on page 207•

• Configuring the L2TP Destination Lockout Timeout on page 163

• Configuring a Tunnel Profile for Subscriber Access on page 205

• Specifying a Tunnel Profile in a Domain Map

L2TP Session Limits Overview

When an L2TP session request is initiated, the LNS or LAC checks the number of current

active sessionsagainst themaximumnumberof sessionsallowed for thechassis, tunnels,

a tunnel group, a client (requesting host device), or a group of clients. New session

requests are rejected when the configured session limit is reached.

When a session is requested, the LNS checks for session limits in the following order:

chassis > tunnel > tunnel group > session-limit group > client

At each level, the LNS determines whether the current session count is less than the

configured limit. When that is true or when no limit is configured, the check passes and

the LNSproceeds to check the next level. If at any level the current session count is equal

to the configured limit, then the LNS rejects the session request and does not check any

other level. Otherwise, the session can be established.

Whenasession request is rejected for anexisting tunnel, aCall-Disconnect-Notify (CDN)

message with a result code and error code both set to 4 is returned in response to the

incoming-call request (ICRQ). When the rejected request is for a new tunnel, the tunnel

is establishedbut the session fails to comeup, causing the tunnel to comedownbecause

it has no sessions.

The LAC performs the same check, but only for the chassis and tunnel levels. The LAC

rejects requests by returning a PPP terminate message to the client.
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You can configure session limits for the chassis, all tunnels, a tunnel group, a group of

clients, or an individual client. The scenarios that follow describe what happens for

different configurations of session limits.

Scenario 1: Chassis Limit

In Table 14 on page 198, the current L2TP session count is 10,000 and the session limit is

configured as 10,000 at every level. When a new session is requested, the first check at

the chassis level fails, because the current session count matches the configured limit.

No further checks are performed at the other levels and the session request is rejected.

No new sessions are allowed at any level until the current session count drops below

10,000.

Table 14: Scenario 1, Chassis Limit

Session LimitCheck
Result

Current Session Count Displayed by
showservicesl2tpsummaryCommandConfigured Session LimitLevel

Fail10,00010,000Chassis

–10,00010,000Tunnel A

–10,00010,000Tunnel group B

–10,00010,000Session-limit group

–10,00010,000Client

Scenario 2: Tunnel Limit

In Table 15 on page 198, the current L2TP session count is 2000. When a new session is

requested, the first check at the chassis level passes because the configured limit allows

up to 10,000 sessions on the chassis, but only 2000 sessions are currently active. The

next check, at the tunnel level, fails, because the current session count matches the

configured limit tunnel limit of 2000 for tunnel A.

No further checks are performed at the other levels and the session request is rejected.

Table 15: Scenario 2, Tunnel Limit

Session Limit Check
Result

CurrentSessionCountDisplayedby
showservicesl2tpsummaryCommandConfigured Session LimitLevel

Pass200010,000Chassis

Fail20002000Tunnel A

–200010,000Tunnel group B

–20006000Session-limit group

–20006000Client

Copyright © 2017, Juniper Networks, Inc.198

Broadband Subscriber Access Protocols Feature Guide



No new sessions are allowed on tunnel A until its current session count drops below

2000 and the session check can pass. If that happens, then the other level checks pass

in this scenario because their configured limits are greater than their current counts.

The session limit of 2000 applies to all tunnels; that is, each active tunnel has an

independent limit of 2000 sessions. The failure of one tunnel has no effect on other

tunnels. A session request on any other tunnel passes, as long as the current session

count for that tunnel is less than 2000.

Scenario 3: Tunnel Group Limit

In Table 16 on page 199, the current L2TP session count is 2000. When a new session is

requested, the first check at the chassis level passes because the configured limit allows

up to 10,000 sessions on the chassis, but only 2000 sessions are currently active. The

second check, at the tunnel level, also passes for the same reason. The next check, at

the tunnel group level for tunnel group B, fails, because the current session count for

tunnel group Bmatches the configured limit tunnel group limit of 2000.

No further checks are performed at the other levels and the session request is rejected.

Table 16: Scenario 3, Tunnel Group Limit

Session Limit Check
Result

Current Session Count Displayed
by show services l2tp summary

CommandConfigured Session LimitLevel

Pass200010,000Chassis

Pass200010,000Tunnel A

Fail20002000Tunnel group B

–20006000Session-limit group

–20006000Client

Nonewsessionsareallowedon tunnel groupBuntil its current sessioncountdropsbelow

2000 and the session check can pass. If that happens, then the other level checks can

pass because their configured limits are greater than their current counts.

For tunnel groups, the session limit is configured on a per-group basis; that is, you cannot

specify a single limit that applies to all tunnel groups. The failure of any tunnel group has

no effect on other tunnel groups. In this scenario, a session request on any other tunnel

grouppasses, if the current session count for that group is less than its configured session

limit.

Scenario 4: Session-Limit Group Limit

In Table 17 on page 200, the current L2TP session count is 6000.When a new session is

requested, the check passes for the chassis, tunnel, and tunnel group because the

configured limit for each allows up to 10,000 sessions, but only 6000 sessions are
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currently active. The check at the session-limit group fails, because the current session

count for session-limit group slg1 matches the configured limit of 6000.

No further checksareperformedat the remaining level and the session request is rejected.

Table 17: Scenario 4, Session-Limit Group Limit

Session Limit Check
Result

Current Session Count Displayed
by show services l2tp summary

CommandConfigured Session LimitLevel

Pass600010,000Chassis

Pass600010,000Tunnel A

Pass600010,000Tunnel group B

Fail60006000Session-Limit group slg1

–20008000Client

No new sessions are allowed for any clients in session-limit group slg1 until the group’s

current sessioncountdropsbelow6000and thesessioncheckcanpass. If thathappens,

then the remaining level check can pass because its configured limit is greater than its

current count.

You can reconfigure a session-limit groupby removingor adding clientswithout affecting

any current sessions. The reconfiguration does affect the number of sessions available

to be established for the client group.

• If you remove a client, then the number of new sessions that can be established

increases by the number of that client’s current sessions.

• If you add a client, then the number of new sessions that can be established is reduced

by the number of that client’s current sessions. The new total of current sessions for

existing clients plus the newclient can exceed the configured limit for the session-limit

group. In this case, no sessions are dropped, but no new sessions can be established

until the session count drops below the configured group limit.

To explore this further, consider the following sequence of events:

1. Thesession-limit groupslg1 has twoclients, ent1-serviceAwithacurrent session count

of 3500 and ent1-serviceB with a current session count of 0. Because group slg1 has

a limit of 6000, nomore than 2500 sessions can be added for these clients:

6000 - 3500 = 2500

2. Then 1000 sessions are logged in for client ent1-service B. Now nomore than 1500

sessions can be added for these clients:

6000 - (3500 + 1000) = 1500
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3. Next, supposeyou removeclient ent1-serviceA fromthesession-limit group.Thegroup

session capacity increases to 5000 sessions:

6000 - 1000 = 5000

4. Finally, you add a new client, ent1-serviceC, to the session-limit group. This new client

currentlyhas8000active sessions. In this case, thesession-limit groupnowhas9000

sessions:

1000 + 8000 = 9000

Nosessions aredroppedeven though themaximumsession limit for the group, 6000,

is exceeded. No new sessions can be added until the session count drops from 9000

to below 6000.

Scenario 5: Individual Client Limit

InTable 18onpage201, thesessioncheckpasses for thechassis, tunnel, and tunnel group

because their configured limits are greater than their current session counts. The client,

ent1-serviceA, doesnotbelong toasession-limit-group.The limit check fails for theclient

because its current session count matches the configured limit of 6000.

Table 18: Scenario 5, Individual Client Limit

Session Limit Check
Result

Current Session Count Displayed
by show services l2tp summary

CommandConfiguredSessionLimitLevel

Pass600010,000Chassis

Pass600010,000Tunnel A

Pass60008000Tunnel group B

Fail60006000Client ent1-serviceA

No new sessions are allowed for this client until its current session count drops below

6000and the session check canpass. The failure of any independent client has noeffect

onother clients. In this scenario, a session request for anyother independent clientpasses,

if the current session count for that client is less than its configured session limit.

The session limit that youset for an individual client—one that is notpart of a session-limit

group—appliesonaper-tunnel-groupbasis.MultipleLACswith thesamesourcehostname

but different source IP addresses are treated as the same client.

Suppose you have three LACs, A, B, and C. All three have the same source hostname,

ce-lac. LAC A and LAC B establish sessions with an LNS through the gateway address

associated with tunnel group 1. LAC C establishes sessions through a different gateway

associated with tunnel group 2. Because the LACs have the same hostname, the client

configuration is the same for all three. However, the client session limit applies differently

to the LACs because of the tunnel groups.
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Suppose the client session limit is 100. Because LAC A and LAC B both create sessions

in tunnel group 1, they must share the client limit. That means that the total number of

sessions allowed for LAC A and LAC B combined is 100.

LAC C creates sessions in a different tunnel group, 2. Because the client session limit

applies per tunnel group, then LAC C is allowed 100 sessions, regardless of howmany

sessions LAC A and LAC B have already established.

Related
Documentation

L2TP Session Limits and Load Balancing for Service Interfaces on page 252•

• Limiting the Number of L2TP Sessions Allowed by the LAC or LNS on page 202

• L2TP for Subscriber Access Overview on page 145

• Configuring an L2TP LNSwith Inline Service Interfaces on page 233

• Configuring an L2TP LAC on page 171

Limiting the Number of L2TP Sessions Allowed by the LAC or LNS

You can place a limit on themaximumnumber of L2TP sessions allowed for the chassis,

all tunnels, a tunnel group, a group of clients, an individual client, or an individual service

interface or aggregated service interface. New session requests are rejected by the LNS

or LAC when the configured session limit is reached. Session requests are also rejected

when themaximum chassis limit has been reached, even when a configured limit is not

exceeded. Configurable session limits provide fine-grained control of the number of

sessions that a customer can have while connected over LACs in multiple locations.

NOTE: You cannot set the limit to bemore than the default maximum limit
for the chassis. For information about the default limit for the different MX
Series router models by Junos OS software release, see the Subscriber
Management Scaling Values (XLS) spreadsheet in the Downloads area at
http://www.juniper.net/techpubs/en_US/junos/information-products

/pathway-pages/subscriber-access/index.html.

To limit the number of sessions allowed on a chassis (LAC or LNS):

• Configure the maximum number of sessions.

[edit services l2tp]
user@host# setmaximum-sessions number

To limit the number of sessions per tunnel for all tunnels (LAC or LNS):

• Configure the maximum number of sessions.

[edit services l2tp tunnel ]
user@host# setmaximum-sessions number

You cannot set the limit to bemore than 65,535 sessions.
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To limit the number of sessions for all tunnels in a specific tunnel group (LNS):

• Configure the maximum number of sessions.

[edit services l2tp tunnel-group tunnel-group-name]
user@host# setmaximum-sessions number

To limit the number of sessions that are allowed on an individual service interface:

• Configure the maximum number of sessions.

[edit interfaces si-slot/pic/port]
user@host# set l2tp-maximum-session number

To limit the number of sessions that are allowed on an individual aggregated service

interface:

• Configure the maximum number of sessions.

[edit interfaces asinumber]
user@host# set l2tp-maximum-session number

NOTE: Theconfigurationapplies toallmember interfaces; the limit cannot
be configured for individual member interfaces of the aggregated service
interface.

To limit the number of sessions for a group of clients (LNS):

1. Configure the maximum number of sessions.

[edit services l2tp sessions-limit-group limit-group-name]
user@host# setmaximum-sessions number

2. Associate a client with the session-limit group.

[edit access profile profile-name client client-name l2tp]
user@host# set sessions-limit-group limit-group-name

To limit the number of sessions for a client that is not amember of a session-limit group

(LNS):

• Configure the maximum number of sessions.

[edit access profile profile-name client client-name]
user@host# setmaximum-sessions number

NOTE: Configuring the session limit at any level to be less than the number
of sessions that currently exist at that level hasnoeffectonexisting sessions.
The new limit applies only if the number of sessions drops below the new
limit.
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Related
Documentation

L2TP Session Limits Overview on page 197•

• L2TP for Subscriber Access Overview on page 145

• Configuring an L2TP LAC on page 171

• Configuring an L2TP LNSwith Inline Service Interfaces on page 233

• Configuring L2TP Tunnel Groups

• Configuring an L2TP Tunnel Group for LNS Sessions with Inline Services Interfaces on

page 267

• Configuring 1:1 LNS Stateful Redundancy on Aggregated Inline Service Interfaces on

page 248

• Limiting the Number of L2TP Sessions Allowed by the LAC or LNS on page 202

• L2TP Session Limits and Load Balancing for Service Interfaces on page 252

Setting the Format for the Tunnel Name

Bydefault, the nameof a tunnel corresponds to theTunnel-Assignment-Id [82] returned

by the AAA server. You can optionally configure the LAC to usemore elements in the

construction of a tunnel name by including the assignment-id-format client-server-id

statement at the [edit services l2tp tunnel] hierarchy level. This format uses three

attributes: Tunnel-Client-Auth-Id [90], Tunnel-Server-Endpoint [67], and

Tunnel-Assignment-Id [82]. These attributes correspond, respectively, to the values

configured in the tunnel profile for the LAC (source gateway) name, the tunnel endpoint

(remote gateway) address on the LNS, and the tunnel ID.

A consequence of the client-server-id format is that the LACautomatically creates a new

tunnel when the AAA server returns a different Tunnel-Client-Auth-Id than previously

returned.

NOTE: Before you downgrade to a Junos OS Release that does not support
this statement, we recommend that you explicitly unconfigure the feature
by including thenoassignment-id-formatassignment-id statementat the [edit

services l2tp tunnel] hierarchy level.

To change how the tunnel name is formatted:

• Configure the format.

[edit services l2tp tunnel]
user@host# set assignment-id-format client-server-id

Related
Documentation

Configuring an L2TP LAC on page 171•
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Configuring a Tunnel Profile for Subscriber Access

The tunnel profile specifies a set of attributes to characterize the tunnel. The profile can

be applied by a domain map or automatically when the tunnel is created.

NOTE: RADIUS attributes and VSAs can override the values you configured
bya tunnelprofile inadomainmap. In theabsenceofadomainmap,RADIUS
can supply all the characteristics of a tunnel. The steps in the following
procedure list the corresponding standard RADIUS attribute or VSA that you
canconfigureonyourRADIUSserver tomodifyor configure the tunnelprofile.

RADIUS-supplied attributes are associated with a tunnel by a tag carried in
the attribute, whichmatches the tunnel identifier. A tag of 0 indicates the
tag is not used. If L2TP receives a RADIUS attribute with a tag of 0, the
attribute cannot bemerged with the tunnel profile configuration
corresponding to the subscriber domain because a tunnel profile cannot
providea tunnel tag(tunnel identifier)of0.Only tags in the rangeof 1 through
31 are supported.

To configure a tunnel definition for a tunnel profile:

1. Specify the tunnel profile forwhich youaredefining a tunnel. (Tunnel-Group [26-64])

[edit access]
user@host# set tunnel-profile profile-name

2. Specify an identifier (name) for the L2TP control connection for the tunnel.

[edit access tunnel-profile profile-name]
user@host# set tunnel tunnel-id

3. Configure the IP address of the local L2TP tunnel endpoint, the LAC.

(Tunnel-Client-Endpoint [66])

[edit access tunnel-profile profile-name tunnel tunnel-id]
user@host# set source-gateway address client-ip-address

4. Configure the IP address of the remote L2TP tunnel endpoint, the LNS.

(Tunnel-Server-Endpoint [67])

[edit access tunnel-profile profile-name tunnel tunnel-id]
user@host# set remote-gateway address server-ip-address

5. (Optional) Configure the preference level for the tunnel. (Tunnel-Preference [83])

[edit access tunnel-profile profile-name tunnel tunnel-id]
user@host# set preference number
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6. (Optional) Configure the hostname of the local client (LAC). (Tunnel-Client-Auth-Id

[90])

[edit access tunnel-profile profile-name tunnel tunnel-id]
user@host# set source-gateway gateway-name client-name

7. (Optional)Configure thehostnameof the remoteserver (LNS). (Tunnel-Server-Auth-Id

[91])

[edit access tunnel-profile profile-name tunnel tunnel-id]
user@host# set remote-gateway gateway-name server-name

8. (Optional) Specify themedium (network) type for the tunnel. (Tunnel-Medium-Type

[65])

[edit access tunnel-profile profile-name tunnel tunnel-id]
user@host# setmedium type

9. (Optional) Specify the protocol type for the tunnel. (Tunnel-Type [64])

[edit access tunnel-profile profile-name tunnel tunnel-id]
user@host# set type tunnel-type

10. (Optional) Configure the assignment ID for the tunnel. (Tunnel-Assignment-Id [82])

[edit access tunnel-profile profile-name tunnel tunnel-id]
user@host# set identification name

11. (Optional) Configure the maximum number of sessions allowed in the tunnel.

(Tunnel-Max-Sessions [26-33])

[edit access tunnel-profile profile-name tunnel tunnel-id]
user@host# setmax-sessions number

12. (Optional) Configure the password for remote server authentication. (Standard

RADIUS attribute Tunnel-Password [69] or VSA Tunnel-Password [26-9])

[edit access tunnel-profile profile-name tunnel tunnel-id]
user@host# set secret password

13. (Optional) Configure the logical system to use for the tunnel.

If you configure a logical system, youmust also configure a routing instance.

[edit access tunnel-profile profile-name tunnel tunnel-id]
user@host# set logical-system logical-system-name

14. (Optional)Configure the routing instance touse for the tunnel. (Tunnel-Virtual-Router

[26-8])

If you configure a routing instance, configuring a logical system is optional.

[edit access tunnel-profile profile-name tunnel tunnel-id]
user@host# set routing-instance routing-instance-name
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15. (Optional) Enable the LAC to interoperate with Cisco LNS devices.

(Tunnel-Nas-Port-Method [26-30])

[edit access tunnel-profile profile-name tunnel tunnel-id]
user@host# set nas-port-method cisco-avp

The following example shows a complete configuration for a tunnel profile:

tunnel-profile marketing {
tunnel 1 {
preference 5;
remote-gateway {
address 198.51.100.4;
gateway-namework;

}
source-gateway {
address 192.0.2.10;
gateway-name local;

}
secret $ABC123;
logical-system bos-metro-5;
routing-instance rox-12-32;
medium ipv4;
type l2tp;
identification tunnel_to_work;
max-sessions 32;
nas-port-method cisco avp;

}
}

Related
Documentation

Configuring an L2TP LAC on page 171•

• Domain Mapping Overview

• LAC Interoperation with Third-Party LNS Devices on page 175

Configuring the L2TP LAC Tunnel Selection Parameters

When the LAC determines that a PPP session should be tunneled, it selects a tunnel

from the set of tunnels associated with either the PPP user or the PPP user’s domain.

You can configure how a tunnel is selected and whether certain information is sent by

the LAC to the LNS.

To configure tunnel selection parameters:

1. (Optional) Configure how a tunnel is selected when a connection attempt fails.

See “ConfiguringLACTunnelSelectionFailoverWithinaPreferenceLevel”onpage208.

2. (Optional) Configure how sessions are load-balanced among tunnels.

See “ConfiguringWeighted Load Balancing for LAC Tunnel Sessions” on page 209.
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3. (Optional)Configure sessions tobe load-balancedamong tunnelswithinapreference

level, by distributing the sessions equally among all tunnels.

See “Configuring Destination-Equal Load Balancing for LAC Tunnel Sessions” on

page 209.

Related
Documentation

LAC Tunnel Selection Overview on page 181•

Configuring LAC Tunnel Selection FailoverWithin a Preference Level

Youcanconfigure howLAC tunnel selection continues in the event of a failure to connect.

By default, when the router is unable to connect to a destination at a given preference

level, it attempts to connect at the next lower level. You can specify that the router

insteadattempt toconnect toanother destinationat the same level as the failedattempt.

If all destinations at a preference level are marked as unreachable, the router does not

attempt to connect to a destination at that level. It drops to the next lower preference

level to select a destination.

If all destinations at all preference levels are marked as unreachable, the router chooses

the destination that failed first and tries to make a connection. If the connection fails,

the router rejects the PPP user session without attempting to contact the remote router.

For example, suppose there are four tunnels for a domain: A, B, C, and D. All tunnels are

considered reachable, and the preference levels are assigned as follows:

• A and B at preference 0

• C and D at preference 1

When the router attempts to connect to the domain, suppose it randomly selects tunnel

B from preference 0. If it fails to connect to tunnel B, the router excludes tunnel B for five

minutes and attempts to connect to tunnel A. If this attempt also fails, the router drops

to preference 1. Then suppose the router selects tunnel C. If it also fails to connect to

tunnel C, the router excludes tunnel C for fiveminutes and attempts to connect to tunnel

D.

You configure the preference level used for this tunnel selection method in the tunnel

profile or the RADIUS Tunnel-Preference [83] attribute.

To enable tunnel selection failover within a preference level:

• Specify failover within preference.

[edit services l2tp]
user@host# set failover-within-preference

Related
Documentation

LAC Tunnel Selection Overview on page 181•

• Configuring the L2TP LAC Tunnel Selection Parameters on page 207

• Configuring a Tunnel Profile for Subscriber Access on page 205

Copyright © 2017, Juniper Networks, Inc.208

Broadband Subscriber Access Protocols Feature Guide



• Configuring How RADIUS Attributes Are Used for Subscriber Access

ConfiguringWeighted Load Balancing for LAC Tunnel Sessions

By default, the L2TP LAC selects tunnels for new sessions at random fromwithin the

highest availablepreference level. Youcanconfigure theLAC todistribute sessionsacross

tunnels at the highest available preference level by evaluating theweight of each tunnel.

This method is known asweighted load balancing. The weight of a tunnel is proportional

to itsmaximum session limit and themaximum session limits of the other tunnels at the

samepreference level.When you configureweighted loadbalancing, the LAC still selects

tunnels randomly within a preference level, but on average the sessions are distributed

across tunnels in relationship to the tunnel weights.

To configure weighted load balancing:

• Specify load balancing.

[edit services l2tp]
user@host# set weighted-load-balancing

Related
Documentation

LAC Tunnel Selection Overview on page 181•

• Configuring the L2TP LAC Tunnel Selection Parameters on page 207

• Configuring Destination-Equal Load Balancing for LAC Tunnel Sessions on page 209

Configuring Destination-Equal Load Balancing for LAC Tunnel Sessions

By default, the L2TP LAC selects tunnels for new sessions at random fromwithin the

highest available preference level. Starting in Junos OS Release 15.1, you can configure

theLACtodistribute sessionsequally acrossall tunnelsat thehighestavailablepreference

level byevaluating thenumberof sessions to thedestinationsand thenumberof sessions

carried by the tunnels. This distribution method is known as destination-equal load

balancing. The LAC selects the tunnel with the lightest load, according to the following

guidelines:

• When each tunnel goes to a separate destination and only one destination has the

lowest session count among all destinations, the LAC selects the tunnel to that

destination.

• When each tunnel goes to a separate destination andmore than one destination has

the same lowest session count, the LAC selects a tunnel at random from among the

tunnels to these destinations.

• Whenmore than one tunnel goes to the same destination and that destination has

the lowest destination session count, the LAC selects from among these tunnels the

one that has the lowest total number of tunnel sessions. If the tunnel session count is

the same for all these tunnels, then the LAC selects one of them at random.
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To configure destination-equal load balancing:

• Specify destination-equal load balancing.

[edit services l2tp]
user@host# set destination-equal-load-balancing

Release History Table DescriptionRelease

Starting in JunosOSRelease 15.1, youcanconfigure theLACtodistribute sessions
equally across all tunnels at the highest available preference level by evaluating
the number of sessions to the destinations and the number of sessions carried
by the tunnels.

15.1

Related
Documentation

LAC Tunnel Selection Overview on page 181•

• Configuring the L2TP LAC Tunnel Selection Parameters on page 207

• ConfiguringWeighted Load Balancing for LAC Tunnel Sessions on page 209

Enabling the LAC for IPv6 Services

You can configure the LAC to create the IPv6 address family (inet6) when tunneling the

subscribers to the LNS. IPv6 firewall filters can then be applied by services on the LAC

to subscriber traffic. By default, the LAC requires only family inet to enable forwarding

into an IP tunnel. The LAC can apply IPv4 firewall filters to the session. Evenwhen family

inet6 is included in the dynamic profile, by default it is not created in order to conserve

resources, because it is not needed. Consequently IPv6 firewall filters cannot be applied.

To enable IPv6 address family creation and the application of IPv6 firewall filters:

• Configure enabling.

[edit services l2tp]
user@host# set enable-ipv6-services-for-lac

You canuse the showservices l2tp summary command todisplaywhether the statement

is enabled or disabled.

Related
Documentation

• Configuring an L2TP LAC on page 171
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CHAPTER 22

ConfiguringUseofSubscriber Access Line
and Connect Speed Information

• SubscriberAccess Line InformationHandlingby theLACandLNSOverviewonpage211

• Transmission of Tx and Rx Connection Speeds from LAC to LNS on page 217

• Transmission of theReceive Connect SpeedAVPWhenTransmit andReceive Connect

Speeds are Equal on page 224

• Configuring the Method to Derive the LAC Connection Speeds Sent to the

LNS on page 225

• Configuring the Reporting and Processing of Subscriber Access Line

Information on page 227

• Preventing the LAC from Sending Calling Number AVP 22 to the LNS on page 231

Subscriber Access Line Information Handling by the LAC and LNSOverview

Starting in Junos OS Release 14.1, L2TP supports a set of AVPs that convey information

about subscriber access lines from the LAC to the LNS. The information originates from

an ANCP access node (DSLAM) and is distributed to the LAC bymeans of either DSL

ForumVSAs inANCPmessages or PPPoE intermediate agent tags included in thePPPoE

PADI and PADRmessages.

• Access Line Information Forwarding on page 211

• Access Line Information AVPs on page 212

• Connection Speed Updates on the LAC on page 214

• Connection Speed Updates on the LNS on page 215

• Interaction Between Global and Per-Destination Configurations on page 215

Access Line Information Forwarding

In the network topology shown in Figure 13 on page 212, when a subscriber initiates a

connection through the CPE, the DSLAM relays the subscriber’s PPPoE session to the

router configured as a LAC.When the router has established the PPPoE session, the LAC

initiates an L2TP tunnel to forward the subscriber’s encapsulated PPP packets into the

provider network.
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In parallel to thePPPoEsession, anANCPconnectionbetween theDSLAMand theANCP

agent on the router conveys information about the subscriber’s local loop as well as the

link speeds of the PPPoE sessions on the local loop. The DSLAM sends the router Agent

Circuit Id (ACI) and Agent Remote Id (ARI) strings that uniquely identify the DSLAM’s

receiving interface; this information is encoded in the ANCP Port Up and Port Down

messages as Access Line Identifying TLVs. The ANCPmessages can also include line

attributes such asminimum,maximum, and actual net upstream and downstream data

rates in the DSL Line Attributes TLV. The DSLAM can also send the access line attributes

in vendor-specific tags that it inserts in the PADI and PADRmessages.

Figure 13: Sample L2TP Network Topology

Access Line Information AVPs

L2TPsupports theAVPs listed inTable 19onpage212 tocarry this information. Theaccess

line information is not required for theL2TPsession tobe initiated, and theestablishment

of that session is not delayed waiting for the values to be sent from the DSLAM.

The access line information provided by the AVPs in ICRQmessages is passed on to

RADIUS in DSL Forum VSAs. It is not used for shaping the traffic rate on the subscriber

access lines.

Table 19: L2TP AVPs That Provide Subscriber Access Line Information

L2TPMessage TypeDescription

AVP Type
(CorrespondingDSLForum
VSA)Attribute Value Pair

ICRQ64-bit unsigned integer; data
rate in bits per sec.

130
(26-130)

Actual Data Rate
Downstream

ICRQ64-bit unsigned integer; data
rate in bits per sec.

129
(26-129)

Actual Data Rate Upstream
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Table 19: L2TP AVPs That Provide Subscriber Access Line Information (continued)

L2TPMessage TypeDescription

AVP Type
(CorrespondingDSLForum
VSA)Attribute Value Pair

ICRQ32-bit unsigned integer;
maximum delay in
milliseconds.

142
(26-142)

Actual Interleaving Delay
Downstream

ICRQ32-bit unsigned integer;
maximum delay in
milliseconds.

140
(26-140)

Actual Interleaving Delay
Upstream

ICRQThree one-octet encodings
for data link, encapsulation 1,
and encapsulation 2.

144
(26-144)

Access Loop Encapsulation

ICRQ2-63 octet string; ACI of the
logical access loop port on
the DSLAM/access node.

1
(26-1)

Agent Circuit ID

ICRQ2-63 octet statically
configured string; uniquely
identifies subscriber on the
DSLAM (access node).

2
(26-2)

Agent Remote ID

ICRQOne octet encoding for
transmission system type,
followed by threeMBZ (must
be zero) octets (total 4
bytes). This value is not
supplied in the ICRQwhenthe
access line parameters are
sourced from PPPoE-IA,
because the ANCP-sourced
information may not be
immediately available.

145
(26-145)

ANCP Access Line Type

ICRQ64-bit unsigned integer; data
rate in bits per sec.

133
(26-133)

Attainable Data Rate
Upstream

ICRQ64-bit unsigned integer; data
rate in bits per sec.

134
(26-134)

Attainable Data Rate
Downstream

ICRQValue does not matter:
presence indicates support
for CSUN, CSURQmessage
types for this session.

98
(none)

Connect Speed Update
Enable

CSUN, CSURQData structure listing remote
session id and the current
transmit and receive
connection speeds in bits per
second.

97
(none)

Connect Speed Update
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Table 19: L2TP AVPs That Provide Subscriber Access Line Information (continued)

L2TPMessage TypeDescription

AVP Type
(CorrespondingDSLForum
VSA)Attribute Value Pair

ICRQFour-octet field indicating
whether or not the
internetworking function has
been performed.

254
(26-254)

IWF Session

ICRQ64-bit unsigned integer; data
rate in bits per sec.

136
(26-136)

MaximumData Rate
Downstream

ICRQ64-bit unsigned integer; data
rate in bits per sec.

135
(26-135)

MaximumData Rate
Upstream

ICRQ32-bit unsigned integer;
maximum delay in
milliseconds.

141
(26-141)

Maximum Interleaving Delay
Downstream

ICRQ32-bit unsigned integer;
maximum delay in
milliseconds.

139
(26-139)

Maximum Interleaving Delay
Upstream

ICRQ64-bit unsigned integer; data
rate in bits per sec.

132
(26-132)

MinimumData Rate
Downstream

ICRQ64-bit unsigned integer; data
rate in bits per sec.

138
(26-138)

MinimumData Rate
Downstream Low Power

ICRQ64-bit unsigned integer; data
rate in bits per sec.

131
(26-13)

MinimumData Rate
Upstream

ICRQ64-bit unsigned integer; data
rate in bits per sec.

137
(26-137)

MinimumData Rate
Upstream Low Power

Connection Speed Updates on the LAC

Youcanconfigure theLAC tonotify the LNSwhen the speedof the subscriber connection

changes from the values initially communicated to the LNS by AVP 24 (transmit speed)

and AVP 38 (receive speed) in Incoming-Call-Connected (ICCN)messages. When

configured to do so, the LAC informs the LNS that it can send these updates by including

theConnectSpeedUpdateEnableAVP(98) in the ICRQmessagewhentheL2TPsession

starts up. The absence of the Connect Speed Update Enable AVP (98) in the ICRQ

message indicates that the LAC does not send updates for the life of the session.

When the connection speed changes, the DSLAM notifies the ANCP agent. The ANCP

agent then notifies the LAC, and the LAC in turn relays this information to the LNS by

sending a Connect-Speed-Update-Notification (CSUN)message that includes the

updated speeds in a Connect SpeedUpdate AVP (97) for each session. The LAC collects

connection speed updates and sends them in a batch tominimize both the performance

overheadon theLACand theamountof traffic generatedasa result of thesenotifications.
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The initial speeds in the ICCNmessages and updated speeds in CSUNmessages are

used by CoS to shape the traffic rate for subscriber access lines.

The presence of the Connect Speed Update Enable AVP (98) in the ICRQmessage also

informs the LNS that the LAC does respond if it receives a

Connect-Speed-Update-Request (CSURQ)message from an LNS.

NOTE: The Junos OS does not currently support the sending of CSURQ
messages by MX Series routers configured as an LNS. All discussion about
CSURQmessages is strictly about how anMX Series LAC responds to a
CSURQ that it receives from a third-party LNS.

A third-party LNS can send a CSURQmessage at any time during the life of a tunnel to

request thecurrent transmit and receive connection speed for oneormoreL2TPsessions.

The LNS includes the remote (relative to the LNS) session IDs in the CSURQmessage.

If the LAC has previously sent the Connect Speed Update Enable AVP (98) for the

requested sessions, then it responds to the CSURQwith a CSUNmessage that includes

theConnectSpeedUpdateAVP(97) for eachsession. If nochanges toconnection speeds

have occurred by this time, the LAC simply includes the initial connection speed values

that were reported in AVP 24 and AVP 38.

When you enable connect speed updates either globally or for a specific LNS, the LAC

does not send CSUNmessages unless you have also configured the tx-connect-speed

statement to be either ancp or service-profile.

Connection Speed Updates on the LNS

Starting in JunosOSRelease 17.4R1, anMXSeries router configuredasanLNScanprocess

subscriber access line information and connection speed updates that it receives from

the LAC. The MX Series router cannot send CSURQmessages to solicit updates from

the LAC.

The initial speeds in the ICCNmessages and updated speeds in CSUNmessages are

used by CoS to shape the traffic rate for subscriber access lines.

Interaction Between Global and Per-Destination Configurations

You can configure the LAC to forward the access line information in the ICRQmessage

that it sends to the LNS and you can configure the LNS to receive and process that

information. You can configure this globally for all destinations (endpoints) or for a

specific destination. The per-destination configuration enables you to limit transmission

to an individual LNS or to a set of LNSs or reception from an individual LAC or a set of

LACs. This is useful when you know that some remote gateways do not support this

feature or have an incorrect implementation.
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Include the access-line-information statement at one or both of the following hierarchy

levels on the LAC or LNS, respectively, to configure the LAC to forward the access line

information in the ICRQmessage that it sends to the LNS, or to configure the LNS to

receive and process that information:

• [edit services l2tp]—Configures forwarding globally for all destinations.

• [edit services l2tp destination ip-address]—Configures forwarding for a specific

destination.

Toconfigure theLACtosendconnectionspeedupdatesor theLNSto receiveandprocess

theupdates, include theconnection-speed-updateoptionwith theaccess-line-information

statement at the appropriate hierarchy level on the LAC or LNS, respectively.

The global and per-destination settings interact in the following way:

• Access line information—When forwarding by the LAC or processing by the LNS is

enabled globally, you cannot disable the global setting for a specific destination.

• Connection speed updates—When forwarding by the LAC or processing by the LNS is

enabled globally, you can disable the global setting for a specific destination (LNS or

LAC) by specifying access-line-information for the destination and omitting

connection-speed-update.

Release History Table DescriptionRelease

Starting in Junos OS Release 17.4R1, an MX Series router configured as an LNS
can process subscriber access line information and connection speed updates
that it receives from the LAC.

17.4R1

Starting in Junos OS Release 14.1, L2TP supports a set of AVPs that convey
information about subscriber access lines from the LAC to the LNS.

14.1

Related
Documentation

Configuring the Reporting and Processing of Subscriber Access Line Information on

page 227

•

• L2TP for Subscriber Access Overview on page 145

• DSL Forum Vendor-Specific Attributes

• Transmission of Tx and Rx Connection Speeds from LAC to LNS on page 217
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Transmission of Tx and Rx Connection Speeds from LAC to LNS

An L2TP access concentrator (LAC) uses Incoming-Call-Connected (ICCN)messages

during the establishment of an L2TP tunnel session to send attribute-value pairs (AVP)

that convey to theL2TPnetwork server (LNS) the subscriber session’s connection speed.

AVP 24 includes the transmit (Tx) connect speed and AVP 38 includes the receive (Rx)

connect speed.

• The L2TP transmit connect speed is the transmit connect speed in bits per second

(bps) of the subscriber's access interface; that is, it represents the speed of the

connection from the LAC to the LNS from the perspective of the LAC.

• The L2TP receive connect speed is the receive connect speed of the connection from

the LNS to the LAC, again from the perspective of the LAC. When the receive connect

speed is different from the transmit connect speed, AVP 38 is included in the ICCN to

convey the receive connect speed.

When the connection speed is the same in both directions, the LNS uses the value in

AVP 24 for both transmit and receive connect speeds. In this case, the LAC does not

send AVP 38. You can override this default behavior by including the

rx-connect-speed-when-equal statement, which causes the LAC to send AVP 38 even

when the transmit andconnect speedsare the same.See “Transmissionof theReceive

Connect Speed AVPWhen Transmit and Receive Connect Speeds are Equal” on

page 224.

• The Tx and Rx connect speeds sent in the ICCNmessage are derived from themethod

determined by the LAC fallback procedure. Because service activation does not occur

until after the ICCN is sent, the LAC always falls back to the next method when

service-profile is configured as the method. When the service profile is later activated,

corresponding speed changes are sent in update messages to the LNS.

• After the L2TP session is established, the Tx and Rx connect speeds can change at

any time.Whenconfigured todoso, theLACsends theupdatedvalues for each session

to the LNS in Connect-Speed-Update-Notification (CSUN)messages. The updated

speeds are conveyed in the Connect Speed Update AVP (97).

Methods for Determining the Speed Values Reported to the LNS

The values reported to the LNS can be derived in the following ways:

• You can configure a method globally for the LAC with the tx-connect-speed-method

statementat the [editservices l2tp]hierarchy level. Youcanspecifyanyof the following

methods to determine the source for connect speeds:

NOTE: Starting in Junos OS Release 13.3R1, availability and support for
methods vary by Junos OS Release, as described in Table 20 on page 220.
The following list includes all historical methods; some of themethods
may not be supported in the software release you are using.
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• actual—The speed is the actual rate of the downstream traffic enforced at the CoS

level 3 node based on local traffic control policy. Only the transmit connect speed

is available with this method, so the receive transmit speed is determined by the

fallback scheme. Use the actualmethod when you need the reported value to be

the downstream speed enforced by the local CoS policy. Other methods may vary

from this enforced value.

The actualmethod is supported only when the effective shaping-rate statement is

included at the [edit chassis] hierarchy level. The CLI commit check fails if actual is

configured but the effective shaping rate is not configured.

No commit check is performed when the Tunnel-Tx-Speed-Method VSA (26-94)

is set, so a system logmessage is generated in this situation to remind the user to

configure the effective shaping rate.

• ancp—The speed is the adjusted ANCP-sourced upstream and downstream value

that results froma configured percentage correction to the actual ANCP values. The

adjustment is applied on a per-DSL basis to account for ATM encapsulation

differencesbetween theBNGand theaccess-loopand for Layer 1 transport overhead.

The initial rate sent to the LNS is the ANCP value reported at the time the ICCN is

sent. Any subsequent changes are sent as updates to the LNS in theCSUNmessage.

• none—This option prevents the LAC from sending either AVP 24 or AVP 38 in the

ICCNmessage; consequently no CSUNmessages are sent, either. The LNS has to

establish its own upstream and downstream policy in the absence of these values.

This option overrides the Juniper Networks RADIUS VSAs, Tx-Connect-Speed

(26-162) and Rx-Connect-Speed (26-163), as well as any other method configured

for the connect speed.

• pppoe-ia-tags—The speed is derived from the value sent from theDSLAM to the LAC

in the Point-to-Point Protocol over Ethernet (PPPoE) intermediate agent (IA) tags.

For Ethernet interfaces, the speed is an unadjusted value; for ATM interfaces, the

value might be an adjusted value if the tag includes the Encapsulation Overhead

attribute (0x90).

This speed value is transmitted when the L2TP session is established. Although the

PPPoe IA tag value does not change during a session, the speed reported to the LAC

can change. For example, suppose the configuredmethod is service-profile. The

profile is not activated before the ICCN is sent, and falls back to the PPPoE IA tag,

which is sent in the ICCNmessage. When the service profile is activated later, the

service profile rates are sent in an update message (if updates are configured).

• service-profile—The downstream (Tx) speed is derived from the actual CoS that is

enforced on the L3 node based on local policy. The upstream (Rx) speed is taken

from the configured value in the service profile; no adjustment is made to this value.

Service profiles are not activated before the session is established, so this method

falls back to anothermethod for the values sent in the ICCN.When the profile is later

activated, then those rates are sent to the LNS in a CSUNmessage, if updates are

enabled.

Copyright © 2017, Juniper Networks, Inc.218

Broadband Subscriber Access Protocols Feature Guide



The service-profilemethod is supported only when the effective shaping-rate

statement is included at the [edit chassis] hierarchy level. The CLI commit check

failswhen service-profile is configuredbut theeffective shaping rate is not configured.

No commit check is performed when the Tunnel-Tx-Speed-Method VSA (26-94)

is set, so a system logmessage is generated in this situation to remind the user to

configure the effective shaping rate.

BEST PRACTICE: We recommend that you use only one service profile
per subscriber session to affect the downstream shaping rate or report
an upstream rate. If more than one dynamic service profile is applied to
the subscriber session such that each affects the downstream shaping
rate or reports the upstream rate, the values from themost recently
applied profile are reported by L2TP. Deactivation of themost recently
applied service does not result in L2TP reporting the upstreamspeed for
an existing (active) service profile.

• static—This method causes the LAC to derive the speed from the configured static

Layer 2 speed. For Ethernet VLANs, this is the recommended (advisory) shaping rate

configured on the PPPoE logical interface underlying the subscriber interface. If the

advisory shaping rate is not configured on the underlying interface, then the actual

speed of the underlying physical port is used.

• Starting in Junos OS Release 15.1R1, you can configure speed values directly in the

JuniperNetworksVSAs,Tx-Connect-Speed(26-162)andRx-Connect-Speed(26-163).

These VSAsmay be returned in the RADIUS Access-Accept message. If only one of

the VSAs is present, the LAC uses a connect speedmethod to determine the value for

the other speed. To use these VSAs, youmust configure RADIUS according to your

RADIUS server documentation.

• Starting in Junos OS Release 15.1R1, you can configure a method that is conveyed in

the Juniper Networks VSA, Tunnel-Tx-Speed-Method (26-94). If configured, this VSA

is returned in the RADIUS Access-Accept message for individual subscribers. The VSA

value applies globally rather than to a specific tunnel. Themethod configured in this

VSA specifies the resource that the LAC uses to set the speed. To use this VSA, you

must configure RADIUS according to your RADIUS server documentation.

• When the speeds cannot be determined in any other manner, the port speed of the

subscriber interface is used.

Table 20 on page 220 lists the available methods by release.

NOTE: Somemethods available in VSA 26–94 are not available in the CLI.
When one of thesemethods is received in the VSA, it is translated to a
supportedmethod insteadofbeing rejected,or it fallsbacktoanothermethod.
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Table 20: Methods for Determining Connect Speeds by Junos OS Release.

VSA 26–94
(Tunnel-Tx-Speed-Method)CLI (tx-connect-speed-method)Junos OS Release Number

• actual—Translated to service-profile

• ancp

• CoS—Translated to service-profile

• dynamic Layer 2—Translated to static

• none

• pppoe-ia-tags

• service-profile

• static

• ancp

• none

• pppoe-ia-tags

• service-profile

• static (default)

17.2 and higher

• actual

• ancp

• CoS—Translated to actual

• dynamic Layer 2—Translated to static,
which falls back to the port speed of
the subscriber access interface

• none

• pppoe-ia-tags

• static—Falls back to the port speed of
the subscriber access interface

• actual (default)

• ancp

• none

• pppoe-ia-tags

15.1, 16.1, 16.2, 17.1

n/a• ancp

• none

• pppoe-ia-tags

• static (default)

13.3, 14.1, 14.2

NOTE: Changing the connect speedmethod in VSA 26-94 or in the CLI
configuration has no effect on existing L2TP sessions in which the ICCN has
already been sent. All L2TP session negotiations subsequent to themethod
change use the new setting.

In JunosOSReleases 15.1, 16.1, 16.2, and 17.1 (which support the actualmethod), the speed

values in AVP 24 and AVP 38 are typically not greater than the value that is enforced by

CoS on the LAC side of the network. Any difference between the speed reported in these

AVPs and that enforced by CoS is attributable to differences between the CoS

configuration (of the source that is used to enforce a downstream speed) and the Tx

connect speedmethod used to establish these AVPs.

Determining Initial Connect Speeds

Before the LACcan send initial transmit and receive connect speeds in the ICCNmessage

to the LNS, it has to do the following:

1. Select the method it uses to derive the speeds.

2. Determine the speeds.
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The LAC selects the method as follows:

1. If the Tunnel-Tx-Speed-Method VSA (26-94) is present, use the method specified

by the VSA value.

2. Otherwise, use the method configured in the CLI with the tx-connect-speed-method

statement.

The LAC determines the initial speed as follows:

1. If the selectedmethod is none, the LAC does not include the transmit and receive

speeds in the ICCN.

2. For any other selectedmethod, if the values in the Tx-Connect-Speed (26-162) and

Rx-Connect-Speed (26-163) VSAs are nonzero, the LAC sends those values in the

ICCN.

3. If the VSA values are zero, use the selectedmethod determined to derive the values

to send.

Consider the following examples:

• VSA 26-94 is received with ancp configured as the method. The CLI method is

configured as none. The LAC selects the VSA 26-94 value, the ancpmethod.

VSA 26-162 and VSA 26-163 are received with nonzero values. The LAC sends these

VSA values in the ICCN.

• VSA 26-94 is received with ancp configured as the method. The CLI method is

configured as none. The LAC selects the VSA 26-94 value, the ancpmethod.

VSA 26-162 and VSA 26-163 are received with zero values. The LAC uses the ancp

method to derive the values to send in the ICCN.

• VSA 26-94 is received with none configured as the method. The CLI method is

configured as ancp. The LAC selects the VSA 26-94 value, none, and does not send

connect speeds in the ICCN.

• VSA 26-94 is not received. The CLI method is configured as none. The LAC does not

send connect speeds in the ICCN.

FallbackMechanism for Connect Speed Values

When the LAC has selected amethod to derive the connect speeds, it falls back to a

different method in any of the following circumstances:

• One or both connect speed values has not been set by the selectedmethod (VSA

26-94 or the CLI).

• The connect speed value is zero.

When one value is available and nonzero but the other is not, only the unset value falls

back to a different method. There is no fallback when the selectedmethod is none,

because this method prevents the LAC from reporting the connect speeds. The fallback

procedure can vary by Junos OS release.
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Consider the following examples:

• The selectedmethod is ANCP. The ANCP value for the receive speed is found to be

zero. The LAC sends the ANCP value for the transmit speed, but the receive value falls

back to thePPPoE IA tagmethod. The LACsends the IA tag value for the receive speed.

• The selectedmethod is ANCP. The ANCP value for the receive speed is found to be

zero. The LAC sends the ANCP value for the transmit speed, but the receive value falls

back to the PPPoE IA tagmethod. The IA tag value for the receive speed is also found

to be zero, so it falls back to the static Layer 2 method. This is available, so the LAC

sends the static Layer 2 value for the receive speed.

• The selectedmethod is service profile. The service profile is not activated before the

ICCN is sent, so the LAC falls back to the ANCPmethod. Both transmit and receive

ANCP values are available and nonzero, so the LAC sends these values in the ICCN.

The service profile is activated by a Change of Authorization (CoA) at some later time

for the session. If updates are enabled, the LAC sends the service profile values to the

LNS in a CSUNmessage. If updates are not enabled, the service profile values are not

reported to the LNS.

Note that updates require the method to be configured in the CLI. Consequently, VSA

26–94mustnotbeconfiguredor receivedso that theserviceprofilemethod is selected

from the CLI configuration.

Starting in Junos OS Release 17.2R1, the LAC fallback procedure is as described in

Table 21 on page 222.

Table 21: LAC Fallback ProcedureWhen a Connect Speed Value is Not Set (Junos OS Release
17.2 and Higher)

Receive Speed Not SetTransmit Speed Not Set
Transmit and Receive Speed
Not SetMethod

No fallback.No fallback.No fallback.None

Receive speed falls back to ANCP
method.

Transmit speed falls back toANCP
method.

Both fall back toANCPmethod.Service profile

Receive speed falls back to PPPoE
IA tags method.

Transmit speed falls back to
PPPoE IA tags method.

Both fall back to PPPoE IA tags
method.

ANCP

Receive speed falls back to static
Layer 2 method.

Transmit speed falls back to static
Layer 2 method.

Both fall back to static Layer 2
method.

PPPoE IA tags

Receive speed falls back to
transmit speed.

Transmit speed falls back to port
speed.

Both fall back to port speed.Static Layer 2
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Starting in Junos OS Release 15.1R1, the LAC fallback procedure is as described in

Table 22 on page 223.

Table 22: LAC Fallback ProcedureWhen a Connect Speed Value is Not Set (JunosOSReleases
15.1, 16.1, 16.2, 17.1)

Receive Speed Not SetTransmit Speed Not Set
Transmit and Receive
Speed Not SetMethod

No fallback.No fallback.No fallback.None

Receive speed falls back to ANCP
method.

Transmit speed falls back to ANCP
method.

Both fall back to ANCP
method.

Actual

If PPPoE IA tags are available for both,
then both fall back to PPPoE IA tags
method.

Otherwise, receive speed falls back to
PPPoE IA tags method.

If PPPoE IA tags are available for both,
then both fall back to PPPoE IA tags
method.

Otherwise, transmit speed falls back
to PPPoE IA tags method.

Both fall back to PPPoE IA
tags method.

ANCP

Receive speed fallsback toport speed.Transmit speed falls back to port
speed.

Both fall back to port speed.PPPoE IA
tags

Starting in Junos OS Release 13.3R1, the LAC fallback procedure is as described in

Table 23 on page 223.

Table 23: LAC Fallback ProcedureWhen a Connect Speed Value is Not Set (JunosOSReleases
13.3, 14.1, 14.2)

Receive Speed Not SetTransmit Speed Not Set
Transmit and Receive
Speed Not SetMethod

No fallback.No fallback.No fallback.None

If PPPoE IA tagsareavailable for both,
then both fall back to PPPoE IA tags
method.

Otherwise, receive speed falls back to
PPPoE IA tags method.

If PPPoE IA tags are available for both,
then both fall back to PPPoE IA tags
method.

Otherwise, transmit speed falls back
to PPPoE IA tags method.

Both fall back to PPPoE IA
tags method.

ANCP

Receive speed falls back to static
Layer 2 method.

Transmit speed falls back to static
Layer 2 method.

Both fall back to static Layer
2 method.

PPPoE IA tags

Receive speed falls back to transmit
speed.

Transmit speed falls back to port
speed.

Both fall back to port speed.Static Layer 2

NOTE: ForbothGigabitEthernet (ge)and 10-GigabitEthernet (xe) interfaces,
the port speed value is set to 1,000,000,000. For aggregated Ethernet (ae)
interfaces, the port speed value is set to 0. The port speed value for all these
interface types is reported in both AVP 24 and AVP 38.
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Release History Table DescriptionRelease

Starting in JunosOSRelease 17.2R1, the LAC fallback procedure is as described
in Table 21 on page 222.

17.2R1

Starting in JunosOSRelease 15.1R1, the LAC fallback procedure is as described
in Table 22 on page 223.

17.2R1

Starting in JunosOSRelease 13.3R1, the LAC fallback procedure is as described
in Table 23 on page 223.

17.2R1

Starting in Junos OS Release 15.1R1, you can configure speed values directly in
the Juniper Networks VSAs, Tx-Connect-Speed (26-162) and
Rx-Connect-Speed (26-163).

15.1R1

Starting in JunosOSRelease 15.1R1, youcanconfigureamethod that is conveyed
in the Juniper Networks VSA, Tunnel-Tx-Speed-Method (26-94).

15.1R1

Starting in Junos OS Release 13.3R1, availability and support for methods vary
by Junos OS Release, as described in Table 20 on page 220.

13.3R1

Related
Documentation

Juniper Networks VSAs Supported by the AAA Service Framework•

• Transmission of theReceive Connect SpeedAVPWhenTransmit andReceive Connect

Speeds are Equal on page 224

• Configuring the Method to Derive the LAC Connection Speeds Sent to the LNS on

page 225

• Configuring an L2TP LAC on page 171

Transmissionof theReceiveConnectSpeedAVPWhenTransmit andReceiveConnect
Speeds are Equal

The L2TP Rx Connect Speed (in bits per second) AVP, which is represented by AVP 38,

is included in the ICCNmessage when the receive connect speed is different from the

transmit connect speed. By default, when the connection speed is the same in both

directions, AVP 38 is not sent; the LNS uses the value in AVP 24 for both transmit and

receive connect speeds.

AVP 38 is generatedwhen the receive connect speed of the access interface is set equal

to the calculated transmit connect speed by issuing the rx-connect-speed-when-equal

statement at the [edit services l2tp] hierarchy level. In this scenario, the LAC transmits

the same value for transmit and receive connect speeds that are sent to the LNS through

the AVP 24 and AVP 38 in the ICCNmessage.

To configure the sending of AVP 38 when the connection speeds are the same in both

the downstream and upstream directions:

• Configure the transmission of the receive connect speed, AVP 38, when the receive

connect speed is set equal to the calculated transmit connect speed.
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[edit services l2tp]
user@host# set rx-connect-speed-when-equal

Related
Documentation

Transmission of Tx and Rx Connection Speeds from LAC to LNS on page 217•

• Configuring an L2TP LAC on page 171

• rx-connect-speed-when-equal on page 586

Configuring theMethod to Derive the LAC Connection Speeds Sent to the LNS

The LAC connection speeds are determined in one of several ways:

• The Juniper Networks VSAs, Tx-Connect-Speed (26-162) and Rx-Connect-Speed

(26-163).

• The Juniper Networks VSA, Tunnel-Tx-Speed-Method (26-94).

• The CLI configuration.

• The port speed of the subscriber access interface.

You can include the tx-connect-speed-method statement at the [edit services l2tp]

hierarchy level to configure a method that specifies the resource that the LAC uses for

setting these speedswhen the JuniperNetworksVSAsarenot returned for the subscriber.

Starting in JunosOSRelease 17.2R1, when you enable connect speed updates for the LAC

youmust include the tx-connect-speed-method statement. You alsomust specify either

ancpor service-profileas themethod; otherwise, theLACdoesnot sendCSUNmessages.

Changing the connect speedmethod in the CLI configuration or in VSA 26-94 has no

effect onexistingL2TPsessions inwhich the ICCNhasalreadybeensent. All L2TPsession

negotiations subsequent to the method change use the new setting.

NOTE: Starting in Junos OS Release 13.3R1, availability and support for
methodsvaryby JunosOSRelease.The followingprocedure listsall historical
methods; someof themethodsmaynotbesupported in thesoftware release
you are using. See “Transmission of Tx and Rx Connection Speeds from LAC
to LNS” on page 217 for a table of support by release.

To set the method for calculating the transmit connect speed:

• (Optional) Configure the LAC to use the class-of-service effective shaping rates.

[edit services l2tp]
user@host# set tx-connect-speed-method actual
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NOTE: This method requires that the effective shaping rate statement is

configured at the [edit chassis] hierarchy level. If it is not, then committing

this method fails. However, if themethod is received from RADIUS in VSA
26-94, a system logmessage is generated instead, because no commit
check is performed in this case.

• (Optional)Configure theLAC touse thevaluesderived fromtheANCPvalueconfigured

on the PPPoE interface underlying the subscriber interface.

[edit services l2tp]
user@host# set tx-connect-speed-method ancp

• (Optional) Configure the LAC to use the values provided in the PPPoE IA tags received

from the DSLAM.

[edit services l2tp]
user@host# set tx-connect-speed-method pppoe-ia-tags

In this case, the value of Actual-Data-Rate-Downstream (VSA 26-129) is used for AVP

24. The value of Actual-Data-Rate-Upstream (VSA 26-130) is used for AVP 38 and is

sent only when the VSA values differ.

NOTE: This speed derived from the IA tags does not apply to subscribers
that are already logged in; it is effective only for subscribers that log in after
this setting has been saved.

• (Optional) Configure the LAC to use the following:

• Downstream (Tx) speed: The actual CoS rate that is enforced on the level 3 node

based on local policy

• Upstream (Rx) speed: The value configured in the dynamic service profile.

1. Specify the service-profilemethod.

[edit services l2tp]
user@host# set tx-connect-speed-method service-profile

2. In the dynamic service profile, configure the ingress shaping rate from CoS to be

used by the LAC to report to the LNS as the Rx connect speed.

[edit dynamic-profiles profile-name class-of-service interfaces interface-name unit
logical-unit-number]

user@host# set report-ingress-shaping-rate bps

NOTE: The service-profilemethod requires that the effective shaping rate

statement is configured at the [edit chassis] hierarchy level. If it is not, the

commit check fails. However, if the service-profilemethod is received from

RADIUS inVSA26-94,asystemlogmessage isgenerated instead,because
no commit check is performed in this case.
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• (Optional)Configure theLACtouse theunderlying interface’s recommended(advisory)

downstream shaping rate for AVP 24 and recommended upstream shaping rate for

AVP 38. This is also referred to as the static Layer 2 shaping rate.

[edit services l2tp]
user@host# set tx-connect-speed-method static

You configure the advisory rates under the PPPoE logical interface underlying the

subscriber interface with the advisory-options statement at the [edit interfaces

interface-name unit logical-unit-number] hierarchy level. If the advisory speed is not

configured, then the actual port speed is used. For ge and xe interfaces, the speed

value is set to 10,000,000 and for ae interfaces, the speed value is set to 0 and sent

in both AVP 24 and AVP 38

• (Optional) Configure the LAC to disable sending AVP 24 and AVP 38.

NOTE: This option prevents the LAC from sending either AVP 24 or AVP
38 in the ICCNmessages. This option also overrides the Juniper Networks
RADIUS VSAs, Tx-Connect-Speed (26-162) and Rx-Connect-Speed
(26-163).

[edit services l2tp]
user@host# set tx-connect-speed-method none

Release History Table DescriptionRelease

Starting in JunosOSRelease 17.2R1,whenyouenable connect speedupdates
for the LAC youmust include the tx-connect-speed-method statement.

17.2R1

Starting in Junos OS Release 13.3R1, availability and support for methods
vary by Junos OS Release.

13.3R1

Related
Documentation

Configuring an L2TP LAC on page 171•

• Transmission of Tx and Rx Connection Speeds from LAC to LNS on page 217

Configuring the Reporting and Processing of Subscriber Access Line Information

The L2TP AVP extensions defined in RFC 5515, Layer 2 Tunneling Protocol (L2TP) Access

Line Information Attribute Value Pair (AVP) Extension, enable the LAC to report to the

LNS characteristics of the subscriber’s access line, such as identification attributes, line

type, connection speed, various data rates, and so on. The LAC receives the access line

information when the subscriber’s CPE initiates a connection request, and forwards the

available information in various AVPs included in ICRQmessages to the LNS. The LAC

can also signal to the LNS that it is capable of sending updates to the subscriber

connection speeds; these are conveyed by the Connect Speed Update AVP (97) in the

CSUNmessage.

227Copyright © 2017, Juniper Networks, Inc.

Chapter 22: Configuring Use of Subscriber Access Line and Connect Speed Information



Starting in Junos OS Release 17.4R1, RFC 5515 AVP extensions are also supported on the

LNS. Consequently, you can configure the LNS to process subscriber access line

information and connection speed updates that it receives from the LAC.

NOTE: Subscriber access line information conveyed by AVPs in ICRQ
messages is passed to RADIUS in DSL Forum VSA AVPs. Initial and updated
connection speeds conveyed in ICCN and CSUNmessages can be used by
CoS to adjust traffic rates for the subscriber lines.

By default, neither the access line information forwarding or connection speed update

capability are enabled on the LAC. Youmust configure the capabilities for all LNS

endpoints or for a specific LNS endpoint. The per-destination configuration applies to

all tunnels with that destination IP address. Youmight want to use a per-destination

configurationwhen you know that only certain endpoints support or correctly implement

this feature.

Similarly, processing of this information by the LNS is not enabled by default. You can

enable processing for information received from all LAC endpoints or for specific LAC

endpoints. The per-destination configuration applies to all tunnels with that destination

IP address.

NOTE: The CLI statements are the same for both the LAC and LNS; the
difference is that you include the statements in the LAC configuration or the
LNS configuration.

To configure the LAC to send information about subscriber access lines to the LNS, or

to configure the LNS to process this information received from the LAC:

• Configure the capability globally for all endpoints.

[edit services l2tp]
user@host# set access-line-information

• Configure the capability for a specific endpoint.

[edit services l2tp destination address ip-address]
user@host# set access-line-information

BEST PRACTICE: Do not configure the connection-speed-update option on

the LACwhen the LNS does not support connection speed changes. This
might be an LNS that is not configured to process the updates or a
noncompliant, third-party LNS. Configuring the LAC option for such an LNS
generates additional control messages that are ignored.

To configure the LAC to also send updates to the LNS about changes in connection

speed, or to configure the LNS to process speed updates received from the LAC:

• Include the update option when you configure the capability.
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[edit services l2tp]
user@host# set access-line-information connection-speed-update

or

[edit services l2tp destination address ip-address]
user@host# set access-line-information connection-speed-update

• When you configure the LAC to send updates, youmust also configure the method by

which the connect speed values are derived. Themethod specifies the source of the

update values. On the LNS, the derivation method is not relevant and cannot be

configured.

[edit services l2tp]
user@host# set tx-connect-speed-methodmethod

Consider the following examples:

• The following configuration specifies that for all tunnels with an endpoint address of

192.0.2.2, the LAC reports access line characteristics sourced from the ANCP agent or

the PPPoE intermediate agent (in that order) to the LNS in the ICRQmessage. The

Connect Speed Update Enable AVP (98) is not included in the ICRQ; consequently no

CSUNmessages are sent to the LNS to report speed changes in the subscriber access

lines reportedby theANCPagent.TheLAC ignoresanyCSURQmessages that it receives

from the LNS; this can be only a third-party LNS, because the sending of CSURQ

messages is not supported on MX Series routers configured as an LNS.

[edit services l2tp destination address 192.0.2.2]
user@host# set access-line-information

• The following configuration specifies that for all tunnels with an endpoint address of

203.0.113.23, the LAC reports access line characteristics sourced from the ANCP agent

or the PPPoE intermediate agent (in that order) to the LNS in the ICRQmessage. The

Connect Speed Update Enable AVP (98) is included in the ICRQ; CSUNmessages are

sent to the LNS to report speed changes in the subscriber access lines reported by the

ANCP agent. The LAC accepts any CSURQmessages that it receives from the LNS

and responds with a CSUNmessage; this can be only a third-party LNS, because the

sending of CSURQmessages is not supported on MX Series routers configured as an

LNS.

[edit services l2tp]
user@host# set destination address 203.0.113.23 access-line-information
connection-speed-update

user@host# set tx-connect-speed-method ancp

When access line information forwarding is enabled globally, you cannot disable it for a

specific destination. However, when connection speed updates are enabled globally, you

can disable updates for a specific destination.

• The followingconfiguration specifies thatboth forwardingof access line characteristics

and connection speed updates are enabled for all destinations. For destination

198.51.100.2, the global updates configuration is overridden by repeating the access

line configuration for, and omitting the connection speed updates for, that destination.

[edit services l2tp]
user@host# set access-line-information connection-speed-update
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user@host# set tx-connect-speed-method ancp
[edit services l2tp destination address 198.51.100.2]
user@host# set access-line-information

The show services l2tp summary command displays the configuration that applies to

all destinations. The following sample output confirms the global configuration in this

example:

user@host> show services l2tp summary
Failover within a preference level is Disabled
  Weighted load balancing is Disabled
  Tunnel authentication challenge is Enabled
  Calling number avp is Enabled
  Failover Protocol is Disabled
  Tx Connect speed method is static
  Rx speed avp when equal is enabled
  Tunnel assignment id format is assignment-id
  Tunnel Tx Address Change is Accept
  Min Retransmissions Timeout for control packets is 2 seconds
  Max Retransmissions for Established Tunnel is 7
  Max Retransmissions for Not Established Tunnel is 5
  Tunnel Idle Timeout is 60 seconds
  Destruct Timeout is 300 seconds
  Destination Lockout Timeout is 300 seconds
  Access Line Information is Enabled, Speed Updates is Enabled
Destinations: 0, Tunnels: 0, Sessions: 0, Switched sessions: 0

The show services l2tp destination detail command displays the configuration for each

destination individually. The following sample output verifies that connection speed

updates are disabled for 198.51.100.2:

user@host> show services l2tp destination detail
 Local name: 1
    Remote IP: 198.51.100.2
    Tunnels: 1, Sessions: 1
    State: Enabled
    Local IP: 203.0.113.2
    Transport: ipUdp, Logical System: default, Router Instance: default
    Lockout State: not locked
    Access Line Information: Enabled, Speed Updates: Disabled
...

• In this example, the forwarding of access line characteristics is enabled for all

destinations, but connection speed updates are enabled for only one destination,

198.51.100.21.

[edit services l2tp]
user@host# set access-line-information
[edit services l2tp destination address 198.51.100.21]
user@host# set access-line-information connection-speed-update
user@host# up
user@host# set tx-connect-speed-method ancp

The following sample output confirms that connection speed updates are disabled

globally:

user@host> show services l2tp summary
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Failover within a preference level is Disabled
  Weighted load balancing is Disabled
  Tunnel authentication challenge is Enabled
  Calling number avp is Enabled
  Failover Protocol is Disabled
  Tx Connect speed method is static
  Rx speed avp when equal is enabled
  Tunnel assignment id format is assignment-id
  Tunnel Tx Address Change is Accept
  Min Retransmissions Timeout for control packets is 2 seconds
  Max Retransmissions for Established Tunnel is 7
  Max Retransmissions for Not Established Tunnel is 5
  Tunnel Idle Timeout is 60 seconds
  Destruct Timeout is 300 seconds
  Destination Lockout Timeout is 300 seconds
  Access Line Information is Enabled, Speed Updates is Disabled
Destinations: 0, Tunnels: 0, Sessions: 0, Switched sessions: 0

The following sample output confirms that connection speed updates are enabled for

destination 198.51.100.21:

user@host> show services l2tp destination detail
 Local name: 1
    Remote IP: 198.51.100.21
    Tunnels: 1, Sessions: 1
    State: Enabled
    Local IP: 203.0.113.3
    Transport: ipUdp, Logical System: default, Router Instance: default
    Lockout State: not locked
    Access Line Information: Enabled, Speed Updates: Enabled
...

Release History Table DescriptionRelease

Starting in Junos OS Release 17.4R1, RFC 5515 AVP extensions are also
supported on the LNS.

17.4R1

Related
Documentation

Configuring an L2TP LAC on page 171•

• SubscriberAccess Line InformationHandlingby theLACandLNSOverviewonpage211

Preventing the LAC fromSending Calling Number AVP 22 to the LNS

CallingNumberAVP22 typically identifies the interface that is connected to thecustomer

in theaccessnetwork.WhenRADIUS includes theCalling-Station-Id in theAccess-Accept

message, that value is used for the Calling Number AVP. Otherwise, the underlying

interface (for example, the S-VLAN IFL) on which the PPPoE session is established is

used for the Calling Number AVP value.

By default, the LAC includes this AVP in the incoming-call request (ICRQ) packets that

it sends to the LNS. However, youmay wish to hide your network access interface
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information. To do so, you can configure the tunnel so that the LAC does not send the

Calling Number AVP to the LNS.

To disable sending the Calling Number AVP:

• Configure disabling.

[edit services l2tp]
user@host# set disable-calling-number-avp

Related
Documentation

• LAC Tunnel Selection Overview on page 181
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CHAPTER 23

Configuring L2TP LNS Inline Service
Interfaces

• Configuring an L2TP LNSwith Inline Service Interfaces on page 233

• ApplyingPPPAttributes toL2TPLNSSubscribersper InlineService Interfaceonpage236

• ApplyingPPPAttributes toL2TPLNSSubscriberswithaUserGroupProfileonpage238

• Configuring an L2TP Access Profile on the LNS on page 240

• Configuring a AAA Local Access Profile on the LNS on page 242

• ConfiguringanAddress-AssignmentPool for L2TPLNSwith InlineServicesonpage242

• Configuring the L2TP LNS Peer Interface on page 244

• Enabling Inline Service Interfaces on page 245

• Configuring an Inline Service Interface for L2TP LNS on page 245

• Configuring Options for the LNS Inline Services Logical Interface on page 246

• LNS 1:1 Stateful Redundancy Overview on page 247

• Configuring 1:1 LNS Stateful Redundancy on Aggregated Inline Service

Interfaces on page 248

• Verifying LNS Aggregated Inline Service Interface 1:1 Redundancy on page 250

• L2TP Session Limits and Load Balancing for Service Interfaces on page 252

• Example: Configuring an L2TP LNS on page 256

• Configuring an L2TP Tunnel Group for LNS Sessions with Inline Services

Interfaces on page 267

• Configuring a Pool of Inline Services Interfaces for Dynamic LNSSessions on page 269

• Configuring a Dynamic Profile for Dynamic LNS Sessions on page 270

Configuring an L2TP LNSwith Inline Service Interfaces

The L2TP LNS feature license must be installed before you begin the configuration.

Otherwise, a warning message is displayed when the configuration is committed.
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To configure an L2TP LNSwith inline service interfaces:

1. (Optional)Configureauser groupprofile thatdefines thePPPconfiguration for tunnel

subscribers.

See “Applying PPP Attributes to L2TP LNS Subscribers with a User Group Profile” on

page 238.

2. (Optional) Configure PPP attributes for subscribers on inline service interfaces.

See “Applying PPP Attributes to L2TP LNS Subscribers per Inline Service Interface”

on page 236.

3. Configure inline IP reassembly.

See “Configuring IP Inline Reassembly for L2TP” on page 274.

4. Configure an L2TP access profile that defines the L2TP parameters for each LNS

client (LAC).

See “Configuring an L2TP Access Profile on the LNS” on page 240.

5. (Optional) Configure a AAA access profile to override the access profile configured

under the routing instance.

See “Configuring a AAA Local Access Profile on the LNS” on page 242.

6. Configureapoolofaddresses tobedynamically assigned to tunneledPPPsubscribers.

See “Configuring an Address-Assignment Pool for L2TP LNSwith Inline Services” on

page 242.

7. Configure the peer interface to terminate the tunnel and the PPP server-side IPCP

address.

See “Configuring the L2TP LNS Peer Interface” on page 244.

8. Enable inline service interfaces on an MPC.

See “Enabling Inline Service Interfaces” on page 245.

9. Configure a service interface.

See “Configuring an Inline Service Interface for L2TP LNS” on page 245.

10. Configure options for each inline service logical interface.

See “Configuring Options for the LNS Inline Services Logical Interface” on page 246.

11. (Optional)Configureanaggregated inline service interfaceand 1:1 stateful redundancy.
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See “Configuring 1:1 LNSStateful RedundancyonAggregated InlineService Interfaces”

on page 248

12. Configure the L2TP tunnel group.

See “Configuring an L2TP Tunnel Group for LNS Sessions with Inline Services

Interfaces” on page 267.

13. (Optional) Configure a dynamic profile that dynamically creates L2TP logical

interfaces.

See “Configuring a Dynamic Profile for Dynamic LNS Sessions” on page 270.

14. (Optional) Configure a service interface pool for dynamic LNS sessions.

See “Configuring a Pool of Inline Services Interfaces for Dynamic LNS Sessions” on

page 269.

15. (Optional) Specify howmany times L2TP retransmits unacknowledged control

messages.

See “Configuring Retransmission Attributes for L2TP Control Messages” on page 169.

16. (Optional) Specify how long a tunnel can remain idle before being torn down.

See “Setting the L2TP Tunnel Idle Timeout” on page 161.

17. (Optional) Specify the L2TP receive window size for the L2TP tunnel. The receive

window size specifies the number of packets a peer can send before waiting for an

acknowledgment from the router.

See “Setting the L2TP ReceiveWindow Size” on page 161.

18. (Optional) Specify how long the L2TP retains information about terminated dynamic

tunnels, sessions, and destinations.

See “Setting the L2TP Destruct Timeout” on page 162.

19. (Optional) Configure the L2TP destination lockout timeout.

See “Configuring the L2TP Destination Lockout Timeout” on page 163.

20. (Optional) Configure L2TP tunnel switching.

See “Configuring L2TP Tunnel Switching” on page 159.

21. (Optional) Prevent the creation of new sessions, destinations, or tunnels for L2TP.

See “Configuring L2TP Drain” on page 164.
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22. (Optional) Configure whether the L2TP failover protocol is negotiated or the silent

failover method is used for resynchronization.

See “Configuring the L2TP Peer Resynchronization Method” on page 279.

23. (Optional) Enable SNMP statistics counters.

See “EnablingTunnelandGlobalCounters forSNMPStatisticsCollection”onpage287.

24. (Optional) Configure trace options for troubleshooting the configuration.

See “Tracing L2TP Operations for Subscriber Access” on page 355.

You also need to configure CoS for LNS sessions. For more information, see Configuring

Dynamic CoS for an L2TP LNS Inline Service.

Related
Documentation

L2TP for Subscriber Access Overview on page 145•

• Junos OS Feature Licenses

• Software Feature Licenses

Applying PPP Attributes to L2TP LNS Subscribers per Inline Service Interface

You can configure PPP attributes that are applied by the LNS on the inline service (si)

interface to the PPP subscribers tunneled from the LAC. Because you are configuring the

attributesper interface rather thanwithauser groupprofile, theattributes for subscribers

canbevariedwitha finer granularity. This configurationmatches thatused for terminated

PPPoE subscribers.

To configure the PPP attributes for dynamically created si interfaces:

1. Specify thepredefineddynamic interfaceand logical interfacevariables in thedynamic

profile.

[edit dynamic-profiles profile-name]
user@host# edit interfaces "$junos-interface-ifd-name" unit “$junos-interface-unit”

2. Configure the interval between PPP keepalive messages for the L2TP tunnel

terminating on the LNS.

[edit dynamic-profiles profile-name interfaces "$junos-interface-ifd-name" unit
“$junos-interface-unit”]

user@host# set keepalives interval seconds

3. Configure PPPauthenticationmethods that apply to tunneledPPP subscribers at the

LNS.

[edit dynamic-profiles profile-name interfaces "$junos-interface-ifd-name" unit
“$junos-interface-unit”]

user@host# set ppp-options chap
user@host# set ppp-options pap
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4. Specify a set of AAA options that is used for authentication and authorization of

tunneled PPP subscribers at the LNS that are logging in by means of the subscriber

and AAA contexts that are specified in the AAA options set.

[edit dynamic-profiles profile-name interfaces "$junos-interface-ifd-name" unit
“$junos-interface-unit”]

user@host# set ppp-options aaa-options aaa-options-name

The option set is configuredwith the aaa-options aaa-options-name statement at the

[edit access] hierarchy level.

5. Configure the router to prompt Customer Premises Equipment (CPE) to negotiate

bothprimaryandsecondaryDNSaddressesduring IPCPnegotiation for tunneledPPP

subscribers at the LNS.

[edit dynamic-profiles profile-name interfaces "$junos-interface-ifd-name" unit
“$junos-interface-unit”]

user@host# set ppp-options ipcp-suggest-dns-option

To configure the PPP attributes for statically created si interfaces:

1. Specify the logical inline service interface.

[edit interfaces si-slot/pic/port]
user@host# edit unit logical-unit-number

2. Configure the interval between PPP keepalive messages for the L2TP tunnel

terminating on the LNS.

[edit interfaces si-slot/pic/port unit logical-unit-number]
user@host# set keepalives interval seconds

3. Configure the number of keepalive packets a destination must fail to receive before

the network takes down a link.

[edit interfaces si-slot/pic/port unit logical-unit-number]
user@host# set keepalives down-count number

NOTE: The keepalives up-count option is typically not used for subscriber

management.

4. Configure PPPauthenticationmethods that apply to tunneledPPP subscribers at the

LNS.

[edit interfaces si-slot/pic/port unit logical-unit-number]
user@host# set ppp-options chap
user@host# set ppp-options pap

5. Configure the router to prompt theCustomerPremises Equipment (CPE) to negotiate

bothprimaryandsecondaryDNSaddressesduring IPCPnegotiation for tunneledPPP

subscribers at the LNS.

237Copyright © 2017, Juniper Networks, Inc.

Chapter 23: Configuring L2TP LNS Inline Service Interfaces



[edit interfaces si-slot/pic/port unit logical-unit-number]
user@host# set ppp-options ipcp-suggest-dns-option

BEST PRACTICE: Although all other statements subordinate to
ppp-options—including those subordinate to chap and pap—are supported,

they are typically not used for subscribermanagement.We recommend that
you leave these other statements at their default values.

NOTE: You can also configure PPP attributes with a user group profile that
applies the attributes to all subscribers with that profile on a LAC client. See
“ApplyingPPPAttributes to L2TPLNSSubscriberswith aUserGroupProfile”
onpage238 formore information.Whenyouconfigure thePPPattributes for
L2TP LNS subscribers both on the si interface and in user group profiles, the
inline service interface configuration takes precedence over the user group
profile configuration.

NOTE: WhenPPPoptionsareconfigured inbothagroupprofileandadynamic
profile, the dynamic profile configuration takes complete precedence over
the group profile when the dynamic profile includes one or more of the PPP
options that can be configured in the group profile. Complete precedence
means that there is nomerging of options between the profiles. The group
profile is applied to the subscriber only when the dynamic profile does not
include any PPP option available in the group profile.

Related
Documentation

Configuring an L2TP LNSwith Inline Service Interfaces on page 233•

• Configuring Subscriber Session Timeout Options

• Configuring UsernameModification for Subscriber Sessions on page 177

• Ensuring IPCP Negotiation for Primary and Secondary DNS Addresses on page 134

Applying PPP Attributes to L2TP LNS Subscribers with a User Group Profile

You can configure a user group profile that enables the LNS to apply PPP attributes to

the PPP subscribers tunneled from the LAC. The user group profile is associated with

clients (LACs) in theL2TPaccessprofile. Consequentlyall subscribershandledbyagiven

client share the same PPP attributes.

To configure a user group profile:

1. Create the profile.

[edit access]
user@host# edit group-profile profile-name
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2. Configure the interval between PPP keepalive messages for the L2TP tunnel

terminating on the LNS.

[edit access group-profile profile-name]
user@host# set ppp keepalive seconds

NOTE: Changes to the keepalive interval in auser groupprofile affect only
new L2TP sessions that come up after the change. Existing sessions are
not affected.

3. Configure PPPauthenticationmethods that apply to tunneledPPP subscribers at the

LNS.

[edit access group-profile profile-name]
user@host# set ppp ppp-options chap
user@host# set ppp ppp-options pap

4. Specify a set of AAA options that is used for authentication and authorization of

tunneled PPP subscribers at the LNS that are logging in by means of the subscriber

and AAA contexts that are specified in the AAA options set.

[edit access group-profile profile-name]
user@host# set ppp ppp-options aaa-options aaa-options-name

The option set is configuredwith the aaa-options aaa-options-name statement at the

[edit access] hierarchy level.

5. Configure the router to prompt theCustomerPremises Equipment (CPE) to negotiate

bothprimaryandsecondaryDNSaddressesduring IPCPnegotiation for tunneledPPP

subscribers at the LNS.

[edit access group-profile profile-name]
user@host# set ppp ppp-options ipcp-suggest-dns-option

6. Configure how long the PPP subscriber session can be idle before it is considered to

have timed out.

[edit access group-profile profile-name]
user@host# set ppp idle-timeout 200

NOTE: You can also configure PPP attributes on a per-interface basis. See
“ApplyingPPPAttributes toL2TPLNSSubscribersper InlineService Interface”
onpage236 formore information.Whenyouconfigure thePPPattributes for
L2TP LNS subscribers both on the si interface and in user group profiles, the
inline service interface configuration takes precedence over the user group
profile configuration.
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NOTE: WhenPPPoptionsareconfigured inbothagroupprofileandadynamic
profile, the dynamic profile configuration takes complete precedence over
the group profile when the dynamic profile includes one or more of the PPP
options that can be configured in the group profile. Complete precedence
means that there is nomerging of options between the profiles. The group
profile is applied to the subscriber only when the dynamic profile does not
include any PPP option available in the group profile.

Related
Documentation

Configuring an L2TP Access Profile on the LNS on page 240•

• Configuring an L2TP LNSwith Inline Service Interfaces on page 233

• Understanding Session Options for Subscriber Access

• Configuring Subscriber Session Timeout Options

• Configuring UsernameModification for Subscriber Sessions on page 177

• Ensuring IPCP Negotiation for Primary and Secondary DNS Addresses on page 134

Configuring an L2TP Access Profile on the LNS

Access profiles define how to validate Layer 2 Tunneling Protocol (L2TP) connections

and session requests.Within each L2TP access profile, you configure one ormore clients

(LACs).Theclientcharacteristicsareused toauthenticateLACswithmatchingpasswords,

and to establish attributes of the client tunnel and session. You can configure multiple

access profiles andmultiple clients within each profile.

To configure an L2TP access profile:

1. Create the access profile.

[edit access]
user@host# edit profile access-profile-name

2. Configure characteristics for one or more clients (LACs).

[edit access profile access-profile-name]
user@host# client client-name

NOTE: Except for the special case of the default client, the LAC client

name that you configure in the access profile must match the hostname
of the LAC. In the case of a Juniper Networks router acting as the LAC, the
hostname is configured in the LAC tunnel profile with the gateway
gateway-name statement at the [edit access tunnel-profile profile-name

tunnel tunnel-id source-gateway] hierarchy level. Alternatively, the client

namecanbe returned fromRADIUS in theattribute,Tunnel-Client-Auth-Id
[90].
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NOTE: Use default as the client namewhen you want to define a default

tunnel client. The default client enables the authentication of multiple
LACs with the same secret and L2TP attributes. This behavior is useful
when, for example, many new LACs are added to the network, because it
enables the LACs to be usedwithout additional LNSprofile configuration.

Use default only on MX Series routers. The equivalent client name onM

Series routers is *.

3. (Optional) Specify a local access profile that overrides the global access profile and

the tunnel groupAAAaccess profile to configure RADIUS server settings for the client.

[edit access profile access-profile-name client client-name]
user@host# set l2tp aaa-access-profile

4. Configure the LNS to renegotiate the link control protocol (LCP) with the PPP client.

tunneled from the client.

[edit access profile access-profile-name client client-name]
user@host# set l2tp lcp-renegotiation

5. Configure themaximumnumberof sessionsallowed ina tunnel fromtheclient (LAC).

[edit access profile access-profile-name client client-name]
user@host# set l2tpmaximum-sessions-per-tunnel number

6. Configure the LNS tooverride result codes4and5with result code2 inCDNmessages

it sends to the LAC when the number of L2TP sessions reaches the configured

maximum value. Some third-party LACs cannot fail over to another LNS unless the

result code has a value of 2.

[edit access profile access-profile-name client client-name]
user@host# set l2tp override-result-code session-out-of-resource

7. Configure the tunnel password used to authenticate the client (LAC).

[edit access profile access-profile-name client client-name]
user@host# set l2tp shared-secret shared-secret

8. (Optional) Associate a group profile containing PPP attributes to apply for the PPP

sessions being tunneled from this LAC client.

[edit access profile access-profile-name client client-name]
user@host# set user-group-profile group-profile-name

NOTE: If user-group-profile is modified or deleted, the existing LNS

subscribers, which were using this Layer 2 Tunneling Protocol client
configuration, go down.
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Related
Documentation

Configuring an L2TP LNSwith Inline Service Interfaces on page 233•

• Configuring an L2TP Tunnel Group for LNS Sessions with Inline Services Interfaces on

page 267

Configuring a AAA Local Access Profile on the LNS

For some LNS tunnels, youmight wish to override the access profile configured at the

routing instance that hosts the tunnel with a particular RADIUS server configuration. You

can configure a local access profile to do so. You can subsequently use the

aaa-access-profile statement to apply the local access profile to a tunnel group or LAC

client.

A local access profile applied to a client overrides a local access profile applied to a

tunnel group, which in turn overrides the access profile for the routing instance.

To configure an AAA local access profile:

1. Create the access profile.

[edit access]
user@host# edit profile local-aaa-profile-name

2. Configure the order of AAA authentication methods.

[edit access profile local-aaa-profile-name]
user@host# set authentication-order radius

3. Configure the RADIUS server attributes, such as the authentication password.

[edit access profile local-aaa-profile-name]
user@host# set radius-server server-address secret password

Related
Documentation

Configuring an L2TP LNSwith Inline Service Interfaces on page 233•

• Configuring an L2TP Tunnel Group for LNS Sessions with Inline Services Interfaces on

page 267

• Configuring an L2TP Access Profile on the LNS on page 240

Configuring an Address-Assignment Pool for L2TP LNSwith Inline Services

You can configure pools of addresses that can be dynamically assigned to the tunneled

PPP subscribers. The pools must be local to the routing instance where the subscriber

comes up. The configured pools are supplied in the RADIUS Framed-Pool and

Framed-IPv6-Pool attributes. Pools are optional when Framed-IP-Address is sent by

RADIUS.

To configure an address-assignment pool, youmust specify the name of the pool and

configure the addresses for the pool.
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You can optionally configure multiple named ranges, or subsets, of addresses within an

address-assignment pool. During dynamic address assignment, a client can be assigned

an address from a specific named range. To create a named range, you specify a name

for the range and define the address range.

NOTE: Be sure to use the address-assignment pools (address-assignment)

statement rather than the address pools (address-pool) statement.

To configure an IPv4 address-assignment pool for L2TP LNS:

1. Configure the name of the pool and specify the IPv4 family.

[edit access]
user@host# edit address-assignment pool pool-name family inet

2. Configure the network address and the prefix length of the addresses in the pool.

[edit access address-assignment pool pool-name family inet]
user@host# set network ip-prefix</prefix-length>

3. Configure thenameof the rangeand the lowerandupperboundariesof theaddresses

in the range.

[edit access address-assignment pool pool-name family inet]
user@host# set range range-name low lower-limit high upper-limit

For example, to configure an IPv4 address-assignment pool:

[edit access]
user@host# edit address-assignment pool lns-v4-pool family inet
[edit access address-assignment pool lns-v4-pool family inet]
user@host# set network 192.168.1.1/16
[edit access address-assignment pool lns-v4-pool family inet]
user@host# set range lns-v4-pool-range low 192.168.1.1 high 192.168.255.255

To configure an IPv6 address-assignment pool for L2TP LNS:

1. Configure the name of the pool and specify the IPv6 family.

[edit access]
user@host# edit address-assignment pool pool-name family inet6

2. Configure the IPv6 network prefix for the address pool. The prefix specification is

required when you configure an IPv6 address-assignment pool.

[edit access address-assignment pool pool-name family inet6]
user@host# set prefix ipv6-prefix

3. Configure the nameof the range anddefine the range. You candefine the rangebased

on the lower and upper boundaries of the prefixes in the range, or based on the length

of the prefixes in the range.
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[edit access address-assignment pool pool-name family inet6]
user@host# set range range-name low lower-limit high upper-limit

For example, to configure an IPv6 address-assignment pool:

[edit access]
user@host# edit address-assignment pool lns-v6-pool family inet6
[edit access address-assignment pool lns-v6-pool family inet6]
user@host# set prefix 2001:DB8::/32
[edit access address-assignment pool lns-v6-pool family inet6]
user@host# set range lns-v6-pool-range low 2001:DB8:1::/48 high 2001:DB8::ffff::/48

Related
Documentation

Configuring an L2TP LNSwith Inline Service Interfaces on page 233•

• Address-Assignment Pools Overview

• Configuring Address-Assignment Pools

Configuring the L2TP LNS Peer Interface

The peer interface connects the LNS to the cloud towards the LACs so that IP packets

can be exchanged between the tunnel endpoints. MPLS and aggregated Ethernet can

also be used to reach the LACs.

NOTE: OnMX Series routers, youmust configure the peer interface on an
MPC.

To configure the LNS peer interface:

1. Specify the interface name.

[edit interfaces]
user@host# edit interface-name

2. Enable VLANs.

[edit interfaces interface-name]
user@host# set vlan-tagging

3. Specify the logical interface, bind a VLAN tag ID to the interface, and configure the

address family and the IP address for the logical interface.

[edit interfaces interface-name]
user@host# edit unit logical-unit-number
[edit interfaces interface-name unit logical-unit-number]
user@host# set vlan-id number
user@host# set family family address ip-address

NOTE: The IPv6 address family is not supported as a tunnel endpoint.
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Related
Documentation

Configuring an L2TP LNSwith Inline Service Interfaces on page 233•

Enabling Inline Service Interfaces

The inline service interface is a virtual physical interface that resides on the Packet

Forwarding Engine. This si interface, referred to as an anchor interface, makes it possible

to provide L2TP services without a special services PIC. The inline service interface is

supported only by MPCs on MX Series routers. Four inline service interfaces are

configurable per MPC-occupied chassis slot.

NOTE: OnMX80 routers, you can configure only four inline services physical
interfaces as anchor interfaces for L2TP LNS sessions: si-1/0/0, si-1/1/0,
si-1/2/0, and si-1/3/0. You cannot configure si-0/0/0 for this purpose on
MX80 routers.

To enable inline service interfaces:

1. Access an MPC-occupied slot and the PIC where the interface is to be enabled.

[edit chassis]
user@host# edit fpc slot-number pic number

2. Enable the interface and specify the amount of bandwidth reserved on each Packet

Forwarding Engine for tunnel traffic using inline services.

[edit chassis fpc slot-number pic number]
user@host# set inline-services bandwidth (1g | 10g | 20g | 30g | 40g)

Related
Documentation

Configuring an L2TP LNSwith Inline Service Interfaces on page 233•

Configuring an Inline Service Interface for L2TP LNS

The inline service interface is a virtual physical service interface that resideson thePacket

Forwarding Engine. This si interface, referred to as an anchor interface, makes it possible

to provide L2TP services without a special services PIC. The inline service interface is

supported only by MPCs on MX Series routers. Four inline service interfaces are

configurable per MPC-occupied chassis slot.

You canmaximize the number of sessions that can be shaped in one service interface

by setting themaximumnumber of hierarchy levels to two. In this case, each LNS session

consumes one L3 node in the scheduler hierarchy for shaping.

If you do not specify the number of levels (two is the only option), then the number of

LNS sessions that can be shaped on the service interface is limited to the number of L2

nodes, or 4096 sessions. Additional sessions still come up, but they are not shaped.
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To configure an inline service interface:

1. Access the service interface.

[edit interfaces]
user@host# edit si-slot/pic/port

2. (Optional; for per-session shaping only) Enable the inline service interface for

hierarchical schedulers and limit the number of scheduler levels to two.

[edit interfaces si-slot/pic/port]
user@host# set hierarchical-scheduler maximum-hierarchy-levels 2

3. (Optional; for per-session shaping only) Configure services encapsulation for inline

service interface.

[edit interfaces si-slot/pic/port]
user@host# set encapsulation generic-services

4. Configure the IPv4 family on the reserved unit 0 logical interface.

[edit interfaces si-slot/pic/port]
user@host# set unit 0 family inet

Related
Documentation

Configuring an L2TP LNSwith Inline Service Interfaces on page 233•

Configuring Options for the LNS Inline Services Logical Interface

Youmust specify characteristics—dial-options—for each of the inline services logical

interfaces that you configure for the LNS. LNS on MX Series routers supports only one

session per logical interface, so youmust configure it as a dedicated interface; the shared

option is not supported. (LNSonMSeries routers supportsdedicatedand sharedoptions.)

You also configure an identifying name for the logical interface that matches the name

you specify in the access profile.

Youmust specify the inetaddress family for each static logical interfaceor in thedynamic

profile for dynamic LNS interfaces. Although the CLI accepts either inet or inet6 for static

logical interfaces, the subscriber cannot log in successfully unless the address family

inet is configured.

NOTE: For dynamic interface configuration, see “Configuring a Dynamic
Profile for Dynamic LNS Sessions” on page 270.

To configure the static logical interface options:

1. Access the inline services logical interface.

[edit]
user@host# edit interfaces si-fpc/pic/port unit logical-unit-number
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2. Specify an identifier for the logical interface.

[edit interfaces si-fpc/pic/port unit logical-unit-number]
user@host# set dial-options l2tp-interface-id name

3. Configure the logical interface to be used for only one session at a time.

[edit interfaces si-fpc/pic/port unit logical-unit-number]
user@host# set dial-options dedicated

4. Configure the address family for each logical interface and enable the local address

on the LNS that provides local termination for the L2TP tunnel to be derived from the

specified interface name.

[edit interfaces si-fpc/pic/port unit logical-unit-number]
user@host# set family inet unnumbered-address lo0.0

Related
Documentation

Configuring a Dynamic Profile for Dynamic LNS Sessions on page 270•

• Configuring an L2TP LNSwith Inline Service Interfaces on page 233

• Configuring an L2TP Access Profile on the LNS on page 240

LNS 1:1 Stateful Redundancy Overview

By default, when an inline service (si) anchor interface goes down—for example, when

the card hosting the interface fails or restarts—L2TP subscri90905ber traffic is lost.

When the PPP keepalive timer for the tunnel subsequently expires, the control plane

goes down and the PPP client is disconnected. Consequently, the client must then

reconnect.

You can avoid traffic loss in these circumstances by configuring an aggregated inline

service interface (asi) bundle to provide 1:1 stateful redundancy, also called hot standby

or active-backup redundancy. The bundle consists of a pair of si physical interfaces, the

primary (active)member linkand thesecondary (standbyorbackup)member link. These

interfaces must be configured on different MPCs; redundancy is not achievable if you

configure the primary and secondary interface on the sameMPC because bothmember

interfaces go down if the card goes down.

When subscribers log in and 1:1 redundancy is configured, the L2TP session is established

over an underlying virtual logical interface (asix.0) over the asi0 physical interface.

Individual subscriber logical interfaces are created on the underlying interface in the

format, asiX.logical-unit-number. The session remains up in the event of a failure or a

restarton theMPChosting theprimarymember link interface.All thedata trafficdestined

for this L2TP session automatically moves over to the secondary member link interface

on the other MPC.

Related
Documentation

Configuring 1:1 LNS Stateful Redundancy on Aggregated Inline Service Interfaces on

page 248

•

• Configuring an L2TP LNSwith Inline Service Interfaces on page 233
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Configuring 1:1 LNS Stateful Redundancy on Aggregated Inline Service Interfaces

You can create an aggregated inline service interface (asi) bundle to provide 1:1 LNS

stateful redundancy for inline service (si) anchor interfaces. The bundle pairs two

interfaces that reside on different MPCs as primary and secondary links. LNS sessions

are subsequently established over a virtual logical interface, asiX.logical-unit-number.

LNS session failover occurs when either the primary anchor interface goes down or the

card is restarted with the request chassis fpc restart command. When this happens, the

secondary link—onadifferentMPC—becomesactiveandall theLNSdata traffic destined

for the session automatically moves over to the secondary interface. The subscriber

session remains up on the asiX.logical-unit-number virtual interface. No traffic statistics

are lost. When this redundancy is not configured, subscriber traffic is lost, the keepalives

expire, and the PPP client is disconnected andmust reconnect.

Before you begin, youmust do the following:

• Confirm that enhanced subscriber management is enabled.

• Create inline service interfaces on different MPCs to be aggregated in the bundle.

See “Enabling Inline Service Interfaces” on page 245 and “Configuring an Inline Service

Interface for L2TP LNS” on page 245.

• If you are using pools of service interfaces, define the service pools.

BEST PRACTICE: Follow these guidelines:

• Youmustconfigureunit0 family inet for eachbundle; otherwise, thesession

fails to come up.

• The primary (active) and secondary (backup) interfacesmust be on
different MPCs.

• The bandwidth configured at the [edit chassis fpc slot pic number

inline-servicesbandwidth]hierarchy levelmustbethesameforbothmember

links.

• An si interface configured as amember of an aggregated inline service
interface bundle cannot be configured as amember of another bundle
group.

• An si interface configured as amember of an aggregated inline service
interface bundle cannot also be used for any function that is not related
to aggregated services; for example, it cannot be used for inline IP
reassembly.

• When you configure an si interface as amember of an aggregated inline
servicesbundle, youcanno longer configure that si interface independently.
You can configure only the parent bundle; the bundle’s configuration is
applied immediately to all member interfaces.
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To configure 1:1 LNS stateful redundancy:

1. On one MPC, specify the primary (active) inline services member link in the bundle.

[edit interfaces asix aggregated-inline-services-options]
user@host# set primary-interface

2. Configure the amount of bandwidth reserved on this MPC for tunnel traffic using the

primary inline service interface.

[edit chassis fpc slot pic number inline-services]
user@host# set bandwidth (1g | 10g)

3. On a differentMPC, specify the secondary(backup) inline servicesmember link in the

bundle.

[edit interfaces asix aggregated-inline-services-options]
user@host# set secondary-interface

NOTE: If you configure the active and backupmember links on the same
MPC, the subsequent commit of the configuration fails.

4. Configure the amount of bandwidth reserved on this MPC for tunnel traffic using the

secondary inline service interface.

[edit chassis fpc slot pic number inline-services]
user@host# set bandwidth (1g | 10g)

5. Assign theaggregated inline service interfacebundle toanL2TPtunnel groupbyeither

of the following methods:

• Assign a single bundle by specifying the name of the aggregated inline service

physical interface.

[edit services l2tp tunnel-group name]
user@host# set service-interface interface-name

• Assign one or more pools of bundles to the tunnel group.

[edit services l2tp tunnel-group name]
user@host# set service-device-pool pool-name

NOTE: Apool canbemixed; that is, it can includebothaggregated inline
service interface bundles and individual inline service interfaces. The
individual interfacesmust not bemembers of existing bundles.

The following sample configuration creates bundle asi0 with member links on MPCs in

slot 1 and slot 2, then assigns the bundle to provide redundancy for L2TP sessions on

tunnel group tg1:

[edit interfaces asi0]
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user@host# set aggregated-inline-services-options primary-interface si-1/0/0
user@host# set aggregated-inline-services-options secondary-interface si-2/0/0
user@host# set unit 0 family inet

[edit chassis fpc 1 pic 0 inline-services]
user@host# set bandwidth 10g

[edit chassis fpc 2 pic 0 inline-services]
user@host# set bandwidth 10g

[edit services l2tp tunnel-group tg1]
user@host# set service-interface asi0

Related
Documentation

Configuring an L2TP LNSwith Inline Service Interfaces on page 233•

Verifying LNS Aggregated Inline Service Interface 1:1 Redundancy

Purpose View information about aggregated inline service interface bundles, individual member

links, and redundancy status.

Action To view summary information about an aggregated inline service interface bundle:•

user@host> show interfaces asi0 terse
Interface               Admin Link Proto    Local                 Remote
asi0                    up    up
asi0.0                  up    up   inet

• To view detailed information about an aggregated inline service interface bundle:

user@host> show interfaces asi0 extensive
Physical interface: asi0, Enabled, Physical link is Up
  Interface index: 223, SNMP ifIndex: 734, Generation: 226
  Type: Adaptive-Services, Link-level type: Adaptive-Services, MTU: 9192, 
Clocking: Unspecified, Speed: 20000mbps
  Device flags   : Present Running
  Interface flags: Point-To-Point SNMP-Traps Internal: 0x4000
  Link type      : Full-Duplex
  Link flags     : None
Physical info  : Unspecified
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: Unspecified, Hardware address: Unspecified
  Alternate link address: Unspecified
  Last flapped   : 2014-01-20 23:35:02 PST (00:03:25 ago)
  Statistics last cleared: Never
  Traffic statistics:
   Input  bytes  :                    0
   Output bytes  :                    0
   Input  packets:                    0
   Output packets:                    0
   IPv6 transit statistics:
    Input  bytes  :                   0
    Output bytes  :                   0
    Input  packets:                   0
    Output packets:                   0
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  Input errors:
    Errors: 0, Drops: 0, Framing errors: 0, Runts: 0, Giants: 0, Policed 
discards: 0, Resource errors: 0
  Output errors:
    Carrier transitions: 0, Errors: 0, Drops: 0, MTU errors: 0, Resource errors:
 0

  Logical interface asi0.0 (Index 356) (SNMP ifIndex 52241) (Generation 165)
    Flags: Point-To-Point SNMP-Traps 0x4000 Encapsulation: Adaptive-Services
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Protocol inet, MTU: 9192, Generation: 198, Route table: 0
      Flags: Sendbcast-pkt-to-re

• To view information about an individual member interface in an aggregated inline

service interface bundle:

user@host> show interfaces si-1/0/0
Physical interface: si-1/0/0, Enabled, Physical link is Up
  Interface index: 165, SNMP ifIndex: 630
  Type: Adaptive-Services, Link-level type: Adaptive-Services, MTU: 9192, Speed:
 10000mbps
  Device flags   : Present Running
  Interface flags: Point-To-Point SNMP-Traps Internal: 0x4000
  Link type      : Full-Duplex
  Link flags     : None
  Last flapped   : Never
  Input rate     : 0 bps (0 pps)
  Output rate    : 0 bps (0 pps)

  Logical interface si-1/0/0.0 (Index 357) (SNMP ifIndex 52229)
    Flags: Point-To-Point SNMP-Traps 0x4000 Encapsulation: Adaptive-Services
    Input packets : 0
    Output packets: 0

Protocol asi, AS bundle: asi0.0
      Flags: Function2

• To view redundancy status for aggregated inline service interface bundles:

user@host> show interfaces redundancy
Interface State         Last change Primary    Secondary Current status
asi0       On secondary  1d 23:56     si-1/0/0   si-2/0/0   primary down
asi1       On primary    10:10:27     si-3/0/0   si-4/0/0   secondary down 
ae0        On primary    00:00:02     ge-1/0/0   ge-3/0/1   backup down
ae2        On primary    00:00:01     ge-2/0/0   ge-4/0/1   both up
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That sampleoutput shows thatbothaggregatedEthernetandaggregated inline service

interfaces are configured for redundancy. To display only one of the aggregated inline

service interface bundles:

user@host> show interfaces redundancy asi0
Interface State         Last change Primary    Secondary Current status
asi0       On secondary  1d 23:56     si-1/0/0   si-2/0/0   primary down

• To view detailed information about all configured redundancy interfaces:

user@host> show interfaces redundancy detail
Redundancy interfaces detail
Interface        : asi0
  State          : On primary
  Last change    : 00:00:36
  Primary        : si-1/0/0
  Secondary      : si-3/0/0
  Current status: both up

Interface        : ae0
  State          : On primary
  Last change    : 00:01:30
  Primary        : ge-1/0/0
  Secondary      : ge-3/0/1
  Current status : backup down

Related
Documentation

Configuring 1:1 LNS Stateful Redundancy on Aggregated Inline Service Interfaces on

page 248

•

• Configuring an L2TP LNSwith Inline Service Interfaces on page 233

• LNS 1:1 Stateful Redundancy Overview on page 247

L2TP Session Limits and Load Balancing for Service Interfaces

The LNS load balances subscriber sessions across the available service interfaces in a

device pool based on the number of sessions currently active on the interfaces. You can

configure amaximum limit per service interface (si) and per aggregated service interface

(asi). In the caseof asi interfaces, youcannot configurea limit for the individual simember

interfaces in the bundle.

Session Limits on Service Interfaces

When an L2TP session request is initiated for a service interface, the LNS checks the

number of current active sessions on that interface against the maximum number of

sessions allowed for the individual service interface or aggregated service interface. The

LNS determines whether the current session count (displayed by the show services l2tp

summary command) is less than the configured limit. When that is true or when no limit

is configured, the check passes and the session can be established. If the current session

count is equal to the configured limit, then the LNS rejects the session request. No

subsequent requestscanbeacceptedon that interfaceuntil thenumberofactive requests

drops below the configuredmaximum.When a session request is rejected for an si or asi
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interface, the LNS returns aCDNmessagewith the result code set to 2 and the error code

set to 4.

For example, suppose a single service interface is configured in the tunnel group. The

current L2TP session count is 1500, with a configured limit of 2000 sessions. When a

new session is requested, the limit check passes and the session request is accepted.

Session Limit Check ResultCurrent Session CountConfigured Session LimitInterface

Pass15002000si-0/0/0

The limit check continues to pass and session requests are accepted until 500 requests

have been accepted, making the current session count 2000, which matches the

configuredmaximum. The session limit check fails for all subsequent requests and all

requests are rejected until the current session count on the interface drops below 2000,

so that the limit check can pass.

Session Limit Check ResultCurrent Session CountConfigured Session LimitInterface

Fail20002000si-0/0/0

When the session limit is set to zero for an interface , no session requests canbeaccepted.

If that is the only interface in the tunnel group, then all session requests in the group are

rejected until the session limit is increased fromzero or another service interface is added

to the tunnel group.

When a service interface In a service device pool has reached themaximum configured

limit or it has a configured limit of zero, the LNS skips that interface when a session

request is made and selects another interface in the pool to check the session limit. This

continues until an interface passes and the session is accepted or no other interface

remains in the pool to be selected.

Session Load Balancing Across Service Interfaces

The behavior for session load distribution in a service device pool changed in Junos OS

Release 16.2. When a service interface has a lower session count than another interface

in the pool and both interfaces are below their maximum session limit, subsequent

sessions are distributed to the interface with fewer sessions.

In earlier releases, sessions are distributed in a strictly round-robin manner, regardless

of session count. The old behavior can result in uneven session distribution when the

Packet Forwarding Engine is rebooted or a service interface goes down and comes back

up.
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For example, consider the following scenario using the old round-robin distribution

behavior for a pool with two service interfaces:

1. Two hundred sessions are evenly distributed across the two service interfaces.

• si-0/0/0 has 100 sessions.

• si-1/0/0 has 100 sessions.

2. The si-1/0/0 interface reboots. When it comes back, initially sessions are up only on

si-0/0/0.

• si-0/0/0 has 100 sessions.

• si-1/0/0 has 0 sessions.

3. As the sessions formerly on si-1/0/0 reconnect, they are distributed equally across

both service interfaces. When all 100 sessions are back up, the distribution is

significantly unbalanced.

• si-0/0/0 has 150 sessions.

• si-1/0/0 has 50 sessions.

4. After 100 new sessions connect, si-0/0/0 reaches its maximum limit. Subsequent

sessions are accepted only on si-1/0/0.

• si-0/0/0 has 200 sessions.

• si-1/0/0 has 100 sessions.

5. After 100moresessionsconnect, si-1/0/0 reaches itsmaximumlimit.Nomoresessions

can be accepted until the session count drops below 200 for one of the interfaces.

• si-0/0/0 has 200 sessions.

• si-1/0/0 has 200 sessions.

Now consider the same scenario using the current load distribution behavior based on

the number of attached sessions. The device pool again has two service interfaces each

with a configuredmaximum limit of 200 sessions:

1. Two hundred sessions are evenly distributed across the two service interfaces.

• si-0/0/0 has 100 sessions.

• si-1/0/0 has 100 sessions.

2. The si-1/0/0 interface reboots. When it comes back up, sessions are up initially only

on si-0/0/0.

• si-0/0/0 has 100 sessions.

• si-1/0/0 has 0 sessions.

3. As the sessions formerly on si-1/0/0 reconnect, they are distributed according to the

session load on each interface. Because both interfaces are below their maximum

limit, and si-1/0/0 has fewer sessions than si-0/0/0, sessions are initially distributed

only to si-1/0/0.

a. After 1 new session:
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• si-0/0/0 has 100 sessions.

• si-1/0/0 has 1 session.

b. After 10 new sessions:

• si-0/0/0 has 100 sessions.

• si-1/0/0 has 10 sessions.

c. After 100 new sessions:

• si-0/0/0 has 100 sessions.

• si-1/0/0 has 100 sessions.

4. Because both interfaces now have the same session count, the next session (#101)

is distributed randomlybetween the two interfaces. Thenext sessionafter that (#102)

goes to the interface with the lower session count. That makes the interfaces equal

again, so the next session (#103) is randomly distributed. This pattern repeats until

the maximum limit of 200 sessions for both interfaces.

• si-0/0/0 has 200 sessions.

• si-1/0/0 has 200 sessions.

Nomore sessions can be accepted on either interface until the number of sessions

drops below 200 on one of the interfaces.

The loadbalancingbehavior is the same for aggregatedservice interfaces. Anasi interface

is selected from a pool based on the current session count for the asi interface. When

that count is less than themaximum, the LNS checks current session count for the active

si interface in the asi bundle.When that count is less than themaximum, the session can

be established on the asi interface.

In amixeddevice pool that has both service interfaces andaggregated service interfaces,

sessions are distributed to the interface, either asi or si, that has the lowest session count.

When the session count of an interface of either type reaches its limit, it can no longer

accept sessions until the count drops below themaximum.

You can use the session limit configuration to achieve a session limit on particular Packet

Forwarding Engines. Suppose youwant a limit of 100 sessions on a PFE0, which has two

service interfaces. You can set the max limit on each interface to 50, or any other

combination that adds up to 100 to establish the PFE0 limit.

Related
Documentation

L2TP Session Limits Overview on page 197•

• Limiting the Number of L2TP Sessions Allowed by the LAC or LNS on page 202

• L2TP for Subscriber Access Overview on page 145

• Configuring an L2TP LNSwith Inline Service Interfaces on page 233

• Configuring an L2TP LAC on page 171
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Example: Configuring an L2TP LNS

This example shows how you can configure an L2TP LNS on an MX Series router to

provide tunnel endpoints for an L2TP LAC in your network. This configuration includes a

dynamic profile for dual-stack subscribers.

• Requirements on page 256

• Overview on page 257

• Configuration on page 258

Requirements

This L2TP LNS example requires the following hardware and software:

• MX Series 3D Universal Edge Router

• One or more MPCs

• Junos OS Release 11.4 or later

No special configuration beyond device initialization is required before you can configure

this feature.

Youmust configure certain standard RADIUS attributes and Juniper Networks VSAs in

the attribute return list on the AAA server associated with the LNS for this example to

work. Table 24onpage256 lists theattributeswith their requiredorder settingandvalues.

We recommend that you use themost current Juniper Networks RADIUS dictionary,

available in the Downloads box on the Junos OS Subscriber Management page at

http://www.juniper.net/techpubs/en_US/junos/information-products/pathway-pages/subscriber-access/index.html.

Table 24: VSAandStandardRADIUSAttributeNames,Order, andValuesRequired for Example

ValueOrderVSA Name [Number]

T01 Multiplay1CoS-Parameter-Type [26–108]

T02 10m2CoS-Parameter-Type [26–108]

T08 -363CoS-Parameter-Type [26–108]

T07 cell-mode4CoS-Parameter-Type [26–108]

jnpr_ipv6_pool0Framed-IPv6-Pool [100]

jnpr_pool0Framed-Pool [88]

classify0Egress-Policy-Name [26-11]

classify0Ingress-Policy-Name [26-10]

default0Virtual-Router [26-1]
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Overview

The LNS employs user group profiles to apply PPP attributes to the PPP subscribers that

are tunneled from the LAC. LACs in the network are clients of the LNS. The clients are

associated with user group profiles in the L2TP access profile configured on the LNS. In

this example, the user group profile ce-l2tp-group-profile specifies the following PPP

attributes:

• A 30-second interval between PPP keepalive messages for L2TP tunnels from the

client LAC terminating on the LNS.

• A 200-second interval that defines how long the PPP subscriber session can be idle

before it is considered to have timed out.

• Both PAP and CHAP as the PPP authentication methods that apply to tunneled PPP

subscribers at the LNS.

The L2TP access profile ce-l2tp-profile defines a set of L2TP parameters for each client

LAC. In this example, the user group profile ce-l2tp-group-profile is associated with both

clients, lac1 and lac2. Both clients are configured to have the LNS renegotiate the link

control protocol (LCP)with the PPP client rather than accepting the pre-negotiated LCP

parameters that the LACs pass to the LNS. LCP renegotiation also causes authentication

to be renegotiated by the LNS; the authentication method is specified in the user group

profile. Themaximum number of sessions allowed per tunnel is set to 1000 for lac1 and

to 4000 for lac2. A different password is configured for each LAC.

A local AAA access profile, aaa-profile, enables you to override the global AAA access

profile, so that you can specify an authentication order, a RADIUS server that you want

to use for L2TP, and a password for the server.

In this example, an address pool defines a range of IP addresses that the LNS allocates

to the tunneled PPP sessions. This example defines ranges of IPv4 and IPv6 addresses.

Two inline service interfaces are enabled on the MPC located in slot 5 of the router. For

each interface, 10 Gbps of bandwidth is reserved for tunnel traffic on the interface’s

associated PFE. These anchor interfaces serve as the underlying physical interface. To

enable CoS queue support on the individual logical inline service interfaces, youmust

configure both services encapsulation (generic-services) and hierarchical scheduling

support on the anchors. The IPv4 address family is configured for both anchor interfaces.

Bothanchor interfacesare specified in the lns_p1 servicedevicepool. TheLNScanbalance

traffic loads across the two anchor interfaces when the tunnel group includes the pool.

This example uses the dynamic profile dyn-lns-profile2 to specify characteristics of the

L2TP sessions that are created or assigned dynamically when a subscriber is tunneled

to the LNS. Formany of the characteristics, a predefined variable is set; the variables are

dynamically replaced with the appropriate values when a subscriber is tunneled to the

LNS.

The interface to which the tunneled PPP client connects ($junos-interface-name) is

dynamically created in the routing instance ($junos-routing-instance) assigned to the

subscriber. Routing options for access routes include the route’s next hop address
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($junos-framed-route-nexthop), metric ($junos-framed-route-cost), and preference

($junos-framed-route-distance). Foraccess-internal routes, adynamic IPaddressvariable

($junos-subscriber-ip-address) is set.

The logical inline service interfaces are defined by the name of a configured anchor

interface ($junos-interface-ifd-name) and a logical unit number ($junos-interface-unit).

The profile assigns l2tp-encapuslation as the identifier for the logical interface and

specifies that each interface can be used for only a single session at a time.

The IPv4 address is set to a value returned from the AAA server. For IPv4 traffic an input

firewall filter $junos-input-filter and an output firewall filter $junos-output-filter are

attached to the interface. The loopback variable ($junos-loopback-interface) derives an

IP address from a loopback interface (lo) configured in the routing instance and uses it

in IPCPnegotiation as thePPPserver address. Because this is a dual-stack configuration,

the IPv6address family isalsoset,with theaddressesprovidedby the$junos-ipv6-address

variable.

The $junos-ipv6-address variable is used because Router Advertisement Protocol is also

configured. This variable enables AAA to allocate the first address in the prefix to be

reserved as the local address for the interface. Theminimal configuration for the Router

Advertisement Protocol in the dynamic profile specifies the $junos-interface-name and

$junos-ipv6-ndra-prefix variables to dynamically assign a prefix value in IPv6 neighbor

discovery router advertisements.

The dynamic profile also includes the class of service configuration that is applied to the

tunnel traffic. The traffic-control profile (tc-profile) includes variables for the scheduler

map ($junos-cos-scheduler-map), shaping rate ($junos-cos-shaping-rate), overhead

accounting ($junos-cos-shaping-mode), and byte adjustment $junos-cos-byte-adjust).

The dynamic profile applies the CoS configuration—including the forwarding class, the

output traffic-control profile, and the rewrite rules—to the dynamic service interfaces.

The tg-dynamic tunnel group configuration specifies the access profile ce-l2tp-profile,

the local AAA profile aaa-profile, and the dynamic profile dyn-lns-profile2 that are used

to dynamically create LNS sessions and define the characteristics of the sessions. The

lns_p1 service device pool associates a pool of service interfaceswith the group to enable

LNS to balance traffic across the interfaces. The local gateway address 203.0.113.2

corresponds to the remote gateway address that is configured on the LAC. The local

gateway name ce-lns corresponds to the remote gateway name that is configured on

the LAC.

NOTE: This example does not show all possible configuration choices.

Configuration

CLI Quick
Configuration

To quickly configure an L2TP LNS, copy the following commands, paste them in a text

file, remove any line breaks, and then copy and paste the commands into the CLI.

[edit]
edit access group-profile ce-l2tp-group-profile
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set ppp idle-timeout 200
set ppp ppp-options pap
set ppp ppp-options chap
set ppp keepalive 30
top
edit access profile ce-l2tp-profile
set client lac1 l2tpmaximum-sessions-per-tunnel 1000
set client lac1 l2tp interface-id l2tp-encapsulation-1
set client lac1 l2tp lcp-renegotiation
set client lac1 l2tp shared-secret "lac1-$ABC123"
set client lac1 user-group-profile ce-l2tp-group-profile
set client lac2 l2tpmaximum-sessions-per-tunnel 4000
set client lac2 l2tp interface-id l2tp-encap-2
set client lac2 l2tp lcp-renegotiation
set client lac2 l2tp shared-secret "lac2-$ABC123"
set client lac2 user-group-profile ce-l2tp-group-profile
top
edit access profile aaa-profile
set authentication-order radius
set radius authentication-server 198.51.100.193
set radius-server 198.51.100.193 secret "$ABC123”
top
edit access address-assignment pool client-pool1 family inet
set network 192.168.1.1/16
set range lns-v4-pool-range low 192.168.1.1
set range lns-v4-pool-range high 192.168.255.255
top
edit access address-assignment pool client-ipv6-pool2 family inet6
set prefix 2001:DB8::/32
set range lns-v6-pool-range low 2001:DB8:1::/48
set range lns-v6-pool-range high 2001:DB8:ffff::/48
top
set interfaces ge-5/0/1 unit 11 vlan-id 11
set interfaces ge-5/0/1 unit 11 family inet address 203.0.113.2/24
set interfaces lo0 unit 0 family inet address 127.0.0.1/32
top
set chassis fpc 5 pic 0 inline-services bandwidth 10g
set chassis fpc 5 pic 2 inline-services bandwidth 10g
top
edit interfaces si-5/0/0
set hierarchical-scheduler maximum-hierarchy-levels 2
set encapsulation generic-services
set unit 0 family inet
top
edit interfaces si-5/2/0
set hierarchical-scheduler maximum-hierarchy-levels 2
set encapsulation generic-services
set unit 0 family inet
top
set services service-device-pools pool lns_p1 interface si-5/0/0
set services service-device-pools pool lns_p1 interface si-5/2/0
top
edit dynamic-profiles dyn-lns-profile2 routing-instances $junos-routing-instance
set interface $junos-interface-name
edit routing-options access route $junos-framed-route-ip-address-prefix
set next-hop $junos-framed-route-nexthop
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setmetric $junos-framed-route-cost
set preference $junos-framed-route-distance
up 2
edit access-internal route $junos-subscriber-ip-address
set qualified-next-hop $junos-interface-name
up 5
edit interfaces $junos-interface-ifd-name unit $junos-interface-unit
set dial-options l2tp-interface-id l2tp-encapsulation
set dial-options dedicated
set family inet filter input $junos-input-filter
set family inet filter output $junos-output-filter
set family inet unnumbered-address $junos-loopback-interface
set family inet6 address $junos-ipv6-address
set family inet6 filter input $junos-input-ipv6-filter
set family inet6 filter output $junos-output-ipv6-filter
up 3
edit protocols router-advertisement
set interface $junos-interface-name prefix $junos-ipv6-ndra-prefix
top
[edit class-of-service]
edit rewrite-rules dscp rewriteDSCP forwarding-class expedited-forwarding
set loss-priority high code-point af11
set loss-priority high code-point af12
top
edit dynamic-profiles dyn-lns-profile2 class-of-service traffic-control-profiles tc-profile
set scheduler-map $junos-cos-scheduler-map
set shaping-rate $junos-cos-shaping-rate
set overhead-accounting $junos-cos-shaping-mode
set overhead-accounting bytes $junos-cos-byte-adjust
up
edit interfaces $junos-interface-ifd-name unit $junos-interface-unit
set forwarding-class expedited-forwarding
set output-traffic-control-profile tc-profile
set rewrite-rules dscp rewriteDSCP
edit interfaces si-5/0/0
set output-control-profile-remaining tc-profile
top
set services l2tp tunnel-group tg-dynamic l2tp-access-profile ce-l2tp-profile
set services l2tp tunnel-group tg-dynamic aaa-access-profile aaa-profile
set services l2tp tunnel-group tg-dynamic local-gateway address 203.0.113.2
set services l2tp tunnel-group tg-dynamic local-gateway gateway-name ce-lns
set services l2tp tunnel-group tg-dynamic service-device-pool lns_p1
set services l2tp tunnel-group tg-dynamic dynamic-profile dyn-lns-profile2

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode.

To configure an L2TP LNSwith inline service interfaces:

1. Configure a user group profile that defines the PPP configuration for tunnel

subscribers.

[edit access]
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user@host# edit group-profile ce-l2tp-group-profile
[edit access group-profile ce-l2tp-group-profile]
user@host# set ppp keepalive 30
user@host# set ppp idle-timeout 200
user@host# set ppp ppp-options chap
user@host# set ppp ppp-options pap

2. Configure an L2TP access profile that defines the L2TP parameters for each client

LAC. This includes associating a user group profile with the client and specifying

the identifier for the inline services logical interface that represents an L2TP session

on the LNS.

[edit access profile ce-l2tp-profile client lac1]
user@host# set l2tp interface-id l2tp-encapsulation
user@host# set l2tpmaximum-sessions-per-tunnel 1000
user@host# set l2tp shared-secret "lac1-$ABC123"
user@host# set l2tp lcp-renegotiation
user@host# set user-group-profile ce-l2tp-group-profile
[edit access profile ce-l2tp-profile client lac2]
user@host# set l2tp interface-id interface-id
user@host# set l2tpmaximum-sessions-per-tunnel 4000
user@host# set l2tp shared-secret "lac2-$ABC123"
user@host# set l2tp lcp-renegotiation
user@host# set user-group-profile ce-l2tp-group-profile

NOTE: If user-group-profile is modified or deleted, the existing LNS

subscribers, which were using this Layer 2 Tunneling Protocol client
configuration, go down.

3. Configure a AAA access profile to override the global access profile for the order of

AAA authentication methods and server attributes.

[edit access profile aaa-profile]
user@host# set authentication-order radius
user@host# set radius authentication-server 198.51.100.193
user@host# set radius-server 198.51.100.193 secret "$ABC123”

4. Configure IPv4 and IPv6 address-assignment pools to allocate addresses for the

clients (LACs).

[edit access address-assignment pool client-pool1 family inet]
user@host# set network 192.168.1.1/16
user@host# set range lns-v4-pool-range low 192.168.1.1 high 192.168.255.255
[edit access address-assignment pool client-ipv6-pool2 family inet6]
user@host# set prefix 2001:DB8::/32
user@host# set range lns-v6-pool-range low 2001:DB8:1::/48
user@host# set range lns-v6-pool-range high 2001:DB8:ffff::/48

5. Configure the peer interface to terminate the tunnel and the PPP server-side IPCP

address (loopback address).
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[edit interfaces ge-5/0/1
user@host# set vlan-tagging
user@host# set unit 11
[edit interfaces ge-5/0/1.11
user@host# set vlan-id 11
user@host# set family inet address 10.1.1.2/24
[edit interfaces lo0]
user@host# set unit 0 family inet address 127.0.0.1/32

6. Enable inline service interfaces on an MPC.

[edit chassis fpc 5]
user@host# set pic 0 inline-services bandwidth 10g
user@host# set pic 2 inline-services bandwidth 10g

7. Configure the anchor service interfaces with services encapsulation, hierarchical

scheduling, and the address family.

[edit interfaces si-5/0/0]
user@host# set hierarchical-scheduler maximum hierarchy-levels 2
user@host# set encapsulation generic-services
user@host# set unit 0 family inet
[edit interfaces si-5/2/0]
user@host# set hierarchical-scheduler maximum hierarchy-levels 2
user@host# set encapsulation generic-services
user@host# set unit 0 family inet

8. Configure a pool of service interfaces for dynamic LNS sessions.

[edit services service-device-pools pool lns_p1]
user@host# set interface si-5/0/0
user@host# set interface si-5/2/0

9. Configure a dynamic profile that dynamically creates L2TP logical interfaces for

dual-stack subscribers.

[edit dynamic-profiles dyn-lns-profile2]
user@host# edit routing-instances $junos-routing-instance
user@host# set interface $junos-interface-name
[editdynamic-profilesdyn-lns-profile2 routing-instances “$junos-routing-instance”]
user@host#edit routing-optionsaccessroute$junos-framed-route-ip-address-prefix
[edit dynamic-profiles dyn-lns-profile2 routing-instances “$junos-routing-instance”
routing-options access route “$junos-framed-route-ip-address-prefix”]

user@host# set next-hop $junos-framed-route-nexthop
user@host# setmetric $junos-framed-route-cost
user@host# set preference $junos-framed-route-distance
[edit dynamic-profiles dyn-lns-profile2 routing-instances “$junos-routing-instance”
routing-options access-internal]

user@host# set route $junos-subscriber-ip-address qualified-next-hop
$junos-interface-name

[edit dynamic-profiles dyn-lns-profile2 interfaces “$junos-interface-ifd-name” unit
“$junos-interface-unit”]

user@host# set dial-options l2tp-interface-id l2tp-encapsulation
user@host# set dial-options dedicated
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user@host# set family inet unnumbered-address $junos-loopback-interface
user@host# set family inet filter input $junos-input-filter
user@host# set family inet filter output $junos-output-filter
user@host# set family inet6 address $junos-ipv6-address
set family inet6 filter input $junos-input-ipv6-filter
set family inet6 filter output $junos-output-ipv6-filter
[edit dynamic-profiles dyn-lns-profile2 protocols router-advertisement]
user@host# set interface $junos-interface-name prefix $junos-ipv6-ndra-prefix

10. Configure shaping, scheduling, and rewrite rules, and apply in the dynamic profile

to tunnel traffic.

[edit class-of-service]
user@host# edit rewrite-rules dscp rewriteDSCP forwarding-class
expedited-forwarding

user@host# set loss-priority high code-point af11
user@host# set loss-priority high code-point af12
[edit dynamic-profiles dyn-lns-profile2 class-of-service traffic-control-profiles
tc-profile]

user@host# set scheduler-map $junos-cos-scheduler-map
user@host# set shaping-rate $junos-cos-shaping-rate
user@host# set overhead-accounting $junos-cos-shaping-mode
user@host# set overhead-accounting bytes $junos-cos-byte-adjust
[edit dynamic-profiles dyn-lns-profile2 class-of-service interfaces
“$junos-interface-ifd-name” unit "$junos-interface-unit"]

user@host# set forwarding-class expedited-forwarding
user@host# set output-traffic-control-profile tc-profile
user@host# set rewrite-rules dscp rewriteDSCP
[edit class-of-service interfaces si-5/0/0]
user@host# set output-traffic-control-profile-remaining tc-profile

11. Configure the L2TP tunnel group to bring up dynamic LNS sessions using the pool

of inline service interfaces to enable load-balancing.

[edit services l2tp tunnel-group tg-dynamic]
user@host# set l2tp-access-profile ce-l2tp-profile
user@host# set local-gateway address 10.1.1.2
user@host# set local-gateway gateway-name ce-lns
user@host# set aaa-access-profile aaa-profile
user@host# set dynamic-profile dyn-lns-profile2
user@host# set service-device-pool lns_p1

Results From configuration mode, confirm the access profile, group profile, AAA profile, and

address-assignmentpools configurationbyentering the showaccesscommand.Confirm

the inline services configuration by entering the show chassis command. Confirm the

interface configuration by entering the show interfaces command. Confirm the dynamic

profile configurationbyentering the showdynamic-profilescommand.Confirm the tunnel

group configuration by entering the show services l2tp command. If the output does not

display the intended configuration, repeat the configuration instructions in this example

to correct it.

[edit]
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user@host# show access
group-profile ce-l2tp-group-profile {
ppp {
idle-timeout 200;
ppp-options {
pap;
chap;

}
keepalive 30;

}
}
profile ce-l2tp-profile {
client lac1 {
l2tp {
maximum-sessions-per-tunnel 1000;
interface-id l2tp-encapsulation-1;
lcp-renegotiation;
shared-secret "lac1-$ABC123"; ## SECRET-DATA

}
user-group-profile ce-l2tp-group-profile;

}
client lac2 {
l2tp {
maximum-sessions-per-tunnel 4000;
interface-id l2tp-encap-2;
lcp-renegotiation;
shared-secret "lac2-$ABC123"; ## SECRET-DATA

}
user-group-profile ce-l2tp-group-profile;

}
}
profile aaa-profile {
authentication-order radius;
radius-server {
198.51.100.193 secret "$ABC123"; ## SECRET-DATA

}
}
address-assignment {
pool client-pool1 {
family inet {
network 192.168.1.1/16;
range lns-v4-pool-range {
low 192.168.1.1;
high 192.168.255.255;

}
}

}
pool client-ipv6-pool2 {
family inet6 {
prefix 2001:DB8::/32;
range lns-v6-pool-range {
low 2001:DB8:1::/48;
high 2001:DB8:ffff::/48;

}
}

}
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}

[edit]
user@host# show chassis
fpc 5 {
pic 0 {
inline-services {
bandwidth 10g;

}
}
pic 2 {
inline-services {
bandwidth 10g;

}
}

}

[edit]
user@host# show interfaces
ge-5/0/1 {
vlan-tagging;;
unit 11 {
vlan-id 11;
family inet {
address 203.0.113.2/24;

}
}

}
si-5/0/0 {
hierarchical-scheduler maximum-hierarchy-levels 2;
encapsulation generic-services;
unit 0 {
family inet;

}
}
si-5/2/0 {
hierarchical-scheduler maximum-hierarchy-levels 2;
encapsulation generic-services;
unit 0 {
family inet;

}
}
lo0 {
unit 0 {
family inet {
address 127.0.0.1/32;

}
}

}
[edit]
user@host# show dynamic-profiles
dyn-lns-profile2 {
routing-instances {
"$junos-routing-instance" {
interface "$junos-interface-name";
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routing-options {
access {
route $junos-framed-route-ip-address-prefix {
next-hop "$junos-framed-route-nexthop";
metric "$junos-framed-route-cost";
preference "$junos-framed-route-distance";

}
}
access-internal {
route $junos-subscriber-ip-address {
qualified-next-hop "$junos-interface-name";

}
}

}
}

}
interfaces {
"$junos-interface-ifd-name" {
unit "$junos-interface-unit" {
dial-options {
l2tp-interface-id l2tp-encapsulation;
dedicated;

}
family inet {
filter {
input "$junos-input-filter";
output "$junos-output-filter";

}
unnumbered-address "$junos-loopback-interface";

}
family inet6 {
address $junos-ipv6-address;
input $junos-input-ipv6-filter;
output $junos-output-ipv6-filter;

}
}

}
}
protocols {
router-advertisement {
interface "$junos-interface-name" {
prefix $junos-ipv6-ndra-prefix;

}
}

}
class-of-service {
rewrite-rules {
dscp rewriteDSCP {
forwarding-class expedited-forwarding {
loss-priority high code-point af11
loss-priority high code-point af12

}
}

}
traffic-control-profiles {
tc-profile {
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scheduler-map "$junos-cos-scheduler-map";
shaping-rate "$junos-cos-shaping-rate";
overhead-accounting"$junos-cos-shaping-mode"bytes"$junos-cos-byte-adjust";

}
}
interfaces {
"$junos-interface-ifd-name" {
unit "$junos-interface-unit" {
forwarding-class expedited-forwarding;
output-traffic-control-profile tc-profile;
rewrite-rules {
dscp rewriteDSCP;

}
}

}
}

}
}

[edit]
user@host# show services l2tp
tunnel-group tg-dynamic {
l2tp-access-profile ce-l2tp-profile;
aaa-access-profile aaa-profile;
local-gateway {
address 203.0.113.2;
gateway-name ce-lns;

}
service-device-pool lns_p1;
dynamic-profile dyn-lns-profile2;

}

When you are done configuring the device, enter commit from configuration mode.

Related
Documentation

L2TP for Subscriber Access Overview on page 145•

• Configuring an L2TP LNSwith Inline Service Interfaces on page 233

• Configuring an L2TP LAC on page 171

Configuring an L2TP Tunnel Group for LNS Sessions with Inline Services Interfaces

The L2TP tunnel group specifies attributes that apply to L2TP tunnels and sessions from

a group of LAC clients. These attributes include the access profile used to validate L2TP

connection requestsmade to theLNSon the local gatewayaddress, a local accessprofile

that overrides the global access profile, the keepalive timer, andwhether the IPToSvalue

is reflected.
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NOTE: If you delete a tunnel group, all L2TP sessions in that tunnel group
are terminated. If you change the value of the local-gateway-address,

service-device-pool, or service-interface statements, all L2TP sessions using

those settings are terminated. If you change or delete other statements at
the [edit services l2tp tunnel-group name] hierarchy level, new tunnels you

establish use the updated values but existing tunnels and sessions are not
affected.

To configure the LNS tunnel group:

1. Create the tunnel group.

[edit services l2tp]
user@host# edit tunnel-group name

NOTE: You can create up to 256 tunnel groups.

2. Specify the service anchor interface responsible for L2TP processing on the LNS.

[edit services l2tp tunnel-group name]
user@host# set service-interface interface-name

This service anchor interface is required for static LNS sessions, and for dynamic LNS

sessions that do not balance traffic across a pool of anchor interfaces. The interface

is configured at the [edit interfaces] hierarchy level.

3. (Optional; for load-balancing dynamic LNS sessions only) Specify a pool of inline

serviceanchor interfaces toenable load-balancingofL2TPtrafficacross the interfaces.

[edit services l2tp tunnel-group name]
user@host# set service-device-pool pool-name

The pool is defined at the [edit services service-device-pools] hierarchy level.

4. (For dynamic LNSsessionsonly)Specify thenameof thedynamicprofile thatdefines

and instantiates inline service interfaces for L2TP tunnels

[edit services l2tp tunnel-group name]
user@host# set dynamic-profile profile-name

The profile is defined at the [edit dynamic-profiles] hierarchy level.

5. Specify the access profile that validates all L2TP connection requests to the local

gateway address.

[edit services l2tp tunnel-group name]
user@host# set l2tp-access-profile profile-name
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6. Configure the local gateway address on the LNS; corresponds to the IP address that

is used by LACs to identify the LNS.

[edit services l2tp tunnel-group name]
user@host# set local-gateway address address

7. (Optional) Configure the local gateway name on the LNS, returned in the SCCRP

message to the LAC. The namemust match the remote gateway name configured

on the LAC, or the tunnel cannot be created.

[edit services l2tp tunnel-group name]
user@host# set local-gateway gateway-name gateway-name

8. (Optional) Configure the interval at which the LNS sends hello messages if it has

received nomessages from the LAC.

[edit services l2tp tunnel-group name]
user@host# set hello-interval seconds

9. (Optional) Specify a local access profile that overrides the global access profile to

configure RADIUS server settings for the tunnel group.

[edit services l2tp tunnel-group name]
user@host# set aaa-access-profile profile-name

This local profile is configured at the [edit access profile] hierarchy level.

10. (Optional) Configure the LNS to reflect the IP ToS value from the inner IP header to

the outer IP header (applies to CoS configurations).

[edit services l2tp tunnel-group name]
user@host# set tos-reflect

Related
Documentation

Configuring an L2TP LNSwith Inline Service Interfaces on page 233•

• Configuring an L2TP Access Profile on the LNS on page 240

Configuring a Pool of Inline Services Interfaces for Dynamic LNS Sessions

You can create a pool of inline service interfaces, also known as a service device pool, to

enable load-balancing of L2TP traffic across the interfaces. The pool is supported for

dynamic LNS configurations, where it provides a set of logical interfaces that can be

dynamically created and allocated to L2TP sessions on the LNS. The pool is assigned to

an LNS tunnel group. L2TPmaintains the state of each inline service interface and uses

a round-robin method to evenly distribute the load among available interfaces when

new session requests are accepted.

NOTE: Load balancing is available only for dynamically created subscriber
interfaces.
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LNS sessions anchored on an MPC are not affected by a MIC failure as long as some

other path to the peer LACs exists. If the MPC hosting the peer interface fails and there

is no path to peer LACs, the failure initiates termination and clean-up of all the sessions

on the MPC.

If the MPC anchoring the LNS sessions itself fails, the Routing Engine does not relocate

sessions to another slot and all sessions are terminated immediately. New sessions can

come up on another available interface when the client retries.

To configure the service device pool:

1. Create the pool.

[edit services service-device-pools]
user@host# edit pool pool-name

2. Specify the inline service interfaces that make up the pool.

[edit services service-device-pools pool pool-name]
user@host# set interface service-interface-name
user@host# set interface service-interface-name

Related
Documentation

Configuring an L2TP LNSwith Inline Service Interfaces on page 233•

• Configuring an L2TP Tunnel Group for LNS Sessions with Inline Services Interfaces on

page 267

Configuring a Dynamic Profile for Dynamic LNS Sessions

You can configure L2TP to dynamically assign inline service interfaces for L2TP tunnels.

Youmust define one or more dynamic profiles and assign a profile to each tunnel group.

The LNS supports IPv4-only, IPv6-only, and dual-stack IPv4/IPv6 sessions.

To configure the L2TP dynamic profile:

1. Create the dynamic profile.

[edit]
user@host# edit dynamic-profiles profile-name

2. Configure the interface to be dynamically assigned to the routing instance used by

the tunneled PPP clients.

[edit dynamic-profiles profile-name routing-instances “$junos-routing-instance”]
user@host# set interface $junos-interface-name

3. Configure the routing options for access routes in the routing instance.

[edit dynamic-profiles profile-name routing-instances “$junos-routing-instance”
routing-options access]

user@host# set route next-hop $junos-framed-route-nexthop
user@host# set routemetric $junos-framed-route-cost
user@host# set route preference $junos-framed-route-distance
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4. Configure the routing options for access-internal routes in the routing instance.

[edit dynamic-profiles profile-name routing-instances “$junos-routing-instance”
routing-options access-internal]

user@host# set route $junos-subscriber-ip-address

5. Define the interfacesusedby thedynamicprofile. Thevariable isdynamically replaced

by one of the configured inline service interfaces.

[edit dynamic-profiles profile-name]
user@host# set interfaces $junos-interface-ifd-name

6. Configure the inline services logical interfaces to be dynamically instantiated.

[edit dynamic-profiles profile-name interfaces “$junos-interface-ifd-name”]
user@host# set unit $junos-interface-unit

7. Specify an identifier for the logical interfaces.

[edit dynamic-profiles profile-name interfaces “$junos-interface-ifd-name” unit
“$junos-interface-unit]

user@host# set dial-options l2tp-interface-id name

8. Configure each logical interface to be used for only one session at a time.

[edit dynamic-profiles profile-name interfaces “$junos-interface-ifd-name” unit
“$junos-interface-unit]

user@host# set dial-options dedicated

9. Configure the address family for the logical interfaces and enable the local address

on the LNS that provides local termination for the L2TP tunnel to be derived from the

specified interface name.

NOTE: Dynamic LNS sessions require you to include the dial-options

statement in the dynamic profile, which in turn requires you to include the
family inet statement. This has the following consequences:

• Youmust always configure family inet regardless of whether you

configure IPv4-only, IPv6-only, or dual-stack interfaces in the profile.

• When you configure IPv4-only interfaces, you configure only family inet

and youmust configure the interface address under family inet.

• Whenyouconfigure IPv6-only interfaces , youmustalsoconfigure family

inet6 and youmust configure the interface address under family inet6.

You do not configure the address under family inet.

• When you configure dual-stack, IPv4/IPv6 interfaces, you configure
both family inet and family inet6 and an interface address under each

family.

For IPv4-only interfaces:
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[edit dynamic-profiles profile-name interfaces “$junos-interface-ifd-name” unit
“$junos-interface-unit]

user@host# set family inet unnumbered-address $junos-loopback-interface

For IPv6-only interfaces:

[edit dynamic-profiles profile-name interfaces “$junos-interface-ifd-name” unit
“$junos-interface-unit]

user@host# set family inet
user@host# set family inet6 unnumbered-address $junos-loopback-interface

For dual-stack IPv4/IPv6 interfaces:

[edit dynamic-profiles profile-name interfaces “$junos-interface-ifd-name” unit
“$junos-interface-unit]

user@host# set family inet unnumbered-address $junos-loopback-interface
user@host# set family inet6 unnumbered-address $junos-loopback-interface

NOTE: If Router Advertisement Protocol is configured, then you configure
a numbered address rather than an unnumbered address for the IPv6
local address:

user@host# set family inet6 address $junos-ipv6-address

See Broadband Subscriber Sessions Feature Guide for information about

usingvariables for IPv6-onlyanddual-stackaddressing indynamicprofiles.

Related
Documentation

• Configuring an L2TP LNSwith Inline Service Interfaces on page 233

• Configuring an L2TP Tunnel Group for LNS Sessions with Inline Services Interfaces on

page 267
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CHAPTER 24

Configuring IP Packet Fragment
Reassembly

• IP Packet Fragment Reassembly for L2TP Overview on page 273

• Configuring IP Inline Reassembly for L2TP on page 274

IP Packet Fragment Reassembly for L2TPOverview

You can configure the service interfaces on the MX Series routers with modular port

concentrators (MPCs) to support reassemble fragmented IP packets for an L2TP

connection. When packets are transmitted over an L2TP connection, the packets may

be fragmentedduring transmissionandneedtobe reassembledbefore theyareprocessed

further. Efficient reassembly is important for network throughput, scalability, andgraceful

response to congestion.

Fragmentation of IP packets for transmission and the need to reassemble the IP packets

at a destination is a feature of how Layer 2 (the frame layer) and Layer 3 (the packet

layer) operate. Themaximum size of a frame, set by the Maximum Transmission Unit

(MTU) value, and themaximumsize of a packet are determined independently. Typically

the packet size can far exceed the MTU size defined for the outgoing connection. If the

packet size (data plus IP and other headers) exceeds the configured frame size (usually

set by the transport medium limits), the packet must be fragmented and split across

multiple frames for transmission. Frames are always processed immediately, when they

arrive (if error-free), but packet fragments cannot be processed until the whole packet

hasbeen reassembled. Eachpacket fragment insidea frameseries, except the lastpacket

fragment, has the more fragments (MF) IP header bit set, indicating that this packet is

part of a whole. The last packet fragment inside a frame does not have this MF bit set

and therefore ends the fragment sequence. After all of the fragments of a packet have

arrived, the entire packet can be reassembled.

In an L2TP connection, packets are transmitted between the L2TP Access Concentrator

(LAC) and the L2TP Network Server (LNS). For an IP packet being transmitted over an

L2TP connection, the packet is fragmented at the LAC, at an LNS, or at any intermediate

router. IP reassembly parameters configured on the service interfaces of the LAC and

theLNSdeterminehowthe fragmentsare reassembledat the service interfaces toensure

efficient reassembly over an L2TP connection.
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Related
Documentation

Configuring IP Inline Reassembly for L2TP on page 274•

• Protocols and Applications Supported on the MPC1E for MX Series Routers

• ip-reassembly on page 493

Configuring IP Inline Reassembly for L2TP

This procedure showshow to configure a service interfaceonaLACor LNS to reassemble

fragmented IP packets. This example creates a service set that configures the IP

reassembly parameters for L2TP fragments. The service set is then associated with the

L2TP service.

Before you configure inline IP reassembly, be sure you have:

• Configured L2TP.

• Configured a valid service interface on the LAC or LNS.

To configure inline IP reassembly:

1. Configure the chassis-level bandwidth usedby the inline services interfaceon theFPC

and PIC slot for inline IP fragment reassembly.

[edit chassis]
user@host# set fpc 2 pic 1 inline-services bandwidth 10g

2. Configure the interface-level logical unit used by the inline services (si-) interface on

the FPC and PIC slot for inline IP fragment reassembly.

[edit interfaces]
user@host# set si-2/1/0 unit 0 family inet
user@host# set si-2/1/0 unit 0 service-domain inside

NOTE: This configuration is not unique to L2TP. However, youmust
configure the family (inet) and service domain (inside) as shown.

3. Configure the service set (set1) for IP reassembly in the input match direction. (The

local option loops the reassembled packets back to the local interface.)

[edit services]
user@host# set service-set set1

[edit services service-set set1]
user@host# set ip-reassembly-rules ipr_rule1
user@host# set next-hop-service inside-service-interface si-2/1/0.0
user@host# set next-hop-service outside-service-interface-type local
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NOTE:
• Youmust configure both inside (si- interface) and outside type (local)

service interfaces statements. The reassembly rule is not formulated
outsideof theservice set; this statement simply initiates the reassembly
process.

• You can configure only one service interface for each service-set.

4. Configure the IP reassembly rule parameter.

[edit services ip-reassembly]
user@host# set rule ipr_rule1 match-direction input;

5. Configure the service set (set1) for IP reassembly to bind to the L2TP service.

NOTE:
• The service set must be defined at the [edit services] hierarchy level.

• You cannot delete a service set instance if it is associatedwith an L2TP
service.

[edit services l2tp]
user@host# set ip-reassembly service-set set1

Related
Documentation

• IP Packet Fragment Reassembly for L2TP Overview on page 273

• Configuring an L2TP LNSwith Inline Service Interfaces on page 233

• Protocols and Applications Supported on the MPC1E for MX Series Routers
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CHAPTER 25

Configuring High Availability in the L2TP
Access Network

• L2TP and Graceful Routing Engine Switchover on page 277

• L2TP Failover and Peer Resynchronization on page 278

• Configuring the L2TP Peer Resynchronization Method on page 279

• High Availability Using Unified ISSU in the L2TP Access Network on page 281

• Verifying and Monitoring Subscriber Management Unified ISSU State on page 282

L2TP and Graceful Routing Engine Switchover

Graceful Routing Engine switchover (GRES) is supported on MX Series routers acting as

either the L2TP LAC or LNS. In the event that L2TP (the l2tp-universal-edge process)

restarts or that the router fails over from the active routing engine (RE) to the standby

RE, L2TP graceful Routing Engine switchover ensures that the following occurs:

• The LAC and the LNS recover destinations, tunnels, and sessions that were already

established at the time of the failure or restart.

• The LAC and the LNS respond to tunnel keepalive requests received during the

switchover for established tunnels, but do not generate any keepalives until the

switchover is complete.

• TheLACand the LNSdelete all the tunnels and sessions that are not in theEstablished

state.

• The LAC and the LNS reject requests to create new tunnels and sessions.

• The LAC and the LNS send another disconnect notification to the peer for sessions

and tunnels that are already in the Disconnecting state at the time of the failure or

restart. For sessions and tunnels that were coming up at that time, the LAC and LNS

send a disconnect notification to the peer.

• The LAC and the LNS restart timers for the full timeout period for recovered L2TP

destinations, tunnels, and sessions.

If a graceful Routing Engine switchover (GRES) is triggered by an operational mode

command, the state of aggregated services interfaces (ASIs) are not preserved. For

example:
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request interface <switchover | revert> asi-interface

However, if GRES is triggered by aCLI commit or FPC restart or crash, the backupRouting

Engine updates the ASI state. For example:

set interface si-x/y/z disable
commit

Or:

request chassis fpc restart

Related
Documentation

L2TP Failover and Peer Resynchronization on page 278•

• L2TP for Subscriber Access Overview on page 145

L2TP Failover and Peer Resynchronization

L2TP failover enables a failed L2TP endpoint to resynchronize with its nonfailed peer

during recovery and restart of the L2TP protocol on the failed endpoint. L2TP failover is

enabled by default.

The failover and L2TP peer resynchronization process does all of the following:

• Prevents thenonfailedendpoint fromprematurely terminatinga tunnelwhile the failed

endpoint is recovering.

• Reestablishes the sequence numbers required for the operation of the L2TP control

protocol.

• Resolves inconsistencies in the tunnel and session databases of the failed endpoint

and the nonfailed endpoint.

The router supports both the L2TP failover protocol method (described in RFC 4951, Fail

Over Extensions for Layer 2 Tunneling Protocol (L2TP) "failover") and the L2TP silent

failover method. The differences between these twomethods are as follows:

• The L2TP failover protocolmethod requires a nonfailed endpoint towait an additional

recovery time period while the failed endpoint is recovering to prevent the nonfailed

endpoint from prematurely disconnecting the tunnel. The additional recovery period

delays the detection of tunnel keepalive failures.

If a peer on an MX series router negotiates failover protocol with an MX Series peer

that is not configured for failover protocol, both use the silent failover method. If the

negotiation is with a third-party device that does not support failover protocol, theMX

Series peer falls back to silent failover; whether the third-party peer recovers in this

case depends on how resynchronization is implemented on that device.

• Silent failoveroperatesentirelywithin the failedendpointanddoesnot requirenonfailed

endpoint support—this improves interoperability between peers. Silent failover does

not require additional recovery time by the nonfailed endpoint, which also eliminates

the potential for degraded responsiveness to the loss of tunnel connectivity. Starting

in JunosOSRelease 15.1R6, 16.1R5, 16.2R2, 17.1R2, and 17.2R1, silent failover is the default

resynchronization method in Junos OS.
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In lower-numbered releases, the default resynchronization method is

failover-protocol-fall-back-to-silent-failover. The recovery method used depends on the

results of the failover capability negotiation that takes place between L2TP peers when

they establish a tunnel, which works as follows:

• L2TP on the LAC by default attempts to negotiate the L2TP failover protocol first.

When L2TPdetermines that the remote peer supports the L2TP failover protocol, then

the L2TP failover protocol method is used.

• When L2TP determines that the remote peer does not support the L2TP failover

protocol, then the L2TP silent failover method is used. Falling back on this secondary

method prevents the failover from forcing a disconnection of the tunnel to the peer

and all its sessions.

In Junos OS releases where failover-protocol-fall-back-to-silent-failover is the default

method, you can change the default behavior by including the disable-failover-protocol

statement at the [edit services l2tp] hierarchy level. This statement forces the configured

LAC or LNS endpoint to operate only in silent failover mode. This configuration can be

used to prevent the device from negotiating failover protocol with the peer even if the

peer tries to negotiate it. When you issue this statement and the peer supports only

failover protocol, the nonfailed endpoint (LAC or LNS) uses silent failover for recovery.

Starting in Junos OS Release 15.1R6, 16.1R5, 16.2R2, 17.1R2, and 17.2R1, the

disable-failover-protocol statement is deprecated, because the change in default

resynchronization methodmakes it unnecessary.

Release History Table DescriptionRelease

Starting in Junos OS Release 15.1R6, 16.1R5, 16.2R2, 17.1R2, and 17.2R1, silent
failover is the default resynchronization method in Junos OS.

15.1R6

Starting in Junos OS Release 15.1R6, 16.1R5, 16.2R2, 17.1R2, and 17.2R1, the
disable-failover-protocol statement is deprecated, because the change in
default resynchronization methodmakes it unnecessary.

15.1R6

Related
Documentation

Configuring the L2TP Peer Resynchronization Method on page 279•

• L2TP and Graceful Routing Engine Switchover on page 277

• L2TP for Subscriber Access Overview on page 145

Configuring the L2TP Peer ResynchronizationMethod

The L2TP implementation on MX Series routers supports resynchronization between a

failed L2TP endpoint and its peer nonfailed endpoint. Peer resynchronization enables

L2TP to recover from a daemon or router restart or a Routing Engine switchover.

L2TP peer resynchronization:

• Prevents thenonfailedendpoint fromprematurely terminatinga tunnelwhile the failed

endpoint is recovering.
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• Reestablishes the sequence numbers required for the operation of the L2TP control

protocol.

• Resolves inconsistencies in the tunnel and session databases of the failed endpoint

and the nonfailed endpoint.

You can configure the peer resynchronization method you want the router to use. Both

the L2TP failover protocol method and the L2TP silent failover method are supported.

In Junos OS Releases through 15.1R5, 16.1R4, 16.2R1, and 17.1R1, the default behavior is for

L2TP on the LAC to attempt to negotiate the L2TP failover protocol with the LNS.When

the LNS supports this method and negotiation is successful, the L2TP failover protocol

is used when either peer fails. When negotiation for L2TP failover protocol fails, then the

peers use silent failover when either peer fails. This behavior is called

failover-protocol-fall-back-to-silent-failover. Falling back to the silent failover method

when failover protocol negotiation is unsuccessful prevents a subsequent peer failure

from forcing a disconnection of the tunnel to the peer and all the associated sessions.

NOTE: The behavior just described applies when both peers are MX Series
routers. If one endpoint is a third-party device, then the behavior for that
device depends on its L2TP implementation.

You can disable the default behavior and force the LAC or the LNS to operate only in

silent failover mode. This configuration can be useful when the peer routers either are

configured for silent failover or incorrectly negotiate to use the failover protocol even

though they do not support it. Another reason to use this statement is that the failover

protocol method keeps the tunnel open with the failed peer, in case the failed peer is

able to recover from the failure and resynchronize with the nonfailed peer. This behavior

keeps the tunnel up and the subscribers logged in while traffic is not flowing, preventing

service level agreements from being met. When you issue this statement and the peer

supports only failover protocol, the nonfailed endpoint (LAC or LNS) uses silent failover

for recovery.

To disable negotiation of the L2TP failover protocol:

• Configure disabling.

[edit services l2tp]
user@host# set disable-failover-protocol

Starting in JunosOSReleases 15.1R6, 16.1R5, 16.2R2, 17.1R2, and 17.2R1, the default failover

resynchronization method is changed to silent failover. Consequently, the

disable-failover-protocol statement no longer needs to be used and is deprecated. If you

upgrade from a lower-numbered release where the default method is

failover-protocol-fall-back-to-silent-failover, and your configuration includes the

disable-failover-protocol statement, theconfiguration is still supported, but theCLI notifies

you that the statement is deprecated.

In these releases, you can still configure which method you want an endpoint to use,

failover protocol or silent failover.
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To configure the LAC or LNS to negotiate the L2TP failover protocol:

• Specify the failover protocol.

[edit services l2tp]
user@host# set failover-resync failover-protocol

If the negotiation fails, the endpoint falls back to the silent failover method.

To restore the default resynchronization method for the LAC or LNS:

• Specify the silent failover method.

[edit services l2tp]
user@host# set failover-resync silent-failover

Release History Table DescriptionRelease

Starting in JunosOSReleases 15.1R6, 16.1R5, 16.2R2, 17.1R2, and 17.2R1, thedefault
failover resynchronization method is changed to silent failover. Consequently,
the disable-failover-protocol statement no longer needs to be used and is
deprecated.

15.1R6

In Junos OS Releases through 15.1R5, 16.1R4, 16.2R1, and 17.1R1, the default
behavior is for L2TP on the LAC to attempt to negotiate the L2TP failover
protocol with the LNS.

15.1R5

Related
Documentation

L2TP Failover and Peer Resynchronization on page 278•

High Availability Using Unified ISSU in the L2TP Access Network

Starting in Junos OS Release 14.1, the unified in-service software upgrade (unified ISSU)

feature supports the L2TP access model used by subscriber management. This support

ensures that the router preserves active L2TP subscriber sessions and session services

after a unified ISSU has completed.

See Getting Started with Unified In-Service Software Upgrade for a description of the

supported platforms andmodules, CLI statements, and procedures you use to configure

and initiate unified ISSU. You can use the issu flag with the traceoptions statement to

trace subscriber management unified ISSU events. You can also use the show system

subscriber-management summary command to display information about the unified

ISSU state.

The LAC and the LNS support unified ISSU. When an upgrade is initiated, the LAC

completes any L2TP negotiations that are in progress but rejects any new negotiations

until the upgrade has completed. No new tunnels or sessions are established during the

upgrade. Subscriber logouts are recorded during the upgrade and are completed after

the upgrade has completed.

281Copyright © 2017, Juniper Networks, Inc.

Chapter 25: Configuring High Availability in the L2TP Access Network



Release History Table DescriptionRelease

Starting in JunosOSRelease 14.1, the unified in-service software upgrade (unified
ISSU) feature supports the L2TP accessmodel used by subscribermanagement.
This support ensures that the router preserves active L2TP subscriber sessions
and session services after a unified ISSU has completed.

14.1

Related
Documentation

Verifying and Monitoring Subscriber Management Unified ISSU State on page 111•

• Unified ISSU System Requirements

Verifying andMonitoring Subscriber Management Unified ISSU State

Purpose Display the state of unified ISSU for subscriber management features.

Action The first example indicates that control plane quiescing as part of unified ISSU is not in

progress (for example, unified ISSU has not been started, has already completed, or

control plane queiscing has not started). The second example shows that unified ISSU

is in progress and that a participating subscriber management daemon requires 198

seconds to quiesce the control plane.

user@host> show system subscriber-management summary
General:
    Graceful Restart     Enabled
    Mastership           Master
    Database             Available
    Chassisd ISSU State  IDLE
    ISSU State           IDLE
    ISSU Wait            0

user@host> show system subscriber-management summary
General:
    Graceful Restart     Enabled
    Mastership           Master
    Database             Available
    Chassisd ISSU State  DAEMON_ISSU_PREPARE
    ISSU State           PREPARE
    ISSU Wait            198

Related
Documentation

• High Availability Using Unified ISSU in the PPP Access Network on page 137

• High Availability Using Unified ISSU in the DHCP Access Network on page 106

• High Availability Using Unified ISSU in the L2TP Access Network on page 281

• Getting Started with Unified In-Service Software Upgrade
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CHAPTER 26

Monitoring and Managing L2TP for
Subscriber Access

• Verifying and Managing L2TP for Subscriber Access on page 283

• Testing L2TP Tunnel Configurations from the LAC on page 284

• Enabling Tunnel and Global Counters for SNMP Statistics Collection on page 287

Verifying andManaging L2TP for Subscriber Access

Purpose View or clear information about L2TP tunnels and sessions.

BEST PRACTICE: The all option is not intended to be used as ameans to

perform a bulk logout of L2TP subscribers. We recommend that you do not
use the all option with the clear services l2tp destination, clear services l2tp

session, or clear services l2tp tunnel statements in a production environment.

Instead of clearing all subscribers at once, consider clearing subscribers in
smaller group, based on interface, tunnel, or destination end point.

Action To display a summary of L2TP tunnels, sessions, errors, and control and data packets:•

user@host> show services l2tp summary

• To display the L2TP destinations:

user@host> show services l2tp destination

• To clear all L2TP destinations:

user@host> clear services l2tp destination all

• To clear statistics for all L2TP tunnels belonging to a destination, tunnels belonging

toaspecified local-gatewayaddress, and tunnelsbelonging toaspecifiedpeer-gateway

address:

user@host>clear services l2tp destination statistics all
user@host>clear services l2tp destination local-gateway 203.0.113.2

• To display the L2TP sessions:

user@host> show services l2tp session

283Copyright © 2017, Juniper Networks, Inc.



• To clear all L2TP sessions, the session with a specified local session ID, or sessions

associated with the local gateway specified by an IP address or name:

user@host>clear services l2tp session all
user@host>clear services l2tp session local-session-id 40553
user@host>clear services l2tp session local-gateway 203.0.113.2
user@host>clear services l2tp session local-gateway-name lns-mx960

• To clear statistics for all L2TP sessions, the session with a specified local session ID,

or sessions associated with the local gateway specified by an IP address or name:

user@host>clear services l2tp session statistics all
user@host>clear services l2tp session statistics local-session-id 17967
user@host>clear services l2tp session statistics local-gateway 203.0.113.2
user@host>clear services l2tp session statistics local-gateway-name lns-mx960

• To display the L2TP tunnels:

user@host> show services l2tp tunnel

• To clear all L2TP tunnels, the tunnel with a specified local tunnel ID, or tunnels

associated with the local gateway specified by an IP address or name:

user@host> clear services l2tp tunnel all
user@host>clear services l2tp tunnel local-tunnel-id 40553
user@host>clear services l2tp tunnel local-gateway 203.0.113.2
user@host>clear services l2tp tunnel local-gateway-name lns-mx960

• To clear statistics for all L2TP tunnels, the tunnel with a specified local tunnel ID, or

tunnels associated with the local gateway specified by an IP address or name:

user@host> clear services l2tp tunnel statistics all
user@host>clear services l2tp tunnel statistics local-tunnel-id 40553
user@host>clear services l2tp tunnel statistics local-gateway 203.0.113.2
user@host>clear services l2tp tunnel statistics local-gateway-name lns-mx960

Related
Documentation

Configuring an L2TP LAC on page 171•

• Configuring an L2TP LNSwith Inline Service Interfaces on page 233

• CLI Explorer

Testing L2TP Tunnel Configurations from the LAC

You can test L2TP tunnel configurations on the LAC and successful subscriber

authentication and tunneling without bringing up a PPP user and an associated tunnel.

Issue the test services l2tp tunnel command from CLI operational mode to map a

subscriber to an L2TP tunnel, verify the L2TP tunnel configuration (both locally on the

LAC and on a back-end server such as a RADIUS server), and verify that L2TP tunnels

from the LAC can be established with the remote LNS.

The JunosOSLAC implementation enables you to configuremultiple tunnels fromwhich

one tunnel is chosen for tunneling a PPP subscriber. You can use the test services l2tp
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tunnel command to test all possible tunnel configurations to verify that each can be

established. Alternatively, you can test only a specific tunnel for the subscriber.

Youmust specify a configured subscriber username when you issue the command. The

test generates a dummy password—testpass—for the subscriber, or you can optionally

specify thepassword. The test verifieswhether the subscriber identifiedby thatusername

can be tunneled according to the tunnel configuration. If the subscriber can be tunneled,

then the test verifieswhether the L2TP tunnel canbeestablishedwith the LNSaccording

to the L2TP configuration.

You can optionally specify a tunnel ID, in which case only that tunnel is tested; the tunnel

must be already configured for that username. If you omit this option, the test is applied

to the full set of tunnel configurations that are returned for the username. The tunnel ID

you specify is the same as that used by Tunnel-Assignment-Id (RADIUS attribute 82)

and specified by the identification statement in the tunnel profile.

To test subscriber authentication and tunnel configuration:

• Specify only the username.

Example 1:

user@host> test services l2tp tunnel user test-user1@example.com
Subscriber: test-user1@example.com, authentication failed

The user failed authentication with the generated password and consequently was

not tunneled.

Example 2:

user@host> test services l2tp tunnel user user23@example.com
Subscriber: user23@example.com, authentication success, l2tp tunneled
  Tunnel-name   Tunnel-peer   Logical-System  Routing-Instance Status
  test1tunnel    192.168.2.3      default         default         Up
  test2tunnel    192.168.30.3       default         default        Peer unresponsive
  test3tunnel    192.168.50.1       default           test          Up

This user was authenticated with the generated password and successfully tunneled.

A set of tunnelswas found to be associatedwith that username and the entire setwas

tested.

• Specify the username and the user’s configured password.

user@host> test services l2tp tunnel user test-user1@example.com password grZ98#jW
Subscriber: test-user1@example.com, authentication success, locally terminated

The subscriber was authenticated. However, the user was terminated locally rather

than tunneled; this means that no tunnel was found to be associated with the user.

• Specify the username and a particular tunnel for the subscriber.

user@host> test services l2tp tunnel user rx37w@example.com tunnel-name ce-lac
Subscriber: rx37w@example.com, authentication success, l2tp tunneled 
  Tunnel-name   Tunnel-peer   Logical-System  Routing-Instance Status
  ce-lac         192.168.5.10      default         default         Up
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The subscriber was authenticated and tunneled. The specified tunnel was found for

the subscriber and the tunnel was established, confirming the tunnel configuration.

• Specify the username, the user’s configured password, and a tunnel.

user@host> testservices l2tp tunneluser fanta4-mfg-fan@example.compassworddieda499
tunnel-name tunnel5
Subscriber: fanta4-mfg-fan@example.com, authentication success, l2tp tunneled

The subscriber was authenticated and tunneled. The absence of tunnel information

in the output indicates that the specified tunnel configuration does not exist.

Related
Documentation

L2TP for Subscriber Access Overview on page 145•
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Enabling Tunnel and Global Counters for SNMP Statistics Collection

By default, SNMP polling is disabled for L2TP statistics. As a consequence, the L2TP

tunnel and global counters listed in Table 25 on page 287 have a default value of zero.

Table 25: SNMPCounters for L2TP Statistics

TypeCounter Name

TunneljnxL2tpTunnelStatsDataTxPkts

TunneljnxL2tpTunnelStatsDataRxPkts

tunneljnxL2tpTunnelStatsDataTxBytes

TunneljnxL2tpTunnelStatsDataRxBytes

GlobaljnxL2tpStatsPayloadRxOctets

GlobaljnxL2tpStatsPayloadRxPkts

GlobaljnxL2tpStatsPayloadTxOctets

GlobaljnxL2tpStatsPayloadTxPkts

Youcanenablecollectionof thesestatisticsby including theenable-snmp-tunnel-statistics

statement at the [edit services l2tp] hierarchy level. When enabled, the L2TP process

polls for these statistics every 30 seconds for 1000 sessions. The potential age of the

statistics increases with the number of subscriber sessions; the data is refreshedmore

quickly as the number of sessions decreases. For example, with 60,000 sessions, none

of these statistics can bemore than 30minutes old.

BEST PRACTICE: The system load can increase when you enable these
counters and also use RADIUS interim accounting updates. We recommend
you enable these counters when you are using only SNMP statistics.

To enable L2TP statistics collection for SNMP:

• Enable statistics collection.

[edit services l2tp]
user@host1# set enable-snmp-tunnel-statistics

Related
Documentation

• Configuring an L2TP LAC on page 171

• Configuring an L2TP LNSwith Inline Service Interfaces on page 233
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PART 5

Configuring MPLS Pseudowire for
Subscribers

• Configuring MPLS Pseudowire Subscriber Logical Interfaces on page 291

• Configuring Hierarchical CoS Pseudowire Subscriber Interfaces on page 307

• Configuring CoS Two-Level Hierarchical Scheduling on page 311

• Configuring CoS Three-Level Hierarchical Scheduling on page 315
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CHAPTER 27

ConfiguringMPLSPseudowire Subscriber
Logical Interfaces

• Pseudowire Subscriber Logical Interfaces Overview on page 291

• Anchor Redundancy Pseudowire Subscriber Logical Interfaces Overview on page 294

• Configuring a Pseudowire Subscriber Logical Interface on page 297

• Configuring theMaximumNumber of Pseudowire Logical InterfaceDevices Supported

on the Router on page 299

• Configuring a Pseudowire Subscriber Logical Interface Device on page 299

• Configuring the Transport Logical Interface for a Pseudowire Subscriber Logical

Interface on page 302

• Configuring Layer 2 Circuit Signaling for Pseudowire Subscriber Logical

Interfaces on page 302

• Configuring Layer 2 VPN Signaling for Pseudowire Subscriber Logical

Interfaces on page 303

• Configuring the Service Logical Interface for a Pseudowire Subscriber Logical

Interface on page 305

Pseudowire Subscriber Logical Interfaces Overview

Subscribermanagementsupports thecreationof subscriber interfacesoverpoint-to-point

MPLS pseudowires. The pseudowire subscriber interface capability enables service

providers to extendanMPLSdomain fromtheaccess-aggregationnetwork to the service

edge,where subscribermanagement is performed.Serviceproviders can takeadvantage

of MPLS capabilities such as failover, rerouting, and uniformMPLS label provisioning,

while usingasinglepseudowire to servicea largenumberofDHCPandPPPoEsubscribers

in the service network.

NOTE: Pseudowire subscriber logical interfaces are supported onModular
Port Concentrators (MPCs) with Ethernet Modular Interface Cards (MICs)
only.

The pseudowire is a tunnel that is either an MPLS-based Layer 2 VPN or Layer 2 circuit.

The pseudowire tunnel transports Ethernet encapsulated traffic from an access node
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(for example, a DSLAM or other aggregation device) to the MX Series router that hosts

the subscriber management services. The termination of the pseudowire tunnel on the

MX Series router is similar to a physical Ethernet termination, and is the point at which

subscribermanagement functionsareperformed.Aserviceprovidercanconfiguremultiple

pseudowires on a per-DSLAM basis and then provision support for a large number of

subscribers ona specific pseudowire. Figure 14onpage292 showsanMPLSnetwork that

provides subscriber management support.

At the access node end of the pseudowire, the subscriber traffic can be groomed into

the pseudowire in a variety of ways, limited only by the number and types of interfaces

that can be stacked on the pseudowire. You specify an anchor point, which identifies the

logical tunnel interface that terminates the pseudowire tunnel at the access node.

Figure 14: MPLS Access Network with Subscriber Management Support
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Figure 15onpage293showstheprotocolstack forapseudowiresubscriber logical interface.

The pseudowire is a virtual device that is stacked above the logical tunnel anchor point

on thephysical interface (the IFD), andsupports a circuit-orientedLayer 2protocol (either

Layer 2 VPN or Layer 2 circuit). The Layer 2 protocol provides the transport and service

logical interfaces, and supports the protocol family (IPv4, IPv6, or PPPoE).
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Figure 15: Pseudowire Subscriber Interface Protocol Stack
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Thepseudowire configuration is transparent to the subscribermanagementapplications

and has no impact on the packet payloads that are used for subscriber management.

Subscriber applications such as DHCP and PPPoE can be stacked over Layer 2 similar

to the way in which they are stacked over a physical interface.
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NOTE: 1. Starting with Junos OS release 16.1, family inet and family inet6 are

supported on the services side of anMPLS pseudowire subscriber as well as
non-subscriber logical interface.

2. Starting with Junos OS Release 16.1R1, Inline IPFIX is supported on the
services side of an MPLS pseudowire subscriber logical interface.

3. Starting with Junos OS Release 15.1R3 and 16.1R1 and later releases, CCC
encapsulation is supported on the transport side of an MPLS pseudowire
subscriber logical interface.

4. Starting with Junos OS Release 15.1R3 and 16.1R1 and later releases,
distributed denial-of-service (DDoS) protection is supported on the services
side of an MPLS pseudowire subscriber logical interface.

5. Startingwith JunosOSRelease 15.1R3 and 16.1R1 and later releases, Policer
and Filter are supported on the services side of an MPLS pseudowire
subscriber logical interface.

6. Starting with Junos OS Release 15.1R3 and 16.1R1 and later releases,
accurate transmit statisticson logical interfaceare supportedon theservices
side of an MPLS pseudowire subscriber logical interface.

7. Starting with Junos OS Release 17.3R1 and later releases, stateful anchor
point redundancy support is provided for pseudowire subscriber logical
interface by the underlying redundant logical tunnel interface (rlt) in
active-backupmode.This redundancyprotects theaccessandthecore facing
link against anchor PFE (Packet Forwarding Engine) failure.

Related
Documentation

Configuring a Pseudowire Subscriber Logical Interface on page 297•

• Hierarchical CoS on MPLS Pseudowire Subscriber Interfaces Overview on page 307

Anchor Redundancy Pseudowire Subscriber Logical Interfaces Overview

In MPLS pseudowire deployments that use pseudowire subscriber logical interfaces,

failure of the Packet Forwarding Engine hosting the logical tunnel that anchors those

logical interfaces leads to traffic loss and subsequent subscriber session loss.

The Packet Forwarding Engine does not rely on the control plane for failure detection;

instead it uses a liveness detection mechanism, with an underlying heartbeat-based

algorithm, to detect the failure of other Packet Forwarding Engines in the system. The

failure of a Packet Forwarding Engine also indicates the failure of the hosted logical

tunnel, which ultimately lead to session loss. To avoid this session loss, a redundant

anchor point is required to which the session can bemoved without losing any traffic.

Starting from Junos OS Release 17.3 onward, pseudowire subscriber logical interfaces

can be instantiated over an underlying redundant logical tunnel (rlt) interface in

active-backupmode. This is in addition to installing pseudowires over a single logical
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tunnel interfaces. Themost noticeable advantage of implementing the pseudowire

subscriber logical interface over redundant logical tunnel interfaces is to provide

redundancy of the underlying forwarding path.

Junos OS Release 17.3 also supports an enhanced aggregated infrastructure for a Packet

Forwarding Engine to provide anchor point redundancy. Enhanced aggregated

infrastructure requiresaminimumofonecontrol logical interface thatneeds tobecreated

on a redundant logical tunnel interface. Both transport and services logical interfaces

created for the pseudowire subscriber logical interface are stacked on the underlaying

control logical interface for the redundant logical tunnel. This stackingmodel is used for

both redundant and nonredundant pseudowire subscriber logical interfaces.

The followingeventshave to trigger the removalof thephysical interface froma redundant

group:

• Hardware failureonModularPICConcentrator (MPC)orModular InterfacesCard (MIC).

• MPC failure due to microkernel crash.

• MPC or MIC taken offline administratively.

• Power failure on an MPC or a MIC.

Figure 16 on page 296 provides the details of pseudowire subscriber logical interface

stacking over a redundant logical tunnel interface.
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Figure 16: Pseudowire Subscriber Logical Interface Stacking over
Redundant Logical Tunnel Interface
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Bydefault,LinkProtection for redundant tunnel interfaces is revertive. In caseof theactive

link failure, traffic is routed through the backup link.When the active link is reestablished,

traffic is automatically routedback to theactive link. This causes traffic lossandsubscriber

session loss.

To overcome the traffic and session loss, you can configure nonrevertive link protection

for redundant tunnel interfaces by using the configuration statement set interfaces rltX

logical-tunnel-options link-protection non-revertive. With this configuration, when the

active link is reestablished, traffic is not routed back to the active link and continue to be

forwarded on the backup link. Therefore, there is no traffic loss or subscriber session loss.

You can also manually switch traffic from the backup link to the active link by using the

request interface (revert | switchover) interface-name command.
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CAUTION: Themanual switching of the traffic incurs traffic loss.

NOTE:

• A control logical interface is created implicitly on an redundant tunnel
interface with the pseudowire subscriber logical interface configuration
and thus no additional configuration is needed.

• A redundant logical tunnel interface allows 32member logical tunnel
physical interfaces. However, a pseudowire subscriber logical interface
hostedonthe redundant logical tunnel interface limits thenumberof logical
tunnel physical interfaces to two.

Related
Documentation

Pseudowire Subscriber Logical Interfaces Overview on page 291•

• Configuring a Pseudowire Subscriber Logical Interface Device on page 299

• Configuring a Pseudowire Subscriber Logical Interface on page 297

Configuring a Pseudowire Subscriber Logical Interface

A pseudowire subscriber logical interface terminates an MPLS pseudowire tunnel from

an access node to theMXSeries router that hosts subscribermanagement, and enables

you to perform subscriber management services at the interface.

To create a pseudowire subscriber logical interface:

1. Specify the number of pseudowire logical interfaces that the router can support.

See “Configuring the MaximumNumber of Pseudowire Logical Interface Devices

Supported on the Router” on page 299.

2. Configure the pseudowire subscriber logical interface device.

See “Configuring a Pseudowire Subscriber Logical Interface Device” on page 299.

3. Configure the transport logical interface.

See “Configuring the Transport Logical Interface for a Pseudowire Subscriber Logical

Interface” on page 302.

4. Configure the signaling for the pseudowire subscriber interface. You can use either

Layer 2 circuit signaling or Layer 2 VPN signaling. The two signaling types aremutually

exclusive for a given pseudowire.

• To configure Layer 2 circuit signaling, see “Configuring Layer 2 Circuit Signaling for

Pseudowire Subscriber Logical Interfaces” on page 302.
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• To configure Layer 2 VPN signaling, see “Configuring Layer 2 VPN Signaling for

Pseudowire Subscriber Logical Interfaces” on page 303.

5. Configure the service logical interface.

See “Configuring the Service Logical Interface for a Pseudowire Subscriber Logical

Interface” on page 305.

6. Configure the underlying interface device.

See Configuring an Underlying Interface for Dynamic PPPoE Subscriber Interfaces.

7. Configure CoS parameters and BA classification.

See “CoS Configuration Overview for MPLS Pseudowire Subscriber Interfaces” on

page 308.

8. (Optional)Associateadynamicprofilewith thepseudowiresubscriber logical interface.

You can associate DHCP, PPPoE, IP demux, and VLAN dynamic profiles with

pseudowire subscriber logical interfaces. The support is similar to the typical Ethernet

interface support.

NOTE: When using a PPPoE dynamic profile to create a pseudowire
subscriber logical interface over a demux interface device, the dynamic
profilemustexplicitly specify thecorrectpseudowire interfacedeviceover
which the interface is created.Thedynamicprofiledoesnotautomatically
create the interface over the demux0 interface device, as is the case with
a VLAN demux interface.

9. (Optional)Configure interfaceset support forpseudowire subscriber logical interfaces.

See Configuring Interface Sets and Understanding Interface Sets.

10. (Optional) Stack PPPoE logical interfaces over a pseudowire logical device.

Related
Documentation

Pseudowire Subscriber Logical Interfaces Overview on page 291•

Copyright © 2017, Juniper Networks, Inc.298

Broadband Subscriber Access Protocols Feature Guide



Configuring theMaximumNumberofPseudowireLogical InterfaceDevicesSupported
on the Router

Youmust set themaximumnumber of pseudowire logical interface devices (pseudowire

tunnels) that the router can use for subscriber logical interfaces. You can specify a

maximum of 2048 pseudowire logical interface devices for an MX Series router or PTX

Series router.

A PFE can host a maximum of 2048 pseudowire logical interface devices, which is the

chassismaximum. This PFE hosting support provides the configuration flexibility needed

for special cases thatmight occur for business edge scenarios. However, you can exceed

theavailablePFE resourcesas youconfigureadditional serviceson thepseudowire logical

interface devices ports. To support a scaled configuration, ensure that you populate the

appropriatenumberofPFEs for thechassis, and that youdistribute thepseudowire logical

interface devices across thePFEs in such away that ensures that noPFE is overwhelmed

by the anticipated peak load. As part of the network planning for your particular

deployment, youmust consider theexactmixof thedistributionof thepseudowire logical

interface devices and the services associated with the devices.

BESTPRACTICE: Aconfiguredpseudowire logical interfacedeviceconsumes
resources from shared pools even when the device has no active subscriber
logical interfaces. To conserve resources, do not deploy an excessive number
of pseudowire devices that you do not intend to use.

To configure the number of pseudowire logical interface devices that youwant the router

to support:

1. Specify that you want to configure the pseudowire service.

[edit chassis]
user@host# edit pseudowire-service

2. Set the maximum number of pseudowire logical interface devices.

[edit chassis pseudowire-service]
user@host# set device-count 500

Related
Documentation

Pseudowire Subscriber Logical Interfaces Overview on page 291•

• Configuring a Pseudowire Subscriber Logical Interface on page 297

Configuring a Pseudowire Subscriber Logical Interface Device

To configure a pseudowire logical interface device that the router uses for subscriber

logical interfaces, you specify the logical tunnel that processes the pseudowire

termination. You can also configure additional optional parameters for the interface

device, such as VLAN tagging method, MTU, and gratuitous ARP support.
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To configure the pseudowire subscriber interface device:

1. Specify that youwant to configure the pseudowire subscriber logical interface device.

user@host# edit interfaces ps0

2. Specify the logical tunnel interface that is the anchor point for the pseudowire logical

interface device. The anchor point must be an lt device in the format lt-fpc/pic/port.

CAUTION: Donot reconfigure the logical tunnel interface that isassociated
with thepseudowire subscriber interfacedeviceunlessyou firstdeactivate
all subscribers that are using the pseudowire subscriber interface.

NOTE: Tunnel servicesmust be enabled on the lt interface that is the
anchor point. You use the command, set chassis fpc slot-number pic

pic-number tunnel-servicesbandwidthbandwidth toenable tunnelservices.

[edit interfaces ps0]
user@host# set anchor-point lt-1/0/10

3. (Optional) Specify the MAC address for the pseudowire logical interface device.

NOTE: You should ensure that you change the MAC address prior to
passing traffic or binding subscribers on the pseudowire port. Changing
the MAC address when the pseudowire port is active (for example, while
an upper layer protocol is negotiating) can negatively impact network
performance until adjacencies learn of the newMAC address.

[edit interfaces ps0]
user@host# setmac 00:00:5E:00:53:55

4. (Optional)Specify theVLANtaggingmethodused for thepseudowire logical interface

device. Youcanspecify single tagging, dual (stacked) tagging,mixed (flexible) tagging,

or no tagging.

[edit interfaces ps0]
user@host# set flexible-vlan-tagging

See Enabling VLAN Tagging for additional information about VLAN tagging.

5. (Optional) Specify the MTU for the pseudowire logical interface device. If you do not

explicitly configure the MTU, the router uses the default value of 1500.

[edit interfaces ps0]
user@host# setmtu 2500

See Setting the Protocol MTU for additional information.
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6. (Optional) Specify that the pseudowire logical interface device does not respond to

gratuitous ARP requests.

[edit interfaces ps0]
user@host# set no-gratuitous-arp-request

See Configuring Gratuitous ARP for additional information.

7. (Optional) Specify that reverse-path forwarding checks are performed for traffic on

the pseudowire logical interface device.

[edit interfaces ps0]
user@host# set rpf-check

See Configuring Unicast RPF for additional information.

8. Configure additional optional parameters for the pseudowire logical interface device,

such as description, apply-groups, apply-groups-except, and traceoptions.

NOTE: You cannot dynamically change an anchor point that has active
pseudowire devices stacked above it. If you need to change such an anchor
point, youmust perform the following steps:

1. Deactivate thestackedpseudowiresandcommit.Thismay requirebringing
down any subscribers using the pseudowires.

[edit interfaces]
user@host# deactivate psnumber
user@host# commit

2. Change the anchor on the deactivated pseudowire and commit.

[edit interfaces]
user@host# set psnumber anchor-point lt-new-lt-interface-number
user@host# commit

3. Reactivate the stacked pseudowires and commit.

[edit interfaces]
user@host# activate psnumber
user@host# commit

Related
Documentation

Pseudowire Subscriber Logical Interfaces Overview on page 291•

• Configuring a Pseudowire Subscriber Logical Interface on page 297

• Tunnel Interface Configuration on MX Series Routers Overview

• Router Chassis Configuration Statements
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Configuring the Transport Logical Interface for a Pseudowire Subscriber Logical
Interface

This topic describes how to configure a pseudowire transport logical interface. A

pseudowire device can have only one transport logical interface.

A pseudowire logical device and its related pseudowire logical interfaces are dependent

on the state of the underlying logical transport interface device, which is either the Layer

2 VPN or Layer 2 circuit.

NOTE: We recommend that you use unit 0 to represent the transport logical

interface for thepseudowiredevice.Non-zerounit numbers represent service
logical interfaces used for pseudowire subscriber interfaces.

To configure a pseudowire transport logical interface:

1. Specify that youwant to configure the pseudowire subscriber logical interface device.

[edit]
user@host# edit interfaces ps0

2. Specify that you want to configure unit 0, which represents the transport logical

interface.

[edit interfaces ps0]
user@host# edit unit 0

3. Specify the ethernet-ccc encapsulation method for the transport logical interface.

[edit interfaces ps0 unit 0]
user@host# set encapsulation ethernet-ccc

Related
Documentation

Pseudowire Subscriber Logical Interfaces Overview on page 291•

• Configuring a Pseudowire Subscriber Logical Interface on page 297

Configuring Layer 2 Circuit Signaling for Pseudowire Subscriber Logical Interfaces

This topic describes the steps for configuring Layer 2 circuit signaling used for the

pseudowire subscriber logical interface support. You can also use Layer 2 VPN signaling

for pseudowire subscriber logical interfaces. The twomethods are mutually exclusive;

you can use only onemethod for a particular pseudowire.

To configure Layer 2 circuit signaling for pseudowire interfaces:

1. Specify that youwant toconfigureLayer 2 circuit parametersat theprotocols hierarchy

level.

[edit protocols]
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user@host# edit l2circuit

2. Specify the IP address of the neighbor, to identify the PE router used for the Layer 2

circuit.

[edit protocols l2circuit]
user@host# edit neighbor 192.168.102.15

3. Specify the interface used by the Layer 2 circuit traffic.

[edit protocols l2circuit neighbor 192.168.102.15]
user@host# edit interface ps1.0

4. Configure the virtual circuit ID that identifies the Layer 2 circuit for the pseudowire.

[edit protocols l2circuit neighbor 192.168.102.15 interface ps1.0]
user@host# set virtual-circuit-id 5

5. (Optional) IfmultipleVLAN interfacesare carriedover thepseudowire Layer 2payload,

configure theno-vlan-id-validate statement. This statementpreventsVLANvalidation

in the signaling.

[edit protocols l2circuit neighbor 192.168.102.15 interface ps1.0]
user@host# set no-vlan-id-validate

Formore information about Layer 2 circuits, seeConfiguring Interfaces for Layer 2 Circuits.

Related
Documentation

Pseudowire Subscriber Logical Interfaces Overview on page 291•

• Configuring a Pseudowire Subscriber Logical Interface on page 297

• Configuring Interfaces for Layer 2 Circuits

Configuring Layer 2 VPN Signaling for Pseudowire Subscriber Logical Interfaces

This topic describes the steps for configuring Layer 2 VPN signaling used for the

pseudowire subscriber logical interface support. You canalso use Layer 2 circuit signaling

for pseudowire subscriber logical interfaces. The twomethods are mutually exclusive;

you can use only onemethod on a particular pseudowire.

To configure Layer 2 VPN signaling for pseudowire interfaces:

1. Specify the name of the routing instance you want to configure.

[edit]
user@host# edit routing-instances l2vpn0

2. Configure the Layer 2 VPN routing instance type.

[edit routing-instances l2vpn0]
user@host# set instance-type l2vpn
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3. Associate the pseudowire logical interface for the Layer 2 VPN.

[edit routing-instances l2vpn0]
user@host# set interface ps1.0

4. Configure the unique identifier for the routes that belong to the Layer 2 VPN.

[edit routing-instances l2vpn0]
user@host# set route-distinguisher 198.51.100.101100

5. Configure the VPN routing and forwarding (VRF) target of the routing instance.

[edit routing-instances l2vpn0]
user@host# set vrf-target target:10:100

6. Specify that you want to configure the Layer 2 VPN protocol for the routing instance.

[edit routing-instances l2vpn0]
user@host# edit protocols l2vpn

7. Configure the encapsulation type for the routing instance.

[edit routing-instances l2vpn0 protocols l2vpn]
user@host# set encapsulation-type ethernet

8. Specify the site name and site identifier for the Layer 2 VPN.

[edit routing-instances l2vpn0 protocols l2vpn]
user@host# set site PE1 site-identifier 1

9. Specify the interface that connects to the site, and the remote interface to which you

want the specified interface to connect.

[edit routing-instances l2vpn0 protocols l2vpn]
user@host# set interface ps1.0 remote-site-id 2

10. Configure the tracing options for traffic that uses the Layer 2 VPN.

[edit routing-instances l2vpn0 protocols l2vpn]
user@host# set traceoptions file l2vpn flag all

Related
Documentation

Pseudowire Subscriber Logical Interfaces Overview on page 291•

• Configuring a Pseudowire Subscriber Logical Interface on page 297
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Configuring theServiceLogical Interface foraPseudowireSubscriberLogical Interface

This topic describes how to configure a pseudowire service logical interface. Service

logical interfaces represent the attachment circuits for pseudowire logical interfaces.

Asdescribed in the “PseudowireSubscriberLogical InterfacesOverview”onpage291, you

can choose whether to configure a service logical interface together with a higher

subscriber logical interface, depending upon the business need. In a broadband edge

configuration, the higher subscriber logical interface is the demarcation point for

subscribers. However, in a business edge configuration, the service logical interface is

the demarcation point for the business subscribers, and also serves as the subscriber

logical interface, so no subscriber logical interfaces are explicitly configured.

NOTE: Non-zero unit numbers represent service logical interfaces used for
pseudowire subscriber interfaces.Useunit0 to represent the transport logical

interface for the pseudowire device.

To configure a pseudowire service logical interface:

1. Specify that youwant to configure the pseudowire subscriber logical interface device.

[edit]
user@host# edit interfaces ps0

2. Configure the unit for the service logical interface. Use a non-zero unit number.

[edit interfaces ps0]
user@host# edit unit 1

3. Configure the VLAN tag IDs.

[edit interfaces ps0 unit 1]
user@host# set vlan-tags outer 1 inner 1

4. Configure the interface to respond to ARP requests when the device has an active

route to the ARP request target address.

[edit interfaces ps0 unit 1]
user@host# set proxy-arp

5. Specify that youwant to configure theprotocol family information. Pseudowire service

logical interfaces support IPv4 (inet), IPv6 (inet6), and PPPoE (pppoe) protocol

families.

For example, to configure the IPv4 family:

a. Specify that you want to configure IPv4.

[edit interfaces ps0 unit 1]
user@host# edit family inet
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b. Configure the parameters for the family.

[edit interfaces ps0 unit 1 family inet]
user@host# set filter input filter 1 output filter 4
user@host# setmac-validate loose
user@host# set input-hierarchical-policer policer-1
user@host#setunnumbered-address lo0.0preferred-source-address 198.51.100.11

Related
Documentation

• Pseudowire Subscriber Logical Interfaces Overview on page 291

• Configuring a Pseudowire Subscriber Logical Interface on page 297
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CHAPTER 28

Configuring Hierarchical CoS Pseudowire
Subscriber Interfaces

• Hierarchical CoS on MPLS Pseudowire Subscriber Interfaces Overview on page 307

• CoS Configuration Overview for MPLS Pseudowire Subscriber Interfaces on page 308

Hierarchical CoS onMPLS Pseudowire Subscriber Interfaces Overview

Junos OS supports two aspects of CoS for MPLS pseudowire subscriber interfaces. You

can apply CoS rewrite rules and behavior aggregate (BA) classifiers toMPLS pseudowire

subscriber interfaces. In addition, CoS performs egress hierarchical shaping towards the

subscriber on MPLS pseudowire subscriber interfaces.

Hierarchical CoS enables you to apply traffic scheduling and queuing parameters and

packet transmission scheduling parameters to an individual subscriber interface rather

than to all interfaces configured on the port. Hierarchical CoS is supported on MX Series

routers with either EQ DPCs or MPC/MICs installed.

On Juniper Networks MX Series routers, MPC/MIC and EQ DPC interfaces support a

four-level CoS scheduling hierarchy that, when fully configured, consists of the physical

interface (level 1), the interface set or the underlying interface (level 2), one or more

logical interfaces (level 3), andoneormorequeues (level 4). Althoughall CoSscheduling

hierarchies are four-level, level 1 is always the physical interface and level 4 is always the

queue. Hierarchical scheduling configurations consist of the type of interfaces you

configure; for example, a logical interface or an interface set and where those interfaces

reside in the scheduling hierarchy, either level 2 or level 3. Becausemany hierarchical

scheduling configurationsarepossible,weuse the terms two-level hierarchical scheduling

and three-level hierarchical scheduling in this discussion.

Related
Documentation

Pseudowire Subscriber Logical Interfaces Overview on page 291•

• Configuring a Pseudowire Subscriber Logical Interface on page 297

• Understanding Hierarchical CoS for Subscriber Interfaces

• CoS Two-Level Hierarchical Scheduling on MPLS Pseudowire Subscriber Interfaces

on page 311

• CoS Three-Level Hierarchical Scheduling on MPLS Pseudowire Subscriber Interfaces

on page 315
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• CoS Configuration Overview for MPLS Pseudowire Subscriber Interfaces on page 308

• hierarchical-scheduler on page 477

CoS Configuration Overview for MPLS Pseudowire Subscriber Interfaces

CoS supports two-level and three-level hierarchies for MPLS pseudowire subscriber

interfaces.

To configure two-level scheduling, include themaximum-hierarchy-levels 2 option under

the [edit interfaces interface-name hierarchical-scheduler] statement on the physical

interface of the logical tunnel anchor point.

To configure three-level hierarchical scheduling, include the implicit-hierarchy option

under the [edit interfaces interface-namehierarchical-scheduler] statementon thephysical

interface of the logical tunnel anchor point. Use the following guidelines for configuring

the implicit-hierarchy option:

• If an output traffic-control profile is configured on the pseudowire transport interface

and on a pseudowire service interface, the two interfaces form a scheduling hierarchy.

The pseudowire transport interface resides in a level 2 scheduler node and the

pseudowire service interface resides in a level 3 scheduler node.

• If an output traffic-control profile is configured on the pseudowire services interface

but not on a pseudowire transport interface, the pseudowire services interface resides

in a level 3 scheduler node.

• If an output traffic-control profile is only configured on the pseudowire transport

interface and not on the pseudowire services interface, the pseudowire transport

interface resides in a level 3 scheduler node and all pseudowire traffic uses this node.

If the implicit-hierarchy option is not set on the logical tunnel anchor point, logical

interfaces behave normally with the hierarchical-scheduler mode configured with or

without the hierarchical-scheduler maximum-hierarchy-levels option under the [edit

interfaces interface-namehierarchical-scheduler] statement. In this case, when you apply

a traffic-control profile to the pseudowire and service logical interfaces, they both reside

in level 3 scheduler nodes and do not form a scheduling hierarchy, which might not be

the desirable behavior. In business edge, where only the pseudowire logical interfaces

need tobeshaped, applying the traffic-control profile at just the transport logical interface

may be sufficient.

When configuring the logical tunnel physical interface for the maximum hierarchy level,

all pseudowire logical interfacesoperatingon thephysical interfaceuse thesamehierarchy

model. If youwant tomix two-level and three-level scheduling hierarchies, you cangroup

the pseudowires together by hierarchy levels and share the same logical tunnel anchor

point or you can use three-level scheduling for all pseudowires over the anchor point.

To specify rewrite rulesandclassifiers onpseudowire interfaces, reference thepseudowire

device under the [edit class-of-service interfaces] hierarchy level and specify the rewrite

rules and classifiers for the pseudowire interfaces.
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Tocontrol all pseudowire traffic using thesame logical tunnel interface, applyCoSpolicies

at the physical interface for the anchor logical tunnel.

Related
Documentation

• Pseudowire Subscriber Logical Interfaces Overview on page 291

• Configuring a Pseudowire Subscriber Logical Interface on page 297

• Understanding Hierarchical CoS for Subscriber Interfaces

• Hierarchical CoS on MPLS Pseudowire Subscriber Interfaces Overview on page 307

• Configuring CoS Two-Level Hierarchical Scheduling for MPLS Pseudowire Subscriber

Interfaces on page 313

• ConfiguringCoSThree-LevelHierarchical Scheduling forMPLSPseudowireSubscriber

Interfaces (Logical Interfaces over a Transport Logical Interface) on page 318

• ConfiguringCoSThree-LevelHierarchical Scheduling forMPLSPseudowireSubscriber

Interfaces (Logical Interfaces over a Pseudowire Interface Set) on page 320

• hierarchical-scheduler on page 477
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CHAPTER 29

Configuring CoS Two-Level Hierarchical
Scheduling

• CoS Two-Level Hierarchical Scheduling on MPLS Pseudowire Subscriber

Interfaces on page 311

• Configuring CoS Two-Level Hierarchical Scheduling for MPLS Pseudowire Subscriber

Interfaces on page 313

CoS Two-Level Hierarchical Scheduling onMPLS Pseudowire Subscriber Interfaces

Two-level hierarchical scheduling limits thenumberofhierarchical levels in the scheduling

hierarchy to two. In a two-level scheduling hierarchy, all logical interfaces and interface

sets share a single level 2 node.Table 26 on page 311 summarizes the interface hierarchy

and the CoS scheduler node levels for two-level hierarchical scheduling.

Table 26: Two-Level Hierarchical Scheduling–InterfaceHierarchy Versus
Scheduling Nodes

Level 4Level 3Level 2Level 1

One or more queuesPseudowire transport logical
interface

–Physical interface

One or more queuesInterface set–Physical interface

One or more queuesPseudowire service logical
interface

–Physical interface

You use the two-level hierarchical schedulingwhen you havemany pseudowires but you

do not require shaping specific to the subscriber logical interface. For example, when

your configuration is one subscriber per pseudowire interface.

Figure 17onpage312 showsa two-level hierarchical schedulingconfiguration for theMPLS

pseudowires. In this configuration, level 1 is the physical interface used for the logical

tunnel anchor node.All of thepseudowire transport interfaces sharea single level 2 node.

The level 3 nodes are the pseudowire transport logical interfaces (ps0.0, ps1.0, and

ps2.0). In this configuration, interface sets are not configured and only the logical

interfaces have traffic control profiles.
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Figure 17: MPLS Pseudowire Subscriber Interface Two-Level Scheduler
Configuration
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Two-level hierarchical scheduling has up to eight class of service queues. For this

configuration, include themaximum-hierarchy-levels 2 option under the [edit interfaces

interface-name hierarchical-scheduler] hierarchy level at the physical interface for the

anchor logical tunnel.

NOTE: Youcannot configure shapingpolicies onboth thepseudowire logical
interfaces and the subscriber logical interfaces over the same pseudowire.
If a traffic-control profile is configured on a pseudowire logical interface, and
CoS policies are configured on the subscriber logical interface over another
pseudowire, all of the logical interfaces are at level 3 and act as peers.

Related
Documentation

Pseudowire Subscriber Logical Interfaces Overview on page 291•

• Configuring a Pseudowire Subscriber Logical Interface on page 297

• Understanding Hierarchical CoS for Subscriber Interfaces

• Hierarchical CoS on MPLS Pseudowire Subscriber Interfaces Overview on page 307

• CoS Three-Level Hierarchical Scheduling on MPLS Pseudowire Subscriber Interfaces

on page 315

• CoS Configuration Overview for MPLS Pseudowire Subscriber Interfaces on page 308

• Configuring CoS Two-Level Hierarchical Scheduling for MPLS Pseudowire Subscriber

Interfaces on page 313

• hierarchical-scheduler on page 477
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Configuring CoS Two-Level Hierarchical Scheduling for MPLS Pseudowire Subscriber
Interfaces

Before configuringCoSparameters forMPLSpseudowire subscriber interfaces, youmust

first complete these tasks:

1. Configure thepseudowire logical interfaces. See “ConfiguringaPseudowireSubscriber

Logical Interface” on page 297.

2. Configure the pseudowire device count. See “Configuring the MaximumNumber of

Pseudowire Logical Interface Devices Supported on the Router” on page 299.

3. Configure the pseudowire device including the logical tunnel anchor point. See

“Configuring a Pseudowire Subscriber Logical Interface Device” on page 299.

4. Configure the pseudowire transport logical interface. See “Configuring the Transport

Logical Interface for a Pseudowire Subscriber Logical Interface” on page 302.

5. Configure the pseudowire signaling (either Layer 2 circuit signaling or Layer 2 VPN

signaling). See “ConfiguringLayer 2Circuit Signaling forPseudowireSubscriber Logical

Interfaces”onpage302or “ConfiguringLayer2VPNSignaling forPseudowireSubscriber

Logical Interfaces” on page 303.

6. Configure the pseudowire logical interfaces. See “Configuring the Service Logical

Interface for a Pseudowire Subscriber Logical Interface” on page 305.

To configure CoS policies on MPLS pseudowire subscriber interfaces using two-level

scheduling:

1. Configure the hierarchical scheduler for the physical interface used for the logical

tunnel (anchor point). For two-level scheduling the hierarchical scheduler must be

set tomaximum-scheduler levels 2.

[edit]
user@host#edit interfaces ps-anchor-device-name
user@host#set hierarchical-scheduler maximum-hierarchy-levels 2

2. Specify the traffic-control profile to use on the pseudowire logical interface.

[edit class-of-service]
user@host#edit interfaces ps ps-device-name
user@host#edit unit logical-unit-number
user@host#set output-traffic-control-profile profile-name

3. Configure the rewrite rule.

Theavailable rewrite rule types forpseudowire interfacesaredscpand inet-precedence.

[edit class-of-service]
user@host#edit interfaces ps ps-device-name
user@host#edit unit logical-unit-number
user@host#edit rewrite-rules (dscp | inet-precedence) rewrite-name
user@host#edit forwarding-class class-name
user@host#set loss-priority class-name code-point (alias | bits)
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4. Configure the classifier.

The available classifier types for pseudowire interfaces are dscp and inet-precedence.

[edit class-of-service]
user@host#edit interfaces ps ps-device-name
user@host#edit unit logical-unit-number
user@host#edit classifiers (dscp | inet-precedence) classifier-name
user@host#edit forwarding-class class-name
user@host#set loss-priority class-name code-points [aliases] [bit-patterns]

5. Apply the rewrite rule and classifier to the pseudowire interface.

For the interface_name parameter, specify the pseudowire device name.

[edit class-of-service interfaces interface_name unit logical-unit-number]
user@host#set rewrite-rule (dscp | inet-precedence)(rewrite-name | default)protocol
protocol-types

user@host#set classifiers (dscp | inet-precedence) (classifier-name | default)

Related
Documentation

• CoS on Ethernet Pseudowires in Universal Edge Networks Overview

• Mapping CoS Component Inputs to Outputs

• Understanding Hierarchical CoS for Subscriber Interfaces

• Hierarchical CoS on MPLS Pseudowire Subscriber Interfaces Overview on page 307

• CoS Two-Level Hierarchical Scheduling on MPLS Pseudowire Subscriber Interfaces

on page 311

• CoS Three-Level Hierarchical Scheduling on MPLS Pseudowire Subscriber Interfaces

on page 315

• CoS Configuration Overview for MPLS Pseudowire Subscriber Interfaces on page 308

• hierarchical-scheduler on page 477
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CHAPTER 30

Configuring CoS Three-Level Hierarchical
Scheduling

• CoS Three-Level Hierarchical Scheduling on MPLS Pseudowire Subscriber

Interfaces on page 315

• ConfiguringCoSThree-LevelHierarchical Scheduling forMPLSPseudowireSubscriber

Interfaces (Logical Interfaces over a Transport Logical Interface) on page 318

• ConfiguringCoSThree-LevelHierarchical Scheduling forMPLSPseudowireSubscriber

Interfaces (Logical Interfaces over a Pseudowire Interface Set) on page 320

CoS Three-Level Hierarchical Scheduling onMPLS Pseudowire Subscriber Interfaces

In three-level hierarchical scheduling, the CoS scheduler nodes at level 1, level 2, and

level 3 form a scheduling hierarchy. You can configure many different three-level

scheduling hierarchies, depending on the location of the interface set and the use of

underlying interfaces. In all variations, the physical interface on which the logical tunnel

resides is a level 1 CoS scheduler node and the queues reside at level 4. Three-level

scheduling hierarchies can have up to eight class of service queues.

Table 27 on page 315summarizes the most common three-level hierarchical scheduling

configurations and shows the interface hierarchy and CoS scheduler nodes.

Table27:Three-LevelHierarchicalScheduling–InterfaceHierarchyVersus
CoS Scheduling Node Levels

Level 4Level 3Level 2Level 1

One or more
queues

Pseudowire service
logical interfaces

Pseudowire interface setPhysical interface

One or more
queues

Pseudowire interface setPseudowire transport
logical interface

Physical interface

One or more
queues

Pseudowire service
logical interfaces

Pseudowire transport
logical interface

Physical interface
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Three-Level Scheduling Hierarchy: Pseudowire Logical Interfaces over a Transport Logical
Interface

Figure 18 on page 316 shows an MPLS pseudowire three-level scheduling hierarchy that

includes two pseudowire service logical interfaces over a pseudowire transport logical

interface. This variation uses the following scheduler nodes:

• Level 4—Forwarding class-based queues

• Level 3—Pseudowire service logical interfaces (ps0.1 andps0.2) for subscriber sessions

• Level 2—Pseudowire transport logical interface (ps0.0)

• Level 1—Common/shared physical interface of the logical tunnel anchor point

You apply the traffic-control profiles at the pseudowire transport logical interfaces (level

2) and the pseudowire service logical interfaces (level 3).

Figure 18: Three-Level Scheduling Hierarchy Case 1: Pseudowire Service
Logical Interfaces over a Transport Logical Interface
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Three-Level Scheduling Hierarchy : Pseudowire Service Logical Interfaces over a Pseudowire
Service Interface Set

Figure 19onpage317 showsanother variationofMPLSpseudowire three-level hierarchical

scheduling that includes two pseudowire service logical interfaces over a pseudowire

service interface set. This variation uses the following CoS scheduler nodes:

• Level 4—Forwarding class-based queues

• Level 3—Pseudowire service logical interfaces (ps0.1 and ps0.2)

• Level 2—Pseudowire service interface set

• Level 1—Common/shared physical interface of the logical tunnel anchor point

You apply the traffic-control profile at the pseudowire service interfaces (level 3) and

at the interface set (level 2). This variation ismostuseful for subscriber edgedeployments.
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Figure 19: Three-Level Scheduling Hierarchy Case 2: Pseudowire Service
Logical Interfaces over a Pseudowire Service Interface Set
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Three-Level Scheduling Hierarchy Combined Deployment Scenario

Figure 20 on page 317 shows a deployment scenario that combines the three-level

hierarchical scheduling scenarios in Figure 18 on page 316 and Figure 19 on page 317.

Figure 20: Three-Level Hierarchical Scheduling for MPLS Pseudowire
Subscriber Interfaces—Deployment Scenario
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This variation uses the following CoS scheduler nodes:

• Level 4—Forwarding class-based queues

• Level 3—Pseudowire service logical interfaces (ps0.1, ps0.2, ps1.1, and ps1.2)
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• Level 2—Service interface set for pseudowire service interfaces (ps0.1 and ps0.2) and

transport logical interface (ps1.0) for the pseudowire service logical interfaces (ps1.1

and ps1.2)

• Level 1—Common/shared physical interface of the logical tunnel anchor point

You apply the traffic-control profiles to the interfaces at both level 2 and level 3, as well

as the interface set at level 2.

Related
Documentation

Pseudowire Subscriber Logical Interfaces Overview on page 291•

• Configuring a Pseudowire Subscriber Logical Interface on page 297

• Understanding Hierarchical CoS for Subscriber Interfaces

• Hierarchical CoS on MPLS Pseudowire Subscriber Interfaces Overview on page 307

• CoS Configuration Overview for MPLS Pseudowire Subscriber Interfaces on page 308

• ConfiguringCoSThree-LevelHierarchical Scheduling forMPLSPseudowireSubscriber

Interfaces (Logical Interfaces over a Transport Logical Interface) on page 318

• ConfiguringCoSThree-LevelHierarchical Scheduling forMPLSPseudowireSubscriber

Interfaces (Logical Interfaces over a Pseudowire Interface Set) on page 320

• hierarchical-scheduler on page 477

ConfiguringCoSThree-LevelHierarchicalSchedulingforMPLSPseudowireSubscriber
Interfaces (Logical Interfaces over a Transport Logical Interface)

Before configuring CoS three-level scheduling on pseudowire logical interfaces over a

transport logical interface, youmust first complete these tasks:

1. Configure thepseudowire logical interfaces. See “ConfiguringaPseudowireSubscriber

Logical Interface” on page 297.

2. Configure the pseudowire device count. See “Configuring the MaximumNumber of

Pseudowire Logical Interface Devices Supported on the Router” on page 299.

3. Configure the pseudowire device including the logical tunnel anchor point. See

“Configuring a Pseudowire Subscriber Logical Interface Device” on page 299.

4. Configure the pseudowire transport logical interface. See “Configuring the Transport

Logical Interface for a Pseudowire Subscriber Logical Interface” on page 302.

5. Configure the pseudowire signaling (either Layer 2 circuit signaling or Layer 2 VPN

signaling). See “ConfiguringLayer 2Circuit Signaling forPseudowireSubscriber Logical

Interfaces”onpage302or “ConfiguringLayer2VPNSignaling forPseudowireSubscriber

Logical Interfaces” on page 303.

6. Configure the pseudowire logical interfaces. See “Configuring the Service Logical

Interface for a Pseudowire Subscriber Logical Interface” on page 305.
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Three-level scheduling on pseudowire logical interfaces over a transport logical interface

requires you to apply the traffic-control profiles at both the pseudowire logical interface

and the pseudowire transport logical interface. To configure CoS policies on three-level

scheduling on pseudowire logical interfaces over a transport logical interface:

1. Configure the hierarchical scheduler for the physical interface used for the logical

tunnel (anchor point). For three-level scheduling the hierarchical scheduler must be

set to implicit-hierarchy.

[edit]
user@host#edit interfaces ps-anchor-device-name
user@host#set hierarchical-scheduler implicit-hierarchy

2. Specify the traffic-control profile to use on the pseudowire logical interface.

[edit class-of-service]
user@host#edit interfaces ps ps-device-name
user@host#edit unit logical-unit-number
user@host#set output-traffic-control-profile profile-name

3. Specify the traffic-control profile to use on the pseudowire transport logical interface.

[edit class-of-service]
user@host#edit interfaces ps ps-device-name
user@host#edit unit logical-unit-number
user@host#set output-traffic-control-profile profile-name

4. Configure the rewrite rule.

Theavailable rewrite rule types forpseudowire interfacesaredscpand inet-precedence.

[edit class-of-service]
user@host#edit interfaces ps ps-device-name
user@host#edit unit logical-unit-number
user@host#edit rewrite-rules (dscp | inet-precedence) rewrite-name
user@host#edit forwarding-class class-name
user@host#set loss-priority class-name code-point (alias | bits)

5. Configure the classifier.

The available classifier types for pseudowire interfaces are dscp and inet-precedence.

[edit class-of-service]
user@host#edit interfaces ps ps-device-name
user@host#edit unit logical-unit-number
user@host#edit classifiers (dscp | inet-precedence) classifier-name
user@host#edit forwarding-class class-name
user@host#set loss-priority class-name code-points [aliases] [bit-patterns]

6. Apply the rewrite rule and classifier to the pseudowire interfaces.

For the interface_name parameter, specify the pseudowire device name.

[edit class-of-service interfaces interface_name unit logical-unit-number]
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user@host#set rewrite-rule (dscp | inet-precedence)(rewrite-name | default)protocol
protocol-types

user@host#set classifiers (dscp | inet-precedence) (classifier-name | default)

Related
Documentation

CoS on Ethernet Pseudowires in Universal Edge Networks Overview•

• Mapping CoS Component Inputs to Outputs

• Understanding Hierarchical CoS for Subscriber Interfaces

• Hierarchical CoS on MPLS Pseudowire Subscriber Interfaces Overview on page 307

• CoS Three-Level Hierarchical Scheduling on MPLS Pseudowire Subscriber Interfaces

on page 315

• CoS Configuration Overview for MPLS Pseudowire Subscriber Interfaces on page 308

• ConfiguringCoSThree-LevelHierarchical Scheduling forMPLSPseudowireSubscriber

Interfaces (Logical Interfaces over a Pseudowire Interface Set) on page 320

• hierarchical-scheduler on page 477

ConfiguringCoSThree-LevelHierarchicalSchedulingforMPLSPseudowireSubscriber
Interfaces (Logical Interfaces over a Pseudowire Interface Set)

Before configuring three-level scheduling on pseudowire logical interfaces over a

pseudowire logical interface set, youmust first complete the following tasks:

1. Configure thepseudowire logical interfaces. See “ConfiguringaPseudowireSubscriber

Logical Interface” on page 297.

2. Configure the pseudowire device count. See “Configuring the MaximumNumber of

Pseudowire Logical Interface Devices Supported on the Router” on page 299.

3. Configure the pseudowire device including the logical tunnel anchor point. See

“Configuring a Pseudowire Subscriber Logical Interface Device” on page 299.

4. Configure the pseudowire transport logical interface. See “Configuring the Transport

Logical Interface for a Pseudowire Subscriber Logical Interface” on page 302.

5. Configure the pseudowire signaling (either Layer 2 circuit signaling or Layer 2 VPN

signaling). See “ConfiguringLayer 2Circuit Signaling forPseudowireSubscriber Logical

Interfaces”onpage302or “ConfiguringLayer2VPNSignaling forPseudowireSubscriber

Logical Interfaces” on page 303.

6. Configure the pseudowire logical interfaces. See “Configuring the Service Logical

Interface for a Pseudowire Subscriber Logical Interface” on page 305.
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Three-level schedulingonpseudowire logical interfacesoverapseudowire logical interface

set requires you to apply the traffic-control profiles at both the pseudowire logical

interface and the pseudowire logical interface-set. To configure CoS policies on MPLS

pseudowire subscriber interfaces using three-level implicit hierarchical scheduling:

1. Configure the hierarchical scheduler for the physical interface used for the logical

tunnel (anchor point). For three-level scheduling the hierarchical scheduler must be

set to implicit-hierarchy.

[edit]
user@host#edit interfaces ps-anchor-device-name
user@host#set hierarchical-scheduler implicit-hierarchy

2. Specify the traffic-control profile to use on the pseudowire logical interfaces.

[edit class-of-service]
user@host#edit interfaces ps ps-device-name
user@host#edit unit logical-unit-number
user@host#set output-traffic-control-profile profile-name

3. Define a pseudowire logical interface set and configure the traffic-control profile used

for the interface set.

[edit class-of-service]
user@host#edit interfaces
user@host#edit interface-set interface-set-name
user@host#edit output-traffic-control-profile profile-name

4. Group the pseudowire logical interfaces in the pseudowire logical interface set.

[edit ]
user@host#edit interfaces
user@host#edit interface-set interface-set-name
user@host#edit interface ps ps-device-name
user@host#edit unit logical-unit-number

5. Configure the rewrite rule.

Theavailable rewrite rule types forpseudowire interfacesaredscpand inet-precedence.

[edit class-of-service]
user@host#edit interfaces ps ps-device-name
user@host#edit unit logical-unit-number
user@host#edit rewrite-rules (dscp | inet-precedence) rewrite-name
user@host#edit forwarding-class class-name
user@host#set loss-priority class-name code-point (alias | bits)

6. Configure the classifier.

The available classifier types for pseudowire interfaces are dscp and inet-precedence.

[edit class-of-service]
user@host#edit interfaces ps ps-device-name
user@host#edit unit logical-unit-number
user@host#edit classifiers (dscp | inet-precedence) classifier-name
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user@host#edit forwarding-class class-name
user@host#set loss-priority class-name code-points [aliases] [bit-patterns]

7. Apply the rewrite rule and classifier to the pseudowire interfaces.

For the interface_name parameter, specify the ps device name.

[edit class-of-service interfaces interface_name unit logical-unit-number]
user@host#set rewrite-rule (dscp | inet-precedence)(rewrite-name | default)protocol
protocol-types

user@host#set classifiers (dscp | inet-precedence) (classifier-name | default)

Related
Documentation

• CoS on Ethernet Pseudowires in Universal Edge Networks Overview

• Mapping CoS Component Inputs to Outputs

• Understanding Hierarchical CoS for Subscriber Interfaces

• Hierarchical CoS on MPLS Pseudowire Subscriber Interfaces Overview on page 307

• CoS Three-Level Hierarchical Scheduling on MPLS Pseudowire Subscriber Interfaces

on page 315

• CoS Configuration Overview for MPLS Pseudowire Subscriber Interfaces on page 308

• ConfiguringCoSThree-LevelHierarchical Scheduling forMPLSPseudowireSubscriber

Interfaces (Logical Interfaces over a Transport Logical Interface) on page 318

• hierarchical-scheduler on page 477
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PART 6

ConfiguringWi-Fi Access Gateway

• ConfiguringWi-Fi Access Gateway on page 325
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CHAPTER 31

ConfiguringWi-Fi Access Gateway

• Wi-Fi Access Gateway Overview on page 326

• Wi-Fi Access Gateway Deployment Model Overview on page 328

• Supported Access Models for Dynamic-Bridged GRE Tunnels on theWi-Fi Access

Gateway on page 329

• Wi-Fi Access Gateway Configuration Overview on page 330

• Configuring a Psuedowire Subscriber Logical Interface Device for theWi-Fi Access

Gateway on page 331

• ConfiguringConditions forEnablingDynamic-BridgedGRETunnelCreationonpage333

• Configuring VLAN Subscriber Interfaces for Dynamic-Bridged GRE Tunnels onWi-Fi

Access Gateways on page 334

• Configuring Untagged Subscriber Interfaces for Dynamic-Bridged GRE Tunnels on

Wi-Fi Access Gateways on page 338
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Wi-Fi Access Gateway Overview

Wi-Fi access gateway (WAG) provides the public withWi-Fi access from a residential

Wi-Fi network or from a businessWi-Fi network. At home, subscribers have their existing

Wi-Fi network; however, a part of their network is available for the general public to use.

Members of the public who have an account with the same Internet service provider as

the subscriber has at home can access the Internet andmobile network through the

public part of the subscriber’s Wi-Fi connection when they are in close proximity to the

subscriber’s home. WAG authenticates and connects subscribers regardless of their

physical location.

Service providers can deploy the MX Series router as a broadband network gateway

(BNG) within their network, and then deploy the BNG as aWAG as shown in

Figure 21 on page 326.

Figure 21: MX Series Router Deployed as aWAG
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After aWAGhasbeendeployed, serviceproviders canconfigure theWAGtocreate secure

wireless home network connections for computers, laptops, and other Wi-Fi electronic

products (such as game systems, tablets, or mobile phones). WAG offers wireline and

mobile service providers the following deployments and business value opportunities:

• Wireline service providers–TheWAG deployment is based on an in-home division of

access points or public access points, and works with anyWi-Fi access point that

creates a generic routing encapsulation (GRE) tunnel to the MX Series router. This

deployment protects subscribers and reduces churn by including freeWi-Fi with a paid

wireline subscription. For added value, service providers can also sell ad hoc access or

mode, such as airport, public safety, search-and-rescue, and café access.

• Mobile serviceproviders–TheWAGdeployment isbasedon themobile serviceprovider’s

own access points, or wholesale and retail with the wireline service provider. Service

providers that offer quadruple play, where TV, Internet, wireless, and landline phone

servicesare combined, can leveragebothwirelineandwirelessassets. This deployment

offsets costs in mobile packet core and radio access network infrastructures with the
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ability to offloadmobile data. For added value, service providers can offerWi-Fi for all

devices with amobile data place as a competitive differentiator.

Customers who purchase broadband can also receiveWi-Fi on any community Wi-Fi

access point. Subscribers have a private and secure home connection, and can also

access a public connection that is shared by other subscribers. Tomaintain a level of

security and protect the private home connection, the two networks are separated. This

separationensuresa strong level of bandwidthon the subscribers’ personal connections.

Subscriber services suchasauthentication, authorization, andaccounting (AAA); address

assignment; hierarchical quality of service (QoS); lawful intercept; and class of service

(CoS) are supported for individual Dynamic Host Configuration Protocol (DHCP)

subscribers within the GRE tunnels. Using GRE tunnels for Wi-Fi provides the following

benefits:

• Wi-Fi users who are not directly connected through Layer 2 toWAG are authenticated

because GRE tunnels transmit Layer 2 information across any IP network.

• Services based on user equipment-specific information are applied using the media

access control (MAC) address or Subscriber Identity Module (SIM) card.

• Services are applied in the network, not just at theWi-Fi access point.

• ThesoftGREorEthernet-over-GREstandard is supportedonmostWi-Fi accesspoints.

For services using the Ethernet over GRE standard, only one side of the tunnel needs

to be configured; the other end learns the remote IP addresses of all remote tunnel

endpoints by examining the incoming GRE packets.

Related
Documentation

Wi-Fi Access Gateway Deployment Model Overview on page 328•

• Wi-Fi Access Gateway Configuration Overview on page 330
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Wi-Fi Access Gateway Deployment Model Overview

Figure 22 on page 328 shows an MX Series router broadband network gateway (BNG)

deployed as aWi-Fi access gateway (WAG). TheWAG provides amultiservice edgewith

a full broadband feature set that is highly reliable because of the included redundant

hardware. Ethernet frames fromtheuser equipmentdevicemust be tunneled to theBNG

across an IP cloud or public Internet.

Figure 22: MX Series asWi-Fi Access Gateway Deployment Model

To support the MX Series BNG deployed as aWAG, dynamic-bridged generic routing

encapsulation (GRE) tunnels are created and terminated at the BNGwhen it receives

GRE traffic from the wireless access point (WAP). Dynamic Host Configuration Protocol

(DHCP) subscribers are transported through GRE tunnels as either VLAN-tagged per

service set identifier (SSID) or untagged. When the user equipment device connects to

the SSID and begins to send traffic, the access point initiates a Layer 2 soft GRE or

Ethernet-over-GRE connection to the MX Series BNG and the BNG dynamically builds

the GRE tunnel. GRE tunnels are cleared after all of the subscribers within a GRE tunnel

have logged out and a configurable timer has expired.

This deployment model supports a full set of services per user equipment device and

peraccesspoint.Subscriber servicessuchasauthentication,authorization,andaccounting

(AAA); address assignment; hierarchical quality of service (QoS); lawful intercept; and

class of service (CoS) are supported for individual DHCP subscribers within the GRE

tunnels. No additional service cards are required for GRE or QoS because all features run

inline on MPCs.

External RADIUS proxy supports Extensible Authentication Protocol (EAP) Subscriber

Identity Module (SIM), Tunneled Transport Layer Security (TTLS), and Authentication

and Key Agreement (AKA) protocols. The External RADIUS proxy also integrates with

HTTP redirect to theWeb portal.

The MX Series asWAG deployment model also supports the wholesale of access point

access to multiple retail service providers. This wholesaling allows the local breakout of

traffic or Layer 3 handoff to retail service providers.
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Related
Documentation

Supported Access Models for Dynamic-Bridged GRE Tunnels on theWi-Fi Access

Gateway on page 329

•

• Wi-Fi Access Gateway Configuration Overview on page 330

Supported AccessModels for Dynamic-Bridged GRE Tunnels on theWi-Fi Access
Gateway

Dynamic-bridged generic routing encapsulation (GRE) tunnels and theWi-Fi access

gatewaysupport interfacestacks forVLAN-taggedanduntaggedsubscribers.Subscriber

features such as dynamic and service profiles for DHCP subscribers, lawful intercept,

firewall filters, and change of authorization (CoA) are supported.

Scaling limitations of pseudowire subscriber interface devices (psn IFDs) require that

multiple tunnels share the samepsn IFD. Thepseudowire is a virtual device that is stacked

above the logical tunnel anchor point on the physical interface (the IFD).

NOTE: Thepsn IFD used to service dynamicGRE tunnel terminations cannot
be simultaneously used to service MPLS pseudowire terminations.

Subscriber services and lawful intercept are supported only at the IP
demultiplexing (demux) interface level.

NOTE: A GRE tunnel cannot have both untagged and tagged subscribers.

The taggedmodel and the untaggedmodel are described in the following sections:

• Dynamic VLAN-Tagged Subscribers on page 329

• Untagged Subscribers on page 329

Dynamic VLAN-Tagged Subscribers

Tomake provisioning and troubleshooting easier for VLAN-tagged subscribers, use the

same set of VLANs on all of theWi-Fi access points. Doing this requires that the same

pseudowire subscriber interface service logical interface (psn IFL) (associated with a

VLAN ID) on a psn IFD represents multiple GRE tunnels.

A dynamic VLAN demux interface (demux0.yyyyyyyy) is created for each VLAN tag and

is stacked over the tunnel psn interface (psn.xxxxxxxx). There can bemultiple VLANs

(singleanddual-tagged)over the sameGRE tunnel. The subscribers' IPdemux interfaces

are then created over the VLAN demux interface.

Untagged Subscribers

Untagged DHCP subscribers can be created directly over the GRE tunnel. For each

subscriber, an IP demux interface (demux0.yyyyyyyy) is created and is stacked over the
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tunnel psn logical interface (psn.xxxxxxxx). There can bemultiple subscribers over the

same GRE tunnel.

Related
Documentation

Wi-Fi Access Gateway Deployment Model Overview on page 328•

• Wi-Fi Access Gateway Configuration Overview on page 330

Wi-Fi Access Gateway Configuration Overview

To configure the MX Series router as aWi-Fi access gateway (WAG):

1. Configure a pseudowire subscriber logical interface device.

See “ConfiguringaPsuedowireSubscriber Logical InterfaceDevice for theWi-FiAccess

Gateway” on page 331.

2. Configure the conditions for enabling dynamic-bridged GRE tunnels.

See “Configuring Conditions for Enabling Dynamic-Bridged GRE Tunnel Creation” on

page 333.

3. Configure the type of dynamic-bridged GRE tunnel that carries subscriber traffic to

theWAG:

NOTE: AGRE tunnel cannot have both untagged and tagged subscribers.

• If the subscriber traffic isVLAN-tagged, see “ConfiguringVLANSubscriber Interfaces

for Dynamic-Bridged GRE Tunnels onWi-Fi Access Gateways” on page 334.

• If the subscriber traffic is untagged, see “ConfiguringUntaggedSubscriber Interfaces

for Dynamic-Bridged GRE Tunnels onWi-Fi Access Gateways” on page 338.

Related
Documentation

Wi-Fi Access Gateway Deployment Model Overview on page 328•

• Supported Access Models for Dynamic-Bridged GRE Tunnels on theWi-Fi Access

Gateway on page 329
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Configuring a Psuedowire Subscriber Logical Interface Device for theWi-Fi Access
Gateway

Before you begin, youmust create a logical tunnel interface:

• Configure the maximum number of pseudowire logical interfaces devices. See

“Configuring theMaximumNumberofPseudowireLogical InterfaceDevicesSupported

on the Router” on page 299.

• Configure a tunnel interface. See Tunnel Interface Configuration on MX Series Routers

Overview.

To configure the pseudowire subscriber logical interface device on which the

dynamic-bridged GRE tunnel is built on the MX Series router Wi-Fi access gateway:

1. Specify that youwant to configure the pseudowire subscriber logical interface device.

user@host# edit interfaces psn

For example:

user@host# edit interfaces ps0

2. Specify the logical tunnel interface that is the anchor point for the pseudowire logical

device interface.

[edit interfaces psn]
user@host# set anchor-point lt-fpc/pic/port

For example:

[edit interfaces ps0]
user@host# set anchor-point lt-0/0/0

3. Configure three-level hierarchical scheduling on the logical tunnel interface.

[edit interfaces lt-fpc/pic/port]
user@host# set hierarchical-scheduler implicit-hierarchy

For example:

[edit interfaces lt-0/0/0]
user@host# set hierarchical-scheduler implicit-hierarchy

4. Configure themixedVLANtaggingmethod for thepseudowire logical interfacedevice.

[edit interfaces psn]
user@host# set flexible-vlan-tagging

NOTE: Youmust configure flexible-vlan-tagging even if only untagged

subscriber packets are being transported on the dynamic-bridged GRE
tunnel.

For example:
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[edit interfaces ps0]
user@host# set flexible-vlan-tagging

5. Specify that you want to configure unit 0, which represents the transport logical

interface.

[edit interfaces psn]
user@host# edit unit 0

For example:

[edit interfaces ps0]
user@host# edit unit 0

6. Specify the Ethernet CCC encapsulation method for the transport logical interface.

[edit interfaces psn unit 0]
user@host# set encapsulation ethernet-ccc

For example:

[edit interfaces ps0 unit 0]
user@host# set encapsulation ethernet-ccc

Related
Documentation

Pseudowire Subscriber Logical Interfaces Overview on page 291•

• Wi-Fi Access Gateway Deployment Model Overview on page 328

• Supported Access Models for Dynamic-Bridged GRE Tunnels on theWi-Fi Access

Gateway on page 329

• Wi-Fi Access Gateway Configuration Overview on page 330
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Configuring Conditions for Enabling Dynamic-Bridged GRE Tunnel Creation

Before you begin:

• Configure the pseudowire logical device on which to build the dynamic-bridged GRE

tunnel. See “ConfiguringaPsuedowireSubscriber Logical InterfaceDevice for theWi-Fi

Access Gateway” on page 331.

• Configure interface lo0 with the source IP address of the GRE tunnels for theWi-Fi

access gateway (WAG). Use the IP address of the MX Series router that you want to

receive the incoming GRE traffic. This address cannot be the primary or preferred

address on lo0. See Configuring a Loopback Interface.

To configure the conditions for enabling dynamic-bridged generic routing encapsulation

(GRE) tunnel creation on the MX Series router WAG, you configure one or more GRE

tunnel groups. Multiple GRE tunnel groups can have the same source-address or the

same destination-networks value, but you cannot use a specific source-address and

destination-networks combination in more than one GRE tunnel group.

To configure a GRE tunnel group:

1. Name the dynamic GRE tunnel group.

[edit services]
user@host# set soft-gre group-name

For example:

[edit services]
user@host# set soft-gre AP-Group1

2. Specify the source IP address of the GRE tunnels for theWAG. Use the IP address of

the MX Series router that you configured to receive the incoming GRE traffic.

[edit services soft-gre group-name]
user@host# set source-addresswag-ip-address

For example:

[edit services soft-gre AP-Group1]
user@host# set source-address 192.168.0.20

3. Specify the IP subnets fromwhich GRE traffic can be processed.

[edit services soft-gre group-name]
user@host# set destination-networks [prefix]

For example:

[edit services soft-gre AP-Group1]
user@host# set destination-networks 20.0.0.0/24

4. Specify the pseudowire subscriber interface device (IFD) on which to build the

dynamic-bridged GRE tunnels.
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[edit services soft-gre group-name]
user@host# set service-interface psn

For example:

[edit services soft-gre AP-Group1]
user@host# set service-interface ps0

5. Specify the dynamic profile that configures the GRE tunnel.

[edit services soft-gre group-name]
user@host# set dynamic-profile profile-name

For example:

[edit services soft-gre AP-Group1]
user@host# set dynamic-profile tunnel_profile

6. (Optional) Configure the number of seconds that a GRE tunnel remains up after the

last subscriber session on the tunnel has ended.

[edit services soft-gre group-name]
user@host# set tunnel-idle-timeout seconds

The default tunnel-idle-timeout value is 120 seconds.

For example:

[edit services soft-gre AP-Group1]
user@host# set tunnel-idle-timeout 60

7. To configure another GRE tunnel group, repeat this procedure.

Related
Documentation

Wi-Fi Access Gateway Deployment Model Overview on page 328•

• Supported Access Models for Dynamic-Bridged GRE Tunnels on theWi-Fi Access

Gateway on page 329

• Wi-Fi Access Gateway Configuration Overview on page 330

Configuring VLAN Subscriber Interfaces for Dynamic-Bridged GRE Tunnels onWi-Fi
Access Gateways

Toconfigure subscriber interfaces forVLAN-taggedDynamicHostConfigurationProtocol

(DHCP) subscribers on dynamic-bridged generic routing encapsulation (GRE) tunnels:

1. Name the dynamic profile.

[edit]
user@host# set dynamic-profiles profile-name

For example:

[edit]
user@host# set dynamic-profiles tunnel_profile
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2. Define the interfacewith the internal variableusedby the router tomatch the interface

name of the receiving interface.

[edit dynamic-profiles profile-name]
user@host# edit interfaces $junos-interface-ifd-name

For example:

[edit dynamic-profiles tunnel_profile]
user@host# edit interfaces $junos-interface-ifd-name

3. Define the unit with the internal variable.

[edit dynamic-profiles profile-name interfaces $junos-interface-ifd-name]
user@host# set unit $junos-interface-unit

For example:

[edit dynamic-profiles tunnel_profile interfaces $junos-interface-ifd-name]
user@host# set unit $junos-interface-unit

4. Define the unit family type.

[edit dynamic-profiles profile-name interfaces $junos-interface-ifd-name unit
$junos-interface-unit]

user@host# set family (inet | inet6)

For example:

[edit dynamic-profiles tunnel_profile interfaces $junos-interface-ifd-name unit
$junos-interface-unit]

user@host# set family inet

5. Enable the local address for the interface to be derived from the loopback interface

address.

[edit dynamic-profiles profile-name interfaces $junos-interface-ifd-name unit
$junos-interface-unit family (inet | inet6)]

user@host# set unnumbered-address lo0.0

For example:

[edit dynamic-profiles tunnel_profile interfaces $junos-interface-ifd-name unit
$junos-interface-unit family inet]

user@host# set unnumbered-address lo0.0

6. Configure the router to respond to any ARP request.

[edit dynamic-profiles profile-name interfaces $junos-interface-ifd-name unit
$junos-interface-unit]

user@host# set proxy-arp

7. Configure stacked VLAN processing:

a. Access the VLAN range configuration for stacked VLANs.

[edit dynamic-profiles profile-name interfaces $junos-interface-ifd-name unit
$junos-interface-unit]
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user@host# edit auto-configure stacked-vlan-ranges

For example:

[edit dynamic-profiles tunnel_profile interfaces $junos-interface-ifd-name unit
$junos-interface-unit]

user@host# edit auto-configure stacked-vlan-ranges

b. Specify the dynamic profile that is used to create VLANs.

[edit dynamic-profiles profile-name interfaces $junos-interface-ifd-name unit
$junos-interface-unit auto-configure stacked-vlan-ranges]

user@host# edit dynamic-profile profile-name

For example:

[edit dynamic-profiles tunnel_profile interfaces $junos-interface-ifd-name unit
$junos-interface-unit auto-configure stacked-vlan-ranges]

user@host# edit dynamic-profile auto_svlan_demux

c. Specify that the VLAN dynamic profile accepts any type of VLAN Ethernet packet.

[edit dynamic-profiles profile-name interfaces $junos-interface-ifd-name unit
$junos-interface-unit auto-configure stacked-vlan-ranges dynamic-profile
profile-name]

user@host# set accept any

For example:

[edit dynamic-profiles tunnel_profile interfaces $junos-interface-ifd-name unit
$junos-interface-unit auto-configure stacked-vlan-ranges dynamic-profile
auto_svlan_demux]

user@host# set accept any

d. Specify theouter and inner stackedVLANranges that youwant thedynamicprofile

to use.

[edit dynamic-profiles profile-name interfaces $junos-interface-ifd-name unit
$junos-interface-unit auto-configure stacked-vlan-ranges dynamic-profile
profile-name]

user@host# set ranges low-tag-high-tag,low-tag-high-tag

For example:

[edit dynamic-profiles tunnel_profile interfaces $junos-interface-ifd-name unit
$junos-interface-unit auto-configure stacked-vlan-ranges dynamic-profile
auto_svlan_demux]

user@host# set ranges 1000-1100,1200-1300

8. Configure single-tagged VLAN processing:

a. Access the VLAN range configuration for single VLANs.

[edit dynamic-profiles profile-name interfaces $junos-interface-ifd-name unit
$junos-interface-unit]

user@host# edit auto-configure vlan-ranges

For example:
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[edit dynamic-profiles tunnel_profile interfaces $junos-interface-ifd-name unit
$junos-interface-unit]

user@host# edit auto-configure vlan-ranges

b. Specify the dynamic profile used to create VLANs.

[edit dynamic-profiles profile-name interfaces $junos-interface-ifd-name unit
$junos-interface-unit auto-configure vlan-ranges]

user@host# edit dynamic-profile profile-name

For example:

[edit dynamic-profiles tunnel_profile interfaces $junos-interface-ifd-name unit
$junos-interface-unit auto-configure vlan-ranges]

user@host# edit dynamic-profile auto_vlan_demux

c. Specify that the VLAN dynamic profile accepts any type of VLAN Ethernet packet.

[edit dynamic-profiles profile-name interfaces $junos-interface-ifd-name unit
$junos-interface-unit auto-configure vlan-ranges dynamic-profile profile-name]

user@host# set accept any

For example:

[edit dynamic-profiles tunnel_profile interfaces $junos-interface-ifd-name unit
$junos-interface-unit auto-configure vlan-ranges dynamic-profile
auto_vlan_demux]

user@host# set accept any

d. Specify the VLAN range that you want the dynamic profile to use.

[edit dynamic-profiles profile-name interfaces $junos-interface-ifd-name unit
$junos-interface-unit auto-configure vlan-ranges dynamic-profile profile-name]

user@host# set ranges low-tag-high-tag

For example:

[edit dynamic-profiles tunnel_profile interfaces $junos-interface-ifd-name unit
$junos-interface-unit auto-configure vlan-ranges dynamic-profile
auto_vlan_demux]

user@host# set ranges 1-50
user@host# set ranges 101-150

Related
Documentation

Wi-Fi Access Gateway Deployment Model Overview on page 328•

• Supported Access Models for Dynamic-Bridged GRE Tunnels on theWi-Fi Access

Gateway on page 329

• Wi-Fi Access Gateway Configuration Overview on page 330
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Configuring Untagged Subscriber Interfaces for Dynamic-Bridged GRE Tunnels on
Wi-Fi Access Gateways

To configure subscriber interfaces for untagged Dynamic Host Configuration Protocol

(DHCP) subscribers on dynamic-bridged generic routing encapsulation (GRE) tunnels:

1. Name the dynamic profile.

[edit]
user@host# set dynamic-profiles profile-name

For example:

[edit]
user@host# set dynamic-profiles tunnel_demux

2. Define the interfacewith the internal variableusedby the router tomatch the interface

name of the receiving interface.

[edit dynamic-profiles profile-name]
user@host# edit interfaces $junos-interface-ifd-name

For example:

[edit dynamic-profiles tunnel_demux]
user@host# edit interfaces $junos-interface-ifd-name

3. Define the unit with the internal variable.

[edit dynamic-profiles profile-name interfaces $junos-interface-ifd-name]
user@host# set unit $junos-interface-unit

For example:

[edit dynamic-profiles tunnel_demux interfaces $junos-interface-ifd-name]
user@host# set unit $junos-interface-unit

4. Configure the variable for the underlying interface of the demux interfaces.

[edit dynamic-profiles profile-name interfaces $junos-interface-ifd-name unit
$junos-interface-unit]

user@host# set demux-options underlying-interface $junos-underlying-interface

For example:

[edit dynamic-profiles tunnel_demux interfaces $junos-interface-ifd-name unit
$junos-interface-unit]

user@host# set demux-options underlying-interface $junos-underlying-interface

5. Define the unit family type.

[edit dynamic-profiles profile-name interfaces $junos-interface-ifd-name unit
$junos-interface-unit]

user@host# set family (inet | inet6)

For example:

Copyright © 2017, Juniper Networks, Inc.338

Broadband Subscriber Access Protocols Feature Guide



[edit dynamic-profiles tunnel_demux interfaces $junos-interface-ifd-name unit
$junos-interface-unit]

user@host# set family inet

Related
Documentation

• Wi-Fi Access Gateway Deployment Model Overview on page 328

• Supported Access Models for Dynamic-Bridged GRE Tunnels on theWi-Fi Access

Gateway on page 329

• Wi-Fi Access Gateway Configuration Overview on page 330
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PART 7

Troubleshooting

• Configuring PPP Log Files on page 343

• Configuring PPP Trace Flags and Operations on page 347

• Configuring L2TP Log Files on page 351

• Configuring L2TP Trace Flags and Operations on page 355

• Contacting Juniper Networks Technical Support on page 359
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CHAPTER 32

Configuring PPP Log Files

• Configuring the Number and Size of PPP Service Log Files on page 343

• Configuring Access to the PPP Service Log File on page 344

• Configuring the Severity Level to Filter Which PPP Service Messages Are

Logged on page 344

• Configuring a Regular Expression for PPP ServiceMessages to Be Logged on page 345

Configuring the Number and Size of PPP Service Log Files

You can optionally specify the number of compressed, archived trace log files to be from

2 through 1000. You can also configure the maximum file size to be from 10 KB through

1 gigabyte (GB); the default size is 128 kilobytes (KB).

The archived files are differentiated by a suffix in the format .number.gz. The newest

archived file is .0.gz and the oldest archived file is .(maximum number)-1.gz. When the

current trace log file reaches the maximum size, it is compressed and renamed, and any

existing archived files are renamed. This process repeats until the maximum number of

archived files is reached, at which point the oldest file is overwritten.

For example, you can set the maximum file size to 2 MB, and themaximum number of

files to 20. When the file that receives the output of the tracing operation, filename,

reaches 2 MB, filename is compressed and renamed filename.0.gz, and a new file called

filename is created. When the new filename reaches 2 MB, filename.0.gz is renamed

filename.1.gzand filename is compressedand renamed filename.0.gz. Thisprocess repeats

until there are 20 trace files. Then the oldest file, filename.19.gz, is simply overwritten

when the next oldest file, filename.18.gz is compressed and renamed to filename.19.gz.

To configure the number and size of trace files:

• Specify the name, number, and size of the file used for the trace output.

[edit protocols ppp-service traceoptions]
user@host# set file ppp-service_1 _logfile_1 files 20 size 2097152

Related
Documentation

Tracing PPP Service Operations for Subscriber Access on page 347•
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Configuring Access to the PPP Service Log File

By default, only the user who configures the tracing operation can access the log files.

You can enable all users to read the log file and you can explicitly set the default behavior

of the log file.

To specify that all users can read the log file:

• Configure the log file to be world-readable.

[edit protocols ppp-service traceoptions]
user@host# set file ppp-service_1 _logfile_1 world-readable

To explicitly set the default behavior, only the user who configured tracing can read the

log file:

• Configure the log file to be no-world-readable.

[edit protocols ppp-service traceoptions]
user@host# set file ppp-service_1 _logfile_1 no-world-readable

Related
Documentation

Tracing PPP Service Operations for Subscriber Access on page 347•

Configuring the Severity Level to FilterWhich PPP Service Messages Are Logged

Themessages associatedwith a logged event are categorized according to severity level.

You can use the severity level to determine which messages are logged for the event

type. A low severity level is less restrictive—filters out fewer messages—than a higher

level. When you configure a severity level, all messages at that level and all higher (more

restrictive) levels are logged.

The following list presents severity levels inorder from lowest (least restrictive) tohighest

(most restrictive). This order also represents the significance of the messages; for

example, errormessages are of greater concern than infomessages.

• verbose

• info

• notice

• warning

• error

The severity level that you configure depends on the issue that you are trying to resolve.

In some cases youmight be interested in seeing all messages relevant to the logged

event, so you specify all. You can also specify verbosewith the same result, because

verbose is the lowest (least restrictive) severity level; it has nothing to do with the

tersenessor verbosityof themessages. Either choicegeneratesa largeamountofoutput.

You can specify a more restrictive severity level, such as notice or info to filter the
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messages. By default, the trace operation output includes onlymessages with a severity

level of error.

To configure the type of messages to be logged:

• Configure the message severity level.

[edit protocols ppp-service traceoptions]
user@host# set level severity

Related
Documentation

Tracing PPP Service Operations for Subscriber Access on page 347•

Configuring a Regular Expression for PPP Service Messages to Be Logged

By default, the trace operation output includes all lines relevant to the logged events.

You can refine the output by including regular expressions to bematched.

To configure regular expressions to bematched:

• Configure the regular expression.

[edit protocols ppp-service traceoptions]
user@host# set file ppp-service_1 _logfile_1 match regex

Related
Documentation

• Tracing PPP Service Operations for Subscriber Access on page 347
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CHAPTER 33

Configuring PPP Trace Flags and
Operations

• Tracing PPP Service Operations for Subscriber Access on page 347

• Configuring the PPP Service Trace Log Filename on page 348

• Configuring the PPP Service Tracing Flags on page 348

• Configuring Subscriber Filtering for PPP Service Trace Operations on page 349

Tracing PPP Service Operations for Subscriber Access

The Junos OS trace feature tracks PPP service operations and records events in a log

file. The error descriptions captured in the log file provide detailed information to help

you solve problems.

By default, nothing is traced. When you enable the tracing operation, the default tracing

behavior is as follows:

1. Important events are logged in a file located in the /var/log directory. By default, the

router uses the filename jpppd. You can specify a different filename, but you cannot

change the directory in which trace files are located.

2. When the trace log file filename reaches 128 kilobytes (KB), it is compressed and

renamed filename.0.gz. Subsequent events are logged in a new file called filename,

until it reaches capacity again. At this point, filename.0.gz is renamed filename.1.gz

and filename is compressed and renamed filename.0.gz. This process repeats until

the number of archived files reaches themaximum file number. Then the oldest trace

file—the one with the highest number—is overwritten.

You can optionally specify the number of trace files to be from 2 through 1000. You

can also configure the maximum file size to be from 10 KB through 1 gigabyte (GB).

(For more information about how log files are created, see the System Log Explorer.)

By default, only the user who configures the tracing operation can access log files. You

can optionally configure read-only access for all users.
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To configure PPP service tracing operations:

1. (Optional) Configure a trace log filename.

See “Configuring the PPP Service Trace Log Filename” on page 348.

2. (Optional) Configure the number and size of trace logs.

See “Configuring the Number and Size of PPP Service Log Files” on page 343.

3. (Optional) Configure user access to trace logs.

See “Configuring Access to the PPP Service Log File” on page 344.

4. (Optional) Configure a regular expression to filter the information to be included in

the trace log.

See “Configuring a Regular Expression for PPP Service Messages to Be Logged” on

page 345.

5. (Optional) Configure flags to specify which events are logged.

See “Configuring the PPP Service Tracing Flags” on page 348.

6. (Optional) Configure a severity level for messages to specify which event messages

are logged.

See “Configuring theSeverity Level to FilterWhichPPPServiceMessagesAre Logged”

on page 344.

Configuring the PPP Service Trace Log Filename

By default, the name of the file that records trace output for PPP service is jpppd. You

can specify a different namewith the file option.

To configure the filename for PPP service tracing operations:

• Specify the name of the file used for the trace output.

[edit protocols ppp-service traceoptions]
user@host# set file ppp-service_logfile_1

Related
Documentation

Tracing PPP Service Operations for Subscriber Access on page 347•

Configuring the PPP Service Tracing Flags

Bydefault, only important eventsare logged.Youcanspecifywhicheventsandoperations

are logged by specifying one or more tracing flags.
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To configure the flags for the events to be logged:

• Configure the flags.

[edit protocols ppp-service traceoptions]
user@host# set flag flag

Related
Documentation

Tracing PPP Service Operations for Subscriber Access on page 347•

Configuring Subscriber Filtering for PPP Service Trace Operations

Youcanapply filters to thePPPservice to limit tracing toparticular subscribersordomains.

Subscriber filtering simplifies troubleshooting in a scaled environment by enabling you

to focus on a reduced set of trace results.

For subscriber usernames that have the expected form of user@domain, you can filter

on the user, the domain, or both. You can use an asterisk (*) as a wildcard to substitute

for characters at the beginning or end of either term or both terms to match a greater

number of subscribers.

NOTE: You cannot filter results using a wildcard in themiddle of the user or
domain terms. For example, the following uses of the wildcard are not
supported: tom*25@example.com, tom125@ex*.com.

When you enable filtering by username, traces that have insufficient information to

determine the username are automatically excluded.

To configure subscriber filtering:

• Specify the filter.

[edit protocols ppp-service traceoptions]
user@host# set filter user user@domain

Consider the following examples of using the wildcard for filtering:

• Filter results for the specific subscriber with the username, tom@example.com.

[edit protocols ppp-service traceoptions]
user@host# set filter user tom@example.com

• Filter results for all subscribers whose username begins with tom.

[edit protocols ppp-service traceoptions]
user@host# set filter user tom*

• Filter results for all subscribers whose username ends with tom.

[edit protocols ppp-service traceoptions]
user@host# set filter user *tom

• Filter results for subscribers with the username tom at all domains beginning with ex.

[edit protocols ppp-service traceoptions]
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user@host# set filter user tom@ex*

• Filter results for all subscribers at all domains that end with ample.com.

[edit protocols ppp-service traceoptions]
user@host# set filter user *ample.com

• Filter results for all subscribers whose username begins with tom at domains that end

with example.com.

[edit protocols ppp-service traceoptions]
user@host# set filter user tom*@*example.com

Related
Documentation

• Tracing PPP Service Operations for Subscriber Access on page 347
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CHAPTER 34

Configuring L2TP Log Files

• Configuring the Number and Size of L2TP Log Files on page 351

• Configuring Access to the L2TP Log File on page 352

• Configuring a Regular Expression for L2TPMessages to Be Logged on page 352

• Configuring the Severity Level to FilterWhich L2TPMessages Are Logged on page 352

Configuring the Number and Size of L2TP Log Files

You can optionally specify the number of compressed, archived trace log files to be from

2 through 1000. You can also configure the maximum file size to be from 10 KB through

1 gigabyte (GB); the default size is 128 kilobytes (KB).

The archived files are differentiated by a suffix in the format .number.gz. The newest

archived file is .0.gz and the oldest archived file is .(maximum number)-1.gz. When the

current trace log file reaches the maximum size, it is compressed and renamed, and any

existing archived files are renamed. This process repeats until the maximum number of

archived files is reached, at which point the oldest file is overwritten.

For example, you can set the maximum file size to 2 MB, and themaximum number of

files to 20. When the file that receives the output of the tracing operation, filename,

reaches 2 MB, filename is compressed and renamed filename.0.gz, and a new file called

filename is created. When the new filename reaches 2 MB, filename.0.gz is renamed

filename.1.gzand filename is compressedand renamed filename.0.gz. Thisprocess repeats

until there are 20 trace files. Then the oldest file, filename.19.gz, is simply overwritten

when the next oldest file, filename.18.gz is compressed and renamed to filename.19.gz.

To configure the number and size of trace files:

• Specify the name, number, and size of the file used for the trace output.

[edit services l2tp traceoptions]
user@host# set file l2tp_1 _logfile_1 files 20 size 2097152

Related
Documentation

Tracing L2TP Operations for Subscriber Access on page 355•
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Configuring Access to the L2TP Log File

By default, only the user who configures the tracing operation can access the log files.

You can enable all users to read the log file and you can explicitly set the default behavior

of the log file.

To specify that all users can read the log file:

• Configure the log file to be world-readable.

[edit services l2tp traceoptions]
user@host# set file l2tp_1 _logfile_1 world-readable

To explicitly set the default behavior, only the user who configured tracing can read the

log file:

• Configure the log file to be no-world-readable.

[edit services l2tp traceoptions]
user@host# set file l2tp_1 _logfile_1 no-world-readable

Related
Documentation

Tracing L2TP Operations for Subscriber Access on page 355•

Configuring a Regular Expression for L2TPMessages to Be Logged

By default, the trace operation output includes all lines relevant to the logged events.

You can refine the output by including regular expressions to bematched.

To configure regular expressions to bematched:

• Configure the regular expression.

[edit services l2tp traceoptions]
user@host# set file l2tp_1 _logfile_1 match regex

Related
Documentation

Tracing L2TP Operations for Subscriber Access on page 355•

Configuring the Severity Level to FilterWhich L2TPMessages Are Logged

Themessages associatedwith a logged event are categorized according to severity level.

You can use the severity level to determine which messages are logged for the event

type. A low severity level is less restrictive—filters out fewer messages—than a higher

level. When you configure a severity level, all messages at that level and all higher (more

restrictive) levels are logged.
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The following list presents severity levels inorder from lowest (least restrictive) tohighest

(most restrictive). This order also represents the significance of the messages; for

example, errormessages are of greater concern than infomessages.

• verbose

• info

• notice

• warning

• error

The severity level that you configure depends on the issue that you are trying to resolve.

In some cases youmight be interested in seeing all messages relevant to the logged

event, so you specify all. You can also specify verbosewith the same result, because

verbose is the lowest (least restrictive) severity level; it has nothing to do with the

tersenessor verbosityof themessages. Either choicegeneratesa largeamountofoutput.

You can specify a more restrictive severity level, such as notice or info to filter the

messages. By default, the trace operation output includes onlymessages with a severity

level of error.

To configure the type of messages to be logged:

• Configure the message severity level.

[edit services l2tp traceoptions]
user@host# set level severity

Related
Documentation

• Tracing L2TP Operations for Subscriber Access on page 355
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CHAPTER 35

Configuring L2TP Trace Flags and
Operations

• Tracing L2TP Operations for Subscriber Access on page 355

• Configuring the L2TP Trace Log Filename on page 356

• Configuring the L2TP Tracing Flags on page 356

• Configuring Subscriber Filtering for L2TP Trace Operations on page 357

Tracing L2TPOperations for Subscriber Access

The Junos OS trace feature tracks L2TP operations and records events in a log file. The

error descriptions captured in the log file provide detailed information to help you solve

problems.

NOTE: This topic refers to tracing L2TP operations onMX Series routers. To
trace L2TP operations onM Series routers, see Tracing L2TP Operations.

By default, nothing is traced. When you enable the tracing operation, the default tracing

behavior is as follows:

1. Important events are logged in a file located in the /var/log directory. By default, the

router uses the filename jl2tpd. You can specify a different filename, but you cannot

change the directory in which trace files are located.

2. When the trace log file filename reaches 128 kilobytes (KB), it is compressed and

renamed filename.0.gz. Subsequent events are logged in a new file called filename,

until it reaches capacity again. At this point, filename.0.gz is renamed filename.1.gz

and filename is compressed and renamed filename.0.gz. This process repeats until

the number of archived files reaches themaximum file number. Then the oldest trace

file—the one with the highest number—is overwritten.

You can optionally specify the number of trace files to be from 2 through 1000. You

can also configure the maximum file size to be from 10 KB through 1 gigabyte (GB).

(For more information about how log files are created, see the System Log Explorer.)

By default, only the user who configures the tracing operation can access log files. You

can optionally configure read-only access for all users.
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To configure L2TP tracing operations:

1. (Optional) Configure a trace log filename.

See “Configuring the L2TP Trace Log Filename” on page 356.

2. (Optional) Configure the number and size of trace logs.

See “Configuring the Number and Size of L2TP Log Files” on page 351.

3. (Optional) Configure user access to trace logs.

See “Configuring Access to the L2TP Log File” on page 352.

4. (Optional) Configure a regular expression to filter the information to be included in

the trace log.

See “Configuring a Regular Expression for L2TPMessages to Be Logged” on page 352.

5. (Optional) Configure flags to specify which events are logged.

See “Configuring the L2TP Tracing Flags” on page 356.

6. (Optional) Configure a severity level for messages to specify which event messages

are logged.

See “Configuring the Severity Level to Filter Which L2TPMessages Are Logged” on

page 352.

Configuring the L2TP Trace Log Filename

By default, the name of the file that records trace output for L2TP is jl2tpd. You can

specify a different namewith the file option.

To configure the filename for L2TP tracing operations:

• Specify the name of the file used for the trace output.

[edit services l2tp traceoptions]
user@host# set file l2tp_logfile_1

Related
Documentation

Tracing L2TP Operations for Subscriber Access on page 355•

Configuring the L2TP Tracing Flags

Bydefault, only important eventsare logged.Youcanspecifywhicheventsandoperations

are logged by specifying one or more tracing flags.
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To configure the flags for the events to be logged:

• Configure the flags.

[edit services l2tp traceoptions]
user@host# set flag flag

Related
Documentation

Tracing L2TP Operations for Subscriber Access on page 355•

Configuring Subscriber Filtering for L2TP Trace Operations

Starting in JunosOSRelease 14.1, you canapply filters to L2TP to limit tracing toparticular

subscribers or domains. Subscriber filtering simplifies troubleshooting in a scaled

environment by enabling you to focus on a reduced set of trace results.

For subscriber usernames that have the expected form of user@domain, you can filter

on the user, the domain, or both. You can use an asterisk (*) as a wildcard to substitute

for characters at the beginning or end of either term or both terms to match a greater

number of subscribers.

NOTE: You cannot filter results using a wildcard in themiddle of the user or
domain terms. For example, the following uses of the wildcard are not
supported: tom*25@example.com, tom125@ex*.com.

When you enable filtering by username, traces that have insufficient information to

determine the username are automatically excluded.

To configure subscriber filtering:

• Specify the filter.

[edit services l2tp traceoptions]
user@host# set filter user user@domain

NOTE: This syntax is different than the syntax used to filter subscribers on
M Series routers.

Consider the following examples of using the wildcard for filtering:

• Filter results for the specific subscriber with the username, tom@example.com.

[edit services l2tp traceoptions]
user@host# set filter user tom@example.com

• Filter results for all subscribers whose username begins with tom.

[edit services l2tp traceoptions]
user@host# set filter user tom*

• Filter results for all subscribers whose username ends with tom.
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[edit services l2tp traceoptions]
user@host# set filter user *tom

• Filter results for subscribers with the username tom at all domains beginning with ex.

[edit services l2tp traceoptions]
user@host# set filter user tom@ex*

• Filter results for all subscribers at all domains that end with ample.com.

[edit services l2tp traceoptions]
user@host# set filter user *ample.com

• Filter results for all subscribers whose username begins with tom at domains that end

with example.com.

[edit services l2tp traceoptions]
user@host# set filter user tom*@*example.com

Release History Table DescriptionRelease

Starting in Junos OS Release 14.1, you can apply filters to L2TP to limit tracing
to particular subscribers or domains. Subscriber filtering simplifies
troubleshooting in a scaled environment by enabling you to focus on a reduced
set of trace results.

14.1

Related
Documentation

• Tracing L2TP Operations for Subscriber Access on page 355
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CHAPTER 36

Contacting Juniper Networks Technical
Support

• Collecting Subscriber Access Logs Before Contacting Juniper Networks Technical

Support on page 359

Collecting Subscriber Access Logs Before Contacting Juniper Networks Technical
Support

Problem Description:When you experience a subscriber access problem in your network, we

recommend that you collect certain logs before you contact Juniper Networks Technical

Support. This topic shows you themost useful logs for a variety of network

implementations. In addition to the relevant log information, youmust also collect

standard troubleshooting information and send it to JuniperNetworksTechnical Support

in your request for assistance.

Solution To collect standard troubleshooting information:

• Redirect the command output to a file.

user@host> request support information | save rsi-1
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To configure logging to assist Juniper Networks Technical Support:

1. Review the following blocks of statements to determine which apply to your

configuration.

[edit]
set system syslog archive size 100m files 25
set system auto-configuration traceoptions file filename
set system auto-configuration traceoptions file filename size 100m files 25
set protocols ppp-service traceoptions file filename size 100m files 25
set protocols ppp-service traceoptions level all
set protocols ppp-service traceoptions flag all
set protocols ppp traceoptions file filename size 100m files 25
set protocols ppp traceoptions level all
set protocols ppp traceoptions flag all
set protocols pppmonitor-session all
set interfaces pp0 traceoptions flag all
set demux traceoptions file filename size 100m files 25
set demux traceoptions level all
set demux traceoptions flag all
set system processes dhcp-service traceoptions file filename
set system processes dhcp-service traceoptions file size 100m
set system processes dhcp-service traceoptions file files 25
set system processes dhcp-service traceoptions flag all
set class-of-service traceoptions file filename
set class-of-service traceoptions file size 100m
set class-of-service traceoptions flag all
set class-of-service traceoptions file files 25
set routing-options traceoptions file filename
set routing-options traceoptions file size 100m
set routing-options traceoptions flag all
set routing-options traceoptions file files 25
set interfaces traceoptions file filename
set interfaces traceoptions file size 100m
set interfaces traceoptions flag all
set interfaces traceoptions file files 25
set system processes general-authentication-service traceoptions file filename
set system processes general-authentication-service traceoptions file size 100m
set system processes general-authentication-service traceoptions flag all
set system processes general-authentication-service traceoptions file files 25

2. Copy the relevant statements into a text file andmodify the log filenames as you

want.

3. Copy the statements from the text file and paste them into the CLI on your router to

configure logging.

4. Commit the logging configuration to begin collecting information.

NOTE: Themaximum file size for DHCP local server and DHCP relay log files
is 1 GB. Themaximum number of log files for DHCP local server and DHCP
relay is 1000.
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BEST PRACTICE: Enable these logs only to collect information when
troubleshooting specific problems. Enabling these logs during normal
operations can result in reduced system performance.

Related
Documentation

• Compressing Troubleshooting Logs from /var/logs to Send to Juniper Networks Technical

Support
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PART 8

Configuration Statements and
Operational Commands

• Configuration Statements on page 365

• Operational Commands on page 637
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CHAPTER 37

Configuration Statements

• aaa-access-profile (L2TP LNS) on page 371

• aaa-context (AAA Options) on page 372

• aaa-options (Access Profile) on page 373

• aaa-options (PPP Profile) on page 374

• access (Dynamic Access Routes) on page 376

• access-internal (Dynamic Access-Internal Routes) on page 377

• access-line-information (L2TP) on page 378

• access-profile (AAA Options) on page 379

• address (L2TP Destination) on page 380

• address (L2TP Tunnel Destination) on page 381

• address (LNS Local Gateway) on page 382

• address (Tunnel Profile Remote Gateway) on page 382

• address (Tunnel Profile Source Gateway) on page 383

• address-change-immediate-update on page 383

• aggregated-inline-services-options (Aggregated Inline Services) on page 384

• allow-snooped-clients on page 385

• always-write-option-82 on page 386

• anchor-point (Pseudowire Subscriber Interfaces) on page 387

• assignment-id-format (L2TP LAC) on page 388

• authentication (Static and Dynamic PPP) on page 389

• avp (L2TP Tunnel Switching) on page 390

• bandwidth (Inline Services) on page 391

• bandwidth (Tunnel Services) on page 392

• bearer-type (L2TP Tunnel Switching) on page 393

• bfd on page 394

• calling-number (L2TP Tunnel Switching) on page 395

• challenge-length (Static and Dynamic PPP) on page 396

• chap on page 397
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• chap (Dynamic PPP) on page 398

• chap (L2TP) on page 398

• cisco-nas-port-info (L2TP Tunnel Switching) on page 399

• client on page 400

• delimiter (Access Profile) on page 402

• destination (L2TP) on page 403

• destination-equal-load-balancing (L2TP LAC) on page 404

• destruct-timeout (L2TP) on page 405

• detection-time on page 406

• device-count (Pseudowire Subscriber Interfaces) on page 407

• dhcp-local-server on page 408

• dhcp-relay on page 415

• dhcpv6 (DHCP Local Server) on page 427

• dhcpv6 (DHCP Relay Agent) on page 431

• dial-options on page 437

• dial-options (Dynamic Profiles) on page 438

• disable-calling-number-avp (L2TP LAC) on page 439

• disable-failover-protocol (L2TP) on page 440

• drain on page 441

• dual-stack-group (DHCP Local Server) on page 442

• dual-stack-group (DHCP Relay Agent) on page 444

• duplicate-clients (DHCPv6 Local Server and Relay Agent) on page 446

• duplicate-clients-in-subnet (DHCP Local Server and DHCPRelay Agent) on page 448

• dynamic-profile (L2TP) on page 449

• dynamic-profile (PPP) on page 450

• enable-ipv6-services-for-lac (L2TP) on page 451

• enable-snmp-tunnel-statistics (L2TP) on page 452

• encapsulation (Logical Interface) on page 453

• enforce-strict-scale-limit-license (Subscriber Management) on page 457

• equals (Dynamic Profile) on page 457

• failover-resync on page 458

• failover-within-preference (L2TP LAC) on page 459

• failure-action on page 460

• flexible-vlan-tagging on page 461

• forward-snooped-clients (DHCP Local Server) on page 462

• forward-snooped-clients (DHCP Relay Agent) on page 463

• fpc (MX Series 3D Universal Edge Routers) on page 464
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• gateway-name (LNS Local Gateway) on page 465

• gateway-name (Tunnel Profile Remote Gateway) on page 466

• gateway-name (Tunnel Profile Source Gateway) on page 466

• gres-route-flush-delay (Subscriber Management) on page 467

• group (DHCP Local Server) on page 468

• group (DHCP Relay Agent) on page 471

• group-profile (Group Profile) on page 475

• hierarchical-scheduler (Subscriber Interfaces on MX Series Routers) on page 477

• holddown-interval on page 478

• hello-interval on page 479

• identification (Tunnel Profile) on page 479

• idle-timeout (Access) on page 480

• idle-timeout (L2TP) on page 481

• initiate-ncp (Dynamic and Static PPP) on page 482

• inline-services (FPC Level) on page 483

• inline-services (PIC level) on page 484

• input-hierarchical-policer on page 485

• interface (Dynamic Routing Instances) on page 485

• interface (L2TP Service Interfaces) on page 486

• interface-id on page 487

• interfaces (Static and Dynamic Subscribers) on page 488

• ip-address-change-notify on page 492

• ip-reassembly on page 493

• ip-reassembly (L2TP) on page 494

• ip-reassembly-rules (Service Set) on page 495

• ipcp-suggest-dns-option on page 496

• keepalive on page 497

• keepalives on page 498

• keepalives (Dynamic Profiles) on page 499

• l2tp on page 500

• l2tp (Profile) on page 503

• l2tp-access-profile on page 504

• l2tp-maximum-session (Service Interfaces) on page 505

• layer2-liveness-detection (Receive) on page 506

• layer2-liveness-detection (Send) on page 507

• lcp-renegotiation on page 509

• liveness-detection on page 510
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• local-gateway (L2TP LNS) on page 511

• lockout-timeout (L2TP Destination Lockout) on page 512

• logical-system (Tunnel Profile) on page 513

• mac on page 513

• mac-address (Dynamic Access-Internal Routes) on page 514

• match-direction (IP Reassembly Rule) on page 515

• maximum-sessions (L2TP) on page 516

• maximum-sessions-per-tunnel on page 517

• max-sessions (Tunnel Profile) on page 518

• medium (Tunnel Profile) on page 518

• method on page 519

• metric (Dynamic Access-Internal Routes) on page 521

• minimum-interval on page 522

• minimum-receive-interval on page 523

• minimum-retransmission-timeout (L2TP Tunnel) on page 524

• mtu on page 525

• multiplier on page 529

• name (L2TP Destination) on page 530

• name (L2TP Tunnel Destination) on page 531

• no-adaptation on page 532

• nas-port-method (L2TP LAC) on page 533

• nas-port-method (Tunnel Profile) on page 533

• next-hop (Dynamic Access-Internal Routes) on page 534

• next-hop-service on page 535

• no-allow-snooped-clients on page 536

• no-gratuitous-arp-request on page 537

• no-snoop (DHCP Local Server and Relay Agent) on page 538

• no-vlan-id-validate on page 539

• on-demand-ip-address on page 540

• overrides (DHCP Relay Agent) on page 541

• overrides (Enhanced Subscriber Management) on page 543

• override-result-code (L2TP Profile) on page 544

• pap on page 545

• pap (Dynamic PPP) on page 546

• pap (L2TP) on page 546

• parse-direction (Access Profile) on page 547

• pic (M Series and T Series Routers) on page 548
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• pool (L2TP Service Interfaces) on page 549

• pp0 (Dynamic PPPoE) on page 550

• ppp (Group Profile) on page 552

• ppp-options on page 553

• ppp-options (Dynamic PPP) on page 555

• ppp-options (L2TP) on page 557

• preference (Subscriber Management) on page 558

• preference (Tunnel Profile) on page 559

• primary-interface (Aggregated Inline Services) on page 560

• profile (Access) on page 561

• proxy-mode on page 566

• ps0 (Pseudowire Subscriber Interfaces) on page 567

• pseudowire-service (Pseudowire Subscriber Interfaces) on page 568

• qualified-next-hop (Subscriber Management) on page 569

• reject-unauthorized-ipv6cp on page 570

• relay-option-82 on page 571

• remote-gateway (Tunnel Profile) on page 572

• report-ingress-shaping-rate (Dynamic CoS Interfaces) on page 573

• request services l2tp destination unlock

• retransmission-count-established (L2TP) on page 575

• retransmission-count-not-established (L2TP) on page 576

• route (Access) on page 577

• route (Access Internal) on page 578

• route-suppression (DHCP Local Server and Relay Agent) on page 579

• routing-instance (Tunnel Profile) on page 580

• routing-instance (L2TP Destination) on page 580

• routing-instance (L2TP Tunnel Destination) on page 581

• routing-instances (Dynamic Profiles) on page 582

• routing-options (Dynamic Profiles) on page 584

• rule (IP Reassembly) on page 585

• rx-connect-speed-when-equal (L2TP LAC) on page 586

• rx-window-size (L2TP) on page 587

• secondary-interface (Aggregated Inline Services) on page 588

• secret (Tunnel Profile) on page 589

• service-device-pool (L2TP) on page 589

• service-device-pools (L2TP Service Interfaces) on page 590

• service-interface (L2TP Processing) on page 591
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• session-mode on page 592

• session-options on page 593

• sessions-limit-group (L2TP) on page 594

• sessions-limit-group (L2TP Client Profile) on page 595

• shared-secret on page 595

• soft-gre on page 596

• source-gateway (Tunnel Profile) on page 597

• stacked-vlan-tagging on page 598

• statistics (Access Profile) on page 598

• strip-user-name (Access Profile) on page 599

• subscriber-context (AAA Options) on page 600

• subscriber-management (Subscriber Management) on page 601

• tag (Access) on page 602

• threshold (detection-time) on page 603

• threshold (transmit-interval) on page 604

• tos-reflect (L2TP) on page 605

• trace (DHCP Relay Agent) on page 606

• traceoptions (Services L2TP) on page 607

• traceoptions (Protocols PPP Service) on page 611

• traceoptions (Subscriber Management) on page 614

• transmit-interval on page 615

• tunnel (L2TP) on page 616

• tunnel (Tunnel Profile) on page 617

• tunnel-group on page 618

• tunnel-profile (L2TP Tunnel Switching) on page 619

• tunnel-profile (Tunnel Profile) on page 620

• tunnel-switch-profile (L2TP Tunnel Switching, Application) on page 621

• tunnel-switch-profile (L2TP Tunnel Switching, Definition) on page 622

• tx-address-change (L2TP LAC) on page 623

• tx-connect-speed-method (L2TP LAC) on page 624

• type (Tunnel Profile) on page 627

• unit (Dynamic PPPoE) on page 628

• untagged on page 629

• user-group-profile on page 630

• version (BFD) on page 631

• weighted-load-balancing (L2TP LAC) on page 632

• vlan-id (Dynamic Profiles) on page 633
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• vlan-tagging on page 634

• vlan-tagging (Dynamic) on page 635

• vlan-tags on page 636

aaa-access-profile (L2TP LNS)

Syntax aaa-access-profile profile-name;

Hierarchy Level [edit services l2tp tunnel-group name],
[edit access profile profile-name client client-name l2tp]

Release Information Statement introduced in Junos OS Release 11.4.

Support at the [edit access profile profile-name client client-name l2tp] hierarchy level

introduced in Junos OS Release 12.1.

Description Specify a AAA access profile that overrides the AAA access profile configured for the

routing instancewith the access-profile statement. You can configure a profile to specify

theRADIUS server settings for a tunnel group or for a LAC client, or both. TheAAAaccess

profile configured for the client takes precedence over the AAA access profile configured

for the tunnel group, which takes precedence over the access profile configured for the

routing instance.

Options profile-name—Name of the local access profile for the tunnel group or client.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring an L2TP LNSwith Inline Service Interfaces on page 233

• Configuring an L2TP Tunnel Group for LNS Sessions with Inline Services Interfaces on

page 267

371Copyright © 2017, Juniper Networks, Inc.

Chapter 37: Configuration Statements



aaa-context (AAAOptions)

Syntax aaa-context aaa-context-name;

Hierarchy Level [edit access aaa-options aaa-options-name]

Release Information Statement introduced in Junos OS Release 16.2.

Description Specify the logical-system:routing-instance (LS:RI) that the subscriber session uses for

AAA (RADIUS) interactions like authenticating and accounting. For example, this may

correspond to the LS:RI for a retail ISP that provides services to the subscriber.

NOTE: Only the default (master) logical system is supported.

Options aaa-context-name—Name of the logical-system:routing-instance.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Understanding Session Options for Subscriber Access

• Configuring UsernameModification for Subscriber Sessions on page 177

• ApplyingPPPAttributes toL2TPLNSSubscriberswithaUserGroupProfileonpage238

• ApplyingPPPAttributes toL2TPLNSSubscribersper InlineService Interfaceonpage236
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aaa-options (Access Profile)

Syntax aaa-options aaa-options-name {
aaa-context aaa-context-name;
access-profile profile-name;
subscriber-context subscriber-context-name

}

Hierarchy Level [edit access]

Release Information Statement introduced in Junos OS Release 16.2.

Description Define a set of AAA options for authorizing and configuring a subscriber or set of

subscribers with a subscriber access profile.

Options aaa-options-name—Name of the set of options.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Understanding Session Options for Subscriber Access

• Configuring UsernameModification for Subscriber Sessions on page 177

• ApplyingPPPAttributes toL2TPLNSSubscriberswithaUserGroupProfileonpage238

• ApplyingPPPAttributes toL2TPLNSSubscribersper InlineService Interfaceonpage236
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aaa-options (PPP Profile)

Syntax aaa-options aaa-options-name;

Hierarchy Level [edit access group-profile profile-name ppp ppp-options],
[editdynamic-profilesprofile-name interfacespp0unit “$junos-interface-unit”ppp-options]

Release Information Statement introduced in Junos OS Release 16.2.

Description Specify a set of AAA options that is used for authentication of PPP subscribers. The set

of options is defined globally with the aaa-options aaa-options-name statement at the

[edit access] hierarchy level.

You can specify the option set in a dynamic PPP profile or in a group profile.

• In a dynamic PPP profile—In this case, usernames are examined andmodified for

dynamic PPP subscribers logging in bymeans of the subscriber andAAA contexts that

are specified in the AAA options set. The option set must include the access-profile

profile-name statement to specify the name of a subscriber access profile.

• In a group profile—In this case, usernames are examined andmodified for tunneled

PPP subscribers on the LNS logging in by means of the subscriber and AAA contexts

that are specified in the AAA options set.

NOTE: WhenPPPoptionsareconfigured inbothagroupprofileandadynamic
profile, the dynamic profile configuration takes complete precedence over
the group profile when the dynamic profile includes one or more of the PPP
options that can be configured in the group profile. Complete precedence
means that there is nomerging of options between the profiles. The group
profile is applied to the subscriber only when the dynamic profile does not
include any PPP option available in the group profile.

Thismeant that aaa-options configured in a groupprofile is not appliedwhen

the dynamic profile includes anyPPP-option, evenwhen the dynamic profile
does not include aaa-options.

Options aaa-options-name—Name of the set of options.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

Understanding Session Options for Subscriber Access•

• Configuring UsernameModification for Subscriber Sessions on page 177

• ApplyingPPPAttributes toL2TPLNSSubscriberswithaUserGroupProfileonpage238
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• ApplyingPPPAttributes toL2TPLNSSubscribersper InlineService Interfaceonpage236
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access (Dynamic Access Routes)

Syntax access {
route prefix {
next-hop next-hop;
metric route-cost;
preference route-distance;
tag route-tag;

}

Hierarchy Level [edit dynamic-profiles profile-name routing-instances $junos-routing-instance
routing-options],

[editdynamic-profilesprofile-name routing-instances$junos-routing-instance routing-options
rib routing-table-name],

[edit dynamic-profiles profile-name routing-options]

Release Information Statement introduced in Junos OS Release 9.5.

Support at the [edit dynamic-profiles profile-name routing-instances

$junos-routing-instance routing-options] and [edit dynamic-profiles profile-name

routing-instances$junos-routing-instancerouting-optionsrib routing-table-name]hierarchy

levels introduced in Junos OS Release 10.1.

Description Dynamically configure access routes.

NOTE: Starting in Junos OS Release 15.1, we recommend that you use only
access routes for framed route support. We recommend that you do not use
access-internal routes. If you configure the access-internal statement in the

dynamicprofile, it is ignored. The subscriber’s address is stored in the session
databaseentrybefore thedynamicprofile installs the framed route, enabling
the next-hop address to be resolved when it is not explicitly specified in the
Framed-Route RADIUS attribute (22) or Framed-IPv6-Route attribute [99].

Options The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Release History Table DescriptionRelease

Starting in JunosOSRelease 15.1, we recommend that you use only access
routes for framed route support.

15.1

Related
Documentation

• Configuring Dynamic Access Routes for Subscriber Management on page 33
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access-internal (Dynamic Access-Internal Routes)

Syntax access-internal {
route subscriber-ip-address {
qualified-next-hop underlying-interface {
mac-address address;

}
}

Hierarchy Level [edit dynamic-profiles profile-name routing-instances $junos-routing-instance
routing-options],

[editdynamic-profilesprofile-name routing-instances$junos-routing-instance routing-options
rib routing-table-name],

[edit dynamic-profiles routing-options]

Release Information Statement introduced in Junos OS Release 9.5.

Support at the [edit dynamic-profiles profile-name routing-instances

$junos-routing-instance routing-options] and [edit dynamic-profiles profile-name

routing-instances$junos-routing-instancerouting-optionsrib routing-table-name]hierarchy

levels introduced in Junos OS Release 10.1.

Description (Releases earlier than Junos OS Release 15.1) Dynamically configure access-internal

routes. Access-internal routes are optional, but are used instead of access routes if the

next-hop address is not specified in the Framed-Route Attribute [22] for IPv4 or the

Framed-IPv6-Route attribute [99] for IPv6.

NOTE: Starting in Junos OS Release 15.1, we recommend that you use only
access routes for framed route support. We recommend that you do not use
access-internal routes. If you configure the access-internal statement in the

dynamicprofile, it is ignored. The subscriber’s address is stored in the session
databaseentrybefore thedynamicprofile installs the framed route, enabling
the next-hop address to be resolved when it is not explicitly specified in the
Framed-Route RADIUS attribute (22) or Framed-IPv6-Route attribute [99].

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Release History Table Release Description

Starting in JunosOSRelease 15.1, we recommend that you use only access
routes for framed route support.

15.1
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Related
Documentation

• Configuring Dynamic Access-Internal Routes for DHCP Subscriber Management on

page 32

• Configuring Dynamic Access-Internal Routes for PPP Subscriber Management on

page 121

access-line-information (L2TP)

Syntax access-line-information <connection-speed-update>;

Hierarchy Level [edit services l2tp],
[edit services l2tp destination ip-address]

Release Information Statement introduced in Junos OS Release 14.1.

Support at the [edit services l2tp] hierarchy level introduced in Junos OS Release 14.2.

Support for the LNS introduced in Junos OS Release 17.4R1 on MX Series routers.

Description Configure a LAC to forward subscriber line identification andotherDSLattributes in ICRQ

messages to theLNSbymeansof L2TPAVPs for all tunnels toall LNSsor for only tunnels

with the specified endpoint for a particular LNS. Optionally, configure the LAC to send

initial line rates in ICCNmessages and subsequent rate updates in CSUNmessages.

Configure an LNS to process such line information for all tunnels fromall LACs or for only

tunnels with the specified endpoint for a particular LAC. Optionally, configure the LNS

to process rate updates received in CSUNmessages from the LAC.

Including this statement at the [edit services l2tp destination ip-address] hierarchy level

is useful when you know that some endpoints in the network do not support this feature

or have an incorrect implementation. Configuring at this level enables you to restrict the

transmission or processing of this information to only LACs and LNSs, respectively, that

you know support the feature.

This statement has no effect on existing subscribers; it applies only to new subscribers.

Options connection-speed-update—(Optional) On the LAC, include the Connect SpeedUpdate
EnableAVP(98) in ICCNmessages fromtheLAC toalert the LNS that the LACmight

send CSUNmessages that report speed changes originating with the ANCP agent.

On the LNS, enable processing of CSUN updates. If this option is not configured on

the LNS,CSUNupdates cannot beprocessedevenwhen theConnectSpeedUpdate

Enable AVP (98) is received from the LAC. In that case, only rates received in AVP

24 (Tx speed) and AVP 38 (Rx speed) in ICCNmessages can be applied.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Reporting and Processing of Subscriber Access Line Information on

page 227
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access-profile (AAAOptions)

Syntax access-profile profile-name;

Hierarchy Level [edit access aaa-options aaa-options-name]

Release Information Statement introduced in Junos OS Release 16.2.

Description Specify thenameof theaccessprofile that includes theusernamestrippingconfiguration.

Options profile-name—Nameof thesubscriber accessprofile that includesasubscriber username
stripping configuration.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Understanding Session Options for Subscriber Access

• Configuring Subscriber Session Timeout Options

• ApplyingPPPAttributes toL2TPLNSSubscriberswithaUserGroupProfileonpage238

• ApplyingPPPAttributes toL2TPLNSSubscribersper InlineService Interfaceonpage236
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address (L2TP Destination)

Syntax address ip-address {
access-line-information <connection-speed-update>;
drain;
routing-instance routing-instance-name {
drain;

}
}

Hierarchy Level [edit services l2tp destination]

Release Information Statement introduced in Junos OS Release 13.2.

Description Specify the IP address and other attributes for the L2TP destination.

Options ip-address—IP address of the destination; corresponds to the IP address that is used by

LACs to identify the LNS.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring L2TP Drain on page 164
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address (L2TP Tunnel Destination)

Syntax address ip-address; {
drain;
routing-instance routing-instance-name {
drain;

}
}

Hierarchy Level [edit services l2tp tunnel name name ]

Release Information Statement introduced in Junos OS Release 13.2.

Description Specify the IP address for the L2TP tunnel destination when the name statement at the

[edit services l2tp tunnel]hierarchy level specifies only thenameof the tunnel rather than

both the name and the destination address. Do not include the address statementwhen

the name statement provides both the tunnel name and the destination address.

Options ip-address—IP address of the tunnel destination.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring L2TP Drain on page 164
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address (LNS Local Gateway)

Syntax address address;

Hierarchy Level [edit services l2tp tunnel-group name local-gateway]

Release Information Statement introduced before Junos OS Release 7.4.

Description Specify the local (LNS) IP address for L2TP tunnel.

Options address—Local IP address; corresponds to the IP address that is used by LACs to identify

the LNS. When the LAC is an MX Series router, this address matches the remote

gateway address configured in the LAC tunnel profile.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Local Gateway Address and PIC.

• Configuring L2TP Tunnel Groups

• Configuring an L2TP Tunnel Group for LNS Sessions with Inline Services Interfaces on

page 267

address (Tunnel Profile Remote Gateway)

Syntax address server-ip-address;

Hierarchy Level [edit access tunnel-profile profile-name tunnel tunnel-id remote-gateway]

Release Information Statement introduced in Junos OS Release 10.4.

Description Specify the IP address of the remote gateway device at the L2TP tunnel endpoint, the

LNS.

Options server-ip-address—IP address of the remote gateway device.

Default: 0.0.0.0.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Tunnel Profile for Subscriber Access on page 205
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address (Tunnel Profile Source Gateway)

Syntax address client-ip-address;

Hierarchy Level [edit access tunnel-profile profile-name tunnel tunnel-id source-gateway]

Release Information Statement introduced in Junos OS Release 10.4.

Description Specify the IP address of the source gateway device at the local L2TP tunnel endpoint,

theLAC.This valueoverrides thedefault address for the logical systemor routing instance.

Options client-ip-address—IP address of the source gateway device.

Default: 0.0.0.0.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Tunnel Profile for Subscriber Access on page 205

address-change-immediate-update

Syntax address-change-immediate-update;

Hierarchy Level [edit access profile profile-name accounting]

Release Information Statement introduced in Junos OS Release 13.1.

Description Configure the router to send an Interim-Accounting message to the RADIUS server

immediately after on-demand IPv4 allocation and de-allocation.

Changes to this setting take effect for new subscriber logins. Existing subscribers are not

impacted by this change except when the AAA daemon restarts.

Default This functionality is disabled by default.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Enabling Immediate InterimAccountingMessages forOn-Demand IPv4AddressChanges

• Conserving IPv4 Addresses for Dual-Stack PPP Subscribers Using On-Demand IPv4

Address Allocation
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aggregated-inline-services-options (Aggregated Inline Services)

Syntax aggregated-inline-services-options {
primary-interface interface-name;
secondary-interface interface-name;

}

Hierarchy Level [edit interfaces asix]

Release Information Statement introduced in Junos OS Release 16.2.

Description Configure the members of an aggregated inline service interface bundle to provide 1:1

stateful LNS redundancy for an LNS sessions in a tunnel group.

BEST PRACTICE: Follow these guidelines:

• Youmustconfigureunit0 family inet for eachbundle; otherwise, thesession

fails to come up.

• The primary (active) and secondary (backup) interfacesmust be on
different MPCs. If you configure both interfaces on the sameMPC, the
subsequent configuration commit fails.

• The bandwidth configured at the [edit chassis fpc slot pic number

inline-servicesbandwidth]hierarchy levelmustbethesameforbothmember

links.

• An si interface configured as amember of an aggregated inline service
bundle cannot be configured as amember of another bundle group.

• An si interface configured as amember of an aggregated inline service
bundle cannot also be used for any function that is not related to
aggregatedservices; for example, it cannotbeused for inline IP reassembly.

• When you configure an si interface as amember of an aggregated inline
servicesbundle, youcanno longer configure that si interface independently.
You can configure only the parent bundle; the bundle’s configuration is
applied immediately to all member interfaces.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring 1:1 LNS Stateful Redundancy on Aggregated Inline Service Interfaces on

page 248

• Configuring an L2TP LNSwith Inline Service Interfaces on page 233
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allow-snooped-clients

Syntax allow-snooped-clients;

Hierarchy Level [edit forwarding-options dhcp-relay dhcpv6 group group-name interface interface-name
overrides],

[edit forwarding-options dhcp-relay dhcpv6 group group-name overrides],
[edit forwarding-options dhcp-relay dhcpv6 overrides],
[edit forwarding-options dhcp-relay group group-name interface interface-name overrides],
[edit forwarding-options dhcp-relay group group-name overrides],
[edit forwarding-options dhcp-relay overrides],
[edit logical-systems logical-system-name forwarding-options dhcp-relay ...],
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay ...],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay ...]

Release Information Statement introduced in Junos OS Release 10.2.

Support at the [edit ... dhcpv6] hierarchy levels introduced in Junos OS Release 12.1.

Description Explicitly enable DHCP snooping support on the DHCP relay agent.

Use the statement at the [edit ... dhcpv6] hierarchy levels to explicitly enable snooping

support on the router for DHCPv6 relay agent.

Default DHCP snooping is disabled by default.

NOTE: On EX4300 and EX9200 switches, the allow-snooped-clients

statement is enabled by default at the [edit forwarding-options dhcp-relay

overrides] hierarchy level.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Extended DHCP Relay Agent Overview

• Overriding the Default DHCP Relay Configuration Settings

• DHCP Snooping Support on page 41

• Configuring DHCP Snooped Packets Forwarding Support for DHCP Relay Agent on

page 48
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always-write-option-82

Syntax always-write-option-82;

Hierarchy Level [edit forwarding-options dhcp-relay overrides],
[edit forwarding-options dhcp-relay group group-name overrides],
[edit logical-systems logical-system-name forwarding-options dhcp-relay overrides],
[edit logical-systems logical-system-name forwarding-optionsdhcp-relaygroupgroup-name
overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay group group-name overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay overrides],
[edit routing-instances routing-instance-name forwarding-options dhcp-relay group
group-name overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay group
group-name interface interface-name overrides]

Release Information Statement introduced in Junos OS Release 8.3.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Override theDHCP relay agent information option (option 82) in DHCPpackets destined

for a DHCP server. The use of this option causes the DHCP relay agent to perform one of

the following actions, depending on how it is configured:

• If the DHCP relay agent is configured to add option 82 information to DHCP packets,

it clears the existing option 82 values from the DHCP packets and inserts the new

values before forwarding the packets to the DHCP server.

• If theDHCP relayagent is not configured toaddoption82 information toDHCPpackets,

it clears the existing option 82 values from the packets, but does not add any new

values before forwarding the packets to the DHCP server.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Extended DHCP Relay Agent Overview
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anchor-point (Pseudowire Subscriber Interfaces)

Syntax anchor-point lt-device;

Hierarchy Level [edit interfaces ps0]

Release Information Statement introduced in Junos OS Release 13.1.

Description Specify the anchor-point, a logical tunnel (lt) interface that identifies the logical tunnel

interface that terminates the MPLS pseudowire tunnel at the access node. The other

end of the tunnel terminates on the pseudowire subscriber logical interface, which is

configuredonanMXSeries routerorPTXSeries router thathosts subscribermanagement

and enables you to perform subscriber management services at the interface.

The pseudowire is a virtual device that is stacked above the logical tunnel anchor point

on thephysical interface (the IFD), andsupports a circuit-orientedLayer 2protocol (either

Layer 2 VPN or Layer 2 circuit). The Layer 2 protocol provides the transport and service

logical interfaces, and supports the protocol family (IPv4, IPv6, or PPPoE).

NOTE: You cannot dynamically change an anchor point that has active
pseudowire devices stacked above it. If you need to change such an anchor
point, youmust perform the following steps:

1. Deactivate thestackedpseudowiresandcommit.Thismay requirebringing
down any subscribers using the pseudowires.

[edit interfaces]
user@host# deactivate psnumber
user@host# commit

2. Change the anchor on the deactivated pseudowire and commit.

[edit interfaces]
user@host# set psnumber anchor-point lt-new-lt-interface-number
user@host# commit

3. Reactivate the stacked pseudowires and commit.

[edit interfaces]
user@host# activate psnumber
user@host# commit

Options lt-device—An lt device in the format lt-fpc/pic/port

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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Related
Documentation

• Pseudowire Subscriber Logical Interfaces Overview on page 291

• Configuring a Pseudowire Subscriber Logical Interface on page 297

• Configuring a Pseudowire Subscriber Logical Interface Device on page 299

assignment-id-format (L2TP LAC)

Syntax assignment-id-format (assignment-id | client-server-id);

Hierarchy Level [edit services l2tp tunnel]

Release Information Statement introduced in Junos OS Release 11.4.

Description Set the format for the name used for a tunnel, the tunnel assignment ID.

NOTE: Before you downgrade to a Junos OS Release that does not support
this statement, unconfigure the statement by issuing no services l2tp tunnel

assignment-id-format.

Default assignment-Id

Options assignment-Id—ThetunnelnamecorrespondstoRADIUSattributeTunnel-Assignment-Id
[82].

client-server-id—The tunnel name is a combination of RADIUS attributes
Tunnel-Client-Auth-Id [90], Tunnel-Server-Auth-Id [91], andTunnel-Assignment-Id

[82].

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Setting the Format for the Tunnel Name on page 204
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authentication (Static and Dynamic PPP)

Syntax authentication [ authentication-protocols ];

Hierarchy Level [editdynamic-profilesprofile-name interfacespp0unit “$junos-interface-unit”ppp-options],
[edit interfaces pp0 unit unit-number ppp-options]

Release Information Statement introduced in Junos OS Release 12.2.

Description Specify the order in which the router tries to negotiate PPP authentication protocols

when verifying that a PPP client can access the network. By default, the router tries to

negotiate Challenge Handshake Authentication Protocol (CHAP) authentication first,

and then tries Password Authentication Protocol (PAP) authentication if the attempt to

negotiate CHAP authentication is unsuccessful.

You can specify one or both authentication protocols. If you specify both CHAP and PAP

in either order, youmust enclose the set of protocol names within square brackets ([ ]).

Options authentication-protocols—One or both of the following PPP authentication protocols:

• chap—Challenge Handshake Authentication Protocol

• pap—Password Authentication Protocol

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Controlling the Negotiation Order of PPP Authentication Protocols on page 130
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avp (L2TP Tunnel Switching)

Syntax avp {
bearer-type;
calling-number;
cisco-nas-port-info;

}

Hierarchy Level [edit access tunnel-switch-profile profile-name]

Release Information Statement introduced in Junos OS Release 13.2.

Description Specify the action taken on L2TP AVPs that are negotiated when the first session is

created; these AVPs are contained in the L2TP packets that are switched by the tunnel

switch profile.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring L2TP Tunnel Switching on page 159
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bandwidth (Inline Services)

Syntax bandwidth (1g | 10g);

Hierarchy Level [edit chassis fpc slot-number pic number inline-services]

Release Information Statement introduced in Junos OS Release 11.4.

Description Configure the amount of bandwidth reserved on each Packet Forwarding Engine for

tunnel traffic using inline services.

Options 1g—Reserves 1 Gbps of bandwidth for tunnel traffic. Configuring a bandwidth of 1 Gbps
creates a virtual tunnel interface that is represented as si-<fpc/pic/port>.

10g—Reserves 10 Gbps of bandwidth for tunnel traffic. Configuring a bandwidth of 10
Gbps creates a virtual tunnel interface that is represented as si-<fpc/pic/port> .

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Enabling Inline Service Interfaces on page 245

• Configuring an L2TP LNSwith Inline Service Interfaces on page 233
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bandwidth (Tunnel Services)

Syntax bandwidth bandwidth-value;

Hierarchy Level [edit chassis fpc slot-number pic number tunnel-services]

Release Information Statement introduced in Junos OS Release 8.2.

Statement introduced in Junos OS Release 12.3X54 for ACX Series routers.

Description (ACXSeries,MXSeries 3DUniversal EdgeRouters andT4000CoreRouters only)Specify

the amount of bandwidth in gigabits per second to reserve for tunnel services. For ACX

Series routers, you can configure a bandwidth of only 1 Gbps and 10 Gbps for logical

tunnel (lt-) interfaces.

Options bandwidth-value—Amount of bandwidth in Gbps to reserve for tunnel services. On MX

Series routers, the bandwidth values can be 1g andmultiples of 10g up to 100g. On

T4000 routers, the bandwidth values are multiples of 10g up to 100g.

NOTE: The bandwidth that you specify determines the port number of the
tunnel interfaces that are created. When you specify a bandwidth of 1g, the

port number is always 10. When you specify any other bandwidth, the port
number is always 0.

NOTE: If you specify a bandwidth that is not compatible with the type of
DPCsorMPCsand their respectivePacketForwardingEngine, tunnel services
are not activated. For example, you cannot specify 1 gigabit per second
bandwidth for a Packet Forwarding Engine on a 10-Gigabit Ethernet 4-port
DPC or 16x10GE 3DMPC.

When the tunnel bandwidth is unspecified in the Routing Engine CLI, the
maximum tunnel bandwidth for MPC3E is 60G.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

Example: Configuring Tunnel Interfaces on a Gigabit Ethernet 40-Port DPC•

• Tunnel Interface Configuration on MX Series Routers Overview

• Configuring Tunnel Interfaces on T4000 Routers

• Example: Configuring Tunnel Interfaces on a 10-Gigabit Ethernet 4-Port DPC

• Example: Configuring Tunnel Interfaces on the MPC3E
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• tunnel-services (Chassis)

bearer-type (L2TP Tunnel Switching)

Syntax bearer-type action;

Hierarchy Level [edit access tunnel-switch-profile profile-name avp]

Release Information Statement introduced in Junos OS Release 13.2.

Description Specify the action taken on the Bearer Type AVP (18) in the L2TP packets during tunnel

switching if the AVP is negotiated when the first session is created.

Options action—One of the following actions:

• drop—Drop the AVP.

• regenerate—Regenerate the AVP based on the local policy at the LTS and send it in

theswitchedpacket. The localpolicymayormaynotuse thevalue for theAVP received

during negotiation for the first session.

• relay—Forward the AVP transparently as is and send it in the switched packet.

Default: relay

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring L2TP Tunnel Switching on page 159
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bfd

Syntax bfd {
version (0 | 1 | automatic);
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
detection-time {
thresholdmilliseconds;

}
session-mode (automatic | multihop | singlehop);
holddown-intervalmilliseconds;

}

Hierarchy Level [edit system services dhcp-local-server liveness-detectionmethod],
[edit system services dhcp-local-server dhcpv6 liveness-detectionmethod],
[edit forwarding-options dhcp-relay liveness-detectionmethod],
[edit forwarding-options dhcp-relay dhcpv6 liveness-detectionmethod],
[edit system services dhcp-local-server group group-name liveness-detectionmethod],
[edit system services dhcp-local-server dhcpv6 group group-name liveness-detection
method],

[edit forwarding-options dhcp-relay group group-name liveness-detectionmethod],
[edit forwarding-options dhcp-relay dhcpv6 group group-name liveness-detectionmethod]

Release Information Statement introduced in Junos OS Release 12.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Configure Bidirectional Forwarding Detection (BFD) as the liveness detection method.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example:ConfiguringGroupLivenessDetectionwithBFD forDHCPLocalServerClients

on page 94

• Example:ConfiguringGlobal LivenessDetectionwithBFD forDHCPRelayAgentClients

on page 89
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calling-number (L2TP Tunnel Switching)

Syntax calling-number action;

Hierarchy Level [edit access tunnel-switch-profile profile-name avp]

Release Information Statement introduced in Junos OS Release 13.2.

Description Specify the action taken on the Calling Number AVP (22) in the L2TP packets during

tunnel switching if the AVP is negotiated when the first session is created.

Options action—One of the following actions:

• drop—Drop the AVP.

• regenerate—Regenerate the AVP based on the local policy at the LTS and send it in

theswitchedpacket. The localpolicymayormaynotuse thevalue for theAVP received

during negotiation for the first session.

• relay—Forward the AVP transparently as is and send it in the switched packet.

Default: relay

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring L2TP Tunnel Switching on page 159
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challenge-length (Static and Dynamic PPP)

Syntax challenge-lengthminimumminimum-lengthmaximummaximum-length;

Hierarchy Level [edit dynamic-profilesprofile-name interfaces pp0unit “$junos-interface-unit” ppp-options
chap],

[edit interfaces pp0 unit unit-number ppp-options chap]

Release Information Statement introduced in Junos OS Release 12.2.

Description Modify the lengthof theChallengeHandshakeAuthenticationProtocol (CHAP)challenge

by specifying the minimum andmaximum allowable length, in bytes.

BEST PRACTICE: We recommend that you configure both theminimum
length and themaximum length of the CHAP challenge to at least 16 bytes.

Options minimum-length—Minimum length, in bytes, of the CHAP challenge.

Range: 8 through 63

Default: 16

maximum-length—Maximum length, in bytes, of the CHAP challenge. The

maximum-lengthmust be equal to or greater than theminimum-length.

Range: 8 through 63

Default: 32

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Modifying the CHAP Challenge Length on page 125
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chap

Syntax chap {
access-profile name;
challenge-lengthminimumminimum-lengthmaximummaximum-length;
default-chap-secret name;
local-name name;
passive;

}

Hierarchy Level [edit interfaces interface-name ppp-options],
[edit interfaces interface-name unit logical-unit-number ppp-options],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
ppp-options]

Release Information Statement introduced before Junos OS Release 7.4.

Description Allow each side of a link to challenge its peer, using a “secret” known only to the

authenticator and that peer. The secret is not sent over the link.

By default, PPP CHAP is disabled. If CHAP is not explicitly enabled, the interface makes

no CHAP challenges and denies all incoming CHAP challenges.

For ATM2 IQ interfaces only, you can configure CHAP on the logical interface unit if the

logical interface is configured with one of the following PPP over ATM encapsulation

types:

• atm-ppp-llc—PPP over AAL5 LLC encapsulation.

• atm-ppp-vc-mux—PPP over AAL5multiplex encapsulation.

BEST PRACTICE: On inline service (si) interfaces for L2TP, only the chap

statement itself is typicallyused for subscribermanagement.Werecommend
that you leave the subordinate statements at their default values.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring the PPP Challenge Handshake Authentication Protocol

• ApplyingPPPAttributes toL2TPLNSSubscriberswithaUserGroupProfileonpage238

• ApplyingPPPAttributes toL2TPLNSSubscribersper InlineService Interfaceonpage236
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chap (Dynamic PPP)

Syntax chap {
challenge-lengthminimumminimum-lengthmaximummaximum-length;
local-name name;

}

Hierarchy Level [editdynamic-profilesprofile-name interfacespp0unit “$junos-interface-unit”ppp-options],
[edit dynamic-profiles profile-name interfaces "$junos-interface-ifd-name" unit
“$junos-interface-unit” ppp-options]

Release Information Statement introduced in Junos OS Release 9.5.

Support at the [editdynamic-profilesprofile-name interfaces"$junos-interface-ifd-name"

unit “$junos-interface-unit” ppp-options] hierarchy level introduced in Junos OS Release

12.2.

Description Specify CHAP authentication in a PPP dynamic profile.

The remaining statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Dynamic Profiles Overview

• Configuring Dynamic Authentication for PPP Subscribers on page 123

• Attaching Dynamic Profiles to Static PPP Subscriber Interfaces on page 118

• ApplyingPPPAttributes toL2TPLNSSubscribersper InlineService Interfaceonpage236

chap (L2TP)

Syntax chap;

Hierarchy Level [edit access group-profile profile-name ppp ppp-options]

Release Information Statement introduced in Junos OS Release 11.4.

Description (MX Series routers only) Specify CHAP authentication for PPP subscribers in an L2TP

LNS user group profile.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• ApplyingPPPAttributes toL2TPLNSSubscriberswithaUserGroupProfileonpage238

• Configuring an L2TP LNSwith Inline Service Interfaces on page 233
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cisco-nas-port-info (L2TP Tunnel Switching)

Syntax cisco-nas-port-info action;

Hierarchy Level [edit access tunnel-switch-profile profile-name avp]

Release Information Statement introduced in Junos OS Release 13.2.

Description Define a tunnel profile for subscriber access.

Specify the action takenon theCiscoNASPort InfoAVP (100) in the L2TPpackets during

tunnel switching if the AVP is negotiated when the first session is created.

Options action—One of the following actions:

• drop—Drop the AVP.

• regenerate—Regenerate the AVP based on the local policy at the LTS and send it in

theswitchedpacket. The localpolicymayormaynotuse thevalue for theAVP received

during negotiation for the first session.

• relay—Forward the AVP transparently as is and send it in the switched packet.

Default: relay

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring L2TP Tunnel Switching on page 159
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client

Syntax client client-name {
chap-secret chap-secret;
group-profile profile-name;
ike {
allowed-proxy-pair {
remote remote-proxy-address local local-proxy-address;

}
pre-shared-key (ascii-text character-string | hexadecimal hexadecimal-digits);
ike-policy policy-name;
interface-id string-value;

}
l2tp {
aaa-access-profile profile-name;
interface-id interface-id;
lcp-renegotiation;
local-chap;
maximum-sessions number;
maximum-sessions-per-tunnel number;
multilink {
drop-timeoutmilliseconds;
fragment-threshold bytes;

}
override-result-code session-out-of-resource;
ppp-authentication (chap | pap);
ppp-profile profile-name;
sessions-limit-group;
shared-secret shared-secret;

}
pap-password pap-password;
ppp {
cell-overhead;
encapsulation-overhead bytes;
framed-ip-address ip-address;
framed-pool framed-pool;
idle-timeout seconds;
interface-id interface-id;
keepalive seconds;
primary-dns primary-dns;
primary-wins primary-wins;
secondary-dns secondary-dns;
secondary-wins secondary-wins;

}
user-group-profile profile-name;

}

Hierarchy Level [edit access profile profile-name]

Release Information Statement introduced before Junos OS Release 7.4.

Description Configure the peer identity.
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NOTE: Subordinate statement support depends on the platform. See
individual statement topics for more detailed support information.

Options client-name—A peer identity. For L2TP clients, you can use a special name to configure

a default client. This client enables the LNS to accept any LAC to establish the

session. OnM Series routers, use * for the default client configuration. OnMX Series

routers, use default.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring the L2TP Client

• Configuring Access Profiles for L2TP or PPP Parameters

• Configuring an L2TP Access Profile on the LNS on page 240
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delimiter (Access Profile)

Syntax delimiter delimiter;

Hierarchy Level [edit access profile profile-name session-options strip-user-name]

Release Information Statement introduced in Junos OS Release 16.2.

Description Specify up to eight characters that the router uses to determine which part of the

subscriber login string to discard—leaving the remainder for use as amodified

username—when subscriber username stripping is configured in a subscriber access

profile. The characters to the right of the delimiter are discarded alongwith the delimiter.

Use theparse-direction statementwhenmore thanonedelimiter appears inausername
to determine the characters that are stripped by identifying the desired delimiter. A given

subscriber login string can result inmultiple differentmodified usernames depending on

the number and placement of delimiters and the direction of stripping.

Default None. Youmust always configure a delimiter.

Options delimiter—Character that specifies the boundary between the part of the original
username that is kept and the part that is discarded.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Understanding Session Options for Subscriber Access

• Configuring UsernameModification for Subscriber Sessions on page 177

• ApplyingPPPAttributes toL2TPLNSSubscriberswithaUserGroupProfileonpage238

• ApplyingPPPAttributes toL2TPLNSSubscribersper InlineService Interfaceonpage236
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destination (L2TP)

Syntax destination {
address ip-address {
access-line-information <connection-speed-update>;
drain;
routing-instance routing-instance-name {
drain;

}
}
lockout-timeout seconds;
name destination-name {
drain;

}
}

Hierarchy Level [edit services l2tp]

Release Information Statement introduced in Junos OS Release 13.2.

Description Configure attributes for all L2TP destinations or a specified L2TP destination.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring the L2TP Destination Lockout Timeout on page 163

• Configuring an L2TP LNSwith Inline Service Interfaces on page 233

• Configuring the Reporting and Processing of Subscriber Access Line Information on

page 227

403Copyright © 2017, Juniper Networks, Inc.

Chapter 37: Configuration Statements

https://apps.juniper.net/cli-explorer/


destination-equal-load-balancing (L2TP LAC)

Syntax destination-equal-load-balancing;

Hierarchy Level [edit services l2tp]

Release Information Statement introduced in Junos OS Release 15.1.

Description Enable theLACtobalance theL2TPsession loadequallyacrossmultipleLNSsbyselecting

tunnels according to howmany sessions currently exist for the destination and tunnel.

Disabledbydefault. Bydefault, tunnel selectionwithinapreference level is strictly random.

Theweighted-load-balancing statement must be disabled to successfully enable this
statement.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Destination-Equal Load Balancing for LAC Tunnel Sessions on page 209

• Configuring the L2TP LAC Tunnel Selection Parameters on page 207

• LAC Tunnel Selection Overview on page 181
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destruct-timeout (L2TP)

Syntax destruct-timeout seconds;

Hierarchy Level [edit services l2tp]

Release Information Statement introduced in Junos OS Release 12.1.

Description Sethow long the router attempts tomaintaindynamicdestinations, tunnels, andsessions

after they have been destroyed.

BEST PRACTICE: Before you downgrade to a Junos OS Release that does
not support this statement, unconfigure the statement by issuing no services

l2tp destruct-timeout.

Options seconds—Length of the destruct timeout.

Range: 10 through 3600

Default: 300

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Setting the L2TP Destruct Timeout on page 162

• Configuring an L2TP LAC on page 171

• Configuring an L2TP LNSwith Inline Service Interfaces on page 233
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detection-time

Syntax detection-time {
thresholdmilliseconds;

}

Hierarchy Level [edit system services dhcp-local-server liveness-detectionmethod bfd],
[edit system services dhcp-local-server dhcpv6 liveness-detectionmethod bfd],
[edit forwarding-optionsdhcp-relay liveness-detectionmethodbfd], [edit forwarding-options
dhcp-relay dhcpv6 liveness-detectionmethod bfd],

[edit system services dhcp-local-server group group-name liveness-detectionmethodbfd],
[editsystemservicesdhcp-local-serverdhcpv6groupgroup-name liveness-detectionmethod
bfd],

[edit forwarding-options dhcp-relay group group-name liveness-detectionmethod bfd],
[edit forwarding-options dhcp-relay dhcpv6 group group-name liveness-detectionmethod
bfd]

Release Information Statement introduced in Junos OS Release 12.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Enable failuredetection.TheBFDfailuredetection timersareadaptiveandcanbeadjusted

tobe faster or slower. For example, the timers canadapt toahigher value if theadjacency

fails, or a neighbor can negotiate a higher value for a timer than the one configured.

The remaining statement is explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example:ConfiguringGroupLivenessDetectionwithBFD forDHCPLocalServerClients

on page 94

• Example:ConfiguringGlobal LivenessDetectionwithBFD forDHCPRelayAgentClients

on page 89
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device-count (Pseudowire Subscriber Interfaces)

Syntax device-count number;

Hierarchy Level [edit chassis pseudowire-service]

Release Information Statement introduced in Junos OS Release 13.1.

Description Configure the number of pseudowire logical devices available to the router.

Options number—Number of devices.

Range: 1 through 2048

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Pseudowire Subscriber Logical Interfaces Overview on page 291

• Configuring a Pseudowire Subscriber Logical Interface on page 297

• Configuring theMaximumNumber of Pseudowire Logical InterfaceDevices Supported

on the Router on page 299
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dhcp-local-server

Syntax dhcp-local-server {
access-profile profile-name;
authentication {
password password-string;
username-include {
circuit-type;
delimiter delimiter-character;
domain-name domain-name-string;
interface-description (device-interface | logical-interface);
interface-name ;
logical-system-name;
mac-address;
option-60;
option-82 <circuit-id> <remote-id>;
routing-instance-name;
user-prefix user-prefix-string;

}
}
dhcpv6 {
access-profile profile-name;
authentication {
...

}
duplicate-clients incoming-interface;
group group-name {
access-profile profile-name;
authentication {
...

}
interface interface-name {
access-profile profile-name;
exclude;
overrides {
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
interface-client-limit number;
multi-address-embedded-option-response;
process-inform {
pool pool-name;

}
protocol-attributes attribute-set-name;
rapid-commit;

}
service-profile dynamic-profile-name;
trace;
upto upto-interface-name;

}
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (0 | 1 | automatic);
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minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
detection-time {
thresholdmilliseconds;

}
session-mode (automatic | multihop | singlehop);
holddown-intervalmilliseconds;

}
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;

}
}

}
overrides {
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
delegated-pool;
interface-client-limit number;
multi-address-embedded-option-response;
process-inform {
pool pool-name;

}
protocol-attributes attribute-set-name;
rapid-commit;

}
route-suppression;
server-duid-type type;
service-profile dynamic-profile-name;

}
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (0 | 1 | automatic);
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
detection-time {
thresholdmilliseconds;

}
session-mode (automatic | multihop | singlehop);
holddown-intervalmilliseconds;

}
layer2-liveness-detection {
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max-consecutive-retries number;
transmit-interval interval;

}
}

}
overrides {
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
delegated-pool;
include-option-82 {
forcerenew;
nak;

}
interface-client-limit number;
multi-address-embedded-option-response;
process-inform {
pool pool-name;

}
protocol-attributes attribute-set-name;
rapid-commit;

}
reconfigure {
attempts attempt-count;
clear-on-abort;
strict;
support-option-pd-exclude;
timeout timeout-value;
token token-value;
trigger {
radius-disconnect;

}
}
route-suppression;
service-profile dynamic-profile-name;

}
dual-stack-group name {
access-profile access-profile;
authentication {
password password;
username-include {
circuit-type circuit-type;
delimiter delimiter;
domain-name domain-name;
interface-description (device | logical);
interface-name interface-name;
logical-system-name logical-system-name;
mac-addressmac-address;
relay-agent-interface-id relay-agent-interface-id;
relay-agent-remote-id relay-agent-remote-id;
routing-instance-name routing-instance-name;
user-prefix user-prefix;

}
}
classification-key {
circuit-id circuit-id;
mac-addressmac-address;
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remote-id remote-id;
}
dual-stack-interface-client-limit dual-stack-interface-client-limit;
dynamic-profile (aggregate-clients (merge | replace) | use-primary use-primary)
dynamic-profile;

liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;

}
}

}
on-demand-address-allocation;
protocol-master (inet | inet6);
service-profile service-profile;

}
duplicate-clients-in-subnet (incoming-interface | option-82);
dynamic-profile profile-name <aggregate-clients (merge | replace) | use-primary
primary-profile-name>;

forward-snooped-clients (all-interfaces | configured-interfaces |
non-configured-interfaces);

group group-name {
authentication {
...

}
dynamic-profile profile-name <aggregate-clients (merge | replace) | use-primary
primary-profile-name>;

interface interface-name {
exclude;
overrides {
asymmetric-lease-time seconds;
client-discover-match (option60-and-option82 | incoming-interface);
include-option-82 {
forcerenew;
nak;

}
interface-client-limit number;
process-inform {
pool pool-name;

}
protocol-attributes attribute-set-name;

}
service-profile dynamic-profile-name;
trace;
upto upto-interface-name;

}
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (0 | 1 | automatic);
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
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no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
detection-time {
thresholdmilliseconds;

}
session-mode(automatic | multihop | singlehop);
holddown-intervalmilliseconds;

}
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;

}
}

}
overrides {
asymmetric-lease-time seconds;
client-discover-match (option60-and-option82 | incoming-interface);
include-option-82 {
forcerenew;
nak;

}
interface-client-limit number;
process-inform {
pool pool-name;

}
protocol-attributes attribute-set-name;

}
requested-ip-network-match subnet-mask
route-suppression;
service-profile dynamic-profile-name;

}
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (0 | 1 | automatic);
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
detection-time {
thresholdmilliseconds;

}
session-mode (automatic | multihop | singlehop);
holddown-intervalmilliseconds;

}
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;
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}
}

}
overrides {
asymmetric-lease-time seconds;
client-discover-match <option60-and-option82 | incoming-interface>;
interface-client-limit number;
process-inform {
pool pool-name;

}
protocol-attributes attribute-set-name;

}
pool-match-order {
external-authority;
ip-address-first;
option-82;

}
reconfigure {
attempts attempt-count;
clear-on-abort;
strict;
timeout timeout-value;
token token-value;
trigger {
radius-disconnect;

}
}
requested-ip-network-match subnet-mask;
route-suppression;
on-demand-address-allocation;
protocol-master;
service-profile dynamic-profile-name;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name system
services],

[edit logical-systems logical-system-name system services],
[edit routing-instances routing-instance-name system services],
[edit system services]

Release Information Statement introduced in Junos OS Release 9.0.

Statement introduced in Junos OS Release 12.1 for EX Series switches.

Statement introduced in Junos OS Release 13.2X51 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.
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Description ConfigureDynamicHostConfigurationProtocol (DHCP) local server optionson the router

or switch to enable the router or switch to function as an extended DHCP local server.

The DHCP local server receives DHCP request and reply packets from DHCP clients and

then responds with an IP address and other optional configuration information to the

client.

The extendedDHCP local server is incompatiblewith theDHCP server on J Series routers

and, therefore, is not supported on J Series routers. Also, the DHCP local server and the

DHCP/BOOTP relay server, which are configured under the [edit forwarding-options

helpers]hierarchy level, cannot bothbeenabledon the router or switch at the same time.

TheextendedDHCP local server is fully compatiblewith theextendedDHCP relay feature.

Thedhcpv6 stanzaconfigures the router or switch to supportDynamicHostConfiguration

Protocol for IPv6 (DHCPv6). The DHCPv6 local server is fully compatible with the

extended DHCP local server and the extended DHCP relay feature.

NOTE: When you configure the dhcp-local-server statement at the routing

instancehierarchy level, youmustusea routing instance typeof virtual-router.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Extended DHCP Local Server Overview

• DHCPv6 Local Server Overview
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dhcp-relay

Syntax dhcp-relay {
access-profile profile-name;
active-server-group server-group-name;
authentication {
password password-string;
username-include {
circuit-type;
delimiter delimiter-character;
domain-name domain-name-string;
interface-description (device-interface | logical-interface);
interface-name;
logical-system-name;
mac-address;
option-60;
option-82 <circuit-id> <remote-id>;
routing-instance-name;
user-prefix user-prefix-string;

}
}
bulk-leasequery {
attempts number-of-attempts;
timeout seconds;
trigger automatic;

}
dhcpv6 {
access-profile profile-name;
active-server-group server-group-name;
}
authentication {
password password-string;
username-include {
circuit-type;
client-id;
delimiter delimiter-character;
domain-name domain-name-string;
interface-description (device-interface | logical-interface);
logical-system-name;
relay-agent-interface-id;
relay-agent-remote-id;
relay-agent-subscriber-id;
routing-instance-name;
user-prefix user-prefix-string;

}
}
bulk-leasequery {
attempts number-of-attempts;
timeout seconds;
trigger automatic;

}
duplicate-clients incoming-interface;
dynamic-profile profile-name {
aggregate-clients (merge | replace);
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use-primary primary-profile-name;
}
forward-only {
logical-system <current | default | logical-system-name>;
routing-instance <current | default | routing-instance-name>;

}
forward-only-replies;
}
forward-snooped-clients (all-interfaces | configured-interfaces |
non-configured-interfaces);

group group-name {
access-profile profile-name;
active-server-group server-group-name;
authentication {
password password-string;
username-include {
circuit-type;
client-id;
delimiter delimiter-character;
domain-name domain-name-string;
interface-description (device-interface | logical-interface);
interface-name;
logical-system-name;
mac-address;
relay-agent-interface-id;
relay-agent-remote-id;
relay-agent-subscriber-id;
routing-instance-name;
user-prefix user-prefix-string;

}
}
dynamic-profile profile-name {
aggregate-clients (merge | replace);
use-primary primary-profile-name;

}
forward-only {
logical-system <current | default | logical-system-name>;
routing-instance <current | default | routing-instance-name>;

}
interface interface-name {
access-profile profile-name;
dynamic-profile profile-name {
aggregate-clients (merge | replace);
use-primary primary-profile-name;

}
exclude;
overrides {
allow-snooped-clients;
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-negotiation-match incoming-interface;
delay-authentication;
delete-binding-on-renegotiation;
dual-stack dual-stack-group-name;
interface-client-limit number;
no-allow-snooped-clients;
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no-bind-on-request;
relay-source interface-name;
send-release-on-delete;

}
service-profile dynamic-profile-name;
trace;
upto upto-interface-name;

}
}
lease-time-validation {
lease-time-threshold seconds;
violation-action action;

}
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (0 | 1 | automatic);
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
detection-time {
thresholdmilliseconds;

}
session-mode(automatic | multihop | singlehop);
holddown-intervalmilliseconds;

}
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;

}
}

}
overrides {
allow-snooped-clients;
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-negotiation-match incoming-interface;
delay-authentication;
delete-binding-on-renegotiation;
dual-stack dual-stack-group-name;
interface-client-limit number;
no-allow-snooped-clients;
no-bind-on-request;
relay-source interface-name;
send-release-on-delete;

}
relay-agent-interface-id {
include-irb-and-l2;
keep-incoming-interface-id ;
no-vlan-interface-name;
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prefix prefix;
use-interface-description (logical | device);
use-option-82;

}
relay-agent-remote-id {
include-irb-and-l2;
keep-incoming-interface-id ;
no-vlan-interface-name;
prefix prefix;
use-interface-description (logical | device);
use-option-82 <strict>;

}
relay-option {
option-number option-number;
default-action {
drop;
forward-only;
relay-server-group relay-server-group;

}
equals (ascii ascii-string | hexadecimal hexadecimal-string) {
drop;
forward-only;
relay-server-group relay-server-group;

}
starts-with (ascii ascii-string | hexadecimal hexadecimal-string) {
drop;
forward-only;
relay-server-group relay-server-group;

}
}
remote-id-mismatch action;
route-suppression;
service-profile dynamic-profile-name;

}
leasequery {
attempts number-of-attempts;
timeout seconds;

}
lease-time-validation {
lease-time-threshold seconds;
violation-action action;

}
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (0 | 1 | automatic);
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
detection-time {
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thresholdmilliseconds;
}
session-mode(automatic | multihop | singlehop);
holddown-intervalmilliseconds;

}
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;

}
route-suppression;
service-profile dynamic-profile-name;

}
}
no-snoop;
overrides {
allow-snooped-clients;
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-negotiation-match incoming-interface;
delay-authentication;
delete-binding-on-renegotiation;
dual-stack dual-stack-group-name;
interface-client-limit number;
no-allow-snooped-clients;
no-bind-on-request;
relay-source interface-name;
send-release-on-delete;

}
relay-agent-interface-id {
include-irb-and-l2;
keep-incoming-interface-id ;
no-vlan-interface-name;
prefix prefix;
use-interface-description (logical | device);
use-option-82;

}
relay-agent-remote-id {
include-irb-and-l2;
keep-incoming-interface-id ;
no-vlan-interface-name;
prefix prefix;
use-interface-description (logical | device);
use-option-82 <strict>;

}
relay-option {
option-number option-number;
default-action {
drop;
forward-only;
relay-server-group relay-server-group;

}
equals (ascii ascii-string | hexadecimal hexadecimal-string) {
drop;
forward-only;
relay-server-group relay-server-group;

}
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starts-with (ascii ascii-string | hexadecimal hexadecimal-string) {
drop;
forward-only;
relay-server-group relay-server-group;

}
}
relay-option-vendor-specific{
host-name;
location;

remote-id-mismatch action;
route-suppression;
server-group {
server-group-name {
server-ip-address;

}
}
server-response-time seconds;
service-profile dynamic-profile-name;

}
dual-stack-group dual-stack-group-name {
access-profile profile-name;
authentication {
password password-string;
username-include {
circuit-type;
client-id;
delimiter delimiter-character;
domain-name domain-name-string;
interface-description (device-interface | logical-interface);
interface-name;
logical-system-name;
mac-address;
relay-agent-interface-id;
relay-agent-remote-id;
relay-agent-subscriber-id;
routing-instance-name;
user-prefix user-prefix-string;

}
}
classification-key {
circuit-id circuit-id;
mac-addressmac-address;
remote-id remote-id;

}
dual-stack-interface-client-limit;
dynamic-profile profile-name {
aggregate-clients (merge | replace);
use-primary primary-profile-name;

}
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;

}
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}
}
protocol-master;
relay-agent-interface-id {
include-irb-and-l2;
keep-incoming-interface-id ;
no-vlan-interface-name;
prefix prefix;
use-interface-description (logical | device);
use-option-82;

}
relay-agent-remote-id {
include-irb-and-l2;
keep-incoming-interface-id ;
no-vlan-interface-name;
prefix prefix;
use-interface-description (logical | device);
use-option-82 <strict>;

}
service-profile dynamic-profile-name;

}
duplicate-clients-in-subnet (incoming-interface | option-82):
dynamic-profile profile-name {
aggregate-clients (merge | replace);
use-primary primary-profile-name;

}
forward-only {
logical-system <current | default | logical-system-name>;
routing-instance <current | default | routing-instance-name>;

}
forward-only-replies;
forward-snooped-clients (all-interfaces | configured-interfaces |
non-configured-interfaces);

group group-name {
access-profile profile-name;
active-server-group server-group-name;
authentication {
password password-string;
username-include {
circuit-type;
client-id;
delimiter delimiter-character;
domain-name domain-name-string;
interface-description (device-interface | logical-interface);
logical-system-name;
mac-address;
option-60;
option-82 [circuit-id] [remote-id];
relay-agent-interface-id;
relay-agent-remote-id;
relay-agent-subscriber-id;
routing-instance-name;
user-prefix user-prefix-string;

}
}
dynamic-profile profile-name {
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aggregate-clients (merge | replace);
use-primary primary-profile-name;

}
forward-only {
logical-system <current | default | logical-system-name>;
routing-instance <current | default | routing-instance-name>;

}
forward-only {
logical-system <current | default | logical-system-name>;
routing-instance <current | default | routing-instance-name>;

}
interface interface-name {
access-profile profile-name;
exclude;
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (0 | 1 | automatic);
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
detection-time {
thresholdmilliseconds;

}
session-mode (automatic | multihop | singlehop);
holddown-intervalmilliseconds;

}
}

}
overrides {
allow-no-end-option;
allow-snooped-clients;
always-write-giaddr;
always-write-option-82;
asymmetric-lease-time seconds;
client-discover-match <option60-and-option82 | incoming-interface>;
delay-authentication;
delete-binding-on-renegotiation;
disable-relay;
dual-stack dual-stack-group-name;
interface-client-limit number;
layer2-unicast-replies;
no-allow-snooped-clients;
no-bind-on-request;
proxy-mode;
relay-source
replace-ip-source-with;
send-release-on-delete;
trust-option-82;

}
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service-profile dynamic-profile-name;
trace;
upto upto-interface-name;

}
overrides {
allow-no-end-option
allow-snooped-clients;
always-write-giaddr;
always-write-option-82;
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-discover-match (option60-and-option82 | incoming-interface);
delay-authentication;
delete-binding-on-renegotiation;
disable-relay;
dual-stack dual-stack-group-name;
interface-client-limit number;
layer2-unicast-replies;
no-allow-snooped-clients;
no-bind-on-request;
proxy-mode;
relay-source
replace-ip-source-with;
send-release-on-delete;
trust-option-82;

}
relay-option {
option-number option-number;
default-action {
drop;
forward-only;
relay-server-group group-name;

}
equals (ascii ascii-string | hexadecimal hexadecimal-string) {
drop;
forward-only;
relay-server-group relay-server-group;

}
starts-with (ascii ascii-string | hexadecimal hexadecimal-string) {
drop;
forward-only;
local-server-group local-server-group;
relay-server-group relay-server-group;

}
}
relay-option-82 {
circuit-id {
prefix prefix;
use-interface-description (logical | device);

}
remote-id {
prefix prefix;
use-interface-description (logical | device);

}
server-id-override

}
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route-suppression:
service-profile dynamic-profile-name;

}
leasequery {
attempts number-of-attempts;
timeout seconds;

}
lease-time-validation {
lease-time-threshold seconds;
violation-action action;

}
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (0 | 1 | automatic);
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
detection-time {
thresholdmilliseconds;

}
session-mode (automatic | multihop | singlehop);
holddown-intervalmilliseconds;

}
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;

}
}

}
no-snoop;
overrides {
allow-no-end-option
allow-snooped-clients;
always-write-giaddr;
always-write-option-82;
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-discover-match (option60-and-option82 | incoming-interface);
delay-authentication;
delete-binding-on-renegotiation;
disable-relay;
dual-stack dual-stack-group-name;
interface-client-limit number;
layer2-unicast-replies;
no-allow-snooped-clients;
no-bind-on-request;
proxy-mode;
relay-source
replace-ip-source-with;
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send-release-on-delete;
trust-option-82;

}
relay-option {
option-number option-number;
default-action {
drop;
forward-only;
relay-server-group group-name;

}
equals (ascii ascii-string | hexadecimal hexadecimal-string) {
drop;
forward-only;
relay-server-group relay-server-group;

}
starts-with (ascii ascii-string | hexadecimal hexadecimal-string) {
drop;
forward-only;
local-server-group local-server-group;
relay-server-group relay-server-group;

}
}
relay-option-82 {
circuit-id {
prefix prefix;
use-interface-description (logical | device);

}
remote-id {
prefix prefix;
use-interface-description (logical | device);

}
server-id-override

}
}
remote-id-mismatch action;
route-suppression:
server-group {
server-group-name {
server-ip-address;

}
}
server-response-time seconds;

service-profile dynamic-profile-name;

Hierarchy Level [edit forwarding-options],
[edit logical-systems logical-system-name forwarding-options],
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options],

[edit routing-instances routing-instance-name forwarding-options]

Release Information Statement introduced in Junos OS Release 8.3.

Statement introduced in Junos OS Release 12.1 for EX Series switches.

Statement introduced in Junos OS Release 13.2X51 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.
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Description Configure extended Dynamic Host Configuration Protocol (DHCP) relay and DHCPv6

relay options on the router or switch to enable the router (or switch) to function as a

DHCP relayagent.ADHCP relayagent forwardsDHCP requestand replypacketsbetween

a DHCP client and a DHCP server.

DHCP relay supports theattachmentofdynamicprofilesandalso interactswith the local

AAA Service Framework to use back-end authentication servers, such as RADIUS, to

provide subscriber authentication or client authentication. You can attach dynamic

profiles and configure authentication support on a global basis or for a specific group of

interfaces.

The extended DHCP and DHCPv6 relay agent options configured with the dhcp-relay

and dhcpv6 statements are incompatible with the DHCP/BOOTP relay agent options

configured with the bootp statement. As a result, the extended DHCP or DHCPv6 relay

agentand theDHCP/BOOTPrelayagent cannotbothbeenabledon the router (or switch)

at the same time.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Extended DHCP Relay Agent Overview

• DHCPv6 Relay Agent Overview

• DHCP Relay Proxy Overview

• Using External AAA Authentication Services with DHCP
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dhcpv6 (DHCP Local Server)

Syntax dhcpv6 {
access-profile profile-name;
authentication {
password password-string;
username-include {
circuit-type;
client-id;
delimiter delimiter-character;
domain-name domain-name-string;
interface-description (device-interface | logical-interface);
logical-system-name;
mac-address;
relay-agent-interface-id;
relay-agent-remote-id;
relay-agent-subscriber-id;
routing-instance-name;
user-prefix user-prefix-string;

}
}
duplicate-clients incoming-interface;
group group-name {
access-profile profile-name;
authentication {
...
interface interface-name {
access-profile profile-name;
exclude;
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (0 | 1 | automatic);
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
detection-time {
thresholdmilliseconds;

}
session-mode(automatic | multihop | singlehop);
holddown-intervalmilliseconds;

}
}

}
overrides {
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-negotiation-match incoming-interface;
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delete-binding-on-renegotiation;
interface-client-limit number;
multi-address-embedded-option-response;
process-inform {
pool pool-name;

}
protocol-attributes attribute-set-name;
rapid-commit;

}
service-profile dynamic-profile-name;
trace;
upto upto-interface-name;

}
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (0 | 1 | automatic);
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
detection-time {
thresholdmilliseconds;

}
session-mode(automatic | multihop | singlehop);
holddown-intervalmilliseconds;

}
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;

}
}

}
overrides {
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-negotiation-match incoming-interface;
delegated-pool;
delete-binding-on-renegotiation;
interface-client-limit number;
multi-address-embedded-option-response;
process-inform {
pool pool-name;

}
protocol-attributes attribute-set-name;
rapid-commit;

}
route-suppression;
service-profile dynamic-profile-name;

}
liveness-detection {
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failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (0 | 1 | automatic);
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
detection-time {
thresholdmilliseconds;

}
session-mode(automatic | multihop | singlehop);
holddown-intervalmilliseconds;

}
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;

}
}

}
overrides {
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-negotiation-match incoming-interface;
delegated-pool;
delete-binding-on-renegotiation;
interface-client-limit number;
multi-address-embedded-option-response;
process-inform {
pool pool-name;

}
protocol-attributes attribute-set-name;
rapid-commit;
reconfigure {
attempts attempt-count;
clear-on-abort;
strict;
timeout timeout-value;
token token-value;
trigger {
radius-disconnect;

}
}

}
reconfigure {
attempts attempt-count;
clear-on-abort;
strict;
support-option-pd-exclude;
timeout timeout-value;
token token-value;
trigger {

429Copyright © 2017, Juniper Networks, Inc.

Chapter 37: Configuration Statements



radius-disconnect;
}

}
requested-ip-network-match subnet-mask;
route-suppression;
server-duid-type type;
service-profile dynamic-profile-name;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server],

[edit logical-systems logical-system-name system services dhcp-local-server],
[edit routing-instances routing-instance-name system services dhcp-local-server],
[edit system services dhcp-local-server]

Release Information Statement introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.3 for EX Series switches.

Description Configure DHCPv6 local server options on the router or switch to enable the router or

switch to function as a server for the DHCP protocol for IPv6. The DHCPv6 local server

sends and receives packets using the IPv6 protocol and informs IPv6 of the routing

requirements of router clients. The local server works together with the AAA service

framework to control subscriber access (or DHCP client access) and accounting.

The DHCPv6 local server is fully compatible with the extended DHCP local server and

DHCP relay agent.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• DHCPv6 Local Server Overview
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dhcpv6 (DHCP Relay Agent)

Syntax dhcpv6 {
access-profile profile-name;
active-server-group server-group-name;
}
authentication {
password password-string;
username-include {
circuit-type;
client-id;
delimiter delimiter-character;
domain-name domain-name-string;
interface-description (device-interface | logical-interface);
logical-system-name;
mac-address;
relay-agent-interface-id;
relay-agent-remote-id;
relay-agent-subscriber-id;
routing-instance-name;
user-prefix user-prefix-string;

}
}
bulk-leasequery {
attempts number-of-attempts;
timeout seconds;
trigger automatic;

}
duplicate-clients incoming-interface;
dynamic-profile profile-name {
aggregate-clients (merge | replace);
use-primary primary-profile-name;

}
forward-only {
logical-system <current | default | logical-system-name>;
routing-instance <current | default | routing-instance-name>;

}
forward-only-replies;
}
forward-snooped-clients (all-interfaces | configured-interfaces |
non-configured-interfaces);

group group-name {
access-profile profile-name;
active-server-group server-group-name;
authentication {
password password-string;
username-include {
circuit-type;
client-id;
delimiter delimiter-character;
domain-name domain-name-string;
interface-description (device-interface | logical-interface);
interface-name;
logical-system-name;
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mac-address;
relay-agent-interface-id;
relay-agent-remote-id;
relay-agent-subscriber-id;
routing-instance-name;
user-prefix user-prefix-string;

}
}
dynamic-profile profile-name {
aggregate-clients (merge | replace);
use-primary primary-profile-name;

}
forward-only {
logical-system <current | default | logical-system-name>;
routing-instance <current | default | routing-instance-name>;

}
interface interface-name {
access-profile profile-name;
dynamic-profile profile-name {
aggregate-clients (merge | replace);
use-primary primary-profile-name;

}
exclude;
overrides {
allow-snooped-clients;
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-negotiation-match incoming-interface;
delay-authentication;
delete-binding-on-renegotiation;
dual-stack dual-stack-group-name;
interface-client-limit number;
no-allow-snooped-clients;
no-bind-on-request;
relay-source interface-name;
send-release-on-delete;

}
service-profile dynamic-profile-name;
trace;
upto upto-interface-name;

}
}
lease-time-validation {
lease-time-threshold seconds;
violation-action action;

}
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (0 | 1 | automatic);
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
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minimum-intervalmilliseconds;
thresholdmilliseconds;

}
detection-time {
thresholdmilliseconds;

}
session-mode(automatic | multihop | singlehop);
holddown-intervalmilliseconds;

}
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;

}
}

}
overrides {
allow-snooped-clients;
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-negotiation-match incoming-interface;
delay-authentication;
delete-binding-on-renegotiation;
dual-stack dual-stack-group-name;
interface-client-limit number;
no-allow-snooped-clients;
no-bind-on-request;
relay-source interface-name;
send-release-on-delete;

}
relay-agent-interface-id {
include-irb-and-l2;
keep-incoming-interface-id ;
no-vlan-interface-name;
prefix prefix;
use-interface-description (logical | device);
use-option-82;

}
relay-agent-remote-id {
include-irb-and-l2;
keep-incoming-interface-id ;
no-vlan-interface-name;
prefix prefix;
use-interface-description (logical | device);
use-option-82 <strict>;

}
relay-option {
option-number option-number;
default-action {
drop;
forward-only;
relay-server-group relay-server-group;

}
equals (ascii ascii-string | hexadecimal hexadecimal-string) {
drop;
forward-only;
relay-server-group relay-server-group;
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}
starts-with (ascii ascii-string | hexadecimal hexadecimal-string) {
drop;
forward-only;
relay-server-group relay-server-group;

}
}
remote-id-mismatch action;
route-suppression;
service-profile dynamic-profile-name;

}
leasequery {
attempts number-of-attempts;
timeout seconds;

}
lease-time-validation {
lease-time-threshold seconds;
violation-action action;

}
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (0 | 1 | automatic);
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
detection-time {
thresholdmilliseconds;

}
session-mode(automatic | multihop | singlehop);
holddown-intervalmilliseconds;

}
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;

}
route-suppression;
service-profile dynamic-profile-name;

}
}
no-snoop;
overrides {
allow-snooped-clients;
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-negotiation-match incoming-interface;
delay-authentication;
delete-binding-on-renegotiation;
dual-stack dual-stack-group-name;
interface-client-limit number;
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no-allow-snooped-clients;
no-bind-on-request;
relay-source interface-name;
send-release-on-delete;

}
relay-agent-interface-id {
include-irb-and-l2;
keep-incoming-interface-id ;
no-vlan-interface-name;
prefix prefix;
use-interface-description (logical | device);
use-option-82;

}
relay-agent-remote-id {
include-irb-and-l2;
keep-incoming-interface-id ;
no-vlan-interface-name;
prefix prefix;
use-interface-description (logical | device);
use-option-82 <strict>;

}
relay-option {
option-number option-number;
default-action {
drop;
forward-only;
relay-server-group relay-server-group;

}
equals (ascii ascii-string | hexadecimal hexadecimal-string) {
drop;
forward-only;
relay-server-group relay-server-group;

}
starts-with (ascii ascii-string | hexadecimal hexadecimal-string) {
drop;
forward-only;
relay-server-group relay-server-group;

}
}
relay-option-vendor-specific{
host-name;
location;

remote-id-mismatch action;
route-suppression;
server-group {
server-group-name {
server-ip-address;

}
}
server-response-time seconds;
service-profile dynamic-profile-name;

}
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Hierarchy Level [edit forwarding-options dhcp-relay],
[edit logical-systems logical-system-name forwarding-options dhcp-relay],
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay]

Release Information Statement introduced in Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.3 for EX Series switches.

Support for forward-snooped-clients introduced in JunosOSRelease 15.1X53-D56 for EX

Series switches and Junos OS Release 17.1R1.

Description Configure DHCPv6 relay options on the router or switch and enable the router or switch

to function as a DHCPv6 relay agent. A DHCPv6 relay agent forwards DHCPv6 request

and reply packets between a DHCPv6 client and a DHCPv6 server.

The DHCPv6 relay agent server is fully compatible with the extended DHCP local server

and DHCP relay agent. However, the options configured with the dhcpv6 statement are

incompatible with the DHCP/BOOTP relay agent options configured with the bootp

statement.Asa result, theDHCPv6 relayagentand theDHCP/BOOTPrelayagent cannot

be enabled on the router or switch at the same time.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• dhcp-relay on page 415

• DHCPv6 Relay Agent Overview

• Using External AAA Authentication Services with DHCP
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dial-options

Syntax dial-options {
ipsec-interface-id name;
l2tp-interface-id name;
(shared | dedicated);

}

Hierarchy Level [edit interfaces sp-fpc/pic/port unit logical-unit-number],
[edit interfaces si-fpc/pic/port unit logical-unit-number],
[edit logical-systems logical-system-name interfacessp-fpc/pic/portunit logical-unit-number],
[edit logical-systems logical-system-name interfacessi-fpc/pic/portunit logical-unit-number]

Release Information Statement introduced before Junos OS Release 7.4.

The [edit ...si-...] hierarchy levels introduced in Junos OS Release 11.4.

Description Specify the options for configuring logical interfaces for group and user sessions in L2TP

or IPsec dynamic endpoint tunneling.

Options dedicated—(LNS on M Series routers and MX Series routers only) Specify that a logical

interface can host only one session at a time.

ipsec-interface-id name—(MSeries routers only) Interface identifier for group of dynamic

peers. This identifier must be replicated at the [edit access profile name client * ike]

hierarchy level.

l2tp-interface-id name—Interface identifier that must be replicated at the [edit access

profile name] hierarchy level.

shared—(LNS onMSeries routers only) Specify that a logical interface can hostmultiple

(shared) sessions at a time.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Identifier for Logical Interfaces that Provide L2TP Services

• Configuring Dynamic Endpoints for IPsec Tunnels

• Configuring Options for the LNS Inline Services Logical Interface on page 246
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dial-options (Dynamic Profiles)

Syntax dial-options {
ipsec-interface-id name;
l2tp-interface-id name;
(shared | dedicated);

}

Hierarchy Level [edit dynamic-profiles profile-name interfaces interface-name unit logical-unit-number]

Release Information Statement introduced in Junos OS Release 11.4.

Description Specify the options for configuring logical interfaces in dynamic profiles for group and

user sessions in L2TP or IPsec dynamic endpoint tunneling.

Options dedicated—(LNS on M Series routers and MX Series routers only) Specify that a logical

interface can host only one session at a time.

ipsec-interface-id name—Interface identifier for group of dynamic peers. This identifier
must be replicated at the [edit access profile name client * ike] hierarchy level. This

option is not currently supported for dynamic profiles.

l2tp-interface-id name—(MX Series routers only) L2TP interface identifier that must be
replicated at the [edit access profile name] hierarchy level.

shared—(LNSonMSeries routers only) Specify that a logical interface can hostmultiple

(shared) sessions at a time

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Dynamic Profile for Dynamic LNS Sessions on page 270
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disable-calling-number-avp (L2TP LAC)

Syntax disable-calling-number-avp;

Hierarchy Level [edit services l2tp]

Release Information Statement introduced in Junos OS Release 10.4.

Description Prevent the LAC from sending L2TP Calling Number AVP 22 in incoming-call request

(ICRQ) packets to the LNS. By default, the LAC in an L2TP network generates this AVP

from the Calling-Station-Id and sends it to the LNS.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Preventing the LAC from Sending Calling Number AVP 22 to the LNS on page 231
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disable-failover-protocol (L2TP)

Syntax disable-failover-protocol;

Hierarchy Level [edit services l2tp]

Release Information Statement introduced in Junos OS Release 11.2.

Statement deprecated in Junos OS Release 15.1R6, 16.1R5, 16.2R2, 17.1R2, and 17.2R1.

Description Configure the LAC or LNS to use only the silent failover method when resynchronizing

with its peer in the event of a control plane failover. This statement prevents the default

behavior, where the LAC first attempts to negotiate the failover protocol when it

establishes control connections with the peer. If the remote peer does not support the

failover protocol, then the LAC falls back on the silent failover method. Including this

configuration is usefulwhen thepeers configured for silent failover or incorrectly negotiate

use of the failover protocol even though they do not support it.

BEST PRACTICE: We recommend that you include this statement on both
the LAC and LNS to prevent the use of failover protocol. When failover
protocol is used, the nonfailed peer (LACor LNS) keeps the tunnel openwith
the failed peer, in case the failed peer is able to recover from the failure and
resynchronizewith the nonfailed peer. This behavior keeps the tunnel up and
the subscribers logged in while traffic is not flowing, preventing service level
agreements from beingmet.

Starting in Junos OS Releases 15.1R6, 16.1R5, 16.2R2, 17.1R2, and 17.2R1, the

disable-failover-protocol statement is deprecated and no longer needs to be used. The

default failover resynchronization method is changed to silent failover, rather than the

previousdefaultmethodof failover-protocol-fall-back-to-silent-failover. Thenewdefault

method conforms to our recommendation to use silent failover. Consequently, there is

no need to disable the failover protocol. Configurations that include this statement are

still supported when you upgrade to a release in which it is deprecated; The CLI informs

you of the deprecation if the statement is included.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Release History Table Release Description

Starting in Junos OS Releases 15.1R6, 16.1R5, 16.2R2, 17.1R2, and 17.2R1, the
disable-failover-protocol statement is deprecated and no longer needs
to be used.

15.1R6

Copyright © 2017, Juniper Networks, Inc.440

Broadband Subscriber Access Protocols Feature Guide



Related
Documentation

• Configuring the L2TP Peer Resynchronization Method on page 279

drain

Syntax drain;

Hierarchy Level [edit services l2tp],
[edit services l2tp destination address ip-address],
[edit services l2tp destination address ip-address routing-instance routing-instance-name],
[edit services l2tp destination name destination-name],
[edit services l2tp tunnel name name],
[edit services l2tp tunnel name name address ip-address],
[edit services l2tp tunnel name name address ip-address routing-instance
routing-instance-name]

Release Information Statement introduced in Junos OS Release 15.1.

Description Prevent thecreationofnewsessions, destinations, and tunnels globally atanL2TPaccess

concentrator (LAC)oranL2TPnetwork server (LNS).Prevent thecreationofnewtunnels

and sessions for a specific destination. Prevent the creation of newsessions for a specific

tunnel.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring L2TP Drain on page 164

• Configuring an L2TP LAC on page 171

• Configuring an L2TP LNSwith Inline Service Interfaces on page 233
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dual-stack-group (DHCP Local Server)

Syntax dual-stack-group name {
access-profile access-profile;
authentication {
password password;
username-include {
circuit-type circuit-type;
delimiter delimiter;
domain-name domain-name;
interface-description (device | logical);
interface-name interface-name;
logical-system-name logical-system-name;
mac-addressmac-address;
relay-agent-interface-id relay-agent-interface-id;
relay-agent-remote-id relay-agent-remote-id;
routing-instance-name routing-instance-name;
user-prefix user-prefix;

}
}
classification-key {
circuit-id circuit-id;
mac-addressmac-address;
remote-id remote-id;

}
dual-stack-interface-client-limit dual-stack-interface-client-limit;
dynamic-profile (aggregate-clients (merge | replace) | use-primary use-primary)
dynamic-profile;

liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;

}
}

}
on-demand-address-allocation;
protocol-master (inet | inet6);
service-profile service-profile;

}

Hierarchy Level [edit logical-systems name routing-instances name system services dhcp-local-server],
[edit logical-systems name system services dhcp-local-server],
[edit routing-instances name system services dhcp-local-server],
[edit system services dhcp-local-server]

Release Information Statement introduced in Junos OS Release 17.3.

Description Specifies commonconfiguration settings thatareused forboth legs (DHCPandDHCPv6)

of the DHCP local server dual-stack, and names the dual-stack group.
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Whenapplied, thedual-stackconfiguration takesprecedenceoverall other configurations,

such as those specified in global, group, or interface settings.

Options name—Dual stack group name.

access-profile—Access profile to be used for DHCP.

dual-stack-interface-client-limit—Limit the number of client allowed on an interface.

Range: 1-500,000

on-demand-address-allocation—Allocate addresses on demand.

protocol-master—Select family as protocol master.

Values:

• inet—INET family has protocol master behavior.

• inet6—INET6 family has protocol master behavior.

service-profile—Dynamic profile to use for default service activation.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement in the configuration.

Related
Documentation

• Single-Session DHCP Local Server Dual-Stack Overview

• DHCP Liveness Detection Using ARP and Neighbor Discovery Packets on page 98
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dual-stack-group (DHCP Relay Agent)

Syntax dual-stack-group dual-stack-group-name {
access-profile profile-name;
authentication {
password password-string;
username-include {
circuit-type;
client-id;
delimiter delimiter-character;
domain-name domain-name-string;
interface-description (device-interface | logical-interface);
interface-name;
logical-system-name;
mac-address;
relay-agent-interface-id;
relay-agent-remote-id;
relay-agent-subscriber-id;
routing-instance-name;
user-prefix user-prefix-string;

}
}
classification-key {
circuit-id circuit-id;
mac-addressmac-address;
remote-id remote-id;

}
dual-stack-interface-client-limit;
dynamic-profile profile-name {
aggregate-clients (merge | replace);
use-primary primary-profile-name;

}
protocol-master;
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;

}
}

}
relay-agent-interface-id {
include-irb-and-l2;
keep-incoming-interface-id ;
no-vlan-interface-name;
prefix prefix;
use-interface-description (logical | device);
use-option-82;

}
relay-agent-remote-id {
include-irb-and-l2;
keep-incoming-interface-id ;
no-vlan-interface-name;
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prefix prefix;
use-interface-description (logical | device);
use-option-82 <strict>;

}
service-profile dynamic-proflle-name;

}

Hierarchy Level [edit forwarding-options dhcp-relay],
[edit logical-systems logical-system-name forwarding-options dhcp-relay],
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay]

Release Information Statement introduced in Junos OS Release 15.1.

Description Specifies commonconfiguration settings thatareused forboth legs (DHCPandDHCPv6)

of the DHCP dual stack, and names the dual stack group.

The group is assigned to each leg of the DHCP dual-stackwith the dual-stack statement

in the overrides stanza. When applied, the dual-stack configuration takes precedence

over all other configurations, suchas those specified in global, group, or interface settings.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement in the configuration.

Related
Documentation

• Single-Session DHCP Dual-Stack Overview

• Configuring Single-Session DHCP Dual-Stack Support

• DHCP Liveness Detection Using ARP and Neighbor Discovery Packets on page 98
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duplicate-clients (DHCPv6 Local Server and Relay Agent)

Syntax duplicate-clients incoming-interface;

Hierarchy Level [edit forwarding-options dhcp-relay dhcpv6],
[edit logical-systems logical-system-name ...],
[edit logical-systems logical-system-name routing-instances routing-instance-name...],
[edit routing-instances routing-instance-name ...],
[edit system services dhcp-local-server dhcpv6]

Release Information Statement introduced in Junos OS Release 16.1.

Description Specify the criteria that the jdhcpd process uses to support duplicate clients. The router

uses the additional criteria to distinguish between the duplicate clients.

Duplicate clients have the same DUID (DHCP unique identifier). Typically, the router

treats a request fromaduplicate client as a renegotiation, and replaces theexisting client

entry with a new entry. However, in some cases, the duplicate request is from a different

client, and replacement is not desired. When you enable duplicate client support, the

router uses the additional criteria to distinguish between the two clients, and grants a

lease to the new client while retaining the original client entry.

NOTE: The only supported differentiating criterion is incoming-interface.

BEST PRACTICE: To allow duplicate clients over the incoming interface for
DHCPv6 relay, youmust configure the relay-agent-interface-id statement to

cause theDHCP relayagent to insert theDHCPv6 Interface-IDoption (option
18) in DHCPv6 packets destined for the DHCPv6 server.

Do not configure the use-interface-description statement, because option 18

must include the interface name rather than an interface description.

CAUTION: We recommend that youdonot enable or disable duplicate client
supportmodewhenclients arebound, becausedifferent client keys are used
to store the clients in the database depending on themode. Changing the
mode removes clients from the database and then adds them back with a
different key.

Additionally, disabling duplicate client support mode causes all duplicate
clients to be deleted.
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Options incoming-interface—Allow duplicate clients when the incoming DHCPv6 requests are

received over different underlying interfaces.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• DHCPv6 Duplicate Client DUIDs on page 67

• Configuring the Router to Use Underlying Interfaces to Distinguish Between DHCPv6

Duplicate Client DUIDs on page 68
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duplicate-clients-in-subnet (DHCP Local Server and DHCP Relay Agent)

Syntax duplicate-clients-in-subnet (incoming-interface | option-82);

Hierarchy Level [edit forwarding-options dhcp-relay],
[edit logical-systems logical-system-name forwarding-options dhcp-relay],
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay],
[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server],

[edit logical-systems logical-system-name system services dhcp-local-server],
[edit routing-instances routing-instance-name system services dhcp-local-server],
[edit system services dhcp-local-server]

Release Information Statement introduced in Junos OS Release 13.3.

Description Configure how the router distinguishes between duplicate clients in the same subnet.

Duplicate clients are defined as clients that have the same hardware address or client

ID.

NOTE: Youmust configure the duplicate-clients-in-subnet statement

identically for both the DHCP local server ([edit forwarding-options

dhcp-relay]) and the DHCP relay agent ([edit system services

dhcp-local-server]).

Options incoming-interface—Use the incoming interface information in packets to differentiate
between duplicate clients.

option-82—Use the option 82 information to differentiate between duplicate clients.
Starting in JunosOSRelease 16.1R5, 16.2R2, 17.1R2, and 17.2R1, only theACI (suboption

1) and ARI (suboption 2) are used. Other suboptions, such as Vendor-Specific

(suboption 9) are ignored.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Release History Table Release Description

Starting in Junos OS Release 16.1R5, 16.2R2, 17.1R2, and 17.2R1, only the ACI
(suboption 1) and ARI (suboption 2) are used. Other suboptions, such as
Vendor-Specific (suboption 9) are ignored.

16.1R5
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Related
Documentation

• DHCPv4 Duplicate Client In Subnet Overview on page 61

• Guidelines for Configuring Support for DHCPv4 Duplicate Clients on page 62

• Configuring the Router to Distinguish Between DHCPv4 Duplicate Clients Based on

Their Incoming Interfaces on page 64

• Configuring the Router to Distinguish Between DHCPv4 Duplicate Clients Based on

Option 82 Information on page 63

dynamic-profile (L2TP)

Syntax dynamic-profile profile-name;

Hierarchy Level [edit services l2tp tunnel-group name]

Release Information Statement introduced in Junos OS Release 11.4.

Description Assign a dynamic profile to the tunnel group for dynamic LNS sessions.

Options profile-name—Name of the dynamic profile for the tunnel group.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Dynamic Profile for Dynamic LNS Sessions on page 270
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dynamic-profile (PPP)

Syntax dynamic-profile profile-name;

Hierarchy Level [edit interfaces interface-name unit logical-unit-number ppp-options]

Release Information Statement introduced in Junos OS Release 9.5.

Support for MLPPP on LSQ interfaces introduced in Junos OS Release 10.2.

Description Specify the dynamic profile that is attached to the interface. On the MX Series routers,

this statement is supported on PPPoE interfaces only.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Dynamic Profiles Overview

• Configuring a Basic Dynamic Profile

• Attaching Dynamic Profiles to Static PPP Subscriber Interfaces on page 118

• Attaching Dynamic Profiles to MLPPP Bundles

• For hardware requirements, see Hardware Requirements for PPP Subscriber Services

on Non-Ethernet Interfaces
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enable-ipv6-services-for-lac (L2TP)

Syntax enable-ipv6-services-for-lac;

Hierarchy Level [edit services l2tp]

Release Information Statement introduced in Junos OS Release 17.1.

Description Enable the LAC to create the IPv6 address family (inet6) when establishing a tunnel for

subscribers, allowing IPv6 filters to be applied. By default, the LAC requires only family

inet to enable forwarding into an IP tunnel. It can apply IPv4 firewall filters to the session.

Evenwhen family inet6 is included in the dynamic profile, by default it is not created and

IPv6 firewall filters cannot be applied.

Default Disabled.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Enabling the LAC for IPv6 Services on page 210

• Configuring an L2TP LAC on page 171
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enable-snmp-tunnel-statistics (L2TP)

Syntax enable-snmp-tunnel-statistics;

Hierarchy Level [edit services l2tp]

Release Information Statement introduced in Junos OS Release 12.1R4 and supported in later 12.1Rx releases.

Statementsupported in JunosOSRelease 12.2R2and later 12.2Rx releases. (Not supported

in Junos OS Release 12.2R1.)

Statement supported in Junos OS Release 12.3 and later releases.

Description Enable collection of L2TP tunnel and global counters for SNMP statistics.

NOTE: The system load can increase when you enable these counters and
also use RADIUS interim accounting updates. We recommend you enable
these counters when you are using only SNMP statistics.

Default Disabled.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Enabling Tunnel and Global Counters for SNMP Statistics Collection on page 287
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encapsulation (Logical Interface)

Syntax encapsulation (atm-ccc-cell-relay | atm-ccc-vc-mux | atm-cisco-nlpid | atm-mlppp-llc |
atm-nlpid | atm-ppp-llc | atm-ppp-vc-mux | atm-snap | atm-tcc-snap | atm-tcc-vc-mux
| atm-vc-mux | ether-over-atm-llc | ether-vpls-over-atm-llc | ether-vpls-over-fr |
ether-vpls-over-ppp | ethernet | ethernet-ccc | ethernet-vpls | ethernet-vpls-fr |
frame-relay-ccc | frame-relay-ether-type | frame-relay-ether-type-tcc | frame-relay-ppp
| frame-relay-tcc | gre-fragmentation | multilink-frame-relay-end-to-end | multilink-ppp
| ppp-over-ether | ppp-over-ether-over-atm-llc | vlan-bridge | vlan-ccc | vlan-vci-ccc |
vlan-tcc | vlan-vpls | vxlan);

Hierarchy Level [edit interfaces interface-name unit logical-unit-number],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number],
[edit interfaces rlsq number unit logical-unit-number]
[edit protocols evpn]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.1X48 for PTX Series Packet Transport

Routers (ethernet,vlan-ccc, and vlan-tcc options only).

Statement introduced in Junos OS Release 12.2 for the ACX Series Universal Access

Routers. Only the atm-ccc-cell-relay and atm-ccc-vc-mux options are supported on ACX

Series routers.

Statement introduced in Junos OS Release 17.3R1 for QFX10000 Series switches

(ethernet-ccc and vlan-ccc options only).

Description Configure a logical link-layer encapsulation type. Not all encapsulation types are

supported on the switches. See the switch CLI.

Options atm-ccc-cell-relay—Use ATM cell-relay encapsulation.

atm-ccc-vc-mux—Use ATM virtual circuit (VC) multiplex encapsulation on CCC circuits.

When you use this encapsulation type, you can configure the ccc family only.

atm-cisco-nlpid—UseCiscoATMnetwork layer protocol identifier (NLPID)encapsulation.

When you use this encapsulation type, you can configure the inet family only.

atm-mlppp-llc—For ATM2 IQ interfaces only, use Multilink Point-to-Point (MLPPP) over

AAL5 LLC. For this encapsulation type, your router must be equipped with a Link

Services or Voice Services PIC. MLPPP over ATM encapsulation is not supported on

ATM2 IQ OC48 interfaces.

atm-nlpid—Use ATMNLPID encapsulation. When you use this encapsulation type, you

can configure the inet family only.

atm-ppp-llc—(ATM2 IQ interfaces and MX Series routers with MPC/MIC interfaces using

the ATMMIC with SFP only) Use PPP over AAL5 LLC encapsulation.

atm-ppp-vc-mux—(ATM2 IQ interfaces and MX Series routers with MPC/MIC interfaces

using the ATMMICwith SFP only) Use PPPover ATMAAL5multiplex encapsulation.
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atm-snap—(All interfaces including MX Series routers with MPC/MIC interfaces using

the ATMMIC with SFP) Use ATM subnetwork attachment point (SNAP)

encapsulation.

atm-tcc-snap—Use ATM SNAP encapsulation on translational cross-connect (TCC)

circuits.

atm-tcc-vc-mux—Use ATM VCmultiplex encapsulation on TCC circuits. When you use

this encapsulation type, you can configure the tcc family only.

atm-vc-mux—(All interfaces including MX Series routers with MPC/MIC interfaces using

the ATMMIC with SFP) Use ATM VCmultiplex encapsulation. When you use this

encapsulation type, you can configure the inet family only.

ether-over-atm-llc—(All IP interfaces includingMXSeries routerswithMPC/MIC interfaces

using the ATMMIC with SFP) For interfaces that carry IP traffic, use Ethernet over

ATMLLCencapsulation.Whenyouuse this encapsulation type, youcannotconfigure

multipoint interfaces.

ether-vpls-over-atm-llc—For ATM2 IQ interfaces only, use the Ethernet virtual private

LAN service (VPLS) over ATM LLC encapsulation to bridge Ethernet interfaces and

ATM interfacesover aVPLS routing instance (asdescribed inRFC2684,Multiprotocol

Encapsulation over ATM Adaptation Layer 5). Packets from the ATM interfaces are

converted to standard ENET2/802.3 encapsulated Ethernet frames with the frame

check sequence (FCS) field removed.

ether-vpls-over-fr—For E1, T1, E3, T3, and SONET interfaces only, use the Ethernet virtual

private LAN service (VPLS) over Frame Relay encapsulation to support Bridged

Ethernet over Frame Relay encapsulated TDM interfaces for VPLS applications, per

RFC 2427,Multiprotocol Interconnect over Frame Relay.

NOTE: The SONET/SDHOC3/STM1 (Multi-Rate) MIC with SFP, the
Channelized SONET/SDHOC3/STM1 (Multi-Rate) MIC with SFP, and the
DS3/E3MIC do not support Ethernet over Frame Relay encapsulation.

ether-vpls-over-ppp—For E1, T1, E3, T3, and SONET interfaces only, use the Ethernet

virtualprivateLANservice (VPLS)overPoint-to-PointProtocol (PPP)encapsulation

to support Bridged Ethernet over PPP-encapsulated TDM interfaces for VPLS

applications.

ethernet—Use Ethernet II encapsulation (as described in RFC 894, A Standard for the

Transmission of IP Datagrams over Ethernet Networks).

ethernet-ccc—Use Ethernet CCC encapsulation on Ethernet interfaces.

ethernet-vpls—Use Ethernet VPLS encapsulation on Ethernet interfaces that have VPLS

enabled and that must accept packets carrying standard Tag Protocol ID (TPID)

values.
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NOTE: The built-in Gigabit Ethernet PIC on anM7i router does not support
extended VLAN VPLS encapsulation.

ethernet-vpls-fr—Use in a VPLS setupwhen a CE device is connected to a PE router over

a time-division multiplexing (TDM) link. This encapsulation type enables the PE

router to terminate the outer layer 2 Frame Relay connection, use the 802.1p bits

inside the inner Ethernet header to classify the packets, look at the MAC address

from the Ethernet header, and use the MAC address to forward the packet into a

given VPLS instance.

frame-relay-ccc—Use Frame Relay encapsulation on CCC circuits. When you use this

encapsulation type, you can configure the ccc family only.

frame-relay-ether-type—UseFrameRelayether typeencapsulation for compatibilitywith

Cisco Frame Relay. The physical interface must be configured with

flexible-frame-relay encapsulation.

frame-relay-ether-type-tcc—UseFrameRelayether typeTCCforCisco-compatibleFrame

Relay on TCC circuits to connect different media. The physical interface must be

configured with flexible-frame-relay encapsulation.

frame-relay-ppp—Use PPP over Frame Relay circuits. When you use this encapsulation

type, you can configure the ppp family only.

frame-relay-tcc—UseFrameRelay encapsulation onTCCcircuits for connecting different

media. When you use this encapsulation type, you can configure the tcc family only.

gre-fragmentation—For adaptive services interfaces only, use GRE fragmentation

encapsulation to enable fragmentation of IPv4 packets in GRE tunnels. This

encapsulationclears thedonot fragment (DF)bit in thepacketheader. If thepacket’s

size exceeds the tunnel’s maximum transmission unit (MTU) value, the packet is

fragmented before encapsulation.

multilink-frame-relay-end-to-end—Use MLFR FRF.15 encapsulation. This encapsulation

is used only onmultilink, link services, and voice services interfaces and their

constituentT1orE1 interfaces, and is supportedonLSQand redundantLSQ interfaces.

multilink-ppp—Use MLPPP encapsulation. This encapsulation is used only onmultilink,

link services, and voice services interfaces and their constituent T1 or E1 interfaces.

ppp-over-ether—UsePPPoverEthernetencapsulation toconfigureanunderlyingEthernet

interface for a dynamic PPPoE logical interface on M120 and M320 routers with

Intelligent Queuing 2 (IQ2) PICs, and on MX Series routers with MPCs.

ppp-over-ether-over-atm-llc—(MXSeries routerswithMPCs using theATMMICwith SFP

only) For underlying ATM interfaces, use PPP over Ethernet over ATM LLC

encapsulation. When you use this encapsulation type, you cannot configure the

interface address. Instead, configure the interface address on the PPP interface.
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vlan-bridge—Use Ethernet VLAN bridge encapsulation on Ethernet interfaces that have

IEEE802.1Q tagging, flexible-ethernet-services, and bridging enabled and thatmust

accept packets carrying TPID 0x8100 or a user-defined TPID.

vlan-ccc—UseEthernet virtual LAN (VLAN) encapsulation onCCCcircuits.When youuse

this encapsulation type, you can configure the ccc family only.

vlan-vci-ccc—Use ATM-to-Ethernet interworking encapsulation on CCC circuits. When

you use this encapsulation type, you can configure the ccc family only.

vlan-tcc—Use Ethernet VLAN encapsulation on TCC circuits. When you use this

encapsulation type, you can configure the tcc family only.

vlan-vpls—Use Ethernet VLAN encapsulation on VPLS circuits.

vxlan—Use VXLAN data plane encapsulation for EVPN.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Layer 2 Switching Cross-Connects Using CCC

• Configuring the Encapsulation for Layer 2 Switching TCCs

• Configuring Interface Encapsulation on Logical Interfaces

• Configuring MPLS LSP Tunnel Cross-Connects Using CCC

• Circuit and Translational Cross-Connects Overview

• Identifying the Access Concentrator

• Configuring ATM Interface Encapsulation

• Configuring VLAN and Extended VLAN Encapsulation

• Configuring ATM-to-Ethernet Interworking

• Configuring Interface Encapsulation on PTX Series Packet Transport Routers

• Configuring CCC Encapsulation for Layer 2 VPNs

• Configuring TCC Encapsulation for Layer 2 VPNs and Layer 2 Circuits

• Configuring ATM for Subscriber Access

• Understanding CoS on ATM IMA Pseudowire Interfaces Overview

• Configuring Policing on an ATM IMA Pseudowire
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enforce-strict-scale-limit-license (Subscriber Management)

Syntax enforce-strict-scale-limit-license;

Hierarchy Level [edit system services subscriber-management]

Release Information Statement introduced in Junos OS Release 11.2.

Description Configure the router to strictly enforce the subscriber scaling license, and to not allow

the normal grace period. No additional subscribers are allowed to log in after the number

of subscribers reaches the maximum allowed for the license.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Router to Strictly Enforce the Subscriber Scaling License

equals (Dynamic Profile)

Syntax equals expression;

Hierarchy Level [edit dynamic-profiles profile-name variables variable-name]

Release Information Statement introduced in Junos OS Release 11.4.

Description Configure an expression for a user-defined variable that is evaluated at run time and

returned as the variable value.

Options expression—Expression evaluated to return a value for the user-defined variable.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• User-Defined Variables

• Using Variable Expressions in User-Defined Variables

• Configuring User-Defined Dynamic Variables in Dynamic Profiles
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failover-resync

Syntax failover-resync (failover-protocol | silent-failover)

Hierarchy Level [edit services l2tp tunnel]

Release Information Statement introduced in Junos OS Release 17.2R1 on MX Series.

Description Configure the method used by the LAC or the LNS to resynchronize with its peer in the

event of a control plane failover. Failure can be the result of a Routing Engine switchover,

adaemon restart, or someother cause.During tunnel setup, theL2TPendpointsnegotiate

the resynchronization method; silent failover is the default.

With the silent failover method, only the failed endpoint is involved in recovering the

tunnels and sessions; the nonfailed endpoint remains unaware of the failure.

With the failover protocol method, the nonfailed endpoint keeps the tunnel open with

the failed peer, in case the failed peer is able to recover from the failure and resynchronize

with thenonfailedpeer. Thedetectionof tunnel keepalive failures isdelayed.Thisbehavior

keeps the tunnel up and the subscribers logged in while traffic is not flowing, preventing

service level agreements from being met.

BEST PRACTICE: Use the default method, silent failover.

This statement supersedes the deprecated statement, disable-failover-protocol.

Options failover-protocol—Specify the L2TP failover protocol as the resynchronization method,
but fall back to silent failover if the other endpoint does not support it.

silent-failover—Specify silent failover as the resynchronization method.

Default: silent-failover

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring the L2TP Peer Resynchronization Method on page 279

• L2TP Failover and Peer Resynchronization on page 278
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failover-within-preference (L2TP LAC)

Syntax failover-within-preference;

Hierarchy Level [edit services l2tp]

Release Information Statement introduced in Junos OS Release 10.4.

Description Enable L2TP LAC tunnel selection within a preference level. When the router is unable

to connect to a destination at a given preference level, it attempts to connect to another

destination at the same level. By default, when a connection attempt fails at one

preference level, the next attempt is made at the next lower level.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring LAC Tunnel Selection Failover Within a Preference Level on page 208

• Configuring the L2TP LAC Tunnel Selection Parameters on page 207
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failure-action

Syntax failure-action (clear-binding | clear-binding-if-interface-up | log-only);

Hierarchy Level [edit system services dhcp-local-server liveness-detection],
[edit system services dhcp-local-server dhcpv6 liveness-detection],
[edit forwarding-options dhcp-relay liveness-detection],
[edit forwarding-options dhcp-relay dhcpv6 liveness-detection],
[edit system services dhcp-local-server group group-name liveness-detection],
[edit system services dhcp-local-server dhcpv6 group group-name liveness-detection],
[edit forwarding-options dhcp-relay group group-name liveness-detection],
[edit forwarding-options dhcp-relay dhcpv6 group group-name liveness-detection]

Release Information Statement introduced in Junos OS Release 12.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Configure theaction the router (or switch) takeswhena livenessdetection failure occurs.

Options Default: clear-binding

clear-binding—TheDHCPclient session is clearedwhena livenessdetection failureoccurs,

except whenmaintain-subscribers interface-delete setting is configured and active.

clear-binding-if-interface-up—The DHCP client session is cleared only when a liveness

detection failure occurs and the local interface is detected as being up. Use this

setting to distinguish failures frombetweena liveness detection failure due to a local

network error, and a host disconnecting from the network. If the client binding is in

themaintain-binding Finite State Machine (FSM) state when the liveness detection

failure detection occurs, then the binding is not deleted. Not supported for Layer 2

ARP/ND liveness detection on MX Series routers.

log-only—Amessage is logged to indicate the event; no action is taken and DHCP is left

to manage the failure andmaintain the client binding. Not supported for Layer 2

ARP/ND liveness detection on MX Series routers.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• DHCP Liveness Detection Overview on page 85

• Configuring Detection of DHCP Local Server Client Connectivity with BFD on page 92

• Configuring Detection of DHCP Relay or DHCP Relay Proxy Client Connectivity with

BFD on page 87

• Example:ConfiguringGroupLivenessDetectionwithBFD forDHCPLocalServerClients

on page 94

• Example:ConfiguringGlobal LivenessDetectionwithBFD forDHCPRelayAgentClients

on page 89
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flexible-vlan-tagging

Syntax flexible-vlan-tagging;

Hierarchy Level [edit interfaces aex],
[edit interfaces ge-fpc/pic/port],
[edit interfaces et-fpc/pic/port],
[edit interfaces ps0],
[edit interfaces xe-fpc/pic/port]

Release Information Statement introduced in Junos OS Release 8.1.

Support for aggregated Ethernet added in Junos OS Release 9.0.

Statement introduced in Junos OS Release 12.1x48 for PTX Series Packet Transport

Routers.

Statement introduced in Junos OS Release 13.2X50-D15 for EX Series switches.

Statement introduced in Junos OS Release 13.2X51-D20 for the QFX Series.

Description Support simultaneous transmission of 802.1Q VLAN single-tag and dual-tag frames on

logical interfaces on the same Ethernet port, and on pseudowire logical interfaces.

This statement is supported on M Series and T Series routers, for Fast Ethernet and

Gigabit Ethernet interfaces only on Gigabit Ethernet IQ2 and IQ2-E, IQ, and IQE PICs, and

for aggregated Ethernet interfaces with member links in IQ2, IQ2-E, and IQ PICs or in MX

Series DPCs, or on Ethernet interfaces for PTX Series Packet Transport Routers or

100-Gigabit Ethernet Type 5 PIC with CFP.

This statement is supportedonGigabitEthernet, 10-GigabitEthernet, 40-GigabitEthernet,

and aggregated Ethernet interfaces on EX Series and QFX Series switches.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Mixed Tagging

• Configuring Flexible VLAN Tagging on PTX Series Packet Transport Routers

• Configuring Double-Tagged VLANs on Layer 3 Logical Interfaces
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forward-snooped-clients (DHCP Local Server)

Syntax forward-snooped-clients (all-interfaces | configured-interfaces |non-configured-interfaces);

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server],

[edit logical-systems logical-system-name system services dhcp-local-server],
[edit routing-instances routing-instance-name system services dhcp-local-server],
[edit system services dhcp-local-server]

Release Information Statement introduced in Junos OS Release 10.4.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Configure how the DHCP local server filters and handles DHCP snooped packets on the

specified interfaces.

Options all-interfaces—Perform the action on all interfaces.

configured-interfaces—Perform the action only on interfaces that are configured as part

of an interface group.

non-configured-interfaces—Perform the action only on interfaces that are not configured

as part of a group.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• DHCP Snooping Support on page 41

• Configuring DHCP Snooped Packets Forwarding Support for DHCP Local Server on

page 43
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forward-snooped-clients (DHCP Relay Agent)

Syntax forward-snooped-clients (all-interfaces | configured-interfaces |non-configured-interfaces);

Hierarchy Level [edit forwarding-options dhcp-relay],
[edit forwarding-options dhcp-relay dhcpv6],
[edit logical-systems logical-system-name forwarding-options dhcp-relay],
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay]

Release Information Statement introduced in Junos OS Release 10.4.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Support at the [edit forwarding-options dhcp-relay dhcpv6] hierarchy level introduced in

Junos OS Release 15.1X53-D56 for EX Series switches and Junos OS Release 17.1R1.

Description Configure how DHCP relay agent filters and handles DHCP snooped packets on the

specified interfaces.The routeror switchdetermines theDHCPsnoopingaction toperform

based on a combination of the forward-snooped-clients configuration and the

configuration of either the allow-snooped-clients statement or the

no-allow-snooped-clients statement.

The router (or switch) also uses this statement to determine how to handle snooped

BOOTREPLY packets received on non-configured interfaces.

Options all-interfaces—Perform the action on all interfaces.

Default: On EX Series switches, the action is performed on all interfaces by default.

configured-interfaces—Perform the action only on interfaces that are configured as part

of an interface group.

non-configured-interfaces—Perform the action only on interfaces that are not part of a

group.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• DHCP Snooping Support on page 41

• Configuring DHCP Snooped Packets Forwarding Support for DHCP Relay Agent on

page 48
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fpc (MX Series 3D Universal Edge Routers)

Syntax fpc slot-number {
inline-services {
flow-table-size {
ipv4-flow-table-size units;
ipv4-flow-table-size units;
ipv6-extended-attrib;

}
}

ir-mode (R | IR);
pic number {
inline-services {
bandwidth (1g | 10g);

}
port-mirror-instance port-mirroring-instance-name-pic-level;
tunnel-services {
bandwidth (1g | 10g)

}
}
port-mirror-instance port-mirroring-instance-name-fpc-level;

}

Hierarchy Level [edit chassis]

Release Information Statement introduced in Junos OS Release 8.2.

port-mirror-instance option added in Junos OS Release 9.3.

ipv6-extended-attrib option added in Junos OS Release 14.2 for MX Series routers.

Description Configure properties for the DPC or MPC and corresponding Packet Forwarding Engines

to create tunnel interfaces.

(MXSeriesVirtualChassis only)Whenyouconfigure chassisproperties forMPCs installed

in a Virtual Chassis member router, statements included at the [edit chassis member

member-id fpc slot slot-number] hierarchy level apply to the MPC in the specified slot

number only on the specifiedmember router in the Virtual Chassis. Statements included

at the [edit chassis fpcslot slot-number]hierarchy level apply to theMPCs in the specified

slot number on eachmember router in the Virtual Chassis.

BEST PRACTICE: To ensure that the statement you use to configure MPC
chassis properties in an MX Series Virtual Chassis applies to the intended
member routerandMPC,we recommendthatyoualways include themember

member-ID option before the fpc statement, wheremember-id is 0 or 1 for a

two-member MX Series Virtual Chassis.

Options fpc slot-number—Specify the slot number of the DPC.

Range: 0 through 11
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pic number—Specify the number of the Packet Forwarding Engine. Each DPC includes

four Packet Forwarding Engines.

Range: 0 through 4

port-mirror-instance port-mirroring-instance-name-fpc-level—Associate a port-mirroring

instance with the DPC and its corresponding PICs. The port-mirroring instance is

configured under the [edit forwarding-options port-mirroring] hierarchy level.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Port-Mirroring Instances on MX Series 3D Universal Edge Routers

• Enabling Inline Service Interfaces on page 245

• Virtual Chassis Components Overview

gateway-name (LNS Local Gateway)

Syntax gateway-name gateway-name;

Hierarchy Level [edit services l2tp tunnel-group group-name local-gateway]

Release Information Statement introduced in Junos OS Release 12.2.

Description Specify the gateway name for the LNS, which the LNS returns to the LAC in response to

theLAC’sSCCRQmessage.Thisnamemustmatch the remotegatewaynameconfigured

on the LAC, or the tunnel cannot be established.

Options gateway-name—Name of the LNS.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring an L2TP Tunnel Group for LNS Sessions with Inline Services Interfaces on

page 267
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gateway-name (Tunnel Profile Remote Gateway)

Syntax gateway-name server-name;

Hierarchy Level [edit access tunnel-profile profile-name tunnel tunnel-id remote-gateway]

Release Information Statement introduced in Junos OS Release 10.4.

Description Specify the hostname expected by the remote gateway—the LNS—from the source

gateway—the LAC—when you set up a tunnel.

Options server-name—Name of the LNS.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Tunnel Profile for Subscriber Access on page 205

gateway-name (Tunnel Profile Source Gateway)

Syntax gateway-name client-name;

Hierarchy Level [edit access tunnel-profile profile-name tunnel tunnel-id source-gateway]

Release Information Statement introduced in Junos OS Release 10.4.

Description Specify the hostname provided by the source gateway—the LAC—to the remote

gateway—the LNS—when you set up a tunnel.

Options client-name—Name of the LAC.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Tunnel Profile for Subscriber Access on page 205
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gres-route-flush-delay (Subscriber Management)

Syntax gres-route-flush-delay;

Hierarchy Level [edit system services subscriber-management]

Release Information Statement introduced in Junos OS Release 11.2.

Description For a subscriber network configuredwith either nonstop active routing (NSR) or graceful

restart, configure the router to wait 180 seconds (3minutes) before removing (flushing)

static or dynamic access routes and access-internal routes from the forwarding table

after a graceful Routing Engine switchover (GRES) has taken place.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• DelayingRemoval ofAccessRoutesandAccess-InternalRoutesAfterGracefulRouting

Engine Switchover on page 108

• OverviewofAccessRoutesandAccess-InternalRoutesRemovalAfterGracefulRouting

Engine Switchover on page 107
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group (DHCP Local Server)

Syntax group group-name {
access-profile profile-name;
authentication {
password password-string;
username-include {
circuit-type;
client-id;
delimiter delimiter-character;
domain-name domain-name-string;
interface-description (device-interface | logical-interface);
logical-system-name;
mac-address;
option-60;
option-82 <circuit-id> <remote-id>;
relay-agent-interface-id
relay-agent-remote-id;
relay-agent-subscriber-id;
routing-instance-name;
user-prefix user-prefix-string;

}
}
dynamic-profile profile-name <aggregate-clients (merge | replace) | use-primary
primary-profile-name>;

interface interface-name {
access-profile profile-name;
exclude;
overrides {
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-discover-match <option60-and-option82>;
client-negotiation-match incoming-interface;
interface-client-limit number;
process-inform {
pool pool-name;

}
rapid-commit;

}
service-profile dynamic-profile-name;
trace;
upto upto-interface-name;

}
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (0 | 1 | automatic);
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
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thresholdmilliseconds;
}
detection-time {
thresholdmilliseconds;

}
session-mode(automatic | multihop | singlehop);
holddown-intervalmilliseconds;

}
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;

}
}

}
overrides {
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-discover-match <option60-and-option82>;
client-negotiation-match incoming-interface;
delegated-pool;
delete-binding-on-renegotiation;
interface-client-limit number;
process-inform {
pool pool-name;

}
protocol-attributes attribute-set-name;
rapid-commit;

}
reconfigure {
attempts attempt-count;
clear-on-abort;
strict;
timeout timeout-value;
token token-value;
trigger {
radius-disconnect;

}
}
route-suppression;
service-profile dynamic-profile-name;

}

Hierarchy Level [edit system services dhcp-local-server],
[edit system services dhcp-local-server dhcpv6],
[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server ...],

[edit logical-systems logical-system-name system services dhcp-local-server ...],
[edit routing-instances routing-instance-name system services dhcp-local-server ...]

Release Information Statement introduced in Junos OS Release 9.0.

Statement introduced in Junos OS Release 12.1 for EX Series switches.

Description Configureagroupof interfaces thathaveacommonconfiguration, suchasauthentication

parameters. A groupmust contain at least one interface.
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Options group-name—Name of the group.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Extended DHCP Local Server Overview

• Grouping Interfaces with Common DHCP Configurations

• Using External AAA Authentication Services with DHCP

• Attaching Dynamic Profiles to DHCP Subscriber Interfaces or DHCP Client Interfaces

• DHCP Liveness Detection Using ARP and Neighbor Discovery Packets on page 98
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group (DHCP Relay Agent)

Syntax group group-name {
access-profile profile-name;
active-server-group server-group-name;
authentication {
password password-string;
username-include {
circuit-type;
client-id;
delimiter delimiter-character;
domain-name domain-name-string;
interface-description (device-interface | logical-interface);
logical-system-name;
mac-address;
option-60;
option-82 [circuit-id] [remote-id];
relay-agent-interface-id;
relay-agent-remote-id;
relay-agent-subscriber-id;
routing-instance-name;
user-prefix user-prefix-string;

}
}
dynamic-profile profile-name {
aggregate-clients (merge | replace);
use-primary primary-profile-name;

}
forward-only {
logical-system <current | default | logical-system-name>;
routing-instance <current | default | routing-instance-name>;

}
interface interface-name {
access-profile profile-name;
exclude;
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (0 | 1 | automatic);
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
detection-time {
thresholdmilliseconds;

}
session-mode (automatic | multihop | singlehop);
holddown-intervalmilliseconds;

}
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}
}
overrides {
allow-no-end-option;
allow-snooped-clients;
always-write-giaddr;
always-write-option-82;
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-discover-match <option60-and-option82 | incoming-interface>;
client-negotiation-match incoming-interface;
delay-authentication;
delete-binding-on-renegotiation;
disable-relay;
dual-stack dual-stack-group-name;
interface-client-limit number;
layer2-unicast-replies;
no-allow-snooped-clients;
no-bind-on-request;
proxy-mode;
relay-source
replace-ip-source-with;
send-release-on-delete;
trust-option-82;

}
service-profile dynamic-profile-name;
trace;
upto upto-interface-name;

}
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (0 | 1 | automatic);
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
detection-time {
thresholdmilliseconds;

}
session-mode (automatic | multihop | singlehop);
holddown-intervalmilliseconds;

}
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;

}
}

}
overrides {
allow-snooped-clients;
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always-write-giaddr;
always-write-option-82;
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-discover-match <option60-and-option82>;
client-negotiation-match incoming-interface;
disable-relay;
dual-stack dual-stack-group-name;
interface-client-limit number;
layer2-unicast-replies;
no-allow-snooped-clients;
no-bind-on-request;
proxy-mode;
relay-source
replace-ip-source-with;
send-release-on-delete;
trust-option-82;

}
relay-agent-interface-id {
prefix prefix;
use-interface-description (logical | device);
use-option-82;

}
relay-agent-remote-id {
prefix prefix;
use-interface-description (logical | device);
use-option-82 <strict>;

}
relay-option {
option-number option-number;
default-action {
drop;
forward-only;
local-server-group local-server-group;
relay-server-group relay-server-group;

}
equals (ascii ascii-string | hexadecimal hexadecimal-string) {
drop;
forward-only;
local-server-group local-server-group;
relay-server-group relay-server-group;

}
starts-with (ascii ascii-string | hexadecimal hexadecimal-string) {
drop;
forward-only;
local-server-group local-server-group;
relay-server-group relay-server-group;

}
}
relay-option-82 {
circuit-id {
prefix prefix;
use-interface-description (logical | device);
use-option-82;

}
remote-id {
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prefix prefix;
use-interface-description (logical | device);

}
server-id-override

}
route-suppression;
service-profile dynamic-profile-name;

}

Hierarchy Level [edit forwarding-options dhcp-relay],
[edit forwarding-options dhcp-relay dhcpv6],
[edit logical-systems logical-system-name forwarding-options dhcp-relay ...],
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay ...],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay ...]

Release Information Statement introduced in Junos OS Release 8.3.

Support at the [edit ... dhcpv6] hierarchy levels introduced in Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.1 for EX Series switches.

Description Specify the name of a group of interfaces that have a common DHCP or DHCPv6 relay

agent configuration. A groupmust contain at least one interface. Use the statement at

the [edit ... dhcpv6] hierarchy levels to configure DHCPv6 support.

Options group-name—Nameof a group of interfaces that have a commonDHCPor DHCPv6 relay

agent configuration.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Extended DHCP Relay Agent Overview

• Understanding the Extended DHCP Relay Agent for EX Series Switches

• Configuring an Extended DHCP Relay Server on EX Series Switches (CLI Procedure)

• Configuring Group-Specific DHCP Relay Options

• Grouping Interfaces with Common DHCP Configurations

• Using External AAA Authentication Services with DHCP

• Attaching Dynamic Profiles to DHCP Subscriber Interfaces or DHCP Client Interfaces

• DHCP Liveness Detection Using ARP and Neighbor Discovery Packets on page 98
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group-profile (Group Profile)

Syntax group-profile profile-name {
l2tp {
interface-id interface-id;
lcp-renegotiation;
local-chap;
maximum-sessions-per-tunnel number;

}
ppp {
cell-overhead;
encapsulation-overhead bytes;
framed-pool pool-id;
idle-timeout seconds;
interface-id interface-id;
keepalive seconds;
ppp-options {
aaa-options aaa-options-name;
chap;
initiate-ncp (ip | ipv6 | dual-stack-passive)
ipcp-suggest-dns-option;
mru;
mtu;
pap;
peer-ip-address-optional;

}
primary-dns primary-dns;
primary-wins primary-wins;
secondary-dns secondary-dns;
secondary-wins secondary-wins;

}
}

Hierarchy Level [edit access]

Release Information Statement introduced before Junos OS Release 7.4.

Description Configure the group profile.

NOTE: Subordinate statement support depends on the platform. See
individual statement topics for more detailed support information.

Options profile-name—Name assigned to the group profile.

The remaining statements are explained separately.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.
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Related
Documentation

• Configuring the Group Profile for Defining L2TP Attributes

• ApplyingPPPAttributes toL2TPLNSSubscriberswithaUserGroupProfileonpage238
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hierarchical-scheduler (Subscriber Interfaces onMX Series Routers)

Syntax hierarchical-scheduler {
implicit-hierarchy;
maximum-hierarchy-levels number;

}

Hierarchy Level [edit interfaces interface-name]

Release Information Statement introduced in Junos OS Release 10.1.

implicit-hierarchy option added in Junos OS Release 13.1.

Support on GRE tunnel interfaces configured on physical interfaces on MICs or MPCs in

MX Series routers added in Junos OS Release 13.3.

Support for up to four hierarchy levels added in Junos OS Release 16.1.

Description Configure hierarchical scheduling options on the interface.

The statement is supported on the following interfaces:

• MIC and MPC interfaces in MX Series routers

• GRE tunnel interfaces configured on physical interfaces hosted on MIC or MPC line

cards in MX Series routers

To enable hierarchical scheduling on MX Series routers, configure the

hierarchical-scheduler statement at eachmember physical interface level of a particular

aggregated Ethernet interface as well as at that aggregated Ethernet interface level. On

other routing platforms, it is enough if you include this statement at the aggregated

Ethernet interface level.

Options implicit-hierarchy—Configure four-level hierarchical scheduling. When you include the

implicit-hierarchy option, a hierarchical relationship is formed between the CoS

scheduler nodes at level 1, level 2, level 3, and level 4. The implicit-hierarchy option

is supported only onMPC/MIC subscriber interfaces and interface sets onMXSeries

routers.

maximum-hierarchy-levels number—Specify the maximum number of hierarchical

scheduling levels allowed for node scaling, from 2 through 4 levels. The default

numberof levels is 3. Themaximum-hierarchy-levelsoption is supportedonMPC/MIC

or EQ DPC subscriber interfaces and interface sets on MX Series routers.

• If you setmaximum-hierarchy-levels to 2, interface sets are not allowed. In this case,

if you configure a level 2 interface set, you generate Packet Forwarding Engine errors.

• If youdonot include themaximum-hierarchy-levelsoption, keeping thedefault number

of hierarchy levels at 3, interface sets can be at either level 2 or level 3, depending on

whether the member logical interfaces within the interface set have a traffic control

profile. If any member logical interface has a traffic control profile, then the interface

set is a level 2 CoS scheduler node. If no member logical interface has a traffic control

profile, the interface set is at level 3.
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Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Understanding Hierarchical CoS for Subscriber Interfaces

• Configuring Hierarchical CoS for a Subscriber Interface of Aggregated Ethernet Links

• Configuring Hierarchical Schedulers for CoS

• Configuring Hierarchical CoS on a Static PPPoE Subscriber Interface

• Hierarchical CoS on MPLS Pseudowire Subscriber Interfaces Overview on page 307

holddown-interval

Syntax holddown-intervalmilliseconds;

Hierarchy Level [edit system services dhcp-local-server liveness-detectionmethod bfd],
[edit system services dhcp-local-server dhcpv6 liveness-detectionmethod bfd],
[edit forwarding-optionsdhcp-relay liveness-detectionmethodbfd], [edit forwarding-options
dhcp-relay dhcpv6 liveness-detectionmethod bfd],

[edit system services dhcp-local-server group group-name liveness-detectionmethod bfd],
[edit systemservicesdhcp-local-serverdhcpv6groupgroup-name liveness-detectionmethod
bfd],

[edit forwarding-options dhcp-relay group group-name liveness-detectionmethod bfd],
[edit forwarding-options dhcp-relay dhcpv6 group group-name liveness-detectionmethod
bfd]

Release Information Statement introduced in Junos OS Release 12.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Configure the time (inmilliseconds) for which Bidirectional Forwarding Detection (BFD)

holds a session up notification.

Options milliseconds—Interval specifying how long a BFD session must remain up before a state

change notification is sent.

Range: 0 through 255,000

Default: 0

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example:ConfiguringGroupLivenessDetectionwithBFD forDHCPLocalServerClients

on page 94

• Example:ConfiguringGlobal LivenessDetectionwithBFD forDHCPRelayAgentClients

on page 89
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hello-interval

Syntax hello-interval seconds;

Hierarchy Level [edit services l2tp tunnel-group name]

Release Information Statement introduced before Junos OS Release 7.4.

Description Specify the keepalive timer for L2TP tunnels.

Options seconds—Interval, in seconds, afterwhich theserver sendsahellomessage if nomessages

are received. A value of 0means that no hello messages are sent.

Default: 60 seconds

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Timers for L2TP Tunnels

• Configuring an L2TP Tunnel Group for LNS Sessions with Inline Services Interfaces on

page 267

identification (Tunnel Profile)

Syntax identification name;

Hierarchy Level [edit access tunnel-profile profile-name tunnel tunnel-id]

Release Information Statement introduced in Junos OS Release 10.4.

Description Specify the assignment ID of an L2TP tunnel. L2TP sessions with the same tunnel

assignment identification and destination are grouped into the same tunnel.

Options name—Tunnel assignment ID; string of up to 32 alphanumeric characters.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Tunnel Profile for Subscriber Access on page 205
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idle-timeout (Access)

Syntax idle-timeout seconds;

Hierarchy Level [edit access group-profile profile-name ppp],
[edit access profile profile-name client client-name ppp]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for OCX Series switches.

Description Configure the idle timeout for a user. The router might consider a PPP session to be idle

because of the following reasons:

• There is no ingress traffic on the PPP session.

• There is no egress traffic.

• There is neither ingress or egress traffic on the PPP session.

• There is no ingress or egress PPP control traffic. This is applicable only if keepalives

are enabled.

Options seconds—Number of seconds a user can remain idle before the session is terminated.

Range: 0 through 4,294,967,295 seconds

Default: 0

NOTE: The [edit access] hierarchy is not available on QFabric systems.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Group Profile for Defining L2TP Attributes

• Configuring PPP Properties for a Client-Specific Profile

• ApplyingPPPAttributes toL2TPLNSSubscriberswithaUserGroupProfileonpage238
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idle-timeout (L2TP)

Syntax idle-timeout seconds;

Hierarchy Level [edit services l2tp tunnel]

Release Information Statement introduced in Junos OS Release 12.1.

Description Specify how long a tunnel is active after its last session is terminated. The timer starts

when the session is terminated and the tunnel is disconnected when the timer expires.

BEST PRACTICE: Before you downgrade to a Junos OS Release that does
not support this statement, unconfigure the statement by issuing no services

l2tp tunnel idle-timeout.

Options seconds—Length of the idle timeout. A value of 0 creates a persistent tunnel; that is, the

tunnel remains active indefinitely until the remote peer disconnects it or you issue

the clear services l2tp tunnel command.

Range: 0 through 86,400

Default: 60

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Setting the L2TP Tunnel Idle Timeout on page 161

• Configuring an L2TP LAC on page 171

• Configuring an L2TP LNSwith Inline Service Interfaces on page 233
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initiate-ncp (Dynamic and Static PPP)

Syntax initiate-ncp (ip | ipv6 | dual-stack-passive);

Hierarchy Level [edit access group-profile profile-name ppp ppp-options],
[editdynamic-profilesprofile-name interfacespp0unit “$junos-interface-unit”ppp-options],
[edit dynamic-profiles profile-name interfaces “$junos-interface-ifd-name” unit
“$junos-interface-unit” ppp-options],

[edit interfaces pp0 unit logical-unit-number ppp-options],
[edit interfaces si-fpc/pic/port unit logical-unit-number ppp-options]

Release Information Statement introduced in Junos OS Release 14.1.

Description Configure PPP Network Control Protocol (NCP) negotiation mode (active or passive)

for dynamic and static IPv4 and IPv6 PPP subscriber interfaces. You can also configure

PPP NCP negotiationmode for the PPP server in an IPv4/IPv6 dual-stack configuration.

Options dual-stack-passive—Enable passive PPP NCP negotiation for the PPP server in an
IPv4/IPv6 dual-stack configuration. The initiate-ncp dual-stack-passive statement

overrides the initiate-ncp ip and initiate-ncp ipv6 statements if they are configured

in an IPv4/IPv6 dual-stack configuration.

ip—Enable active PPPNCPnegotiation for dynamic and static PPP subscriber interfaces
configured with the IPv4 (inet) protocol address family, and for which IPv4 address

attributes are assigned during authorization. By default, dynamic and static IPv4

subscriber interfaces use passive PPP NCP negotiation. In an IPv4/IPv6 dual-stack

configuration, use the initiate-ncp ip statement toenableactivePPPNCPnegotiation

for the IPv4 subscriber interface.

ipv6—EnableactivePPPNCPnegotiation fordynamicandstaticPPPsubscriber interfaces
configuredwith the IPv6 (inet6) protocol address family, and forwhich IPv6 address

attributes are assigned during authorization. By default, dynamic and static IPv6

subscriber interfaces use passive PPP NCP negotiation. In an IPv4/IPv6 dual-stack

configuration, use the initiate-ncp ipv6 statement to enable active PPP NCP

negotiation for the IPv6 subscriber interface.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring the PPP Network Control Protocol Negotiation Mode on page 132

• PPP Network Control Protocol Negotiation Mode Overview on page 127
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inline-services (FPC Level)

Syntax inline-services {
flow-table-size {
ipv4-flow-table-size units;
ipv6-extended-attrib;
ipv6-flow-table-size units;
mpls-flow-table-size units;
vpls-flow-table-size units;

}
}

Hierarchy Level [edit chassis fpc slot-number ]

Release Information Statement introduced in Junos OS Release 12.1.

Description Enable inline services onMPCs, configured at the FPC level. To enable inline services that

are specified at thePIC level, see the configuration statement inline-services (PIC level).

NOTE: OnMX80 routers andMX Series routers with Trio-based FPCs, when
ingress queuing is enabled for a PIC, tunnel services and inline services are
not supported on the same PIC.

Options The remaining statements are defined separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Enabling Inline Service Interfaces on page 245

• Configuring an L2TP LNSwith Inline Service Interfaces on page 233

• Configuring Inline Active FlowMonitoring
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inline-services (PIC level)

Syntax inline-services {
bandwidth (1g | 10g | 20g | 30g | 40g);

}

Hierarchy Level [edit chassis fpc slot-number pic number ]

Release Information Statement introduced in Junos OS Release 11.4.

20g, 30g, and 40g options added in Junos OS Release 14.1R3.

Description Enable inline servicesonPICs residingonMPCs.Toenable inline services thatare specified

at the fpc level, see configuration statement inline-services (FPC Level)

The remaining statement is explained separately. See CLI Explorer.

Options The option is described separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Enabling Inline Service Interfaces on page 245

• Configuring an L2TP LNSwith Inline Service Interfaces on page 233
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input-hierarchical-policer

Syntax input-hierarchical-policer policer-name;

Hierarchy Level [edit interfaces interface-name layer2-policer],
[edit interfaces interface-name unit logical-unit-number layer2-policer],

Release Information Statement introduced in Junos OS Release 9.5.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Apply a hierarchical policer to the Layer 2 input traffic for all protocol families at the

physical or logical interface.

Options policer-name—Name of the hierarchical policer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Hierarchical Policers

• layer2-policer (Hierarchical Policer)

interface (Dynamic Routing Instances)

Syntax interface interface-name;

Hierarchy Level [edit dynamic-profiles profile-namerouting-instances routing-instance-name]

Release Information Statement introduced in Junos OS Release 9.6.

Description Assign the specified interface to the dynamically created routing instance.

Options interface-name—The interface name variable ($junos-interface-name). The interface

name variable is dynamically replaced with the interface the accessing client uses

when connecting to the router.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation
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interface (L2TP Service Interfaces)

Syntax interface service-interface-name;

Hierarchy Level [edit services service-device-pools pool pool-name]

Release Information Statement introduced in Junos OS Release 11.4.

Description Specify a service interface assigned to a service interface pool. You specify more than

one interface for each pool; the interfaces are used by an L2TP tunnel group to balance

traffic loads.

Options service-interface-name—Name of the service interface.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Pool of Inline Services Interfaces for Dynamic LNSSessions on page 269

• Configuring an L2TP Tunnel Group for LNS Sessions with Inline Services Interfaces on

page 267
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interface-id

Syntax interface-id interface-id;

Hierarchy Level [edit access group-profile profile-name l2tp],
[edit access group-profile profile-name ppp],
[edit access profile profile-name client client-name ike],
[edit access profile profile-name client client-name l2tp],
[edit access profile profile-name client client-name ppp]

Release Information Statement introduced before Junos OS Release 7.4.

Description Configure the interface identifier.

Options interface-id—Identifier for the interface representing a Layer 2 Tunneling Protocol (L2TP)

session configured at the [edit interfaces interface-name unit local-unit-number

dial-options]hierarchy level. Formore informationabout the interface ID, seeServices

Interface Naming Overview.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Group Profile for Defining L2TP Attributes

• Configuring the Group Profile for Defining L2TP Attributes

• Configuring L2TP Properties for a Client-Specific Profile

• Configuring PPP Properties for a Client-Specific Profile

• Configuring an IKE Access Profile

• Configuring an L2TP Access Profile on the LNS on page 240
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interfaces (Static and Dynamic Subscribers)

Syntax interfaces {
interface-name {
unit logical-unit-number {
actual-transit-statistics;
auto-configure {
agent-circuit-identifier {
dynamic-profile profile-name;

}
line-identity {
include {
accept-no-ids;
circuit-id;
remote-id;

}
dynamic-profile profile-name;

}
}
family family {
access-concentrator name;
address address;
direct-connect;
duplicate-protection;
dynamic-profile profile-name;
filter {
adf {
counter;
input-precedence precedence;
not-mandatory;
output-precedence precedence;
rule rule-value;

}
input filter-name {
precedence precedence;
shared-name filter-shared-name;

}
output filter-name {
precedence precedence;
shared-name filter-shared-name;

}
}
max-sessions number;
max-sessions-vsa-ignore;
rpf-check {
mode loose;

}
service {
input {
service-set service-set-name {
service-filter filter-name;

}
post-service-filter filter-name;

}
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output {
service-set service-set-name {
service-filter filter-name;

}
}

}
service-name-table table-name
short-cycle-protection <lockout-time-minminimum-seconds lockout-time-max
maximum-seconds>;

unnumbered-address interface-name <preferred-source-address address>;
}
filter {
input filter-name (
precedence precedence;
shared-name filter-shared-name;

}
output filter-name {
precedence precedence;
shared-name filter-shared-name;

}
}
host-prefix-only;
ppp-options {
chap;
pap;

}
proxy-arp;
service {
pcef pcef-profile-name {
activate rule-name | activate-all;

}
}
vlan-id;
vlan-tags outer [tpid].vlan-id [inner [tpid].vlan-id];

}
vlan-tagging;

}
interface-set interface-set-name {
interface interface-name {
unit logical unit number {
advisory-options {
downstream-rate rate;
upstream-rate rate;

}
}

}
pppoe-underlying-options {
max-sessions number;

}
}
demux0 {
unit logical-unit-number {
demux-options {
underlying-interface interface-name

}
family family {
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access-concentrator name;
address address;
direct-connect;
duplicate-protection;
dynamic-profile profile-name;
demux-source {
source-prefix;

}
filter {
input filter-name (
precedence precedence;
shared-name filter-shared-name;

}
output filter-name {
precedence precedence;
shared-name filter-shared-name;

}
}
mac-validate (loose | strict):
max-sessions number;
max-sessions-vsa-ignore;
rpf-check {
fail-filter filter-name;
mode loose;

}
service-name-table table-name
short-cycle-protection <lockout-time-minminimum-seconds lockout-time-max
maximum-seconds>;

unnumbered-address interface-name <preferred-source-address address>;
}
filter {
input filter-name;
output filter-name;

}
vlan-id number;
vlan-tags outer [tpid].vlan-id [inner [tpid].vlan-id];

}
}
pp0 {
unit logical-unit-number {
keepalives interval seconds;
no-keepalives;
pppoe-options {
underlying-interface interface-name;
server;

}
ppp-options {
aaa-options aaa-options-name;
authentication [ authentication-protocols ];
chap {
challenge-lengthminimumminimum-lengthmaximummaximum-length;

}
initiate-ncp (ip | ipv6 | dual-stack-passive)
ipcp-suggest-dns-option;
mru size;
mtu (size | use-lower-layer);
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on-demand-ip-address;
pap;
peer-ip-address-optional;

}
family inet {
unnumbered-address interface-name;
address address;
service {
input {
service-set service-set-name {
service-filter filter-name;

}
post-service-filter filter-name;

}
output {
service-set service-set-name {
service-filter filter-name;

}
}

}
filter {
input filter-name {
precedence precedence;
shared-name filter-shared-name;

}
output filter-name {
precedence precedence;
shared-name filter-shared-name;

}
}

}
}

}
}

Hierarchy Level [edit dynamic-profiles profile-name]

Release Information Statement introduced in Junos OS Release 9.2.

Description Define interfaces for dynamic profiles.

Options interface-name—The interfacevariable ($junos-interface-ifd-name). The interfacevariable

isdynamically replacedwith the interface theDHCPclientaccesseswhenconnecting

to the router.

NOTE: Thoughwedonot recommend it, youcanalsoenter thespecificname
of the interface you want to assign to the dynamic profile.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.
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Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• ConfiguringDynamicSubscriber InterfacesUsing IPDemux Interfaces inDynamicProfiles

• Configuring Dynamic PPPoE Subscriber Interfaces

• Configuring Dynamic VLANs Based on Agent Circuit Identifier Information

• DHCP Subscriber Interface Overview

• Configuring Subscribers over Static Interfaces

• Demultiplexing Interface Overview

ip-address-change-notify

Syntax ip-address-change-notify {
message message;

}

Hierarchy Level [edit access profile profile-name radius options]

Release Information Statement introduced in Junos OS Release 13.1.

Description For on-demand address allocation for dual-stack PPP subscribers, specify that the BNG

includes the Unisphere-Ipv4-release-control VSA in the Access-Request that is sent

during on-demand IP address allocation and in the Interim-Accounting messages that

are sent to report an address change.

Theconfigurationof this statementhasnoeffectwhenon-demand IPaddressallocation

or deallocation is not configured.

Optionally, configure amessage that is included in the VSAwhen it is sent to the RADIUS

server.

Default This functionality is disabled by default.

Options message—VSAmessage.

Range: Up to 32 characters.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Conserving IPv4 Addresses for Dual-Stack PPP Subscribers Using On-Demand IPv4

Address Allocation

• Enabling Immediate InterimAccountingMessages forOn-Demand IPv4AddressChanges
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ip-reassembly

Syntax ip-reassembly {
profile profile-name
rule rule-name{
match-direction direction

};
}

Hierarchy Level [edit services]

Release Information Statement introduced in Junos OS Release 13.1.

Description Configure the IP reassembly parameters to be applied to the L2TP server.

NOTE: Inline IP reassembly configuration does not require you to configure
the profile statement. The profile configuration is used when IP reassembly

is configured on services PICs.

Options profile profile-name—Name of the IP reassembly profile.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring IP Inline Reassembly for L2TP on page 274

• IP Packet Fragment Reassembly for L2TP Overview on page 273
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ip-reassembly (L2TP)

Syntax ip-reassembly {
service-set service-set-name;

}

Hierarchy Level [edit services l2tp]

Release Information Statement introduced in Junos OS Release 13.1.

Description Associate the reassembly service-set with the L2TP service.

NOTE: The service set must be defined at the [edit services] hierarchy level.

Options service-set service-set-name—Identifies the service set to be associated with the L2TP
service.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• IP Packet Fragment Reassembly for L2TP Overview on page 273

• Configuring IP Inline Reassembly for L2TP on page 274
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ip-reassembly-rules (Service Set)

Syntax ip-reassembly-rules rule-name;

Hierarchy Level [edit services service-setservice-set-name]

Release Information Statement introduced in Junos OS Release 13.1.

Description Specify one or more previously configured IP reassembly rules to associate with the

service set.

NOTE: The IP reassembly rule must be defined at the [edit services

ip-reassembly rule] hierarchy level.

Options rule-name—Name of an IP reassembly rule.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring IP Inline Reassembly for L2TP on page 274

• IP Packet Fragment Reassembly for L2TP Overview on page 273
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ipcp-suggest-dns-option

Syntax ipcp-suggest-dns-option;

Hierarchy Level [edit access group-profile group-profile-name ppp ppp-options],
[editdynamic-profilesprofile-name interfacespp0unit “$junos-interface-unit”ppp-options],
[edit dynamic-profiles profile-name interfaces “$junos-interface-ifd-name” unit
“$junos-interface-unit” ppp-options],

[edit interfaces pp0 unit logical-unit-number ppp-options],
[edit interfaces si-fpc/pic/port unit logical-unit-number ppp-options]

Release Information Statement introduced in Junos OS Release 16.1.

Description Configure the router to prompt Customer Premises Equipment (CPE) to negotiate both

primary and secondary DNS addresses during IPCP negotiation for terminated PPPoE

and LNS subscribers. You can configure this for dynamic or static PPPoE subscribers,

dynamic or static LNS subscribers, and in an LNS group profile.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Ensuring IPCP Negotiation for Primary and Secondary DNS Addresses on page 134

• Configuring the Group Profile for Defining L2TP Attributes

• ApplyingPPPAttributes toL2TPLNSSubscriberswithaUserGroupProfileonpage238

• Configuring Dynamic Authentication for PPP Subscribers on page 123

• ApplyingPPPAttributes toL2TPLNSSubscribersper InlineService Interfaceonpage236
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keepalive

Syntax keepalive seconds;

Hierarchy Level [edit access group-profile profile-name ppp],
[edit access profile profile-name client client-name ppp]

Release Information Statement introduced before Junos OS Release 7.4.

Description Configure the keepalive interval for an L2TP tunnel.

Options seconds—Time period that must elapse before the Junos OS checks the status of the

Point-to-Point Protocol (PPP) session by sending an echo request to the peer.

For L2TP on MX Series routers, the minimum recommended interval is 30 seconds. A

value of 0 disables generation of keepalive messages from the LNS.

Range: 0 through 32,767 seconds

Default: 30 seconds

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Group Profile for Defining L2TP Attributes

• Configuring PPP Properties for a Client-Specific Profile

• ApplyingPPPAttributes toL2TPLNSSubscriberswithaUserGroupProfileonpage238
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keepalives

Syntax keepalives <interval seconds> <down-count number> <up-count number>;

Hierarchy Level [edit interfaces interface-name],
[edit interfaces interface-name unit logical-unit-number],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number]

Release Information Statement introduced before Junos OS Release 7.4.

Description Enable the sending of keepalives on a physical interface configured with PPP, Frame

Relay, or Cisco HDLC encapsulation.

For ATM2 IQ interfaces only, you can enable keepalives on a logical interface unit if the

logical interface is configured with one of the following PPP over ATM encapsulation

types:

• atm-ppp-llc—PPP over AAL5 LLC encapsulation.

• atm-ppp-vc-mux—PPP over AAL5multiplex encapsulation.

Default Sending of keepalives is enabled by default. The default keepalive interval is 10 seconds

for PPP, Frame Relay, or Cisco HDLC. The default down-count is 3 and the default

up-count is 1 for PPP or Cisco HDLC.

Options down-count number—The number of keepalive packets a destinationmust fail to receive

before the network takes down a link.

Range: 1 through 255

Default: 3

interval seconds—The time in seconds between successive keepalive requests.

Range: 1 through 32767 seconds

Default: 10 seconds

up-countnumber—Thenumberof keepalivepacketsadestinationmust receive tochange

a link’s status from down to up.

Range: 1 through 255

Default: 1

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Keepalives

• Configuring Frame Relay Keepalives

• ApplyingPPPAttributes toL2TPLNSSubscribersper InlineService Interfaceonpage236
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keepalives (Dynamic Profiles)

Syntax keepalives {
interval seconds;
}

Hierarchy Level [edit dynamic-profiles profile-name interfaces pp0 unit logical-unit-number ]
[edit dynamic-profiles profile-name interfaces pp0 unit “$junos-interface-unit”]
[edit dynamic-profiles profile-name interfaces "$junos-interface-ifd-name" unit
“$junos-interface-unit”]

Release Information Statement introduced in Junos OS Release 9.5.

Support at the [edit dynamic-profiles profile-name interfaces pp0 unit

“$junos-interface-unit”] hierarchy level introduced in Junos OS Release 10.1.

Support at the [editdynamic-profilesprofile-name interfaces"$junos-interface-ifd-name"

unit “$junos-interface-unit”] hierarchy level introduced in Junos OS Release 12.2.

Description Specify the keepalive interval in a PPP dynamic profile.

Default Sending of keepalives is enabled by default.

Options interval seconds—The time in seconds between successive keepalive requests.

Range: 1 through 32767 seconds

Default: 30 seconds for LNS-basedPPP sessions. 10 seconds for all other PPP sessions.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Dynamic Profiles Overview

• Configuring Dynamic Authentication for PPP Subscribers on page 123

• ApplyingPPPAttributes toL2TPLNSSubscribersper InlineService Interfaceonpage236
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l2tp

Syntax l2tp {
access-line-information <connection-speed-update>;
destination {
address ip-address {
access-line-information <connection-speed-update>;
drain;
routing-instance routing-instance-name {
drain;

}
}
lockout-timeout seconds;
name destination-name {
drain;

}
}
destination-equal-load-balancing;
destruct-timeout seconds;
disable-calling-number-avp;
disable-failover-protocol;
drain;
enable-ipv6-services-for-lac;
enable-snmp-tunnel-statistics;
failover-within-preference;
ip-reassembly;
maximum-sessions number;
rx-connect-speed-when-equal;
sessions-limit-group limit-group-name {
maximum-sessions number;

}
traceoptions {
debug-level level;
file filename <files number> <match regular-expression > <sizemaximum-file-size>
<world-readable | no-world-readable>;

filter {
protocol name;
user user@domain;
user-name username;

}
flag flag;
interfaces interface-name {
debug-level severity;
flag flag;

}
level (all | error | info | notice | verbose | warning);
no-remote-trace;

}
tunnel {
assignment-id-format (assignment-id | client-server-id);
idle-timeout seconds;
maximum-sessions number;
minimum-retransmission-timeout;
name name {
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address ip-address {
drain;
routing-instance routing-instance-name {
drain;

}
}
drain;

}
nas-port-method;
retransmission-count-established count;
retransmission-count-not-established count;
rx-window-size packets;
tx-address-change (accept | ignore | ignore-ip-address | ignore-udp-port | reject |
reject-ip-address | reject-udp-port);

}
tunnel-group group-name {
aaa-access-profile profile-name;
dynamic-profile profile-name;
hello-interval seconds;
hide-avps;
l2tp-access-profile profile-name;
local-gateway {
address address;
gateway-name gateway-name;

}
maximum-send-window packets;
maximum-sessions number;
ppp-access-profile profile-name;
receive-window packets;
retransmit-interval seconds;
service-device-pool pool-name;
service-interface interface-name;
syslog {
host hostname {
facility-override facility-name;
log-prefix prefix-value;
services severity-level;

}
}
tos-reflect;
tunnel-switch-profile profile-name;
tunnel-timeout seconds;

}
tunnel-switch-profile profile-name;
tx-connect-speed-methodmethod;
weighted-load-balancing;

}

Hierarchy Level [edit services]

Release Information Statement introduced before Junos OS Release 7.4.

Support for LAC on MX Series routers introduced in Junos OS Release 10.4.

Support for LNS on MX Series routers introduced in Junos OS Release 11.4.
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Description Configure L2TP services to establish PPP tunnels across a network.

The remaining statements are explained separately. See CLI Explorer.

NOTE: Subordinate statement support depends on the platform. See
individual statement topics for more detailed support information.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Layer 2 Tunneling Protocol Overview

• L2TP for Subscriber Access Overview on page 145
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l2tp (Profile)

Syntax l2tp {
interface-id interface-id;
lcp-renegotiation;
local-chap;
maximum-sessions number;
maximum-sessions-per-tunnel number;
multilink {
drop-timeoutmilliseconds;
fragment-threshold bytes;

}
override-result-code session-out-of-resource;
ppp-authentication (chap | pap);
ppp-profile profile-name;
sessions-limit-group;
shared-secret shared-secret;

}

Hierarchy Level [edit access profile profile-name client client-name]

Release Information Statement introduced before Junos OS Release 7.4.

Description Configure the L2TP properties for a profile.

The remaining statements are explained separately.

NOTE: Only the interface-id, lcp-renegotiation,maximum-sessions,

maximum-sessions-per-tunnel, sessions-limit-group and shared-secret

statements are supported for L2TP LNS onMX Series routers.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring L2TP Properties for a Client-Specific Profile

• Configuring an L2TP Access Profile on the LNS on page 240
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l2tp-access-profile

Syntax l2tp-access-profile profile-name;

Hierarchy Level [edit services l2tp tunnel-group name]

Release Information Statement introduced before Junos OS Release 7.4.

Description Specify the profile used to validate all L2TP connection requests to the local gateway

address.

Options profile-name—Identifier for the L2TP connection profile.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Access Profiles for L2TP Tunnel Groups

• Configuring an L2TP Access Profile on the LNS on page 240
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l2tp-maximum-session (Service Interfaces)

Syntax l2tp-maximum-session number;

Hierarchy Level [edit interfaces si-slot/pic/port],
[edit interfaces asinumber]

Release Information Statement introduced in Junos OS Release 16.2.

Description Specify the maximum number of L2TP sessions allowed on a physical service interface

(si) or aggregated service interface (asi).

New session requests on an interface are accepted only when the session count is less

than themaximum session limit. If the limit has been reached, subsequent requests are

droppedand theLNS respondswithaCDNmessage (ResultCode2, ErrorCode4).When

a pool of interfaces is configured, interfaces at the maximum limit are ignored in favor

of an interface in the pool that has a lower session count. For an asi interface, the

configuration applies only to the asi interface. You cannot configure a session limit on

the individual member interfaces of an asi bundle.

Configuring thesession limit tobe less than thecurrentnumberof sessionson the interface

has no effect on existing sessions, but prevents any new sessions from being created

until the number of session drops below the new limit.

Options number—Maximum number of L2TP sessions allowed for the interface. A value of 0

prevents the interface from being considered.

Default: 64,000

Range: 0 through 64,000

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Limiting the Number of L2TP Sessions Allowed by the LAC or LNS on page 202

• L2TP Session Limits and Load Balancing for Service Interfaces on page 252

• Configuring an L2TP LAC on page 171

• Configuring an L2TP LNSwith Inline Service Interfaces on page 233

• Configuring an L2TP Tunnel Group for LNS Sessions with Inline Services Interfaces on

page 267

• L2TP for Subscriber Access Overview on page 145
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layer2-liveness-detection (Receive)

Syntax layer2-liveness-detection;

Hierarchy Level [edit system services subscriber-management overrides interfaces family (inet | inet6)]

Release Information Statement introduced in Junos OS Release 17.4R1.

Description EnableaDHCPclienthost todetermine thestateof theDHCPv4orDHCPv6client session

from the perspective of a router acting as a broadband network gateway (BNG). This

statement causes theBNGtoconduct ahost connectivity checkon its directly connected

DHCPv4 and DHCPv6 clients when it receives ARP or Neighbor Discovery (ND) packets.

When the BNG receives either of these packets, it does the following:

1. Checks whether Layer 2 liveness detection for subscriber management is enabled

globally for the relevant address family, inet or inet6.

2. If liveness detection is not enabled, then the BNG responds as usual to the received

packets without checking the state of the client session.

If liveness detection is enabled for the family, then the BNG checkswhether the client

session is still in the bound state.

3. If the client session is bound, theBNG responds to the clientwith the appropriateARP

or ND packet.

If the session is not bound, the BNG drops the received packet. It does not send an

ARP or ND response packet to the host, enabling the host to determine that the BNG

considers the session to be down.

This behavior can be referred to as the receive functionality for BNG Layer 2 liveness

detection, as opposed to the send functionality configured with the

layer2-liveness-detection (Send) statement for DHCP relay or DHCP local server.

Theusefulness of the receive functionality dependson theability of theDHCPclient host

to reclaim resources from the stale client based on the absence of a response packet

from the BNG for an unbound client session. If this capability requires a change in the

client implementation, youmay want to use the send functionality.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• DHCP Liveness Detection Using ARP and Neighbor Discovery Packets on page 98

• DHCP Liveness Detection Overview on page 85

• Configuring Junos OS Enhanced Subscriber Management
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layer2-liveness-detection (Send)

Syntax layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval seconds;

}

Hierarchy Level [edit forwarding-optionsdhcp-relaydhcpv6groupgroup-name liveness-detectionmethod],
[edit forwarding-options dhcp-relay dhcpv6 liveness-detectionmethod],
[edit forwarding-options dhcp-relay dual-stack-group dual-stack-group-name
liveness-detectionmethod],

[edit forwarding-options dhcp-relay group group-name liveness-detectionmethod],
[edit forwarding-options dhcp-relay liveness-detectionmethod],

[edit system services dhcp-local-server dhcpv6 group group-name liveness-detection
method],

[edit system services dhcp-local-server dhcpv6 liveness-detectionmethod],
[edit system services dhcp-local-server dual-stack-group dual-stack-group-name
liveness-detectionmethod],

[edit system services dhcp-local-server group group-name liveness-detectionmethod],
[edit system services dhcp-local-server liveness-detectionmethod],

Release Information Statement introduced in Junos OS Release 17.4R1.

Description Configure a router acting as a broadband network gateway (BNG) to conduct a host

connectivity check on its directly connected DHCPv4 and DHCPv6 clients to determine

the validity and state of the DHCP client session, and to clean up inactive sessions.

The BNG sends ARP or ND request packets to the each DHCP client at a configurable

interval, thenwaits for a response. If it receives a response fromaclient before the interval

times out, it sends another request to the client when the timer expires.

If the BNG does not receive a response before the interval times out, it sets the timer to

30 seconds and sends another request. This is the first retry attempt.

If it receives a response from a client before the 30-second interval times out, it sends

another request to theclientwhen the timer expires. If the30-second timer expiresbefore

a response is received, the BNG sets the timer to 10 seconds and sends another request.

This is the second retry attempt. If theBNGdoesnot receivea responsewithin this interval

it resets the timer to 10 seconds and sends another request. The BNG continues to send

requests at 10-second intervals until it either receives a response from the client before

the interval times out or exhausts the number of retry attempts.

The first retry attempt uses a 30-second interval. Subsequent retries occur at 10-second

intervals. Thenumberof possible 10-second retries is therefore the total number of retries

minus 1. For example, if you configure 5 retries, there is one 30-second retry and up to

four 10-second retries.

If the BNG attempts all the retries and never receives a response from a client within the

interval, the client session is declared to be down.
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NOTE: The only option to the failure-action statement supported by Layer 2

liveness detection is clear-binding.

Options max-consecutive-retries number—Maximum number of consecutive times that the

router sends an ARP request packet in the absence of an ARP response packet.

Range: 3 through 6 retries

Default: 3 retries

transmit-intervalseconds—Initial interval that the routerwaits for anARP responseafter
sending anARP request packet to the client orwaits for anND response packet after

sending an NG request packet to the client.

Range: 300 through 1800 seconds

Default: 300 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• DHCP Liveness Detection Using ARP and Neighbor Discovery Packets on page 98

• DHCP Liveness Detection Overview on page 85
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lcp-renegotiation

Syntax lcp-renegotiation;

Hierarchy Level [edit access group-profile profile-name l2tp],
[edit access profile profile-name client client-name l2tp]

Release Information Statement introduced before Junos OS Release 7.4.

Description Configure the L2TP network server (LNS) so it renegotiates the link control protocol

(LCP) with the PPP client. When LCP renegotiation is disabled, LNS uses the

pre-negotiated LCP parameters between the L2TP access concentrator (LAC) and PPP

client to set up the session. When LCP renegotiation is enabled, authentication is also

renegotiated.

NOTE: This statement is not supported at the [edit access group-profile l2tp]

hierarchy level for L2TP LNS onMX Series routers.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Group Profile for Defining L2TP Attributes

• Configuring L2TP Properties for a Client-Specific Profile
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liveness-detection

Syntax liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (0 | 1 | automatic);
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
detection-time {
thresholdmilliseconds;

}
session-mode(automatic | multihop | singlehop);
holddown-intervalmilliseconds;

}
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;

}
}

}

Hierarchy Level [edit forwarding-options dhcp-relay],
[edit forwarding-options dhcp-relay dhcpv6],
[edit forwarding-options dhcp-relay dhcpv6 group group-name],
[edit forwarding-options dhcp-relay dual-stack-group dual-stack-group-name ],
[edit forwarding-options dhcp-relay group group-name],
[edit system services dhcp-local-server],
[edit system services dhcp-local-server dhcpv6],
[edit system services dhcp-local-server dhcpv6 group group-name],
[edit system services dhcp-local-server dual-stack-group dual-stack-group-name],
[edit system services dhcp-local-server group group-name]

Release Information Statement introduced in Junos OS Release 12.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Configure bidirectional failure detection timers and authentication criteria for static

routes.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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Related
Documentation

• DHCP Liveness Detection Overview on page 85

• Configuring Detection of DHCP Local Server Client Connectivity with BFD on page 92

• Configuring Detection of DHCP Relay or DHCP Relay Proxy Client Connectivity with

BFD on page 87

• Example:ConfiguringGroupLivenessDetectionwithBFD forDHCPLocalServerClients

on page 94

• Example:ConfiguringGlobal LivenessDetectionwithBFD forDHCPRelayAgentClients

on page 89

• DHCP Liveness Detection Using ARP and Neighbor Discovery Packets on page 98

local-gateway (L2TP LNS)

Syntax local-gateway {
address address;
gateway-name gateway-name;

}

Hierarchy Level [edit services l2tp tunnel-group name]

Release Information Statement introduced before Junos OS Release 7.4.

Description Specify the IP address or name for the local (LNS) gateway for L2TP tunnel.

The remaining statements are explained separately. See CLI Explorer.

Options address—Local IP address; corresponds to the IP address that is used by LACs to identify

the LNS. When the LAC is an MX Series router, this address matches the remote

gateway address configured in the LAC tunnel profile.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Local Gateway Address and PIC.

• Configuring L2TP Tunnel Groups

• Configuring an L2TP Tunnel Group for LNS Sessions with Inline Services Interfaces on

page 267

511Copyright © 2017, Juniper Networks, Inc.

Chapter 37: Configuration Statements

https://apps.juniper.net/cli-explorer/


lockout-timeout (L2TP Destination Lockout)

Syntax lockout-timeout seconds;

Hierarchy Level [edit services l2tp destination]

Release Information Statement introduced in Junos OS Release 13.2.

Description Set the duration of the timeout period for which all future destinations are locked out,

meaning that they are not considered for selection when a new tunnel is created.

Destinations are locked out when L2TP cannot connect to the destination during the

tunnel selection process. This statement does not affect destinations that are currently

locked out.

NOTE: The ip-address option for the destination statement does not apply

to the lockout-timeout statement.

Options seconds—Length of the period during which the destination is locked out.

Range: 60 through 3600 seconds

Default: 300 seconds

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring the L2TP Destination Lockout Timeout on page 163

• Configuring an L2TP LNSwith Inline Service Interfaces on page 233
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logical-system (Tunnel Profile)

Syntax logical-system logical-system-name;

Hierarchy Level [edit access tunnel-profile profile-name tunnel tunnel-id]

Release Information Statement introduced in Junos OS Release 10.4.

Description Specify a logical system for a tunnel. When you specify a logical system, youmust also

specify a routing instance.

Options logical-system-name—Name of the logical system.

Default: Logical system default

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Tunnel Profile for Subscriber Access on page 205

mac

Syntax macmac-address;

Hierarchy Level [edit interfaces interface-name]

Release Information Statement introduced before Junos OS Release 7.4.

Description Set the MAC address of the interface.

Use this statement at the [edit interfaces ... ps0] hierarchy level to configure the MAC

address for a pseudowire logical device that is used for subscriber interfaces over

point-to-point MPLS pseudowires.

Options mac-address—MAC address. Specify the MAC address as six hexadecimal bytes in one

of the following formats: nnnn.nnnn.nnnn or nn:nn:nn:nn:nn:nn. For example,

0000.5e00.5355 or 00:00:5e:00:53:55.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring the MAC Address on the Management Ethernet Interface

• Configuring a Pseudowire Subscriber Logical Interface Device on page 299
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mac-address (Dynamic Access-Internal Routes)

Syntax mac-address address;

Hierarchy Level [editdynamic-profilesprofile-name routing-instances$junos-routing-instancerouting-options
access-internal route subscriber-ip-address qualified-next-hop underlying-interface],

[editdynamic-profilesprofile-name routing-instances$junos-routing-instancerouting-options
rib routing-table-name access-internal route subscriber-ip-address qualified-next-hop
underlying-interface],

[edit dynamic-profiles routing-options access-internal route subscriber-ip-address
qualified-next-hop underlying-interface]

Release Information Statement introduced in Junos OS Release 9.5.

Support at the [edit dynamic-profiles profile-name routing-instances

$junos-routing-instance routing-options route subscriber-ip-address qualified-next-hop

underlying-interface] and [edit dynamic-profiles profile-name routing-instances

$junos-routing-instance routing-options rib routing-table-name routesubscriber-ip-address

qualified-next-hop underlying-interface] hierarchy levels introduced in Junos OS Release

10.1.

Description Dynamically configure the MAC address variable for an access-internal route for

unnumbered interfaces such as DHCP subscriber interfaces.

Options address—Either the specificMACaddress youwant to assign to the access-internal route

or the MAC address variable ($junos-subscriber-mac-address). The MAC address

variable is dynamically replacedwith the value supplied by DHCPwhen a subscriber

logs in.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Dynamic Access-Internal Routes for DHCP Subscriber Management on

page 32
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match-direction (IP Reassembly Rule)

Syntax match-direction direction

Hierarchy Level [edit services ip-reassemblyrulerule-name]

Release Information Statement introduced in Junos OS Release 13.1.

Description Configure the direction in which the IP reassembly rule matching is applied. Thematch

direction is used with respect to the traffic flow through the inline services interface. You

must configure a match direction for an IP reassembly rule.

Options direction—Match direction. For inline IP reassembly, input is the only match direction
supported.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring IP Inline Reassembly for L2TP on page 274

• IP Packet Fragment Reassembly for L2TP Overview on page 273
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maximum-sessions (L2TP)

Syntax maximum-sessions number;

Hierarchy Level [edit access profile profile-name client client-name],
[edit services l2tp],
[edit services l2tp sessions-limit-group],
[edit services l2tp tunnel],
[edit services l2tp tunnel-group group-name],

Release Information Statement introduced in Junos OS Release 16.1.

Description Specify the maximum number of L2TP sessions for the chassis, all tunnels, a tunnel

group, a session limit group, or a client.

Options number—Number of sessions allowed.

Range: (Chassis, tunnel group, session limit group, or client) 1 through the default
maximum chassis limit

Range: (Tunnel) 1 through 65,536

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Limiting the Number of L2TP Sessions Allowed by the LAC or LNS on page 202

• Configuring an L2TP LAC on page 171

• Configuring an L2TP LNSwith Inline Service Interfaces on page 233

• Configuring an L2TP Tunnel Group for LNS Sessions with Inline Services Interfaces on

page 267

• L2TP for Subscriber Access Overview on page 145
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maximum-sessions-per-tunnel

Syntax maximum-sessions-per-tunnel number;

Hierarchy Level [edit access group-profile l2tp],
[edit access profile profile-name client client-name l2tp]

Release Information Statement introduced before Junos OS Release 7.4.

Description Configure the maximum sessions for a Layer 2 tunnel.

NOTE: This statement is not supported at the [edit access group-profile l2tp]

hierarchy level for L2TP LNS onMX Series routers.

Options number—Maximum number of sessions for a Layer 2 tunnel.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Group Profile for Defining L2TP Attributes

• Configuring L2TP Properties for a Client-Specific Profile
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max-sessions (Tunnel Profile)

Syntax max-sessions number;

Hierarchy Level [edit access tunnel-profile profile-name tunnel tunnel-id]

Release Information Statement introduced in Junos OS Release 10.4.

Description Specify the maximum number of sessions allowed in the tunnel.

Options number—Maximum number of sessions allowed in the tunnel. A value of 0means that

the maximum configurable number of sessions is allowed.

Range: 0 through 60,000

Default: 0

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Tunnel Profile for Subscriber Access on page 205

medium (Tunnel Profile)

Syntax medium type;

Hierarchy Level [edit access tunnel-profile profile-name tunnel tunnel-id]

Release Information Statement introduced in Junos OS Release 10.4.

Description Specify the medium type for the tunnel.

Default ipv4

Options type—Medium type for the tunnel. The only value currently available is ipv4.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Tunnel Profile for Subscriber Access on page 205
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method

Syntax method {
bfd {
version (0 | 1 | automatic);
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
detection-time {
thresholdmilliseconds;

}
session-mode (automatic | multihop | singlehop);
holddown-intervalmilliseconds;

}
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;

}
}

Hierarchy Level [edit forwarding-options dhcp-relay dhcpv6 group group-name liveness-detection],
[edit forwarding-options dhcp-relay dhcpv6 liveness-detection],
[edit forwarding-options dhcp-relay dual-stack-group dual-stack-group-name
liveness-detection],

[edit forwarding-options dhcp-relay group group-name liveness-detection],
[edit forwarding-options dhcp-relay liveness-detection],
[edit system services dhcp-local-server dhcpv6 group group-name liveness-detection],
[edit system services dhcp-local-server dhcpv6 liveness-detection],
[edit system services dhcp-local-server dual-stack-group dual-stack-group-name
liveness-detection],

[edit system services dhcp-local-server group group-name liveness-detection],
[edit system services dhcp-local-server liveness-detection]

Release Information Statement introduced in Junos OS Release 12.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Configure the liveness detection method.

NOTE: The bfd stanza is not available at the [edit forwarding-options
dhcp-relaydual-stack-groupdual-stack-group-name liveness-detectionmethod]

or [edit system services dhcp-local-server dual-stack-group

dual-stack-group-name liveness-detection hierarchy levels.
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The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• DHCP Liveness Detection Overview on page 85

• Example:ConfiguringGroupLivenessDetectionwithBFD forDHCPLocalServerClients

on page 94

• Example:ConfiguringGlobal LivenessDetectionwithBFD forDHCPRelayAgentClients

on page 89

• DHCP Liveness Detection Using ARP and Neighbor Discovery Packets on page 98
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metric (Dynamic Access-Internal Routes)

Syntax metric route-cost;

Hierarchy Level [editdynamic-profilesprofile-name routing-instances$junos-routing-instancerouting-options
access route prefix],

[editdynamic-profilesprofile-name routing-instances$junos-routing-instancerouting-options
rib routing-table-name access route prefix],

[edit dynamic-profiles profile-name routing-options access route prefix]

Release Information Statement introduced in Junos OS Release 9.5.

Support at the [edit dynamic-profiles profile-name routing-instances

$junos-routing-instance routing-options access route prefix] and [edit dynamic-profiles

profile-name routing-instances $junos-routing-instance routing-options rib

routing-table-name access route prefix] hierarchy levels introduced in Junos OS Release

10.1.

Description Dynamically configure the cost for an access route.

Options route-cost—Either the specific cost you want to assign to the access route or either of

the following cost variables:

• $junos-framed-route-cost—Cost of an IPv4 access route; the variable is dynamically

replaced with the metric value (Subattribute 3) from the RADIUS Framed-Route

attribute [22].

• $junos-framed-route-ipv6-cost—Costofan IPv6access route; thevariable isdynamically

replacedwith themetric value (Subattribute 3) from the RADIUS Framed-IPv6-Route

attribute [99].

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Dynamic Access Routes for Subscriber Management on page 33
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minimum-interval

Syntax minimum-intervalmilliseconds;

Hierarchy Level [edit system services dhcp-local-server liveness-detectionmethod bfd],
[edit system services dhcp-local-server liveness-detectionmethod bfd transmit-interval],
[edit system services dhcp-local-server dhcpv6 liveness-detectionmethod bfd],
[edit system services dhcp-local-server dhcpv6 liveness-detectionmethod bfd
transmit-interval],

[edit forwarding-options dhcp-relay liveness-detectionmethod bfd],
[edit forwarding-options dhcp-relay liveness-detectionmethod bfd transmit-interval],
[edit forwarding-options dhcp-relay dhcpv6 liveness-detectionmethod bfd],
[edit forwarding-optionsdhcp-relaydhcpv6liveness-detectionmethodbfd transmit-interval],
[edit system services dhcp-local-server group group-name liveness-detectionmethod bfd],
[edit system services dhcp-local-server group group-name liveness-detectionmethod bfd
transmit-interval],

[edit systemservicesdhcp-local-serverdhcpv6groupgroup-name liveness-detectionmethod
bfd],

[edit systemservicesdhcp-local-serverdhcpv6groupgroup-name liveness-detectionmethod
bfd transmit-interval],

[edit forwarding-options dhcp-relay group group-name liveness-detectionmethod bfd],
[edit forwarding-options dhcp-relay group group-name liveness-detectionmethod bfd
transmit-interval],

[edit forwarding-options dhcp-relay dhcpv6 group group-name liveness-detectionmethod
bfd],

[edit forwarding-options dhcp-relay dhcpv6 group group-name liveness-detectionmethod
bfd transmit-interval]

Release Information Statement introduced in Junos OS Release 12.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Configure theminimum intervals atwhich the local routingdevice transmits hellopackets

and then expects to receive a reply from a neighbor with which it has established a BFD

session. This value represents the minimum interval at which the local routing device

transmits hello packets as well as the minimum interval that the routing device expects

to receive a reply fromaneighborwithwhich it has establishedaBFD session.Optionally,

instead of using this statement, you can specify the minimum transmit and receive

intervals separately using the transmit-interval minimal-interval and

minimum-receive-interval statements.

Options milliseconds—Specify the minimum interval value for BFD liveliness detection.

Range: 1 through 255,000

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

Example:ConfiguringGroupLivenessDetectionwithBFD forDHCPLocalServerClients

on page 94

•
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• Example:ConfiguringGlobal LivenessDetectionwithBFD forDHCPRelayAgentClients

on page 89

minimum-receive-interval

Syntax minimum-receive-intervalmilliseconds;

Hierarchy Level [edit system services dhcp-local-server liveness-detectionmethod bfd],
[edit system services dhcp-local-server dhcpv6 liveness-detectionmethod bfd],
[edit forwarding-optionsdhcp-relay liveness-detectionmethodbfd], [edit forwarding-options
dhcp-relay dhcpv6 liveness-detectionmethod bfd],

[edit system services dhcp-local-server group group-name liveness-detectionmethod bfd],
[edit systemservicesdhcp-local-serverdhcpv6groupgroup-name liveness-detectionmethod
bfd],

[edit forwarding-options dhcp-relay group group-name liveness-detectionmethod bfd],
[edit forwarding-options dhcp-relay dhcpv6 group group-name liveness-detectionmethod
bfd]

Release Information Statement introduced in Junos OS Release 12.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Configure theminimum interval atwhich the local routingdevice (or switch)must receive

a reply from a neighbor with which it has established a BFD session.

Options milliseconds—Specify the minimum receive interval value.

Range: 1 through 255,000

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example:ConfiguringGroupLivenessDetectionwithBFD forDHCPLocalServerClients

on page 94

• Example:ConfiguringGlobal LivenessDetectionwithBFD forDHCPRelayAgentClients

on page 89
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minimum-retransmission-timeout (L2TP Tunnel)

Syntax minimum-retransmission-timeout seconds;

Hierarchy Level [edit services l2tp tunnel]

Release Information Statement introduced in Junos OS Release 14.1.

Description Configure the minimum (initial) interval that the LAC or the LNS waits for a response

after transmitting an L2TP control message to a peer. If no response has been received

by the time theperiodexpires, themessage is retransmitted.The timeoutperiod isdoubled

for each retransmission until the maximum of 16 seconds is reached.

Options seconds—Minimum interval before initial retransmission.

Range: 1, 2, 4, 8, or 16 seconds

Default: 1

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Retransmission Attributes for L2TP Control Messages on page 169

• Configuring an L2TP LAC on page 171

• Configuring an L2TP LNSwith Inline Service Interfaces on page 233
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mtu

Syntax mtu bytes;

Hierarchy Level [edit interfaces interface-name],
[edit interfaces interface-name unit logical-unit-number family family],
[edit interfaces interface-range name],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family family],

[edit logical-systems logical-system-name protocols l2circuit local-switching interface
interface-name backup-neighbor address],

[edit logical-systems logical-system-name protocols l2circuit neighbor address interface
interface-name],

[edit logical-systems logical-system-name protocols l2circuit neighbor address interface
interface-name backup-neighbor address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
l2vpn interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls],

[edit protocols l2circuit local-switching interface interface-name backup-neighbor address],
[edit protocols l2circuit neighbor address interface interface-name]
[editprotocols l2circuit neighboraddress interface interface-namebackup-neighboraddress],
[edit routing-instances routing-instance-name protocols l2vpn interface interface-name],
[edit routing-instances routing-instance-name protocols vpls]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for Layer 2 VPNs and VPLS introduced in Junos OS Release 10.4.

Statement introduced in Junos OS Release 12.1X48 for PTX Series Packet Transport

Routers.

Statement introduced in Junos OS Release 12.2 for ACX Series Universal Access Routers.

Support at the[set interfaces interface-nameunit logical-unit-number familyccc]hierarchy

level introduced in Junos OS Release 12.3R3 for MX Series routers.

Description Specify themaximumtransmissionunit (MTU)size for themediaorprotocol. Thedefault

MTU size depends on the device type. Changing themediaMTUor protocol MTU causes

an interface to be deleted and added again.

To route jumbo data packets on an integrated routing and bridging (IRB) interface or

routed VLAN interface (RVI) on EX Series switches, youmust configure the jumboMTU

size on themember physical interfaces of the VLAN that you have associated with the

IRB interface or RVI, as well as on the IRB interface or RVI itself (the interface named irb

or vlan, respectively).

CAUTION: For EXSeries switches, setting or deleting the jumboMTU size on
an IRB interface or RVI while the switch is transmitting packets might cause
packets to be dropped.
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NOTE:

TheMTU for an IRB interface is calculated by removing the Ethernet header
overhead [6(DMAC)+6(SMAC)+2(EtherType)]. Because, the MTU is the
lower value of the MTU configured on the IRB interface and the MTU
configured on the IRB’s associated bridge domain IFDs or IFLs, the IRBMTU
is calculated as follows:

• In case of Layer 2 IFL configured with the flexible-vlan-tagging statement,

the IRBMTU is calculatedby including8bytesoverhead(SVLAN+CVLAN).

• In case of Layer 2 IFL configured with the vlan-tagging statement, the IRB

MTU is calculated by including a single VLAN 4 bytes overhead.
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NOTE:

• If a packet whose size is larger than the configuredMTU size is received on
the receiving interface, the packet is eventually dropped. The value
considered for MRU (maximum receive unit) size is also the same as the
MTU size configured on that interface.

• Not all devices allow you to set an MTU value, and some devices have
restrictions on the range of allowable MTU values. You cannot configure
anMTU for management Ethernet interfaces (fxp0, em0, or me0) or for
loopback, multilink, andmulticast tunnel devices.

• On ACX Series routers, you can configure the protocol MTU by including
themtu statement at the [edit interfaces interface-name unit

logical-unit-number family inet] or [edit interfaces interface-name unit

logical-unit-number family inet6] hierarchy level.

• If you configure the protocol MTU at any of these hierarchy levels, the
configured value is applied to all families that are configured on the
logical interface.

• If you are configuring the protocol MTU for both inet and inet6 families

on the same logical interface, youmust configure the same value for
both the families. It is not recommended to configure differentMTU size
values for inet and inet6 families that are configured on the same logical

interface.

• Starting in Release 14.2, MTU for IRB interfaces is calculated by removing
the Ethernet header overhead (6(DMAC)+6(SMAC)+2(EtherType)), and

the MTU is aminimum of the two values:

• Configured MTU

• Associated bridge domain's physical or logical interface MTU

• For Layer 2 logical interfaces configuredwith flexible-vlan-tagging, IRB

MTU is calculated by including 8 bytes overhead (SVLAN+CVLAN).

• For Layer 2 logical interfaces configured with vlan-tagging, IRBMTU is

calculated by including single VLAN 4 bytes overhead.

NOTE: Changing the Layer 2 logical interface option from
vlan-tagging to flexible-vlan-tagging or vice versa adjusts the

logical interface MTU by 4 bytes with the existing MTU size.
As a result, the Layer 2 logical interface is deleted and
re-added, and the IRBMTU is re-computed appropriately.
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For more information about configuring MTU for specific interfaces and router or switch

combinations, see Configuring the Media MTU.

Options bytes—MTU size.

Range: 256 through 9192 bytes, 256 through 9216 (EX Series switch interfaces), 256
through9500bytes (JunosOS 12.1X48R2 for PTXSeries routers), 256 through9500

bytes (Junos OS 16.1R1 for MX Series routers)

NOTE: Starting in Junos OS Release 16.1R1, the MTU size for amedia or
protocol is increased from 9192 to 9500 for Ethernet interfaces on the
following MX Series MPCs:

• MPC1

• MPC2

• MPC2E

• MPC3E

• MPC4E

• MPC5E

• MPC6E

Default: 1500 bytes (INET, INET6, and ISO families), 1448 bytes (MPLS), 1514 bytes (EX

Series switch interfaces)

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Media MTU

• Configuring the MTU for Layer 2 Interfaces

• Setting the Protocol MTU
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multiplier

Syntax multiplier number;

Hierarchy Level [edit system services dhcp-local-server liveness-detectionmethod bfd],
[edit system services dhcp-local-server dhcpv6 liveness-detectionmethod bfd],
[edit forwarding-options dhcp-relay liveness-detectionmethod bfd],
[edit forwarding-options dhcp-relay dhcpv6 liveness-detectionmethod bfd],
[edit system services dhcp-local-server group group-name liveness-detectionmethod bfd],
[edit systemservicesdhcp-local-serverdhcpv6groupgroup-name liveness-detectionmethod
bfd],

[edit forwarding-options dhcp-relay group group-name liveness-detectionmethod bfd],
[edit forwarding-options dhcp-relay dhcpv6 group group-name liveness-detectionmethod
bfd]

Release Information Statement introduced in Junos OS Release 12.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Configure the number of hello packets not received by the neighbor before Bidirectional

Forwarding Detection (BFD) declares the neighbor down.

Options number—Maximum allowable number of hello packets missed by the neighbor.

Range: 1 through 255

Default: 3

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example:ConfiguringGroupLivenessDetectionwithBFD forDHCPLocalServerClients

on page 94

• Example:ConfiguringGlobal LivenessDetectionwithBFD forDHCPRelayAgentClients

on page 89
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name (L2TP Destination)

Syntax name destination-name {
drain;

}

Hierarchy Level [edit services l2tp destination]

Release Information Statement introduced in Junos OS Release 13.2.

Description Specify the name of the L2TP destination for the tunnel.

Options destination-name—Locally assigned name of the tunnel destination.

The remaining statement is explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring L2TP Drain on page 164
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name (L2TP Tunnel Destination)

Syntax name name {
address ip-address {
drain;
routing-instance routing-instance-name {
drain;

}
}
drain;

}

Hierarchy Level [edit services l2tp tunnel]

Release Information Statement introduced in Junos OS Release 13.2.

Description Specify the local name and other attributes of the L2TP tunnel.

Options name—Locally assignednameof the tunnel; in the formatdestination-name/tunnel-name

or tunnel-name.

NOTE: When only the tunnel name is provided, then youmust identify the
destination for the tunnel by including the address ip-address statement at

the [edit services l2tp tunnel name name] hierarchy level.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring L2TP Drain on page 164
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no-adaptation

Syntax no-adaptation;

Hierarchy Level [edit system services dhcp-local-server liveness-detectionmethod bfd],
[edit system services dhcp-local-server dhcpv6 liveness-detectionmethod bfd],
[edit forwarding-options dhcp-relay liveness-detectionmethod bfd],
[edit forwarding-options dhcp-relay dhcpv6 liveness-detectionmethod bfd],
[edit system services dhcp-local-server group group-name liveness-detectionmethod bfd],
[edit systemservicesdhcp-local-serverdhcpv6groupgroup-name liveness-detectionmethod
bfd],

[edit forwarding-options dhcp-relay group group-name liveness-detectionmethod bfd],
[edit forwarding-options dhcp-relay dhcpv6 group group-name liveness-detectionmethod
bfd]

Release Information Statement introduced in Junos OS Release 12.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Configure Bidirectional Forwarding Detection (BFD) sessions to not adapt to changing

network conditions.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example:ConfiguringGroupLivenessDetectionwithBFD forDHCPLocalServerClients

on page 94

• Example:ConfiguringGlobal LivenessDetectionwithBFD forDHCPRelayAgentClients

on page 89
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nas-port-method (L2TP LAC)

Syntax nas-port-method cisco-avp;

Hierarchy Level [edit services l2tp tunnel]

Release Information Statement introduced in Junos OS Release 14.1.

Description Globally configure the LAC to interoperate with Cisco LNS devices by including the Cisco

NASPort Info AVP (100) in the ICRQ to the LNS. This AVP conveys the physical NAS port

number identifier and the type of the physical port, such as Ethernet or ATM.

NOTE: This global configuration can be overridden by the configuration in a
tunnel profile or by the RADIUS configuration.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Globally Configuring the LAC to Interoperate with Cisco LNS Devices on page 176

• Configuring a Tunnel Profile for Subscriber Access on page 205

• LAC Interoperation with Third-Party LNS Devices on page 175

nas-port-method (Tunnel Profile)

Syntax nas-port-method cisco-avp;

Hierarchy Level [edit access tunnel-profile profile-name tunnel tunnel-id]

Release Information Statement introduced in Junos OS Release 13.2.

Description Configure the LAC to interoperate with Cisco LNS devices by including the Cisco NAS

Port Info AVP (100) in the ICRQ to the LNS. This AVP conveys the physical NAS port

number identifier and the type of the physical port, such as Ethernet or ATM.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Tunnel Profile for Subscriber Access on page 205
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next-hop (Dynamic Access-Internal Routes)

Syntax next-hop next-hop;

Hierarchy Level [editdynamic-profilesprofile-name routing-instances$junos-routing-instancerouting-options
access route prefix],

[editdynamic-profilesprofile-name routing-instances$junos-routing-instancerouting-options
rib routing-table-name access route prefix],

[edit dynamic-profiles profile-name routing-options access route prefix]

Release Information Statement introduced in Junos OS Release 9.5.

Support at the [edit dynamic-profiles profile-name routing-instances

$junos-routing-instance routing-options access route prefix] and [edit dynamic-profiles

profile-name routing-instances $junos-routing-instance routing-options rib

routing-table-name access route prefix] hierarchy levels introduced in Junos OS Release

10.1.

Description Dynamically configure the next-hop address for an access route. Access routes are

typically unnumbered interfaces.

Options next-hop—Either the specific next-hop address you want to assign to the access route

or one of the following next-hop address predefined variables.

• For IPv4access routes, use the variable,$junos-framed-route-nexthop. The routeprefix

variable is dynamically replaced with the value in Framed-Route RADIUS attribute

[22].

• For IPv6access routes, use thevariable,$junos-framed-route-ipv6-nexthop. Thevariable

is dynamically replaced with the value in Framed-IPv6-Route RADIUS attribute [99].

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Dynamic Access Routes for Subscriber Management on page 33
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next-hop-service

Syntax next-hop-service {
inside-service-interface interface-name.unit-number;
outside-service-interface interface-name.unit-number;
outside-service-interface-type interface-type;
service-interface-pool name;

}

Hierarchy Level [edit services service-set service-set-name]

Release Information Statement introduced before Junos OS Release 7.4.

service-interface-pool option added in Junos OS Release 9.3.

Description Specify interface names or a service interface pool for the forwarding next-hop service

set. You cannot specify both a service interface pool and an inside or outside interface.

Options inside-service-interface interface-name.unit-number—Name and logical unit number of

the service interface associated with the service set applied inside the network.

outside-service-interface interface-name.unit-number—Name and logical unit number of

the service interface associated with the service set applied outside the network.

outside-service-interface-type interface-type—Identifies the interface typeof theservice
interface associated with the service set applied outside the network. For inline IP

reassembly, set the interface type to local.

service-interface-pool name—Name of the pool of logical interfaces configured at the

[edit services service-interface-pools pool pool-name] hierarchy level. You can

configure a service interface pool only if the service set has a PGCP rule configured.

The service set cannot contain any other type of rule.

NOTE: service-interface-pool isnotapplicable for IP reassemblyconfiguration
on L2TP.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Service Sets to be Applied to Services Interfaces
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no-allow-snooped-clients

Syntax no-allow-snooped-clients;

Hierarchy Level [edit forwarding-options dhcp-relay dhcpv6 group group-name interface interface-name
overrides],

[edit forwarding-options dhcp-relay dhcpv6 group group-name overrides],
[edit forwarding-options dhcp-relay dhcpv6 overrides],
[edit forwarding-options dhcp-relay group group-name interface interface-name overrides],
[edit forwarding-options dhcp-relay group group-name overrides],
[edit forwarding-options dhcp-relay overrides],
[edit logical-systems logical-system-name forwarding-options dhcp-relay ...],
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay ...],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay ...]

Release Information Statement introduced in Junos OS Release 10.2.

Support at the [edit ... dhcpv6] hierarchy levels introduced in Junos OS Release 12.1.

Statement introduced in Junos OS Release 12.3 for EX Series switches.

Description Explicitly disable DHCP snooping support on DHCP relay agent.

Use the statement at the [edit ... dhcpv6] hierarchy levels to explicitly disable snooping

support for DHCPv6 relay agent.

NOTE: In Junos OS Release 10.0 and earlier, DHCP snooping is enabled by
default. In Release 10.1 and later, DHCP snooping is disabled by default.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Extended DHCP Relay Agent Overview

• Overriding the Default DHCP Relay Configuration Settings

• DHCP Snooping Support on page 41

• Configuring DHCP Snooped Packets Forwarding Support for DHCP Relay Agent on

page 48
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no-gratuitous-arp-request

Syntax no-gratuitous-arp-request;

Hierarchy Level [edit interfaces interface-name]

Release Information Statement introduced in Junos OS Release 9.6 for EX Series switches.

Statement introduced in Junos OS Release 12.2 for ACX Series Universal Access Routers.

Description For Ethernet interfaces and pseudowire logical interfaces, do not respond to gratuitous

ARP requests.

Default Gratuitous ARP responses are enabled on all Ethernet interfaces.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Gratuitous ARP

• gratuitous-arp-reply
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no-snoop (DHCP Local Server and Relay Agent)

Syntax no-snoop;

Hierarchy Level [edit forwarding-options dhcp-relay],
[edit forwarding-options dhcp-relay dhcpv6],
[edit logical-systems logical-system-name ...],
[edit logical-systems logical-system-name routing-instances routing-instance-name...],
[edit routing-instances routing-instance-name ...],
[edit system services dhcp-local-server],
[edit system services dhcp-local-server dhcpv6]

Release Information Statement introduced in Junos OS Release 15.1R2.

Description Disable DHCP snooping filters.

DHCP snooping provides DHCP security by identifying incoming DHCP packets. In the

default DHCP snooping configuration, all traffic is snooped. You can optionally use the

forward-snooped-clients statement to evaluate the snooped traffic and to determine if

the traffic is forwarded or dropped, based on whether or not the interface is configured

as part of a group.

In both thedefault configuration and in configurations using the forward-snooped-clients

statement, all DHCP traffic is forwarded from the hardware control plane to the routing

plane of the routing instance to ensure that all DHCP packets are intercepted. In certain

topologies, such as a Metropolitan Routing Ring topology, forwarding all DHCP traffic to

the control plane can result in excessive traffic. The no-snoop configuration statement

disables thesnooping filter forDHCPtraffic thatcanbedirectly forwardedon thehardware

control plane, such as Layer 3 unicast packets with a valid route, causing those DHCP

packets to bypass the slower routing plane.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Disabling DHCP Snooping Filters on page 51

• Configuring DHCP Snooped Packets Forwarding Support for DHCP Local Server on

page 43

• Configuring DHCP Snooped Packets Forwarding Support for DHCP Relay Agent on

page 48
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no-vlan-id-validate

Syntax no-vlan-id-validate;

Hierarchy Level [edit logical-systems logical-system-name protocols l2circuit neighbor address
interface interface-name],

[edit protocols l2circuit neighbor address interface interface-name]

Release Information Statement introduced in Junos OS Release 13.1.

Description Uniquely identify a Layer 2 circuit for either a standard pseudowire or a redundant

pseudowire.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Interfaces for Layer 2 Circuits

• Pseudowire Subscriber Logical Interfaces Overview on page 291

• Configuring a Pseudowire Subscriber Logical Interface on page 297

• Configuring Layer 2 Circuit Signaling for Pseudowire Subscriber Logical Interfaces on

page 302
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on-demand-ip-address

Syntax on-demand-ip-address;

Hierarchy Level [editdynamic-profilesprofile-name interfacespp0unit “$junos-interface-unit”ppp-options],
[edit interfaces pp0 unit unit-number ppp-options], [edit protocols ppp-service]

Release Information Statement introduced in Junos OS Release 13.1.

Description For IPv4 and IPv6 dual-stack PPP subscribers, enables on-demand allocation and

de-allocation of an IPv4 address after initial PPP authentication for a subscriber who

does not have an existing IPv4 address.

Configuration changes take effect as follows:

• Whenyouchange this setting foradynamicPPP interface(at the [editdynamic-profiles]

hierarchy level), the change takes effect only for new subscriber logins.

• When you change this setting for a static PPP interface (at the [edit interfaces pp0]

hierarchy level, the subscribers on the interface are logged out.

• When you change this setting globally (at the [edit protocols ppp-service] hierarchy

level), the change takes effect only for new subscriber logins.

If you enable on-demand allocation at both the interface and global levels, the global

configuration takes precedence and changes take effect for new subscriber logins.

Default This functionality is disabled by default.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Conserving IPv4 Addresses for Dual-Stack PPP Subscribers Using On-Demand IPv4

Address Allocation

• Configuring Static On-Demand IPv4 Address Allocation for Dual-Stack PPP Subscribers

• ConfiguringDynamicOn-Demand IPv4AddressAllocation forDual-StackPPPSubscribers

• ConfiguringGlobalOn-Demand IPv4Address Allocation for Dual-Stack PPPSubscribers
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overrides (DHCP Relay Agent)

Syntax overrides {
allow-no-end-option;
allow-snooped-clients;
always-write-giaddr;
always-write-option-82;
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-discover-match <option60-and-option82 | incoming-interface>;
client-negotiation-match incoming-interface;
delay-authentication;
delete-binding-on-renegotiation;
disable-relay;
dual-stack dual-stack-group-name;
interface-client-limit number;
layer2-unicast-replies;
no-allow-snooped-clients;
no-bind-on-request;
proxy-mode;
relay-source
replace-ip-source-with;
send-release-on-delete;
trust-option-82;

}

Hierarchy Level [edit forwarding-options dhcp-relay],
[edit forwarding-options dhcp-relay dhcpv6],
[edit forwarding-options dhcp-relay dhcpv6 group group-name],
[edit forwarding-options dhcp-relay dhcpv6 group group-name interface interface-name],
[edit forwarding-options dhcp-relay group group-name],
[edit forwarding-options dhcp-relay group group-name interface interface-name],
[edit logical-systems logical-system-name forwarding-options dhcp-relay ...],
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay ...],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay ...]

Release Information Statement introduced in Junos OS Release 8.3.

Support at the [edit ... dhcpv6] hierarchy levels introduced in Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.1 for EX Series switches.

Description Override thedefault configuration settings for theextendedDHCP relayagent. Specifying

the overrides statement with no subordinate statements removes all DHCP relay agent

overrides at that hierarchy level. Use the statement at the [edit ... dhcpv6]hierarchy levels

to configure DHCPv6 support.

M120 and M320 routers do not support DHCPv6.

The following statements are supported at both the [edit ... dhcp-relay] and [edit ...

dhcpv6] hierarchy levels.

• allow-snooped-clients
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• asymmetric-lease-time

• delete-binding-on-renegotiation

• dual-stack

• interface-client-limit

• no-allow-snooped-clients

• no-bind-on-request

• relay-source

• send-release-on-delete

The following statements are supported at the [edit ... dhcpv6] hierarchy levels only.

• asymmetric-prefix-lease-time

All other statements are supported at the [edit ... dhcp-relay] hierarchy levels only.

The remaining statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Extended DHCP Relay Agent Overview

• Overriding the Default DHCP Relay Configuration Settings

• Deleting DHCP Local Server and DHCP Relay Override Settings
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overrides (Enhanced Subscriber Management)

Syntax overrides {
interfaces {
family (inet | inet6) {
layer2-liveness-detection;

}
}
no-unsolicited-ra;
shmlog {
disable;
file filename <filesmaximum-no-files> <sizemaximum-file-size>;
filtering enable;
log-name {
all;
logname {
<brief | detail | extensive | none | terse>;
<file-logging |no-file-logging>;

}
}

log-type (debug | info | notice);
|

}

Hierarchy Level [edit system services subscriber-management]

Release Information Statement introduced in Junos OS Release 15.1R3 on MX Series routers for enhanced

subscriber management.

Description Override the default configuration settings for the Junos OS enhanced subscriber

management software for subscriber management.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring Junos OS Enhanced Subscriber Management

• DHCP Liveness Detection Using ARP and Neighbor Discovery Packets on page 98
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override-result-code (L2TP Profile)

Syntax override-result-code {
session-out-of-resource;

}

Hierarchy Level [edit access profile profile-name client client-name l2tp]

Release Information Statement introduced in Junos OS Release 15.1.

Description Configure the LNS to override result codes in Call-Disconnect-Notify (CDN)messages.

Options session-out-of-resource—Override result codes 4 and 5with result code 2. These result
codes indicate that the number of L2TP sessions have reached the configured

maximum value and the LNS can support nomore sessions.When the LAC receives

the code, it fails over to another LNS to establish subsequent sessions. Some

third-party LACs respond only to result code 2.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring an L2TP Access Profile on the LNS on page 240
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pap

Syntax pap {
access-profile name;
default-pap-password password;
local-name name;
local-password password;
passive;

}

Hierarchy Level [edit interfaces interface-name ppp-options],
[edit interfaces interface-name unit logical-unit-number ppp-options],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
ppp-options]

Release Information Statement introduced in Junos OS Release 8.3.

Description Configure the Password Authentication Protocol (PAP). Use PAP authentication as a

means to provide a simple method for the peer to establish its identity using a two-way

handshake. This is done only upon initial link establishment.

After the link is established, an ID and password pair is repeatedly sent by the peer to the

authenticator until authentication is acknowledged or the connection is terminated.

BEST PRACTICE: On inline service (si) interfaces for L2TP, only the pap

statement itself is typicallyused for subscribermanagement.Werecommend
that you leave the subordinate statements at their default values.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring the PPP Challenge Handshake Authentication Protocol

• Configuring the PPP Password Authentication Protocol On a Logical Interface

• Tracing Operations of the pppd Process

• traceoptions (PPP Process)

• Example: Configuring PAP for an L2TP Profile

• ApplyingPPPAttributes toL2TPLNSSubscribersper InlineService Interfaceonpage236
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pap (Dynamic PPP)

Syntax pap;

Hierarchy Level [editdynamic-profilesprofile-name interfacespp0unit “$junos-interface-unit”ppp-options],
[edit dynamic-profiles profile-name interfaces "$junos-interface-ifd-name" unit
“$junos-interface-unit” ppp-options]

Release Information Statement introduced in Junos OS Release 9.5.

Support at the [editdynamic-profilesprofile-name interfaces"$junos-interface-ifd-name"

unit “$junos-interface-unit” ppp-options] hierarchy level introduced in Junos OS Release

12.2.

Description Specify PAP authentication in a PPP dynamic profile.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Dynamic Profiles Overview

• Configuring Dynamic Authentication for PPP Subscribers on page 123

• Attaching Dynamic Profiles to Static PPP Subscriber Interfaces on page 118

• ApplyingPPPAttributes toL2TPLNSSubscribersper InlineService Interfaceonpage236

pap (L2TP)

Syntax pap;

Hierarchy Level [edit access group-profile profile-name ppp ppp-options]

Release Information Statement introduced in Junos OS Release 11.4.

Description (MXSeries routers only) Specify PAP authentication for PPP subscribers in an L2TP LNS

user group profile.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• ApplyingPPPAttributes toL2TPLNSSubscriberswithaUserGroupProfileonpage238
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parse-direction (Access Profile)

Syntax parse-direction (left-to-right | right-to-left);

Hierarchy Level [edit access profile profile-name session-options strip-user-name]

Release Information Statement introduced in Junos OS Release 16.2.

Description Specify thedirection inwhichasubscriber login string isparsed to identify the firstdelimiter

that matches one configured with the delimiter statement. When subscriber username

stripping is configured in a subscriber access profile, the characters to the right of the

identified delimiter are stripped and discarded along with the delimiter. The remaining

characters become the new, modified username.

Default left-to-right

Options left-to-right—Parse the subscriber login string from left to right up to the delimiter.

For example,when thedirection is left-to-right, the characters /@$%#areconfigured

as the delimiters, and the login string is drgt21@example.com$84, the@ is reached

before the $, so the username is modified to drgt21.

right-to-left—Parse the subscriber login string from right to left up to the delimiter.

For example,when thedirection is right-to-left, the characters /@$%#areconfigured

as the delimiters, and the login string is drgt21@example.com$84, the $ is reached

before the@, so the username is modified to drgt21@example.com.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Understanding Session Options for Subscriber Access

• Configuring UsernameModification for Subscriber Sessions on page 177

• ApplyingPPPAttributes toL2TPLNSSubscriberswithaUserGroupProfileonpage238

• ApplyingPPPAttributes toL2TPLNSSubscribersper InlineService Interfaceonpage236
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pic (M Series and T Series Routers)

Syntax pic pic-number {
ce1 {
e1 port-number {
channel-group group-number timeslots slot-number;

}
}
ct3 {
port port-number {
t1 link-number {
channel-group group-number timeslots slot-number;

}
}

}
framing (sdh | sonet);
idle-cell format {
itu-t;
payload-pattern payload-pattern-byte;

}
inline-services {
bandwidth (1g | 10g);

}
max-queues-per-interface (8 | 4);
no-concatenate;

}

Hierarchy Level [edit chassis fpc slot-number]

Release Information Statement introduced before Junos OS Release 7.4.

Description Configure properties for an individual PIC.

Options pic-number—Slot number in which the PIC is installed.

Range: 0 through 3

The remaining statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Junos OS to Enable SONET/SDH Framing for SONET/SDH PICs

• Configuring the JunosOStoEnableaSONETPIC toOperate inChannelized (Multiplexed)

Mode

• Configuring the Junos OS to Support Channelized DS3-to-DS0 Naming for Channel

Groups and Time Slots

• Configuring the Junos OS to Support Channel Groups and Time Slots for Channelized E1

PICs
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pool (L2TP Service Interfaces)

Syntax pool pool-name {
interface service-interface-name;

}

Hierarchy Level [edit services service-device-pools]

Release Information Statement introduced in Junos OS Release 11.4.

Description Defineapool of service interfaces that canbeassigned toanL2TP tunnel group for traffic

load-balancing. The service device pool is required for dynamic LNS sessions.

Options pool-name—Name of the service interface pool.

The remaining statement is explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Pool of Inline Services Interfaces for Dynamic LNSSessions on page 269
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pp0 (Dynamic PPPoE)

Syntax pp0 {
unit logical-unit-number {
keepalives interval seconds;
no-keepalives;
pppoe-options {
underlying-interface interface-name;
server;

}
ppp-options {
aaa-options aaa-options-name;
authentication [ authentication-protocols ];
chap {
challenge-lengthminimumminimum-lengthmaximummaximum-length;

}
initiate-ncp (ip | ipv6 | dual-stack-passive)
ipcp-suggest-dns-option;
mru size;
mtu (size | use-lower-layer);
on-demand-ip-address;
pap;
peer-ip-address-optional;

}
family inet {
unnumbered-address interface-name;
address address;
service {
input {
service-set service-set-name {
service-filter filter-name;

}
post-service-filter filter-name;

}
output {
service-set service-set-name {
service-filter filter-name;

}
}

}
filter {
input filter-name {
precedence precedence;

}
output filter-name {
precedence precedence;

}
}

}
}

}

Hierarchy Level [edit dynamic-profiles profile-name interfaces]
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Release Information Statement introduced in Junos OS Release 10.1.

Description Configure the dynamic PPPoE logical interface in a dynamic profile. When the router

createsadynamicPPPoE logical interfaceonanunderlyingEthernet interfaceconfigured

withPPPoE(ppp-over-ether) encapsulation, it uses the information in thedynamicprofile

to determine the properties of the dynamic PPPoE logical interface.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring a PPPoE Dynamic Profile

• Configuring Dynamic Authentication for PPP Subscribers on page 123

• For information about creating static PPPoE interfaces, see Configuring PPPoE
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ppp (Group Profile)

Syntax ppp {
cell-overhead;
encapsulation-overhead bytes;
framed-pool framed-pool;
idle-timeout seconds;
interface-id interface-id;
keepalive seconds;
ppp-options {
aaa-options aaa-options-name;
chap;
initiate-ncp (ip | ipv6 | dual-stack-passive)
ipcp-suggest-dns-option;
mru;
mtu;
pap;
peer-ip-address-optional;

}
primary-dns primary-dns;
primary-wins primary-wins;
secondary-dns secondary-dns;
secondary-wins secondary-wins;

}

Hierarchy Level [edit access group-profile profile-name]

Release Information Statement introduced before Junos OS Release 7.4.

Description Configure PPP properties for a group profile.

The remaining statements are explained separately.

NOTE: Subordinate statement support depends on the platform. See
individual statement topics for more detailed support information.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Group Profile for Defining L2TP Attributes

• ApplyingPPPAttributes toL2TPLNSSubscriberswithaUserGroupProfileonpage238
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ppp-options

Syntax ppp-options {
authentication [ authentication-protocols ];
mru size;

mtu (size | use-lower-layer);
chap {
access-profile name;
challenge-lengthminimumminimum-lengthmaximummaximum-length;
default-chap-secret name;
local-name name;
passive;

}
compression {
acfc;
pfc;

}
dynamic-profile profile-name;
initiate-ncp (ip | ipv6 | dual-stack-passive)
ipcp-suggest-dns-option;
lcp-max-conf-req number
lcp-restart-timermilliseconds;
loopback-clear-timer seconds;
ncp-max-conf-req number
ncp-restart-timermilliseconds;
on-demand-ip-address
pap {
access-profile name;
default-pap-password password;
local-name name;
local-password password;
passive;

}
}

Hierarchy Level [edit interfaces interface-name],
[edit interfaces interface-name unit logical-unit-number],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number]

Release Information Statement introduced before Junos OS Release 7.4.

Description On interfaces with PPP encapsulation, configure PPP-specific interface properties.

For ATM2 IQ interfaces only, you can configure CHAP on the logical interface unit if the

logical interface is configured with one of the following PPP over ATM encapsulation

types:

• atm-ppp-llc—PPP over AAL5 LLC encapsulation.

• atm-ppp-vc-mux—PPP over AAL5multiplex encapsulation.
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BESTPRACTICE: On inline service (si) interfaces for L2TP, only the chap and

pap statements are typically used for subscriber management. We

recommend that you leave the other statements subordinate to
ppp-options—including those subordinate to chap and pap—at their default

values.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring the PPP Challenge Handshake Authentication Protocol

• ApplyingPPPAttributes toL2TPLNSSubscribersper InlineService Interfaceonpage236
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ppp-options (Dynamic PPP)

Syntax ppp-options {
aaa-options aaa-options-name;
authentication [ authentication-protocols ];
chap {
challenge-lengthminimumminimum-lengthmaximummaximum-length;

}
initiate-ncp (ip | ipv6 | dual-stack-passive)
ipcp-suggest-dns-option;
mru size;
mtu (size | use-lower-layer);
on-demand-ip-address;
pap;
peer-ip-address-optional;

}

Hierarchy Level [edit dynamic-profiles profile-name interfaces pp0 unit “$junos-interface-unit”],
[edit dynamic-profiles profile-name interfaces "$junos-interface-ifd-name" unit
“$junos-interface-unit”]

Release Information Statement introduced in Junos OS Release 9.5.

Support at the [editdynamic-profilesprofile-name interfaces"$junos-interface-ifd-name"

unit “$junos-interface-unit”] hierarchy level introduced in Junos OS Release 12.2.

Description Configure PPP-specific interface properties in a dynamic profile.

The remaining statements are explained separately. See CLI Explorer.

NOTE:

PPP options can also be configured in a group profile with the ppp-options

(L2TP)statement.Thefollowingbehaviordetermines the interactionbetween

thePPPoptionsconfigured inagroupprofile and thePPPoptionsconfigured
in a dynamic profile:

• WhenPPPoptionsareconfiguredonly in thegroupprofile, thegroupprofile
options are applied to the subscriber.

• When PPP options are configured in both a group profile and a dynamic
profile, the dynamic profile configuration takes complete precedence over
thegroupprofilewhen thedynamicprofile includesoneormoreof thePPP
options that can be configured in the group profile. Complete precedence
means that there is nomerging of options between the profiles. The group
profile is applied to the subscriber only when the dynamic profile does not
include any PPP option available in the group profile.
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Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Dynamic Profiles Overview

• Configuring Dynamic Authentication for PPP Subscribers on page 123

• Attaching Dynamic Profiles to Static PPP Subscriber Interfaces on page 118

• ApplyingPPPAttributes toL2TPLNSSubscribersper InlineService Interfaceonpage236
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ppp-options (L2TP)

Syntax ppp-options {
aaa-options aaa-options-name;
chap;
initiate-ncp (ip | ipv6 | dual-stack-passive)
ipcp-suggest-dns-option;
mru;
mtu;
pap;
peer-ip-address-optional;

}

Hierarchy Level [edit access group-profile profile-name ppp]

Release Information Statement introduced in Junos OS Release 11.4.

mtu statement introduced in Junos OS Release 14.2

Description Configure PPP-specific properties in a group profile that applies to tunneled PPP

subscribers at the LNS.

The remaining statements are explained separately. See CLI Explorer.

NOTE:

PPP options can also be configured for an inline service interface within a
dynamicprofilewith theppp-options(DynamicPPP)statement.The following

behavior determines the interaction between the PPP options configured in
a group profile and the PPP options configured in a dynamic profile:

• WhenPPPoptionsareconfiguredonly in thegroupprofile, thegroupprofile
options are applied to the subscriber.

• When PPP options are configured in both a group profile and a dynamic
profile, the dynamic profile configuration takes complete precedence over
thegroupprofilewhen thedynamicprofile includesoneormoreof thePPP
options that can be configured in the group profile. Complete precedence
means that there is nomerging of options between the profiles. The group
profile is applied to the subscriber only when the dynamic profile does not
include any PPP option available in the group profile.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Group Profile for Defining L2TP Attributes

• ApplyingPPPAttributes toL2TPLNSSubscriberswithaUserGroupProfileonpage238
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preference (Subscriber Management)

Syntax preference route-distance

Hierarchy Level [editdynamic-profilesprofile-name routing-instances$junos-routing-instancerouting-options
access route prefix],

[editdynamic-profilesprofile-name routing-instances$junos-routing-instancerouting-options
rib routing-table-name access route prefix],

[edit dynamic-profiles profile-name routing-options access route prefix]

Release Information Statement introduced in Junos OS Release 9.5.

Support at [edit dynamic-profilesprofile-name routing-instances $junos-routing-instance

routing-options access route prefix] and [edit dynamic-profiles profile-name

routing-instances $junos-routing-instance routing-options rib routing-table-name access

route prefix] hierarchy levels introduced in Junos OS Release 10.1.

Description Dynamically configure the distance for an access route.

Options route-distance—Either the specific distance you want to assign to the access route or

either of the following distance variables:

• $junos-framed-route-distance—Distance of an IPv4 access route; the variable is

dynamically replaced with the preference value (Subattribute 5) from the RADIUS

Framed-Route attribute [22].

• $junos-framed-route-ipv6-distance—Distance of an IPv6 access route; the variable is

dynamically replaced with the preference value (Subattribute 5) from the RADIUS

Framed-IPv6-Route attribute [99].

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Dynamic Access Routes for Subscriber Management on page 33
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preference (Tunnel Profile)

Syntax preference number;

Hierarchy Level [edit access tunnel-profile profile-name tunnel tunnel-id]

Release Information Statement introduced in Junos OS Release 10.4.

Description Specify the preference for a tunnel. You can specify up to 8 levels of preference, and you

can assign the same preference to amaximum of 31 tunnels. When you define multiple

preferences for a destination, you increase the probability of a successful connection.

This value can be overridden by RADIUS attribute Tunnel-Preference [83].

Options number—Number that indicates the order in which the router attempts to connect to the

destination. Zero is the highest level of preference.

Range: 0 through 2000

Default: 2000

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Tunnel Profile for Subscriber Access on page 205
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primary-interface (Aggregated Inline Services)

Syntax primary-interface interface-name;

Hierarchy Level [edit interfaces asix aggregated-inline-services-options]

Release Information Statement introduced in Junos OS Release 16.2.

Description Specify the primary (active) inline services member link in the asi bundle. Youmust also

configure a secondary (backup) member link on a different MPCwith the

secondary-interface statement. The secondary member provides 1:1 redundancy for

subscriber service sessions on the primary member link. The bandwidth configured at

the [edit chassis fpc slot pic number inline-services bandwidth] hierarchy level must be

the same for both member links.

Redundancy is not achievable if you configure the primary and secondary interface on

the sameMPC, because both member interfaces go down if the card goes down.

Consequently, if you configure both interfaces on the sameMPC, the subsequent

configuration commit fails.

Options interface-name—Name of an inline services physical interface.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring 1:1 LNS Stateful Redundancy on Aggregated Inline Service Interfaces on

page 248

• Configuring an L2TP LNSwith Inline Service Interfaces on page 233
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profile (Access)

Syntax profile profile-name {
accounting {
address-change-immediate-update
accounting-stop-on-access-deny;
accounting-stop-on-failure;
ancp-speed-change-immediate-update;
coa-immediate-update;
coa-no-override service-class-attribute;
duplication;
duplication-filter;
duplication-vrf {
access-profile-name profile-name;
vrf-name vrf-name;

}
immediate-update;
order [ accounting-method ];
send-acct-status-on-config-change;
statistics (time | volume-time);
update-intervalminutes;
wait-for-acct-on-ack;

}
accounting-order (radius | [accounting-order-data-list]);
authentication-order [ authentication-methods ];
client client-name {
chap-secret chap-secret;
group-profile profile-name;
ike {
allowed-proxy-pair {
remote remote-proxy-address local local-proxy-address;

}
pre-shared-key (ascii-text character-string | hexadecimal hexadecimal-digits);
ike-policy policy-name;
interface-id string-value;

}
l2tp {
aaa-access-profile profile-name;
interface-id interface-id;
lcp-renegotiation;
local-chap;
maximum-sessions number;
maximum-sessions-per-tunnel number;
multilink {
drop-timeoutmilliseconds;
fragment-threshold bytes;

}
override-result-code session-out-of-resource;
ppp-authentication (chap | pap);
ppp-profile profile-name;
sessions-limit-group limit-group-name;
shared-secret shared-secret;

}
pap-password pap-password;
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ppp {
cell-overhead;
encapsulation-overhead bytes;
framed-ip-address ip-address;
framed-pool framed-pool;
idle-timeout seconds;
interface-id interface-id;
keepalive seconds;
primary-dns primary-dns;
primary-wins primary-wins;
secondary-dns secondary-dns;
secondary-wins secondary-wins;

}
user-group-profile profile-name;

}
domain-name-server;
domain-name-server-inet;
domain-name-server-inet6;
local {
flat-file-profile profile-name;

}
preauthentication-order preauthentication-method;
provisioning-order (gx-plus | jsrc | pcrf);
radius {
accounting-server [ ip-address ];
attributes {
exclude {
...

}
ignore {
framed-ip-netmask;
input-filter;
logical-system:routing-instance;
output-filter;

}
}
authentication-server [ ip-address ];
options {
accounting-session-id-format (decimal | description);
calling-station-id-delimiter delimiter-character;
calling-station-id-format {
agent-circuit-id;
agent-remote-id;
interface-description;
interface-text-description;
mac-address;
nas-identifier;
stacked-vlan;
vlan;

}
chap-challenge-in-request-authenticator;
client-accounting-algorithm (direct | round-robin);
client-authentication-algorithm (direct | round-robin);
coa-dynamic-variable-validation;
ethernet-port-type-virtual;
interface-description-format {
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exclude-adapter;
exclude-channel;
exclude-sub-interface;

}
juniper-dsl-attributes;
nas-identifier identifier-value;
nas-port-extended-format {
adapter-widthwidth;
ae-widthwidth;
port-widthwidth;
pw-widthwidth;
slot-widthwidth;
stacked-vlan-widthwidth;
vlan-widthwidth;
atm {
adapter-widthwidth;
port-widthwidth:
slot-widthwidth;
vci-widthwidth:
vpi-widthwidth;

}
}
nas-port-id-delimiter delimiter-character;
nas-port-id-format {
agent-circuit-id;
agent-remote-id;
interface-description;
interface-text-description;
nas-identifier;
order {
agent-circuit-id;
agent-remote-id;
interface-description;
interface-text-description;
nas-identifier;
postpend-vlan-tags;

}
postpend-vlan-tags;

}
nas-port-type {
ethernet {
port-type;

}
}
revert-interval interval;
service-activation {
dynamic-profile (optional-at-login | required-at-login);
extensible-service (optional-at-login | required-at-login);

}
vlan-nas-port-stacked-format;

}
preauthentication-server ip-address;

}
radius-server server-address {
accounting-port port-number;
accounting-retry number;
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accounting-timeout seconds;
dynamic-request-port
port port-number;
preauthentication-port port-number;
preauthentication-secret password;
retry attempts;
routing-instance routing-instance-name;
secret password;
max-outstanding-requests value;
source-address source-address;
timeout seconds;

}
service {
accounting {
statistics (time | volume-time);
update-intervalminutes;

}
accounting-order (activation-protocol | local | radius);

}
session-options {
client-idle-timeoutminutes;
client-idle-timeout-ingress-only;
client-session-timeoutminutes;
strip-user-name {
delimiter [ delimiter ];
parse-direction (left-to-right | right-to-left);

}
}

}

Hierarchy Level [edit access]

Release Information Statement introduced before Junos OS Release 7.4.

Description Configure PPP CHAP, or a profile and its subscriber access, L2TP, or PPP properties.

Options profile-name—Name of the profile.

For CHAP, the name serves as the mapping between peer identifiers and CHAP secret

keys. This entity is queried for the secret keywhenever aCHAPchallengeor response

is received.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.
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Related
Documentation

• Configuring the PPP Authentication Protocol

• Configuring Access Profiles for L2TP or PPP Parameters

• Configuring L2TP Properties for a Client-Specific Profile

• Configuring an L2TP LNSwith Inline Service Interfaces on page 233

• Configuring PPP Properties for a Client-Specific Profile

• Configuring Service Accounting with JSRC

• Configuring Service Accounting in Local Flat Files

• AAA Service Framework Overview

• show network-access aaa statistics

• clear network-access aaa statistics
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proxy-mode

Syntax proxy-mode;

Hierarchy Level [edit forwarding-options dhcp-relay overrides],
[edit forwarding-options dhcp-relay group group-name overrides],
[edit logical-systems logical-system-name forwarding-options dhcp-relay overrides],
[edit logical-systems logical-system-name forwarding-optionsdhcp-relaygroupgroup-name
overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay group group-name overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay overrides],
[edit routing-instances routing-instance-name forwarding-options dhcp-relay group
group-name overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay group
group-name interface interface-name overrides]

Release Information Statement introduced in Junos OS Release 9.5.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Enable DHCP relay proxy mode on the extended DHCP relay. Proxy mode supports all

extended DHCP relay functionality.

You cannot configure both the DHCP relay proxy and the extended DHCP local server

on the same interface.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• DHCP Relay Proxy Overview

• Extended DHCP Relay Agent Overview

• Enabling DHCP Relay Proxy Mode

Copyright © 2017, Juniper Networks, Inc.566

Broadband Subscriber Access Protocols Feature Guide



ps0 (Pseudowire Subscriber Interfaces)

Syntax ps0 {
anchor-point lt-device;
mtu bytes;
macmac-address;
no-gratuitous-arp-request;
(flexible-vlan-tagging | stacked-vlan-tagging | untagged | vlan-tagging);

}

Hierarchy Level [edit logical-systems transport-ls interfaces]

Release Information Statement introduced in Junos OS Release 13.1.

Description Configure the pseudowire logical device.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Pseudowire Subscriber Logical Interfaces Overview on page 291

• Configuring a Pseudowire Subscriber Logical Interface on page 297

• Configuring a Pseudowire Subscriber Logical Interface Device on page 299

• Configuring theTransport Logical Interface foraPseudowireSubscriberLogical Interface

on page 302

• Configuring the Service Logical Interface for a Pseudowire Subscriber Logical Interface

on page 305
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pseudowire-service (Pseudowire Subscriber Interfaces)

Syntax pseudowire-service {
device-count number;

}

Hierarchy Level [edit chassis]

Release Information Statement introduced in Junos OS Release 13.1.

Description Configure properties for the pseudowire devices on the router.

The remaining statement is explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Pseudowire Subscriber Logical Interfaces Overview on page 291

• Configuring a Pseudowire Subscriber Logical Interface on page 297

• Configuring theMaximumNumber of Pseudowire Logical InterfaceDevices Supported

on the Router on page 299
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qualified-next-hop (Subscriber Management)

Syntax qualified-next-hop interface-name {
mac-address address;

}

Hierarchy Level [editdynamic-profilesprofile-name routing-instances$junos-routing-instancerouting-options
access-internal route subscriber-ip-address],

[editdynamic-profilesprofile-name routing-instances$junos-routing-instancerouting-options
rib routing-table-name access-internal route subscriber-ip-address],

[edit dynamic-profiles profile-name routing-options access-internal route
subscriber-ip-address]

Release Information Statement introduced in Junos OS Release 9.5.

Support at the [edit dynamic-profiles profile-name routing-instances

$junos-routing-instance routing-options route subscriber-ip-address] and [edit

dynamic-profiles profile-name routing-instances $junos-routing-instance routing-options

rib routing-table-name route subscriber-ip-address] hierarchy levels introduced in Junos

OS Release 10.1.

Description Dynamically configure thequalifiednext-hopand theMACaddress for anaccess-internal

route for DHCP and PPP subscriber interfaces.

Options interface-name—Either the specific interface you want to assign to the access route or

the variable, or the $junos-interface-name variable. The variable is dynamically

replaced with the value supplied by DHCP or PPP when a subscriber logs in.

The remaining statement is explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Dynamic Access-Internal Routes for DHCP Subscriber Management on

page 32
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reject-unauthorized-ipv6cp

Syntax reject-unauthorized-ipv6cp;

Hierarchy Level [edit protocols ppp-service]

Release Information Statement introduced in Junos OS Release 13.3.

Description Configure the router to reject any IPv6 Control Protocol (IPv6CP) negotiation messages

on dynamic interfaces when no appropriate IPv6 address or prefix has been received

fromAAA. IPv6CPnegotiationattemptsarealso rejectedwhenonlyaFramed-IPv6-Prefix

attribute is received but router advertisement is not enabled in the dynamic profile.

NOTE: IPv6CP negotiationmessages are not rejected for static interfaces.

Default IPv6CPnegotiation is allowed regardless of thepresenceof IPv6attributes received from

AAA.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Avoiding Negotiation of IPv6CP in the Absence of an Authorized Address
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relay-option-82

Syntax relay-option-82 {
circuit-id {
include-irb-and-l2;
keep-incoming-circuit-id ;
no-vlan-interface-name;
prefix prefix;
use-interface-description (logical | device);
use-vlan-id;

}
remote-id {
include-irb-and-l2;
keep-incoming-remote-id ;
no-vlan-interface-name;
prefix prefix;
use-interface-description (logical | device);
use-vlan-id;

}
server-id-override
vendor-specific{
host-name;
location;

}
}

Hierarchy Level [edit forwarding-options dhcp-relay],
[edit forwarding-options dhcp-relay group group-name],
[edit logical-systems logical-system-name forwarding-options dhcp-relay],
[edit logical-systems logical-system-name forwarding-optionsdhcp-relaygroupgroup-name],
[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay group group-name],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay],
[edit routing-instances routing-instance-name forwarding-options dhcp-relay group
group-name]

Release Information Statement introduced in Junos OS Release 8.3.

Statement introduced in Junos OS Release 12.3 for EX Series switches.

Description Enable or disable the insertion of the DHCP relay agent information option (option 82)

in DHCP packets destined for a DHCP server.

To enable insertion of option 82 information in DHCP packets, youmust specify at least

one of the circuit-id or remote-id statements.

You can use the relay-option-82 statement and its subordinate statements at the [edit

forwarding-optionsdhcp-relay]hierarchy level tocontrol insertionofoption82 information

globally, or at the [edit forwarding-options dhcp-relay group group-name] hierarchy level

to control insertion of option 82 information for a named group of interfaces.
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To restore thedefaultbehavior (option82 information isnot inserted intoDHCPpackets),

use the delete relay-option-82 statement.

The remaining statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Using DHCP Relay Agent Option 82 Information

• dhcp-relay on page 415

remote-gateway (Tunnel Profile)

Syntax remote-gateway {
address server-ip-address;
gateway-name server-name;

}

Hierarchy Level [edit access tunnel-profile profile-name tunnel tunnel-id]

Release Information Statement introduced in Junos OS Release 10.4.

Description Specify the IPaddressandhostnameof the remotegatewayat theL2TP tunnel endpoint,

the LNS.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Tunnel Profile for Subscriber Access on page 205
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report-ingress-shaping-rate (Dynamic CoS Interfaces)

Syntax report-ingress-shaping-rate bps;

Hierarchy Level [edit dynamic-profiles profile-name class-of-service interfaces interface-name unit
logical-unit-number]

Release Information Statement introduced in Junos OS Release 17.2 on MX Series.

Description Report the ingress shaping rate in bits per second that is used as the receive speed (Rx)

for the LAC to send to the LNS. The ingress shaping rate is used when themethod for

deriving the connect speed is configured as service-profilewith the tx-connect-speed

statement at the [edit services l2tp] hierarchy level.

NOTE: This statement is supported only when the effective shaping-rate

statement is included at the [edit chassis] hierarchy level. If it is not, the

subscriber login fails and a system logmessage is generated. There is no
commit check failure because a commit check cannot be performed at run
time.

Options bps—Ingress shaping rate in bits per second.

Range: 1000 through 6,400,000,000,000 (6.4Tbps)

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Method to Derive the LAC Connection Speeds Sent to the LNS on

page 225

• Transmission of Tx and Rx Connection Speeds from LAC to LNS on page 217

• Guidelines for Configuring Dynamic CoS for Subscriber Access

• Applying a Classifier to a Subscriber Interface in a Dynamic Profile
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request services l2tp destination unlock

Syntax request services l2tp destination unlock destination-name

Release Information Command introduced in Junos OS Release 13.2.

Description Remove the specified destination from the destination lockout list immediately, before

its lockoutperiodexpires.Asa result, theL2TPprocesscanagainconsider thedestination

during the selection of new tunnels.

Options destination-name—Name of the destination to be unlocked.

Required Privilege
Level

view

Related
Documentation

Removing an L2TP Destination from the Destination Lockout List on page 163•

• Configuring the L2TP Destination Lockout Timeout on page 163

• show services l2tp destination lockout on page 712

List of Sample Output request services l2tp destination unlock on page 574

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

request services l2tp destination unlock

user@host> request services l2tp destination unlock dest-a
Destination dest-a unlocked
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retransmission-count-established (L2TP)

Syntax retransmission-count-established count;

Hierarchy Level [edit services l2tp tunnel]

Release Information Statement introduced in Junos OS Release 12.1.

Description Set the maximum number of times control messages are retransmitted for established

tunnels.

BEST PRACTICE: Before you downgrade to a Junos OS Release that does
not support this statement, unconfigure the statement by issuing no services

l2tp tunnel retransmission-count-established.

Options count—Number of retransmissions.

Range: 2 through 30

Default: 7

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Retransmission Attributes for L2TP Control Messages on page 169

• Configuring an L2TP LAC on page 171

• Configuring an L2TP LNSwith Inline Service Interfaces on page 233
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retransmission-count-not-established (L2TP)

Syntax retransmission-count-not-established count;

Hierarchy Level [edit services l2tp tunnel]

Release Information Statement introduced in Junos OS Release 12.1.

Description Set the maximum number of times control messages are retransmitted for tunnels that

are not established.

BEST PRACTICE: Before you downgrade to a Junos OS Release that does
not support this statement, unconfigure the statement by issuing no services

l2tp tunnel retransmission-count-not-established.

Options count—Number or retransmissions.

Range: 2 through 30

Default: 5

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Retransmission Attributes for L2TP Control Messages on page 169

• Configuring an L2TP LAC on page 171

• Configuring an L2TP LNSwith Inline Service Interfaces on page 233

Copyright © 2017, Juniper Networks, Inc.576

Broadband Subscriber Access Protocols Feature Guide



route (Access)

Syntax route prefix {
next-hop next-hop;
metric route-cost;
preference route-distance;
tag route-tag;

}

Hierarchy Level [editdynamic-profilesprofile-name routing-instances$junos-routing-instancerouting-options
access],

[editdynamic-profilesprofile-name routing-instances$junos-routing-instancerouting-options
rib routing-table-name access],

[edit dynamic-profiles profile-name routing-options access]

Release Information Statement introduced in Junos OS Release 9.5.

Support at the [edit dynamic-profiles profile-name routing-instances

$junos-routing-instance routing-options access] and [edit dynamic-profiles profile-name

routing-instances $junos-routing-instance routing-options rib routing-table-name access]

hierarchy levels introduced in Junos OS Release 10.1.

Description Dynamically configure the parameters for access routes.

Options prefix—Either the specific route prefix that you want to assign to the access route or one

of the following route prefix variables.

• For IPv4 access routes, use the variable, $junos-framed-route-ip-address-prefix. The

route prefix variable is dynamically replaced with the value in Framed-Route RADIUS

attribute [22].

• For IPv6 access routes, use the variable,$junos-framed-route-ipv6-address-prefix. The

variable is dynamically replacedwith thevalue inFramed-IPv6-RouteRADIUSattribute

[99].

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Dynamic Access Routes for Subscriber Management on page 33
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route (Access Internal)

Syntax route subscriber-ip-address {
next-hop next-hop;
qualified-next-hop underlying-interface {
mac-address address;

}
}

Hierarchy Level [editdynamic-profilesprofile-name routing-instances$junos-routing-instancerouting-options
access-internal],

[editdynamic-profilesprofile-name routing-instances$junos-routing-instancerouting-options
rib routing-table-name access-internal],

[edit dynamic-profiles profile-name routing-options access-internal]

Release Information Statement introduced in Junos OS Release 9.5.

Support at the [edit dynamic-profiles profile-name routing-instances

$junos-routing-instance routing-options access-internal] and [edit dynamic-profiles

profile-name routing-instances $junos-routing-instance routing-options rib

routing-table-name access-internal] hierarchy levels introduced in Junos OS Release 10.1.

Description Dynamically configure parameters for an access-internal route.

Options subscriber-ip-address—Either the specific IP address you want to assign to the

access-internal route or the subscriber IP address variable

($junos-subscriber-ip-address). The subscriber IP address variable is dynamically

replaced with the value supplied by DHCP or PPP when a subscriber logs in.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Dynamic Access-Internal Routes for DHCP Subscriber Management on

page 32

• Configuring Dynamic Access-Internal Routes for PPP Subscriber Management on

page 121
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route-suppression (DHCP Local Server and Relay Agent)

Syntax route-suppression (access | access-internal | destination);

Hierarchy Level [edit forwarding-options dhcp-relay],
[edit forwarding-options dhcp-relay dhcpv6],
[edit forwarding-options dhcp-relay group group-name],
[edit forwarding-options dhcp-relay dhcpv6 group group-name],
[edit logical-systems logical-system-name ...],
[edit logical-systems logical-system-name routing-instances routing-instance-name...],
[edit routing-instances routing-instance-name ...],
[edit system services dhcp-local-server],
[edit system services dhcp-local-server dhcpv6],
[edit system services dhcp-local-server group group-name],
[edit system services dhcp-local-server dhcpv6 group group-name]

Release Information Statement introduced in Junos OS Release 13.2.

Description Configure the jdhcpd process to suppress the installation of access, access-internal, or

destination routes during client binding.

NOTE: You cannot suppress access-internal routes when the subscriber is
configured with both IA_NA and IA_PD addresses over IP demux
interfaces—the IA_PDroute relieson the IA_NAroute fornexthopconnectivity.

Options access—(DHCPv6 only) Suppress installation of access routes. You can use the access
and access-internal options in the same statement for DHCPv6.

access-internal—In a DHCPv4 hierarchy, suppress installation of both access-internal
and destination routes. In a DHCPv6 hierarchy, suppress access-internal routes only.

Can be configured in the same statement with the access option.

destination—(DHCPv4only)Suppress installationof destination routes. This optionand
theaccess-internaloptionaremutually exclusive; however, theaccess-internaloption

also suppresses destination routes.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Preventing DHCP from Installing Access, Access-Internal, and Destination Routes by

Default on page 38
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routing-instance (Tunnel Profile)

Syntax routing-instance routing-instance-name;

Hierarchy Level [edit access tunnel-profile profile-name tunnel tunnel-id]

Release Information Statement introduced in Junos OS Release 10.4.

Description Specify a routing instance for a tunnel.

Options routing-instance-name—Name of the routing instance.

Default: Routing instance default

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Tunnel Profile for Subscriber Access on page 205

routing-instance (L2TP Destination)

Syntax routing-instance routing-instance-name {
drain;

}

Hierarchy Level [edit services l2tp destination address ip-address]

Release Information Statement introduced in Junos OS Release 13.2.

Description Specify the routing instance in which the destination is created.

Options routing-instance-name—Name of the routing instance.

Default: Routing instance default

The remaining statement is explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring L2TP Drain on page 164
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routing-instance (L2TP Tunnel Destination)

Syntax routing-instance routing-instance-name {
drain;

}

Hierarchy Level [edit services l2tp tunnel name tunnel-name address ip-address]

Release Information Statement introduced in Junos OS Release 13.2.

Description Specify the routing instance in which the tunnel to the destination address is created.

Options routing-instance-name—Name of the routing instance.

Default: Routing instance default

The remaining statement is explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring L2TP Drain on page 164
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routing-instances (Dynamic Profiles)

Syntax routing-instances routing-instance-name {
interface interface-name;
multicast-snooping-options {
}
routing-options {
access {
route prefix {
metric route-cost;
next-hop next-hop;
preference route-distance;
tag route-tag;

}
}
access-internal {
route subscriber-ip-address {
qualified-next-hop underlying-interface {
mac-address address;

}
}

}
multicast {
interface interface-name {
no-qos-adjust;

}
}
rib routing-table-name {
access {
route prefix {
metric route-cost;
next-hop next-hop;
preference route-distance;
tag route-tag;

}
}
access-internal {
route subscriber-ip-address {
qualified-next-hop underlying-interface {
mac-address address;

}
}

}
}

}
}

Hierarchy Level [edit dynamic-profiles]
[edit logical-systems logical-system-name ]

Release Information Statement introduced in Junos OS Release 9.6.

Support at the logical-systems hierarchy level was introduced in Junos OS Release 14.2.
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Description Dynamically configure an additional routing entity for a router.

Options routing-instance-name—The routing instance variable ($junos-routing-instance). The

routing instance variable is dynamically replaced with the routing instance the

accessing client uses when connecting to the router.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Dynamic Profile for use by a Retailer in the DHCPv4 Solution
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routing-options (Dynamic Profiles)

Syntax routing-options {
access {
route prefix {
metric route-cost;
next-hop next-hop;
preference route-distance;
tag route-tag;

}
}
access-internal {
route subscriber-ip-address {
qualified-next-hop underlying-interface {
mac-address address;

}
}

}
multicast {
interface interface-name {
no-qos-adjust;

}
}
rib routing-table-name {
access {
route prefix {
metric route-cost;
next-hop next-hop;
preference route-distance;
tag route-tag;

}
}
access-internal {
route subscriber-ip-address {
qualified-next-hop underlying-interface {
mac-address address;

}
}

}
}

}

Hierarchy Level [edit dynamic-profiles profile-name],
[edit dynamic-profiles profile-name routing-instances $junos-routing-instance]

Release Information Statement introduced in Junos OS Release 9.6.

Support at the [edit dynamic-profiles profile-name routing-instances

$junos-routing-instance] hierarchy level introduced in Junos OS Release 10.1.

Description Configure protocol-independent routing properties in a dynamic profile.

The remaining statements are explained separately. See CLI Explorer.
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Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Dynamic Access Routes for Subscriber Management on page 33

• Configuring Dynamic Access-Internal Routes for DHCP Subscriber Management on

page 32

rule (IP Reassembly)

Syntax rule rule-name {
match-direction direction;

}

Hierarchy Level [edit services ip-reassembly]

Release Information Statement introduced in Junos OS Release 13.1.

Description Configure an IP reassembly rule, which is used for inline IP reassembly on the inline

services interface. The IP reassembly rule can be attached to a service set to indicate

that the service set is of type IP reassembly. For inline IP reassembly, each rule must

include thematch-direction statement, which specifies the direction in which thematch

is applied.

NOTE: If you configure an IP reassembly rule, then youmust configure the
match-direction statement.

Options rule-name—Name of the IP reassembly rule.

Range: Up to 63 characters

The remaining statement is explained separately. See CLI Explorer.

NOTE: Tocreatemore thanone IP reassembly rule, include the rulestatement

multiple times.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring IP Inline Reassembly for L2TP on page 274

• IP Packet Fragment Reassembly for L2TP Overview on page 273
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rx-connect-speed-when-equal (L2TP LAC)

Syntax rx-connect-speed-when-equal

Hierarchy Level [edit services l2tp]

Release Information Statement introduced in Junos OS Release 13.1.

Description Enable sending the receive connect speed, which is represented by AVP 38, even when

its value is equal to that of the transmit connect speed, which is represented by AVP 24.

By default, AVP 38 is sent from the LAC to the LNS during the establishment of an L2TP

tunnel session, only when its value is different fromAVP 24. You can override the default

setting with this configuration statement.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Method to Derive the LAC Connection Speeds Sent to the LNS on

page 225

• Transmission of theReceive Connect SpeedAVPWhenTransmit andReceive Connect

Speeds are Equal on page 224
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rx-window-size (L2TP)

Syntax rx-window-size packets;

Hierarchy Level [edit services l2tp tunnel]

Release Information Statement introduced in Junos OS Release 13.3.

Description Configure the L2TP receive window size for an L2TP tunnel.

Options packets—Number of packets that a peer can transmit without receiving an

acknowledgment from the router. By default, this value is set to 4 packets. If the

receive window size is configured to its default value, the router does not send the

ReceiveWindowSize AVP (AVP 10) in the first tunnel negotiation packet that is sent

to its peer.

Range: 4 through 128

Default: 4

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Setting the L2TP ReceiveWindow Size on page 161

• Configuring an L2TP LAC on page 171

• Configuring an L2TP LNSwith Inline Service Interfaces on page 233
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secondary-interface (Aggregated Inline Services)

Syntax secondary-interface interface-name;

Hierarchy Level [edit interfaces asix aggregated-inline-services-options]

Release Information Statement introduced in Junos OS Release 16.2.

Description Specify the secondary (backup) inline services member link in the asi bundle. Youmust

alsoconfigureaprimary (active)member linkonadifferentMPCwith theprimary-interface

statement.Thesecondarymemberprovides 1:1 redundancy for subscriber servicesessions

on the primary member link. The bandwidth configured at the [edit chassis fpc slot pic

number inline-services bandwidth] hierarchy level must be the same for both member

links.

Redundancy is not achievable if you configure the primary and secondary interface on

the sameMPC, because both member interfaces go down if the card goes down.

Consequently, if you configure both interfaces on the sameMPC, the subsequent

configuration commit fails.

Options interface-name—Name of an inline services physical interface.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring 1:1 LNS Stateful Redundancy on Aggregated Inline Service Interfaces on

page 248

• Configuring an L2TP LNSwith Inline Service Interfaces on page 233
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secret (Tunnel Profile)

Syntax secret password;

Hierarchy Level [edit access tunnel-profile profile-name tunnel tunnel-id]

Release Information Statement introduced in Junos OS Release 10.4.

Description Specify the tunnel password sent to the LNS for authentication.

Options password—Cleartext password.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Tunnel Profile for Subscriber Access on page 205

service-device-pool (L2TP)

Syntax service-device-pool pool-name;

Hierarchy Level [edit services l2tp tunnel-group name]

Release Information Statement introduced in Junos OS Release 11.4.

Description Assign a pool of service interfaces to the tunnel group to balance traffic across.

NOTE: The service interface configuration is required for static LNSsessions.
Either the service interface configuration or the service device pool
configuration can be used for dynamic LNS sessions.

Options pool-name—Name of the service device pool.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring an L2TP Tunnel Group for LNS Sessions with Inline Services Interfaces on

page 267
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service-device-pools (L2TP Service Interfaces)

Syntax service-device-pools {
pool pool-name {
interface service-interface-name;

}
}

Hierarchy Level [edit services]

Release Information Statement introduced in Junos OS Release 11.4.

Description Configure one ormore pools of service interfaces that can be assigned to an L2TP tunnel

group for traffic load-balancing. The service device pool is required for dynamic LNS

sessions.

Options pool-name—Name of the service interface pool.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Pool of Inline Services Interfaces for Dynamic LNSSessions on page 269
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service-interface (L2TP Processing)

Syntax service-interface interface-name;

Hierarchy Level [edit services l2tp tunnel-group name]

Release Information Statement introduced before Junos OS Release 7.4.

si-fpc/pic/port option added in Junos OS Release 11.4.

Option asifpc added in Junos OS Release 16.2.

Description Specify the service interface responsible for handling L2TP processing.

NOTE: OnMX Series routers, the service interface configuration is required
for staticLNSsessions.Either theservice interfaceconfigurationor theservice
device pool configuration can be used for dynamic LNS sessions.

Options interface-name—Name of the service interface. The ae, si, and sp interface types are
supported as follows:

• asix—(MPCs on MX Series routers) Aggregated inline services interface.

• sp-fpc/pic/port—On AS or Multiservices PICs on M7i, M10i, and M120 routers.

• si-fpc/pic/port—OnMPCs on MX Series routers.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Local Gateway Address and PIC

• Configuring an L2TP Tunnel Group for LNS Sessions with Inline Services Interfaces on

page 267
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session-mode

Syntax session-mode (automatic | multihop | singlehop);

Hierarchy Level [edit system services dhcp-local-server liveness-detectionmethod bfd],
[edit system services dhcp-local-server dhcpv6 liveness-detectionmethod bfd],
[edit forwarding-optionsdhcp-relay liveness-detection], [edit forwarding-optionsdhcp-relay
dhcpv6 liveness-detectionmethod bfd],

[edit system services dhcp-local-server group group-name liveness-detectionmethod bfd],
[edit systemservicesdhcp-local-serverdhcpv6groupgroup-name liveness-detectionmethod
bfd],

[edit forwarding-options dhcp-relay group group-name liveness-detectionmethod bfd],
[edit forwarding-options dhcp-relay dhcpv6 group group-name liveness-detectionmethod
bfd]

Release Information Statement introduced in Junos OS Release 12.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Configure the session mode.

Options Default: automatic

automatic—Configure single-hop BFD sessions if the peer is directly connected to the
router interface andmultihop BFD sessions if the peer is not directly connected to

the router interface.

multihop—Configure multihop BFD sessions and passive DHCP clients.

single-hop—Configure single hop BFD sessions and non-passive DHCP clients.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example:ConfiguringGroupLivenessDetectionwithBFD forDHCPLocalServerClients

on page 94

• Example:ConfiguringGlobal LivenessDetectionwithBFD forDHCPRelayAgentClients

on page 89

Copyright © 2017, Juniper Networks, Inc.592

Broadband Subscriber Access Protocols Feature Guide



session-options

Syntax session-options {
client-group [ group-names ];
client-idle-timeoutminutes;
client-idle-timeout-ingress-only;
client-session-timeoutminutes;
strip-user-name {
delimiter [ delimiter ];
parse-direction (left-to-right | right-to-left);

}
}

Hierarchy Level [edit access profile profile-name]

Release Information Statement introduced in Junos OS Release 8.5.

Description (MX Series and SRX Series devices) Define options to place limits on subscriber access

based on how long the session has been up, how long the user has been inactive, or both.

(MX Series) Define options to modify a subscriber username at login based on the

subscriber’s access profile.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Understanding Session Options for Subscriber Access

• Configuring Subscriber Session Timeout Options

• Configuring UsernameModification for Subscriber Sessions on page 177

• Removing Inactive Dynamic Subscriber VLANs
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sessions-limit-group (L2TP)

Syntax sessions-limit-group limit-group-name {
maximum-sessions number;

}

Hierarchy Level [edit services l2tp]

Release Information Statement introduced in Junos OS Release 16.1.

Description Create a group of clients so that you can limit the number of L2TP sessions allowed for

the client group. You can create up to 200 groups.

Options limit-group-name—Identifier of the session-limit group for which the session limit is
configured.

The remaining statement is explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Limiting the Number of L2TP Sessions Allowed by the LAC or LNS on page 202

• Configuring an L2TP LAC on page 171

• Configuring an L2TP LNSwith Inline Service Interfaces on page 233

• Configuring an L2TP Tunnel Group for LNS Sessions with Inline Services Interfaces on

page 267

• L2TP for Subscriber Access Overview on page 145
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sessions-limit-group (L2TP Client Profile)

Syntax sessions limit-group limit-group-name;

Hierarchy Level [edit access profile profile-name client client-name l2tp]

Release Information Statement introduced in Junos OS Release 16.1.

Description Specify in an L2TP access profile the session limit group to which a client is assigned by

the profile.

Options limit-group-name—Identifier of the session-limit group to which a client is assigned.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Limiting the Number of L2TP Sessions Allowed by the LAC or LNS on page 202

• Configuring an L2TP LAC on page 171

• Configuring an L2TP LNSwith Inline Service Interfaces on page 233

• Configuring an L2TP Tunnel Group for LNS Sessions with Inline Services Interfaces on

page 267

• L2TP for Subscriber Access Overview on page 145

shared-secret

Syntax shared-secret shared-secret;

Hierarchy Level [edit access profile profile-name client client-name l2tp]

Release Information Statement introduced in Junos OS Release 7.4.

Description Configure the shared secret.

Options shared-secret—Shared secret key for authenticating the peer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin–control—To add this statement to the configuration.

Related
Documentation

• Configuring L2TP Properties for a Client-Specific Profile

• Configuring an L2TP Access Profile on the LNS on page 240
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soft-gre

Syntax soft-gre {
destination-networks {
[prefix];

}
dynamic-profile profile-name;
group-name;
service-interface psn;
source-addresswag-ip-address;
<tunnel-idle-timeout seconds>;

}

Hierarchy Level [edit services]

Release Information Statement introduced in Junos OS Release 17.2R1 on MX Series routers.

Description Configure the conditions for enabling dynamic-bridged generic routing encapsulation

(GRE) tunnel creation on the MX Series router Wi-Fi access gateway (WAG).

NOTE: Configuration of multiple dynamic tunnel groups is supported.

Options destination-networks [prefix]—Use the specified IP subnets fromwhich soft-GRE

connection requests from the customer can be processed.

group-name—Name of the dynamic GRE tunnel group.

profile-name—Name of the dynamic profile that creates the tunnel.

NOTE: To support VLAN autosensing on a GRE tunnel, youmust also
specify theauto-configureoptionsat the [editdynamic-profileprofile-name

interfaces unit] hierarchy level. These options include a reference to the

dynamic profile that creates VLANs.

service-interface psn—Use the specified pseudowire subscriber interface device (IFD)
on which the tunnels are built.

source-addresswag-ip-address—Use thespecified source IPaddressof theGRE tunnels
for theWAG. This is the IP address on which incoming GRE traffic must be received

by the MX Series router.

tunnel-idle-timeout seconds—(Optional) Use the specified number of seconds that a
GRE tunnel remains up after the last subscriber session on the tunnel has ended. If
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set to0, thenno idle timeout is set, and the tunnel remains up for anunlimitedperiod

of time.

Range: 0 through 65535

Default: 120

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Wi-Fi Access Gateway Deployment Model Overview on page 328

• Supported Access Models for Dynamic-Bridged GRE Tunnels on theWi-Fi Access

Gateway on page 329

• ConfiguringConditions forEnablingDynamic-BridgedGRETunnelCreationonpage333

• show services soft-gre tunnel on page 755

source-gateway (Tunnel Profile)

Syntax source-gateway {
address client-ip-address;
gateway-name client-name;

}

Hierarchy Level [edit access tunnel-profile profile-name tunnel tunnel-id]

Release Information Statement introduced in Junos OS Release 10.4.

Description Specify the IP address and hostname of the source gateway at the local L2TP tunnel

endpoint, the LAC.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Tunnel Profile for Subscriber Access on page 205
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stacked-vlan-tagging

Syntax stacked-vlan-tagging;

Hierarchy Level [edit interfaces interface-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.2 for ACX Series Universal Access Routers.

Description For Gigabit Ethernet IQ interfaces, Gigabit Ethernet, 10-Gigabit Ethernet LAN/WAN PIC,

and 100-Gigabit Ethernet Type 5 PIC with CFP, enable stacked VLAN tagging for all

logical interfaces on the physical interface.

For pseudowire subscriber interfaces, enable stackedVLAN tagging for logical interfaces

on the pseudowire service.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Stacking and Rewriting Gigabit Ethernet VLAN Tags Overview

• vlan-tags (Stacked VLAN Tags)

statistics (Access Profile)

Syntax statistics (time | volume-time);

Hierarchy Level [edit access profile profile-name accounting]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 9.1 for EX Series switches.

volume-time option added in Junos OS Release 9.4.

Description Configure the router or switch to collect timestatistics, or both volumeand timestatistics,

for the sessions being managed by AAA.

Options time—Collect uptime statistics only.

volume-time—Collect both volume and uptime statistics.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Authentication and Accounting Parameters for Subscriber Access

Copyright © 2017, Juniper Networks, Inc.598

Broadband Subscriber Access Protocols Feature Guide



strip-user-name (Access Profile)

Syntax strip-user-name {
delimiter delimiter;
parse-direction (left-to-right | right-to-left);

}

Hierarchy Level [edit access profile profile-name session-options]

Release Information Statement introduced in Junos OS Release 16.2.

Description Configure the details of username stripping for a subscriber access profile. This

configuration determines how a portion of a subscriber login string is identified and

discarded, leaving the remainder for subsequent use as amodified username by an

externalAAAserver for sessionauthenticationandaccounting. For example, themodified

usernamemightappear inRADIUSAccess-Request,Acct-Start, andAcct-Stopmessages,

as well as RADIUS-initiated disconnect requests and change of authorization (CoA)

requests.

You can use the aaa-options aaa-options-name statement at the [edit access] hierarchy

level to define options that specify the LS:RI context for AAA authorization and

configuration for a specific subscriber or a set of subscribers, overriding any such

configuration within a domain map.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Understanding Session Options for Subscriber Access

• Configuring UsernameModification for Subscriber Sessions on page 177

• ApplyingPPPAttributes toL2TPLNSSubscriberswithaUserGroupProfileonpage238

• ApplyingPPPAttributes toL2TPLNSSubscribersper InlineService Interfaceonpage236
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subscriber-context (AAAOptions)

Syntax subscriber-context subscriber-context-name;

Hierarchy Level [edit access aaa-options aaa-options-name]

Release Information Statement introduced in Junos OS Release 16.2.

Description Specify the logical-system:routing-instance (LS:RI) in which the subscriber interface is

placed. For example, this may correspond to the LAC-facing interface on the LNS that

is accessed by all requests from a subscriber residence.

NOTE: Only the default (master) logical system is supported.

Options subscriber-context-name—Name of the logical-system:routing-instance in which the
subscriber interface is placed.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Understanding Session Options for Subscriber Access

• Configuring UsernameModification for Subscriber Sessions on page 177

• ApplyingPPPAttributes toL2TPLNSSubscriberswithaUserGroupProfileonpage238

• ApplyingPPPAttributes toL2TPLNSSubscribersper InlineService Interfaceonpage236
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subscriber-management (Subscriber Management)

Syntax subscriber-management {
enable;
enforce-strict-scale-limit-license;
gres-route-flush-delay;
}
overrides {
interfaces {
family (inet | inet6) {
layer2-liveness-detection;

}
}
no-unsolicited-ra;
shmlog {
disable;
file filename <filesmaximum-no-files> <sizemaximum-file-size>;
filtering enable;
log-name {
all;
logname {
<brief | detail | extensive | none | terse>;
<file-logging |no-file-logging>;

}
}

log-type (debug | info | notice);
|

}
traceoptions {
file filename <files number> <match regular-expression > <sizemaximum-file-size>
<world-readable | no-world-readable>;

flag flag;
}

}

Hierarchy Level [edit system services]

Release Information Statement introduced in Junos OS Release 11.1.

Description Configure global services for subscriber management, such as maintaining subscribers,

tracing operations, and enabling enhanced subscriber management.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

Configuring the Router to Strictly Enforce the Subscriber Scaling License•
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• DelayingRemoval ofAccessRoutesandAccess-InternalRoutesAfterGracefulRouting

Engine Switchover on page 108

• Configuring the Router to Maintain DHCP Subscribers During Interface Delete Events

• Tracing Subscriber Management Database Operations for Subscriber Access

• Configuring Junos OS Enhanced Subscriber Management

• DHCP Liveness Detection Using ARP and Neighbor Discovery Packets on page 98

tag (Access)

Syntax tag route-tag;

Hierarchy Level [editdynamic-profilesprofile-name routing-instances$junos-routing-instancerouting-options
access route prefix],

[editdynamic-profilesprofile-name routing-instances$junos-routing-instancerouting-options
rib routing-table-name access route prefix],

[edit dynamic-profiles profile-name routing-options access route prefix]

Release Information Statement introduced in Junos OS Release 10.2.

Support at the [edit dynamic-profiles profile-name routing-instances

$junos-routing-instance routing-options access route prefix] and [edit dynamic-profiles

profile-name routing-instances $junos-routing-instance routing-options rib

routing-table-name access route prefix] hierarchy levels introduced in Junos OS Release

10.1.

Description Dynamically configure the tag for an access route.

Options route-tag—Either the specific tag you want to assign to the access route or either of the

following tag variables:

• $junos-framed-route-tag—Tag assigned to an IPv4 access route; the variable is

dynamically replaced with the preference value (Subattribute 6) from the RADIUS

Framed-Route attribute [22].

• $junos-framed-route-ipv6-tag—Tag assigned to an IPv6 access route; the variable is

dynamically replaced with the preference value (Subattribute 6) from the RADIUS

Framed-IPv6-Route attribute [99].

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Dynamic Access Routes for Subscriber Management on page 33
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threshold (detection-time)

Syntax thresholdmilliseconds;

Hierarchy Level [edit system services dhcp-local-server liveness-detectionmethod bfd detection-time],
[edit system services dhcp-local-server dhcpv6 liveness-detectionmethod bfd
detection-time],

[edit forwarding-options dhcp-relay liveness-detectionmethod bfd detection-time],
[edit forwarding-optionsdhcp-relaydhcpv6 liveness-detectionmethodbfddetection-time],
[edit system services dhcp-local-server group group-name liveness-detectionmethod bfd
detection-time],

[edit systemservicesdhcp-local-serverdhcpv6groupgroup-name liveness-detectionmethod
bfd detection-time],

[edit forwarding-options dhcp-relay group group-name liveness-detectionmethod bfd
detection-time],

[edit forwarding-options dhcp-relay dhcpv6 group group-name liveness-detectionmethod
bfd detection-time]

Release Information Statement introduced in Junos OS Release 12.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Specify the threshold for the adaptation of the detection time. When the BFD session

detection time adapts to a value equal to or greater than the threshold, a single trap and

a single system logmessage are sent.

NOTE: The threshold timemust be greater than or equal to the
minimum-interval or theminimum-receive-interval.

Options milliseconds—Value for the detection time adaptation threshold.

Range: 1 through 255,000

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example:ConfiguringGroupLivenessDetectionwithBFD forDHCPLocalServerClients

on page 94

• Example:ConfiguringGlobal LivenessDetectionwithBFD forDHCPRelayAgentClients

on page 89
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threshold (transmit-interval)

Syntax thresholdmilliseconds;

Hierarchy Level [edit system services dhcp-local-server liveness-detectionmethod bfd transmit-interval],
[edit system services dhcp-local-server dhcpv6 liveness-detectionmethod bfd
transmit-interval],

[edit forwarding-options dhcp-relay liveness-detectionmethod bfd transmit-interval],
[edit forwarding-optionsdhcp-relaydhcpv6liveness-detectionmethodbfd transmit-interval],
[edit system services dhcp-local-server group group-name liveness-detectionmethod bfd
transmit-interval],

[edit systemservicesdhcp-local-serverdhcpv6groupgroup-name liveness-detectionmethod
bfd transmit-interval],

[edit forwarding-options dhcp-relay group group-name liveness-detectionmethod bfd
transmit-interval],

[edit forwarding-options dhcp-relay dhcpv6 group group-name liveness-detectionmethod
bfd transmit-interval]

Release Information Statement introduced in Junos OS Release 12.1.

Description Specify the threshold for detecting the adaptation of the transmit interval. When the

BFD session transmit interval adapts to a value greater than the threshold, a single trap

and a single systemmessage are sent.

Options milliseconds—Threshold value.

Range: 0 through 4,294,967,295 (232 – 1)

NOTE: The threshold value specified in the threshold statementmust be

greater than the value specified in theminimum-interval statement for

the transmit-interval statement.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example:ConfiguringGroupLivenessDetectionwithBFD forDHCPLocalServerClients

on page 94

• Example:ConfiguringGlobal LivenessDetectionwithBFD forDHCPRelayAgentClients

on page 89
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tos-reflect (L2TP)

Syntax tos-reflect;

Hierarchy Level [edit services l2tp tunnel-group name]

Release Information Statement introduced in Junos OS Release 11.4.

Description Configure the LNS to reflect the IP ToS value in the inner IP header to the outer IP header.

WhenCoSrewrite rulesarealsoconfigured([editclass-of-service interfaces interface-name

unit logical-unit-number rewrite-rules]), the rewrite is performed only on the inner IP ToS;

the outer IP TOS value is not affected.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Dynamic CoS for an L2TP LNS Inline Service
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trace (DHCP Relay Agent)

Syntax trace;

Hierarchy Level [edit forwarding-options dhcp-relay dhcpv6 group group-name interface interface-name],
[edit forwarding-options dhcp-relay group group-name interface interface-name],
[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpv6 group
group-name interface interface-name],

[edit logical-systems logical-system-name forwarding-optionsdhcp-relaygroupgroup-name
interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay dhcpv6 group group-name interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name
forwarding-options dhcp-relay group group-name interface interface-name],

[edit routing-instances routing-instance-name forwarding-optionsdhcp-relay dhcpv6group
group-name interface interface-name],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay group
group-name interface interface-name]

Release Information Statement introduced in Junos OS Release 10.4.

Support at the [edit ... dhcpv6] hierarchy levels introduced in Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.1 for EX Series switches.

Description Enable trace operations for a group of interfaces or for a specific interfacewithin a group.

Use the statement at the [edit ... dhcpv6] hierarchy levels to configure DHCPv6 support.

EX Series switches do not support DHCPv6.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring an Extended DHCP Relay Server on EX Series Switches (CLI Procedure)

• Tracing Extended DHCP Operations

• Tracing Extended DHCP Operations for Specific Interfaces
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traceoptions (Services L2TP)

Syntax traceoptions {
debug-level level;
file filename <files number> <match regular-expression > <sizemaximum-file-size>
<world-readable | no-world-readable>;

filter {
protocol name;
user user@domain;
user-name username;

}
flag flag;
interfaces interface-name {
debug-level level;
flag flag;

}
level (all | error | info | notice | verbose | warning);
no-remote-trace;

}

Hierarchy Level [edit services l2tp]

Release Information Statement introduced before Junos OS Release 7.4.

Description Define tracing operations for L2TP processes.

Options debug-level level—Trace level for PPP, L2TP, RADIUS, and UDP; this option does not

apply to L2TP on MX Series routers:

• detail—Trace detailed debug information.

• error—Trace error information.

• packet-dump—Trace packet decoding information.

file filename—Name of the file to receive the output of the tracing operation. Enclose the

namewithin quotation marks. All files are placed in the directory /var/log.

filesnumber—(Optional)Maximumnumber of trace files to create before overwriting the

oldest one. If you specify a maximum number of files, you also must specify a

maximum file size with the size option.

Range: 2 through 1000

Default: 3 files

filter—Additional filter to refine the output to display particular subscribers. Filtering

based on the following subscriber identifiers simplifies troubleshooting in a scaled

environment.

• protocol name—One of the following protocols; this option does not apply to L2TP on

MX Series routers:
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• l2tp

• ppp

• radius

• udp

• user user@domain—Username of a subscriber; this option does not apply to L2TP on

MSeries routers.Optionally useanasterisk (*)asawildcard to substitute for characters

at the beginning or end of either term or both terms.

• user-name username—Username of a subscriber; this option does not apply to L2TP

on MX Series routers.

flag flag—Tracing operation to perform. To specify more than one tracing operation,

includemultiple flag statements. You can include the following flags:

• all—Trace all operations.

• configuration—Trace configuration events.

• events—Trace interface events.

• general—Trace general events.

• gres—Trace GRES events.

• init—Trace daemon initialization.

• ipc-rx—Trace IPC receive events.

• ipc-tx—Trace IPC transmit events.

• memory—Tracememory management code.

• message—Tracemessage processing code.

• packet-error—Trace packet error events.

• parse—Trace parsing events.

• protocol—Trace L2TP events.

• receive-packets—Trace received L2TP packets.

• routing-process—Trace routing process interactions.

• routing-socket—Trace routing socket events.

• session-db—Trace session database interactions.

• states—Trace state machine events.

• timer—Trace timer events.

• transmit-packets—Trace transmitted L2TP packets.

• tunnel—Trace tunnel events.
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interfaces interface-name—Apply L2TP traceoptions to a specific services interface. This

option does not apply to L2TP on MX Series routers.

• debug-level level—Trace level for the interface; this option does not apply to L2TP on

MX Series routers:

• detail—Trace detailed debug information.

• error—Trace error information.

• extensive—Trace all PIC debug information.

• flag flag—Tracing operation to perform for the interface. This option does not apply to

L2TPonMXSeries routers. To specifymore thanone tracingoperation, includemultiple

flag statements. You can include the following flags:

• all—Trace everything.

• ipc—Trace L2TP Inter-Process Communication (IPC) messages between the PIC

and the Routing Engine.

• packet-dump—Dump each packet content based on debug level.

• protocol—Trace L2TP, PPP, andmultilink handling.

• system—Trace packet processing on the PIC.

level—Specify level of tracing to perform. The option you configure enables tracing of

events at that level and all higher (more restrictive) levels. You can specify any of the

following levels:

• all—Matchmessages of all levels.

• error—Match error messages.

• info—Match informational messages.

• notice—Match notice messages about conditions requiring special handling.

• verbose—Match verbosemessages. This is the lowest (least restrictive) severity level;

when you configure verbose, messages at all higher levels are traced. Therefore, the

result is the same as when you configure all.

• warning—Match warning messages.

Default: error

match regular-expression—(Optional) Refine the output to include lines that contain the

regular expression.

no-remote-trace—Disable remote tracing.

no-world-readable—(Optional) Disable unrestricted file access.
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sizemaximum-file-size—(Optional)Maximumsizeofeach trace file.Bydefault, thenumber

entered is treated as bytes. Alternatively, you can include a suffix to the number to

indicatekilobytes (KB),megabytes (MB), or gigabytes (GB). If youspecifyamaximum

file size, you alsomust specify amaximumnumber of trace fileswith the filesoption.

Syntax: sizek to specify KB, sizem to specify MB, or sizeg to specify GB

Range: 10240 through 1073741824

world-readable—(Optional) Enable unrestricted file access.

Required Privilege
Level

trace—To view this statement in the configuration.

trace-control—To add this statement to the configuration.

Related
Documentation

• Tracing L2TP Operations

• Tracing L2TP Operations for Subscriber Access on page 355
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traceoptions (Protocols PPP Service)

Syntax traceoptions {
file <filename> <files number> <match regular-expression > <sizemaximum-file-size>
<world-readable | no-world-readable>;

filter {
aci regular-expression;
ari regular-expresion;
service-name regular-expresion;
underlying-interface interface-name;
user user@domain;

}
flag flag;
level (all | error | info | notice | verbose | warning);
no-remote-trace;

}

Hierarchy Level [edit protocols ppp-service]

Release Information Statement introduced in Junos OS Release 9.5.

user option added in Junos OS Release 14.1.

Description Define tracing operations for PPP service processes.

Options file filename—Name of the file to receive the output of the tracing operation. Enclose the

namewithin quotation marks. All files are placed in the directory /var/log.

filesnumber—(Optional)Maximumnumber of trace files to create before overwriting the

oldest one. If you specify a maximum number of files, you also must specify a

maximum file size with the size option.

Range: 2 through 1000

Default: 3 files

disable—Disable this trace flag.

filter—Additional filter to refine the output to display particular subscribers. Filtering

based on the following subscriber identifiers simplifies troubleshooting in a scaled

environment.

BESTPRACTICE: Due to the complexity of agent circuit identifiers and agent
remote identifiers, we recommend that you do not try an exact match when
filtering on these options. For service names, searching on the exact name is
appropriate, but you can also use a regular expression with that option.

• aci regular-expression—Regular expression tomatch theagent circuit identifier provided

by PPP client.
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• ari regular-expression—Regular expression tomatch theagent remote identifier provided

by PPP client.

• service regular-expression—Regular expression to match the name of PPPoE service.

• underlying-interface interface-name—Name of a PPP underlying interface. You cannot

use a regular expression for this filter option.

• user user@domain—Username of a subscriber. Optionally use an asterisk (*) as a

wildcard to substitute for characters at the beginning or end of either term or both

terms.

flag flag—Tracing operation to perform. To specify more than one tracing operation,

includemultiple flag statements. You can include the following flags:

• accounting-statistics—Trace accounting statistics events.

• all—Trace all operations.

• authentication—Trace authentication events.

• chap—Trace CHAP events.

• events—Trace interface events.

• gres—Trace GRES events.

• init—Trace daemon initialization events.

• interface-db—Trace interface database events.

• lcp—Trace LCP state machine events.

• memory—Tracememory processing events.

• ncp—Trace NCP state machine events.

• packet-error—Trace packet error events.

• pap—Trace PAP events.

• parse—Trace parsing events.

• profile—Trace libdynamic profile events.

• receive-packets—Trace received PPP packets.

• routing-process—Trace routing process interactions.

• rtp—Trace real-time priority events.

• rtsock—Trace routing socket events.

• session-db—Trace session database interactions.

• smi-services-sentry—Trace SMI services requests and retries.

• states—Trace state machine events.

• transmit-packets—Trace transmitted PPP packets.

• tunnel—Trace L2TP tunneling events.
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level—Level of tracing to perform. You can specify any of the following levels:

• all—Match all levels.

• error—Match error conditions.

• info—Match informational messages.

• notice—Match notice messages about conditions requiring special handling.

• verbose—Match verbosemessages.

• warning—Match warning messages.

Default: error

match regular-expression—(Optional) Refine the output to include lines that contain the

regular expression.

no-remote-trace—Disable remote tracing.

no-world-readable—(Optional) Disable unrestricted file access.

sizemaximum-file-size—(Optional)Maximumsizeofeach trace file.Bydefault, thenumber

entered is treated as bytes. Alternatively, you can include a suffix to the number to

indicatekilobytes (KB),megabytes (MB), or gigabytes (GB). If youspecifyamaximum

file size, you alsomust specify amaximumnumber of trace fileswith the filesoption.

Syntax: sizek to specify KB, sizem to specify MB, or sizeg to specify GB

Range: 10240 through 1073741824

Default: 128 KB

world-readable—(Optional) Enable unrestricted file access.

Required Privilege
Level

trace—To view this statement in the configuration.

trace-control—To add this statement to the configuration.

Related
Documentation

• Tracing PPP Service Operations for Subscriber Access on page 347
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traceoptions (Subscriber Management)

Syntax traceoptions {
file filename <files number> <match regular-expression > <sizemaximum-file-size>
<world-readable | no-world-readable>;

flag flag;
}

Hierarchy Level [edit system services subscriber-management]

Release Information Statement introduced in Junos OS Release 11.1.

Description Define tracing operations for subscriber management interface processes.

Options file filename—Name of the file to receive the output of the tracing operation. Enclose the

filename within quotation marks. All files are placed in the directory /var/log.

filesnumber—(Optional)Maximumnumber of trace files to create before overwriting the

oldest one. If you specify a maximum number of files, you also must specify a

maximum file size with the size option.

Range: 2 through 1000

Default: 3 files

flag flag—Tracing operation to perform. To specify more than one tracing operation,

includemultiple flag statements. You can include the following flags:

• all—Trace all operations.

• database—Trace database events.

• general—Trace general events.

• issu—Trace unified ISSU events.

• server—Trace server events.

• session-db—Trace session database interactions.

• ui—Trace user interface events.

match regular-expression—(Optional) Refine the output to include lines that contain the

regular expression.

no-world-readable—(Optional) Disable unrestricted file access.

sizemaximum-file-size—(Optional)Maximumsizeofeach trace file.Bydefault, thenumber

entered is treated as bytes. Alternatively, you can include a suffix to the number to

indicatekilobytes (KB),megabytes (MB), or gigabytes (GB). If youspecifyamaximum

file size, you alsomust specify amaximumnumber of trace fileswith the filesoption.

Syntax: sizek to specify KB, sizem to specify MB, or sizeg to specify GB

Range: 10240 through 1073741824
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Default: 128 KB

world-readable—(Optional) Enable unrestricted file access.

Required Privilege
Level

trace—To view this statement in the configuration.

trace-control—To add this statement to the configuration.

Related
Documentation

• Tracing Subscriber Management Database Operations for Subscriber Access

transmit-interval

Syntax transmit-interval {
thresholdmilliseconds;
minimum-intervalmilliseconds;

}

Hierarchy Level [edit system services dhcp-local-server liveness-detectionmethod bfd],
[edit system services dhcp-local-server dhcpv6 liveness-detectionmethod bfd],
[edit forwarding-optionsdhcp-relay liveness-detectionmethodbfd], [edit forwarding-options
dhcp-relay dhcpv6 liveness-detectionmethod bfd],

[edit system services dhcp-local-server group group-name liveness-detectionmethod bfd],
[edit systemservicesdhcp-local-serverdhcpv6groupgroup-name liveness-detectionmethod
bfd],

[edit forwarding-options dhcp-relay group group-name liveness-detectionmethod bfd],
[edit forwarding-options dhcp-relay dhcpv6 group group-name liveness-detectionmethod
bfd]

Release Information Statement introduced in Junos OS Release 12.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Configure the Bidirectional Forwarding Detection (BFD) transmit interval.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example:ConfiguringGroupLivenessDetectionwithBFD forDHCPLocalServerClients

on page 94

• Example:ConfiguringGlobal LivenessDetectionwithBFD forDHCPRelayAgentClients

on page 89
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tunnel (L2TP)

Syntax tunnel {
assignment-id-format (assignment-id | client-server-id);
idle-timeout seconds;
maximum-sessions number;
minimum-retransmission-timeout;
name name {
address ip-address {
drain;
routing-instance routing-instance-name {
drain;

}
}
drain;

}
nas-port-method;
retransmission-count-established count;
retransmission-count-not-established count;
rx-window-size packets;
tx-address-change (accept | ignore | ignore-ip-address | ignore-udp-port | reject |
reject-ip-address | reject-udp-port);

}

Hierarchy Level [edit services l2tp]

Release Information Statement introduced in Junos OS Release 11.4.

rx-window-size option added in Junos OS Release 13.2.

Description Configure L2TP tunnel characteristics.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring an L2TP LAC on page 171

• Configuring an L2TP LNSwith Inline Service Interfaces on page 233
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tunnel (Tunnel Profile)

Syntax tunnel tunnel-id {
identification name;
logical-system logical-system-name;
max-sessions number;
medium type;
nas-port-method cisco-avp;
preference number;
remote-gateway {
address server-ip-address;
gateway-name server-name;

}
routing-instance routing-instance-name;
secret password;
source-gateway {
address client-ip-address;
gateway-name client-name;

}
type tunnel-type;

}

Hierarchy Level [edit access tunnel-profile profile-name]

Release Information Statement introduced in Junos OS Release 10.4.

Description Define the attributes of a tunnel for the tunnel profile. You can define up to 31 tunnels

for each tunnel profile.

Options tunnel-id—Unique integer that identifiesa tunneldefinedwithinaprofile. For a subscriber,

RADIUS attributes and VSAs can supply or override the attributes defined here for

the tunnel.

Range: 1 through 31

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Tunnel Profile for Subscriber Access on page 205
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tunnel-group

Syntax tunnel-group group-name {
aaa-access-profile profile-name;
dynamic-profile profile-name;
hello-interval seconds;
hide-avps;
l2tp-access-profile profile-name;
local-gateway address {
address address;
gateway-name gateway-name;

}
maximum-send-window packets;
maximum-sessions number;
ppp-access-profile profile-name;
receive-window packets;
retransmit-interval seconds;
service-device-pool pool-name;
service-interface interface-name;
syslog {
host hostname {
services severity-level;
facility-override facility-name;
log-prefix prefix-value;

}
}
tos-reflect;
tunnel-switch-profile profile-name;
tunnel-timeout seconds;

}

Hierarchy Level [edit services l2tp]

Release Information Statement introduced before Junos OS Release 7.4.

Support for MX Series routers introduced in Junos OS Release 11.4.

Description Specify the L2TP tunnel properties.

NOTE: Subordinate statement support depends on the platform. See
individual statement topics for more detailed support information.

Options group-name—Identifier for the tunnel group.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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Related
Documentation

• Configuring L2TP Tunnel Groups

• Configuring an L2TP Tunnel Group for LNS Sessions with Inline Services Interfaces on

page 267

tunnel-profile (L2TP Tunnel Switching)

Syntax tunnel-profile profile-name;

Hierarchy Level [edit access tunnel-switch-profile profile-name]

Release Information Statement introduced in Junos OS Release 13.2.

Description Specify thenameofanL2TPtunnelprofile thatdefines the tunnel towhichPPPsubscriber

traffic is switched.

Options profile-name—Unique name that identifies the tunnel profile; configured with the

tunnel-profile statement at the [edit access] hierarchy level.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring L2TP Tunnel Switching on page 159
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tunnel-profile (Tunnel Profile)

Syntax tunnel-profile profile-name {
tunnel tunnel-id {
identification name;
logical-system logical-system-name;
max-sessions number;
medium type;
nas-port-method cisco-avp;
preference number;
remote-gateway {
address server-ip-address;
gateway-name server-name;

}
routing-instance routing-instance-name;
secret password;
source-gateway {
address client-ip-address;
gateway-name client-name;

}
type tunnel-type;

}
}

Hierarchy Level [edit access]

Release Information Statement introduced in Junos OS Release 10.4.

Description Define a tunnel profile for subscriber access.

Options profile-name—Uniquenamethat identifies the tunnelprofile. Theprofile canbe referenced

fromwithin a domain map or by the RADIUS Tunnel-Group VSA [26-64].

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Tunnel Profile for Subscriber Access on page 205
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tunnel-switch-profile (L2TP Tunnel Switching, Application)

Syntax tunnel-switch-profile profile-name;

Hierarchy Level [edit access domainmap domain-map-name],
[edit services l2tp],
[edit services l2tp tunnel-group group-name]

Release Information Statement introduced in Junos OS Release 13.2.

Description Specify a tunnel switch profile that determineswhether packets in an L2TP session from

a LAC are switched to another session that has a different destination LNS.

Options profile-name—Unique name that identifies the tunnel switch profile.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring L2TP Tunnel Switching on page 159
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tunnel-switch-profile (L2TP Tunnel Switching, Definition)

Syntax tunnel-switch-profile profile-name {
avp {
bearer-type action;
calling-number action;
cisco-nas-port-info action;

}
tunnel-profile profile-name;

}

Hierarchy Level [edit access]

Release Information Statement introduced in Junos OS Release 13.2.

Description Definea tunnel switchprofile for subscriber access; specify actions to take for L2TPAVPs

in the switchedpackets and theprofile for the tunnel towhich thePPP traffic is switched.

The remaining statements are explained separately. See CLI Explorer.

Options profile-name—Unique name that identifies the tunnel switch profile. The profile can be

applied as a default or referenced fromwithin a domain map, a tunnel group, or by

the RADIUS Tunnel-Group VSA [26-64].

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring L2TP Tunnel Switching on page 159
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tx-address-change (L2TP LAC)

Syntax tx-address-change (accept | ignore | ignore-ip-address | ignore-udp-port | reject |
reject-ip-address | reject-udp-port);

Hierarchy Level [edit services l2tp tunnel]

Release Information Statement introduced in Junos OS Release 13.2.

reject, reject-ip-address, and reject-udp-port options added in Junos OS Release 16.1.

Description Configure whether the LAC accepts, ignores, or rejects requests from an LNS to change

the destination IP address, UDP port, or both.

When configured to ignore change requests, the LAC continues to send packets to the

original address or port, but accepts packets from the new address or port.

When configured to reject change requests, the LAC sends a StopCCNmessage to the

original address or port and then terminates the connection to that LNS. This method

has precedence over the ignore configuration.

Default The LAC accepts IP address or UDP port change requests from the LNS.

Options accept—Accept all change requests for IP address or UDP port.

ignore—Ignore all change requests for IP address or UDP port.

ignore-ip-address—Ignore a change request for IP address, but accept a change request
for UDP port.

ignore-udp-port—Ignore a change request for UDP port, but accept a change request
for IP address.

reject—Reject all change requests for IP address or UDP port.

reject-ip-address—Reject a change request for IP address, but accept a change request
for UDP port.

reject-udp-port—Reject a change request for UDP port, but accept a change request for
IP address.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring How the LAC Responds to Address and Port Changes Requested by the

LNS on page 173
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tx-connect-speed-method (L2TP LAC)

Syntax tx-connect-speed-methodmethod;

Hierarchy Level [edit services l2tp]

Release Information Statement introduced in Junos OS Release 11.4.

Options ancp, pppoe-ia-tag, and static introduced in Junos OS Release 13.1.
Option static deprecated in Junos OS Release 15.1.

Options actual and none added in Junos OS Release 15.1.
Option actual deprecated in Junos OS Release 17.2.

Option service-profile added in Junos OS Release 17.2.

Option static undeprecated in Junos OS Release 17.2.

Description Specify the method that determines how to derive the connect speed values sent from

the LAC to the LNS.

When the session is being established, the speeds are included in the

Incoming-Call-Connected (ICCN)message. The transmit speed is conveyed in AVP 24

(Tx-Connect-Speed) and the receive speed is conveyed in AVP38 (Rx-Connect-Speed).

Bothvaluesare inbitsper seconds(bps).TheLACtypicallyuses the staticorpppoe-ia-tags

method,becausevalues forother configuredmethodsarenotavailablewhen thesession

is being established.

When connect speed updates are configured, the LAC sends the updated values for each

session to the LNS in Connect-Speed-Update-Notification (CSUN)messages. The

updated speeds are conveyed in the Connect Speed Update AVP (97).

When connection speed values are not available from the configuredmethod, the LAC

falls back to another source for the values. See “Transmission of Tx and Rx Connection

Speeds from LAC to LNS” on page 217 for tables describing the LAC fallback behavior by

Junos OS release.

Options method—Method used to derive the connection speed values.

• actual—(Junos OS Releases 15.1, 16.1, 16.2, 17.1) The speed is derived from the CoS

effective shaping rate that is enforced on the level 3 node based on local policy.

In the supported releases, actual is the default method and has the highest

preference among all configuredmethods.

This method is not available starting in Junos OS Release 17.2. However, it is

configurable in the Tunnel-Tx-Speed-Method VSA (26-94). If you do so, it is

translated to the service-profilemethod.

• ancp—The speed is derived from the configured ANCP value for the underlying

interface. This value results from a user-defined percentage correction to the

values received from the access node; this is configured per subscriber access line.

The percentage accounts for encapsulation differences between, the router, the

access loop, and the Layer 1 transport overhead. The initial rate sent to the LNS is
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the ANCP value reported at the time the ICCN is sent. The ANCP value is not

available for the ICCNmessage and falls over to anothermethod. You can change

the configured correction after a subscriber has logged in, but those changes do

not affect the actual rate used by the LNS for that subscriber.

• none—This method prevents the LAC from sending AVP 24 and AVP 38 to the

LNS. This option also overrides the Juniper Networks RADIUS VSAs,

Tx-Connect-Speed (26-162) and Rx-Connect-Speed (26-163).

• pppoe-ia-tags—The speed is derived from the PPPoE IA tags received by the LAC

from the DSLAM. This speed value is transmitted when a subscriber logs in and it

cannot subsequently be changed. The value of Actual-Data-Rate-Downstream

(VSA 26-129) is used for AVP 24. The value of Actual-Data-Rate-Upstream (VSA

26-130) is used for AVP 38; it is sent only when the values differ.

NOTE: This speed derived from the IA tags does not apply to
subscribers thatarealready logged in; it is effectiveonly for subscribers
that log in after this setting has been saved.
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• service-profile—(Junos OS Releases 17.2 and higher) The downstream (Tx) speed

is derived from the actual CoS that is enforced on the L3 node based on local

policy. The upstream (Rx) speed is the value configured in the dynamic service

profile; no adjustment is made to this value. The service-profile value is not

available for the ICCNmessage and falls over to another method.

The service-profilemethod is supported only when the effective shaping-rate

statement is included at the [edit chassis] hierarchy level. If it is not, the commit

check fails. If the method is received from RADIUS in VSA 26-94, a system log

message is generated instead, because no commit check is performed in this case.

• static—(Junos OS Releases 13.3, 14.1, and 14.2; Junos OS Releases 17.2 and higher)

The speed is derived fromtheconfigured static Layer 2 speed. For EthernetVLANs,

this is the recommended (advisory) shaping rate configured on the PPPoE logical

interface underlying the subscriber interface. If the advisory shaping rate is not

configured on the underlying interface, then the actual speed of the underlying

physical port is used. In the supported releases, static is the default method.

In Junos OS Releases 15.1, 16.1, 16.2, and 17.2, the staticmethod is configurable for

backward compatibility, but it is not supported. If you configure thismethod in the

CLI or in the Tunnel-Tx-Speed-Method VSA (26-94), the LAC falls back to the

port speed of the subscriber access interface.

NOTE: For ge and xe interfaces, the port speed value is set to
1,000,000,000 and for ae interfaces, the port speed value is set to 0.
The value is sent in both AVP 24 and AVP 38.

Default:

• static (Starting in Junos OS Release 17.2)

• actual (Junos OS Releases 15.1, 16.1, 16.2, 17.1)

• static (Junos OS Releases 13.3, 14.1, and 14.2)

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Method to Derive the LAC Connection Speeds Sent to the LNS on

page 225

• Transmission of Tx and Rx Connection Speeds from LAC to LNS on page 217
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type (Tunnel Profile)

Syntax type tunnel-type;

Hierarchy Level [edit access tunnel-profile profile-name tunnel tunnel-id]

Release Information Statement introduced in Junos OS Release 10.4.

Description Specify the tunnel type (protocol).

Default l2tp

Options tunnel-type—Tunnel protocol type. The only value currently available is l2tp.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Tunnel Profile for Subscriber Access on page 205

627Copyright © 2017, Juniper Networks, Inc.

Chapter 37: Configuration Statements



unit (Dynamic PPPoE)

Syntax unit logical-unit-number {
keepalives interval seconds;
no-keepalives;
pppoe-options {
underlying-interface interface-name;
server;

}
ppp-options {
aaa-options aaa-options-name;
authentication [ authentication-protocols ];
mru size;
mtu (size | use-lower-layer);
chap {
challenge-lengthminimumminimum-lengthmaximummaximum-length;

}
initiate-ncp (ip | ipv6 | dual-stack-passive)
ipcp-suggest-dns-option;
mru size;
mtu (size | use-lower-layer);
on-demand-ip-address;
pap;
peer-ip-address-optional;

}
family inet {
unnumbered-address interface-name;
address address;
service {
input {
service-set service-set-name {
service-filter filter-name;

}
post-service-filter filter-name;

}
output {
service-set service-set-name {
service-filter filter-name;

}
}

}
filter {
input filter-name {
precedence precedence;

}
output filter-name {
precedence precedence;

}
}

}
filter {
input filter-name;
output filter-name;

}
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}

Hierarchy Level [edit dynamic-profiles profile-name interfaces pp0]

Release Information Statement introduced in Junos OS Release 10.1.

Description In a dynamic profile, configure a logical unit number for the dynamic PPPoE logical

interface. Youmust configure a logical interface to be able to use the router.

Options logical-unit-number—Variable used to specify the unit number when the PPPoE logical

interface isdynamically created. In theunit logical-unit-number statement fordynamic

PPPoE logical interfaces, youmust use the predefined variable $junos-interface-unit

in place of logical-unit-number. The $junos-interface-unit predefined variable is

dynamically replacedwith theunit number suppliedby the routerwhen thesubscriber

logs in.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring a PPPoE Dynamic Profile

• Dynamic PPPoE Subscriber Interfaces over Static Underlying Interfaces Overview

untagged

Syntax untagged;

Hierarchy Level [edit interfaces ps0]

Release Information Statement introduced in Junos OS Release 13.1.

Description Specify that the router supports untagged traffic on pseudowire subscriber interfaces.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Pseudowire Subscriber Logical Interface Device on page 299
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user-group-profile

Syntax user-group-profile profile-name;

Hierarchy Level [edit access profile profile-name]

Release Information Statement introduced before Junos OS Release 7.4.

Description Apply a configured PPP group profile to PPP users.

NOTE: Ifuser-group-profile ismodifiedordeleted, theexistingLNSsubscribers,

which were using this Layer 2 Tunneling Protocol client configuration, go
down.

Options profile-name—Name of a PPP group profile configured at the [edit access group-profile

profile-name] hierarchy level.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Applying a Configured PPP Group Profile to a Tunnel

• Configuring an L2TP Access Profile on the LNS on page 240
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version (BFD)

Syntax version (0 | 1 | automatic);

Hierarchy Level [edit logical-systems logical-system-name protocols ldp oam bfd-liveness-detection],
[edit logical-systems logical-system-name protocols ldp oam fec address
bfd-liveness-detection],

[edit system services dhcp-local-server liveness-detectionmethod bfd],
[edit system services dhcp-local-server dhcpv6 liveness-detectionmethod bfd],
[edit forwarding-options dhcp-relay liveness-detectionmethod bfd],
[edit forwarding-options dhcp-relay dhcpv6 liveness-detectionmethod bfd],
[edit system services dhcp-local-server group group-name liveness-detectionmethod bfd],
[edit systemservicesdhcp-local-serverdhcpv6groupgroup-name liveness-detectionmethod
bfd],

[edit forwarding-options dhcp-relay group group-name liveness-detectionmethod bfd],
[edit forwarding-options dhcp-relay dhcpv6 group group-name liveness-detectionmethod
bfd],

[edit protocols ldp oam bfd-liveness-detection],
[edit protocols ldp oam fec address bfd-liveness-detection]

Release Information Statement introduced in Junos OS Release 12.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Configure the BFD protocol version to detect.

Options 0—Use BFD protocol version 0.

1—Use BFD protocol version 1.

automatic—Autodetect the BFD protocol version.

Default: automatic

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example:ConfiguringGroupLivenessDetectionwithBFD forDHCPLocalServerClients

on page 94

• Example:ConfiguringGlobal LivenessDetectionwithBFD forDHCPRelayAgentClients

on page 89

• Configuring BFD for LDP LSPs
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weighted-load-balancing (L2TP LAC)

Syntax weighted-load-balancing;

Hierarchy Level [edit services l2tp]

Release Information Statement introduced in Junos OS Release 10.4.

Description Specify that the router considers tunnel weight when selecting from amongmultiple

tunnels that share the samepreference level. Ahighermaximumsession limit ona tunnel

corresponds to a higher tunnel weight. A tunnel with a higher weight is more likely to be

selected thana tunnelwith a lowerweight. Thedistribution of sessions across all tunnels

in the preference level, on average, is proportional to the tunnel weight

Disabledbydefault. Bydefault, tunnel selectionwithinapreference level is strictly random.

The destination-equal-load-balancing statement must be disabled to successfully
enable this statement.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• ConfiguringWeighted Load Balancing for LAC Tunnel Sessions on page 209

• Configuring the L2TP LAC Tunnel Selection Parameters on page 207
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vlan-id (Dynamic Profiles)

Syntax vlan-id (number | none);

Hierarchy Level [edit dynamic-profiles profile-name interfaces interface-name unit logical-unit-number]

Release Information Statement introduced in Junos OS Release 9.5.

VLAN demux interface support introduced in Junos OS Release 10.2.

Description For VLAN demux, Fast Ethernet, Gigabit Ethernet, and Aggregated Ethernet interfaces

only, bind a 802.1Q VLAN tag ID to a logical interface.

Options number—A valid VLAN identifier. When used in the dynamic-profiles hierarchy, specify

the $junos-vlan-id predefined variable to dynamically obtain the VLAN identifier.

none—Enable the use of untagged pseudo-wire frames on dynamic interfaces.

• For aggregated Ethernet, 4-port, 8-port, and 12-port Fast Ethernet PICs, and for

management and internal Ethernet interfaces, 1 through 1023.

• For 48-port Fast Ethernet and Gigabit Ethernet PICs, 1 through 4094.

• VLAN ID 0 is reserved for tagging the priority of frames.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Dynamic Subscriber Interfaces Using VLAN Demux Interfaces in Dynamic

Profiles
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vlan-tagging

Syntax vlan-tagging;

Hierarchy Level [edit interfaces interface-name],
[edit logical-systems logical-system-name interfaces interface-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.2 for ACX Series Universal Access Routers.

Statement introduced in Junos OS Release 13.2 for PTX Series Routers.

Statement introduced in Junos OS Release 14.1X53-D10 for the QFX Series.

Description For Fast Ethernet and Gigabit Ethernet interfaces, aggregated Ethernet interfaces

configured for VPLS, and pseudowire subscriber interfaces, enable the reception and

transmission of 802.1Q VLAN-tagged frames on the interface.

NOTE: On EXSeries switches except for EX4300 and EX9200 switches, the
vlan-tagging and family ethernet-switching statements cannot be configured

on the same interface. Interfaces on EX2200, EX3200, EX3300, EX4200,
and EX4500 switches are set to family ethernet-switching by the default

factory configuration. EX6200 and EX8200 switch interfaces do not have a
default family setting.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• 802.1Q VLANs Overview

• vlan-id

• Configuring a Layer 3 Subinterface (CLI Procedure)

• Configuring Tagged Aggregated Ethernet Interfaces

• Example: Configuring Layer 3 Subinterfaces for a Distribution Switch and an Access

Switch
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vlan-tagging (Dynamic)

Syntax vlan-tagging;

Hierarchy Level [edit dynamic-profiles profile-name interfaces interface-name],
[edit interfaces interface-name]

Release Information Statement introduced in Junos OS Release 9.2.

Description For Fast Ethernet and Gigabit Ethernet interfaces and aggregated Ethernet interfaces

configured for VPLS, enable the reception and transmission of 802.1Q VLAN-tagged

frames on the interface.

NOTE: ForEthernet, FastEthernet,Tri-RateEthernetcopper,GigabitEthernet,
10-Gigabit Ethernet, and aggregated Ethernet interfaces supporting VPLS,
the JunosOS supports a subset of the IEEE802.1Q standard for channelizing
an Ethernet interface intomultiple logical interfaces, allowingmany hosts
to be connected to the same Gigabit Ethernet switch, but preventing them
from being in the same routing or bridging domain.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring an Interface to Use the Dynamic Profile Configured to Create Stacked VLANs

• Configuring an Interface to Use the Dynamic Profile Configured to Create Single-Tag

VLANs

• Configuring the L2TP LNS Peer Interface on page 244
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vlan-tags

Syntax vlan-tags outer [tpid].vlan-id [inner [tpid].vlan-id];

Hierarchy Level [edit dynamic-profiles profile-name interfaces interface-name unit logical-unit-number]

Release Information Statement introduced in Junos OS Release 9.5.

VLAN demux interface support introduced in Junos OS Release 10.2.

Description For Gigabit Ethernet IQ and IQE interfaces only, binds TPIDs and 802.1Q VLAN tag IDs to

a logical interface. Youmust include the stacked-vlan-tagging statement at the [edit

interfaces interface-name] hierarchy level.

NOTE: The inner-range vid1–vid2 option is supported on IQE PICs only.

Options inner[tpid].vlan-id—ATPID(optional)andavalidVLAN identifier in the format tpid.vlan-id.

When used in the dynamic-profiles hierarchy, specify the $junos-vlan-id predefined

variable to dynamically obtain the VLAN ID.

NOTE: On the network-to-network (NNI) or egress interfaces of provider
edge (PE) routers, you cannot configure the inner-range tpid.vid1—vid2option

with the vlan-tags statement for ISP-facing interfaces.

Range: For VLAN ID, 1 through 4094. VLAN ID 0 is reserved for tagging the priority of
frames.

outer[tpid].vlan-id—ATPID(optional)andavalidVLAN identifier in the format tpid.vlan-id.

When used in the dynamic-profiles hierarchy, specify the $junos-stacked-vlan-id

predefined variable.

Range: For VLAN ID, 1 through 511 for normal interfaces, and 512 through 4094 for VLAN
CCC interfaces. VLAN ID 0 is reserved for tagging the priority of frames.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Dual VLAN Tags

• stacked-vlan-tagging on page 598
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CHAPTER 38

Operational Commands

• clear services l2tp destination

• clear services l2tp destination lockout

• clear services l2tp session

• clear services l2tp session statistics

• clear services l2tp tunnel

• clear services l2tp tunnel statistics

• request interface (revert | switchover) (Aggregated Inline Service Interfaces)

• restart

• show bfd subscriber session

• show dynamic-profile session

• show interfaces ps0 (Pseudowire Subscriber Interfaces)

• show interfaces redundancy

• show ppp interface

• show ppp statistics

• show ppp summary

• show services inline ip-reassembly statistics

• show services l2tp client

• show services l2tp destination

• show services l2tp destination lockout

• show services l2tp session

• show services l2tp session-limit-group

• show services l2tp summary

• show services l2tp tunnel

• show services l2tp tunnel-group

• show services l2tp tunnel-switch destination

• show services l2tp tunnel-switch session

• show services l2tp tunnel-switch summary

• show services l2tp tunnel-switch tunnel
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• show services soft-gre tunnel

• show subscribers

• show subscribers summary

• show system subscriber-management statistics

• show system subscriber-management summary

• test services l2tp tunnel
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clear services l2tp destination

Syntax clear services l2tp destination
<all | local-gateway gateway-address | peer-gateway gateway-address>

Release Information Command introduced in Junos OS Release 10.4.

Description Clear all Layer 2 Tunneling Protocol (L2TP) destinations and all tunnels and sessions

that belong to the destinations. This command is available only for LAC on MX Series

routers.

NOTE: Youcannot issuetheclearservices l2tpdestinationcommand inparallel

withstatistics-related showservices l2tpcommands fromseparate terminals.

If this clear command is running, then youmust press Ctrl+c tomake the

command run in the background before issuing any of the show commands

listed in the following table:

show services l2tp summary statisticsshow services l2tp destination extensive

show services l2tp tunnel extensiveshow services l2tp destination statistics

show services l2tp tunnel statisticsshow services l2tp session extensive

show services l2tp session statistics

Options all—Close all L2TP destinations.

BEST PRACTICE: The all option is not intended to be used as ameans

to perform a bulk logout of L2TP subscribers. We recommend that you
donot use thealloption in aproduction environment. Insteadof clearing

all subscribers at once, consider clearing subscribers in smaller group,
based on interface, tunnel, or destination end point.

local-gateway gateway-address—Clear only the L2TP destinations and all tunnels and
sessions associated with the specified local gateway address.

peer-gateway gateway-address—Clear only the L2TP destinations and all tunnels and
sessions associated with the peer gateway with the specified address.

Required Privilege
Level

clear
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Related
Documentation

show services l2tp destination on page 708•

List of Sample Output clear services l2tp destination all on page 640

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear services l2tp destination all

user@host> clear services l2tp destination all

  Destination 2 closed
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clear services l2tp destination lockout

Syntax clear services l2tp destination lockout
<all | local-gateway gateway-address | peer-gateway gateway-address>

Release Information Command introduced in Junos OS Release 16.1 on MX Series Routers.

Description Clear the lockout timer for all or only the specified Layer 2 Tunneling Protocol (L2TP)

destinations and all tunnels and sessions that belong to the destinations. Clearing the

lockout timer removes the destination from the lockout list. This command is available

only for LAC on MX Series routers.

NOTE: Youcannot issuetheclearservices l2tpdestinationcommand inparallel

withstatistics-related showservices l2tpcommands fromseparate terminals.

If this clear command is running, then youmust press Ctrl+c tomake the

command run in the background before issuing any of the show commands

listed in the following table:

show services l2tp summary statisticsshow services l2tp destination extensive

show services l2tp tunnel extensiveshow services l2tp destination statistics

show services l2tp tunnel statisticsshow services l2tp session extensive

show services l2tp session statistics

Options all—(Optional) Unlock all L2TP destinations.

local-gateway gateway-address—(Optional) Unlock only the L2TP destinationwith the
specified local gateway address.

peer-gateway gateway-address—(Optional) Unlock only the L2TP destination with the
specified address.

Required Privilege
Level

clear

Related
Documentation

clear services l2tp destination on page 639•

• show services l2tp destination on page 708

List of Sample Output clear services l2tp destination lockout all on page 642
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Output Fields When you enter this command, you are provided no feedback on the status of your

request.

Sample Output

clear services l2tp destination lockout all

user@host> clear services l2tp destination lockout all
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clear services l2tp session

Syntax clear services l2tp session (all | interface interface-name | local-gateway gateway-address
| local-gateway-namegateway-name | local-session-idsession-id | local-tunnel-id tunnel-id
| peer-gateway gateway-address | peer-gateway-name gateway-name |
tunnel-group group-name | user username)

Release Information Command introduced before Junos OS Release 7.4.

Description (M10i and M7i routers only) Clear Layer 2 Tunneling Protocol (L2TP) sessions on LNS.

(MX Series routers only) Clear L2TP sessions on LAC and LNS.

NOTE: OnMX Series routers, you cannot issue the clear services l2tp session

command in parallel with statistics-related show services l2tp commands

from separate terminals. If this clear command is running, then youmust

press Ctrl+c tomake the command run in the background before issuing any
of the show commands listed in the following table:

show services l2tp summary statisticsshow services l2tp destination extensive

show services l2tp tunnel extensiveshow services l2tp destination statistics

show services l2tp tunnel statisticsshow services l2tp session extensive

show services l2tp session statistics

Options all—Close all L2TP sessions.

BEST PRACTICE: The all option is not intended to be used as ameans

to perform a bulk logout of L2TP subscribers. We recommend that you
donot use thealloption in aproduction environment. Insteadof clearing

all subscribers at once, consider clearing subscribers in smaller group,
based on interface, tunnel, or destination end point.

interface interface-name—Clear only the L2TP sessions using the specified adaptive
services or inline services interface. The interface type depends on the line card as

follows:

• si-fpc/pic/port—MPCs on MX Series routers only. This option is not available for

L2TP on M Series routers.
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• sp-fpc/pic/port—ASorMultiservices PICs onM7i, M10i, andM120 routers only. This

option is not available for L2TP on MX Series routers.

local-gateway gateway-address—Clear only the L2TP sessions associated with the
specified local gateway address.

local-gateway-name gateway-name—Clear only the L2TP sessions associatedwith the
specified local gateway name.

local-session-id session-id—Clear only theL2TPsessionswith this identifier for the local
endpoint of the L2TP session.

local-tunnel-id tunnel-id—Clear only the L2TP sessions associated with the specified
local tunnel identifier.

peer-gateway gateway-address—Clear only the L2TP sessions associatedwith the peer
gateway with the specified address.

peer-gateway-name gateway-name—Clear only the L2TP sessions associated with the
peer gateway with the specified name.

tunnel-group group-name—Clear only the L2TP sessions associated with the specified
tunnel group. This option is not available for L2TP LAC on MX Series routers.

user username—(M Series routers only) Clear only the L2TP sessions for the specified

username.

Required Privilege
Level

clear

Related
Documentation

L2TP Services Configuration Overview•

• L2TP Minimum Configuration

• clear services l2tp session statistics on page 646

• show services l2tp session on page 714

List of Sample Output clear services l2tp session on page 644
clear services l2tp session interface on page 645

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear services l2tp session

user@host> clear services l2tp session 31694

  Session 31694 closed
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Sample Output

clear services l2tp session interface

user@host> show services l2tp session Tunnel local ID: 17185
Local  Remote   State                Interface         Interface
  ID     ID                            unit              Name
  5117   1        Established          1073741828        si-2/0/0
  34915  2        Established          1073741829        si-2/1/0
  6454   3        Established          1073741830        si-2/0/0
  46142  4        Established          1073741831        si-2/1/0

user@host> clear services l2tp session interface si-2/0/0
  Session  5117 closed
  Session  6454 closed

user@host> show services l2tp session Tunnel local ID: 17185
  Local  Remote   State                Interface         Interface
  ID     ID                            unit              Name
  34915  2        Established          1073741829        si-2/1/0
  46142  4        Established          1073741831        si-2/1/0
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clear services l2tp session statistics

Syntax clear services l2tp session statistics (all | interface interface-name |
local-gateway gateway-address | local-gateway-name gateway-name |
local-session-id session-id | local-tunnel-id tunnel-id | peer-gateway gateway-address |
peer-gateway-name gateway-name | tunnel-group group-name | user username)

Release Information Command introduced before Junos OS Release 7.4.

Support for MX Series routers added in Junos OS Release 10.4.

Description (M10i and M7i routers: LNS only. MX Series routers: LAC and LNS.) Clear statistics for

Layer 2 Tunneling Protocol (L2TP) sessions.

Options all—Clear statistics for all L2TP sessions.

interface interface-name—Clear only the L2TP sessions using the specified adaptive
services or inline services interface. The interface type depends on the line card as

follows:

• si-fpc/pic/port—MPCs on MX Series routers only. This option is not available for

L2TP on M Series routers.

• sp-fpc/pic/port—ASorMultiservices PICs onM7i, M10i, andM120 routers only. This

option is not available for L2TP on MX Series routers.

local-gateway gateway-address—Clear statistics for only the L2TP sessions associated
with the local gateway with the specified address.

local-gateway-name gateway-name—Clear statistics for only the L2TP sessions
associated with the local gateway with the specified name.

local-session-idsession-id—Clear statistics for only theL2TPsessionswith this identifier
for the local endpoint of the L2TP session.

local-tunnel-id tunnel-id—Clear statistics for only the L2TP sessions associated with
the specified local tunnel identifier.

peer-gateway gateway-address—Clear statistics for only the L2TP sessions associated
with the peer gateway with the specified address.

peer-gateway-name gateway-name—Clear statistics for only the L2TP sessions
associated with the peer gateway with the specified name.

tunnel-group group-name—Clear statistics for only the L2TP sessions associated with
the specified tunnel group. This option is not available for L2TP LAC on MX Series

routers.

user username—Clear statistics for only the L2TP sessions for the specified username.
This option is not available for L2TP LAC on MX Series routers.
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Required Privilege
Level

view

Related
Documentation

L2TP Services Configuration Overview•

• L2TP Minimum Configuration

• clear services l2tp session on page 643

• show services l2tp session on page 714

List of Sample Output clear services l2tp session statistics all on page 647

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear services l2tp session statistics all

user@host> clear services l2tp session statistics all
  Session 26497 statistics cleared
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clear services l2tp tunnel

Syntax clear services l2tp tunnel (all | interface sp-fpc/pic/port | local-gateway gateway-address |
local-gateway-name gateway-name | local-tunnel-id tunnel-id |
peer-gateway gateway-address | peer-gateway-name gateway-name |
tunnel-group group-name)

Release Information Command introduced before Junos OS Release 7.4.

Support for LAC on MX Series routers introduced in Junos OS Release 10.4.

Support for LNS on MX Series routers introduced in Junos OS Release 11.4.

Description (M10i andM7i routers: LNSonly.MXSeries routers: LACandLNS.)Clear Layer 2Tunneling

Protocol (L2TP) tunnels.

NOTE: OnMX Series routers, you cannot issue the clear services l2tp tunnel

command in parallel with statistics-related show services l2tp commands

from separate terminals. If this clear command is running, then youmust

press Ctrl+c tomake the command run in the background before issuing any
of the show commands listed in the following table:

show services l2tp summary statisticsshow services l2tp destination extensive

show services l2tp tunnel extensiveshow services l2tp destination statistics

show services l2tp tunnel statisticsshow services l2tp session extensive

show services l2tp session statistics

Options all—Clear all L2TP tunnels.

BEST PRACTICE: The all option is not intended to be used as ameans

to perform a bulk logout of L2TP subscribers. We recommend that you
donot use thealloption in aproduction environment. Insteadof clearing

all subscribers at once, consider clearing subscribers in smaller group,
based on interface, tunnel, or destination end point.

sp-fpc/pic/port—(Optional) Clear only the L2TP tunnels using the specified adaptive
services interface. This option is not available for L2TP on MX Series routers.

local-gateway gateway-address—Clear only the L2TP tunnels associatedwith the local
gateway with the specified address.
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local-gateway-name gateway-name—Clear only the L2TP tunnels associated with the
local gateway with the specified name.

local-tunnel-id tunnel-id—Clear only the L2TP tunnels that have the specified local
tunnel identifier.

peer-gateway gateway-address—Clear only the L2TP tunnels associated with the peer
gateway with the specified address.

peer-gateway-name gateway-name—Clear only the L2TP tunnels associated with the
peer gateway with the specified name.

tunnel-group group-name—Clear only the L2TP tunnels in the specified tunnel group.
This option is not available for L2TP LAC on MX Series routers.

Required Privilege
Level

view

Related
Documentation

L2TP Services Configuration Overview•

• L2TP Minimum Configuration

• clear services l2tp tunnel statistics on page 650

• show services l2tp tunnel on page 731

List of Sample Output clear services l2tp tunnel on page 649

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear services l2tp tunnel

user@host> clear services l2tp tunnel 17185

  Tunnel 17185 closed
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clear services l2tp tunnel statistics

Syntax clear services l2tp tunnel statistics (all | interface sp-fpc/pic/port |
local-gateway gateway-address | local-gateway-name gateway-name | local-tunnel-id
tunnel-id | peer-gateway gateway-address | peer-gateway-name gateway-name |
tunnel-group group-name)

Release Information Command introduced before Junos OS Release 7.4.

Support for MX Series routers added in Junos OS Release 10.4.

Description (M10i and M7i routers: LNS only. MX Series routers: LAC only.) Clear statistics for Layer

2 Tunneling Protocol (L2TP) tunnels.

Options all—Clear statistics for all L2TP tunnels.

interface sp-fpc/pic/port—Clear statistics for only the L2TP tunnels using the specified
adaptive services interface. This option is not available for L2TP LAC on MX Series

routers.

local-gateway gateway-address—Clear statistics for only the L2TP tunnels associated
with the local gateway with the specified address.

local-gateway-name gateway-name—Clear statistics for only the L2TP tunnels
associated with the local gateway with the specified name.

local-tunnel-id tunnel-id—Clear statistics foronly theL2TPtunnels thathave thespecified
local tunnel identifier.

peer-gateway gateway-address—Clear statistics for only the L2TP tunnels associated
with the peer gateway with the specified address.

peer-gateway-namegateway-name—Clearstatistics foronly theL2TPtunnelsassociated
with the peer gateway with the specified name.

tunnel-group group-name—Clear statistics for only the L2TP tunnels in the specified
tunnel group. This option is not available for L2TP LAC on MX Series routers.

Required Privilege
Level

clear

Related
Documentation

L2TP Services Configuration Overview•

• L2TP Minimum Configuration

• clear services l2tp tunnel on page 648

• show services l2tp tunnel on page 731

List of Sample Output clear services l2tp tunnel statistics all on page 651
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Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear services l2tp tunnel statistics all

user@host> clear services l2tp tunnel statistics all
  Tunnel  9933 statistics cleared
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request interface (revert | switchover) (Aggregated Inline Service Interfaces)

Syntax request interface (revert | switchover) bundle-name

Release Information Command introduced in Junos OS Release 16.2.

Description Manually revert L2TP data traffic from the designated backup link to the designated

primary link of an aggregated inline service interface bundle interface for which 1:1

redundancy is configured, or manually switch data traffic from the primary link to the

backup link.

NOTE: When 1:1 redundancyprotection is configured for anaggregated inline
service interface, if the primary link fails, the router automatically routes data
traffic destined for the L2TP session on that link to the backup link. However,
the router does not automatically route data traffic back to the primary link
when the primary link is subsequently reestablished. Instead, youmanually
divert traffic back to the primary link by issuing the request interface revert

operational command.

Options revert—Restore data traffic for the LNS session to the primary link.

switchover—Transfer data traffic for the LNS session to the secondary (backup) link.

bundle-name—Name of the aggregated inline service interface bundle.

Required Privilege
Level

view

List of Sample Output request interface switchover on page 652
request interface revert on page 652

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

request interface switchover

user@host >request interface switchover asi0
error: requesting cmd SWITCH when primary is not active

Sample Output

request interface revert

user@host >request interface revert asi0
request succeeded
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restart

List of Syntax Syntax on page 654

Syntax (ACX Series Routers) on page 654

Syntax (EX Series Switches) on page 654

Syntax (MX Series Routers) on page 655

Syntax (QFX Series) on page 655

Syntax (Routing Matrix) on page 655

Syntax (TXMatrix Routers) on page 655

Syntax (TXMatrix Plus Routers) on page 656

Syntax (QFX Series) on page 656

Syntax restart
<adaptive-services |ancpd-service | application-identification |audit-process |
auto-configuration |captive-portal-content-delivery |ce-l2tp-service |chassis-control |
class-of-service |clksyncd-service |database-replication|datapath-trace-service
|dhcp-service | diameter-service | disk-monitoring | dynamic-flow-capture |
ecc-error-logging | ethernet-connectivity-fault-management
|ethernet-link-fault-management |event-processing | firewall
|general-authentication-service | gracefully | iccp-service |idp-policy | immediately
|interface-control | ipsec-key-management | kernel-replication | l2-learning | l2cpd-service
| l2tp-service | l2tp-universal-edge | lacp | license-service |link-management
|local-policy-decision-function |mac-validation |mib-process | mountd-service
|mpls-traceroute |mspd | multicast-snooping |named-service | nfsd-service |
packet-triggered-subscribers |peer-selection-service |pgm|pic-services-logging |pki-service
|ppp | ppp-service |pppoe | protected-system-domain-service |
redundancy-interface-process | remote-operations | root-system-domain-service | routing
<logical-system logical-system-name> | sampling | sbc-configuration-process | sdk-service
|service-deployment | services | snmp |soft |static-subscribers |statistics-service|
subscriber-management | subscriber-management-helper | tunnel-oamd |usb-control|
vrrp |web-management>

<gracefully | immediately | soft>

Syntax (ACX Series
Routers)

restart
<adaptive-services |audit-process | auto-configuration | autoinstallation |chassis-control |
class-of-service |clksyncd-service |database-replication| dhcp-service | diameter-service
| disk-monitoring | dynamic-flow-capture | ethernet-connectivity-fault-management
|ethernet-link-fault-management |event-processing | firewall
|general-authentication-service | gracefully | immediately |interface-control |
ipsec-key-management | l2-learning | lacp|link-management |mib-process |mountd-service
|mpls-traceroute |mspd | named-service | nfsd-service | pgm | pki-service |ppp | pppoe |
redundancy-interface-process | remote-operations | routing | sampling | sdk-service
|secure-neighbor-discovery | service-deployment | services | snmp|soft |statistics-service|
subscriber-management | subscriber-management-helper | tunnel-oamd | vrrp>

Syntax (EX Series
Switches)

restart
<autoinstallation | chassis-control | class-of-service | database-replication | dhcp |
dhcp-service | diameter-service | dot1x-protocol | ethernet-link-fault-management |
ethernet-switching | event-processing | firewall | general-authentication-service |
interface-control | kernel-replication | l2-learning | lacp | license-service | link-management
| lldpd-service | mib-process | mountd-service | multicast-snooping | pgm |
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redundancy-interface-process | remote-operations | routing | secure-neighbor-discovery
| service-deployment | sflow-service | snmp | vrrp | web-management>

Syntax (MX Series
Routers)

restart
<adaptive-services | ancpd-service |application-identification|audit-process |
auto-configuration |captive-portal-content-delivery |ce-l2tp-service |chassis-control |
class-of-service |clksyncd-service |database-replication| datapath-trace-service
|dhcp-service | diameter-service | disk-monitoring | dynamic-flow-capture |
ecc-error-logging | ethernet-connectivity-fault-management
|ethernet-link-fault-management |event-processing | firewall |
general-authentication-service | gracefully |iccp-service |idp-policy |immediately
|interface-control | ipsec-key-management | kernel-replication | l2-learning |l2cpd-service
|l2tp-service | l2tp-universal-edge | lacp | license-service |link-management
|local-policy-decision-function |mac-validation |mib-process | mountd-service
|mpls-traceroute |mspd | multicast-snooping |named-service | nfsd-service |
packet-triggered-subscribers |peer-selection-service | pgm | pic-services-logging |
pki-service |ppp | ppp-service |pppoe | protected-system-domain-service |
redundancy-interface-process | remote-operations |root-system-domain-service | routing
|routing <logical-system logical-system-name> | sampling | sbc-configuration-process |
sdk-service |service-deployment |services |snmp|soft |static-subscribers |statistics-service|
subscriber-management | subscriber-management-helper | tunnel-oamd | usb-control|
vrrp |web-management>

<all-members>
<gracefully | immediately | soft>
<local>
<membermember-id>

Syntax (QFX Series) restart
<adaptive-services | audit-process | chassis-control | class-of-service | dialer-services |
diameter-service | dlsw | ethernet-connectivity | event-processing | fibre-channel | firewall
| general-authentication-service | igmp-host-services | interface-control |
ipsec-key-management | isdn-signaling | l2ald | l2-learning | l2tp-service | mib-process |
named-service | network-access-service | nstrace-process | pgm | ppp | pppoe |
redundancy-interface-process | remote-operations |logical-system-name> | routing |
sampling |secure-neighbor-discovery | service-deployment | snmp | usb-control |
web-management>

<gracefully | immediately | soft>

Syntax (Routing
Matrix)

restart
<adaptive-services | audit-process | chassis-control | class-of-service | disk-monitoring |
dynamic-flow-capture | ecc-error-logging | event-processing | firewall | interface-control
| ipsec-key-management | kernel-replication | l2-learning | l2tp-service | lacp |
link-management | mib-process | pgm | pic-services-logging | ppp | pppoe |
redundancy-interface-process | remote-operations | routing <logical-system
logical-system-name> | sampling | service-deployment | snmp>

<all | all-lcc | lcc number>
<gracefully | immediately | soft>

Syntax (TXMatrix
Routers)

restart
<adaptive-services | audit-process | chassis-control | class-of-service | dhcp-service |
diameter-service | disk-monitoring | dynamic-flow-capture | ecc-error-logging |
event-processing | firewall | interface-control | ipsec-key-management | kernel-replication
| l2-learning | l2tp-service | lacp | link-management |mib-process |pgm|pic-services-logging
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| ppp |pppoe | redundancy-interface-process | remote-operations | routing<logical-system
logical-system-name> | sampling | service-deployment | snmp| statistics-service>

<all-chassis | all-lcc | lcc number | scc>
<gracefully | immediately | soft>

Syntax(TXMatrixPlus
Routers)

restart
<adaptive-services | audit-process | chassis-control | class-of-service | dhcp-service |
diameter-service | disk-monitoring | dynamic-flow-capture | ecc-error-logging |
event-processing | firewall | interface-control | ipsec-key-management | kernel-replication
| l2-learning | l2tp-service | lacp | link-management | mib-process | pgm |
pic-services-logging | ppp | pppoe | redundancy-interface-process | remote-operations |
routing <logical-system logical-system-name> | sampling | service-deployment | snmp|
statistics-service>

<all-chassis | all-lcc | all-sfc | lcc number | sfc number>
<gracefully | immediately | soft>

Syntax (QFX Series) restart
<adaptive-services | audit-process | chassis-control | class-of-service | dialer-services |
diameter-service | dlsw | ethernet-connectivity | event-processing | fibre-channel | firewall
| general-authentication-service | igmp-host-services | interface-control |
ipsec-key-management | isdn-signaling | l2ald | l2-learning | l2tp-service | mib-process |
named-service | network-access-service | nstrace-process | pgm | ppp | pppoe |
redundancy-interface-process | remote-operations |logical-system-name> | routing |
sampling |secure-neighbor-discovery | service-deployment | snmp | usb-control |
web-management>

<gracefully | immediately | soft>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 12.2 for ACX Series routers.

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Options added:

• dynamic-flow-capture in Junos OS Release 7.4.

• dlsw in Junos OS Release 7.5.

• event-processing in Junos OS Release 7.5.

• ppp in Junos OS Release 7.5.

• l2ald in Junos OS Release 8.0.

• link-management in Release 8.0.

• pgcp-service in Junos OS Release 8.4.

• sbc-configuration-process in Junos OS Release 9.5.

• services pgcp gateway in Junos OS Release 9.6.

• sfc and all-sfc for the TXMatrix Router in Junos OS Release 9.6.

Description Restart a Junos OS process.
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CAUTION: Never restart a software process unless instructed to do so by a
customer support engineer. A restartmight cause the router or switch todrop
calls and interrupt transmission, resulting in possible loss of data.

Options none—Same as gracefully.

adaptive-services—(Optional) Restart the configuration management process that
manages the configuration for stateful firewall, Network Address Translation (NAT),

intrusion detection services (IDS), and IP Security (IPsec) services on the Adaptive

Services PIC.

all-chassis—(TXMatrix andTXMatrix Plus routers only) (Optional)Restart the software
process on all chassis.

all-lcc—(TXMatrix and TXMatrix Plus routers only) (Optional) For a TXMatrix router,
restart the software process on all T640 routers connected to the TXMatrix router.

For a TXMatrix Plus router, restart the software process on all T1600 routers

connected to the TXMatrix Plus router.

all-members—(MX Series routers only) (Optional) Restart the software process for all
members of the Virtual Chassis configuration.

all-sfc—(TXMatrix Plus routers only) (Optional) For a TXMatrix Plus router, restart the
software processes for the TXMatrix Plus router (or switch-fabric chassis).

ancpd-service—(Optional) Restart the Access Node Control Protocol (ANCP) process,
which works with a special Internet GroupManagement Protocol (IGMP) session to

collect outgoing interface mapping events in a scalable manner.

application-identification—(Optional)Restart theprocess that identifies anapplication
using intrusion detection and prevention (IDP) to allow or deny traffic based on

applications running on standard or nonstandard ports.

audit-process—(Optional)Restart theRADIUSaccountingprocess thatgathersstatistical
data that can be used for general networkmonitoring, analyzing, and tracking usage

patterns, for billing a user based on the amount of time or type of services accessed.

auto-configuration—(Optional) Restart the Interface Auto-Configuration process.

autoinstallation—(EX Series switches only) (Optional) Restart the autoinstallation
process.

captive-portal-content-delivery—(Optional) Restart the HTTP redirect service by
specifying the location to which a subscriber's initial Web browser session is

redirected, enabling initial provisioning and service selection for the subscriber.

ce-l2tp-service—(M10, M10i, M7i, and MX Series routers only) (Optional) Restart the
Universal Edge Layer 2 Tunneling Protocol (L2TP) process, which establishes L2TP

tunnels and Point-to-Point Protocol (PPP) sessions through L2TP tunnels.
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chassis-control—(Optional) Restart the chassis management process.

class-of-service—(Optional) Restart the class-of-service (CoS) process,which controls
the router's or switch’s CoS configuration.

clksyncd-service—(Optional) Restart the external clock synchronization process, which
uses synchronous Ethernet (SyncE).

database-replication—(EX Series switches and MX Series routers only) (Optional)
Restart the database replication process.

datapath-trace-service—(Optional) Restart the packet path tracing process.

dhcp—(EX Series switches only) (Optional) Restart the software process for a Dynamic
Host Configuration Protocol (DHCP) server. A DHCP server allocates network IP

addressesanddelivers configurationsettings toclienthostswithoutuser intervention.

dhcp-service—(Optional) Restart the Dynamic Host Configuration Protocol process.

dialer-services—(EXSeries switches only) (Optional) Restart the ISDNdial-out process.

diameter-service—(Optional) Restart the diameter process.

disk-monitoring—(Optional) Restart disk monitoring, which checks the health of the
hard disk drive on the Routing Engine.

dlsw—(QFX Series only) (Optional) Restart the data link switching (DLSw) service.

dot1x-protocol—(EX Series switches only) (Optional) Restart the port-based network
access control process.

dynamic-flow-capture—(Optional) Restart the dynamic flow capture (DFC) process,

which controls DFC configurations on Monitoring Services III PICs.

ecc-error-logging—(Optional) Restart the error checking and correction (ECC) process,
which logs ECC parity errors in memory on the Routing Engine.

ethernet-connectivity-fault-management—(Optional)Restart theprocess thatprovides
IEEE 802.1ag Operation, Administration, andManagement (OAM) connectivity fault

management (CFM) database information for CFMmaintenance association end

points (MEPs) in a CFM session.

ethernet-link-fault-management—(EX Series switches and MX Series routers only)
(Optional) Restart the process that provides theOAM link faultmanagement (LFM)

information for Ethernet interfaces.

ethernet-switching—(EXSeries switchesonly) (Optional)Restart theEthernet switching
process.

event-processing—(Optional) Restart the event process (eventd).

fibre-channel—(QFX Series only) (Optional) Restart the Fibre Channel process.
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firewall—(Optional) Restart the firewall management process, which manages the
firewall configuration and enables accepting or rejecting packets that are transiting

an interface on a router or switch.

general-authentication-service—(EX Series switches and MX Series routers only)
(Optional) Restart the general authentication process.

gracefully—(Optional) Restart the software process.

iccp-service—(Optional) Restart the Inter-Chassis Communication Protocol (ICCP)
process.

idp-policy—(Optional) Restart the intrusion detection and prevention (IDP) protocol
process.

immediately—(Optional) Immediately restart the software process.

interface-control—(Optional) Restart the interface process, which controls the router's
or switch’s physical interface devices and logical interfaces.

ipsec-key-management—(Optional) Restart the IPsec key management process.

isdn-signaling—(QFX Series only) (Optional) Restart the ISDN signaling process, which
initiates ISDN connections.

kernel-replication—(Optional) Restart the kernel replication process, which replicates
the state of the backup Routing Engine when graceful Routing Engine switchover

(GRES) is configured.

l2-learning—(Optional) Restart the Layer 2 address flooding and learning process.

l2cpd-service—(Optional) Restart the Layer 2 Control Protocol process, which enables
features such as Layer 2 protocol tunneling and nonstop bridging.

l2tp-service—(M10,M10i,M7i, andMXSeries routers only) (Optional)Restart theLayer 2

Tunneling Protocol (L2TP) process, which sets up client services for establishing

Point-to-Point Protocol (PPP) tunnels across a network and negotiating Multilink

PPP if it is implemented.

l2tp-universal-edge—(MX Series routers only) (Optional) Restart the L2TP process,
which establishes L2TP tunnels and PPP sessions through L2TP tunnels.

lacp—(Optional) Restart the Link Aggregation Control Protocol (LACP) process. LACP
providesastandardizedmeans for exchanging informationbetweenpartner systems

on a link to allow their link aggregation control instances to reach agreement on the

identity of the LAG to which the link belongs, and then to move the link to that LAG,

and to enable the transmission and reception processes for the link to function in

an orderly manner.

lcc number—(TXMatrix and TXMatrix Plus routers only) (Optional) For a TXMatrix
router, restart the software process for a specific T640 router that is connected to

the TXMatrix router. For a TXMatrix Plus router, restart the software process for a

specific router that is connected to the TXMatrix Plus router.
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Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

license-service—(EX Series switches only) (Optional) Restart the feature license
management process.

link-management— (TXMatrix and TXMatrix Plus routers and EX Series switches only)

(Optional)Restart theLinkManagementProtocol (LMP)process,whichestablishes

andmaintains LMP control channels.

lldpd-service—(EX Series switches only) (Optional) Restart the Link Layer Discovery
Protocol (LLDP) process.

local—(MX Series routers only) (Optional) Restart the software process for the local
Virtual Chassis member.

local-policy-decision-function— (Optional) Restart the process for the Local Policy

Decision Function, which regulates collection of statistics related to applications

and application groups and tracking of information about dynamic subscribers and

static interfaces.

mac-validation—(Optional)Restart theMediaAccessControl (MAC)validationprocess,

whichconfiguresMACaddress validation for subscriber interfaces createdondemux

interfaces in dynamic profiles on MX Series routers.

membermember-id—(MX Series routers only) (Optional) Restart the software process
for a specific member of the Virtual Chassis configuration. Replacemember-idwith

a value of 0 or 1.

mib-process—(Optional) Restart the Management Information Base (MIB) version II
process, which provides the router's MIB II agent.

mobile-ip—(Optional) Restart the Mobile IP process, which configures Junos OSMobile
IP features.

mountd-service—(EX Series switches and MX Series routers only) (Optional) Restart
the service for NFSmount requests.

mpls-traceroute—(Optional) Restart the MPLS Periodic Traceroute process.

mspd—(Optional) Restart the Multiservice process.
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multicast-snooping—(EXSeries switchesandMXSeries routersonly) (Optional)Restart
themulticast snoopingprocess,whichmakesLayer2devices, suchasVLANswitches,

aware of Layer 3 information, such as the media access control (MAC) addresses

of members of a multicast group.

named-service—(Optional) Restart the DNS Server process, which is used by a router
or a switch to resolve hostnames into addresses.

network-access-service—( QFX Series only) (Optional) Restart the network access
process, which provides the router's Challenge Handshake Authentication Protocol

(CHAP) authentication service.

nfsd-service—(Optional)Restart theRemoteNFSServerprocess,whichprovides remote
file access for applications that need NFS-based transport.

packet-triggered-subscribers—(Optional)Restart thepacket-triggeredsubscribersand
policy control (PTSP) process, which allows the application of policies to dynamic

subscribers that are controlled by a subscriber termination device.

peer-selection-service—(Optional) Restart the Peer Selection Service process.

pgcp-service—(Optional) Restart the pgcpd service process running on the Routing
Engine. This optiondoesnot restart pgcpdprocesses runningonmobile stationPICs.

To restart pgcpd processes running onmobile station PICs, use the services pgcp

gateway option.

pgm—(Optional) Restart the process that implements the Pragmatic General Multicast
(PGM) protocol for assisting in the reliable delivery of multicast packets.

pic-services-logging—(Optional) Restart the logging process for some PICs. With this

process, also known as fsad (the file system access daemon), PICs send special

logging information to the Routing Engine for archiving on the hard disk.

pki-service—(Optional) Restart the PKI Service process.

ppp—(Optional) Restart the Point-to-Point Protocol (PPP) process, which is the
encapsulationprotocol process for transporting IP traffic acrosspoint-to-point links.

ppp-service—(Optional) Restart the Universal edge PPP process, which is the
encapsulation protocol process for transporting IP traffic across universal edge

routers.

pppoe—(Optional) Restart the Point-to-Point Protocol over Ethernet (PPPoE) process,
which combines PPP that typically runs over broadband connections with the

Ethernet link-layer protocol that allows users to connect to a network of hosts over

a bridge or access concentrator.

protected-system-domain-service—(Optional) Restart the Protected System Domain

(PSD) process.

redundancy-interface-process—(Optional) Restart the ASP redundancy process.
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remote-operations—(Optional) Restart the remote operations process, which provides
the ping and traceroute MIBs.

root-system-domain-service—(Optional) Restart the Root System Domain (RSD)

service.

routing—(ACXSeries routers,QFXSeries, EXSeries switches, andMXSeries routersonly)
(Optional) Restart the routing protocol process.

routing<logical-system logical-system-name>—(Optional)Restart the routingprotocol
process, which controls the routing protocols that run on the router or switch and

maintains the routing tables. Optionally, restart the routing protocol process for the

specified logical system only.

sampling—(Optional) Restart the sampling process, which performs packet sampling
based on particular input interfaces and various fields in the packet header.

sbc-configuration-process—(Optional) Restart the session border controller (SBC)
process of the border signaling gateway (BSG).

scc—(TXMatrix routers only) (Optional) Restart the software process on the TXMatrix
router (or switch-card chassis).

sdk-service—(Optional) Restart the SDK Service process, which runs on the Routing
Engine and is responsible for communications between the SDK application and

Junos OS. Although the SDK Service process is present on the router, it is turned off

by default.

secure-neighbor-discovery—(QFX Series, EX Series switches, and MX Series routers
only) (Optional) Restart the secure Neighbor Discovery Protocol (NDP) process,

which provides support for protecting NDPmessages.

sfc number—(TXMatrix Plus routers only) (Optional) Restart the software process on
the TXMatrix Plus router (or switch-fabric chassis). Replace numberwith 0.

service-deployment—(Optional)Restart the servicedeploymentprocess,whichenables
Junos OS to work with the Session and Resource Control (SRC) software.

services—(Optional) Restart a service.

services pgcp gateway gateway-name—(Optional) Restart the pgcpd process for a
specific border gateway function (BGF) running on anMS-PIC. This option does not

restart thepgcpdprocess runningon theRoutingEngine. To restart thepgcpdprocess

on the Routing Engine, use the pgcp-service option.

sflow-service—(EX Series switches only) (Optional) Restart the flow sampling (sFlow

technology) process.

snmp—(Optional) Restart the SNMP process, which enables themonitoring of network
devices from a central location and provides the router's or switch’s SNMPmaster

agent.
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soft—(Optional) Reread and reactivate the configuration without completely restarting
the software processes. For example, BGP peers stay up and the routing table stays

constant. Omitting this option results in a graceful restart of the software process.

static-subscribers—(Optional) Restart the static subscribers process, which associates
subscribers with statically configured interfaces and provides dynamic service

activation and activation for these subscribers.

statistics-service—(Optional) Restart the process thatmanages the Packet Forwarding
Engine statistics.

subscriber-management—(Optional) Restart the Subscriber Management process.

subscriber-management-helper—(Optional)Restart theSubscriberManagementHelper
process.

tunnel-oamd—(Optional)Restart theTunnelOAMprocess,whichenables theOperations,

Administration, and Maintenance of Layer 2 tunneled networks. Layer 2 protocol

tunneling (L2PT)allowsserviceproviders to sendLayer 2protocol dataunits (PDUs)

across the provider’s cloud and deliver them to Juniper Networks EX Series Ethernet

Switches that are not part of the local broadcast domain.

usb-control—(MX Series routers) (Optional) Restart the USB control process.

vrrp—(ACX Series routers, EX Series switches, and MX Series routers only) (Optional)
Restart the Virtual Router Redundancy Protocol (VRRP) process, which enables

hosts on a LAN tomake use of redundant routing platforms on that LANwithout

requiring more than the static configuration of a single default route on the hosts.

web-management—(QFX Series, EX Series switches, and MX Series routers only)
(Optional) Restart theWebmanagement process.

Required Privilege
Level

reset

Related
Documentation

Overview of Junos OS CLI Operational Mode Commands•

List of Sample Output restart interface-control gracefully on page 663

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

restart interface-control gracefully

user@host> restart interface-control gracefully
Interface control process started, pid 41129
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show bfd subscriber session

Syntax show bfd subscriber session
<brief | detail | extensive | summary>

Release Information Command introduced in Junos OS Release 15.1 for the MX Series.

Description Display information about active Bidirectional Forwarding Detection (BFD) subscriber

sessions.

Options none—(Same as brief) Display information about active BFD subscriber sessions.

brief | detail | extensive | summary—(Optional) Display the specified level of output.

Required Privilege
Level

view

Related
Documentation

clear bfd session•

• Examples: Configuring BFD for Static Routes

List of Sample Output show bfd subscriber session on page 666
show bfd subscriber session brief on page 666
show bfd subscriber session detail on page 667
show bfd subscriber session extensive on page 667
show bfd subscriber session summary on page 667

Output Fields Table 28 on page 664 describes the output fields for the show bfd subscriber session

command. Output fields are listed in the approximate order in which they appear.

Table 28: show bfd subscriber session Output Fields

Level of OutputField DescriptionField Name

brief detail extensive
none

IP Address on which the BFD subscriber session is active.Address

brief detail extensive
none

State of the BFD subscriber session: Up, Down, Init (initializing), or Failing.State

brief detail extensive
none

Interface on which the BFD subscriber session is active.Interface

brief detail extensive
none

Negotiated time interval, in seconds, used to detect BFD control packets.Detect Time

brief detail extensive
none

Time interval, in seconds, used by the transmitting system to send BFD control
packets.

Transmit Interval

Copyright © 2017, Juniper Networks, Inc.664

Broadband Subscriber Access Protocols Feature Guide



Table 28: show bfd subscriber session Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensiveNegotiatedmultiplier by which the time interval is multiplied to determine the
detection time for the transmitting system.

Multiplier

detail extensiveHow long a BFD subscriber session has been established in hh:mm:ss.Session up time

detail extensiveProtocol for which the BFD subscriber session is active: DHCP, ISIS,OSPF, or
Static.

Client

detail extensiveTime interval, in seconds, used by the host system to transmit BFD control
packets.

TX interval

detail extensiveTime interval, in seconds, used by the host system to receive BFD
control packets.

RX interval

detail extensiveLocal diagnostic information about failing BFD subscriber sessions.Local diagnostic

detail extensiveRemote diagnostic information about failing BFD subscriber sessions.Remotediagnostic

detail extensiveIndication that the remote system's BFD packets have been received and
whether the remote system is receiving transmitted control packets.

Remote state

extensiveBFD version: 0 or 1.Version

detail extensiveIndication that nonstop routing or graceful Routing Engine switchover is
configured and the BFD subscriber session has been replicated to the backup
Routing Engine.

Replicated

extensiveMinimum amount of time, in seconds, between asynchronous control packet
transmissions across the BFD subscriber session.

Min async interval

extensiveMinimum amount of time, in seconds, between synchronous control packet
transmissions across the BFD subscriber session.

Min slow interval

extensiveTransmission interval being used because of adaptation.Adaptive async TX
interval

extensiveMinimum amount of time, in seconds, between control packet transmissions
on the local system.

Local min TX
interval

extensiveMinimum amount of time, in seconds, between control packet detections on
the local system.

Local min RX
interval

extensiveMinimum amount of time, in seconds, between control packet transmissions
on the remote system.

Remotemin TX
interval

extensiveMinimum amount of time, in seconds, between control packet detections on
the remote system.

Remotemin RX
interval
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Table 28: show bfd subscriber session Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveAuthentication code used by the local system to identify that BFD subscriber
session.

Localdiscriminator

extensiveAuthentication code used by the remote system to identify that BFD subscriber
session.

Remote
discriminator

extensiveInformationabout thestateofecho transmissionson theBFDsubscriber session,
such as disabled or inactive.

Echomode

extensiveIndication that the BFD subscriber session on the remote peer is running on its
Packet Forwarding Engine. In this case, when the remote node undergoes a
graceful restart, the local peer canhelp the remotepeerwith thegraceful restart.

The following BFD subscriber sessions are not distributed to the Packet
ForwardingEngine: tunnel-encapsulatedsessions, andsessionsover integrated
routing and bridging (IRB) interfaces.

Remote is
control-plane
independent

detail extensiveBFD subscriber session ID number that represents the protection using MPLS
fast reroute (FRR) and loop-free alternate (LFA).

Session ID

All levelsTotal number of active BFD subscriber sessions.sessions

All levelsTotal number of clients that are hosting active BFD subscriber sessions.clients

detail extensiveTotal number of BFD control packets transmitted per second on all active
sessions.

Cumulative
transmit rate

detail extensiveTotal number of BFDcontrol packets receivedper secondonall active sessions.Cumulative receive
rate

Sample Output

show bfd subscriber session

user@host> show bfd subscriber session
                                             Detect    Transmit
Address                  State     Interface      Time      Interval  Multiplier
203.0.113.2              Up        ae0.0          90.000     30.000        3   
203.0.113.6              Up        ae0.1          90.00      30.000        3   
203.0.113.10             Up        ae0.2          90.000     30.000        3   
203.0.113.14             Up        ae0.3          90.000     30.000        3   
203.0.113.18             Up        ae0.4          90.000     30.000        3   

20 sessions, 20 clients

show bfd subscriber session brief

The output for the show bfd subscriber session brief command is identical to that for the

show bfd subscriber session command.
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show bfd subscriber session detail

user@host> show bfd subscriber session detail
                                                     Transmit
Address              State     Interface     Detect Time  Interval  Multiplier
203.0.113.2          Up        ae0.0         90.000        30.000      3
  Client DHCP, TX interval 30.000, RX interval 30.000, multiplier 3
  Session up time 09:11:50
  Local diagnostic None, remote diagnostic NbrSignal
  Remote state Up, version 1
  Replicated
203.0.113.6          Up        ae0.1         90.000        30.000      3
  Client DHCP, TX interval 30.000, RX interval 30.000
  Session up time 09:11:50
  Local diagnostic None, remote diagnostic NbrSignal
  Remote state Up, version 1

20 sessions, 20 clients
Cumulative transmit rate 10.0 pps, cumulative receive rate 10.0 pps

show bfd subscriber session extensive

user@host> show bfd subscriber session extensive
                                             Detect   Transmit
Address                  State     Interface      Time     Interval  Multiplier
203.0.113.2              Up        ae0.0          90.000    30.000        3   
 Client DHCP, TX interval 30.000, RX interval 30.000
 Session up time 09:11:50
 Local diagnostic None, remote diagnostic NbrSignal
 Remote state Up, version 1
 Replicated 
 Min async interval 30.000, min slow interval 30.000
 Adaptive async TX interval 30.000, RX interval 30.000
 Local min TX interval 30.000, minimum RX interval 30.000, multiplier 3
 Remote min TX interval 30.000, min RX interval 30.000, multiplier 3
 Local discriminator 20, remote discriminator 16
 Echo mode disabled/inactive
 Remote is control-plane independent
  Session ID: 0x1

                                                  Detect   Transmit
Address                  State     Interface      Time     Interval  Multiplier
203.0.113.6              Up        ae0.1          90.000     30.000        3   
 Client DHCP, TX interval 30.000, RX interval 30.000
 Session up time 09:11:50
 Local diagnostic None, remote diagnostic NbrSignal
 Remote state Up, version 1
 Replicated 
 Min async interval 30.000, min slow interval 30.000
 Adaptive async TX interval 30.000, RX interval 30.000
 Local min TX interval 30.000, minimum RX interval 30.000, multiplier 3
 Remote min TX interval 30.000, min RX interval 30.000, multiplier 3
 Local discriminator 21, remote discriminator 17
 Echo mode disabled/inactive
 Remote is control-plane independent
  Session ID: 0x2

show bfd subscriber session summary

user@host> show bfd subscriber session summary
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20 sessions, 20 clients
Cumulative transmit rate 10.0 pps, cumulative receive rate 10.0 pps
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show dynamic-profile session

Syntax show dynamic-profile session
<client-id client-id>
<profile-name profile-name>
<service-id service-id>

Release Information Command introduced in Junos OS Release 13.3.

Description Displaydynamicprofile (client or service) information for all subscribers or for subscribers

specified by client ID or service session ID. You can filter the output by also specifying a

dynamic profile.

NOTE:

• The output does not display the variable stanzas defined in the dynamic
profile configuration.

• The variables in the profile configuration are replaced with subscriber
specific values.

• If the conditional variable in the dynamic profile is evaluated as NULL, the
subscriber value for the variable is displayed as NONE in the command

output.

• Thevariable is alsodisplayedasNONEwhen the variable (any variable and

not necessarily conditional) in thedynamic profile has no value associated
with it.

• The format in which the configuration is displayed looks similar, but not
exactly the same as the format of the show configuration dynamic-profiles

command.

Options client-id client-id—Display dynamic profile information for subscribers associated with
the specified client.

profile-name profile-name—(Optional) Display dynamic profile information for the
specified subscriber or service profile.

service-id service-id—Display dynamic profile information for subscribers associated
with the specified service session.

Required Privilege
Level

view

List of Sample Output show dynamic-profile session client-id (Client ID) on page 670
show dynamic-profile session client-id profile-name (Client ID and Dynamic
Profile) on page 672
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show dynamic-profile session service-id (Service Session) on page 672

Output Fields This command displays the dynamic client or service profile configuration for each

subscriber.

Sample Output

show dynamic-profile session client-id (Client ID)

user@host>show dynamic-profile session client-id 20
pppoe {
    interfaces {
        pp0 {
            unit 1073741831 {
                ppp-options {
                    chap;
                    pap;
                }
                pppoe-options {
                    underlying-interface ge-2/0/0.0;
                    server;
                }
                family {
                    inet {
                        unnumbered-address lo0.0;
                    }
                }
            }
        }
    }
    class-of-service {
        traffic-control-profiles {
            tcp1 {
                scheduler-map smap1_UID1024;
                shaping-rate 100m;
            }
        }
        interfaces {
            pp0 {
                unit 1073741831 {
                    output-traffic-control-profile tcp1;
                }
            }
        }
        scheduler-maps {
            smap1_UID1024 {
                forwarding-class best-effort scheduler sch1_UID1023;
            }
        }
        schedulers {
            sch1_UID1023 {
                transmit-rate percent 40;
                buffer-size percent 40;
                priority low;
            }
        }
    }                                   
}
filter-service {
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    interfaces {
        pp0 {
            unit 1073741831 {
                family {
                    inet {
                        filter {
                            input input-filter_UID1026 precedence 50;
                            output output-filter_UID1027 precedence 50;
                        }
                    }
                }
            }
        }
    }
    firewall {
        family {
            inet {
                filter input-filter_UID1026 {
                    interface-specific;
                    term t1 {
                        then {
                            policer policer1_UID1025;
                            service-accounting;
                        }
                    }
                    term rest {
                        then accept;
                    }
                }
                filter output-filter_UID1027 {
                    interface-specific;
                    term rest {
                        then accept;
                    }
                }
            }
        }
        policer policer1_UID1025 {
            if-exceeding {
                bandwidth-limit 1m;
                burst-size-limit 15k;
            }
            then discard;
        }                               
    }
}
cos-service {
    class-of-service {
        scheduler-maps {
            smap2_UID1029 {
                forwarding-class assured-forwarding scheduler sch2_UID1028;
            }
        }
        schedulers {
            sch2_UID1028 {
                transmit-rate percent 60;
                buffer-size percent 60;
                priority high;
            }
        }
    }

671Copyright © 2017, Juniper Networks, Inc.

Chapter 38: Operational Commands



}
bsimmons
}

show dynamic-profile session client-id profile-name (Client ID and Dynamic Profile)

user@host>show dynamic-profile session client-id 20 profile-name cos-service
cos-service {
    class-of-service {
        scheduler-maps {
            smap2_UID1029 {
                forwarding-class assured-forwarding scheduler sch2_UID1028;
            }
        }
        schedulers {
            sch2_UID1028 {
                transmit-rate percent 60;
                buffer-size percent 60;
                priority high;
            }
        }
    }
}

show dynamic-profile session service-id (Service Session)

user@host>show dynamic-profile session service-id 21
filter-service {
    interfaces {
        pp0 {
            unit 1073741831 {
                family {
                    inet {
                        filter {
                            input input-filter_UID1026 precedence 50;
                            output output-filter_UID1027 precedence 50;
                        }
                    }
                }
            }
        }
    }
    firewall {
        family {
            inet {
                filter input-filter_UID1026 {
                    interface-specific;
                    term t1 {
                        then {
                            policer policer1_UID1025;
                            service-accounting;
                        }
                    }
                    term rest {
                        then accept;
                    }
                }
                filter output-filter_UID1027 {
                    interface-specific;
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                    term rest {
                        then accept;
                    }
                }
            }
        }
        policer policer1_UID1025 {
            if-exceeding {
                bandwidth-limit 1m;
                burst-size-limit 15k;
            }
            then discard;
        }
    }
}   
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show interfaces ps0 (Pseudowire Subscriber Interfaces)

Syntax show interfaces ps0
<brief | detail | extensive | terse>

Release Information Command introduced at Junos OS Release 13.1.

Description Display status information about the pseudowire subscriber interface.

Options brief | detail | extensive | terse—(Optional) Display the specified level of output.

Required Privilege
Level

view

Related
Documentation

Pseudowire Subscriber Logical Interfaces Overview on page 291•

List of Sample Output show interfaces ps0 on page 676
show interfaces ps0 extensive on page 677

Output Fields Table29onpage674 lists theoutput fields for the showinterfacesps0command.Output

fields are listed in the approximate order in which they appear.

Table 29: show interfaces ps0Output Fields

Level of OutputField DescriptionField Name

Physical Interface

brief detail extensive
none

Name of the physical interface.Physical interface

brief detail extensive
none

State of the interface. Possible values are described in the “Enabled Field”
section under Common Output Fields Description.

Enabled

detail extensive nonePhysical interface index number, which reflects its initialization sequence.Interface index

detail extensive noneSNMP index number for the physical interface.SNMP ifIndex

brief detail extensive
none

Physical interface type (Software-Pseudo).Type

brief detail extensiveEncapsulation being used on the physical interface.Link-level type

brief detail extensiveMTU size on the physical interface.MTU

brief detail extensiveReference clock source. It can be Internal or External.Clocking

brief detail extensiveSpeed at which the interface is running.Speed
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Table 29: show interfaces ps0Output Fields (continued)

Level of OutputField DescriptionField Name

brief detail extensive
none

Information about the physical device. Possible values are described in the
“Device Flags” section under Common Output Fields Description.

Device flags

brief detail extensive
none

Information about the interface. Possible values are described in the “Interface
Flags” section under Common Output Fields Description.

Interface flags

detail extensive noneConfigured MAC address.Current address

detail extensive noneMAC address of the hardware.Hardware address

detail extensive noneDate, time, andhow long ago the interfacewent fromdown to upor up to down.
The format is Last flapped: year-month-day hours:minutes:seconds: timezone
(hours:minutes:seconds ago). or Never. For example, Last flapped: 2002-04-26
10:52:40 PDT (04:33:20 ago).

Last flapped

detail extensive noneNumber of packets received on the logical interface.input packets

detail extensive noneNumber of packets transmitted on the logical interface.output packets

Logical Interface

brief detail extensive
none

Name of the logical interface.Logical interface

detail extensive noneLogical interface index number (which reflects its initialization sequence).Index

detail extensive noneLogical interface SNMP interface index number.SNMP ifIndex

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

brief detail extensive
none

Information about the logical interface. Possible values are described in the
“Logical Interface Flags” section under Common Output Fields Description.

Flags

brief extensive noneType of encapsulation configured on the logical interface.Encapsulation

detail extensiveTotal number of bytes and packets received and transmitted on the logical
interface. These statistics are the sum of the local and transit statistics. When
aburst of traffic is received, the value in theoutputpacket rate fieldmightbriefly
exceed the peak cell rate. This counter usually takes less than 1 second to
stabilize.

Traffic statistics
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Table 29: show interfaces ps0Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensiveNumber of IPv6 transit bytes and packets received and transmitted on the
logical interface if IPv6 statistics tracking is enabled.

NOTE: Thepacket andbyte counts in these fields include traffic that is dropped
and does not leave the router.

• Input bytes——Number of bytes received on the interface.

• Output bytes——Number of bytes transmitted on the interface.

• Input packets—Number of packets received on the interface.

• Output packets—Number of packets transmitted on the interface.

IPv6 transit
statistics

detail extensiveStatistics for traffic received fromand transmitted to the Routing Engine.When
aburst of traffic is received, the value in theoutputpacket rate fieldmightbriefly
exceed the peak cell rate. This counter usually takes less than 1 second to
stabilize.

Local statistics

detail extensiveStatistics for traffic transiting the router. When a burst of traffic is received, the
value in the output packet rate fieldmight briefly exceed the peak cell rate. This
counter usually takes less than 1 second to stabilize.

NOTE: Thepacket andbyte counts in these fields include traffic that is dropped
and does not leave the router.

Transit statistics

detail extensive noneProtocol family configured on the logical interface.Protocol

detail extensive noneMTU size on the logical interface.MTU

detail extensive noneInformation about the protocol family flags. Possible values are described in
the “Family Flags” section under Common Output Fields Description.

Flags

detail extensive none(UnnumberedEthernet) Interface fromwhichanunnumberedEthernet interface
borrows an IPv4 address.

Donor interface

detail extensive noneInformation about the addresses configured for the protocol family. Possible
values are described in the “Addresses Flags” section under Common Output
Fields Description.

Addresses, Flags

detail extensive noneIP address of the remote side of the connection.Destination

detail extensive terse
none

IP address of the logical interface.Local

detail extensive noneBroadcast address.Broadcast

Sample Output

show interfaces ps0

user@host> show interfaces ps0
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Physical interface: ps0, Enabled, Physical link is Up
 Interface index: 166, SNMP ifIndex: 658
 Type: Software-Pseudo, Link-level type: 90, MTU: 1518, Clocking: 1, Speed: 800mbps

 Device flags : Present Running
 Interface flags: Point-To-Point Internal: 0x4000
 Current address: 00:00:5E:00:53:4a, Hardware address: 00:00:5E:00:53:4a
 Last flapped : Never
  Input packets : 0
  Output packets: 0

 Logical interface ps0.0 (Index 74) (SNMP ifIndex 656)
  Flags: Point-To-Point 0x4000 Encapsulation: Ethernet-CCC
  Input packets : 482
  Output packets: 0
  Protocol ccc, MTU: 1518
   Flags: Is-Primary

 Logical interface ps0.1 (Index 78) (SNMP ifIndex 665)
  Flags: Point-To-Point 0x4000 VLAN-Tag [ 0x8100.100 ] Encapsulation: ENET2
  Input packets : 0
  Output packets: 482
  Protocol inet, MTU: 1500
   Flags: Sendbcast-pkt-to-re
    Addresses, Flags: Is-Preferred Is-Primary
     Destination: 203.0.113.0/24, Local: 203.0.113.1, Broadcast: 203.0.113.255

 Logical interface ps0.32767 (Index 75) (SNMP ifIndex 692)
  Flags: Point-To-Point 0x4000 VLAN-Tag [ 0x0000.0 ] Encapsulation: ENET2
  Input packets : 0
  Output packets: 0

show interfaces ps0 extensive

user@host> show interfaces ps0.1 extensive
  Logical interface ps0.1 (Index 389) (SNMP ifIndex 0) (Generation 199)
    Flags: Up 0x4000 VLAN-Tag [ 0x8100.100 ]  Encapsulation: ENET2
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
     IPv6 transit statistics:
      Input  bytes  :                   0
      Output bytes  :                   0
      Input  packets:                   0
      Output packets:                   0
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
     IPv6 transit statistics:
      Input  bytes  :                   0
      Output bytes  :                   0
      Input  packets:                   0
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      Output packets:                   0
    Protocol inet, MTU: 1500, Generation: 194, Route table: 0
      Flags: Sendbcast-pkt-to-re, Unnumbered
      Donor interface: lo0.0 (Index 322)
      Addresses, Flags: Primary Is-Default Is-Primary
        Destination: Unspecified, Local: 203.0.113.144, Broadcast: Unspecified, 
Generation: 138
    Protocol inet6, MTU: 1500, Generation: 198, Route table: 0
      Flags: Unnumbered                 
      Donor interface: lo0.0 (Index 322)
        Destination: Unspecified, Local: 2001:db8::e187
    Generation: 157
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show interfaces redundancy

Syntax show interfaces redundancy
<brief | detail>

Release Information Command introduced before Junos OS Release 7.4.

detail option added in Junos OS Release 10.0.

Description (M Series, T Series, and MX Series routers only) Display general information about

redundancy for aggregatedmultiservices (AMS) interfaces configured forwarmstandby,

adaptive servicesand link services intelligentqueuing (IQ) interfaces, aggregatedEthernet

interfaces redundancy, and LNS aggregated inline service interfaces.

NOTE: When you run the show interfaces redundancy command on anMX80

router, it displays the error message, error:the redundancy-interface-process

subsystem is not running. This is because anMX80 router does not have a

redundant FPC and does not support link protection.

Options brief | detail—(Optional) Display the specified level of output.

Required Privilege
Level

view

List of Sample Output show interfaces redundancy on page 680
show interfaces redundancy (Aggregated Ethernet) on page 680
show interfaces redundancy (Aggregated Inline Service Interface) on page 680
show interfaces redundancy detail on page 680

Output Fields Table30onpage679 lists theoutput fields for the showinterfaces redundancycommand.

Output fields are listed in the approximate order in which they appear.

Table 30: show interfaces redundancy Output Fields

Level of OutputField DescriptionField Name

All levelsName of the AMS interface, redundant adaptive services, link
services IQ interfaces, aggregated Ethernet interfaces, or LNS
aggregated inline service interfaces.

Interface

All levelsState of the redundant interface: Not present,On primary,On
secondary, orWaiting for primary MS PIC.

State
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Table 30: show interfaces redundancy Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsTimestamp for the last change in status. This value resets after a
master Routing Engine switchover event if any of the following
conditions is met:

• GRES is not configured on the router.

• The rlsq interface is configured without the hot-standby or
warm-standby statements and the backup lsq interface was
active before the switchover.

• No logical interfacesare configuredor all of the configured logical
interfaces are down at the time of the switchover.

Last Change

All levelsName of the interface configured to be the primary interface.Primary

All levelsName of the interface configured to be the backup interface.Secondary

All levelsPhysical status of the primary and secondary interfaces.Current Status

detailStandbymode.Mode

Sample Output

show interfaces redundancy

user@host> show interfaces redundancy
Interface  State         Last change  Primary    Secondary  Current status
rsp0       Not present                sp-1/0/0   sp-0/2/0   both down
rsp1       On secondary  1d 23:56     sp-1/2/0   sp-0/3/0   primary down
rsp2       On primary    10:10:27     sp-1/3/0   sp-0/2/0   secondary down 
rlsq0      On primary    00:06:24     lsq-0/3/0  lsq-1/0/0  both up
ams0       On primary    00:39:51     mams-5/0/0 mams-5/1/0 both up 

show interfaces redundancy (Aggregated Ethernet)

user@host> show interfaces redundancy
Interface  State            Last change  Primary      Secondary    Current status
rlsq0      On secondary     00:56:12     lsq-4/0/0    lsq-3/0/0    both up      

ae0      
ae1      
ae2      
ae3      
ae4

show interfaces redundancy (Aggregated Inline Service Interface)

user@host> show interfaces redundancy asi0
Interface  State          Last change  Primary      Secondary    Current status
asi0       On primary     00:00:09     si-1/0/0     si-0/0/0     both up       

show interfaces redundancy detail

user@host> show interfaces redundancy detail
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Interface        : rlsq0
  State          : On primary
  Last change    : 00:45:47
  Primary        : lsq-0/2/0
  Secondary      : lsq-1/2/0
  Current status : both up
  Mode           : hot-standby

Interface        : rlsq0:0
  State          : On primary
  Last change    : 00:45:46
  Primary        : lsq-0/2/0:0
  Secondary      : lsq-1/2/0:0
  Current status : both up
  Mode           : warm-standby

Interface        : asi0
  State          : On primary
  Last change    : 00:03:42
  Primary        : si-1/0/0
  Secondary      : si-0/0/0
  Mode           : hot-standby
  Current status : both up

Interface        :ams0
  State : On primary
  Last change : 00:39:52
  Primary : mams-5/0/0
  Secondary : mams-5/1/0
  Mode : warm-standby
  Current status : both up
  Replication state : Disconnected
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show ppp interface

Syntax show ppp interface interface-name
<extensive| terse>

Release Information Command introduced in Junos OS Release 7.5.

Description Display information about PPP interfaces.

Options interface-name—Name of a logical interface.

extensive | terse—(Optional) Display the specified level of output.

Required Privilege
Level

view

List of Sample Output show ppp interface on page 690
show ppp interface extensive on page 690
show ppp interface terse on page 690

Output Fields Table 31 on page 682 lists the output fields for the showppp interface command. Output

fields are listed in the approximate order in which they appear.

Table 31: show ppp interface Output Fields

Level of
OutputField DescriptionField Name

All levelsName of the logical interface on which the session is running.Session

All levelsSession type: PPP.Type

All levelsPPP process phase: Authenticate, Pending, Establish, LCP, Network, Disabled, and Tunneled.Phase

All levelsSpecial conditions present in the session: Bundled, TCC, No-keepalives, Looped,Monitored,
and NCP-only.

Session flags

None
specified

Protocol state information. See specific protocol state fields for information.protocol State

None
specified

Challenge-Handshake Authentication Protocol (CHAP) authentication state information or
Password Authentication Protocol (PAP) state information. See the Authentication field
description for further information.

AUTHENTICATION
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Table 31: show ppp interface Output Fields (continued)

Level of
OutputField DescriptionField Name

extensiveKeepalive settings for the PPP sessions on the L2TP network server (LNS). LNS based PPP
sessions are supported only on service interfaces (si).

• Interval—Time in seconds between successive keepalive requests.

Keepalive aging timeout is calculated as a product of the interval and Down-count values.
If thekeepaliveaging timeout is greater than 180seconds, thekeepalivepacketsarehandled
by theRouting Engine. If the aging timeout is less thanor equal to 180 seconds, the packets
are handled by the Packet Forwarding Engine.

• Up-count—The number of keepalive packets a destination must receive to change a link’s
status from down to up.

• Down-count—The number of keepalive packets a destination must fail to receive before
the network takes down a link.

Keepalive settings

extensiveKeepalive statistics for the packets handled by the Routing Engine.

• LCP echo req Tx—LCP echo requests sent from the Routing Engine.

• LCP echo req Rx—LCP echo requests received at the Routing Engine.

• LCP echo rep Tx—LCP echo responses sent from the Routing Engine.

• LCP echo rep Rx—LCP echo responses received at the Routing Engine.

• LCP echo req timeout—Number of keepalive packets where the keepalive aging timer has
expired.

• LCPRx echo reqMagic NumFailures—LCP echo requests where themagic numbers shared
between the PPP peers during LCP negotiation did not match.

• LCPRxechorepMagicNumFailures—LCPecho responseswhere themagicnumbers shared
between the PPP peers during LCP negotiation did not match.

RE Keepalive
statistics
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Table 31: show ppp interface Output Fields (continued)

Level of
OutputField DescriptionField Name

extensiveLCP information:

• State—LCP protocol state (all platforms except M120 and M320 routers):

• Ack-rcvd—A Configure-Request has been sent and a Configure-Ack has been received.

• Ack-sent—A Configure-Request and a Configure-Ack have both been sent, but a
Configure-Ack has not yet been received.

• Closed—Link is not available for traffic.

• Opened—Link is administratively available for traffic.

• Req-sent—An attempt has beenmade to configure the connection.

• State—LCP protocol state (M120 and M320 routers):

• Ack-rcvd—A Configure-Request has been sent and a Configure-Ack has been received.

• Ack-sent—A Configure-Request and a Configure-Ack have both been sent, but a
Configure-Ack has not yet been received.

• Closed—Link is available (up), but no Open has occurred.

• Closing—A Terminate-Request has been sent but a Terminate-Ack has not yet been
received.

• Opened—Link is administratively available for traffic. A Configure-Ack has been both
sent and received.

• Req-sent—Anattempthasbeenmade toconfigure theconnection.AConfigure-Request
has been sent but a Configure-Ack has not yet been received.

• Starting—AnadministrativeOpenhasbeen initiated, but the lower layer is still unavailable
(Down).

• Stopped—The system is waiting for a Down event after the This-Layer-Finished action,
or after sending a Terminate-Ack.

• Stopping—A Terminate-Request has been sent but a Terminate-Ack has not yet been
received.

• Last started—LCP state start time.

• Last completed—LCP state completion time.

LCP
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Table 31: show ppp interface Output Fields (continued)

Level of
OutputField DescriptionField Name

• Negotiated options:

• ACFC—Address and-Control Field Compression. A configuration option that provides a
method to negotiate the compression of the Data Link Layer Address and Control fields.

• Asynchronousmap—Asynchronous control character map. A configuration option used
on asynchronous links such as telephone lines to identify control characters that must
be replaced by a two-character sequence to prevent them from being interpreted by
equipment used to establish the link.

• Authenticationprotocol—Protocol used for authentication.Thisoptionprovidesamethod
to negotiate the use of a specific protocol for authentication. It requires a peer to
authenticate itself before allowing network-layer protocol packets to be exchanged. By
default, authentication is not required.

• Authentication algorithm—Type of authentication algorithm. The Message Digest
algorithm (MD5) is the only algorithm supported.

• Endpoint discriminator class—For multilink PPP (MLPPP), a configuration option that
identifies the system transmitting the packet. This option advises a system that the peer
on this link could be the same as the peer on another existing link.

• Magic number—A configuration option that provides amethod to detect looped-back
linksandother data-link layer anomalies. Bydefault, themagic number is not negotiated.

• MRU—Maximum receive unit. A configuration option thatmay be sent to inform the peer
that the implementation can receive larger packets, or to request that the peer send
smaller packets. The default value is 1500 octets.

• MRRU—For multilink PPP, the maximum receive reconstructed unit. A configuration
option that specifies the maximum number of octets in the Information fields of
reassembled packets.

• Multilink header suspendable classes—For MLPPP, an LCP option that advises the peer
that the implementation wishes to receive fragments with a format given by the code
number, with the maximum number of suspendable classes given.

• Multilink header format classes—For MLPPP, an LCP option that advises the peer that
the implementationwishes to receive fragmentswitha formatgivenby thecodenumber.

• PFC—Protocol-Field-Compression. A configuration option that provides amethod to
negotiate the compression of the PPP Protocol field.

• short sequence—For MLPPP, an option that advises the peer that the implementation
wishes to receive fragments with short, 12-bit sequence numbers.
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Table 31: show ppp interface Output Fields (continued)

Level of
OutputField DescriptionField Name

None
specified

CHAP or PAP authentication state information. For CHAP authentication:

• Chap-ans-rcvd—Packet was sent from the peer, indicating that the peer received the
Chap-resp-sent packet.

• Chap-ans-sent—Packet was sent from the authenticator, indicating that the authenticator
received the peer's Chap-resp-rcvd packet.

• Chap-chal-rcvd—Challenge packet has been received by the peer.

• Chap-chal-sent—Challenge packet has been sent by the authenticator to begin the CHAP
protocol or has been transmitted at any time during the Network-Layer Protocol (NCP)
phase to ensure that the connection has not been altered.

• Chap-resp-rcvd—CHAP response packet has been received by the authenticator.

• Chap-resp-sent—CHAP response packet has been sent to the authenticator.

• Closed—Link is not available for authentication.

• Failure—Authenticator compares the response value in the response packet from the peer
with its own response value, but the value does not match. Authentication fails.

• Success—Authenticator compares the response value in the response packet from the
peer with its own response value, and the value matches. Authentication is successful.

For PAP authentication:

• Pap-resp-sent—PAP response sent to peer (ACK/NACK)t.

• Pap-req-rcvd—PAP request packet received from peer.

• Pap-resp-rcvd—PAP response received from the peer (ACK/NACK).

• Pap-req-sent—PAP request packet sent to the peer.

• Closed—Link is not available for authentication.

• Failure—Authenticator compares the response value in the response packet from the peer
with its own response value, but the value does not match. Authentication fails.

• Success—Authenticator compares the response value in the response packet from the
peer with its own response value, and the value matches. Authentication is successful.

Authentication
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Table 31: show ppp interface Output Fields (continued)

Level of
OutputField DescriptionField Name

extensiveInternet Protocol Control Protocol (IPCP) information.

• State—(All platforms except M120 and M320 routers) One of the following values:

• Ack-rcvd—A Configure-Request has been sent and a Configure-Ack has been received.

• Ack-sent—A Configure-Request and a Configure-Ack have both been sent, but a
Configure-Ack has not yet been received.

• Closed—Link is not available for traffic.

• Opened—Link is administratively available for traffic.

• Req-sent—An attempt has beenmade to configure the connection.

• State—(M120 and M320 routers) One of the following values:

• Ack-rcvd—A Configure-Request has been sent and a Configure-Ack has been received.

• Ack-sent—A Configure-Request and a Configure-Ack have both been sent, but a
Configure-Ack has not yet been received.

• Closed—Link is available (up), but no Open has occurred.

• Closing—A Terminate-Request has been sent but a Terminate-Ack has not yet been
received.

• Opened—Link is administratively available for traffic. A Configure-Ack has been both
sent and received.

• Req-sent—Anattempthasbeenmade toconfigure theconnection.AConfigure-Request
has been sent but a Configure-Ack has not yet been received.

• Starting—AnadministrativeOpenhasbeen initiated, but the lower layer is still unavailable
(Down).

• Stopped—The system is waiting for a Down event after the This-Layer-Finished action,
or after sending a Terminate-Ack.

• Stopping—A Terminate-Request has been sent but a Terminate-Ack has not yet been
received.

• Last started—IPCP state start time.

• Last completed—IPCP state authentication completion time.

• Negotiated options:

• compression protocol—Negotiate the use of a specific compression protocol. By default,
compression is not enabled.

• local address—Desired local address of the sender of a Configure-Request. If all four
octets are set to zero, the peer provides the IP address.

• primaryDNSserver—Negotiatewith the remote peer to select the address of the primary
DNS server to be used on the local end of the link.

• primaryWINSserver—Negotiatewith the remotepeer to select theaddressof theprimary
WINS server to be used on the local end of the link.

• remote address—IP address of the remote end of the link in dotted quad notation.

• secondary DNS server—Negotiate with the remote peer to select the address of the
secondary DNS server to be used on the local end of the link.

• secondaryWINS server—Negotiate with the remote peer to select the address of the
secondaryWINS server to be used on the local end of the link.

• Negotiationmode—PPPNetwork Control Protocol (NCP) negotiationmode configured for
IPCP: Active or Passive

IPCP
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Table 31: show ppp interface Output Fields (continued)

Level of
OutputField DescriptionField Name

extensiveInternet Protocol version 6 Control Protocol (IPv6CP) information.

• State—(All platforms except M120 and M320 routers) One of the following values:

• Ack-rcvd—A Configure-Request has been sent and a Configure-Ack has been received.

• Ack-sent—A Configure-Request and a Configure-Ack have both been sent, but a
Configure-Ack has not yet been received.

• Closed—Link is not available for traffic.

• Opened—Link is administratively available for traffic.

• Req-sent—An attempt has beenmade to configure the connection.

• State—(M120 and M320 routers) One of the following values:

• Ack-rcvd—A Configure-Request has been sent and a Configure-Ack has been received.

• Ack-sent—A Configure-Request and a Configure-Ack have both been sent, but a
Configure-Ack has not yet been received.

• Closed—Link is available (up), but no Open has occurred.

• Closing—A Terminate-Request has been sent but a Terminate-Ack has not yet been
received.

• Opened—Link is administratively available for traffic. A Configure-Ack has been both
sent and received.

• Req-sent—Anattempthasbeenmade toconfigure theconnection.AConfigure-Request
has been sent but a Configure-Ack has not yet been received.

• Starting—AnadministrativeOpenhasbeen initiated, but the lower layer is still unavailable
(Down).

• Stopped—The system is waiting for a Down event after the This-Layer-Finished action,
or after sending a Terminate-Ack.

• Stopping—A Terminate-Request has been sent but a Terminate-Ack has not yet been
received.

• Last started—IPV6CP state start time.

• Last completed—IPV6CP state authentication completion time.

• Negotiated options:

• local interface identifier—Desired local address of the sender of a Configure-Request. If
all four octets are set to zero, the peer provides the IP address.

• remote interface identifier—IP address of the remote end of the link in dotted quad
notation.

• Negotiationmode—PPPNetwork Control Protocol (NCP) negotiationmode configured for
IPv6CP: Active or Passive

IPV6CP
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Table 31: show ppp interface Output Fields (continued)

Level of
OutputField DescriptionField Name

extensiveOSI Network Layer Control Protocol (OSINLCP) protocol state information (all platforms
except M120 and M320 routers):

• State:

• Ack-rcvd—Configure-Request has been sent and Configure-Ack has been received.

• Ack-sent—Configure-RequestandConfigure-Ackhavebothbeensent, butConfigure-Ack
has not yet been received.

• Closed—Link is not available for traffic.

• Opened—Link is administratively available for traffic.

• Req-sent—Attempt has beenmade to configure the connection.

• Last started—OSINLCP state start time.

• Last completed—OSINCLP state completion time.

OSINLCP State

extensive
none

TAGCP information.

• State—(All platforms except M120 and M320 routers) One of the following values:

• Ack-rcvd—A Configure-Request has been sent and a Configure-Ack has been received.

• Ack-sent—A Configure-Request and a Configure-Ack have both been sent, but a
Configure-Ack has not yet been received.

• Closed—Link is not available for traffic.

• Opened—Link is administratively available for traffic.

• Req-sent—An attempt has beenmade to configure the connection.

• State—(M120 and M320 routers) One of the following values:

• Ack-rcvd—A Configure-Request has been sent and a Configure-Ack has been received.

• Ack-sent—A Configure-Request and a Configure-Ack have both been sent, but a
Configure-Ack has not yet been received.

• Closed—Link is available (up), but no Open has occurred.

• Closing—A Terminate-Request has been sent but a Terminate-Ack has not yet been
received.

• Opened—Link is administratively available for traffic. A Configure-Ack has been both
sent and received.

• Req-sent—Anattempthasbeenmade toconfigure theconnection.AConfigure-Request
has been sent but a Configure-Ack has not yet been received.

• Starting—AnadministrativeOpenhasbeen initiated, but the lower layer is still unavailable
(Down).

• Stopped—The system is waiting for a Down event after the This-Layer-Finished action,
or after sending a Terminate-Ack.

• Stopping—A Terminate-Request has been sent but a Terminate-Ack has not yet been
received.

• Last started—TAGCP state start time.

• Last completed—TAGCP state authentication completion time.

TAGCP
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Sample Output

show ppp interface

user@host> show ppp interface si-1/3/0.0
Session si-1/3/0.0, Type: PPP, Phase: Authenticate
  Session flags: Monitored
    LCP State: Opened
    AUTHENTICATION: CHAP State: Chap-resp-sent, Chap-ans-sent
    IPCP State: Closed, OSINLCP State: Closed

show ppp interface extensive

user@host> show ppp interface si-0/0/3.0 extensive

    Session si-0/0/3.0, Type: PPP, Phase: Network
        Keepalive settings: Interval 30 seconds, Up-count 1, Down-count 3
RE Keepalive statistics:
  LCP echo req Tx        :  657 (last sent 00:50:10 ago)
  LCP echo req Rx        :    0 (last seen: never)
  LCP echo rep Tx        :    0
  LCP echo rep Rx        :  657
  LCP echo req timout    :    0
  LCP Rx echo req Magic Num Failures :    0
  LCP Rx echo rep Magic Num Failures :    0
LCP
  State: Opened
  Last started: 2007-01-29 10:43:50 PST
  Last completed: 2007-01-29 10:43:50 PST
  Negotiated options:
    Authentication protocol: PAP, Magic number: 2341124815, MRU: 4470
Authentication: PAP
  State: Success
  Last started: 2007-01-29 10:43:50 PST
  Last completed: 2007-01-29 10:43:50 PST
IPCP
  State: Opened
  Last started: 2007-01-29 10:43:50 PST
  Last completed: 2007-01-29 10:43:50 PST
  Negotiated options:
    Local address: 203.0.113.21, Remote address: 203.0.113.22
  Negotiation mode: Active
IPV6CP
  State: Opened
  Last started: 2007-01-29 10:43:50 PST
  Last completed: 2007-01-29 10:43:50 PST
  Negotiated options:
    Local interface identifier: 2a0:a522:64:d319, Remote interface identifier: 0:0:0:c
  Negotiation mode: Passive

show ppp interface terse

user@host> show ppp interface si-1/3/0 terse
Session name    Session type   Session phase      Session flags
si-1/3/0.0      PPP            Authenticate       Monitored
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show ppp statistics

Syntax show ppp statistics
<detail>
<memory>
<recovery>

Release Information Command introduced in Junos OS Release 7.5.

Description Display PPP interface statistics information.

Options detail—(Optional) Display the detailed statistics.

memory—(Optional) Display PPP process memory statistics.

recovery—(Optional) Display recovery state of PPP after a GRES or restart. It is safe to
force another GRES or restart only when the recovery state indicates the recovery

is done.

NOTE: Whenyou issuethiscommandoptionduring the recoveryprocess,
the commandmay time out or fail silently rather than display output.
Recovery is not complete until the command displays Recovery state:

recovery done.

Required Privilege
Level

view

List of Sample Output show ppp statistics on page 696
show ppp statistics detail on page 696
show ppp statistics recovery (Safe to Restart) on page 697
show ppp statistics recovery (Unsafe to Restart) on page 697

Output Fields Table 32 on page 691 lists the output fields for the showppp statistics command. Output

fields are listed in the approximate order in which they appear.

Table 32: show ppp statistics Output Fields

Level of OutputField DescriptionField Name

none detailNumber of PPP sessions on an interface.Total sessions
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Table 32: show ppp statistics Output Fields (continued)

Level of OutputField DescriptionField Name

none detailNumber of PPP sessions disabled. Number of sessions where the link is either
administratively or physically down. Once the PPP process learns from the
kernel that Layer 2 is ready to sendand receive traffic, itwill doaphase transition
from disabled to established. When LCP and NCP transitions through states,
links transition to the establish phase when terminate packets are exchanged
or some other failure, such as authentication or expiration of a timer occurs.

Sessions in
disabled phase

none detailNumberofPPPsessions inestablishphase. Inorder toestablishcommunications
over a point-to-point link, each end of the PPP linkmust first send LCP packets
to configure and test the data link.

Sessions in
establish phase

none detailNumber of PPP sessions in authenticate phase. Each end of the PPP link must
first send LCP packets to configure the data link during the link establishment
phase. After the link has been established, PPP provides for an optional
authentication phase before proceeding to the Network-Layer Protocol (NLP)
phase.

Sessions in
authenticate phase

none detailNumber of PPP sessions in the network phase. After a link has been established
and optional facilities have been negotiated as needed by the LCP, PPPmust
send Network Control Protocol (NCP) packets to choose and configure one or
more network-layer protocols, such as IP, IPX, or AppleTalk. Once each of the
chosen network-layer protocols has been configured, datagrams from each
network-layer protocol can be sent over the link.

Sessions innetwork
phase

none detailNumber of unique bundles to which PPP links are referring.Bundles in pending
phase
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Table 32: show ppp statistics Output Fields (continued)

Level of OutputField DescriptionField Name

detailType of structure for which memory is allocated.

• Queued rtsockmsgs—Queued route socket messages. When a PPP process
is unable to send a route socket message to the kernel (typically because of
congestionof the route socket interface), themessage is queued for deferred
processing.

• PPPsession—ActivePPPsession. Storesall the information for aPPPsession,
such as authentication, sequence number, LCP session, and NCP session
information.

• Interface address—Interface address associated with a PPP connection.
Stores the information about the interface address that PPP obtains from
the kernel.

• Destination profile—Stores the destination profile information associated
with an interface address.

• MLlinksettings—Stores informationabout anMLPPP link, suchas thebundle
name and compressed real-time transport protocol (CRTP) settings.

• IPCP blocked address—When addresses are blocked in an address pool (for
example, when the interface address is within the range of an address pool,
it will be implicitly blocked), this structure is used to store the address in the
pool.

• PPP session trace—A PPP session trace is allocated for record keeping for
each session listed at the [set protocols pppmonitor-session] hierarchy level.

• IFL redundancy state—Stores redundancy state information needed for high
availability (HA) operation.

• Protocol family—Stores the information about the protocol family that PPP
obtains from the kernel.

Type
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Table 32: show ppp statistics Output Fields (continued)

Level of OutputField DescriptionField Name

detail• MLbundle settings—Multilink bundle settings. Stores the context information
for a MLPPP bundle.

• PPP LCP session—PPP Link Control Protocol session, used for establishing,
configuring, and testing the data-link connection. Stores the information for
an LCP session, such as negotiated options, current state, and statistics.

• PPPNCP session—PPP Network Control Protocol (NCP) phase in the PPP
link connection process. Stores the information for an NCP session, such as
negotiated options, current state, address family, and statistics.

• Physical interface—Stores the information about the physical interface that
PPP obtains from the kernel.

• Access profile—Stores the information found at the [edit access profile]
hierarchy level for each profile.

• MLwait entry—Created when there are MLPPP links joining a bundle. before
its addition to the PPP process. Links are saved here, and when the bundle
is added, are properly assigned to the bundle.

• Group profile—Stores information set in the PPP stanza of a group profile,
such as the primary and secondary Domain Name System (DNS), primary
and secondary NDNS, and address pool name.

• Profile client—Stores the per-client information of the access profile
(information obtained from the [set access profile name client client-name]
hierarchy level.

• PPPAuthsession—PPPauthentication session.Storesall the session-specific
authentication protocol parameters.

• Logical interface—Stores the information about the logical interface thatPPP
obtains from the kernel.

• Non-tagged—Generic catch-all for allocations not of a particular structure
type.

Type (continued)
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Table 32: show ppp statistics Output Fields (continued)

Level of OutputField DescriptionField Name

memoryIf youspecify thememorykeyword, the followingmemory statisticsaredisplayed
for Ethernet interfaces on M120 and M320 routers.

• authenticate—Stores informationcommontoallPPPauthenticationprotocols.

• linkInterface—Stores information about PPP link interfaces.

• pap—Stores information about PPP PAP authentication protocol. Includes
authenticator and authenticate state machines.

• lcp—PPP Link Control Protocol session. Used for establishing, configuring
and testing the data-link connection. Stores information for LCP session,
such as negotiated options, state, and statistics.

• chap—Stores informationaboutPPPCHAPauthenticationprotocol. Includes
authenticator and authenticate state machines.

• eapBuffer—Stores runtime authentication information for EAP.

• eap—Stores information about PPP EAP authentication protocol. Includes
authenticator and authenticate state machines.

• authNone—Stores information about no PPP authentication. Includes the
authenticator state machine.

• networkInterface—Stores information about NCP portions of PPP protocol.

• ipNcp—PPP IPCP session information. Used for configuring, negotiating, and
establishing IPCP protocol. Stores the current state, and configured and
negotiated options.

• ipv6Ncp—PPP IPv6CPsession information.Used for configuring, negotiating,
and establishing IPv6CP protocol. Stores the current state, and configured
and negotiated options.

• osiNcp—PPP OSICP session information. Used for configuring, negotiating,
and establishing OSICP protocol. Stores the current state, and configured
and negotiated options.

• mplsNcp—PPPMPLSCPsession information.Usedforconfiguring,negotiating,
and establishing MPLSCP protocol. Stores the current state.

• trace—Stores information for PPP debugging.

Type

detailTotal memory allocations.Total

detailSize of the structure.Size

detailNumber of instances of the structure that are used.Active

detailNumber of instances of the structure that are on the free list. Types with a
number in the Free column are pooled structures, and are typically types that
are often used.

Free

detailMaximumnumber of instances that canbeon the free list. Typeswith anumber
in the Limit column are pooled structures, and are typically types that are often
used.

Limit

detailTotal amount ofmemory being used by a type of structure (includes active and
free instances).

Total size

detailNumber of allocation requests made by a type of structure.Requests
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Table 32: show ppp statistics Output Fields (continued)

Level of OutputField DescriptionField Name

detailNumber of failed allocations.Failures

noneState of PPP recovery after a GRES or restart:

• recovery done—All sessions have recovered; it is safe to force another GRES
or restart.

• recovery cleanuppending—Not all PPP sessions have recovered; it is not safe
to force another GRES or restart.

Recovery state

noneNumber of PPP subscriber sessions that are in the process of being recovered.Subscribersessions
pending retention

noneNumber of PPP subscriber sessions that have recovered after aGRESor restart.Subscribersessions
recovered OK

noneNumber of PPP subscriber sessions that have failed to recover after a GRES or
restart.

Subscribersessions
recovery failed

Sample Output

show ppp statistics

user@host> show ppp statistics
Session statistics from PPP process
  Total sessions: 0 
    Sessions in disabled phase    : 0
    Sessions in establish phase   : 0
    Sessions in authenticate phase: 0 
    Sessions in network phase     : 0
    Bundles in pending phase      : 0

Session statistics from PPP universal edge process
  Total subscriber sessions: 32 
    Subscriber sessions in disabled phase    : 32
    Subscriber sessions in establish phase   : 0
    Subscriber sessions in authenticate phase: 0 
    Subscriber sessions in network phase     : 0

show ppp statistics detail

user@host> show ppp statistics detail
Session statistics from PPP process
  Total sessions: 0 
    Sessions in disabled phase    : 0
    Sessions in establish phase   : 0
    Sessions in authenticate phase: 0 
    Sessions in network phase     : 0
    Bundles in pending phase      : 0
Type                   Size  Active  Free  Limit  Total size  Requests Failures
Queued rtsock msgs       28      0      0  65535           0         0
PPP session              60      0                         0         0
Interface address        64      0      0  65535           0         0
Destination profile      65      0                         0         0
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ML link settings         68      0                         0         0
IPCP blocked address     68      0                         0         0
PPP session trace        76      0                         0         0
IFL redundancy state     76      0                         0         0
Protocol family          84      0      0  65535           0         0
ML bundle settings      108      0                         0         0
PPP LCP session         120      0                         0         0
PPP NCP session         124      0                         0         0
Physical interface      124    170      0  65535       21080       170
Access profile          132      0                         0         0
ML wait entry           144      0      0     20           0         0
Group profile           164      0                         0         0
Profile client          272      0                         0         0
PPP Auth session        356      0                         0         0
Logical interface       524      0      0  65535           0         0
Non-tagged                                                 8         2
Total                                                  21088       172       0

Session statistics from PPP universal edge process
  Total subscriber sessions: 32 
    Subscriber sessions in disabled phase    : 32
    Subscriber sessions in establish phase   : 0
    Subscriber sessions in authenticate phase: 0 
    Subscriber sessions in network phase     : 0
Type                   Size  Active  Free  Limit  Total size Requests Failures
authenticate            224       1    99  16384         224        0        0
linkInterface           152       1    99  16384         152        0        0
pap                     256       1    99  16384         256        0        0
lcp                     272       1    99  16384         272        0        0
chap                    284       0     0  16384           0        0        0
eapBuffer              1464       0     0  16384           0        0        0
eap                     276       0     0  16384           0        0        0
authNone
networkInterface        220       1    99  16384         220        0        0
ipNcp                   256       1    99  16384         256        0        0
ipv6Ncp                 204       0     0  16384           0        0        0
osiNcp                  192       0     0  16384           0        0        0
mplsNcp                 188       0     0  16384           0        0        0
trace                  2052       0    16     16           0        0        0
Total                                                   1380        0        0

show ppp statistics recovery (Safe to Restart)

user@host> show ppp statistics recovery
Recovery statistics from PPP universal edge process
  Recovery state: recovery done
    Subscriber sessions recovered OK      : 32001
    Subscriber sessions recovery failed   : 0

show ppp statistics recovery (Unsafe to Restart)

user@host> show ppp statistics recovery
Recovery statistics from PPP universal edge process
  Recovery state: recovery cleanup pending
    Subscriber sessions pending retention : 32001
    Subscriber sessions recovered OK      : 0
    Subscriber sessions recovery failed   : 0
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show ppp summary

Syntax show ppp summary

Release Information Command introduced in Junos OS Release 7.5.

Description Display PPP session summary information.

Options This command has no options.

Required Privilege
Level

view

List of Sample Output show ppp summary on page 698

Output Fields Table33onpage698 lists theoutput fields for the showpppsummarycommand.Output

fields are listed in the approximate order in which they appear.

Table 33: show ppp summary Output Fields

Field DescriptionField Name

Interface on which the PPP session is running. An interface type of
pp0 indicates an Ethernet interface type on aM120 or M320 router.

Interface

Type of session: PPP or Cisco-HDLC.Session type

PPP process phases: Authenticate, Pending, Establish, Network,
Disabled.

Session phase

Special conditions present in the session, such as Bundled, TCC,
No-keepalives, Looped,Monitored, and NCP-only.

Session flags

Sample Output

show ppp summary

user@host> show ppp summary
Interface      Session type  Session phase      Session flags
at-4/0/0.456   PPP           Network
lsq-0/3/0.0    PPP           Disabled 
lsq-1/0/0.0    PPP           Disabled 
rlsq0.0        PPP           Network            NCP-only 
so-1/0/0.0     PPP           Authenticate
so-1/0/1.0     PPP           Disabled           Looped
so-2/0/0.0     Cisco-HDLC    Establish
so-4/0/0.0     PPP           Establish          Monitored
t1-1/3/0:1.0   PPP           Network            Bundled 
t1-1/3/0:2.0   PPP           Network            Bundled 
pp0.12         PPP           Network
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show services inline ip-reassembly statistics

Syntax show services inline ip-reassembly statistics
<fpc fpc-slot>
<pfe pfe-slot>

Release Information Statement introduced in Junos OS Release 12.2X49.

Description Display the inline IP reassembly statistics for the Packet Forwarding Engines on one or

moreMPCs. Inline IP reassembly statistics are collected at the Packet Forwarding Engine

level.

NOTE: Formore informationonMPCs that support inline IP reassembly, refer
to Protocols and Applications Supported on the MPC1E for MX Series Routers.

Options none—Displays standard inline IP reassembly statistics for all MPCs.

fpc fpc—(Optional) Displays inline IP reassembly statistics for the specified MPC.

NOTE: Starting with Junos OS Release 14.2, the FPC option is not
displayed for MX Series routers that do not contain switch fabrics, such
as MX80 andMX104 routers.

pfe pfe—(Optional) Displays inline IP reassembly for the specified Packet Forwarding
Engine slot. Youmust specify an FPC slot number before specifying a Packet

Forwarding Engine slot.

Required Privilege
Level

view

Related
Documentation

ip-reassembly on page 493•

List of Sample Output show services inline ip-reassembly statistics fpc on page 704

Output Fields Table 34 on page 701 lists the output fields for the show services inline ip-reassembly

statistics command. Output fields are listed in the approximate order in which they

appear.
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Table 34: show services inline ip-reassembly statistics Output Fields

Field DescriptionField Name

MPC slot number for which the statistics are displayed.FPC

Packet Forwarding Engine on the MPC for which the statistics are
displayed.

PFE

NOTE: The output fields displayed (per Packet Forwarding Engine) are arranged in a logical sequence from top to bottom to
enable users to understand how the inline IP reassembly statistics are gathered.

The information about total number of fragments received is displayed first, and then the information about the reassembled
packets and those pending reassembly are displayed. Then, the reasons why the fragments were dropped or not reassembled
are displayed. Finally, the information about the fragments reassembled, fragments dropped, and fragments sent to the backup
user plane PIC (services PIC) are displayed.

Total number of fragments received and the current rate of
fragments received for inline IP reassembly. The following
information is also displayed:

• FirstFragments—Numberof first fragments receivedandcurrent
rate of first fragments processed.

• Intermediate Fragments—Number of intermediate fragments
received and current rate of intermediate fragments processed.

• Last Fragments—Number and rate of last fragments received.

NOTE: Current rate refers to the current number of fragments
processed per second in the instant preceding the command’s
execution.

Total Fragments Received

Total number of packets reassembled and current rate, in the
instant preceding the command’s execution, at which the packets
are reassembled.

Total Packets Reassembled

Approximate number of packets pending reassembly.Approximate Packets Pending Reassembly
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Table 34: show services inline ip-reassembly statistics Output Fields (continued)

Field DescriptionField Name

Total number of fragments dropped reasons and the current rate
of total fragmentdropped reasons.Thenumberofdropped reasons
and rate corresponding to each of the following reasons are also
displayed:

• Buffers not available

• Fragments per packet exceeded

• Packet length exceeded

• Record insert error

• Record in use error

• Duplicate first fragments

• Duplicate last fragments

• Missing first fragment

NOTE:

• These fields indicatewhy a fragment was dropped. When a
fragment is dropped, the corresponding reason field is
incremented by 1. For example, when a fragment is dropped
because thememory runs out, the Buffers not available field
increases by 1.

• Themaximum number of fragments allowed for reassembly is
16. If the interface encounters a 17th fragment, it drops the entire
packet and increments the Fragment per packet exceeded field
by 17.

• Current rate refers to the current number of fragment dropped
reasons per second in the instant preceding the command’s
execution.

Fragments Dropped Reasons

Number of errors during reassembly and the current rate of
reassembly errors. The number of errors and the rate for each of
the following types of errors are also displayed:

• Fragment not found

• Fragment not in sequence

• ASIC errors

NOTE: Current rate refers to the current number of reassembly
errors processed per second in the instant preceding the
command’s execution.

Reassembly Errors Reasons

Number of aged out packets and the current number of packets
aged out per second in the instant preceding the command’s
execution.

NOTE: In some cases, aged out packets can refer to aged out
fragments. If previous fragments of the packet have already been
discarded then linking of the dropped fragments to the aged out
fragments cannot occur.

Aged out packets

Number of fragments successfully reassembled and the current
number of fragments reassembled per second in the instant
preceding the command’s execution.

Total Fragments Successfully Reassembled
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Table 34: show services inline ip-reassembly statistics Output Fields (continued)

Field DescriptionField Name

Total number of fragments dropped and the current rate of total
number of fragments dropped. Thenumber of fragments dropped
and rate corresponding to each of the following reasons are also
displayed:

• Buffers not available

• Fragments per packet exceeded

• Packet length exceeded

• Record insert error

• Record in use error

• Duplicate first fragments

• Duplicate last fragments

• Missing first fragment

• Fragment not found

• Fragment not in sequence

• ASIC errors

• Aged out fragments

Total Fragments Dropped

Number of fragments sent to the backup user plane PIC (services
PIC) and current rate of fragments sent per second in the instant
preceding the command’s execution

Total fragments punted to UPIC

The following information applies to the Total Fragments Dropped field.

• These fields indicate howmany of the packet fragments received were then dropped

due to a particular reason.

For example, consider a packet that has 10 fragments, 9 of which have been received

andstored inmemory.When the tenth fragmentarrives, if thememory runsout (Buffers

not available), then this fragment is dropped. Because the tenth fragment has been

dropped, the other 9 fragments must also be dropped. In this case, the Buffers not

available field (under the Fragments Dropped Reasons field) is incremented by 1 and

theBuffersnotavailable field (under theTotalFragmentsDropped field) is incremented

by 10.

For the next packet arriving, which also has 10 fragments, the first four fragments are

stored but thememory runs out for the fifth fragment. Then the first 5 fragments (fifth

and the first four) are dropped. In this case, the Buffers not available field (under the

Fragments Dropped Reasons field) is incremented by 1 and the Buffers not available

field (under the Total Fragments Dropped field) is incremented by 5.

For the remaining fragments of the packet, if memory becomes available, the next 5

fragments (6 through 10) that arrive are stored in memory. The fragments are stored

until the timeout period elapses, and are eventually dropped. In this case, theAgedout

packets field is incremented by 1 and the Aged out fragments field (under the Total

Fragments Dropped field) is incremented by 5.

The fragment counters (after both packets have been processed) are as follows:
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• Fragments Dropped Reasons

• Buffers not available 2

• Aged out packets 1

• Total Fragment Dropped

• Buffers not available 15

• Aged out packets 5

• Current rate refers to the current total number fragments dropped per second in the

instant preceding the command’s execution.

Sample Output

show services inline ip-reassembly statistics fpc

user@host> show services inline ip-reassembly statistics fpc 0
FPC: 0 PFE: 0
=============
                                                   Total   Current Rate
Total Fragments Received                       728177644          83529
   First Fragments                             260759430          29924
   Intermediate Fragments                      206658784          23681
   Last Fragments                              260759430          29924

Total Packets Successfully Reassembled         260746982          29924

Approximate Packets Pending Reassembly                 4

Fragments Dropped Reasons                          34558              3
   Buffers not available                               0              0
   Fragments per packet exceeded                       0              0
   Packet length exceeded                              0              0
   Record insert error                                 0              0
   Record in use error                             34558              3
   Duplicate first fragments                           0              0
   Duplicate last fragments                            0              0
   Missing first fragment                              0              0

Reassembly Errors Reasons                              0              0  
   Fragment not found                                  0              0  
   Fragment not in sequence                            0              0  
   ASIC errors                                         0              0

Aged out packets                                      63              0

Total Fragments Successfully Reassembled       728142977          83528

Total Fragments Dropped                            34673              3
   Buffers not available                               0              0
   Fragments per packet exceeded                       0              0
   Packet length exceeded                              0              0
   Record insert error                                 0              0
   Record in use error                             34558              3
   Duplicate first fragments                           0              0
   Duplicate last fragments                            0              0
   Missing first fragment                              0              0
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   Fragment not found                                  0              0  
   Fragment not in sequence                            0              0  
   ASIC errors                                         0              0
   Aged out fragments                                115              0

Total fragments punted to UPIC                         0              0
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show services l2tp client

Syntax show services l2tp client
<client-name>

Release Information Command introduced in Junos OS Release 16.1.

Description Display information about all L2TP clients or a specific L2TP client.

Options client-name—(Optional) Name of a client.

Required Privilege
Level

view

Related
Documentation

show services l2tp session-limit-group on page 723•

• show services l2tp tunnel-group on page 737

• L2TP Session Limits Overview on page 197

List of Sample Output show services l2tp client on page 706
show services l2tp client (Client Name) on page 707

Output Fields Table 35 on page 706 lists the output fields for the show services l2tp client command.

Output fields are listed in the approximate order in which they appear.

Table 35: show services l2tp client Output Fields

Field DescriptionField Name

Name of the client.Client

Client Name

Number of tunnels in the tunnel group.Tunnels

Number of L2TP sessions established for tunnels in the tunnel group.Sessions

Name of a tunnel group to which the client belongs.Tunnel-group

Name of a session-limit group to which the client belongs.Session-limit-group

Sample Output

show services l2tp client

user@host> show services l2tp client
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Client           Tunnels    Sessions      Tunnel-group         Session-limit-group
entA-serviceA    2          20            l2tp-tunnel-group1   enterpriseA
entA-serviceB    3          120           l2tp-tunnel-group2   enterpriseB

show services l2tp client (Client Name)

user@host> show services l2tp client entA-serviceA
Client Name      Tunnels    Sessions    Tunnel-group          Session-limit-group
entA-serviceA    2          20          l2tp-tunnel-group1    enterpriseA
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show services l2tp destination

Syntax show services l2tp destination
<brief | detail | extensive>
<local-gateway gateway-address>
<peer-gateway gateway-address>
<statistics>

Release Information Command introduced in Junos OS Release 10.4.

Description Display information about L2TP tunnel destinations.

Options brief | detail | extensive—(Optional) Display the specified level of information.

local-gateway gateway-address—(Optional) Display L2TP session information for only
the specified local gateway address.

peer-gateway gateway-address—(Optional) Display L2TP session information for only
the specified peer gateway address.

statistics—(Optional) Display the number of control packets and bytes transmitted and
received for the destination. You cannot include this option with any of the level

options, brief, detail, or extensive.

Required Privilege
Level

view

Related
Documentation

clear services l2tp destination on page 639•

• show services l2tp destination lockout on page 712

• show services l2tp session on page 714

• show services l2tp summary on page 725

• show services l2tp tunnel on page 731

List of Sample Output show services l2tp destination on page 710
show services l2tp destination detail on page 710
show services l2tp destination extensive (LAC) on page 711
show services l2tp destination extensive (LNS) on page 711
show services l2tp destination statistics (LAC only onMXSeries Routers) on page 711

Output Fields Table36onpage709 lists theoutput fields for theshowservices l2tpdestinationcommand.

Output fields are listed in the approximate order in which they appear.
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Table 36: show services l2tp destination Output Fields

Level of OutputField DescriptionField Name

All levelsName of this destination.Local Name

All levelsIP address of the remote peer (LNS).Remote IP

All levels for total

extensive for active and
failed

Number of tunnel connections for the destination in the following
categories:

• total

• active

• failed

Tunnels

All levels for total

extensive for active and
failed

Number of session connections for the destination in the following
categories:

• total

• active

• failed

Sessions

All levelsAdministrative state of the L2TP destination:

• Enabled—No restrictions exist on creation or operation of sessions and
tunnels for this destination.

• Disabled—Existing sessions and tunnels for this destination have been
disabledandnonewsessionsor tunnelsare createdwhile in theDisabled
state.

• Drain—Creation of new sessions and tunnels is disabled for this
destination.

State

detail extensiveIP address of the local gateway (LAC).Local IP

detail extensiveMedium used for tunneling. Only ipUdp is supported.Transport

detail extensiveLogical system in which the tunnel is configured.Logical System

detail extensiveRouting instance in which the tunnel is configured.Router Instance

detail extensiveReachability state of the destination:

• not locked—Destination is considered reachable.

• waiting for lockout timeout—Destination is locked out by L2TP because
it is unreachable, so no attempts aremade to reach the destination until
the lockout timeout (300 seconds) expires, unless this is the only
destination available for tunneling the subscriber.

Lockout State

detail extensiveState of the LAC per-destination configuration for forwarding subscriber
line information to the LNS, Enabled or Disabled.

Starting in Junos OS Release 17.4R1, this information is displayed on the
LNS for information it receives from the LAC, Enabled or Disabled.

Access Line
Information
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Table 36: show services l2tp destination Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensiveState of the LAC per-destination configuration for including connection
speed updates when it forwards subscriber line information to the LNS,
Enabled or Disabled.

Starting in Junos OS Release 17.4R1, this information is displayed on the
LNS for updates it receives from the LAC, Enabled or Disabled.

Speed Updates

extensiveNumber of total, active, and failed tunnel and session connections for the
destination.

Connections

statisticsAmount of control information transmitted, in packets and bytes.Control Tx

statisticsAmount of control information received, in packets and bytes.Control Rx

statisticsAmount of data transmitted, in packets and bytes.Data Tx

statisticsAmount of data received, in packets and bytes.Data Rx

statisticsNumber of errors transmitted, in packets.Error Tx

statisticsNumber of errors received, in packets.Error Rx

Sample Output

show services l2tp destination

user@host> show services l2tp destination
  Local Name    Remote IP        Tunnels       Sessions  State
  1             203.0.113.101    1             1         Enabled    

show services l2tp destination detail

user@host> show services l2tp destination detail
 Local name: 1
    Remote IP: 203.0.113.101
    Tunnels: 1, Sessions: 1
    State: Enabled
    Local IP: 203.0.113.102
    Transport: ipUdp, Logical System: default, Router Instance: default
    Lockout State: not locked
    Access Line Information: Enabled, Speed Updates: Enabled
 Local name: 1
    Remote IP: 203.0.113.108
    Tunnels: 1, Sessions: 1
    State: Enabled
    Local IP: 203.0.113.2
    Transport: ipUdp, Logical System: default, Router Instance: default
    Lockout State: waiting for lockout timeout
    Access Line Information: Enabled, Speed Updates: Enabled
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show services l2tp destination extensive (LAC)

user@host> show services l2tp destination extensive
  Local name: 1
    Remote IP: 203.0.113.101
    State: Enabled
    Local IP: 203.0.113.102
    Transport: ipUdp, Logical System: default, Router Instance: default
    Lockout State: not locked
    Access Line Information: Enabled, Speed Updates: Enabled
      Connections     Totals        Active       Failed
      Tunnels              1             1            0
      Sessions             1             1            0

show services l2tp destination extensive (LNS)

user@host> show services l2tp destination extensive
  Local name: 3
    Remote IP: 203.0.113.103
    State: Enabled
    Local IP: 203.0.113.102
    Transport: ipUdp, Logical System: default, Router Instance: default
    Lockout State: not locked
    Access Line Information: Enabled, Speed Updates: Disabled
      Connections     Totals        Active       Failed
      Tunnels              1             1            0
      Sessions             1             1            0

show services l2tp destination statistics (LAC only onMX Series Routers)

user@host> show services l2tp destination statistics
 Local name: 2, Tunnels: 1, Sessions: 210 
                    Packets        Bytes 
 Control Tx             680        63.3k 
 Control Rx             283        10.6k 
 Data Tx               1129        14.3k 
 Data Rx                877        10.9k 
 Errors Tx                0 
 Errors Rx                0 
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show services l2tp destination lockout

Syntax show services l2tp destination lockout

Release Information Command introduced in Junos OS Release 13.2.

Description Display a list of destinations that are currently lockedout and the time remaining for each

to remain in the lockout state.

Options This command has no options.

Required Privilege
Level

view

Related
Documentation

clear services l2tp destination on page 639•

• request services l2tp destination unlock on page 574

• show services l2tp destination on page 708

• show services l2tp session on page 714

• show services l2tp summary on page 725

• show services l2tp tunnel on page 731

List of Sample Output show services l2tp destination lockout on page 712

Output Fields Table 37 on page 712 lists the output fields for the show services l2tp destination lockout

command. Output fields are listed in the approximate order in which they appear.

Table 37: show services l2tp destination lockout Output Fields

Field DescriptionField Name

Name of the destination.Destination

Time remaining for the destination to be locked out.Time Remaining

Total count of lockout destinations.L2TP lockout
destinations found

Sample Output

show services l2tp destination lockout

user@host> show services l2tp destination lockout
  Destination   Time Remaining
  4             45
  5             43
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  6             8
3 L2TP lockout destinations found
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show services l2tp session

Syntax show services l2tp session
<brief | detail | extensive>
<interface interface-name>
<local-gateway gateway-address>
<local-gateway-name gateway-name>
<local-session-id session-id>
<local-tunnel-id tunnel-id>
<peer-gateway gateway-address>
<peer-gateway-name gateway-name>
<statistics>
<tunnel-group group-name>
<user username>

Release Information Command introduced before Junos OS Release 7.4.

Support for LAC on MX Series routers introduced in Junos OS Release 10.4.

Support for LNS on MX Series routers introduced in Junos OS Release 11.4.

Description (M10i and M7i routers only) Display information about active L2TP sessions for LNS.

(MX Series routers only) Display information about active L2TP sessions for LAC and

LNS.

Options none—Display standard information about all active L2TP sessions.

brief | detail | extensive—(Optional) Display the specified level of output.

interface interface-name—(Optional) Display L2TP session information for only the
specified adaptive services or inline services interface. The interface type depends

on the line card as follows:

• si-fpc/pic/port—MPCs on MX Series routers only. This option is not available for

L2TP on M Series routers.

• sp-fpc/pic/port—ASorMultiservices PICs onM7i, M10i, andM120 routers only. This

option is not available for L2TP on MX Series routers.

local-gateway gateway-address—(Optional) Display L2TP session information for only
the specified local gateway address.

local-gateway-name gateway-name—(Optional) Display L2TP session information for
only the specified local gateway name.

local-session-id session-id—(Optional) Display L2TP session information for only the
specified local session identifier.

local-tunnel-id tunnel-id—(Optional) Display L2TP session information for only the
specified local tunnel identifier.
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peer-gateway gateway-address—(Optional) Display L2TP session information for only
the specified peer gateway address.

peer-gateway-name gateway-name—(Optional) Display L2TP session information for
only the specified peer gateway name.

statistics—(Optional) Display the number of control packets and bytes transmitted and
received for the session. You cannot include this optionwith any of the level options,

brief, detail, or extensive.

tunnel-group group-name—(Optional) Display L2TP session information for only the
specified tunnel group. To display information about L2TP CPU andmemory usage,

you can include the tunnel group name in the show services service-sets

memory-usage group-name and show services service-sets cpu-usage group-name

commands. This option is not available for L2TP LAC on MX Series routers.

user username—(MSeries routers only) (Optional) Display L2TP session information for

only the specified username.

Required Privilege
Level

view

Related
Documentation

L2TP Services Configuration Overview•

• L2TP Minimum Configuration

• clear services l2tp session on page 643

List of Sample Output show services l2tp session (LNS onMSeries Routers) on page 719
show services l2tp session (LNS onMX Series Routers) on page 719
show services l2tp session (LAC) on page 719
show services l2tp session detail (LAC) on page 719
show services l2tp session extensive (LAC) on page 720
show services l2tp session extensive (LAC onMX Series Routers) on page 720
show services l2tp session extensive (LNS onMSeries Routers) on page 720
show services l2tp session extensive (LNS onMX Series Routers) on page 721
show services l2tp session statistics (MX Series Routers) on page 721

Output Fields Table 38 on page 715 lists the output fields for the show services l2tp session command.

Output fields are listed in the approximate order in which they appear.

Table 38: show services l2tp session Output Fields

Level of OutputField DescriptionField Name

All levels(LNS only) Name of an adaptive services interface.Interface

All levels(LNS only) Name of a tunnel group.Tunnel group

All levelsIdentifier of the local endpoint of the tunnel, as assigned by the L2TP network
server (LNS).

Tunnel local ID
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Table 38: show services l2tp session Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsIdentifier of the local endpoint of the L2TP session, as assigned by the LNS.Session local ID

All levelsIdentifier of the remote endpoint of the L2TP session, as assigned by the L2TP
access concentrator (LAC).

Session remote ID

All levelsState of the L2TP session:

• Established—Session is operating. This is the only state supported for the
LAC.

• closed—Session is being closed.

• destroyed—Session is being destroyed.

• clean-up—Session is being cleaned up.

• lns-ic-accept-new—New session is being accepted.

• lns-ic-idle—Session has been created and is idle.

• lns-ic-reject-new—New session is being rejected.

• lns-ic-wait-connect—Session iswaiting for thepeer's incomingcall connected
(ICCN)message.

State

All levels(LNS only) Bundle identifier. Indicates the session is part of a multilink bundle.
Sessions that have a blank Bundle field are not participating in the Multilink
Protocol. Sessions in amultilink bundlemight belong to different L2TP tunnels.
For L2TP output organized by bundle ID, issue the show services l2tpmultilink
extensive command.

Bundle ID

extensive(LNS) Mode of the interface representing the session: shared or exclusive.

(LAC)Mode of the interface representing the session: shared or dedicated. Only
dedicated is currently supported for the LAC.

Mode

extensiveIP address of local endpoint of the Point-to-Point Protocol (PPP) session.Local IP

extensiveIP address of remote endpoint of the PPP session.Remote IP

All levels(LNS only) Name of the user logged in to the session.Username

extensive(LNS only) IP address assigned to remote client.AssignedIPaddress

extensiveFor LNS, name of the LNS instance in which the session was created. For LAC,
name of the LAC.

Local name

extensiveFor LNS, name of the LAC fromwhich the session was created. For LAC, name
of the LAC instance.

Remote name

extensive(LNS only) Maximum receive unit (MRU) setting of the local device, in bytes.Local MRU

extensive(LNS only) MRU setting of the remote device, in bytes.RemoteMRU

Copyright © 2017, Juniper Networks, Inc.716

Broadband Subscriber Access Protocols Feature Guide



Table 38: show services l2tp session Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveTransmit speed of the session conveyed from the LAC to the LNS, in bits per
second (bps) and the source method fromwhich the speed is derived.

Starting in JunosOSRelease 14.1, either the initial (initial) line speed or both the
initial and current (update) line speeds can be displayed on MX Series routers:

• When connection speed updates are not enabled, then only the initial line
speed is displayed.

• When connection speed updates are enabled, then both the initial and the
current speeds are displayed.

For Junos OSRelease 17.2 and Release 17.3, only the current (update) line speed
can be displayed on MX Series routers.

Starting in Junos OS Release 17.4R1, once again either the initial (initial) line
speed or both the initial and current (update) line speeds can be displayed on
MX Series routers.

Starting in Junos OS Release 15.1, when the Tx connect speedmethod is set to
none, the value of zero (0) is displayed.

Tx speed

extensiveReceive speed of the session conveyed from the LAC to the LNS, in bits per
second (bps) and the source method fromwhich the speed is derived.

Starting in JunosOSRelease 14.1, either the initial (initial) line speed or both the
initial and current (update) line speeds can be displayed on MX Series routers:

• When connection speed updates are not enabled, then only the initial line
speed is displayed.

• When connection speed updates are enabled, then both the initial and the
current speeds are displayed.

For Junos OSRelease 17.2 and Release 17.3, only the current (update) line speed
can be displayed on MX Series routers.

Starting in Junos OS Release 17.4R1, once again either the initial (initial) line
speed or both the initial and current (update) line speeds can be displayed on
MX Series routers.

Starting in Junos OS Release 15.1, when the Tx connect speedmethod is set to
none, the value of zero (0) is displayed.

Rx speed

extensiveType of bearer enabled:

• 0—Might indicate that the call was not received over a physical link (for
example, when the LAC and PPP are located in the same subsystem).

• 1—Digital access requested.

• 2—Analog access requested.

• 4—Asynchronous Transfer Mode (ATM) bearer support.

Bearer type

extensiveType of framing enabled:

• 1—Synchronous framing

• 2—Asynchronous framing

Framing type
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Table 38: show services l2tp session Output Fields (continued)

Level of OutputField DescriptionField Name

extensive(LNS only)Whether Link Control Protocol (LCP) renegotiation is configured:
On orOff.

LCP renegotiation

extensiveType of authentication algorithm used: Challenge Handshake Authentication
Protocol (CHAP) or Password Authentication Protocol (PAP).

Authentication

extensive(LNS only) Identifier used to look up the logical interface for this session.Interface ID

All levelsLogical interface for this session.Interface unit

extensiveUnique serial number assigned to the call.Call serial number

extensiveMaximum policer bandwidth configured for this session.Policer bandwidth

extensiveMaximum policer burst size configured for this session.Policer burst size

extensiveConfigured firewall filter name.Firewall filter

extensiveOverhead allowance configured for this session, in bytes.Session
encapsulation
overhead

extensiveCell overhead activation (On orOff).Session cell
overhead

extensiveDate and time when the call was created.Create time

extensiveLength of time elapsed since the call became active, in hours, minutes, and
seconds.

Up time

extensiveLength of time elapsed since the call became idle, in hours, minutes, and
seconds.

Idle time
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Table 38: show services l2tp session Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveDate and time when collection of the following statistics began:

• ControlTx—Amount of control information transmitted, in packets andbytes.

• Control Rx—Amount of control information received, in packets and bytes.

• Data Tx—Amount of data transmitted, in packets and bytes.

• Data Rx—Amount of data received, in packets and bytes.

• Errors Tx—Number of errors transmitted, in packets.

• Errors Rx—Number of errors received, in packets.

• LCP echo req Tx—Number of LCP echo requests transmitted, in packets.

• LCP echo req Rx—Number of LCP echo requests received, in packets.

• LCP echo rep Tx—Number of LCP echo responses transmitted, in packets.

• LCP echo rep Rx—Number of LCP echo responses received, in packets.

• LCP echo Req timout—Number of LCP echo requests that timed out.

• LCP echo Req error—Number of errors received for LCP echo packets.

• LCP echo Rep error—Number of errors transmitted for LCP echo packets.

Statistics since

Sample Output

show services l2tp session (LNS onMSeries Routers)

user@host> show services l2tp session
Interface: sp-1/2/0, Tunnel group: group1, Tunnel local ID:  8802
  Local Remote Interface State               Bundle Username
  ID    ID     unit
  37966      5         2 Established

show services l2tp session (LNS onMX Series Routers)

user@host> show services l2tp session
Tunnel local ID: 40553
  Local  Remote   State                Interface         Interface
  ID     ID                            unit              Name
  17967  1        Established          1073749824        si-5/2/0

show services l2tp session (LAC)

user@host> show services l2tp session
Tunnel local ID: 31889
  Local  Remote   State                Interface         Interface
  ID     ID                            unit              Name
   31694      1   Established                311         pp0                 

show services l2tp session detail (LAC)

user@host> show services l2tp session detail
Tunnel local ID: 31889
  Session local ID: 31694, Session remote ID:     1, Interface unit: 311
    State: Established, Interface: pp0, Mode: Dedicated
    Local IP: 203.0.113.2:1701, Remote IP: 203.0.113.1:1701
    Local name: ce-lac, Remote name: ce-lns
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show services l2tp session extensive (LAC)

user@host> show services l2tp session extensive
Tunnel local ID: 31889
  Session local ID: 31694, Session remote ID:     1
    Interface unit: 311
    State: Established, Mode: Dedicated
    Local IP: 203.0.113.2:1701, Remote IP: 203.0.113.1:1701
    Local name: ce-lac, Remote name: ce-lns
    Tx speed: 0, Rx speed: 0
    Bearer type: 1, Framing type: 1
    LCP renegotiation: N/A, Authentication: None, Interface ID: N/A
    Interface unit: 311, Call serial number: 0
    Policer bandwidth: 0, Policer burst size: 0
    Policer exclude bandwidth: 0, Firewall filter: 0
    Session encapsulation overhead: 0, Session cell overhead: 0
    Create time: Tue Aug 24 14:38:23 2010, Up time: 01:06:25
    Idle time: N/A

show services l2tp session extensive (LAC onMX Series Routers)

user@host> show services l2tp session extensive
Tunnel local ID: 31889
  Session local ID: 31694, Session remote ID:     1
    Interface unit: 311
    State: Established, Mode: Dedicated
    Local IP: 203.0.113.102:1701, Remote IP: 203.0.113.101:1701
    Local name: ce-lac, Remote name: ce-lns
    Tx speed: 256000, source service-profile
    Rx speed: 128000, source ancp
    Bearer type: 1, Framing type: 1
    LCP renegotiation: N/A, Authentication: None, Interface ID: N/A
    Interface unit: 311, Call serial number: 0
    Policer bandwidth: 0, Policer burst size: 0
    Policer exclude bandwidth: 0, Firewall filter: 0
    Session encapsulation overhead: 0, Session cell overhead: 0
    Create time: Tue Aug 24 14:38:23 2010, Up time: 01:06:25
    Idle time: N/A

show services l2tp session extensive (LNS onMSeries Routers)

user@host> show services l2tp session extensive
Interface: sp-1/2/0, Tunnel group: group1, Tunnel local ID: 62746
  Session local ID: 56793, Session remote ID: 53304
    State: Established, Bundle ID: 5, Mode: shared
    Local IP: 203.0.113.121:1701, Remote IP: 203.0.113.202:1701
    Username: user@example.com, Assigned IP address: 203.0.113.51/32
    Local MRU: 4000, Remote MRU: 1500, Tx speed: 64000, Rx speed: 64000
    Bearer type: 2, Framing type: 1
    LCP renegotiation: Off, Authentication: CHAP, Interface ID: unit_20
    Interface unit: 20, Call serial number: 4137941434
    Policer bandwidth: 64000, Policer burst size: 51200
    Firewall filter: f1
    Session encapsulation overhead: 16, Session cell overhead: On
    Create time: Tue Mar 23 14:13:15 2004, Up time: 01:16:41
    Idle time: 00:00:00
    Statistics since: Tue Mar 23 14:13:13 2004
                        Packets        Bytes
      Control Tx              4           88
      Control Rx              2           28
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      Data Tx                 0            0
      Data Rx               461        29.0k
      Errors Tx               0
      Errors Rx               0

Interface: sp-1/2/0, Tunnel group: group_company_dns, Tunnel local ID: 37266
  Session local ID: 39962, Session remote ID: 53303
    State: Established, Bundle ID: 5, Mode: shared
    Local IP: 203.0.113.121:1701, Remote IP: 203.0.113.222:1701
    Username: usr1@company.example.com, Assigned IP address: 203.0.113.3/24
    Local name: router-1, Remote name: router-2
    Local MRU: 4470, Remote MRU: 4470, Tx speed: 155000000, Rx speed: 155000000
    Bearer type: 2, Framing type: 1
    LCP renegotiation: Off, Authentication: CHAP, Interface ID: unit_31
    Interface unit: 31, Call serial number: 4137941433
    Policer bandwidth: 64000, Policer burst size: 51200
    Firewall filter: f1
    Create time: Tue Mar 23 14:13:17 2004, Up time: 01:16:39
    Idle time: 01:16:36
    Statistics since: Tue Mar 23 14:13:15 2004
                        Packets        Bytes
      Control Tx              6          196
      Control Rx              4          150
      Data Tx                 0            0
      Data Rx                 1           80
      Errors Tx               0
      Errors Rx               0

show services l2tp session extensive (LNS onMX Series Routers)

user@host> show services l2tp session extensive
Tunnel local ID: 40553
  Session local ID: 17967, Session remote ID: 1
    Interface unit: 1073749824
    State: Established
    Interface: si-5/2/0
    Mode: Dedicated
    Local IP: 192.0.2.2:1701, Remote IP: 192.0.2.3:1701
    Local name: lns-mx960, Remote name: testlac
    Tx speed: initial 64000, Update 256000
    Rx speed: initial 64000, Update 256000
    Bearer type: 2, Framing type: 1
    LCP renegotiation: Off, Authentication: None
    Call serial number: 1
    Create time: Mon Apr 25 20:27:50 2011, Up time: 00:01:48
    Idle time: N/A
    Statistics since: Mon Apr 25 20:27:50 2011
                        Packets        Bytes
      Control Tx              4          219
      Control Rx              4          221
      Data Tx                 0            0
      Data Rx                10          228
      Errors Tx               0
      Errors Rx               0

show services l2tp session statistics (MX Series Routers)

user@host>show services l2tp session statistics local session-id 1
Tunnel local ID: 17185
Session local ID: 1, Session remote ID: 14444, Interface unit: 1073788352
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State: Established
Statistics since: Mon Aug 1 13:27:47 2011
    Packets   Bytes 
Data Tx   4    51
Data Rx   3    36
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show services l2tp session-limit-group

Syntax show services l2tp session-limit-group
<limit-group-name>

Release Information Command introduced in Junos OS Release 16.1.

Description Display information about all session-limit groups or a specific session limit group.

Options limit-group-name—(Optional) Name of a session-limit group.

Required Privilege
Level

view

Related
Documentation

show services l2tp client on page 706•

• show services l2tp tunnel-group on page 737

• L2TP Session Limits Overview on page 197

List of Sample Output show services l2tp session-limit-group on page 723
show services l2tp session-limit-group (Limit Group Name) on page 724

Output Fields Table 39 on page 723 lists the output fields for the showservices l2tp session-limit-group

command. Output fields are listed in the approximate order in which they appear.

Table 39: show services l2tp session-limit-group Output Fields

Field DescriptionField Name

Name of a session-limit group.Session-limit-group

Number of tunnels associated with the session-limit group in the tunnel group.Tunnels

Number of L2TP sessions established for session-limit group.Sessions

Maximum number of sessions allowed for the session-limit group.Maximum limit

Sample Output

show services l2tp session-limit-group

user@host> show services l2tp session-limit-group

Session-limit-group     Tunnels       Sessions
enterpriseA             2             10             1000
enterpriseB             10            120            2000
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show services l2tp session-limit-group (Limit Group Name)

user@host> show services l2tp session-limit-group enterpriseA

Session-limit-group     Tunnels       Sessions       Maximum limit
enterpriseA             2             10             1000
enterpriseC             10            120            2000
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show services l2tp summary

Syntax show services l2tp summary
<interface sp-fpc/pic/port>
<statistics>

Release Information Command introduced before Junos OS Release 7.4.

Support for LAC on MX Series routers introduced in Junos OS Release 10.4.

Support for LNS on MX Series routers introduced in Junos OS Release 11.4.

Support for statistics option introduced in Junos OS Release 13.1.

Description (M10i and M7i routers: LNS only. MX Series routers: LAC and LNS.) Display Layer 2

Tunneling Protocol (L2TP) summary information.

Options none—Display completeL2TPsummary information. For LNSonMSeries routers, display

L2TPsummary information for all adaptive services interfaces. For LNSonMXSeries

routers, display L2TP summary information for all inline services interfaces.

interface sp-fpc/pic/port—(Optional) Display L2TP summary information for only the
specified adaptive services interface. This option is not available for L2TP on MX

Series routers.

statistics—(Optional) Display a summary of control packets and bytes transmitted and
received.

Required Privilege
Level

view

Related
Documentation

L2TP Services Configuration Overview•

• L2TP Minimum Configuration

List of Sample Output show services l2tp summary (LAC onMSeries routers) on page 728
show services l2tp summary (LAC onMX Series routers) on page 729
show services l2tp summary (LNS onMX Series routers) on page 729
show services l2tp summary (LNS onMSeries routers) on page 729
show services l2tp summary statistics (MX Series routers) on page 729

Output Fields Table40onpage725 lists theoutput fields for the showservices l2tpsummarycommand.

Output fields are listed in the approximate order in which they appear.

Table 40: show services l2tp summary Output Fields

Field DescriptionField Name

Administrative state of the tunnel is drain. In this state you cannot
configure new sessions, destinations, or tunnels at the LAC or LNS.

Administrative state

725Copyright © 2017, Juniper Networks, Inc.

Chapter 38: Operational Commands



Table 40: show services l2tp summary Output Fields (continued)

Field DescriptionField Name

State of this tunnel selection method on the LAC. When enabled,
tunnel selection fails over within a preference level.When disabled,
tunnel selection drops to the next lower preference level. Not
displayed for LNS on M Series routers.

Failover within a preference
level

State of this tunnel selection method on the LAC. When enabled,
themaximumsession limit of a tunnel determines itsweightwithin
a preference level. Tunnel selection proceeds fromgreatest to least
weight.When disabled, selection defaults to a round robinmethod.
Not displayed for LNS on M Series routers.

Weighted load balancing

State of this tunnel selection method on the LAC. When enabled,
the LACselects tunnels basedon the session count for destinations
and the tunnel session count. Not displayed for LNS on M Series
routers.

Destination equal load
balancing

Stateof tunnel authentication, indicatingwhether the LACandLNS
exchange an authentication challenge and response during the
establishment of the tunnel. The state is Enabledwhen a secret is
configured in the tunnel profile or on the RADIUS server in the
Tunnel-Password attribute [69]. The state is Disabledwhen the
secret is not present. Not displayed for LNS on M Series routers.

Tunnel authentication
challenge

When the state is Enabled, the LAC includes the value of the Calling
Number AVP 22 in ICRQ packets sent to the LNS. When the state
is Disabled, the attribute is not sent to the LNS. Not displayed for
LNS on M Series routers.

Calling number avp

When the state is enabled, the LAC operates in the default
failover-protocol-fall-back-to-silent-failovermanner.When thestate
is disabled, thedisable-failover-protocol statement hasbeen issued
and the LAC operates only in silent failovermode. Not displayed for
LNS on M Series routers.

Failover Protocol

The connection speedmethodconfigured to send the speed values
in the L2TP Tx Connect Speed (AVP 24) and L2TP Rx Connect
Speed (AVP 38). Possible values are:

• actual

This is the default value in Junos OS Releases 15.1, 16.1, 16.2, and
17.1. It is deprecated in Junos Releases 17.2 and higher.

• ancp

• none

• pppoe-ia-tag

• service-profile

• static

This is the default value in Junos Releases 13.3, 14.1, 14.2, 17.2 and
higher. It is deprecated in Junos OS Releases 15.1, 16.1, 16.2, and
17.1.

Tx connect speedmethod

Indicates if the Rx connect speed when equal configuration is
enabled or disabled.

Rx speed avpwhen equal
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Table 40: show services l2tp summary Output Fields (continued)

Field DescriptionField Name

Format of the tunnel name.

Format of the tunnel name, based on RADIUS attributes returned
from the AAA server:

• authentication-id—Name consists of only Tunnel Assignment-Id
[82]. This is the default value.

• client-server-id—Name isacombinationofTunnel-Client-Auth-Id
[90], Tunnel-Server-Endpoint [67], and Tunnel-Assignment-Id
[82]. This format is available only on MX Series routers.

Tunnel assignment id

Action taken by LAC when it receives a request from a peer to
change the destination IP address, UDP port, or both:

• accept—Accepts change requests for the IP address or UDPport.
This is the default action.

• ignore—Ignores all change requests.

• ignore-ip-address—Ignores change requests for the IP address
but accepts them for the UDP port.

• ignore-udp-port—Ignores change requests for the UDP port but
accepts them for the IP address.

Tunnel Tx Address Change

Minimumnumber of seconds that the local peerwaits for the initial
response after transmitting an L2TP control packet. If no response
has been received by the time the period expires, the local peer
retransmits the packet.

MinRetransmissionTimeout
for control packets

Minimumnumber of seconds that the local peerwaits for the initial
response after transmitting an L2TP control packet. If no response
has been received by the time the period expires, the local peer
retransmits the packet.

MinRetransmissionTimeout
for control packets

Maximumnumber of times control messages are retransmitted for
established tunnels.

Max Retransmissions for
Established Tunnel

Maximumnumber of times control messages are retransmitted for
tunnels that are not established.

Max Retransmissions for
Not Established Tunnel

Period that a tunnel can be inactive–that is, carrying no
traffic–before it times out and is torn down.

Tunnel Idle Timeout

Period that the router attempts to maintain dynamic destinations,
tunnels, and sessions after they have been destroyed.

Destruct Timeout

Indicates active IP reassembly configured for the interface.Reassembly Service Set

Timeout period for which all future destinations are locked out,
meaning that they are not considered for selection when a new
tunnel is created.

Destination Lockout
Timeout
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Table 40: show services l2tp summary Output Fields (continued)

Field DescriptionField Name

State of LAC global configuration for forwarding subscriber line
information to the LNS, Enabled or Disabled.

Indicates active IP reassembly configured for the interface.

Starting in Junos OS Release 17.4R1, this information can also be
displayed on the LNS for information it receives from the LAC.

Access Line Information

State of LAC IPv6 service configuration for creating the IPv6 (inet6)
address family for LAC subscribers, allowing the application of IPv6
firewall filters, Enabled or Disabled.

IPv6 Services for LAC
Sessions

State of LAC global configuration for including connection speed
updates when it forwards subscriber line information to the LNS,
Enabled or Disabled.

Starting in Junos OS Release 17.4R1, this information can also be
displayed on the LNS for updates it receives from the LAC.

Speed Updates

Number of L2TP destinations for the LAC. Not displayed for LNS on
M Series routers.

Destinations

Number of L2TP tunnels established on the router.Tunnels

Number of L2TP sessions established on the router.Sessions

NumberofL2TPtunnel-switchedsessionsestablishedonthe router.Switched sessions

Count of L2TP control packets and bytes sent and received.Control

Count of L2TP data packets and bytes sent and received.Data

Count of L2TP error packets and bytes sent and received.Errors

Sample Output

show services l2tp summary (LAC onMSeries routers)

user@host> show services l2tp summary
Administrative state is Drain
Failover within a preference level is Disabled
Weighted load balancing is Enabled
Destination equal load balancing is Disabled
Tunnel authentication challenge is Enabled
Calling number avp is Enabled
Failover Protocol is Disabled
Tunnel assignment id format is authentication-id
Destinations: 1 Tunnels: 1, Sessions: 1
   Tx packets     Rx packets  Memory (bytes)
Control    260             144              11513856
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Data       7.5k           16.9k             8.3k
Errors        0              0

show services l2tp summary (LAC onMX Series routers)

user@host> show services l2tp summary
Administrative state is Drain
   Failover within a preference level is Disabled
  Weighted load balancing is Disabled
  Destination equal load balancing is Enabled
  Tunnel authentication challenge is Enabled
  Calling number avp is Enabled
  Failover Protocol is Disabled
  Tx Connect speed method is static
  Rx speed avp when equal is enabled
  Tunnel Tx Address Change is Accept
  Min Retransmissions Timeout for control packets is 2 seconds
  Max Retransmissions for Established Tunnel is 7
  Max Retransmissions for Not Established Tunnel is 5
  Tunnel Idle Timeout is 60 seconds
  Destruct Timeout is 300 seconds
  Destination Lockout Timeout is 300 seconds
  Reassembly Service Set is ssnr3
  Access Line Information is Enabled, Speed Updates is Enabled
  IPv6 Services For LAC Sessions is Enabled 
  Destinations: 0, Tunnels: 0, Sessions: 0, Switched sessions: 0

show services l2tp summary (LNS onMX Series routers)

user@host show services l2tp summary
 Administrative state is Drain
  Failover within a preference level is Disabled
  Weighted load balancing is Disabled
  Destination equal load balancing is Disabled
  Tunnel authentication challenge is Enabled
  Calling number avp is Enabled
  Failover Protocol is Enabled
  Tx Connect speed method is static
  reassembly Service Set is ssnr3
  Destinations: 4, Tunnels: 19, Sessions: 65, Switched sessions: 2
  Access Line Information is Enabled, Speed Updates is Enabled

show services l2tp summary (LNS onMSeries routers)

user@host> show services l2tp summary
Tunnels: 2, Sessions: 2, Errors: 0
    Tx packets   Rx packets    Memory (bytes)
Control     6k           9k                 688k
Data       70k          70k                 3054

show services l2tp summary statistics (MX Series routers)

user@host>show services l2tp summary statistics
Administrative state is Drain
Failover within a preference level is Disabled
Weighted load balancing is Disabled
Destination equal load balancing is Disabled
Tunnel authentication challenge is Enabled
Calling number avp is Enabled
Failover Protocol is Enabled

729Copyright © 2017, Juniper Networks, Inc.

Chapter 38: Operational Commands



Tx Connect speed method is advisory
Tunnel assignment id format is assignment-id
Tunnel Tx Address Change is Accept
Min Retransmissions Timeout for control packets is 4 seconds
Max Retransmissions for Established Tunnel is 7
Max Retransmissions for Not Established Tunnel is 5
Tunnel Idle Timeout is 60 seconds
Destruct Timeout is 300 seconds
Destination Lockout Timeout is 300 seconds 
Destinations: 1, Tunnels: 1, Sessions: 31815, Switched sessions: 0
     Tx packets    Rx packets  Memory (bytes)
  Control          90.4k           32.0k       245678080
  Data             127.3k          100.8kk         0
  Errors              0               0
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show services l2tp tunnel

Syntax show services l2tp tunnel
<brief | detail | extensive>
<interface sp-fpc/pic/port>
<local-gateway gateway-address>
<local-gateway-name gateway-name>
<local-tunnel-id tunnel-id>
<peer-gateway gateway-address>
<peer-gateway-name gateway-name>
<statistics>
<tunnel-group group-name>

Release Information Command introduced before Junos OS Release 7.4.

Description (M10i and M7i routers only) Display information about active Layer 2 Tunneling Protocol

(L2TP) tunnels for LNS.

(MX Series routers only) Display information about L2TP tunnels for LAC and LNS; the

tunnels may or may not have active sessions.

Options none—Display standard information about all active L2TP tunnels.

brief | detail | extensive—(Default) Display the specified level of output.

interface sp-fpc/pic/port—(Optional) Display L2TP tunnel information for only the
specified adaptive services interface. This option is not available for L2TP on MX

Series routers.

local-gateway gateway-address—(Optional) Display L2TP tunnel information for only
the specified local gateway address.

local-gateway-name gateway-name—(Optional) Display L2TP tunnel information for
only the specified local gateway name.

local-tunnel-id tunnel-id—(Optional) Display L2TP tunnel information for only the
specified local tunnel identifier.

peer-gateway gateway-address—(Optional) Display L2TP tunnel information for only
the specified peer gateway address.

peer-gateway-name gateway-name—(Optional) Display L2TP tunnel information for
only the specified peer gateway name.

statistics—(Optional) Display the number of control packets and bytes transmitted and
received for the tunnel. The statistics for a tunnel are retained until the tunnel is

disconnected, rather than until the last session in the tunnel is cleared. Retaining the

statistics enables them to increment in the event a new session subsequently uses

the tunnel. You cannot include this option with any of the level options, brief, detail,

or extensive.
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tunnel-group group-name—(Optional) Display L2TP tunnel information for only the
specified tunnel group.

Required Privilege
Level

view

Related
Documentation

L2TP Services Configuration Overview•

• L2TP Minimum Configuration

List of Sample Output show services l2tp tunnel (LAC) on page 734
show services l2tp tunnel detail (LAC) on page 734
show services l2tp tunnel detail (LAC onMX Series Routers) on page 734
show services l2tp tunnel detail (LNS onMX Series Routers) on page 735
show services l2tp tunnel extensive (LAC) on page 735
show services l2tp tunnel extensive (LNS onMSeries Routers) on page 735
show services l2tp tunnel extensive (LNS onMX Series Routers) on page 736
show services l2tp tunnel statistics (MX Series Routers) on page 736

Output Fields Table 41 on page 732 lists the output fields for the show services l2tp tunnel command.

Output fields are listed in the approximate order in which they appear.

Table 41: show services l2tp tunnel Output Fields

Field DescriptionField Name

(LNS only) Name of an adaptive services interface.Interface

(LNS only) Name of a tunnel group.Tunnel group

On the LNS, number assigned by the LNS that identifies the local endpoint of the tunnel relative to the
LNS: the LNS.

On the LAC, number assigned by the LAC that identifies the local endpoint of the tunnel relative to the
LAC: the LAC.

Local ID

On the LNS, number assigned by the LAC that identifies the remote endpoint of the tunnel relative to the
LNS: the LAC.

On the LAC, number assigned by the LNS that identifies the remote endpoint of the tunnel relative to the
LAC: the LNS.

Remote ID

IP address of the peer endpoint of the tunnel.Remote IP

Number of L2TP sessions established through the tunnel.Sessions
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Table 41: show services l2tp tunnel Output Fields (continued)

Field DescriptionField Name

State of the L2TP tunnel:

• cc_responder_accept_new—The tunnel has received and accepted the start control connection request
(SCCRQ).

• cc_responder_reject_new—The tunnel has received and rejected the SCCRQ.

• cc_responder_idle—The tunnel has just been created.

• cc_responder_wait_ctl_conn—The tunnel has sent the start control connection response (SCCRP) and
is waiting for the start control connection connected (SCCCN)message.

• clean-up—The tunnel is being cleaned up.

• closed—The tunnel is being closed.

• destroyed—The tunnel is being destroyed.

• Drain—Creation of new sessions and destinations is disabled for this tunnel.

• Established—The tunnel is operating. This is the only state supported for the LAC.

• Terminate—The tunnel is terminating.

• Unknown—The tunnel is not connected to the router.

State

(LAC only) Name of the created tunnel. This value includes the destination name followed by the value
of the RADIUS Tunnel-Assignment-ID VSA [82].

Tunnel Name

IP address of the local endpoint of the tunnel.Local IP

Name used for local tunnel endpoint during tunnel negotiation.Local name

Name used for remote tunnel endpoint during tunnel negotiation.Remote name

(LAC only) Peer resynchronization mechanism (PRM) in effect for the tunnel:

• Failover protocol

• Silent failover—Recovery takes place in the failed endpoint only using the proprietary silent failover
protocol.

Effective Peer
ResyncMechanism

NAS port method (type), which indicates whether the LAC sends Cisco NAS Port Info AVP (100) in ICRQs
to the LNS:

• cisco-avp—sends the AVP.

• none—does not send the AVP.

Nas Port Method

Logical system in which the L2TP tunnel is brought up.Tunnel Logical
System

Routing instance in which the L2TP tunnel is brought up.Tunnel Routing
Instance

Maximum number of sessions that can be established on this tunnel.Max sessions

Number of control messages that can be sent without receipt of an acknowledgment.Window size

Interval between the transmission of hello messages, in seconds.Hello interval
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Table 41: show services l2tp tunnel Output Fields (continued)

Field DescriptionField Name

Date and time when the tunnel was created. While the LNS and LAC are connected, this value should
correspond to the router's uptime. If connection to the LAC is severed, the State changes to Unknown and
the Create time value resets.

Create time

Amount of time elapsed since the tunnel became active, in hours, minutes, and seconds.Up time

Amount of time elapsed since the tunnel became idle, in hours, minutes, and seconds.Idle time

Date and time when collection of the following statistics began:

• Control Tx—Amount of control information transmitted, in packets and bytes.

• Control Rx—Amount of control information received, in packets and bytes.

• Data Tx—Amount of data transmitted, in packets and bytes.

• Data Rx—Amount of data received, in packets and bytes.

• Errors Tx—Number of errors transmitted, in packets.

• Errors Rx—Number of errors received, in packets.

Statistics since

Sample Output

show services l2tp tunnel (LAC)

user@host> show services l2tp tunnel
  Local ID  Remote ID  Remote IP               Sessions  State
     17185          1  203.0.113.101:1701                 1  Established        

show services l2tp tunnel detail (LAC)

user@host> show services l2tp tunnel detail
  Tunnel local ID: 31889, Tunnel remote ID:     1
    Remote IP: 192.0.2.1:1701
    Sessions: 1, State: Established
    Tunnel Name: 1/tunnel-to-LNS-1
    Local IP: 192.0.2.2:1701
    Local name: ce-lac, Remote name: ce-lns
    Effective Peer Resync Mechanism: silent failover

show services l2tp tunnel detail (LAC onMX Series Routers)

user@host> show services l2tp tunnel detail
Tunnel local ID: 17301, Tunnel remote ID: 1
    Remote IP: 203.0.113.101:1701
    Sessions: 1, State: Established
    Tunnel Name: 2/tunnel-to-LNS-2
    Local IP: 192.0.2.2:1701
    Local name: ce-lac, Remote name: ce-lns
    Effective Peer Resync Mechanism: silent failover
    Tunnel Logical System: default, Tunnel Routing Instance: default
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show services l2tp tunnel detail (LNS onMX Series Routers)

user@host> show services l2tp tunnel detail
Tunnel local ID: 17301, Tunnel remote ID: 1
    Remote IP: 198.51.100.15:1701
    Sessions: 1, State: Established
    Tunnel Name: 2/2
    Local IP: 198.51.100.5:1701
    Local name: ce-bras-mx240-e, Remote name: testlac2
    Effective Peer Resync Mechanism: silent failover
    Tunnel Logical System: default, Tunnel Routing Instance: vrf1

show services l2tp tunnel extensive (LAC)

user@host> show services l2tp tunnel extensive
  Tunnel local ID: 17185, Tunnel remote ID:     1
    Remote IP: 203.0.113.101:1701
    Sessions: 1, State: Established
    Tunnel Name: 2/tunnel-to-LNS-2
    Local IP: 192.0.2.22:1701
    Local name: ce-lac, Remote name: ce-lns
    Effective Peer Resync Mechanism: failover protocol
    Max sessions: 32000, Window size: 4, Hello interval: 60
    Create time: Tue Nov  9 15:23:29 2010, Up time: 00:00:26
    Idle time: 00:00:00

show services l2tp tunnel extensive (LNS onMSeries Routers)

user@host> show services l2tp tunnel extensive
Interface: sp-1/2/0, Tunnel group: group1
  Tunnel local ID: 62746, Tunnel remote ID: 16930
    Remote IP: 203.0.113.202:1701
    Sessions: 1, State: Established
    Local IP: 203.0.113.121:1701
    Local name: router-1, Remote name: router-2
    Max sessions: 50, Window size: 32, Hello interval: 60
    Create time: Tue Mar 23 14:13:15 2004, Up time: 01:14:58
    Idle time: 00:00:07
    Statistics since: Tue Mar 23 14:13:13 2004
                        Packets        Bytes
      Control Tx             80         1152
      Control Rx              3          272
      Data Tx                 0            0
      Data Rx               450        28.0k
      Errors Tx               0
      Errors Rx               0

Interface: sp-1/2/0, Tunnel group: group_company_dns
  Tunnel local ID: 37266, Tunnel remote ID: 36217
    Remote IP: 203.0.113.222:1701
    Sessions: 1, State: Established
    Local IP: 203.0.113.111:1701
    Local name: router-1, Remote name: router-2
    Max sessions: unlimited, Window size: 32, Hello interval: 60
    Create time: Tue Mar 23 14:13:15 2004, Up time: 01:14:59
    Idle time: 01:14:55
    Statistics since: Tue Mar 23 14:13:13 2004
                        Packets        Bytes
      Control Tx             81         1164
      Control Rx              3          273
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      Data Tx                 0            0
      Data Rx                 1           80
      Errors Tx               0
      Errors Rx               0

show services l2tp tunnel extensive (LNS onMX Series Routers)

user@host> show services l2tp tunnel extensive
Tunnel local ID: 40553, Tunnel remote ID: 1
    Remote IP: 192.168.1.3:1701
    Sessions: 1, State: Established
    Tunnel Name: 3/1838
    Local IP: 203.0.113.2:1701
    Local name: lns-mx960, Remote name: testlac
    Effective Peer Resync Mechanism: silent failover
    Nas Port Method: none
    Tunnel Logical System: default, Tunnel Routing Instance: vrf1
    Max sessions: 60000, Window size: 4, Hello interval: 60
    Create time: Mon Apr 25 20:27:50 2011, Up time: 00:01:11
    Idle time: 00:00:00, ToS Reflect: Enabled
    Tunnel Group Name: tg1
    Statistics since: Mon Apr 25 20:27:50 2011
                        Packets        Bytes
      Control Tx              4          219
      Control Rx              4          221
      Data Tx                 0            0
      Data Rx                 6           64
      Errors Tx               0
      Errors Rx               

show services l2tp tunnel statistics (MX Series Routers)

user@host>show services l2tp tunnel statistics
Tunnel local ID: 17185, Tunnel remote ID: 1
Sessions: 31.8k, State: Established
Statistics since: Mon Aug 1 13:21:38 2011
     Packets   Bytes
Control Tx     90.3k    9.0M
Control Rx     32.0k    1296.9k
Data Tx       127.3k   1591.6k
Data Rx       100.8k   1273.4k
Errors Tx      0
Errors Rx      0
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show services l2tp tunnel-group

Syntax show services l2tp tunnel-group
<group-name>

Release Information Command introduced in Junos OS Release 16.1.

Description Display information about all L2TP tunnel groups or a specific L2TP tunnel group.

Options group-name—(Optional) Name of a tunnel group.

Required Privilege
Level

view

Related
Documentation

show services l2tp client on page 706•

• show services l2tp session-limit-group on page 723

• L2TP Session Limits Overview on page 197

List of Sample Output show services l2tp tunnel-group on page 737
show services l2tp tunnel-group (Group Name) on page 737

Output Fields Table 42 on page 737 lists the output fields for the show services l2tp tunnel-group

command. Output fields are listed in the approximate order in which they appear.

Table 42: show services l2tp tunnel-group Output Fields

Field DescriptionField Name

Name of a tunnel group.Tunnel-group

Number of tunnels in the tunnel group.Tunnels

Number of L2TP sessions established for tunnels in the tunnel group.Sessions

Sample Output

show services l2tp tunnel-group

user@host> show services l2tp tunnel-group
Tunnel-group            Tunnels        Sessions
l2tp-tunnel-group1      2              20
l2tp-tunnel-group2      3              120

show services l2tp tunnel-group (Group Name)

user@host> show services l2tp tunnel-group l2tp-tunnel-group1
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Tunnel-group            Tunnels        Sessions
l2tp-tunnel-group1      2              20
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show services l2tp tunnel-switch destination

Syntax show services l2tp tunnel-switch destination
< detail | extensive>
<statistics>

Release Information Command introduced in Junos OS Release 13.2.

Description Display information about L2TP switched tunnel destinations.

Options none—Display standard information for all L2TP switched tunnel destinations.

detail | extensive—(Optional) Display the specified level of information.

statistics—(Optional) Display the number of control packets and bytes transmitted and
received for the destination. You cannot include this option with either of the level

options, detail or extensive.

Required Privilege
Level

view

Related
Documentation

show services l2tp tunnel-switch session on page 743•

• show services l2tp tunnel-switch summary on page 748

• show services l2tp tunnel-switch tunnel on page 750

List of Sample Output show services l2tp tunnel-switch destination on page 741
show services l2tp tunnel-switch destination detail on page 741
show services l2tp tunnel-switch destination extensive on page 741
show services l2tp tunnel-switch destination statistics on page 742

Output Fields Table 43 on page 739 lists the output fields for the show services l2tp tunnel-switch

destination command. Output fields are listed in the approximate order in which they

appear.

Table 43: show services l2tp tunnel-switch destination Output Fields

Level of OutputField DescriptionField Name

All levelsName of this destination.Local Name

All levelsIP address of the remote peer (LNS).Remote IP
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Table 43: show services l2tp tunnel-switch destination Output Fields (continued)

Level of OutputField DescriptionField Name

All levels for total

extensive for active and failed

Number of tunnel connections for the destination in the following
categories:

• total

• active

• failed

Tunnels

All levels for total

extensive for active and failed

Number of session connections for the destination in the following
categories:

• total

• active

• failed

Sessions

All levelsNumber of L2TP sessions established by tunnel switching.Switched-sessions

All levelsAdministrative state of the L2TP destination:

• Enabled—No restrictions exist on creation or operation of sessions
and tunnels for this destination.

• Disabled—Existing sessions and tunnels for this destination have
been disabled and no new sessions or tunnels are created while in
the Disabled state.

State

detail extensiveIP address of the local gateway (LAC).Local IP

detail extensiveMedium used for tunneling. Only ipUdp is supported.Transport

detail extensiveLogical system in which the tunnel is configured.Logical System

detail extensiveRouting instance in which the tunnel is configured.Router Instance

detail extensiveReachability state of the destination:

• not locked—Destination is considered reachable.

• waiting for lockout timeout—Destination is locked out by L2TP
because it is unreachable, so no attempts are made to reach the
destinationuntil the lockout timeout (300seconds)expires, unless
this is the only destination available for tunneling the subscriber.

Lockout State

extensiveNumber of total, active, and failed tunnel and session connections
for the destination.

Connections

extensive statisticsAmount of control information transmitted, in packets and bytes.Control Tx

extensive statisticsAmount of control information received, in packets and bytes.Control Rx

extensive statisticsAmount of data transmitted, in packets and bytes.Data Tx

extensive statisticsAmount of data received, in packets and bytes.Data Rx
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Table 43: show services l2tp tunnel-switch destination Output Fields (continued)

Level of OutputField DescriptionField Name

extensive statisticsNumber of errors transmitted, in packets.Error Tx

extensive statisticsNumber of errors received, in packets.Error Rx

Sample Output

show services l2tp tunnel-switch destination

user@host> show services l2tp tunnel-switch destination
  Local Name   Remote IP       Tunnels  Sessions Switched-sessions State
  1            192.168.20.3    1        1        1                 Enabled    
  2            203.0.113.10    1        1        1                 Enabled    

show services l2tp tunnel-switch destination detail

user@host> show services l2tp tunnel-switch destination detail
  Local name: 1
    Remote IP: 192.168.20.3
    Tunnels: 1, Sessions: 1, Switched sessions: 1
    State: Enabled
    Local IP: 203.0.113.51
    Transport: ipUdp, Logical System: default, Router Instance: default
    Lockout State: not locked
  Local name: 2
    Remote IP: 198.51.100.10
    Tunnels: 1, Sessions: 1, Switched sessions: 1
    State: Enabled
    Local IP: 203.0.113.31
    Transport: ipUdp, Logical System: default, Router Instance: default
    Lockout State: not locked

show services l2tp tunnel-switch destination extensive

user@host> show services l2tp tunnel-switch destination extensive
Waiting for statistics...
  Local name: 1
    Remote IP: 192.168.20.3
    Tunnels: 1, Sessions: 1, Switched sessions: 1
    State: Enabled
    Local IP: 203.0.113.51
    Transport: ipUdp, Logical System: default, Router Instance: default
    Lockout State: not locked
      Connections     Totals        Active       Failed
      Tunnels              1             1            0
      Sessions             1             1            0
                        Packets        Bytes
      Control Tx              6          239
      Control Rx              6          267
      Data Tx                67          815
      Data Rx                 0            0
      Errors Tx               0
      Errors Rx               0
  Local name: 2
    Remote IP: 198.51.100.10
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    Tunnels: 1, Sessions: 1, Switched sessions: 1
    State: Enabled
    Local IP:203.0.113.31
    Transport: ipUdp, Logical System: default, Router Instance: default
    Lockout State: not locked
      Connections     Totals        Active       Failed
      Tunnels              1             1            0
      Sessions             1             1            0
                        Packets        Bytes
      Control Tx              7          462
      Control Rx              6          171
      Data Tx                 0            0
      Data Rx                66          798
      Errors Tx               0
      Errors Rx               0

show services l2tp tunnel-switch destination statistics

user@host> show services l2tp tunnel-switch destination statistics
Waiting for statistics...
  Local name: 2, Tunnels: 1, Sessions: 1
                        Packets        Bytes
      Control Tx              5          452
      Control Rx              4          147
      Data Tx                 0            0
      Data Rx                 4           54
      Errors Tx               0
      Errors Rx               0
  Local name: 1, Tunnels: 1, Sessions: 1
                        Packets        Bytes
      Control Tx              4          184
      Control Rx              4          243
      Data Tx                 5           71
      Data Rx                 0            0
      Errors Tx               0
      Errors Rx               0
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show services l2tp tunnel-switch session

Syntax show services l2tp tunnel-switch session
<detail | extensive>
<statistics>

Release Information Command introduced in Junos OS Release 13.2.

Description Display information about L2TP switched tunnel sessions.

Options none—Display standard information about all active L2TP switched tunnel sessions.

detail | extensive—(Optional) Display the specified level of output.

statistics—(Optional) Display the number of control packets and bytes transmitted and
received for the session.Youcannot include thisoptionwitheither of the level options,

detail or extensive.

Additional Information

Required Privilege
Level

view

Related
Documentation

show services l2tp tunnel-switch destination on page 739•

• show services l2tp tunnel-switch summary on page 748

• show services l2tp tunnel-switch tunnel on page 750

List of Sample Output show services l2tp tunnel-switch session on page 745
show services l2tp tunnel-switch session detail on page 746
show services l2tp tunnel-switch session extensive on page 746

Output Fields Table44onpage743 lists theoutput fields for the showservices l2tptunnel-switchsession

command. Output fields are listed in the approximate order in which they appear.

Table 44: show services l2tp tunnel-switch session Output Fields

Level of OutputField DescriptionField Name

All levelsIdentifier of the local endpoint of the tunnel, as assigned by the L2TP network
server (LNS).

Tunnel local ID

noneIdentifier of the local endpoint of the L2TP session, as assigned by the LNS.Local ID

noneIdentifier of the remote endpoint of the L2TP session, as assigned by the L2TP
access concentrator (LAC).

Remote ID
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Table 44: show services l2tp tunnel-switch session Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsState of the L2TP session:

• Established—Session is operating. This is the only state supported for the
LAC.

• closed—Session is being closed.

• destroyed—Session is being destroyed.

• clean-up—Session is being cleaned up.

• lns-ic-accept-new—New session is being accepted.

• lns-ic-idle—Session has been created and is idle.

• lns-ic-reject-new—New session is being rejected.

• lns-ic-wait-connect—Session iswaiting for thepeer's incomingcall connected
(ICCN)message.

State

All levelsLogical interface for this session.Interface unit

none(LNS only) Name of an adaptive services interface.Interface Name

detail extensiveIdentifier of the local endpoint of the L2TP session, as assigned by the LNS.Session local ID

detail extensiveIdentifier of the remote endpoint of the L2TP session, as assigned by the L2TP
access concentrator (LAC).

Session remote ID

detail extensiveName of a tunnel switch profile.Tunnel switch
profile name

detail extensive(LNS) Mode of the interface representing the session: shared or exclusive.

(LAC)Mode of the interface representing the session: shared or dedicated. Only
dedicated is currently supported for the LAC.

Mode

detail extensiveIP address of local endpoint of the Point-to-Point Protocol (PPP) session.Local IP

detail extensiveIP address of remote endpoint of the PPP session.Remote IP

detail extensiveFor LNS, name of the LNS instance in which the session was created. For LAC,
name of the LAC.

Local name

detail extensiveFor LNS, name of the LAC fromwhich the session was created. For LAC, name
of the LAC instance.

Remote name

extensiveType of bearer enabled:

• 0—Might indicate that the call was not received over a physical link (for
example, when the LAC and PPP are located in the same subsystem).

• 1—Digital access requested.

• 2—Analog access requested.

• 4—Asynchronous Transfer Mode (ATM) bearer support.

Bearer type
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Table 44: show services l2tp tunnel-switch session Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveType of framing enabled:

• 1—Synchronous framing

• 2—Asynchronous framing

Framing type

extensive(LNS only)Whether Link Control Protocol (LCP) renegotiation is configured:
On orOff.

LCP renegotiation

extensiveType of authentication algorithm used: Challenge Handshake Authentication
Protocol (CHAP) or Password Authentication Protocol (PAP).

Authentication

extensive(LNS only) Identifier used to look up the logical interface for this session.Interface ID

extensiveUnique serial number assigned to the call.Call serial number

extensiveTransmit speed of the session conveyed from the LAC to the LNS, in bits per
second (bps).

Tx speed

extensiveReceive speed of the session conveyed from the LAC to the LNS, in bits per
second (bps).

Rx speed

extensiveDay, date, and time when the call was created.Create time

extensiveLength of time elapsed since the call became active, in hours, minutes, and
seconds.

Up time

extensiveLength of time elapsed since the call became idle, in hours, minutes, and
seconds.

Idle time

extensiveStatus of IP ToS value reflection, Disabled or Enabled.ToS Reflect

extensiveDate and time when collection of the following statistics began:

• Data Tx—Amount of data transmitted, in packets and bytes.

• Data Rx—Amount of data received, in packets and bytes.

Statistics since

Sample Output

show services l2tp tunnel-switch session

user@host> show services l2tp tunnel-switch session
Tunnel local ID: 37602
  Local  Remote   State                Interface         Interface
  ID     ID                            unit              Name
  13545  1        Established          1073741842        si-2/1/0            

Tunnel local ID: 37060
  Local  Remote   State                Interface         Interface
  ID     ID                            unit              Name
  58296  1        Established          1073741843        si-2/1/0            

745Copyright © 2017, Juniper Networks, Inc.

Chapter 38: Operational Commands



show services l2tp tunnel-switch session detail

user@host> show services l2tp tunnel-switch session detail
Tunnel local ID: 37602
  Session local ID: 13545, Session remote ID: 1, Interface unit: 1073741842
    State: Established, Interface: si-2/1/0
    Tunnel switch profile name: ce-lts-profile
    Mode: Dedicated
    Local IP: 203.0.113.51:1701, Remote IP: 192.168.20.3:1701
    Local name: ce-bras-mx240-f, Remote name: testlac

Tunnel local ID: 37060
  Session local ID: 58296, Session remote ID: 1, Interface unit: 1073741843
    State: Established, Interface: si-2/1/0
    Tunnel switch profile name: ce-lts-profile
    Mode: Dedicated
    Local IP: 203.0.113.31:1701, Remote IP: 198.51.100.10:1701
    Local name: lns, Remote name: lns

show services l2tp tunnel-switch session extensive

user@host> show services l2tp tunnel-switch session extensive
Tunnel local ID: 37602
  Session local ID: 13545, Session remote ID: 1
    Interface unit: 1073741842
    State: Established
    Interface: si-2/1/0
    Tunnel switch profile name: ce-lts-profile
    Mode: Dedicated
    Local IP: 203.0.113.51:1701, Remote IP: 192.168.20.3:1701
    Local name: ce-bras-mx240-f, Remote name: testlac
    Bearer type: 2, Framing type: 1
    LCP renegotiation: On, Authentication: None, Interface ID: si-2/1/0
    Call serial number: 0
    Tx speed: 56000, Rx speed: 0
    Create time: Fri Jan 18 03:01:11 2013, Up time: 00:06:50
    Idle time: N/A, ToS Reflect: Disabled
    Statistics since: Fri Jan 18 03:01:11 2013
                        Packets        Bytes
      Data Tx                85         1031
      Data Rx                 0            0

Tunnel local ID: 37060
  Session local ID: 58296, Session remote ID: 1
    Interface unit: 1073741843
    State: Established
    Interface: si-2/1/0
    Tunnel switch profile name: ce-lts-profile
    Mode: Dedicated
    Local IP: 203.0.113.31:1701, Remote IP: 198.51.100.10:1701
    Local name: lns, Remote name: lns
    Bearer type: 2, Framing type: 1
    LCP renegotiation: N/A, Authentication: None, Interface ID: N/A
    Call serial number: 0
    Tx speed: 56000, Rx speed: 0
    Create time: Fri Jan 18 03:01:14 2013, Up time: 00:06:48
    Idle time: N/A
    Statistics since: Fri Jan 18 03:01:14 2013
                        Packets        Bytes
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      Data Tx                 0            0
      Data Rx                84         1014
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show services l2tp tunnel-switch summary

Syntax show services l2tp tunnel-switch summary
<statistics>

Release Information Command introduced in Junos OS Release 13.2.

Description Display L2TP tunnel switch summary information.

Options none—Display complete L2TP switched tunnel summary information.

statistics—(Optional) Display the number of control packets and bytes transmitted and
received for all switched tunnels and sessions.

Additional Information

Required Privilege
Level

view

Related
Documentation

show services l2tp tunnel-switch destination on page 739•

• show services l2tp tunnel-switch session on page 743

• show services l2tp tunnel-switch tunnel on page 750

List of Sample Output show services l2tp tunnel-switch summary on page 749

Output Fields Table 45 on page 748 lists the output fields for the show services l2tp tunnel-switch

summary command. Output fields are listed in the approximate order in which they

appear.

Table 45: show services l2tp tunnel-switch summary Output Fields

Field DescriptionField Name

Name of a tunnel switch profile.Tunnel switch profile name

Identifier assigned by the LNS function on the LTS to the local
endpoint of the L2TP session originating on a remote LAC (the first
session)

LNS local session id

Identifier assigned by the LAC function on the LTS to the local
endpoint of the L2TP session originating on the LTS (the second
session).

LAC local session id

State of the L2TP session (the first session) between a remote LAC
and the LNS function on the LTS.

LNS state

State of the L2TP session (the second session) between the LAC
function on the LTS and a remote LNS.

LAC state
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Sample Output

show services l2tp tunnel-switch summary

user@host> show services l2tp tunnel-switch summary
Tunnel switch profile name: ce-lts-profile
  LNS local   LAC local   LNS state      LAC state      Interface
  session ID  session ID                                name
  13545       58296       established    established    si-2/1/0           
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show services l2tp tunnel-switch tunnel

Syntax show services l2tp tunnel-switch tunnel
<detail | extensive>
<statistics>

Release Information Command introduced in Junos OS Release 13.2.

Description Display information about L2TP switched tunnels.

Options none—Display standard information about all active L2TP tunnels.

detail | extensive—(Default) Display the specified level of output.

statistics—(Optional) Display the number of control packets and bytes transmitted and
received for the tunnel. Youcannot include thisoptionwitheitherof the level options,

detail or extensive.

Additional Information

Required Privilege
Level

view

Related
Documentation

show services l2tp tunnel-switch destination on page 739•

• show services l2tp tunnel-switch session on page 743

• show services l2tp tunnel-switch summary on page 748

List of Sample Output show services l2tp tunnel-switch tunnel on page 753
show services l2tp tunnel-switch tunnel detail on page 753
show services l2tp tunnel-switch tunnel extensive on page 753

Output Fields Table46onpage750 lists theoutput fields for the showservices l2tp tunnel-switch tunnel

command. Output fields are listed in the approximate order in which they appear.

Table 46: show services l2tp tunnel-switch tunnel Output Fields

Level of OutputField DescriptionField Name

noneOn the LNS, number assigned by the LNS that identifies the local endpoint of
the tunnel relative to the LNS: the LNS.

On the LAC, number assigned by the LAC that identifies the local endpoint of
the tunnel relative to the LAC: the LAC.

Local ID
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Table 46: show services l2tp tunnel-switch tunnel Output Fields (continued)

Level of OutputField DescriptionField Name

noneOn the LNS, number assigned by the LAC that identifies the remote endpoint
of the tunnel relative to the LNS: the LAC.

On the LAC, number assigned by the LNS that identifies the remote endpoint
of the tunnel relative to the LAC: the LNS.

Remote ID

All levelsIP address of the peer endpoint of the tunnel.Remote IP

All levelsNumber of L2TP sessions established through the tunnel.Sessions

All levelsNumber of L2TP sessions established by tunnel switching.Switched-sessions

All levelsState of the L2TP tunnel:

• cc_responder_accept_new—The tunnel has received and accepted the start
control connection request (SCCRQ).

• cc_responder_reject_new—The tunnel has received and rejected the SCCRQ.

• cc_responder_idle—The tunnel has just been created.

• cc_responder_wait_ctl_conn—The tunnel has sent the start control connection
response (SCCRP) and is waiting for the start control connection connected
(SCCCN)message.

• clean-up—The tunnel is being cleaned up.

• closed—The tunnel is being closed.

• destroyed—The tunnel is being destroyed.

• Established—The tunnel is operating. This is the only state supported for the
LAC.

• Terminate—The tunnel is terminating.

• Unknown—The tunnel is not connected to the router.

State

detail extensiveOn the LNS, number assigned by the LNS that identifies the local endpoint of
the tunnel relative to the LNS: the LNS.

On the LAC, number assigned by the LAC that identifies the local endpoint of
the tunnel relative to the LAC: the LAC.

Tunnel local ID

detail extensiveOn the LNS, number assigned by the LAC that identifies the remote endpoint
of the tunnel relative to the LNS: the LAC.

On the LAC, number assigned by the LNS that identifies the remote endpoint
of the tunnel relative to the LAC: the LNS.

Tunnel remote ID

detail extensive(LAC only) Name of the created tunnel. This value includes the destination
name followed by the value of the RADIUS Tunnel-Assignment-ID VSA [82].

Tunnel Name

detail extensiveIP address of the local endpoint of the tunnel.Local IP

detail extensiveName used for local tunnel endpoint during tunnel negotiation.Local name

detail extensiveName used for remote tunnel endpoint during tunnel negotiation.Remote name
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Table 46: show services l2tp tunnel-switch tunnel Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensive(LAC only) Peer resynchronization mechanism (PRM) in effect for the tunnel:

• Failover protocol

• Silent failover—Recovery takes place in the failed endpoint only using the
proprietary silent failover protocol.

Effective Peer
ResyncMechanism

detail extensive(LAC only) Status of interoperation with Cisco LNS devices:

• none—NAS port method is not enabled for interoperation.

• cisco-avp—NAS port method is enabled for interoperation.

NAS Port Method

detail extensiveLogical system in which the L2TP tunnel is brought up.Tunnel Logical
System

detail extensiveRouting instance in which the L2TP tunnel is brought up.Tunnel Routing
Instance

extensiveMaximum number of sessions that can be established on this tunnel.Max sessions

extensiveNumber of control messages that can be sent without receipt of an
acknowledgment.

Window size

extensiveInterval between the transmission of hello messages, in seconds.Hello interval

extensiveDate and time when the tunnel was created. While the LNS and LAC are
connected, this value should correspond to the router's uptime. If connection
to the LAC is severed, the State changes to Unknown and the Create time value
resets.

Create time

extensiveAmount of time elapsed since the tunnel became active, in hours,minutes, and
seconds.

Up time

extensiveAmount of time elapsed since the tunnel became idle, in hours, minutes, and
seconds.

Idle time

extensiveStatus of IP ToS value reflection, Disabled or Enabled.ToS Reflect

extensive(LNS only) Name of an adaptive services interface.Interface Name

extensive(LNS only) Name of a tunnel group.TunnelGroupName

extensiveDate and time when collection of the following statistics began:

• ControlTx—Amount of control information transmitted, in packets andbytes.

• Control Rx—Amount of control information received, in packets and bytes.

• Data Tx—Amount of data transmitted, in packets and bytes.

• Data Rx—Amount of data received, in packets and bytes.

• Errors Tx—Number of errors transmitted, in packets.

• Errors Rx—Number of errors received, in packets.

Statistics since
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Sample Output

show services l2tp tunnel-switch tunnel

user@host> show services l2tp tunnel-switch tunnel
  Local ID Remote ID Remote IP              Sessions Switched-sessions State
  37602    1         192.168.20.3:1701              1                 1 Established

  37060    1         198.51.100.10:1701             1                 1 Established

show services l2tp tunnel-switch tunnel detail

user@host> show services l2tp tunnel-switch tunnel detail
  Tunnel local ID: 37602, Tunnel remote ID: 1
    Remote IP: 192.168.20.3:1701
    Sessions: 1, Switched sessions: 1, State: Established
    Tunnel Name: 1/1
    Local IP: 203.0.113.51:1701
    Local name: ce-bras-mx240-f, Remote name: testlac
    Effective Peer Resync Mechanism: silent failover
    Nas Port Method: none
    Tunnel Logical System: default, Tunnel Routing Instance: default
  Tunnel local ID: 37060, Tunnel remote ID: 1
    Remote IP: 198.51.100.10:1701
    Sessions: 1, Switched sessions: 1, State: Established
    Tunnel Name: 2/1
    Local IP: 203.0.113.31:1701
    Local name: lns, Remote name: lns
    Effective Peer Resync Mechanism: silent failover
    Nas Port Method: none
    Tunnel Logical System: default, Tunnel Routing Instance: default

show services l2tp tunnel-switch tunnel extensive

user@host> show services l2tp tunnel-switch tunnel extensive
Waiting for statistics...
  Tunnel local ID: 37602, Tunnel remote ID: 1
    Remote IP: 192.168.20.3:1701
    Sessions: 1, Switched sessions: 1, State: Established
    Tunnel Name: 1/1
    Local IP: 203.0.113.51:1701
    Local name: ce-bras-mx240-f, Remote name: testlac
    Effective Peer Resync Mechanism: silent failover
    Nas Port Method: none
    Tunnel Logical System: default, Tunnel Routing Instance: default
    Max sessions: 128100, Window size: 4, Hello interval: 60
    Create time: Fri Jan 18 03:01:11 2013, Up time: 00:07:49
    Idle time: 00:00:00, ToS Reflect: Disabled
    Interface Name: si-2/1/0, Tunnel Group Name: ce-l2tp-tunnel-group
    Statistics since: Fri Jan 18 03:01:11 2013
                        Packets        Bytes
      Control Tx              7          259
      Control Rx              7          279
      Data Tx                97         1175
      Data Rx                 0            0
      Errors Tx               0
      Errors Rx               0
  Tunnel local ID: 37060, Tunnel remote ID: 1
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    Remote IP: 198.51.100.10:1701
    Sessions: 1, Switched sessions: 1, State: Established
    Tunnel Name: 2/1
    Local IP: 203.0.113.31:1701
    Local name: lns, Remote name: lns
    Effective Peer Resync Mechanism: silent failover
    Nas Port Method: none
    Tunnel Logical System: default, Tunnel Routing Instance: default
    Max sessions: 128100, Window size: 4, Hello interval: 60
    Create time: Fri Jan 18 03:01:14 2013, Up time: 00:07:46
    Idle time: 00:00:00
    Statistics since: Fri Jan 18 03:01:14 2013
                        Packets        Bytes
      Control Tx              8          482
      Control Rx              7          183
      Data Tx                 0            0
      Data Rx                96         1158
      Errors Tx               0
      Errors Rx               0
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show services soft-gre tunnel

Syntax show services soft-gre tunnel
<brief | detail | extensive>
<interface interface-name>
<local-ip local-ip-address>
<remote-ip remote-ip-address>
<statistics>
<tunnel-group group-name>

Release Information Command introduced in Junos OS Release 17.2R1 on MX Series routers.

Description Display information about dynamic generic routing encapsulation (GRE) tunnels and

pseudowire subscriber (psn) interface devices.

Options none—Display standard information about all active dynamic GRE tunnels.

brief | detail | extensive—(Optional) Display the specified level of detail.

interface interface-name—(Optional) Display information for a specific pseudowire
subscriber (psn) interface.

local-ip local-ip-address—(Optional) Display information for a specific local or source
IP address of the GRE tunnel endpoint (Wi-Fi access gateway side).

remote-ip remote-ip-address—(Optional) Display information for a specific remote IP
address of the GRE tunnel endpoint.

statistics—(Optional) Display dynamic GRE tunnel statistics.

tunnel-group group-name—(Optional) Display information for a specific dynamic GRE
tunnel group.

Required Privilege
Level

view

Related
Documentation

Wi-Fi Access Gateway Deployment Model Overview on page 328•

• Supported Access Models for Dynamic-Bridged GRE Tunnels on theWi-Fi Access

Gateway on page 329

• ConfiguringConditions forEnablingDynamic-BridgedGRETunnelCreationonpage333

• soft-gre on page 596

List of Sample Output show services soft-gre tunnel brief on page 756
show services soft-gre tunnel detail on page 756
show services soft-gre tunnel extensive on page 757
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Output Fields Table 47 on page 756 describes the output fields for the show services soft-gre tunnel

command. Output fields are listed in the approximate order in which they appear.

Table 47: show services soft-gre tunnel Output Fields

Level of OutputField DescriptionField Name

All levelsName of the pseudowire subscriber (ps0) interface configured for the GRE tunnelInterface or
Interface Name

All levelsRemote IP address of the GRE tunnel endpointRemote IP

All levelsLocal or source IP address of the GRE tunnel endpoint (Wi-Fi access gateway side)Local IP

All levelsNumber of subscribers accessing the GRE tunnelSubscribers

detail
extensive

Name of the dynamic GRE tunnel groupGroup Name

detail
extensive

Type of routing instance used for the GRE tunnelRouting Instance

detail
extensive

Date and time when the GRE tunnel was created: yyyy-mm-dd hh:mm:ss timezoneCreate time

extensiveDayof theweek, date, time, andyearwhenstatistics for packets receivedand transmitted
were recorded: Dayofweek Month date hh:mm:ss yyyy

Statistics since

extensiveType of data through theGRE tunnel: DataRx (data received) andData Tx (transmitted)Statistic

extensiveNumber of data packets received (Data Rx) and transmitted (Data Tx) through the GRE
tunnel

Packets

extensiveNumber of data bytes received (Data Rx) and transmitted (Data Tx) through the GRE
tunnel

Bytes

Sample Output

show services soft-gre tunnel brief

user@host> show services soft-gre tunnel brief
Interface          Remote IP               Local IP                Subscribers
ps0.3221225475     50.0.0.10               51.0.0.1                       1

show services soft-gre tunnel detail

user@host> show services soft-gre tunnel detail
Interface Name: ps0.3221225475, Group Name: landslide_v4_1
    Local IP: 51.0.0.1
    Remote IP: 50.0.0.10
    Subscribers: 1
    Routing Instance: default
    Create time: 2015-03-02 08:06:28 PST

Copyright © 2017, Juniper Networks, Inc.756

Broadband Subscriber Access Protocols Feature Guide



show services soft-gre tunnel extensive

user@host> show services soft-gre tunnel extensive
Interface Name: ps0.3221225475, Group Name: landslide_v4_1
    Local IP: 51.0.0.1
    Remote IP: 50.0.0.10
    Subscribers: 1
    Routing Instance: default
    Create time: 2015-03-02 08:06:28 PST
    Statistics since: Mon Mar  2 08:06:28 2015
      Statistic         Packets        Bytes
       Data Rx               31         3324
       Data Tx               32         3613
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show subscribers

Syntax show subscribers
<detail | extensive | terse>
<aci-interface-set-name aci-interface-set-name>
<address address>
<agent-circuit-identifier agent-circuit-identifier-substring>
<client-type client-type>
<count>
<id session-id <accounting-statistics>>
<interface interface <accounting-statistics>>
<logical-system logical-system>
<mac-addressmac-address>
<physical-interface physical-interface-name>
<profile-name profile-name>
<routing-instance routing-instance>
<stacked-vlan-id stacked-vlan-id>
<subscriber-state subscriber-state>
<user-name user-name>
<vci vci-identifier>
<vpi vpi-identifier>
<vlan-id vlan-id>

Release Information Command introduced in Junos OS Release 9.3.

Command introduced in Junos OS Release 9.3 for EX Series switches.

client-type,mac-address, subscriber-state, and extensive options introduced in JunosOS

Release 10.2.

count option usage with other options introduced in Junos OS Release 10.2.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Optionsaci-interface-set-nameandagent-circuit-identifier introduced in JunosOSRelease

12.2.

The physical-interface and user-name options introduced in Junos OS Release 12.3.

Options vci and vpi introduced in Junos OS Release 12.3R3 and supported in later 12.3Rx

releases.

Options vciand vpi supported in JunosOSRelease 13.2 and later releases. (Not supported

in Junos OS Release 13.1.)

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Enhanced subscriber management supported in Junos OS Release 15.1R3 for the MX

Series.

accounting-statistics option added in Junos OS Release 15.1R3 and 17.4R1 for MX Series.

Description Display information for active subscribers.

Options detail | extensive | terse—(Optional) Display the specified level of output.

aci-interface-set-name—(Optional) Display all dynamic subscriber sessions that use
the specified agent circuit identifier (ACI) interface set. Use the ACI interface set

name generated by the router, such as aci-1003-ge-1/0/0.4001, and not the actual

ACI value found in the DHCP or PPPoE control packets.
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address—(Optional)Displaysubscriberswhose IPaddressmatches thespecifiedaddress.
Youmust specify the IPv4 or IPv6 address prefix without a netmask (for example,

192.0.2.0). If you specify the IP address as a prefix with a netmask (for example,

192.0.2.0/32), the router displaysamessage that the IPaddress is invalid, and rejects

the command.

agent-circuit-identifier-substring—(Optional) Display all dynamic subscriber sessions
whose ACI value matches the specified substring.

client-type—(Optional) Display subscribers whose client typematches one of the
following client types:

• dhcp—DHCP clients only.

• dotlx—Dotlx clients only.

• essm—ESSM clients only.

• fwauth—FwAuth (authenticated across a firewall) clients only.

• l2tp—L2TP clients only.

• mlppp—MLPPP clients only.

• ppp—PPP clients only.

• pppoe—PPPoE clients only.

• static—Static clients only.

• vlan—VLAN clients only.

• vlan-oob—VLAN out-of-band (ANCP-triggered) clients only.

• vpls-pw—VPLS pseudowire clients only.

• xauth—Xauth clients only.

count—(Optional) Display the count of total subscribers and active subscribers for any
specified option. You can use the count option alone orwith the address, client-type,

interface, logical-system,mac-address,profile-name, routing-instance,stacked-vlan-id,

subscriber-state, or vlan-id options.

id session-id—(Optional)Displaya specific subscriber sessionwhose session IDmatches
the specified subscriber ID. You can display subscriber IDs by using the show

subscribers extensive or the show subscribers interface extensive commands.

id session-id accounting-statistics—(Optional) Display accurate subscriber accounting
statistics for a subscriber session with the specified ID. Requires the

actual-transmit-statistics statement to be configured in the dynamic profile for the

dynamic logical interface.

interface—(Optional)Displaysubscriberswhose interfacematches thespecified interface.
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interface accounting-statistics—(Optional) Display subscriber accounting statistics for
the specified interface. Requires the actual-transmit-statistics statement to be

configured in the dynamic profile for the dynamic logical interface.

logical-system—(Optional) Display subscribers whose logical systemmatches the

specified logical system.

mac-address—(Optional)Display subscriberswhoseMACaddressmatches thespecified
MAC address.

physical-interface-name—(M120, M320, andMX Series routers only) (Optional) Display
subscribers whose physical interface matches the specified physical interface.

profile-name—(Optional) Display subscribers whose dynamic profile matches the
specified profile name.

routing-instance—(Optional) Display subscribers whose routing instancematches the
specified routing instance.

stacked-vlan-id—(Optional) Display subscribers whose stacked VLAN IDmatches the
specified stacked VLAN ID.

subscriber-state—(Optional) Display subscribers whose subscriber state matches the
specified subscriber state (ACTIVE, CONFIGURED, INIT, TERMINATED, or

TERMINATING).

user-name—(M120, M320, and MX Series routers only) (Optional) Display subscribers
whose usernamematches the specified subscriber name.

vci-identifier—(MX Series routers with MPCs and ATMMICs with SFP only) (Optional)

Display active ATM subscribers whose ATM virtual circuit identifier (VCI) matches

the specified VCI identifier. The range of values is 0 through 255.

vpi-identifier—(MX Series routers with MPCs and ATMMICs with SFP only) (Optional)

Display active ATM subscribers whose ATM virtual path identifier (VPI)matches the

specified VPI identifier. The range of values is 0 through 65,535.

vlan-id—(Optional) Display subscribers whose VLAN IDmatches the specified VLAN ID,
regardless of whether the subscriber uses a single-tagged or double-tagged VLAN.

For subscribers using a double-tagged VLAN, this option displays subscribers where

the innerVLANtagmatches the specifiedVLAN ID.Todisplayonly subscriberswhere

the specified value matches only double-tagged VLANs, use the stacked-vlan-id

stacked-vlan-id option to match the outer VLAN tag.

NOTE: Because of display limitations, logical system and routing instance
output values are truncated when necessary.

Required Privilege
Level

view
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Related
Documentation

show subscribers summary on page 788•

• Verifying and Managing Agent Circuit Identifier-Based Dynamic VLAN Configuration

• Verifying and Managing Configurations for Dynamic VLANs Based on Access-Line

Identifiers

• Verifying and Managing Junos OS Enhanced Subscriber Management

List of Sample Output show subscribers (IPv4) on page 768
show subscribers (IPv6) on page 768
show subscribers (IPv4 and IPv6 Dual Stack) on page 768
show subscribers (Single Session DHCPDual Stack) on page 768
show subscribers (Single Session DHCPDual Stack detail) on page 768
show subscribers (LNS onMX Series Routers) on page 769
show subscribers (L2TP Switched Tunnels) on page 769
show subscribers client-type dhcp detail on page 769
show subscribers client-type dhcp extensive on page 770
show subscribers client-type vlan-oob detail on page 770
show subscribers count on page 771
show subscribers address detail (IPv6) on page 771
show subscribers detail (IPv4) on page 771
show subscribers detail (IPv6) on page 772
show subscribers detail (pseudowire Interface for GRE Tunnel) on page 772
show subscribers detail (IPv6 Static Demux Interface) on page 772
show subscribers detail (L2TP LNS Subscribers onMX Series Routers) on page 773
show subscribers detail (L2TP Switched Tunnels) on page 773
show subscribers detail (Tunneled Subscriber) on page 773
show subscribers detail (IPv4 and IPv6 Dual Stack) on page 774
show subscribers detail (ACI Interface Set Session) on page 774
showsubscribersdetail (PPPoESubscriberSessionwithACI InterfaceSet)onpage775
show subscribers extensive on page 775
showsubscribersextensive(PassiveOpticalNetworkCircuit InterfaceSet)onpage775
show subscribers extensive (DNS Addresses fromAccess Profile or Global
Configuration) on page 776
show subscribers extensive (DNS Addresses fromRADIUS) on page 776
show subscribers extensive (IPv4 DNS Addresses fromRADIUS, IPv6 fromAccess
Profile or Global Configuration) on page 777
show subscribers extensive (RPF Check Fail Filter) on page 777
showsubscribersextensive(L2TPLNSSubscribersonMXSeriesRouters)onpage778
show subscribers extensive (IPv4 and IPv6 Dual Stack) on page 778
show subscribers extensive (ADF Rules ) on page 779
show subscribers extensive (Effective Shaping-Rate) on page 779
show subscribers extensive (PPPoE Subscriber Access Line Rates on page 780
show subscribers extensive (Subscriber Session Using PCEF Profile) on page 781
showsubscribersaci-interface-set-namedetail (SubscriberSessionsUsingSpecified
ACI Interface Set) on page 782
show subscribers agent-circuit-identifier detail (Subscriber Sessions Using Specified
ACI Substring) on page 782
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show subscribers id accounting-statistics on page 783
show subscribers interface accounting-statistics on page 783
show subscribers interface extensive on page 784
show subscribers logical-system terse on page 785
show subscribers physical-interface count on page 785
show subscribers routing-instance inst1 count on page 785
show subscribers stacked-vlan-id detail on page 785
show subscribers stacked-vlan-id vlan-id detail (Combined Output) on page 785
show subscribers stacked-vlan-id vlan-id interface detail (Combined Output for a
Specific Interface) on page 785
show subscribers user-name detail on page 785
show subscribers vlan-id on page 786
show subscribers vlan-id detail on page 786
showsubscribersvpivciextensive(PPPoE-over-ATMSubscriberSession)onpage786
show subscribers address detail (Enhanced Subscriber Management) on page 787

Output Fields Table 48 on page 762 lists the output fields for the show subscribers command. Output

fields are listed in the approximate order in which they appear.

Table 48: show subscribers Output Fields

Field DescriptionField Name

Interface associated with the subscriber. The router or switch displays subscribers whose interface
matches or begins with the specified interface.

The * character indicates a continuation of addresses for the same session.

Interface

Subscriber IP address or VLAN ID associated with the subscriber in the form tpid.vlan-id

No IPaddressorVLAN ID isassigned toanL2TPtunnel-switchedsession. For thesesubscriber sessions
the value is Tunnel-switched.

IP Address/VLAN ID

Name of subscriber.User Name

Logical system and routing instance associated with the subscriber.LS:RI

Subscriber client type (DHCP, GRE, L2TP, PPP, PPPoE, STATIC-INTERFACE, VLAN).Type

Subscriber IPv4 address.IP Address

Subscriber IP netmask.

(MXSeries)This fielddisplays255.255.255.255bydefault. For tunneledor terminatedPPPsubscribers
only, this field displays the actual value of Framed-IP-Netmask when the SDB_FRAMED_PROTOCOL
attribute in the session database is equal to AUTHD_FRAMED_PROTOCOL_PPP. This occurs in the
use case where the LNS generates access-internal routes when it receives Framed-IP-Netmask from
RADIUS during authorization. When it receives Framed-Pool from RADIUS, the pool mask is ignored
and the default /32 mask is used.

IP Netmask

IP address of primary DNS server.

This field is displayed with the extensive option only when the address is provided by RADIUS.

Primary DNS Address
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Table 48: show subscribers Output Fields (continued)

Field DescriptionField Name

IP address of secondary DNS server.

This field is displayed with the extensive option only when the address is provided by RADIUS.

SecondaryDNSAddress

IPv6 address of primary DNS server.

This field is displayed with the extensive option only when the address is provided by RADIUS.

IPv6 Primary DNS
Address

IPv6 address of secondary DNS server.

This field is displayed with the extensive option only when the address is provided by RADIUS.

IPv6 Secondary DNS
Address

IP addresses for the DNS server, displayed in order of configuration.

This field is displayed with the extensive option only when the addresses are derived from the access
profile or the global access configuration.

Domain name server
inet

IPv6 addresses for the DNS server, displayed in order of configuration.

This field is displayed with the extensive option only when the addresses are derived from the access
profile or the global access configuration.

Domain name server
inet6

IP address of primaryWINS server.PrimaryWINS Address

IP address of secondaryWINS server.SecondaryWINS
Address

Subscriber IPv6 address, or multiple addresses.IPv6 Address

Subscriber IPv6 prefix. If you are using DHCPv6 prefix delegation, this is the delegated prefix.IPv6 Prefix

IPv6 prefix obtained through ND/RA.IPv6 User Prefix

Subscriber IPv6 address pool. The IPv6 address pool is used to allocate IPv6 prefixes to the DHCPv6
clients.

IPv6 Address Pool

Length of the network portion of the IPv6 address.IPv6 Network Prefix
Length

Length of the subscriber IPv6 prefix.IPv6 Prefix Length

Logical system associated with the subscriber.Logical System

Routing instance associated with the subscriber.Routing Instance

(Enhanced subscriber management for MX Series routers) Name of the enhanced subscriber
management logical interface, in the form demux0.nnnn (for example, demux0.3221225472), towhich
access-internal and framed subscriber routes are mapped.

Interface

Whether the subscriber interface is Static or Dynamic.Interface Type
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Table 48: show subscribers Output Fields (continued)

Field DescriptionField Name

Internally generated name of the dynamic ACI or ALI interface set used by the subscriber session. The
prefix of the name indicates the string received in DHCP or PPPoE control packets on which the
interface set is based. For ALI interface sets, the prefix indicates that the value is configured as a
trusted option to identify the subscriber line.

The name of the interface set uses one of the following prefixes:

• aci—ACI; for example, aci-1033-demux0.3221225524.This is theonlyprefix allowed forACI interface
sets.

• ari—ARI; for example, ari-1033-demux0.3221225524.

• aci+ari—Both the ACI and ARI; for example, aci+ari-1033-demux0.3221225524.

• noids—Neither the ACI nor the ARI were received; for example, noids-1033-demux0.3221225524.

NOTE: ACI interface sets are configured with the agent-circuit-identifier autoconfiguration stanza.
ALI interface sets are configured with the line-identity autoconfiguration stanza.

Besides dynamic ACI and ALI interface sets, this field can be an interface set based on a substring of
the ARI string. This occurs when the dynamic profile includes the predefined variable
$junos-pon-id-interface-set-name, and the profile is applied for a passive optical network (PON).
The ARI string is inserted by the optical line terminal (OLT). The final substring in the string, unique
for the PON, identifies individual subscriber circuits, and is used as the name of the interface set.

Interface Set

Interface type of the ACI interface set: Dynamic. This is the only ACI interface set type currently
supported.

Interface Set Type

Identifier of the dynamic ACI interface set entry in the session database.Interface Set Session ID

Name of the underlying interface for the subscriber session.Underlying Interface

Dynamic profile used for the subscriber.Dynamic Profile Name

Version number of the dynamic profile used for the subscriber.DynamicProfile Version

MAC address associated with the subscriber.MACAddress

Current state of the subscriber session (Init, Configured, Active, Terminating, Tunneled).State

Current state of the L2TP session, Tunneled or Tunnel-switched. When the value is Tunnel-switched,
two entries are displayed for the subscriber; the first entry is at the LNS interface on the LTS and the
second entry is at the LAC interface on the LTS.

L2TP State

Name of the L2TP tunnel switch profile that initiates tunnel switching.Tunnel switch Profile
Name

IP address of the local gateway (LAC).Local IP Address

IP address of the remote peer (LNS).Remote IP Address

VLAN ID associated with the subscriber in the form tpid.vlan-id.VLAN Id
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Table 48: show subscribers Output Fields (continued)

Field DescriptionField Name

Stacked VLAN ID associated with the subscriber in the form tpid.vlan-id.Stacked VLAN Id

RADIUS accounting ID associated with the subscriber.RADIUS Accounting ID

For the dhcp client type, option 82 agent circuit ID associated with the subscriber. The ID is displayed
as an ASCII string unless the value has nonprintable characters, in which case it is displayed in
hexadecimal format.

For the vlan-oob client type, the agent circuit ID or access-loop circuit identifier that identifies the
subscriber line based on the subscriber-facing DSLAM interface on which the subscriber request
originates.

Agent Circuit ID

For the dhcp client type, option 82 agent remote ID associatedwith the subscriber. The ID is displayed
as an ASCII string unless the value has nonprintable characters, in which case it is displayed in
hexadecimal format.

For the vlan-oob client type, the agent remote ID or access-loop remote identifier that identifies the
subscriber line based on the NAS-facing DSLAM interface onwhich the subscriber request originates.

Agent Remote ID

Actual transmitted subscriber accounting statistics by session ID or interface. Service accounting
statistics are not included. These statistics do not include overhead bytes or dropped packets; they
are the accurate statistics used by RADIUS. The statistics are counted when the
actual-transmit-statistics statement is included in the dynamic profile.

Accounting Statistics

IP address used by the DHCP relay agent.DHCP Relay IP Address

(MX Series routers with MPCs and ATMMICs with SFP only) ATM virtual path identifier (VPI) on the
subscriber’s physical interface.

ATMVPI

(MX Series routers with MPCs and ATMMICs with SFP only) ATM virtual circuit identifier (VCI) for
each VPI configured on the subscriber interface.

ATMVCI

Date and time at which the subscriber logged in.Login Time

len = number of hex values in the message. The hex values specify the type, length, value (TLV) for
DHCPv6 options.

DHCPV6Options

len = number of hex values in the message. The hex values specify the type, length, value (TLV) for
DHCP options.

Server DHCPOptions

len = number of hex values in the message. The hex values specify the type, length, value (TLV) for
DHCPv6 options.

ServerDHCPV6Options

len = number of hex values in the message. The hex values specify the type, length, value (TLV) for
DHCPv6 options.

DHCPV6Header

Actual downstream traffic shaping rate for the subscriber, in kilobits per second.Effective shaping-rate

Input service set in access dynamic profile.IPv4 Input Service Set
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Table 48: show subscribers Output Fields (continued)

Field DescriptionField Name

Output service set in access dynamic profile.IPv4OutputServiceSet

PCEF profile in access dynamic profile.PCEF Profile

PCC rule or rulebase used in dynamic profile.PCEF Rule/Rulebase

Values for variables that are passed into the dynamic profile from RADIUS.Dynamic configuration

Time at which the first family in this service became active.Service activation time

Name of the filter applied by the dynamic profile to IPv4 packets that fail the RPF check.IPv4 rpf-checkFail Filter
Name

Name of the filter applied by the dynamic profile to IPv6 packets that fail the RPF check.IPv6 rpf-checkFail Filter
Name

len = number of hex values in the message. The hex values specify the type, length, value (TLV) for
DHCP options, as defined in RFC 2132.

DHCPOptions

ID number for a subscriber service session.Session ID

ForDHCPv6subscribersonaPPPoEnetwork, displays thesession IDof theunderlyingPPPoE interface.Underlying Session ID

Number of service sessions (that is, a service activated using RADIUS CoA) associated with the
subscribers.

Service Sessions

Service session profile name.Service Session Name

Numberof secondsofaccessprovided to thesubscriberbefore thesession isautomatically terminated.Session Timeout
(seconds)

Number of seconds subscriber can be idle before the session is automatically terminated.Idle Timeout (seconds)

Name of the pool used for DHCPv6 prefix delegation.IPv6DelegatedAddress
Pool

Length of the prefix configured for the IPv6 delegated address pool.IPv6DelegatedNetwork
Prefix Length

Address assigned by the Framed-Ipv6-Prefix AAA attribute. This field is displayed only when the
predefined variable $junos-ipv6-address is used in the dynamic profile.

IPv6 Interface Address

Interface ID assigned by the Framed-Interface-Id AAA attribute.IPv6 Framed Interface
Id

Name assigned to the Ascend-Data-Filter (ADF) interface IPv4 input filter (client or service session).
The filter name is followed by the rules (in hexadecimal format) associated with the ADF filter and
the decoded rule in Junos OS filter style.

ADF IPv4 Input Filter
Name
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Table 48: show subscribers Output Fields (continued)

Field DescriptionField Name

Nameassigned to theAscend-Data-Filter (ADF) interface IPv4output filter (client or service session).
The filter name is followed by the rules (in hexadecimal format) associated with the ADF filter and
the decoded rule in Junos OS filter style.

ADF IPv4 Output Filter
Name

Name assigned to the Ascend-Data-Filter (ADF) interface IPv6 input filter (client or service session).
The filter name is followed by the rules (in hexadecimal format) associated with the ADF filter and
the decoded rule in Junos OS filter style.

ADF IPv6 Input Filter
Name

Nameassigned to theAscend-Data-Filter (ADF) interface IPv6output filter (client or service session).
The filter name is followed by the rules (in hexadecimal format) associated with the ADF filter and
the decoded rule in Junos OS filter style.

ADF IPv6 Output Filter
Name

Name assigned to the IPv4 input filter (client or service session).IPv4 Input Filter Name

Name assigned to the IPv4 output filter (client or service session).IPv4OutputFilterName

Name assigned to the IPv6 input filter (client or service session).IPv6 Input Filter Name

Name assigned to the IPv6 output filter (client or service session).IPv6OutputFilterName

Name assigned to the logical interface input filter (client or service session).IFL Input Filter Name

Name assigned to the logical interface output filter (client or service session).IFL Output Filter Name

PPPoE subscriber’s access line type reported by the PPPoE intermediate agent in a PADI or PADO
packet in the Vendor-Specific-Tags TLV in subattribute DSL-Type (0x0091). The DSL type is one of
the following types: ADSL, ADSL2, ADSL2+,OTHER, SDSL, VDSL, or VDSL2.

DSL type

Mode type of the PPPoE subscriber’s access line determined by the PPPoE daemon based on the
received subattribute DSL-Type (0x0091):

• Cell—When the DSL line type is one of the following: ADSL, ADSL2, or ADSL2+.

• Frame—When the DSL line type is one of the following: OTHER, SDSL, VDSL, or VDSL2.

The value is stored in the subscriber session database.

Frame/Cell Mode

Number of bytes added to or subtracted from the actual downstream cell or frame overhead to
account for the technology overhead of the DSL line type. The value is determined by the PPPoE
daemonbased on the received subattributeDSL-Type (0x0091). The value is stored in the subscriber
session database.

Overhead accounting
bytes

Unadjusted upstream data rate for the PPPoE subscriber’s access line reported by the PPPoE
intermediate agent in a PADI or PADO packet in the Vendor-Specific-Tags TLV in subattribute
Actual-Net-Data-Rate-Upstream (0x0081).

Actual upstream data
rate

Unadjusted downstream data rate for the PPPoE subscriber’s access line reported by the PPPoE
intermediate agent in a PADI or PADO packet in the Vendor-Specific-Tags TLV in subattribute
Actual-Net-Data-Rate-Downstream (0x0082).

Actual downstream
data rate

Adjusted downstream data rate for the PPPoE subscriber’s access line, calculated by the PPPoE
daemon and stored in the subscriber session database.

Adjusted downstream
data rate
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Table 48: show subscribers Output Fields (continued)

Field DescriptionField Name

Adjustedupstreamdata rate for thePPPoE subscriber’s access line, calculatedby thePPPoEdaemon
and stored in the subscriber session database.

Adjustedupstreamdata
rate

Sample Output

show subscribers (IPv4)

user@host> show subscribers
Interface               IP Address/VLAN ID   User Name         LS:RI
ge-1/3/0.1073741824     10                                    default:default
demux0.1073741824       203.0.113.10        WHOLESALER-CLIENT default:default
demux0.1073741825       203.0.113.3         RETAILER1-CLIENT  test1:retailer1
demux0.1073741826       203.0.113.3         RETAILER2-CLIENT  test1:retailer2

show subscribers (IPv6)

user@host> show subscribers
Interface          IP Address/VLAN ID   User Name           LS:RI
ge-1/0/0.0         2001:db8:c0:0:0:0/74    WHOLESALER-CLIENT   default:default
     *             2001:db8:1/128          subscriber-25       default:default

show subscribers (IPv4 and IPv6 Dual Stack)

user@host> show subscribers
Interface           IP Address/VLAN ID         User Name                      
LS:RI
demux0.1073741834   0x8100.1002 0x8100.1                                 
default:default
demux0.1073741835   0x8100.1001 0x8100.1                                 
default:default
pp0.1073741836      203.0.113.13             dualstackuser1@example1.com     
default:ASP-1
*                   2001:db8:1::/48
*                   2001:db8:1:1::/64
pp0.1073741837      203.0.113.33             dualstackuser2@example1.com     
default:ASP-1
*                   2001:db8:1:2:5::/64

show subscribers (Single Session DHCPDual Stack)

user@host> show subscribers

Interface           IP Address/VLAN ID        User Name               LS:RI
demux0.1073741364   192.168.10.10             dual-stack-retail35     default:default
                    2001:db8::100:0:0:0/74                            default:default
                    2001:db8:3ffe:0:4::/64

show subscribers (Single Session DHCPDual Stack detail)

user@host> show subscribers id 27 detail
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Type: DHCP
User Name: dual-stack-retail33
IP Address: 10.10.0.53
IPv6 Address: 2001:db8:3000:0:0:8003::2
IPv6 Prefix: 2001:db8:3ffe:0:4::/64
Logical System: default
Routing Instance: default
Interface: ae0.3221225472
Interface type: Static
Underlying Interface: ae0.3221225472
Dynamic Profile Name: dhcp-retail-18
MAC Address: 00:00:5E:00:53:02
State: Active
DHCP Relay IP Address: 10.10.0.1
Radius Accounting ID: 27
Session ID: 27
PFE Flow ID: 2
Stacked VLAN Id: 2000
VLAN Id: 1
Login Time: 2014-05-15 10:12:10 PDT
DHCP Options: len 60
00 08 00 02 00 00 00 01 00 0a 00 03 00 01 00 00 64 01 01 02
00 06 00 04 00 03 00 19 00 03 00 0c 00 00 00 00 00 00 00 00
00 00 00 00 00 19 00 0c 00 00 00 00 00 00 00 00 00 00 00 00

show subscribers (LNS onMX Series Routers)

user@host> show subscribers
Interface          IP Address/VLAN ID   User Name         LS:RI
si-4/0/0.1         192.0.2.0          user@example.com   default:default

show subscribers (L2TP Switched Tunnels)

user@host> show subscribers
Interface           IP Address/VLAN ID    User Name              LS:RI
si-2/1/0.1073741842 Tunnel-switched       user@example.com        default:default

si-2/1/0.1073741843 Tunnel-switched       user@example.com        default:default

show subscribers client-type dhcp detail

user@host> show subscribers client-type dhcp detail
Type: DHCP
IP Address: 203.0.113.29
IP Netmask: 255.255.0.0
Logical System: default
Routing Instance: default
Interface: demux0.1073744127
Interface type: Dynamic
Dynamic Profile Name: dhcp-demux
MAC Address: 00:00:5e:00:53:98
State: Active
Radius Accounting ID: user :2304
Login Time: 2009-08-25 14:43:52 PDT

Type: DHCP
IP Address: 203.0.113.27
IP Netmask: 255.255.0.0
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Logical System: default
Routing Instance: default
Interface: demux0.1073744383
Interface type: Dynamic
Dynamic Profile Name: dhcp-demux-prof
MAC Address: 00:00:5e:00:53:f3
State: Active
Radius Accounting ID: 1234 :2560
Login Time: 2009-08-25 14:43:56 PDT

show subscribers client-type dhcp extensive

user@host> show subscribers client-type dhcp extensive
Type: DHCP
User Name: user
IP Address: 30.11.1.4
IP Netmask: 255.0.0.0
IPv6 Address: 7001:2:3::103
IPv6 Prefix: 7001::/68
Domain name server inet6: abcd::1 abcd::2 
Logical System: default
Routing Instance: default
Interface: ge-0/0/0.0
Interface type: Static
Underlying Interface: ge-0/0/0.0
MAC Address: 00:10:94:00:00:01
State: Configured
Radius Accounting ID: 10
Session ID: 10
PFE Flow ID: 2
VLAN Id: 100
Agent Circuit ID: ge-0/0/0:100
Agent Remote ID: ge-0/0/0:100
Login Time: 2017-05-23 12:52:22 IST
DHCPV6 Options: len 69
00 01 00 0e 00 01 00 01 59 23 e3 31 00 10 94 00 00 01 00 08
00 02 00 00 00 19 00 29 00 00 00 00 00 04 9d 40 00 07 62 00
00 1a 00 19 00 09 3a 80 00 27 8d 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
Server DHCP Options: len 13
3a 04 00 00 00 ff 00 3b 04 00 00 0f 00
Server DHCPV6 Options: len 8
00 0a 00 04 ab cd ef ab
DHCPV6 Header: len 4
01 00 00 04
IP Address Pool: al_pool30
IPv6 Address Pool: ia_na_pool
IPv6 Delegated Address Pool: prefix_delegate_pool

show subscribers client-type vlan-oob detail

user@host> show subscribers client-type vlan-oob detail
Type: VLAN-OOB
User Name: L2WS.line-aci-1.line-ari-1
Logical System: default
Routing Instance: ISP1
Interface: demux0.1073744127
Interface type: Dynamic
Underlying Interface: ge-1/0/0
Dynamic Profile Name: Prof_L2WS
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Dynamic Profile Version: 1
State: Active
Radius Accounting ID: 1234
Session ID: 77
VLAN Id: 126
Core-Facing Interface: ge-2/1/1
VLAN Map Id: 6
Inner VLAN Map Id: 2001
Agent Circuit ID: line-aci-1
Agent Remote ID: line-ari-1
Login Time: 2013-10-29 14:43:52 EDT 

show subscribers count

user@host> show subscribers count
Total Subscribers: 188, Active Subscribers: 188

show subscribers address detail (IPv6)

user@host> show subscribers address 203.0.113.137 detail
Type: PPPoE
User Name: pppoeTerV6User1Svc
IP Address: 203.0.113.137
IP Netmask: 255.0.0.0
IPv6 User Prefix: 2001:db8:0:c88::/32
Logical System: default
Routing Instance: default
Interface: pp0.1073745151
Interface type: Dynamic
Underlying Interface: demux0.8201
Dynamic Profile Name: pppoe-client-profile
MAC Address: 00:00:5e:00:53:53
Session Timeout (seconds): 31622400
Idle Timeout (seconds): 86400
State: Active
Radius Accounting ID: example demux0.8201:6544
Session ID: 6544
Agent Circuit ID: ifl3720
Agent Remote ID: ifl3720
Login Time: 2012-05-21 13:37:27 PDT
Service Sessions: 1

show subscribers detail (IPv4)

user@host> show subscribers detail
Type: DHCP
IP Address: 203.0.113.29
IP Netmask: 255.255.0.0
Primary DNS Address: 192.0.2.0
Secondary DNS Address: 192.0.2.1
Primary WINS Address: 192.0.2.3
Secondary WINS Address: 192.0.2.4
Logical System: default
Routing Instance: default
Interface: demux0.1073744127
Interface type: Dynamic
Dynamic Profile Name: dhcp-demux-prof
MAC Address: 00:00:5e:00:53:98
State: Active
Radius Accounting ID: example :2304
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Idle Timeout (seconds): 600
Login Time: 2009-08-25 14:43:52 PDT
DHCP Options: len 52
35 01 01 39 02 02 40 3d 07 01 00 10 94 00 00 08 33 04 00 00
00 3c 0c 15 63 6c 69 65 6e 74 5f 50 6f 72 74 20 2f 2f 36 2f
33 2d 37 2d 30 37 05 01 06 0f 21 2c
Service Sessions: 2

show subscribers detail (IPv6)

user@host> show subscribers detail
Type: DHCP
User Name: pd-user1
IPv6 Prefix: 2001:db8:ffff:1::/32
Logical System: default
Routing Instance: default
Interface: ge-3/1/3.2
Interface type: Static
MAC Address: 00:00:5e:00:53:03
State: Active
Radius Accounting ID: 1
Session ID: 1
Login Time: 2011-08-25 12:12:26 PDT
DHCP Options: len 42
00 08 00 02 00 00 00 01 00 0a 00 03 00 01 00 51 ff ff 00 03
00 06 00 02 00 19 00 19 00 0c 00 00 00 00 00 00 00 00 00 00
00 00

show subscribers detail (pseudowire Interface for GRE Tunnel)

user@host> show subscribers detail
Interface           IP Address/VLAN ID        User Name           LS:RI
ps0.3221225484      30.1.0.2
ps0.3221225485      30.1.0.3
demux0.3221225486    1                                            default:default

demux0.3221225487    1                                            default:default

demux0.3221225488   100.16.0.1                                    default:default

demux0.3221225489   100.16.0.2                                    default:default

show subscribers detail (IPv6 Static Demux Interface)

user@host> show subscribers detail
Type: STATIC-INTERFACE
User Name: user@example.net
IPv6 Prefix: 2001:db8:3:4:5:6:7:aa/32
Logical System: default
Routing Instance: default
Interface: demux0.1
Interface type: Static
Dynamic Profile Name: junos-default-profile
State: Active
Radius Accounting ID: 185
Login Time: 2010-05-18 14:33:56 EDT
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show subscribers detail (L2TP LNS Subscribers onMX Series Routers)

user@host> show subscribers detail
Type: L2TP
User Name: user@example.net
IP Address: 203.0.113.58
IP Netmask: 255.255.0.0
Logical System: default
Routing Instance: default
Interface: si-5/2/0.1073749824
Interface type: Dynamic
Dynamic Profile Name: dyn-lns-profile2
Dynamic Profile Version: 1
State: Active
Radius Accounting ID: 8001
Session ID: 8001
Login Time: 2011-04-25 20:27:50 IST

show subscribers detail (L2TP Switched Tunnels)

user@host> show subscribers detail
Type: L2TP
User Name: user@example.com
Logical System: default
Routing Instance: default
Interface: si-2/1/0.1073741842
Interface type: Dynamic
Dynamic Profile Name: dyn-lts-profile
State: Active
L2TP State: Tunnel-switched
Tunnel switch Profile Name: ce-lts-profile
Local IP Address: 203.0.113.51
Remote IP Address: 192.0.2.0
Radius Accounting ID: 21
Session ID: 21
Login Time: 2013-01-18 03:01:11 PST

Type: L2TP
User Name: user@example.com
Logical System: default
Routing Instance: default
Interface: si-2/1/0.1073741843
Interface type: Dynamic
Dynamic Profile Name: dyn-lts-profile
State: Active
L2TP State: Tunnel-switched
Tunnel switch Profile Name: ce-lts-profile
Local IP Address: 203.0.113.31
Remote IP Address: 192.0.2.1
Session ID: 22
Login Time: 2013-01-18 03:01:14 PST

show subscribers detail (Tunneled Subscriber)

user@host> show subscribers detail
Type: PPPoE
User Name: user1@example.com
Logical System: default
Routing Instance: default
Interface: pp0.1
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State: Active, Tunneled
Radius Accounting ID: 512

show subscribers detail (IPv4 and IPv6 Dual Stack)

user@host> show subscribers detail
Type: VLAN
Logical System: default
Routing Instance: default
Interface: demux0.1073741824
Interface type: Dynamic
Dynamic Profile Name: svlanProfile
State: Active
Session ID: 1
Stacked VLAN Id: 0x8100.1001
VLAN Id: 0x8100.1
Login Time: 2011-11-30 00:18:04 PST

Type: PPPoE
User Name: dualstackuser1@example1.com
IP Address: 203.0.113.13
IPv6 Prefix: 2001:db8:1::/32
IPv6 User Prefix: 2001:db8:1:1::/32
Logical System: default
Routing Instance: ASP-1
Interface: pp0.1073741825
Interface type: Dynamic
Dynamic Profile Name: dualStack-Profile1
MAC Address: 00:00:5e:00:53:02
State: Active
Radius Accounting ID: 2
Session ID: 2
Login Time: 2011-11-30 00:18:05 PST

Type: DHCP
IPv6 Prefix: 2001:db8:1::/32
Logical System: default
Routing Instance: ASP-1
Interface: pp0.1073741825
Interface type: Static
MAC Address: 00:00:5e:00:53:02
State: Active
Radius Accounting ID: test :3
Session ID: 3
Underlying Session ID: 2
Login Time: 2011-11-30 00:18:35 PST
DHCP Options: len 42
00 08 00 02 0b b8 00 01 00 0a 00 03 00 01 00 00 64 03 01 02
00 06 00 02 00 19 00 19 00 0c 00 00 00 00 00 00 00 00 00 00
00 00

show subscribers detail (ACI Interface Set Session)

user@host> show subscribers detail
Type: VLAN
Logical System: default
Routing Instance: default
Interface: ge-1/0/0
Interface Set: aci-1001-ge-1/0/0.2800
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Interface Set Session ID: 0
Underlying Interface: ge-1/0/0.2800
Dynamic Profile Name: aci-vlan-set-profile-2
Dynamic Profile Version: 1
State: Active
Session ID: 1
Agent Circuit ID: aci-ppp-dhcp-20
Login Time: 2012-05-26 01:54:08 PDT

show subscribers detail (PPPoE Subscriber Session with ACI Interface Set)

user@host> show subscribers detail
Type: PPPoE
User Name: ppphint2
IP Address: 203.0.113.15
Logical System: default
Routing Instance: default
Interface: pp0.1073741825
Interface type: Dynamic
Interface Set: aci-1001-demux0.1073741824
Interface Set Type: Dynamic
Interface Set Session ID: 2
Underlying Interface: demux0.1073741824
Dynamic Profile Name: aci-vlan-pppoe-profile
Dynamic Profile Version: 1
MAC Address: 00:00:5e:00:53:02
State: Active
Radius Accounting ID: 3
Session ID: 3
Agent Circuit ID: aci-ppp-dhcp-dvlan-50
Login Time: 2012-03-07 13:46:53 PST

show subscribers extensive

user@host> show subscribers extensive
Type: DHCP
User Name: pd-user1
IPv6 Prefix: 2001:db8:ffff:1::/32
Logical System: default
Routing Instance: default
Interface: ge-3/1/3.2
Interface type: Static
MAC Address: 00:00:5e:00:53:03
State: Active
Radius Accounting ID: 1
Session ID: 1
Login Time: 2011-08-25 12:12:26 PDT
DHCP Options: len 42
00 08 00 02 00 00 00 01 00 0a 00 03 00 01 00 51 ff ff 00 03
00 06 00 02 00 19 00 19 00 0c 00 00 00 00 00 00 00 00 00 00
00 00
IPv6 Address Pool: pd_pool
IPv6 Network Prefix Length: 48

show subscribers extensive (Passive Optical Network Circuit Interface Set)

user@host> show subscribers client-type dhcp extensive
Type: DHCP
IP Address: 192.0.2.136
IP Netmask: 255.255.0.0
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Logical System: default
Routing Instance: default
Interface: demux0.1073741842
Interface type: Dynamic
Interface Set: otl01.xyz101-202
Underlying Interface: demux0.1073741841
Dynamic Profile Name: dhcp-profile
MAC Address: 00:10:94:00:00:02
State: Active
Radius Accounting ID: jnpr :19
Session ID: 19
VLAN Id: 1100
Agent Remote ID: ABCD01234|100M|AAAA01234|otl01.xyz101-202

Login Time: 2017-03-29 10:30:46 PDT
DHCP Options: len 97
35 01 01 39 02 02 40 3d 07 01 00 10 94 00 00 02 33 04 00 00
17 70 0c 15 63 6c 69 65 6e 74 5f 50 6f 72 74 20 2f 2f 32 2f
32 2d 31 2d 31 37 05 01 06 0f 21 2c 52 2b 02 29 41 42 43 44
30 31 32 33 34 7c 31 30 30 4d 7c 41 41 41 41 30 31 32 33 34
7c 6f 74 6c 30 31 2e 78 79 7a 31 30 31 2d 32 30 32
IP Address Pool: POOL-V4

show subscribers extensive (DNS Addresses fromAccess Profile or Global Configuration)

user@host> show subscribers extensive
Type: DHCP
User Name: test-user@example-com
IP Address: 192.0.2.119
IP Netmask: 255.255.255.255
Domain name server inet: 198.51.100.1 198.51.100.2
IPv6 Address: 2001:db8::1:11
Domain name server inet6: 2001:db8:5001::12 2001:db8:3001::12
Logical System: default
Routing Instance: default
Interface: ge-2/0/3.0
Interface type: Static
Underlying Interface: ge-2/0/3.0
MAC Address: 00:00:5E:00:53:00
State: Active
Radius Accounting ID: 5
Session ID: 5
Login Time: 2017-01-31 11:16:21 IST
DHCP Options: len 53
35 01 01 39 02 02 40 3d 07 01 00 10 94 00 00 03 33 04 00 00
00 3c 0c 16 63 6c 69 65 6e 74 5f 50 6f 72 74 20 2f 2f 35 2f
31 32 2d 30 2d 30 37 05 01 06 0f 21 2c
IP Address Pool: v4-pool

show subscribers extensive (DNS Addresses fromRADIUS)

user@host> show subscribers extensive
Type: DHCP
User Name: test-user@example-com
IP Address: 192.0.2.119
IP Netmask: 255.255.255.255
Primary DNS Address: 198.51.100.1
Secondary DNS Address: 198.51.100.2
IPv6 Address: 2001:db8::1:11
IPv6 Primary DNS Address: 2001:db8:5001::12

Copyright © 2017, Juniper Networks, Inc.776

Broadband Subscriber Access Protocols Feature Guide



IPv6 Secondary DNS Address: 2001:db8:3001::12
Logical System: default
Routing Instance: default
Interface: ge-2/0/3.0
Interface type: Static
Underlying Interface: ge-2/0/3.0
MAC Address: 00:00:5E:00:53:00
State: Active
Radius Accounting ID: 5
Session ID: 5
Login Time: 2017-01-31 11:16:21 IST
DHCP Options: len 53
35 01 01 39 02 02 40 3d 07 01 00 10 94 00 00 03 33 04 00 00
00 3c 0c 16 63 6c 69 65 6e 74 5f 50 6f 72 74 20 2f 2f 35 2f
31 32 2d 30 2d 30 37 05 01 06 0f 21 2c
IP Address Pool: v4-pool

showsubscribersextensive(IPv4DNSAddressesfromRADIUS, IPv6fromAccessProfileorGlobalConfiguration)

user@host> show subscribers extensive
Type: DHCP
User Name: test-user@example-com
IP Address: 192.0.2.119
IP Netmask: 255.255.255.255
Primary DNS Address: 198.51.100.1
Secondary DNS Address: 198.51.100.2
IPv6 Address: 2001:db8::1:11
Domain name server inet6: 2001:db8:5001::12 2001:db8:3001::12
Logical System: default
Routing Instance: default
Interface: ge-2/0/3.0
Interface type: Static
Underlying Interface: ge-2/0/3.0
MAC Address: 00:00:5E:00:53:00
State: Active
Radius Accounting ID: 5
Session ID: 5
Login Time: 2017-01-31 11:16:21 IST
DHCP Options: len 53
35 01 01 39 02 02 40 3d 07 01 00 10 94 00 00 03 33 04 00 00
00 3c 0c 16 63 6c 69 65 6e 74 5f 50 6f 72 74 20 2f 2f 35 2f
31 32 2d 30 2d 30 37 05 01 06 0f 21 2c
IP Address Pool: v4-pool

show subscribers extensive (RPF Check Fail Filter)

user@host> show subscribers extensive
...
Type: VLAN
  Logical System: default
  Routing Instance: default
  Interface: ae0.1073741824
  Interface type: Dynamic
  Dynamic Profile Name: vlan-prof
  State: Active
  Session ID: 9
  VLAN Id: 100
  Login Time: 2011-08-26 08:17:00 PDT
  IPv4 rpf-check Fail Filter Name: rpf-allow-dhcp
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  IPv6 rpf-check Fail Filter Name: rpf-allow-dhcpv6
...

show subscribers extensive (L2TP LNS Subscribers onMX Series Routers)

user@host> show subscribers extensive
Type: L2TP
User Name: user@example.net
IP Address: 203.0.113.58
IP Netmask: 255.255.0.0
Logical System: default
Routing Instance: default
Interface: si-5/2/0.1073749824
Interface type: Dynamic
Dynamic Profile Name: dyn-lns-profile2
Dynamic Profile Version: 1
State: Active
Radius Accounting ID: 8001
Session ID: 8001
Login Time: 2011-04-25 20:27:50 IST
IPv4 Input Filter Name: classify-si-5/2/0.1073749824-in
IPv4 Output Filter Name: classify-si-5/2/0.1073749824-out

show subscribers extensive (IPv4 and IPv6 Dual Stack)

user@host> show subscribers extensive
Type: VLAN
Logical System: default
Routing Instance: default
Interface: demux0.1073741824
Interface type: Dynamic
Dynamic Profile Name: svlanProfile
State: Active
Session ID: 1
Stacked VLAN Id: 0x8100.1001
VLAN Id: 0x8100.1
Login Time: 2011-11-30 00:18:04 PST

Type: PPPoE
User Name: dualstackuser1@example1.com
IP Address: 203.0.113.13
IPv6 Prefix: 2001:db8:1::/32
IPv6 User Prefix: 2001:db8:1:1::/32
Logical System: default
Routing Instance: ASP-1
Interface: pp0.1073741825
Interface type: Dynamic
Dynamic Profile Name: dualStack-Profile1
MAC Address: 00:00:5e:00:53:02
State: Active
Radius Accounting ID: 2
Session ID: 2
Login Time: 2011-11-30 00:18:05 PST
IPv6 Delegated Network Prefix Length: 48
IPv6 Interface Address: 2001:db8:2016:1:1::1/64
IPv6 Framed Interface Id: 1:1:2:2
IPv4 Input Filter Name: FILTER-IN-pp0.1073741825-in
IPv4 Output Filter Name: FILTER-OUT-pp0.1073741825-out
IPv6 Input Filter Name: FILTER-IN6-pp0.1073741825-in
IPv6 Output Filter Name: FILTER-OUT6-pp0.1073741825-out
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Type: DHCP
IPv6 Prefix: 2001:db8:1::/32
Logical System: default
Routing Instance: ASP-1
Interface: pp0.1073741825
Interface type: Static
MAC Address: 00:00:5e:00:53:02
State: Active
Radius Accounting ID: test :3
Session ID: 3
Underlying Session ID: 2
Login Time: 2011-11-30 00:18:35 PST
DHCP Options: len 42
00 08 00 02 0b b8 00 01 00 0a 00 03 00 01 00 00 64 03 01 02
00 06 00 02 00 19 00 19 00 0c 00 00 00 00 00 00 00 00 00 00
00 00
IPv6 Delegated Network Prefix Length: 48

show subscribers extensive (ADF Rules )

user@host> show subscribers extensive
...
   Service Session ID: 12
   Service Session Name: SERVICE-PROFILE
   State: Active
   Family: inet
     ADF IPv4 Input Filter Name: __junos_adf_12-demux0.3221225474-inet-in
                       Rule 0: 010101000b0101020b020200201811
                               from {
                                   source-address 203.0.113.232;
                                   destination-address 198.51.100.0/24;
                                   protocol 17;
                               }
                               then {
                                   accept;
                               }

show subscribers extensive (Effective Shaping-Rate)

user@host> show subscribers extensive
Type: VLAN
Logical System: default
Routing Instance: default
Interface: demux0.1073741837
Interface type: Dynamic
Interface Set: ifset-1
Underlying Interface: ae1
Dynamic Profile Name: svlan-dhcp-test
State: Active
Session ID: 1
Stacked VLAN Id: 0x8100.201
VLAN Id: 0x8100.201
Login Time: 2011-11-30 00:18:04 PST
Effective shaping-rate: 31000000k
...
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show subscribers extensive (PPPoE Subscriber Access Line Rates

user@host> show subscribers extensive
Type: PPPoE
 IP Address: 192.85.128.1
 IP Netmask: 255.255.255.255
 Logical System: default
 Routing Instance: default
 Interface: pp0.3221225475               
 Interface type: Dynamic
 Underlying Interface: demux0.3221225474
 Dynamic Profile Name: pppoe-client-profile-with-cos
 MAC Address: 00:00:6c:07:01:02
 State: Active
 Radius Accounting ID: 4
 Session ID: 4
 PFE Flow ID: 14
 Stacked VLAN Id: 40
 VLAN Id: 1
 Agent Circuit ID: circuit0
 Agent Remote ID: remote0
 Login Time: 2017-04-06 15:52:32 PDT

 User Name: DAVE-L2BSA-SERVICE
 Logical System: default
 Routing Instance: isp-1-subscriber
 Interface: ge-1/2/4.3221225472
 Interface type: Dynamic
 Interface Set: ge-1/2/4
 Underlying Interface: ge-1/2/4
 Core IFL Name: ge-1/3/4.0
 Dynamic Profile Name: L2BSA-88a8-400LL1300VO
 State: Active
Radius Accounting ID: 1
 Session ID: 1
 PFE Flow ID: 14
 VLAN Id: 13
 VLAN Map Id: 102
 Inner VLAN Map Id: 1
 Agent Circuit ID: circuit-aci-3
 Agent Remote ID: remote49-3
 Login Time: 2017-04-05 16:59:29 EDT
 Service Sessions: 4
 IFL Input Filter Name: L2BSA-CP-400LL1300VO-ge-1/2/4.3221225472-in
 IFL Output Filter Name: L2BSA-CP-400LL1300VO-ge-1/2/4.3221225472-out
 Accounting interval: 900
 DSL type: VDSL
 Frame/Cell Mode: Frame
 Overhead accounting bytes: -10
 Actual upstream data rate: 1024 kbps
 Actual downstream data rate: 4096 kbps
 Adjusted downstream data rate: 3686 kbps
 Adjusted upstream data rate: 922 kbps
 Dynamic configuration: 
   junos-vlan-map-id: 102
   Service Session ID: 5
   Service Session Name: SRL-L1
   State: Active
   Family: inet, inet6
   IFL Input Filter Name: L2BSA-FWF-in-10048-ge-1/2/4.3221225472-in
   IFL Output Filter Name: L2BSA-FWF-out-25088-ge-1/2/4.3221225472-out
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   Service Activation time: 2017-04-05 16:59:30 EDT
   Dynamic configuration: 
     l2bsa-fwf-in: L2BSA-FWF-in-10048
     l2bsa-fwf-out: L2BSA-FWF-out-25088
     rldown: 25088
     rlup: 10048

show subscribers extensive (Subscriber Session Using PCEF Profile)

user@host> show subscribers extensive
Type: VLAN
Logical System: default
Routing Instance: default
Interface: demux0.3221225517
Interface type: Dynamic
Underlying Interface: ge-1/0/3
Dynamic Profile Name: svlan-dhcp
State: Active
Session ID: 59
PFE Flow ID: 71
Stacked VLAN Id: 0x8100.1
VLAN Id: 0x8100.2
Login Time: 2017-03-28 08:23:08 PDT

Type: DHCP
User Name: pcefuser
IP Address: 5.0.0.26
IP Netmask: 255.0.0.0
Logical System: default
Routing Instance: default
Interface: demux0.3221225518
Interface type: Dynamic
Underlying Interface: demux0.3221225517
Dynamic Profile Name: dhcp-client-prof
MAC Address: 00:11:01:00:00:01
State: Active
Radius Accounting ID: 60
Session ID: 60
PFE Flow ID: 73
Stacked VLAN Id: 1
VLAN Id: 2
Login Time: 2017-03-28 08:23:08 PDT
Service Sessions: 1
DHCP Options: len 9
35 01 01 37 04 01 03 3a 3b
IP Address Pool: pool-ipv4
IPv4 Input Service Set: tdf-service-set
IPv4 Output Service Set: tdf-service-set
PCEF Profile: pcef-prof-1
PCEF Rule/Rulebase: default
Dynamic configuration:
  junos-input-service-filter: svc-filt-1
  junos-input-service-set: tdf-service-set
  junos-output-service-filter: svc-filt-1
  junos-output-service-set: tdf-service-set
  junos-pcef-profile: pcef-prof-1
  junos-pcef-rule: default

   Service Session ID: 61
   Service Session Name: pcef-serv-prof
   State: Active
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   Family: inet
   IPv4 Input Service Set: tdf-service-set
   IPv4 Output Service Set: tdf-service-set
   PCEF Profile: pcef-prof-1
   PCEF Rule/Rulebase: limit-fb
   Service Activation time: 2017-03-28 08:31:19 PDT
   Dynamic configuration:
     pcef-prof: pcef-prof-1
     pcef-rule1: limit-fb
     svc-filt: svc-filt-1
     svc-set: tdf-service-set

show subscribers aci-interface-set-name detail (Subscriber Sessions Using Specified ACI Interface Set)

user@host> show subscribers aci-interface-set-name aci-1003-ge-1/0/0.4001 detail
Type: VLAN
Logical System: default
Routing Instance: default
Interface: ge-1/0/0.
Underlying Interface: ge-1/0/0.4001
Dynamic Profile Name: aci-vlan-set-profile
Dynamic Profile Version: 1
State: Active
Session ID: 13
Agent Circuit ID: aci-ppp-vlan-10
Login Time: 2012-03-12 10:41:56 PDT

Type: PPPoE
User Name: ppphint2
IP Address: 203.0.113.17
Logical System: default
Routing Instance: default
Interface: pp0.1073741834
Interface type: Dynamic
Interface Set: aci-1003-ge-1/0/0.4001
Interface Set Type: Dynamic
Interface Set Session ID: 13
Underlying Interface: ge-1/0/0.4001
Dynamic Profile Name: aci-vlan-pppoe-profile
Dynamic Profile Version: 1
MAC Address: 
State: Active
Radius Accounting ID: 14
Session ID: 14
Agent Circuit ID: aci-ppp-vlan-10
Login Time: 2012-03-12 10:41:57 PDT

show subscribers agent-circuit-identifier detail (Subscriber Sessions Using Specified ACI Substring)

user@host> show subscribers agent-circuit-identifier aci-ppp-vlan detail
Type: VLAN 
Logical System: default
Routing Instance: default
Interface: ge-1/0/0.
Underlying Interface: ge-1/0/0.4001
Dynamic Profile Name: aci-vlan-set-profile
Dynamic Profile Version: 1
State: Active
Session ID: 13
Agent Circuit ID: aci-ppp-vlan-10
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Login Time: 2012-03-12 10:41:56 PDT

Type: PPPoE
User Name: ppphint2
IP Address: 203.0.113.17
Logical System: default
Routing Instance: default
Interface: pp0.1073741834
Interface type: Dynamic
Interface Set: aci-1003-ge-1/0/0.4001
Interface Set Type: Dynamic
Interface Set Session ID: 13
Underlying Interface: ge-1/0/0.4001
Dynamic Profile Name: aci-vlan-pppoe-profile
Dynamic Profile Version: 1
MAC Address: 00:00:5e:00:53:52
State: Active
Radius Accounting ID: 14
Session ID: 14
Agent Circuit ID: aci-ppp-vlan-10
Login Time: 2012-03-12 10:41:57 PDT

show subscribers id accounting-statistics

user@host> show subscribers id 601 accounting-statistics
Session ID: 601
Accounting Statistics:
Input bytes : 199994
Output bytes : 121034
Input packets: 5263
Output packets: 5263
IPv6:
Input bytes : 0
Output bytes : 0
Input packets: 0
Output packets: 0 

show subscribers interface accounting-statistics

user@host> show subscribers interface pp0.3221226949 accounting-statistics
Session ID: 501
Accounting Statistics:
Input bytes : 199994
Output bytes : 121034
Input packets: 5263
Output packets: 5263
IPv6:
Input bytes : 0
Output bytes : 0
Input packets: 0
Output packets: 0

Session ID: 502
Accounting Statistics:
Input bytes : 87654
Output bytes : 72108
Input packets: 3322
Output packets: 3322
IPv6:
Input bytes : 0
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Output bytes : 0
Input packets: 0
Output packets: 0

Session ID: 503
Accounting Statistics:
Input bytes : 156528
Output bytes : 123865
Input packets: 7448
Output packets: 7448
IPv6:
Input bytes : 0
Output bytes : 0
Input packets: 0
Output packets: 0 

show subscribers interface extensive

user@host> show subscribers interface demux0.1073741826 extensive
Type: VLAN
User Name: user@test.example.com
Logical System: default
Routing Instance: testnet
Interface: demux0.1073741826
Interface type: Dynamic
Dynamic Profile Name: profile-vdemux-relay-23qos
MAC Address: 00:00:5e:00:53:04
State: Active
Radius Accounting ID: 12
Session ID: 12
Stacked VLAN Id: 0x8100.1500
VLAN Id: 0x8100.2902
Login Time: 2011-10-20 16:21:59 EST

Type: DHCP
User Name: user@test.example.com
IP Address: 192.0.2.0
IP Netmask: 255.255.255.0
Logical System: default
Routing Instance: testnet
Interface: demux0.1073741826
Interface type: Static
MAC Address: 00:00:5e:00:53:04
State: Active
Radius Accounting ID: 21
Session ID: 21
Login Time: 2011-10-20 16:24:33 EST
Service Sessions: 2

Service Session ID: 25
Service Session Name: SUB-QOS
State: Active

Service Session ID: 26
Service Session Name: service-cb-content
State: Active
IPv4 Input Filter Name: content-cb-in-demux0.1073741826-in
IPv4 Output Filter Name: content-cb-out-demux0.1073741826-out
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show subscribers logical-system terse

user@host> show subscribers logical-system test1 terse
Interface           IP Address/VLAN ID   User Name         LS:RI
demux0.1073741825     203.0.113.3         RETAILER1-CLIENT  test1:retailer1
demux0.1073741826     203.0.113.4         RETAILER2-CLIENT  test1:retailer2

show subscribers physical-interface count

user@host> show subscribers physical-interface ge-1/0/0 count
Total subscribers: 3998, Active Subscribers: 3998

show subscribers routing-instance inst1 count

user@host> show subscribers routing-instance inst1 count
Total Subscribers: 188, Active Subscribers: 183

show subscribers stacked-vlan-id detail

user@host> show subscribers stacked-vlan-id 101 detail
Type: VLAN
Interface: ge-1/2/0.1073741824
Interface type: Dynamic
Dynamic Profile Name: svlan-prof
State: Active
Stacked VLAN Id: 0x8100.101
VLAN Id: 0x8100.100
Login Time: 2009-03-27 11:57:19 PDT

show subscribers stacked-vlan-id vlan-id detail (Combined Output)

user@host> show subscribers stacked-vlan-id 101 vlan-id 100 detail
Type: VLAN
Interface: ge-1/2/0.1073741824
Interface type: Dynamic
Dynamic Profile Name: svlan-prof
State: Active
Stacked VLAN Id: 0x8100.101
VLAN Id: 0x8100.100
Login Time: 2009-03-27 11:57:19 PDT

show subscribers stacked-vlan-id vlan-id interface detail (Combined Output for a Specific Interface)

user@host> show subscribers stacked-vlan-id 101 vlan-id 100 interface ge-1/2/0.* detail
Type: VLAN
Interface: ge-1/2/0.1073741824
Interface type: Dynamic
Dynamic Profile Name: svlan-prof
State: Active
Stacked VLAN Id: 0x8100.101
VLAN Id: 0x8100.100
Login Time: 2009-03-27 11:57:19 PDT

show subscribers user-name detail

user@host> show subscribers user-name larry1 detail
Type: DHCP
User Name: larry1
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IP Address: 203.0.113.37
IP Netmask: 255.255.0.0
Logical System: default
Routing Instance: default
Interface: ge-1/0/0.1
Interface type: Static
Dynamic Profile Name: foo
MAC Address: 00:00:5e:00:53:01
State: Active
Radius Accounting ID: 1
Session ID: 1
Login Time: 2011-11-07 08:25:59 PST
DHCP Options: len 52
35 01 01 39 02 02 40 3d 07 01 00 10 94 00 00 01 33 04 00 00
00 3c 0c 15 63 6c 69 65 6e 74 5f 50 6f 72 74 20 2f 2f 32 2f
37 2d 30 2d 30 37 05 01 06 0f 21 2c

show subscribers vlan-id

user@host> show subscribers vlan-id 100
Interface           IP Address                              User Name
ge-1/0/0.1073741824
ge-1/2/0.1073741825

show subscribers vlan-id detail

user@host> show subscribers vlan-id 100 detail
Type: VLAN
Interface: ge-1/0/0.1073741824
Interface type: Dynamic
Dynamic Profile Name: vlan-prof-tpid
State: Active
VLAN Id: 100
Login Time: 2009-03-11 06:48:54 PDT

Type: VLAN
Interface: ge-1/2/0.1073741825
Interface type: Dynamic
Dynamic Profile Name: vlan-prof-tpid
State: Active
VLAN Id: 100
Login Time: 2009-03-11 06:48:54 PDT

show subscribers vpi vci extensive (PPPoE-over-ATMSubscriber Session)

user@host> show subscribers vpi 40 vci 50 extensive
Type: PPPoE
User Name: testuser
IP Address: 203.0.113.2
IP Netmask: 255.255.0.0
Logical System: default
Routing Instance: default
Interface: pp0.0
Interface type: Static
MAC Address: 00:00:5e:00:53:02
State: Active
Radius Accounting ID: 2
Session ID: 2
ATM VPI: 40
ATM VCI: 50
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Login Time: 2012-12-03 07:49:26 PST
IP Address Pool: pool_1
IPv6 Framed Interface Id: 200:65ff:fe23:102

show subscribers address detail (Enhanced Subscriber Management)

user@host> show subscribers address 203.0.113.111 detail
Type: DHCP
User Name: simple_filters_service
IP Address: 203.0.113.111
IP Netmask: 255.0.0.0
Logical System: default
Routing Instance: default
Interface: demux0.3221225482    
Interface type: Dynamic
Underlying Interface: demux0.3221225472
Dynamic Profile Name: dhcp-demux-prof
MAC Address: 00:00:5e:00:53:0f
State: Active
Radius Accounting ID: 11
Session ID: 11
PFE Flow ID: 15
Stacked VLAN Id: 210
VLAN Id: 209
Login Time: 2014-03-24 12:53:48 PDT
Service Sessions: 1
DHCP Options: len 3
35 01 01
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show subscribers summary

Syntax show subscribers summary
<all>
<detail | extensive | terse>
<count>
<physical-interface physical-interface-name>
<logical-system logical-system pic | port | routing-instance routing-instance | slot>

Release Information Command introduced in Junos OS Release 10.2.

Description Display summary information for subscribers.

Options none—Display summary information by state and client type for all subscribers.

all—(Optional) Display summary information by state, client type, and LS:RI.

detail | extensive | terse—(Not supported on MX Series routers) (Optional) Display the
specified level of output.

count—(Not supported on MX Series routers) (Optional) Display the count of total
subscribers and active subscribers for any specified option.

logical-system logical-system—(Optional) Display subscribers whose logical system
matches the specified logical system.

physical-interface physical-interface-name—(M120, M320, andMXSeries routers only)
(Optional) Display a count of subscribers whose physical interface matches the

specified physical interface, by subscriber state, client type, and LS:RI.

pic—(M120,M320, andMXSeries routers only) (Optional) Display a count of subscribers
by PIC number and the total number of subscribers.

port—(M120,M320, andMXSeries routersonly) (Optional)Displayacountof subscribers
by port number and the total number of subscribers.

routing-instance routing-instance—(Optional)Displaysubscriberswhose routing instance
matches the specified routing instance.

slot—(M120,M320,andMXSeries routersonly) (Optional)Displayacountof subscribers
by FPC slot number and the total number of subscribers.

NOTE: Due todisplay limitations, logical systemand routing instanceoutput
values are truncated when necessary.

Required Privilege
Level

view
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Related
Documentation

show subscribers on page 758•

List of Sample Output show subscribers summary on page 790
show subscribers summary all on page 790
show subscribers summary physical-interface on page 791
show subscribers summary physical-interface pic on page 791
show subscribers summary physical-interface port on page 791
show subscribers summary physical-interface slot on page 792
show subscribers summary pic on page 792
show subscribers summary pic (Aggregated Ethernet Interfaces) on page 792
show subscribers summary port on page 792
show subscribers summary port extensive on page 792
show subscribers summary slot on page 793
show subscribers summary terse on page 793

Output Fields Table49onpage 789 lists theoutput fields for the showsubscribers summary command.

Output fields are listed in the approximate order in which they appear.

Table 49: show subscribers summary Output Fields

Level of OutputField DescriptionField Name

detail noneNumber of subscribers summarized by state. The summary information
includes the following:

• Init—Number of subscriber currently in the initialization state.

• Configured—Number of configured subscribers.

• Active—Number of active subscribers.

• Terminating—Number of subscribers currently terminating.

• Terminated—Number of terminated subscribers.

• Total—Total number of subscribers for all states.

Subscribers by State

detail extensive noneNumber of subscribers summarized by client type. Client types can include
DHCP, GRE, L2TP, PPP, PPPOE, STATIC-INTERFACE, VLAN, and
VLAN-OOB. Also displays the total number of subscribers for all client
types (Total).

Subscribers by Client
Type

detail noneNumber of subscribers summarized by logical system:routing instance
(LS:RI) combination. Also displays the total number of subscribers for all
LS:RI combinations (Total).

Subscribers by LS:RI

extensiveNumber of subscribers summarized by connection type, Cross-connected
or Terminated.

Subscribers by
Connection Type

All levelsInterface associated with the subscriber. The router or switch displays
subscriberswhose interfacematchesorbeginswith thespecified interface.

The*character indicatesacontinuationof addresses for the samesession.

For aggregated Ethernet interfaces, the output of the summary (pic | port |
slot) options prefixes the interface namewith ae0:.

Interface
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Table 49: show subscribers summary Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensive noneCountof subscribersdisplayed for eachPIC, port, or slotwhen thoseoptions
are specified with the summary option. For an aggregated Ethernet
configuration, the total subscriber count does not equal the sum of the
individual PIC, port, or slot counts, because each subscriber can be inmore
than one aggregated Ethernet link.

Count

detail extensive noneTotal number of subscribers for all physical interfaces, all PICS, all ports,
or all LS:RI slots.

Total Subscribers

terseSubscriber IPaddressorVLAN IDassociatedwith thesubscriber in the form
tpid.vlan-id

IP Address/VLAN ID

terseName of subscriber.User Name

terseLogical system and routing instance associated with the subscriber.LS:RI

Sample Output

show subscribers summary

user@host> show subscribers summary

Subscribers by State
 Init      3
 Configured    2
 Active   183
 Terminating    2
 Terminated    1

 TOTAL        191

Subscribers by Client Type
 DHCP     107
 PPP       76
 VLAN         8
 VLAN-OOB       2
 TOTAL        193

show subscribers summary all

user@host> show subscribers summary all
Subscribers by State
 Init         3
 Configured       2
 Active      183
 Terminating       2
 Terminated       1

 TOTAL          191

Subscribers by Client Type
 DHCP      107
 PPP          76
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 VLAN          8

 TOTAL         191

Subscribers by LS:RI
 default:default   1
 default:ri1     28
 default:ri2     16
 ls1:default    22
 ls1:riA     38
 ls1:riB     44
 logsysX:routinstY  42

 TOTAL     191

show subscribers summary physical-interface

user@host> show subscribers summary physical-interface ge-1/0/0
Subscribers by State
   Active: 3998
   Total: 3998

Subscribers by Client Type
   DHCP: 3998
   Total: 3998

Subscribers by LS:RI
   default:default: 3998
   Total: 3998

show subscribers summary physical-interface pic

user@host> show subscribers summary physical-interface ge-0/2/0 pic
Subscribers by State
   Active: 4825
   Total: 4825

Subscribers by Client Type
   DHCP: 4825
   Total: 4825

Subscribers by LS:RI
   default:default: 4825
   Total: 4825

show subscribers summary physical-interface port

user@host> show subscribers summary physical-interface ge-0/3/0 port
Subscribers by State
   Active: 4825
   Total: 4825

Subscribers by Client Type
   DHCP: 4825
   Total: 4825

Subscribers by LS:RI
   default:default: 4825
   Total: 4825
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show subscribers summary physical-interface slot

user@host> show subscribers summary physical-interface ge-2/0/0 slot
Subscribers by State
   Active: 4825
   Total: 4825

Subscribers by Client Type
   DHCP: 4825
   Total: 4825

Subscribers by LS:RI
   default:default: 4825
   Total: 4825

show subscribers summary pic

user@host> show subscribers summary pic
Interface           Count
ge-1/0              1000
ge-1/3              1000

Total Subscribers: 2000

show subscribers summary pic (Aggregated Ethernet Interfaces)

user@host> show subscribers summary pic
Interface           Count
ae0: ge-1/0         801
ae0: ge-1/3         801

Total Subscribers: 801

show subscribers summary port

user@host> show subscribers summary port
Interface           Count
ge-5/0/1              201
ge-5/0/2              301

Total Subscribers: 502

show subscribers summary port extensive

user@host>show subscribers summary port extensive
Interface: ge-5/0/1
Count: 201
Detail:
Subscribers by Client Type
   DHCP: 100
   PPPoE: 100
   VLAN-OOB: 1
Subscribers by Connection Type
   Terminated: 200
   Cross-connected: 1

Interface: ge-5/0/2
Count: 301
Detail:

Copyright © 2017, Juniper Networks, Inc.792

Broadband Subscriber Access Protocols Feature Guide



Subscribers by Client Type
   DHCP: 200
   PPPoE: 100
   VLAN-OOB: 1
Subscribers by Connection Type
   Terminated: 300
   Cross-connected: 1

Total Subscribers: 502

show subscribers summary slot

user@host> show subscribers summary slot
Interface           Count
ge-1                2000

Total Subscribers: 2000

show subscribers summary terse

user@host> show subscribers summary terse
Interface           IP Address/VLAN ID   User Name         LS:RI
ge-1/3/0.1073741824   100                                    default:default
demux0.1073741824     203.0.113.10         WHOLESALER-CLIENT default:default
demux0.1073741825     203.0.113.13         RETAILER1-CLIENT  test1:retailer1
demux0.1073741826     203.0.113.213        RETAILER2-CLIENT  test1:retailer2
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show system subscriber-management statistics

Syntax show system subscriber-management statistics
<all>
<dhcp>
<pppoe>

Release Information Command introduced in Junos OS Release 15.1R3 on MX Series routers for enhanced

subscriber management.

Enhanced I/OStatistics introducedaspart of Extensiveoutput in JunosOSRelease 15.1R4

on MX Series routers for enhanced subscriber management.

Description Display statistics for the specified option. You can customize the output by including one

or more optional filters in the command. With the exception of the extensive option, all

filter options can be combined in a single command.

Options all—(Optional) Display packet statistics for all protocol.

Required Privilege
Level

view

Related
Documentation

Understanding Dropped Packets and Untransmitted Traffic Using show Commands•

List of Sample Output show system subscriber-management statistics all on page 795
show system subscriber-management statistics pppoe on page 796
show system subscriber-management statistics dhcp on page 796
show system subscriber-management statistics dhcp extensive on page 797
show system subscriber-management statistics extensive on page 799

Output Fields Table 50 on page 794 lists the output fields for the showsystemsubscriber-management

statistics command. Output fields are listed in the approximate order in which they

appear.

Table 50: show system subscriber-management statistics Output Fields

Field DescriptionField Name

Statistics for packets received.Rx Statistics

Statistics for packets sent.Tx Statistics

Statistics for visibility into packet drops from the queue.Enhanced I/O Statistics

Includes connection packets, flow control, andmessages and packets sent to and received from the
daemon.

Error Statistics
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Table 50: show system subscriber-management statistics Output Fields (continued)

Field DescriptionField Name

Event Rate Analyzer discards. For DHCP and PPPoE in advanced subscriber management, ERA packet
discard counts are included for Discover, Solicit, and PADI packets .

ERA discards

PPPoE Active Discovery Initiation (PADI) packets.

PADI is the first step in the PPPoE establishment protocol.

padis

PPPoE Active Discovery Request packets.padrs

Point-to-Point Protocol packets.ppp

Number of router solicitations sent or received.

Router solicitations are sent to prompt all on-link routers to send it router advertisements.

router solicitations

Number of router advertisements sent or received.router advertisements

Number of router solicitation responses sent or received.route solicit response packet

Sample Output

The following examples displays packet statistics accumulated for DHCP and PPPoE

since the last time the session manager was cleared.

show system subscriber-management statistics all

user@host> show system subscriber-management statistics all
  user@host> show system subscriber-management statistics all 
Session Manager started @ Tue Nov  3 10:00:57 2015
Session Manager cleared @ Tue Nov  3 11:10:01 2015
--------------------------------------------------------------
                     Packet Statistics
--------------------------------------------------------------
I/O Statistics:
--------------------------------------------------------------
    Rx Statistics
        packets                          : 784711
    Tx Statistics
        packets                          : 7013122
  Layer 3 Statistics
    Rx Statistics
        packets                          : 356218
    Tx Statistics
        packets                          : 6604660

DHCP Statistics:
--------------------------------------------------------------
    Rx Statistics
        packets                          : 320008
        ERA discards                     : 6274                     
    Tx Statistics
        transmit request packets         : 320482
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        sent packets                     : 320482
    Error Statistics
    Connection Statistics
        no connection packets            : 0

PPPoE Statistics:
--------------------------------------------------------------
    Rx Statistics
        packets                          : 486165
        padis                            : 36768
        padrs                            : 35421
        ppp packets                      : 341787
        ERA discards                     : 8249                     
    Tx Statistics
        packets                          : 70842
        send failures                    : 6240

show system subscriber-management statistics pppoe

user@host> show system subscriber-management statistics pppoe
Session Manager started @ Tue Nov  3 10:00:57 2015
Session Manager cleared @ Tue Nov  3 11:10:01 2015
--------------------------------------------------------------
                     Packet Statistics
--------------------------------------------------------------
I/O Statistics:
--------------------------------------------------------------
    Rx Statistics
        packets                          : 784711
    Tx Statistics
        packets                          : 7013122
  Layer 3 Statistics
    Rx Statistics
        packets                          : 356218
    Tx Statistics
        packets                          : 6604660

PPPoE Statistics:
--------------------------------------------------------------
    Rx Statistics
        packets                          : 486165
        padis                            : 36768
        padrs                            : 35421
        ppp packets                      : 341787
        ERA discards                     : 8249                    
    Tx Statistics
        packets                          : 70842
        send failures                    : 6240

show system subscriber-management statistics dhcp

user@host> show system subscriber-management statistics dhcp
Session Manager started @ Tue Nov  3 10:00:57 2015
Session Manager cleared @ Tue Nov  3 11:10:01 2015
--------------------------------------------------------------
                     Packet Statistics
--------------------------------------------------------------
I/O Statistics:
--------------------------------------------------------------
    Rx Statistics
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        packets                          : 784711
    Tx Statistics
        packets                          : 7013122
  Layer 3 Statistics
    Rx Statistics
        packets                          : 356218
    Tx Statistics
        packets                          : 6604660

DHCP Statistics:
--------------------------------------------------------------
    Rx Statistics
        packets                          : 320008
        ERA discards                     : 6274                        
    Tx Statistics
        transmit request packets         : 320482
        sent packets                     : 320482
    Error Statistics
    Connection Statistics
        no connection packets            : 0

show system subscriber-management statistics dhcp extensive

user@host> show system subscriber-management statistics dhcp extensive
Session Manager started @ Tue Nov  3 10:00:57 2015
Session Manager cleared @ Tue Nov  3 11:10:01 2015
--------------------------------------------------------------
                     Packet Statistics
--------------------------------------------------------------
I/O Statistics:
--------------------------------------------------------------
    Rx Statistics
        packets                          : 784711
    Tx Statistics
        packets                          : 7013122
    Buffer Statistics
        allocations                      : 7032618
        frees                            : 7032624
        allocation failures              : 0
  Layer 3 Statistics
    Rx Statistics
        packets                          : 356218
    Tx Statistics
        packets                          : 6604660
    PFE Event Statistics
        packets                          : 0

--------------------------------------------------------------
DHCP Statistics:
--------------------------------------------------------------
    Rx Statistics
        packets                          : 320008
        ERA discards                     : 6274              
    Tx Statistics
        transmit request packets         : 320482
        sent packets                     : 320482
    DHCPv4 Rx Statistics
        total packets                    : 0
    DHCPv4 Tx Statistics
        total packets                    : 0
    DHCPv6 Rx Statistics
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        total packets                    : 320008
        solicit                          : 36250
        request                          : 36382
        renew                            : 247376
        ERA discards                     : 6274            
    DHCPv6 Tx Statistics
        total packets                    : 320482
        advertise                        : 36382
        reply                            : 284100
    Error Statistics
    Connection Statistics
        no connection packets            : 0
        connection down events           : 0
        connection up events             : 0
        flow control invoked             : 0
        flow control released            : 0
        packets sent to daemon           : 320008
        packets received from daemon     : 320482
        messages sent to daemon          : 0
        messages received from daemon    : 0
        notifies while not connected     : 0

NET Statistics:
--------------------------------------------------------------
  ICMP6 Statistics
    Rx Statistics
        packets:                         : 36271
        router solicitations             : 36271
    Tx Statistics
        packets:                         : 6284178
        router advertisements            : 6284178
        route solicit response packet    : 36271

Management Statistics:
--------------------------------------------------------------
    dvlan                                : 33912
    dvlan adds                           : 33912
    pppoe                                : 143651
    pppoe add                            : 35750
    pppoe changes                        : 107901
    ip flow                              : 143633
    ip flow add                          : 107883

Management Config Status:
--------------------------------------------------------------
    gres state enabled state             : 1
    shmlog disabled state                : 0
    Rx Statistics
        packets                          : 167361
        ERA discards                     : 15116                     
    Tx Statistics
        transmit request packets         : 150903
        sent packets                     : 150903
    DHCPv4 Rx Statistics
        total packets                    : 167361
        discover                         : 91910
        request                          : 75451
        ERA discards                     : 15116                     
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show system subscriber-management statistics extensive

user@host> show system subscriber-management statistics extensive
Session Manager started @ Tue Nov  3 10:00:57 2015
Session Manager cleared @ Tue Nov  3 11:10:01 2015
--------------------------------------------------------------
                     Packet Statistics
--------------------------------------------------------------
I/O Statistics:
--------------------------------------------------------------
    Rx Statistics
        packets                          : 784711
    Tx Statistics
        packets                          : 7013122
    Buffer Statistics
        allocations                      : 7032618
        frees                            : 7032624
        allocation failures              : 0
  Layer 3 Statistics
    Rx Statistics
        packets                          : 356218
    Tx Statistics
        packets                          : 6604660
    PFE Event Statistics
        packets                          : 0

--------------------------------------------------------------
Enhanced I/O Statistics:
--------------------------------------------------------------
    bbe_io_rcv l2                        : 0
    bbe_io_rcv l3                        : 0
    bbe_io_rcv l3 v4                     : 0

    io low queue drops                   :12
    io mlow queue drops                  :0
    io medium queue drops                :0
    io high queue drops                  :0
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show system subscriber-management summary

Syntax show system subscriber-management summary

Release Information Command introduced in Junos OS Release 11.1.

Command introduced in Junos OS Release 15.1R3 on MX Series routers for enhanced

subscriber management.

Description Display complete subscriber management database summary information.

Options none—This command has no options.

Required Privilege
Level

view

Related
Documentation

show database-replication statistics•

• show database-replication summary

List of Sample Output show system subscriber-management summary on page 801
show system subscriber-management summary (Enhanced Subscriber
Management) on page 802

Output Fields Table 51 on page 800 lists the output fields for the showsystemsubscriber-management

summary command. Output fields are listed in the approximate order in which they

appear.

Table 51: show system subscriber-management summary Output Fields

Field DescriptionField Name

State of graceful Routing Engine switchover (GRES):

• Enabled

• Disabled

(Enhanced subscriber management for MX Series routers) The
name of this field is Graceful Switchover.

Graceful Restart

State of the Routing Engine:

• Master

• Standby

Mastership

State of the subscriber management database:

• Available

• Init

• Not-available

Database
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Table 51: show system subscriber-management summary Output
Fields (continued)

Field DescriptionField Name

(Enhanced subscriber management for MX Series routers) State
of the standby Routing Engine:

• Connected—Connected but not synchronized

• Disconnected—Not connected

• Resync(nn%)—Connectedandnnpercent synchronizedwith the
master Routing Engine

• Synchronized—Synchronized with the master Routing Engine

Standby

State of unified ISSU chassis daemon:

• ABORT

• DAEMON_ISSU_PREPARE

• DAEMON_ISSU_PREPARE_DONE

• DAEMON_SWITCHOVER_PREPARE

• DAEMON_SWITCHOVER_PREPARE_DONE

• FRU_ISSU

• FRU_ISSU_DONE

• IDLE

• UNKNOWN

Chassisd ISSU State

State of unified ISSU aggregate daemon:

• ABORT

• IDLE

• PREPARE

• READY

• SWITCHOVER_PREPARE

• SWITCHOVER_READY

• UNKNOWN

ISSU State

Amount of time, in seconds, requested by a daemon to perform
cleanup. If multiple daemons request time, the displayed value is
the highest wait time requested by a daemon.

ISSUWait

Sample Output

show system subscriber-management summary

user@host> show system subscriber-management summary
General:
    Graceful Restart     Enabled
    Mastership           Master
    Database             Available
    Chassisd ISSU State  DAEMON_ISSU_PREPARE
    ISSU State           PREPARE
    ISSU Wait            198
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show system subscriber-management summary (Enhanced Subscriber Management)

user@host> show system subscriber-management summary
General:
    Graceful Switchover     Enabled
    Mastership              Master
    Database                Available
    Standby                Resync (75%)
    Chassisd ISSU State     IDLE
    ISSU State              IDLE
    ISSU Wait               0
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test services l2tp tunnel

Syntax test services l2tp tunnel user user-name
<password user-password>
<tunnel-name name>

Release Information Command introduced in Junos OS Release 11.4.

Description (MX Series routers only) Test and verify Layer 2 Tunneling Protocol (L2TP) tunnel

configurations from the L2TP access concentrator (LAC). The test determines whether

the user can be authenticated and tunneled according to the L2TP configuration. The

establishmentof all tunnels associatedwith theuser is tested. Youcanoptionally specify

a particular tunnel to test for the user.

Options user user-name—Name of the user under test. Youmust use an existing configured
username, although it can be created solely for testing a tunnel configuration.

password user-password—(Optional) Authentication password for the specified user.
If you omit this option, the test generates a dummy password—testpass—for the

user.

tunnel-name name—(Optional) Name of a tunnel to test.

Required Privilege
Level

view

Related
Documentation

Testing L2TP Tunnel Configurations from the LAC on page 284•

List of Sample Output test services l2tp tunnel user (User authentication fails) on page 804
test services l2tp tunnel user (Multiple tunnels tested) on page 804
test services l2tp tunnel user tunnel-name (Specific tunnel tested) on page 804

Output Fields Table 52 on page 803 lists the output fields for the test services l2tp tunnel command.

Output fields are listed in the approximate order in which they appear.

Table 52: test services l2tp tunnel Output Fields

Field DescriptionField Name

Name of the tunnel as configured in the local tunnel profile.Tunnel-name

IP address of the tunnel’s remote peer (the L2TP network server [LNS]).Tunnel-peer

Logical system in which the tunnel is created.Logical-System

Routing instance in which the tunnel is created.Routing-Instance
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Table 52: test services l2tp tunnel Output Fields (continued)

Field DescriptionField Name

Status of the tunnel.Status

Sample Output

test services l2tp tunnel user (User authentication fails)

user@host> test services l2tp tunnel user testuser@example.com
Subscriber: testuser@example.com, authentication failed

test services l2tp tunnel user (Multiple tunnels tested)

user@host> test services l2tp tunnel user testuser@example.com
Subscriber: testuser@example.com, authentication success, l2tp tunneled
  Tunnel-name   Tunnel-peer   Logical-System  Routing-Instance Status
  test1tunnel    192.168.2.3      default         default         Up
  test2tunnel    198.51.100.243   default         default        Peer unresponsive

  test3tunnel    198.51.100.251   default           test          Up

test services l2tp tunnel user tunnel-name (Specific tunnel tested)

user@host> test services l2tp tunnel user testuser@example.com tunnel-name test1tunnel
Subscriber: testuser@example.com, authentication success, l2tp tunneled 
  Tunnel-name   Tunnel-peer   Logical-System  Routing-Instance Status
  test1tunnel    192.168.2.3      default         default         Up
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